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WebLogic Server 8.1 Features and
Changes

Welcome to BEA WebLogic Server 8.1! As the leading application server, BEA WebLogic Server™

implements J2EE 1.3 technologies, Web services, and other leading Internet standards to provide a
reliable framework for highly available, scalable, and secure applications. WebLogic Server’s seamless
integration of disparate, heterogeneous platforms and applications enables your network to leverage

existing software investments and share the enterprise-class services and data that are crucial to

building mission-critical e-business applications.

The following sections describe the new features and major improvements made in the WebLogic

Server 8.1 general release and its associated service packs.

“What’s New in WebLogic Server 8.1 SP6” on page 1-2
“What’s New in WebLogic Server 8.1 SP5” on page 1-6
“What’s New in WebLogic Server 8.1 SP4” on page 1-10
“What’s New in WebLogic Server 8.1 SP3” on page 1-19
“What’s New in WebLogic Server 8.1 SP2” on page 1-30
“What’s New in WebLogic Server 8.1 SP1” on page 1-36
“What’s New in WebLogic Server 8.1” on page 1-41
“Certifications” on page 1-72

“Standards Support” on page 1-72

“Deprecated Features and APIs” on page 1-74
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e “Third-Party JAR Files” on page 1-74

e “Other Available Resources” on page 1-76

What's New in WebLogic Server 8.1 SP6

1-2

This section details major differences between WebLogic Server 8.1 SP6 and earlier versions. It
includes information about the following:

e “New Command for Purging DeploymentTaskRuntimeMBeans” on page 1-2

e “CMP20 EJBs in WebLogic Server Support Automatic Primary Key Generation using Identity
Columns for DB2” on page 1-2

e “Optimized CLOB Column Insertion on Oracle 10g” on page 1-2
e “Log file rotation has been enabled for Node Manager” on page 1-3

e “WebLogic Server Type 4 JDBC Drivers” on page 1-3

New Command for Purging DeploymentTaskRuntimeMBeans

You can use the PURGETASKS command, which is available in the weblogic.aAdmin tool to purge
DeploymentTaskRuntimeMBeans on the server-side. Purging these tasks avoids any Deployer
related memory leaks on the server-side. For more information, see “Command for Purging Tasks” in
weblogic.Admin Command-Line Reference in WebLogic Server Command Reference.

CMP20 EJBs in WebLogic Server Support Automatic Primary
Key Generation using Identity Columns for DB2

WebLogic Server supports automatic primary key generation for DB2 and Informix databases. For
DB2, primary keys can be automatically generated using sequences or using identity column. Now,
support for using identity column is also available.

Use DB2_IDENTITY as <generator-type> in the CMP deployment descriptor to use this feature.

Optimized CLOB Column Insertion on Oracle 10g

The Oracle 9i and 10g drivers have different requirements for successful insertion of CLOB column
values into database rows. The Oracle 9i driver requires that a database row is locked before a CLOB
value can be inserted into it. As a result, on Oracle 9i, WebLogic Server does the following to insert a
row that contains a CLOB column value into a table:
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1. Inserts a row with all values other than the CLOB column into the table.
2. Issues a SELECT FOR UPDATE statement on the row created in step 1, above.
3. Inserts the CLOB value into the row.

While these steps are necessary for successful insertion of a row that contains a CLOB column value
on Oracle 9i, the steps cause an unnecessary performance hit on Oracle 10g. The Oracle 10g driver
features improved handling of CLOBS and does not require a lock on a row before a CLOB column
value can be inserted into it. On Oracle 10g, WebLogic Server uses a single INSERT statement to insert
a row with a CLOB column value into a table, which results in increased performance of CMP EJBs.

Log file rotation has been enabled for Node Manager

Node Manager Log files can be rotated based on size or based on time. The type of rotation and other
related properties need to be specified in NodeManager .properties using
logFileRotationType. Valid values for the property are size and time.

For file size based rotation, specify STZE as 1ogFileRotationType and specify the size at which
you want the file to be rotated using the 1ogFileMinsize property. The default value is 5000 XB.

For time based rotation, specify TIME as 1ogFileRotationType and specify the time interval at
which you want the file to be rotated using the 10gFileTimeSpan property. The default value is 24

hours.

You can also limit the number of rotated files you want. That is, you can specify the number of old Log
files that you want to retain using the i sNumOfFilesLimited property. Set this property to true
to delete some of the old rotated Log files.

WebLogic Server Type 4 JDBC Drivers

The following sections describe new features and changes for WebLogic Server Type 4 JDBC
Drivers in this release:

e “Changes for All Drivers” on page 1-4
e “Changes for DB2” on page 1-4

e “Changes for Informix” on page 1-4

e “Changes for Oracle” on page 1-5

e “Changes for SQL Server” on page 1-5
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e “Changes for Sybase” on page 1-5

For more information, see WebLogic Type 4 JDBC Drivers.

Changes for All Drivers
e All drivers have been certified with J2SE 5.0.
e ResultSet metadata support.

e New JavaDoubleToString connection option allows you to choose the optimal
conversion algorithm when converting double or float values to string values.

e New ResultSetMetaDataOptions connection option allows the driver to return table
name information in Resultset metadata for select Statements.

Changes for DB2
e Support for new DB2 v8.2 for Linux/UNIX/Windows features, including:

— Maximum length of SQL statements increased to 2MB

— Ability to create tables with a Unicode character set in a database with a non-Unicode
default character set

— Nested savepoints

Support for new DB2 v8.1 for z/OS features, including:
— Cancel and query timeout support

— Extended identifier lengths

Support for new DB2 v5R3 for iSeries features, including support for new UTF-8 and
UTF-16 encodings.

Driver now supports parameter metadata for all supported DB2 platforms and versions.

New EnableCancel Timeout connection option that provides the ability to time out cancel
requests.

e Performance improvements.

Changes for Informix

e Parameter metadata support.
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e New DBDate connection option sets the Informix DBDate server environment variable.

Changes for Oracle
e New Windows-specific Type 2 OS authentication method supports NTLM authentication.
e Parameter metadata support.

e New EnableCancelTimeout connection option provides the ability to time out cancel
requests.

e New sendFloatParametersAsString connection option allows the driver to send float
and double parameters to the server as a string or floating point number.

e New wireProtocolMode connection option allows the driver to optimize network traffic
to the Oracle server for result sets. Oracle 10g database users may need to set
WireProtocolMode=2 to prevent performance degradation when using parameterized
queries (prepared and callable statements) involving big tables.

e Improved character set support.

e Improved LOB performance.

Changes for SQL Server
e New Type 2 OS authentication method supports both Kerberos and NTLM authentication.

e New packetsize connection option allows you to fine-tune the size of the packet the
driver uses to communicate with the database server.

e New EnableCancelTimeout connection option that provides the ability to time out cancel
requests.

e Parameter metadata support.

e Performance improvements.

Changes for Sybase
e Support for Sybase 12.5.3.

e New EnableCancelTimeout connection option that provides the ability to time out cancel
requests.
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e New UseAlternateProductInfo connection option allows you to specify whether the
driver will perform additional processing to return more accurate information for the
DatabaseMetaData.getDatabaseProductName () and
DatabaseMetaData.getDatabaseProductVersion () methods.

e New ErrorBehavior connection option allows you to fine-tune how errors that are
returned from Stored Procedures are handled.

What'’s New in WebLogic Server 8.1 SP5

This section details major differences between WebLogic Server 8.1 SP5 and earlier versions. It
includes information about the following:

e “Enhanced Support for Oracle RAC” on page 1-7
— “XA Call Retry for Oracle RAC” on page 1-7
— “Using MultiPools with Global Transactions” on page 1-7

e “Administration Console Changes” on page 1-7
— “DISCOVERMANAGEDSERVER” on page 1-7
— “SocketBufferSizeAsChunkSize” on page 1-8

e “Optimistic Concurrency for EJBs” on page 1-8

e “HTTP GET Request Limit” on page 1-8

e “Bypassing Compilation Errors in JSP” on page 1-8

e “J-Integra Version” on page 1-8

e “RSA Libraries” on page 1-8

e “Form-based Authentication over HTTPS” on page 1-9

e “Limiting Number of Concurrent Requests for a Session” on page 1-9
e “Option for Warning Message BEA-012034” on page 1-9

e “Accessing the Java weblogic.marathon.ddinit.EarInit Method in a Multi-User Environment” on
page 1-9

e “Behavior of InitialContext” on page 1-9

e “Custom Classloader Structure with Iterative Development” on page 1-10
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Enhanced Support for Oracle RAC
XA Call Retry for Oracle RAC

Occasionally, when one RAC node fails, there may be a delay before the transaction branch on the
failed node becomes available on other nodes in the RAC cluster. This prevents incomplete
transactions from being properly completed, which could further result in unresolved database locks
or data loss. To protect against the potential consequences of such a delay, WebLogic Server provides
two configuration attributes that will enable XA call retry for Oracle RAC:
XARetryDurationSeconds and XARetryIntervalSeconds. These attributes enable the
WebLogic Server transaction manager to retry XA recover, commit, and rollback calls for the specified
amount of time to compensate for potential RAC failover delays. For more information, see
http://e-docs.bea.com/wls/docs81/jdbc/oracle_rac.html

Using MultiPools with Global Transactions

You can use MultiPools to connect WebLogic Server to multiple Oracle RAC nodes. First configure a
JDBC connection pool for each RAC instance in your RAC cluster with the Oracle Thin driver. Then
configure a MultiPool using either the algorithm for load balancing or the algorithm for high
availability and add the connection pools to the MultiPool. For information, see "Configuration
Options in WebLogic Server with Oracle RAC" in Programming WebLogic JDBC.

A MultiPool "pins" a transaction to one and only one Oracle RAC instance and failover is handled at
the MultiPool level when a RAC instance becomes unavailable. If there is a failure on a RAC instance
before PREPARE, the operation is retried until the retry duration has expired. If there is a failure after
PREPARE the transaction is failed over to another instance.

Note: MultiPools with global (XA) connections are supported only when used with Oracle RAC.

For more information see: http://e-docs.bea.com/wls/docs81/jdbc/oracle_rac.html

Administration Console Changes

DISCOVERMANAGEDSERVER

The WebLogic Administration Console has a new option, DISCOVERMANAGEDSERVER. Selecting
this option allows you to re-establish administrative control over Managed Servers after an
Administration Server has already started. This option has been provided on the domain -> control

page.

WebLogic Server 8.1 Release Notes 1-1


http://e-docs.bea.com/wls/docs81/jdbc/oracle_rac.html
http://e-docs.bea.com/wls/docs81/jdbc/oracle_rac.html
http://e-docs.bea.com/wls/docs81/jdbc/oracle_rac.html#10grac
http://e-docs.bea.com/wls/docs81/jdbc/oracle_rac.html#10grac

WebLogic Server 8.1 Features and Changes

1-8

SocketBufferSizeAsChunkSize

The SocketBufferSizeAsChunkSize attribute has been added to the Server > Configuration > Tuning
tab. Enabling this attribute sets the WebLogic Server buffer size, for sending or receiving data through
a raw socket, to 4KB.

When this attribute is disabled, the Operating System determines the buffer size.

Note: While use of this option can help improve performance on some Operating Systems, it is not
guaranteed and hence, not recommended. Performance improvements are dependent on the
Operating System hosting the server.

Optimistic Concurrency for EJBs

The ‘select for updates’ operation is no longer used for optimistic concurrency EJBs that use Oracle
drivers that implement the proprietary sendBatch () APL As a result, for optimistic failures, it is no
longer possible to report errors at the pk level.

HTTP GET Request Limit

Earlier, when the ISAPI plug-in for WebLogic Server encountered a HITP GET request larger than
4096 bytes, the *request too long: XXXX, max is 4096 error was recorded in the wlproxy
log files. This limitation no longer exists and the ISAPI plug-in for WebLogic Server now
accommodates requests of all sizes.

Bypassing Compilation Errors in JSP

A -k option has been introduced in appc to ensure JSP compiles even after a compilation error is
encountered. For wlappc tasks, the cont inueCompilation attribute has been added.

J-Integra Version
WebLogic Server now includes JCOM with J-Integra 2.3.

RSA Libraries

WebLogic Server ships with the RSA Crypto-J 3.5 library. Check the validation lists at
http://csre.nist.gov/cryptval/ for FIPS140 compliance status.
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Form-based Authentication over HTTPS

You can now enable form-based authentication over HTTPS even if cookies are disabled in the
browser. However, enabling this feature forces the browser to display the Authorization Cookie as part
of the URL. To enable this feature, add the:

-Dweblogic.http.AuthCookieURLRewritingEnabled=true

flag to the WebLogic start script.

Limiting Number of Concurrent Requests for a Session

The weblogic.http.session.maxConcurrentRequest property has been added to limit the number of
concurrent requests for a session. If the number of concurrent requests for a given session exceeds
the specified value, the servlet container will start rejecting requests. By default, this property is set
to -1, which indicates the servlet container does not impose any restrictions.

Option for Warning Message BEA-012034

BEA-012034 can now be disabled using the <disable-element> in weblogic-ejb-jar.xml.

Accessing the Java weblogic.marathon.ddinit.Earlnit Method
in a Multi-User Environment

Prior to WebLogic Server 8.1 SP5, using the java weblogic.marathon.ddinit.EarInit method in a
multi-user environment resulted in access issues for the temporary directory created by the method.
And, only one user could write to the temporary directory at any given time.

You can now specify your own temporary directory using the -Dmarathon.tmpdir flag when you invoke
the weblogic.marathon.ddinit.EarInit method.

Behavior of InitialContext

The behavior of InitialContext has changed, resulting in increased memory allocation. If you create an
InitialContext in the threads created by your application, you must subsequently close that Context to
release resources and avoid any potential memory leaks.

See Programming WebLogic JNDI for more information.
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Custom Classloader Structure with Iterative Development

When a new classloader-structure element is added as a leaf node anywhere in the existing
class-loader hierarchy, then the module added to the new classloader-structure can be deployed
without redeploying the entire application. However, when deleting or rearranging the existing
classloader-structure element within the hierarchy, the entire application should be redeployed.

When you add new module-uri(s) to an existing classloader-structure, ensure that it is added only after
the existing module-uri(s). New module(s) can be deployed without redeploying the entire
application. However, when moving or deleting module-uri(s) across classloader-structure elements,
ensure that you redeploy the entire application.

What's New in WebLogic Server 8.1 SP4
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This section details major differences between WebLogic Server 8.1 SP4 and earlier versions. This
section includes information about the following:

“Patch to Provide XA Support for Oracle RAC” on page 1-10

e “Patch to Support Use with Oracle 91 RAC” on page 1-13
e “WebLogic Type 4 JDBC Drivers” on page 1-15

e “EJB Features” on page 1-18

e “Security Features” on page 1-18

e “Servlet Features” on page 1-19

Patch to Provide XA Support for Oracle RAC

If you are using WebLogic Server 8.1SP4 with Oracle 9i Real Application Clusters (RAC) or Oracle 10g
RAC, you should download and install the patch at
http://dev2dev.bea.com/wlserver/patch/wls81sp4_MP_OracleRAC_patch.html

This patch includes resolutions for issues described in Oracle’s bug 3428146 and 395790. In some
failure conditions, there is a window of time in which transaction branches and the data associated
with them are not available across the RAC cluster, which prevents incomplete transactions from
being properly completed, which may result in database deadlocks or data loss. To work around these
issues, BEA added the xaRetryDurationSeconds attribute to the JDBC connection pool
configuration. This attribute enables the WebLogic Server transaction manager to retry XA recover,
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commit, and rollback calls for the specified amount of time to compensate for potential RAC failover
delays.

In addition, this patch supports the use of WebLogic JDBC MultiPools for applications using global
transactions (XA). MultiPools offer database connection failover without the limitations and known
issues associated with a connection pool configuration using connect-time failover. MultiPools also
offer load balancing for XA, and additional features such as callbacks and automatic failback.

Note: Ifyou have already installed the Oracle 9i RAC patch (wlplat81sp4_Oracle9iRAC_patch.jsp)
BEA recommends replacing that patch with this one regardless whether you plan to use
MultiPools. This patch contains all the fixes included in the Oracle 9i RAC patch and will be
the patch updated for WLS if future updates are needed.

Patch Configuration Requirements
After installing this patch, you must update your domain configuration. For more information about

updating your domain configuration, see “Enable XA Call Retry for Oracle RAC” on page 1-11.

If you are using WebLogic Server 8.1SP3 with Oracle 9i RAC, BEA recommends that you upgrade to
WebLogic Server 8.1SP4 and apply the wiplat81sp4_OraclelOgRAC_patch.

See "XA Considerations and Limitations with Oracle 91 RAC" in Programming WebLogic JDBC for
configuration details and known limitations when using WebLogic Server with Oracle 9i RAC.

For more information about Oracle RAC limitations, contact Oracle.

For the latest information on the hardware and software platforms supported by WebLogic Server and
BEA WebLogic Platformm, see Supported Configurations.

JDBC MultiPool Configuration for WebLogic Server with Oracle RAC

To use MultiPools to connect WebLogic Server to multiple Oracle RAC nodes, first configure a JDBC
connection pool for each RAC instance in your RAC cluster with the Oracle Thin driver. Then
configure a MultiPool using either the algorithm for load balancing or the algorithm for high
availability and add the connection pools to the MultiPool.You can use the Administration Console or
any other means that you prefer to configure your domain, such as the weblogic.Admin command line
utility, the Weblogic Scripting Tool (WLST), or a JMX program. For information, see “Configuration
Options in WebLogic Server with Oracle RAC” in Programming WebLogic JDBC.

Enable XA Call Retry for Oracle RAC

Occasionally, when one RAC node fails over to another, there may be a delay before the transaction
branches on the now failed node, and the data associated with them, are available throughout the
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cluster. This prevents incomplete transactions from being properly completed, which could further
result in unresolved database locks or data loss. To protect against the potential consequences of such
a delay, WebLogic Server provides two configuration attributes that will enable XA call retry for Oracle
RAC: XARetryDurationSeconds and XARetryIntervalSeconds.

To enable XA call retries, add a value for the XARetryDurationSeconds attribute to all JDBC
connection pools in your WebLogic domain that connect to an Oracle RAC instance. For example:

<JDBCConnectionPool
Name="oracleRACPool"

DriverName="oracle.jdbc.xa.client.OracleXADataSource"

XARetryDurationSeconds=480
/>

Note: The xARetryDurationSeconds attribute is not available in the Administration Console.
To enable this feature, you must manually edit your config.xm1 file or change the
configuration using the weblogic .Admin command line utility or a JMX program.

Use the following formula to determine the value for xARetryDurationSeconds:

XARetryDurationSeconds = (longest transaction timeout for transactions that use connections
from the connection pool) + (delay before XIDs are available on all RAC nodes, typically less than 5
minutes)

For example, if your application sets the longest transaction timeout as 180 seconds, you should set
XARetryDurationSeconds to 180 seconds + 300 seconds, for a total of 480 seconds.

Note: It is generally better to set XxaARet ryDurationSeconds higher than minimally necessary to
make sure that all transactions are completed properly. Setting the value higher than
minimally required should not affect application performance during normal operations. The
additional processing only affects transactions that have been prepared but have failed to
complete.

You can also optionally set a value for the xARetryIntervalSeconds attribute. This value
determines the time between XA retry calls. By default, the value is 60 seconds. Decreasing the value
will decrease the amount of time between XA retry attempts. The default value should suffice in most
cases.
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Patch to Support Use with Oracle 9i RAC

If you are using WebLogic Server 8.1SP4 with Oracle 9i Real Application Clusters (RAC), you should
download and install the patch at
http://commerce.bea.com/d2d/wlplat81sp4_Oracle9iRAC_patch.jsp

This patch includes resolutions for issues described in Oracle’s bug 3428146 and 395790. In some
failure conditions, there is a window of time in which transaction IDs are not available across the RAC
cluster, which prevents incomplete transactions from being properly completed, which further results
in deadlocks in the database. To work around these issues, BEA added the
XARetryDurationSeconds attribute to the JDBC connection pool configuration. This attribute
enables the WebLogic Server transaction manager to retry XA recover, commit, and rollback calls for
the specified amount of time to compensate for potential RAC failover delays.

Configuration for the wiplat81sp4_Oracle9iRAC_patch described here is in addition to other
configuration requirements in WebLogic Server and in the Oracle RAC cluster. For more details about
configuring WebLogic Server to connect to an Oracle RAC database, see “Using WebLogic Server with
Oracle RAC” in Programming WebLogic JDBC.

Patch Configuration Requirements

After installing this patch, you must update your domain configuration. See the following sections for
more details:

e “Enable XA Call Retry” on page 1-13

e “Target Connection Pools to All Servers” on page 1-14

If you are using WebLogic Server 8.1SP3 with Oracle 9i RAC, BEA recommends that you upgrade to
WebLogic Server 8.1SP4 and apply the wiplat81sp4_Oracle9iRAC_patch.

See "XA Considerations and Limitations with Oracle RAC" in Programming WebLogic JDBC for
configuration details and known limitations when using WebLogic Server with Oracle RAC.

For more information about Oracle RAC limitations, contact Oracle.

For the latest information on the hardware and software platforms supported by WebLogic Server and
WebLogic Platform, see Supported Configurations.

Enable XA Call Retry

To enable XA call retries, add a value for the XARetryDurationSeconds attribute to all JDBC
connection pools in your WebLogic domain that connect to an Oracle RAC instance. For example:
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<JDBCConnectionPool
Name="oracleRACPool"

DriverName="oracle.jdbc.xa.client.OracleXADataSource"

XARetryDurationSeconds=480
/>

Note: The xARetryDurationSeconds attribute is not available in the Administration Console.
To enable this feature, you must manually edit your config.xm1 file or change the
configuration using the weblogic .Admin command line utility or a JMX program.

Use the following formula to determine the value for xARetryDurationSeconds:

XARetryDurationSeconds = (longest transaction timeout for transactions that use connections
from the connection pool) + (delay before XIDs are available on all RAC nodes, typically less than 5
minutes)

For example, if your application sets the longest transaction timeout as 180 seconds, you should set
XARetryDurationSeconds to 180 seconds + 300 seconds, for a total of 480 seconds.

Note: It is generally better to set XxARet ryDurationSeconds higher than minimally necessary to
make sure that all transactions are completed properly. Setting the value higher than
minimally required should not affect application performance during normal operations. The
additional processing only affects transactions that have been prepared but have failed to
complete.

You can also optionally set a value for the xARetryIntervalSeconds attribute. This value
determines the time between XA retry calls. By default, the value is 60 seconds. Decreasing the value
will decrease the amount of time between XA retry attempts. The default value should suffice in most
cases.

Target Connection Pools to All Servers

With this patch, all JDBC connection pool/data source pairs that connect to an Oracle RAC instance
must be targeted to all WebLogic Server instances that participate in global transactions for which
RAC is a participant.

During server startup, if a resource checkpoint is read from the transaction log, and the resource is
found to be available on another server, then it is possible that recovery for that resource can complete
before the resource is registered locally. If the resource is configured without the
XARetryDurationSeconds attribute, recovery for the resource will complete without XA call retries,
which can result in deadlocked data. By targeting the connection pool to all relevant WebLogic Server
instances, XA call retries will be initiated on any server that performs the recovery.

WebLogic Server 8.1 Release Notes



What's New in WebLogic Server 8.1 SP4

For instructions about targeting a data source and connection pool, see the following sections in the
Administration Console Online Help:

e “Deploying a Connection Pool to One or More Servers or Clusters”

e “Deploying a JDBC Data Source to a Server or Cluster”

WebLogic Type 4 JDBC Drivers

In WebLogic Server 8.1SP4, the WebLogic Type 4 JDBC drivers were updated. The drivers now include
the following new enhancements and features. For more information, see WebLogic Type 4 JDBC
Drivers.

All Drivers

The following enhancements were made to all WebLogic Type 4 JDBC drivers:
e Client-side load balancing
e More flexible connection failover
e Connection retry
e Ability to set and retrieve client information on a connection
e Parameter metadata support for simple inserts and updates

e ResultSet metadata support has been enhanced to return valid table name information:

— The drivers return the name of the table to which the column belongs from the
ResultSetMetaData.getTableName () method for columns in a result set that map to a
column in a table in the database. The drivers return an empty string from the
ResultSetMetaData.getTableName () method for columns in a result set that do not
map to a column in a table (for example, aggregates, literals, and so forth).

— The SELECT statements for which ResultSet metadata is returned may contain aliases,
joins, and fully qualified names.

— The drivers return schema name and catalog name information when the driver can
determine that information.

To provide this enhanced functionality, the driver must perform additional processing. To
ensure that applications that do not require table information do not have to pay a performance
penalty for this additional processing, a new integer connection option,
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ResultsetMetaDataOptions, has been added to control whether the driver returns valid
table name information. Valid values are 1 and 0. The default is 0.

e Parameter metadata support has been enhanced to return parameter metadata for SELECT
statements. When connected to a database that does not support returning parameter metadata
for SELECT statements natively, the drivers do support returning parameter metadata for many
common forms of ANSI SQL SELECT statements. Database-specific SELECT syntax is not
currently supported.

DB2 Driver

At the time of the WebLogic Server 8.1SP4 release, WebLogic Server was not certified for use with
DB2. The DB2 driver was not included in the WebLogic Server 8.1SP4 distribution. A patch is now
available for WebLogic Server Service Pack 4 at the following URL:

http://dev2dev.bea.com/products/wlplatform81/patch/wiplat81sp4_db2_patch.jsp

Informix Driver

e A new connection option, DBDate, was added to set the value of the Informix DBDate server
environment variable. This value controls how the driver interprets literal date values when
inserting or updating data in DATE columns and how it formats date strings retrieved from
DATE columns. Using this option, you can customize:

- The Order in which the month, day, and year fields appear in a date string
- The Year field to contain two or four digits

- The Separator character used to separate the date fields

SQL Server Driver
e Improved trigger result and error handling

e A new connection option, ReceiveStringParameterType, Was added to allow you to specify
how the driver describes String output parameters to the database. Valid values are
NVARCHAR, VARCHAR, and DESCRIBE. The default is NVARCHAR.

Oracle Driver

e New Oraclel0g support, including support for the Oracle10g BINARY_FLOAT and
BINARY_DOUBLE data types

e Improved JTA performance
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e Ability to retrieve connection information, including client-side load balancing information
from an Oracle tnsnames . ora file

o Ability to set Dedicated or Shared server type

e Driver behavior has been changed for the connection option catalogoptions, which
determines the type of information included in result sets returned from catalog functions.
Behavior has been changed as follows:

— If set to 0, result sets contain default DatabaseMetaData results.

— Ifset to 1, result sets contain remarks information returned from the DatabaseMetaData
method getTables. Result sets contain remarks and column default information returned
from the DatabaseMetaData method getColumns.

— If set to 2, result sets contain synonyms returned from the DatabaseMetaData methods:
getColumns, getProcedures, getProcedureColumns, and getIndexInfo.

— If set to 3, result sets contain remarks, column defaults, and synonyms (as described in
options 1 and 2).

The default value is 2.

e A new connection option was introduced, sendFloatParametersAsString, to specify
whether float and double parameters are sent to the server as a string or as a floating point
number. Valid values are true and false. When sendFloatParametersAsString is false, the
driver sends float and double parameters as floating point numbers. When
SendFloatParametersAsString is set to true, the driver sends float and double parameters
to the database server as string values. Setting SendFloatParametersAsString to true
provides backwards compatibility with previous driver versions. The default value is false.

e A new connection option was introduced, codePageOverride, to control the way the driver
performs character conversions when communicating with an Oracle server. When set to a valid
value, the specified code page overrides the code page used by the driver to convert character
data to the database character set. This option has no effect on how the driver converts
character data to the national character set. If codePageoverride is not specified, the driver
automatically determines the code page used to convert character data based on the Oracle
server’s reported database character set.

Sybase Driver

e A new Boolean connection option, UseAlternateProductInfo, was introduced to allow the
user to specify that the driver return more accurate information for the
DatabaseMetaData.getDatabaseProductName () and
DatabaseMetaData.getDatabaseProductVersion () methods. When set to false, the
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driver returns the information it receives from the server during the login process. This is the
version information that the driver has always returned. When set to true, the driver makes an
additional query and returns the information it receives from selecting the value of @@version.
The default value is false.

EJB Features

Dynamic Finders

Dynamic Finders can now use the relationship-caching feature. The dynamic finders need to be
constructed as follows:
Query query = gh.createQuery () ;

Properties props = new Properties();
props.setProperty ("GROUP_NAME", "byNameGroup") ;
props.setProperty ("SQL_SELECT_DISTINCT", "true");
props.setProperty ("RELATIONSHIP_CACHING_NAME", "cacheMoreBeans") ;
Collection results = query.find(ejbgl, props);

You can set both field-group as and relationship-caching on the dynamic query.

PreparedQuery Interface

The PreparedQuery public interface that extends the QueryProperties interface has been added to the
weblogic.ejb package. For more information, see
http://e-docs.bea.com/wls/docs81/javadocs/weblogic/ejb/PreparedQuery.html

Security Features

Trust Manager

WebLogic Server 8.1 now has a property that can override the default TrustManager implementation.
When this property is set, the custom TrustManager is called instead of the default WebLogic Server
TrustManager.

The custom TrustManager may behave differently and cause certificate validation to fail or succeed
for different reasons. The custom TrustManager is used for incoming connections and not for outgoing
connections. It should be tested with incoming connections.

Future releases of WebLogic Server may provide a different implementation for custom TrustManager
functionality.
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LDAP

WebLogic Server has a new property, (servername).membership.directmembershiponly, that can be
specified when configuring the LDAPrealm v2. The (servername) can be the name of any server or can
be left blank.

If this property is set to true, the LDAP search filter will only list the members of a group who are
direct members to the group. For example, if User X belongs to Group G1 and Group G1 belongs to
Group G2, only Group G1 will be listed if this property is set to true. By default, this property is set to
false.

Encryption Utility

There is a new weblogic.security.Encrypt utility that encrypts cleartext strings for use with WebLogic
Server. The utility uses the encryption service of the current directory, or the encryption service for a
specified WebLogic Server domain root directory.

Single Pass Identity Assertion

Single Pass Identity Assertion provider allows single sign-on with desktop clients.

Servlet Features

WebAppServletContext.getResourcePaths() now returns both directories and files under the web-app
root directory as well as any virtual directories configured in the weblogic.xml for the web-app.

What'’s New in WebLogic Server 8.1 SP3

This section details major differences between WebLogic Server 8.1 SP3 and earlier versions. This
section includes information about the following:

e “New SDKs Bundled with WebLogic Platform 8.1” on page 1-20
o “WebLogic Server Process Edition” on page 1-20

o “Web Services Features” on page 1-21

e “JDBC Features” on page 1-23

e “WebDAV Support” on page 1-28

e “Security Features” on page 1-29

e “WAPEnabled Attribute for HTTP Sessions” on page 1-29
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e “WebLogic Tuxedo Connector (WTC) Features” on page 1-30

New SDKs Bundled with WebLogic Platform 8.1

The WebLogic Platform 8.1 SP3 installation includes new versions of the Java 2 SDKs:
e SunJava 2 SDK 1.4.2_04

e BEA JRockit® SDK 1.4.2_ 04

If you are upgrading a WebLogic domain from 8.1 SP2 to 8.1 SP3, You need to modify the
domain startup script to point to the location in which the new SDK was installed. This script is
located in the domain's root directory. Depending on the type of domain you are upgrading, this
script by default is named either setDomainEnv or startWebLogic.

To modify this script, update the value of the JAVA_HOME variable. For example:

set JAVA_HOME=C:\bea\jrockit8lsp3_142_04

It is also recommended that you update your BEA WebLogic Workshop® applications,
application startup scripts, and silent configuration scripts to reference the new Sun or JRockit

SDK directory. For information about updating your Weblogic Workshop applications to use the
new SDK, see the WebLogic Platform Upgrade FAQ.

For more information about the changes between Sun JVM 1.4.1 and 1.4.2, see Enhancements and
Changes in Java 2 SDK v1.4.2 at the Sun Microsystems Web site, at the following URL:
http://java.sun.com/j2se/1.4.2/changes.html

WebLogic Server Process Edition

WebLogic Server Process Edition is a new product offering that provides a unified solution for
developing process-based applications that run in the WebLogic Server environment. You can use
WebLogic Server Process Edition to build and execute process-based applications without having to

purchase a full BEA WebLogic IntegrationTM license.

WebLogic Server Process Edition includes the following components:

e WebLogic Server Premium Edition—Enables full support for WebLogic Server functionality,
including the core Java 2 Enterprise Edition (J2EE) features, WebLogic Workshop, and
premium clustering, caching, and messaging capabilities.

e The Business Process Management (BPM) functionality of WebLogic Integration—Allows you
to model and execute business processes that span multiple internal systems, external
resources, and users, including trading partners. These business processes can orchestrate the
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execution of business logic and the exchange of business documents among such systems and
users in a loosely coupled fashion.

For more information, see the WebLogic Server Process Edition documentation.

Web Services Features

WebLogic Server 8.1 Service Pack 3 includes the following new and changed Web Service features.

Implementation of the Final 1.0 0ASIS Web Services Security Specification

WebLogic Web Services now implement the following OASIS Standard 1.0 Web Services
Security specifications, dated April 6, 2004:

e Web Services Security: SOAP Message Security
e Web Services Security: Username Token Profile

e Web Services Security: X.509 Token Profile
WebLogic Server Service Pack 2 implemented a Working Draft Version 1.0 of the specification.

The final implementation of the Web Services Security specification is 7ot compatible with the
implementations in Service Pack 2 and previous versions. This means, for example, that a client
application that uses the Service Pack 2 (or previous) WebLogic Web Services security APIs to
digitally sign or encrypt a SOAP message cannot invoke a message-level secured Web Service deployed
on a Service Pack 3 WebLogic Server instance. The reverse is also true: a client application using the
Service Pack 3 WebLogic Web Services security APIs cannot invoke a secure Web Service deployed on
a Service Pack 2 or previous WebLogic Server instance.

This lack of compatibility results from changes between the two versions of the Web Services Security
specification that were implemented in Service Packs 2 and 3. In particular, the working draft
specification of April 2002 specified that certain attributes of the security header in a SOAP message
use Qname values. The final April 2004 version of the specification, however, specified that those
attributes use URI values instead. This change makes SOAP security consistent with other security
specifications, such as XML Digital Signatures, XML Encryption, and SAML.

See Configuring Message-Level Security (Digital Signatures and Encryption) at
{DOCROOT]}/webserv/security.html#message_level_security for details.
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HTTPBindingInfo API For SSL Socket Sharing

You can now use the weblogic.webservice.binding.https.HttpsBindingInfo SSL
binding API, in addition to system properties, to programmatically enable socket sharing from
within your SSL Web Services client application.

See Using SSL Socket Sharing When Using the WebLogic SSL Implementation at
{DOCROOT}/webserv/security.html#ssl_socket_sharing for details.

New wsdl2Service Attribute to Generate a Skeleton Implementation Class

The wsd12service Ant task has a new attribute (generatermp1) that specifies, when set to True,
that the Ant task should generate an empty implementation class, in addition to a Java interface that
represents the implementation of your Web Service based on the WSDL file.

See wsdl2Service at {DOCROOT}/webserv/anttasks.html#wsdl2Service for details.

New servicegen and source2wsdd Attribute to Ignore Authorization Header
in SOAP Request

The servicegen and source2wsdd Ant tasks have a new attribute (ignoreauthHeader) that
specifies, when set to True, that the Web Service should ignore the Authorization HTTP header in
the SOAP request.

See servicegen at {DOCROOT}/webserv/anttasks.html#servicegen and source2wsdd at
{DOCROOT}/webserv/anttasks.html#source2wsdd for details.

WebLogic XML Digital Signatures API

The WebLogic XML Digital Signature API contains classes to digitally sign and validate SOAP
messages.

See Using the WebLogic XML Digital Signatures API at
{DOCROOT}/xml/xml_xpath.html#xml_dig_sig_api for more details.

WebLogic Web Service Security APl to Add a Timestamp to a SOAP Message

The weblogic.xml.security.wsse.Security API has a new method, addTimestamp (),
which you can use when invoking a secure non-WebLogic Web Service to add a timestamp, and
optional expiration date, to the security element of the SOAP request.

For more information, see the updated example in Writing the Java Code to Invoke a Secure
Non-WebLogic Web Service at {DOCROOT}/webserv/security.html#invoke_secure_non_wls_service.
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Change in clientgen Behavior Due to Stricter Compliance With WS-I

The c1ientgen Ant task now strictly enforces the required sections of the Web Services
Interoperability (WS-I) Basic Profile Version 1.0 specification, resulting in changed behavior from
previous versions of WebLogic Web Services.

For example, section 5.6.16 of the WS-I specificationstates that the <fault> element in a WSDL file
must include the name attribute. Previously, the c1ientgen Ant task would successfully complete
when run against a WSDL file that did not comply with this section of the specification; in 8.1,
however, the Ant task fails with the following error:

[clientgen] Generating client jar for myWSDL.wsdl ...

[clientgen] weblogic.webservice.tools.wsdlp.WSDLParseException: ERROR[WSDL
Parser] :There is no name

attribute found for socap:fault in binding operation <operation
name="myOperation">

A consequence of this stricter compliance is that c1ientgen may now fail when run against the
automatically-generated WSDL of a 7.0 WebLogic Web Service. This is because 7.0 WebLogic Web
Services did not strictly comply with WS-I, and the generated WSDL did not include the name attribute
in the <fault> element.

The workaround to this problem is to either manually update the WSDL to comply with WS-I, or to use
portable stubs.

JDBC Features

WebLogic Server 8.1 Service Pack 3 includes the following new JDBC features and changes.

WebLogic Server 8.1SP3 Certified with Oracle 9i RAC on HP-UX

WebLogic Server 8.1SP3 is certified for use with Oracle 9i RAC on HP-UX 11 and 11i. See "Using
WebLogic Server with Oracle RAC" in Programming WebLogic JDBC for configuration details and
requirements. Also see Supported Configurations for details and updates about certified versions.

Deprecation of WebLogic jDriver for Oracle

With the WebLogic Server 8.1 SP3 release, the BEA WebLogic J Driver — for Oracle is deprecated. The
driver will be removed in a future release. BEA recommends that you use a different WebLogic JDBC
driver to connect to your Oracle database. For information about supported database versions and
drivers, see “Supported Database Configurations” in Supported Configurations for WebLogic
Platform 8.1.
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Oracle 10g JDBC Thin Driver

In WebLogic Server 8.1 SP3, the Oracle 10g (10.1.0.2.0) version of the Oracle Thin driver was added to
the release and is now the default version of the Oracle Thin driver. For more details about using the
Oracle Thin driver with WebLogic Server, “Using Third-Party Drivers with WebLogic Server” in
Programming WebLogic JDBC.

For Globalization Support with this version of the driver, Oracle supplies the orai18n.jar file,
which replaces n1s_charset . zip. If you use character sets other than US7ASCII, WESDEC,
WESIS08859P1 and UTF8 with CHAR and NCHAR data in Oracle object types and collections, you
must include orail8n.jar in your CLASSPATH. orail8n. jar isnot installed with WebLogic
Server. You can download it from the Oracle Web site.

Note: The Oracle 10g Thin driver has a batch size limit of 1682 operations. In previous versions of
the Oracle Thin driver, there was no apparent size limit. If your application runs very large
batch operations, you may see batch failures. To work around this issue, limit your batch size
to 1682 or use the 9.2.0 version of the Oracle Thin driver. Oracle recommends batch sizes of
between b and 30.

Updated WebLogic Type 4 JDBC Drivers
WebLogic Server 8.1 SP3 includes updates to the WebLogic Type 4 JDBC drivers. The updated drivers
resolve some important issues.

Note: If you use the XA WebLogic Type 4 MS SQL Server JDBC Driver in global transactions
(through JTA), you must reinstall the Microsoft SQL Server JDBC XA procedures after
installing the Weblogic Server service pack. See “Installing Stored Procedures for JTA” in
BEA WebLogic Type 4 JDBC Drivers.

Multiple JNDI Names for Data Sources

In WebLogic Server 8.1SP3 and later releases, you can configure a data source so that it binds to the
JNDI tree with multiple names. You can use a multi-named data source in place of configuring
multiple data sources that point to a single JDBC connection pool.

For more details, see “Binding a Data Source to the JNDI Tree with Multiple Names” in the
Administration Console Online Help.

PinnedToThread Connection Pool Property to Increase Performance

To minimize the time it takes for an application to reserve a database connection from a connection
pool and to eliminate contention between threads for a database connection, you can add the

WebLogic Server 8.1 Release Notes


http://e-docs.bea.com/wls/docs81/jdbc/thirdparty.html
http://e-docs.bea.com/wls/docs81/jdbc_drivers/mssqlserver.html#install_jta
http://e-docs.bea.com/wls/docs81/ConsoleHelp/jdbc_datasources.html#multiple_jndi_names

What's New in WebLogic Server 8.1 SP3

PinnedToThread property in the connection Properties list for the connection pool, and set its value
to true.

When PinnedToThread is enabled, WebLogic Server pins a database connection from the
connection pool to an execution thread the first time an application uses the thread to reserve a
connection. When the application finishes using the connection and calls connection.close(),
which otherwise returns the connection to the connection pool, WebLogic Server keeps the
connection with the execute thread and does not return it to the connection pool. When an application
subsequently requests a connection using the same execute thread, WebLogic Server provides the
connection already reserved by the thread. There is no locking contention on the connection pool that
occurs when multiple threads attempt to reserve a connection at the same time and there is no
contention for threads that attempt to reserve the same connection from a limited number of database
connections.

For more details, see “Increasing Performance with the PinnedToThread JDBC Connection Pool
Property” in the Administration Console Online Help.

JDBC MultiPool Failover Enhancements
In WebLogic Server 8.1SP3, the following enhancements were made to JDBC MultiPools:

e Connection request routing enhancements to avoid requesting a connection from a disabled
connection pool within a MultiPool.

e Automatic failback on recovery of a failed connection pool within a MultiPool.
o Failover for busy connection pools within a MultiPools with the High Availability algorithm.
e Failover callbacks for MultiPools with the High Availability algorithm.

e Failback callbacks for MultiPools with either algorithm.

See “MultiPool Failover Enhancements” in Programming WebLogic JDBC for more details.

JDBC Connection Pool Testing Enhancements

In WebLogic Server 8.1SP3, the following features were added to JDBC connection pools to
improve the functionality of database connection testing for pooled connections and to minimize
delays in connection request handling:

® CountOfTestFailuresTillFlush—Closes all connections in the connection pool after the
number of test failures that you specify to minimize the delay caused by further database
testing.
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e CountOfRefreshFailuresTillDisable—Disables the connection pool after the number
of test failures that you specify to minimize the delay in handling connection requests after a
database failure.

To enable these features, you add the attributes to the JDBCConnectionPool object in the config.xml
file. Both attributes also require that TestConnectionsonReserve is set to true and that a value
is provided for TestTableName. See “JDBC Connection Pool Testing Enhancements” in
Programming WebLogic JDBC for more information.

Connection Profiling for Troubleshooting Transaction Remnants on a JDBC
Connection

In WebLogic Server 8.1SP3, the connProfileEnabled attribute was added to the JDBC connection
pool configuration. When set to true, WebLogic Server stores the stack trace whenever a connection
is released back into the connection pool. If an exception is thrown during a subsequent operation on
the connection related to global (XA) transactions, WebLogic Server reports this stack trace with the
exception.

You can use this feature to detect local transaction work left incomplete by application code, which
can interfere with subsequent global (XA) transaction operations on the JDBC connection.

This feature uses more resources than normal connection pool operations and will likely degrade
connection pool performance, so it is not recommended for production use. Also, this feature does not
apply to connections created with a non-XA JDBC driver.

You can configure this attribute with the Enable Connection Profiling attribute on the JDBC
Connection Pool -> Configuration -> Connections tab in the Administration Console or directly in the
config.xml file. For example:

<JDBCConnectionPool
ConnProfilingEnabled="true"
DriverName="weblogic.jdbcx.oracle.OracleDataSource"
Name="MyJDBC Connection Pool"
Password="{3DES }GNKMrpAbFgBKQp7N8JXy+/NEOghBW+SU"
Properties="user=scott;portNumber=1521; SID=demo; serverName=dbserverl"
URL="jdbc:bea:oracle://dbserverl:1521"

/>

Note: Line breaks added for readability.
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Support for XAResource Transaction Timeout

The WebLogic Server Transaction Manager now supports setting a transaction branch timeout value
on a participating XA resource if the resource manager supports the
javax.transaction.xa.XAResource.setTransactionTimeout () method. You may want to
set a transaction branch timeout if you have long-running transactions that exceed the default timeout
value on the XA resource.

For the WebLogic Server Transaction Manager to set the transaction timeout on a JDBC XA resource,
specify a value for the following properties in the JDBC connection pool tag in the config.xm1 file:

® XASetTransactionTimeout—A boolean property. When set to true, the WebLogic Server
Transaction Manager calls XAResource.setTransactionTimeout () before calling
XAResource.start, and passes either the xaATransactionTimeout or the global
transaction timeout in seconds. When set to false, the Transaction Manager does not call
setTransactionTimeout (). The default value is false.

e XATransactionTimeout—The number of seconds to pass as the transaction timeout value in
the XAResource.setTransactionTimeout () method. When this property is set to 0, the
WebLogic Server Transaction Manager passes the global WebLogic Server transaction timeout in
seconds in the method (see “JTA” in the Administration Console Online Help). The default
value for this parameter is 0. If set, this value should be greater than or equal to the global
Weblogic Server transaction timeout.

These properties apply to connection pools that use an XA JDBC driver to create database connections
only. They are ignored if a non-XA JDBC driver is used.

When these values are set, the WebLogic Server Transaction Manager calls
XAResource.setTransactionTimeout () asdescribed above. The implementation of the method
in the XA resource manager (for example, an XA JDBC driver) or the XA resource determines how the
value is used. For example, for Oracle, the set TransactionTimeout () method sets the Session
Timeout (sesTm), which acts as a maximum idle time for a transaction. The behavior may be different
for other XA Resources.

The xasetTransactionTimeout and XATransactionTimeout properties are not available in
the Administration Console. You must add them to the config.xm1l file while the domain is not
active. For example:

<JDBCConnectionPool
DriverName="oracle.jdbc.xa.client.OracleXADataSource"
Name="oraclePool"
Password="{3DES}8YdvP4FQW3k="

Properties="user=SCOTT"
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URL="jdbc:oracle:thin:@server:port:sid"
XASetTransactionTimeout="true"
XATransactionTimeout="120"/>

SQL Statement Timeout Enhancements for Pooled JDBC Connections

In WebLogic Server 8.1SP3, the following attributes were added to JDBC connection pools to
enable you to limit the amount of time that a statement can execute on a database connection from
a JDBC connection pool:

e statementTimeout—The time in seconds after which a statement executing on a pooled
JDBC connection times out. When set to -1, (the default) statements do not time out.

e TestStatementTimeout—The time in seconds after which a statement executing on a
pooled JDBC connection for connection initialization or testing times out. When set to -1,
(the default) statements do not time out.

For more information, see “SQL Statement Timeout Enhancements for Pooled JDBC
Connections” in Programming WebLogic JDBC.

Note: These attributes are not available in the Administration Console. You must manually edit
the config.xm1 file to enable these features.

WebDAV Support

WebLogic Server proxy plug-ins restrict the HITP commands that can be submitted from the client to
the server. The validation rules in the plug-in code now allow the following HTTP commands that are
needed for WebDAV implementations:

DELETE

GET

HEAD

OPTIONS

POST

PUT

*COPY

LOCK

MKCOL

MOVE

PROPFIND
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PROPPATCH
SEARCH
UNLOCK

Security Features
In WebLogic Server 8.1 SP3, the following features were added to security:

e An LDAP X509 Identity Assertion provider which receives an X509 certificate; looks up
the LDAP object for the user associated with that certificate; ensures that the certificate in
the LDAP object matches the presented certificate; and then retrieves the name of the user
from the LDAP object.

e A set of attributes which can be used to optimize the performance of the WebLogic and LDAP
Authentication providers. The attributes can be used to improve performance in the following
ways:

— Configure the Active Directory Authentication provider to perform group membership
lookups using the tokenGroups attribute. The tokenGroups attribute holds the entire

flattened group membership for a user as an array of SID values. The SID values are
specially indexed in the Active Directory and yield fast lookup response.

— Optimize the configuration the group membership caches used by the WebLogic and LDAP
Authentication providers.

— Expose the internal PrincipalValidator cache and increase its thresholds.
e Support for hyphens in user and group names.

e Support for auditing all management operations. In WebLogic Server 8.1 SP3, the WebLogic
Server security infrastructure audits all security decisions and enables you to generate server
log messages or Audit Events, which can be handled by any Auditing provider configured for the
default security realm.

WAPEnabled Attribute for HTTP Sessions

The wAPEnabled attribute in the Administration Console
(Servers—servername—Protocols—HTTP—Advanced Options—WAP Enabled) restricts the size

and format of a session ID so session tracking can be used with WAP devices. It now works correctly
when defining the HTTP settings for the WebLogic Server instance; in previous versions, checking the
box had no affect.

See URL Rewriting and Wireless Access Protocol (WAP) at {DOCROOT}/webapp/sessions.html#wap.

WebLogic Server 8.1 Release Notes 1-29


http://e-docs.bea.com/wls/docs81/webapp/sessions.html#wap

WebLogic Server 8.1 Features and Changes

WebLogic Tuxedo Connector (WTC) Features
In BEA WebLogic Tuxedo Connector 8.1 SP3, the following features were added:

e XATMI buffer support

WebLogic Tuxedo Connector now supports the XATMI buffer types X_COMMON, X_C_TYPE, and
X_OCTET.

WTC has added the following new classes for XATMI support:

— TypedXOctet class to support X_OCTET

— Abstract classes TypedXCType and TypedXCommon support X_C_TYPE and X_COMMON
Two new options in the viewj/viewj32 compilers have been added:

— -xcommon creates a class that extends TypedXCommon.

— -xctype creates a class that extends TypedXCType

For more information, see “WebLogic Tuxedo Connector TypedBuffers” in WebLogic Tuxedo
Commector Programmer’s Guide.

e Packed decimal support
The FLD_DECIMAL type in a VIEW buffer is supported in both WI'C and the Tuxedo Control.
WebLogic Tuxedo Connector support for FLD_DECIMAL results in three enhancements:

— The creation of a new Java type to represent the Tuxedo packed decimal type. This type is
called weblogic.wtc.jatmi.Decimal and is an extension of the java.lang.Number class.

— Enhancements to the viewj/viewj32 compilers to generate both a single packed decimal
field value and an array of such values.

e An optional dedicated WT'C thread pool

You can configure a dedicated thread pool to process all EJB applications rather than using the
default execute queue. See WebLogic Server Threads in the Weblogic Tuxedo Connector
Administration Guide.

What’s New in WebLogic Server 8.1 SP2

This section details major differences between WebLogic Server 8.1 SP2 and earlier versions. This
section includes information about the following:
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e “Patch Available for Sun Java 2 1.4.2 SDK, Oracle 10g Driver, and SQL Server, Sybase or DB2
Database Users” on page 1-31

e “Configurable Directory for Custom Security Provider MBean Types” on page 1-31

e “EJB Features” on page 1-31

e “JDBC Features” on page 1-32

e “User Configuration and User Key Files for weblogic.Admin and Ant Tasks” on page 1-34
e ‘“viewj and viewj32 Enhancements” on page 1-35

e “WebLogic Web Services Features” on page 1-35

Patch Available for Sun Java 2 1.4.2 SDK, Oracle 10g Driver,
and SQL Server, Sybase or DB2 Database Users

If you are using WebLogic Server or WebLogic Platform 8.1 SP2 with the Sun Java 2 1.4.2 SDK, or the
Oracle 10g driver, or a SQL Server, Sybase or DB2 database, you may need to install the WebLogic
Platform 8.1 SP2 SDK1.4.2/0racle10gdriver/Database patch. This patch, and a description of the
specific configurations that require it, are available at the following dev2dev Web site:

http://dev2dev.bea.com/products/wlplatform81/patch/wlplat81sp2_patch.jsp

Configurable Directory for Custom Security Provider MBean
Types

WL_HOME\server\lib\mbeantypes is the default directory for installing MBean types. However,
if you want WebLogic Server to look for MBean types in additional directories, you can now use the
-Dweblogic.alternateTypesDirectory=<dir>command-line flag when starting your server.

See the “Install the MBean Type Into the WebLogic Server Environment” sections in Developing
Security Providers for WebLogic Server.

EJB Features

WebLogic Server 8.1 Service Pack 2 includes the following new EJB features.
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EJB 2.0 WebLogic QL Extension for EJB QL Provides upper and lower
Functions

The WebLogic QL upper and 1ower extensions convert the case of arguments to allow finder
methods to return results that match the characters in a search expression but not the case. The case
change is transient, for the purpose of string matching, and is not persisted in database. The
underlying database must also support upper and 1ower functions.

upper

The upper function converts characters in its arguments from any case to upper case before string
matching is performed. Use the upper function with an upper-case expression in a query to return all
items that match the expression, regardless of case. For example:

select name from products where upper (name)='DETERGENT';

lower

The 1ower function converts characters in its arguments from any case to lower case before string
matching is performed. Use the 1ower function with an lower-case expression in a query to return all
items that match the expression, regardless of case.

select type from products where lower (name)='domestic';

EJBGen Distribution and Examples

As of WebLogic Server 8.1 SP2, EJBGen and associated classes are not included in weblogic.jar;
instead, they are provided as a separate archive--ejbgen . jar in the wr, HOME/server/1ib of the
WebLogic Server distribution. To use EJBGen, put ejbgen . jar in your CLASSPATH.

JDBC Features

WebLogic Server 8.1 Service Pack 2 includes the following new JDBC features.

BEA WebLogic Type 4 JDBC Drivers for DB2, Informix, Oracle, and Sybase

WebLogic Server 8.1 SP2 includes JDBC drivers from BEA for connecting to DB2, Informix, Oracle, and
Sybase databases. The new driver offers JDBC 3.0 compliance and support for some JDBC 2.0
extensions.

See BEA WebLogic Type 4 JDBC Drivers.
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BEA WebLogic Type 4 JDBC Driver for MS SQL Server Enhancements

In WebLogic Server 8.1 SP2, the following enhancements were made to the WebLogic Type 4 JDBC
Driver for MS SQL Server:

e Support for retrieval of auto-generated keys
e Improved updatable result set performance
e Improved memory usage for Blob and Clob functionality

e Support for connection failover

Timeouts for JDBC Connection Creation and Statement Execution

In WebLogic Server 8.1SP2, the following important features were added that help support JDBC
connection pools in a high-availability environment:

e LoginTimeout connection property supported by the WebLogic Type 4 JDBC drivers which
limits the amount of time that a request to create a database connection in a JDBC connection
pool will wait for the connection to be created.

e statementTimeout JDBC connection pool attribute which limits the amount of time that a
JDBC statement can execute.

e TestStatementTimeout JDBC connection pool attribute which limits the amount of time
that the JDBC query used to test a database connection can execute. This limit applies to
whenever a database connection is tested.

You set the LoginTimeout property in the Properties list for a connection pool. After the
LoginTimeout has elapsed, if the database connection cannot be created, the JDBC driver throws
an SQL exception. See “Limiting Connection Creation Time with LoginTimeout” and connection
properties for individual drivers in WebLogic Type 4 JDBC Drivers.

You set the statementTimeout and TestStatementTimeout attributes in the config.xml
entry for the JDBC connection pool. The values are in seconds. A value of -1 (the default) indicates
that the statements will not timeout. For example:

<JDBCConnectionPool Name="testpool"
Password="{3DES}0zvizFPl" Targets="myserver"
InitialCapacity="10" MaxCapacity="10"
DriverName="weblogic.jdbc.oracle.OracleDriver"
Properties="user=john; SID=wls; PortNumber=1433;

serverName=oraclehost; LoginTimeout=60";
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URL="jdbc:bea:oracle://oraclehost:1433"
StatementTimeout="60" TestStatementTimeout="30"
/>

Note: The statementTimeout and TestStatementTimeout attributes rely on the JDBC driver
implementation of the JDBC specification for statement . setQueryTimeout (int
seconds) . Currently, only the WebLogic Type 4 JDBC drivers implement this method.

Also note that there is a known issue regarding this feature with the WebLogic Type 4 JDBC
drivers. The drivers currently wait twice as long as specified before timing out the statement.
For example, if the statementTimeout is set to 30 seconds, the driver will not time out the
statement until 60 seconds has elapsed. This issue is being tracked in CR124744.

Enhancements to the dbping Java Utility

In WebLogic Server 8.1SP2, the dbping Java utility was enhanced to support the new WebLogic Type
4 JDBC drivers included in this release. See “dbping” in the WebLogic Server Command Reference for
more information.

Support for oracleConnection Methods

In WebLogic Server 8.1SP2, the following methods were added to support using Oracle Virtual Private
Databases:

weblogic.jdbc.vendor.oracle.OracleConnection.setClientIdentifier (String)
weblogic.jdbc.vendor.oracle.OracleConnection.clearClientIdentifier (String)

These methods enable you to use Oracle Virtual Private Databases with a connection from a WebLogic
JDBC connection pool and without requiring the underlying vendor connection. For more
information, see “Programming with Oracle Virtual Private Databases” and “Tables of Oracle
Extension Interfaces and Supported Methods” in Programming WebLogic JDBC.

Autocommit for XA JDBC Drivers
In WebLogic Server 8.1SP2, by default autocommit is set to false for all XA JDBC drivers.

User Configuration and User Key Files for weblogic.Admin and
Ant Tasks

For any weblogic.Admin command that connects to a WebLogic Server instance, you must provide
user credentials. You can now use the new STOREUSERCONFIG command to encrypt the user
credentials instead of passing credentials directly on the command line or storing unencrypted
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credentials in scripts. See “STOREUSERCONFIG” in the WebLogic Server Command Reference for
more information.

The weblogic.Deployer command, as well as the wldeploy and wlserver ant tasks, can also use
credentials that were encrypted using the weblogic.Admin STOREUSERCONFIG command. See
the “Deployment Tools Reference” and “Using Ant Tasks to Configure a WebLogic Server Domain” for
more information.

viewj and viewj32 Enhancements

Customers expressed interest in using the Tuxedo control to connect a WebLogic application to an
existing Tuxedo application that uses VIEWs. To enable this, three new options have been added to
theviewjandviewj32CompﬂmS(weblogic.wtc.jatmi.viewjand

weblogic.wtc.jatmi.view32):
-bean_names

-compat_names

-modify_ strings

See “How to Use the viewj Compiler” in the WebLogic Tuxedo Connector Programmer’s Guide.

WebLogic Web Services Features

WebLogic Server 8.1 Service Pack 2 includes the following new Web Services features.

source2wsdd Meta-Data Tags

When you write the Java class or stateless session EJB that implements a WebLogic Web Service, you
can now add optional meta-data tags (identified with the ewlws Javadoc tag) that describe what the
Web Service looks like. You can then use the source2wsdd Ant task to generate the
web-services.xml file automatically, which will reflect the value of any ewlws tags in the Java
source file.

See source2wsdd Tag Reference at {DOCROOT}/webserv/wlws_tags.html.

Examples of Using WebLogic Workshop with WebLogic Web Services

The Programming WebLogic Web Services guide has a new section that describes examples and
scenarios of using various technologies of WebLogic Platform (the Workshop IDE) to create
WebLogic Web Services.

See Using WebLogic Workshop With WebLogic Web Services at {DOCROOT }/webserv/wlw.html.
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This section details major differences between WebLogic Server 8.1 SP1 and earlier versions. This
section includes information about the following:

e “Capacity Planning Documentation” on page 1-36

e “JDBC Features” on page 1-36

e “New JSP Tag Added to the Console Extension Tag Library” on page 1-37
e “Optimized JMS Topic Subscriber Message Selectors” on page 1-38

e “Specify Non-Anonymous Principals when EJB Container Passivates and Removes Beans” on
page 1-38

o “Web Services Features” on page 1-38

Capacity Planning Documentation

BEA WebLogic Server runs on hardware ranging from low-end PCs to high-end mainframes. The
process of determining what type of hardware and software configuration is required to meet
application needs adequately is called capacity planning. This release of WebLogic Server includes the
BEA WebLogic Server Capacity Planning Guide, which provides capacity planning requirements and
uses the 8.1 MedRec application for benchmarking purposes.

JDBC Features

WebLogic Server 8.1 Service Pack 1 includes the following new JDBC features.

BEA WebLogic Type 4 JDBC Driver for Microsoft SQL Server

WebLogic Server 8.1 SP1 includes a new JDBC driver from BEA for connecting to a Microsoft SQL
Server database. The BEA WebLogic Type 4 JDBC MS SQL Server driver replaces the WebLogic jDriver
for Microsoft SQL Server, which is deprecated. The new driver offers JDBC 3.0 compliance, support
for some JDBC 2.0 extensions, and better performance. BEA recommends that you use the new BEA
WebLogic Type 4 JDBC MS SQL Server driver in place of the WebLogic jDriver for Microsoft SQL
Server.

See BEA WebLogic Type 4 JDBC Drivers.
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JDBC Connection Pool Property to Handle Erroneous Local Transactions

According to the SQL specification, any DDL or DML operation can potentially start a local
transaction. It is the application's responsibility to commit or rollback these transactions. Previously,
this was not a problem because JDBC drivers did not check for active local transactions before starting
a global transaction, or for active global transactions before starting a local transaction. However, the
Oracle Thin driver version 920 does check for local and global transactions before starting a new
transaction of the other type (global or local), and throws an XAER_PROTO exception if an
application (or WebLogic Server) tries to start a global transaction (XAResource.start()) on a
connection when a local transaction is already active on the connection.

To work around this problem, you can set the rollbackLocalTxUponConnClose attribute on the
JDBC connection pool to true. The Weblogic Server will call rol1back () onthe connection to clean
up the connection before returning it to the connection pool. Enabling this attribute will have a
performance impact because the rollback call requires communication with the database server.

To set the rollbackLocalTxUponConnClose attribute, you can use the
setRollbackLocalTxUponConnClose()HKthdOntheJDBCConnectionPoolMBeanOryOu
can manually add it to the JDBCConnectionPool tag in the config.xml file. For example:

<JDBCConnectionPool
DriverName="oracle.jdbc.xa.client.OracleXADataSource"
Name="oraclePool"
Password="{3DES}8YdvP4FQW3k="
Properties="user=SCOTT"
URL="jdbc:oracle:thin:@server:port:sid"

RollbackLocalTxUponConnClose="true" />

The RollbackLocalTxUponConnClose attribute is not available in the Administration Console.

Support for Oracle Virtual Private Databases

Starting with WebLogic Server 8.1 SP1, WebLogic Server provides support for Oracle Virtual Private
Databases (VPDs). A VPD is an aggregation of server-enforced, application-defined fine-grained
access control, combined with a secure application context in the Oracle 9i database server.

See “Programming with Oracle Virtual Private Databases” in Programming WebLogic JDBC.

New JSP Tag Added to the Console Extension Tag Library

A new JSP tag has been added to the Console Extension Tag Library that displays a standard BEA
banner in your Administration Console extensions.
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See “<wl:standard-banner> Tag” in Extending the Administration Console.

Optimized JMS Topic Subscriber Message Selectors

For a certain class of applications, WebLogic JMS can optimize topic subscriber message selectors
significantly by indexing them. These applications have messages that contain one or more unique
identifiers and thousands of subscribers that filter based on these identifiers.

A typical example is an instant messaging application where each subscriber corresponds to a
different user, and each message contains a list of one or more target users.

See “Indexing Topic Subscriber Message Selectors To Optimize Performance” in Programming
WebLogic JMS.

Specify Non-Anonymous Principals when EJB Container
Passivates and Removes Beans

This release introduces two new security-related elements to the weblogic-ejb-jar.xml
deployment descriptor. These new elements, passivate-as-principal-name and
remove-as-principal-name, address ejbPassivate and ejbRemove failures due to security
violations.

See “passivate-as-principal-name” and “remove-as-principal-name” in Programmaing WebLogic
Enterprise JavaBeans.

Web Services Features

WebLogic Server 8.1 Service Pack 1 includes the following new Web Services features.

Per Operation Message Security

You can now specify more than one security specification in the web-services.xml deployment
descriptor file, and associate different security specifications with the operations of a Web Service.
Security specifications describe how SOAP messages, generated when a client application invokes a
Web Service operation, should be encrypted and digitally signed.

You can also specify that the SOAP request of an invoke of a particular operation use a different
security specification than the SOAP response.

See Associating an Operation With a Particular Security Specification.
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Timestamps In SOAP Messages

When a client application invokes a WebLogic Web Service configured for message security
(encryption or digital signatures), WebLogic Server automatically adds a timestamp to the SOAP
response. Additionally, you can configure the Web Service to require a timestamp in the SOAP request,
set expiration periods, and so on.

See Using Timestamps.

Implementing and Assembling a WebLogic Web Service From a Schema File

You can now implement and assemble a WebLogic Web Service starting from an XML Schema file, and
preserve the XML Schema throughout the development process so that the WSDL of the deployed Web
Service contains the original XML Schema.

See Assembling a Web Service Starting With an XML Schema.

New Ant Task Features to Support XML Schemas

The autotype Ant task now includes the XML Schema in the generated file that contains the data
type mapping information. This file is called types.xm1 by default. In previous releases, this
generated file contained only the <type-mapping> and <type-mapping-entry> deployment
descriptor elements; now it also includes the <types> element.

Similarly, when using the autotype or servicegen Ant tasks to generate data type components,
you can now include a <types> element (containing an XML Schema) in the data type mapping file
pointed to by the typeMappingFile attribute. The Ant tasks merge any generated XML Schemas or
data type mapping information with the existing information.

See autotype or servicegen.

Mapping Complex Data Types in SOAP Faults to Java Exceptions

WebLogic Server now correctly handles complex data types in service-specific exceptions in
accordance with the Java API for XML-Based RPC (JAX-RPC) 1.0 specification.

This is not a new feature per se, but rather a fix in this service pack to the known GA issue CR101160.

Restricting Access to the WebLogic Web Service Home Page

You can now restrict access to the WebLogic Web Service Home Page by specifying the
exposeHomepage="False" attribute of the relevant <web-service> element in the
web-services.xml deployment descriptor file.
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See Securing the WSDL and Home Page of the Web Service.

Detailed Overview of Message Security

The “Configuring Security” section of the Programmaing WebLogic Web Services guide contains a new
section that describes in detail how message security (encryption and digital signatures) works in
WebLogic Server.
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What’s New in WebLogic Server 8.1

This section details major differences between WebLogic Server 8.1 and earlier versions. Previous
sections describe additional changes in Service Pack releases. This section includes information
about the following:

e “Packaging and Deployment Features” on page 1-41
e “Administration Features” on page 1-44

e “Sample Applications” on page 1-53

e “Security Features” on page 1-53

e “EJB Features and Changes” on page 1-54

e “J2EE Connector Changes” on page 1-60

e “JDBC Features and Changes” on page 1-61

e “JTA Features” on page 1-62

e “JMS Features” on page 1-63

e “Web Application Features” on page 1-65

e “Web Services Features” on page 1-66

e “Web Service Changed Features In This Release” on page 1-68
e “WebLogic Tuxedo Connector Features” on page 1-68
o “XML Features” on page 1-70

e “Developer Tools” on page 1-70

Packaging and Deployment Features

WebLogic Server includes the following new and changed features related to J2EE modules and
module deployment.

Split Development Directory Structure

In a development environment, you can use the new WebLogic split development directory structure
to build WebLogic Server enterprise applications. Rather than having a single archived EAR file or an
exploded enterprise application directory structure, the split development directory structure
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provides two parallel directories. The split development directory structure provides several
important benefits over the traditional structure, and is accompanied in WebLogic Server by a set of
Ant tasks for building, packaging, and deploying applications as traditional EAR files for production
use.

See “Introducing the Split Development Directory Structure” in Developing WebLogic Server
Applications.

Custom Classloading for J2EE Modules

You can now create custom classloader hierarchies for an Enterprise Application, allowing for better
control over class visibility and reloadability of modules within an . Ear. You achieve this by defining
a classloader-structure element in the weblogic-application.xml deployment
descriptor file.

See “Custom Module Classloader Hierarchies” in Developing WebLogic Server Applications.

New Application Lifecycle Events

You can extend the abstract class weblogic.application.ApplicationLifeCycleListener
to perform application-specific actions when various application lifecycle events occur. WebLogic
Server defines the following lifecycle events:

e Initialization—WebLogic Server parses the application’s deployment descriptors before
deploying its module(s).

e Preparation—WebLogic Server has identified (and in some cases, started) EJBs, Web
Applications, and application-scoped DataSources that are defined in the Enterprise
Application.

e Activation—The application is available for processing client requests.

e Update—WebLogic Server detects that one of the application’s deployment descriptors has
changed.

You can perform actions for each of the above lifecycle events by supplying the associated method.

See “Application Lifecycle Events” in Developing WebLogic Server Applications.

Application-Level Class Library

The app-1INF/1ib directory helps you organize shared class files in an application. WebLogic Server
automatically appends classes included in APP-INF/1ib to the end of the application’s cLASSPATH;
this ensures that all application modules can access the shared classes.
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See Developing WebLogic Server Applications.

Dynamic Descriptor Changes

WebLogic Server supports updating deployment descriptor attributes in deployed module containers.

Dynamic Changes to Application-Scoped Pools

WebLogic Server supports updating application-scoped JDBC connection pool properties in the
weblogic-application.xml deployment descriptor for deployed applications.

enforceClusterConstraints Option Changed

The enforceClusterConstraints optiontoweblogic.Deployer has changed. You now enable
or disable cluster constraints for an entire domain either by providing a startup option to the
Administration Server or by using an Administration Console control.

See “Enforcing Cluster Constraints with Two-Phase Deployment” in Deploying WebLogic Server
Applications.

Alternate Deployment Descriptors

You can specify an alternate deployment descriptor file to use when deploying an archive file or
exploded archive directory. This ability enables you to change the run-time deployment configuration
of an application without having to modify and repackage the contents of the archive itself. To use an
alternate deployment descriptor, you use one or both of the following options with the
weblogic.Deployer utility:

e -altappdd—specifies the name of an alternate J2EE deployment descriptor, such as
application.xml.

e -altwlsappdd—specifies the name of an alternate WebLogic Server deployment descriptor,
such as weblogic-application.xml.

See Deploying WebLogic Server Applications.

No Support for Deploying Unrelated Modules

WebLogic Server no longer supports deploying multiple J2EE modules without an
application.xml file. If you select a directory for deployment, the directory must contain either a
standalone J2EE module (an EJB, Web Application, or Resource Adapter), or multiple modules with
an associated application.xml file (an Enterprise Application).
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Improved Deployment Performance and Feedback

The speed of J2EE module deployment has improved over previous server versions. You also get
additional feedback on the deployment process for both weblogic.Deployer and the
Administration Console. Feedback is provided by a new JMX notification and filter

(weblogic .management . DeploymentNotification and

weblogic.management .DeploymentNotificationFil ter), which you can use in your own
applications.

See the Javadocs for WebLogic Classes.

Administration Console Deployment Changes

The WebLogic Server Administration Console interface has been streamlined to make
production-level deployment descriptors available for editing by the administrator. Although full
deployment descriptor editing is no longer available in the Administration Console, many descriptor
elements of interest to Administrators are directly editable via Administration Console fields. You can
edit these descriptors without repackaging and redeploying the associated module.

Full J2EE module deployment descriptor editing remains available in the WebLogic Builder
application for development use.

The Administration Console also provides new Deployment Assistants to help you deploy different
types of J2EE modules. The assistants guide you through the process of selecting deployment files and
target servers, and automates the selection of deployment staging modes.

See the Administration Console Online Help.

Weblogic.Deployer Changes

The weblogic.Deployer utility now includes the -distribute, -start, and -stop commands
identified in JSR88. Command help has also been reorganized for easy access to basic and advanced
commands.

See Deploying WebLogic Server Applications.

Administration Features

The following new and improved server administration features are included in WebLogic Server 8.1:
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JRockit JVM

This version of WebLogic Server includes BEA WebLogic JRockit 8.1, the first commercial server-side
Java Virtual Machine.

See the JRockit for Windows and Linux User Guide for information about the benefits and usage of
JRockit.

JRockit Monitoring

The Administration Console provides additional runtime data for servers running with the JRockit
Virtual Machine (VM).

See “Monitoring the JRockit Virtual Machine” in the Admainistration Console Help.

Enhanced Configuration Wizard

The Configuration Wizard is a Java application that creates WebLogic Server administration domain
and server configurations. With WebLogic Server 8.1, you can now use the Configuration Wizard to
configure such resources as database connectivity (JDBC), messaging services (JMS), and security
groups, security roles, and user accounts.

In addition, prior to WebLogic Server 8.1 you could use the Configuration Wizard only to create new
domains. Now, you can use the wizard to modify existing domains.

See Configuring WebLogic Platform.

New Defaults for Development Mode and Production Mode

When you create a domain, you can now indicate whether the domain is to be used in a development
environment or a production environment. WebLogic Server uses different default values for various
services depending on the type of environment you specify.

See “Differences Between Configuration Startup Modes” in Configuring WebLogic Platform.

Message Catalogs

Message catalogs are available in HTML format on e-docs as part of the documentation deliverable.
You can search for messages by error number using the search engine.

See the Message Catalog Index.
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New Logging APIs

This version of WebLogic Server includes support for the JDK 1.4 logging APIs. With these APIs, you
can filter the messages that a server instance writes to its local log file, its standard out, and to the
domain-wide message log. Prior to WebLogic Server 8.1, you could filter only the messages that a
server instance wrote to the domain-wide log file. You could also establish a minimal level of filtering
for a server’s output to standard out.

In addition, if you want your applications to receive log messages from WebLogic Server logging
services, you can use the JDK 1.4 logging APIs instead of Java Management Extensions (JMX). The
JDK 1.4 logging APIs are easier to use than the JMX APIs.

See “Filtering WebLogic Server Log Messages” and “Subscribing to Messages” in Using WebLogic
Logging Services.

Disabling Remote Exceptions

A new server attribute, set LogRemoteExceptionsEnabled, determines whether server message
logs include exceptions that are raised in remote systems.

The default value for this attribute is false. To change the value of this attribute, use JMX APIs or
the following weblogic .Admin command:

java weblogic.Admin -username username -password password set -mbean
"domain-name:Name=server-name, Type=Server" -property

LogRemoteExceptionsEnabled true
For example, on the sample MedRecServer:

java weblogic.Admin -username weblogic -password weblogic set -mbean
"medrec:Name=MedRecServer, Type=Server" -property

LogRemoteExceptionsEnabled true

See the Javadoc for weblogic.management .configuration. ServerMBean and
“weblogic.Admin Command-Line Reference” in WebLogic Server Command Reference.

Timer Service

You can configure the WebLogic Server 8.1 timer service to emit notifications at specific dates and
times or at a constant interval. The timer service extends the standard JMX timer service, enabling it
to run within a Weblogic Server execute thread and within the security context of a WebLogic Server
user account.

See “Using the WebLogic Timer Service to Generate and Receive Notifications” in Programming
WebLogic Management Services with JUX.
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Automatic config.xml Archiving

The Administration Server automatically archives old copies of the domain’s config.xml file when
you make changes to the configuration. By default, the Administration Server saves the five most
recent versions of config.xml in the /configArchive subdirectory of the domain. You use the
Administration Console to configure the maximum number of archived files to be stored for the
domain.

See “WebLogic Server Archives Previous Versions of config.xml” in Configuring and Managing
WebLogic Server.

New Affinity Policies for Java Client Load Balancing

Three new load balancing algorithms minimize the number of IP sockets opened between external
Java clients and server instances in a cluster. The new algorithms preserve server affinity by
considering a client’s existing server connections when accessing objects in a cluster.

The new policies can be applied to EJBs and other RMI objects, as well as to JMS client applications.

See “Load Balancing in a Cluster” in Using WebLogic Server Clusters.

Improved Node Manager
The Node Manager is a Java application that starts and manages the life cycle of Managed Servers. The

following features have been added or improved in WebLogic Server 8.1:

e You can configure the Node Manager process automatically during server installation (using
demonstration SSL certificates).

e When you create a Managed Server, WebLogic Server adds your WebLogic Server username and
password to the server’s Remote Start properties. The Node Manager requires this data to start
Managed Servers.

o Improved logging facilities and monitoring capabilities help you better manage multiple servers
in a domain.

See “Configuring, Starting, and Stopping Node Manager” in Configuring and Managing WebLogic
Server.

Improved Network Channel Configuration

The functionality of Network Channels has been enhanced to simplify the configuration process.
Network Channels now encompass the features that, in WebLogic Server 7.x, required both Network
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Channels and Network Access Points. In this version of WebLogic Server, Network Access Points are
deprecated.

Network Channels allow you to manage quality of service, meet varying connection requirements, and
improve utilization of your systems and network resources. For example, you can use Network
Channels to:

e Segregate different types of network traffic
e Support varied application or user requirements on the same Managed Server

e Prioritize network connections that servers use to connect to other servers in a domain
WebLogic Server 8.1 also has new guidelines that apply to configuring Network Channels.

See “Configuring Network Resources” in Configuring and Managing WebLogic Server.

Changes to Managed Server Independence

Managed Server Independence (MSI) enables Managed Servers to start even if the Administration
Server is unavailable.

In previous releases, if a Managed Server could not access an Administration Server, it retrieved its
configuration from a file named config.xml in the Managed Server’s root directory. In WebLogic

Server 8.1, a Managed Server retrieves its configuration from a file named msi-config.xml in its
root directory.

If you enable MSI-replication for a Managed Server, the Administration Server creates the
msi-config.xml file. This file is a replica of the domain’s config.xm1 file.

You can now enable MSI-replication for a Managed Server that shares its root directory with the
Administration Server. Before WebLogic Server 8.1, MSI-replication for a Managed Server that shared
its root directory with the Administration Server would have overwritten the domain’s config.xml
file with the replica.

Changes to Discovering Managed Servers

If an Administration Server fails while Managed Servers continue to run, or if you shut down an
Administration Server while Managed Servers continue to run, when you restart the Administration
Server, it discovers which Managed Servers are running and re-establishes administrative control.

In WebLogic Server 8.1, Administration Servers no longer attempt to discover Managed Servers that
have been gracefully or forcefully shut down. If you shut down a Managed Server by killing the JVM or
killing the command prompt (shell) in which the server was running, an Administration Server still
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attempts to discover the Managed Server and throws an exception when it determines that the
Managed Server is no longer running.

If the Administration Server is unable to discover all Managed Servers automatically, you can use a
new weblogic.Admin command, DI SCOVERMANAGEDSERVER.

See “weblogic.Admin Command-Line Reference” in the WebLogic Server Command Reference.

JNDI Names in Deployment Descriptors

WebLogic Server 8.1 deployment descriptors do not support the use of equals signs (=) in JNDI names.
For example, the following declaration is no longer supported:

<provider-url> ldap://snoopy</provider-url>

<connection-factory-jndi-name>cn=myTest</connection-factory-jndi-name>

Prior to this release, the WebLogic Server deployment subsystem would convert equals signs to
underscores (_). Now, the deployment subsystem throws an exception if it encounters a JNDI name
with equals signs.

Administration Console Usability Improvements

The WebLogic Server Administration Console is reorganized to provide better usability for both novice
and advanced users. Some of the many Administration Console changes include:

o Simplified navigation tree in the left pane of the Administration Console makes it easier to
access configuration tabs for server resources and deployed modules.

e Reorganized server configuration tabs provide easier access to frequently-used controls.

e Reorganized SSL and Key Store configuration tabs facilitate enabling SSL security in a
domain.

e Advanced options toggle enables you to access less-common, advanced fields by clicking the
Advanced button on the relevant page. By default, the Administration Console now displays only
the most commonly-used controls on each configuration tab.

e Improved feedback and exception handling in the Administration Console provides better
feedback on deployment and other administration tasks. It also provides better access to server
log files. Within each server log file, you can click on message ID numbers to view more
information about an error or exception in the message catalog.

e New inline help for Administration Console controls provide help text directly on the
configuration tab. You can also access more detailed help for a particular page by using the
context-sensitive help icon.
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e Deployment Assistants in the Administration Console help you deploy different J2EE modules.

e JDBC Assistants in the Administration Console help you configure JDBC Connection Pools and
DataSources.

For more information about the Administration Console changes, see the Administration Console
Online Help.

weblogic.Admin Features

The weblogic.Admin utility provides new commands:

e BATCHUPDATE runs multiple weblogic.Admin commands in an uninterrupted sequence. (You
no longer have to invoke a separate JVM for each weblogic.Admin command.)

e CLUSTERSTATE returns the number and state of servers in a cluster.

e DISCOVERMANAGEDSERVER causes the Administration Server to re-establish administrative
control over Managed Servers.

e QUERY searches for WebLogic Server MBeans whose weblLogicObjectName matches a pattern
that you specify.

e STARTCLUSTER and STOPCLUSTER start and stop all server instances in a cluster.
e TEST_POOL tests a connection pool by reserving and releasing a connection from it.

e VALIDATECLUSTERCONFIG verifies the formatting of cluster-related attributes in the domain's
config.xml file.

In addition:

e You can use the new -adminurl argument to access runtime MBeans for all server instances
through the Administration Server.

e All weblogic.Admin commands now return an exit code of 0 if the command succeeds and an
exit code of 1 if the command fails.

e The weblogic.Admin command now supports the IIOP protocol in addition to T3, T3S, HTTP,
and HTTPS.

e The weblogic.Admin STARTINSTANDBY command has been removed.

See “weblogic.Admin Command-Line Reference” in the WebLogic Server Command Reference.
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New Default 00TB Performance Parameter Settings

The following performance-related attributes are adjusted to improve the out-of-the-box performance
of WebLogic Server. Optimal WebLogic Server production tuning values vary according to your
environment and applications.

e The production mode default for the execute queue thread pool size (Threadcount) has been
increased from 15 to 25. The development mode default size remains at 15.

e The default maximum capacity of a JDBC connection pool (MaxCapacity) now equals the
default size of the execute queue thread pool: 25 for production mode; 15 for development
mode.

e When native performance packs are used (NativeIOEnabled=true), socket reader
multiplexor threads now have their own execute queue and do not borrow threads from the
default execute queue, which frees up default execute threads to do application work.

e The default execute queue no longer performs internal work (for example, http session
invalidation, http session invalidation triggers, and server heartbeat triggers), which frees up
execute threads to perform application work.

e The default JDBC connection pool StatementCachesize parameter is now turned on by
default and is set to 10. This setting reduces both network roundtrips and preparation work in
the database.

Changes to Default Execute Queue Names

The default execute queue has been renamed to weblogic.kernel.Default inthisrelease. The
__weblogic_admin_html_qgueue execute queue has been renamed to weblogic.admin.HTTP.
The _ weblogic_admin_rmi_gueue has been renamed to weblogic.admin.RMI.

Note: Do not reconfigure or modify the default execute queues.

New Locations of System Administration Documentation

The system administration documentation has been reorganized for this release. Some of the topics
previously included in the Administration Guide are now located in the locations indicated in
Table 1-1. For a complete index of system administration documentation, see System Administration.
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Table 1-1 New Document Locations

Topic New Location

Starting and Stopping Starting and Stopping Servers in the Administration Console

Servers Online Help

Using Log Messages to Server Log in the Administration Console Online Help

Manage WebLogic Server

Deploying Applications Deploying Applications and Modules in the Administration Console
Online Help

Managing Transactions JTA in the Administration Console Online Help

JDBC JDBC, JDBC Connection Pools, JDBC DataSources, JDBC MultiPools
in the Administration Console Online Help

JMS Configuring JMS, Tuning JMS, and Monitoring JMS in the
Admianistration Console Online Help

Messaging Bridge Messaging Bridge in the Administration Console Online Help

JNDI JNDI in the Administration Console Online Help

J2EE Connectors Connectors in the Administration Console Online Help

Managing WebLogic Installing and Updating WebLogic Platform License Files in

Server Licenses Installing WebLogic Platform.

Java Utilities Using the WebLogic Server Java Utilities in the WebLogic Server

Command Reference

Command-Line Interface
(weblogic.Admin)

weblogic.Admin Command-Line Reference in the WebLogic Server
Command Reference.

Configuring Network Configuring and Managing WebLogic Server
Resources

Overview of WebLogic Configuring and Managing WebLogic Server
Server Domains

Creating New Domains Configuring and Managing WebLogic Server

Using the Configuration
Wizard
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Table 1-1 New Document Locations (Continued)

Topic New Location

Recovering Failed Servers  Configuring and Managing WebLogic Server

Node Manager Configuring and Managing WebLogic Server

Monitoring a WebLogic Configuring and Managing WebLogic Server
Server Domain

Sample Applications

A new J2EE sample application, Avitek Medical Records (or MedRec), concisely demonstrates all
aspects of the J2EE platform. Designed as an educational tool for all levels of J2EE developers,
MedRec showcases the use of each J2EE component, and illustrates best practice design patterns for
component interaction and client development. Medical Records is available from the Start menu on
Windows machines. On Linux and other platforms it can be started from the
WL_HOME\samples\server\config\medrec directory.

WebLogic Server sample applications have also been updated to use the PointBase® version 4.3
server as the sample datastore.

Security Features

The following new and improved security features are included in WebLogic Server 8.1.

Improved Functionality for Creating Roles and Policies

New windows and improved options facilitate managing access to WebLogic resources such as the
Administration Console, the weblogic.aAdmin tool, MBeans, applications, COM, EIS, EJB, JDBC,
JNDI, JMS, servers, and Web applications.

See “Security” in the Administration Console Online Help.

Improved Support for Keystores and SSL Configuration

The SSL implementation of WebLogic Server supports the use of keystores for storing private keys and
trusted CAs. Keystores add a level of protection to the flat files used in past release of WebLogic
Server.
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The default configuration of SSL and demonstration keystores provide users with secure
communication out of the box. The configuration of keystores and SSL for a production environment
has been simplified by the implementation of an assistant.

See “Configuring Keystores and SSL” in the Administration Console Online Help.

Support for the Sun Java Cryptography Extension (JCE) Package

The Java Cryptography Extension (JCE) is a set of packages that provide a framework for encryption
using strong ciphers, key generation and agreement, and Message Authentication Code algorithms.

See “WebLogic Server Security Service” in Introduction to WebLogic Server and WebLogic Express.

EJB Features and Changes

This release of WebLogic Server introduces the following EBJ features and changes.

appc Compiler

appc is a single tool for compiling and validating a J2EE ear file, an ejb-jar file or war file for
deployment. Previously, a user wanting to compile all modules within an ear file had to extract the
individual components of an ear and manually execute the appropriate compiler (jspc or ejbc) to
prepare the module for deployment. appc automates this process and performs additional
pre-deployment validation checks not previously performed.

appc is discussed in detail in “appc” in Programming WebLogic Enterprise JavaBeans.

Batch Operations

WebLogic Server now supports batch updates and deletes, in addition to the existing batch insert
(previously known as “bulk insert”) support. In addition, the EJB container now prevents exceptions
by performing dependency checks between batch operations.

See “Batch Operations” in Programming WebLogic Enterprise JavaBeans.

Automatic Table Creation Feature Expanded

Previously, WebLogic Server automatically created database tables if the
create-default-dbms-tables element in weblogic-cmp-rdbms-jar.xml was set to True.
However, if the table already existed, the server did not recreate it. Beginning with this release,
WebLogic Server recreates existing tables when underlying table schema change, that is, when any
container-managed persistence fields are modified.
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See “Automatic Table Creation” in Programming WebLogic Enterprise JavaBeans.

Preventing Deadlocks for Container-Managed Persistence Beans

In situations of high throughput, applications that use an exclusive concurrency strategy can
encounter deadlocks if a transaction that performs a cascade delete needs access to the same bean as
a transaction that does not perform a cascade delete. This release includes a feature to prevent
deadlocks in this scenario, via the 1ock-order element in the weblogic-cmp-rdbms-jar.xml
deployment descriptor file.

See “Preventing Deadlocks for Transactions that Use Exclusive Concurrency” in Programming
WebLogic Enterprise JavaBeans.

Fine-Grained EJB Redeployment

During iterative development of an EJB application, developers make many modifications to EJB
implementation class files; they typically redeploy an EJB module multiple times during its
development.

Previously, in order to redeploy an implementation class, developers had to reload the entire EJB
module containing the implementation class, including all other implementation classes as well as
utility classes. With this new feature, developers can specify reloading granularity to the level of an
individual implementation class.

See “WebLogic Application Classloading” in Developing WebLogic Server Applications for a detailed
explanation of this feature.

EJB Query Language (QL) Compiler Enhancements

Compiler error messages in EJB QL now provide a visual aid to identify which part of the query is in
error and allow the reporting of more than one error per compilation.

See “EJB QL Error-Reporting Enhancements” in Programming WebLogic Enterprise JavaBeans.

Performance Improvements

WebLogic Server provides improved performance for EJB bulk updates, optimistic concurrency, field
groups, relationship caching, and EJB redeployment.

This release also introduces greatly improved monitoring of performance, via new tab pages in
the WebLogic Server Administration Console.

See “Tuning WebLogic Server EJBs” in WebLogic Server Performance and Tuning.
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Reloadable EJB Modules

With the Reloadable J2EE Modules feature, you can also redeploy EJB modules independently of other
components in an Enterprise Application.

See Developing WebLogic Server Applications.

EJB Deployment Assistants

The Administration Console provides an EJB Module Deployment Assistant to help you deploy EJBs.
See the EJB section of the Administration Console Online Help.

New Default Values for Several EJB-Specific Deployment Descriptor
Elements

Several EJB-related deployment descriptor elements now have new default values, in compliance with
the J2EE 1.3 specification.

Table 1-2 New Default Values for EJB Deployment Descriptor Elements

Deployment Descriptor File Element New Default Value

weblogic-ejb-jar.xml enable-call-by-reference False

weblogic-cmp-rdbms-jar.xml check-exists-on-method True
include-updates True

For a complete discussion of weblogic-ejb-jar.xml elements, see “The weblogic-ejb-jar.xml
Deployment Descriptor” in Programming WebLogic Enterprise JavaBeans.

For a complete discussion of weblogic-cmp-rdbms-jar.xml elements, see “The
weblogic-cmp-rdbms- jar.xml Deployment Descriptor” in Programming WebLogic Enterprise
JavaBeans.

New dbms-column-type Values

WebLogic Server supports two additional values for the doms-column-type element in
weblogic-cmp-rdbms.xml: LongString and SybaseBinary.

See “dbms-column-type” in Programming WebLogic Enterprise JavaBeans.
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Relationship Caching Functionality Allows Multiple Caching Elements

The caching-element tag in weblogic-cmp-rdbms-jar.xml is used in relationship-caching to
specify the cmr-field for the related bean, and the group-name in the related bean.

The WebLogic Server EJB container now allows multiple caching-element sub-elements. The relevant
DTD entry is:

<!ELEMENT caching-element (
cmr-field,

group-name?,
caching-element*

) >

Previously, the DTD entry read this way:

<!ELEMENT caching-element (
cmr-field,

group-name?,
caching-element?

) >

Disabling Deployment Warning Messages

A new feature can disable certain warning messages during deployment, via the new
disable-warning element in weblogic-ejb-jar.xml.

See “Disabling Deployment Warning Messages” in Programming WebLogic Enterprise JavaBeans.

New Security-related Deployment Descriptor Elements

Two new security-related deployment descriptor elements have been added to

weblogic-ejb-jar.xml:

e The externally-defined element replaces global-role, Which has been deprecated in
this release. See “externally-defined” in Programming WebLogic Enterprise JavaBeans.

e The run-as-role-assignment element is used to map a given security-identity/
/run-as/role-name that is specified in the ejb-jar deployment descriptor to a
run-as-principal-name. See “run-as-role-assignment” in Programming WebLogic
Enterprise JavaBeans.
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For a comprehensive discussion of these elements and their relationship to securing of EJBs in
general, see “Securing Enterprise JavaBeans” in Programmaing WebLogic Security.

Constraining Optimistic Row Checking

To specify the rows in a table that the EJB container should check when optimistic concurrency is
used, use the new veri fy-rows element in weblogic-cmp-rdbms-jar .xml. This element allows
you to choose between performing optimistic checking on any row read by a transaction versus only
rows updated or deleted by a transaction.

See “verify-rows” in Programming WebLogic Enterprise JavaBeans.

Storing Table Creation Scripts

To specify the ppL file name to which the EJB container writes table creation scripts, use the new
default-dbms-tables-ddl element in weblogic-cmp-rdbms-jar.xml.

See “default-dbms-tables-ddl” in Programming WebLogic Enterprise JavaBeans.

Assigning a Message-Driven Bean to a Configured Execute Queue

As of this release, you can assign message-driven beans to a configured execute queue, via the
dispatch-policy element in weblogic-ejb-jar.xml. Previously, dispatch-policy applied
only to session and entity beans.

While you can also set the dispatch policy via appc’s -dispatchPolicy flag, BEA strongly

recommends you use the deployment descriptor element instead. This way, if the EJB is recompiled—
during deployment for example—the setting will not be lost.

See “The weblogic-ejb-jar.xml Deployment Descriptor” in Programming WebLogic Enterprise
JavaBeans.
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EJB Features Deprecated in This Release

The following EJB features have been deprecated in this release.

Administration Console Deployment Descriptor Editor

This release of WebLogic Server deprecates the Administration Console Deployment Descriptor
Editor.

The majority of deployment descriptor elements can now only be edited using a text or XML editor. A
small subset of elements—those related to administering and tuning EJBs—can still be viewed,
modified, and persisted to the descriptor file via the Administration Console using the Descriptors tab.

See “Configuring Deployment Descriptor Values” in the EJB section of the Administration Console
Online Help.

ejbc Compiler
The ejbc compiler has been deprecated. Use appc in its place. See “appc” in Programming
WebLogic Enterprise JavaBeans.

sql-select-distinct

This version of WebLogic Server deprecates the sql-select-distinct element in
weblogic-cmp-rdbms-jar.xml. Use the DISTINCT clause directly in finder queries instead of
this deployment descriptor element. For finder queries that have a bTsTINCT clause, the container
defers duplicate elimination to the database if FOR UPDATE is not used and filters duplicates in
memory if it is used.

global-role

This version of WebLogic Server deprecates the global-role element in
weblogic-ejb-jar.xml. Use the externally-defined element instead. For a comprehensive
discussion of the externally-defined element and its relationship to securing of EJBs in general,
see “Securing Enterprise JavaBeans” in Programming WebLogic Security.

run-as-identity-principal
This version of WebLogic Server deprecates the run-as-identity-principal element in

weblogic-ejb-jar.xml. Use the run-as-principal-name element instead. For a
comprehensive discussion of the run-as-principal-name element and its relationship to
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securing of EJBs in general, see “Securing Enterprise JavaBeans” in Programming WebLogic
Security.

stateless-hean-methods-are-idempotent

This version of WebLogic Server deprecates the stateless-bean-methods-are-idempotent
element in weblogic-ejb-jar.xml. Use the idempotent-methods element instead. See
“idempotent-methods” in Programming WebLogic Enterprise JavaBeans.

J2EE Connector Changes

The DTD for the WebLogic Server Connector deployment descriptor, weblogic-ra.xml, has
changed in this version. See “weblogic-ra.xml Deployment Descriptor Elements” in Programming
WebLogic Server J2EE Connectors.

The Connector implementation now makes connections shareable unless a suitable “hint” is specified
at deployment time. EJB 2.0 uses the res-sharing-scope deployment descriptor (with values
Shareable Or Unshareable) to specify this hint.

jCOM Features

In this release. you configure COM packet timeout values and the maximum length of COM message
packets via a different location in the Administration Console.

These changes are summarized in the following table.

Table 1-3 Changes to COM Packet Configuration Values

Value Configured This Way in 7.0  Configure This Way in 8.1

COM packet timeout value ~ Set the COM Message Set the Complete Message
Timeout property under Timeout property under Server ->
Server -> Connections -> Protocols -> General -> Advanced Options
JCOM in the Administration  in the Administration Console.
Console.

The maximum length of Set the cOM Max Set the Complete Maximum

COM message packets Message Sizeproperty Message Size property under Server
under Server -> Connections  -> Protocols -> General -> Advanced
-> jCOM in the Options in the Administration Console.

Administration Console.
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JDBC Features and Changes

WebLogic Server provides the following new JDBC features, along with internal performance
enhancements in the JDBC subsystem.

JDBC Assistants

The Administration Console includes the JDBC Connection Pool Assistant and the JDBC Data Source
Assistant. These assistants help ease database connectivity configuration by prompting you for
database, JDBC driver, and connection pool information, and then constructing the connection
attributes required by your JDBC driver. See the Administration Console Online Help.

JDBC Connection Pool Attributes

JDBC connection pools include several new attributes and features that you can configure from the
Administration Console or MBean attributes using the JMX API, including among others:

e Connection Reserve Timeout—Enables connection requests to wait for a connection
from a connection pool when all connections are currently in use.

e Connection Creation Retry Frequency—Enables WebLogic Server to retry to create a
database connection after the original attempt to create the connection failed.

e Test Created Connections—Enables testing and initialization of physical database
connections when each connection is created.

e Test Pool—Tests a JDBC connection pool by reserving and releasing a connection.

See the Administration Console Online Help.

Enhanced Support for JDBC Extensions

Some database vendors provide additional proprietary methods for working with data from their
DBMS. These methods extend the standard JDBC interfaces.WebLogic Server provides enhanced
support for vendor extensions to JDBC by supporting most extension methods exposed in a public
interface in the vendor’s JDBC driver. See Using Vendor Extensions to JDBC Interfaces in
Programming WebLogic JDBC.

Physical Connection from a Connection Pool

When you get a connection from a connection pool, WebLogic Server provides a logical connection

rather than a physical connection so that WebLogic Server can manage and maintain the connection.
In some cases, you may want to use a physical connection, such as if you need to pass the connection
to a method that checks the class name of the object for a particular class. WebLogic Server includes
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the getvendorConnection () method in the weblogic.jdbc.extensions.WLConnection
interface that you can use to get the underlying physical connection from a logical connection. See
Getting a Physical Connection from a Connection Pool in Programming WebLogic JDBC.

Support for RowSets

WebLogic Server includes support for RowSets, which are a JDBC 2.0 extension to ResultSets.
RowSets allow a user to read and modify a cached query result and then commit the resulting changes
back to a database. RowSets use a disconnected model which uses optimistic concurrency control to
ensure database consistency. This allows work to be performed without holding open long
transactions or database and application server resources. See Using RowSets with WebLogic Server
in Programming WebLogic JDBC.

Statement Caching

The statement cache for JDBC connection pools was enhanced to include a Least Recently Used
caching algorithm and controls for clearing the statement cache.

When you use a prepared statement or callable statement in an application or EJB, there is
considerable processing overhead. To minimize the processing costs, WebLogic Server can cache
statements used in your applications in the statement cache. When an application or EJB calls any of
the statements stored in the cache, WebLogic Server reuses the statement stored in the cache, which
reduces CPU usage on the database server, and thus improves performance for the current statement
and leaves CPU cycles on the database server for other tasks. See the Administration Console Online
Help.

Classes Removed from weblogic.jdbc.pool

In WebLogic Server 8.1, the weblogic.jdbc.pool classes were removed, except for the
weblogic.jdbc.pool.Driver class. These classes were removed because they were incompatible
with an internal change that enables and enhances support for JDBC extensions provided in JDBC
drivers. For more information, see “Removed Classes” in the Upgrade Guide.

JTA Features

WebLogic Server 8.1 provides the following new JTA features.

Manual Completion of Current Transactions

In some cases, a transaction may not complete normally due to system or network failures. In such
situations there may be locks held on behalf of the pending transaction that are inhibiting the
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progress of other transactions. You can use the Administration Console or methods on the JTA
runtime MBean to manually complete transactions that did not complete normally. See the
Administration Console Online Help.

Non—XA-Compliant Resource Participation in a Global Transaction

A single, non—XA-compliant resource adapter can participate in a global transaction with other
XA-compliant resources. WebLogic Server uses a last agent commit optimization so that after all
participating XA-compliant resources are prepared, the result of the local transaction for the non-XA
resource is used to determine the outcome of the global transaction. The resource adapter must
provide local transaction semantics. You can use this functionality with the WebLogic Server J2EE
Connector architecture to enable non-XA legacy systems to participate in a global transaction.

JMS Features

WebLogic Server 8.1 provides the following new JMS features.

JMS Thin Client

At approximately 400KB, the JMS thin application client (wljmsclient.jar) file provides full
WebLogic JMS functionality, yet greatly reduces the client-side WebLogic footprint by using a smaller
library that contains only the set of supporting files required by client-side programs. The JMS thin
client also requires using the standard WebLogic thin application client JAR (wlclient.jar),
around 300KB, which contains the base client support for clustering, security, and transactions, and
failover. See WebLogic JMS Thin Client in Programming WebLogic JMS.

Simplified Access to Remote WebLogic Domains or Third-Party JMS
Providers

Using the Foreign JMS Server node on the Administration Console, you can quickly map a third-party
JMS provider so that its connection factories and destinations appear in your WebLogic Server JNDI
tree as a local JMS objects. A Foreign JMS Server configuration can also be used to reference remote
instances of WebLogic Server in another cluster or domain in your local WebLogic JNDI tree. See
Accessing Foreign JMS Providers in the Administration Console Online Help.

Easier Access to JMS Via EJBs and Servlets

New “wrappers” for JMS connection factories make it easier to use JMS inside a J2EE container, such
as an EJB or servlet. By using a resource-ref element in the deployment descriptors to define your
connection factories, the wrappers make it easy to access local or remote WebLogic JMS objects, and
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can even be used to access third-party JMS providers. This feature also provides automatic pooling of
JMS connection and session objects (and some pooling of message producer objects as well);
automatic transaction enlistment for JMS providers that support XA; monitoring of the JMS
connection and re-establishment after a failure; and security credentials that are managed by the EJB
or servlet. See Using JMS with EJBs and Servlets in Programming WebLogic JMS.

Better Expired Message Handling

Active message expiration ensures that expired messages are cleaned up immediately. Moreover,
expired message auditing gives you the option of tracking expired messages, either by logging when a
message expires or by redirecting expired messages to a special destination. See Handling Expired
Messages in the Administration Console Online Help.

Improved Message Flow Control by Blocking Producers

The “Blocking Send” features help you avoid receiving message quota errors by temporarily blocking
message producers from sending messages to a destination (queue or topic) when the destination has
exceeded its specified maximum message quota. See Avoiding Quota Exceptions by Blocking Message
Producers in the Administration Console Help.

Ordered Redelivery of Messages

As per the JMS Specification, all messages initially delivered to a consumer from a given producer are
guaranteed to arrive at the consumer in the order in which they were produced. WebLogic JMS goes
above and beyond this requirement by guaranteeing the correct ordering of redelivered messages as
well. See Ordered Redelivery of Messages in Programming WebLogic JMS.

Dynamically Deleting Queue or Topic Destinations

New JMS Helper extension methods enable you to delete JMS destinations dynamically. The JMS
server removes the deleted destination in real time; therefore, it is not necessary to redeploy the JMS
server for the deletion to take effect. See Deleting Destinations Dynamically in Programming
WebLogic JMS.

ServerSessionPoolFactory Class Deprecated In weblogic.jms Package

The serverSessionPoolFactory class in the weblogic . jms package has been deprecated in
WebLogic Server 8.1. It has been replaced by the serverSessionPoolFactory class in the
weblogic.jms.extensions package. BEA recommends using the new version in the
weblogic.jms.extensions package when binding a ServersessionPoolFactory into JNDI.
However, for this release you can still perform the JNDI lookup with either version. See Defining
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Server Session Pools in Programming WebLogic JMS or the
weblogic. jms.extensions.ServerSessionPoolFactory Javadoc.

Web Application Features

WebLogic Server 8.1 includes the following new Web Application features and changes.

Performance Improvements

Performance is improved for JSP string handling as well as JSP compilation time.

Security Principle for init Method

Use the new init-as-principal-name element in weblogic.xml to declare a principle name
for running a servlet’s init method. See Developing Web Applications for WebLogic Server.

Allow Access to WEB-INF on forward/include

You can now call one servlet from inside another servlet. This is accomplished using either a forward
or an include request from within the original servlet. Should you forward to a second servlet, all
future action takes place according to the second servlet, as with any forward. Including a second
servlet allows you to gather data from a source already accessed by another servlet without having to
rewrite all the code. See Dispatching Requests to Another Resource in Programming WebLogic HTTP
Servlets.

Integrated jspc Functionality into appc

The appc compiler now incorporates the functionality of jspc. You can use appc to compile and
generate both EJBs and JSPs for deployment. See appc and jspc Compilers in Developing Web
Applications for WebLogic Server.

Class Reloading for Servlet Filters

When responding to a request for a servlet, WebLogic Server checks the time stamp of the servlet class
file prior to applying any filters associated with the servlet, and compares it to the servlet instance in
memory. If a newer version of the servlet class is found, WebLogic Server re-loads the servlet class
before any filtering takes place. You can configure the interval at which WebLogic Server checks the
timestamp using the server Reload attribute. See Servlet Development Tips in Programing
WebLogic HTTP Servlets.
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FileServlet File Sorting Options

WebLogic Server introduces new weblogic.xml deployment descriptors to provide sorting options

for directory listings. The new element, index-directory-sort-by has valid sorting styles of

NAME, LAST_MODIFIED, and SIZE. For example, to enable directory listing sorted by file size, the

XML would look similar to:

<weblogic-web-app>
<index-directory-enabled>true</index-directory-enabled>
<index-directory-sort-by>SIZE</index-directory-sort-by>

</weblogic-web-app>

Web Services Features

The following new Web Services features are available with WebLogic Server 8.1.

Digital Signatures and Encryption

You can configure data security for Web Services and Web Service clients using new elements in the
web-services.xml deployment descriptor. See Configuring Security in Programming WebLogic
Web Services.

Reliable SOAP Messaging

Reliable SOAP messaging is a framework whereby an application running in one WebLogic Server
instance can asynchronously and reliably invoke a Web service running on another WebLogic Server
instance. See Using Reliable SOAP Messaging in Programming WebLogic Web Services.

SOAP 1.2

WebLogic Server supports SOAP 1.2 as the message transport when a client invokes a Web Service
operation. See Using SOAP 1.2 in Programming WebLogic Web Services.

JMS Transport Protocol

You can optionally configure a Web Service to use JMS as the transport protocol (in addition to
HTTP/S, the default protocol) when a client accesses the service. See Using JMS Transport to Invoke
a WebLogic Web Service in Programming WebLogic Web Services.
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Asynchronous Invocation of WebLogic Web Services

The clientgen Ant task can now generate stubs for invoking a Web service operation
asynchronously. The stub contains two methods: the first invokes the operation with the required
parameters but does not wait for the result; later, the second method returns the actual results. You
use this asynchronous client when using reliable SOAP messaging. See Writing an Asynchronous
Client in Programming WebLogic Web Services.

Portable Stubs

You can now use portable stubs (versioned client JAR files used to invoke WebLogic Web services) to
avoid class clashes when invoking a Web service from within WebLogic Server. See Creating and Using
Portable Stubs in Programming WebLogic Web Services.

Implementation of the SOAP With Attachments API For Java (SAAJ) 1.1

SAAJ enables developers to produce and consume messages conforming to the SOAP 1.1 specification
and SOAP with Attachments note. This specification is derived from the java.xml . soap package
originally defined in the JAXM 1.0 specification.

wsdlgen Ant Task

The wsdlgen Ant task generates a WSDL file from the EAR and WAR files that implement your Web
Service. The EAR file contains the EJBs that implement your Web Service and the WAR file contains
the web-services.xml deployment descriptor file. See Web Service Ant Tasks and Command-Line
Utilities in Programming WebLogic Web Services.

Additional Functionality in Existing Ant Tasks

The existing Web Service Ant tasks have the following new attributes and elements:

e autotype—The autotype Ant task has the following new attributes: keepGenerated and
overwrite.

The Ant task also has a new command-line version.

e clientgen—The clientgen Ant task has the following new attributes:
generateAsyncMethods, generatePublicFields, and keepGenerated.

e servicegen—The servicegen Ant task has the following new child elements:
<handlerChain>, <reliability>, and <security>.
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The main servicegen Ant task has the following new attributes: keepGenerated and
mergeWithExistingWs.

The <service> child element of the servicegen Ant task has the following new attribute:
useSoapl2.

e The source2wsdd Ant task has the following new attributes: ejblink,
mergeWithExistingWs, overwrite, and wsdlFile.

e The wsdl2service Ant task has the following new attribute: overwrite.

e The wspackage Ant task has the following new attribute: utilJars.

For detailed information, see Web Service Ant Tasks and Command-Line Utilities in Programming
WebLogic Web Services.

Web Service Changed Features In This Release

The following Web Service features have changed in this release.

wsdi2Service Ant Task

The wsd12Service Ant task now generates a Java interface that represents the implementation of
your Web Service. In the previous release, this Ant task generated a Java source file that partially
implemented the Web service.

JMS-Implemented Web Services

BEA no longer supports using JMS Topics as the destination type for JMS-implemented WebLogic Web
Services. This functionality was deprecated in release 7.0 of WebLogic Server.

Command-Line Version of the servicegen Ant Task

BEA no longer supports the command-line version of the servicegen Ant task.

WebLogic Tuxedo Connector Features

WebLogic Server 8.1 provides the following new WebLogic Tuxedo Connector features.

Enhanced Security Administration

WebLogic Tuxedo Connector provides to users the ability to select one of the following APPKEY
generators to access Tuxedo services:
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e TPUSER plug-in—Enables users to use a tpuser file to provide user information to the Tuxedo
authentication server.

o LDAP—Enables users create a single source of security administration by allowing WebLogic
Server embedded LDAP information to be used by a Tuxedo 8.1 authentication server.

e Custom—Enables users to create a custom APPKEY to generate user information to access
Tuxedo services.

WLEC to WebLogic Tuxedo Connector Migration Guide
The guide outlines how to migrate applications using WLEC to the WebLogic Tuxedo Connector.
WebLogic Tuxedo Connector provides support for FactoryFinder objects using the

find_one_factory_by_id method. WLEC to WebLogic Tuxedo Connector migration requires
minor application modification:

e WLEC applications require modification of the portions of application code that use or call
environmental objects.

o Existing CORBA C++ server objects do not require server application changes.

See the WLEC to WebLogic Tuxedo Connector Migration Guide at
http://e-docs.bea.com/wls/docs81/wlec_migration/index.html.

Asynchronous tpacall

The asynchronous tpacall method allows you to send a request to a Tuxedo service and release the
thread resource that performed the call to the thread pool. This allows a very large number of
outstanding requests to be serviced with a much smaller number of threads. See Request/Response
Communication in the WebLogic Tuxedo Connector Programmer’s Guide.

Runtime WTC ORB

This release of WebLogic Tuxedo Connector implements a new WI'C ORB which uses WebLogic Server
RMI-IIOP runtime and CORBA support. Previous releases used a JDK based WI'C ORB. A wrapper is
provided to allow users with legacy applications to use the new WI'C ORB without modifying their
existing applications. See How to Develop WebLogic Tuxedo Connector Client Beans using the CORBA
Java API in the WebLogic Tuxedo Connector Programmer’s Guide.

Enhancements to FML Interface

Several performance enhancements are provided in the Java Application-to-Transaction Monitor
Interface Field Markup Language (JATMI FML Interface). Enhancements include:
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e The addition of a Fadd method to add objects to a fielded buffer

e Performance enhancements for the Fchg and Fdel methods

VIEW Buffer Example

The simpview example demonstrates the ability of WebLogic Tuxedo Connector to allow WebLogic
Server to interoperate with Tuxedo using VIEWs. WebLogic Tuxedo Connector code examples, if
installed, are located in the SAMPLES_HOME\ server\examples\src\examples\wtc directory of
your WebLogic Server installation, where SAMPLES_HOME is the location of all examples for the
WebLogic Platform.

Changes to WTC in the Navigation Tree

The terminology used to reference the WebLogic Tuxedo Connector Service and nodes in
Administration Console has changed:

e The WebLogic Tuxedo Connector node is now WTC.
e The Local WLS Domains node is now Local Tuxedo Access Points.
e The Remote Tuxedo Domains node is now Remote Tuxedo Access Points.

o A WTCServer instance is now a WI'C Service instance.

XML Features

You can now use the WebLogic XPath API to perform XPath matching against an XML document
represented as a DOM, XMLNode, or XMLInputStream. See Using the WebLogic XPath API in
Programming WebLogic XML.

Developer Tools

The following new developer tool features are available in WebLogic Server 8.1.

New appc Compiler

The appc compiler compiles and generates EJBs and JSPs for deployment. It also validates the
descriptors for compliance with the current specifications at both the individual module level and the
application level. The application level checks include checks between the application-level
deployment descriptors and the individual modules as well as validation checks across the modules.
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New J2EE Client .JARs

Prior to version 8.1, client applications that incorporated WebLogic Server functionality required the
entire WebLogic Server distribution (weblogic.jar and weblogicaux.jar) on the client
machine. WebLogic Server now provides two new client . jar files that include only the functionality
needed for small-footprint J2EE client functionality. The new files are:

e wlclient.jar for basic WebLogic functionality such as clustering, security, and transactions.

e wljmsclient.jar for basic WebLogic functionality plus JMS features.

The new client . jar files are located in the /server/1ib subdirectory of the WebLogic Server
installation directory (for example, c: \bea\weblogic8lb\server\1ib). The new client . jar
files are not supported with JDK 1.3.x or earlier.

See Developing WebLogic Server Applications.

Builder Changes
The following features and changes apply to the WebLogic Builder tool.

Deployment Descriptor Editing

Use the Builder tool to edit J2EE module deployment descriptors. Deployment Descriptor editing
features are no longer available via the Administration Console. See the WebLogic Builder Online
Help.

Optimistic Concurrency

It is now possible to configure your CMP entity beans to use optimistic concurrency for parallel
transactions using Builder. See Working with EJBs in the WebLogic Builder Online Help.

Internationalization Features

WebLogic Server introduces the following changes to internationalization utilities:
® weblogic.il8ngen has updated command line options.
® weblogic.ilOngen has updated command line options.
® weblogic.gettxt is a new command line utility.

® weblogic.il8ntools.GetText isanew APIL
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® weblogic.MsgEditor has an updated GUIL The main Message Editor window also provides
the ability to retire and unretire messages. Retiring a message does not mean that the message
is deleted from the master catalog. It simply means it is hidden from user view. This feature is
useful for removing obsolete messages. If you need to bring a retired message back into view,
you can unretire it.

Certifications

For the latest information about supported WebLogic Server configurations, see Supported
Configurations.

Standards Support

The following tables provide information about J2EE and other standards supported in WebLogic
Server 8.1:

e Java Standards Support: Table 1-4
e Web Services Standards Support: Table 1-5
e Other Standards Support: Table 1-6

1-712

Table 1-4 Java Standards Support

Standard Version

J2EE 1.3

JDKs 14

J2EE EJB 2.0and 1.1
J2EE JMS 1.0.2b

J2EE JDBC (with third-party drivers) 2.0

MS SQL jDriver 1.0

Oracle OCI jDriver 1.0 and some 2.0 features (batching)
J2EE JNDI 1.2

OTS/JTA 1.2 and 1.0.1b
J2EE Servlet 2.3and 2.2
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Standards Support

Table 1-4 Java Standards Support (Continued)

J2EE JSP 12and 1.1
RMI/IIOP 1.0

JMX 1.0
JavaMail 1.2

JAAS 1.0 Full
J2EE CA 1.0

JCE 14

Java RMI 1.0

JAXP 1.1
JAX-RPC 1.0

Table 1-5 Web Services Standards Support

Standard Version
SOAP 1.1and 1.2
WSDL 1.1
UDDI vl and v2
WS-Security 1.0

Table 1-6 Other Standards Support
Standard Version
SSL v3
X.509 v3
LDAP V2

WebLogic Server 8.1 Release Notes
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Table 1-6 Other Standards Support

Standard Version
TLS vl
HTTP 1.1
SNMP

Deprecated Features and APIs

For a list of deprecated WebLogic Server classes, see
http://e-docs.bea.com/wls/docs81/javadocs/deprecated-list.html.

Third-Party JAR Files

Table 1-7 provides information about the JAR files from third parties that are part of WebLogic Server:
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Table 1-7 Third-Party JAR Files

Third-Party JAR Files

JAR File

Description

J2EE, javax and subdirectories

com/sun/activation/
com/sun/mail

corba idl
javax/activation
javax/connector
javax/ejb

javax/jms

javax/jts
javax/mail
javax/management
javax/net
javax/servlet
javax/transaction
javax/xml/messaging
javax/xml/soap
javax/xml/rpc

jta

jts
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Table 1-7 Third-Party JAR Files (Continued)

JAR File Description

Libraries e Antlb
e Antlr 2.7.1 (MageLang Institute)
e (Cert-J 2.0.2 from certicom
e Certicom SSL 3.1.14
e RSA Crypto-J 3.5
e Netscape LDAP 3.1
¢ Oracle Thin JDBC driver 9.2.0.3
e AdventNet SNMP 3.2 SP1
e JavaScript 1.5 from Mozilla
e JCom from J-Integra
e PointBase 4.3
e Octetstring 1.5

XML e Acumen UDDI
e Apache Xerces DOM

Other Available Resources

Here are some pointers to useful information related to this release. The hyperlinks require Internet
access.

Fast Track Procedures

High-level procedures to help you quickly deploy an HTML file, JSPs, and servlets, are available at
http://e-docs.bea.com/wls/docs70/quickstart/quick_start._html.

Examples

Code examples, if installed, are located in the SAMPLES_HOME\ server\src\examples directory
of your WebLogic Server installation, where SAMPLES_HOME is the location of all examples for the
WebLogic Platform. By default, this location is ¢ : \bea\weblogic81b\samples. Examples are also
available from the Start menu for Windows users.
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Other Available Resources

Introduction

For an overview of WebLogic Server features and the J2EE application architecture, see Introduction
to WebLogic Server.

Additional Documentation

The full documentation set for BEA WebLogic Server 8.1, including administration, programming, and
reference guides, is provided on the BEA Web site at
http://e-docs.bea.com/wls/docs81/index.html.

Newsgroups

BEA WebLogic Server newsgroups provide community support for BEA products. Information about
BEA-related newsgroups can be found at http://newsgroups.bea.com/ and
news://newsgroups.bea.com.

Dev2Dev Online

The BEA site Dev2Dev Online provides resources to make your e-commerce development easier and
faster. To reach Dev2Dev online, go to http://developer._bea.con/.
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WebLogic Server 8.1 Known Issues

The following sections describe known issues, levels of support, notes, and general problems in

WebLogic Server 8.1 and its service packs:
e “Known Issues in WebLogic Server 8.1 SP6” on page 2-1
o “Known Issues in WebLogic Server 8.1 SP5” on page 2-5
e “Known Issues in WebLogic Server 8.1 SP4” on page 2-9
e “Known Issues in WebLogic Server 8.1 SP3” on page 2-23
o “Known Issues in WebLogic Server 8.1 SP2” on page 2-36
e “Known Issues in WebLogic Server 8.1 SP1” on page 2-58

e “Known Issues in WebLogic Server 8.1” on page 2-74

Known Issues in WebLogic Server 8.1 SP6

e “Core Known Issues” on page 2-3

e “JDBC Known Issues” on page 2-3

e “JTA Known Issues” on page 2-4

e “Servlets & JSPs Known Issues” on page 2-4

e “Servlets & JSPs Known Issues” on page 2-4
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e “Console Help Know Issues” on page 2-5
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Known Issues in WebLogic Server 8.1 SP6

Core Known Issues

Change Request Description
Number
CR263825 You may experience performance issues due to changes in JRockit

SocketMuxer support for JRockit 1.4.2_10 and all later 1.4.2 releases.
Workaround:

Contact your BEA support representative for the CR263825_810sp6
patch.

JDBC Known Issues

Change Request Description
Number
CR280439 There is a performance degradation in the WebLogic Type 4 JDBC Driver for

Oracle getAsciiStream () method call caused by fixes and
enhancements to character set support in the driver. In general, the
updated driver outperforms the previous version of the driver.

Workaround or Solution:

Use the getCharacterStream () method instead of
getAsciiStream().
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JTA Known Issues

Change Request Description
Number
CR259037 When a transaction times out at logging time, you could experience a

deadlock situation. The thread that is trying to write the transaction to the
transaction log (TLOG) times out, a different thread trying to execute the
rollback to clean the same transaction from the TLOG and deadlock each
other.

Workaround or Solution:

Decrease the value of the CheckpointIntervalSeconds attribute
and move TLOGs to a directory where they will not run out of memory.

Servlets & JSPs Known Issues

Change Request Description
Number
CR262289 When calling the c1ose () method on the InputStream obtained from

the Ht tpsURLConnection class, the underlying SSL socket might not
be closed even when the disconnect () method is called. This can
result in a socket leak.

Workaround or Solution:

To avoid such a socket leak and ensure all underlying resources are closed,
you are advised to use the HttpsURLConnection#disconnect ()
method instead of the InputStream#close () method.
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Console Help Know Issues

Change Request Description
Number
CR227849 Unable to start WebLogic Server after changing the password from the

Administration Console.
Workaround or Solution:

After you change the user password from the Administration Console, make
sure that you also change the password in the <domain
directory>/boot.properties file. In this file, the password is
stored in the encrypted format. However, when you edit the file, you can
enter the password in clear text. After restarting the server, the password is
automatically encrypted and stored in the file.

Note:  Updating the password in the boot . properties file is
applicable to both Administration Server and Managed Servers.

To remotely start Managed Servers from the Administration Console, after
changing the password, in addition to changing the password in the

boot .properties file, make sure that you change the password from

the Remote Start tab in the Administration Console. For information about
changing the password from the console, see “Changing the Password of a

User” in Security in Administration Console Online Help.

Known Issues in WebLogic Server 8.1 SP5

e “Core WebLogic Server Known Issues” on page 2-6

e “JDBC Known Issues” on page 2-7

e “JTA Known Issues” on page 2-7

e “RMI Known Issues” on page 2-7

e “Servlets & JSPs Known Issues” on page 2-8

e “Spring Framework on WebLogic Server Issues” on page 2-9
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Core WebLogic Server Known Issues

Change
Request
Number

Description

CR185820
CR185821

If a client has installed a reverse-proxy server with [P mapping, server IP addresses and
domain names may be unavailable.

CR217067

The Low Memory Granularity Level attribute is disabled. WebLogic Server logs a
warning message when the average free memory value is smaller than the Low Memory GC
Threshold value.

CR236083

Clustered Ht tpSession replication may trigger a "Received a stale replication
request” error when all of the following conditions exist:

1. The cluster is configured with PersistentStoreType set to replicated (and/or
replicated if clustered).

2. The cluster is replicating HTTP sessions for a heavy client load, with several hundred
concurrent users.

3. Some server threads handling client traffic are delayed while waiting for responses from
a database.

CR272727

The ulimit -n command to limit the number of open file descriptors is not supported in
ksh shell on HP-UX.

On many UNIX platforms, WL,_ HOME / common /bin/commEnv . sh script invokes the
ulimit -n command to set the upper limit of number of open file descriptors to 1024
before WebLogic Server is started. However, the -n option of the ulimit command is not
supported by the ksh shell on HP-UX. So, in WebLogic Server 8.1SP5, the commEnv . sh
script does not set the upper limit of open file descriptors for this HP-UX shell.

Operating system: HP-UX 11.0, 11i on PA-RISC

Workaround: You can manually limit the number of open file descriptors. However, this
workaround is not available in the ksh shell environment

CR263825

You may experience performance issues due to changes in JRockit SocketMuxer support for
JRockit 1.4.2_10 and all later 1.4.2 releases.

Workaround:

Contact your BEA support representative for the CR263825_810sp5 patch.
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JDBC Known Issues

Change Request Description
Number
CR251945 When a connection pool failed to satisfy a user request, the multipool tried

to disable that pool. However, the disable action could only be done by a
user belonging to the “Admin” group.
ResourcePermissionsException occurred when the current user
did not have the required permissions.

JTA Known Issues

Change Request Description
Number
CR259037 When a transaction times out at logging time, you could experience a

deadlock situation. The thread that is trying to write the transaction to the
transaction log (TLOG) times out, a different thread trying to execute the
rollback to clean the same transaction from the TLOG and deadlock each
other.

Workaround or Solution:

Decrease the value of the CheckpointIntervalSeconds attribute
and move TLOGs to a directory where they will not run out of memory.

RMI Known Issues

Change Request Description
Number
CR286661 The WebLogic cluster ClusterCommunicationService started

before applications were started locally on the server. So the cluster JNDI
bindings failed to find certain application-specific classes on the server.

Workaround: Initialize ClusterCommunicationService after all
applications are deployed locally on the server.
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Security Known Issues

Change Request Description
Number
CR182523 Information on how to configure domains to enable inter-domain

transactions (that is, all participating domains run on WebLogic Server 9.x,
8.x, 7., and 6.x domains or a combination of 9.x, 8.x, 7.x and 6.x) is incorrect
in the Administration Console Help.

Workaround: The information required to configure domains to enable
inter-domain transactions is located online. See Configuring Domains for
Inter-Domain Transactions in Administration Console Online Help.

Servlets & JSPs Known Issues

Change Request Description
Number
CR262289 When calling the c1ose () method on the InputStream obtained from

the Ht tpsURLConnection class, the underlying SSL socket might not
be closed even when the disconnect () method is called. This can
result in a socket leak.

Workaround or Solution:

To avoid such a socket leak and ensure all underlying resources are closed,
you are advised to use the HttpsURLConnection#disconnect ()
method instead of the InputStream#close () method.
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Spring Framework on WebLogic Server Issues

Spring Framework on WebLogic Server Issues

Change
Request
Number

Description and Workaround

CR236708 There is an Antlr conflict between Hibernate 3 and WebLogic Server.

Workaround:
Place ant1r2.7.5. jar before weblogic. jar in your CLASSPATH.

CR237532 There is a WebApp classloading issue with the Spring Framework.

Workaround:

Contact BEA Customer Support for a WebLogic Server-Spring combination
patch.

Known Issues in WebLogic Server 8.1 SP4

“Administration Console Known Issues” on page 2-11
“Cluster Known Issues” on page 2-12

“Core WebLogic Server Known Issues” on page 2-13
“Deployment Known Issues” on page 2-15
“Documentation Known Issues” on page 2-16
“Examples Known Issues” on page 2-16
“Installation Known Issues” on page 2-17

“JDBC Known Issues” on page 2-17

“JTA Known Issues” on page 2-18

“Node Manager Known Issues” on page 2-18
“Security Known Issues” on page 2-19

“Servlets & JSPs Known Issues” on page 2-19

“Transactions Known Issues” on page 2-20
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e “Web Services Known Issues” on page 2-21
e “WebLogic Tuxedo Connector (WT'C) Known Issues” on page 2-21
e “WebLogic Type 4 JDBC Drivers Known Issues” on page 2-22
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Administration Console Known Issues

Change Request Description
Number

CR186747 When viewing the Administration Console in with the language preference
set to Japanese or Korean, the links to customize the information displayed
on the page (“Customize this view...” in English) do not work.

Workaround: Select “English” for Language on the Console—Preferences
tab in the Administration Console.
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Cluster Known Issues

Change  Description

Request

Number

CR172156 In WebLogic Server 8.1, use of more than about 20 channels in a cluster can result in the

formation of multicast header transmissions that exceed the default maximum packet size.
The MTUSize attribute in the Server element of config.xml sets the maximum size for packets
sent using the associated network card to 1500. Sending packets that exceed the value of
MTUSize can result in a java.lang.NegativeArraySizeException, similar to:

java.lang.NegativeArraySizeException at
weblogic.common.internal.WLObjectOutputStreamBase2 .writeByte
s (WLObjectOutputStreamBase2.java:97)

at
weblogic.cluster.MulticastSender. fragmentAndSend (MulticastSe
nder.java:340)

at

weblogic.cluster.MulticastSender.send (MulticastSender.java:l
56) at
weblogic.cluster.AttributeManager.sendAttributes (AttributeMa
nager.java:52) at
weblogic.cluster.ClusterCommunicationService.resume (ClusterC
ommunicationService.java:79)

at weblogic.t3.srvr.T3Srvr.resume (T3Srvr.java:1042)

at weblogic.t3.srvr.T3Srvr.run(T3Srvr.java:359)

at weblogic.Server.main(Server.java:32)

When the problem was replicated in a cluster with 22 channels, it was solved by setting
MTUSize to 2500.

Workaround: If you see NegativeArraySizeExceptions in a cluster with a large number of
channels, increase incrementally the value of MTUSize until the exception does not occur.
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Core WebLogic Server Known Issues

Change
Request
Number

Description

CR093104

In earlier service packs, the NT Performance pack caused thread deadlock under some
circumstances. The problem was exhibited under light loads during stress tests of a JSP
accessing a database. Thread dumps showed the majority of "default" execute threads stuck
in "waiting for monitor entry":

"ExecuteThread: '10' for queue: 'default'" daemon prio=5
tid=0x273fb548 nid=0xadc waiting for monitor entry
[0x2810£f000..0x2810£fdc4]

Workaround: If you experience such deadlocks, create a . hot spot_compiler file inthe
directory where you invoke the JVM and put the following lines in that file:

exclude weblogic/socket/NTSocketMuxer processSockets
exclude weblogic/socket/NTSocketMuxer trigger

exclude weblogic/socket/NTSocketMuxer cleanup

CR263825

You may experience performance issues due to changes in JRockit SocketMuxer support for
JRockit 1.4.2_10 and all later 1.4.2 releases.

Workaround:

Contact your BEA support representative for the CR263825_810sp4 patch.
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Change
Request
Number

Description

CR183137

Certain combinations of Java command-line options can cause the Sun JDK to crash with a
HotSpot Virtual Machine Error when JSPs are precompiled in production mode (-server)
with debug enabled. The symptom is an error like the following;

# HotSpot Virtual Machine Error, Internal Error
# Please report this error at

# http://java.sun.com/cgi-bin/bugreport.cgi

#

#

Java VM: Java HotSpot (TM) Server VM (1.4.2_04-b05 mixed
mode)
#
# Error ID: 53484152454432554E54494D450E435050018D
#
# Problematic Thread: prio=5 tid=0x2d48f578 nid=0xcl0 runnable

In particular, the following combination of options seems to cause this problem:

e Domain configured with Sun JDK 1.4.2_04 (not BEA JRockit®)
e Server running in production mode (-server option)
e Debug enabled

e JSP Precompilation enabled (The weblogic .xml file for a Web application specifies
precompile=true)

Sun JVM command-line options associated with this issue include:

-server -Xdebug -Xnoagent
-Xrunjdwp:transport=dt_socket,address=8453,server=y,suspend=n
-java.compiler=NONE -ea -da:com.bea... -da;javelin... -da:weblogic...

Workarounds: There are several ways to avoid this issue (choose one):
e Use the JRockit JVM instead of the Sun JVM.

¢ [Edit the server start script to start with -c1ient (not -server) when debugging with
the Sun JDK.

e Disable debugging (edit setDomainEnv or manually remove debug JVM arguments).

¢ Do not precompile when debugging.

CR239324
CR239819

Ifa socket is unregistered and then registered, and if between the two calls the timeout timer
never runs, the data structures are getting out of sync which prevents the newly-registered
socket from ever timing out.

This problem was resolved in 8.1 SP5.
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Deployment Known Issues

Change Request Number

Description

CR264560 When the element home-is-clusterable issetto Truein
weblogic-ejb-jar.xml file and the EJB is deployed in a cluster and if

all the cluster members are not started at the same time, there is a

possibility of AssertionError and failure to server startup.

Workaround:

e Precompile the EJB application and verify that the final JAR
file has WLStub.class files. If these files do not exist then
compile again with -disableHotCodeGen flag.

e If precompilation is not possible and the EJB is compiled on
the server during runtime then add the -disableHotCodeGen
flag to the server's extraEJBCOptions. You can add the flag
using Server > General Tab > Advanced Options > Extra EJB
Compiler Options.

CR210073 When all the modules of an application are pinned (deployed or

targeted) to some of the servers in a cluster and no module is
targeted to the cluster, a potential deadlock of the Admin RMI
threads may cause application deployment to hang.

Workaround: Increase the RMI pool size by specifying
-Dweblogic.management.rmiQueueSize=xx in java command in
weblogic startup script. It is recommended that the value of xx be
equal to one more than the number of managed servers in the
domain. The default value for this pool size is 3.
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Documentation Known Issues

Change Request
Number

Description

CR196210

Previous versions of this document and various other sample documents
erroneously described using
weblogic.management.Admin.getInstance().getAdminMBeanHome() as a
way to look up the MBeanHome interface on the Administration Server.

However, the weblogic.management.Admin class is not public. Instead of
using this non-public class, use JNDI to retrieve MBeanHome. See
Determining the Active Domain and Servers in Programming WebLogic
Server JMX Services.

Links in the Administration Console Online Help to the JRockit
documentation are to the JRockit 8.1 SP3 documentation instead of the
JRockit 1.4.2 documentation. A listing of all JRockit documentation can be
found at http://e-docs.bea.com/more_jrockit.html.

Examples Known Issues

Change Request Description
Number
CR175804 The iiop.ejb.entity.tuxclient sample does not run

successfully.

This problem is due to changes in JVM behavior regarding vector

marshalling. A BEA Tuxedo® 8.1 rolling patch is expected to be released in
the near future to resolve this issue.
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Installation Known Issues

Change Request Description
Number
CR182698 When upgrading to WebLogic Server 8.1 SP3 on Red Hat Enterprise Linux

AS or ES 3.0 on Itanium systems, Smart Update hangs and does not
complete the installation. (Smart Update works on Red Hat Enterprise
Linux 2.1 on Itanium, but not 3.0.)

Workaround: Do not use Smart Update to upgrade to WebLogic Server 8.1
SP3 on Red Hat Enterprise Linux 3.0. Either use the upgrade installer, or
perform a new installation of WebLogic Server 8.1 SP3.

For more information about using the upgrade installer, see "Installing
Service Packs and Rolling Patches Using a Downloadable Upgrade Installer"
in "Installing Service Packs and Rolling Patches" in Installing BEA
WebLogic Platform.

JDBC Known Issues

Change Request
Number

Description

CR184298

When using a pooled JDBC connection on a WebLogic Server client, if the
JDBC driver classes in the client CLASSPATH are not the exact same
version as in the server CLASSPATH, you may see a
java.rmi.UnmarshalException. This issue was noted when using

a RowSet control in BEA WebLogic Worksh0p®.

Workaround: Make sure JDBC driver classes in the client and server
CLASSPATHSs are the same.

CR190393

CountOfTestFailuresTillFlush is not closing all connections when the
stipulated number of test failures has been reached, and
CountOfRefreshFailuresTillDisable does not disable the pool after the
stipulated number of failures.

There is no workaround for this issue in 8.1SP4.

This problem was resolved in 8.1 SP5.
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JTA Known Issues

Change Request Description

Number

CR259037 When a transaction times out at logging time, you could experience a
deadlock situation. The thread that is trying to write the transaction to the
transaction log (TLOG) times out, a different thread trying to execute the
rollback to clean the same transaction from the TLOG and deadlock each

other.

Workaround or Solution:

Decrease the value of the CheckpointIntervalSeconds attribute
and move TLOGs to a directory where they will not run out of memory.

Node Manager Known Issues

Change Request Number

Description

CR203668

When using Managed Servers with the Node Manager, if the
Managed Server fails to restart within the time period specified by
the Restart Interval attribute and number of attempts specified by
the Max Restarts within Interval attribute, the Managed Server will
have be restarted manually.

CR209806

When a machine has been configured in the Admin Console and the
listen port for the Node Manager is left unspecified, the Admin
Server checks the default port 5555 for the presence of a Node
Manager. As a result, the Admin Server may encounter conflict with
other processes running on port 55655 even when the Node Manager
is not deployed.
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Security Known Issues

Change Request
Number

Description

CR187784

The context path and uri arguments for the URLResource are stored in
lowercase on Windows and mixed case on UNIX. As a result, if you define
roles and policies in a domain on one operating system, export them, and
then import them to a domain on the other operating system, the roles and
policies may not work correctly. The end result is that webapp pages that
you protect on one operating system may not be protected when the roles
and policies are imported to a domain on the other operating system.

CR206178

Using WLS8.1-SP3 with JDK 1.4.2 and making an outbound ssl connection
causes the following error:

"java.lang.IllegalStateException: Cipher not initialized ".

The problem is resolved when the customer copied all the jars from the
/jre/lib/ext folder of JDK 1.4.1 into the /jre/lib/ext of JDK 1.4.2.

Servlets & JSPs Known Issues

Change Request Description
Number
CR262289 When calling the c1ose () method on the InputStream obtained from

the Ht tpsURLConnection class, the underlying SSL socket might not
be closed even when the disconnect () method is called. This can
result in a socket leak.

Workaround or Solution:

To avoid such a socket leak and ensure all underlying resources are closed,
you are advised to use the HttpsURLConnection#disconnect ()
method instead of the InputStream#close () method.

WebLogic Server 8.1 Release Notes 2-19



WebLogic Server 8.1 Known Issues

2-20

Transactions Known Issues

Change Request
Number

Description

CR201308

If your application is using XA transactions with the Oracle thin driver
10.1.0.3, you must grant execute permission on the dbms_system table to
the database user used to connect to the database, along with other
database preparations for XA:

1. Execute the following command: @xaview.sqgl

2. Grant the following permissions:

grant select on v$xatrans$ to public (or <user>);
grant select on pending_ trans$ to public;

grant select on dba_2pc_pending to public;

grant select on dba_pending_transactions to
public;

(when using the Oracle Thin driver 10.1.0.3 or later)

grant execute on dbms_system to <user>;

If the above steps are not performed on the database server, normal XA
database queries and updates may work fine. However, when the Weblogic
Server Transaction Manager performs recovery on a re-boot after a crash,
recover for the Oracle resource will fail with XAER_RMERR. Crash recovery
is a standard operation for an XA resource.

Note:  Weblogic Server 8.1SP4 ships with the Oracle Thin driver 10.1.0.2,
so granting permission on the dbms_system is required only if you
use a different version of the driver.

See “Using the Oracle Thin/XA Driver” in Programming WebLogic JTA for
more information about using the Oracle Thin/XA driver with WebLogic
Server.

CR220662

Under certain failure conditions following a database server or database
network crash, pending transaction branches on failed Oracle Real
Application Clusters (RAC) instances may not be properly resolved. Use one
of the following methods to correct this problem:

e To prevent data loss, restart the coordinating managed server

e [fdatalossisacceptable, forcibly roll back the transaction in the Oracle
database
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Web Services Known Issues

Change Request Description
Number
CR107595 SSL does not work for J2ME clients on WebLogic Server 8.1.

Certicom SSL libraries require additional features that are not supported by
J2ME. Therefore, SSL is not supported for J2ME clients on
WebLogic Server 8.1.

WebLogic Tuxedo Connector (WTC) Known Issues

Change Request Description
Number
CR1856475 WTC cannot have multiple connections within a single transaction.
If multiple TuxedoConnections are instantiated within a single transaction,
only the first TuxedoConnection instance is enlisted in the transaction.
CR179956 WTC imported service Resource Name must match Remote Name.
WTC imported service Resource Name and Remote Service Name cannot
differ. When the imported service Mbean is updated (to give a different
resource name), the WI'CService cache is not updated.
Workaround: Reboot the WebLogic Server instance.
CR127660 View classes are not set on a per connection basis.

A shared BEA WebLogic Tuxedo Connector’ hash table can cause
unexpected behavior to the server if two applications point to the same
VIEW name with different definitions. There should be a hash table for the
view classes on the connection as well as for the Resource section.

Workaround: Ensure that all VIEW classes defined across all your
WebLogic Workshop applications are consistent, meaning that you have the
same VIEW name representing the same VIEW class.
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WebLogic Type 4 JDBC Drivers Known Issues

Change
Request
Number

Description

CR202674 The WebLogic Type 4 JDBC driver for DB2 is not included in the WebLogic Server 8.1 SP4

release. It was removed because DB2 support is not yet available for
WebLogic Server 8.1 SP4. For customers that require DB2 support, BEA recommends that
you use WebLogic Server 8.1 SP3 until DB2 support is available for WebLogic Server 8.1 SP4.

Oracle Driver

The WebLogic JDBC Oracle driver now describes columns defined as FLOAT or FLOAT(n) as
a DOUBLE SQL type. The driver previously described these columns as a FLOAT SQL type.
Both the DOUBLE type and the FLOAT type represent a double precision floating point
number.

SQL Server Driver

The SendStringParameterAsUnicode connection option is set to true by default. Setting this
option to true can negatively impact performance if an application does string comparison in
SQL and the data stored in the database is not Unicode. On the other hand, setting this option
to false can cause data corruption or unexpected comparison results if the data is not stored
in the default database character set. Microsoft SQL Server allows you to define columns in
a table that use a character set other than the default database character set. When sending
parameter data to the server, the driver does not know what the character set is for the
column that is being compared or modified. Sending parameter data as Unicode will always
work, but is subject to the conversion and performance issues mentioned in the Microsoft
document: http://support.microsoft.com/default.aspx?scid=kb;en-us;Q271566.

CR183190

Under certain statement failure conditions, cached statements are leaked without being
closed, which can lead to DBMS resource problems. When using a DB2 database, you may see
the following error:

"java.sqgl.SQLException: [BEA] [DB2 JDBC Driver]No more
available statements.

Please recreate your package with a larger dynamicSections
value."

There is no workaround for this issue in 8.1SP4.

This problem was resolved in 8.1 SP5.
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Known Issues in WebLogic Server 8.1 SP3

The following sections describe known issues in WebLogic Server 8.1 SP3:

“Administration Console Known Issues” on page 2-38
“Cluster Known Issues” on page 2-25

“Core WebLogic Server Known Issues” on page 2-26
“Documentation Known Issues” on page 2-29
“Examples Known Issues” on page 2-29
“Installation Known Issues” on page 2-29

“JDBC Known Issues” on page 2-30

“JTA Known Issues” on page 2-31

“RMI/IIOP Known Issues” on page 2-31

“Security Known Issues” on page 2-32

“Servlets & JSPs Known Issues” on page 2-33
“Transactions Known Issues” on page 2-34

“Web Services Known Issues” on page 2-35

“WebLogic Tuxedo Connector (WTC) Known Issues” on page 2-35
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Administration Console Known Issues

Change Request Description
Number

CR186747 When viewing the Administration Console in with the language preference
set to Japanese or Korean, the links to customize the information displayed
on the page (“Customize this view...” in English) do not work.

Workaround: Select “English” for Language on the Console—Preferences
tab in the Administration Console.
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Cluster Known Issues

Change  Description

Request

Number

CR172156 In WebLogic Server 8.1, use of more than about 20 channels in a cluster can result in the

formation of multicast header transmissions that exceed the default maximum packet size.
The MTUSize attribute in the Server element of config.xml sets the maximum size for packets
sent using the associated network card to 1500. Sending packets that exceed the value of
MTUSize can result in a java.lang.NegativeArraySizeException, similar to:

java.lang.NegativeArraySizeException at
weblogic.common.internal .WLObjectOutputStreamBase2 .writeByte
s (WLObjectOutputStreamBase?2.java:97)

at
weblogic.cluster.MulticastSender. fragmentAndSend (MulticastSe
nder.java:340)

at

weblogic.cluster.MulticastSender.send (MulticastSender.java:l
56) at
weblogic.cluster.AttributeManager.sendAttributes (AttributeMa
nager.java:52) at
weblogic.cluster.ClusterCommunicationService.resume (ClusterC
ommunicationService.java:79)

at weblogic.t3.srvr.T3Srvr.resume (T3Srvr.java:1042)

at weblogic.t3.srvr.T3Srvr.run(T3Srvr.java:359)

at weblogic.Server.main(Server.java:32)

When the problem was replicated in a cluster with 22 channels, it was solved by setting
MTUSize to 2500.

Workaround: If you see NegativeArraySizeExceptions in a cluster with a large number of
channels, increase incrementally the value of MTUSize until the exception does not occur.
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Core WebLogic Server Known Issues

Change  Description

Request

Number

CR093104 In earlier service packs, the NT Performance pack caused thread deadlock under some
circumstances. The problem was exhibited under light loads during stress tests of a JSP
accessing a database. Thread dumps showed the majority of "default" execute threads stuck
in "waiting for monitor entry":
"ExecuteThread: '10' for queue: 'default'" daemon prio=5
tid=0x273fb548 nid=0xadc waiting for monitor entry
[0x2810£000..0%x2810£fdc4]
Workaround: If you experience such deadlocks, create a . hot spot_compiler file inthe
directory where you invoke the JVM and put the following line in that file:
exclude weblogic/socket/NTSocketMuxer processSockets

CR263825  You may experience performance issues due to changes in JRockit SocketMuxer support for

JRockit 1.4.2_10 and all later 1.4.2 releases.
Workaround:

Contact your BEA support representative for the CR263825_810sp3 patch.
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Change  Description

Request

Number

CR183137 Certain combinations of Java command-line options can cause the Sun JDK to crash with a

HotSpot Virtual Machine Error when JSPs are precompiled in production mode (-server)
with debug enabled. The symptom is an error like the following;

# HotSpot Virtual Machine Error, Internal Error
# Please report this error at

# http://java.sun.com/cgi-bin/bugreport.cgi

#

#

Java VM: Java HotSpot (TM) Server VM (1.4.2_04-b05 mixed
mode)
#
# Error ID: 53484152454432554E54494D450E435050018D
#
# Problematic Thread: prio=5 tid=0x2d48f578 nid=0xcl0 runnable

In particular, the following combination of options seems to cause this problem:
e Domain configured with Sun JDK 1.4.2_04 (not JRockit)

e Server running in production mode (-server option)

e Debug enabled

e JSP Precompilation enabled (The weblogic .xml file for a Web application specifies
precompile=true)

Sun JVM command-line options associated with this issue include:

-server -Xdebug -Xnoagent
-Xrunjdwp:transport=dt_socket,address=8453,server=y,suspend=n
-java.compiler=NONE -ea -da:com.bea... -da;javelin... -da:weblogic...

Workarounds: There are several ways to avoid this issue (choose one):
e Use the JRockit JVM instead of the Sun JVM.

¢ [Edit the server start script to start with -c1ient (not -server) when debugging with
the Sun JDK.

e Disable debugging (edit setDomainEnv or manually remove debug JVM arguments).

¢ Do not precompile when debugging.
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Change  Description
Request
Number

CR240499  In HP-UX, the thread runs with the default thread-priority assigned by the operating system
even when a different thread priority is set from the Administration Console.

Workaround:

1. Asaroot user, run the following command
setprivgrp <user-group> RTSCHED
where, user-group is the unix-group.

2. Add the following java command line option to start WebLogic script
-XX:SchedulerPriorityRange=SCHED_RTPRIO
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Documentation Known Issues

Change Request Description
Number
n/a Links in the Administration Console Online Help to the JRockit

documentation are to the JRockit 8.1 SP3 documentation instead of the
JRockit 1.4.2 documentation. A listing of all JRockit documentation can be
found at http://e-docs.bea.com/more_jrockit.html.

Examples Known Issues

Change Request Description
Number
CR175804 The iiop.ejb.entity.tuxclient sample does not run

successfully.

This problem is due to changes in JVM behavior regarding vector
marshalling. A Tuxedo 8.1 rolling patch is expected to be released in the
near future to resolve this issue.

Installation Known Issues

Change Request Description
Number
CR182698 When upgrading to WebLogic Server 8.1 SP3 on Red Hat Enterprise Linux

AS or ES 3.0 on Itanium systems, Smart Update hangs and does not
complete the installation. (Smart Update works on Red Hat Enterprise
Linux 2.1 on Itanium, but not 3.0.)

Workaround: Do not use Smart Update to upgrade to WebLogic Server 8.1
SP3 on Red Hat Enterprise Linux 3.0. Either use the upgrade installer, or
perform a new installation of WebLogic Server 8.1 SP3.

For more information about using the upgrade installer, see "Installing
Service Packs and Rolling Patches Using a Downloadable Upgrade Installer"
in "Installing Service Packs and Rolling Patches" in Installing BEA
WebLogic Platform.
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JDBC Known Issues

Change Request
Number

Description

CR179600

Under certain statement failure conditions, cached statements are leaked
without being closed, which can lead to DBMS resource problems. When
using an Oracle database, this can result in out-of-cursor failures.

A patch is available for this issue. To get the patch, contact BEA Customer
Support and reference CR179600.

This problem was resolved in 8.1 SP4.

CR183190

Under certain statement failure conditions, cached statements are leaked
without being closed, which can lead to DBMS resource problems. When
using a DB2 database, you may see the following error:

"java.sql.SQLException: [BEA][DB2 JDBC Driver]No
more available statements.

Please recreate your package with a larger
dynamicSections value."

There is no workaround for this issue in 8.1SP3.

This problem was resolved in 8.1 SP5.

CR184298

When using a pooled JDBC connection on a WebLogic Server client, if the
JDBC driver classes in the client CLASSPATH are not the exact same
version as in the server CLASSPATH, you may see a
java.rmi.UnmarshalException. This issue was noted when using
a RowSet control in WebLogic Workshop.

Workaround: Make sure JDBC driver classes in the client and server
CLASSPATHs are the same.

CR190393

CountOfTestFailuresTillFlush is not closing all connections when the
stipulated number of test failures has been reached, and
CountOfRefreshFailuresTillDisable does not disable the pool after the
stipulated number of failures.

There is no workaround for this issue in 8.1SP3.

This problem was resolved in 8.1 SP5.
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JTA Known Issues

Change Request
Number

Description

CR259037

When a transaction times out at logging time, you could experience a
deadlock situation. The thread that is trying to write the transaction to the
transaction log (TLOG) times out, a different thread trying to execute the
rollback to clean the same transaction from the TLOG and deadlock each
other.

Workaround or Solution:

Decrease the value of the CheckpointIntervalSeconds attribute
and move TLOGs to a directory where they will not run out of memory.

RMI/IIOP Known Issues

Change Request Description

Number

CR124596 The enhancement described in CR124596 was not fully implemented in
CR192252 WebLogic Server 8.1SP3. The optional enhancement to the BEA ORB forces

reconnection when bootstrapping and allows hardware load-balancers to
correctly balance connection attempts.

A patch for WebLogic Server 8.1SP3 is now available. To get the patch,
contact BEA Customer Support and reference the patch for CR192252.

This problem was resolved in 8.1 SP4 for CR192252.
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Security Known Issues

Change Request Description

Number

CR184421 When importing security data into a new security realm, the user
weblogic loses membership in all groups except Administrators.
After importing the data, you must manually add weblogic to any
required groups.

CR187784 The context path and uri arguments for the URLResource are stored in

lowercase on Windows and mixed case on UNIX. As a result, if you define
roles and policies in a domain on one operating system, export them, and
then import them to a domain on the other operating system, the roles and
policies may not work correctly. The end result is that webapp pages that
you protect on one operating system may not be protected when the roles
and policies are imported to a domain on the other operating system.
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Servlets & JSPs Known Issues

Change Request
Number

Description

CR262289

When calling the c1ose () method on the InputStream obtained from
the Ht tpsURLConnection class, the underlying SSL socket might not
be closed even when the di sconnect () method is called. This can
result in a socket leak.

Workaround or Solution:

To avoid such a socket leak and ensure all underlying resources are closed,
you are advised to use the HttpsURLConnection#disconnect ()
method instead of the InputStream#close () method.
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Transactions Known Issues

Change Request Description
Number
CR193458 When using DataDirect Connect for BEA WebLogic JDBC Drivers " version

3.4 with a DB2 database, you may see XAER_RMERR errors for applications
that previously ran without errors using the 3.3 version of the drivers. The
problem is caused by implicit closing of result sets, a feature added to the
drivers to improve performance.

Workaround: DataDirect added a connection property to control implicit
result set closing: AllowImplicitResultSetCloseForXA. The
feature is enabled by default. To disable implicit result set closings, set
AllowImplicitResultSetCloseForXA=false. To make this
setting for a JDBC connection pool, add it to the Properties for the
connection pool on the JDBC Connection Pool —Configuration —(eneral
tab in the Administration Console. The resulting change in the
config.xml file resembles the following config.xml excerpt:

<JDBCConnectionPool
DriverName="com.ddtek.jdbcx.db2.DB2DataSource"
Name="myPool"

Properties="user=scott;

portNumber=50000;

databaseName=SAMPLE;
serverName=dbserverl.yourco.COM;
batchPerformanceWorkaround=true;
AllowImplicitResultSetCloseForXA=false"

URL="jdbc:datadirect:db2://dbserverl1:50000;Databa
seName=SAMPLE" />

Note:  This issue applies to the DataDirect Connect for JDBC version 3.4
drivers for DB2 only. The problem has not been observed with
drivers for other database management systems or previous
releases of the DB2 drivers.
AllowImplicitResultSetCloseForXA isignored for
these other drivers.
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Web Services Known Issues

Change Request Description

Number

CR107595

SSL does not work for J2ME clients on WebLogic Server 8.1.

Certicom SSL libraries require additional features that are not supported by
J2ME. Therefore, SSL is not supported for J2ME clients on
WebLogic Server 8.1.

WebLogic Tuxedo Connector (WTC) Known Issues

Change Request Description

Number

CR185475 WTC cannot have multiple connections within a single transaction.
If multiple TuxedoConnections are instantiated within a single
transaction, only the first TuxedoConnection instance is enlisted in the
transaction.

CR179956 WTC imported service Resource Name must match Remote Name.
WTC imported service Resource Name and Remote Service Name cannot
differ. When the imported service Mbean is updated (to give a different
resource name), the WI'CService cache is not updated.
Workaround: Reboot the WebLogic Server instance.

CRI127660 View classes are not set on a per connection basis.

A shared WebLogic Tuxedo Connector hash table can cause unexpected
behavior to the server if two applications point to the same VIEW name
with different definitions. There should be a hash table for the view classes
on the connection as well as for the Resource section.

Workaround: Ensure that all VIEW classes defined across all your
WebLogic Workshop applications are consistent, meaning that you have
the same VIEW name representing the same VIEW class.
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Known Issues in WebLogic Server 8.1 SP2

The following sections describe known issues in WebLogic Server 8.1 SP2:

e “Patch Available for Sun Java 2 1.4.2 SDK, Oracle 10g Driver, and SQL Server, Sybase or DB2
Database Users” on page 2-36

e “Administration Console Known Issues” on page 2-38
e “Configuration Wizard Known Issues” on page 2-38

e “Connector Known Issues” on page 2-39

e “Core Known Issues” on page 2-41

e “EJB Known Issues” on page 2-42

e “Examples Known Issues” on page 2-43

e “General Known Issues” on page 2-43

e “Installation Known Issues” on page 2-44

e “JMS Known Issues” on page 2-45

e “JTA Known Issues” on page 2-46

e “JVM Known Issues” on page 2-46

e “Security Known Issues” on page 2-49

e “Servlet & JSP Known Issues” on page 2-51

e “Transactions Known Issues” on page 2-52

e “WebLogic JDBC Type 4 Drivers Known Issues” on page 2-52

e “Web Services Known Issues” on page 2-56

Patch Available for Sun Java 2 1.4.2 SDK, Oracle 10g Driver,
and SQL Server, Sybase or DB2 Database Users

If you are using WebLogic Server or BEA WebLogic Platform’ " 8.1 SP2 with the Sun Java 2 1.4.2 SDK,
or the Oracle 10g driver, or a SQL Server, Sybase or DB2 database, you may need to install the
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WebLogic Platform 8.1 SP2 SDK1.4.2/0racle10gdriver/Database patch. This patch, and a description
of the specific configurations that require it, are available at the following dev2dev Web site:

http://dev2dev.bea.com/products/wlplatform81/patch/wlplat81sp2_patch.jsp
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Administration Console Known Issues

Change Request
Number

Description

CR125552

When using the WebLogic Server 8.1 Administration Console on machines
that have JDK version 1.4.1_02 installed, the navigation applet fails to load
and the system freezes.

Workaround: Uninstall JDK version 1.4.1_02 from the system and reinstall
version JDK version 1.4.2_01 or later.

CR129594

The WebLogic Server Administration Console’s JDBC Connection Pool
Configuration tab does not have an option to rollback local transactions
upon closing a connection.

Workaround: Set this option by editing the config.xml
JDBCConnectionPool attribute RollbackLocalTxUponConnClose, or via the
Configuration Wizard.

CR132229

The separators for multiple addresses in BEA J olt™ and WLEC
ConnectionPools are incorrectly identified as semicolons.

Workaround: Use commas to separate multiple addresses when configuring
Jolt and WLEC Primary and Secondary Address fields.

Configuration Wizard Known Issues

Change Request Description
Number
CR125514 When running the config_builder. sh script from the

BEA_HOME/wls81/common/bin directory on a Solaris platform, the
Configuration Template Builder does not start. The message "Unable to
instantiate GUI, defaulting to console mode" is displayed, but rather than
starting up in Console mode, a command prompt is displayed. The
Configuration Template Builder is not supported in console mode—a
graphics environment is required.

Workaround: Run the Configuration Wizard using xWindows.

Note:  The error message will be changed in the next service pack to
more accurately communicate this limitation.
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Connector Known Issues

Change Request Description
Number
n/a When a connection request is made, WebLogic Server returns to the client

(via the resource adapter) a Proxy object that wraps the connection object.
WebLogic Server uses this proxy to provide features that assist applications
using the WebLogic Server implementation of the J2EE Connector
Architecture. These features include (1) connection leak detection
capabilities and (2) late XAResource enlistment when a connection request
is made before starting a global transaction that uses that connection.

If the connection object returned from a connection request is cast as a
Connection class,a ClassCastException can occur. This
exception is caused by either (1) the resource adapter doing the cast or (2)
the client doing the cast during a connection request.

In WebLogic Server 8.1 SP2, an attempt is made to detect the
ClassCastException caused by the resource adapter case (1) above.
If the server detects that this cast is failing, it turns off the proxy wrapper
feature and proceeds by returning the connection object during a
connection request (unwrapped). The server logs a warning message to
indicate that the proxy wrapper has been turned off. When this type of cast
failure occurs, connection leak detection and late XAResource enlistment
features are also turned off (but currently no indication of this is given in
the Console monitoring).

WebLogic Server attempts to detect the ClassCastException by
acting as a client using container-managed security. Doing so requires the
resource adapter to be deployed with security credentials defined.

If the client is doing the cast and getting a ClassCastException, the
customer (client) code can be modified as follows:

Workaround: If the client casts the connection object to MyConnection,
instead of MyConnection being a class that implements the resource
adapter's Connection interface, modify it to be an interface that extends
Connection. Implement a MyConnectionImpl class that
implements the MyConnection interface.
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Change Request Description

Number

CR100048 If two adapters are configured to use the same Enterprise Information
System (EIS) with the same Resource Manager, then using the two adapters
in the same transaction can result in deadlocks or long delays followed by a
transaction failure. This is because most Resource Managers, including
Oracle's, do not allow adapters to share an EIS.

CR127127 The ITIOP thin-client is not supported on AIX (or other platforms with the

IBM VM) due to dependencies on the Sun VM.

Note:  Only clients are affected by this issue. A thin-client running on
another platform will work just fine against WebLogic Server
running on AIX.
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Core Known Issues

Change Request Description

Number

CR106616 After several operations on the WebLogic Server Administration Console,
Netscape Version 4.79 running on Linux AS2.1 and HP-UX shuts down with
a bus error, sometimes with a core dump.

CR263825 You may experience performance issues due to changes in JRockit

SocketMuxer support for JRockit 1.4.2_10 and all later 1.4.2 releases.
Workaround:

Contact your BEA support representative for the CR263825_810sp2
patch.
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EJB Known Issues

Change Request
Number

Description

CR112393

An EJB JAR is referencing another utility JAR through the Manifest
classpath. When you compile an EJB using the weblogic . appc utility,
classes included in the referenced JAR are not found. The appc compiler
explodes the source JAR in a temporary directory and the classfinder looks
for the dependent JAR in that temporary directory; however, the classes are
not copied into the temporary directory.

Workaround:

This issue only exists for stand-alone modules that are not part of an EAR
file. BEA recommends that you package the EJB JAR file and utility JAR file
together in an EAR file. This will ensure they are always tied together. If you
choose not to do this, BEA recommends you use the weblogic.ejbc
utility rather than weblogic . appc.

Note: The weblogic.ejbc utility is a deprecated utility and will not
be available in future releases.

CR126613

An MDB running in a transactional context interacts with an external
system (such as an LDAP server) and message processing takes longer than
transaction timeout value. The MDB throws the following exception and
message processing stops:

weblogic.utils.AssertionError: ***** ASSERTION
FAILED *****[ Left-over JTA transaction found on
MDB listener thread ] at
weblogic.utils.Debug.assertion(Debug.java:57) at
weblogic.ejb20.internal .MDListener.onMessage (MDLi
stener.java:245) at
weblogic.jms.client.JMSSession.onMessage (JMSSessi
on.java:2596) at
weblogic.jms.client.JMSSession.execute (JMSSession
.java:2516) at
weblogic.kernel.ExecuteThread.execute (ExecuteThre
ad.java:197) at
weblogic.kernel.ExecuteThread. run (ExecuteThread. j
ava:170)

Workaround: Increase the value of the transaction timeout to make it high
enough.
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Examples Known Issues

Change Request Description
Number
CR104550 The config.xml file for the samples banking application domain

contains an incorrect name for the EJB. With this error, the application
cannot find the EJB.

<Application Deployed="true" Name="app_banking"
Path=".\config\migrationdomain\applications"
StagedTargets="migrationserver">
<EJBComponent Name="app_banking"
Targets="migrationserver"
URI="app_banking.jar"/>

</Application>

It should contain:

<Application Deployed="true"
Name="containerManaged"
Path=".\config\migrationdomain\applications"
StagedTargets="migrationserver">

<EJBComponent Name="containerManaged"
Targets="migrationserver"
URI="app_banking.jar"/>

</Application>

Workaround: Undeploy the EJB, and redeploy it with the correct name,
containerManaged.

General Known Issues

Change Request Description
Number
CR128912 There is a known issue in HP-UX SDK 1.4.1.05 character set API and as a

result, Charset .availableCharsets () always fails. This problem
manifests itself in WebLogic Server SP2 using JVM 1.4.1.05.

Workaround: Download and use HP's 1.4.1.06 JVM, available as part of the
JDK 1.4.1.06 at http://www.hp.com/productsl/unix/java/.
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Installation Known Issues

Change Request Description
Number

CR127350 As part of the upgrade procedure, the WebLogic Platform 8.1 SP2
installation program automatically overwrites any files, including
applications, that you have created in wr,_HOME.

Workaround: Before installing SP2, make backup copies of any files or
applications that you have created in wr,_ HOME.
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JMS Known Issues

Change Request
Number

Description

CR125979

Customers who set up a JMS bridge within a cluster may find that when
starting the bridge, the following exception is thrown from the Managed
Servers, and that the JMS message cannot be sent to the intended
destination.

<Oct 16, 2003 3:12:49 PM PDT> <Notice>
<WebLogicServer> <BEA-000360>

<Server started in RUNNING mode>

<Oct 16, 2003 3:23:17 PM PDT> <Error> <JMS>
<BEA-040368> <The following exception has
occurred: java.lang.NullPointerException at
weblogic.jms.bridge.internal .MessagingBridge.star
tInternal (MessagingBridge.java:519) at
weblogic.jms.bridge.internal .MessagingBridge.exec
ute (MessagingBridge.java:956) at
weblogic.kernel.ExecuteThread.execute (ExecuteThre
ad.java:197) at

weblogic.kernel.Kernel.execute (Kernel.java:336)
at

weblogic.kernel.Kernel.execute (Kernel.java:321)
at

Workaround:

Deploy the adapter to individual servers instead of to the entire cluster. The
adapter must be deployed on the same server to which the bridge is
targeted. For instructions, see
http://e-docs.bea.com/wls/docs81/ConsoleHelp/messaging_bridge.html#11
09910.

This problem was resolved in 8.1 SP3.

CR128596

In some cases, messages remain in the source queue of the JMS bridge in
the sending-side cluster after restarting a Managed Server on the receiving
side cluster.

Workaround: Apply the patch for CR128596 to all WebLogic Server
instances.

This problem was resolved in 8.1 SP3.
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JTA Known Issues

Change Request Description
Number
CR259037 When a transaction times out at logging time, you could experience a

deadlock situation. The thread that is trying to write the transaction to the
transaction log (TLOG) times out, a different thread trying to execute the
rollback to clean the same transaction from the TLOG and deadlock each
other.

Workaround or Solution:

Decrease the value of the CheckpointIntervalSeconds attribute
and move TLOGs to a directory where they will not run out of memory.

JVM Known Issues

Change Request
Number

Description

CR131717

Due to a bug in the Sun JDK version 1.4.2_02, a server ExecuteThread
freezes or a client JVM hangs when using JDK version 1.4.2_02 with
Japanese encodings IS0-2022-JP and 1S02022JP. Customers not using
Japanese encodings will not be affected by this bug.

Workaround: This bug will be fixed in JDK version 1.4.2_04 (available
February 12, 2004), as documented at
http://developer.java.sun.com/developer/bugParade/bugs/4879522.html. In
the meantime, Japanese customers can use JDK version 1.4.1.

CR132292

A change in behavior of javac in JDK version 1.4.2 causes tag handler
classes written as inner classes to generate compilation errors. The code
generated contains a “$” character in the type name, which is not allowed
in JDK version 1.4.2.

Workaround: Declare tag handler classes as public classes instead of inner
classes. Or, contact support to obtain a patch for WebLogic Server 8.1 SP2.
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Change Request
Number

Description

CR135783

Calling WebLogicMBeanMaker to package authentication provider MBeans
yields different results between JDK version 1.4.1_05 and 1.4.2_03.

With JDK 1.4.1_05, when calling WebLogicMBeanMaker with a source
folder that contains no class files, WebLogicMBeanMaker silently ignores
the error and creates an MBean JAR file.

With JDK 1.4.2_03, WebLogicMBeanMaker fails if there are no class files in
the source path.

CR136167

The Administration Console cannot display the server log in a Japanese
locale because of a problem in JDK 1.4.2_03 and earlier JDK 1.4.2 releases.

Workaround: Use the Sun JDK1.4.2_04 or JRockit JDK1.4.2_04.
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Plug-In Known Issues

Change Request Description
Number

CR130088 The IIS proxy plugin performs very slowly when the IIS HTTP Keep-Alives
Enabled check box is checked. The symptom is a 20-40x slowdown
compared to normal performance. It is also possible to receive
PROTOCOL_ERROR messages under certain keepalive configurations.

Workaround: If you see slow performance or PROTOCOL_ERROR
messages with the IIS proxy plugin, switch to the following IIS/proxy plugin
keepalive configuration:

1. Configure IIS so the 'HTTP Keep-Alives Enabled' check box is NOT
checked.

Open the Internet Services Manager tool so you can configure IIS.

In the left-hand pane, right-click on the Web site item which proxies
activity for your server.

Select 'Properties' Select the 'Web Site' tab.
Ensure the 'HTTP Keep-Alives Enabled' check box is NOT checked.
Click Apply, then OK.

2. Configure the proxy plugin so KeepAliveEnabled is false in the
iis_proxy.ini file.

Edit the 1is_proxy. ini file in a text editor, and set
KeepAliveEnabled=false.

3. Restart IIS.

In the left-hand pane, right-click on the IIS server name, and select
Restart IIS...

Select Restart Internet Services on <IIS servername>.
Click OK.
Once IIS restarts, the proxy performance should improve to normal levels.

This problem was resolved in 8.1 SP3.

2-48 WebLogic Server 8.1 Release Notes



Known Issues in WebLogic Server 8.1 SP2

Security Known Issues

Change Request Description
Number
CR064593 In the new security framework in WebLogic Server, SSL does not cache the

sessions; instead SSL initiates a new handshake for each request causing
performance issues and out of memory exceptions.

In WebLogic 7.0 and 8.1 SP2; WebLogic Server added the
weblogic.security.SSL.sessionCache.ttl which maintains the time to live for
the SSL session. The default value is 90000 milliseconds (90 seconds) which
means if a client accesses the server again (via the same session ID) within
90 seconds, WebLogic Server will use the existing SSL session. You can
change this value by setting -Dweblogic.security.SSL.sessionCache.ttl in the
server startup script.
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Change Request Description

Number

CR126610 Customers using a BEA WebLogic ExpressTM license are not able to
configure global security roles or global security policies using the
WebLogic Server Administration Console. This behavior is as designed, and
this limitation will be updated in the documentation.

CR130185 The JDK cacerts file and the WebLogic Server cacerts file are

keystore files that contain out-of-the-box trusted Certificate Authority
certificates. These trusted CA certs are used in certificate chain verification
when using SSL.

All certificates, including trusted CAs, have NotBefore and NotAfter
dates contained within them. A certificate cannot be validated prior to or
after these validity dates, respectively.

In this service pack, WebLogic Server checks each trusted CA certificate in
the JDK and WebLogic Server cacerts files for the NotAfter date. If
the trusted CA is due to expire (that is, exceed the Not A f ter date) within
30 days, a warning message is output about this impending expiration. If a
trusted CA has already expired, with one exception, a warning message is
output declaring the trusted CAs as having exceeded the NotAfter date.

There are two trusted CAs in the JDK cacerts keystore file due to expire
approximately at the release date of this service pack. Thus, you may see one
or both of these warning messages output while booting WebLogic Server.

Workaround: If you use either of these two trusted CAs in your server
certificate chain, you should obtain a new trusted CA or certificate from
your Certificate Authority of choice (Verisign, Certicom, and so on). For
more information about expiring and renewing certificates, contact your
preferred Certificate Authority.

The current JDK cacerts file contains at least one certificate from
Verisign that has expired (the Class 4 Certificate Authority, alias
verisignclassd4ca). No certificate expired message is output when
this trusted CA is loaded.

For more information, see Sun Alert 57436 at
http://sunsolve.sun.com/pub-cgi/retrieve.pl?doc=fsalert%2F57436.
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Servlet & JSP Known Issues

Change Request
Number

Description

CR125201

A ClassNotFoundException occurs when migrating sessions to
WebLogic Server 8.1 SP2 using secure URLS.

Note:  WebLogic Server does not support two servers in different releases
interacting in this way.

CR126809

The Sessions High count for Web Applications is not accurate, and only
displays counts from the time the server was started.

Note:  The Open Sessions count, which previously had this problem, was
recently fixed and is accurate.

CR172752

During Web application undeployment, a servlet will throw NPEs
(NullPointerExceptions). This is a Sun servlet specification limitation. To
avoid this, the application code should call

"'super.init (ServletConfig)"inthe servlet init () call.

Note:  This a known limitation.

CR262289

When calling the c1ose () method on the InputStream obtained from
the Ht tpsURLConnection class, the underlying SSL socket might not
be closed even when the disconnect () method is called. This can
result in a socket leak.

Workaround or Solution:

To avoid such a socket leak and ensure all underlying resources are closed,
you are advised to use the HttpsURLConnection#disconnect ()
method instead of the InputStream#close () method.
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Transactions Known Issues

Change Request Description
Number
CR130269 By default, database connections that use an XA driver have aut oCommi t

set to false. Ifyou use a database connection that is based on an XA driver
for a read-only operation, the connection implicitly creates a local
transaction. When the connection is returned to the connection pool, the
local transaction still exists on the connection. The next time the
connection is used, WebLogic Server internally calls
XAResource.start (), which fails because there is already a
transaction on the connection.

Workaround: Set autoCommi t to true or call
connection.commit () before returning the connection to the
connection pool.

WebLogic JDBC Type 4 Drivers Known Issues

Change Request Description
Number
n/a DB2 Driver

e Because of lack of support in the DRDA listener for all platforms except
DB2 UDB v8.1, ResultSetMetaData describes BIGINT columns as
DECIMAL, and stored procedures accepting BIGINT as an input
parameter fail on execution with a conversion error.

e Scroll-sensitive result sets are not supported. Requests for
scroll-sensitive result sets are downgraded to scroll-insensitive result
sets when possible. When this happens, a warning is generated
indicating that result set scrollability has been downgraded.

e The WebLogic Type 4 JDBC DB2 driver must be able to determine the
data type of the column or stored procedure argument to implicitly
convert the parameter value. Not all DB2 database versions support
getting parameter metadata for prepared statements. Implicit
conversions are not supported on database versions that do not provide
parameter metadata for prepared statements.
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Change Request
Number

Description

n/a

DB2 Driver on Windows and UNIX

e Except for DB2 UDB 8.1, CLOB data types are limited to 32 K characters
because of DRDA listener limitations.

e Except for DB2 UDB 8.1, BLOB data types are not supported because of
DRDA listener limitations.

DB2 Driver on iSeries and AS/400

e Except for DB2 iSeries V6R2, BLOB and CLOB data types are not
supported.

MS SQL Server Driver

e To ensure correct handling of character parameters, install Service
Pack 2, or higher, for SQL Server 7 installations.

CR111002

When using a configuration that has more than one connection pool that
uses the WebLogic Type 4 JDBC driver for MS SQL Server, it is possible that
WebLogic Server may hang during transaction recovery. This is due to a
problem in Microsoft Distributed Transaction Coordinator (DTC) and SQL
Server.

Until a hotfix is publicly available from Microsoft, call BEA Support.

Oracle Driver

e Ifyouwant to take advantage of JDBC distributed transactions through
JTA with the Oracle driver, you must install Oracle version 8.1.7 or
higher, and install the Oracle JAVA_XA package on the database server.

e Because JDBC does not support a cursor data type, the Oracle driver
returns refcursor output parameters to the application as result sets.
Your application should not include a parameter marker or should not
declare the refcursor output parameter. The driver transparently
converts the refcursor to a result set, which can be retrieved using
getResultSet or getMoreResults.

e By default, values for TIMESTAMP WITH TIME ZONE columns cannot
be retrieved using the ResultSet .getTimestamp method
because the time zone information would be lost. The driver returns
NULL when the get Timestamp method is called on a TIMESTAMP
WITH TIME ZONE column. It generates a SQLException in that case.
For details about using the TIMESTAMP WITH TIME ZONE data type
with the Oracle driver, see "TIMESTAMP WITH TIME ZONE Data Type"
in WebLogic Type 4 JDBC Drivers.
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Change Request
Number

Description

CR120330

Sybase Driver

The getDatabaseProductName method returns “SQL Server,” which
is the string returned internally by the Sybase database server. This value
may not be the same return as seen with other JDBC drivers, including the
Sybase JConnect JDBC drivers.

Workaround: If you need the return string to include “Sybase,” use the
getDriverName method

CR123475

Sybase XA Driver

When using the Sybase XA driver connecting to a Sybase 12.5.0.3 database
and calling getMetaData () after some DDL operations, the method
erroneously returns null.

Workaround:

In the connection properties, set useAlternateMetaData=true.
For example:

In a connection pool, the configuration may look like:

<JDBCConnectionPool
DriverName="weblogic.jdbcx.sybase.SybaseDataSourc
e" Name="MyJDBCConnectionPool"
Password="{3DES}x1KgkDjghuQ="
Properties="user=scott;url=jdbc:bea:sybase://sybs
erver:4100;

useAlternateMetaData=true; PortNumber=4100; ServerN
ame=sybserver; DatabaseName=wl"
Targets="mycluster" URL="jdbc:bea:sybase
://sybserver:4100"/>

In a non-pooled connection, code may look like:

SybaseDataSource ds = new SybaseDataSource() ;
ds.setUser ("USER") ;

ds.setPassword ("PASSWORD") ;

ds.setServerName ("SERVER") ;
ds.setPortNumber (5000) ;

ds.setExtendedOptions ("useAlternateMetaData=true"
)i

xaConn = ds.getXAConnection() ;

conn = xaConn.getConnection() ;
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Change Request Description
Number
n/a All Drivers

The WebLogic Type 4 JDBC drivers support retrieval of output
parameters from a stored procedure before all result sets and/or update
counts have been completely processed. When
CallableStatement.getXxX is called, result sets and update
counts that have not yet been processed by the application are
discarded to make the output parameter data available. Warnings are
generated when results are discarded.

The WebLogic Type 4 JDBC drivers allow
PreparedStatement.setXXXand ResultSet.get XXX
methods on BLOB/CLOB data types, in addition to what is described in
the JDBC specification. The supported conversions are generally the
same as those for LONGVARBINARY/LONGVARCHAR, except where
limited by database support.

Calling

CallableStatement.registerOutputParameter (para
meterIndex, sqglType) with sqlType Types.NUMERIC or
Types . DECIMAL sets the scale of the output parameter to zero.
According to the JDBC specification, calling
CallableStatement.registerOutputParameter (para
meterIndex, sglType, scale) isthe recommended method
for registering NUMERIC or DECIMAL output parameters.

When attempting to create an updatable, scroll-sensitive result set for
a query that contains an expression as one of the columns, the driver
cannot satisfy the scroll-sensitive request. The driver downgrades the
type of the result returned to scroll-insensitive.

The preferred method for executing a stored procedure that generates
result sets and update counts is using
CallableStatement.execute (). If multiple results are
generated using executeUpdate, the first update count is returned. Any
result sets prior to the first update count are discarded. If multiple
results are generated using executeQuery, the first result set is
returned. Any update counts prior to the first result set are discarded.
Warnings are generated when result sets or update counts are
discarded.

The result set methods getTimestamp, getDate, and getTime
return references to mutable objects. If the object reference returned
from one of these methods is modified, then re-fetching the column
using the same method will return the modified value. The value is only
modified in memory; the database value is not modified.
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Change Request Description

Number
CR124744 All Drivers
When calling Statement . setQueryTimeout (), SQL statements
take twice as long as specified to time out.
Workaround: Set the query timeout to half as long as desired.
This problem was resolved in 8.1 SP3.
CR178619 XA Driver for DB2 and Microsoft SQL Server

Drivers return the error code of RMERR (-3) instead of NOTA (-4) which
causes transactions to be retried until AbandonTimoutSeconds
instead of the transaction being resolved on recovery.

Web Services Known Issues

Change Request Description
Number

CR127610 When invoking a WebLogic Web Service operation using the stubs generated
by the c1ientgen Ant task, the client application might sometimes throw
aClassCastException error if the method that implements the
operation uses a global element of a global complex type. The problem is
that the c1ientgen Ant task, when generating the stubs, uses the wrong
parameter class due to the data type mapping information in the provided
types .xml file being overwritten by JAX-RPC default.

CR128123 A WebLogic Server 8.1 clientgen-generated Web Service that uses SSL
transport is not supported on a target client platform based on a JVM
version below JDK 1.4.1.
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Change Request
Number

Description

CR131690

When sending a SOAP request that contains encrypted multi-byte strings to
the Web Service, the Web Service client cannot specify shift_JIS or
EUC-JP into the message's encoding
weblogic.webservice.i18n.charset. If those encodings are
specified, the Web Service returns a SOAPFaul tException. When
using UTF - 8, this issue does not occur.

Workaround: Do not set Shift_JIsand EUC-JP in
weblogic.webservice.118n.charset when sending encrypted
multi-byte strings. Set UTF-8 instead.

CR175036

If a WSDL has elements with the same name but with a difference in the
case (upper or lower) of one or more letters, running clientgen on the WSDL
fails with an error such as:

C:\mydir\resources>java
weblogic.webservice.clientgen -packageName
cargoPackage -wsdl

WSDLName .wsdl -clientJar case.jar
C:\DOCUME~1\anurag\LOCALS~1\Temp\case.jar-1007802
369\org\openuri\www\FooCodec.java:14:

class FOOCode

c is public, should be declared in a file named
FOOCodec.java public final class FOOCodec

This is a system limitation of Windows 32-bit operating systems. You cannot
generate FOO.java and Foo.java in the same Windows (32-bit) directory
because the operating system is case-insensitive. The second file will always
overwrite the first one.
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Known Issues in WebLogic Server 8.1 SP1

The following sections describe known issues in WebLogic Server 8.1 SP1:
e “Administration Console Known Issues” on page 2-59
e “Cluster Known Issues” on page 2-59
e “Connector Known Issues” on page 2-60
e “EJB Known Issues” on page 2-61
e “Examples Known Issues” on page 2-62
e “JTA Known Issues” on page 2-63
e “JVM Known Issues” on page 2-63
e “Miscellaneous Known Issues” on page 2-64
e “Node Manager Known Issues” on page 2-64
e “Plug-Ins Known Issues” on page 2-65
e “Security Known Issues” on page 2-65
e “Servlets & JSPs Known Issues” on page 2-67
e “System Administration Known Issues” on page 2-68
e “WebLogic JDBC Type 4 Driver for MS SQL Server Known Issues” on page 2-68
e “WebLogic Workshop Known Issues” on page 2-71
e “Web Services Known Issues” on page 2-71
e “WLEC Known Issues” on page 2-73

e “WTC Known Issues” on page 2-73
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Administration Console Known Issues

Change Request
Number

Description

CR111676

The navigation tree in the left pane of the WebLogic Server Administration
Console will not display if it is running directly on a system with the
following configurations:

e Windows 64-bit platform with Internet Explorer 6
e  Linux 64-bit platform with Mozilla 1.0.1
Workarounds:

e Obtain the Java plug-in from the operating system vendor’s Web site. If
the plug-in is not available, run the Administration Console on a system
with a configuration that supports the Java plug-in.

® Run the Administration Console on a system with a different
configuration.

Cluster Known Issues

Change Request Description
Number
CR105861 When a Web application and EJB are deployed in two different clusters and

an EJB stub is placed into the HTTP session, a
java.lang.ClassCastException is thrown.

Workaround:

Rather than putting the stub into the HTTP session, you should put the
Hand1e into the HTTP session and also ensure that any custom application
classes are in the system classpath. Thereafter, you can obtain the
EJBObject from this Handle.
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Connector Known Issues

Change Request Description
Number

CR091818 Some customers would like to disable the proxy test that is automatically
invoked the first time a connection to the back-end system is made.

This problem was resolved in 8.1 SP2.
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EJB Known Issues

Change Request
Number

Description

CR105964

When XML Spy is installed, DTD file types are automatically associated with
XML Spy. Therefore, when customers open the DTD in a browser, XML Spy
attempts to validate the DTD, and produces the following error:

=== Error message === The XML page cannot be
displayed Cannot view XML input using style sheet.
Please correct the error and then click the Refresh
button, or try again later.
—————————————————————————————— Cannot have a DTD
declaration outside of a DTD. Error processing
resource
'http://www.bea.com/servers/wls810/dtd/weblogic-r
dbms20-persistence-810.dtd'. Line 13, Position 11
<!ELEMENT weblogic-rdbms-jar ( ---------- ”

Workarounds:

e View the file in XML Spy (using the Tools —Edit option). When viewing
the file in XML Spy, it can also be saved on disk using Save As option.

¢ Delete the DTD file type association (using the File Explorer —Tools —
Folder Options —¥F'ile Types option).

CR106907

Some XA JDBC drivers do not support local transaction operations, which
can cause an error similar to the following when optimistic concurrency is
used with such a driver:

SQL operations are not allowed with no global
transaction by default for XA drivers.

In other words, the error will occur when

SupportsLocalTransactions="true" is specified for the
JDBCConnectionPool.

This problem occurs because optimistic concurrency suspends a global
transaction and does reads in a local transaction when the database is not
Oracle. (When using Oracle, you can avoid this problem by explicitly setting
<database-type>Oracle</database-type> inyour CMP
deployment descriptor.)

Workaround: Use the "RollbackLocalTxUponConnClose" on the
JDBCConnection.
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Examples Known Issues

Change Request Description

Number

CR072190 A known Tuxedo issue (CR050182) prevents Tuxedo clients and servers
from compiling on HP platforms for the following example packages:

e liop.ejb.stateless.tuxclient

e« iiop.ejb.stateless.txtuxclient
e« iiop.ejb.entity.tuxclient

e iiop.ejb.statelss.tux
Workaround: Use a platform other than HP.

CR108402 In Step 3 of the instructions in the package-summary . html file for the
examples.jsp.tagext.form_validation example, the
directory to which you must change is incorrect. The correct directory is
SAMPLES_HOME\server\examples\src\examples\jsp\tag
ext\form_validation.

This problem was resolved in 8.1 SP2.
CR121588 The MedRec server fails to start on WebLogic Server 8.1 SP1 on Solaris 8 and

Windows 2003 SP3 while attempting to connect to
jarkarta.apache.org: 80. This issue occurs because of a bug in
Struts, documented at
http://www.mail-archive.com/struts-user@jakarta.apache.org/msg60534.ht

ml.

Workaround: A connection to apache . org should be available during
server startup.
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JTA Known Issues

Change Request Description
Number
CR259037 When a transaction times out at logging time, you could experience a

deadlock situation. The thread that is trying to write the transaction to the
transaction log (TLOG) times out, a different thread trying to execute the
rollback to clean the same transaction from the TLOG and deadlock each
other.

Workaround or Solution:

Decrease the value of the CheckpointIntervalSeconds attribute
and move TLOGs to a directory where they will not run out of memory.

JVM Known Issues

Change Request Description
Number
CR099962 When running on the 1A64 platform with the JRockit JVM, non-trivial Web

applications (that is, those with complex JSPs) experience performance
problems when first loaded.

This problem occurs because JRockit is a compile-only JVM, and
consequently, it has problems at first with very large methods such as those
being generated from a complex JSP. The first time such a JSP is hit, the
JVM will generate the native code for the method, and this can take ten of
seconds. Note that reloads will not be slow. This problem typically occurs
the first time a server is booted.

Workaround: Non-trivial Web applications either should not be run on
JRockit on the 1A64 platform, or they will just perform slower than usual
(only on the first load).
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Miscellaneous Known Issues

Change Request Description
Number
CR104392 Under stress conditions on Linux 64, sockets can be left ina CLOSE_WATIT

state even after they are explicitly closed. This could possibly be due to
socket buffer overflow, which may cause packet loss during the final TCP
handshake to close the connection.

Workaround:

The workaround is to increase the amount of memory the system allocates
for each TCP socket connection as follows:

e tcp_rmem—128388607

e tecp_wmem—128388607

e rmem_max—128388607

e  wmem_max—128388607

e tcp_keepalive_time—1800
e tcp_window_scaling—0

e tcp_sack—0

e tcp_timestamps—o0

Node Manager Known Issues

Change Request Description
Number
CR109093 When restarted, Node Manager requires the generated

NodeManagerLogs/NodeManagerInternal /NodeManagerPr
operties file. It uses the seed in this file to decrypt the password.

Please do not delete this file. Users could accidentally delete this file since
it is under the 1ogs directory.
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Plug-Ins Known Issues

Change Request Description

Number

CR102290 This version of WebLogic Server does not support Apache plug-ins for the
Windows 64 platform because the Apache binary distribution is not yet
available.

Security Known Issues

For information about BEA security advisories, refer to the BEA Advisories & Notifications page on the
dev2dev Web site. On this page, you can download security-related patches and register to receive
notifications of newly available security advisories. You can access the Advisories & Notifications page
with the following URL: http://dev2dev.bea.com/advisories.

BEA has established an e-mail address (security-report@bea.com) to which you can send reports of
any possible security issues in BEA products.

The following table summarizes security-related known issues for the 8.1 SP1 release.

Change Description

Request

Number

CR100789 Using nCipher with JRockit for the IIOP thin client is not working properly.

Workaround: Do not use nCipher in this environment.

CR103330 The createPolicy method inherited from the PolicyEditorMBean
optional SSPI is not case sensitive. Therefore, two resources with
resourceIDs differing only by case can not be created within a WebLogic
Authorization provider.
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Change
Request
Number

Description

CR110389

The weblogic.Admin and weblogic.Deployer methods can be used
with a username and password. If you specify a username on the command line
but do not specify a password, they will prompt for one. By default, the password
isnot echoed to the screen as you type it. If you run the admin command without
having set the client’s path to include . . . \weblogic81\server\binin
your PATH, then the native libraries that perform the non-echoing input cannot
be found and weblogic.Admin and weblogic.Deployer will echo the
password as you type it. By default, all WebLogic Serverstart scripts include this
directory in the path so this is only an issue if you are using custom scripts or no
scripts at all.

CR113469

Due to an unintentional change in the source code, security providers compiled
for releases prior to WebLogic Server 8.1 will need to be recompiled for 8.1 to
run.

WebLogic Server 8.1 Release Notes



Known Issues in WebLogic Server 8.1 SP1

Servlets & JSPs Known Issues

Change Request

Number

Description

CR106460

Previous versions of WebLogic Server resolved URIs that contained extra
spaces. WebLogic Server 8.1 does not resolve extra spaces, and a URL
request that contains extra spaces will result in a 404. For example,
previous versions of WebLogic Server resolved
http://server:port/mywebapp/foo%20%20 to the resource
foo in the Web application mywebapp, but beginning with 8.1 it no longer
does.

CR111102

The save-sessions-enabled option to maintain Ht tpSession
state across redeployments does not work if the session persistence type is
set to Replicated.

CR262289

When calling the c1ose () method on the InputStream obtained from
the Ht tpsURLConnection class, the underlying SSL socket might not
be closed even when the di sconnect () method is called. This can
result in a socket leak.

Workaround or Solution:

To avoid such a socket leak and ensure all underlying resources are closed,
you are advised to use the HttpsURLConnection#disconnect ()
method instead of the InputStream#close () method.
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System Administration Known Issues

Change Request Description
Number

CR110835 Configuration objects created during server startup are not always
persisted.

If you use a startup class to create configuration objects (such as JDBC
Connection Pools or any other resource whose configuration is represented
by MBeans), WebLogic Server does not save the configuration data to
config.xml unless you modify the configuration after the server startup
cycle.

Workaround: Instead of using startup classes to create configuration
objects, use weblogic.Admin, wlconfig, or the Administration
Console after the server has completed its startup cycle.

WebLogic JDBC Type 4 Driver for MS SQL Server Known Issues

Change Request Description

Number

n/a Before you can use distributed transactions with the WebLogic JDBC Type
4 Driver for MS SQL Server, you must install JDBC XA stored procedures in
the database. See “Installing Stored Procedures for JTA” in BEA Weblogic
Type 4 JDBC Drivers.

n/a Microsoft SQL Server 7 does not allow resource sharing because it cannot

release the connection to a transaction until it commits or rolls back. For
example, the following code will fail:

xaResource.start (xidl, TMNOFLAGS)

xaResource.end(xidl, TMSUCCESS)
xaResource.start (xid2, TMNOFLAGS) ---> fail

Workaround: Set keepXAConnTillTxComplete=true onthe JDBC
connection pool.
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Change Request
Number

Description

n/a

When a global transaction is suspended or ended on a connection to a
Microsoft SQL Server database, the database does not disassociate the
transaction with subsequent database operations. If the global transaction
is rolled back, all other database operations that were done since the
transaction started will be rolled back with the transaction. For example, in
the following code, the insert operation on Table2 is rolled back even
though it is outside the scope of the transaction:

xaResource.start (xidl, TMNOFLAGS)
stmt.executeUpdate ("insert into tablel values
(1))

xaResource.end(xidl, TMSUCCESS)
stmt.executeUpdate ("insert into table2 values
(2)");

xaResource.prepare (xidl) ;
xaResource.rollback(xidl) ;

When requesting an updatable ResultSet (by specifying
ResultSet.CONCUR_UPDATEABLE) and a server-side cursor is
created, the updatable ResultSet has pessimistic-locking semantics. If a
server-side cursor is not created, the updatable ResultSet has
optimistic-locking semantics. A server-side cursor may be created if
selectMethod is set to cursor or if a scrollable ResultSet is requested.
Ultimately, the transaction isolation level should be used to manage
concurrency issues.

n/a

The WebLogic JDBC Type 4 Driver for MS SQL Server supports retrieval of
output parameters from a stored procedure before all ResultSets or update
counts have been completely processed. When
CallableStatement.getXXX is called, ResultSets and update
counts yet to be processed by the application are discarded to make the
output parameter data available. Warnings are generated when results are
discarded.

When attempting to create an updatable, scroll-sensitive ResultSet for a
query that contains an expression as one of the columns, the driver cannot
satisfy the scroll-sensitive request. The driver downgrades the type of the
result returned to scroll-insensitive.
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Change Request
Number

Description

n/a

The preferred method for executing a stored procedure that generates
ResultSets and update counts is using
CallableStatement.execute (). If multiple results are generated
using executeUpdate or executeQuery, the first update count or
ResultSet, respectively, in the multiple result is returned. All other results
are discarded. Warnings are generated when results are discarded.

The WebLogic JDBC Type 4 Driver for MS SQL Server allows
PreparedStatement . setXXX methods and ResultSet.getXXX
methods on BLOB/CLOB types above what is described in the JDBC
specification. The supported conversions are generally the same as those for
LONGVARBINARY/LONGVARCHAR, except where limited by database
support.

If you are using Microsoft SQL Server 7, you should install Service Pack 2 or
higher on the database server to ensure correct handling of character
parameters.

Because of the way CHAR, VARCHAR, and LONGVARCHAR data types are
handled internally by the driver, parameters of these data types exceeding
4000 characters in length cannot be compared or sorted, except when using
the IS NULL or LIKE operators.

The ResultSet methods get Timestamp, getDate, and getTime
return References to mutable objects. If the object reference returned from
one of these methods is modified, then refetching the column using the
same method will return the modified value. The value is only modified in
memory; the database value is not modified.
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WebLogic Workshop Known Issues

Change Request Description
Number
n/a Although the WebLogic Workshop software is distributed with WebLogic

Server software, neither the WebLogic Workshop IDE nor the WebLogic
Workshop runtime framework is supported on IA64 systems on any
operating system.

Web Services

Known Issues

Change Request
Number

Description

n/a

By default, the result of running c1ientgen in WebLogic Server 8.1 is
.class files rather than . java files. This is a change in behavior from
running c1ientgen in WebLogic Server 7.0. To make clientgen
generate . java files in WebLogic Server 8.1, use the
keepgenerated="true" attribute in c1ientgen. Documentation
for this attribute is available at “clientgen” in Programming WebLogic Web
Services.

CR100413

When using Web Services and two-way SSL, identity assertion is required
whether or not the Web Service resource is protected. It should be possible
to configure WebLogic Server to establish link-level trust without requiring
identity assertion for Web Services that do not require authentication.

Workaround: Clients should only use certificates when required to access
the service (to avoid unnecessary overhead) and care should be taken that
all valid client certificates map to valid WebLogic Server users.

CR105388

When XML encodings are sent as a SOAP attachment, the message is not
sent correctly.
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Change Request
Number

Description

CR107934

Even if an encryptKeyName is not provided as part of the
<servicegen> task, an EncryptBody attribute with the value equal
to "true" is added to the generated web-services.xml file. This
indicates that the SOAP message should be encrypted.

Workaround: Edit the generated web-services.xml deployment
descriptor for the Web Service to set the EncryptBody="false".

This problem was resolved in 8.1 SP3.

CR108646

The <servicegen> task does not support the
"mergewithexistingws™" attribute as described in the
documentation.

Workaround: Specify different destEar and manually merge the two
web-services.xml files.

WebLogic Server 8.1 Release Notes



Known Issues in WebLogic Server 8.1 SP1

WLEC Known Issues

Change Request Description
Number
CR106393 In 8.1, the classes packaged inwleorb. jar will conflict with those in the

JDK (rt . jar). Customers who use WLEC (which is deprecated) will
experience an exception when WLEC connections are attempted.

Workaround:

Prepend wleorb. jar to the JVM bootclasspath using
-Xbootclasspath/p:$WL_HOME/lib/wleorb. jar toget WLEC
working properly. Note, however, that doing this will cause problems for
customers also wanting to use IIOP. In this case, customers should use
WebLogic Tuxedo Connector instead.

WTC Known Issues

Change Request
Number

Description

CR106305
CR111102

The examples/wtc/atmi/simpview example fails to run.
Workaround:

In the WebLogic Server Configuration section, add the infoenc VIEW table
to the server classpath before completing Step 1.

One method is to update the server class path by modifying the
startExamplesServer script located at
SAMPLES_HOME\domains\examples. NT/2000 users modify the
startExamplesServer .cmd script. Unix users modify the
startExamplesServer . sh script.

Example: set

CLASSPATH=%WEBLOGIC_CLASSPATHS%; $CLASSPATHS ; $SAMPL
ES_HOME%\server\examples\src\examples\wtc\atmi\si
mpview\infoenc

CR109849

WTC 8.1 does not handle VIEW buffers from Tuxedo 6.5 services. This
problem occurs because of a logic error in one of the internal WTC routines
that deal with Tuxedo 6.5 compatibility.

This problem was resolved in 8.1 SP2.
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Known Issues in WebLogic Server 8.1

The following sections describe known issues in WebLogic Server 8.1:
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“Administration Console Known Issues” on page 2-76
“Classloader Known Issues” on page 2-78
“Configuration Wizard Known Issues” on page 2-79
“CORE Known Issues” on page 2-80

“Deployment Known Issues” on page 2-81

“EJB Known Issues” on page 2-81

“Examples Known Issues” on page 2-84

“Installation Known Issues” on page 2-86
“Interoperability Known Issues” on page 2-86

“J2EE Known Issues” on page 2-88

“JDBC Known Issues” on page 2-88

“JTA Known Issues” on page 2-91

“JMS Known Issues” on page 2-92

“JVM Known Issues” on page 2-93

“Oracle Thin Driver Known Issues” on page 2-94
“RMI/RMI-IIOP Known Issues” on page 2-96
“Security Known Issues” on page 2-98

“Servlets & JSPs Known Issues” on page 2-102
“System Administration Known Issues” on page 2-103
“Tools Known Issues” on page 2-104

“WebLogic jDriver for Oracle Known Issues” on page 2-105

“WebLogic Tuxedo Connector Known Issues” on page 2-106
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e “WebLogic Workshop Known Issues” on page 2-108
e “Web Services Known Issues” on page 2-108

e “XML Known Issues” on page 2-109
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Administration Console Known Issues

Change Request

Number

Description

CR079374

If you add an application module such as a Web Application to a Enterprise
Application (EAR) already deployed in your domain, you must delete the
Enterprise Application from the domain configuration and then add it again
in order for the module to become active.

CR080476

You designate a default Web Application with the Web Application’s
deployment descriptor. You no longer use the Administration Console. See
“Deploying a Default Web Application” in the Administration Console Online
Help.

CR088462

There are problems setting targets for EJB deployments using Internet
Explorer version 5.0. Internet Explorer version 5.0 is not supported for the
Administration Console. Please use version 5.5 or 6.0.

CR091141

Netscape version 4.79 does not work correctly on Linux AS 2.1. Netscape 4.79
on Linux AS 2.1 is not supported for use with the Administration Console.

Workaround: Use the Mozilla 1.0 browser, which is supported for Linux
AS2.1.

CR099866

Administration Console extensions (see “Extending the Administration
Console”) do not function correctly if you use enable a domain-wide
administration port (see “Enabling the Domain-Wide Administration Port” in
the Administration Console Online Help ).

CR100159

The instructions for unlocking a user account in the Security section of the
Administration Console online help are incorrect.

Workaround:

To unlock a user account:

1. Expand the Servers-->Monitoring tab.
2. Click the Security tab.

3. Inthe Unlock User attribute, enter the user name for a user of this server
who has been locked out.

Click Apply.

If the unlock was successful, a confirmation message appears at the top
of the Monitoring-->Security page.
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Change Request
Number

Description

CR100460

When you use the Administration Console to clone a server that is a target of
an existing JMS distributed queue or topic, the following exception is
displayed in the console:
javax.management.InvalidAttributevValueException:
Illegal target

Although the newly cloned server is created, it does not appear in the
Navigation Tree, but does appear in the summary server view.

Workaround: To successfully clone a server that is the target of an existing
queue or topic, do not use the clone function. Instead, create a new server and
manually configure the server.

CR101317

When using the Administration Console with Internet Explorer 5.5, you may
see the following JavaScript error message: “Object does not support this
property or method”. Upgrading to Internet Explorer 6.0 corrects this
problem. This error appears only occasionally on some computers where
unspecified Internet Explorer patches have been applied.
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Classloader Known Issues

Change Request Description
Number

CR094307 A ClassCastException might occur if you change the classloader
hierarchy. For example, consider an application that has a Web application
and an EJB. The Web application has a ejb-1ocal-ref to the EJB. If
the default classloader structure is used, the Web Application is able to
access the EJB using the ejb-ref. However, if the classloader structure is
changed so that the Web application classloader and the EJB classloader
become peers, a ClassCastException is thrown, since the EJB class
is no longer loaded from the common parent classloader.

Workaround: The two Web application and EJB must share classloaders or
the called module must have a classloader that is an ancestor of the calling
module. The server fails the deployment if you provide a local reference to
a module in a classloader that is a peer or offspring of the calling module.
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Configuration Wizard Known Issues

Change Request Description
Number
n/a When configuring a JDBC connection pool, you can only test the connection

configuration parameters if you are using a JDBC driver installed with
WebLogic Server.

Workaround:

To test connection configuration parameters for other drivers, you can
change the script that launches the Configuration Wizard to include other
drivers in the CLASSPATH. Follow these steps:

L.

Open WL_HOME\ common\bin\config.cmd in a text editor
(where wr_ HOME is the folder where you installed WebLogic Server,
typically C: \bea\weblogic81l).

Find the following lines:

if "%1" NEQ "" goto java
"$JAVA_HOME%\bin\javaw" $%$JAVA_VM% -jar
"c:\bea\weblogic8l\common\lib\config.jar"

goto end

:java

"$JAVA_HOME%\bin\java" $%JAVA_VM% -jar
"c:\bea\weblogic8l\common\lib\config.jar" %*
Replace those lines with the following single line:
"$JAVA_HOME%\bin\java" %JAVA_VM% -cp
.;config.jar;3rdparty.jar;comdev.jar;wizard.ja
r; $WL_HOME%\server\lib\weblogic.jar; $WL_HOME%\
common\eval\pointbase\lib\pbserverdd.jar; $WL_H
OME%\common\eval\pointbase\lib\pbtools44.jar;%
WL_HOMES%\common\eval\pointbase\lib\pbclient44.
jar com.bea.plateng.wizard.WizardController
Add the path to additional Type 4 JDBC drivers to the end of the -cp
string (after pbclient44.jar).

Note:  This change only affects the Configuration Wizard when you start

it using the config. cmd file. It does not take affect when you
start the Configuration Wizard from the Start menu.

These instructions are for a Windows platform. You can adapt
them for a UNIX platform.
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CORE Known Issues

Change Request Description
Number

CR101946 If you use the Java socket reader implementation, extended use of JMS can
lead to an Out of Memory error.

Workaround: Use the native WebLogic Server performance pack. See
WebLogic Server Performance and Tuning.

CR102874 By default, network channel tunneling is on, which may pose a security risk
if you have explicitly configured network channels for a WebLogic Server
instance.

This problem is resolved in 8.1 SP1, where network channel tunneling is
disabled by default.
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Deployment Known Issues

Change Request
Number

Description

CR096834

If a member of a WebLogic Server cluster shuts down or becomes
unavailable when you are deploying a large application to the cluster, the
deployment task can appear to hang. This occurs because the two-phase
deployment protocol is waiting for a response from the server that has shut
down. The task will appear to hang until the default timeout length of 1 hour
is reached.

Workaround: If you anticipate changes to a cluster during a deployment,
use the -t imeout optionto weblogic.Deployer to specify a shorter
timeout period.

CR100540

WebLogic Server uses inconsistent module names when you deploy archive
files and exploded archive directories. When you deploy an archive file, its
module names are not registered using the file extension. For example,
consider the following case where you deploy an Enterprise Application,
myapp . ear, that contains a module, myejb. jar:

java weblogic.Deployer -adminurl
http://localhost:7001 -username weblogic -password
weblogic -name myappdeployment -source ./myapp.ear
-deploy

If you later try to target the EJB module to a new server using its package
name, you will receive an error:

java weblogic.Deployer -adminurl
http://localhost:7001 -username weblogic -password
weblogic -name myappdeployment -targets
myejb.jar@newserver -deploy

Application, myappdeployment, does not define the
module, myejb.jar. Respecify the source to deploy
additional modules for an application.

This occurs because the myejb. jar module is named myejb, rather
than myejb. jar.

Workaround: Deploy using exploded archive directories.

EJB Known Issues
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Change  Description
Request
Number

CR061938  In certain conditions, EJB QL queries can return spurious duplicates that are the results of SQL cross
products. This can occur under the following conditions:

e The EJB-QL query contains path expressions that navigate relationships; this generates multiple
tables in the generated SQL. SELECT clause.

e The WHERE clause contains OR operands which navigate relationships, and not all of the path
expression in the OR operands map to all of the tables in the generated SQL. SELECT clause for
the query; this may cause a cross product to show up in the results for that OR operand.

The following example illustrates the problem:

EJB QL:

SELECT OBJECT (c)

FROM CustomerBean AS c, IN(c.accounts)accts
WHERE c.name = '100' OR c.accts.bal = 300

DATA: customer '100' exists but has no accounts
EXPECTED RESULT: customer '100' from clause #1

ACTUAL RESULT: customer '100' X number of accts

SQL:

DROP TABLE thorick_customers;

CREATE TABLE thorick_customers (
cust_name VARCHAR(10)

cust_interests VARCHAR(10)
cust_rating INTEGER, acct_id INTEGER,
PRIMARY KEY (cust_name));

DROP TABLE thorick_accounts;

CREATE TABLE thorick_accounts
(acct_id INTEGER,

bal FLOAT,

PRIMARY KEY (acct_id));

INSERT INTO thorick_accounts VALUES (100, 100.0)
INSERT INTO thorick_accounts VALUES (200, 200.0)
INSERT INTO thorick_accounts VALUES (300, 300.0)
INSERT INTO thorick_accounts VALUES (400, 400.0)
INSERT INTO thorick_accounts VALUES (500, 500.0);

INSERT INTO thorick_customers VALUES('100', 'jazz', 2, null);
INSERT INTO thorick_customers VALUES('900', 'punk', 3, 400);

i
i
i
i

SELECT WLO.cust_name, WLO.cust_interests, WL0.acct_id
FROM thorick_Customers WL0O, thorick_Accounts WL1
WHERE WLO.cust_name = '100'

OR ( wll.bal = 300 AND wlO.acct_id=wll.acct_id );

CUST_NAME CUST_INTER ACCT_ID

100 jazz
100 jazz
100 jazz
100 jazz
100 jazz
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Change  Description

Request

Number

CR093615 There is a known issue with removal of stateful session beans in a cluster. Attempts to remove

the bean with EJBHome . remove result in error messages such as this:

<Dec 19, 2002 4:51:46 PM PST> <Info> <EJB> <BEA-010049> <EJB
Exception in method : remove: java.rmi.NoSuchObjectException:
Bean has been deleted.

Workaround: Use EJBObject . remove instead of EJBHome . remove to remove a
stateful session bean that is deployed in a cluster.
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Examples Known Issues

Change Request Description
Number
CR068247 The JSPs included with WebLogic Server were not being pre-compiled
before they are accessed for the first time. If you were deploying
precompiled JSPs, WebLogic Server may recompile them to the
/wlnotdelete/ directory.
Workarounds:
1. Precompile classes into you WEB-INF /classes directory (ora jar
file in WEB-INF/1ib) instead.
2. SetaworkingDir for the jsp-descriptor inyour
weblogic.xml:
<jsp-descriptor>
<jsp-param>
<param-name>workingDir</param-name>
<param-value>d:\jsp_store</param-value>
</jsp-param>
</jsp-descriptor>
CR099174 When you configure new domains and servers in a WebLogic Server 8.1

installation, the MedRec Samples Authenticator is available as a provider
for the security realm. However, this provider is only usable in a domain
that includes the MedRec sample application and PointBase database.

If you want to remove the MedRec Samples Authenticator from a
newly-installed domain:

1) Delete the wilMedRecSampleAuthProvider. jar file from the
WL_HOME\server\lib\mbeantypes directory.

2) In the Administration Console, go to the
Security->Realms->Providers->Authentication node and delete the
MedRec Samples Authenticator reference.

Note:  If you follow these steps to remove the provider, you will not be
able to log into the Patient Web Application of the MedRec
sample application. The Patient application requires the MedRec
Sample Authenticator to query the MedRec RDBMS for patient
usernames, passwords, and assigned groups.
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Change Request Description

Number

CR101326 The C++ clients for IIOP examples are not provided in this release. You will
not be able to build or reference documentation for these clients until they
are provided in a later release of the product, or on the
http://dev2dev.bea.com site.
This problem was resolved in 8.1 SP1.

CR101713 When running examples.cluster.ejb example, failover did not

occur properly. Instead, the secondary server threw this exception:

Trouble while getting database connection
java.sdl.SQLException: Pool connect failed:
java.lang.Exception: Weblogic Pool Driver doesn't
support XA driver, Please change your config to use
a Non-XA driver at

weblogic. jdbc.common.internal .JDBCUtil.wrapAndThr
owResourceException (JDBCUtil.java:161) at
weblogic.jdbc.pool.Driver.connect (Driver.java:155
at
weblogic.jdbc.jts.Driver.getNonTxConnection (Drive
r.java:394) at

weblogic.jdbc.jts.Driver.connect (Driver.java:137)
at .....

The error occurs because of an error in the sample instructions.
package.html contained incorrect instructions for configuring the
connection pool. The instructions say to use the default XA Pointbase pool.
Instead, the pool should be configured as a non-XA pool. These instructions
are corrected in WebLogic Server 8.1 SP2.
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Installation Known Issues

Change Request Description
Number
CR101518 For the Japanese version of the installation, the shortcut to Online

Documentation from the Windows Start menu linked to the English version
of e-docs, rather than to the Japanese version of e-docs.

Interoperability Known Issues

Change Request
Number

Description

CR092181

Failover for entity beans and EJB handles requires that the cluster address
be specified as a DNS name that maps to all server instances in the cluster
and only server instances in the cluster. The cluster DNS name should not
map to a server instance that is not a member of the cluster.

CR095479

Remote methods throwing
MarshalException/UnmarshalException when interoperating
between 7.0 SP1 and 8.1 servers may result in unmarshalling problems. This
occurs because MarshalException and UnmarshalException
map to the correct completion statuses in 8.1 but the incorrect completion
statuses in 7.0 SP1.

CR100713

WebLogic Server 6.1 SP04 and earlier does not interoperate transactionally
in some scenarios with WebLogic Server 8.1 over t3. Transactions between
6.1 and 8.1 server instances over t3 timeout with an
ArrayIndexOutOfBoundsException onthe 6.1 server instance.

CR101186

Exceptions thrown by WebLogic Server 8.1 cannot be decoded by WebLogic
Server 7.0 SP02 or earlier. WebLogic Server 7.0 will throw a MARSHAL
exception.

CR101324

Binding objects built with WebLogic Server 6.1 classes and deploying them
to WebLogic Server 7.0 or higher is not supported and can result in failures
during startup.

WebLogic Server 8.1 Interoperability Notes
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WebLogic Server 8.1 does not support mixed-version domains. All Managed Servers in a domain must
be at the same version (8.1).

WebLogic Server 6.1 has some limitations when acting as a client to WebLogic Server 8.1 over the IIOP
protocol. This is because WebLogic Server 6.1 does not support class evolution, so only identical
classes can be passed between WebLogic Server 6.1 and WebLogic Server 8.1. These issues were
partially resolved through the support of class evolution in WebLogic Server 7.0 and fully resolved in
WebLogic Server 7.0 SP3. For WebLogic Server 7.0 IIOP clients interoperating with WebLogic Server
8.1, customers should use the WLS RMI-IIOP runtime by specifying
-Dweblogic.system.iiop.enableClient="true" on the client command-line. This option is
not supported in WebLogicServer 6.1 and not necessary in WebLogic Server 8.1.

In order to interoperate with WebLogic Server version 6.1, you must add the following elements to the
<Domain> section of the WebLogic Server 8.1 config.xm1l file:

<!-- START OF 70 INTEROP SPECIFIC SETTING -->

<Security CompatibilityMode="true" GuestDisabled="false"
InteropEnabled="true"
InteropPassword="{3DES}OuQN48TIXRYFVVez4VBFTA=="
InteropUsername="system" Name="@DOMAIN1"
PasswordPolicy="wl_default_password_policy" Realm="wl_default_realm"

RealmSetup="true" SystemUser="system"/>

<!-- START PER CR071185, ADDING BELOW SETTING TO 70 ONLY -->
<SecurityConfiguration Credential="gumbyl234" Name="@DOMAIN1" />
<!-- END PER CR071185, ADDING BELOW SETTING TO 70 ONLY -->

<!-- END OF 70 INTEROP SPECIFIC SETTING -->

(The above elements are also required for WebLogic Server version 7.0 to interoperate with WebLogic
Server version 6.1.)

JVM Interoperability

When WebLogic Server instances interoperate with other WebLogic Server instances, each server
instance must use a certified JVM. For example, to interoperate with WebLogic Server 8.1, WebLogic
Server versions 6.1 and 7.0 are certified to use Sun’s JDK version 1.3.1_x, while WebLogic Server 8.1
is certified to use JDK version 1.4.1_02. See Supported Configurations at
http://e-docs.bea.com/wls/certifications/certifications/index.html for more information on certified
JVMs.

For standalone clients (rather than server instances) the same JVM considerations apply.

WebLogic Server 8.1 running on JDK 1.4.1 will interoperate with 7.0 SP2 running on JDK 1.3.1.
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J2EE Known Issues

Change Request Description
Number
CR076513 You cannot deploy a standalone Enterprise Application module (Web

Application, EJB, or Resource Adapter) when an unrelated
META-INF/application.xml file resides in the same directory. For
example, you cannot deploy a . rar file from
c:\mydeployment\myadapter.rar if an unrelated
c:\mydeployment \META-INF\application.xml file exists.

Workaround: Delete the unrelated META- INF directory or place the
module in a dedicated directory.

JDBC Known Issues

Change Request
Number

Description

CR177621

PointBase Server is an all-Java DBMS product included in the WebLogic
Server distribution solely in support of WebLogic Server evaluation, either
in the form of custom trial applications or through packaged sample
applications provided with WebLogic Server. Non-evaluation development
and/or production use of the PointBase Server requires a separate license
to be obtained by the end user directly from PointBase.

The connection creation retries option for a connection pool depends on
the message returned from the JDBC driver to determine whether to
continue to try to create database connections. In some cases, Weblogic
Server will not retry to create database connections.

Workaround: Correct the problem with your database, and then untarget
and retarget the connection pool in the Administration Console. See
“Deploying a JDBC Connection Pool to One or More Servers or Clusters” in
the Administration Console Online Help.

For more information about the connection creation retries option, see the
“Connection Creation Retry Frequency” page in the Administration
Console Online Help and “Enabling Connection Creation Retries” in
Programming WebLogic JDBC.
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Change Request
Number

Description

n/a

The JDBC Connection Pool Assistant in the Administration Console
automatically sets the Test Table Name attribute for a connection pool
based on the DBMS of the JDBC driver that you select. The Test Table
Name attribute is used in connection testing which is optionally performed
periodically or when you create, reserve, or release a connection,
depending on how you configure the connection pool. For the test to
succeed, the database user used to create database connections in the
connection pool must have access to the database table. If not, you should
either grant access to the user (make this change in the DBMS) or change
the Test Table Name attribute to the name of a table to which the user does
have access (make this change in the WebLogic Server Administration
Console). For a list of default values, see “Default Test Table Name” in the
Administration Console Online Help.

CR082336

In WebLogic Server 8.1, dbKona was removed from the distribution. It was
deprecated in previous releases.

CR086874

Processes can no longer share a reference to a connection from a
connection pool. For example, a JSP cannot request and receive a
connection from an EJB. This was allowed in previous releases of WebLogic
Server, but is no longer allowed because it occasionally resulted in multiple
threads accessing a single connection or invalid references because a
connection was closed or garbage collected.

CR086902

For connection pools that connect to a PointBase database, statement
caching is disabled by default because PointBase does not effectively
handle cached prepared or callable statements after a table has been
dropped and recreated. If your code does not include such DDL operations,
you can enable statement caching in the Administration Console. See
“Increasing Performance with the Statement Cache” page in the
Administration Console Online Help.

CR093175

The JDBCDataSourceMBean is deprecated in WebLogic Server 8.1.
Use the JTDBCTxDataSourceMBean instead. The attributes that are
not available in the JDBCTxDataSourceMBean
(WaitForConnectionEnabled and ConnectionWaitPeriod)
have been deprecated and are replaced with the
ConnectionReserveTimeoutSeconds attribute in the
JDBCConnectionPoolMBean.
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Change Request
Number

Description

CR099442

The documentation regarding Emulate Two Phase Commit in the
Administration Console Online Help as installed with the WebLogic Server
software is incorrect. This feature does not use the last-agent commit
optimization, as documented. The correct documentation is available in
the e-docs version of the Administration Console Online Help.

CR100626

Several weblogic.Admin JDBC commands behave differently than
documented in “Commands for Managing JDBC Connection Pools” in the
WebLogic Server Command Reference. The documentation describes the
desired behavior, rather than the actual behavior. The commands will be
fixed in a future release to match the documentation. Commands with
behavior other than what is documented:

e SUSPEND_POOL - This command does not take true or false
parameters. Instead, it defaults to the behavior for the false option.
Syntax:
java [SSL trust options] weblogic.Admin

[ [-url | -—adminurl] URL] -username username
-password password SUSPEND_POOL -poolName
connection_pool_name

e SHUTDOWN_POOL - This command does not take true or false
parameters. Instead, it defaults to the behavior for the false option.
Syntax:
java [SSL trust options] weblogic.Admin

[ [-url | -adminurl] URL] -username username
-password password SHUTDOWN_POOL -poolName
connection_pool_name

CR101419

Fail-over for DataSources and TxDataSources in a cluster is not working in
this release. This problem is resolved in Service Pack 1.
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JTA Known Issues

Change Request Description
Number

CR259037 When a transaction times out at logging time, you could experience a
deadlock situation. The thread that is trying to write the transaction to the
transaction log (TLOG) times out, a different thread trying to execute the
rollback to clean the same transaction from the TLOG and deadlock each
other.

Workaround or Solution:

Decrease the value of the CheckpointIntervalSeconds attribute
and move TLOGs to a directory where they will not run out of memory.
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JMS Known Issues

Change Request
Number

Description

CR097038

When a source JMS bridge destination is not running in the same WebLogic
Server 8.1 domain as the Message Bridge, then a trusted security
relationship must be established between the domains. Otherwise, the
Messaging Bridge must be configured to work in synchronous mode
(Asynchronous Mode Enabled = No).

For more information on configuring security interoperability for the
Messaging Bridge, see “Messaging Bridge” in the Administration Console
Online Help.

CR098975

WebLogic Server sometimes fails to boot after you undeploy a distributed

destination. This occurs when you delete the distributed members and the

distributed destination itself, but do not delete the underlying physical

destinations. The following sequence of Administration Console actions

will cause this problem:

1. Inthe Configuration -> Members tab of a distributed destination, click
the trash can icon to remove a member.

2. When prompted, do not delete the member’s underlying physical
destination.

3. Click Remove to delete the member.

4. If necessary, continue deleting all the members of the distributed
destination.

5. Delete the distributed destination.
If you shut down the server at this point, you will not be able to reboot it.

Workaround: Delete each distributed destination member’s underlying
physical destination when prompted by the Administration Console.

WebLogic Server 8.1 Release Notes


http://e-docs.bea.com/wls/docs81/ConsoleHelp/messaging_bridge.html

Known Issues in WebLogic Server 8.1

JVM Known Issues

Change Request Description
Number
CR099314 There is a problem with JDK 1.3.1_04 and the nohup command, as

described at
http://developer.java.sun.com/developer/bugParade/bugs/4755829.html.
The nohup command starts failing; the WebLogic Server process exits when
the parent shell exits, regardless of the invocation of nohup. The problem
was confirmed for ksh (the default Solaris 8 shell), but may exist for other
shells. The problem does not occur with the bash shell.

Workarounds:

e http://askbea-int.beasys.com/askbea/wls/S-15924.html provides a
workaround (the -Xrs flag), but at the cost of losing thread dumps.

e Use“(startWeblogic >output 2>&1 &) ”instead of “nohup
startWeblogic &".
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Oracle Thin Driver Known Issues

Note: In addition to the issues listed below, see “Known Oracle Thin Driver Issues” in
Programming WebLogic JTA. That section contains information about known problems in
the Oracle Thin Driver 9.2.0, and ways to work around the problems. WebLogic Server 8.1
ships with the 9.2.0.2 version of the Oracle Thin Driver, which corrects some known issues not
listed here or in Programming WebLogic JTA.

Change Request Description
Number
n/a After transaction recovery has completed from a server restart, some

customers have seen frequent occurrences of the ORA-1591 exception,
which may be followed by ORA-24756 or ORA-24776 exceptions.

Workarounds:

If you see these errors, you should refer to the following Oracle notes:
Note:100664.1 and Doc ID: 231196.1.

You should also ensure that the application is not leaking connections from
the JDBC connection pool. You can check by:

1. Enabling Connection Leak Profiling on the JDBC Connection Pool -->
Configuration --> Connections tab in the Administration Console
(under Advanced Options).

2. Inthe navigation tree in the Administration Console, right-click the

connection pool used in the application and select View Leaked
Connections.

For more information, see “Enable Connection Leak Profiling” in the
Administration Console Online Help.

If you continue to see ORA-1591 errors, you may want to contact Oracle
Support for help with tuning your database. Before contacting Oracle
Support, consider doing the following:

e Generate a trace file for the ORA-1591.
e Run the statspack report and analyze contentions in the database.
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Change Request Description
Number
CR101709 Application code can inadvertently start local transactions on a

Connection object, which can cause XAER_PROTO errors. According to the
SQL spec, any DDL/DML operation can potentially start a local transaction.
It is the application's responsibility to commit or rollback these
transactions.

This was not a problem with earlier versions of the Oracle Thin driver
because earlier versions of the driver did not check for active local
transactions before starting a global transaction or active global
transactions before starting a local transaction. However, version 920 of
the Oracle Thin driver has started checking for this. It throws an
XAER_PROTO error if an application (or WebLogic Server) tries to start a
global transaction (XAResource. start ()) ona connection on which
a local transaction is already active.

Workaround:

The application code must end the local transaction as an additional step
before closing the connection (which returns the connection to the
connection pool).

This problem was resolved in 8.1 SP1.
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RMI/RMI-IOP Known Issues

Change Request Description

Number

CR095810 You cannot use callbacks through a firewall when using the thin client
.jar files (wlclient.jar and wljmsclient.jar) and IIOP or
110PS.
Workaround: Callbacks do work when using tunneling.
This problem was resolved in 8.1 SP1.

CR101476 An applet using the thin client . jar files (wlclient.jar and

wljmsclient.jar) cannot perform tunneling using the Sun Java2 SDK
1.4.1_02 installed with WebLogic Server. This problem is fixed in Sun’s SDK
versions 1.4.1_03 and 1.4.2.
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Change Request Description
Number
CR124265 WebLogic Server 8.1 provides its own ORB implementation in place of the

ORB shipped with J2SE 1.4. This ORB is instantiated by default when
programs call ORB. init (), or when "java:comp/ORB" is looked up
in JNDI. Customers who wish to use a different ORB by default should set
the following properties:

org.omg.CORBA.ORBSingletonClass=<classname>
org.omg.CORBA.ORBClass=<classname>

Note that ORBSingletonClass must be set on the server
command-line, whereas ORBClass can be set as a property argument to
ORB. init (). Customers wishing to use a different RMI-IIOP
implementation must set the following two properties:

javax.rmi.CORBA.UtilClass=<classname>
javax.rmi.CORBA.PortableRemoteObjectClass=<classn
ame>

Customers who do this will get the following errors at server startup:

<Sep 19, 2003 9:12:03 AM CDT> <Error> <IIOP>
<BEA-002015> <Using javax.rmi.CORBA.UtilClass
<classname>; The ITOP subsystem requires a WebLogic
Server-compatible UtilClass.>

<Sep 19, 2003 9:12:03 AM CDT> <Error> <IIOP>
<BEA-002016> <Using
javax.rmi.CORBA.PortableRemoteObjectClass
<classname>, the ITIOP subsystem requires a WebLogic
Server-compatible PortableRemoteObjectClass.>

indicating that the WebLogic RMI-IIOP runtime will not work.
The J2SE defaults for these properties are:

org.omg.CORBA.ORBSingletonClass=com.sun.corba.se.
internal.corba.ORBSingleton
org.omg.CORBA.ORBClass=com.sun.corba.se.internal.
Interceptors.PIORB
javax.rmi.CORBA.UtilClass=com.sun.corba.se.intern
al.POA.ShutdownUtilDelegate
javax.rmi.CORBA.PortableRemoteObjectClass=com.sun
.corba.se.internal.javax.rmi.PortableRemoteObject

This problem was resolved in 8.1 SP2.
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Change Request Description

Number

CR186728 JMS IIOP thin client fails with the following exception:
JMSServer "add JMS Dispatcher peerGone". Unhandled
exception.

For more information, see Setting Network Channel Addresses.

Security Known Issues

For information about BEA security advisories, refer to the BEA Advisories & Notifications page on the
dev2dev Web site. On this page, you can download security-related patches and register to receive
notifications of newly available security advisories. You can access the Advisories & Notifications page
with the following URL: http://dev2dev.bea.com/advisories.

BEA has established an e-mail address (security-report@bea.com) to which you can send reports of
any possible security issues in BEA products.
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The following table summarizes security-related known issues for the 8.1 release.

Change
Request
Number

Description

CR090469

Ifyou are upgrading from WebLogic Server 6.1 or earlier and you want to use the
security features that were introduced in WebLogic Server 7.0, your domain’s
config.xml file must declare a configuration version of 7.0 or later. For
example,

<Domain ConfigurationVersion="8.1.0.0"
Name="mydomain">

Ifyou are using a config.xm1 file that you created with WebLogic Server 6.1
or earlier, you must open config.xml in a text editor and add
ConfigurationvVersion="8.1.0.0" tothe <Domain> element.

CR091648
CR099358

The MedRec Authentication provider implements authentication for the
MedRec sample applications and cannot be used in a production domain.

Workaround:

Delete the JAR file for the MedRec Authentication provider
(wlMedRecSampleProvider)fromthe WL HOME\1lib\mbeantypes
directory and reboot WebLogic Server. The MedRec Authentication provider
should no longer appear in the list of available Authentication providers on the
Providers-->Authentication Providers tab in the WebLogic Server
Administration Console.

CR097038

When using the Messaging Bridge, non-trusted domains will only work when
using synchronous mode communications.

Workaround: WebLogic Server only supports interoperability between domains
for synchronous operations.
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Change
Request
Number

Description

CR100783

The following exception may occur if the password to unlock the private key was
entered incorrectly:

ImportPrivateKey failed,
java.security.KeyManagementException:ASN.1:

Lengths longer than 32 bits are not supported
java.security.KeyManagementException:ASN.1:

Lengths longer than 32 bits are not supported at
com.certicom.security.cert.internal.x509.SSLPlusSupp
ort.

getLocalIdentityPartial (Unknown Source) at
com.certicom.net.ssl.CerticomContextWrapper.
inputPrivateKey (Unknown Source) at
utils.ImportPrivateKey.importKey (ImportPrivateKey.ja
va:67) at

utils.ImportPrivateKey.main (ImportPrivateKey.java:23

)

It is also possible to get this exception if the private key was corrupt or was some
format that WebLogic Server does not recognize.

Workaround: Re-enter the correct password. If you have forgotten the
password for the private key or if the private key is corrupt, obtain a new private
key.

This problem was resolved in 8.1 SP1.

CR101274

Please review the security advisory information at
http://www.ncipher.com/support/advisories.

This problem was resolved in 8.1 SP1.
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Change
Request
Number

Description

CR101299

Figure 4-7, Auditing Process, in the Introduction to WebLogic Security
document is incomplete in as much as it does not show all the Audit events
generated by WebLogic Server.

Not only are Audit events written for authentication success and failure (when
identity is authenticated, impersonated, and asserted), Audit events are also
written for Authorization provider exceptions, Adjudication provider decisions,
user lockout unlock, locked, and lockout expired actions, Role Mapping provider
exceptions, and when security roles are obtained.

Figure 4-7 is correct but incomplete in that it only refers to authentication and
does not imply that an authentication action can result in different audit events
depending upon what happens.

CR101770

The SSL Login Timeout attribute was unintentionally dropped from the
WebLogic Server Administration Console. Support for the attribute was added
in WebLogic Server 8.1 SP1.

This problem was resolved in 8.1 SP1.
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Servlets & JSPs Known Issues

Change Request
Number

Description

CR100068
CR110324

You can not use JSTL tags in JSPs that include Japanese characters. When
such a JSP is executed, an error starting with the following lines occurs:
java.io.IOException:
javax.servlet.jsp.JspException: The taglib
validator rejected the page:
"org.xml.sax.SAXParseException: An invalid XML
character (Unicode: 0x82) was found in the CDATA
section."

This problem occurs because of the following, conflicting conditions:

1. The page encoding of JSPs is defined by shift_JIs, asin:
<%@ page pageEncoding="Shift_JIS" %>

2. Using multibyte characters (Japanese) in JSPs.
3. Using JSTL tags.

CR262289

When calling the c1ose () method on the InputStream obtained from
the Ht tpsURLConnection class, the underlying SSL socket might not
be closed even when the disconnect () method is called. This can
result in a socket leak.

Workaround or Solution:

To avoid such a socket leak and ensure all underlying resources are closed,
you are advised to use the HttpsURLConnection#disconnect ()
method instead of the InputStream#close () method.
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System Administration Known Issues

Change Request
Number

Description

CR085065

The WebLogicMBean . setName method, which is inherited by all
WebLogic Server MBeans, is no longer supported. The method changes the
Name component of an MBean instance’s WebLogicObjectName.
Because this component is part of the primary key for a
WebLogicObjectName, changing the value leads to undesired
behavior.

Instead of setting the value of an MBean’s Name attribute, the API throws
InvalidAttributevValueException.

Workaround: If you want to change the name of an MBean instance, destroy
the current instance and create a new one with a new name.

CR094188

If you place an application in the servername/applications
directory and then start the server in development mode, the server
automatically deploys the application, but it does not save the application
configuration to the config . xm1 file. If you start the server in production
mode, the server neither deploys the application nor saves the configuration
to the config.xml file.

Workaround: Start the server first and then deploy the application. In
development mode, you can deploy the application by copying it to the
servername/applications directory.

CR100089

Within a domain, each server, machine, cluster, JDBC connection pool,
virtual host, and any other resource type must be named uniquely and must
not use the same name as the domain.

If you create a resource with a non-unique name, WebLogic Server emits an
error message.

This requirement applies to the Name component of
WebLogicObjectName aswell. For example, if you use WebLogic Server
APIs to create Configuration MBeans, the value of the Name component
must be unique amongst all other MBeans in the domain.
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Tools Known Issues

Change Request Description
Number

CR097668 When using cygwin version 1.3.20(0.73/3/2) the shell scripts fail if the
cygdrive prefix has been changed (for example, mount -¢ / so /c/windows
instead of /cygdrive/c/windows). This is because the value '/cygdrive' is
hardcoded in the scripts. The following scripts are affected:
weblogic700/common/bin/commEnv. sh
weblogic700/server/bin/setWLSEnv. sh
weblogic700/server/bin/startNodeManager .sh
weblogic700/server/bin/startWLS.sh
Workaround: Replace the value of /cygdrive in these scripts to get the
correct cygdrive prefix:

CYGDRIVE="mount -ps | tail -1 | awk '{print $1}' |
sed -e 's%/$%%'°
For example, in startWLsS . sh find:
if [ -n " uname -s \grep -i cygwin_"" ]; then
WL_HOME="echo SWL_HOME | sed
"s#\ ([a-zA-Z]\) : #/cygdrive/\1#g""
JAVA_HOME="echo $JAVA HOME | sed

"s#\ ([a-zA-Z]\) : #/cygdrive/\1#g""
fi

and change it to:

if [ -n "‘uname -s |grep -i cygwin_ " ]; then
CYGDRIVE='mount -ps | tail -1 | awk '{print
$1}' | sed -e 's%/$%%"°

WL_HOME="echo SWL_HOME | sed
"s#\ ([a-zA-Z]\) : #$ {CYGDRIVE} /\1#g""
JAVA_HOME='echo $JAVA_HOME | sed
"s#\ ([a-zA-Z]\) : #S{CYGDRIVE}/\1l#g""
£i

Change the other scripts in a similar manner.
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WebLogic jDriver for Oracle Known Issues

Change Request Description
Number

n/a You cannot use windows-317 encoding with the BEA WebLogic

JDriver" for Oracle because of a known limitation in the Sun Java 2 SDK
1.4.1 (Bug Id 4715330): the windows-317 converter is missing in
lib/charsets. jar. The encoding of WebLogic jDriver for Oracle is
based on 1ib/charsets.jar, so this character encoding is not
supported on the Sun Java 2 SDK 1.4.1. Sun intends to fix this problem in
the Java 2 SDK 1.4.1_05 and 1.4.2 release. BEA fixed this problem in the
WebLogic JRockit 8.1 Service Pack 1.
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WebLogic Tuxedo Connector Known Issues

Change Request Description

Number

CR067275 Load balancing and failover is not supported with WebLogic Tuxedo
Connector in a cluster using RMI over I1OP.

CR079630 Most WebLogic Tuxedo Connector tBridge users will expect to set the

Correlation ID using the set JMSCorrelationID (String) method.
This will take a 32 character string and turn it into a 64 byte array. JMS
stores the string as UTF-16BE. When the tBridge receives the Correlation
Id from Tuxedo it is 32 characters as 32 bytes. The tBridge then uses the
setJMSCorrelationIDAsBytes (byte[]) method to set the
message for JMS receiving queue. The characters may be the same in
ASCII but the two will not compare due the length difference.

Workaround:

When it is necessary to compare the Correlation ID with the ID returned
from Tuxedo in the receiving JMS queue, create a byte array containing the
hexadecimal values of the Correlation ID. Then use the
setJMSCorrelationIDAsBytes () and
getJMSCorrelationIDAsBytes ()methods to create an ID to
compare with the ID returned from Tuxedo in the receiving JMS queue.

For example, if the string Correlation ID is
“1234567890ABCDEFGHIJKLMNOPQRSTUV”:

private byte[] coridbyte={0x31,0x32,0x33,0x34,0x35,0x36,0x37,
0x38,0x39,0x30,0x41,0x42,0x43,0x44,
0x45,0x46,0x47,0x48,0x49,0x4a,0x4b,
0x4c,0x4d,0x4e,0x4f,0x50,0x51,0x52,
0x53,0x54,0x55,0x56 };

msg.setJMSCorrelationIDAsBytes (coridbyte) ;

corIDasBytes = msg.getJMSCorrelationIDAsBytes() ;

corIDasBytes contains the correct value to compare with the
Correlation ID returned from Tuxedo.
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Change Request Description
Number

CR095050 When using the WI'CMigrateCF utility to migrate WebLogic Server 6.1 WT'C
configuration files, Weblogic Server throws NameNotFoundException
when using the -deploy option. Users should ignore this exception in the
server log.

CR095807 Linux and AIX compilers may produce compile errors when using Tuxedo
based IDL with some value types. This issue is resolved in Tuxedo 8.1
RP001.
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WebLogic Workshop Known Issues

Change Request Description

Number

n/a WebLogic Server 8.1 ships with a Beta version of the WebLogic Workshop
IDE and development framework. In the Beta release, WebLogic Workshop
requires 1GB of system RAM.

n/a WebLogic Workshop is not available in the Japanese version of WebLogic
Server 8.1.

CR097002 WebLogic Server 8.1 ships with two JSP compilers: the original WebLogic
JSP compiler, and a compiler that is optimized for use with WebLogic
Workshop. Internationalization for the WebLogic Workshop-optimized JSP
compiler will be completed after the initial release of WebLogic Server 8.1.

CR102094 The script used to start the WebLogic Workshop sample server,

WL_HOME\ samples\workshop\startWebLogic.cmd is not
installed in this release. You cannot use the Windows Start Menu selection
to start the sample server because it refers to this missing file.

Web Services

Known Issues

Change Request Description

Number

CR063817 A complex type which contains an element of type xsd:schema causes an
exception during autotyping.

CR074740 WebLogic Server does not convert Java data structures which contain Lists
as items of Lists to an XML Schema.

CR083527 The typeMappingBase attribute of autotyper is ignored when generating
holder classes.

CR086326 The -Dweblogic.webservice.verbose=true does not work for

SSL clients. The workaround to get verbose output is to use
-Dweblogic.webservice.binding.verbose=true.
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Change Request Description

Number

CR092184 A service configured to use the security extensions cannot be accessed
from the Web service test page.

CR101160 Complex data types in service-specific exceptions are not handled in strict

accordance with the Java API for XML-Based RPC (JAX-RPC) 1.0
specification, as follows:

Section 4.3.6 WSDL Fault, Service Specific Exception: When the
clientgen Ant task generates the JAX-RPC stubs from a WSDL that
contains a wsdl : fault element whose message part is an

xsd: complexType, the generated stubs incorrectly map the
xsd: complexType to a simple Java type. This means that when a
client application uses the stubs to invoke the Web Service, and the
service throws the service-specific exception (rather than the a
javax.xml.rpc.SOAPFaultException), the client
application cannot access the full complex data from the exception.

There is no workaround to this problem.

Section 5.5.5 Methods, Exceptions, fourth bullet: The WebLogic Web
Service runtime incorrectly maps multiple fields in a service-specific
Java exception class to a simple XML data type, rather than to an
xsd:complexType.

Workaround: Always throw a

javax.xml.rpc.SOAPFaul tException, rather than a
service-specific exception, when implementing a WebLogic Web
Service.

XML Known Issues

Change Request Description
Number
CR102744 Although the class weblogic.xml .xpath.XMLNodeXPath is not

public, its Javadoc was mistakenly exposed. BEA does not support the use
of this internal class.
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GHAPTERa

Resolved Problems for Service Pack 6

Service Packs are cumulative; Service Pack 6 contains all fixes made in earlier Service Packs released
for BEA WebLogic® Server 8.1. The following sections describe problems that were resolved in BEA
WebLogic Server® 8.1 Service Pack 6:

e “Administration Console” on page 3-3
e “Builder” on page 3-8

e “Classloaders” on page 3-8

e “Cluster” on page 3-8

e “Connector” on page 3-9

e “CORBA” on page 3-9

e “Core WebLogic Server” on page 3-9
e “Deployment” on page 3-12

e “EJB” on page 3-13

e “JDBC” on page 3-16

e “jDriver” on page 3-20

e “JMS” on page 3-20

e “JTA” on page 3-23
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e “JNDI” on page 3-24

e “JVM” on page 3-24

e “Node Manager” on page 3-24

e “Operations, Administration, and Management” on page 3-26
e “Plug-Ins” on page 3-29

e “RMI” on page 3-31

e “Security” on page 3-31

e “Servlets and JSPs” on page 3-35

e “SNMP” on page 3-39

e “Tools” on page 3-39

e “Web Services” on page 3-40

e “WebLogic Tuxedo Connector” on page 3-44
e “XML” on page 3-44
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Administration Console

Change
Request
Number

Description

CR102753

The Network Channel Configuration page on the WebLogic Server Administration Console
did not have a link to go back to the Channel lists page.

This problem has been resolved. You can now access the Network Channel Configuration
page by clicking on the link in the bread-crumb trail.

CR106558

The WebLogic Server Administration Console displayed Type values only after the
DefaultIdentityAsserter MBean was created.

The problem has been resolved. The WebLogic Server Administration Console now displays
the Type values at the time the DefaultIdentityAsserter MBean is being created.
In addition, the Available and Chosen columns have been widened to improve
usability.

CR109929

The bread-crumb trail providing information about the resource to which a scoped role is
associated is not displayed in the Title tag. Also, to view defined roles, users and groups after
creating or editing them, you have to right-click the node in the nav-applet. This information
should be made available through the bread-crumb trail.

This problem has been resolved. The WebLogic Server Administration Console now displays
the association between a scoped role and a resource in the bread-crumb trail. In addition,
clicking on the appropriate link in the bread-crumb trail now provides information about
roles, users and groups.

CR111253

WebLogic Server did not initialize the Console Extension if the user who logs-in for the first
time belonged to the “Operator” group. Subsequent logins as “Administrator” also did not
initialize the extension. The extension is initialized only when WebLogic Server was rebooted
and the “Administrator” logs on at first instance itself.

This problem has been resolved. The console extension is now initialized for all groups with
appropriate permissions.

CR122389

WebLogic Server ignored case sensitivity with respect to names of a node. As a result, it listed
anode only once in the JNDI tree even if there were multiple nodes that had the same name,
but different case.

This problem has been resolved.
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Change
Request
Number

Description

CR130398

Redeploying one application caused another application to be deleted.

A slow refresh rate gave the user the impression that the click to delete the application was
not recorded. When the user clicked Delete again, the next application was deleted. As a
result, making the user believe that deploying one application caused another to be deleted.

This problem has been resolved.

CR133506

Policies inherited from the parent JNDI node that were defined for the lookup, modify and
list JNDI methods were displayed incorrectly by the WebLogic Server Administration Console
for JNDI sub-nodes.

This problem has been resolved. Policies inherited from the parent JNDI node that are
defined for the lookup, modify and list JNDI methods are now displayed as inherited policies
for the lookup, modify and list methods respectively, in the JNDI sub-nodes.

CR209803

Console Extension pages did not require user login and password even when the user session
had expired.

This problem has been resolved.

CR212333

In the Administration Console, users belonging to the Monitors, Operators, or Deployers
group could view (but not modify) security information using the Realms link in the right
navigation pane, but the security node was not available in the left navigation pane.

This problem has been resolved.

CR225707

Users belonging to the “Monitor” group could not view the Pools List of JDBCMultiPool.

This problem has been resolved.

CR233559,
CR256737

When the default load order was modified, the deployment path changed from absolute to
relative (that is, the leading "/"before the deployment path was removed) and this caused the
deployment to fail on restart. This problem occurred only when the path attribute value had
more than 50 characters.

This problem has been resolved.

CR236810

Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/196

CR238260

Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/190
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Change Description

Request

Number

CR238260  Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/191

CR239145  When the Auto Deploy tab was clicked to assign the destination queue to the distributed
destination, the JMS server list displayed in the target selection window was not properly
formatted.
This problem has been resolved.

CR239403,  Due to insufficient permissions, users assigned to the Monitor role could not view the Deploy

CR265216  and Test page from the Administration Console.
This problem has been resolved.

CR241785  Administration Console did not prevent the setting of null values for MBean Attributes with
@legalNull annotation.
This problem has now been resolved.

CR241816  From the Administration Console, switching between the tabs in the application page during
application deployment was slow. In addition, after successful deployment, rendering the
Deploy tab was slow.
This problem has been resolved.

CR241825  Inthe Administration Console, while configuring a custom security provider, the existing list
of attribute values was not properly displayed in the drop-down list in this page.
This problem has been resolved.

CR243415  The Administration Console Login page was accessible through the administration port even
after the domain-wide administration port was configured in the Administration Console.
This problem has now been resolved.

CR243427  Callsto assertIdentity () could only be made when the user belonged to the “Admin”

role.

Now, the security policy to call the assertIdentity method can be defined through the
Administration Console.
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Change
Request
Number

Description

CR246438

When WebLogic Server was run as a Windows Service, applications located in remote mapped
drives could not been deployed from the Console.

The set new Location option has been added in the Locate Application or Component to
configure page to enable you to deploy applications from a mapped network drive on
Windows, using the UNC path.

CR246599

Session monitoring of archived Web applications was disabled on Administration Console
even when session monitoring was enabled in weblogic . xml.

Now, Administration Console displays the statistics of the currently active sessions of Web
applications for which session monitoring has been enabled in weblogic.xml.

CR247206

Administration Console displayed the users of only the first authentication provider in a list
of multiple configured authentication providers.

Now, Administration Console displays the users of all configured authentication providers.

CR248303

A cloned connection pool was deployed even when the connection parameter was wrong,

Now, the cloned connection pool is not deployed and appropriate error messages are shown
in the Target and Deploy screens.

CR251390

On Compatibility Security domain,

javax.management . ServiceNotFoundException occurred when resources like
Web Application, EJB, JDBCConnectionPool, and so on were deleted from the
Administration Console.

This problem has been resolved.

CR252286

When an EJB was deployed to a domain that had a Managed Server running on a remote
machine, the EJB test on the Administration Console incorrectly displayed a failure message
when the test was successful.

This problem has been resolved.

CR255268

The AuthCookieEnabled attribute associated with a Web Server MBean can now be set
via the Administration Console.

CR256101

When users clicked the Embedded LDAP tab, a dialog that prompts them to save changes was
displayed even when no changes were made.

This problem has been resolved.
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Request

Number

CR264010  The Administration Console used to hang when a large application that contained many
modules was deployed.
This problem has been resolved.

CR264965  Due to the value of MaxPageSize set in the LDAP Server configuration, only an incomplete
list of users of all configured authentication providers was displayed on Administration
Console.
This problem has been resolved.

CR267540  An application was not properly deployed when the Target Each Module button was used to
deploy the EAR file that contained one or more Web modules.
This problem has been resolved.

CR269934 NullPointerException occurred when an EJB with an invalid deployment descriptor
was deleted from Administration Console.
This problem has been resolved.

CR270210  Servlet session replication over SSL could not be disabled from Administration Console.

You can now disable secured replication from the Cluster —Configuration —General tab
page.
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Builder

Change  Description
Request
Number

CR253219 Components that used
weblogic.management.descriptor.weblogic.WeblogicEnterpriseBeanMBean to generate the
XML for the bean were not able to detect if the value of the remote-client-timeout attribute
was set in weblogic-ejb-jar.xml.

This problem has been resolved.

Classloaders

Change  Description
Request
Number

CR244763 ApplicationException occurred when a signed JAR file was deployed from the
Administration Console.

This problem has been resolved.

Cluster

Change  Description
Request
Number

CR250953 Even when other Managed Servers were shutdown, a Managed Server could not detect the
timeout of those Managed Servers.

This problem has been resolved.

CR258097  Error occurred while deploying a large clustered application running on a large cluster.

This problem has been resolved.

CR264052 Managed Server could not dynamically pickup cluster debug flags in config.xml.

This problem has been resolved.
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Change  Description

Request

Number

CR244472 XAER_PROTO errors sometimes occurred when WLS Connector adapters were configured
to use XAResources, and shrinking was allowed.
This problem has been resolved.

CR262160  After SwiftMQ was restarted, the MessagingBridge could not reconnect and failed with

MessagingBridgeException.

This problem has been resolved.

CORBA

Change  Description

Request

Number

CR245702 EOFException sometimes occurred when external CORBA service was called as IDL
client from WebLogic Server.

CR264454 ClassCastException occurredinUtilDelegateImpl.isLocal ()when the

delegate's stub was not a WebLogic Server stub.

This problem has been resolved.

Core WebLogic Server

Change  Description

Request

Number

CR196369 Refer to the security advisory information available at:

http://dev2dev.bea.com/pub/advisory/197
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Change
Request
Number

Description

CR217793

ClassCastException occurred on the secondary server when a dynamic proxy that also
implemented the remote interface was put in a replicated HTTP Session.

This problem has been resolved.

CR223348

There was a problem with TrustedClientPrincipals and
DefaultIdentityAsserter for CSIV2 tokens. This problem occurred because the
IIOP CSI layer called the security framework for identity assertion as kernel ID and WebLogic
Server kernel was not in the trusted client principals set.

Now, Identity Asserter works properly when the ID of the client identity token is in the
trusted client principals set.

CR229764

When the client application was connected to WebLogic Server using a thin client, using IIOP
protocol, and a UserTrasaction.begin call was initiated, the transaction call failed
with OBOUECT_NOT_EXIST exception when the remote server was shutdown and
restarted.

This problem has been resolved.

CR234740

OutOfMemoryError occurred when an EJB was called from a Java client using
wlclient.jar.

This problem has been resolved.

CR235893

SQLexception occurred on generated CMP code resulting in Blob/ClobUnsupported
feature and further DuplicateKeyExceptions.

This problem has been resolved.

CR241234

Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/174

CR243895

While invoking a remote EJB, the ConcurrentModificationException occurred
because a HashMap was simultaneously modified by two threads.

Now, access to the HashMap has been synchronized.

CR244772

NoSuchObjectException occurred when an EJB JAR module was un-deployed if
Session Beans and Message-Driven Beans were part of the same EJB JAR file. This exception
occurred because Message-Driven Beans were un-deployed after the Session Beans.

Now, Message-Driven Beans are first un-deployed when an EJB JAR file that has multiple
beans (session, entity and MDBs) is deployed.
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Change
Request
Number

Description

CR248250

When a remote object was accessed remotely and locally (within the server), the local access
caused data corruption, causing load balancing to fail in both cases.

This problem has been resolved.

CR248420

When the I1OP protocol was used, Socket timeout did not clear the Socket Info objects.
This problem occurred because the socket I0 pending state was never cleared.

The SocketInfo objects are now removed.

CR249320

Remote call to a method in an updated EJB was activating the wrong method.

This problem has been resolved.

CR252696

When the application tried to get the result set, and when there was a foreign JMS resource
and other resource in the transaction, a call was made to check if the resource was
registered. This method call threw a ClassCastException instead of checking if the
resource was of the same class as that of the foreign JMS resource.

This problem has been resolved.

CR254617

beasvc sometimes stopped rotating the logs, especially when multiple systems were used.

In the log file, if ROTATION_TYPE was set to STZE after this problem occurred, beasvc
never started rotating the logs again. However, if ROTATION_TYPE was set to TIME,
beasvc sometimes restarted rotating the logs.

This problem has been resolved.

CR259784

On HP-UX, when I/0 operation on a file descriptor was cancelled, the socket was not properly
cleaned and this caused a File Descriptor leak eventually leading to an Out o fMmemory
exception.

This problem has been resolved.

CR265510

Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/186
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3-12

Deployment

Change  Description

Request

Number

CR237801 Concurrent redeployment of applications caused memory leak.
This problem has been resolved.

CR246997 ConcurrentModificationException occurred when a deployed cancel request
was sent while the deployment request is still being processed.
The problem is now resolved.

CR252916 ConcurrentModificationException occurred when portal applications were
deployed.
This problem has been resolved.

CR254807 DeploymentException occurred when weblogic.Deployer was used to redeploy
an empty folder.
This problem has been resolved.

CR264428 AccessException occurred during deployment of a stateless session EJB when the
application code corrupted the security stack.
This problem has been resolved.

CR265566 Redeploy sometimes failed because non-empty directories were not deleted during redeploy
on Managed Server.
This problem has been resolved.

CR270507 FileNotFoundException occurred when an application was deployed using the

wldeploy ant task, and the file associated with the ¥ i 1 e attribute passed by the task was
on a remote machine running on a different operating system.

This problem has been resolved.
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Change  Description

Request

Number

CR106234 Using a composite primary key with DBMS column type defined as 'Oracle BLOB/CLOB' led
to syntax errors.

This problem has been resolved.

CR107439 ANullPointerException was encountered when the weblogic.appc utility was run
against an EJB that contained a deployment descriptor that had an ejb-ql query with an
empty 'where' clause. For example: <ejb-gl><! [CDATA[SELECT DISTINCT
OBJECT (ma) FROM MasterAgreements AS ma WHERE]]></ejb-gl>.

This problem has been resolved.

CR133972 The EJB resource reference and resource type for a Connection Factory recognized only the
non-XA definitions for automatic transaction enlistment.

Now, the javax. jms .XAQueueConnectionFactory and
javax.jms.XATopicConnectionFactory resource reference and resource type
are automatically enlisted in a transaction.

CR187691 You might encounter a CacheFullException if the findByPrimaryKey method is
called, when the concurrency-strategy property is set to Exclusive, and the
cache-between-transactions property is set to True for an entity bean.

This problem has been resolved.

CR188106 The changes made to a bean in the ejbStore of another bean were not persisted at the end of
a transaction.

This problem has been resolved.

CR194941 When there was a parent-child relation between the beans in a transaction, a finder
configured to flush the cache did not flush the parent beans.

This problem has been resolved.
CR214139 WebLogic Server threw a DuplicateKeyException instead of the actual

SQLException when BLOB/CLOB was used with CMP entity beans.

This problem has been resolved.
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CR229290  During EJB compilation, Weblogic Server did not honor the options specified in the
extra-rmic-options element of the config.xmnl file.

This problem has been resolved.

CR240869  Auto key generation failed when a CMP EJB used a primary key class that contained only one
field of type java.lang.Integer or java.lang.Long.
This problem has now been resolved.

CR242078 java.rmi.UnexpectedException wasthrown instead of the actual exception in the
case of exceptions like java.io.FileNotFoundException,
java.io.EOFException,etc. (subclasses of java.io.I0Exception) even when the bean’s
business methods declared that an TOException must be thrown.

This problem has now been resolved.

CR247208 When the remote or home interface was invalid, Nul 1PointerExceptionwas displayed
instead of the appropriate error message during EJB compilation.
This problem has been resolved.

CR248877 NullPointerException occurred when WebLogic Server did an EJB lookup on
WebSphere via II0P.

This problem has been resolved.

CR254198 1IllegalStateException wasthrown when a stateful Session Bean was removed in a
transaction.

This problem has been resolved.

CR257937 When a local interface was used to call EJBs, if there is an exception, the transaction was
rolled back and a TransactionRolledBackLocalException was thrown.
However, the root cause of the exception was lost.

This problem has been resolved.

CR260850 Ina cluster environment, CMP/One-To-One CMR field returned a stale reference of the child

bean when cache-between-transactions was set to true.
This problem has been resolved.
CR266648 WebLogic Server did not check access restrictions for EJB methods that take array

parameters as arguments.

This problem has been resolved.
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CR267655 classNotFoundException occurred when Message-Driven Beans with
start-mdbs-with-application setto false in the application descriptors were
deployed.
This problem has been resolved.

CR268449 WebLogic Server threw a SQLException (ORA-01000: maximum open cursors exceeded)
for Beans with Many-to-One relation ship and Optimistic concurrency set to true.
The problem has been resolved.

CR269628 EJB deployment failed with TimedOutException.
WebLogic Server no longer fires a query to check FOR UPDATE support for Oracle, which
caused a full table scan and sub-sequent transaction timeout exception.
In the case of DB2, WebLogic Server no longer checks for FOR UPDATE support when the
bean is not using optimistic concurrency, and when <use-select-for-update> isset
to false.

CR272888 When prepared statement caching was used in WebLogic Server, Oracle specific batch calls

were not effective when they were called on the Connection object.

This problem has been resolved.
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IDBC

Change Description

Request

Number

CR228447  Data source lookup that was based on multiple JNDI names failed.

Now, only the first JNDI name is returned.

CR231621 While using DB2 XA configurations, there was a negative impact on performance when the
application was running for an extended period of time.
This problem has been resolved.

CR231679  In WebLogic Server, connections could only be obtained using java.sgl.Driver and
javax.sql .XADataSources. S0, pools could not handle a driver that was presented as
anon-XA javax.sqgl.DataSource.

Now, connections can also be obtained using java.sqgl .DataSource.

CR238794  With Oracle RAC, load balancing did not always work in a multipool. When the current
connection request hanged, any subsequent requests did not go to the next connection in the
pool instead they waited for the current request to be satisfied.

This problem has been resolved.

CR239116  Invalid configurations consisting of multiple TDBCTxDataSource entities that
referenced a single XA JDBCConnectionPool entity were allowed.

Now, during data source deployment, if more than one JDBCTxDataSource referenced
the same XA JDBCConnectionPool, an error message is written to the server log.

CR239170  Differences in implementation of JDBCConnectionPoolRunt imeMBean between the
WebLogic Server 7.0 to 8.1 releases led to migration problems.

This problem has been resolved.
CR239407  jDriver for Oracle had a fixed allowance of cursors that could be simultaneously open across

all connections. This allowance was not sufficient when there were a large number of cached
statements.

This problem has been resolved by increasing the array size for output parameters.
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CR239420

Even when connection leak profiling was enabled, leak information was not printed in the
server Logs when JDBCDataSource was used. This problem occurred because the link to
idle user connection objects was retained and so these objects were unavailable for garbage
collection. Leak information was not available because leak tracing is triggered only after
garbage collection.

This problem has been resolved.

CR239529

NullPointerException occurred while inserting a record with duplicate primary key.

This problem has been resolved.

CR242009

After the patch created to fix CR239170 was applied, the Connection Pool Manager did not
test the connection after the interval specified for the TestFrequencySeconds
attribute.

This problem has been resolved.

CR242502

Now, XAER_NOTA exceptions that are thrown because of recovery are printed in the server
logs only when the JDBC debug flag is turned on.

CR243053,
CR239420

The implementation of idle-connection-timeout unintentionally prevented the
garbage collector from reclaiming leaked JTA connections.

This problem has been resolved.

CR243306

WebLogic wrapper around a Prepared Statement used a new wrapped Prepared Statement
every time a SQLException occurred when calling executeUpdate (). So, memory
resources were also impacted when the same statement was used multiple times.

Now, to enable reuse, reference to the prepared statement is not lost until you explicitly close
the statement.

CR243730

MultiPool failed to calculate the correct health check frequency when the value of
HealthCheckFrequencySeconds attribute, associated with the JDBCMultiPool
element, was larger that the max Integer value.

This problem has been resolved.

CR243741

When an XA transaction was used with two resources, Sybase XA JDBC resource and JMS
resource, only the first transaction worked fine. Subsequent transactions failed.

This problem has been resolved installing a new driver from Sybase.

WebLogic Server 8.1 Release Notes

3-17



Resolved Problems for Service Pack 6

3-18

Change Description
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CR243824  When the BEA MSSQL driver was used, the thread continued to be associated with the
transaction even after the asynchronous transaction was rolled back.

This problem has been resolved.

CR247033  When the EJB Wizard was used to create an Entity Bean from an existing table, the wizard
failed with an Nul1PointerException on receiving metadata delivered by BEA
Informix Type 4 JDBC driver.

This problem has been resolved.

CR247217 NullPointerException occurred while creating a application scoped
LocalDataSource.

This problem has been resolved.

CR249009  When enlist failed, XA . end was not called, to disassociate the transaction from the
connection, before releasing the connection to the pool.
This problem has been resolved.

CR254548  While upgrading from WLS 8.1 SP3 to WLS 8.1 SP4, Nul1PointerException occurred
at weblogic. jdbc.wrapper.JTSConnection.initCopy.
This problem has been resolved.

CR256316 InvalidTransactionException occurred when a suspended transaction that had
timed out was resumed.

This problem has been resolved.

CR257026 ~ While testing the health of the multipool based on the value of
HealthCheckFrequencySeconds of JDBCMultiPool, BEA-000622 and BEA-001261
messages were sometimes unexpectedly displayed in the server logs.

This problem has been resolved.

CR259992,  Under heavy load, the number of connections could be more than the maximum value.

CR267064 This problem has been resolved.

CR262763 NullPointerException occurred when select list included a Null DATE value and

RowPrefetchEnabled was set to true for the data source.

This problem has been resolved.
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CR264361  Non-transactional JDBC may sometimes be blocked on Oracle RAC disconnect.
This problem has been resolved.
CR266573, Invalid XML was generated when JDBC Connection leak profiling was enabled.
CR212898, This problem has been resolved.
CR219822
CR272721  Database connections leaked when the JDBC data source was shutdown and restarted from

Administration Console during database procession by application.

This problem has been resolved.
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Change Description

Request
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CR238484  Some DataBaseMetaData methods took longer time to execute than Oracle driver.

The order of search arguments in the SQL used by jDriver to execute these methods has been
modified to resolve this lag.

IMS

Change Description

Request

Number

CR224458 InvalidClientIDException wasnotincludedinwljmsclient.jar causingthe
exception class to be loaded via Sun RMI classloader from WebLogic Server.

Now, InvalidClientIDException.class hasbeen added to
wljmsclient.jar.

CR228586,  Server sometimes hanged when a large number of JMS thin clients tried to create a

CR253160, connection over IIOP and the server was unable to communicate with one of the clients.

CR258904, This problem has been resolved.

CR276086

CR229495  Client no longer hangs while waiting for acknowledge completion when the backend JMS
server goes down.

CR235134  When JMSServers were targeted to migratable targets, IMSException occurred when a
distributed queue was created using JMSHelper
createDistributedQueueAsync ().

This problem has been resolved.
CR235392, When paging was configured and a JDBC Store was used for persistent messaging, messages
CR257796  with null message body were sometimes returned because a race condition existed between

writing messages to the JDBC store and making the message body null for paging. This
problem occurred when JDBC store was used as persistence store and simultaneously File
Store was used as paging store.

This problem has been resolved.
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CR237143

JMS paging did not work with no_ack consumers.

Now, message consumers using the AUTO_ACKNOWLEDGE and NO_ACKNOWLEDGE
acknowledge mode will see the same paging behavior.

CR240125

java.rmi.ConnectException occurred when a JMS server was deployed to a
Managed Server after the Administration Server was restarted.

This problem has been resolved.

CR240553

IllegalStateException occurred when the Bridge adapter tried to stop a connection
that was already closed. However, this exception did not have any impact on the bridge
behavior.

The problem has been resolved.

CR243416,
CR259753

When an T0Exception, SecurityException, etc. exception occurred when sending
a JMS message, an I11legalStateException was displayed instead of the actual
exception.

Now, the correct underlying exception is displayed instead of the
IllegalStateException.

CR244787

A client application that used either transacted sessions of user transactions could hang on
TransactionRolledBackException when the JMSServer was not located on the
same server as the JMS connection.

This problem has been resolved.

CR244874

Zombie consumers were sometimes observed when remote Java client spawned multiple
threads and each thread created a JMS connection.

This problem has been resolved.

CR247580

Message-Driven Beans stopped receiving messages after JMS quotas was exceeded.

This problem has been resolved.

CR252085

JMS server migration failed when the migration attempt was made after the Administration
Server bounced, and the JMS Server hosted distributed destination members.

This problem has been resolved.

CR256298

JMS threw java.util.ConcurrentModificationException during backend
security check.

This problem has been resolved.
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CR267776 ~ Memory leak in JMS subsytem of WebLogic Server caused OutofMemory error.
Producer security participant hashmap logic has been optimized to handle this situation.

CR268986  Persistent messages published to a distributed topic that were pending on the distributed
topic's internal system subscriber were not forwarded after server restart.
Now, the system subscribers are durable even after server restart and so, the durable
subscriber need not be explicitly configured.

CR274483  When the allowed maximum value, 2147483647, was specified for the Transaction

Timeout attribute for the JMS Connection Factory, the value was treated in milliseconds
rather than seconds.

This problem has been resolved.
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CR182523 Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/195

CR213034 Redelivery of JMS message did not occur after migration on transacted messages.

This problem has now been resolved.

CR258893 When messages were transferred via messaging bridge, a few pending messages remained on
a target destination after javax.transaction.SystemException occurred in
messaging bridge.

This problem has been resolved.

CR265136  Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/187

CR2656260  Security error occurred when inter-domain transactions were used without enabling
inter-domain trust.

This problem has been resolved.

CR269661 HEURISTIC_HAZARD exception occurred when a foreign JMS resource responded with
XA_RBROLLBACK. This problem occurred only when the transaction branch was marked
for roll back.

Now, when XA_RBROLLBACK response is sent, the transaction is rolled back.

CR270180 HeartbeatMonitorUnavailableException occurred when connection to the

remote server was lost. Since list exception was ignored instead of removing the reference to
the unavailable server, distributed transaction failed with ConnectException.

This problem has been resolved.
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INDI

Change  Description

Request

Number

CR241138 Removal of the notification listener was not thread-safe and it caused

ConcurrentModificationException

This problem has been resolved by synchronizing the removal of the notification listener.

WM

Change  Description

Request

Number

CR133367 Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/194

CR252304 When the RMI service of a remote server was called from a servlet after a

MaxMessageSizeExceededException occurred, some threads stopped indefinitely
at the status of waiting for an RMI response.

This problem has been resolved.

Node Manager

Change  Description

Request

Number

CR219954 When you tried to start two managed servers simultaneously from the Node Manager,

WebLogic Server failed to start one of the managed servers due to an
InstanceAlreadyExistsException.

This problem has been resolved.
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CR245364 The default Cipher Suite for NodeManager could not be changed.
The Cipher Suite can now be changed using CipherSui te, which is a new property in
nodemanager . properties. However, only one cipher suite can be specified in
nodemanager .properties.

CR256502  After restart, Node Manager waited for the interval specified for
ScavangerDelaySeconds before recovering monitored processes.
This problem has been resolved.

CR270560 When no parameters were passed to remote start a Managed Server, the Managed Server did

not pick up these properties from nodemanager .properties.

ServerStartArgs property has to been added to nodemanager .properties. So,
to pick up properties from this file for starting Managed Servers, specify
'ServerStartArgs= ' inthe file.
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Operations, Administration, and Management

Change
Request
Number

Description

CR135890

While upgrading from 8.1 to 8.1 SP2, ambiguous reference errors occurred when the
<JMSTemplate> tagwas nested inside the <JMSDistributedQueue> or
<JMSDistributedTopic> tags and the <JMSTemplate> was moved out of the
distributed destination and placed under the distributed destination parent domain.

This problem has been resolved.

CR186017

JDK did not print the seconds value of a date when the Ful1 format was used on certain
locales such as £r_ FR. The Long format for date, however, included the seconds value.

Although the default formats of Date and Time have not been changed, these formats can now
be configured.

CR209949

When comma separated multiple directories were specified as values for the
alternateTypesDirectory property, WebLogic Server did not load valid archives
present in these directories. Archives were loaded only when a single directory was specified
for the property.

This problem has now been resolved.

CR224350

When there was an unhandled exception in the handleNotification () method of
weblogic.management. timer . Timer, delivery of timer notifications did not take
place.

CR225812

Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/184

CR236930

Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/188

CR238988

Since the CommoMBeanProxy stub cached the adminMBeanServer stub as an
instance variable, the adminMBeanServer stub was stale after the Administration Server
was rebooted.

This problem has been resolved.
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CR240599

When the Properties attribute of type Map was set on
JDBCDataSourceFactoryMBean using the weblogic.Admin tool, the command
line values were not parsed correctly when comma (, ) was used as a delimiter.

The expected delimiter for Map type attributes has been changed to semicolon (; ). Now, the
Properties attributes can be set correctly using the weblogic . Admin tool.

CR242664

Users belonging to the “Operator” group could start and stop servers, but they could not
reconnect to the managed server using the di scovermanagedservers command line
option because of insufficient privileges.

Now, users belonging to the “Operator” group have permission to run the
discovermanagedservers command.

CR248574

Users belonging to the “Operators” and “Deployer” groups had permission to start and stop
individual servers, but did not have permissions to start or stop servers in a cluster.

This problem has been resolved.

CR254404

In the JMX Timer implementation, certain threads were unused (not started) if the
notifications was added to the timer before the timer was started. These unused thread
objects could not be garbage collected and caused a memory leak.

This problem has been fixed.

CR255020

After the JMS Services were migrated to a server other than the hosting server, the services
remained on the destination server only until the Administration Server was not restarted.
After the Administration Server was restarted, the PreferredServer was reset to point
to the original server.

This problem has been resolved.

CR256343

When running the EXISTS_POOL command on the Administration Server of a domain with
Managed Servers, the command only returned true if the pool was deployed on the
Administration Server. Since connection pool names must be unique in a domain, this
command should have returned true if the pool existed in the domain, not only on the
server.

WebLogic Server now returns t rue if a pool with the specified name has been configured in
the domain.

CR258534

The weblogic.admin command behaved incorrectly when it was run with a
BATCHUPDATE and the batch file contained commands to add a cluster.

This problem has been resolved.
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CR263973 NullPointerException occurred on Administration Server when Managed Server was
started using the Node Manager.

This problem has been resolved.

CR266157 weblogic.admin BATCHUPDATE command threw an error when commands in a batch
file contained space or escape characters as part of the MBean name.
The problem has been resolved.

CR266288  Users belonging to the “Monitor” role could not view the deployment descriptor in the EAR
due to insufficient permissions. So, users could view EJB Desriptors, WebApp Descriptors,
Connector Descriptors, etc. but not Application Descriptors.

This problem has been resolved.

CR271905 Parallel access to an un-synchronized data structure that tracked version numbers for
DeploymentTaskRuntimeMBeans caused InstanceNotFoundException
during partial redeployment.

This problem has been resolved.
CR273152 When the Administration Server was restarted, parallel access to un-synchronized data

structure caused NoSuchElementException from Managed Server.

This problem has been resolved.
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CR223636 Inamultiple cluster environment, it was difficult to track all the log messages for a particular
request in the plug-in log file.

Now, a unique request ID has been associated with each log message.

CR233924 Now, HTTPClusterServlet first tries the preferred PRIMARY and then tries the
SECONDARY server. If both these servers are unavailable, the request is directed to the next
available server.

CR237058 The W3SVC IIS application pool that ran i i sproxy.d11 sometimes crashed.

This problem has been resolved.

CR237675 When a resource hosted on IIS was directly requested, the response was sent in one packet.
However, when a resource hosted on WebLogic server was requested via the IIS plug-in, the
response generated by the server was sent in two packets, although the server itself sends it
as one packet to IIS.

IIS Proxy Plug-in now sends the response as one TCP packet including headers and body (as
sent by the WebLogic Server to IIS).

CR239561 WebLogic Apache Plug-in did not correctly handle MIME types for cascading style sheets.
This problem has been resolved.

CR240593  Graceful shutdown of a cluster node no longer causes in-flight sessions to
fail.

CR243059 When the back end WebLogic cluster was on high load, the NSAPI plug-in caused the Web
server process to crash.

This problem has now been resolved.

CR243676  Using the IIS plug-in and downloading large static files hosted on WebLogic Server was very
slow. For files larger than 20 MB, several TCP packets were being sent to the client leading
the performance degradation.

The response buffer size has now been increased to reduce the number of partially filled TCP
packets.

CR243845 Now, when Sun One Web Server is configured as a reverse proxy along with BEA WebLogic

plug-in, chunked transfer encoding no longer fails for large content.
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CR244797  Since the logs folder could be customized in the httpd.conf file, Apache plug-in could not
create the necessary lock file while starting Apache server.

Now, the lock file (with PID appended to the file name) is created under the /tmp folder for
UNIX and under APACHE_HOME for Windows.

CR245461 When the Welcome page of a web application was accessed from an Apache Plug-in that had
the PathPrepend and PathTrim properties set, an endless loop of HTTP requests were sent
from the browser via the plug-in to WebLogic Server.

This problem has now been resolved.

CR251562  Apache plug-in no longer fails when client sends large POST data as HTTP
chunked transfer.

CR253814  Apache plug-in failed when HTTP transfer encoding was chunked.

This problem has been resolved.

CR255498 The WebLogic plug-in for Apache (for versions prior to Apache 2.0.48) has now been
redesigned to create mutexes only if MPM is multi-threaded.

CR259649 WLExcludePathOrMimeType property did not work correctly if its value was set to a
directory.

This problem has been resolved.

CR264288 For a HEAD request (size of body is 0), Content-Length Header was missing in the response

sent by Apache.
This problem has been resolved.
CR269057 HttpClusterServlet and HttpProxyServlet did not forward multiple response

headers with the same name. When more than one response header with the same name was
sent, only one of those headers was sent to the client.

This problem has been resolved.
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CR193157  When an EAR file was redeployed, the EJB stub was regenerated using the originally

deployed classloader. This caused a ClassCastException because the classloader of
the EJB stub differed from the current application classloader.

This problem has been resolved.

Security

Change
Request
Number

Description

CR130515

Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/181

CR136729

Prior to this release, events with severity level greater than or equal to the configured audit
severity level were logged.

Now, the default audit provider configuration has a CUSTOM severity option. If the level is
set to CUSTOM and one or more severity levels are specified, only events of the specified
severity levels are audited. However, if this option is not set, all events with severity level
greater than or equal to the configured audit severity level are logged.

The system properties that indicate the severity levels are
weblogic.security.auditInformation,
weblogic.security.auditWarning,weblogic.security.auditError,
weblogic.security.auditSuccess,and
weblogic.security.auditFailure

For example, to log just INFORMATION and FAILURE events, configure your provider for
cusToM and set these system properties for WebLogic Server:

-Dweblogic.security.auditInformation=true

-Dweblogic.security.auditFailure=true

CR196456

Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/193
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CR208126  The size of the change logs that record the updates made to the Administration Server
became very large over a period of time.
Now, the change logs do not grow in an unbound manner. In addition, you can use the
-Dweblogic.security.ldap.changeLogThreshold=<number of
changes> property to truncate the updates to the change log.
CR217083  WebLogic Server rejected certificates witha Certificate Policies extension.
The problem has been resolved.
CR225070  WebLogic Server plug-in for IPlanet 6.0 SP3 on Solaris did not correctly pass the client
certificate.
This problem has been resolved.
CR235145,  When an interrupt or exception occurred while closing the SSL connection, the underlying
CR262180  socket was not closed.
This problem has been resolved.
CR238192  Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/198
CR238944  Calls to WLSSLAdapter.loadLocalIdentity failed with
java.security.KeyManagementException.
Older private keys can now be loaded by Web Service clients.
CR239255  On Linux platforms, a socket that was closed could remain open if it was polled by something
else. This could result in many open sockets.
This problem has been resolved.
CR239321  The entitlement property for preloading the cache was not set correctly.
This problem has been resolved.
CR239657,  Unique members on a managed server were lost when the embedded LDAP of the
CR264049  Administration Server was not in sync with the managed server.
Now, entries that have more than 127 values are correctly replicated in the managed server.
CR240904  Refer to the security advisory information available at:

http://dev2dev.bea.com/pub/advisory/196
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CR242606

Managed Servers no longer fail at startup when the MasterFirst flagis set to True (as
part of the domain-side security configuration), and the default embedded LDAP access
control lists are in use

CR243242

User locking, unlocking and bad password counts were incorrect when the authentication
provider was user name case insensitive and caseSensitiveUserNames was set to
false (the default value) or when the authentication provider was user name case sensitive
and caseSensitiveUserNames was set to true.

This problem has now been resolved.

CR243498

Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/175

CR244418

When data is available, WebLogic Server reads data from the socket. Sometimes, the socket
showed that data was available for read, but the read operation did not return any data. The
server then went into a recursive loop leading to a StackOverflowError.

This problem has been resolved.

CR249521,
CR215718

Multiple step identity assertion interfaces were available in the WebLogic Server security
framework in 8.1SP5. However, this feature could break existing custom providers that used
auditing, and custom auditors themselves, and clients that received audit events.

The AuditAtnEventV2 interface has been removed. This change should have no affect on your
code written to the 8.1SP4 Audi tAtnEvent interface. However, if you modified your code
to the AuditAtnEventV2 interface, you need to change it back in order to use it in the 8.1SP5
or 8.1SP6 release.

CR250189

The memberURL attribute of the dynamic group now correctly retrieves the users belonging
to the group.

CR250264

Due to the default access control lists shipped with WebLogic Server, users could not change
associated passwords.

This problem has been resolved.

CR253594

The fix for CR210310 was only included in weblogic. jar and not IN
webserviceclient+ssl. jar.

Now, this fix is included in all web services . jar files.
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Change Description
Request
Number

CR255630,  WebLogic Server did not always handle proxy properties correctly.
CR264699,

This problem has been resolved.
CR259757

CR257400  Failed to create a SPNEGO provider because the MBean's Act iveTypes attribute was not
writable.

This problem has been resolved.

CR263358  Two-way SSL connection to IIS 5.0 failed with SSL.HandshakeException.

This problem has been resolved.

CR266441  Authentication to an external LDAP did not work when
useRetrievedUserNameAsPrincipal was set to true for the configured ADS
security provider.

This problem has been resolved.
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Change Description

Request

Number

CR132872  Ifyou are using the ServletResponseWrapper class and include an HTML file in the
JSP after calling getWriter (),weblogic.servlet.FileServlet throws an
IllegalStateException while calling the getOutputStream () method.
This problem has been resolved. FileServlet no longer throws an exception when you
use the ServletResponseWrapper class with a JSP that includes a call to static files
after calling the getWriter () method.

CR181868  Webapp Container ignored Authentication information for unsecured resources and invoked
the resource as Anonymous.
Now, Webapp Container looks for Authentication Headers even for an unsecured resource,
and tries to authenticate the user specified using those headers and later calls the unsecured
resource using that user. However, this is only applicable if the user has not already been
authenticated using a different user.

CR198547  Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/185

CR218694  Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/192

CR219805  Compilation of JSP no longer fails when Java comments span multiple scriptlets as shown
below.
<%/*%>
[HTML code]
<&*/
{
/*comment* /
}
%>

CR222820  URL parameters were lost when WebLogic Server switched from HTTP to HTTPS
This problem has been resolved.

CR236526  During failover between servers, requests containing stale sessions are no longer served in

case of JDBC persistence.
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Change
Request
Number

Description

CR239831

When a large file was forwarded from a JSP with autoFlush=false, an infinite loop
occurred in ChunkOutput .writeStream().

This problem has been resolved.

CR240141

When ErrorPage was configured in web . xm1, StackOverflowError occurred if
in-flight requests existed while undeploying the application.

This problem has been resolved.

CR241734

When an application threw a 403 exception, the error page mapped to this error code was
correctly displayed in the browser only once. The 403 error message was displayed in the
browser for subsequent attempts to access the same application.

This problem has now been resolved.

CR242858

When the w1 : summary tagavailable in Weblogic-vtags.jar was used by JSPs, the
query string was not passed to the next page.

This problem has been resolved by adding the AddQueryParams optional boolean field to
the wl : summary tag.Whenthe AddQueryParams field is set to True, the query
string is appended to the URI.

CR244689

ArrayIndexOutOfBoundsException occurred when a zero length string was
returned by Accept-Language header.

Now, default locale is used when Accept-Language header returns a zero length string.

CR245164

In the case of HTTPS requests, multiple applications deployed on WebLogic Server did not
work with single sign-on.

This problem has been resolved.

CR246424

When servlet filters were used, wrapped responses did not correctly handle changes in the
character set.

This problem has been resolved.

CR247655

Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/189

CR248397

Since the number of socket muxer threads is limited in the server, deadlock sometimes
occurred when the incoming requests had bad headers and the error page was served on the
socket muxer thread instead of on a separate thread.

This problem has been resolved.

WebLogic Server 8.1 Release Notes


http://dev2dev.bea.com/pub/advisory/189

Change
Request
Number

Description

CR250915,
CR273129

Sometimes, under heavy load, messages related to BEA-101326 or BEA-101083 were logged
in WebLogic Server logs when valid sockets were closed prematurely due to corruption in
data structures. However, these exceptions had no impact when the client was a web browser
because only idle TCP connections and not active connections were prematurely closed when
this problem occurred.

A socket is now closed only after the socket times out.

CR251800

When DirectoryIndexEnabled was set for a Web application and there was a
multi-bytes name in the Web application directory, the generated response did not correctly
display the multi-bytes name.

This problem has been resolved.

CR253615

When the WebAppComponentRunt imeMBean .getDeploymentState () API was
used, WebLogic Server always returned UNPREPARED as the deployment state for web
applications (even for applications in active and running state).

This problem has been resolved.

CR254360

ClassNotFoundException was thrown for classes in the WEB-INF\1ib directory
when weblogic. jspc was used, and the application code used the context classloader.

WebLogic Server no longer throws a ClassNotFoundException under these
circumstances.

CR258755

During undeployment or server shutdown, WebLogic Server did not wait for in-flight requests
of all applications to finish.

Now, the weblogic.http.inflightRequestTimeoutSecs property has been added. When this
property is passed during server startup, server waits for the duration specified by this
property (in seconds) for in-flight requests of all applications to finish. This value overrides
any value declared in weblogic.xml.

CR259956

Attempt to change the Content-Type after calling getWriter () threw an
IllegalStateException.

This exception no longer occurs. However, the new content type is ignored and the response
is written back to the client with the original content type.

CR263388

SessionData.getInternalAttributethrewan IllegalStateException
when EncodeSessionIdInQueryParams was used, and the session was invalidated
programmatically.

This problem has been resolved.
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Change Description

Request

Number

CR264139 DestroyContext was not called during rollback for the webapp module when some other
module in the application failed to deploy.

This problem has been resolved.

CR265340 A secure cookie (_wl_authcookie_) was not generated when an application used
ServletAuthentication WebLogic class to authenticate and pass a custom JAAS
CallbackHandler toit.

This problem has been resolved.

CR2656366 NameNotFoundException occurred on JNDI lookup when web . xm1 contained
<res-type>java.net.URL</res-type>.

The client can now do the JNDI lookup if <res-type> in web.xm1 has been declared as
java.net.URL and the JNDI name is given as
http://$HOST:PORTS/$SCONTEXT ROOT/Resource.

CR267058  When HTTP requests were received at the same time as log-rotation, deadlock sometimes
occurred when the ELF Headers were written to the Log file.
This problem has been resolved.

CR267161 ClassNotFound Exceptions were not logged in the log file or shown on standard output.
All the exceptions except for the SocketResetException are now logged.

CR271538  Exception occurred when EJB lookup was done using Ht tpClusterServlet with the

EJB deployed on the backend server, and HTTP Tunneling was enabled.

The client can now lookup EJB on the backend server by using the new
weblogic. tunnel .prefixpropertywhen the lookup is done using proxy server having
HttpClusterServlet with HTTP Tunneling enabled.
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Change Description

Request

Number

CR258759 Intermittent timeout on the SNMP Tool occurred due to mismatches found in the SNMP
Request Handlers. These mismatches caused infinite looping of the client until the server
returned correct data.
This problem has been resolved.

CR268380 The SNMP Request Handler for EntityCacheCurrentState entity updated the wrong data

structure. These values were not correctly returned and so the SNMP client executed
infinitely until the expected values were returned.

This problem has been resolved.

Tools

Change Description

Request

Number

CR232808  Prepared statement leak occurred on inserting more than 1000 chars to the database field
because of a bug in Oracle driver.
The bug has been resolved by Oracle.

CR247592  There was a negative impact on performance when BEA Type4 driver was used with Oracle

10G.

This problem has been resolved.
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Change
Request
Number

Description

CR126453

An attempt to change the JMS store used for Reliable Soap Messaging leads to a 'Server
already exists' message.

The default JMS server for Reliable Soap Messaging is
WSStoreForwardInternalJMSServer<servername>. An attempt to change the
JMS store causes WebLogic Server to fail on restart. WebLogic Server now allows you to
change the JMS store. However, any messages used for Reliable Soap Messaging in the
previous store would be lost.

CR187361

Soap messages containing attachments were not handled correctly.

This problem has been resolved.

CR189319

When the included schema did not specify targetNamespace, XxSDvalidityException
occurred when the client application was generated using clientgen.

This problem has been resolved.

CR189630

When sSOAPBody was replaced by SOAPBody . detachNode () and
SOAPEnvelope.addBody (), and again added using addBody (), the resultant
SOAPMessage did not contain the SOAPBody.

This problem has been resolved.

CR202225

The value associated with <soap:address location="..." />inthe WSDL could
not be customized in servicegen or using web-service.xml file.

Now, the defaultEndpoint attribute canbe used bothin servicegen/client and
clientgen ant tasks to update the endpoint URL of the WSDL.

CR227508,
CR229067

The WSDL file generated by WebLogic Server was not compatible with WS-I Basic Profile 1.0
when extra text nodes (spaces, tabs) were generated in the resultant WSDL, and when the
namespace was added to the soap : binding in the case of document style WSDL service.

Now, the WSDL generated by WebLogic Server is compatible with WS-I Basic Profile.

CR232701

When the input and output message names were the same, compilation failed because the
generated stub had the same name for the arguments of the method.

Now, 2 is appended to the second argument in the argument list. For example, if the input
and output message name is msg, then the argument list ismsg, msg2.
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CR237756 ~ When two-way SSL was used to secure the connection when invoking a WebLogic Web
Service, WebLogic Server always asserted the identity of the certificate to ensure that it
mapped to a valid WebLogic Server user.
Now, when you use two-way SSL to secure the connection when invoking a WebLogic Web
Service, WebLogic Server uses anonymous identity to authorize access to the Web Service. If
this authorization fails, WebLogic Server first asserts the identity of the certificate to ensure
that it maps to a valid WebLogic Server user and then uses that user identity to invoke the
Web Service.

CR238017 Clientgen generated wrong stub method signature when the complex type extended from
another type and had a single array of element.
This problem has been resolved.

CR239515  The targetNamespace attribute for the autotype ant task was being ignored by the tool.
This problem has been resolved.

CR239750 XML generated using SOAPElement . toString () method was formatted based on the
pretty-format.
This problem has been resolved.

CR240277 outOfMemoryError occurred at
weblogic.xml.babel.scanner.ScannerState under heavyload when the
Babel parser was used.
This problem has been resolved.

CR240673  WebLogic Server was unable to parse &#0; (&#x0; ) character references.
This problem has now been resolved.

CR244903  When the plug-in was configured to use the PathPrepend parameter, the web service
soap:address location contained the PathPrepend.
Now, WebLogic Server removes any PathPrepend value found in the location URI before
setting the location headers.

CR246728  clientgen failed to generate code from a WSDL that contained elements without a prefix

(elements in the default namespace)

This problem has been resolved.
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Change
Request
Number

Description

CR250750

Web Service client failed when the client request was via a HTTP proxy that required
authentication.

This problem has been resolved.

CR253973

When two beans that inherit from a single class were compiled using a single servicegen task,
the generated Codec were incorrect and did not follow the inheritance hierarchy.

This problem has been resolved.

CR254204

Clients that invoked one-way operation over JMS binding opened receiving threads to poll the
JMS queue for a web service response. Since one-way methods do not return anything, the
thread should not be waiting for a response.

This problem has been resolved.

CR254212

When a proxy host is used for a few, but not all web services clients, and when the non-proxy
host property -Dht tps . nonProxyHosts was set to t rue, the container still attempted
to use the proxy to connect to these hosts.

Now, the
-Dweblogic.webservice.transport.https.proxy.nonProxyHosts
system property has been added for the web service client. Using this property, you can
specify the hosts that should be directly connected using SSL, even when
-Dweblogic.webservice.transport.https.proxy.proxyHost issetto
true.

CR257606

When web service calls were made using SSL, java.net . SocketException occurred
because the socket that was used to retrieve the WSDL was not closed. This error occurred
because there were too many open files.

This problem has been resolved.

CR258325

Web service client making an outbound SSL call no longer generates a memory leak.

CR258574

SOAP fault was not thrown when a java class-based web service client made a request without
the required username token.

This problem has been resolved.

CR265930

Clientgen failed to create the client jar file for simpleType withrestriction
base="xsd:base64Binary".

This problem has been resolved.
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CR266255  Under heavy load, obtaining session from the web service caused
weblogic.webservice.context.ContextNotFoundException.
This problem has been resolved.

CR266913  WebLogic Web Services client created using clientgen failed to parse the response when it
interacted with the Axis Server using multirefs element.
The problem has been resolved.

CR268607  When the web service name containeda . (period) character, the service was not compiled
properly.
This problem has been resolved.

CR268909 java.lang.NoClassDefFoundError occurred when a web service with an

attachment was sent from the server to the client. This problem occurred only when the web
service client used webservicesclient.jar.

This problem has been resolved.
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WebLogic Tuxedo Connector

Change  Description
Request
Number
CR236397 Undeploying or removing a WT'C server leaves the local domain listening port open.
Now the WTCService ensures the proper shutdown of the thread and closes the server socket.
CR236618 When using WI'C with Tuxedo applications, a transaction will be committed even when
TPENOENT is returned.
Now, when a call fails with TPENOENT, the commit will also fail.
CR237600 When a communication problem occurred between WebLogic Tuxedo Connector (WTC) and
Tuxedo during a transaction commit, the following problems occurred:
e  WTC did not timeout when no response was received.
e WTC did not retry to commit the transaction.
e After communications were reestablished, the transaction on Tuxedo was rolled back.
These problems have been resolved.
CR239312 WebLogic Server hangs due to no response between WI'C and Tuxedo CORBA requests.
CR256289 A timeout value for CORBA requests has been added that resolves the WebLogic Server hang.

XML

Change  Description

Request

Number

CR218364 NullPointerException occurred when RegistryDocumentBuilder was used
with schema validation to parse XML documents.
This problem has been resolved.

CR262338 oOutofMemory exception occurred while parsing large XML documents.

This problem has been resolved.
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Resolved Problems for Service Pack 5

Service Packs are cumulative; Service Pack b contains all fixes made in earlier Service Packs released
for BEA WebLogic® Server 8.1.

The following sections describe problems that were resolved in BEA WebLogic Server® 8.1 Service
Pack 5.

“Administration Console” on page 4-3
“Cluster” on page 4-8

“Connector” on page 4-8

“CORBA” on page 4-9

“Core WebLogic Server” on page 4-10
“Deployment” on page 4-15

“EJB” on page 4-15

“Installer” on page 4-23

“J2EE” on page 4-23

“jCOM” on page 4-23

“JDBC” on page 4-24

“jDriver” on page 4-30
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e “JMS” on page 4-30

e “JNDI” on page 4-35

e “JTA” on page 4-35

e “JVM” on page 4-37

e “Node Manager” on page 4-37

e “Operations, Administration, and Management” on page 4-39
e “Plug-Ins” on page 4-47

e “RMI” on page 4-51

e “Security” on page 4-53

e “Servlets and JSPs” on page 4-57

e “SNMP” on page 4-63

e “Tools” on page 4-64

o “Utilities” on page 4-65

e “Web Services” on page 4-65

e “WebLogic Tuxedo Connector” on page 4-70
e “XML” on page 4-72
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Change  Description

Request

Number

CR081329 The Refresh button no longer opens the page that was previously opened, but instead
refreshes the page that is currently opened.

CR106556 No exception was being thrown when an existing provider with the same name was replaced.
Now, WebLogic Server throws an InstanceAlreadyExistsException if an MBean is already
registered with the given name. The error message is displayed in the Administration
Console.

CR107353 The Administration Console only displays the 48 users per authentication provider in a
security realm. A filter was provided to narrow the results, but there was no indication that
there were more users than what was being displayed.

Now, the console indicates to the user that there are more users in the security realm than
the console can display.

CR107977 The Administration Console in Japanese mode now displays the expected content when you
select Servers in the left pane and then click Customize this view... in the right pane,
regardless of the browser you are using,

CR1356899 If the Administration Server and the Managed Server are running on different multi-byte
locales, the Managed Server log can now be viewed correctly in the Administration Console
when you select the locale of the Managed Server in the Console Preferences page.

CR174743 WebLogic Server correctly updates the config . xm1 file when the Administration Console
is used to change the load order of Web applications. Previously, the leading “/” character in
the application path was incorrectly overwritten.

CR178121 Correct values of user lockout attributes are now shown in the Administration Console with

custom security providers in non-default security realms other than the default security
realm.
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Change
Request
Number

Description

CR178658

The Servlet Extension Case Sensitive attribute has been added to server and cluster
configurations, and the Web App Files Case Insensitive attribute has been added to the
security domain configuration.

These attributes specify whether file lookups for Java Server Pages (JSPs) are case sensitive
on all platforms except win32; file lookups from standard win32 file systems are always
case-insensitive. On case-insensitive file systems other than win32 (such as NT Samba
mounts from UNIX or Mac OS that have been installed in case-insensitive mode), specify
case-sensitive lookups by setting these attributes to False to prevent the JSP from returning
its source code. For example, if a JSP is being served from a Samba mount and you have
specified case-insensitive lookups, WebLogic Server converts all file name extensions to
lower case before looking up the JSP.

Possible values and usage:
08 (the default value): WebLogic Server relies on the operating system for pattern matching.
True: WebLogic Server enforces case-insensitivity irrespective of the operating system.

False: WebLogic Server enforces case-sensitivity irrespective of the operating system.

CR180077

The custom attribute and the Display Message appear in the Administration Console under
the Details tab. Help text for security provider custom attributes is displayed in the
description tag of the attribute defined in the descriptor files.

CR183868

When deleting an application from the server, the message in the Administration Console no
longer indicates that the deletion process has been completed. Instead, now the message
indicates that the deletion process will be completed.

CR191904
CR215149

New servers can be added to a cluster without error even if the cluster has an existing list of
members that are running,

CR191989

When you clone a server through the Administration Console, the LogMBean and the
ExecuteQueues are now properly copied.

CR196590

The Administration Console now shows Redirections as the child of the WI'C Service itself
instead of as the child of tBridge.

Also, the Administration Console no longer allows you to configure identical Redirections
(that is, Redirections with the same name) to the same WTC Service.

CR199870

If an error occurs while you are configuring a new execute thread, the error is now displayed
on the current page rather than on the MBean parent’s page.
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CR199916 The Virtual Machine no longer crashes during redeployment.

CR234184 Synchronization was added to the deployment descriptor editor code so that only a single
thread can un-jar the application descriptor.

CR201904 When you use the Target Each Module button to deploy an EAR file containing one or more
Web applications, the deployment no longer fails.

CR202739 The Apply button is now displayed in the Administration Console for Monitor, Operator, and
Deployer IDs and in the Customize Logs page.

CR206190 The Administration Console threw an error if the Console extension did not contain
index.xml and the catalog for the selected language or locale.

The Administration Console uses the default catalog if index.xml is not present or if no
catalog is defined for the selected language or locale.

CR208509  You can now use the DISCOVERMANAGEDSERVER button, to re-establish administrative

CR221784  control over Managed Servers even after the Administration Server has already started, using
the Administration Console.

CR208547 The inline help text has been updated to show that the custom Hostname Verifier can
implement either weblogic.security.SSL.HostnameVerifier (deprecated) or
weblogic.security.SSL.HostnameVerifierJSSE.

CR209781 The Administration Console left pane (applet) is now working properly with the Microsoft
JVM.

CR211026  When an EJB was deployed on a Managed Server and the in-flight transaction was monitored,
the transaction appeared on the Administration Console, but could not be rolled back by
using the Force Local Rollbackand Force Global Rollback functions.
The Force Local Rollbackand Force Global Rollback now work properly.

CR212870 When two applications with one application-scoped datasource per application were

CR126808 deployed on the same server and the datasources had the same name, an
InstanceAlreadyExistsException was thrown.

CR215833 ) L .

Code was added to configure the pool name to be application-specific when necessary.

CR214041 Opening the Global Role editor pop-up in the Administration Console no longer results in an

Apache 500 error.
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CR215112  The following pages in the Administration Console are now consistent in how they show the

CR221786 current state of Managed Servers:

e Domain Monitoring
e Domain Control

e Servers Table

e Server Monitoring
e Server Control

CR215352  Force Local/Global Commit now works against the transaction running on Managed Servers.

CR216670 When you exceed your number of authentication attempts, a message is logged throughout
the domain saying that you are locked out. Now, the Administration Console also shows the
lockout message.

CR216851 The Define Security Policy and the Define Scoped Role pop-up menu options are no longer
available for JMS bridge destinations.

CR217508 The banner in the Administration Console now shows the user authenticated against
WebLogic Server instead of the proxy user ID.

CR217812 The Administration Console Web Application deployment testing tab can now handle the
default context (/). Now, no extra / will be added with the default context (/).

CR222458  Clicking the Administration Console deploy button restaged Web Applications to targeted
Servers.

The Administration Console no longer restages files that already exist.

CR222872  The order of filter connection rules displayed in the Administration Console is now the same
as the order you entered before you click the Apply button.

CR223073  If the method signature contained array as parameter, the method name was not passed to
the security subsystem while security policies for Web Services were being defined, which
resulted in a java script error.

Now, the method name is passed to the security subsystem in the correct format when
method parameters contain array, and the java script error is no longer thrown.

CR224902  Now, if a resource is deleted, its associated security policy and scoped roles are also deleted.
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CR229823

When a user with the Deployer role selected the Testing Tab, WebLogic Server threw a
weblogic.management . ManagementRuntimeException. Thereafter, clicking
on any application in the left pane would continue to generate an exception.

Now, instead of getting the weblogic.management.ManagementRuntimeException in the
right pane, the user gets to see the right pane with the Configuration tab selected.

CR231512

The Connection Policy screen for the BEA WebLogic Tuxedo Connector " now shows the
correct text.

CR231600

Java script pop-up windows showing cookie information are no longer displayed in any of the
following scenarios:

1. Log in to the Administration Console and enter the following URL:

http://localhost:7001/console/actions/mbean/MBeanFramesetAct
ion?sidebarFrameId="'%5d%22%3e%3b%3cscript¥3ealert%28document
%2ecookie®29%3b%3c%2fscript®3e

2. Open a new browser and type the following URL:

http://localhost:7001/console/actions/common/SidebarAction?%
3cscript%3ealert%28document%2ecookie%$29%3b%3c%2fscript%3e

3. Open the Administration Console (http://localhost:7001/console), and
click the [Sign In] button with a blank password. Then the request is redirected to

http://localhost:7001/console/j_security_check.
Then input the username as follows:

weblogic"><script>alert (document.cookie)</script>
Click the [Sign In] button.

CR237076

On the Define Security Policy and Policy Condition pages, the Add button is no longer
incorrectly displayed as the And button

CR237153

You can now enable Multicast Data Encryption through the Console to prevent insecure
multicast messages in a clustered environment.

CR238256

The password is no longer incorrectly displayed as clear text in server.log, config.xml, and the
Administration Console.

CR239846

Combo patch request of CR236810 and CR202495.
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Cluster

Change
Request
Number

Description

CR219614 When a Managed Server made an initial connection to the Administration Server using the

Administration port, all subsequent connections from that Managed Server were also made
using the Administration port.

By default, connections are made to the default listen port. However, if a user has
Administrator privileges, subsequent connections will be made using the Administration
port.

CR223302

In a cluster that has the domain-wide local administration port enabled, migrating the JMS
server no longer fails with a NameNotFoundExcept ion when WebLogic Server tries to
look up an internal service called weblogic.cluster.migrationControl.

Connector

Change  Description

Request

Number

CR210249 When <security-permission> is specified in the ra . xm1 file, the connector module now
deploys with no problems.

CR211694 The WebLogic JCA handle no longer causes a memory leak. Connection handle instances are
tracked through an objectID hashmap and are now cleaned up when the connection handle
is closed.

CR231963 There is no longer a memory issue during resolution of resource references in a connector

module.
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Change  Description

Request

Number

CR201403  Previously when the client sent the close message, the server side did not close the socket

CR213972  because it expected more input from the client. The socket never got closed, which eventually

CR203077 caused connection leakage.

Now, when the client receives a close connection message the socket is closed to prevent
connection leakage.

CR206054 WebLogic ORB displayed a Nul1PointerException and threw a CORBA . UNKNOWN
error instead of returning false for the _is_a (String) CORBA call when the string that
was passed in did not match the calling CORBA object.

Code was added to check whether the method, which is used to find the object identified by
the repository identifier, returns null or not.

CR220716 The maximum number of file descriptors (fds) that can be specified for the ioctl call without
causing an exception is one fewer than the operating system limit for the number of fds. This
restriction is new in Solaris 10.

To avoid getting an illegal argument exception when starting the server, the maximum
number of fds is now set to one fewer than the operating system limit.

CR224353 A CORBA object registered with WebLogic ORB could be reached over a non-SSL port, but

not over an SSL port. When the non-SSL port was disabled, an incorrect value of -1 was
assigned in the IOR.

The correct value of 0 is now assigned.
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Core WebLogic Server

Change  Description

Request

Number

CR108791 When the server state was SHUTDOWN_IN_PROCESS and Runtime.getState was called,
WebLogic Server returned the wrong string.
Now, WebLogic Server returns the correct string, which depicts the state of the server.
If your applications were dependent on the wrong string constant that was being returned,
you may need to change the string constant.

CR128813 It is now possible to create a network channel for the "admin" protocol that specifies an
interface (that is, ListenAddress) that is different from the default network channel.

CR177987 The following was an error in poll with Socket Exception that occurred with

CR236405 performance pack enabled:
java.net.SocketException: Error in poll for £d=32, revents=8
This problem was fixed in PerformancePack for HPUX_TPF.

CR179278 Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/141

CR1825556 When JMS was migrated from server1 to server2, WLIAdminMDB, the Message-Driven Bean
responsible for garbage collection in the WebLogic Integration Document Store, threw a
NameNotFoundException, which caused WLI Document Store clean-up functionality
to fail after migration.
Now, Message-Driven Beans are the last components to migrate. As a result, WL IAdminMDB
no longer throws a NameNot FoundException when JMS is migrated from one server to
another.

CR196369 Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/138

CR198659 A corruption in the TimeEventGenerator data structures caused the timer thread to

CR208418 spin in an infinite loop due toNul1lPointerExceptions. The server had to be restarted
to overcome this problem. This has now been addressed.

CR222680
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Change  Description
Request
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CR201647 WebLogic Server threw UnmarshalException with nested
CR225246 ©OPt ionalDataException after EJB tier was restarted, due to synchronization issues
with the BasicReplicalist class.

This problem has now been fixed.

CR202167 When beasvc on Win2003 starts a server off a network share, an error no longer occurs.

Now network drive mapping happens within the service itself. The following new
parameters were added to the beasvc:

e Jlocalname

* remotename

® remoteuser

e remotepassword

Example usage:

-localname:"X:" -remotename:"\\172.17.24.130\src810sp4"
-remoteuser: "xyz" -remotepassword:"xyz"

You are mapping \\172.17.24.130\src810sp4 to your local machine as X: and the
remoteuser, and remotepassword are used to connect to the remote machine.

CR202932 Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/153

CR203320 A deadlock no longer occurs between Multicast send and receive calls.
CR220927

CR203523 The following log message has been reinstated to appear as it had in previous WebLogic
CR228079  Server releases.

<Warning> <WebLogicServer> <000333> <Queue usage is greater
than QueueLengthThresholdPercent "3%" of the maximum gqueue
size. We'll try to allocate ThreadsIncrease "5" thread(s) to
help.>
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Change  Description

Request

Number

CR208567 A Managed Server referenced a listener thread that listened for the commands or
responses sent by the Managed Server. When a Node Manager had gone down, the
Managed Server tried to re-initiate the connection to the Node Manager. After
re-establishing the connection, the Managed Server created the new listener thread and
started it, but did not change the reference to the listener. It still pointed to the old
listener.

Now, the Managed Server sets the reference to a listener properly after re-establishing a
connection to the Node Manager.

CR2091563  When remote-client-timeout in EJB descriptors was set to a value equal to or greater than
33 seconds, the runtime descriptor did not generate properly. Instead,
remote-client-timeout was ignored.

Now, a value greater than 32 seconds can be specified for the remote-client-timeout
setting in the EJB descriptors.

CR209595 The constant pool index overshot the Byte .MAX_VALUE (2~7 - 1) inthe bytecode

CR234506 generation code, which caused EJB deployment to fail with a
java.lang.VerifyError stating the underlying cause as lllegal type in constant
pool.

To fix the problem with the bytecode generation, the index to Short . MAX_VALUE
(2715 - 1) has been extended.

CR210128 The socket layer no longer throws a NullPointerException when an RMI layer

CR210838 throws a QueueFullException.

CR214575

CR210920 A prepared statement that was cached with a pooled connection, which failed with an

CR233948 exception, is now completely removed from the cache, and no longer results in a memory
leak.

CR211299 Refer to the security advisory information available at:

http://dev2dev.bea.com/pub/advisory/156
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Request

Number

CR212744 The sSLIOContextTable.registerForThrottling () getsthe referencetothe

CR221785  ServerThrottle instance inside a synchronized region. If the ServerThrottle had not been
instantiated, the constructor was called, which sometimes resulted in deadlock because
the ServerThrottle was instantiated holding the SSOLIOContextTable.class lock.
To avoid the deadlock, WebLogic Server now gets the reference to the ServerThrottle
instance before obtaining the SSOLTIOContextTable.class lock.

CR213915  When the remote server to which the stub is connected is restarted, the stub now fails
over to the other servers in the cluster.

CR215524 Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/157

CR217262 If QueueLength reached maximum, it resulted in a FullQueueException, which
in turn resulted in server shutdown.
To fix this, WebLogic Server now handles the Ful1QueueException and also closes
the socket for SSL before the handshake so that the clients get disconnected properly.

CR217423 WebLogic Server can now accept POST/GET requests from a client after the

CR241142 KeepAlive connection is timed out on Linux.

CR217854 When WebLogic Server threw a SecurityException, as a result of a remote call made to

CR221776 the Administration port by an anonymous user, it failed to return the transaction context
with the response. As a result, the client was unable to decrement the request count
resulting in a Commi tException.
Now, when WebLogic Server throws a SecurityException, it also sends the transaction
context.

CR220409 Combo patch request of CR217423 and CR201403.

CR222932 When standalone JMS consumers listening on queues in WebLogic Server were created
and the client was killed abruptly, consumers on the server side were still alive.
Restarting the client created additional consumers with the same stub and then, if a
peerGone exception was thrown, only one listener received the message.
One stub can now have two listeners, which resolves the problem.

CR224570 A synchronization problem caused two different requests to be assigned the same request

ID. This caused one of the requests to hang.
Now a unique ID is assigned to each request.
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Change  Description

Request

Number

CR229267 The forced undeployment of applications after graceful shutdown of WebLogic Server
timeout sometimes lead to ConcurrentModificationException.
WebLogic Server no longer throws this exception while undeploying applications.

CR232983 WebLogic Server no longer throws a peerGone exception when the ConnectionManager
was waiting to acquire a lock to send heartbeats.
This problem has been fixed.

CR236961 WebLogic Server now propagates non-public interfaces.

CR239324  If a socket was unregistered and then registered, and if between the two calls the timeout

timer never ran, the data structures were getting out of sync, which prevented the newly
registered socket from ever timing out.

The new register for the socket is no longer ignored by a previous unregister.

WebLogic Server 8.1 Release Notes



Deployment

Change  Description

Request

Number

CR190015 When tasks were purged from the Administration Console, a

CR220929 weblogic.utils.AssertionError was thrown
Now, while completed tasks inside the deployment code are deleted, additional checks in the
deployment code determine whether the MBean is still registered with the MBean Server or
whether it has already been unregistered.

CR220155 In clustered deployments with enforceClusterConstraints set, the application
deployment fails if one or more servers in the cluster is not up. Changes were made so that
when these servers come up later, they continue using the application bits available with
them and do not deploy the new application bits.

Now, the same application version runs on all the servers of the cluster even after deployment
failure.

CR220398 A socketException isno longer thrown when you deploy a large application (over
100M).

CR236855 When deployments are pinned to clusters, the ApplicationLifeCycle listener is no longer

invoked on non-targeted servers of the cluster.

EJB

Change  Description

Request

Number

CR112185 Now, ejbc logs a warning message if there is a mismatch in the jndiName(s) and type of

view(s) defined by an EJB.

For example, if the bean, TraderBean, defines a local view and hasno 1ocal-jndi-name
defined in the weblogic-ejb-jar.xml file, ejbc reports the following warning:

The ejb 'TraderBean' has a Local View. However, the
&1t;local-jndi-name&gt; is not set.
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Change
Request
Number

Description

CR125400
CR132496

A startup class that calls one EJB business method on doSomethingOna of BeanA. This
method gets the home interface for BeanB and this leads to the following
ClassCastException:

<29 janv. 03 13:21:19 CET> <Info> <EJB> <010051> <EJB
Exception during invocation from home:
test_ccex.a.BeanABean_124zgl_HomeImpl@5c5ca2 threw
exception: java.lang.ClassCastException: Cannot narrow
remote object to test_ccex.b.BeanBHome
java.lang.ClassCastException: Cannot narrow remote object
to est_ccex.b.BeanBHo me at
weblogic.iiop.PortableRemoteObjectDelegateImpl .narrow (Por
tableRemoteObjectDelegateImpl.java:223) at
javax.rmi.PortableRemoteObject.narrow (PortableRemoteObjec
t.java:132) at

test_ccex.a.BeanABean.doSomethingOnA (BeanABean.java:49) at
test_ccex.a.BeanABean_124zgl_ EOImpl.doSomethingOnA (BeanAB
ean_124zgl_EOImpl.java:46) at
java.lang.reflect.Method.invoke (Native Method) at
com.csg.am.dcf.weblogic.startup.BeanExecutor.startup (Bean
Executor.java:183) at
weblogic.t3.srvr.StartupClassRunner.invokeStartup (Startup
ClassRunner.java:141) at
weblogic.t3.srvr.StartupClassRunner.invokeClass (StartupCl
assRunner.java:122) at
weblogic.t3.srvr.StartupClassRunner.access$0 (StartupClass
Runner.java:113) at
weblogic.t3.srvr.StartupClassRunners$l.run(StartupClassRun
ner.java:86) at
weblogic.security.service.SecurityServiceManager.runls (Se
curityServiceManager.java:744) at
weblogic.t3.srvr.StartupClassRunner.run (StartupClassRunne
r.java:71) at java.lang.Thread.run(Thread.java:479)

A code fix resolved a classloading issue in RemoteObjectReplacer.

CR126351
CR132693
CR133769

The appc generated compiler errors if the value of the <table-name> element in the
weblogic-cmp-rdbms-jar.xml DD contained special characters such as '.' and '@'.

The DB2 database now allows table names that include these special characters. Illegal Java
characters are now replaced by '_' in the generated code. This change is also applicable to

CMP beans that are mapped to multiple tables.
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Request
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CR132510 When enabling the relationship caching on an entity bean that is using optimistic
concurrency with cache-between-transaction set to true, WebLogic Server no
longer throws an I1legalStateException.

CR133421 In a domain with a JMS Server that has no targets, a Message-Driven EJB deployment with
distributed destination or migratable destination no longer fails with an
ArrayIndexOutOfBoundsException.

CR174593 WebLogic Server used to throw a ConcurrentModificationException when:

CR198357 o  the finder of an entity bean was invoked in the ejbStore method
e new entity beans were enrolled in the transaction in the ejbStore method
¢ modifying entity beans of the same type in the ejbStore method
This exception is no longer thrown.

CR182398 EJBC no longer fails if a CMP Entity Bean has a CMP field named oldState.

CR186266  Setting the Extra EJB Compiler Options to the value -J-mx512M in the Administration
Console and then deploying an EAR file no longer causes deployment failure and the
following exception:

Compiler failed executable.exec

Additionally, EJB compilation is now a forked process if there are any extra ejbc options or if
any compiler other than the default is specified. WebLogic Server now supports Java heap
size options in the following formats as part of the extra ejbc options:

-J-mx128m

-J-Xmx128m

CR186762 Now, even when a transaction only modifies blob or clob fields in a bean, the version or
timestamp column in a table is updated.

CR194306 Using “select for updates” with optimistic concurrency EJBs led to performance issues.

CR211196

The “select for updates” operation is no longer used for optimistic concurrency EJBs that use
Oracle drivers that implement the proprietary sendBatch() API. As a result, for optimistic
failures, it is no longer possible to report errors at the pk level.
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Change
Request
Number

Description

CR197626

When a remove call for a CMP bean failed because of a database constraint violation,
WebLogic Server failed to destroy the bean at commit time. This caused the bean to be reused
without being initialized, resulting in NoSuchObjectExcept ion when the bean was
subsequently accessed.

The bean is now destroyed in the cache.

CR200204

Now, when an EJB that has both local and remote interfaces is deployed and being accessed
from a Web client deployed in the same application (EAR), a ClassCastException is
no longer thrown while create is being called on LocalHome.

CR202817
CR237811

In a cluster, when a child bean is added to the parent bean on one server; the beans use the
Optimistic Concurrency strategy; and cache-between-transactions is set to true, the
CMP/CMR field no longer returns a stale set of child beans.

CR203644

Replicated Stateful Session Beans in a cluster with InMemory replicated session no longer
throw a NoSuchObjectException oraLeasedRemoteRef error after instances are
passivated or after the cluster instance is shut down.

CR205974

When a collection valued CMR field is accessed in a transaction other than the one in which
it is created, WebLogic Server no longer throws an I11legalStateException.

As a result, WebLogic Server delivers the correct result set from the finder query regardless
of whether caching is turned on or off.

CR206209

BEA implemented optimizations for immutable fields of CMP EJBs such that the setXXX()
method does not write the values of unchanged primitive and immutable fields to the
database. This optimization improves performance, especially in applications with a high
volume of database updates.

BigInteger and BigDecimal, which are immutable classes, were excluded from this
optimization and have now been included.

CR208540

WebLogic Server no longer queries against the database for findByPK calls after a bean is
reloaded, but instead retrieves the information from the cache.

CR209678

When the ejbCreate() method was declared as final, ejbc correctly flagged an error, but the
error message content was incorrect. The error message was corrected as follows:

the ejbCreate method(s) must not be declared as final
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CR209908
CR210116

When an ejbSelect query returned a ResultSet (WebLogic Server-specific), the JDBC objects
were not released after the query was done, which resulted in a connection leak.

JDBC objects are now released in the finally block of the method. As a result, there is no
longer a JDBC connection leak.

CR209987
CR210650
CR229780

Assuming » as the max cache size specified in the deployment descriptor, when trying to
execute an EJB finder call returning more than » records, WebLogic Server throws a
CacheFulException. This is expected because the Entity EJB cache size is set to n.
However, subsequent finder calls on the same EJB that returns a single record failed with the
CacheFulException because the cache size had already been incremented, and it was
not decremented when the CacheFulException occurred.

Now, subsequent finder calls on the same EJB no longer fail with this exception because the
cache size is decremented whenever the CacheFul Exception occurs.

CR210673

If the data type of a cmp field was byte [ 1, ejbSelects returning collection types using
that field were not generated properly.

For example, for an ejbSelect defined as:

SELECT o.identifier from TestByteArray as o where the cmp-field "identifier" maps to
byte[] inthe bean class, ejbc created an unknown return data type in the generated class
and compilation failed:

([B _WL_retval = null; )
Now, the java source type is generated correctly:

byte[] __WL_retVal = null;

CR210675

When a CMP field was defined as type &quot ; SybaseBinary&quot in the deployment
descriptor, ejbc generated classes were still using setBinaryStream () instead of
setBytes () in case of finders.

Now, the RDBMS generated code always uses setBytes () rather than
setBinaryStream () for finder queries if the query parameter is of type byte[1 and
the CMP bean contains at least one CMP field that defines dbms-column-type as
SybaseBinary.

CR210903
CR224454

WebLogic Server no longer throws a ClassCastException, as it does not try to cast a
BMP bean into a CMPBean in the afterCompletion callback.
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Change
Request
Number

Description

CR212483

When a finder was executed within the ejobRemove() body with include-updates set to true,
the bean on which ejbRemove was called was deleted before the ejbRemove call was
completed in the flushModifiedBeans operation. This happened when
order-database-operations was set to true.

The bean is now deleted after the ejpRemove call is completed.

CR215848

Serializing access to create the execute queue and then start threads for that queue, ensures
that when Message Driven Beans are deployed and WebLogic Server uses asynchronous
polling, a thread -
'&quot;weblogic.ejb20.internal.JMSMessagePoller&quot; 'iscreated
for every Message Driven Bean deployed. Based on the load, child pollers are created to
handle the load as and when required.

Synchronization changes have been implemented to ensure that a race condition does not
occur when Message Driven Beans fail to connect at deployment time. Note that while this
problem has been resolved, performance might be affected slightly.

CR217172

In the same transaction, accessing a ReadOnly bean with include-updates set to False caused
pending changes to be flushed to the database when the finder parameters were of type
primitive array such as byte[]. This situation degraded performance, caused a lock on the
database side, and caused all other transactions to be held up until the transaction
performed a commit or rollback.

Now, include-updates set to False for any finder query work correctly for any type of method
parameters, and changes that should not be flushed to the database are no longer flushed.

CR217188

BEA-012034 was added to the list of warnings that can be disabled with the
<disable-warnings> element.

CR217605

If an EJB has a run-as security role configured, WebLogic Server no longer uses different
security principals while executing different methods on the EJB class. WebLogic Server now
sets the correct run-as principal for all the EJB methods.

CR217859

The correct transaction timeout value is now used when a transaction is created in
JMSMessagePoller/ContinuousdJMSMessagePoller.

CR219935

When security providers are implemented with EJBs, local stack corruption, which resulted
in a stateless session bean leak, no longer occurs. WebLogic Server maintains the stack order
correctly.
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CR220559 When the commit setting for the delay-database-insert-until flag in WebLogic Server 7.0 style

CR235671  descriptors is used, the WebLogic container now correctly enables both batch operations and
order database operations.

CR220607 The bean on which the ejbRemove () method is called is now available within the scope
of its own ejbRemove () method when order-database-operations is set to True.

CR220665 Even if the CMP field was byte array, it was reserialized again to byte array while being put
into the database, which resulted in corruption of blob data.
Now, WebLogic Server no longer reserializes a byte array to get another byte array unless
serialize-byte-array-to-oracle-blob is explicitly set to True. As a result of
this fix, blob data is no longer corrupted.

CR222244  In WebLogic Server 8.1 Service Pack 3, CR128063 was fixed as follows:
When an MDB suspended a transaction, if the transaction was later resumed, it was
committed or rolled back using a different thread. This caused problems for some XA
implementations.
The MDB container now ensures that the transaction is started and committed using the
same thread.
In WebLogic Server 8.1 Service Pack 5, CR184585 was fixed as follows:
Added support for XAResource implementations that possess thread affinity behaviors.
As a result of the fix for CR184585, the fix for CR128063 was reverted in WebLogic Server 8.1
Service Pack b.

CR223475 The Inter-domain trust is no longer needed for a Message-Driven Bean with the
&quot ; NotSupporteds&guot ; transaction attribute. Also the Credential Mapper
needs to be configured to map the remote credentials to run-as-user in a Message-Driven
Bean domain.
In addition, JMS now uses consumer credentials when pushing exceptions to the consumer.

CR227533  Stateless beans now reflect the correct EJBTransactionRuntime attributes.

CR217872

CR239336

CR228320  Object array type parameters used in Finder methods are no longer ignored; they are now

parsed by WebLogic Server.

WebLogic Server 8.1 Release Notes

42



Resolved Problems for Service Pack 5

4-22

Change  Description

Request

Number

CR228579  The entity beans that return true for an isTdentical () call now also return true for an

CR234062 equals () call.

CR230446 The CMP EJB beans marked as "isRemoved" are no longer returned as the result of an
internal (relationships)/external(user defined) finder call.

CR232022 A Message-Driven Bean could not connect to a Foreign JMS Server that had security enabled.
An MDB can now connect to a Foreign JMS Server when the Credential Mapper or Foreign
JMS wrapper is configured properly.

CR235103 During JMS migration,aNullPointerException isno longer thrown during migration
of an undeployed MDB.

CR235944 While doing a compliance check, the EJBObjectComplianceChecker no longer
ignores a few business methods.

CR237440  Using MetaData for to validate DB schema no longer leads to a mismatch between column
names and corresponding column types.

CR240444  Combo patch request of CR188814 & CR209908.
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Change  Description

Request

Number

CR195440 Node Manager installed as an NT service with the JVM set to JRockit no longer has a problem

starting the service.

J2EE

Change  Description

Request

Number

CR178426 The servlet destroy () method is now called during the deactivate phase of two-phase

CR211255 undeployment.
As a result, Web Application sessions are removed in the deactivate phase instead of in the
rollback phase. This behavior is modified so that the servlets can access the EJB or
app-scoped JDBC pools from the servlet destroy () method.

CR222757 Compilation errors in a JSP Web application caused appc to stop compiling the JSP.

A new option, "-k", has been introduced in appc to continue JSP compilation even after a
compilation error. For wlappc tasks, a new attribute "continueCompilation" has been
added.

jCOM

Change  Description

Request

Number

CR208772  The J-Integra version bundled with WebLogic Server 8.1 is upgraded to J-Integra 2.3.
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Change  Description

Request

Number

CR087241 A JDBC application using XA calls and any Oracle driver was getting an ORA ORA-01002:

CR216714 fetch out of sequence error while fetching rows if a transaction was suspended and
resumed.

The AddOracleFlagToXAResource flag has been added to fix this problem when the
XA calls use the Oracle 10g thin driver. To avoid getting the ORA ORA-01002: fetch
out of sequence error while using XA calls, you must use the Oracle 10g thin driver and
turn on the JDBCConnectionPool flag.

CR136497 Calling the JTS connection getWarnings () method after a transaction is finished no
longer results in a transaction over exception.

CR136713 The Administration Console now properly displays leaked connections for the JDBC
connection pool.

CR136713 Leaked connections for a JDBC connection pool are now properly displayed in the

CR226682 Administration Console when you click "View Leaked Connections.." in the pop-up menu for
the JDBC connection pool.

CR17325  The Oracle thin driver only allows its property, SetBigStringTryClob, to be set
through a non-JDBC-standard DataSource method. Because WebLogic Server only uses
standard methods to set properties, Set BigStringTryClob was not sent successfully
from the pool to the Oracle 10g driver.

Now, WebLogic Server determines whether the DataSource is an Oracle thin XA DataSource,
and calls the nonstandard method to set the pool's driver properties. Thus, if the pool
includes SetBigStringTryClob=true, this property, and any other Oracle-specific
properties that need to be set that way, will be set.

CR189649 When the Sybase database is used with Container Managed Beans and the Sybase driver, and

when both the method that contains transaction as Required and the method that contains
transaction as NotSupported are called up in sequence from the client side, the following
exception no longer appears in the JDBC Log file of the server:
com.sybase.jdbc2.jdbc.SybSQLException: SET CHAINED command
not allowed within multi-statement transaction.
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CR189956

Using ADMIN_JNDI_NAME with JDBCTxDataSource (using a JTS Driver) when performing
a lookup on the Administration Server resulted in a
javax.ejb.TransactionRolledbackLocalException being thrown if the
Administration Server was down.

Now, for a JTS Driver, WebLogic Server does a LOCAL_JNDI_NAME lookup first and then
does the ADMIN_L.OOKUP only if datasource is not available locally. As a result, no
exception is thrown if the lookup is made by calls within the Managed Server for
JDBCTxDataSource.

CR195721

Previously, you could not use a semicolon as part of the JNDI DataSource name because the
semicolon is the default character used to bind multiple JNDI names.

The semicolon is still the default character that binds multiple JNDI names. However, now
you can use the JNDINameSeparator flag to define the character that binds JNDI names for
JDBCDataSource and JDBCTxDataSource. If you choose a character other than a semicolon,
you can then use the semicolon as part of the JNDI DataSource name.

CR197163
CR215627

The JDBC connection pool's testing of connections was consuming a lot of database
resources because each test was creating a new plain statement which requires the DBMS to
parse and plan the test SQL every time.

Now, pools will reuse a single prepared statement for a connection's test which results in
improved performance. However, if any application DBMS tables or procedures are referred
to in the test SQL and if they structurally change at runtime, such as an index being added,
this may invalidate the test PreparedStatement's query plan. As a result, the subsequent test
will fail and the connection and test statement will be replaced. The test SQL suggested by
the Administration Console will typically not include any structurally changing table, so the
problem of needlessly recycling a connection is now minimized.

CR199344
CR220931

When an anonymous user attempts to retrieve DataSource MBean, WebLogic Server no
longer throws the following error message:

java.lang.SecurityException: User <anonymous> does not have
access to the administrator port

CR199447

Now, when an XAER_RMERR exception is thrown, the JDBC Connection is returned to the
pool.

CR202067

If CcountOfRefreshFailuresTillDisable is set for the pool, it will disable itself if
it cannot make new connections. Now the pool will correctly, periodically try to reconnect
and will re-enable itself when it is able to reconnect.
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Change  Description

Request

Number

CR203460 When XAConnectionFactory established a pool connection, it ignored the value of the
seconds-to-trust property and instead used the default value.

This problem has been resolved.

CR205140  InWebLogic Server versions prior to 8.1, all pool self-tests were suspended when the pool was
suspended. WebLogic Server 9.0 reinstates this functionality.

CR205179  JDBC DataSource now recognizes the Oracle RAC xid propagation delay and, during an RAC

CR205771 failure, reissues commit and rollback after the first commit and rollback fails.

CR205768 Oracle RAC exhibited a delay when replicating the state of pending (prepared) Xids from one
RAC instance to another. This delay caused mixed transaction outcomes when the WebLogic
Server Transaction Manager attempted to resolve global transactions that contained RAC
participants.

Enhancements to the WebLogic Server Transaction Manager recovery service have resolved
this problem.

CR206759 WebLogic Server now uses ShrinkFrequencySeconds instead of shrinkPeriod
when setting attributes on JDBCConnectionPoolMBean through an Ant task. As a
result, JDBC shrinkPeriodMins now sets Shrink Frequency in the Administration
Console.

CR207293 When a WebLogic Server 8.1 instance performs a remote RMI JDBC connection to a
WebLogic Server 6.1 instance, the connection no longer closes prematurely.

CR208550 The wlconfig Ant Task in WebLogic Server 8.1 Service Pack 2 and earlier produces an error
message if a database connection pool is not configured properly. However, WebLogic Server
8.1 Service Packs 3 and 4 do not show an error if a database connection pool is not configured
properly.

The error message is displayed properly in WebLogic Server 8.1 Service Pack 5.

CR208691 The monitoring page for the JDBC pool in the Administration Console no longer indicates the

CR212597 DPresence of waiters when none exist.

CR209007 The method ResultSet.wasNull() now returns the correct information when the Weblogic
Datasource is used.

CR210219 When WebLogic Server JDBC pools run their periodic test of idle connections, they reserve,

test, and release one connection at a time. Temporary outages (ResourceExceptions) no
longer occur when a new user load comes in.
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CR210818 Pool resources are no longer reclaimed during shutdown. During WebLogic Server shutdown,
WebLogic Server no longer makes getConnection calls while connections are being
destroyed.

CR210859 sStatement.getUpdateCount nolonger returns -1 when a Sybase type 4 driver is used
in a WebLogic Server pool.

CR211464 When InactiveConnectionTimeout is configured to an amount of time, truly
inactive connections are now returned to the connection pool, and connections waiting for
DBMS response are not returned.

CR211662 WebLogic Server provides the interface for Oracle thin driver Clobs and Blobs to give you
access to certain Oracle-specific methods. This interface is no longer missing the trim ()
method and the t runcate () method.

CR211812  The transaction coordinator was racing with the application to close or cancel a statement,
which resulted in a java.lang.NullPointerException.

To avoid this race condition, WebLogic Server now ensures that the connection is viable
before calling the underlying code. As a result, a
java.lang.NullPointerException isnolonger thrown when a statement is closed
or cancelled.

CR212051 The getAutoCommit () method always returned False, whether the connection was

CR221756 inside or outside a distributed transaction.

Now, getAutoCommit () returns True when the XAConnection object is outside a
distributed transaction. Pooled connections present as the JDBC 8.0 specification mandates:
autoCommit(true) outside a global transaction.

If you are using a Sybase driver, you must download and install the Sybase driver version that
is later than the version shipped with WebLogic Server 8.1 Service Pack 4.

CR212779 The JDBC configuration attributes, XARetryDurationSeconds and

CR205768 XARetryIntervalSeconds, were added to the JDBCConnectionPoolMBean.
These attributes were also added to the Administration Console so that you can set them
without manually editing the config.xml file.

CR213774 wLCachedRowSet now returns the time portion (hour, minute, and second) from an

CR230719 Oracle database date column.

CR214267 JTA JDBC connections now keep track of statements so they can be cancelled at transaction

timeout.
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CR215076  Now, even if CountOfRefreshFailuresTillDisable is greater than 1, the pool will disable itself

CR222549  after that many consecutive failures to refresh, as documented.

CR216078  Combo patch request of CR212674, CR186754, CR188329, and CR172353.

CR219411  Connection pool refresh is supposed to test all unused connections. It was testing one idle
connection % number of times. Now it properly tests 7 number of idle connections one time
each.

CR219822  In the Examples domain that shipped with WebLogic Platform 8.1 Service Pack 3, if the

CR212898 thread ID that was logged as part of the statement profiling contained XML reserved
characters, many XML errors occurred when get StatementProfiles () was called on
the JDBCConnectionPoolRuntime MBean.

WebLogic Server now ensures that the pool profiling information no longer contains any XML
reserved characters.

CR221966 WebLogic Server no longer makes more than the necessary number of transaction rollbacks
in the Oracle database.

CR222454 The
weblogic. jdbc.wrapper .XAConnection.resetTransactionIsolation

() method no longer leaks transactions.

CR225187 The driver type was incorrect for the SQL/MX driver in the jdbcdrivers.xml file.

The driver entry for the SQL/MX driver was removed from the jdbcdrivers .xml file. As
a result, you now must manually enter all driver and property information while defining a
pool to use the SQL/MX driver.

CR227920  In some cases, redeploying an application on a Managed Server from the Administration
Console, after having restarted the Administration Server, threw a
java.rmi.ConnectException.

WebLogic Server no longer throws this exception.
CR228597 Now,CallableStatement contains the same processing that PreparedStatement

contains. When you use CallableStatement, WebLogic Server supplies proxy
processors for certain non-serializable arguments to JDBC calls such as Input streams.

As aresult, using CallableStatement to call a stored procedure in the 10g database to
insert a CLOB field no longer results in a java . rmi.MarshalException.
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CR229318 While processing JMS messages, if the transaction times out, the database rows are no longer
locked.

CR229477 Ifyoureset the connection pool with Tes t FrequencySeconds using the Administration
Console, WebLogic Server no longer throws the following exception:
java.sql.SQLException: Statement is closed

CR233641 The ResultSetRowCache class does not obtain the complete time stamp from the DATE
column of an Oracle database.

To resolve the problem, contact BEA Customer Support for the latest patch.

CR233921 When closing an RMI JDBC statement, Weblogic Server no longer fails to close the result sets.

CR236171 Differences between the WebLogic Server 7.0 and 8.1 releases in the implementation of the
JDBCConnectionPoolRuntimeMBean no longer result in migration problems.

CR236988  Lack of synchronization caused the JTAConnection object to throw a
NullPointerException.

This problem has been fixed.
CR243411 A JDBC NullPointerException was thrown during a MultiPool failover using Oracle 10g RAC.

This problem has been resolved. Contact BEA Customer Support for the patch.
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CR197516 The ExecuteBatch method in the Statement class no longer always returns an array of 0
length when used in the jDriver for Oracle.

CR228794 Increasing the statement's fetch size after using it no longer causes native memory problems

that can cause the JVM to crash.

IMS

Change  Description

Request

Number

CR177558 A server-side memory leak no longer occurs with NO_ACKNOWLEDGE delivery mode.
CR187610 JMS Bridge was not using the Messaging Bridge Thread Pool for bridge dispatch requests.

Now, JMS Bridge uses the Messaging Bridge Thread Pool if one has been configured. If there
are not enough available threads configured in the Messaging Bridge Thread Pool, the bridge
uses the default execute thread pool.

Bridge also logs a warning message if the configured Messaging Bridge Thread Pool size is
insufficient and then attempts to obtain a thread from the default execute pool instead.
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CR190098 Now, session.recover () canbe called for single instance non-transacted topic
Message-Driven Beans. As a result, messages get re-delivered when they use JMSTopic with
a Message-Driven Bean listening on it.
WebLogic Server does not allow session.recover () onmulti-instance non-transacted
topic Message-Driven Beans. If you want to use non-transacted topic Message-Driven Beans
and would like to have session.recover () called on onMessage () you must use a
single instance of the topic Message-Driven Bean as in the below example code:
<pool>
<max-beans-in-free-pool>l</max-beans-in-free-pool>
<initial-beans-in-free-pool>l</initial-beans-in-free-pool>
</pool>
If you need multi-instance topic Message-Driven Beans for performance reasons and also
need recovery you should use transacted Message-Driven Beans.
Non-transactional single instance topic Message-Driven Beans that throw an exception in
onMessage () get are-delivery on the message.

CR200474 Java level deadlock no longer occurs with topic subscribers using multicast on subscriber
JMSConsumer.close ().

CR200503 WebLogic Server incorrectly reported a thread as a stuck thread when that thread was being

CR210126 used by JMS to deliver multiple messages when no new requests were on the ExecuteQueue.
WebLogic Server now checks for this condition so as not to report a false positive.

CR202306  You can now use the Administration Console to clear the multicast address field of a JMS
Topic.

CR202905  Setting the local JNDI name on a newly-created Foreign JMS Connection Factory using the

CR206889 WebLogic Server Scripting Tool (WLST) no longer results in any
NullPointerExceptions.

CR230513

CR203841 WebLogic Server no longer throws the informational exception when JMS is unable to find a

CR221782 distributed destination member in the JNDI table.

CR204981 To prevent forwarding of messages with null message bodies, JMS has been modified to

ensure that it pages in any necessary message bodies before forwarding the messages to
distributed topic members
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CR206346 JMS was load balancing twice in an attempt to locate a member that met the message criteria
when the following circumstances were all true:

1. the sender was created on a null destination, and

2. the message delivery mode required persistence, and

3. thefirstload balance attempt (made to resolve null destination) did not locate a member
with a persistent store configured.

Double load balancing attempts no longer occur in the preceding circumstances.

CR206820  Producers now load-balance correctly to distributed queues without encountering security

CR221783 exceptions on some members when a domain wide administration port has been enabled.

CR209263 MQSeries ran out of channels because WebLogic Server had too many sessions open.

Now, WebLogic Server closes both sessions and XAsessions, which allows MQSeries to close
associated channels and prevents MQSeries from running out of channels.

CR210888 Redelivery delay no longer causes an unexpected stall in message delivery.

CR211569 WebLogic Server no longer throws an IllegalStateException when committing a transacted
JMS session when using a JMS Wrapper in a Servlet.

CR214523 To avoid hanging threads, a connection. stop () method now allows the WebLogic

CR235097 Messaging Bridge source queue to drain whatever is in the pipeline before stopping the
connection.

CR215637  JMS no longer throws an unexpected exception when attempting to delete a duplicate
durable subscriber on JMSServer boot.

CR215767 The following configurable WebLogic Server command line system property was added to
override the current default Max Session Pool setting:
-Dweblogic.deployment.jms.MaxSessionPoolSize=10000

CR216063 MessagingBridgeRuntime mbean getState () is now properly refreshing state

CR234758 information.
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CR216945

The WebLogic Messaging Bridge failed to create source consumers and message listeners as
a result of a JMSSecurityException that occurred when the JMS source destination had a
security role defined that prevented user=anonymous from receiving on the source
destination.

The WebLogic Messaging Bridge was modified to create a consumer using JNDI initial
context credentials for the source destination.

CR217908

JMSConnectionRuntimeMBean.getHostAddress () now returns the proper IP
address of the client JVM in the proper format.

CR219243

When attempting to create JMSQueue, IMSTopic, or JMSDistributedQueue, or
JMSDistributedDestination with an existing name using weblogic.Admin, the
Admin call returned an error, but still added a duplicated entry in the config.xm1 file.

Now, the Admin call no longer adds a duplicated entry for TMSQueue, JMSTopic,
JMSDistributedQueue, or IMSDistributedTopic inthe config.xml file.

CR219745

Destinations can now be removed from a suspended migratable backend. As a result, when
JMS servers are targeted to migratable targets, deleting and re-creating destinations no
longer results in the following error:

weblogic.management.configuration.ConfigurationError: Error
adding destination: instance already exists.

CR221262

A JMS frontend connection and session instance leak no longer occurs.

CR223209

Expired messages with no expiration redirect policy defined are now dynamically removed
from the store when they expire, so that store size no longer increases unnecessarily.

CR224668

Ajava.lang.ClassCastException isno longer thrown on server restart when JMS
attempts to page-in and add a durable topic message to a consumer that was paged-out on
server startup.

CR225782

JMS topic subscribers may temporarily stall while receiving messages if there is a delay on
the request completion between client and server. This delay could occur due to network
latency or an undetected peergone.

To prevent a short term stall in message delivery, use the server side system property
-Dweblogic.jms.DisablePushEnvelope=true.

CR226919

A JMS memory leak that was caused by a temporary destination delete () failure no longer
occurs.
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CR229963 To avoid deadlock, the lock hierarchy for browserCreate () is modified to ensure that
CR237399 WebLogic Server is locking the destination before the session.

CR230297 A deadlock no longer occurs when distributed queues are added and deleted through shell
scripts that use weblogic.Admin commands.

CR235404 Memory leaks were encountered if the producer was not explicitly closed before closing the
client connection.

This problem has been fixed.

CR239533 Combo patch request of CR204981 and CR203841.
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CR197207 The Java client hung if the JNDI lookup was performed from a static block during the
response from an EJB call.
A new system property, -Dweblogic.rjvm.t3.dispatchOnCompleteMessage,
needs to be enabled on the client side. When this property is enabled, the t3 request is
processed on a thread other than the socket reader thread.

CR210323 When using a javax.naming.CompoundName to bind an object, WebLogic Server no longer

throws a JNDI error if there are quotes and a dot in the object name.

JTA

Change  Description

Request

Number

CR048979 A race condition no longer occurs when multiple enlistments of JTS connections attempt to
initialize the resource at the same time.
As a result, WebLogic Server no longer throws a
javax.management . InstanceAlreadyExistsException while trying to get a
JTS connection.

CR186070 The configured JTA transaction timeout is now applied to any EJBs that do database work at

CR233670 the time an application is deployed.

CR231422

CR205368 A java.util.ConcurrentModificationException nolonger occurs when
WebLogic Server uses the JTA2PC debug flag and tries to print transaction information while
another thread is trying to modify the hashtable used for local and global properties.

CR211194  Calling the XA call sequence XA .end (TMSUSPEND), followed by XA.end (TMFAIL)

CR220787 followed by an XA . rol1lback in the case of an MQSeries resource prevents memory leaks

in MQSeries.
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CR212535 WebLogic Server now ensures that the subcoordinator will roll back any resource it has
CR214984 locally if it is given an empty list from the coordinator.

CR215559 When a resource involving a global transaction threw a Heuristic Hazard Exception, the
transaction was declared completed regardless of the fact that all the subcoordinators and
resources had not responded to the commit.

Ideally, during a commit process, if one of the subcoordinating servers is down, the
coordinator should not have committed till such time that it heard from all resources and
subcoordinators. Because WebLogic Server did not allow all subcoordinators to complete the
commit call, transactions remained pending even though the transaction had been declared
committed.

The problem has been resolved.

CR215821 When transactions span two domains and a commit is issued, the coordinating server is now
able to reach the subcoordinating server and no longer throws the following exception:

Unable to get a direct or routed connection to...

CR235382 A PROTO exception was thrown for an asynchronous rollback call because of the differing
behavior of vendor resources. Vendors like MS SQL, DB2 and Tibco need to be unlisted before
the rollback call, using the TMFAIL flag.

This problem has been fixed.

4-36 WebLogic Server 8.1 Release Notes



WM

Change  Description

Request

Number

CR210725 When a client application spawned multiple threads to establish initialcontext and did the
lookup from JNDI, the internal messages between the client and the WebLogic Server,
sometimes used stale connection information on the server. Thus the server sent its response
over a stale connection and the response never reached the client. This situation caused the
client threads to hang indefinitely waiting for data and response from the server.
WebLogic Server now synchronizes the dispatch of any messages with the connection
management code. As a result, the client thread is prevented from being stuck indefinitely.

CR218538 A JAVA LEVEL DEADLOCK no longer occurs when the RJVM is being shut down.

CR223414 When multiple threads shared the same stub, sometimes WebLogic Server threw a
ConnectException even when other servers were available in the cluster.
Now, the server list in the cluster is refreshed at least once so the ConnectExceptionis
thrown only after none of the servers in the cluster are available.

CR224102 When using DNS name as the ListenAddress for the Administration Server, and restarting the

Administration Server with a different IP address, the Managed Server could not re-connect
to the Administration Server, and WebLogic Server threw a PeerGoneException.

The host IP address stored in the Server is now reset if a PeerGoneException occurs.

Node Manager

Change
Request
Number

Description

CR128517 Using the Administration Console, if you configure a machine, but do not configure Node

Manager, and then you inquire about the state of the server, Node Manager is contacted by
default.

If you do not need the Node Manager, set the ListenPort to 0 in the machine configuration.
This tells the server that the Node Manager is not configured, and it will not attempt contact.
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CR192334 The NodeManagerMBean methods getLogs (), getErrorLog (), and
getOutputLog () were not implemented and returned null.
These methods were erroneously marked as public in the javadoc and are now marked
private. They no longer appear in the public documentation.

CR195322  After shutting down and restarting, NodeManager can now restart a Managed Server. In

CR208042 addition, NodeManager no longer fails to close sockets.

CR206260 The Managed Server would not restart during the first CheckIntervalSeconds after

CR214012 Node Manager is restarted.

To fix the problem, the serverState instance variable, which holds the Managed Server
state, is now updated when the state of the server changes.
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CR106432

To avoid incorrect configuration, if the config.xml file has multiple entries with the same
name for the same MBean type, WebLogic Server no longer boots up and the parser displays
an appropriate error message.

CR107552

WebLogic Server now throws a Mal formedObjectNameException if ObjectNames
specified on the command line are not correctly separated by the designated delimiter.

For example, the following ObjectName contains the illegal delimiter, |, and therefore,
would result in a Mal formedObjectNameException:

SET -mbean mydomain:Name=sglpool, Type=JDBCConnectionPool
-property Targets

mydomain:Name=OtherServer, Type=Server | mydomain:Name=myserver
, Type=Server

CR108485

The new implementation now strictly enforces restrictions on attribute values. As a result, it
is no longer possible to set a COMMO MBean attribute to a value that is lower than its
minimum value and higher than the specified maximum.

If you set invalid values for attributes on any of the security providers, these values will now
fail.

CR108714

Wiconfig no longer fails when queries return multiple object names and the return value is
assigned to a property.

In addition, WebLogic Server now throws an
InvalidWebLogicObjectNameException if the MBean parameter passed in
resolves to multiple MBeans.

CR109300

The wl.Admin tool now accounts for the CommoMBeans and properly converts them to
displayable Strings.

CR109386

weblogic.Admin VALIDATECLUSTERCONFIG no longer fails in cases where the cluster has
no cluster address (default) or the server has no listen address (default).

CR109680

weblogic.Admin validateClusterConfig was output an error message even
when the cluster was correctly configured.

Now, validateClusterConfig doesnot throw an error if the cluster name is an empty
string for the server.
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CR109743 When a shutdown is issued on a server through JMX, WebLogic Server no longer throws the
following exception:
weblogic.rjvm.PeerGoneException: ; nested exception is:
java.io.EOFException
As aresult, it is no longer necessary to capture and ignore RemoteRunt imeExceptions
when shutting down the server.

CR110861 You can no longer use weblogic as the domain name.

WebLogic Server now throws a clear configuration exception rather than a

NullPointerException under the following circumstances:

e Ifthe domain's name is weblogic when WebLogic Server parses the configuration file

e Ifyou specified -Dweblogic.Domain=weblogic

e Ifyou are creating a default configuration and attempting to use weblogic as the domain
name.

CR110865 Now, WebLogic Server throws a ConfigurationException when two or more Configuration
MBeans have the same name.

CR120270 The conversion utility now treats JoltConnectionPool as an MBean rather than as a
startup class so that JoltConnectionPool is now converted properly.

CR120684 Now, the weblogic.Admin validateclusterconfig command can be executed
without a username, password, or server URL.

CR122793 Because deprecated APIs are dependent on the Administration Server, it was necessary that
the Administration Server be up to ensure a smooth shutdown of the Managed Server.
Administration Server no longer needs to be up to perform a shutdown.

CR124003 It is now possible to set the HTTP Message Timeout to "-1" in the Administration Console.

CR124169 WebLogic Server no longer throws an Assertion error when shutting down or undeploying the
WebLogic Messaging Bridge using JMX.

CR125202 The chmod command is no longer used on Windows. Now, wlserver generateconfig no

longer fails on Windows if the chmod command is not used.
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CR129262

ServerDebugMBean interface debug attributes were not dynamic. Therefore, when the
value was set on the Admin MBean, it was not propagated to the Config MBean on the
Managed Server.

Now, ServerDebugMBean attributes can be dynamically be set and un-set.

CR132602

The weblogic.Admin utility now allows access over the IIOP protocol when accessed
through -adminurl.

CR133869

Now, ServerMBean .getClusterRuntime returns true for a server that is part of a
cluster.

CR137128

Because increasing the array size and adding elements into an array are two different steps,
the Array list was not synchronized. As a result, an ArrayIndexOutOfBoundsException was
thrown when elements were added to Array list in two different threads.

This exception is no longer thrown.

CR175671

You no longer get a NullPointerException when you use the clz.getPackage()
method.

CR175945

Because the running-managed-server . xml file was being used to monitor the status
of a Managed Server, the status was being displayed inconsistently and often incorrectly
when viewed either from the Administration Console or from the command line.

Now, when the Administration Server has discovery mode enabled, for each Managed Server
entry in the running-managed-server . xml file, WebLogic Server attempts to
determine if that server is running regardless of its status in the
running-managed-server .xmnl file. As a result, Managed Servers are now being
correctly discovered.

CR177737

The Administration Server failed to start if two JMS queues using the same JNDI name were
in a cluster and if "Replicate JNDI Name In Cluster" was enabled.

Now, JNDI name validation is done against tree destinations of all the concerned servers so
that any conflict is detected before actual server startup.

As a result, it is not possible to configure a destination that can restrain the server from
starting, and an attempt at such configuration causes an error to be thrown.
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CR189644

Iflogs had been rotated, the output of View Server Log inthe Administration Console
was not legible, and the order of the logs displayed was not correct because of the order in
which file names were stored. There was also an inconsistency in the logs seen in Reverse
chronological order and Forward chronological order. The output of View Server Log
displayed the messages of the current log file as well as rotated log files, instead of just the
current log file, for both reverse and forward orders.

Now, the Console shows log messages only from the current log file and the contents shown
in both forward and reverse chronological orders are the same.

CR189763

When a staged application was deployed to a server running in MSI mode, the server
incorrectly created a staging directory.

Now, when a staged application is deployed on a server running in MSI mode, WebLogic
Server determines whether to use an existing staging directory or create a new one. As a
result, there is no InvalidAttributeValueException when deploying to a server
running in MSI mode where the server process does not have write access to the directory
structure.

CR191317

If the Managed Server listen address was null and the Managed Server port was the same as
the Administration Server port, WebLogic Server threw an error while starting the Managed
Server if the Managed Server was started on a remote machine.

Now, the Managed Server can be started on a machine other than the Administration Server
machine in case its port is the same as the Administration Server port, even if its listen
address is specified as null.

CR199214
CR193887
CR211395

Whenever the log was rotated, the next log rotation was calculated using the file time span
and the rotation time set in the LogMBean which was always returning the time between the
rotation time and 24:00. As a result, the logs were not getting rotated between 24:00 and the
rotation time.

Now, the next log rotation time is calculated by adding the file span to the previously set next
log rotation time. After the server has been started, the next log rotation time is dependent
only on the file time span.

CR201967

MBeanHomeImpl .getActiveDomain () returned the Administration DomainMBean,
which caused problems when the Administration server was down.

MBeanHomeImpl .getActiveDomain () now returns
Admin.getInstance () .getActiveDomain (), which is the local Configuration
DomainMBean and does not rely on the Administration Server's availability.
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CR202036  On a Windows platform, the server log in the Administration Console now displays the last 2
characters of the line.

CR202059 WebLogic Server incorrectly persisted certain attributes of type
java.util.Properties for COMMO MBeans. Upon retrieval, the values were
incorrect. This issue has now been resolved by proper serialization and de-serialization.

CR203963 When trying to validate whether a user is locked out by using either the
ServerSecurityRuntimeMBean(WtheUserLockManagerMBeanOnahhnwged
Server, the 1 sLockedOut method and the getUserLockoutTotalCount method
are now returning the correct results on the Managed Server.

CR205146 When a Web Application is undeployed, the memory used in Permanent Generation is now

CR209670 freed upon a full garbage collection. As a result, the server no longer runs out of memory
when the Web Application is repeatedly undeployed and redeployed.

CR208029 WebLogic Server now throws an exception during bootup if both the old and new style
attributes co-exist in the config.xml file.

For example:

<JoltConnectionPool
ApplicationPasswordEncrypted="{3DES}pPCVe/Lpl7dc5WG180t3wg==
"Name="MyJoltConnectionPool" Targets="cgServer"
UserPassword="userpassword" />
is legal but

<JoltConnectionPool
ApplicationPassword="appPassword"ApplicationPasswordEncrypte
d="{3DES}pPCVe/Lpl7dc5WG180t3wg=="Name="MyJoltConnectionPool
" Targets="cgServer" UserPassword="userpassword"/>
is illegal because it contains both ApplicationPassword(old) and
ApplicationPasswordEncypted (new) attributes specified that really represent
the same entity.

CR209218 The CounterMonitor.stop () method is no longer synchronized and there is no more
deadlock.

CR209592  Security MBeans returned by the JMX query are no longer filtered out by the MBeanServer;

they are returned to the client.
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CR209771 The TaskRuntimeMBean.printLog (pw) function got a
NotSerializableException when the method was invoked on a T3 client.
The method was excluded from the public documentation, and the
TaskRuntimeMBean.printLog (pw) method is no longer documented or available for
public use.

CR210425 Now, the <wlserver> tag throws an exception when you try to stop the server without
providing the username and password.

CR211069 The Administration Server now makes adjustments to the encyrpted attribute values when

CR218084 the Managed Server is on WebLogic Server 8.1 Service Pack 3 or earlier.
As aresult, when you upgrade an Administration Server to WebLogic Server 8.1 Service Pack
4 or later, you can start a Managed Server that is running on WebLogic Server Service Pack 3
or earlier.

CR212225 During a JMS stress test, WebLogic Server no longer throws the following exception:
NotSerializableException: weblogic.t3.srvr.T3Srvr

CR213168 Certain private methods that accessed shared data have been synchronized to prevent

CR214825  inconsistent states during server bootup.
As aresult, Mode1MBeanTypeMBean . operationCategory () no longer throws a
NullPointerException when starting multiple Managed Servers at the same time.

CR214170  The Console application javascript code was rewritten to work on all known versions of all

CR208509  browsers.

CR221784

CR214241 When the weblogic .Admin tool BATCHUPDATE option was used, quotes were stripped
from the file before processing.
The logic on stripping quotes from batch files was changed to allow empty quotes to be
passed. As a result, w1l . admin now works the same in batch mode as in interactive mode.

CR214288  Application deployment on a large cluster of nodes threwaNullPointerException on

CR236570 the Administration Server, of a synchronization problem in updating the configuration

MBean list.

This problem has now been fixed.
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CR214301
CR230260

During the validation check of setting the ErrorDestinationtoavalid IMSQueue, the
JMSLegalHelper code failed with an NullPointerException because the parent
attribute had not been set.

Now, if the parent attribute is not set, WebLogic Server tries to obtain the parent from the
WeblogicObjectName for comparison and legal checks.

As aresult, WebLogic Server no longer throws a NullPointerException and still does
the validation check.

CR215114

The JDBC pool commands usage strings have been updated to be consistent with code.

RESET, ENABLE, DISABLE, EXISTS, TEST, REMOVE, SUSPEND, SHUTDOWN, RESUME, and
DELETE use -poolName <poolName> toobtain the JDBC connection pool name for the
specified operation. CREATE and DESTROY pool commands obtain the poolName through a
positional parameter to the command line.

CR216453

The Monitor role could not see the deployment status on the Console because the required
access permissions were not given.

Now, monitor role can access the deployment status page.

CR216513

When authorization errors occur, the Administration Console now shows a complete error
message that explains the reason for the remote failure.

CR219192

When setting the ErrorDestination of the JMSQueue, a
NullPointerException no longer occurs in the Administration Server.

CR220015

The weblogic.Admin utility returned an exit code of 0 when the START and RESUME
commands failed.

This problem has been fixed and now weblogic.Admin returns 1 as the exit code.

CR221970

WebLogic Server logger formats the log record before publishing it. When formatting bad
records, any exception that occurred was not handled, which resulted in the log record not
being published. After a certain number of such bad records, the logger deleted the handler,
no records were published, and logging stopped.

Now, WebLogic Server handles all exceptions during formatting and publishes the records.
As a result, logging continues despite bad log records.

CR223944

The weblogic.Admin BATCHUPDATE command now returns accurate results when
executed from the command prompt or as a batch file.
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CR227566 When generating custom providers, WebLogic Server generates
<MBeanInterfaceName>MBI . java files that are used to generate the MBeanInfo
files for the compiled MBeans.

WebLogic Server now puts these source files in the same package as the MBean interface for
which this class was generated. WebLogic Server no longer bundles these *MBI .class
files in the provider's JAR file. As a result, the JAR files are much lighter.

CR228265 A timestamp formatted log file is now displayed in the Administration Console.

CR232488 The WebLogic Server command line tool displayed junk attribute values when it encountered
encrypted data.

This problem has been resolved.
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CR128730 When HttpClusterServlet sent a request to PRIMARY using a recycled connection, it did not
determine that there was a failure to connect until it was too late to re-connect. As a result,
HttpClusterServlet was never failing over to SECONDARY.

Now, HttpClusterServlet checks to confirm whether the request was successfully sent to
PRIMARY. Subsequently, if the request to PRIMARY was not sent successfully and
HttpClusterServlet had used a recycled connection, HttpClusterServlet tries to create a new
connection to PRIMARY. If the subsequent request also fails with an exception,
HttpClusterServlet fails over to SECONDARY.

CR175989 The Apache server generated core dumps when using the worker (multi-threaded) option
instead of the prefork (only multi-process) option.

This was resolved by fixing the Locking and Unlocking logic.

CR199080 Now, when the plug-in fails to connect to WebLogic Server, GETLASTERROR is getting
logged.

Log messages have also been added to log any errors that occur while the plug-in is
connecting to WebLogic Server.

CR201397 With Idempotent=0FF, the IIS proxy plug-in does not retry if it gets a READ_ TIMEOUT
exception after WLIOTimeoutSecs has elapsed.

CR202898 When a HEAD request is sent to an Apache plug-in, the headers in the HttpResponse are no
longer missing the Content-Length header and the Content-Type header is no longer
corrupted.

CR205009 Starting the Apache plug-in (revision 158) with root user no longer results in a core dump.

CR205132  Now, Apache 2.0.49 (with mod_wl_20.s0) child processes are always terminated on HP-UX.

CR205760 If an INSUFFICIENT _BUFFER error was thrown while reading requests, then new memory

was allocated. This memory was being accessed later in the method after it had been freed.

Now, memory is freed at the end of the routine.
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CR206043 When performing HTTP GET requests that were larger than 4096 bytes, the following error
was seen in the wlproxy log files:
request too long: XXXX, max is 4096
This problem is resolved and the error is no longer thrown.

CR206340  The failover logic used during WebLogic Server shutdown has been fixed. WebLogic Server no
longer returns HTTP 404 after SHUTDOWN sequence is initiated.

CR207694 Now, when "Expect: continue-100" is found in the request, NSAPI replies with "HTTP/1.1 100

CR215550  Continue" in the header instead of in the response body.

CR217567

CR208303  On AIX; the errno variable was not thread safe. To make the errno variable threadsafe,
-D_THREAD_SAFE was added to the Makefile.aix.

CR209383 POST data is no longer getting chunked when FileCaching is set to OFF.

CR209963  Users could not access the welcome page of the application deployed on the backend
WebLogic Server when Ht tpClusterServlet or HttpProxyServlet was used on
the frontend WebLogic Server. The welcome page had to be appended to the URL while
sending a request using the browser.

Now HttpClusterServlet or HttpProxyServlet accesses the correct welcome
page of the application.

CR210497 The iisproxy128.dll bits were not available in the installer because the path for the
binary in the build-native.xml file for the installer was wrong.

The path has been rectified and the iisproxy128.d11 bits are now available in the
installer.

CR210899 When the DefaultFileName property is set along with the PathTrim and
PathPrepend properties, the final URI is no longer malformed.

CR212235 Multiple threads were updating the ServerList causing WebLogic Server to crash.

To prevent this from happening, WebLogic Server now ensures that only one thread updates
the global server list at a time.

CR213200  GenericProxyServlet now checks for EOF read from Input Stream before calling the

CR237205 OutputStream .write () method. As a result, an

ArrayIndexOutOfBoundsException is no longer thrown.
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CR213809 The older Apache plug-in used an undefined symbol AP_NEED_SET_MUTEX_PERMS on an
HP-UX platform.
This problem has now been fixed. Contact BEA Customer Support for the latest patch.

CR216445 The size limitation for the response header has been removed. The NSAPI plug-in now allows

CR227315 lesponse headers that are greater than 16k.

CR216621 Changes made by mod_rewrite to the URI are reflected only to request_rec->uri.
Hence, the Apache plug-in now uses request_rec->uri by default.
Also, a new property, WLForwardUriUnparsed, has been added. When it is set to ON,
the Apache plug-in uses request_rec->unparsed_uri instead of
request_rec->uri.
Note:  The Apache plug-in with WLForwardUriUnparsed set to ON does not work

correctly with mod_rewrite.

CR216841 Absolute URL was not converted to relative URL before processing it for pathPrepend and
pathTrim when using an unparsed URL.
Now, if the Apache plug-in detects an absolute URL, it first converts it to a relative URI before
applying the pathTrim and/or the pathPrepend properties.

CR218494 WebLogic Server no longer throws an error during graceful shutdown using a memory-based

CR237656 locking mechanism on Linux and HP_UX.

CR220685 WebLogic Server no longer retries using a new connection when the following are all true:
e Idempotent is set to OFF.
e Arecycled connection is being used.
e The backend server is not responsive.

CR222702  Apache Web server no longer generates huge log files under load if APLOG_NOTICE log level
is used within the plug-in.

CR222855 Now, the latest proxy plug-in for SunOne 6.1 serves the ErrorPage before
WLIOTimeoutSecs.

CR228256 In a clustered environment, WebLogic Server no longer throws a

java.net.SocketTimeoutException when a client with WebDAV implementation
accesses the Managed Server through the HTTPClusterServlet.
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CR229338 Now, the plug-in infrastructure logs errors when it fails to open the default log file and when
it fails to resolve the hostname.

CR229990  To avoid a delay of 200 milliseconds when receiving the response from the ISAPI plug-in, the
Nagle algorithm has been turned off.

CR232588 The CookieName parameter in the WebLogic Apache module overrides the CookieName
parameter in Apache mod_usertrack module.
Replace the CookieName parameter with WL.CookieName for a WebLogic Apache
module.

CR2356434 When the NSAPI plug-in with Sun One 6.1 is used, the HTTP response header no longer
records two instances of the "Date" field.

CR237406  On the HP-UX platform, the installer could not install the 128-bit SSL version of the Apache

plug-in.

The plug-in is now included as part of the installer.
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CR185615

In order to allow WebLogic Server to inter-operate with WebSphere, the default values for
Common Secure Interoperability Version 2 (CSIv2) deployment descriptors are no longer
hardcoded. The default values are now configurable using MBeans. Use
IIOPMBean.setSystemSecurity to change the defaults.

CR197396

Performance is improved because the CPU load on machines no longer increases to 100%
while server instances call addIndirection for IIOP Outbound responses to clients calling an
EJB with RMI/TIIOP.

CR198316

The equals method of C1ientRuntimeDescriptor did not consider the case when a
custom classloader was the contextClassLoader and the interfaces were loaded by the
custom classloader. As a result, too many instances of C1ientRuntimeDescriptor
were created, causing the CPU usage to peak.

The equals method of C1ientRuntimeDescriptor now checks for the custom
classloader, which results in fewer instances of C1ientRuntimeDescriptors and less
CPU usage.

CR201444

WebLogic Server no longer throws a Nul1PointerException when accessing an EJB
over IIOP.

CR206947

Marshalling large objects over IIOP was slower than over T3.

A system property, -Dweblogic.iiop.useJavaSerialization, was added to WebLogic Server.
When set to True on the server side, this property uses java serialization and thereby
improves the performance when marshalling large objects. The property can also be set on
the IIOPMBean. When it is set on the [IOPMBean the property is called UseJavaSerialization.

For large objects, when this property is set, performance over IIOP is equivalent to
performance over T3. However, if remote objects are embedded inside the serializable
objects returned by the remote calls, WebLogic Server ignores the property.

CR208687

There was an interoperability issue with WebSphere when using EJBs in a Web Application
for lookup. A java.lang.ClassCastException was thrown as there was an
incorrect stub generation and serialization of nodes in a cluster environment.

This problem has been resolved.

CR213332

WebLogic Server thin client no longer receives NULL as the return value of an EJB call that
returns a dynamic proxy object.
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CR213643 When using the patch for CR202488 with the administration port enabled, WebLogic Server
no longer throws the following exception:

PeerGoneException: Duplicate Connection and EOFException

CR215851 When using ITOP protocol, a TransactionRolledBackException from WebLogic
Server resulted in a ClassCastException on the client side.

Now, the method is properly invoked depending on the type of transaction. As a result, the
ClassCastException is no longer thrown.

CR217023 In clustered environments, WebLogic failover logic left a user on the thread stack, which can
cause certain side effects apart from a minor memory leak. WebLogic Server now ensures
that this user is popped from the stack and the context is properly closed so that all
associated objects get garbage collected.

CR217025 If you were using JavaSocketMuxer on the server and had an incorrect classpath
configuration in which the client knew about the classes but the server did not have those
classes in its classpath, an EJB invoked from the client sometimes failed with no exception
on the server making it difficult to debug the root cause of the issue.

Now, WebLogic Server properly reports the exception.
CR218848 WebLogic Server can now timeout a client-side synchronous RMI call to EJBs by exposing the
CR204958 remote-client-timeout parameter through the EJB descriptors. The client gets an

exception if the call does not complete within the specific timeout duration.

The timeout is implemented for the IIOP protocol. It was fixed for T3 through CR176676 in
WebLogic Server 8.1 Service Pack 4.
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CR124239 1t is now possible to search on an attribute immediately after it has been added to an entity
in an embedded LDAP server using an external tool or API.

CR125681 Principal validator now validates the principals properly and no longer throws exceptions
during validation.

CR177523 When proxying a connection, WebLogic Server was validating the proxy hostname rather than

CR224395 the target system hostname, which resulted in a validation error.
Now, WebLogic Server validates the target system hostname.

CR181752 Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/146

CR186439 When a domain with a cluster is started through the Administration Console, the locking

CR214920 mechanism for the LDAP server is now working properly. As a result, Managed Servers are no
longer hanging during startup.

CR194529  Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/152

CR201978 When WebLogic Server discovered that the embedded LDAP index file was corrupted, the
error was not always passed up to the calling code. As a result, the calling code continued to
process requests, based on the faulty index file, which triggered more exceptions.
The log file no longer contains records for the searches on faulty indices. The incorrect index
file is now correctly handled.

CR206421 Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/154

CR206881 WebLogic Server does not allow the value for the SSL LoginTimeoutMillis tobe set to
0 inthe config.xm1l file. WebLogic Server documentation no longer states that a value of
0 disables the attribute.

CR210229 Calling the ServletAuthentication.weak () method no longer results in an

EmptyStack exception.
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CR210310
CR231457

The CA certificates that had the path length constraint field omitted in their basic
constraints extension were not recognized as CA certificates. As a result, certificate chains
containing such certificates failed certificate validation during SSL connection. Now, such
certificates are interpreted correctly as CA certificates with no path length constraint.

CR210734

Support for the following two AES cipher suites has been added:
e TLS_RSA_WITH_AES_128_CBC_SHA
e TLS_RSA_WITH_AES_256_CBC_SHA

In order to use TLS_RSA_WITH_AES_256_CBC_SHA cipher suite, you need to install
JCE unlimited strength jurisdiction policy files instead of the policy files that are shipped
with the JDK by default.

CR211656

Permission statement parsing was not handling wildcard characters and escaped quotes
except in one specific use case.

To fix this, the parsing routine was changed so that it can handle any valid combination of
wildcarding and quote escaping. Any possible valid combinations of clauses in the ra . xm1
are now being handled without any error.

CR211853

There is no longer a socket leak when WebLogic Server makes a SOAP call over HTTPS to Sun
One Identity Server.

CR212348
CR231517

The 1istGroupMembers () method's SSPI call was aborting with an exception if one of
the group member's Distinguished Names was invalid.

Now, the 1istgroupmembers () method shows the valid groups and ignores the
members whose Distinguished Names cannot be validated.

CR213399
CR175135

A custom object extending UserInfo could not be passed into InitialContext for
authentication, which broke backwards compatibility.

The “Custom Object Authentication Enabled” attribute was added to the Security Mbean and
the Compatibility Advanced tab on the Administration Console so that if a user passes a
custom object that extends UserInfo for authentication, it will be taken care of. This attribute
is disabled by default because it affects performance.

CR214372

The token from the request header is being handled correctly when it is used to assert
identity. In addition, if certificates are supplied, but there is no identity asserter that
supports them, then WebLogic Server throws an exception.

CR214423

There is no longer a memory leak with weblogic.net.http.HTTPSClient.
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CR215121 The socket.close () method was fixed to prevent the file descriptors from increasing in
number and thus causing a memory leak.

CR215515  Some versions of Internet Explorer hang when WebLogic Server sends (0 length packets.
Now, you can disable sending 0 length packets by adding the public property,
-Dweblogic.security.SSL.DisableSSLEmptyRecords=true. Internet
Explorer does not hang if this property is enabled. The default value of this property is False.

CR215718 The multiple step identity assertion interfaces are now available in the WebLogic Server
security framework.

CR215837 When a client tries to start an application by Java WebStart using T3s to connect to the
server, the client no longer gets a missing license exception when it tries to connect.

CR215960  JSAFE native library support has been added. Since WebLogic Server 8.1 SP5 ships only the

CR237210 FIPS jsafe jar, please contact the support service of the vendors, for other native libraries.

CR218149  Custom exceptions thrown by Custom Realms are now propagated up the call stack by
WebLogic Server.

CR218240  Refer to the security advisory information available at:

CR230119  http://dev2dev.bea.com/pub/advisory/122

CR230439

CR233424

CR219417 ClearOrEncryptedService nolonger causes an NullPointerException when
executed from a JMX remote client.

ClearOrEncryptedService isonly available on the server-side. WebLogic Server now
throws an exception if it is instantiated on the client.

CR220061  JMS topic receivers stopped receiving messages when the network cable was unplugged from
another machine where other JMS receivers were installed.

To fix this, changes were made to the outputstream wrapper class so that the new socket
times out properly.

CR222113  Using the Administration Console, you can now define security policies for the methods of
your Web Service to allow access to specific roles.

CR224395 The Certicom code no longer fails with a NullPointerException.
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CR226331 WebLogic Server 8.1 SP4 now returns the complete client certificate information to the
UserNameMapper implementation.

CR227505 While doing the dynamic group search, WebLogic Server no longer abandons the search when
the list contains an invalid URL. Instead, it continues with the valid URLs.

CR227734 New policies have been added to enforce the JDBCConnection operation permissions at
the JDBC layer level. As a result, if you grant access to a resource by defining policy that the
security providers enforce, access is no longer denied if it gets blocked at the JMX policy
layer.

CR229605 Now,UseRetrievedUserNameAsPrincipal and UserNameAttribute are both
working correctly when sAMAccountName defines the user attribute.

CR229976 A failed LDAP Connection from the pool is now silently retried with a new connection.

CR232551 Entitlement language characters such as hyphen and space were not supported in the
Administration Console, WebLogic Server Scripting Tool, or while calling MBean APIs.

This problem has been resolved by encoding the entitlement language syntax with the
current entitlement expression syntax.

CR234477 An InvalidParameterException was thrown while deploying a resource adaptor
when the associated deployment descriptor contained permission statements that used
wildcard characters or escaped quotes.

This problem has been resolved.

CR234765  Size of the EmbeddedLDAP files continued to increase even after deleting data.

Now all files are re-written and data compressed when it reaches the configured size limit.
The size is set by the weblogic.security.ldap.maxSize=<max bytes> system property.

CR234996 There was a timing issue when connecting a restarted Managed Server to an Administrative
Server, over a secure port which was not yet initialized.

This problem has been fixed. Any connection failure or NotYetInitializedExceptions thrown
because of a secure connection can be ignored.

CR240524 Combo patch request of CR239321 and CR212348.
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CR085091 A custom error page, if defined, is now served if the request is a conditional GET
(Is-Modified-Since header set) for a protected resource.

CR136682 You can now enable form-based authentication over https even if cookies are disabled in the
browser. However, enabling this feature forces the browser to display the Authorization
Cookie as part of the URL. To enable this feature, add the following flag to the Weblogic start
script: -Dweblogic.http.AuthCookieURLRewritingEnabled=true

CR174837 The unnecessary cast to weblogic.servlet.jsp.PageContextImpl in the generated JSP has been
removed. As a result, custom PageContext implementations are now usable.

CR183350 Ifthe 1ocal-path used with the virtual-directory-mapping was a relative path (not an

absolute file path), it was resolved differently in WebLogic Server 7.0 and WebLogic Server
8.1.

Now, in WebLogic Server 8.1 and later, the relative path is first resolved against the Web
Application docroot directory and if that directory does not exist, it is resolved against the
server's root directory.

Note:  The server's root directory can be overridden by the -Dweblogic.RootDirectory
property.
When migrating the Web Application from WebLogic Server 7.0 to WebLogic Server 8.1 with
the following entry, the entry needs to be modified:
<virtual-directory-mapping>
<local-path>./</local-path>
<url-pattern>/portal/*</url-pattern>
</virtual-directory-mapping>
In this case, 1ocal-path is referring to the current directory. First, the path . / will be
resolved against the Web Application document root. Because this always exists, it will not
be resolved against the server root directory and the files from virtual directory will not be
found at the runtime. To work around this problem, create a new directory with a name

<newDir> under the server's root directory, move the virtualDirectory files into this new
directory, and change the 1ocal-pathto . /<newDir>.
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CR189815 If a change was made in the HttpServletContext that extended ActionForm in Struts
framework, WebLogic Server threw a ClassCastException while accessing it.

Now, when the servlet is reloaded, any non-serializable attribute (stored in
HttpServletContext) that is loaded using the servlet or its child classes is removed from
HttpServletContext. As a result, the WebLogic Server no longer throws a ClassCastException
while accessing HttpServletContext.

CR190817 The save-sessions-enabled attribute now works when context-root is set to:
&amp; quot; /&amp; quot;

CR202054 When Apache Cocoon is used to present icons to the browser, performance is faster and
better.

CR202217 WLObjectOutputStream now writes the annotation and WL.ObjectInputStream
reads the annotation so that the proper classloader is set to load the proxy objects. As a
result, WebLogic Server no longer throws a ClassNotFoundException when storing
proxy objects in a session.

CR202495 Refer to the security advisory information available at:

CR236810  http://dev2dev.bea.com/pub/advisory/130

CR239392

CR206002

CR205986 Calling Ht tpSessionBindingListener.valueUnbound () while WebLogic
Server code synchronized on the session (due toa callto session. invalidate) caused
a deadlock.

Now, if session.invalidate () is called from two different threads, one of them
receives an I1legalArgumentException, and if the same thread calls
session.invalidate () again, the call is simply ignored.

CR207215 The Apache Web server too much memory if the response to an HTTP/1.0 request contained

CR222689  the "Accept-Ranges" header.

WebLogic Server now only sends the "Accept-Ranges" header to the response to an HTTP/1.1
request.

CR207481 When the incoming JSP request URI is transformed in the filter, the Web container no longer

CR212670 generates duplicate JSPStubs for the same transformed URI and therefore no longer leaks
memory.

CR214349
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CR207643 When set to True, a new property,
-Dweblogic.allowCommasInNetscapeCookie, allows commas as valid
separators in a Netscape cookie. The default is False.

CR208931 The internal flag is now set correctly if the same socket is re-used to serve a chunked-encoded

CR213764 request followed by a content-length request. As a result, the content-length request is no
longer treated as a chunked request.

CR209626  Use of the inner static class with the <jsp:usebean> tag was broken because the file name
should have had a period (.) to refer to the file, but instead used a dollar sign ($).

To fix the problem, a period (.) was added for an inner class, so the new code is now defined
as in the following example:
new SubClassTest.Data()

CR210386  Port 80 can now be used for the HTTPS protocol.

CR211039  Session invalidation no longer causes an EJBException for local interfaces stored in the
HTTP session.

Session cleanups are now carried out using the classloader of the Web Applications in which
they are loaded.

CR211133 Now, WebLogic Server honors the FileCount property when FileName contains
SimpleDateFormat.

CR211497 The JSP compiler did not trim the extra white spaces from the generated page. The JSP
compiler grammar was modified to adhere to the JSP 1.2 specification when processing white
space in the JSP page. As a result, the size of the generated page is reduced and the overall
page rendering is now improved.

CR211927 A classloader mismatch error occurred when the replicated HTTP session had EJB stubs that

CR24488]1 Were not packaged with the Web Application.

This problem has been resolved.

CR212058  Query string is no longer modified when the getRequestDispatcher method is called
on ServletRequestImpl.

CR212871 WebLogic Server no longer throws a stack overflow exception regardless of how many JSPs

are in the Web Application.
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CR213426 When a client application using a Ht tpClusterServlet, executed a POST using
chunked transfer encoding, a Managed Server in a cluster returned the following:
&quot;501 Not Implemented&quot;

WebLogic Server now handles the chunked request correctly.

CR214104  SessionID generated with reserved keyword in the first 4 letters was impacting performance.

CR222683 The sessionID generation logic was modified to fix this issue.

CR228624

CR214245 The default Web Application from the defaul tHttpServer was getting undeployed
when any other unrelated Web Application was undeployed from the virtual host.

Code was fixed to resolve this issue. If any Web Application is undeployed from a virtual host,
the default Web Application from the defaul tHt tpServer will not be undeployed.

CR214988  Logic was added to remove from memory all SessionData objects whose corresponding
Session IDs are non-existent in the database. This cleanup of orphaned SessionData
happens once in every 10th run of the invalidateSession trigger.

As a result, there is no longer a memory leak when using JDBC Session Persistence in a
clustered environment.

CR217051 Setting fileCaching=false in the web.xml file is now honored for chunked post
requests.

CR217213 When reading large files, the sun.io.MalformedInputException was thrown if the command
line options '-Dfile.encoding=UTF-8' and 'servletRequest.setCharacterEncoding("UTF-8")'
were used together.

This problem has been resolved.

CR219602 WebLogic Server no longer throws an I0 Exception (java.net .SocketException)

CR236224 when the socket connection gets reset for whatever reason, such as the browser closing when
the page is being processed or the page refreshing when the page is being processed.

CR220782 When WebLogic Server throws a compile error of the servlet-mapped JSP file when a JSP

registered as a servlet uses the <servlet> element in web . xm1 file, the JSPStub
corresponding to this JSP is no longer removed.

As a result, when the compilation error of the servlet-mapped JSP file is corrected, this JSP
is compiled again and served. Because the mapping exists in the URI map for the required
JSPStub, WebLogic Server no longer throws a 404 Page not found error.
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CR220806 The weblogic.http.session.maxConcurrentRequest property has been
added to limit the number of concurrent requests for a session. If the number of concurrent
requests for a given session exceeds the specified value, the servlet container will start
rejecting requests. By default, this property is set to -1, which indicates the servlet container
does not impose any restrictions.

CR225116 In case of nested or concurrent invalidation of sessions, WebLogic Server occasionally threw
EmptyStackExceptions, due to the internal pops on the user stack.

This problem has been resolved.

CR227702 Now, WebLogic Server serves the Welcome file from a directory defined in the

CR239269 wWeblogic.xml file as a virtual directory and residing anywhere on the system (not
necessarily under the application root).

CR228381 WebLogic Server threw an ApplicationException when deploying the
ConsoleExtensibilitySample Web application on WebLogic Server 8.1 SP4 version.

This problem has been resolved.

CR228812 WebLogic Server no longer throws an Assertion Error when an HTTP POST request to an
unsecured resource is forwarded (RequestDispatcher. forward) to a secured
resource.

CR229006 When a page directive is defined in an including resource with session="false",
weblogic.jspc no longer ignores the session="false" setting.

CR229062 Now, when Servlet Filter Initialization fails, undeploying the application no longer fails.

CR229334  Refer to the security advisory information available at:
http://dev2dev.bea.com/pub/advisory/139

CR229577 In FormBasedAuthentication, the requested URL was not getting properly stored, both

before and after the user was being authenticated using the form-based login page.

To store the complete URL (including the http or https protocol scheme) of the original
request, the following parameter was added to the weblogic.xml file:

<container-descriptor>
<retain-original-url> true </retain-original-url>

</container-descriptor>
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CR230285 Now, when WebLogic Server is overloaded, a
weblogic.utils.UnsyncCircularQueue$FullQueueException is no longer thrown. Instead, the
Web container handles this condition and sends a Service not available response to the
client.

CR232639 Some HTTP sessions were not invalidated after the timeout period expired, causing an out of
Memory error.
All the sessions now expire on timeout.

CR232735 Insome cases, the http response time was slow and delayed as each response was delivered
in two separate TCP packets, regardless of its size.
Except for certain exceptional scenarios, the http response is now sent as a single TCP packet
by default. However, a large http response can also be sent in two packets, if the message size
is larger than the value of the CHUNKSIZE variable. You can configure the CHUNKSIZE
variable to determine the size of a large response message.

CR234441 WebLogic Server allowed the user to pass name as null in
ServletRequest.setAttribute.
WebLogic Server now throws an I11egal ArgumentException when a null entity is
passed as name for ServletRequest.setAttribute.

CR235025  System property DynamicServerList=0FF now works in HttpClusterServlet.

CR2356555  Contents of a large JSP file are no longer garbled because the jspc compiler no longer ignores
pageEncoding.

CR240564 Combo patch request of CR236810 and CR229949.

CR240572  Combo patch request of CR236810 and CR230070.
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CR204059

WebLogic Server threw a java.lang.IllegalArgumentException when
retrieving the SNMP information for OTD .1.3.6.1.4.1.140.625.650. Under the
covers, the value retrieved from the JMS runtime could not be converted back to the interface
type in MIB. This problem has been resolved.

CR206283

LogBroadCaster handlers did not receive trap notifications when the domain log flag was set
to false. The following features were not working properly because of this issue:

e (enerating SNMP log filter traps
e (reating the file config.xml.booted
e Deleting configArchive directory

This problem has been resolved.

CR206632

When the BEA SNMP Agent came up, it initialized all the server states in the domain to False
by default. During the next refresh cycle, when it actually checked the status on each server,
the status for servers that had already been running when the Administration Server was

booted was True. The SNMP agent then issued a trap because of a state change. Because the
servers had been running the whole time, the SNMP agent should not have issued the trap.

Now, WebLogic Server initializes the Managed Server states correctly when the
Administration Server boots up so that these false traps are not sent out.

CR209397

New EJBRuntime attributes were added to the MBean and the Management Information
Base (MIB), but the EJBRuntime Handler was not updated to retrieve these attribute and
return them.

Code has been added to the EJBRuntime Handler to return the values for these runtime
attributes. As a result, SNMP now works correctly when EJBPoolRuntimeAccessTotalCount
is used.

CR216306

The jmsPooledConnectionRuntime handler can now find the attributes in the Management
Information Base (MIB) and there are no more problems running snmpwalk.

CR222114

The enterprise OID for the SNMP coldStart trap was incorrect. It has been changed to
".1.3.6.1.4.1.140.625".
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CR098504 The value replicated_if_clustered has been added to the drop down menu in Marathon, so
that you can now set replicated_if_clustered for a session-param.

CR183190 The DB2 driver was improved to prevent the java.sqgl . SQLException.

CR203256 EJBGen now generates the proper DD entries for transaction attributes on local home and
create methods.

CR210252 EJBGen now recognizes max-beans-in-free-pool and initial-beans-in-free-pool for entity
beans.

CR212713  Calling setFetchSize() while using the Oracle thin driver was corrupting data.

Oracle delivered a patch thin driver to fix this problem. Call BEA Customer Support to obtain
the patch.

CR216571 WebLogic Builder now supports adding resource-env-ref and res-env-ref
elements.

CR220246 WebLogic Server no longer prints out default values for <remote-client-timeout>.

CR227292 Now, when using the WebLogic Server java Utility DDInit tool, WebLogic Server correctly
writes the context-root tags in the application.xml file without the . war extensions.

CR230460 Marathon now fully supports editing resource-env-description elements.

CR235970 WebLogic Builder took a long time to save very large EAR files. As a result of the extended
save time, the application appeared to hang.

Inefficiencies in the saving mechanism of EAR files have been fixed, so large files are now
saved much faster.
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CR199899 wWeblogic.ejbc no longer fails when there is a $ symbol in the interface class name.

CR200530 Usingthe java weblogic.marathon.ddinit.EarInit method in a multi-user
environment resulted in access issues for the temporary directory created by the method.
Only one user could write to that directory at any given time.
You can now specify your own temporary directory using the -Dmarathon . tmpdir flag
when you invoke the weblogic.marathon.ddinit.EarInit method.

CR229018 Now, DDconverter supports empty query strings and successfully automates the

migration of deployment descriptors from EJB 1.1 to EJB 2.0.

Web Services

Change  Description

Request

Number

CR181775 WebLogic Server generated the type dynamically when xm1Type was not an element of the

CR229016 known schema during deployment. As a result, the element names from the original imported
schema were not preserved in the generated WSDL file.

A system property, -Dweblogic.webservice.noDynamicTypeGeneration,
has been added to WebLogic Server which, when set to true, preserves the original element
names.

CR185173 When calling into a WebLogic Server 7.0.2 Web Service from a WebLogic Server 6.1.4 dynamic
client, running the webserviceclient+ssl.jar through the versionMaker utility, and then
using the modified jar file in the WebLogic Server 6.1.x environment, WebLogic Server no
longer throws a java.lang.NoClassDefFoundError.

CR189437 It is now possible to send a simple text file attachment from the test client in BEA WebLogic
Worksh0p® to a Web Service created using WebLogic Workshop.

CR189437 WebLogic webservice client is now able to send a simple text file attachment.
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CR189884 There was a problem handling the inclusive namespaces prefix list in the C14N
implementation, resulting in failure of signature verification.

This problem has been resolved.

CR198708 A Web Service client running from an applet no longer fails with an

CR212958 AccessControlException.

CR202714 When importing an XML Schema as the default namespace, WebLogic Server no longer adds

CR235349 \nnecessary namespaces in the SOAP request.

CR204082 A WebLogic Web Services client no longer throws a StackOverF1ow exception while
deserializing XSDAnyType .

CR208435 Signature verification no longer fails for Web Services security draft 12 specification on
WebLogic Server.

CR208557 When verifying a WSEE 1.0 signed soap message, WebLogic Server no longer throws a
java.lang.Exception.

CR208927  If the response object is a custom type and contains an instance variable XXX that is of type
boolean, the servicegen ant task generates classes that have the method 1 sXxX () in
addition to getXXX ().

CR210221 BusinessEntity CategoryBag isno longer being overridden by
BusinessService CategoryBag.

CR210455 The WebLogic Web Service client no longer throws an
ArrayIndexOutOfBoundsException when a user-defined exception that extends
org.apache.commons.lang.exception.NestableException is thrown by
the webservice method.

CR210918 WebLogic Server threw the following exception on the client side:

javax.xml.rpc.soap.SOAPFaultException: One or more references
failed to validate, because of the addition of a spurious default namespace to an
unqualified xml attribute.

To resolve the problem, the code generation tool was fixed to generate the XMLName with
just the LocalName (no nameSpaceUri) when the attribute is unqualified.
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CR211670 The Ant tasks supporting Web Services development fail unless the webservices. jaris
included in the classpath.

The problem was resolved by adding webservices.jar to the classpath in
WL_HOME/common/bin/commEnv.sh script file.

CR211994 The WebLogic Web Service client now sends back all cookies in multiple set-cookie headers
from the server.

CR213425 WebLogic Server no longer throws a
weblogic.xml.schema.model.XSDException when clientgen is used against
wsdl with imported namespace in the schema.

CR216574 The autotype Ant task does not comply with the JAX-RPC specification if the XML Schema

CR235981 data type (for which it is generating the Java representation) has all the following
characteristics:

e The data type is a complexType.
e The complexType contains a single sequence.
e The sequence contains a single element with maxOccurs greater than 1 or
unbounded.
The following example shows such an XML Schema data type:
<xsd:complexType name="Response">
<xsd:sequence >
<xsd:element name="code" type="xsd:string"
maxOccurs="10" />
</xsd:sequence>
</xsd:complexType>
The autotype Ant task maps this type of XML Schema data type directly to a Java array of
the specified element. In the previous example, the autotype Ant task maps the
Response XML Schema data typetoa java . lang.String[] Java type. This is similar
to the type of mapping that NET does.
The JAX-RPC specification, in turn, states that this type of XML Schema data type should
map to a Java array with a pair of setter and getter methods in a JavaBean class. WebLogic
Web Services do not follow this last part of the specification.
WebLogic Server now has a warning message for the data type mapping that is non-compliant
with JAX-RPC.
CR217189 Generating a Web Service from a WSDL no longer fails with a compilation error.
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CR217694 Now,weblogic.webservice.core.soap.DetailImpl is serializable.

CR220734 The servicegen ant task no longer fails to process types . xm1 with schema that has
&quot;include. &quot;.

CR221530 The ant task and autotype with encoding="soap" no longer results in the following error:
Encoding can only be "soap" or "literal".

CR222033 If a user-defined exception starts with the new line character \n, for example, the first
character is \n, and the message presented after the squot ; \n&quot ; character is no
longer getting truncated when the exception is thrown.

CR222116 Using anySimpleType extension in complexType no longer causes a
weblogic.xml.schema.binding.BindingException in clientgen.

CR222793 When two anonymous types have the same name, running the clientgen Ant Task several
times no longer generates different code.

CR222873 When Message Level Security was enabled for Web Services, if the request message exceeded
a certain size, WebLogic Server was throwing a JSAFE_InvalidUseException when
trying to encrypt the request message.

To address this problem, the system property,
-Dweblogic.xml.outputStream.bufferSize, was added.

Use this property in the server start up script to increase the buffer size to accommodate
large request messages and allow their encryption. The default value of the buffer size is 1024
bytes.

CR224569 Now, a WebLogic Web Service client can catch a user-defined exception thrown from an AXIS
service.

CR225438 When a handler uses SOAPConnection to route a request to a Web Service without any

change, if the incoming request has any empty element, the routing handler no longer fails
with the following exception:

javax.xml.soap.SOAPException: Failed to send message:
java.net.ProtocolException: Did not meet stated content length
of OutputStream: you wrote 3653 bytes and I was expecting you
to write exactly 3675 bytes!!!
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CR226344 If you throw a user-defined service-specific exception defined as a complex type exception
with only one element, WebLogic Server no longer throws the following exception:
weblogic.xml.schema.binding.SerializationException

CR227493 Now, the Web Service client works when the input type of the Web Service method is char.

CR232578 WebLogic Server threw a Nul1PointerException when a message posted by the
session bean to the JMS queue was lost while calling an external Web Service.
The message is now redelivered without the Nul1PointerException.

CR232678 WsdlI2service no longer fails to add the parameter location="attachment" to the dynamic
wsdl file (web-services.xml) when the return param is
javax.xml.transform. Source.

CR233130  You can now use the -Dweblogic.webservice.rpc.timeoutsecs system

property to set the default rpc timeout value for Web Services.
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Number

Description

CR121432

In the weblogic.wtc.tbridge. tBexec class, while running tpenqueue, the code
checked for null replyQ and replaced it with the name of the configured request queue.

This check has been eliminated, and NULL is now a configurable value for replyQ.

CR179410

WTC did not clean up the old connection after reconnect. Tuxedo /Domain and WTC are
connected with the ON_STARTUP connection policy. If the machine on which the Tuxedo
domain was running was down, when it was restored, WI'C did not clean up the old
connection.

Now, when the same remote domain receives a new connection, the old connection is
dropped.

CR196698

WTC memory leak occurs when the Tuxedo side defines unconnected local domain.

Now, the memory leak in some connection-termination error scenarios is absent and
clean-up logic is implemented.

CR202460

When all ExecuteThreads in WLS are busy waiting for replies in
weblogic.iiop.SequenceRequestMessage.waitForData, WI'C requires at least one more
thread to process replies. In this situation, the server is simply blocked forever.

Now, the reply is processed by bypassing the thread allocation and directly passed to the IIOP
layer.

CR208701

WTC tBridge causes CLOSE_WAIT sockets on Sun Cluster with a firewall between WLS and
Tuxedo. WT'C tBridge opens a connection to the firewall and the firewall cannot access
Tuxedo because Tuxedo is not booted. The WI'C connection stays open in CLOSE_WAIT state.

The socket connection now closes properly.

CR212218

WTC does not detect network errors between WI'C and Tuxedo. WI'C waits for the blocking
timeout and eventually throws a TPETIME exception.

Now WTC behaves like Tuxedo and throws a TPESYSTEM exception to client programs when
the connection goes down.

CR213232

WTC Domain level failover fails to work if ConnectionPolicy is set to ON_DEMAND for
WTCLocalTuxDom and ON_STARTUP for WTCRemoteTuxDom.

Remote connection policy overrides the local connection policy when appropriate.
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CR216682  Unexpected rollbacks were encountered when calling a remote CORBA object from within an
EJB with a trans-attribute of RequiresNew.
Now, CORBA WTC XA resources are allowed to be suspended and resumed correctly.

CR223488 WTC automatic retry causes thread to hang when network error occurs.
Now, when a connection is in progress for one remote domain, it is not included in the list of
remote domains available for a given service.

CR228745 When tpacall() is executed from a Tuxedo 8.1 client with the TPNOREPLY flag set, WT'C
returns a reply despite the flag setting. This problem leads to degraded performance.
Now, no reply is sent when the TPNOREPLY flag is passed in inbound requests.

CR236066 WTC unable to map CORBA::UserException over WTC.

WTC now injects a reply message with TPSVCFAIL and user data into the RMI subsystem.
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CR158523

On UNIX, when a private registry is published using uddiexplorer, the following error no
longer occurs:
An error has occurred E_fatalError (10500): a serious technical

error has occurred while processing the request. 'null[LDAP:
error code 65 - Object Class Violation]'

CR187425

If the MBean Definition File (MDF) name is multibyte characters, WebLogic MBeanMaker
no longer throws a java.net .MalformedURLException when generating the
MBean type.

CR203364

WebLogic Server no longer throws a Nul1PointerException in Xerces when using
JAXP DocumentBuilder multiple times.

CR205549

JavaServer Faces, a Web Application framework that accomplishes the
Model-View-Controller (MVC) paradigm, provides a free implementation called myFaces.
When trying to use myFaces, WebLogic Server was throwing the following exception upon
startup:

Cannot load Implicit TLDs
java.lang.NullPointerException

Now, myFaces is able to load implicit tag library descriptor (TLD) files and the exception is
no longer thrown.

CR215016

When doing lookup of DTDs over HTTP from a central Web server, if the URL failed (that is,
if the Web server was down momentarily), the XML registry did not renew the DTD in the
cache and failed each time the DTD was used.

Now, the XML registry renews the DTD in the cache, which resolves the problem.

CR215842

When filtering XML messages using JMS_BEA_SELECT () , WebLogic Server no longer
throws an XMLStreamException if the XML fragment in the message includes an
attribute.
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Resolved Problems for Service Pack 4

Service Packs are cumulative; Service Pack 4 contains all the fixes made in earlier Service Packs
released for WebLogic Server 8.1.

The following sections describe problems that were resolved in WebLogic Server 8.1 Service Pack 4:

“Administration Console” on page 5-3
“Classloaders” on page 5-8
“Clusters” on page 5-8

“Connector” on page 5-8

“Core WebLogic Server” on page 5-10
“Deployment” on page 5-16

“EJB” on page 5-20

“Installation” on page 5-26
“Internationalization” on page 5-26
“J2EE” on page 5-26

“JCOM” on page 5-28

“JDBC” on page 5-28

“iDriver” on page 5-31
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e “JMS” on page 5-31

e “JNDI” on page 5-35

e “JSP” on page 5-35

e “JTA” on page 5-37

e “JTS” on page 5-38

e “JVM” on page 5-38

e “Node Manager” on page 5-39

e “Operations, Administration, and Management” on page 5-40
e “Plug-Ins” on page 5-47

e “RMI/RMI-IIOP” on page 5-53

e “Security” on page 5-56

e “Servlets” on page 5-62

e “SNMP” on page 5-69

e “Tools” on page 5-69

e “Web Services” on page 5-70

e “WebLogic Tuxedo Connector” on page 5-76
e “XML” on page 5-78
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CR093082

The SSL config console page was not letting the user set the Key Alias and Passphrase.

The SSL config console page now shows the user set values for Key Alias and Passphrase if
the user has changed them.

CR103417

EJB monitoring pages were not refreshing properly because the pages were being cached.

The tags that cache the browser pages were removed and now the pages are refreshed
properly.

CR106457

Only weblogic-rdbms-bean elements of weblogic-rdbms-jar were being converted into XML.
As a result, the complete weblogic-rdbms-jar elements were not being shown.

WebLogic Server now converts weblogic-rdbms-jar elements into XML so that all elements of
the weblogic-rdbms-jar.xml deployment descriptor are displayed.

CR106773

If an EJB did not have a package, an indexOutOfBounds exception was being thrown when
trying to substring the first package name of the full package of the EJB.

Now, when the EJB has no package, an asterisk (*), is shown as the default package when
defining policies for jJCOM component access. As a result, an indexOutOfBounds exception is
not thrown if the EJB does not have a package.

CR111502

Deploying a new WebLogic Portal application via the WebLogic Console while targeting
modules did not work with Internet Explorer because the URL size was exceeding its
maximum limit.

WebLogic Server now passes the names of the EJBs and the webapp in the application as
hidden attributes instead of passing them as part of the URL.

As a result, an application with any number of components can be deployed without a
javascript error.

CR112354

WebLogic Server was checking for the existence of the selected pool name in the
ConnectionPool list, but not in the MultiPool list.

Now, WebLogic Server checks for the selected pool name in both lists and it is possible to
assign DataSource and TXDataSource to a MultiPool in the Admin Console.

CR119472

The setTextIld method was not resetting the text, because of which two tags using the
same instance were not reflecting the true value.

WebLogic Server now resets the text in the setTextld method to show the correct value.
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Change
Request
Number

Description

CR122362

The MaxPostTimeSecs attribute was missing from the ServerProtocols general tab in the
Administration Console.

The ServerProtocols general tab now shows the MaxPostTimeSecs attribute.

CR122403

Filtering was being carried out on the basis of an "if name starts with" criteria. Therefore, it
returned servers targeted to other connection pools also, if the name of this pool started with
the same characters as the given pool.

Filtering has been changed to look for an exact match. So only servers targeted to the given
connection pool are returned.

CR124223

To determine whether a component was targeted to the server, only the server, and not the
cluster, was being checked.

Now, WebLogic Server checks the server and the cluster to which the server belongs. As a
result, the components (application, JDBC connection pool, etc.) that are targeted to a
cluster appear as deployed on the server if the server is part of the cluster.

CR125334

The Servlets table was not sorting arrays properly when "URL Patterns" was clicked. If the
attribute was of type array, an exception was being thrown when comparing arrays of
different lengths.

The compare method for array attributes has been modified so that the attribute of array type
is now properly sorted and no exception is thrown.

CR126074

WebLogic Server used the listBinding method of the Context class, which tried to resolve all
objects completely. An exception was thrown if the attempt to resolve the objects failed.

Resolving the objects is now done in the Administration Console. If an object can not be
resolved, WebLogic Server shows that particular name with red circle.

CR129373

When WebLogic Server passed attributes to html, periods ('.") were being replaced by
underscores ('_"). If the qualifying name of an attribute contained an underscore ('_") it was
replaced by a period ('.") when it was returned to the server. Because of this, an instance not
found exception was thrown

WebLogic Server now replaces underscores ('_') in qualifying names with colons (":"). The
reverse process occurs during conversion of the attribute name to the qualifying name of the
attribute. This way underscores ('_") in the qualifying name are restored.
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CR129518

When using a remote machine and trying to upload WAR, RAR, or JAR files, WebLogic Server
was unable to find the current path and thus returned the user to the upload screen rather
than uploading the files.

Weblogic Server is now able to get the current path and upload these types of files.

CR129551

It was not possible to revert to the Default Adjudication Provider from the Custom
Adjudication Provider.

Code has been added that replaces the Adjudication Provider for the realm even if the
provider already existed. As a result, it is now possible to revert to the Default Adjudication
Provider.

CR130110

There was an upload directory problem when the complete path rather than a relative path
was specified.

WebLogic Server now checks for relative and absolute path when uploading.

CR130369

Trying to define a Security Policy on WebService methods that had an array type as a
parameter was causing a Javascript runtime error in the Admin Console.

Now, WebLogic Server creates the signature of a method with the array parameters in a
format that is compatible with the security subsystem. As a result, the Javascript runtime
error no longer occurs when the policies for a method containing the array as a parameter
are being defined.

CR161951

The Re-order Authentication Providers... link did not appear in the Custom Authentication
Providers page when, from the main administration console, clicking the Realms... link, then
the myrealm... link, then the Providers Tab, and then Authentication.

Now, the Re-order Authentication Provider... link appears when using this navigation in the
console.

CR172966
CR129054

Log messages in the console logs were being truncated.

WebLogic Server now processes escape characters correctly, preventing truncation of the log
messages.

CR178780

In WTC, the imported services, the exported service and the remote domains are considered
a tuple where combination of the Resource Name, Local Domain, and Remote Domain must
be unique. The Administration Console prevented defining imported services, exported
services and remote domains with the same resource name.

WebLogic Server now checks for uniqueness of the tuple rather than just the attribute values.
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CR181865 The Admin Console was allowing the addition of members into the JMS distributed
destination even if their JMS server was not targeted.
Now, a member cannot be added to the JMS distributed destination if the member's JMS
server is not targeted.

CR183641 When the Administration Server was used to get information about transactions running on
managed servers, the information was incorrect.
WebLogic Server now retrieves the transaction information from one of the servers
associated with the transaction.

CR184784 The WebLogic Server Administration Console did not allow certain characters such as spaces

CR183444 and hyphens in the names of groups, users and roles. As as result, user certificates generated
by other applications that contained spaces and hyphens could not be validated in WebLogic

CR201566  gerver.

CR183444 WebLogic Server now allows user/group/role names to contain these special characters.

CR132832

CR197295

CR186293 1. The left navigation pane did not honor the language set from the browser. It honored the

language preferences set from console preferences page.
2. The console left and right navigation panes did not honour the language set from the
preferences setting page of the console.

The applet was made to pass the accept-language header to server while making any request.
WebLogic Server now honors the language set from the browser for the left navigation panel.
While the console extension is being deployed it passes the current language to the helper
class, which helps it find the correct catalog for the console extension and the extension is
correctly localized.

CR187204 The performance monitoring graphs in the Admin Console were freezing immediately after

garbage collection was forced (the "Force Garbage Collection" button was clicked).

Now, the Graph Gather thread does not die until the browser is closed. As a result, the
performance monitoring graphs no longer freeze after forced garbage collection.
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CR189027 The Console was slow to display the webapp table. The more webapps were deployed, the
slower the webapp table displayed.
Now, WebLogic Server makes fewer calls to get webapp runtime mbeans. As a result, the
webapp table is displayed faster and increases in speed as the number of webapps deployed
increases.

CR190524  After migrating from WebLogic Server 8.1 SP2 to SP3, WebLogic Server was throwing a
Console Extension NullPointerException.
Now, WebLogic Server has a display name attribute and an alternate name attribute in the
catalog which allows the catalog to have more familiar names and maintains compatibility
between service packs. As a result, WebLogic Server no longer throws the Console Extension
NullPointerException after migrating from WebLogic Server 8.1 SP2 to SP3.

CR190752 The RemovelnfectedConnectionsEnabled attribute, a JDBC connection pool specific

property, was displayed on the console although none of the other attributes in
PoolParamsMBean appeared on the console.

Now, the RemovelnfectedConnectionsEnabled attribute is not a displayable attribute, so it is
consistent with other attributes in PoolParamsMBean. As a result, WebLogic Server does not
throw an exception when the descriptor for Application-Scoped JDBC Connection Pool is
edited.
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Classloaders

Change  Description
Request
Number

CR177678 The Class.getSigners() method did not return the certificates if the class was in a signed jar
file.

Now, WebLogic Server obtains the bytes from the JarFile instead of the ZipFile when loading
classes from jar files. As aresult, the Class.getSigners() method returns the certificates if the
class was loaded from a signed jar file.

Clusters

Change  Description
Request
Number

CR177776  WebLogic Server encountered distributed dead-locks in a cluster when replicated session

CR201676 http requests landed on a server that acts as neither primary nor secondary for the requests.
If multiple such requests landed on servers in a cluster, all the threads in the default thread
pool were being exhausted due to this behavior and at some point in time, there were no
threads available in default thread pool to receive responses. This lead into distributed
dead-lock.

WebLogic Server no longer deadlocks under these conditions.

Connector

Change  Description
Request
Number

CR176209 Initially the out debug statement used the transaction object. This caused a
CR183827 ConcurrentModificationException.

The transaction object was removed from the debug statement which eliminated the
exception.
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Number
CR184164 WebLogic Server was throwing a warning (BEA-190085) when a group of RARs were deployed
even if the base RAR was deployed first.
The log message has been changed to an informational message instead of a warning.
CR190895 Changes were made to significantly improve the performance of the Connector Pool and

process connection requests faster.

One of these changes is the addition of a new element, use-first-available, to the
weblogic-ra.xml descriptor. When use-first-available is set to true the Connector Pool
assumes that all connections share the same attributes and that there is no advantage to
using one over another for any connection request. Using this option bypasses the need for
the Connector Container to call matchManagedConnection on the adapter and thus improves
performance.
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Core WebLogic Server

Change  Description

Request

Number

CR126838 The WebLogic Server stuck thread warning message was being logged only to the individual

CR196450 Server log file as it was just a warning message. It has been changed to an error message and
is now logged to the domain level log file as well.

CR127920 HeartbeatHelper object, which is used on the client side to ping the server, was being cached

CR190968 and when the server was restarted, the client attempted to ping but the ping was rejected by
the new server. This resulted in IllegalStateException. HeartbeatHelper is now looked up

CRIOTT08  from the cos NamingService and is no longer cached.

CR175772 WebLogic Server was unable to accept POST requests from a client after the KeepAlive
connection was timed out on Linux.

WebLogic Server now shuts down the socket's input and output before a socket close. As a
result, POST requests from a client after the KeepAlive connection is timed out on Linux are
accepted.

CR175808 The ClusterRuntime MBean name was using the server name instead of the cluster name.
Now, the ClusterRuntimeMBean name initialization is correct. The ClusterRuntime MBean
name is now correctly reflected in the MBean.

CR176331 A NullPointerException was sometimes thrown from the muxer during the cleanup of a
socket.

This happened when the protocol discriminator did not set the proper muxable socket.
WebLogic Server now sets the proper muxable socket during discrimination so that it uses
the right muxable socket when delivering exceptions.

CR178205 Calling getAttributes on the Admin Server's MBean was causing a

CRI121483 ConcurrentModificationException.

Now, the HashMap is not modified simultaneously by two threads. As a result, WebLogic
Server no longer throws the ConcurrentModificationException when getAttributes is called
on the Admin Server's MBean.

CR179262 During startup, WebLogic Server was experiencing a deadlock between

weblogic.jms.common.DistributedDestinationManager and
weblogic.cluster.MemberManager.

Synchronization has been reduced in MemberManager and now there is no longer a
deadlock.
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CR180147

Memory leaks were occurring in the NTSocketMuxer when converting native error messages
to unicode.

WebLogic Server now releases the character pointer obtained from jni strings, eliminating
the memory leak.

CR180291

If multiple server instances run on the same computer in a domain that uses a domain-wide
administration port, a clear error message is displayed that explains what to do. You must
either:

Host the server instances on a multi-homed machine and assign each server instance a
unique listen address, or

Override the domain-wide port on all but one of one of the servers instances on the machine.
Override the port using the Local Administration Port Override option on the Advanced
Attributes portion of the Server->Connections->SSL Ports page in the Administration
Console.

CR181986

WebLogic Server running as a service sometimes ran out of memory if it was using a large
number of threads.

Reducing the reserve stack size used by beasvc.exe and beasvc64.exe from 1mb to 256 kb
eliminated the memory problem.

CR182838
CR195712

LocalServerRef did not implement the hashCode method which caused multiple entity beans
with different PKs to have the same stub.

LocalServerRef now correctly implements the hashCode method.

CR183683

The default identity asserter was not correctly asserting against the default realm.

When connecting to a third-party using RMI-IIOP with security enabled, the default identity
asserter will now correctly assert against the default realm.

CR184182
CR187177
CR199812

WebLogic Server was throwing a NullPointerException when de-serializing the stateful
session bean (SFSB) Handle under the following circumstances:

1) when resolving object in Handle
2) when initializing RIVM
3) when getting EndPoint in BasicRemoteRef

Now, under these circumstances, WebLogic Server is not throwing any NPEs.
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Change
Request
Number

Description

CR184487
CR196822

When clients were tunneling http/https over t3, if the stubs were not present in the client
classpath, the client was attempting to open a direct connection to the backend WebLogic
erver.

Now, WebLogic Server ensures that when clients do network classloading, they use the
tunnel instead of attempting a direct connection.

CR185841

When starting up many managed servers concurrently, the admin server CPU usage was high.

WebLogic Server now makes fewer remote calls to ServerMbean.getName(). As a result,
managed server startup time in a large cluster is faster and the CPU usage on the admin
server is lower.

CR188371

When an application cached a stateless session bean remote stub, and all the servers in the
cluster were restarted, the stub was unable to refresh its lists of server nodes where the
remote object is available and failover did not succeed this was happening because the stub
did not have the information needed to re-establish initial context with the cluster nodes,
hence the remote method invocation failed.

WebLogic Server code was not propagating the thread environment for the stateless session
bean stubs in WebLogic Server 6.1 versions and it is required in WebLogic Server 7.0 and
higher versions for un-marshalling to set the environment so failover works.

The runtime descriptors for the clusterable stateless session beans now have the
propagate-environment attribute set to true by default.

The descriptor is now read and the propagateEnvironment is set so the environment is passed
on during un-marshalling. This allows the failover logic to reconnect to the cluster nodes to
retrieve the new list of server nodes where the remote object is available and allow for proper
failover.

CR188709

When the port number was greater than 32K, and the port was read as a short then converted
to an int, the result was a negative number because the conversion was not done properly.

WebLogic Server now does the conversion properly.

CR189337

Using CORBA Any's to transmit certain primitive types was corrupting the primitive data
contained in the Any. Instead of only masking the non-databits for storage in the Any, some
databits were masked as well.

The mask was changed and Any's now work as expected.
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Number

CR189338 Distributed garbage collection (DBC) was cleaning up CORBA objects.

CR190012  All CORBA objects are now configured so that they do not use DGC at all but instead to have
their lifetime controlled by the ORB.

CR189462 Interface Definition Language (IDL) wide strings were being corrupted when used in

CR190010 collocated IDL invocations.

Collocated invocations now use standard IDL stubs rather than WebLogic Server generated
stubs. As a result, wide strings are no longer corrupted for collocated calls.

CR190010 WebLogic Server was not honoring TransactionalObject interfaces for outbound Interface

CR189462 Definition Language (IDL) calls and not propagating transactions when using these
interfaces.

The IIOP subsystem now honors IDL interfaces inheriting from TransactionalObject. It is
now possible to propagate transactions to Object Transaction Service (OTS) 1.1 ORBs (i.e.
IBM ORB on a mainframe) from WebLogic Server.

CR190490 The java.net.SocketException: Bad File Number exception was being thrown when the
servlet tried writing to a socket.

This can happen when the servlet tries writing to a closed socket. The exception is harmless.
Code was changed such that this exception is ignored and does not get logged.

CR190595 IDL strings over 512k were resulting in a MARSHAL exception when transmitted.

The string size limit has been changed to 64M. As a result, WebLogic Server now accepts IDL
strings of up to 64M.

CR191720 The client was hanging during JNDI authentication if it re-connected after a network

CRI91721 partitioning, but before the server recognized the network partitioning.

CR191552 Now, WebLogic Server recognizes that it had missed the PeerGone from a client that did not
actually shut down but just had a partitioned network. WebLogic Server then removes the old
connection information, creates a new connection, and retries the authentication request.
This ensures that the client does not hang,

CR191772  Areceiving ORB sending LOCATION_FORWARD in the context of a transaction would cause

WebLogic Server to retry the request without a transaction which caused a transaction
rollback on the remote side.

WebLogic Server now correctly associates a transaction with a request retried as a result of
LOCATION_FORWARD. Now, transactional interop with foreign ORBs works correctly.
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CR192362
CR186757
CR200758

Event logging was not working properly in beasvc. Event logging could not locate the event
sources and was not reporting the proper message.

Now, event logging ensures that the event sources are properly registered when the windows
service is installed with beasvc and properly unregistered when the service is removed.

CR192420

When the transaction is propagated from the CORBA Object to the EJB, WebLogic Server
exported CoordinatorImpl objects to the rmi tree. These objects were never unexported
which caused a memory leak.

The mechanics of exporting a CoordinatorImpl object have been changed such that the
memory leak no longer occurs.

CR192644

The interface definition language (IDL) TimeBase was not current. As a result, the
org.omg.TimeBase.UtcT class was not compatible with other ORBs.

The TimeBase IDL has been updated to match the Object Management Group (OMG)
reference IDL for CORBA 2.6. As a result, the org.omg.TimeBase.UtcT class can now be used
in any WebLogic Server classloader.

CR192818

The weblogic.Admin LOCK command is deprecated, but should lock the server, allow only
privileged users to connect, and reject any new login attempts. WebLogic Server was allowing
new login attempts even after executing the LOCK command.

Now, the weblogic.Admin LOCK command works as expected. WebLogic Server only allows
privileged users to connect when the server is locked.

CR194333

The weblogic.Deployer tool was trying to invoke a doesUserHaveAnyAdminRoles() method on
SecurityServiceManager which is not initialized on the client. As a result, it was throwing a
NotYetInitializedException if the Admin port was enabled on the server.

Now, the weblogic.Deployer tool does not invoke a doesUserHaveAnyAdminRoles() method
on the client because SecurityServiceManager is not initialized on the client.

CR197951

When a Managed Server is communicating to an Administration Server via a load balancer
with NAT, under certain circumstances, the Managed Server's private IP address, instead of
the DNS name, was being used for communication.

A utility was written to extract and use the DNS name in cases where both the private I[P
address and DNS name were provided by the caller. As a result, the server no longer hangs
when a Managed Server is communicating to an Administration Server via a load balancer
with NAT.
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CR200264 When trying to marshal a CORBA Any containing a CORBA Any, a typecode at position () in
the stream occurs which results in an assertion error.

Now, WebLogic Server accepts a typecode at position 0 in the stream and no assertion error
is thrown.
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Change
Request
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Description

CR092875

Deployer was setting the source option to null for redeploy. This resulted in upload not
working for redeploy because upload needed source option.

Deployer now allows redeploy with upload which allows application files to be added,
modified, or deleted on the target. These changes are also applied to the application's
uploaded source on the Admin Server.

Upload option has been deprecated. A new option sourcerootforupload has been introduced
that allows the user to specify the source root directory or archived application jar file on the
remote machine. This file is then uploaded to the Admin server upload directory.

CR110687

An application's removal and redeployment logic did not work properly when a targeted
Managed server was shut down while a new EAR was being deployed.

The logic now works correctly when a targeted Managed server is shut down during
deployment.

CR125854

Although WebLogic Server does not copy or remove files in no-stage there was no message
sent to notify of this.

Now, WebLogic Server sends a DeploymentNotification stating that the files cannot be
deleted when using the weblogic.Deployer -delete_files option for no-stage applications. The
notification is shown only when the Deployer is run in verbose mode.

CR127141

During a graceful shutdown of the server, applications were undeployed in an arbitrary order.

WebLogic Server now un-deploys applications in the exact reverse order of the deployment.
That is, the application with highest LoadOrder number is undeployed first then the next
high LoadOrder application will be undeployed etc. Applications with the same LoadOrder
will be deployed in alphabetical and undeployed in reverse alphabetical orders.

CR128977

The weblogic.Deployer utility was not deploying to default targets as it should.

Default targets have been set to already deployed targets and not to the Admin Server when
deploying or starting applications using weblogic.Deployer. As a result, weblogic.Deployer
now deploys to default targets as expected.
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CR177486
CR124375
CR134935
CR173172

WebLogic Server was making too many RMI calls to find out the deployment status of an
application/component on a target especially if the target was a cluster or a virtual host. In
addition, the module status on the target was not depicting the precise deployment status of
the target.

Now, the deployment status page is shown in terms of its aggregated deployment status and
availability status. The aggregated deployment status of a component could be Available/Not
Available for a server and Available/Not Available/Partially Available when it is deployed on
a cluster or virtual host. Partially Available implies that the component is available on only
some of the servers of the cluster or virtual host.

The deployment/availability status is updated when the targeted servers are shutdown either
gracefully or forcefully.

As a result of all of these changes, WebLogic Server has minimized the number of RMI calls
needed to retrieve the status report for a cluster deployment.

CR184089

Restarting the Administration Server reset the drs version when discover was set to false.
This caused the Administration Server to be on a lower version thus redeployment of an
existing application onto the cluster never succeeded.

The Administration Server now knows its drs version after restarting the admin server when
discover is set to false.

CR186042

Static files were not redeployed on managed servers if the managed servers were down at the
time of static file redeployment.

When the managed server comes up, it restages the entire application, allowing the modified
static files to be redeployed.

CR189712
CR175585

The status of certain deployment tasks like deploy/redeploy/distribute/remove was shown as
“Failed” in the WebLogic Server admin console when the deployment task targets were not
up or reachable. These tasks were actually deferred and not failing.

Now, the status of such tasks are shown as "Deferred" in the console.

When such tasks are actually completed on the target, the deployment/availability status
(module status) of the app/component in question is appropriately updated. However, the
deferred status shown in the "Status of last action" column in the console is not updated. The
last action status does not represent the current deployment status of the app/component.

Also, when tasks are deferred, WebLogic Server now throws the
weblogic.management.DeferredDeploymentException instead of the
weblogic.management.ManagementException.
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CR190088

When only some modules of the application were deployed to a server during redeployment,
the application lifecycle listener preStop event was not fired.

Now, WebLogic Server calls application lifecycle listener preStop, as part of redeployment,
when there is a split deployment (some modules deployed on one target and the remaining
modules deployed on a different target).

CR191908

When using the verbose option on either the Deployer tool or on wldeploy ANT task, neither
the Deployer tool nor wldeploy ANT task was waiting for task completion notifications and
they were therefore exiting as soon as they had initiated the task.

Now, the Deployer tool and wldeploy ANT task wait for task completion notification before
exiting even when they use the verbose option.

CR192094
CR195074

There was a memory leak in the way WebLogic Server was using deployment task objects for
historical purposes. WebLogic Server was running the OutOfMemoryError after a certain
number of deployment actions (deploy, undeploy, stop, start, redeploy, etc.). For large
applications' deployment actions, WebLogic Server was running the OutOfMemoryError
quickly.

Changes have been made to the code so that it will not leak memory due to these deployment
task objects.

CR192097

If a Pinned App was deactivated on one server of the cluster, it was being deactivated on all
other servers of the cluster wherever it was deployed.

The Pinned deployment behavior for the -deactivate, -stop and -unprepare commands have
been changed so that now, the Pinned App is only deactivated on the specific clusteredServer
where the deactivate command is requested.

For example, the command:
java weblogic.Deployer -deactivate -name myPinnedApp -targets MS1

only deactivates the myPinnedApp on MS1 of Cluster CLS1. It will not deactivate the
application on other servers of the cluster CLSI.

This new behavior will not affect applications that are either deployed to the cluster or
pinned to one server in the cluster. It will only affect those applications that are pinned to
few servers (more than one) in cluster.
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CR192196

A WebLogic Server 8.1 client calling DeployerRuntime.getDeployerRuntime (MBeanHome)

was getting an InstanceNotFoundException if invoked against a WebLogic 7.0 admin server.

A change was made to the implementation of
DeployerRuntime.getDeployerRuntime(MBeanHome). As a result, a WebLogic Server 8.1
client is now able to fetch the DeployerRuntime MBean from the WebLogic 7.0 admin server
and vice versa without getting any InstanceNotFoundException.

CR193897

WebLogic Server was not automatically redeploying a WebApp if the Servlet Filter
implementation was in the system classpath and the servlet class was modified.

Now, the Servlet Filter considers the changes in WebApp classes even though the filter is
loaded by the system classloader.

When the servlet-reload-check-secs flag is set to something other than -1, this feature is best
used in development mode and not in production mode.

CR195576

Application Poller was not catching the exception thrown as part of deploying any
application with an invalid directory structure from the applications folder. As a result, the

remaining applications failed to be deployed after any such invalid application was deployed.

Now, Application Poller catches exceptions thrown while deploying any applications with an
invalid directory structure from the applications folder so that the invalid applications failure
is logged and the remaining valid applications are deployed successfully.

CR197220

The managed server was failing to start up in MSI mode if applications were being deployed
using external_stage because the managed server was not able to find the application.

Now, the managed server is able to find the application when it is started in MSI mode. As a
result, applications are now deployed properly and the managed servers boots properly in
MSI mode.

CR197999

Now, the wldeploy ant tool supports the option of deploying staged applications.
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Change  Description

Request

Number

CR055396 When a EJB QL syntax error occurred, WebLogic Server generated an error message with an
incorrect xml file reference.
WebLogic Server now generates the message as follows if there are syntax errors in EJB QL.
[java] ERROR: Error from ejbc: Error while reading 'META-INF/ejb-jar.xml' or
'META-INF/weblogic-cmp-rdbms-jar.xml'.

CR087261 The EJBDeployer was writing an incorrect deployment message to the log for Message Driven
Beans.
The correct message is now being logged when a Message Driven Bean is deployed.

CR122203 The EJB specification requires cmp and cmr fields to start with lower case characters. Some
charsets, however, do not have a notion of upper or lower case. If such a charset was used,
our compliance checker would throw an exception because the cmp\cmr fields didn't start
with lower case.
Now, the compliance checker only throws the compliance exception if the cmp\cmr field
starts with an upper case letter and not if the charset has no notion of upper or lower case.

CR127369 An AssertionError was sometimes thrown when more than one bean was based on the same

CR195223 Java class.

This error occurred when the following conditions were satisfied:

1. abean A had a many-to-one relationship to a bean X (unidirectional relationship)

2. abean B had a many-to-one relationship to a bean X (unidirectional relationship)

3. beans A and B were two different deployments based on the same java class.

While processing the relationships of beans, WebLogic Server holds the list of cmr-field
names, and if the cmr-field name has not been declared, WebLogic Server creates it based on
the bean class name. In the above case, while processing relationships of bean X, the
cmr-field names of the relation to bean A and the one to bean B will be created. But these

class names are the same, so the created cmr-field names are the same. This causes the
AssertionError.

Code has been added to make the cmr-field name unique, eliminating the possibility of
conflicting names.
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CR128850

Even after setting enable-call-by-reference to false, a method parameter was being passed by
reference. This behavior is correct. The parameter was being passed by reference instead of
by value because it was not serializable.

Now, if enable-call-by-reference is set to false and business methods of the remote interface
have argument types that are not serializable, WebLogic Server shows a warning to explain
that the parameter will be passed by reference.

CR131561

TableQuery verification for a CMP EJB was causing a full table scan on the DB2 database that
was running on the host because the WHERE-Clause of the verification query was not being
optimized by the DB2 query optimizer. This resulted in long query execution time.

Now, the "FETCH FIRST 1 ROWS ONLY" option instead of the "WHERE 1=0" option is used

for DB2 database-type in the case of TableQuery validation. As a result, performance is now
optimized.

This change is specific to the DB2 database type and is not applicable to any other database
type. Other database types still use "WHERE 1=0" in the case of TableQuery validation.

CR132853

When a Message Driven Bean uses the synchronous message polling scheme, it has issues
when the Sonic jms server is used. The message driven bean container's polling optimizations
could result in a delay in the message receiving.

To avoid this problem, do not use the optimized poller. As the Sonic message delivery scheme
does not work well with this scheme, use a poller that continuously polls the Sonic jms server.

This new Message Driven Bean behavior is applicable to TIBCO and Sonic jms providers only
See also CR128980, CR135722

CR135125

When a setter method for a read-only EJB was called, the setter was not executed but no
exception was being thrown.

Now, if a setter for a read-only EJB is called, WebLogic Server throws the EJBException.

CR173231
CR189040

When an inner class was passed as an argument to an EJB method, such as ejbCreate, the
generated code did not convert the inner class argument to a correct representation.

WebLogic Server has now fixed code generation so that it converts the inner class argument
to a correct inner class representation.
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CR173260

WebLogic Server was throwing an OptimisticConcurrencyException when
order-database-operations was set to true, and if an entity bean was removed and created
with the same Primary Key in the same transaction.

Now, WebLogic Server does not throw the OptimisticConcurrencyException under these
conditions.

CR175158

BMP Entity beans using the Exclusive concurrency strategy and loaded into the cache did not
timeout upon idle-timeout-secs expiration. The same BMP beans did timeout for other types
of concurrency strategy such as database, readonly and optimistic.

BMP beans using the Exclusive concurrency strategy are now scrubbed from the cache after
being idle for idle-timeout-seconds.

CR177114

WebLogic Server was throwing an exception when verifying the sequence during EJB
deployment if:

1) a global synonym was being used and no schemaName was specified or

2) the sequence was owned by a user other than the user who created the connection pool
for the EJB.

Now, WebLogic Server verifies the Oracle sequence against the ALL_SEQUENCES view even
if the schema name has not been specified. As a result, WebLogic Server no longer throws the
verification exceptions during EJB deployment.

CR178404
CR192516

If the NOT logical operator wa