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About This Document

This document introduces BEA WebL ogic Server™ Frequently Asked Questions.
The document is organized as follows:

m  Chapter 1, “FAQs: Administration and Configuration,” contains questions and
answers about administering and configuring WebL ogic Server.

m  Chapter 2, “FAQs: Applets,” contains questions and answers about appl ets.
m  Chapter 3, “FAQs: Clustering,” contai ns questions and answers about clustering.

m  Chapter 4, “FAQs: Code Examples,” contains questions and answers about code
examples.

m  Chapter 5, “FAQs: dbKona,” contains questions and answers about dbK ona.
m Chapter 6, “FAQs: EJB,” contains questions and answers about EJB.

m Chapter 7, “FAQs: Installation,” contains questions and answers about installing
WebL ogic Server.

m  Chapter 8, “FAQs: Java,” contains questions and answers about Java.

m Chapter 9, “FAQs: J2EE Connector Architecture,” contains questions and
answers about J2EE Connector Architecture.

m  Chapter 10, “FAQs. WebLogic JDBC,” contains questions and answers about
JDBC.

m  Chapter 11, “FAQs: WebL ogic jDriver for Informix,” contains questions and
answers about WebL ogic jDriver for Informix.

m  Chapter 12, “FAQs. WebL ogic jDriver for MSSQL Server,” contains questions
and answers about WebL ogic jDriver for MSSQL Server.
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m  Chapter 13, “FAQs. WebL ogic jDriver for Oracle,” contains questions and
answers about WebL ogic jDriver for Oracle.

m  Chapter 14, “FAQs. IMS,” contains questions and answers about JMS.
m  Chapter 16, “FAQs. JTA,” contains questions and answers about JTA.

m  Chapter 18, “FAQs:. Server-Related Questions,” contains general questions and
answers about WebL ogic Server.

m  Chapter 19, “FAQs: Server-Side Java (Servlets),” contains questions and answers
about servlets.

m  Chapter 20, “FAQs:. Security,” contains questions and answers about security.

m  Chapter 22, “FAQs: Wireless-Related Questions,” contains questions and
answers about wireless technol ogy.

m  Chapter 23, “FAQs. XML,” contains questions and answers about XML .

Audience

This document is written for application devel opers who want to build e-commerce
applications using the Java 2 Platform, Enterprise Edition (J2EE) from Sun
Microsystems. It is assumed that readers know Web technologies, object-oriented
programming techniques, and the Java programming language.

e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation.

xviii BEA WebL ogic Server Frequently Asked Questions



How to Print the Document

Y ou can print a copy of this document from a Web browser, one main topic at atime,
by using the File - Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Server documentation
Home page on the e-docs Web site (and a so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or a portion of it) in
book format. To access the PDFs, open the WebL ogic Server documentation Home
page, click Download Documentation, and select the document you want to print.

Adobe Acrobat Reader is available at no charge from the Adobe Web site at
http://www.adobe.com.

Related Information

The BEA corporate Web site provides al documentation for WebL ogic Server.

Contact Us!

Y our feedback on BEA documentation isimportant to us. Send us e-mail at
docsupport@bea.com if you have questions or comments. Y our comments will be
reviewed directly by the BEA professionals who create and update the documentation.

In your e-mail message, please indicate the software name and version you are using,
aswell asthetitle and document date of your documentation. If you have any questions
about this version of BEA WebL ogic Server, or if you have problemsinstalling and
running BEA WebL ogic Server, contact BEA Customer Support through BEA
WebSupport at http://www.bea.com. Y ou can also contact Customer Support by using
the contact information provided on the Customer Support Card, which isincluded in
the product package.
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When contacting Customer Support, be prepared to provide the following information:
m Your name, e-mail address, phone number, and fax number

®m Your company name and company address

®m Your machine type and authorization codes

m  The name and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention  Usage

Ctrl+Tab Keysyou press simultaneously.
italics Emphasis and book titles.
nonospace Code samples, commands and their options, Java classes, data types,
t ext directories, and file names and their extensions. Monospace text also
indicates text that you enter from the keyboard.
Examples:

import java.util.Enumeration;
chrmod u+w *

conf i g/ exanpl es/ appl i cati ons
.java

config. xm

f1 oat

nonospace Variablesin code.
italic Example:
t ext .
String Customner Nane;
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Convention  Usage
UPPERCASE Device names, environment variables, and logical operators.
TEXT Examples:
LPT1
BEA_HOME
OR
{} A set of choicesin asyntax line.

[]

Optional itemsin asyntax line. Example:

java utils.MilticastTest -n name -a address
[-p portnunber] [-t tineout] [-s send]

Separates mutually exclusive choicesin a syntax line. Example:

java webl ogi c. depl oy [list| depl oy| undepl oy| updat e]
password {application} {source}

Indicates one of the following in a command line:

= Anargument can be repeated several timesin the command line.
m  The statement omits additional optional arguments.

m You can enter additional parameters, values, or other information

Indicates the omission of items from a code example or from a syntax line.
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FAQs: Administration
and Configuration

m  What are safeguards for modifying the config.xml file?

m How do | edit the config.xml file?

Q. What are safeguards for modifying the conf i g. xnl file?

A. BEA recommends that you use the WebL ogic Server Administration Console to
edit theconfi g. xnl file. If you need to edit theconfi g. xm filedirectly, we
recommend that:

m You always save acopy of your confi g. xnl file before editing it. If your edits
cause errors that prevent you from booting, you can at least revert to your saved
version.

® You manualy edit theconfi g. xm filefor adomain when adomain is not
active. If you edit the configuration file while the domain is active, any changes
you make manually will likely be overwritten by the system. Furthermore, al
changes you make by hand while the domain is active are ignored by the system
at run time.

m Because thereisno validation or value checking when you edit conf i g. xni
manually, type-checking occurs when you load the configuration file for the first
time, that is, when you restart the Administration Server. At that point, any
invalid XML or attribute value is detected and the domain fails to boot.

For more information on modifying the conf i g. xni file, see information on the
config. xnl . boot ed filein the Starting and Stopping WebL ogic Servers section of
the Administration Guide
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Q. How do | edittheconfi g. xnl file?

A. The persistent configuration for adomain of WebL ogic Servers and clustersis
stored in an XML configuration file (confi g. xm ). You can modify thisfilein the
following ways:

m  The recommended way for users to modify or monitor a domain's configuration
isto use the Administration Console.

m WebL ogic Server includes a configuration Application Programming Interface
(API), which programs can use to modify configuration attributes of resourcesin
the domain.

® You can access the attributes of a domain with the WebL ogic Server
command-line utility. This utility is provided for people who want to create
scripts to automate domain management. See Commands for Managing a
WebL ogic Domain in the Administration Guide at
http://e-docs. bea. comw s/ docs61/ adm ngui de/cli.htmn .
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2

FAQs: Applets

m What are the alternatives to using applets?

m Canl usea“native’ two-tier driver for abrowser applet?

m  Why doesn't my browser applet connect to the database?

m  Why does my applet work with Appletviewer, but not with a browser?

m What's causing ClassFormatErrors with my applet?

Q. What are the alternatives to using applets?

A. BEA supports the use of server-side applications with HTTP servlets and Java
Server Pages (JSPs) as part of the J2EE platform. We recommend that before you
develop new applications, consider using either servlets or JSPs. A well-designed
series of interactive Web pages using servlets and Java Server Pages (JSPs) generally
yield afaster and more reliable Web site.If you are currently using applets, you may
find that most can be converted to Java applications using Java Web Start and you can
continue using WebL ogic Server. For information, go to Sun's Java Web Start site.

For more information, see Using Applets With WebL ogic Server at
http://e-docs.bea.com/wls/docs61/appl ets/usingappl ets.html.

Q. Can |l usea*“native’ two-tier driver for a browser applet?

A. No. Within an unsigned applet, you cannot load native libraries over the wire,
access the local file system, or connect to any host except the host from which you
loaded the appl et. The applet security manager enforces these restrictions on applets as
protection against applets being able to do unsavory things to unsuspecting users.

If you aretrying to use jDriver for Oracle from an applet, then you are violating the
first restriction. Y our applet will fail when it attemptsto load the native (non-Java
layer) library that allows jDriver for Oracle to make calls into the non-Java Oracle
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client libraries. If you look at the exception that is generated, you will see that your
applet failsinj ava. | ang. Syst em | oadLi br ary, because the security manager
determined that you were attempting to load alocal library and halted the applet.

Y ou can, however, use the WeblL ogic JTS or Pool driver for JDBC connectivity in
applets. When you use one of these WebL ogic multitier JDBC drivers, you need one
copy of WebL ogic jDriver for Oracle (or any other two-tier JDBC driver) for the
connection between the WebL ogic Server and the DBMS.

Q. Why doesn’t my browser applet connect to the database?

Problem: I’'m using a WebL ogic multitier driver in an applet as an interfaceto a
DBMS. If | run the class using the Sun Appletviewer on my local machine, | have no
problems. But when | try to run the applet in a Netscape browser, it will not connect.

A. If Appletviewer works and Netscape does not, it isan indication that you are
violating a Netscape security restriction. In this case, the violation is that an appl et
cannot open a socket to a machine other than the one from which it loaded the applet.
To solvethis problem, you will haveto serve your applet code from the same machine
that hoststhe DBMS.

In addition, the IP naming format you use in the appl et CODEBASE and the constructor
for the T3Client must match. That is, you can't use dot-notation in one place and a
domain name in the other.

Q. Why does my applet work with Appletviewer, but not with a browser?

Problem: | tried to run two of the appletsin the examples directory of the distribution.
| installed the WebL ogic classes on my local machine (NT server) and on another
machine (a Windows 95 client). | am not using any browsers, just trying to run the
applets with Appletviewer. The applets work fine when | run Appletviewer from the
NT server, but do not work at al from the Windows 95 client.

A. There aretwo possible problems: Either the CODEBASE tag is not properly set in
the applet HTML file, or the class files are not properly loaded on the HTTP server.

The applet worksonthe NT server because you installed the WebL ogic distribution on
your NT server. Even if the applet cannot successfully load the necessary classes from
the HTTP server, it does find them in your local CLASSPATH. But when you try to run
it from the Windows 95 client, the applet must load the classes over the wire from the
HTTP server, and if you haven't installed them correctly, it will fail.
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Q. What's causing ClassFormatErrors with my applet?

Problem: | downloaded your distribution and copied the classesto my HTTP server
DocumentRoot. | created an applet that | ran successfully from my Netscape server. |
placed it in the server directory / webz/ ns- hone/ cl asses/ appl et s/ nyapp. cl ass
and called it with the following:

<APPLET
CODEBASE=ht t p: / / nyserver. com webz/ ns- hone/ cl asses
CODE=appl et s. myapp. cl ass>

Then | set my attributes in the Administration Console to listen on port 7001, and |
started the WebL ogic Server on the HTTP machine so | could use my applet with
WebL ogic JDBC, like this:

<APPLET
CODEBASE=t 3: / / myserver. com 7001/ webz/ ns- hone/ cl asses
CCODE=appl et s. myapp. cl ass>

When | changed the CODEBASE tag to point to the WebL ogic Server, | started getting
ClassFormatErrors.

A. Thereareseveral problemswith your setup. The most obvioushaveto do with your
CODEBASE:

1. The CODEBASE tag in your applet should point to your HT TP server, not to
WebL ogic Server.

2. Thedirectory path referenced in your CODEBASE tag is not an absolute directory
path on the HTTP server; it isa configured path that originates from the HTTP
Document Root. You are using the absolute path in your CODEBASE tag. |If your
class “myapp” isin the “applets’ package, then the correct CODEBASE for your
setup would be;

<APPLET
CODEBASE=ht t p: / / nyserver. com cl asses
CODE=appl et s. myapp. cl ass>

In addition, if you are getting a ClassFormatError, it signals a problem with your
HTTPserver configuration. It could bethat you haven’t loaded the WebL ogic or applet
classesin the correct directory on the HTTP server, or you are specifying the
CODEBASE or the CODE incorrectly in your APPLET tag.

Remember, too, that if you installed the WebL ogi ¢ distribution on the machine from
which you are running the applet, your applet will first look for the WebL ogic classes
in your local CLASSPATH, which may obscure the fact that you haven't properly
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installed the classes for serving from the HTTP server. To test your HTTP
configuration properly, you need to temporarily rename the WebL ogic classesin your
local CLASSPATH or try your applet from another machine.
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FAQs: Clustering

m How do stubs work in aWebL ogic Server cluster?

m  What happens when a failure occurs and the stub cannot connect to a WebL ogic
Server instance?

® How does a server know when another server is unavailable?

m How are notifications made when a server is added to a cluster?

m How do clients learn about new WebL ogic Server instances?

m How do clients handle DNS requests to failed servers?

m How many WebL ogic Servers can | have on a multi-cpu machine?
m  Should | use a separate network for multicast in a cluster?

® What should | do if my cluster “hangs’ or “freezes’?

Q. How do stubswork in aWebL ogic Server cluster?

A. Clientsthat connect to aWebL ogic Server cluster and look up a clustered object
obtain areplica-aware stub for the object. Thisstub containsthelist of avail able server
instances that host implementations of the object. The stub also contains the load
balancing logic for distributing the load among its host servers.

Q. What happens when a failure occurs and the stub cannot connect to a WebL ogic
Server instance?

A. When the failure occurs, the stub removes the failed server instance from itslist.
If there are no serversleft initslist, the stub uses DNS again to find a running server
and obtain a current list of running instances. Also, the stub periodically refreshesits
list of available server instancesin the cluster; thisallowsthe stub to take advantage of
new servers as they are added to the cluster.
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Q. How does a server know when another server is unavailable?

A. WebLogic Server uses two mechanismsto determine if agiven server instanceis
unavailable.

Each WebL ogic Server instance in a cluster uses multicast to broadcast regular
“heartbeat” messagesthat advertiseitsavailability. By monitoring heartbeat messages,
server instancesin a cluster determine when a server instance has failed. The other
server instanceswill drop aserver instance from the cluster, if they do not receive three
consecutive heartbeats from that server instance

WebL ogic Server also monitors socket errors to determine the availability of aserver
instance. For example, if server instance A hasan open socket to server instance B, and
the socket unexpectedly closes, server A assumes that server B is offline.

Q. How are natifications made when a server is added to a cluster?

A. TheWebLogic Server cluster broadcasts the availability of anew server instance
each time a new instance joins the cluster. Cluster-aware stubs also periodically
update their list of available server instances.

Q. How do clients learn about new WebL ogic Server instances?

A. Onceaclient hasdone aJNDI lookup and beginsusing an object reference, it finds
out about new server instances only after the cluster-aware stub has updated itslist of
available servers.

Q. How do clients handle DNS requests to failed servers?

A. If aserver failsand DNS continues to send requests to the unavailable machine,
this can waste bandwidth. For a Java client application, this problem occurs only
during startup. WebL ogic Server caches the DNS entries and removes the unavailable
ones, to prevent the client from accessing afailed server twice.

Failed servers can be more of a problem for browser-based clients, because they
aways use DNS. To avoid unnecessary DNS requests with browser-based clients, use
athird-party load-balancer such as Resonate, Bigl P, Alteon, and L ocal Director. These
products mask multiple DNS addresses as a single address. They also provide more
sophisticated |oad-bal ancing options than round-robin, and they keep track of failed
serversto avoid routing unnecessary requests.

Q. How many WebL ogic Servers can | have on a multi-cpu machine?
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A. There are many possible configurations and each hasits own advantages and
disadvantages. BEA WebL ogic Server has no built-in limit for the number of server
instances that can reside in a cluster. Large, multi-processor servers such as Sun
Microsystems, Inc. Sun Enterprise 10000, therefore, can host very large clusters or
multiple clusters.

In most cases, WebL ogic Server clusters scal e best when depl oyed with one WebL ogic
Server instance for every two CPUs. However, as with all capacity planning, you
should test the actual deployment with your target web applications to determine the
optimal number and distribution of server instances. See Performance Considerations
for Multi-CPU Machines for additional information.

Q. Should | use a separate network for multicast in a cluster?
A. No. Multicast traffic is not heavy enough to require a separate network.

Q. What should | doif my cluster “hangs’ or “freezes’?

A. If your WebL ogic Server cluster “freezes,” you will need to collect certain
diagnostic information, including thread dumps and Java garbage collection metrics,
before contacting BEA Technical Support. For details, see Collecting Diagnostic
Information.
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FAQs: Code Examples

Where are the examples located?

Why won't the examples work?

How do | use the Cloudscape evaluation version with WebL ogic?
Arethe build.cmd and the build.sh scripts still being used?

How do | use ANT?

Q. Where are the examples located?

A. Examples, if installed, are located in the /samples/examples directory of your
WebL ogic Server installation and are available from the Start menu.

Q. Why won't the examples work?

A. Eachexamplecomeswith detailed instructionsfor building the example classfiles,
configuring the server, and running the example. Make sure that you have completed
each of the example instructions.

Usually problems with examples are related to your environment. Here are some
troubleshooting hints;

1

If you are using a database, make sure you have run the utility ut i | s. dbpi ng
to verify that your JDBC driver is correctly installed and configured.

Run the setEnv script to make sure your CLASSPATH is correctly set in the shell
or DOS window in which you are running the examples. For more information,
see Setting your development environment at

http://www.webl ogic.com/docsbl/techstart/environment.html .

Check the instructions for the examples to make sure you have changed any
user-specific variablesin the code before compiling.
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4. Verify that you are compiling with the -d option to direct the class files into the
proper directory, as defined in the example instructions.

If the example is an applet, check the CODE and CODEBASE, and make sure
WebL ogic Server is running.

For more information, see the WebL ogic Server Examples Guide located at
sanpl es/ exanpl es/ exanpl es. ht M in your WebL ogic server distribution.

Q. How do | use the Cloudscape evaluation version with WebL ogic?

A. Anevaluation version of the Cloudscape database management systemisincluded
inyour WebL ogic distribution, but must be set up properly for it to work with the code
examples. All examples that use the Cloudscape database include instructions for
configuring the connection pool. For additional information, see Using the Cloudscape
Database With WebL ogic Server located at

sanpl es/ eval / cl oudscape/ cl oudscape. ht nl in your WebL ogic Server
distribution.

Q. Arethebui | d. cnd and the bui | d. sh scripts still being used?
A. No. They have been replaced by ANT.

Q. Howdo ! use ANT?

A. Set up the Examples domain environment by running set Exanpl esEnv. cnd in
Windows or set Exanpl esEnv. sh in UNIX. Go into your examples directory and
type ANT to buildthebui | d. xm file. If you want to build your own build script, you
can pass in the name of the build script by typing ANT -f nyBui | d. xml where
myBui | d isthe name of your build script. For more information, see the Apache
website.
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FAQs: dbKona

® How are JDBC and dbKonarelated?

m  Does dbKona use vendor-specific native libraries to communicate with aremote
DBMS?

m  How does performance compare between dbKona and raw SQL through JDBC?

m  What happens to a dbKona TableDataSet when | save changes?

Q. How are JDBC and dbKonarelated?

A. Java Database Connectivity (JDBC) is a JavaSoft specification that provides a
standard way for programmers to write Java applications that access databases. Sun
calls JIDBC a common base on which higher level tools and interfaces can be built at
http: //splash.javasoft.com/jdbc/index.html. dbKona is ahigher-level interface than
JDBC, but requires a JDBC driver, for example, one of the WebL ogic jDriver JDBC
drivers. dbK ona provides convenient, vendor-independent ways to access data. It
offersclient-side management of query resultsand automatic SQL generation. dbKona
objects shield the programmer from the necessity of knowing vendor-specific details
in order to work with database data, yet offer the conformance and interoperability of
the IDBC interface. With dbKona, for example, you can writeasingle Javaapplication
that can talk to multiple, heterogeneous databases.

Because dbKonais designed to be a plug-and-play API, which is how we support
various DBM Ses simultaneously, drivers from any vendor that meet the JDBC
specification work with dbK ona. Any application that uses dbKonawill work with any
JDBC driver, including WebLogic’'s JDBC drivers.

WebL ogic jDriver products and dbKona give you the best of both worlds: complete
compatibility with JIDBC and the power of dbKona.

Q. Does dbKona use vendor-specific native libraries to communicate with aremote
DBMS?
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A. dbKonauses any JDBC driver to communicate with aremote DBMS. In the
two-tier environment, if you use a Type 2 JDBC driver, you need a vendor-supplied
library (or the proper ODBC driver) on each client using your dbK onaapplication. Or
you can use a Type 4 JDBC driver (pure Java) that does not require vendor libraries.
Inthisthree-layer arrangement, dbK onasitson top of the JDBC driver asahigher level
interface. If you use a Type 2 JDBC driver, it makes calls to the vendor library to
access the database.

The WebL ogic pool, JTS, and RMI JDBC drivers make calls through the WebL ogic
Server to the IDBC driver on behalf of dbKona applications or applets, which do not
need client-side vendor libraries.

Q. How does performance compare between dbKona and raw SQL through JDBC?

A. dbKonaisvery lightweight. It will cause little, if any, performance degradation,
compared with the equivalent dataretrieval in straight JDBC. Its advantages far
outweigh its overhead: it providesasimpler and more convenient API for data access,
and it gives you access to automatic generation of SQL through a query-by-example
model. Y ou can aso do things with dbK ona DataSets that you can’'t do with a straight
JDBC ResultSet, like storing adbK ona TableDataSet in aWebL ogic Server-sideclient
Workspace.

Within WebL ogic, your clients may actually perceive better performance, because
dbKonagivesyou tools to manage query results. Y ou can cache dataon WebL ogic for
read-ahead. Y ou can share one set of query results among multiple clients. With an
“Eventful TableDataSet,” you can even reflect changes to one client in all the clients
viewing the same table. dbK ona gives you more power over data than straight JDBC,
S0 you can tune your client application for optimum performance.

Q. What happensto adbKona TableDataSet when | save changes?

A. After you save changesto aTabl eDat aSet , theresults are left intact and you can
continue to step through its records with the f et chRecor ds() methods.

Y ou should be able to save the Tabl eDat aSet on aJDBC connection that is not the
same JDBC connection you used to popul atethe Tabl eDat aSet with no effect onthe
integrity of thedatainthe Tabl eDat aSet . Of course, if the connection you useto save
has some sort of history or state that makes it unusable for updates — for example, if
you arein atransactional state that might cause the update to be uncommitted, or cause
adeadlock because of locks other connections have— thiswill not betrue. TheDBMS
must consider every connection as an independent application, even if the connections
are cooperating on the client end.
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FAQs: EJB

m  Why did my JDBC code throw arollback SQL Exception?
m  Must my bean-managed persi stence mechanism use the WeblL ogic JTS driver?
m  Why isthere no polymorphic-type response from acreate() or find() method?

m  Must EJBs be homogeneoudy deployed across a cluster? Why?

Q. Why did my JDBC code throw arollback SQL Exception?
A. Your JDBC code may throw the following exception:

"The coordi nator has rolled back the transaction.
No further JDBC access is allowed within this transaction.”

The WebL ogic JTS JDBC driver throws this exception when the current JDBC
connection transaction rolls back prior to or during the JDBC call. This exception
indicates that the transaction in which the JDBC connection was participating was
rolled back at some point prior to or during the JDBC call.

The rollback may have happened in an earlier EJB invoke that was part of the
transaction, or the rollback may have occurred because the transaction timed out. In
either case, the transaction will be rolled back, the connection returned to the pool and
the database resources released. |n order to proceed, the JTS JDBC connection must
be closed and reopened in a new transaction.

Q. Must my bean-managed persistence mechanism use the WebL ogic JTS driver?
A. Werecommend that you use the TxDataSource for bean-managed persistence.

Q. Why isthere no polymorphic-type response from a create() or find() method?
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A. The EJB Specification prohibits this behavior, and the weblogic.ebc compiler
checks for this behavior and prohibits any polymorphic type of response from a
create() orfind() method.

Thereasonthecreat e() andfind() methodsare not polymorphicis similar to the
reason constructors are not polymorphic in Java. The derived classes generally do not
know or cannot initialize the base class properly.

Q. Must EJBs be homogeneously deployed across a cluster? Why?

A. Yes. Beginning with WebL ogic Server version 6.0, EJBs must be homogeneously
deployed across a cluster for the following reasons:

m To keep clustering EJBssimple

m To avoid cross server calls which results in more efficiency. If EJBs are not
deployed on all servers, cross server calls are much more likely.

m To ensurethat every EJB isavailable locally
m Toensurethat al classes are loaded in an undeployable way

m Every server must have access to each EJB's classes so that it can be bound into
thelocal INDI tree. If only a subset of the servers deploys the bean, the other
servers will have to load the bean's classes in their respective system classpaths
which makes it impossible to undeploy the beans.
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FAQs: Installation

m  What platforms are available for WebL ogic Server 6.1?

m How do | download and install WebL ogicServer 6.0 for Compaq Tru64 Unix
using the WinZip file?

m | downloaded the WebL ogic Server installation file, but the installation program
will not run. What should | do?

Q. What platforms are available for WebL ogic Server 6.1?
A. Windows NT/2000 and Solaris.

Q. How do | download and install WebL ogicServer 6.0 for Compag Tru64 Unix using
the WinZip file?

A. Because WinZip files are typically extracted and executed, you should insert this
filein aclasspath likeyouwould a. j ar file.

Execute, do not unzip, this java-based installer.

java -classpath webl ogi c600_tru64.zip install

Q. | downloaded the WebL ogic Server installation file, but the installation program
will not run. What should | do?

A. Theinstallationfile may have been corrupted during the download. Run achecksum
on the installation file and check with technical support for the proper values.
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FAQs: Java

m Can you help me debug my program?

m Where can | get help learning Java?

m Wheredo | get the IDK?

m How do | set up my CLASSPATH?

m  Why won't the examples work?

m Where can | get help with Java error messages?

m  Why did aclient-server message generate a StackOverflowException?
m Will aJIT make my Javaapplication run faster?

m Can | redistribute the JDK that is bundled with WebL ogic Server?

Q. Can you help me debug my program?

A. If the problem you are having is not directly related to our software, we suggest
that you use a Java devel opment tool that helps you with debugging, and that you
invest in some books or training to help you learn Java. There are many waysto build
debugging into your program, and getting good training in Javaprogramming isagood
start to understanding how to do this.

Q. Where can | get help learning Java?

A. There are alot of books and online references to Java. A good starting placeis at
the JavaSoft website documentation index at

http: /imwww.javasoft.com/docs/index.html, which haslinksto white papers and the Java
Tutorial. You can find books on Java at any of the major online book shopping sites.

Q. Wheredo | get the IDK?
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A. WebLogic 6.1 bundles JIDK131. See our Platform support page for information
about specific JDK sthat we have tested and certified for use with WebL ogic software.

Once you determine which version of the JDK you will be using, go to the JavaSoft
website at http://www.javasoft.com/products. Many platform vendors provide an
optimized version of the JDK for their computers.

Q. How do | set up my CLASSPATH?

A. Setting up your CLASSPATH correctly depends on what you aretrying to do. The
most common tasks are described below:

Sarting WebL ogic Server. See Setting the Classpath Option in the Starting and
Stopping WebL ogic Servers section of the Administration Guide at
http://e-docs.bea.com/wls/docs61/adminguide/startstop.html. In addition, your
WebL ogic distribution includes shell scriptsthat you can use to start the server.
These scripts, which are located in the domain directories under theconf i g
directory of your WebL ogic Server distribution, automatically set up the
CLASSPATH variable in the shell before starting the server.

Compiling Application Classes or Using WebL ogic Server Utilities. See
Setting the Classpath for Compiling in the Developing WebL ogic Server
Components section of Developing WebLogic Server Applications.

Working With WebL ogic Server Code Examples. See the WebL ogic Server
Examples Guide located at sanpl es/ exanpl es/ exanpl es. htm  inyour
WebL ogic Server distribution.

Q. Why won't the examples work?

A. Usually problems with examples are related to your environment. Here are some
troubleshooting hints:

1

If you are using a database, make sure you have run the utility ut i I s. dbpi ng
to verify that your JDBC driver is correctly installed and configured.

Run the setEnv script to make sure your CLASSPATH is correctly set in the shell
or DOS window in which you are running the examples. For more information,
see Setting your development environment at

http://www.webl ogic.com/docsb/techstart/environment.html.

Check the instructions for the examples to make sure you have changed any
user-specific variables in the code before compiling.
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4. Verify that you are compiling with the -d option to direct the class files into the
proper directory, as defined in the example instructions.

If the example is an applet, check the CODE and CODEBASE, and make sure
WebL ogic Server is running.

Q. Where can | get help with Java error messages?

A. Many questionswereceive at BEA arerelated to generic Java error messages and
are not specific to WebL ogic Server. Here are some links that contain helpful
information about Java error messages.

Source Description

Sun’s Java Developer Connectionat  Thisforum includes Questions and Answerson
http://devel oper.java.sun.com/develo  awide variety of Javatopics, including error

per/ messages. Use the Search box for fast results.
For example, type "classpath error” in the
Search box.

Sun’s Java APIs at Check the Java API to seeiif thereisan

http://java.sun.com/products/ exception description for the class you are
using.

Q. Why did a client-server message generate a StackOverflowException?

A. If you are sending a particularly large data structure using java.io.Serialization,
you may exceed the per-thread size limit for either the Java or native stack. Y ou can
increase the stack size by using the following command line options:

-ss Stacksi ze to increase the native stack size or

-oss Stacksi ze toincrease the Java stack size,

where Sacksize is expressed as an integer followed by “k” or “m” for kbytes or
mbytes. For example,

$j ava -ssl1l56k (native)
$j ava -0ss600k (Java)

The default native stack sizeis 128Kk, with a minimum val ue of 1000 bytes. The default
java stack sizeis 400k, with a minimum value of 1000 bytes.

Q. Will aJIT make my Java application run faster?
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A. A Just-In-Time compiler will make some Javaapplicationsrunfaster. A JIT works
by storing generated machine code in memory and reusing it when possible. For
example, if you execute the same operation 1000 timesin aloop, aJIT will improve
performance of this operation sincethe codewill only be generated once. Applications
with alot of native methods will not see as much performance improvement as
pure-Java applications.

If youuseaJIT, you may want to turn off the JIT during debugging to facilitate
stacktracing. If you are doing performance testing with a JIT, make sure that you
execute the same test several timesin the same invocation and then throw away the
first result to get an idea of how long the transaction will take when your application
isrunning in a steady state. The first time the code is executed, your test will take
longer (the “code generation hit”).

Q. Can | redistribute the JDK that is bundled with WebL ogic Server?

A. BEA Systems has the non-exclusive right to grant a third party, such asan
independent software vendor (ISV), the right to redistribute the JDK that is bundled
with WebL ogic Server without any modifications of any kind. The following are
caveats to this general statement:

m ThelSV cannot remove or alter any proprietary legends or notices contained in
the JDK. The ISV shall not decompile, disassemble, decrypt, extract, or
otherwise reverse engineer or modify the JDK. The JDK may not be leased or
assigned in whole or in part.

m ThelSV must enter into a signed agreement with its distributors on terms
substantially similar to those contained here in this redistribution policy
explanation.

m ThelSV requires an end user license agreement with the product within which it
embeds WebL ogic Server.

m  The embedding of the JDK in ISV products does not include maintenance and
support of the JDK by the JDK Provider. BEA Systems shall be solely
responsible for providing maintenance and support for its ISVs and distributors.
The ISV shall be solely responsible for providing maintenance and support for
the end users of its products.

m If an ISV wantsto ship aJDK that is different from the JDK that BEA ships
with WebL ogic Server, that 1SV needs to get those bundling rights directly from
Sun or HP. For example:
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Assume that BEA ships WebL ogic Server 6.0 with JDK 1.3 only, that BEA ships
WebL ogic Server 5.1 with JDK 1.1 only, and that an ISV wantsto ship JDK 1.1
with WebL ogic Server 6.0 in an integrated product offered by that ISV. Unless
BEA, for BEA business reasons, elects to make WebL ogic Server 6.0 with JDK
1.1 generally available, the ISV couldn't ship JDK 1.1 with WebL ogic Server 6.0
in an integrated product offered by that ISV under BEA's agreement with that
ISV or under BEA's agreement with Sun. The ISV could, however, obtain its
own binary distribution agreement for the JDK from Sun and under that
agreement bundle JDK 1.1 with its value added software solution consisting of
the ISV applications and WebL ogic Server 6.0 integrated.
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FAQs: J2EE Connector
Architecture

m  Why do | get the following exception when viewing the INDI tree?

m |sit possible to use the Oracle database rather than Cloudscape with the current
implementation of the WebL ogic J2EE Connector Architecture?

m  When deploying a resource adapter (.rar) to WebL ogic Server, areits classes
placed in the WebL ogic classpath?

m  Why does WebL ogic Server invoke the
M anagedConnection.addConnectionEventL istener() function whenever the
sample EJB calls ConnectionFactory.getConnection() to connect to the EIS?

m  Why do | get an exception when | compile my EJB to use a Resource Adapter
that supports CCI?

m How is security handled in the WebL ogic J2EE Connector Architecture?

m  The BEA com.bea.adapter.dbms.cci.Connectionlmpl does not directly implement
javax.resource.cci.Connection. Is there awork-around for this?

Q. Why do | get the following exception when viewing the INDI tree?

i sSerializabl e(cl ass.javax. nam ng. Bi ndi ng)
java.io. Not Serializabl eException:
java.io.PrintWiter at

java. i o. oj ect Qut put St ream Qut put Obj ect

A. TheWeblogic Server INDI implementation requires objectsto be seriaizable, not
referencable. A PrintWriter cannot be serialized and therefore should be declared
transient.
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Q. Isit possible to use the Oracle database rather than Cloudscape with the current
implementation of the WebL ogic J2EE Connector Architecture?

A. The sample provided contains a resource adapter that represents any database
system. By default, configurations are set to use Cloudscape. In particular, the
configuration propertiesin thewebl ogi c-ra. xm file set a Cloudscape datasource.
This can be replaced with Oracle settings.

Also, the resource adapter (in particular the ManagedConnect i onFact ory) must be
implemented to support Oracle. The resource adapter provided in this sample makes
use of the JIDBC and therefore can support any database system which the resource
adapter is configured to represent.

Q. When deploying aresource adapter (. r ar ) to WebL ogic Server, are its classes
placed in the WebL ogic classpath?

For instance, | am deploying an EJB and a resource adapter (.rar), the EJB has no
dependencieson the. r ar because the EJB is writing to the common client interface
(CCI). The EJB client application has sends/marshal s as parameter classesthat are
defined inthe . r ar . For some reason the EJB's class loader hierarchy cannot find the
definition of this. r ar -specific class, even though the. r ar isdeploying successfully.
| receive the following error on the EJB client:

java.rm . Unmarshal Exception: error unmarshal ling argunments; nested
exception

is:

java. | ang. d assNot FoundExcepti on:

com nmyconpany. | nteracti onSpecl npl

A. When you pass an instance of

com nycl i ent conpany. server. eai . | nt eracti onSpecl npl asan argument to
yourEJB,theappSer ver needstode-serialize(unmarshal) theobject undertheEJB
context, and it needs the required class for unmarshalling, inside the

ej b-jar(raTester.jar). Soif youincludethei nt eracti onspeci npl classin
your ej b-j ar file, then you do not need to include those classesin your server's

classpath.

Q. Why does WebL ogic Server invoke the
ManagedConnect i on. addConnect i onEvent Li st ener () function whenever the
sample EJB calls Connect i onFact ory. get Connect i on() to connect to the EIS?

A. Thisisarequirement andis part of the contract between the Resource Adapter and
the application server.
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Q. Why do | get an exception when | compile my EJB to use a Resource Adapter that
supports CCI?

| specify j avax. resour ce. cci . Connect i onFact ory inther esource-ref butl
get the following exception when | attempt to compile my EJB:

webl ogi c. xm . process. SAXVal i dati onExcepti on:

ej b-jar.enterprise-beans. session.resource-ref.res-type.
nmust be one of the val ues:

j avax. sql . Dat aSour ce, j avax. j ns. QueueConnecti onFactory,
j avax. j ms. Topi cConnecti onFactory,

j ava. net . URL,

javax. mail . Session

at

webl ogi c. ej b20. dd. xm . E bJar Loader _EJB11. __post _84

A. Makesureyour ej b-jar. xm isreferencing the EJB2.0 DTD instead of the
EJB1.1DTD. TheConnecti onFactory resource ref isonly supported inthe EJB
2.0DTD.

Q. How is security handled in the WebL ogic J2EE Connector Architecture?

A. Dueto the fact that the current configuration and packaging requirements for
resource adaptersin WebL ogic Server require the hand-editing of the

webl ogi c-ra. xnl file, any new passwords specified in the security-principal-map
entries are done in clear-text.

BEA understands the importance of protecting security passwords. Hence, we provide
a Converter Tool that allows for the encryption of al passwords present in the

webl ogi c-ra. xnl file. The Converter Tool isshipped inthe standard webl ogi c. j ar
file. For moreinformation about the Password Converter Tool, see Using the Password
Converter Tool in the Configuration section of the Programming the WebL ogic J2EE
Connector Architecture Guide at
http://e-docs.bea.com/wls/docs61/jconnector/index.html.

Q. The BEA com bea. adapt er . dbms. cci . Connect i onl npl does not directly
implement j avax. r esour ce. cci . Connect i on. Isthere awork-around for this?

A. Yes. The BEA com bea. adapt er . dbms. cci . Connect i onl npl extends

com bea. adapt er. cci . Abst ract Connect i on; thisin turn implements the
Connection interface. The Proxy is constructed using the interfaces from the
most-derived class(Connect i onl npl ). ThedunpFani | yTr ee printout showsthat the
get I nt erfaces call ontheConnecti onl npl classdoesNOT includethe Connection
interface. However, theget I nt er f aces call on Abst r act Connect i on doesinclude
the Connection interface.
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The work-around is that the Connect i onl npl class must directly implement the
interface classspecifiedinther a. xni file. (Thismight be aredundant statement in the
code, particularly if it extends a class that has already implemented the class.) Then
rebuild the adapter and try your test again.
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10FAQs: WebLogic JDBC

m Can | enable requeststo a JDBC connection pool for a database connection to
wait until aconnection is available?

m How can | avoid ResourceExceptions when sending more requests for database
connections from the pool than are currently available?

® When should | use MultiPools?

®m How can | tell if adatabaseis unavailable?

Q. Can| enablerequeststo a JDBC connection pool for adatabase connection to wait
until aconnection is available?

A. No, there'sno way to allow arequest to wait for apool connection, and from the
system point of view there should not be. Each requeststhat waitsfor aconnection ties
up one of the fixed number of execute threads in the server, which could otherwise be
running another server task. Too many waiting requests could tie up al of the execute
threads and freeze the server.

Q. How can | avoid ResourceExceptions when sending more requests for database
connections from the pool than are currently available?

A. Thefundamental problemistoo few resources (database connectionsin the
connection pool) for the work load. The correct response is to increase the maximum
number of connections in the connection pool. Optimally designed applications only
reguire the server to have one pool connection per execute thread.

The proper application response to aresource exception is not to retry the request in a
tight loop, which would tie up execute threads on the server.
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Y ou should design your application to gracefully fail if no connections are available.
Try to ensure that you get the connection as | ate as possible in your application code
and return them to the poal as early as possible so that you do not see as many
NoResource exceptions. It is better to have the connection as a method level variable
and close the connection in afinally block as in the following example:

try{

} ;:;alich(Excepti on handl eEx) {

} finally {
try{ conn.close();
}catch (Exception ignore){} // always return the connection to pool

}

Q. When should | use MultiPools?

A. If you areusing WebL ogic Server in asingle-server configuration, you can use
MultiPoolsin one of two ways 1) as a backup MultiPool in the event a database
connectionfails, or 2) asaload balancing MultiPool. Because you can choose only one
option, you need to determine the primary purpose of your MultiPool. For more
information, see Using Multipools in the Configuring WebL ogic JDBC Features
section of Programming WebL ogic JDBC at
http://e-docs.bea.com/wls/docs61/jdbc/programming.html.

Q. How can |l tell if adatabase is unavailable?

A. Fundamentally, thereisnoway totell if adatabase has gone down except by trying
to make a connection and failing.

Furthermore, a database can become unavailable at any time after you make and use a
connection. We recommend that you write your code to be able to handle unexpected
failures, which can come in any form depending on what the client is doing when the
database goes down. For more information, read about Connection Pools and
Multipoolsin the Configuring WebL ogic JDBC Features section of Programming
WebL ogic JDBC at http://e-docs.bea.com/wls/docs61/jdbc/programming.html.
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11 FAQs: WebLogic jDriver

for Informix

m How do | use multibyte character sets with WebL ogic jDriver for Informix?

m How do | allow multiuser access to my Informix database?

Q. How do | use multibyte character sets with WebL ogic jDriver for Informix?

A. Currently, multibyte character setsare not supported for the WebL ogic jDriver for
Informix driver. Support may be added in afuture release. For more information, read
about codeset support in Using WebL ogic jDriver for Informix at
http://e-docs.bea.com/wls/docs6l/informix4/API_jinf4.html.

Q. How do I allow multiuser access to my Informix database?

A. If yougeterrors271( Coul d not insert newrowinto the table) and243
(Coul d not position within a table table-name)when running amultiuser
application using the WebL ogic jDriver for Informix driver, first, confirm that your
tablefileis not corrupted or truncated by using the bcheck or secheck utilities. If
you have verified thefile' sintegrity, then the most likely cause of your problem isthat
you have locked your table file or arecord within the table. Thisis anormal event in
multi user programs; generally you can recover by rolling back the current transaction,
waiting a short time, and then re-executing the transaction. Here are some specific
recovery procedures:

For interactive SQL, redo the operation.

m For C-ISAM programs, review the program logic and make sure that it can
handle this situation. You can obtain exclusive access to a table by passing the
| SEXCLLOCK flag to | SOPEN.

m For SQL programs, review the program logic and make sure that it can handle
this situation. Use the statement SET LOCK MODE TO WAI T. For bulk updates,
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seethe LOCK TABLE statement and the EXCLUSI VE clause of the DATABASE
statement.
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for MSSQL Server

m  Can the Weblogic JDriver for MSSSQL Server connect to the database server
using atrusted connection on NT/WIN2K?

m How do | connect to an SQL Server instance that is running on a machine with
multiple instances of SQL Server 20007

Q. CantheWeblogic JDriver for MSSSQL Server connect to the database server using
atrusted connection on NT/WIN2K?

A. Our driver doesn't support trusted connections. Supporting trusted connections
would result in the driver no longer being of type-4.

Q. How do | connect to an SQL Server instance that is running on a machine with
multiple instances of SQL Server 2000?

A. Each instance of MS SQL Server must be listening on adifferent port. So, you can
use the port number in the properties that you pass to the get Connect i on() method
or, in case of connection pools, you can specify the port property in the following
properties:

server =machi neNane
port =i nst ancePor t

Tofind the port number where each MS SQL Server instanceisrunning, run the server
network utility (in the Microsoft SQL Server program group), select the server
instance, select TCP/IP, and click the properties button.
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13 FAQs: WebLogic jDriver
for Oracle

m  Why does FOR UPDATE in Oracle 8 cause an ORA-01002 error?

® What causes an OCIW32.dll error?

m What transaction isolation levels does the WebL ogic jDriver for Oracle support?
m How do | use Unicode codesets with the WebL ogic jDriver for Oracle driver?

m How do | use OS Authentication with WebL ogic jDriver for Oracle and
Connection Pools?

m  What type of object isreturned by ResultSet.getObject()?

m How do | limit the number of Oracle database connections generated by
WebL ogic Server?

m How do | call Oracle stored procedures that take no parameters?
m How do | bind string values in a PreparedStatement?

m  Why do | get unexpected characters from 8-bit character setsin WebL ogic
jDriver for Oracle?

® How do | learn what codesets are available in Oracle?

m How do | look up an "ORA" SQL Exception?

m What iserror “ORA-65027"

m Why do | get an error while trying to retrieve the text for ORA-12705?

m  Why do | run out of resources during updates with Oracle’s database link?
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m How do | prevent errors when running t3dbping?

m Why do | get error "ORA-03120" when trying to access multi-byte characters
from the CLOB/NCLOB column?

m Why does executing the PreparedStatement class cause a"TRUNC fails:
ORA-00932: inconsistent datatypes' error?

Q. Why does FOR UPDATE in Oracle 8 cause an ORA-01002 error?

A. TheOracle 8 server generates an ORA- 01002: f et ch out of sequence
error message when you use a FOR UPDATE statement with AUTOCOMMIT turned
on (which isthe default state when using JDBC). Thisis known to happen on Oracle
8.0and 8.1 on Solarisand on Oracle 8.1 on WindowsNT. If you turn AUTOCOMMIT
off, you will not receive this error. Because this problem is due to a change in the
Oracle 8 server, you should contact Oracle support for more information.

Q. What causes an OCIW32.dll error?

A. You may receive the following error message when using your JDBC driver for
Oracle: "The ordinal 40 could not be loaded in the dynamic link library OCIW32.dIl."
This problem is caused by an out-of-date version of OCIW32.DLL in your system
directory. Some programsinstall thisfilein the system directory in order to run. If you
remove this file from the system directory you should no longer receive this error.

Q. What transaction isolation levels does the WebL ogic jDriver for Oracle support?

A. Your servlet application may use Oracle Thin Drivers to access a database that
includes BLOB fields. If you install and try to use WebL ogic jDriver for Oracle and
the same code fails and produces an exception similar to the following:

com roguewave. j dbt ool s. v2_0. Logi nFai | ur eExcepti on:

TRANSACTI ON_READ UNCOWM TTED i sol ation | evel not allowed
The Stack Trace:

com roguewave. j dbt ool s. v2_0. Logi nFai | ur eExcepti on:

TRANSACTI ON_READ UNCOWM TTED i sol ation | evel not allowed
at
com roguewave. j dbt ool s. v2_0.j dbc. JDBCSer ver. cr eat eConnect i on
(JDBCServer. java : 46)
at com roguewave. j dbt ool s. v2_0. Connect i onPool . get Connecti on_
(Connecti onPool . jav a:412)
at com roguewave. j dbt ool s. v2_0. Connect i onPool . get Connecti on
(Connecti onPool . java :109)
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Settingthel sol ati on_| evel tolinthecodethat callsthe RogueWave JDBCServer
class works with the Oracle thin driver but fails with WebLogic jDriver for Oracle.

WebL ogic jDriver for Oracle supports the following transaction isolation levels:

SET TRANSACTI ON | SOLATI ON LEVEL READ COWM TTED
SET TRANSACTI ON | SCLATI ON LEVEL SERI ALl ZABLE

According to the Oracle documentation, the Oracle DBM S only supports these two
isolation levels. Unlike other IDBC drivers, WebL ogic’ sdriversthrow an exception if
you try to use an isolation level that is unsupported. Some drivers silently ignore
attemptsto set an unsupported isolation level. WebL ogic suggests testing whether the
Oracle thin driver is not just ignoring settings for unsupported isolation events.

Q. How do I use Unicode codesets with the WebL ogic jDriver for Oracle driver?
A. To use Unicode codesets:

1. Install the appropriate codeset whenyouinstall Oracle. If you did not do thisinthe
original installation, you will need to re-run the Oracle installer and install the
proper codeset.

2. Definethe NLS _LANG variable in the environment where the JDBC driver is
running. Do this by assigning the proper codeset to NLS _LANG in the shell from
where you start the WebL ogic Server.

The Developers Guide has more information about internationalization support. For
genera information about Unicode see the Unicode website at

http: //mww.unicode.org. For alist of Unicodelanguage abbreviations, seethe JavaSoft
website at
http://java.sun.com/products/jdk/1.2/docs/guide/internat/encoding.doc.html.

Q. How do I use OS Authentication with WebL ogic jDriver for Oracle and
Connection Pools?

A. Using OS authentication in connection pools essentially means that you are using
the Userld of the user who started WebL ogic Server. OS authentication isavailable on
NT and UNIX, but not on Solaris. This means that database security will rely strictly
on the security of WebL ogic; that is, if you are allowed to make a client connection to
the WebL ogic Server and access the pool, then you can get to the database.

Y ou can do thiswith WebL ogic jDriver for Oracle because Oracle uses the process
owner to determine who is attempting the connection. In the case of WebL ogic JDBC,
thisis always the user that started the WebL ogic Server.
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To set up your Oracle instance to use this feature, your DBA needsto follow these
basic steps. The full procedure is described in more detail in your Oracle
documentation.

1. Add thefollowing line to the INIT[sid].ORA file:
OS_AUTHENT_PREFI X = OPS$
Note that the string “ OPS$” is arbitrary and up to the DBA.
2. Loginto the Oracle server as SYSTEM.

3. Create a user named OPSs$user i d, where userid is some operating system login
ID. This user should be granted the standard privileges (for example, CONNECT
and RESOURCE).

4. Oncethe userid is set up, you can connect with WebL ogic jDriver for Oracle by
specifying “/” asthe username property and “” as the password property. Hereis
an example for testing this connection with the dbpi ng utility:

$ java utils.dbping ORACLE "/" "" nyserver
Here is a code example for WebL ogic jDriver for Oracle:

Properties props = new Properties();

props. put ("user", "1"Y);
props. put (" password”, ")
props. put ("server", "myserver");

Cl ass. f or Name( " webl ogi c. j dbc. oci . Driver"). newl nstance();
Connection conn = nyDriver. connect ("j dbc: webl ogi c: oracl e",

props);

5. Usethe Administration Console to set the attribute for your connection pool. The
following code is an example of a JDBC connection pool configuration using the
WebL ogic jDriver for Oracle:

<JDBCConnect i onPool
Name=" nyPool "
Tar get s="nyserver, server 1"
Dri ver Name="webl ogi c. j dbc. oci . Dri ver"
Initial Capacity="1"

MaxCapaci t y="10"

Capaci tyl ncrement =" 2"
Properti es="dat abaseName=nyOr acl eDB"
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Q. What type of object is returned by ResultSet.getObject()?

A. WebLogic jDriver for Oracle always returns a Java object that preservesthe
precision of the dataretrieved. WebL ogic jDriver for Oraclereturnsthefollowing from
the get bj ect () method:

m  For columns of types NUMBER(n) and NUMBER(m,n): a Double is returned if
the defined precision of the column can be represented by a Double; otherwise
BigDecimal is returned.

m  For columns of type NUMBER: Because there is no explicit precision, the Java
type to return is determined based on the actual value in each row, and this may
vary from row to row. An Integer isreturned if the value has a zero-valued
fractional component and the value can be represented by an integer.

For example, 1.0000 will be an integer. A long is returned for a value such as
123456789123.00000. If avalue has a non-zero fractional component, a Doubleis
returned if the precision of the value can be represented by a Double; otherwise a
BigDecimal is returned.

Q. How do limit the number of Oracle database connections generated by WebL ogic
Server?

A. You can use connection poolsto limit the number of Oracle database connections
generated by WebL ogic Server in response to client requests. Connection pools allow
T3 applications to share a fixed number of database connections. For information on
how to set up connection pools, see Programming WebL ogic JDBC at
http://e-docs.bea.com/wls/docs61/jdbc.html.

Q. How do | call Oracle stored procedures that take no parameters?
A. Hereiswhat we use that works:

Cal | abl eStatement cstnt = conn. prepareCal | ("Begi n procNaneg;
END; n);
cstnt.execute();

where procName is the name of an Oracle stored procedure. Thisis standard Oracle
SQL syntax that works with any Oracle DBMS. Y ou might also use the following
syntax:

Cal | abl eSt atemrent cstnt = conn. prepareCal |l ("{call procNane};");
cstnt.execute();

BEA WebLogic Server Frequently Asked Questions  13-5


http://e-docs.bea.com/wls/docs61/jdbc/index.html

13 FAQs. WebLogic jDriver for Oracle

Thiscode, which conformsto the Java Extended SQL spec, will work withany DBMS,
not just Oracle.

Q. How do | bind string values in a PreparedStatement?

A. Supposeyou are trying to tget the PreparedStatement class to bind Stringsin a
statement. The setString() method doesn’t seem to work. Here is how you have set up
the PreparedStatement:

String pstnt = "select n_nane from n_table where n_nanme LIKE
"0

Prepar edSt at ement ps = conn. prepareSt atenent (pstnt);

ps.setString(1, "SMT");

Resul t Set rs = ps. executeQery();

The preceding code does not work because the compl ete value needsto be specified in
a String (without using embedded quotes) and then bound to an unquoted
question-mark (?). Here is the corrected code;

String matchvalue = "smt%;
String pstnmt = "select n_nane fromn_table where n_name LIKE ?";
Prepar edSt at ement ps = conn. prepareSt atement (pstnt);

ps.setString(1, matchval ue);
Resul t Set rs = ps. executeQuery();

Q. Why do | get unexpected charactersfrom 8-bit character setsin WebL ogic jDriver
for Oracle?

A. If you are using an Oracle database with an 8-bit character set on Solaris, make
sureyou set NLS_LANGto the proper value on the client. If NLS_LANGis unset, it
defaultsto a 7-bit ASCII character set, and tries to map characters greater than ASCI|
128 to a reasonabl e approximation (for example, & aacute;, & agrave;, & acirc; would
al map to a). Other characters are mapped to a question mark (?).

Q. How do | learn what codesets are available in Oracle?

A. Tofind out what codesets you currently have available in Oracle, execute the
following SQL query from SQLPlus at the command line:

SQ.> SELECT val ue FROM v$nl s_valid_val ues
WHERE par anet er = CHARACTERSET" ;

The response lists of al codesets currently installed on your system. Thislisting will
look something like the following shortened list:
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US7ASCI |
WESDEC

WESHP
US8PCA37
WESEBCDI C37
WESEBCDI C500
WESEBCDI C285

If you want to constrain the value in the query to a specific codeset you are searching
for, you might use a SQL query like the following:

SQ.> SELECT val ue FROM v$nl s_val i d_val ues
VWHERE par amet er =' CHARACTERSET' and VALUE=' AL24UTFFSS' ;

This would produce the following response if the codeset isinstalled:

AL24UTFFSS

Y ou can use Oracl €' sinstallation toolsto install additional codesets. Contact Oracle at
http: //mww.oracle.conV for more information.

Q. How do I look up an "ORA" SQL Exception?

A. If your WebL ogicjDriver for Oracle application producesan SQL Exception such
as:

java. sql . SQLExcepti on: ORA-12536: TNS: operation woul d bl ock

Y ou can look up an Oracle error by using the oer r command. For example, the
description of error ORA-12536 can be found with the command:

> oerr ora 12536

Q. What is error “ORA-65027

A. The default length of a string bound to an OQUTPUT parameter of a
CallableStatement is 128 characters. If the value you assign to the bound parameter
exceeds that length, you will get this error.
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Y ou can adjust the length of the value of the bound parameter by passing an explicit
length with the scal e argument to the
Cal | abl eSt at enent . r egi st er Qut put Par anet er () method.

Q. Why do | get an error while trying to retrieve the text for ORA-12705?

A. Thiserror occurs when you have not set the ORACLE_HOME environment variable
properly — a common mistake. In order to use WebL ogic jDriver for Oracle, the
Oracle client software needs to be installed and ORACLE_HOVE must be set.

Y ou may also see this error message if you try to use WebL ogic jDriver for Oracle’s
internationalization capabilities with alanguage/codeset combination that is not
installed on your system. If you get the ORA-12705 error with the correct error text,
then either you have set NLS_LANG improperly, or you do not have the right codesets
installed on your system.

Q. Why do | run out of resources during updates with Oracl€’ s database link?

A. When you use Oracl€' s database link to update your database, you may get error
“maximum number of temporary table locks exceeded” even if you close your result
sets and statements when you finish.

The database link is an object in the local database that allows you to access tables,
views, and such in aremote database. The database link is controlled by the Oracle
server, so the driver has no control over its use of resources. The link appearsto
perform the commit (since other processes could see the records that were being
created), but it doesn’t free any resources until the connection is closed. The solution
isto remove the database link and use the JIDBC driver to do your selects, inserts, and
updates.

Q. How do | prevent errors when running t3dbping?

A. When you aretesting your Oracle database connections under UNIX, you can run
SQL*PLUS and can successfully ping the database using ut i | s. dbpi ng. However,
when you usethe multitier ut i | s. t 3dbpi ng utility, you receive an ORA-12154 error

message.

First, make sure that your ORACLE_HOME environment variableis correctly set to
point to your Oracle installation. This variable must be set in the environment where
the WebL ogic server is running.

In the C-shell issue the following command:
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$ setenv ORACLE_HOVE pat h
where path is the path to your Oracle installation.

In the Bourne shell, issue the following commands:

$ ORACLE_HOVE=pat h
$ export ORACLE_HOVE

where path isthe path to your Oracleinstallation. When you ping your database using
thetwo-tier uti | s. dbpi ng utility, the JIDBC driver loads the database client library
and establishes the connection to the database. When you use the multitier
utils.t3dbpi ng utility, the WebL ogic Server loads atwo-tier driver and usesit to
establish a database connection. In both cases, the same method is used to connect to
the database. SQL*PLUS works because it doesn’t require ORACLE_HOME to find
theclient libraries.

If you are still experiencing problems, try this:
1. Open acommand shell.
2. Runthetwo-tier version of uti | s. dbpi ng inthisshell.

3. Start WebL ogic in this shell from the command line:

$ java -nms32m - nx32m webl ogi c. server
4. Open asecond command shell.

5. Runtheutils. t3dbpi ng inthe second shell against the server running in the
first command shell.

If this procedure doesn’'t work, please send the output from these commands to
WebL ogic technical support.

Q. Why do| get error "ORA-03120" when trying to access multi-byte charactersfrom
the CLOB/NCLOB column?

A. Accessing exceeded characterswould result in ORA-03120 error when getting the
length of the clob from the CLOB/NCLOB column returns a bigger value than the
actual length from the OCI layer. Using Oracle 8.1.6.3 solves this problem.

Q. Why does executing the PreparedStatement class cause a"TRUNC falls:
ORA-00932: inconsistent datatypes" error?
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A. According to Oracle Metalink Bug Database Doc ID: 144784.1, in the absence of
explicit datatypecasting, OCI assumesthat abind variableisaCHAR datatype. If the
SQL statement intends to use the bind variable asa DATE datatype, but OCI thought
itwasaCHAR, the SQL parser will haveaconflictin datatypes. Thefix isto explicitly
use data conversion functionsto convert the bind variablesin the problem queries. For
example, aselect string of

String st = "select count(*) fromsinple_table where
TRUNC( nydate) = TRUNC(?)";

should be changed to:

String st = "select count(*) fromsinple_table where
TRUNC( mydat e) = TRUNC(TO DATE(?))";

Q. Why am | getting an “ ORA-01000: maximum open cursors exceeded” error, even
though | closed all ResultSet, Statement, and Connection objects?

A. Thisisan Oracleissue. According to Oracle’ s documentation, dynamic cursors
can remain open from run to run in a session and are not closeable when a procedure
closes. To work around this issue, you can increase the number of open cursors
alowed in the database or you can reset the connection pool (close and reopen
database connections in the connection pool).

To reset the connection pool, you can untarget and retarget the connection pool using
the Administration Console. Y ou can also usether eset () method through the IMX
API or the RESET_POOL command on the WebL ogic Server command line interface.
See Programming WebL ogic JDBC for more information.
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CHAPTER

14 FAQs: IMS

The WebLogic IMS 6.1 Product

®  What makes WebL ogic IM S unique?

® What IMS features are new in WLS 6.1?

m Can WLS5.X IMSclientstalk to WLS 6.X or vice versa?

m  Arethere C/C++ interfacesto WLS IMS?

m |sthere asmaller version of weblogic.jar for supporting clients?
m  Where can | learn more about IMS?

Configuration

m How do | start WLS and configure IMS?

m How do | configure IM S security?

m Can | still use the default connection factories supported in WebL ogic Release
5.1?

m  Why does JM SSession.createTopic or JM SSession.createQueue fail to create a
destination in WLS IMS 6.1 (it worked in 5.1)?

m How do | programmatically get alist of Queues or Topics?
m How do | use atemporary destination?

m How do | use MBeansto print runtime statistics?

m Cantwo JMS servers share the same persistent store?
Persistent Stores

m  Which types of JDBC databases does WebL ogic IM S support?
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How do | use athird-party JDBC driver with IMS?
What if my JDBC database becomes corrupt?
How do | use persistence?

How does afile store compare with a JDBC store?

Administration

How do the WLS JM S 6.1 server/destination message maximum and threshold
valueswork?

How do | configure JDBC so that the IMS JDBC Store recovers automatically?
Does WebL ogic IM S support clustering?

How can | control on which WebL ogic Server(s) my application will run?
What isthe value of IMS clustering in WLS 6.1?

How do | perform amanual fail-over?

Doesthe WLS JMS server find out about closed or lost connections, crashes,
and other problems and does it recover from them?

Do | need to use the WL S T3 protocol ?

How do | do HTTP tunneling?

DoesWLS JM S support SSL?

How do | integrate non-WLS JM S providers with WLS?

Transaction Support

How do two-phase or global transactions relate to WebL ogic IMS?

Why ismy IMS work not part of auser transaction (i.e., called within a
transaction but not rolled back appropriately)? How do | track down transaction
problems?

How can an application do a IM S operation and have it succeed, independent of
the result of the transaction?

What happens if acknowledge() is called within atransaction?
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m Why do | get an error when using a non-transacted TopicSession from a
transaction-required EJB?

m Can | use a one-phase commit if my JMS JDBC store is on the same database
for which | am doing other database work?

m How do | integrate an X AResource with WLSto get JTA transactions with
another resource manager?

m Why do | get an exception when | start up IMS using an XA driver or withaTX
data source?

® |SWLSJIMS XAResource compliant?

m Why can't | receive amessage that | send within a container-managed
transaction?

m  What happens to a message that isrolled back or recovered?

JMS Programming Practices

m |sit possible to set aside a message and acknowledge it later?

m How should | use sorted queues?

m How does sorting on message priority work?

m How do | deal with alistener that doesn't keep up with messages being sent?
m How do | get athread dump to help track down a problem?

m Do client identifiers need to be unique?

m  Aremessages passed by copy/value or reference?

m How do | manage a queue to view and del ete specific messages?

m How do | close aqueue so that the messages will not be rel oaded at the next
server startup?

m  Why does an Object Message print as null after it is received?
® |nwhat order are messages delivered to a consumer?
m Why do | get an exception when trying to find a connection factory?

m  Why should | avoid using message selectors?
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Isit possible to have multiple queue receivers listening on the same queue, using
message selectors (typically filtering on a correlation 1D) to determine which
listener actually receives the message?

Isthere away to make a queue such that if one application has one object as
listener on that queue, no other application can listen to the messages on that
queue?

Why doesn't setting values work using javax.jms.Message.setJM SPriority,
DeliveryMode, Destination, TimeStamp or Expiration?

What care must be taken when multi-threading IM S clients?

How should an application be set up to subscribe to multiple topics?
How should | use blocking and asynchronous receive() calls?

What precautions should | take when | use blocking receive() calls?
What isthe NO_ACKNOWLEDGE acknowledge mode used for?
When should | use multicast subscribers?

When should | use server session pools and connection consumers?

How do | issue the close() method within an onMessage() method call and what
are the semantics of the close() method?

How do | publish an XML message?

How do | use IMSin an applet?

How do | use a startup classto initialize and later reference IM S objects?
Isit possible to send or receive a message from within a message listener?
How do | create a producer pool ?

What are pending messages in the console?

How do | use aless than or greater than on a message selector in gjb-jar.xml?
Isit better to have more or fewer sessions for a given number of subscribers?

Areforeign destinations handled within foreign JIM S messages?
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m What isthe standard way to create threads, do initialization, etc. within the
application server?

m Why do | get a INDI problem when | name a Topic A.B and a second Topic
A.B.C?

®  How many messages are sent across the network for processing topic messages?
®  What should an XPATH selector look like?

m How do | handle request/response using IMS?

m How do | put amessage back on the queue for processing?

m |sit OK to add new sessions and subscribers to a Queue or Topic Connection
once it has been started?

m What can | do when | get java.lang.OutOfMemoryError because producers are
faster than consumers?

m  Why have different connection factories?

®  How should connections and sessions be allocated?

m  How does an application know if an application server goes down?
m How do | debug WebL ogic Server using Visual Cafe 4.1?

m |sthere away to dynamically change an existing selector for a TopicConsumer
using setM essageSel ect(String s)?

m How can | avoid asynchronous message deadlocks?

Message-Driven Beans

m What are the advantages of message-driven beans?

m  How does concurrency work for message-driven beans?

m Can an MDB be a message producer or both a producer and consumer?

m |f an MDB uses a durable subscription, will messages be accumulated if the
MDB is not deployed?

m How do | use non-WebL ogic JMS provider destinations to drive MDBs?

m Canyou useaforeign IMS provider to drive an MDB transactionally?
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m How do | use JTA transactions within an MDB?

m How do server session pools and message driven beans compare?

Q. What makes WebL ogic IMS unique?
A. Thefollowing features make WebL ogic IM S unique:

m  Strict adherence to the JavaSoft JM S specification version 1.0.2.
m  Solid reliability, scalability, and performance.
m |ntegration with the application server, WebL ogic Server.

m Clustering support (two-tier or three-tier). In this case, the destination location is
transparent to client.

m  Two-phase transactions alowing interoperability between JM S applications and
other resource managers (primarily databases). JIM S applications can participate
in transactions with other Java APIs that use Java Transaction APl (JTA).

m File-based or JDBC-based persistent message storage.
m  Message driven beans.

m  Multicasting support allowing the delivery of messages to a select group of hosts
using an |P multicast address.

B NO ACKNOW.EDGE acknowledge mode.

m Extensible Markup Language (XML) messages.

m Optional message quotas on a server or destination basis.
m  Multiple queue sorting options.

m Dependable customer support.

Q. What IMS features are new in WLS 6.1?
A. Thefollowing features are new in WLS IMS 6.1.

m Time To Déliver - Thisfeature allows producers of messages to associate atime
to deliver with each message. A message with atime to deliver is essentially
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invisible until it is delivered - until the time to deliver. This alows usersto
schedule work at a particular time in the future.

m Redelivery Delay - Sometimes an external condition will prevent an application
from handling a message. The application then rolls back or recoversthe
message, so that it may receive the message again later. If IMS immediately
redelivers the message to the application the condition may not be clear and the
application still may not be able to handle the message. This feature delays the
redelivery of messages that are rolled back or recovered allowing time for the
condition to clear so the application will have a better chance of handling the

message.

m Reddivery Limit - This feature enables the messaging system to deal with
problem messages. If amessage is delivered to and returned by a consumer
some user-specified number of times, then the message is deemed as

undeliverable and is redirected. Redirected messages can be sent to a configured
ErrorDestination, or simply be dropped.

m Faster, in some cases significantly faster, than WL S 6.0.

m Message Paging — Made available in WLS 6.1 Service Pack 2, this feature can
free up valuable virtual memory during peak message load periods by swapping
out messages from virtual memory to persistent storage when message loads
reach a specified threshold. From a performance perspective, this feature can
greatly benefit WebL ogic Server implementations with the large message spaces
that are required by today's enterprise applications.

For more information, see “Managing JIMS’ in the Administration Guide.

Q. Can WLS5.X IMSclientstalk to WLS 6.X or vice versa?

A. No, thisisnot currently supported. At the base level, RMI is not interoperable.
Above that, IMS uses substantially different protocols.

Q. Arethere C/C++ interfacesto WLS IMS?
A. No, thisis not supported.

m  Write your own interfaces using JNI.

m  Setup a Servlet that your C/C++ client calls to generate a JIM'S message. You
should spawn multiple threads in C++ and use multiple posts to pass messages
viahttp.
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Q. Isthereasmaller version of webl ogi c. j ar for supporting clients?

A. The“WebLogic Thin Client” white paper (WbLogi cThi nC i ent . zi p) on the
BEA dev2dev website describes the current options for building thin client
applications with WebL ogic Server.

There is also a discussion about how to generate your own slimmed down version of
weblogic.jar in news://newsgroups.bea.com/3ad4adl7@newsgroups.bea.com.

Q. Where can | learn more about IMS?

The following links provide more information about IMS:
Programming WebLogic IMS

“Managing IMS’ in the Administration Guide

Sun Microsystems' JM S Specification

BEA's dev2dev web site

Ask BEA

The WebLogic IMS “webl ogic.devel oper.interest.yms’ newsgroup available on the
BEA Newsgroup server.

Q. How do | start WL S and configure IM S?

A. On Windows, start WLS 6.X by selecting Start -> Programs -> BEA WebL ogic
E-Business Platform -> WebL ogic Server 6.X -> Start Default Server and enter the
administrator password.

On Windows, to configure IMS, start the console by selecting Start -> Programs ->
BEA WebL ogic E-Business Platform -> WebL ogic Server 6.X -> Start Default
Console.

1. Inthe console tree view on the left, select IMS.

2. If you want persistent messages, first create a Store - Select Stores. In the
window on the right, Select Create a new JM SFile Store for afile store, giveit a
name, giveit adirectory, select create. If you want a JDBCStore, you first need to
create a JDBC connection pool by selecting JDBC in the tree view, Connection
Pools, create a new JDBC Connection Pool. Select Targets, select a Target server,
select the arrow that points to the right and select Apply. Then go back to Stores,
Create a new IMSIDBCStore.
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If you want to use atemplate, first create a Template - Select Templates. You
need atemplate to create temporary queues. Select Create a new JMS Template,
giveit aname, select create, then you can move to the Thresholds & Quotas tab or
the Override tab. Select Apply when done with your changes.

Select Servers. Select Create anew JMSServer, give it a name, select a Store if
you created one, select atemplateif you created one, Select Create. Now you can
move to the other tabs, make changes, select Apply. In particular, you must select
Targets, select a Target server, select the arrow that points to the right, and select
Apply. Thisisthe server on which IMS will boot.

Create Destinations - from the tree view in the left panel, select the + in front of
JMS, select the + in front of Servers, select the + in front of your server, select
Destinations, Select Create a new JM SQueue or Create a new JM STopic, fill in
the first page and Select Create, then you can select, fill in, and Apply other tabs.

Create Connection Factories - on left tree view, open IMS. Select Connection
Factory. Select Create anew JM S Connection Factory on the right panel. Typein
the name and JNDI name. Select Create (lower right hand corner). Select the
Targets tab. Select the name of the server on which you want to deploy the
connection factory. Select the arrow pointing to the right - the server movesto
chosen. Then select Apply (lower right hand corner).

Q. How do I configure IM S security?

A. The correct way to set up security for IMSisto go to the console, select ACLsIn
the tree view, then create some access control lists.

1

© N o g A~ W D

Set the ACL name which should be weblogic.jms.queue. QUEUENAME or
weblogic.jms.topic. TOPICNAME.

Select Create.

Enter the New Permission of send or receive.

Select Create.

Enter a comma separated list of users or groups.

Select Grant Permission.

Select "saved to the realm implementation” to save your changes.

Select Yes.
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Thiswill update the fileRealm.properties file with lines that 1ook like the following:

acl . send. webl ogi c. j ms. queue. Test Queuel=user1l
acl . recei ve. webl ogi c. j ms. queue. Test Queuel=user1

If you don't have an ACL for a queue or topic, security iswide open.

There are also ACL's for accessing the INDI context; the INDI context isa
regquirement for initially accessing JMS. See the INDI documentation.

Q. Canl still usethe default connection factories supported in WebL ogic Release 5.1?

A. Yes. The following two names for the default connection factories have been
deprecated:

j avax. j ms. QueueConnecti onFact ory
javax. j ms. Topi cConnecti onFact ory.

However, these connection factories are still defined and usable in this release for
backwards compatibility.

WebL ogic IMS 6.1 defines one connection factory, by default:

webl ogi c. j ms. Connecti onFactory

Y ou have to Enable the IMS default connection factories. Go to the console->your
server->tuning->click on the check box Enable Default IM S Connection Factories.

Y ou can also specify user-defined connection factories using the Administration
Console.

Q. Why does JMSSessi on. cr eat eTopi ¢ or JMSSessi on. cr eat eQueue fail to
create adestination in WLS IMS 6.1 (it worked in 5.1)?

A. InWLS5.1 createTopic() or createQueue() creates the destination permanently in
the database if it doesn't already exist, but does not modify the

webl ogi c. properti es file.

According to the JavaSoft IM S specification version 1.0.2 regarding createQueue()
and createTopic(), they are not for creating destinations dynamically. They are used to
retrieve the destination referenced by using a string name instead of using JNDI
lookup. The destination hasto bein your confi g. xm filefirst. Thischangeis
documented in WL S 6.0 sinceit behavesdifferently than the previousrelease. Y ou can
use the WLS IMS helper class (webl ogi c. j ms. ext ensi ons. JMSHel per ) or the

14-10 BEAWebLogic Server Fregquently Asked Questions


http://www.javasoft.com/products/jms/javadoc-102a/index.html

console to create destinations at the run time (note that there was abug in 6.0 that
caused a problem when the server restarted; thisisfixed in Service Pack 1). These

mechanisms create the destination and also modify the configuration file.

For more information on the JM SHel per classes, see the subsection called Creating

Destinations Dynamically in Programming WebLogic IMS.
The following program creates a Topic.

import java.io.*;

i mport java.util.Hashtabl e;

i mport javax.jns.*;

i mport javax.nam ng.*;

i nport webl ogi c. j ns. ext ensi ons. JMSHel per;

class t {

public final static String

JNDI _FACTORY="webl ogi c.j ndi . W.I ni ti al Cont ext Fact ory";
public final static String JMS_SERVER NAME="Test JMSServer";

public final static String DEST_JND _PREFI X="j avax. desti nation.";

static public void nmain(String [] args) throws Exception {
try {

Hasht abl e env = new Hasht abl e();

env. put (Cont ext. | NI TI AL_CONTEXT_FACTORY, JNDI _FACTORY);
env. put (Cont ext . PROVI DER_URL, "t3://1 ocal host: 7001");
Context ctx = new I nitial Context(env);

String topi cName = "JMsHel per Test QueueO1";
String topi cJNDI = DEST_JNDI _PREFI X + topi cNang;

Systemout. println("topic nane=" + topicName + ", jndi=" +
t opi cIJNDI ) ;

JMBHel per. cr eat ePer manent Topi cAsync(ct x, JMS_SERVER NAME,

t opi cNane,

t opi cIJNDI ) ;

} catch (JMSException e) {
e.printStackTrace();

}

Q. How do | programmatically get alist of Queues or Topics?
A. Thefollowing program uses Mbeans:
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i mport webl ogi c. managenent . *;
i mport webl ogi c. managenent. configuration. *;

Initial Context i
MBeanHone hone =
for(lterator i =
i.hasNext(); ){
WebLogi cMBean wib = (WebLogi cMBean)i . next () ;
Systemout.println("topic nane found: " + wrb. getNane());

}

c = new I nitial Context();
(MBeanHone) i c. | ookup( MBeanHone. ADM N_JNDI _NAME) ;
0. get MBeansByType(" JMsTopic").iterator();

for(lterator i = o.getMBeansByType("JMsSQueue").iterator();
i.hasNext(); ){

WebLogi cMBean wnb = (WebLogi cMBean)i . next ();

System out . println("queue nane found: " + wrb. getNane());

}

Q. How do | use atemporary destination?

A. Youmust create atemplate on every JMSSer ver where you want to be able to
create temporary destinations. Y ou can specify multiple IM SServer entries to support
Temporary Template and the system will load balance among those IM S servers to
setup the temporary destination. See How do | start WL S and configure IMS? for a
description about how to configure IMS. The resulting template definition looks
something like the following:

<JMBTenpl ate Name="MTenpl ate"/ >
The JVsSer ver is defined something like:

<JMSServer Name="M/JMSServer" TenporaryTenpl ate="M/Tenpl at e"
Targets="MyServer" >

After thetemplate name, you can set any queue/topic attribute you want inthetemplate
(not including a JINDI name or topic multicast settings). The templateis at the outer
most level; that is, it should not be nested in your <JMSSer ver >.

Temporary destinations can only be consumed by the creating connection. Using
topics, you create your temporary topic and subscribe to that temporary topic. If you
want someone to publish to that temporary topic, you need to tell that someone what
your topic is. You can send them a message and include your temporary topic in the
IMSReplyTofield. The creator of the TemporaryTopic and the subscriber must be one
in the same.
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i mport javax.jmns. Topi cSessi on;
Tenpor aryTopi ¢ nyTopi ¢ = nmySessi on. cr eat eTenpor aryTopi c();
Topi cSubscri ber = mySessi on. creat eSubscri ber (nmyTopi c);

Temporary topics do not get names and cannot be subscribed to by other connections.
When you create atemporary topic, the IMS provider returnsaj avax. j ms. Topi c.
Y ou then need to advertise that topic to other parties (those who want to publish to the
topic), putting it in your JMSRepl yTo field so that they can respond. In general, no one
€lse can subscribe to the topic. Y ou advertise the topic any way you want. Topics are
serializable (or, in our case, externalizable), which allows you to pass them around in
RMI calls, through afile, binding it to anamein JNDI, etc. In short, create the topic at
the subscriber side and advertise so that others can publish. Y ou can get multiple
subscribers on the same connection and get concurrent processing using multiple
Sessions.

Q. How do | use MBeans to print runtime statistics?

A. Newsgroup article
news://newsgroups.bea.com/3B3B77A9.CDCE3954@not.my.address.com containsa
program to print JM S statistics based on runtime MBeans.

Q. Cantwo JMS servers share the same persistent store?

A. No. Each IMS server must have its own unique persistent store. Two file-based
JMSS persistent stores may share the same directory, but their messages will be stored
in different files. In this case, the filenames will contain different prefixes.

Two JDBC-based JM S persistent stores may share the same database, but they must
be configured to use a different Prefix Name which will be prepended to the database
tables. For more information on configuring the JDBC Prefix Name, see"IMS JDBC
Stores' in the Administration Console Online Help. If they are configured with the
same Prefix Name, persistent messages will be corrupted and/or lost.

Q. Which types of IDBC databases does WebL ogic IM S support?

A. The JMS database can be any database that is accessible through a JDBC driver.
WebL ogic supports and provides JDBC drivers for the following databases:

m Cloudscape

B [nformix

m Microsoft SQL (MSSQL) Server (Versions 6.5 and 7)
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m Oracle (Version 8.1.6)
m Sybase (Version 12)

Q. How do I use athird-party JDBC driver with IMS?

If your JDBC driver isnot included in the list of driversin the question about JDBC
databases supported by WebL ogic JMS, then the tables required by JIMS must be
created manually.

Note: WebLogic Server only guarantees support for the JDBC driversincluded in
the previous list. Support for any other JDBC driver is not guaranteed.

The. ddI fileslocatedinthewebl ogi ¢/ j ms/ ddl directory of thewebl ogi c. j ar file
may be used astemplates. Use the jar utility supplied with the JDK to extract them to
thewebl ogi ¢/ j ms/ ddl directory using the following command:

jar xf weblogic.jar webl ogic/jns/ddl

Note: If you omit the second parameter (webl ogi ¢/ j ns/ ddl ), the entire jar fileis
extracted.

Follow the proceduresin JDBC Database Utility in Programming WebLogic JIMSto
manually create the database tables for the JDBC store.

Another option isto consider using afile store instead of a JDBC store. File stores are
easier to configure and may provide significantly better performance.

Q. What if my JDBC database becomes corrupt?

The procedures for removing and regenerating the JDBC store tables or creating the
database tables manually are described in detail in JDBC Database Utility in
Programming WebLogic IMS.

Q. How do | use persistence?
A. Usethefollowing guidelines:

1. Make sure the IMSServer you are using has a store configured. The JM SServer
configuration entry inthe confi g. xm file should contain aline of the form

St or e=" <YOUR- STORE- NAME>"
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Note that if IMS boots without a store configured, it is assumed the customer did
not want one, and persistent messages are silently downgraded to non-persistent
(as specified for IMS 1.0.2).

2. Make sure you are not using "M essage.setIM SDeliveryMode". Thisis
overwritten, asit is a vendor-only method.

3. Make sureyou are calling either:
QueueSender . send(nsg, deliveryMde, ...)
—Or -
QueueSender . set Del i ver yMode( del i ver yMode)

- Or -

set the Def aul t Del i ver yMode mode on connection factory intheconfi g. xni
file to persistent (the QueueSender . set Del i ver / send overrides this value).
Similarly, for topics, you would set this viathe Topi cPubl i sher.

4. Make sure you don't have "DeliveryModeOverride" set to Non-Persistent on the
Degtinationintheconfi g. xm file.

5. If you are using pub/ sub, only durable subscriptions persist messages.
Non-durable subscriptions have no need to persist messages, as by definition they
only exist for the life of the server.

6. If you areusing JDBC, the JDBC tables, IMSSTATE and IMSSTORE, are
created automatically when the IMS server boots. The DDL files used to create
the tables are stored in webl ogi c. j ar inwebl ogi ¢/ j ns/ ddl . The example
configuration below shows a JDBC store for Oracle (client version 8.1.7 or later
is needed to run with WLS 6.1 on JDK 1.3). To manually create the tables (also
deleting any existing tables), runj ava utils. Schema asdescribed in the
previous question.

See the question, "How do | start WL S and configure IMS?" for a description of how
to configure IMS.

Hereisasampleconfi g. xni fileresulting from configuring JIMS. It should look
similar to yours. If you want IMS to use afile store instead of a database, just change
JDBCSt ore toFi | eSt or e inthe JMsSer ver section.

<Server Nanme="nyserver"

Li st enPort ="7001" Def aul t Prot ocol ="t 3"
Thr eadPool Si ze="8" >

</ Server>
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<Security Real n¥"def aul t Real nt'
Guest Di sabl ed="fal se" />

<Real m Nanme="def aul t Real nf

Fil eReal m="defaul tFil eReal ' />

<Fi | eReal m Narme="def aul t Fi | eReal nf
/>

<JMSServer Nane="Test JMSServer™
Tenpor aryTenpl at e="Test Tenpl at el"
Target s="nyserver" Store="JDBCStore">
<JMBQueue Name="Test Queuel"

JNDI Nane="j ms. queue. Test Queuel"
Tenpl at e="Test Tenpl at el"

/>

</ JMSSer ver >

<JMBTenpl at e Nane="Test Tenpl at el"

/>

<JMSFi | eSt ore Nane="Fil eStore"
Directory="nyfil estore"”

JMSSer ver =" Test JMSSer ver "

/>

<JMSJDBCSt or e Nanme="JDBCSt or e"
Connect i onPool ="t est pool 2"

JMSSer ver =" Test JMSSer ver "

/>

<JDBCConnect i onPool Name="t est pool 2"
Tar get s="nyserver"

URL="j dbc: webl ogi c: oracl e"

Dri ver Name="webl ogi c. j dbc. oci . Dri ver"
Initial Capacity="0"

MaxCapaci t y="1"

Capaci tyl ncrement =" 1"

Properti es="user =SCOTT; passwor d=ti ger; server =bay816"
/>

</ Domai n>

The following is a sample class that sends a Topic message on construction:
i mport javax.nam ng.*;
import javax.jms.*;

import java.util.Hashtable;

public class t

public final static String DESTI NATI ON="j ns. t opi c. Test Topi c1";

private Topi cConnecti onFactory connecti onFactory;

private Topi cConnection connecti on;
private Topi cSession sessi on;
private Topi cPublisher producer;
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private Text Message message;

private Topic destinati on;
public t()
{

try {

Hasht abl e env = new Hasht abl e() ;

env. put (Cont ext. | NI TI AL_CONTEXT_FACTCRY,

"webl ogi c. j ndi . W.I ni tial Cont ext Factory");

env. put (Cont ext . PROVI DER_URL, "t3://l ocal host:7001");

Initial Context ctx = new Initial Context(env)

destination = (Topic) ctx.|ookup(DESTI NATI ON);

connecti onFactory = (Topi cConnecti onFactory)

ct x. 1 ookup("javax. j ms. Topi cConnecti onFactory");

connection = (Topi cConnecti on)
connecti onFactory. creat eTopi cConnecti on();
session = (TopicSession) connection. createTopi cSession(fal se,
Sessi on. AUTO_ACKNOWN_EDGE)
producer = (Topi cPublisher) session.createPublisher(destination);
producer. set Del i ver yMode( Del i ver yMode. PERSI STENT)
message = (Text Message) session. createText Message();
nmessage. set Text ("hell o worl d");
producer. publ i sh(nessage) ;

catch (Exception e) {

}
}
}
}

Q. How does afile store compare with a JIDBC store?

A. Thefollowing are some similarities and differences between file stores and JDBC
stores:

m Both have the same transaction semantics, including rolling back transactions
(e.g., received messages are put back on the queue).

m Both have the same application interface (no difference in application code).
m Thefile store should be much faster.

m JDBC may makeit easier to handle failure recovery since the JDBC interface
can access the database from any client machine; with the file store, the disk
must be shared or migrated.

m Filestorerdliability islimited to reliability of disk and O/S; run it on Veritas or a
RAID 5 system. Database reliability may be higher.
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m File storeswill require more memory, but perhaps not significantly more; it
depends on how fragmented the file store gets, if the application works roughly

m FIFO it shouldn't get very fragmented at all.

m File stores generate no additional network traffic, database stores do if the
database server ison a different VM or machine.

Q. How do the WLS IM S 6.1 server/destination message maximum and threshold
values work?

A. The byte and message maximum values are quotas - not flow control. Message
quotas prevent a WebL ogic IMS server from filling up with messages and possibly
running out of memory, causing unexpected results. When you reach your quota, IMS
prevents further sends with aResour ceAl | ocat i onExcept i on (rather than
blocking). You can set quotas on individual destinations or on aserver asawhole.

The thresholds are also not flow control - though they would be better suited to that
application than the quotas. The thresholds are simply settings that when exceeded
cause amessageto belogged to the consoleto let you know that you are falling behind.

Note that the messages maximum setting on a connection factory is not a quota. This
specifiesthe maximum numbers of outstanding messages that can exist after they have
been pushed from the server but before an asynchronous consumer has seen them; it
defaultsto avalue of 10.

Q. How do I configure JDBC so that the IMS JDBC Store recovers automatically?

A. Severa customers have reported aproblem wherethey are using aJDBC store, the
DBM S goes down and back up, but IMS can no longer use the store until WLSis
shutdown and restarted. Y ou can get around this problem by configuring the following
attributes on the JIDBC Connection Pool associated with the IMSIDBCStore:

Test Connecti onsOnReserve="true"\
Test Tabl eName="[[[ cat al 0og. ] schena. ] prefi x] JMsSt at e"

If they are not set, then if the JDBC resource goes down and comes back up, IMS
cannot re-use the connection pool until WLSis shutdown and restarted. This has been
tested against WLS 6.0 SP02 and WLS6.1.

Q. DoesWeblL ogic IMS support clustering?

A. WebLogic JMS supports cluster-wide, transparent access to destinations from any
server inthe cluster. A system administrator can establish cluster-wide, transparent
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access to destinations from any server in the cluster by configuring multiple
connection factories and using targets to assign them to WebL ogic Servers. Each
connection factory can be deployed on multiple WebL ogic Servers.

The application uses the Java Naming and Directory Interface (JNDI) to look up a
connection factory and create a connection to establish communication withaJMS
server. Each IMS server handles requests for a set of destinations. Requests for
destinations not handled by a IMS server are forwarded to the appropriate server.

Y ou can configure multiple JM S servers on the various nodes in the cluster aslong as
you givethem different names. Y ou can assign destinationsto the various IM S servers.

One problem to be aware of isthe propagation delay in replicating entriesin JNDI. I
you have an MDB deployed on one node but reference a destination on another node,
the deployment may fail with ajavax.naming.NamingException exception. The
problem occurs because the server is not synced up to the INDI from the remote server
(IMS server) yet, so the INDI lookup of destination as part of MDB deployment will
fail. One workaround is for each MDB to reference aloca destination. Another
approach is deploy the MDBs after the server boots (plus a delay for INDI
propagation). To get around | osing messages before the MDB is deployed, use durable
subscribers. This problem is fixed for MDBsin WLS 6.1, where the MDB will be
deployed and reconnection will be retried until the destination is available. Note that
thisis still aproblem for EJBsin general that try to reference anon-local IMS
destination.

Connection factories are described in more detail in WebLogic IMS Fundamentalsin
Programming WebLogic JMS. For more information on WebL ogic Clusters, refer to
Using WebL ogic Server Clusters.

Q. How can | control on which WebL ogic Server(s) my application will run?

A. A system administrator can specify on which WebL ogic Server(s) applications
will run by specifying targets when configuring connection factories. Each connection
factory can be deployed on multiple WebL ogic servers.

Note: If you use the default connection factory, you have no control over the
WebL ogic server on which the connection factory may be deployed. If you
would like to target a particular WebL ogic server, create a new connection
factory and specify the appropriate IM S server target(s).

Q. What isthe value of IMS clustering in WLS 6.1?
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A. Consumers and producers can access a destination from any server in the cluster,
independent of where the destination actually resides. This provides for location
transparency. Note that it is necessary to configure the IM SServer on one of the
members of the cluster (not the Admin Server) for this location transparency (which
uses replicated INDI).

If the server on which agiven producer or consumer resides goes down, others can till
access the destination. However, if the destination goes down, then all the producers
and consumers are useless. If you lose a M S server al transactions for which that
server isenlisted are rolled back. IM S continuesto work elsewherein the cluster, just
not on the server that went down. When that server comes back up then that server will
again provide JM S service. When the server comes back up the messages are then
pushed to or pulled by consumers as appropriate. Reboot the server and it should just
work.

For example, assume a Topic is deployed on server B, a subscriber is accessing the
Topic through server A, and a publisher is using server B. If server A goes down, the
publisher can publish messages but the subscriber cannot receive messages (unless
connecting to Server B).

In afuture release, WL S IM S will handle automatic migration and fail-over when a
server, in which a destination resides, goes down.

Q. How do | perform amanual fail-over?

A. The proceduresfor recovering from a WebL ogic Server failure, and performing a
manual failover, including programming considerations, are described in detail in
Managing JM S in the Administration Guide.

Q. Doesthe WLS IMS server find out about closed or lost connections, crashes, and
other problems and does it recover from them?

A. Yes, provided the client closes its resources, the network connection fails, or the
JVM it'sin exits, even for WLS 6.1 multicast pub/sub. It detects |osses of "peers" and
recovers.

Q. Do | need to use the WLS T3 protocol ?

A. J2EE isall about making the interfaces standard. WebL ogic's implementation of
the RMI specification uses a proprietary wire-protocol known as T3. Javasoft's
reference implementation of RM| uses aproprietary protocol called JRMP. Thefactis
that WebL ogic developed T3 because they needed a scalable, efficient protocol for
building enterprise-class distributed object systems with Java.
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While T3 is specific to WebL ogic, your application code does not need to know
anything about T3 so you should not worry about this. Externalize the

"WebL ogic-specific strings' (PROVI DER_URL, | NI TI AL_CONTEXT_FACTCRY, €tc.) to
aproperties file (or somewhere) and you can make your code completely portable to
where you only need change these in the properties file to get your code to run on
another J2EE application server.

Q. How do | do HTTP tunneling?

A. If you want to use HTTP tunneling (wrap every message in HTTP to get through
afirewall), you need to add Tunnel i ngEnabl ed="t r ue" into your <Ser ver >
definition intheconfi g. xm file or check the appropriate box on the console. Then
useaURL likehttp:/ /1 ocal host: 7001 instead of t 3: / /| ocal host : 7001 for
Cont ext . PROVI DER_URL when getting your Initial Context. If you want HTTP
tunneling with SSL, use ht t ps: / /1 ocal host : 7002 (where httpsusesHTTP
tunneling with SSL and 7002 is the secure port that you configured). Y ou will pay a
performance penalty for doing this, so only use tunneling it if you really need to (i.e.,
need to go through afirewall).

Q. DoesWLS IMS support SSL?

A. Yes, SSL issupported in the WLS IM S implementation. It is automatically used
based on using a URL starting with "t3s:" instead of "t3:" when looking up the initial
JNDI context.

Q. How do | integrate non-WLS JMS providers with WLS?

A. Seethe*Using Foreign JMS Providers with WebL ogic Server” white paper
(i msprovi der s. pdf ) on the BEA dev2dev website for a discussion of integration
with MQ Series, |IBus MessageServer, Fiorano, and SonicM Q.

Q. How do two-phase or global transactions relate to WebL ogic IMS?

A. A two-phase or global transaction allows multiple resource managers (including
EJBs, databases, and IM S servers) to participate in asingle transaction.

For example, aclient can use atwo-phase transaction to send a message from a queue
ononeJMS server (server A) to aqueue on another IMS server (server B). Each server
has a unique persistent store. When the transaction is committed, the message is made
visible on server B. If the transaction rolls back, the message is put back on the queue
on server A.
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Note: If both queues happen to be on the same JM S server, then a one-phase

transaction is used.

Q. Why ismy IMSwork not part of auser transaction (i.e., called within atransaction
but not rolled back appropriately)? How do | track down transaction problems?

A. Usually this problemis caused by explicitly using atransacted session which
ignores the external, global transaction by design (JM S spec requirement). A
transacted JM S session always has its own inner transaction. It is not affected by any
transaction context that the caller may have.

It may also be caused by using a connection factory that is configured with
"UserTransactionsEnabled” set to false.

1. You can check if the current thread is in a transaction by adding these two import

lines:

i mport javax.transaction.*
i mport webl ogi c.transaction. *;

and adding the following lines (i.e., just after the begin and just before every
operation).
Transaction tran = TxHel per. get Transaction();

Systemout.println(tran);
Systemout. println(TxHel per.status2String(tran.getStatus()));

This should give a clear idea of when new transactions are starting and when
infection is occurring.

Ensure that the thread sending the IM S message is infected with a transaction.
Check that the codeis not using a transacted session by setting the first parameter
of createQueueSession or createTopicSession to false. Note that creating the
connection and/or session is orthogonal to the transaction. You can begin your
transaction before or after. You need only start the transaction before you send or
receive messages.

Check that the UserTransactionsEnabled flag is explicitly set to true for the
connection factory in the config.xml file since the default for user-configured
connection factories for thisvalue isfalse. If you are using one of the
pre-configured connection factories they are set asfollows:

webl ogi c. j ms. Connecti onFactory di sabl es user transactions so
don't use this one for the case where user transactions are
desired;
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javax. j ms. QueueConnecti onFactory and
j avax. j ms. Topi cConnecti onFactory enabl e user transactions.

4. You can trace JTA operations by starting the server with this additional property:
- Dwebl ogi c. Debug. DebugJNMSXA=t r ue
You should see trace statements like these in the log:
XA I XA(3163720, 487900) <RM i sTransactional () ret=true>

This can be used to ensure that IMS is infected with the transaction.

Q. How can an application do a M S operation and have it succeed, independent of
the result of the transaction?

A. Basicaly, the IMS operation must be done using a transacted session or the
transaction must be suspended/disabled asfollows (pick one or more of the following).

1. Suspend the current transaction prior to making the IMS call and resume it after
completing it. The code looks something like this:

i nport javax.transaction. Transacti on;
i mport javax.transaction. Transacti onManager;

Transacti onManager tranManager=
TxHel per. get Transacti onManager () ;
Transacti on saveTx = null;

try {
saveTx = tranManager. suspend();

... do JM5 work, it will not participate in transaction
} finally {

/1 must always resune suspended transactions!

if (saveTx !'= null) tranManager.resune(saveTx);

}

2. Useatransacted session by specifying true for the first parameter to
createQueueSession or createTopicSession.

3. Useaconnection factory with user transactions disabled. That is, check that the
UserTransactionsEnabled flag is explicitly set to false for the connection factory
in the config.xml file or use the default for a user-configured connection factory
for this value which is false. The pre-configured connection factory
webl ogi c. j ms. Connect i onFact or y disables user transactions.

A transacted JM S session always hasitsown inner transaction. It isnot affected by any
transaction context that the caller may have. A non-transacted JM S session is more
complicated. If you usethe WLS 6.1 default factory
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webl ogi c. j ms. Connect i onFact or y, the session does not participate in a user
transaction because the User Tr ansact i onsEnabl ed flagisset to "False". If you use
the deprecated default factory j avax. j ms. QueueConnect i onFact ory or

j avax. j ms. Topi cConnect i onFact ory or you define your own factory and set the
UserTransactionsEnabled flag to "True", the IM S session participates in the outer
transaction, if one exists and the JM S session is not transacted.

Q. What happensif acknow edge() iscalled within atransaction?

A. Asper the IMS specification, when you are in atransaction, the
acknow edgeMode isignored. If acknow edge() iscaled within atransaction, itis
ignored.

Q. Why do | get an error when using a non-transacted Topi cSessi on from a
transaction-required EJB?

A. Whenever two resources (such as JM S and adatabase) participate in atransaction,
the transaction becomes two-phase. The database driver you are using is hot XA
compatible and can't normally participate in a two-phase transaction. The solution is
to either use an XA compatible driver, or to configure the JDBCTxDat aSour ce value
to set enabl eTwoPhaseConmi t to true. The caveat for the latter isthat this can lead to
heuristic errors. If you don't want JM S to participate in the current transaction, see the
answer to the question, "How can an application do a JMS operation and have it
succeed, independent of the result of the transaction?"

Q. Can | use aone-phase commit if my JMS JDBC store is on the same database for
which | am doing other database work?

A. No.InWLS6.1, IMSisitsown resource manager. That is IMSitself implements
XAResource and handles the transactions without depending on the database (even
when the messages are stored in the database). That means whenever you are using
JMS and a database (even if it is the same database as the IM S messages are stored)
thenitis 2PC.

You may find it will aid performance if you ensure the connection pool used for the
database work exists on the same server as the IM S queue -- the transaction will still
be two-phase, but it will be handled with less network overhead. Another performance
boost might be achieved by using IMS file stores rather than IMS JDBC stores.

Q. How do | integrate an X AResource with WL Sto get JTA transactionswith another
resource manager?
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A. Seethe Using JTA Transaction To Envelope WLS IMS and IBM MQSeries
Security white paper on the BEA dev2dev website for adiscussion of integrating MQ
Series.

Q. Why do | get an exception when | start up IMS using an XA driver or withaTX
data source?

A. You cannot use a TX data source with IMS. IMS must use a JDBC connection
pool that uses a non-X Aresource driver (you can't use an XA driver or aJJTS driver).
Do not set the enabl eTwoPhaseConmi t option. IMS does the XA support above the
JDBC driver.

Q. IsWLSJIMS XAResour ce compliant?

A. Yes. Inversion 6.0, WLS JMSimplemented the XAResour ce interface as defined
in the JTA specification. As of version 6.1 a so implements the XAConnect i on,
XAConnect i onFact ory, XAQueueConnect i on, XAQueueConnect i onFact ory,
XAQueueSessi on, XASessi on, XATopi cConnecti on,

XATopi cConnect i onFact ory, and XATopi cSessi on methods. These are defined as
optional in the JIMS specification. These methods are not methods that are part of the
XAResour ce interface. The XAResour ce interface has methods like start, prepare and
commit that the transaction manager needs to manage aJJTA transaction, and these are
provided by WLS IMS. When you wrap aJM S send or receive with aJTA transaction
(begin/commit), the IMS work is part of that transaction (unless you are using a
transacted session).

It does mean that you can't use an XAQueueConnect i onFact ory to get an
XAQueueConnect i on to get an XAQueueSessi on to call get XAResour ce() .
However, WLS JMS is automatically registered by WLS JTA so you don't need to
worry about that.

It also means that you can't use WL S JM S with another transaction manager driving
the transaction (at least, not with any documented interfaces).

Q. Why can't | receive amessage that | send within a contai ner-managed transaction?

A. If you are using container-managed transactions, the original message sent from
the EJB will never be sent. Here is what is happening.

1. Container starts transaction.
2. Start method.

3. Generate new message.
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Send message (message isn't sent -- it's buffered until transaction commit).
Do ablocking receive on a queue.

End method.

A LI

Transaction Commit never Reached because original message was never sent
because you can't get past blocking receive.

The solution is to either use bean-managed transactions, or to break the send and
receive into two separate methods.

Q. What happens to amessage that isrolled back or recovered?

A. When amessageisrolled back or recovered, it isrequeued. Where it goesin the
queueisafunction of the message relative to the sort order for the queue and the other
messages in the queue.

In an unordered queue (most typical), the message would typically go at the head of
the queue (since the queueis still sorted by arrival time - FIFO) unless some other
message is being recovered at that same time, but still the sort order resolves any
conflicts.

The messageisredelivered to the first avail able consumer as soon as possible. If there
are no consumers when it is requeued, then it would just sit there until thereis one.

Starting in WL S 6.1, you can configure the maximum number of times that a message
may berequeued. Y ou can also specify adelay time before which the message will not
be available after being requeued. If a message reaches its maximum requeue limit, it
isput on an error destination if oneis configured or silently dropped.

Q. Isit possible to set aside a message and acknowledge it later?
A. There are no special primitives for doing this. Here are two possible solutions.

One approach isto use multiple sessions as in the following:

while (true) {
Create a session, subscribe to one nessage on durabl e
subscription
Cl ose session
Save session reference in menory
To acknow edge the nessage, find the session reference and call
acknow edge() on it.

}
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Another solution is to use transactions and suspend the work as follows:

start transaction
whil e(true) {
nessage = receive();
if (message is one that | can handl e)
process the nmessage
conmi t
} else {
suspend transaction
put transaction aside with nmessage
start transaction

}
}

To "acknowledge" the message:

resune user transaction
commi t

To "recover" the message:

resume user transaction
rol | back

Each time you suspend, you need to push the transaction onto a stack or list possibly
with the message so you can processit or roll it back later. This solution is high
overhead in that there can be alarge build up of outstanding transactions. Note that
transactions have timeouts and it may rollback on its own, which means you can get
the message again (in a different transaction). Note al so that there are some practical
limits on the number of transactions you should leave outstanding. The default limitis
something like 10000. Eventually you want to go back to your stack/list and
commit/rollback the transactions. Note that transaction references

(j avax. transacti on. Transact i on) are not Seriaizable.

Q. How should | use sorted queues?

A. Destination keys are used to define the sort order for a specific destination.
Destination keys can be message header or property fields. For alist of valid message
header and property fields, refer to the Programming WebL ogic IMS.

Queues can be sorted in ascending or descending order based on the destination key.
A destination is considered to be first-in-first-out if adestination key is defined as
ascending for the IM SM essagel D message header field, and last-in-first-out if defined
asdescending. Thekey defined for the JIM SMessagel D header field, if specified, must
be the last key defined in the list of keys.
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Y ou can define multiple destination keys to sort a destination.

To create adestination key, use the Destination Keys node in the Administration
Console. For more information, refer to the Administration Console Online Help.

Q. How does sorting on message priority work?

A. First, you need to add a key to the destination (by default, they are not sorted),
choosing JMBPri ori ty asthekey. If youwant O to be your highest priority, make the
key ascending. If you want 9 to be the highest priority, make the key descending.
Second, the priority must be set using either the producer or on the send, not the
message.

Third, the priority sorting only comesinto play if there are multiple messages waiting
on the queue. If the receiver is always caught up with the sender, then the messages
will be processed in the order in which they comein.

Q. How do | deal with alistener that doesn't keep up with messages being sent?
A. Hereareafew guidelines:

m Consider using multiple listeners.

m Consider reducing the processing in the listener (for example, don't call
"System.out").

m Sendsarein general faster than receives. Consider lowering receive overhead by
not acknowledging every message, but by deferring acknowledge until severa
messages have been received using client acknowledge. With asynchronous
listeners, the last few messages may not get acknowledged without extra code
logic if they don't fall on an acknowledge "boundary” (received 9 out of 10, but
don't receive the 10th).

Q. How do | get athread dump to help track down a problem?
A. Waysto get athread dump:

®  Try running this from the command line (after running the set Env script in
/bealwlserver6.1/config/mydomain/):

java webl ogic. Admin -url t3://1ocal host: 7001 THREAD DUWP

On Windows, from the console window, enter Ct r | +Br eak.
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m OnUNIX, signal the server usingki | | - 3.

Q. Do client identifiers need to be unique?

A. Using durable subscribers, if subscribing from two different clients and using the
same connection factory and the connection factory has aconfigured cl i ent | D,
distinctcl i ent | Dsmust be set for each after the Topi cConnect i on hasbeen created.
Each connection needsauniquecl i ent | D. If you configure aconnection factory with
aclient D, you can only create one Topi cConnect i on with that factory until that
one connection is closed.

Q. Are messages passed by copy/value or reference?

A. Messages, from an application point of view, are passed by value (acopy ismade).
Internally, every effort is made to optimize message passing.

When the producer is on the same JVM as the IMS server, a copy is made of the
message before it is actually placed in the destination. If a consumer is on the same
JVM asthe IMS server, a copy is made beforeit is given to the consumer. This
preserves the message that is actually in the destination. Passing by referenceisa
violation of the IMS specification. Specifically, if one person produces a message and
then modifies the message in their space it should not affect the message that was
already sent. Assuch, the message sent must be acopy. The sameistrueonthereceive
side. If someone consumes the message and then does something like a clear
properties, sets a header field or makes any modification of any kind, that change
cannot affect the messages received by other consumers. So, the messages given to
receivers on the same JVM are a so copies (one for each receiver). Also, if you pass a
referenceto areceiver and the receiver modifies the message and then does arollback
or arecover, the message in the destination would be modified for the person who
eventually does receiveit. Then it appears that the message sent is not the message
received. It has been modified by someone who received it but then put it back.

Q. How do I manage a queue to view and del ete specific messages?

A. Write aprogram that uses a QueueBrowser. Then delete specific messages by
using a selector with the message identifier as in the following example:

String sel ector = "JMSMessagel D ="'" + nmessage. get Messagel D() + "'";

Keep in mind that the queue browser isanot a"live" view of the queue. Itisa
snap-shot.
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Q. How do | close aqueue so that the messages will not be reloaded at the next server
startup?

A. IMSdoes not define the deletion of queues. Using WLS JMS, you can
administratively create and delete queues. Thereis no way to dynamically delete
queues at run-time.

Y ou can acknowledge the messages or not use persistence. Y ou can use temporary
queues. They exist only for the life of the connection. Y ou can use durable
subscriptions. A durable subscriber's message gets deleted if that durable subscriber
unsubscribes, but the topic continues to exist.

Q. Why does an Object Message print as null after it is received?

A. Theobject isn't deserialized until bj ect Message. get Obj ect () iscalled. The
toString() will continueto print null until this occurs. WebL ogic Server 6.1
automatically deserializes the messageif the application has not called set Cbj ect () .

Q. Inwhat order are messages delivered to a consumer?

A. Order is maintained between any producer and consumer for like delivery mode,
sort order, and selector in the absence of arollback or recover. There are no guarantees
of order when multiple producers send to a single consumer or multiple consumers
receive from multiple producers.

Order is generally maintained between a producer and a consumer. However,
non-persistent messages can get ahead of persistent messages of a higher sort order
(i.e., higher priority), can move ahead of each other and arecover or rollback puts
messages that were already received back into the queue/topic, which affects order.

Most messaging systems (including WLS JMS) maintain order between a producer
and a destination and then order between the destination and the consumer. So, once
things arrive at the destination, the order does not change.

Finally, the asynchronous pipeline that is supported in WLS JM S affects the ordering.
By default there can be as many as ten outstanding messages pushed out from the
server to an asynchronous client that have not been seen by the client yet. If the
asynchronous consumer is caught up, these messages will not be sorted. Destination
sorting does not occur in the pipeline. If adestination is sorted by priority, and a new
message comesin of higher priority than those messages already in the pipeline, it will
not leap ahead in the pipelineg, it will become first in the destination. The size of the
pipelineis configurable; see the M essagesM aximum setting on the connection factory
used. If you want real priority sorting, change the maximum number of messages on
the factory to one.
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Q. Why do | get an exception when trying to find a connection factory?

A. Theexception isusualy something likej ava. i o. I nval i dd assExcepti on or
j ava. | ang. NoCl assDef FoundErr or .

Make surewebl ogi c. j ar isinthe CLASSPATH of the client. Also make sure you
have the correct Javarun-time jar filesincluded (i.e.,, youmight needrt . j ar).

Q. Why should | avoid using message selectors?

A. We recommend avoiding an architecture that requires heavy use of selectors. If
you need to use sel ectors, try to use topic selectors. They only incur a charge once per
message per subscriber. If the message doesn't match a subscriber's selection criteria,
itissimply ignored and not placed in that subscriber's " subscription™.

For Queues, selectors can be much more heavy-weight. Each receive request canincur
ascan of the entire queuein asearch for amessage that matchesthereceiver's selection
criteria. This can get really bad if the selection criteria are restrictive and the queue
depthislarge.

The topic generally performs better. However, it depends on the message mix and
gueue depth. When using queues, if there are a lot of messages that don't match what
you are looking for, you are going to compare your selector against those messages
over and over again each time you go back to look for one of yours. When using a
topic, each message is compared against all consumers exactly once. Thereis never
any duplicate work.

Also, if you are using synchronous queuing (posting areceive call), each time you go
you have to look for amessage. That is, you wait during the time the server is
comparing. When you use topics, the message has been compared up front and
essentially put in your own private queue. Y ou don't have to look at that point. Itis
FIFO from your own private queue. The server can do the comparisons while you are
processing orders as opposed to your application blocking while the server finds you

amessage.

Q. Isit possible to have multiple queue receivers listening on the same queue, using
message selectors (typically filtering on a correlation 1D) to determine which listener
actually receives the message?

A. The JMS Specification does not define the behavior. WebL ogic IMS 6.1 supports
this. Whenever a message lands on the queue, IM S will look at all of the consumers
for the queuein the order in which they did their receives; whoever isthefirst to match
the message receives the message. For asynchronous queue consumers, you must set
your listener first, and then you will be first in the consumer list. However, each time
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an asynchronous queue consumer receives a message, the consumer goesto the end of
thelist. Note that unlike topics, if a message does not match a selector, itisleft in the
gueue until someone has no selector, or a selector that does match.

Q. Isthereaway to make aqueue such that if one application has one object aslistener
on that queue, no other application can listen to the messages on that queue?

A. No. Analternativeisto create atopic with a single durable subscription because a
durable subscription may only have one consumer associated with it. The only
drawback is that selectors would no longer work the same as they do with queues.
Changing the selector on a durable subscription "resets’ the subscription as per the
JMS 1.0.2 specification, causing all messages currently in the subscription to be
deleted.

Q. Why doesn't setting valueswork using j avax. j ms. Message. set IMSPriority,
Del i ver yMode, Dest i nati on, Ti meSt anp or Expi rati on?

A. These methods are for vendor use only. Message values are overwritten on each
send/publish. Y ou should use the equival ent methods on the MessagePr oducer
QueueSender , or Topi cPubl i sher to set thesevalues (i.e., set IMSPriority,

set Del i ver yMode, set Ti meToLi ve). Check to see that these values are not being
overridden by the optional template configuration override values.

Q. What care must be taken when multi-threading JM S clients?

A. The JavaSoft M S specification version 1.0.2 states that IM S sessions are
single-threaded. Consequently, if multiple threads simultaneously access a session or
one of its consumers or producers the resulting behavior is undefined. In addition, if
multi ple asynchronous consumers exist on a session, messages will be delivered to
them in series and not in parallel.

To take advantage of multiple threads with IM S, use multiple sessions. For example,
to allow parallel synchronous receive requests, design the application so that only one
consumer may be active per session and use multiple sessions.

Q. How should an application be set up to subscribe to multiple topics?

A. If youwant tolisten to N topics, using N subscribers and N sessions gives you
concurrency up to N simultaneous threads of execution provided you have that many
threadsto work with. N subscribersand 1 session serializesall subscribersthrough that
one session. If the load is heavy they may not be able to keep up without the extra
threads. Also, if youareusing CLI ENT_ACKNOW.EDGE, N sessionsgivesyou N separate
message streams that can be individually recovered. Having 1 session crosses the
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streams giving you less control. Note that unlike earlier versions of WebLogic IMS,
version 6.1 on the server side efficiently uses a small, fixed number of threads
independent of how many client sessions there are.

Q. How should | use blocking and asynchronousr ecei ve() calls?

A. Thesynchronousr ecei ve() method blocks until a message is produced, the
timeout value, if specified, elapses or the application is closed. We strongly
recommend that you avoid using blockingr ecei ve() callsonthe server side because
asynchronousr ecei ve() call consumesresourcesfor the entire duration that the call
is blocked.

Server deadlock might also result if receiving messages use client servlets, as
described in the section Receiving Messages With Client Servletsin Programming
WebLogic IMS.

When methods are received asynchronously, the application is notified using a
message listener only when a message has been produced, so no resources are
consumed waiting for a message.

Q. What precautions should | take when | use blocking r ecei ve() calls?
A. If your application design requires messages to be received synchronously, we
recommend using one of the following methods listed in order of preference:

m Pass atimeout value as an argument to ther ecei ve() method and set it to the
minimum value greater than zero, that is alowed by the application to avoid
consuming threads that are waiting for a response from the server.

m Usetherecei veNowai t () method which returns the next message or a null
value if no message is currently available. In this case, the call does not block.
The servlet should provide away to return to or reschedule the request, without
calingwai t ().

Note: Use of this option should be minimized, asit may deadlock a busy server.
m  Ensure that more threads are configured than the number of possible

simultaneous blocking r ecei ve() calls.

Q. What is the NO_ACKNOW.EDGE acknowledge mode used for?

A. TheNO ACKNOW EDGE acknowledge mode indicatesthat received messages do not
need to be specifically acknowledged which improves performance, but risks that
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messages are lost. This mode is supported for applications that do not require the
quality of service provided by session acknowledge and that do not want to incur the
associated overhead.

M essages sent to aNO_ACKNOW.EDGE session areimmediately deleted from the server.
Messages received in this mode are not recovered and, as a result, messages may be
lost and/or duplicate message may be delivered if aninitial attempt to deliver a

message fails.

Note: You should avoid using this mode if your application cannot handle lost or
duplicate messages. Duplicate messages may be sent if aninitial attempt to
deliver amessagefails.

In addition, we do not recommend that this acknowledge mode be used with persistent
messaging, asit implies aquality of service that may be too low for persistent
messaging to be useful.

Q. When should | use multicast subscribers?

A. Multicasting enables the delivery of messages to a select group of hosts that
subsequently forwards the messages to multicast subscribers. The benefits of
multicasting include:

® Near real-time delivery of messages to host group.

m High scalability due to the reduction in the amount of resources required by the
JMS server to deliver messages to multicast subscribers.

Note: Multicasting is only supported for the Pub/sub messaging model.

For an example of when multicasting might be useful, consider a stock ticker. When
accessing stock quotes, timely delivery is more important than reliability. When
accessing the stock information in rea-time, if all, or a portion, of the contentsis not
delivered, the client can simply request the information be resent. Clients would not
want to have theinformation recovered in this case because by thetimeit isredelivered
it would be out-of-date.

Multicast messages are not guaranteed to be delivered to all members of the host
group. For messages requiring reliable delivery and recovery, you should not use
multicasting.

Q. When should | use server session pools and connection consumers?
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A. WebLogic IMS implements an optional IMS facility for defining a
server-managed pool of server sessions. Thisfacility enables an application to process
messages concurrently. A Connect i onConsumer object uses a server session to
process received messages. If message traffic is heavy, the connection consumer can
load each server session with multiple messagesto minimizethread context switching.
Multiple connection consumers can share server sessionsin a server session pool.

To learn how to use the connection consumers within an application, see the section
Processing Messages Concurrently in Programming WebLogic JMS, or the
j avax. j ms. Connect i onConsuner javadoc.

Note: Server session pools can also be implemented using Message Driven Beans.
Using MDBsis preferable to using server session pools - see the answer to the
guestion, "How do server session poolsand M essage Driven Beans compare?’
For information on using message driven beans to implement server session
pools, see Programming WebL ogic Enterprise JavaBeans.

Q. Howdol issuethecl ose() method withinanonMessage() method call and what
are the semantics of the cl ose() method?

A. If youwishtoissuethecl ose() method withinan onMessage() method call, the
system administrator must select the Allow Close In OnMessage check box when
configuring the connection factory. For more information, see JM S Connection
Factoriesin the Administration Console Online Help. If this check box is not selected
and you issue thecl ose() method within an onMessage() method cal, the call will
hang.

The close() method performs the following steps to execute an orderly shutdown:

m  Terminates the receipt of al pending messages. Applications may return a
message or null if a message was not available at the time of the close.

m  Waits until all message listeners that are currently processing messages have
completed (except for the message listener from which thecl ose() method is
being called).

m  Rolls back in-process transactions on its transacted sessions (unless such
transactions are part of an external JTA user transaction).

m Does not force an acknowledge of client-acknowledged sessions. By not forcing
an acknowledge, no messages are lost for queues and durabl e subscriptions that
require reliable processing.
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When you close a connection, all associated objects are also closed. Y ou can continue
to use the message obj ects created or received via the connection, except the received
message's acknow edge() method. Closing a closed connection has no effect.

Note: Attempting to acknowledge a received message from a closed connection's
sessionthrowsan | | | egal St at eExcept i on.

When you close a session, all associated producers and consumers are also closed.

For more information about theimpact of thec! ose() method for each object, seethe
appropriatej avax. j ms javadoc.

. How do | publish an XML message?
Follow these steps:

Generate XML from the DOM document tree.
Serialize the generated DOM documenttoaStri ngwi ter.

CalltostringontheStringWiter and passitinto message. set Text.

A w N P >0

Publish the message.

Q. How do | use IMSin an applet?

A. Thistopiciscoveredin
news://newsgroups.bea.com/3ad321d5@newsgroups.bea.com.

Q. How do | use astartup classto initialize and | ater reference IM S objects?

A. Thistopiciscoveredin

news://newsgroups.bea.com/3ad0d7f 3@newsgroups.bea.com. The sample code does
not cleanup properly at shutdown. Y ou can use a shutdown class that does something
like the following:

JMsobj ect W.Sobj ect = null;

try {
W.Sobj ect = JMSSt art Up. get IMSobj ect () ;

WL.Sobj ect . IMSCI eanup() ;
} catch(Exception e) {}

Servlets can provide anice solution to provide both initialization and cleanup. Seethe
answer to the question, "What is the standard way for creating threads, doing
initialization, etc. within the application server?"
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Q. Isit possible to send or receive a message from within a message listener?

A. Yes. You can sendto or receive from any queue or topic from withinin amessage
listener.

If it'snot an MDB, you can use the same Connection or Session that the onMessage()
is part of to do this. When you create your message listener, you passin asession in
your constructor. Then you have accessto the session in your onMessage method and
you would be able to make synchronous, not asynchronous, calls from within the
onMessage method. Do not use another Session that is servicing another
onMessage() becausethat would multi-thread that Session and Sessions don't support
multi-threading.

When things are done non-transactionally, there can be duplicates or lost messages
(assuming your onMessage() codeis attempting to forward messages):

1. If you call acknowledge after the publish() and the acknowledge fails for whatever
reason (network/server failure), then you will see the message again and will end
up publishing twice (possible duplicate semantics). You can try to keep track of
seguence numbers to detect duplicates but thisis not easy.

2. If you call acknowledge before the publ i sh(), you get at-most-once semantics.
If thepubl i sh() falils, you don't know if the failure occurred before or after the
message reached the server.

If you want exactly once, transactional semantics using onMessage, you must use
transactional MDBs. TheonMessage() for atransactional MDB startsthetransaction,
includes the WebL ogic Server IM S message received within that transaction and the
publ i sh() would also be in the same transaction. The following code sends a
response to each message that it receives. It creates the connection, etc. in the

ej bCr eat e method so that it doesn't need to createit every timeonMessage iscalled.
The QueueSender isanonymous (null Queue) since we don't know to whom we will
haveto reply. Theej bRermove method cleans up by closing the connection. This same
approach can be used to create areceiver, subscriber or publisher.

i mport javax.ejb. CreateException;

i mport javax. ej b. EJBCont ext ;

i mport javax. nam ng.*;

i mport javax.nam ng.directory.*;
import java.util.Hashtabl e;

i nport javax.ejb. MessageDri venBean;

i mport javax.ejb. MessageDrivenCont ext;
i mport javax.jms.*;
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public class MDB

i mpl enents MessageDri venBean, Messageli stener {
public static final String WSqgcf =
"javax.] ms. QueueConnecti onFact ory";

public static final String W.Sgname =

"j ms. queue. Test Queuel”;

public static final String WSurl =
"t3://1ocal host: 7001";

public static final String W.SINDI factory =
"webl ogi c. j ndi . W.I ni ti al Cont ext Fact ory";
private MessageDrivenCont ext context;
private QueueSession session;

private QueueConnection connection = null;
private QueueConnecti onFactory factory;
private Initial Context ctx;

private QueueSender QueueSender;

/1 Required - public constructor with no argunent
public MDB() {}

/1 Required - ejbActivate
public void ejbActivate() {}
/1 Required - ejbRenove

public void ej bRenove() {

context = null;

if (connection !'=null) {
try {

connection. cl ose();

} catch(Exception e) {}
connection = null;

}

}

/1 Required - ejbPassivate
public void ejbPassivate() {}

public void set MessageDri venCont ext (
MessageDri venCont ext mycontext) {
cont ext = nycontext;

}

/'l Required - ejbCreate() with no argunents
public void ejbCreate () throws CreateException {
try {
I/ Get the initial context
Hasht abl e env = new Hasht abl e() ;
env. put (Context. | Nl TI AL_CONTEXT_FACTORY, W.SJNDI f actory);
env. put (Cont ext . PROVI DER_URL, W.Surl);
env. put (Cont ext . REFERRAL, "throw');
ctx = new Initial Context(env);
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factory = (QueueConnecti onFactory)ctx. | ookup(W.Sqcf);

/'l Create a QueueConnection, QueueSession, QueueSender
connection = factory. creat eQueueConnection();
sessi on = connection. creat eQueueSessi on(fal se,
Sessi on. AUTO_ACKNOWL.EDGE) ;
gueueSender = sessi on.createSender(null);
connection.start();
} catch (Exception e) {
t hrom new Creat eException(e.toString()));
}
}

/1 1nplementation of Messageli stener
/1 Throws no exceptions
public void onMessage(Message nsg) {

try {
System out.printin("MDB: " +

((Text Message) msg) . get Text () ) ;

nmsg. cl ear Body() ;

((Text Message) msg) . set Text ("reply nessage");
queueSender . send( ( Queue) msg. get IMSRepl yTo(), nsgQ);

catch(Exception e) { // Catch any exception
e.printStackTrace();

}
}
}

This approach creates a connection per EJB/MDB instance, so you might want to
create a producer pool that is shared by the EJB instances. Thisis done by writing a
class that populates a static pool with producers (see the next question for a sample
producer pool). The onMessage call grabs a producer when needed. Since Sessions
must be single threaded, make sure there is only one producer per session within the
producer pool.

Q. How do | create a producer pool?
A. Thefollowing is some pseudo-code for a producer class.
cl ass Producer Pool {

static Hashmap pSets
static Hashmap inUse

= new Hasht abl e();
= new Hashtabl e();
QueueSender get (String contextURL,
String connecti onFact or yNane,
String destinationNane) {
String | ookup = context URL+"; " +connecti onFact Nanme+"; " +dest Nane;
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synchroni zed(pSets) {
producer set = pSets. get (Il ookup)
if (set !'=null && set not enpty)
gs = set.renoveFirst();

if (producer == null) {
create ctx
get connect factory
create connection
create session
| ook up destination
gs = create queue sender

synchroni zed(i nUse) {
i nUse. put (gs, | ookup);

return gs;

}

voi d put (QueueSender gs) {
String | ookup
synchroni zed(i nUse) {
| ookup = i nUse. renove(p)

}
synchronzi ed(pSets) {
producer set = pSets.get (| ookup);
if (set == null) {
producer set = new producer set
pSets. put (|1 ookup, producer set);

producer set.add(gs);
}
}
}

Note: Static classes may be garbage collected if there are no referencesto them, so
make sure the application server has a permanent pointer to them in some
manner. One way isto reference it permanently from within a serviet or EJB

when they areinitialized at startup.

Here is an example of using the producer pool within the onMessage method.

onMessage() {

QueueSender gs = ProducerPool .get(...);

gs.send(...);
Pr oducer Pool . put (gs);

}
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Y ou can pre-popul ate this pool by calling it from a startup class or aload-on-start
servlet class.

Q. What are pending messages in the console?
A. Pending means the message could have been:

® sent inatransaction but not committed.

m received and not acknowledged.

m received and not committed.

m subject to aredelivery delay (as of WebL ogic Server 6.1).
m subject to adelivery time (as of WebL ogic Server 6.1).

A rolled back message remains pending until the transaction actualy rolls back.
Rolling it back multiple times does not cause double counting, nor does an exception
that set atransaction as rollbackOnly followed by an actual rollback.

Current implies messages that are not pending.

Total impliestotal since server last started. The byte counts only consider the payload
of messages which includes the properties and the body but not the header.

Q. How do | use alessthan or greater than on a message selector in ejb-jar.xml?

A. Enclosethe selectorina CDATA section. That will prevent the XML parser from
thinking that less than or greater than is atag.

<j ms- message- sel ect or >
<! [ CDATAl JMSXAppl D <> 'user' ]]>
</ j me- message- sel ect or >

Q. Isit better to have more or fewer sessions for a given number of subscribers?

A. Using N sessions for N subscribers gives you concurrency up to N simultaneous
threads of execution provided you have as many threads to work with. Each Session
getsits own thread as long as there are enough threads available. Otherwise, the
sessions serially reuse the availabl e threads.

Onesession for N subscribers serializes all subscribers through that one session. If the
load is heavy they may not be able to keep up without the extra threads.
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If you are using CLI ENT_ACKNOWLEDGE, N sessions gives you N separate message
streams that can be individually recovered. Having one session crosses the streams
giving you less control.

Q. Areforeign destinations handled within foreign JIM S messages?

A. WebLogic Server IMS does not know what to do with foreign destinations that it
runs into. Thisissue has been discussed with Sun and the IM S specification does not
clearly define destinations well enough for vendorsto interoperate at that level. They
agreethat it is sufficient not to handle foreign destinations preferably in such away
that sending/receiving still work. For WebL ogic Server IMS, if you do a

set JMBdest i nat i on (you should not becauseit isonly for the provider to set it) with
aforeign destination, it getsignored (set to null). Similarly, if you do a

set JMSRepl yTo for aforeign destination, WebL ogic Server IMSwill ignoreit (set it
to null).

Q. What isthe standard way to create threads, do initialization, etc. within the
application server?

A. Threads should generally not be created by the user directly is because things may
not work correctly. User-created threads do not have some of thethread-local variables
pre-set by WebL ogic when it creates it's own execute threads, the associated
transaction context, or the environment such as the proper class loader. The

WebL ogic-specific way of doing thisiswith a startup class or using the WebL ogic
Time Services. The portableway to do thisisto define aload-on-startup servlet, doing
theinitializationinthei ni t () method andthe cleanupinthedest r oy() method. The
servlet itself does nothing. This approach also allows for undeploy/redeploy of the
application without restarting the server, including proper cleanup/initialization each
time. It also providers more dynamic management of the dependent classes without
restarting the server.

Q. Why dol getaJNDI problemwhen | nameaTopic A.B and asecond Topic A.B.C?

A. ThisisaJNDI implementation issue. INDI uses the dots to build a directory-like
structure. A given element cannot be both anode and aleaf inthetree. In thisexample,
B isused asaleaf off of A, but then is used as a node off of which C isalesf.

Q. How many messages are sent across the network for processing topic messages?

A. If there are three subscribers for a message, for example, one of which with a
selector that does not match, how many messages are sent?

14-42 BEAWebLogic Server Fregquently Asked Questions



In WebLogic IMS 6.1, when all three consumers are in the same session, we send one
copy of the message acrossthe network for all subscribersthat are not flow-controlled.
Once a consumer is flow-controlled for not acknowledging enough messages, no
messages are sent until flow control iseased. So, the answer isusually one, but may be
two. The selection is done on the server side so a subscriber that doesn't match doesn't
have to discard anything.

Q. What should an XPATH selector look like?
A. Thefollowing isan example of an XPATH selector. Pay careful attention to the use
of double and single quotes.

String selector =

"JMS_BEA SELECT('xpath', '/recipient/transport/text()') =
"email'";

t subscri ber = tsession. createSubscriber(topic, selector, false);
JMB_BEA_SELECT isabuilt-in functionin WebL ogic Server IMS SQL syntax. Y ou put
it in your selector string when you create a consumer. Note the use of single quotes
around xpat h, the XML tab, and the string value.

Q. How do | handle request/response using IMS?
A. There are several approaches to handling regquest/response processing with JIMS.

Use atemporary queue for each requestor and have the response go back to that
queue.

m  Use the QueueRequestor class, which does the temporary queue for you, and
wait for the reply, asin the following:

/1 create tenporary queue for receiving answer

grequestor = new QueueRequest or (gsessi on, queue);

Text Message nmsg = (sessi on. cr eat eText Message();

Text Message reply = (Text Message) qrequestor.request(nsg);

m Use adedicated response topic or queue with message selectors.

Q. How do | put a message back on the queue for processing?
A. Thefollowing are several approaches:

Use atransacted session, then rollback the session so the message will go back
to the queue.
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B Use Sessi on. CLI ENT_ACKNOW.EDGE when creating a session, then recover the
session so the message will go back to the queue.

m UseaJTA transaction, then rollback the transaction so the message will go back
to the queue.

Q. Isit OK toadd new sessions and subscribers to a Queue or Topic Connection once
it has been started?

A. Yes, with onecaveat. Y ou may not add new subscribers/consumersto asession if
it already has active async consumers. Sessions must only be accessed single-threaded
as per the IMS spec. If you feel you need to do this, create anew Session and add it to
that one instead.

Y ou can add receiversto a started connection. A receiver initself is not asynchronous.
Y ou need alistener to make it asynchronous. The first creation of areceiver isalways
safe. If you then add alistener for that first receiver, you have to worry for any future
receiversin that same session. Y ou can create new sessions and the first receiver for
that session with no worries.

Once you want to create a second receiver in asession, if the first receiver hasa
MessagelLi st ener , you have to take care to make sure there are no other threads of
execution in that session. Y ou can do this by stopping the connection or actually
creating your receiver from the onMessage routine of the first receiver.

Q. What can | dowhen| getj ava. | ang. Qut Of Menor yEr r or because producersare
faster than consumers?

A. Quotas can be used to help this situation. Y our sender will then receive

Resour ceAl | ocat i onExcept i ons and the server will stay up. WLS 6.X does not
support paging of messages out of memory.

Asof WLS6.1 SPO2 or later, you can use the M essage Paging feature, which can free
up valuable virtual memory during peak message load periods by swapping out
messages from virtual memory to persistent storage when message loads reach a
specified threshold. For more information, see“Managing IMS” inthe Administration
Guide.

Q. Why have different connection factories?

A. To get multiple different sets of connection attributes. Clients that need different
behaviors should use different factories. If all of your clients need the same behavior,
then one factory is sufficient.
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Q. How should connections and sessions be allocated?

A. Think of aconnection as asingle physical connection (a TCP/IP link). A session
isameans for producing and consuming an ordered set of messages. Creating a
connection is generally expensive. Creating a session isless expensive. Generally
peopl e use one connection and share across al the threads with each thread having its
own session. If you have thread groups and need to start/stop/close the resourcesfor a
given group, one connection per group isgood. A group can have exactly one thread.

Q. How does an application know if an application server goes down?

A. There are two exception listeners that you can register. The IM S specification
defines Connect i on. set Except i onLi st ener that tellsyou if thereisa problem
with the connection. That means that all consumers under that connection are also in
trouble. The reason you will get the connection exception is because the WebL ogic
server you connect to on the other side is dead or not responding or someone killed
your connection viathe Mbean interface. However, for WebL ogic Server IMS, you
may have multiple sessions in a connection, with the sessions going to multiple
backend servers. WebL ogic Server has an extension for this called

W Sessi on. set Except i onLi st ener that tellsyou if thereisa problem with a
session. For more information see

http://e-docs.bea.com/wls/docs61/javadocs/webl ogic/jms/extensions/WL Session.htm
I

Q. How do | debug WebL ogic Server using Visual Cafe 4.1?

A. Youcaninstall Visual Cafe Enterprise Edition 4.1 and attach it to the server, pretty
much as it worked for 3.X.

The following are steps for debugging using VC 4.1. Y ou may change the directory
names as necessary.

1. Install it under D:\Visual CafeEE. No special options are needed.
2. Instal the license under C:\Program Files\Common Files\WebGain Shared.

3. Start ddservices by selecting Start -> Programs -> WebGain Studio Professional
->Visual Cafe Enterprise Edition 4.1 -> Distributed Debugging Services -> Start
DD Services (Java2 - 1.3)

4. Start WebLogic Server using debugvm exe instead of j ava. exe.
cd D:\bea\wlserver6.1\config\mydomain
setEnv
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edit startWebL ogic.cmd
change "%JAVA_HOME%\bin\java" -hotspot -ms64m -mx64m to
\visual cafeEE\jdk13\bin\debugvm.exe

5. Run startWebL ogic. It prints out some debugging information.

6. Run VisualCafe - Start -> Programs -> WebGain Studio Professional -> Visual
Cafe Enterprise Edition 4.1 -> Visua Cafe Enterprise Edition 4.1

7. From the File menu, select Attach to Process. If everything is working correctly,
you should see your machine name.

8. Click the + sign to expand the tree and select your running WebL ogic Server.

Q. Isthereaway to dynamically change an existing selector for a Topi cConsuner
using set MessageSel ect (String s)?

A. No. Once you instantiate the consumer the selector is fixed at the time that the
consumer is created. Changing the selector is like removing the current consumer,
removing all associated messages and then creating a new one.

Q. How can | avoid asynchronous message deadlocks?

A. Dueto alimitationinthe IMS 1.0.2 specification, asynchronous messages can
become deadlocked if thecl ose() method of a session isinside a user-synchronized
block. To resolve this, you must movethecl ose() method outside the
user-synchronized block. For example:

public class C oseTest() {

private void xxx() {

synchroni zed (this) {

create connecti on/sessi on/ consuner

initialize and set a |istener for this consuner;
wai t () ;

connection. cl ose();

}

}

private void onMessage(Message nessage) {
synchroni zed (this) {

notify();

}

}
}
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Beforetheconnect i on. cl ose() methodisclosed, another message can be delivered
to the onMessage routine by the IMSPr ovi der . The mai n() method thread ownsthe
monitor lock for the d oseTest method. Before the onMessage() method of the

d oseTest classfires, IMS sets| NLI STENER as the state for the session in
JMBSessi on (the IMS specification saysthat thecl ose() method must wait for the
onMessage routine), so that the mai n() method thread can wait for the onMessage
routine to complete.

Now when the onMessage routine tries to acquire the monitor lock, it blocks waiting
for themai n() method thread to give up, and the mai n() method thread iswaiting for
the onMessage to be completed.

IJMSalso blockswhenthecl ose() method of aconsumer isdonefroman onMessage
routine and the al | owCl osel nOnMessage attribute is set to falseintheconfi g. xm
file.

Q. What are the advantages of message-driven beans?

A. The message-driven bean is a statel ess component that isinvoked by the EJB
container asaresult of receiving messages from aJM S queue or topic. It then performs
business logic based on the message contents, effectually freeing you from any IMS
configuration and reconnection chores.

The message-driven bean model alows EJB developers to work with afamiliar
framework and set of tools, and a so provides accessto the additional support provided
by the container. The goal of the message-driven bean model is to assure that
developing an EJB that is asynchronoudy invoked to handle the processing of
incoming JMS messages is as easy as devel oping the same functionality in any other
JMS Messageli st ener.

One of the main advantages of using message-driven beansin place of the standard
JMS Messageli st ener isthat aJTA transaction can be started for you automatically
and the received message will be part of that transaction. In this case, other operations
can beinfected with the same JTA transaction such as database operations. Thisisthe
only way to infect a message from an asynchronous consumer and another JTA
operation with the same transaction.

For more information on message-driven beans, see Using Message-Driven Beansin
Programming WebL ogic Enterprise JavaBeans.

Q. How does concurrency work for message-driven beans?
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A. Theway concurrency isachieved for Queuesis by spawning one JM SSession per
MDB instance in the pool. Since JMSSessi ons are processed in parallel by IMS,
concurrency is obtained naturally thisway and JM S takes care of delivering the
message to, at most, one listener. If an MDB is deployed to multiple serversin a
cluster, JMBSessi ons are created for each MDB instance on each server and load
balancing will be done across them.

For Topicsin WebLogic IMS 6.1, there is one JMSSessi on per bean instance in the
pool. Because of the way Topics work, the session, and thus every bean instance,
receives a copy of each message published on that Topic. (There was also a problem
that caused parallel processing not to work correctly. Thishas been fixed for WLS 6.0
Service Pack 1.) Within a single server, one topic consumer is used to pass out
messagesto multiplethreadsto get the concurrency while producing only asingle copy
of each message. Y ou can configure multiple MDBs to listen on the same topic and
each MDB will receive a copy of every message. When using multiple servers, each
server getsits own consumer and therefore its own copy of each message. It is not
currently possible to share a consumer across multiple servers. If you want a message
to be processed by exactly one MDB, use a queue.

One customer had an example where topic MDBs are needed in which there will be
multiple implementations of the MDBs listening on the same topic. In other words,
more than one MDB with a different implementation may be subscribing to the same
topic. Theclient has no advanced way of knowing how many different kinds of MDBs
may be listening on the same topic, but it is possible for there to be more than one
listener, therefore topics, not queues. For each kind of MDB listening on the topic, the
message is delivered exactly once (i.e., the message will be delivered exactly onceto
an instance in each named M DB pool listening on the topic).

Q. How do | use non-WebL ogic IMS provider destinations to drive MDBSs?

See the “Using Foreign IM S Providers with WebL ogic Server” white paper
(j mepr ovi der s. pdf ) for adiscussion on thistopic.

Q. Can an MDB be amessage producer or both a producer and consumer?

A. Yes. You have no IMS context inside the MDB so you will need to establish a
connection, session and producer yourself. One option is to do this every time you
come into the onMessage routine for the MDB. Thisis sufficient if the message rate
isrelatively low. The second option isto establish the necessary objectsin

ej bAct i vat e() . Note that the objects are not serializable so they can't be passivated
for a stateful session bean or an entity bean. When the EJB deactivates, you need to
close the associated objects. The third option is that you could build upaJJMS
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connection/sender session pool within a startup class complete with your own
synchronization and blocking to get a connection. There is an example in the answer
to the question "Is it possible to send or receive a message from within a message
listener?"

Q. If an MDB uses adurable subscription, will messages be accumulated if the MDB
is not deployed?

A. Not at thistime. Before the MDB is deployed the first time, no messages are
accumulated for when it is deployed. Thisis different from passivated. Just because
the MDB is not currently active doesn't mean it isn't deployed. The container still
maintains the subscription and gives out messages to the MDBs.

Q. Canyou use aforeign IMS provider to drive an MDB transactionally?

A. No. The message is asynchronously received outside a transaction and thereis no
J2EE API to then associate the message with a transaction.

The only reason this works for WebL ogic Server IMS is that we have defined a
WebL ogic Server extension interface that has a method to associate a message with a
transaction. Thisinterface, MDBTr ansact i on, isdefined in
news:.//newsgroups.bea.com/3b3a009b$1@newsgroups.bea.com. It has one method,
associ at eTransacti on(), that takesaj avax. j ms. Message parameter. This
message must be associated with the transaction. We are hoping that other IM S
vendorsinterested in integrating with WebL ogic Server will implement thisinterface.

Another approach called source managed transactions, would be for thereto bean API
to tell the IMS provider to start a transaction on your behalf before delivering the
message to an asynchronous consumer. This APl doesn't exist in J2EE either. Evenif
there were such aprovision, few non-WLS JM S providers can begin and drive such a
transaction by themselves.

The current solution isto move all messages from the foreign destination to a

WebL ogic Server IMS destination (within a transaction if the foreign JMS provider
supports it) and have that WebL ogic Server IM S destination drive the MDB
transactionally (using the WL S JIM S special interface). Currently, the messages can be
moved between providers using code similar to that described in the “Using Foreign
JMSS Providers With WebL ogic Server” white paper. This code could be contained in
a startup class that starts a thread and does the following:

while (true) {

start a transaction

recei ve a nessage synchronously with tinmeout
if tinmed_out { rollback and continue }
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do the work
commt the transaction }

Doing asynchronous receive will have aproblem in that the transaction may time out
before the message isreceived. Y ou can do the receive with a specified timeout,
alowing enough time left in the transaction to complete the work. If the receivefails,
roll back the transaction and try again. It isalso not as efficient asMDBs since it does
a synchronous instead of asynchronous receive (it ties up threads). Also, if you get a
lot of timeouts, you will be burning more CPU.

Eventually, WLS IMSwill provide a bridge to handl e this message passing out-of-the
box.

With any of these approaches, the XAResour ce must be registered with the
Transaction Manager (this is done automatically for WebL ogic Server IMS).

Q. How do | use JTA transactions within an MDB?

A. Intheejb-jar.xm file definethe transaction type as Container and the
trans-attribute as Required, as in the following example:

<ej b-jar>
<enterpri se- beans>
<message-dri ven>
<ej b- name>MDB</ ej b- nane>
<ej b- cl ass>MDB</ ej b- cl ass>
<transaction-type>Cont ai ner</transaction-type>
<message-driven-destinati on>
<desti nation-type>j avax.j ms. Queue</ desti nati on-type>
</ message-driven-destinati on>
</ message-driven>
</ enterprise-beans>
<assenbl y-descri pt or >
<cont ai ner-transaction>
<met hod>
<ej b- nanme>MDB</ ej b- nane>
<met hod- nane>* </ net hod- nane>
</ met hod>
<trans-attribute>
Requi red
</trans-attribute>
</ cont ai ner-transacti on>
</ assenbl y-descri pt or>
</ejb-jar>

Torollback atransaction, you can either usethe WebL ogic extension TXHel per or you
can use the MDB context asin the following code examples:
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User Transaction ut =
webl ogi c. transacti on. TXHel per. get User Tr ansacti on() ;
ut. set Rol | backOnl y();

or
private MessageDrivenContext context;

public void set MessageDri venCont ext (
MessageDri venCont ext mycontext) {
cont ext = nycont ext;
}

public void onMessage(Message nsg) {
try { /1 some |logic

catch(Exception e) {
System out. println("MDB doing roll back");
cont ext . set Rol | backOnl y();

Q. How do server session pools and message driven beans compare?

For adetailed discussion on thistopic, seethe“MDBsVvs. ServerSessionPools” section
in the “WebL ogic IMS Performance Guide” white paper
(Wbl ogi cIMSPer f or manceGui de. zi p) on the BEA dev2dev website.
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CHAPTER

15FAQs: WebLogic
Messaging Bridge

m  Why did the messaging bridge fail to connect to the source bridge destination?

m | configured the messaging bridge to use the Exactly-once quality of service for
two-phase transactions. So why am | getting a“quality of serviceis
unreachable” error?

m Can | configure the messaging bridge to automatically downgrade the quality of
service if the Exactly-once service isn’t available on either the source or target
bridge destination?

m Why do | get a security authorization exception when attempting to forward
messages from a WebL ogic Server 6.1 destination to arelease 7.0 or later
destination?

m  When configuring a source or target messaging bridge destination, do | need to
set the Adapter Classpath field?

m Can the messaging bridge forward durable subscription messages between
separate WebL ogic Server 6.1 and release 7.0 or later domains?

m How do | enable debugging for the messaging bridge?

m What do the messaging bridge monitoring states indicate on the Server ->
Services ->Monitor -> Messaging Bridge Administration Console page?

m |sthere another way to monitor the messaging bridge without using the
Administration Console?
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Q. Why did the messaging bridge fail to connect to the source bridge destination?
A. Either an error occurred when configuring the source bridge destination

parameters, or the actual source destination is not running and cannot communicate
with the messaging bridge.

m Verify whether the bridge’ s source destination is correctly configured, by
making sure that the following fields on the IM S Bridge Destination —
Configuration — General console page have been properly completed:

e Connection URL—this must be the URL of the INDI provider used to look
up the connection factory and actual destination.

e Destination INDI Name—this must be the INDI name of the actual
destination mapped to the source bridge destination.

e Connection Factory INDI Name—this must be the connection factory used
to create a connection for the actual destination mapped to the source bridge
destination.

e User Name/Password—make sure that this user ID has permission to access
the actual source destination.

m Verify that the actual source queue or topic destination mapped to the source
bridge destination is running and healthy, as follows:

e |stheWebLogic Server instance hosting the source destination running?
e |sthe JMS server hosting the source destination correctly deployed?

Note: Thistroubleshooting scenario for correcting a source bridge destination
connection failure also applies to target bridge destinations.

Q. Can the messaging bridge handle two-phase or global transactions between
separate WebL ogic Server domains or between different rel eases?

A. Yes, aslong as the communication is between source and target WebL ogic
domainsthat are both running release 6.1 SP3 or later, and the bridge is configured to
use the Exactly-once quality of service.

However, in order for the bridge to communicate with arelease 7.0 or later domain,
you must establish atrusted relationship acrosstherelease 6.1 and 7.0 or later domains,
asexplained in “Why do | get a security authorization exception when attempting to
forward messages from a WebL ogic Server 6.1 destination to arelease 7.0 or later
destination?’ on page 15-56.
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For moreinformation about using the Exactly-once QOS when interoperating between
release 6.1 or later domains, see“ Using the Messaging Bridge To Access Destinations
InaRelease 6.1 or Later Domain” in the Administration Guide.

Q. | configured the messaging bridge to use the Exactly-once quality of service for
two-phase transactions. So why am | getting a*“quality of serviceis unreachable”
error?

A. There are some additional configuration requirements for the messaging bridge to
handl e transactions between WebL ogic domains:

m  The supported adapters are located in the w._HOME\ | i b directory. For the
Exactly-once QOS, the transaction adapter, j ns- xa- adp. r ar, must be deployed
in the release 6.1 domain where the bridge is running, via the select
Deployments — Applications node on the console.

® Thisj nms- xa- adp. rar adapter must also be identified in the Adapter JINDI
Name attribute asei s. j ms. W.SConnect i onFact or yJNDI XA on the IMS
Bridge Destination — Configuration tab for both the source and target bridge
destinations.

m For WebLogic IMS, verify that you are using the transactional
XAConnectionFactory for the queue or topic destinations mapped to both the
source and target bridge destinations. To verify this, the following attributes
must be set on the IMS - Connection Factory — Configuration —
Transactions console tab or in the configuration file (conf i g. xm ):

User Tr ansact i onsEnabl ed=t r ue
XAConnect i onFact ory=true

m  For third-party IMS vendors, verify that you are using a transactional connection
factory for the destinations mapped to the source and target bridge destinations.

For moreinformation about using the Exactly-once QOS when interoperating between
release 6.1 or later domains, see* Using the Messaging Bridge To Access Destinations
InaRelease 6.1 or Later Domain” in the Administration Guide.

Q. Can| configure the messaging bridge to automatically downgrade the quality of
serviceif the Exactly-once serviceisn't available on either the source or target bridge
destination?

A. Yes, just make sure to select the QOS Degradation Allowed check box on the
Messaging Bridge — Configuration - General administration console page.
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Q. Why do | get a security authorization exception when attempting to forward
messages from aWebL ogic Server 6.1 destination to arelease 7.0 or later destination?

java.l ang. SecurityException: Invalid Subject: principals=[systen]

A. InWebLogic Server 6., the trust relationship between two WebL ogic Server
domains was established if the system password was the same in both domains. For
WebL ogic Server 7.0 or later, atrust relationship is established when the Credential
attribute for one domain matches the Credential attribute for another domain.
Therefore, if you want a WebL ogic Server 6.x domain to interoperate with arelease
7.0 or later domain, you need to change the Credential attribute in both domainsto the
password of the “system” user in the release 6.x domain.

m  For more information about establishing a trust relationship between release 6.1
and 7.0 or later domains for the messaging bridge, see“Enabling Security
Interoperability for WebLogic Domains’ in the Administration Guide.

m For more information about release 6.1 domain interoperability security, see
“Using Compatibility Security” in Managing WebLogic Security.

m For more information about WebL ogic Server 7.0 domain interoperability
security, see “Enabling Trust Between WebL ogic Domains’ in Managing
WebLogic Security.

Q. | deployed the transactional j ms- xa- adp. r ar resource adapter on the WebL ogic
6.1 domain where the message bridge isrunning, but | still get a“failed to find bridge

adapter” message?

A. You need to associate both the source and target bridge destinations with the
appropriate. r ar adaptersin order for the bridge to communicate with them. For the
j ms- xa- adp. rar transaction adapter, it must be identified in the Adapter INDI Name
attribute asei s. j ms. W.SConnect i onFact or yJNDI XA on the JIMS Bridge
Destination — Configuration tab for both the source and target bridge destinations.

Note: The “failed to find bridge adapter” message does not necessarily indicate a
problem if it only occurs once. However, if it occurs repeatedly, you should
check the adapter deployment and the adapter INDI name used in the source
and target bridge destinations.

For more information about the bridge resource adapters, see “ About the Bridge's
Resource Adapters’ in the Administration Guide.

Q. When configuring a source or target messaging bridge destination, do | need to set
the Adapter Classpath field?
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A. Leavethe Adapter Classpath field blank when connecting to source and target
destinations that are both running on release 6.1 or later. When connecting to either a
source or target destination that is running on release 6.0 or earlier, the Adapter
Classpath field must indicate the location of the classes for the earlier WebL ogic
Server rel ease. When connecting to athird-party JM S provider, the bridge destination
must supply the provider’s CLASSPATH in the WebL ogic Server CLASSPATH.

Q. Canthemessaging bridge forward durabl e subscription messages between separate
WebL ogic Server 6.1 and release 7.0 or later domains?

A. Yes, aslong asthe WebL ogic 7.0 domain is using Service Pack 1 or later. To
enable durable messages across the messaging bridge using the Administration
Console, select the Durability Enabled attribute on the Messaging Bridge —
Configuration — General tab.

Q. How do | enable debugging for the messaging bridge?

A. You can enable debugging for the messaging bridge using either of the followings
methods:

m  Addthefollowing lines to your WebL ogic start script (before the
webl ogi c. Server line):

- Dwnebl ogi c. Debug. DebugMessagi ngBri dgeSt art up=true
- Dwnebl ogi c. Debug. DebugMessagi ngBri dgeRunt i me=true

m  Add the following statements to the ServerDebug entry in your configuration file
(config. xm ) for the server that the messaging bridge is running on:

DebugMessagi ngBri dgeSt art up="true"
DebugMessagi ngBri dgeRunti me="true"

Once debugging is enabled for the messaging bridge, the debugging messages are sent
tothe server log by default. However, if you want them to appear inthe Administration
Console, add “DunpToConsol e” to the statements show above. For example:

- Dwebl ogi c. Debug. DebugMessagi ngBri dgeSt art upDunpToConsol e=t r ue

Q. What do the messaging bridge monitoring statesindicate on the Server -> Services
->Monitor -> Messaging Bridge Administration Console page?
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A. When monitoring amessaging bridge's state, use the following table to determine

acourse of action, if necessary.

Description

Action

WARN: Failed to find the source

adapter

Check if the adapter isdeployed or the INDI namein
the source JM SBridgeDestination instance is correct.

WARN: Failed to find the target

Check if the adapter isdeployed or the INDI namein

adapter the target JM SBridgeDestination instance is correct.
Found both of the adapters and No.

making connections

WARN: Stopped by theadministrator  No.

WARN: Failed to look up the source

adapter

Check if the adapter isdeployed or the INDI namein
the source JM SBridgeDestination instance is correct.

WARN: Failed to look up the target

adapter

Check if the adapter isdeployed or the INDI namein
the target JM SBridgeDestination instance is correct.

Found two adapters and about to
make connections

No.

WARN: Failed to connect to the

Check all the parameters configured for the source

source bridge destination.
Check if the source server isrunning and whether the
actual destination is active.

Connected to the source No.

WARN: Failed to connect to the

Check all the parameters configured for the target

target bridge destination.
Check if the target server isrunning and whether the
actual destination is active.

Connected to the target No.

Forwarding messages No.

WARN: Failed to connect and will

reconnect later

Check if the source and target bridge destinations are
running and healthy.
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Q. Isthere another way to monitor the messaging bridge without using the
Administration Console?

A. Yes, thereisarun-time MBean (Messagi ngBr i dgeRunt i meMBean) for each
bridgeinstance. WebL ogic Server run-time M Beans provide asnapshot of information
about domain resources. When a particular resource in the domain (such asa
messaging bridge) is instantiated, an MBean instance is created which collects
information about that resource.

The Messagi ngBri dgeRunt i meMBean hasaget St at e() method that currently
returns a String (“Active” or “Inactive’) and aget Descri pti on() method, which
returns a String with more detailed information. The name of abridge runtime MBean
consists of the WebL ogic Server instance name and the bridge name. If abridge named
mybridge, runs on WebL ogic Server instance named myserver, the bridge runtime
MBean will be named myserver.bridge.mybridge.

For more information about using run-time Mbean management commands, see
“WebL ogic Server Command-Line Interface Reference” in the Administration Guide.
For more information about programming MBean monitoring notifications, see
“Monitoring WebL ogic Server MBeans’ in Programming WebLogic JMX Services.
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16FAQs: JTA

Can | use anon-XA driver in distributed transactions?

Can | use more than one non-XA connection pool in distributed transactions?
How do XA and non-XA drivers differ in distributed transactions?

What XA drivers can | usein addition to the WebL ogic jDriver for Oracle/XA?
Can | usethe Oracle thin driver as an XA driver in distributed transactions?
Why do | get SQLException “Result set already closed” message?

Do | need a 2PC licence when | use IM S with one JIDBC non-XA driver?

Why am | getting an exception when | use IMS with a non-XA driver?

Why do | get an exception when | use EJB CMP 1.17

Why do | get an exception when | use EJB CMP 1.1 with XA connection pools?
Can | obtain aJDBC connection before | start a distributed transaction?

Can | close a JDBC connection after the distributed transaction is committed or
rolled back?

| get the following XAER_RMFAIL XAException when accessing an
XAResource: "Internal error: X AResource '<name>' is unavailable'. What does
that mean? How should | handle it?

Q. Canl useanon-XA driver in distributed transactions?

A. When the non-XA connection pool isthe only resource participating in a
transaction distributed across multiple servers, you just need to configure a
TxDataSourcefor thenon-XA driver. (Thisconfigurationisthe sameasthe JTSdriver
usagein WLS5.1)
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However, when more than one resource participatesin the distributed transaction, you
must also set the TxDataSource property Enabl eTwoPhaseConmi t =t r ue. For more
information, see Managing JDBC Connectivity in the Administration Guide. In both
cases, always obtain a connection via the DataSource interface, not through the
deprecated DriverManager interface. If you obtain a connection via DriverManager,
the interface cannot pick up the Enabl eTwoPhaseCommi t setting of the
TxDataSource; this may result in unexpected behavior in distributed transactions.
Also, when you use the DataSource interface, you do not need to distinguish either the
URL or the specific WebL ogic multitier driver (JTS, RMI, or pool.) The URL and
specific driver are obtained through the config.xml file and JINDI |ookup.

Q. Can | use more than one non-XA connection pool in distributed transactions?

A. No. Evenif you set Enabl eTwoPhaseConmi t =t r ue for both TxDataSources of
the connection pools, attempting to use two non-XA connection pools in the same
distributed transaction will result in:

"java.sgl.SQL Exception: Connection has already been created in this tx context for
pool named <first pool's name>. lllegal attempt to create connection from another
pool: <second pool's name>"

when you attempt to get the connection from the second non-XA connection pool.

Q. How do XA and non-XA drivers differ in distributed transactions?
A. Thedifferences between XA and non-XA JDBC drivers are:

m Atomicity Guarantee. An XA driver implements the XAResource interface and
can participate fully in the 2PC protocol driven by the WLS Transaction
Manager. This guarantees atomicity of updates across multiple participating
resources.

However, anon-XA driver does not implement the X AResource interface and
cannot fully participate in the 2PC protocol. When using a non-XA driverin a
distributed transaction, WL S implements the X AResource wrapper on behalf of
the non-XA driver. If the data source property enabl eTwoPhaseConmi t iSSet to
true, thenthe WLS XAResource wrapper returms XA_OK when the
Transaction Manager invokes the pr epar e() method. When the Transaction
Manager invokescomni t () orrol | back() during the second phase, the WLS
XAResource wrapper delegatesthe commi t () orrol | back() call tothe
non-XA JDBC connection. Any failure during conmi t () or rol | back() results
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in heuristic exceptions. Application data may be left in an inconsistent state as a
result of heuristic failure.

Redirecting Connections. Asin WLS 5.1, anon-XA driver can be configured
to perform updates in the same distributed transaction from more than one
process, as explained in Can | use anon-XA driver in distributed transactions?.
WL S internally redirects the JIDBC calls made from different processes to the
same physical JIDBC connection in one process. However, when you use a XA
driver, no such redirection will be done. Each process will use its own local XA
database connection, and the database ensures that all the distributed updates
made in the same distributed transaction from different processes will be
committed atomically.

Connection Management. Whether you are using the non-XA driver or XA
driver in distributed transactions, WL S implements JDBC wrappers that
intercept all the JDBC calls and obtains a physical JDBC connection from the
connection pool on demand.

e When you use anon-XA driver in distributed transactions, in order to ensure
that updates made from different processes are committed atomically, WLS
associates the same physical JDBC connection with the distributed
transaction until it is committed or rolled back. As aresult, the number of
active distributed transactions using the non-XA connection pooal is limited
by the maximum capacity of the JIDBC connection poal.

e When you use an XA driver, the connection management is more scalable.
WLS does not hold on to the same physical XA connection until the
transaction is committed or rolled back. In fact, in most cases, the XA
connection as only held for the duration of a method invocation. WLS JDBC
wrappers intercept all JDBC calls and enlist the X A Resource associated with
the XA connection on demand. When the method invocation returnsto the
caller, or when it makes another call to another server, WLS delists the
XAResource associated with the XA connection.

e WLSalso returnsthe XA connection to the connection pool on delistment if
there are no open result sets. Also, during commit processing, any
XAResource object can be used to commit any number of distributed
transactionsin parallel. Asaresult, neither the number of active distributed
transactions using the XA connection pool nor the number of concurrent
commit/rollbacks is limited by the maximum capacity of the connection pool.
Only the number of concurrent database access connectionsis limited by the
maximum capacity of the connection pool.
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Q. What XA drivers can | usein addition to the WebL ogic jDriver for Oracle/lXA?

A. Theoretically, you can use any third party XA driver that is compliant with the
JDBC 2.0 standard extension specification with WL S. However, an individual
vendor's XA driver may have bugs that prevent it from working properly.

Refer to JIDBC Configuration guidelines for details about how to configure them at
http://e-docs.bea.com/wls/docs61/admingui de/managetx.html.

Q. Can|l usethe Oracle thin driver asan XA driver in distributed transactions?

A. Oracle8.1.6 thin driver hasabug that does not accept any foreign Xid, and so does
not work at all with any other vendor's transaction manager, including WLS.

Oracle 8.1.7 thin driver has threading problems and we developed the following
workaround. We use a dedicated XA connection for the duration of prepare, commit,
and rollback operation. Thisisdifferent from the default XA connection management
model (see FAQ 3 for description) in that any X AResource object is used to commit
any number of transactions in parallel. This limits the number of concurrent commits
to the max capacity of the XA connection pool. Note that thisworkaround isan Oracle
specific workaround and will not affect the usage of other XA drivers.

Meanwhile, if you still want to try it out in SP1 without the workaround, you can
configure the XA connection pool. For more information, see Managing JDBC
Connectivity in the Administration Guide.

Q. Why do | get SQLException “Result set already closed” message?

Problem: | am using Weblogic jDriver for Oracle/XA (transaction mode) from the
client side. Updating in a distributed transaction works fine. However, when | try to
performaquery, | get SQLExcepti on Result set al ready cl osed.Howdol work
around this?

A. Weblogic jDriver for Oracle has alimitation that closes all open result sets when
themethod returnsto the caller. For moreinformation, see Limitations of the Weblogic
jDriver for Oracle XA in Using WebLogic jDriver for Oracle/XA in Distributed
Transations.

Using the driver from the server side, for example, in abean, does not have this
limitation. Using the driver from the server sideis a so recommended from application
architecture and performance perspective. Using the driver from the client sideincurs
round-trip cost for every JDBC call being made.
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This limitation exists because Weblogic jDriver for Oracle XA isimplemented using
Oracle's OCI API and C XA switch, and thereis an Oracle problem when using OCI
with XA in multi-threaded mode. Closing an OCI cursor in athread that is different
than thethread inwhichitisopened may result in server crash or unexpected behavior.
Asaresult, the Weblogic driver implicitly closes all open result sets upon returning a
cal tothecdler.

Q. Dol need a2PC licence when | use IMS with one JDBC non-XA driver?

A. Yes, you do. IMSisalso a XAResource that participates in the distributed
transaction. Therefore, there are two resources participating in the distributed
transaction, and a 2PC license is needed.

Q. Why am | getting an exception when | use IMS with anon-XA driver?

Problem: | am using IMSwith one JDBC non-XA driver. Transaction failsto commit
with the following exception j avax. t ransact i on. xa. XAExcepti on: JDBC
driver does not support XA, hence cannot be a participant in

t wo- phase comit.

A. Asmentioned in the previous question “Do | need a 2PC licence when | use IMS
with one JDBC non-XA driver?’, IMSis also a XAResource that participatesin the
distributed transaction. When more than one resource s participating in the distributed
transaction, you need to set the data source property Enabl eTwoPhaseConmi t =t r ue
asexplainedin “Can | use anon-XA driver in distributed transactions?”’

Q. Why do | get an exception when | use EJB CMP 1.1?

Problem: | am using distributed transactions with EJB CMP 1.1 and a non-XA
connection pool. | configured the JDBC connection pool and the TxDataSource
according to instructionsin Can | use anon-XA driver in distributed transactions?.
However, commit still givesj avax. transacti on. xa. XAExcept i on: JDBC
driver does not support XA, hence cannot be a participant in

t wo- phase commi t. Why?

A. Theold style CMP 1.1 DTD does not allow you to specify the data source name.
When only the connection pool nameis specified, the Enabl e TwoPhaseConmi t
setting of the TxDataSourceisignored. Y ou should use the new style CMP 1.1 DTD
and specify the data source name instead of the pool name. See
http://www.bea.com/servers/wl s600/dtd/webl ogic-rdbms11-persi stence-600.dtd.

Q. Why do | get an exception when | use EJB CMP 1.1 with XA connection pools?
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Problem: | am using distributed transactions with EJB CMP 1.1 and with two XA
connection pools. | configured the XA JDBC connection pools and the TxDataSource
according to instructions in Managing JDBC Connectivity in the Administration
Guide. However, | get the following exception: "Couldn't get connection:
java.sgl.SQL Exception: Connection hasalready been created in thistx context for pool
named <pool name> Poal. Illegal attempt to create connection from another pool:
<pool name> Pool". Why?

A. Answer: Theold style CMP 1.1 DTD does not allow you to specify the datasource
name. When only the connection pool name is specified, the code path for non-XA
connection pools will be mistakenly executed instead. Y ou should use the new style
CMP 1.1 DTD and specify the data source name instead of the pool name.

To ensure that the descriptor is using the latest DTD file, verify that the DOCTY PE
header for the WebL ogic CMP 1.1 descriptor fileis as follows:

<! DOCTYPE webl ogi c-rdbms-j ar PUBLIC

'-//BEA Systens, Inc.//DTD WeblLogic 6.0.0 EJB 1.1 RDBMS

Per si stence// EN

http://ww. bea. coni servers/w s600/ dt d/ webl ogi c-rdbns11- persi stenc
e-600. dtd"' >

To seethe DTD file, go to
http://www.bea.com/servers/wis600/dtd/webl ogic-rdbms11-persistence-600.dtd.

Q. Can| obtain a JDBC connection before | start a distributed transaction?
A. Thisdepends on whether you are using anon-XA or XA driver.

® When you use anon-XA driver in adistributed transaction, always obtain a
JDBC connection after the distributed transaction is begun.

m If you areusing an XA driver, you can obtain the connection before or after the
distributed transaction begins.

Q. Can| close a JDBC connection after the distributed transaction is committed or
rolled back?

A. For both non-XA and XA driver, you can close the connection after the distributed
transaction is completed.

Q. | getthefollowing XAER_RMFAI L XAExcept i on when accessing an XAResour ce:
"Internal error: XAResource '<nane> is unavail abl e". What does that
mean? How should | handle it?
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A. JTA hasits own resource health monitoring that works as follows:

A resource is considered active either if there are no pending requests or if we get a
result from any of the XAResour ce pending requeststhat isnot an XAER_RMFAI L. If an
XAResour ce isnot active within the two minutes, it is declared dead. Any further
reguests to the XAResour ce are shunned, and an XAER_RVMFAI L XAExcept i on as
above isthrown. Theintent isto prevent further loss of threads if the R is dead.

A resource is declared active again, if you re-register the XAResour ce with the
WebL ogic Server Transaction Manager by calling

webl ogi c. transacti on. Transact i onManager . unr egi st er Resour ce followed
by r egi st er St ati cResour ce Or r egi st er Dynam cResour ce, or after atimeout
period of 30 mins. If you are using WLS JDBC connection pools, you only need to
enable the JIDBC connection pool refresh feature (by specifying the "RefreshMinutes”
property of the connection pool), and, upon a successful connection pool refresh, the
corresponding X AResource will be re-registered automatically. If you are registering
your own XAResource, either via

webl ogi c. transacti on. Transacti onManager . regi ster Stati cResource or
regi st er Dynami cResour ce APIs, you will need to re-register the X AResource by
callingwebl ogi c. transacti on. Tr ansact i onManager . unr egi st er Resour ce
followed by r egi st er St at i cResour ce Or r egi st er Dynam cResour ce.

In general, agood way to debug potential RM problemsisto turn on JTA XA
debugging, by specifying - Dwebl ogi c. Debug=webl ogi c. JTAXAas VM parameter
on WLS startup.
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CHAPTER

1/ FAQs: Plug-In

m How does the plug-in work?

m  How does the plug-in route the request for a sticky session?

m What is new for debugging a plug-in in WebL ogic Server 6.0?
m What is expected in the wlproxy.log?

m  What has changed in the 6.1 plug-in?

m What isstatic list, dynamic list, and general list?

m Doesthe 6.1 plug-in support two-way SSL?

m  Sometimes a reponse from WebL ogic Server to the plug-in contains the
Set-Cookie header. Is this normal ?

m How do | protect WebL ogic Server from security attacks from bogus clients
using the WL-Proxy-Client-Cert header?

Q. How does the plug-in work?

A. For information on how a plug-in works, see Installing and Configuring the
Apache HTTP Server Plug-In in the Administration Guide.

Q. How does the plug-in route the request for a sticky session?

A. If the browser sends a cookie, we look for "JSESSIONID" (configurable by a
parameter called "CookieName™) in the "Cookie: " header.

If the cookie is disabled and URL re-writing is used, the session id is encoded in the
URL. In WebL ogic Server 5.1 and earlier, it was encoded in the query string:

?WebLogi cSessi on=ny_duny_sessi on
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In WebL ogic Server 6.0 and later, it was encoded in the parameter:
; JSESSI ONl D=ny_dummy_sessi on

If no session isfound in the query string or parameter and if it is small enough to be
read into memory, WebL ogic Server looks for the session in the postdata.

Q. What is new for debugging a plug-in in WebL ogic Server 6.0?

"Debug = ON' logs only informational and error nessages

HFC : headers fromthe client, informational, and error nessages
HTW : headers sent to w's, informational and error nessages

HFW : headers sent fromw s, informational and error nessages

HTC : headers sent to the client, informational and error nessages
ALL : everything

OFF : nothing -- default(should be used in production)

Thelog fileis configurable for 6.1. For later versions of WebL ogic Server, the
W LogFi | e was introduced to configure the debug filename and location.

Q. What is expected inthew proxy. | og?
Every request looks like the following:

================New Request: [CGET / HITP/1.1] = "

Pat hTrim Defaul t Fil eNane, and PathPrepend will be performed in
order. The final request will be | ogged as the following: "Fri Jun
22 14:24:40 2001 The request string is '/index.jsp""

Looking for session information and determining the primary:

"Fri Jun 22 14:24:40 2001 Initializing |astlndex=0 for a list of
I ength=1 Fri Jun 22 14:24:40 2001 create a new server node:
i d=' qa89: 443" server_nane='nint. beasys.conm, port='18080""

Init SSL if SecureProxy is set to ON:

“Fri Jun 22 14:24:40 2001 INFO SSL is configured Fri Jun 22
14:24:40 2001 INFG Initializing SSL library Fri Jun 22 14:24: 40
2001 Loaded 1 trusted CA's Fri Jun 22 14:24:40 2001 | NFO
Successfully initialized SSL Fri Jun 22 14:24:40 2001 I NFO SSL
configured successfully"

Initial connection being made:

17-2  BEAWebLogic Server Frequently Asked Questions



"Fri Jun 22 14:24:40 2001 general list: trying connect to
'172.17.9.180'/ 443 Fri Jun 22 14:24:40 2001 Connected to
172.17.9. 180: 443"

Client headers and the post data (if present) being read:

"Fri Jun 22 14:24:40 2001 Hdrs fromclnt:[Accept]=[inage/qgif,
i mage/ x- xbi t map, inage/jpeg, inage/pjpegy,

appl i cati on/vnd. ns-excel, application/ msword,

appl i cati on/vnd. ns- power point, */*]"

Client headers and the post data (if any) being sent:

"Fri Jun 22 14:24:40 2001 Hdrs to W.S: [ Accept]=[image/gif,
i mage/ x- xbi t map, inage/jpeg, inage/pjpegy,

appl i cati on/vnd. ns-excel, application/ msword,

appl i cati on/ vnd. ns- power poi nt, */*]"

Response headers being obtained from WebL ogic Server:

“Fri Jun 22 14:24:46 2001 Hdrs from

WLS: [ Set - Cooki e] =[ JSESSI ONI D=Cz| 19WjYnFnRvi HEuSgKLvot 42ABe DBNPW\F
0j WscawSGer p2nr u! 4038528127411848936! - 1408169548! 80! 443; pat h=/]
Fri Jun 22 14:24:46 2001 parsed all headers K"

Response headers being sent to WebL ogic Server and indicating if the connection is
close or keep-aliveis here:

"Fri Jun 22 14:24:46 2001 Hdrs to client:[Date]l=[Fri, 22 Jun 2001
21:24:48 GMI] Fri Jun 22 14:24:46 2001 Hdrs to

client:[Server]=[ WebLogi ¢ WbLogic Server 6.1 beta 06/21/2001

10: 44: 44 #122398 - internal build by jlee on client jlee.qa89] Fri
Jun 22 14: 24: 46 2001 canRecycl e: conn=1 status=200 i sKA=0 cl en=2705
i sSCTE=0 Fri Jun 22 14:24:46 2001 cl oseConnection in load utils:
del eting URL* Fri Jun 22 14:24:46 2001 INFO ddosing SSL context
Fri Jun 22 14:24:46 2001 INFO sysSend 23 Fri Jun 22 14:24:46 2001
INFO Error after SSLO ose, socket may al ready have been cl osed by
peer Fri Jun 22 14:24:46 2001 r->status=200 returning 0"

Q. What has changed in the 6.1 plug-in?
A. Thefollowing has changed:

HTTP1.1 support -- chunk-transferred and keep-alive (except for apachel.3.x)
m  Session parsing (this breaks the backward compatibility)
m SSL support from the plug-in to WebL ogic Server
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Q. What is static list, dynamic list, and general list?
A. They are defined as follows:

m Staticlist: theinitial server list defined in the config file
m Dynamic list: the current server list sent by wls upon a successful request

m General list: the current server list (could be static or dynamic) besides the
primary and secondary servers associated with the current request

Q. Doesthe 6.1 plug-in support two-way SSL?

A. No. But the plug-in can be set-up to require the client certificate and passit on to
WebL ogic Server. For example:

apache ssl
SSLVerifyClient require
SSLVeri fyDepth 10

SSLOpt i ons +FakeBasi cAut h +Export Cert Dat a +Conpat EnvVar s
+StrictRequire

Q. Sometimes areponse from WebL ogic Server to the plug-in contains the
Set - Cooki e header. Isthis normal?

A. Yes. WeblLogic Server will send the Set - Cooki e header in the responseif the
Cooki e header is missing from the request or X- WebLogi c- For ce- Cooki e iS
detected. If the plug-in failsto connect to a bad server, the plug-in will send the header
X- WebLogi c- For ce- Cooki e: true tothe next available server to forcetheclient to
update the corresponding cookie which contains the correct session information.

Q. If lingtall mod_w _ssl . so with mod_per | to Apache 1.3.19, why does
Segmentation Fault (11) occur in mod_wl _ssl . so when | access WebL ogic viathe
plug-in?

A. Theserver could be any 6.x and the operating system could be any version of
Solaris. The environment is WebL ogic Server 6.x (Usenod_wi _ssl . so), Solaris 2.X.

In order to avoid getting Segmentation Fault (11), addaVi r t ual Host block for HTTP
asin the following example:

# General setup for the virtual host

Docurent Root "/ export/hone/ happy/| ocal / apache_1. 3. 19/ ht docs"
Server Nane happyl
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Server Adm n happy@appyville

ErrorLog / export/home/ happy/ | ocal / apache_1. 3. 19/1 ogs/ error_| og
Transf erLog / export/honme/ happy/ | ocal / apache_1. 3. 19/1 ogs/ access_| og
</ Vi rt ual Host >

For the SSL port, also use the IP address in:
<Virtual Host 206.189.223.111: 443>

Use any valid DNS name for the ServerName.

Q. How do | protect WebL ogic Server from security attacks from bogus clients using
the WL-Proxy-Client-Cert header?

A. TheWL-Proxy-Client-Cert header can be spoofed (used) by any client which has
direct accessto WebL ogic Server. WebL ogic Server takes the certificate information
from that header, trusting that is came from a secure source (the plug-in) and use that
information to authenticate the user. In previous rel eases of WebL ogic Server, the
default behavior was to always trust that header. Now you need to explicitly define
trust of the WL-Proxy-Client-Cert header. A new parameter cl i ent Cer t Pr oxy
allows WebL ogic Server to on the implicit trust of the certificate header. If you need
an additional level of security, use a connection filter to limit all connectionsinto
WebL ogic Server (therefore allowing WebL ogic Server to only accept connections
from the machine on which the plug-in is running).

Thecl i ent Cert Proxy parameter has been added to the HTTPClusterServlet and
Web applications.

For the HTTPClusterServlet, add the parameter to theweb. xnl  file as follows:

<cont ext - par an>
<par am nane>cl i ent Cert Pr oxy</ par am name>
<par am val ue>t r ue</ par am val ue>

</ cont ext - par an>

For Web applications, add the parameter to the web.xml file as follows:

Servl et Request | npl cont ext - param

<cont ext - par an>
<par am nane>webl ogi c. htt pd. cl i ent Cert Proxy</ par am name>
<par am val ue>t r ue</ par am val ue>

</ cont ext - par an»

Y ou can also use this parameter in a cluster asfollows:

<Cl uster C usterAddress="127.0.0.1" Name="MWd uster”
Cient Cert ProxyHeader="true”/ >
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18 FAQs: Server-Related
Questions

m What should | do if my server “hangs’ or “freezes’?

m How do | configure WebL ogic to use a SOCK S proxy?

m How can | speed up connection responses?

m How does WebL ogic support CORBA and client communication via llOP?

m How do | speed up HTTP tunneling?

m  Can WebL ogic Server start with a UNIX boot?

m  What affects servlet performance besides clients and traffic?

m Why do | get “NoClassDefFound” /“ Too Many Open files’ messages on Solaris?
m How do | increase WebL ogic Server memory?

m What causes Java.io exceptionsin thelog file?

m Java-CORBA integration: RMI-110OP or JavaIDL?

m How do an RMI-110OP application and an existing CORBA object interoperate?
m What isthe function of T3 in WebLogic Server?

m How can | debug the Java codethat | have running in WebL ogic Server?

Q. What should | do if my server “hangs’ or “freezes’?

A. If your WebLogic Server “freezes,” you will need to collect certain diagnostic
information, including thread dumps and Java garbage collection metrics, before
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contacting BEA Technical Support. For details, see Collecting Diagnostic
Information.

Q. How do | configure WebL ogic to use a SOCKS proxy?

A. You can configure ajava.net socket to use SOCKS by setting a Java system
property. For details, see How do | make Javawork with a proxy server? at

http: //mmw.sunsite.unc.edu/javafag/javafaq.html#proxy. Once the property is set,
WebL ogic socket connections use the SOCK'S proxy.

Q. How can | speed up connection responses?

A. Connection delays are often caused by DNS problems. WebL ogic performs a
reverse lookup on the hostname from which a new connection is made. If the DNS
reverse lookup is not working properly because the connection is coming from aproxy
server, it could be responsible for the delay. Y ou might want to work with your system
administrator to determine whether DNS and the third-party networking software are
working properly. Try writing asimple server program that performs areverse lookup
on any connection made to it. If that lookup is delayed, then you know that the proxy
server is the source of the problem.

Q. How does WebL ogic support CORBA and client communication via llOP?

A. “CORBA” support means many thingsto many people. It often meanssimply 110OP
/ORB support and not much on CORBA services. WebL ogic supports CORBA in
multiple ways.

First, Javaclients can tunnel through a CORBA environment to WebL ogic Server. We
call this“110OP tunneling,” and it is intended for use with applets coming through an
I1OP firewall, such as the IONA Wonderwall product. Thisis a Java-to-Java model
riding over an 1OP communications framework.

WebL ogic RMI over [1OP provides RMI servicesfor many clients (including CORBA
clients) over 11OP. For more information, see Using WebLogic RMI over [10P at
http://e-docs.bea.com/wls/docs6L/rmi_iiop/index.html.

WebL ogic Enterprise Connectivity enables you to create 11 OP connection poolsto a
BEA WebL ogic Enterprise System, allowing you to execute WebL ogic Enterprise
CORBA objects from WebL ogic Server servlets and Enterprise JavaBeans.

Q. How do | speed up HTTP tunneling?
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A. Unfortunately, asignificant performance hit occurswhenyou use HTTPtunneling.
We have optimized it somewhat, but, because everything is encapsulated in HTTP,
HTTP tunneling is slower than direct Java-to-Java TCP/IP connections.

Be sure that you really need to use HTTP tunneling. For example, if your firewall can
pass | P packets through port 80, you can use the fast T3 protocol on port 80.

If you must use HTTP tunneling to go through afirewall, BEA recommends using a
third-party product such as e-Border.

Q. Can WebL ogic Server start with a UNIX boot?

A. You can add a startup script to your UNIX rc scripts to run WebL ogic Server at
UNIX boot time. Here is an example from an HP-UX 11 system, running under JDK
1.1. You need to supply the URL for your WebL ogic Server and your system
passwor d. Thisfile,wl start, isplacedinthe/ sbi n/init. d directory and thereisa
link toitinthe/ sbi n/rc2. d directory:

export SHLI B_PATH=\
/ home/ user 1/ webl ogi c/ |i b/ hpux1l:/oracle/8.0.4/1ib
export CLASSPATH=/ horre/ user 1/ webl ogi c/ cl asses: \
/ home/ user 1/ webl ogi c/ | i b/ webl ogi caux. j ar
export ORACLE HOVE=/oracle/8.0.4
export ORACLE_SI D=DEMO
export ORACLE _TERMevt 100
export QAT=/ hore/ user 1/ webl ogi ¢
cd $QAT
PATH=/ sbi n: /usr/sbin:/usr/bin:/opt/javalbin
export PATH
case $1 in
"start')
java -ns64m - nx64m -ver bosegc webl ogi c. Server >\
/ horre/ user 1/ webl ogi c/ server. out 2>&1

"stop')
java webl ogi c. Admi n URL shut down system password

*)

echo "usage: $0 {start]|stop}"
esac

Y ou should work with your UNIX system administrator to set up scripts similar to this
for your system.

Q. What affects servlet performance besides clients and traffic?
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A. Responsetimefor aservlet isabout 5 times slower when you are running a screen
saver on the machine, particularly for the OpenGL screen savers. Try turning off your
screen saver and see if that helps!

Q. Why do | get “NoClassDefFound” /“ Too Many Open files’ messages on Solaris?

Problem: When | am using WebL ogic Server on Solarisand try to run my application,
| get a“NoClassDefFound” error, although the class causing the error does exist and
isintheright directory. In fact, there are other classes in the same directory that are
getting loaded. | also get a“Too many open files” error.

A. We have seen this situation when the user account runs out of file descriptors. On
Solaris, each user account hasacertain limited number of filedescriptors. Y ou canfind
out how many file descriptors you have with thel i mi t command in csh.

You can increase file descriptors if you have enough privileges with the ul i mi t
command in the csh. Otherwise, ask your system administrator to increase thefile
descriptors available to your processes.

Q. How do | increase WebL ogic Server memory?

A. Increase the allocation of Java heap memory for WebL ogic Server. (Set the
minimum and the maximum to the same size.) Start WebL ogic Server with the
-ms32m option to increase the alocation, asin this example:

$ java ... -nB32mM -nx32m. ..

This allocates 32 megabytes of Java heap memory to WebL ogic Server, which
improves performance and allows WebL ogic Server to handle more simultaneous
connections. You can increase this value if necessary.

Q. What causes Java.io exceptionsin the log file?
A. Youmay see messages likethesein thelog file:

(Windows NT)

java.io.| CException Connection Reset by Peer
java. i o. EOFException Connection Reset by Peer

(Solaris)

java.io. Excepti on: Broken pipe
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These messages occur when you are using servlets. A client initiatesan HTTP request,
and then performs a series of actions on the browser:

1. Click Stop or enter equivalent command or keystrokes
2. Click Refresh or enter equivalent command or keystrokes
3. Send anew HTTP request.

The messages indicate that WebL ogic Server has detected and recovered from an
interrupted HT TP request.

Q. Java-CORBA integration: RMI-11OP or JavaIDL?

A. Itisimportant to understand the distinction between these two ways of integrating
Javawith CORBA.

RMI-110Pisfor Javaprogrammers who want to program to the RMI interfaces but use
[1OP as the underlying transport. RMI-110P provides interoperability with other
CORBA objects implemented in various languages, but only if all the remote
interfaces are originally defined as Java RM|I interfaces. It is of particular interest to
programmers using Enterprise JavaBeans (EJBs), because the remote object model for
EJB is RMI-based.

JavaIDL isfor CORBA programmers who want to program in Java based on
interfaces defined in CORBA IDL. Thisis"businessas usual" CORBA programming,
supporting Javain exactly the same way as other languages like C++ or COBOL.

Q. How do an RMI-110P application and an existing CORBA object interoperate?

A. If the existing CORBA object has its remote interfaces defined originally in
CORBA IDL, then interoperahility is not possible. RMI-110P applications can
interoperate with other CORBA objects only when their remote interfaces are
originally defined as Java RMI interfaces.

For example, to interoperate between an RMI-110P client and a C++ object you need
to:

1. Definethe remote interface of the object in Java as an RMI interface.
2. Runrmic -iiop against the interface to produce the stub for your RMI-110P client.

3. Runrmic -idl against the interface to produce IDL compatible with the RMI
interface.
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4. RunaC++ stub compiler against the IDL file to produce the C++ skeleton for
your C++ server object.

Q. What isthe function of T3in WebL ogic Server?

A. T3 provides aframework for WebL ogic Server messages that support for
enhancements. These enhancementsinclude abbreviations and features, such as object
replacement, that work in the context of WebL ogic Server clustersand HTTP and
other product tunneling.

T3 predates Java Object Serialization and RMI, while closely tracking and leveraging
these specifications. T3 is a superset of Java Object. Serialization or RMI; anything
you can do in Java Object Serialization and RMI can be done over T3.

T3 is mandated between WebL ogic Servers and between programmatic clients and a
WebL ogic Server cluster. HTTP and |1OP are optional protocols that can be used to
communicate between other processes and WebL ogic Server. It depends on what you
want to do. For example, when you want to communicate between

m A browser and WebL ogic Server-use HTTP
®m An ORB and WebL ogic Server-110P.

Q. How can | debug the Java code that | have running in WebL ogic Server?

A. You can usetoolssuch as WebGain, JBuilder, NetBeans and JDB that rely on the
Java Platform Debugger Architecture (JPDA) to debug your Java code running in
WebL ogic Server.

JPDA isintegrated in the Java 2 Platform, Standard Edition (J2SE) SDK 1.3 on all
platforms and SDK 1.2.2 for Linux. Thereis a download available from Sun to add
JPDA support to the J2SE SDK 1.2.2 on Solaris and Microsoft Window platforms. If
you are using J2SE SDK 1.2.2 on these platforms you must first get this download.

To alow a debugger to attach to the virtual machine that WebL ogic runs you have to
start WebL ogic in debug mode. In order to start WebL ogic in debug mode using a Sun
virtual machine follow these steps (start with step one only if using a Solaris platform):

1. If using a Solaris platform, changethe LD LI BRARY_PATH environment variable
to prepend $JAVA_HOVE/ | i b/ spar c:

export LD LI BRARY_PATH=$JAVA HOVE/ | i b/ spar c: $LD_LI BRARY_PATH

2. Add the following parameters to the java command line (before the
"weblogic.Server" string) that launches WebL ogic server:
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- Xdebug

- Xnoagent

- Xrunj dwp: transport =dt _socket

server =y

addr ess=<port _for_debugger_to_connect >
suspend=n

- D ava. conpi | er =NONE

Note that with the Hotspot Performance engine the - Xnoagent and
- Dj ava. conpi | er =NONE optionsare no longer required, but are accepted and ignored
for compatibility reasons.

If server =y and no addr ess parameter is supplied, WebL ogic Server chooses the
transport address and prints it to the standard output stream. So, if aline such as:

Listening for transport dt_socket at address: 46666

printsin your standard output stream when the server starts, the number 46666 is the
port number to be supplied to your tool's remote debugger in order to attach it to
WebL ogic's virutal machine.
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19FAQs: Server-Side Java

(Servlets)

m How do | cal aservlet with parametersin the URL?

m How can | run multiple instances of the same servlet classin the same WebL ogic
Server instance?

m How do | deserialize an httpsession?

Q. How do | call aserviet with parametersin the URL?

A. Theusual format of aservlet parameter is aname=value pair that comes after a
question-mark (?) at the end of the URL. To access these parameters, call the

get Par amet er () methodontheHt t pSer vl et Request object, thenwrite codetotest
the strings. For example, if your URL parametersare“f unc=t opi ¢,” whereyour URL
appears as.

http://ww. nyserver. com nyservl et ?f unc=t opi ¢

then you could parse the parameter as follows, where “r eq” isthe
Ht t pSer vl et Request object:

String func = req.getParaneter("func");

i f (func.equal sl gnoreCase("topic")) {
do sone work

}

Q. How can | run multiple instances of the same servlet classin the same WebL ogic
Server instance?

A. If you want to run multiple instances, your servlet will have to implement the
Si ngl eThr eadMbdel interface. Aninstance of aclass that implements the
Si ngl eThr eadMbdel interface is guaranteed not to be invoked by multiple threads
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simultaneously. Multiple instances of aSi ngl eThr eadMbdel interface are used to
service simultaneous requests, each running in asingle thread.

When designing your servlet, consider how you use shared resources outside of the
servlet class such asfile and database access. Because there are multiple instances of
servletsthat areidentical, and may use exactly the same resources, there are still
synchroni zation and sharing i ssuesthat must beresolved, evenif you doimplement the
Si ngl eThr eadMbdel interface.

Q. How do | deseriaize an httpsession?

A. Todeseriaize an httpsession, construct a utility classthat usesthe current thread's
contextclassloader to load the user defined objects within the application context. then
add this utility class to the system CLASSPATH.
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20FAQs: Security

Q.
A.

How can | update my demonstration digital certificates and trusted CAs?
Why does the servlet return “no certificate”?

Does WebL ogic support Diffie-Hellman or DSS/DSA digital certificates?
Can the server have one RSA and one non-RSA certificate?

Must we pay RSA licensing costs for non-RSA client code?

How do | use Netscape security certificates with WebL ogic Server?

How do | restrict access to servlets and JSPs?

Can | use RSA encryption algorithms and javax.crypto.* API to build
applications?

Can | useaJNDI Initial Context to pass the security credentials of a WebL ogic
Server user?

Why can't | boot WebL ogic Server when using the LDAP Security Realm?
Are WebL ogic Server passwords secure?

Why do | get the error, <WebL ogic Server> <SSL ListenThread listening on port
8802> Failed to connect to t3s://local host:8802, when establishing an SSL
connection to WebL ogic Server?

How do | protect WebL ogic Server from security attacks from bogus clients
using the WL-Proxy-Client-Cert header?

How can | update my demonstration digital certificates and trusted CAs?
When the demonstration certificates expire or when you want to go into

Production, BEA recommends purchasing your own certificatesand trusted CAsfrom
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areputable vendor such asVerisign or Entrust. To purchase your own certificates, you
can generate acertificate signature request (CSR) using the Certificate Request servlet
described in Managing Security. Once you get new certificates and trusted CAs, you
need to delete the files for the demonstration digital certificates and trusted CA and
replace them with the new ones. Y ou also have to reset the SSL attributes in the
Administration Console.

Q. Why doesthe servlet return “no certificate”?

A. You may receive this message when you try to use the certificate capture facility
to provide two-way authentication. To troubleshoot, please check the following:

1. Doesthe Web browser you are using have a digital certificate?

2. Haveyou configured WebL ogic Server to require client authentication by
checking the Client Certificate Enforced option on the SSL tab in the Server
Configuration window of the Administration Console?

3. Haveyouingtaled digital certificates in the \wlserver6.0\config\mydomain
directory?

4. Haveyou configured a port for SSL communication as described in Configuring
the SSL Protocol ?

5. Areyou using HTTPS rather than HTTP?

Q. Does WebL ogic support Diffie-Hellman or DSS/DSA digital certificates?

A. No. The exportable version of WebL ogic supports only 512 bit RSA with 40 bit
RC4. Additionally, browsers do not support these types of certificates, and thereareno
commercia issuersfor DSA certificates.

Q. Can the server have one RSA and one non-RSA certificate?
A. No.

Q. Must we pay RSA licensing costs for non-RSA client code?

A. WebLogic haslicensed RSA for SSL between WebL ogic Serversand clients. With
WebL ogic, no extralicensing for RSA is necessary, although different rules apply to
VARs.

Q. How do | use Netscape security certificates with WebL ogic Server?
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A. Netscape stores the private and public keys together in a key-pair file, which
prevents you from separating the public and private keys. In config.xml, the

Ser ver KeyFi | eNarre attribute refers only to the private key file. Therefore, you must
generate another request for a certificate, not using Netscape utilities. Y ou can use the
Certificate Request servlet to generate arequest for anew certificate. Using WebL ogic
SSL shows how to use the servlet.

Q. How do | restrict access to servlets and JSPs?

A. TheJava Serviet APl Specification v2.2, at
http://www.java.sun.com/products/servlet/downl oad.html#specs, allows you to
declaratively restrict access to specific Servlets and JSPs using the Web Application
Deployment descriptor. Section 13.3.2 of the specification has an example
deployment descriptor that uses declarative security. For more information, see
Programming WebL ogic HTTP Servlets.

Q. Can| use RSA encryption algorithmsand javax.crypto.* API to build
applications?

A. No. WebLogic's RSA license does not permit end-users to use RSA classes
directly. You must obtain your own license for the encryption libraries from RSA.

Q. Canl useaJNDI Initial Context to pass the security credentials of aWebL ogic
Server user?

A. Yes, but not in releases that come after 6.1. In releases that come after 6.1, you
must use the Java Authentication and A uthorization Service (JAAS) rather than JNDI
to associate a User with a security context. For more information, see Programming
WebL ogic Security.

Q. Why can't | boot WebL ogic Server when using the LDAP Security Realm?

A. When using an alternative security realm or a custom security realmin WebL ogic
Server, you must configure and enable the Caching realm.

When the LDAP server in Microsoft Site Server isinstalled and the root of the LDAP
directory is created, a number of organizational units are created by default. Under
Groupsthereisadefault organization unit called NT Groupswith adefault group called
Administrators which is empty. By default, WebL ogic Server also provides a Group
called Administrators that contains a member System which is the User under which
WebL ogic Server is started. If you use the defaults in Microsoft Site Server and start
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creating your own Groups under the default organizational units, WebLogic Server
will not start. Y ou need to create your own organizational unit in the LDAP directory
and create your Groups under that organizational unit.

If you have two Groupsin the LDAP directory with the same name, WebL ogic Server
cannot properly authenticate the Usersin the Groups. The LDAP security realm uses
the Group's DN (distinguished name) to locate Groups in the LDAP directory. If you
create more than one group with the same name, WebL ogic Server only authenticates
the Usersin thefirst Group it locates. Y ou must use unique Group names when using
the LDAP security realm.

The LDAP realm V2 does not provide the following functionality provided in the
LDAPream V1.

m Listing all Users
m Listing the members of a Group

m The AuthProtocol and User Authentication mechanisms for authenticating the
LDAP server.

The LDAP security realm needs to know where the Usersand Groups are stored in the
LDAP directory used with the security realm. Thisis done by specifying the
distinguished names (DNs) of the LDAP directories containing the Users and Groups.

In LDAP, aDN starts with the leaf node and goes to the root node. The following
figure shows a branch of a LDAP directory.

r oot

o=acne. com

|
|
ou=G oups
The DN for this branch would be specified as ou=G oups, o=acnme. com

In LDAPream V1, you specify DNs via the GroupDN and UserDN attributes on the
LDAPRealm MBean or through the Administration Console. However, you must
reverse the DNs so the example DN would be specified as:

gr oupDN=" o=acne. com ou=G oups”
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In LDAPream V2, you specify DNs by adding user. dn and gr oup. dn properties
to the Configuration attribute of the CustomRealm MBean or through the
Administration Console. Unlike LDAP realm V1, you do not have to reverse the DN.
For example, theuser. dn and gr oup. dn propertiesfor aLDAP realm V2 are
specified as follows:

Configurationbata="..., group.dn=ou=Groups, o=acne.com...”

In short, the LDAP realm V1 requires reverse DNs and the LDAP realm V2 requires
normal DNs.

A common error customers make when switching between LDAPreamV1and LDAP
realm V2 is copying over the reverse DNs thus causing the LDAP realm to stop
working. Check your DN specifications when migrating from LDAP realm V1to
LDAPream V2.

Q. AreWebL ogic Server passwords secure?

A. Theconfig. xm filenolonger has clear text passwords. In place of clear text
passwords, the confi g. xml  file has encrypted, hashed passwords. Y ou cannot copy
encrypted passwords from one domain to another. Instead, you can edit the

config. xnl fileand replace the existing encrypted, hashed passwords with clear text
passwords and then copy the file to the new domain. The Administration Console will
encrypt and hash the passwords the next time it writes to thefile.

The RecordingSecurityManager utility can be used to detect permission problems that
occur when starting and running WebL ogic Server. The utility outputs permissions
that can be added to your conf i g. xni or Java security policy fileto resolve the
permission problems that the utility finds. The RecordingSecurityManager utility is
available from dev2dev Online.

Q. Why do | get thiserror <Al ert > <WebLogi cSer ver> <Security>
configuration problemwith certificate file whenl start my server?

A. ltispossiblethat you did not specify a"WL_HOME" relative file namein your
SSL configuration files. For moreinformation about WL_HOME, see Configuring the
SSL Protocol under Managing Security in the Administration Guide.

Q. Why can't | establish an outbound SSL connection when using the demonstration
certificates?
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A. When establishing an SSL connection, the subject DN of the digital certificate
must match the host name of the server initiating the SSL connection. Otherwise, the
SSL connection is dropped. If you use the demonstration certificates, the host names
will not match. To avoid this situation, use the

- Daebl ogi c. security. SSL. i gnor eHost naneVeri fi cati on=t r ue flag when
starting WebL ogic Server. Thisflag disablesthe Host Name Verifier which compares
the subject DNs and host names. This solution is recommended in development
environments only. A more secure solution isto obtain anew digital certificate for the
server making outbound SSL connections.

Q. Why do | get the error, <WeblLogi ¢ Server> <SSLLi st enThread | i stening
on port 8802> Failed to connect to t3s://|ocal host: 8802, when
establishing an SSL connection to WebL ogic Server?

A. By default, WebL ogic Server contains a Host Name Verifier that compares the
subject DNs of digital certificates and host names. When establishing an SSL
connection, the subject DN of the digital certificate must match the host name of the
server initiating the SSL connection. If you use the demonstration certificates the host
names will not match. To avoid this situation, use the

- Daebl ogi c. security. SSL. i gnor eHost naneVeri fi cati on=t r ue flag when
starting WebL ogic Server. Thisflag disables the Host Name Verifier. Thissolutionis
recommended in development environments only. A more secure solution isto obtain
anew digital certificate for your WebL ogic client.

Q. How do | protect WebL ogic Server from security attacks from bogus clients using
the WL-Proxy-Client-Cert header?

A. TheWL-Proxy-Client-Cert header can be spoofed (used) by any client which has
direct accessto WebL ogic Server. WebL ogic Server takes the certificate information
from that header, trusting that is came from a secure source (the plug-in) and use that
information to authenticate the user. In previous rel eases of WebL ogic Server, the
default behavior was to always trust that header. Now you need to explicitly define
trust of the WL-Proxy-Client-Cert header. A new parameter cl i ent Cert Pr oxy
allows WebL ogic Server to on the implicit trust of the certificate header. If you need
an additional level of security, use a connection filter to limit all connectionsinto
WebL ogic Server (therefore allowing WebL ogic Server to only accept connections
from the machine on which the plug-in is running).

Thecl i ent Cert Proxy parameter has been added to the HTTPClusterServlet and
Web applications.

For the HTTPClusterServlet, add the parameter to theweb. xni  file as follows:

<cont ext - par an>
<par am nane>cl i ent Cer t Pr oxy</ par am name>
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<par am val ue>t r ue</ par am val ue>
</ cont ext - par an

For Web applications, add the parameter to the web.xml file as follows:

Servl et Request | npl cont ext - param

<cont ext - par an»
<par am name>webl ogi c. htt p. cl i ent Cert Pr oxy</ par am nane>
<par am val ue>t r ue</ par am val ue>

</ cont ext - par an>

Y ou can a'so use this parameter in a cluster as follows:

<Cluster C usterAddress="127.0.0.1" Name="Md uster”
Client Cert ProxyHeader="true”/ >
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21 FAQs: Web Services

m DoesWebL ogic Server 6.1 support SOAP Messages with Attachments?
m DoesWebL ogic Server 6.1 support SOAP?
m  AreMicrosoft SOAP Toolkit and .NET supported in WebL ogic Server 6.1?

m Can | use Version 6.1 of the WebL ogic Web Services Client APl in aWebL ogic
Server 6.0 component?

Q. Does WebL ogic Server 6.1 support SOAP Messages with Attachments?

A. WebL ogic Server 6.1 can accept SOAP Messageswith Attachments. However, the
implementation currently does not do anything with the attachment. This means that
WebL ogic Server will accept a SOAP Message with an Attachment, the SOAP
message will be parsed and processed, but the attachment will beignored. Full support
for attachments will be available in afuture release.

Q. DoesWebL ogic Server 6.1 support SOAP?

A. Yes. WebL ogic Server’simplementation of SOAP isincluded as part of the Web
Services subsystem. For detailed information on creating Web Services with

WebL ogic Server, see Programming WebL ogic Web Services at
http://e-docs.bea.com/wls/docs61/webServicesindex.html.

Q. Are Microsoft SOAP Toolkit and .NET supported in WebL ogic Server 6.1?

A. Atthetime of WLS 6.1 development, there were incompatibilites between
Microsoft SOAP Toolkit and the .NET beta. Since MS SOAP Toolkit was the only
SOAP implementation officially supported by Microsoft, WLS 6.1 supports MS
SOAP Toolkit only. .NET will be supported in afuture release.

Q. Canl use Version 6.1 of the WebL ogic Web Services Client APl in aWebL ogic
Server 6.0 component?
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A. No. If you use the WebL ogic Server Web Service client APl (version 6.1) ina
WebL ogic Server 6.0 component, such as an EJB, you get the error

java.rm . Connect Exception: No available router to destination.This
isbecause a 6.0 INDI URL factory gets called rather than theinitial context factory
that you specify in your client code.

To work around this problem, delete the 6.0 INDI URL factories by adding the
following code snippet when you make your initial context:

h. put (Cont ext . URL_PKG_PREFI XES, "");

Q. What interoperability issues should | be aware of with 6.1 WebL ogic Web
services?

A. 6.1 WebL ogic Web services pass most of the Round 2 SOAP Interoperability tests.
For details about specific interoperability issues, see Interoperability at
http://e-docs.bea.com/wls/docs61l/webServices/interop.html.
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22 FAQs: Wireless-Related

Questions

m What isawireless (mobile) device?

m Can WebL ogic Server support wireless devices?

m  What should | consider when writing an application for wireless devices?
m What is WAP and what isi-Mode?

m  Will my solution work on different networks such as CDMA, GPRS, TDMA and
PDC-P?

m What changes do | need to consider for 3G wireless networks?

Q. What isawireless (mobile) device?

A. A wirelessdevicein this context is adevice that has connectivity to the Internet
without being physically plugged into a network with awire. The most common
exampl es of these are the I nternet-enabl ed cell phone such asa WAP Phone or i-Mode
phone, personal digital assistant (PDA) such asPalm V11, Pocket PC such asWireless
iPag, and pager such as RIM Blackberry.

Q. Can WebL ogic Server support wireless devices?

A. Yes. For information on wireless support, see Using WAP with WebL ogic Server.
Wirelessexamples, if installed, arelocated in the /sampl es/exampl es directory of your
WebL ogicServer installation and are available from the Start menu.

Q. What should | consider when writing an application for wireless devices?
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A. Thefollowingisalist of factorsto consider when writing applicationsfor wireless
clients:

m Content should be personalized based on the location of the device and/or the
type of the device.

m Device microbrowsers are usually not HTML-based; some are WML -based,
some are cHTML -based, some are HDML -based, some use Web Clipping, etc.

m Some devices have additional features such as Bluetooth, power keys and SMS
messaging that can be used to enhance an application.

m  Often the devices can be used with voice portals using voice recognition and
text-to-speech.

m Most of the devices have smaller screens that may or may not display color or
graphical images.

m These screens range in form from a vertically-oriented rectangle to a square to a
horizontally-oriented rectangle.

m  Many of the devices have a difficult data entry and selection mechanism with
numeric keypads or styli.

m  Connectivity is often lost when the device is mobile.
m The devices usually have no PKI security capability.

m A few of the devices are limited in the amount of data that can be transmitted to
them for a page.

For more information see Wireless, Internet and Email.

Q. WhatisWAP and what isi-Mode?

A. WAP and i-Mode are the two major over-the-air (OTA) protocols for wireless
Internet communication with cell phones and some other devices. WAP stands for
Wireless Application Protocol and is found predominantly in Europe and North
America. i-Mode is the protocol used in Japan by NTT DoCoMo. A new protocol
called WAP-NG (WAP Next Generation) is being considered as a replacement for
both of these protocols.
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Both WAP and i-Mode are comprised of both the OTA protocol and a markup
language understood by their microbrowsers. The WAP markup language is WML
(Wireless Markup Language) and cHTML (Compact HTML) is the markup language
specified by i-Mode. WML and cHTML may be superseded by XHTML (Basic) inthe
future.

Notethat other wireless carriersand devices use protocol s and markup languages other
than WAP and i-Mode. For example, the Palm V11 uses web clipping over a
proprietary protocol.

For more information about WAP, see http://www.wapforum.org/fags. For more
information about i-Mode, see http://www.nttdocomo.com/.

Q. Will my solution work on different networks such as CODMA, GPRS, TDMA and
PDC-P?

A. Yes. WAP and i-Mode were designed to hide the network details from the
application developer. They will both work equally well on any underlying network.
Therefore, as carriers upgrade their networks, applications written for either WAP or
i-Maodewill continue to work without any need for modifications. Asthe networks are
upgraded to higher speeds, the performance of wireless applications written in either
WML or cHTML should improve as well.

Q. What changesdo | need to consider for 3G wirel ess networks?

A. None. Asdescribed in the previous answer, neither WAP nor i-Mode is dependent
on the underlying network. However, a developer may consider enriching an
application with streaming media or other content that requires greater bandwidth.
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23 FAQs: XML

Which XML parser comes with WebL ogic Server 6.1?
Isan XSLT processor bundled in WebL ogic Server?

What version of the JAXP API specification isimplemented in WebL ogic Server
6.1?

Can | use the getAttribute() and setAttribute() methods of Version 2.2 of the Java
Servlet API to parse XML documents?

Can | plugin aversion of Apache’'s Xerces XML parser that is different to the
one that is built-in with WebL ogic Serve 6.1 (Xerces 1.3.1)?

| plugged in aversion of Apache Xalan that | downloaded from the Apache Web
site, and now | get errors when | try to transform documents. What is the
problem?

How do | identify the document type of an XML document?

Q. Which XML parser comes with WebL ogic Server 6.1?

A. Webundle aparser, based on Apache’ s Xerces 1.3.1 parser, in WebL ogic Server
6.1. In addition, we include aWebL ogic proprietary high-performance non-validating
parser that you can use for small to medium sized XML documents. The WebL ogic
XML Registry allows you to configure the parser you want to use for specific
document types.

Q. Isan XSLT processor bundled in WebL ogic Server?

A. Yes, webundlean XSLT processor, based on Apache' s Xalan 2.0.1 processor, in
WebL ogic Server 6.1.
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Q. What version of the JAXP API specification isimplemented in WebL ogic Server
6.1?

A. Version 1.1. Thisversion includes pluggable XML transformation as well as
pluggable XML parsing.

Q. Canl usetheget Attribute() andset Attri bute() methodsof Version 2.2 of
the Java Servlet API to parse XML documents?

A. Yes. Usetheset Attribute() method for SAX mode parsing and the

get Attri bute() method for DOM mode parsing. Using these methodsin a Servlet,
however, isaWebL ogic-specific feature. This meansthat the Servlet may not be fully
portable to other Servlet engines, so use the feature with caution.

Q. Canl pluginaversion of Apache' s Xerces XML parser that is different to the one
that is built-in with WebLogic Serve 6.1 (Xerces 1.3.1)?

A. Yes. Theversion of Xercesthat you can plug in, depends on the specific service
pack of WebL ogic Server 6.1 that you have installed.

If you have installed WebLogic Server 6.1 Service Pack 2 or lower on your compuiter,
follow these instructions:

You can plug in the following versions of Xerces:
o 122
e 123
e 130
o 131
e 140
e 200
e 201

Warning: If you pluginversion 2.0.0 or higher of Xerces, you cannot use the
Xalan compatibility classes.

To plug in adifferent version of the Apache Xerces parser, you must replace the
contents of the filew._HOVE/ 1 i b/ xm x. j ar by following these steps:

a. Ddeteadl filesthat are prepended with the directory or g/ apache fromthe JAR
fileWw._HOME/ | i b/ xmi x. j ar, where W._HOVE refers to the installation
directory of WebL ogic Server.
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b. Copy every filethat is prepended with the directory or g/ apache from the
xerces. j ar file (that you downloaded from the Apache Web site) into the
xm x. j ar file.

Alternatively, add the xer ces. j ar fileto the end of the WebL ogic Server
CLASSPATH

Alternatively, put the xer ces. j ar fileintothe META-1 NF/ 1i b directory of
your application. In this case, be sure you do not enable the Pr ef er Webl nf
d asses flag for your Web application.

¢. Usethe Administration consoleto configurethe XML registry to use the parser
and builder factoriesin or g. apache. xer ces. j axp. *.

If you have installed WebL ogic Server 6.1 Service Pack 3 on your computer, follow
these instructions:

You can plug in any version of the Xerces XML parser.

To plug in adifferent verison of the Xerces parser, follow these steps:

a. Putthexerces.j ar fileintheVEB- 1 NF/ 1 i b directory of your application. Be
sure you enable the Pr ef er bl nf  C asses flag for your Web application.

b. Configure the parser and builder factories through filesin the
META- | NF/ ser vi ces directory in one of the archivesin VEB- | NF/ 1 i b if they
are not already present in the xer ces. j ar file.

Warning: If you pluginanew version of Xercesusing thisprocedure, you cannot
use Administratin Console to configure the XML registry to configure
the parser or entity resolution. If you need to configure the XML
registry, use the procedure for plugging in new parsers for version 6.1
Service Pack 2 or lower described in the beginning of this section.

Q. | plugged in aversion of Apache Xalan that | downloaded from the Apache Web
site, and now | get errors when | try to transform documents. What is the problem?

A. Youmust ensure that the version of Apache Xalan you plugged-in is compatible
with the version of Apache Xercesthat you areusing (whichisversion 1.3.1if youare
using the built-in parser).

Q. How do | identify the document type of an XML document?

A. If the XML document hasaPublic ID, thenthat isitsdocument type. For example,
if an XML document contains the following DOCTY PE declaration:
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<! DOCTYPE nmydoc PUBLIC "My public ID String"
"http://foo.comurl/tol ny/dtd">

then its document typeisMy public I D String.

If the DOCTY PE declaration does not contain a Public ID, but specifiesa System ID,
then the document typeisthe System ID. For example, in the following DOCTY PE
declaration:

<! DOCTYPE nydoc SYSTEM "http://foo.comurl/to/ ny/dtd">

the document typeishttp: //foo. comiurl/to/ my/ dtd.

Note: The System ID isof the DTD, not of the XML document itself. It can,
however, still be used as away to identify the XML document.

If the XML document does not specify a DOCTY PE declaration, then the document
type can be either the root element name or the namespace URI, if it has one.
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	Q. How do I programmatically get a list of Queues or Topics?
	Q. How do I use a temporary destination?
	Q. How do I use MBeans to print runtime statistics?
	Q. Can two JMS servers share the same persistent store?
	Q. Which types of JDBC databases does WebLogic JMS support?
	Q. How do I use a third-party JDBC driver with JMS?
	Q. What if my JDBC database becomes corrupt?
	Q. How do I use persistence?
	1. Make sure the JMSServer you are using has a store configured. The JMSServer configuration entr...
	2. Make sure you are not using "Message.setJMSDeliveryMode". This is overwritten, as it is a vend...
	3. Make sure you are calling either:
	4. Make sure you don't have "DeliveryModeOverride" set to Non-Persistent on the Destination in th...
	5. If you are using pub/sub, only durable subscriptions persist messages. Non-durable subscriptio...
	6. If you are using JDBC, the JDBC tables, JMSSTATE and JMSSTORE, are created automatically when ...

	Q. How does a file store compare with a JDBC store?
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	Q. Do I need to use the WLS T3 protocol?
	Q. How do I do HTTP tunneling?
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	Q. How can an application do a JMS operation and have it succeed, independent of the result of th...
	1. Suspend the current transaction prior to making the JMS call and resume it after completing it...
	2. Use a transacted session by specifying true for the first parameter to createQueueSession or c...
	3. Use a connection factory with user transactions disabled. That is, check that the UserTransact...

	Q. What happens if acknowledge() is called within a transaction?
	Q. Why do I get an error when using a non-transacted TopicSession from a transaction-required EJB?
	Q. Can I use a one-phase commit if my JMS JDBC store is on the same database for which I am doing...
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	Q. Why do I get an exception when I start up JMS using an XA driver or with a TX data source?
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	5. Do a blocking receive on a queue.
	6. End method.
	7. Transaction Commit never Reached because original message was never sent because you can't get...

	Q. What happens to a message that is rolled back or recovered?
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	Q. Why do I get an exception when trying to find a connection factory?
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	Q. What care must be taken when multi-threading JMS clients?
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	Q. What precautions should I take when I use blocking receive() calls?
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	Q. How do I publish an XML message?
	1. Generate XML from the DOM document tree.
	2. Serialize the generated DOM document to a StringWriter.
	3. Call toString on the StringWriter and pass it into message.setText.
	4. Publish the message.

	Q. How do I use JMS in an applet?
	Q. How do I use a startup class to initialize and later reference JMS objects?
	Q. Is it possible to send or receive a message from within a message listener?
	1. If you call acknowledge after the publish() and the acknowledge fails for whatever reason (net...
	2. If you call acknowledge before the publish(), you get at-most-once semantics. If the publish()...

	Q. How do I create a producer pool?
	Q. What are pending messages in the console?
	Q. How do I use a less than or greater than on a message selector in ejb-jar.xml?
	Q. Is it better to have more or fewer sessions for a given number of subscribers?
	Q. Are foreign destinations handled within foreign JMS messages?
	Q. What is the standard way to create threads, do initialization, etc. within the application ser...
	Q. Why do I get a JNDI problem when I name a Topic A.B and a second Topic A.B.C?
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	Q. How do I handle request/response using JMS?
	Q. How do I put a message back on the queue for processing?
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	Q. What can I do when I get java.lang.OutOfMemoryError because producers are faster than consumers?
	Q. Why have different connection factories?
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	Q. How does an application know if an application server goes down?
	Q. How do I debug WebLogic Server using Visual Cafe 4.1?
	1. Install it under D:\VisualCafeEE. No special options are needed.
	2. Install the license under C:\Program Files\Common Files\WebGain Shared.
	3. Start ddservices by selecting Start -> Programs -> WebGain Studio Professional ->Visual Cafe E...
	4. Start WebLogic Server using debugvm.exe instead of java.exe. cd D:\bea\wlserver6.1\config\mydo...
	5. Run startWebLogic. It prints out some debugging information.
	6. Run VisualCafe - Start -> Programs -> WebGain Studio Professional -> Visual Cafe Enterprise Ed...
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	8. Click the + sign to expand the tree and select your running WebLogic Server.

	Q. Is there a way to dynamically change an existing selector for a TopicConsumer using setMessage...
	Q. How can I avoid asynchronous message deadlocks?
	Q. What are the advantages of message-driven beans?
	Q. How does concurrency work for message-driven beans?
	Q. How do I use non-WebLogic JMS provider destinations to drive MDBs?
	Q. Can an MDB be a message producer or both a producer and consumer?
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	Q. Can you use a foreign JMS provider to drive an MDB transactionally?
	Q. How do I use JTA transactions within an MDB?
	Q. How do server session pools and message driven beans compare?

	15 FAQs: WebLogic Messaging Bridge
	Q. Why did the messaging bridge fail to connect to the source bridge destination?
	Q. Can the messaging bridge handle two-phase or global transactions between separate WebLogic Ser...
	Q. I configured the messaging bridge to use the Exactly-once quality of service for two-phase tra...
	Q. Can I configure the messaging bridge to automatically downgrade the quality of service if the ...
	Q. Why do I get a security authorization exception when attempting to forward messages from a Web...
	Q. I deployed the transactional jms-xa-adp.rar resource adapter on the WebLogic 6.1 domain where ...
	Q. When configuring a source or target messaging bridge destination, do I need to set the Adapter...
	Q. Can the messaging bridge forward durable subscription messages between separate WebLogic Serve...
	Q. How do I enable debugging for the messaging bridge?
	Q. What do the messaging bridge monitoring states indicate on the Server -> Services ->Monitor ->...
	Q. Is there another way to monitor the messaging bridge without using the Administration Console?

	16 FAQs: JTA
	Q. Can I use a non-XA driver in distributed transactions?
	Q. Can I use more than one non-XA connection pool in distributed transactions?
	Q. How do XA and non-XA drivers differ in distributed transactions?
	Q. What XA drivers can I use in addition to the WebLogic jDriver for Oracle/XA?
	Q. Can I use the Oracle thin driver as an XA driver in distributed transactions?
	Q. Why do I get SQLException “Result set already closed” message?
	Q. Do I need a 2PC licence when I use JMS with one JDBC non-XA driver?
	Q. Why am I getting an exception when I use JMS with a non-XA driver?
	Q. Why do I get an exception when I use EJB CMP 1.1?
	Q. Why do I get an exception when I use EJB CMP 1.1 with XA connection pools?
	Q. Can I obtain a JDBC connection before I start a distributed transaction?
	Q. Can I close a JDBC connection after the distributed transaction is committed or rolled back?
	Q. I get the following XAER_RMFAIL XAException when accessing an XAResource: "Internal error: XAR...

	17 FAQs: Plug-In
	Q. How does the plug-in work?
	Q. How does the plug-in route the request for a sticky session?
	Q. What is new for debugging a plug-in in WebLogic Server 6.0?
	Q. What is expected in the wlproxy.log?
	Q. What has changed in the 6.1 plug-in?
	Q. What is static list, dynamic list, and general list?
	Q. Does the 6.1 plug-in support two-way SSL?
	Q. Sometimes a reponse from WebLogic Server to the plug-in contains the Set-Cookie header. Is thi...
	Q. If I install mod_wl_ssl.so with mod_perl to Apache 1.3.19, why does Segmentation Fault (11) oc...
	Q. How do I protect WebLogic Server from security attacks from bogus clients using the WL-Proxy-C...

	18 FAQs: Server-Related Questions
	Q. What should I do if my server “hangs” or “freezes”?
	Q. How do I configure WebLogic to use a SOCKS proxy?
	Q. How can I speed up connection responses?
	Q. How does WebLogic support CORBA and client communication via IIOP?
	Q. How do I speed up HTTP tunneling?
	Q. Can WebLogic Server start with a UNIX boot?
	Q. What affects servlet performance besides clients and traffic?
	Q. Why do I get “NoClassDefFound”/“Too Many Open files”messages on Solaris?
	Q. How do I increase WebLogic Server memory?
	Q. What causes Java.io exceptions in the log file?
	1. Click Stop or enter equivalent command or keystrokes
	2. Click Refresh or enter equivalent command or keystrokes
	3. Send a new HTTP request.

	Q. Java-CORBA integration: RMI-IIOP or Java IDL?
	Q. How do an RMI-IIOP application and an existing CORBA object interoperate?
	1. Define the remote interface of the object in Java as an RMI interface.
	2. Run rmic -iiop against the interface to produce the stub for your RMI-IIOP client.
	3. Run rmic -idl against the interface to produce IDL compatible with the RMI interface.
	4. Run a C++ stub compiler against the IDL file to produce the C++ skeleton for your C++ server o...

	Q. What is the function of T3 in WebLogic Server?
	Q. How can I debug the Java code that I have running in WebLogic Server?
	1. If using a Solaris platform, change the LD_LIBRARY_PATH environment variable to prepend $JAVA_...
	2. Add the following parameters to the java command line (before the "weblogic.Server" string) th...


	19 FAQs: Server-Side Java (Servlets)
	Q. How do I call a servlet with parameters in the URL?
	Q. How can I run multiple instances of the same servlet class in the same WebLogic Server instance?
	Q. How do I deserialize an httpsession?

	20 FAQs: Security
	Q. How can I update my demonstration digital certificates and trusted CAs?
	Q. Why does the servlet return “no certificate”?
	1. Does the Web browser you are using have a digital certificate?
	2. Have you configured WebLogic Server to require client authentication by checking the Client Ce...
	3. Have you installed digital certificates in the \wlserver6.0\config\mydomain directory?
	4. Have you configured a port for SSL communication as described in Configuring the SSL Protocol?
	5. Are you using HTTPS rather than HTTP?

	Q. Does WebLogic support Diffie-Hellman or DSS/DSA digital certificates?
	Q. Can the server have one RSA and one non-RSA certificate?
	Q. Must we pay RSA licensing costs for non-RSA client code?
	Q. How do I use Netscape security certificates with WebLogic Server?
	Q. How do I restrict access to servlets and JSPs?
	Q. Can I use RSA encryption algorithms and javax.crypto.* API to build applications?
	Q. Can I use a JNDI Initial Context to pass the security credentials of a WebLogic Server user?
	Q. Why can't I boot WebLogic Server when using the LDAP Security Realm?
	Q. Are WebLogic Server passwords secure?
	Q. Why do I get this error <Alert> <WebLogicServer> <Security> configuration problem with certifi...
	Q. Why can't I establish an outbound SSL connection when using the demonstration certificates?
	Q. Why do I get the error, <WebLogic Server> <SSLListenThread listening on port 8802> Failed to c...
	Q. How do I protect WebLogic Server from security attacks from bogus clients using the WL-Proxy-C...

	21 FAQs: Web Services
	Q. Does WebLogic Server 6.1 support SOAP Messages with Attachments?
	Q. Does WebLogic Server 6.1 support SOAP?
	Q. Are Microsoft SOAP Toolkit and .NET supported in WebLogic Server 6.1?
	Q. Can I use Version 6.1 of the WebLogic Web Services Client API in a WebLogic Server 6.0 component?
	Q. What interoperability issues should I be aware of with 6.1 WebLogic Web services?

	22 FAQs: Wireless-Related Questions
	Q. What is a wireless (mobile) device?
	Q. Can WebLogic Server support wireless devices?
	Q. What should I consider when writing an application for wireless devices?
	Q. What is WAP and what is i-Mode?
	Q. Will my solution work on different networks such as CDMA, GPRS, TDMA and PDC-P?
	Q. What changes do I need to consider for 3G wireless networks?

	23 FAQs: XML
	Q. Which XML parser comes with WebLogic Server 6.1?
	Q. Is an XSLT processor bundled in WebLogic Server?
	Q. What version of the JAXP API specification is implemented in WebLogic Server 6.1?
	Q. Can I use the getAttribute() and setAttribute() methods of Version 2.2 of the Java Servlet API...
	Q. Can I plug in a version of Apache’s Xerces XML parser that is different to the one that is bui...
	a. Delete all files that are prepended with the directory org/apache from the JAR file WL_HOME/li...
	b. Copy every file that is prepended with the directory org/apache from the xerces.jar file (that...
	c. Use the Administration console to configure the XML registry to use the parser and builder fac...
	a. Put the xerces.jar file in the WEB-INF/lib directory of your application. Be sure you enable t...
	b. Configure the parser and builder factories through files in the META-INF/services directory in...

	Q. I plugged in a version of Apache Xalan that I downloaded from the Apache Web site, and now I g...
	Q. How do I identify the document type of an XML document?


