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About This Document

This document describes the WebL ogic Server configuration file (confi g. xm ).
The document is organized as follows:

m Chapter 1, “Overview of config.xml,” describesthe confi g. xm file and
confi g. dt d files, and provides guidelines for editing the configuration file.

m  Theremaining chapters contain syntax diagrams and attribute references for
each element defined inconfi g. dt d.

m  Thelndex provideslinksto all element and attribute names.

Audience

This document is written for Server administrators and application developers. It is
assumed that readers know the WebL ogic Server platform, XML, and Java
programming. Administrators may wish to configure some aspect of WebL ogic Server
operation in their production environment. The Console, a Web browser GUI
application, also allows for configuration tasks. In some instances, however, it is
expedient to modify the configuration file, conf i g. xni , directly in order to achievea
desired impact. This document describes the XML elements and their associated
attributes which exist or could exist in a production instance of theconfi g. xni file.

Note: Modification of theconfi g. xm file impacts the operation of the WebL ogic
Server in the customer’s environment.
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e-docs Web Site

BEA product documentation, including all documentation for the WebL ogic Server, is
available on the BEA corporate Web site. From the BEA Home page, click on Product
Documentation.

How to Print the Document

Y ou can print acopy of this document from a Web browser, one main topic at atime,
by using the File —Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Server documentation
Home page on the e-docs Web site (and al so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or a portion of it) in
book format. To access the PDFs, open the WebL ogic Server documentation Home
page, click Download Documentation, and select the document you want to print.

Adobe Acrobat Reader is available at no charge from the Adobe Web site at
http://www.adobe.com.

Related Information

Contact Us!

Y our feedback on BEA documentation isimportant to us. Send us e-mail at
docsupport@bea.com if you have questions or comments. Y our comments will be
reviewed directly by the BEA professionalswho create and update the documentation.
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In your e-mail message, please indicate the software name and version your are using,
aswell asthetitleand document date of your documentation. If you have any questions
about this version of BEA WebL ogic Server, or if you have problemsinstalling and
running BEA WebL ogic Server, contact BEA Customer Support through BEA
WebSupport at http://www.bea.com. Y ou can al so contact Customer Support by using
the contact information provided on the Customer Support Card, which isincluded in
the product package.

When contacting Customer Support, be prepared to provide the following information:
m Your hame, e-mail address, phone number, and fax number

m  Your company name and company address

m Your machine type and authorization codes

m  The name and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention  Usage

Ctrl+Tab Keysyou press simultaneoudly.

italics Emphasis and book titles.
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Convention  Usage

nonospace Code samples, commands and their options, Java classes, data types,
t ext directories, and file names and their extensions. Monospace text also

indicates text that you enter from the keyboard.

Examples:

import java.util.Enumeration;

chrmod u+w *

confi g/ exanpl es/ appl i cati ons

.java

config.xn

fl oat

nonospace Variablesin code.
italic

Example:
t ext

String Customner Nane;

UPPERCASE  Device names, environment variables, and logical operators.

TEXT Examples:
LPT1
BEA_HOME
OR
{1} A set of choicesin asyntax line.
[ 1] Optional itemsin asyntax line. Example:

java utils.Milticast Test -n name -a address
[-p portnunber] [-t tineout] [-s send]

Separates mutually exclusive choices in asyntax line. Example:

java webl ogic.deploy [list]|depl oy| undepl oy| updat e]
password {application} {source}

Indicates one of the following in a command line:

m  Anargument can be repeated several times in the command line.
m  The statement omits additional optional arguments.

®m You can enter additional parameters, values, or other information
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Convention  Usage

Indicates the omission of items from a code example or from a syntax line.
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What Is the config.xml File?

1 Overview of config.xml

The following sections provide an overview of the WebL ogic Server™ configuration
file (config. xm):

m “What Isthe config.xml File?’ on page 1-1
m “Editing the config.xml File" on page 1-2

m “Rulesfor Editing the config.xml File” on page 1-2

What Is the config.xml File?

Theconfig. xm fileisan XML document that describesthe configuration of anentire
WebL ogic Server domain. The conf i g. dt d Document Type Definition (DTD)
describes the content and structure of theconfi g. xm file. The DTD describesthe
valid XML tags, thetag order, whether the tags are optional, the type of datacontained
within the tags, the tag attributes, the attribute val ues, and so on.

Theconfig. xm file consists of aseries of XML elements. The Domain element is
the top-level element, and all elements in the Domain are children of the Domain
element. The Domain element includes child elements, such asthe Server, Cluster, and
Application elements. These child elements may have children themselves.

For example, the Server element includesthe child elements WebServer, SSL and Log.
The Application element includes the child elements EJBComponent and
WebAppComponent.

Each element has one or more configurable attributes. An attribute defined in
confi g. dt d hasacorresponding attribute in the configuration API. For example, the
Server element has a ListenPort attribute, and likewise, the
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1 overview of config.xmi

Editing

webl ogi c. managenent . confi gur ati on. Ser ver MBean has a ListenPort attribute.
Configurable attributes are readable and writable, that is, Ser ver MBean hasa
get Li stenPort and aset Li st enPort method.

When an attribute is another element (such asthe SSL attribute of Server), the
reference is defined by name. All elements have a Name attribute.

the config.xml File

BEA recommends that you use the Administration Console to modify or monitor a
domain configuration. Y ou can also modify the confi g. xni filein the following

ways.
m  The WebLogic Server Application Programmatic Interface (API) alows other
programs to modify configuration attributes of resourcesin the domain.

®m You can access the attributes of a domain with the WebL ogic Server
command-line utility. This utility allows you to create scripts to automate
domain management.

BEA XML Editor

The BEA XML Editor isasimple, user-friendly tool for creating and editing XML
files. It can validate XML code according to a specified DTD or XML Schema. See
the BEA XML Editor on the BEA dev2dev Online at
http://dev2dev.bea.com/index.jsp.

Rules for Editing the config.xml File

Consider the following issues before you edit the configuration file manually.
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Rules for Editing the config.xml File

. Alwayssaveyour confi g. xm file before editing it.

. Donot edit theconfi g. xn filefor adomain when adomain is active. If you
manually edit the configuration file while the domain is active, any changes you
make are likely to be overwritten by the system. Furthermore, all manual changes
you make while the domain is active are ignored by the system at run time.

. Do not change Name attributes of child elements. WebLogic Server requires that
the name of a child element match the name of its parent. For example, if the
Name attribute of the Server element has the value “myserver”, the Name
attributes of COM, JTAMigratableTarget, KernalDebug, Log, SSL, ServerStart,
SystemDataStore, and WebhServer elements that are children of the Server
element must aso have the value “ myserver”.

. Because no validation or value checking occur while or after you edit

config. xm with the command-line utility, type-checking occurs when you load
the edited configuration file for the first time, that is, when you restart the domain
Server. At that point, any invalid XML or attribute value is detected and the
domain fails to boot.
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CHAPTER

config.dtd

This chapter contains the document type definition (dtd) for the WebL ogic Server
confi g. dt d configuration file.

config.dtd File

<! ELEMENT Domai n ( SecurityConfiguration? | Security? | JTA? | WICServer* |
Log? | SNMPAgent? | Server* | EnbeddedLDAP? | Admi nistrator* |
Appl i cati onManager* | Application* | BridgeDestination* | CachingReal nt |
Cluster* | ConnectorConponent* | CustonReal nt | Donai nLogFilter* |
Domai n* | EJBContainer* | FileRealnr | FileT3 (Deprecated)* |
JDBCConnect i onPool * |
JDBCDat aSour ceFact ory* | JDBCDat aSource* | JDBCMul ti Pool * |
JDBCPool Conponent * | JDBCTxDat aSour ce* | JMSBridgeDestinati on* |
JMsConnecti onFactory* | JMBSDi stri butedQueue* | JMSDi stri butedTopic* |
JMSFi | eStore* | JMSJDBCStore* | JMSServer* | JMSStore* |
Jol t Connecti onPool * | JTAM gr at abl eTarget* | JTARecoveryService* |
LDAPReal nt | Machi ne* | Mail Session* | Messagi ngBridge* |
M gr at abl eRM Servi ce* | NetworkChannel * | NTReal nt | PasswordPolicy* |
RDBVSReal nt | RMCFact ory* | ShutdownC ass* | SNMPIJMXMoni tor* |
SNMPTr apSour ce* | StartupC ass* | Uni xMachi ne* | Uni xReal nt |
WebSer vi ceConponent* | W.ECConnecti onPool * | WICResour ces* |
WICt Bri dged obal * | XMLEntityCache* | XM.Registry* )* >

<! ATTLI ST Domai n

Admi ni strati onPort CDATA "9002"
Admi ni strati onPort Enabled (true | false) "fal se"
Confi gurationVersion CDATA #1 MPLI ED
Consol eCont ext Pat h CDATA "consol e"
Consol eEnabl ed (true | false) "true"
Last Modi fi cati onTi ne CDATA "o"

Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
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2 config.dtd

Root Di rectory CDATA
>
<! ELEMENT SecurityConfiguration EMPTY >
<! ATTLI ST SecurityConfiguration
Name CDATA
Not es CDATA
>
<! ELEMENT Security EMPTY >
<! ATTLI ST Security
Audi t Provi der C assNane CDATA
Conpati bilityMde (true | false)
Connecti onFilter CDATA
Connecti onFi |l terRul es CDATA

Connect i onLogger Enabl ed (

true | false)

Guest Di sabl ed (true | false)
Name CDATA
Not es CDATA
Passwor dPol i cy CDATA
Real m CDATA
Syst enlser CDATA

>
<l ELEMENT JTA EMPTY >

<I ATTLI ST JTA

AbandonTi nmeout Seconds CDATA
Bef or eConpl etionlterationLimt
CDATA

Checkpoi nt I nt erval Seconds CDATA

For get Heuri stics (true | false)
MaxTransacti ons CDATA
MaxUni queNaneSt ati stics CDATA
Nanme CDATA
Not es CDATA
Ti meout Seconds CDATA

>

<! ELEMENT WICServer ( WCLocal TuxDont |

WICl mport* | WICPasswor d* |
<I ATTLI ST WICSer ver

WICt Bri dgeRedirect* )* >

Depl oynent Or der CDATA
Nanme CDATA
Not es CDATA
Resource CDATA
Tar get s CDATA

2-2 BEA WebL ogic Server Configuration Reference

#| MPLI ED

#REQUI RED
#| MPLI ED

#1 MPLI ED
"fal se"
#1 MPLI ED
#1 MPLI ED
"fal se"
"true"
#REQUI RED
#| VPLI ED
#1 MPLI ED
#1 MPLI ED
"systent

" 86400"

" 10"
"300"
"true"

" 10000"

" 1000"
#REQUI RED
#| MPLI ED
" 30"

WICRenot eTuxDont | WICExport* |

"1000"
#REQUI RED
#| MPLI ED
#| MPLI ED
#| MPLI ED



config.dtd File

t Bri dged obal
>

CDATA

<! ELEMENT WICLocal TuxDom EMPTY >

<! ATTLI ST WICLocal TuxDom
AccessPoi nt
AccessPointld
Bl ockTi ne
CrpLi mi t
ConnPri nci pal Nane
Connecti onPol i cy

I nt er operate
MaxEncryptBits
MaxRetri es
M nEncryptBits
NWAddr
Narre
Not es
Retryl nterval
Security

>

CDATA
CDATA
CDATA
CDATA
CDATA
( ON_DEMAND |
ON_STARTUP |

| NCOM NG_ONLY)
CDATA
(0] 40 | 56 | 128)
CDATA
(0] 40 | 56 | 128)
CDATA
CDATA
CDATA
CDATA
(NONE |

APP_PW | DM PW

<! ELEMENT WICRenot eTuxDom EMPTY >

<I ATTLI ST WICRenot eTuxDom
AccessPoi nt
AccessPointld
Acl Pol i cy
CnplLi mit
ConnPri nci pal Nane
Connecti onPol i cy

Credenti al Policy
Feder at i onNane
Feder at i onURL
Local AccessPoi nt
MaxEncryptBits

MaxRetri es

M nEncryptBits
NWAddr

Narre

Not es

Retryl nterval
TpUsrFile

CDATA
CDATA
(GLOBAL |
CDATA
CDATA

( ON_DEMAND |
ON_STARTUP |

| NCOM NG _ONLY |
(GLOBAL | LOCAL)
CDATA
CDATA
CDATA
(0] 40 | 56 | 128)
CDATA
(0] 40 | 56 | 128)
CDATA
CDATA
CDATA
CDATA
CDATA

LOCAL)

LOCAL)

#| MPLI ED

#REQUI RED
#REQUI RED

" 60"
"2147483647"
#| MPLI ED

" ON_DEMAND"

" No”

"128"

" 9223372036854775807"
"or

#REQUI RED

#REQUI RED

#| MPLI ED

" 60"

" NONE"

#REQUI RED
#REQUI RED

" LOCAL"
"2147483647"
#| MPLI ED

" ON_DEMAND"
" LOCAL"

#| MPLI ED
#| MPLI ED
#REQUI RED
"128"

1

"on

#REQUI RED
#REQUI RED
#| MPLI ED
"

#| MPLI ED

BEA WebL ogic Server Configuration Reference 2-3



2 config.dtd

<! ELEMENT WICExport EMPTY >

< ATTLI ST WICExport

EJBNanme CDATA #| VPLI ED
Local AccessPoi nt CDATA #REQUI RED
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Renot eNane CDATA #| VPLI ED
Resour ceNane CDATA #REQUI RED

>
<! ELEMENT WICl nport EMPTY >

<! ATTLI ST WIClI nport

Local AccessPoi nt CDATA #REQUI RED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Renot eAccessPoi nt Li st CDATA #REQUI RED
Renot eNane CDATA #| VPLI ED
Resour ceNane CDATA #REQUI RED

>
<! ELEMENT WICPassword EMPTY >

<! ATTLI ST WICPassword

Local AccessPoi nt CDATA #REQUI RED
Local Password CDATA #REQUI RED
Local Passwor dl V CDATA #REQUI RED
Nanme CDATA #REQUI RED
Not es CDATA #| VPLI ED

Renot eAccessPoi nt CDATA #REQUI RED
Renot ePasswor d CDATA #REQUI RED
Renot ePasswor dl V CDATA #REQUI RED

>
<! ELEMENT WI'Ct Bri dgeRedi rect EMPTY >

<! ATTLI ST WI'Ct Bri dgeRedi r ect

Direction (Jms@TuxQ | Tux@JInsQ |

Jns@TuxS | Jns@JInsQ  #REQUI RED
Met aDat aFi | e CDATA #1 MPLI ED
Nanme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Repl yQ CDATA #1 MPLI ED
Sour ceAccessPoi nt CDATA #| MPLI ED
Sour ceNane CDATA #REQUI RED
Sour cespace CDATA #1 MPLI ED
Tar get AccessPoi nt CDATA #| MPLI ED
Tar get Name CDATA #REQUI RED
Tar get Qspace CDATA #1 MPLI ED
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config.dtd File

Tr ansl at eFM_ (NO | FLAT | WLXT)
>
<! ELEMENT Log EMPTY >
<! ATTLI ST Log
Fi | eCount CDATA
FileM nSi ze CDATA
Fi | eNanme CDATA
Fi | eTi meSpan CDATA
Nane CDATA
Not es CDATA
Nunmber OF Fi |l esLim ted (true | false)
Rot ati onTi me CDATA
Rot at i onType (bySize | byTinme |
none)
>
<! ELEMENT SNMPAgent ( SNMPTrapDestination* | SNWVPProxy*
SNWVPSt ri ngMoni tor* | SNMPCount er Monitor* | SNMPLogF
SNWPAt t ri but eChange* )* >
<l ATTLI ST SNMPAgent
Communi t yPrefix CDATA
DebugLevel (0] 1] 2] 3
Enabl ed (true | false)
M bDat aRef r eshl nt er val CDATA
Name CDATA
Not es CDATA
SNMPPor t CDATA
Ser ver St at usCheckl nt er val Fact or
CDATA
>
<! ELEMENT SNMPTrapDesti nati on EMPTY >
<! ATTLI ST SNVPTr apDesti nation
Comuni ty CDATA
Host CDATA
Nane CDATA
Not es CDATA
Por t CDATA
>
<! ELEMENT SNWPProxy EMPTY >
<l ATTLI ST SNMPPr oxy
Communi ty CDATA
Nane CDATA
Not es CDATA

BEA WebL ogic Server Configuration Reference

won
"500"
"webl ogi c. | 0g"
wog

#REQUI RED

#| MPLI ED

"fal se"

"00: 00"

"none"

| SNMPGaugeMbni t or *
lter* |

"public"
"o

"fal se"
"120"
#REQUI RED
#| MPLI ED
"161"

wqn

"public"

"l ocal host"
#REQUI RED
#| MPLI ED
"162"

" na”
#REQUI RED
# MPLI ED
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2 config.dtd
O dRoot CDATA #| MPLI ED
Por t CDATA "o"
Ti meout CDATA "5000"

>

<! ELEMENT SNMPGaugelMoni t or EMPTY >

<I ATTLI ST SNMPGaugeMoni t or
Enabl edSer vers CDATA #1 MPLI ED
Moni t or edAt t ri but eNane CDATA #1 MPLI ED
Moni t or edBeanNane CDATA #| MPLI ED
Moni t or edMBeanType CDATA #1 MPLI ED
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Pol I'i ngl nterval CDATA "0"
Thr eshol dHi gh CDATA "o"
Thr eshol dLow CDATA "o"

>

<! ELEMENT SNMPStri ngMonitor EMPTY >

<! ATTLI ST SNMPSt ri nghbni t or
Enabl edSer vers CDATA #1 MPLI ED
Moni t or edAt t ri but eNane CDATA #| MPLI ED
Moni t or edMBeanNane CDATA #1 MPLI ED
Moni t or edMBeanType CDATA #1 MPLI ED
Nanme CDATA #REQUI RED
Not es CDATA #| VPLI ED
Noti fyDiffer (true | false) "fal se"
Not i f yMat ch (true | false) "fal se"
Pol I'i ngl nterval CDATA "0"
StringToConpar e CDATA #1 MPLI ED

>

<! ELEMENT SNMPCount er Moni t or EMPTY >

<I ATTLI ST SNMPCount er Moni t or
Enabl edSer vers CDATA #1 MPLI ED
Modul us CDATA "0"
Moni t or edAt t ri but eNane CDATA #1 MPLI ED
Moni t or edMBeanNarne CDATA #1 MPLI ED
Moni t or edMBeanType CDATA #1 MPLI ED
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
O fset CDATA "0"
Pol I'i ngl nt er val CDATA "o"
Threshol d CDATA "o"

>

<! ELEMENT SNWPLogFi | ter EMPTY >

2-6

BEA WebL ogic Server Configuration Reference



config.dtd File

<l ATTLI ST SNMPLogFi | ter
Enabl edServers
Messagel ds
MessageSubstri ng
Nane
Not es
SeveritylLevel

Subsyst emNanes
User | ds
>

<! ELEMENT SNWPAttri but eChange EMPTY >

<! ATTLI ST SNMPAttri but eChange

At tri but eMBeanNane
Attri but eMBeanType
At tri but eNanme
Enabl edSer vers
Name
Not es

>

<! ELEMENT Server ( WebServer?

SSL? | 110P? | Log?
<! ATTLI ST Server
Accept Backl og
Adm ni strationPort
AutoKill I fFail ed
Aut oRest art

COMEnabl ed

O asspat hSer vl et D sabl ed

Cl i ent Cert ProxyEnabl ed
Cl uster

ClusterRunti me

Cl ust er Wi ght

CDATA #1 MPLI ED
CDATA #| MPLI ED
CDATA #REQUI RED
CDATA #REQUI RED
CDATA #| MPLI ED
CDATA
"webl ogi c. | oggi ng. Severi ties. ERROR_TEXT"
CDATA #| MPLI ED
CDATA #1 VMPLI ED
CDATA #| MPLI ED
CDATA #1 MPLI ED
CDATA #| MPLI ED
CDATA #| MPLI ED
CDATA #REQUI RED
CDATA #| MPLI ED
COW? | Networ kAccessPoint* | ServerStart?

Execut eQueue* )* >

CDATA
CDATA
(true
(true
(true
(true
(true
CDATA
CDATA
CDATA

fal se)
fal se)
fal se)
fal se)
fal se)

Conpl et eCOMMVEessageTi neout
Conpl et eHTTPMessageTi meout

Conpl et el | OPMessageTi meout

Conpl et eT3MessageTi neout
Def aul t | | OPPasswor d

Def aul t | | OPUser

Def aul t Pr ot ocol

Def aul t Secur ePr ot oco
Def aul t TA OPPassword
Def aul t TA OPUser

CDATA
CDATA

CDATA
CDATA
CDATA
CDATA
(t3 |
https
(t3s |
CDATA
CDATA

t3s |

http
iiop)

ht t ps)

" 5o
"o

"fal se"
"true"
"fal se"
"fal se"
"fal se"
#| MPLI ED
#1 MPLI ED
"100"

" 60"

" 60"

"GO
" 60"

#| MPLI ED
#1 MPLI ED

"g g
"t3s"

"guest"”
"guest"”
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2-8

config.dtd
Domai nLogFi l ter CDATA
Enabl edFor Donmai nLog (true | false)
Expect edToRun (true | false)
Ext er nal DNSNane CDATA
ExtraRnmi cOpti ons CDATA
Heal t hCheckl nt er val Seconds
CDATA
Heal t hCheckTi meout Seconds CDATA
Ht t pdEnabl ed (true | false)
| | OPEnabl ed (true | false)

1 dl el | OPConnecti onTi meout CDATA
I nst runent St ackTr aceEnabl ed

(true | false)
I nt er f aceAddr ess CDATA
J2EE120nl yModeEnabl ed (true | false)
JDBCLogFi | eNane CDATA
JDBCLoggi hgEnabl ed (true | false)
JMBDef aul t Connect i onFact ori esEnabl ed

(true | false)
JNDI Tr anspor t abl eQbj ect Fact or yLi st

CDATA
JavaConpi | er CDATA
JavaComnpi | er Post Cl assPath CDATA
JavaConpi | er Pred assPat h CDATA

Li st enAddr ess CDATA
Li st enDel aySecs CDATA
Li st enPort CDATA

Li st enPor t Enabl ed
LogRenpt eExcept i onsEnabl ed
(true | false)

(true | false)

Logi nTi meout CDATA
Logi nTi meoutM I 1is CDATA
Logs CDATA
LowMenor yGCThr eshol d CDATA
LowMenoryGranul arityLevel CDATA
LowMenor ySanpl eSi ze CDATA
LowMenor yTi el nt er val CDATA
MSI Fi | eRepl i cati onEnabled (true | false)
Machi ne CDATA

ManagedSer ver | ndependenceEnabl ed
(true | false)

MaxCOMMessageSi ze CDATA
MaxHTTPMessageSi ze CDATA
Max| | OPMessageSi ze CDATA
MaxQpenSockCount CDATA
MaxT3MessageSi ze CDATA
Name CDATA

Nat i vel CEnabl ed
Not es

BEA WebL ogic Server Configuration Reference

(true |
CDATA

fal se)

#| MPLI ED
"true"
"true"

#| MPLI ED
#| MPLI ED
"180"

" 60"
"true"
"true"

" 60"
"true"

#| MPLI ED
"fal se"
"jdbc. | og"
"fal se"
"true"

#| MPLI ED
"javac"

#| MPLI ED
#| MPLI ED
#| MPLI ED
"o

"7001"
"true"
"fal se"
"1000"
"5000"

#| MPLI ED
ngn

" g

"10"
"3600"
"fal se"

#| MPLI ED
"true"
"10000000"
"'10000000"
"10000000"
"2147483647"
"'10000000"
#REQUI RED
"true"

#1 MPLI ED



config.dtd File

>

Pr ef erredSecondar yG oup
Replicati onG oup

Rest art Del aySeconds

Rest art | nt er val Seconds
Rest ar t Max

Rever seDNSAl | owed

Server Li feCycl eTi neout Val
Server Ver si on

St agi nghbde

St ar t upMode

St dout DebugEnabl ed
St dout Enabl ed

St dout For nat

St dout LogSt ack

St dout SeveritylLevel

St uckThr eadMBxTi ne
St uckThr eadTi ner | nt er val
TG OPEnabl ed

CDATA
CDATA
CDATA
CDATA
CDATA
(true |
CDATA
CDATA
(stage |

CDATA
(true |
(true |

(standard |

(true |

2|

CDATA
CDATA
(true |

Thr eadPool Per cent Socket Reader s

Transact i onLogFi | ePrefi x
Tunnel i ngd i ent Pi ngSecs
Tunnel i ngd i ent Ti meout Secs

Tunnel i ngEnabl ed
Upl oadDi r ect or yNane

Ver boseEJBDepl oynent Enabl ed

XMLEnt i t yCache
XMLRegi stry

<! ELEMENT WebServer EMPTY >

<I ATTLI ST WebServer
Accept Cont ext Pat hl nGet Real Pat h

Charsets

Cl ust eri ngEnabl ed
Def aul t Ser ver Nane
Def aul t WebApp

Depl oynent O der

Fr ont endHTTPPor t

Fr ont endHTTPSPor t
Fr ont endHost

Ht t psKeepAl i veSecs
KeepAl i veEnabl ed

CDATA
CDATA
CDATA

CDATA
(true |
CDATA

CDATA
CDATA
CDATA

(true |
CDATA
(true |
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
(true |

(64 | 32 |
1)

fal se)

nost age |
ext ernal _st age)

fal se)
fal se)

fal se)

fal se)

fal se)

fal se)

fal se)

fal se)

noi d)

16 |

#1 MPLI ED
#1 MPLI ED
" on
"3600"
"on

"fal se"
"120"
"unknown"

#| MPLI ED
" RUNNI NG'
"fal se"
"true"
"standard"
"true"

" 16"
" 600"

" 600"

"fal se"
wgg
Wy
" a5

" 40"
"fal se"
#| MPLI ED

"fal se"
#| MPLI ED
#| MPLI ED

"fal se"
#| MPLI ED
"fal se"
#| MPLI ED
#| MPLI ED
"1000"
"o

"o

#1 MPLI ED
" 60"
"true"
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2 config.dtd

KeepAl i veSecs
LogFi | eBuf f er KByt es
LogFi | eFl ushSecs
LogFi | eFor mat
LogFi | eName
LogRot at i onPeri odM ns
LogRot ati onTi meBegi n
LogRot ati onType
Loggi ngEnabl ed
MaxLogFi | eSi zeKByt es
MaxPost Si ze
MaxPost Ti meSecs
Nanme
Not es
Post Ti neout Secs
SendSer ver Header Enabl ed
Si ngl eSi gnonDi sabl ed
Tar get s
URLResour ce
WAPEnabl ed

>

<! ELEMENT COM EMPTY >

<! ATTLI ST COM
Apart ment Thr eaded
Menor yLoggi ngEnabl ed
NTAut hHost
Nanme
Nat i veMbdeEnabl ed
Not es
Pr ef et chEnuns
Ver boselLoggi ngEnabl ed
>

CDATA
CDATA
CDATA

(common |

CDATA
CDATA
CDATA
(size

(true
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
(true |
(true
CDATA
CDATA
(true

(true |
(true |
CDATA
CDATA
(true |
CDATA
(true |
(true |

<! ELEMENT Net wor kAccessPoi nt EMPTY >

<! ATTLI ST Net wor kAccessPoi nt
Accept Backl og
Conpl et eCOMMessageTi neout
Conpl et eHTTPMessageTi neout

Conpl et eT3MessageTi nmeout
Li st enAddr ess

Li st enPort

Logi nTi meoutM I lis

Logi nTi meout M | | i sSSL
Name

Not es

SSLLi st enPort

2-10

CDATA
CDATA

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

ext ended)

dat e)
fal se)

fal se)
fal se)

fal se)

fal se)
fal se)
fal se)

fal se)
fal se)
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30"
wgn

" 60"

" comon"
"access. | og"
" 1440"

#| MPLI ED
"size"
"true"

" on

woqe

woqn

#REQUI RED

#| MPLI ED

" 30"

"true"

"fal se"

#| MPLI ED

#| MPLI ED
"fal se"

"fal se"
"fal se"

#| MPLI ED
#REQUI RED
"fal se"

#| MPLI ED
"fal se"
"fal se"

n_oqe
n_qm

T
. 1n

#| MPLI ED
.

. 1n

. 1n
#REQUI RED
#| MPLI ED
iy



config.dtd File

Tunnel i ngd i ent Pi ngSecs CDATA
Tunnel i ngC i ent Ti meout Secs

CDATA
>
<I ELEMENT Server Start EMPTY >
<I ATTLI ST Server Start
Argunent s CDATA
BeaHone CDATA
O assPat h CDATA
JavaHone CDATA
Name CDATA
Not es CDATA
Passwor d CDATA
Root Di rectory CDATA
SecurityPolicyFile CDATA
User nanme CDATA
>
<!l ELEMENT SSL EMPTY >
<I ATTLI ST SSL
Cert Aut hent i cat or CDATA
CertificateCacheSi ze CDATA
Ci phersuites CDATA
ClientCertificateEnforced (true
Enabl ed (true
Export KeyLi f espan CDATA
Handl er Enabl ed (true
Host naneVeri fi cati onl gnored
(true
Host naneVeri fi er CDATA
KeyEncr ypt ed (true
Li stenPort CDATA
Logi nTimeoutM I lis CDATA
Name CDATA
Not es CDATA
Peer Val i dati onEnf or ced CDATA
Server CertificateChai nFi | eNane
CDATA
ServerCertificateFil eName CDATA
Ser ver KeyFi | eNare CDATA
Server Privat eKeyAl i as CDATA
Server Pri vat eKeyPassPhr ase
CDATA
Tr ust edCAFi | eNane CDATA
TwoWay SSLEnabl ed (true
UseJava (true

fal se)
fal se)

fal se)

fal se)

fal se)

| false)
| fal se)

w_qn

w_qn

#| MPLI ED
#| MPLI ED
#| MPLI ED
#| MPLI ED
#REQUI RED
#| MPLI ED

#1 MPLI ED
#| MPLI ED

#1 MPLI ED
" g

#| MPLI ED
"fal se"
"fal se"
"500"
"true"

"fal se"

#| MPLI ED
"fal se"
"7002"
"25000"
#REQUI RED
#| MPLI ED
"o

"server-certchain. pent

"server-cert.der"
"server-key. der"
#| MPLI ED

#1 MPLI ED
"trusted-ca. pent
"fal se"

"true"

BEA WebL ogic Server Configuration Reference

2-11



2 config.dtd

<I'ELEMENT 11 OP EMPTY >

<IATTLIST Il CP

Conpl et eMessageTi neout CDATA
I dl eConnecti onTi meout CDATA
MaxMessageSi ze CDATA
Nanme CDATA
Not es CDATA

>
<! ELEMENT Execut eQueue EMPTY >

<! ATTLI ST Execut eQueue

Nane CDATA
Not es CDATA
Thr eadCount CDATA

>
<! ELEMENT EnbeddedLDAP EMPTY >

<! ATTLI ST EnbeddedLDAP

BackupCopi es CDATA
BackupHour CDATA
BackupM nut e CDATA
CacheEnabl ed (true
CacheSi ze CDATA
CacheTTL CDATA
Credenti al CDATA
Name CDATA
Not es CDATA

>

<! ELEMENT Admi ni strator EMPTY

\

<! ATTLI ST Admi ni strat or

Emai | Addr ess CDATA
Nane CDATA
Not es CDATA
PhoneNunber CDATA
Wit eAut hori zed (true |

>
<! ELEMENT Appl i cati onManager EMPTY >

<! ATTLI ST Appli cati onManager

Aut oDepl oyedEnabl ed (true |
Aut oUpdat el nt er val CDATA
Nane CDATA
Not es CDATA
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fal se)

fal se)

fal se)

" 60"
" 60"
"10000000"
#REQUI RED
#1 MPLI ED

#REQUI RED
#| MPLI ED
“ 15

-
" ogn

" 05"
"true"

" 3on

" 60"

#| MPLI ED
#REQUI RED
#| MPLI ED

"root"
#REQUI RED
#| MPLI ED
#| MPLI ED
"fal se"

"true"
"3000"
#REQUI RED
#| MPLI ED



config.dtd File

<! ELEMENT Application ( EJBConponent* | WebAppConmponent* )* >

<I' ATTLI ST Application
Depl oynent Ti neout
Depl oynent Type

CDATA "600000"
(TYPE_EAR |

TYPE_EXPLODED EAR |

TYPE_COVPONENT |
TYPE_EXPLODED_COVPONENT) " TYPE_UNKNOW'

Last Mbdi fi ed CDATA " 0"
LoadOr der CDATA "100"
Name CDATA #REQUI RED
Not es CDATA #|1 MPLI ED
Pat h CDATA #REQUI RED
St agi nghbde (nostage | stage |
ext ernal _st age) #1 MPLI ED

St agi ngPat h CDATA #1 MPLI ED

>

<! ELEMENT EJBConponent EMPTY >

<I' ATTLI ST EJBConponent
Application CDATA #1 MPLI ED
Depl oynent Or der CDATA "1000"
ExtraRm cOpti ons CDATA #| MPLI ED
ForceCeneration (true | false) "fal se"
JavaConpi | er CDATA #1 MPLI ED
JavaConpi | er Post O assPath CDATA #1 MPLI ED
JavaConpi | er Pred assPat h CDATA #1 MPLI ED
KeepCener at ed (true | false) "true"
Name CDATA #REQUI RED
Not es CDATA #|1 MPLI ED
Targets CDATA #1 MPLI ED
TrpPat h CDATA "tmp_ej b"
URI CDATA #REQUI RED
Ver boseEJBDepl oynent Enabl ed

CDATA "fal se"

>

<! ELEMENT WebAppConmponent EMPTY >

<I ATTLI ST WebAppConponent

Application CDATA #1 MPLI ED
Aut hFil ter CDATA #| MPLI ED
Aut hReal mNane CDATA "webl ogi c"
Depl oynent Or der CDATA "1000"

I ndexDi r ect or yEnabl ed (true | false) "fal se"
Nanme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Pr ef er Wbl nf d asses (true | false) "fal se"

Ser vl et Ext ensi onCaseSensitive
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2 config.dtd

(true
Ser vl et Rel oadCheckSecs CDATA
Sessi onMbni t ori ngEnabl ed (true
Si ngl eThr eadedSer vl et Pool Si ze

CDATA
Targets CDATA
URI CDATA
Vi rtual Host s CDATA
WebServers CDATA

>
<! ELEMENT Bri dgeDesti nati on EMPTY >

<I ATTLI ST Bri dgeDesti nati on

Adapt er INDI Nane CDATA
Cl asspath CDATA
Name CDATA
Not es CDATA
Properties CDATA
User Name CDATA
User Passwor d CDATA

>
<! ELEMENT Cachi ngReal m EMPTY >

<I ATTLI ST Cachi ngReal m

ACLCacheEnabl e (true
ACLCacheSi ze CDATA
ACLCacheTTLNegati ve CDATA
ACLCacheTTLPosi tive CDATA

Aut hent i cati onCacheEnable (true
Aut hent i cati onCacheSi ze CDATA
Aut hent i cati onCacheTTLNegati ve

CDATA
Aut hent i cati onCacheTTLPositive

CDATA
Basi cReal m CDATA
CacheCaseSensitive (true
G oupCacheEnabl e (true
GroupCacheSi ze CDATA
GroupCacheTTLNegat i ve CDATA
GroupCacheTTLPositive CDATA
Gr oupMenber shi pCacheTTL CDATA
Nane CDATA
Not es CDATA
Per mi ssi onCacheEnabl e (true
Per m ssi onCacheSi ze CDATA
Per m ssi onCacheTTLNegat i ve

CDATA

Per m ssi onCacheTTLPositive
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fal se)

fal se)

fal se)

fal se)

fal se)
fal se)

fal se)

"fal se"
wqn
"fal se"

“ge
#| MPLI ED
#REQUI RED
#| MPLI ED
#| MPLI ED

" JVB_XA_ADAPTER JNDI "
#| MPLI ED

#REQUI RED

#| MPLI ED

#| MPLI ED

#| MPLI ED

#| MPLI ED

"true"
"211"
"10"
"GO"
"true"
"211"

"10"

" 60"
#REQUI RED
"true"
"true"
"211"

"10"

" 60"

"300"
#REQUI RED
#1 MPLI ED
"true"
"211"

"10"



config.dtd File

User CacheEnabl e

User CacheSi ze

User CacheTTLNegati ve

User CacheTTLPosi ti ve
>

CDATA
(true |
CDATA
CDATA
CDATA

<! ELEMENT Cluster ( Server* )* >

<! ATTLI ST d uster
C i ent Cert ProxyEnabl ed
Cl ust er Addr ess
Def aul t LoadAl gorithm

Mul ti cast Addr ess
Mul ti cast Buf fer Si ze
Mul ti cast Port
Mul ti cast SendDel ay
Mul ticast TTL
Name
Not es

>

(true |
CDATA

fal se)

fal se)

(round-robin |

wei ght - based |

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

<! ELEMENT Connect or Conponent EMPTY >

<I ATTLI ST Connect or Conponent
Application
Depl oynent O der
Nane
Not es
Targets
URI
>

<! ELEMENT Cust onrReal m EMPTY >

<I ATTLI ST CustonReal m
ConfigurationData
Name
Not es
Passwor d
Real nCl assNane

>

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

CDATA
CDATA
CDATA
CDATA
CDATA

<! ELEVMENT Domai nLogFi |l ter EMPTY >

<I ATTLI ST Domai nLogFi | ter
Name
Not es
SeveritylLevel

CDATA
CDATA
(I NFO |

VARNI NG |

random

"BO"
"true"
"211"
"10"

" 60"

"fal se"
#| MPLI ED

"round-robi n"
"237.0.0.1"
"4

"7001"

nom

wqn

#REQUI RED

#| MPLI ED

#| MPLI ED
"1000"
#REQUI RED
#| MPLI ED
#| MPLI ED
#REQUI RED

#| MPLI ED
#REQUI RED
#| MPLI ED
#| MPLI ED
#| MPLI ED

#REQUI RED
#1 MPLI ED
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2 config.dtd

ERROR | NOTI CE |
CRITICAL | ALERT |

EMERGENCY) "16"

Subsyst enNanes CDATA #1 VPLI ED
User | ds CDATA #1 MPLI ED

>

<! ELEMENT EJBCont ai ner EMPTY >

<! ATTLI ST EJBCont ai ner
Ext raRmi cOpti ons CDATA #| MPLI ED
For ceGenerat i on (true | false) "fal se"
JavaConpi | er CDATA #1 MPLI ED
JavaConpi | er Post O assPath CDATA #1 MPLI ED
JavaConpi | er Pred assPat h CDATA #1 MPLI ED
KeepCener at ed (true | false) "true"
Nanme CDATA #REQUI RED
Not es CDATA #| VPLI ED
TrpPat h CDATA "tnp_ej b"
Ver boseEJBDepl oynent Enabl ed

CDATA "fal se"

>

<! ELEMENT Fi | eReal m EMPTY >

<I ATTLI ST Fi |l eReal m
MaxACLs CDATA "1000"
MaxG oups CDATA "1000"
MaxUser s CDATA "1000"
Nanme CDATA #REQUI RED
Not es CDATA #| VPLI ED

>
<! ELEMENT Fil eT3 (Deprecated) EMPTY >

<I ATTLI ST Fi | eT3 (Deprecat ed)

Depl oynent O der CDATA "1000"
Name CDATA #REQUI RED
Not es CDATA #| VPLI ED
Pat h CDATA #| MPLI ED
Targets CDATA #| VPLI ED

>
<! ELEMENT JDBCConnecti onPool EMPTY >

<! ATTLI ST JDBCConnect i onPool

ACLNane CDATA #| MPLI ED
Capaci tyl ncr ement CDATA "1
ConnLeakProfilingEnabled (true | false) “fal se"
Depl oynent O der CDATA "1000"
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>

Dri ver Nane

Initial Capacity

Logi nDel aySeconds
MaxCapaci ty

Nane

Not es

Passwor d

Pr epar edSt at ement CacheSi ze

Properties

Ref reshM nut es

Shri nkPeri odM nut es

Shri nki ngEnabl ed
Support sLocal Transacti on
Targets

Test Connect i onsOnRel ease
Test Connect i onsOnReserve
Test Tabl eNane

URL

XAPasswor d

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

CDATA
CDATA
CDATA
CDATA
(true
(true
CDATA
(true
(true
CDATA
CDATA
CDATA

fal se)
fal se)

fal se)
fal se)

<! ELEMENT JDBCDat aSour ceFactory EMPTY >

<l ATTLI ST JDBCDat aSour ceFact ory

>

Driver Cl assName
Fact or yNane
Nane

Not es
Properties

URL

User Nane

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

<! ELEMENT JDBCDat aSour ce EMPTY >

<! ATTLI ST JDBCDat aSour ce

Connect i onWai t Peri od
Depl oynment O der

JNDI Nane

Narne

Not es

Pool Nane

RowPr ef et chEnabl ed
RowPr ef et chSi ze

St r eanChunkSi ze
Targets

Wi t For Connecti onEnabl ed

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
(true
CDATA
CDATA
CDATA
(true

| fal se)

| false)

#| MPLI ED
" pn

" gn

wpn

#REQUI RED
#| MPLI ED
#| MPLI ED

" on
#1 MPLI ED
" on

" 15
"true"
"fal se"
#| MPLI ED
"fal se"
"fal se"
#| MPLI ED
#1 MPLI ED
#| MPLI ED

#| MPLI ED
#| MPLI ED
#REQUI RED
#| MPLI ED
#| MPLI ED
#| MPLI ED
#| MPLI ED

wqn
"1000"
#REQUI RED
#REQUI RED
#1 MPLI ED
#| MPLI ED
"fal se"

" 48"

" 256"

#| MPLI ED
"fal se"
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<! ELEMENT JDBCMul ti Pool EMPTY >

<! ATTLI ST JDBCMUI ti Pool

ACLNarme CDATA #1 MPLI ED
Al gori t hnType (High-Availability |
Load- Bal anci ng) "Hi gh-Avail ability"
Depl oynent Or der CDATA "1000"
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Pool Li st CDATA #1 MPLI ED
Targets CDATA #1 MPLI ED

>
<! ELEMENT JDBCPool Conponent EMPTY >

<I ATTLI ST JDBCPool Conponent

Appl i cation CDATA #1 MPLI ED
Depl oynent Or der CDATA "1000"
Name CDATA #REQUI RED
Not es CDATA #| VPLI ED
Targets CDATA #| MPLI ED
URI CDATA #REQUI RED

>

<! ELEMENT JDBCTxDat aSource EMPTY >

<! ATTLI ST JDBCTxDat aSour ce

Depl oynent Or der CDATA "1000"
Enabl eTwoPhaseConmi t (true | false) "fal se"
JNDI Nane CDATA #| VPLI ED
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Pool Nane CDATA #| VPLI ED
RowPr ef et chEnabl ed (true | false) "fal se"
RowPr ef et chSi ze CDATA " 48"

St reanChunkSi ze CDATA " 256"
Targets CDATA #| VPLI ED

>
<! ELEMENT JNVSBri dgeDesti nati on EMPTY >

<I ATTLI ST JNVSBri dgeDestinati on

Adapt er INDI Nane CDATA
"ei s.jms. W.SConnecti onFact or yJNDI XA"

Cl asspath CDATA #1 MPLI ED

Connecti onFact oryJNDI Name CDATA #1 MPLI ED

Connect i onURL CDATA #| VPLI ED

Desti nati onJNDI Narme CDATA #1 VPLI ED

Desti nati onType (Queue | Topic) "Queue"

I nitial ContextFactory CDATA
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config.dtd File

>

Narme

Not es

User Nanme
User Passwor d

"webl ogi c. j ndi

CDATA
CDATA
CDATA
CDATA

<! ELEMENT JMSConnecti onFactory EMPTY >

<! ATTLI ST JMsConnecti onFact ory

>

Acknow edgePol i cy
Al l owd osel nOnMessage
Cientld

Def aul t Del i ver yMbde

Defaul tPriority

Def aul t Redel i ver yDel ay
Def aul t Ti mreToDel i ver
Def aul t Ti meTolLi ve

Depl oynent O der

FI owCont r ol Enabl ed

Fl owl nt erva

FI owMaxi mum

Fl owM ni mum

FI owsSt eps

JNDI Nane
LoadBal anci ngEnabl ed
MessagesMaxi mum

Nane

Not es

OverrunPolicy
Server Af fi ni t yEnabl ed
Targets
Transacti onTi neout
User Transact i onsEnabl ed
XAConnect i onFact or yEnabl ed

XASer ver Enabl ed

<! ELEMENT JMVBDi stri but edQueue

<! ATTLI ST JMVBDi stri but edQueue

Depl oynent O der

For war dDel ay

JNDI Nare
LoadBal anci ngPol i cy
Nane

Not es

(Al | Previous)

(true | false)

CDATA

( PERSI STENT
NON_PERSI STENT)

CDATA

CDATA

CDATA

CDATA

CDATA

(true | false)

CDATA

CDATA

CDATA

CDATA

CDATA

(true | false)

CDATA

CDATA

CDATA

(Keepd d | KeepNew)

(true | false)

CDATA

CDATA

(true | false)

(true | false)

(true | false)

( JVBDi stri but edQueueMenber *

CDATA
CDATA
CDATA
(Round- Robi n
CDATA
CDATA

BEA WebL ogic Server Configuration Reference

RANDOV)

W.I ni ti al Cont ext Fact ory"
#REQUI RED
#| MPLI ED
#|1 MPLI ED
#| MPLI ED

WALl
"fal se"
#| MPLI ED

" PERSI STENT"

"PRI ORI TY_DEFAULT"
"n

"

"

"1000"

"true"

"10"
#| MPLI ED
"true"

" 10"
#REQUI RED
#| MPLI ED
"Keepd d"
"true"

#1 MPLI ED
"3600"
"fal se"

"fal se"
"fal se"

JMBTenpl ate? )* >

"1000"

g

#| MPLI ED

" Round- Robi n"
#REQUI RED

#| MPLI ED
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Targets CDATA #1 VPLI ED
>

<! ELEMENT JMVSDi stri but edQueueMenber EMPTY >

<! ATTLI ST JVSDi stri but edQueueMenber

JMSQueue CDATA #REQUI RED
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Wei ght CDATA "1

>
<! ELEMENT JMSTenpl ate ( JMSDesti nati onKey* | JMsQueue* | JMSTopic* )* >

<! ATTLI ST JMSTenpl ate

Byt esMaxi mum CDATA "1
Byt esPagi ngEnabl ed (true | false) "fal se"
Byt esThr eshol dHi gh CDATA noqn
Byt esThr eshol dLow CDATA "1
Del i ver yModeOverri de (Persistent |

Non- Per si stent |

No- Del i very) "No- Del i very"
Desti nati onKeys CDATA #1 MPLI ED
ErrorDestination CDATA #1 MPLI ED
MessagesMaxi mum CDATA "1
MessagesPagi ngEnabl ed (true | false) "fal se"
MessagesThr eshol dHi gh CDATA R
MessagesThr eshol dLow CDATA "1
Name CDATA #REQUI RED
Not es CDATA #1 VPLI ED
PriorityOverride CDATA R
Redel i veryDel ayQverri de CDATA "1
Redel i veryLim t CDATA "o
Ti neToDel i ver Overri de CDATA R
Ti neToLi veOverri de CDATA R

>
<! ELEMENT JMsDest i nati onKey EMPTY >

<I ATTLI ST JMSDest i nat i onKey

Direction (Ascendi ng |

KEY_DI RECTI ON_DESCENDI NG) " Ascendi ng"
KeyType (Bool ean | Byte |

Short | Int |

KEY_TYPE_LONG | Float |

Doubl e | String) "String"
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Property CDATA #REQUI RED
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<! ELEMENT JMsQueue ( JMSDesti nationKey* )* >

<! ATTLI ST JMBQueue
Byt esMaxi mum
Byt esPagi ngEnabl ed

Byt esThr eshol dHi gh
Byt esThr eshol dLow
Del i ver yModeOverri de

Dest i nati onKeys
ErrorDestination

JNDI Nanme

JNDI NaneRepl i cat ed
MessagesMaxi mum
MessagesPagi ngEnabl ed

MessagesThr eshol dHi gh
MessagesThr eshol dLow
Nanme

Not es

PriorityOverride

Redel i veryDel ayOverri de
Redel i veryLim t

St or eEnabl ed

Tenpl at e
Ti meToDel i ver Overri de
Ti meToLi veOverri de

>

CDATA

(default | false |
true)

CDATA

CDATA

(Persistent |
Non- Per si stent |
No- Del i very)

CDATA

CDATA

CDATA

(true | false)

CDATA

(default | false |
true)

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

(default | false |
true)

CDATA

CDATA

CDATA

<! ELEMENT JMSTopic ( JMsDestinationKey* )* >

<! ATTLI ST JMSTopi c
Byt esMaxi num
Byt esPagi ngEnabl ed

Byt esThr eshol dHi gh
Byt esThr eshol dLow
Del i ver yModeOverri de

Desti nati onKeys
ErrorDestination

JNDI Nane

JNDI NaneRepl i cat ed
MessagesMaxi num
MessagesPagi ngEnabl ed

CDATA

(default | false |
true)

CDATA

CDATA

(Persistent |

Non- Persi stent |
No- Del i very)
CDATA

CDATA

CDATA

(true | false)
CDATA

(default | false |

w_qn

"defaul t"
w_qn
w_qn

"No- Del i very"
#| MPLI ED

#1 MPLI ED

#1 MPLI ED
"true"

n_qe

"defaul t"
e

e
#REQUI RED
#| MPLI ED
noqn

T

woqn

"defaul t"
#| MPLI ED
noqn
T

w_oqn

"defaul t"
o
o

"No- Del i very"
#| MPLI ED

#| MPLI ED

#1 MPLI ED
"true"

T

BEA WebL ogic Server Configuration Reference  2-21



2 config.dtd

true) "defaul t"
MessagesThr eshol dHi gh CDATA "ol
MessagesThr eshol dLow CDATA moqn
Mul ti cast Addr ess CDATA #1 MPLI ED
Mul ti cast Port CDATA "6001"
Mul ticast TTL CDATA "1
Nanme CDATA #REQUI RED
Not es CDATA #| VPLI ED
PriorityOverride CDATA noqn
Redel i veryDel ayQverri de CDATA "o
Redel i veryLimt CDATA o
St or eEnabl ed (default | false |

true) "defaul t"
Tenpl ate CDATA #1 MPLI ED
Ti mreToDel i ver Overri de CDATA "o
Ti meToLi veOverri de CDATA ot

>
<! ELEMENT JMSDi stributedTopic ( JVSDi stri butedTopi cMenber* | JMsTenpl ate? )* >

<! ATTLI ST JMSDi stri but edTopic

Depl oynent Or der CDATA "1000"

JNDI Narre CDATA #1 VPLI ED
LoadBal anci ngPol i cy (Round- Robi n | RANDOW) "Round- Robi n"
Name CDATA #REQUI RED

Not es CDATA #1 VPLI ED
Targets CDATA #| VPLI ED

>
<! ELEMENT JMSDi stri but edTopi cMeber EMPTY >

<! ATTLI ST JMSDi stri but edTopi cMenmber

JMSTopi ¢ CDATA #REQUI RED
Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Wi ght CDATA "1"

>
<! ELEMENT JMSFi | eSt ore EMPTY >

<! ATTLI ST JMSFi | eStore

Directory CDATA #REQUI RED
Nanme CDATA #REQUI RED
Not es CDATA #1 MPLI ED

>
<! ELEMENT JMSJDBCSt ore EMPTY >

<! ATTLI ST JMSJDBCSt or e
Connect i onPool CDATA #| VPLI ED
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Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Pr ef i xNane CDATA #| MPLI ED

>
<! ELEMENT JMsServer ( JMsSessionPool * | JMSQueue* | JMSTopic* )* >

<! ATTLI ST JNMSSer ver

Byt esMaxi num CDATA "1

Byt esPagi ngEnabl ed (true | false) "fal se"
Byt esThr eshol dHi gh CDATA "1

Byt esThr eshol dLow CDATA "1t

Depl oynent Or der CDATA "1000"
MessagesMaxi mum CDATA "1
MessagesPagi ngEnabl ed (true | false) "fal se"
MessagesThr eshol dHi gh CDATA "1
MessagesThr eshol dLow CDATA "1
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Pagi ngSt ore CDATA #| MPLI ED
Store CDATA #| MPLI ED
Targets CDATA #| MPLI ED
Tenpor aryTenpl at e CDATA #| MPLI ED

>
<! ELEMENT JMsSessi onPool ( JMsConnectionConsuner* )* >

<! ATTLI ST JMsSessi onPool
Acknow edgehMbde ( ACKNOWLEDGE_MODE_AUTO |
ACKNOALEDGE_MODE_CLI ENT |
ACKNOW.EDGE_MODE_DUPS_ (X |
ACKNONLEDGE_MODE_NONE) " ACKNOW.EDGE_MODE_AUTO'

Connecti onFactory CDATA #| VMPLI ED
Li stenerC ass CDATA #REQUI RED
Name CDATA #REQUI RED
Not es CDATA #1 VPLI ED
Sessi onsMaxi num CDATA "1
Transact ed (true | false) "fal se"

>
<! ELEMENT JMsConnecti onConsuner EMPTY >

<! ATTLI ST JMBConnect i onConsuner

Desti nati on CDATA #REQUI RED
MessagesMaxi num CDATA "1

Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Sel ect or CDATA #| MPLI ED
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<! ELEMENT JM5Store EMPTY >

<! ATTLI ST JM5St ore
Nane CDATA
Not es CDATA
>

<! ELEMENT Jol t Connecti onPool EMPTY >

<! ATTLI ST Jol t Connect i onPool

Appl i cati onPasswor d CDATA
Depl oynent Or der CDATA
Fai | over Addr esses CDATA
Maxi munPool Si ze CDATA
M ni munPool Si ze CDATA
Name CDATA
Not es CDATA
Pri mar yAddr esses CDATA
RecvTi nmeout CDATA
Securi t yCont ext Enabl ed (true fal se)
Tar get s CDATA
User Name CDATA
User Passwor d CDATA
User Rol e CDATA

>

<I ELEMENT JTAM gr at abl eTar get EMPTY

<I ATTLI ST JTAM gr at abl eTar get
Host i ngSer ver CDATA
Name CDATA
Not es CDATA

>

<! ELEMENT JTARecoveryServi ce EMPTY >

<! ATTLI ST JTARecoveryService
Name CDATA
Not es CDATA

>

<! ELEMENT LDAPReal m EMPTY >

<! ATTLI ST LDAPReal m
Aut hPr ot ocol (none | sinple

CRAM NMD5)

Credenti al CDATA
G oupDN CDATA
G oupl sCont ext (true | false)
GroupNareAttri bute CDATA
GroupUser nanmeAttri bute CDATA
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#REQUI RED
#1 MPLI ED

#| MPLI ED
"1000"

#| MPLI ED
W

"o
#REQUI RED
#| MPLI ED
#| MPLI ED
"o

"fal se"
#| MPLI ED
#| MPLI ED
#| MPLI ED
#| MPLI ED

#1 MPLI ED
#REQUI RED
#| MPLI ED

#REQUI RED
#| MPLI ED

" none"
#| MPLI ED
"true"
"en®
"menber"
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LDAPURL
LdapProvi der

Narme

Not es

Princi pa

Real nCl assNane
SSLEnabl e

User Aut henti cati on

User DN

User NameAttri bute

User Passwor dAttri bute
>

CDATA
CDATA
"com sun. j
CDATA
CDATA
CDATA
CDATA
(true
(bind |
| ocal)
CDATA
CDATA
CDATA

fal se)
ext er nal

<! ELEMENT Machi ne ( NodeManager? )* >

<! ATTLI ST Machi ne
Addr esses
Nane
Not es

>

<! ELEMENT NodeManager EMPTY >

<! ATTLI ST NodeManager
Certificate
CertificatePassword
CertificateType
ErrorLog
Li st enAddr ess
Li st enPort
Logs
Name
Not es
Qut put Log
TrustedCertsFile
>

<! ELEMENT Mai | Sessi on EMPTY >

<! ATTLI ST Mai | Sessi on
Depl oynent O der
JNDI Nane
Name
Not es
Properties
Targets

CDATA
CDATA
CDATA

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
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"l dap:/ /| dapserver: 389"

ndi . | dap. LdapCt xFact ory"
#REQUI RED

#| MPLI ED

#| MPLI ED

#| MPLI ED

"fal se"

"bi nd"
#| MPLI ED
"user passwor d"

#1 MPLI ED
#REQUI RED
#1 MPLI ED

"denpb.crt"
"password"
" RSA"

#| MPLI ED

"l ocal host"
" 5555"

#| MPLI ED
#REQUI RED
#| MPLI ED

#| MPLI ED
"trusted.crt"”

"1000"
#1 MPLI ED
#REQUI RED
# MPLI ED
#1 MPLI ED
#1 MPLI ED
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<! ELEMENT Messagi ngBri dge EMPTY >

<I ATTLI ST Messagi ngBri dge
AsyncEnabl ed
Bat chl nterva
Bat chSi ze
Depl oynent Or der
Dur abi | i t yEnabl ed
I dl eTi meMaxi mum
Name
Not es
QOSDegr adat i onAl | owed
Qual ityCf Service

Reconnect Del ayl ncr ease
Reconnect Del ayMaxi mum

Reconnect Del ayM ni num
Sel ect or

Sour ceDesti nati on
Started

Tar get Desti nati on
Targets

Transacti onTi meout
>

(true | false)
CDATA

CDATA

CDATA

(true | false)
CDATA

CDATA

CDATA

(true | false)
(Exactly-once
At nost - once

Dupl i cat e- okay)

CDATA
CDATA
CDATA
CDATA
CDATA
(true | false)
CDATA
CDATA
CDATA

<! ELEMENT M gr at abl eRM Servi ce EMPTY >

<! ATTLI ST M gr at abl eRM Ser vi ce

Depl oynent Or der
Name
Not es
Tar get s
>

CDATA
CDATA
CDATA
CDATA

<! ELEMENT Net wor kChannel EMPTY >

<I ATTLI ST Networ kChanne
Accept Backl og
BoundCQut goi ngEnabl ed
COMEnabl ed
Channel Wi ght
Cl ust er Addr ess
Conpl et eCOMMessageTi neout
Conpl et eHTTPMessageTi neout

Conpl et eT3MessageTi meout
Depl oynent Or der

Descri ption

HTTPEnabl ed
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CDATA
(true | false)
(true | false)
CDATA
CDATA
CDATA

CDATA
CDATA
CDATA
CDATA
(true | false)

"true"
woqn

" 10"
"1000"
"true"

" 60"
#REQUI RED
#| MPLI ED
"fal se"

"Exact|y-once"
wgn

" 60"

"5

#| VPLI ED

#| VPLI ED
"true"

#| VPLI ED

#| VPLI ED

" 30"

" 1000"
#REQUI RED
#| MPLI ED
#| MPLI ED

" 50"
"fal se"
"fal se"

" 50"

#| MPLI ED
" 60"

" 60"
" 60"
"1000"

#| VPLI ED
"fal se"
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>

HTTPSEnabl ed

Li st enPort

Li st enPort Enabl ed

Logi nTinmeoutM I lis
Logi nTi neout M | | i sSSL
MaxCOWMessageSi ze
MaxHTTPMessageSi ze
MaxT3MessageSi ze

Nane

Not es

Qut goi ngEnabl ed
SSLLi st enPort

SSLLi st enPor t Enabl ed
T3Enabl ed

T3SEnabl ed

Targets

Tunnel i ngd i ent Pi ngSecs
Tunnel i ngd i ent Ti neout Secs

Tunnel i ngEnabl ed

<! ELEMENT NTReal m EMPTY >

<! ATTLI ST NTReal m

>

| gnor eBadDorai nNane
Nane

Not es

Pri mar yDonmai n

Real mC assNane

(true
CDATA
(true
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
(true
CDATA
(true
(true
(true
CDATA
CDATA

CDATA
(true

(true
CDATA
CDATA
CDATA
CDATA

<! ELEMENT Passwor dPol i cy EMPTY >

<! ATTLI ST Passwor dPol i cy

>

Lockout CacheSi ze
Lockout Durati on
Lockout Enabl ed
Lockout GCThr eshol d
Lockout Reset Durati on
Lockout Threshol d

M ni munPasswor dLengt h
Narme

Not es

<! ELEMENT RDBMSReal m EMPTY >

<! ATTLI ST RDBMSReal m

Dat abaseDri ver

CDATA
CDATA
(true
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

CDATA

fal se)

fal se)

fal se)

fal se)
fal se)
fal se)

fal se)

fal se)

fal se)

"fal se"
"8001"
"fal se"
"5000"
"25000"
"10000000"
"10000000"
"10000000"
#REQUI RED
#1 MPLI ED
"true"
"8002"
"fal se"
"fal se"
"fal se"

#1 MPLI ED
" 45

" 40"
"fal se"

"fal se"

#REQUI RED
#| MPLI ED
#1 MPLI ED
#| MPLI ED

wgn
" 30"
"true"

" 400"

"

e

" ge

#REQUI RED
#| MPLI ED

BEA WebL ogic Server Configuration Reference  2-27



2 config.dtd

Dat abasePassword
Dat abaseURL

Dat abaseUser Nane
Nane

Not es

Real nCl assNane

SchenmaProperties
>

<! ELEMENT RMCFactory EMPTY >

<I ATTLI ST RMCFactory
Depl oynent Or der
JNDI Narre
Name
Not es
Targets

>

<! ELEMENT Shut downd ass EMPTY >

<! ATTLI ST Shut downd ass
Argunment s
Cl assNane
Depl oynent Or der
Nane
Not es
Targets
>

<! ELEMENT SNVPJMXNbni t or

<! ATTLI ST SNMPJMXNbni t or
Enabl edSer vers
Moni t or edAt t ri but eNane
Moni t or edVBeanNane
Moni t or edMBeanType
Nanme
Not es
Pol I'i ngl nt er val

>

<! ELEMENT SNMPTrapSource ( Server* )* >

<I ATTLI ST SNMPTr apSour ce
Nare

2-28 BEA WebL ogic Server Configuration Reference

EMPTY >

" COM cl oudscape. core. JDBCDri ver"

CDATA #1 MPLI ED
CDATA

"j dbc: cl oudscape: denp; creat e=tr ue; aut oconmi t =f al se"
CDATA #| MPLI ED
CDATA #REQUI RED
CDATA #| MPLI ED
CDATA

"exanpl es. security. rdbnsreal m RDBVSReal nt'

CDATA #| MPLI ED
CDATA "1000"
CDATA #| MPLI ED
CDATA #REQUI RED
CDATA #| MPLI ED
CDATA #| MPLI ED
CDATA #| MPLI ED
CDATA #REQUI RED
CDATA "1000"
CDATA #REQUI RED
CDATA #1 MPLI ED
CDATA #| MPLI ED
CDATA #1 MPLI ED
CDATA #| MPLI ED
CDATA #| MPLI ED
CDATA #1 MPLI ED
CDATA #REQUI RED
CDATA #| MPLI ED
CDATA "o"
CDATA #REQUI RED
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Not es
>

CDATA

<l ELEMENT StartupC ass EMPTY >

<I ATTLI ST StartupC ass
Ar gunent s
Cl assNane
Depl oynent O der
Fai | urel sFat al
LoadBef or eAppDepl oynent s
Nane
Not es

Targets
>

CDATA
CDATA
CDATA
(true | false)
(true | false)
CDATA
CDATA
CDATA

<! ELEMENT Uni xMachi ne ( NodeManager? )* >

<I ATTLI ST Uni xMachi ne
Addr esses
Name
Not es
Post Bi nd@ D
Post Bi nd@ DEnabl ed
Post Bi ndUl D
Post Bi ndUl DEnabl ed
>

<! ELEMENT Uni xReal m EMPTY >

<I ATTLI ST Uni xReal m
Aut hPr ogram
Narne
Not es
Real nCl assNane
>

<! ELEMENT WebSer vi ceConponent

<! ATTLI ST WebSer vi ceConponent

Application

Aut hFil ter

Aut hReal niNare

Depl oynent O der

I ndexDi r ect or yEnabl ed
Narme

Not es

Pr ef er Wbl nf d asses

CDATA
CDATA
CDATA
CDATA
(true | false)
CDATA
(true | false)

CDATA
CDATA
CDATA
CDATA

EMPTY >

CDATA
CDATA
CDATA
CDATA
(true | false)
CDATA
CDATA
(true | false)

Ser vl et Ext ensi onCaseSensitive

(true | false)

#| MPLI ED

#| MPLI ED
#REQUI RED
"1000"
"fal se"
"fal se"
#REQUI RED
#| MPLI ED
#1 MPLI ED

#| MPLI ED
#REQUI RED
#| MPLI ED
"nobody"
"fal se"
"nobody"
"fal se"

"w aut h"
#REQUI RED
#| MPLI ED
#| MPLI ED

#| MPLI ED
#| MPLI ED
"webl ogi c"
"1000"
"fal se"
#REQUI RED
#| MPLI ED
"fal se"

"fal se"
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Ser vl et Rel oadCheckSecs CDATA
Sessi onMbni t ori ngEnabl ed (true | false)
Si ngl eThr eadedSer vl et Pool Si ze

CDATA
Targets CDATA
URI CDATA
Vi rtual Host s CDATA
WebServers CDATA

>
<! ELEMENT WLECConnect i onPool EMPTY >

<! ATTLI ST WLECConnect i onPool
Appl i cati onPasswor d CDATA
CertificateAut henticati onEnabl ed
(true | false)

Depl oynent O der CDATA
Fai | over Addr esses CDATA
Maxi munEncrypti onLevel CDATA
Maxi munPool Si ze CDATA
M ni munEncrypti onLevel CDATA
M ni munPool Si ze CDATA
Nanme CDATA
Not es CDATA
Pri mar yAddr esses CDATA
Securi t yCont ext Enabl ed (true | false)
Targets CDATA
User Nane CDATA
User Passwor d CDATA
User Rol e CDATA
WL.EDonmai n CDATA

>

<! ELEMENT WICResour ces EMPTY >

<! ATTLI ST WICResour ces

AppPasswor d CDATA
AppPasswor dl V CDATA
FI dTbl 16Cl asses CDATA
Fl dThbl 320 asses CDATA
Nane CDATA
Not es CDATA
Vi ewThl 160 asses CDATA
Vi ewThl 320 asses CDATA

>
<I ELEMENT WICt Bri dged obal EMPTY >

<I ATTLI ST WI'Ct Bri dged obal
Al | owNonSt andar dTypes CDATA
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W
"fal se"

" g
#1 MPLI ED
#REQUI RED
#| MPLI ED
#1 MPLI ED

#| MPLI ED

"fal se"
"1000"

#| MPLI ED
"o

wqn

"o

wqn
#REQUI RED
#| MPLI ED
#| MPLI ED
"fal se"
#| MPLI ED
#| MPLI ED
#| MPLI ED
#| MPLI ED
#| MPLI ED

#1 MPLI ED
#1 MPLI ED
#1 MPLI ED
#1 MPLI ED
#REQUI RED
#1 MPLI ED
#1 MPLI ED
#| MPLI ED
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Def aul t Repl yDel i ver yMode (PERSI ST | NONPERSI ST |
DEFAULT) #| MPLI ED

Del i ver yMbdeOverri de (PERSI ST | NONPERSI ST) #| MPLI ED
JnmsFactory CDATA #REQUI RED
JnsToTuxPriorityMap CDATA #1 MPLI ED
Jndi Factory CDATA #REQUI RED
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
Retries CDATA "o"
Ret ryDel ay CDATA "10"
Ti meout CDATA " 60"
Transacti onal CDATA " YES"
TuxError Queue CDATA #1 VPLI ED
TuxFactory CDATA #REQUI RED
TuxToJnsPriorityMap CDATA #1 MPLI ED
Userld CDATA #|1 MPLI ED
W sErrorDestination CDATA #1 MPLI ED

>

<! ELEMENT XMLEntityCache EMPTY >

<I ATTLI ST XM_EntityCache
CacheDi skSi ze CDATA "5"
CachelLocati on CDATA "xm cache"
CacheMenorySi ze CDATA " 500"
CacheTi neout | nt er val CDATA "120"
MaxSi ze CDATA "0
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED

>

<l ELEMENT XM.Regi stry ( XM.Regi stryEntry* | XM.Parser Sel ect Regi stryEntry* |
XMLEnti t ySpecRegi stryEntry* )* >

<I ATTLI ST XM_Regi stry

Docunent Bui | der Fact ory CDATA
"webl ogi c. apache. xer ces. j axp. Docunent Bui | der Fact oryl npl "
Name CDATA #REQUI RED
Not es CDATA #|1 MPLI ED
SAXPar ser Fact ory CDATA
"webl ogi c. apache. xer ces. j axp. SAXPar ser Fact oryl npl "
Tr ansf or mer Fact ory CDATA

"webl ogi c. apache. xal an. processor. Tr ansf or mer Fact oryl npl "
(cache-on-reference |
cache-at-initialization |
cache- never) "cache-on-reference"

WhenToCache

>

<! ELEMENT XM.Regi stryEntry EMPTY >
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<I ATTLI ST XM_Regi stryEntry

Docunent Bui | der Fact ory CDATA #1 MPLI ED
EntityPath CDATA #| MPLI ED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Par ser Cl assNane CDATA #1 MPLI ED
Publicld CDATA #1 VPLI ED
Root El enent Tag CDATA #1 MPLI ED
SAXPar ser Fact ory CDATA #1 MPLI ED
Systenl d CDATA #1 VPLI ED

>
<! ELEMENT XM_.Par ser Sel ect Regi stryEntry EMPTY >

<I ATTLI ST XM_Par ser Sel ect Regi stryEntry

Docunent Bui | der Fact ory CDATA #1 MPLI ED
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Par ser Cl assNane CDATA #1 MPLI ED
Publicld CDATA #| MPLI ED
Root El enent Tag CDATA #1 MPLI ED
SAXPar ser Fact ory CDATA #1 MPLI ED
Systenl d CDATA #| MPLI ED
Tr ansf or ner Fact ory CDATA #1 MPLI ED

>
<! ELEMENT XML.EntitySpecRegi stryEntry EMPTY >

<I ATTLI ST XMLEntitySpecRegi stryEntry

CacheTi neout | nt er val CDATA "-1m
EntityURI CDATA #1 MPLI ED
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Publicld CDATA #1 MPLI ED
Systenl d CDATA #1 MPLI ED
VWhenToCache (cache-on-reference |

cache-at-initialization |

cache- never |

defer-to-registry-setting)
"defer-to-registry-setting"
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3 Administrator

Description
This bean provides contact information for a system administrator. A domain may
define one or more administrators.

Syntax

<! ELEMENT Admi ni strator EMPTY >

<I ATTLI ST Admi ni strat or

Emai | Addr ess CDATA "root"
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
PhoneNunber CDATA #| MPLI ED
Wit eAuthori zed (true | false) "fal se"

>

Parent Elements

The Administrator element is a child of the Domain element.

Attributes

Table 3-1 Administrator M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
EmailAddress Thisadminstrator'semail address. Thisis Default: " r oot " Email
either awell-formed email address or
null.
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3 Administrator

Table 3-1 Administrator M Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Freeform user information about this
Administrator. This method may return
null. Typically may include information
such as email address, phone number, or
location.

Notes

PhoneNumber

Returns this administrator's phone
number, or null if none has been
specified.

Phone Number

WriteAuthorized

Whether this administrator has write
access to the configuration.

Write Access?
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4 Application

Description
An application represents a J2EE application contained in an EAR file or EAR
directory. The EAR file contains a set of components such as WAR, EJB and RAR
connector components, each of which can be deployed on one or more Targets. A
targetisaserver or acluster. If theapplication is provided as astandal one module, then
this MBean is a synthetic wrapper application only.

Syntax

<! ELEMENT Application ( EJBConponent* | WebAppConmponent* )* >

<I' ATTLI ST Application
Depl oynent Ti neout CDATA " 600000"
Depl oynent Type (TYPE_EAR |
TYPE_EXPLODED EAR |
TYPE_COVPONENT |
TYPE_EXPLODED_COMPONENT) " TYPE_UNKNOM"

Last Modi fi ed CDATA 0
LoadOr der CDATA "100"
Nane CDATA #REQUI RED
Not es CDATA #I1 MPLI ED
Pat h CDATA #REQUI RED
St agi nghvbde (nostage | stage |
ext ernal _st age) #1 MPLI ED
St agi ngPat h CDATA #1 MPLI ED
>
Parent Elements

The Application element is a child of the Domain element.
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4 Application

Attributes

Table4-1 ApplicationM Bean Element Attributes

Attribute Description

Rangeof Values  Console L abel

and Default

DeploymentTimeout ~ Milliseconds granted for a cluster
deployment task on this application. If
any deployment tasks remain active for
longer, the task will be cancelled. The
default is ~10 minutes. Note that the
server only checks for timed out

deployments about once a minute.
Only cluster deployments can be timed

Default: 600000 Deployment Timeout

out.
DeploymentType Specifies category of this application. Default: Deployment Type
This attribute will be derived if not TYPE_UNKNOWN
specified in the configuration. Valid values:
m  TYPE_EAR
m  TYPE _EXPLCDED
_EAR
= TYPE_COVPONEN
T
m  TYPE _EXPLCDED
_COVPONENT
LastModified Thetimewhen thisapplicationwaslast  Default: 0 Last Modified
loaded.
LoadOrder Specifies the order applications are Default: 100 Load Order
loaded at server startup. Applications
with the lowest values are loaded first.
Application ordering is only supported
for applications deployed with the 2
phase protocol.
Name The name of this configuration. Name

WebL ogic Server uses an MBean to

implement and persist the configuration.
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Table4-1 ApplicationMBean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

Notes

Optional information that you can
include to describe this configuration.

Notes

Path

The location of the original source
application files on the Admin Server.
Relative pathsare based on theroot of the
Admin Server installation directory. Itis
highly recommended to use absolute
paths to minimize possible issues when
upgrading the server.

If the application is not being staged
(StagingM ode==nostage) then the path
must be valid on the target server.

The path to an Enterprise application
(EAR) isthelocation of the .ear file or
theroot of the EARif it is unarchived.
e.g. Path="myapps/app.ear" isvalid. If
the application is a standalone module
then the path isthe parent directory of the
module. e.g. If the module is located at
myapps/webapp/webapp.war, the
Path="myapps/webapp" is correct,
whereas
Path="myapps/webapp/webapp.war" is
incorrect.

Path

StagingMode

Indicates whether this application is
being staged. Staging involves
distributing the application filesfrom the
admin server to the targeted managed
serversstaging directory. Thisattributeis
used to override the managed server's
StagingM ode attribute.

Default: nul |
Valid values:

"nost age"
"stage"
"external _sta
ge"

Staging Mode
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Table4-1 ApplicationM Bean Element Attributes

Attribute Description

Range of Values

and Default

Console L abel

StagingPath Identifies the directory path on the

managed server relative to the server's
StagingDirectoryName. Thisis the path
used to prepare and activate an
application on amanaged server. This
attribute is derived from the Path
attribute, and depends on whether the
application is being staged. If the Path
attribute for application, myapp, is
foo.ear, the staging path is set to
myapp/foo.ear. If the path is
C:\myapp.ear, the staging path is
myapp/myapp.ear. |f the application is
not being staged

(StagingM ode==nostage), then the
staging path is the same as the Path
attribute. If this application is not being
staged, the staging path is equivalent to
source path (Path attribute)

Staging Path

4-4
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5 ApplicationManager

Description
The application manager is responsible for managing application across a Domain. It
isan AdminServer only MBean that is configurable as a singleton child of Domain.
Syntax

<l ELEMENT Appl i cati onManager EMPTY >

<I ATTLI ST Appl i cati onManager

Aut oDepl oyedEnabl ed (true | false) "true"
Aut oUpdat el nt er val CDATA "3000"
Nanme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
>
Parent Elements

The ApplicationManager element is a child of the Domain element.

Attributes

Table5-1 ApplicationManager M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AutoDeployedEnabl  Returns whether or not to automatic Default: t r ue Auto Deployed
ed deployment is enabled. This defaults to Enabled
false. In a production environment, this
variabled should be set to false.
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5 ApplicationManager

Table5-1 ApplicationManager M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AutoUpdatelnterval  The auto-update interface for the Default: 3000 Auto Update Interval

application manager.

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
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O BridgeDestination

Description
This class represents a messaging bridge destination for non-JM S providers.
Each messaging bridge consists of two destinations that are being bridged: the source
destination is the destination from which messages are received, while the target
destination is the destination to which messages are sent.

Syntax

<! ELEMENT Bri dgeDesti nati on EMPTY >

<I' ATTLI ST Bri dgeDesti nation

Adapt er JINDI Nane CDATA "JMS_XA ADAPTER_JNDI "
Cl asspath CDATA #1 MPLI ED
Nanme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Properties CDATA #1 MPLI ED
User Nanme CDATA #| MPLI ED
User Passwor d CDATA #| MPLI ED
>
Parent Elements

The BridgeDestination element is a child of the Domain element.
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6 BridgeDestination

Attributes

Table 6-1 BridgeDestinationM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AdapterJNDIName  Definesthe INDI name of the adapter Default: Adapter INDIName
used to communicate with the specified  JMS_XA_ADAPTER
destination. Thisnameisis specifiedin ~ _JNDI

the adapter's deployment descriptor file
and is used by the WebL ogic Server
Connector container to bind the adapter
in WebL ogic Server INDI.

Defines the CLASSPATH of the bridge
destination, which ismainly used to
connect to a different release of

WebL ogic IMS.

When connecting to a destination that is
running on WebL ogic Server 6.0 or
earlier, the bridge destination must
supply a CLASSPATH that indicates the
locations of the classes for the earlier
WebL ogic Server implementation.

Note: When connecting to a 3rd party
JMS provider, the bridge destination
must supply the provider's CLASSPATH
either with this attribute or in the

WebL ogic Server CLASSPATH.

Classpath

Classpath

Name The name of this configuration.
WebL ogic Server uses an MBean to

implement and persist the configuration.

Name

Notes Optional information that you can

include to describe this configuration.
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Table 6-1 BridgeDestinationM Bean Element Attributes

Attribute Description

Rangeof Values  Console L abel
and Default

A string value that specifies all the
properties of the bridge destination. The
destination properties must be separated
by semicolons (;).

Properties

Thefollowing properties arerequired for
WebL ogic JM S implementations:

Connecti onURL=
The URL used to establish a
connection to the destination.

Connecti onFact or yJNDI Nane=
The JNDI name of the IMS
connection factory used to
create a connection.

Dest i nati onJNDI Nane=
The INDI name of the IMS
destination.

Desti nati onType=
Either queue or topic.

I nitial ContextFactory=
The factory used to get the
JNDI context.

Properties
(key=value)

Defines an optional user name that the
adapter will use to access the bridge
destination.

Note: All operations doneto the specified

UserName

destination are done using this user name

and the corresponding password.
Therefore, the User Name/Password for
the source and target destinations must
have permission to the access the
underlying IMS destinationsin order for
the messaging bridge to work.

User Name
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6 BridgeDestination

Table 6-1 BridgeDestinationM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
UserPassword Defines the user password that the User Password
adapter uses to access the bridge
destination.
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[/ CachingRealm

Syntax

<! ELEMENT Cachi ngReal m EMPTY >

<I ATTLI ST Cachi ngReal m
ACLCacheEnabl e
ACLCacheSi ze
ACLCacheTTLNegati ve
ACLCacheTTLPosi tive

Aut hent i cati onCacheEnabl e
Aut hent i cati onCacheSi ze

(true
CDATA
CDATA
CDATA
(true
CDATA

Aut henti cati onCacheTTLNegati ve

CDATA

Aut hent i cati onCacheTTLPositive

Basi cReal m
CacheCaseSensitive

G oupCacheEnabl e

G oupCacheSi ze

G oupCacheTTLNegat i ve
G oupCacheTTLPosi tive

G oupMenber shi pCacheTTL

Narne

Not es

Per m ssi onCacheEnabl e
Per m ssi onCacheSi ze

Per m ssi onCacheTTLNegat i ve

Per m ssi onCacheTTLPositive

User CacheEnabl e

User CacheSi ze

User CacheTTLNegati ve
User CacheTTLPositive

CDATA
CDATA
(true
(true
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
(true
CDATA

CDATA

CDATA
(true
CDATA
CDATA
CDATA

| fal se)

| fal se)

| fal se)
| fal se)

| fal se)

| false)

"true"
"211"
"10"
" 60"
"true"
"211"

"10"

" 60"
#REQUI RED
"true"
"true"
"211"

Sy

" 50"

" 300"
#REQUI RED
#| MPLI ED
"true"
"211"

"10"

" 60"
"true"
"211"
"10"
"GO
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{  CachingRealm

Parent Elements

The CachingRealm element is a child of the Domain element.

Attributes

Table 7-1 CachingRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ACL CacheEnable Enablesthe ACL cache. By default,the  Default: t r ue Enable ACL Cache
ACL cacheisenabled.
ACLCacheSize Maximum number of ACL lookups to Default: 211 ACL Cache Size
cache. This attribute should be aprime  \inimum: 17
f look f . .
number for best lookup performance. Maximunm: 65537
ACLCacheTTLNega Number of secondstoretaintheresultsof Default: 10 ACL CacheNegative
tive an unsuccessful ACL lookup. Minimum: 1 TTL
Maxi mum:
2147483647
ACLCacheTTLPosit  Number of secondstoretaintheresultsof — Default: 60 ACL Cache Positive
ive asuccessful ACL |lookup. Minimum: 1 TTL
Maxi mum:
2147483647
AuthenticationCache  Enables the Authentication cache. By Default: t r ue Enable
Enable default, the Authentication cacheis Authentication
enabled. Cache
AuthenticationCache  Maximum number of Authentication Default: 211 Authentication
Size requests to cache. This attribute should  Minimum: 17 Cache Size
be a prime number for best lookup Maximun: 65537
performance.
AuthenticationCache  Number of secondstoretaintheresultsof  Default: 10 Authentication
TTLNegative an unsuccessful Authentication lookup.  Minimum: 1 Cache TTL Negative
Maxi mum:
2147483647
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Table 7-1 CachingRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AuthenticationCache  Number of secondstoretaintheresultsof — Default: 60 Authentication
TTLPositive asuccessful Authentication lookup. Minimum: 1 Cache TTLPositive
Maximum:
2147483647
BasicRealm Name of the classfor the alterate security Basic Realm
realm or custom security realmto beused
with the Caching Realm. The names of
the configured realms appear inthe Basic
Realms attribute of the Caching Ream
table.
This attribute is required.
CacheCaseSensitive  Defines whether the specified security Default: t r ue Case Sensitive Cache
realm is case-sensitive. By default, this
attribute is enabled.
To use arealm that is not case-sensitive
(such asthe Windows NT and LDAP
security realms), disable this attribute.
GroupCacheEnable  Enablesthe Group cache. By default, the  Default: t r ue Enable Group Cache
Group cacheis enabled.
GroupCacheSize Maximum number of Group lookupsto  Default: 211 Group Cache Size
cache. This attribute should beaprime  \inimum: 17
number for best performance. Maximun: 65537
GroupCacheTTLNeg Number of secondstoretaintheresultsof — Default: 10 Group Cache
ative an unsuccessful Group lookup. Minimum: 1 TTLNegative
Maximum:
2147483647
GroupCacheTTLPos  Number of secondstoretaintheresultsof — Default: 60 Group Cache
itive asuccessful Group lookup. Minimum: 1 TTLPositive
Maximum:
2147483647
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Table 7-1 CachingRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
GroupMembershipC  Number of secondsto storethemembers  Default: 300 Group Membership
acheTTL of a Group before updating it. Minimum: 1 Cache TTL
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optiond information that you can Notes
include to describe this configuration.
PermissionCacheEna  Enables the Permission cache. By Default: t r ue Enable Permission
ble default, the Permission cache is enabled. Cache
PermissionCacheSiz  Maximum number of Permission Default: 211 Permission Cache
e lookupsto cache. Thisattributeshouldbe  pinimum: 17 Size
i f f . .
aprime number for best performance. Maximunm: 65537
PermissionCacheTT  Number of secondstoretaintheresultsof — Default: 10 Permission Cache
L Negative an unsuccessful Permission lookup. Minimum: 1 TTLNegative
Maxi mum:
2147483647
PermissionCacheTT  Number of secondstoretaintheresultsof — Default: 60 Permission Cache
L Positive asuccessful Permission lookup. Minimum: 1 TTLPositive
Maxi mum:
2147483647
UserCacheEnable Enables the User cache. By default, the  Default: t r ue Enable User Cache
User cacheis enabled.
UserCacheSize Maximum number of User lookupsto Default: 211 User Cache Size
cache. This attribute should beaprime  \inimum: 17
f f . .
number for best performance Maximunm: 65537
UserCacheTTLNega Number of secondstoretaintheresultsof — Default: 10 User Cache
tive an unsuccessful User lookup. Minimum: 1 TTLNegative
Maxi mum:
2147483647
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Table 7-1 CachingRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

UserCacheTTLPositi  Number of secondstoretaintheresultsof ~ Default: 60 User Cache

ve asuccessful User lookup. Minimum: 1 TTLPositive
Maxi mum:
2147483647
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Cluster

Description
This bean represents a cluster in the domain. Serversjoin a cluster by calling
ServerM Bean.setCluster with the logical name of the cluster. A configuration may
define zero or more clusters. They may be looked up by logical name. The name of a
cluster denotesitslogical cluster name.

Syntax

<l ELEMENT O uster ( Server* )* >

<I ATTLI ST Cl uster

Cl i ent Cert ProxyEnabl ed (true | false) "fal se"
Cl ust er Addr ess CDATA #1 MPLI ED
Def aul t LoadAl gorithm (round-robin |
wei ght - based | randon) "round-robin"
Mul ti cast Addr ess CDATA "237.0.0.1"
Mul ti castBuf ferSize CDATA " 64"
Mul ti cast Port CDATA "7001"
Mul ti cast SendDel ay CDATA "12"
Mul ticast TTL CDATA "1
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
>
Parent Elements

The Cluster element is a child of the Domain element.
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Attributes

Table 8-1 Cluster MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ClientCertProxyEna  Definesif the HittpClusterServiet proxies Default: f al se Client Cert Proxy
bled the client certificate in a special header. Enabled
It's strongly suggested to usein
conjunction with ConnectionFilters to
make certain the WebL ogic proxy
machine is the only connection.
ClusterAddress Definesthe address to be used by clients Cluster Address
to connect to this cluster. This address
may be either aDNShost namethat maps
to multiple | P addresses or acomma
separated list of single address host
names or | P addresses. If network
channels are configured, it is possible to
set the cluster address on a per channel
basis.
DefaultLoadAlgorith  Defines the algorithm to be used for Default: Default Load
m load-balancing between replicated "round-robi n" Algorithm
servicesif noneis specified for a valid values:
particular service. = "round-robin"
= "wei ght - based
= "randont
MulticastAddress Defines the multicast address used by Default: Multicast Address
cluster members to communicate with "237.0.0.1"
each other.
MulticastBufferSize  Definesthemulticast socket send/receive  Default: 64 Multicast Buffer Size
buffer size. Minimum: 64
Units: kilobytes
82 BEA WebL ogic Server Configuration Reference



Table 8-1 Cluster MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
MulticastPort Definesthemulticast port used by cluster  Default: 7001 Multicast Port
members to communicate with each Minimum: 1
other. Maximum: 65535
MulticastSendDelay ~ Defines the number of milliseconds to Default: 12 Multicast Send Delay
delay sending message fragmentsover  \inimum: 0
multicast in order to avoid OS-level .
Maximum: 100
buffer overflow.
MulticastTTL Definesthe number of network hopsthat  Default: 1 Multicast TTL
acluster multicast message isalowedto  \inimum: 1
travel. 1 restricts the cluster to one .
Maximum: 255
subnet.
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes

include to describe this configuration.
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CHAPTER

O com

Description

This bean represents the server-wide configuration of COM

Syntax

<! ELEMENT COM EMPTY >

<l ATTLI ST COM

Apart ment Thr eaded (true | false) "fal se"
Menor yLoggi ngEnabl ed (true | false) "fal se"
NTAut hHost CDATA #| MPLI ED
Name CDATA #REQUI RED
Nat i veMbdeEnabl ed (true | false) "fal se"
Not es CDATA #| MPLI ED
Pr ef et chEnuns (true | false) "fal se"
Ver boselLoggi ngEnabl ed (true | false) "fal se"

>

Parent Elements

The COM element is achild of the Server el ement.
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9 com

Attributes

Table 9-1 COMMBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ApartmentThreaded  Controlsthe flag that isused toinitialize  Default: f al se Apartment Threaded

COM in native mode. By default, jCOM
initializes COM using the
COINIT_MULTITHREADED_FLAG.
If the server logs a Class Not Registered
Message when using native mode, try
setting this property.
(COINIT_APARTMENTTHREADED)

MemoryL oggingEna
bled

Enables logging of memory usage Default: f al se

Memory Logging
Enabled

NTAuthHost The address of the primary domain NTAuth Host
controller to be used for authenticating
clients. If this property is not set, COM
clients will not be authenticated.

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

NativeModeEnabled UsenativeDLLstoallow Javaobjectsto  Default: f al se Native Mode
interact with COM Objects. Only Enabled
supported on Windows.

Notes Optional information that you can Notes

include to describe this configuration.
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Table 9-1 COMMBean Element Attributes

Attribute

Description

Rangeof Values  Console L abel
and Default

PrefetchEnums

Some COM methods return a COM
VariantEnumeration type. The java2com
tool automatically converts the returned
typeinto ajava.lang.Enumeration. This
is not a perfect match since COM
enumerations have no equivalent to the
hasMor eEl enent s() cal. Theclient
must continue to call next El ement
until a

NoSuchEl enent Except i onoccurs.
Setting this property will cause JCOM to
prefetch the next element in behind the
scenes and return the correct value when
hasMoreElementsis called.

Prefetch Enums

Verbosel oggingEna
bled

Enables verbose logging.

Default: f al se Verbose Logging

Enabled
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10 ConnectorComponent

Description

This bean defines a Resource Adapter.

Syntax

<! ELEMENT Connect or Conponent EMPTY >

<! ATTLI ST Connect or Conponent

Application CDATA #1 MPLI ED
Depl oynent O der CDATA "1000"
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Targets CDATA #1 MPLI ED
URI CDATA #REQUI RED

>

Parent Elements

The ConnectorComponent element is a child of the Domain element.

Attributes

Table 10-1 Connector ComponentM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Application The application this component is a part Application
of. Thisis guaranteed to never be null.
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10 connectorComponent

Table 10-1 Connector ComponentM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

DeploymentOrder

A priority that the server usesto Default: 1000
determine when it deploys anitem. The  \inimum: 0
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Itemswith the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Maxi mum:
2147483647

Deployment Order

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

Targets

The targetsin the current domain on
which thisitem can be deployed.

Targets

URI

Return a URI pointing to the application
component, usually on the Admin
Server.

URI
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11 CustomRealm

Syntax

<! ELEMENT Cust onReal m EMPTY >

<! ATTLI ST Cust onReal m

Confi gurationbData CDATA #1 MPLI ED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Passwor d CDATA #| MPLI ED
Real nCl assNane CDATA #| MPLI ED
>
Parent Elements

The CustomRealm element is a child of the Domain element.

Attributes

Table 11-1 CustomRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ConfigurationData Information needed to connect to the Configuration Data
security store of the custom security (key=value)
realm.
Name The name of this configuration. Name

WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.
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11 customReaim

Table 11-1 CustomRealmM Bean Element Attributes

Attribute Description Range of Values
and Default

Console L abel

Password Password for the custom security realm.
If apassword is supplied, WebLogic
Server encryptsit.

Password

RealmClassName The name of Java class that implements
the custom security realm.

Realm Class Name
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12 Domain

Description
A WebL ogic Domain.
A WebL ogic Domain is a special target, the "Domain” target.
Syntax
<! ELEMENT Domai n ( SecurityConfiguration? | Security? | JTA? | WICServer* |
Log? | SNMPAgent? | Server* | EnbeddedLDAP? | Administrator* |
Appl i cati onManager* | Application* | BridgeDestination* | CachingReal nt |
Cluster* | ConnectorConmponent* | CustonReal nt | Domai nLogFilter* |
Domai n* | EJBContainer* | FileRealnr | FileT3 (Deprecated)* |

JDBCConnect i onPool * |
JDBCDat aSour ceFact ory* | JDBCDat aSour ce* |
JDBCPool Conponent * | JDBCTxDat aSour ce* |
JMsConnecti onFactory* | JMBDi stri but edQueue* |
JMSFi | eStore* | JMSJDBCStore* | JMSServer* |
Jol t Connecti onPool * | JTAM gr at abl eTarget* |
LDAPReal nt | Machi ne* | Mail Sessi on* |
M gr at abl eRM Servi ce* | Networ kChannel * |
RDBMSReal nt | RMCFact ory* | Shut downCl ass* |
SNMPTr apSour ce* | Startupd ass* |
WebSer vi ceConponent * | W.ECConnect i onPool * |
WICt Bri dged obal * | XM.EntityCache* |

<! ATTLI ST Domai n

Admi ni strationPort CDATA
Admi ni strati onPort Enabled (true | false)
Confi gurationVersion CDATA
Consol eCont ext Pat h CDATA
Consol eEnabl ed (true | false)
Last Modi ficationTi ne CDATA
Nane CDATA
Not es CDATA

JDBCMWuI ti Pool * |

JMVBBri dgeDesti nation* |
JMBDI st ri but edTopi c* |
JMBSt ore* |
JTARecoveryServi ce* |
Messagi ngBri dge* |

NTReal nt |

Passwor dPol i cy* |

SNVPIMXNMoni tor * |
Uni xMachi ne* |

Uni xReal nt |

WICResour ces* |
XM_Regi stry* )* >

"9002"
"fal se"

#1 MPLI ED
"consol e"
"true"

" on

#REQUI RED
#1 MPLI ED
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12 Dpomain

Root Di rectory

Parent Elements

CDATA

#| MPLI ED

The Domain element is a child of the Domain element.

Attributes

Table 12-1 DomainM Bean Element Attributes

Attribute Description Range of Values  Console L abel
and Default
AdministrationPort The common secure administration port  Default: 9002 Domain Wide
for the domain. The administration port  ninimum: 1 Administration Port

uses SSL so all the serversrequire to
have SSL if the administration port is
enabled in the domain. If administration
port is enabled then each server in the
same domain should setup a
administration port either using the
domain's administration port or
overriding it by using the server's
administration port The managed server
will requireto use
-Dweblogic.management.server=https://
admin_server:administration_port to
connect to the admin server

Maximum; 65534

AdministrationPortE
nabled

Indicates whether or not the
administration port should be enabled for
thedomain. Thiswill forceall the servers
in adomain to have the same view of
setting up the server's administration
port.
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Table 12-1 DomainM Bean Element Attributes

Attribute

Description Range of Values

and Default

Console L abel

ConfigurationVersio
n

The release identifier for the Default: nul |
configuration. Thisidentifier will beused

to indicate the version of the

configuration. All server generated

configurations will be established with

therelease identifier of the running

server. The form of the version is
major.minor.servicepack.rollingpatch.

Not all parts of the version are required.

i.e."7" isacceptable.

Configuration
Version

ConsoleContextPath

Default:
"consol e"

Specifies the context path for the WLS
console.

Console Context
Path

ConsoleEnabled

Indicates whether the WLS console Default: t rue

should be auto-deployed for this domain.

Console Enabled

LastModificationTi
me

The last time this domain was updated. Default: 0
Thisis guaranteed to be unique for a

given transactional modification.

Last Modified on

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

RootDirectory

Theroot directory for the domain. In
other words for a server process

[ServerM Bean.getRootDirectory] or
[ServerMBean.getDomainDirectory]

Root Directory

BEA WebL ogic Server Configuration Reference
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CHAPTER

13 DomainLogFilter

Description
ThisMBean represents afilter to qualify log messages which are logged to the domain
logfile. A message must qualify all criteria specified to qualify the filter. Multiple
instances of this MBean can be defined, if needed. If there are multiple instances, a
message must qualify atleast one filter to qualify for the domain logfile.

Syntax

<! ELEMENT Domai nLogFi | ter EMPTY >

<! ATTLI ST Domai nLogFi | ter

Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
SeverityLevel (I NFO | WARNI NG |

ERROR | NOTI CE |
CRITICAL | ALERT |

EMERGENCY) "16"
Subsyst emNanes CDATA #1 MPLI ED
User | ds CDATA #| MPLI ED

Parent Elements

The DomainLogFilter element isachild of the Domain element.
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13 DomainLogFilter

Attributes

Table 13-1 DomainL ogFilterM Bean Element Attributes

Attribute Description Range of Values  Console L abel
and Default
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optiond information that you can Notes
include to describe this configuration.
SeverityL evel The minimum severity of amessagethat Default: 16 Severity Level
thisfilter forwardsto thedomainlog. All - v/5iq values:
messages with the specified severity and | NEO
higher will be sent to the domainlog. The | NG
ascending order of severitiesis " VARN
INFO(64), WARNING(32), = ERROR
ERROR(16), NOTICE(8), = NOTI CE
CRITICAL(4), ALERT(2), and m CRITICAL
EMERGENCY (1). m ALERT
m  EMERGENCY
SubsystemNames The subsystems for which thisfilter can Subsystems
forward messages to the domain log. If
no subsystems are chosen, then the filter
sends messages from all subsystems.
Userlds The user IDs for which associated User Ids

messages are sent to the domain log.
Every messageincludestheuser ID from
the security context in which the message
was generated. Y ou can create afilter
that forwards only the messages that are
associated with one or more user 1Ds.

If noIDsare specified, messagesfrom all
user 1Ds can be sent to the domain log.
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CHAPTER

14 E)JBComponent

Syntax
<! ELEMENT EJBConponent EMPTY >

<! ATTLI ST EJBConponent

Application CDATA #1 MPLI ED
Depl oynent O der CDATA "1000"
ExtraRm cOpti ons CDATA #1 MPLI ED
ForceCGenerati on (true | false) "fal se"
JavaConpi | er CDATA #| VPLI ED
JavaConpi | er Post O assPath CDATA #| MPLI ED
JavaConpi | er PreC assPat h CDATA #| MPLI ED
KeepGener at ed (true | false) "true"
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Targets CDATA #| MPLI ED
TnpPat h CDATA "tnp_ej b"
URI CDATA #REQUI RED
Ver boseEJBDepl oynent Enabl ed
CDATA "fal se"
>
Parent Elements

The EJBComponent element is a child of the Application element.
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14 E/BComponent

Attributes

Table 14-1 EJBComponentM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

Application

The application this component is a part
of. Thisis guaranteed to never be null.

Application

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

ExtraRmicOptions

The extra options passed to rmic during
server-side generation. Note: the default
for this attribute must be null. If no
ExtraRmicOptions are specified on the
EJBComponent, the default will be
pulled from Server.ExtraRmicOptions..

Default: nul |

Extra Rmic Options

ForceGeneration

Return trueif gjbc should force
regeneration of wrapper classes, falseif it
should regenerate the files only if it
determinesit needs to do so.

Default: f al se

Force Generation

JavaCompiler

The path to the Java compiler to use to
compile EJB's (e.g. "g§" or "javac").
Note: the default for thisattribute must be
null. If no JavaCompiler is specified on
this specific EJBComponent, the default
will bepulledinthefollowing order from
- EJBContainerMBean -
Server.JavaCompiler.
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Table 14-1 EJBComponentM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
JavaCompilerPostCl  The options to append to the Java Default: nul | Java Compiler Post
assPath compiler classpath for when we need to Class Path
compile Java code.
JavaCompilerPreCla  The options to prepend to the Java Default: nul | Java Compiler Pre
ssPath compiler classpath for when we need to Class Path
compile Java code.
KeepGenerated Return true if g/bc should keep its Default: t r ue Keep Generated
generated sourcefiles, faseif it should
delete them after compiling them.
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
Targets The targetsin the current domain on Targets
which thisitem can be deployed.
TmpPath Thetemporary directory wheregenerated  Default: Tmp Path
files are stored by gjbc. "tnp_ej b"
URI Return a URI pointing to the application URI
component, usually on the Admin
Server.
VerboseEJBDeploy  Returnstrueif verbose deployment of Default: " f al se" Verbose
mentEnabled EJB'sis enabled. EJBDeployment
Enabled

BEA WebL ogic Server Configuration Reference
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CHAPTER

15 EJBContainer

Description
This MBean is used to specify EJB container-wide settings. These can be overridden
by a specific EJBComponentM Bean.

Syntax

<! ELEMENT EJBCont ai ner EMPTY >

<! ATTLI ST EJBCont ai ner

ExtraRm cOpti ons CDATA #1 MPLI ED
ForceCeneration (true | false) "fal se"
JavaConpi | er CDATA #| MPLI ED
JavaConpi | er Post O assPath CDATA #1 MPLI ED
JavaConpi | er Pred assPat h CDATA #1 MPLI ED
KeepGener at ed (true | false) "true"
Name CDATA #REQUI RED
Not es CDATA #|1 MPLI ED
TnpPat h CDATA "tnp_ej b"
Ver boseEJBDepl oynent Enabl ed
CDATA "fal se"
>
Parent Elements

The EJBContainer element is a child of the Domain element.
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15 EsBcontainer

Attributes

Table 15-1 EJBContainer M Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

ExtraRmicOptions

The extra options passed to rmic during
server-side generation. Note: the default
for this attribute must be null. If no
ExtraRmicOptions are specified on the
EJBComponent, the default will be
pulled from Server.ExtraRmicOptions..

Default: nul |

Extra Rmic Options

ForceGeneration

Return trueif ejbc should force
regeneration of wrapper classes, falseif it
should regenerate the files only if it
determines it needs to do so.

Default: f al se

Force Generation

JavaCompiler

The path to the Java compiler to use to
compile EJB's (e.g. "g" or "javac").
Note: the default for thisattribute must be
null. If no JavaCompiler is specified on
this specific EJBComponent, the default
will bepulledinthefollowing order from
- EJBContainerMBean -
Server.JavaCompiler.

Default: nul |

Java Compiler

JavaCompilerPostCl
assPath

The options to append to the Java
compiler classpath for when we need to
compile Java code.

Default: nul |

Java Compiler Post
Class Path

JavaCompilerPreCla
ssPath

The options to prepend to the Java
compiler classpath for when we need to
compile Java code.

Default: nul |

Java Compiler Pre
Class Path

KeepGenerated

Return trueif ejbc should keep its
generated source files, falseif it should
delete them after compiling them.

Default: t r ue

Keep Generated

Name

15-2

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.
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Table 15-1 EJBContainer M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Notes Optional information that you can Notes
include to describe this configuration.
TmpPath Thetemporary directory wheregenerated  Default: Tmp Path
files are stored by gjbc. "tnp_ej b"
VerboseEIBDeploy  Returnstrueif verbose deployment of Default: " f al se" Verbose
mentEnabled EJB'sis enabled. EJBDeployment
Enabled

BEA WebL ogic Server Configuration Reference
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CHAPTER

16 EmbeddedLDAP

Description

The MBean that defines the configuration properties for the embedded Idap server.

Syntax
<! ELEMENT EnbeddedLDAP EMPTY >

<! ATTLI ST EnbeddedLDAP
BackupCopi es
BackupHour
BackupM nut e
CacheEnabl ed
CacheSi ze
CacheTTL
Credenti al
Nane
Not es

Parent Elements

CDATA
CDATA
CDATA
(true
CDATA
CDATA
CDATA
CDATA
CDATA

fal se)

-
" oge

" o5
"true"

" 3on

" 60"

#1 MPLI ED
#REQUI RED
#1 MPLI ED

The EmbeddedL DAP element is achild of the Domain element.

BEA WebL ogic Server Configuration Reference
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16 EmbeddedLDAP

Attributes

Table 16-1 EmbeddedL DAPM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
BackupCopies The number of backup copies of the Default: 7 Backup Copies
embedded LDAP server. Minimum: 0
Maximum: 65534
BackupHour The hour at which to backup the Default: 23 Backup Hour
embedded LDAP server. Minimum: 0
Maximum: 23
BackupMinute The minute at which to backup the Default: 05 Backup Minute
embedded LDAP server. Thisattributeis  pinimum: 0
used in conjunction with the Maximur: 59
BackupHour attribute to determine the aximum:
time at which the embedded LDAP
server is backed up.
CacheEnabled Specifies whether or not acacheisused  Default: t r ue Cache Enabled
for the embedded LDAP server.
CacheSize The size of the cache (inK) that isused ~ Default: 32 Cache Size
with the embedded LDAP server. Minimum: 0
CacheTTL Thetime-to-live (TTL) of the cachein Default: 60 Cache TTL
seconds. Minimum: 0
Credentid The credentia (usually password) used  Default: nul | Credential
to connect to the embedded LDAP
server.
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes

include to describe this configuration.
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CHAPTER

1 7 ExecuteQueue

Description

This bean is used to configure an execute queue and its associated thread pool.

Syntax

<! ELEMENT Execut eQueue EMPTY >

<I ATTLI ST Execut eQueue

Narme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Thr eadCount CDATA "15"

>

Parent Elements

The ExecuteQueue element is a child of the Server element.

Attributes

Table 17-1 ExecuteQueueM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.
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17 ExecuteQueue

Table 17-1 ExecuteQueueM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
ThreadCount The number of threads assigned to this Default: 15 Thread Count
Queue. Minimum: 1

Maximum; 65536
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CHAPTER

18FileRealm

Syntax
<! ELEMENT Fi | eReal m EMPTY >

<I ATTLI ST Fil eReal m

MaxACLs CDATA "1000"
MaxG oups CDATA "1000"
MaxUser s CDATA "1000"
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
>
Parent Elements

The FileRealm element is a child of the Domain element.

Attributes

Table 18-1 FileRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
MaxACLs The maximum number of (positive) Default: 1000 Max ACLs

ACLssupported by the Fileream. The  pinimun: 1
maxiumum isnot enforced, but awarning

isissued when you reach it. Maximum: 10000

MaxGroups The maximum number of groups Default: 1000 Max Groups
supported by the File realm. Minimum: 1

Maximum: 10000
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18 Filereaim

Table 18-1 FileRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
MaxUsers The maximum number of users Default: 1000 Max Users
supported by File realm. Minimum: 1
Maximum: 10000
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
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CHAPTER

19FileT3 (Deprecated)

Description

A File T3 configuration entry

Syntax

<! ELEMENT Fil eT3 EMPTY >

<I ATTLI ST Fil eT3

Depl oynent O der CDATA "1000"
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Pat h CDATA #1 MPLI ED
Targets CDATA #| MPLI ED
>
Parent Elements

The FileT3 element is a child of the Domain € ement.
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19 FileT3 (Deprecatea)

Attributes

Table 19-1 FileT 3M Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
There is no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

Defines the path used to locate a T3 file
service on aserver host. p> or example:
To map thefile system name user s to
the path on he server host

/usr/ | ocal /t np, specify thevalue of
the Name ttribute as user s and specify
the value of the Path ttribute as
/usr/local /tnp.

Path

Targets

The targetsin the current domain on
which thisitem can be deployed.

Targets
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CHAPTER

20110P

Description

Configuration for 11OP properties.

Syntax

<! ELEMENT |1 OP EMPTY >

<IATTLIST I'1OP

Conpl et eMessageTi nmeout CDATA " 60"
| dl eConnecti onTi nmeout CDATA " 60"
MaxMessageSi ze CDATA "10000000"
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
>
Parent Elements

The 110OP element is a child of the Server element.

BEA WebL ogic Server Configuration Reference
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20 1nop

Attributes

Table 20-1 |1OPM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
CompleteMessageTi  Specify the maximum number of seconds  Default: 60 Complete Message
meout spent waiting for acomplete 11OP Minimum: 0 Timeout
message to be received. This attribute . !
helps guard against denial of service Ma_)q mum: 480
attacksin which acaller indicatesthat ~ Units: seconds
they will be sending a message of a
certain size which they never finish
sending.
IdleConnectionTime  Specify the maximum number of seconds Default: 60 Idle Connection
out an I1OP connection is allowed to beidle  \ipimum: 0 Timeout

before it is closed by the server. This
attribute hel ps guard against server
deadlock through too many open
connections.

Units: seconds

MaxM essageSize

Specify the maximum || OP message size
alowable in amessage header. This
attribute attempts to prevent a denia of
service attack whereby a caller attempts
to force the server to allocate more
memory than is available thereby
keeping the server from responding
quickly to other requests.

Default: 10000000
Minimum: 4096

Maxi mum:
2000000000

Units: bytes

Max Message Size

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

20-2
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CHAPTER

271 JDBCConnectionPool

Description

This bean defines a JDBC connection pool.

Syntax

<! ELEMENT JDBCConnecti onPool EMPTY >

<! ATTLI ST JDBCConnect i onPool

ACLNarne CDATA #| MPLI ED
Capaci tyl ncr enent CDATA "
ConnLeakPr of i | i ngEnabl ed (true | false) "fal se"
Depl oynent Or der CDATA "1000"
Dri ver Name CDATA #|1 MPLI ED
Initial Capacity CDATA "
Logi nDel aySeconds CDATA "o"
MaxCapaci ty CDATA "1
Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Passwor d CDATA #1 MPLI ED
Pr epar edSt at enent CacheSi ze

CDATA "o
Properties CDATA #1 MPLI ED
RefreshM nut es CDATA "o"
Shri nkPeri odM nut es CDATA " 15"
Shri nki ngEnabl ed (true | false) "true"
Support sLocal Transacti on (true | false) "fal se"
Targets CDATA #1 MPLI ED
Test Connect i onsOnRel ease (true | false) "fal se"
Test Connect i onsOnReserve (true | false) "fal se"
Test Tabl eNane CDATA #1 MPLI ED
URL CDATA #1 MPLI ED
XAPasswor d CDATA #l MPLI ED

BEA WebL ogic Server Configuration Reference
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21 JpBCConnectionPool

Parent Elements

The JIDBCConnectionPool element is a child of the Domain el ement.

Attributes

Table 21-1 JDBCConnectionPoolM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ACLName The ACL used to control accessto this ACLName
Connection Poal.
Capacitylncrement Increment by which the connection pool  Default: 1 Capacity Increment
capacity is expanded. When thereareno  ninimum: 1
more available physical connectionsto . !
. . . Maximum:
servicerequests, the connection pool will 2147483647
create this number of additional physical
database connections and add them to the
connection pool. The connection pool
will ensure that it does not exceed the
maximum number of physical
connections as set by MaxCapaci ty.
ConnLeakProfilingE  This property enablesJDBC Connection  Default: f al se Conn Leak Profiling

nabled

leak profiling.

A Connection leak occurs when a
connection from the pooal is not closed
explicitly by calling close() on that
connection.

When connection leak profiling isactive,
the pool will store the stack trace at the
time the Connection object is allocated
from the pool and given to the client.
When a connection leak is detected
(when the Connection object is garbage
collected), this stack trace is reported.

Thisfeature uses extraresources and will
likely slowdown Connection Pool
operations, so it is not recommended for
production use.
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Table 21-1 JDBCConnectionPoolM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum: 0
Maximum:;
2147483647

Deployment Order

DriverName

Thefull package name of the JIDBC 2-tier
driver class used to create the physical
connections between WebL ogic Server
and the DBM S for this connection pool.
For example:

com poi nt base. j dbc. j dbcUni ve
rsal Driver

It must be the name of a class that
implements the

j ava. sql . Dri ver interface. Check
the documentationfor the JDBC driver to
find the full pathname.

Driver Classname

Initial Capacity

The number of physical database
connections to create when creating the
connection pool.

Default: 1
Minimum: 0
Maximum:
2147483647

Initial Capacity

LoginDelaySeconds

The number of secondsto delay before
creating each physical database
connection. This delay takes place both
duringinitial pool creation and during the
lifetime of the pool whenever a physical
database connection is created.

BEA WebL ogic Server Configuration Reference

Default: 0
Minimum: 0
Maxi mum:
2147483647
Units: seconds

Login Delay Seconds
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21 JpBCConnectionPool

Table 21-1 JDBCConnectionPoolM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

MaxCapacity

Maximum number of physical database
connectionsthat thisconnection pool can
contain. Different JDBC Drivers and
database servers may limit the number of
possible physical connections.

Default: 1
Minimum; 1
Maxi mum:
2147483647

Maximum Capacity

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

Password

The database password as set with
set Passwor d() orasakey=valuepair
inset Properties().

Password

PreparedStatementC
acheSize

The number of prepared statements
stored in the cache for further use.

WebL ogic Server can reuse prepared
statementsin the cache without rel oading
them, which can increase server
performance. Setting the size of the
prepared statement cache to O (the
default) turnsit off.

Default: 0

Prepared Statement
Cache Size

Properties

The list of properties passed to the the
2-tier JDBC Driver to use when creating
physical database connections.

Properties
(key=value)

RefreshMinutes

21-4

Thenumber of minutes between database
connection tests. After every

Ref r eshM nut es interval, unused
database connections are tested using
Test Tabl eNane. Connections that do
not pass the test will be closed and
reopened to re-establish avalid physical
database connection. If

Test Tabl eNaneis not set, the test will
not be performed.
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Table 21-1 JDBCConnectionPoolM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel

and Default

ShrinkPeriodMinutes

Number of minutes to wait before
shrinking a connection pool that has
incrementally increased to meet demand.
Shri nki ngEnabl edmust besettotrue
for a connection pool to shrink.

Default: 15 Shrink Period
Minimum: 1

Maximum:;

2147483647

Units: minutes

ShrinkingEnabled

Indicates whether or not the pool can
shrink back to its

I ni tial Capacitywhenitisdetected
that connections created duringincreased
traffic are not being used.

Default: t r ue Allow Shrinking

SupportsLoca Transa
ction

Set totrueif the XA driver used to create
physical database connections supports
SQL without global transactions. Set to
false (the default) if the XA driver does
not support SQL without global
transactions.

Thisproperty appliesto connection pools
that usean XA driver only, and isignored
for connection pools that use non-XA
drivers.

Default: f al se Supports Local

Transaction

Targets

The targetsin the current domain on
which thisitem can be deployed.

Targets

TestConnectionsOn
Release

When set to true, WebL ogic Server tests
a connection before returning it to the
connection pool. If all connectionsinthe
pool are dready inuse and aclient is
waiting for aconnection, the client'swait
will be slightly longer while the
connection is tested.

Test Released
Connections

Default: f al se

BEA WebL ogic Server Configuration Reference
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21 JpBCConnectionPool

Table 21-1 JDBCConnectionPoolM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

TestConnectionsOn
Reserve

When set to true, WebL ogic Server tests
aconnection beforegivingit totheclient.
Thetest addsasmall delay in serving the
client'srequest for aconnection from the
pool, but ensuresthat the client receivesa
working connection (assuming that the
DBMS isavailable and accessible).

Default: f al se

Test Reserved
Connections

TestTableName

The name of the table used when testing
aphysical database connection. The
default SQL code used to test a
connection is

"sel ect count(*) from

Test Tabl eNane"

TheTest Tabl eNane must exist and be
accessible to the database user for the
connection. Most database servers
optimize this SQL to avoid atable scan,
but it is still agood ideato set

Test Tabl eNane to the name of atable
that is known to have few rows, or even
NO rows.

If Test Tabl eNanme beginswith " SQL
", then the rest of the string following
that leading token will betaken asa
literal sgl statement that will be used to
test a connection.

Test Table Name

URL

The database URL used to create the
connections in this Connection Pool.

URL

XAPassword

XAPassword attribute If set, this value
overridesthe passwordin the open string.
This password is used to create physical
XA database connections. Thevalueis
stored in an encrypted form in the
config.xml and can be used to avoid
storing cleartext passwords in that file.

Open String
Password
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CHAPTER

22 JDBCDataSource

Syntax

<! ELEMENT JDBCDat aSour ce EMPTY >

<! ATTLI ST JDBCDat aSour ce

Connect i onWai t Peri od CDATA "l
Depl oynent O der CDATA "1000"
JNDI Nanme CDATA #REQUI RED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Pool Nane CDATA #| MPLI ED
RowPr ef et chEnabl ed (true | false) "fal se"
RowPr ef et chSi ze CDATA " 48"
St r eanChunkSi ze CDATA " 256"
Targets CDATA #1 MPLI ED
Wi t For Connect i onEnabl ed (true | false) "fal se"

>

Parent Elements

The JDBCDataSource element is a child of the Domain element.
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Attributes

Table 22-1 JDBCDataSourceM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

ConnectionWaitPeri
od

The time in seconds which the system
will wait for afree connection pool entry
to become availableif arequest is
received when there areno freeentriesin
the pool. This value will be used only if
setWaitForConnectionEnabled(true) has
previously been called. A WLS server
thread is occupied while waiting for a
free connection, and this can result in a
decrease in system throughput.
Therefore, the recommended way to deal
with the exhaustion of a connection pool
istoincreasethesize of the pool, and this
method is not recommended for usein a
production environment!

Default: 1
Minimum: 1
Maximum: 60
Units: seconds

Connection Wait
Period

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

JNDIName

The JNDI path to where this DataSource
is bound.

Applications that look up the INDI path
will geta

j avax. sqgl . Dat aSour ceinstance
that corresponds to this DataSource.
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Table 22-1 JDBCDataSourceM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

PoolName

The name of the connection pool with
which the DataSource is associated.

Callsfrom applications to

get Connect i on() onthisDataSource
will return a connection from the
associated connection pool.

Pool Name

RowPrefetchEnabled

Controls row prefetching between a Default: f al se
client and WebL ogic Server for each
ResultSet. When an external client
accesses a database using JDBC through
Weblogic Server, row prefetching
improves performance by fetching
multiple rows from the server to the
client in one server access. WebL ogic
Server will ignorethis setting and not use
row prefetching when the client and
WebL ogic Server arein the same VM.

Row Prefetch
Enabled

RowPrefetchSize

The number of result set rowsto prefetch  Default: 48
for aclient. The optimal valuedepends  pMinimun: 2
ontheparticularsof thequery. Ingeneral,
increasing this number will increase
performance, until aparticular valueis
reached. At that point further increases
do not result in any significant
performance increase. Very rarely will
increased performance result from
exceeding 100 rows. The default value
should be reasonable for most situations.

Maximum: 65536

Row Prefetch Size

BEA WebL ogic Server Configuration Reference
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Table 22-1 JDBCDataSourceM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
StreamChunkSize Data chunk size for steaming datatypes.  Default: 256 Stream Chunk Size
Streaming datatypes (for example Minimum: 1
resulting from acall to ) !
get Bi narySt r ean() ) will be pulled MaIX|mum. 65536
in StreamChunkSize sized chunksfrom  Units: bytes
WebL ogic Server to the client as needed.
Targets The targetsin the current domain on Targets
which thisitem can be deployed.
WaitForConnectionE  Returnstrue if the system will wait fora Default: f al se Wait For Connection

nabled

free connection pool entry to become
available when arequest is made with all
pool entriesinuse. Inorder to avoidtying
up server threads and possibly hurting
performance, it isrecommended that this
feature not be used.

Enabled
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CHAPTER

23 JDBCDataSourceFactor
y

Syntax

<! ELEMENT JDBCDat aSour ceFactory EMPTY >

<I ATTLI ST JDBCDat aSour ceFact ory

Dri ver Cl assNane CDATA #| MPLI ED
Fact or yName CDATA #| MPLI ED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Properties CDATA #1 MPLI ED
URL CDATA #| MPLI ED
User Name CDATA #| MPLI ED

>

Parent Elements

The JDBCDataSourceFactory element is a child of the Domain element.
Attributes

Table 23-1 JDBCDataSourceFactoryMBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
DriverClassName The name of the driver. Thismay be Driver Class Name
overridden by driver-namein the
descriptor.
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Table 23-1 JDBCDataSourceFactoryM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
FactoryName The name of this data source factory. Factory Name
Thisisreferenced from the
connection-factory element in
webl ogi c-application.xml
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optiond information that you can Notes
include to describe this configuration.
Properties default connection properties Properties
URL The connection URL. This may be URL
overridden by url in the descriptor
UserName The database user name. This may be User Name

overridden by user-namein the
descriptor.
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CHAPTER

24 JIDBCMultiPool

Description
Relevant only in single-server configurations, JDBC Multipools provide backup pools
and load balancing to enhance database connectivity. A MultiPool isa"pool of pools"
that allows aconfigurable algorithm for choosing among itslist of pools, the pool that
will be selected to provide the connection. MultiPools do not apply to multiple-server
configurations.

Syntax

<! ELEMENT JDBCMul ti Pool EMPTY >

<! ATTLI ST JDBCMuI ti Pool

ACLNarne CDATA #1 MPLI ED
Al gorit hnlype (Hi gh-Availability |
Load- Bal anci ng) "Hi gh-Availability"
Depl oynent Or der CDATA "1000"
Nane CDATA #REQUI RED
Not es CDATA #|1 MPLI ED
Pool Li st CDATA #1 MPLI ED
Targets CDATA #I1 MPLI ED
>
Parent Elements

The JDBCMultiPool element is a child of the Domain element.
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Attributes

Table 24-1 JDBCMultiPoolM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ACLName The access control list (ACL) used to ACLName
control access to this MultiPool.
AlgorithmType The agorithm type for this Multipool. Default: Algorithm Type
If set to "High availability", the H gh- Avai | abi |
connection poolsareset up asanordered ' 1Y
list. That is, every time an application Valid values:
asks the Multipool for aconnection, it m  H gh- Avai | abi
tries to get a connection from the first lity
pool initslist. If unableto get avalid m  Load- Bal anci n
connection, it triesthe next pool initslist. g

The processis repeated until avalid
connection isobtained, or until the end of
the list is reached, in which case an
exception will be thrown.

Notethat the Multipool will only moveto
the next pool in the list when thereisa
real problem with the pool, for example
the databaseis down or the pool disabled.
For the cases where all connections are
busy, the Multipool behaves asasingle
pool and an exception is thrown.

If the algorithm is set to "L oad
balancing," the Multipool will distribute
the connection requests evenly to its
member pools. This agorithm also
performs the same failover behavior as
the high availability algorithm.

Default value for this attribute is "High
availability".
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Table 24-1 JDBCMultiPoolM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum: 0
Maximum:;
2147483647

Deployment Order

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

PoolList

The list of connection poolsin the
MultiPool.

Pool List

Targets

The targetsin the current domain on
which thisitem can be deployed.

Targets
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24-3



24 JDBCMultiPool

24-4  BEA WebL ogic Server Configuration Reference



CHAPTER

25 JDBCPoolComponent

Syntax

<! ELEMENT JDBCPool Conponent EMPTY >
<! ATTLI ST JDBCPool Conponent

Application CDATA
Depl oynent O der CDATA
Name CDATA
Not es CDATA
Targets CDATA
URI CDATA

>

Parent Elements

#| MPLI ED
"1000"
#REQUI RED
#| MPLI ED
#| MPLI ED
#REQUI RED

The JDBCPool Component element is a child of the Domain element.

Attributes

Table 25-1 JDBCPoolComponentM Bean Element Attributes

Attribute Description

Rangeof Values  Console L abel
and Default

Application The application this component is a part Application
of. Thisis guaranteed to never be null.
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Table 25-1 JDBCPoolComponentM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

DeploymentOrder

A priority that the server usesto Default: 1000
determine when it deploys anitem. The  \inimum: 0
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Itemswith the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Maxi mum:
2147483647

Deployment Order

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

Targets

The targetsin the current domain on
which thisitem can be deployed.

Targets

URI

Return a URI pointing to the application
component, usually on the Admin
Server.

URI
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CHAPTER

20 JDBCTxDataSource

Syntax
<! ELEMENT JDBCTxDat aSour ce EMPTY >

<! ATTLI ST JDBCTxDat aSour ce

Depl oynent O der CDATA "1000"
Enabl eTwoPhaseConmi t (true | false) "fal se"
JNDI Nanme CDATA #| MPLI ED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Pool Nane CDATA #| MPLI ED
RowPr ef et chEnabl ed (true | false) "fal se"
RowPr ef et chSi ze CDATA " 48"
St r eanChunkSi ze CDATA " 256"
Targets CDATA #1 MPLI ED
>
Parent Elements

The IDBCTxDataSource e ement is achild of the Domain e ement.
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Attributes

Table 26-1 JDBCTxDataSourceM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
There is no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

EnableTwoPhaseCo
mmit

When set to true, this attribute allows
non-XA JDBC driversto emulate
participation in distributed transactions
using JTA.

Usethisoptionif the JDBC connectionis
theonly participant in the transaction and
thereisno XA compliant JDBC driver
available. With more than one resource
participating in atransaction where one
of them (the JDBC driver) is emulating
an XA resource, you may see heuristic
failures.

If this TxDataSource is associated with
an XA connection pool, or if thereisonly
one resource participating in the
distributed transaction, then thissettingis
ignored.
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Table 26-1 JDBCT xDataSourceM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

JINDIName

The INDI path to where this
TxDataSource is bound.

Applications that look up the INDI path
will get a

j avax. sql . Dat aSour ceinstance
that corresponds to this DataSource.

JNDI Name

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

PoolName

The name of the JIDBC connection pool
that is associated with this
TxDataSource.

Callsfrom applications to

get Connect i on() onthis
TxDataSource will return a connection
from the associated connection pool.

Pool Name

RowPrefetchEnabled

Controls row prefetching between a Default: f al se
client and WebL ogic Server for each
ResultSet. When an external client
accesses a database using JDBC through
Weblogic Server, row prefetching
improves performance by fetching
multiple rows from the server to the
client in one server access. WebL ogic
Server will ignorethis setting and not use
row prefetching when the client and
WebL ogic Server arein the same VM.

Row Prefetch
Enabled
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Table 26-1 JDBCTxDataSourceM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
RowPrefetchSize The number of result set rowsto prefetch  Default: 48 Row Prefetch Size
for aclient. The optimal valuedepends  ninimum: 2

ontheparticularsof thequery. Ingeneral,
increasing this number will increase
performance, until aparticular valueis
reached. At that point further increases
do not result in any significant
performance increase. Very rarely will
increased performance result from
exceeding 100 rows. The default value
should be reasonable for most situations.

Maximum; 65536

StreamChunkSize Data chunk size for steaming datatypes.

Streaming datatypes (for example
resulting from acall to

get Bi narySt ream() ) will be pulled
in StreamChunkSize sized chunks from
the WebL ogic Server to the client as
needed.

Default: 256
Minimum; 1
Maximum: 65536
Units: bytes

Stream Chunk Size

Targets

The targetsin the current domain on
which thisitem can be deployed.

Targets
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CHAPTER

2 ( JMSBridgeDestination

Description
This class represents a messaging bridge destination for aJM S provider.
Each messaging bridge consists of two destinations that are being bridged: the source
destination is the destination from which messages are received, while the target
destination is the destination to which messages are sent.

Syntax

<! ELEMENT JMSBri dgeDesti nati on EMPTY >

<I' ATTLI ST JMSBri dgeDesti nati on

Adapt er JINDI Nane CDATA
"eis.jms. W.SConnecti onFact or yJNDI XA"
Cl asspath CDATA #1 MPLI ED
Connecti onFact or yJNDI Nane CDATA #l MPLI ED
Connect i onURL CDATA #1 MPLI ED
Dest i nati onJNDI Name CDATA #|1 MPLI ED
Desti nati onType (Queue | Topic) "Queue"
I nitial ContextFactory CDATA
"webl ogi c.jndi.W.lInitial ContextFactory"
Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
User Nane CDATA #|l MPLI ED
User Passwor d CDATA #I1 MPLI ED
>
Parent Elements

The IMSBridgeDestination element is a child of the Domain element.
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Attributes

Table 27-1 JM SBridgeDestinationM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AdapterJNDIName  Definesthe INDI name of the adapter Default: Adapter INDIName

used to communicate with the specified
destination. Thisnameisis specified in
the adapter's deployment descriptor file
and is used by the WebL ogic Server
Connector container to bind the adapter
in WebL ogic Server INDI.

"eis.jms. WSCo
nnect i onFact or
yJNDI XA"

Classpath

Defines the CLASSPATH of the bridge
destination, which ismainly used to
connect to a different release of

WebL ogic IMS.

When connecting to a destination that is
running on WebL ogic Server 6.0 or
earlier, the bridge destination must
supply a CLASSPATH that indicates the
locations of the classes for the earlier
WebL ogic Server implementation.

Note: When connecting to a 3rd party
JMS provider, the bridge destination
must supply the provider's CLASSPATH
either with this attribute or in the

WebL ogic Server CLASSPATH.

Classpath

ConnectionFactoryJ
NDIName

Defines the connection factory's JNDI
name for aJM S bridge destination. This
attribute is only applicableto IMS
destinations.

Default: nul | Connection Factory

JNDI Name

ConnectionURL

Defines the connection URL for aJMS
bridge destination. This attribute is only
applicable to JIM S destinations.

Connection URL

DestinationINDINa
me

27-2

Defines the destination JINDI name
(Queue or Topic) for aJMS bridge
destination. This attribute is only
applicable to IMS destinations.
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Table 27-1 JM SBridgeDestinationM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DestinationType

Defines the destination type (Queue or
Topic) for aJMSbridge destination. This
atributeis only applicableto IMS
destinations.

Default: Queue
Valid values:
m  Queue
m Topic

Destination Type

I nitial ContextFactor
y

Definestheinitial context factory name
for aJMS bridge destination. This
atributeis only applicableto IMS
destinations.

Defaullt:

"webl ogi c. j ndi
WLl nitial Cont
ext Fact ory"

Initial Context
Factory

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

UserName

Defines an optional user name that the
adapter will use to access the bridge
destination.

Note: All operations doneto the specified
destination are done using this user name
and the corresponding password.
Therefore, the User Name/Password for
the source and target destinations must
have permission to the access the
underlying IMS destinationsin order for
the messaging bridge to work.

User Name

UserPassword

Defines the user password that the
adapter uses to access the bridge
destination.

User Password
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CHAPTER

28 JMSConnectionConsum
er

Description

The M Bean defines a connection consumer.

Syntax

<! ELEMENT JMsConnecti onConsuner EMPTY >

<! ATTLI ST JMsConnect i onConsuner

Desti nati on CDATA #REQUI RED
MessagesMaxi mum CDATA "1
Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Sel ect or CDATA #1 MPLI ED
>
Parent Elements

The IM SConnectionConsumer element is a child of the IM SSessionPool element.

Attributes

Table 28-1 JM SConnectionConsumer M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Destination The JINDI name of the destination for this Destination
connection consumer.

BEA WebL ogic Server Configuration Reference  28-1



28 JMSsConnectionConsumer

Table 28-1 JM SConnectionConsumer M Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
MessagesMaximum  The defined maximum number of Default: - 1 Messages Maximum
messages that the connection consumer  Minimum: - 1
can load at onetimeinto a
ServerSession's session.
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
Selector The defined JM S message selector of the  Default: nul | Selector
Cconnection consumer.
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CHAPTER

29 JMSConnectionFactory

Description

This class represents a JM S connection factory. Connection factories are objects that

enable IMS clients to create JM S connections.

Syntax
<! ELEMENT JMsConnecti onFactory EMPTY >

<I' ATTLI ST JMsConnecti onFactory

Acknow edgePol i cy (Al | Previous)

Al | owd osel nOnMessage (true | false)

Cientld CDATA

Def aul t Del i ver yMode ( PERSI STENT
NON_PERSI STENT)

Defaul tPriority CDATA

Def aul t Redel i ver yDel ay CDATA

Def aul t Ti mreToDel i ver CDATA

Def aul t Ti meToLi ve CDATA

Depl oynent Or der CDATA

FI owCont r ol Enabl ed (true | false)

FI ow nt er val CDATA

FI owaxi mum CDATA

FI owM ni mum CDATA

FI owSt eps CDATA

JNDI Nane CDATA

LoadBal anci ngEnabl ed (true | false)

MessagesMaxi mum CDATA

Nane CDATA

Not es CDATA

OverrunPol i cy (Keepd d | KeepNew)

Server Af fi ni t yEnabl ed (true | false)

Targets CDATA

Transacti onTi neout CDATA

User Tr ansact i onsEnabl ed (true | false)

XAConnect i onFact or yEnabl ed

K
"fal se"
#1 MPLI ED

" PERSI STENT"
"PRI ORI TY_DEFAULT"
"o

" on

" on

"1000"
"true"

" 60"

"500"

"gQ"

" 10"

#| MPLI ED
"true"

" 10"
#REQUI RED
#1 MPLI ED
" Keepd d"
"true"

#1 MPLI ED
"3600"
"fal se"
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(true | false) "fal se"
XASer ver Enabl ed (true | false) "fal se"

Parent Elements

The JM SConnectionFactory element is a child of the Domain element.
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Attributes

Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AcknowledgePolicy  The value of the AcknowledgePolicy Default: Al | Acknowledge Policy
attribute for the connection factory. valid values:
Note: This attribute only appliesto x Al

implementations that use the
CLI ENT_ACKNOW_EDGE acknowledge
mode for a non-transacted session.

m Previous

This attribute works around a change in
the JM S specification. Specificaly, the
specification allowed usersto
acknowledge all messages before and
including the message geing
acknowledged. The specification was
changed so that acknowledging any
message acknowledges all messagesever
received (even those received after the
message being acknowledge), asfollows:

m  Anacknowledge policy of
ACKNOW_EDGE_PREVI OUS retains
the old behavior (acknowledge all
message up to and including the
message being acknowledged).

m  An acknowledge policy of
ACKNOW_EDGE_ALL yieldsthe new
behavior, where al messages
received by the given session are
acknowledged regardless of which
message is being used to effect the
acknowledge.
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29 JMSConnectionFactory

Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

AllowCloselnOnMes  The value of the
AllowCloselnOnMessage attribute for
the connection factory.

sage

Indicates whether or not a connection
factory creates message consumers that
alow acl ose() method to beissued
withinitsonMessage() method call.

If selected (true), acl ose() method
call from within an onMessage()
method call will succeed instead of
blocking forever. If the acknowledge
mode of the session is set to
AUTO_ACKNOW.EDGE, the current
message will still be acknowledged
automatically when the
onMessage() cal completes.

If not selected (false), it will cause
thest op() andcl ose() methods
to hang if called from

onMessage() .

This attribute is dynamic and can be
changed at any time. However, changing
the value does not affect existing
connections. It only affects new
connections made with this connection
factory.

Default: f al se

Allow Close In On
Message

Clientld

Theclient ID for adurable subscriber that
uses this connection factory.

Client Id

DefaultDeliveryMod
e

The value of the DefaultDeliveryMode
attribute for the connection factory.

The default delivery mode used for
messages for which adelivery mode is
not explicitly defined. All messageswith
a DefaultDeliveryModeof null that are
produced on a connection created with
this factory will receive this value.
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Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
DefaultPriority The defaultPriority attribute for the Default: Default Priority

connection factory.

The default priority used for messages
for which apriority is not explicitly
defined. All messageswith a
DefaultPriorityof -1 that are produced on
a connection created with this factory
will receive this value.

PRI ORI TY_DEFAU
LT

Minimum;
PRIORITY_ MN M
UM

Maximum:
PRI ORI TY_MAXI M
UM

DefaultRedeliveryDe  The value of the defaultRedeliveryDelay  Default: 0 Default Redelivery
lay attribute for the connection factory. Minimum: 0 Delay

A redelivery delay definesthe delay, in - paximum:

miIIiseconds, before rolled back or 92233720368547

recovered messages are redelivered. All - 75807

messages consumed by a consumer

created with this factory that have a

DefaultRedeliveryDelayof -1 will use

this value.
DefaultTimeToDeliv. - The value of the DefaultTimeToDeliver  Default: 0 Default Time To
er attribute for the connection factory. Minimum: 0 Deliver

A time-to-deliver definesthe delay, in Maximumn:

milliseconds, between when amessageis 92233720368547

produced and when itismade visbleon 75807

itsdestination. All messages produced by
aproducer created with thisfactory that
have a DefaultTimeToDeliverof -1 will
use thisvalue.
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Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DefaultTimeToLive

The value of the DefaultTimeToLive
attribute for the connection factory.

The default maximum length of time, in
milliseconds, that a message will exist.
Used for messages for which a priority
was not explicitly defined. A value of O
indicates that the message has an infinite
amount timeto live. All messageswith a
DefaultTimeToLiveof -1 that are
produced on a connection created with
this factory will receive thisvalue
expressed in milliseconds.

Default: 0
Minimum; 0
Maxi mum:

92233720368547
75807

Default Time To
Live

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

FlowControl Enabled

The value of the FlowControl Enabled
attribute for the connection factory.

Indicates whether or not a producer
created using aconnection factory allows
flow control. If true, the associated
message producers will be slowed down
if the IMS server reaches

Btyes/M essages ThresholdHigh.
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Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Flowlnterval The value of the FlowlInterval attribute  Default: 60 Flow Interval
for the connection factory. Minimum: 0 (seconds)
An adjustment period of time, definedin  pjaximum:
seconds, when aproducer adjustsitsflow 5147483647

from the Flow Maximum number of
messages to the Flow Minimum amount,
or viceversa.

When a producer is flow controlled it is
slowed down from its FlowMaximum to
its FlowMinimum over

Flowl nterval seconds.

Units: seconds
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Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
FlowMaximum Thevalue of the FlowMaximumattribute  Default: 500 Flow Maximum
for the connection factory. Minimum: 0

The maximum number of messages per  aximum:
second for a producer that is 2147483647
experiencing athreshold condition.
When aproducer isflow controlledit will
never be allowed to go faster than
FlowMaxi mum messages per second.

Units:
messages/second

If aproducer is not currently limiting its
flow when athreshold condition is
reached, the initial flow limit for that
producer is set to Flow Maximum. If a
producer is aready limiting its flow
when athreshold condition is reached
(the flow limit is less than Flow
Maximum), then the producer will
continue at its current flow limit until the
next time the flow is eval uated.

Note: Once a threshold condition has
subsided, the producer is not permitted to
ignoreitsflow limit. If itsflow limitis
less than the Flow Maximum, then the
producer must gradually increaseitsflow
to the Flow Maximum each timetheflow
is evaluated. When the producer finally
reaches the Flow Maximum, it can then
ignoreits flow limit and send without
limiting its flow.
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Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

FlowMinimum

The value of the FlowMinimum attribute
for the connection factory.

The minimum number of messages per
second for a producer that is
experiencing athreshold condition. This
isthe lower boundary of a producer's
flow limit. That is, WebLogic IMSwill
not further slow down a producer whose
message flow limit is at its Flow
Minimum.

When aproducer isflow controlledit will
never be required to go slower than
FlowMinimummessages per second.

Default: 50
Minimum: 0
Maximum:;
2147483647
Units:
messages/second

Flow Minimum
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Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
FlowSteps The value of the FlowSteps attributefor ~ Default: 10 Flow Steps
the connection factory. Minimum: 1
The number of steps used when a Maxi mum:

producer is adjusting its flow from the 2147483647
Flow Maximum amount of messages to
the Flow Minimum amount, or vice
versa. Specifically, the Flow Interval
adjustment period is divided into the
number of Flow Steps (for example, 60
seconds divided by 6 stepsis 10 seconds
per step).

Also, the movement (i.e., the rate of
adjustment) is calculated by dividing the
difference between the Flow Maximum
and the Flow Minimum into steps. At
each Flow Step, the flow is adjusted
upward or downward, as necessary,
based on the current conditions, as
follows:

m  The movement downward (the
decay) is geometric (taking the nth
root of the difference, where nisthe
number of steps).

m  Themovement upwardislinear. The
difference is simply divided by the
number of steps.

JNDIName The INDI name of the JMS connection JNDIName
factory.
Thisisthe namethat is assigned to and
used to look up the connection factory
within the INDI namespace. The
connection factory nameis configured
separately.
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Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

LoadBalancingEnabl  Thevalue of the LoadBalancingEnabled  Default: t r ue Load Balancing

ed atribute for the connection factory. Enabled

Indicates whether or not a producer
created using aconnection factory allows
load balancing:

m |If true, the associated message
producers will be load balanced on
every send() or publish().

m |If false, the associated message
producers will be load balanced on
thefirst send() or publish().
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29 JMSConnectionFactory

Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
MessagesMaximum  The value of the MessagesMaximum Default: 10 Messages Maximum
attribute for the connection factory. Minimum: - 1

The maximum number of messagesthat  pjaximum:
may exist for an asynchronous session 2147483647
and that have not yet been passed to the

message listener. A value of -1 indicates

that there is no limit on the number of

messages. | n thiscase, however, thelimit

is set to the amount of remaining virtual

memory. When the number of messages

reaches the M essagesM aximum value:

m  For multicast sessions, new
messagesarediscarded according the
policy specified by the
OverrunPolicy attribute and a
DataOverrunException is thrown.

m  For non-multicast sessions, new
messages are flow-controlled, or
retained on the server until the
application can accommodeate the
messages.

For multicast sessions, when a

connection is stopped, messages will

continue to be delivered, but only until
the M essagesM aximum valueisreached.

Oncethisvalueisreached, messageswill

be discarded based on the Overrun

policy.

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.
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Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute

Description Rangeof Values  Console L abel

and Default

OverrunPolicy

The value of the OverrunPolicy attribute  Default: Keepd d

for the connection factory. valid values:

Th Overrun Policy appliesto multicast m Keepd d
messages. When the number of m  KeepNew
outstanding messages reaches the
MessagesM aximum attribute value,
messages are discarded based on the
specified policy.
m |If set to KeepNew, the most recent
messages are given priority over the
oldest messages, and the oldest
messages are discarded, as needed.

m |If set to KeepOld, the oldest
messages are given priority over the
most recent messages, and the most
recent messages are discarded, as
needed.

Message age is defined by the order of
receipt, not by the IM STimestamp value.

Overrun Palicy

ServerAffinityEnabl
ed

The value of the ServerAffinityEnabled  Default: t r ue
attribute for the connection factory when

load balancing consumers or producers

across multiple physical destinationsina

distributed destination.

Indicates whether or not IM S front-ends
that are connected to and running in the
same VM as aWebL ogic Server will
first attempt to load balance consumers
or producers across those physical
destinations served by any JM S servers
that are also running in the same JVM.

Server Affinity
Enabled

Targets

The targetsin the current domain on
which thisitem can be deployed.

Targets
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29 JMSConnectionFactory

Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
TransactionTimeout  The value of the TransactionTimeout Default: 3600 Transaction Timeout
attribute for the connection factory. Minimum: 0

All transactions on connections created  Maximum:
with this connection factory will have 2147483647
this timeout value expressed in seconds.

If atransacted session is still active after
thetimeout has el apsed, thetransactionis
rolled back. A value of O indicates that
thedefault valuewill beused. If you have
long-running transactions, you might
want to adjust the value of this attribute
to alow transactions to complete.

UserTransactionsEna The value of the Default: f al se User Transactions
bled User TransactionsEnabled attribute. Enabled

Indicates whether or not a connection
factory creates sessions that are JTA
aware. If true, the associated message
producers and message consumers |ook
into the running thread for a transaction
context. Otherwise, the current JTA
transaction will be ignored.

However, if the

XA ConnectionFactoryEnabled flagisset
(true), the UserTransactionsEnabled
attribute isignored (since it is always
considered true).

Note: Transacted sessionsignore the
current threads transaction context in
favor of their own internal transaction,
regardless of the setting. Thissetting only
affects non-transacted sessions.
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Table 29-1 JM SConnectionFactoryM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

XAConnectionFacto  The value of the Default: f al se XAConnection

ryEnabled XAConnectionFactoryEnabled attribute Factory Enabled

for the connection factory.

Indicates whether or not a XA queue or
XA topic connection factory is returned,
instead of a queue or topic connection
factory. It can be used to return a XA
queue session or XA topic session, which

has the getX AResource method.
XAServerEnabled The value of the XAServerEnabled Default: f al se Server Side XA
attribute for the connection factory. Enabled

If true, an XA connection factory will be
returned instead of astandard connection
factory.
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CHAPTER

30 JMSDestinationKey

Syntax

<! ELEMENT JMSDesti nati onKey EMPTY >

<I ATTLI ST JMsDest i nati onKey

Di rection (Ascendi ng |
KEY_DI RECTI ON_DESCENDI NG) " Ascendi ng"
KeyType (Bool ean | Byte |
Short | Int |
KEY_TYPE _LONG | Float |
Doubl e | String) "String"
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Property CDATA #REQUI RED
>
Parent Elements

The IMSDestinationK ey element can be a child of these elements:
m  IMSQueue

m JMSTemplate

m JMSTopic
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30 JMSDestinationKey

Attributes

Table 30-1 JM SDestinationK eyM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Direction Thedirection (Ascendingor Descending)  Default: Direction
in which to sort for this key. Ascendi ng
Choosing Ascending for IMSMessagelD ~ Valid values:
impliesa FIFO (firstin, first out) sort m Ascendi ng
order (the default for destinations). Set g \ep) ogi c. mana
the value to Descending for a LIFO (last gement . conf i
in, first out) sort order. guration. JVB
This attribute is not dynamically Const ant s. KE
configurable. Y_DI RECTI ON_
DESCENDI NG
KeyType The expected property type for thiskey.  Default: Stri ng Key Type
Valid values:
m  Bool ean
m Byte
m  Short
= Int
= webl ogi c. mana
genent . confi
guration. JVM5
Const ants. KE
Y_TYPE_LONG
Fl oat
Doubl e
String
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optiona information that you can Notes

include to describe this configuration.
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Table 30-1 JM SDestinationK eyM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

Property

The property name for this key.

This value indicates a message property
name or the name of a message header
field on which to sort. Message header
field keysignore the key type and
reference message header fields rather
than message properties.

Note: To improve performance, we
recommend using message header fields
as sorting keys, rather than message
properties.

Range of Values:

The JMS Property name (including user
properties) or message header fields that
can be sorted on are as follows:

m  IJMSMessagelD
JM STimestamp
JMSCorrelationlD
JIM SPriority

JM SExpiration
JMSType

JM SRedelivered
IMSDedliveryTime

This attribute is not dynamically
configurable.

Property
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CHAPTER

31 JMSDistributedQueue

Description

This class represents a JM S distributed queue.

Syntax
<! ELEMENT JMSDi stri but edQueue ( JMSDi stri but edQueueMenber* | JMSTenpl ate? )* >
<l ATTLI ST JMSDi stri but edQueue

Depl oynent O der CDATA "1000"
For war dDel ay CDATA "o
JNDI Nanme CDATA #| VPLI ED
LoadBal anci ngPol i cy (Round- Robi n | RANDOW " Round- Robi n"
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
Targets CDATA #1 MPLI ED

>

Parent Elements

The JIM SDistributedQueue element is a child of the Domain element.
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31 JmsDistributedQueue

Attributes

Table 31-1 JM SDistributedQueueM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
There is no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

ForwardDelay

The message forwarding delay for this
distributed queue.

Defines the amount of time, in seconds,
that a distributed queue member with
messages, but which has no consumers,
will wait before forwarding its messages
to other queue members that do have
consumers.

A value of -1 indicates that no messages
are forwarded to other queue members.

Default: - 1

Forward Delay
(seconds)

JNDIName

The JNDI name of the distributed
destination.

Thisvalueisthe name used to look up the
distributed destination within the INDI
namespace. Applications can use the
JNDI Name to look up the distributed
destination. If not specified, then the
destination is not bound into the JNDI
namespace.
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Table 31-1 JM SDistributedQueueM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel
and Default

LoadBaancingPolic
y

Theload balancing policy for producers
sending to this distributed destination.

Defines whether producers will use the
Round-Robin or Random distribution
policy to balancethe messageload across
the members of a distributed destination.

Default: Load Balancing
Round- Robi n Policy
Valid values:

®  Round- Robin

m  webl ogi c. mana
genent . confi
guration. JVS
Const ants. RA

NDOM
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
Targets The targetsin the current domain on Targets

which thisitem can be deployed.
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CHAPTER

32 JMSDistributedQueue
Member

Description

This MBean represents a JM S distributed queue member. This should be a queue.

Syntax

<! ELEMENT JMBDi stri but edQueueMenber EMPTY >

<I' ATTLI ST JMBDi stri but edQueueMenber

JMSQueue CDATA #REQUI RED
Narme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Veéi ght CDATA " e

>

Parent Elements

The JIM SDistributedQueueMember element is a child of the JM SDistributedQueue
element.
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32 JMSDistributedQueueMember

Attributes

Table 32-1 JM SDistributedQueueM ember M Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

IMSQueue

The IM S Queue associated with this
distributed queue member.

Defines the underlying physical queue
that is associated with this distributed
queue member.

JM SQueue

Name

The name of this configuration.
WebL ogic Server uses an MBean to

implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

Weight

The weight for this distributed queue
member.

Defines the weight of the member
destination (ameasure of its ability to
handle message load), with respect to
other member destinationsin the same
distributed destination.

Default: 1

Weight
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CHAPTER

33 JMSDistributedTopic

Description

This MBean represents a JM S distributed topic.

Syntax

<! ELEMENT JMSDi stri but edTopic ( JMSDi stri butedTopi cMenber* | JMSTenpl ate? )* >

<! ATTLI ST JMSDi stri but edTopi c

Depl oynent O der CDATA "1000"
JNDI Nane CDATA #|1 MPLI ED
LoadBal anci ngPol i cy (Round- Robi n | RANDOVY " Round- Robi n"
Name CDATA #REQUI RED
Not es CDATA #|1 MPLI ED
Targets CDATA #|1 MPLI ED

>

Parent Elements

The IM SDistributedTopic element is a child of the Domain element.
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33 JMSDistributedTopic

Attributes

Table 33-1 JM SDistributedTopicM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
There is no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

JNDIName

The JNDI name of the distributed
destination.

Thisvalueisthe name used to look up the
distributed destination within the INDI
namespace. Applications can use the
JNDI Name to look up the distributed
destination. If not specified, then the
destination is not bound into the JINDI
namespace.

JNDI Name

LoadBalancingPolic
y

The load balancing policy for producers
sending to this distributed destination.

Defines whether producers will use the
Round-Robin or Random distribution
policy to balance the messageload across
the members of adistributed destination.
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Round- Robi n

Valid values:

m  Round- Robin

= webl ogi c. mana
genent . confi
guration. JVM5
Constants. RA
NDOM

Load Balancing
Policy



Table 33-1 JM SDistributedTopicM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
Targets The targetsin the current domain on Targets

which thisitem can be deployed.
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CHAPTER

34 JMSDistributedTopicM
ember

Description

This MBean represents a JM S distributed topic member. This should be atopic.

Syntax

<! ELEMENT JMBDi stri but edTopi cMenber EMPTY >

<! ATTLI ST JMBDi stri but edTopi cMenber

JMSTopi ¢ CDATA #REQUI RED
Narme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Veéi ght CDATA " e

>

Parent Elements

The IM SDistributedTopicMember element is a child of the IM SDistributedTopic
element.
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34 MSDistributed TopicMember

Attributes

Table 34-1 JM SDistributedTopicM ember M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

JMSTopic The IMS Topic associated with this JMSTopic
distributed topic member.
Defines the underlying physical topic
that is associated with this distributed
topic member.

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.

Weight The weight for this distributed queue Default: 1 Weight
member.

Defines the weight of the member
destination (ameasure of its ability to
handle message load), with respect to
other member destinationsin the same
distributed destination.
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CHAPTER

35 JMSFileStore

Description

This MBean represents a IM S file-based persistent store.

Syntax

<! ELEMENT JNBFi | eSt ore EMPTY >

<I ATTLI ST JNMSFi | eStore

Directory CDATA
Name CDATA
Not es CDATA
>
Parent Elements

#REQUI RED
#REQUI RED
#| MPLI ED

The IM SFileStore element is a child of the Domain €l ement.

Attributes

Table 35-1 JMSFileSoreM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
Directory The directory where the file-based Directory
persistent store exists.
This attribute is not dynamically
configurable.
Name The name of this configuration. Name

WebL ogic Server uses an MBean to
implement and persist the configuration.
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Table 35-1 JM SFileStoreM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default

Notes Optional information that you can Notes
include to describe this configuration.
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CHAPTER

36 JMSJDBC(Store

Description

This MBean represents a M S JDBC-based persistent store.

Syntax

<! ELEMENT JMSJDBCSt ore EMPTY >

<! ATTLI ST JMSJDBCSt or e

Connect i onPool CDATA #| MPLI ED
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
Pr ef i xNane CDATA #| MPLI ED
>
Parent Elements

The IMSIDBCStore el ement is a child of the Domain element.

Attributes

Table 36-1 JMSIDBCSoreM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

ConnectionPool The JDBC Connection Pool for this Connection Pool
persistent store.

This attribute is not dynamically
configurable.
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Table 36-1 JIM SIDBCSoreM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
PrefixName The prefix name of the IMStablesinthis  Default: nul | Prefix Name

JDBC persistent store.

This prefix is prepended to table names
when:

m The database management system
requires fully qualified names.

= You must differentiate between IMS
tables for two WebL ogic Servers,
thereby enabling multipletablesto be
stored on asingle DBMS.

The prefix should be specified using the

following format and will resultinavalid

table name when prepended to the IMS

table name:

[schema.[catal og.]]prefix
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CHAPTER

37 JMSQueue

Syntax

<! ELEMENT JMSQueue ( JMsDesti nati onKey* )* >

<I ATTLI ST JMBQueue
Byt esMaxi mum

Byt esPagi ngEnabl ed

Byt esThr eshol dHi gh
Byt esThr eshol dLow
Del i ver yModeOverri de

Desti nati onKeys

ErrorDestination

JNDI Name

JNDI NaneRepl i cat ed

MessagesMaxi num

MessagesPagi ngEnabl ed

MessagesThr eshol dHi gh
MessagesThr eshol dLow

Nane
Not es

PriorityOverride
Redel i veryDel ayOverri de

Redel i veryLimt
St or eEnabl ed

Tenpl at e

Ti meToDel i ver Overri de
Ti meToLi veOverri de

Parent Elements

CDATA

(default | false |
true)

CDATA

CDATA

(Persistent |
Non- Per si stent |
No- Del i very)

CDATA

CDATA

CDATA

(true | false)

CDATA

(default | false |
true)

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

(default | false |
true)

CDATA

CDATA

CDATA

w_oqn

"defaul t"
o
o

" No- Del i ver y"
# MPLI ED

# MPLI ED

#1 MPLI ED
"true"

T

"defaul t"
o

o
#REQUI RED
#| MPLI ED
o

o

o

"defaul t"
#| MPLI ED
o
o

The JIM SQueue element can be a child of these elements:
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= JMSServer

m JMSTemplate

Attributes

Table 37-1 JM SQueueM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
BytesMaximum The value of BytesMaximum. Default: - 1 Bytes Maximum
The maximum number of bytesthat may ~ Minimum: - 1
be stored in the destination. A valueof -1 \jaximum:
specifiesthat thereisno limit on the 92233720368547
number of bytesthat can be storedinthe 75807

37-2

destination.
Range of Values. >=
BytesThresholdHigh

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.
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Table 37-1 JM SQueueM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

BytesPagingEnabled

Returnoneof "true", "false", or "default”.

Flag for specifying whether or not bytes
paging is enabled on the destination:

m Ifthisflagisnot selected (false), then
bytespaging isexplicitly disabled for
this destination.

m If thisflag is not selected (true), a
paging store has been configured for
the IM S Server, and both the
BytesThresholdL ow and
BytesThresholdHigh attribute values
aregreater than -1, then bytes paging
isenabled for this destination.

m |f thisattribute is set to "default”,
then this value inherits the IM S
template's value--if a M S template
is specified. If no templateis
configured for the destination, then
the Default value is equivalent to
False.

Default: def aul t
Valid values:

m default

m false

m true

Bytes Paging
Enabled
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Table 37-1 JM SQueueM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
BytesThresholdHigh  The value of BytesThresholdHigh. Default: - 1 Bytes Threshold
Upper threshold value that triggers Minimum; - 1 High
events based on the number of bytes Maxi mum:
stored inthe destination. If the number of 92233720368547
bytes exceeds this threshold, the 75807

37-4

triggered events are:

Log Messages - messageislogged onthe
server indicating a high threshold
condition.

Bytes Paging - bytes paging is enabled
(and apaging store has been configured),
then destination-level bytes paging is
started.

Flow Control - flow control is enabled,
the destination becomes armed and
instructs producers to begin decreasing
their message flow.

A value of -1 specifiesthat bytes paging,
flow control, and threshold |og messages
are disabled for the destination.

Range of Values: <= BytesMaximum;
>BytesT hresholdL ow

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Note: Bytes paging cannot be
dynamically disabled by resetting the
BytesThresholdHigh to -1. To disable
paging, you could set the
BytesThresholdHigh to avery large
number, so that paging would not be
triggered.
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Table 37-1 JM SQueueM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel

and Default

BytesT hresholdL ow

The value of BytesThresholdL ow.

Lower threshold value that triggers
events based on the number of bytes
stored in the destination. If the number of
bytesfalls below this threshold, the
triggered events are:

Log Messages - messageislogged onthe
server indicating that the threshold
condition has cleared.

Bytes Paging - bytes paging is enabled,
pagingisstopped (if paging isoccurring).
Flow Control - flow control is enabled,
the destination becomes disarmed and
instructs producers to begin increasing
their message flow.

A value of -1 specifiesthat bytes paging,
flow control, and threshold |og messages
are disabled for the destination.

Range of Values. < BytesThresholdHigh
This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: - 1
Minimum; - 1

Bytes Threshold

Maximum:;
92233720368547
75807

Low

DeliveryModeOverri
de

The DeliveryModeOverride value.

The delivery mode assigned to all
messages that arrive at the destination
regardlessof the DeliveryMode specified
by the message producer.

A value of No- Del i ver y specifiesthat
theDeliveryM odewill not be overridden.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default:

No- Del i very
Valid values:

m  Persistent

m  Non- Persisten
t

m  No-Delivery

Delivery Mode
Override

BEA WebL ogic Server Configuration Reference
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37 JMSQueue

Table 37-1 JM SQueueM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DestinationK eys

Return aread-only array of the
destination keys of the template or
destination.

Destination Keys

ErrorDestination

The ErrorDestination val ue for messages
that have reached their redelivery limit.

Definesthe nameof thetarget destination
for messages that have reached their
redelivery limit. If no error destinationis
configured, then such messages are
simply dropped.

Note: The error destination must be a
destination that is configured on thelocal
IMS server.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: nul |
Minimum; - 1

Error Destination

JNDIName

The JNDI name of the destination.

Thisvalueisthe name used to look up the
destination within the INDI namespace.
If not specified, the destination nameis
not advertised through the JINDI
namespace and cannot be looked up and
used.

This attribute is not dynamically
configurable.

JNDIName

JNDINameReplicate
d

If INDINameReplicated is set to true,
then the INDI namefor thedestination (if
present) isreplicated acrossthe cluster. If
JNDINameReplicated isset tofalse, then
the INDI name for the destination (if
present) isonly visiblefrom the server of
which this destination is a part.

37-6 BEA WebL ogic Server Configuration Reference
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Table 37-1 JM SQueueM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel
and Default

MessagesM aximum

The value of MessagesM aximum.

The maximum number of messages that
may be stored in the destination. A value
of -1 specifiesthat thereisno limit onthe
number of messagesthat can be stored in
the destination.

Range of Values: >=
MessagesThresholdHigh

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: - 1
Minimum; - 1

Messages Maximum

Maximum:;
92233720368547
75807

MessagesPagingEna
bled

Return oneof "true", "false", or "default”.

Flag for specifying whether or not
messages paging is enabled on the
destination:

m Ifthisflagisnot selected (false), then
messages paging is explicitly
disabled for this destination.

m |If thisflag is not selected (true), a
paging store has been configured for
the IMS Server, and both the
MessagesT hresholdLow and
MessagesT hresholdHigh attribute
values are greater than -1, then
messages paging is enabled for this
destination.

m |f thisattribute is set to "default",
then this value inherits the IM S
template's value--if aJM'S template
is specified. If no templateis
configured for the destination, then
the Default value is equivalent to
False.

BEA WebL ogic Server Configuration Reference

Default: def aul t Messages Paging
Valid values: Enabled

m default

m false

m true
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37 JMSQueue

Table 37-1 JM SQueueM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

MessagesThreshold
High

37-8

The value of MessagesThresholdHigh. Default: - 1

Upper threshold value that triggers Minimum: - 1
events based on the number of messages  \jaximum:
stored in the destination. If the number of 92233720368547
messages exceeds this threshold, the 75807
triggered events are:

Log Messages - messageislogged onthe

server indicating a high threshold

condition.

Bytes Paging - messages paging is

enabled (and a paging store has been

configured), then destination-level

messages paging is started.

Flow Control - flow control is enabled,

the destination becomes armed and

instructs producers to begin decreasing

their message flow.

A value of -1 specifies that messages
paging, flow control, and threshold log
messages aredisabled for thedestination.

Range of Values:.<=

M essagesM aximum,;

>M essagesT hresholdL ow

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Note: M essages paging cannot be
dynamically disabled by resetting the
BytesThresholdHigh to -1. To disable
paging, you could set the
BytesThresholdHigh to avery large
number, so that paging would not be
triggered.

BEA WebL ogic Server Configuration Reference
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Table 37-1 JM SQueueM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

MessagesThresholdL
ow

The value of MessagesThresholdL ow. Default: - 1

Lower threshold value that triggers Minimum: - 1
events based on the number of messages  \jaximum:
stored in the destination. If the number of 92233720368547
messages falls below thisthreshold, the 75807
triggered events are:

Log Messages - messageislogged onthe

server indicating that the threshold

condition has cleared.

Bytes Paging - messages paging is

enabled, paging is stopped (if paging is

occurring).

Flow Control - flow control is enabled,

the destination becomes disarmed and

instructs producers to begin increasing

their message flow.

A value of -1 specifies that messages
paging, flow control, and threshold log
messagesaredisabled for thedestination.

Range of Values: <
MessagesThresholdHigh

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Messages Threshold

Low

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

BEA WebL ogic Server Configuration Reference
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37 JMSQueue

Table 37-1 JM SQueueM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
PriorityOverride The PriorityOverride value. Default: - 1 Priority Override
Thisvalueisthe priority assignedtoal ~ Minimum: - 1
messages that arrive at the destination,  \aximum:

regardless of the Priority specified by the
message producer.

The default value (-1) specifiesthat the
destination will not override the Priority

webl ogi c. manag
enent . confi gur
ati on. JMSConst
ants. PRIORI TY_

setting. MAXI MUM

This attribute is dynamically

configurable, but only incoming

messages are impacted; stored messages

are not impacted.
RedeliveryDelayOve The RedeliveryDelayOverride value in Default: - 1 Redelivery Delay
rride milliseconds before rolled back and Minimum: - 1 Override

r@vaed messag(.es ar.e redel ivered. Maximun

Deflnesthedelay, n ml”lSECOﬂdS, before 92233720368547

rolled back or recovered messages are 75807

redelivered, regardless of the
RedeliveryDelay specified by the
consumer and/or connection factory.
The default value (-1) specifiesthat the
destination will not override the
RedeliveryDelay setting.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.
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Table 37-1 JM SQueueM Bean Element Attributes

Attribute Description

Rangeof Values  Console L abel
and Default

RedeliveryLimit The number of redelivery triesamessage
can have beforeit is placed in the error

destination.

Depending on whether an error
destination is configured, the following
occurs when the redelivery limit is
reached:

m If no error destination is configured,
or the quota for the error destination
would be exceeded, then persistent
and non-persistent messages are
simply dropped.

m If an error destination is configured
and the error destination is at quota,
then an error message is logged and
the message is dropped. However, if
the message is persistent, it remains
in the persistent store. This ensures
that a persistent message will be
redelivered when WebL ogic Server
is rebooted.

The default value (-1) specifiesthat the
destination will not override the
RedeliveryLimit setting.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Note: Changing the RedeliveryLimit does

not affect messages that have already
reached thislimit. The next time such
messages are redelivered, they will
immediately be redirected to the error
destination. The number of times of
message has been redelivered is not
persisted. This meansthat after arestart
the number of delivery attempts on each
message is reset to zero.

BEA WebL ogic Server Configuration Reference

Default: - 1
Minimum; - 1

Redelivery Limit

Maximum:;
92233720368547
75807
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37 JMSQueue

Table 37-1 JM SQueueM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
StoreEnabled Returnoneof "true", "false”, or "default”.  Default: def aul t Store Enabled
Flag specifying whether or not the Valid values:
destination uses the persistent store m default
specified by the IMS server: m fal se

m Ifthisflagisenabled (true), butno  w trye
persistent storeis defined for the
JMS Server, then the configuration
fails and WebL ogic JM S does not
boot.

m |[fthisflagisdisabled (false), thenthe
destination does not support
persistent messages.

m |[fthisflagissetto"default”, thenthe
destination uses the persistent
store--if one is defined for the IMS
server--and supports persistent
messaging.

This attribute is not dynamically

configurable.

Template The IM S template from which the Template
destination is derived.

If this attribute is not defined, then the
attributes for the destination must be
specified as part of the destination. The
Template attribute setting per destination
is static. The template attributes,
however, can be modified dynamically.

Note: Attributes that are set to their
default values will inherit their
destination valuesfrom the IM Stemplate
at runtime. If thisattributeis not defined,
then the attributes for the destination
must be specified as part of the
destination.
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Table 37-1 JM SQueueM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

TimeToDeliverOverr
ide

TheTimeToDéliver overridevalueeither
in milliseconds or as a schedule.

Defines the default delay, in
milliseconds, between when amessageis
produced and when it is made visible on
its target destination, regardless of the
delivery time specified by the producer
and/or connection factory.

The default value (-1) specifiesthat the
destination will not override the
TimeToDeliver setting. The
TimeToDeliverOverride can be specified
either asalong or as a schedule.

Note: Changing the
TimeToDeliverOverride only affects
futuremessagedelivery, it doesnot affect
message delivery of already produced
messages.

Default: " - 1"

Time To Deliver
Override

TimeToLiveOverrid
e

The TimeToLiveOverride value.

Definesthe TimeToLive value assigned
to all messages that arrive at the
destination, regardless of the
TimeToLive specified by the message
producer.

The default value (-1) specifiesthat the
destination will not override the
TimeToLive setting.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: - 1
Minimum; - 1
Maximum:;

92233720368547
75807

TimeTo Live
Override
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CHAPTER

38 JMSServer

Description

This MBean definesa JM S Server.

Syntax

<! ELEMENT JMsServer ( JMsSessionPool * | JMSQueue* | JMSTopic* )* >

<! ATTLI ST JMSSer ver
Byt esMaxi mum
Byt esPagi ngEnabl ed
Byt esThr eshol dHi gh
Byt esThr eshol dLow
Depl oynent Or der
MessagesMaxi num
MessagesPagi ngEnabl ed
MessagesThr eshol dHi gh
MessagesThr eshol dLow
Nane
Not es
Pagi ngSt ore
Store
Targets
Tenpor aryTenpl at e

Parent Elements

CDATA
(true
CDATA
CDATA
CDATA
CDATA
(true
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

T

| false) "fal se"
noqn
e
"1000"
noqn

| fal se) "fal se"
noqn
noqn
#REQUI RED
#1 MPLI ED
#1 MPLI ED
#| MPLI ED
#1 MPLI ED
#1 MPLI ED

The IMSServer element is a child of the Domain el ement.

BEA WebL ogic Server Configuration Reference
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38 Jmsserver

Attributes

Table 38-1 JM SServer M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
BytesMaximum The value of BytesMaximum. Default: - 1 Bytes Maximum
The maximum number of bytesthat may ~ Minimum: - 1
bestoredinthe IMSserver. Avalueof -1 \aximum:
specifiesthat thereisno limit on the 092233720368547
number of bytesthat can be storedinthe 75507
JMS server.
Range of Values: >=
BytesThresholdHigh
This attribute is dynamically
configurable.
BytesPagingEnabled  Check if BytesPagingEnabled is set. Default: f al se Bytes Paging
Enabled

Flag for specifying whether or not bytes
paging is enabled on the IM S server:

m [fthisflagisnot selected (false), then
server bytes paging is explicitly
disabled.

m |f thisflagisselected (true), apaging
store has been configured, and both
the BytesThresholdLow and
BytesThresholdHigh attribute values
are greater than -1, then server bytes
paging is enabled.

m |f either the BytesThresholdLow or
BytesT hreshold Highattribute is
undefined, or defined as -1, then
server bytes paging isimplicitly
disabled--even though thisflag is
selected.
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Table 38-1 JM SServer M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
BytesThresholdHigh  The value of BytesThresholdHigh. Default: - 1 Bytes Threshold
Upper threshold value that triggers Minimum: - 1 High
events based on the number of bytes Maxi mumn:
stored inthe IMSserver. If the number of 92233720368547
bytes exceeds this threshold, the 75807

triggered events are:

Log Messages - A message islogged on
the server indicating a high threshold
condition.

Bytes Paging - If bytes paging is enabled
(and apaging store has been configured),
then server bytes paging is started.

Flow Contral - If flow control isenabled,
the IMS server becomes armed and
instructs producers to begin decreasing
their message flow.

A value of -1 specifiesthat server bytes
paging, flow control, and threshold log
messagesaredisabledfor the IM S server.

Range of Values: <= BytesMaximum;
>BytesThresholdL ow

This attribute is dynamically
configurable.

Note: Bytes paging cannot be
dynamically disabled by resetting the
BytesThresholdHigh to -1. To disable
paging, you could set the
BytesThresholdHigh to avery large
number, so that paging would not be
triggered.

BEA WebL ogic Server Configuration Reference
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38 Jmsserver

Table 38-1 JM SServer M Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

BytesThresholdL ow

The value of BytesThresholdL ow

Lower threshold value that triggers
events based on the number of bytes
stored inthe IM S server. |f the number of
bytes falls below thisthreshold, the
triggered events are:

Log Messages - A message is logged on
the server indicating that the threshold
condition has cleared.

BytesPaging - If bytes paging isenabled,
paging isstopped (if pagingisoccurring).
Flow Controal - If flow control isenabled,
the IM S server becomes disarmed and
instructs producers to begin increasing
their message flow.

A value of -1 specifies that server bytes
paging, flow control, and threshold log

messagesaredisabled for the IM S server.
Range of Values. < BytesThresholdHigh

This attribute is dynamically
configurable.

Default: - 1
Minimum: - 1

Maxi mum:
92233720368547
75807

Bytes Threshold Low

DeploymentOrder

38-4

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

BEA WebL ogic Server Configuration Reference

Default: 1000
Minimum: 0
Maxi mum:
2147483647
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Table 38-1 JM SServer M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
MessagesMaximum  The value of MessagesM aximum. Default: - 1 Messages Maximum
The maximum number of messagesthat ~ Minimum: - 1
may bestoredinthe IMSserver. A value  \aximum:
of -1 specifiesthat thereisnolimitonthe  g2233720368547
number of messagesthat canbestoredin 75807
the IMS server.
This attribute is dynamically
configurable.
Range of Values:>=
MessagesThresholdHigh
MessagesPagingEna  Check if MessagesPagingEnabled isset.  Default: f al se Messages Paging
bled Flag for specifying whether or not Enabled
messages paging is enabled on the IMS
server:

If thisflagisnot selected (fal se), then
server messages paging is explicitly
disabled.

If thisflag is selected (true), apaging
store has been configured, and both
the MessagesT hresholdLow and
MessagesT hresholdHigh attribute
valuesaregreater than -1, then server
messages paging is enabled.

If either the MessagesThresholdLow
or MessagesT hresholdHigh attribute
isundefined, or defined as-1, then
server messages paging isimplicitly
disabled--even though thisflag is
selected.

BEA WebL ogic Server Configuration Reference
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38 Jmsserver

Table 38-1 JM SServer M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

MessagesThreshold ~ The value of MessagesT hresholdHigh. Default: - 1 Messages Threshold

High Upper threshold value that triggers Minimum: - 1 High

events based on the number of messages  \jaximum:
storedinthe IMS server. |f the number of 092233720368547
messages exceeds this threshold, the 75807
triggered events are:

Log Messages - A message is logged on

the server indicating a high threshold

condition.

Bytes Paging - If messages paging is

enabled (and a paging store has been

configured), then server messages paging

is started.

Flow Control - If flow control isenabled,
the IMS server becomes armed and
instructs producers to begin decreasing
their message flow.

A value of -1 specifiesthat server
messages paging, flow control, and
threshold log messages are disabled for
the IMS server.

Range of Values:.<=

M essagesM aximum,;

>M essagesT hresholdL ow
This attribute is dynamically
configurable.

Note: M essages paging cannot be
dynamically disabled by resetting the
MessagesT hresholdHigh to -1. To
disable paging, you could set the
MessagesThresholdHigh to avery large
number, so that paging would not be
triggered.

38-6 BEA WebL ogic Server Configuration Reference



Table 38-1 JM SServer M Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

MessagesThresholdL
ow

The value of MessagesThresholdL ow

Lower threshold value that triggers
events based on the number of messages
storedinthe IM S server. If the number of
messages falls below this threshold, the
triggered events are:

Log Messages - A message islogged on
the server indicating that the threshold
condition has cleared.

Bytes Paging - If messages paging is
enabled, paging is stopped (if paging is
occurring).

Flow Contral - If flow control isenabled,
the IM S server becomes disarmed and
instructs producers to begin increasing
their message flow.

A value of -1 specifiesthat server
messages paging, flow control, and
threshold log messages are disabled for
the IMS server.

Range of Values: <
MessagesThresholdHigh

This attribute is dynamically
configurable.

Default: - 1
Minimum; - 1

Maximum:;
92233720368547
75807

Messages Threshold

Low

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

BEA WebL ogic Server Configuration Reference
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38 Jmsserver

Table 38-1 JM SServer M Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
PagingStore The paging store for the IM S server. Default: nul | Paging Store

The name of the persistent store where
non-persistent messagesare paged for the
JM S server. A paging store cannot be the
same store used for persistent messages
or durable subscribers.

A paging store may only be used by one
JMS server. A vaue of hone specifies
that message paging is not supported. If
no paging store is specified, then the
server and destinations will not support
message paging.

Note: Using a JDBC store is not
recommended for paging since the
amount of traffic and subsequent lack of
performance would make such a
configuration undesirable.

Store The persistent store for the IMS server.  Default: nul | Store

A persistent store may only be used by
one JMS server. A value of none
specifies that no persistent messaging is
supported. If no persistent storeis
specified, then destinations on thisIMS
server will not support persistent
messages or durable subscribers.

Targets The targetsin the current domain on Targets
which thisitem can be deployed.
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Table 38-1 JM SServer M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
TemporaryTemplate  The temporary template for the IMS Default: nul | Temporary Template
server.

The name of an existing IMS template
used to create al temporary destinations,
including temporary queues and
temporary topics. Theattribute valuesfor
atemporary destination are derived from
this IMS template. If provided as part of
the template, the Store attribute values
are ignored because temporary
destinations do not support persistent
messaging.

Note: If this attribute is set to none,
attempts to create a temporary
destination (queue or topic) will fail.
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CHAPTER

39 JMSSessionPool

Description

This MBean represents a JM S session pool.

Syntax

<! ELEMENT JMsSessi onPool ( JMSConnecti onConsuner* )* >

<I ATTLI ST JMsSessi onPool
Acknow edgehMbde ( ACKNONLEDGE_MODE_AUTO |
ACKNONLEDGE_MODE_CLI ENT |
ACKNONLEDGE_MODE_DUPS_ (X |
ACKNOALEDGE_MODE_NONE) " ACKNOALEDGE_MODE_AUTO'

Connect i onFactory CDATA #| MPLI ED
Li stenerd ass CDATA #REQUI RED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Sessi onsMaxi mum CDATA R
Transact ed (true | false) "fal se"

>

Parent Elements

The IM SSessionPool element is a child of the IM SServer element.
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39 JmSsSessionPool

Attributes

Table 39-1 JM SSessionPoolM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AcknowledgeMode  The acknowledge mode used by Defaullt: Acknowledge Mode
non-transacted sessions within the ACKNOW.EDGE_MO
session pool. DE_AUTO
For transacted sessions, messages are Valid values:
acknowledged automatically when the m  ACKNON.EDGE M
session is committed and this field is ODE_AUTO
ignored. m  ACKNOM.EDGE M
This attribute is not dynamically ODE_CLI ENT
configurable. . ACKNOMLEDGE M
ODE_DUPS_K
m  ACKNOALEDGE M
ODE_NONE
ConnectionFactory The JNDI name of the connectionfactory  Default: nul | Connection Factory
for the session pool.
ListenerClass The name of the listener class for the Listener Class
session pool.
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
SessionsMaximum The maximum number of sessions Default: - 1 Sessions Maximum
allowed for the session pool. Minimum: - 1
This vaueisthe number of concurrent  \jaximum:
sessionsinthe session pool. A valueof -1 92233720368547
indicates that there is no maximum. 75807

39-2

This attribute is dynamically
configurable; however, it does not take
effect until the session pool is restarted.
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Table 39-1 JM SSessionPoolM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Transacted Check if the session pool istransacted or  Default: f al se Transacted

non-transacted.

Thisflag indicates whether or not the
session pool creates transacted sessions.
This attribute is not dynamically
configurable.
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CHAPTER

40 JMSStore

Description

A IMS persistent store. Thisis aphysical repository for storing persistent data.

Syntax

<! ELEMENT JMs5St ore EMPTY >

<! ATTLI ST JM5St or e

Narme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
>
Parent Elements

The IMSStore element is a child of the Domain element.

Attributes

Table 40-1 JM SStoreM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.
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CHAPTER

41 JMSTemplate

Description

A IMS destination template.

Syntax

<! ELEMENT JMSTenpl ate ( JMSDesti nati onKey* |

<l ATTLI ST JMSTenpl ate
Byt esMaxi mum
Byt esPagi ngEnabl ed
Byt esThr eshol dHi gh
Byt esThr eshol dLow
Del i ver yModeOverri de

Dest i nati onKeys
ErrorDestination
MessagesMaxi num
MessagesPagi ngEnabl ed
MessagesThr eshol dHi gh
MessagesThr eshol dLow
Nane

Not es
PriorityOverride

Redel i veryDel ayOverri de
Redel i veryLim t

Ti meToDel i ver Overri de
Ti meToLi veOverri de

Parent Elements

CDATA
(true |
CDATA
CDATA

fal se)

(Persistent |

Non- Per si st ent

No- Del i very)

CDATA
CDATA
CDATA
(true |
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

fal se)

JMBQueue* | JMsTopic* )* >

T
"fal se"
noqn
e

"No- Del i very"
#| MPLI ED
#| MPLI ED
woqn

"fal se"
noqn

e
#REQUI RED
#| MPLI ED
e

T

T

e

T

The IMSTemplate element can be a child of these elements:

m  JMSDistributedQueue
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41 JMSTemplate

m  JMSDistributedTopic

Attributes

Table41-1 JM STemplateM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
BytesMaximum The value of BytesMaximum. Default: - 1 Bytes Maximum
The maximum number of bytesthat may ~ Minimum: - 1
bestoredinthedestination. A valueof -1 Naximum:
specifies that there is no limit on the 92233720368547
number of bytesthat can be storedinthe 75807

41-2

destination.

Range of Values: >=
BytesThresholdHigh

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.
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Table 41-1 JM STemplateM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

BytesPagingEnabled

Check if BytesPagingEnabled is set.

Flag for specifying whether or not bytes
paging is enabled on the template:

If thisflagisnot selected (fal se), then
bytes paging is disabled for the
template's destinations-unless the
destination setting overrides the
template.

If thisflag is selected (true), apaging
store has been configured for the
JMS Server, and both the
BytesThresholdLow and
BytesThresholdHigh attribute values
aregreater than -1, then bytes paging
is enabled for the template's
destinations--unless the destination
setting overrides the template.

Note: If no value is defined, then this
setting defaults to "false" and bytes
paging is disabled for the template's
destinations--unless the destination
setting overrides the template.

Default: f al se

Bytes Paging
Enabled

BEA WebL ogic Server Configuration Reference

41-3



41 JMSTemplate

Table 41-1 JM STemplateM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
BytesThresholdHigh  The value of BytesThresholdHigh. Default: - 1 Bytes Threshold
Upper threshold value that triggers Minimum; - 1 High
events based on the number of bytes Maxi mum:
stored inthe destination. If the number of 92233720368547
bytes exceeds this threshold, the 75807

41-4

triggered events are:

Log Messages - messageislogged onthe
server indicating a high threshold
condition.

Bytes Paging - bytes paging is enabled
(and apaging store has been configured),
then destination-level bytes paging is
started.

Flow Control - flow control is enabled,
the destination becomes armed and
instructs producers to begin decreasing
their message flow.

A value of -1 specifiesthat bytes paging,
flow control, and threshold |og messages
are disabled for the destination.

Range of Values: <= BytesMaximum;
>BytesT hresholdL ow

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Note: Bytes paging cannot be
dynamically disabled by resetting the
BytesThresholdHigh to -1. To disable
paging, you could set the
BytesThresholdHigh to avery large
number, so that paging would not be
triggered.
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Table 41-1 JM STemplateM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel

and Default

BytesT hresholdL ow

The value of BytesThresholdL ow.

Lower threshold value that triggers
events based on the number of bytes
stored in the destination. If the number of
bytesfalls below this threshold, the
triggered events are:

Log Messages - messageislogged onthe
server indicating that the threshold
condition has cleared.

Bytes Paging - bytes paging is enabled,
pagingisstopped (if paging isoccurring).
Flow Control - flow control is enabled,
the destination becomes disarmed and
instructs producers to begin increasing
their message flow.

A value of -1 specifiesthat bytes paging,
flow control, and threshold |og messages
are disabled for the destination.

Range of Values. < BytesThresholdHigh
This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: - 1
Minimum; - 1

Bytes Threshold

Maximum:;
92233720368547
75807

Low

DeliveryModeOverri
de

The DeliveryModeOverride value.

The delivery mode assigned to all
messages that arrive at the destination
regardlessof the DeliveryMode specified
by the message producer.

A value of No- Del i ver y specifiesthat
theDeliveryM odewill not be overridden.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default:

No- Del i very
Valid values:

m  Persistent

m  Non- Persisten
t

m  No-Delivery

Delivery Mode
Override

BEA WebL ogic Server Configuration Reference
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41 JMSTemplate

Table 41-1 JM STemplateM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DestinationK eys

Return aread-only array of the
destination keys of the template or
destination.

Destination Keys

ErrorDestination

The ErrorDestination val ue for messages
that have reached their redelivery limit.

Definesthe nameof thetarget destination
for messages that have reached their
redelivery limit. If no error destinationis
configured, then such messages are
simply dropped.

Note: The error destination must be a
destination that is configured on thelocal
IMS server.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: nul |
Minimum; - 1

Error Destination

MessagesM aximum

The value of MessagesMaximum.

The maximum number of messages that
may be stored in the destination. A value
of -1 specifiesthat thereisno limit onthe
number of messages that can be stored in
the destination.

Range of Values: >=
MessagesThresholdHigh

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.
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Table 41-1 JM STemplateM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

MessagesPagingEna  Check if MessagesPagingEnabled isset.  Default: f al se Messages Paging

bled Flag for specifying whether or not Enabled

messages paging is enabled on the
template:

If thisflagisnot selected (fal se), then
messages paging is disabled for the
template's destinations-unless the
destination setting overrides the
template.

If thisflag isselected (true), apaging
store has been configured for the
JMS Server, and both the
MessagesT hresholdLow and
MessagesT hresholdHigh attribute
values are greater than -1, then
messages paging is enabled for the
template's destinations--unless the
destination setting overrides the
template.

Note: If no valueis defined, this setting
defaults to "false" and messages paging
isdisabled for the template's
destinations--unless the destination
setting overrides the template.

BEA WebL ogic Server Configuration Reference
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41 JMSTemplate

Table 41-1 JM STemplateM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

MessagesThreshold
High

41-8

The value of MessagesThresholdHigh. Default: - 1

Upper threshold value that triggers Minimum: - 1
events based on the number of messages  \jaximum:
stored in the destination. If the number of 92233720368547
messages exceeds this threshold, the 75807
triggered events are:

Log Messages - messageislogged onthe

server indicating a high threshold

condition.

Bytes Paging - messages paging is

enabled (and a paging store has been

configured), then destination-level

messages paging is started.

Flow Control - flow control is enabled,

the destination becomes armed and

instructs producers to begin decreasing

their message flow.

A value of -1 specifies that messages
paging, flow control, and threshold log
messages aredisabled for thedestination.

Range of Values:.<=

M essagesM aximum,;

>M essagesT hresholdL ow

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Note: M essages paging cannot be
dynamically disabled by resetting the
BytesThresholdHigh to -1. To disable
paging, you could set the
BytesThresholdHigh to avery large
number, so that paging would not be
triggered.

BEA WebL ogic Server Configuration Reference
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Table 41-1 JM STemplateM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

MessagesThresholdL
ow

The value of MessagesThresholdL ow. Default: - 1

Lower threshold value that triggers Minimum: - 1
events based on the number of messages  \jaximum:
stored in the destination. If the number of 92233720368547
messages falls below thisthreshold, the 75807
triggered events are:

Log Messages - messageislogged onthe

server indicating that the threshold

condition has cleared.

Bytes Paging - messages paging is

enabled, paging is stopped (if paging is

occurring).

Flow Control - flow control is enabled,

the destination becomes disarmed and

instructs producers to begin increasing

their message flow.

A value of -1 specifies that messages
paging, flow control, and threshold log
messagesaredisabled for thedestination.

Range of Values: <
MessagesThresholdHigh

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Messages Threshold

Low

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

BEA WebL ogic Server Configuration Reference
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41 JMSTemplate

Table 41-1 JM STemplateM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
PriorityOverride The PriorityOverride value. Default: - 1 Priority Override
Thisvalueisthe priority assignedtoal ~ Minimum: - 1
messages that arrive at the destination,  \aximum:

regardless of the Priority specified by the
message producer.

The default value (-1) specifiesthat the
destination will not override the Priority

webl ogi c. manag
enent . confi gur
ati on. JMSConst
ants. PRIORI TY_

setting. MAXI MUM

This attribute is dynamically

configurable, but only incoming

messages are impacted; stored messages

are not impacted.
RedeliveryDelayOve The RedeliveryDelayOverride value in Default: - 1 Redelivery Delay
rride milliseconds before rolled back and Minimum: - 1 Override

r@vaed messag(.es ar.e redel ivered. Maximun

Deflnesthedelay, n ml”lSECOﬂdS, before 92233720368547

rolled back or recovered messages are 75807

redelivered, regardless of the
RedeliveryDelay specified by the
consumer and/or connection factory.
The default value (-1) specifiesthat the
destination will not override the
RedeliveryDelay setting.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

41-10 BEA WebLogic Server Configuration Reference



Table 41-1 JM STemplateM Bean Element Attributes

Attribute Description

Rangeof Values  Console L abel
and Default

RedeliveryLimit The number of redelivery triesamessage
can have beforeit is placed in the error

destination.

Depending on whether an error
destination is configured, the following
occurs when the redelivery limit is
reached:

m If no error destination is configured,
or the quota for the error destination
would be exceeded, then persistent
and non-persistent messages are
simply dropped.

m If an error destination is configured
and the error destination is at quota,
then an error message is logged and
the message is dropped. However, if
the message is persistent, it remains
in the persistent store. This ensures
that a persistent message will be
redelivered when WebL ogic Server
is rebooted.

The default value (-1) specifiesthat the
destination will not override the
RedeliveryLimit setting.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Note: Changing the RedeliveryLimit does

not affect messages that have already
reached thislimit. The next time such
messages are redelivered, they will
immediately be redirected to the error
destination. The number of times of
message has been redelivered is not
persisted. This meansthat after arestart
the number of delivery attempts on each
message is reset to zero.

BEA WebL ogic Server Configuration Reference

Default: - 1
Minimum; - 1

Redelivery Limit

Maximum:;
92233720368547
75807
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41 JMSTemplate

Table 41-1 JM STemplateM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

TimeToDeliverOverr
ide

TheTimeToDeliver overridevalueeither
in milliseconds or as a schedule.

Defines the default delay, in
milliseconds, between when amessageis
produced and when it is made visible on
its target destination, regardless of the
delivery time specified by the producer
and/or connection factory.

The default value (-1) specifiesthat the
destination will not override the
TimeToDeliver setting. The
TimeToDeliverOverride can be specified
either asalong or as a schedule.

Note: Changing the
TimeToDeliverOverride only affects
futuremessagedelivery, it doesnot affect
message delivery of already produced
messages.

Default: " - 1"

Time To Deliver
Override

TimeToLiveOverrid
e

The TimeToLiveOverride value.

Definesthe TimeToLive value assigned
to all messagesthat arrive at the
destination, regardless of the
TimeToLive specified by the message
producer.

The default value (-1) specifiesthat the
destination will not override the
TimeToLive setting.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: - 1
Minimum; - 1
Maxi mum:

92233720368547
75807

TimeTo Live
Override
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CHAPTER

42 JMSTopic

Syntax

<! ELEMENT JMSTopic ( JMsDestinati onkKey* )* >

<! ATTLI ST JMsTopi c
Byt esMaxi mum
Byt esPagi ngEnabl ed

Byt esThr eshol dHi gh
Byt esThr eshol dLow
Del i ver yModeOverri de

Desti nati onKeys
ErrorDestination

JNDI Nane

JNDI NaneRepl i cat ed
MessagesMaxi num
MessagesPagi ngEnabl ed

MessagesThr eshol dHi gh
MessagesThr eshol dLow
Mul ti cast Addr ess

Mul ti cast Port

Mul ticast TTL

Nane

Not es
PriorityQverride
Redel i veryDel ayOverri de
Redel i veryLimt

St or eEnabl ed

Tenpl at e
Ti meToDel i ver Overri de
Ti neToLi veOverri de

CDATA

(default | false |
true)

CDATA

CDATA

(Persistent |
Non- Per si stent |
No- Del i very)

CDATA

CDATA

CDATA

(true | false)

CDATA

(default | false |
true)

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

CDATA

(default | false |
true)

CDATA

CDATA

CDATA

w_oqn

"defaul t"
o
o

" No- Del i ver y"
# MPLI ED

# MPLI ED

#1 MPLI ED
"true"

T

"defaul t"
o

o

#| MPLI ED
"6001"

w
#REQUI RED
#| MPLI ED
woq

o

o

"defaul t"
#| MPLI ED
woq
o
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42 JMSTopic

Parent Elements
The IMSTopic element can be a child of these elements:
m  JMSServer
m JMSTemplate

Attributes

Table 42-1 JM STopicM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
BytesMaximum The value of BytesMaximum. Default: - 1 Bytes Maximum
The maximum number of bytesthat may ~ Minimum: - 1
be stored in the destination. A valueof -1 \aximum:
specifiesthat thereisno limit on the 92233720368547
number of bytesthat can be storedinthe 75807

destination.
Range of Values. >=
BytesThresholdHigh

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.
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Table 42-1 JM STopicM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

BytesPagingEnabled

Returnoneof "true", "false", or "default”.

Flag for specifying whether or not bytes
paging is enabled on the destination:

m Ifthisflagisnot selected (false), then
bytespaging isexplicitly disabled for
this destination.

m If thisflag is not selected (true), a
paging store has been configured for
the IM S Server, and both the
BytesThresholdL ow and
BytesThresholdHigh attribute values
aregreater than -1, then bytes paging
isenabled for this destination.

m |f thisattribute is set to "default”,
then this value inherits the IM S
template's value--if a M S template
is specified. If no templateis
configured for the destination, then
the Default value is equivalent to
False.

Default: def aul t
Valid values:

m default

m false

m true

Bytes Paging
Enabled

BEA WebL ogic Server Configuration Reference
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42 JMSTopic

Table 42-1 JM STopicM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
BytesThresholdHigh  The value of BytesThresholdHigh. Default: - 1 Bytes Threshold
Upper threshold value that triggers Minimum; - 1 High
events based on the number of bytes Maxi mum:
stored inthe destination. If the number of 92233720368547
bytes exceeds this threshold, the 75807

42-4

triggered events are:

Log Messages - messageislogged onthe
server indicating a high threshold
condition.

Bytes Paging - bytes paging is enabled
(and apaging store has been configured),
then destination-level bytes paging is
started.

Flow Control - flow control is enabled,
the destination becomes armed and
instructs producers to begin decreasing
their message flow.

A value of -1 specifiesthat bytes paging,
flow control, and threshold |og messages
are disabled for the destination.

Range of Values: <= BytesMaximum;
>BytesT hresholdL ow

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Note: Bytes paging cannot be
dynamically disabled by resetting the
BytesThresholdHigh to -1. To disable
paging, you could set the
BytesThresholdHigh to avery large
number, so that paging would not be
triggered.
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Table 42-1 JM STopicM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel

and Default

BytesT hresholdL ow

The value of BytesThresholdL ow.

Lower threshold value that triggers
events based on the number of bytes
stored in the destination. If the number of
bytesfalls below this threshold, the
triggered events are:

Log Messages - messageislogged onthe
server indicating that the threshold
condition has cleared.

Bytes Paging - bytes paging is enabled,
pagingisstopped (if paging isoccurring).
Flow Control - flow control is enabled,
the destination becomes disarmed and
instructs producers to begin increasing
their message flow.

A value of -1 specifiesthat bytes paging,
flow control, and threshold |og messages
are disabled for the destination.

Range of Values. < BytesThresholdHigh
This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: - 1
Minimum; - 1

Bytes Threshold

Maximum:;
92233720368547
75807

Low

DeliveryModeOverri
de

The DeliveryModeOverride value.

The delivery mode assigned to all
messages that arrive at the destination
regardlessof the DeliveryMode specified
by the message producer.

A value of No- Del i ver y specifiesthat
theDeliveryM odewill not be overridden.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default:

No- Del i very
Valid values:

m  Persistent

m  Non- Persisten
t

m  No-Delivery

Delivery Mode
Override

BEA WebL ogic Server Configuration Reference
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42 JMSTopic

Table 42-1 JM STopicM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DestinationK eys

Return aread-only array of the
destination keys of the template or
destination.

Destination Keys

ErrorDestination

The ErrorDestination val ue for messages
that have reached their redelivery limit.

Definesthe nameof thetarget destination
for messages that have reached their
redelivery limit. If no error destinationis
configured, then such messages are
simply dropped.

Note: The error destination must be a
destination that is configured on thelocal
IMS server.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: nul |
Minimum; - 1

Error Destination

JNDIName

The JNDI name of the destination.

Thisvalueisthe name used to look up the
destination within the INDI namespace.
If not specified, the destination nameis
not advertised through the JINDI
namespace and cannot be looked up and
used.

This attribute is not dynamically
configurable.

JNDIName

JNDINameReplicate
d

If INDINameReplicated is set to true,
then the INDI namefor thedestination (if
present) isreplicated acrossthe cluster. If
JNDINameReplicated isset tofalse, then
the INDI name for the destination (if
present) isonly visiblefrom the server of
which this destination is a part.
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Table 42-1 JM STopicM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel
and Default

MessagesM aximum

The value of MessagesM aximum.

The maximum number of messages that
may be stored in the destination. A value
of -1 specifiesthat thereisno limit onthe
number of messagesthat can be stored in
the destination.

Range of Values: >=
MessagesThresholdHigh

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: - 1
Minimum; - 1

Messages Maximum

Maximum:;
92233720368547
75807

MessagesPagingEna
bled

Return oneof "true", "false", or "default”.

Flag for specifying whether or not
messages paging is enabled on the
destination:

m Ifthisflagisnot selected (false), then
messages paging is explicitly
disabled for this destination.

m |If thisflag is not selected (true), a
paging store has been configured for
the IMS Server, and both the
MessagesT hresholdLow and
MessagesT hresholdHigh attribute
values are greater than -1, then
messages paging is enabled for this
destination.

m |f thisattribute is set to "default",
then this value inherits the IM S
template's value--if aJM'S template
is specified. If no templateis
configured for the destination, then
the Default value is equivalent to
False.

BEA WebL ogic Server Configuration Reference

Default: def aul t Messages Paging
Valid values: Enabled

m default

m false

m true
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42 JMSTopic

Table 42-1 JM STopicM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

MessagesThreshold
High

42-8

The value of MessagesThresholdHigh. Default: - 1

Upper threshold value that triggers Minimum: - 1
events based on the number of messages  \jaximum:
stored in the destination. If the number of 92233720368547
messages exceeds this threshold, the 75807
triggered events are:

Log Messages - messageislogged onthe

server indicating a high threshold

condition.

Bytes Paging - messages paging is

enabled (and a paging store has been

configured), then destination-level

messages paging is started.

Flow Control - flow control is enabled,

the destination becomes armed and

instructs producers to begin decreasing

their message flow.

A value of -1 specifies that messages
paging, flow control, and threshold log
messages aredisabled for thedestination.

Range of Values:.<=

M essagesM aximum,;

>M essagesT hresholdL ow

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Note: M essages paging cannot be
dynamically disabled by resetting the
BytesThresholdHigh to -1. To disable
paging, you could set the
BytesThresholdHigh to avery large
number, so that paging would not be
triggered.

BEA WebL ogic Server Configuration Reference
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Table 42-1 JM STopicM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

MessagesThresholdL
ow

The value of MessagesThresholdL ow.

Lower threshold value that triggers
events based on the number of messages
stored in the destination. If the number of
messages falls below this threshold, the
triggered events are:

Log Messages - messageislogged onthe
server indicating that the threshold
condition has cleared.

Bytes Paging - messages paging is
enabled, paging is stopped (if paging is
occurring).

Flow Control - flow control is enabled,
the destination becomes disarmed and
instructs producers to begin increasing
their message flow.

A value of -1 specifies that messages
paging, flow control, and threshold log
messagesaredisabled for thedestination.

Range of Values: <
MessagesThresholdHigh

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: - 1
Minimum; - 1
Maximum:;

92233720368547
75807

Messages Threshold

Low

MulticastAddress

The multicast address used by the
destination.

The IP address used for multicasting.
Thisaddressisused to transmit messages
to multicast consumers.

Multicast Address

MulticastPort

The multicast port for the destination.

Thisisthe IP port used for multicasting.
This port is used to transmit messages to
multicast consumers.

Default: 6001
Minimum: 1
Maximum; 65535

Multicast Port

BEA WebL ogic Server Configuration Reference
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42 JMSTopic

Table 42-1 JM STopicM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

MulticastTTL

The number of network hopsthat a
multicast message is allowed to travel.

Thisisthe Time-To-Live value used for
multicasting, which specifyiesthe
number of routers that the message can
traverse enroute to the consumers. A
value of 1 indicatesthat the message will
not traverse any routers and is limited to
one subnet. Thisvalueisindependent of
the IM SExpirationTime value.

Default: 1
Minimum; 0
Maximum: 255

Multicast TTL

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

PriorityOverride

The PriorityOverride value.

Thisvalueisthe priority assigned to all
messages that arrive at the destination,
regardless of the Priority specified by the
message producer.

The default value (-1) specifiesthat the
destination will not override the Priority
Setting.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.
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Maxi mum:

webl ogi c. manag
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Table 42-1 JM STopicM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

RedeliveryDelayOve The RedeliveryDelayOverride valuein Default: - 1 Redelivery Delay

rride milliseconds before rolled back and Minimum: - 1 Override

recovered messages are redelivered. Maximum:

Definesthedelay, in milliseconds, before 92233720368547
rolled back or recovered messages are 75807
redelivered, regardless of the

RedeliveryDelay specified by the

consumer and/or connection factory.

The default value (-1) specifiesthat the
destination will not override the

RedeliveryDelay setting.

This attribute is dynamically

configurable, but only incoming

messages are impacted; stored messages

are not impacted.
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42 JMSTopic

Table 42-1 JM STopicM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
RedeliveryLimit Thenumber of redelivery triesamessage  Default: - 1 Redelivery Limit

can have beforeit isplaced intheerror — \inimum: - 1
destination. ,
Maxi murm:

Depending on whether an error 92233720368547
destination is configured, thefollowing 75807

occurs when the redelivery limitis

reached:

m If no error destination is configured,
or the quotafor the error destination
would be exceeded, then persistent
and non-persistent messages are
simply dropped.

m |f an error destination is configured
and the error destination is at quota,
then an error message is logged and
the message is dropped. However, if
the message is persistent, it remains
in the persistent store. This ensures
that a persistent message will be
redelivered when WebL ogic Server
is rebooted.

The default value (-1) specifiesthat the
destination will not override the
RedeliveryLimit setting.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Note: Changing the RedeliveryLimit does
not affect messages that have already
reached thislimit. The next time such
messages are redelivered, they will
immediately be redirected to the error
destination. The number of times of
message has been redelivered is not
persisted. This meansthat after arestart
the number of delivery attempts on each
message is reset to zero.
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Table 42-1 JM STopicM Bean Element Attributes

Attribute Description

Rangeof Values  Console L abel
and Default

StoreEnabled

Flag specifying whether or not the
destination uses the persistent store
specified by the IM S server:

m If thisflag is enabled (true), but no
persistent store is defined for the
JM S Server, then the configuration
failsand WebLogic IM S does not
boot.

m Ifthisflagisdisabled (false), thenthe

destination does not support
persistent messages.

m [fthisflagissetto"default”, thenthe

destination uses the persistent

store--if oneisdefined for the IMS

server--and supports persistent
messaging.
This attribute is not dynamically
configurable.

Return oneof "true", "false", or "default".

Default: def aul t Store Enabled
Valid values:

m default

m false

m true

The IM S template from which the
destination is derived.

If this attribute is not defined, then the
attributes for the destination must be

Template

specified as part of the destination. The
Template attribute setting per destination

is static. The template attributes,

however, can be modified dynamically.

Note: Attributes that are set to their
default values will inherit their

destination valuesfromthe JM Stemplate
a runtime. If thisattributeisnot defined,

then the attributes for the destination
must be specified as part of the
destination.

BEA WebL ogic Server Configuration Reference
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42 JMSTopic

Table 42-1 JM STopicM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

TimeToDeliverOverr
ide

TheTimeToDeliver overridevalueeither
in milliseconds or as a schedule.

Defines the default delay, in
milliseconds, between when amessageis
produced and when it is made visible on
its target destination, regardless of the
delivery time specified by the producer
and/or connection factory.

The default value (-1) specifiesthat the
destination will not override the
TimeToDeliver setting. The
TimeToDeliverOverride can be specified
either asalong or as a schedule.

Note: Changing the
TimeToDeliverOverride only affects
futuremessagedelivery, it doesnot affect
message delivery of already produced
messages.

Default: " - 1"

Time To Deliver
Override

TimeToLiveOverrid
e

The TimeToLiveOverride value.

Definesthe TimeToLive value assigned
to all messagesthat arrive at the
destination, regardless of the
TimeToLive specified by the message
producer.

The default value (-1) specifiesthat the
destination will not override the
TimeToLive setting.

This attribute is dynamically
configurable, but only incoming
messages are impacted; stored messages
are not impacted.

Default: - 1
Minimum; - 1
Maxi mum:

92233720368547
75807

TimeTo Live
Override
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CHAPTER

43 JoltConnectionPool

Description

This bean defines a Jolt connection poal.

Syntax

<! ELEMENT Jol t Connect i onPool EMPTY >

<! ATTLI ST Jol t Connect i onPool

Appl i cati onPassword CDATA #1 MPLI ED
Depl oynent O der CDATA "1000"
Fai | over Addr esses CDATA #1 MPLI ED
Maxi munPool Si ze CDATA "1
M ni munPool Si ze CDATA "o
Nanme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Pri mar yAddr esses CDATA #1 MPLI ED
RecvTi neout CDATA "0
Securi t yCont ext Enabl ed (true | false) "fal se"
Targets CDATA #| MPLI ED
User Nanme CDATA #| MPLI ED
User Password CDATA #1 MPLI ED
User Rol e CDATA #| MPLI ED
>
Parent Elements

The JoltConnectionPool e ement is achild of the Domain element.

BEA WebL ogic Server Configuration Reference

43-1
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Attributes

Table 43-1 JoltConnectionPoolM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

ApplicationPassword

Definesthe application password for this
connection pool.

Application
Password

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

FailoverAddresses

Definesalist of addresses used if
connections defined by the primary
addresses cannot be established or fail.

Failover Addresses

MaximumPool Size

Defines the maximum number of
connections that can be made from the
Jolt connection pool.

Default: 1

Maximum Pool Size

MinimumPool Size

Defines the minimun number of
connections to be added to the Jolt
connection pool when WebL ogic Server
starts.

Default: 0

Minimum Pool Size

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes

include to describe this configuration.
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Table 43-1 JoltConnectionPoolM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
PrimaryAddresses Definesalist of primary addresses used Primary Addresses
to establish aconnection between the Jolt
connection pool and Tuxedo.
RecvTimeout Defines the amount of time the client Default: 0 Recv Timeout
waitsto receive aresponse beforetiming
out.
SecurityContextEnab  Defines state the security context for this  Default: f al se Security Context
led connection pool. If selected (set to true), Enabled
security context is enabled.
Targets The targetsin the current domain on Targets
which thisitem can be deployed.
UserName Definesthe user namefor thisconnection User Name
pool.
UserPassword Defines the user password for this User Password
connection pool.
UserRole Defines the user role for this connection User Role

pool.
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CHAPTER

44 JTA

Description

This interface provides access to the JTA configuration attributes. The methods

defined herein are applicabl

Syntax

<! ELEMENT JTA EMPTY >

< ATTLI ST JTA

AbandonTi nmeout Seconds CDATA
Bef or eConpl etionlterati onLimt
CDATA

Checkpoi nt I nt erval Seconds CDATA
For get Heuri sti cs (true
MaxTr ansacti ons CDATA
MaxUni queNanmeSt ati stics CDATA
Nane CDATA
Not es CDATA
Ti meout Seconds CDATA

>

Parent Elements

efor JTA configuration at the domain level.

"86400"

" 10"
"300"

| false) "true"
"10000"
"1000"
#REQUI RED
#| MPLI ED
" 30"

The JTA element is achild of the Domain €l ement.

BEA WebL ogic Server Configuration Reference



44 1A

Attributes

Table 44-1 JTAMBean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

AbandonTimeoutSec
onds

The transaction abandon timeout in
seconds.

Default: 86400
Minimum; 1
Maxi mum:

java.lang.Inte
ger . MAX_VALUE

Abandon Timeout
Seconds

BeforeCompletionlte
rationLimit

The maximum number of cyclesthe
transaction manager will perform the
beforeCompletion synchronization
callback. Nothing prevents a
Synchronization object from registering
another during beforeCompletion, even
those whose beforeCompl etions have
already been called. For example, an EJB
can call another inits e/bStore() method.
To accomodate this, the transaction
manager callsall Synchronization
objects, then repeates the cycleif new
ones have been registered. This count
setsalimit to the number of cycles that
can happen.

Default: 10
Minimum;: 1
Maxi mum:

java.lang.Inte
ger. MAX_VALUE

Before Completion
Iteration Limit

Checkpointinterva S
econds

Interval at which the transaction manager
creates anew transaction log file and
checks all old transaction log filesto see
if they are ready to be deleted. Default is
300 seconds (5 minutes); minimum is 10
seconds; maximum is 1800 seconds (30
minutes).

Default: 300
Minimum; 10
Maximum: 1800

Checkpoint Interval
Seconds

ForgetHeuristics

44-2

Returns abool ean indicating whether the
transaction manager will automatically
perform an X AResourceforget operation
for transaction heuristic completions.
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Table 44-1 JTAM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

MaxTransactions

The maximum number of simultaneous
in-progress transactions allowed on a
server.

Default: 10000
Minimum: 1
Maximum:;

java.lang.Inte
ger . MAX_VALUE

Max Transactions

MaxUniqueNameSta  The maximum number of unique Default: 1000 Max Unique Name
tistics transaction names for which statistics Minimum: 0 Statistics
will be maintained. A transaction name Maxi )
typically represents a category of . ;X';Tr;]h Inte
business transactions (such as y e\r' MAX g/ALUE
"funds-transfer") ger. -
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes

include to describe this configuration.

TimeoutSeconds

The transaction timeout in seconds.

Default: 30
Minimum: 1
Maximum:;

java.lang.Inte
ger. MAX_VALUE

Timeout Seconds
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CHAPTER

45 JTAMigratableTarget

Description
Thetarget that isused internally to register the JTA recovery manager to the Migration
Manager.

Syntax

<! ELEMENT JTAM gr at abl eTar get EMPTY >

<! ATTLI ST JTAM gr at abl eTar get

Hosti ngServer CDATA #1 MPLI ED
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
>
Parent Elements

The JTAMigratableTarget element is a child of the Domain element.

Attributes

Table45-1 JTAMigratableTargetM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

HostingServer The server that currently hosts the Hosting Server
migratable target.

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
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45 JTAMigratableTarget

Table 45-1 JTAMigratableTargetM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default

Notes Optional information that you can Notes
include to describe this configuration.
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CHAPTER

46 JTARecoveryService

Description
Private MBean used by JTA Recovery Service for notification to backup server that
primary server is coming up.

Syntax

<l ELEMENT JTARecoveryServi ce EMPTY >

<! ATTLI ST JTARecoveryService

Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
>
Parent Elements

The JTARecoveryService element is a child of the Domain element.

Attributes

Table 46-1 JTARecoveryServiceM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.
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CHAPTER

4 / LDAPRealm

Syntax

<! ELEMENT LDAPReal m EMPTY >

<! ATTLI ST LDAPReal m

Aut hPr ot ocol (none | sinple |

CRAM MD5) "none"
Credenti al CDATA #1 MPLI ED
G oupDN CDATA "
G oupl sCont ext (true | false) "true"
GroupNaneAttri bute CDATA "cn"
GroupUsernaneAttri bute CDATA "menber"
L DAPURL CDATA "l dap:/ /| dapserver: 389"
LdapProvi der CDATA

"com sun. j ndi. | dap. LdapCt xFact or y"

Nanme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Princi pal CDATA #1 MPLI ED
Real nCl assNane CDATA #| MPLI ED
SSLEnabl e (true | false) "fal se"
User Aut henti cati on (bind | external |

| ocal ) " bi nd"
User DN CDATA "
User NanmeAttri bute CDATA #1 MPLI ED
User Passwor dAttri bute CDATA "user passwor d"

>
Parent Elements

The LDAPRealm element is a child of the Domain element.
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Attributes

Table 47-1 LDAPRealmM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

AuthProtocol

Definesthetype of authentication used to
authenticate the LDAP server. Set the
attribute to one of the following:

= None for no authentication.
m  Simplefor password authentication.

m  CRAM-MDS5 for certificate
authentication.

Netscape Directory Server supports

CRAM-MDS5. Microsoft Site Server and

Novell NDS support simple.

Default: " none"
Valid values:

= "none"

= "sinple"

= " CRAM MD5"

Auth Protocol

Credential

The password that authenticates the
LDAP user defined in the Principal
attribute. This password is automatically
encrypted.

Default: nul |

Credential

GroupDN

Thelist of attributesthat, when combined
with the attribute named in the

gr oupNaneAt t ri but eattribute,
uniquely identifiesagroup in the LDAP
directory.

Default:

Group DN

GrouplsContext

Specifies how group membership is
recorded in the LDAP directory.

Set to true if each group entry contains
one user.

Set to false if there is one group entry
containing an attribute for each group
member.

Default: t r ue

Group Is Context

GroupNameAttribute

The name of agroup inthe LDAP
directory. It isusually the common name.

Default: "cn"

Group Name
Attribute

GroupUsernameAttri  The name of the attribute that containsa  Default: " nenber”  Group Username
bute group member in agroup entry. Attribute
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Table 47-1 LDAPRealmM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

LDAPURL

Thelocation of theLDAP server. Change
the URL to the name of the computer on
which the LDAP server isrunning and
the number of the port at which the
LDAP server islistening.

If you want WebL ogic Server to connect
to the LDAP server using the SSL
protocol, use the SSL port of the LDAP
server in the server URL.

Default:
"l dap:/ /| dapse
rver: 389"

LDAPURL

LdapProvider

The name of the classthat implementsan
LDAP directory server. This attribute
alowsyou to use an LDAP directory
server other than the one supplied by Sun
Microsystems. WebL ogic Server
supports the following LDAP directory
servers. Open LDAP, Netscape iPlanet,
Microsoft Site Server, and Novell NDs.

Default:
"com sun. j ndi .
| dap. LdapCt xFa
ctory"

Ldap Provider

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

Principal

The distinguished name of the LDAP
user that WebL ogic Server usesto
connect to the LDAP server. This user
must be ableto list LDAP users and
groups.

Default: nul |

Principal

RealmClassName
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Table 47-1 LDAPRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
SSLEnable Enables the use of the SSL protocol to Default: f al se Enable SSL
protect communications between the
LDAP server and WebL ogic Server.
Keep in mind the following:
m Disablethisattribute if the LDAP
server is not configured to use the
SSL protocol.
m If you set the User Authentication
attributeto ext er nal , thisattribute
must be enabled.
UserAuthentication  Determines the method for alowing or Default: " bi nd" User Authentication
denying auser the right to communicate  \sg1id values:
with WebL ogic Server. Set this attribute = "bind"
to one of the following values:
m "external"
m  Bind--The LDAP security realm = "local"

retrieves user data, including the
password for the LDAP server, and
checks the password in WebL ogic
Server.

External--The LDAP security realm
authenticates a user by attempting to
bind to the LDAP server with the
username and password supplied by
the WebL ogic client.

Local--The LDAP security realm
authenticatesauser by looking upthe
UserPassword attribute in the LDAP
directory and checking its value
against a set of passwordsin

WebL ogic Server.
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Table 47-1 LDAPRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
UserDN A list of attributes that, when combined  Default: User DN

with the attribute named in the

user NaneAt t ri but e attribute,
uniquely identifies auser in the LDAP
directory.

When specifying this attribute, use the
following format:
ou=Bar b. Kl ock, u=acne.com

UserNameAttribute

Thelogin name of a user for the LDAP
directory. The value of this attribute can
be the common name of a user in the
LDAPdirectory. However, itisgeneraly
an abbreviated string, such asa User ID.

User Name Attribute

UserPasswordAttrib
ute

If theuser Aut hent i cati on attribute  Default:

issettol ocal , thisattribute finds the "user passwor d"
attribute in the LDAP user objects that

contains the passwords of the LDAP

users.

User Password
Attribute
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CHAPTER

48 Log

Description
Configures the location, file-rotation criteria, and number of filesthat a WebL ogic
Server usesto store log messages. The methodsin this class configure both server and
domain log files.

Syntax

<! ELEMENT Log EMPTY >

<! ATTLI ST Log

Fi | eCount CDATA "
Fil eM nSi ze CDATA " 500"
Fi | eNane CDATA "webl ogi c. | og"
Fi | eTi meSpan CDATA "24"
Nane CDATA #REQUI RED
Not es CDATA #|1 MPLI ED
Nunmber OF Fi |l esLim ted (true | false) "fal se"
Rot ati onTi me CDATA "00: 00"
Rot ati onType (bySize | byTime |
none) "none"
>
Parent Elements

The Log element can be a child of these elements:
m Domain

= Server
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Attributes

Table 48-1 LogMBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
FileCount The maximum number of log files that Default: 7 File Count
the server creates when it rotates the log.
Only vaid if
i sNunmber O Fi | esLi mi t ed istrue
andset Rot ati onType iseither Si ze
or Ti nme.
FileMinSize The maximum size (in kilobytes) of the  Default: 500 File Min Size
log file. After thelog file reaches this Minimum: 1

48-2

size, the server renamesit as
Fi | eNane. n.
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Table 48-1 LogMBean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

FileName

The name of the file that stores current Default:

log messages. If the pathname is not "webl ogi c. | 0g"
absolute, the path is assumed to be

relative to the root directory of the

machine on which the server is running.

If the name does not include a path
element, then pathname will be
computed as follows:

m  For aserver logfile,
. | SERVER_NAME

m Foradomainlogfile, ./

If neither file name nor pathnameis
specified, then the name is computed as
follows:

m  For aserver logfile,
. | SERVER_NAME/SERVER NAME
Jlog

m  For adomain logfile,
. / DOVAI N_NAME.log

If you enable the server to rotate
messages across multiplefiles, thisvalue
isthebase namefor thefilesthat storeold
messages: Fi | eNanen.

File Name

FileTimeSpan

Theinterva (in hours) at which the Default: 24
server saves old log messagesto another  \inimum: 1
file. Thisvalue isrelevant only you use

the time-based rotation type. Units: hours

File Time Span

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes
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48 Log

Table 48-1 LogMBean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

NumberOfFilesLimit
ed

Limits the number of filesthat a server Default: f al se
createsto store old messages to the

maximum number specified in

Fi | eCount . After the server reaches

thislimit, it overwrites the oldest file.

If you do not enable this option, the
server creates new filesindefinitely. You
must clean up these files as you require.

Thisvalueisrelevant only if you specify
afilerotation type of SI ZE or Tl ME.

Number Of Files
Limited

RotationTime

Determines the start time for a Default: 00: 00
time-based rotation sequence. At thetime
that this value specifies, the server
renames the current log file as

Fi | eNane. n. Thereafter, the server
renames the log file at an interval that
you specify inFi | eTi neSpan. You
can create arecurring start time such as
"every Monday at 09:00" or a
non-recurring start time such as"9
January, 2002, 09:00."

Use the following

j ava. t ext . Si npl eDat eFor mat
format to specify a date and time:

MVt dd- yyyy- k: mm ss. For
information about thisformat, refer tothe
<a
href="http://java.sun.com/j2se/1.3/docs/
api/index.html">J2EE Javadoc</a>.

If the date that you specify has already
past, then the day in week (E), hour in day
(H), minute in hour (n) and second in
minute (s) are used with the current date
to recalculate a start time.
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Table 48-1 LogMBean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

RotationType

Criteriafor moving old log messagestoa
separate file:

None. Messages accumulatein a
singlefile. You must erase the
contents of the filewhen the sizeis
unwieldy.

Si ze. When the log file reaches the
size that you specify in

Fi | eM nSi ze, the server renames
thefileasFi | eNane. n.

Ti me. At each timeinterval that you
specify in Ti meSpan, the server
renamesthefileasFi | eNane. n.

After the server renames afile,
subsequent messages accumulatein a
new filewith the namethat you specified
inFi | eNare.

Default: " none"

Valid values:
m "bySize"
m "byTinme"
m "none"

Rotation Type
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CHAPTER

49 Machine

Description

This bean represents amachine on which servers may be booted. A server isbound to
amachine by calling to ServerMBean.setMaching(). Although it istypical that one
MachineM Bean refers to one physical machine and vice versa, it is possible to have a
multihomed machine represented by multiple MachineMBeans. The only restrictionis
that each MachineM Bean be configured with non-overlapping addresses. A
configuration may contain one or more of MachineM Beans which may be looked up
by their logical names.

Syntax

<! ELEMENT Machi ne ( NodeManager? )* >
<l ATTLI ST Machi ne

Addr esses CDATA #| MPLI ED
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
>
Parent Elements

The Machine element is a child of the Domain element.
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Attributes

Table 49-1 MachineM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Addresses The addresses by which this machineis Address
known. May be either host names of
literal 1P addresses.

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.
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CHAPTER

50 MailSession

Description

The MBean for a Mail Session resource manager connection factory.

Syntax

<! ELEMENT Mai | Sessi on EMPTY >

<! ATTLI ST Mai | Sessi on

Depl oynent O der
JNDI Nane

Nane

Not es
Properties
Targets

Parent Elements

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

"1000"

# MPLI ED
#REQUI RED
#1 MPLI ED
# MPLI ED
# MPLI ED

The MailSession element is a child of the Domain element.
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Attributes

Table 50-1 MailSessionM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel
and Default

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
There is no guarantee of ordering across
clusters.

Default: 1000 Deployment Order
Minimum; 0

Maxi mum:

2147483647

JNDIName

JNDIName

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

Properties

Properties
(key=value)

Targets

The targetsin the current domain on
which thisitem can be deployed.

Targets
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CHAPTER

51 MessagingBridge

Description

This class represents a messaging bridge, which is responsible for transferring
messages between any two messaging products--including separate implementations
of WebLogic IMS.

Specifically, you can configure a source/target mapping of a JM S destination (queue
or topic) to another JIM S destination. Messages that are sent to the source bridge
destination are then automatically forwarded to the target bridge destination. The
messaging bridge also allows you to specify a degree of QOS (quality of service), as
well as message filtering, transaction semantics, and connection policies.

Syntax
<! ELEMENT Messagi ngBri dge EMPTY >

<I ATTLI ST Messagi ngBri dge

AsyncEnabl ed (true | false) "true"
Bat chl nt erval CDATA "1
Bat chSi ze CDATA "10"
Depl oynent O der CDATA "1000"
Dur abi | i t yEnabl ed (true | false) "true"
I dl eTi mneMaxi mum CDATA " 60"
Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
QOSDegr adat i onAl | owed (true | false) "fal se"
Qual ityCOF Servi ce (Exactly-once |

At nost -once |

Dupl i cat e- okay) "Exact | y-once"
Reconnect Del ayl ncr ease CDATA "5"
Reconnect Del ayMaxi mum CDATA " 60"
Reconnect Del ayM ni mum CDATA " 15"
Sel ect or CDATA #1 MPLI ED
Sour ceDesti nati on CDATA #| MPLI ED
Started (true | false) "true"
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Tar get Destinati on CDATA #1 MPLI ED
Targets CDATA #1 MPLI ED
Transact i onTi neout CDATA "30"

Parent Elements

The MessagingBridge element is a child of the Domain element.
Attributes

Table51-1 MessagingBridgeM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AsyncEnabled Indicates whether or not the messaging Default: t r ue Asynchronous Mode
bridge will work in asynchronous Enabled
messaging mode.

Note: This attribute only appliesto
messaging bridges whose source
destination supports asynchronous
receiving.

Messaging bridges that work in
asynchronous mode (true) are driven by
the source target. The messaging bridge
listens for messages and forwards them
asthey arrive. When thevalue is set to
false, the bridge isforced to work in
synchronous mode, even if the source
supports asynchronous receiving.

Note: For amessaging bridgewithaQOS
of Exactly-onceto work in asynchronous
mode, the source destination has to
support the MDBTransaction interface.
Otherwise, the bridge will automatically
switch to synchronous mode if it detects
that MDBTransactions are not supported
by the source destination.
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Table 51-1 MessagingBridgeM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

Batchinterval

Defines the maximum time, in
milliseconds, that the bridge will wait
before sending a batch of messagesin
onetransaction, regardlessof whether the
Batch Size amount has been reached or
not.

Note: This attribute only appliesto
bridges that work in synchronous mode
and whose QOS require two-phase
transactions.

Default: - 1

Batch Interval
(milliseconds)

BatchSize

Specifies the number of messages that
are processed within one transaction.

Note: This attribute only appliesto
bridges that work in synchronous mode
and whose QOS require two-phase
transactions.

Default: 10
Minimum: 0

Batch Size

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum:; 0
Maximum:
2147483647

Deployment Order
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51 MessagingBridge

Table 51-1 MessagingBridgeM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DurabilityEnabled

Indicates whether or not the messaging
bridge allows durable messages.

This only applies to a source destination
that uses durable subscriptions, which
allowsthe source JM Simplementation to
savemessagesthat are sent to it whilethe
bridge is not running. The bridge will
forward these messages to the target
destination when it isrestarted. The
administrator can choose not to be
durable.

Default: t r ue

Durability Enabled

|dleTimeMaximum

Defines the maximum amount of idle
time for the messaging bridge.

If the bridge works in asynchronous
mode, the maximum idletime definesthe
longest time the bridge will stay idle
before it checks the sanity of its
connection to the source.

If the bridge worksin synchronous mode,
the maximum idle time defines the

amount of timethe bridge can block ona
receive call if no transaction isinvolved.

Default: 60
Minimum; 0
Maxi mum:

92233720368547
75807

Maximum ldle Time
(milliseconds)

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

QOSDegradationAll

owed

51-4

Indicates whether or not the bridge
allows the degradation of its QOS when
the configured QOS is not available.
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Table 51-1 MessagingBridgeM Bean Element Attributes

Attribute Description

Rangeof Values  Console L abel
and Default

Defines one of the following QOS
(quality of service) values for the

messaging bridge:

QualityOfService

Exactly-once
Each message in the source
destinationwill betransferred
to the target exactly once.
Thisisthe highest QOS a
bridge can offer.

Atmost-once
One message in the source
will be transferred to the
target only once with the
possibility of being lost
during the forwarding.

Duplicate-okay
Messages in the source will
not get lost but some may
appear inthetarget morethan
once.

BEA WebL ogic Server Configuration Reference

Default:
"Exact|y-once"

Quality Of Service

Valid values:
m "Exactly-once

= " At nost - once"

m  "Duplicate-ok
ay"
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51 MessagingBridge

Table 51-1 MessagingBridgeM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

ReconnectDelaylncr
ease

Defines an incremental delay time, in Default: 5
milliseconds, that the messaging bridge  \inimum: 0
will wait longer between one failed

: Maximum:
rec.onnec.tlon attempt a.nd the next retry. 92233720368547
This attribute works with the 75807

Reconnect Del ayM ni numand
Reconnect i onDel ayMaxi mum
attributes. After thefirst failureto
connect to a destination, the bridge will
wait for the number of seconds defined
by Reconnect i onDel ayM ni mum

Each time areconnect attempt fails, the
bridge will increase its waiting time by
the number of seconds defined by
Reconnect Del ayl ncrease. The
maximum delay time is defined by
Reconnect i onDel ayMaxi mum
Once the waiting timeisincreased to the
maximum value, the bridge will not
increase its waiting time anymore.

Oncethe bridge successfully connectsto
the destination, its waiting time will be
reset to the minimum value defined by
Reconnecti onDel ayM ni mum
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Table 51-1 MessagingBridgeM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel
and Default

ReconnectDelayMax  Definesthelongest time, in seconds, that

imum

the messaging bridge will wait between
one failed attempt to reconnect to the
source or target and the next retry.

This attribute works with the
Reconnect Del ayM ni numand
Reconnecti onDel ayl ncr enent
attributes. After thefirst failure to
connect to a destination, the bridge will
wait for the number of seconds defined
by Reconnecti onDel ayM ni num

Each time areconnect attempt fails, the
bridge will increase its waiting time by
the number of milliseconds defined by
Reconnect Del ayl ncrenent . The
maximum delay timeis defined by
Reconnect i onDel ayMaxi num
Oncethe waiting timeisincreased to the
maximum value, the bridge will not
increase its waiting time anymore.

Once the bridge successfully connectsto
the destination, its waiting time will be
reset to theinitial value defined by
Reconnecti onDel ayM ni mum

Default: 60 Maximum Delay
Minimum: 0 (seconds)
Maximum:;

92233720368547

75807
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51 MessagingBridge

Table 51-1 MessagingBridgeM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

ReconnectDelayMini
mum

Definesthe minimum amount of time, in  Default: 15
seconds, that the messaging bridgewill  ninimum: o
wait before it tries to reconnect to the

sourceor target destination after afailure,  odMUM:

. . . 92233720368547
This attribute works with the 75807

Reconnect Del ayMaxi numand
Reconnecti onDel ayl nt erval
attributes. After thefirst failureto
connect to a destination, the bridge will
wait for the number of seconds defined
by Reconnect i onDel ayM ni mum

If the second trial also fails, it will
increase its waiting time by the number
of seconds defined by

Reconnect Del ayl nterval . The
maximum delay time is defined by
Reconnect i onDel ayMaxi mum
Once the waiting timeisincreased to the
maximum value, the bridge will not
increase its waiting time anymore.

Oncethe bridge successfully connectsto
the destination, its waiting time will be
reset to theinitial value defined by
Reconnecti onDel ayM ni mum

Minimum Delay
(seconds)

Selector

Defines the message selector for the
messaging bridge.

The message selector allowsyou tofilter
the messages that are sent across the
messaging bridge. Only messages that
match the selection criteria are sent
across the messaging bridge. For queues,
messages that do not match the selection
criteriaare left behind and accumulatein
the queue. For topics, messages that do
not match the connection criteriaare
dropped.
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Table 51-1 MessagingBridgeM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel
and Default

SourceDestination

Defines the source destination for the
messaging bridge.

This must be an instance of either

Bri dgeDest i nat i onMBean or
JMSBri dgeDest i nat i onMBean,
which define the source destination from
which the bridge reads messages.

Default: nul | Source Destination

Started

Indicates the "started" and "stopped"
state of the messaging bridge. If thevalue
istrue, thebridgeisinworking condition.
If thevalueisfase, thebridgeis
temporarily stopped.

Default: t rue Started

TargetDestination

Defines the target destination for the
messaging bridge.

This must be an instance of either

Bri dgeDest i nati onMBean or
JMSBri dgeDest i nat i onMBean,
which define the target destination to
which the bridge sends the messages it
receives from the source destination.

Default: nul | Target Destination

Targets

The targetsin the current domain on
which thisitem can be deployed.

Targets

TransactionTimeout

Defines the amount of time, in seconds,
that the transaction manager will wait for
each transaction before timing it out.

Transaction timeouts are used when the
QOSfor abridgerequirestransactions. If
abridge is configured with
Exactly-onceQOS, the receiving and
sending is completed in one transaction.

Default: 30 Transaction Timeout
Minimum: 0

Maximum:

2147483647
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CHAPTER

52 MigratableRMIService

Description
TEST SERVICE FOR MIGRATABLE SERVICES

Syntax
<!l ELEMENT M gr at abl eRM Servi ce EMPTY >

<I' ATTLI ST M gr at abl eRM Ser vi ce

Depl oynent O der CDATA "1000"
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Targets CDATA #| MPLI ED
>
Parent Elements

The MigratableRMI Service element is a child of the Domain element.
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52 MigratableRMiService

Attributes

Table52-1 MigratableRM | ServiceM Bean Element Attributes

Attribute Description

Range of Values
and Default

Console L abel

DeploymentOrder A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
There is no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

Name The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes Optional information that you can
include to describe this configuration.

Notes

Targets The targetsin the current domain on
which thisitem can be deployed.

Targets
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CHAPTER

53 NetworkAccessPoint

Description
A server can fine-tune its network channel settings by using a
NetworkAccessPointM Bean. The NetworkA ccessPointMBean is also used to set the
listen address and external DNS name that a server uses for a particular channel.
Syntax

<! ELEMENT Net wor kAccessPoi nt EMPTY >

<! ATTLI ST Net wor kAccessPoi nt

Accept Backl og CDATA noqn
Conpl et eCOMMVessageTi neout  CDATA "o
Conpl et eHTTPMessageTi meout
CDATA no
Conpl et eT3MessageTi nmeout CDATA "ot
Li st enAddr ess CDATA #1 MPLI ED
Li st enPort CDATA "o
Logi nTimeoutM I lis CDATA "ot
Logi nTi meout M | | i sSSL CDATA tot
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
SSLLi st enPor t CDATA "o
Tunnel i ngd i ent Pi ngSecs CDATA "ot
Tunnel i ngd i ent Ti meout Secs
CDATA "ot
>
Parent Elements

The NetworkA ccessPoint element is a child of the Server element.
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53 NetworkAccessPoint

Attributes

Table 53-1 Networ kAccessPointM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AcceptBacklog Allowed backlog of connection requests  Default: - 1 Accept Backlog
on the listen port. -1 implies that this Minimum: - 1
value isinherited from the channel.
CompleteCOMMess  The maximum number of seconds spent  Default: - 1 COM Message
ageTimeout waiting for acomplete COM messageto  Minimum: - 1 Timeout
be received. This attribute helps guard Maximurm: 480
against denial of service attacksinwhich )
acallerindicatesthat they will besending  Units: seconds
amessage of acertain size which they
never finish sending. -1 implies that this
value isinherited from the channel.
CompleteHTTPMess  The maximum number of secondsspent  Default: - 1 HTTP Message
ageTimeout waiting for acomplete HTTP messageto  pinimum: - 1 Timeout
be received. This attribute helps guard Maximur: 480
against denial of service attacksinwhich )
acaller indicatesthat they will besending  Units: seconds
amessage of acertain size which they
never finish sending. -1 implies that this
value isinherited from the channel.
CompleteT3Message  The maximum number of seconds spent  Default: - 1 T3 Message Timeout
Timeout waiting for acomplete T3 messagetobe  Minimum: - 1
received. This attribute helps guard Maximun: 480
against denial of service attacksinwhich )
acaller indicatesthat they will besending  Units: seconds
amessage of a certain size which they
never finish sending. -1 implies that this
value isinherited from the channel.
ListenAddress A valueof null indicatesthat thisvalueis  Default: nul | Listen Address
inherited from the server.
ListenPort The plaintext (non-SSL) listen port for Default: - 1 Listen Port
the channel. -1 implies that thisvalueis
inherited from the channel.
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Table 53-1 Networ kAccessPointM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

LoginTimeoutMillis

Thelogin timeout for the server, in
milliseconds. Thisvalue must be equal to
or greater than 0. -1 implies that this
valueisinherited from the channel.

Default: - 1
Minimum: - 1
Maximum: 100000
Units: milliseconds

Login Timeout

LoginTimeoutMillis
SSL

The number of milliseconds that

WebL ogic Server waits for an SSL
connection before timing out. SSL
connections take longer to negotiate than
regular connections. If clients are
connecting over the Internet, raise the
default number to accommodate
additional network latency. A value of 0
disables the attribute.

-limpliesthat thisvalueisinherited from
the channel.

Default: - 1
Minimum; - 1

Maximum:
java.lang.Inte
ger. MAX_VALUE

Units: milliseconds

SSL Login Timeout

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

SSL ListenPort

The SSL listen port for the channel. -1
implies that this value isinherited from
the channel.

Default: - 1

SSL Listen Port

TunnelingClientPing
Secs

Interval (in seconds) at which to ping an
http-tunneled client to seeif itstill aive.
-limpliesthat thisvalueisinherited from
the channel.

Default: - 1
Units: seconds

Tunneling Client
Ping

TunnelingClientTim
eoutSecs

Duration (in seconds) after which a
missing http-tunneled client is
considered dead. -1 implies that this
vaue isinherited from the channel.

Default: - 1
Units. seconds

Tunneling Client
Timeout
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CHAPTER

54 NetworkChannel

Description

Syntax

This MBean defines a network channel. A network channel is used to configure
additional ports for a server beyond its default listen ports. Network channels do not
support 11OP.

A network channel can betargeted at multiple clustersand servers. Targeting achannel
at acluster targetsit at every server that is amember of that cluster. A server can
support multiple channels. A server can fine-tuneits network channel settingsby using
aNetworkA ccessPointM Bean. The NetworkA ccessPointM Bean al so serversto set the
listen address and external DNS name that a server uses for a particular channel.

A server serves up to three default listen ports: ServerM Bean ListenPort,
ServerMBean AdministrationPort, and SSLM Bean ListenPort. The default listen ports
form implicit channel(s) of weight 50.

A network channel also definesthe creation of server-to-server connections. If aserver
isinitiating a new connection to another server, the highest weighted common (same
named) channel that supports the desired protocol is used to determine which port to
contact.

<! ELEMENT Net wor kChannel EMPTY >

<! ATTLI ST Net wor kChannel

Accept Backl og CDATA " 50"
BoundCut goi ngEnabl ed (true | false) "fal se"
COMEnabl ed (true | false) "fal se"
Channel Wi ght CDATA " 50"

Cl ust er Addr ess CDATA #1 MPLI ED
Conpl et eCOMMVEssageTi neout  CDATA " 60"

Conpl et eHTTPMessageTi neout

CDATA " 60"
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54 Networkchannel

Conpl et eT3MessageTi meout CDATA "60"
Depl oynent Or der CDATA "1000"
Description CDATA #1 MPLI ED
HTTPEnabl ed (true | false) "fal se"
HTTPSEnabl ed (true | false) "fal se"
Li st enPort CDATA "8001"
Li st enPort Enabl ed (true | false) "fal se"
Logi nTi meoutM I lis CDATA "5000"
Logi nTi meout M | | i sSSL CDATA "25000"
MaxCOMMessageSi ze CDATA "10000000"
MaxHTTPMessageSi ze CDATA "10000000"
MaxT3MessageSi ze CDATA "10000000"
Nanme CDATA #REQUI RED
Not es CDATA #| VPLI ED
Qut goi ngEnabl ed (true | false) "true"
SSLLi st enPor t CDATA "8002"
SSLLi st enPor t Enabl ed (true | false) "fal se"
T3Enabl ed (true | false) "fal se"
T3SEnabl ed (true | false) "fal se"
Targets CDATA #| VPLI ED
Tunnel i ngd i ent Pi ngSecs CDATA " 45"
Tunnel i ngd i ent Ti neout Secs

CDATA "40"
Tunnel i ngEnabl ed (true | false) "fal se"

Parent Elements

The NetworkChannel element is a child of the Domain element.

Attributes

Table 54-1 NetworkChannelM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AcceptBacklog Allowed backlog of connection requests  Default: 50 Accept Backlog

on the listen port(s). Individual servers  \inimum: 0
may override thisvalue using a

NetworkA ccessPointM Bean. Setting the

backlog to 0 may prevent accepting any

incoming connection on some of the OS.
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Table 54-1 Networ kChannelM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

BoundOutgoingEnab

led

Bind new outgoing server side T3or T3S
connectionsto the server channel'slisten
address. Other protocolsignorethisfield.
Thisfield isignored for connections
initiated via URLSs, it takes effect if and
only if the connection was initiated by
accessing aremote reference (such asan
EJB or RMI stub.)

Default: f al se

Bound Outgoing
Enabled

COMEnabled

Whether or not plaintext (non-SSL)
COM traffic is enabled.

Default: f al se

COM Enabled

ChannelWeight

A weight to give this channel when
creating server-to-server connections.

Default: 50
Minimum: 1
Maximum: 100

Channel Weight

ClusterAddress

This channel's cluster address. If thisis
not set, the cluster address from the
cluster configuration is used in its place.

Default: nul |

Cluster Address

CompleteCOMMess

ageTimeout

The maximum number of seconds spent
waiting for a complete COM message to
be received. This attribute helps guard
against denial of service attacksin which
acaller indicatesthat they will be sending
amessage of a certain size which they
never finish sending. Individual servers
may override thisvalue using a
NetworkA ccessPointM Bean.

Default: 60
Minimum: 0
Maximum: 480
Units: seconds

Complete COM

Message Timeout

CompleteHTTPMess

ageTimeout

The maximum number of seconds spent
waiting for acomplete HT TP message to
be received. This attribute helps guard
against denial of service attacksin which
acallerindicatesthat they will be sending
amessage of a certain size which they
never finish sending. Individual servers
may override thisvalue using a
Network A ccessPointM Bean.

Default: 60
Minimum: 0
Maximum: 480
Units: seconds

Complete HTTP

Message Timeout
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Table 54-1 NetworkChannelM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default

CompleteT3Message  The maximum number of seconds spent  Default: 60 Complete T3

Timeout waiting for acomplete T3 messagetobe  Minimum: 0 Message Timeout

received. This attribute helps guard
against denial of service attacksinwhich
acaller indicatesthat they will besending  Units: seconds
amessage of a certain size which they

never finish sending. Individual servers

may override thisvalue using a

NetworkA ccessPointM Bean.

Maximum: 480

DeploymentOrder A priority that the server usesto Default: 1000 Deployment Order
determine when it deploys anitem. The  \inimum: 0
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Maxi mum:
2147483647

Description Optional short description of thischannel  Default: nul | Description
for console display purposes. For long
descriptions, use the "Notes' field.

HTTPEnabled Whether or not plaintext (non-SSL) Default: f al se HTTP Enabled
HTTP traffic is enabled.

HTTPSEnabled Whether or not secure (SSL) HTTP Default: f al se HTTPS Enabled
traffic is enabled.
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Table 54-1 Networ kChannelM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ListenPort The plaintext (non-SSL) listen port for Default: 8001 Listen Port
the channel. Individual servers may Minimum: 1

override this value, but may not enable
the port if disabled here and may not
disable the port if enabled here.
Individual servers may override this
valueusing a

Network A ccessPointM Bean.

Maximum: 65534

ListenPortEnabled

Whether or not plaintext port is enabled
for the channdl.

Default: f al se

Listen Port Enabled

LoginTimeoutMillis

Thelogin timeout for the server, in
milliseconds. Thisvalue must be equal to
or greater than 0. Individua servers may
override thisvalue using a

NetworkA ccessPointM Bean.

Default: 5000
Minimum: 0
Maximum: 100000
Units: milliseconds

Login Timeout

LoginTimeoutMillis
SSL

The number of milliseconds that

WebL ogic Server waits for an SSL
connection before timing out. SSL
connectionstake longer to negotiate than
regular connections. If clients are
connecting over the Internet, raise the
default number to accommodate
additional network latency. A value of 0
disables the attribute.

Individual servers may override this
valueusing a
NetworkAccessPointM Bean.

Default: 25000
Minimum: 0

Maxi mum:
2147483647
Units: milliseconds

SSL Login Timeout
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Table 54-1 NetworkChannelM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
MaxCOMMessageSi  The maximum COM message size Default: 10000000 Max COM Message
ze alowable in a message header. This Minimum: 4096 Size
attribute attempts to prevent a denial of .
. Maximum:
service attack whereby a caller attempts
2000000000
to force the server to allocate more _
memory than is available thereby Units: bytes
keeping the server from responding
quickly to other requests. Individual
servers may override thisvalue using a
NetworkA ccessPointM Bean.
MaxHTTPMessageS  The maximum HTTP message size Default: 10000000 Max HTTP Message
ize alowable in a message header. This Minimum: 4096 Size
attribute attempts to prevent a denial of .
. Maximum:
service attack whereby a caller attempts
2000000000
to force the server to allocate more _
memory than is available thereby Units: bytes
keeping the server from responding
quickly to other requests. Individual
servers may override thisvalue using a
NetworkA ccessPointM Bean.
MaxT3MessageSize  The maximum T3 message size Default: 10000000 Max T3 Message
alowable in a message header. This Minimum: 4096 Size
attribute attempts to prevent a denial of .
. Maximum:
service attack whereby a caller attempts
2000000000
to force the server to allocate more _
memory than is available thereby Units: bytes
keeping the server from responding
quickly to other requests. Individual
servers may override thisvalue using a
NetworkA ccessPointM Bean.
Name The name of the channel. The name must Name
not start with ".WL".
Notes Optiond information that you can Notes
include to describe this configuration.
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Table 54-1 Networ kChannelM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
OutgoingEnabled Whether or not new server-to-server Default: t r ue Outgoing Enabled

connections may consider this channel
when initiating.

SSL ListenPort The SSL listen port for the channel. Default: 8002 SSL Listen Port
Individual server's may override this Minimum: 1
value, but may not enable the port if
disabled here and may not disable the
port if enabled here. SSL must be
configured and enabled for this port to
work. Individual servers may override
thisvalue using a

Maximum: 65534

NetworkA ccessPointM Bean.
SSLListenPortEnabl  Whether or not SSL port is enabled for Default: f al se SSL Listen Port
ed the channel. SSL must be configured and Enabled

enabled in addition to this setting for the
SSL port to work.

T3Enabled Whether or not plaintext (non-SSL) T3 Default: f al se T3 Enabled
traffic is enabled. Note that it is not
possible to disable T3 traffic on the
default channel(s).

T3SEnabled Whether or not secure T3 trafficis Default: f al se T3S Enabled
enabled. Note that it is not possible to
disable T3 traffic on the default
channel(s).

Targets The targetsin the current domain on Targets
which thisitem can be deployed.

TunnelingClientPing  Interval (in seconds) at whichto pingan  Default: 45 Tunneling Client
Secs http-tunneled client to seeif itstill dive.  pits seconds Ping

Individual servers may override this

valueusing a

NetworkA ccessPointM Bean.
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Table 54-1 NetworkChannelM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
TunnelingClientTim  Duration (in seconds) after which a Default: 40 Tunneling Client

eoutSecs missing http-tunneled client is

considered dead. Individual servers may
override this value using a
NetworkA ccessPointM Bean.

Units: seconds

Timeout

TunnelingEnabled Enables tunneling via http.

Default: f al se

Tunneling Enabled
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CHAPTER

55NodeManager

Description

This bean is represents a NodeM anager that is associated with a machine.

Syntax

<! ELEMENT NodeManager EMPTY >

<l ATTLI ST NodeManager

Certificate CDATA "deno.crt"
CertificatePassword CDATA "passwor d"
CertificateType CDATA " RGA"
ErrorlLog CDATA #1 MPLI ED
Li st enAddr ess CDATA "l ocal host"
Li st enPort CDATA "5555"
Logs CDATA #| MPLI ED
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Qut put Log CDATA #1 MPLI ED
TrustedCertsFile CDATA "trusted.crt"
>
Parent Elements

The NodeManager element can be a child of these elements:
m Machine

m  UnixMachine
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55 NodeManager

Attributes

Table 55-1 NodeM anager M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Certificate The certificate file to use for secure Defaullt: Certificate
communications with NodeManager. "deno. crt"”
The path isrelativeto the Administration
Server'sroot directory.
CertificatePassword ~ The certificate password used for secure  Default: Certificate Password
communications with NodeM anager. " passwor d”
CertificateType The certificate type used for secure Default: " RSA" Certificate Type
communications with the NodeM anager
ErrorLog The error log of a perticular server. Error Log
ListenAddress The address on which NodeM anager Default: Listen Address
listens for connections. "l ocal host "
ListenPort The listen port of the NodeM anager Default: 5555 Listen Port
Minimum: O
Maximum: 65534
Logs The logs of the Node Manager. Logs
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
OutputL og The output log of a particular server. Output Log

TrustedCertsFile

The trusted certsfile password to use for
secure communication with
NodeManager. The path isrelative to the
Administration Server's root directory.

Default:
"trusted.crt"

Trusted Certs File
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CHAPTER

506 NTRealm

Syntax

<! ELEMENT NTReal m EMPTY >

<! ATTLI ST NTReal m

| gnor eBadDomai nName (true

Name CDATA
Not es CDATA
Pri mar yDomai n CDATA
Real nCl assNane CDATA

Parent Elements

"fal se"
#REQUI RED
#| MPLI ED
#| MPLI ED
#| MPLI ED

| fal se)

The NTRealm element is a child of the Domain element.

Attributes

Table56-1 NTRealmM Bean Element Attri

butes

Attribute Description

Rangeof Values  Console L abel

and Default

IgnoreBadDomainN
ame

During initialization of N

Domains may not be present on the

TRealm, some  Default: f al se Ignore Bad Domain

Name

network. The default configuration for
this situation isto throw a
SecurityException and halt server

startup. This property wil

| alow

NTReam to ignore uncontactable
Primary Domain Controllers during
startup with the hope that they will be

reachable later on.
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56 NTReaim

Table 56-1 NTRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.

PrimaryDomain The host and port number of the Default: nul | Primary Domain
Windows NT Primary Domain
Controller where users and groups are
defined for the domain. If entering
multiple sets of host and port numbers,
delimit them with commas. If the local
computer(where WebL ogic Server
executes) isthe Primary Controller, you
set set the attribute to period (".").

RealmClassName Realm Class Name
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5/ PasswordPolicy

Syntax

<! ELEMENT Passwor dPol i cy EMPTY >

<! ATTLI ST Passwor dPol i cy

Lockout CacheSi ze CDATA "5
Lockout Durati on CDATA " 30"
Lockout Enabl ed (true | false) "true"
Lockout GCThr eshol d CDATA " 400"
Lockout Reset Dur ati on CDATA " 5"
Lockout Threshol d CDATA "5"
M ni nunPasswor dLengt h CDATA " 8"
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
>
Parent Elements

The PasswordPolicy element is a child of the Domain element.

Attributes

Table 57-1 PasswordPolicyM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
LockoutCacheSize Size of cache of unused invalid login Default: 5 Lockout Cache Size
attempts. Minimum: 0

Maximum: 99999
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Table 57-1 PasswordPolicyM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

LockoutDuration

Number of minutes that a user's account
remains inaccessible after being locked
in response to several invalid login
attempts within the amount of time
specified in the

Lockout Reset Dur at i onattribute. In
order to unlock a user account, you must
have the unlockuser permission for the
Password Policy MBean.

Default: 30
Minimum; 0
Maximum: 999999

L ockout Duration

L ockoutEnabled

Controls whether or not WebL ogic
Server tracks invalid login attempts and
takes appropriate action.

Default: t r ue

L ockout Enabled

L ockoutGCT hreshol
d

If the number of current invalid login
attemptsis equal to or great than this
attribute, WebL ogic Server deletes any
expired records from the cache. The
|lower the value of thisattribute, the more
often WebL ogic Server clears the cache.
This may impact the performance of
WebL ogic Server. Set the attribute
accordingly.

Default: 400
Minimum; 0
Maximum: 999999

L ockout
GCThreshold

L ockoutResetDurati
on

57-2

Number of minutes within which the
invalid login attempts must happen in
order for the user's account to be locked.

An account islocked if the number of
invalid login attempts defined in the
Lockout Threshol dattribute
happens within the amount of time
defined by thisfield.

BEA WebL ogic Server Configuration Reference

Default: 5
Minimum; 1
Maximum: 99999

L ockout Reset
Duration



Table 57-1 PasswordPolicyM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
LockoutThreshold Number of failed logins for a user that Default: 5 Lockout Threshold
can betried beforethat accountislocked.  \inimum: 1

Any subsequent attempts to access the
account (even if the username/password
combination is correct) cause a security
exception. If asecurity exception occurs,
the account remains locked until it is
explicitly unlocked by the system
administrator or another login attempt is
made after the lockout duration period
ends. Note that invalid login attempts
must be made within a span defined by
theLockout Reset Duration
attribute to count toward the value of the
Lockout Thr eshol dattribute.

Maximum: 99999

MinimumPasswordL ~ The minimum number of characters Default: 8 Minimum Password
ength required in any domain password. Minimum: 0 Length
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes

include to describe this configuration.
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58 RDBMSRealm

Syntax
<! ELEMENT RDBMSReal m EMPTY >

<! ATTLI ST RDBMSReal m

Dat abaseDri ver CDATA
"COM cl oudscape. core. JDBCDri ver"
Dat abasePasswor d CDATA #| MPLI ED
Dat abaseURL CDATA
"j dbc: cl oudscape: deno; creat e=tr ue; aut oconmmi t =f al se"
Dat abaseUser Nane CDATA #| MPLI ED
Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Real nCl assNane CDATA
"exanpl es. security. rdbnsreal m RDBVSReal nt
SchemaProperties CDATA #1 MPLI ED
>
Parent Elements

The RDBMSReam element is achild of the Domain € ement.

Attributes

Table58-1 RDBM SRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
DatabaseDriver The Java class name for the database Default: Driver
driver used with the RDBMSS security " COM cl oudscap
realm. e.core. JDBCDri
ver"
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Table 58-1 RDBM SRealmM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DatabasePassword

The password required to log into the
database.

Password

DatabaseURL

Thelocation of the database. Change the
URL to the name of the computer on
which the database is running and the
number of the port at which the database
islistening.

Default:

"j dbc: cl oudsca
pe: deno; creat e
=t r ue; aut oconm
it=fal se"

URL

DatabaseUserName

The username used to login into the
database.

User Name

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

RealmClassName

The name of the Java class that
implements the RDBM S security realm.
This class should be included in the
CLASSPATH of WebLogic Server.

Defaullt:

"exanpl es. secu
rity.rdbnsreal
m RDBMSReal ni'

Realm Class

SchemaProperties

The schema properties (the prepared
statements) for manipulating the
database.

Specify an open-ended propertieslist so
that additional properties can be added to
the code for the RDBM S security realm.

Schema Properties
(key=value)

58-2
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59 RMCFactory

Description

An RMCFactoryMBean represents a J2EE resource manager connection factory in a
J2EE app. MBeans for resource manager connection factories extend this interface.
For example, a Mail SessionM Bean.

Syntax

<! ELEMENT RMCFactory EMPTY >

<l ATTLI ST RMCFactory
Depl oynent Or der
JNDI Nane
Nane
Not es
Targets

Parent Elements

CDATA
CDATA
CDATA
CDATA
CDATA

"1000"

# MPLI ED
#REQUI RED
#1 MPLI ED
# MPLI ED

The RM CFactory element isachild of the Domain element.
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59 RmcFactory

Attributes

Table59-1 RM CFactoryM Bean Element Attributes

Attribute Description

Range of Values
and Default

Console L abel

DeploymentOrder A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
There is no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

JNDIName

JNDIName

Name The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes Optional information that you can
include to describe this configuration.

Notes

Targets The targetsin the current domain on
which thisitem can be deployed.

Targets
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00 Security

Description

Specifies the security properties of a WebL ogic domain.

Syntax

<! ELEMENT Security EMPTY >

<! ATTLI ST Security
Audi t Provi der d assNane
Conpati bilityMde
ConnectionFilter
ConnectionFilterRul es
Connect i onLogger Enabl ed
Quest Di sabl ed
Narne
Not es
Passwor dPol i cy
Real m
Syst enlJser

Parent Elements

CDATA
(true | false)
CDATA
CDATA
(true | false)
(true | false)
CDATA
CDATA
CDATA
CDATA
CDATA

#| MPLI ED
"fal se"
#1 MPLI ED
#| MPLI ED
"fal se"
"true"
#REQUI RED
#1 MPLI ED
#1 MPLI ED
#| MPLI ED
"systent

The Security element is achild of the Domain element.
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Attributes

Table 60-1 SecurityM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AuditProviderClass Audit Provider Class
Name
CompatibilityMode  Specifies whether migration from a Default: f al se Compatibility Mode
WebL ogic Server 6.x security
configuration is enabled.
ConnectionFilter The name of the Java class that Default: nul | Connection Filter

60-2

implements a connection filter. The
connection filter must be an
implementation of the

webl ogi c. security. net. Connec
tionFilt erinterface. WebLogic
Server provides a default
implementation.
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Table 60-1 SecurityM Bean Element Attributes

Attribute

Description

Rangeof Values  Console L abel
and Default

ConnectionFilterRul
es

Thelist of rulesfor the system
connection filter. If none are specified,
all connections are accepted.

The syntax of therulesisasfollows:
<ulist>

Each rule must bewritten on asingleline
in the source code.

Tokensin arule are separated by white
space.

A pound sign (#) is the comment
character. Everything after a pound sign
onalineisignored.

Whitespace before or after aruleis
ignored.

Lines consisting only of whitespace or
comments are skipped.

All rules have the following format:

targetl ocal Addr essl ocal Porta
ctionprotocols

where

t ar get specifiesone or more serversto
filter.

| ocal Addr ess defines the host
address of the server. (If you specify an
asterisk (*), thematch returnsall local IP
addresses.)

| ocal Port definesthe port on which
the server islistening. (If you specify an
asterisk, the match returna al available
ports on the server).

act i on specifiesthe action to perform.
Thevalue must beal | owor deny).

pr ot ocol s isthelist of protocol names
to match. (Oneof thefollowing protocols
must be specified ht t p, ht t ps, t 3,

t 3s,gi op,gi ops,dcomorftp.) If
no protocol isdefined, all protocols will
match arule.

Default: nul |
Rules

BEA WebL ogic Server Configuration Reference

Two kinds of rules are recognized:
m A fast rule applies to a hostname or

Connection Filter
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Table 60-1 SecurityM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
ConnectionLoggerE  Enables the logging of accepted Default: f al se Connection Logger
nabled connections. This attribute can be used Enabled
by asystem administrator to dynamically
check the incoming connections in the
log file to determineif filtering needs to
be performed.
GuestDisabled Specifieswhether or not guest loginscan  Default: t r ue Guest Disabled
be used to access WebL ogic Server
resources.
Name The name of the MBean. Name
Notes Optional information that you can Notes
include to describe this configuration.
PasswordPolicy The password policy. Password Policy
Realm The realm policies. Realm
SystemUser The name of the sy st enuser. This Default: "systent'  System User
attribute must be specified.
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61 SecurityConfiguration

Description

Provides domain-wide security configuration information.

Syntax

<! ELEMENT SecurityConfigurati on EMPTY >

<I ATTLI ST SecurityConfiguration

Narme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
>
Parent Elements

The SecurityConfiguration element is a child of the Domain element.

Attributes

Table61-1 SecurityConfigurationM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.
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CHAPTER

02 Server

Description
This class represents a Weblogic Server. A WebL ogic Server isa Java processthat is
a container for J2EE applications.
Syntax
<! ELEMENT Server ( WebServer? | COW | NetworkAccessPoint* | ServerStart? |
SSL? | 11 0OP? | Log? | ExecuteQueue* )* >
<I ATTLI ST Server
Accept Backl og CDATA "50"
Admi ni strati onPort CDATA "o"
AutoKi |l I I fFailed (true | false) "fal se"
Aut oRest art (true | false) "true"
COMEnabl ed (true | false) "fal se"
Cl asspat hSer vl et Di sabl ed (true | false) "fal se"
d i ent Cert ProxyEnabl ed (true | false) "fal se"
Cl uster CDATA #1 MPLI ED
ClusterRuntinme CDATA #1 MPLI ED
Cl ust er Wi ght CDATA "100"
Conpl et eCOMMVessageTi neout  CDATA " 60"
Conpl et eHTTPMessageTi neout
CDATA " 60"
Conpl et el | OPMessageTi meout
CDATA " 60"
Conpl et eT3MessageTi nmeout CDATA " 60"
Def aul t I | OPPasswor d CDATA #1 MPLI ED
Def aul t 11 OPUser CDATA #1 MPLI ED
Def aul t Prot ocol (t3 ] t3s | http |
https | iiop) "t 3"
Def aul t Secur ePr ot ocol (t3s | https) "t 3s"
Def aul t TA OPPassword CDATA "guest"
Def aul t TA OPUser CDATA "guest"
Domai nLogFi | ter CDATA #1 MPLI ED
Enabl edFor Donmai nLog (true | false) "true"
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Expect edToRun (true |
Ext er nal DNSNane CDATA
ExtraRmi cOpti ons CDATA
Heal t hCheckl nt er val Seconds

CDATA
Heal t hCheckTi neout Seconds CDATA
Ht t pdEnabl ed (true |
I 1 OPEnabl ed (true |

I dl el | OPConnecti onTi meout CDATA
| nstrunent St ackTr aceEnabl ed
(true |

I nt er f aceAddr ess CDATA
J2EE120nl yModeEnabl ed (true |
JDBCLogFi | eNane CDATA
JDBCLoggi ngEnabl ed (true |

fal se)

fal se)
fal se)
fal se)
fal se)

fal se)

JMSDef aul t Connect i onFact ori esEnabl ed

(true |
JNDI Tr anspor t abl eQbj ect Fact or yLi st

CDATA
JavaConpi | er CDATA
JavaComnpi | er Post Gl assPath CDATA
JavaConpi | er Pred assPat h CDATA

Li st enAddr ess CDATA
Li st enDel aySecs CDATA
Li st enPort CDATA
Li st enPort Enabl ed (true |

LogRenpt eExcept i onsEnabl ed
(true |

Logi nTi meout CDATA
Logi nTi meoutM I 1is CDATA
Logs CDATA
LowMenor yGCThr eshol d CDATA
LowMenoryGranul arityLevel CDATA
LowMenor ySanpl eSi ze CDATA
LowMenor yTi mel nt er val CDATA
MSI Fi | eRepl i cati onEnabl ed (true |
Machi ne CDATA
ManagedSer ver | ndependenceEnabl ed
(true |
Max COVMMessageSi ze CDATA
MaxHTTPMessageSi ze CDATA
Max| | OPMessageSi ze CDATA
MaxOpenSock Count CDATA
MaxT3MessageSi ze CDATA
Name CDATA
Nat i vel CEnabl ed (true |
Not es CDATA
Pr ef err edSecondar yGr oup CDATA
Repl i cati onG oup CDATA
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fal se)

fal se)

fal se)

fal se)

fal se)

fal se)

"true"
#| MPLI ED
#| MPLI ED

"180"
" 60"
"true"
"true"
" 60"

"true"

#| MPLI ED
"fal se"

"j dbc. 1 og"
"fal se"

"true"

#| MPLI ED
"javac"
#| MPLI ED
#| MPLI ED
#| MPLI ED
"o
"7001"
"true"

"fal se"
"1000"
"5000"

#1 MPLI ED
" g

" g

" 10"
"3600"
"fal se"
#1 MPLI ED

"true"
"10000000"
"10000000"
"10000000"
"2147483647"
"10000000"
#REQUI RED
"true"

#| MPLI ED
#| MPLI ED
#| MPLI ED



Rest ar t Del aySeconds

Rest art | nt er val Seconds
Rest art Max

Rever seDNSAI | owed

Server Li f eCycl eTi neout Val
Ser ver Ver si on

St agi nghvbde

St ar t upMode

St dout DebugEnabl ed
St dout Enabl ed

St dout For mat

St dout LogSt ack

St dout SeveritylLevel

St uckThr eadMVaxTi ne
St uckThr eadTi mer | nt er val
TG OPEnabl ed

CDATA

CDATA

CDATA

(true | false)
CDATA

CDATA

(stage | nostage |
ext ernal _st age)
CDATA

(true | false)
(true | false)
(standard | noid)
(true | false)
(64 ] 32| 16 | 8 |
2| 1)

CDATA

CDATA

(true | false)

Thr eadPool Per cent Socket Reader s

Transact i onLogFi | ePrefi x
Tunnel i ngd i ent Pi ngSecs
Tunnel i ngd i ent Ti neout Secs

Tunnel i ngEnabl ed
Upl oadDi r ect or yNane

Ver boseEJBDepl oynent Enabl ed

XMLEnt i t yCache
XMLRegi stry

Parent Elements

The Server element can be a child of these elements:

m Cluster

m Domain

CDATA
CDATA
CDATA

CDATA
(true | false)
CDATA

CDATA
CDATA
CDATA

m  SNMPTrapSource

" on
"3600"

" on

"fal se"
"120"
"unknown"

#| MPLI ED
" RUNNI NG'
"fal se"
"true"
"standard"
"true"

" 16"
" 600"

" 600"

"fal se"
"33
Wy
"5

" 40"
"fal se"
#| MPLI ED

"fal se"
#| MPLI ED
#| MPLI ED
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Attributes

Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AcceptBacklog Allowed backlog of new TCPconnection  Default: 50 Accept Backlog

requests for both the plaintext and SSL - \inimum: 0
port. Setting the backlog to 0 may

prevent accepting any incoming

connection on some of the OS.

AdministrationPort The secure administration port for the Default: 0 Local Administration
server. The setter isused to overridethe  ninimum: 0 Port Override (0: no
same field in the DomainM Bean for this override)

server. If itsvalueis not zero then the Maximunm: 65534

same field in the DomainMBean will be
used for the server. This port requires
SSL to be configured and enabled.

Anactiveadministration port only allows
connections with administrator
credentials. Its existence also prevents
any other ports on the server from
accepting connectionswith administrator
credentials.

Supports T3Sand HTTPS protocoals. The
managed server will require to use
-Dweblogic.management.server=https://
admin_server:administration_port to
connect to the admin server

AutoKilllfFailed Enables/Disables automatic kill of a Default: f al se Auto Kill If Failed
Failed server by the Node Manager.

AutoRestart Enables/Disables automatic restart of a ~ Default: t r ue Auto Restart
crashed server by the Node Manager.

COMEnabled Whether or not COM support isenabled  Default: f al se Enable COM
on the plaintext port. (COM is not
supported on the SSL port.)
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

ClasspathServletDisa  TheClasspathServlet will serve any class Classpath Servlet

bled filein the classpath and is registered by Disabled

default in every webapp (including
management). It does not need to be
turned on for many applications though,
and represents a security holeif
unchecked. default false

ClientCertProxyEna  HttpClusterServiet will proxy theclient  Default: f al se Client Cert Proxy
bled certificatein aspecial header. Thisisa Enabled

security hole if |eft open, as that header

could be spoofed fairly easily with any

certificate. The ServletRequest has that

functionality turned off by default now.

Thiswill turn it back on. It's strongly

suggested that it'sused only in

conjunction with ConnectionFilters to

make certain the WebL ogic proxy

machineisthe only one connecting. This

isduplicated in CluterMBean both for

compatability with wis610 aswell as

being ableto set it cluster-wide.

ClusterMBean overrides ServerMBean

Cluster The cluster to which this server belongs. Cluster
If set, the server will listen for cluster
multicast events.

ClusterRuntime Returns an mbean containing runtime Cluster Runtime
information about the cluster which was
started from this configuration mbean.
Returns null if no such cluster exists.
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
ClusterWeight Defines avaue used specify the Default: 100 Cluster Weight
proportion of theload the server will bear  pinimum: 1
relative to other serversin acluster. .
Maximum: 100
If all servers have the default weight
(100) or the same weight, each bears an
equal proportion of theload. If oneserver
has weight 50 and all other servers have
weight 100, the 50-weight server will
bear half as much load as any other
server.
CompleteCOMMess  Specify the maximum number of seconds  Default: 60 Complete
ageTimeout spent waiting for a complete COM Minimum: 0 COMMessage
message to be received. This attribute Timeout

helps guard against denial of service
attacks in which a caller indicates that
they will be sending a message of a
certain size which they never finish
sending. This setting only appliesto
connectionsthat areinitiated using one of
the default ports (ServerMBean
setListenPort and setAdministrationPort
or SSLMBean setL istenPort).
Connections on additional portsare
tuned via the NetworkChannel M Bean.
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Table 62-1 Server MBean Element Attributes

to bereceived. Thisattribute helps guard
against denial of service attacksin which
acaller indicatesthat they will be sending
amessage of a certain size which they
never finish sending. This setting only
applies to connections that are initiated
using one of the default ports
(ServerMBean setListenPort and
setAdministrationPort or SSLMBean
setListenPort). Connections on
additional ports are tuned viathe
NetworkChannelM Bean.
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Maximum: 480
Units: seconds

Attribute Description Rangeof Values  Console L abel
and Default

CompleteHTTPMess  Specify the maximum number of seconds ~ Default: 60 Complete
ageTimeout spent waiting for acomplete HTTP Minimum: 0 HTTPMessage

hme?ﬁage to be r(_acelved._Thls attn_bute Maximun: 480 Timeout

ps guard against denial of service

attacksin which acaller indicatesthat ~ Units: seconds

they will be sending a message of a

certain size which they never finish

sending. This setting only appliesto

connectionsthat areinitiated using one of

the default ports (ServerMBean

setListenPort and setAdministrationPort

or SSLMBean setListenPort).

Connections on additional portsare

tuned via the NetworkChannel M Bean.
CompletellOPMessa  Specify the maximum number of seconds  Default: 60 Complete
geTimeout spent waiting for acomplete IHOP Minimum: 0 I1OPMessage

message to be received. This attribute . ) Timeout

helps guard against denial of service Maximum: 480

attacksin which acaller indicatesthat ~ Units: seconds

they will be sending a message of a

certain size which they never finish

sending.
CompleteT3Message  Specify the maximum number of seconds  Default: 60 Complete
Timeout spent waiting for acomplete T3 message  \inimum: 0 T3Message Timeout
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
DefaultllOPPasswor ~ The password for the default IOP user.  Default: nul | Default
d I1OPPassword
DefaultlOPUser The default 110P user. Default: nul | Default 11OPUser
DefaultProtocol The protocol to be used for connections  Default: "t 3" Default Protocol
when none is specified. valid values:
m "t3"
= "t3s"
m "http"
m "https"
m "iiop"
DefaultSecureProtoc  The protocol to be used for secure Default: "t 3s" Default Secure
ol connections when none is specified. valid values: Protocol
m "t3s"
m "https"
DefaultTGIOPPassw  The password for the default TGIOP Default: " guest " Default
ord user. TGIOPPassword

DefaultTGIOPUser

The default TGIOP user.

Default: " guest "

Default TGIOPUser

DomainLogFilter

Determines which messages this server
sends to the domain log. If you specify
none, the server sends all messages of
severity ERROR and higher. Thislist

containsall Domain Log Filtersthat have

been defined for the domain. A server
can user only one Domain Log Filter.
Thisproperty isrelevantonly if Log To
Donmi n Fi | eisenabled.

Domain Log Filter

EnabledForDomainL  Determines whether this server sends Default: t r ue Log to Domain
og messages to the domain log (in addition Logdfile
to keeping its own log).
ExpectedToRun If this server expected to run if the Default: t r ue Expected To Run
domain is started.
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ExternalDNSName  The external DNS name for thecurrent  Default: nul | External DNSName
server, which will be sent with http
session cookies and also with the
dynamic server liststo http proxies. This
isrequired for configurationsin which a
firewall is performing Network Address
Trandation.
ExtraRmicOptions The extra options passed to rmic during  Default: nul | Extrarmic Options
server-side generation.
HealthCheckinterval ~ Periodicity (in seconds) of the server's Default: 180 Health Check
Seconds health checks. This controls the Minimum: 1 Interval
frequency of the server's self-health Maxi )
monitoring and the Node Manager's aximum
. 2147483647
health queries.
Units: seconds
HeathCheckTimeou  Time (in seconds) the Node Manager Default: 60 Health Check
tSeconds should wait before timing out itshealth  \inimum: 1 Timeout
query to the server. ) )
Maximum:
2147483647
Units: seconds
HttpdEnabled Whether or not HTTP supportisenabled  Default: t r ue Enable HTTPD
on the plaintext or SSL port.
IIOPEnabled Whether or not [IOP support isenabled  Default: t r ue Enable [IOP
for both the SSL and non-SSL ports.
IdlellOPConnection  Specify the maximum number of seconds  Default: 60 Idle IIOPConnection
Timeout an [1OP connection is alowed to beidle  \inimum: 0 Timeout

beforeit is closed by the server. This
attribute helps guard against server
deadlock through too many open
connections.

Units: seconds

InstrumentStack Trac
eEnabled

Determines whether exception messages
include the server-side stack trace.
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Default: t rue

Instrument Stack
Trace Enabled
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
InterfaceAddress Defines the interface address used to Interface Address
specify the NIC that handles cluster
multicast traffic.
J2EE120nlyModeEn  Perpetuated for compatibility with 6.1 Default: f al se J2EE120nly Mode
abled GA only. Indicates aversion 6.1 server Enabled
that cannot depl oy modulesbased on EJB
2.00r Servlet 2.3.
JDBCLogFileName  The name of the JDBC log file. If the Defaullt: JDBC Logfile Name
pathname is not absolute, the path is "jdbc. 1 og"

assumed to be relative to the root
directory of the machine on which the
server isrunning. If thelog has no path
element and is atomic, ie. jdbc.log to
avoid name space conflicts the file will
be placed relative to the root directory in
ISERVER_NAME/

JDBCLoggingEnabl  Determineswhether thisserver maintains Enable IDBC
ed aJDBC logfile. Logging
IJMSDefaultConnecti  Enables IM'S default connection Default: t r ue Enable Default IMS
onFactoriesEnabled  factories. Connection Factories
JINDITransportableO  List of factories that create transportable JINDITransportable
bjectFactoryList objects. Object Factory List
JavaCompiler The Java Compiler for all applications Default: " j avac" Java Compiler

that need to compile Java code.
JavaCompilerPostCl  The options to append to the Java Default: nul | Append to classpath
assPath compiler classpath for when we need to

compile Java code.
JavaCompilerPreCla  The options to prepend to the Java Default: nul | Prepend to classpath
ssPath compiler classpath for when we need to

compile Java code.

ListenAddress The TCP listen address for this server. Listen Address
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ListenDelaySecs Perpetuated for compatibility with 6.1 Default: 0 Listen Delay Secs
only.
ListenPort The plain-text (non-SSL) listen port for ~ Default: 7001 Listen Port
thisserver. If thisisdisabled the SSL port  pinimunm: 1

must be enabled. Additional ports can be
configured using network channels (see
NetworkChannelMBean). The cluster
(multicast) port is configured seperately
(see getCluster).

Maximum: 65534

ListenPortEnabled

Get if the plain-text (non-SSL) port is
enabled for the server. If thisisset to
false, the SSL listen port must be
configured and enabled.

Default: t r ue

Listen Port Enabled

LogRemoteExceptio  Determines whether the server message  Default: f al se Log Remote

nsEnabled log includes exceptions that areraised in Exceptions Enabled
remote systems.

LoginTimeout Not used, use getL oginTimeoutMillis Default: 1000 Login Timeout
instead. Minimum: 0

Units: milliseconds

LoginTimeoutMillis

The login timeout for the server's
plain-text (non-SSL) port, in
milliseconds. Thisis the maximum
amount of time allowed for a new
connection to establish. A value of 0
indicatesthereisno maximum. Thevalue
must be equal to or greater than 0.

Default: 5000
Minimum: 0
Maximum: 100000
Units: milliseconds

Login Timeout

Logs Get logs from the Node Manager for this Logs
server. Thetypeiseither "WL_output” or
"WL_error".
LowMemoryGCThre The threshold level at which wewill try  Default: 5 Low Memory
shold to garbage collect once the granularity Minimum: 0 GCThreshold
reporting level has been met. .
Maximum: 99

BEA WebL ogic Server Configuration Reference

62-11



62 Server

Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
LowMemoryGranula The granularity level used in reporting Default: 5 Low Memory
rityLevel LowMemory information. Minimum: 1 Granularity Level
Maximum: 100
LowMemorySample  Thetotal sample size used for Default: 10 Low Memory
Size LowMemoryTimelnterval. Only '1' Minimum: 1 Sample Size
sample istake at each . !
LowMemoryTimelnterval Maoimum:
’ 2147483647
LowMemoryTimelnt Thetimeinterval. So every configured Default: 3600 Low Memory Time
erval 'time', one sample will betakenuptothe  ninimum: 1 Interval
LowMemorySampleSize and then . )
repeated Maximum:
' 2147483647
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
MSIFileReplicationE  Indicates whether the replication of Default: f al se MSI File Replication

nabled

configuration filesis enabled for a
Managed Server. With file replication
enabled, the Administration Server
copiesits configuration file and
SerializedSystemini.dat into the
Managed Server's root directory every 5
minutes. This option does not replicate a
boot identity file.

Y ou must enable Managed Server
Independence to replicate configuration
files.

Do not enablefilereplication for a
server that sharesan installation or
root directory with another server.
Unpredictable errors can occur for
both servers.

Depending on your backup schemes and
the frequency with which you update
your domain's configuration, this option
might not be worth the performance cost
of copying potentialy largefilesacrossa
network.

Enabled
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62 Server

Table 62-1 Server MBean Element Attributes

Attribute

Description Range of Values

and Default

Console L abel

Machine

The machine on which this server is
meant to run. If the server is already
running, this will migrate the server to a
different machine. If the machineisthe
same as the machine isthe server is
already running on, thisis a no-op.
Migration consists of taking down the
machine using the stop method on the
Server (#stop), and restarting the server
on the new machine. If anything fails
during migration, the appropriate
exception will be thrown.

Setting themachineto null meansthat the
server should not be started. If itis
already running, it is shutdown.

Machine

ManagedServerinde
pendenceEnabled

Indicates whether Managed Server Default: t r ue
Independence is enabled for this server.

With Managed Server Independence

enabled, you can start aManaged Server

even if the Administration Server is

unavailable. In such a case, the Managed

Server retrieves its configuration by

reading a configuration file and other

filesdirectly.
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

MaxCOMMessageSi  Specify the maximum COM message Default: 10000000 Max COMMessage
ze size dlowablein amessage header. This  \inimum: 4096 Size

attribute attempts to prevent a denial of .

. Maximum:
service attack whereby a caller attempts
2000000000

to force the server to allocate more

memory than is available thereby Units: bytes

keeping the server from responding

quickly to other requests. This setting

only appliesto connections that are

initiated using one of the default ports

(ServerMBean setListenPort and

setAdministrationPort or SSLMBean

setListenPort). Connections on

additional ports are tuned viathe

NetworkChannelM Bean.
MaxHTTPMessageS  Specify the maximum HTTP message Default: 20000000 Max HTTPMessage
ize size dlowablein amessage header. This  \inimum: 4096 Size

attribute attempts to prevent adenial of .

. Maximum:

service attack whereby a caller attempts 2000000000

to force the server to allocate more

memory than is available thereby Units: bytes

keeping the server from responding
quickly to other requests. This setting
only appliesto connections that are
initiated using one of the default ports
(ServerMBean setListenPort and
setAdministrationPort or SSLMBean
setListenPort). Connections on
additional ports are tuned viathe
NetworkChannelM Bean.

Max|1OPM essageSiz
e

Specify the maximum | |OP message size
allowable in a message header. This
attribute attempts to prevent a denial of
service attack whereby a caller attempts
to force the server to allocate more
memory than is available thereby
keeping the server from responding
quickly to other requests.

Default: 20000000
Minimum: 4096

Maximum:
2000000000

Units: bytes

Max 11OPM essage
Size
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62 Server

Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
MaxOpenSockCount  The maximum number of open sockets  Default: Max Open Sock
allowedinserver atagivenpointof time. 2147483647 Count
When max threshold is reached, server — Minimum: 0
stops accepting any more new requests . !
) Maximum:
until no of socketsdrops below threshold. 2147483647
MaxT3MessageSize  Specify the maximum T3 message size Default: 10000000 Max T3Message Size
allowable in amessage header. This Minimum: 4096
attribute attempts to prevent a denia of Maxi !
service attack whereby a caller attempts axmum.
2000000000
to force the server to allocate more _
memory than is available thereby Units: bytes
keeping the server from responding
quickly to other requests. This setting
only applies to connections that are
initiated using one of the default ports
(ServerMBean setListenPort and
setAdministrationPort or SSLMBean
setListenPort). Connections on
additional ports are tuned viathe
NetworkChannel MBean.
Name The name of the MBean. Name
Nativel OEnabled Whether or not native I/O isenabled for  Default: t r ue Native |OEnabled
the server.
Notes Optional information that you can Notes
include to describe this configuration.
PreferredSecondary ~ Defines secondary clustered instances Preferred Secondary
Group considered for hosting replicas of the Group

primary HTTP session states created on
the server.

ReplicationGroup

Defines preferred clustered instances
considered for hosting replicas of the
primary HTTP session states created on
the server.
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Table 62-1 Server MBean Element Attributes

Units: seconds

Attribute Description Rangeof Values  Console L abel
and Default
RestartDelaySeconds  Time (in seconds) the Node Manager Default: 0 Restart Delay
should wait before restarting the server.  Minimum: 0 Seconds
This value will be used in cases such as Maxi )
the OS not alowing listen portsto be 5 1?;1‘;26 47
reused immedietly.
Units: seconds
RestartIntervalSecon  Interval (in seconds) during which a Default: 3600 Restart Interval
ds server can be restarted RestartMax times.  \inimum: 300
Maxi mum:
2147483647

RestartMax

Number of timesaserver can berestarted
within an interval of
RestartInterval Seconds seconds.

Default: 2
Minimum: 0
Maximum:
2147483647

Max Restarts within
Interval

ReverseDNSAllowe
d

Returns whether or not the kernel is
alowed to perform reverse DNS
lookups.

Default: f al se

Reverse
DNSAllowed
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Table 62-1 Server MBean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

ServerLifeCycleTim
eoutVal

Number of seconds a ServerLifeCycle Default: 120
operation waits beforetiming out. Itis  Minimum: 0
currently enabled for only shutdown and
force shutdown operations. If the
operation does not complete within the
configured timeout seconds, then the
server will shutdown automatically if the
state of the server at that time was
SHUTTING_DOWN or if the operation
was force shutdown. Otherwise, a
ServerLifecycleExceptionwill bethrown
with a message desribing the timeout
condition.

Thedefault valueis120 seconds. A
val ue of Oneans that the

server will wait indefinitely
for life cycle operation to

Units. seconds

Timeout for Server
Lifecycle Operations

conpl et e.
ServerVersion Therelease identifier for the server. Default: Server Version
Since thisis a configured attribute it is "unknown"

only asaccurate asthe configuration. The
form of theversionis
major.minor.servicepack.rollingpatch.
Not all parts of the version are required.
i.e."7" isacceptable.
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console L abel

and Default

StagingMode During application preparation, the Default: nul | Staging Mode
application's files are copied from the valid values:
source on the admin server to the " "

) . m "stage
managed server's staging area. If this . .
atributeisnostage or external_stage, the = ‘"nostage
copy will not occur. Thisisuseful when ™ "external _sta
the staging areais a shared directory, ge
aready containing the application files,
or if thisisasingle server domain. The
administrator must ensure that the
managed server's staging directory is set
appropriately. Deployment errors will
result if the application is not available
during the preparation or activation of the
application. This attribute can be
overridden with the ApplicationMBean
StagingM ode attribute.
StartupMode Startup Mode for the server Default: Startup Mode
" RUNNI NG’

StdoutDebugEnabled  Determines whether the server sends Default: f al se Stdout Debug
debug messages to standard out in Enabled
addition to the log file. Y ou must enable
Log to Standard Qutforthis
property to be relevant.

StdoutEnabled Enables the server to send messages to Default: t r ue Stdout Enabled
standard out in addition to the log file.

Use St dout DebugEnabl ed and

St dout Severi tyLevel to determine
thetype of messagesthat the server sends
to standard out.

StdoutFormat Theoutput format to usewhenloggingto  Default: Stdout Format
the console. "standard"

Valid values:
m "standard"
m "noid"
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
StdoutlL ogStack Whether to dump stack tracesto the Default: t r ue Stdout L og Stack
console when included in logged
message.
StdoutSeverityLevel ~ The minimum severity of amessagethat Default: 16 Stdout Severity
the server sends to standard out. You valid values: Level
must enableLog to Standard Cut s 64
for this value to be relevant. . 32
The values of severities are INFO(64), = 16
WARNING(32), ERROR(16),
NOTICE(8), CRITICAL(4), ALERT(2) =8
and EMERGENCY (1). Thelowerthe ™ 4
number, the higher the severity. m 2
1
StuckThreadMaxTi Thetimethat isusedto determinewhena Default: 600 Stuck Thread Max
me thread might be stuck. If athread has Minimum: 0 Time
been working for thistime, it might be Maxi !
stuck in some bad state. axmum
2147483647
Units: seconds
StuckThreadTimerln  Thetimeinterval that isused to scanthe  Default: 600 Stuck Thread Timer
terval state of the running threads. Thisalong  nMinimum: 0 Interval
with StuckThreadMaxTime is used to Maximunt
determine when a thread might be stuck. 2147483647
Units: seconds
TGIOPEnabled Whether or not TGIOP support is Default: f al se TGIOPENabled
enabled.
ThreadPoolPercentS ~ The percentage (1-99) of executethreads  Default: 33 Thread Pool Percent
ocketReaders from the default queue hat may beused  ninimum: 1 Socket Readers
as socket readers. .
Maximum: 99
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Table 62-1 Server MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

TransactionLogFileP  The path prefix for the server's JTA Default: " . /" Transaction Log File
refix transaction log files. If the pathname is Prefix

not absolute, the path is assumed to be

relative to the root directory of the

machine on which the server is running.
TunnelingClientPing  Interval (in seconds) at whichto pingan  Default: 45 Tunneling Client
Secs http-tunneled client to seeif itsstill alive  \inimum: 1 Ping

(in seconds).

Units: seconds

TunnelingClientTim
eoutSecs

Duration (in seconds) after which a
missing http-tunneled client is
considered dead (in seconds).

Default: 40
Minimum:; 1
Units: seconds

Tunneling Client
Timeout

TunnelingEnabled

Enablestunneling viaHTTP.

Default: f al se

Enable Tunneling

UploadDirectoryNa
me

Identifies the directory path on the
AdminServer where all uploaded
applications are placed. If an absolute
directory name s not specified, the path
isrelative to rootdirectory/ The default
staging directory is "stage”, relative to
the server root.. On the ManagedServer
this returns null, and is not configurable

Upload Directory
Name

VerboseEJBDeploy ~ Whether or not verbose deployment of Default: " f al se" Verbose
mentEnabled EJB'sis enabled. EJBDeployment
Enabled
XMLEntityCache The XML Entity Cache for the server XMLEntity Cache
XMLRegistry The XML Registry for the server. XMLRegistry
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CHAPTER

03 ServerStart

Description
This bean is used to configure the attributes necessary to start up a server on aremote
machine.

Syntax

<! ELEMENT ServerStart EMPTY >

<I ATTLI ST Server Start

Ar gunent s CDATA #1 MPLI ED
BeaHone CDATA #1 MPLI ED
Cl assPat h CDATA #|1 MPLI ED
JavaHonme CDATA #| MPLI ED
Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Passwor d CDATA "
Root Directory CDATA #1 MPLI ED
SecurityPolicyFile CDATA #1 MPLI ED
User nanme CDATA "

>

Parent Elements

The ServerStart element is achild of the Server element.
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63 Serverstart

Attributes

Table 63-1 Server SartMBean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

Arguments

The startup arguments to use when
starting this server.

Arguments

BeaHome

The BEA home to be used to start this
server. Notethat this path ison the Node
Manager machine.

BEA Home

ClassPath

The classpath to use when starting this
server. Note that all paths refer to paths
on the Node Manager machine.

Class Path

JavaHome

The Java home directory (on the Node
Manager machine) to use when starting
this server. Thejavabinary (or java.exe
executablein Windows) istakenfromthe
Java home /bin directory to start the
managed server.

JavaHome

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

Password

The password of the username used to Default: " "
boot the server and perform server health
monitoring.

Password

RootDirectory

The RootDirectory to be used to start this
server. Notethat this path is on the Node
Manager machine.

Root Directory

SecurityPolicyFile

The security policy file to use when
starting this server. Note that the
directory and filename refer to a path on
the Node Manager machine.
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Table 63-1 Server SartM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Username The username to use when booting the Default: " " Username
server and performing server health
monitoring.
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CHAPTER

64 ShutdownClass

Syntax

<! ELEMENT Shut downCl ass EMPTY >

<! ATTLI ST Shut downd ass

Ar gunent s CDATA #| MPLI ED
Cl assNane CDATA #REQUI RED
Depl oynent Or der CDATA "1000"
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Targets CDATA #| MPLI ED

>

Parent Elements

The ShutdownClass element is a child of the Domain €l ement.

Attributes

Table 64-1 ShutdownClassM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Arguments Arguments that the server usesto Arguments
initialize a class.

ClassName The fully qualified name of aclassto Class Name
deploy.
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64 shutdownClass

Table 64-1 ShutdownClassM Bean Element Attributes

Attribute Description

Range of Values
and Default

Console L abel

DeploymentOrder A priority that the server usesto

determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Itemswith the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

Targets

The targetsin the current domain on
which thisitem can be deployed.

Targets

64-2
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CHAPTER

065 SNMPAgent

Description
The MBean representing the SNMP Agent Configuration. The SNMP Agent MBean
isasingleton for the SNMP Agent Configuration and does not belong to any
configuration.

Syntax

<! ELEMENT SNMPAgent ( SNMPTrapDestination* | SNWVPProxy* | SNMPGaugeMonitor* |
SNWVPSt ri ngMoni tor* | SNMPCount er Monitor* | SNMPLogFi | ter* |
SNMPAt t ri but eChange* )* >

<l ATTLI ST SNMPAgent

Commmuni t yPrefi x CDATA "public"
DebugLevel (0] 1] 2] 3 "o"
Enabl ed (true | false) "fal se"
M bDat aRef r eshl nt er val CDATA "120"
Nanme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
SNMVPPor t CDATA "161"
Ser ver St at usCheckl! nt er val Fact or
CDATA "
>
Parent Elements

The SNMPAgent element isa child of the Domain element.
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65 SNMPAgent

Attributes

Table 65-1 SNM PAgentM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

CommunityPrefix

Definesthe prefix string which isused to
form SNMP Community name. To form
acommunity name, append " @" and the
server name or domain name to the
prefix.

SNMP Community Name =
CommunityPrefix[ @{ ServerName |
DomainName} ]

Default: " publ i c"

Community Prefix

DebuglL evel Definesthe Debug level. Valid vaues Default: 0 Debug Leve
ac Valid values:
= 0-NoDebug m 0
n 1-Fata 1
m  2-Critica 2
= 3-Non-Critical = 3

Enabled Definesthe state of the SNMPserviceon  Default: f al se Enabled
an administration server. Select to enable
the service.

MibDataRefreshinter  Definesthe minimum amount of timeall  Default: 120 Mib Data Refresh

vl MIB values are cached beforetheagent  pinimum: 30 Interval
attempts to refresh them. Maximun: 65535

Units: seconds

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.

SNM PPort Definesthe port that isused for sending  Default: 161 SNMP Port
SNMP trap notifications to the target Minimum: 1
SNMP manager. Maximum: 65535
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Table 65-1 SNM PAgentM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ServerStatusCheckin  Definesamultiplier used to calculatethe  Default: 1 Server Status Check
terval Factor interval at which the server statusis Minimum: 1 Interval Factor
checked.

) ) Maximum: 65535
interval = n MibDataRefreshinterval
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CHAPTER

00 SNMPAttributeChange

Description

This class describes the settings to receive mbean-attribute change trap.

Syntax

<! ELEMENT SNWPAttri but eChange EMPTY >

<! ATTLI ST SNWMPAt t ri but eChange

At tri but eMBeanNane CDATA #| MPLI ED
Attri but eMBeanType CDATA #1 MPLI ED
At tri but eNane CDATA #| MPLI ED
Enabl edServers CDATA #| MPLI ED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED

>

Parent Elements

The SNM PAttributeChange element is a child of the SNMPAgent element.

Attributes

Table 66-1 SNM PAttributeChangeM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

AttributeMBeanNam  Defines the name of the MBean to Attribute MBean

e monitor. Name

AttributeMBeanTyp  Definesthe type of the MBean to Attribute MBean

e monitor. Type
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66 SNMPAttributeChange

Table 66-1 SNM PAttributeChangeM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default

AttributeName Defines the name of the attribute to Attribute Name
monitor.

EnabledServers Definesalist of target serversfor trap Enabled Servers
generation. If no server is specified, no
trap will be generated.

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes

include to describe this configuration.
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CHAPTER

6 / SNMPCounterMonitor

Description
This class describesthe criteriafor a Counter-based Monitor. A trap will be generated
when this criteriais satisfied.

Syntax

<! ELEMENT SNMPCount er Moni t or EMPTY >

<! ATTLI ST SNMPCount er Moni t or

Enabl edSer vers CDATA #| MPLI ED
Modul us CDATA "o"
Moni t or edAt t ri but eNane CDATA #1 MPLI ED
Moni t or edMBeanNane CDATA #| MPLI ED
Moni t or edMBeanType CDATA #1 MPLI ED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
O fset CDATA "o"
Pol I'i ngl nt erval CDATA "o
Threshol d CDATA "o"

>

Parent Elements

The SNMPCounterMonitor element is a child of the SNMPAgent element.
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67 SNMPCounterMonitor

Attributes

Table 67-1 SNM PCounter M onitor M Bean Element Attributes

Attribute

Description

Range of Values

and Default

Console L abel

EnabledServers

Definesalist of target serversfor trap
generation. If no server is specified, no
trap will be generated.

Enabled Servers

Modulus

Defines an integer value to be subtracted
from the threshold when the threshold is
crossed.

m |f ModulusisO, atrap is generated
each time the agent pollsthe
monitored attribute and its value still
exceeds or equalsthe value in the
Threshold field.

m |f Modulusislarger than 0, the value
of themodulusis subtracted from the
threshold each time the threshold is
crossed.

Default: 0
Minimum; 0

Modulus

MonitoredAttributeN
ame

Defines the name of an attribute to
monitor.

Monitored Attribute
Name

MonitoredM BeanNa
me

Defines the name of the MBean to
monitor.

Monitored MBean
Name

MonitoredMBeanTy
pe

Defines the type of the MBean to
monitor.

Monitored MBean
Type

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

67-2

Optional information that you can
include to describe this configuration.
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Table 67-1 SNMPCounter Monitor M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Offset Definesaninteger valueto beaddedto  Default: 0 Offset
the threshold when the threshold is Minimum: 0
crossed.

m If OffsetisO, atrapisgenerated each
time the agent polls the monitored
atribute and itsvalue still exceeds or
equals the value in the Threshold
field.

m If Offsetislarger than O, the value of
the offset is added to the threshold
each time the threshold is crossed.

PollingInterval Defines the frequency the agent checks ~ Default: 0 Palling Interval
the attribute value. Minimum: 0

Maximum: 65535
Units: seconds

Threshold Defines athreshold that is an integer Default: 0 Threshold
value. A trap is generated if the agent Minimum: 0
detects that the monitored attribute
equals or exceeds the threshold value.
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CHAPTER

68 SNMPGaugeMonitor

Description

This class describes the criteria for a Gauge-based Monitor. A trap will be generated
when this criteriais satisfied.

Syntax
<! ELEMENT SNMPGaugeMoni t or EMPTY >

<! ATTLI ST SNMPGaugeMoni t or

Enabl edSer vers CDATA
Moni t or edAtt ri but eNane CDATA
Moni t or edMBeanNane CDATA
Moni t or edMBeanType CDATA
Name CDATA
Not es CDATA
Pol I'i ngl nterval CDATA
Thr eshol dHi gh CDATA
Thr eshol dLow CDATA

>

Parent Elements

#1 MPLI ED
# MPLI ED
#1 MPLI ED
#1 MPLI ED
#REQUI RED
# MPLI ED
"o

e

e

The SNMPGaugeM onitor element is a child of the SNMPAgent element.
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638 SNMPGaugeMonitor

Attributes

Table 68-1 SNM PGaugeM onitor M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
EnabledServers Definesalist of target serversfor trap Enabled Servers
generation. If no server is specified, no
trap will be generated.
MonitoredAttributeN  Defines the name of an attribute to Monitored Attribute
ame monitor. Name
MonitoredMBeanNa Defines the name of the MBean to Monitored MBean
me monitor. Name
MonitoredMBeanTy  Definesthe type of the MBean to Monitored MBean
pe monitor. Type
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
Pollinginterval Definesthe frequency the agent checks ~ Default: 0 Polling Interval
the attribute val ue. Minimum: 0
Maximum: 65535
Units: seconds
ThresholdHigh Definesthehighthresholdat whichatrap  Default: 0 Threshold High
is generated. A trap is generated if the
monitored valueis equa to or greater
than thisvalue.
ThresholdLow Definesthelow threshold at whichatrap  Default: 0 Threshold Low
isgenerated. A trap is generated if the
monitored valueis less than or equd to
this value.
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69 SNMPJMXMonitor

Description

Thisisabase class for Monitor based trap configration MBeans:
SNM PCounterM onitorM Bean, SNM PStringMonitorM Bean and
SNM PGaugeM onitorM Bean.

Syntax
<! ELEMENT SNMPJMXNbni t or EMPTY >

<I ATTLI ST SNVPJMXMoni t or

Enabl edSer vers CDATA
Moni t or edAtt ri but eNane CDATA
Moni t or edMBeanNane CDATA
Moni t or edMBeanType CDATA
Narme CDATA
Not es CDATA
Pol I'i ngl nterval CDATA

>

Parent Elements

#1 MPLI ED
# MPLI ED
#1 MPLI ED
#1 MPLI ED
#REQUI RED
# MPLI ED
"o

The SNMPIMXMonitor element is a child of the Domain element.
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Attributes

Table 69-1 SNM PJM XM onitor M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
EnabledServers Definesalist of target serversfor trap Enabled Servers
generation. If no server is specified, no
trap will be generated.
MonitoredAttributeN  Defines the name of an attribute to Monitored Attribute
ame monitor. Name
MonitoredMBeanNa Defines the name of the MBean to Monitored MBean
me monitor. Name
MonitoredMBeanTy  Definesthe type of the MBean to Monitored MBean
pe monitor. Type
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
Pollinginterval Definesthe frequency the agent checks ~ Default: 0 Polling Interval
the attribute val ue. Minimum: 0
Maximum: 65535
Units: seconds
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/O SNMPLogFilter

Description

This MBean represents afilter to qualify log messages which are logged to the server
logfile. A message must qualify criteria specified asafilter in order to generate atrap.
Multiple instances of this MBean can be defined, if needed. If there are multiple
instances, a message must qualify atleast one filter to qualify for the server logfile.

Syntax

<! ELEMENT SNWPLogFilter EMPTY >

<I ATTLI ST SNMPLogFi | ter
Enabl edServers
Messagel ds
MessageSubstri ng
Nane
Not es
SeveritylLevel

Subsyst emNanes
User | ds

Parent Elements

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

CDATA
CDATA

#| MPLI ED
#| MPLI ED
#REQUI RED
#REQUI RED
#| MPLI ED

"webl ogi c. | oggi ng. Severi ties. ERROR TEXT"
#| MPLI ED
#1 MPLI ED

The SNMPLogFilter element is a child of the SNMPAgent element.
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Attributes

Table 70-1 SNMPL ogFilter MBean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

EnabledServers

Definesalist of target serversfor trap
generation. If no server is specified, no
trap will be generated.

Enabled Servers

Messagelds

Definesalist of message IDsor ID
ranges to be notified when atrap is
generated. If no IDs are specified,

messages from all 1Ds are selected.

Example list: 20,50-100,300

Message Ids

M essageSubstring

Definesastring that is searched for inthe
messagetext. Only messagesthat contain
the string are selected. If astring is not
specified, al messages are selected.

Message Substring

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

SeverityLevel

Defines the minimum severity of a

message needed to be selected.

m  All messages with a specified
severity and higher are selected.

m  Theascending order of severitiesis
I NFO, WARNI NG, ERRCR, NOTI CE,
CRI Tl CAL, ALERT, and
EMERGENCY.

Defaullt:

webl ogi c. | oggi
ng. Severities.
ERROR_TEXT

Severity Level

SubsystemNames

Definesalist of subsystems whose
messages are selected by thisfilter. If
none are specified, messages from all
subsystems are selected.
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Table 70-1 SNMPL ogFilter M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Userlds Definesalist of user IDsthat are notified User Ids
when atrap is generated. If no user IDs
are specified, messagesfrom all user IDs
are selected.
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CHAPTER

(1 SNMPProxy

Description

The MBean representing the SNM P agents to be proxied by the current one.

Syntax

<! ELEMENT SNWPProxy EMPTY >

<! ATTLI ST SNWPPr oxy
Communi ty
Name
Not es
O dRoot
Port
Ti neout

Parent Elements

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

" na”
#REQUI RED
# MPLI ED
#1 MPLI ED
"o

"5000"

The SNMPProxy element is achild of the SNMPAgent element.

Attributes

Table 71-1 SNMPProxyMBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Community Defines the community nameto be Default: " na" Community

passed on for al requests to the proxied
agent. Default value isthe community
name contained in incoming SNMP
requests to the Master SNMP agent.
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Table 71-1 SNM PProxyM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.

OidRoot Definestheroot of the OID tree on which Oid Root
the proxied agent responds.

Port Defines the Port number used for Default: 0 Port
communication with the other SNMP Minimum: 0
Agents. Maximum: 65535

Timeout Defines the time interval that the Default: 5000 Timeout

WebL ogic SNMP proxy agent waitsfora  pinimum: 0
responseto requestsforwarded to another
SNMP agent. If the interval elapses
without aresponse, theWebL ogic SNMP
agent sends an error to the requesting
manager.

Units. milliseconds
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CHAPTER

{2 SNMPStringMonitor

Description
This class describes the criteriafor a String-based Monitor. A trap is generated when
this criteriais satisfied.

Syntax

<! ELEMENT SNWPStri nghoni tor EMPTY >

<I ATTLI ST SNWMPSt ri ngMoni t or

Enabl edServers CDATA #1 MPLI ED
Moni t or edAt t ri but eNane CDATA #| MPLI ED
Moni t or edMBeanNamne CDATA #1 MPLI ED
Moni t or edMBeanType CDATA #1 MPLI ED
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Noti fyDiffer (true | false) "fal se"
Not i f yMat ch (true | false) "fal se"
Pol I'i ngl nt erval CDATA "o
St ri ngToConpar e CDATA #| MPLI ED
>
Parent Elements

The SNMPStringMonitor element is a child of the SNMPAgent element.
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Attributes

Table 72-1 SNMPSringMonitor M Bean Element Attributes

Attribute Description Range of Values  Console L abel
and Default
EnabledServers Definesalist of target serversfor trap Enabled Servers
generation. If no server is specified, no
trap will be generated.
MonitoredAttributeN  Defines the name of an attribute to Monitored Attribute
ame monitor. Name
MonitoredMBeanNa Defines the name of the MBean to Monitored MBean
me monitor. Name
MonitoredMBeanTy  Definesthe type of the MBean to Monitored MBean
pe monitor. Type
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
NotifyDiffer Definesthat the criteriaused to generate  Default: f al se Notify Differ
atrap isthat the value of Monitored
Attribute Name and the value of Stringto
Compare do not match.
NotifyMatch Definesthat the criteriaused to generate  Default: f al se Notify Match
atrap isthat the value of Monitored
Attribute Name and the value of Stringto
Compare match.
Pollinginterval Definesthe frequency the agent checks ~ Default: 0 Polling Interval
the attribute val ue. Minimum: 0
Maximum: 65535
Units: seconds
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Table 72-1 SNMPSringMonitor M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

StringToCompare Defines a string to be compared to the String To Compare
value of the Monitored Attribute Name.
A trap is generated when the critiera
specified by Notify Match or Notify
Differ is satisfied.
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CHAPTER

(3 SNMPTrapDestination

Description

This MBean describes all the destinations to which SNMP traps can be sent.

Syntax
<! ELEMENT SNMPTrapDesti nation EMPTY >

<! ATTLI ST SNMPTr apDesti nation

Communi ty CDATA "public"
Host CDATA "l ocal host"
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
Port CDATA "162"

>

Parent Elements

The SNMPTrapDestination element is a child of the SNMPAgent element.

Attributes

Table 73-1 SNM PTrapDestinationM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Community Defines the SNMP trap community Default: " public"  Community

name. The community namefunctionsas
apassword for sending trap notifications
to the target SNM P manager.

BEA WebL ogic Server Configuration Reference  73-1



13 SNMPTrapDestination

Table 73-1 SNM PTrapDestinationM Bean Element Attributes

Attribute Description

Range of Values
and Default

Console L abel

Host

Defines a string that contains either a
hostname or |P address for the machine
where the SNMP manager is located.
Thishost machineisthetarget for SNMP
trap notifications sent by the WebL ogic
SNMP agent.

Default:
| ocal host

Host

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

Defines the port that is used for sending
SNMP trap notifications to the target
SNMP manager.

Default: 162
Minimum; 1
Maximum; 65535
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(4 SNMPTrapSource

Description

This MBean is the base of SNMP TRAP related config MBeans.

Syntax

<! ELEMENT SNMPTrapSource ( Server* )* >

<I ATTLI ST SNMPTr apSour ce

Narme CDATA #REQUI RED
Not es CDATA #1 MPLI ED
>
Parent Elements

The SNMPTrapSource element is a child of the Domain element.

Attributes

Table 74-1 SNM PTrapSourceM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.
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CHAPTER

SSL

Description
This MBean represents the configuration of the SSL protocol for version 6.x and
version 7.0 WebL ogic Server deployments.

Syntax

<! ELEMENT SSL EMPTY >

<l ATTLI ST SSL

Cert Aut henti cat or CDATA #1 MPLI ED
CertificateCacheSi ze CDATA "3
Ci phersuites CDATA #| MPLI ED
ClientCertificateEnforced (true | false) "fal se"
Enabl ed (true | false) "fal se"
Export KeyLi f espan CDATA "500"
Handl er Enabl ed (true | false) "true"
Host naneVeri fi cati onl gnor ed
(true | false) "fal se"
Host naneVeri fi er CDATA #1 MPLI ED
KeyEncr ypt ed (true | false) "fal se"
Li st enPort CDATA "7002"
Logi nTineoutM I lis CDATA "25000"
Nane CDATA #REQUI RED
Not es CDATA #|1 MPLI ED
Peer Val i dati onEnf or ced CDATA "o
Server Certificat eChai nFi | eName
CDATA "server-certchain. penf
ServerCertificateFil eNanme CDATA "server-cert.der"
Server KeyFi | eNane CDATA "server-key. der"
Server Pri vat eKeyAl i as CDATA #1 MPLI ED
Server Pri vat eKeyPassPhr ase
CDATA #1 MPLI ED
Tr ust edCAFi | eNane CDATA "trusted-ca. pent
TwoWay SSLEnabl ed (true | false) "fal se"
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UseJava

Parent Elements

(true | false) "true"

The SSL element is achild of the Server element.

Attributes

Table 75-1 SSLM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
CertAuthenticator The name of the Java class that Default: nul | Cert Authenticator
implements the
webl ogi c. security.acl.Cert Au
thenti cat or class. Thisclass maps
the digital certificate of aclientto a
WebL ogic Server user. the
webl ogi c. security.acl.Cert Au
thenti cat or classhasan
aut hent i cat e() method that
WebL ogic Server cals after validating
the digital certificate presented by the
client.
CertificateCacheSize  Thenumber of certificatesheld that have Default: 3 Certificate Cache
not been redeemed by tokens. Minimum: 1 Size
Maxi mum:
2147483647
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Table 75-1 SSL M Bean Element Attributes

Attribute

Description

Range of Values

and Default

Console L abel

Ciphersuites

Specifies the cipher suites being used on
aparticular WebLogic Server.

The possible values are:

SSL_NULL_WITH_NULL_NULL
SSL_RSA_WITH_NULL_SHA
SSL_RSA_EXPORT_WITH_RCA4 40
_MD5

SSL_RSA_WITH_RC4 128 MD5
SSL_RSA_WITH_RC4 128 SHA

SSL_RSA_EXPORT_WITH_DES 40
_CBC_SHA

SSL_RSA_WITH_DES CBC_SHA
SSL_RSA_WITH_3DES EDE CBC_
SHA
SSL_DH_anon_EXPORT_WITH_RC
4 40 MD5

SSL_DH_anon WITH_RC4 128 MD
5

SSL_DH_anon EXPORT_WITH_DE
S 40 CBC_SHA

SSL_DH_anon WITH_DES CBC S
HA

SSL_DH_anon WITH_3DES EDE_C
BC_SHA

The default is
SSL_RSA_EXPORT_WITH_RC4 40 _
MD5.

Ciphersuites

ClientCertificateEnf
orced

Defines whether or not clients must
present digital certificates from atrusted
certificate authority to WebL ogic Server.

Default: f al se

Client Certificate

Enforced
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Table 75-1 SSLMBean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
Enabled Enables the use the SSL port in the Default: f al se Enable SSL Listen
SSLMBean If thisis disabled then the Port (Please
plain-text (non-SSL) listen for thisserver configure SSL)
must be enabled. Additional ports can be
configured using
ExportKeyLifespan  Specifiesthe number of timesWebLogic  Default: 500 Export Key Lifespan
Server can use an exportable key Minimum: 1
between a domestic server and an . !
exportableclient before generating anew Mabd mum:
2147483647
key. The more secure you want
WebL ogic Server to be, the fewer times
the key should be used before generating
anew key.
HandlerEnabled Not used. Ignore. Default: t r ue Handler Enabled
HostnameVerificatio Disablesthe installed implementation of ~ Default: f al se Hostname
nignored the Verification Ignored
webl ogi c. security. SSL. Host na
meVeri fi er classwhen WebLogic
Server isacting as a client to another
application server.
HostnameV erifier The name of the class that implements Default: nul | Hostname Verifier

the

webl ogi c. security. SSL. Host na
meVeri fi er class. This class verifies
that the host name in the URL received
from an SSL client matches the common
name in the server certificate's
distinguished name. This class prevents
man-in-the-middle attacks. The

webl ogi c. security. SSL. Host na
nmeVerifier hasaveri f y() method
that WebL ogic Server calls on the client
during the SSL handshake.
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Table 75-1 SSL M Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

KeyEncrypted

Specifies whether or not the private key
for the WebL ogic Server has been
encrypted with a password.

m |f theattributeis set to true, the
private key requires a password be
supplied in order to use the key.

m If theattributeis set to false, the
private key is unencrypted and may
be used without providing a
password.

Default: f al se

Key Encrypted

ListenPort

The TCP/IP port at which the WebL ogic
Server listensfor SSL connection
requests.

Default: 7002
Minimum: 1
Maximum: 65535

SSL Listen Port

LoginTimeoutMillis

The number of milliseconds that

WebL ogic Server waits for an SSL
connection before timing out. SSL
connectionstake longer to negotiate than
regular connections. If clients are
connecting over the Internet, raise the
default number to accommodate
additional network latency. A value of 0
disables the attribute.

Default: 25000
Minimum: 1

Maxi mum:
2147483647
Units: milliseconds

SSL Login Timeout

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
PeerValidationEnfor Default: 0 Peer Validation
ced Enforced
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Table 75-1 SSLMBean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
ServerCertificateCha Thefull directory location and nameof ~ Default: Server Certificate
inFileName the file containing an ordered list of "server-certch  ChainFile Name
certificate authorities trusted by ai n. pent
WebL ogic Server. The. PEMile
extension indicates that method that
should be used to read the file. Note that
the digital certificate for WebL ogic
Server should not be stored in thisfile.
ServerCertificateFile  Thefull directory location and nameof  Default: Server Certificate
Name the digital certificate for WebL ogic "server-cert.d FileName
Server. Thefile extension (. DERor er"
. PEM tells WebL ogic Server how to
read the contents of thefile.
ServerKeyFileName  Thefull directory location and name of Default: Server Key File
theprivatekey for WebL ogic Server. The Name

file extension (. PEM indicates the
method that should be used to read the
file.

"server-key. de
p

ServerPrivateKeyAli  Thestring dliasused to storeand retrieve  Default: nul | Server Private Key
as the server's private key in the keystore. Alias
This private key is associated with the
server'sdigital certificate and is usualy
stored by the server hostname.
ServerPrivateKeyPas The passphrase used to retrieve the Default: nul | Server Private Key
sPhrase server's private key from the keystore. Passphrase
Thispassphraseisassigned to the private
key when it is generated.
TrustedCAFileName The name of the file containing the Default: Trusted CA File
PEM-encoded trusted certificate "trusted-ca.pe Name

authorities.

i

TwoWaySSL Enable
d
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Table 75-1 SSL M Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Uselava Enables the use of native Javalibraries.  Default: t r ue Use Java

WebL ogic Server provides a pure-Java
implementation of the SSL protocol.
Nativelibrariesenhancethe performance
for SSL operations on the Solaris,
Windows NT, and IBM AIX platforms.

BEA WebL ogic Server Configuration Reference  75-7



75 ssL

75-8 BEA WebL ogic Server Configuration Reference



CHAPTER

/6 StartupClass

Description

Provides methods that configure startup classes.

Syntax

<l ELEMENT Startupd ass EMPTY >

<I ATTLI ST Startupd ass

Ar gunent s CDATA #| MPLI ED
Cl assNane CDATA #REQUI RED
Depl oynent Or der CDATA "1000"
Fai | urel sFat al (true | false) "fal se"
LoadBef or eAppDepl oynent s (true | false) "fal se"
Nane CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Targets CDATA #1 MPLI ED
>
Parent Elements

The StartupClass element is a child of the Domain element.

Attributes

Table 76-1 SartupClassM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Arguments Arguments that the server usesto Arguments
initialize a class.
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Table 76-1 SartupClassM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

ClassName

The fully qualified name of aclassto
deploy.

Class Name

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

Failurel sFatal

Determines whether afailure in this
startup class prevents a server from
starting. If this check box iscleared (or if
you use an API to specify avalue of

f al se) and the startup classfails, the
server continues its startup process.

Default: f al se

Failureisfatal

LoadBeforeA ppDepl
oyments

Determines whether a startup classis
loaded and run before the server deploys
applications. If you specify true for this
option, the server loads the class after it
deploys JDBCConnectionPools and
before it deploys Web applications and
EJBs. If you specify fase, the serever
loads the class after all deployments
succeed.

Default: f al se

Run before
application
deployments

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

76-2

Optional information that you can
include to describe this configuration.
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Table 76-1 SartupClassM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Targets The targetsin the current domain on Targets
which thisitem can be deployed.
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CHAPTER

{ { UnixMachine

Description
This bean represents amachine that is running the UNIX operating system. It extends
MachineM Bean with properties specific to the UNIX patform.

Syntax

<! ELEMENT Uni xMachi ne ( NodeManager? )* >

<I ATTLI ST Uni xMachi ne

Addr esses CDATA #1 MPLI ED
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Post Bi ndG@ D CDATA "nobody"
Post Bi ndd DEnabl ed (true | false) "fal se"
Post Bi ndUl D CDATA "nobody"
Post Bi ndUl DEnabl ed (true | false) "fal se"

>

Parent Elements

The UnixMachine element is a child of the Domain element.

Attributes

Table 77-1 UnixM achineM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

Addresses The addresses by which this machine is Address
known. May be either host names of
literal | P addresses.
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Table 77-1 UnixM achineM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

PostBindGID

The UNIX GID aserver running on this
machinewill rununder after it hascarried
out all privledged startup actions. If this
valueisset, itisavaid Unix GID. If itis
not set it isnull.

Default: " nobody"

Post-Bind GID

PostBindGIDEnable
d

The UNIX UID aserver running on this
machinewill run under after it hascarried
out all privledged startup actions. If this
valueisset, itisavalid Unix UID. Ifitis
not setitisnull.

Default: f al se

Enable Post-Bind
GID

PostBindUID

The UNIX UID aserver running on this
machinewill rununder after it hascarried
out all privliedged startup actions. If this
valueisset, itisavalid Unix UID. Ifitis
not set it isnull.

Default: " nobody"

Post-Bind UID

PostBindUIDEnable
d

The UNIX UID aserver running on this
machinewill rununder after it hascarried
out all privliedged startup actions. If this
valueisset, itisavalid Unix UID. Ifitis
not set it isnull.

Default: f al se

Enable Post-Bind
uiD
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CHAPTER

/8 UnixRealm

Syntax

<! ELEMENT Uni xReal m EMPTY >

<! ATTLI ST Uni xReal m

Aut hPr ogram CDATA "w aut h"
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Real nCl assNane CDATA #| MPLI ED
>
Parent Elements

The UnixRealm element is a child of the Domain element.
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Attributes

Table 78-1 UnixRealmM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AuthProgram The name of the program used to Default: "Wl aut h"  Auth Program

authenticate users in the UNIX security
realm. In most cases, the name of the
programiswl aut h. The authentication
program must runset ui d r oot .

m |f the program nameisw aut h and
isin the CLASSPATH, you need not
explicitly set this attribute; leave the
attribute blank.

m |f the program nameisdifferent than
w aut h, ir of itisnot in the
CLASSPATH of WebL ogic Server,
specify this attribute.

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.

RealmClassName Realm Class Name
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/9 WebAppComponent

Syntax

<! ELEMENT WebAppConponent EMPTY >
<! ATTLI ST WebAppConponent

Application CDATA #1 MPLI ED
Aut hFil ter CDATA #| MPLI ED
Aut hReal nNare CDATA "webl ogi c"
Depl oynent Or der CDATA "1000"
I ndexDi r ect or yEnabl ed (true | false) "fal se"
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Pr ef er Wbl nf d asses (true | false) "fal se"
Ser vl et Ext ensi onCaseSensitive

(true | false) "fal se"
Ser vl et Rel oadCheckSecs CDATA "1
Sessi onMoni t ori ngEnabl ed (true | false) "fal se"
Si ngl eThr eadedSer vl et Pool Si ze

CDATA " 5"
Targets CDATA #1 MPLI ED
URI CDATA #REQUI RED
Vi rtual Host s CDATA #| MPLI ED
WebServers CDATA #1 MPLI ED

Parent Elements

The WebA ppComponent element is a child of the Application element.
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Attributes

Table 79-1 WebAppComponentM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

Application

The application this component is a part
of. Thisis guaranteed to never be null.

Application

AuthFilter

The AuthFilter Servlet class which will
be called before and after all
authentication and authorization checks
in the WebApplication

Default: nul |

Auth Filter

AuthRealmName

The Realm in the Basic Authentication
HTTP dialog box which pops up on the
browsers

Default:
"webl ogi c"

Auth Realm Name

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Itemswith the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

IndexDirectoryEnabl
ed

Return whether or not to automatically
generatean HTML directory listing if no
suitable index fileis found

Default: f al se

Index Directories

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes

include to describe this configuration.
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Table 79-1 WebAppComponentM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
PreferWebinfClasses If true, classeslocated inthe WEB-INF  Default: f al se Prefer Web Inf
directory of aweb-app will beloaded in Classes
preference to classes loaded in the
application or system classloader.
ServletExtensionCas Treats all .extension except for .html as Default: f al se Case Sensitive
eSensitive lower case thisis only necessary on Extensions
WindowsNT. This property is being
depricated. The extension comparision
will be caseinsensitive by default on
Win32.
ServletReloadCheck  How often WebL ogic checkswhether a  Default: 1 Reload Period
Secs servlet has been modified, and if so
reloadsit. -1 is never reload, 0 is always
reload
SessionMonitoringE  If true, then runtime mbeans will be Default: f al se Enable Session
nabled created for sessions, otherwise, they will Monitoring
not.
SingleThreadedServl  Defines the size of the pool used for Default: 5 Single Threaded
etPool Size SingleThreadM odl e instance pools. Servlet Pool Size
Targets The targetsin the current domain on Targets
which thisitem can be deployed.
URI Return a URI pointing to the application URI
component, usualy on the Admin
Server.
VirtualHosts Returns virtual hosts on which this Virtua Hosts
deployment istargeted.
WebServers Returnstargetson which thisdeployment Web Servers

is deployed.
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CHAPTER

80 WebServer

Description

This bean represents the configuration of virtual web server within aweblogic server.

Note that a server may define multiple web serversto support virtual hosts.

This MBean represents a virtual host.

Syntax

<! ELEMENT WebServer EMPTY >

<! ATTLI ST WebServer
Accept Cont ext Pat hl nGet Real Pat h
(true | false)

Char set s CDATA

Cl ust eri ngEnabl ed (true | false)
Def aul t Ser ver Nane CDATA

Def aul t WebApp CDATA

Depl oynent O der CDATA

Fr ont endHTTPPor t CDATA

Fr ont endHTTPSPor t CDATA

Fr ont endHost CDATA

Ht t psKeepAl i veSecs CDATA

KeepAl i veEnabl ed (true | false)
KeepAl i veSecs CDATA

LogFi | eBuf f er KByt es CDATA

LogFi | eFl ushSecs CDATA

LogFi | eFor mat (comon | extended)
LogFi | eNane CDATA
LogRot ati onPeri odM ns CDATA

LogRot ati onTi meBegi n CDATA

LogRot ati onType (size | date)
Loggi ngEnabl ed (true | false)
MaxLogFi | eSi zeKByt es CDATA

MaxPost Si ze CDATA

MaxPost Ti meSecs CDATA

BEA WebL ogic Server Configuration Reference

"fal se"
#| MPLI ED
"fal se"
#1 MPLI ED
#| MPLI ED
"1000"
"o

" on

#| VPLI ED
" 60"
"true"

" 30"

" g

" 60"
"commmon"
"access. | 0g"
"1440"

#| MPLI ED
"size"
"true"

" on

T

T
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80 webserver

Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Post Ti neout Secs CDATA "30"
SendSer ver Header Enabl ed (true | false) "true"
Si ngl eSi gnonDi sabl ed (true | false) "fal se"
Targets CDATA #| VPLI ED
URLResour ce CDATA #1 VPLI ED
WAPEnabl ed (true | false) "fal se"

>

Parent Elements

The WebServer element is achild of the Server el ement.

Attributes

Table 80-1 WebServer M Bean Element Attributes

Attribute Description Range of Values
and Default

Console L abel

AcceptContextPathl ~ Beginning with thisreleaseinclusion of ~ Default: f al se

nGetReal Path the contextPath in the virtual Path to the
context.getReal Path() will not be
alowed asit breaks the case when the
subdirectories have the same name as
contextPath. In order to support
applications which might have been
developed according to the old behaviour
we are providing acompatibility switch.
This switchwill be deprecated in future
releases.

Accept Context Path
In Get Real Path

Charsets User defined mapping between internet  Default: nul |
and Java charset names

Charsets

ClusteringEnabled EnablesHTTP clustering Default: f al se

Clustering Enabled

DefaultServerName  The HTTP defaultServerName Default: nul |

Default Server Name

DefaultWebApp Servlet 2.3Web Applicationthat mapsto  Default: nul |
the "default" servlet context (where
ContextPath = "/")

80-2 BEA WebL ogic Server Configuration Reference
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Table 80-1 WebServer MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
DeploymentOrder A priority that the server usesto Default: 1000 Deployment Order
determine when it deploys anitem. The  \inimum: 0
prlorlty isrelative to other deployable Maximun
items of the same type. For example, the
- 2147483647
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.
Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.
FrontendHTTPPort ~ The frontendHTTPPort Default: 0 Frontend HTTPPort
FrontendHTTPSPort  The frontendHT TPSPort Default: 0 Frontend HTTPSPort
FrontendHost The HTTP frontendHost Default: nul | Frontend Host
HttpsKeepAliveSecs  Number of secondsto maintain HTTPS  Default: 60 HTTPS Duration
keep-alive before timing out the request.  \jinimum: 30
Maximum: 360
Units: seconds
KeepAliveEnabled Returnswhether or not HTTP keep-alive  Default: t r ue Enable Keepalives
isenabled
KeepAliveSecs Number of seconds to maintain HTTP Default: 30 Duration
keep-alive before timing out the request.  \inimum: 5

BEA WebL ogic Server Configuration Reference
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80 webserver

Table 80-1 WebServer MBean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default

LogFileBufferKByte = The maximum size (in kilobytes) of the  Default: 8 Log Buffer Size

S buffer that stores HTTP requests. When  \inimum: 0

the buffer reaches this size, the server
writesthe datato the HTTP log file. Use
the LogFi | eFl ushSecsproperty to
determine the frequency with which the
server checks the size of the buffer.

Maximum: 1024
Units: kilobytes

L ogFileFlushSecs Theinterval (in seconds) at which the Default: 60 Flush Every
server checksthe size of the buffer that — \inimum: 1
stores HT TP requests. When the buffer Maximurm: 360
exceeds the size that is specified in the a_x' um
LogFi | eBuf f er KByt esproperty, the  Units: seconds
server writes the datain the buffer to the
HTTP request log file.
L ogFileFormat Specifiesr the format of the HTTP log Default: " common”  Format
file. Both formats are defined by the valid values:
W3C. With _thee_xten_dedlogformat, You o ommon®
use server directivesin thelog file to . ded"
customize theinformationthat theserver ™ €Xtende
records.
LogFileName The name of the file that storesHTTP Default: Logfile Name
requests. If the pathnameisnot absolute, "access. | 0g"
the path is assumed to be relative to the
root directory of the machine on which
the server isrunning.
Thisvaueisrelevant only if HTTP
logging is enabled.
LogRotationPeriodM  The interval (in minutes) at which the Default: 1440 Rotation Period
ins server saves old HTTP requests to Minimum: 1
another log file. Thisvalueis relevant Maximum
only if you use the time-based rotation 2147483647
type. _ _
Units: minutes
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Table 80-1 WebServer MBean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

LogRotationTimeBe
gin

Determines the start time for a
time-based rotation sequence. At thetime
that this value specifies, the server
renames the current log file as

LogFi | eNare. n. Thereafter, the
server renamesthelog file at aninterval
that you specify in

LogRot at i onPeri odM ns. You can
create arecurring start time such as
"every Monday at 09:00" or a
non-recurring start time such as "9
January, 2002, 09:00."

Use the following

j ava. t ext . Si npl eDat eFor nat
format to specify adate and time:

MWt dd- yyyy- k: nm ss. For
information about thisformat, refer tothe
<a
href="http://java.sun.com/j2se/1.3/docs/
api/index.html">J2EE Javadoc</a>.

If the date that you specify has already
past, then the day in week (E), hour in day
(H), minute in hour (m) and second in
minute (s) are used with the current date
to recalculate a start time.

Rotation Time

BEA WebL ogic Server Configuration Reference
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Table 80-1 WebServer MBean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

LogRotationType

Criteriafor moving old HTTP requeststo
a separate log file:

m  Si ze. Whenthelog filereachesthe
size that you specify in
MaxLogFi | eSi zeKByt es, the
server renames thefile as
LogFi | eNane. n.

m Ti nme. At eachtimeinterval that you
specify in Ti neSpan, the server
renames thefile as
LogFi | eNane. n.

After the server renames afile,
subsequent messages accumulate in a
new file with the name that you specified
inLogFi | eNane.

Default: " si ze"
Valid values:
m "size"
m "date"

Rotation Type

L oggingEnabled

Enables logging of HTTP requests.

Default: t r ue

Enable Logging

MaxLogFileSizeKB

ytes

The maximum size (in kilobytes) of the
HTTP log file. After the log file reaches
this size, the server renamesit as

LogFi | eNane. n. 0 causesthefileto
grow indefinitely.

This property isrelevant only if you
chooseto rotate filesby si ze.

Default: 0
Minimum; 0
Units: kilobytes

Max Log File SizeK
Bytes

MaxPostSize

Max Post Size (in bytes) for reading
HTTP POST datain aservlet request.
MaxPostSize < 0 means unlimited

Default: - 1
Units: bytes

Max Post Size

MaxPostTimeSecs

Max Post Time (in seconds) for reading
HTTP POST datain aservlet request.
MaxPostTime < 0 means unlimited

Default: - 1
Units. seconds

Max Post Time

Name

80-6

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.
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Table 80-1 WebServer MBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Notes Optional information that you can Notes
include to describe this configuration.
PostTimeoutSecs Timeout (in seconds) for reading HTTP  Default: 30 Post Timeout Secs
POST datain aservlet request. Minimum: 0
Maximum: 120
SendServerHeaderE  Returnswhether or nottosendaresponse  Default: t r ue Send Server Header
nabled Server header Enabled
SingleSignonDisable  Disables SingleSignon in webapps Default: f al se Single Signon
d Disabled
Targets The targetsin the current domain on Targets
which thisitem can be deployed.
URLResource AddsaURL connection factory resource  Default: nul | URLResource
into JNDI
WA PEnabled Enables WAP Default: f al se WAP Enabled
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CHAPTER

81 WebServiceComponent

Syntax

<! ELEMENT WebServi ceConponent EMPTY >

<! ATTLI ST WebSer vi ceConponent

Application CDATA #1 MPLI ED
Aut hFil ter CDATA #| MPLI ED
Aut hReal nNare CDATA "webl ogi c"
Depl oynent Or der CDATA "1000"
I ndexDi r ect or yEnabl ed (true | false) "fal se"
Name CDATA #REQUI RED
Not es CDATA #1 MPLI ED
Pr ef er Wbl nf d asses (true | false) "fal se"
Ser vl et Ext ensi onCaseSensitive

(true | false) "fal se"
Ser vl et Rel oadCheckSecs CDATA "1
Sessi onMoni t ori ngEnabl ed (true | false) "fal se"
Si ngl eThr eadedSer vl et Pool Si ze

CDATA " 5"
Targets CDATA #1 MPLI ED
URI CDATA #REQUI RED
Vi rtual Host s CDATA #| MPLI ED
WebServers CDATA #1 MPLI ED

Parent Elements

The WebServiceComponent element is achild of the Domain element.
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Attributes

Table 81-1 WebServiceComponentM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

Application

The application this component is a part
of. Thisis guaranteed to never be null.

Application

AuthFilter

The AuthFilter Servlet class which will
be called before and after all
authentication and authorization checks
in the WebApplication

Default: nul |

Auth Filter

AuthRealmName

The Realm in the Basic Authentication
HTTP dialog box which pops up on the
browsers

Default:
"webl ogi c"

Auth Realm Name

DeploymentOrder

A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys al startup
classes before it prioritizes and deploys
EJBs.

Itemswith the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

IndexDirectoryEnabl
ed

Return whether or not to automatically
generatean HTML directory listing if no
suitable index fileis found

Default: f al se

Index Directories

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes

include to describe this configuration.
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Table 81-1 WebServiceComponentM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
PreferWebinfClasses If true, classeslocated inthe WEB-INF  Default: f al se Prefer Web Inf
directory of aweb-app will beloaded in Classes
preference to classes loaded in the
application or system classloader.
ServletExtensionCas Treats all .extension except for .html as Default: f al se Case Sensitive
eSensitive lower case thisis only necessary on Extensions
WindowsNT. This property is being
depricated. The extension comparision
will be caseinsensitive by default on
Win32.
ServletReloadCheck  How often WebL ogic checkswhether a  Default: 1 Reload Period
Secs servlet has been modified, and if so
reloadsit. -1 is never reload, 0 is always
reload
SessionMonitoringE  If true, then runtime mbeans will be Default: f al se Enable Session
nabled created for sessions, otherwise, they will Monitoring
not.
SingleThreadedServl  Defines the size of the pool used for Default: 5 Single Threaded
etPool Size SingleThreadM odl e instance pools. Servlet Pool Size
Targets The targetsin the current domain on Targets
which thisitem can be deployed.
URI Return a URI pointing to the application URI
component, usualy on the Admin
Server.
VirtualHosts Returns virtual hosts on which this Virtua Hosts
deployment istargeted.
WebServers Returnstargetson which thisdeployment Web Servers

is deployed.
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CHAPTER

82 WLECConnectionPool

Description

This bean defines a WLEC connection pool.

Syntax

<! ELEMENT WLECConnecti onPool EMPTY >

<! ATTLI ST WLECConnect i onPool
Appl i cati onPassword CDATA
CertificateAut henticati onEnabl ed
(true

Depl oynent O der CDATA
Fai | over Addr esses CDATA
Maxi munEncrypti onLevel CDATA
Maxi munPool Si ze CDATA
M ni munEncrypti onLevel CDATA
M ni munPool Si ze CDATA
Name CDATA
Not es CDATA
Pri mar yAddr esses CDATA
Securi t yCont ext Enabl ed (true
Targets CDATA
User Nane CDATA
User Password CDATA
User Rol e CDATA
W_EDonai n CDATA
>
Parent Elements
The WLECConnectionPool

#1 MPLI ED

| fal se) "fal se"
"1000"
#| MPLI ED
" on
wqn
" on
nqn
#REQUI RED
#| MPLI ED
#| MPLI ED
| false) "fal se"
#| MPLI ED
#| MPLI ED
#1 MPLI ED
#| MPLI ED
#| MPLI ED

element is achild of the Domain element.
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Attributes

Table 82-1 WL ECConnectionPoolM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ApplicationPassword  Definesthe password for the application. Application
Thisfield is required when the security Password

level inthe WLE domainis APP_PW,
USER_AUTH, ACL, or
MANDATORY_ACL.

CertificateAuthentic
ationEnabled

Defines the state of certificate Default: f al se
authentication.

m  When you use certificate
authentication, WLEC uses the
values for the User Name and
Application Passwordfieldsto create
acertificate for WLEC.

m |f you do not use certificate
authentication, WLEC uses
password authentication or no
authentication, depending on the
security level of the WLE domain.

m |f password authentication is
required, WLEC uses the values for
the User Name and User Password
fields to authenticate.

Enable Certificate
Authentication

DeploymentOrder

A priority that the server usesto Default: 1000
determine when it deploys anitem. The  \inimum: 0
priority isrelative to other deployable
items of the same type. For example, the
server prioritizes and deploys all startup
classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order
value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.
Thereis no guarantee of ordering across
clusters.

Maxi mum:
2147483647
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Table 82-1 WL ECConnectionPoolM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

FailoverAddresses

Definesthe list of addresses for [|OP
Listener/Handlers used if connections
defined in the primary addresses cannot
be established or fail. Multiple addresses
are separated by semicolons.

Failover Addresses

MaximumEncryptio
nLevel

Defines the maximum SSL encryption
level used between the Tuxedo domain
and WebL ogic Server.

m  Zero (0) indicates that the datais
signed but not sealed.

m 40, 56, and 128 specify thelength, in
bits, of the encryption key.
m  Thedefault isthe maximum level

allowed by the Encryption Package
kit license.

m |f thisminimum level of encryption
isnot met, the SSL connection
between Tuxedo and WebL ogic
Server fails.

Default: 0

Maximum
Encryption Level

MaximumPool Size

Defines the maximum number of 110P
connections that can be made from the
WLEC connection pool.

Default: 1

Maximum Pool Size

MinimumEncryption
Level

Defines the minimum SSL encryption

level used between the Tuxedo domain

and WebL ogic Server.

m  Zero (0) indicates that the datais
signed but not sealed.

m 40, 56, and 128 specify thelength, in
bits, of the encryption key.

m  Default vaueis 40.

m If thisminimum level of encryption
is not met, the SSL connection

between Tuxedo and WebL ogic
Server fails.

Default: 0

Minimum
Encryption Level
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Table 82-1 WL ECConnectionPoolM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

MinimumPool Size

Defines the number of 11OP connections  Default: 1
to be added to the WL EC connection
pool when WebL ogic Server starts.

Minimum Pool Size

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes

include to describe this configuration.

PrimaryAddresses

Definesthe list of addresses for 11OP
Listener/Handlers used to establish a
connection between the WLEC
connection pool and the WLE domain.

m  Theformat of each addressis
/ I host nane: port.

m  The addresses must match the ISL
addresses defined in the
UBBCONFIG file. Multiple
addresses are seperated by
semicolons. Example:

// mai nl. com 1024;

m  To configure the WLEC connection
pool to usethe SSL protocol, use the
corbalocs prefix with the address of
thellOP Listener/Handler. Example:
cor bal ocs: // host name: port.

Primary Addresses

SecurityContextEnab  Defines the state of the security context ~ Default: f al se Enable Security
led the WebL ogic Server User passed to the Context
Tuxedo domain. If selected, security
context is enabled.
Targets The targetsin the current domain on Targets

which thisitem can be deployed.
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Table 82-1 WL ECConnectionPoolM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

UserName

Definesthename of aqualified user. This
field isrequired only when the security
level in the Tuxedo domainiis
USER_AUTH, ACL or
MANDATORY_ACL.

User Name

UserPassword

Defines the password of the qualified
user specified in the User Name field.
Thisfield isrequired only when you
define the User Name field.

User Password

UserRole

Defines the user role for this connection
pool. Thisfield is required when the
security level inthe WLE domain is
APP_PW, USER_AUTH, ACL, or
MANDATORY_ACL.

User Role

WLEDomain

Defines the name of the WLEC domain
to which the pool is connected.

m  You can have only one WLEC
connection pool per Tuxedo domain.

m  The domain name must match the
domainid parameter in the
RESOURCES section of the
UBBCONFIG file for the Tuxedo
domain.

Domain

BEA WebL ogic Server Configuration Reference
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CHAPTER

83 WTCExport

Description

This interface provides access to the WTC export configuration attributes. The

methods defined herein are applicable for WTC configuration at the WL S domain

level.

Syntax
<!l ELEMENT WICExport EMPTY >

< ATTLI ST WICExport

EJBNane CDATA
Local AccessPoi nt CDATA
Nane CDATA
Not es CDATA
Renot eNane CDATA
Resour ceName CDATA

>

Parent Elements

#1 MPLI ED
#REQUI RED
#REQUI RED
#1 MPLI ED
# MPLI ED
#REQUI RED

The WTCExport element is achild of the WTCServer element.
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Attributes

Table 83-1 WTCExportM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

EJBName

Defines the compl ete name of the EJB
home interface to use when invoking a
service. If not specified, the default
interface used is

t uxedo. servi ces. servi cenaneH
ome.

For example: If theservicebeinginvoked
is TOUPPER and EJBName attribute is
not specified, the home interface looked
up in INDI would be

t uxedo. servi ces. TOUPPERHon®E.

EJB Name

L ocal AccessPoint

Defines the name of the local access
point that exports the service.

Local Access Point

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

RemoteName

Defines the remote name of the service.
If not specified, the ResourceName
attribute is used.

Remote Name

ResourceName

Defines the name used to identify an
exported service.

The combination of the ResourceName
and Local AccessPoint attributes must be
unique within a WTCExportMbean.

Resource Name
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CHAPTER

84 WTCImport

Description
This interface provides access to the WTC import configuration attributes. The
methods defined herein are applicable for WTC configuration at the WL S domain
level.

Syntax

<! ELEMENT WICl nport EMPTY >

< ATTLI ST WICl npor t

Local AccessPoi nt CDATA #REQUI RED
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Renot eAccessPoi nt Li st CDATA #REQUI RED
Renot eNane CDATA #| MPLI ED
Resour ceNane CDATA #REQUI RED

>

Parent Elements

The WTClmport element is achild of the WTCServer element.

Attributes

Table 84-1 WTCImportMBean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

L ocal AccessPoint Defines the name of the local access Local Access Point
point that offers the service.
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Table 84-1 WTClmportMBean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

Name

The name of this configuration.
WebL ogic Server uses an MBean to

implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

RemoteA ccessPoint
List

Defines a comma-separated failover list
that identifies the remote domain access
points through which resources are
imported. p> Example:
TDOM1,TDOM2,TDOM3

Remote Access Point
List

RemoteName

Defines the remote name of the service.
If not specified, the ResourceName
attribute is used.

Remote Name

ResourceName

Defines the name used to identify an
imported service.

The combination of the ResourceName,
L ocal AccessPoint and
RemoteAccessPointList attributes must
be unique within a WTCImportM bean.

Resource Name
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CHAPTER

85 WTCLocalTuxDom

Description

This interface provides access to the WTC local Tuxedo Domain configuration

attributes. The methods defined herein are applicable for WTC configuration at the

WLS domain level.

Syntax

<! ELEMENT WICLocal TuxDom EMPTY >

<! ATTLI ST WI'CLocal TuxDom

AccessPoi nt
AccessPointld
Bl ockTi ne

CrpLi mi t

ConnPri nci pal Nane

Connect i onPol i cy

I nteroperate
MaxEncryptBits
MaxRetri es

M nEncryptBits
NWAddr

Narre

Not es

Retryl nterval
Security

Parent Elements

CDATA
CDATA
CDATA
CDATA
CDATA
( ON_DEMAND |
ON_STARTUP |
| NCOM NG_ONLY)
CDATA
(0] 40 | 56 | 128)
CDATA
(0] 40 | 56 | 128)
CDATA
CDATA
CDATA
CDATA

#REQUI RED
#REQUI RED

" B0
"2147483647"
#| MPLI ED

" ON_DEMAND"
" No”
"128"

0
#REQUI RED
#REQUI RED
#| MPLI ED
" 60"

(NONE | APP_PW| DM PW " NONE"

The WTCLoca TuxDom element is a child of the WTCServer element.
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85 wrcLocalTuxbom

Attributes

Table 85-1 WTCLocal TuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
AccessPoint Defines a unique name within the scope Access Point
of MBean typesWTCLoca TuxDom and
WTCRemoteTuxDom used to identify
the access point or domain.
AccessPointld Defines the domain access point Access Point Id
identifier. Thisidentifier isaunique
name acrossall local and remote domain
access points.
BlockTime Defines the maximum wait time Default: 60 Blocking Time Out
(seconds) allowed for ablocking call. Minimum: 0
Maxi mum:
2147483647
CmpLimit Defines the compression threshold used  Default: Compression Limit
when sending datato aremote domain. 2147483647
Application bufferslarger thanthissize  \inimum: 0
are compressed. . !
Maximum:
2147483647

ConnPrincipalName

85-2

Definesthe principal name used to verify
the identity of this domain when
establishing a connection to another
domain.

ul>

This parameter only applies to domains
of type TDOMAIN that are running BEA
Tuxedo 7.1 or later software. li>If not
specified, the connection pricipal name
defaults to the AccessPointI D for this
domain.

Note: ConnectionPrincipalName is not
supported in this release.

BEA WebL ogic Server Configuration Reference
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Table 85-1 WTCLocalTuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ConnectionPolicy Defines the conditions under which a Defaullt: Connection Policy
local domain triesto establish a " ON_DEMAND"
connection to a remote domain. valid values:

= ON_DEMAND: A connection is

attempted only when requested by
either a client request to aremote
service or an administrative connect
command.

ON_STARTUP: A domain gateway
attempts to establish a connection
with its remote domain access points
at gateway server initialization time.
Remote services (services advertised
in INDI by the domain gateway for
thislocal access point) are advertised
only if aconnection is successfully
established to that remote domain
access point. If thereis no active
connection to aremote domain
access point, thentheremote services
are suspended. By defaullt, this
connection policy retries failed
connections every 60 seconds. Use
the MaxRetry and RetryInterval
attributes to specify application
specific values.

INCOMING_ONLY: A domain
gateway does not attempt an initial
connection to remote domain access
points at startup and remote services
areinitially suspended. The domain
gateway is available for incoming
connections from remote domain
access pointsand remote servicesare
advertised when the domain gateway
for thislocal domain access point
receives an incoming connection.
Connection retry processing is not
allowed.

= " ON_DEMAND'

= "ON _STARTUP"

= "1 NOOM NG O\L
v

BEA WebL ogic Server Configuration Reference
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Table 85-1 WTCLocalTuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
Interoperate Specifies whether the local domain Default: " No" Interoperate
interoperates with remote domains that
are based upon Tuxedo release 6.5. If
Y es, thelocal domain interoperates with
aTuxedo 6.5 domain.
MaxEncryptBits Defines the maximum encryption key Default: " 128" Max Encryption
length (in bits) used when establishinga  \/5)id values: Level
network connection for alocal domain. . Q"
= Avaueof Oindicatesno encryption g v »q»
isused. a "56"
m  Thevalue of the MaxEncryptBits . "128"
attribute must be greater than or
equal to the value of the
MinEncrypBits attribute.
m A MaxEncryptBits of 40 can be used
only with domains running Tuxedo
7.1 or higher.
MaxRetries Defines the number of times that a Default: Max Retries
domain gateway tries to establish 92233720368547
connections to remote domain access 75807
points. Useonly when Connection Policy  Minimum: 0
isset to ON_STARTUP. ) !
Maxi mum:
m  Usethe minimum value to disable 92233720368547
the retry mechanism. 75807
m  Usethemaximum valuetotry until a
connection is established.
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Table 85-1 WTCLocalTuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

MinEncryptBits Defines the minimum encryption key Default: " 0" Min Encryption
length (in bits) used when establishinga  \/z1id values: Level
network connection for alocal domain. x "0

m "40"
= "56"
= "128"

m A value of 0indicates no encryption
isused.

m  Thevalue of the MinEncrypBits
attribute must belessthan or equal to
the value of the MaxEncrypBits
attribute.

= A MinEncrypBits of 40 can be used
only with domains running Tuxedo
7.1 or higher.

NWAddr Defines the network address of the local Network Address
domain gateway. Specify the TCP/IP
address in one of the following formats:
m //host nane: port _nunber
m [ /#. # #. #: port_nunber

If the hostname is used, the domain finds
an address for hostname using the local
nameresolution facilities (usually DNS).
If dotted decimal format is used, each #
should be a number from 0 to 255. This
dotted decimal number represents the P
address of the local machine. The
port_number is the TCP port number at
which the domain process listens for
incoming requests.

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.
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Table 85-1 WTCLocalTuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
RetryInterval Defines the number of seconds between  Default: 60 Retry Interval
automatic attemptsto establish a Minimum: 0
connection to remote domain access Maxi !
points. Useonly when Connection Policy 9 f:'?rzlé?(s 47
issetto ON_STARTUP.
Security Defines the type of application security ~ Default: " NONE" Security
enforced. Valid values:
= NONE: No security is used. = " NONE"
m  APP_PW: Password security is = "APP_PW
enforced when a connection is = "DM PW
established from a remote domain.
The application password is defined
in the WTCResourcesM Bean.
m  DM_PW: Domain password security
is enforced when a connection is
established from a remote domain.
The domain password is defined in
the WTCPasswordsM Bean.
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CHAPTER

86 WTCPassword

Description

This interface provides access to the WTC password configuration attributes. The
methods defined herein are applicable for WTC configuration at the WL S domain

level.

Syntax

<! ELEMENT WICPassword EMPTY >

<! ATTLI ST WICPasswor d
Local AccessPoi nt
Local Password
Local Passwor dl V
Narme
Not es
Renot eAccessPoi nt
Renot ePassword
Renot ePasswor dl V

Parent Elements

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

#REQUI RED
#REQUI RED
#REQUI RED
#REQUI RED
#| MPLI ED

#REQUI RED
#REQUI RED
#REQUI RED

The WTCPassword element is a child of the WTCServer element.
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Attributes

Table 86-1 WT CPasswordM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
L ocal AccessPoint Defines the name of the local access Local Access Point
point to which the password applies.
L ocal Password Defines the L ocal Password as returned Local Password

from the genpasswdtility. This
password is used to authenticate
connections between the local domain
access point identified by

L ocal AccessPoint and the remote
domain access point identified by
RemoteA ccessPoint

L ocal PasswordlV

Definesthe initialization vector used to
encrypt the local password.

Local Password IV

Name

The name of this configuration.
WebL ogic Server uses an MBean to

implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

RemoteA ccessPoint

Defines the name of the remote access
point to which the password applies.

Remote Access Point

RemotePassword

Definesthe RemotePassword asreturned

from the genpasswdutility. This
password is used to authenticate
connections between the local domain
access point identified by

L ocal AccessPoint and the remote
domain access point identified by
RemoteA ccessPoint

Remote Password

RemotePasswordlV

Defines the initialization vector used to
encrypt the remote password.

Remote Password IV

86-2
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CHAPTER

WTCRemoteTuxDom

Description

This interface provides access to the WTC remote Tuxedo Domain configuration
attributes. The methods defined herein are applicable for WTC configuration at the

WLS domain level.

Syntax

<! ELEMENT WICRenot eTuxDom EMPTY >

<I ATTLI ST WI'CRenpt eTuxDom

AccessPoi nt
AccessPointld

Acl Pol i cy

CnplLi mit

ConnPri nci pal Nane
Connect i onPol i cy

Credenti al Pol i cy
Feder at i onNane
Feder at i onURL
Local AccessPoi nt
MaxEncryptBits
MaxRetri es

M nEncryptBits
NWAddr

Narre

Not es

Retryl nterval
TpUsrFile

CDATA
CDATA
(GLOBAL | LOCAL)
CDATA
CDATA
( ON_DEMAND |
ON_STARTUP |
| NCOM NG ONLY | LOCAL)
(GLOBAL | LOCAL)
CDATA
CDATA
CDATA
(0] 40 | 56 | 128)
CDATA
(0] 40 | 56 | 128)
CDATA
CDATA
CDATA
CDATA
CDATA

#REQUI RED
#REQUI RED

" LOCAL"
"2147483647"
#| MPLI ED

" ON_DEMAND"
" LOCAL"

#1 MPLI ED
# MPLI ED
#REQUI RED
" 128"

T

" or

#REQUI RED
#REQUI RED
#1 MPLI ED
iy

# MPLI ED
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Parent Elements

The WTCRemoteTuxDom element is a child of the WTCServer element.

Attributes

Table 87-1 WTCRemoteTuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

AccessPoint Defines a unique name within the scope Access Point
of MBean typesWTCLoca TuxDom and
WTCRemoteTuxDom used to identify
the access point or domain.

AccessPointld Defines the domain access point Access Paoint Id
identifier. Thisidentifier isuniqueacross
all local and remote domain access

points.
AclPolicy Defines the inbound access control list Default: " LOCAL" Acl Policy
(ACL) policy toward requests from a valid values:
remote domain. = " GLOBAL"
m |f Interoperateis set to Yes, " LOCAL"

AclPolicy isignored.

m  LOCAL: Thelocal domain modifies
the identity of service requests
received fromagiven remotedomain
to the principa name specified inthe
local principal name for agiven
remote domain.

m GLOBAL: Thelocal domain passes

the service request with no changein
identity.

CmpLimit Defines the compression threshold used ~ Default: Cmp Limit
when sending datato aremotedomain. 2147483647
Application bufferslarger thanthissize  pMinimum: 0

are compressed. ) !
Maxi mum:

2147483647
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Table 87-1 WTCRemoteTuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
ConnPrincipalName  Definesthe principal name used to verify Connection Principal
the identity of this domain when Name
establishing a connection to another
domain.

m  Thisparameter only appliesto
domains of type TDOMAIN that are
running BEA Tuxedo 7.1 or later
software.

m If not specified, the connection
pricipal name defaults to the
AccessPointI D for this domain.

Note: ConnectionPrincipalName is not
supported in this release.
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Table 87-1 WTCRemoteTuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
ConnectionPolicy Defines the conditions under which a Default: Connection Palicy
local domain triesto establish a " ON_DEMAND"
connection to aremote domain. valid values:

=  ON_DEMAND: A connectionis
attempted only when requested by
either aclient request to aremote

service or an administrative connect

command.

m  ON_STARTUP: A domain gateway

attempts to establish a connection

with its remote domain access points
at gateway server initiaization time.
Remote services (services advertised
in INDI by the domain gateway for
thislocal access point) are advertised
only if aconnection is successfully

established to that remote domain
access point. If thereis no active
connection to aremote domain

accesspoint, thentheremote services

are suspended. By default, this
connection policy retries failed

connections every 60 seconds. Use

the MaxRetry and RetrylInterval
attributes to specify application
specific values.

m INCOMING_ONLY: A domain
gateway does not attempt an initial

connection to remote domain access
points at startup and remote services
areinitially suspended. The domain

gateway is available for incoming
connections from remote domain

access pointsand remote servicesare
advertised when the domain gateway

for thislocal domain access point
receives an incoming connection.
Connection retry processing is not
allowed.
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Table 87-1 WTCRemoteTuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
Credential Policy Defines the outbound access control list ~ Default: " LOCAL" Credential Policy
(ACL) policy toward requeststoaremote  \/z1id values:
domain. = "GOBAL"
m |f Interoperateis set to Yes, = " LOCAL"

Credentia Policy isignored.

LOCAL: Theremote domain
controls the identity of service
requests received from the local
domain to the principal name
specified in the local principal name
for this remote domain.

GLOBAL: The remote domain
passes the service request with no
change.

FederationName

Defines the context at which to federate
to aforeign name service. If omitted then
the federation point is

t uxedo. dommai ns.

Federation Name

FederationURL

Definesthe URL for aforeign name
service that isfederated into INDI. If
omitted:

WebL ogic Tuxedo Connector
assumesthereisaCosNaming server
in the foreign domain.

WebL ogic Tuxedo Connector
federates to the CosNaming server
using TGIOP.

WebL ogic Tuxedo Connector can to
federate to non-CORBA service
providers.

Federation URL

L ocal AccessPoint

Defines the local domain name from
which aremote domain is reached.

Local Access Point
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Table 87-1 WTCRemoteTuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
MaxEncryptBits Defines the maximum encryption key Default: " 128" Max Encryption
length (in bits) used when establishinga  \/5)id values: Level
network connection for alocal domain. a "0
m  Avaueof Oindicatesnoencryption g v »q»
isused. s "56"
m  Thevalue of the MaxEncryptBits . "128"
attribute must be greater than or
equal to the value of the
MinEncrypBits attribute.
m A MaxEncryptBits of 40 can be used
only with domains running Tuxedo
7.1 or higher.
MaxRetries Defines the number of times that a Default: - 1 Max Retries
domain gateway tries to establish Minimum: - 1
connections to remote domain access Maxi !
points. Use only when Connection Policy 9 Zazxggl;rgo 368547
isset to ON_STARTUP.
75807
m  Use-1todefault to thevalue defined
by the WTCL oca TuxDomMBean
MaxRetries attribute. li>Use 0 to
disable the retry mechanism.
m  Usethemaximum valuetotry until a
connection is established.
MinEncryptBits Defines the minimum encryption key Default: " 0" Min Encryption
length (in bits) used when establishinga  v/5)id values: Level
network connection for alocal domain. a "0
m  Avaueof Oindicatesno encryption g v »qn
isused. s "56"
m  Thevalue of the MinEncrypBits . "128"
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attribute must be lessthan or equal to
the value of the MaxEncrypBits
attribute.

A MinEncrypBits of 40 can be used
only with domains running Tuxedo
7.1 or higher.
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Table 87-1 WTCRemoteTuxDomM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

NWAddr

Defines the network address of the local
domain gateway. Specify the TCP/IP
address in one of the following formats:
m //hostname: port _nunber

m [ /#. # #. #: port_nunber

If the hostname is used, the domain finds
an address for hostname using the local
nameresolution facilities (usually DNS).
If dotted decimal format is used, each #
should be a number from 0 to 255. This
dotted decimal number represents the |P
address of the local machine. The
port_number is the TCP port number at
which the domain process listens for
incoming requests.

Network Address

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

RetryInterval

Defines the number of seconds between  Default: - 1

automatic attemptsto establish a Minimum: - 1
connection to remote domain access . )

oints. Maxi mum:
points. 2147483647
ul>

Use only when Connection Policy is set
to ON_STARTUP.

Use -1 to default to the value defined by
the WTCL oca TuxDomM Bean
Retrylnterval attribute.

Retry Interval

BEA WebL ogic Server Configuration Reference
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87 WTCRemoteTuxDom

Table 87-1 WTCRemoteTuxDomM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default

TpUsrFile Definesthefull pathto user passwordfile Tp User File
containing uid/gid information. Thisfile
isthe same one generated by the Tuxedo
t pusr addutility on the remote domain.
Username, uid and gid information must
be included and valid for correct
authorization, authentication, and
auditing.
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CHAPTER

S8 WTCResources

Description

This interface provides access to the WTC resources configuration attributes. The
methods defined herein are applicable for WTC configuration at the WL S domain

level.

Syntax

<! ELEMENT WICResour ces EMPTY >

<! ATTLI ST WICResour ces
AppPasswor d
AppPasswor dl V
FI dTbl 16C asses
FI dTbl 32 asses
Name
Not es
Vi ewThl 160 asses
Vi ewThl 32C asses

Parent Elements

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

#1 MPLI ED
# MPLI ED
#1 MPLI ED
#1 MPLI ED
#REQUI RED
# MPLI ED
#1 MPLI ED
# MPLI ED

The WTCResources element is a child of the Domain element.
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Attributes

Table 88-1 WT CResourcesM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

AppPassword

Defines the application password as
returned from the genpasswdutility.
This Tuxedo application password isthe
encrypted password used to authenticate
connections.

App Password

AppPasswordlV

Defines the initialization vector used to
encrypt the AppPassword. It is returned
from the genpasswdutility with the
AppPassword.

App Password |V

FIdTbl16Classes

Defines the names of FIdThl16Classes
which are loaded via a class loader and
added to aFIdThl array.

ul>
Used fully qualified names of the desired

classes. li>Useacomma-separated list to
enter multiple classes.

FIdThbl classes

FIdThl32Classes

Defines the names of FIdThl32Classes
which are loaded viaaclass loader and
added to aFIdThl array.

ul>

Used fully qualified names of the desired
classes. li>Useacomma-separated list to
enter multiple classes.

FIdThl32 classes

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.
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Table 88-1 WTCResourcesM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

ViewTbl16Classes

Definesthe names of ViewTbl 16Classes
which are loaded via a class loader and
added to aViewTbl array.

ul>

Used fully qualified names of the desired
classes. li>Useacomma-separated list to
enter multiple classes.

ViewTbhl classes

ViewThl32Classes

Definesthe names of ViewThl32Classes
which are loaded via a class |loader and
added to aViewThl array.

ul>

Used fully qualified names of the desired
classes. li>Useacomma-separated list to
enter multiple classes.

ViewThl32 classes
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CHAPTER

89 WTCServer

Description
This MBean definesaWTC Server.

Syntax

<! ELEMENT WICServer ( WCLocal TuxDont | WICRenot eTuxDont | WICExport* |
WICl nport* | WICPassword* | WICtBridgeRedirect* )* >

<! ATTLI ST WICSer ver

Depl oynent Or der CDATA "1000"
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Resour ce CDATA #1 MPLI ED
Targets CDATA #1 MPLI ED
t Bri dged obal CDATA #1 MPLI ED

>

Parent Elements

The WTCServer element is a child of the Domain € ement.
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Attributes

Table 89-1 WTCServer MBean Element Attributes

Attribute Description

Range of Values
and Default

Console L abel

DeploymentOrder A priority that the server usesto
determine when it deploys an item. The
priority isrelative to other deployable

items of the same type. For example, the
server prioritizes and deploys al startup

classes before it prioritizes and deploys
EJBs.

Items with the lowest Deployment Order

value are deployed first. Thereisno
guarantee on the order of deployments
with equal Deployment Order values.

There is no guarantee of ordering across

clusters.

Default: 1000
Minimum; 0
Maxi mum:
2147483647

Deployment Order

Name The name of this configuration.
WebL ogic Server uses an MBean to

implement and persist the configuration.

Name

Notes Optional information that you can
include to describe this configuration.

Notes

Resource The Tuxedo domain resources mbean
defined for the WTC Server.

Resource

Targets The targetsin the current domain on
which thisitem can be deployed.

Targets

tBridgeGlobal The tBridge Global mbean defined for
the WTC Server.

t Bridge Global
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CHAPTER

90 WTCtBridgeGlobal

Description
Thisinterface providesaccesstothe WTC tBridge Global configuration attributes. The
methods defined herein are applicable for tBridge configuration at the WLS domain
level.

Syntax

<! ELEMENT WICt Bri dged obal EMPTY >
<! ATTLI ST WI'Cx Bri dged obal

Al | omNonSt andar dTypes CDATA "NO'
Def aul t Repl yDel i veryMode  (PERSI ST | NONPERSI ST |

DEFAULT) #1 VPLI ED
Del i ver yMbdeOverri de (PERSI ST | NONPERSI ST) #l MPLI ED
JnsFact ory CDATA #REQUI RED
JnsToTuxPriorityMap CDATA #| MPLI ED
Jndi Factory CDATA #REQUI RED
Nanme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Retries CDATA "o"
Ret r yDel ay CDATA "10"
Ti meout CDATA " 60"
Transacti onal CDATA " YES"
TuxError Queue CDATA #| VPLI ED
TuxFact ory CDATA #REQUI RED
TuxToJnsPriorityMap CDATA #1 MPLI ED
Userld CDATA #| VPLI ED
W sErrorDestination CDATA #1 MPLI ED

>
Parent Elements

The WTCtBridgeGlobal element is achild of the Domain element.
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Attributes

Table 90-1 WTCtBridgeGlobalM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

AllowNonStandardT
ypes

Defines aflag used to specify if
non-standard data types are allowed to
pass through the tBridge. Standard types
are: ASCI| text (TextMessage,
STRING), or BLOB (BytesMessage,
CARRAY).

NO: Non-standard types are rejected
and placed onto a specified error
location.

Y ES: Non-standare types are placed
on thetarget location as BLOBswith
atag indicating the origina type.

Default: " NO'

Allow Non Standard
Types

DefaultReplyDeliver
yMode

Definesthe reply delivery mode to
associate with a message when placing
messages onto the target location.

Use when messages are being
redirected to Tuxedo/Q from IMS
and the

JM5_BEA TuxG way_Tuxedo_R
epl yDel i ver yMode property is
not set for a message.

If the

def aul t Repl yDel i ver yMode
and

JM5_BEA TuxG way_Tuxedo_R
epl yDel i ver yMode are not set,
the default semantics defined for
Tuxedo are enforced by the
Tuxedo/Q subsystem.
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Table 90-1 WTCtBridgeGlobalM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
DeiveryModeOverri  Definesthe delivery modeto usewhen  Valid values: Delivery Mode
de placing messages onto the target m "PERS| ST" Override
location. = " NONPERSI ST"
m |i>Overrides any delivery mode
associated with a message.
m |f not specified, the messageis
placed on thetarget location with the
same delivery mode specified from
the source location.
JmsFactory Defines the name of the IM S connection JMS Factory

factory. Example:
webl ogi c. j ns. Connect i onFact o

ry

JmsToTuxPriorityM
ap

Defines the mapping of priorities from
IJMSto Tuxedo. Theare 10 possible IMS
priorities(0=>9) which can be paired to
100 possible Tuxedo priorities(1=>100).
A mapping consistsof a"|" separated list
of value-to-range pairs
(jmsvalue:tuxrange) where pairs are
separated by ":" and ranges are separated
by I|_Il.

Examples
0:1]1:12]2:23|3:34|4:45|5:56 | 6:67 |
7:78|8:89]9:100

OR
0:1-10]1:11-20]2:21-30|3:31-40]4:41-50]|
5:51-60|6:61-70|7:71-808:81-90|9:91- 10
0

Jms To Tux Priority

Map

JndiFactory

Defines the name of the INDI lookup
factory. Example:

webl ogi c. j ndi . W.I ni tial Conte
xt Factory

JINDI Factory
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Table 90-1 WTCtBridgeGlobalM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
Retries Defines the number of attemptsto Default: 0 Retries
redirect a message before putting the Minimum: 0
message in the specified error location .
and logging an Z‘:ror. Maximum:
2147483647
RetryDelay Defines the minimum amount of time Default: 10 Retry Delay
(milliseconds) to wait before redirecting  \inimum: 0
amessage after afailure. Durmg this Maximun
time, no other messages are redirected 2147483647
from the thread. Other threads may
continue to redirect messages.
Timeout Definesthe effective length of atimeout  Default: 60 Timeout
for an entire redirection (seconds) when  ninimum: 0
placing a message on the target location. .
- o . Maxi mum:
0 indicates an infinite wait. 2147483647
Transactional Defines aflag that specifies the use of Default: " YES" Transactional

transactions when retrieving messages
from a source location and when placing
messages on a target location.

m If YES, transactionsare used for both
operations.

m If NO, transactions are not used for
either operation.
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Table 90-1 WTCtBridgeGlobalM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

TuxErrorQueue

Defines the name of the Tuxedo queue
used to store a message that connot be
redirected to a Tuxedo/Q source queue.
Thisqueue isin the same queue space as
the source queue.

m If not specified, all messages not
redirected are lost.

= |f the message cannot be placed into
the TuxEr r or Queue, an error is
logged and the message is lost.

Tuxedo Error Queue

TuxFactory

Defines the name of the Tuxedo
connection factory. Example:

t uxedo. servi ces. TuxedoConnec
tion

Tuxedo Factory

TuxToJdmsPriorityM
ap

Defines the mapping of prioritiesto map
from Tuxedo to JMS. The are 100
possible Tuxedo priorities(1=>100)
which can be paired to 10 possible IMS
priorities(0=>9). A mapping consistsof a
"|" separated list of value-to-range pairs
(tuxvalue;jmsrange) where pairs are
separated by ":" and ranges are separated
by "-".

Examples:
1:0]12:1]23:2|34:3|45:4|56:5|67:6 |
78:7189:8]100:9

OR

20:0-1 | 40:2-3| 60:4-5 | 80:6-7 | 100:8-9

Tux To Jms Priority

Map
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Table 90-1 WTCtBridgeGlobalM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default

Userld Defines a user identity for all messages User Id
handled by the tBridge for ACL checks
when security is configured.

m  All messages assume this identity
until the security/authentication
contexts are passed between the
subsystems. Until the security
contexts are passed, thereis no
secure method to identify who
generated a message received from
the sourcelocation. li>The argument
user may be specified as either auser
name or a user identification number

(uid).
WiIsErrorDestination  Defines the name of the location used to WLS Error
store WebL ogic Server IM S messages Destination

when a message cannot be redirected.

m |If not specified, all messages not
redirected are lost.

m  |f the message cannot be placed into
W sErrorDestination forany
reason, an error islogged and the
messageis lost.
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CHAPTER

O1 WTCtBridgeRedirect

Description
This interface provides access to the WTC tBridge Redirect configuration attributes.
The methods defined herein are applicable for tBridge configuration at the WLS
domain level.

Syntax

<l ELEMENT WICt Bri dgeRedi rect EMPTY >

<I ATTLI ST WI'Ct Bri dgeRedi r ect

Di rection (JmsQ@TuxQ | Tux@JInsQ |
Jms@TuxS | Jns@InsQ  #REQUI RED

Met aDat aFi | e CDATA #| MPLI ED
Name CDATA #REQUI RED
Not es CDATA #| MPLI ED
Repl yQ CDATA #| MPLI ED
Sour ceAccessPoi nt CDATA #1 MPLI ED
Sour ceNane CDATA #REQUI RED
Sour ceQspace CDATA #| MPLI ED
Tar get AccessPoi nt CDATA #1 MPLI ED
Tar get Nane CDATA #REQUI RED
Tar get Qspace CDATA #| MPLI ED
Tr ansl at eFML (NO | FLAT | WLXT) "NO'

>

Parent Elements

The WTCtBridgeRedirect element is a child of the WTCServer element.
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Attributes

Table 91-1 WTCtBridgeRedirectM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

Direction

Defines the direction of data flow. Each
defined direction ishandled by starting a
new thread. At least one redirection must
be specified in the tBridge configuration
or the tBridge will fail to start and an
error will be logged.

Redirection keywords:

m ImsQ2TuxQ - From IMSto
TUXEDO/Q

m TuxQ2JmsQ - From TUXEDO/Qto
IMS

m  InsQ2TuxS - From IMSto
TUXEDO Servicereply to IMS

. IJmsQ2JmsQ - From IMSto IMS

Valid values:

m "JIme@TuxQ'
m "Tux@JInsQ'
m "JmsQ@TuxS"
m "JmrsQInsQ

Direction

MetaDataFile

Defines the name of the metadataFile
URL used to passed to the call WLXT.

Note: Not supported for thisrelease.

Meta Data File

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

ReplyQ

Defines the name of the IM'S queue used
specifically for synchronous callsto a
TUXEDO service. Theresponseis
returned to the IM S ReplyQ.

Reply Q

SourceA ccessPoint

Defines the name of the local or remote
access point where the source islocated.
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Table 91-1 WTCtBridgeRedirectM Bean Element Attributes

Attribute

Description Range of Values
and Default

Console L abel

SourceName

Defines the name of a source queue or
service. Specify aJM S queue name, a
TUXEDO queue name, or the name of a
TUXEDO service.

Source Name

SourceQspace

Defines the name of the Qspace for a
source location.

Source Qspace

TargetAccessPoint

Defines the name of the local or remote
access point where the target is located.

Target Access Point

TargetName

Definesatarget queueor service. Specify
aJMS queue name, a TUXEDO queue
name, or the name of a TUXEDO
service.

Target Name

TargetQspace

Defines the name of the Qspace for a
target location.

Target Qspace

TrandateFML

Defines the type of XMI/FML Default: " NO'

trandation. valid values:
m  NO: Nodatatrandationis x "NO
performed. Text Message maps s "FLAT"
into STRING and vice versa " "
depending on the direction of " TVEXT
transfer. Byt esMessage maps
into CARRAY and vice versa. All
other datatypes cause theredirection
tofail.

m  FLAT: The message payload is
transformed using the WebL ogic
Tuxedo Connector trandator.

m  WLXT: Translation performed by
the XML-to-non-XML WebL ogic
XML Trandator (WLXT).

Note: WLXT is not supported for this
release.

TranslateFM L
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CHAPTER

O2 XMLEntityCache

Description

Configure the behavior of JAXP (Java APl for XML Parsing) in the server.

Syntax

<! ELEMENT XMLEntityCache EMPTY >

<I ATTLI ST XMLEnti tyCache

CacheDi skSi ze CDATA "5"
CachelLocation CDATA "xm cache"
CacheMenorySi ze CDATA "500"
CacheTi neout | nt erval CDATA "120"
MaxSi ze CDATA "o
Nane CDATA #REQUI RED
Not es CDATA #| MPLI ED
>
Parent Elements

The XMLEntityCache element is a child of the Domain element.

Attributes

Table 92-1 XML EntityCacheM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

CacheDiskSize The disk size in MBytes of the cache. Default: 5 Cache Disk Size
Minimum: 0
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92 XMLEntityCache

Table 92-1 XMLEntityCacheM Bean Element Attributes

Attribute Description Rangeof Values  Console Label
and Default
Cachel ocation The path name of the persistent cache Default: Cache Location
files. "xm cache"
CacheMemorySize  Thememory sizein KBytes of thecache. Default: 500 Cache Memory Size
Minimum: 0
CacheTimeoutinterv  The default timeout interval in seconds ~ Default: 120 Cache Timeout
a for the cache. Minimum: 0 Interval
MaxSize Default: 0 Max Size
Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
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CHAPTER

O3 XMLEntitySpecRegistry

Description

Syntax

Entry

Thisisan entry in the XML registry. An XML registry entry is configuration
information associated with a particular XML document type. Entries accessed
through thisinterface are used to specify alocal instance for aremote entity reference.
For thistype of registry entry the document type isidentified by either or both of: 1) a
public ID (e.g, "-//Sun Microsystems, Inc.//[DTD Enterprise JavaBeans 2.0/EN" 2) a
system ID (e.g, "http://java.sun.com/j2ee/dtds/ejb-jar_2 0.dtd") This configuration
information is used by the WebL ogic JAXP implementation to set up SAX

EntityResolvers.

<!l ELEMENT XM.EntitySpecRegi stryEntry EMPTY >

<I' ATTLI ST XMLEntitySpecRegi stryEntry

CacheTi neou
EntityURI
Name

Not es
Publicld
System d
WhenToCache

tlnterval CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

T
#1 MPLI ED
#REQUI RED
#1 MPLI ED
#1 MPLI ED
#1 MPLI ED

(cache-on-reference |
cache-at-initialization |
cache- never |
defer-to-registry-setting)

"defer-to-registry-setting"
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93 XMLEntitySpecRegistryEntry

Parent Elements

The XMLEntitySpecRegistryEntry element is a child of the XMLRegistry element.

Attributes

Table 93-1 XML EntitySpecRegistryEntryM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
CacheTimeoutinterv  The default timeout interval in seconds Default: - 1 Cache Timeout
a for the cache. A value of -1 causesthis  pMinimun: - 1 Interval
value to be delegated from the cache
MBean.
EntityURI The location of alocal copy of an EntityURI

external entity (e.g., aDTD) thatis
associated with thisregistry entry. The
location is either a pathname relative to
oneof the XML registry directoriesof the
installation, or isa URI of the entity
location in some local repository (e.g.
dbms).

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.

Publicld The public id of the document type Public Id
represented by thisregistry entry.

Systemid The system id of the document type System Id
represented by thisregistry entry.
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Table 93-1 XMLEnNtitySpecRegistryEntryM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default

WhenToCache Set whether to cachethisitemassoonas  Default: When To Cache
possible or wait until it is referenced. "defer-to-regi
stry-setting"
Valid values:

m  "cache-on-ref
erence"

m "cache-at-ini
tialization"

m  "cache- never"

m "defer-to-reg
istry-settin
9"
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CHAPTER

O4 XMLParserSelectRegist
ryEntry

Description

Thisisan entry in the XML registry. An XML registry entry is configuration
information associated with a particular XML document type. Entries accessed
through this interface are used to specify a Sax parser and/or document builder of the
provided document type. The document type isidentified by one or more of the
following: 1) apublic ID (e.g, "-//Sun Microsystems, Inc.//DTD Enterprise JavaBeans
2.0//EN" 2) asystem ID (e.g, "http://java.sun.com/j2ee/dtds/ejb-jar_2 0.dtd") 3) a
document root tag name (e.g., "ejb-jar") This configuration information is used by the
WebL ogic JAXP implementation to choose the appropriate parser factories (SAX and
DOM).

Syntax

<! ELEMENT XM.Par ser Sel ect Regi stryEntry EMPTY >

<I ATTLI ST XM_.Par ser Sel ect Regi stryEntry

Docurent Bui | der Fact ory CDATA #1 MPLI ED
Narme CDATA #REQUI RED
Not es CDATA #| MPLI ED
Par ser Cl assNane CDATA #| MPLI ED
Publicld CDATA #1 MPLI ED
Root El ement Tag CDATA #| MPLI ED
SAXPar ser Fact ory CDATA #1 MPLI ED
Systenl d CDATA #1 MPLI ED
Tr ansf or mer Fact ory CDATA #| MPLI ED
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94 XMLParserSelectRegistryEntry

Parent Elements

The XML ParserSelectRegistryEntry element is a child of the XMLRegistry element.

Attributes

Table 94-1 XML Par ser SelectRegistryEntryM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DocumentBuilderFa

The class name of the

Document Builder

ctory DocumentBuilderFactory that is Factory
associated with the registry entry.

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.

Notes Optional information that you can Notes
include to describe this configuration.

ParserClassName Return class name of any custom XML Parser Class Name
parser that is associated with the registry
entry.

Publicld The public id of the document type Public Id
represented by this registry entry.

RootElementTag The tag name of the document root Root Element Tag
element of the document type
represented by thisregistry entry.

SAXParserFactory The classnhame of the SA X ParserFactory SAXParser Factory
that is associated with the registry entry.

Systemld The system id of the document type System Id
represented by this registry entry.

TransformerFactory  The class hame of the default Transformer Factory
TransformerFactory
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CHAPTER

O5 XMLRegistry

Description
Configure the behavior of JAXP (Java APl for XML Parsing) in the server.

Syntax

<! ELEMENT XM.Regi stry ( XM_.Regi stryEntry* | XM.Parser Sel ect Regi stryEntry*
XMLEnti t ySpecRegi stryEntry* )* >

<I ATTLI ST XM_Regi stry

Docunent Bui | der Fact ory CDATA
"webl ogi c. apache. xer ces. j axp. Docunent Bui | der Fact oryl npl "
Name CDATA #REQUI RED
Not es CDATA #|1 MPLI ED
SAXPar ser Fact ory CDATA
"webl ogi c. apache. xer ces. j axp. SAXPar ser Fact oryl npl "
Tr ansf or mer Fact ory CDATA
"webl ogi c. apache. xal an. processor. Tr ansf or mer Fact oryl npl "
WienToCache (cache-on-reference
cache-at-initialization
cache- never) "cache-on-reference"
>
Parent Elements

The XMLRegistry element is achild of the Domain element.
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Attributes

Table 95-1 XML RegistryM Bean Element Attributes

Attribute Description Rangeof Values  Console L abel
and Default
DocumentBuilderFa  The class name of the default Default: DocumentBuilderFa

ctory

DocumentBuilderFactory

"webl ogi c. apac
he. xerces. j axp
. Docunent Bui | d
er Factoryl npl "

ctory

Name The name of this configuration. Name
WebL ogic Server uses an MBean to
implement and persist the configuration.
Notes Optional information that you can Notes
include to describe this configuration.
SAXParserFactory The class name of the default Default: SAXParserFactory
SAXParserFactory "webl ogi c. apac
he. xerces. j axp
. SAXPar ser Fact
oryl npl"
TransformerFactory ~ The class hame of the default Default: Transformer Factory
TransformerFactory "webl ogi c. apac
he. xal an. proce
ssor. Transform
er Factoryl npl "
WhenToCache Set whether to cache items as soon as Default: When To Cache
possible or wait until referenced. "cache-on-refe
rence"
Valid values:
m  "cache-on-ref
erence"
m  "cache-at-ini
tialization"
m  "cache-never”
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CHAPTER

O6 XMLRegistryEntry

Description

Thisisan entry in the XML registry. An XML registry entry is configuration

information associated with a particular XML document type. The document typeis
identified by one or more of the following: 1) apublic ID (e.g, "-//Sun Microsystems,
Inc./IDTD Enterprise JavaBeans 2.0//EN" 2) asystem ID (e.g,
"http://java.sun.com/j2ee/dtds/gjb-jar_2_0.dtd") 3) adocument root tag name (e.g.,

"gb-jar") In Haleakala this configuration information is used by the WebL ogic JAXP
implementation to choose the appropriate parser factories and parsers and to set up

SAX EntityResolvers.

Syntax

<! ELEMENT XM.Regi stryEntry EMPTY >

<I ATTLI ST XM_Regi stryEntry
Docurent Bui | der Fact ory
EntityPath
Nane
Not es
Par ser Cl assNane
Publicld
Root El enent Tag
SAXPar ser Fact ory
System d

Parent Elements

CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA
CDATA

#1 MPLI ED
#1 MPLI ED
#REQUI RED
#1 MPLI ED
# MPLI ED
# MPLI ED
#1 MPLI ED
#1 MPLI ED
# MPLI ED

The XMLRegistryEntry element is a child of the XMLRegistry element.
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Attributes

Table 96-1 XMLRegistryEntryM Bean Element Attributes

Attribute

Description

Range of Values
and Default

Console L abel

DocumentBuilderFa
ctory

The class name of the
DocumentBuilderFactory that is
associated with the registry entry.

Document Builder
Factory

EntityPath

The path name to alocal copy of an
external entity (e.g., aDTD) thatis
associated with thisregistry entry. This
pathname isrelative to one of the XML
registry directories of the installation.

Entity Path

Name

The name of this configuration.
WebL ogic Server uses an MBean to
implement and persist the configuration.

Name

Notes

Optional information that you can
include to describe this configuration.

Notes

ParserClassName

Return class name of any custom XML
parser that is associated with the registry
entry.

Parser Class Name

Publicld

The public id of the document type
represented by this registry entry.

Public Id

RootElementTag

The tag name of the document root
element of the document type
represented by this registry entry.

Root Element Tag

SAXParserFactory

The classname of the SA X ParserFactory
that is associated with the registry entry.

SAXParserFactory

Systemid

The system id of the document type
represented by this registry entry.

System Id

96-2
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AbandonTimeoutSeconds attribute 44-2
AcceptBacklog attribute 53-2, 54-2, 62-4
AcceptContextPathlnGetReal Path attribute
80-2

AccessPoint attribute 85-2, 87-2
AccessPointld attribute 85-2, 87-2
AcknowledgeM ode attribute 39-2
AcknowledgePolicy attribute 29-3
ACL CacheEnable attribute 7-2
ACL CacheSize attribute 7-2
ACL CacheTTL Negative attribute 7-2
ACLCacheT TL Positive attribute 7-2
ACLName attribute 21-2, 24-2
AclPalicy attribute 87-2
AdapterINDIName attribute 6-2, 27-2
Addresses attribute 49-2, 77-1
AdministrationPort attribute 12-2, 62-4
AdministrationPortEnabled attribute 12-2
AdministratorM Bean element

EmailAddress attribute 3-1

Name attribute 3-2

Notes attribute 3-2

PhoneNumber attribute 3-2

WriteAuthorized attribute 3-2
AlgorithmType attribute 24-2
AllowCloselnOnM essage attribute 29-4
AllowNonStandardTypes attribute 90-2
ApartmentThreaded attribute 9-2
Application attribute 10-1, 14-2, 25-1, 79-2,

81-2

ApplicationManagerM Bean element
AutoDeployedEnabled attribute 5-1
AutoUpdatel nterval attribute 5-2
Name attribute 5-2
Notes attribute 5-2
ApplicationMBean element
DeploymentTimeout attribute 4-2
DeploymentType attribute 4-2
LastModified attribute 4-2
LoadOrder attribute 4-2
Name attribute 4-2
Notes attribute 4-3
Path attribute 4-3
StagingM ode attribute 4-3
StagingPath attribute 4-4
ApplicationPassword attribute 43-2, 82-2
AppPassword attribute 88-2
AppPasswordlV attribute 88-2
Arguments attribute 63-2, 64-1, 76-1
AsyncEnabled attribute 51-2
AttributeM BeanName attribute 66-1
AttributeM BeanType attribute 66-1
AttributeName attribute 66-2
AuditProviderClassName attribute 60-2
AuthenticationCacheEnabl e attribute 7-2
AuthenticationCacheSi ze attribute 7-2
AuthenticationCacheT TL Negative attribute
7-2

AuthenticationCacheT TL Positive attribute
7-3

AuthFilter attribute 79-2, 81-2
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AuthProgram attribute 78-2
AuthProtocol attribute 47-2
AuthRealmName attribute 79-2, 81-2
AutoDeployedEnabled attribute 5-1
AutoKilllIfFailed attribute 62-4
AutoRestart attribute 62-4
AutoUpdatelnterval attribute 5-2

BackupCopies attribute 16-2
BackupHour attribute 16-2
BackupMinute attribute 16-2
BasicRealm attribute 7-3
Batchinterval attribute 51-3
BatchSize attribute 51-3
BeaHome attribute 63-2
BeforeCompl etionlterationLimit attribute
44-2
BlockTime attribute 85-2
BoundOutgoingEnabled attribute 54-3
BridgeDestinationM Bean element
AdapterINDIName attribute 6-2
Classpath attribute 6-2
Name attribute 6-2
Notes attribute 6-2
Properties attribute 6-3
UserName attribute 6-3
UserPassword attribute 6-4
BytesMaximum attribute 37-2, 38-2, 41-2,
42-2
BytesPagingEnabled attribute 37-3, 38-2, 41-
3,42-3
BytesThreshol dHigh attribute 37-4, 38-3, 41-
4,42-4
BytesThresholdLow attribute 37-5, 38-4, 41-
5, 42-5

C
CacheCaseSensitive attribute 7-3
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CacheDiskSize attribute 92-1
CacheEnabled attribute 16-2
Cachel ocation attribute 92-2
CacheMemorySize attribute 92-2
CacheSize attribute 16-2
CacheTimeoutlnterval attribute 92-2, 93-2
CacheTTL attribute 16-2
CachingRealmM Bean element
ACLCacheEnable attribute 7-2
ACLCacheSize attribute 7-2
ACLCacheTTLNegative attribute 7-2
ACLCacheTTL Positive attribute 7-2
AuthenticationCacheEnable attribute 7-
2
AuthenticationCacheSize attribute 7-2
AuthenticationCacheTTLNegative
attribute 7-2
AuthenticationCacheT TL Positive
attribute 7-3
BasicRealm attribute 7-3
CacheCaseSensitive attribute 7-3
GroupCacheEnable attribute 7-3
GroupCacheSize attribute 7-3
GroupCacheT TLNegative attribute 7-3
GroupCacheT TL Positive attribute 7-3
GroupMembershipCacheT TL attribute
7-4
Name attribute 7-4
Notes attribute 7-4
PermissionCacheEnabl e attribute 7-4
PermissionCacheSi ze attribute 7-4
PermissionCacheT TL Negative attribute
7-4
PermissionCacheT TL Positive attribute
7-4
UserCacheEnabl e attribute 7-4
UserCacheSize attribute 7-4
UserCacheT TLNegative attribute 7-4
UserCacheT TL Positive attribute 7-5
Capacitylncrement attribute 21-2
CertAuthenticator attribute 75-2



Certificate attribute 55-2
CertificateAuthenticationEnabled attribute
82-2
CertificateCacheSize attribute 75-2
CertificatePassword attribute 55-2
CertificateType attribute 55-2
ChannelWeight attribute 54-3
Charsets attribute 80-2
Checkpointl nterval Seconds attribute 44-2
Ciphersuites attribute 75-3
ClassName attribute 64-1, 76-2
ClassPath attribute 63-2
Classpath attribute 6-2, 27-2
ClasspathServletDisabled attribute 62-5
ClientCertificateEnforced attribute 75-3
ClientCertProxyEnabled attribute 8-2, 62-5
Clientld attribute 29-4
Cluster attribute 62-5
ClusterAddress attribute 8-2, 54-3
ClusteringEnabled attribute 80-2
ClusterM Bean element
ClientCertProxyEnabled attribute 8-2
ClusterAddress attribute 8-2
DefaultLoadAlgorithm attribute 8-2
MulticastAddress attribute 8-2
MulticastBufferSize attribute 8-2
MulticastPort attribute 8-3
MulticastSendDelay attribute 8-3
Multicast TTL attribute 8-3
Name attribute 8-3
Notes attribute 8-3
ClusterRuntime attribute 62-5
ClusterWeight attribute 62-6
CmpLimit attribute 85-2, 87-2
COMEnabled attribute 54-3, 62-4
COMMBean element
ApartmentThreaded attribute 9-2
MemoryL oggingEnabled attribute 9-2
Name attribute 9-2
NativeM odeEnabled attribute 9-2
Notes attribute 9-2

NTAuthHost attribute 9-2
PrefetchEnums attribute 9-3
Verbosel oggingEnabled attribute 9-3
Community attribute 71-1, 73-1
CommunityPrefix attribute 65-2
CompatibilityM ode attribute 60-2
CompleteCOM M essageTimeout attribute
53-2, 54-3, 62-6
CompleteHTTPMessageTimeout attribute
53-2, 54-3, 62-7
Completel IOPM essageTimeout attribute 62-
7
CompleteM essageTimeout attribute 20-2
CompleteT3MessageTimeout attribute 53-2,
54-4, 62-7
config.dtd 2-1
ConfigurationData attribute 11-1
ConfigurationVersion attribute 12-3
ConnectionFactory attribute 39-2
ConnectionFactoryJNDIName attribute 27-2
ConnectionFilter attribute 60-2
ConnectionFilterRules attribute 60-3
ConnectionLoggerEnabled attribute 60-4
ConnectionPalicy attribute 85-3, 87-4
ConnectionPool attribute 36-1
ConnectionURL attribute 27-2
ConnectionWaitPeriod attribute 22-2
ConnectorComponentM Bean el ement
Application attribute 10-1
DeploymentOrder attribute 10-2
Name attribute 10-2
Notes attribute 10-2
Targets attribute 10-2
URI attribute 10-2
ConnL eakProfilingEnabled attribute 21-2
ConnPrincipalName attribute 85-2, 87-3
ConsoleContextPath attribute 12-3
ConsoleEnabled attribute 12-3
Credential attribute 16-2, 47-2
CredentialPolicy attribute 87-5
customer support contact information X
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CustomRealmM Bean element
ConfigurationData attribute 11-1
Name attribute 11-1
Notes attribute 11-1
Password attribute 11-2
RealmClassName attribute 11-2

D

DatabaseDriver attribute 58-1
DatabasePassword attribute 58-2
DatabaseURL attribute 58-2
DatabaseUserName attribute 58-2
DebugL evel attribute 65-2
DefaultDeliveryMode attribute 29-4
DefaultllOPPassword attribute 62-8
Defaultll OPUser attribute 62-8
DefaultLoadAlgorithm attribute 8-2
DefaultPriority attribute 29-5
DefaultProtocol attribute 62-8
DefaultRedeliveryDelay attribute 29-5
DefaultReplyDeliveryMode attribute 90-2
DefaultSecureProtocol attribute 62-8
DefaultServerName attribute 80-2
Default TGIOPPassword attribute 62-8
Default TGIOPUser attribute 62-8
DefaultTimeToDéliver attribute 29-5
DefaultTimeToL ive attribute 29-6
DefaultWebA pp attribute 80-2
DeliveryModeOverride attribute 37-5, 41-5,
42-5,90-3
DeploymentOrder attribute 10-2, 14-2, 19-2,
21-3, 22-2, 24-3, 25-2, 26-2, 29-6,
31-2, 33-2, 38-4, 43-2, 50-2, 51-3,
52-2, 54-4, 59-2, 64-2, 76-2, 79-2,
80-3, 81-2, 82-2, 89-2
DeploymentTimeout attribute 4-2
DeploymentType attribute 4-2
Description attribute 54-4
Destination attribute 28-1
DestinationJNDIName attribute 27-2
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DestinationK eys attribute 37-6, 41-6, 42-6
DestinationType attribute 27-3
Direction attribute 30-2, 91-2
Directory attribute 35-1
documentation, whereto find it X
DocumentBuilderFactory attribute 94-2, 95-
2,96-2
DomainLogFilter attribute 62-8
DomainL ogFilterM Bean element
Name attribute 13-2
Notes attribute 13-2
SeveritylL evel attribute 13-2
SubsystemNames attribute 13-2
Userlds attribute 13-2
DomainMBean element
AdministrationPort attribute 12-2
AdministrationPortEnabled attribute 12-
2
ConfigurationVersion attribute 12-3
ConsoleContextPath attribute 12-3
ConsoleEnabled attribute 12-3
LastModificationTime attribute 12-3
Name attribute 12-3
Notes attribute 12-3
RootDirectory attribute 12-3
DriverClassName attribute 23-1
DriverName attribute 21-3
DurabilityEnabled attribute 51-4

E

EJBComponentMBean el ement
Application attribute 14-2
DeploymentOrder attribute 14-2
ExtraRmicOptions attribute 14-2
ForceGeneration attribute 14-2
JavaCompiler attribute 14-2
JavaCompilerPostClassPath attribute
14-3
JavaCompilerPreClassPath attribute 14-
3



K eepGenerated attribute 14-3
Name attribute 14-3
Notes attribute 14-3
Targets attribute 14-3
TmpPath attribute 14-3
URI attribute 14-3
V erboseEJBDeploymentEnabled
attribute 14-3
EJBContainerMBean element
ExtraRmicOptions attribute 15-2
ForceGeneration attribute 15-2
JavaCompiler attribute 15-2
JavaCompilerPostClassPath attribute
15-2
JavaCompilerPreClassPath attribute 15-
2
KeepGenerated attribute 15-2
Name attribute 15-2
Notes attribute 15-3
TmpPath attribute 15-3
V erboseEJBDeploymentEnabled
attribute 15-3
EJBName attribute 83-2
Email Address attribute 3-1
EmbeddedL DAPMBean e ement
BackupCopies attribute 16-2
BackupHour attribute 16-2
BackupMinute attribute 16-2
CacheEnabled attribute 16-2
CacheSize attribute 16-2
CacheTTL attribute 16-2
Credential attribute 16-2
Name attribute 16-2
Notes attribute 16-2
Enabled attribute 65-2, 75-4
EnabledForDomainL og attribute 62-8
EnabledServers attribute 66-2, 67-2, 68-2,
69-2, 70-2, 72-2
EnableTwoPhaseCommit attribute 26-2
EntityPath attribute 96-2
EntityURI attribute 93-2

ErrorDestination attribute 37-6, 41-6, 42-6

ErrorLog attribute 55-2
ExecuteQueueM Bean element
Name attribute 17-1
Notes attribute 17-1
ThreadCount attribute 17-2
ExpectedToRun attribute 62-8
ExportKeyL ifespan attribute 75-4
External DNSName attribute 62-9

ExtraRmicOptions attribute 14-2, 15-2, 62-9

F

FactoryName attribute 23-2
FailoverAddresses attribute 43-2, 82-3
Failurel sFatal attribute 76-2
FederationName attribute 87-5
FederationURL attribute 87-5
FileCount attribute 48-2
FileMinSize attribute 48-2
FileName attribute 48-3
FileRealmMBean element

MaxACLs attribute 18-1

MaxGroups attribute 18-1

MaxUsers attribute 18-2

Name attribute 18-2

Notes attribute 18-2
FileT3MBean element

DeploymentOrder attribute 19-2

Name attribute 19-2

Notes attribute 19-2

Path attribute 19-2

Targets attribute 19-2
FileTimeSpan attribute 48-3
FIdThl16Classes attribute 88-2
FIdThl32Classes attribute 88-2
FlowControl Enabled attribute 29-6
Flowlnterval attribute 29-7
FlowMaximum attribute 29-8
FlowMinimum attribute 29-9
FlowSteps attribute 29-10
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ForceGeneration attribute 14-2, 15-2
ForgetHeuristics attribute 44-2
ForwardDelay attribute 31-2
FrontendHost attribute 80-3
FrontendHT TPPort attribute 80-3
FrontendHTTPSPort attribute 80-3

G

GroupCacheEnable attribute 7-3
GroupCacheSize attribute 7-3
GroupCacheT TL Negative attribute 7-3
GroupCacheT TL Positive attribute 7-3
GroupDN attribute 47-2

GrouplsContext attribute 47-2
GroupMembershipCacheTTL attribute 7-4
GroupNameA ttribute attribute 47-2
GroupUsernameAttribute attribute 47-2
GuestDisabled attribute 60-4

H

HandlerEnabled attribute 75-4
HealthChecklInterval Seconds attribute 62-9
HealthCheck TimeoutSeconds attribute 62-9
Host attribute 73-2

HostingServer attribute 45-1

HostnameV erificationlgnored attribute 75-4
HostnameVerifier attribute 75-4
HttpdEnabled attribute 62-9

HTTPEnabled attribute 54-4
HTTPSEnabled attribute 54-4

HttpsK eepAliveSecs attribute 80-3

IdleConnectionTimeout attribute 20-2

Idlel lOPConnectionTimeout attribute 62-9
ldleTimeMaximum attribute 51-4
IgnoreBadDomainName attribute 56-1
I1OPENabled attribute 62-9
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IIOPMBean element

CompleteM essageTimeout attribute 20-

2

IdleConnectionTimeout attribute 20-2

MaxM essageSize attribute 20-2

Name attribute 20-2

Notes attribute 20-2
IndexDirectoryEnabled attribute 79-2, 81-2
Initial Capacity attribute 21-3
Initial ContextFactory attribute 27-3
InstrumentStack TraceEnabled attribute 62-9
InterfaceAddress attribute 62-10
Interoperate attribute 85-4

J

J2EE120nlyModeEnabled attribute 62-10
JavaCompiler attribute 14-2, 15-2, 62-10
JavaCompilerPostClassPath attribute 14-3,
15-2, 62-10
JavaCompilerPreClassPath attribute 14-3,
15-2, 62-10
JavaHome attribute 63-2
JDBCConnectionPoolMBean element
ACLName attribute 21-2
Capacitylncrement attribute 21-2
ConnL eakProfilingEnabled attribute 21-
2
DeploymentOrder attribute 21-3
DriverName attribute 21-3
Initial Capacity attribute 21-3
LoginDelaySeconds attribute 21-3
MaxCapacity attribute 21-4
Name attribute 21-4
Notes attribute 21-4
Password attribute 21-4
PreparedStatementCacheSi ze attribute
21-4
Properties attribute 21-4
RefreshMinutes attribute 21-4
ShrinkingEnabled attribute 21-5



ShrinkPeriodMinutes attribute 21-5

SupportsL ocal Transaction attribute 21-5

Targets attribute 21-5

TestConnectionsOnRel ease attribute 21-

5

TestConnectionsOnReserve attribute 21-

6
TestTableName attribute 21-6
URL attribute 21-6
XAPassword attribute 21-6
JDBCDataSourceFactoryMBean element
DriverClassName attribute 23-1
FactoryName attribute 23-2
Name attribute 23-2
Notes attribute 23-2
Properties attribute 23-2
URL attribute 23-2
UserName attribute 23-2
JDBCDataSourceMBean element
ConnectionWaitPeriod attribute 22-2
DeploymentOrder attribute 22-2
JNDIName attribute 22-2
Name attribute 22-3
Notes attribute 22-3
PoolName attribute 22-3
RowPrefetchEnabled attribute 22-3
RowPrefetchSize attribute 22-3
StreamChunkSize attribute 22-4
Targets attribute 22-4
WaitForConnectionEnabled attribute
22-4
JDBCL ogFileName attribute 62-10
JDBCL oggingEnabled attribute 62-10
JDBCMuultiPoolMBean element
ACLName attribute 24-2
AlgorithmType attribute 24-2
DeploymentOrder attribute 24-3
Name attribute 24-3
Notes attribute 24-3
PoolList attribute 24-3
Targets attribute 24-3

JDBCPool ComponentM Bean element

Application attribute 25-1
DeploymentOrder attribute 25-2
Name attribute 25-2

Notes attribute 25-2

Targets attribute 25-2

URI attribute 25-2

JDBCTxDataSourceM Bean element

DeploymentOrder attribute 26-2
EnableTwoPhaseCommit attribute 26-2
JINDIName attribute 26-3

Name attribute 26-3

Notes attribute 26-3

PoolName attribute 26-3
RowPrefetchEnabled attribute 26-3
RowPrefetchSize attribute 26-4
StreamChunkSize attribute 26-4
Targets attribute 26-4

JM SBridgeDestinationM Bean element

AdapterJNDIName attribute 27-2

Classpath attribute 27-2

ConnectionFactoryJNDIName attribute
27-2

ConnectionURL attribute 27-2

DestinationJNDIName attribute 27-2

DestinationType attribute 27-3

Initial ContextFactory attribute 27-3

Name attribute 27-3

Notes attribute 27-3

UserName attribute 27-3

UserPassword attribute 27-3

JM SConnectionConsumerM Bean €lement

Destination attribute 28-1

M essagesM aximum attribute 28-2
Name attribute 28-2

Notes attribute 28-2

Selector attribute 28-2

JM SConnectionFactoryMBean element

AcknowledgePolicy attribute 29-3
AllowCloselnOnM essage attribute 29-4
Clientld attribute 29-4
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I-viii

DefaultDeliveryMode attribute 29-4
DefaultPriority attribute 29-5
DefaultRedeliveryDelay attribute 29-5
DefaultTimeToDeliver attribute 29-5
DefaultTimeT oL ive attribute 29-6
DeploymentOrder attribute 29-6
FlowControl Enabled attribute 29-6
Flowlnterval attribute 29-7
FlowMaximum attribute 29-8
FlowMinimum attribute 29-9
FlowSteps attribute 29-10
JNDIName attribute 29-10
L oadBalancingEnabled attribute 29-11
M essagesM aximum attribute 29-12
Name attribute 29-12
Notes attribute 29-12
OverrunPoalicy attribute 29-13
ServerAffinityEnabled attribute 29-13
Targets attribute 29-13
TransactionTimeout attribute 29-14
UserTransactionsEnabled attribute 29-
14
XA ConnectionFactoryEnabled attribute
29-15
XAServerEnabled attribute 29-15

JIM SDefaultConnectionFactoriesEnabled

attribute 62-10

JM SDestinationK eyM Bean element

Direction attribute 30-2
KeyType attribute 30-2
Name attribute 30-2
Notes attribute 30-2
Property attribute 30-3

JM SDistributedQueueM Bean element

DeploymentOrder attribute 31-2
ForwardDelay attribute 31-2
JNDIName attribute 31-2

LoadBa ancingPolicy attribute 31-3
Name attribute 31-3

Notes attribute 31-3

Targets attribute 31-3
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JIM SDistributedQueueM emberM Bean
element

JM SQueue attribute 32-2
Name attribute 32-2
Notes attribute 32-2
Weight attribute 32-2

JM SDistributedTopicM Bean element
DeploymentOrder attribute 33-2
JNDIName attribute 33-2
LoadBalancingPolicy attribute 33-2
Name attribute 33-3
Notes attribute 33-3
Targets attribute 33-3

JM SDistributedT opicM emberM Bean

element

JMSTopic attribute 34-2
Name attribute 34-2
Notes attribute 34-2
Welight attribute 34-2

JmskFactory attribute 90-3

JM SFileStoreM Bean element
Directory attribute 35-1
Name attribute 35-1
Notes attribute 35-2

JMSIDBCStoreM Bean el ement
ConnectionPool attribute 36-1
Name attribute 36-2
Notes attribute 36-2
PrefixName attribute 36-2

JM SQueue attribute 32-2

JM SQueueM Bean el ement
BytesMaximum attribute 37-2
BytesPagingEnabled attribute 37-3
BytesThresholdHigh attribute 37-4
BytesThresholdL ow attribute 37-5
DeliveryModeOverride attribute 37-5
DestinationK eys attribute 37-6
ErrorDestination attribute 37-6
JINDIName attribute 37-6
JINDINameReplicated attribute 37-6
M essagesM aximum attribute 37-7



M essagesPagingEnabled attribute 37-7

M essagesThresholdHigh attribute 37-8

M essagesThresholdLow attribute 37-9

Name attribute 37-9

Notes attribute 37-9

PriorityOverride attribute 37-10

RedeliveryDelayOverride attribute 37-
10

RedeliveryLimit attribute 37-11

StoreEnabled attribute 37-12

Template attribute 37-12

TimeToDeliverOverride attribute 37-13

TimeToLiveOverride attribute 37-13

IM SServerM Bean € ement

BytesMaximum attribute 38-2
BytesPagingEnabled attribute 38-2
BytesThresholdHigh attribute 38-3
BytesThresholdL ow attribute 38-4
DeploymentOrder attribute 38-4

M essagesM aximum attribute 38-5

M essagesPagingEnabled attribute 38-5
M essagesT hresholdHigh attribute 38-6
MessagesT hresholdL ow attribute 38-7
Name attribute 38-7

Notes attribute 38-7

PagingStore attribute 38-8

Store attribute 38-8

Targets attribute 38-8
TemporaryTemplate attribute 38-9

JM SSessionPool M Bean € ement

AcknowledgeM ode attribute 39-2
ConnectionFactory attribute 39-2
ListenerClass attribute 39-2
Name attribute 39-2

Notes attribute 39-2

SessionsM aximum attribute 39-2
Transacted attribute 39-3

JM SStoreM Bean element

Name attribute 40-1
Notes attribute 40-1

JM STemplateM Bean element

BytesMaximum attribute 41-2

BytesPagingEnabled attribute 41-3

BytesThresholdHigh attribute 41-4

BytesThresholdLow attribute 41-5

DeliveryModeOverride attribute 41-5

DestinationK eys attribute 41-6

ErrorDestination attribute 41-6

M essagesM aximum attribute 41-6

M essagesPagingEnabled attribute 41-7

MessagesThresholdHigh attribute 41-8

MessagesThresholdL ow attribute 41-9

Name attribute 41-9

Notes attribute 41-9

PriorityOverride attribute 41-10

RedeliveryDelayOverride attribute 41-
10

RedeliveryLimit attribute 41-11

TimeToDeliverOverride attribute 41-12

TimeToLiveOverride attribute 41-12

JMSTopic attribute 34-2
JM STopicMBean element

BytesMaximum attribute 42-2
BytesPagingEnabled attribute 42-3
BytesThresholdHigh attribute 42-4
BytesThresholdL ow attribute 42-5
DeliveryModeOverride attribute 42-5
DestinationK eys attribute 42-6
ErrorDestination attribute 42-6
JNDIName attribute 42-6
JNDINameReplicated attribute 42-6

M essagesM aximum attribute 42-7

M essagesPagingEnabled attribute 42-7
M essagesT hresholdHigh attribute 42-8
M essagesT hresholdL ow attribute 42-9
MulticastAddress attribute 42-9
MulticastPort attribute 42-9
MulticastTTL attribute 42-10

Name attribute 42-10

Notes attribute 42-10

PriorityOverride attribute 42-10
RedeliveryDelayOverride attribute 42-
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RedeliveryLimit attribute 42-12
StoreEnabled attribute 42-13
Template attribute 42-13
TimeToDeliverOverride attribute 42-14
TimeToLiveOverride attribute 42-14
JmsToTuxPriorityMap attribute 90-3
JndiFactory attribute 90-3
JINDIName attribute 22-2, 26-3, 29-10, 31-2,
33-2, 37-6, 42-6, 50-2, 59-2
JINDINameReplicated attribute 37-6, 42-6
JINDI TransportableObjectFactoryL ist
attribute 62-10
JoltConnectionPoolM Bean element
ApplicationPassword attribute 43-2
DeploymentOrder attribute 43-2
FailoverAddresses attribute 43-2
MaximumPool Size attribute 43-2
MinimumPool Size attribute 43-2
Name attribute 43-2
Notes attribute 43-2
PrimaryAddresses attribute 43-3
RecvTimeout attribute 43-3
SecurityContextEnabled attribute 43-3
Targets attribute 43-3
UserName attribute 43-3
UserPassword attribute 43-3
UserRole attribute 43-3
JTAMBean element
AbandonTimeoutSeconds attribute 44-2
BeforeCompletionlterationLimit
attribute 44-2
Checkpointl nterval Seconds attribute 44-
2
ForgetHeuristics attribute 44-2
MaxTransactions attribute 44-3
MaxUniqueNameStatistics attribute 44-
3
Name attribute 44-3
Notes attribute 44-3
TimeoutSeconds attribute 44-3
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JTAMigratableTargetMBean element
HostingServer attribute 45-1
Name attribute 45-1
Notes attribute 45-2

JTARecoveryServiceM Bean element
Name attribute 46-1
Notes attribute 46-1

K

KeepAliveEnabled attribute 80-3
KeepAliveSecs attribute 80-3
KeepGenerated attribute 14-3, 15-2
KeyEncrypted attribute 75-5
KeyType attribute 30-2

L

LastModificationTime attribute 12-3
LastModified attribute 4-2
LdapProvider attribute 47-3
LDAPRealmMBean element
AuthProtocol attribute 47-2
Credential attribute 47-2
GroupDN attribute 47-2
GrouplsContext attribute 47-2
GroupNameAtttribute attribute 47-2
GroupUsernameAttribute attribute 47-2
LdapProvider attribute 47-3
LDAPURL attribute 47-3
Name attribute 47-3
Notes attribute 47-3
Principal attribute 47-3
RealmClassName attribute 47-3
SSLEnable attribute 47-4
UserAuthentication attribute 47-4
UserDN attribute 47-5
UserNameAttribute attribute 47-5
UserPasswordAttribute attribute 47-5
LDAPURL attribute 47-3
ListenAddress attribute 53-2, 55-2, 62-10



ListenDelaySecs attribute 62-11
ListenerClass attribute 39-2
ListenPort attribute 53-2, 54-5, 55-2, 62-11,
75-5
ListenPortEnabled attribute 54-5, 62-11
L oadBalancingEnabled attribute 29-11
LoadBalancingPolicy attribute 31-3, 33-2
L oadBeforeA ppDeployments attribute 76-2
LoadOrder attribute 4-2
L ocal AccessPoint attribute 83-2, 84-1, 86-2,
87-5
L ocalPassword attribute 86-2
L ocal PasswordlV attribute 86-2
L ockoutCacheSize attribute 57-1
LockoutDuration attribute 57-2
L ockoutEnabled attribute 57-2
LockoutGCThreshold attribute 57-2
L ockoutResetDuration attribute 57-2
LockoutThreshold attribute 57-3
L ogFileBufferK Bytes attribute 80-4
L ogFileFlushSecs attribute 80-4
LogFileFormat attribute 80-4
L ogFileName attribute 80-4
L oggingEnabled attribute 80-6
L oginDelaySeconds attribute 21-3
LoginTimeout attribute 62-11
LoginTimeoutMillis attribute 53-3, 54-5, 62-
11, 75-5
LoginTimeoutMillisSSL attribute 53-3, 54-5
LogMBean element
FileCount attribute 48-2
FileMinSize attribute 48-2
FileName attribute 48-3
FileTimeSpan attribute 48-3
Name attribute 48-3
Notes attribute 48-3
NumberOfFilesLimited attribute 48-4
RotationTime attribute 48-4
RotationType attribute 48-5
L ogRemoteExceptionsEnabled attribute 62-
11

LogRotationPeriodMins attribute 80-4

LogRotationTimeBegin attribute 80-5

L ogRotationType attribute 80-6

Logs attribute 55-2, 62-11

LowMemoryGCThreshold attribute 62-11

LowMemoryGranularityLevel attribute 62-
12

LowMemorySampleSize attribute 62-12

LowMemoryTimelnterval attribute 62-12

M

Machine attribute 62-14
MachineMBean element
Addresses attribute 49-2
Name attribute 49-2
Notes attribute 49-2
Mail SessionM Bean element
DeploymentOrder attribute 50-2
JNDIName attribute 50-2
Name attribute 50-2
Notes attribute 50-2
Properties attribute 50-2
Targets attribute 50-2
M anagedServerIndependenceEnabled
attribute 62-14
MaxACLs attribute 18-1
MaxCapacity attribute 21-4
MaxCOM M essageSi ze attribute 54-6, 62-15
MaxEncryptBits attribute 85-4, 87-6
MaxGroups attribute 18-1
MaxHTTPM essageSize attribute 54-6, 62-15
Max!|1 OPM essageSi ze attribute 62-15
MaximumEncryptionLevel attribute 82-3
MaximumPool Size attribute 43-2, 82-3
MaxL ogFileSizeK Bytes attribute 80-6
MaxM essageSi ze attribute 20-2
MaxOpenSockCount attribute 62-16
M axPostSize attribute 80-6
M axPostTimeSecs attribute 80-6
MaxRetries attribute 85-4, 87-6
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MaxSize attribute 92-2
MaxT3M essageSi ze attribute 54-6, 62-16
MaxTransactions attribute 44-3
MaxUniqueNameStatistics attribute 44-3
MaxUsers attribute 18-2
MemoryL oggingEnabled attribute 9-2
M essagel ds attribute 70-2
M essagesM aximum attribute 28-2, 29-12,
37-7, 38-5, 41-6, 42-7
M essagesPagingEnabl ed attribute 37-7, 38-5,
41-7, 42-7
M essagesThresholdHigh attribute 37-8, 38-6,
41-8, 42-8
M essagesThresholdL ow attribute 37-9, 38-7,
41-9, 42-9
M essageSubstring attribute 70-2
M essagingBridgeM Bean el ement
AsyncEnabled attribute 51-2
Batchinterval attribute 51-3
BatchSize attribute 51-3
DeploymentOrder attribute 51-3
DurabilityEnabled attribute 51-4
IdleTimeMaximum attribute 51-4
Name attribute 51-4
Notes attribute 51-4
QOSDegradationAllowed attribute 51-4
QualityOf Service attribute 51-5
ReconnectDel ayl ncrease attribute 51-6
ReconnectDelayM aximum attribute 51-
7
ReconnectDelayMinimum attribute 51-8
Selector attribute 51-8
SourceDestination attribute 51-9
Started attribute 51-9
TargetDestination attribute 51-9
Targets attribute 51-9
TransactionTimeout attribute 51-9
MetaDataFile attribute 91-2
MibDataRefreshinterval attribute 65-2
MigratableRM I ServiceM Bean el ement
DeploymentOrder attribute 52-2

I-xii BEA WebL ogic Server Configuration Reference

Name attribute 52-2
Notes attribute 52-2
Targets attribute 52-2
MinEncryptBits attribute 85-5, 87-6
MinimumEncryptionLevel attribute 82-3
MinimumPasswordL ength attribute 57-3
MinimumPool Size attribute 43-2, 82-4
Modulus attribute 67-2
MonitoredAttributeName attribute 67-2, 68-
2,69-2, 72-2
MonitoredM BeanName attribute 67-2, 68-2,
69-2, 72-2
MonitoredM BeanType attribute 67-2, 68-2,
69-2, 72-2
M Sl FileReplicationEnabled attribute 62-13
MulticastAddress attribute 8-2, 42-9
MulticastBufferSize attribute 8-2
MulticastPort attribute 8-3, 42-9
MulticastSendDelay attribute 8-3
Multicast TTL attribute 8-3, 42-10

N

Name attribute 3-2, 4-2, 5-2, 6-2, 7-4, 8-3, 9-
2,10-2,11-1,12-3,13-2,14-3, 15-2,
16-2, 17-1, 18-2, 19-2, 20-2, 21-4,
22-3, 23-2, 24-3, 25-2, 26-3, 27-3,
28-2,29-12, 30-2, 31-3, 32-2, 33-3,
34-2,35-1, 36-2, 37-9, 38-7, 39-2,
40-1, 41-9, 42-10, 43-2, 44-3, 45-1,
46-1, 47-3, 48-3, 49-2, 50-2, 51-4,
52-2, 53-3, 54-6, 55-2, 56-2, 57-3,
58-2, 59-2, 60-4, 61-1, 62-16, 63-2,
64-2, 65-2, 66-2, 67-2, 68-2, 69-2,
70-2, 71-2, 72-2, 73-2, 74-1, 75-5,
76-2, 77-2, 78-2, 79-2, 80-6, 81-2,
82-4,83-2, 84-2, 85-5, 86-2, 87-7,
88-2, 89-2, 90-4, 91-2, 92-2, 93-2,
94-2,95-2, 96-2

Nativel OEnabled attribute 62-16

NativeM odeEnabl ed attribute 9-2



NetworkA ccessPointM Bean element

AcceptBacklog attribute 53-2
CompleteCOM M essageTimeout
attribute 53-2
CompleteHTTPM essageTimeout
attribute 53-2
CompleteT3MessageTimeout attribute
53-2
ListenAddress attribute 53-2
ListenPort attribute 53-2
LoginTimeoutMillis attribute 53-3
LoginTimeoutMillisSSL attribute 53-3
Name attribute 53-3
Notes attribute 53-3
SSL ListenPort attribute 53-3
TunnelingClientPingSecs attribute 53-3
TunnelingClientTimeoutSecs attribute
53-3

NetworkChannel M Bean € ement

AcceptBacklog attribute 54-2
BoundOutgoingEnabled attribute 54-3
ChannelWeight attribute 54-3
ClusterAddress attribute 54-3
COMEnabled attribute 54-3
Compl eteCOM M essageTimeout
attribute 54-3
CompleteHTTPM essageTimeout
attribute 54-3
CompleteT3MessageTimeout attribute
54-4
DeploymentOrder attribute 54-4
Description attribute 54-4
HTTPEnabled attribute 54-4
HTTPSEnabled attribute 54-4
ListenPort attribute 54-5
ListenPortEnabled attribute 54-5
LoginTimeoutMillis attribute 54-5
LoginTimeoutMillisSSL attribute 54-5
MaxCOM M essageSi ze attribute 54-6
MaxHTTPM essageSi ze attribute 54-6
MaxT3M essageSize attribute 54-6

Name attribute 54-6

Notes attribute 54-6

OutgoingEnabled attribute 54-7

SSL ListenPort attribute 54-7

SSL ListenPortEnabled attribute 54-7

T3Enabled attribute 54-7

T3SEnabled attribute 54-7

Targets attribute 54-7

TunnelingClientPingSecs attribute 54-7

TunnelingClientTimeoutSecs attribute
54-8

TunnelingEnabled attribute 54-8

NodeM anagerM Bean element

Certificate attribute 55-2
CertificatePassword attribute 55-2
CertificateType attribute 55-2
ErrorLog attribute 55-2
ListenAddress attribute 55-2
ListenPort attribute 55-2

L ogs attribute 55-2

Name attribute 55-2

Notes attribute 55-2
OutputLog attribute 55-2
TrustedCertsFile attribute 55-2

Notes attribute 3-2, 4-3, 5-2, 6-2, 7-4, 8-3, 9-

2,10-2,11-1,12-3,13-2, 14-3,15-3,
16-2, 17-1, 18-2, 19-2, 20-2, 21-4,
22-3, 23-2, 24-3, 25-2, 26-3, 27-3,
28-2, 29-12, 30-2, 31-3, 32-2, 33-3,
34-2, 35-2, 36-2, 37-9, 38-7, 39-2,
40-1, 41-9, 42-10, 43-2, 44-3, 45-2,
46-1, 47-3, 48-3, 49-2, 50-2, 51-4,
52-2, 53-3, 54-6, 55-2, 56-2, 57-3,
58-2, 59-2, 60-4, 61-1, 62-16, 63-2,
64-2, 65-2, 66-2, 67-2, 68-2, 69-2,
70-2,71-2, 72-2, 73-2, 74-1, 75-5,
76-2,77-2, 78-2, 79-2, 80-7, 81-2,
82-4,83-2, 84-2, 85-5, 86-2, 87-7,
88-2, 89-2, 90-4, 91-2, 92-2, 93-2,
94-2, 95-2, 96-2

NotifyDiffer attribute 72-2
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NotifyMatch attribute 72-2
NTAuthHost attribute 9-2
NTRealmMBean element
IgnoreBadDomainName attribute 56-1
Name attribute 56-2
Notes attribute 56-2
PrimaryDomain attribute 56-2
RealmClassName attribute 56-2
NumberOfFilesLimited attribute 48-4
NWAddr attribute 85-5, 87-7

0

Offset attribute 67-3

OidRoot attribute 71-2
OutgoingEnabled attribute 54-7
OutputL og attribute 55-2
OverrunPalicy attribute 29-13

P

PagingStore attribute 38-8
ParserClassName attribute 94-2, 96-2
Password attribute 11-2, 21-4, 63-2
PasswordPolicy attribute 60-4
PasswordPolicyMBean element

L ockoutCacheSize attribute 57-1

LockoutDuration attribute 57-2

L ockoutEnabled attribute 57-2

LockoutGCThreshold attribute 57-2

L ockoutResetDuration attribute 57-2

LockoutThreshold attribute 57-3

MinimumPasswordL ength attribute 57-3

Name attribute 57-3

Notes attribute 57-3
Path attribute 4-3, 19-2
PeerValidationEnforced attribute 75-5
PermissionCacheEnable attribute 7-4
PermissionCacheSi ze attribute 7-4
PermissionCacheT TL Negative attribute 7-4
PermissionCacheT TL Positive attribute 7-4
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PhoneNumber attribute 3-2

PollingInterval attribute 67-3, 68-2, 69-2, 72-
2

PoolList attribute 24-3

PoolName attribute 22-3, 26-3

Port attribute 71-2, 73-2

PostBindGID attribute 77-2

PostBindGIDEnabled attribute 77-2

PostBindUID attribute 77-2

PostBindUIDEnabled attribute 77-2

PostTimeoutSecs attribute 80-7

PreferredSecondaryGroup attribute 62-16

PreferWeblnfClasses attribute 79-3, 81-3

PrefetchEnums attribute 9-3

PrefixName attribute 36-2

PreparedStatementCacheSi ze attribute 21-4

PrimaryAddresses attribute 43-3, 82-4

PrimaryDomain attribute 56-2

Principal attribute 47-3

printing product documentation X

PriorityOverride attribute 37-10, 41-10, 42-
10

Properties attribute 6-3, 21-4, 23-2, 50-2

Property attribute 30-3

Publicld attribute 93-2, 94-2, 96-2

Q

QOSDegradationAllowed attribute 51-4
QualityOf Service attribute 51-5

R

RDBM SRealmMBean element
DatabaseDriver attribute 58-1
DatabasePassword attribute 58-2
DatabaseURL attribute 58-2
DatabaseUserName attribute 58-2
Name attribute 58-2
Notes attribute 58-2
Real mClassName attribute 58-2



SchemaProperties attribute 58-2
Realm attribute 60-4
RealmClassName attribute 11-2, 47-3, 56-2,
58-2, 78-2
ReconnectDel ayl ncrease attribute 51-6
ReconnectDelayMaximum attribute 51-7
ReconnectDelayMinimum attribute 51-8
RecvTimeout attribute 43-3
RedeliveryDelayOverride attribute 37-10,
41-10, 42-11
RedeliveryLimit attribute 37-11, 41-11, 42-
12
RefreshMinutes attribute 21-4
RemoteA ccessPoint attribute 86-2
RemoteA ccessPointList attribute 84-2
RemoteName attribute 83-2, 84-2
RemotePassword attribute 86-2
RemotePasswordlV attribute 86-2
ReplicationGroup attribute 62-16
ReplyQ attribute 91-2
Resource attribute 89-2
ResourceName attribute 83-2, 84-2
RestartDelay Seconds attribute 62-17
Restartl nterval Seconds attribute 62-17
RestartMax attribute 62-17
Retries attribute 90-4
RetryDelay attribute 90-4
Retrylnterval attribute 85-6, 87-7
ReverseDNSAllowed attribute 62-17
RM CFactoryMBean element
DeploymentOrder attribute 59-2
JNDIName attribute 59-2
Name attribute 59-2
Notes attribute 59-2
Targets attribute 59-2
RootDirectory attribute 12-3, 63-2
RootElementTag attribute 94-2, 96-2
RotationTime attribute 48-4
RotationType attribute 48-5
RowPrefetchEnabled attribute 22-3, 26-3
RowPrefetchSize attribute 22-3, 26-4

S

SAXParserFactory attribute 94-2, 95-2, 96-2
SchemaProperties attribute 58-2
Security attribute 85-6
SecurityConfigurationM Bean element
Name attribute 61-1
Notes attribute 61-1
SecurityContextEnabled attribute 43-3, 82-4
SecurityM Bean el ement
AuditProviderClassName attribute 60-2
CompeatibilityM ode attribute 60-2
ConnectionFilter attribute 60-2
ConnectionFilterRules attribute 60-3
ConnectionL oggerEnabled attribute 60-
4
GuestDisabled attribute 60-4
Name attribute 60-4
Notes attribute 60-4
PasswordPolicy attribute 60-4
Realm attribute 60-4
SystemUser attribute 60-4
SecurityPolicyFile attribute 63-2
Selector attribute 28-2, 51-8
SendServerHeaderEnabl ed attribute 80-7
ServerAffinityEnabled attribute 29-13
ServerCertificateChainFileName attribute
75-6
ServerCertificateFileName attribute 75-6
ServerK eyFileName attribute 75-6
ServerLifeCycleTimeoutVal attribute 62-18
ServerM Bean element
AcceptBacklog attribute 62-4
AdministrationPort attribute 62-4
AutoKilllIfFailed attribute 62-4
AutoRestart attribute 62-4
ClasspathServletDisabled attribute 62-5
ClientCertProxyEnabled attribute 62-5
Cluster attribute 62-5
ClusterRuntime attribute 62-5
ClusterWeight attribute 62-6
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I-xvi

COMEnabled attribute 62-4

Compl eteCOM M essageTimeout
attribute 62-6

CompleteHTTPM essageTimeout
attribute 62-7

Completel |OPM essageTimeout
attribute 62-7

CompleteT3MessageTimeout attribute
62-7

DefaultllOPPassword attribute 62-8

Defaultll OPUser attribute 62-8

DefaultProtocol attribute 62-8

DefaultSecureProtocoal attribute 62-8

DefaultTGIOPPassword attribute 62-8

Default TGIOPUser attribute 62-8

DomainLogFilter attribute 62-8

EnabledForDomainL og attribute 62-8

ExpectedToRun attribute 62-8

External DNSName attribute 62-9

ExtraRmicOptions attribute 62-9

HealthChecklInterval Seconds attribute
62-9

HealthCheck TimeoutSeconds attribute
62-9

HttpdEnabled attribute 62-9

IdlellOPConnectionTimeout attribute
62-9

I|OPENabled attribute 62-9

InstrumentStack TraceEnabled attribute
62-9

InterfaceAddress attribute 62-10

J2EE120nlyM odeEnabled attribute 62-
10

JavaCompiler attribute 62-10

JavaCompilerPostClassPath attribute
62-10

JavaCompilerPreClassPath attribute 62-
10

JDBCL ogFileName attribute 62-10

JDBCL oggingEnabled attribute 62-10

JM SDefaultConnectionFactoriesEnable

BEA WebL ogic Server Configuration Reference

d attribute 62-10

JINDITransportableObjectFactoryL ist
attribute 62-10

ListenAddress attribute 62-10

ListenDelaySecs attribute 62-11

ListenPort attribute 62-11

ListenPortEnabled attribute 62-11

LoginTimeout attribute 62-11

LoginTimeoutMillis attribute 62-11

L ogRemoteExceptionsEnabled attribute
62-11

Logs attribute 62-11

LowMemoryGCThreshold attribute 62-
11

LowMemoryGranularityLevel attribute
62-12

LowMemorySampleSize attribute 62-12

LowMemoryTimelnterval attribute 62-
12

Machine attribute 62-14

ManagedServer|ndependenceEnabl ed
attribute 62-14

MaxCOM M essageSi ze attribute 62-15

MaxHTTPM essageSi ze attribute 62-15

Max|1OPM essageSize attribute 62-15

MaxOpenSockCount attribute 62-16

MaxT3M essageSize attribute 62-16

M SIFileReplicationEnabled attribute
62-13

Name attribute 62-16

Nativel OEnabled attribute 62-16

Notes attribute 62-16

PreferredSecondaryGroup attribute 62-
16

ReplicationGroup attribute 62-16

RestartDelay Seconds attribute 62-17

RestartInterval Seconds attribute 62-17

RestartMax attribute 62-17

ReverseDNSAllowed attribute 62-17

ServerLifeCycleTimeoutVal attribute
62-18



ServerVersion attribute 62-18
StagingMode attribute 62-19
StartupM ode attribute 62-19
StdoutDebugEnabled attribute 62-19
StdoutEnabled attribute 62-19
StdoutFormat attribute 62-19
StdoutL ogStack attribute 62-20
StdoutSeverityL evel attribute 62-20
StuckThreadMaxTime attribute 62-20
StuckThreadTimerInterval attribute 62-
20
TGIOPENabled attribute 62-20
ThreadPool PercentSocketReaders
attribute 62-20
TransactionL ogFilePrefix attribute 62-
21
TunnelingClientPingSecs attribute 62-
21
TunnelingClientTimeoutSecs attribute
62-21
TunnelingEnabled attribute 62-21
UploadDirectoryName attribute 62-21
V erboseEJBDeploymentEnabled
attribute 62-21
XMLEntityCache attribute 62-21
XMLRegistry attribute 62-21
ServerPrivateKeyAlias attribute 75-6
ServerPrivateK eyPassPhrase attribute 75-6
ServerStartM Bean element
Arguments attribute 63-2
BeaHome attribute 63-2
ClassPath attribute 63-2
JavaHome attribute 63-2
Name attribute 63-2
Notes attribute 63-2
Password attribute 63-2
RootDirectory attribute 63-2
SecurityPolicyFile attribute 63-2
Username attribute 63-3
ServerStatusChecklInterval Factor attribute
65-3

ServerVersion attribute 62-18
ServletExtensionCaseSensitive attribute 79-
3,81-3
ServletRel oadCheck Secs attribute 79-3, 81-3
SessionMonitoringEnabled attribute 79-3,
81-3
SessionsM aximum attribute 39-2
Severityl evel attribute 13-2, 70-2
ShrinkingEnabled attribute 21-5
ShrinkPeriodMinutes attribute 21-5
ShutdownClassM Bean el ement
Arguments attribute 64-1
ClassName attribute 64-1
DeploymentOrder attribute 64-2
Name attribute 64-2
Notes attribute 64-2
Targets attribute 64-2
SingleSignonDisabled attribute 80-7
SingleThreadedServletPool Size attribute 79-
3,81-3
SNMPAgentMBean element
CommunityPrefix attribute 65-2
DebugL evel attribute 65-2
Enabled attribute 65-2
MibDataRefreshlnterval attribute 65-2
Name attribute 65-2
Notes attribute 65-2
ServerStatusCheckI nterval Factor
attribute 65-3
SNM PPort attribute 65-2
SNM PAttributeChangeM Bean el ement
AttributeM BeanName attribute 66-1
AttributeM BeanType attribute 66-1
AttributeName attribute 66-2
EnabledServers attribute 66-2
Name attribute 66-2
Notes attribute 66-2
SNMPCounterMonitorMBean element
EnabledServers attribute 67-2
Modulus attribute 67-2
MonitoredAttributeName attribute 67-2
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MonitoredM BeanName attribute 67-2
MonitoredM BeanType attribute 67-2
Name attribute 67-2
Notes attribute 67-2
Offset attribute 67-3
Pollinglnterval attribute 67-3
Threshold attribute 67-3

SNM PGaugeM onitorM Bean element
EnabledServers attribute 68-2
MonitoredAttributeName attribute 68-2
MonitoredM BeanName attribute 68-2
MonitoredM BeanType attribute 68-2
Name attribute 68-2
Notes attribute 68-2
PollingInterval attribute 68-2
ThresholdHigh attribute 68-2
ThresholdLow attribute 68-2

SNMPJIM XM onitorM Bean element
EnabledServers attribute 69-2
MonitoredAttributeName attribute 69-2
MonitoredM BeanName attribute 69-2
MonitoredM BeanType attribute 69-2
Name attribute 69-2
Notes attribute 69-2
Pollinglnterval attribute 69-2

SNMPL ogFilterMBean element
EnabledServers attribute 70-2
M essagel ds attribute 70-2
M essageSubstring attribute 70-2
Name attribute 70-2
Notes attribute 70-2
SeverityLevd attribute 70-2
SubsystemNames attribute 70-2
Userlds attribute 70-3

SNM PPort attribute 65-2

SNM PProxyM Bean element
Community attribute 71-1
Name attribute 71-2
Notes attribute 71-2
OidRoot attribute 71-2
Port attribute 71-2
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Timeout attribute 71-2
SNM PStringM onitorM Bean element
EnabledServers attribute 72-2
MonitoredAttributeName attribute 72-2
M onitoredM BeanName attribute 72-2
MonitoredM BeanType attribute 72-2
Name attribute 72-2
Notes attribute 72-2
NotifyDiffer attribute 72-2
NotifyMatch attribute 72-2
PollingInterval attribute 72-2
StringToCompare attribute 72-3
SNM PTrapDestinationM Bean element
Community attribute 73-1
Host attribute 73-2
Name attribute 73-2
Notes attribute 73-2
Port attribute 73-2
SNM PTrapSourceM Bean element
Name attribute 74-1
Notes attribute 74-1
SourceAccessPoint attribute 91-2
SourceDestination attribute 51-9
SourceName attribute 91-3
SourceQspace attribute 91-3
SSLEnable attribute 47-4
SSL ListenPort attribute 53-3, 54-7
SSL ListenPortEnabled attribute 54-7
SSL. MBean element
CertAuthenticator attribute 75-2
CertificateCacheSize attribute 75-2
Ciphersuites attribute 75-3
ClientCertificateEnforced attribute 75-3
Enabled attribute 75-4
ExportKeyLifespan attribute 75-4
HandlerEnabled attribute 75-4
HostnameV erificationlgnored attribute
75-4
HostnameV erifier attribute 75-4
KeyEncrypted attribute 75-5
ListenPort attribute 75-5



LoginTimeoutMillis attribute 75-5
Name attribute 75-5
Notes attribute 75-5
PeerValidationEnforced attribute 75-5
ServerCertificateChainFileName
attribute 75-6
ServerCertificateFileName attribute 75-
6
ServerKeyFileName attribute 75-6
ServerPrivateK eyAlias attribute 75-6
ServerPrivateK eyPassPhrase attribute
75-6
TrustedCAFileName attribute 75-6
TwoWaySSL Enabled attribute 75-6
UseJava attribute 75-7
StagingM ode attribute 4-3, 62-19
StagingPath attribute 4-4
Started attribute 51-9
StartupClassM Bean element
Arguments attribute 76-1
ClassName attribute 76-2
DeploymentOrder attribute 76-2
Failurel sFatal attribute 76-2
L oadBeforeA ppDeployments attribute
76-2
Name attribute 76-2
Notes attribute 76-2
Targets attribute 76-3
StartupM ode attribute 62-19
StdoutDebugEnabled attribute 62-19
StdoutEnabled attribute 62-19
StdoutFormat attribute 62-19
StdoutL ogStack attribute 62-20
StdoutSeverityLevel attribute 62-20
Store attribute 38-8
StoreEnabled attribute 37-12, 42-13
StreamChunkSize attribute 22-4, 26-4
StringToCompare attribute 72-3
StuckThreadMaxTime attribute 62-20
StuckThreadTimerInterval attribute 62-20
SubsystemNames attribute 13-2, 70-2

support

technical Xi
SupportsL ocal Transaction attribute 21-5
Systemld attribute 93-2, 94-2, 96-2
SystemUser attribute 60-4

T

T3Enabled attribute 54-7

T3SEnabled attribute 54-7

TargetAccessPoint attribute 91-3

TargetDestination attribute 51-9

TargetName attribute 91-3

TargetQspace attribute 91-3

Targetsattribute 10-2, 14-3, 19-2, 21-5, 22-4,
24-3, 25-2, 26-4, 29-13, 31-3, 33-3,
38-8, 43-3, 50-2, 51-9, 52-2, 54-7,
59-2, 64-2, 76-3, 79-3, 80-7, 81-3,
82-4,89-2

tBridgeGlobal attribute 89-2

Template attribute 37-12, 42-13

Temporary Template attribute 38-9

TestConnectionsOnRel ease attribute 21-5

TestConnectionsOnReserve attribute 21-6

TestTableName attribute 21-6

TGIOPENabled attribute 62-20

ThreadCount attribute 17-2

ThreadPool PercentSocketReaders attribute
62-20

Threshold attribute 67-3

ThresholdHigh attribute 68-2

ThresholdLow attribute 68-2

Timeout attribute 71-2, 90-4

TimeoutSeconds attribute 44-3

TimeToDeliverOverride attribute 37-13, 41-
12, 42-14

TimeToLiveOverride attribute 37-13, 41-12,
42-14

TmpPath attribute 14-3, 15-3

TpUsrFile attribute 87-8

Transacted attribute 39-3
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Transactional attribute 90-4
TransactionLogFilePrefix attribute 62-21
TransactionTimeout attribute 29-14, 51-9
TransformerFactory attribute 94-2, 95-2
TrandateFML attribute 91-3
TrustedCAFileName attribute 75-6
TrustedCertsFile attribute 55-2
TunnelingClientPingSecs attribute 53-3, 54-
7,62-21
TunnelingClientTimeoutSecs attribute 53-3,
54-8, 62-21
TunnelingEnabled attribute 54-8, 62-21
TuxErrorQueue attribute 90-5
TuxFactory attribute 90-5
TuxToJdmsPriorityMap attribute 90-5
TwoWaySSL Enabled attribute 75-6

U

UnixMachineM Bean element
Addresses attribute 77-1
Name attribute 77-2
Notes attribute 77-2
PostBindGID attribute 77-2
PostBindGIDEnabled attribute 77-2
PostBindUID attribute 77-2
PostBindUI DEnabled attribute 77-2
UnixReamMBean el ement
AuthProgram attribute 78-2
Name attribute 78-2
Notes attribute 78-2
RealmClassName attribute 78-2
UploadDirectoryName attribute 62-21
URI attribute 10-2, 14-3, 25-2, 79-3, 81-3
URL attribute 21-6, 23-2
URLResource attribute 80-7
Uselava attribute 75-7
UserAuthentication attribute 47-4
UserCacheEnable attribute 7-4
UserCacheSize attribute 7-4
UserCacheTTLNegative attribute 7-4
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UserCacheT TL Positive attribute 7-5

UserDN attribute 47-5

Userld attribute 90-6

Userlds attribute 13-2, 70-3

UserName attribute 6-3, 23-2, 27-3, 43-3, 82-
5

Username attribute 63-3

UserNameAttribute attribute 47-5

UserPassword attribute 6-4, 27-3, 43-3, 82-5

UserPasswordAttribute attribute 47-5

UserRole attribute 43-3, 82-5

UserTransactionsEnabled attribute 29-14

v

VerboseEJBDeploymentEnabled attribute
14-3,15-3, 62-21

Verbosel oggingEnabled attribute 9-3

ViewThl16Classes attribute 88-3

ViewThl32Classes attribute 88-3

VirtualHosts attribute 79-3, 81-3

w

WaitForConnectionEnabled attribute 22-4
WA PEnNabled attribute 80-7
WebA ppComponentM Bean element
Application attribute 79-2
AuthFilter attribute 79-2
AuthRealmName attribute 79-2
DeploymentOrder attribute 79-2
IndexDirectoryEnabled attribute 79-2
Name attribute 79-2
Notes attribute 79-2
PreferWeblnfClasses attribute 79-3
ServletExtensionCaseSensitive attribute
79-3
ServletReloadCheck Secs attribute 79-3
SessionMonitoringEnabled attribute 79-
3
SingleThreadedServletPool Size



attribute 79-3
Targets attribute 79-3
URI attribute 79-3
VirtualHosts attribute 79-3
WebServers attribute 79-3

WebServerM Bean element

AcceptContextPathlnGetReal Path
attribute 80-2
Charsets attribute 80-2
ClusteringEnabled attribute 80-2
DefaultServerName attribute 80-2
DefaultWebA pp attribute 80-2
DeploymentOrder attribute 80-3
FrontendHost attribute 80-3
FrontendHT TPPort attribute 80-3
FrontendHT TPSPort attribute 80-3
HttpsK eepAliveSecs attribute 80-3
KeepAliveEnabled attribute 80-3
KeepAliveSecs attribute 80-3

Application attribute 81-2

AuthFilter attribute 81-2

AuthRealmName attribute 81-2

DeploymentOrder attribute 81-2

IndexDirectoryEnabled attribute 81-2

Name attribute 81-2

Notes attribute 81-2

PreferWeblnfClasses attribute 81-3

ServletExtensionCaseSensitive attribute
81-3

ServletRel oadCheck Secs attribute 81-3

SessionMonitoringEnabled attribute 81-
3

SingleThreadedServletPool Size
attribute 81-3

Targets attribute 81-3

URI attribute 81-3

VirtualHosts attribute 81-3

WebServers attribute 81-3

LogFileBufferK Bytes attribute 80-4
L ogFileFlushSecs attribute 80-4
LogFileFormat attribute 80-4

Weight attribute 32-2, 34-2
WhenToCache attribute 93-3, 95-2
WL ECConnectionPool M Bean element

L ogFileName attribute 80-4

LoggingEnabled attribute 80-6

L ogRotationPeriodMins attribute 80-4

LogRotationTimeBegin attribute 80-5

LogRotationType attribute 80-6

MaxL ogFileSizeK Bytes attribute 80-6

MaxPostSize attribute 80-6

MaxPostTimeSecs attribute 80-6

Name attribute 80-6

Notes attribute 80-7

PostTimeoutSecs attribute 80-7

SendServerHeaderEnabled attribute 80-
7

SingleSignonDisabled attribute 80-7

Targets attribute 80-7

URLResource attribute 80-7

WA PEnNabled attribute 80-7

WebServers attribute 79-3, 81-3
WebServiceComponentM Bean element

ApplicationPassword attribute 82-2

CertificateA uthenticationEnabled
attribute 82-2

DeploymentOrder attribute 82-2

FailoverAddresses attribute 82-3

MaximumEncryptionLevel attribute 82-
3

MaximumPool Size attribute 82-3

MinimumEncryptionLevel attribute 82-
3

MinimumPool Size attribute 82-4

Name attribute 82-4

Notes attribute 82-4

PrimaryAddresses attribute 82-4

SecurityContextEnabled attribute 82-4

Targets attribute 82-4

UserName attribute 82-5

UserPassword attribute 82-5

UserRole attribute 82-5
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WLEDomain attribute 82-5
WLEDomain attribute 82-5
WIsErrorDestination attribute 90-6
WriteA uthorized attribute 3-2
WTCExportMBean element

EJBName attribute 83-2

L ocal AccessPoint attribute 83-2

Name attribute 83-2

Notes attribute 83-2

RemoteName attribute 83-2

ResourceName attribute 83-2
WTCImportMBean element

L ocal AccessPoint attribute 84-1

Name attribute 84-2

Notes attribute 84-2

RemoteA ccessPointList attribute 84-2

RemoteName attribute 84-2

ResourceName attribute 84-2
WTCLoca TuxDomMBean element

AccessPoint attribute 85-2

AccessPointld attribute 85-2

BlockTime attribute 85-2

CmpLimit attribute 85-2

ConnectionPolicy attribute 85-3

ConnPrincipalName attribute 85-2

Interoperate attribute 85-4

MaxEncryptBits attribute 85-4

MaxRetries attribute 85-4

MinEncryptBits attribute 85-5

Name attribute 85-5

Notes attribute 85-5

NWAddr attribute 85-5

Retrylnterval attribute 85-6

Security attribute 85-6
WTCPasswordM Bean element

L ocal AccessPoint attribute 86-2

L ocal Password attribute 86-2

Local PasswordlV attribute 86-2

Name attribute 86-2

Notes attribute 86-2

RemoteA ccessPoint attribute 86-2
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RemotePassword attribute 86-2
RemotePasswordlV attribute 86-2

WTCRemoteTuxDomM Bean € ement

AccessPaint attribute 87-2
AccessPointld attribute 87-2
AclPolicy attribute 87-2
CmpLimit attribute 87-2
ConnectionPolicy attribute 87-4
ConnPrincipalName attribute 87-3
Credentia Policy attribute 87-5
FederationName attribute 87-5
FederationURL attribute 87-5
Local AccessPoint attribute 87-5
MaxEncryptBits attribute 87-6
MaxRetries attribute 87-6
MinEncryptBits attribute 87-6
Name attribute 87-7

Notes attribute 87-7

NWAddr attribute 87-7
Retrylnterval attribute 87-7
TpUsrFile attribute 87-8

WTCResourcesM Bean €lement

AppPassword attribute 88-2
AppPasswordlV attribute 88-2
FIdTbl16Classes attribute 88-2
FIdThl32Classes attribute 88-2
Name attribute 88-2

Notes attribute 88-2
ViewThbl16Classes attribute 88-3
ViewThl32Classes attribute 88-3

WTCServerMBean element

DeploymentOrder attribute 89-2
Name attribute 89-2

Notes attribute 89-2

Resource attribute 89-2

Targets attribute 89-2
tBridgeGlobal attribute 89-2

WT CtBridgeGlobalMBean element
AllowNonStandardTypes attribute 90-2

DefaultReplyDeliveryMode attribute
90-2



DeliveryModeOverride attribute 90-3

JmsFactory attribute 90-3

JmsToTuxPriorityMap attribute 90-3

JndiFactory attribute 90-3

Name attribute 90-4

Notes attribute 90-4

Retries attribute 90-4

RetryDelay attribute 90-4

Timeout attribute 90-4

Transactiona attribute 90-4

TuxErrorQueue attribute 90-5

TuxFactory attribute 90-5

TuxToJdmsPriorityMap attribute 90-5

Userld attribute 90-6

WIsErrorDestination attribute 90-6
WTCtBridgeRedirectM Bean element

Direction attribute 91-2

MetaDataFile attribute 91-2

Name attribute 91-2

Notes attribute 91-2

ReplyQ attribute 91-2

SourceA ccessPoint attribute 91-2

SourceName attribute 91-3

SourceQspace attribute 91-3

TargetAccessPoint attribute 91-3

TargetName attribute 91-3

TargetQspace attribute 91-3

TranslateFML attribute 91-3

X

XAConnectionFactoryEnabled attribute 29-

15
XAPassword attribute 21-6
XAServerEnabled attribute 29-15
XML EntityCache attribute 62-21
XMLEntityCacheM Bean element
CacheDiskSize attribute 92-1
Cachel ocation attribute 92-2
CacheMemorySize attribute 92-2
CacheTimeoutlnterval attribute 92-2

MaxSize attribute 92-2
Name attribute 92-2
Notes attribute 92-2

XMLEntitySpecRegistryEntryMBean

element
CacheTimeoutlnterval attribute 93-2
EntityURI attribute 93-2
Name attribute 93-2
Notes attribute 93-2
Publicld attribute 93-2
Systemid attribute 93-2
WhenToCache attribute 93-3

XML ParserSel ectRegistryEntryMBean

element
DocumentBuilderFactory attribute 94-2
Name attribute 94-2
Notes attribute 94-2
ParserClassName attribute 94-2
Publicld attribute 94-2
RootElementTag attribute 94-2
SAXParserFactory attribute 94-2
Systemld attribute 94-2
TransformerFactory attribute 94-2

XMLRegistry attribute 62-21
XMLRegistryEntryM Bean element

DocumentBuilderFactory attribute 96-2
EntityPath attribute 96-2

Name attribute 96-2

Notes attribute 96-2

ParserClassName attribute 96-2
Publicld attribute 96-2
RootElementTag attribute 96-2
SAXParserFactory attribute 96-2
Systemld attribute 96-2

XMLRegistryMBean element

DocumentBuilderFactory attribute 95-2
Name attribute 95-2

Notes attribute 95-2

SAXParserFactory attribute 95-2
TransformerFactory attribute 95-2
WhenToCache attribute 95-2
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