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About This Document

This document describes how your application can write messages to the BEA
WebL ogic Server™ log files and listen for the log messages that WebL ogic Server
broadcasts. The document also outlines how you can use the WebL ogic Server
Administration Console to view log messages.

The document is organized as follows:

m Chapter 1, Writing Messages to the WebL ogic Server Log

m  Chapter 2, Viewing the WebL ogic Server Logs

m Chapter 3, Listening for Messages from the WebL ogic Server Log

Audience

This document is written for application devel opers who want to build Web
applications or other Java 2 Platform, Enterprise Edition (J2EE) components that run
on WebL ogic Server. It is assumed that readers know Web technol ogies,
object-oriented programming techniques, and the Java programming language.

e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation.
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How to Print the Document

Y ou can print acopy of this document from a Web browser, one main topic at atime,
by using the File-Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Server documentation
Home page on the e-docs Web site (and al so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or a portion of it) in
book format. To access the PDFs, open the WebL ogic Server documentation Home
page, click Download Documentation, and select the document you want to print.

Adobe Acrobat Reader is available at no charge from the Adobe Web site at
http://www.adobe.com.

Related Information

The BEA corporate Web site provides all documentation for WebL ogic Server.
Specifically, “Logging” in the Administration Console Online Help describes how to
configure log files that a WebL ogic Server generates, and the Internationalization
Guide describes how to set up message catal ogs that your application can use.

Contact Us!

Y our feedback on BEA documentation isimportant to us. Send us e-mail at
docsupport@bea.com if you have questions or comments. Y our comments will be
reviewed directly by the BEA professionalswho create and update the documentation.

In your e-mail message, please indicate the software name and version you are using,
aswell asthetitle and document date of your documentation. If you have any questions
about this version of BEA WebL ogic Server, or if you have problemsinstalling and
running BEA WebL ogic Server, contact BEA Customer Support through BEA
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WebSupport at http://www.bea.com. Y ou can al so contact Customer Support by using
the contact information provided on the Customer Support Card, which isincluded in
the product package.

When contacting Customer Support, be prepared to provide the following information:

Your name, e-mail address, phone number, and fax number
Your company name and company address

Your machine type and authorization codes

The name and version of the product you are using

A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention ltem

boldfacetext  Indicates terms defined in the glossary.

Ctrl+Tab Indicates that you must press two or more keys simultaneously.

italics Indicates emphasis or book titles.
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Convention

Item

nonospace Indicates code samples, commands and their options, data structures and
t ext their members, data types, directories, and file names and their extensions.
Monospace text al so indicates text that you must enter from the keyboard.
Examples:
#include <iostreamh> void main () the pointer psz
chrmod u+w *
\tux\ dat a\ ap
. doc
tux. doc
Bl TMAP
fl oat
nonospace I dentifies significant wordsin code.
bol df ace Example:
t ext . .
void commit ()
nonospace Identifies variables in code.
italic Example:
t ext .
String expr
UPPERCASE Indicates device names, environment variables, and logical operators.
TEXT Examples:
LPT1
SIGNON
OR
{1} Indicates a set of choicesin asyntax line. The braces themselves should

never be typed.

Indicates optional itemsin a syntax line. The brackets themselves should
never be typed.

Example:

buil dobjclient [-v] [-0 name ] [-f file-list]...
[-1 file-list]...

Separates mutually exclusive choicesin asyntax line. The symbol itself
should never be typed.
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Convention

Item

Indicates one of the following in a command line:

m  That an argument can be repeated several timesin a command line

m  That the statement omits additional optional arguments

m  That you can enter additional parameters, values, or other information
The ellipsisitself should never be typed.

Example:

buil dobjclient [-v] [-0 nane | [-f file-list]...
[-1 file-list]...

Indicates the omission of items from a code example or from a syntax line.

The vertical ellipsisitself should never be typed.

Using WebL ogic Logging Services
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CHAPTER

1

Overview of WebLogic
Logging Services

The WebL ogic Server logging services include facilities for writing, viewing, and
listening for log messages. While WebL ogic Server subsystems use these servicesto
provide information about events such as the deployment of new applications or the
failure of one or more subsystems, your application can also use them to communicate
its status and respond to specific events. For example, you can use WebL ogic logging
services to keep arecord of which user invokes specific application components, to
report error conditions, or to help debug your application beforereleasing it to a
production environment. In addition, you can configure your application to listen for a
log message from a specific subsystem and to respond appropriately.

Because each WebL ogic Server administration domain can run concurrent, multiple
instances of WebL ogic Server, thelogging services collect messagesthat are generated
on multiple server instancesinto asingle, domain-wide messagelog. Y ou can usethis
domain-wide message log to see the overall status of the domain.

To provide this overview of adomain’s status, each server instance broadcastsitslog
messages as Java Management Extensions (JM X) notifications. A server broadcasts
all messages and message text except for the following:

m  Messages of the DEBUG severity level.
m  Any stack traces that are included in a message.

The Administration Server listensfor asubset of these messages and writesthemto the
domain log file. To listen for these messages, the Administration Server registersa
JMX listener with each Managed Server. By default, the listener includes a filter that
allows only messages of severity level ERROR and higher to be forwarded to the
Administration Server. (See Figure 1-1.)
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Figure1-1 WebL ogic Server Logging Services
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The remainder of this document describes how your application can write and listen
for messages, and how you can view them through the WebL ogic Server
Administration Console.
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CHAPTER

2

Writing Messages to

the WebLogic Server
Log

The following sections describe how you can facilitate the management of your

application by writing log messages to the WebL ogic Server log files:

m “Using the 118N Message Catalog Framework: Main Steps’ on page 2-2
m “Using the NonCatalogL ogger APIS’ on page 2-9

m “Using GenericServlet” on page 2-13

In addition, this section includes the following sections:

m “Writing Messages from a Remote Application” on page 2-14

m  “Writing Debug Messages’ on page 2-15
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2

Writing Messages to the WebLogic Server Log

Using the I18N Message Catalog Framework:
Main Steps

The internationalization (118N) message catalog framework provides a set of utilities
and APIsthat your application can useto send its own set of messagesto the WebL ogic
Server log. The framework isideal for applications that need to localize the language
in their log messages, but even for those applications that do not need to localize, it
provides arich, flexible set of tools for communicating status and output.

To write log messages using the 118N message catal og framework, compl ete the
following tasks:

m  Step 1. Create Message Catalogs
m  Step 2: Compile Message Catalogs
m  Step 3: Use Messages from Compiled Message Catalogs

Step 1: Create Message Catalogs

2-2

A message catalog isan XML filethat containsacollection of text messages. Usualy,
an application uses one message catal og to contain a set of messages in a default
language and optional, additional catal ogsto contain messagesin other languages.

To create and edit a properly formatted message catal og, use the WebL ogic Message
Editor utility, whichisagraphical user interface (GUI) that isinstalled with WebL ogic
Server. To create corresponding messages in local languages, use the Message
Localizer, whichisaso a GUI that WebL ogic Server installs.

To access the Message Editor, do the following from a WebL ogic Server host:

1. Set the classpath by entering W._HOVE\ ser ver\ bi n\ set W.SEnv. cnd
(set W.SEnv. sh on UNIX), where W._HOMVE isthe directory in which you installed
WebL ogic Server.

2. Enter the following command: j ava webl ogi c. MsgEdi t or

3. To create anew catalog, choose File_New Catalog.
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Using the 118N Message Catalog Framework: Main Steps

For information on using the M essage Editor, refer to the following:

e Using the BEA WebL ogic Server Message Editor in the BEA WebLogic
Server Internationalization Guide.

e Using Message Catalogs with BEA WebL ogic Server in the BEA WebLogic
Server Internationalization Guide.

4. When you finish adding messages in the Message Editor, select File—-Save
Catalog. Then select File-Exit.

To access the Message Localizer, do the following from a WebL ogic Server host:

1. Set the classpath by entering W._ HOVE\ ser ver \ bi n\ set W.SEnv. cnd
(set W.SEnv. sh on UNIX), where W _HOME isthe directory in which you installed
WebL ogic Server.

2. Enter the following command: j ava webl ogi c. MsgLocal i zer

3. Usethe Message Localizer GUI to create |ocal e-specific catalogs.

Step 2: Compile Message Catalogs

After you create message catal 0gs, you usethei 18ngen and | 10ngen command-line
utilities to generate properties files and to generate and compile Java classfiles. The
utilities take the message catalog XML filesasinput and create compiled Java classes.
The Java classes contain methods that correspond to the messagesin the XML files.

To compile the message catal ogs, do the following:

1. From acommand prompt, use W._HOVE\ ser ver \ bi n\ set W.SEnv. cnd
(set W.SEnv. sh on UNIX) to set the classpath, where W._HOME isthe directory in
which you installed WebL ogic Server.

2. Enter the following command:
java webl ogic.i18ngen -build -d targetdirectory source-files
where:

e targetdirectory istheroot directory in which you want thei 18ngen
utility to locate the generated and compiled files. The Javafiles are placed in
sub-directories based on thei 18n_package and | 10n_package valuesin
the message catal og.

Using WebL ogic Logging Services 2-3


http://e-docs.bea.com/wls/docs81b/i18n/msgeditr.html
http://e-docs.bea.com/wls/docs81b/i18n/MssgCats.html

2 Writing Messages to the WebLogic Server Log

2-4

The catalog propertiesfile, i 18n_user. properti es, isplacedin the
t ar get di r ect ory. The default target directory isthe current directory.

e source-fil es specifiesthe message catal og files that you want to compile.
If you specify one or more directory names, i 18ngen processes all XML
filesin the listed directories. If you specify file names, the names of al files
must include an XML suffix. All XML files must conform to the
nmegcat . dt d syntax.

Note that when thei 18ngen generates the Javafiles, it appends Logger to the
name of each message catalog file.

3. If you created locale-specific catalogs in Step 1: Create Message Catalogs, do the
following to generate propertiesfiles:

a. Inthecurrent command prompt, add thet ar get di r ect or y that you specified
instep 2. tothe CLASSPATH environment variable. To generatelocal e-specific
propertiesfiles, all of the classesthat thei 18ngen utility generated must be on
the classpath.

b. Enter the following command:
java | 10ngen -d targetdirectory source-files

where:

e targetdirectory istheroot directory in which you want thel 10ngen
utility to locate the generated properties files. Usually thisis the same
target di rect ory that you specified in step 2. The properties files are
placed in sub-directories based on the | 10n_package valuesin the message
catalog.

e source-fil es gpecifiesthe message catal ogs for which you want to
generate properties files. You must specify top-level catalogs that the
Message Editor creates; you do not specify local e-specific catal ogs that the
Message Localizer creates. Usually thisisthe same set of source-fil es or
source directories that you specified in step 2.

4. Inmost cases, the recommended practice is to include the message class files and
properties files in the same package hierarchy as your application.

However, if you do not include the message classes and propertiesin the
application’s package hierarchy, you must make sure the classes arein the
application’s classpath.
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For complete documentation of thei 18ngen commands, refer to Using the BEA
WebL ogic Server Internationalization Utilities in the BEA WebLogic Server
I nter nationalization Guide.

Example: Compiling Message Catalogs

In this example, the Message Editor created a message catal og that contains one
message of typel oggabl e. The Message Editor saves the message catalog as the
following file: c: \ MyMsgCat \ MyMessages. xni .

Listing 2-1 shows the contents of the message catalog.

Listing 2-1 Sample Message Catalog

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE nessage_cat al og PUBLI C "webl ogi c- mnessage- cat al og-dt d"
"http://ww. bea. conf servers/w s710/ dt d/ nsgcat . dt d" >

<nmessage_cat al og
i 18n_package="com xyz. nsgcat "
| 10n_package="com xyz. nsgcat . | 10n"
subsystem="MyCient"
versi on="1.0"
basei d="700000"
endi d="800000"
| oggabl es="t rue"

prefix="XYzZ-"
>
<l--  Welcone nessage to verify that the class has been invoked-->
<l ognessage
nessagei d="700000"
dat el ast changed="1039193709347"
dat ehash="-1776477005"
severity="info"
net hod="startup()"
>

<nessagebody>
The cl ass has been invoked
</ messagebody>

<messagedet ai | >
Verifies that the class has been invoked

Using WebL ogic Logging Services 2-5
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and is generating | og nessages
</ messagedet ai | >

<cause>
Soneone has invoked the class in a renote JVM
</ cause>

<action> </action>

</l ognessage>
</ message_cat al og>

In addition, the Message Localizer creates a Spanish version of the messagein
M/Messages. xnl . The Message Localizer saves the Spanish catalog as
c:\ MyMsgCat\ es\ ES\ M\yMessages. xmn .

Listing 2-2 L ocale-Specific Catalog for Spanish

<?xm version="1.0" encodi ng="UTF-8"?>

<I DOCTYPE | ocal e_nessage_cat al og PUBLI C

"webl ogi c- | ocal e- mressage- cat al og-dt d"

"http://ww. bea. conf servers/w s710/dtd/| 10n_nsgcat . dt d" >

<l ocal e_nessage_cat al og
version="1.0"
>

<I-- Mensaj e agradabl e para verificar que se haya i nvocado | a cl ase
-->
<l ognessage
nessagei d="700000"
dat el ast changed="1039546411623"
>

<messagebody>
La cl ase se haya invocado
</ messagebody>

<messagedet ai | >
Verifica que se haya invocado la clase y esta
generando nensajes del registro.

</ messagedet ai | >

2-6 Using WebL ogic Logging Services
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<cause>Al gui en ha i nvocado | a cl ase en un JVM al ej ado. </ cause>
<action> </action>
</ | ognessage>

</l ocal e_nmessage_cat al og>

To compile the message catalog that the M essage Editor created, enter the following
command:

java webl ogi c.i 18ngen -build -d c:\MessageCut put
c:\ MyMsgCat \ M\yMessages. xni

Thei 18ngen utility creates the following files:

c:\ MessageQut put\i 18n_user. properties
c:\ MessageCQut put\ coml xyz\ nsgcat \ MyMessagesLogger . j ava
c:\ MessageQut put\ com xyz\ msgcat \ MyMessagesLogger . cl ass

c: \ MessageCQut put\ com xyz\ nsgcat \ | 10n\ MyMessagesLoglLocal i zer. prop
erties

c: \ MessageQut put\ com xyz\ msgcat \ | 10n\ MyMessagesLogLocal i zer Det ai
|'s. properties

To create properties files for the Spanish catalog, you do the following:

1

Add thei 18n classes to the command prompt’s classpath by entering the
following:
set CLASSPATH=%CLASSPATH% c: \ MessageQut put

Enter
java | 10ngen -d c:\ MessageCQut put c:\ MyMsgCat\ MyMessages. xm

Thel 10ngen utility creates the following files:

c: \ MessageCQut put\ com xyz\ nsgcat\ | 10n\ M/MessagesLoglLocal i zer _es_E
S. properties

c: \ MessageCQut put\ com xyz\ msgcat \ | 10n\ MyMessagesLogLocal i zer Det ai
| s_es_ES. properties

Using WebL ogic Logging Services 2-7
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Step 3: Use Messages from Compiled Message Catalogs

The classes and properties files generated by i 18ngen and | 10ngen provide the
interface for sending messages to the WebL ogic Server log. Within the classes, each
log message is represented by a method that your application calls.

To use messages from compiled message catal ogs:

1

Intheclassfilesfor your application, import the Logger classesthat you compiled
in Step 2: Compile Message Catal ogs.

To verify the package name, open the message catalog XML filein atext editor
and determine the value of thei 18n_package attribute. For example, the
following segment of the message catalog in Listing 2-1 indicates the package
name:

<message_cat al og
i 18n_package="com xyz. nsgcat "

To import the corresponding class, add the following line:

i mport com xyz. nsgcat . MyMessageslLogger ;

Call the method that is associated with a message name.

Each message in the catalog includes amet hod attribute that specifies the
method you call the display the message. For example, the following segment of
the message catalog in Listing 2-1 shows the name of the method:

<l ognessage
messagei d="700000"
dat el ast changed="1039193709347"
dat ehash="-1776477005"
severity="info"
met hod="startup()"

>

Listing 2-3illustrates a simple class that callsthisst ar t up method.

Listing 2-3 Example Class That Uses a M essage Catalog

i mport com xyz. nsgcat . MyMessagesLogger ;

public class MO ass {

public static void main (String[] args) {
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MyMessagesLogger . startup();
}

If the VM’ s system properties specify that the current location is Spain, then the
message is printed in Spanish.

Using the NonCatalogLogger APIs

In addition to using the 1 18N message catal og framework, your application can use the
webl ogi c. | oggi ng. NonCat al ogLogger APIsto send messages to the WebL ogic
Server log. With NonCat al ogLogger , instead of calling messages from acatal og, you
place the message text directly in your application code. We do not recommended
using this facility as the sole means for logging messages if your application needsto
be internationalized.

NonCat al ogLogger isalso intended for use by client code that is running in its own
JVM (as opposed to running within a WebL ogic Server JVM). A subsequent section
in thistopic, “Writing Messages from a Remote Application” on page 2-14, provides
more information.

To use NonCat al ogLogger in an application that runs within the WebL ogic Server
JVM, add code to your application that does the following:

1. Importsthewebl ogi c. | oggi ng. NonCat al ogLogger interface.
2. Usesthe following constructor to instantiate a NonCat al ogLogger object:

NonCat al ogLogger (j ava. |l ang. String nyApplication)

where my Appl i cat i on isaname that you supply to identify messages that your
application sends to the WebL ogic Server log.

3. Cdlsany of the NonCat al ogLogger methods.
Use the following methods to report normal operations:
e info(java.lang.String nmsg)

e info(java.lang.String nmsg, java.lang. Throwable t)

Using WebL ogic Logging Services 2-9
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i mport
i mport
i mport
i mport
i mport
i mport
i mport

i mport
i mport

public

2-10

Use the following methods to report a suspicious operation, event, or configuration that
does not affect the normal operation of the server/application:

e warning(java.lang. String msg)

e warning(java.lang. String nsg, java.lang. Throwabl e t)

Use the following methods to report errors that the system/application can handle with no
interruption and with limited degradation in service.

e error(java.lang. String nsg)
e error(java.lang. String nsg, java.lang. Throwable t)

Use the following methods to provide detailed information about operations or
the state of the application. These debug messages are not broadcast as IM X
notifications. If you use this severity level, we recommend that you create a “ debug
mode” for your application. Then, configure your application to output debug messages
only when the application is configured to run in the debug mode. For information
about using debug messages, refer to “Writing Debug Messages’ on page 2-15.

e debug(java.lang. String nsg)

e debug(java.lang. String nsg, java.lang. Throwable t)

All methodsthat take a Thr owabl e argument can print the stack tracein the error log.
For information on the NonCat al ogLogger APIs, refer to the
webl ogi c. | oggi ng. NonCat al ogLogger Javadoc.

Listing 2-4 illustrates a servlet that uses NonCat al ogLogger APIsto write messages
of various severity levels to the WebL ogic Server log.

Listing 2-4 Example NonCatalogL ogger M essages

java.io.PrintWiter;
java.io. | Cexception;

j avax.
j avax.
j avax.
j avax.
j avax.

servlet.http. HtpServlet;
servlet. http. HtpServl et Request;
servlet. http. HtpServl et Response;
servl et. Servl et Excepti on;

nam ng. Cont ext ;

webl ogi c. j ndi . Envi ronment ;
webl ogi c. | oggi ng. NonCat al ogLogger ;

cl ass

MyServl et extends HttpServlet {
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public void service (HtpServl et Request request,
Ht t pSer vl et Response response)
throws Servl et Exception, | OException {

PrintWiter out = response.getWiter();
NonCat al ogLogger myLogger = nul | ;

try {

out.println("Testing NonCatal ogLogger. See WS Server |og for output
nessage. ") ;

/1 Constructing a NonCatal ogLogger instance. Al nessages fromthis
/1 instance will include a <MyApplication> string.
nmyLogger = new NonCat al ogLogger (" MyApplication");

/1 Qutputting an | NFO nessage to indicate that your application has started.
nyl ogger.info("Application started.");

/1 For the sake of providing an exanpl e excepti on nessage, the next
/1 lines of code purposefully set an initial context. If you run this
/1l servliet on a server that uses the default port nunmber (7001), the
/1 servliet will throw an exception.

Envi ronnent env = new Environnent ();

env. set Provider Ul ("t3://1 ocal host: 8000");

Context ctx = env.getlnitial Context();

}
catch (Exception e){
out.println("Can't set initial context: " + e.getMessage());
/1 Prints a WARNI NG nessage that contains the stack trace.
nyl ogger.warni ng("Can't establish connections. ", e);
}
}

When the servlet illustrated in the previous example runs on a server that specifies a
listen port other than 8000, the following messages are printed to the WebL ogic Server
log file. Note that the message consists of a series of strings, or fields, surrounded by
angle brackets (< >).
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Listing 2-5 NonCatalogL ogger Output

#H###<Jun 26, 2002 12:04:21 PM EDT> <I| nfo> <MyApplication> <MyHost >
<exanpl esServer > <Execut eThread: '10' for queue: 'default'> <kernel identity> <>
<000000> <Application started. >

####<Jun 26, 2002 12:04: 23 PM EDT> <Warni ng> <My/Appl i cati on> <MyHost >
<exanpl esServer > <Execut eThread: '10' for queue: 'default'> <kernel identity> <>
<000000> <Can't establish connections. >

j avax. nam ng. Communi cati onExcepti on. Root exception is
j ava. net. Connect Exception: t3://1ocal host: 8000: Destination unreachable; nested
exception is:

Table 2-1 describes all of the fields that NonCat al ogLogger |og messages can
contain.

Table 2-1 NonCataloglL ogger L og M essage For mat

Field Description

Localized Timestamp Date and time when message originated, including the year, month, day of month,
hours, minutes and seconds. For example, <Jun 26, 2002 12: 04: 21 PM EDT>.

Severity One of thefollowing severity values, which correspondsto the type of method that you
used to generate the message:

I nf o, War ni ng, Error, Debug

Subsystem Indicates the source of the message. Thisis the string that you supply for the
NonCat al ogLogger constructor.

Server Name I dentify the origins of the message.

Machine Name L og messagesthat are generated within aclient VM client do not includethesefields.

Thread 1D For example, if your applicationrunsinaclient VM and it usesthe WebL ogic logging

services, the messagesthat it generates and sendsto the WebL ogic Server log fileswill
not include these fields.

User Id User on behalf of whom the system was executing when the error was reported.
Log messages that are generated within aclient VM client do not include thisfield.

Transactionld Present only for messages logged within the context of a transaction.
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Table 2-1 NonCatalogL ogger L og M essage For mat

Field Description

Message Id A six-digit identifier for the message. The message ID for NonCat al ogLogger
messages is always 000000.

Message text The text that you supply for the NonCat al ogLogger method.

ExceptionName

If the message is logging an Exception, this field contains the name of the Exception.

Using GenericServlet

Thej avax. servl et . Generi cSer vl et servlet specification provides the following
APIsthat your servlets can use to write asimple message to the WebL ogic Server log:

m | og(java.lang. String msg)
® |og(java.lang.String nsg, java.lang. Throwabl e t)

For more information on using these APIs, refer to the J2EE Javadoc for
j avax. servl et. GenericServl et at
http://java.sun.com/products/servlet/2.3/javadoc/javax/servlet/GenericServlet.html.

JSPs do not extend from Generi cSer vl et and cannot use these APIs. If you want
your JSPs to send messages to alog file, consider using the 18N message catalog
services or NonCat al ogLogger APIs.
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Writing Messages from a Remote
Application

If your application runsin aJVM that is separate from a WebL ogic Server, it can use
message catalogs and NonCat al ogLogger , but the messages are not writtento a
WebL ogic Server log. Instead, the application’ s messages are written to the remote
JVM’s standard out.

If you want the WebL ogic |ogging service to send these messagesto alog file that the
remote JVM maintains, include the following argument in the command that startsthe
remote VM:

- Dnebl ogi c. | og. Fi | eName=Il ogfi | enane
wherel ogf i | ename isthe name that you want to use for the remote log file.

If you want a subset of the message catalog and NonCat al ogLogger messagesto
standard out as well as the remote JVM log file, include the following additional
startup arguments:

- Dnebl ogi c. St dout Enabl ed=t rue
- Dnebl ogi c. St dout DebugEnabl ed=bool ean
- Dnebl ogi c. St dout SeveritylLevel =[64 | 32 | 16| 8| 4| 2| 1]

where bool ean iseither t rue or f al se and the numeric values for
St dout Severi tyLevel correspond to the following severity levels:

INFO(64) WARNING(32), ERROR(16), NOTICE(8), CRITICAL(4), ALERT(2) and
EMERGENCY (1).

Writing Messages from a Remote JVM to a File

A remote VM can generate its own set of messages that communicate information
about the state of the VM itself. For example, you can configure a VM to generate
messages about garbage collection. By default, the JVM sends these messages to
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standard out. Y ou cannot redirect these messages to the WM’ slog file, but you can
save them to a separate file. For more information, refer to “Redirecting VM
Messagesto aFile” in the Administration Console Online Help.

Writing Debug Messages

Whileyour application isunder development, you might find it useful to create and use
messages that provide verbose descriptions of low-level activity within the
application. Y ou can use the DEBUG severity level to categorize these low-level
messages. All DEBUG messages that your application generates are sent to the

WebL ogic Server log file. (Unlike Log4j, which is athird-party logging service that
enables you to dynamically exclude log messages based on level of severity, the
WebL ogic Server log includes all levels of messages that your application generates.)

Y ou also can configure the WebL ogic Server to send DEBUG messages to standard out.
For moreinformation refer to “ Specifying Which M essages a Server Sendsto Standard
Out” in the Administration Console Online Help.

If you use the DEBUG severity level, we recommend that you create a“ debug mode” for
your application. For example, your application can create an object that contains a
boolean value. To enable or disable the debug mode, you toggle the value of the
boolean. Then, for each DEBUG message, you can create a wrapper that outputs the
message only if your application’ s debug mode is enabled.

For exampl e, the following code can produce a debug message:

private static bool ean debug = Bool ean. get Bool ean(" ny. debug. enabl ed") ;

i f (debug) {
myl ogger . debug(" Sonet hi ng debuggy happened");

}

Y ou can use this type of wrapper both for messages that use the message catalog
framework and that use the NonCat al ogLogger API.

To enableyour application to print this message, you include the following Java option
when you start the application’s JVM:

- Dy debug. enabl ed=t r ue
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3 Viewing the WebLogic
Server Logs

The WebL ogic Server Administration Console provides separate but similar log
viewersfor thelocal server log and the domain-wide message log. Thelog viewer can
search for messages based on fields within the message. For example, it can find and
display messages based on the severity, time of occurrence, user ID, subsystem, or the
short description. It can also display messages asthey arelogged, or search for past log
messages. (See Figure 3-1.)
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Figure3-1 Log Viewer

In addition to viewing messages from the Administration Console, you can specify
which messages are sent to standard out. By default, only messages of WARNI NG or
higher are sent to standard out.

For information about viewing, configuring, and searching message logs, refer to the
following topics:

m Viewing Server Logsin the Administration Console Online Help

m  Specifying Which Messages a Server Sendsto Standard Out in the
Administration Console Online Help

m  Viewing the Domain Log in the Administration Console Online Help
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CHAPTER

A

Listening for Messages

from the WebLogic
Server Log

Each WebL ogic Server instance broadcasts its |og messagesin the form of IMX
notifications. The broadcast includes all messages (except those of the DEBUG severity
level) that the WebL ogic Server instance, its subsystems, and any applicationswriteto
the WebL ogic Server log. An Administration Server listensfor these notifications and
places a subset of them in the domain-wide message log. (See Figure 1-1, “WebL ogic
Server Logging Services,” on page 1-6.)

Y our application also can listen for log messages that are broadcast from aWebL ogic
Server instance. For exampl e, your application can listen for alog messagethat signals
the failure of a specific subsystem. Then your application can perform actions such as:

m E-mail the log message to the WebL ogic Server administrator.
m  Shut down or restart itself or its subcomponents.

To listen for these notifications, you create a notification listener and register it with
the WebL ogic Server broadcast MBean, LogBr oadcast er Runt i meMBean. A
notification listener is an implementation of the IMX Not i fi cati onLi st ener
interface. When LogBr oadcast er Runt i meMBean emits a notification, it uses the
registered listener’'shandl eNot i fi cat i on method to passa

VebLogi cLogNot i fi cat i on object. (See Figure 4-1.)
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Figure4-1 WebL ogic Broadcaster and Your Listener

LogBr oadcast er Runt i mreMBean MyNot i fi cati onLi st ener

Regi stered |isteners:
M/Not i fi cati onLi st ener pe- handl eNot i fication()

WebLogi cLogNotification

A subsequent subsection, “WebL ogicL ogNotification Objects’ on page4-13, provides
more information about WebLogi cLogNot i fi cati on objects

To enable your application to listen for notifications from a WebL ogic Server log,
complete the following tasks:

m  Step 1: Create aNotification Listener
m  Step 2: Register the Notification Listener

m  Step 3: Create and Register aNotification Filter

Note: If your application runs outside a WebL ogic Server VM, it can listen for
WebL ogic Server log notifications, but it cannot use WebL ogic logging
services to broadcast messages.

Step 1: Create a Notification Listener

4-2

The steps that you follow to create anotification listener differ depending on whether
your application runs within a WebL ogic Server VM.

This section contains the following subsections:

m Creating aNotification Listener for an Application that Runs Within a WebL ogic
Server VM
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m Creating a Notification Listener for a Remote Application

Creating a Notification Listener for an Application that
Runs Within a WebLogic Server JVM

If your application runs within aWebL ogic Server VM, do the following:

1. Importthej avax. managenent . Noti fi cati on. * interfaces. Because WebL ogic
Server already includes these interfaces and requires them to be on the classpath,
you need only to include an import statement in your class.

2. Createaclassthat implementsNot i fi cati onLi st ener. Your implementation
must includethe Not i fi cati onLi st ener. handl eNoti fi cati on() method.

For more information on Not i fi cat i onLi st ener, refer to the
j avax. management . Not i fi cat i on Javadoc, which you can download from
http://jcp.org/aboutJava/communityprocess/final /jsr003/index.html.

Figure 4-2 shows asystem in which aJSP is running within aWebL ogic Server VM.
The JSP listens for notifications from LogBr oadcast er Runt i meMBean.

Figure4-2 Listener for a L ocal JSP

_ — 7 \Wblogic Server JVM T — __
- - ~
_ ~
_ MBean JSP ~
y AN
/ LogBroadcast er Runti meMBean | g MyNoti fi cati onLi stener \\
\ handl eNot i fi cati on() y
A %
AN - _
~ ~
~ —
— —

Listing 4-1 provides an example notification listener for alocal client. The listener
usesWebLogi cLogNot i fi cat i on getter methodsto print all messagesthat it receives.
For more information, refer to “WebL ogicL ogNotification Objects’ on page 4-13.
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Listing4-1 Example Notification Listener for a L ocal Client

i mport javax.nmanagenent. Notification;
i mport javax. managenent. Noti fi cati onLi stener;

public class MyNotificationListener inplenents
Noti fi cationLi stener {

public void handl eNotification(Notification notification, Object handback) {
WebLogi cLogNotification win = (WbLogi cLogNotification)notification;
System out. println("WbLogi cLogNotification");

Systemout.printin(" type =" + wn.getType());
Systemout.println(" nessage id =" + w n.getMssageld());
Systemout.println(" server name = " + win.getServernanme());
Systemout.printin(" tinestanp =" + wn.getTineStanp());
System out. println(" message = " + w n.get Message() + "\n");

Creating a Notification Listener for a Remote Application

If your application resides outside of the WebL ogic Server VM, do the following:

1. Makesurethat W._HOVE/ server/ | i b/ webl ogi c_sp. jar and
W._HOVE/ server/ i b/ webl ogi c. jar areintheapplication’s classpath.

2. Import thej avax. managenent . Noti fi cati on. * interfaces.

3. Create aclassthat implements
webl ogi c. managenent . Renot eNot i fi cati onLi st ener.
Renot eNot i fi cati onLi st ener MBean makes notifications available to remote
applications viaRMI by extending
j avax. managenent . Noti fi cati onLi st ener andjava. rmi.

Your implementation must include the

Renot eNot i fi cati onLi stener. handl eNoti fi cati on() method. For more
information, refer to the

webl ogi c. management . Renot eNot i f i cati onLi st ener Javadoc.
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Figure 4-3 shows a system in which a JSP runs in the WebL ogic Server VM and an
application runsin aremote VM. To listen for notifications, the JSP implements
Noti fi cati onLi st ener and the remote application implements

Renot eNot i fi cati onLi st ener.

Figure4-3 Local JSP and Remote Application

- V"éTbLogi c Server JW T — __
- - —~ ~
— ~
~ MBean JSP ~
s N
/ LogBr oadcast er Runt i nreMBean Noti ficati onLi st ener \\
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M/Renot eNot i fi cati onLi st ener

handl eNoti fi cation() /

Listing 4-2 provides an example notification listener for aremote client.

Listing 4-2 Example Notification Listener for a Remote Client

i nport javax. managenent. Notificati on;

i mport javax.managenent. NotificationLi stener;

i mport webl ogi c. managenent . Renot eNot i fi cati onLi st ener;
i mport webl ogi c. managenent . | oggi ng. WebLogi cLogNoti fi cati on;

public class MyRenoteNotificationListener

Renot eNot i fi cati onLi stener {

i npl enent s
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public void handl eNotification(Notification notification, Cbject handback) ({
WebLogi cLogNotification win = (WbLogi cLogNotification)notification;
}

Step 2: Register the Notification Listener

After you implement your notification listener, you must register it with

LogBr oadcast er Runt i neMBean on aWebL ogic Server instance. Because each
instance broadcasts its own notifications, you must register your notification listener
on each WebL ogic Server instance from which you want to receive notifications.

This section describes the code fragment that you use to register alistener. You can
add this fragment to a class that runs when your client application starts, when a
WebL ogic Server instance starts, or whenever you want your application to receive
notifications.

Toregister withtheLogBr oadcast er Runt i neMBean on aWebL ogic Server instance,
the code must do the following:

1. Import the following interfaces:

j avax. nam ng. Cont ext

j avax. nam ng. I ni tial Cont ext

j avax. nam ng. Aut hent i cati onExcepti on
j avax. nam ng. Conmuni cat i onExcepti on
j avax. nam ng. Nam ngExcepti on

webl ogi c. j ndi . Envi r onnment

webl ogi c. managenent . MBeanHomne

2. Obtain the MBeanSer ver from MBeanHomre. For more information, refer to
Accessing WebL ogic Server MBeans in the Using WebLogic JMX Services
Guide.

3. UsetheaddNoti ficationLi st ener () method of the MBeanSer ver to register
your notification listener with LogBr oadcast er Runt i meMBean.
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Step 2: Register the Notification Listener

Using the addNotificationListener API

The syntax for theaddNot i fi cati onLi st ener APl isasfollows:

MBeanSer ver . addNot i fi cati onLi st ener (Obj ect Nanme nane,
NotificationLi stener |istener,
NotificationFilter filter,

j ava. | ang. bj ect handback)

Provide the following values:

m nane isthe object name of the WebL ogic Server instance’s
LogBr oadcast er Runt i neMBean. You can abtain the object name by doing one
of the following:

e Creating an instance webl ogi c. managenent . WebLogi cObj ect Name. For
more information, refer to the WebLogi cObj ect Nane Javadoc.

e Looking up the
webl ogi c. managenent . r unti ne. LogBr oadcast er Runt i neMBean at
runtime and calling . get Obj ect Nane( ) . For moreinformation, refer to the
LogBr oadcast er Runt i neMBean Javadoc.

e Using thewebl ogi ¢. Adni n GET command. For more information, refer to
the GET command in the WebLogic Server Command Line Reference.

m |istener istheinstance of the Notification listener you created in “ Step 1:
Create a Notification Listener” on page 4-2.

m filter isafilter object. If filterisnul I , no filtering will be performed before
handling notifications. The next section, “Step 3: Create and Register a
Notification Filter” on page 4-11, describes creating and registering afilter
object.

® handback isthe context to be sent to the listener when anotification is
broadcast.

Complete documentation for theaddNot i fi cat i onLi st ener APl isavailableinthe
Javadoc for j avax. managenent . MBeanSer ver , which you can download from
http://jcp.org/aboutJava/communityprocess/final/jsr003/index.html.
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Examples for Registering a Notification Listener

4-8

The following examples register the listener defined in Step 1: Create a Notification
Listener. The examplesin Listing 4-3 and Listing 4-4 do the following:

1

Usethe webl ogi c. managenent . Hel per API to obtain the server-specific
MBeanHone interface for a server named peach. For more information about
obtaining the MBeanHone interface, refer to Accessing WebL ogic Server MBeans
in the Programming WebL ogic Management Services with JMX guide.

Use the MBeanHone interface to retrieve the corresponding MBeanSer ver
interface.

Use adifferent method for retrieving the LogBr oadcast er Runt i neMBean object
name.

Instantiate the listener object defined in Step 1: Create a Notification Listener.

UsetheaddNoti fi cati onLi st ener method of the Ser ver MBean interface to
register the listener object with the LogBr oadcast er Runt i neMBean.

Listing 4-3 uses WebLogi cObj ect Name to construct the
LogBr oadcast er Runt i neMBean object name.
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Listing 4-3 Using WebL ogicObjectName

public void find(String host, int port, String usernanme, String password,
String hostnanme, String nmyDonmain, String myServer)

{

String url ="t3://" + host + ":" + port;
/1 CGet the server’s MBeanHone interface.
try {
server Speci fi cHome = (MBeanHone) Hel per . get MBeanHong(
user name, password, url, hostnane);
} catch (111 egal Argunent Exception iae) {
Systemout.printin("lIllegal Argument Exception: " + iae);
}
/1 Use MBeanHone to get the server’s MBeanServer interface.
MBeanServer nBServer = server SpecificHonme. get MBeanServer () ;
/] Construct the WebLogi cQbj ect Nane of the server’s LogBroadcast er Runti neMBean.
WebLogi cObj ect Name | ogBCOnane = new WebLogi cObj ect Nare(
"WebLogi cLogBr oadcast er", "LogBroadcast er Runti ne", myDomai n, nyServer) ;
/llnstantiate a |istener object.
MyRernot eNot i fi cati onLi stener myListener = new MyRenot eNoti fi cati onLi stener();
// Regi ster the |listener.
nServer.addNoti fi cati onLi stener( | ogBCOnane, nyLi stener, null,null );
}

Listing 4-4 uses MBeanHone. get MBeanByCl ass to retrieve the
LogBr oadcast er Runt i meMBean object name.

Listing 4-4 Using getObjectName()

public void find(String host, int port, String username, String password,
String hostnanme, String nmyDomain, String myServer)

{
String url = "t3://" + host + ":" + port;
/1 Get the server’s MBeanHone interface.
try {
server Speci fi cHone = (MBeanHone) Hel per . get MBeanHome(

user nanme, password, url, hostnane);

} catch (111 egal Argunent Exception iae) {
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Systemout.printlin("lIllegal Argument Exception: + iae);

}

/1 Use MBeanHone to get the server’s MBeanServer interface.
MBeanServer nBServer = server SpecificHone. get MBeanServer ();

/1 Use get MBeanByCl ass to retrieve the object nane.
LogBr oadcast er Runti neMBean | ogBCOnanme = (LogBroadcast er Runti neMBean)
horne. get MBeanByd ass(
Cl ass. forNanme ("webl ogi c. managenent. runti nme. LogBr oadcast er Runt i mneMBean")

)

/llnstantiate a |istener object.
MyRenot eNot i fi cati onLi stener nyLi stener = new MyRenot eNoti fi cati onLi stener();

/| Regi ster the |listener.
nBerver . addNoti fi cati onLi stener( | ogBCOnane, nyLi stener, null,null );

Listing 4-5 assumes that you used webl ogi ¢. Adni n GET to retrieve the
LogBr oadcast er Runt i neMBean object name. It also illustrates the format of object
names that webl ogi c. Admi n GET returns.

Listing 4-5 Using weblogic Admin GET

M/Rerot eNot i fi cati onLi stener nyLi stener = new MyRenot eNoti fi cati onLi stener();
MBeanServer nfServer = hone. get MBeanServer();

bj ect Nane | ogBCOnane = new
bj ect Nanme( " mydonai n: Locat i on=nyser ver, Name=ThelLogBr oadcast er, Type=LogBr oadcast
erRuntinme");

nServer. addNoti fi cati onLi stener( | ogBCOnane, nyLi stener, null,null);
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Step 3: Create and Register a Notification
Filter

By default, the notification listener that you registered in the previous section listens
for al notifications from LogBr oadcast er Runt i meMBean and sends them to your
application. Y ou can configure the LogBr oadcast er Runt i meMBean to send only the
notifications that are pertinent to your application by creating and registering afilter.
The filter determines whether a notification matches a set of criteriathat you create,
and the LogBr oadcast er Runt i neMBean sends the notification only if the filter
evaluates astrue.

This section contains the following subsections:
m Creating and Registering a Filter
m  WebL ogicL ogNotification Objects

m  Example Notification Filter

Creating and Registering a Filter

To create and register afilter, do the following:

1. Import the following interfaces:

import javax.managenent. Notification
import javax.managenent. NotificationFilter

Optionally import the following interface:
i mport webl ogi c. managenent . | oggi ng. WebLogi cLogNot i ficati on

WebLogi cLogNot i fi cati on provides methods that you can use to get attributes
of WebL ogic log messages.

2. Create aserializable object that does the following:
a. Implementsj avax. managenent . Noti ficationFilter.

b. Searches anatification for a string.
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To search a notification that has been cast asaWebLogi cLogNot i fi cati on
object, you can use WebLogi cLogNot i fi cat i on getter methods. For
example, you can use the getter methods to get the message timestamp,
severity, user ID, the name of the subsystem that generated the message, the
message text, and other data. For more information, refer to

WebL ogicLogNotification Objects.

c. Usesaboolean to indicate whether the serializable object returns atrue value.

d. (Optional) Includes code that carries out an action depending on the value of
the boolean. For example, your filter can use the JavaMail API to send e-mail
to an administrator if amessageis of severity WARNI NG or higher.

3. UsetheaddNoti ficationLi st ener API toregister the filter. For more
information, refer to “Using the addNotificationListener API” on page 4-7.

Adding Filter Classes to the Server Classpath

If you create afilter for alistener that runsin aremote VM, you must add thefilter's
classesto the classpath of the server instance from which you are listening for
notifications. Although the listener runsin the remote JVM, to minimize the
transportation of serialized data between thefilter and the listener, thefilter runsin the
JVM of the server instance. (See Figure 4-4.)
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Figure4-4 FiltersRun on WebL ogic Server
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WebLogicLogNotification Objects

All messages that a WebL ogic Server generates are cast as
webl ogi c. managenent . | oggi ng. WebLogi cLogNot i fi cati on objects.
WebLogi cLogNot i fi cati on objects contain the following fields:

m  Type—identifies the notification as required by the IMX specification. This field
has the format:

webl ogi c. | og. subSyst em nessagel D
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where subSyst emindicates the subsystem or application that issued the log
message this notification contains, and messagel Dindicates the internal
WebL ogic Server message ID.

Note: For NonCat al ogLogger messages, the message ID isaways000000. All
log messages that WebL ogic Server subsystems generate have a message
ID that begins with the string BEA- .

Time stamp—indicates the time at which the log message causing this
notification was generated by the server.

Sequence number.
M essage—contains the log message.

User data—the user datafield is not currently used.

A WebLogi cLogNot i fi cati on inherits getter methods from
j avax. management . Not i fi cat i on and it provides one getter method for each field
within the log message. (See Figure 4-5.)

Y ou can use these getter methods to search or print the information within the
WebLogi cLogNot i fi cati on. For more information, refer to the
webl ogi c. managenent . | oggi ng. WebLogi cLogNot i fi cat i on Javadoc.
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Step 3: Create and Register a Notification Filter

Figure4-5 WebL ogicL ogNatification Getter M ethods

WebLogi cLogNot i fication
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SequenceNunber
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Notification

Ser ver Nane

source Threadl d
Userld
get Ti meSt anp() Severity

get SequenceNurnber ()
get Message()
get User Dat a() User Dat a

get Server Nane()
get Threadl d()
get User I d()

get Severity()

Example Notification Filter

Listing 4-6 provides an example Not i fi cati onFi | t er that usesthe
WebLogi cLogNot i fi cati on. get Type method.

Listing 4-6 Example Notification Filter

i mport javax.managenent. Notification;
i mport javax.managenent. NotificationFilter;
i mport webl ogi c. managenent . | oggi ng. WebLogi cLogNot i fi cati on;

public class MyLogNotificationFilter inplenments NotificationFilter,
java.io. Serializable {

Using WebL ogic Logging Services ~ 4-15



4 Listening for Messages from the WebLogic Server Log

public MyLogNotificationFilter() {
subsystem="";
}

public bool ean isNotificationEnabled(Notification notification) {
if (!I'(notification instanceof WbLogi cLogNotification)) {
return false;

}
WebLogi cLogNotification win = (WbLogi cLogNotification)notification;
if (subsystem == null || subsystemequals("")) {
return true;
}
StringTokeni zer tokens = new StringTokeni zer (W n. get Type(), ".");

t okens. next Token() ;
t okens. next Token() ;
return (tokens. next Token(). equal s(subsysten));

}

public void setSubsystenFilter(String newSubsystem {
subsyst em = newSubsyst em
}
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