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About This Document

This document is organized as follows:

m  “Introduction” discusses the audiences of this document, the need for security,
and the WebL ogic Security application programming Interfaces (APIs).

m “Securing Web Applications (Thin Clients)” describes how to implement
security in Web applications.

m “Writing Secure Java Clients (Fat Clients)” describes how to implement security
in Java clients.

m “Securing EJB Applications’ describes how to implement security in Enterprise
JavaBeans.

m “Protecting Application Server Resources’ discusses network connection filters
and J2EE sandbox security.

m  “Deprecated Security APIS’ provideslist of webl ogi c. security packagesin
which APIs have been deprecated.

Audience for this Guide

Thisdocument isintended for programmerswho want to incorporate security into their
WebL ogic Server applications. It providesan overview of theWebL ogic security APIs
and describes how to use them. The procedures and code examples provided in this

document assumethat you are using the WebL ogi ¢ security providersthat areincluded
in the WebL ogic Server distribution, not Custom security providers. The usage of the
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WebL ogic security APIsdoes not changeif you el ect to use Custom security providers,
however, the management procedures of the custom security providers may be
different.

Note: This document does not provide comprehensive instructions on how to
configure WebL ogic Security providers and Custom security providers. For
information on configuring WebL ogic security providers and Custom security
providers, see Managing WebL ogic Security.

Note: Thisdocument isnot intended for developers who want to write Custom
security providersfor use with WebL ogic Server. It does not describe how to
write Custom security providers. For information on developing Custom
security providers, see Developing Security Providers for WebL ogic Server.

e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation.

How to Print the Document

Y ou can print acopy of this document from a Web browser, one main topic at atime,
by using the File —Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Server documentation
Home page on the e-docs Web site (and al so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or a portion of it) in
book format. To access the PDFs, open the WebL ogic Server documentation Home
page, click Download Documentation, and select the document you want to print.

Adobe Acrobat Reader is available at no charge from the Adobe Web site at
http://www.adobe.com.

viii Programming WebL ogic Security


http://www.adobe.com

Related Information

In addition to this document, Programming WebL ogic Security, the following
documents provide user information on WebL ogic Security: These documents are
available on the Web at edocs. beasys. com

Introduction to WebL ogic Security—This document summarizes the features of
the WebL ogic Security Service and presents an overview of the architecture and
capabilities of the WebL ogic Security Service. It is the starting point for
understanding the WebL ogic Security Service.

Managing WebL ogic Security—This document explain how to configure
security for WebL ogic Server and how to use compatibility security.

Developing Security Providers for WebL ogic Server—This document provides
security vendors and application devel opers with the information needed to
develop custom security providers that can be use with WebL ogic Server.

Securing a WebL ogic Server Deployment —This document explains how to use
the security features of WebL ogic Server to protect a WebL ogic Server
deployment.

Upgrading Security in WebL ogic Server Version 6.x to Version 8.1—This
document provides procedures and other information you need to upgrade earlier
versions of WebL ogic Server to WebL ogic Server 8.1. It also provides
information about moving applications from an earlier version of WebL ogic
Server to 8.1.

Security FAQ—This document introduces WebL ogic Server Frequently Asked
Questions.

Security Javadocs—This document provides reference documentation for the
WebL ogic security packages that are provided with and supported by this release
of WebLogic Server.
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http://e-docs.bea.com/wls/docs81b/secmanage/index.html
http://e-docs.bea.com/wls/docs81b/ldvspisec/index.htm
http://e-docs.bea.com/wls/docs81b/ldvspisec/index.htm
http://e-docs.bea.com/wls/docs81b/ldvspisec/index.htm
DOCROOT}/pdf/sso.pdf
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Contact Us!

Y our feedback on BEA documentation isimportant to us. Send us e-mail at
docsupport@bea.com if you have questions or comments. Y our comments will be
reviewed directly by the BEA professionalswho create and update the documentation.

In your e-mail message, please indicate the software name and version you are using,
aswell asthetitle and document date of your documentation. If you have any questions
about this version of BEA WebL ogic Server, or if you have problemsinstalling and
running BEA WebL ogic Server, contact BEA Customer Support through BEA
WebSupport at http://www.bea.com. Y ou can al so contact Customer Support by using
the contact information provided on the Customer Support Card, which isincluded in
the product package.

When contacting Customer Support, be prepared to provide the following information:
m Your name, e-mail address, phone number, and fax number

m Your company name and company address

= Your machine type and authorization codes

m  The name and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention  Usage

Ctrl+Tab Keysyou press simultaneously.

italics Emphasis and book titles.
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Convention

Usage

nonospace
text

Code samples, commands and their options, Java classes, data types,
directories, and filenames and their extensions. Monospace text aso
indicates text that you enter from the keyboard.

Examples:

inmport java.util.Enumeration;

chnod u+w *

confi g/ exanpl es/ appl i cations

.java

config. xm

fl oat

nonospace
italic
t ext

Variablesin code.
Example:
String Custoner Nane;

UPPERCASE
TEXT

Device names, environment variables, and logical operators.
Examples:

LPT1

BEA_HOME

OR

{1

A set of choicesin asyntax line.

[ ]

Optional itemsin a syntax line. Example:

java utils.MilticastTest -n nane -a address
[-p portnunber] [-t tineout] [-s send]

Separates mutually exclusive choicesin asyntax line. Example:

java webl ogi c. depl oy [Ilist| depl oy| undepl oy| updat €]

password {application} {source}

Indicates one of the following in acommand line:

®  Anargument can be repeated several timesin the command line.
m  The statement omits additional optional arguments.

m  You can enter additiona parameters, values, or other information

Programming WebL ogic Security
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Convention  Usage

Indicates the omission of items from a code example or from asyntax line.
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CHAPTER

1 Introduction

The following topics are discussed in this section:
m  Audience for this Guide

= Why Implement Security?

m  Security APIs

m  Major Tasks Covered in this document

Audience for this Guide

This document isintended for application devel opers who want to incorporate security
into their WebL ogic Server applications. It provides an overview of the WebLogic
security APls and describes how to use them.

Figure 1-1 illustrates how different types of users would interact with the software
architecture of the BEA WebL ogic Server security service. The new security
architecture has benefits for three categories of users: application devel opers,
third-party security service vendors, and administrators.

Programming WebL ogic Security 1-1
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Figure1-1 How Different Usersuse WebL ogic Server Security

FAT Client Thin Client

Java Weh
Applications Applications

! {

Application Developer

CWehLugic Security APD ( Java 2 Security )

) l l

Security Vendor or Sophisticated Application Developer

[ Webl ogic Security Service Provider Interfaces (S5Pls)
k | l
Administrator
[ BEA-Supplied Security Providers

Application Developers

1-2

Application developers use the WebLogi c. Securi ty and Java 2 security application
programming interfaces (APIs) to secure their applications. Therefore, this document
providesinstructions for using those APIs for securing Web applications, Java

applications, and Enterprise JavaBeans (EJBS).
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Audience for this Guide

Security Vendors Or Sophisticated Application
Developers

Security vendors use the Security Service Provider Interfaces (SSPIs) to develop
custom security providers for use with WebL ogic Server. Sophisticated application
developers may be tasked with performing this function as well, however, this
document does not address this task. For information on how to use the SSPIsto
develop custom security providers, see Developing Security Providers for WebLogic
Server.

Administrators

While administrators typically use the Administration Console to deploy, configure,
and manage applications when they put the applicationsinto production, application
developers may also use the Administration Console to test their applications before
they are put into production. At a minimum, testing requires that applications be
deployed and configured. While this document does mention some aspects of
administration as it relates to security, it references Managing WebLogic Security,
WebL ogic Server Administration Guide, and other documents for descriptions of how
to use the Administration Console to perform security tasks.

The procedures and code examples provided in this document assume that you are
using the WebL ogic security providersthat are included in the WebL ogic Server
distribution, not custom security providers. The usage of the Weblogic security APIs
does not change if you elect to use custom security providers, however, the
management procedures of the custom security providers may be different.

Note: This document does not provide comprehensive instructions on how to
configure WebL ogic Security providers or custom security providers. For
information on configuring WebL ogic Security providersand custom security
providers, see Managing WebLogic Security.

Programming WebL ogic Security 1-3
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Why Implement Security?

1-4

Security refers to techniques for ensuring that data stored in a computer or passed
between computers is not compromised. Most security measures involve proof
material and data encryption. Proof material istypically a secret word or phrase that
gives a user accessto a particular application or system. Data encryption is the
translation of datainto aform that cannot be interpreted.

Distributed applications, such as those used for el ectronic commerce (e-commerce),
offer many access points at which malicious people can intercept data, disrupt
operations, or generate fraudulent input. As a business becomes more distributed the
probability of security breaches increases. Accordingly, as a business distributesiits
applications, it becomesincreasingly important for the distributed computing software
upon which such applications are built to provide security.

An application server resides in the sensitive layer between end users and your
valuable dataand resources. WebL ogic Server provides authenti cation, authorization,
and encryption services with which you can guard your resources. These services
cannot provide protection, however, from an intruder who gains access by discovering
and exploiting aweakness in your deployment environment.

Therefore, whether you deploy WebL ogic Server on the Internet or on anintranet, itis
agood ideato hire an independent security expert to go over your security plan and
procedures, audit your installed systems, and recommend improvements.

Another good strategy is to read as much as possible about security issues. For the
|atest information about securing Web servers, BEA recommends reading the Security
Improvement Modules, Security Practices, and Technical Implementations
information available from the CERT™ Coordination Center operated by Carnegie
Mellon University.

BEA suggeststhat you apply the remedies recommended in our security advisories. In
the event of a problem with a BEA product, BEA distributes an advisory and
instructions with the appropriate course of action. If you are responsible for security
related issues at your site, please register to receive future notifications. BEA has
established an e-mail address (securi ty-report @ea. com) to which you can send
reports of any possible security issuesin BEA products. In addition, you are advised
to apply every Service Pack asthey arereleased. Service Packsinclude aroll up of all
bug fixes for each version of the product, as well as each of the previously released
Service Packs.
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Security APIs

Partner products that can also help you in your effort to secure the WebL ogic Server
production environment. For more information, see the BEA Partner’s Page.

Security APIs

This section lists the Security packages and classes that are implemented and
supported by WebL ogic Server. Application programmers use these packages to
secure interactions between WebL ogic Server and client applications, Enterprise
JavaBeans (EJBs), and Web applications. Table 1-1 lists the supported Sun Java
security packages. Table 1-2 lists the supported WebL ogic security packages.

Note: Several of the WebL ogic security packages, classes, and methods are being
deprecated in thisrelease of WebL ogic Server. For more detail ed information
on deprecated packages and classes, see the particular package, class, or

method in WebL ogic javadoc.

Table 1-1 Supported Java Security Packages and Classes

Package or Class

Description

java.security.cert

Provides classes and interfaces for parsing and
managing certificates, certificate revocation lists
(CRLs), and certification paths. It contains support
for X.509 v3 certificates and X.509 v2 CRLSs.

java.security.KeyStore

This class represents an in-memory collection of
keys and certificates. It is used to manage two
types of keystore entries: Key and Trusted
Certificate.

java.security.PrivateKey

A privatekey. Private keys are used by entitiesfor
self-authentication.

Programming WebL ogic Security 1-5
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1 Introduction

Table 1-1 Supported Java Security Packages and Classes (Continued)

Package or Class

Description

java.security.Provider

This class represents a " Cryptographic Service
Provider" for the Java Security API, where a
provider implements some or al parts of Java
Security. To supply implementations of
cryptographic services, ateam of developers
writes the implementation code and creates a
subclass of the Provider class.

javax.crypto

Provides the classes and interfaces for
cryptographic operations. The cryptographic
operations defined in this package include
encryption, key generation and key agreement,
and Message Authentication Code (MAC)
generation.

Support for encryption includes symmetric,
asymmetric, block, and stream ciphers. This
package al so supports secure streams and sealed
objects.

Many classes provided in this package are
provider-based (see the

java.security. Provider class). Theclass
itself defines a programming interface to which
applications may write. The implementations
themselves may then be written by independent
third-party vendors and plugged in seamlessly as
needed. Therefore, application developers may
take advantage of any humber of provider-based
implementations without having to add or rewrite
code.

javax.naming

Provides the classes and interfaces for accessing
naming services.

javax.net

1-6 Programming WebL ogic Security

Provides classes for networking applications.
These classes include factories for creating
sockets. Using socket factories you can
encapsulate socket creation and configuration
behavior.
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Security APIs

Table 1-1 Supported Java Security Packages and Classes (Continued)

Package or Class

Description

javax.net.SSL

The classes and interfaces in this package are
supported by WebL ogic Server, but BEA
recommends that you use the

webl ogi c. securi ty. SSL package when you
use SSL with WebL ogic Server.

javax.security.cert

Provides classes for public key certificates.

javax.servlet

Contains classes and interfaces that describe and
definethe contracts between aservlet classand the
runtime environment provided for an instance of
such a class by a conforming servlet container.

javax.servlet.http

Contains classes and interfaces that describe and
define the contracts between a servlet class
running under the HTTP protocol and the runtime
environment provided for an instance of such a
class by a conforming servlet container.

javax.security.auth

Provides classes for performing JAAS-style
LoginContext and Subject based authentication.

This package provides a framework for
authentication. The framework alows
authentication to be performed in pluggable
fashion. Different authentication modules can be
plugged in for use with an application without
requiring modifications to the application itself.

Note:  WebLogic Server providesfull container
support for JAAS authentication and
supportsfull use of JAAS authentication
and authorization in application code.
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Table 1-2 Supported WebL ogic Security Packages

Package

Description

weblogic.security

Several classes deprecated in this release of
WebL ogic Server.

Provides interfaces and classes for mapping
digital certificates sent from Web browsers and
Java clients to WebL ogic Server. This class
makesit unnecessary for auser withavalid digital
certificateto enter ausername and password when
accessing resources in WebL ogic Server.

Note:  Several classesin this package are
deprecated in this release of WebL ogic
Server; instead, the WebL ogic security
infrastructure and default WebL ogic
security providers are used to enforce
security in WebL ogic Server.

weblogic.security.acl

Programming WebL ogic Security

Provides interfaces and classes for creating
custom security realms to access WebLogic
Server users, groups, or ACLs from an external
store. In addition, this package is used to test
custom ACLs in server-side programs.

Note:  Theuse of ACLsis deprecated in this
release of WebL ogic Server; instead,
security policiesand adefault WebL ogic
security Authorization provider are used
to control access to server resourcesin
WebL ogic Server.
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Security APIs

Table 1-2 Supported WebL ogic Security Packages (Continued)

Package Description

weblogic.security.audit Provides interfaces and classes for auditing
security events. WebL ogic Server callsthe Audit
class with information about authentication and
authorization requests. The package can be used
to filter the authorization and authentication
requests and direct them to alog file or other
administrative facility.

Note:  Thispackageisbeing deprecated in this
release of WebLogic Server. Itis
replaced by the new security
infrastructure which includes a
WebL ogic security Auditing provider.

weblogic.security.auth Provides an authorization programming interface.

Note:  Thispackageisbeing deprecated in this
release of WebL ogic Server. It is
replaced by the new security
infrastructure which includes a
WebL ogic security Authorization
provider.

weblogic.security.net Provides interfaces and classes that are used to
examine connections to WebL ogic Server and
allow or deny the connections based on attributes
such as the | P address, domain, or protocol of the
initiator of the network connection.

weblogic.net.http. Provides a class to represent an HTTPS

HTTPsURL Connection connection to aremote object. This classis used
to make an outbound SSL connection from a
WebL ogic Server acting as aclient to another
WebL ogic Server.
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1 Introduction

Table 1-2 Supported WebL ogic Security Packages (Continued)

Package

Description

weblogic.security. SSL

Provides classes for the secure socket package.
Using these classes, you can communicate using
SSL to reliably detect any errorsintroduced into
the network byte stream and to optionally encrypt
the data and/or authenticate the communicating
peers.

Note: Someinterfacesand classesin this
package are deprecated in this
release of WebL ogic Server; instead
the WebL ogic security
infrastructure and the
Administration Console are used to
configure SSL in WebL ogic Sever.

weblogic.security.service

Provides the ContextHandler and
ContextElement classes for developing custom
security providers.

weblogic.security.services

Provides server-side authentication class.

Major Tasks Covered in this document

This document covers the following tasks:

m  Developing secure Web application clients. This section includes instructions for
using WebL ogic security to secure the different types of Web application clients
as defined by the J2EE specification, specifically Web browsers that use BASIC
and FORM authentication. Instructions for the following tasks are provided:

e Developing Secure Web Applications
e Using the <global-role/> Tag With Web Applications
e Adding Declarative Security to Web Applications
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Major Tasks Covered in this document

e Adding Programmatic Security to Web Applications

m Developing secure Java clients. This section includes instructions for using
WebL ogic security to secure the different types of Java application clients as
defined by the J2EE specification, specifically:

e Writing aClient Application Using JAAS Authentication
e Writing Applications that Use SSL

m Developing secure EJBs. This section includes instructions for using WebL ogic
security to secure EJBs. Instructions for the following tasks are provided:

e Adding Declarative Security to EJBs
e Using the <global-role/> Tag With EJBs
e Adding Programmatic Security to EJBs

m Protecting Application Server Resources. This section includes instructions for
protecting resources at the server level. Instructions for the following tasks are
provided:

e Using Network Connection Filters to Protect Application Server Resources

e Using J2EE Sandbox Security to Protect Application Server Resources
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CHAPTER

2 Securing Web
Applications (Thin
Clients)

The following topics are discussed in this section:

m  Authentication with Web Browsers

m Developing Secure Web Applications

m Using the <global-role/> Tag With Web Applications
m  Adding Declarative Security to Web Applications

m  Adding Programmatic Security to Web Applications

m  Programmatic Authentication

Authentication with Web Browsers

Web browsers can connect to WebL ogic Server over either an HyperText Transfer
Protocol (HTTP) port or an HTTP Secure (HTTPS) port. The benefits of using an
HTTPS port versus an HTTP port is two-fold. With HTTPS connections:
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= All communication on the network between the Web browser and the server is
encrypted. None of the communication including the username and password
flowsin clear text.

m  Asaminimum authentication requirement, the server isrequired to present a
digital certificate to the Web browser client to establish its trusted identity.

If the server is configured for two-way SSL authentication, both the server and client
arerequired to present adigita certificate to each other to establish their trusted
identity.

Username and Password Authentication

2-2

WebL ogic Server performs username and password authentication when users use a
Web browser to connect to the server viathe HTTP port. In this scenario, the browser
and server interact in the following manner to authenticate a user (see Figure 2-1):

1. A userinvokesaresourcein WebLogic Server by entering the URL for that
resourcein aWeb browser. The URL containsthe HTTP listen port and the HTTP
schema, for example, http://myserver:7001.

2. The Web server in WebL ogic Server receives the request. WebL ogic Server
providesits own Web server but also supports the use of Apache Server,
Microsoft Internet Information Server, and Netscape Enterprise Server as Web
servers.

3. The Web server checks whether the WebL ogic Server resource is protected by an
security policy. If the WebLogic Server resourceis protected, the Web server uses
the established HT TP connection to request a username and password from the
user.

4. When the user’s Web browser receives the request from WebL ogic Server, it
prompts the user for a username and password.

5. The Web browser sends the request to the server again, along with the username
and password.

6. The Web server forwards the request to the Web server plug-in. WebL ogic Server
provides the following plug-ins for Web servers:

e Apache-Weblogic Server plug-in
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e Netscape Server Application Programming Interface (NSAPI)
e Internet Information Server Application Programming Interface (ISAPI)

The Web server plug-in performs authentication by sending the request, viathe
HTTP protocal, to the resource in WebL ogic Server, along with the
authentication data (username and password) received from the user.

7. Upon successful authentication, WebL ogic Server determines whether the user
has the permissions necessary to access the resource.

8. Before invoking a method on the server resource, the server performs an security
authorization check. During this check, the server extracts the user’s credentials
from the security context, determines the user’s role, compares the user’s role to
the security policy for the requested resource and verifies that the user is
authorized to invoke the method on the resource.

9. If authorization succeeds, the server fulfills the request.

Figure 2-1 illustrates the secure login process for Web browsers.
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Figure2-1 Securelogin for Web Browsers
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Digital Certificate Authentication

2-4

WebL ogic Server uses encryption and digital certificate authentication when Web
browser users connect to the server viathe HTTPS port. In this scenario, the browser
and server interact in the following manner to authenticate and authorize a user (see
Figure 2-1):

1

A user invokes aresource in WebL ogic Server by entering the URL for that
resource in a Web browser. The URL containsthe SSL listen port and the HTTPS
schema, for example, https://myserver:7002.

The Web server in WebL ogic Server receives the request. WebL ogic Server
provides its own Web server but also supports the use of Apache Server,

Microsoft Internet Information Server, and Netscape Enterprise Server as Web
Servers.
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3. The Web server checks whether the WebL ogic Server resource is protected by an
security policy. If the WebLogic Server resource is protected, the Web server uses
the established HTTPs connection to request a username and password from the
user.

4. When the user’s Web browser receives the request from WebL ogic Server, it
prompts the user for a username and password. (This step is optional when using
two-way authentication.)

5. The Web browser sends the request again, along with the username and
password. (Only supplied if requested by the server.)

6. WebLogic Server presentsitsdigital certificate to the Web browser.

7. The Web browser checks that the server’s name matches the name in the digital
certificate and that the digital certificate was issued by a trusted third party, that
is, atrusted CA

8. If two-way authentication isin force on the server, the server requests a digital
certificate from the client.

9. WebLogic Server checks that the client’s name matches the name in the digital
certificate and that the digital certificate was issued by a trusted third party, that
is, atrusted CA.

10. The Web server forwards the request to the Web server plug-in. The Web server
plug-in performs authentication by sending the request, viathe HTTPS protocol,
to the resource in WebL ogic Server, along with the authentication data (username
and password) received from the user.

11. Upon successful authentication, WebL ogic Server determines whether the user
has the permissions necessary to access the resource.

12. Before invoking a method on the server resource, the server performs an security
authorization check. During this check, the server extracts the user’s credentials
from the security context, determines the user’s role, compares the user’s role to
the security policy for the requested resource and verifies that the user is
authorized to invoke the method on the resource.

13. If authorization succeeds, the server fulfills the request.
For more information, see the following sections:

m  Managing WebL ogic Security
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m  Configuring the Apache Server Plug-In
m  Configuring the Microsoft-11S Plug-In
m  Configuring the Netscape Plug-In

Developing Secure Web Applications

WebL ogic Server supports three types of authentication for Web browsers:
m BASIC

m FORM

m CLIENT-CERT

The following sections cover these topics:

m  Developing BASIC Authentication Web Applications

m Developing FORM Authentication Web Applications

m  Developing CLIENT-CERT Authentication Web Applications

m  Deploying Web Applications

Developing BASIC Authentication Web Applications

With basic authentication, the Web browser pops up alogin screenin response to a
resource request. The login screen prompts the user for username and password.
Figure 2-2 shows atypical login screen.
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Figure2-2 Basic Authentication Login Screen

Username and Password Required

Enter uzername for default at powiz: 7001:

Usger Mame: I

FPazsword: I

Qk I Cancel

To develop aWeb application that provides basic authentication, perform these steps:

1. Createtheweb. xm deployment descriptor. In thisfile you include the following
security information (see Listing 2-1):

a. Define the welcomefile. The welcome file name is Welcome.jsp.

b. Define asecurity constraint for each set of Web application resources that you
plan to protect. Each set of resources share acommon URL. Resources such as
HTML pages, JSPs, and servlets are the most commonly protected, but other
types of resources are supported. In Listing 2-1, the URL pattern pointsto the
Wl cone. j sp filelocated in the Web application’s top-level directory, the
HTTP methodsthat are allowed to accesstheresource, POST and GET, and the
role name, webuser.

Note: Do not use hyphensin role names. Role names with hyphens cannot be
modified in the Administration Console.

c. Definethe type of authentication you want to use and the security realm to
which the security constraints will be applied. In this case, the BASIC typeis
specified and the realm is the default realm, which means that the security
constraints will apply to the active security realm when the WebL ogic Server
boots.

d. Define one or more security roles and map them to your security constraints. In
our sample, only oneroleis defined, webuser, is defined in the security
constraint so only one role nameis defined here. However, any number of roles
can be defined.
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Listing 2-1 Basic Authentication web.xml File

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DTD Wb
Application 2.2//EN'
"http://java. sun.cont j 2ee/ dt ds/ web-app_2_2. dtd">

<web- app>
<wel conme-file-list>
<wel conme-fil e>wel come. j sp</ wel come-fil e>
</wel come-file-list>

<security-constraint>
<web-resource-col |l ection>
<web- r esour ce- nane>Success</ web- r esour ce- nane>
<url - pattern>/wel conme. jsp</url-pattern>
<ht t p- met hod>CET</ ht t p- net hod>
<htt p- met hod>PCOST</ ht t p- met hod>
</ web-resource-col | ecti on>
<aut h-constraint >
<r ol e- nane>webuser </ r ol e- nane>
</ aut h- constrai nt >
</security-constraint>

<l ogi n- confi g>
<aut h- net hod>BASI C</ aut h- net hod>
<r eal m nane>def aul t </ r eal m nane>
</l ogi n-confi g>

<security-rol e>
<r ol e- nane>webuser </ r ol e- nane>
</security-rol e>

</ web- app>

2. Createthewebl ogi c. xm deployment descriptor. In thisfile you map security
role names to users and groups. Listing 2-2 shows asample webl ogi ¢c. xm file
that maps the webuser security role defined in the <securi ty-rol e>tagin the
web. xni fileto myGroup. With this configuration, WebL ogic Server will only
alow users in myGroup to access the protected resource—\Wel cone. j sp.
However, you can use the Administration Console to modify the Web
application’ s security role so that other groups can be allowed to access the
protected resource.
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Listing 2-2 BASIC Authentication weblogic.xml File

<?xm version="1.0"?>

<! DOCTYPE webl ogi c- web-app PUBLIC "-//BEA Systens, Inc.//DTD Wb
Application 6.0//EN

"http://ww. bea. conf servers/w s600/ dt d/ webl ogi c-web-j ar. dtd">

<webl ogi c- web- app>

<security-rol e-assi gnnent >

<r ol e- nane>webuser </ r ol e- nane>

<princi pal - name>ny G oup</ pri nci pal - nanme>
</ security-rol e-assi gnment >

</ webl ogi c- web- app>

3. Create afile that produces the Welcome screen that displays when the user enters
ausername and password and is granted access. Listing 2-3 shows a sample
wel come. j sp file. Figure 2-3 shows the Welcome screen.

Listing 2-3 BASIC Authentication welcome,jsp File

<htm >
<head>
<title>Browser Based Aut henticati on Exanpl e Wl cone Page</titl e>
</ head>
<h1l> Browser Based Authentication Exanple Wl cone Page </ hl>

<p> Wl cone <% request. get RenoteUser () %!

</ bl ockquot e>
</ body>
</htm >
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Figure2-3 Welcome screen
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4. Start WebL ogic Server and define the users and Groups that will have accessto
the Web application resource. In the weblogic.xml file (see Listing 2-2), the
<pri nci pal - name> tag defines myG oup as the group that has accessto the
Welcome.jsp. Therefore, use the Administration Console to define the myGroup
group, define a user, and add that user to the myGroup group. For information on
adding users and groups, see Configuring WWebLogic Security.

5. Deploy the Web application and use the user defined in the previous step to
access the protected resource.

a. For deployment instructions, see“ Deploying Web Applications’ on page 2-15.

b. Open aWeb browser and enter this URL:
http://1 ocal host: 7001/ basi caut h/ wel con®e. j sp

¢. Enter the username and password. The Welcome screen displays.
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Developing FORM Authentication Web Applications

With FORM authentication, you provide a custom login screen that the Web browser
displays in response to aresource request and error screen that displaysif the login
fails. Thelogin screen prompts the user for username and password. Figure 2-2 shows
atypical login screen. The benefit isthat you have complete control over these screens
so that you can design them to meet the requirements of your application.

Figure 2-4 shows the login screen for the form-based authentication sample
application.

Figure2-4 Form Authentication L ogin Screen

Security Login Example

Wieloome nulll

If ywou are an admdnistrator, you can configure the background color of the Web
Application.
Configure hackground,

=l
|&] Dane [ | B3 Localintanet i
To develop aWeb application that provides FORM authentication, perform these
steps:

1. Createtheweb. xm deployment descriptor. In thisfile you include the following
security information (see Listing 2-4):

a. Define the welcomefile. The welcome file name is Welcome,jsp.

b. Defineasecurity constraint for each set of Web application resources that you
plan to protect. Each set of resources share acommon URL. Resources such as
HTML pages, JSPs, and servlets are the most commonly protected, but other
types of resources are supported. In Listing 2-4, the URL pattern pointst o
/ admi n/ edi t . j sp thus protecting the edit.jsp file located in the Web
application’s admin sub-directory, definesthe HTTP method that is allowed to
access the resource, GET, and defines the role name, admi n.
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Note: Do not use hyphensin role names. Role names with hyphens cannot be
modified in the Administration Console.

c. Definethe type of authentication you want to use and the security realm to
which the security constraints will be applied. In this case, the FORM typeis
specified and no realm is specified so the realm is the default realm, which
means that the security constraints will apply to the security realm that is
activated when WebL ogic Server boots.

d. Define one or more security rolesand map them to your security constraints. In
our sample, only oneroleisdefined, admin, isdefined in the security constraint
so only one role name is defined here. However, any number of roles can be
defined.

Listing 2-4 FORM Authentication web.xml File

<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DTD Wb
Application 2.3//EN' "http://java. sun.coni dtd/ web-app_2_3.dtd">

<web- app>

<wel come-file-list>
<wel come-fil e>wel cone. j sp</wel conme-fil e>
</wel come-file-list>

<security-constraint>
<web-resource-col | ecti on>
<web- r esour ce- nane>Adnm nPages</ web- r esour ce- nane>
<descri pti on>
These pages are only accessible by authorized
admi ni strators.
</ descri ption>
<url-pattern>/adnmn/edit.jsp</url-pattern>
<ht t p- met hod>CET</ ht t p- net hod>
</ web-r esource-col | ecti on>
<aut h-constrai nt >
<descri ption>
These are the rol es who have access.
</ descri ption>
<rol e- name>
admi n
</rol e- name>
</ aut h- constrai nt >
<user - dat a- constrai nt >
<descri pti on>
This is how the user data nust be transnmitted.
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</ descri ption>
<t ransport - guar ant ee>NONE</ t r ansport - guar ant ee>
</ user - dat a- constrai nt >
</security-constraint>

<l ogi n-confi g>
<aut h- met hod>FORM</ aut h- net hod>
<form| ogi n-confi g>
<form | ogi n- page>/1 ogi n. j sp</forml ogi n- page>
<formerror-page>/fail _| ogin. htm </formerror-page>
</forml ogi n-confi g>
</l ogi n-confi g>

<security-rol e>
<descri pti on>
An admi ni strator
</ description>
<r ol e- nane>
admi n
</ rol e- nane>
</ security-rol e>
</ web- app>

2. Createthewebl ogi c. xml deployment descriptor. In thisfile you map security
role names to users and groups. Listing 2-5 shows a sample webl ogi c. xmi file
that maps the admi n security role defined in the <securi ty-rol e>taginthe
web. xm fileto the group suppor t G oup. With this configuration, WebL ogic
Server will only allow usersin support group to access the protected resource.
However, you can use the Administration Console to modify the Web
application’s security role so that other groups can be allowed to access the
protected resource.

Listing 2-5 FORM Authentication weblogic.xml File

<?xm version="1.0"?>

<! DOCTYPE webl ogi c- web-app PUBLIC "-//BEA Systens, Inc.//DTD Wb
Application 6.0//EN

"http://ww. bea. conf servers/w s600/ dt d/ webl ogi c-web-j ar. dtd">

<webl ogi c- web- app>

<security-rol e-assi gnnent >
<r ol e- nane>admi n</r ol e- nane>
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<pri nci pal - nane>suppor t G oup</ pri nci pal - nane>
</ security-rol e-assi gnnent >

</ webl ogi c- web- app>

3. Create afile that produces the Welcome screen when the user requests the
protected resource by entering the URL. Listing 2-6 shows a sample
wel cone. j sp file. Figure 2-4 shows the \Welcome screen.

Listing 2-6 Form Authentication welcome.jsp File

<htm >
<head>
<title>Security login exanple</title>
</ head>

<%
String bgcol or;
if ((bgcolor=(String)application.getAttribute("Background")) ==
nul 1)
{

}
%

bgcol or ="#cccccc";

<body bgcol or =<%"\"" +bgcol or +"\ " " %>

<bl ockquot e>
<inmg src=BEA_Button_Final _web.gif align=right>
<h1l> Security Login Exanple </hl>

<p> Wl cone <% request. get RenoteUser() %!

<p> |f you are an admini strator, you can configure the background
color of the Web Application.
<br> <b><a href="admi n/edit.jsp">Configure background</a></b>.

<% if (request.getRenpteUser() !=null) { %
<p> dick here to <a href="Iogout.jsp">l ogout</a>.
<%} %

</ bl ockquot e>
</ body>
</htm >
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4. Start WebL ogic Server and define the users and Groups that will have access to

the Web application resource. In the weblogic.xml file (see Listing 2-5), the

<r ol e- name> tag defines adni n as the group that has access to the edit.jsp file
and defines the user joe as a member of that group. Therefore, use the
Administration Console to define the admi n group, and define user joe and add
joetothe adni n group. You can also define other users add them to the group
and they will also have access to the protected resource. For information on
adding users and groups, see Configuring WWebLogic Security.

Deploy the Web application and use the user(s) defined in the previous step to
access the protected resource.

a. For deployment instructions, see “ Deploying Web Applications’ on page 2-15.
b. Open aWeb browser and enter this URL:

http://hostname: 7001/ security/wel conme.jsp

c. Enter the username and password. The Welcome screen displays.

Developing CLIENT-CERT Authentication Web
Applications

Use client certificatesinvolves using the SSL and digital certificates to secure your
network traffic and verify that clients are who they claim to be. For information on
using SSL and digital certificates, see“Writing SSL Clients’ on page 3-29.

Deploying Web Applications

To deploy aWeb application on a server running in development mode, perform the
following steps:

1

Set up adirectory structure for the application’s files. Figure 2-5 shows the
directory structure for the Web application named basicauth. The top-level
directory must be assigned the name of the Web application and the sub-directory
must be named Web- i nf .
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Figure2-5 Basicauth Application Directory Structure
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2. To deploy the application in exploded directory format, simply move your
directory to the applications directory on your server. For example, you would
deploy the basi caut h application in the following location:

WL_HOME\ user _pr oj ect s\ mydonai n\ appl i cat i ons\ basi caut h

If the server isrunning, the application should auto-deploy. Use the
Administration Console to verify that the application deployed.

If the server is not running, the application should auto-deploy when you start
the server

3. If you have not yet done so already, use the Administration Console to configure
the users and groups that will have access to the application. To determine the
users and groups that are allowed access to the protected resource, examine the
webl ogi c. xn file. For example, the webl ogi c. xni file for the basicauth
sample (see Listing 2-2) defines ny G oup as the only group to have access to the
wel cone. j sp file.

For more information on deploying Web applications, see Deployment Tools and
Procedures.
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Using the <global-role/> Tag With Web
Applications

With WebL ogic Server versions 7.0 SP1 and later, there are four different options, or
approaches, that you can use to configure security in Web applications:

Approach #1: Always use the deployment descriptorsin the web.xml and
weblogic.xml files. In this case, you simply elect to never use the
Administration Console to configure security and, instead, use the deployment
descriptor files. The security configuration settings are read from the deployment
descriptor files every time the Web application is deployed or redeployed. To use
this approach, the Administration Consol€e's Ignore Security Datain Deployment
Descriptors attribute on the General tab of a security realm must be left in its
default state—unchecked.

Approach #2: Always use the Administration Console. In this case, before
you deploy the application for the first time, you must check the Administration
Consol€’s Ignore Security Data in Deployment Descriptors attribute so that the
deployment descriptors are ignored on initial deployment and subsequent
redeployments. Then you use the Administration Console to configure Global
Roles after the application is deployed.

Approach #3: Usethe deployment descriptor filesto configure security at
initial application deployment and then use the Administration Consoleto
configure security from that point forward. In this case, the security
configuration settings are read from the deployment descriptors upon initial
deployment. Then you check the Ignore Security Datain Deployment
Descriptors attribute so that deployment descriptors are ignored on subseguent
redeployments and you use the Administration Console to make all subsequent
changes to the application’s security configuration.

Approach #4: Use the deployment descriptorsto configure policies and use
the Administration Console to configureroles. In WebL ogic Server 7.0 SP1
and later, support was added for the <gl obal - r ol e/ > tag for usein the

webl ogi c. xm and webl ogi c- ej b-j ar. xn deployment descriptors. You can
use thistag, instead of the <pri nci pal - nanme> tag, to explicitly indicate that
you want the roles defined in the deployment descriptors by the <r ol e- nanme>
tag to use the mappings that you specify in the Administration Console.
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Thus, the <gl obal - r ol e/ > tag gives you the flexibility of not having to specify
a specific role mapping for each role defined in the deployment descriptors for a
particular Web application. Rather, you can use the Administration Console to
specify and modify a specific role mapping for each defined role at anytime.
Additionally, because you may elect to use this tag on some applications and not
others, it is not necessary to check the Ignore Security Data In Deployment
Descriptors attribute on the General tab of the security realm. Thus, within the
same security realm, deployment descriptors can be used to specify and modify
security for some applications while the Administration Console can be use to
specify and modify security for others.

Listing 2-7 and Listing 2-8 show by comparison how to use the <global-role> tag.

Listing2-7 Usingtheweb.xml and weblogic.xml Filesto M ap Security Rolesand
Principalsto a Security Realm

web. xm entries:
<web- app>
<security-rol e>

<r ol e- nane>webuser </ r ol e- nane>
</security-rol e>

</ web- app>
<webl ogi c. xm entri es:
<webl ogi c- web- app>

<security-rol e-assi gnnent >
<r ol e- nane>webuser </ r ol e- nane>
<pri nci pal - name>nyG oup</ pri nci pal - name>
<princi pal - name>Bi | | </ pri nci pal - name>
<princi pal - nane>Mar y</ pri nci pal - name>

</ security-rol e-assi gnnent >

</ webl ogi c- web- app>
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Listing 2-8 Using the <global-role>tag in Web Application Deployment
Descriptors

web. xm entries:
<web- app>
<security-role>
<r ol e- nane>webuser </ r ol e- nane>
</security-rol e>
</ web- app>
<webl ogi c. xm entries:
<webl ogi c- web- app>

<security-rol e-assi gnnent >
<r ol e- nane>webuser </ r ol e- nane>
<gl obal -rol e/ >

</ security-rol e-assi gnnent >

For information about how to use the Administration Console to configure
security for EJBs, See Managing WebLogic Security.

Adding Declarative Security to Web
Applications

Toimplement declarative security in Web application you use deployment descriptors
(web. xm and webl ogi c. xm ) to define security requirements. The deployment
descriptors map the application’s logical security requirementsto its runtime
definitions. And at runtime, the servlet container uses the security definitionsto
enforce the requirements. For a discussion of using deployment descriptors, see
“Developing Secure Web Applications’ on page 2-6.
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For information about how to use deployment descriptors and the <global-role/> tag
to configure security in Web applications declaratively, see “ Using the <global-role/>
Tag With Web Applications’ on page 2-17.

For information about how to use the Administration Console to configure security in
Web applications, See Managing WebLogic Security.

Adding Programmatic Security to Web
Applications
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Y ou can write your servletsto access users and roles programmatically in your servlet
code. To do this, use the following method in your servlet code:
javax.servlet.http. HtpServl et Request.isUserlnRole(String role).
This method returns a bool ean indicating whether the authenticated user isincluded in
the specified logical "role". If the user has not been authenticated, this method returns
false.

This method maps roles to the group names in the security realm. Listing 2-9 shows
the elements that are used with the <ser vI et > element to define the user role in the
web. xm file.

Listing 2-9 IsUserlnRole Web.xml and Weblogic.xml Elements

Begi n web. xm entries:

<servl et >
<security-role-ref>
<r ol e- nane>user - r ol enane</r ol e- nane>
<rol e-1ink>rol enane-|ink</rol e-1ink>
</security-role-ref>
</servlet>

<security-rol e>
<rol e- name>r ol enamne- | i nk</rol e- name>
</security-rol e>
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Begi n webl ogi c. xm entries:

<security-rol e-assi gnnent >
<rol e- nane>r ol enane- | i nk</rol e- nane>
<pri nci pal - name>gr oupnane</ pri nci pal >
<pri nci pal - name>user nane</ pri nci pal >
</ security-rol e-assi gnnent >

The string r ol e is mapped to the name supplied in the <r ol e- name> element which
isnested insidethe <securi ty-rol e-ref > element of a<ser vl et > declarationin

theweb. xm deployment description. The <role-name> element defines the name of
the security roleor principal that isused inthe servlet code. The<r ol e- | i nk>element
mapsto a<r ol e- nane> defined in the <securi t y-r ol e- assi gnment > element in
thewebl ogi c. xm deployment descriptor.

For example, if the client has successfully logged in as user Bill with the role of
manager, the following method would return true:

request.i sUser | nRol e(“manager”)

The following listing provides an example.

Listing 2-10 Example of Security Role Mapping

Servl et code:
out.println("ls the user a Manager? " +
request.isUserl nRol e("manager"));

web. xm entries:

<servl et >

<r ol e- nane>manager </ r ol e- nane>
<rol e-link>nmgr</rol e-1ink>

</servlet>

<security-rol e>
<r ol e- name>nyr </ r ol e- nane>
</ security-rol e>

webl ogic. xm entries:
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<security-rol e-assi gnnent >
<r ol e- name>ngr </ r ol e- name>
<princi pal - name>bost onManager s</ pri nci pal - name>
<princi pal -nanme>Bi | | </ pri nci pal - name>
<pri nci pal - name>Ral ph</ pri nci pal - name>
</security-role-ref>

Programmatic Authentication
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There are some applications where programmatic authentication is appropriate. A
typical exampleis an application that supports user self-registration, that is, an
application that requires an automated means for users to register an authentication
identity for themselves and then be given immediate access to the site’s protected
resources. Usually, to self register, users are required to provide their identity and a
password to protect the account, and perhaps some personal information that only they
would know, for example, their mother’ s maiden name.

WebL ogic Server provides a server-side API that supports programmeatic
authentication from within a servlet application:

webl ogi c. servl et.security. Servl et Aut henti cation

Using this API, you can write servlet code that authenticates the user, logsin the user,
and associates the user with the current session so that the user is registered in the
active WebL ogic Server security realm. Once the login is completed, it appears asif
the user logged in using the standard mechanism. Listing 2-11 shows an example of
how to use this API.

Listing 2-11 Programmatic Authentication Code Fragment

Cal | backHandl er handl er = new Si npl eCal | backHandl er (user nane,
password) ;
Subj ect nySubj ect =
webl ogi c. security. services. Aut henti cation. | ogi n(handl er);
webl ogi c. servl et.security. Servl et Aut henti cati on. runAs(nySubj ect);
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CHAPTER

3 Writing Secure Java
Clients (Fat Clients)

The following topics are discussed in this section:

Introduction

Use of JSSE with WebL ogic Server

JAAS Authentication

Writing a Client Application Using JAAS Authentication
Using JNDI Authentication

Writing Applications that Use SSL

Introduction

Whether the client isan application, applet, Enterprise JavaBean (EJB), or servlet that

requires authentication, WebL ogic Server uses the Java Authentication and

Authorization Service (JAAS) classesto reliably and securely authenticate to the
client. JAAS implements a Java version of the Pluggable Authentication Module
(PAM) framework, which permits applicationsto remain independent from underlying
authentication technologies. Therefore, the PAM framework allows the use of new or
updated authentication technol ogies without requiring modifications to your

application.
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WebL ogic Server uses JAAS for remote fat-client authentication, and internally for
authentication. Therefore, only developers of custom Authentication providers and
developers of remote fat client applications need to be involved with JAAS directly.
Users of thin clients or developers of within-container fat client applications (for
example, those calling an Enterprise JavaBean (EJB) from a servlet) do not requirethe
direct use or knowledge of JAAS.

By default, WebL ogic Server to uses SSL on the HTTPS port. The SSL protocol
encrypts the data transmitted between the client and WebL ogic Server so that the
username and password do not flow in clear text.

Note: In order to implement security in aWebLogic client you must install the
WebL ogic Server software distribution kit on the Java client.

Use of JSSE with WebLogic Server

32

JSSE is aset of packages that support and implement the SSL and TLS v1, making
those capabilities programmatically available. BEA WebL ogic Server provides Secure
Sockets Layer (SSL) support for encrypting data transmitted between WebL ogic
Server clients and servers, Java clients, Web browsers, and other servers.

WebL ogic's Java Secure Socket Extension (JSSE) implementation can be used by
WebL ogic clients, but is not required. Other JSSE implementations can be used for
their client-side code outside the server as well.

The SSL implementation that WebL ogic Server usesis static to the server
configuration and is not replaceable by customer applications.

The WebL ogic packages that implement JSSE are as follows:
= weblogic.security.SSL

m  weblogic.net.http
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JAAS Authentication

JAAS isastandard extension to the security in the Java Software Development Kit
version 1.3. JAAS provides the ability to enforce access controls based on user
identity. JAAS s provided in WebL ogic Server as an alternative to the JINDI
authentication mechanism.

WebL ogic Server uses the authentication portion of the standard JAAS. The JAAS
LoginContext provides support for the ordered execution of al configured
authentication provider LoginM odul einstances and isresponsible for the management
of the completion status of each configured provider.

Note: JAAS isthe preferred method of authentication, however, the
WebL ogic-supplied LoginModule only supports username and password
authentication. Thus, for client certificate authentication (also referred to as
two-way SSL authentication), you should use INDI. To use JAAS for client
authentication, you must write a custom LoginModule that does certificate
authentication.

Note: Before compiling your JAAS applications on WebL ogic Server, add the
following paths to your system’s CLASSPATH to obtain required JAR files:
= 9\L_HOVE% server\ |l i b\ nbeant ypes\w Managenent. j ar
m OAWN._HOVE% server\ | i b\ nbeant ypes\w SecurityProviders.jar

Note:  WebL ogic Server providesfull container support for JAAS authentication and supports
full use of JAAS authentication and authorization in application code.

Supported JAAS Classes

WebL ogic Server supports the full JAAS 1.0 Reference Implementation with respect
to authentication and authorization. While WebL ogic Server does not protect any
resources using JAAS authorization (it uses WebL ogic security), you can use JAAS
authorization in application code to protect the application’s resources.

For more information about JAAS, see the Java Authentication and Authorization
Service Developer’s Guide.
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Overview of Specific JAAS Programming Steps

The major steps for writing a secure application client using JAAS are as follows.

Step 1: Authenticate the User

The steps to authenticate the user are as follows:
1. Instantiate a L oginContext
2. Invokethelogin by caling the LoginContext's login method.

These steps are executed using the JAAS classes and are described in Sun’s JAAS
Authentication Tutorial available at

http://java.sun.conlj2se/ 1. 4/ docs/ gui de/ security/jaas/tutorials/G
eneral AcnOnly. htnl .

Step 2: Retrieve Subject and Associate it with the Client Actions

If authentication is successful, the L oginM odul e popul ates the Subject with aPrincipal
representing the user. The Principal the LoginModule placesin the Subject isan
instance of Principal, whichisaclassimplementing thej ava. securi ty. Pri nci pal
interface. The calling application can subsequently retrieve the authenticated Subject
by calling the LoginContext's get Subj ect method. The

webl ogi c. security. Security classrunAs() method isthen used to associate the
Subject identity with the Pri vi | egedActi on or Pri vi | egedExcept i onActi on to
be executed on behalf of the user identity.

Note: Useof theJAAS| avax. security. aut h. Subj ect . doAs methodsin
WebL ogic Server applications do not associate the Subject with the client
actions. Y ou may use the doAs methods to implement J2SE security in
WebL ogic Server applications, but such usage is independent of the need to
usethe Securi ty. runAs() method.

Step 3: Implement the CallbackHandler Interface

The LoginModul e uses the CallbackHandler to communi cate with the user and obtain
the requested information, such as the username and password.
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This step is executed using the JAAS CallbackHandler interface and is described in
Sun’s JAAS Authentication Tutorial available at

http://java. sun.conlj2se/ 1. 4/ docs/ gui de/ security/jaas/tutorials/G
eneral AcnOnly. htni .

Writing a Client Application Using JAAS
Authentication

To use JAASin aJava client to authenticate a Subject, perform the following
procedure:

1

Implement aLoginM odule class for the authenti cation mechanism you want to use
with WebL ogic Server (see Listing 3-1). You need a LoginModule class for each
type of authentication mechanism. You can have multiple LoginModule classesfor
asingle WebL ogic Server deployment.

Thewebl ogi c. securi ty. aut h. Aut hent i cat e class usesa JNDI
Environment object for initial context as described in Table 3-1.

Implement the CallbackHandler class that the LoginModule will use to
communicate with the user and obtain the requested information, such as the
username and password. See Listing 3-2 for the sample CallbackHandler used in
the JAAS client sample provided in the WebL ogic Server distribution.

Implement a configuration file that specifies which LoginModule classes should
be used for your WebL ogic Server and in which order the LoginModul e classes

should be invoked. See Listing 3-3 for the sample configuration file used in the

JAAS client sample provided in the WebL ogic Server distribution.

In the Javaclient, instantiate aLogi nCont ext . The Logi nCont ext consultsthe
configuration file, sanpl e_j aas. confi g, to load the default LoginModule
configured for WebL ogic Server. See Listing 3-4 for an example Logi nCont ext
instantiation.

Note: If you use another means to authenticate the user such as a perimeter

authenticator or aremote WebL ogic Server, the default LoginModuleis
determined by the remote resource.
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5. Invokethel ogi n() method of Logi nCont ext . Thel ogi n() method invokesall
the loaded L oginModules. Each L oginModule attempts to authenticate the
Subject. The Logi nCont ext throwsalLogi nExcept i on if the configured login
conditions are not met. See Listing 3-5 for an example of thel ogi n() method.

6. Retrieve the authenticated Subject from the LoginContext and call the action as
the Subject. Upon successful authentication of a Subject, access controls can be
placed upon that Subject by invoking ther unAs() method of the
webl ogi c. security. Security class. TherunAs() method associates the
specified Subject with the current thread’ s access permissions and then executes
the action. See Listing 3-6 for an example implementation of the get Subj ect ()
and r unAs() methods.

7. Write code to execute an action if the Subject has the required privileges. See
Listing 3-7 for a sample implementation of the
javax.security. Privil egedActi on classthat executes an EJB to trade
stocks.

8. Logout the user. The LoginModule logs out the user. See Listing 3-1 for a sample
LoginModule.

Note: Before compiling your JAAS applications on WebL ogic Server, add the
following paths to your system’s CLASSPATH to obtain required JAR files:

m OWN._HOVE% server\li b\ nbeant ypes\ w Managenent.j ar
m OWN._HOVE% server\li b\ nbeant ypes\w SecurityProviders.jar

Theexanpl es. security.jaas examplein the
SAMPLES_HOME\ ser ver\ src\ exanpl es\ security\jaas directory provided with
WebL ogic Server shows how to implement JAAS authentication in a Java client.

The following sections show how each of these stepsisimplemented in the JAAS
sample.

m  Sample LoginModule Implementation

m  Sample Implementation of the CallbackHandler Interface
m  Sample LoginModule Configuration File

m  Sample LoginContext Implementation

m  Sample Login Method Implementation
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m  Sample Implementation of the getSubject and runAS Methods

m  Sample PrivilegedAction Implementation

Sample LoginModule Implementation

Listing 3-1 shows the User namePasswor dLogi nMbdul e that performs password

authentication i
provided inthe
W._HOWVE\ serv

ntheexanpl es. securi ty. j aas example. Thislogin moduleclassis
WebL ogic Server distribution inthewebl ogi c. j ar filelocated inthe
er\ i b directory.

Listing 3-1 Example of LoginM odule for Password Authentication

package webl

import java.
import java.
inport java.
inmport java.
inmport java.
inport java.
inmport java.
import java.

import javax.
import javax.
import javax.
import javax.
import javax.
import javax.
import javax.
import javax.

import javax.

import weblo
import weblo
i mport webl o

/**

ogi c. security. auth. | ogin;

util. Map;

util.Hashtabl e;

i 0.1 CException,;

net . Mal f or mredURLExcepti on;

rm . Renot eExcepti on;

security. AccessController;

security. Principal;

security. Privil egedAction;

security. aut h. Subj ect;

security.auth. cal |l back. Cal | back;
security. auth. cal | back. Cal | backHandl er;
security. auth. cal | back. NaneCal | back;
security. auth. cal | back. Passwor dCal | back;
security. auth. cal | back. Unsupport edCal | backExcepti on;
security.auth. | ogin. Logi nExcepti on;
security. auth. | ogin. Fai | edLogi nExcepti on;
security. auth. spi.Logi nModul e;

gi c.security.auth. Aut henti cate;

gi c.security.auth. call back. URLCal | back;

gi c.jndi.Environnent;

* <code>User nanmePasswor dLogi nMbdul e</ code> is used in a WS client

* to authen
* authentic
* |t can be
*
*

Callers o

ticate to the WS server. This Logi nMdul e
ates users with a usernanme/ password.
used for both the T3 and I1OP clients.

f this nodul e nust inplenment callbacks to pass the
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*
*
*
*
*
*
*
*

user nanme, password, and optional URL for the WS server.
nmust i npl ement a NanmeCal | back for the usernanme, a
Passwor dCal | back for the usernane, and a URLCal | back for

Cal | er

the URL. If no URL is avail able, then the call back handl er shoul d

return null for the URLCall back.

@ut hor Copyright (c) 2002 by BEA. Al Ri ghts Reserved.
/

public class UsernamePasswor dLogi nMbdul e i npl enents Logi nhvbdul e

{

private Subject subject = null;

private Call backHandl er cal | backHandl er = null;
private Map sharedState = null;

private Map options = null;

private bool ean debug = true;

private String url = null;

/1 Authentication status
private bool ean succeeded = fal se;
private bool ean conmitSucceeded = fal se;

/1 Username and password
private String usernane
private String password

nul | ;
nul | ;

*

/
Initialize the | ogin nodule.
WLS server.

Password, and URL cal | backs.

| ogi n nodul es.
This is not used by this login nodule.

E I T R R N

@ar am cal | backHandl er Cal | backHandl er cont ai ni ng Nane,

@ar am subj ect Subj ect to contain principals returned from

@aram sharedState Map used to share state anong different

* @aramoptions Map used to specify options to this |ogin nodul e.

Supported options

debug and URL. The debug option can be used to display

instead of the URL cal |l back.
/
public void initialize(Subject subject,
Cal | backHandl er cal | backHandl er,
Map sharedState,
Map options)

this.subject = subject;
t hi s. cal | backHandl er = cal | backHandl er;
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this.sharedState = sharedSt at e;
this.options = options;

/| Check options for |ogin nmodul e debug enabl ed
i f(options !'= null)

bj ect val = options.get("debug");
if((val '=null) && ((String) val).equal sl gnoreCase("true"))
{

debug = true;
System out. printl n("User namePasswor dLogi nMbdul e.initialize(),
debug enabl ed");

}

val = options.get("URL");

if(val '= null)

url = (String) val;
i f (debug)
System out. printl n("User namePasswor dLogi nMbdul e.initialize(),
URL " + url);
}
}
}
/**

* Authenticate the user by usernane and password passed in
*
* @eturn true in all cases
*
* @xception Fail edLogi nException if the authentication fails.
*
* @xception Logi nException if this LoginMdule is unable to
* performthe authentication.
*

-~

public bool ean login() throws Logi nException

/1 Verify that the client supplied a callback handl er
i f(call backHandl er == null)

i f(debug)
System out . println("UsernanePasswor dLogi nModul e. | ogi n(), no
cal | back handl er specified");
t hrow new Logi nException("No Cal | backHandl er Specified");

/1 Popul ate call back Iist

Cal | back[] cal | backs = new Cal | back][ 3] ;

cal | backs[ 0] new NaneCal | back("usernane: ");

cal | backs[ 1] new Passwor dCal | back("password: ", false);
cal | backs[ 2] new URLCal | back("URL: ");

try
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{
/1 Pronpt for usernane and password and URL
cal | backHandl er . handl e( cal | backs);
/1 Retrieve usernane
user name = ((NameCal | back) cal | backs[0]). get Nane();
i f(debug)
System out. printl n(" User nanePasswor dLogi nMbdul e. | ogi n(),
username " + usernane);
/1l Retrieve password, converting fromchar[] to String
char[] charPassword = ((PasswordCal | back)
cal | backs[1]). get Password();
i f(charPassword == null)
/1 Treat a NULL password as an enpty password, not NULL
char Password = new char[0];
}
password = new String(charPassword);
i f (debug)
System out . println("UsernanePasswor dLogi nModul e. | ogi n(),
password " + password);
/1 Retrieve URL
String call backURL = ((URLCal | back) call backs[2]).get URL();
if(callbackURL !'= null)
{
url = cal | backURL;
}
cat ch(| Oexception ioe)
{

t hrow new Logi nException(ioe.toString());

}
cat ch( Unsupport edCal | backExcepti on uce)
{
t hrow new Logi nException("Error: Callback " +
uce. get Cal | back().toString() + " Not Avail able");

/1 Popul ate webl ogi c environnent and authenticate
if (url !'=null) {

Envi ronnent env = new Environnent ();

env. set Provider Ul (url);

env. set Securi tyPrinci pal (usernane);

env. set SecurityCredenti al s(password);

try

/1 Authenticate user credentials, populating Subject
Aut hent i cat e. aut henti cate(env, subject);
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cat ch( Renpt eException re)

i f (debug)
Systemout.printin("Error: Renbte Exception on
authenticate, " + re.getMessage());
t hrow new Logi nException(re.toString());

catch(| CException ioe)

i f (debug)
Systemout.printin("Error: 10 Exception on authenticate,
" + ioe.get Message());
throw new Logi nException(ioe.toString());

cat ch(Logi nException |e)

i f (debug)

Systemout.println("Error: Login Excepti on on authenticate,
+ | e. get Message());

t hrow new Logi nException(le.toString());

}

/1 Successfully authenticated subject with supplied info
succeeded = true;
return succeeded,;

}

/**

* This nethod is called if the Logi nContext's overall

* authentication succeeded (the rel evant REQUI RED, REQUI Sl TE,

* SUFFI Cl ENT and OPTI ONAL Logi nMbdul es succeeded).

*

* |f this Logi nMdodul e's own authentication attenpted failed, then
this method renbves any state that was originally saved.

@xception Logi nException if the commt fails.

*
*
*
*
* @eturn true if this LoginModule's own | ogin and commit
* attenpts succeeded, or fal se otherw se.

*/

public boolean commit() throws Logi nException

{

i f (succeeded)

{

/1 Just put the usernane and password into the private
//credentials.
final PasswordCredential passwordCred = new
Passwor dCr edent i al (user name, password);
AccessControl | er.doPrivil eged(new Privil egedAction() {
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public java.lang. Object run() {
subj ect. get PrivateCredenti al s(). add(passwordCred);
return null;
}
1)

url = null;
conmi t Succeeded = true;
return true;

}
el se
usernanme = nul | ;
password = null;
url = null;
return fal se;
/**

* This nethod is called if the Logi nContext's

* overall authentication failed.

* |f this Logi nMbdul e's own authentication attenpt

* succeeded (checked by retrieving the private state saved by the

* login and commit methods), then this nethod cl eans up any state
that was originally saved.

*
*
* @xception Logi nException if the abort fails.
*
*
*

@eturn false if this Logi nMbdul e's own |ogin and/or conmt
attenpts failed, and true ot herw se.

*/
public bool ean abort() throws Logi nException

i f(succeeded == fal se)
{
return fal se;
el se if((succeeded == true) && (conm t Succeeded == fal se))

/1 Login succeeded but overall authentication failed
succeeded = fal se;

usernanme = null;
password = nul | ;
url = null;

el se
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// Overall authentication succeeded and commt succeeded,
/1 but a commt further down the authentication chain failed
| ogout ();

return true;

}

/**

* Logout the user.

*

* @xception Logi nException if the |ogout fails.
*

*

@eturn true in all cases since this Logi nMbdul e
* shoul d not be ignored.
*/
public bool ean | ogout() throws Logi nException

{
succeeded = fal se;
conmi t Succeeded = fal se;
usernane = null;
password = nul|;
url = null;
return true;

}

Note: WebLogic Server supportsall callback types defined by JAAS aswell asall
callback types that extend the JAAS specification.

The UsernamePasswordL oginM odule that is part of the WebL ogic Server product
checksfor existing system user authentication definitions prior to execution and does
nothing if they are already defined.

Sample Implementation of the CallbackHandler
Interface

Listing 3-2 contains an example of a CallbackHandler interface used in JAAS
authentication. The code in Listing 3-2 is taken from the

Sanpl eCal | backHandl er . j ava filein the

SAMPLES_HOME\ ser ver\ src\ exanpl es\ securi ty\j aas directory.
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Li

sting 3-2 Implementation of the CallbackHandler Interface

package exanpl es. security.jaas;

i mport java.io.*;

i mport javax.security.auth.call back. Cal | back;

i mport javax.security.auth. call back. Cal | backHandl er;

i mport javax.security.auth. call back. UnsupportedCal | backExcepti on;
i mport javax.security.auth. call back. Text Qut put Cal | back;

i mport javax.security.auth.call back. PasswordCal | back;

i mport javax.security.auth. call back. Text| nput Cal | back;

i mport javax.security.auth. call back. NameCal | back;

i mport webl ogi c. security. auth. cal | back. URLCal | back;

i mport exanpl es. utils.common. Exanpl eUtil s;

/*
*
*
*
*
*

*

cl

{

*

Sanpl eCal | backHandl er. j ava
I npl enentation of the Call backHandl er Interface

@ut hor Copyright (c) 2000-2002 by BEA Systens, Inc. Al Rights
Reserved.

/

ass Sanpl eCal | backHandl er i npl ements Cal | backHandl er

private String usernane =
private String password =
private String url = null;

publ i c Sanpl eCal | backHandl er () { }

publ i c Sanpl eCal | backHandl er (Stri ng pUsernanme, String pPassword,

String pUrl)
{
user name = pUser nane;
password = pPassword;
url = pUrl;
}

public void handl e(Cal | back[] cal |l backs) throws | OException,
Unsupport edCal | backExcepti on

for(int i = 0; i < callbacks.length; i++)

if(callbacks[i] instanceof Text Cutput Call back)

{
/1 Display the nessage according to the specified type
Text Qut put Cal | back toc = (Text Qutput Cal | back) cal | backs[i];
switch(toc. get MessageType())
{
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case Text Qut put Cal | back. | NFORMATI ON:
Exanpl eUtils. |l og(toc. get Message());
br eak;

case Text Qut put Cal | back. ERROR:
ExanpleUtils.log("ERROR " + toc.getMessage());
br eak;

case Text Qut put Cal | back. WARNI NG
ExanpleUtils.log("WARNING " + toc.get Message());
br eak;

defaul t:
t hrow new | OExcepti on(" Unsupported nessage type: " +

toc. get MessageType());
}

el se if(callbacks[i] instanceof NaneCall back)

/1 1f usernanme not supplied on cnd |ine, pronpt the user
/1 for the usernane.
NaneCal | back nc = (NaneCal | back) cal | backs[i];
if (ExanpleUtils.isEmpty(usernane)) {

Systemerr.print(nc.getPronpt());

Systemerr. flush();

nc. set Name( (new Buf f er edReader (new

I nput St reanmReader (Systemin))).readLine());

}

el se {
Exanpl eUtils. | og("usernane: "+usernane);
nc. set Nane(user nane) ;

}

el se if(callbacks[i] instanceof URLCall back)
{

/1 1f url not supplied on cnd line, pronpt the user for the
/] url.
[/ This exanple requires the url.
URLCal | back uc = (URLCal | back)cal | backs[i];
if (ExanmpleWils.isEmpty(url)) {
Systemerr.print(uc.getPronmpt());\
Systemerr. flush();
uc. set URL( (new Buf f er edReader ( new
I nput St reanReader (Systemin))).readLine());\

el se {
ExanpleUtils.log("URL: "+url);

uc.set URL(url);
}

el se if(callbacks[i] instanceof PasswordCall back)
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Passwor dCal | back pc = (PasswordCal | back) cal | backs[i];

/1 1f password not supplied on cnd line, pronpt the user
/1 for the password.
if (ExanpleUtils.isEnpty(password)) {
Systemerr.print(pc.getPronmpt());
Systemerr.flush();

/1 Note: JAAS specifies that the password is a char[]
/1 rather than a String.
String tnpPassword = (new Buf f er edReader ( new
| nput St reanmReader (Systemin))).readLine();
int passLen = tnpPassword. | ength();
char[] passwordArray = new char[ passLen];
for(int passldx = 0; passldx < passLen; passldx++)
passwor dAr r ay[ passl dx] = tnpPasswor d. char At ( passl dx) ;
pc. set Passwor d( passwor dArray) ;

el se {
String tPass = new String();
for(int p = 0; p < password.length(); p++)
t Pass += "*";
Exanmpl eUtil s. | og("password: "+t Pass);
pc. set Passwor d( password. toCharArray());

}

el se if(callbacks[i] instanceof Text!| nputCall back)
{

/1 Pronpt the user for the usernane

Text | nput Cal | back cal | back =

( Text I nput Cal | back) cal | backs[i];

System err.print(call back. get Pronpt());

Systemerr.flush();

cal | back. set Text (( new Buf f er edReader ( new

I nput St reanReader (Systemin))).readLine());

}

el se

{
t hrow new Unsupport edCal | backException(cal | backs[i],

"Unrecogni zed Cal | back");
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Sample LoginModule Configuration File

Listing 3-3 shows an implementation of the LoginModule configuration file that you
use with a Java client to define the out-of-the-box UsernamePasswordL oginModule.
This code is excerpted from the sanpl e_j aas. confi g file located in the
SAMPLES_HOME\ ser ver \ src\ exanpl es\ security\j aas directory.

Listing 3-3 Sample jaas.config Code Example

/** Login Configuration for the JAAS Sanpl e Application **/

Sampl e {
webl ogi c. security. aut h. | ogi n. User nanePasswor dLogi nibdul e
required debug=fal se;

Sample LoginContext Implementation

Listing 3-4 shows an implementation of the Logi nCont ext class. Thiscodeis
excerpted from the Javad i ent . j ava located in the
SAMPLES HOME\ ser ver\ src\ exanpl es\ securi ty\j aas directory.

Listing 3-4 LoginContext Code Fragment

i mport javax.security.auth.login.Logi nContext;

Logi nCont ext | ogi nContext = null;
try
{
/1 Create LoginContext; specify usernane/password | ogi n nodul e

| ogi nCont ext = new Logi nCont ext (" Sanpl e",
new Sanpl eCal | backHandl er (user nane, password, url));
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Listing 3-5 shows an implementation of thel ogi n() method. This code is excerpted
fromtheJavad i ent.j ava filelocated in the
SAMPLES_HOME\ ser ver\ src\ exanpl es\ securi ty\j aas directory.

Listing 3-5 Login Method Code Fragment

i mport javax.security.
i mport javax.security.
i mport javax.security.
i mport javax.security.
i mport javax.security.

/**

aut h
aut h
aut h
aut h
aut h

.1 ogi n. Logi nCont ext ;

.l ogi n. Logi nExcept i on;

.l ogi n. Fai | edLogi nExcepti on;

.1 ogi n. Account Expi r edExcepti on;

.l ogin. Credenti al Expi redExcepti on;

* Attenpt authentication

*/
try

/1 1f we return without an exception, authentication succeeded
| ogi nCont ext. | ogin();

}

cat ch( Fai | edLogi nException fle)

{

Systemout.printIn("Authentication Failed, " +

Systemexit(-1);

fle. get Message());

cat ch( Account Expi r edExcepti on aee)

{

System out. println("Authentication Failed: Account Expired");

Systemexit(-1);

}
cat ch(Credenti al Expi redExcepti on cee)

{

Systemout. println("Authentication Failed: Credentials

Systemexit(-1);

}

cat ch( Exception e)

{
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System out. println("Authentication Failed: Unexpected
Exception, " + e.getMessage());
e.printStackTrace();
Systemexit(-1);
}

Sample Implementation of the getSubject and runAS
Methods

Listing 3-6 shows an implementation of the get Subj ect () and r unAs() methods.
This codeis excerpted from the Javad i ent . j ava file located in the
SAMPLES_HOME\ ser ver \ src\ exanpl es\ security\j aas directory.

Listing 3-6 GetSubject and RunAs M ethods Code Fragment

[ xx
* Retrieve authenticated subject, perform Sanpl eActi on as Subj ect
*
/
Subj ect subj ect = | ogi nContext. get Subj ect();
Sanpl eActi on sanpl eAction = new Sanpl eAction(url);
Security.runAs(subject, sanpl eAction);
System exit(0);

Sample PrivilegedAction Implementation

Listing 3-7 contains an implementation of the
javax. security. Privil egedActi on class.

If the user is valid, has provided the correct password, and has sufficient permissions
to execute the EJB, then the SampleClient uses the

webl ogi c. security. Security.runAs() method to call SampleAction to execute
of the Trader EJB.
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Thecodein Listing 3-7 is excerpted from the Sanpl eAct i on. j ava filein the
SAMPLES_HOME\ ser ver\ src\ exanpl es\ securi ty\j aas directory.

Listing 3-7 Example of a PrivilegedAction mplementation

package exanpl es. security.jaas;

i mport java.security. PrivilegedAction;
i mport javax.nam ng. Cont ext ;

i nport javax.nam ng. | nitial Context;

i nport java.util.Hashtable;

i mport javax.ejb. CreateException;

i mport javax.ej b. EJBExcepti on;

i mport javax. ej b. Fi nder Excepti on;

i mport javax.ejb. Cbj ect Not FoundExcept i on;
i mport javax. ej b. RenbveExcepti on;

i mport java.rm .Renot eException;

i mport javax.nam ng. Cont ext;

i nport javax.nam ng. | nitial Cont ext;

i mport j avax. nam ng. Nani ngExcepti on;

i mport exanpl es. ej b20. basi c. st at el essSessi on. Tr ader Hone;

i mport exanpl es. ej b20. basi c. st at el essSessi on. Tr ader ;

i nport exanples. utils.common. Exanpl eUtils;

/**

*

*

*
*
*
*
*

Sanpl eAction. j ava

JAAS sanpl e Privil egedAction |nplenentation
@ut hor Copyright (c) 2000-2002 by BEA Systens,
Reserved.

/

I nc.

public class SanpleAction inplenments PrivilegedAction

{

private static final String JND _NAME =
"ej b20- st at el essSessi on- Tr ader Hone" ;
private String url;

public Sanpl eAction(String url)

this.url = url;
}
public Object run()
{

oj ect obj = null;
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try {
cal | Trader EJB() ;

cat ch(Exception e) {
e.printStackTrace();

return obj;
}
/**
* Call Trader EJB.
*/

public void call Trader EIB()
t hrows Nami ngException, CreateException, RenpteException,
RenmoveExcepti on

Tr ader Hone hone = | ookupTrader Hone() ;

/] create a Trader

Exanpl eUtils.log("Creating a trader");

Trader trader = (Trader)Exanpl eltils. narrow hone. create(),
Trader. cl ass) ;

String [] stocks = {"BEAS", "MsSFT", "AMZN', "HW" };

/] execute sone buys
for (int i=0; i<stocks.length; i++) {
int shares = (i+1) * 100;
Exanpl eUtils. | og("Buying "+shares+" shares of
"+stocks[i]+".");
trader. buy(stocks[i], shares);

}

/'l execute sone sells
for (int i=0; i<stocks.length; i++) {
int shares = (i+1) * 100;
ExanpleUtils.log("Selling "+shares+" shares of
"+stocks[i]+".");
trader.sell (stocks[i], shares);

}

/1 renmove the Trader
Exanpl eUtils. |l og("Renoving the trader");
trader.renmove();

}
/**

* Look up the bean's home interface using JNDI.
*/
private Trader Hone | ookupTrader Hone()
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t hrows Nam ngException
{
Context ctx = ExanpleUtils.getlnitial Context(url);
oj ect home = (Trader Hone) ct x. | ookup( JNDI _NAME) ;
return (Trader Hone) Exanpl elti | s. narrow hone, Trader Hone. cl ass);
}
}

Sample Implementation of a Java Client That Uses JAAS

Listing 3-8 contains an example of a Java client that uses JAAS authentication. The
codein Listing 3-8 is excerpted from the Sanpl ed i ent . j ava filein the
SAMPLES_HOME\ ser ver\ src\ exanpl es\securi ty\j aas directory.

Listing 3-8 Example of Java Client That Uses JAAS Authentication

package exanpl es. security.jaas;

import java.util.*;

i mport javax.security.auth. Subject;

i mport javax.security.auth.call back. Text| nput Cal | back;

i mport javax.security.auth. call back. PasswordCal | back;

i mport javax.security.auth. | ogin.Logi nContext;

i nport javax.security.auth.|ogin.Logi nExcepti on;

i nport javax.security.auth.|ogin. Fail edLogi nExcepti on;

i mport javax.security.auth. | ogin. Account Expi redExcepti on;

i mport javax.security.auth.login.Credential Expi redExcepti on;
i nport webl ogi c. security.acl.internal.AuthenticatedSubject;
i mport webl ogic.security. Security;

i nport exanples.utils.comon. Exanpl eltils;

/

*

Sampl eClient.java
Sanple client for JAAS user authentication.
Usage: java exanpl es.security.jaas.Sanpledient [url]
[username(optional)] [password(optional)]
Exanpl e: java exanpl es. security.jaas. Sanpl ed i ent
t3://1 ocal host: 7001 webl ogi ¢ webl ogi c

@ut hor Copyright (c) 2000-2002 by BEA Systens, Inc. All R ghts
Reserved.

L D I

~
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public class Sanpledient

{

/**
* Attenpt to authenticate the user.
*/
public static void main(String[] args)
{
String username = null;
String password = null
String url = null

/1 Ul is required
if(args.length < 1) {
System out. println("Usage:
java exanpl es. security.jaas.SanpleClient [url]
[usernane(optional)] [password(optional)]");
System out. printl n("Exanpl e:
java exanpl es. security.jaas. Sanpl eCli ent
t3://1ocal host: 7001");
System exi t (0);
}

/] Parse the argunent |ist
switch(args.length) {
case 3:
password = args[2];
[/ fall through
case 2:
usernanme = args[1];
[/ fall through
case 1:
url = args[0];
br eak;

}

Logi nCont ext | ogi nContext = null;

/**
* Set JAAS server url systemproperty and create a Logi nCont ext
*/
try
/1l Create Logi nContext; specify usernane/ password | ogi n nodul e

| ogi nCont ext = new Logi nCont ext (" Sanpl e",
new Sanpl eCal | backHandl er (user nane, password, url));

catch(SecurityException se)

{

se. printStackTrace();
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Systemexit(-1);
cat ch(Logi nException |e)

le.printStackTrace();
Systemexit(-1);
}
/**
* Attenpt authentication
*/
try

/1 1f we return without an exception, authentication succeeded
| ogi nCont ext. | ogin();

}

cat ch( Fai | edLogi nException fle)

{
Systemout.printIn("Authentication Failed, " +

fle. get Message());

Systemexit(-1);

}

cat ch( Account Expi r edExcepti on aee)

{

Systemout. println("Authentication Failed: Account Expired");
Systemexit(-1);

}
catch(Credenti al Expi redExcepti on cee)
{

Systemout.println("Authentication Failed: Credentials
Expired");
Systemexit(-1);

cat ch( Exception e)

{
Systemout. println("Authentication Failed: Unexpected
Exception, " + e.getMessage());
e.printStackTrace();
Systemexit(-1);
}
/**
* Retrieve authenticated subject, perform Sanpl eAction as
* Subj ect
*/
Subj ect subject = | ogi nCont ext. get Subj ect();

Sanpl eAction sanpl eAction = new Sanpl eAction(url);
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Security.runAs(subject, sanpl eAction);
System exit (0);
}
}

For more information about using JAAS, see the Java Authentication and
Authorization Service Developer’s Guide.

Using JNDI Authentication

Java clients use the JavaNaming and Directory Interface (JNDI) to pass credentialsto
WebL ogic Server. A Javaclient establishes a connection with WebL ogic Server by
getting aJJNDI InitialContext. The Java client then uses the Initial Context to look up
the resources it needs in the WebL ogic Server INDI tree.

Note: JAASisthe preferred method of authentication, however, the
WebL ogic-supplied LoginModule only supports username and password
authentication. Thus, for client certificate authentication (also referred to as
two-way SSL authentication), you should use JNDI. To use JAASfor client
authentication, you must write a custom LoginModule that does certificate
authentication.

To specify auser and the user’s credentials set the INDI properties listed in the
following table.

Table 3-1 JNDI Properties Used for Authentication

Property Meaning

I NI TI AL_CONTEXT_FACTORY  Providesan entry point into the WebL ogic Server
environment. The class
webl ogi c. j ndi . W.I ni ti al Cont ext Fact ory
isthe INDI SPI for WebLogic Server.

PROVI DER_URL Specifiesthe host and port of the WebL ogic Server. For
example: t 3://webl ogi c: 7001.
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Table 3-1 JNDI Properties Used for Authentication (Continued)

Property M eaning

SECURI TY_AUTHENTI CATI ON  Indicates the types of authentication to be used. The
following values are valid:

m  None indicatesthat no authentication is performed.

m  Si npl e indicates that password authentication is
performed.

m St rong indicatesthat certificate authentication is
performed.

Note:  If you try to access a secure component on
WebL ogic Server, user authentication will be
required by WebL ogic Server regardless of the
type of authentication indicated by the
SECURI TY_AUTHENTI CATI ON setting. For
example, if you set
SECURI TY_AUTHENTI CATI ONto None,
you will till be required to supply the correct
password to access a secure component.

SECURI TY_PRI NCI PAL Specifies the identity of the User when that User
authenticates to the WebL ogic Server security realm.

SECURI TY_CREDENTI ALS Specifies the credentials of the User when that User
authenti cates to the WebL ogic Server security realm.

m  For password authentication enabled via
SECURI TY_AUTHENTI CATI ON=" si npl e” , this
property specifies astring that is either the User’s
password or aUser object used by WebL ogic
Server to verify credentials.

m  For certificate authentication enabled via
SECURI TY_AUTHENTI CATI ON=" st rong” , this
property specifies the name of the X509 object that
containsthe digital certificate and private key for
the WebL ogic Server.

These properties are stored in a hash table that is passed to the I ni ti al Cont ext
constructor.
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Listing 3-9 demonstrates how to use certificate authentication in a Java client. Notice
the use of T3S, which isaWebLogic Server proprietary version of SSL. T3S uses
encryption to protect the connection and communication between WebL ogic Server
and the Javaclient.

Listing 3-9 Example of Certificate Authentication

Hasht abl e env = new Hasht abl e();
env. put (Cont ext. | NI TI AL_CONTEXT_FACTORY,
"webl ogi c. j ndi . W.I ni tial Cont ext Factory");
env. put (W.Cont ext . PROVI DER_URL, “t3s://webl ogic: 7001");
env. put (W.Cont ext . SECURI TY_AUTHENTI CATI ON “strong”);
env. put (Cont ext . SECURI TY_PRI NCl PAL, “javaclient”);
env. put ( Cont ext . SECURI TY_CREDENTI ALS, “certforclient”);

ctx = new Initial Context(env);

The codein Listing 3-9 generates a call to the Identity Asserter class that implements
thewebl ogi c. security. provi ders. aut henti cat i on. User NanmeMapper

i nt er f ace. Theclassthat implementsthe User NameMapper interface returns a User
object if thedigital certificateisvalid. WebLogic Server storesthis authenticated User
object on the Java client’ s thread in WebL ogic Server and uses it for subsequent
authorization reguests when the thread attempts to use resources protected by the
security realm.

Note: Theimplementation of the
webl ogi c. security. provi ders. aut henti cati on. User NameMapper
interface must be specified in your CLASSPATH.

Writing Applications that Use SSL

This section covers the following topics:

m  Communicating Securely with SSL-Enabled Web Browsers
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m  Writing SSL Clients

m  Using Two-Way SSL Authentication

m  Two-Way SSL Authentication with INDI

m Using a Custom Host Name Verifier

m Using aTrust Manager

m Using an SSL Context

m Using an SSL ServerSocketFactory

m Using URLsto Make Outbound SSL Connections

Communicating Securely with SSL-Enabled Web

Browsers

3-28

Y ou can use a URL aobject to make an outbound SSL connection from a WebL ogic
Server acting as a client to another WebL ogic Server. The

webl ogi c. net . http. H t psURLConnect i on class provides away to specify the
security context information for aclientincluding the digital certificateand private key
of the client.

Thewebl ogi c. net. http. Ht t psURLConnect i on class provides methods for
determining the negotiated cipher suite, getting/setting a HostName Verifier, getting
the server’s certificate chain, and getting/setting an SSL SocketFactory in order to
create new SSL sockets.

The SSLClient code example demonstrates using the

webl ogi c. net . http. H t psURLConnect i on class to make an outbound SSL
connection. In addition, the SSL client code example demonstrates using the Java
Secure Socket Extension (JSSE) application programming interface (API) to make the
outbound SSL connection. The SSL client code exampleis availablein the

exanpl es. security. sslclient packageinthe

SAMPLES_HOME\ ser ver\ src\ exanpl es\security\ssl client directory.
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Writing SSL Clients

This section describes, by way of example, how to write various types of SSL clients.
Examples of the following types of SSL clients are provided:

m SSL Client Sample
m  SSL SocketClient Sample
m SSLClientServlet Sample

SSL Client Sample

The SSL Client sample demonstrates how to use the WebL ogic SSL library to make
outgoing SSL connections. It shows both how to do thisfrom astand-alone application
aswell asfrom within WebLogic Server, that is, in a servlet.

Y ou can compile this sample using WebL ogic’s implementation or Sun’s JSSE
implementation. To use Sun’s JSSE implementation, you must uncomment the
following code in the SSLCl i ent . j ava file and then recompile the sample:

m The JSSE Java package import statements.
m Thecodefor thej sseURLConnect () method.

m TheNul | Host nameVeri fi er inner class.

Note:  When making an outgoing SSL connection, WebL ogic Server will use that
instance of the server's certificate. When communicating to either the same or
another WebL ogic Server with two-way SSL, the originating server's
certificate will be verified against the client root CA list in the receiving
WebL ogic Server.

Listing 3-10 shows a sample SSL Client. This code taken fromthe SSLCl i ent . j ava
file located at SAMPLES_HOVE\ ser ver\ src\ exanpl es\ security\sslclient.

Listing 3-10 SSL Client Sample

package exanpl es. security.sslclient;
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import java.io.File;

i mport java.net. URL;

i mport java.io. | OException;

i mport java.io.lnputStream

import java.io.FilelnputStream

i nport java.io. Qutput Stream

i mport java.io.PrintStream

i nport java.util.Hashtable;

i mport java.security. Provider;

i mport javax.nam ng. Nam ngExcepti on;

i nport j avax. nam ng. Cont ext;

i nport javax. nam ng. | nitial Context;

i mport javax.servlet. Servl et QutputStream
//import com sun.net.ssl.internal.ww.protocol.https.*;
//inmport com sun. net.ssl.*;

i mport webl ogic.net.http.*;

i nport webl ogi c.j ndi. Envi ronnent;

[** SSLdient is a short exanple of howto use the SSL library of

* WebLogi c to nake outgoing SSL connections. It shows both how

* to do this froma stand-al one application as well as fromw thin
* WebLogic (in a Servlet).

If you are using the JSSE inplenentation from Sun M crosystens, you nust
uncomment three places in the SSLCient.java code and re-conpile:

1. JSSE inmport statenents at the top of this file.
2. The code in nethod jsseURLConnect.
3. The Nul | Host nameVerifier inner class.

Be careful to notice that the WebLogi c Server, when naking an
out goi ng SSL connection, will use that instance of the server's
certificate. Wien communicating to either the sane or anot her
WebLogic Server with two-way SSL, the originating server's
certificate will be verified against the client root CAlist in
t he recei ving WebLogi ¢ Server.

@ut hor Copyright (c) 1999-2002 by BEA Systens, Inc. Al Rights
Reser ved.
/

E R R R I I I N ST I R

public class SSLOient {
public void SSLdient() {}
public static void main (String [] argv)
throws | CException {
if (('((argv.length == 4) || (argv.length == 5))) ||
('((argv[0].equal s("Ws") || argv[O0].equals("jsse"))))
) |

System out . println("usage: java SSLd ient jsse|w s host port
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ssl port <query>");
Systemout. println("exanple: java SSLCient w s server2.webl ogi c. com 80 443
/ exanpl esWebApp/ SnoopSer vl et.jsp");
Systemexit(-1);

y {
Systemout.println("----");
if (argv.length == 5) {
if (argv[0].equals("ws"))
W sURLConnect (argv[ 1], argv[2], argv[3], argv[4],
System out);

}
t

r

el se
j sseURLConnect (argv[ 1], argv[2], argv[3], argv[4],
System out) ;
} else { // for null query, default page returned...
if (argv[0].equals("ws"))
w sURLConnect (argv[ 1], argv[2], argv[3], null, Systemout);
el se
j sseURLConnect (argv[ 1], argv[2], argv[3], null,
System out) ;
}
Systemout.println("----");
} catch (Exception e) {
e.printStackTrace();
printSecurityProviders(Systemout);
Systemout.println("----");
}
}
private static void printQut(String outstr, QutputStream streanm {
if (streaminstanceof PrintStream {
((PrintStreamstream.print(outstr);
return;
} else if (streaminstanceof ServletQutputStream {
try {
((ServletQutputStreamstrean).print(outstr);
return;
} catch (1 OException ioe) {
Systemout.println(" | OException: "+ioe.getMessage());
}

}
System out. print(outstr);
}
private static void printSecurityProviders(QutputStreamstream {
StringBuffer outstr = new StringBuffer();
outstr.append(" JDK Protocol Handlers and Security
Providers:\n");
outstr.append(" java. prot ocol . handl er. pkgs - ");
out str. append(System get Properties().getProperty(
"java. prot ocol . handl er. pkgs"));
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out str.append("\n");

Provi der[] provs = java.security. Security.getProviders();

for (int i=0; i<provs.length; i++)

out str. append(" provider[" + i + "] - " + provs[i].getNanme()

+" - " + provs[i].getInfo() + "\n");

outstr.append("\n");

printQut(outstr.toString(), strean;

}

private static void tryConnection(java. net. H t pURLConnecti on
connection, QutputStream strean
throws | OException {

connecti on. connect ();

String responseStr = "\t\t" +
connecti on. get ResponseCode() + " -- " +
connecti on. get ResponseMessage() + "\n\t\t" +
connecti on. get Content (). getd ass() . get Nane()

+ "\'n";
connecti on. di sconnect () ;
printQut(responseStr, strean);

}
/*
* This nethod contains an exanple of how to use the URL and
* URLConnection objects to create a new SSL connection, using
* JSSE SSL client classes.
*
* This nethod is comented out for conpilation without the JSSE
* classes. To observe JSSE in action, see instructions in
* package. htni .
*

/
public static void jsseURLConnect(String host, String port,
String sport, String query,
CQut put Stream out) {
/*
try {
if (query == null)
query = "/exanpl es\WebApp/i ndex.jsp";
String handlers =
System get Property("]j ava. prot ocol . handl er. pkgs");
Syst em set Property("j ava. protocol . handl er. pkgs",
"com sun. net.ssl.internal.ww.protocol |" + handl ers);
java. security. Security.addProvi der (new
com sun. net.ssl.internal.ssl.Provider());
print SecurityProviders(out);
printQut (" Trying a new HTTP connection using JDK client
classes - \n\thttp://" +
host + ":" + port + query + "\n", out);
URL url = null;
try {
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url = new URL( "http", host,
I nteger.val ue (port).intValue(), query);
java. net. Ht t pURLConnecti on connection =
(java. net. Htt pURLConnection) url.openConnection();
tryConnecti on(connection, out);
} catch (Exception e) {
printQut (e. get Message(), out);
e.printStackTrace();
printSecurityProviders(Systemout);
Systemout.println("----");
}
printQut(" Trying a new HTTPS connection using JDK client
classes - \n\thttps://" +
host + ":" + sport + query +"\n", out);
URL jsseUrl = new URL( "https", host,
I nt eger.val ueO (sport).intValue(), query,
new com sun. net.ssl.internal.ww. protocol.https. Handler() );
java. net. Ht t pURLConnecti on sconnection =
(java. net. H t pURLConnection) jsseUrl.openConnection();

/* Uncomment this and the inner class at the bottom of the
* file to observe how the HostnaneVerifier works with JSSE
*//*
i f (sconnection instanceof com sun.net.ssl.HttpsURLConnecti on)
((com sun. net. ssl. H t psURLConnect i on) sconnect i on)
. set Host naneVeri fier (new Nul | Host nameVerifier());
*//*
printQut("\t using a "+sconnection.getd ass().getNane() +
"\'n", out);
tryConnection(sconnection, out);
} catch (1 OException ioe) {
i oe.printStackTrace();
printQut(ioe.get Message(), out);

/1 end of jsseURLConnect nethod */

}
/*
* This nethod contains an exanple of how to use the URL and
* URLConnection objects to create a new SSL connection, using
* WebLogic SSL client classes.
*

/
public static void w sURLConnect (String host, String port,
String sport, String query,
Qut put Stream out) {
try {
if (query == null)
query = "/exanpl esWebApp/i ndex.jsp";
/1 The follow ng protocol registration is taken care of in the
/1 normal startup sequence of WebLogic. It can be turned off
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/1 using the console SSL panel.

I

// W duplicate it here as a proof of concept in a stand al one
/1 java application. Using the URL object for a new connection
/1 inside of WebLogic would work as expect ed.
java.util.Properties p = System getProperties();

String s = p.getProperty("java. protocol . handl er. pkgs");

if (s ==null) {

s = "webl ogi c. net";
} else if (s.indexOf("weblogic.net") == -1) {
s += "| webl ogic. net";

}
p. put ("j ava. prot ocol . handl er. pkgs", s);
Syst em set Properties(p);
print SecurityProviders(out);
/1 end of protocol registration
printQut(" Trying a new HTTP connection using WS client classes -
\n\thttp://" + host + ":" + port + query + "\n", out);
URL Wl sUrl = null;
try {
W sU |l = new URL("http", host, Integer.valueO (port).intValue(), query);
webl ogi c. net. http. H t pURLConnecti on connection =
new webl ogi c. net. http. Ht t pURLConnecti on(w sUrl);
tryConnecti on(connection, out);
} catch (Exception e) {
printQut (e.get Message(), out);
e.printStackTrace();
printSecurityProvi ders(System out);

Systemout.printin("----");
}
printQut (" Trying a new HTTPS connection using WS client classes -
\n\thttps://" + host + ":" + sport + query + "\n", out);
wWsUl = new URL("https", host, Integer.val ueO (sport).intValue(), query);

webl ogi c. net. http. H t psURLConnecti on sconnection =
new webl ogi c. net. http. Ht t psURLConnecti on(w sUrl);

/1 Only when one has a two-way SSL connection, i.e. dientCertificateEnforced
/] is selected in the server under the SSL tab, the follow ng private key
/1 and the client cert chain is used.

File dientKeyFile = new File ("clientkey.peni);

File ientCertsFile = new File ("client2certs. peni);

if (!CientKeyFile.exists() || !TientCertsFile.exists())

Systemout.println("Error : clientkey.penfclient2certs.pemis not present
inthis directory.");

Systemout.println("To create it run - ant createnycerts.");

System exit(0);

Input Stream [] ins = new | nput Streanf 2] ;
ins[0] = new FilelnputStrean("client2certs. pen');
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ins[1] = new FilelnputStrean("clientkey.pem');
String pwd = "clientkey";
sconnection. | oadLocal Identity(ins[0], ins[1], pwd.toCharArray());

tryConnecti on(sconnection, out);
} catch (Exception ioe) {
printQut(ioe.get Message(), out);
i oe.printStackTrace();
}

}

/* This inner class is a null version which always returns true when checking
the server certificate Subect DN CormobnNane agai nst the hostname of the
server we're connecting to. Uncomment this class and the registration of
this class in JSSE (al so commented out above in the jsseURLConnect nethod)
to observe how it works.

*//*

static class Null HostnameVerifier inplements com sun. net. ssl. HostnaneVerifier {

public bool ean verify(String url Hostnanme, String certHostnanme) {
return true;

pel

SSLSocketClient Sample

The SSL SocketClient sample demonstrates how to use the secure port to connect to a
JSP served by WebL ogic Server and display the results of that connection. It shows
how to implement the following functions:

m Initializing an SSL Context with client identity, a HosthameVerifierJSSE, and a
NulledTrustM anager

m Creating a keystore and retrieving the private key and certificate chain

m Using an SSL SocketFactory

m Using HTTPS to connect to a JSP served by WebL ogic Server

m Implementing thej avax. net . ssl . HandshakeConpl et edLi st ener interface

m Creating adummy implementation of the
webl ogi c. security. SSL. Host nameVeri f i er JSSE class to verify that the
server the example connects to is running on the desired host
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Listing 3-11 shows a sample SSL SocketClient. This code taken from the
SSLSocket Cli ent . j ava filelocated at
SAMPLES HOVE\ server\ src\ exanpl es\security\sslclient.

Listing 3-11 SSL SocketClient Sample

package exanpl es.security.sslclient;

import java.io.File;

i mport java.io.lOException;

i nport java.io.|nputStream

i nport java.io. Qutput Stream

i mport java.io.FilelnputStream

i nport java.util.Hashtable;

i mport java.security. KeyStore;

i mport java.security. PrivateKey;

i nport java.security.cert.Certificate;

i mport webl ogi c. security. SSL. Host naneVeri f i er JSSE;
i mport webl ogi c. security. SSL. SSLCont ext ;

i nport javax. net.ssl.SSLSocket;

i mport javax. net.ssl.SSLSessi on;

i mport webl ogi c.security. SSL. SSLSocket Fact ory;
i mport webl ogi c. security. SSL. Trust Manager JSSE;

/**

* A Java client denpnstrates connecting to a JSP served by WblLogi c Server
* using the secure port and displays the results of the connection.

* @ut hor Copyright (c) 1999-2002 by BEA Systenms, Inc. Al Rights Reserved.
*/

public class SSLSocketd ient {
public void SSLSocketdient() {}
public static void main (String [] argv)
throws | OException {
if ((argv.length < 2) || (argv.length > 3)) {
System out . println("usage: java SSLSocketd ient host sslport
<Host nanmeVerifi er JSSE>");
System out. println("exanple: java SSLSocket Client server2.webl ogic.com 443
MyHVCl assNange") ;
Systemexit(-1);

}
LEEEETEEEEE i bbb i

try {
Systemout.println("\nhttps://" + argv[0] + ":" + argv[1]);
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Systemout.println(" Creating the SSLContext");
SSLCont ext ssl Ctx = SSLCont ext. getlnstance("https");

File KeyStoreFile = new File ("nmykeystore");
if (!KeyStoreFile.exists())

Systemout.println("Keystore Error : nykeystore is not present in this
directory.");

Systemout.println("To create it run - ant createnmykeystore.");

System exit(0);

Systemout.printIn(" Initializing the SSLContext with client\n" +
" identity (certificates and private key),\n" +
Host naneVeri fi er JSSE, AND Nul | edTrust Manager") ;

/1 Open the keystore, retrieve the private key, and certificate chain
KeyStore ks = KeyStore.getlnstance("jks");
ks. | oad(new Fil el nput Streanm("nykeystore"), null);
Privat eKey key = (PrivateKey)ks. get Key("nmykey", "testkey".toCharArray());
Certificate [] certChain = ks.getCertificateChain("nykey");
ssl Ct x. | oadLocal I dentity(certChain, key);

Host naneVeri fi erJSSE hVerifier = null;
if (argv.length < 3)

hVerifier = new Nul | edHost naneVerifier();
el se

hVerifier = (HostnaneVerifierJSSE) O ass.forNanme(argv[2]).new nstance();
ssl Ct x. set Host nameVeri fi er JSSE( hVerifier);
Trust Manager JSSE t Manager = new Nul | edTr ust Manager () ;
ssl Ct x. set Tr ust Manager JSSE(t Manager ) ;
Systemout.println(" Creating new SSLSocket Factory with SSLContext");
SSLSocket Factory ssl SF = (SSLSocket Factory) ssl Ct x. get Socket Fact or yJSSE() ;
Systemout.println(" Creating and openi ng new SSLSocket with

SSLSocket Factory");

/1 using createSocket(String hostnanme, int port)
SSLSocket ssl Sock = (SSLSocket) ssl SF. creat eSocket (argv[O0],
new I nteger(argv[1]).intValue());
Systemout. println(" SSLSocket created");
ssl Sock. addHandshakeConpl et edLi st ener (new MyLi stener());
Qut put Stream out = ssl Sock. get Qut put Strean();

/1 Send a sinple HTTP request
String req = "GET /exanpl esWebApp/ Showbate.jsp HTTP/1.0\r\n\r\n";
out.wite(req.getBytes());

/1l Retrieve the InputStreamand read the HTTP result, displaying
/1 it on the console
| nput St ream in = ssl Sock. get | nput Strean();
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byte buf[] = new byte[1024];
try
{

while (true)

int ant = in.read(buf);

if (ant == -1) break;

Systemout.wite(buf, 0, ant);
}

}
catch (1 OException e)
{

return;

ssl Sock. cl ose();

Systemout. println(" SSLSocket closed");
} catch (Exception e) {

e.printStackTrace();

}
}
/**
* MyListener inplenments the interface
* <code>j avax. net. ssl . HandshakeConpl et edLi st ener </ code> and shows the user how
* to receive notifications about the conpletion of an SSL protocol handshake
* on a given SSL connecti on.
*
* |t also shows the user the nunmber of times an SSL handshake takes
* place on a given SSL connecti on.
*
*

~

static class MListener inplenents javax.net.ssl.HandshakeConpl et edLi st ener

public void handshakeConpl et ed(j avax. net. ssl . HandshakeConpl et edEvent event)
{
SSLSessi on session = event. get Session();
System out . println("Handshake Conpleted with peer " +
sessi on. get Peer Host () ) ;

Systemout. println("cipher: " + session.getC pherSuite());
javax.security.cert.X509Certificate[] certs = null;
try
{
certs = session.getPeerCertificateChain();
}
catch (javax.net.ssl.SSLPeerUnverifiedException puv)
{
certs = null;
}
if (certs !=null)
{
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Systemout.println("peer certificates:");
for (int z=0; z<certs.length; z++) Systemout.println(

"certs["+z+"]: " + certs[z]);
}
el se
{
Systemout.println("No peer certificates presented");
}

}
}
}

SSLClientServlet Sample

SSLClientServlet is a simple serviet wrapper of SSLClient sample.

Listing 3-12 shows a sample SSL ClientServlet. This code taken from the
SSLSO i ent Servl et . j ava file located at
SAMPLES HOME\ server\ src\ exanpl es\security\sslclient.

Listing 3-12 SSL ClientServlet Sample Code

package exanpl es.security.sslclient;

i mport java.io. | CException;
inport java.io.lnputStream

i mport java.io. Qutput Stream
import java.util.Enuneration;
i mport javax.servlet.*;

i mport javax.servlet.http.*;

/**

* SSLCientServliet is a sinple servlet wapper of

* exanpl es. security.sslclient.SSLOient.

* @ee SSLAient

* @ut hor Copyright (c) 1999-2002 by BEA Systens, Inc. Al Rights Reserved.
*/

public class SSLO ientServlet extends HtpServlet {
public void service(HtpServl et Request request, HttpServletResponse response)
throws Servl et Exception, |OException {
response. set Cont ent Type("text/htm ") ;
response. set Header (" Pragma", "no-cache"); // HTTP 1.0
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response. set Header (" Cache- Control ", "no-cache"); // HITP 1.1
Servl et Qut put Stream out = response. get Qut put Stream() ;

out.println("<br><h2>ssl client test</h2><br><hr>");
String[] target = request. getParaneterValues("url");

try {

out.println("<h3>w s ssl client classes</h3><br>");
out.println("java SSLd ient w s |ocal host 7001 7002

/ exanpl esWebApp/ SnoopSer vl et . j sp<br>");

out.println("<pre>");
SSLC i ent . wl sURLConnect ("I ocal host", "7001", "7002",

"/ exanpl esWebApp/ SnoopSer vl et.jsp", out);

out. println("</pre><br><hr><br>");

} catch (1 OException ioe) {
out.println("<br><pre> "+i oe. get Message()+"</pre>");
ioe.printStackTrace();

Using Two-Way SSL Authentication

3-40

When using certificate authentication, WebL ogic Server sends a digital certificate to
the requesting client. The client examines the digital certificate to ensure that it is
authentic, hasnot expired, and matchesthe WebL ogic Server instancethat presented it.

With two-way SSL authentication (aform of mutual authentication), the requesting
client also presents adigital certificate to WebL ogic Server. When WebL ogic Server
is configured for two-way SSL authentication, requesting clients are required to
present digital certificates from a specified set of certificate authorities. WebL ogic
Server accepts only digital certificates that are signed by root certificates from the
specified certificate authorities.

For information on how to configure WebL ogic Server for two-way SSL
authentication, seethe* Configuring the SSL Protocol” sectioninManaging WebLogic
Security.

Thefollowing sections describethe different waystwo-way SSL authenti cation can be
implemented in WebL ogic Server.
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Two-Way SSL Authentication with JNDI

When using JNDI for two-way SSL authentication in a Java client, use the

set SSLO i ent Certificate() method of the WebL ogic INDI Environment class.
This method sets a private key and chain of X.509 digital certificatesfor client
authentication. To supply the Java client’s digital certificate and private key read the
Definite Encoding Rules (DER) filesthat contain the digital certificate and private key
into an X509 object, and then set the X509 object in a INDI hash table. Use the INDI
properties described in “Using JINDI Authentication” to specify the information
required for authentication.

To passdigital certificatesto INDI, create an array of | nput St r eans opened onfiles
containing DER-encoded digital certificates and set the array in the INDI hash table.
Thefirst element in the array must contain an I nput St r eamopened on the Java
client’ sprivate key file. The second element must contain an | nput St r eamopened on
the Java client’ s digital certificate file. (Thisfile contains the public key for the Java
client.) Additional elements may contain the digital certificates of the root certificate
authority and the signer of any digita certificates in a certificate chain. A certificate
chain allows WebL ogic Server to authenticate the digital certificate of the Java client
if that digital certificate was not directly issued by a certificate authority registered for
the Java client in the WebL ogic Server keystore file.

You can usethewebl ogi c. securi ty. PEM nput St r eamclassto read digital
certificates stored in Privacy Enhanced Mail (PEM) files. This class provides afilter
that decodes the base 64-encoded DER certificate into a PEM file.

Listing 3-13 demonstrates how to use mutual authentication in a Javaclient.

Listing 3-13 Example of Mutual Authentication

import java.io.FilelnputStream

inmport java.io.lnputStream

i mport javax.nam ng. Cont ext;

i mport webl ogi c.j ndi . Envi ronnent;

i mport webl ogi c. security. PEM nput Stream

public class Javad i ent

{

public static void main(String[] args)
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Context ctx = null;

String url = args[0];
try
{

Envi ronment env = new Environnment ();
env. setProviderUrl (url);

/1 The second and third args are usernane and password
if (args.length >= 3)
{

env. set SecurityPrincipal (args[1]);

env. set SecurityCredential s(args[2]);

}

/1 Fourth and fifths arguments are private key and
/1l public key.
if (url.startsWth("t3s") && args.length >= 5)

InputStreanf] certs = new InputStreanfargs.length - 3];
for (int q =3, q < args.length; g++)

String file = args[q];
InputStreamis = new FilelnputStrean(file);

if (file.toLowerCase().endsWth(". pen'))

{
is = new PEM nput Strean{i s);

certs[gq - 3] =is;
env.setSSLA ientCertificate(certs);

}

ctx = env.getlnitial Context();

When the INDI get | ni ti al Cont ext () method is caled, the Java client and

WebL ogic Server execute mutual authentication in the same way that a\Web browser
performs mutual authentication to get a secure Web server connection. An exception
isthrown if the digital certificates cannot be validated or if the Java client’ s digital
certificate cannot be authenticated in the security realm. The authenticated User object
is stored on the Java client’ s server thread and is used for checking the permissions
governing the Java client’s access to any protected WebL ogic Server resources.
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When you use the WebL ogic INDI Environment class, you must create a new
Environment object for each call to the get | ni ti al Cont ext () method. Once you
specify a User and security credentials, both the user and their associated credentials
remain set in the Environment object. If you try to reset them and then call the INDI
get I ni tial Cont ext () method, the original User and credentials are used.

When you use mutual authentication from a Java client, WebL ogic Server gets a
unique Java Virtual Machine (JVM) ID for each client VM so that the connection
between the Javaclient and WebL ogic Server is constant. Unless the connection times
out from lack of activity, it persists aslong asthe VM for the Java client continuesto
execute. The only way a Javaclient can negotiate anew SSL connection reliably isby
stopping its VM and running another instance of the VM.

If you have not configured an Identity Asserter to do certificate-based authentication,
aJavaclient running in aJVM with an SSL connection can change the WebL ogic
Server User identity by creating anew JNDI | ni ti al Cont ext and supplying a new
username and password in the INDI SECURI TY_PRI NCI PAL and

SECURI TY_CREDENTI ALS properties. Any digital certificates passed by the Javaclient
after the SSL connection is made are not used. The new WebL ogic Server User
continues to use the SSL connection negotiated with the initial User’ s digital
certificate.

If you have configured an Identity Asserter to do certificate-based authentication,
WebL ogic Server passes the digital certificate from the Java client to the
implementation of the Identity Asserter class that implements the UserNameM apper
interface and the user-name-mapper class maps the digital certificate to a WebL ogic
Server user name. Therefore, if you want to set a new user identity when you use the
certificate-based identity assertion, the Java client must create a new Environment
because the original Environment processed the digital certificate and cached the first
set of credentials. Thisisbecause the digital certificateis processed only at the time of
thefirst connection request from the VM for each Environment.

Using Two-Way SSL Authentication Between WebLogic Server Instances

Y ou can use two-way SSL authentication in server-to-server communication in which
one WebL ogic Server instance is acting as the client of another WebL ogic Server
instance. Using two-way SSL authentication in server-to-server communication
enables you to have dependable, highly-secure connections, even without the more
familiar client/server environment.
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Listing 3-14 shows an example of how to establish a secure connection from a servlet
running in one instance of WebL ogic Server to a second WebL ogic Server instance
called server 2. webl ogi c. com

Listing 3-14 Establishing a Secure Connection to Another WebL ogic Server

FilelnputStream[] f = new FilelnputStrean3];
f[0] = new Fil el nput St rean(“denokey. peni');
f[1] = new Fil el nput St rean(“denocert. peni);
f[2]= new Fil el nput Streanm(“ca. penf);

Envi ronnent e = new Environment ();

e.setProvider URL(“t3s://server2. webl ogi c. com 443");

e.setSSLC ientCertificate(f);

e. set SSLSer ver Nanme( “server 2. webl ogi c. conf) ;

e. set SSLRoot CAFi nger print s(“ac45e2d1ced492252acc27ee5c345ef 26”) ;

e.setlnitial ContextFactory
(“webl ogi c.jndi.W.lnitial ContextFactory”);
Context ctx = new Initial Context(e.getProperties())

In Listing 3-14, the WebL ogic INDI Environment class creates a hash table to store
the following parameters:

m set Provi der URL—the URL of the WebL ogic Server functioning as a client.
The URL specifies the T3S protocol which is aWebL ogic Server proprietary
protocol built on the SSL protocol. The SSL protocol protects the connection
and communi cation between two WebL ogic Servers.

m setSSLOientCertificat e—specifiesacertificate chain to use for the
connection. A certificate chain is an array that contains a private key, the
matching public key, and a chain of digital certificates for trusted certificate
authorities, each of which isthe issuer of the previous digital certificate.

m  set SSLSer ver Nane—specifies the name of the WebL ogic Server presenting the
digital certificate. The name is compared to the common name field in the digital
certificate of the WebL ogic Server. This parameter is used to prevent
man-in-the-middle attacks.
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m set SSLRoot CAFi nger pri nt —specifies that the digital certificate must be
issued by a certificate authority with the specified fingerprint. This parameter is
used to prevent man-in-the-middle attacks.

Using Two-Way SSL Authentication with Servlets

To authenticate Javaclientsin aservlet (or any other server-side Javaclass), you must
check whether the client presented adigital certificate and if so, whether the certificate
wasissued by atrusted certificate authority. The servlet writer isresponsiblefor asking
whether the Java client has avalid digital certificate. When writing servlets with the
WebL ogic Servlet API, you must access information about the SSL connection
through the get At t ri but e() method of the HTTPSer vI et Request object.

The following attributes are supported in WebL ogic Server servlets:

B javax.servlet.request.X509Certificate
java.security.cert.X509Certificate []—returnsan array
of the X509Certificate.

m javax.servlet.request.cipher_suite—returnsastring representing the
cipher suite used by HTTPS.

m javax.servlet.request.key_si ze— returns an integer (0O, 40, 56, 128, 168)
representing the bit size of the algorithm.

m  weblogic.servlet.request.SSL Session
javax.net.ssl.SSL Session—returns the SSL Session object that
contains the cipher suite and the dates on which the object was created and last
used.

Y ou have access to the user information defined in the digital certificates. When you
get thej avax. servl et. request. X509Cer ti fi cat e attribute, it isan array of
java. security. cert X509Certificate. Y ou simply cast it to that and look at the
certificates.

A digita certificate includes information, such as the following:

m  The name of the subject (holder, owner) and other identification information
required to verify the unique identity of the subject, such as the uniform resource
locator (URL) of the Web server using the digital certificate, or an individua
user’s e-mail address

m Thesubject’spublic key
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m  The name of the certificate authority that issued the digital certificate
m A serial number

m  Thevalidity period (or lifetime) of the digital certificate (as defined by a start
date and an end date)

Using a Custom Host Name Verifier

3-46

A Host Name Verifier validates that the host to which an SSL connectionis made is
the intended or authorized party. A Host Name Verifier is useful when a WebL ogic
client or aWebL ogic Server isacting asan SSL client to another application server. It
prevents man-in-the-middle attacks.

By default, WebL ogic Server, asafunction of the SSL handshake, compares the
common name in the SubjectDN of the SSL server’s digital certificate with the host
name of the SSL server used to initiate the SSL connection. If these names do not
match, the SSL connection is dropped.

The dropping of the SSL connection is caused by the SSL client which validates the
host name of the server against the digital certificate of the server. If anything but the
default behavior is desired, you can either turn off host name verification or register a
custom host name verifier. Turning off host name verification leavesWebL ogic Server
vulnerable to man-in-the-middle attacks.

Note: Turn off host name verification when using the demonstration digital
certificates shipped with WebL ogic Server.

Y ou can turn off host name verification in the following ways:

m |Inthe Administration Console, check the Hosthame Verification Ignored
attribute under the SSL tab on the Server node.

m  Onthe command line of the SSL client, enter the following argument:

- Dnebl ogi c. security. SSL. i gnor eHost naneVeri ficati on=true

Y ou can write a custom Host Name Verifier. The

webl ogi c. security. SSL. Host nameVer i f i er JSSE interface provides a callback
mechanism so that you can defineapolicy for handling the case where the server name
that is being connected to does not match the server name in the SubjectDN of the
server'sdigital certificate.
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To use acustom Host Name Verifier, create a class that implements the
webl ogi c. security. SSL. Host naneVeri fi er JSSE interface and define the
methods that capture information about the server’s security identity.

Note: Thisinterface takes new style certificates and replaces the
webl ogi c. security. SSL. Host nameVeri fi er interface, which isbeing
deprecated in this release of WebLogic Server.

Before you can use acustom Host Name Verifier, you need to define the class for your
implementation in the following ways:

m Inthe Administration Console, define the class for your Host Name Verifier in
the Hostname Verifier attribute under the SSL tab on the Server node.

m  Onthe command line, enter the following argument:
- Dwebl ogi c. security. SSL. Host naneVeri f i er JSSE=host naneveri fi er

where host naneveri fi er isthe name of the class that implements the custom
Host Name Verifier.

An example of acustom Host Name Verifier (See Listing 3-15) is available in the
SSLclient code example in the exanpl es. security. sslclient packageinthe
SAMPLES_HOME\ ser ver\ src\ exanmpl es\ security\sslclient directory. This
code example contains a NulledHostnameV erifier class which always returnstrue for
the comparison. This sample alows the WebLogic SSL client to connect to any SSL
server regardless of the server’s host name and digital certificate SubjectDN
comparison.

Listing 3-15 HostNameVerifier JISSE Sample Code

package exanpl es. security.sslclient;
/**

* HostnaneVerifierJSSE provides a call back nechani sm so that

* inmplenenters of this interface can supply a policy for handling
the case where the host that's being connected to and t he server
name fromthe certificate SubjectDN nust natch.

This is a null version of that class to show the WbLogi c SSL
client classes w thout major problens. For exanple, in this case,
the client code connects to a server at 'local host' but the
denocertificate's Subject DN ConmonNane is 'bea.conm and the
default WebLogi ¢ Host naneVerifierJSSE does a String.equal s() on

E N
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t hose two host nanes.

*
*
* @ee HostnaneVerifier#verify
* @ut hor Copyright (c) 1999-2002 by BEA Systens, Inc. Al Rights
* Reserved.
*/
public class Null edHost nameVerifier inplenents
webl ogi c. security. SSL. Host naneVeri fi er JSSE {

public bool ean verify(String urlHostnanme, String certHostnane) {

return true;

}
}

Using a Trust Manager

3-48

Thewebl ogi c. security. SSL. Tr ust Manager JSSE interface allowsyouto override
validation errorsin a peer’sdigital certificate and continue the SSL handshake. Y ou
can also use the interface to discontinue an SSL handshake by performing additional
validation on a server’ s digital certificate chain.

Note: Thisinterface takes new style certificates and replaces the
webl ogi c. security. SSL. Tr ust Manager interface, whichis being
deprecated in this release of WebLogic Server.

When an SSL client connectsto an SSL server, the SSL server presentsiits digital
certificate chain to the client for authentication. That chain could contain an invalid
digital certificate. The SSL specification says that the client should drop the SSL
connection upon discovery of an invalid certificate. Web browsers, however, ask the
user whether to ignore the invalid certificate and continue up the chain to determine if
it is possible to authenticate the SSL server with any of the remaining certificatesin
the certificate chain. The Trust Manager eliminates this inconsistent practice by
enabling you to control when to continue or discontinue an SSL connection. Using a
Trust Manager you can perform custom checks before continuing an SSL connection.
For example, you can use the Trust Manager to specify that only users from specific
localities, such astowns, states, or countries, or users with other special attributes, to
gain access viathe SSL connection.

Usethewebl ogi c. securi ty. SSL. Tr ust Manager JSSE interface to create a Trust
Manager. The interface contains a set of error codes for certificate verification. You
can also perform additional validation on the peer certificate and interrupt the SSL
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handshake if need be. After adigital certificate has been verified, the

webl ogi c. security. SSL. Trust Manager JSSE interface uses acallback function to
override the result of verifying the digital certificate. Y ou can associate an instance of
aTrust Manager with an SSL Context through the set Tr ust Manager () method. The
webl ogi c. securi ty. SSL. Trust Manager JSSE interface conforms to the JSSSE
specification. Note that the use of a Trust Manager may potentially impact
performance depending on the checks performed. Y ou can only set up a Trust Manger
programmatically; its use cannot be defined through the Administration Console or on
the command-line.

An example of aNulledTrustManager (See Listing 3-16) isavailablein the SSL client
code examplein the exanpl es. security. sslclient packagein the
SAMPLES_HOME\ ser ver \ src\ exanpl es\ security\sslclient directory.

Listing 3-16 TrustManager Code Example

package exanpl es.security.sslclient;

i mport webl ogi c. security. SSL. Trust Manager JSSE;
i nport javax.security.cert.X509Certificate;

public class Null edTrust Manager JSSE i npl enents Trust Manager JSSE{

public bool ean certificateCall back(X509Certificate[] o, int validateErr) {

Systemout.println(" --- Do Not Use In Production ---\n" +" By using this " +
"Nul | edTrust Manager, the trust in the server's identity "+
"is completely lost.\Nn -----mmmmmmmm o ")
for (int i=0; i<o.length; i++)
Systemout.println(" certificate " +i + " -- " + o[i].toString());

return true;

}
}

The SSL SocketClient example uses the custom Trust Manager show above. The
SSL SocketClient shows how to set up anew SSL connection by using an SSL Context
with the Trust Manager. This exampleis at thislocation on WebL ogic Server:

SAMPLES HOME\ ser ver\ src\ exanpl es\ security\sslclient
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Using an SSLContext

SSL Context is used to implement a secure socket protocol that holdsinformation such
asHost Name Verifier and Trust Manager for a given set of SSL connections. An
instance of the SSL Context classis used asafactory for SSL sockets. For example, all
sockets that are created by socket factories provided by the SSL Context can agree on
session state by using the handshake protocol associated with the SSL Context. Each
instance can be configured with the keys, certificate chains, and trusted root CAs that
it needs to perform authentication. These sessions are cached so that other sockets
created under the same SSL Context can reuse them later. See Modifying Parameters
for Session Caching in the Administration Guide for more information on session
caching. To associate an instance of a Trust Manager class with its SSL Context, use
the setTrustM anagerJSSE method.

Y ou canonly set upan SSL context programmeatically; not by using the Administration
Console or the command line. A Java new expression or the get | nst ance() method
of the SSL Context class can create an SSL Context object. The get | nst ance()
method is static and it generates a new SSL Context object that implements the
specified secure socket protocol. An example of using SSL Context is provided in the
SSL SocketClient samplein the

SAMPLES_HOME\ ser ver\ src\ exanpl es\ security\ssl client directory. This
example shows how to create anew SSL Socket Factory that will create a new SSL
Socket using SSL Context: SSL Context conformsto Sun Microsystems' s Java Secure
Socket Extension (JSSE), so it is forward-compatible code.

Listing 3-17 shows a sample instantiation.

Listing 3-17 SSL Context Code Example

i mport webl ogi c. security. SSL. SSLCont ext ;

SSLcont ext sslctx = SSLCont ext.getlnstance (“https”)

Using an SSLServerSocketFactory

Instances of this class create and return SSL sockets. This class extends
j avax. net . Socket Factory.

3-50  Programming WebL ogic Security



Writing Applications that Use SSL

Listing 3-18 shows a sample instantiation.

Listing 3-18 SSL Server SocketFactory Code Example

i nport webl ogi c. security. SSL. SSLSocket Fact ory;

SSLSocket Factory ssl SF = (SSLSocket Factory) ssl Ctx. get Socket Fact or yJSSE() ;

Using URLs to Make Outbound SSL Connections

You can use a URL abject to make an outbound SSL connection from a WebL ogic
Server acting as a client to another WebL ogic Server. The

webl ogi c. net. http. H t psURLConnect i on class provides away to specify the
security context information for aclient including thedigital certificate and private key
of the client. Instances of this class represent an HT TPS connection to aremote object.

The SSL Client code example demonstrates using the WebL ogic URL object to make
an outbound SSL connection (see Listing 3-19). The code example shown in

Listing 3-19 is excerpted fromthe SSLd i ent . j ava filein the

SAMPLES_HOME\ ser ver\ src\ exanpl es\ security\sslclient directory.

Listing 3-19 WebL ogic URL Outbound SSL Connection Code Example

W sUl = new URL("https", host, Integer.valueO (sport).intValue(),
query);
webl ogi c. net. http. Ht psURLConnecti on sconnection =
new webl ogi c. net. http. Ht t psURLConnecti on(w sUrl);

In addition, the SSL Client code example demonstrates using the Java Secure Socket
Extension (JSSE) application programming interface (API) to make an outbound SSL
connection (see Listing 3-20).
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Listing 3-20 JSSE URL Outbound SSL Connection Code Example

URL jsseUrl = new URL( "https", host,
I nt eger.val ueO (sport).intValue(), query,
new com sun. net. ssl.internal . ww. protocol . https. Handl er () );
java. net. Htt pURLConnecti on sconnection =
(java.net. Ht pURLConnection) jsseUrl.openConnection();
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4 Securing EJB
Applications

Y ou can use deployment descriptors and the Administration Console to secure EJBs
just as you can with Web applications. See “ Securing Web Applications (Thin
Clients)” on page 1 for ainformation on securing Web applications.

This section presents the following topics:
m  Adding Declarative Security to EJBs
m Using the <global-role/> Tag With EJBs

m  Adding Programmatic Security to EJBs

Adding Declarative Security to EJBs

To implement declarative security in EJBs you use deployment descriptors

(ej b-jar. xm andwebl ogi c-ej b-j ar. xnl ) to define the security requirements.
Listing 4-1 shows examples of how to usetheej b-j ar. xnl and

webl ogi c-ej b-j ar. xml deployment descriptors to map security role namesto a
security realm. The deployment descriptors map the application’s logical security
requirements to its runtime definitions. And at runtime, the EJB container uses the
security definitions to enforce the requirements.

To configureasecurity in the EJB depl oyment descriptors, perform thefoll owing steps
(see Listing 4-1):
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1. Useatext editor to createej b-j ar. xnml and webl ogi c- ej b-j ar. xm
deployment descriptor files.

2. Intheej b-j ar. xni file, define the role name, /b name, and method name.

3. Inthe WebL ogi c-specific EJB deployment descriptor file,
webl ogi c- ej b-j ar. xm , define the role name and link it to one or more
principasin a security realm.

For more information on configuring security in the ejb-jar.xml file, see the Sun
Microsystems Enterprise JavaBeans Specification, Version 2.0 which is at this
location on the Internet: ht t p: // j ava. sun. con product s/ ej b/ docs. ht m .

Listing4-1 Usingtheejb-jar.xml and weblogic-gb-jar .xml Filesto Map Security
Role Namesto a Security Realm

ejb-jar.xm entries:

<assenbl y- descri pt or >
<security-rol e>
<r ol e- name>manger </ r ol e- name>
<r ol e- nane>east </ r ol e- name>
</ security-rol e>
<met hod- per m ssi on>
<r ol e- nane>manager </ r ol e- nane>
<r ol e- nane>east </ r ol e- nane>
<met hod>
<ej b- nanme>account sPayabl e</ ej b- nane>
<met hod- nane>get Recei pt s</ et hod- nane>
</ met hod>
</ met hod- per mi ssi on>

</ assenbl y- descri pt or >

webl ogi c-ejb-jar.xm entries:

<security-rol e-assi gnnent >
<r ol e- nanme>manager </ r ol e- nane>
<pri nci pal - name>al </ pri nci pal - nane>
<pri nci pal - name>geor ge</ pri nci pal - name>
<pri nci pal - name>r al ph</ pri nci pal - nane>
</ security-rol e-assi gnnent >
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Using the <global-role/> Tag With EJBs

With WebL ogic Server versions 7.0 SP1 and later, there are four different options, or
approaches, that you can use to configure security in EJBS:

Approach #1: Always use the deployment descriptors. In this case, you
simply elect to never use the Administration Console to configure security and,
instead, use the deployment descriptors. The security configuration settings are
read from the deployment descriptors every time the EJB is deployed or
redeployed. To use this approach, the Administration Consol€’ s Ignore Security
Datain Deployment Descriptors attribute on the General tab of a security realm
must be left in its default state—unchecked.

Approach #2: Alwaysusethe Administration Console. In this case, before
you deploy the application for the first time, you must check the Administration
Consol€'s Ignore Security Data in Deployment Descriptors attribute so that the
deployment descriptors are ignored on initial deployment and subsequent
redeployments. Then you use the Administration Console to configure Global
Roles after the application is deployed.

Approach #3: Use the deployment descriptorsto configure security at initial
application deployment and then usethe Administration Console to
configure security from that point forward. In this case, the security
configuration settings are read from the deployment descriptors upon initial
deployment. Then you check the Ignore Security Datain Deployment
Descriptors attribute so that deployment descriptors are ignored on subseguent
redeployments and you use the Administration Console to make all subsequent
changes to the application’s security configuration.

Approach #4: Use the deployment descriptorsto configure policies and use
the Administration Console to configureroles. In WebLogic Server 7.0 SP1
and later, support was added for the <gl obal - r ol e/ > tag for usein the

webl ogi c-ej b-j ar. xm deployment descriptors. You can use this tag, instead
of the <pri nci pal - name> tag, to explicitly indicate that you want the roles
defined in the deployment descriptors by the <r ol e- nane> tag to use the
mappings that you specify in the Administration Console.

Thus, the <gl obal - r ol e/ > tag gives you the flexibility of not having to specify
a specific role mapping for each role defined in the deployment descriptors for a
particular EJB. Rather, you can use the Administration Console to specify and
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modify a specific role mapping for each defined role at anytime. Additionally,
because you may elect to use thistag on some EJBs and not others, it is not
necessary to check the Ignore Security Data In Deployment Descriptors attribute
on the General tab of the security realm. Thus, within the same security realm,
deployment descriptors can be used to specify and modify security for some
EJBs, while the Administration Console can be used to specify and modify
security for others.

Listing 4-2 shows how to use the <global-role/> tag with the ej b-j ar. xm and
webl ogi c- ej b-j ar. xm deployment descriptors.

Listing4-2 Usingthe<global-role>tagin EJB Deployment Descriptorsfor Role
Mapping

ejb-jar.xm entries:

<assenbl y- descri pt or >
<security-rol e>
<r ol e- name>manger </ r ol e- name>
<r ol e- nane>east </ r ol e- name>
</ security-rol e>
<met hod- per m ssi on>
<r ol e- nane>manager </ r ol e- nane>
<r ol e- nane>east </ r ol e- nane>
<met hod>
<ej b- nanme>account sPayabl e</ ej b- nane>
<met hod- nane>get Recei pt s</ et hod- nane>
</ met hod>
</ met hod- per m ssi on>

</ assenbl y- descri pt or >

webl ogi c-ejb-jar.xm entries:

<security-rol e-assi gnnent >
<r ol e- name>manager </ r ol e- nane>
<gl obal -rol e/ >

</ security-rol e-assi gnment >
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For information about how to use the Administration Console to configure security for
EJBs, See Managing WebLogic Security.

Adding Programmatic Security to EJBs

To implement programmatic security in EJBs you use the
j avax. ej b. EJBCont ext .get Cal | er Pri nci pal () and the
j avax. ej b. EJBCont ext . i sCal | er I nRol e() methods.

getCallerPrincipal

isCallerinRole

Youusetheget Cal | er Pri nci pal () method to determinethe caller of the enterprise
javabean. Thej avax. ej b. EJBCont ext .get Cal | er Pri nci pal () method obtains
thej ava. security. princi pal and returnsthe Principal object that identifies the
caller. Youcanusethej ava. | ang. d ass. get Narre() method toretrievethe current
user’s name and then do alookup to determine whether the user has the privileges
needed to access the resource.

For more information about how to usethe get Cal | er Pri nci pal () method, see
http://java.sun.com/j2ee/tutorial/1_3-fcs/doc/Security5.html.

Thei sCal | er I nRol e() method is used to determineif the caller (the current user)
has been assigned aRol e that isauthorized to perform actions on the WebL ogic Server
resources in that thread of execution. For example, the method

j avax. ej b. EJBCont ext . i sCal | er I nRol e(“admi n”) will returnt r ue if the
current user has admi n privileges.

For more information about how to usethei sCal | er | nRol e() method, see
http://java.sun.com/j2ee/tutorial/1_3-fcs/doc/Security5.html.

For Javadoc for the isCallerInRole() method, see
http://java.sun.com/products/ejb/javadoc-1.1/javax/ejb/EIB Context.html#isCallerInR
ole(java.lang.String).
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5

Protecting Application
Server Resources

There are primarily two ways to protect application server resources: network
connection filters and J2EE sandbox security. This section discussed these topics:

m  Using Network Connection Filtersto Protect Application Server Resources

m Using J2EE Sandbox Security to Protect Application Server Resources

Using Network Connection Filters to Protect
Application Server Resources

Security policies allow you to secure WebL ogic Server resources using some
characteristic of auser. However, you can add an additional layer of security by using
connection filtersto filter network connections. For example, you can deny any
non-SSL connections originating outside of your corporate network.

Network connection filtersare atype of firewall in that they can be configured to filter
on protocols, |P addresses, and DNS node names.

This section covers the following topics:
m  Connection Filter Interfaces
m  Connection Filter Classes

m  Guidelines for Writing Connection Filter Rules
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m  Configuring the Default Connection Filter
m Developing Custom Connection Filters

m  Connection Filter Examples

Connection Filter Interfaces

Twowebl ogi c. security. net interfacesare provided for implementing connection
filters:

m  ConnectionFilter interface

m  ConnectionFilterRulesListener interface

ConnectionFilter interface

This interface definesthe accept () method which is used to implement
connection filtering. To program the server to perform connection filtering, you
must instantiate a class that implements this interface and then define that class
in the Administration Console. Thisis the minimum implementation requirement
for connection filtering. However, implementing this interface alone does not
permit the use of the Administration Console to enter filtering rules to restrict
client connections, rather some other form (such as aflat file, which is defined

in the console) must be used for that purpose.

For a code example of how to use thisinterface, see “ Connection Filter
Examples’ on page 5-8.

ConnectionFilterRulesListener interface

Thisinterface defines two methods which are used to implement connection
filtering: set Rul es() and checkRul es() . Implementing thisinterfacein
addition to the ConnectionFilter interface allows the use of the Administration
Console to enter filtering rules to restrict client connections.

Note: To be able to enter and edit connection filtering rules on the Administration
Console, you must implement the ConnectionFilterRulesListener interface;
otherwise some other means must be used. For example, you could use aflat
file.
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For a code example of how to use thisinterface, see “Connection Filter
Examples’ on page 5-8.

Connection Filter Classes

Two webl ogi c. security. net classesare provided for implementing connection
filters:

m  ConnectionFilterlmpl Class

m  ConnectionEvent Class

ConnectionFilterimpl Class

This classis a default connection filter implementation. This class implements the
ConnectionFilter and ConnectionFilterRulesListener interfaces. It accepts all
incoming connections and al so provides static factory methodsthat allow the server to
obtain the current connection filter.

Thisclassis provided ready to use as part of the WebL ogic Server product. To
configure this class for use, see “ Configuring the Default Connection Filter” on page
5-6.

ConnectionEvent Class

Thisisthe class from which al event state objects are derived. All events are
constructed with areference to the object, that is, the source that is logically deemed
to be the object upon which a specific event initialy occurred.

For a code example of how to use this class, see Listing 5-1.

Guidelines for Writing Connection Filter Rules

This section describes how connection filter rules are written and evaluated. If no
connection rules are specified, all connections are accepted.
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Connection filter rules can be written in aflat file or input directly on the
Administration Console, depending on how you implement connection filtering. The
Network Connection Filter code examples, which are located in the

SAMPLES HOME\ ser ver\ src\ exanpl es\ securi t y\ net directory, demonstrate
both methods.

The following sections provide information and guidelines for writing connection
filter rules:

m  Connection Filter Rules Syntax
m  Typesof Connection Filter Rules

m  How Connection Filter Rules are Evaluated

Connection Filter Rules Syntax

The syntax of connection filter rulesis as follows:
m Each rule must be written on asingle line in the source code.
m Tokensin arule are separated by white space.

m A pound sign (#) isthe comment character. Everything after a pound sign on a
lineisignored.

m  Whitespace before or after aruleisignored.
m Linesconsisting only of whitespace or comments are skipped.
All rules have the following format:

target |ocal Address | ocal Port action protocols
where

e target specifiesone or more serversto filter.

e | ocal Addr ess defines the host address of the server. (If you specify an
asterisk (*), the match returns all local 1P addresses.)

e | ocal Port definesthe port on which the server islistening. (If you specify
an asterisk, the match returns all available ports on the server).

e acti on specifiesthe action to perform. Thisvaue must beal | owor deny.
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e protocol s isthelist of protocol namesto match. The following protocols
may be specified: http, https, t3, t3s, giop, giops, dcom ftp.
If no protocol is defined, al protocols will match arule.

Types of Connection Filter Rules
Two types of filter rules are recognized:

m Fastrules

A fast rule appliesto a hostname or 1P address with an optional netmask. If a
hosthame corresponds to multiple | P addresses, multiple rules are generated (in
no particular order). Netmasks can be specified either in numeric or dotted-quad
form. For example:

di al up-555-1212. pa. exanpl e.net 127.0.0.1 7001 deny t3 t3s # http(s) XK
192.168. 81. 0/ 255. 255. 254. 0 127.0.0.1 8001 allow # 23-bit netnmask

192. 168. 0. 0/ 16 127.0.0.1 8002 deny # |ike /255.255.0.0

Hostnames for fast rules are looked up once at server startup. While this design
greatly reduces overhead at connect time, it can result in the filter obtaining out
of date information about what addresses correspond to a host name. BEA
Systems recommends using numeric | P addresses instead.

m Slow rules

A slow rule appliesto part of adomain name. Since arule requires a
connect-time DNS lookup on the client-side in order to perform amatch, aslow
rule may be much slower than the fast rule. Slow rules are also subject to DNS
spoofing. Slow rules are specified as follows:

*.script-kiddiez.org 127.0.0.1 7001 deny
An asterisk only matches at the head of a pattern. If you specify an asterisk
anywhereelsein arule, it istreated as part of the pattern. Note that the pattern

will never match a domain name since an asterisk is not alegal part of adomain
name.

How Connection Filter Rules are Evaluated

When aclient connects to WebL ogic Server, the rules are evaluated in the order in
which they were written. Thefirst rule to match determines how the connection is
treated. If no rules match, the connection is permitted.
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If you want to further protect your server and only allow connections from certain
addresses, specify the last rule as:

0.0.0.0/0 * * deny

With this as the last rule, only connections that are allowed by preceding rules are
alowed, all others are denied.

Configuring the Default Connection Filter

To configure the default connection filter, connectionFilterlmpl, perform the
following steps on the Administration Console:

1. Bring up the Administration Console in a browser.
2. To configure the default connection filter class, perform the following steps:

a. Select thedomain nodein theleft pane. The domain nodeisthetop-level node.
It isthe name of your server’s domain.

b. Click on the Security Tab.
c. Click onthe Filter tab.

d. Enterwebl ogi c. security. net. ConnectionFilterl npl intheConnection
Filter field.

e. Enter aconnection filter rule in the Connection Rulesfield. For example, to
deny access to the node with IP address of 192. 168. 81. 0, enter:

192.168.81.0 127.0.0.1 7001 deny

Where the 192. 168. 81. 0 isthe IP address of the system to be denied
access, 127. 0. 0. 1 isthe IP address is system running WebL ogic Server, and
7001 isthe port on which accessisto be denied. For more information on
connection filter rules syntax, see “ Connection Filter Rules Syntax” on page
5-4,

3. Click Apply.

4. Restart your server, otherwise, the connection filter does not take effect.

Note: Subsequent changes to the connection filter rules do not require a server
restart.
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5. To test whether the connection filter is working, perform the following steps:

a. Open abrowser on the system that has been denied access and enter the URL
for Administration Console on the system running WebL ogic Server. The URL
format is as follows:

http://hostname: port/consol e

For example, ht t p: / / pcwi z: 7001/ consol e

b. If you are using Internet Explorer as your browser, the message " The Page
cannot bedisplayed" is displayed in your browser.

Developing Custom Connection Filters

To develop custom connection filters with WebL ogic Server, perform the following
steps:

1. Write aclass that implements the ConnectionFilter interface (minimum
reguirement).

Or, optionally, if you want to use the Administration Console to enter and
modify the connection filtering rules directly, write a class the implements both
the ConnectionFilter interface and the ConnectionFilterRulesListener interface.

2. If you choose the minimum requirement in step 1 (only implementing the
ConnectionFilter interface), enter the connection filtering rulesin aflat file and
define the location of theflat filein the class that implements the
ConnectionFilter interface. For an example of how to use aflat file to implement
connection filtering, see the Si npl eConnecti onFil ter.java fileinthe
SAMPLES_HOME\ ser ver\ src\ exanpl es\ securi t y\ net directory.

3. If you choose to implement both interfacesin step 1, use the Administration
Console to configure the class in WebL ogic Server and enter the connection
filtering rulesin the Administration Console. For instructions for configuring the
classin the Administration Console, see the “Configuring Connection Filtering”
section in Managing WebLogic Security. For an example of how to use the
ConnectionFilterRulesListener interface to implement connection filtering, see
the Si npl eConnecti onFil ter2.java fileinthe
SAMPLES_HOME\ ser ver \ src\ exanpl es\ securi t y\ net directory.
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If connection filtering isimplemented when a Java client or Web browser client tries
to connect to WebL ogic Server, WeblL ogic Server constructs a Connect i onEvent
object and passes it to the accept () method of your connection filter class. The
connection filter class examines the Connect i onEvent object and accepts the
connection by returning or denies the connection by throwing aFi | t er Except i on.

Both implemented classescall theaccept () method after gathering information about
the client connection. However, if you only implement the ConnectionFilter interface,
the information gathered includes the remote | P address and the connection protocol
(HTTP, HTTPS, T3, T3S, IIOP, or I1OPS). If you implement both interfaces, the
information gathered includes the remote IP address, remote port number, local 1P
address, local port number and the connection protocol.

Connection Filter Examples

Two connection filter examples are provided with the WebL ogic Server software.
Both examples provide an efficient, generalized connectionfilter. Both examples parse
the rules and sets up a rule-matching algorithm so that connection filtering adds
minimal overhead to aWebL ogic Server connection. If necessary, you can modify this
code and reuse it. Y ou may, for example, want to accommodate the local or remote
port number in your filter or a more site-specific algorithm that will reduce filtering
overhead. For instructions on how to build, configure, and run these samples, see the
package. ht m fileinthe SAMPLES HOVE\ ser ver\ src\ exanpl es\ securi t y\ net
directory provided by WebL ogic Server.

SimpleConnectionFilter Example

5-8

Theexanpl es. security. net. Si npl eConnecti onFi | ter exampleisincludedin
the SAMPLES_HOME\ ser ver\ src\ exanpl es\ securi t y\ net directory provided by
WebL ogic Server. This example implements the Connect i onFi | t er interface and
filters connections using rules that you defineinthefil ter file.
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SimpleConnectionFilter2 Example

Theexanpl es. security. net. Si npl eConnecti onFi | t er 2 exampleisincludedin
the SAMPLES_HOVE\ ser ver\ src\ exanpl es\ securi t y\ net directory provided by
WebL ogic Server. This example implements the Connect i onFi | t er and
Connect i onFi | t er Rul esLi st ener interfacesand filtersconnectionsusing therules
that you define on the Administration Console.

Example of the Accept Method Used in Filtering Network Connections

InListing 5-1, WebL ogic Server callsthe Si npl eConnecti onFi l ter. accept ()
method with a Connect i onEvent . The Si npl eConnecti onFi | t er. accept ()

method gets the remote address and protocol and converts the protocol to abitmask to
avoid string comparisons in rule-matching. Then the

Si npl eConnecti onFi | ter. accept () method compares the remote address and

protocol against each rule until it finds a match.

This code fragment is taken from the Si npl eConnect i onFi | ter.j ava filein the
SAMPLES_HOME\ ser ver \ src\ exanpl es\ securit y\ net directory.

Listing5-1 Example of Filtering Network Connections

public void accept(Connecti onEvent evt)

{

throws FilterException

| net Addr ess renpt eAddr ess = evt. get Renpt eAddr ess();
String protocol = evt.getProtocol ().toLowerCase();
int bit = protocol ToMaskBit (protocol);

/1 this special bitmask indicates that the
/'l connection does not use one of the recognized
/1 protocols
if (bit == Oxdeadbeef)
{
bit = 0;
}

I/ Check rules in the order in which they were witten.
for (int i =0; i <rules.length; i++)

switch (rules[i].check(renoteAddress, bit))

{
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case FilterEntry. ALLOWN
return;
case FilterEntry. DENY:
throw new FilterException("rule " + (i + 1));
case FilterEntry. | GNORE:
br eak;
defaul t:
throw new Runti neException("connection filter internal error!");
}
}

/1 If no rule matched, we allow the connection to succeed.

return;

}

Using J2EE Sandbox Security to Protect
Application Server Resources

5-10

WebL ogic Server supports the J2EE requirements for sandbox security for Web, EJB
and connector components. Furthermore, WebL ogic Server extends the connector
model of specifying additional policiesin the deployment descriptor to the Web and
EJB components.

J2EE has requirements for the Java 2 sandbox of different application types (see the
J2EE 1.3 spec, section 6.2.2) as does the Connector 1.0 spec (see section 11.2).

Furthermore, the J2EE specification suggests that the deployer be able to add to these
policies. For J2EE, thisisdonethrough commentsin the depl oyment descriptor but the
specification states: “A future version of this specification will allow these security
requirements to be specified in the deployment descriptor for the application
components.” The connector specification already provides for deployment
descriptors to specify additional policies using the security-permission tag asin the
following example:

<security-perm ssion >

<description> Optional explanation goes here </description>
<security-perm ssion-spec>

<l —
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A single grant statement following the syntax of

http://java. sun.conlj2se/ 1. 3/ docs/ gui de/ security/PolicyFiles.htn
#Fi | eSynt ax without the “ codebase” and “signedBYy” clauses goes here. For
example:

-->
grant {

perm ssion java. net. Socket Perm ssion “*”, “resolve”;
</ security-perm ssion-spec>

</ security-perm ssion>

WebL ogic Server meets these requirements and in addition adds the

security- pernissi on tag tothewebl ogi c. xmi and webl ogi c- ej b-j ar. xm
files. This both extends the connector model to the two other application types
providing a uniform interface to policies across all component types aswell as
anticipates future J2EE specification changes.

Each of the containers (web, EJB, connector) must register applications as they are
deployed and undeployed. Upon a server reboot, each deployed application must be
re-registered. Toregister them, the containers should call one of thefollowing methods
from webl ogi c. security. service. Suppl ement Pol i cyQbj ect :

/**

* Set extra permissions for the specified URL. If there are

* already extra perm ssions set (by a previous setPolicies*()),
* calling this will override them

*

* @aramurl URL to set permssions for

* @aram grant Statement text of grant statenent for perm ssions
* to add to the URL

*

/

static public void setPolicies (URL url,

String grant Statenent,
String defaultType);

/**

* Set extra pernmissions for the specified file. If there are

* already extra perm ssions set (by a previous setPolicies*()),
* calling this will override them

*

* @aramfilenane file to set perm ssions for

* @aram grant Statenent text of grant statenent for perm ssions
* to add to the file

*

/

static public void setPolicies (String fil enane,

String grant Statenent,
String defaul tType);

Programming WebL ogic Security 5-11



S  Protecting Application Server Resources

The grantStatement should be all of the text within the security-permission-spec tags.
The defaultType should be one of EIB. COMPONENT, WEB_COMPONENT, or
CONNECTOR_COMPONENT defined in the same class.

When an application isundeployed, the containers should call ther enovePol i ci es()
method in the same class:

static public void renovePolicies(String filenane);
static public void renovePolicies(URL url);
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A

Deprecated Security
APIs

Some or all of the Security interfaces, classes, and exceptionsin the following
WebL ogic security packages were deprecated in this release of WebL ogic Server:

weblogic.security
weblogic.security.acl
webl ogic.security.audit
weblogic.security.auth
weblogic.security.net

weblogic.security.SSL

For specific information on the interfaces, classes, and exceptions deprecated in each
package, see the WebL ogic Javadoc for each package in the WebL ogic Server 8.1
online documentation at edocs.bea.com.
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