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About This Document

This document describes how to assemble and configure J2EE Web Applications.

The document is organized as follows:

Chapter 1, “Web Applications Basics,” is an overview of using Web
Applications in WebL ogic Server.

Chapter 2, “Deploying Web Applications,” discusses Web Application
deployment.

Chapter 3, “Configuring Web Application Components,” describes how to
configure Web Application components.

Chapter 4, “Using Sessions and Session Persistence in Web Applications,”
describes how to use HTTP sessions and session persistence in a Web
Application.

Chapter 6, “Configuring Security in Web Applications,” describes how to
configure authentication and authorization in a Web Application.

Chapter 5, “Application Events and Listeners,” describes how to use J2EE event

listenersin a Web Application.

Chapter 7, “Filters,” describes how to use filtersin a Web Application.

Appendix A, “web.xml Deployment Descriptor Elements,” provides areference

of deployment descriptor elements for the web. xm  deployment descriptor.

Appendix B, “weblogic.xml Deployment Descriptor Elements,” provides a

reference of deployment descriptor elements for the webl ogi ¢c. xm  deployment

descriptor.
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Audience

This document is written for application devel opers who want to build e-commerce
applications using the Java 2 Platform, Enterprise Edition (J2EE) from Sun
Microsystems. It is assumed that readers know Web technologies, object-oriented
programming techniques, and the Java programming language.

e-docs Web Site

BEA product documentation is available on the BEA corporate Web site. From the
BEA Home page, click on Product Documentation.

How to Print the Document

Y ou can print acopy of this document from a Web browser, one main topic at atime,
by using the File-Print option on your Web browser.

A PDF version of this document is available on the WebL ogic Server documentation
Home page on the e-docs Web site (and al so on the documentation CD). Y ou can open
the PDF in Adobe Acrobat Reader and print the entire document (or aportion of it) in
book format. To access the PDFs, open the WebL ogic Server documentation Home
page, click Download Documentation, and select the document you want to print.

Adobe Acrobat Reader is available at no charge from the Adobe Web site at
http://www.adobe.com.
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Related Information

The BEA corporate Web site provides al documentation for WebL ogic Server. The
following WebL ogic Server documents contain information that isrelevant to creating
WebL ogic Server application components:

m  Programming WebLogic HTTP Servlets

m  Programming WebL ogic Java Server Pages (JSPs)
m  Programming WebL ogic Web Services

m Developing WebLogic Server Applications

m  Deploying WebL ogic Server Applications

For more information in general about Java application development, refer to the Sun
Microsystems, Inc. Java 2, Enterprise Edition Web Site at
http://java.sun.com/products/j2ee/.

Contact Us!

Y our feedback on BEA documentation isimportant to us. Send us e-mail at
docsupport@bea.com if you have questions or comments. Y our comments will be
reviewed directly by the BEA professionals who create and update the documentation.

In your e-mail message, please indicate the software name and version you are using,
aswell asthetitleand document date of your documentation. If you have any questions
about this version of BEA WebL ogic Server, or if you have problemsinstalling and
running BEA WebL ogic Server, contact BEA Customer Support through BEA
WebSupport at http://www.bea.com. Y ou can also contact Customer Support by using
the contact information provided on the Customer Support Card, which isincluded in
the product package.

When contacting Customer Support, be prepared to provide the following information:

m Your name, email address, phone number, and fax number
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® Your company name and company address

m Your machine type and authorization codes

m  The name and version of the product you are using

m A description of the problem and the content of pertinent error messages

Documentation Conventions

The following documentation conventions are used throughout this document.

Convention

Usage

Ctrl+Tab

Keysyou press simultaneously.

italics

Emphasis and book titles.

nonospace
t ext

Code samples, commands and their options, Java classes, data types,
directories, and file names and their extensions. Monospace text also
indicates text that you enter from the keyboard.

Examples:

i mport java.util.Enuneration;

chmod u+w *

confi g/ exanpl es/ appl i cati ons

.java

config.xn

fl oat

nonospace
italic
t ext

Variablesin code.
Example:
String Customner Nane;
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Convention

Usage

UPPERCASE Device names, environment variables, and logical operators.
TEXT Examples:

LPT1

BEA_HOME

OR
{} A set of choicesin asyntax line.

[]

Optiond itemsin asyntax line. Example:

java utils.MilticastTest -n name -a address
[-p portnunber] [-t tineout] [-s send]

Separates mutually exclusive choicesin asyntax line. Example:

java webl ogi c. depl oy [list| depl oy| undepl oy| updat €]
password {application} {source}

Indicates one of the following in acommand line:

= Anargument can be repeated several timesin the command line.
m  The statement omits additional optional arguments.

m  You can enter additiona parameters, values, or other information

Indicates the omission of items from a code example or from a syntax line.
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CHAPTER

1 web Applications
Basics

The following sections describe how to configure and deploy Web Applications:
m “How to Use ThisBook” on page 1-1

m “Overview of Web Applications’ on page 1-2

m “Main Stepsto Create a Web Application” on page 1-4

“Directory Structure” on page 1-6

“URLs and Web Applications’ on page 1-7

“Web Application Developer Tools” on page 1-7

How to Use This Book

Asyou develop and deploy your Web Application, you will use thisguidein
conjunction with Developing WebLogic Server Applicationsand Deploying WebLogic
Server Applications. These two guides provide detailed procedures and are your
primary sources for creating, packaging, and deploying J2EE applications, including
Web Applications, to WebL ogic Server. Refer to this guide, Developing Web
Applications for WebLogic Server, to supplement that information with procedures
and reference material that are specific to Web Applications
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Overview of Web Applications

A Web Application contains an application’s resources, such as servlets, JavaServer
Pages (JSPs), JSP tag libraries, and any static resources such asHTML pages and
image files. A Web Application can aso define links to outside resources such as
Enterprise JavaBeans (EJBs). Web Applications deployed on WebL ogic Server use a
standard J2EE deployment descriptor file and a WebL ogic-specific deployment
descriptor file to define their resources and operating parameters.

JSPs and HTTP servlets can access all services and APIs available in WebLogic
Server. These services include EJBs, database connections via Java Database
Connectivity (JDBC), JavaMessaging Service (IMS), XML, and more.

A Web archive (WAR file) contains the files that make up aWeb Application (WAR
file). A WAR fileis deployed as a unit on one or more WebL ogic Server instances.

A Web archive on WebL ogic Server always includes the following files:
m At least one servlet or Java Server Page (JSP), along with any helper classes.

m A web. xnl deployment descriptor, which is a J2EE standard XML document
that describes the contents of aWAR file.

m A webl ogi c. xnl deployment descriptor, which isan XML document
containing WebL ogic Server-specific elements for Web applications.

A Web archive may also include HTML or XML pages and supporting files such as
image and multimedia files

The WAR file can be deployed alone or packaged in an Enterprise Archive (EAR file)
with other application components. If deployed alone, the archive must end with a
.war extension. If deployed in an EAR file, the archive must end with an . ear
extension.

Note: If you are deploying a directory in exploded format (not archived), do not
namethedirectory . ear, . j ar, and so on. For more information on archived
format, see “Web Application Directory Structure” on page 1-3
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Overview of Web Applications

Servlets

Servlets are Java classes that execute in WebL ogic Server, accept arequest from a
client, processit, and optionally return aresponse to the client. A GenericServlet is
protocol independent and can be used in J2EE applications to implement services
accessed from other Java classes. An HttpServlet extends GenericServlet with support
for the HTTP protocol. An HttpServlet is most often used to generate dynamic Web
pages in response to Web browser requests.

Java Server Pages

Java Server Pages (JSPs) are Web pages coded with an extended HTML that makesit
possible to embed Java code in a Web page. JSPs can call custom Java classes, called
taglibs, using HTML-like tags. The WebL ogic JSP compiler, webl ogi c. j spc,
translates JSPs into servlets. WebL ogic Server automatically compiles JSPs if the
servlet classfileis not present or is older than the JSP source file.

Y ou can a'so precompile JSPs and package the servlet classin the Web Archive to
avoid compiling in the server. Servlets and JSPs may require additional hel per classes
to be deployed with the Web Application.

Web Application Directory Structure

Web Applications use a standard directory structure defined in the J2EE specification.
Y ou can deploy a Web application as a collection of files that use this directory
structure, known as exploded directory format, or as an archived file called aWAR
file. Deploying a Web Application in exploded directory format is recommended
primarily for use while developing your application. Deploying aWeb Application as
aWAR fileisrecommended primarily for production environments.

Web Application components are assembled in adirectory in order to stagethe WAR
file for the jar command. HTML pages, JSP pages, and the non-Java class files they
reference are accessed beginning in the top level of the staging directory.

Clients can generally browse any location in a Web application with the exception of
the VEB- | NF directory. The WEB- | NF directory contains the deployment descriptors
for the Web application (web. xnl and webl ogi c. xm ) and two subdirectories for

Developing Web Applications for WebL ogic Server 1-3
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storing compiled Java classes and library JAR files. These subdirectories are
respectively namedcl asses and| i b. JSPtaglibsarestored inthe WEB- | NF directory
at the top level of the staging directory. The Java classes include servlets, helper
classes and, if desired, precompiled JSPs.

The entire directory, once staged, isbundled into aWAR file using the jar command.
The WAR file can be deployed alone or packaged in an Enterprise Archive (EARfile)
with other application components, including other Web Applications, EJB
components, and WebL ogic Server components.

JSP pages and HT TP servlets can access all services and APIsavailablein WebL ogic
Server. These services include EJBs, database connections through Java Database
Connectivity (JDBC), JavaMessaging Service (IMS), XML, and more.

Main Steps to Create a Web Application

The following steps summarize the procedure for creating a Web Application. Y ou
may want to use developer tools included with WebL ogic Server for creating and
configuring Web Applications. For more information, see “Web Application
Developer Tools’ on page 1-7.

To create aWeb Application:

1. Createthe HTML pages and JSPs that make up the Web interface of the Web
application. Typically, Web designers create these parts of a Web application.

For detailed information about creating JSPs, see Programming WebLogic JSP.

2. Write the Java code for the servlets and the JSP taglibs referenced in JavaServer
Pages (JSPs). Typically, Java programmers create these parts of a Web
application.

For detailed information about creating servlets, see Programming WebLogic
HTTP Serviets and Programming WebLogic JSP.

3. Compilethe servletsinto classfiles.

For detailed information about compiling java code, refer to the section
"Developing WebL ogic Server Applications' in Developing WebLogic Server
Applications.
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Main Steps to Create a Web Application

For instructions on using the WebL ogic Server appc compiler, see “appc and
jspc Compilers’” on page 1-9

. Arrange the resources (servlets, JSPs, static files, and deployment descriptors) in
the prescribed directory format. See “ Directory Structure” on page 1-6.

. Create the Web Application deployment descriptor (web. xm ) and place the
descriptor in the WEB- | NF directory of the Web Application. In this step you
register servlets, define servlet initialization parameters, register JSP tag libraries,
define security constraints, and define other Web Application parameters.

You can edit Web Application deployment descriptors manually or using
WebL ogic Builder. For more information, see WebLogic Builder Online Help.

For detailed information on the elementsin theweb. xm descriptor, see
Appendix A, “web.xml Deployment Descriptor Elements.”

. Create the WebL ogic-specific deployment descriptor (webl ogi ¢. xm ) and place
the descriptor in the WEB- I NF directory of the Web Application. In this step you
define how WebL ogic Server will define JSP properties, INDI mappings, security
role mappings, and HTTP session parameters.

You can edit Web Application deployment descriptors manually or using
WebL ogic Builder. For more information, see WebL ogic Builder Online Help.

For detailed information on the elements the webl ogi c. xn descriptor, see
Appendix B, “weblogic.xml Deployment Descriptor Elements.”

. Package the Web Application files into a WAR file. (During development, you
may find it more convenient to update individual components of your Web
Application in exploded directory format.)

For detailed information about packaging Web Applications, see "WebL ogic
Server Application Packaging” in Developing WebLogic Server Applications.

. Auto-deploy the WAR file on WebL ogic Server for testing purposes.

For detailed information about auto-deploying components and applications,
refer to “ Tools for Deploying” in Deploying WebLogic Server Applications.

While you are testing the Web application, you might need to edit the Web
application deployment descriptors. You can do this manually or use WebL ogic
Builder. For more information, see WebLogic Builder Online Help.
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9. Deploy the WAR file on the WebL ogic Server for production use or includeitin
an Enterprise ARchive (EAR) file to be deployed as part of an enterprise
application.

Refer to Deploying WebLogic Server Applications for detailed information
about deploying components and applications.

Directory Structure

Develop your Web Application within a specified directory structure so that it can be
archived and deployed on WebL ogic Server or another J2EE-compliant server. All
servlets, classes, static files, and other resources belonging to a\Web Application are
organized under adirectory hierarchy. Theroot directory of this hierarchy definesthe
document root of your Web Application. All files under thisroot directory can be
served to the client, except for filesunder the special directory WEB- | NF, located under
theroot directory.

Place private filesin the WEB- | NF directory, under the root directory. All files under
VEB- | NF are private, and are not served to a client.

Def aul t WebApp/
Place your static files, such asHTML filesand JSPfilesin the directory that is
the document root of your Web Application. In the default installation of
WebL ogic Server, this directory is called Def aul t WebApp, under
user _domai ns/ nydonai n/ appl i cati ons.

Def aul t WebApp/ VEEB- | NF/ web. xm
The Web Application deployment descriptor that configures the Web
Application.

Def aul t WebApp/ VEEB- | NF/ webl ogi c. xm
The WebL ogic-specific deployment descriptor file that defines how
named resourcesin theweb. xm file are mapped to resources residing
elsewhere in WebL ogic Server. Thisfileis also used to define JSP and
HTTP session attributes.

Def aul t WebApp/ VEEB- | NF/ cl asses
Contains server-side classes such asHT TP servlets and utility classes.
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Def aul t WebApp/ VEB- | NF/ | i b
Contains JAR files used by the Web Application, including JSP tag
libraries.

URLs and Web Applications

Y ou construct the URL that a client uses to access a Web Application using the
following pattern:

http://host st ri ng/Cont ext Pat h/ser vl et Pat h/pat hl nf o

Where

host string
is either ahost name that is mapped to avirtual host or
host nane: por t Nunber .

Cont ext Pat h
is the name of your Web Application.

servl et Pat h
isaservlet that is mapped to the ser vl et Pat h.

pat hinfo
isthe remaining portion of the URL, typically afile name.

If you are using virtual hosting, you can substitute the virtual host name for the
host st ri ng portion of the URL.

Web Application Developer Tools

BEA provides several toolsto help you create and configure Web Applications.
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WebLogic Builder

WebL ogic Builder is agraphical tool for assembling a J2EE application module;
creating and editing its deployment descriptors; and deploying it to WebL ogic Server.

WebL ogic Builder isagraphical environment in which you edit an application’s
deployment descriptor XML files. Y ou can view these XML files as you edit them
graphically in WebL ogic Builder, but you won't need to make textual editstothe XML
files.

Use WebL ogic Builder to do the following development tasks:
m  Generate deployment descriptor files for a J2EE module

m  Edit a module's deployment descriptor files

m  Compile and validate deployment descriptor files

m  Deploy a J2EE application to a server

For more information on WebL ogic Builder, see WebLogic Builder Online Help.

Ant Tasks to Create Skeleton Deployment Descriptors

Y ou can use the WebL ogic Ant utilitiesto create skeleton deployment descriptors.
These utilities are Java classes shipped with your WebL ogic Server distribution. The
Ant task looks at a directory containing a Web Application and creates deployment
descriptors based on the files it finds in the Web Application. Because the Ant utility
does not haveinformation about all desired configurations and mappingsfor your Web
Application, the skeleton deployment descriptors the utility creates are incompl ete.
After the utility createsthe skel eton deployment descriptors, you can use atext editor,
an XML editor, or the Administration Console to edit the deployment descriptors and
compl ete the configuration of your Web Application.

For more information on using Ant utilities to create deployment descriptors, see
"Toolsfor Deploying" in Deploying WebLogic Server Applications.
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BEA XML Editor

Y ou can usethe BEA XML Editor to create and edit XML files. Y ou can aso validate
XML code according to aspecified DTD or XML Schema. It can be used on Windows
or Solaris machines and is downloadable from BEA Dev2Dev Online at:
http://dev2dev. bea. com resourcelibrary/utilitiestools/xm.jsp?h
ighlight=utilitiestools.

appc and jspc Compilers

This section discusses the appc and jspc compilers. The appc compiler alows
compilation and validation of J2EE EAR files, EJB JAR files, and Web Application
WAR files, whereas the jspc compiler only allows compilation of JSPs.

appc Compiler

appc Syntax

The appc compiler compiles and generates J2EE EAR files, EJB JAR files, and Web
Application WAR filesfor deployment. It also validatesthe descriptorsfor compliance
with the current specifications at both the individual module level and the application
level. The application level checks include checks between the application-level
deployment descriptors and the individual modules aswell asvalidation checks across
the modules.

The appc compiler reports any warnings or errors encountered in the descriptors.
Finally, the appc compiler compilesall of therelevant modulesinto an EAR file, which
can be deployed to WebL ogic Server.

Use the following syntax to run appc:

pronpt >j ava webl ogi c. appc [options] <ear, jar, or war file or
directory>
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appc Options

The following are the available appc options:

Option
-print
-version

-output <file>

-forceGeneration

-l i neNunber s

-basi cC i ent Jar

-idl

-idl Overwite

-idl Verbose

- i dl NoVval ueTypes
-idl NoAbstractinte
rfaces

-idl Factories

-idl Vi si br oker

-idl O bix

-idl Directory <dir>

Description
Prints the standard usage message.
Printsj spc version information.

Specifies an alternate output archive or directory. If not set, the
output is placed in the source archive or directory.

Forcesgeneration of EJB and JSP classes. Without thisflag, the
classes may not be regenerated (if determined to be
unnecessary).

Adds JSP line numbers to generated classfilesto aid in
debugging.

Does not include deployment descriptorsin client JARs
generated for EJBS.

Generates IDL (interface definition language) for EJB remote
interfaces.

Always overwrites existing IDL files.
Displays verbose information for IDL generation.

Does not generate val uetypes and the methods and attributes
that contain them.

Does not generate abstract interfaces and methods and
attributes that contain them.

Generates factory methods for valuetypes.
Generates| DL somewhat compatiblewith Visibroker 4.5 C++.

Generates IDL somewhat compatible with Orbix 2000 2.0
C++.

Specifiesthe directory where IDL fileswill be created (default
: target directory or JAR)
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-idl Met hodSi gnature  Specifies the method signatures used to trigger IDL code

s <> generation.

-iiop Generates CORBA stubsfor EJBs.
-iiopDirectory Specifies the directory where 11OP stub files will be written
<dir> (default : target directory or JAR)

- keepgener at ed Keepsthe generated .javafiles.

-conpil er <javac> Selects the Java compiler to use.

-g Compiles debugging information into aclassfile.
-0 Compiles with optimization on.

- nowar n Compiles without warnings.

-ver bose Compiles with verbose output.

-deprecation Warns about deprecated calls.

-norm Passes flags through to Symantec's §.

-J<opti on> Passes flags through to Java runtime.

-cl asspath <pat h> Selects the classpath to use during compilation.

-advanced Prints advanced usage options.

appc Ant Task
Y ou can use the following Ant task to invoke the appc compiler:
<t askdef name="appc"
cl assnane="webl ogi c. ant . t askdef s. j 2ee. Appc"/ >
jspc Compiler

The jspc compiler is a Java Servlet Page (JSP)-specific compiler. It offers more
options for compiling JSPs than appc, and provides more control over how the JSPs
are compiled.
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jspc Options

The following are the available jspc options:

Option
-print
-version

-webapp <dir>
-ver boseJspc

- keepgener at ed
-conpi l er <javac>

-conpi |l ercl ass
<nul | >

-cl asspath <pat h>
-d <dir>

-advanced

jspc Syntax

Description
Prints the standard usage message.
Printsj spc version information.

Directory to be considered as the document root for resolving
relative files.

Indicates whether jspc runsin verbose mode. The default is
false.

Keepsthe generated .javafiles.
Indicates the Java compiler to use.

L oads the compiler as a classinstead of an executable.

Classpath to use during compilation.
Target (top-level) directory for compilation.

Prints advanced usage options.

Use the following syntax to run jspc:

pronpt > java webl ogic.jspc [options] <jsp files>. ..

jspc Usage Scenario

To compileall of the JSPsin a particular directory, use the following syntax:

java webl ogi c.jspc -webapp . -verboseldspc -d .\\VEB-I NF\cl asses

where:

m ' ' isthecurrent directory.
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m -disthetarget directory for all the compiled JSPs.
m -verboseJspc isthe verbose flag.
To compile only afew select JSP files, use the following syntax:

java webl ogic.jspc -webapp . -verboselJspc foo.jsp abc.jsp
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2

Deploying Web
Applications

WebL ogic Server application deployment is covered in detail in Deploying WebLogic
Server Applications. This section explains only deployment proceduresthat are
specific to Web Applications.

Deploying a Web Application enables WebL ogic Server to serve the components of a
Web Application to clients. Y ou can deploy a Web Application using one of severa
procedures, depending on your environment and whether or not your Web Application
isin production. Y ou can use the WebL ogic Server Administration Console, the
webl ogi c. Depl oyer utility, or you can use auto-depl oyment.

Inthe proceduresfor deploying aWeb Application, it isassumed that you have created
afunctional Web Application that usesthe correct directory structure and containsthe
web. xm deployment descriptor and, if needed, the webl ogi c. xm deployment
descriptor. For an overview of the steps required to create a Web Application, see
“Main Stepsto Create a Web Application” on page 1-4.

The following sections provide Web A pplication-specific information:

m  Redeploying a Web Application Using Auto-Deployment

m  Requirements for Redeploying a Web Application in Production Mode

m  Refreshing Static Components (JSP Files, HTML Files, Image Files, Etc.)

m  Deploying Web Applications as Part of an Enterprise Application
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Redeploying a Web Application Using
Auto-Deployment

When you modify acomponent of aWeb Application (such asa JSP, HTML page, or
Java class) that is deployed in the appl i cat i ons directory and you are using
auto-deployment, the Web Application must be re-deployed in order for the changes
to become effective. The procedure is different for Web Applications deployed as
WARSs and Web Applications deployed in exploded directory format.

Redeploying a Web Application in a WAR Archive

Modifying the archive file automatically triggers re-deployment of the Web
Application. If an auto-deployed Web Applicationistargeted to any Managed Servers,
the Web Application is also re-deployed on the Managed Servers.

Redeploying a Web Application in Exploded Directory
Format

Y ou can redeploy a Web Application deployed in exploded directory format when
using auto-deployment by modifying a special file called REDEPLOY, or you can use
the Administration Console, or you can cause a partial redeploy by copying a new
version of aclassfile over an old in the VEB- | NF/ ¢l asses directory.

Touching the REDEPLOY File

To re-deploy a Web Application by modifying the REDEPLOY file:

1. Createan empty file called REDEPLOY and placeit inthe WEB- | NF directory of your
Web Application. (You may have to create this directory.)
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2.

Modify the REDEPLOY file by opening it, modifying the contents (adding a space
character isthe easiest way to do this), and then saving the file. Alternately, on
UNIX machines, you can usethet ouch command on the REDEPLOY file. For
example;

touch

user _donai ns/ mydonmai n/ appl i cati ons/ Def aul t WebApp/ VEB- | NF/ REDEPL
oY

As soon as the REDEPLOY fileis modified, the Web Application is redeployed.

Redeploying with the Administration Console

To redeploy a Web Application using the Administration Console:

1

2
3
4.
5

Expand the Deployments node in the | eft pane.

. Select the Web Application node.
. Select the Web Application you want to redeploy.

Click the Undeploy button in the application’s table in the right-hand pane.

. Click the Deployed button in the application’s table in the right-hand pane.

Hot-Deployment

Redeploy filesin the WEB-INF/classes directory in the following way. If aclassis
deployed in WEB-INF/classes, then simply copying a new version of the file with a
later time stamp will cause the Web Application to reload everything in the
WEB-INF/classes folder with a new classloader.

The frequency in which WLS will look at the filesystem is governed through the
console. In the Deployments-->Web Applications tab, select your Web Application.
Go to the Configuration tab, and Files subtab, and enter avalue in seconds for the
Reload Period.
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Requirements for Redeploying a Web
Application in Production Mode

To redeploy a Web Application with Production Mode enabled, you must start

WebL ogic Server with the - DPr oduct i onMbdeEnabl ed=t r ue flag. When you
modify a component (for instance, a servlet, JSP, or HTML page) of a Web
Application onthe Administration Server, you must take additional stepsto refreshthe
maodified component so that it is also deployed on any targeted Managed Servers. One
way to refresh a component is to redeploy the entire Web Application. Redeploying
the Web Application means that the entire Web Application (not just the modified
component) isre-sent over the network to al of the Managed Servers targeted by that
Web Application.

Note the following regarding re-deployment of Web Applications:

m  Depending on your environment, there may be performance implications due to
increased network traffic when a Web Application is re-sent to the Managed
Servers.

m |f the Web Application is currently in production and in use, redeploying the
Web Application causes WebL ogic Server to lose all active HTTP sessions for
current users of the Web Application.

= If you have updated any Java class files, you must redeploy the entire Web
Application to refresh the class.

m |f you change the deployment descriptors, you must redeploy the Web
Application.
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Refreshing Static Components (JSP Files,
HTML Files, Image Files, Etc.)

While thewebl ogi c. Depl oyer utility can refresh static filesin your deployed
applications, the command-line syntax for invoking earlier refresh tools remains
viable. If you have scripts that invoke the WebAppConponent Ref r eshTool or
webl ogi c. j spRef r esh, they will now invoke the refresh capability of the
webl ogi c. Depl oyer utility.

For information about the webl ogi c. Depl oyer tility, see“Deployment Tools
Reference” in Deploying WebLogic Server Applications.

Use| spRef r esh to refresh deployed static files such as:
m JSPs

m HTML files

m Imagefiles such asgif and jpg

m Textfiles

Y ou cannot use this utility to refresh Javaclassfiles.

Tousej spRef r esh, you must deploy the Web Application in exploded directory
format. The utility does not work for components archived in WAR files.

To refresh astatic file:

1. Set up your development environment so that WebL ogic Server classesarein your
system CLASSPATHand the JDK isavailable. You canusetheset Env script located
inthe confi g/ mydomai n directory to set your environment.

2. Enter the following command:

% j ava webl ogi c. depl oy -url adm nServer URL -usernane
Adm nUser Nane -jspRefreshFiles filelist
- j spRef reshConponent Nane conponent refresh password application

Where:
e url isthe URL of your WebLogic Administration Server.
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e Adni nUser Narre isthe username for system administration.

e fileList isacommaseparated list of filesto be refreshed. Wildcard
characters (*. j sp, for example) are not supported.

e conponent isthe name of the Web Application being refreshed.
e password isyour system administration password.

e application isthe name of an Enterprise Application that contains the Web
Application being refreshed. If your Web Application is not part of an
Enterprise Application, enter the name of the Web Application.

For exampl e, the following command refreshes the filesHel | oWor 1 d. j sp and
bal I . gi f inthemyWebApp Web Application:

java webl ogi c.deploy -url t3://1ocal host: 7001
-username nyUsernanme -jspRefreshFiles Hel loWwrld.jsp,ball.gif
- j spRef reshConponent Nane nmyWebApp refresh nmyPassword nyWebApp

Note: Even though the syntax of the command says- j spRef r eshFi | es and
- j spRef r eshConponent Nane, you can refresh any static file using this
command, not just JSP files.

Deploying Web Applications as Part of an
Enterprise Application

Y ou can deploy aWeb Application as part of an Enterprise Application. An Enterprise
Application isa J2EE deployment unit that bundles together Web Applications, EJBS,
and Resource Adaptors into a single deployable unit. (For more information on
Enterprise Applications, see Packaging Components and Applications at
http://e-docs. bea. comf w s/ docs81b/ pr ogr anmi ng/ packagi ng. ht m ) If
you deploy aWeb Application as part of an Enterprise Application, you can specify a
string that is used in place of the actual name of the Web Application when WebL ogic
Server resolvesarequest for theWeb Application. Y ou specify the new namewith the
<cont ext - r oot > element inthe appl i cati on. xm  deployment descriptor for the
Enterprise Application. For more information, see application.xml Deployment
Descriptor Elements at

http://e-docs. bea. comf w s/ docs81b/ programm ng/ app_xm . htmi .
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For example, for aWeb Application called or anges, you would typically request a
resource from the or anges Web Application with a URL such as:

http://host: port/oranges/catal og.jsp.

If theor anges Web Application is packaged in an Enterprise Application, you specify
avauefor the <cont ext - r oot > as shown in the following example:

<nmodul e>
<\web>
<web- uri >or anges. war </ web-uri >
<cont ext - root >f rui t </ cont ext - r oot >
</ web>
</ nodul e>

Y ou then use the following URL to access the same resource from the or anges Web

Application:

http://host:port/fruit/catal og.jsp

Note: You cannot deploy the same Web Application under more than one namein
one Enterprise Application. Y ou can, however, deploy the same Web

Application under more than one name if each Web Application is packaged
in adifferent Enterprise Application.

Deploying a Default Web Application

The default Web Application is presented to clients who do not specify a URI (or
specify /" asthe URI). To configure aWeb Application asadefault Web Application,
set the value of the cont ext - r oot element to “/” in its deployment descriptor.
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3

Configuring Web
Application
Components

The following sections describe how to configure Web Application components:

“Configuring Servlets’ on page 3-2

“Configuring Java Server Pages (JSPs)” on page 3-5
“Configuring JSP Tag Libraries’ on page 3-6
“Configuring Welcome Pages’ on page 3-7

“Setting Up a Default Servlet” on page 3-8
“Customizing HTTP Error Responses” on page 3-9
“Using CGI with WebL ogic Server” on page 3-9

“Serving Resources from the CLASSPATH with the ClasspathServlet” on page
3-12

“Configuring Resources in aWeb Application” on page 3-12
“Referencing EJBsin aWeb Application” on page 3-15
“Determining the Encoding of an HTTP Request” on page 3-20
“Mapping IANA Character Sets to Java Character Sets” on page 3-21
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Configuring Servlets

Y ou define servlets as a part of aWeb Application in severa entriesin the Web
Application deployment descriptor. The first entry, under the <ser vl et > element,
definesanamefor the servlet and specifiesthe compiled classthat executesthe servlet.
(Or, instead of specifying a servlet class, you can specify aJSPs.) This element also
contains definitions for initialization parameters and security rolesfor the servlet. The
second entry, under the <ser vl et - mappi ng> element, defines the URL pattern that
calsthis servlet.

Servlet Mapping

Servlet mapping controls how you access a servlet. The following examples
demonstrate how you can use servlet mapping in your Web Application. In the
examples, aset of servlet configurationsand mappings (fromtheweb. xm deployment
descriptor) isfollowed by atable (see “ url-patterns and Servlet Invocation” on page
3-3) showing the URL s used to invoke these servlets.

For more information on servlet mappings, such as general servlet mapping rules and
conventions, refer to Section 11 of the Servlet 2.3 specification at:
http://www.jcp.org/aboutJava/communityprocess/final /jsr053/

Listing 3-1 Servlet Mapping Example

<servl et>

<servl et - nane>wat er nel on</ servl et - nane>

<servl et-cl ass>nyservl et s. wat er mel on</ servl et - cl ass>
</servlet>

<servl et >

<servl et - name>gar den</ ser vl et - nane>

<servl et-cl ass>nyservl et s. garden</servl et-cl ass>
</servlet>

<servl et>

<servl et - nane>l i st </ servl et - nane>

<servl et-class>nmyservlets.list</servlet-class>
</servlet>
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<servl et >

<servl et - nane>ki wi </ servl et - nanme>

<servl et-class>nyservl ets. kiw </servl et-class>
</servlet>

<servl et - mappi ng>
<servl et - nane>wat er el on</ servl et - nanme>
<url-pattern>/fruit/sumer/*</url-pattern>
</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>gar den</ ser vl et - nane>
<url-pattern>/seeds/*</url-pattern>
</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>l i st </ servl et - name>
<url-pattern>/seedlist</url-pattern>
</ servl et - mappi ng>

<servl et - mappi ng>
<servl et - name>ki wi </ servl et - name>
<url-pattern>*. abc</url-pattern>
</ servl et - mappi ng>

Table 3-1 url-patternsand Servlet Invocation

URL

Servlet
Invoked

http://host: port/nmywebapp/fruit/sunmrer/index. htm

wat er el on

http://host: port/ mywebapp/fruit/sunmrer/index. abc

wat er el on

http://host: port/ mywebapp/ seedl i st

list
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Table 3-1 url-patternsand Servlet Invocation

URL Servlet
Invoked

http://host: port/ nmywebapp/ seedl i st/index. ht m The default
serviet, if
configured, or an
HTTP 404 File
Not Found error
message.
If the mapping
forthel i st
servlet had been
/ seedl i st*,
thel i st servlet
would be
invoked.

http://host: port/nywebapp/ seedl i st/ pear. abc ki wi

If the mapping
for thel i st
servlet had been
/ seedl i st*,
thel i st serviet
would be
invoked.

http://host: port/nywebapp/ seeds garden

http://host: port/ mywebapp/ seeds/i ndex. ht m gar den

http://host: port/ mywebapp/index. abc ki wi

Servlet Initialization Parameters

Y ou defineinitialization parameters for servlets in the Web Application deployment
descriptor, web. xni , inthe<i ni t - par am> element of the <ser vl et > element, using
<par am name> and <par am val ue> tags. For example:
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Listing3-2 Exampleof Configuring Servlet I nitialization Parameter sin web.xml

<servl et>
<servl et - nanme>Hel | oWor | d2</ ser vl et - nanme>
<servl et - cl ass>exanpl es. servl ets. Hel | oWor| d2</ servl et -cl ass>

<init-paran>
<par am nanme>gr eet i ng</ par am nane>
<par am val ue>Wel cone</ par am val ue>
</init-paranp

<init-paran>
<par am nane>per son</ par am nane>
<par am val ue>WebLogi c Devel oper </ param val ue>
</init-parane
</servlet>

For more information on editing the Web Application deployment descriptor, see
“Deploying Web Applications’ on page 2-1.

Configuring Java Server Pages (JSPs)

In order to deploy Java Server Pages (JSP) files, you must place them in theroot (or in
a subdirectory below the root) of a Web Application. Y ou define JSP configuration
parametersinthe <j sp- descri pt or > element of the WebL ogi c-specific deployment
descriptor, webl ogi c. xnl . These parameters define the following functionality:

m  Optionsfor the JSP compiler

m  Debugging

m  How often WebL ogic Server checks for updated JSPs that need to be recompiled
m Character encoding

For a complete description of these parameters, see “ JSP Parameter Names and
Values’ on page B-9.
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Registering JSPs as a Servlet

You can register aJSP asa servlet using the <ser vl et > element. A servlet container
maintains a map of the servlets known to it. This map is used to resolve requests that
are made to the container. Adding entries into this map is known as "registering” a
servlet. Y ou add entriesto this map by referencing a<ser vl et > element inweb. xni
through the <ser vl et - mappi ng> entry.

A JSPisatype of serviet; registering a JSP is a special case of registering a servlet.
Normally, JSPs are implicitly registered the first time you invoke on them, based on
the name of the JSP file. Therefore, themyJSPfi | e. j sp file would be registered as
myJSPfi |l e. j sp inthe mapping table. Y ou can implicity register JSPs, asillustrated
in the provided example. In this example, you request the JSP with the name/ mai n
instead of theimplicit namenyJSPfil e. j sp.

In this example, a URL containing / mai n will invoke nyJSPfil e. j sp:

<servl et>
<servl et - name>nyFoo</ servl et - name>
<jsp-file>nyJSPfile.jsp</jsp-file>
</servlet>
<servl et - mappi ng>
<servl et - nane>nyFoo</ servl et - name>
<url -pattern>/nain</url-pattern>
</ servl et - mappi ng>

Registering a JSP as a servlet allows you to specify the load order, initialization
parameters, and security roles for a JSP, just as you would for a servlet.

Configuring JSP Tag Libraries

Weblogic Server lets you create and use custom JSP tags. Custom JSP tags are Java
classesyou can call from within aJSP page. To create custom JSPtags, you placethem
in atag library and define their behavior in atag library descriptor (TLD) file. You
make this TLD available to the Web Application containing the JSP by defining it in
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the Web Application deployment descriptor. It isagood ideato placethe TLD filein
the VEB- | NF directory of your Web Application, because that directory is never
available publicly.

In the Web Application deployment descriptor, you define a URI pattern for the tag
library. ThisURI pattern must match thevaluein thetaglib directivein your JSP pages.
Y ou also define the location of the TLD. For example, if thetaglib directivein the JSP
pageis:

<Y@taglib uri="nyTaglib" prefix="taglib" %

and the TLDis located in the VEB- | NF directory of your Web Application, you would
create the following entry in the Web Application deployment descriptor:

<taglib>

<taglib-uri>nyTaglib</taglib-uri>

<tablig-locati on>VEB- | NF/ nyTLD. t| d</taglib-1|ocati on>
</taglib>

You can also deploy atag library asa. j ar file.

For more information on creating custom JSP tag libraries, see Programming JSP Tag
Extensions.

WebL ogic Server also includes several custom JSP tags that you can usein your
applications. These tags perform caching, facilitate query parameter-based flow
control, and facilitate iterations over sets of objects. For more information, see:

m Using Custom WebL ogic JSP Tags.
m Using WebL ogic JSP Form Validation Tags.

Configuring Welcome Pages

WebL ogic Server allows you to set a page that is served by default if the requested
URL isadirectory. Thisfeature can make your site easier to use, because the user can
type a URL without giving a specific filename.

Welcome pages are defined at the Web Application level. If your server is hosting
multiple Web Applications, you need to define welcome pages separately for each
Web Application.
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To define Welcome pages, you edit the Web Application deployment descriptor,
web. xm . If you do not define Welcome Pages, WebL ogic Server looks for the
following files in the following order and serves the first one it finds:

1. index. htm
2. index. htm

3. index.jsp

Setting Up a Default Servlet

3-8

Each Web Application has a default serviet. This default serviet can be aservlet that
you specify, or, if you do not specify a default servlet, WebL ogic Server uses an
internal servlet called the Fi | eSer vl et asthe default servlet.

Y ou can register any servlet asthe default servlet. Writing your own default servlet
alows you to use your own logic to decide how to handle arequest that falls back to
the default servlet.

Setting up a default servlet replacesthe Fi | eSer vl et and should be done carefully
because theFi | eSer vl et isused to serve most files, such astext files, HTML file,
image files, and more. If you expect your default servlet to serve such files, you will
need to write that functionality into your default servlet.

To set up auser-defined default servlet:
1. Defineyour servlet as described in “ Configuring Servlets’ on page 3-2.

2. Map your default servlet with a url-pattern of “/ ”. This causes your default
servlet to respond to all types of files except for those with extensions of *. ht m
or*. ht m , which areinternally mapped to the FileServlet.

If you also want your default servlet to respond to filesending in*. ht mor

*. ht i , then you must map those extensions to your default servlet, in addition
to mapping “/ ”. For instructions on mapping servlets, see “Configuring
Servlets’ on page 3-2.

3. If you still want the Fi | eSer vl et to serve files with other extensions:

a. Defineaservlet and giveit a<ser vl et - name>, for examplenyFi | eServl et .
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b. Definethe<servl et -cl ass> aswebl ogi c. servl et. Fil eServlet.

a. Using the<ser vl et - mappi ng> element, map file extensions to the
myFi | eSer vl et (inaddition to the mappings for your default serviet). For
example, if youwant thenyFi | eSer vl et toservegi f files, map*. gi f tothe
nyFi |l eServl et .

Customizing HTTP Error Responses

Y ou can configure WebL ogic Server to respond with your own custom Web pages or
other HTTP resources when particular HTTP errors or Java exceptions occur, instead
of responding with the standard WebL ogic Server error response pages.

Y ou define custom error pagesin the <er r or - page> element of the Web Application
deployment descriptor (web. xmi ). For more information on error pages, see
“error-page”’ on page A-13.

Using CGI with WebLogic Server

WebL ogic Server provides functionality to support your legacy Common Gateway
Interface (CGlI) scripts. For new projects, we suggest you use HTTP serviets or
JavaServer Pages.

WebL ogic Server supportsal CGI scriptsthrough aninternal WebL ogic servlet called
the Cd Ser vl et . To use CGl, register the CG Ser vl et inthe Web Application
deployment descriptor (see “ Sample Web Application Deployment Descriptor Entries
for Registering the CGl Servlet” on page 3-10). For more information, see
“Configuring Servlets’ on page 3-2.

Configuring WebLogic Server to Use CGI

To configure CGI in WebL ogic Server:

Developing Web Applications for WebL ogic Server 39



3 Configuring Web Application Components

1. Declarethe CG Ser vl et inyour Web Application by using the <ser vl et > and
<ser vl et - mappi ng> elements. The class name for the CGA Ser vl et is
webl ogi c. servl et. CA Servl et . You do not need to package this classin your
Web Application.

2. Register the following initialization parameters for the CG Ser vl et by defining
the following <i ni t - par am»> elements:
cgiDir
The path to the directory containing your CGI scripts. Y ou can specify
multiple directories, separated by a“; " (Windows) or a“: ” (Unix). If
you do not specify cgi Di r, thedirectory defaultsto adirectory named
cgi - bi n under the Web Application root.

ext ensi on mappi ng
Mapsafile extension to theinterpreter or executablethat runsthe script.
If the script does not require an executable, thisinitialization parameter
may be omitted.

The<par am nane> for extension mappings must begin with an asterisk
followed by a dot, followed by the file extension, for example, *. pl .

The <par am val ue> contains the path to the interpreter or executable
that runs the script. Y ou can create multiple mappings by creating a
separate <i ni t - par am> element for each mapping.

Listing 3-3 Sample Web Application Deployment Descriptor Entries for
Registering the CGl Servlet

<servl et>
<servl et - name>Cd Ser vl et </ servl et - name>
<servl et - cl ass>webl ogi c. servl et. Cd Servl et </ servl et-cl ass>
<init-parane
<par am nane>cgi Di r </ par am nanme>
<par am val ue>
/ bea/ Wl server6. 0/ confi g/ mydonai n/ appl i cati ons/ myWebApp/ cgi - bi n
</ param val ue>
</init-paranp

<init-parane

<par am name>*. pl </ par am nane>
<par am val ue>/ bi n/ per| . exe</ par am val ue>
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</init-paranr
</ servl et>

<servl et - mappi ng>
<servl et - name>Cd Ser vl et </ servl et - nanme>
<url-pattern>/cgi-bin/*</url-pattern>
</ servl et - mappi ng>

Requesting a CGI Script

The URL used to request a perl script must follow the pattern:
http://host: port/ myWbApp/ cgi - bi n/ nyscri pt. pl
Where

host : port
Is the host name and port number of WebL ogic Server.

nmyVebApp
is the name of your Web Application.

cgi-bin
istheur! - pat t er n name mapped to the CGA Ser vl et .

nyscript. pl
is the name of the Perl script that islocated in the directory specified by the
cgi Di r initialization parameter.
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Serving Resources from the CLASSPATH
with the ClasspathServlet

If you need to serve classes or other resources from the system CLASSPATH, or from
the VEB- | NF/ ¢l asses directory of aWeb Application, you can use aspecia servlet
caled the d asspat hServl et . The d asspat hSer vl et isuseful for applications
that use applets or RMI clients and require access to server-side classes. The

d asspat hSer vl et isimplicitly registered and available from any application.

There are two ways that you can use the O asspat hSer vl et :

m  To serve aresource from the system CLASSPATH, call the resource with a URL
such as:

http://server:port/classes/ ny/resource/ nyCl ass. cl ass

m  To serve aresource from the WVEB- | NF/ cl asses directory of a Web Application,
call the resource with aURL such as:

http://server: port/ myWbApp/ cl asses/ nmy/ resour ce/ nyCl ass. cl ass

In this case, the resource is located in the following directory, relative to the root
of the Web Application:

VEEB- | NF/ cl asses/ ny/ resour ce/ nyCl ass. cl ass

Warning: Sincethed asspat hSer vl et serves any resource located in the system
CLASSPATH, do not place resources that should not be publicly available
in the system CLASSPATH.

Configuring Resources in a Web Application

The resources that you usein a Web Application are generally deployed externally to
the application. JDBC Datasources can optionally be deployed within the scope of the
Web Application as part of an EAR file.
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Prior to WebL ogic Server 7.0, JIDBC DataSources were always deployed externally to
the Web Application. To use external resources in the Web Application, you resolve
the INDI resource name that the application uses with the global INDI resource name
using theweb. xm and webl ogi c. xm deployment descriptors. See “ Configuring
External Resources’ on page 3-13 for more information.

WebL ogic Server versions 7.x and later enable you to deploy JDBC DataSources as
part of the Web Application EAR file by configuring those resources in the

webl ogi c- appl i cation. xm deployment descriptor. Resources deployed as part of
the EAR file are referred to as application-scoped resources. These resources remain
private to the Web Application, and application components can access the resource
names directly from the local INDI tree at j ava: conp/ env. See“ Configuring
Application-Scoped Resources’ on page 3-14 for more information.

Configuring External Resources

When accessing external resources (resources not deployed with the application EAR
file) such as a DataSource from a Web Application via Java Naming and Directory
Interface (JNDI), you can map the INDI name you look up in your code to the actual
JNDI name as bound in the global JNDI tree. This mapping is made using both the
web. xm and webl ogi c. xm deployment descriptors and allows you to change these
resources without changing your application code. Y ou provide anamethat isused in
your Java code, the name of the resource as bound in the JINDI tree, and the Java type
of the resource, and you indicate whether security for the resource is handled
programmatically by the servlet or from the credentials associated with the HTTP
request.

To configure external resources:

1. Enter the resource namein the deployment descriptor as you useit in your code,
the Javatype, and the security authorization type.

2. Map the resource name to the INDI name.

This example assumes that you have defined a data source called
account Dat aSour ce. For more information, see JDBC Data Sources Online Help.
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Listing 3-4 Using an External DataSource

Servl et code:
j avax. sql . Dat aSource ds = (javax. sql . Dat aSource) ctx. | ookup
(" myDat aSour ce") ;

web. xm entries:

<resource-ref>

<res-ref - name>nyDat aSour ce</ r es-r ef - nane>
<res-type>j avax. sql . Dat aSour ce</res-type>
<r es- aut h>CONTAI NER</ r es- aut h>

</resource-ref>
webl ogi c. xm entries:

<resource-description>
<res-ref - nane>nyDat aSour ce</ r es-r ef - nanme>
<j ndi - nane>account Dat aSour ce</ j ndi - name>
</resource-description>

Configuring Application-Scoped Resources

WebL ogic Server binds application-scoped resource names to the application’s local
JINDI tree. The Web Application code accesses these resources by looking up the
actual INDI resource namerelativetoj ava: conp/ env.

If your Web Application uses only application-scoped resources, you do not need to
enter global JNDI resources namesin the webl ogi ¢. xnl deployment descriptor, as
described in “ Configuring External Resources’ on page 3-13. (In fact, you can omit
webl ogi c. xm entirely if you do not require any other features of that deployment

descriptor.)

To configure application-scoped resources:

1. Enter the resource definition in the webl ogi c- appl i cati on. xm deployment
descriptor. See "weblogic-application.xml Deployment Descriptor Elements” in
Developing WebLogic Server Applications for more information.
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Referencing EJBs in a Web Application

2. Ensure that Web Application code uses the same JINDI name specified in
webl ogi c- appl i cation. xm , and that it references the name relative to the
local INDI treeat j ava: conp/ env.

Note: If Web Application code uses adifferent INDI name to reference the
resource, you must treat the resource as an external DataSource and
configure the webl ogi c. xm deployment descriptor asillustrated in
Listing 3-5.

Listing 3-5 Web Application Code Using a Different JINDI Nameto Reference
the Resource: Treated as External DataSour ce

Servl et code:
j avax. sql . Dat aSource ds = (javax. sql.DataSource) ctx.| ookup
("java: conp/ env/ nyDat aSour ce") ;

webl ogi c-application.xm entries:
<webl ogi c- appl i cati on>

<dat a- sour ce- nane>nyDat aSour ce</ dat a- sour ce- nane>
</ webl ogi c-appl i cati on>

Referencing EJBs in a Web Application

Web Application can access EJBsthat are deployed as part of a different application
(adifferent EAR file) by using an external reference, or they can be deployed within
the scope of the Web Application as part of an EAR file. The procedures for
referencing an EJB differ depending on whether the EJB is external or
application-scoped.

Referencing External EJBs

Web Applications can access EJBsthat are deployed as part of a different application
(adifferent EAR file) by using an external reference. The EJB being referenced
exports aname to the global INDI treein itswebl ogi c-ej b-j ar. xnl deployment
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descriptor. An EJB reference in the Web Application module can be linked to this
global INDI name by adding an <ej b-r ef er ence-descri pti on> element to its
webl ogi c. xnl deployment descriptor.

This procedure provides alevel of indirection between the Web Application and an
EJB and isuseful if you are using third-party EJBs or Web Applications and cannot
modify the code to directly call an EJB. In most situations, you can call the EJB
directly without using thisindirection. For moreinformation, see"Invoking Deployed
EJBs' in Programming WebLogic Enterprise JavaBeans.

To reference an external EJB for use in a Web Application:

1. Enter the EJB reference name you use to look up the EJB in your code, the Java
class name and the class name of the home and remote interfaces of the EJB in the
<ej b-r ef > element of the Web Application deployment descriptor.

2. Map the reference name in the <ej b-r ef er ence- descri pt i on> element of the
WebL ogic-specific deployment descriptor, webl ogi c. xm to the INDI name
defined in the webl ogi c- ej b-jar. xm file.

If the Web Application is part of an Enterprise Application Archive (EAR file),
you can reference an EJB by the name used in the EAR with the <ej b- I i nk>
element.

More about the ejb-ref* Elements

Theej b-ref elementintheweb. xml deployment descriptor declares that either a
servlet, JSP, or HTML page is going to be using a particular EJB. The

ej b-ref erence-descri pti on element inthewebl ogi c. xm deployment
descriptor binds that reference to an EJB, which is advertised in the global JNDI tree.

Theej b-ref erence-descri ptor elementindicateswhich ej b-ref elmentitis
resolving with the ej b- r ef - name element. That is, the

ej b-reference-descriptor andej b-ref elementswith the same

ej b- r ef - name element go together.

With the addition of the ej b- | i nk syntax, theej b-r ef er ence- descri pt or
element is no longer required if the EJB being used is in the same application as the
servlet, JSP, or HTML page that is using the EJB.
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Referencing EJBs in a Web Application

Theej b-r ef - nanme element serves two purposesin theweb. xm deployment
descriptor:

m |tisthe name that the user code (servlet, JSP, or HTML page) usesto look up
the EJB. Therefore, if your ej b-r ef - name element isej b1, you would perform
aJNDI name lookup for ej b1 relativetoj ava: conp/ env. Theej b-r ef - nane
element is bound into the component environment (j ava: conp/ env) of the
Web application containing the servlet, JSP, or HTML page.

Assuming the ej b- r ef - nane element isej b1, the code in your servlet, JSP, or
HTML page should look like:

Context ctx = new Initial Context();
ctx = (Context)ctx.| ookup("java: conp/env");
Obj ect o = ctx.|ookup("ejbl");

Ej blHome hone = (Ej blHone) Port abl eRenot eCbj ect. narrow o,
Ej blHore. cl ass) ;

m Itlinkstheej b-ref andej b-ref erence- descri pt or elements together.

Referencing Application-Scoped EJBs

Within an application, WebL ogic Server binds any EJBs referenced by other
application components to the environments associated with those referencing
components. These resources are accessed at runtime through a JINDI name lookup
relativetoj ava: conp/ env.

The following is an example of an application deployment descriptor

(appl i cati on. xnl ) for an application containing an EJB and a Web Application,
also called an Enterprise Application. (For the sake of brevity, the XML header is not
included in this example.)

Listing 3-6 Example Deployment Descriptor

<appl i cati on>
<di spl ay- nane>MyApp</ di spl ay- nanme>

<nodul e>
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3-18

<web>
<web- uri >nyapp. war </ web- uri >
<cont ext - r oot >myapp</ cont ext - r oot >
</ web>
</ modul e>
<nmodul e>
<ej b>ej bl.j ar </ ej b>
</ modul e>

</ application>

To allow the codein the Web applicationto usean EJB inej bl. j ar , the Web
application deployment descriptor (web. xm ) mustinclude an <ej b- r ef > stanzathat
contains an <ej b- | i nk> referencing the JAR file and the name of the EJB that is
being called.

The format of the <ej b- 1 i nk> entry must be as follows:
fil enane#ej bnanme

wherefi | ename isthe name of the JAR file, relative to the Web application, and
ej bname isthe EJB within that JAR file. The <ej b- | i nk> element should look like
the following:

<ej b-link>../ejbl.jar#nyej b</ejb-link>

Notethat sincethe JAR pathisrelative to the WAR file, it beginswith". . / ". Also, if
the ej bname is unique across the application, the JAR path may be dropped. Asa
result, your entry may look like the following:

<ej b-1ink>nyej b</ej b-1i nk>

The<ej b- 1 i nk> element isasub-element of an <ej b- r ef > element contained in the
Web application'sweb. xm descriptor. The <ej b- r ef > element should look like the
following:
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Listing 3-7 <egb-ref> Element

<web- app>

<ej b-ref>
<ej b-ref - nanme>ej bl</ ej b-r ef - name>
<ej b-ref-type>Sessi on</ej b-ref-type>
<honme>nypackage. ej bl. MyHone</ hone>
<r enot e>nypackage. ej bl. MyRenot e</ r enot e>
<ej b-link>../ejbl.jar#nyej b</ejb-link>

</ejb-ref>

</ web- app>

Referring to the syntax for the <ej b- 1 i nk> element in the above example,
<ej b-link>../ejbl.jar#ejbl</ejb-1ink>,

the portion of the syntax to the | eft of the # is arelative path to the EJB module being
referenced. The syntax to the right of # isthe particular EJB being referenced in that
module. In the above example, the EJB JAR and WAR files are at the same level.

The name referenced in the <ej b- | i nk> (inthisexample, myej b) correspondsto the
<ej b- name> element of the referenced EJB's descriptor. As aresult, the deployment
descriptor (ej b-j ar. xm ) of the EJB module that this <ej b- r ef > is referencing
should have an entry an entry similar to the following:

Listing 3-8

<ej b-jar>

<ent erpri se- beans>
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<sessi on>
<ej b- nane>nyej b</ ej b- nane>
<hone>nypackage. ej bl. MyHorre</ hone>
<r enot e>nypackage. ej bl. MyRenot e</ r enot e>
<ej b- cl ass>nypackage. ej bl. MyBean</ ej b- cl ass>
<sessi on-type>St at el ess</ sessi on-type>
<transacti on-type>Cont ai ner</transacti on-type>
</ sessi on>

</ enterprise-beans>

</ejb-jar>

Notice the <ej b- name> element isset to nyej b.

At runtime, the Web Application code looks up the EJB's INDI name relative to
j ava: / conp/ env. The following is an example of the servlet code:

MyHome hone = (MyHone) ct x. | ookup("j ava:/ conp/ env/ ejbl");

The name used in this example (ej b1) isthe <ej b- r ef - nane> defined in the
<ej b-r ef > element of theweb. xm segment above.

Determining the Encoding of an HTTP
Request

WebL ogic Server needs to convert character data contained in an HTTP request from
its native encoding to the Unicode encoding used by the Java servlet API. In order to
perform this conversion, WebL ogic Server needs to know which codeset was used to
encode the request.
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There are two ways you can define the codeset:

m For aPOST operation, you can set the encoding in the HTML <f or e tag. For
example, thisform tag sets SJ1 S as the character set for the content:

<form action="http://sone. host.com nyWebApp/ f oo/ i ndex. htm ">
<i nput type="application/x-wwformurl encoded; charset=SJI S">
</formm

When the form is read by WebL ogic Server, it processes the data using the SJ1 S
character set.

m  Because all Web clients do not transmit the information after the semicolonin
the above example, you can set the codeset to be used for requests by using the
<i nput - char set > element in the WebL ogic-specific deployment descriptor,
webl ogi c. xm . The <j ava- char set - nane> element defines the encoding used
to convert data when the URL of the request contains the path specified with the
<r esour ce- pat h> element.

For example:

<i nput - char set >

<r esour ce- pat h>/ f oo/ *</ r esour ce- pat h>

<j ava- char set - nane>SJ| S</j ava- char set - nanme>
</i nput - char set >

This method works for both GET and POST operations.

Mapping IANA Character Sets to Java
Character Sets

The names assigned by the Internet Assigned Numbers Authority (IANA) to describe
character setsare sometimesdifferent from the names used by Java. Becauseal HTTP
communication usesthe IANA character set names and these namesare not alwaysthe
same, WebL ogic Server internally maps IANA character set names to Java character
set names and can usually determine the correct mapping. However, you can resolve
any ambiguities by explicitly mapping an IANA character set to the name of a Java
character set.
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To map alANA character set to a Java character set the character set namesin the
<char set - mappi ng> element of the WebL ogi c-specific deployment descriptor,
webl ogi c. xm . Define the IANA character set name in the <i ana- char set - nane>
element and the Java character set namein the <j ava- char set - name> element. For
example:

<char set - mappi ng>
<i ana- char set - nanme>Shi ft - JI S</ i ana- char set - nane>
<j ava- char set - nane>SJI| S</j ava- char set - nane>

</ char set - mappi ng>
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CHAPTER

4  Using Sessions and

Session Persistence in
Web Applications

The following sections describe how to set up sessions and session persistence:
m “Overview of HTTP Sessions’ on page 4-1

m “Setting Up Session Management” on page 4-2

m “Configuring Session Persistence” on page 4-4

m “Using URL Rewriting” on page 4-9
Overview of HTTP Sessions

Session tracking enablesyou to track auser's progress over multiple servietsor HTML
pages, which, by nature, arestateless. A sessionisdefined asaseriesof related browser
requests that come from the same client during a certain time period. Session tracking
tiestogether a series of browser requests—think of these requests as pages—that may
have some meaning as awhole, such as a shopping cart application.
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Setting Up Session Management

WebL ogic Server isset up to handle session tracking by default. Y ou need not set any
of these properties to use session tracking. However, configuring how WebL ogic
Server manages sessionsisakey part of tuning your application for best performance.
Tuning depends upon factors such as:

m  How many users you expect to hit the servlet

m  How many concurrent users hit the servlet

m  How long each session lasts

m  How much data you expect to store for each user

m  Heap size allocated to the WebL ogic Server instance.

HTTP Session Properties

Y ou configure WebL ogic Server session tracking with properties in the
WebL ogic-specific deployment descriptor, webl ogi c. xni .

For acomplete list of session attributes, see “jsp-descriptor” on page B-9.

Session Timeout

Y ou can specify an interval of time after which HT TP sessions expire. When asession
expires, all data stored in the session is discarded. Y ou can set the interval in either
web. xm or webl ogi c. xm :

m  Set the Ti neout Secs attribute in the “jsp-descriptor” on page B-9 of the
WebL ogic-specific deployment descriptor, webl ogi c. xmi . Thisvalueissetin
seconds.

m  Setthe<sessi on-ti neout > (See “session-config” on page A-11) el enent in
the Web Application deployment descriptor, web. xmi .
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Configuring Session Cookies

WebL ogic Server uses cookies for session management when supported by the client
browser.

The cookiesthat WebL ogic Server usesto track sessions are set astransient by default
and do not outlive the session. When a user quits the browser, the cookies are lost and
the session lifetime is regarded as over. This behavior isin the spirit of session usage
and it is recommended that you use sessionsin thisway.

Y ou can configure session-tracking attributes of cookiesin the WebL ogic-specific
deployment descriptor, webl ogi c. xml . A completelist of session and cookie-related
attributes is available “jsp-descriptor” on page B-9.

Using Cookies That Outlive a Session

For longer-lived client-side user data, your application should create and set its own
cookies on the browser viathe HTTP servlet API, and should not attempt to use the
cookies associated with the HTTP session. Y our application might use cookiesto
auto-login auser from a particular machine, in which case you would set anew cookie
to last for along time. Remember that the cookie can only be sent from that client
machine. Y our application should store data on the server if it must be accessed by the
user from multiple locations.

Y ou cannot directly connect the age of a browser cookie with the length of a session.
If acookie expires before its associated session, that session becomes orphaned. If a
session expires before its associated cookie, the servlet is not be able to find a session.
At that point, anew session is assigned when ther equest . get Sessi on(true)
method is called. Y ou should only make transient use of sessions.

Y ou can set the maximum life of a cookie with the Cooki eMaxAgeSecs parameter in
the session descriptor of thewebl ogi c. xm deployment descriptor.
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Logging Out and Ending a Session

User authentication information is stored both in the user's session data and in the
context of aserver or virtual host that is targeted by a Web Application. The
session. i nval i dat e() method, which is often used to log out a user, only
invalidates the current session for a user—the user's authentication information still
remainsvalid and is stored in the context of the server or virtual host. If the server or
virtual host is hosting only one Web Application, the sessi on. i nval i dat e()
method, in effect, logs out the user.

There are several Java methods and strategies you can use when using authentication
with multiple Web Applications. For more information, see "Implementing Single
Sign-On" in the Programming WebLogic HTTP Serviets.

Configuring Session Persistence

Use Session Persistence to permanently stored data from an HTTP session object in
order to enable failover and load balancing across a cluster of WebL ogic Servers.
When your applications stores datain an HT TP session object, the data must be
serializable.

There are five different implementations of session persistence:
= Memory (single-server, non-replicated)

m  File system persistence

m JDBC persistence

m  Cookie-based session persistence

= In-memory replication (across a cluster)

Thefirst four arediscussed here; in-memory replication isdiscussedin“HTTP Session
State Replication,” in Using WebLogic Server Clusters.

File, JIDBC, Cookie-based, and memory (single-server, non-popul ated) session
persistence have some common properties. Each persistence method hasits own set of
attributes, as discussed in the following sections.
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Configuring Session Persistence

Common Properties of Session Attributes

This section describes attributes common to file system, memory (single-server,
non-replicated), JDBC, and cookie-based persistence. Y ou can configure the number
of sessionsthat are held in memory by setting the following propertiesin the

<sessi on- descri pt or > element of the WebL ogic-specific deployment descriptor,
webl ogi c. xm . These properties are only applicableif you are using session
persistence:

CacheSi ze
Limits the number of cached sessions that can be active in memory at any one
time. If you are expecting high volumes of simultaneous active sessions, you
do not want these sessions to soak up the RAM of your server since this may
cause performance problems swapping to and from virtual memory. When the
cacheisfull, the least recently used sessions are stored in the persistent store
and recalled automatically when required. If you do not use persistence, this
property isignored, and there is no soft limit to the number of sessionsallowed
in main memory. By default, the number of cached sessionsis 1024. The
minimum is 16, and maximumis| nt eger . MAX_VALUE. An empty session uses
less than 100 bytes, but grows as datais added to it.

Swapl nt erval Secs
Theinterval the server waits between purging the least recently used sessions
from the cache to the persistent store, when the cacheEnt ri es limit has been
reached.

If unset, this property defaults to 10 seconds; minimum is 1 second, and
maximum is 604800 (1 week).

I nval i dati onl nt erval Secs
Sets the time, in seconds, that WebL ogic Server waits between doing
house-cleaning checks for timed-out and invalid sessions, and deleting the old
sessions and freeing up memory. Set this parameter to a value less than the
value set for the <sessi on- t i meout > element. Use this parameter to tune
WebL ogic Server for best performance on high traffic sites.

The minimum valueis every second (1). The maximum valueis once a week
(604,800 seconds). If unset, the parameter defaults to 60 seconds.

To set <sessi on-ti meout>, see the"session-config” on page A-11 of the
Web Application deployment descriptor web. xni .
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Using Memory-based, Single-server, Non-replicated
Persistent Storage

To use memory-based, single-server, non-replicated persistent storage, set the

Per si st ent St or eType property inthe <sessi on- descri pt or > element of the
WebL ogic-specific deployment descriptor, webl ogi ¢. xm tonenory. Whenyou use
memory-based storage, all session information is stored in memory and islost when
you stop and restart WebL ogic Server.

Note: If you do not allocate sufficient heap size when running WebL ogic Server,
your server may run out of memory under heavy load.

Using File-based Persistent Storage

To configure file-based persistent storage for sessions:

1. SetthePersi st ent St or eType property inthe<sessi on- descri pt or > element
in the deployment descriptor file webl ogi c. xm tofile.

2. Set the directory where WebL ogic Server stores the sessions. See
“Per si st ent St oreDi r” on page B-7.

If you do not explicitly set avalue for this attribute, atemporary directory is
created for you by WebL ogic Server.

If you are using file-based persistence in a cluster, you must explicitly set this
attribute to a shared directory that is accessible to all the serversin acluster. You
must create this directory yourself.

Using a Database for Persistent Storage (JDBC
persistence)

JDBC persistence stores session data in a database table using a schema provided for
this purpose. Y ou can use any database for which you have a JDBC driver. You
configure database access by using connection pools.
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To configure JDBC-based persistent storage for sessions:

1. SetthePer si st ent St or eType property inthe<sessi on-descri pt or > element
of the WebL ogi c-specific deployment descriptor, webl ogi c. xni , toj dbc.

2. Set aJDBC connection pool to be used for persistence storage with the
Per si st ent St or ePool property. Use the name of a connection pool that is
defined in the WebL ogic Server Administration Console.

3. Set an ACL for the connection that corresponds to the users that have permission.

4. Set up adatabase table namedw _ser vl et _sessi ons for JIDBC-based
persistence. The connection pool that connects to the database needs to have
read/write access for thistable. The following table shows the Column names and
data types you should use when creating this table.

Column name

Type

w_id

Variable-width alphanumeric column, up to 100
characters; for example, Oracle VARCHAR2( 100) .
The primary key must be set as follows:

w _id + w _context_path.

w _context _path

Variable-width a phanumeric column, up to 100
characters; for example, Oracle VARCHAR2( 100) .
Thiscolumnisused as part of the primary key. (Seethe
w _i d col umm description.)

W _is_new

Single char column; for example, Oracle CHAR( 1)

w _create_tine

Numeric column, 20 digits; for example, Oracle
NUVBER( 20)

W _is_valid

Single char column; for example, Oracle CHAR( 1)

w _sessi on_val ues

Large binary column; for example, Oracle LONG RAW

wl _access_tine

Numeric column, 20 digits; for example, NUVBER( 20)

w _max_i nactive_interval

Integer column; for example, Oracle | nt eger .
Number of seconds between client requests before the
session isinvalidated. A negative time value indicates
that the session should never timeout.
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If you are using an Oracle DBMS, use the following SQL statement to create the
w _servl et _sessi ons table:

create table W _servl et _sessions
( W _id VARCHAR2(100) NOT NULL,
w _cont ext _path VARCHAR2(100) NOT NULL,
W _is_new CHAR(1),
W _create_tinme NUMBER(20),
W _is_valid CHAR(1),
W _session_val ues LONG RAW
w _access_tinme NUMBER(20),
W _max_inactive_interval | NTEGER,
PRI MARY KEY (W _id, W _context_path) );

Modify the preceeding SQL statement for use with your DBMS.

Note: Y ou can configure amaximum duration that JDBC session persi stence should
wait for aJDBC connection from the connection pool before failing to load the
session data with the JDBConnect i onTi meout Secs attribute. For more
information, see“JDBConnect i onTi neout Secs” on page B-8.

Using Cookie-Based Session Persistence

Cookie-based session persistence provides a statel ess solution for session persistence
by storing all session datain acookiethat isstored in the user’ sbrowser. Cookie-based
session persistence is most useful when you do not need to store large amounts of data
in the session. Cookie-based session persistence can make managing your WebL ogic
Server installation easier because clustering failover logicis not required. Because the
session is stored in the browser, not on the server, you can start and stop WebL ogic
Servers without losing sessions.

There are some limitations to cookie-based session persistence:

m You can store only string attributes in the session. If you store any other type of
object inthe session, an1 | | egal Ar gunent exception isthrown.

m You cannot flush the HTTP response (because the cookie must be written to the
header data before the response is committed).

m |f the content length of the response exceeds the buffer size, the responseis
automatically flushed and the session data cannot be updated in the cookie. (The

4-8 Developing Web Applications for WebL ogic Server



Using URL Rewriting

buffer sizeis, by default, 8192 bytes. You can change the buffer size with the
j avax. servl et. Servl et Response. set Buf f er Si ze() method.

m You can only use basic (browser-based) authentication.

m  Session datais sent to the browser in clear text.

m  The user’s browser must be configured to accept cookies.
To set up cookie-based session persistence:

1. Inthe<session-descri pt or > element of webl ogi c. xm , set the
Per si st ent St or eType parameter to cooki e.

2. Optionally, set a name for the cookie using the Per si st ent St or eCooki eNane
parameter. The default is W.COKI E.

Using URL Rewriting

In some situations, a browser or wireless device may not accept cookies, which makes
session tracking using cookiesimpossible. URL rewriting isasolution to thissituation
that can be substituted automatically when WebL ogic Server detects that the browser
does not accept cookies. URL rewriting involves encoding the session ID into the
hyper-links on the Web pages that your servlet sends back to the browser. When the
user subsequently clicks these links, WebL ogic Server extracts the ID from the URL
address and finds the appropriate Ht t pSessi on when your servlet calls the

get Sessi on() method.

Enable URL rewriting in WebL ogic Server by setting the URLRewr i t i ngEnabl ed
attribute in the WebL ogic-specific deployment descriptor, webl ogi ¢c. xm , under the
<sessi on-descri pt or > element. The default value for thisattributeist r ue. See
“URLRewr i t i ngEnabl ed” on page B-8.

Coding Guidelines for URL Rewriting

There are some general guidelinesfor how your code should handle URLs in order to
support URL rewriting.
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m  Avoid writing a URL straight to the output stream, as shown here:
out.println("<a href=\"/nyshop/ cat al og. j sp\">cat al og</a>");
Instead, usethe Ht t pSer vl et Response. encodeURL() method, for example:

out.println("<a href=\""
+ response. encodeURL( “nyshop/ cat al og. j sp”)
+ “\">catal og</a>");

Calling the encodeURL() method determinesif the URL needs to be rewritten,
and if s, it rewrites it by including the session ID inthe URL. The session ID is
appended to the URL and begins with a semicolon.

m |naddition to URLsthat are returned as a response to WebL ogic Server, also
encode URL s that send redirects. For example:

if (session.isNew))
response. sendRedi r ect
(response. encodeRedi rect Url (wel coneURL) ) ;

WebL ogic Server uses URL rewriting when a session is new, even if the browser
does accept cookies, because the server cannot tell whether a browser accepts
cookiesin thefirst visit of asession.

m  Your servlet can determine whether a given session ID was received from a
cookie by checking the Boolean returned from the
Ht t pSer vl et Request . i sRequest edSessi onl dFr onCooki e() method. Your
application may respond appropriately, or simply rely on URL rewriting by
WebL ogic Server.

URL Rewriting and Wireless Access Protocol (WAP)

4-10

If you are writing a WAP application, you must use URL rewriting because the WAP
protocol does not support cookies. In addition, some WAP devices have a
128-character limit on the length of a URL (including parameters), which limits the
amount of datathat can be transmitted using URL rewriting. To allow more space for
parameters, you can limit the size of the session ID that is randomly generated by
WebL ogic Server. See“l DLengt h” on page B-8.

Y ou can save additional space by setting the WA P Enabled attribute, which prevents
WebL ogic Server from sending primary/secondary information withthe URL. Y ou set
the WAP Enabled attribute by selecting the Server > Configuration > HT TP tabs of the
Administration Console.
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CHAPTER

5 Application Events and
Listeners

Thefollowing sections describe how to configure and use Web A pplication eventsand
listeners:

m “Overview of Application Events and Listeners’ on page 5-1

m “Servlet Context Events’ on page 5-2

“HTTP Session Events’ on page 5-3

“Configuring an Event Listener” on page 5-3

“Writing a Listener Class’ on page 5-4
m “Templatesfor Listener Classes’ on page 5-5

“Additional Resources’ on page 5-6

Overview of Application Events and
Listeners

Application events provide notifications of achange in state of the serviet context
(each Web Application usesits own servlet context) or of an HTTP session object. You
write event listener classesthat respond to these changesin state and you configureand
deploy Application event and listener classesin aWeb Application.
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Servlet

For servlet context events, the event listener classes can receive notification when the
Web Application isdeployed or is being undeployed (or when WebL ogic Server shuts
down), and when attributes are added, removed, or replaced.

For HTTP session events, the event listener classes can receive notification when an
HTTP session is activated or is about to be passivated, and when an HTTP session
attribute is added, removed, or replaced.

Use Web Application eventsto:

m  Manage database connections when a Web Application is deployed or shuts
down

m  Create counters

m  Monitor the state of HTTP sessions and their attributes

Context Events

The following table lists the types of Servlet context events, the interface your event
listener class must implement to respond to the event, and the methods invoked when
the event occurs.

Typeof Event Interface Method

Servletcontextis j avax. servl et. Servl et Cont ext Li st ener contextlnitialized()
created.

Servlet contextis j avax. servl et. Servl et Cont ext Li st ener cont ext Destroyed()
about to be shut

down.

An attributeis javax. servl et. attri but eAdded()

added.

Ser vl et Cont ext Attri but esLi st ener

An attribute is
removed.

j avax. servl et. attri but eRenoved()
Ser vl et Cont ext Attri but esLi st ener

An attribute is
replaced.

j avax. servl et. attribut eRepl aced()
Servl et Cont ext Attri but esLi st ener
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HTTP Session Events

The following table lists the types of HT TP session events, the interface your event
listener class must implement to respond to the event, and the methods invoked when
the event occurs.

Type of Event Interface Method
AnHTTPsessionis javax. servlet. http. sessi onCreat ed()
activated. Ht t pSessi onLi st ener

AnHTTPsessionis javax. servlet. http. sessi onDestroyed()

about to be passivated. Ht t pSessi onLi st ener

Anattributeisadded. j avax. servlet. http. attri but eAdded()

Ht t pSessi onAttri but esLi st ener
An attribute is javax. servlet. http. attri but eRenoved()
removed. Ht t pSessi onAttri but esLi stener
An attributeis javax. servlet. http. attri but eRepl aced()
replaced. Ht t pSessi onAttri but esLi st ener

Note: The Servlet 2.3 specification also contains the
javax.servlet. http. H t pSessi onBi ndi ngLi st ener and the
javax.servlet.http. H t pSessi onActi vati onLi st ener interfaces.
These interfaces are implemented by objects that are stored as session
attributes and do not require registration of an event listener inweb. xm . For
more information, see the Javadocs for these interfaces.

Configuring an Event Listener

To configure an event listener:
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1

Open theweb. xm deployment descriptor of the Web Application for which you
are creating an event listener in atext editor. Theweb. xm fileislocated in the
VEB- | NF directory of your Web Application.

Add an event declaration using the <l i st ener > element. The event declaration
definesthe listener class that isinvoked when the event occurs. The<l i st ener >
element must directly follow the<filter>and<filter-mappi ng> e ements
and directly precede the <ser vl et > element. You can specify more than one
listener class for each type of event. WebL ogic Server invokes the event listeners
in the order that they appear in the deployment descriptor (except for shutdown
events, which are invoked in the reverse order). For example:

<listener>
<l i st ener-cl ass>nyApp. myCont ext Li st ener Cl ass</1i st ener-cl ass>
</listener>

<listener>

<l i stener-class>nyApp. nySessi onAttri buteli stenerd ass</Ilisten
er-cl ass>
</listener>

Write and deploy the Listener class. See the next section, “Writing a Listener
Class’ on page 5-4, for details.

Writing a Listener Class

To write alistener class:

1

Create anew class that implements the appropriate interface for the type of event
your class responds to. For alist of these interfaces, see “ Servlet Context Events’
on page 5-2 or “HTTP Session Events’ on page 5-3. See “ Templates for Listener
Classes’ on page 5-5 for sample templates you can use to get started.

Create a public constructor that takes no arguments.

Implement the required methods of the interface. See the J2EE API Reference
(Javadocs) at htt p: //j ava. sun. com j 2ee/ tutori al / api /i ndex. ht m for
more information.
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Templates for Listener Classes

4. Copy the compiled event listener classes into the WEB- | NF/ cl asses directory of
the Web Application, or package theminto aj ar fileand copy thej ar fileinto
the VEB- | NF/ | i b directory of the Web Application.

The following useful classes are passed into the listener methodsin alistener class:

javax.servlet.http. Ht pSessi onEvent
provides access to the HT TP session object

j avax. servl et. Servl et Cont ext Event
provides access to the servlet context object.

j avax. servl et. Servl et Cont ext Attri but eEvent
provides access to servlet context and its attributes

javax.servlet. http. H t pSessi onBi ndi ngEvent
provides access to an HTTP session and its attributes

Templates for Listener Classes

The following examples provide some basic templates for listener classes.

Servlet Context Listener Example

package nyApp;
import javax.servlet.*;

public final class nmyContextListenerC ass inplenments
Ser vl et Cont ext Li st ener {
public void contextlnitialized(ServletContextEvent event) ({

/* This method is called when the servlet context is
initialized(when the Wb Application is depl oyed).
You can initialize servlet context related data here.
*/
}

public void contextDestroyed(Servl et Context Event event) {

/* This nmethod is invoked when the Servlet Context
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(the Web Application) is undeployed or
WebLogi ¢ Server shuts down.
*/

HTTP Session Attribute Listener Example

package nyApp;
i mport javax.servlet.*;

public final class mySessionAttributeListenerd ass inplenents
Ht t pSessi onAttri but esLi stener {

public void attributeAdded(HttpSessi onBi ndi ngEvent sbe) {
/* This nmethod is called when an attribute
is added to a session.
*/
}

public void attributeRenoved(HttpSessi onBi ndi ngEvent shbe) {
/* This nmethod is called when an attribute
is renoved froma session.
*/
}

public void attributeRepl aced(H t pSessi onBi ndi ngEvent sbe) {
/* This method is invoked when an attibute
is replaced in a session.
*/
}

Additional Resources

m Serviet 2.3 Specification from Sun Microsystems at
http://java. sun. conf about Java/ communi t yprocess/first/jsr053/ind
ex. htm
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Additional Resources

J2EE API Reference (Javadocs) at
http://java.sun.conlj2ee/tutorial/api/index.htm

The J2EE Tutorial from Sun Microsystems: at
http://java.sun.conlj2ee/tutorial/1_3-fcs/index.htmn
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CHAPTER

O Configuring Security in
Web Applications

The following sections describe how to configure security in Web Applications:
m “Overview of Configuring Security in Web Applications” on page 6-1

m “Setting Up Authentication for Web Applications’ on page 6-2

m  “Multiple Web Applications, Cookies, and Authentication” on page 6-4

m “Restricting Access to Resources in a Web Application” on page 6-5

m “Using Users and Roles Programmatically in Servlets’ on page 6-6

To see overview, upgrade, and new information about WebL ogic Server security, see
Programming WebLogic Security.

Overview of Configuring Security in Web
Applications

Y ou can secure a Web Application by using authentication, by restricting access to
certain resources in the Web Application, or by using security callsin your serviet
code. At runtime, the WebL ogic Server active security realm applies the Web appli-
cation security constraints to the specified Web Application resources. For more
information, see Programming WebLogic Security. Note that a security realm is
shared across multiple virtual hosts.
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Setting Up Authentication for Web
Applications

To configure authentication for aWeb Application, usethe<l ogi n- conf i g> element
of theweb. xm deployment descriptor. In this element you define the security realm
containing the user credentials, the method of authentication, and the location of
resources for authentication.

On application deployment, WebL ogic Server reads role information from the

webl ogi c. xm file. Thisinformation is used to populate the Authorization provider
configured for the security realm. Once the role information is in the Authorization
provider, changes made through the WebL ogic Server Administration Console are not
persisted to thewebl ogi c. xni file.

Before you redeploy the application (which occurs when you redeploy it through the
Console, modify it on disk, or restart WebL ogic Server), you must enable the Ignore
security datain deployment descriptors attribute on the Security Realm > General tab.
Otherwise, the old data in the webl ogi c. xni file will overwrite any changes made
using the WebL ogic Server Administration Console.

To set up authentication for Web Applications:

1. Opentheweb. xm deployment descriptor in atext editor or using WebL ogic
Builder. For more information, see “Web Application Developer Tools’ on page
1-7.

2. Specify the authentication method using the <aut h- met hod> element. The
available options are:

BASI C
Basic authentication uses the Web Browser to display a
username/password dialog box. This username and password is
authenticated against the realm.

FORM
Form-based authentication requiresthat you return an HTML page, JSP,
or servlet form that renders alogin screen. Thefields returned from the
form elements must be: j _user nanme andj _passwor d, and the action
attribute must bej _security_check. Hereisan example of the
HTML coding for using FORM authentication:
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Listing 6-1 Example FORM Authentication

<htm >
<head>
<title>My Wb Application</title>
</ head>
<body>
<p>Wel cone to ny Wb application! Please log in </p>
<f or m met hod="POST" action="j _secuirty_check">
<p>Passwor d: <i nput type="password"
name="j _passwor d" ></ p>
<p><i nput type="submt" nane="Submt'
val ue="Logi n" ></ p>
</ fornme
</ body>
</htm >

The resource used to generate the HTML form may bean HTML page,
aJSP, or aservlet. You define this resource with the
<f or m | ogi n- page> element.

The HTTP session object is created when the login page is served.
Therefore, the sessi on. i sNew() method returns FALSE when called
from pages served after successful authentication.

CLI ENT- CERT
Uses client certificates to authenticate the request. For more
information, see Configuring the SSL Protocol.

Developing Web Applications for WebL ogic Server 6-3


http://e-docs.bea.com/wls/docs81b/secmanage/ssl.html

6 Configuring Security in Web Applications

3. If you choose FORM authentication, also define the location of the resource used
to generate the HTML page, JSP, or servlet with the <f or m | ogi n- page>
element and the resource that responds to afailed authentication with the
<f or m er r or - page> element. For instructions on configuring form
authentication, see “form-login-config” on page A-20.

4. Specify arealm for authentication using the <r eal m name> element. If you do
not specify a particular realm, the realm defined with the Auth Realm Namefield
on the Web Application —Configuration -Other tab of the Administration Console
isused. For more information, see “form-login-config” on page A-20.

5. If you want to define a separate login for aWeb Application, see “Multiple Web
Applications, Cookies, and Authentication” on page 6-4. Otherwise, all Web
Applications that use the same cookie use a single sign-on for authentication.

Multiple Web Applications, Cookies, and
Authentication

By default, WebL ogic Server assigns the same cookie name (JSESSI ONI D) to all Web
Applications. When you use any type of authentication, all Web Applicationsthat use
the same cookie hame use a single sign-on for authentication. Once a user is
authenticated, that authenticationisvalid for requeststo any Web Application that uses
the same cookie name. The user is not prompted again for authentication.

If you want to require separate authentication for aWeb Application, you can specify
aunique cookie name or cookie path for the Web A pplication. Specify the cookie name
using the Cooki eName parameter and the cookie path withthe Cooki ePat h parameter,
defined in the WebL ogic-specific deployment descriptor webl ogi c. xni , in the
<sessi on- descri pt or > element. For more information, see “jsp-descriptor” on

page B-9.

If you want to retain the cookie name and still require independent authentication for
each Web Application, you can set the cookie path parameter (Cooki ePat h)
differently for each Web Application.
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Restricting Access to Resources in a Web
Application

To restrict access to specified resources (servlets, JSPs, or HTML pages) in your Web
Application, apply security constraints to those resources.

To configure a security constraint:

1

Open theweb. xmi and webl ogi c. xm deployment descriptorsin atext editor or
in the Administration Console. For more information, see “Web Application
Developer Tools’ on page 1-7.

In the WebL ogi c-specific deployment descriptor, webl ogi c. xm , definearole
that is mapped to one or more principalsin a security realm. Define roles with the
“security-role” on page A-20. Then map these rolesto principalsin your realm
with the “ security-role-assignment” on page B-2.

Inweb. xm , define which resources in the Web Application the security
constraint appliesto by using the <ur | - pat t er n> element that is nested inside
the <web-r esour ce- col | ecti on> element. The <ur | - pat t er n> can refer to a
directory, filename, or a<ser vl et - mappi ng>.

Alternatively, to apply the security constraint to the entire Web Application, use
the following entry:

<url-pattern>/*</url-pattern>

Inweb. xm , define the HTTP method(s) (GET or PCST) that the security
constraint applies to by defining the <ht t p- met hod> element that is nested
inside the <web- r esour ce- col | ect i on> element. Use separate

<ht t p- met hod> elements for each HT TP method.

Inweb. xm , define whether to use SSL for communication between client and
server using the <t r anspor t - guar ant ee> element nested inside of the
<user - dat a- const r ai nt > method.

Developing Web Applications for WebL ogic Server 6-5



6 Configuring Security in Web Applications

Listing 6-2 Sample Security Constraint

web. xm entries:
<security-constraint>
<web- resour ce-col | ection>
<web- r esour ce- nane>Secur eOr der sEast </ web- r esour ce- nane>
<descri pti on>
Security constraint for
resources in the orders/east directory
</ descripti on>
<url-pattern>/orders/east/*</url-pattern>
<ht t p- met hod>POST</ ht t p- met hod>
<ht t p- met hod>CET</ ht t p- net hod>
</ web-resource-col | ection>
<aut h-constrai nt >
<descri pti on>
constraint for east coast sales
</ descri pti on>
<rol e- nane>east </ r ol e- nane>
<r ol e- nane>manager </ r ol e- nane>
</ aut h- constrai nt >
<user - dat a- constrai nt >
<description>SSL not required</description>
<transport-guar ant ee>NONE</ t r ansport - guar ant ee>
</ user-dat a-constraint>
</security-constraint>

Using Users and Roles Programmatically in
Serviets

Y ou can write your servletsto accessusersand roles programmatically in your servlet
code using the method

javax.servlet.http. Ht pServl et Request . i sUserlnRol e(String role).
The string r ol e is mapped to the name supplied in the <r ol e- name> element nested
insidethe<security-rol e-ref>element of a<ser vl et > declaration in the Web

6-6 Developing Web Applications for WebL ogic Server



Using Users and Roles Programmatically in Servlets

Application deployment descriptor. The <r ol e- | i nk> element mapsto a
<r ol e- name> defined in the <securi t y-r ol e> element of the Web Application
deployment descriptor.

The following listing provides an example.

Listing 6-3 Example of Security Role Mapping

Servl et code:
i sUser | nRol e(" manager") ;

web. xm entries:

<servl et >

<r ol e- nane>manager </ r ol e- nane>
<rol e-link>nmgr</role-Iink>

</ servl et>

<security-rol e>
<rol e- name>nyr </ r ol e- name>
</security-rol e>

webl ogi c. xm entries:

<security-rol e-assi gnnent >
<rol e- name>nyr </ r ol e- nanme>
<princi pal - name>al </ pri nci pal - nane>
<pri nci pal - name>geor ge</ pri nci pal - name>
<princi pal - name>r al ph</ pri nci pal - name>
</security-role-ref>
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{ Filters

The following sections provide information about using filtersin a Web Application:
m “Overview of Filters’ on page 7-1

m  “Configuring Filters’ on page 7-3

m “Writing aFilter” on page 7-5

m “Example of aFilter Class’ on page 7-7

m  “Filtering the Servlet Response Object” on page 7-8

m “Additional Resources’ on page 7-8

Overview of Filters

A filter isaJavaclassthat isinvoked in response to arequest for aresourcein aWeb
Application. Resources include Java Servlets, JavaServer pages (JSP), and static
resources such as HTML pages or images. A filter intercepts the request and can
examine and modify the response and request objects or execute other tasks.

Filters are an advanced J2EE feature primarily intended for situations where the
developer cannot change the coding of an existing resource and needs to modify the
behavior of that resource. Generally, it is more efficient to modify the code to change
the behavior of the resource itself rather than using filters to modify the resource. In
some situations, using filters can add unnecessary complexity to an application and
degrade performance.
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How Filters Work

Y ou definefiltersin the context of aWeb Application. A filter intercepts arequest for
a specific named resource or a group of resources (based on a URL pattern) and
executesthe codein thefilter. For each resource or group of resources, you can specify
asinglefilter or multiple filters that are invoked in a specific order, called a chain.

When afilter intercepts arequest, it has accessto the

j avax. servl et . Servl et Request andj avax. servl et. Servl et Response
objects that provide access to the HTTP request and response, and a

j avax. servl et. Fil terChai n object. TheFi | t er Chai n object containsalist of
filtersthat can beinvoked sequentially. When afilter has completed itswork, thefilter
can either call the next filter in the chain, block the request, throw an exception, or
invoke the originally requested resource.

After the origina resourceisinvoked, control is passed back to the filter at the bottom
of thelist in the chain. Thisfilter can then examine and modify the response headers
and data, block the request, throw an exception, or invoke the next filter up from the
bottom of the chain. This process continues in reverse order up through the chain of
filters.

Uses for Filters

Filters can be useful for the following functions:

m Implementing alogging function

m  Implementing user-written security functionality
= Debugging

m  Encryption

m Data compression

m  Modifying the response sent to the client. (However, post processing the
response can degrade the performance of your application.)
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Configuring Filters

Y ou configure filters as part of a Web Application, using the application’ sweb. xni
deployment descriptor. In the deployment descriptor, you declare the filter and then
map thefilter to aURL pattern or to aspecific servlet inthe Web Application. Y ou can
declare any number of filters.

Configuring a Filter

To configure afilter:

1. Opentheweb. xm deployment descriptor in atext editor or usethe Administration
Console. For more information, see “Web Application Developer Tools” on page
1-7. Theweb. xm fileislocated in the WEB- | NF directory of your Web
Application.

2. Add afilter declaration. The <fi | t er > element declares afilter, defines aname
for thefilter, and specifies the Java class that executes the filter. The<fil ter>
element must directly follow the <cont ext - par ame> element and directly
precedethe <l i st ener > and <ser vl et > elements. For example:

<filter>
<i con>
<smal | -i con>MySmal | | con. gi f</smal | -i con>
<l arge-i con>MyLar gel con. gi f</| arge-i con>
</icon>

<filter-name>nyFilterl</filter-nane>

<di spl ay-name>filter 1</displ ay-nane>

<description>This is nmy filter</description>

<filter-class>exanples.nyFilterC ass</filter-class>
</filter>

Thei con, descri ption, and di spl ay- name elements are optional.

3. Specify one or more initialization parametersinsidea<fi | t er > element. For
example:

<filter>
<i con>
<smal | -i con>MySmal | | con. gi f</snmal | -i con>
<l arge-i con>MyLar gel con. gi f</| arge-i con>

Developing Web Applications for WebL ogic Server 7-3



[ Filters

</icon>
<filter-name>nyFilterl</filter-nane>
<di spl ay- name>fil ter 1</di spl ay-nane>
<description>This is nmy filter</description>
<filter-class>exanples.nyFilterC ass</filter-class>
<init-paranr

<par am name>nyl ni t Par anx/ par am nane>

<par am val ue>nyl ni t Par anVal ue</ par am val ue>
</init-paranp

</filter>

Your Fi | t er classcan read theinitialization parameters using the

FilterConfig.getlnitParaneter() or
Fi | ter Config. getl nitParameters() methods.

4. Add filter mappings. The <fi | t er - mappi ng> element specifies which filter to
execute based on aURL pattern or servlet name. The <fi |l t er - mappi ng>
element must immediately follow the <f i | t er > element(s).

e To create afilter mapping using a URL pattern, specify the name of thefilter
and a URL pattern. URL pattern matching is performed according to the
rules specified in the Servlet 2.3 Specification from Sun Microsystems at
http://java. sun. conl about Java/ communi t yprocess/first/jsr053/
i ndex. ht mi , in section 11.1. For example, the following fi I t er - mappi ng
maps nyFi | t er to requeststhat contain/ nyPattern/ .
<filter-mappi ng>

<filter-name>nyFilter</filter-name>
<url-pattern>/nyPattern/*</url-pattern>
</filter-mappi ng>

e To create afilter mapping for a specific servlet, map the filter to the name of
aserviet that is registered in the Web Application. For example, the
following code mapsthe nyFi | t er filter to aservlet called myServl et :
<filter-mappi ng>

<filter-name>nyFilter</filter-nanme>

<servl et - hame>nySer vl et </ servl et - nanme>
</filter-nappi ng>

5. To create achain of filters, specify multiple filter mappings. For more
information, see “ Configuring a Chain of Filters’ on page 7-5.

7-4 Developing Web Applications for WebL ogic Server


http://java.sun.com/aboutJava/communityprocess/first/jsr053/index.html

Writing a Filter

Configuring a Chain of Filters

WebL ogic Server creates a chain of filters by creating alist of al the filter mappings
that match an incoming HTTP request. The ordering of the list is determined by the
following sequence:

1. Filterswherethefilter-mappi ng containsaur| - pat t er n that matches the
request are added to the chain in the order they appear intheweb. xni deployment
descriptor.

2. Filterswherethefi |t er- mappi ng containsaser vl et - name that matches the
request are added to the chain after the filters that match a URL pattern.

3. Thelast item in the chain is aways the originally requested resource.

Inyour filter class, usetheFi | t er Chai n. doFi | t er () method to invoke the next
item in the chain.

Writing a Filter

To write afilter class, implement the javax.servlet.Filter interface (see
http://java.sun.conij2ee/tutorial/api/javax/servliet/Filter.htm).
Y ou must implement the following methods of thisinterface:

doFilter()
Use this method to examine and modify the request and response objects,
perform other tasks such aslogging, invoke the next filter in the chain, or block
further processing.

GetFilterConfig()
Use this method to gain access to the javax.servlet.FilterConfig (see
http://java.sun.conij2ee/tutorial/api/javax/servlet/FilterCo
nfi g. ht nl ) object.

setFilterConfig()
Use this method to set the javax.servlet.FilterConfig (see
http://java.sun.conij2ee/tutorial/api/javax/servlet/FilterCo
nfig. ht i) object.
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Several other methods are available onthe Fi | t er Conf i g object for accessing the
name of the filter, the Ser vI et Cont ext and thefilter’ sinitialization parameters. For
more information see the J2EE javadocs from Sun Microsystems for

j avax.servl et.FilterConfig.Javadocs are available at
http://java.sun.conlj2ee/tutorial/api/index.htn.

To accessthe next item inthe chain (either another filter or the original resource, if that
isthe next item in the chain), call theFi | t er Chai n. doFi | t er () method.
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Example of a Filter Class

The following code example demonstrates the basic structure of aFi | t er class.

Listing 7-1 Filter Class Example

import javax.servlet.*;
public class Filter1ll npl inplenents Filter

{
private FilterConfig filterConfig;

public void doFilter(ServletRequest req,
Servl et Response res, FilterChain fc)
throws java.io.| OException, javax.servlet. ServletException
{
/] Execute a task such as | oggi ng.
...

fc.doFilter(req,res); // invoke next itemin the chain --
[/ either another filter or the
/1 originally requested resource.

}

public FilterConfig getFilterConfig()

/| Execute tasks
return filterConfig;

}

public void setFilterConfig(FilterConfig cfg)
{

/1 Execute tasks
filterConfig = cfg;
}
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Filtering the Serviet Response Object

Y ou can usefilters to post-process the output of a servlet by appending datato the
output generated by the servlet. However, in order to capture the output of the servlet,
you must create awrapper for the response. (Y ou cannot use the original response
object, because the output buffer of the servlet is automatically flushed and sent to the
client when the servlet compl etes executing and before contral is returned to the last
filter in the chain.) When you create such awrapper, WebL ogic Server must
manipulate an additional copy of the output in memory, which can degrade
performance.

For more information on wrapping the response or request objects, see the J2EE
javadocs from Sun Microsystems for

javax. servlet. http. Ht t pServl et ResponseW apper and

javax. servlet. http. Ht t pServl et Request W apper . Javadocs are available at
http://java.sun.conlj2ee/tutorial/api/index.htm.

Additional Resources

7-8

m Serviet 2.3 Specification from Sun Microsystems at
http://java. sun. conf about Java/ conmuni t yprocess/first/jsr053/ind
ex. htm

m  J2EE APl Reference (Javadocs) at
http://java.sun.conlj2ee/tutorial/api/index.htm

m  The J2EE Tutorial from Sun Microsystems at
http://java.sun.conlj2ee/tutorial/1_3-fcs/index. htm

Developing Web Applications for WebL ogic Server


http://java.sun.com/j2ee/tutorial/api/index.html
http://java.sun.com/j2ee/tutorial/api/index.html
http://java.sun.com/aboutJava/communityprocess/first/jsr053/index.html
http://java.sun.com/j2ee/tutorial/api/index.html
http://java.sun.com/j2ee/tutorial/1_3-fcs/index.html

CHAPTER

A

web.xml Deployment

Descriptor Elements

This following sections describe the deployment descriptor elements defined in the
web. xml file. Theroot element for web. xm is<web- app>. The following elements
are defined within the <web- app> element:

“icon” on page A-2
“display-name” on page A-3
“description” on page A-3
“distributable” on page A-3
“context-param” on page A-4
“filter” on page A-4
“filter-mapping” on page A-5
“listener” on page A-6

“servlet” on page A-6
“servlet-mapping” on page A-10
“session-config” on page A-11
“mime-mapping” on page A-11
“welcome-file-list” on page A-12
“error-page” on page A-13
“taglib” on page A-13
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m  “resource-env-ref” on page A-14
m  “resource-ref” on page A-15

m “security-constraint” on page A-16
m “login-config” on page A-19

m  “security-role’ on page A-20

m “env-entry” on page A-21

m “gb-ref” on page A-21

m “gb-loca-ref” on page A-22

icon

Thei con element specifies the location within the Web Application for a small and
large image used to represent the Web Application in aGUI tool. (The serviet element
also has an element called the icon element, used to supply anicon to represent a
servletin aGUI tool.)

This element is not currently used by WebL ogic Server.

The following table describes the elements you can define within ani con element.

Element Required/ Description
Optional

<smal | -i con> Optional Location for asmall (16x16 pixel) . gi f or . j pg image used to
represent the Web ApplicationinaGUI tool. Currently, thisisnot used
by WebL ogic Server.

<l arge-i con> Optional Location for alarge (32x32 pixel) . gi f or. j pg image used to
represent the Web Applicationin aGUI tool. Currently, thiselementis
not used by WebL ogic Server.
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display-name

The optional di spl ay- name element specifies the Web Application display name, a
short name that can be displayed by GUI tools.

Element Required/ Description
Optional
<di spl ay- nanme> Optional Currently, this element is not used by WebL ogic Server.

description

The optional description element provides descriptive text about the Web Application.

Element Required/ Description
Optional
<descri pti on> Optional Currently, this element is not used by WebL ogic Server.

distributable

The distributable element is not used by WebL ogic Server.

Element Required/ Description
Optional

<di stri but abl e> Optional Currently, this element is not used by WebL ogic Server.
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context-param

The optional cont ext - par amelement declares a Web Application's servlet context
initialization parameters. Y ou set each context-param within a single context-param
element, using <par am name> and <par am val ue> elements. Y ou can access these
parameters in your code using the

j avax. servl et. Servl et Cont ext . get | ni t Paranmet er () and

j avax. servl et. Servl et Cont ext . get | ni t Par amet er Names() methods.

Example usage:

<cont ext - par anm>
<par am nane>webl ogi c. htt pd. i nput Char set ./ * </ par am nanme>
<par am val ue>UTF- 8</ par am val ue>

</ cont ext - par anp

The following table describes the elements you can define within acont ext - par am
element.

Element Required/ Description
Optional
<par am name> Required The name of a parameter.
<par am val ue> Required The value of a parameter.
<descri pti on> Optional A text description of a parameter.

filter

Thefilter element defines afilter class and its initialization parameters. For more
information on filters, see “ Configuring Filters’ on page 7-3.
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The following table describes the elements you can define within aser vl et element.

Element Required/  Description
Optional

<i con> Optional Specifies the location within the Web Application for asmall and
large image used to represent the filter in aGUI tool. Contains a
small-icon and large-icon element.
Currently, this element is not used by WebL ogic Server.

<filter-name> Required Defines the name of the filter, used to reference the filter definition
elsawhere in the deployment descriptor.

<di spl ay- nanme> Optional A short name intended to be displayed by GUI tools.

<descri pti on> Optional A text description of thefilter.

<filter-class> Required The fully-qualified class name of thefilter.

<init-paranme Optional Contains aname/value pair asan initialization parameter of thefilter.

Use aseparate set of <i ni t - par an» tags for each parameter.

filter-mapping

The following table describes the elements you can define withinafi | t er - mappi ng

element.

Element

Required/
Optional

Description

<filter-name>

Required

The name of thefilter to which you are mapping aURL pattern
or servlet. This name corresponds to the name assigned in the
<filter>elementwiththe<filter-nanme> element.
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Element Required/ Description
Optional
<url -pattern> Required - ormap  Describes a pattern used to resolve URLs. The portion of the

by <servl et > URL after theht t p: // host : port + Cont ext Pat his
compared to the<ur | - pat t er n> by WebLogic Server. If
the patterns match, the filter mapped in thiselement is called.

Example patterns:

/ soda/ gr ape/ *

/ fool *

/contents

*.foo

The URL must follow the rules specified in the Servlet 2.3
Specification.

<servlet> Required -ormap  The name of aservlet which, if called, causes thisfilter to
by execute.
<url -pattern>

listener

Define an application listener using the listener element.

Element Required/ Description
Optional
<listener-class> Optional Name of the class that responds to a Web Application event.

For more information, see “Configuring an Event Listener” on page 5-3.

serviet

Theservl et element contains the declarative data of a servlet.
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If aj sp-fil eisgpecified and the <l oad- on- st art up> element is present, then the
JSP is precompiled and loaded when WebL ogic Server starts.

The following table describes the elements you can define within aser vl et element.

Element Required/  Description
Optional
<i con> Optional Location within the Web Application for asmall and large image
used to represent the servlet in aGUI tool. Contains asmall-icon and
large-icon element.
Currently, this element is not used by WebL ogic Server.
<servl et - nane> Required Defines the canonical name of the servlet, used to reference the
servlet definition el sewhere in the deployment descriptor.
<di spl ay- nanme> Optional A short name intended to be displayed by GUI tools.
<descri pti on> Optional A text description of the servlet.
<servl et-cl ass> Required (or  The fully-qualified class name of the servlet.
use <j sp- Use only one of either the<ser vl et - ¢l ass> tagsor
file>) <j sp-fil e>tagsin your servlet body.
<jsp-file> Required (or  Thefull path to a JSPfilewithin the Web Application, relative to the
use Web Application root directory.
<servlet-  yseonly oneof either the<ser vl et - cl ass> tagsor
class>) <j sp-fil e>tagsin your serviet body.
<init-paranme Optional Contains a name/value pair as an initialization parameter of the
serviet.
Use a separate set of <i ni t - par an» tags for each parameter.
<l oad- on-startup> Optional WebL ogic Server initializes this servlet when WebL ogic Server
starts up. The optional contents of this element must be a positive
integer indicating the order in which the servlet should be |oaded.
Lower integers are loaded before higher integers. If no valueis
specified, or if the value specified isnot apositiveinteger, WebLogic
Server can load the servlet in any order in the startup sequence.
<security-rol e- Optional Used to link asecurity role namedefined by <securi ty-r ol e>to

ref>

an alternative role name that is hard coded in the servlet logic. This
extralayer of abstraction allows the servlet to be configured at
deployment without changing servlet code.
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icon

Thisisan element within the “serviet” on page A-6.

Thei con element specifies the location within the Web Application for small and
large images used to represent the servlet in a GUI tool.

The following table describes the elements you can define within ani con element.

Element

Required/ Description
Optional

<smal | -i con>

Optional Specifies the location within the Web Application for asmall (16x16
pixel) . gi f or.j pgimageused torepresent theservletinaGuUI tool.

Currently, this element is not used by WebL ogic Server.

<l arge-i con>

Optional Specifies the location within the Web Application for asmall (32x32
pixel). gi f or . j pgimageusedto represent the servletinaGuUI tool.

Currently, this element is not used by WebL ogic Server.

init-param

Thisisan element within the “servlet” on page A-6.

The optiona i ni t - par amelement contains a name/value pair as an initialization
parameter of the serviet. Use a separate set of i ni t - par amtags for each parameter.

Y ou can access these parameters with the
j avax. servl et. Servl et Confi g. get I ni t Par amet er () method.

The following table describes the elements you can define within aii ni t - par am
element.

Element

Required/ Description
Optional

<par am nane>

Required Defines the name of this parameter.

<par am val ue> Required Definesa St ri ng value for this parameter.
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Element

Required/ Description
Optional

<descri pti on> Optional Text description of the initialization parameter.

WebL ogic Server recognizes the special initialization parameter,

w - di spat ch- pol i cy, to assign a servlet or JSP to an available execute queue. For
example, the following example assigns a servlet to use the execute threads available
in an execute queue named Cri t i cal WebApp:

<servl et>

<init-paranme
<par am nane>W - di spat ch- pol i cy</ par am name>
<param val ue>Criti cal WebApp</ par am val ue>
</init-paranpr
</servlet>

If theCriti cal WebApp queueis not available, the servlet will use execute threads
availablein the default WebL ogic Server execute queue. See Setting Thread Count for
more information about configuring execute threadsin WebL ogic Server. See Using
Execute Queues to Control Thread Usage for more information about creating and
using queues.

security-role-ref

Thisisan element within the “servlet” on page A-6.

Thesecurity-rol e-ref element links a security role name defined by
<security-rol e>toanaternative role name that is hard-coded in the servlet logic. This
extralayer of abstraction allows the servlet to be configured at deployment without changing
servlet code.

The following table describes the elements you can define within a
security-rol e-ref element.

Element

Required/ Description
Optional

<descri pti on>

Optiona Text description of therole.

Developing Web Applications for WebL ogic Server A-9



A web.xmi Deployment Descriptor Elements

Element Required/ Description
Optional
<r ol e- nanme> Required Defines the name of the security role or principal that isused in the
servlet code.
<rol e-1ink> Required Defines the name of the security role that is defined in a

<securi ty-rol e>element later in the deployment descriptor.

servliet-mapping

Theser vl et - mappi ng element defines a mapping between a servlet and a URL

pattern.
Thefollowing table describesthe elementsyou can definewithinaser vl et - mappi ng
element.
Element Required/ Description
Optional
<servl et - nane> Required The name of the servlet to which you are mapping aURL pattern. This
name correspondsto the nameyou assigned aservlietina<ser vl et >
declaration tag.
<url -pattern> Required Describesapattern used to resolve URLs. The portion of the URL after

thehtt p: // host: port +WebAppNane iscompared to the
<url - pattern> by WebLogic Server. If the patterns match, the
servlet mapped in this element will be called.

Example patterns:

/ sodal gr ape/ *

/fool*

/contents

*. foo

The URL must follow the rules specified in the Servlet 2.2
Specification.

For additional examplesof servlet mapping, see* Servlet Mapping” on
page 3-2.
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session-config

Thesessi on- confi g element defines the session parameters for this Web

Application.
The following table describes the element you can define within asessi on- confi g
element.
Element Required/ Description
Optional

<session-tineout> Optiona

The number of minutes after which sessionsin this Web Application
expire. The value set in this element overrides the value set in the

Ti neout Secs parameter of the <sessi on- descri pt or >
element in the WebL ogi c-specific deployment descriptor

webl ogi c. xm , unless one of the specia valueslisted hereis
entered.

Default value: -2
Maximum value: Integer. MAX_VALUE + 60
Special values:

m -2=Usethevalueset by Ti meout Secs in
<sessi on- descri pt or > element of webl ogi ¢. xn

m  -1=Sessonsdo not timeout. Thevaluesetin
<sessi on-descri pt or > element of webl ogi c. xm is
ignored.

For more information, see “jsp-descriptor” on page B-9.

mime-mapping

The i me- mappi ng element defines a mapping between an extension and amime

type.
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The following table describes the elements you can define within ani me- mappi ng

element.
Element Required/ Description
Optional
<ext ensi on> Required A string describing an extension, for example: t xt .
<m me-type> Required A string describing the defined mime type, for example:

text/plain.

welcome-file-list

The optional wel come-file-list element containsan ordered list of
wel core-fi | e elements.

When the URL request is a directory name, WebL ogic Server servesthe first file
specified in this element. If that file is not found, the server then tries the next filein
thelist.

For more information, see “ Configuring Welcome Pages’ on page 3-7 and "How
WebL ogic Server Resolves HTTP Requests."

The following table describes the element you can define within a
wel come-file-1ist element.

Element Required/ Description
Optional
<wel conme-fil e> Optional File name to use as a default welcome file, such as index.html
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error-page

error-page

The optional er r or - page element specifies a mapping between an error code or
exception type to the path of aresource in the Web Application.

When an error occurs—while WebL ogic Server is responding to an HTTP request, or
asaresult of aJavaexception—WebL ogic Server returnsan HTML pagethat displays
either theHT TP error code or apage containing the Javaerror message. Y ou can define
your own HTML page to be displayed in place of these default error pages or in
response to a Java exception.

For more information, see “ Customizing HTTP Error Responses’ on page 3-9 and
"How WebL ogic Server Resolves HTTP Requests."

The following table describes the elements you can define within aner r or - page
element.

Note: Define either an <err or - code> or an <except i on-t ype> but not both.

Element

Required/ Description
Optional

<error-code>

Optiona A valid HTTP error code, for example, 404.

<exception-type> Optional A fully-qualified class name of a Java exception type, for example,

java.lang. string

<l ocation>

Required The location of the resource to display in response to the error. For
example, / nyError Pg. ht m .

taglib

The optional t agl i b element describes a JSP tag library.
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This element associatesthelocation of aJSP Tag Library Descriptor (TLD) withaURI
pattern. Although you can specify a TLD in your JSP that is relative to the WEB- | NF
directory, you can also use the <t agl i b> tag to configure the TLD when deploying

your Web Application. Use a separate element for each TLD.

The following table describes the elements you can define within at agl i b element.

Element Required/ Description
Optional
<taglib-location> Required Gives the file name of the tag library descriptor relative to the root of

the Web Application. It isagood ideato storethe tag library descriptor
fileunder theWEB- | NF directory soitisnot publicly available over an
HTTP request.

<taglib-uri>

Required Describes a URI, relative to the location of the web.xml document,
identifying a Tag Library used in the Web Application.
If the URI matches the URI string used in the taglib directive on the
JSP page, thistaglib is used.

resource-env-ref

Ther esour ce- env-ref element contains a declaration of a Web application's
referenceto an administered object associated with aresourcein the Web application's
environment. It consists of an optional description, the resource environment reference
name, and an indication of the resource environment reference type expected by the
Web application code.

For example:

<resource-env-ref>
<resour ce-env-ref - nanme>j ms/ St ockQueue</ r esour ce- env-r ef - nane>
<resource-env-ref-type>javax.jns. Queue</resource-env-ref-type>

</resource-env-ref>
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The following table describes the elements you can define within a
resour ce- env-ref element.

Element Required/ Description
Optional
<descri pti on> Optional Provides a description of the resource environment reference.

<resource-env-ref Required

- hame>

Specifiesthe name of aresource environment reference; itsvalueisthe
environment entry name used in the Web application code. The name
isaJNDI namerelativetothej ava: conp/ env context and must be
unique within a Web application.

<resource-env-ref Required

-type>

Specifies the type of aresource environment reference. It isthe fully
qualified name of a Javalanguage class or interface.

resource-ref

The optional r esour ce-r ef element defines areference lookup name to an external
resource. Thisallowsthe serviet code to look up aresource by a“virtual” namethat is
mapped to the actual location at deployment time.

Use aseparate <r esour ce- r ef > element to define each external resource name. The
external resource name is mapped to the actual location name of the resource at
deployment time in the WebL ogi c-specific deployment descriptor webl ogi c. xni .

The following table describes the elements you can define within ar esour ce-r ef

element.
Element Required/ Description
Optional
<descri pti on> Optiona A text description.
<res-ref - nane> Required The name of the resource used in the JNDI tree. Servletsin the Web
Application use this name to look up areference to the resource.
<res-type> Required The Javatype of the resource that corresponds to the reference name.

Use the full package name of the Javatype.
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Element Required/ Description
Optional
<res-aut h> Required Used to control the resource sign on for security.

If set to APPLI CATI QN, indicates that the application component
code performs resource sign on programmatically. If set to

CONTAI NER, WebL ogic Server uses the security context established
with thel ogi n- conf i g element. See “login-config” on page A-19.

<res-sharing-scop Optiona Specifies whether connections obtained through the given resource
e> manager connection factory reference can be shared.

Valid values:

m  Shareable

m  Unshareable

security-constraint

Thesecurity-constraint element defines the access privilegesto a collection of
resources defined by the <web- resour ce- col | ecti on> element.

For more information, see “Configuring Security in Web Applications’ on page 6-1.

The following table describes the elements you can define within a
security-constraint element.

Element Required/ Description
Optional
<web- r esour ce- Required Defines the components of the Web Application to which this security
col | ection> congtraint is applied.
<aut h-constrai nt> Optiona Defines which groups or principals have access to the collection of

web resources defined in this security constraint. See also
“auth-constraint” on page A-17.

<user - dat a- Optional Defines how the client should communicate with the server.
constraint > See al's0 “ user-data-constraint” on page A-18.
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web-resource-collection

Each <securi t y- const rai nt > element must have one or more
<web- r esour ce- col | ect i on> elements. These define the area of the Web
Application to which this security constraint is applied.

Thisis an element within the “security-constraint” on page A-16.

The following table describes the elements you can define within a
web- r esour ce- col | ecti on element.

Element Required/ Description
Optional
<web-resource- Required The name of this Web resource collection.
name>
<descri pti on> Optional A text description of this security constraint.
<url - pattern> Optional Useoneor moreof the<ur | - pat t er n>eementsto declaretowhich

URL patternsthis security constraint applies. If you do not use at | east
one of these elements, this<web- r esour ce- col | ecti on>is
ignored by WebL ogic Server.

<ht t p- met hod> Optional Use one or more of the <ht t p- met hod> elementsto declare which
HTTP methods (usually, GET or POST) are subject to the authorization
constraint. If you omit the <ht t p- met hod> element, the default
behavior isto apply the security constraint to all HTTP methods.

auth-constraint

Thisisan element within the “security-constraint” on page A-16.

The optional aut h- const r ai nt element defines which groups or principals have
access to the collection of Web resources defined in this security constraint.
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The following table describes the elements you can define within an
aut h- const rai nt element.

Element Required/ Description
Optional
<descri pti on> Optional A text description of this security constraint.
<r ol e- name> Optional Defines which security roles can access resources defined in this

security-constraint. Security role namesare mapped to principal susing
thesecurity-rol e-ref. See"security-role-ref” on page A-9.

user-data-constraint

Thisisan element within the “ security-constraint” on page A-16.

Theuser - dat a- const r ai nt element defines how the client should communicate
with the server.

The following table describes the elements you may define within a
user - dat a- const r ai nt element.

Element Required/ Description
Optional
<descri pti on> Optional A text description.
<transport - Required Specifies that the communication between client and server.

guar ant ee>

WebL ogic Server establishes a Secure Sockets Layer (SSL)

connection when the user is authenticated using the | NTEGRAL or

CONFI DENTI AL transport guarantee.

Range of values:

m  NONE—T he application does not require any transport guarantees.

m | NTEGRAL—T heapplication requiresthat the data be sent between
the client and server in such away that it cannot be changed in
transit.

m  CONFI DENTI AL—The application requires that data be
transmitted so as to prevent other entities from observing the
contents of the transmission.

A-18 Developing Web Applications for WebL ogic Server



login-config

login-config

Use the optional | ogi n- conf i g element to configure how the user is authenticated;

the realm name that should be used for this application; and the attributes that are

needed by the form login mechanism.

If thiselement is present, the user must be authenticated in order to access any resource

that is constrained by a<securi ty- const r ai nt > defined in the Web Application.
Once authenticated, the user can be authorized to access other resources with access

privileges.

The following table describes the elements you can define within al ogi n- confi g
element.

Element

Required/
Optional

Description

<aut h- et hod>

Optional

Specifies the method used to authenticate the user. Possible values:

BASI C - uses browser authentication
FORM- uses a user-written HTML form
CLI ENT- CERT

<r eal m nane>

Optional

The name of the realm that is referenced to authenticate the user
credentias. If omitted, the ream defined with the Auth Ream Name
field on the Web Application —Configuration —Other tab of the
Administration Console is used by default. For more information, see
"Managing WebL ogic Security".

Note: The<r eal m name> element does not refer to security
realms within WebL ogic Server. This element defines the
realm name to use in HTTP Basic authorization.

Note:  The system security realm is a collection of security
information that is checked when certain operations are
performed in the server. The servlet security reelmisa
different collection of security information that is checked
when a pageis accessed and basic authentication is used.

<form| ogi n-
config>

Optional

Use this element if you configure the <aut h- met hod> to FORM.
See “form-login-config” on page A-20.
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form-login-config

Thisis an element within the “login-config” on page A-19.

Usethe <f or m | ogi n- conf i g> element if you configure the <aut h- net hod> to

FORM

Element Required/ Description
Optional

<form | ogi n-page> Required The URI of aWeb resource relative to the document root, used to
authenticate the user. This can be an HTML page, JSP, or HTTP
servlet, and must return an HTML page containing a FORM that
conforms to a specific naming convention. For more information, see
“Setting Up Authentication for Web Applications’ on page 6-2.

<formerror-page> Required The URI of a Web resource relative to the document root, sent to the

user in response to a failed authentication login.

security-role

The following table describes the elements you can define within asecurity-rol e

element.
Element Required/ Description
Optional
<descri pti on> Optional A text description of this security role.
<r ol e- nane> Required The role name. The name you use here must have a corresponding

entry in the WebL ogi c-specific deployment descriptor,

webl ogi c. xml , which mapsrolesto principalsin the security
realm. For more information, see “ security-role-assignment” on page
B-2.
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env-entry

The optional env- ent ry element declares an environment entry for an application.
Use a separate element for each environment entry.

The following table describes the elements you can define within an env-ent ry

element.
Element Required/ Description
Optional
<descri pti on> Optiona A textual description.

<env-entry- name> Required

The name of the environment entry.

<env-entry-val ue> Required

The value of the environment entry.

<env-entry-type> Required

The type of the environment entry.

Can be set to one of the following Javatypes:
j ava. | ang. Bool ean

java.lang. String

java. | ang. | nt eger

j ava. | ang. Doubl e

java. |l ang. Fl oat

ejb-ref

The optional ej b-r ef element definesareference to an EJB resource. Thisreference
is mapped to the actual location of the EJB at deployment time by defining the
mapping in the WebL ogi c-specific deployment descriptor file, webl ogi c. xm . Usea
separate <ej b- r ef > element to define each reference EJB name.
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Thefollowing table describes the elementsyou can definewithinan ej b- r ef element.

Element Required/ Description
Optional
<descri pti on> Optional A text description of the reference.
<ej b-ref - nanme> Required The name of the EJB used in the Web Application. Thisnameis

mapped to the INDI tree in the WebL ogic-specific deployment
descriptor webl ogi c. xm . For more information, see
“gjb-reference-description” on page B-4.

<ej b-ref-type> Required The expected Java class type of the referenced EJB.

<home> Required The fully qualified class name of the EJB home interface.

<r enot e> Required Thefully qualified class name of the EJB remote interface.

<ej b-1ink> Optional The <ej b- nane> of an EJB in an encompassing J2EE application
package.

<run-as> Optional A security rolewhose security context isapplied to thereferenced EJB.
Must be a security role defined withthe<security-rol e>
element.

ejb-local-ref

Theej b-1 ocal - ref elementisused for thedeclaration of areferenceto an enterprise
bean's local home. The declaration consists of:

m  anoptional description

m the EJB reference name used in the code of the web application that's
referencing the enterprise bean

m the expected type of the referenced enterprise bean
m the expected local home and local interfaces of the referenced enterprise bean

m optional gb-link information, used to specify the referenced enterprise bean
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The following table describes the elements you can define within an ej b- 1 ocal - r ef
element.

Element

Required/
Optional

Description

<descri pti on>

Optional

A text description of the reference.

<ej b-ref - name>

Required

Contains the name of an EJB reference. The EJB referenceis an entry
in the Web application's environment and is relative to the

j ava: conp/ env context. The name must be unique within the Web
application. It is recommended that name is prefixed with ej b/ .

For example:

<ej b-ref - name>ej b/ Payrol | </ ej b-ref - nane>

<ej b-ref-type>

Required

Theej b-r ef - t ype element contains the expected type of the
referenced enterprisebean. Theej b-r ef - t ype element must beone
of the following:

<ej b-ref-type>Entity</ejb-ref-type>

<ej b-ref-type>Sessi on</ej b-ref-type>

<l ocal - hone>

Required

Contains the fully-qualified name of the enterprise bean's local home
interface.

<l ocal >

Required

Contains the fully-qualified name of the enterprise bean's local
interface.
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Element Required/ Description
Optional
<ej b-1ink> Optional The gb-link element is used in the gjb-ref or gjb-local -ref

elements to specify that an EJB referenceislinked to an
enterprise bean.

The namein the gb-link element is composed of a

path name specifying the ejb-jar containing the referenced enterprise
bean with the gjb-name of the target bean appended and separated from
the path name by "#'. The path name isrelative to the war file
containing the web application that is referencing the enterprise bean.
This allows multiple enterprise beans with the same g/b-name to be
uniquely identified.

Used in: gjb-local-ref, ejb-ref

Examples:

<gjb-link>EmployeeRecord</ejb-link>

<gjb-link>../products/product.jar#ProductEJB</ejb-link>
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CHAPTER

B

weblogic.xml

DeploymentDescriptor
Elements

This following sections describe the deployment descriptor elements that you define
inthewebl ogi c. xnl file. Theroot element for webl ogi ¢c. xm is

<webl ogi c- web- app>. The following elements are defined within the

<webl ogi c- web- app> €lement:

m “description” on page B-2

m “weblogic-version” on page B-2

m  “security-role-assignment” on page B-2
m “reference-descriptor” on page B-3

m “session-descriptor” on page B-4

m “jsp-descriptor” on page B-9

m “auth-filter” on page B-11

m “container-descriptor” on page B-11

m “charset-params’ on page B-13

m  “virtual-directory-mapping” on page B-14
m “url-match-map” on page B-15

m  “preprocessor’ on page B-16
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“preprocessor-mapping” on page B-16

m  “security-permission” on page B-17

= “context-root” on page B-17

= “wl-dispatch-policy” on page B-18
m ‘“init-as’ on page B-19

m “destroy-as’ on page B-19

m “index-directory” on page B-19

Y ou can also access the Document Type Descriptor (DTD) for webl ogi c. xnl at
http://www.bea.com/servers/wls710/dtd/weblogic710-web-jar.dtd.

description

The description element is atext description of the Web Application.

weblogic-version

Thewebl ogi c- ver si on element indicates the version of WebL ogic Server onwhich
thisWeb Application is intended to be deployed. This element isinformational only
and is not used by WebL ogic Server.

security-role-assignment

Thesecurity-rol e-assi gnment element declares a mapping between a security
role and one or more principalsin the realm, as shown in the following example.
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reference-descriptor

<security-rol e-assi gnnent >
<r ol e- nane>Payr ol | Admi n</r ol e- name>
<pri nci pal - nane>Tanya</ pri nci pal - name>
<pri nci pal - name>Fr ed</ pri nci pal - name>
<pri nci pal - nanme>syst enx/ pri nci pal - nane>
</ security-rol e-assi gnnent >

The following table describes the elements you can define within a
security-rol e-assi gnment element.

Element Required Description
Optional
<rol e- name> Required Specifies the name of a security role.

<pri nci pal - name> Required Specifies the name of a principal that is defined in the security realm.
You can use multiple <pr i nci pal - name> elements to map
principalsto arole. For moreinformation on security realms, see
Programming WebLogic Security.

reference-descriptor

Ther ef erence- descri pt or element maps a name used in the Web Application to
the INDI name of aserver resource. Ther ef er ence- descri pt i on element contains
two elements: The resour ce-descri pti on element maps aresource, for example,
a DataSource, to its INDI name. The ej b- r ef er ence element maps an EJB to its
JINDI name.
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resource-description

The following table describes the elements you can define within a
resour ce-descri ption element.

Element Required/ Description

Optional
<res-ref-nanme> Required Specifies the name of aresource reference.
<j ndi - nane> Required Specifies a INDI name for the resource.

ejb-reference-description

The following table describes the elements you can define within a
ej b-reference-descri ption element.

Element Required/ Description

Optional
<ej b-ref - nanme> Required Specifies the name of an EJB reference used in your Web Application.
<j ndi - nane> Required Specifies a INDI name for the reference.

session-descriptor

Thesessi on-descri pt or element defines parametersfor HT TP sessions, as shown
in the following example:

<sessi on-descri ptor>
<sessi on- par anp
<par am nane>
Cooki eDomai n
</ par am nane>
<par amval ue>
my Cooki eDorai n
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</ par am val ue>
</ sessi on- par anp
</ sessi on- descri pt or>

Session Parameter Names and Values

The following table describes the valid session parameter names and values you can
define within asessi on- par amelement:

Parameter Name Default Value

Parameter Value

Cooki eDonai n Null

Specifiesthe domain for which the cookieisvalid. For
example, setting Cooki eDomai n to

. nydonmai n. comreturns cookiesto any server inthe
* . nydonai n. comdomain.

The domain name must have at least two components.
Setting anameto *. comor *. net isnot valid.

If unset, thisparameter defaultsto the server that issued
the cookie.

For moreinformation, seeCooki e. set Domai n() in
the Servlet specification from Sun Microsystems.

Cooki eConmrent Weblogic Server
Session
Tracking Cookie

Specifies the comment that identifies the session
tracking cookie in the cookiefile.

If unset, this parameter defaultsto WebLogi ¢
Sessi on Tracki ng Cooki e.Youmay providea
more specific name for your application.

Cooki eMaxAgeSecs -1

Setsthelife span of the session cookie, in seconds, after
which it expires on the client.

If the value is O, the cookie expires immediately.

The maximum valueis| nt eger . MAX_VALUE,
where the cookie lasts forever.

If set to - 1, the cookie expires when the user exitsthe
browser.

For more information about cookies, see “Using
Sessionsand Session Persistencein Web Applications’
on page 4-1.
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Parameter Name

Default Value Parameter Value

Cooki eName

JSESSI ONI D

Defines the session cookie name. Defaults to
JSESSI ONI Dif unset. You may set thisto amore
specific name for your application.

Cooki ePat h

Null

Specifies the pathname to which the browser sends
cookies.

If unset, this parameter defaultsto/ (slash), wherethe
browser sends cookiesto all URLs served by

WebL ogic Server. You may set the path to a narrower
mapping, to limit the request URLsto which the
browser sends cookies.

Cooki esEnabl ed

true

Use of session cookiesis enabled by default and is
recommended, but you can disable them by setting this
property to f al se. You might turn this option off to
test.

I nval i dati onl nt erval Secs

60

Setsthe time, in seconds, that WebL ogic Server waits
between doing house-cleaning checks for timed-out
and invalid sessions, and deleting the old sessions and
freeing up memory. Use this parameter to tune

WebL ogic Server for best performance on high traffic
Sites.

Theminimum valueisevery second (1). Themaximum
valueisonce aweek (604,800 seconds). If unset, the
parameter defaults to 60 seconds.
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Parameter Name

Default Value Parameter Value

Persi stent StorebDir sessi on_db

If you have set Per si st ent St or eType tofi l e,
this parameter setsthe directory path where WebL ogic
Server will store the sessions. The directory pathis
either relativeto thetemp directory or an absol ute path.
The temp directory is either a generated directory
under the WEB- | NF directory of the Web Application,
or adirectory specified by the context-param

j avax. servlet.context.tnpdir.

Ensure that you have enough disk space to store the
number of valid sessions multiplied by the size of each
session. You can find the size of a session by looking
at thefiles created inthe Per si stent StoreDi r.
Note that the size of each session can vary asthe size
of serialized session data changes.

Y ou can make file-persistent sessions clusterable by
making this directory a shared directory among
different servers.

Y ou must create this directory manually.

Per si st ent St or ePool None

Specifies the name of a JDBC connection pool to be
used for persistence storage.

Per si st ent St or eType menor y

Sets the persistent store method to one of thefollowing
options:
m  nenor y—Disables persistent session storage.

m fil e—Usesfile-based persistence (See also
Per si st ent St or eDi r, above).

m | dbc—Uses adatabase to store persistent
sessions. (see also Per si st ent St or ePool
above).

m replicated—Sameasnenory, but session
datais replicated across the clustered servers.

m  cooki e—All session datais stored in acookiein
the user’s browser.

Per si st ent St or eCooki eNane  W.COXI E

Sets the name of the cookie used for cookie-based
persistence. For more information, see “Using
Cookie-Based Session Persistence” on page 4-8.
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Parameter Name

Default Value Parameter Value

| DLengt h

52

Sets the size of the session ID.

The minimum valueis 8 bytes and the maximum value
isl nt eger. MAX_VALUE.

If you are writing a WAP application, you must use
URL rewriting because the WAP protocol does not
support cookies. Also, some WAP devices have a
128-character limit on URL length (including
parameters), which limits the amount of data that can
be transmitted using URL re-writing. To allow more
space for parameters, use this parameter to limit the
size of the session ID that is randomly generated by
WebL ogic Server.

Ti meout Secs

3600

Sets the time, in seconds, that WebL ogic Server waits
before timing out a session, where x is the number of
seconds between a session's activity.

Minimum valueis 1, default is 3600, and maximum
valueisinteger MAX_VALUE.

On busy sites, you can tune your application by
adjusting the timeout of sessions. While you want to
give abrowser client every opportunity to finish a
session, you do not want to tie up the server needlessly
if the user has left the site or otherwise abandoned the
session.

This parameter can be overridden by the

sessi on-ti neout element (defined in minutes) in
web. xni . For moreinformation, see“ session-config”
on page A-11.

JDBConnect i onTi meout Secs

120

Setsthe time, in seconds, that WebL ogic Server waits
before timing out a JDBC connection, where x isthe
number of seconds between.

URLRewr i ti ngEnabl ed

true

Enables URL rewriting, which encodes the session ID
into the URL and provides session tracking if cookies
are disabled in the browser.

Consol eMai nAttribute

If you enable Session Monitoring in the WebL ogic
Server Administration Console, set this parameter to
the name of the session parameter you will use to
identify each session that is monitored.
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jsp-descriptor

Thej sp-descri pt or element defines parameter names and values for JSPs. Y ou
define the parameters as name/value pairs. The following example shows how to
configure the conpi | eCommand parameter. Enter all of the JSP configurations using
the pattern demonstrated in this example:

<j sp-descri ptor>
<j sp- par ane
<par am nane>
conpi | eComand
</ par am nanme>
<par amval ue>
Sj
</ param val ue>
</ j sp- par an®>
</j sp- descri pt or>

JSP Parameter Names and Values

Thefollowing table describes the parameter names and values you can define within a
<j sp- par am> element.

Parameter Name Default Value  Parameter Value

conpi | eCommand j avac, or the Specifiesthe full pathname of the standard Java compiler used to
Java compiler compile the generated JSP servlets. For example, to use the
defined for a standard Java compiler, specify itslocation on your system as
server under the  shown below:
Configuration <par am val ue>
/tuningtabofthe  /j dk130/ bi n/ j avac. exe
WebL ogic </ param val ue>
Servgr . . For faster performance, specify adifferent compiler, suchas|BM
Administration Jikes or Symantec sj .
Console
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Parameter Name

Default Value

Parameter Value

conpi | eFl ags

None

Passes one or more command-line flags to the compiler. Enclose
multiple flags in quotes, separated by a space. For example:
<j sp- par anp
<par am name>conpi | eFl ags</ par am nane>
<paramval ue>"-g -v"</paramval ue>
</j sp- parane

conpi |l ercl ass

None

Name of a Java compiler that is executed in WebL ogic Servers's
virtual machine. (Used in place of an executable compiler such as
j avac or sj .) If this parameter is set, the conpi | eConmand
parameter isignored.

debug

None

When set to true this adds JSP line numbers to generated class
filesto aid debugging.

encodi ng

Default encoding
of your platform

Specifies the default character set used in the JSP page. Use
standard Java character set names (see
http://java.sun.com/j2se/1.3/docs/guide/intl/encoding.doc.htm).
If not set, this parameter defaults to the encoding for your
platform.

A JSP page directive (included in the JSP code) overrides this
setting. For example:

<% page content Type="text/htm ;

char set =cust om encodi ng” %

compilerSupports
Encoding

true

When set to true, the JSP compiler uses the encoding specified
withthecont ent Type attribute contained inthepage directive
on the JSP page, or, if acont ent Type isnot specified, the
encoding defined with the encodi ng parameter in the
jSp-descriptor.

When set to fal se, the JSP compiler uses the default encoding for
the VM when creating the intermediate .j ava file.

exactMapping

true

When true, upon the first request for a JSP the newly created
JspStub is mapped to the exact request. If exactMapping is set to
false the webapp container generates non-exact url mapping for
JSPs. exact Mappi ng alows path info for JSP pages.

keepgener at ed

fal se

Saves the Javafiles that are generated as an intermediary step in
the JSP compilation process. Unlessthisparameterissettot r ue,
the intermediate Java files are deleted after they are compiled.
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auth-filter

Parameter Name

Default Value

Parameter Value

noTryBl ocks

fase

If aJSP file has numerous or deeply nested custom JSP tags and
youreceiveaj ava. | ang. Veri f yErr or exception when
compiling, use this flag to allow the JSPs to compile correctly.

packagePrefi x

jsp_servl et

Specifies the package into which all JSP pages are compiled.

pageCheckSeconds

1

Setstheinterval, in seconds, at which WebL ogic Server checksto
see if JSP files have changed and need recompiling.
Dependencies are also checked and recursively reloaded if
changed.

If set to 0, pages are checked on every request. If setto - 1, page
checking and recompiling is disabled.

precompile

false

When set to true, WebL ogic Server automatically precompilesall
JSPs when the Web Application is deployed or re-deployed or
when starting WebL ogic Server.

ver bose

true

When settot r ue, debugging information is printed out to the
browser, the command prompt, and WebL ogic Server log file.

wor ki ngDi r

internally
generated
directory

The name of a directory where WebL ogic Server saves the
generated Java and compiled class files for a JSP.

auth-filter

Theaut h-filter element specifies an authentication filter HttpServlet class.

container-descriptor

The <cont ai ner - descri pt or > element defines general parameters for Web
Applications.
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check-auth-on-forward

Add the <check- aut h- on- f or war d/ > element when you want to require
authentication of forwarded requests from a servlet or JSP. Omit thetag if you do not
want to require re-authentication. For example:
<cont ai ner -descri ptor>

<check- aut h-on- f orwar d/ >
</ cont ai ner-descri ptor>

Note that the default behavior has changed with the release of the Serviet 2.3
specification, which states that authentication is not required for forwarded requests.

redirect-content-type

If theredirect -content -t ype element is set, then the servlet container sets that
type on the response for internal redirects (for example, for welcome files).

redirect-content

If ther edi r ect - cont ent element is set, then the servlet container will use that as
the value for the user readable data used in aredirect.

redirect-with-absolute-url

The<redirect -wit h-absol ut e-ur| > element controls whether the
javax.servlet.http. Ht pServl et Response. SendRedi r ect () method
redirects using arelative or absolute URL. Set thiselement tof al se if you are using
aproxy HTTP server and do not want the URL converted to a non-relative link.

The default behavior is to convert the URL to a non-relative link.
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charset-params

The <char set - par ams> Element is used to define codeset behavior for non-unicode
operations.

input-charset

Use the <i nput - char set > element to define which character set isused to read GET
and POST data. For example:
<i nput - char set >

<r esour ce- pat h>/ f oo</r esour ce- pat h>

<j ava- char set - nane>SJ| S</j ava- char set - nane>
</input-charset >

For more information, see “ Determining the Encoding of an HTTP Request” on page

3-20.
Thefollowing table describesthe elementsyou can definewithina<i nput - char set >
element.
Element Required/ Description
Optional
<resour ce- pat h> Required A path which, if included in the URL of arequest, signals
WebL ogic Server to use the Java character set specified by
<j ava- char set - nane>.
<j ava-charset-name>  Required Specifies the Java characters set to use.
charset-mapping

Use the <char set - mappi ng> element to map an IANA character set name to a Java
character set name. For example:

<char set - mappi ng>
<i ana- char set - nane>Shi ft - JI S</ i ana- char set - nane>
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<j ava- char set - name>SJI S</ j ava- char set - nane>
</ char set - mappi ng>

For more information, see “Mapping IANA Character Setsto Java Character Sets’ on
page 3-21.

The following table describes the elements you can define within a
<char set - mappi ng> element.

Element Required/ Description
Optional

<i ana- char set-name>  Required Specifiesthe IANA character set namethat isto be mapped to the
Java character set specified by the<j ava- char set - nane>
element.

<j ava- char set - nane> Required Specifies the Java characters set to use.

virtual-directory-mapping

Usethevi rtual - di rect or y- mappi ng element to specify document roots other
than the default document root of the Web application for certain kinds of requests,
such asimage requests. All images for a set of Web applications can be stored in a
single location, and need not be copied to the document root of each Web application
that usesthem. For anincoming request, if avirtual directory has been specified serviet
container will search for the requested resourcefirst in the virtual directory and thenin
the Web application’ s original document root. This defines the precedenceif the same
document exists in both places.

Example:

<virtual -di rectory- mappi ng>
<l ocal - pat h>c: /usr/gi fs</|ocal - pat h>
<url -pattern>/inmages/*</url-pattern>
<url-pattern>*.jpg</url-pattern>

</virtual -di rectory-mppi ng>

<virtual -di rectory- mappi ng>
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<l ocal - pat h>c: /usr/common_j sps. j ar</ | ocal - pat h>
<url-pattern>*.jsp</url-pattern>
</virtual -directory-mppi ng>

The following table describes the elements you can define within the
virtual -di rect ory- mappi ng element.

Element Required/ Description
Optional
<l ocal - pat h> Required Specifies a physical |ocation on the disk.
<url-pattern> Required Contains the URL pattern of the mapping. Must follow the rules

specified in Section 11.2 of the Servlet APl Specification.

url-match-map

Use this element to specify aclass for URL pattern matching. The WebL ogic Server
default URL match mapping classiswebl ogi c. servl et. utils. URLMat chMap,
which is based on J2EE standards. Another implementation included in WebL ogic
Server is Si mpl eApacheURLMat chMap, which you can plug in using the

url - mat ch- map element.

Rulefor Si npl eApacheURLMat chap:
If youmap *.j ws to JWsSer vl et then

http://foo. con bar.jws/baz will beresolved to JWsSer vl et with pat hl nf o
= baz.

Configure the URLMat chMap to be used in webl ogi ¢. xm asin the following
example:

<ur | - mat ch- map>
webl ogi c. servlet.utils. Sinpl eApacheURLMat chMap

</ url - mat ch- map>
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preprocessor

The pr eprocessor element contains the declarative data of a preprocessor.

The following table describes the elements you can define within the pr epr ocessor
element.

Element Required/ Description
Optional

<preprocessor-nane>  Required Contains the canonical name of the preprocessor.

<preprocessor-cl ass> Required Containsthe fully qualified class name of the preprocessor.

preprocessor-mapping

The pr epr ocessor - mappi ng element defines a mapping between a preprocessor
and a URL pattern.

The following table describes the elements you can define within the
pr eprocessor - mappi ng €lement.

Element Required/ Description
Optional

<pr epr ocessor - nane> Required

<url -pattern> Required
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security-permission

Thesecuri ty- per ni ssi on element specifiesasingle security permission based on
the Security policy file syntax. Refer to the following URL for Sun'simplementation
of the security permission specification:

http://java.sun.com/j2se/1.3/docs/guide/security/PolicyFil es.html#FileSyntax
Disregard the optional codebase and si gnedBy clauses.
For example:
<security-perm ssion-spec>
grant { perm ssion java. net.Socket Perm ssion "*", "resol ve" };
</ security-perm ssion-spec>
where:
per m ssion java. net. Socket Per mi ssi on isthe permission class name.
"+ represents the target name.

r esol ve indicates the action.

context-root

The cont ext - r oot element defines the context root of this stand-alone Web
Application. If the Web application is part of an EAR, not stand-alone, specify the
context root inthe EAR’sappl i cati on. xm file. A cont ext - r oot settingin
application. xm takes precedence over cont ext - r oot settingin

webl ogi c. xm .

Notethat thiswebl ogi c. xml element only acts on deployments using the two-phase
deployment model. See "Two-Phase Deployment" in Deploying WebLogic Server
Applications..
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The order of precedence for context root determination for aWeb application is as
follows:

1. Check application.xm for context root; if found, use as Web application’s
context root.

2. |If context root isnot setinappl i cati on. xm , and the Web application is being
deployed as part of an EAR, check whether context root is defined in
webl ogi c. xmi . If found, use as Web application’s context root. If the web-app
is deployed standalone, appl i cati on. xm won't come into play and the
determination for context-root starts at webl ogi c. xm and defaults to URI if it
is not defined there.

3. If context root is not defined inwebl ogi c. xm or application. xni |, then
infer the context path from the URI, giving it the name of the value defined in the
URI minus the WAR suffix. For instance, aURI MyWebApp. war would be
named MyW\ebApp.

4. When subsequent Web Applications have context root names that would
duplicate a context root name aready in use, a number is appended to the
would-be duplicates. For instance if MyWebApp isalready in use, another Web
Application whose context root would be named MyWebApp isinstead called
M/WebApp- 1, to be followed if necessary by MyWebApp- 2, and so on.

wl-dispatch-policy

B-18

Usethewl - di spat ch- pol i cy element to assign the Web application to aconfigured
execute queue by identifying the execute queue name. This Web application level
param can be overridden at the individual serviet/jsp level. For example:

<servl et >

<init-paranm>
<par am nane>w - di spat ch- pol i cy</ par am nane>
<par amval ue>Criti cal AppQueue</ par am val ue>

</init-paranr
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</ servlet>

Init-as

Thisisan equivalent of <r un- as> for i ni t method for servlets.
For example:
<init-as>
<servl et - name>FooSer vl et </ servl et - name>
<pri nci pal - name>j oe</ pri nci pal - nane>

</init-as>

destroy-as

Thisisan equivalent of <r un- as> for destroy method for servlets.

For example:
<destroy-as>
<servl et - name>Bar Ser vl et </ ser vl et - nane>
<pri nci pal - nane>bob</ pri nci pal - name>

</ destroy-as>

index-directory

This sorts the directory listing by file name, size, or date last modified.
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For example:
<webl ogi c- web- app>
<i ndex-di rect ory- enabl ed>t rue</i ndex-di rect ory- enabl ed>
<i ndex-directory-sort-by>SI ZE</ i ndex-di rectory-sort-by>

</ webl ogi c- web- app>
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