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External Event and Callback Security

External Event and Callback Security
This topic explains how to enable role-based security for callback/event methods and their handlers.
Filtering Role Access for Callback and Event Handlers

Callback and event handlers can be protected by specifying which roles are allowed to send events. Roles are
specified via the annotation @ExternalCallbackTarget.CallbackSecurity.

The annotation can be applied to all of the callback/event handlers in a control by annotating the control field
declaration in the control client with the above annotation, for example:

Control Client code

@ont r ol
@xt ernal Cal | backTar get . Cal | backSecurity(rol esAl | owed={"manager"})

private MyControl myControl;

If the annotation is placed on a specific callback/event handler method, then it overrides the roles specified on the
control field.

@vent Handl er (fi el d="newsSer vi ceControl Onl yManager s",
event Set =control s. NewsSer vi ceControl . Cal | back. cl ass,
event Name="del i ver Manager News")
@servi ceControl . Cal | backSecurity(rol esAl | owed={" nanager, edi tor, ci tyDesk"})
public void manager(String nf)

{
}

synchroni zed(fl ashes) { flashes.add(nf); }

Controls which participate in callback/event handler security must extend the @ExternalCallbackTarget interface.

This makes it possible to annotate the callback/event handler using the extending control interface itself. For
instance, the is valid because @ServiceControl extends (is a subinterface of) @ExternalCallbackTarget:

@cont r ol
@er vi ceControl . Cal | backSecurity(rol esAl | owed={"manager"})

private MyControl nyControl;

Sample Code: Scenario

Suppose you have a news reader client that invokes methods on and receives callbacks from a news delivery web
service through an intermediary service control.

Also suppose there are three types of user for the new reader client:

1.

testuserl: has no roles, a.k.a., the anonymous role
2.

customer: has only the customer role
3.

manager: has both customer and manager roles
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The following diagram shows the three classes involved in this scenario: news reader client, the intermediary
control, and the news provider web service. Ordinary methods are depicted as arrows pointing to the right,
callbacks and event methods/event handlers are depicted as arrows pointing to the left.

MevwrsReaderClient jawa MewvrServiceControl SecureNewsService java
NEVE
subzcribe TaMerus subzcribe subzcribe

deliverinonymousMens deliverAnonymoushewns < deliver®nonymousMers
deliverCustomerM ens deliverCustomerMens < deliverCustomerM ens
deliverhbdanagerMews delivarhanagert evs < deliverblanageri ems

The News Delivery Web Service: SecureNewsService.java

The news delivery service SecureNewsService.java accepts user credentials through the method subscribe. These
credentials are used to perform the appropriate callback by delivering news to managers, customers, and
anonymous clients.

@ avax. j ws. WbServi ce
public class SecureNewsService inplenments java.io.Serializable {

@cal | back
private Call backSvc call back;

@ avax. j ws. WebMet hod
public void subscribe(String usernane, String password) {

cal | back. set User nane( user nane) ;
cal | back. set Passwor d( passwor d) ;

cal | back. del i ver Manager News("This is news for nanagers");
cal | back. del i ver Cust omer News(" This is news for custoners");
cal | back. del i ver AnonynousNews("This is news for anyone");

}

@cal | backServi ce
public interface Call backSvc extends Call backlnterface {
@\ebMet hod
voi d deliverCustonerNews(String news) throws java.rm . Renpt eExcepti on;

@\bMet hod
voi d del i ver Manager News(String news) throws java.rm . RenoteException;
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@\ebMet hod
voi d del i ver AnonynmousNews(String news) throws java.rm . Renot eExcepti on;

The Web Service Control: NewsServiceControl.java

Note that the control's event set methods must be annotated with @ExternalCallbackTarget.ExternalCallbackEvent
or, in the case of web service controls, @ServiceControl.ExternalCallbackEvent. Note that the @ServiceControl.
ExternalCallbackEvent annotation is automatically added when the service control is generated from a WSDL file.

@cCont r ol Ext ensi on
public interface NewsServi ceControl extends ServiceControl

{
@vent Set
public interface Call back extends ServiceControl.Callback
{
@ser vi ceCont rol . Ext er nal Cal | backEvent
public void deliver AnonynousNews(j ava. | ang. String news);
@ber vi ceControl . Ext er nal Cal | backEvent
public void deliverCustonerNews(java.lang. String news);
@er vi ceCont rol . Ext er nal Cal | backEvent
public void deliverManager News(j ava.l ang. String news);
}
public void subscribe(java.lang. String usernane_arg,java.lang. String password_arg);
}

The News Reader Client: NewsReaderClient.java
The client NewsReaderClient.java contains a control declarations of the control type NewsServiceControl.java.

This control declaration, named newsSer vi ceCont r ol , is not protected at the declaration level. Instead it is

protected at the method level to allow anyone to access the anonymous news delivery (even unauthenticated
users), only mangers to deliver the manager news, and only customers (which includes managers) to deliver
customer news. It is important to note that the calback/event security constrains who can deliver news (because
the constraints put a filter on which roles can send callback messages to the event handlers). Any constraints on
who can read news would be accomplised through the @RolesAllowed annotation.

@\ébService
public class NewsReaderC i ent
{

@ontrol ()

prot ect ed NewsServi ceControl newsServiceControl;

@vent Handl er (fi el d="newsServi ceControl ",
event Set =control s. NewsSer vi ceControl . Cal | back. cl ass,
event Nanme="del i ver AnonynousNews")
@er vi ceControl . Cal | backSecurity(rol esAl | owed={" Anonynmous"})
public void deliver AnonynbusNews(String news)
{

System out. print (news);

}

@vent Handl er (fi el d="newsServi ceControl ",
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event Set =control s. NewsSer vi ceControl . Cal | back. cl ass,
event Name="del i ver Manager News")

@servi ceControl . Cal | backSecurity(rol esAl | owed={"manager"})

public void nmanager (String news)

{
}

@vent Handl er (fi el d="newsServi ceControl ",
event Set =control s. NewsSer vi ceControl . Cal | back. cl ass,
event Name="del i ver Cust oner News")
@dervi ceControl . Cal | backSecurity(rol esAl | owed={"custoner"})
public void custoner(String news)

{

}

@\ebMet hod()
public String subscribeToNews(String usernane, String password)
{
newsSer vi ceControl . subscri be(user nane, password) ;
news Ser vi ceCont r ol Onl yManager s. subscri be(user nane, password) ;
return "Subscribed for "+usernane;

}

System out. print (news);

System out. print (news);

A related version of the sampled code above is included in the SamplesWorkspace.

Guidelines for Secure Controls

The following are requirements for a control extention that uses role-based security.

1. The control must extend the interface com.bea.control.ExternalCallbackTarget. (Note that service controls do
not need to explicitly extent ExternalCallbackTarget, because they already extend ServiceControl, a subinterface of
ExternalCallbackTarget.)

2. The methods in the EventSet interface of the control must be annotated with the annotation:
@ExternalCallbackTarget.ExternalCallbackEvent / @ServiceControl.ExternalCallbackEvent.

3. Only the @ExternalCallbackTarget.CallbackSecurity/@WebService.CallbackSecurity annotations used by the
client of the control effect security. That is, you cannot apply these annotations to the event set methods on the
control.

Related Topics

Sample: Secure News Service
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Web Service Message Level Security with WS-Policy

Web Service Message Level Security with WS-Policy

Message-level security is available for web services through the use of security policy XML files,
called "WS-Policy" files. The WS-Policy file defines the signature, encryption, and tokens
associated with the message.

The WS-Policy file (or files) is associated with the web service file through @Policy or @Policies
annotations. Note that @Policy/@Policies annotations are not required to associate a web service
and a WS-Policy file: runtime association mechanisms are also available through the
Administration Console. But any policy associated with a web service through @Policy/@Policies
annotations cannot be disassociated at runtime: the @Policy/@Policies annotations create a
hardcoded association that cannot be undone at runtime.

Note that @Policy/@Policies can be applied to both web services and service controls, but runtime
association through the Administration Console only applies to web services, not service controls.

WS-Policy files may be associated with entire web service or with individual methods of the web
service.

In most cases you can use one of the provided WS-Policy files: Auth.xml, Sign.xml, and Encrypt.
xml. For more advanced cases you can write your own WS-Policy file.

For a detailed information about message level security with WS-Policy files see Configuring
Message-Level Security (Digital Signatures and Encryption) in the WebLogic Server
documentation.

Upgrading WeblLogic Workshop 8.1 WS-Security Files

For more information on updating WS-Security files to WS-Policy files, see Upgrading Annotations
and Upgrading Security from from WS-Security to WS-Policy.

Related Topics

WebLogic Server documentation: Web Services Security

WebLogic Server documentation: Associating WS-Policy Files at Runtime Using the Administration

Console
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Role-based Control Access Security

Role-based Control Access Security

For detailed information about role-based access security for Beehive controls see Control Security
in the WebLogic Server documentation.

Also see the @Security annotation for reference information on role-based security for Beehive
controls.

Related Topics

@Security Annotation

WebLogic Server Documentation

Control Security

Web Services Security

Associating WS-Policy Files at Runtime Using the Administration Console
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