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Preface

This document, which is part of the Program Documentation under the terms of your 
Oracle licensing agreement, is intended to help you understand the features, 
functionality, and options available for Oracle Programs. If you have a question about 
your licensing needs, please contact your Oracle sales representative or refer to the 
resources listed in Related Documents on page -vi for more information.

Audience
This book is intended for all purchasers of Oracle Audit Vault.

Documentation Accessibility
Our goal is to make Oracle products, services, and supporting documentation 
accessible to all users, including users that are disabled. To that end, our 
documentation includes features that make information available to users of assistive 
technology. This documentation is available in HTML format, and contains markup to 
facilitate access by the disabled community. Accessibility standards will continue to 
evolve over time, and Oracle is actively engaged with other market-leading 
technology vendors to address technical obstacles so that our documentation can be 
accessible to all of our customers. For more information, visit the Oracle Accessibility 
Program Web site at http://www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation
Screen readers may not always correctly read the code examples in this document. The 
conventions for writing code require that closing braces should appear on an 
otherwise empty line; however, some screen readers may not always read a line of text 
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation
This documentation may contain links to Web sites of other companies or 
organizations that Oracle does not own or control. Oracle neither evaluates nor makes 
any representations regarding the accessibility of these Web sites.

TTY Access to Oracle Support Services
To reach AT&T Customer Assistants, dial 711 or 1.800.855.2880. An AT&T Customer 
Assistant will relay information between the customer and Oracle Support Services at 
1.800.223.1711. Complete instructions for using the AT&T relay services are available at 
http://www.consumer.att.com/relay/tty/standard2.html. After the 
AT&T Customer Assistant contacts Oracle Support Services, an Oracle Support 
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Services engineer will handle technical issues and provide customer support according 
to the Oracle service request process.

Related Documents
For more information, see the following documents in the Oracle Audit Vault Release 
10.2.2 documentation set (see also the platform specific Audit Vault Server installation 
guides) or in the Oracle Database Release 10g (10.2) documentation set:

■ Oracle Audit Vault Server Installation Guide for Linux x86

■ Oracle Audit Vault Collection Agent Installation Guide

■ Oracle Audit Vault Patch Set 1 Release Notes

■ Oracle Audit Vault Administrator's Guide

■ Oracle Audit Vault Auditor's Guide

■ The Software Investment Guide, available at:

http://www.oracle.com/corporate/pricing/sig.pdf

Conventions
The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated 
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for 
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code 
in examples, text that appears on the screen, or text that you enter.
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1 Oracle Audit Vault 

Auditing plays an increasingly important role in the areas of compliance, privacy, and 
security. Satisfying compliance regulations such as Sarbanes-Oxley and mitigating the 
risks associated with the insider threat are among the top security challenges 
businesses face today. The use of audit data as a security resource remains very much 
a manual process, requiring IT security and audit personnel to first collect the audit 
data, and then sift through enormous amounts of dispersed audit data using custom 
scripts and other methods.

Oracle Audit Vault is a powerful enterprisewide solution that efficiently consolidates, 
detects, monitors, alerts, and reports on audit data for security auditing and 
compliance. Oracle Audit Vault provides the mechanisms to collect audit data 
generated by Oracle9i Database Release 2, Oracle Database 10g Release 1, Oracle 
Database 10g Release 2, Oracle Database 11g Release 1, and forward.

1.1 Introducing Oracle Audit Vault
Oracle Audit Vault is comprised of two components that are licensed separately. They 
are:

■ Oracle Audit Vault Server – The Audit Vault Server is comprised of a repository, 
Oracle Audit Vault Console, and the Oracle Audit Vault application that 
consolidates and secures the audit trail data for centralized reporting and alerting.

■ Oracle Audit Vault collection agent – The Audit Vault collection agent manages 
the movement of audit trail data from audit sources to the Audit Vault Server.

1.2 Special-Use Licensing
Oracle Audit Vault is a complete stacked application. As part of the Oracle Audit 
Vault installation, Oracle Database 10g Release 2 (10.2.0.3) with the Database 
partitioning, Oracle Advanced Security, and Oracle Database Vault options is 
installed. The stacked application, database, installed options, and Oracle Audit Vault 
components may not be used or deployed for other purposes.

Oracle Application Server Containers for J2EE (OC4J) is included with Oracle Audit 
Vault. This embedded version is provided solely to support Oracle Enterprise 
Manager (Database), Advanced Queuing Servlet, Audit Vault Console, and may not 
be used or deployed for other purposes.

The Oracle Audit Vault home software use is restricted to support the Oracle Audit 
Vault database repository and no other databases created using the Oracle Audit Vault 
executables are supported.
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1-2 Oracle Audit Vault Licensing Information

Oracle Real Application Clusters and Oracle Data Guard may be licensed separately to 
use in conjunction with Oracle Audit Vault.
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A Third-Party Licenses

See Oracle Database Licensing Information for third-party licensing information. Oracle 
Audit Vault Release 10.2.3 licensing information is identical with this third-party 
licensing information for Oracle Database 10g Release 2 (10.2). 
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