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Audience

Preface

The Oracle Audit Vault Server Installation Guide explains how to prepare for, install,
and configure Oracle Audit Vault Server. It provides specific instructions for the
operating system and Oracle software technology components that the Audit Vault
Server requires.

This document is intended for Oracle database administrator's (DBAs) and system
administrators and those who are involved in the installation of Oracle Audit Vault
and its related components.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at http://www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Deaf/Hard of Hearing Access to Oracle Support Services

To reach Oracle Support Services, use a telecommunications relay service (TRS) to call
Oracle Support at 1.800.223.1711. An Oracle Support Services engineer will handle
technical issues and provide customer support according to the Oracle service request
process. Information about TRS is available at

vii



http://www.fcc.gov/cgb/consumerfacts/trs.html, and a list of phone
numbers is available at http: //www. fcc.gov/cgb/dro/trsphonebk.html.

Related Documents
For more information, see the following documents:
»  Oracle Audit Vault Patch Set 1 Release Notes
»  Oracle Audit Vault Collection Agent Installation Guide
»  Oracle Audit Vault Licensing Information
»  Oracle Audit Vault Administrator’s Guide
»  Oracle Audit Vault Auditor's Guide

»  Oracle Database Oracle Clusterware and Oracle Real Application Clusters Installation
Guide for AIX Based Systems

»  Oracle Database Oracle Clusterware and Oracle Real Application Clusters Administration
and Deployment Guide

»  Oracle Database Vault Installation Guide for AIX 5L Based Systems (64-Bit)
»  Oracle Database Vault Administrator’s Guide

To download free release notes, installation documentation, updated versions of this
guide, white papers, or other collateral, visit the Oracle Technology Network (OTN).
You must register online before using OTN. Registration is free. You can register at

http://www.oracle.com/technology/membership/

If you already have a user name and password for OTN, then you can go directly to
the Oracle Audit Vault documentation section of the OTN Web site at

http://www.oracle.com/technology/documentation/auditvault.html
For OTN information specific to Oracle Audit Vault, visit
http://www.oracle.com/technology/products/audit-vault/index.html
For the Oracle Audit Vault Discussion Forums, visit

http://forums.oracle.com/forums/forum. jspa? forumID=391

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Oracle Audit Vault Server Preinstallation

Requirements

This chapter describes the following Oracle Audit Vault Server (Audit Vault Server)
preinstallation requirements. This chapter includes the following sections:

Becoming Familiar with the Features of Oracle Audit Vault
Logging In to the System as the root User

Checking the Hardware Requirements

Checking the Operating System Requirements

Checking the Network Setup

Creating the Required Operating System Groups and Users
Configure Shell Limits and System Configuration Parameters
Identifying the Required Software Directories

Identifying or Creating an Oracle Base Directory

Creating Directories for Oracle Audit Vault Database Files
Setting the DISPLAY Environment Variable

Setting the Correct Locale

Running the rootpre.sh Script

1.1 Becoming Familiar with the Features of Oracle Audit Vault

To plan the installation process, you must be familiar with the features of Oracle Audit
Vault. Oracle Audit Vault Administrator’s Guide discusses the basic features of Oracle
Audit Vault.

1.2 Logging In to the System as the root User

Before you install the Oracle software, you must complete the tasks described in this
chapter as the root user. Log in to your system as the root user.

1.3 Checking the Hardware Requirements

The system must meet the following minimum hardware requirements:

At least 1024 MB of physical RAM.
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Checking the Hardware Requirements

s The following table describes the relationship between installed RAM and the
configured swap space requirement.

RAM Swap Space

Between 1024 MB and 2048 MB 1.5 times the size of RAM
Between 2049 MB and 8192 MB Equal to the size of RAM
More than 8192 MB 0.75 times the size of RAM

= 400 MB of disk space in the /tmp directory.
= 8 GB of disk space for the Oracle Audit Vault Server software.

= 1.8 GB of additional disk space for the Audit Vault Server database files in the
Oracle Base. This is only if the database storage option is on the file system. For
other storage options, such as ASM, the database files will be stored elsewhere.
Also, this 1.8 GB disk space is only the starting size. The Oracle Audit Vault
administrator must take future growth of the database size into consideration,
especially as the server collects more and more audit data.

To ensure that the system meets these requirements:

1. To determine the physical RAM size, enter the following command:
# /usr/sbin/lsattr -E -1 sysO -a realmem
If the size of the physical RAM is less than the required size, then you must install
more memory before continuing.

2. To determine the size of the configured swap space, enter the following command:
# /usr/sbin/lsps -a
If necessary, refer to the operating system documentation for information about
how to configure additional swap space.

3. To determine the amount of disk space available in the /tmp directory, enter the
following command:

# df -k /tmp
If there is less than 400 MB of free disk space available in the /tmp directory, then
complete one of the following steps:

= Delete unnecessary files from the /tmp directory to meet the disk space
requirement.

= Set the TMP and TMPDIR environment variables when setting the oracle
user’s environment.

= Extend the file system that contains the / tmp directory. If necessary, contact
your system administrator for information about extending file systems.

4. To determine the amount of free disk space on the system, enter the following
command:

# df -k

5. To determine whether the system architecture can run the software, enter the
following command:

# /usr/bin/getconf HARDWARE_BITMODE
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64

Note: The expected output of this command is 64. If you do not
see the expected output, then you cannot install the software on
this system.

1.4 Checking the Operating System Requirements

Depending on the products that you intend to install, verify that the following
software is installed on the system. The procedure following the table describes how to
verify whether these requirements are addressed.

Note: Oracle Universal Installer performs checks on your system to
verify that it meets the listed requirements. To ensure that these checks
pass, verify the requirements before you start Oracle Universal
Installer.

The platform-specific hardware and software requirements included
in this installation guide were current at the time this guide was
published. However, because new platforms and operating system
versions might be certified after this guide is published, review the
certification matrix on the My Oracle Support (formerly
OracleMetaLink) Web site for the most up-to-date list of certified
hardware platforms and operating system versions. The My Oracle
Support Web site is available at

https://metalink.oracle.com

If you do not have a current Oracle Support Services contract, then
you can access the same information at

http://www.oracle.com/technology/support/metalink/content
.html

Item Requirement

Operating system The following operating system versions and maintenance level
are required:

AIX 5L version 5.2, Maintenance Level 04 or later
AIX 5L version 5.3, Maintenance Level 02 or later
AIX 6L version 6.1

Note:

= Toinstall on AIX 6.1, you must download patch 6613550 from
My Oracle Support. For up-to-date maintenance level
package information, please refer to My Oracle Support:
https://metalink.oracle.com

s The maintenance level package requirements for AIX 6.1 are
the same as those for Oracle Database 10g release 2. If Oracle
Database 10g release 2 is installed, then your system
automatically meets the maintenance level package
requirements.
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Item

Requirement

Operating system filesets:

The following operating system filesets are required:

bos.adt.base

bos.adt.lib

bos.adt.libm
bos.perf.libperfstat
bos.perf.perfstat
bos.perf.proctools
x1C.aix50.rte:7.0.0.4 or later
x1C.rte:7.0.0.1 or later

PL/SQL native
compilation

One of the following:
= IBM XL C/C++ Enterprise Edition V7.0 for AIX PTF (7.0.0.2)
= gcc332

Note: If you do not install the IBM XL C/C++ Enterprise Edition
V7.0 compiler, you need to install the IBM XL C/C++ Enterprise
Edition V7.0 for AIX Runtime Environment Component. The
runtime environment file sets can be downloaded with no license
requirements from the following link:

http://www-1.ibm.com/support/docview.wss?uid=swg2
4009788

Pro*C/C++,

Oracle Call Interface,
Oracle C++ Call Interface,
Oracle XML Developer’s
Kit (XDK)

= May 2005 XL C/C++ Enterprise Edition V7.0 for AIX PTF
(7.0.0.2)

You can download this software from the following link:

http://www-1.ibm.com/support/docview.wss?uid=
swg24009787

Note: If you do not install the IBM XL C/C++ Enterprise Edition
V7.0 compiler, you need to install the IBM XL C/C++ Enterprise
Edition V7.0 for AIX Runtime Environment Component. The
runtime environment file sets can be downloaded with no license
requirements from the following link:

http://www-1.1ibm.com/support/docview.wss?uid=swg2
4009788

Oracle JDBC/OCI Drivers

You can use the following optional IBM JDK versions with the
Oracle JDBC/OCI drivers, however they are not required for the
installation:

s JDK 1.4.2 (64-bit)

= JDK1.3.1.11 (32-bit)

= JDK1.2.2.18

Note: IBM JDK 1.4.2 (32-bit) is installed with this release.

To ensure that the system meets these requirements:

1. To determine the version of AIX installed, enter the following command:

# oslevel -r

If the operating system version is lower than AIX 5.2.0.0 Maintenance Level 1
(5200-01), then upgrade your operating system to this level. AIX 5L version 5.2
maintenance packages are available from the following Web site:

http://www-912.ibm.com/eserver/support/fixes/

2. To determine whether the required filesets are installed and committed, enter a
command similar to the following:

1-4 Oracle Audit Vault Server Installation Guide



Checking the Operating System Requirements

# 1slpp -1 bos.adt.base bos.adt.lib bos.adt.libm bos.perf.perfstat \
bos.perf.libperfstat bos.perf.proctools

If a fileset is not installed and committed, then install it. Refer to your operating
system or software documentation for information about installing filesets.

In addition, you need to verify that the following patches are installed on the system.
The procedure following the table describes how to check these requirements.

Note: There may be more recent versions of the patches listed
installed on the system. If a listed patch is not installed, then
determine whether a more recent version is installed before
installing the version listed.

Installation Type or

Product Requirement
All installations Authorized Problem Analysis Reports (APARs) for AIX 5L v5.2
ML 04:
= IY63133: large percentage of CPU time spent in Idata_balance
routine
= IY64978: deadlock with concurrent renaming and unlinking
under JFS
= IY63366: dlsym returns null even for valid symbol in AIX520
ML-4

= IY64691: chvg -b can cause corruption and crash
= IY64737: AIO can hang in knotunlock
= IY65001: mklvcopy on a striped lv is failing to update Ivcb

All installations Authorized Problem Analysis Reports (APARs) for AIX 5L v5.3
ML 02:

= [Y58143: REQUIRED UPDATE FOR AIX 5.3
= IY59386: libdepend.mk files are all empty
= IY60930: Unable to delete network routes

s IY66513: LDR_CNTRL turns on undesirable option when
initialized with incorrect value

= IY70159: krtl relocation problem
= IY68989: eFix for write to mmapped space hangs

PL/SQL native May 2005 XL C/C++ Enterprise Edition V7.0 for AIX PTF (7.0.0.2):
1%22}%1 }ngfl’ . IY64361: Exception in putdiag_no_handler() when -O is

Oracle Call Interface, specified

Oracle C++ Call Interface, =  IY65361: May 2005 XL C Enterprise Edition V7.0 for AIX PTF

%f&eDﬁ\)/lL Developer’s | 1y65362: MAY 2005 XL C/C++ Enterprise Edition V7 for AIX
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Installation Type or
Product Requirement

Oracle JDBC/OCI Drivers Note: These APARs are required only if you are using the
associated JDK version.

APAR required for JDK 1.4.2 (64-bit):

= IY63533: DK 1.4.2 64-bit SR1 caix64142-20040917
APARs required for JDK 1.3.1.11 (32-bit):

= IY58350: SDK 1.3.1 32-BIT SR7P : CA131IFX-20040721A
= IY65305: JAVA142 32-BIT PTF : CA142IFX-20041203
APAR required for JDK 1.2.2.18:

= 1Y40034: SDK 1.2.2 PTF: CA122-20030115

To ensure that the system meets these requirements:

1. To determine whether an APAR is installed, enter a command similar to the
following:

# /usr/sbin/instfix -i -k "IY63133 IY64978 IY63366 IY64691 IY65001 IY64737 \
IY64361 IY65305 IY58350 IY63533"

If an APAR is not installed, then download it from the following Web site and
install it:
http://www-912.1ibm.com/eserver/support/fixes/

2. If you require a CSD for WebSphere MQ, then refer to the following Web site for
download and installation information:

http://www.ibm.com/software/integration/wmg/support/

1.5 Checking the Network Setup

Typically, the computer on which you want to install Oracle Audit Vault is connected
to the network, has local storage to contain the Oracle Audit Vault installation, has a
display monitor, and has a CD-ROM or DVD drive.

This section describes how to install Oracle Audit Vault on computers that do not meet
the typical scenario. It covers the following cases:

= Configuring Name Resolution
s Installing on DHCP Computers
s Installing on Multi-homed Computers

» Installing on Computers with Multiple Aliases

1.5.1 Configuring Name Resolution

When you run Oracle Universal Installer, an error might occur if name resolution is
not set up. To avoid this error, before you begin an installation, you must ensure that
host names are resolved only through the /etc/hosts file.

To ensure that host names are resolved only through the /etc/hosts file:

1. Verify that the /etc/hosts file is used for name resolution. You can do this by
checking the hosts file entry in the netsvc. conf file as follows:

# cat /etc/metsvc.conf | grep hosts
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Ensure that the hosts keyword is configured properly for host name resolution in
the environment.

2. Verify that the host name has been set by using the hostname command as
follows:

# hostname

The output of this command should be similar to the following:

myhost.us.example.com

3. Verify that the domain name has not been set dynamically by using the
domainname command as follows:

# domainname

This command should not return any results.

4. Verify that the hosts file contains the fully qualified host name by using the
following command:

# cat /etc/hosts | grep ‘eval hostname’

The output of this command should contain an entry for the fully qualified host
name and for the localhost.

For example:

192.0.2.1 myhost.us.example.com myhost
127.0.0.1 localhost localhost.localdomain

If the hosts file does not contain the fully qualified host name, then open the file
and make the required changes in it.

1.5.2 Installing on DHCP Computers

Dynamic Host Configuration Protocol (DHCP) assigns dynamic IP addresses on a
network. Dynamic addressing enables a computer to have a different IP address each
time it connects to the network. In some cases, the IP address can change while the
computer is still connected. You can have a mixture of static and dynamic IP
addressing in a DHCP system.

In a DHCP setup, the software tracks IP addresses, which simplifies network
administration. This lets you add a new computer to the network without having to
manually assign that computer a unique IP address.

Do not install Audit Vault Server in an environment where the IP addresses of the
Audit Vault Server or the Oracle Audit Vault collection agent can change. If your
environment uses DHCP, ensure that all Oracle Audit Vault systems use static IP
addresses.

1.5.3 Installing on Multi-homed Computers

You can install Oracle Audit Vault on a multi-homed computer. A multi-homed
computer has multiple network cards, which in turn, allows it to have multiple IP
addresses. Each IP address is associated with a host name. In addition, you can set up
aliases for the host name. By default, Oracle Universal Installer uses the ORACLE_
HOSTNAME environment variable setting to find the host name. If the ORACLE_
HOSTNAME environment variable is not set and you are installing Oracle Audit Vault
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on a computer that has multiple network cards, then Oracle Universal Installer
determines the host name by using the first entry in the /etc/hosts file.

Clients must be able to access the computer either by using this host name or by using
aliases for this host name. To verify this, ping the host name from the client computers
using the short name (host name only) and the full name (host name and domain
name). Both tests must be successful.

Setting the ORACLE_HOSTNAME Environment Variable
Use the following procedure to set the ORACLE_HOSTNAME environment variable.

For example, if the fully qualified host name is myhost .us . example. com, then enter
one of the following commands:

Bourne, Bash, or Korn shell:

$ ORACLE_HOSTNAME=myhost.us.example.com
$ export ORACLE_HOSTNAME

C shell:

% setenv ORACLE_HOSTNAME myhost.us.example.com

1.5.4 Installing on Computers with Multiple Aliases

A computer with multiple aliases is registered with the naming service under a single
IP address. The naming service resolves all of those aliases to the same computer.
Before installing Oracle Audit Vault on a computer with multiple aliases, set the
ORACLE_HOSTNAME environment variable to the computer whose host name you
want to use.

1.6 Creating the Required Operating System Groups and Users

Depending on whether you are installing Oracle software for the first time on this
system and the products that you are installing, you may need to create several
operating system groups and users. Log in to your system as the root user before
you attempt to create these operating system groups and users.

If you are installing Audit Vault Server, it requires the following operating system
groups and user:

s The OSDBA group (dba)

You must create this group the first time you install Oracle Audit Vault software
on the system. It identifies operating system user accounts that have database
administrative privileges (the SYSDBA privilege). The default name for this group
is dba.

s The OSOPER group (oper)

This is an optional group. Create this group if you want a separate group of
operating system users to have a limited set of administrative privileges (the
SYSOPER privilege). By default, members of the OSDBA group also have the
SYSOPER privilege.

= Anunprivileged user

Verify that the unprivileged user nobody exists on the system. The nobody user
must own the external jobs (extjob) executable after the installation.

The following operating system group and user are required for all installations:
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The Oracle Inventory group (oinstall)

You must create this group the first time you install Oracle software on the system.
The usual name chosen for this group is oinstall. This group owns the Oracle
inventory, which is a catalog of all Oracle software installed on the system.

Note: If Oracle software is already installed on the system, then
the existing Oracle Inventory group must be the primary group of
the operating system user that you use to install new Oracle
software. The following topics describe how to identify an existing
Oracle Inventory group.

The Oracle software owner user (typically, oracle)

You must create this user the first time you install Oracle software on the system.
This user owns all software installed during the installation. This user must have
the Oracle Inventory group as its primary group. It must also have the OSDBA
and OSOPER groups as secondary groups.

Note: In Oracle documentation, this user is referred to as the oracle
user.

All installations of Oracle software on the system require a single Oracle Inventory
group. After the first installation of Oracle software, you must use the same Oracle
Inventory group for all subsequent Oracle software installations on that system.
However, you can choose to create different Oracle software owner users, OSDBA
groups, and OSOPER groups (other than oracle, dba, and oper) for separate
installations. By using different groups for different installations, members of these
different groups have DBA privileges only on the associated databases, rather than on
all databases on the system.

See Also: Oracle Database Administrator’s Guide for more
information about the OSDBA group and the SYSDBA and
SYSOPER privileges

Note: The following topics describe how to create local users and
groups. As an alternative to creating local users and groups, you could
create the appropriate users and groups in a directory service, for
example, Network Information Services (NIS). For information about
using directory services, contact your system administrator or see
your operating system documentation.

The following topics describe how to create the required operating system users and
groups:

Creating the Oracle Inventory Group
Creating the OSDBA Group

Creating an OSOPER Group (Optional)
Creating the Oracle Software Owner User
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1.6.1 Creating the Oracle Inventory Group

You must create the Oracle Inventory group if it does not already exist. The following
topics describe how to determine the Oracle Inventory group name, if it exists, and
how to create it if necessary.

Determining Whether the Oracle Inventory Group Exists

When you install Oracle software on the system for the first time, Oracle Universal
Installer creates the oraInst. loc file. This file identifies the name of the Oracle
Inventory group and the path of the Oracle Inventory directory.

To determine whether the Oracle Inventory group exists, enter the following
command:

# more /etc/oralnst.loc

If the output of this command shows the oinstall group name, then the group
already exists.

If the oraInst. loc file exists, then the output from this command is similar to the
following:

inventory_loc=/ull/app/oracle/oralnventory
inst_group=oinstall

The inst_group parameter shows the name of the Oracle Inventory group,
oinstall.

Creating the Oracle Inventory Group

If the oraInst. loc file does not exist, then create the Oracle Inventory group by
using the following procedure:

1. Enter the following command:

# smit security

2. Choose the appropriate menu items to create the oinstall group.

3. Press F10 to exit.

1.6.2 Creating the OSDBA Group

You must create an OSDBA group in the following circumstances:

= An OSDBA group does not exist, for example, if this is the first installation of
Oracle software on the system

= An OSDBA group exists, but you want to give a different group of operating
system users database administrative privileges in a new Oracle installation

If the OSDBA group does not exist or if you need a new OSDBA group, then create it
as follows.

In the following procedure, use the group name dba unless a group with that name
already exists.

1. Enter the following command:

# smit security

2. Choose the appropriate menu items to create the dba group.

3. Press F10 to exit.
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1.6.3 Creating an OSOPER Group (Optional)

Create an OSOPER group only if you want to identify a group of operating system
users with a limited set of database administrative privileges (SYSOPER operator
privileges). For most installations, it is sufficient to create only the OSDBA group. If
you want to use an OSOPER group, then you must create it in the following
circumstances:

s If an OSOPER group does not exist, for example, if this is the first installation of
Oracle software on the system

s If an OSOPER group exists, but you want to give a different group of operating
system users database operator privileges in a new Oracle installation

If you need a new OSOPER group, then create it as follows.

In the following procedure, use the group name oper unless a group with that name
already exists.

1. Enter the following command:

# smit security

2. Choose the appropriate menu items to create the oper group.

3. Press F10 to exit.

1.6.4 Creating the Oracle Software Owner User

You must create an Oracle software owner user in the following circumstances:

s If an Oracle software owner user does not exist, for example, if this is the first
installation of Oracle software on the system

s If an Oracle software owner user exists, but you want to use a different operating
system user, with a different group membership, to give database administrative
privileges to those groups in a new Oracle installation

1.6.4.1 Determining Whether an Oracle Software Owner User Exists

To determine whether an Oracle software owner user named oracle exists, enter the
following command:

# id oracle

If the oracle user exists, then the output from this command is similar to the
following:

uid=440(oracle) gid=200(oinstall) groups=201(dba), 202 (oper)

If the user exists, then determine whether you want to use the existing user or create
another Oracle software owner (oracle) user. If you want to use the existing user,
then ensure that the primary group of the user is the Oracle Inventory group and that
it is a member of the appropriate OSDBA and OSOPER groups.

Note: If necessary, contact your system administrator before using
or modifying an existing user.

See one of the following sections for more information:

»  To modify an existing Oracle software owner user, see Section 1.6.4.3.
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To create an Oracle software owner user, see the following section.

1.6.4.2 Creating an Oracle Software Owner User

If the Oracle software owner user does not exist or if you require a new Oracle
software owner user, then create it as follows. In the following procedure, use the user
name oracle unless a user with that name already exists.

1.

Enter the following command:

# smit security

Choose the appropriate menu items to create the oracle user, specifying the
following information:

s In the Primary GROUP field, specify the Oracle Inventory group, for example
oinstall.

s In the Group SET field, specify the OSDBA group and if required, the
OSOPER group. For example, dba or dba, oper.

Note: The UID for the oracle user must be less than 65536.

Press F10 to exit.
Set the password of the oracle user:

# passwd oracle

See Section 1.6.5 to continue.

1.6.4.3 Modifying an Oracle Software Owner User

If the oracle user exists, but its primary group is not oinstall or it is not a member
of the appropriate OSDBA or OSOPER groups, then you can modify it as follows:

1.

Enter the following command:

# smit security

Choose the appropriate menu items to modify the oracle user.

In the Primary GROUP field, specify the Oracle Inventory group, for example
oinstall.

In the Group SET field, specify the required secondary groups, for example dba
and oper.

Press F10 to exit.

1.6.5 Verifying that the User nobody Exists

Before installing the software, perform the following procedure to verify that the
nobody user exists on the system:

1.

To determine whether the user exists, enter the following command:

# 1d nobody

If this command displays information about the nobody user, then you do not
have to create that user.

If the nobody user does not exist, then enter the following command to create it:
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# smit security

Specify the appropriate options to create an unprivileged nobody user, then press
F10 to exit.

1.7 Configure Shell Limits and System Configuration Parameters

Note: The parameter and shell limit values shown in this section are
recommended values only. For production database systems, Oracle
recommends that you tune these values to optimize the performance
of the system. See your operating system documentation for more
information about tuning kernel parameters.

Oracle recommends that you set shell limits and system configuration parameters as
described in the following sections:

= Configure Shell Limits

= Configure System Configuration Parameters

1.7.1 Configure Shell Limits

Verify that the shell limits shown in the following table are set to the values shown.
The procedure following the table describes how to verify and set the values.

Shell Limit (As Shown in smit) Recommended Value
Soft FILE size -1 (Unlimited)
Soft CPU time -1 (Unlimited)
Note: This is the default value.
Soft DATA segment -1 (Unlimited)
Soft STACK size -1 (Unlimited)

To view the current value specified for these shell limits, and to change them if
necessary:

1. Enter the following command:

# smit chuser

2. In the User NAME field, enter the user name of the Oracle software owner, for
example oracle.

3. Scroll down the list and verify that the value shown for the soft limits listed in the
previous table is -1.

If necessary, edit the existing value.

4. When you have finished making changes, press F10 to exit.

1.7.2 Configure System Configuration Parameters

Verify that the maximum number of processes allowed for each user is set to 2048 or
greater:
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Note: For production systems, this value should be at least 128 plus
the sum of the PROCESSES and PARALLEL_MAX_SERVERS
initialization parameters for each database running on the system.

1. Enter the following command:
# smit chgsys

2. Verity that the value shown for Maximum number of PROCESSES allowed for
each user is greater than or equal to 2048.
If necessary, edit the existing value.

3. When you have finished making changes, press F10 to exit.

1.8 Identifying the Required Software Directories
You must identify or create the following directories for the Oracle software:
= Oracle Base Directory
s Oracle Inventory Directory

s Oracle Home Directory

1.8.1 Oracle Base Directory

The Oracle base directory is a top-level directory for Oracle software installations. On
AIX systems, the Optimal Flexible Architecture (OFA) guidelines recommend that you
use a path similar to the following for the Oracle base directory:

/mount_point/app/oracle_sw_owner

In this example:

s mount_point is the mount point directory for the file system that will contain the
Oracle software.

The examples in this guide use /u01 for the mount point directory. However, you
could choose another mount point directory, such as /oracle or /opt/oracle.

s oracle_sw_owner is the operating system user name of the Oracle software
owner, for example, oracle.

You can use the same Oracle base directory for more than one installation or you can
create separate Oracle base directories for different installations. If different operating
system users install Oracle software on the same system, then each user must create a
separate Oracle base directory. The following example Oracle base directories could all
exist on the same system:

/u0l/app/oracle
/u0l/app/orauser
/opt/oracle/app/oracle

The following topics describe how to identify existing Oracle base directories that
might be suitable for your installation and how to create an Oracle base directory if
necessary.
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Regardless of whether you create an Oracle base directory or decide to use an existing
one, you must set the ORACLE_BASE environment variable to specify the full path to
this directory.

1.8.2 Oracle Inventory Directory

The Oracle Inventory directory (oraInventory) stores an inventory of all software
installed on the system. It is required by, and shared by, all Oracle software
installations on a single system. The first time you install Oracle software on a system,
Oracle Universal Installer prompts you to specify the path to this directory. Oracle
recommends that you choose the following path:

oracle base/oralnventory

Oracle Universal Installer creates the directory that you specify and sets the correct
owner, group, and permissions for it. You do not need to create it.

Note: All Oracle software installations rely on this directory.
Ensure that you back it up regularly.

Do not delete this directory unless you have completely removed
all Oracle software from the system.

1.8.3 Oracle Home Directory

The Oracle home directory is the directory where you choose to install the software for
a particular Oracle product. You must install different Oracle products, or different
releases of the same Oracle product, in separate Oracle home directories. When you
run Oracle Universal Installer, it prompts you to specify the path to this directory and
a name that identifies it. The directory that you specify must be a subdirectory of the
Oracle base directory. Oracle recommends that you specify a path similar to the
following for the Oracle home directory:

oracle base/product/10.2.3/av_1

Oracle Universal Installer creates the directory path that you specify under the Oracle
base directory. It also sets the correct owner, group, and permissions on it. You do not
need to manually create this directory on your system.

1.9 Identifying or Creating an Oracle Base Directory

Before starting the installation, you must either identify an existing Oracle base
directory or if required, create one. This section contains the following topics:

= Identifying an Existing Oracle Base Directory

s Creating an Oracle Base Directory

Note: You can choose to create an Oracle base directory, even if
other Oracle base directories exist on the system.

1.9.1 Identifying an Existing Oracle Base Directory

Existing Oracle base directories might not have paths that comply with Optimal
Flexible Architecture (OFA) guidelines. However, if you identify an existing Oracle
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Inventory directory or existing Oracle home directories, then you can usually identify
the Oracle base directories, as follows:

= Toidentify an existing Oracle Inventory directory
Enter the following command to view the contents of the oraInst.loc file:
# more /etc/oralnst.loc
If the oraInst. loc file exists, then the output from this command is similar to
the following:
inventory_loc=/ull/app/oracle/oralnventory

inst_group=oinstall

The inventory_loc parameter identifies the Oracle Inventory directory
(oraInventory). The parent directory of the oraInventory directory is
typically an Oracle base directory. In the previous example, /u01/app/oracle is
an Oracle base directory.

= To identify existing Oracle home directories
Enter the following command to view the contents of the oratab file:

# more /etc/oratab

If the oratab file exists, then it contains lines similar to the following;:

*:/u03/app/oracle/product/1.0.0/db_1:N
*:/opt/orauser/infra_904:N
*:/oracle/9.2.0:N

The directory paths you specify on each line identify Oracle home directories.
Directory paths that end with the user name of the Oracle software owner that you
want to use are valid choices for an Oracle base directory. If you intend to use the
oracle user to install the software, then you could choose one of the following
directories from the previous example:

/u03/app/oracle
/oracle

Note: If possible, choose a directory path similar to the first
(/u03/app/oracle). This path complies with the OFA guidelines.

Before deciding to use an existing Oracle base directory for this installation, ensure
that it satisfies the following conditions:

= It should not be on the same file system as the operating system.
» It must have sufficient free disk space as described in the table in Section 1.3.

To determine the free disk space on the file system where the Oracle base directory
is located, enter the following command:

# df -k oracle base_path

If an Oracle base directory does not exist on the system or if you want to create an
Oracle base directory, then complete the steps in Section 1.9.2.
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1.9.2 Creating an Oracle Base Directory

Before you create an Oracle base directory, you must identify an appropriate file
system with sufficient free disk space, as indicated in the table in Section 1.3.

To identify an appropriate file system:

1. Usethe df -k command to determine the free disk space on each mounted file
system.

2. From the display, identify a file system that has appropriate free space.
3. Note the name of the mount point directory for the file system that you identified.

To create the Oracle base directory and specify the correct owner, group, and
permissions for it:

1. Enter commands similar to the following to create the recommended
subdirectories in the mount point directory that you identified, and set the
appropriate owner, group, and permissions on them:

# mkdir -p /mount_point/app/oracle_sw_owner
# chown -R oracle:oinstall /mount_point/app/oracle_sw_owner
# chmod -R 775 /mount_point/app/oracle_sw_owner

For example, if the mount point you identify is /u01 and oracle is the user name
of the Oracle software owner, then the recommended Oracle base directory path is:

/ul0l/app/oracle

2. When you configure the environment of the oracle user (see Section 1.6.4), set
the ORACLE_BASE environment variable to specify the Oracle base directory that
you created.

1.10 Creating Directories for Oracle Audit Vault Database Files

If you choose to place the Oracle Audit Vault database files on a file system, then use
the following guidelines when deciding where to place them:

»  The default path suggested by Oracle Universal Installer for the database file
directory is a subdirectory of the Oracle base directory.

= You can choose either a single file system or more than one file system to store the
database files:

- If you want to use a single file system, then choose a file system on a physical
device that is dedicated to the database.

For best performance and reliability, choose a redundant arrays of
independent disks (RAID) device or a logical volume on more than one
physical device and implement the stripe-and-mirror-everything (SAME)
methodology.

- If you want to use more than one file system, then choose file systems on
separate physical devices that are dedicated to the database.

This method enables you to distribute physical I/O and create separate control
files on different devices for increased reliability. It also enables you to fully
implement the OFA guidelines.

= For optimum performance, the file systems that you choose should be on physical
devices that are used only by the database.

Oracle Audit Vault Server Preinstallation Requirements 1-17



Setting the DISPLAY Environment Variable

s The oracle user must have write permissions to create the files in the path that
you specify.

1.11 Setting the DISPLAY Environment Variable

Before you begin the Audit Vault Server installation, you should check to see that the
DISPLAY environment variable is set to a proper value. For example, for the Bourne,
Bash, or Korn shell, you would enter the following commands, where
myhost.us.example.comis your host name:

$ DISPLAY=myhost.us.example.com:1.0
S export DISPLAY

For example, for the C shell, you would enter the following command, where
myhost.us.example. comis your host name:

% setenv DISPLAY myhost.us.example.com:1.0

1.12 Setting the Correct Locale
Ensure that the NLS_ LANG environment variable is not set.
For example, for C shell:

unsetenv NLS_LANG

For example, for Bourne, Bash, or Korn shells:

unset NLS_LANG

1.13 Running the rootpre.sh Script

Note: Do not run the rootpre.sh script if you have a later release of
the Oracle Audit Vault software already installed on this system.

1. Switch user to root:

S su -
password:
#

2. Fornew rootpre. sh section for chapter 1 of Audit Vault Installation Guide:
Go to the location where you unzipped the files from patch 6613550:

# /patch6613550/rootpre.sh
./runInstaller -ignoreSysPreRedgs

3. Exit from the root account:

# exit
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Oracle Audit Vault Server Installation
Overview

Oracle Audit Vault is a powerful enterprisewide audit solution that efficiently
consolidates, detects, monitors, alerts, and reports on audit data for security auditing
and compliance. Oracle Audit Vault provides the ability to consolidate audit data and
critical events into a centralized and secure audit warehouse.

This chapter provides an overview of the Oracle Audit Vault Server installation
process. This chapter includes the following sections:

= Deploying Oracle Audit Vault Server

s Oracle Audit Vault Installation Components
s Oracle Audit Vault Installation Methods

s Oracle Audit Vault Server Installation

s Installation Considerations

2.1 Deploying Oracle Audit Vault Server

Install the Oracle Audit Vault Server (Audit Vault Server) on its own host computer or
a host that contains other repository databases such as Enterprise Manager Grid
Control or the Oracle Recovery Manager (RMAN) repository database. This enables
Oracle Audit Vault to have high availability to these other databases. For scalability,
the Audit Vault Server can implement Real Applications Cluster (RAC) and Data
Guard for disaster recovery.

2.2 Oracle Audit Vault Installation Components
Oracle Audit Vault software installation consists of two parts:
s Oracle Audit Vault Server installation that can be either:
- Single Instance installation
—  Clustered using an Oracle Real Application Clusters (Oracle RAC) installation

s Oracle Audit Vault collection agent installation (see Oracle Audit Vault Collection
Agent Installation Guide)

2.3 Oracle Audit Vault Installation Methods

You can choose different installation methods to install Oracle Audit Vault Server, as
follows:
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s Interactive Installation Methods

= Automated Installation Methods Using Response Files

2.3.1 Interactive Installation Methods

When you use the interactive method to install Oracle Audit Vault to perform a Basic,
Advanced, or Upgrade installation, Oracle Universal Installer displays a series of
screens that enable you to specify all of the required information to install the Oracle
Audit Vault software.

2.3.2 Automated Installation Methods Using Response Files

Oracle Audit Vault provides a response file template for Audit Vault Server (av. rsp)
and one for an upgrade installation (upgrade_av . rsp). These response template files
can be found in the AV installer location/response directory on the Audit
Vault Server installation media.

When you start Oracle Universal Installer and specify a response file, you can
automate all of the Oracle Audit Vault Server installation. These automated
installation methods are useful if you need to perform multiple installations on
similarly configured systems or if the system where you want to install the software
does not have X Window system software installed.

For Audit Vault Server, Oracle Universal Installer can run in silent (noninteractive)
mode. For silent mode, specify both the -silent and -responseFile options
followed by the path of the response file on the command line when you invoke
Oracle Universal Installer. For example:

./runInstaller -silent -responseFile path_of response file

Oracle Universal Installer runs in silent mode if you use a response file that specifies
all required information. None of the Oracle Universal Installer screens are displayed,
and all interaction (standard output and error messages) and installation logs appear
on the command line.

Prepare the response file by entering values for all parameters that are missing in the
first part of the response file, then save the file. Do not edit any values in the second
part of either response file.

See Section 3.5 for information about performin