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Abbreviations and Terminology

Following is a list of commonly-used abbreviations and terminology.

roprovationorterm —Jeuihome ]
Administrative Console | ESSO-LM Administrative Console

Agent | v-GO SSO Manager

FTU | First Time Use Wizard

ESSO-AM | Oracle Enterprise Single Sign-on Authentication Manager
ESSO-Anywhere | Oracle Enterprise Single Sign-on Anywhere

ESSO-PG | Oracle Enterprise Single Sign-on Provisioning Gateway

ESSO-KM | Oracle Enterprise Single Sign-on Kiosk Manager

ESSO-LM | Oracle Enterprise Single Sign-on Logon Manager

ESSO-PR | Oracle Enterprise Single Sign-on Password Reset
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About ESSO-PR

About ESSO-PR

Oracle Enterprise Single Sign-on Password Reset (ESSO-PR) enables workstation users to reset
their own Windows domain passwords without the intervention of administrative or help-desk
personnel. It provides end users with an alternative means of authenticating themselves by taking
a quiz comprising a series of passphrase questions.

Each question is weighted with point values. As the end user answers the quiz questions, ESSO-PR
keeps a running score. Points are added to the score for each correct response and points are
deducted for each incorrect response. When the end user accumulates sufficient points to meet a
preset "confidence level," ESSO-PR permits the end user to select a new password. If the end
user's score does not achieve the required confidence level after all questions have been
presented, or if it falls below a preset negative value, the quiz ends and the end useris not
permitted to reset the password.

The reset service is available to each end user after completing a one-time Enrollment Interview to
record passphrase answers. The ESSO-PR Management Console provides easy configuration of the
Enrollment Interview and Reset Quiz, including question text, point values, and confidence-level
limits. The console also affords convenient reports of enrollment and reset activity and status.
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Before You Begin

Purpose

This document provides step-by-step installation and configuration instructions for the ESSO-PR
server-side software component with enhanced security settings.

Intended Audience

This document is intended for system and network administrators who are responsible for
deploying and securing ESSO-PR on their networks. It is assumed that the reader has a solid grasp
of technologies surrounding the configuration of Windows®Server 2003, Windows XP Professional,
Windows 2000 Professional, and general technologies regarding the same.

Best Practices

The following best practices should be observed:

e Review the hardware and software requirements in the ESSO-PR Release Notes thoroughly
and verify that your environment meets all requirements.

e Avoid installing the ESSO-PR server-side components on a domain controller. Use a member
server.

e Ensure that DNS is configured and working properly, including correct enumeration of forward
and reverse lookup zones.

o Verify that your servers and workstations have the latest service packs and Windows updates
installed on them.

For the creation of service accounts, consider using long, complex passwords and set the accounts
to lock out after a specific number of bad password attempts. These actions will prevent a hacker
from successfully launching a dictionary attack on service accounts.

T, Generally speaking, Microsoft recommends that IIS servers be installed on member servers.
4 For a full discussion of this matter, visit Microsoft.com.
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Server Installation Overview

Server Installation Overview

To install the ESSO-PR server components:

1.

la.. Do NOT install the ESSO-PR server-side components on domain controller.

Log on to the IIS Member Server where you have local administrative rights at the domain
level. Do notlog on at the local machine level.

If you are installing the Web server on Windows Server 2008, you must configure it for
Microsoft Internet Information Services 7.0 prior to installing ESSO-PR.

Notice that, by default, members of the Domain Administrators group in AD are automatically
added to the local administrator’s group on the member server. If you are not a member of the
Domain Administrators group, add yourself to the local administrators group on the member
server. This example designates an “Administrator” account as a member of the Schema
Admins group to simplify the process.

Locate the .exe or .msi installation file for the ESSO-PR server-side component.

Whether you receive the ESSO-PR 7.0 CD or download the components, two files exist to
install the ESSO-PR server-side components. One is an executable, the otheris an MSI, with
the .exe containing the .NET framework components.

3. Follow the installation wizard, selecting the defaults and performing the complete installation.

The .exe file includes the .NET 2.0 framework. If you are certain that you are running the most
4 recent version of .NET, install from the .msi file.
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Configuring a Windows Server 2008 Web Server
for IIS 7.0

Prior to installing the ESSO-PR Web server on Windows Server 2008, you must install Microsoft
Internet Information Services 7.0. Following is the procedure to configure IIS 7.0 on Windows
Server 2008.

In the Windows Server 2008 Manager, select Roles>Add Roles.

In the Add Roles Wizard, select the Web Server (IIS) role.

In the resulting popup window, confirm that you want to add the required features.
Click Next.

In the Role Services selection window, check the following selections (in addition to the default
settings already checked):

gau ~h W N

e Under Application Development:

o ASP .NET (in the resulting popup window, confirm that you want to add the required
features)

e Under Security:
o Windows Authentication
o IPand Domain Restrictions
e Under Management Tools:
o IIS Management Console
o IIS Management Scripts and Tools
o Management Service
o IIS 6 Management Compatibility (which selects all sub-items)

Click Next.

7. Inthe confirmation window, verify your installation selections. Click Back if you want to
change any of your selections. Click Install when you are ready to begin installation..

After installation completes, continue to the ESSO-PR installation wizard.
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Using the Installation Wizard to Install the Server

Using the Installation Wizard to Install the Server

If you are installing ESSO-PR on Windows Server 2008, you must install Microsoft
= Internet Information Services 7.0 first. See the section on configuring IIS 7.0 before
beginning this installation.

Installation of ESSO-PR on Windows Server 2003 in a 64-bit environment can take up to
= 50 seconds to complete.

1. Double-click the Setup icon (Oracle_sspr_server_xxx.exe or Oracle_sspr_server_xxx.msi) to
launch the Install Wizard:

i& Oracle Enterprise Single Sign-on Password Reset Server - InstallShield ... rz|

Welcome to the InstallShield Wizard for
Oracle Enterprise Single Sign-on Password
Reset Server

The Installshield(R) Wizard will install Orade Enterprise Single
Sign-on Password Reset Server on your computer, To
continue, dick Next.

WARMING: This program is protected by copyright law and
international treaties.

[ mexts [ Cancel ]

2. Select Complete or Custom setup type and click Next >.(Custom setup allows you to specify
an alternate installation directory.) Then click Next >.
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i@ Oracle Enterprise Single Sign-on Password Reset Server - InstallShield ... fE

9

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

All program features will be installed. (Requires the most disk
space. )

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

< Back ” Mext = ] [ Cancel

3. Click Install.

i& Oracle Enterprise 5ingle Sign-on Password Reset Server - InstallShield ... E|

‘4

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

[ < Back ]| Install i ’ Cancel

The bar indicates the progress of the installation.
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i@ Oracle Enterprise Single Sign-on Password Reset Server - Instal... |

Installing Oracle Enterprise Single Sign-on Password Reset Server
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Orade Enterprise Single
Sign-on Password Reset Server. This may take several minutes.

Status:

ack Mext = Cancel

4. When the installation is complete, click Finish.

The InstallShield Wizard has successfully installed Oradle
Enterprise Single Sign-on Password Reset Server, Click Finish
to exit the wizard.
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Creating Service Accounts

Create the following two accounts on your domain controller. These accounts should be ordinary
users in the domain users group (default):

e SSPRWEB: This account will be responsible for ESSO-PR I1IS functions and will make changes,
additions, and so forth, to the organizational unit (OU) that you will create later.

e SSPRRESET: This account will run the actual reset service on the ESSO-PR member server
with IIS. It will be responsible for resetting user passwords on the domain level.

'a Make these accounts members of the local admins group on the local IIS workstation to avoid
4 problems.

These accounts will be the service accounts that ESSO-PR uses to manage the container
where user questions and enrollment information will be housed and to handle the actual
password reset process. Because these are service accounts, you should use highly complex
passwords and prudent practices in terms of user lockout after a certain number of bad
attempts. Although this might result in some help desk calls from users who cannot reset
their passwords, it will also alert you that someone has been trying to attack these service
accounts. For information as to best practices for service accounts and security log
monitoring, visit Microsoft’s knowledge base.
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Assigning the SSPRRESET and SSPRWEB Accounts

Assigning the SSPRRESET and SSPRWEB Accounts

When a user needs to reset his password, he must verify his identity to the SSPRWEB account
first. After the SSPRWEB account confirms the user’s identity, it communicates permission to the
SSPRRESET account to allow the user to change his password. To assign the authentication and
password reset roles, designate properties to SSPRRESET first, and then to SSPRWEB.

Setting Up the SSPRRESET Account

1. Run: Control Panel > Administrative Tools > Services.
2. From thelist in the right-hand pane, right-click Self Service Password Reset, and select

Properties.
3. Inthe Self Service Password Reset Properties dialog box, select the Log On tab.
4, Select This account and enter the account name: Domain\SSPRRESET. Then enter and

confirm (re-enter) the password for the account.
A dialog box displays to advise you that changes will apply after the service is restarted.

5. Restart the service as indicated. The SSPRRESET account setup is complete.

= zl-
Help |—|E'|X||

Action  ¥iew  Window

=@ i i a 7%
‘ ‘ | | £ ‘ S I 13 Self Service Password Reset Properties (Local 2=l
_@ Computer Management {Local) Name / | Description. | st General LogOn | Fiecavery | Dependencies |
El ﬂ_%stem Taals %Resultant Set of Policy Provider Enables a ... Log on as
@ Event Viewer %Rnut\ng and Remote Access Enables mu... J :

Shared Folders %Secondary Logan Enables st... St " Local System account

Local Users snd Groups 88 Security Accounts Manager The startu... 5t = Allow service ta interact with deskton
Performance Logs and Alert: 8y SelF-Service Passiard Reset 6 Passlogix 5... St

Sarver Supparts fil., St & This sccount? IPASSLDG\X\SSPF\HESETéﬁrowse.. |

‘ st

H S vl %Shell Hardware Detection Providesn... St
|

|

EE:E:E;Z;Z:;B %Smart Card Manages a... Password: sssnnsssssnnne
Disk Managemert %Spacwal Adrinistration Console Helper Allows adm... Corfim password: | $#essessesesnse
E‘t& Services and Applications %System Ewvent Motification Monitors s... St
-5 Telephony %Task Scheduler Enatles a . St
T ey 6 %TCP)’IP NetEIOS Helper Pravides s... St You cah enable or disable this service for the hardware profiles listed below:
% Wi Control %Te\ephony Pravides T... Hardware Profile [ Service I
Indexing Service %Te\net Enables ar... Profile: 1 Enabled
£ & DNS %Terminal Services Allows user.., St
1 Internet Information Service %Terminal Services Session Direckory Enables a ...
Themes Prowides u...
%Uninterruptib\e Power Supply Manages a...
‘ L] | ﬂ Extended , Standard ERee | Disable |

_ o I Cancel I Apply |

T, The SSPRRESET account runs the password reset service on the IIS server where the server-
4 side components reside.

The SSPRWEB account runs the virtual Web site on the IIS server where the server-side
components reside.
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Setting Up the SSPRWEB Account on Windows Server 2003 for
IIS 6.0

To configure the SSPRWEB Account on Windows Server 2003 with Internet Information Services
(1I1S) 6.0:

1. Run: Control Panel > Administrative Tools > Internet Information Services.

2. UnderlIS, locate the vGOSelfServiceReset virtual directory, right-click it, and select Prop-
erties.

3. Select the Directory Security tab.
In the Authentication and access control section, click Edit.

5. In the Authentication Methods dialog box, under "Use the following Windows user account for
anonymous access:", enter the name (in Domain\Username format) and password of the
SSPRWEB account.

In the Confirm Password window, retype the password and click OK.

Restart IIS by clicking Start > Run and entering iisreset.

I Internet Information Services (115) Manager -10o]
‘ng [ -t L TR g0 SelfServiceReset Properties ! 21x
e o | | x HTTP Headers I Custom Errars | ASP.MET |
ftg! Inkernet Information Sery Yirtual Direckory | Documents Direckory Security

= '_'J FATHER {local comput
- Application Pools

B Web Sites Enable anonymous access and edit the
EQ Default Web = w authentication methods For this resource, Edit... ‘!
EI-‘}.; vgoselfse T .

L5 Enrallr _ o Authentication Methods
‘f-’ Manat r~IP address and domain name restrictions -

r~Authentication and access contral

x|

¥ Enable anonymous access

i Reset Grant or deny access to this
) Web3 IP addresses or Internet don Use the Following Windows user account For anonymous access:
@ Comm User name: assloqix\SSPRﬁE Browse. .. |
+-__J Help
B Lang Password;: sessssene

aspnet_cli ot
B-£d aspnet_ [~ Secure communications

..... | web Service Exte
Require secure communicatio Confir PassHggy

enable client certificates whe
resource is accessed, e nertieated

For the Follow I""""'|

are required v
) (al'8 Cancel
- acce

il Inkegr ake s S T T

[~ Digest authentication For Windows domain servers
[~ Basic authentication {password is sent in clear bext)
[ MET Passport authentication

Default domain: I Select,., |

Fleaze re-enter the password to confirm:

T, If you still have the IIS console open and attempt to browse an item therein, you will receive an
= error message stating that you must reconnect. If you are prompted, answer yes. This
happens because the IIS service was restarted.

Setting Up the SSPRWEB Account on Windows Server 2008 for
IIS 7.0

To configure the SSPRWEB Account on Windows Server 2008 with Internet Information Services
(11s) 7.0:

1. Run Control Panel > Administrative Tools > Internet Information Services (IIS)
Manager.
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2. UnderIS, locate the vGOSelfServiceReset virtual directory. Make sure that the Features View
tab is selected, and double-click the Authentication icon under the IIS section.

™EInternet Information Services (II5) Manager [_ O[]
@ 'S [ @ » HYPERVETK » Sites » Defaul WebSite P vGOSeFServiceReset » |k <] 2 @ -
File  Wiew  Help
r . f@ fvGOSelfServiceReset Home
57 l’_ |s}; LEf Open Feature
€5 Start Page = :
= : - EE|- 2 Explore
595 HYPERVETK (55PR\administrator) | | SToP Y Area -
L=} Application Pocls ASP.NET Ed.tperm.L
=-[&] Sites - - - . D Basic Sethings...
=D Default Wb Sits + [ [ 12} e ] B= -
[l aspret_client N\ : N =R 1 ) = Yiew Virtual Directories
¥ wGOSelfServiceReseat NET MET {MET Profile  MET Roles MET Trust NET Users  Application Y
= Compilation  Globalization Levels Settings Manage Application &
= Browse Application
= ] —
ab’ it]? Ij; Q‘?J & L] Browse *:80 (http)
Connection  Machine key  Pages and Providers  Session State  SMTP E-mail Advanced Settings...
Strings Conkrals ~
@ Hep
ns Oniline Help
L € o &
TN Compression Default Directary Error Pages Handler HTTP
Document Browsing Mappings Respo...
Lk = ! - 3
_ 0= I [
r @ 7 Mo
IPv4 address Logaing MIME Types Modules Dukput 55L Settings
and Damai. .. Caching
Management
"}
L
115 Manager
Permissions
EFeatures View [ i Content View
Ready ei:i

3. Inthe Authentication configuration window, select the Anonymous Authentication prop-
erty and click Edit on the Actions panel.

4. Inthe Edit Anonymous Authentication Credentials dialog box, select Specific user: and click
Set.

— Page 15 of 45 —



ESSO-PR Server Installation and Setup Guide

“E Internet Information Services (I15) Manager O] x|
@ 3] [ 5P b HYPERYSTK * Stes b DefaukWebSite b vGOSelServiceReset b | @ -
File  Wiew  Help
3 1 q Authentication T——
Q- id l"L |&z 15, Disable
; Qﬂ Skart Page Edit...
E1-93 HYPERVETK (S5PRadmiristrator) bl Mo croupng b
¥ Application Pools Mamng  * | Status | Response Type @ Help
=[] Sites Anonymaus Authentication énabled nline Help
E!@ Default Web Site ASP.MET Impersonation Disabled
[ | aspret_client Faorms Authentication Disabled HTTP 302 LoginfRedirect
3 wE05elfServiceReset Windows Authentication Enabled HTTF 401 Challenge
Edit Anonymous Authentication Credentials 1 Ed
Anonymous user identity:
% Specific user:
TSR
" Application pool identity Set Credentials l
User name:
ISSPR\SSPRWEB
Password:
|u essae
Confirm password:
|uuuuu|
4 |
Configuration: localhost’ applicationHost. config , <location path="Default Web Site fvGOSelfServiceReset" = q_ﬂ_:g

5.

firm Password fields. Then click OK twice.

6. Restart IIS by clicking Start > Run and enteringiisreset.
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Configuring Virtual Sub-Directories

After setting up the SSPRRESET and SSPRWEB accounts, configure the virtual sub-directories
under the vgoSelfServiceReset virtual directory as follows:

Configuration of Virtual Sub-Directories

Virtual Directory

| EnrollmentClient

Enable Anonymous Access | NO
Integrated Windows Authentication | YES
Authentication and Access Control | SSPRWEB

Virtual Directory

| ManagementClient

Enable Anonymous Access | NO
Integrated Windows Authentication | YES
Authentication and Access Control | SSPRWEB
Virtual Directory | ResetClient
Enable Anonymous Access | YES
Integrated Windows Authentication | YES
Authentication and Access Control | SSPRWEB

Virtual Directory

| WebServices

Enable Anonymous Access | YES
Integrated Windows Authentication | YES
Authentication and Access Control | SSPRWEB

LA
A7 ManagementClient.

The only two virtual directories that do not permit anonymous access are EnrollmentClient and
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Verifying Proper Assignments of SSPRWEB and

SSPRRESET Accounts

1. For IIS 6.0:

To access the ESSO-PR web-based console, open IIS Manager and navigate down to Default
Website, then to vgoSelfServiceReset > ManagementClient. In the right-hand pane, scroll
down to the webservice.aspx page, and browse it.

¥ Internet Information Services (I1S) Manager

=10l x|

';g Fle action Yiew Window Help |;|i|i|
c= | a@EXEFRE 22 =0
-gl Intermet Infarmation Services | | Mame | Path il

=140 MEMBSERVER. (local computer)
[+-_| Application Pools
- Web Sites
- B Defaul Web Site
: Elv‘}., wgoselfServiceReset
: & Carnrmon
~‘£_'1 Enroliment Client
“ust ManagementClient
-_J bin
) Branding

B

| up_frrow, GIF
| users.ascx
| users. aspx

| storage. aspix

| warning. gif
| web.config
| mebservice. ascx

open

Fermissians

|

|De|etes the current selection,

Browse |

By default, Windows Server 2003 installation has all Web service extensions disabled. Be sure
= to activate the required web service extension.

For IIS 7.0:

To access the ESSO-PR web-based console, open IIS Manager and navigate down to Default
Web Site, then to vgoSelfServiceReset > ManagementClient. Select the Content view tab on
the right pane, scroll down to the webservice.aspx page, and browse it.

"A'Elnternet Information Services (IIS) Manager

@wa} [:; b HYPERWETK » Sikes » Default'web Site b vGOSelfServiceResst » ManagementClient  »

Ready

Edit Permissions. ., 3:

File  Wiew Help
e ‘-ﬁ f¢GOSelfServiceResetfManagementClient Content
, =l y = 'webservice.aspx’ Tasks
€- | |8 = || "webservi “ Task
g5 Start Page > - . ASPY File
1193 HYPERVETK (S5PR)administrator) et e alal Sonky Vo oo - : -
15 Applcation Pooks Name ~ e [ =] ||[E] swicchtoFestures view
(@] Sitkes | manageResets, aspx ASPE File EBrowse
E--@ D.PTFauIt Web swte || passwordPolicy  asp: ASPY File Edit Permissiore
_| aspnet_client __| Precompiledapp. config COMNFIG File —
) waOSelfSerceRzset [ £5PY Fils h?nst Modified: 10/7/2009 4:11:00
¥ EnrolmentClisnt || questionClane aspx ASPY File ooy
Help || questions, aspx ASPR File bt
Ilmages | |resets.aspx ASPY, File 83 Refresh
icense N N
service.aspx ASP File &
ManagementClignt ] - @ Help
N settings, aspx ASP File
ResetClient ) Cascading Stvie Sheet D " Orline Help
i Fo
- WebGervices 4 | sspr.css asrading Style Sheet Documen
= |_|skorage. aspx ASPY File
| Juiaspx ASPE File
55 up_Arrow, GIF GIF Image
| |users aspx ASP File
5 warning. gif GIF Image
‘Web, config COMNFIG File
E Swikch to Features Yiew =
EFeatures Wi Browse
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On IIS 7.0, SSPR Server will be installed into the custom “"SSPR AppPool” application pool
instead of DefaultAppPool (as is the case of IIS 6.0). The reason for this is that DefaultAppPool
in IIS 7.0 uses the Integrated managed pipeline mode, which is not compatible with
vGOSelfServiceReset application.

o

‘Zj When you open your browser, add this page to your Favorites list for easy access.

2. In the ESSO-PR Management Console web page, locate the System > Web Service Account sec-
tion. Verify that the SSPRWEB account has been designated as the Current Account.

ORACLE Enterprise Single Sign-on Password Reset

Settings  Questions  Users  Enroliments  Rasats

Web Senice Account

Storage

Reset Service

Conneclors
Cument Account DOMAIMSEFRWER
User Name
Pasaword
Confirm Password

=, Powered by |
SESE

3. Inthe ESSO-PR Management Console Web page, locate the System > Reset Service section.
Verify that the SSPRRESET account is listed as the service account for the Reset Service.

'Zi If the SSPRRESET account is not listed as the Reset Service account under the Reset Service
4 gection of the ESSO-PR Management Console Web page, verify that you are logged in as a local
administrator. If it still does not appear, you can manually assign it by specifying the account
with the following naming convention: Domainname\SSPRRESET.

If you receive an error message indicating that the account does not have logon rights to a service:
1. Navigate to the IIS member server where you installed the ESSO-PR server-side components.
2. Check the local administrator’s group.

3. Verify that the SSPRRESET and the SSPRWEB accounts are both members of the local admin-
istrator’s group.

4. Click on Reset Service in the left pane and verify that the SSPRRESET account is listed as the
Reset Service account.
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ORACLE Enterprise Single Sign-on Password Reset

Settings  Questions  Users  Eprcliments  Resels

Web Serviee Aeosunl

Starage

BEdEl SENieE

Connecinrs
Slabys
Accoung DO ESFRRESET
LUsar Mama
Fagamiid
Confrm Pazaword
Listening Port 45000
Domain TamaD

Powarad by |
() hagii x|

Notice that the SSPRRESET account has been designated as the service account for the Reset
Service.
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Granting Registry Access to the SSPRWEB Account

In order for ESSO-PR to function properly, the SSPRWEB service account needs full permissions to
the following registry key on the member server containing the ESSO-PR server side components:

HKLM\ SOFTWARE\PASSLOGIX\SSPR

'a After applying permissions to this key, drill down several levels to verify that
4 permissions have been propagated throughout.

To avoid possible permissions problems during the configuration of the ESSO-PR server-side
components, Passlogix recommends that you make both the SSPRWEB and SSPRRESET accounts
members of the local administrator’s group on the IIS Member Server where you are installing the
ESSO-PR server-side components.

After you have finished the installation and configuration of the ESSO-PR server-side components,
you can remove these accounts from the local administrator’s group on the member server.

— Page 21 of 45 —



ESSO-PR Server Installation and Setup Guide

Enabling Storage in Active Directory

ESSO-PR stores user questions, answers, configuration, and enrollment information within an
organizational unit in Active Directory. Select any name for the OU that will identify the unit easily.

¥, Before you proceed, create this organizational unit at the root of your domain. If the OU does
4 not exist when you try to enable storage, you might receive an error message indicating that
no such object exists on the server.

The Connect As account performs the schema extension. As such, this account must be a member
of the Schema Administrator’s group and have permissions to create objects within the ESSO-PR
Ou.

ORACLE’ Enterprise Single Sign-on Password Reset

Setlings Questions Usars Ereclimants Rasets

Web Service Anoount
Storage

Reset Service
Connectors

Starage Type A0 w

;_Slixall:lame:ﬁ Address, Port
SEFFDC DORAIN.COM m

Seners L]

Delate

Servar Timeaut a Seconds

Slarage Localicn (DM) OLI=SEFR DC=Celkad W O =C0k

Uss S50 ]

Intialize sterage for ESS0-PR B

Connect As [User Mame) DOMA MECHEMASUFER

Pazgword LRI T )

| Subemit |

=, Powered by
"2 pussLOGHT

To enable storage in Active Directory:

1. Inthe System > Storage screen, select the storage type as AD in the Storage Type drop-down
menu.

2. Enterthe fully qualified domain name or the IP address of the domain controller that you want
to use.

Enter 389 for the port number. This is the LDAP port used by Active Directory.
Click the Add button.

Populate the fields according to the information in the table below.

Click Submit.

A

— Page 22 of 45 —



Enabling Storage in Active Directory

After a slight delay, the confirmation message, Successfully Saved Changes, is displayed.

Storage

Configuration
Screen Label

Storage Type

Explanation

The type of directory in which ESSO-PR is installed. This example uses
Microsoft Active Directory (AD).

Server
Name/IP
Address,

Port Number

The fully qualified domain name or the IP address of the domain controller.
The port number for AD is 389. The port number for SSL is 636.

Servers

The list of domain controllers to use. This example uses one server:
SSPRDC.PASSLOGIX.COM. It is possible to have multiple servers.

Server Timeout

The number of seconds in an attempt to establish a connection to the
repository before a timeout.

Storage The distinguished name (DN) of the ESSO-PR OU that you create within
Location (DN) Active Directory. The DN typically includes:

OU=SSPR The name of the OU that you create

DC=PASSLOGIX | The NetBIOS or short name of the domain

DC=COM The extension of the domain; for example, com or .gov.

Use SSL Select to enable secure socket layer.

Initialize Make sure that this box is checked. If you do not select this option, you will
Storage for not be able to enter information into either the Connect As or Password
ESSO-PR fields. This tells ESSO-PR whether or not it should extend the schema and

create the initial objects. If this box is not checked, ESSO-PR will only
update the storage settings.

Connect As

The name of the account that will actually extend the AD schema and add
the necessary objects to the ESSO-PR OU. This account should be a
member of the Schema Admins group and have permissions to create
objects in the ESSO-PR OU.

-
LL.: Enter the username in this syntax: Domain\Username

Password

The password for the account specified above.

To verify that the ESSO-PR OU is configured correctly, open a fresh instance of Active Directory Users and
Computers on your targeted domain controller, using the Advanced view. You should see an OU named SSPR
(or the name that you chose) and two subordinate OUs named SystemQuestions and Users. The existence of
these two subordinate OUs indicates success.

You can now remove both the SSPRWEB and SSPRRESET accounts from the local administrator’s
group on the IIS member server where you installed the ESSO-PR server-side components.
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Delegating Permissions to the SSPRRESET Account

The goal of this procedure is to grant a limited set of rights to the password reset account
(SSPRRESET). You will be able to reset user passwords and unlock accounts with this account, but
nothing more.

Note that the SSPRRESET account is simply a member of your domain users group. As a fail-safe
built into AD, this account cannot be used to change the password of a user that has greater rights
(such as, an administrator account).

You can assign this right at the organizational unit level or group level. Assigning this right at the
user level should not be a general practice and is not recommended.

Considerations When Planning Account Permissions

The assignment of password reset permissions mandates careful consideration and planning to
ensure that the desired accounts, and only the desired accounts, are granted this permission.
Some practices and caveats that might help you fine-tune your strategy as you set up these
accounts include:

e Consider granting the password reset account granular permissions based on organizational
units or specific groups. After applying permissions to either, test to make sure that you have
the desired results.

e Do not run the Delegation of Control Wizard at the root of your domain: if you do, you will give
the password reset account rights that extend beyond users to objects such as computers and
printers.

e Because the password reset account is a member of the domain users group, its password
reset permissions are applied to all the members of the domain users group, who are at the
same level.

So, if you store all of your users in the default users container in AD and run the Delegation of
Control Wizard at that level, it will not permit a domain user account to reset administrator
account passwords. Active Directory does not permit users to have admin rights over
administrators.

In this scenario, the password reset service account will not be granted permission to reset the
password of your administrators. Your administrators will be able to enroll in ESSO-PR and go
through the entire password reset dialog. However, when they attempt to reset their passwords,
they will receive an error message because the password reset service account is not designed to
have permissions to reset the password for users in a higher security group.

Carefully consider whether you want members of your domain administrators group to be able to
have their passwords reset by an ordinary user account. While you can grant this level of control to
the password reset account, you might decide it is wiser not to do so.
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Delegating Control at the OU Level

Consider an OU structure in Active Directory where users are divided in the following manner:
e OU = Usersl

e OU = Users2

e OU = Users (the default user container created in AD)

Assigning users to organizational units makes it possible to manage the SSPRRESET service
account permissions of many users in a simple and uniform manner.

In the following example, we will give the SSPRRESET account the authority over the Users2 OU to
reset its members’ passwords.

1. Goto Start>Administrative Tools> Active Directory Users and Computers.
2. Make sure Advanced Features is checked under the View menu.

4% Active Directory Users and Computers I ] 4
@ File  Action | Yiew Window Help | =1=1=1
= | |E AddiRemave Calumns... s W @O
@ Active Director. Large Icons ocal] Internal_Users & ob
D Saved Que  Small Icons = 7 = =
23 voURCOM st éme = :
=+{E Accour e petai Hserst Lser
@ Exl - Uszers2 User
@ m Users, Groups, and Computers as containers ﬁ Users3 User
R EERT o v ~dvanced Features € Usersd Lser
[]...D Cormpu Filter Options. .. ﬁ Userss User
- Cromai Userst User
& @ Dm‘_a"— Customize, .. ﬁ
[0 Fareir.
-2 LostandFound
-] NTDS Quatas
[-[Z7 Program Data
(&) sspr
- Syskem
[]---D Users
l | 2
|Enables,|'disables advanced features and objects | |

3. Navigate to Active Directory Users and Computers > [YourDomain] > [YourOU]. This
example uses YOURCOMPANY.COM> Users2.

4. Right-click on the OU that you want to control (this example uses the Users2 OU) and select
Properties.
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@ Active Directory Users and Computers
-] Saved Queries
E..@ Y OLRCOMPANY COM
7. (5] Accounts
23 Buikin
L3 Computers
(&%) Domain Controllers
D ForeignSecurityPrincipals
[C7 LostandFound
[ NTDS Quotas
D Program Craka

Delegate Contral...

Mave...

Find. ..

[lew »
All Tasks 3
Wigt L2

Mew Window From Here

Cuk

Delete
Rename
Refresh
Export List...

5. Inthe Users2 Properties window, select the Security tab.

Users2 Properties e |

I CDM+| Group F'olic:yl

Generall tanaged Byl Object |

Group or uzer names:
m Enterprize Adminz ;I
ﬁ ENTERPFRISE DOMAIN CONTROLLERS
ﬁ Pre-windows 2000 Compatible Access
ﬁ Frint Operatars

€8 SrSTEM

-

Add... | Remove |

Pemizzions for &ccount Operatars Allows Deny

Full Control O
Read O
Wirite O
Create &l Child Objects O
O
O

Delete All Child Objects o
Generate Resultant Set of Policy(Logaging] O :I

For special permizsions or for advanced settings, Advanced |
click Advanced. —
k. I Cancel | Lpply |

6. Click the Advanced button to access Advanced Security Settings.
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Advanced Security Settings for Users2 I i |

Permissions |.&uditing| Dwnerl Effective Permissionsl

T o wiews more information about special permizsions, select a pemizzion entry, and then click. Edit.

Permission entries:

Type | Name | Permizsion | Inherited From | Apply To |A
Allaw Account Operators [, Create/Delete .. <not inherited> This object anly

Al Account Operatars .. Create/Delete .. <not inherited> Thiz object anly

Allaw Account Operators [, Create/Delete ... <not inherited> This object anly

Al Frint Operators [YOUF  Create/Delete ... <not inherited> Thiz object only o
Allaw Account Operators [, Create/Delete ... <not inherited> This abject anly

Al Domain Adming [vOU  Full Contral <nat inherited: Thiz object anly

Allaw EMTERPRISE DOM... Special <nat inherited: This object anly

Al Authenticated Uzers Special <nat inherited: Thiz object anly ;I

Edit... Eemove

Allaw inheritable permizsions from the parent to propagate ko thiz object and all child objects. Include
these with entries explicitly defined here.

Taoreplace all permission entries with the default settings, click Default. Default |

Learm mare about access contral.

QK | Cancel | Lpply |

7. Click the Add button.

In the Enter the object name to select field, enter the name of your ssprreset account (or
browse to the account using the Advanced > Find buttons. (You can use the Check names

button to verify that you have entered the account name correctly.

Select User, Computer, or Group [

Select thiz object type:

ILlser, Group, or Built-in security principal Ohject Tppes...

Erom thiz location:
IYOURCOMPANY.ID::&I Locations. ..

Enter the object name to zelect [examples]:

T

LCheck Mames

Advanced... | ] I Cancel

9. Click OK.

10. From the Object tab of the Permission Entry screen, select User objects from the "Apply

onto:" dropdown menu.

11. Inthe Permissions window, check the Reset Password box in the Allow column.
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Permission Entry for Internal_Users 2l x|

Object | Properties |

Apply onte: ILIser ohijgcts j

Permizzions: Allaws Deny

Delete Subtree

Read Permizsions
Maodify Permizzions
Modify Dwner

Al alidated Wiites

Al Extended Rights
Create All Child Objects
Delete All Child Objects
Allowed to Authenticate
Change Paszword
Receive As

Fezet Paszword i

| A R LI
r Apply these permizziohz to objectz and/or Clear All |

containers within thiz container only

OF. I Cancel |

1800000000000
1000000000000

12. In the Permission Entry screen, select the Properties tab.
13. From the "Apply onto:" dropdown menu, select User objects.

14. In the Permissions window, check the Write lockoutTime and Write pwdLastSet boxes in
the Allow column.

Permission Entry for Internal_Users j4 | | Permission Entry for Internal_Users 2lx|
Object Properties | Object Properties |

Mame: Isspneset [zzprreseti@alanteldman. local) Change... | Marmne: ISSD”BSEt [zzprreset@alanteldman.local] Change... |
Apply onto: I |zer objects j Apply onto: I |Iser ohjects j
Permiszions: Allow Deny Pamissions: Allewy Deny

Read IP Phane Murber (Others) O O ;I Read phato O o =

‘wirite |P Phone Murber [Others) O O ‘wirite phota O O

Fiead Job Title a O Read Post Dffice Box O O

wite Johb Title O O ‘wirite: Post Office Box O O

Read jpegPhato O O iy Read postal ddress O O

Wite jpegPhoto O O ‘wirite postalbddress O O

Read labeledRI O O Fead preferredLanguage O O

‘Wirite labeledUR] O O Write preferredLanguage O O

FRiead lastLogonTimestamp O O Read profilePath O O

wiite lastLogonTimestarnp O O white profilePath O o -

FRead lockoutTime O O Read pudLastSet O O

Wirite lockoutT ime O Wite prdLastSet O

Mlacdl cmmee Blamen m m hd Fload cmemehleimal an [ | [ | LI
r Apply these permizsions to objects and/or Clear All | r Apply these permiszions to objects and/ar Clear Al |

containers within this container only containers within this container only
Cancel | Cancel |
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15. Click OK.

16. Click OK two more times to close the windows. Your changes take effect immediately.

To verify that permissions were correctly assigned:

1. Right-click on the OU to which you just assigned the new permissions.
2. Select Properties.
3. Select the Security tab.

The SSPRRESET account should be listed as having Special Permissions. The Advanced tab will
indicate that this account has password reset permissions on the OU.
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Making the SSPR Server a Trusted Intranet Site in AD

There are two virtual directories within ESSO-PR that do not permit anonymous access, but that
are configured to use integrated Windows authentication (that is, if you are logged onto the
domain with your Windows password, you should be able to get to that page).

Because the security for IIS running on Windows Server 2003 is more stringent than IIS on
Windows Server 2000, the first time a user attempts to enroll, he might encounter a popup screen
requesting username and password, as is customary with any Web site with such settings. You
can avoid this behavior (which can lead to undesired help desk calls) by putting the fully qualified
domain name of your ESSO-PR IIS server in your list of trusted sites for any user in your domain.

To designate your ESSO-PR server as a trusted intranet site:

e For an individual computer, add the ESSO-PR IIS server’s default Web site to your list of
trusted intranet sites.

e Within AD, add this site to your list of trusted intranet sites through a group policy.

To accomplish this, you need:

e Domain administrator rights
e The ability to create or modify group policies at the OU or domain level.

In the following example, the ESSO-PR server site is designated as a trusted intranet site for the
entire domain. As such, it is a trusted site to all domain users.

T You might choose to create this policy for each OU that contains potential ESSO-PR
= users for more granular access control. Regardless of your approach, the end result is
the inclusion of the ESSO-PR IIS server default Web site as a trusted site.

To add the ESSO-PR IIS server to the list of trusted sites in your organization, you must first create
a policy for Windows clients that do not have the Internet Explorer Enhanced Security
Configuration installed (by default, Windows XP and Windows 2000 Professional do not have this
feature installed):

1. Remove the Internet Explorer Enhanced Security Configuration settings (Control Panel >
Add/Remove Programs > Add/Remove Windows Components).

2. De-select (remove) the Internet Explorer Enhanced Security Configuration.

¥, You can install this enhanced security feature on your domain controller after having
A created this policy. Read the dialog box that pops up when you attempt to import the
current zone within Group Policy Object Editor.

To create this policy, open Active Directory Users and Computers, right-click on the
organizational units that contain users who will be enrolling in ESSO-PR (in this
example, at the root level of the domain) and click the Group Policy tab.

3. Create a policy named SSPR TRUSTED INTRANET SERVER.
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Generall M anaged B_I,II EII:-ieu:tI Security  Group Folicy I

To improve Group Policy management, upgrade to the Group Paolicy
i anagement Conzole [GRPRLC).

Current Group Palicy O bject Links for dom ain

Group Policy Object Links | Mo Owerride | Dizabled |
Drefault Dromain Policy

R TRUSTED INTRAMET SERY

Group Policy Objects higher in the list have the highest priority.
This list cbitained from: TRUSTED domain com

New | agd. | Edit Up |

Options... | Delete... | Propertiez [ |

[ Block Policy inkeritance

4. Click Edit.

% Active Directory Users and Con ==l x|

&5 Ele  Adion tiew  Window  Heln 'fn Group Policy Obie I -0
= File  Action View Help
“ctivs Directs | el | Manaosd By | Object | eﬁmup Pol| o o | | 2
& :a"e” Que o improve Group Folicy management, upgrade to the. [ =5 55PR TRUSTED INTRANET SERVER. | Name | Description
E‘" &Dgﬁi’: agement Console (GPMC) {8 Computer Configuration Security zores and Content R... Settings For content ratings and
= Software Setti i i
Dcomp, 'S Current Group Poliey Objed Lirks for dom g i S:m':j: B Jauthenticods Settings Settings for authenticode
il g Security Zones and Content Ratings 2%
2 Domait - (0 Administrative Tereietes ¢ & — 2z
1 Forsig 1 ¢ User Configuration Securty and Privacy Settings |
L LastAr Group Policy Object Links [ Mot (- (] Softwars Settings
[ NTDS ¢ Default Domain Policy (21 Windows Settings “You can customize the settings of each security zone as well as customizing the privacy settings. These settings
=] @ ouall SSF‘F\ TRUSTED INTRANET SERVER 6 <l Remats Tnstallation © must be made through the Modify Settings button below. For more detailed help, refer to the help documents.
@ ]| Seripts fLogon/Logef
% ou Security Settings r~ Security Zones and Privacs
(&) oL L
- {3 Public Ky Policie Do ot customize secuity zonss and privacy
(2 Software Restric i i
g e e e e o ) Folder Redirection % Import the current secuity zones and privacy settings
This list obtained From TRUS TED.domain.com 141 Intermet Explorer Ma
Browser User Int pry g n g 7
[ | Edit {55 Correction Content ratings allow yola to prevent users from viewing sites with risky cortert. atings are set on & per-site basis
i and are rated by the author for degrees of risky language. nudity, and violence.
Options.. | Delete.. | Properties URLs
Security i~ Content Riating
Programs
[ Block Policy iertance 1 2 Adranstr s Tamslates " Dig not customize Content Ratings
" Import the current Content Ratings settings Madity Settings I
Close: Cant
q LI | oK Cancel | Apply | Help:
| e—

5. Expand the user configuration portion of the policy in the Group Policy Object Editor.

Navigate to Windows Settings > Internet Explorer Maintenance > Security > Security Zones
and Content Ratings.

7. Click Modify Settings.
Read the displayed message and proceed.

'Zi This is the same Internet Properties dialog window that is found in Internet Explorer v
4 6.0.
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- =181X%]
File  Action Miew W\ndr\.ui e ‘it Group Policy Object Editor: . I o= | S
—-. ﬁ cO operlie File Action ¥iew Help B |Privacy|
etive Drocty; | oneral| Managed By| Object | Secuity GrousFPoil oy | \ 2 St o Web contont sore o soeei -
n slect 2 Web content zone ta speaify its seourity settings =—
_[—i zaved Que To improve Group Palicy management, upgrade to the | S5 55PR TRUSTED INTRANET SERVER | ame —
amain.ca =5 —
s Management Cansale (GPML) E@ r(\( o =2 ‘;..1 °
L ;_—? . - .
g Compr r\—— Current Group Policy Object Lirks for dom C & tLl"|saLt?'|e IS(Iatttlngs ktnelow to define which Web sites are indudedin -~ L ocalintaret  Tustedsites  Restricted b x]
Domé p il & Local Intranet zone.
9 Local intranet . 2P sies
[ Losts ¥ Include alllocal {intranst) sites not listed in other zones ranet
& < ;| Vou can add and remove Web sites From this zone. All Web sites contains all Web sites that
NTDZ
é ouA ":) in this zone will use the zone's security settings. IV Include all stes that bypass the proxy server r oiganization's intianet Sites i
@l ¢ ¥ Include all petwork paths (UNCs)
i r this zone
& % E Add this Web site ta the zone:
I-j Ald Adwanced.. oK Cancel
[ Prog = L
{&3) ssPR — T TTIQCTT T COITET s settings.
S pste MeD ke Ider Redirection - To change the seltings, dlick Custom Level
Civer |t At lodi E ternet Explorer Ma - To use the recommended seffings, olick Default Level
prfssprms.passiogix. com il Brawser User Int
Connection Content ratings allow you =
L ahd are rated by the authc
s
Sy Content Ratings Custom Level... I Diefault Level |
] FPrograms & Do not customize €
I™ Require server verification (hitps:) for all sites in this zone istrative Templates
£ Import the curent [
K | Cancel | Ll I
Close:
| ok || cancal | sl | hep |
d T
9. InthelInternet Properties dialog box, click the Local intranet zone icon, then click the Sites
I I

button.

10.
11.
12.
13.

In the Local Intranet dialog box, click Advanced.

Enter the fully qualified domain name of your ESSO-PR IIS default website where indicated.
Click Close.

Click OK and Apply as needed to close out of the Group Policy Object Editor.

Depending on the replication speed within your network, it could take some time to replicate this
policy throughout your Active Directory structure.

To confirm that this policy was applied at your desired level in AD:

1.

sufficient time).

2.

> Advanced.

Log on as a user who would be affected by this policy (having given AD group policy replication

In Internet Explorer, open Tools > Internet Options > Security > Local Intranet > Sites

Internet Explorer should list the site you added in its Trusted Sites window.
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Restricting Access to the Management Console

In order to avoid unauthorized users from accessing the Web-based ESSO-PR management
console, perform the following steps:

Open Windows Explorer and navigate to C:\Program Files\Passlogix\ESSO-PR\.
Right-click the Management Client and select Properties from the shortcut menu.
In the Properties dialog box, click the Security tab.

Click Advanced.

Click Inheritable rights for Users to clear the selection.

In the dialog box that opens, click Copy.

Click OK.

In the Security tab, remove unauthorized users.

Click Add.

Choose an Advanced search and select IIS_WPG (for Windows 2003).

Click OK.

© 00 N O U1 A W N -

e
= O

lzj All permissions except Full should be checked under the Allow column.
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Reference and Troubleshooting

Installation and Configuration Notes

Using AD or ADAM and IIS Web Services on Different Servers

If IIS and Active Directory or the ADAM instance are on different computers, then you must
provide the IIS Web services with a user account that is in the same domain as (or a trusted
domain of) AD or ADAM, and that is provided with read/write access to the directory.

Installing ASP.NET 2.0 With Windows 2000 SP4: “Access is Denied”
Error

When you install ASP.NET 2.0 on a computer running on a Windows 2000 Server domain
controller with Service Pack 4 (SP4) installed, the built-in IWAM user account (used by IIS Web
services with ASP) is not granted Impersonate User rights for ASP.NET 2.0. A request for any ASP
resources, including ESSO-PR, can produce an “Access is denied” error message. Microsoft has
acknowledged that this is an issue in SP4 (Knowledge Base article 824308) and provides the
following workaround to assign “Impersonate a client after authentication” to the IWAM account
manually:

1. Goto Start > Programs > Administrative Tools, and click Domain Controller Security Pol-
icy.

Click Security Settings.

Click Local Policies, and then click User Rights Assignment.

In the right pane, double-click Impersonate a client after authentication.

In the Security Policy Setting window, click Define these policy settings.

Click Add, and then click Browse.

In the Select Users or Groups window, select the IWAM account name, click Add, and then
click OK.

Click OK, and then click OK again.

9. To enforce an update of computer policy, type the following command:
secedit /refreshpolicy machine policy /enforce

N oo i1 WN

10. Atacommandprompt, enter iisreset.

Server Error in V' /vGOSelfServiceReset/ManagementClient”
Application
When you install .NET 2.0 on a computer running a newly installed operating system, the Network

Service account must be granted read/write access or you will encounter a server error when you
access the ESSO-PR 7.0 Management Console.

To avoid the server error, grant the Network Service account read/write access to the following
folder:

C:\Windows\Microsoft.NET\Framework\v2.0.50727\Temporary ASP.NET Files

This is not a ESSO-PR-specific issue. All ASP.NET applications will receive this error if the configuration is
not set correctly.
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Group Security Policy: Password History Setting Should Be Increased

ESSO-PR uses the password history setting of the Windows 2000 Group Security Policy. You
should allow for one additional prior password in addition to the Enforce password history setting.
For example, if the setting is 3 (ensuring that a user’s last three prior passwords cannot be
reused), ESSO-PR uses one of these, so the actual setting is 2. Oracle recommends a higher
setting for Enforce password history for optimal security.

Internet Security Settings (Windows 2003 users)

The default settings for Windows 2003 Internet Security settings are more stringent than those
for Windows 2000 and XP. You must add the ESSO-PR Web service to the workstation's Trusted
Sites Internet zone or the Local Intranet zone in order to use ESSO-PR as a Windows 2003 client.

Upgrading for SQL Server Users

Versions of ESSO-PR priorto 10.1.4.0.2 Fix Pack 1 did not adhere to case sensitivity when
submitting Users page queries to SQL databases, which would result in an error message.

ESSO-PR 10.1.4.0.2 Fix Pack 1 has resolved this issue. However, depending on your upgrade
path, your installation might still require this manual change. The following table illustrates the
various upgrade paths for ESSO-PR and what to do based on the path you have taken.

Version/
Upgrade Path Workaround

10.1.4.0.3/ Issue resolved Not necessary
New installation

10.1.4.0.3/ Issue resolved Not necessary

Upgrade from 10.1.4.0.2

Fix Pack 1

10.1.4.0.3/ SQL Case Sensitivity Rename Design Table as follows:
Upgrade from 10.1.4.0.2

1. On the SQL Server machine, open
Enterprise Manager.(see following
procedure)

2. Locate the SSPR database and select
Tables.

3. Right-click on the Users table and
select Design Table.

4. Change the column name "UserSiD" to
"UserSid" (Change capital 'D' to lower
case 'd").

5. Save.

or prior
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Modifying the DCOM Permissions of the SSO Reporting
Service
ESSO-PR sends reporting events to the SQL Reporting database through the SSO Reporting

Service, which runs locally on the Web server. The local SSO Reporting Service sends those events
to the SQL Reporting database at regular intervals.

F-¥ The default interval for transmitting events to the SQL Reporting database is 30
“4 minutes. You can change this setting from the Reporting page of the ESSO-PR
Management Console.

You can configure the Web server in one of two ways to enable reporting:

e Make the ESSO-PR Reset domain account a member of the local Administrators group.
or

e (Recommended) Modify the DCOM permissions of the SSO Reporting Service to allow the
ESSO-PR Reset account to launch and activate the SSO Reporting Service.

To modify the DCOM permissions:

1. Click Start > Run. At the command prompt, type dcomcnfg and press Enter.to launch the
Component Services management tool.

(%2 Component Services

i, File Action View Window Help

ke Al RERERERN 7 |oel Fall

[C3 Console Root Mame |
= ¥ Component Services | coM+ Applications
= [ Computers ~|DCOM Config
SN M‘_J" Computer “| Running Processes
| COM+ Applications "| Distributed Transaction Coordinator
| DCOM Config
“| Running Processes

"| Distributed Transaction Coordinator

@ Event Viewer (Local)
4. Services (Local)

2. Navigate to the DCOM Config node: Console Root > Component Services > Computers
> My Computer > DCOM Config.
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(¥ Component Services

. File Action View Window Help

o | HmXE G HBE| 2

ShellWindows ;I
SLLUA

SLUT

S50ReportingService Class
SSPRChangePasswordSve
Ser DCOM Back-end dasses

[ F F FE FEFEFE
WERENENENENENE

System Configuration Utility

3. Locate the "SSOReportingService Class” node, right-click, and select Properties.

4. From the “SSOReportingService Class Properties" window, select the Security tab.

5.
6.

‘General | Locaton  Secuty | Endpoints | Hentty | |

2=

=

kol |

In the “Launch and Activation Permissions” section, click Customize, then click Edit.

In the "Group or user names:" section, click Add.
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2%
Secsy |

Group o user names:;

B2, Adrmiristrators (WIN-2HUAISEMALD Administratars)

EX INTERACTIVE

Pemissions for SYSTEM

Allaw
Local Launch B
Remate Launch =
Local Activation =
Remate fctivation |

noooo|f ?

Leam sbout sccess control and pemissiors

oK | Cocel |

7. Enter the name of the ESSO-PR Reset domain account and click OK.

ET—T— 2%
Salact this object type:
ILm,ﬁan,nr Buiitin sacumy principals Object Types...
From $his location:
Enter the chjaet names 1o select (zemplacl

_Grock Namen |

Igﬂ@&mn

Advanced... OK | Cancal |

e

8. Verify that the ESSO-PR Reset account has “Local Launch” and “Local Activation” permissions.
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P T T T T—— E 2| x]

Sacu'hrl

(Group or user names:

82 SYSTEM
82, Administrators (WIN-2KUAJBEMXLO"Administrators)
82, INTERACTIVE

l sspmeset (sspmeset@afman local)

Add Hemave |
Pemissons for sspmeset Alow Demy
Local Launch | O
Femote Launch O O
Local Activation M O
Remote Activation O O

Leam shout access contral and pemizsions

[0k | cancel |

9. Click OK twice to finish.
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Installing an ADAM Instance
1. Start ADAMSetup.exe. Select A unique instance and click Next.

vz Active Directory Application Mode Setup Wizard 5'

Setup Options
An ADAM inztance iz created each time ADAM iz inztalled.

Y'ou cah create a unique instance, or you can inztall a replica of an existing instance.

Select the type of instance you want ta install.

¢ B
Thiz option automatically creates a new instance of ADAM that uses the default
configuration and schema partitionz. The new instance will not be able to replicate
with exizting instances.

" A replica of an existing instance
Thiz option creates a hew instance of ADAR that uses the configuration and
zchema partitions replicated from another instance of ADAM. *Y'ou can also select
the application partitions ko replicate.

< Back I Meust » I Cancel Help

2. Provide your Instance name and click Next.

= Active Directory Application Mode Setup Wizard |

Instance Mame
The inztance name iz uzed to differentiate this instance of ADARM fram other A0AM
instances on this computer.

Type a name for thiz inztance. The name should reflect the uge for which this instance
of ADAM is intended.

Inztance name:
|55PFH1

Example; Addreszbook]

The ADAM service name iz created when the instance name is combined with the
product name. It will be displaved in the list of Windows services.

ADAM zervice name:
ADAM_S5PR-1

< Back I Mext » I Cancel Help |

3. Specify port numbers of 10000 and 10001 (ten thousand range, for easy recall) and click
Next.
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== Active Directory Application Mode Setup Wizard il

Ports
Computers will connect to this instance of ADAM using specific ports on all of the
IP addreszses associated with this computer.

The ports displayed below are the first available for this computer. To change these
portz, type the new port numbers in the text bokes below.

If wou plan to inztall Active Directory an thiz computer, do not use 389 for the LDAP port
or 636 for the S5L port becauze Active Directory uzes theze port numbers. Instead, uze
available port nurbers from the follawing range: 1025-65535,

LDAP port number;
|1 0000

S5L port number:
|1 onm

< Back I Mext » I Cancel | Help |

4. Specify the root DN (for example, DC=SSPR, DC=Passlogix, DC=COM) and click Next.

ctive Directory Application Mode Setup Wizard 5'

Application Directory Partition
An application directory partition stores application-specific data.

Do you want to create an application directory partition for thiz ingtance of ADAM ?

" Mg, do not create an application directony partition
Select thiz option if the application that you plan ta install creates an application directom

upoh installation, or if you plan to create one later.
" ‘Yes, create an application directary partition

Select thiz option if the application that you plan to install does not create an application
directom partition upon installation. & valid partition name iz any distinguished name that does
not already exist i this instance. Example distinguizhed name:

CH=Partition1 DC=+oodgrove DC=COM

Partition narne:
DE=55PR.0C=Paszlogix, DC=COM

< Back I Meust » I Cancel Help |

5. Specify an easy-to-find base location (for example, $RootDrive%\ADAM\ Instance) and click
Next.
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ctive Directory Application Mode Setup Wizard il

File Locations

YY'ou can zpecify a location for each twpe of file associated with thiz instance of
ADAM.

Specify the locations to store files associated with ADAM.

Data files:
IF:‘\.&DAM\SSPH-‘I hdata Browsze. .

Data recovery files:

IF:k&DAM'\SSPH-‘I \recoverny Browsze... |

< Back I Mext » I Cancel Help

6. Specify the run privileges and click Next.

|

== Active Directory Application Mode Setup Wizard

Service Account Selection
ADAM performs operations uzing the permissions associated with the account you
zelect,

Set up ADAM to perform operations uzing the permizzions aszociated with the following account,

" Metwork service account

ADAM has the permizzionsz of the default Windows service account.

% Thiz account;

ADAM has the permizzionz of the selected account. Enzure that the account you zelect iz et
up ko run az a service.

User name: (€ assdministiator = J Browse. .. |

Pazzward: |ouuouu.

< Back I Mest » I Cancel Help

7. Specify the Administrative Permissions and click Next.
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= Active Directory Application Mode Setup Wizard x|

ADAM Administrators
Y'ou can zpecify the uzer or group that will have administrative privileges for thiz
instance of A0AM.

Azzign the following user or aroup of users administrative permissions for A0ARM.

& Cumently logged on uzer: D&k drministator

The uzer that iz installing ADAM will have administrative permizzions for this instahce
of ADARM.

= This account

The zelected uzer or group will have adminiztrative permizzions for thiz inztance of
ADAM. Wou can chooze any uzer ar group from thiz computer, this computer's
domain, or any domain that iz tuzted by this computer's domain.

AEaunt name;

Browsze... |
< Back I Mext » I Cancel | Help |

8. Select Do not import LDIF files for this instance of ADAM and click Next.

= Active Directory Application Mode Setup Wizard |

Importing LDIF Files
“ou can import data from Lightweight Directory Interchange Format [LDIF] files into
your ADAM application directory partition,

Ta confiqure the ADAM zervice in a specific way, import one or maore of the LDIF files listed
below.

¢ Do not import LOIF files for this instance of ADdAM:

£ Impart the selected LOIF files for this instance of S04k
Ayailable files: Selected LOIE files:

MS-2bdan LOF
kS5-I netdrgPerson LOF

kS-Uzer LDF
WS -UzerPromy LOF fidd - |
- Bemove |

< Back I Mest » I Cancel Help

9. Click Next as requested to proceed.
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.,';': Active Directory Application Mode Setup Wizard

Ready to Install
The ADAKM Setup Wizard iz ready to install ADAR with the following configuration.

Before continuing, reviews and confirm your selections.

Selections:

Install a unique instance of ADAR. -

Ihstance name: S5PR-1

Computers will connect to thiz instance of ADAM uzing the following ports:
LOAP port; 10007
S50 port; 10002

A0AK replication will uze Megatiate authentication.

Stare ADAM program files in the following location: LI

To change pour selections, click Back. To install ADAM, click MNest.

< Back I Mext » I Cancel Help

Click Finish.

ctive Directory Application Mode Setup Wizard

Completing the Active Directory
Application Mode Setup Wizard

“ou have successfully completed the Active Directon
Apphcation Mode Setup Wizard.

< Biack

T Finish Cancel Help
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Server Registry Settings

P Under HKLM\Software\Passlogix\SSPR

Data
Key Value Name Type

SSPRService Reset dword Set to 1 to display the reset prompt. Set to 0
ShowIntroduction REG_ (default) to suppress the reset prompt.
DWORD
SSPR Service Reset dword Set to 1 to activate customizable reset error
CustomizedErrorMsg | REG_ messages. Set to 0 (default) to use the built-
DWORD | in reset error messages.
Storage StorageOrder string AD or ADAM
(REG_
SZ)

P Under HKLM\Software\Passlogix\SSPR\Storage\Extensions\

ADAM Root string (REG_SZ) ADAM partition root

Classname string (REG_SZ) Adam

P Under HKLM\Software\Passlogix\SSPR\Storage\Extensions\ADAM\

| Servers | Serverl | string (REG_SZ) | server:port (of the ADAM instance) |

» Under HKLM\Software\Passlogix\SSPR\Storage\Extensions\

Root string (REG_SZ) AD root

Classname string (REG_SZ) AD

» Under HKLM\Software\Passlogix\SSPR\Storage \Extensions\AD\

| Servers | Serveril | string (REG_SZ) | server:port |
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