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Introduction 

About This Guide 

This document describes the data stored by ESSO-PR in the database using examples from the operation 

of a typical ESSO-PR installation. Log messages corresponding to the actions included in the examples 

are also shown for reference. 

This document details the information that is stored by ESSO-PR during the configuration of the system 

questions and the enrollment and reset activities of the end users.  In addition, this document details 

the logging information that is sent to SYSLOG.  The examples in this guide are based on an ESSO-PR 

installation deployed with an Oracle 10g database.  

Prerequisites 

Readers of this document should have a solid understanding of ESSO-PR, the Structured Query Language 

(SQL), and database systems, including data structures and management.  

Note: The procedures in this guide require that the ESSO-PR server environment and accounts 

have been set up as outlined in the ESSO-PR Server Installation and Setup Guide.  

Terms and Abbreviations 

The following table describes the terms and abbreviations used throughout this guide: 

Term or Acronym Description 

ESSO-PR Oracle Enterprise Single Sign-on Password Reset 

Server ESSO-PR Server 

Client ESSO-PR -Side Software 

Console ESSO-PR Administrative Console 

3BAccessing ESSO-PR Documentation 

We continually strive to keep ESSO-PR documentation accurate and up to date. For the latest version of 

this and other ESSO-PR documents, visit http://download.oracle.com/docs/cd/E15624_01/index.htm. 

http://download.oracle.com/docs/cd/E15624_01/index.htm
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Understanding ESSO-PR Data Structures  

Overview 

This document shows examples of the data stored in the database by ESSO-PR during its operation, and 

how this data is stored in the database. The following types of data are illustrated: 

 ESSO-PR Database Tables 

 Main Configuration Data (SYSTEMPARAMETERS Table) 

 Logging Configuration Data (SYSTEMPARAMETERS Table) 

 System Challenge Question Data (SYSTEMPARAMETERS Table) 

 User Enrollment Data (ENROLLMENTINFORMATION, USERQUESTIONS, and USER Tables) 

 Password Reset Data (RESETINFORMATION Table) 

 Log Message Data (SYSLOG) 

Note: This guide is intended as a reference only and does not provide the actual configuration 

steps the results of which are illustrated in the examples shown. For information on how to 

access the configuration forms and settings described in this guide, see the ESSO-PR 

Installation and Setup Guide.  

ESSO-PR Database Tables 

The ESSO-PR database schema initialization process results in the creation of the following tables: 
 

 SYSTEMPARAMETERS – stores main ESSO-PR configuration data. 
 ENROLLMENTINFORMATION – stores user enrollment data. 
 RESETINFORMATION– stores password reset data. 
 USERQUESTIONS – stores user-created enrollment challenge questions. 
 USER – stores user accounts enrolled with ESSO-PR. 
 SYSTEMQUESTIONS – stores mandatory system-wide enrollment challenge questions. 
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Main Configuration Data (SYSTEMPARAMETERS Table) 

In this example, we configure ESSO-PR as shown below and submit the changes to the server. 
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When you click Submit, the following data is written to the SYSTEMPARAMETERS table as an XML string: 

 AuthSuccessLevel="150"  

 AuthFailureLevel="-150"  

 EnrollLevel="200"  

 UserQuestionCorrectResponseWeight="0"  

 UserQuestionWrongResponseWeight="0"  

 MinUserDefinedQuestions="0"  

 MaxUserDefinedQuestions="0"  

 AdminServiceStatus="0"  

 OperationalServiceState="0"  

 UserLockoutCount="3"  

 UserLockoutHours="24"  

 ByPassForceEnrollment="3"  

 ExcludedUsers=""  

 UserEmailRequired="0"  

 UserEmailFormat="[A-Za-z0-9._\-]+@[A-Za-z0-9._\-]+[.][A-Za-z][A-Za-

z][A-Za-z]?"  

 ShowUnlockOption="false"  

 EnableTempPasswordMode="false" 

Additionally, the following logging configuration data is written to the SYSTEMPARAMETERS table as an 

XML string:    

 SyslogEnable="false" 

 SyslogPort="514" 

 EventFilter="0" 
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Logging Configuration Data (SYSTEMPARAMETERS Table) 

In this example, we configure ESSO-PR logging as shown below and submit the changes to the server. 

 

 
 

When you click Submit, the following data is written to the SYSTEMPARAMETERS table as an XML string: 

 SyslogEnable="true" 

 SyslogServer="cmdemo.sedemo.passlog"   

 SyslogPort="514" 

 EventFilter="2031623" 
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System Challenge Question Data (SYSTEMPARAMETERS Table) 

In this example, we configure ESSO-PR system challenge questions as shown below and submit the 

changes to the server. 
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When you click Submit, the following data is written to the SYSTEMPARAMETERS table as XML strings: 

QUID 99a96ea2-671c-4db6-941c-058a6986123b 

QUESTION QuestionText="What is your favorite hockey team?"  

AnswerSource="1"  

CorrectResponseWeight="50"  

DisableState="1"  

Required="true"  

SystemQUID="99a96ea2-671c-4db6-941c-058a6986123b"  

QUID="99a96ea2-671c-4db6-941c-058a6986123b"  

WrongResponseWeight="-50"  

Flags="1"  

Language=""  

MinLength="4"  

RegExp="" 

 

A new row is added for each system challenge question created. 

User Enrollment Data (ENROLLMENTINFORMATION, USERQUESTIONS, 

and USER Tables) 

 

The following example illustrates the data written to the database during user enrollment. 

1. User accesses the enrollment page via the following URL: 

http://<hostname>:<port>/vgoselfservicereset/enrollmentclient/enrolluser.aspx 

The ESSO-PR enrolment page is displayed. 

2. User clicks Start. A new row with the following data (in XML string format) is written  

to the USER table: 

USER.USERSID S-1-5-21-1607104245-2398925301-1456127008-1137 

USER.ENROLLED FALSE 

USER.USERINFORMATION UserName="SEDEMO\jraymond"  

strSid="S-1-5-21-1607104245-2398925301-

1456127008-1137" 

bEnrolled="false"  

LockOutTime="0001-01-01T00:00:00-05:00"  

LockoutCount="0"  

Email=""  

EnrollmentByPassCount="0"  

<Language /> 

<ConnectorUsername /> 
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3. When the user answers the required challenge question, a confirmation screen is displayed and 

a row with the following data is added to the ENROLLMENTINFORMATION table: 

USERSID S-1-5-21-1607104245-2398925301-1456127008-1137 

ENROLLMENTINFORMATION StartTime="2008-11-21T15:05:02.8386162-05:00" 

EndTime="0001-01-01T00:00:00-05:00"  

Weight="0"  

Activity="1"  

State="2"  

UserNameSelect="SEDEMO\jraymond"  

GUID="d9d3c610-dd78-4292-924c-f21f9c9b9217" 

CREATETIME 21- NOV-08 

 

4. When the user clicks Next to begin answering the optional challenge questions. 

At this point, the following message is logged: 

 

 
 

When the user has answered the optional questions (six in our example), the “Enrollment 

Finished” screen appears. 

5. When the user clicks Close, the following events occur: 

a. A message is logged: 
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b. A row for each answered question is added to the USERQUESTIONS table with  

the following data: 

USERSID S-1-5-21-1607104245-2398925301-1456127008-1137 

QUID 53412afd-af16-4a1a-9ddb-ecdf5414ff51 

USERQUESTIONS QuestionAnswer="BoNGMYmBe5KUp5Zqzu5QtOGylJl6QJtnup

KIkQ8TxSnQGIU0" SystemQuestion="true" 

SystemQUID="99a96ea2-671c-4db6-941c-058a6986123b"  

QUID="53412afd-af16-4a1a-9ddb-ecdf5414ff51"  

 

c. The following data is written to the USER table: 

USER.USERSID S-1-5-21-1607104245-2398925301-1456127008-

1137 

USER.ENROLLED TRUE 

USER.USERINFORMATION UserName="SEDEMO\jraymond"  

Sid="S-1-5-21-1607104245-2398925301-

1456127008-1137" Enrolled="true" 

LockOutTime="0001-01-01T00:00:00-05:00"  

LockoutCount="0"  

Email=""  

EnrollmentByPassCount="0" 

 Language /> 

ConnectorUsername /> 

 

d. The following data is written to the ENROLLMENTINFORMATION table: 

USERSID S-1-5-21-1607104245-2398925301-1456127008-

1137 

ENROLLMENTINFORMATION StartTime="2008-11-21T15:05:02.8386162-

05:00"  

EndTime="2008-11-21T15:16:23.1736578-05:00"  

Weight="200"  

Activity="1"  

State="6"  

UserNameSelect="SEDEMO\jraymond"  

GUID="71c2739f-b192-42b3-a326-271bec9323da" 

CREATETIME 21- NOV-08 
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Password Reset Data (RESETINFORMATION Table) 

 

The following example illustrates the data written to the database during password reset. 

1. User accesses the password reset page via the following URL: 

http://<hostname>:<port>/vgoselfservicereset/resetclient/default.aspx 

The ESSO-PR logon page appears.  

2. When the user enters the required information and waits too long before clicking the OK 

button, the “Session is invalid” screen appears providing a link allowing the user to reset the 

enrollment session. At this point, the following message is logged: 

 

 
 

3. When the user retries the reset procedure and arrives at the password reset page, the following 

data is written to the RESETINFORMATION table: 

USERSID S-1-5-21-1607104245-2398925301-1456127008-1137 

RESETINFORMATION StartTime="2008-11-21T15:59:38.436503-05:00" 

EndTime="2008-11-21T16:00:40.5771384-05:00" 

Weight="0"  

State="2"  

HostAddress="192.168.5.101"  

CREATETIME 21-NOV-08 

 

 At this point, the following message is logged: 
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4. When the user has successfully reset the password, ESSO-PR displays a message confirming the 

successful password reset and the following data is written to the RESETINFORMATION table: 

USERSID S-1-5-21-1607104245-2398925301-1456127008-1137 

RESETINFORMATION StartTime="2008-11-21T16:10:43.7618874-05:00" 

EndTime="0001-01-01T00:00:00-05:00"  

Weight="100"  

State="6"  

HostAddress="192.168.5.101" 

 

CREATETIME 21-NOV-08 

 

 At this point, the following message is logged: 

 

Log Message Data (SYSLOG) 

When enabled, the logging feature of ESSO-PR will write the following data to SYSLOG: 

 Date 

 Time 

 Priority 

 Host name 

 Message 

The following are examples of typical log messages generated by ESSO-PR during normal operation: 

Example User Enrollment Log Messages 

Nov 21 16:21:46 orcl v-GO SSPR: User 'SEDEMO\lchristine' started an 

enrollment session. 

Nov 21 16:22:42 orcl v-GO SSPR: User 'SEDEMO\lchristine' cancelled the 

enrollment session. 

Nov 21 15:16:23 orcl v-GO SSPR: User 'SEDEMO\jraymond' successfully completed 

enrollment. 
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Example Password Reset Log Messages 

Nov 21 16:10:43 orcl v-GO SSPR: User 'SEDEMO\jraymond' started a reset 

session. 

Nov 24 11:21:51 orcl v-GO SSPR: User 'SEDEMO\jraymond' cancelled the reset 

session. 

Nov 21 16:11:17 orcl v-GO SSPR: User 'SEDEMO\jraymond' successfully reset 

his/her password. 

Nov 24 09:43:08 orcl v-GO SSPR: User 'SEDEMO\jraymond' failed the reset quiz. 

Nov 24 10:00:15 orcl v-GO SSPR: User 'SEDEMO\jraymond' has been locked out! 

Nov 21 16:06:20 orcl v-GO SSPR: User 'SEDEMO\jraymond' timed out the reset 

session. 

Nov 24 10:13:28 orcl v-GO SSPR: User 'SEDEMO\jraymond' successfully unlocked 

his/her account. 

For additional information on logging see the ESSO-PR Management Console Guide. 
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