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Introduction

About This Guide

This document describes how to create and install an X.509 SSL certificate using Microsoft Certificate
Services (MCS) to enable SSL security for ESSO-PR. The instructions in this guide apply to Windows 2000
and Windows Server 2003 families of operating systems. The guide also describes how to configure
Microsoft Internet Information Services (IS) to enable SSL (and disallow non-SSL) connections to the
ESSO-PR Web interface.

Prerequisites

Readers of this guide should be familiar with the administration and maintenance of the Windows family
of operating systems, and particularly, configuring Microsoft Internet Information Services (IIS). Readers
should also understand cryptography concepts such as certificates, certificate authorities, and the
Secure Sockets Layer (SSL) technology.

Terms and Abbreviations

The following table describes the terms and abbreviations used throughout this guide:

Term or Acronym Description

ESSO-PR Oracle Enterprise Single Sign-on Password Reset
CA Certificate Authority

MCS Microsoft Certificate Services

Server ESSO-PR Server

Client ESSO-PR client-side software

Console ESSO-PR Administrative Console

Accessing ESSO-PR Documentation

We continually strive to keep ESSO-PR documentation accurate and up to date. For the latest version of
this and other ESSO-PR documents, visit http://download.oracle.com/docs/cd/E15624 01/index.htm.
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Part 1: Creating and Installing
an SSL Certificate

Overview

To enable SSL support for ESSO-PR, you must create and install an X.509 SSL certificate for the IS Web
site serving the ESSO-PR Web interface. The certificate is issued by a Certificate Authority (CA), which
can be a commercial entity or a software application on the target local machine. This guide describes
how to create a certificate through the latter option using Microsoft Certificate Services (MCS),

a component of the Windows 2000 and 2003 families of operating systems.

The steps are:

Installing Microsoft Certificate Services
Generating a certificate request for the ESSO-PR Web interface 1IS site
Submitting the request to the CA for processing

Issuing the certificate
Installing the certificate for the ESSO-PR Web interface IIS site

vk wNE
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Step 1: Installing Microsoft Certificate Services

1. Open the “Add/Remove Programs” applet:
a. Click Start - Settings > Control Panel.
b. Inthe Control Panel, double-click the Add/Remove Programs icon.

2. Inthe “Add/Remove Programs” applet, click Add/Remove Windows Components.
3. Inthe Components list, select Certificate Services.

Windows Components Wizard

Windows Components
Y'ou can add ar remove component: of Windowes,

To add or remove a component, click the checkbox, & shaded box means that only
part of the camponent will be inztalled. To zee what's included in a companent, click

Details.

Components:

.-’-'-.u:cessu:uries and Utilities 49MB &
[ < Active Directory Services 16.7MBE —
ﬁ.-’-‘-.ppliu:atiu:un Cerver 334 ME

| be Sery 1.4 KB
[ L& Miztribusted File Sustem 77 MR ;I

Description:  Inzstalls a certification autharity [CA] bo iszue certificates for uze with
public key security programs.

Total disk space reguired: 31 MB Dt
Space available on disk: 2957.1 MB $|

¢ Back I MHest > I Cancel | Help |

4. When the following warning appears, read it carefully, then click Yes to proceed.

Microsoft Certificate Services |

After instaling Certificate Services, the machine name and domain membership may nat be changed due to the binding of the machine name to CA information stored in the
! Active Direckory, Changing the machine name or domain membership would invalidate the certificates issued from the CA. Please ensure the proper maching name and
domain membership are configured before installing Certificate Services, Do vou want to continue?

5. Click Next.
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6. Inthe “CA Type” dialog, select Stand-alone root CA and click Next.

Windows Components Wizard

CA Type
Select the type of Ch o want to set up.

" Enterprize root Cé,
" Enterprize subordinate T

" Stand-alone subordinate Cé

Dezcription of C& bype
The mozt trusted T in a CA higrarchy.

™ Use custom settings to generate the key pair and Ca certificate

¢ Back I MHest > I Cancel Help
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7. Inthe “CA Identifying Information” dialog, fill in the appropriate fields and click Next.

Windows Components Wizard

CA Identifying Information
Enter infarmation to identify thiz T,

Cormmon name for this G

ag0cert

Diztinguizhed name suffis
DC=gzolab,DC=com

Preview of distinguizhed name:

CH=zzocert DC=zzalab, D C=com

W alidity period: E wpiration date:
|5 IYears j 10£29/2013 5:43 Akd
¢ Back MHest > Cancel Help

8. Wait for the cryptographic key to be generated, then proceed to the next step.
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9. Inthe “Certificate Database Settings” dialog, enter the desired paths. If unsure, leave the fields

at their default values. When you're finished, click Next.

Windows Components Wizard

Certificate Database Settings
Enter locations for the certificate database, database log. and configuration
inforrnation.

Certificate databaze:

IE: WM D DWS seystem32hCertlog Browsze. .. |

Certificate databaze log;

IE: WD WS eyatem32hCertlog Browsze. . |

¥ | Store configuration infarmation in a shared folder
Shared folder:

|c:xmcanfig Browse. .. |

™| Frezenve existing certifizate database

< Back Cancel

Help

10. When prompted to temporarily stop IIS, click Yes.

Microsoft Certificate Services

! "-\ To complete the installation, Certificate Services must temporarily skop the Internet Information Services, Do vou wank bo skop the service nom?
L3

]
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11. Wait for the installation to complete. If you are prompted for your Windows CD-ROM, insert it,
and follow the displayed instructions.

Windows Components Wizard

Configunng Components
Setup iz making the configuration changes you requested.

- Fleaze wait while Setup configures the components. Thiz may take
geveral minutes, depending on the components selected.

Statuz:  Examining inztalled files..

1

< Back Hewt =

Help |

12. When prompted to enable Active Server Pages, click Yes.

Microsoft Certificate Services |

' Active Server Pages (A5Ps) must be enabled in Internet Infarmation Services (115) in order to allow Certificate Services to pravide web enrallment services, Enabling ASPs
. is a potential security risk and must be carefully evaluated. ¥ou can enable A5Ps later if vou choose not to do it now. 115 must be manually reconfigured later to enable this
Functionality.
Do wou want ko enable Ackive Server Pages now?

13. When the “Windows Components Wizard” completes, click Finish.

Microsoft Certificate Services is now installed.
Proceed to the next section to generate a certificate request.
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Step 2: Generating a Certificate Request for the IIS Site Serving
the ESSO-PR Web Interface

Once you have access to a trusted Certificate Authority, you must generate a certificate request for the

IS site serving the ESSO-PR Web interface. You will submit this request to the CA for processing as

described later in this guide.

Note: You must perform this procedure for every ESSO-PR Web interface site served by IIS within

the domain.
1. Launch the IIS Manager. Click Start > Programs = Administrative Tools 2>
Internet Information Services (11S) Manager.
2. Inthe tree in the left-hand pane, expand Web Sites and right-click the IIS site serving the SSPR
Web interface. Typically, this will be Default Web Site. Select Properties from the context menu.
W Internet Information Services (IIS) Manager =10l x|
"'fg File  Action  Wew Window Help |_|- & %1
¢ A XFER 2E E]r =
?g Internet Information Services Marne | Path | Skatus |
E|'"-J§§ SSOLAEMEM (local camputer) -J&CertSrv CHWINDOWS sywstem3Z CartSry
[-_J FTP Sites @ CertControl CWINDOW S system3Zt CertardCe. ..
&-_J Application Pocls @ CertEnral CHWINDOWS | system32| CertarCe. .,
E‘..J Web5|es — _) aspnet_clisnt
Eg [.I_rault ‘Web Site = iisstart.him
g CEIESTY |=| pagerror.gif
G- g CertContral
[+ g CertEnrol
: | aspnet_client
oo | Web Service Extensions
3. Inthe dialog that appears, select the Directory Security tab.
ORACLE
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4. Inthe Secure communications section, click Server Certificate.

Default Web Site Properties

Web Site | Performance | ISAPI Filkers I Home Directory
Documents Directory Security | HTTP Headers I Cuskom Errars

2%

—Authentication and access contraol

Enable anonymous access and edit the
w authentication methods For this resource, Edit...

i =5

—IP address and domain name restrickions

arant or deny access ko this resource using
IP addresses ar Internet domain names.,

Edit...

—Secure communicakions

Require secure communications and

enable client certificates when this
resource is accessed,

Wieww Certificate. .. |

Edit...

(] 4 Cancel Apply |

Help |

ORACLE
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5. When the “Web Server Certificate Wizard” dialog appears, click Next.

6. Inthe “Server Certificate” dialog, select Create a new certificate and click Next.

115 Certificate Wizard

Server Certificate
These are the methods for aszigning a certificate to a web site.

X

Select the method you want to uze for thiz web site;

% Lreate a new certificate:

{~ Bzsign an exizting certificate
" Impart a certificate from a Key Manager backup file.
" Impoart a certificate from a .pf file

" Copy or Move a certificate from a remote server site ba this site,

< Back I Hent » I

Cancel

ORACLE
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7. Inthe “Delayed or Inmediate Request” dialog, select Prepare the request now, but send it later

and click Next.

Note: The Send the request immediately to an online certification authority option is
not available unless an Enterprise-level CA exists on the domain of the target
machine. In such cases you may select the option to generate and submit the
certificate request immediately. If you do so, skip the steps in the next section
and continue directly to Step 4: Issuing the Certificate once you complete this

procedure.

115 Certificate Wizard

Delayed or Immediate Hequest
Y'ou can prepare a request ko be gent later, or vau can send one
immediatel.

Do you want to prepare a certificate request to be sent later, or do you want to zend it
immediately to an online certification autharity’?

{* Prepare the request now, but send it later

£ Sendthe request immediately to an online certification autharnity

¢ Back I Hewt > I Cancel

ORACLE
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8. Inthe “Name and Security Settings” dialog, name your certificate and set its bit length.

Keep the following in mind:

e Choose a descriptive name that is easy to refer to and to remember.

e Foraroot CA, we recommend a bit length of at least 2048 bits.

e The longer the bit length, the stronger the encryption; however, stronger encryption
requires more server resources. In the end, the bit length you choose will depend on the
needs of your organization.

o If you are using existing keys, the certificate’s bit length cannot be changed.

115 Certificate Wizard

Mame and Security Settings
Your new certficate must have a name and a specific bit length.

Type a name for the new certificate. The name should be eazy for you to refer to and
remember.

I arne;
Drefault Web Site

T he kit length of the encryplion key determines the certificate's enciyption strenagth.
The greater the bit length, the stronger the zecurnity. Howesver, a greater bit length may
decrease performance.

Bit lenath: 1024 j

[ Select crvptographic service provider [CSP) for thiz certificate

< Back

Cancel |

ORACLE



9. Inthe “Organization Information” dialog, select or enter the desired values, then click Next.

115 Certificate Wizard x|

Orgamization Information

Your certificate must include information about wour arganization that
diztinguizhes it fram other organizations.

Select or type your organization's name and your organizational unit. Thiz is typically the
legal name of your organization and the name of pour divizion or department.

For further infarmation, conzult certification authority's Web site.
Organizatior:

Issu:ulab j

Organizational wnit:

Issu:ulab j

< Back

Cancel |

10. Enter the exact name of the target machine, or the exact URL of the IIS site serving
the ESSO-PR Web interface, whichever applies to your configuration. Click Next.

115 Certificate Yizard

Your Site's Common Hame
Your Web zite's common name iz its fully qualified domain name.

Twpe the comman name far pour zite, [F the server iz on the Intermet, use a valid DRS
name. If the zerver iz on the intranet, pou may prefer to uge the computer's HetBIOS
Hame.

[f the common name changes, you will need to obtain a new certificate.

Cormmon narme:

zzalabrmem

< Back

Cancel |
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11. In the “Geographical Information” dialog, fill in the fields as appropriate, then click Next.

115 Certificate Wizard

Geographical Information
The certifization autharity requires the following geographical information,

Countre/Reagion:
|US (United States) |

State/province:

o =
CityAlocality:

INEW ork, j

State/province and Citylocality must be complete, official names and may not cantain
abbreviations.

< Back

Cancel |

12. In the “Certificate Request File Name” dialog, enter the name of the file to which your request
will be saved, then click Next.

115 Certificate Yizard

Certificate Request File HName

Your certificate request iz zaved az a test file with the file name pou
specify,

Enter a file name far the certificate request.

File name:

T:hoertreq. bt Browze... |

< Back

Cancel |

ORACLE
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13. In the summary dialog, review your choices and click Back if you need to make changes.
If all the information is correct, click Next.

I1S Certificate Wizard x|

Request File Summary
Y'ou have chosen to generate a request file,

T o generate the following request, click Mest.
File name:  chcertreq. bt

'our request containg the following information:

lzzued To zzolabrerm
Friendly M ame Default Web Site
Country/Region 115

State / Province iy

City I e ol
Organization zzolab
Organizational Linik zzolab

Cancel |

14. When the wizard completes, click Finish.

Your certificate request has been saved to a file and, if applicable, submitted to your
enterprise CA. Your next step is one of the following:
e If you chose to submit the request manually, proceed to Step 3: Submitting

the Certificate Request to the Certificate Authority.

o If you chose to submit the request automatically, proceed to Step 4: Issuing the

Certificate.
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Step 3: Submitting the Certificate Request to the Certificate Authority

1. Go to http://<machine name>/certsrv/ to access the Microsoft Certificate Services Web
interface.

/&3 Microsoft Certificate Services - Microsoft Internet Explorer =101 x|
File Edit Wiew Favorites Tools  Help | 1','
QBack - 3 - ¢ [ | ) Search <7 Favorites 421 | R- &5 B

Address I@ http:fissolabmem]certsry) j G0 | Links *

Microsoft Cerificate Semices -- ssocer

Welcome

lUse this Web site to request a cerificate for your Web browser, e-mail client, or other program. By using a
certificate, you can wverify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a cerificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending reguest.

For more information about Certificate Services, see Cetdificate Services Documentation.

Select atask:
Eequest a certificate
Wiew the status of a pending cerificate request
Download a CA certificate certificate chain, or CRL

|@ Done l_l_l_l_l_lﬂ Trusted sites

N

2. Click Request a certificate.
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3. Onthe next page, click advanced certificate request.

3 Microsoft Certificate Services - Microsoft Internet Explorer

=10l x|
File Edt View Favorites Tools Help | a’
QBack ~ ) - ¢ [2) n| Fsearch rFavortes € | (0 L B
Address I@ http:/issolabmem)certsrvicertrqus.asp

Microsoft Certificate

Request a Cerificate

Select the certificate type:
Web Browser Certificate
E-tail Protection Certificate

0r, submit an advanced cedificate request.

|@ Dane

l_ I_ l_ I_ l_ | Trusted sites

N

ORACLE
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4. On the next page, click Submit a certificate request by using a [...] file.

3 Microsoft Certificate Services - Microsoft Internet Explorer =101 x|
File Edit Wiew Favorites Tools  Help | #
QBack - €3 - ¢ [ | ) Search <7 Favorites £ | R- &5 B

Address I@ http: fissolabmemcertsryfcertrqad. asp j [eta) | Links **

Microsoft Certificate Semices -- ssocert

Advanced Cerificate Request

The policy of the CA determines the types of cerificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit & certificate request by using a base-84-encoded CMC or PRCS #10 file, or submit & renswal
request by using a base-64-encoded PRCS #7 file.

N

|@ http:/fssalabmem/certsry l_ I_ l_ I_ l_ |Q Trusted sites
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5. Submit the certificate as follows:
a. Locate the certificate request file you generated earlier in this guide and open it in a text
editor.
b. Copy the entire contents of the file and paste them into the Saved Request field on the page
that appears.
c. Click Submit.

/2 Microsoft Certificate Services - Microsoft Internet Explorer -0l x|
File Edt View Favorites Tools Help | 1','
X O o . S
€ Back ~ £3 - ¢ [2] (» | ' Search 7 Favorites {‘*l - s B
Address I@ http:|fssolabmem/certsry/certrgxt.asp j G0 | Links *

Microsoft Certificate

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMWMC or PKCS #10 certificate request or
PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved Request
b0

Saved Reguest:

1‘1iu‘xiulhnhnhnhnhnhnhnhHhDGCSqGSIhSDQEBBQUJLLI
Base-Bd-encoded |uhbeS0rLEJLxDERff4hnfefEHILLDOS3REI46CES:
certificate request EMNAyAp ¥ EUSGEcIDMkgyEfRE6EgWP2r4J4hTWFICo

(CMC ar UlocobLnD EFhNNGENjwIUkC

PRCS#0o0r  |--——- END NEW CERTIFICATE REQUEST-———-

PKCS #7; | =
1] | 3

Browse for a file to insert.

Additional Attributes:

- |

Attributes: -
1 3

[&] l_l_l_l_l_lﬂ Trusted sites

[
/Z

Your certificate request is now pending approval. Proceed to the next section to approve it and issue the

certificate.
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Step 4: Issuing the Certificate

Issue the certificate as follows:

1. Launch the Certification Authority tool. Click Start > Programs - Administrative Tools >

Certification Authority.

2. Inthe left-hand pane, expand the root tree node and click Pending Requests. The request you

submitted earlier is listed in the list of pending requests.

{&3 Certification Authority

File  Action  Wiew Help

=191 x|

¢ = |BAEE R 2

@ Cerkification Authority (Local)

E@ ssacert

[ Revoked Certificates
[ Issued Certificates

----- e fPending Requests

.| Falled Requests

Request ID

Einal

v Requesk

| Request Status Code

| Reqgueskt Disposition Message

B

BEGIM ME...

The operation comple...

Taken Under Submission

ORACLE
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3. Right-click the pending request and select All Tasks = Issue from the context menu.
The certificate is issued and the request disappears from the list.

{& Certification Authority - 10| x|
File  Action  Wiew Help
— NERERNE
@ Certification Authority (Local) squest [0 Request Status Code Request Disposition Message
E@ ssocert " Wigw Attributes Extensions. ..
I:I Revoked Certificates -
i[1] Issued Certificates Fefresh et S
; H -
[ Falled Requests bep Deny
< | i

|FDrce the policy module to reevaluate this request | |

4. Verify that the certificate has been successfully issued. Click Issued Certificates in the left-hand pane
and verify that your certificate appears in the list.
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Step 5: Installing the Certificate

Once the certificate has been issued, it must be installed for the ESSO-PR Web interface IIS site.
This procedure assumes that the ESSO-PR Web interface is served by the default web site in IIS.

1. Return to the Microsoft Certificate Services Web interface and click Home in the upper right
corner.

2. Onthe MCS home page, click View the status of a pending certificate request.

/2 Microsoft Certificate Services - Microsoft Internet Explorer =10 x|
File Edit View Favorites Tools Help | -;','
QBack ~ 03 - [¢] [ o | ) Search =7 Favorites €‘1| - th B

Address I@ http:fissalabmem/certsrf j G0 | Links **

Microsoft Cerificate Semices - ssocer

Welcome

Lse this WWeb site to request a certificate for your VWeb browser, e-mail client, or other program. By using a
certificate, you can wverify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CREL), or to view the status of a pending reguest.

For more information about Certificate Services, see Cerificate Services Documentation.

Select atask:
Request a certificate
Wiew the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

w

|&] pore l_l_l_l_l_lﬂ Trusted sites
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3. Onthe next page, click the certificate request you created earlier in this section.

3 Microsoft Certificate Services - Microsoft Internet Explorer o |m] |
File Edit ‘iew Favorites Tools Help | E’
QBack ~ &) - €] ] | ) Search <7 Favorites 421 | - ta =

Address @ http: fissolabmem)certsry/cerkckpn. asp j G0 | Links **

Microsoft Cartificate Semices - ssocert

View the Status of a Pending Cerificate Request

Select the certificate request you want o visw:,
Saved-Request Cetificate (Thursday October 30 2008 12:02:34 PM)

w

[&] [ [ | | |é mustedsites
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4. On the next page, click Download certificate.

3 Microsoft Certificate Services - Microsoft Internet Explorer =101 x|
File Edt View Favorites Tools Help | ‘E.
QBack ~ ) - ¢ [2) n| P search rFavortes € | (0 L

Address I@ http:fissolabmemn/certsrycertfnsh, asp j @a | Links *

Microsoft Certificate

Certificate Issued

The cerificate you requested was issued to you.

& DER encoded or © Base 64 encoded

Cowinload certificate
—==1 [owinload cerificate chain

l_ I_ l_ I_ l_ | @ Trusted sites

L
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5. When prompted whether to open or save the certificate file, click Save.

6. Inthe dialog that appears, navigate to the target location for the file and click Save.
7. Install the certificate:

If it is not already running, launch the 1IS Manager.

In the left-hand pane, expand the root node, then expand Web Sites.
Right-click Default Web Site and select Properties from the context menu.

In the dialog that appears, select the Directory Security tab.

In the “Secure communications” field, click Server Certificate.

In the wizard that appears, click Next.

In the “Pending Certificate Request” dialog, select Process the pending request and install
the certificate, then click Next.

115 Certificate Wizard X|

Pending Certificate Request
A pending cerificate request iz a request to which the certification
authority has not et rezponded.

R

A certificate request iz pending. *hat would you like to do’?
¥ Process the pending request and inztall the certificate

i~ Delete the pending request

Cancel |
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h. Enter the absolute path or navigate to the certificate file, then click Next.

115 Certificate Wizard

Procesz a Pending Bequest

Process a pending certificate request by retiieving the file that containg
the certification authornity's response.

Enter the path and file name of the file containing the certification authority's response.

Browsze. .. I

Path and file name:

< Back I Hewt > I Cancel

i. Specify the SSL port for the ESSO-PR Web interface site and click Next.
The default value is 443.

115 Certificate Yizard

SSL Port
Specify the S5L port for this web site,

S5L port thiz web zite should uze:
443

< Back

Cancel |
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j. Review the information displayed in the summary dialog.

If the information is correct, click Next.

115 Certificate Wizard

Certificate Summary

You have chozen to ingtall a certificate from a responze file.

T o ingtall the following certificate, click Mext.

File name: C:ADocuments and Setiings'Administrator. SSOL.. hoerthew. cer

Certificate details:

lzzued To zzolabmem
|zzued By zaocert
E spiration Date 1043042009
Intended Purpose Server Authentication
Friendly M ame Default web Site
Country/Region 115
State / Province iy
City I e ol
Organization zzolab
Organizational Linik zzolab

¢ Back Cancel |

k. Inthe dialog that appears, take note of the Issued To value (ssolabmem in our example).

You will use this value to modify the ESSO-PR Server configuration files later in this

document.

|.  Click Finish to exit the wizard.

The certificate is now installed. Proceed to the next section to configure the ESSO-PR Web interface to

accept SSL-only connections.
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Part 2: Configuring the ESSO-PR Web
Interface for SSL Connections

This part describes the steps necessary to configure ESSO-PR to accept SSL-encrypted connections to its
Web interface.

Note: If you have not already done so, install an SSL certificate by completing the steps earlier in
this document.

Overview

The steps required to enforce SSL-only connections to the ESSO-PR Web Interface are as follows:

1. Modifying the ESSO-PR Server Configuration Files
2. Granting ESSO-PR Server Access to the WebServices Directory
3. Restricting Web Interface Connections to SSL Only

Step 1: Modifying the ESSO-PR Server Configuration Files

You must update the following configuration files to use the HTTP-over-SSL (HTTPS) protocol when
calling the ESSO-PR Server Web interface pages:

e C:\Program Files\Passlogix\v-GO SSPR\EnrollmentClient\web.config
e C:\Program Files\Passlogix\v-GO SSPR\ManagementClient\web.config
e C:\Program Files\Passlogix\v-GO SSPR\ResetClient\web.config
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1. Modify the \EnrollmentClient\web.config file as follows:
a. Locate the <appSettings> section.
b. Modify the EnrollSvc.enrollment key value as follows:
i Change httptohttps.
ii. Replace 1localhost with the Issued To value from your SSL certificate.
You recorded this value in step 7k on page 31.
iii. (Optional) If you are using a custom port to connect to this service, append the
port number at the end of the host name, separated by a semicolon.
For example: http://sssolabmem.ssolab.com:1880

c. Save and close the file.

Es Web.config - Motepad ;IEIEI

File Edit Faormat ‘jew Help
"Passport” and "mMone" |

——x
<authentication mode="windows" />
<identity impersonate="true"/ >
<l——  APPLICATIONM-LEVEL TRACE LOGGIMG
application-Tevel tracing enables trace log output Tor ewvery page within an
application.
set trace enabled="true" to enable application trace logging. I
pageoutput="true", the
trace information will be displayed at the bottom of each page. otherwise, wou
can wiew the
application trace log by browsing the "trace.axd" page from wyour web application
root.
——x
<trace enabled="false" reguestLimit="10" pageoutput="false"
tracemode="SortByTime" Tocalonly="trus"/ >
<l-— SESSION STATE SETTINGS
By default ASP .MET uses cookies to identify which requests belong to a
particular session.
If cookies are not awailable, a session can be tracked by adding a session
identifier to the URL.
To disable cookies, set sessionstate cookieless="true"
-
<sessionstate mode="InProc" stateConnectionstring="tcpip=127.0.0.1:42424"
sglconnectionstring="data source=127.0.0.1;user id=sa;password=" cookieless="false"
timeout="20"/>
<l—— GLOBALIZATION
This section sets the globalization settings of the application.

<glohalization requestencoding="utf-8" responseEncoding="utf-8",>

o A e man e b
R TR R e e

<appsettingss
<add key="Enrollswvc.enrollment"
value="https:/ ssolabmemsvgoselfservicereset fwebservices//enrollment. asmx" />
</sappsettings></configuration=
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2. Modify the \ManagementClient\web.config file as follows:
a. Locate the <appSettings> section.
b. Modify the AdminSvc.Administration key value as follows:
i Change httptohttps.
ii. Replace 1localhost with the Issued To value from your SSL certificate.
You recorded this value in step 7k on page 31.
iii. (Optional) If you are using a custom port to connect to this service, append the
port number at the end of the host name, separated by a semicolon.
For example: http://sssolabmem.ssolab.com:1880

c. Save and close the file.

!\. Wehb.config - Notepad ;Iglil

File Edit Format Wew Help
"Paszport” and "Mong" |

——x
<authentication mode="windows" =
<identity impersonate="true", >
<l-— APPLICATIOM-LEWVEL TRACE LOGGINMG
application-Tevel tracing enables trace log output for every page within an
application.
set trace enahled="true" to enable application trace Togging. If
pageoutput="true", the
trace information will be displayed at the hottom of each page. oOtherwise, you
can view the
application trace log by browsing the "trace.axd" page from wour web application
root.
——x
<trace enabled="false" reqguestLimit="10" pageoutput="false"
traceMode="SortByTime" TocalonTy="true", >
<!-— SESSION STATE SETTINGS
By default ASP .MET uses cookies to identify which reguests belong to a
particular session.
If cookies are not awvailable, a session can be tracked by adding a session
identifier to the URL.
To disabhle cookies, set sessionstate cookieless="true".
-
<sessionstate mode="InProc" stateconnectionstring="tcpip=127.0.0.1:42424"
sglConnectionstring="data source=127.0.0.1;user id=sa;password=" cockieless="false"
timeout="20"/>
<l —— GLOBALIZATION
This section sets the globalization settings of the application.

<globalization reguesteEncoding="utf-8" responseEncoding="utf-8",>

o K e e L
A R e P B

<appsettings>
<add key="aAdminsvc. Aadministration”
value="https://ssolabmemSvgoselfservicereset fwebservices administration. asmx" /=
<fappsettings»></Sconfigurations

L<]
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3. Modify the \ResetClient\web.config file as follows:
a. Locate the <appSettings> section.
b. Modify the ResetSvc.PasswordReset key value as follows:
i Change httptohttps.
ii. Replace 1localhost with the Issued To value from your SSL certificate.
You recorded this value in step 7k on page 31.
iii. (Optional) If you are using a custom port to connect to this service, append the
port number at the end of the host name, separated by a semicolon.
For example: http://sssolabmem.ssolab.com:1880

c. Modify the AdminSvc.Administration key value as follows:
iv. Change httptohttps.
V. Replace 1ocalhost with the Issued To value from your SSL certificate.
You recorded this value in step 7k on page 31.
vi. (Optional) If you are using a custom port to connect to this service, append the
port number at the end of the host name, separated by a semicolon.
For example: http://sssolabmem.ssolab.com:1880

d. Save and close the file.

[P web.config - Notepad 10| =|
File Edit Farmat Yiew Help
- [
<authentication mode="windows" /=
l——  APPLICATION-LEWEL TRACZE LOGGIMNG

application-level tracing enables trace log output for every page within an
application.
Set trace enahled="true" to enable application trace Togging. I
pageoutput="true", the
trace information will be displayed at the bottom of each page. otherwisze, you
can view the
application trace log by browsing the "trace.axd" page from wour web application
root.
——>
<trace enahled="false" reqguestLimit="10" pagecutput="false"
tracemode="sortByTime" localonly="true"/ >
<!-— SESSION STATE SETTINGS
By default ASP .MET uses cookies to identify which reguests belong to a
particular session.
It cookies are not awailable, a session can be tracked by adding a session
identifier to the URL.
To disakble cockies, set sessionstate cookieless="true".
-
<sessionstate mode="InProc" stateConnectionstring="tcpip=127.0.0.1:42424"
sglconnectionstring="data source=127.0.0.1;user id=sa;password=" cookieless="false"
timeout="1"/>

. <!-- GLOBALIZATION ) o
This section sets the globalization settings of the application.
-
<globalization requestEncoding="utf-58" responseEncoding="utf-8",>
o Fmn e mann el
isysTEmenE:
<appsettings>
<add key="adminsvc. administration”

walue="https://ssolabmem/vgoselfservicereset fwebservicesadministration. asmx"/ >
<add key="Resetswc.Passwordreset”
walue="https:/rssolabmemsvgoselfservicereset fwebservices /Passwordreset. asmx'" />
</appsettings><//configuration=
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Step 2: Granting ESSO-PR Server Access to the WebServices Directory

Complete the following steps to grant the ESSO-PR Server access to the WebServices virtual directory:

Launch the Internet Information Services (lIS) Manager console.
In the tree in the left-hand pane, navigate to and expand the vGoSelfServiceReset site node.

3. Right-click the WebServices node, located under the vGOSelfServicePasswordReset, and select
Properties from the context menu that appears.

'l; Internet Information Services {II5) Manager - |EI|5|

¥3 Fle Action Wiew Window Help ‘ =12l
&= HHE XEFEE @EE|r 510
-&g Internet Information Services Marne | Path &
=- w8 SSOLABDC (loral computer) _IEin
B-1_J Application Pools ) Conmectors
= Web Sites _ Templates
El"g Default Wweb Site [ | adamschemna,ldf

[ g tsweb

Evﬁg wE0EelfServiceR esek
"‘}J EnrollmentClisnt
w‘id Managermentlignt
1"1‘1 ResetCliznt
- 439

|=| Administration . asm:

=] Branding.dl

= Enraliment  asmx

= enraliment css template
| OracleTables. bxt

Al Help Explore ek, asm
_'_J Images Qpen hop. config
__J license Permissions nplate
- Administration Browse
- Web ?erwce Extens New - 3|-5q|
-+ __J FTP Sites All Tasks » 0
Ll | |
Wiew F|CE xml
Mew YWindow from Here LDE sl
ES.xml
Refresh L ol
FL.m
Expork List. .. |
FRL. el
Properties Tl bl
| *
Help

|O|:uens the properties dialog box e oormerm seEcoo———— |
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4. Inthe dialog that appears, select the Directory Security tab.

5. Inthe Directory Security tab, click Edit in the IP address and domain name restrictions section.

WebServices Properties el
HTTP Headers I Cuskom Errars | A5F . MET |
Nirkual Directory I Docurments Directory Security
—authentication and access cantraol
Enable anonymous access and edit the
w authentication methads For this resource, Edit.. |
—IP address and domain name restrickions
Grant ar deny access ko this resource using
IP addresses or Internet domain names,
[~ SEecure communicakions
Require secure communications and i |
enable cliert certificates when this SErVER CErtiicate,
resource is accessed, . -
Wiew Certificate, ., |
Edit.. |
Ik Cancel Anply | Help |

6. Grant the IP address of the ESSO-PR Server machine access to the WebServices directory:

a. Inthe dialog that appears, select Denied Access. The dialog displays a list of IP addresses

explicitly excluded from the global deny rule.
b. Click Add.

IP Address and Domain Mame Restrictions

—IP address access restrictions

By default, all computers will be: g " Granted access

Except the Following: @ {* Depied access

Arccess | IP addresz [Subnet mazk]

af Granted 3 127.0,0.1

Remove

Edit...

[ tonsrs
=

Ik Zancel Help
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c. Inthe dialog that appears, select Single Computer, enter the target IP address,

and click OK.

GrantAccess x|

Tvpe:
* Single computer
0 Group of computers
" Domain name

IP address:

m. o .0 .14 D5 Lookup. .. |

Cancel | Help |

Step 3: Restricting Web Interface Connections to SSL Only

1. Inthe tree in the left hand pane in IIS Manager, right-click vGOSelfServiceReset and select

Properties from the context menu.

lf, Internet Information Services (I15) Manager

‘3 File Action ‘“iew ‘Window Help

-lof x|
| =181

= B@EEFR|2E (2] =0

-Eg Internet Information Services Marne

| Path

=3 8 550LABDC (local computer)
#-_J Application Pools
=l Web Sites

‘}J EntollmentClient
J.J ManagementClient
‘}J ResetClient

E--g Default Web Site Bwebservices
? Esweb I Help
4 ww&
ad Explore =]

g Adminisk =
_,_J Web Service Qperf _
_'_J FTP Sites Permissions

e
_hangePassward3ve, exe

Browse

(= 3
all Tasks 3
Wiew k

Mew \Window from Here

Refresh
Export List...

Propetties

Help

1

Ci'Program Files\Passlogixiv-G0 SSPRAER
Ci\Program Files\Passlogixciv-G0 S3PRY Mz
Ci'Program Files\Passlogixctv-G0 SSPRIRE
Ci\Program Files\Passlogixcv-G0 SSPR e

|Opens the properties dialog box For the current selection.
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2. Inthe dialog that appears, select the Directory Security tab.
3. Inthe Directory Security tab, click Edit in the Secure communications section.

WehServices Properties 7| x|

HTTP Headers I Cuskom Errars | A5F . MET |
Yirtual Directory I Documenks Direckory Security

—futhentication and access cankral

Enable anonymous access and edit the
w authentication methods For this resource, Edit...

n o

—IP address and domain name restrickions

Grant or deny access to this resource using
IP addresses or Internet domain names.

Edit... |

[ Secure communicakions

Require secure communications and
enable client certificates when this

resource is accessed, . b
Wiew Cerhificate, .,

Server Certificate. ., |

Ik Cancel Apply Help
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4. Inthe dialog that appears, do the following:
a. Select the Require secure channel (SSL) check box.

b. (Optional) If your environment requires 128-bit encryption,

select the Require 128-bit encryption check box.

c. Click OK.

Secure Communications

—Iv Require secure channel {55L)

v Require 1Z5-bit encryption

— Client certificates
i* Ignare client certificates
" Accept client certificates
" Require client certificates

[ Enable client certificate mapping

client certificates,

Client cerkificates can be mapped ta Windows user
accounts, This allows access conkrol ko resources using

Edit... |

Zancel

Help

5. Click OK

in the parent dialog to close it.

6. Restart Internet Information Services for the changes to take effect.
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Part 3: Testing the New Configuration

Using a Web browser, access each of the ESSO-PR Web interface services using the new SSL-enabled
URLs (i.e., using the https protocol header in place of http). The URLs are as follows:

o EnrollmentClient:
https://<new _host name>:<new port>/vGOSelfServiceReset/
WebServices/Enrollment.asmx

e ManagementClient:
https://<new host name>:<new port>/vGOSelfServiceReset/
WebServices/Administration.asmx

e ResetClient:
https://<new _host name>:<new port>/vGOSelfServiceReset/
WebServices/PasswordReset.asmx

If any of the URLs fail to load, check your configuration, such as virtual directory permissions and
certificate options, then try again.
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