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Abbreviations and Terminology

Following is a list of commonly-used abbreviations and terminology.

Fartame ]
Administrative Console | ESSO-LM Administrative Console

Agent | ESSO-LM Agent

FTU | First Time Use Wizard

ESSO-AM | Oracle Enterprise Single Sign-on Authentication Manager
ESSO-ODE | Oracle Enterprise Single Sign-on On Demand Edition

ESSO-PG | Oracle Enterprise Single Sign-on Provisioning Gateway
ESSO-KM | Oracle Enterprise Single Sign-on Kiosk Manager

ESSO-LM | Oracle Enterprise Single Sign-on

ESSO-PR | Oracle Enterprise Single Sign-on Password Reset

— Page 4 of 25 —



About ESSO-PG Certificate Setup Guide

About ESSO-PG Certificate Setup Guide

In order to use ESSO-PG, you must obtain an X.509 Certificate for SSL and Certificate Chain from
a trusted certificate authority.

Certificates can be obtained from any trusted certificate authority. This purpose of this guide is to
demonstrate how certificates can be obtained through Microsoft® Certificate Services.

These instructions will guide you through installation of a standalone CA, which can be used to
issue certificates to anyone, even non-Windows entities.

Certificates can be installed on Windows 2000 and Windows 2003. The instructions and screen
shots in this guide are primarily for Windows 2000. The instructions in this guide can easily be
followed using either operating system.

The following articles from the Microsoft Web site can be referred to for information on
= jnstalling certificates and setting up SSL:

“Install an Enterprise Root Certificate Authority (Windows 2003)”,
http://technet2.microsoft.com/windowsserver/en/library/4ffc15cf-f42f-43db-8eb9-
fcd8c3102d621033.mspx

“How to Set Up SSL on a WebServer”,
http://technet2.microsoft.com/windowsserver/en/library/4ffc15cf-f42f-43db-8eb9-
fcd8c3102d621033.mspx

The following pages contain the procedures involved in certificate setup:
e Installing the Microsoft Certificate Authority

e Enabling SSL for Your Web Site

e Submitting a Certificate Request to a CA Manually
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Installing the Microsoft Certificate Authority

1. Click Start > Settings > Control Panel > Add/Remove Programs.

2. Click Add/Remove Windows Components.

ﬁ{ |’|r4|.1 FRemove Programs

Currenthy installad programs:

3. Check Certificate Services and click Next.

x

Windows Components

Wi can add oo vemoroe componants of Windows 2000, I“

Tio achd of remove & component, chick the checkbax & shaded box mears that onky
jpast o thee component wall be nstallsd. To see what's ncluded in & componant, chok

Detals.
Lomponents:
= ‘ﬂnﬁmssm’:s and | Mblhes 121M8 &
v @ Indesarg Senvice 0.0 kg
W T Interet Informnation Services (115 1.6 M8
52mR I

71 By pararsmmesnd ancd Mneininn Tk

Description:  Installs & certificaton suthonty (CA) bo ixsue cortificales lor upe wath
apphc o

publc key socimly

Total disk space requued 1.9MB Detais.. I

Space avalable on ditk: i)

cBock [ Het> | Concel |

4. When you are asked if you want to continue, click Yes.

Microsoft Certificate Services

After instaling Certificate Services, the computer cannot be renamed and the computer cannok join or be removed

/
.f! From & domain. (Do you want bo continue?

_w |

— Page 6 of 25 —




Installing the Microsoft Certificate Authority

5. Select Stand-alone root CA.

i
Cerilication Authority Type
Thete aoe lous types of certifcaton suthorties. m
Catifazatuon Authonby bepes: Deserplion:
¥ Enterreibe voot CA 'Tmmwmmm =]
hiesauchy, Dioes not regure
™ Entegpriee pbordnsts 08 Active Direchory.
¢
" Sjand-akone subordnats CA =

To nstall an Enderpene CA, the Active Dieectony must be scoessble and you must be &
mesmbees of e Doamain Admiristealor group, Please go back to the previous screen and
depebect Cotificate Serices.

™ Advanced opbons

« Back Hewt > Concel |

6. Enter CA Identifying Information. Enter the length of time that this certificate should be valid.
Click Next.

x
CA Identilying Information
Erder indormation o identily this C4 E
CA namne: [Eeﬂtﬂ.af-uPM
Crganization: [CNDI"&'K
Organizational yrit |
e |
Sale o province: ﬁ Couniny/egion: 13
Emad |
O gescription: |
Wik for: [f [ress =] Ewwes [a7z007248PM
¢ Back Hext > Concel |

7. Specify the storage location for the configuration data. Click Next.
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Windows Components Wicard 3 ﬁl

Data Storage Location
Specily the stocage location fior the configuation data, databace and log “

Certifcate database:
Cetiacsbe database log
[ AWINNT \spatemn3i\CertLog

FF Etore configerstion imformation in @ shared folder
Shased folder:
[C\CAConiig

.

T Freserve petng cetficate datobase

¢ Back Mt » Concel |

8. You might be prompted to stop IIS. If so, click OK.

Miorosoft Certificate Services HI

] Interret Information Services i nunning on this compuber. You must stop this service before proceeding. Do you want
L3N tostop the service now?

9. You might be prompted to insert the Windows CD. If so, insert it and click OK.

Insert Disk s .EI

;h Pleasse ingest the Compact Dic Labeded “Windows 2000
E:mm'immmﬂﬂﬂd‘huﬂ::]uﬂ&mﬁck
copled

‘fow can also chek OF f pou want fes 1o bs
lom an slemste locabon, such & & flopey disk of &
nehwork, serve,

i

10. At this point, you might be prompted to enable ASP pages. You must select Yes.
11. Click Finish.

— Page 8 of 25 —



Enabling SSL for Your Web Site

Enabling SSL for Your Web Site

1. Open Microsoft IIS and expand the Default Web Site. You will perform the following steps for
each ESSO-PG Web site.

2. Right-click the Web site (for example, Default Web Site). Click Properties.

=01 x|
[ aton e ||+ =+ D@ XFEE E |20 |
Trem | | hame | Patt 2
m Enberrest [rformation Servoel Suighs Cinetpublsoripts
= B * porks BT et ek ety
- 1Sduderary CAWINNT S rsbemiratirisadmn
O A ation Web S 1t Samples - inetpubiissanpies.
+ iy MEADT rprogram Flashoommon Flestrpstenimesd:
S 1iSHeds ;]_w.._m W Pe - P Ciowniren Files|Microgoft Sharediweb 5e..
%] himbdocs gFirkers AWM e prinders
= images Certley CAWTMT syiberm I CortSee
ﬂ bl _dlCentionkil CAWTTisyster I Cart e Cert Contrl
i T5DeBroverar iCertErrcd (= CertSrvdCertErnol
gy Oufauk SHTP Wl j AW T sy em 32| Cort Sy
) _prresre
0 _vmi_end -
1 _vai g
1 _vei_pret
= _vi_soript
0 vei bt
(8w ot
8] it g
illo-c.:bu-t.m =
" ] *
i -

3. Select the Directory Security tab. Under Secure communications, click Server Cer-
tificate.

Default Web Site Properties I ﬂ_!l

‘web Site | Dpesators | Pedomance | 154P1 Filters | Hoene Diectory | Documents
Disctory Secssty | HTTPHeodsrs | CustomEnos | Server Evtensions

Ernsabler anongwecuis accass ard adit the
&l aheriicaton methods fos this rssourca. [

- WP ychcinecss oo choafmany sl e RvRCHONE

Grant o deny access lo this resouice using
I skt of indered domain names.

— S atue cofmmUrRaiont
_ o
enable chent cethicates when this
- TEROUICE i AcCesped
ok | e | i | Hew |

4. The Web Server Certificate Wizard appears. You will use the wizard to generate a request for a
certificate. Click Next.
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Welcome to the Web Server Cestilicate Wizard, E x|

Welcome to the Web Server
Centificate Wizard

This wizand hellps yous oeate and sdminisies server
coithealng uied 0 ERcLng Wish ComvLreshond
Bebwn pinn darvd arsd & chanl

Shatus of pour Wish perver

o Wwish Seran dosir® kv 8 csrifcals nataled
sl o orit hrve Sryy pending regussts

Cestificate Wized wall heslp pou o creste & rew
cotificale bor thit Wiels Sereer o aitach B an
esashng carthcshs

To continis, click Nest

Hois ||  Canced |

5. Select Create a new certificate and click Next.

115 Certificabe Wizard i

Server Cetilicabe
Thee se thise method: hai ssngrmg a certihcabs 1o a Web e

Sepleact they method you want bo ume o Bhiz web e

= [Cinste & new cortifabe

Ao an Exiting cantiicaln

et & corhficate from a Kap Mansga backup fla.

« ek Hest > Cancel |

6. Select Prepare the request now, but send it later and click Next. If you have an Enter-
prise-level CA and the machine is part of the domain, a request can be directly prepared. The
Send the request immediately to an online certification authority will be available. If
you select this option, you do not need to follow the steps in Submitting a Certificate Request
to a CA Manually.
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115 Certiicabe Wizard |

Delaged o Immediste Request
"ioua G prapaie & eques! b be send Lales. oF pou can berd one

Dio yooun ekt hos peepare & cevtificate raquestt bo be sent lster, or do pou want o send &
mmedately bo an onling certification suthonty?

™ Send

cgack [ Metr | Conce |

7. Enteraname for the new certificate. Ensure that the name is easy to refer to and to
remember. Choose the bit length. The higher the bit length, the stronger the encryption, but
the slower the performance. Choose a bit length that will balance strength and performance for
your needs. For a root CA, you should use a key length of at least 2048 bits. This option is not
available if you use existing keys. Click Next.

%
Hame and 5 ecunly Seltings =
“foan reewr certificste must have & name and & specific b length

Tpe & names bor the: news costificate. The nome should be ey for pou bo refier bo and
N

Hagne:

Thes bit bargt ol the encapplion ke dabesmines b cartifacabe’s snciyphion disngth.
Ther grestes the bl berugth, e strorges the secunty. Howsever, & graster bit length may
decrense perdumance.

Bt length:

[z =

™ Serves Gabed Cryptography [SGC] cerificate [lor sspart vessions onl]

cack [ mea> | cown |

8. Enter your site’s common name. This name must match the machine name or site URL. Click
Next.
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ITS Certllicate Wizard

‘Fouwr Site's Common Name
Yo Wb pte's Comimon name 15 i hlly qualfed domar name

Topee: thee comimaon Fuares I pour 1ite [F the server i on the Inbemed, ube & vald DNS
rusmen. [t srve i o the inliarest, pou may peeler o use B compuber’s NesBi05
nesme

1 the comiman name change:, wou wil need ho obdan a rew cetificate
Correnon rome:

cBack [ Mwir | Coned |

9. Enter your geographical information and click Next.

115 Certllicabe Wizard

Geographical Infoemation
The costicaton suthanty squees S folowng geographecal micrmabon

Loty Fageon

[0S Daedsoe =]

Srabe/pioance:

[ =
Catpoet bty

| |

Shabe/prcrance srd Cipflocally mutt be complste, olficial nanme: and may nol conten
i

[ cBar | nevr | conen |

10. Enter afile name for the certificate request. Click Browse to locate it. Remember the location
of this file as you will open it after completing the request.
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115 Certllicate Wizard x|

Cestificate Request File Hams
ioun cosfiihcale negusl o taned &5 & baud Rle wath e Bl rume pou
speciy.

Erer a ke nawms Bor the certificate iequeat.
File raerar:

oo Biowse

chock [ Hmts | Conen |

11. Review the summary of your request. Click Next.

115 Certificate Wizard ]

Aequest Fde Semmary
“fou harve chogen o geresale & regquest file

Tor gareerater thes fiolowers sequasid, chok Med
Fie name:  c\carireg bt
o request contair the followsng nfiormation:

;MT: paadiz
riendly N ame: pl;oln
fml'lh}l!ﬁupm’ L

State [ Provirce Mew ‘fod
Cay Hew ‘o

a ; pH
Onganzationsl st Eum‘yn

<k [THets | cael

12. Click Finish.
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115 Certificate Wizard

Completing the Web Server
Cenrificate Wizard

"fiois have suctedthilly complelad the Wb Serveai
Caitdcsbe wazand & cerbhoale maquest was ciealed and
wiveed Lo Hhe hle

&l el

Serad of el et e b0 pous eaitification authodty, who will
el oo 0 s Tl CORLAINIY OLE Py Coitheale
st dhas wizard bo ltach the v coitificshs b yous
P

Chck byie
fior & kel of coavtihcabon suthontes who oller sernoes for
Mictogolt prodhucis

T clogm et wizard, clck Firish

[ Frah

— Page 14 of 25 —



Submitting a Certificate Request to a CA Manually

Submitting a Certificate Request to a CA Manually

1. Locate the certificate request document (refer to Step 11 for the location). Open the text file
and copy all of the contents to a clipboard. You will paste the contents into a request in Step 5.

)« erireg s - Mobepad =100 =
ks L Fomst Help
~====BEGIN NEW CERTIFICATE REQUEST===== =]
1 ICwaCCAmINC s awiT EQMAd GALUE AxMicHF TG 1 pie 2E SMBAGALUEC sMIGZ ST aGFU
ESHTMA TwEAY VOOKEW] Db LW 5T Fgx rmEmmsslmunrmwn
EwhiliZxg AZELMAkGALUEBHMC ANEgk ghk 1 GRrwlBAOEF AANLADET
cEAsbZZFefulye ] TvoEk 1 85n2 1 bolZrvFuE Zewc DO A gwsd Fo 8T m 21 Ueiuwg T
7] TAMn 2 125 pr kw] w0es | PeUIGIDAGABOT TERT ALEQOr BOEEAT I 300T DM LU
ELL§ Iwirw'r K EowT BEAGCHWIBD | FTMGSWOgT DVROPAGH,/ BAGIAMGTWHEGSC 55
5103 DOE 0w SHOUWDG T T0E T hvCMaw T Caglaiad GOCGGSIDE0OMER IEWIIHE%E
IgHCEzAK Bopghk 1GTwODEZAT BMVHIUEDDAKEQOr BOEFBQCOATCE Y KKwY B
ewC A ] GET §CBAwT BAR SAAE0ALGE] AHI AbwE ZAGHAZ QB0 ACARLGET AE AT ABT AEHA
a.ﬁ.ﬂhdm.hth'lthBDmlAm&mmIlTWﬂB]Mmgﬁﬂh
dgngmpmayMﬁdesfaquermmim]r1mnwn1meaaan ke
k] ux-h'L*imnFliurdujpnzumwhﬁmwﬂkqunz?‘twnw&c&ngq!?m;
ittt R UL e Tl
N =0 & VENYT
BPThEESTPZIxEr G0Met 10+ | STNIfrl+allvekr 9k SEISS0Pz4MhP
---—-END' NEW CERTIFICATE REQUEST-----

Ea

L 2|

2. Open Microsoft Certificate Services. The URL is http://yourmachinename/certsrv/. Select
Request a Certificate and click Next.

T rosolt Coridicale Servicoes - Microsoll Internet Explorer 3 _‘I_uil
B G Yew Faortes Dok teb [ = |
bBak - o - Q[ ) Dsewch Gifwertes Frede J |- O - ]
Agidress [{@] bizp: {Jotesjoetare =l oo |“*“*|

‘Welcome

fou use this web Site o request a certificate for your web browser, e.mail cient, of other secure
program. Once you acquing & certificate, you will be able to securely identify yoursell (o other people over

the wab, sign your e-mail messages, encryplt your e-mail messages, and more depanding upon the iype
of certificate you request

Select atask:
" Ratmeve the CA certificate or certificate revocation list
& Reguest a cerbificabe
© Check on a pending cerificate
Mext >
[&] Do T P e iyt p

3. Select Advanced Request and click Next.
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Tt vl Contafisale Servioes - Microsoll Intemnet Explorer i =10 =]
Bit G ew Faveetes Tock  Heb [ & |
bk - S - P A Dsech e Frede (3| - O -

Agirecs [ ] brp: {Jogatinfcrtirtortra. o =] oo |unis ®

Choose Request Type

Flaase salact the type of redquest you would bl o make

= Lser certificats requaest

& Advanced request

[Mex=T]

=l
S T

4. Select Submit a certificate request using a base64 encoded... file and click Next.

J~crosolt Certificale Servioes - Microsolt Internet Explorer . =10l =]
Be B8 Yen Faodes Dok teb =
Bk - o - G [3 A | Disewch GiFwertes Gveds | Dy S B -

Agiress [ buzp: {liebinjootire eertrand. mg =] o ks ®

Advanced Certificate Requests

You can request a certificate for yoursell, ancther wser, or a computer using one of the following methads
Mote that the policy of the cedification autheaty (CA) wall determane the certificates that you can obtain

© Subrmat a cemificale request o this CA wsing a form

& Submit a cenificale request using a basetd encoded PHCS #10 file ar a renewal request using a
basabd encoded PRCS #7 file

© Request a certficate for a smart card on behalf of andther user using the Smant Card Enroliment
Station

Your miwst fivd an anmolient spent certdicate fo subvish & requesl for anobir wser

[>T

=l
s RN T

5. Inthe Saved Request text box, paste the contents of the certificate request file copied in
Step 1 (or you can browse to locate the file and insert it). Click Submit.
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3 i roeolt Corlilfical & Sorvioes - Microsoll Intermet Explorer

Bi £ Wew Favoctes ook e
ek - o - DA A Do GlFeertes Preds (3| - S H -
Agirecs [ ] brp: {Jatint etirtortrant g

Mrcrosolt Carfcale Semica

Hame

Submit A Saved Request

Faste a basaid encoded FKCS #10 cartificate request of PEICS &7 rénéwal requast genarated by an

extemal application [such as & wab server) inta the request frald to submit the request to the certfication
authority (CA)

Saved R sl

=
Basebd Encoded
Cerdficabe Requés
(PHCS #10 or #7)

: o

Brgearge for & file 1o ingen

Addition al Afributes:

Agirbates

. =
[&]Bore [T st &

L L

T rosolt Contdicale Services - Microsolt Inbernet Explorer

B BB gew Fawrtes Dok beb =
whack » = - Q[ A Dsewh GlFeories Freds (F| e S -
Aegdress | ] biep: ot certnyfoertnget.ap

Submit A Saved Request

Faste a basafd encoded FKCS #10 certificate request or PRCS &7 renewal request gensrated by an

external application (such as awab server) into the request frald to subrit the request to the certfication
authority (CA)

Saved Request:

g BpAGIATOBY MGIACAS/ aqTkIqC+ XTIVESDN 1 2]
k= I TVEATLASWORF IavTdlipBevipdvkiatbqus 4k
Basebd Encoded [P IDLlu+sTeS/ 23 10060k 1YY/ w1812 Telw2 3ucks
Cedificate Reques? |ARLALARWEOTT Ko T cHASEF POADOOD Vet no RIEY
(PHCS #iD or #F): [P TEEASePIIX2E 60N LO+1SINI Pml+al Wzﬂiclj
————— END WEV CERTIFICATE REQUEST----4 =
L]

Browge for a file 1o ingerd
Additional Antributes:

Arirbules LI _'Iil

El
R

&) o

Your certificate request has been received and is pending.
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B rosalt Cortdficate Services - Microsolt Tntemnet Explorer g I =T S
B B ew Fyorde Dok b [ @ |
bBak - o - D) A Dsearch ifwortes Freds J| - S - !
Agdress [ig] rezp: Iputesjomtervcertineh. as x| oo |nks *|

Mrerosall Cariboale Semaces — Caribc

Certificate Pending

Your certificate request has been recaived, However, you must wait for an administrator to issue the
certificate you requested

Flease retum to this web Site ina day or bwo b0 retneve your cerbificats

Maole: You must relam with this web browser within 10 days to relisve your certificate

1] tore R T 4

6. Open the Certificate Authority tool by clicking Start > Programs > Administrative Tools >
Certificate Authority. Expand the certificate authority.

[ Certification Autharity il =0 |
Jaton you [+ » @ RPE 2] =

Tm] hiame | Description |

[E3 Cortiwation Authorky (Locl) DA certiicate for e Certiiakion Aukhoeiy

= [ Cortificate for P

7. Click on the Pending Requests folder. Click the certificate request in the right pane, and click
All Tasks > Issue.
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M' =loix|
| o pow || == | D@ DB @ |

ree | O S A WSS I s
[ CortFication pethorty (Local) E3: weeBEGINME...  Taban Under Submission 442005 3:071
= (£ Certificate For PM
[ Pearvokend Cartificates
'C_"]]ssuadlfutftm
= | Prercion Blopaits)

(1 Faded Raquests

| i

The Pending Requests folder is now empty.

M =lolx
| teton pow || == GE DE| @ l

Tree | It Mame Cortficabe | Serisl Mumber | Certicate Effective Dt
Elc«muﬂ-m-:m:dﬁ [=E POAANISIIUER ... »=BEGINCERTL.., S1S0eS38000... 4[M[2005 259 FM
= ) Certificate for P11
[ Peervokend Contificates
4
[T ——
(L1 Faled Requests

1] l i

The certificate moves to the Issued Certificates folder.
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M =lol x|
| gton yow |+ =» @ RE @ l

=

jin] ame Certificate Serial Pusmber Cartificats Effective Dt
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8. Open Microsoft Certificate Services. The URL is http://yourmachinename/certsrv/. Select
Check on a pending certificate and click Next.
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Program, Cnce you Soquing @ camificate, you will D able 10 securely Ideniy yoursell [0 ooher peope over
the webs, sign your e-mail messages, encrypt your e-mail messages, and more dapending upon the typs
af certificata you raquest
Select a task:
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C Request a cerifcate
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9. Select the certificate that was just created and click Next.
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Submitting a Certificate Request to a CA Manually
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10. Click Download CA certificate. You can select either DER or Base 64 encoded.
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11. Save the file to a location on your computer. Download the certificate.

File Download :

X|

9 Some lles can haim pour computer, Il the e nformation bekow

books suspecious, of you do not fully tnest the source, do not open o
zave thas fibs,

File name:  cernew.cer
File type:  Secunty Ceitficate
From: paades
[, This type of fle could haim pour computer if it contains
mabcious code.

‘w'ould you ke to open the fle o save it bo your computer?

pen | [Cgeve ||  comsl | Moo |

K | Alueys ash before opening this ioe of e
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12. Locate the certificate that was just downloaded and double-click it to open it.

Cortcate . IF 1

eneral | petas | Cortfication Path |

mimnhrnm

This gertilicate is interded bo:
SErared e ihankiy of & iemole (oRgated

Issued tos poain

Tssued by Certfoste for PH

Vil from 442005 bo 4/4/2006

13. This certificate must now be installed into IIS. Open IIS and locate the Web site where ESSO-
PG is installed. Right-click the Web site and click Properties.

*§ Internet Information Services E igj x|
| aton vow || @ > B0 EFRER 28] w0 |
Tres | | Description | State [ Host Header Name | 1P Addres:
{3 nternet Information Services ) ik Wb She Running " Al Unast
S 1 s o) tdrministration Web Ske Running * Al Unass

) ) Default Web Ske S DieFaul SMTP Virtual Server Running * all Unas:

[+ o Administration Web Site

H- s Defsult SMTP Virtual Serves

i [ ¥

' I |

14. Select the Directory Security tab and click Server Certificate.
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Default Web Site Properties E ed 1 |

‘Web Sie | Opesalors | Pedomance | 1S4P1 Flters | Hoee Disectory | Documents
Deectony Secusiy | HTTF Headers | Custom Emois I Server Exenmons

Anonigecus sccest ard authentication corieol
> ; Ensabiy arvonymmciss sconss ard ool the

suthantication methods for this resoucs

IP asihcrecss e choaman Fuastres pesiractions:
Grant or deny accest Io ths sesowce using
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Edi.. I

Saiund COmmUrcaiont
Requae secure communecshons and
ST enable chent certficate: when this Serves Coscats_ |
TEROUICH i AcCesped i

ok | Cacd | st | hee |

15. On the Web Server Certificate Wizard panel, click Next.

Wielcome bo the Web Server Certilicate Wizard. ; x|

Welcome to the Web Server
Certificate Wizard

Thes wazand hellps yous cosate and sdmnisles server
caitfales ustd m secins Web Commurecahong
bt o perved ared & chenl

Shabus of your Wieb perver

o Wwish Seran dosin® haves 8 corifcals nataled
sl pow on't e oy pending regueesis

Cestificate Wizand will help pounio creste & rew
cotificate bor thit Webs Sereer oo attach i an
axartng carhhicahe

To continus, click Kest

Hoir || Canced |

16. Click Process the pending request and install the certificate. Click Next.
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x|
Pendang Contilicate Feoquest
iy pending cerihicabe tequest is a request bo which the cestihication
suthonty has rot yet responded.

A cortificabe requeit i pending, What would you ke to do?
% Proscss the pardng request snd ratsl the cesificals
" [hebete the pending request

< Back I Bed » I Cancel

17. Browse to the location of the saved certificate file. Click Next.

115 Certificate Wizard E

Procets a Pending Request
Process & perudireg certficals request by relmng the fle thal contans
the: certiicabon suthomty's renponbe

[Ersler thee path ard e names of the fle contairng the cortificaion authosly's responas.

[Pasth ared Bl nuare
IE \Drocurments and SetingsddmirtislonD ekl ophositnsw cer Bowie... I

<ok [CHen ]  conce

18. The Wizard asks for the SSL port to use with this Web site. The default SSL Port is 44 3. Click
Next.
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551 Port =

Specily the 551 post for Bhiz wed sile,

S5, et his web s should use:

e

o [Ho | come |

19. Review the summary of your request. If there are any problems, you might have to issue a
new certificate. If everything is correct, click Next to install the certificate.

x4

Coidicate Semmary
‘f'ou hawe chosen to mstall & cesthoale from a response e

To irestill the following certificabe, chck Nexdt
e ruarne: CA\Documants and Setings ddminrstslotD ek lop\cerinew. car
Centificate detnds:
lspued To poadis
lzgued By Cetificate for FM
Expstion [ s 4542006
Interded Pupocs Server Suthenhc ation
Friersdly Hame poadis
/ Regon us

Stale / Province Hew Yiodk
E.q- : Hew Yok

rganzation Compary %
(Organizational Livst Compary X

20. When the IIS Certificate Wizard is done, click Finish.
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