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Copyright © 2009, 2010, Oracle and/or its affiliates. All rights reserved.

The Programs (which include both the software and documentation) contain proprietary information; they are provided under a license
agreement containing restrictions on use and disclosure and are also protected by copyright, patent, and other intellectual and industrial
property laws. Reverse engineering, disassembly, or decompilation of the Programs, except to the extent required to obtain
interoperability with other independently created software or as specified by law, is prohibited.
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Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS
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computer software" or "commercial technical data" pursuant to the applicable Federal Acquisition Regulation and agency-specific
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not responsible for: (a) the quality of third-party products or services; or (b) fulfilling any of the terms of the agreement with the third
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responsible for any loss or damage of any sort that you may incur from dealing with any third party.

Oracle, JD Edwards, and PeopleSoft are registered trademarks of Oracle Corporation and/or its affiliates. Other names may be
trademarks of their respective owners.



THIRD PARTY SOFTWARE NOTICES
This product includes software developed by Apache Software Foundation (http://www.apache.org/).

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright © 2000-2009 The Apache Software Foundation. All rights reserved.

This product includes software distributed via the Berkeley Software Distribution (BSD) and licensed for binary distribution
under the Generic BSD license.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ""AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright © 2009, Berkeley Software Distribution (BSD)

This product includes software developed by the JDOM Project (http://www.jdom.org/).

THIS SOFTWARE IS PROVIDED ""AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE JDOM AUTHORS OR THE PROJECT CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (C) 2000-2004 Jason Hunter & Brett McLaughlin. All rights reserved.

This product includes software developed by the Massachusetts Institute of Technology (MIT).

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright © 2009 MIT

This product includes software developed by Jean-loup Gailly and Mark Adler. This software is provided 'as-is', without any
express or implied warranty. In no event will the authors be held liable for any damages arising from the use of this software.

Copyright (c) 1995-2005 Jean-loup Gailly and Mark Adler




This software is based in part on the work of the Independent JPEG Group (http://www.ijg.org/).

This product includes software developed by the Dojo Foundation (http://dojotoolkit.org).

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 2005-2009, The Dojo Foundation. All rights reserved.

This product includes software developed by W3C.

Copyright © 2009 World Wide Web Consortium, (Massachusetts Institute of Technology, Institut National de Recherche en
Informatique et en Automatique, Keio University). All Rights Reserved. (http://www.w3.org/Consortium/Legal/)

This product includes software developed by Mathew R. Miller (http://www.bluecreststudios.com).
Copyright (c) 1999-2002 ComputerSmarts. All rights reserved.

This product includes software developed by Shaun Wilde and distributed via Code Project Open License (http://
www.codeproject.com).

THIS WORK IS PROVIDED "AS IS", "WHERE IS" AND "AS AVAILABLE", WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES OR CONDITIONS OR GUARANTEES. YOU, THE USER, ASSUME ALL RISK IN ITS USE, INCLUDING
COPYRIGHT INFRINGEMENT, PATENT INFRINGEMENT, SUITABILITY, ETC. AUTHOR EXPRESSLY DISCLAIMS
ALL EXPRESS, IMPLIED OR STATUTORY WARRANTIES OR CONDITIONS, INCLUDING WITHOUT LIMITATION,
WARRANTIES OR CONDITIONS OF MERCHANTABILITY, MERCHANTABLE QUALITY OR FITNESS FOR A
PARTICULAR PURPOSE, OR ANY WARRANTY OF TITLE OR NON-INFRINGEMENT, OR THAT THE WORK (OR ANY
PORTION THEREOF) IS CORRECT, USEFUL, BUG-FREE OR FREE OF VIRUSES. YOU MUST PASS THIS
DISCLAIMER ON WHENEVER YOU DISTRIBUTE THE WORK OR DERIVATIVE WORKS.

This product includes software developed by Chris Maunder and distributed via Code Project Open License (http://
www.codeproject.com).

THIS WORK IS PROVIDED "AS IS", "WHERE IS" AND "AS AVAILABLE", WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES OR CONDITIONS OR GUARANTEES. YOU, THE USER, ASSUME ALL RISK IN ITS USE, INCLUDING
COPYRIGHT INFRINGEMENT, PATENT INFRINGEMENT, SUITABILITY, ETC. AUTHOR EXPRESSLY DISCLAIMS
ALL EXPRESS, IMPLIED OR STATUTORY WARRANTIES OR CONDITIONS, INCLUDING WITHOUT LIMITATION,
WARRANTIES OR CONDITIONS OF MERCHANTABILITY, MERCHANTABLE QUALITY OR FITNESS FOR A
PARTICULAR PURPOSE, OR ANY WARRANTY OF TITLE OR NON-INFRINGEMENT, OR THAT THE WORK (OR ANY
PORTION THEREOF) IS CORRECT, USEFUL, BUG-FREE OR FREE OF VIRUSES. YOU MUST PASS THIS
DISCLAIMER ON WHENEVER YOU DISTRIBUTE THE WORK OR DERIVATIVE WORKS.




This product includes software developed by PJ Arends and distributed via Code Project Open License (http://
www.codeproject.com).

THIS WORK IS PROVIDED "AS IS", "WHERE IS" AND "AS AVAILABLE", WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES OR CONDITIONS OR GUARANTEES. YOU, THE USER, ASSUME ALL RISK IN ITS USE, INCLUDING
COPYRIGHT INFRINGEMENT, PATENT INFRINGEMENT, SUITABILITY, ETC. AUTHOR EXPRESSLY DISCLAIMS
ALL EXPRESS, IMPLIED OR STATUTORY WARRANTIES OR CONDITIONS, INCLUDING WITHOUT LIMITATION,
WARRANTIES OR CONDITIONS OF MERCHANTABILITY, MERCHANTABLE QUALITY OR FITNESS FOR A
PARTICULAR PURPOSE, OR ANY WARRANTY OF TITLE OR NON-INFRINGEMENT, OR THAT THE WORK (OR ANY
PORTION THEREOF) IS CORRECT, USEFUL, BUG-FREE OR FREE OF VIRUSES. YOU MUST PASS THIS
DISCLAIMER ON WHENEVER YOU DISTRIBUTE THE WORK OR DERIVATIVE WORKS.

This product includes software developed by Erwin Tratar. This source code and all accompanying material is copyright (c) 1998-
1999 Erwin Tratar. All rights reserved.

THIS SOFTWARE IS PROVIDED "AS IS" WITHOUT EXPRESS OR IMPLIED WARRANTY. USE IT AT YOUR OWN
RISK! THE AUTHOR ACCEPTS NO LIABILITY FOR ANY DAMAGE/LOSS OF BUSINESS THAT THIS PRODUCT MAY
CAUSE.

This product includes software developed by Sam Leffler of Silicon Graphics.

THE SOFTWARE IS PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EXPRESS, IMPLIED OR
OTHERWISE, INCLUDING WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.

IN NO EVENT SHALL SAM LEFFLER OR SILICON GRAPHICS BE LIABLE FOR ANY SPECIAL, INCIDENTAL,
INDIRECT OR CONSEQUENTIAL DAMAGES OF ANY KIND, OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER OR NOT ADVISED OF THE POSSIBILITY OF DAMAGE, AND ON ANY
THEORY OF LIABILITY, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE

Copyright (c) 1988-1997 Sam Leftler

Copyright (c) 1991-1997 Silicon Graphics, Inc.

This product includes software developed by Guy Eric Schalnat, Andreas Dilger, Glenn Randers-Pehrson (current maintainer),
and others. (http://www.libpng.org)

The PNG Reference Library is supplied "AS IS". The Contributing Authors and Group 42, Inc. disclaim all warranties, expressed
or implied, including, without limitation, the warranties of merchantability and of fitness for any purpose. The Contributing
Authors and Group 42, Inc. assume no liability for direct, indirect, incidental, special, exemplary, or consequential damages,
which may result from the use of the PNG Reference Library, even if advised of the possibility of such damage.

This product includes software components distributed by the Cryptix Foundation.

THIS SOFTWARE IS PROVIDED BY THE CRYPTIX FOUNDATION LIMITED AND CONTRIBUTORS "*AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
CRYPTIX FOUNDATION LIMITED OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

Copyright © 1995-2005 The Cryptix Foundation Limited. All rights reserved.




This product includes software components distributed by Sun Microsystems.

This software is provided "AS IS," without a warranty of any kind. ALLEXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS AND WARRANTIES, INCLUDING ANYIMPLIED WARRANTY OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE HEREBY EXCLUDED. SUN AND ITS
LICENSORS SHALL NOT BELIABLE FOR ANY DAMAGES SUFFERED BY LICENSEE AS A RESULT OF USING,
MODIFYING OR DISTRIBUTING THE SOFTWARE OR ITS DERIVATIVES. IN NO EVENT WILL SUN OR ITS
LICENSORS BE LIABLE FOR ANY LOST REVENUE, PROFIT OR DATA, OR FOR DIRECT, INDIRECT, SPECIAL,
CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE
THEORY OF LIABILITY, ARISING OUT OF THE USE OF OR INABILITY TO USE SOFTWARE, EVEN IF SUN HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Copyright (c) 1998 Sun Microsystems, Inc. All Rights Reserved.

This product includes software components distributed by Dennis M. Sosnoski.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright © 2003-2007 Dennis M. Sosnoski. All Rights Reserved
It also includes materials licensed under Apache 1.1 and the following XPP3 license

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright © 2002 Extreme! Lab, Indiana University. All Rights Reserved

This product includes software components distributed by CodeProject. This software contains material that is © 1994-2005 The
Ultimate Toolbox, all rights reserved.

This product includes software components distributed by Geir Landro.

Copyright © 2001-2003 Geir Landro (drop@destroydrop.com) JavaScript Tree - www.destroydrop.com/hjavascripts/tree/version
0.96




This product includes software components distributed by the Hypersonic SQL Group.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

Copyright © 1995-2000 by the Hypersonic SQL Group. All Rights Reserved

This product includes software components distributed by the International Business Machines Corporation and others.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright (c) 1995-2009 International Business Machines Corporation and others. All rights reserved.

This product includes software components distributed by the University of Coimbra.

University of Coimbra distributes this software in the hope that it will be useful but DISCLAIMS ALL WARRANTIES WITH
REGARD TO IT, including all implied warranties of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. In
no event shall University of Coimbra be liable for any special, indirect or consequential damages (or any damages whatsoever)
resulting from loss of use, data or profits, whether in an action of contract, negligence or other tortious action, arising out of or in
connection with the use or performance of this software.

Copyright (c) 2000 University of Coimbra, Portugal. All Rights Reserved.

This product includes software components distributed by Steve Souza.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

Copyright © 2002, Steve Souza (admin@jamonapi.com). All Rights Reserved.

This product includes software developed by the OpenSymphony Group (http://www.opensymphony.com/.)"
Copyright © 2001-2004 The OpenSymphony Group. All Rights Reserved.
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Setting Up iDocumaker

iDocumaker is one of the presentation components
from Oracle Insurance. It lets you easily add and modify
data in the other Oracle Insurance applications through
a rich, web 2.0 graphical interface.

iDocumaker uses much of the Java™ 2 Platform,
Enterprise Edition (J2EE) framework for powerful
features such as reliability, strong security, extensibility,
standards based, maintainability and scalability.

Using these, it therefore needs to be installed under a
J2EE-compliant web container. This document
describes the basic installation and configuration steps
necessary to install the iDocumaker product under the
approved web containers. This document also tell you
how to find and install the various third-party libraries
iDocumaker uses.

NOTE: This document is designed for an initial
installation of iDocumaker. If you are updating
iDocumaker, check with your system
administrator for details on how iDocumaker
was initially set up and customized.

Before you begin you should be familiar with
the security settings for your system and how to
modify them.

You will find information on these topics in this chapter:
*  Requirements on page 2

*  Updating Third-Party Libraries on page 4

* Installing iDocumaker on page 10

e OpenLLDAP Security Settings on page 34



Setting Up iDocumaker

REQUIREMENTS Your computer must have certain software and hardware components to run iDocumaker.
This table outlines those requirements:

Basic requirements

Requirements
Operating system Windows XP, Windows 2003 Server, Linux, AIX, and Sun Solatis
Java Runtime version 1.5 or higher

Environment (JRE)

Physical memory/JVM | 1024MB/256MB RAM
heap memory*

Hard disk** 100 MB free
Other components Keyboard and mouse or compatible pointing device
Monitor Color SVGA monitor

* Additional memory will improve system performance.
** The amount of hard disk space you will need depends mainly on the volume of data you must
process.

NOTE: To test your iDocumaker implementation, you need a Documaker Studio master
resource library (MRL).

Client requirements  In addition to the basic requitements, each client should have the following:
*  WIP Edit, version 11.3, patch 05 or higher
*  Microsoft Windows XP Professional or later
*  Adobe Acrobat Reader 7.0 or higher

*  Microsoft Internet Explorer 7.0 or higher with these Internet security options
enabled:

Run ActiveX controls and plug-ins

Script ActiveX controls safe for scripting
Allow cookies that are stored on your computer
Allow per-session cookies (not stored)

Active scripting

Server requirements In addition to the basic and client requirements, the computer you will use as a server
should be configured with the following:

*  Apache Tomcat, or IBM WebSphere MQ (formerly MQSeries)

* A database such as Oracle version 8i or higher, Microsoft SQL 2000 or higher, IBM
DB2 version 8.1 or higher, Sun MySQL version 4.3 or higher, or other JDBC version
2.0-supported databases

*  Application servers that support the J2EE 1.4 specification. We test on Tomcat
version 5.5 and WebSphere MQ version 6.1.



Requirements

Application server In addition to the basic requirements, for the application setvet, you should have:
requirements

*  Windows Server (Tomecat plug-in), Tomcat version 5.5 or higher, or WebSphere MQ
version 6.1
*  One of these message busses:
WebSphere MQ
JMS
ActiveMQ
MSMQ
HTTP

* A database such as Oracle version 8i or higher, Microsoft SQL 2000 or higher, IBM
DB2 version 8.1 or higher, Sun MySQL version 4.3 or higher, or other JDBC version
2.0-supported databases

*  Docupresentment version 2.2 or higher

NOTE: We test iDocumaker version 3.2 implementations on WebSphere Application
Server (WAS) version 6.1.x and Tomecat 6.x Application Setrver.

Using the right Java This table shows various application setvers we have tested with and the Java version you
environment should use with those web servers and with iDocumaker.

For Use

Tomcat 5.5 (or higher) Tomcat using Java 1.5
(iDocumaker using the Servlet Specification 2.4 or higher)

WebSphere Application WebSphere Application Server using Java 1.5

Server 6.1.x (iDocumaker using the J2EE standard 1.4)
Additional ~ We also recommend these additional products for your iDocumaker implementation:
recommendations
Product Description
Documaker Use for rules publishing.




Setting Up iDocumaker

UPDATING
THIRD-PARTY
LIBRARIES

Due to licensing restrictions Oracle Insurance does not distribute the third-party libraries
needed for iDocumaker. These libraries include:

*  HotSAX - An open source SAX2 parser for HTML, XHTML, and XML files.

*  Jericho HTML Parser - An open source library that lets you analyze and manipulate
HTML documents.

*  ShiftOne Cache - An open source library that applies object caching policies.

This topic will help you find, download, and patch these libraries into your iDocumaker
war or ear file.

Before you begin, make sure you have...
* AniDocumaker 3.2 war or ear file

*  TheiDocumaker patch script or a compression utility such as WinZip® or WinRAR.
For more information on the patch script, see Using the Patch Script on page 7.

The patch script requires the Java Runtime Environment (JRE) version 1.4 or higher.
The patch script is designed for Windows but anyone familiar with Apache Ant can
open the script and use it on any platform Apache Ant is supported.

NOTE: If WinZip® has a problem with the format of the file, use WinRAR or another
compression utility.

You can patch third-party libraries two ways:
*  Using the Script on page 5
e Without a Script on page 8

Instructions for each method follow.



Updating Third-Party Libraries

USING THE SCRIPT

Follow these instructions to use the patch script to update the various third-party libraries
iDocumaker needs. For more information on the patch script, see Using the Patch Script
on page 7.

1 Unzip the update.zip to a directory on the host machine. It will create an \update
subdirectory. Then copy the CCM war or ear file into this directory.

= E

Here is the CCM war file

\ Folders

2 Download the following third-party libraries. Place these libraries in the update\lib

Place the third-party libraries into
the /update/lib directory

JEiIe Edit View Favorites Tools  Help

J Address Iﬁj Crupdate

| @Back ~ 3+ (T | 2 search

[ Folders | |3 38 X ) | (@~

X

B MMy Docuii
= j Iy Computer

= e Local Disk (C:)
) bea

(& complete
(L3 DecodedMessages
(3 dell
(23 development
(23 Docucorp
(23 Documents and Settings
() drivers
D ed
(2 Freightedi
) 1386
() inkernet
D java
(22 My Music
() patcher
[Z3) Program Files
(23 projects

(2 temp

- CHm

S ant
Db

(22 WINDOWS

(25 workshopisp
(5] | neal Disk (o)

-

Mame =~

Size. | Type

S)ant

[ ]

@ build, xml
Epatch‘bat
uat:hear.bat
|=8) skywirecem, ear
H‘ skywireccm war

<

File Folder
File Folder
15KB  Safati Document
1KB MS-DOS Batch File
1KB M3-DOS Batch File
38,680 KB EARFie
34,405 KB WAR File

o= == == =]

|

directory.

| Ble Edt Vew Favortes Toos  Help

Docucorp
(3 Documents and Settings
() drivers
) edi
[E5) Freightedi
3 ima6
(3 inkernet
2 java
[ My Music
123 patcher
(23 Program Files
() projects
(22 temp
N

3 ant

(=]

() WINDOWS

1) workshopisp
[l b | sl D (01

/

| ddress | ) C:iupdate ELE
| @ack = ) » F | D search [ Foders |1 30 X 9| @

Folders % |[fama = oo Tym To
(&} Deskiop NIEES File: Folder 3
IE’l My Documents i =1 File Folder I3
=] j My Computer E] build el 1SKE  Safari Document [
] < Local Disk (C:) [Flpatch.bat LKB M5-DOS Batch File 5
(55 bea [Flpatchear bat 1KB MS5-DOS Batch File 6
& complete 4] skywirecem.ear 35,680KB  EAR File 6
|8) skywirecem,war 34,405KE WAR File 5




Setting Up iDocumaker

HotSAX Download HotSAX, version 1.2¢ from this site:

http://soutceforge.net/project/
showfiles.php?group_id=29085&package_id=21409&release_id=87917

Unzip it into a temporary directory. Then copy the following .jar file from the
temporary directory into the update \WEB-INF\lib directory:

. .\HotSAX-0.1.2c\hotsax.jar
Jericho HTML Parser Download the Jeticho HTML Parser version 1.2 from this site:

http://downloads.soutceforge.net/jerichohtml/jericho-html-
1.2.zip?modtime=1087344000&big_mirror=0

Unzip it into a temporary directory. Then copy the following .jar file from the
temporaty directory into the update \WEB-INF\lib directory.

..\jericho-html-1.2\Jericho-html-1.2.jar
ShiftOne Cache Download ShiftOne Cache version 1.2 from this site:

http://downloads.soutceforge.net/jocache/shiftone-cache-
1.2.zip?modtime=1064880000&big_mirror=0

Unzip it into a temporary directory. Then copy the following .jar file from the
temporaty directory into the WEB-INF\lib directoty of your exploded WAR
directory.

.\shiftone-cache-1.2\dist\shiftone-cache.jat

3 The next step varies, depending on if you are patching a war or ear file:

If you are patching  Double-click this file:

A war file patch.bat

An ear file patchear.bat

NOTE: If you have any problems, try the steps in Without a Script on page 8.



http://sourceforge.net/project/showfiles.php?group_id=29085&package_id=21409&release_id=87917
http://downloads.sourceforge.net/jerichohtml/jericho-html-1.2.zip?modtime=1087344000&big_mirror=0
http://downloads.sourceforge.net/jocache/shiftone-cache-1.2.zip?modtime=1064880000&big_mirror=0

Updating Third-Party Libraries

Using the Patch Script

If you renamed your war or ear file and within the ear or war file you want the jar libraries
loaded from a different location, you can do this by passing parameters via the patch
script. Here is an example:

patch -Dwar testwar.war -Dlib.dir 1ib2

Parameter Description

-Dwar warname The name and/ot path/name of the wat file or war within the ear file.

e The default is skywireccm.war.

The name and/or path/name of the ear file to use. The default is
skywireccm.ear.

-Dear earname

-Dlib.dir lib directory The path, relative or absolute, to the ditectory that contains the third-
party jar files needed by iDocumaker.

This example patches the testwar.war file with the third-party libraries found in the
relative directory named \lib2. The example output is shown below.

Duwar testwar.war -Dlib.diy 1ib2

You can see that thete is no lib directory, just \lib1 and \1ib2 so there is no possibility of
confusion. You can see it using testwar.war in the output.



Setting Up iDocumaker

WITHOUT A SCRIPT
Follow these steps to get the third-party libraries without using the script:
1  Create a directory named \update.

2 Unzip the deployable war or ear file into this directory.

Brcwedste . =[8]x]

Fie Edit View Favorites Tools Help

| @search [RyFases (3|05 1 X | E-

Address [ C:ipdate
Folders x [ = (= Hame | size [ Type [ Modified |

] Deskiop "D L (D skywireccm File Folder 6/11/2008 12:23 P
3 My Documents 3 hatsax.jar S7KE ExecutableJarFle  5{3(2002 11558 PM
3wy computer update riche-btml-1.2.jar I7KB ExecutsbleJarFle  617(2004 12:22 aM
25 3% Floppy (A} iftone-cache. jar S2KE  Executable Jar File 9/30/2003 8:48 PM
=3 Local Disk {C:) skywireccm.war 35,598KE  WAR File 8/11/2008 3:06 PM
{3 Béirfo WAR File
7 (1 Docserv Modified: 8/11(2008 3:06 PM
#1-_] Documents and Sattings
{1 Dowrnloads
A (1 Fap Attributes: (narmal)
7] Inetpub
#{"] Pragram Files
{3 rECTQLER
7] skywireccm
] Skywiresoftware

{21 System valume Information

Temp
=123 update
2] skywirecem

7 (1 winnT
& Compact Disc (1)
{38 Contral Panel

1y Network Places

{2 Recycle Bin
-4 Tnkernet Explorer

{1 pocurreate

{1 idocumaker 32

Size: 34.7 ME

Type: WAR File Size: 34.7 MG [z4.7m8 [\ my Computer

Hhstart| 1] & 15 ||[E)cundate JC:iProgram FlesiApachs ... YA

If you are using an ear file, you will see a war file and a META-INF directory. Create
a war directory and unzip into that. This is now your exploded WAR directory.

3 Download the following third-party libraries:

HotSAX Download HotSAX, version 1.2¢ from this site:

http://soutceforge.net/project/
showfiles.php?group_id=29085&package_id=21409&release_id=87917

Unzip it into a temporary directory. Then copy the following .jar file from the
temporaty directory into the update \WEB-INF\lib directory:

. .\HotSAX-0.1.2c\hotsax.jar

Jericho HTML Parser Download the Jericho HTML Parser, version 1.2 from this site:

http://downloads.sourceforge.net/jerichohtml/jericho-html-
1.2.ziprmodtime=1087344000&big_mirror=0

Unzip it into a temporary directory. Then copy the following .jar file from the
temporaty ditectoty into the update\WEB-INF\lib directoty.

..\jericho-html-1.2\Jericho-html-1.2.jar


http://sourceforge.net/project/showfiles.php?group_id=29085&package_id=21409&release_id=87917
http://downloads.sourceforge.net/jerichohtml/jericho-html-1.2.zip?modtime=1087344000&big_mirror=0

Updating Third-Party Libraries

ShiftOne Cache Download ShiftOne Cache, version 1.2 from this site:

http://downloads.soutceforge.net/jocache/shiftone-cache-
1.2.zip?modtime=1064880000&big_mirror=0

Unzip it into a temporary directory. Then copy the following .jar file from the
temporaty directory into the WEB-INF\lib directoty of your exploded WAR
directory.

..\shiftone-cache-1.2\dist\shiftone-cache.jar

4 The next step vaties, depending on if you are patching a war or ear file:

If you are using ~ Then

A war file Use a compression utility to zip/jat/tar up the WAR directory. Make
sure the path names stay intact relative to the root of the exploded
war directory without including the exploded war directory name.
This file should be named skywireccm.war.

An ear file Delete the exploded WAR directory but keep the new
skywiteccm.war and zip/jar/tat it up with the META-INF directory
into a new ear file named as it was; skywirecom.ear.



http://downloads.sourceforge.net/jocache/shiftone-cache-1.2.zip?modtime=1064880000&big_mirror=0
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INSTALLING
IDOCUMAKER

This document desctibes using different web application servers and/or secutity
configurations. It also discusses configuring iDocumaker security for LDAP servers, but
only on the certified web application servers.

For all other containers, or for more information on the certified web application
containers (or server), refer to your container’s documentation.

This document discusses these main functions:

*  Deployment of the iDocumaker application on approved web application containers.
*  Configuring the web application container for your LDAP server.

This document does not discuss...

*  Any other aspect of your application server’s configuration, including alternative
security configurations. iDocumaker uses the J2EE security framework. The
administrator should be able to use the application server’s configuration to hook
into the necessary security framework. iDocumaker supports LDAP on the approved
application servers.

*  Application servers beyond those listed in Requirements on page 2. Administrators
of a J2EE web application container should be able to take what is given here and
apply it to their servers.

*  Hardwarte requirements, their configurations, or clustering.
These installations are covered in this topic:

e Installing under Tomcat 5.5.2x on page 11

*  Installing under Tomcat 6.x on page 12

*  Installing under WebSphere 6.1 on page 13



Security

Deployment

Installing iDocumaker

INSTALLING UNDER TOMCAT 5.5.2Xx

By default, Tomcat connects to a local LDAP server for its security configuration. The
secutity configuration is built into the war file in the file under the META-INF/
context.xml file.

Take the contents of this context.xml file, or the configuration given below, and edit the
elements in it to point to the enterprise LDAP server you want to use. Then put it back
into the deployment file. You can putit in the server.xml file (Tomcat’s configuration file),
but as of Tomecat 5, this is not recommended. Since this involves editing the deployable
file, security should be done before deployment.

The context tells the application server, Tomecat, that it applies only to this web
application.

<Context antiJARLocking="true" antiResourceLocking="true"
reloadable="true">

<Realm className="org.apache.catalina.realm.JNDIRealm" debug="99"
connectionName="uid=demo, ou=users, ou=docucorp, dc=example, dc=com"
connectionPassword="demo" connectionURL="1ldap://localhost:389"
roleBase="ou=groups, ou=docucorp, dc=example,dc=com" roleName="cn"
roleSearch=" (uniqueMember={0})" roleSubtree="true"

userSearch=" (uid={0})" userPassword="userPassword"
userPattern="uid={0}, ou=users, ou=docucorp, dc=example,dc=com" />

</Context>
For more information, see the Tomcat JNDI Realm documentation:

http://tomcat.apache.org/tomcat-5.5-doc/realm-howto.html#JNDIRealm

Follow these steps to deploy iDocumaker under Tomcat 5.5:
1 Download the core Tomcat web application server from this site:
http://tomcat.apache.org/download-55.cgi

2 Install it as 2 Windows application or unzip it into a directory. It is better to run it so
you can see the output and determine if the deployment was successful.

3 Start Tomcat using the Administrator Services, Start menu or by running the
startup.bat file.

4 Copy the skywireccm.war file into the fomcat/webapps directory where tomcat is the
Tomcat installation directory. The system shows Tomcat deploying the war file.

5  Test the deployment of the application by going to the following site:
http://localhost:8080/ skywireccm

This should show the log in window.

11
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Security

Deployment

INSTALLING UNDER TOMCAT 6.X

By default, the Tomcat application connects to a local LDAP server for its security
configuration. The security configuration is built into the war file in the file under the
META-INF/ context.xml file.

Take the contents of this context.xml file, or the configuration given below, and edit the
elements in it to point to the enterprise LDAP server you want to use. Then put it back
into the deployment file. You can putitin the server.xml file (Tomcat’s configuration file),
but as of Tomecat 5 this is not recommended. Since this involves editing the deployable
file, security should be done before deployment.

The context tells the application server, Tomecat, that it applies only to this web
application.

<Context antiJARLocking="true" antiResourceLocking="true"
reloadable="true">

<Realm className="org.apache.catalina.realm.JNDIRealm" debug="99"
connectionName="uid=demo, ou=users, ou=docucorp, dc=example, dc=com"
connectionPassword="demo" connectionURL="1ldap://localhost:389"
roleBase="ou=groups, ou=docucorp, dc=example,dc=com" roleName="cn"
roleSearch=" (uniqueMember={0})" roleSubtree="true"
userSearch="(uid={0}) " userPassword="userPassword"
userPattern="uid={0}, ou=users, ou=docucorp, dc=example, dc=com" />

</Context>
For further explanation see the Tomcat JNDI Realm documentation.

http://tomcat.apache.org/tomcat-6.0-doc/ realm-howto.html#]NDIRealm

Follow these steps to deploy iDocumaker under Tomcat 6.x:
1 Download the core Tomcat web application server from this site:
http://tomcat.apache.org/download-60.cgi

2 Install it as a Windows application or unzip it into a directory. It is better to run it so
you can see the output and determine if the deployment was successful.

3 Start Tomcat using the Administrator Services, Start menu or by running the
tomcat.exe file.

4 Copy the skywireccm.war file into the fomcat/webapps directory whete fomcat is the
Tomcat installation directory. The system shows Tomcat deploying the war file.

5  Test the deployment of the application by going to the following site:
http:/ /localhost:8080/ skywireccm

This should show the log in window.


http://tomcat.apache.org/tomcat-6.0-doc/realm-howto.html#JNDIRealm
http://tomcat.apache.org/download-60.cgi
http://localhost:8080/skywireccm
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INSTALLING UNDER WEBSPHERE 6.1

Installing iDocumaker under WebSphere 6.1 consists of the following tasks:
e Setting Up Security on page 14 (optional)

e Setting Up an IBM HTTP Web Server on page 17 (optional)

*  Deploying the EAR File on page 21 (required)

*  Managing the Web Module on page 28 (required)

*  Setting Up the WAS Plug-in on page 30 (required)

*  Testing the iDocumaker Web Application on page 32 (recommended)

For WebSphere 6.1, you should set up iDocumaker as a proxy service behind a web
server. This topic shows, as an example, a basic IBM HTTP server configuration for a
proxy server. You should have the IBM HTTP server with the plug-in installed.

Before you begin, make sure the...
e Server is running
¢ Administration console is available

You should also have a working knowledge of WebSphere 6.1. For more information on
WebSphere, contact your WebSphere software vendor.

13
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Setting Up Security

Follow these steps to set up security:
1 From the main screen expand the Security link on the left side menu. Click the Secure
administration, applications, and infrastructure option.

/2 Integrated Solutions Console - Windows Internet Explorer i

5 =[] hitp:jtacalhost:3050/ibm/consolelogin.do

| 43l [coogle |2

| Ele Edt Yew Favorites Iooks Help

T0 A @nkegrated Solutions Consols | |

Integrated Solutions Console ~ Welcomne admin Help | Legout

‘ View: [All tasks

Enterprize Applications
Click this option. Welcams

Closs pags

Preparing for the application installation ? _Whap ]
Guided Activities

Specify the EAR, WAR, JAR, or SAR moduls to upload and install Heldheip
Servers Rectyhs; " ” IO Ecs e P e sLinsa For field help infarmation,
Applications

=R - select a field label ar list

marker when the help
T @ Local file system cursor appears.
Bl Security Full path Page help
Browse. [
Securs administration, spplicatians,

and infrastructure

' Rernote file systam
5L certificate and key mansgement

Bus Security

[ Brouz=,
Enuironment

System administration (el fad

Used anly for standslons Wab modules (.war
Users and Groups files) and SIP modules (.zar filas)
Monitaring and Tuning

How do you want to install the application?

Troublashooting @ Prompt me enly when additional information is raquired.

Sarvics integration ' show me all installation options and pararmeters.

Next | Cancel

uppI

1 I —

Local intranet L 100%
1

Tz
The main Security window appeats.

2 Choose LDAP and click the Configure button under User account repository.

pplications, an

Secure

The spplication serving environment s completely secured when administration is restricted, The applications and the infrastructure th.
supparts the administration and applications also are secured,

Configuration |

Security Confiquration Wizard Security Configuration Report

Administrative security

Authentication
I Enable

security i User Roles Use domain-qualified user names
Administrative Group Rales N

Web security

Application sacurity H RMI/IIOP secunty

[7 Enable application security Java Authentication and Authorization Semice

Authentication mechanisms and supiratiol
Jaua 2 security
I Use Java 2 security to restrict application access to local resources

P warm if applications are granted custor permizeions

Esternal authorization provider:
™ Custom properties
Restrict access to resource authentication data
User account rapository

Current realm definition
Local spersting system

Availzbls realm definitians

Local operating system  w| | Configure et as current

Apply | [ Reset |

You now see all the basic options for LDAP.

14



Installing iDocumaker

3 Enter your organization’s LDAP information and click Apply.

General Properties

* Primary administrative user nama

Gid=derno,ou=users,cu=doc Asiuansayd

Server user identity Protocol (LDAP
user ragiswy
O autarnatically ganeratad sewmer identity =

& sarver idantity that is storad in the repository Custom properties
Sarar usar ID or administrativa user on & Warsion 6.0.x
node

[uid=deme,cu=usars,cu=docucerp, di—e=ampls,dc=com

Pazzuard

Type of LDAP sarusr
Custarn ~

* Host
localhost

Part

EED)

Base distinguizhed namea (DN)
[eucarp, de=example, de=corm

Bind distinguished nama (DN}

fcucarp.de=example, de=com

Bind password

Search timaout

seconds
¥ Reuze connaction
¥ 1gnore case for authorization

SSL Sattings

[T ssL enabled
@

Manage endpoint security configurations

~
Mo deb efaultesLostiungs 2 SSL configuestions

ppiv ] [oK] [Razet] [Canest

The system displays this message to tell you that you have changed the configuration.

|E Messages

&-Changes have been made to your local configuration, You can:
® Save directly to the raster configuration,
® Review changes before saving or discarding.

O The server may need to be restarted for thesze changes to take
effect

Click Save to save the changes.

4 Enter any advanced mappings. Click Apply. Then click Save.

[secure administration, applications, and infrastructure

Secure inistrati ications, and infrastructure > Standalone LDAP
registry > Advanced Lightweight Directory Access Protocol (LDAP) user registry
settings

Specify advanced Lightweight Directory Access Protocol (LDAR) user registry
settings when users and groups reside in an external LDAP directory, When
security is enabled and any of these advanced settings are changed, go ta the
Security > Secure administration. spplications, and infrastructure panel. Click 2pply
or OK to validats the chanaes.

Gonfiguration

General Properties

User filter

(&(nid=%uv){abjectClass=dac|

Group Filter

(&(cn=%v)(objectClass=grau

User ID map
+iuid

Group ID map
Fien

Group member ID map

aroupGfUniqueNames uniqud

[T Perform a nected group search

certificste map mode
EXACT_DH ~

Certificate filter

spply | [ok] [Reset | [ cancel
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5  Click the Test Connection button. You should sce a message similar to the one
shown here:

|E Messages

[} The test connection operation for LDAP host localhost on port 389 was
succassful,

Click Ok.

6  Under the User account repository option, choose the newly-created LDAP
configuration and choose Set as current.

Canfiguration

Security Configuration Wizard Security Configuration Report

Administrative security Authentication

™ Enable acurity ive User Roles [T Use domain-qualified user names|
Administrative Sroup Roles

Wb sacunty

Application security RMI/LIOP security
[F Enable application security Java Authentication and Authorizatid
Asuthenticstion mechanisms and eupirat
Java 2 sacurity
I7 Use Java 2 sacurity to restrict application access to local resources
¥ warm if applicstions are granted custam permissions External autharization providers
Custom propertiss
[T Restrict access to resource suthentication data
User account repository
Current realm definition

Standalons LDAP ragistry

Available realm definitions

Standalone LDAP registry | | Cenfigure Set as current

Apply | [ Raset

7  Check the Enable Administrative Security option. You will have to reboot the server.

If you are using our default OpenLDAP implementation you can log into the
WebSphere console using this user ID and password:

For Enter

User ID demo

Password demo

For a complete list of security settings for the default OpenLDAP implementation, see
OpenLDAP Security Settings on page 34.
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Setting Up an IBM HTTP Web Server

Here are the steps you need to follow to configure a web proxy server.

NOTE: If you use an existing web server to serve the static content, you can skip this

topic. For performance reasons, the IBM HTTP server (IHS) is used to serve
iDocumaket’s static content.

Before you begin...

Install the IBM HTTP setver.
Make sure the IBM HTTP server is running as a service.

Click Web Server from the Servers link on the left most menu. You should see a
screen like the following. Click New.

/2 Integrated Solutions Console - Windows Internet Explorer o [=] 3
@I__; [ hitp:Jilocalhast :a060/bm/console/login.da (=il #2 ] ¢ | oot |2

| Ele Edt View Favorites Tods Hep

e (@ Integrated Solutions Console | |

Integrated Solutions Console Welcome admin Help | Logeut

W <l
‘ view: [All tasks b servers ose page
Welcoms

Guided Activities VWeb servers

B Servers Use this page to view a list of the installed web servers.

Application servers
Web servers

WebSphere MQ servers | Generate Plug-in | Propagate Plug-in__| | pelete | [ Templates... | [start ] [stop] [ Termil
Bl Applications ol

Preferences

Resources

Select| Hame & \wEb server Type & |Nnde 5 ‘\/Ersmn o

Security

Hane

Enviranment

Total 0

System administration
Users and Sroups
Monitating and Tuning
E Troubleshooting
Service integration

upDI

Al | FET ] i

[fbmfconsolecallectionButton.do ]

%3 Local intranet 0% v g
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2  You will see the following window. Enter the appropriate information.

Create new Web server de

Use this page to create a new Web server,

L Specify the Web server name, type, host name
Web server name, and platform. .
type, host name
and platform. Specify a Web server name, type, host name and
platfarm,

# Server name

‘skywireccm_wabserver |

* Tupe
|1BM HTTP Server =l

# Host name

‘Iocalhost

# Platform
Windows ¥

Click Next

3 Choose the default template.

Create new Web server definition =

Use this page to create a new Web server,

Select a Web server template

Select the ternplate that correzponds to the
server that you want to create,

—3 Step 2: Selecta
Vieb server

template
Select| Template Name | Type Crecription
The IHS web
[ IHS Systern | Server
Template

Then click Next.
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4 Enter your web server’s properties. Keep in mind where you have it installed, the
HTTP administration server’s user name and password (if applicable), and so on.
Make sure the path to the installed HTTP server and the plug-in location are propetly
defined.

Create new Web server definition =

Use this page to create a new Web server,

Enter the properties for the new Web server
Enter the Web server properties,

* Port

Wweb server installation location
[onieMyHTTRE el |

properties for the # Service narme
new Web server [1BMHTTPServers 1 |

# Plug-in installation location
[oniBMyHTTRES rvar Plugins |

Application rapping to the Web server
IAII V'I

Enter the IBM Adrinistration Server properties,

* Port
so0s
# Uszername
admin |

# Password

* Confirm passwaord

[T use ssL

{Next [} Cancel |

Click Next when you are finished.

5 Review your changes and click Finish when you are happy with them.

Create new Web server definition -

Use this page to create a new Web server,

Confirm new Web server

The follawing is a surnmary of your selections,
Click the Finish button to cornplete the Web
server creation, If there are settings you wish to
change, dick on Previous button to review the
server settings,

Surnmary of actions:

Mew Web zarver

entry "skywireccrn_webserver" will be
created on hostname "localhost"
Platform Type "Windows"

Wweb server install

(root "DIEMYHT TR Server”

Plug-in Install

Step 4: Confirm
new Web server

i Previous | ! Finish| !Cancel |

The Please Wait icon appears.
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6 Click the Save link to save the new configuration.

Enterprise Applications

E Messages

& changes have been mads to your local configuration. You can:
& Save directly to the master configuration.
® Reuicu changes befors saving or discarding

O\ The server may nead to be restarted for these changes to take effect.

Enterpri: ications > iDocuMaker32 > Manage Modules

Manage Modules

Specify targets such as application servers or clusters of application servers where you want to install the madules that are contained in your
=pplication. Modules can be installed an the same =ppl d 4 I

several n s=rvers, Also, specify the Web
zerusrs as targets that sarus as routars for raguests to this application. The plug-in configuration file (plugin-cfg. xmi) for each Web saruer is
generated, based on the applications that are routed through.
Clusters and Servers:
WebSphere: cell=mleetodetlcellnad
1Zellinod

leelodell,server=sarverl
01, k

WebSphare: cell=mlz=Nod =l n_usb
| Rermove | | Updste | | Remove File
Select| Module URT ¥°d“‘e Server
ype
shywireccrm, war, WER- Web webSphere:cell leeMeodedicCellnad: mleeNodedl,server=serverl
M | comiomzeeswen [0l B Module | webSphers:cell=mle=tode0icel nede=mlzztod=01, kywireccn_web

You should now see your new web server with a status of running (green arrow).

Web servers
Use this page to view a list of the installed Web servers,

Preferences

belete | | Templates... | |start] [stop| | Terminate

| Generate Plug-in | [ Propagate Plug-in

selact| Name & web sarver Type O _ Hode 23 _ Version 3 _ Status ¢
O shuwirecorn webserser IBM HTTP Server mleetodenl Base 6,1,0.0 > 3
Tatal 1

This indicates the web server is running.
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Deploying the EAR File

Make sure WebSphere is installed and you have an understanding of starting, stopping
and configuring the server. In addition...

There should already be a WebSphere server or cluster instance created for the
application.

The WebSphere instance should be running with the administration of that server
available.

Follow these steps to deploy the EAR file:

1 Loginto the administration console. You should see a window similar to the

following:
/2 Integrated Solutions Console - Windows Internet Explorer - | [m] ﬂ
@:;' - I& httpifflocalhost : 9060/ibm/consoleflogin.do j 4[| X% IGDUgIe Falks

JElIe Edit View Favorites Toals  Help

T:F e @ Integrated Solutions Console | |

Integrated Solutions Console Welcome admin Help | Logout

| view: [All tasks Lll Welcorne

Welcarne

Guided Activities

Integrated Solutions Console, 6.1.0.0
oD Integrated Solutions Console provides a Bl Murabar: DOEZ0.14
cornran administration consols for multiple Build Date: 5/16/06
Applications products. The table lists the product suites that !
can be administered thraugh thiz instsllatian,

LICENSED MATERIALS PROPERTY OF IBM
Resources Select & product suite to view more information. 5724-163, 5724-H88, S655-NO1 (C)

Security Copyright International Business

= = Machines Corp, 2005, 2006 =
— Suite Name Version
websphere Application Server 6.1,0,0

System administration
Users and Groups
Manitoring and Tuning
Troubleshooting
Service integration

ool

[0 [ [ [ [ [S3tocalntranet [

2  Click the Applications link on the left hand menu. You will now see these options:
*  Enterprise Applications

. Install New Application
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22

3 Under Enterprise Applications it shows a list of installed applications. Skywireccm

should not be on the list. You will return to this list.

Enterprise Applications

Enterprise Applications

Use this page to manage installed applications, A zingle application can be deployed onto multiple servers,

Preferences

NE

| Install | | Uninstall | | Update | | Rollout Update | | Rernove File

| | Export | | ExportDDL
Select| Mame 2 Application Status g
r Defaulttpplication =3
] ivtapp >
r uer L4
Total 3

4 Click the Install New Application link. This window appears.

5  From here, click Browse and locate the skywireccm.ear file. Then click Next.The
Please Wait icon appears, which indicates the system is uploading and preparing the
application.

@F’Iease Wit

Preparing for the application installation

Specify the EAR, WAR, JAR, or SAR rmodule to upload and install,

NE

Path to the new application
' Local file systern
Full path

|| Browse...

7 Remote file systern

Browse...

Context root

files) and SIP modules [ zar files)
How do you want to install the application?

[ Prampt e only when additional infarmation is required,

' Show me all installation options and parameters,

Used anly for standalone Web modules [Lwar
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6  Next is the Install Options window. You can accept the defaults and click Next.

=3 Step 1: §

E Select installation options
installation options

Spacify the uarious options that are available to prepare and
install your applicatian.

[T precompile JavaServer Pages files

Directory to install application

¥ Distribute application
[T Use Binary Configuration

[T Deploy enterprise beans

Application name

iDocuMakersz
¥ creste meeans for resources

I Enable class relaading

Reload interval in seconds

[T Deploy Web services
Validate Input off/warn/fail

warn ¥

[7 Process embedded configuration

File Permission

Allow all files to be read but not written to
Allow executables to execute
Allow HTML and image files to be read by everyane

Set file permissions

‘.*\.d|\=755#.*\.50=755#.*\‘a=755#.*\.5|=755

Application Build 1D
Unknrown

™ mllow dispatching includes to remote resources

[T mllow servicing includes from remote resources

7  Now map the application to servers. Typically you just have to check the box and
click Next.

NOTE: If you are not using container managed security, you can skip this step.

Map modules to servers

Specify targets such as application servers or clusters of application servers where you want to install the modules that are contained
— Step 2: Map in your application. Modules can be installed on the same application server or dispersed among several application servers, Also,

modules to servers spacify the Web serers as targets that serue as routers for requests to this application. The plug-in configuration file (plugin-
cfg.=xml) for each Web server iz generated, based on the applications that are routed through,

Clusters and Servers:

Salect| Maodule URI Sarver

skywireccrn,war, WEB- | WebSphereicell=rnleeModeliCel,node=mleeMode0l,server=serverl

[T | eomioazeesweb | [odr o webSpheare: cell=rleetodaniceall,node=rnlesModenl, carvar=skywiraccrn_wabsarver

Previous

Cancel |

When you finish, the Please Wait icon appears.

23



Setting Up iDocumaker

8  The Summary window appears and provides information on the entire application’s
deployment. Click Finish.

summary

Summary of installation options

Optiens Values

Pracompile JauaServar
—» Step 31 Summary Pages files b=

Directory to install
application

Distribute spplication Yes

Use Binary

Configuration Mo

Deploy enterprise baans | No

Application name iDocuMakerzz
Craste MBaans for e
resources
Enable dass reloading | No
Reload intervslin
saconds
Daploy Web sarvicas | Mo
walidate Input warm
offfwarn/fall
Process embedded
figurat He
configuration
File Permission L dl=FES R so=F55#. %, a=T55# *\,5|=755
Application Build 1D Unknown
Allow dispatching
includes to remote Mea
razourcas
Allow servicing includes | |,

fram remots resources

Previous

The installation window appears with the Please Wait icon.

Integrated Solutions Console  Welceme admin Help | Legout |
views [All tashs Installing...
Welcome
Ithere are enterprise beans in the application, the EJB minutes.
Guided Activities process completes.
B servers

oot Checkthe SystemOutlog on the Deployment Managsr or server whers the appication s deployed for specific information sbout the EJB deploymert process as it osours.
pplication servers
Web servers

ADMASO1BH Installation af iDocuMakera2 started
WabSphere MG servers

Bl applications
Enterprise Applications
Install New Application

Resources

Security

Environmant:

System administration
Users and Groups.

Manitaring snd Tuning

Troubleshaoting
Service integration

Huop1
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When the installation finishes you should see a window similar to the following.

Installing iDocumaker

Integrated Solutions Console

Welceme

Guided Activities

B Servers
Application servers
Web servers
WebSphere MO servers
B Applications
Enterpriss Applizations

Install New Application

Resources.

Security
Eniranment

Systam administration
Usars and Groups

Monitoring and Tuning

Troubleshooting
Service integration

uopt

Welcome admin Help | Logout

View: [All tasks Installing...

If there are enterprise beans in the application, the EJB deployment process can take several minutes. Please do not save the configuration until the
process completes.

Check the SystemOutog on the Deployment Wanager or server where the appication is deployed for specific informstion siout the EJB deploymert process as it ooours.

ADMASD1B Instalstion of Docuiaker32 started.
ADMASOGT Resource valdation for application DocuMaker32 completed successtully.

ADMAS0SE; Application an maduie versions ate valteted wih versions of deployment tergets.

ADMAS005t D WebSphere repostory
ADMRS0S3: for created
ADMAS00S! D WebSphere Appiicai: repostory
ADMAS001H binariss are saved in D

i i
ADMRS005! D WebSphere repnstory
SEC0A00F Successtuly updted with the apC:
ADMAS011E for applicaton D complete

ADMASO13t Applization DocUMakera2 nstalld successtully
Application iDocublakerd2 installed successfully

To stertthe applcation, first save changes to the master configuration.

Changes have been madk o your local configaration. You car:

o Save directly to the master configuration.
+ Review changes before saving or discarding.

To work with installed applcations, cick the "Manage Appications" button

Manage Applications

Click the Save link to save the master configuration.
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Mapping Security Roles

Follow these steps to map security roles to users or groups:

NOTE: If you have the secure version of the application, you need to map the application
roles to the your security system’s roles.

If you have the insecure version, ignore this step.

Click the Enterprise Applications link on the main menu to the left and choose the

newly-installed iDoumaker32 application. You should see the following screen.

/2 Integrated Solutions Console - Windows Internet Explorer

1ol x|

G'; ~ [ hitps:/flacalhost: 9043 fiomfconsole/login.do?action=secure

|14 Certificate Error \E\ \EI [oacke

(2]

| Ele Edt vew Favortes Toos Hep

W 4 @1ntegrated Solutions Console

Integrated Solutions Console

‘ View: [All tzzks

Welcome
Guided Activities
Servers
B applications

Enterprise Applications
Install New Application

Resources

Security

Envirenment

System administration
Users and Groups
Monitoring and Tuning
Troublesheoting
Service integratien

upDI

J ¥

Welcome demo

i

Use this page to configure an enterprise application. Click the links to access pages

for furthar configuring of the application or its modulas

Configuration

Help | Logout

ol T [

Cloze pags [=

Field help

For field help information,
zslect 2 fizld label or list
marker vhen the help
cursor appears.

Ganaral Properties

# Name
[iDocumakersz. |

web

Modules

Mznzae Modules

reference validation
[1zsue varnings =l

Detail Properties

Tarost soscific status

Module Proj

Session manzgsment

Context Roct For Web
Module

Startup behavier
Application binaries

Class loading and update
detection

Remote reguest disostcher
oroperties

Security role to user/arous
mapping

vigw Deplovment Descristor

Last participant support
extension

Shared lisrary refersnces

Page help
M nformation about
t page

[%J Local intranet

[Ro0% »

Click the Security Role to User/Group mapping link. This page appeats:

Enterprise Applications

NE

Enterprise Applications

> iDocuMaker32 > Security role to user/group mapping

Security role to user/group mapping

Ezch role that is defined in the zpplication or medule must map to 2 user or
group from the demain user registry.

| Look up users | | Look up groups

All
Select| Role Everyone? Mapped users

authenticated? TEREEE RS

(| dmgusers| [ I~

Click the Select and All Authenticated boxes and click the Look up groups button.
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This page appears.

Enterprise Applications

>i > Security role to user/aroup mapping > Look up users or groups
Spacifiss vhather to leok up users or groups.

The folloving reles are mapped to the items in the selected list

M— [ﬁ

To search for users or groups, enter 2 limit (number) and = search patter (such as 2%

) and click Search:

limit (number of items)

120

Saarch String

N Se=rch

Selact users or groups in the Available list. Move them to the Selected list by clicking >

Available: sa|  selectec:

de=com

(ox] _cancel

4 Accept all of the defaults and click the Search button. A list of the Open.LDAP roles
appears in the Available columns.

5 Select cn=dmgusers... and click the >> button to move it into the Selected column.
Click Ok and then click Ok again. Then click Save.

You will see the Please Wait icon.

@F’Iease Wit

When it is done you will see a message similar to this one:

E Meszages

mAppIication iDocuMaker32 on server serverl and node mleeMode0l started successfully,
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Select the Manage
Modules option.

Click this link.

28

Managing the Web Module

First, make sure the plug-in is installed. It may be an optional check box as part of the
HTTP server installation or can be installed separately.

NOTE: If you run into any problems, it could indicate a class loading issue.

1

Select Manage Modules. Then click the iDocumaker32 application. You should see
the following window.

/2 Integrated Solutions Console indows Internet Explorer o [=] 3]
& - [E npiecahastsoctbniconssifian. & =l )] [coo- |-

| EBle Edi Yew Favorte:

s Tods Help

©¢ &b @ inegrated Solutions Console | |

Integrated Solutions Console

hlkvuJA\lltasks

Welcome
Guided Actiuities
B servers
Application servers
wish seruers
WebSphere MG servers
B applications
Enterprize Applications
Install New Application
Resources

Security

Envirenment
System administratian
B Users and Groups
Monitoring and Tuning
& Troubleshosting
Service integration

uen1

Welcome admin Help | Lagout
= Enterprise Applications Close page
Enterprise Applications 2 Melp -]

Fiald help
For fisld help information,
select 2 field labal or list
rarker when the help
cursor appears.

En ications >

Use this page to configure an enterprise spplicstion. Glick the links to access pages far further
figuring of the application or its modules.

Configuratl

Page help
rmation about

General Properties Modules

R S

Y " Modul
Msnsge Modules
[[Documakerzz ] snage Modules
I rafarance uslidstion Mreb Module Propertie:
[1ssue warnings ~

Session managerent

Detail Properties Contaxt Root For Web Modules

Initislize paramsters for serulsts
Target specific applicstion status
3P reload options for web modules
Startup behavior

Virtual hosts
Application binaries

Class loading and update detection
Remote request dispatcher properties
Wiew Deployment Descriptor

Last participant support extension

Shared library references

Apply | [0k [Reset] | cancel

|8 Lacal intranet

2

After you select the Manage Modules option, this window appears:

Enterpi

e Applica

Enterprise Applications > iDocuMaker3? > Manage Modules

Manage Modules
Specify targets such as application servers or clusters of application servers where you want to install the modules that are contained in your
application, Modules can be installed on the same application server or dispersed among several application servers, Also, specify the Web

seruers as targets that serue as routers for requests to this application. The plug-in configuration file [plugin-cig.xml) for each Web seruar is
generated, based on the applications that are routed through,

Clusters and Servers:

webdphere:cell=mleeNode0iCell,node=mleeiodell,server=serverl
webiphere:cell=mleedodedicell,node=rmleeNode0l server=skywireccn_webserver

Apply

Remove | | Update Remave File
Select Moduls URI el | ey
Tupe
™ comp.ozeesuep | SkiviresemwarWEB- | Web | WebSphere:cell=miesNodeDiCellnode=mieetodadl server=servert
SRR INF web, wmil Module | WebSphere:cell=rleeNodediCell,node=mleehodell, server=skywireccn_webserver

|oK] | cancel

Click the CCM1.0J]2EE5Web link.
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3 For Class loader order, select the Classes loaded with application class loader first
option.
Enterprise Applications VIE
Enterprise Applications > iDocuMaker3? > Manage Modules = skywireccm.war

Uze thiz page to configure an instance of 2 deploved Web rmodule in the application, Thiz page
contains deployment-specific information for a Web module and session managernent settings.

Configuration

General Properties

Additional Properties

# LRI
. - Wiew Module Class
Select the Classes loaded with [skywirecern.war | Loadar
application class loader first Alternate deployment descriptor Target specific
Option_ | application status
# Starting weight View '?9 loyment
|1DDDD Deszcriptor
Wiew Portlet Deployment
. ¥ Class loader arder Dezcriptar

IClasses loaded with application class loader FirstLI Seszion Managerment
zession Managarnent

|App|l,l | | Reset| | Cancel

Click Ok.

4 Now save the configuration. After the configuration is saved, you return to the
following window. Select iDocumaker32 and click Start.

Enterprise Applications VE

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed anto multiple servers,

Preferences

Start | | Stop | | Install Uninstall Update Rollout Update Remove File Expart Export DDL
y

o

9

Click here then click Start Select| Hame 2 Application Status (’_J
- Defaultépplication

[~ | DocuMakers2 / ®
Ay
o g
. . /
This will change to a green | auen @
arrow
Tatal ¢

The Application Status changes to a green arrow. This tells you the application is now
running.
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Setting Up the WAS Plug-in

Make sure the WebSphere Application Server (WAS) plug-in is installed. It may be an
optional check box as part of the HTTP server installation or may be installed separately.

You can also find these instructions in the readme.txt file included in the iDocumaker

distribution.

1

Open the httpd.conf file in the conf directory in the HT'TP server installation
directory and add the following lines.

Alias /skywireccm

"D:/IBM/WebSphere/AppServer/profiles/AppSrv0l/installedApps/
mleeNode0lCell/iDocumaker32.ear/skywireccm.war"

<Directory "D:/IBM/WebSphere/AppServer/profiles/AppSrv0l/
installedApps/mleeNode01lCell/iDocumaker32.ear/skywireccm.war">

AllowOverride None

Options None

</Directory>

LoadModule was_ap20_module
"C:\IBM\HTTPServer\Plugins\bin\mod_was_ap20_http.dll"
WebSpherePluginConfig

"C:\IBM\HTTPServer\Plugins\config\skywireccm webserver\plugin-
cfg.xml"

Replace the path to the path to the deployed application on your WebSphere
application server. Please note your environment may differ, so the directory setting
may have to be changed to reflect your environment.

NOTE: The LoadModules line points to the plug-in DLL path. The

WebSpherePluginConfig should point to the plugin-cfg.xml for the configured
web setrver instance.

The plug-in is initially configured to use Tomcat instead of the IBM HTTP server.
To use IBM HTTP server, you must edit the global.xml file. Open the global.xml file
and change the port setting for the “PUTURL” SOURCE= from 8080 to 80.

Here is an example of how your section should look after you make the change:

- <REQTYPE DESCRIPTION="" NAME="i_PluginInit"
LOW.LEVEL.SERVICE="7006" SENDFILE="NONE" GETFILE="QUEUE">

- <INPUT SERVICENAME="">
<VAR NAME="USERID" SOURCE="" />
<VAR NAME="CONFIG" SOURCE="" DATAXPATH="DOCUMENT/SESSION/USERID" /

<VAR NAME="PRTTYPE" SOURCE="">DPW</VAR>
<VAR NAME="PASSWORD" SOURCE="">DEMOl</VAR>

<VAR NAME="" SOURCE="WIPKEYS/RECNUM" DATAXPATH="DOCUMENT/DOCSET/
WIPKEYS/RECNUM" />

<VAR NAME="PUTURL" SOURCE="">localhost:80</VAR>

<VAR NAME="SCRIPT" SOURCE="">skywireccm/jeds/ientrypluginsave</
VAR>

<VAR NAME="GETSCRIPT" SOURCE="">skywireccm/getidsresource/
ientryplugingetresource</VAR>

<VAR NAME="REFRESHSCRIPT" SOURCE="">skywireccm/jeds/debug</VAR>
<VAR NAME="SAVE_REQTYPE" SOURCE="">i_PluginSave</VAR>
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<VAR NAME="HTTPQUERYSTRING">2</VAR>
<VAR NAME="HTTPQUERYSTRING1.NAME">jsessionid</VAR>

<VAR NAME="HTTPQUERYSTRING1.VALUE" SOURCE="" DATAXPATH="DOCUMENT/
SESSION/ID" />

<VAR NAME="HTTPQUERYSTRING2.NAME">config</VAR>

<VAR NAME="HTTPQUERYSTRING2.VALUE" SOURCE="" DATAXPATH="DOCUMENT/
DOCSET/LIBRARY/CONFIG" />

<VAR NAME="HTTPCOOKIE">1</VAR>
<VAR NAME="HTTPCOOKIEl.NAME">JSESSIONID</VAR>

<VAR NAME="HTTPCOOKIEl.VALUE" SOURCE="" DATAXPATH="DOCUMENT/
SESSION/ID" />

<VAR NAME="PRINTFILE" SOURCE="" />

</INPUT>

<QUTPUT />

</REQTYPE>

Restart the IBM HTTP server.
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Testing the iDocumaker Web Application

Follow these steps to test your iDocumaker web application.

1 Click Enterprise Applications to the left and you should now see the newly-deployed
application.

/2 Integrated Solutions Console - Windows Internet Explorer - (o] x|
G@ =[] hitpfacahost:a060fbmfcansole/lagin. o 14| x| Jeonge 12

| Ble Edt Vew Favorites Took Help

9% 40 @ Integrated Soltions Console | |

Integrated Solutions Console  Welcome admin Help | Logout |
‘ iowes [Al eoci = ‘ Entsrprise Applications Closs page
P Enterprise Applications N Cr—
Guided Activities Enterprise Applications Field help
For field help infc
. El servers Use this page to manage installed applications, A single application can be deployed onto multiple servers, elect 4 field labe
Click here application servers Preferences marker uhen the
Heh coraone cursor appears,
WebSphere MQ servers Uninstall | | Update | RolloutUpdate | | Remoue File | | Export DOL Page help
- — WMore information
[ ezt B %) this a0
Enterprise Applications 5
Install Mew Appl Bl | Dleme Application Status () Command Assist
DS G309 GRS View administrati
[~ | Defaultapplicstion P scripting commar
Resources Hction
Securiny [ | iDocMakersz ®
Environment [ luthep P
System administration r uen EY
Users and Groups
Totsl 4

Monitoring and Tuning

Bl Traubleshooting
Service integration

uppt

&1 ] 5]

Local intranet H100% -
= = .

NOTE: If your iDocumaker web application does not appear, review the steps in

Mapping Security Roles on page 26 to make sure you have mapped everything
correctly.

2 Under Enterprise Applications, click the box next to iDocumaker32 and click Start.
The Please Wait icon appears. When it finishes, you will see this message:

Enterprise Applications

E Meszages

mAppIication iDocuMaker32 on server serverl and node mleeMode0l started successfully,

Enterprise Applications
Use this page to manage installed applications, A zingle application can be deployed onto multiple servers,

Preferences

| Install | | Uninstall | | Update | | Rollout Update | | Remove File | | Export | | ExportD
[ 7l

Select| Marme 2 Application Status ¢

r Defaulttpplication =3 .

r iDocuMakersz =3

] ivthpp >

- uer P

Total 4
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3 Test the deployment of the application by going to this site:
http:/ /localhost/skywireccm

You should now see the login screen. If you have security configured, you will also
see a password field.

COFTwARE

skywire’

Skywire Software CCM Web Solution - Windows Internet Explorer =lolx|

€ | | bttp:/]10.1. 10. 147 skywireccm] jadsfmrlsslection =] 4] x] 28
|
A E ey pre—

New Transaction

Forms List The basket contains 0 farms and 0 hidden forms

Bcnockan B Geck Reguired Insert Move Copy Del Rep Edit Form D Form Hame
&l
Company: DOCCDEMO jul
Info Inc Req Fav Add Form Hame Description
° I Eaprucaion efpplication For
™ auTo P ENROLLMENT Auto Pay Enralir
Lyl I CHANGE OF BENEFIIARY  Change of Bene
(m]
My Favorites SCHOOL GUESTIONNAIRE  School Guestion
I ppication Response Letter  Applcation Pack

My Archive I appication Feject Letter Incomplete: Appls

r
r
r
r
|
r
-

This concludes the test of your deployment.
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OPENLDAP
SECURITY
SETTINGS

The following settings are only to support the iDocumaker demo and should not be used
as your main security settings. These settings are described here for reference purposes.

Under basic Standalone LDAP Registry, for the Server User Identity, choose the server
identity stored in the repository. Under that, use the following settings:

Item

Setting

User ID

Primary administrative user name:

Password

Type of LDAP server
Host

Port

Base distinguished name
Bind distinguished name
Bind password

Search timeout

Reuse connection

Ignore case for authorization

uid=demo,ou=users,ou=docucorp,dc=example,dc=com
uid=demo,ou=users,ou=docucorp,dc=example,dc=com
demo

Custom

localhost

389

ou=docucorp,dc=example,dc=com
uid=demo,ou=users,ou=docucorp,dc=example,dc=com
demo

120

True

False

Keep the default SSL settings.

Here are the advanced LDAP user registry settings:

Item Setting
User Filter (&(uid=%0v)(objectclass=docucorpAccount))
Group Filter (&(cn="%v)(| (objectclass=groupOfUniqueNames)(objectclass=gro
upOfUniqueNames)))
Group member ID map  groupOfUniqueNames:uniqueMember
User ID map *muid
Group ID map *ien
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