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About ESSO-PR

Oracle Enterprise Single Sign-on Password Reset (ESSO-PR) enables workstation users to
reset their own Windows domain passwords without the intervention of administrative or
help-desk personnel. It provides end users with an alternative means of authenticating
themselves by taking a quiz comprising a series of passphrase questions.

Each question is weighted with point values. As the end user answers the quiz questions,
ESSO-PR keeps a running score. Points are added to the score for each correct response
and points are deducted for each incorrect response. When the end user accumulates
sufficient points to meet a preset "confidence level," ESSO-PR permits the end user to
select a new password. If the end user's score does not achieve the required confidence
level after all questions have been presented, or if it falls below a preset negative value,
the quiz ends and the end user is not permitted to reset the password.

The reset service is available to each end user after completing a one-time Enrollment
Interview to record passphrase answers. The ESSO-PR Management Console provides easy
configuration of the Enrollment Interview and Reset Quiz, including question text, point
values, and confidence-level limits. The console also affords convenient reports of
enrollment and reset activity and status.
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Abbreviations and Terminology

Abbreviations and Terminology

Following is a list of commonly-used abbreviations and terminology.

Abbreviation or

Terminology Full Name

Administrative Console ESSO-LM Administrative Console

Agent ESSO-LM Logon Manager Agent

FTU First Time Use Wizard

ESSO-AM Oracle Enterprise Single Sign-on Authentication
Manager

ESSO-PG Oracle Enterprise Single Sign-on Provisioning
Gateway

ESSO-KM Oracle Enterprise Single Sign-on Kiosk Manager

ESSO-LM Oracle Enterprise Single Sign-on

ESSO-PR Oracle Enterprise Single Sign-on Password Reset
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Before You Begin

Purpose

This document provides step-by-step installation and configuration instructions for the
ESSO-PR server-side software component with enhanced security settings.

Intended Audience

This document is intended for system and network administrators who are responsible for
deploying and securing ESSO-PR on their networks. It is assumed that the reader has a
solid grasp of technologies surrounding the configuration of Windows®Server 2003,
Windows XP Professional, Windows 2000 Professional, and general technologies regarding
the same.

Best Practices

The following best practices should be observed:

Review the hardware and software requirements in the ESSO-PR Release Notes thoroughly
and verify that your environment meets all requirements.

. Avoid installing the ESSO-PR server-side components on a domain controller. Use a
member server.

. Ensure that DNS is configured and working properly, including correct enumeration of
forward and reverse lookup zones.

. Verify that your servers and workstations have the latest service packs and Windows
updates installed on them.

For the creation of service accounts, consider using long, complex passwords and set the
accounts to lock out after a specific number of bad password attempts. These actions will
prevent a hacker from successfully launching a dictionary attack on service accounts.

Note: Generally speaking, Microsoft recommends that IIS servers be installed on
member servers. For a full discussion of this matter, visit Microsoft.com.
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Server Installation Overview

To install the ESSO-PR server components:

Note: Do NOT install the ESSO-PR server-side components on a domain controller.

1. Log on to the IIS Member Server where you have local administrative rights at the
domain level. Do not log on at the local machine level.

Notice that, by default, members of the Domain Administrators group in AD are
automatically added to the local administrator’s group on the member server. If you
are not a member of the Domain Administrators group, add yourself to the local
administrators group on the member server. This example designates an
“Administrator” account as a member of the Schema Admins group to simplify the
process.

2. Locate the .exe or .msi installation file for the ESSO-PR server-side component.

Whether you receive the ESSO-PR 7.0 CD or download the components, two files exist
to install the ESSO-PR server-side components. One is an executable, the other is an
MSI, with the .exe containing the .NET framework components.

3. Follow the installation wizard, selecting the defaults and performing the complete
installation.

Note: The .exe file includes the .NET 2.0 framework. If you are certain that you are
running the most recent version of .NET, install from the .msi file.

Page 7



ESSO-PR Server Installation and Setup Guide

Using the Installation Wizard to Install the Server

1. Double-click the Setup icon (Oracle_sspr_server_xxx.exe or
Oracle_sspr_server_xxx.msi) to launch the Install Wizard:

i& Oracle Enterprise Single Sign-on Password Reset Server - InstallShield ... E|

Welcome to the InstallShield Wizard for
Oracle Enterprise Single Sign-on Password
Reset Server

The Installshield(R) Wizard will install Orade Enterprise Single
Sign-on Password Reset Server on your computer, To
continue, dick Mext.

WARMING: This program is protected by copyright law and
international treaties.

Bac [ Mext= | [ Cancel ]

2. On the License Agreement panel, read the license agreement carefully. Select 1
accept the terms in the license agreement and click Next > to continue.

License Agreement

Flease read the following license agreement carefully,

The Programs (which include both the software and documentation) contain #
proprietary information; they are provided under a license agreement
containing restrictions on use and disclosure and are also protected by
copyright, patent. and other intellectual and industrial property laws.

Reverse engineering, disassembly, or decompilation of the Programs, except
to the extent required to obtain interoperability with other independently
created software or as specified by law, is prohibited.

The information contained in this document is subject to change without v

(#)1 accept the terms in the license agreement

{1 do not accept the terms in the license agreement

Print l [ < Back ” Mext = l [ Cancel
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4.

Select Complete or Custom setup type and click Next >.(Custom setup allows you

to specify an alternate installation directory.) Then click Next >.

i& Oracle Enterprise Single Sign-on Password Reset Server - InstallShield .

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

A

-
4

< Back ” MNext = ] [ Cancel

Click Install.

i& Oracle Enterprise Single Sign-on Password Reset Server - InstallShiel

Ready to Install the Program
The wizard is ready to beqin installation,

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

d...[%]
A

4

< Back ]| Install q [ Cancel
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The bar indicates the progress of the installation.

i® Oracle Enterprise Single Sign-on Password Reset Server - Instal... |._|| |E|

Installing Oracle Enterprise Single Sign-on Password Reset Server \
The program features you selected are being installed. ‘

Please wait while the InstallShield Wizard installs Cracle Enterprise Single
Sign-on Password Reset Server, This may take several minutes,

Status:

(RENRNNNRANNRAANRRARRAARRE )

5.  When the installation is complete, click Finish.

The InstallShield Wizard has successfully instaled Crade
Enterprise Single Sign-on Password Reset Server, Click Finish
to exit the wizard.

ack Finish | Cance
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Creating Service Accounts

Creating Service Accounts

Create the following two accounts on your domain controller. These accounts should be
ordinary users in the domain users group (default):

. SSPRWEB: This account will be responsible for ESSO-PR 11S functions and will make
changes, additions, and so forth, to the organizational unit (OU) that you will create
later.

. SSPRRESET: This account will run the actual reset service on the ESSO-PR member
server with IIS. It will be responsible for resetting user passwords on the domain
level.

Notes: Make these accounts members of the local admins group on the local 11S
workstation to avoid problems.

These accounts will be the service accounts that ESSO-PR uses to manage the
container where user questions and enrollment information will be housed and to
handle the actual password reset process. Because these are service accounts,
you should use highly complex passwords and prudent practices in terms of user
lockout after a certain number of bad attempts. Although this might result in
some help desk calls from users who cannot reset their passwords, it will also
alert you that someone has been trying to attack these service accounts. For
information as to best practices for service accounts and security log monitoring,
visit Microsoft’s knowledge base.
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Assigning the SSPRRESET and SSPRWEB Accounts

When a user needs to reset his password, he must verify his identity to the SSPRWEB
account first. After the SSPRWEB account confirms the user’s identity, it communicates
permission to the SSPRRESET account to allow the user to change his password. To assign
the authentication and password reset roles, designate properties to SSPRRESET first, and
then to SSPRWEB.

Setting Up the SSPRRESET Account

1. Run: Control Panel > Administrative Tools > Services.

2. From the list in the right-hand pane, right-click Self Service Password Reset, and
select Properties.

3. In the Self Service Password Reset Properties dialog box, select the Log On tab.

4. Select This account and enter the account name: Domain\SSPRRESET. Then enter and
confirm (re-enter) the password for the account.

5. A dialog box displays to advise you that changes will apply after the service is
restarted.

6. Restart the service as indicated. The SSPRRESET account setup is complete

: .
g Action  Wew  Window  Help &l Xll
& | | | e | bl om Self Service Password Reset Properties D 2lx|
=] Computer Management (Local) Mame | Description | st General LogOn | Recovery | Dependencies |
- m System Tocls S Resultant Set of Palicy Provider Enables a ... )
‘ -] Event viewer 48y Routing and Remate Access Enables mu... IS
D"% Shared Falders %Secnndary Logan Enables st... 5t " Local System account
. bocal Uesrs ond Grops % Security Accounts Manager The startu... 5t I | fsllow senvice o interact with deskiop
2 g PerF.Drmance Logs and Alert %SEIF-Sarvice Password Reset e Passlogix 5... St
‘ ; &, Device Manager Server supparts fl... St IPASSLDGIX\SSPHHESET‘E[QWSEN |
EE 2Lotado %Shel\ Hardware Detection Providesn... St
| H-fg Removable Storage Password:
| i Disk Defragmenter %Smart Card Manages a... =
| ; EY Disk Management %Special Administration Console Helper Allows adm... Confiim password: | eeseeseessesae
EIT Services and Applications %System Event Notification Maonitors ... St
- B Telephany %Task Scheduler Enablesa... 5t ) . ) :
40, Earvices 6 %TCP;‘IP HetBIOS Helper Provides s... St ou can enable or disable this service for the hardware profiles listed below:
% WMI Control %Telephony Provides T.., Hardware Prafile \ Service |
58 Indexing Service 8y Telnat Enables ar... Prafile 1 Enabled
B3, DNS %Terminal Services Allows user... St
[]"g’? Internet Information Service %Terminal Services Session Directory Enables a ...
Themes Provides u...
%Uninterruptible Power Supply Manages a...
|L|—| |5 Extended 3, Standard Erils | s |

_ B I Cancel | Apply |

Notes: The SSPRRESET account runs the ESSO-PR password reset service on the IIS
server where the server-side components reside.

The SSPRWEB account runs the ESSO-PR virtual website on the IIS server where
the server-side components reside.
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Setting Up the SSPRWEB Account

1. Run: Control Panel > Administrative Tools > Internet Information Services.

2. Under IIS, locate the vGOSelfServiceReset virtual directory, right-click it, and select
Properties.

3. Select the Directory Security tab.

>

In the Authentication and access control section, click Edit.

5. In the Authentication Methods dialog box, under Use the following Windows user
account for anonymous access:, enter the name (in Domain\Username format) and
password of the SSPRWEB account.

6. In the Confirm Password window, retype the password and click OK.

( Internet Information Services (115) Manager o [
LU BT I o5 elfServiceReset Properties | [ rd
e | | X HTTP Headers | Custom Errors ASP.MET |
ffq Internet Infarmation Sery Wirtual Directary | Documents Directary Security

=8 FATHER {local comput
| Application Poals

~ Authentication and access contral

-] Web Sites Enable anorymous access and edit the
EQ Diefault web ¢ @ authentication methods For this resource. e
E'-‘;l;j vooselfse S 4

-

3{ Enrall Authentication Methods = x|

‘{’ Manag rIP address and domain name restrictions —

—I¥ Enable anonymous access

,{, Reset Grant or deny access to this
i WehS IP addresses o Internet dor Use the Following Windows user account for anonymous access:
ﬁ ED:‘nm User name: Erowse. .. |
clp
) Lang Bassword: [ITTTETY Y]
e b_EJ as_pnit_tcll SeCUrE communications —————————

eb Service Exte Y
Require secure communicatio Confirm Password —" il
enable client cestificates whe ——— .
vesouree is accessed, e Fleaze re-enter the password to confirm:

For the Follow I"'"""'"l
are required v

o oo
- ACCE

v Integrate s wmmoorrssmarmeroeaToTT

[~ Digest authentication For Windows domain servers
[ Basic authentication (passwaord is sent in clear kext)
[~ MET Passport authentication

Default domain: I Select, ., |

7. Restart IS by clicking Start > Run and entering iisreset.

Note: If you still have the IIS console open and attempt to browse an item therein, you
will receive an error message stating that you must reconnect. If you are
prompted, answer yes. This happens because the IIS service was restarted.

The virtual sub-directories under the vgoSelfServiceReset virtual directory should be
configured as follows:
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Configuration of v-GO SSPR Virtual Sub-Directories

Virtual Directory

EnrollmentClient

Enable Anonymous Access | NO
Integrated Windows YES
Authentication

Authentication and Access | SSPRWEB

Control Account

Virtual Directory

ManagementClient

Enable Anonymous Access | NO
Integrated Windows YES
Authentication

Authentication and Access | SSPRWEB
Control Account

Virtual Directory ResetClient
Enable Anonymous Access | YES
Integrated Windows YES
Authentication

Authentication and Access | SSPRWEB

Control Account

Virtual Directory

WebServices

Enable Anonymous Access | YES
Integrated Windows YES
Authentication

Authentication and Access | SSPRWEB

Control Account

Note: The only two virtual directories that do not permit anonymous access are
EnrollmentClient and ManagementClient.
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Verifying Proper Assignments of SSPRWEB and
SSPRRESET Accounts

1. To access the ESSO-PR web-based console, open IS Manager and navigate down to
Default Website, then to vgoSelfServiceReset > ManagementClient. In the right-hand
pane, scroll down to the webservice.aspx page and browse it.

Note: By default, Windows Server 2003 installation has all Web service extensions
disabled. Be sure to activate the required web service extension.

[ Internet Information Services (IIS) Manager =10 x|

":g File Action Wew ‘Window Hslp ‘ i = |
e | AEXERBE(2 |2 =
-E. Inkernet Information Services || Name | Path |
= %8 MEMBSERVER {local computer) |=] storage. aspx

< _J Application Pools | up_arrow. GIF

E-_J ‘eb Skes | users.ascx

=1 Default eb Site

; | users.aspx
<54 vooSel ServiceReset | wearning. gif
i@ . Carmman | wieb.canfig

‘f,’ EnrolmentCliznt

=) s ManagementClient :
) bin . e
B Branding d N EH| Permissions ||

Deletes the current selectian, Browse

| webservice, ascx

Note: When Internet Explorer opens, add this page to your Favorites list for easy access.

2. In the ESSO-PR Management Console web page, locate the System > Web Service
Account section. Verify that the SSPRWEB account has been designated as the Current
Account.

ORACLE Enterprise Single Sign-on Password Reset

Seftings  Questions  Users  Enrollments  Resets
Web Sendce Account
Storage
Rezet Service
Conneclors
Current Account Do mAIMSSFRWER
User Mame
Password
Confirm Password
= Powered by
12 passioGix |
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3. In the ESSO-PR Management Console Web page, locate the System > Reset Service
section. Verify that the SSPRRESET account is listed as the service account for the
Reset Service.

Notes If the SSPRRESET account is not listed as the Reset Service account under the

: Reset Service section of the ESSO-PR Management Console Web page, verify that
you are logged in as a local administrator. If it still does not appear, you can
manually assign it by specifying the account with the following naming
convention: Domainname\SSPRRESET.

If you receive an error message indicating that the account does not have logon
rights to a service:

. Navigate to the 1IS member server where you installed the ESSO-PR
server-side components.
. Check the local administrator’s group.

. Verify that the SSPRRESET and the SSPRWEB accounts are both members
of the local administrator’s group.

. Click on Reset Service in the left pane and verify that the SSPRRESET
account is listed as the Reset Service account.

ORACLE" Enterprise Single Sign-on Password Resol

Setlings  Questions  Users  Enrcliments  Resels

el Servies AEOMUNL

TG

Resel Sendos

Connecinre
Shatuts
BAccount Lok ESFRRESET
Lizar Mama
Faggwied
Canfren Pazsword
Listening Port 45000
Lmain Takal

oy Poeeared by
2 assLOGH

Notice that the SSPRRESET account has been designated as the service account for the
Reset Service.
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Granting Registry Access to the SSPRWEB Account

In order for ESSO-PR to function properly, the SSPRWEB service account needs full
permissions to the following registry key on the member server containing the ESSO-PR
server side components:

HKLM\SOFTWARE\PASSLOG I X\SSPR

Note: After applying permissions to this key, drill down several levels to verify that
permissions have been propagated throughout.

To avoid possible permissions problems during the configuration of the ESSO-PR server-
side components, Passlogix recommends that you make both the SSPRWEB and
SSPRRESET accounts members of the local administrator’s group on the 11S Member
Server where you are installing the ESSO-PR server-side components.

After you have finished the installation and configuration of the v-GO SSPR server-side
components, you can remove these accounts from the local administrator’s group on the
member server.
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Enabling Storage in Active Directory

ESSO-PR stores user questions, answers, configuration, and enrollment information within
an organizational unit in Active Directory. Select any name for the OU that will identify the
unit easily.

Before you proceed, create this organizational unit at the root of your domain. If the OU
does not exist when you try to enable storage, you might receive an error message
indicating that no such object exists on the server.

Note: Before you proceed, create this organizational unit at the root of your domain. If
the OU does not exist when you try to enable storage, you might receive an error
message indicating that no such object exists on the server.

The Connect As account performs the schema extension. As such, this account must be a
member of the Schema Administrator’s group and have permissions to create objects
within the ESSO-PR OU.

ORALCLE Enterprise Single Sign-on Password Resat

Usars  Envollments  Rasets

Web Service Actount
Storage

Reset Serdce
Connectors

Starage Type AD v

f:E::;‘irelr-lame:P Address, Port
SEFFEOC DORAIN.COM m

Sereig L3}

Delate

Server Timeout 0 Seconds

Siorage Localion (OM) OLl=SEFF DC=D0hA W DS =C0M

Use S5L ]}

0 O {050 for wae By ESS0-RR Bnd nvaiies

Initiglize storage for ESS0-PR =]
Connect Ag [User Name) DOMAMECHEMASUIFER

Pagsword sessessnEEE

(= Powered by Suhl
= PASSLOGIK

To enable storage in Active Directory:

1. In the System > Storage screen, select the storage type as AD in the Storage Type
drop-down menu.

2. Enter the fully qualified domain name or the IP address of the domain controller that
you want to use.

3. Enter 389 for the port number. This is the LDAP port used by Active Directory.

4. Click the Add button.

5. Populate the fields according to the information in the table below.

6. Click Submit.
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After a slight delay, the confirmation message, Successfully Saved Changes, is displayed.

Storage
Configuration
Screen Label

Storage Type

Explanation

The type of directory in which ESSO-PR is installed. This example uses
Microsoft Active Directory (AD).

Server Name/IP
Address,
Port Number

The fully qualified domain name or the IP address of the domain controller.
The port number for AD is 389. The port number for SSL is 636.

Servers

The list of domain controllers to use. This example uses one server:
SSPRDC.PASSLOGIX.COM. It is possible to have multiple servers.

Server Timeout

The number of seconds in an attempt to establish a connection to the
repository before a timeout.

Storage Location (DN)
OU=SSPR
DC=PASSLOGIX

The distinguished name (DN) of the ESSO-PR OU that you create within
Active Directory. The DN typically includes:

The name of the OU that you create

DC=COM The NetBIOS or short name of the domain
The extension of the domain; for example, com or .gov.
Use SSL Select to enable secure socket layer.

Initialize Storage for
ESSO-PR

Make sure that this box is checked. If you do not select this option, you will
not be able to enter information into either the Connect As or Password
fields. This tells v-GO SSPR whether or not it should extend the schema
and create the initial objects. If this box is not checked, v-GO SSPR will
only update the storage settings.

Connect As

The name of the account that will actually extend the AD schema and add
the necessary objects to the ESSO-PR OU. This account should be a
member of the Schema Admins group and have permissions to create
objects in the ESSO-PR OU.

Note: Enter the username in this syntax:

Domain\Username

Password

The password for the account specified above.

Note:

To verify that the ESSO-PR OU is configured correctly, open a fresh instance of

Active Directory Users and Computers on your targeted domain controller, using
the Advanced view. You should see an OU named SSPR (or the name that you
chose) and two subordinate OUs named SystemQuestions and Users. The
existence of these two subordinate OUs indicates success.

You can now remove both the SSPRWEB and SSPRRESET accounts from the local
administrator’s group on the 11S member server where you installed the ESSO-PR server-

side components.
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Granting Permissions to the SSPRWEB Account in AD

After creating the OU and subordinate containers within Active Directory, grant limited,
specific permissions to the SSPRWEB account for the ESSO-PR OU you created in AD.

Note: If you are familiar with granting advanced permissions to Active Directory objects,
make sure that you grant the SSPRWEB account full control to both the ESSO-PR
OU and its subordinate containers at the advanced security levels.

4 Active Directory Users | omp =10l
<3 Fle  Action View Window Help | (= 5[|
- = o] Il
55"- Properties ToE Permission Entry for S5PR 21x]
@ Active Directory o EE :
+)- (2 Saved Quer Gizneil| Mansged By | Object Secu | Group Poley | Pemissicns | Audiing | Dumer | Effective Pemissions | Object | Propeties |
= PASSLOGLX,
@ Gicup criser Names To view mote information about special permissions. select a permi a—
-] Builtin Name: [B Change.
51 0] Compute | 8 Aemsunt Dperators (PASSLOGIX\Account Operators) - o A SECUELdil) _ Lnange. |
-2 poman € bdministrators [PASSLOGE Administrators] Pemissian enfies: P Iﬁwm et st o ot tiodls =
(0 Foreigré | €F Authenticated Users Type [ Name [ Pemission [ tnhesited .
B-( Lostand | €8 Domain Admins (PASSLOGIKADomain Admins) Allow  Authenlicated Users  Special <natinhe  Bemissions: Allow Deny
E-LANTDS O | @ ke e Adrming (PASSLOGIXAEnterprise Adring] Allow  Dlomain Admins (P4, Pl Contiol <natinhg Full Contrel o =
BB Program il o s e o =l Alow  ENTERPRISE DOM... gffecil i
-2 S5PR Allow  SSPRWEE [SSPR it <not inhe List Contents a
51331 Supah Add.. Bemove Alow  SYSTEM I Conircl <natinh Fiead All Properties [m]
Alow  Account Dperators [..  Create/Delete...  <not inhy Wit Al Propet
-0 System | 5 for Aceount Operalars Allow Deny flow  AccountOperstors [ Create/Delete . <notinhe e PHIoRStes e =]
-] Users — fllow  AccourtOperstors [ Create/Delste .. <not inhe Delete m}
Full Contrel m] m] B e S " e Delete Subtres a
Fead m] m} Add Edit | e Read Pemissions ]
wWite a a Modify Permissions ]
Create Al Child Objects [m} [m} [ Allow inheritable permissions fiom the parent to propagate o th Maodify Dwnrer [m]
Delete All Child Obects O | el iieche AllValdated Wites [u}
Generste Resultant St of Policy{Loaging] [m] [m] LI &)l Extended Riights [m]
For special permissions or for advanced settings. Cteals AllChid Objects o .
AL ‘ Adyanced B Toreplace all permission entries with the dafault settings, slick Def mlore A0 L (L 1 - -
Apply these permissions to abjects and/or Clear A1
= T Lo
0K Concel || ponb |
N I | paj) Cancel

To assign advanced permissions to the SSPRWEB account of the ESSO-PR organizational
unit:

1. Make sure that you have enabled Advanced Features in the View menu under Active
Directory Users and Computers.

2. In the Active Directory Users and Computers window, right-click the ESSO-PR OU and
select Properties.

3. Select the Security tab.

4. Click the Advanced button at the bottom of the tab to display the Advanced Security
Settings for SSPR window.

5. Select SSPRWEB from the Permission entries list and click Add.
6. Enter the name of the SSPRWEB account. Click OK.

7. On the Permissions Entry for SSPR page, mark the Full Control check box in the
Allow column.

8. In the Apply onto: drop-down menu, select This object and all child objects.
9. Click OK and close all open windows.
10. Verify that the permissions have been set accordingly.
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Granting Permissions to the SSPRWEB Account in AD

The SSPRWEB account in Active Directory will have the permissions shown in the following
table.

Organizational Unit SSPRWEB Account Rights

SSPR Full Control
SSPR/SystemQuestions Full Control
SSPR/Users Full Control
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Delegating Permissions to the SSPRRESET Account

The goal of this procedure is to grant a limited set of rights to the password reset account
(SSPRRESET). You will be able to reset user passwords and unlock accounts with this
account, but nothing more.

Note that the SSPRRESET account is simply a member of your domain users group. As a
fail safe built into AD, this account cannot be used to change the password of a user that
has greater rights (such as, an administrator account).

You can assign this right at the organizational unit level or group level. Assigning this right
at the user level should not be a general practice and is not recommended.

Page 22



Considerations When Planning Account Permissions

Considerations When Planning Account Permissions

The assignment of password reset permissions mandates careful consideration and
planning to ensure that the desired accounts, and only the desired accounts, are granted
this permission. Some practices and caveats that might help you fine-tune your strategy as
you set up these accounts include:

. Consider granting the password reset account granular permissions based on
organizational units or specific groups. After applying permissions to either, test to
make sure that you have the desired results.

. Do not run the Delegation of Control Wizard at the root of your domain: if you do, you
will give the password reset account rights that extend beyond users to objects such
as computers and printers.

. Because the password reset account is a member of the domain users group, its
password reset permissions are applied to all the members of the domain users group,
who are at the same level.

So, if you store all of your users in the default users container in AD and run the Delegation
of Control Wizard at that level, it will not permit a domain user account to reset
administrator account passwords. Active Directory does not permit users to have admin
rights over administrators.

In this scenario, the password reset service account will not be granted permission to reset
the password of your administrators. Your administrators will be able to enroll in ESSO-PR
and go through the entire password reset dialog. However, when they attempt to reset
their passwords, they will receive an error message because the password reset service
account is not designed to have permissions to reset the password for users in a higher
security group.

Carefully consider whether you want members of your domain administrators group to be
able to have their passwords reset by an ordinary user account. While you can grant this
level of control to the password reset account, you might decide it is wiser not to do so.
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Delegating Control at the OU Level

Consider an OU structure in Active Directory where users are divided in the following
manner:

. OU = Usersl

. OU = Users2

. OU = Users (the default user container created in AD)

Assigning users to organizational units makes it possible to manage the SSPRRESET service
account permissions of many users in a simple and uniform manner.

In the following example, we will give the SSPRRESET account the authority over the
Users2 OU to reset its members’ passwords.

1. Go to Start>Administrative Tools> Active Directory Users and Computers.
2. Make sure Advanced Features is checked under the View menu.

e:-énctive Directory Users and Computers ! ;|g|1|
@ File Action | Wew Window Help |;[i|5|
& = | |E AddfRemave Columns. .. i e I il
@Active Director Large Icans LI Internal_Users 61«
(L] Saved Que  Small Icons
E@ YOLURCOM  Lisk Marne  # Type [Die
B2 Accour s Detai Uszers1 User
@ Exl = ﬁ Users2 Lser
@ m Users, Groups, and Computers as containers ﬁ Uzers3 Liser
e L v ~dvanced Features Users4 User
[]...D Campu Eilter Options. .. ﬁ Userss User
R Domair P E—— Users6 User
F1-{_]] Foreigr
-2 LostandFound
[+ MTDS Quotas
[]---D Program Data
(5] sspr
-2 System
-2 Users
| | ol
|Enables,|'disables advanced features and objects |

3. Navigate to Active Directory Users and Computers > [YourDomain] >
[YourOU]. This example uses YOURCOMPANY.COM=> Users2.
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4. Right-click on the OU that you want to control (this example uses the Users2 OU) and
select Properties.

@ Active Directory Users and Computers
A{C Saved Queries
B @ YOURCOMPANY COM
+ (] Accounts
(21 Builtin
(2 Computers
(& Domain Contrallers
(21 ForeignSecurityPrincipals
(21 LostAndFound
(Z NTDS Quotas
(21 Program Data
(& sspr
(2 system
(L] uUsers

Delegate Contral...

Moye...
Find...
Hew »
All Tasks 3
Yigw 3

Hew Window from Here

Cut

Delete
Rename
Refresh
Export List...

Help

5. In the Users2 Properties window, select the Security tab.

Genelall Managed Byl Obiject { EDM+| Group Pohcyl
Graup or user names:
€72 Enterprise Admins |
m ENTERPRISE DOMAIN CONTROLLERS
€5 Prewindows 2000 Compatible Access
€52 Fiint Dperators
7 SvSTEM =
Add.. Remove
Permissions for Accaount Operators Al Deny
Full Control ] o =
Flead ] ]
wfrite a [m]
Create Al Child Objects a a
Delete &l Child Objects [m} [m}
Generate Resultant Set of PolicylLogging) ] ] LI
For special permissions of far advanced settings. Adwanced
click Advanced. —

0K I Cancel | Apnly |

Page 25



ESSO-PR Server Installation and Setup Guide

6. Click the Advanced button to access Advanced Security Settings.

Advanced Security Settings for Users2 [ 20 x|

Permissions | Audiing | Dwner | Effective Permissions |

To view more information about special permissions, select a permission entry, and then click Edit

Permission entries:

Type | Mame [ Pemission [irherited From [ Apply To [«

Allow Account Operators [ Create/Delete ... <not inherited> This object only

Allow Account Operators [ Create/Delste .. <notinherited> This object only

Allow Account Operators [, Create/Delste <nit inherited> This object anly

Alloy Print Operators (YOUF Create/Delste <nat inherited: This object only pe
Allow Account Operators [ Create/Delete .. <notinherited> This object only

Allow Domain Adming [YOU  Full Contral <nat inherited> This object only

Allow EMTERPRISE DOM...  Special <nat inherited> This object only

Allow  Authenticated Users Special <niat inherited: This object only ;I

Add.. | Edit... Bemoye

Ird Allow inheritable permizsions from the parent to propagate o this object and all child objects. Include
these with entries explicitly defined here.

To replace all permission entries with the default settings, click Default Default

Learn more about access control,

0k || concel || zeeb |

7. Click the Add button.
8. In the Enter the object name to select field, enter the name of your ssprreset

account (or browse to the account using the Advanced > Find buttons. (You can use
the Check names button to verify that you have entered the account name correctly.

Select User, Computer, or Group! I 2|

Select this ohiect type:

IUSEI, Group, of Builtin security principal Dbject Types...

From this location:

IYOURCOMPANY.IODa\ Locations.
Enter the object name to select [examples]
Lheck Names

Advanced. Cancel

2|

9. Click OK.
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10. In the Permission Entry screen's Apply onto: dropdown menu, select User objects.

Permission Entry for Users2 J 21|

Obiject | Propettes |

Narme: |ssp|resel [ssprreset@alanfeldman. lacal] Change

Apply onto: IUser objects

L

Permissions: Allow

Full Cantral

List Contents

Read &l Properties
Wiite &l Properties
Delete

Delete Subtree
Read Pemissions
Modify Permissions
Modify Owner
All'Valdated Wwiites
All Extended Rights
Create All Child Dbjects

Frolete A0ELI AL

loooooooooooo|s
[

L

lO0O00O0@O008O00

o
T
o
z

r Apply these permissions to objects and/or
containers within this container only

Cancel

i

11. In the Permissions window, check Write All Properties, Modify Permissions, and
Reset password.

12. Click OK.
13. Click OK two more times to close the windows. Your changes take effect immediately.

To verify that permissions were correctly assigned:

1. Right-click on the OU to which you just assigned the new permissions.
2. Select Properties.
3. Select the Security tab.

The SSPRRESET account should be listed as having Special Permissions. The Advanced tab
will indicate that this account has password reset permissions on the OU.
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Making the SSPR Server a Trusted Intranet Site in AD

There are two virtual directories within ESSO-PR that do not permit anonymous access, but
that are configured to use integrated Windows authentication (that is, if you are logged
onto the domain with your Windows password, you should be able to get to that page).

Because the security for 1S running on Windows Server 2003 is more stringent than IIS on
Windows Server 2000, the first time a user attempts to enroll, he might encounter a popup
screen requesting username and password, as is customary with any Web site with such
settings. You can avoid this behavior (which can lead to undesired help desk calls) by
putting the fully qualified domain name of your ESSO-PR IIS server in your list of trusted
sites for any user in your domain.

To designate your ESSO-PR server as a trusted intranet site:

. For an individual computer, add the ESSO-PR IIS server’s default Web site to your list
of trusted intranet sites.

. Within AD, add this site to your list of trusted intranet sites through a group policy.

To accomplish this, you need:

. Domain administrator rights
. The ability to create or modify group policies at the OU or domain level.

In the following example, the ESSO-PR server site is designated as a trusted intranet site
for the entire domain. As such, it is a trusted site to all domain users.

Note: You might choose to create this policy for each OU that contains potential ESSO-
PR users for more granular access control. Regardless of your approach, the end
result is the inclusion of the ESSO-PR IIS server default Web site as a trusted
site.

To add the ESSO-PR 1IS server to the list of trusted sites in your organization, you must
first create a policy for Windows clients that do not have the Internet Explorer Enhanced
Security Configuration installed (by default, Windows XP and Windows 2000 Professional do
not have this feature installed):

1. Remove the Internet Explorer Enhanced Security Configuration settings (Control
Panel > Add/Remove Programs > Add/Remove Windows Components).

2. De-select (remove) the Internet Explorer Enhanced Security Configuration.

Notes: You can install this enhanced security feature on your domain controller after
having created this policy. Read the dialog box that pops up when you attempt to
import the current zone within Group Policy Object Editor.

To create this policy, open Active Directory Users and Computers, right-click on
the organizational units that contain users who will be enrolling in ESSO-PR (in
this example, at the root level of the domain) and click the Group Policy tab.
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3. Create a policy named SSPR TRUSTED INTRANET SERVER.
Generall td anaged B_I,II EII::ieu:tI Security  Group Policy I
To improve Group Policy management, upgrade to the Group Paolicy
td anagement Conzole [GPMC].
E=_ S Current Group Paolicy O bject Links far dom ain
Group Policy Object Links | Mo Overide | Dizabled |
Default Domain Paolicy
Group Policy Objects higher in the list have the highest prionity.
This list chtained from: TRUSTED doman com
New |  Add. | Ed Up |
Optionz. .. | Delete. .. | Properties [Ny |
[ Block Palicy inheritance
4. Click Edit.

R ;
@ tive Director General | Managed By | Dbject|

S i el Tt Group Policy Dbject

eries

1 Saved Que gt jvove Group Policy management, upgrads to the
=29 hope.com agement Cansole (GPMC)
(221 Builtin

(1 Compr I_\,_—_ Current Group Palicy Object Lirks for dom

Group Palicy Object Links ‘ Mol
Z7 Detaul Domain Py

Z'55PR TRUSTED INTRANET SERVER 6

- Progra

~(_] Administr ative Tergmtss
= gﬂ User Configuration
[#-(] Software Settings

-] Windows Settings

Bl Remote Installation £

(2] Seripts {Logan/Logef

BB Security Settings

(20 Public Key Policie

(£ Software Restric

[ Folder Redirection

=141 Intermet Explorer Ma
gl Browser Liser Tnt

Connsction

# URLs

1] Security

5 Frograms

(] Administrative Templates

HEEET

Seculy and Privacy Sattings |

“fou can customize the settings of each security zone as well a3 customizing the privacy settings. These settings
must be made through the Modify Settings button below. For more detailed help, refer to the help documents.

- Security Zones and Priva

=181 %]
=10
Elle  Action Miew Help
9Gmuppnhw e~ |m[E| @
E§ SSPR TRUSTED INTRANET SERVER. | Mame: | Deseription
=X @ Computer Configuration Security Zones and Content R... Settings for content ratings and
- Software Settings 5 lauthenticode Settings Settings for authenticode
~1 Windows Settings Security Zones and CoolebHEE 2l

Do ot custamize security zones and privacy

* Import the curent security zones and privacy settings

and are rated by the author for degrees of risky language, nudity. and violence.

i Content Rating:

Content ratings allow you ta prevent users fram viewing sites with risky content, Riatings are set on a persite

basis

& Do not custamize Content R atings

€ Import the current Contert Ratings sstings

Moty Settings

1

OK Cancal |

£pply

Help

@ﬂ S5FRS Group Policy Objects higher in the list have the highest
L1 Systen  This list abtained from TRUSTED.domain.com
[ Users
New | age. | Edt
DOptions... | Delete... | Properties
I~ Black Policy inhertance
Clase I Cari
|

Zones and Content Ratings.

7. Click Modify Settings.

8. Read the displayed message and proceed.
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Note:
Explorer v. 6.0.

This is the same Internet Properties dialog window that is found in Internet

Wiew  hindaw Heln
1

‘T Group Policy Object Editor

i

Help

Action  View

General | Managed By | Obisct | Secuity  Giroup Poli

Active Director

= || EE | @

[0 Saved Que

@ domain.co

Ta improve Group Polioy management, upgras ta the
Management Consols (GPMC =
(] Builtin 7

Current Group Palicy Object Lirks for dom

. in this zane will use the zane's security settings.

Add this Wweb site to the zone:

web sites:

http:/{ssprms.passlogix.com

I™ Require server verification (https:) for all sites in this zone

_ﬁ, S5PR TRLSTED INTRANET SERVER [ tame

Y¥ou can add and remowve Web sikes from this 2one, All Web sites

€ -
REmovE

Use the settings below to define which Web sites are incuded in
the Local Intranet zone.

)

=

¥ Include all lacal (inkranet) sites not listed in other zones
v Include all sites that bypass the proxy server

¥ Include all network paths (UNCs)

Advanced, !

contairs all 'web sites that
r organization's intranet.

Sites... §|

r this 2one

settings.

Ider Redirection
ternet Explorer Ma
Bl Browser User Int
) Connection

T TTIHIOTT e COTTETT S

Content ratings allov you
and are rated by the authe

- Ta change the settings, click Custom Level
- Ta use the recommended settings, click Default Level.

18X
Security | Privacy | .
Select a'Web content zone to specily its security settings. —
Ye0 O
Local intranet  Trusted sites HE;.:[;‘EE' H x|
ranet

|

9.
the Sites button.
10.
11.
indicated.
12. Click Close.
13.

0] URLs
H securiey Content Ratings Custom Level. | Default Level |
Il Programs * Do not customize C
jistrative Templates
" Impart the current [
aK I Cancel | Spply |
ak I Cancel | Apply I Help |

In the Local Intranet dialog box, click Advanced.
Enter the fully qualified domain name of your ESSO-PR 11S default website where

Click OK and Apply as needed to close out of the Group Policy Object Editor.

Depending on the replication speed within your network, it could take some time to
replicate this policy throughout your Active Directory structure.

To confirm that this policy was applied at your desired level in AD:

1.

replication sufficient time).

2.
> Sjtes > Advanced.

Internet Explorer should list the site you added in its Trusted Sites window.
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Restricting Access to the Management Console

In order to avoid unauthorized users from accessing the Web-based ESSO-PR management
console, perform the following steps:

Open Windows Explorer and navigate to C:\Program Files\Passlogix\ESSO-PR\.
Right-click the Management Client and select Properties from the shortcut menu.
In the Properties dialog box, click the Security tab.

Click Advanced.

Click Inheritable rights for Users to clear the selection.

In the dialog box that opens, click Copy.

Click OK.

In the Security tab, remove unauthorized users.

. Click Add.

10. Choose an Advanced search and select 11S_WPG (for Windows 2003).

11. Click OK.

© e NGO R DNEPE

Note: All permissions except Full should be checked under the Allow column.
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Reference and Troubleshooting

Installation and Configuration Notes

Using AD or ADAM and IIS Web Services on Different Servers

If 11S and Active Directory or the ADAM instance are on different computers, then you must
provide the IIS Web services with a user account that is in the same domain as (or a
trusted domain of) AD or ADAM, and that is provided with read/write access to the
directory.

Installing ASP.NET 2.0 With Windows 2000 SP4: “Access is Denied”
Error

When you install ASP.NET 2.0 on a computer running on a Windows 2000 Server domain
controller with Service Pack 4 (SP4) installed, the built-in IWAM user account (used by IIS
Web services with ASP) is not granted Impersonate User rights for ASP.NET 2.0. A request
for any ASP resources, including ESSO-PR, can produce an “Access is denied” error
message. Microsoft has acknowledged that this is an issue in SP4 (Knowledge Base article
824308) and provides the following workaround to assign “Impersonate a client after
authentication” to the IWAM account manually:

1. Go to Start > Programs > Administrative Tools, and click Domain Controller
Security Policy.

2. Click Security Settings.

3. Click Local Policies, and then click User Rights Assignment.

4. In the right pane, double-click Impersonate a client after authentication.

5. In the Security Policy Setting window, click Define these policy settings.

6. Click Add, and then click Browse.

7. In the Select Users or Groups window, select the IWAM account name, click Add, and
then click OK.

8. Click OK, and then click OK again.

9. To enforce an update of computer policy, type the following command:

secedit /refreshpolicy machine_policy /enforce
10. At a command prompt, enter 1isreset.

Server Error in “/vGOSelfServiceReset/ManagementClient”
Application

When you install .NET 2.0 on a computer running a newly installed operating system, the
Network Service account must be granted read/write access or you will encounter a server
error when you access the ESSO-PR 7.0 Management Console.

To avoid the server error, grant the Network Service account read/write access to the
following folder:

C:\Windows\Microsoft.NET\Framework\v2.0.50727\Temporary ASP.NET Files

Note: This is not an ESSO-PR-specific issue. All ASP.NET applications will receive this
error if the configuration is not set correctly.

Group Security Policy: Password History Setting Should Be Increased

ESSO-PR uses the password history setting of the Windows 2000 Group Security Policy.
You should allow for one additional prior password in addition to the Enforce password
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history setting. For example, if the setting is 3 (ensuring that a user’s last three prior
passwords cannot be reused), ESSO-PR uses one of these, so the actual setting is 2. Oracle
recommends a higher setting for Enforce password history for optimal security.

Internet Security Settings (Windows 2003 users)

The default settings for Windows 2003 Internet Security settings are more stringent than
those for Windows 2000 and XP. You must add the ESSO-PR Web service to the
workstation's Trusted Sites Internet zone or the Local Intranet zone in order to use ESSO-
PR as a Windows 2003 client.
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Server Registry Settings

» Under HKLM\Software\Passlogix\SSPR

Key Value Name Data Type Data

SSPRService Reset_Showlntroduction dword REG_DWORD Set to 1 to display the reset prompt.
Set to O (default) to suppress the
reset prompt.

SSPRService Reset_CustomizedErrorMsg  dword REG_DWORD Set to 1 to activate customizable reset
error messages. Set to 0 (default) to use
the built-in reset error messages.

Storage StorageOrder string (REG_SZ) AD or ADAM

Extensions

» Under HKLM\Software\Passlogix\SSPR\Storage\Extensions\

Key Value Name Data Type Data
ADAM Root string (REG_SZ) ADAM partition root
Classname string (REG_SZ) Adam

» Under HKLM\Software\PasslogixX\SSPR\Storage\Extensions\ADAM\

Value Name Data Type

Servers Serverl string (REG_SZ) server:port (of the ADAM instance)

» Under HKLM\Software\Passlogix\SSPR\Storage\Extensions\

AD Root string (REG_SZ) AD root

Classname string (REG_SZ) Ad

» Under HKLM\Software\PasslogixX\SSPR\Storage\Extensions\AD\

Value Name Data Type

Servers Serverl string (REG_SZ) server:port
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Installing an ADAM Instance

1. Start ADAMSetup.exe. Select A unique instance and click Next.

Active Directory Application Mode Setup Wizard ﬂ

Setup Options
AnADAM instance iz created each time ADAM is installed.

“fou can create a unique instance, or you can install a replica of an existing instance.

Select the twpe of instance pou want ta inztall.

Thiz option automatically creates a new instance of ADAM that uses the default
configuration and schema partitions. The new instance will not be able to replicate
with exizting inzstances.

A replica of an existing instance
Thiz option creates a new instance of ADAM that uses the configuration and
zchema partiions replicated from another instance of ADARM. You can alzo select
the application partitions to replicate.

< Back I Mext = I Cancel Help

2. Provide your Instance name and click Next.

Active Directory Application Mode Setup Wizard il

Instance Name
The instance name is used to differentiate this instance of ADAM from othier A0
instances on thiz computer.

Type a name far thiz instance. The name zhould reflect the uze for which this instance
of ADAM i intended.

Instance name:
ISSPFH1

Ezample: Addressbook

The ADAM zervice name iz created when the instance name is combined with the
product name. It will be dizplayed in the list of “Windows services.

ADAM service name:
ADAM_S5PR-1

< Back I Mext > I Cancel Help
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3. Specify port numbers of 10000 and 10001 (ten thousand range, for easy recall) and
click Next.

Active Directory Application Mode Setup Wizard x|

Ports
Computers will connect to this instance of ADAM using specific portz on all of the
|IP addresses associated with this computer.

The parts displaved below are the first available for this computer. Ta change these
poits, type the new port numbers in the text boxes below.

I you plan ba install Active Directony on this computer, do not uge 383 for the LDAF port

or 636 for the S50 port because Active Directory uses these port numbers. Instead, use
available port numbers from the following range: 1025-65535.

LDAP part number:

|1 i}

551 port number:

|1DDD1
< Back I Mest > I Cancel | Help |

4. Specify the root DN (for example, DC=SSPR,DC=Passlogix,DC=COM) and click Next.

<2 Active Directory Application Mode Setup Wizard ll

Application Directory Partition
An application directory partition stores application-specific data.

Do you want to create an application directory partition for this instance of ADAM?

" Nag, do not create an application directary partition
Select thiz option if the application that you plan to inztall creates an application directory

upaon installation, or if you plan to create one later.
% Yez, create an application directory partition

Select thiz option if the application that you plan to ingtall does not create an application
directory partition upon installation. A valid partition name iz any distinguished name that does
not already exist in thiz instance. Example distinguizhed name:

CN=Partition1 D C="w oodgrove, DC=COM

Partition name:
DC=55PR.0C=Passlogix, DC=COM

< Back I Mest » I Cancel Help
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5. Specify an easy-to-find base location (for example, %RootDrive%\ADAM\Instance) and
click Next.

Active Directory Application Mode Setup Wizard

File Locations

“ou can specify a location for each type of file associated with this instance of
AD M.

Specify the locations to store files azzociated with ADAK.

Data files:
IF:\ADAM'\SSF’H-‘I “data

Browse. .. |
Browse. .. |

Data recovery files:
IF:\ADAM\SSPH-‘I \recovery

< Back I Mext > I Cancel Help

Specify the run privileges and click Next.

» Active Directory Application Mode Setup Wizard

Service Account Selection

ADAM performz operations using the permizsions azsociated with the account wou
select.

Set up ADAKM to perform operations using the permizsions associated with the following account.

 Network service account

ADARM has the permizzions of the default Windows service account.

' Thiz account:

ADARM has the permizszionzs of the selected account. Ensure that the account vou zelect is set
up to run as a service.

User name: I?E AasAdministrator ;[ I Browse. . I

FBassward: |o..........

< Back I Mest = I Cancel Help

Page 37



ESSO-PR Server Installation and Setup Guide

7.

8.

Specify the Administrative Permissions and click Next.

_::' Active Directory Application Mode Setup Wizard il

ADAM Administrators

“ou can specify the user or group that will have administrative privileges for this
instance of ADAM.

Azzign the following uzer or group of uzers administrative permissions for ADARM.

i+ Currently logged on user: DANAdministrator

The uzer that iz installing ADAKM will have administrative permizsions for this instance
of A0Ak.

= This account

The zelected user or group will have administrative permiszions for this instance of
AlaM. You can chooge any user or group from thizs computer., thiz computer's
domain, or any domain that is trusted by this computer's domain.

Account mame;

Erowise... |
< Back I Mext > I Cancel I Help I

Select Do not import LDIF files for this instance of ADAM and click Next.

Active Directory Application Mode Setup Wizard 1[

Importing LDIF Files

“'ou can import data from Lighbweight Directory Interchange Farmat [LDIF) files into
pour ADAM application directory partition.

To configure the ADaM service in a specific way, import one or mare of the LDIF files listed
below.

& Do not import LOIF files for this instance of A0AM:
= |mpart the selected LDIF files For this instance of A0k

Awailable files: Selected LDIF files:
tAS -4k an. LDF
rAS-Inet0rgPerzon LDF
MS-User LDF

bAS-UzerProwe LDF Add|-> |

< Back I Mest > I Cancel Help
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9. Click Next as requested to proceed.

2 Active Directory Application Mode Setup Wizard

FHeady to Install
The ADAM Setup Wizard iz ready to install ADAR with the following configuration.

Eefore continuing, review and confirm wour selections.

Selections:

Inzstall a unique instance of ADARM.

Instance name: SSFR-1

Computers will connect ta thiz instance of ADARM using the following ports:
LDAP port: 100071

SSL port: 10002
ADAM replication will use Megotiate authentication.

Store ADAKM program files in the following location:

To change your selections, click Back. To install ADAM, click Mest.

< Back I Mext > I Cancel Help

10. Click Finish.

ation M Setup Wizard x|

Completing the Active Directory
Application Mode Setup Wizard

“ou have successfully completed the Active Directary
Application Mode S etup Wizard.

< Back

Carce! Help
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ITIM Support

Installation and Setup
The normal ESSO-PR installation includes the ITIM connector. To install ITIM support:

1. Install ESSO-PR Server.

2 Install Sun Java Runtime Environment (JRE) version 1.4 or greater.

3. Install IBM Application Client for WebSphere Application Server.

4. Edit the <SSPR>\WebServices\Connectors\ITIM\exec.bat file as follows:

line 07: call "C:\Progra~1\WebSphere\AppClient\bin\setupClient._bat"

line 10: set SERVER_NAME=iiop://localhost:2809

5. Replace the bold underlined texts with the WebSphere client installation path and the
WebSphere server machine name, respectively. Changes to this file take effect
immediately.

6. Turn on logging for the Java module by setting the CREATE_LOG variable to true.

Note: All communications between ESSO-PR and the Java module will be output in the
log, including user answers.

7. To enable foreign languages, edit
<SSPR>\WebServices\Connectors\ITIM\languages. txt.
English is the only language enabled by default; all other languages are disabled. They
will not show up in the language dropdown list on the Enroliment page.

8. To enable a language, uncomment the line that contains that language by deleting the
apostrophe at the beginning of the line. For example, to enable German:

Before (German disabled):

"de-de=de " German

After (German enabled):

de-de=de " German

The change will not take effect until the 1IS service is restarted.
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