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About ESSO-PG Certificate Setup

This guide describes how to obtain certificates through Microsoft® Certificate Services and
how to install a standalone certificate authority (CA), which can be used to issue certificates
to anyone, even non-Windows® entities.

Audience

This guide is intended for experienced administrators responsible for obtaining certificates
and for installing and managing a standalone certificate authority. Persons completing the
procedures should also be familiar with their company’s system standards.

Acronym or Abbreviation Full Name

SSO Agent ESSO-LM Agent

SSO Administrative Console ESSO-LM Administrative Console

ESSO-LM Oracle Enterprise Single Sign-On Logon Manager

ESSO-AM Oracle Enterprise Single Sign-On Authentication
Manager

ESSO-KM Oracle Enterprise Single Sign-On Kiosk Manager

ESSO-PG Oracle Enterprise Single Sign-On Provisioning
Gateway

ESSO-PR Oracle Enterprise Single Sign-On Password Reset

SSO ESSO-LM

FTU First Time Use

SSO Agent ESSO-LM Agent



Using ESSO-PG Certificate Setup

Using ESSO-PG Certificate Setup

In order to use ESSO-PG, you must obtain an X.509 Certificate for SSL and Certificate Chain
from a trusted certificate authority.

Certificates can be obtained from any trusted certificate authority. This purpose of this guide
is to demonstrate how certificates can be obtained through Microsoft Certificate Services.

These instructions will guide you through installation of a standalone CA, which can be used
to issue certificates to anyone, even non-Windows entities.

Certificates can be installed on Windows 2000 and Windows 2003. The instructions and
screen shots in this guide are primarily for Windows 2000. The instructions in this guide can
easily be followed using either operating system.

- The following articles from the Microsoft Web site can be referred to for
U J information on installing certificates and setting up SSL:

“Install an Enterprise Root Certificate Authority (Windows 2003)”,
http://technet2.microsoft.com/windowsserver/en/library/4ffc15cf-f42f-43db-

8eb9-fcd8c3102d621033.mspx

“How to Set Up SSL on a WebServer”,
http://technet2.microsoft.com/windowsserver/en/library/4ffc15cf-f42f-43db-
8eb9-fcd8c3102d621033.mspx

The following pages contain the procedures involved in certificate setup:

e Installing the Microsoft Certificate Authority

e Enabling SSL for Your Web Site

e Submitting a Certificate Request to a CA Manually



http://technet2.microsoft.com/windowsserver/en/library/4ffc15cf-f42f-43db-8eb9-fcd8c3102d621033.mspx
http://technet2.microsoft.com/windowsserver/en/library/4ffc15cf-f42f-43db-8eb9-fcd8c3102d621033.mspx
http://technet2.microsoft.com/windowsserver/en/library/4ffc15cf-f42f-43db-8eb9-fcd8c3102d621033.mspx
http://technet2.microsoft.com/windowsserver/en/library/4ffc15cf-f42f-43db-8eb9-fcd8c3102d621033.mspx
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Installing the Microsoft Certificate Authority

1. Click Start > Settings > Control Panel > Add/Remove Programs.
2. Click Add/Remove Windows Components.

ER Add/Remove Programs =10l x|

Currently installed programs: Sork by:l MName - l

Change/Remove

i Micrasoft ¥Gi 0833962

[4) Outlook Express Q823353

i) windows 2000 Hatfix - KBE23182
i) windows 2000 Hatfix - KBG23559
i) windows 2000 Hatfix - KBG24105
i) windows 2000 Hatfix - KBG24141
i) windows 2000 Hatfix - KEG24146
i) windows 2000 Hotfix - KB&24151
i) windows 2000 Hatfix - KBG25119
i) windows 2000 Hatfix - KBE26232
i) windows 2000 Hatfix - KBG28028

Close |

3. Check Certificate Services and click Next.

Windows Components Wizard x|

wWindows Components
‘You can add or remove components of Windows 2000,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To gee what's included in a component, click
[retails.

LCompohents:
Accessolies and Utilities 121 ME =
B Certific 3 1.4 MB

EP Indexing Service 0.0ME
% Internet |nfarmation Services ([15) 21.6MB
1 2= M ananement and Monitorinn Tk 57 MR T

Description:  Installs & certification authority (CA) to izzue certificates for use with
public key security applications.

Total disk zpace required: 1.9 B -
Space available on disk: h22.0 B LB |

< Back I Mext » I Cancel |




Installing the Microsoft Certificate Authority

4. When you are asked if you want to continue, click Yes.

Microsoft Certificate Services i Al

after installing Certificate Services, the computer cannok be renamed and the computer cannok join or be rermoved
from a domain, Do wou want o conkinue?

5. Select Stand-alone root CA.

Windows Components Wizard x|

Certification Authority Type
There are four types of certification authorities.

Certification Authority types: Drescription:
" Enterprisze roat Cé. The mogt trusted Cf in a Ch ﬂ
- hierarchy. D'oes naot require
| Enterprise subordinate. 4 Active Directary.

" Stand-alone subordinate C& LI

Toinstall an Enterprise CA, the Active Directory must be accessible and you must be a
member of the Domain Adminigtrator group. Pleagze go back to the previous screen and
deselect Certificate Services.

[™ &dvanced options

< Back I Mext » I Cancel

6. Enter CA ldentifying Information. Enter the length of time that this certificate should
be valid. Click Next.

Windows Components Wizard 1[

CA Identifying Information
Enter information to idertify this CA

CA name: ICertificate far PM

[Organization: ICompan}l %

Organizational unit: I

City: I

State or province: Ii LCountry/region: lr
E-mail: I

CA description: I

Walid for: 2 [vews =] Ewpies  [42/2007 248FPM

< Back I Mest » I Cancel |
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7. Specify the storage location for the configuration data. Click Next.

Windows Components Wizard 3 il

Data Storage Location o
Specify the storage location for the configuration data, database and log *
S

Lertificate databaze:

Browse...

Certificate databaze |og:
IC:\W’INNT\system32\CeltLog Brawse. ..

[¥ | Store configuration infarmationin & shared folder
Shared folder:
IE:\E.-’-\Eonfig Browse...

A

I™ Presenve existing certificate database

< Back I Mext » I Cancel

8. You might be prompted to stop IIS. If so, click OK.

Microsoft Certificate Services x|

Internet Information Services is running on this computer. You must stop this service before proceeding. Do you want
to stop the service now?

Cancel

9. You might be prompted to insert the Windows CD. If so, insert it and click OK.

Server CO' into pour CO-R O drive [F:] and then click

oK. Cancel |

*'ou can alsa click O if you want files to be copied
from an alternate location, such az a floppy disk or &
netwark server,

@ Pleaze inzert the Compact Disc labeled “windows 2000

10. At this point, you might be prompted to enable ASP pages. You must select Yes.

11. Click Finish.



Enabling SSL for Your Web Site

Enabling SSL for Your Web Site

1. Open Microsoft 11S and expand the Default Web Site. You will perform the following
steps for each ESSO-PG Web site.
2. Right-click the Web site (for example, Default Web Site). Click Properties.

?'if Internet Information Sel ;Iﬂlﬂ
chtion maw|J<}=-"|X||§|Jg|’.ll |
Tree I Mame | Path =
% Internet Information Services GScr\Dts cilinetpublscripts
* poadi @IISHEID ciwinntihelpiishelp
. i ik @IISAdmin CWINMTY System 32 inetsrvisadmin
Administration Weh Site & 1samples chinetpubljissamples
g 115 Admin @MSADC ci\pragran files\commaon Files\systemimsade
115Help Ei_vti_bin C:\Program Files\Common Files\Microsoft Sharediweb Se..
{1 htrldacs EBPrinters CHWINNT \weblprinkers
{1 images @CBrtSrv CHWINNT system32)CertSry
{1 jsbrowser GCBrtControI CHWINNTISystem32 Cert Syl CartContral
{1 I5DirBrowiser C@cCertEnral CHAWINNT system32 CertSev| CartEnral
4 Defaulk SMTP Virtual Server EAimages
CI _ptivate
[ _vti_enf —
[ _vtilag
D_\fti _pvt
D _vhi_script
(vt kxt
@ help.gif
@ iisstart.asp
F‘] localstart. asp _ILI
[] | 3

3. Select the Directory Security tab. Under Secure communications, click Server
Certificate.

Default Web Site Properties 2

Wwieh Site | Operators I FPerformance I I1SAPI Filters I Home Directorny I Documents
Directony Secrity | HTTF Headers I Custom Errarg I Server Extensions

—Anonymous access and authentication control

Enable anonymous access and edit the
w authentication methods for this resource.

— IP address and domain name restiction

@ Grank or deny access ta this resources using

IP addreszes or internet domain names.
Edit... |

— Secure communication:
Require secure communications and 5 Certificat
enable client certificates when this BRSNS
resource is accessed. i .
Wiew Certificate... |
Edit... |

0k Cancel | Apply | Help |
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4. The Web Server Certificate Wizard appears. You will use the wizard to generate a
request for a certificate. Click Next.

Welcome to the Web Server
Cerntificate Wizard

Thiz wizard helpz you create and administer server
certificates uzed in secure Web communications
between your server and a client.

Status of your Web server

“rour web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate Wizard will help you to create a new
certificate for this Web Server or attach to an
existing certificate.

To continue, click Next.

< Back Cancel

5. Select Create a new certificate and click Next.

IIS Certificate Wizard

Server Certificate
There are three methods for assigning a certificate to a'Web site.

Select the method you want to use for this web site:

= Assign an existing certificate

" Import a certificate from a Key Manager backup file.

< Back I Mest » I Cancel

10



Enabling SSL for Your Web Site

6. Select Prepare the request now, but send it later and click Next.
If you have an Enterprise-level CA and the machine is part of the domain, a request
can be directly prepared. The Send the request immediately to an online
certification authority will be available. If you select this option, you do not need to
follow the steps in Submitting a Certificate Request to a CA Manually.

IIS Certificate Wizard

Delayed or | diate Req
“Y'ou can prepare a request to be sent later, or pou can send one
immediately.

Do you want to prepare a certificate request to be zent later, or do you want to zend it
immediately to an online certification authority?

' Prepare the request now, but send it later

| Send the request immediately to an online certification autharity

< Back I Mest » I Cancel

7. Enter a name for the new certificate. Ensure that the name is easy to refer to and to
remember. Choose the bit length. The higher the bit length, the stronger the
encryption, but the slower the performance. Choose a bit length that will balance
strength and performance for your needs. For a root CA, you should use a key length
of at least 2048 bits. This option is not available if you use existing keys. Click Next.

115 Certificate Wizard

Mame and Security Settings
“Y'our new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for you to refer to and
remember.

The bit length of the encrpption key determines the certificate's encryption strength,
The greater the bit length, the stronger the security, Howewer, a greater bit length map
decrease performance.

Eit length:
I 512 hd l

[~ Server Gated Cryptography [SGC) certificate [for expart versione anly)

< Back I Mewt > I Cancel

11
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8. Select or type your organization’s name and your organizational unit. This is typically
the legal name of your organization and the name of your division or department.
Click Next.

9. Enter your site’s common name. This hame must match the machine name or site
URL. Click Next.

IIS Certificate Wizard
Your Site's Common Name
Your Web gite's common name iz its fully qualified domain name.

Type the common name for your site, |F the server iz on the Internet, uge a valid DMS
name. If the server iz on the intranet, you may prefer to use the computer's MetBlOS
name.

If the common name changes, you will need to obtain a new certificate.

LComman name:

< Back I Mest » I Cancel

10. Enter your geographical information and click Next.

IIS Certificate Wizard

Geographical Information
The certification authority requires the following geographical information.

LCountry/Region:

IUS [United States] VI

State/province:

| [~ |
City/locality:

| [~ |
State/province and City/locality must be complete, official names and may nat contain
abbreviations.

< Back I Tewt > Cancel

12



Enabling SSL for Your Web Site

11. Enter a file name for the certificate request. Click Browse to locate it. Remember the
location of this file as you will open it after completing the request.

IIS Certificate Wizard

Certificate Request File Hame
“Y'our certificate request iz saved az a text file with the file name pou
specify.

Enter a file name for the certificate request.

File name:

Browse... |

< Back I Mest » I Cancel

12. Review the summary of your request. Click Next.

115 Certificate Wizard

Request File Summary
You have chozen to generate a request file.

To generate the following request, click Mest.
File name:  c:hcertreq. bt

“f'our request contains the following information:

lzzued To poadiis
Friendly Mame poadiis
Country / Region L5

State / Province Mew vork
City Mew ork
Organization Company
Organizational L nit Company

< Back Cancel

13
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13. Click Finish.

Completing the Web Server
Certificate Wizard

‘You have successfully complated the 'Web Server
Certificate wizard. A certificate request was created and
saved to the file:

choertreq.txt

Send or e-mail thiz file to pour certification authority, who wil
send you a response file containing your new certificate.
Festart this wizard to attach the new cerificate to your
SEIVEL

Click. here

far a list of certification authorities who offer services for
Microsoft products.

To cloge this wizard, click Finish.

< Back Cancel

14




Submitting a Certificate Request to a CA Manually

Submitting a Certificate Request to a CA Manually

1. Locate the certificate request document (refer to Step 11 for the location). Open the

text file and copy all of the contents to a clipboard. You will paste the contents into a
request in Step 5.

&, certreq.txt - Notepad

=10l |
File Edit Format Help

————— BEGIN MNEW CERTIFICATE REQUEST---—- =]
MIICwzCCAMOCAQAwhTEQMAL GALUEAXMHCHFhNG 1 pezESMBAGATUECXMIQ2 9T CGFU
aSEYMRIWEAYDVOOKEW ] Dh21lwyw5 S IFgXETAPEQNVEACTCES TdyEZh3 IrMREwDwYD
VoI EwhoZxCgwwsyaZELMAK GALUEBhMCviMwxDANEDK ghk 1G9w0BAQEF AANLADET
akEAshzzFefOUuxv2+] IVOEKT 8512 ThgCZnvFU3ZwwxIoyRT gwsd7 c87mzluwuwg T
d7iI4Mxm21Zs prkw]+Qe+] PwUQIDAGAEOTI IBMTAAEQOr BgEEAY I3 DO I DMOwwC ] Ou
M4 yMTh1L ] IwewyKikwy BEAGCNWIBD ] FIMGswD QY DVROPAQH,/BAQDADTWMEQGC S5
SIb3DOQEIDWRIMDUWDGYIKOZThy cHAWICAGCAMAL GCCOGSIh3DOMEAGI AGDAHEGUr
DOMCEZAKEGgrhk 1GOWODBZAT BgNYHSUEDDAKBgQr BOEFBACDATCE,/QY KRwYBEAGC
NwOCAIGE7 JCEOWIBAR S aAEDAAGE ] AHT AbWEZAGEAZ QEOACAAUGETAEEATABTAEMA
anBhasd AbgE] AGWATABDAHT AeqBWAHGALWENAHIAYOEWASQAIOE] ACAALABYAGEA
dyBpAGQAZOBYAd GIACS /A vk 1gC+xTZvS5DN]+ 1BXDGDENXFDINTXFEXBNSTgdX
k1 7wk LI xwOnFIsvydU] pBzvapdwk BacDdw,/d kvwom2 7T VLDXECRTY pg] 90ye,
JPIDTU+s7r 5,/ 53100G0K Iy, OmM18 2Ty Uw2 IucHmpIdanmnmovzth 189354 2 A000
AsAALAAWDCY TKOZT hy CHAQEF BOADQOEWRMCSORS3TFigd er 69 TvEVr MUy JWQ3ZQg
SPThEdStPZIx2réeDNet To+ 15 iNITml+allyv2Krok sk ISsDPzamMhp

————— END MEW CERTIFICATE REQUEST--—--

2. Open Microsoft Certificate Services. The URL is http://yourmachinename/certsrv/. Select
Request a Certificate and click Next.

<3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edt Yiew Favorites Tools Help

GBack » = - (D a4 | Qsearch [FFavorites GMedia (4 | BN S B -
Address Iﬁj http:{ipgadiis/certsry) j @GD |Links >

-

Welcome

You use this web site to request a cerificate for your web browser, e-mail client, or ather secure
program. 2nce you acquire a certificate, you will be able to securely identify yourself to other people owver

the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type
of certificate you request

Select a task:
© Retrieve the CA cerificate or certificate revocation list
& Request a certificate
© Check on a pending cerificate

Mext = |

|€| Done l_l_’_ (5E Local intranet v

15
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3. Select Advanced Request and click Next.

crosoft Certificate Services - Microsoft Internet Explorer =a x|

File Edit Yiew Favorites Tools Help |

GBack - = - D il | Qsearch [FFavorites Media (4 | - S B

Address I@ http:ffpgadiisicertsry/certrqus. asp j e | Links **

Microsoft C:

Choose Request Type

Flease select the type of request you wiould like to make:

© ser cerificate request:

E-Mail Protection Certificate

& Advanced reguest

|
|@ Daone l_l_’_ E Laocal intranet 4

4. Select Submit a certificate request using a base64 encoded... file and click Next.

<3 Microsoft Certificate Services - Microsoft Internet Explorer =] 3]
File Edt Yiew Favorites Tools Help |

GBack » = - (D a4 | Qsearch [FFavorites GMedia (4 | BN S B -

Address I@ http:fjpgadiisicertsry/certrad.asp j Fact | Links **

Microsoft C

Advanced Certificate Requests

You can request a certificats foryourself, another user, or a computar using one of the following methods
Mate that the policy of the certification authority [CA)will determine the certificates that you can obtain.

© Submit a certificate reguest to this CA using a form.

& Submit a certificate request using a basefd encoded PRCS #10file or a renswal reguest using a
basetd encoded PKCS #7 file

¢ Request a cerificate for a smart card on behalf of another user using the Smart Card Enrollment
Station.

You must have an emoliment agent certificate to submit a request for another user.

|@ Done l_l_’_ (5E Local intranet v

16



Submitting a Certificate Request to a CA Manually

5. In the Saved Request text box, paste the contents of the certificate request file copied

in Step 1 (or you can browse to locate the file and insert it). Click Submit.

<3 Microsoft Certificate Services - Microsoft Internet Explorer

=lolx|
File Edt Yiew Favorites Tools Help |
GBack » = - (D a4 | Qsearch [FFavorites GMedia (4 | BN S B -
Address I@ http:/ipgadiis/certsrvicertrgxt, asp j @GD |Links >

Microsoft Cert

Submit A Saved Request

Faste a basefd encoded PRCS #10 cerificate request or PRCS #7 renswal request generatad by an

external application (such as aweb server) into the request field to submit the request to the certification
authority (TA)

Saved Request:

| =
Basebd Encoded

Cettificate Reguest
(PKCS #10 or #7)

-
4 2

Browse for a file to insert.

Additional Attributes:

=
Attributes = =l
|@ Done l_l_’_ (5E Local intranet v

43 Microsoft Certificate Services - Microsoft Internet Explorer

=10l x|
File Edit Wiew Favorites Tools Help |
GBack + = - (D [7) &} | Doearch [Favortes Meda B | By S -
Address I@ http:/fpgadiis/certsrvfcertrgxt. asp j @Gn |Links >

Microsoft Cerific

Submit A Saved Request

Paste a basef4 encoded PKCS #10 certificate request or PKICS #7 renewal request generated by an

external application (such as a web server) into the request field to submit the request to the certification
authority (ITA)

Saved Request:

dgBpAGQRZOByA4GIACAS/ aq kI qC+ETZVSSDNI+1 ~ |

kx17wE4YLiXwOnF IswYdUjpBevip4wkBaGD4W/ 4k
Basebd Encoded [JPID1lu+s7r5/53100G0kIyE/ w18 i2 Tvlnz 3uGhm

Certificate Reguest [AA2ALAAWDOYIKo 2 ThvcNAQEFEQAD QOB s0RSS

(PKCS #10 or #); [8PThBAStPZIX2r 6DNet 10+15iNIfil+al IVEEr9k
-
L3

END NEW CERTIFICATE REQUEST-———- |
0l

Browse for a file to insert.

Additional Attributes:

|
Attributes -
L4 »

l_ l_ l_ E Local inkranet %

|@ Done

17
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6. Your certificate request has been received and is pending.

/R Microsoft Certificate Services - Microsoft Internet Explorer:

=10l x|
File Edit Yiew Favorites Tools Help i

SBack - = - @ 7 | @Search (G Favarites @Media ® | %' =] T

Address I@ http:/{pgadiis/certsrvicertfinsh,.asp

Microsoft Certificate

Certificate for P

Certificate Pending

Your cerificate request has been received. However, you must wait for an administrator to issue the
certificate you requested.

Flease return to this web site in a day or two 1o retrieve your cerificate.

Note: You must return with this web browser within 10 days to retrieve your certificate

|
|@ Daone l_l_’_ E Laocal intranet 4

7. Open the Certificate Authority tool by clicking Start > Programs > Administrative
Tools > Certificate Authority. Expand the certificate authority.

{22 Certification Authority

i ] ]
| action  wiew |J1--D| ||@|J’ u |
Tree I Mame | Description |

@3 Certification AUthority (Local) @Certificate For PM Certification Authority

@ Certificate for PM

18



Submitting a Certificate Request to a CA Manually

8. Click on the Pending Requests folder. Click the certificate request in the right pane,
and click All Tasks > Issue.

8 [= 5]

{& certification Authority

J Action  Wiew |J L] -P||||§

----- BEGIMME...  Taken Under Submission 41412005 3:07 |

Tree I Reqguest ID | Binary Request | Request Disposition Message I Request Subrnis
|2

@ Certification Authority {Local)
E@ Certificate for PM

] Revoked Certificates
(2 Issued Certificates
Pending Requests

The Pending Requests folder is now empty.

o (=]

{8 Certification Authority

J Action  Wiew |J L] -P|| ||§

Tree I Request ID I Binary Request | Request Disposition Message I Request Submission Date | Re

@ Certification Authority {Local) :
E@ Certificate for PM

i-[] Revoked Certificates
(2 Issued Certificates
125 Pending Requests

< | i

19
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The certificate moves to the Issued Certificates folder.

{& certification Authority

g [ 9]

Jﬂction Wi |J¢--’|||@ |

Tree I | Request 1D | Requester Mame | Binary Certificate | Serial Number | Certificate EFfective Dat
@ Certification Authority (Local) (£ POAAIISIIUSR ... - BEGIM CERTL...

615ce58a000..,  4/4/2005 2:59 PM
EI@ Certificate for PM

(2 Revoked Certificates
e} ssued Certificates
(23 Pending Requests
(L] Failed Requests

4] |

9. Open Microsoft Certificate Services. The URL is http://yourmachinename/certsrv/. Select

Check on a pending certificate and click Next.

Z Microsoft Certificate Services - Microsoft Internet Explorer

-3l x|
Fle Edit “iew Favorites Tools Help i

Back + = - (D at | @ search  [GFavorkes fMedia (4 | BN S -

Address Ig] http:/fpqadiisjcertsry) d @ | Links **

El
Microsoft Certific &

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure
program. Once you acquire a certificate, you will be able to securely identify yourself to other people over
the web, sign vour e-mail messages, encrypt your e-mail messages, and more depending upon the type

of certificate you request
Select atask:

© Retrieve the CA certificate or certificate revocation list
© Request a certificate
& Check on a pending certificate

=
[Eoee T e

20
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Submitting a Certificate Request to a CA Manually

10. Select the certificate that was just created and click Next.

icrosoft Certificate Services - Microsoft Internet Explorer

ol x|
Eile Edit “iew Favorites Tools Help i

EBack ~ = - ) at | @ysearch [lFavorkes (EfMedia 4 | B S

Address |g'| http:/fpqadisjcertsrvjcertckpn.asp

Microsoft Cerific

Check On A Pending Certtificate Request

Please select the certificate request you want to check:

ved-Request Cerificate (Maonday April 04 20

Mext = |

|@ Done

El
,_ ’_,_ E Local intranet v

11. Click Download CA certificate. You can select either DER or Base 64 encoded.

icrosoft Certificate Services - Microsoft Internet Explorer

=101 %]
Fle Edit “ew Favorites Tools Help i

P Back - = - @ ot | @Saarth [ Favarites @Media 6 | %v = -

Address Ig.l http:/fpqadiisjcertsrv/certfnsh,asp j e | Links **

Microsoft Certific

Certificate Issued

The certificate you requested was issued to you

& DER encoded or € Base 64 encoded

Download CA cerificate
= Download CA cerification path

|
|@ Done ,_ ’_,_ E Local intranet v
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ESSO-PG Certificate Setup Guide

12. Save the file to a location on your computer. Download the certificate.

Sanne files can harm vaur camputer. [Fthe file infarmation below
looks suspicious, or pou do nat fullp trust the source, do nat open o
zawe thiz file.

File name:  certnew.cer
File type:  Security Certificate
From: pgadiis

& Thiz type of file could harm your computer if it contains
malicious code,

Would you like to open the file or save it bo vour computer’?

Cancel Mare Infa

¥ | &lnaps ask before opening this pe of file

13. Locate the certificate that was just downloaded and double-click it to open it.

Certificate

General | petals | Certification Path

#,
Certificate Information

This certificate is intended to:
+Ensures the identity of a remate computer

Issued bto: pogadiis

Issued by: Certificate For PIM

valid from 4/4/2005 to 4/4/2008

Issuer Skatement |

OK |
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14. This certificate must now be installed into I1S. Open IIS and locate the Web site
where ESSO-PG is installed. Right-click the Web site and click Properties.

Y Internet Information Services ] ] 4
| aion vew || & o [Em|F DB 28] 5 0| |
Tree I Descripkion | State | Hosk Header hame | IP Addres:
% Internet Information Services é Default Weh Site Running * Al Unas:
Y noadiis o8 £ dministration Web Sits Running * all Unas:

é Default ‘Web Site W Default SMTP Virkual Server Running * Al Unas:

(- Administration Web Sits
[#-Z Default SMTP Wirtual Server

. I 1|

Default Web Site Properties

Wwieb Site | Operatorz I Performance I |S4F| Filkers I Home Directory I Diocuments
Diirectory Security | HTTF Headers I Custam Ermors I Server Extensions

—Anonymous access and authentication control

Enable anonymous access and edit the

w authentication methods for this resounce, Edit... |

—IP addrezz and domain name restrictions

@ Grant or deny access ta this resournce ugsing

IP addresses or internet domain names.
Edit... |

— Secure communications

Require secure communications and
ehable client certificatas when thiz

esoulce is accessed, :
Wiew Certificate. .. |
Edit.. |

ok Cancel | Spply | Help |
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16. On the Web Server Certificate Wizard panel, click Next.

Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server
Certificate Wizard

This wizard helps you create and administer server
certificates used in secure Web communications
between your zerver and a client.

Status of your web server:

‘f'ou have a pending certificate request. Certificate
‘wizard will help you to process the responze from a
Certification Authority or to remove this pending
request.

To continue, click Next.

115 Certificate Wizard
Pending Certificate Request

A pending certificate request iz a request to which the certification
autharity hag not vet responded.

A certificate request iz pending. What would you like to do?

% Procezs the pending request and install the certificate

™ Delete the pending request

< Back I Nest » I Cancel
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18. Browse to the location of the saved certificate file. Click Next.

115 Certificate Wizard

Procesz a Pending Request
Process a pending certificate request by retrieving the file that containg
the certification authority's response.

Enter the path and file name of the file containing the certification autharity's response.

Path and file name:
C:A\Docurents and SettingzhAdminiztratortDesktophoertnew. cer Browse... |

< Back Cancel

19. The Wizard asks for the SSL port to use with this Web site. The default SSL Port is 443.
Click Next.

115 Certificate Wizard [ X|

S5L Port
Specify the S5L port for this web site.

SSL port thiz web site should uze:

< Back I Mest > I Cancel
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20. Review the summary of your request. If there are any problems, you might have to
issue a new certificate. If everything is correct, click Next to install the certificate.

115 Certificate Wizard

Certificate Summary
‘f'ou have chosen to install a certificate from a response file.

Tao ingtall the following certificate, click Mest.
File narne: C:\Daocuments and Settings\AdministratoriDesktopheertnew. cer

Certificate details:

lssued To pgadiis

lzsued By Cerlificate for Pk
Expiration D ate

Intended Purpose Server Authentication
Friendly Mame pgadiis

Country / Region s

State / Province Mew rork

City Mew Yark
Organization Company #
Organizational L nit Company #

< Back I Mest » I Cancel

21.When the 1IS Certificate Wizard is done, click Finish.
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