Oracle® Governance, Risk, and Compliance Controls Suite

Preventive Controls Governor
Audit Rules User Guide

Release 7.2.3

June 2008

ORACLE



Oracle Preventive Controls Governor: Audit Rules User Guide
Copytight © 2007, 2008 Oracle Cotporation and/or its affiliates. All rights reserved.
Primary Author: David Christie

The Programs (which include both the software and the documentation) contain proprietary information; they
are provided under a license agreement containing restrictions on use and disclosure and are also protected by
copyright, patent, and other intellectual and industrial property laws. Reverse engineering, disassembly, or
decompilation of the Programs, except to the extent required to obtain interoperability with other independently
created software or as specified by law, is prohibited.

The information contained in this document is subject to change without notice. If you find any problems in the
documentation, please report them to us in writing. This document is not warranted to be error-free. Except as
may be expressly permitted in your license agreement for these Programs, no part of these Programs may be
reproduced or transmitted in any form or by any means, electronic or mechanical, for any purpose.

If the Programs are delivered to the United States Government or anyone licensing or using the Programs on
behalf of the United States Government, the following notice is applicable.

U.S. GOVERNMENT RIGHTS

Programs, software, databases, and related documentation and technical data delivered to U.S. Government
customers are “commercial computer software” or “commercial technical data” pursuant to the applicable
Federal Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication,
disclosure, modification, and adaptation of the Programs, including documentation and technical data, shall be
subject to the licensing restrictions set forth in the applicable Oracle license agreement, and, to the extent
applicable, the additional rights set forth in FAR 52.227-19, Commercial Computer Software—Restricted Rights
(June 1987). Oracle Corporation, 500 Oracle Parkway, Redwood City, CA 94065.

The Programs are not intended for use in any nuclear, aviation, mass transit, medical or other inherently
dangerous applications. It shall be the licensee’s responsibility to take all appropriate fail-safe, backup,
redundancy and other measures to ensure the safe use of such applications if the Programs are used for such
purposes, and we disclaim liability for any damages caused by such use of the Programs.

The Programs may provide links to Web sites and access to content, products, and services from third parties.
Oracle is not responsible for the availability of, or any content provided on, third-party Web sites. You bear all
risks associated with the use of such content. If you choose to purchase any products or services from a third
party, the relationship is directly between you and the third party. Oracle is not responsible for: (a) the quality of
third-party products or services; or (b) fulfilling any of the terms of the agreement with the third party, including
delivery of products or services and warranty obligations related to purchased products or services. Oracle is not
responsible for any loss or damage of any sort that you may incur from dealing with any third party.

Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks of
their respective owners.

The license for this program includes a limited use license for the Internal Control Manager program. Such
limited use license means that the Internal Controls program shall only be used for financial compliance or IT
governance related operations.



Contents

About Audit Rules

Audit Rules and the GRC Controls Suite.............cccoevrrnicninnnnes 1-1

Starting Audit RUIES.........ccooviiiiicicc e 1-2

Creating Audit Groups

Defining @ GrOUD ....cccvvviiiiiiciee e 2-1

SEttiNg SECUMTY ....c.vveeii s 2-3

SaviNg the GroUP.......cccoiiiiiiiecieic e 2-3

Querying an Audit GrOUD .......ccveveveireeiecicee e 2-4

Defining Audit Columns and Translation Data

Selecting ColUMNS........c.oiierec s 3-1

Adding to Column Definitions .........cccceeuerreeeiireiieeece e, 3-3

Setting Up Translations ...........cccoviiiinncccccscss 3-3

SaVING YOUr WOTK.....c.cvviiiicicieisiscceesse s 3-4

Activating the Audit

Reporting

Defining REPOMS.......cviiiiiiiee e 5-1
Audit Report Header .........coceeeeieeereeeeesssse s 9-2
Audit Report Detail..........ccooerreiiieccesss s 9-3
Resubmission OptionS .........ccceveeiviiicceciieee e 5-3
SaVINg @ REPOM ... 5-4

Submitting and Viewing REpOIS...........cccvvrrrieeennrceeiesenes 5-4

Contents iii



Changes to Audit SEIUP ....ccvviveiccec e 5-6

QUErYING @ REPOM.......eieiiiicieieere e 5-6
The Online Audit Form

Creating the FOrm RUIE............cccoiiiiiiicc 6-2
Parameter ValUEs ............coceeiiiii s 6-3
Adding Online Audit to @ Responsibility ............cccccoeeernincennnnns 6-4
Viewing the Online Audit..........cccooreirrrneeeee s 6-5
SEBCUMEY .. 6-6
Audit Migration

Preparing for Migration............cooeeernnnceenceeeseeens 7-1
DEPENAENCIES ...ttt 7-2
Migrating or Exporting a Group or Table...........ccccovvvvrrssccrenen 7-3
Migrating or Exporting an Audit Report ..., 7-4
Importing a Group, Table, or Report File........ccoovvvvivviicicce 7-6

Oracle Preventive Controls Governor: Audit Rules User Guide



1

About Audit Rules

Audit Rules enables users to track changes to the values of fields in database tables.
Users can review those changes in reports, which can be run as concurrent requests
in Oracle E-Business Suite or in the Reports browser of the Governance, Risk, and
Compliance Controls Suite. For each database row in which a column value has
changed, either type of report includes the column name and its display name, the
old and new data values, the transaction type (insert, update, or delete), the username
of the user who made the change, and the date on which the change was made.

You select the tables you want to include in an audit by assigning them to a group.
You refine the audit further by selecting columns from the tables that belong to the
group. You can also link audited columns to translations — meaningful values that
correspond to the values held in audited tables. For example, a person’s actual name
might be the translation value when an audited table column holds a numeric ID for
the person.

In addition to the audit report, Audit Rules can present audit data in an Online Audit
form. Each field on an Oracle form corresponds to a database-table column; for
fields on any given Oracle form, the Online Audit form can be configured to display
changes to the underlying database columns. The Online Audit form opens from a
menu option in the Oracle form.

Moreover, once configured in an Oracle EBS instance, Audit groups and rules can
be migrated to other Oracle EBS instances.

Audit Rules and the GRC Controls Suite

Audit rules is considered to be one the elements that make up Preventive Controls
Governor, itself a module of the Governance, Risk, and Compliance Controls Suite.

A distinct element of Preventive Controls Governor monitors and regulates changes
to fields in Oracle EBS forms. Its users create rules — one for each form field —
that apply any of three “control types.” These subject field-value changes to increas-
ing degrees of review.

An Audit control type, as its name suggests, tracks field-value changes. The two
others — Reason Code and Approval — do more, but also audit changes to the
fields they govern. To carry out its auditing requirements, the field-change-control
element of Preventive Controls Governor uses Audit Rules. Every form field corre-
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sponds to a database column; for each form field subject to a change-control rule,
the Audit Rules application monitors the corresponding database column.

As a result, Preventive Controls Governor creates audit groups in Audit Rules for its
own use. Although you can work with these groups in Audit Rules, there are limits
to what you can do. Specifically, when you create your own audit groups you can
add database columns to them. Within Audit Rules, you cannot add columns
directly for groups created by Preventive Controls Governor. You can add columns
only indirectly modifying change-control rules.

For information on change control, see the Preventive Controls Governor Change
Control User Guide.

Starting Audit Rules

To open Audit Rules:
1. Log on to Oracle E-Business Suite.

2. Seclect GRC Controls in your list of responsibilities. (Ensure first that this
responsibility is available to you.)

3. Under the heading Oracle Embedded Agent, click on the Audit Rules link.

4. A GRC Controls — Oracle Rules form appears. It provides access to three
Preventive Controls Governor applications; make sure that the Audit Rules tab
is selected. If you move to one of the other applications, you can return to Audit
Rules by clicking on its tab.

If you close the Oracle Rules form, you can reopen Audit Rules:

1. In the GRC Controls Navigator, expand the Oracle Embedded Agent option
(click on its plus sign).

2. Under the expanded Oracle Embedded Agent option, click on the Audit Rules
option, and then the Open button. (Or double-click on the Audit Rules option.)
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Creating Audit Groups

To be audited, a table must belong to an audit group. Creating an audit group
involves the following:

*  Giving the group a name.

* Selecting the database tables that are to belong to the group. Once you add a
table to a group (and save the addition), it cannot be removed.

* Engaging security by determining the Oracle responsibilities that are allowed to
view audit results in Oracle-based reports and the Online Audit form.
* Saving the group.

For a table to belong to a group, its entire schema must be defined as audit-enabled.
Audit Rules performs this setup step automatically as you add tables to a group.
Also, Be sure the AuditTrail: Activate profile option has been set to Yes.

After a group is defined and saved, you need to select columns for auditing from each
of the group’s tables. This process is competed in a distinct form (see Chapter 3).

Defining a Group

To set up an audit group, ensure that the Audit Groups tab is selected. This is the
default when you start Audit Rules:

Form Rules  Flow Rules mﬂl@@

Audit Groups Audit Columns

Application Mame |GRC Controls Custom (Bespunswblmy Security |
Group Mame [GL JOURNALS
State |Enah|e Requested "

Description |Genera| Ledger Journals Schema

Audit
Table Mame Application Description Schema  Epabled

= |GL7JE73ATCHES ‘General Ledger ‘Jnumal entry hatches |GL ]

l |GL_JE_HEADERS ‘General Ledger ‘Juumal entry headers |GL

O0O00 R
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An Application Name field includes the entry GRC Controls Custom. This is the
name of a “container” for the audit groups you create. You cannot change this
value. (Other containers exist for “seeded” audit groups, and you can use Applica-
tion Name values as parameters to search for those groups. See “Querying an Audit
Group,” page 2-4.)

Enter the following values in the Audit Groups form:

1. In the Group Name field, type the name you want to assign to the group. This
field accepts uppercase letters and numerals; it does not accept lowercase
letters.

2. The State list box defaults to the value Enable Requested. Retain this value.

(This list box is actually a vestige of earlier versions, and is no longer used. No
matter how this field is set, an audit group is enabled once it has been created
and a Create Audit Rules Objects option has been run. For information about
running the Create Audit Rules Objects option, see “Activating the Audit” on
page 4-1.)

3. In the Description text box, type a description of the audit group. For example,
briefly state its organizing principle (what its tables have in common that would
cause them to be grouped together).

4. 1In each row of the grid in the lower half of the Audit Groups form, use the
Table Name list of values to select a database table you want to include in the
audit group. When you select a table, Audit Rules automatically supplies
appropriate values for the remaining fields and check box in the row:

*  Application: Audit Rules provides the name of the Oracle EBS application
that stores data in the selected table. You cannot change this value.

*  Description: Audit Rules displays a description of the database table. You
can modify the description if you wish.

*  Schema: Audit Rules supplies the name of the schema (database organiza-
tional structure) of which this table forms a part. You cannot change this
value.

*  Schema Audit Enabled: Audit Rules checks this box if the schema is audit-
enabled. If you select a table whose schema is not audit-enabled, Audit
Rules displays a Decision dialog in which you can select Yes to enable the
schema for auditing or No to leave the schema as it is. If you select No,
however, Audit Rules does not accept the table into the audit group. As a
result, the Schema Audit Enabled box is checked for every table you add to
the group.

o O O S A

The Schema for this Table belongs to "AHL"
does not have Audit Enabled Would you like to
enable the audit for the "AHL" Schema. This
will enable audit for all tables under the
schema that have audit records defined for
them
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Setting Security

To specify users who are permitted to run Oracle-based audit reports or view the
Online Audit form for the tables in this group:

1. Click on the Responsibility Security button. An Audit Group Responsibilities
form appears:

“alid Responsibilities

=l ‘Payahles Manager

e ‘

2. Select any number of responsibilities (one in each field). To run an audit report,
or view the Online Audit form, a user must be assigned one of the
responsibilities you’ve selected.

3. Click on the Close button.

If you choose not to select responsibilities in the Audit Group Responsibilities form,
any user can run audit reports or view the Online Audit form for the tables in this
group.

A table can belong to more than one group. If you limit the responsibilities that have

access to a group, and one of its tables exists in other groups, then the same limits
apply to the other groups as well.

Saving the Group
When you have finished setting up the group, save it:
1. Click on File in the Oracle EBS menu bar, then on Save in the File menu.

2. Asyou save the group, a message informs you that primary keys have been
added, but that you need to requery the group to view the primary keys. Click
on the OK button to clear the message.

Primary keys have been added so
please requery to view them

To requery the group, first clear it from the Audit Groups form — position the
cursor in the Group Name field, and then click on Edit in the menu bar, Clear in the
Edit menu, and Record in the submenu that appears. Then use the Find feature (see
the next section) to reload the group you are creating. (Audit Rules displays the
primary keys in the form that’s accessible from the Audit Columns tab).
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Querying an Audit Group

To find an audit group, use the Audit Rules Find window:

1. Click on View in the menu bar, then on Find in the View menu. Or click on the
Find button, which is located second from the left in the tool bar and looks like
a flashlight. The following form appears:

Application Mame |
Group MName | |—
Table Marne |

Clear ( Mew | I Find )

2. From the lists of values, select any combination of the following values:

* Application Name: The name of the application that contains a group you
want to locate. (Remember that in this context, application means a virtual
“container” that holds a selection of audit groups.) All of the groups you
create belong to a GRC Controls Custom application, but you may have
access to others that contain “seeded” audit groups, which would be
configured by Oracle and provided with Audit Rules.

*  Group Name: The name of the group you want to locate.
» Table Name: The name of a table within a group you want to locate.
3. Click on the Find button.

Depending on the parameters you specify, the search may uncover more than one
group. For example, if you provide only a table name and the table belongs to more
than one group, the search returns all the groups to which the table belongs. In such
a case, ensure that the cursor is positioned in the Group Name field of the Audit
Groups form (this is the default after you use the Find tool) and press the up- or
down-arrow button to move from one group to another.

The Find form also contains a New button. If you click on it rather than the Find
button, any values entered in the Audit Groups form are cleared and you can create
a new group.
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Defining Audit Columns and Translation Data

After you specify the tables that belong to a group, you need to select columns from
each table. For a given column in an audit table, you can also specify a translation
value — a corresponding column in a lookup table. This lookup column would
contain meaningful values that match up with values in the audited tables, such as a
person’s actual name in place of a numeric identifier.

A table can belong to more than one audit group, and the selection of columns for a
table is identical in all the groups to which it belongs. If you add columns for a table
in one group, the same columns are added for that table in its other groups. If you
add a table to a group, any column selections made earlier in other groups apply in
the new group by default. Translation-value settings configured for a table in one
group apply in all the groups to which the table belongs. Once you add columns for
a table (and save the addition), the columns cannot be deleted.

You select columns and specify translation values in the form available when you
click the Audit Columns tab in Audit Rules. First, though, click on the Audit Groups
tab and ensure the following:

* You have saved the audit group with which you want to work, and then
reloaded it. (See “Querying an Audit Group,” page 2-4).

*  You have selected the table whose columns you want to prepare for auditing.
(In the grid that lists tables, click on the small rectangle to the extreme left of a
table row. Doing so turns the rectangle blue, an indicator that the table is
selected.)

Selecting Columns

Click on the Audit Columns tab. The Audit Columns form appears (as shown at the
top of the next page). It displays the names of the audit group and audit table that
you selected in the Audit Groups form.
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Forrn Rules  Flow Rules mﬂlﬂh
1
Audit Groups mﬂmm
Audit Table Mame ‘GLiJEiBATCHES Group Mame |GL JOURNALS Import Columng
Reporting Key
Primary
Calumn MName Description Key Translation Type Lookup Table Lookup Value
+ [JE_BATCH ID [Je Batch 14 ¥ [ [NoLookup ~|f [
[pESCRrIPTION [pescription O O [NoLookup  ~|| [
- |[sTATUS [status T 0 [NoLookup - [
Al | oo | |
| | oo | |
=l | ool |
Translation Table Calumn Type Audit Table Column
= l | ‘Cnlumn '”
Qi \ |
A0l | I
A0 \ |
| \ |
=l |
)

If the name of the audit group begins with the prefix £4 4C, then the group has been
created in support of change-control rules. The Audit Columns form lists database
columns, each of which corresponds to an Oracle EBS form field that is subject to a
change-control rule. You cannot add columns to those already displayed; the Col-
umn Name LOVs do not accept input and the Import Columns button is inactive.

If, however, the audit group has been created directly in Audit Rules, the Audit
Columns form displays, at minimum, values for the following columns from the
table you selected:

» If the table has never before been included in a group, the form displays values
for the table’s primary-key columns.

» If'the table belongs to other groups, the form shows values for the columns
selected in those groups.

You can add columns, one by one, by selecting each in the next available list-of-
values box under Column Name. Alternatively, you can select a number of columns
at once. To do so, complete these steps:

1. Click on the Import Columns button. The Audit Columns form appears, listing
columns in the table you’ve selected.

© Audit Columne

Colurmn Mame Description Include Flag
= l ‘ACTUAL_FLAG ‘Balam:e type (Actual, Budget, or Encumbranc [
\APPROVAL_STATUS_CODE \Journal entry batch approval status [m
‘AT[RIBUTH ‘Descriplive flexfield segment [
" |[aTTRIBUTE1D [Descriptive flexfield segment O
‘AT[RIBUTEZ ‘Descrimive flexfield segment O
| ‘ATI'RIBUTE3 ‘Descripli\re flexfield segment [
‘ATI'RIBI_ITEd ‘Descripli\re flexfield segment O
‘AT[RIBUTES ‘Descriplive flexfield segment [
‘ATI'RIBI_ITEE ‘Descriplive flexfield segment O
S ‘AT[RIBUTE? ‘Descrimive flexfield segment O
( selectan ) (DeSelectal | [ Accept Close
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2. Click the Include Flag checkbox for each of the columns you want to audit. Or,
click on the Select All button to include all columns. (You can also click on a
selected check box to clear it, or the De-Select All button to clear all check boxes.)

3. Click on the Accept button.

Once columns have been selected and the group has been saved, the columns cannot
be deleted from the group definition.

For key information to be used, tables must be registered to the Applications. Oracle
seeds this information for its E-Business Suite tables. Mappings that use custom
database tables should be registered, through the use of Oracle APIs.

Adding to Column Definitions

Regardless how you select columns, Audit Rules fills in a description for each
column and selects No Lookup in the Translation Type field by default. To modify
the description for a column (if you wish), type a new value in its Description field.

Moreover, if a column is a primary key, Audit Rules has already selected the
Primary Key check box; you need not alter the default selections for this check box.

For each column (regardless of whether the audit group supports change-control
rules), select or clear a Reporting Key check box:

* Seclect the Reporting Key check box if you want information about fields in the
column to appear in reports even if field values have not changed.

*  Clear the Reporting Key check box if you want information about column fields
to appear in reports only for field values that have changed.

Setting Up Translations

If you want audit reports to display actual values from an audited column, select No
Lookup in its Translation Type list of values.

€ acle Hules
Form Rules  Flow Rules mﬂ@@
1
Audit Groups mlmm
Audit Table Hame [GL_JE_BATCHES Group Name |GL JOURNALS Import Calumns
Reporting Key
Primary
Column Name Description Key Translation Type Lookup Table Lookup Walue
= |JE_BATCH_ID \Je Batch Id W [ [NoLookup - [
/| [pEScripTION Description O O [NoLookup - [
| [sTaTUs Status O O [MeLeokup - [
| [crREATED_BY Created By [ [ [Table Lookup ~|[FND_USER [uSER_NAME
(l \ 0o | |
=L \ ool |
Translation Table Column Type Audit Table Colurnn
= | luser_p) [ [coturmn ~|[CREATED_BY
\ | |
AU | |
UL | |
\ | |
alll \
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If, however, you want audit reports to display a translation value for an audited col-
umn, join it to a corresponding column in a lookup table. (You can do this regardless
of whether the audit group supports change-control rules.) Typically, you would
specify a linkage among three columns:

*  The first is the column that contains an audited value. In the example illustrated
above, this is CREATED_BY in the GL_JE BATCHES table.

»  The second is a lookup-table column that contains an identifying value — the
same value as in the audited table. In the example illustrated above, this is
USER_ID in the FND_USR table.

* The last is a column in the lookup table that contains the translation value. In
the example illustrated above, this is USER_NAME in the FND USR table.

To create this linkage:
1. In the Translation Type list of values, select Table Lookup.
2. Inthe Lookup Table list of values, select the name of the lookup table you want.

3. Inthe Lookup Value list of values, select the name of the lookup-table column
that contains translation values for the audited column.

4. Move to the lower grid and, in the Translation Table Column list of values,
select the lookup-table column that contains the identifying value.

5. In the Type list of values, select the value Column.

6. Inthe Audit Table Column list of values, select once again the column from the
audited table that contains the audited value.

In the lower grid, you can complete as many rows as you like to create a translation
value as complex as you like. The rows have an AND relationship — all must be true
for a value to be returned.

To change translation values (once they’ve been saved), you must delete the
existing values and then save the audit group before selecting new values. If you
attempt to replace old translation values directly with new values, Audit Rules
presents a message stating that you must first delete the old values and save the
deletion.

Saving Your Work

Once you’ve finished selecting columns and defining translation values, save the
new configuration: click on File in the menu bar, then on Save in the File menu. Or,
click on the Save icon, located first on the left in the toolbar.
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Activating the Audit

To enable Audit Rules to begin auditing the group you have defined, click on GRC
Controls Utilities in the menu bar, then on Create Audit Rules Objects in the GRC
Controls Utilities menu.

At this point, two concurrent programs run:

* An AuditTrail Update Tables program updates any changes made to existing
audit groups and creates new audit objects required by new audit groups.

* An Audit Rules Update Audit Objects program optimizes the triggers to include
When clauses for the selected columns.

You must select the Create Audit Rules Objects menu option in the following
circumstances:

*  You have created a new group.
* You have added a table to an existing group.

*  You have added a column (or changed the setting of the Enabled check box for
a column) in an existing group.

You need not select the Create Audit Rules Objects menu option in the following
circumstances:

* You have added or changed a lookup table or a lookup value.
*  You have added or changed lookup join information.
* You have changed a description.

Moreover, when you wish to view audit results, either in a report or in the Online
Audit form, first run a concurrent-request program called Audit: Dequeue Process.
This updates audit results; if the program has not been run recently, you will miss
audit data reflecting changes to database values made since the last time it was run.

Typically, this concurrent request is scheduled during installation to be run
periodically. Even if this is the case for your instance, however, you may wish to
run the request before viewing reports and would typically run it before viewing
audit results in the Online Audit form, to ensure that those results are as current as
can be.
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To run the Audit: Dequeue Process concurrent request:

1. With the Audit Rules application running (or from any Preventive Controls
application), click on View in the menu bar, and Requests in the View menu. A
Find Requests form opens.

2. Click on the Submit a New Request button. A Submit a New Request dialog
opens. In it, select Single Request and click on the OK button.

3. A Submit Request form opens. In it, select Audit: Dequeue Process in the Name
field. The program takes no parameters.

4. 1Inthe Submit Request form, click on the Submit button.
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Reporting

Users can run audit reports in either of two environments:

* In the Governance, Risk, and Compliance Controls Suite, the Reports browser
displays an OracleAudit Report, which presents old and new values from
database columns included in one or more audit groups. For more on this report,
see the Governance, Risk, and Compliance Controls Suite User Guide.

* In the Oracle EBS environment, you can define audit reports. The remainder of
this chapter documents the Oracle-based audit reporting capabilities.

Before running a report in either environment, run the Audit: Dequeue Process
concurrent request to ensure that results are current. (See Chapter 4.)

Defining Reports

Before running an Oracle-based report, you must define it: select an audit group or
table, select columns from the group or table, set a period the report should cover, set
filtering and display options, and schedule report runs.

To define a report, click on GRC Controls Utilities in the menu bar, and then on
Oracle Audit Report in the Utilities menu. The following Audit Report form

appears:
udit Rul
Repart Name [JOURNAL AUDITS Graup Name [GL JOURNALS Table Name
Start Date ‘ End Date | Num of Days|3 ( Refresh )
User N Report Style | Master Detail 7| Debug Level | L ~
ser ame‘ aport Style i) (el | (Lo Display ID's |
User Include Old Value Qld value Mew alue New value
Table Marne Caluran Name Calumn Name In Repart Calumn Type From To From Ta
~ | |6L_JE_BATCHES |UNIQUE_DATE |[Unique Date 7 [varchaz  ~|

| [GL_JE_BATCHES [UNRESERVATION [Unreservation Pack

| [6L_JE_BATCHES [USSGL_TRANSACUssyl Transaction C
[6L_JE_HEADERS [CREATED BY  [Created By

| [6L_JE_HEADERS [DESCRIPTION |[Description

\
|Numher 'H ‘
|Varchar2 'H ‘
|Characler 'H ‘
\
\
\

|Varchar2 'H

i R o

| [6L_JE_HEADERS [JE_BATCH_ID  |Je Batch Id [Mumber -]
< | [6L_JE_HEADERS [JE_HEADER_ID |[Je Header Id #  [Number  ~|

Resubmission Options

Type Interval Scheduled ¥
Run Date From Run Date To Request ID

Submit Report

( setectan | [De-Sstect Al
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Audit Report Header

To create a new report definition, begin by completing entries in the header area of
the Audit Report form:

1.
2.

In the Report Name field, type a name for the report.

Make selections in either or both of the Group Name and Table Name lists of
values. (These fields provide access to groups, and tables within groups, that are
either associated with responsibilities you have been assigned, or not associated
with responsibilities at all.)

» If you make a selection in the Group Name field, the Table Name field
displays only tables belonging to the group you’ve chosen. You can select
one of those tables to report only on auditing for it, or you can leave the
Table Name field blank to report on auditing for all the tables in the group.

» Ifyou leave the Group Name field blank, the Table Name field displays
tables belonging to all audit groups to which you have access. Select one of
the tables to report on auditing for it.

Specify a span of time the report should cover. Do one of the following:

*  Type or select starting and ending dates in the Start Date and End Date
fields. Use the format configured for your instance of Oracle EBS. (Note
that the Start Date and End Date fields default to the current date.)

*  Type a value in the Num of Days field. The Audit Rules application
subtracts this value from the date the report is run and uses the resulting
date as the start of a date range. The end date is the date the report is run.

In the User Name list of values, select a user to report only on data changes
made by that user. Or leave the field blank to report on data changes by all
users.

In the Report Style list box, determine the format of the report output by
selecting either of the following:

*  Master Detail presents report information as blocks of data, each of which
lists a table, information about its primary keys, and then a row of data
about each of the audited fields that has changed.

*  Delimited File presents report information as records of data changes, each
using a tilde to separate the individual values that make up a record.

In the Debug Level list box, select High or Low. The Audit Rules application
maintains data about both report generation and the audit “package” — the core
generation of audit data from which a report gathers information. It places this
data in a log table, where it may be reviewed if problems need to be resolved.
The High debug-level value produces more detail and retains the data in the
table. The Low value produces less detail and allows log data to be purged.
Typically, select Low. (This setting does not alter the information presented in
an audit report.)

Select the Display IDs check box if you want the report to identify primary
keys, or clear the check box if not.
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Audit Report Detail

Once the header information is in place, click the Refresh button to select tables and
columns for inclusion in the report. In response, the grid in the Audit Report form is
filled with entries for all columns selected for auditing:

If you selected a table name as you completed the report header, the grid
displays all the audit columns from that table.

If you selected a group name as you completed the report header, the grid
displays all the audit columns from all the tables of the group.

For each, the Table Name, Column Name, and User Column Name are displayed,
and an Include in Report check box is selected. In a Column Type list box, the data
type for the column is also provided. However, if the report is to present data from a
lookup table, the data type shown here reflects the lookup value. For instance, if the
audited column is VENDOR _ID but a lookup table is to provide VENDOR_NAME in
the report, the data type is given as Character, not Number.

You can refine this automatically generated selection of columns:

Choose the columns you want in the report. For each column, click on the
Include in Report check box to remove the check mark and therefore exclude
the column from the report. Or click on the check box again to reinsert the
check mark and place the column back in the report.

Alternatively, click Select All to include all the columns or De-Select All to ex-
clude all the columns (except primary-key columns, which cannot be excluded).

Define ranges of values that filter report entries.

For any column, type entries in the Old Value From and Old Value To fields to
report only changes that begin with a value in the range you specify. For example,
if a numeric field contained the value 6 and the data were changed, a report would
exclude that change if you specify old-value-from and -to entries of 0 and 5.

Similarly, type entries in the New Value From and New Value To fields to
report only data changes that end with a value in the range you specify.

Filtering values for two or more columns have an AND relationship — all must
be true a result to be returned. For example, if an old-value filter for a name col-
umn permits only the name Smith (if that name is placed in both the From and
To fields), and an old-value filter for a date column permits only a single date (if
that date is placed in both the From and To fields), then the report would display
audited data only for records concerning Smith on the specified date.

Resubmission Options

You can schedule a report to be run repeatedly. To do so, select values in the block
of the Audit Report form labeled Resubmission Options:

In the Type list box, select Hours, Days, or Weeks to designate the unit of time
you use to define an interval at which the report is to be rerun. Or, keep the
default selection, None, to prevent the report from being rerun.

In the Interval field, type a number that expresses the interval at which the
report is to be run. For example, if you type 5 here and select Hours in the Type
list box, the report is resubmitted every five hours.
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* In the Run Date From and Run Date To fields, type or select dates and times
that mark the beginning and end of the period in which the report should be run
repeatedly. Again, use the format configured for your instance of Oracle EBS.

The following values appear by default:

*  The Scheduled check box indicates that the reporting cycle you have defined is
being implemented. It is checked when you submit the report. Once the date in
the Run Date To field has passed, the Scheduled check box is cleared.

*  The Request ID field displays an identifying number for the most recent
submission of the report. For instance, if a report runs four times per day, this
field would at the end of the day display the fourth request ID.

Saving a Report

When you are done selecting header, detail, and resubmission options, save the
report definition: click on File in the menu bar and then on Save in the File menu.

Submitting and Viewing Reports

Once you have defined and saved a report, click on the Submit Report button in the
Audit Report form. When you do, a message indicates that the report is being gener-
ated. Click on the OK button to close the message.

If two reports are submitted, the second does not begin until the first has finished
running. This is because audit data is placed in a temporary table until it is no longer
needed for generating the report, then purged; a second report must wait so that it
does not overwrite temporary-table for the first.

To view the report:

1. Click on View in the Oracle EBS menu bar, then on Requests on the View
menu. The Find Requests form appears:

My Completed Requests

My Requests In Progress

Request [D
MName ‘
Date Submitted
Date Completed
saws ]
Phaze

Requestor ‘

Include Reguest Set Stages in Query
Order By ‘RB‘IUESI D '|

Select the Mumber of Days to View: 7

( Submit a New Reguest... J ( Clear | I Find )

2. Select the All My Requests radio button and click on the Find button. A
Requests form opens. Depending on how recently you submitted the report, its
entry may be among the first few in this form. If so, select the entry (click on it).
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If not, query for the report. Press F11; position the cursor in the Name field;
type enough of the report name to distinguish it from other reports, followed by
the % symbol; and press Ctrl+F11. An entry for your report appears.

( Refresh Data ‘ I Find Reguests J ( Subrnit a New Reqguast J
Request ID Parent
_‘ Marme | Phase Status Parameters
Il |Jnuma| Au%| | ‘ | | =l
(I | | \ | |
| | | \ | |
(I | | \ | |
| | | \ | |
(I | | \ | |
| | | \ | | -
( Hold Request ‘ I Wiew Details.. J (
( Cancel Reguest ‘ I Diagnostics J (

3. Click on the View Output button. The report appears.

If you chose Master Detail in the Report Style list box when you defined header
information for the report, it looks like this:

Date :

o
Date

Table Name:

0G-0CT-04 07:21:43

Group Hams

Takle Hame

Start Date

End Date

Username

Nurwber of Days

08-0CT-04 07:21:43

Selection Criteria :

JOURNAL AUDITS

GL JOURNALZ

JOURMNAL AUDITS

GL_JE_BATCHES

Page

Page

of 4

2 0f 4

Column HName

01d Value From 01d Value To New Value From

New Value To

Ahudit Data @

Priwary Key Value
Je Batch Id 31499
Transaction
User Name Type Time Stamp Coluwn Name 0ld Value Hew Value
SMCLAUGHL IN Insert 07-0CT-2004 16:57:15 Name JAN-ADJ 07-0CT-2Z2004 JAN-ADJ 07-0CT-2004

16:56:43

16:56:43

If you chose Delimited File in the Report Style list box, the report looks like this:

Group Name~Table Nawe~Start_Date~End Date~Priwary Key~Walus~DE_Column~DE_Value~Username~Transaction Type~Timestamp~Colum

GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL
GL

ar

JOURMAL
JOURMAL
JOURMAL
JOURNAL
JOURMATL
JOURMAL
JOURMAL
JOURMAL
JOURNAL
JOURMATL
JOURMAL
JOURMAL
JOURMAL
JOURNAL
JOURMATL
JOURMAL
JOURMAL
JOURMAL
JOURNAL
JOURMATL
JOURMAL
JOURMAL
JOURMAL

AATOMAT

Header

Header

Header
ENTRIES~~~~Je Header
ENTRIES~~~~Je Header
ENTRIES~ Je Header
ENTRIES~~~~Je Header
ENTRIES~~~~Je Header
ENTRIES~ Header
ENTRIES~ Header
ENTRIES~ Header
ENTRIES~~~~Je Header
ENTRIES~~~~Je Header
ENTRIES~ Je Header
ENTRIES~~~~Je Header
ENTRIES~~~~Je Header

Header

Header

Header
ENTRIES~~~~Je Header
ENTRIES~~~~Je Header
ENTRIES~ Je Header
ENTRIES~~~~Je Header
ENTRIES~~~~Je Header
TUTOTR S Ta Haadar

Id~FEE-ADJ-CCNTROLLER~JE_HEADER_ID~33372~3MCLAUGHLIN~Insert~13-0CT-2004
Id~FEE-ADJ-CONTROLLER~JE HEADER ID~3337Z~3MCLAUGHLIN~Insert~13-0CT-2004
Id~FEE-ADJ-CCNTROLLER~JE HEADER ID~33372~3MCLAUGHLIN~Insert~13-0CT-2004
Id~FEE-ADJ-CCNTROLLER~JE_HEADER_ID~33372~3MCLAUGHLIN~Update~13-0CT-2004
Id~FEE-ADJ-CCONTROLLER~JE_HEADER_ID~33372~3MCLAUGHLIN~Update~13-0CT-2004
Id~FEE-ADJ-CCNTROLLER~JE_HEADER_ID~33372~3MCLAUGHLIN~Update~13-0CT-2004
Id~FEE-ADJ-CONTROLLER~JE HEADER ID~3337Z~3MCLAUGHLIN~Update~13-0CT-Z004
Id~FEE-ADJ-CCNTROLLER~JE HEADER ID~33372Z~3MCLAUGHLIN~Update~14-0CT-2004
Id~FEE-ADJ-CCONTROLLER~JE_HEADER_ID~33372~3MCLAUGHLIN~Update~14-0CT-2004
Id~FEE-ADJ-CCONTROLLER~JE_HEADER_ID~33372~3MCLAUGHLIN~Update~14-0CT-2004
Id~FEE-ADJ-CCNTROLLER~JE_HEADER_ID~33372~3MCLAUGHLIN~Update~14-0CT-2004
Id~FEE-ADJ-CONTROLLER~JE HEADER ID~3337Z~3MCLAUGHLIN~Update~14-0CT-Z004
Id~FEE-ADJ-CCNTROLLER~JE HEADER ID~33372Z~3MCLAUGHLIN~Update~14-0CT-2004
Id~FEE-ADJ-GERNANY~JE_HEADER ID~33363~3MCLAUGHLIN~Insert~1Z-0CT-2004
Id~FEE-ADJ-GERNANY~JE_HEADER ID~33363~3MCLAUGHLIN~Insert~1Z-0CT-2004
Id~FEE-ADJ-GERMANY~JE_HEADER ID~33363~3MCLAUGHLIN~Insert~12-0CT-2004
Id~FEE-ADJ-GERMANY~JE HEADER ID~33363~5SMCLAUGHLIN~Update~12-0CT-2004
Id~FEE-ADJ-GERMANY~JE HEADER ID~33363~SMCLAUGHLIN~Update~12-0CT-2004
Id~FEE-ADJ-GERMANY~JE_HEADER ID~33363~3MCLAUGHLIN~Update~1Z-0CT-2004
Id~FEE-ADJ-GERMANY~JE_HEADER ID~33363~3MCLAUGHLIN~Update~1Z-0CT-2004
Id~FEE-ADJ-GERMANY~JE_HEADER ID~33363~3MCLAUGHLIN~Update~12-0CT-2004
Id~FEE-ADJ-GERMANY~JE HEADER ID~33363~5SMCLAUGHLIN~Update~12-0CT-2004

09:
o0g:
09:
09:
[=l=H]
09:
o0g:
09:
09:
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16:
16:
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Changes to Audit Setup

Reports based on Audit Groups that have been changed (tables have been added)
need to be refreshed. Use the Refresh button on the Report Submission form to
import automatically any new table columns that were not previously defined on
this report.

If a report is based on an Audit Group that has been changed, and the report
definition has not been refreshed, the report will fail. Simply click the Refresh
button and submit the report again.

Querying a Report

5-6

To find an existing report:

1. Ensure that the Audit Report form is open.

2. Click on View in the menu bar, then on Find in the View menu. The following
form appears:

Report Name ‘ ’7

Group Mame ‘

Table Mame ‘

Scheduled Reports | ¥ =

3. Define search parameters:

* Report Name — Type the name of a report or select one from list of
available reports.

*  Group Name — Type the name of a group or select one from list of
available groups defined on saved reports.

* Table Name — Type the name of a table or select one from list of available
tables defined on saved reports.

*  Scheduled Reports — Select Y for reports scheduled for regular
resubmission or N for unscheduled reports.

4. Click on the Find button. The Audit Report is populated with definition data for
the report you specified.

Alternatively, click on the New button to clear the Audit Report from for the
creation of a new report definition. Or click on the Clear button to clear selections
you’ve made in the Find form.
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The Online Audit Form

An Online Audit form can display audit data about a record currently selected in an
Oracle EBS form. To use it, complete two tasks:

Using Form Rules, create a rule that establishes a navigation link from the form
you are auditing to the Online Audit form.

Add a GRC Controls Online Audit function to the menu structure of the respon-
sibility that is to have access to the Online Audit form.

To complete the process, you need the following information:

The name of the form you are auditing and the application in which it runs.

This information is available in the Form Functions form of the System
Administrator responsibility: the form name you want is in the Function field
(no matter what tab you’ve selected) and the application name is in the
Application field on the Form tab. For example, if you query on the Enter
Vendor user form name (in the Form field, Form tab), you obtain the values
APXVDMVD in the Function field and Payables in the Application field.

The name of the responsibility that both has access to the applications and is
assigned to a user who needs to view the Online Audit form.

This information is available in the Responsibilities form of the System
Administrator responsibility. You can use the application value (for example,
Payables) to query on the Application field and obtain all the responsibilities
with access to that application. (One of those responsibilities, for instance, is
Payables Manager.)

The name of the menu associated with the responsibility. When the responsibil-
ity is loaded in the Responsibilities form, the menu name is displayed in the
Menu field on that form — for example, AP_NAVIGATE_GUI12 for Payables
Manager.

The name of the database table that supports the form, and its primary keys. One
way to obtain the table name is to open the form in question, query a record,
select Record History from the Help tool, and view the table name in the About
This Record dialog. If the dialog provides the name of a database view (if the
name ends in V), you’ll need to obtain the database name elsewhere. For the
APXVDMVD form, the database table is PO VENDORS and the primary key is
VENDOR_ID.
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»  The application ID for the application that runs the audited form. (For example,
the ID for the Payables application is 201.) To find the value, run this SQL query:

SELECT APPLICATION ID FROM FND TABLES WHERE TABLE NAME =

'table name'

Creating the Form Rule

Open Form Rules to create a link from the audited form to the Online Audit form.
(For detailed information on using Form Rules, see its User Guide.)

Iracle Rules
Flow Rules  Audit Rules
Subscribers
Rule Name Description Debug  Active Enist
= l Online Audit Implements the Audit Rules Online Auditfo [ I} O
O O O
- O O O
Rule EI
Seq Element Name Form Mame User Form Name Event Block Mame  Field Name Debug Active
= l 10 Vendor Online At APXVDMVD Enter Vendor When New Form o =

‘O Business Rule Details

Form Mame  |APXVDMYD Elerment Description ‘Vgndnr Online Audit

Ewent |When New Form

Block Name Field Mare
Security Messages Default Walues  List Of Values  Field Attributes SaL AppsFlow
Menus
& Appsrules Disable
Descripti Sequence Label To Function Parameters lcon Name Special  Menu  Active
= [[Tools10 ~|wendar Online Audit|GRC Cantrals Online Audit|P_TABLE_NAME-PO_VEND![FNDBPLO |~ (M-
gl I \ | | 08O
) | \ | | BB &
Zooms
Frarn Block To Function Farameters Active
S \ | i
gl \ | C
= \ | B

Done

After entering a name and description for the rule, enter the following in the Rule

Elements block:

* Sequence: Enter a number that reflects the order in which you want this element

to be performed with respect to any other elements.

* Element Name: Type a name for the rule element.

*  Form Name: From the list of values, select the name of the form you are
auditing — for example, APXVDMVD if you are auditing the Enter Vendor form.

» User Form Name: Accept the value supplied by Form Rules.

¢ Event: Select the value When New Form.
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Once these values are selected, click on the Details button and, in the Business Rule
Details form, click on the Navigation tab. Then enter these values:

* Sequence: Select a sequence number with a Tools prefix to place the link on the
Tools menu. (Select a high value to avoid the possibility of overwriting existing
Tools-menu options.)

» Label: Type a name for the link. This name will appear as an option on the Tools
menu.

»  To Function: Select the value GRC Controls Online Audit from the list of values.

*  Parameters: Supply the name of the database table that supports the audited
form; the names of its primary key columns and, for each, the corresponding
block and field in the audited form; and the application ID for the application
that runs the audited form. Optionally, specify a number of days of audited data
to display, or select columns for display. See the following discussion for more
on these values.

Parameter Values

When you select GRC Controls Online Audit as the To Function, the following
template appears automatically in the Parameters field:

P TABLE NAME=<AUDIT TABLENAME>
P PRIMARY KEYS=!*!<KEY COLUMN1>=#<BLOCK.FIELD1>#!~!<KEY COLUMN2>=
#<BLOCK.FIELD2>#!~!!*! P APPLICATION ID=<APPLICATION ID>

If the table has one primary key, delete this block from the template:
<KEY COLUMN2>= #<BLOCK.FIELD2>#!~!

If the table has two primary keys, leave the template as it is; if the table has three or
more primary keys, add in a new block for each key. In any case, replace the place-
holder names — the text enclosed by angle brackets (and the angle brackets them-
selves) — with appropriate values.

For example, the parameter statement for the Enter Vendors form (whose
appropriate values are discussed above) would be:

P TABLE NAME=PO VENDORS P PRIMARY KEYS=!*!VENDOR ID=
#VNDR.VENDOR ID#!~!!*! P APPLICATION ID=201

If the primary-key value is of the varchar data type or includes spaces, enclose the
entire primary-key value in double quotation marks and the block and field name
value in an additional pair of single quotation marks, as shown:

P TABLE NAME=<Audit Tablename> P PRIMARY KEYS="!*!<Primary Key
Name>="'#<Block.Field Name>#'!~!!*!" P APPLICATION ID=<Application ID>

You can add parameters that specify the number of days worth of audit data to
present and select columns about which to display data. These optional parameters
take the following form, and follow the application ID parameter:

P AUDIT COLUMNS=!*!<Audit Column>!*!<Audit Column> P NUM OF DAYS=
<Number of days>
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Adding Online Audit to a Responsibility

To add the GRC Controls Online Audit function to the menu structure of the
responsibility that is to have access to the Online Audit form, complete these steps:

1. Determine the responsibility whose menu structure is to be altered. Assuming
you know the name of the application that runs the form that is to be audited:

*  Open the Responsibilities form in the System Administrator responsibility.

*  Query on the Application field — press F11, type the application name in
the Application field, and press Ctrl+F11.

*  The form loads all the responsibilities from which the application can be
run. Press the up- or down-arrow button to scroll through them.

»  Stop at the appropriate responsibility — one assigned to a user (or users)
who need to view the Online Audit form.

2. In the Responsibilities form, note the name of the menu associated with the
responsibility you’ve selected — for example, AP NAVIGATE_GUI12 for the
Payables Manager responsibility.

From |01-JAN-1951
To

Application ‘Payahles
Responsibility Key ‘PAYABLES_MANAGER

Description ‘

Responsibility Mame ‘Payahles Manager ’/ Effective Dates

© Oracle Self Service Web Applications
" Oracle Mobile Applications

Request G
[YIlP 1AVIGATE GUINJ = { Sl ':J“" (Al Repors
AIme

Available From Data Group
® Oracle Applications MName ‘Slandard
Application ‘Payahles

Web Host Name |
Web Agent Narne |

Application ‘Payahles

Menu Exclusions Excluded tems Securing Attributes
Type MName Description
l‘Funminn 'H ‘ el
\ | \
| \
| \ 2

3. Close the Responsibilities form and open the Menus form. Query for the menu
whose name you’ve just identified:

Menu |AP_NAVIGATE_GUNZ [ ViewTre.. |
User Menu Mame |AP_NAVIGATE_GUI12
Menu Type ‘Standard
Description ‘AF‘ Navigate Menu
Sey Prompt Subrnenu Function Description Grant
[0 [workilow |ap_woRkFLOW Gunz| [workflow W[4
[1o [other [FHD_oTHER 4.0 [ |other W
11 |azn_prR_PavaBLES | |Accounts Payahle Processes in G ¥
[z [aP_Po_vIEW_PURCHA(| [ W
|13 | | |Bank Account Access: Sl v
e [aP_Pos_inv [ [ W
|15 |Funds Availahlel |Funds Awvailable InquilylFunds Awvailable Inquiry I
|115 | | |AppsAccess Activate Rel I
|215 | | |AppsCun(ruI Change Rel I
fzzo | [ [6RC controls online A ® 5
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4. Add arow to the grid (click on File in the menu bar, then on New in the File
menu). Add a sequence number in the Seq field, and select GRC Controls Online
Audit in the Function list of values. (Do not enter a value for Prompt or Submenu.)

5. Click on File in the menu bar, then on Save in the File menu.

Viewing the Online Audit

Ensure that the table supporting the form for which you’ve created the link is
included in an audit group. Run the Audit: Dequeue Process concurrent request to
make certain that results are current (see Chapter 4). Then navigate to the form and
click on the Tools menu. It should include the link you’ve created:

& Oracle applications - Yision

File Edit Wiew Folder

HYo &

Window Help

Check Expired Values B e L2 @ Q5 2
“Wiew EFT Details
Wendor Online Audit i

Suppl\er.Name ‘3M Health Care

Alternate Narme ‘
Taxpayer D
Inactive On

General  Classification  Accounting  Contral

Tax Registration Mumber

Bank Acc . EDI  Inwoi. Withh . TaxR. |_*]

Supplier Number (5037

([hr ]

R0 Net (terms date + 30| |—

Pay Group ‘Standard

Payment Priority 99

Terms Date Basis ‘In\mice

Pay Date Basis ‘Discuunt

" [ Exclude Freight

Payment Method ‘ Check

V‘ [T Allgw Interest Invoices

[/ Pay Alane

Fayment Currency

" [ Always Take Discount

Invaice Currency

From Discount

| Sites l

Click on the link to open the GRC Controls Online Audit form:

© GRC Controls Online Audit

Primary Key Narme

Primary Key Value

= l|\lendor Id

[rs3

i |

Find

Column Mame ‘

Column Value ‘

Mumber of Days ‘30

Refresh

Column MName Column “alue Time Stamp User Name Transaction Type
al 20JUL.D1 [24JUN 2005 14:03:54 [ACORELLI [update
| |Last Update Login 11072926 [24JUN 2005 14:03:54 [ACORELLI [update
[Last Updated By 1001701 24 JUN-2005 14:03:54 |ACORELLI [update
[vendor Name Alt \ 24 JUN-2005 14:03:54 |ACORELLI [update

1]
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Security

Primary key values include the following:

*  Primary Key Name: Primary key of the table associated with the block and form
from which Online Audit is run.

*  Primary Key Value: Value of primary key for the record selected in the form
being audited, or translated value if defined.

Values in the lower grid include the following:
*  Column Name: Column (form field) being audited.

e Column Value: Value of the column (form field) for the record selected in the
form being audited.

*  Time Stamp: Time data was audited.
»  User Name: Name of the user who changed the data.

» Transaction Type: Whether a new value updates a previously entered value or
fills a field that had previously been empty.

Find criteria include the following:

*  Column Name: Search for audited data by column name. Wild cards (%) may
be used. For example, to show only the Description column, enter Desc% in the
Column Name field and click the Refresh button.

*  Column Value: Search for audited data by column value. Wild cards (%) may
be used. For example, to show audited data where value is like INV, enter
INV% in the Column Value field and click the Refresh button.

*  Number of Days: The value 1 indicates audited data with the current date for an
audit timestamp; the value 2 indicates audited data from the current and
previous days; and so on. The default number is 30.

Note that translated values are displayed if they have been defined in the Audit
setup.

The Online Audit form opens only if the user is currently in a responsibility to
which the audited table has been restricted through use of the Audit Group
Responsibilities feature (see page 2-3). The following message appears if the
current responsibility does not have access to view audited data for the table:

If a table exists in more than one group, all secured responsibilities are considered.
The Online Audit form shows data only if the user is currently in one of the
responsibilities for which security has been configured.
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Audit Migration

Once you have created audit groups for an instance of Oracle EBS, you can
“migrate” them — copy an audit group, the auditing instructions for an individual
table within a group, or a report directly to another Oracle EBS instance. You can
also export groups and tables to, or import them from, XML files.

Preparing for Migration

Before you can migrate audit groups and tables, you need to specify connection
information in all the environments to and from which you plan to transmit data.
You need to know the host name, instance SID, and database instance port for each
environment. This information is found in the TNSNAMES.ora file, which is located
in ORACLE_HOME/network/admin.

Once you’ve gathered this information, use the GRC Controls Migration Utility to
perform the connectivity configuration:

1. With Audit Rules open, click on GRC Controls Utilities in the menu bar, then
on Migration Setup in the Utilities menu. A Migration Utility form appears.

Setup Instances

_Host Name Description

[~ ||newpnn.whq.acmehrands.cnm ‘Dev

|cypress.whq.a|:mehrands.cum ‘QA

2. Ensure that the Setup Host Names tab is selected.

3. Inthe Host Name column enter the host name (machine name) for each of the
machines hosting the database and involved in audit migration.
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4. In the Description column, you may enter a description for each host name.
(This step is optional.)

5. Click on the Setup Instances tab. The following form appears:

O GRC Controls - Mig L e L L L T L
Setup Host Mames

Hast Name Instance Fart Mumber  User Mame Password

= I‘newpnrt.whq.acmehrands.cnm |visdev |1525 |apps ‘m

‘cypres.whq.acmehrands.cum |visdh |1521 |apps ‘Mﬁ

v ‘

Connect String |jdh|::uracle:lhin:@newpun.whq.acmehrands.cum:ﬁﬁ:visdev

6. In the Host Name column, select the host name for each of the machines from
the list of values. (The entries are those defined in the Setup Host Names tab).

7. In the Instance and Port Name columns, type the instance name and port
number that corresponds to each host name.

8. Under User Name, type the value apps for each entry. Under Password, enter
the password for the apps user.

9. Click on File in the menu bar and Save in the File menu. When the configura-
tion is saved, the system automatically generates and displays a connection string.

10. Close the Migration Utility: Click on the x symbol in the upper right corner of
the form.

Dependencies

The following conditions apply to migration, export, and import operations:

* For atable or a report to be migrated, its audit group must already exist on the
destination instance.

*  For an instance-to-instance online migration, the ID of the person who created
an audit group, table, or report in the source instance must exist in the destina-
tion instance. (However, the user’s status on the destination instance may be
active or inactive. Audit migration does not validate whether the user is active.)

*  For an XML file import, the user ID of the person who created an audit group,
table, or report need not exist in the destination instance. The CREATED BY and
LAST UPDATED BY fields are updated with the ID of the person who performs
the file import.

* Alog file gathers information about a migration, export, or import operation. If
an operation fails and you are unable to determine why, rerun the operation with
the debug level changed from low to high and evaluate the log data.
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Commonly, problems with migration result from missing translations. In such
cases, the audit log shows errors as INVALID. For instance, if a table or a
responsibility does not exist in the destination, a migration error occurs.

Migrating or Exporting a Group or Table

To migrate an audit group, or a table from the group, to another instance, or to
export a group or table to an XML file, complete the following steps:

1.

With Audit Rules open, click on GRC Controls Utilities in the menu bar, then
on Migrate Rules in the Utilities menu. The Migrate Audit Rules form appears:

Action Type ‘ Migrate to Another Instance "

Source Audit Rule

o[ e —
Audit Tahle,— Apps Passwi ’—

Destination Instance

DebugfFile Options ————————
File name ,—
Directory ,.flmp—

( Cancel J ( Clear J ( Migrate J

In the Action Type list box, select the operation you want to perform:

*  Migrate to Another Instance (the default) if you want to migrate a group or
table.

»  Export to File if you want to export a group or table to an XML file.

In the Audit Group list of values, select the group you want to migrate or
export.

If a group has been opened in the Audit Groups form, that group appears here
by default when you open the Migrate form.

If you want to migrate or export the group you selected in step 3, leave the
Audit Table list of values blank. If you want to migrate or export a table from
that group, select the table in the Audit Table list of values.

If a group has been opened in the Audit Groups form and the cursor is focused
on a table listed in its Table Name column, that table appears here by default
when you open the Migrate form.

If you are performing a migration, make entries in the Destination Instance
block:

* In the Instance list of values, select a destination instance for the migration.

* In the Apps Passwd text box, type the apps password for the destination
instance if you are prompted to do so. (This prompt appears if the XXLAAPPS:
Enable for Migration Security profile option is set to Yes on the source
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instance. If the option is set to No, the prompt does not appear and a
password need not be entered.)

If you are performing a file export, fields in the Destination Instance block do
not apply and do not accept input.

6. Inthe Debug Level list box, select a level of detail for error reporting to a log.
Ordinarily, select Low; select High instead if you need to uncover the cause of a
failed migration or export.

7. In the Directory text box, type the path that designates a temporary staging file
location for XML files to be generated and, in the case of migration, copied to
the destination instance.

8. Click on a button that launches the process. Its label varies depending on the
selection you made in step 2: Migrate if you chose Migrate to Another Instance
or Export if you chose Export to File.

9. Review several messages:

*  Depending on the parameters you have specified, the system may launch
one or two concurrent programs to implement the migration or export. For
each concurrent program, a message provides an ID number. Click on the
OK button in each to clear each message.

* If you have performed a file export, the system may create one or two files
(again depending on the parameters you have specified). Audit Rules
generates the name for these files, and a message similar to the following
one displays the names of the files you have generated. In each file name,
the term xmlout designates XML output, a number (22109 in this example)
serves as a unique identifier for an export operation, the term audit
identifies the component involved in the export operation, and a last phrase
(GLJOURNALS in this example) identifies the audit group (or group and
table, if appropriate) that is being exported.

After the concurrent programs complete the
Audit Definition will be exported to the

files Amplxmlout22109_audit GLIOURMALS and
Ampfemlout22109_audit_GLIOURNALS_LAAD

Make a note of file names and locations, and click the OK button to clear
the message.

* Finally, a dialog prompts you to perform another migration. Click Yes to do
so or No to close the Migration form.

Migrating or Exporting an Audit Report
Follow a similar process to migrate a report or export it to an XML file:

1. With Audit Rules running, open the Audit Reports form. Click on Actions in the
menu bar, then on Migrate Report Definitions in the Actions menu. The Migrate
Audit Reports Definitions form appears (as shown at the top of the next page).

7-4 Oracle Preventive Controls Governor: Audit Rules User Guide



2.

3.

Action Type | Migrate to Another Instance "

Source Report Definition Destination

Report Name H r Instance ’—

Apps Passwd

Copy Options Debug/File Options

MNew Report File name
Final Rule Directory [tmp

( Cancel J ( Clear J ( Migrate )

In the Action Type list box, select the operation you want to perform:
*  Migrate to Another Instance (the default) if you want to migrate a report.
*  Export to File if you want to export a report to an XML file.

*  Copy within the Same Instance if you want to copy the report under a new
or modified name on the source instance.

In the Report Name list of values, select the report you want to migrate or
export.

If a report has been opened in the Audit Reports form, that report appears here
by default when you open the Migrate Reports form.

If you are performing a migration, make entries in the Destination block:
* In the Instance list of values, select a destination instance for the migration.

* Inthe Apps Passwd text box, type the apps password for the destination
instance if you are prompted to do so. (This prompt appears if the XXLAAPPS:
Enable for Migration Security profile option is set to Yes on the source
instance. If the option is set to No, the prompt does not appear and a pass-
word need not be entered.)

If you are performing a file export or copying a report to the source instance,
fields in the Destination block do not apply and do not accept input.

If you are copying the report to the source instance, make entries in the Copy
Options block:

* Inthe Type list box, select Copy as a New Report if you want to assign a
completely new name to the copy, or select Prefix or Suffix if you want to
assign a name to the copy that consists of the original report name with text
added at the beginning or end.

* In the second box (labeled New Report Name, Prefix, or Suffix, depending
on the selection you made in the Type list box), type the text you want to
use as a new report name or as a prefix or suffix to the existing name.

* The Final Rule box does not accept input.

If you are performing a migration or a file export, fields in the Copy Options
block do not apply and do not accept input.
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6. Inthe Debug Level list box, select a level of detail for error reporting to a log.
Ordinarily, select Low; select High instead if you need to uncover the cause of a
failed migration or export.

7. In the Directory text box, type the path that designates a temporary staging file
location for XML files to be generated and, in the case of migration, copied to
the destination instance.

8. Click on a button that launches the process. Its label varies depending on the
selection you made in step 2: Migrate if you chose Migrate to Another Instance,
Export if you chose Export to File, or Copy if you chose Copy within the same
Instance.

9. Review several messages:

*  The system launches a concurrent program to implement the migration,
export, or copy. The first message provides an ID number. Click on the OK
button to clear the message.

* If you have performed a file export, a message similar to the following one
displays the name of the export file you have generated. In the file name,
the term xmlout designates XML output, a number (22115 in this example)
serves as a unique identifier for an export operation, the term reports
identifies the component involved in the export operation, and a last phrase
(in this example, JOURNALAUDITS) gives the report name.

After the concurrent program completes the
Audit Reports Header will be exported to the

file Ampfomlout22115_reports_
JOURNALAUDITS

Make a note of file name and location, and click the OK button to clear the
message.

* Finally, a dialog prompts you to perform another migration. Click Yes to do
so or No to close the Migration form.

Importing a Group, Table, or Report File

To import an XML file containing any of the audit components — a group, a table,
or a report — complete these steps. Remember that in some cases an export opera-
tion prepares more than one file, and in such cases you would need to import all of
the files prepared in an export.

1. Transmit exported files via FTP to the destination OS for import.

2. With Audit Rules open, click on GRC Controls Utilities in the menu bar, then
on Import from File in the Utilities menu. An Import From File form appears
(as shown at the top of the next page).

3. In the Directory box, type the path to the folder that contains the import file or
files.

4. In the File Name box, type the name of a file you want to import. This would be
a name displayed by a message at the culmination of a file export.
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Directary ‘Mmp
File Mame ‘xmlnu'221|]973udi(ﬁGLJOLIRNALS

Debug Level ‘Luw -

( Cancel J ( Clear J ( Import J

Select a value for Debug Level. Ordinarily, select Low; select High instead if

you need to uncover the cause of a failed import.

Click on the Import button. A concurrent request message displays the ID

number of the concurrent program that implements the import. Click on the OK

button to clear the message.

If you need to import more than one file, repeat this process as necessary.

Audit Migration

7-7



7-8 Oracle Preventive Controls Governor: Audit Rules User Guide



	1.  About Audit Rules
	Audit Rules and the GRC Controls Suite
	Starting Audit Rules

	2.  Creating Audit Groups
	Defining a Group
	Setting Security
	Saving the Group
	Querying an Audit Group

	3.  Defining Audit Columns and Translation Data
	Selecting Columns
	Adding to Column Definitions
	Setting Up Translations
	Saving Your Work

	4.  Activating the Audit
	5.  Reporting
	Defining Reports
	Audit Report Header
	Audit Report Detail
	Resubmission Options
	Saving a Report

	Submitting and Viewing Reports
	Changes to Audit Setup
	Querying a Report

	6.  The Online Audit Form
	Creating the Form Rule
	Parameter Values
	Adding Online Audit to a Responsibility
	Viewing the Online Audit
	Security

	7.  Audit Migration
	Preparing for Migration
	Dependencies
	Migrating or Exporting a Group or Table
	Migrating or Exporting an Audit Report
	Importing a Group, Table, or Report File


