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Chapter 1

Introducing ACTIVE Governance Platform

ACTIVE Governance both documents and enforces business controls, enabling
users to demonstrate regulatory compliance and to promote operational efficiency.
Users may create controls (and supporting elements) one at a time, or upload a
selection of “seeded” controls and adapt them as needed.

An essential aspect of creating controls in ACTIVE Governance is to describe and
catalog them, enabling a company not only to manage its controls effectively, but
also to demonstrate compliance with requirements imposed by regulations such as
the Sarbanes-Oxley Act. For this documentary purpose, an ACTIVE Governance
Platform enables users to do the following:

* Maintain a “control library,” which contains not only controls themselves, but
also elements that show how each control affects the operations of the company.
Each control is linked directly to a control objective; identified as a component
of subprocesses, processes, policies, policy sections, and business cycles; and
associated with risks that the control is meant to address.

* Record a text description of each control-library element, together with
assessments of its effectiveness. For each control, record a rating of its relative
importance and a likelithood that the company will fail to meet the conditions
defined by the control.

¢ Assign “dimensions” to each control-library element. A dimension is a segment
of a business environment — such as a region, department, or line of business
— to which elements are applied.
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Chapter 1: Introducing ACTIVE Governance Platform

Assign “attributes” to each control-library element. An attribute is a category of
values that describe the qualities or nature of an element.

Contfigure control-library elements, likelihoods, ratings, dimensions, attributes,
and other components used in controls documentation.

Create workflows, each of which defines a sequence in which approval requests
are distributed to users or user groups. Each consists of a “workflow routing”
and a “workflow definition”; the former selects the users and groups who are to
receive and answer approval requests, and the latter maps the workflow routing
to items in need of review. These items include control-library elements, as they
are created or modified.

Review approval requests at a Task Inbox.
Manage ACTIVE Governance users and user groups.

Review reports, which present detailed information about controls and their
approval status.

Because ACTIVE Governance is intended to fulfill this documentary purpose, a
company would use it to create records of all its controls — even those that are
executed manually. For those controls that are to be automated, however, the
ACTIVE Governance Platform serves as a foundation for the following three
modules, which offer enforcement capability. (Your implementation necessarily
includes the ACTIVE Governance Platform, and may include any combination, or
none, of the other three modules.)

ACTIVE Access Governor' defines and detects segregation-of-duties (SOD)
conflicts, either preventing them from occurring or uncovering them so that they
can be properly managed. It can identify conflicts at both the responsibility and
function levels in Oracle Applications. ACTIVE Access Governor also grants
users temporary access to duties they do not ordinarily fulfill, and then guards
against potential conflicts by auditing all actions performed by such users.

In support of ACTIVE Access Governor, the ACTIVE Governance Platform
enables users to create workflows that distribute emergency-access requests for
review, and it presents these requests for approval at the Task Inbox. It also
displays an array of reports specific to ACTIVE Access Governor.

ACTIVE Policy Governor™ enables users to create “control monitors.” Each
uses structured query language (SQL) to define actions subject to control, and
each generates “suspects” — instances of potential control violations. Either
within ACTIVE Policy Governor itself or within the ACTIVE Governance Plat-
form, users can create workflows that distribute suspects for review; the Task
Inbox displays requests to review suspects. Moreover, a control monitor can be
used only if it is attached as an “automation” to a control definition in the
ACTIVE Governance platform.

ACTIVE Data Governor™ implements rules that apply change control to fields
in Oracle Applications forms. Each change-control rule may also be attached as
an “automation” to a control definition in the ACTIVE Governance platform.
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Chapter 1: Introducing ACTIVE Governance Platform

Starting ACTIVE Governance Platform

ACTIVE Governance Platform is a web-based application designed to run in
Microsoft Internet Explorer. (It may run in other browsers as well, but only Internet
Explorer is supported.) To start ACTIVE Governance Platform:

1 Open Internet Explorer.

2 In the Address field, type the URL for your instance of ACTIVE Governance
Platform, and press the Enter key.

3 A Sign In dialog box appears. Type your user name and password, and click on
the Sign In button.

&2 LogicalApps, | ACTIVE Governance

Sign In

Username

Password

Using standard Windows procedures, you can, of course, save the URL as a favorite
or create a desktop shortcut to the URL.

Access to Features in ACTIVE Governance Platform

The ACTIVE Governance Platform displays up to seven tabs in a horizontal row
near the top of each of its forms, as well as four links at the upper right corner of
each form; these provide access to ACTIVE Governance features. While the four
links are always available to all users, your access to the tabs depends in part on what
modules are in use at your site.

‘un Tasks (1) | Profile | Sign Qut | Heliy
ii1 LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

[ Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

How Tabs Correlate to Modules

The four links provide the following functionality, regardless of what modules are
installed:

¢ Tasks: Open the Task Inbox to review and respond to approval requests,
notifications, and (if your site uses ACTIVE Policy Governor) suspects.

* Profile: Configure an “out-of-office assistant,” which forwards tasks to other
users if you are unavailable to review them. Configure filters that determine
which elements are selected for display in the control library.

¢ Sign Out: Log off of the ACTIVE Governance Platform.

e Help: Review ACTIVE Governance documentation.
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Four of the tabs belong to the ACTIVE Governance Platform:

Home: View two lists of tasks. One presents the five most recently generated
approval requests that you can review, and the other the five most recent approval
requests you have generated. Each list contains a link to the Task Inbox.

Control Library: View, create, or edit entries that define and document controls,
control objectives, subprocesses, policies (and policy sections), processes, cycles,
and risks.

Reporting: Generate and view reports that serve as records of control configura-
tion; that document segregation-of-duties rules and present the results of conflict
analysis, if your site uses ACTIVE Access Governor; and that show the effects
of rules that enforce change control on Oracle Applications fields, if your site
uses ACTIVE Data Governor.

Administration: View, create, or edit items used in defining controls, such as
dimensions, attributes, likelihoods, and ratings. Import or export control-library
elements. Manage Active Governance users and user groups. Configure work-
flow routings and workflow definitions. Configure data sources (connections to
database instances to which controls are to be applied) and manage other system-
level properties.

Another two tabs are available only if your site uses ACTIVE Access Governor:

Segregation of Duties: Review or create segregation-of-duties rules. Evaluate them
to uncover conflicts, and assign status to those conflicts that are subject to review.
Simulate the effect of remedial actions, such as changes to the assignment of
functions to responsibilities, and carry out those actions if the simulation shows
that they reduce conflicts.

Access Monitoring: Configure and send requests for users to receive temporary
access to duties they do not ordinarily perform.

A final tab, Control Automation, is accessible only if your site uses ACTIVE Policy
Governor. From it, view or create control monitors, workflow routings, and work-
flow definitions.

User Roles

Each user is assigned a primary application role (and may be assigned reporting
roles) when his user account is created. While your access to ACTIVE Governance
may be limited by the selection of modules you have installed, it is limited further by
your roles. Each primary application role provides write access to some features (you
would be able to view, create, and edit items) and view access to other features (you
would be able to see items, but not create or edit them), and may provide no access
to still other features. Each reporting role enables you to generate and review a dis-
tinct selection of reports. The rights available to each role are discussed in detail in
Chapter 2; for now, be aware that an individual user has full access to only some of
the features discussed in this manual.
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Conventions

As you work with the ACTIVE Governance Platform, you’ll make repeated use of
the following features.

Library Navigator

Each tab in the ACTIVE Governance Platform provides access to a set of related
tasks. However, when you select a tab you open a panel that focuses on one of these
tasks. For example, the control library manages not only controls, but also all of the
elements that provide context for controls. When you select the Control Library tab,
however, a List Controls panel enables you to view, create, or modify controls, with-
out reference to the other elements that can be created.

In most cases, a “Library Navigator” — a horizontal string of links near the top of
the panel (beginning with the word Risks in the figure below) — provides access to
the related tasks. Click on any of the links to open screens that support those tasks.

£ LogicalApps, | ACTIVE Governance

Mcnmmluhraw Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Naviyator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Note

£~ 'This Library Navigator feature is available in several of the panels you can
select: those available from the Home and Control Library tabs, as well as
the Tasks and Profile links, in ACTIVE Governance Platform; the Segrega-
tion of Duties tab in ACTIVE Access Governor; and the Control Automa-
tion tab in ACTIVE Policy Governor. Alone among them, however, the
control library offers expanded library navigator features that enable you to
locate and select individual instances of control-library elements. For more on
these enhanced navigator features, see “Using the Enhanced Navigator” on
page 51.

Breadcrumbs

Once you have selected a link in the Library Navigator and begun to select options
within the panel it opens, the ACTIVE Governance Platform leaves a trail of “bread-
crumbs” — a string of links to each of the screens you have navigated to reach the
screen you are using, culminating in the title of the current screen. (In the figure
below, the breadcrumbs trail begins with the word Hozze.) To return to any of the
eatlier screens, click on its link.

£ LogicalApps, | ACTIVE Governance

| Home [RESCIL el Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Home > List Controls » View Control > Edit Control
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Sorting and Selecting Items in Lists

Several panels in ACTIVE Policy Governor present lists of items. For example, the
following illustration shows a list of controls:

Control

Control ID  Hame Description Risks Policies Processes Cycles Subprocesses Objectives Rating Automnation

CA-00- Management establishes a process forfinancial — Managementestablishes a process 0 a 1 0 1 1 Critical Mo
BO51 rep for financial reporting based on the

snpecific characteristics ofthe

arganization and that complies with

generally accepted accounting

principles and regulatary

requirements. These characteristics

are formally documented, approved,

and reviewed on a regular hasis.

CA-01- The fixed asset register andfor masterfile dataa.. The fied asset register andjor Critical No
9877 master file data are petiodically

reviewed by management for

accuracy and angoing pertinence

and are reconciled fo the

coesponding general ledger

accaounts. Any recanciling items are

identified and addressed in a timely

manner.

=
=
=
=
=

CA-13- Review slow moving inventary Inventory supenvisors examing Critcal ~ Yes
1234 invertory reponts to identify items that

have not been fransacted within the

Iast 200 days (300 on Yision). These

items will be considered dormat

and may be subject to review.

=
=
=
=
=
=

=
=
=
[

Key Mo

CA-00- Dishursements at, hefore, or after the end of an Dishursements at, before, or after
a the end of an accaunting period are
serutinized to ensure complete and
consistent recording in the
appropriate accounting period

CA-00- Statements received from suppliers are Staternents received from suppliers

2069 reconciled are reconciled o the supplier
accounts in the aceounts payahle
subledger regularly and difierences
are investigated

=
=
=
[
=
o
2
z

<Previous Pase snow [EEI] resurs Resuft6-10of 15 page || or 3 Hest Pave >
Each of these lists implements the following conventions:

* In the header row, some column headings are underlined. Each of these is a sort
column. When you click on one of these headings, the contents of its column are
arranged in alphanumeric order; the values in other columns are arranged appro-
priately so that records remain intact.

e In the footer row, you can select a number in the Show Results list box to
determine how many rows the list displays at once. The list entries are divided
into pages, each of which consists of the number of rows you’ve chosen to
display. To move to another page than the one currently displayed, click on its
number in the Page list box. Or, click on the Next Page or Previous Page link,
each of which is present only if there is a next or previous page to go to.

Date Fields

As you create an item in ACTIVE Governance, you typically set a range of dates dur-
ing which the item remains in effect. To do so, you use fields labeled Effective From
and Effective To.

By default, the Effective From field is set to the date on which you create the item, and
the Effective To field is blank. If you accept these values, the item takes effect immedi-
ately (or, in some cases, immediately upon approval) and remains in effect indefinitely.

You may, however, choose to modify these values. If so, you can type a date directly in
either field, in the format DD-MMM-YYYY. Alternatively, you can click on a grid-like
icon next to the field, and a pop-up calendar appears. In it, click on the < or > sym-
bol surrounding a month name or year to display an eatrlier or later month or year;
then, in the calendar, click on the date you want. The pop-up window closes, and
the date you selected appears, correctly formatted, in the field.
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Chapter 2

User Administration

Every ACTIVE Governance user is assigned one “primary application role” and any
number of “reporting roles.”

Each of eight primary application roles — Author, Manager, Rule Builder, SOD Super
User, Executive, User, Auditor, and System Administrator — grants access to a dis-
tinct set of ACTIVE Governance features (apart from reports). For example, only an
Author can create or modify Control Administration items that serve as “building
blocks” for other items. Only a System Administrator can create or modify users and
user groups. An Auditor has view and assessment rights, but can create or edit nothing,
Before controls or related items can be configured, it’s necessary to create users with
rights to configure them.

(A ninth primary application role — AG Super User — has view, edit, and create
privileges to all ACTIVE Governance features. Because this role has unlimited au-
thority, it should be assigned as sparingly as possible.)

Moreover, control-library elements, once created or modified, must be approved be-
fore they can be used. Workflows distribute these elements for review, so workflow

routings and definitions must be configured before any control-library elements can
be created. Fach workflow routing calls users or user groups; these must be created

first so that they exist to be assigned to routings.

Each reporting role specifies a selection of reports a user is able to open and review.
Each selection provides information appropriate to work performed by a user at one
of the primary application roles, and so the reporting-role names correspond to the
primary-application-role names.
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Chapter 2: User Administration

ACTIVE Governance comes with one user configured at the System Administrator
primary application role (and the Report-Admin reporting role); the user name and
password for this user are both admin. By logging on as the admin user, one can cre-
ate other users with rights to the various configuration tasks, or users and groups for
membership in workflow routings. However, it’s imperative for proper security that
an authoritative user modify the admin user’s password as soon after installation as
that task can be completed.

Although only a System Administrator or AG Super User can configure users, any
user can change his own password.

User Permissions in ACTIVE Governance

Every user has access to the Task Inbox. If ACTIVE Access Governor is installed,
every user also has rights to the Access Monitoring tab, and so can send requests for
users to receive temporary access to duties they do not ordinarily perform. Apart
from these, each user has the rights available to the primary application role he has
been assigned, as shown in the following tables:

Rule SOD
Rights to Features On: Author  Manager Builder Super User
Control Library Tab C C A CA CA
Control Automation Tab F F F F
Segregation of Duties Tab CA CA CA F
Administration Tab — Control F V,U Al \Y
Administration Tab — User Vv \ v \
Administration Tab — Workflow F F F F
Administration Tab — Data F F F N
Administration Tab — System D D N N

System

Rights to Features On: Executive User Auditor  Administrator
Control Library Tab C A C V, A Y
Control Automation Tab Vv Vv Vv \
Segregation of Duties Tab \" CcC \ \"
Administration Tab — Control \" \" Vv I
Administration Tab — User \ \ Vv F
Administration Tab — Workflow Vv \" \Y \
Administration Tab — Data N N N F
Administration Tab — System N N D F

Letter values in these tables indicate the following.
On the Control Library tab:

* V:View. Open lists of control-library elements (one list of each type). View con-
tiguration details for individual elements in lists. Do not create or modify elements.

*  C: Create. Open control-library element lists. Create, edit, and view configuration
details for individual elements in lists.
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* A: Assess. Configure assessments of control-library elements. (Users without this
privilege can view, but not create, assessments.)

On the Control Automation tab:

e V:View. Open lists of configured control monitors, workflow routings, and
workflow definitions, and view configuration details for individual items in lists.
Do not create or modify these items.

* F: Full. Open control monitor, workflow routing, and workflow definition lists.
Create, edit, or view items in these lists.

On the Segregation of Duties tab, a user at any role can view conflicts generated by
SOD rules, either viewing the status of a conflict or updating status if the conflict is
generated by a rule that designates the user as an approver. Otherwise, each role has
the following rights:

* V:View. Open a list of SOD rules, but do not view their configuration details;
do not create or edit SOD rules. View a list of “entity groups” (collections of
functions or responsibilities that may be included in SOD rules) and configura-
tion details for individual groups, but do not create or edit groups. View rules
that simulate changes intended to resolve conflicts, but do not create or update
them; view simulation results. In the Library Navigator, have access only to
options that support these rights.

*  CC: Create Conflicts. View, create, and edit SOD rules. View, but do not create
or edit, entity groups. View simulation rules, but do not create or update them;
view simulation results. In the Library Navigator, have access only to options
that support these rights.

e CA: Create All View, create, and edit SOD rules. View, create, and edit entity
groups. View, create, and edit global subscribers (data groups, submenus, func-
tions, operating units, or users who are exempt from rules). Create, edit, and
view simulation rules; run simulation and view results. Have full access to the
Library Navigator.

e F: Full. Enjoy all the privileges available to a Create All user; in addition run
remediation (put simulated conflict resolutions to actual use).

Features accessible through the Administration tab divide into five areas. Control
Administration manages items configured as “building blocks” of control-library
elements, including dimensions, attributes, likelihoods, ratings, and ID value sets; it
also permits the importing of controls. User Administration manages the creation of
accounts for individual users, and of user groups. Workflow Administration manages
workflow routings and workflow definitions. Data Administration exports control-
library elements to, or imports them from, files. System Administration manages data
sources and other system-level properties. For each, users may have these rights:

e V:View. Open panels showing configured settings; do not modify or create values.
e F: Full. Create, modify, or view settings.

¢ U: Mass-update assignments of dimension or attribute values to controls.
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e I: Import. Import controls from an Excel spreadsheet. (This code applies only to
Control Administration.)

e D: Create or modify data sources only.

* N: No rights.

Users and Groups as Approvers

Users may be named in workflow routings, and so serve as approvers of suspects,
control-library elements, or access-monitoring requests. User groups exist solely for
that purpose. You may want to allow only users at certain roles to perform approval
tasks. If so, be aware that a user at any role can be added to a routing or a group; it’s
incumbent on you to make sure that only users at the proper roles are. Keep in mind
also that ACTIVE Governance prevents a user from creating or modifying a control-
library element if workflows are configured so that the user, individually or as a group
member, would be an approver for the element.

User Permissions for Reporting Roles

10

An ACTIVE Governance Super User has access to all reports even if no reporting
role is assigned to him; the Auditor and Manager reporting roles also have access to
all reports. Reports are organized by folder, and only these three roles have access to
reports in the following folders:

¢ ChangeControl, which documents work done in ACTIVE Data Governor.

*  OracleFlow, which applies to rules created in AppsFlow, a Logical Apps
“embedded agent” that runs within Oracle Applications.

*  OracleForm, which applies to rules created in AppsForm, another Logical Apps
“embedded agent” that runs within Oracle Applications.

All roles have access to reports contained in the Segregation of Duties and Oracle
EBS Security folders, which pertain to work done in ACTIVE Access Governor.

Apart from these rights, reporting roles have access to the following reports. (In the
table, the value Y stands for yes, indicating that the role has access to the report, and
the value N stands for 70.)

Rule SOD

Report Author Builder SuperUser Executive User Admin
Access Monitoring Folder

Access Monitoring User Activity N Y Y Y N Y
Control Automation Folder

Automated Controls Y N Y Y Y N

Automated versus Manual Controls Y N Y Y Y Y

Average Days of Outstanding Tasks Y N Y Y Y N

Table continues on the next page.
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Rule SOD
Report Author Builder SuperUser Executive User Admin
Control Automation List by Control Y N Y Y Y N
Objective
Control Automation List by Primary Y N Y Y Y N
Element Name
Control Automation List by Primary Y N Y Y Y N
Element
Control Automation List by Subprocess Y N Y Y Y N
Control Automation Suspects by Y N Y Y Y N
Dimension Value
Control Monitor Detail Y N Y Y Y N
Detail Suspect History Y N Y Y Y N
Open Suspect Tasks by Control Y N Y Y Y Y
Objective
Open Suspect Tasks by Subprocess Y N Y Y Y Y
Open Suspects by Primary Control N N Y Y Y Y
Element
Summary Suspect History by Control Y N Y Y Y N
Element
Summary Suspect History by User Y N Y Y Y N
Control Library Folder
Analysis of Control Elements Y N N Y Y Y
Analysis of Primary Control Elements Y N N Y Y Y
Conflicting Assessments by Control Y N N Y Y Y
Element
Control Assessment Detail by Assessment Y N N Y Y Y
Control Assessment Result Details by Y N N Y Y Y
Primary Control Element
Control Assessments by Dimension by Y N N Y Y Y
Rating
Control Assessments by Primary Control Y N N Y Y Y
Element
Control Assessments by Subprocess Y N N Y Y Y
Control Detail Y N N Y Y Y
Control Element Library Y N N Y Y Y
Control Elements Missing Mandatory Y N N Y Y Y
Dimensions and Attributes
Control Framework Y N N Y Y Y
Control Library List by Control Objective Y N N Y Y Y
Control Library List by Control Y N N Y Y Y
Control Library List by Primary Elements Y N N Y Y Y
Control Library List by Subprocess Y N N Y Y Y
Control Objective Assessment Detail By Y N N Y Y Y
Assessment
Control Objective Detail Y N N Y Y Y

Table continues on the next page.
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Rule sobD
Report Author Builder SuperUser Executive User Admin
Failed Assessments by Dimension Y N N Y Y Y
Inherent Relationships Y Y Y N Y N
Primary Element Assessment Detail by Y N N Y Y Y
Assessments
Primary Element Detail Y N N Y Y Y
Subprocess Assessment Detail by Y N N Y Y Y
Assessments
Subprocess Detail Y N N Y Y Y
Unassessed Controls by Rating by Y N N Y Y Y
Subprocess and Duration
Unassessed Controls by Subprocess by Y N N Y Y Y
Rating
Unassigned Control Elements Y N N Y Y Y
OracleAudit Folder
OracleAudit Audit N N N N N N
OracleAudit Submission Setup Details N N N N N N

Displaying a List of Users

12

Only a system administrator or an ACTIVE Governance super user can add or edit a
user or group. Users at other roles can view user configuration without changing it (and
so have access to the View panels described below, but not to the Add or Edit panels).

To view, add, or edit a user, begin by clicking on the Administration tab. Then click on
the List Users link in the User Administration section of the Administration Home. A
List panel then displays active users and presents information about each — an ID
number and username (either of which can serve as a unique identifier), the user’s
given name and surname, the primary application role assigned to her, and a descrip-
tion. Users may be disabled (and those who are lose their access to ACTIVE Govern-
ance). You can produce a separate list of these users by clicking on the View Disabled
link, and then restore the list of active users by clicking on a View Current link.

o Tasks (0} | Profile | Sign Out | Help
2 LogicalApps. | ACTIVE Governance

‘Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting JERINIS TN

Home > Administration > List Users

\iew Disabled
1000000 ag Active Governance AG Super User none
000003 auditor! Auditor 1 Auditor none

1500 authar Author Authar nane

1
000011 execUtivel Executive 1 Exgutive hone
1

0an1o managart Manager
show [EE| Resutts Result 1. 50f 9 page ] or> Mext Page >

Manager none
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Adding a User

To add a new user, click on an Add User button in the List Users panel. (The button
appears in two places, near the top right of the panel and at the bottom center.) The
following Add User panel appears:

$2 LogicalApps, | ACTIVE Governance

[ Murme | Control Libeary | Controd Aiametion | Segrogation of Duti

Homa > Administration » List Usars > Add User

I.ﬂﬂ! [CLIGETET User iformation | Rode imformation
Username * I
Password *

Confirm Password *
Efective From * [17- M- 2006 Er |

Effective To il

D iptinn ’ﬁ

rabihe nstancas

Azpen
{aspen iy
Mewpon
Lajolia Eng

OracleApns User

[ =
e

[mezr)

Setting Logon Values

Click on the Login Information tab, and then provide information that is used by
ACTIVE Governance:

1

In the Username field, type a name by which the user identifies herself as she
logs on to ACTIVE Governance. A username consists of alphanumeric charac-
ters without spaces; letters should be lowercase.

In the Password field, type a password with which the user validates her user-
name as she logs on. Retype the password in the Confirm Password field. A
password must consist of at least eight characters, taken from at least three of
four character sets: uppercase letters, lowercase letters, numbers, and special
characters, which consist of the following: |(@#$%&*. Moreovert, the password
cannot match the username.

Select starting and ending dates for the user in the Effective From and Effective
To fields, respectively. By default, the current date appears in the Effective From
field and the Effective To field is blank; accept these entries if you want the user
to begin working with ACTIVE Governance immediately and continue
indefinitely. Otherwise, enter new dates (see “Date Fields,” page 6).

Optionally, type a brief description of the user in the Description field. It appears
in the Description column of the uset’s entry in the List Users panel.

The Available Instances field contains a list of databases configured to connect
to ACTIVE Access Governor (through use of the Manage Data Sources feature
on the Administration tab). These databases store data to which access controls
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may be applied. Select the database instances in which the user you are config-
uring will be able to create SOD rules or use access monitoring:

e In the Available field, highlight the instances you want to assign to the user.
To highlight a single instance, click on it. To highlight a continuous set of in-
stances, click on the first one, hold down the Shift key, and click on the last
one. To highlight a discontinuous set, hold down the Ctrl key as you click on
instances.

¢ Click on the > button to send the instances you’ve highlighted from the
Awvailable field to the Selected field. Or, click on the >> button to send all
instances to the Selected field, regardless of whether they are highlighted.

If you reconsider, highlight instances in the Selected field, then click on the <
button to return them to the Available field. Or, click on the << button to
return all instances to the Available field, regardless of whether they are

highlighted.

6 For each database in the Selected Instances field, identify the Oracle logon ID
used by the ACTIVE Governance user you are creating. If you do not complete
this step, the user is unable to access the Segregation of Duties and Access Mon-
itoring tabs. For each database, complete this process:

Highlight (click on) the database in the Selected Instances field. In the OracleApps
User field, click on the ellipsis icon; a pop-up window opens. In its Key Word
tield, type the first few letters of the username you want; then click on the Search
button. The window presents a list of usernames that begin with your search
string; click on the one you want. The pop-up window closes, and the username
you selected appears in the OracleApps User field.

Setting User Values

Next click on the User Information tab and then provide data that identifies the user:

£ Logicalapps, | ACTIVE Governance

Welcoma, Wallaca Stavens

Homva | Contral Library | Confrol Autormation | Segragation of Dities | Access Monitoring | Reportng JEIIETETET T

Home > > List Users > Add User

Loygin Information Uur [LCTETTT Hole nformiation

0 Numbar *

Frst Nama *
Last Name *

Email1 ¢

1 In the ID Number field, enter an ID number for the user. The intention is for
this number to be unique, and therefore to distinguish the user from others when
there is no other distinction (for example, when users have the same names). Use
any format.
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2 In the First Name and Last Name fields, enter the user’s given name and surname.

3 In the Emaill field, supply an email address for the user. ACTIVE Governance
sends email messages to the user for several reasons, such as being assigned a
task in the Task Inbox, or receiving notification that an access request, made
through the Access Monitoring feature, has been approved or rejected. It sends
these messages to the email address you supply in this field.

4 Optionally, provide tracking information in the remaining fields: a second email
address, office and mobile phone numbers, and physical address information.
ACTIVE Governance does not use this information for any purpose.

Assigning Roles

Finally, click on the Role Information tab, and then assign roles to the user:

s Lasks 0 Tt 0 Qul | Hell
111 LegicalApps, | ACTIVE Governance
‘Weicome, Wallace Slevens

| ome | Control Library | Control wtomation | Seqreqation of uties | Access Monsoring | feporing B it ]

Home > Administration = List Users = Add User

Login Information | User Information rmlﬂfmll.\ll
Prirsary Application Rule [Syztem Administrator &
Author

A Supor Lo
Lser

|
Soaibabi: Rapo Faoke{s) Seected Roport Ralis(s)
Rt

Fiepon-Author
Fepot-Usar
Fepert Manager
Fepot-Auditar

1 In the Application Role field, select (click on) the primary application role you
want to assign to the user. (You must select one; primary application roles are
defined on page 8.)

2 In the Available Report Roles field, highlight the reporting roles you want to
assign to the user. (These are optional, and you can select as many as you like.)
To highlight a single role, click on it. To highlight a continuous set of roles, click
on the first one, hold down the Shift key, and click on the last one. To highlight a
discontinuous set, hold down the Cttl key as you click on roles.

3 Click on the > button to send the roles you’ve highlighted from the Available
Report Roles field to the Selected Report Roles field. Or, click on the >> button
to send all roles to the Selected Report Roles field, regardless of whether they are
highlighted.

If you reconsider, highlight roles in the Selected Report Roles field, then click on
the < button to return them to the Available Report Roles field. Or, click on the
<< button to return all roles to the Available Report Roles field, regardless of
whether they are highlighted
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Saving the User

When you finish supplying logon, user, and role information, click on the Save
button. (Note that several fields are mandatory; each is marked by a red asterisk. If
you have not entered a value for any of them, you cannot save the user, and when
you click on the Save button ACTIVE Governance presents an error message that
lists the fields you must complete.) When the user is saved successfully, ACTIVE
Governance returns to the List Users panel, with an entry for the new user in the list.

Viewing and Editing a User

Although the List Users panel presents a summary of the information configured for
each user, you can see detailed information for one user at a time by clicking on the
View link in the Actions (leftmost) column of that user’s entry on the List Users

16

panel. A View User panel opens:

$ LogicalApps, | ACTIVE Governance

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting JERIGTIE eI

Tasks (0) | Profile | Sian Out | Help

Welcome, Wallace Stevens

Home > Administration > List Users > View User

User Details Edit Details First Name
Last Name

Primary Application Role
Reporting Role(s}
Email

ID Number oonoog
Username author!
Effective From 21-Apr-2008
Effective To

Description

Password Last Changed
Report User Created
Accessible Instance(s)

Editing User Values

Author

1

Author

Report-Author
jhaydn@vienna.com
21-Apr-2008 0517 PM
Yes

Mewport

To edit any of the current values for a user, either click on the Edit link in the Action
column of the user’s entry on the List Users panel (see page 10), or click on the Edit

Details link in his View User panel.

This opens an Edit User panel — in all but name a copy of the Add User panel, with
the current values for the user displayed in its fields. Modify any of the values (see
“Adding a User” on page 13 for descriptions of the information you can provide),
and click on the Save button. ACTIVE Governance returns to the List Users panel.

Disabling and Re-enabling a User

A user may be disabled. If so, the Effective To value for the user is set to the current
date, and he loses his access to ACTIVE Governance. However, for auditing purposes
he remains in the system as a disabled user. To disable a user:

1 Open the View User panel for the user you want to disable.

2 Click on the Disable button.
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3 A Confirm Disable Users panel prompts you to corroborate your intention to
disable the user. Click on its Disable button; the List Users panel reappears, with
the user removed from the list.

You can view entries for disabled users by clicking on the View Disabled link in the
List Users panel. To re-enable a disabled user, locate his entry, click on its View link
to open the View User panel, click on its Edit Details link to open the Edit User
panel, delete the Effective To date, and save the user.

Setting the Report User

In addition to items detailed in “Adding a User” (page 13), the View User panel
displays an entry for Report User Created. Reports are generated by third-party
software called Business Objects. Typically, the act of creating a user in ACTIVE
Governance creates the user in Business Objects as well. If so, the Report User
Created entry reads “Yes,” and the user can view reports (provided that he has been
assigned at least one reporting role).

Occasionally, a user is created in ACTIVE Governance while Business Objects is
inaccessible. If so, the Report User Created entry reads “No,” and the user cannot
view reports. In this case, edit the user’s account while Business Objects is running,
enter a new password in the Password and Confirm Password fields, and save the
user. The Report User Created entry then changes to “Yes,” and the user is able to
view reports.

Displaying a List of Groups

To view, add, or edit a user group, begin by clicking on the Administration tab. Then
click on the List Groups link in the User Administration section of the Administra-
tion Home. A List Groups panel then displays active groups and presents informa-
tion about each — a name, effective dates, and a description. Like users, groups may
be disabled; you can produce a separate list of these groups by clicking on the View
Disabled link, and restore the list of active users by clicking on a View Current link.

+un Tasks (0} | Profile | Sign Qut | Heln
=i LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Autoration | Segregation of Duties | Access Monitoring | Reporting SEURITTSTET

Home > Administration > List Groups

View Disabled

view | Edit group? 17-May-2006 none
Wiew | Edit aroup2 17-May-2008 nong
Wiew | Edit aroup3 17-May-2006 none

Show m Results Result1-30f 3 Page u of 1
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Adding, Viewing, or Editing a Group

18

To add a new group, open an Add Group panel: Click on an Add Group button in
the List Groups panel. (The button appears in two places, near the top right of the
panel and at the bottom center.)

To view the settings for an existing group, open a read-only View Group panel: In
the Actions (leftmost) column of a group’s entry on the List Groups panel, click on
the View link. To modify those settings, open a write-enabled Edit Group panel:
Either click on the Edit link in the Actions column of the group’s entry on the List
Groups panel, or click on the Edit Group button in its View Group panel.

Apart from its label (and write privileges), the panel you open looks like the follow-
ing one:

£ LogicalApps. | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Autoration | Segregation of Duties | Access Monitoring | Reporting SEURITTSTET

Home > Administration > List Groups > Add Group

MName * Members

Effective From * 01-Jun-2008 = |Lemhe:1
[ Remove Member |

Eifectve To =

Description |

* Required

Defining a Group

Define a new group by supplying the following values in the Add Group panel, or
modify an existing one by altering any combination of these values in the Edit Group
panel.

1 In the Name field, type a name for the group. (Note that if you create a group, in-
clude it in a workflow routing, and subsequently change its name, the group remains
selected in the workflow routing, with its name updated to reflect the change.)

2 Seclect starting and ending dates for the group in the Effective From and Effec-
tive To fields, respectively. By default, the current date appears in the Effective
From field and the Effective To field is blank; accept these entries if you want
the group to exist immediately and remain indefinitely. Or, click on the icon to
the right of each field and select a date in the pop-up calendar that appears. (See
“Date Fields” on page 06.)

3 In the Description field, type a brief explanation for the purpose of the group. It
appears in the Description column of the group’s entry in the List Groups panel.

4 Add members. Either individual users or groups may be members of a group.

a Click on the Add Member button (located at the top of the set of three
buttons near the right of the panel). A pop-up window displays two lists, one
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of users and one of groups configured on your system. (Because it would
make no sense to add the group you are configuring as a member of itself,
the group is excluded from the list.)

b For cach user or group you want to add, click on the Add link at the left of
its entry in the pop-up window. The user or group then appears in the
Members field on the Edit Group panel.

€ When you finish selecting members, close the pop-up window: Click on its
Close button or on the X symbol in its upper right corner.

5 Optionally, remove members:

a In the Members field, highlight members you intend to remove. Click on a
member to highlight it. Or, to highlight a continuous set of members, click
on the first one, hold down the Shift key, and click on the last one. To high-
light a discontinuous set, hold the Ctrl key as you click on items.

b When you finish highlighting members you want to remove, click on the
Remove Member button (second in the set of three buttons near the right of
the Edit Group panel).

6 If you are dissatisfied with your membership selections, you may restore the list
of members to its state the last time it was saved. Click on the Reset Members
button (third in the set of three at the right of the Edit Group panel). Then make
new additions and removals.

7 Click on the Save button. ACTIVE Governance returns to the List Groups
panel.

Disabling or Re-enabling a Group

You can disable a group. If so, it is no longer available for use, and any workflow
routings in which it had been included would have to be reconfigured. For auditing
purposes, however, it remains available in the system as a disabled group.

To disable a group, set its Effective To value to the current date. To re-enable a
group, delete its Effective To value (or set it to a future date). You can view entries
for disabled groups by clicking on the View Disabled link in the List Groups panel,
or restore the listing of active groups by clicking on the View Current link.

Changing a Password

The user who is currently logged on to the ACTIVE Governance Platform can
change his own password, regardless of the primary application role that has been
assigned to him. To change your password, log on to the Platform and complete the
following steps:

1 From any panel in the ACTIVE Governance Platform, click on the Profile link
near the upper right corner of the panel.
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2 C(lick on the Change Password link in the Library Navigator. The following panel
appears:

Tasks (0} | Profile | Sign Out | Help

$ LogicalApps. | ACTIVE Governance

Welcome, Seymour Glass

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Change Password | Out Of Office Assistant | Manage Filter

Home » Change Password

Username slass

Current Password *
New Password *
Confirm Password *

* Required

3 Type your existing password in the Current Password field.

In both the New Password and Confirm Password fields, type the password to
which you want to change. A password must consist of at least eight characters,
taken from at least three of four character sets: uppercase letters, lowercase let-
ters, numbers, and special characters, which consist of the following: |(@#H$%&*.
Moreover, your password cannot match your username.

5 Click on the Save button. If there are any problems with the format of the new
password, a message explains the problem so that you may correct it as you retype
the new password in the New Password and Confirm Password fields, and click
on the Save button again. Typically, however, a message informs you that the
new password has been accepted, and you can navigate to any other panel in the
Platform to which your primary application role gives you access.
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Control Administration

Before you can create controls, you must create components used by controls (and
in some cases elsewhere): dimensions, attributes, likelithoods, ratings, and ID value
sets. To work with any of these items, click on the Administration tab, and then se-
lect an appropriate link in the Control Administration section of the Administration
Home.

Who Can Do This?

Only a user at the Author role has rights to create and edit control administration
items. Managers, Rule Builders, SOD Super Users, Executives, Users, and Auditors
can view, but not alter, control administration configuration. This chapter is written
in the assumption that you are an Author and have create, edit, and view rights.

Creating Dimensions and Attributes

A dimension is a segment of your business environment to which a control-library
element applies. For example, it may be a region or a department. An attribute is a
category of values that may describe the qualities or nature of a control-library ele-
ment. For example, it may show where a control fits in the COSO control framework.

To configure a dimension or an attribute, first name the item — for example,
“Region” as a dimension. Next, assign values appropriate for the item, such as
“East” and “West” as regions. (Ultimately, a user who creates a control-library
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element selects one or more of these values for it — in this example East, West, or

both.)

While meaningful in themselves, dimensions and attributes also serve as filters to
determine who can approve either the creation or modification of control-library
elements, or of suspects generated by control monitors. (See Chapter 4, “Creating
Workflows.”) For example, a control designated for use in the Eastern region might
be sent for approval to a group charged with overseeing controls for that region.

Moreover, in a special case, a dimension may be included in a SQL query that selects
the suspects generated by a control monitor. If so, the dimension serves as one of
the selection criteria by which the control monitor generates suspects: the SQL query
selects only those records for which the value of a specified database table column
matches the dimension value. When a dimension is configured for this purpose, it
should be configured to have only one value. Its use enables end users to select the
dimension value used for filtering suspects by reconfiguring the dimension rather
than rewriting the SQL code that defines the control monitor.

To create a dimension or attribute:

1 From the Administration Home, click on the List Dimensions link ot on the List
Attributes link. A List panel displays the names of existing dimensions or attrib-
utes and, for each, a description, its effective dates, and whether its use is man-
datory.

2 To edit an existing dimension or attribute, click on its name in its list. To create a
new one, click on the Add Dimension button or the Add Attribute button. A form
like the following one appears:

sun Tasks (1} | Profile | Sion Out | Help
i LogicalApps. | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting Y TISIETY

Home > Administration > List Dimensions > Add Dimension

Name *

Mandatory Yas v
Effective From * 14-Aug-2006 5

Effective To 5

Description I

+ Required

3 In the Name field, type a name for the dimension or attribute.

4 In the Mandatory list box, select Yes to require a user to choose at least one
value for this dimension or attribute as he creates a control, or select No to make
this item optional. (This setting applies only when dimension or attribute values
are selected for controls. Dimensions and attributes are always optional for other
control-library elements.)

5 Select starting and ending dates for the dimension or attribute in the Effective
From and Effective To fields, respectively. (See “Date Fields,” page 6.)
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6 In the Description field, type a brief description of the item.

7 Click on the Save button to save the item. The ACTIVE Governance Platform
restores the List panel displaying dimensions or attributes, with the one you’ve
just created among them.

To assign values to a dimension or attribute:

1 In the List panel, locate the row that defines the dimension or attribute whose
values you want to set, and click on the plus-sign icon at the left of its row. A
Dimension Values or Attribute Values field appears, displaying an Add button
and any values already configured for the dimension or attribute. (If, instead, you
click on a plus-sign icon at the left of the header row, fields display values for all
dimensions or attributes.)

Tasks (1) | Profile | Sign Qut | Help

1 LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting Y TISIETY

Home > Administration > List Dimensions

o jpumgoae e | ey | Coesm frncte o

E Region List of Regions Yes 04-Aug-2006

Dimension Values:

® Asia-Pacific
« Comorats

e Europe

& Horth America

®  Department List of Departments 04-Aug-2006
B Relaled Account Balances 11-Aug-2008

Show m Results Result 1-30f 3 Page E of 1

2 To edit an existing value, click on its name. To create a new value, click on the
Add button. A form like the following one appears:

tun Tasks (1} | Profile | Sign Qut | Heln
222 LogicalApps. | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Autormation | Segregation of Duties | Access Monitoring | Reporting SEURTIETET

Home > Administration > List Di i > Add Dil ien Value

Note: For muttiple values, separate each value with a comma
Dimension Region
Value *

* Required

3 Ifyou are editing an existing value, alter its name in the Value field. If you are
adding new values, you can add more than one at a time; type names for any
number of values in the Value field, using a comma to separate distinct entries.

Click on the Save button. The List panel returns.

5 When you clicked on a plus-sign icon to display dimension or attribute values,
the icon changed to a minus sign. Click on a minus-sign icon to restore a row, or
the minus-sign icon in the header row to restore the List panel, to its original
form, with no values displayed.
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Creating Likelihoods and Ratings

A likelihood is an expression of the chance that your company will fail to meet the
conditions imposed by a control. A rating is an assessment of the relative importance
of a control. The values one can select for either are user-configured, and the config-
uration process for the two measures is very similar:

1 From the Administration Home, click on the List Likelihoods link to create or
edit likelihoods, or on the List Ratings link to create or edit ratings. A list panel
displays the names of existing likelihoods or ratings, together with a description
and a numeric value associated with each.

2 To edit an existing likelihood or rating, click on its name in its list. To create a
new one, click on the Add Likelihood button or the Add Rating button. A form
like the following one appears:

$# LogicalApps, | ACTIVE Governance

| bome | Comrol Libeary | Control swtomation | Seqreqation of uties | Access Monsoring | Reporting Bt ]

Heme > Administration > List Likaliheods > Add Likelineed

3 In the Name field, type a name for the item — for example, “high” or “moder-
ate” for a likelihood, or “critical” or “minor” for a rating. (As a user creates a
control, she selects from the Name values configured for likelithoods or ratings.)

4 In the Description field, type a brief description of the item.

5 In the Value field, type a number that sets a precedence this item has with re-
spect to other ratings or likelihoods. (You’re free to decide whether a lower nu-
meric value is equivalent to a greater or lesser precedence.)

6 Click the Save button to save the item.

Creating and Mapping ID Value Sets

24

ACTIVE Governance requires that an ID be assigned to each control-library element:
controls, control objectives, subprocesses, cycles, processes, policies, and risks. For
each element, configure an “ID value set,” which determines the format and range of
ID values. An ID may consist of up to three segments, and you can make formatting
selections for each segment.

Create or Edit Value Sets

To define value sets, click on the Administration tab, and then on the List ID Value
Sets link. A List ID Value Sets panel appears, displaying a name, description, and
formatting example for each value set that has already been defined, if any.
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To edit an existing value set, click on its name in the list. To create a new value set,

#

click on the Add ID Value Set button. A form like the following one appears:

= LogicalApps, | ACTIVE Governance

| buerwe | Contiol Lawary | Contiol Aulaetion | Segrogation of Duties | Accrees Musiting | Beporiing B0 ]

Home > Administration Heme = List ID Yalue Sets > Add 1D Yalue Set

Ciffective From 18-lar-2006 m

Fifecti To

Sepment Structse
No. of Segrments

Segrment 1 Foremal Validation

Sugrrent Vishe: Typee * Characiin Type

Fisoned Varhumy Sesgrnend Widlh
Stanrting Vibue 1 Hodification Theeshold %
Increments

Insert entries in fields to create a new value set, or alter any of the current entries to
edit an existing value set:

1

Type a name for the value set in the ID Value Set Name field, and type a brief
explanation of its use in the Description field.

Select starting and ending dates for the value set in the Effective From and
Effective To fields, respectively. (See “Date Fields,” page 6.)

In the No of Segments field of the Segment Structure box, select the number of
segments into which each ID is to be divided — up to three. If you select more
than one, also use the Segments Separator list box to choose a mark of punctua-
tion that delimits the segments — a dash, a dot, or a pipe (]).

A Segment Format Validation box remains in place for each of the segments you
specified in step 3. In each box, select values that define its segment format.

First, in the Segment Value Type list box, choose how the segment value is gen-

erated. Select Fixed Value to set a single value that is repeated in every ID, Man-

ual to require the user to enter a value while creating a control library element, or
Automation to have ACTIVE Governance supply values. Then:

e If you choose Fixed Value in the Segment Value Type field, define the value
by entering it in the Fixed Value field. Type up to six characters in any alpha-
numeric combination. In this case, no other field accepts input.
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* If you choose Manual in the Segment Value Type field, complete the follow-
ing fields. (Other fields do not accept input).

Character Type: Choose whether the segment should consist of alphabetic
characters, numeric characters, or both.

Segment Width: Enter a number (1-06) that sets the number of characters in
the segment.

e If you choose Automation in the Segment Value Type field, the segment
necessarily consists of numeric characters. Complete the following fields.
(Other fields do not accept input.)

Starting Value: Type a number that is the initial value for the segment.

Increments: Type a number that sets the amount by which each segment
value increases over the previous one.

Segment Width: Enter a number (1-0) that sets the number of characters in
the segment.

Notification Threshold %: Enter a number that sets the percentage of possi-
ble defined values that are to be used before a notification message alerts an
administrator that the full range of defined values is soon to be exhausted.

5 When you have finished defining all segment formats, click on the Save button.
(Or, if you wish to discard the values you’ve configured, click on the Cancel but-
ton.)

As you create the value set, an Example ID field presents a sample in the format you
are configuring. (If you choose the Automation value type for a segment, this sample
displays ones for the segment regardless of what you select as a starting value.)

Map Value Sets to Control Library Elements

Once value sets have been created, you need to assign them to control-library ele-
ments. To do so:

1 Click on the Administration tab, and then on the Map Control Elements to 1D
Value Sets link. The following form appears:

Tasks {1} | Profile | Sign Out | Heln

£ LogicalApps. | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Autoration | Segregation of Duties | Access Monitoring | Reporting SEURITTSTET

Home > Administration Home > Map Control Elements to ID Value Sets

Risk [Fisk ID SerREK-1T111)
Policy [FalicyTz3FOLT1111)
Process | Process(aa)

cycle [oycle ID etCyC-T111)
Subprocess |Subprucess(aa—1ﬁ)
Control Objective I CO(OR-T1-1111)

Control [ContaiCa1-1111)
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2 In the list box for each control-library element, select the name of the ID value
set you want to assign to it.

3 Click on the Next button. A second panel summarizes the selections you've
made. If you are dissatisfied with any of them, click on the Back button until you
reach the earlier panel in which that selection was made, change it, and then click
on the Next button to return to the summary panel. When you are satistied with
your selections, click on the Finish button to complete the mapping of the ID
value set.
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Creating Workflows

Whenever a control-library item is created or modified, it must be approved before it
can be used. Such items include controls and the elements that set them in context
— control objectives, subprocesses, processes, policies, policy segments, cycles, and
risks. Similarly, each request made through the Access Monitoring feature — to give
a user access to duties she does not ordinarily perform — must be approved before
the user can assume the new duties. To define sequences in which approval requests
are sent to users, groups, or both, ACTIVE Governance implements workflows.

Who Can Do This?

If your user role is Author, Manager, Rule Builder, or SOD Super User, you can cre-
ate, edit, or view workflows. An Executive, User, Auditor, or System Administrator
has view rights only. This chapter is written in the assumption that you have full
rights.

Workflow Routings and Definitions

Each workflow consists of two items: a workflow routing and a workflow definition.

The workflow routing selects sets of users, groups, or both, and establishes a sequence
in which they receive messages prompting review of control-library elements or
access requests. The routing can designate users or groups with authority to approve
or reject these items, and others who are notified of the decisions as they are made.
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The workflow definition maps the workflow routing to items in need of review, by
specifying events, dimension/attribute conditions, data source conditions, and a

priority:

* An event is a circumstance — for example the creation of a control — that trig-
gers the distribution of messages to users or groups named in the workflow rout-

ing. Two events — “Created” and “Updated” — exist for each of the control-
library elements, and a “Created” event exists for each type of Access Monitoring
request.

* A dimension/attribute condition specifies a dimension or attribute value. Be-
cause each control-library element is granted or inherits dimension and attribute
values, dimension/attribute conditions select the control-library elements to
which the workflow routing applies — those configured with a corresponding
set of dimension and attribute values.

e A data source condition identifies a database instance in which user-access
requests are to be implemented.

¢ The priority determines which workflow routing is used when more than one
might otherwise apply.

4

Note

Workflow routings and workflow definitions may also configure review
processes for suspects generated by control monitors. This aspect of work-
flow configuration is discussed in detail in the ACTIVE Policy Governor User’s
Guide, and so is not covered here. Moreover, a workflow definition may be
configured to use data conditions, in addition to items listed above. Data
conditions apply only to workflows that distribute suspects for review, and
so they too are discussed in the ACTIV'E Policy Governor User’s Guide.

A Simple Workflow Example

30

The following figure illustrates how a control-library element, workflow routing, and
workflow definition may work together to initiate review when the element is created

or updated:
« Waorkflow Definition N
Control
Events:
Control Created Wurklfluw
Control Updatad Routing

Dirmensions . . .
DimensionfAttribute
Aftributes Conditions

In this example:

A control has been created. The user who configured it assigned it a set of

dimension and attribute values.
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* A workflow definition has a matching set of dimension/attribute conditions.

* The workflow definition also has the appropriate event — Control Created —
for initiating the review of a newly configured control. (It also has the Control
Updated event, and so would apply when the control is modified.)

e As aresult, the workflow definition can forward requests to approve the control
to users and groups named in the workflow routing.

Combining Priorities and Conditions in Workflow Definitions

More than one workflow definition (and so more than one routing) may apply to a
control-library element as it is created or updated. Any definition may apply if it
specifies the appropriate event and if an element satisfies every one of its conditions.

For example, a control may be assigned values for two dimensions and one attribute
—d1, d2, and al. A workflow definition with d1, d2, and al as dimension/attribute
conditions might apply to the control. But so might definitions that set any combi-
nation of the three as conditions — such as d1 and d2, or d1 and al, or d2 alone —
or that set no conditions at all.

To resolve contention among workflow definitions, you assign each a priority. The
value 7 indicates highest priority, and precedence declines as number values increase.
When several workflow definitions might apply to a control-library element, the
highest-priority definition among them is the one to be used.

More specifically, assume that a control has been created. Several workflow defini-
tions are configured to have the Control Created event; any of them may apply to
review of the control. The workflow engine compares the control configuration with
that of the highest-ranking among the workflows: does the control have all the
dimension and attribute values specified as dimension/attribute conditions in the
workflow definition?

If so, the workflow routing mapped to the definition is applied to that control. If
not, the engine compares the record with the second-highest-priority workflow defi-
nition. Again, if the control satisfies all conditions set by the definition, the mapped
workflow routing is used; if not, the engine moves to the next-highest-priority work-
flow definition. It continues until it finds a match.

There is a danger of configuring a workflow definition with a specific set of condi-
tions, and having it never be used because a more general definition has a higher
priority. A control that qualifies for the d1-d2-al definition would, for example, be
captured first by a higher-priority definition that sets d1 (or any of the other values)
as its only condition. As a result, it is generally advisable that as the conditions con-
figured for a workflow definition become more specific, the definition should receive
a higher priority.

Suppose, for example, that your firm recognizes two regions, East and West. Some
controls apply to both regions; they would be configured so that a dimension called
Region has two values, East and West. Other controls apply to one region or the
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other; they would be configured so that the Region dimension has only a single
value, East or West.

It may further be appropriate that reviewers within a region approve controls for that
region. If so, you would create three workflows. The first, for the review of controls
that apply to both regions, would set both East and West as conditions. The remain-
ing two would set only one condition — East for one and West for the other. Of the
three, the Both Regions workflow would be the highest ranking because it is most
specific. East and West are equally specific, so either might be second, and the other
would be third. Say East is second.

Thus, the workflow engine would route controls for approval as follows:

¢ A control with the Region dimension set to both East and West would be con-
sidered first for the Both Regions workflow. The engine would reach a true result,
and the workflow would be used. The other two workflows would not be con-
sidered.

e A control with the Region dimension set only to East would be considered first
for the Both Regions workflow. The control does not have both of the dimen-
sion values specified as conditions in that workflow, so the engine would reach a
false result. It would then consider the next-priority workflow, East. This time
the evaluation would produce a true result, and the East workflow would be
used. The West workflow would not be considered.

¢ A control with the Region dimension set only to West would be considered first
for the Both Regions workflow and then for the East workflow; the engine
would reach a false result for each and would then consider the next-priority
workflow, West. This time the evaluation would produce a true result, and the
West workflow would be used.

A definition with no conditions and the lowest priority serves as a “catch-all,” im-
plementing a workflow routing for any object whose dimension and attribute as-
sighments do not match up with the conditions of any higher-priority workflow
definitions. A “Default Workflow” exists to serve this purpose. It routes requests to
a user selected during installation, and its definition has priority number 1000, has no
conditions, and calls all possible events.

Combining Events and Conditions in Workflow Definitions

32

You may combine any number of events within a single, multipurpose workflow
definition. However, each event can be paired only with conditions that do not filter
out all of the items the event is intended to select. For example, access requests are
not associated with dimensions or attributes and do not return data values, so an
access-request event would never generate results if it wete paited with a dimension/
attribute condition or a data condition.

Similarly, control-library elements are associated with dimensions and attributes, but
do not return data values. So a “Created” or “Updated” event for a control-library
element may be paired with dimension/attribute conditions, but would never gen-
erate results if associated with a data condition.
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Therefore, as you create a workflow definition, you select events before conditions,
and ACTIVE Governance prevents you from setting conditions that do not agree
with the events you’ve chosen. Specifically:

*  You can create data conditions only if a workflow definition specifies the Con-
trol Monitor Task Created event and no other events. (The Control Monitor Task

Created event triggers the review of suspects generated by control monitors; see
the ACTIV'E Policy Governor User’s Guide.)

*  You can create dimension/attribute conditions if a workflow definition specifies
the Control Monitor Task Created event, one or more “Created” or “Updated”
events for control-library elements, or both. These conditions become unavail-
able if the definition specifies a “Created” event for access requests.

*  You can create data source conditions only if a workflow definition specifies
“Created” events for access requests, but no other events.

Moreover, when you edit a workflow definition, ACTIVE Governance prevents you
from adding or removing events if the definition includes any condition.

Statuses and Versions

A workflow routing may have any number of versions, and each version exists at one
of four statuses: Editing, Active, Pending Inactivation, and Inactive.

* A workflow routing at the Editing status is in development. Editing is the default
status for a newly created version of a workflow, and only a version at the Edit-
ing status can be modified.

* An Active workflow routing is actually used; it generates approval requests. Only
one version of a workflow routing can be Active at a time.

*  When a workflow routing is promoted from Editing to Active, the version that
had been Active should be made inactive. At that moment, however, any number
of approval requests may have been initiated but not completed under the terms
of the eatlier Active version. If so, status for that earlier version is set automati-
cally to Pending Inactivation; it remains at that status until all of its outstanding
issues are resolved.

* An Inactive workflow routing is not used. A version may reach this status from
Active (when a new version is promoted from Editing and replaces it as Active)
ot from Pending Inactivation (upon resolution of issues that were outstanding
when it was replaced as the Active version). You can assign Inactive status to a
version manually. Or, when you promote a version to Active status, ACTIVE
Governance inactivates the version (if any) that had previously been active.

Displaying a List of Workflow Routings

To view, create, or modify a workflow routing, ensure that the Administration tab is
selected in the ACTIVE Governance Platform. Then click on the Workflow Routing

User’s Guide: ACTIVE Governance Platform 7.1 33



Chapter 4: Creating Workflows

link in the Workflow Administration section of the Administration Home. A List
panel then displays active workflow routings, and presents information about them
— name, description, date last modified, version number, and status:

. Tasks (0} | Profile | Sign Out | Help
u
HH

222 LogicalApps, | ACTIVE Governance

‘Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting SEUTITETE T

Control Monitor | Workflow Routing | Workflow Definition

Home > Administration > List Workflow Routings

Default Approval Viorkflow This is the Default approval Workflow, will always create a task in Administrator's Task  Apr 26, 2006 9:52 AM 3 Active
List

D3 Wiorkflow 2 May 9, 2006 5:13 PM 2 Active

Show m Results Result1-20f 2 Page M of 1

Add Workflow Routing

Note

Z If ACTIVE Policy Governor is installed, you can select the Control Auto-
mation tab instead. You would then select a link in the Library Navigator —
Workflow Routing to work with routings or Workflow Definition to config-
ure definitions. By convention, however, this manual directs you to the Ad-

ministration tab; workflow features are available from it regardless of whether
ACTIVE Policy Governor is implemented.

To view entries for workflows at a specific status, use the Status list box (it’s unla-
beled, but is located above the list of workflow routings, along the right side). You
can select All or any of the individual statuses — Active, Editing, Pending Inactiva-
tion, or Inactive.

Adding a Workflow Routing

To create a new workflow routing:

1 In the List panel, click on either of two buttons — one at the top right, and
another at the bottom center — labeled Create Workflow Routing. A Create
Workflow Routings panel appears:

Tasks (0} | Profile | Sign Out | Help

un

iz LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting JERIGTIIE G

Control Monitor | Workflow Routing | Workflow Definition

Home > Administration > List Workflow Routings > Add Workflow Routings

Name * [

Description =]

13875 characters lef

* Required

2 In the Name field, type a name for the workflow routing.
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3 In the Description field, explain how the routing is to be used. (Note that a
second field keeps a tally of the number of characters you may use.)

4 C(Click on the Save button.

The act of saving the routing automatically opens a panel that lists its existing versions
— in this case, a single version at the Editing status. From this panel (which is shown
below), you can open the routing for editing.

Opening a Workflow Routing for Editing

As you edit a workflow routing, you either select values for a newly added one or
modify values for an existing one. In either case, a version of the item must exist at
the Editing status.

You begin to edit a routing by selecting (or creating) its Editing version in a panel
that lists all its versions. In the same panel, you can select another version (if any has
been created) to view its configuration details. The panel opens automatically for a
newly created routing (which necessarily has only an Editing version). For an existing
routing, complete these steps to open the panel:

1 Ensure that you have opened the List Workflow Routings panel. (See page 33.)

2 Ifyou are interested in routings at a particular status, set the Status filter
accordingly; or, select All if you want to see routings at more than one status.

3 The List panel presents a filtered list of workflow routings. Click on the name of
the one you want to change. produces a View Workflow Routings panel, which
lists all existing versions of the routing you’ve selected.

* If no Editing version yet exists, the panel displays a Add Version button (as
shown in the top instance of the panel in the following illustration).

» If an Editing version already exists, the panel displays a row for it (row 2 in
the bottom instance of the panel in the following illustration).

Tasks (0) | Profile | Sign Out | Help

4 LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Home > Administration > List Workflow Reutings > View Werkflow Routings

Ut | Help
Manage Definitions

Workflow Routings are managed by version
Stevens
Routing Name  Eastern Reviewers
Created By wslevens
Created On May 10, 2006 9:44:00 Abt

Definitions

ersion ________________Jtaws ______________foeated ________________ _Jactms |

i Active My 10, 2006 944,00 Av Inaciivate

Definitions
T ]
Active May 10, 2006 8:44:00 AM Inactivate
Editing May 10, 2006 8:45:57 AM Edit | Delgte
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From this panel, you can:

¢ Create an Editing version by clicking on the Add Version button. The new
version is a copy of the most recent (typically Active) version.

¢ Open the Editing version for modification by clicking on its version number or
its Edit link.

¢ Open any other version for viewing by clicking on its version number. You can-
not change any information for a version at any status other than Editing.

¢ Delete the Editing version by clicking on its Delete link.
* Retire the Active version by clicking on its Inactivate link.

* Rename the routing, or revise its description, by clicking on an Edit link that
appears next to its name. (The link, and the renaming capability, exist only if the
routing has an Edit version and no other version.) This opens an edit panel that
works in the same way as the Add panel (page 34) in which the routing was
originally named and described.

Editing a Workflow Routing

36

A workflow routing implements a series of steps, each of which selects either users
or groups charged with rendering approval decisions, and may designate other users
or groups who receive notification when each decision is made. All receive approval
requests or notifications at the Task Inbox of the ACTIVE Governance Platform.

Those with decision-making authority approve or reject requests — for the creation
or modification of a control-library element, or for access to extraordinary duties. A
request must be approved at one step before it proceeds to the next. If it is rejected,
the workflow ends; reviewers identified in subsequent steps are not sent messages.

At each step, you can select one of three types of decision-makers:

*  Groups/First to Act: All members of one or more groups receive messages that
an item is to be reviewed, but the first member to respond acts for everyone,
either approving or rejecting. After the first response, other members of the
groups can no longer respond.

*  Groups/Requires All: All members of one or mote groups receive messages that
an item is to be reviewed. For the item to be approved, all group members must
approve it. A single rejection decision causes the item to be rejected and the
workflow to end.

* User: One or more users receive messages that an item is to be reviewed. If two
or more users are designated, all must approve the item in order for the
workflow to proceed to its next step. A single rejection decision causes the item
to be rejected and the workflow to end.

Before you can create a workflow routing, the groups or users it is to call must
already have been created. (See Chapter 2, “User Administration.”)
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Once this is done, either create a workflow routing (page 34) and open its Editing
version (page 35), or open the Editing version of an existing routing. A Definition
panel appears, displaying a prompt to create new steps; if steps have already been
created, the panel also lists them, with prompts to edit them. (This instance of the
Definition panel is shown below. You can open a version of the routing at a status
other than the Editing; in that case, the Definition panel lists its steps with prompts
to view, but not change, their details.) The Definition panel also enables you to attach
a document to the Editing version (page 39) or review change history for any version
(page 44).

Tasks (0) | Profile | Sign Out | Help

ogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Home > Administration > List Workflow i > Eastern

Routing Name Eastern Reviewers
Created By wstevens Editing
Created On May 10, 2006 3:45:57 AM

Add New Step

[Tyne
1 Stept Approval Type(User Approval)

2 Step2? Approval Type(First To Acf)

Attachment  MNone Browse.. | Download | [Delete

[ Activate Workflow Routing

Show Change History

To create or modify steps that designate reviewers:

1 Click on the Add New Step button to create a new step, or click on the Edit link
in the listing for an existing step to modify it. The following form opens:

Tasks (0} | Profile | Sign Out | Help
ogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Home > Administration > List Workflow Routings > Eastern Reviewers > Edit Definition » Add Approval Step

Add Approval Step

Name Stepd

Specity atype of approval and the participants in that approval

Type ' Groups /First To Act - Sends each suspects or approval to one or mare groups of users
The firstuserto respond does so far for everyone; after the first
responsge, other members cannot respond. Ifthe response is affirmative, the
workflow proceeds to the next step
& Groups / Requires All - Sends each suspect or approval to one of more groups of Users
All group(s) members must respand afirmatively for the workfow to proceed to the next step
" User - Sends each suspect or approval to one or more users. All users must respond affirmatively
far the worklow to proceed to the next sten.
Members groupl
group2
group3

Send Notifications r

In the Name field, type a name for the step.
Select groups or users who can approve or reject items:

* Click on one of the Type radio buttons to determine the reviewer type.
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e Alist of values appears next to the Members label, displaying either groups
or users (depending on the type selection you made). Highlight those you
want: To highlight a single user or group, click on it. To highlight a continu-
ous selection of users or groups, click on the first one, hold down the Shift
key, and click on the last one. To highlight a discontinuous selection of users
or groups, hold down the Ctrl key as you click on items.

4 Optionally, select users or groups who are notified when actions are taken. Click

on the Send Notifications check box:

Blembas
roup?
aroupd

Siend Nolffications =

= o Appronal ¥ 00 Regection §Ewcepion

© s & Growps © Step's Mombiers s © Groups 7 Step's Mismbers

roupl
roupl

Two more check boxes appear, one labeled On Approval and the other On
Rejection/Exception. Click on either or both to designate those who will receive
notifications of approvals, rejections, or both.

Beneath each selected check box, a set of three radio buttons appears: Users,
Groups, and Step’s Members. Click on one.

* If you select Step’s Members, you need make no further selections; notifica-
tions will be sent to the users or groups already chosen in the Members field.

e Ifyou click on User or Groups, a list of values appears, displaying names of
users or groups; highlight those you want. Again, to highlight a single item,
click on it. To highlight a continuous selection of items, click on the first one,
hold down the Shift key, and click on the last one. To highlight a discontinu-
ous selection, hold down the Ctrl key as you click on items.

Click on the Save button. The focus returns to the Definition panel, which now
displays a row for the step.

When you finish creating steps, the workflow routing is saved in its Editing status
(because you have saved its individual steps as you created or edited them). At this
point, you can use the Definition panel to perform these additional actions:

Delete a step by clicking on the Delete link in its entry on the panel.

Rearrange the order in which steps are to be completed: In the Sequence column
of the Steps listing, renumber the steps to reflect the sequence you want, and
then click on the Rearrange Steps button.

Promote the workflow routing from Editing to Active status by clicking on the
Activate Workflow Routing button. At this point the version of the workflow
routing that had been Active (if any) moves to an inactivate status.

If an earlier Active version was linked to a workflow definition, and you promote
a new version to Active, the existing workflow definition does not apply to the newly
Active routing. You must create a new workflow definition for it.
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Attaching a Document

You can attach a file to the Editing version of a workflow routing, and display the
contents of the file. Typically, such a file documents how the workflow routing is to
be used. First, use a text editor, word processor, or similar application to prepare the
file. Then complete the following steps:

1 Navigate to the Definition panel for the workflow routing to which you want to
attach a file.

Click on the Browse button near the lower center of the panel.

A Choose File dialog opens. Using standard Windows procedures, navigate to
the file you want, click on its name, and then click on the Open button.

4 The path to the file appears in the text box next to the Browse button on the
Definition panel. Click on the Add button. The name of the attached file appears
next to the Attachment label.

Attachment  UsersT10_ActGovP atform.doc Browse I 'm‘ ’m‘

[ Activate Workflow Routing ]

Show Change History

5 To open and review the file, click on the Download button.

You can attach only one file at a time, but you can detach an existing file to make
room for a new one. To do so, click on the Delete button. A confirmation message
appears in a pop-up window; click on its Yes button.

Configuring a Workflow Definition

To create the workflow definition that applies a workflow routing to items in need of
review, return to the Administration Home — click on the Administration link in the
breadcrumb trail or on the Administration tab. Then click on the Workflow Defini-
tion link in the Workflow Administration section of the Administration Home.

A Workflow Definition Library panel displays an entry for each workflow routing
with a version at the Active status, along with its description, the priority number of
its workflow definition (if one has been assigned), and whether events and condi-
tions have been assigned. Click on the name of the workflow routing for which you
want to configure a definition.

£ Logicalapps, | ACTIVE Governance

Homva | Contral Library | Confrol Automation | Segragation of Duties | Access Montoring | Reportmg SRR

Control Mansor | \Workflow Foutine | Workfiow Definition

y  [Evens Defined Conantsons Dafived

| Eastem Revigwers Routing for me Eastem reglon

| Ratauit Aporgval Warkllow This {5 e Default aparoval Workllow, will 1100
by cravalie a fis i Addrinisdral'S
Tasik Lisl

LT B
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Selecting Priority and Events in a New Definition

If you have selected a workflow routing for which no definition yet exists, an Add
Workflow Definition panel opens.

Tasks (0} | Profile | Sign Out | Heln

£ LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens
Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting R LTIETELT]

Control Monitor | Workflow Routing | Workflow Definition

Home > Administration > Workflow Definition Library > Add Workflow Definition

Priority 500

Event(s) Available Event(s) Selected Event(s)

Control Monitar Task Created Control Created
Confrol Objective Created Contral Updated
Caontrol Objective Updated

Cycle Created

Cycle Updated

Policy Crested

Paolicy Section Created

Paolicy Section Updated

Paolicy Updated

Process Created

In this panel, you can select both priority and events. Do #of select 0 as a priority;
apart from that, you can select any number not already in use (you’ll receive an error
message if you do select a duplicate). You may wish to review “Combining Priorities
and Conditions in Workflow Definitions,” page 31.

Each type of control-library element has a “Created” event and an “Updated” event;
each type of access request has a “Created” event; and a “Control Monitor Task Cre-
ated” event applies to the review of suspects generated by control monitors. You can
select any combination of these events in a single workflow definition, but (as discussed
eatlier), the way you combine them determines the types of conditions you can con-

figure for the definition. Take care to choose events that will enable you to create the
conditions your workflow definition will need. You may wish to review “Combining
Events and Conditions in Workflow Definitions” on page 32.

To use the Add Workflow Definition panel to select a priority and events:
1 In the Priority field, delete the number 0 and type the priority number you want.

2 In the Available Events field, highlight the events you want to select. To high-
light a single event, click on it. To highlight a continuous set of events, click on
the first one, hold down the Shift key, and click on the last one. To highlight a
discontinuous set, hold down the Cttl key as you click on events.

3 Click on the > button to send the events you’ve highlighted from the Available
Events field to the Selected Events field. Or, click on the >> button to send all
events to the Selected Events field, regardless of whether they are highlighted.

If you reconsider, highlight events in the Selected Events field, then click on the
< button to return them to the Available Events field. Or, click on the <<

button to return all events to the Available Events field, regardless of whether
they are highlighted.

4 Click on the Next button. The Add Workflow Definition panel now summarizes
your selections. If you are dissatisfied with any of them, click on the Back button
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to return to the previous panel; edit the values it displays and click on the Next
button to return to this summary panel. When you are satisfied, click on the
Finish button to complete the configuration of the priority and events.

Selecting Conditions for a New Definition

When you finish configuring priority and events, a Workflow Definition panel dis-
plays the values selected for the definition:

Tasks (0) | Profile | Sign Qut | Help

2 LogicalApps. | ACTIVE Governance

‘Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting XTI TR

Control Monitor | Workflow Routing | Workflow Definition

Home > Administration > Workflow Definition Library > Workflow Definition

Name Eastern Reviewers
Priority 500
Event(s)

» Contral Created
& Control Updated

Condition(s)

Mo Conditions found.

The panel presents buttons you can click to configure distinct types of conditions.
As noted earlier, the types you can configure depend on the events selected for the
definition, so the assortment of buttons on this panel also depends on the event
selection:

e If you have selected “Created” or “Updated” events for control-library elements
(with or without the Control Monitor Task Created event), the panel presents the
dimension/attribute condition button, and you can create that type of condition.

* If you have selected only the Control Monitor Task Created event, the panel
offers two buttons, for dimension/attribute conditions and data conditions, and
you can create both types of conditions.

¢ If you have selected only “Created” events for access requests, the panel presents
the data source condition button, and you can create that type of condition.

e If you combine access-request events with any other event type, the panel pre-
sents no condition buttons, and you cannot create conditions.

The conditions you create are joined by an AND connector. All must evaluate to true
(and the workflow must have a higher priority than other eligible workflows) for the
workflow routing associated with this definition to be used.

A dimension/attribute condition states that a dimension or attribute equals a partic-
ular value; the workflow may map to a control-library element assigned a dimension
or attribute with the same value. To select dimension/attribute conditions:

1 Click on the Add Dimension/Attribute Conditions button. An Add Workflow
Condition panel appears (as shown at the top of the next page).
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oun Tasks {0) | Profile | Sign Out | Help
i LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting EEBRTTTEIENLN

Home > Administration > Workflow Routing Library > Define Routing Conditions > Add Workflow Condition

Left Operand * Fﬂﬁm [Attributes DeEanmen(

Operator Equal To

Right Operand *
West

* Required

2 Asa Left Operand, select a dimension or attribute. The leftmost box always

reads Control Element; click on either Dimensions or Attributes in the middle
box. According to your selection, the rightmost box displays either the dimen-
sions or attributes configured on your system; click on one of them.

Accept the default, Equal To, as the Operator value. (You cannot change it.)

The Right Operand box displays the values for the dimension or attribute you
selected as a left operand; click on one of them.

Click on the Save button. The focus returns to the Workflow Definition panel,
with the new condition added to the list.

A data source condition identifies a database instance in which user-access requests
are to be implemented. To select data source conditions

1

£ LogicalApps. | ACTIVE Governance

Click on the Add Data Source Conditions button (if you have selected access-

request events for a workflow definition, and the button is therefore present in

the Workflow Definition panel). A different instance of the Add Workflow Con-

dition panel appears:

Tasks (0) | Profile | Sign Out | Help.
R ——

Home | Control Library | Control Autornation | Segregation of Duties | Access Monitoring | Reporting SEDGIITETEIGT]

Home > Administration > Workflow Routing Library » Define Routing Conditions > Add Workflow Condition

Operator Equal To 2

Aspen
Lajolla.Eng
Newpart
aspen iy

Data Source Name *

* Required

Accept the default, Equal To, as the Operator value. (You cannot change it.)

In the Data Source Name field, select the name of the database for which you
want user-access requests to be reviewed.

Click on the Save button. The focus returns to the Workflow Definition panel,
with the new condition added to the list.
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As a reminder, data conditions are appropriate only for a workflow to be used for

reviewing suspects generated by control monitors. For information on creating them,
see the ACTIV'E Policy Governor User’s Guide.

Editing an Existing Definition

To edit a workflow definition, select it in the Workflow Definition Library panel
(page 39). This takes you directly to the Workflow Definition panel that displays the
configured values for the definition you’ve selected:

e Tasks {0) | Profile | Sign Out | Help
2 LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting JERITISGNT

Control Monitor | Workflow Routing | Workflow Definition

istration > Workflow Definition Library > Workflow Definition

Name Eastern Reviewers
Priority 500
Event(s)

» Caontrol Greated
* Control Updated

Conditionis) [ irnenston, Attrbute Condit ]

Left Operand [ Right Operand Actions
East

Control. Dimensions Region Egual To Edit | Delete

Show Change History

You can always modify the priority assigned to a workflow (providing that the new
priority value is not already taken by another workflow). However, once you have
configured an original set of events for a workflow definition, you cannot subse-
quently add or remove events if you have also configured conditions for the defini-
tion. To edit the selection of events for a workflow definition, you must first delete
all of its conditions. To do this, click on the Delete link in the row for each condi-
ton.

To edit priority or events, click on the Edit link in the Workflow Definition panel.
(This link is toward the upper right of the panel, aligned horizontally with the
Priority field). This opens an Edit Workflow Definition panel; apart from its label,
it’s the same as the Add Workflow Definition panel, except that it shows the values
already selected for the definition, and the event fields are read-only if you have not
deleted the conditions associated with the definition. Use the Edit Workflow
Definition panel as you would the Add Workflow Definition panel (see page 40).

To edit a condition, click on the Edit link in its row on the Workflow Definition
panel. This opens an Edit Workflow Condition panel that is appropriate to the type
of condition you are editing. Each of these panels, label aside, is the same as the
corresponding Add Workflow Condition panel except, once again, that it displays
the values already configured for the condition. You can use these panels in the same
way that you would use the Add Workflow Condition panels (see page 41). You can
also delete conditions (as discussed above) or use the Add buttons to add new condi-
tions.
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Reviewing Change History

44

For each version of a workflow routing, or for any workflow definition (which of
course corresponds to the Active version of a workflow routing), you can view a his-
tory of the changes made to the item:

1 Open the panel from which change history can be viewed:

* For a workflow routing, this is the Definition panel. See “Editing a Work-
flow Routing” (page 36) for information on opening this panel.

* For a workflow definition, this is the Workflow Definition panel (page 43),
which is opened from the Workflow Definition Library panel (page 39).

2 C(lick on the Show Change History button. A grid appears at the bottom of the
panel, displaying a row for each time changes were saved for a workflow routing
or workflow definition. Each row shows the date and time on which changes were
saved, and identifies the user who made the changes.

Attachment  None Browse..| Downioad | [Delete

[ Activate Workflow Routing

Hida Change History

Change Details

May 15, 2008 11:29:41 AM wstevens Created
May 16, 2006 11:30:03 AM wstevens Show Changes

Show m Results Result 1-20f 2 Page ﬂ of1

3 The first row in the grid documents the creation of the item; it’s read-only, and it
displays a static value, “Created,” in a Change Details Column. Each subsequent
row documents a change, which may in fact involve modifications to several re-
lated fields, all of which were saved at once. To view details about such modifi-
cations, click on the Show Details link in the Change Details column for one of
these rows.

A second grid appears, displaying the old and new values for each modified field
associated with the row you selected.

EiachmEntigions Browss_ | Download | [ Dalete
[ Activate Workflow Routing ]

pate e [ChangaDetais

May 15, 2006 11:29:41 AM witewens Created

May 15, 2006 11:30:09 Ad welevens Show Changes

Show m Results Result 1-20f2 Page E of 1
Orignavate

Routing Header

Routing Parameters

Routing Steps
Step Mame MA Step3
Approver Step Type MA Approval TypeiUser Approval)
Approver(s) MA User§

This grid categorizes the changes according to whether they have been made to
the “header” (the name and status of an item), the steps, or other miscellaneous
items such as attachments. (This form is used also to show change history for con-
trol monitors created in ACTIVE Policy Governor, and a parameters category
applies to them.)
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4 Click on the Show Details link in other rows to view old and new values for
changes saved at other moments. O, to close both grids, click on the Hide
Change History button.

Updating Priority Values

You may create a large number of workflows, each, of course, incorporating a defi-
nition that includes a unique priority number. You may then identify a need to create
a new workflow whose priority must be set at some point amid the values that have
already been taken. This may require that the priorities assigned to many workflows
be reset (if, for example, one thousand existing workflows have consecutive priority
numbers, and you need to create a new workflow with a priority of, say, 15).

ACTIVE Governance enables you to reset the priorities of any number of work-
flows at once, rather than edit individual workflow definitions. To do so:

1 Click on the Administration tab in the ACTIVE Governance Platform. This
opens an Administration Home panel; in it, locate the Workflow Administration
section and click on the Manage Workflow Priorities link. An Update Workflow
Priorities panel appears:

Tasks (0} | Profile | Sign Out | Help

1§ LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting RS g

Home > Administration » Update Workflow Pricrities

Current Min Priority: 1
Current Max Priority: 1000

Increment Size *
Starting Priority *

* Required

2 Review information about your current priority configuration:

e The Current Min Priority field shows the smallest priority value (and there-
fore actually the highest priority) assigned to an existing workflow definition.

¢ The Current Max Priority field shows the largest priority value (and therefore
the lowest priority) assigned to an existing workflow definition.

3 In the Starting Priority field, type the existing number of the first priority you
want to reset to a new value. In the example above, you want to create a new
workflow at priority 15. So the first priority you need to reset is for the workflow
currently at 15. It and subsequent priorities will increase by an amount to be
determined in the next step.

4 In the Increment Size field, type the number of openings you want to create at
the starting point.

In the example above, you’re creating one new workflow, so you need one
opening for it, and would enter the value 1 in the Increment Size field. The
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workflow whose priority was originally at 15 would move to 16, and subsequent
priorities would also be increased by one.

But if, instead, you had two new workflows to create and wanted to assign them
priorities 15 and 16, you would enter 2 here; the existing number 15 would then
become 17, and subsequent priorities would be renumbered accordingly.

5 Click on the Update Priorities button.
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The control library consists of controls and other elements that set a business context
in which controls exist. A control connects directly to a control objective and, through
it, inherits associations with subprocesses, processes, policies and policy sections,
cycles, and risks. Although a company defines instances of these elements to reflect
its business environment, elements must fit in the following hierarchical scheme:

Paolicy Frocess Cycle Rizk
I t 1 t }
Folicy Section
T ¥
Subprocess

|
|
| !
L————— Contral Objective

!

Control

To enforce this hierarchy, ACTIVE Governance permits most of these elements, as
they are created, to be linked only to those directly above or below:

A policy, process, cycle, or risk connects directly to a subprocess, and inherits the
control objectives and controls associated with the subprocess.

A subprocess links upward directly to a policy, process, cycle, or risk, and downward
to a control objective. It inherits controls associated with the control objective.
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* A control objective links upward directly to a subprocess and downward to a con-
trol. It inherits policies, processes, cycles, and risks associated with the subprocess.

* A control links directly to a control objective an inherits all the higher-level ob-
jects associated with the control objective.

The one exception to this scheme is the policy section. While subordinate to a policy,
it links to one or more control objectives, conceptually bypassing the subprocess.

Who Can Do This?

A Manager, Rule Builder, SOD Super User, or Executive can create, edit, or assess
control-library elements. An Author or User can create or edit them, but not assess
them. An Auditor can view and assess them, and a System Administrator can only
view them; neither has create or edit rights. This chapter is written in the assumption
you have full rights.

Displaying Lists of Control-Library Elements

48

To view, add, or edit any control-library element, begin by clicking on the Control
Library tab. ACTIVE Governance Platform then presents a List Controls panel. In
the Library Navigator, you can click on a link to a similar List panel for any of the
other elements (as well as a link back to the List Controls panel).

Tasks (1) | Profile | Sign Out | Help
ogicalApps, | ACTIVE Governance

‘Welcome, Wallace Stevens

mcomroluhram Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | Subprocesses | Control Ohjectives | Controls

Heme > List Controls

Aftribute: Dimension: Created By Createrd Modified:

1D
= fan Efar =] [Fiter] [cear]

Filter:

[
Control D Narme Risks Policies Processes Cycles Subprocesses Objectives Rating Automation

Management establishes a process forfinancial — Management establishes a process 0 o 1 1 1 1 Critical Yes
for financial reporting baged on the
specific characteristics of the
organization and that complies with
generally accepted accaunting
principles and regulatory
requirements. These characterislics
are formally documented, approved,
and reviewed on a regular basis.

Disbursements at, before, or after the end ofan a... Dishursements at, before, or after
the end of an accounting period are
scrutinized tn ensure complete and
eonsistent recarding in the
appropriate accounting period

Statements received from suppliers are Statements received from suppliers

reconciled are reconciled to the supplier
accounts inthe accounts payvable
subledger regularly and difierences
are Investigated

Purchase orders are reviewed and approved by Purchase arders are reviewed and
manag. approved by management prior to
mailing 1o the supplier.
Access 1o unissued purchase requisitons and  Access to unissued purchase o 0
purch. requisitions and purchase orders is
restricted to authorized individuals.

Show m Results Result 1.5 079 Page M of2 Hext Page >

Initially, of course, these panels are empty; in that case, skip ahead to “Adding a
Control-Library Element” on page 52. Ordinarily, though, each panel displays a list
of its type of control-library elements; each entry includes an ID, name, and descrip-
tion for an element, and the number of other elements with which it is associated, by
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type. The List Controls panel also shows the rating configured for each control, and
whether an “automation” (a control monitor; segregation-of-duties rule; or form, flow,
or change-control rule) has been attached to the control.

Locating Control-Library Elements

To manage long lists of control-library elements, you can limit the contents of any List
panel to entries that satisty filtering criteria. Alternatively, you can use an enhanced
Library Navigator feature to locate, and open View panels for, individual elements.

Filtering Lists of Elements

To view a filtered set of entries in a List panel:

1 Specify filtering criteria by entering complementary values in any combination of
the fields that run horizontally above the list of elements:

 Filter: Select a filter you’ve configured (see the next section) for use in listing
elements. If you haven’t created any filters, this field does not appear.

e ID and Name: In each field, type the full ID for an element or its full name to
display the single element bearing that ID or name. Or, type a fragment of an
ID or name to display all elements whose IDs or names contain the fragment.
For example, the text string zent in the name field would return elements with
the words Management and Disbursements in their names.

* Attribute and Dimension: In each field, type a value configured for an attrib-
ute or dimension (not the name of an attribute or dimension) to display ele-
ments that have been assigned the attribute or dimension value. For example,
if a Region dimension has the values Eas? and West, the word East in the Di-
mension field would return elements configured to belong to the East region;
the word Region in the Dimension field would produce no results.

¢ Created By: Type the username configured for an ACTIVE Governance user
to display elements created by that user, or a text fragment to display elements
created by all those whose usernames contain the fragment.

e Created and Modified: Select one of five time ranges (such as Yesterday or
Since Last Week) to display elements created within that period, or select All
(the default) to list all elements, without time constraint.

2 When you finish specifying filtering criteria, click on the Filter button.

To discard filtering criteria and redisplay all configured elements of the type you’ve
selected in the Library Navigator, click on the Clear button.

Configuring Filters

You can configure filters for use in displaying control-library elements in their list
panels. These filters can select elements with specified dimension or attribute values,
with creation or update dates in specified ranges, or with a specified creator or
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updater. Once they are configured, you can select filters in the Filter field on the List
panel for each element type. To configure filters:

1 Click on the Profile link, and then on the Manage Filter option in the Library
Navigator for the Profile option. A List Filters panel displays an entry for each
filter that has already been created (if any).

2 C(lick on the New Filter button. An Add Control Filter panel appears:

Tasks (1} | Profile | Sign Out | Help

$ LogicalApps. | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting TSR

Home > List Filters > Add Contrel Filter

Filter Name |

Parameters ¥ Dimensions [ Atributes

imension/Attribute Categories Available Values Selected Values

Region-Europe

Region-Morth America
Region-Corporate
Region-Asia-Pacific

Region-5 Ametica
Department-Manufacturing
DepartmentHuman Resources
DepartmentT

Create Stant Date Created By
Create End Date Updated By

Last Update Start Date

Last Update End Date

3 In the Filter Name field, type a name for the filter.

4 To add dimension or attribute values to a filter, select the Dimensions or Attrib-
utes check box (ot both). This populates the Dimension/Attribute Categoties field
with the names of dimensions or attributes configured for your system; click on
those for which you want to select values. Their configured values then appear in
the Available Values field; click on those you want and transfer them to the
Selected Values field. (See “Selecting Sets of Values — a Software Convention”
on page 52.)

5 To filter on date ranges, enter values in fields in the Dates section.

*  Use the two Create fields to identify the dates between which elements may
have been created if they are to qualify for the filter; use the two Last Up-
dated fields to identify dates between which elements may have been most
recently modified.

e Select a start date, but no end date, to select elements created or updated
from the start date to the present moment; select an end date as well to de-
fine a static period.

e For any of the four fields, click on the icon to display a month-by-month
calendar; click on the < or > symbol surrounding a month name or year to
display an earlier or later month or year; then, in the calendar, click on the
date you want.
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6 To filter for elements either created or most recently updated by a particular user,
select his username in the Created By or Updated By list box in the Users section.

7 Click on the Save button. The ACTIVE Governance Platform restores the List
Filters panel, with an entry for the filter you’ve configured:

Tasks {1} | Profile | Sign Out | Heln

& LogicalApps. | ACTIVE Governance

Welcome, Wallace Stevens

CnmmlLihmry Control Automation | Segregation of Duties | Access Monitoring | Reporting ECTITTRIETGT

Home > List Filters

Filter|Search
Your Filters Operations
Aliribute Apply |Edit Delete

8 In this panel, you can:

¢ Click on the Apply link to put the filter to use. When you open any of the
List panels available from the Control Library tab, only filtered entries appear.
(You can apply other filters, or clear all filters, by making new selections on a
List panel.)

¢ Click on the Edit link to open an Edit Control Filter panel — in all but name
a copy of the Add Control Filter panel — and modify the values you’ve con-
tigured for the filter.

¢ Click on the Delete link to delete the filter. A Delete Control Filter panel
opens and prompts you to confirm the deletion. Click on its delete button to
do so, or on its Cancel button if you choose to keep the filter.

Using the Enhanced Navigator

An enhanced Library Navigator enables you to trace the hierarchical relationships
among individual elements in the control library, and to open a View panel to exam-
ine detailed information about any of the elements in the hierarchical chain you’ve
constructed.

1 From the list panel for any type of control-library element, click on the Show Nav-
igator link, located at the upper left corner of the light green band that demarcates
the Library Navigator. A hidden Navigator form is exposed. Initially, it contains
a single block that displays an entry for each type of control-library element.

m [T IRTEL T Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Hide Navigator
Library Navigator

BRisks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

2 Double-click on any of the element-type names to open the list panel for that
type of element. Or, single-click on any of the element-type names to display a
second block. This one lists all configured elements of the type you selected in
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the first block. Although the following figure begins with processes, you can start
at any level in the hierarchy.

antmlumaw Control Automnation | Segregation of Duties | Access Monitoring | Reporting | Administration

Hide Navigator

Library Navigator Processes
Risks Financial Closing and Reporting
Policies Manage Capital and Fisk

Cycles Frocure Materiais and Services
Processes Supplier

Subprocesses
Cantral Objectives
Cortrols

Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Contrals

3 In this second block, single-click on any of the elements to display a third block;
it lists elements configured to descend in the hierarchy from the one you chose
in the second block. In each new block, click on an element name to produce
another block displaying linked elements in the next-lower level of the hierarchy:

[Home IR i) Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Hide Navigator
Library Navigator Processes Subprocesses Control Objectives Controls

Risks Financisl Closing and Reporting || Managing Borrowings All borrowings ere recorded Interest is calculated by an

Policies Manage Capital and Risk Borrowings are recorded inthe || SUtomated system

Cycles Pracure Matetials and Services appropriste period. Caloulations of interest expense
Processes Supplier Maintenance Allinterest is accurately are reviewved by m

calculated and recorded in the
appropriate period,

»

Subprocesses
Control Objectives
Cortrols

Risks | Policies | Processes | Cvcles | Subprocesses | Control Objectives | Controls

4 To open a view panel for any of the elements you’ve displayed, double-click on it.

Adding a Control-Library Element

52

When you add an element to the control library, you provide information that
identifies and describes it, but you also associate it with other objects that establish
its context: dimensions, attributes, and other control-library elements. When you
complete the process, the element you’ve created is subject to approval (according to
the terms of workflows configured for your system). Thus, the element appears in its
List panel not immediately, but only if and after approval has been granted. Moreover,
ACTIVE Governance prevents you from creating or modifying an element if work-
flows are configured so that you would be an approver for it.

The information you provide for a control is somewhat different from the informa-
tion you provide for other control-library elements. Specifically, a control is given a
rating and a likelihood, and may be associated with related controls. As a result, the
configuration process for controls starts out a bit differently from the process for
other elements, but the processes become uniform after the initial steps are com-
plete. So the following sections describe the beginning of the control-configuration
process, the beginning of the process for configuring other elements, and then the
completion of the process for controls and other elements alike.

But first, when you create or edit any element, you make repeated use of a particular
ACTIVE Governance feature, which is explained in the following section.

Selecting Sets of Values — a Software Convention

As you create control-library elements (or filters), you have opportunities to select
sets of values — for example, all of the dimension values that might apply to a
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control. ACTIVE Governance offers values for selection in an “Available” box; you
transfer those you want to a “Selected” box (or, in some cases, transfer those you no
longer want back to the Available box). In some cases, a third box contains catego-
ries of items — for example, dimensions if you are assigning dimension values to a
control. You select one or more categories, and the Available box shows values appro-
priate to those categories, as in the following illustration:

Home > List Controls > Add Centrol

Dimensions Available Values Selected Values

Department- Corporate
Region™ Department - Finance

Related Account Balances™ Department - Human Resources
Department - IT
Depantment - Manufacturing
Depantment - Purchasing
Depatment- Sales

w /\

* ¥ Options having stars are mandatory

As you select values by transferring items between the Available and Selected boxes,
you can do the following:

1

& LogicalApps, | ACTIVE Governance

Highlight items you intend to select. In any box, click on an item to highlight it.
Or, to highlight a continuous group of items, click on the first one, hold down
the Shift key, and click on the last one. To highlight a discontinuous group, hold
the Ctrl key as you click on items.

Click on the > button to move highlighted items from an Available box to its
corresponding Selected box. Or, click on the >> button to send all values dis-
played in the Available box (regardless of whether you’ve highlighted them first)
to the Selected box.

Click on the < button to return highlighted values from a Selected box to its
corresponding Available box. Or, click on the << button to return all values
displayed in a Selected box to its Available box.

Beginning to Configure a Control

To add a control to the control library:

Open the List Controls panel and click on its Add Control button. (The button
appears in two places, near the top right of the panel and at the bottom center.)
The following form appears:

Tasks (1) | Profile | Sign Out | Help

Welcome, Wallace Stevens

MCuntrnlLihraw Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Heome > List Controls > Add Contrel

D Value e[ -amez

Name * [
Effective From * | |
Effective To =
Rating [Criical =]

Likelihood [High =]

Description | ﬂ
* Required as
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2 In this form, provide the basic descriptive information for the control:

e In the ID Value field, complete an ID value for the control if you've
configured ID values in a way that makes this necessary. The illustration, for
example, shows a three-segment ID for which the first segment is a fixed
value and the last is an automatically generated value; the user cannot edit
them. But the middle segment is configured for manual entry, and the user
must enter a value in the text box.

* In the name field, type a name for the control.

* Select starting and ending dates for the control in the Effective From and
Effective To fields, respectively. (See “Date Fields,” page 6.)

¢ In the Rating and Likelihood list boxes, select values that assess the relative
importance of a control and that express the chance that your company will
fail to meet the conditions imposed by the control, respectively. (These boxes
present the rating and likelihood values your company has configured.)

* In the Description box, type an explanation of the control’s purpose. The
description can be up to 3,000 characters in length, and it appears in the
entry for the control on the List Controls panel.

3 C(lick on the Next button. In a new form, click on control objectives (top) and
“related controls” (bottom) that you want to associate with the control you are
creating; move the items to the Selected boxes. (Controls may be related to one
another for any reason your company determines to be meaningful.)

Depending on your preference, you may have this form display ID values,
names, or both for the controls and control objectives you’re selecting. Simply
click on the appropriate radio button.

Tasks (1} | Profile | Sign Out | Help

4 LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

MCunlrnlLlhraw Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Home > List Controls > Add Control

@ Control Element ID ' Control Element Name ' Both
Hierarchy Available Control Objectives Selected Control Objectives
OR-00-3877
OR-01-1386
OR-01-13858
OR-00-1457
OP--1378
OPR-00-3819

Related Controls Available Controls Selected Controls
CA-00-6931
CA-01-9877
Ca-12-1234
CA-00-3004
CA-00-2969
CA-00-2855
CA-00-2858
CA-00-2994
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4 Click on the Next button to display a form in which you can select dimension or
attribute values for the control. For instructions on using this and subsequent
forms to finish configuring the control, skip ahead to “Completing the Control
Element Configuration” (page 50).

Beginning to Configure Other Control Element Types

To add an element other than a control to the control library:

1 Open the List panel for the type of element you want to create, and click on its
Add button. (Once again, the button appears in two places, near the top right of
the panel and at the bottom center.) The form like the following one appears:

tun Tasks (1) | Profile | Sign Out | Help
&2 LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Mcnmmluhrary Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | | Control Objectives | Controls

Home > List Subprocess > Add Subprocess

ID Value - 805 Format: [aa-111]

Hame *
Effective From * 26-Jan-2006 )
Effective To |

Hierarchy
Display By  Control Element ID " Contral Element Name ¢ Both
Available Flements Selected Elements
Risk - RSK-D0003
Risk - RSK-00001
Risk-RSK-0004
Risk-RSK-00005
Risk-RSK-0007
Fiisk - RSK-00008
Risk- RSK-D0009
Risk - RSK-D0002

Description

* Required

2 In the ID Value field, complete an ID for the element if you’ve configured ID
values to include manual-entry segments. (If not, accept the default ID value.)

3 In the Name field, type a name for the control-library element.

Select starting and ending dates for the element in the Effective From and
Effective To fields, respectively. (See “Date Fields,” page 6.)

5 In the Hierarchy area, choose other control-library elements that you want to asso-
ciate with the one you are creating; move the items to the Selected box. You can
select only items with a “parent-child” relationship, so the form varies according
to the type of element you are configuring. For items at the top of the hierarchy,
it displays two boxes for available and selected subprocesses; for midlevel items,
it adds a third box in which you can select a type of element to add.

Depending on your preference, you may have this form display ID values,
names, or both for the elements you’re selecting. Click on the radio button that
reflects your choice.
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6 In the Description box, type an explanation for the purpose of the element. The
description can be up to 3,000 characters in length, and it appears in the entry for
the element on its List panel.

7 Click on the Next button to display a form in which you can select dimension or
attribute values for the control-library element. For instructions on using this and
subsequent forms to finish the configuration, see the next section, “Completing
the Control Element Configuration.”

Completing the Control Element Configuration

All that remains to configure a control-library element is to select dimension and
attribute values that apply to it, specify a time period during which each value
applies, and review all the configuration details. Keep in mind that an element not
only acquires the dimension and attribute values you assign directly, but also inherits
values assigned to lower-ranking elements with which it is linked. Once you add a
value (and finish configuring the element) you cannot remove it, although you can
inactivate it by setting an end date for it.

1 Having completed the early steps of creating a control-library element, you’ve
arrived at a panel in which you can select dimension and attribute values that
apply to the element. Select dimensions and attributes in the Dimensions and
Attributes boxes. Values configured for your selections then appear in the
Available Values boxes; move the values you want to the Selected Value boxes.

A dimension or attribute marked by two asterisks has been configured to be
mandatory; you must assign a value for each of these to each control you create.
You need not assignh mandatory dimensions or attributes to other control-library
elements, because they’ll inherit values for these from the controls with which
they are linked.

sun Tasks (1} | Profile | Sitn Out | Help
i LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

| Home RO IRt Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Home > List Controls » Add Control

Available Values Selected Values

Department - Carporate
Departrment - Finance
Department- IT
Department - Payables
Department - Furchasing
Deparment - Sales
Region - Asia-Pacific
Fegion - Corporate
Region - Europe
Region - North America

** Options having stars are mandatory

Attributes Available Values Selected Values
C COS0 - Control Activities

GOS0 - Cantrol Enviranment

CQOS0 - Information and Communication

COS0 - Monitoring Activities

COS0 - Risk Assessment

F/3 Assertions - Completeness

F/S Assertions - Cut-aff

F/S Assertions - Existence/Occurrence
F/S Assertions - Presentafion/Disclosure
FiS Assertions - Recording

** Options having stars are mandataory
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2 C(lick on the Next button. A new panel lists the dimension and attribute values
you’ve selected so that you can set effective dates for them:

1 LogicalApps, | ACTIVE Governance

| Home RO IRt Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator

Home > List Controls > Add Control

Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Tasks (1) | Profile | Sian Out | Help

Welcome, Wallace Stevens

Dimension

Department - Corporate
Region - North America

Related Account Balances - Cost Of Sales

Attribute
CO50 - Contral Activities

Fr5 Assertions - Completeness

Effective From

26-Jan-2006 =
26-Jan-2006 =
26-Jan-2006 =

Effective From Date

26-Jan-2006 =
26-Jan-2006 =)

Effective To

=
=

Effective To Date

=

By default, all the dimension and attribute values are set to take effect immedi-
ately and remain in effect indefinitely. To make a change, set a new value in an

Effective From or Effective To field (See “Date Fields,” page 6.)

3 Click on the Next button. A final panel summarizes the selections you’ve made. If
you are dissatisfied with any, click on the Back button until you reach the panel
in which that selection is made, change it, and click on the Next button until you
return to this summary form. When you are satisfied with your selections, click
on the Finish button to complete the creation of the control-library element.

Viewing Control-Library Elements

Once an element is created and approved, you can view the values established for it:
Locate its entry on its List panel, and click on the ID value displayed in that entry. Or
use the enhanced Library Navigator (see page 51). A View form appears:

*un
P

i LogicalApps. | ACTIVE Governance

mmmrolubram Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator

Home > List Controls > View Control

Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Tasks (1) | Prafile | Sign Out | Help

‘Welcome, Wallace Stevens

Add Control

Control Details Edit Details

Control ID CA-00-3787
Control Name
Effective From 16-Jan-2008
Effective To
Description
The System payment run parameter

The System payment run parameter specification is

Status

Rating
Likelihood
Related Controls

is approved by r

Systern restricts to

authorized personnel the ahility to modify the payment run parameter specification or to initiate a

payment run.

CA-00-2966

Active
Critical
High

Control Name
Goods received are matched an-line or
manusally wit...

Dimensions | Attributes | Hierarchy | Assessments | Automation | Change History | Attachments |

FlDepartment (2)
[ Region (2)
Related Account Balances (2)

Show All | Edit

The white portion of this form presents the basic, descriptive information for an
element. Items to the left of a vertical blue line — ID value, name, effective dates,
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and description — are displayed no matter what type of element has been selected.
So is Status (the first item to the right of the vertical blue line), which may be any of
the following:

¢ Submitted: No reviewer has looked at the control-library element.

¢ Pending: Review has begun, but is incomplete.

e Active: The element is approved and in use.

* Inactive: The element is rejected, or its Effective To date has passed.

* Editing: The element has been modified, and further changes are prohibited until
the modified version is approved.

Other items (all of which appear to the right of the vertical blue line) apply only to
controls, and so appear only if a control has been selected. These include not only
rating and likelihood, but also related controls — those that have qualities in com-
mon with the control currently on display. When you click on a link for a related
control, the View form immediately displays full information for that control.

The gray portion of this form presents tabs on which you can click to view other
hierarchy elements, dimensions, or attributes with which the element is associated,;
automations that can be run from it; a history of changes made to it; and assessments
of it, as well as attached files that may document it further. The hierarchy elements,
dimensions, or attributes may be directly or indirectly associated with this element:

* The panels display items with which an element has a direct parent-child connec-
tion. If you are working with a control objective, for example, its Hierarchy panel
shows the controls and subprocesses to which it is directly linked.

e The panels also display “inherited” items — those with which the current element
1s associated indirectly, through its connection to some other item. The Hierarchy
panel for a control objective, for example, shows not only the subprocesses to
which it is directly linked, but also processes, policies, cycles, and risks to which
the subprocesses are linked. For another example, the Dimensions panel for a
control objective displays the dimension values it has been directly assigned, as
well as those it inherits from controls with which it is linked.

The Dimensions, Attributes, and Hierarchy panels display the names of dimensions,
attributes, or types of hierarchy elements for which values may be selected, together
with the number of values selected for each. In each panel, click on a Show All
prompt to see the values selected for all the items on the panel. When you do, the
prompt changes to read “Hide All”; click on it to restore the original display. Along
with each dimension or attribute value, the panel displays its effective dates; it also
identifies which values are directly assigned and which are inherited.

Rather than view all values, you can see the values for an individual dimension,
attribute, or type of control-library element. To do so, click on the icon next to the
item that interests you; the icon looks like a plus sign in a square. When the values
are displayed, the icon changes to look like a minus sign in a square; click on it to
hide the values. Within the Hierarchy panel, if you click on the name of the element
type you move to the List panel for that element, and if you click on an individual
element you move to its View panel.
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For example, a control may have values assigned for three dimensions. The Dimen-
sions panel for this control would initially display the dimension names (far left in
the illustration below). Click on the icon next to one of them (such as “Department”
in the middle illustration, below) to display values assigned for it. Or click the Show
All button to display values for all the dimensions (right, below).

Dimensions | Attributes | Hierarchy | Assessments | Automation | Change History | Attachments

[# Department (2)
3 Region {2)
[*|Related Account Balances (2)

Dimensions | Attributes | Hierarchy | Assessments | Automation | Change History | Attachments

Effective From
[ Department {2)
n“F‘?n“a?’vdce Dimensions | Attributes | Hierarchy | Assessments | Automnation | Change History | Attachments
Inherited
Corporate Effective From Effective To
@ Region (2) ElDepartment (2)
[# Related Account Balances (2) Assigned
Finance 23-Jan-2006
Inherited
Corporate 16-Jan-2006
ElRegion (2}
Assigned
None
Inherited
Asia-Pacific 16-Jan-2006
Corporata 16-Jan-2006
ElRelated Account Balances (2)
Assigned
CostOfSales
Inherited 23-Jan-2006
Accrued Expenses
16-Jan-2006

Editing Control-Library Elements

A control-library element can be edited only if it is at the Active or Inactive status. (At
other statuses, prior changes are being reviewed, so the element cannot be changed.)

To update the descriptive information for any element, open its View form and click
on its Edit Details link. This opens a form that presents the ID value for the element
in read-only form, and write-enabled fields that display its configured name, effective
dates and description, as well as likelihood and rating if the element is a control. Change
the write-enabled values as you wish and click on the Save button.

Adding or Removing Related Controls

Related controls apply only at the control level; one control may be related to
another in any way your company determines to be meaningful. To add or remove
related controls for a given control:

1 Click on the Related Controls link in the View form. A Related Controls panel
opens:
122 LogicalApps. | ACTIVE Governance "

Wascome, Wallace: Stevnns

| e TR Cir o futrunainn | Svgrogative of Dutivs | Actarss: Monitming | Repating | Administation |

‘Show Hmdasor

Hishs | ol | e T
Homa > LIst Controls > Viaw Control > Relate o aprocess for r4p..

#nsallable Controls Selected Controls
Changes tothe organization's characiariss
Houhnie and nonrosbne inaenks and ransa
The arganization designs. documants. an
brerncar Arnounl Abonae Lirns

Check for Custormer DB approval

AP Invoice Approval SO0 Contral Manitar
(Conents and required schedules 1o be inc
Managemant defings. documents. comrm,
[Erscrwlincdequabili pessonned an higed o b
¥nowledgeable parzonnel maintain decurz]

==
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2 Move controls from the Available box to the Selected box to add them, or from
Selected to Available to remove them.

3 Click on the Save button.

Click on the View Control link in the “breadcrumbs” trail to return to the View
form. The controls you selected appear beneath the Related Controls label.

Connecting Elements in the Hierarchy

To modify hierarchy assignments for any element:
1 Open the View form for the element whose configuration you want to change.

2 C(lick on the Hierarchy tab, and then on an Edit link in the panel activated by the
tab. One link is located next to a listing for each element you can select — for
example, controls and subprocesses if you are working in the View Control
Objective panel.

Dimensions | Attributes | Hierarchy | Assessments | Automation | Change History | Attachments

[ Risks (4}

[ Policies (2]

[# Processes (1}
Mo Gyeles found.

[ Subprocesses (1} Edit
[ Controls (2} Edit

3 A “Map” form appears. In it, move values from an Available box to a Selected
box to add them, or from Selected to Available to remove them. You may have
this form display ID values, names, or both for the elements you’re selecting.
Click on the radio button that reflects your choice.

‘un Tasks (1) | Profile | Sign Out | Help
i22 LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Mcnmrnluhraw Control Autoration | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Home > List Control Objectives > View Control Objective > Map Contrels to All amounts for services received are input and processed te accounts payable.

1 Control Element ID " Control Element Name " Both
Available Controls Current Controls

CA-D0-6932 CA-00-3038
CA-D0-6985 CA-01-8023
CA-D0-6990
CA-D0-2966
CA-D0-2970
CA-D0-2965
CA-D0-B387
CA-D0-6938
CA-12-8018
CA-20-8M9

4 C(Click on the Save button.

Editing Dimension and Attribute Assignments

You can add dimension or attribute values to a control-library element. You cannot
remove them, but you can inactivate any assigned value by setting a date when you
want it to expire. To modify the dimension or attribute values assigned to a control-
library element:

1 Open the View form for the element whose configuration you want to change.

60 User’s Guide: ACTIVE Governance Platform 7.1



Chapter 5: Creating Elements in the Control Library

2 C(lick on the Dimensions or Attributes tab, and then click on the Edit link at the
right of the panel activated by the tab.

3 A “Map” form appears:

o arshs (1) | Puofil | Sign Oul | Hulg
& LogicalApps, | ACTIVE Governance

Winlcome, Wallach Sievens

m (=B INEES A Control Automation | Segrogation of Duties | Access Mosoding | Reporing m
Sho Naviaator

. Bisk | Policies 1Svsles 1%
Hame > List Contrels > View Contrel > Map Values to 50D Inveice entry and approval

Dimensions Mvgallable Vahwes Current Vales
Departrment - Fmance [~Departmient - Copenale
Diepartement - Hummin Risourcns “Fugitn - Morth Amiica
Department- T “Felated Account Balances - Accrued Expe
Dieparment - Manuiachnng

Chopartmient - Purchasing

Department- Sabes

Fiagion - Asin-Pacic

Fgion - Conpornatiy

Region - Europe

Fiegion - 5 America

== cannot e moved

In the Dimensions or Attributes box, select the dimensions or attributes for
which you want to add values. Those configured for your selections then appear
in the Available Values box. Highlight and send them to the Selected Values box.

In this case the > button sends highlighted values, and the >> button sends all
displayed values, from the Available Values box to the Selected Values box. The
< button, which returns selected values from the Current box to the Available
box, works only on values that have not yet been saved as Current. The << but-
ton, which should move all values from the Cutrrent box to the Available box,
works only if no dimension or attribute values have yet been saved.

4 (Click on the Next button. A new form lists all the dimension or attribute values
selected for the control so that you can set effective dates for them.

ans
§ii LogicalApps, | ACTIVE Governance

LT Corerod Automation | Seqrogation of Duties | Accass Manioring | Reporting | Adminestration
haye Mantator.

Homa > Ligt Contrals > Vigw Contral > Map Dimension Values to SOD vielation invoice &ntry and approval

Dimension Effective From Effective To

Departmiend - Corporate 18-Jan- 2008

Departnsen - Bales |IIS Fab-2006 i)

Ragion - Horh Amanca 16-Jan- 2006

Relsted Account Balances - Accrued Expenses  18-Jan-2006

[Eameet]

Dates already selected for existing dimension or attribute values remain in force;
you can change those set in the future, but not those that have passed. To inacti-
vate a dimension or attribute value, set an expiration date in its Effective To field.

Newly added dimension or attribute values are set to go into effect immediately
and continue indefinitely. Accept default values or set new dates (see “Date Fields,”

page 0.)
5 C(lick on the Finish button.
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Mass Updating Dimension or Attribute Assignments

As you create new dimensions or attributes, or assign new values to existing dimen-
sions or attributes, you may want to use the new values in any number of existing con-
trols. Mass-update features enable you to incorporate new dimension or attribute
values in many elements at once, rather than one at a time.

1 When new dimension or attribute values are ready (see page 21), click on the
Administration tab, and then on one of two links in the Control Administration
section: Mass Update Dimension Value Mappings or Mass Update Attribute
Value Mappings. A mass-update panel like the following one appears:

+un :
ii2 LogicalApps, | ACTIVE Governance
Welcome, Wallace Stevens

Home | Control Library | Control Autoration | Segregation of Duties | Access Monitoring | Reporting SEURITTSTET

Heme » Administration > Mass Update Dimension Value Mappings

Dimension Values * Available Values Selected Values
Department - Corporate
Department - Finance
Department- Human Resources

Department- T -
=]

Departrment - Purchasing =
Deparment - Sales

Regjion - Asia-Paciic =]
Region - Corporate

Region-Europe x|

Effective From * 14-Aug-2006 )
Effective To =

* Required

Department - Manufacturing
(=]

2 In the leftmost of the large fields — labeled Dimensions or Attributes depending on
your selection in step 1 — choose the dimensions or attributes for which you
want to add values to controls. Their values then appear in the Available Values
field; move the values you want to the Selected Values field. (See “Selecting Sets
of Values — a Software Convention” on page 52.)

3 Select starting and ending dates for the dimensions or attributes in the Effective
From and Effective To fields, respectively. (See “Date Fields,” page 6.)

4 Click on the Next button. A second mass-update panel appears (as shown at the
top of the next page).

5 In the list box near the top right corner, select one of two options:

*  Show All Controls causes the panel to list all controls configured for your
instance of ACTIVE Governance.

*  Show Controls with Missing Default Values causes the panel to list only
those controls that have not been assigned the dimension or attribute values
you selected in the first mass-update panel.

In either case, each control occupies a row in a grid, which displays 1D, name, a
truncated description, and status. To review other details for a control, click on the
plus-sign icon in the left column of its row; or, to see details for all controls, click
on the plus-sign icon in the header row. This presents the full description, as well
as current dimension and attribute assignments. (Click again on the icon, which
now looks like a minus sign, to restore the original display.)
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Tasks {1} | Profile | Sign Out | Heln
ogicalApps. | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Autoration | Segregation of Duties | Access Monitoring | Reporting SEURITTSTET

Home > Administration > Mass Update Dimension Value Mappings

[Show Cantrals With Missing Default values =]

[ o Jcoman e N

'- [# CA-100-00001 CADO7003aaaa3 All overrides require proper authorization an. Active
'- [ CA-100-00002 CADOTO04 Details of all classes oftransactions and ac Active
" @ CA-100-00003 CADO7005 Performance tracking and reporting is complet Active
(& CA100-00004 CAD0700B Requests to change the payroll master file da. Active
[ & CA100-00008 CAD07008 The organization designs, documents, and moni Active
(& CA100-00007 CAO07010 Required analyses (including the format, time Active
[ & CA100-00008 CAD07012 Subsidiary records are recanciled to the gene. Active
M@ CA100-00009 RJTEST Simple Active

I™ @ CA-100-00024 PC1 AddConirol on Existing Dat. PC1 hag Rating = Crilical and Likelihood=High Active

6 Sclect controls to which you want to assign values. As is always the case, you can
update controls only at the Active and Inactive statuses; controls at other statuses,
although listed in this panel, cannot be selected.

To select individual controls, click on the check box in the left column of each of
their rows. To select all displayed controls, click on the check box in the left col-
umn of the header row. A control is selected when a check mark appears; to take
back a selection, click on a check box so that the check mark disappears.

7 When you are satisfied with your selection of controls, click on the Next button.
A third mass-update panel displays your selections — the values you want to add
and the controls to which you want to add them:

Tasks (1} | Profile | Sign Out | Help
ogicalApps. | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting JETITTEE LT

Home > Administration » Mass Update Dimension Yalue Mappings

Dimension Values Value Effective From Effective To

Departmant- Human Resources 16-Aug-2006

Region - Asia-Pacific 15-Aug-2006
Controls Controls

CA-100-00001 - CADDT003a3aa

CA-100-00002 - CADDTO04

CA-100-00003 - CADDT00S

CA-100-00004 - CADD7O006

CA-100-00006 - CADDT008

CA-100-00007 - CADDTO10

CA-100-00008 - CADDTO12

CA-100-00008 - RJ TEST Simple

CA-100-00024 - PC1 AddControl on Existing Data

If you are dissatisfied with any of your selections, click on the Back button until
you reach the earlier panel in which that selection was made, change it, and then
click on the Next button to return to the summary panel. When you are satisfied
with your selections, click on the Finish button to complete the assignment of
dimension or attribute values to controls.
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Defining Policy Sections

Having created a policy, you can configure sections for it. Each describes a facet of
the policy and is addressed by at least one control objective. If you have moved away
from the Control Library tab, click on it again, and then complete the following steps:

1

Open the View form for the policy to which you want to add sections.

2 Click on the Sections tab, and then click on the Add Section link at the right of
the panel activated by the tab. An Add Section form appears:

6
7

s
[

i LogicalApps. | ACTIVE Governance

| varr LUl ool Ausomraation | Sisgrsgation af Outies | Accrs Mantoring | Riorting | fdminedration

‘Shew Hndgaior

Bisks | Polcies | Pros

Hame > List Folicies > View Falicy > Add Section

Financial Closing and Reporting

——
—
[oiFerzoos el

5|

o [

Asailable Control Objeciives
(OR-00-3377
(ORA1-1388
(CR-01-1 395
(OR0-1497
(OR-01-1378
(OR-00-3819

Complete fields that identify the section: Section Number, Name, and Version.
(You are free to create your own conventions for these values.)

Select starting and ending dates for the policy section in the Effective From Date
and Effective To Date fields, respectively. (See “Date Fields,” page 6.)

Identify one or more control objectives that address issues raised in this section:
move objectives from the Available box to the Selected box to add them, or from
Selected to Available to remove them.

Write a definition of the policy section in the Section Content box.

Click on the Save button.

Entries for the sections you define appear in the Sections panel for their policy:

2 LogicalApps. | ACTIVE Governance

Wk oma, Wallace Stnng

[T AR ot ol Autosmation | Segregation of Duties | Access Monitoring | Reporting
Show Havigator

Hame = Li

&1 Faolic|és > View Policy

Palicy Daetails Eiit Defaity

Palicy

FCRP
inancial G losin

Effectia From

Eitacthm To

F
08-Feb 2008

Financial Cloging @nd Reporing

| Sectians |

Dirnensions | Atritntes | Hivvarchy |

Section Numbar  Hama

B2

Effactiva From
Boetion? B-Firb-2006

| Ehange History |

Effacthe To

LR

Section 0&-Feb-2006
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With each entry, you can:

¢ Click on the plus-sign icon to display the section content in addition to the
information that appears by default. (When you do, the plus sign changes to a
minus sign; click on it to hide the section content.)

¢ Click on the section number to create a new version of (edit) the section. An
Edit Section form appears, essentially identical to the Add Section form with its
fields displaying current values for the section. Update the version number, make
other changes as needed, and click on the Edit Section button. The Section panel
includes an entry only for the latest version of each section.

¢ Click on the name of a control objective associated with a section to move
immediately to the View form for that objective.

Adding Automations to Controls

While a control in ACTIVE Governance is essentially documentary, an automation
is a software object that implements the control. Automation types include control
monitors created in ACTIVE Policy Governor, segregation-of-duties rules created in
ACTIVE Access Governor, change-control rules created in ACTIVE Data Governor,
or form or flow rules created through the use of LogicalApps tools embedded in
Oracle Applications.

To run a control monitor, you must add it to a control. The other automations,
however, run once they are created in their applications; you would add them to
controls in the ACTIVE Governance Platform only for documentary purposes.

You can add any number of automations to a control. To add one:
1 Open the View form for the control to which you want to add an automation.
2 Click on the Automation tab.

3 C(lick on the Add Automation button. This opens the first in a series of Add
Automation panels, each of which presents a read-only display of configuration
choices you have already made, along with additional options for selection.

o Tarshs (1) | Profils | Sirn Oud | Help
& LogicalApps, | ACTIVE Governance

Winlcome, Wallach Sievens

m [EIEIVEPRYS Control Automation | Segregation of Duties | Access Monmoning | Reportng | Adménistration
Show Neviaator

Home = List Contrels > View Contrel > Add Autemation

Control Idantify Dormant Inventony Rems
Wiprify that show moving ibems ane vaduird comoclly and that nocesssary adjustments am mado.

Autamation Type [Conraimortes =]
Effuctin: From [06-Fab-2006 ]

Effoctine To pe]
Dt Source Type I =]

Dirmervsion Valies [ oraable Vil

[Depastmant - Corparate
[Fiagion - Norh America
Fuslated Account Balances -1
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4 In the Automation Type list box, select the type of automation you want to
attach to the control.

*  Control Monitor is a control monitor created in ACTIVE Policy Governor.
* Segregation of Duties is a rule created in ACTIVE Access Governor.
¢ Change Control is a change-control rule written in ACTIVE Data Governor.

¢ Oracle Flow Rule and Oracle Form Rule are rules that regulate the use of
Oracle Applications, as written through the use of Logical Apps tools —
AppsFlow and AppsForm — embedded in Oracle Applications.

5 In the Effective From Date and Effective To Date fields, select dates on which
the association of the automation with the control begins and ends. (See “Date
Fields,” page 6.)

6 If you chose Control Monitor in the Automation Type field, the Data Source Type
list box is set to None and cannot be changed. If you chose any other automation
type, use the Data Source Type list box to choose a database instance that stores
automations from which you want to select.

7 In the Dimension Values area, the Dimensions and Awvailable Values fields dis-
play only those dimensions and values that have been selected for the control to
which you are attaching an automation. From these, choose dimension values to
determine the segments of your business environment in which the automation
is to be used. (If you make no dimension selections, the automation inherits all
the dimension values configured for the control.)

At this point, follow distinct procedures for adding distinct automation types.

Control Monitor Automations

To add a control monitor as an automation for a control:

1 By default, Control Monitor should be selected in the Automation Type list box
on the first Add Automation panel, and the None box should be selected in the
Data Type list box. After confirming this is the case and making the selections
you want in the date and dimension fields, click on the Next button.

2 Inasecond Add Automation panel, select the control monitor you want from a
Control Monitor list box. In the following illustration, for example, the selected
control monitor is called Dormant Inventory Items.

Tasks (13| Profile | Sign Out | Help

£ LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

MCunlrnlLihrary Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Home > List Controls > Yiew Control > Add Autemation

Identify Dormant Inventory items

Couttal Werify that slow moving items are valued correctly and that necesssary adjusiments are made

Automation Type
Control Monitor
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3 C(lick on the Next button. A third Add Automation panel appears:

Tasks (1) | Profile | Siun Out | Help

H LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

| Home PRI el Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Home > List Controls > Yiew Control > Add Automation

Control Identify Dormant Inventary teme
Werify that slow moving items are valued correctly and that necesssary adjustments are made.
Automation Type Caontral Manitor
Automation Name Darmant Inventary ltems
Parameters Inventary Org (Required) (Enter Imventory Org Mar
Murnker of Days (Reguired) 900
Exclude lterm Value Set (Optionaly (Enter Exclude ltem Valu
Subinventory Mame - Optional (Enter Sub-Inv Mame) O

@ On Demand
© Scheduled

Start [ hr [12 A4 =] win, [00 =] sec. [00 =
End v [12 A0 =] win, [00 =] sec, [00 =

© Simple Interval

Number of Runs 1
Time Delay l— m
© Advanced Interval
Hour lm Minute m second | 00 =
Month Every Manh * |2
£ Day Of Month EveryDay* 5]

OR
 Day Of Week Every Day™ F
Year EveryYear* |8

4 Tor each Numeric or Character parameter configured for the control monitor
you selected in step 2, this Add Automation panel presents a field labeled with
the parameter name and set to its default value. Accept the default or enter a new
value. (In the illustrated example, the Dormant Inventory Items control monitor
takes four parameters: Inventory Org, Number of Days, Exclude Item Value Set,
and Subinventory Name.)

5 Configure or turn off scheduling options.

Select the On Demand radio button to turn off scheduling; in this case the con-
trol monitor can only be run manually from the Automations panel. Or select the
Scheduled radio button to set a schedule on which the control monitor runs auto-
matically; in this case, it can also be run manually from the Automations panel.

If you select the Scheduled button, use the Start and End sets of fields to estab-
lish the period during which the control monitor should run:

a In the Start Date and End Date fields, enter dates on which the monitor
should begin and finish running. (See “Date Fields,” page 6.)

b For each date, select values in the Hr, Min, and Sec list boxes to set the
precise time when the monitor should become active or cease being active.

Next, define the interval at which the monitor runs within the start and end dates
you’ve set. To do so, use simple or advanced options; click on the Simple Inter-
val or Advanced Interval radio button to activate one ot the other.
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Note

Z ACTIVE Governance does not validate the schedule you set. As you
define either a simple or an advance interval, you can configure a recur-
rence cycle entirely outside of the active period defined by the Start and
End fields. Be sure that your schedule makes sense.

If you select Simple Interval, configure the cycle on which the control monitor is
to run:

a In the Number of Runs box, type the number of times the control monitor
should run.

b In the two Time Delay boxes, set the petiod between each running of the
monitor — the first box accepts a number and the second enables you to
select a unit of time (days, hours, minutes, or seconds).

You could, for example, use the Start and End sets of fields to define a 24-
hour time span, and then cause the monitor to run once every other hour by
typing 12 in the Number of Runs field and selecting 2 hours in the Time
Delay fields.

If, instead, you select Advanced Interval, determine when and how often the
control monitor runs. Each field in this section sets a unit of time; by default,
most read “Every,” but Minute and Second are set to zero, so that the monitor
would run every hour on the hour. As you modify the defaults, work from small
units of time to large, in effect defining a time and a date at which the monitor
recommences running.

If you were to set Second to 30, for example, the monitor would run once per
hour at 30 seconds after the hour. If you were then to set Minute to 15, the
monitor would run every hour at 15 minutes and 30 seconds after the hour. If
you were then to set Hour to, say, 3 PM, the monitor would run once per day at
15 minutes and 30 seconds after 3 PM.

You might then select a value for Month. By default, the monitor would run
every day during the month you select (at the time set in the Hours, Minutes, and
Seconds fields). However, you have two options for specifying days within the
month. You can select either of the following:

e The Day Of Month radio button, and then a specific date (or the last day or
last weekday of the month). The monitor would then run on the date of the
month you selected (at the time set in the Hours, Minutes, and Seconds fields).

¢ The Day Of Week radio button, and then a specific day or a “Last” day (such
as Last Monday). The monitor would then run each selected day during the
month, or the last selected day during the month (once again, at the time set
in the Hours, Minutes, and Seconds fields).

Finally, if you select a year value, the monitor runs at the configured days and
time only during the selected year.

Click on the Next button. A final panel summarizes your selections. You can
click on the Back button until you reach the panel in which a selection is made,
change it, and then click on the Next button until you return to this summary
panel. When you are satisfied with your selections, click on the Finish button.
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Other Automations

If you are adding a segregation-of-duties, form, flow, or change-control rule as an
automation:

1

After you make the selections you want in the initial Add Automation panel —
including Segregation of Duties, Oracle Flow Rule, Oracle Form Rule, or Change
Control in the Automation Type field and a database instance in the Data Source
Type field — click on the Next button.

If you selected Segregation of Duties or Change Control, this step does not
apply; skip to step 3. If you selected Oracle Flow Rule or Oracle Form rule, a
second Add Automation panel presents a Library list box, which displays the
names of libraries available on the database instance you selected in the initial
Add Automation panel. Libraries are “containers” for rules and are configured in
AppsForm or AppsFlow. Select the name of the library containing the rule you
want to add as an automation, or select All Libraries. Then click on the Next
button.

In another Add Automation panel, a list box displays the names of rules from
which you can select. These are SOD rules or change-control rules on the
database instance you’ve chosen, or form or flow rules in the library you’ve
chosen. Click on one of them, and then click on the Next button.

A summary panel displays the selections you have made. Click on the Back
button if you wish to alter your selections, or click on the Finish button to
complete the addition of the automation.

Viewing, Editing, and Running Automations

When you add an automation to a control, an entry for it appears on the Automa-
tions panel of View form for that control. (Higher-level elements in the control library
inherit automations from the controls with which they are linked. So entries for the
automation appear also in the Automations panels of any linked higher-level elements.)

] LogicalApps. | ACTIVE Governance

mcwrdmrary Control Automation | Segregation of Duties | Access Monitoring | Reportmg | Aduinists ation

St Henvitgalvs

Risshss | Pl | Processs | Cyches |

Home > List Controls = View Contral

Control Details EditDetas Statlus Actiny

Fating Crtical

Comtral I CADD1234 Likelihood High

Comtiol Name Identify Dormant Irventar llems Related Controls

Effective From 1%-Jan-2006 Control I

Cffective To Mo nalaed contrals found
Description

‘erity that slow moving Hems are valugd corertly and that necesssany atsiments ae mads,

Dimensions | Attribtes | Werarchy | Assessments | Automation | Change History | Atachments

Autornation Type Effective From Dale Fffecthas To Date
Conral Monilor 18-Jan- 2006
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In addition to automation name, type, and effective dates, each entry (for any type of
automation) displays an Edit link in an Action column. It enables you to edit some of
the details by which the automation is attached to the control:

* Click on the link to open a series of Edit Automation panels. These are
effectively copies of the Add Automation panels, except that they display the
values already set for the automation.

*  Work your way through the panels as you did the Add Automation panels, click-
ing on the Next button in each until you reach a final panel in which you click on
a Finish button.

¢ Asyou do, however, you can change only some of the configured values. For a
control monitor, these include the effective dates, parameter values, and schedul-
ing details; for any other automation, you can change only the effective dates.

If the automation is a control monitor, its entry on the Automation panel provides
features not available to the other automation types. First, a Version field in its listing
displays the version number of the control monitor, as well as the status of that ver-
sion. Note that if a version of a control monitor is inactivated after you attach it to a
control, you need to reattach the current Active version.

Second, the automation name is a link to a View Automation panel. Click on the
name to view more detailed information about the control monitor, including the
current settings of its parameters and a history of its use. From the View Automation
panel, you can also run the control monitor manually.

£ Logicalapps, | ACTIVE Governance

m (TUIINTERT Control Automation | Seqragation of Dities | Accaess Mondoring m Adiminisiration

ahow Haator
Hishs | Lolicwes |
Hama > List Controls > Viaw Contral > Viaw

Comfyol ID CAOD-1234

Control Name |geniity Dommant Inventory Hems
Jutomation Name Domnanit Inventory Nerms
Aadomation Type Coomirod Manitor

Status Actve

Fffectio: Start 19-Jien- 2008

Effecthve End

Parameters
_ELIA_INY
_FHCLLUSION_SET
_ORG_MAME

Buoston Manufacturing
200

MO_OF_DAYS

Run I Starl Dater End Diate Vs sinn Errcadion Type
Jan 14, 2006 8:53:00 FM Jan 19, T006 8:5317 FM

To run a control monitor, click on the Run Now button in this form. Each time you
do, and each time the control monitor runs on a schedule, ACTIVE Governance
evaluates the SQL statements contained in the control monitor to generate a new set
of suspects. When you then click on the Get Latest Automation Status button,
ACTIVE Governance displays information about the new evaluations, each in a row
of the Run History grid in this form. The information includes:

* A number that uniquely identifies the run.

* The dates and times on which evaluation of the monitor started and ended.
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¢ The version number of the control monitor.

* An “execution type.” This can be either of two values: “Requested” indicates
that a user clicked the Run Now button to execute the control monitor. “Sched-
uled” indicates that the control monitor ran according to a schedule set up while
the monitor was added to the control as an automation.

* A run status, which explains any errors that occurred during the run or reports
that there were no errors.

If you click on a run ID, a View Automation Run panel displays detailed information
about the execution of the control monitor. The panel provides a list of suspect tasks
generated by the control monitor and forwarded to reviewers at the Task Inbox, as
well as a grid showing status of these tasks. As reviewers pass judgment on the tasks,
ACTIVE Governance automatically updates the status totals shown in the Status of
Suspects grid in this panel:

* Passed means that a suspect condition is allowed to stand.
*  Exception means that a suspect condition must be remedied.

* Pending means that no decision has been reached.

Tasks (1} | Profile | Sign Out | Help
ogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

| Home [RECIETER Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Home > List Controls > View Control > Yiew Automation > View Automation Run

Run D 4 Start Date Feb 7, 2006 4:41:03 PM
Automation Name  Darmant Inventory ltems Complete Date Feb 7, 2006 4:41:06 PM
Automation Version 1 Execution Type Reguested
Status Cormpleted Requestor authort
Errors:
Mo Errars
Status of Suspects
Pending 4
Passed 4
1
9

Exceplions
Total

Suspects

Values Suspect Id Description Status

Show Yalues Daorrnant termiCM23592(Molded Plastic Shell - Bottarm) Pending

Show Walues Dormant kem fB0000(Sentinal Multimedia) Exception

Show Yalues Dormant kern fB0000(Sentinal Multimedia) Pending

Show Walues Dormant tern:CM23592({Molded Plastic Shell - Bottorm) Pending

Show Yalues Dorrnant termC23592(Molded Plastic Shell - Bottorm) Pending

Show Walues Dormant ltern:seminar-description{DELIW-Vision Seminar Passed
Session Description)

Show Walues Dormant lterm:CM23592(Molded Plastic Shell - Bottom) Passed

Show Yalues Dorrnant term:CM23592(Molded Plastic Shell - Bottarm) Passed

Show Walues Dormant lterm:CM23592(Molded Plastic Shell - Bottom) Passed

Moreover, you can click on a Show Values link in the Values column of the Suspects
list to display the state of the review for any of the suspects. Each pop-up display lists
steps in the workflow routing under which the suspect is being reviewed. For each

step, it lists reviewers, the actions they have taken, and any comments they have made.

In the following illustration, for example, the workflow routing consists of a single
step that sends suspects to a reviewer named “authorl.” In this case, however, the
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user has reassigned the suspect task to a second user, “GENE,” who has not yet re-
viewed it.

Values Suspect Id Description Status

Hide Walues 76 Dormant lterm:CM23592(Molded Plastic Shell - Bottom) Pending
Task Steps:
Step: 1 Task ID Created Assigned To Status Comments
ig Feh 7 2006 4:41:03 PN author! Reassigned
a0 Feh 2, 2006 11:29:23 Am GEME Pending

Shawalnas [ 77 I Riarmant e FANNNNSantinal Mitirmadiay [ Ewrantinn

From here, you can click on a task ID to view details of the actions taken by a given
user. ACTIVE Governance displays a replica of the Suspect Details panel in the Task
Inbox, but removes any of the buttons one needs to make an actual status assign-
ment. (Click on its Back button to return to the View Automation Run form.) Note
also that when you click the Show Values link, it changes to read “Hide Values”;
click on that link to restore the original display of the View Automation Run form.

Assessing Control-Library Elements

72

To assess the effectiveness of control-library elements:
1 Open the view panel for the element you want to assess (see page 57).

2 In the View panel, click on the Assessments tab, and then on the Add Assessment
link. An Add Assessment form appears. On it, a field displays the name of the ele-
ment you are assessing; it’s filled by ACTIVE Governance, and you cannot change
its value.

s "
%22 LogicalApps, | ACTIVE Governance
Welcome, Wallace Stevens

| Home REIETREll Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Naviator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Home > List Centrols > View Centrels > Add

Control CA-00-3787
Assessment Result Pass »
Assessment Detail Control operates as designed ¥

Dimension Values * Dimensions Available Values Selected Values
Department - Corporate
Region - Corporate
ccount Balances Related Account Balances -

Attachment Browse.

Comment

3 In the Assessment Result list box, select the value Pass or Fail.

4 In the Assessment Detail list box, select one of several statements that rate the
extent to which an element satisfies its purpose. (These statements in effect form
a range of evaluations from most to least satisfactory.)

5 The Dimension Values area lists all of the dimension values with which an ele-
ment is associated, either directly or indirectly. Select at least one of them to spe-
cify the segment of your business to which the assessment applies.
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6 Optionally, attach a document that explains the reasoning behind the assessment
you’ve made. In the Attachment field, type the path and file name of the docu-
ment file. Or, click on the Browse button and, in a Choose File dialog box, use
standard Windows techniques to navigate to the file.

7 In the comment box, type a comment about the assessment.

8 C(lick on the Save button.

When you complete the assessment, the Assessments tab displays details about it
(and would display a similar row of data for each prior assessment):

| attributes | Hierarchy ion | Change History | |
Dimensians | Fegion jv Add Assessment
Result Detail Assessor Attachment Date Comment
[ Pass Control operates as designed mclementi (Manager) 01-Mar-2008 Passed by assessment committee

As you review assessments, you can do the following:

* Filter the list of assessments. In the Dimension list box, select a dimension. The
Assessments panel then lists only assessments that set a value for the dimension
(see step 5, above). Or select All to view entries for all assessments.

¢ Click on the plus-sign icon to display the dimension values selected for the assess-
ment. When you do, the icon changes to a minus sign; click on it to restore the
original display.

* Click on the Result entry (Pass or Fail) to open an Edit Assessment panel — a
copy of the Add Assessment panel in which the fields display the values selected
for the assessment. You can alter the settings and resave the assessment.

Attaching Documents to Control-Library Elements

To each control-library element, you can attach any number of files that document
the element more fully than the description you write as you create it. First, use a text
editor, word processort, or similar application to prepare the files. Then, to add an
attachment:

1 Open the View panel for the element to which you want to attach documents
(see page 57).

2 (lick on the Attachments tab, and then on Add Attachment button located at the
right of the panel activated by the tab. An Add Attachment panel appears:

sun Tasks (0) | Profile | Sian Out | Help
iii LogicalApps, | ACTIVE Governance

Welcome, Seymour Glass

mu\mrnluhraw Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Show Navigator
Risks | Policies | Processes | Cycles | Subprocesses | Control Objectives | Controls

Home > List Controls > View Controls > Add Attachment

Browse:
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3 Click on the Browse button.

A Choose File dialog opens. Using standard Windows procedures, navigate to
the file you want, click on its name, and then click on the Open button.

5 The path to the file you've selected appears in the text box next to the Browse
button, and a second text box and browse button appear beneath the first. If you
wish, select a another file to add. Each time you select a file, another text box
and browse button appear; continue adding as many files as you like.

6 When you have selected all the files you want, click on the Add button.

The View screen for element reappears, and its Attachments panel displays a row for
each document you’ve added:

Dimensions | Attributes | Hierarchy | Assessments | Automation | Attachments | Change History

File Name Content Type Added By Added Date
1 Rights.doc application/msward edickinsan 06-Jul-2006 Cownload | Delete

As you review the attachments, you can:

e Open and read them. Click on the Download link in the row for an attachment.
A File Download dialog appears; click on its Open button.

* Delete them. Click on an Delete link in the row for an attachment. Deletion of
the attachment requires no confirmation. (The attached document continues to
exist; it’s the attachment to the control-library element that is deleted.)

Reviewing Changes to Control-Library Elements

You can view a history of the changes made to each control-library element:
1 Open the View panel for the element to which you want to view history (see
page 57).

2 Click on the Change History tab. A Change History panel displays a row for each
time changes were saved for the element. Each row shows the date and time on
which changes were saved, and identifies the user who made the changes:

Hierarchy i Change History

e [ohoneDetais

3-Jul-2006 3:35:40 PM wistevens Created

3-Jul-2006 3:53:51 PM wistevens Show Changes
B-Jul-2006 11:22:48 An edickinson Show Channes
B-Jul-2008 1:34:37 P sglass Show Changes

3 The first row in the grid documents the creation of the element; it’s read-only,
and it displays a static value, “Created,” in a Change Details Column. Each sub-
sequent row documents a change, which may in fact involve modifications to
several related fields, all of which were saved at once. To view details about such
modifications, click on the Show Changes link in the Change Details column for
one of these rows.
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A second grid appears, displaying the old and new values for each modified field
associated with the row you selected.

Dimensions | Attributes | Hierarchy | Assessments | Automation | Attachments | Change History

pate e [hangeDetals __________________|
3-Jul-2006 3:35:40 PM wstewens Created
3-Jul-2008 3:53:51 PM wlevens Hide Changes
B-Jul-2008 11:22:48 AM edickinson Show Changes
B-Jul-2008 1:34:37 P sglass Show Changes
Fed _______forigialValve ______________________________WewVae______________________|
Automations
Type INIA Caontrol Monitar
Parameters
ThresholdParm INiA 100000000
Dimension Values
Cimension Yalue A Region - East

4 Click on the Show Changes link in other rows to view old and new values for

changes saved at other moments. Or, to close the lower grid, click on the Hide
Changes link.
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Reviewing Items in the Task Inbox

In the Task Inbox, users receive requests to review three types of item:
* Suspects generated by control monitors.

* Control Library elements, as they are created or modified. When a new element
is created, it does not appear in its List panel until it is approved. When an exist-
ing element is modified, further modifications are not possible until the original
modifications are reviewed.

* Requests, made through the Access Monitoring feature of ACTIVE Access
Governor, to give users access to duties they do not ordinarily perform. A user
cannot assume the new duties until his request is approved.

The Task Inbox uses seven panels to list items for review. Each panel is available
from a link in the Library Navigator (and most provide access to additional panels in
which the actual review takes place). Each displays a selection of items tailored to the
user currently logged on to the ACTIVE Governance Platform:

» List Task panels present items that have been created, modified, or reviewed by
users other than the current one. As a result, the current user can pass judgment
upon these items. There are three List Task panels, one each for suspects, approv-
als (the review of control-library elements or access requests), and notifications
(the review of other users’ dispositions of approval tasks or suspect tasks). Each
user receives task messages that apply only to items she is authorized to review;
that authorization is determined by the configuration of workflow routings and
definitions.
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e List Task History panels present records of decisions the current user has made
in the List Task panels. There is one panel each for suspect-task history, approval-
task history, and notification-task history.

e A List User Requests panel presents records of control-library elements, access
requests, or suspects created or modified by the current user. Because a user
approving her own work would constitute a conflict, these items are read-only.

Moreover, each user can configure an Out of Office Assistant. If the user is unavail-
able, this feature redirects review messages to another specified user.

Who Can Do This?

Every ACTIVE Governance user can open the Task Inbox and respond to messages
he receives in it. However, as noted above, a user is eligible to receive task messages
only if he is named in at least one workflow routing (and generates task-history mes-
sages only if he can receive task messages). He can receive user-request messages only
if he is able to originate tasks — if his primary application role gives him rights to
create or modify items that are subject to review, or if he is eligible to receive task
messages and so can reassign them to other users. This chapter is written in the
assumption that these conditions apply to you.

Opening the Task Inbox

Every panel in the ACTIVE Governance Platform displays four links at its upper
right corner. The first of these is labeled Tasks, and it also displays the number of
tasks assigned to the user who is currently logged on.

78

Moreover, for every primary application role except Auditor, the Home panel

presents two lists of tasks — one list shows the five tasks most recently assigned to
the current user, and the other presents the five most recent user requests. Each list
has a link that displays the total number of tasks or requests assigned to the current

user.

gicalApps, | ACTIVE Governance

JUTG N Control Library | Control Autornation | Segregation of Duties | Access Monitoring | Reporting | Administration

Tasks (9) | Profile | Sign Out | Help

Welcome, Josef Hayin

Action ltems

Most Recent Tasks:

Mew Control - Approval Invoice Amount Ahove Limit

GL Fluctuations for Ling ltem: Receivables

GL Fluctuations for Ling ltem: Receivables

GL Fluctuations far Line ftem: Receivables

GL Fluctuations far Ling ftem: Receivables

Total Tasks: 9

Received

Mar31, 2006
10:37:38 AM

har 27, 2006
23048 AM

Mar 27, 2006
a14:45 An

Mar 24, 2006
121032 PW

Mar 24, 2006
11:33:08 AM

Type
Approval

Suspect

Suspect

Suspect

Suspect

Most Recent Requests

Invoice 10110112 may exceed acceptable value

Total Open Requests: 1

Reguest Date

Apr 3, 2008
10:02:05 Am

Status
Pending

To open the Task Inbox, click on one of these links. Either the Tasks link or the link
in the Most Recent Tasks list opens a List Approval Tasks panel (shown below); the
link in the Most Recent Requests list opens a List User Requests panel. To switch
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among the seven List panels, click on the Library Navigator link for the panel you
want to open.

# LogicalApps, | ACTIVE Governance

Home | Comtrol Litwary | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Adminksts stion

Appeoal Tasks | Suspect Tashs | Rotification Tasks | Uses Rrooests
Anproval Task Histony | Suspect Task History | Notiication Task History

Hema > List Appreval Tasks

Task Description Task Sowce

Jun 21, 2006 423 FM quest Created 22

Jun 77, 006 4 05 FM aspen Duatiabeae Ruguiest Cradod 71

Jun 20, 2006 4:19 PM agpen Datsbane Request Craated:2

dun 70, 7006 351 #W 4 aspon Dratabiase Hequist Crvsod 1

dun 20, 2006 10:57 AM New Control - Apgroval Test Control

The seven List panels present similar information about the items they list:

Several columns present self-explanatory information: For each entry on a panel,
a Received column displays the date and time at which the entry appeared in the
Task Inbox. A From column names the user who originated a task or request.
Data Source identifies the database instance in which a control-library element,
suspect, or access request exists. (These columns appear in all the List panels.)

A Task Description column encapsulates issues to be reviewed. For a control-
library task, a label identifies the type of element to be reviewed and whether it is
new or updated, and provides its name. For a suspect task, the column displays a
description written into the control monitor that generated the suspect. For an
access request, the description is either “Ebiz Request Created” for access to an
Oracle Applications responsibility, or “Database Request Created” for direct
access to a database table. (This column also appears in all the List panels.)

A Run ID column (in the List Suspect Tasks panel) or a Task ID column (in each
of the other panels) presents numeric identifiers for control-monitor runs or for
tasks (or requests). In all but the User Requests panel, each ID is a link to another
panel in which you may act upon the item in question. A blue ID indicates a task
for which the action panel has never been opened, and a red ID indicates a task
for which the action panel has been opened, but no action has been taken. In the
User Requests panel, ID values are black, indicating they do not link to anything.

A Control (or Control ID) column is populated only for suspect tasks, and each
entry displays the ID configured for the control with which a suspect is associ-
ated. The association, of course, follows this path: A suspect is generated by a
control monitor, and the control monitor is attached as an “automation” to a
control. (These columns appear in the List Suspect Tasks, List Suspect Task
History, List Notification Tasks, and List User Requests panels.)

For each suspect task, the Task Source column displays the name of the asso-
ciated control (the one whose ID appears in the Control column). For each con-
trol-library element approval, the Task Source column displays the ID configured
for the element. For each access request, the Task Source column displays a sup-
port-ticket ID configured for the request, if any. (The column appears in all but
the List Suspect Tasks panel.)
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e The two Notification panels include a Task Type column, in which the value
Approval indicates that an entry is either an access request or a new or updated
control-library element, and the value Suspect indicates that an entry is a suspect
generated by a control monitor.

e The List User Requests panel includes a Status column. For each control-library
element, access request, or suspect that you generate, the panel may contain mul-
tiple entries, each recording an action taken by a reviewer; the Status column dis-
plays the decision reached by the reviewer.

Reviewing Suspect Tasks

80

If control monitors have generated suspects, and workflows are configured so that
you must review them, you receive an email message announcing that they await your
review. In response, open the Task Inbox and click on the Suspect Tasks link in the
Library Navigator. A List Suspect Tasks panel presents entries representing occa-
sions when control monitors have been run:

Hali
2 LogicalApps. | ACTIVE Governance

Wascome, Wallace: Stewmns

o | Control Liveasy | Conteot Automstion | Searonation of Dutics | Accuss Monitoing | Reorting | sdiniztration |

Home > List Suspect Tasks

Rezcuhned Data Sourcy Task Duscription Condrol 1D ii':ulllm] Mz

k2006 35557 PM Sevmour (Hass may exresd 00006-123 Inyoice Apave Limit
value

A-Jul-2006 1119032 AW Ernity Lickinsan ultiple purchage orders graater than 20000 O0O0E-234 Hpin Furchage Order

show [[EJE| resutts

Select a run by clicking on its ID. A Suspect Details panel opens, listing the individ-
ual suspects generated by that run.

$# LogicalApps. | ACTIVE Governance

| b | Contiol Lwary | Contiol udaeion | Segrogation of Duties | Accees Musitwing | Bporing | Adsrinis afion

Anproval Tasks Isnlrm Tasks INH!WH:_IWIMM!

Ib.m.t > LISt Suspect Tagks > Suspect Details

Control Monitor Irrvaice Above Limit 3

Data Source aspen 3-Jul-2006 25557 PM

Workdlow Mapping Easlem Reviewers

Suspact Source Seymour Fass

Cantrol I QUUoE-123

Control M Irivolce Above Limit

Comtrol Duesscription Al e s srnsst b s 1o ersur Bl g in sesess of o Bieeshold vale mcebas appeoprias apprmal (Thi Seeshould mi be adiosed so hat i
i appropriahe for varying circurnslanees )

Show History

3-Juk-2008 355 57 PM o varlund ot $he vl b srl ol

Plizasie nisriiew.

3-JUZ006 39598 PH The mmvalce Nalal 91 i valued at 167543200 dollars, but the vasue threshold has been set at 100000000 dollars.
Fleate review.

3Juk- 2008 3 55 58 PM it dallis, bul e valur Breshald has been set al

Please revew,

3-Juk-Z006 35598 PM The involce Nelel1 90 is valued al 145290200 dollars, but the vatue threshodd has been el at 10000000T Gollars.
Fleate review.

show [EJE| resuns Result 14 0f 4
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Judging Suspects

In the Suspect Details panel, you can decide whether to “pass” suspects, mark them as
“exceptions,” or reassign them to another user — either individually or collectively:

1

At the top of this panel, review information that traces how these suspects came
to your attention. This includes the control monitor that generated them, the
user who ran the monitor, the run ID, and the control to which it is attached; the
database instance on which the suspects exist; and the workflow that routed
them to you. Most of this information is read-only; you can, however, click on
the run ID to open the View Automation Run panel (see page 69). Note that if
you do, you leave the Task Inbox.

In the grid that lists the suspects, click in the check box to the left of each
suspect upon which you want to act. Or click in the check box next to the Task
ID heading to select all of the suspects generated by the control-monitor run. A
suspect is selected when a check mark appears; you can rescind a selection by
clicking on a check box a second time, so that the check mark disappears.

Optionally, attach a document: Click on the Browse button, and a Choose File
dialog opens. Using standard Windows procedures, navigate to the file you want,
click on its name, and then click on the Open button. The path to the file you've
selected appears in the Attachment text box (and the attachment itself will be
available in the Suspect Task History panel). The attachment applies to all the
suspects you selected in step 2.

Optionally, click in the Comments text box and write a comment of up to 255
characters. The comment can be viewed in the Suspect Task History panel, and
applies to all the suspects you selected in step 2.

If you want to reassign the suspects to another user, select that person’s
username in the Assignee list box. (If you don’t what to reassign suspects, skip
this step.)

Click on the button corresponding to the action you want to take:
*  Pass means that suspect circumstances are allowed to stand.
e Exveption means that suspect circumstances must be remedied.

*  Reassign means that the suspect will be forwarded for judgment to the user
identified in the Assignee list box.

When you click on one of these buttons, the suspects you selected in step 2 disappear
from the grid (and entries are created for them in the Suspect Task History panel). If
any suspects remain in the grid, you can select a set of them and once again assign
status or reassign them to another user.

Displaying a Running History

If you receive suspect tasks because you are a reviewer named in the first step of a
workflow routing, then the tasks do not yet have any history. If, however, you are a
reviewer named in the second or later step of a workflow routing, or if tasks have

User’s Guide: ACTIVE Governance Platform 7.1 81



Chapter 6: Reviewing ltems in the Task Inbox

been reassigned to you by another user, then you can review the actions taken so far
by others before coming to your own decision about the suspect. To review the
history for an individual suspect, click on the Show History link at the right of its
row in the Suspect Details panel:

| 3-Jul-2006 3:55:58 PM The invoice 3402098 is valued a1 128679800dollars butthe value threshald has been setat 1 Show History
Flease review.

- 54 3-Jul-2006 3:55:58 PM The invoice flele0190 is valued at 145290200dollars hut the value threshold has been setat 100000000dollars. Show History
Flease review.

I 58 3-Jul-2006 4:48:17 PM The invoice ftele0191 i valued at 167543200dollars butthe value threshold has been set at 100000000dollars. Show History
Please review,

Show m Results Resuft1-30f3 Page E of 1

Suspect History for Task ID 58
o sty eer s
52 10f1 Wallace Stevens Jul 3, 2008 3:55:58 PM Jul 3, 2006 4:42:25 PM Reassigned
86 1 of1 Systern Administrator Jul 3, 2006 4:42:25 PM Jul 3, 2006 4:44:29 PM Reassigned
57 1 of1 Emily Dickinson Jul 3,2006 4 4420 PM Jul 3, 2006 4:48:17 PM because is out of office:

A second grid appears below the one that lists suspects. In it, each row describes a
prior action taken by another user about the selected suspect, identifying its task 1D,
its step in the workflow that routed it for review, the user who acted and the action
he took, and the dates and times at which the user received the task and finished
with it. If that user added an attachment or comment, these are also displayed. Each
time you click on the Show History link for another suspect, its history replaces en-
tries that had been there previously.

Reviewing Approval or Notification Tasks

82

Workflows may be configured so that you review approval tasks — the creation or
updating of control-library elements, or requests for extraordinary access to respon-
sibilities or database tables. Or workflows may nominate you to receive notifications
of reviewers’ decisions about approval tasks or suspect tasks. In either case, you re-
ceive an email message whenever an item requires your attention. In response, open
the Task Inbox and click, as appropriate, on the Approval Tasks link or the Notifi-
cation Tasks link in the Library Navigator.

A List panel, like the one shown on page 79, appears. Because the List Notifications
panel may display entries for suspects or approvals, it provides slightly different
information about each item than the List Approvals panel does (see the descriptions
of field values on page 79). However, in each panel you can click on the task ID for
an individual item to open a Details panel and render a decision about it, or click on
a button — Manage Approvals or Manage Notifications — to open a panel in which
you can review any number of items at once.

Initiating a Bulk Review

To select a set of items for review (or for reassignment to another user):

1 Click on the Manage button at the bottom center of the List Approval Tasks or
List Notification Tasks panel. A new panel — Manage Bulk Approvals or Man-
age Bulk Notifications — lists all the approvals or all the notifications available
for you to review. (Instances of this panel are shown at the top of the next page
— Notifications on top and Approvals on the bottom. They are essentially the
same, except for the buttons along the bottom of each panel.) Each entry in the
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list provides a summary description of an approval or notification — the same
information, in fact, as the List panel provides.

i
£ LogicalApps, | ACTIVE Governance

‘Wedcome, Emily Dickinson

m Coutrol Lilieary | Codtrol Mitomation | Segragation of Duties | Access Monitormia m AninEsration

fpnrevil Tashs | Suspact Tazhs | Netification Tasks | User Raguasts
o —_— = - Dol lask et sl Lysh ston |ECat L ety
Home > List Netification Tasks = Manage Bulk Netitications

|FJ.|I.1 S

iption

48 Jul'3, 2006 3,35 M Seymourdlass  ACE Mew Control - Approval Involce Above Limill - spproval 00006123

{ i1 Jul 3, 2006 431 PM Seynowr Glass  aspen Irrvoice O00000DT may exceed acceptadle  suspect Involce Above Lirnit

Shuw m - Result 1.2 of 2 Page: E L]

Comments for Sedected Tasks |

AssxinEe adrmin ‘I
[ Cancel || Diemiss ]| Reassion ]

admin ¥

[tarmcat | [ Approve | [ Ruject ][ Ruassiun |

2 C(lick in the check box to the left of each item upon which you want to act. Or
click in the check box next to the Task ID heading to select all of the items in
the list. An item is selected when a check mark appears; you can rescind a selec-
tion by clicking on a check box a second time, so that the check mark disappears.

3 To finish the review process, skip ahead to “Completing the Review” (page 84).

Initiating an Individual Review

To view greater detail, and render a decision, about a single item:

1 Click on its task ID in List Approval Tasks or List Notification Tasks panel. A
Details panel opens:

1 LogicalApps, | ACTIVE Governance

m Control Libsary | Controd Atomation | Segragation of Duties | Access Mondoring m Adiminisiration
App el Taasks: | Susignect Tashes | Mofification Tasks | User Breguests
App ol Tosik Hisstony | | Husifiezation Tash History

Tasks = Details

New Conrol - Appraval Imvoice Above Limit
ACS FJul-2006 335 PM

Eastem Hevewers FJuk2006 335 PM
DooDE-123

[Orinad Value

Al imvaices must be reviewed to ansure that ary In excess of a threshold value
h aporoval (The may be adjusted 5o that it 1

appropriats forvardng circumstances)

U3-Juk- 2006

A

5 Btarg

DUODE-123

Dimensson Valwa Mappngs
Dirmensson Valug
Likeshood

(I}
A
(U}
A
(1)
1B

Region- East
High
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2 At the top of this panel, review information that traces how the item came to

your attention. This includes its task description and task source (which are the
same values as those on the List panel; see page 79), the database instance on
which the item exists, the workflow that routed it to you, and dates on which you
received it and should respond to it.

In a Details grid, examine the changes you are to affirm or deny. For a control-
library element, a review may encompass changes to any number of fields, and
the grid contains one row for each field that has changed. (You must affirm all or
none.) For an access request, a single row presents all of the information included
in the request: the name of the user for whom access is requested and the tempo-
rary ID to be assigned to him, the type of request and the responsibility or data-
base table for which access is requested, the start and end dates for the proposed
access, the database instance, and the reason access is requested.

In a History grid, review a running tally of actions taken by others before you.

If you are reviewing an approval task, there is no history if you are a reviewer
named in the first step of a workflow routing. If, however, you are a reviewer
named in the second or later step of a workflow routing, or if tasks have been
reassigned to you by another user, the History grid contains one row for each
action taken so far by another user.

If you are reviewing a notification task, the History grid necessarily contains at
least one row, since at least one user must have acceded to or denied a change
for the task to reach you. If any other users have also acted, the grid contains a
row for each of them.

5 To finish the review process, see the next section, “Completing the Review.”

Completing the Review

Once you have selected either an individual item or a set of items to review:

1

Optionally, attach a document: Click on the Browse button, and a Choose File
dialog opens. Using standard Windows procedures, navigate to the file you want,
click on its name, and then click on the Open button. The path to the file you’ve
selected appears in the Attachment text box, and the attachment itself will be
available in the Approval Task History or Notification Task History panel. (If
you’re working in a Bulk panel, the file is attached to all the items you selected.)

Optionally, click in the Comments text box and write a comment of up to 255
characters. The comment can be viewed in the Approval Task History or Notifi-
cation Task History panel. (If you’re working in a Bulk panel, the comment ap-
plies to all the items you selected).

If you want to reassign the items to another user, select that person’s username
in the Assignee list box. (If you don’t what to reassign suspects, skip this step.)

Click on the button corresponding to the action you want to take. If you are
working with approvals:

s Approve means you assent to a change or request (or to each change or re-
quest you selected in the Manage Bulk Approvals panel). Once all approvers
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designated by a workflow have approved, a control-library element appears
in its List panel if it has been newly created or adopts changes if it has been
modified, or a user receives access requested through the Access Monitoring
feature.

*  Regject means you decline each change or request. A single rejection prevents a
new control-library element from appearing in its List panel or restores an
element to its state before a change was attempted, or prevents a user from
receiving access requested through the Access Monitoring feature.

If you are working with notifications, Dismiss means that you agree with the
decisions other users have made about an item (or each the item you selected in
the Manage Bulk Notifications panel). Within ACTIVE Governance, there is no
way to signify disagreement. If you do not concur in another uset’s approval
decision, click on the Cancel button to allow its notification to remain active,
resolve the issue outside of ACTIVE Governance, and then dismiss it.

For approvals or notifications, Reassign means that the items will be forwarded to
the user identified in the Assignee list box.

When you resolve issues, they disappear from their panels (and entries are created
for them in the Approval Task History or Notification Task History panel). If any
items remain, you can select one or more of them (in the List or Bulk panels) and
once again assign status or reassign them to another user.

Reviewing History

Whenever you act upon an approval, suspect, or notification, a record of your action
is recorded in the appropriate one of three List History panels: Like their new-item
counterparts, the List Approval Task History panel displays records of individual
control-library elements or access requests, and the List Notification Task History
panel presents records of individual notifications. The List Suspect Task History
panel, however, displays records of individual suspects you’ve reviewed (unlike the
List Suspect Tasks panel, which presents control-monitor runs).

From each of the List History panels, you can select an item and open a Details
panel. It presents information about the item, which mirrors the information avail-
able when the item was reviewed:

* For a suspect or suspect notification, you see the database instance on which the
suspect exists, the workflow that distributed it for review, the run ID of the
control monitor that generated it, the control to which the monitor is attached,
dates and times at which review commenced and ended, and the detailed
description of the suspect (as written into the control monitor that generated it).

¢ For an approval or approval notification, you see the database instance on which
the item exists, the workflow that distributed it for review, the task source, and
dates and times at which review commenced and ended. For a control-library
element, a grid shows how field values have changed, or for an access request, a
grid shows what access has been requested, when, and for whom.
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In addition, a History grid devotes one row to each task that been completed by any
user with respect to the item, culminating with the task you completed that caused
this history record to be created. Each row identifies the task ID, the step in the
workflow that routed the task for review, the user who completed the task and the
action he took, and the dates and times at which the user received the task and fin-
ished with it. If that user added an attachment or comment, these are also displayed.

To review the history of an approval, suspect, or notification:

1

Open the Task Inbox, and click on the Library Navigator link for the List
History panel you want to open: Approval Task History, Suspect Task History,
or Notification Task History.

In the grid on the List History panel, identify the row corresponding to the
approval, suspect, or notification whose history you want to review, and click on
its task ID. A Details panel opens. (The following illustration shows the details
of a notification task concerning creation of a control, but it is representative of
the Details panel for any of the History selections.)

£ Logicalapps, | ACTIVE Governance

WECOME, WALACH FIEVENsS

Hon | Contral Libary | Control Atomation | Segrapation of Duties | Access Mondoring | Heporting | Administration

WIWIWIW
App ol Torsk History | Suspoct Task Hestury | Hidificativn Task History

Task Histery > Details

New Control - Appraval Inveice Above

Limit

ACG Jul 3, 2006 3I5:41 Pu
Eastern Reviewers Jul 3, 2006 3:35:41 PM
DoooE-123

fnvolee Above Limi

Diesicripian Al vl mug be v [l arey st f vl
i iubir g (T iy w0 Bhal il i
appropiat for vaning circarmslanees )

Effactive From Date U3-Jl-T006

Effective To Date A

Risting 5 Stary

10 Valuis nnnng133

Dimersion Vakie Mappings

Cimension Valug FRegion - East

Likalihood High

Opmation | Toesk Typer | Atachment | Commuents
Wallace Jul 3, 2006 X35 PM Jul 3, 2006 342 PM Dismissed Matification
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3 Review the information. The illustration, for example, shows that a user named

Wallace Stevens was both an approver and the recipient of a notification for the
creation of a control. In one task (number 47), he approved the control, and in
another task (number 48), he dismissed the notification.

Typically, History Details panels are read-only; you cannot change a decision
after it’s been made. There is one exception: in the History Details panel for a
suspect task, you can click on the run ID to open the View Automation Run
panel for the control monitor that generated the suspect (see page 69). Note that
if you do, you leave the Task Inbox.

When you finish reviewing the information, click on the Back button. This
returns you to the List History panel from which you opened the Details panel.
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Viewing User Requests

In the User Requests panel, you can view entries that pertain to control-library ele-
ments you have created or modified, requests you have made for users to have access
to responsibilities or database tables, or suspects generated by control monitors that
you have run. For each such item, the panel may contain several entries. One docu-
ments your having generated the item, and another entry is added each time another
user acts upon the item — affirms or denies it, or dismisses a notification about it.
Each entry presents the status of the item at the moment a user has made a decision
about it, so the User Requests panel charts the progress of items you generate.

To view User Requests, open the Task Inbox, click on the User Requests link in the
Library Navigator, and review the entries in the panel. It has no links to other panels.

+un Tasks (0) | Profile | Sign Out | Help
222 LogicalApps, | ACTIVE Governance

Welcome, Seymour Glass

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Approval Tasks | Suspect Tasks | Notification Tasks | User Requests
Approval Task History | Suspect Task History | Notification Task History

Home > List User Requests

48 Jul 3, 2006 3:35 Phi ACS New Control - Approval Invoice Motification Pending 00006-123
Above Limit

47 Jul 3, 2006 3:30 PM ACS New Control - Approval Invoice Approval Approved 00006-123
Above Limit

44 Jun 30, 2006 11:40 Ah ACE Mews Automation - Approval RH - Approval Approved 00003132
testantrol one

Show m Results Result1-3of 3 Page M of 1

Using the Out of Office Assistant

An Out of Office Assistant directs your tasks to a user whom you specify, for a

period of time that you set. You may also create a message informing others that tasks
intended for you are being redirected. Use this feature to ensure that your tasks are
addressed when you are away from your office. To set the Out of Office Assistant:

1 From any panel in the ACTIVE Governance Platform, click on the Profile link
near the upper right corner of the panel. An Out of Office Assistant panel opens:

. Tasks (13) | Profile | Sian Out | Help
.
22 LogicalApps, | ACTIVE Governance

Welcome, System Administrator

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting | Administration

Change Password | Qut Of Office Assistant | Manage Fitter

Home > Out Of Office Assistant

Start * )
End * )
Assighed Approver -

Task Typeds) * ™ Notifications

™ Approvals
™ Suspects

Sender ™ Reply To Gender
Comments

* Required
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In the Start and End fields, select dates on which your tasks should start and stop
being redirected to another user. (See “Date Fields,” page 6.)

In the Assigned Approver list box, select the ACTIVE Governance user to
whom your tasks will be redirected.

In the Task Types area, select any combination of the Notifications, Approvals,
and Suspects check boxes to determine what types of tasks are to be redirected
to the user you chose in step 3. (If you leave any of these types unselected, that
task type will accumulate in your Task Inbox during your absence. You cannot

create multiple Out of Office Assistants in order to direct various types of tasks
to various users.)

If you want to alert the originators of tasks that their tasks are being redirected to
a user other than yourself, select the Reply to Sender check box.

If you select the Reply to Sender check box, type the message you want to send
to task originators in the Comments text box. message can be up to 255 charac-
ters in length, and it is sent to the task originators’ email addresses.

Click on the Save button.
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Reports

Reports, which display information about the control framework you create in
ACTIVE Governance and its application to your business, are available from a
Reports browser. To open the browser, click on the Reporting tab:

ogicalApps, | ACTIVE Governance
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o [ Report Center
Monaring
@ [E ChangeControl
@ (3 Conlrol Asorrsalion
@ (@ Control Library
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]

A Folders panel on the left of the Reports browser presents a hierarchical display of
folders that contain reports. In it, click on Public Folders, and then Report Center.
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Reports available in the Segregation of Duties, Access Monitoring, and Oracle EBS
Security folders are documented in the ACTIV'E Access Governor User’s Guide. Repotts
available in the Change Control folder are documented in the ACTIVE Data Gov-

ernor User’s Guide.

Reports available in the remaining folders are documented here. These present
information about control-library elements, their relationships to one another, and
their assessments; control monitors, their attachments to controls, and the suspects
they generate; form and flow rules that may be attached to controls as automations;
and audit features used in the background for access monitoring and change control.

To open a report, locate the folder that contains it under the Report Center heading
in the Folders panel. Click on the folder, and the larger panel on the right presents
links to the reports contained in the folder. Click on the link for the report you want.
The larger panel then displays fields in which you can enter values for report parame-
ters; do so, then click on the OK button to run the report. (The reports contained in
each folder, and the parameters that apply to each report, are listed below.)

Who Can Do This?

All users who have been assigned reporting roles can run and review the reports
allotted to their roles. See “User Permissions for Reporting Roles” on page 10.

Exporting a Report

When you generate a report, it appears in the larger panel on the right of the Reports

browser. For ease of viewing, however, you may want to export it to another format,
such as Adobe Acrobat. To do so:

1 Click on the Export icon in the Reports browser. (It looks like two juxtaposed
rectangles, representing a disc and a sheet of paper. It appears only when a report
has been generated, and is located at the upper left corner of the larger panel in
the Reports browser.)

2 An Export Report dialog appears. In it, select a destination program in the File
Format field (for example, Adobe Acrobat). Then click on the OK button.

3 A dialog presents you with options appropriate to the program to which you’ve
elected to export the file — for example, save or open in Adobe Acrobat. If you
select the open option, the report opens in a new window. If you select the save
option, you can specify a file path and name to which to save it.

Other Report Features
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ACTIVE Governance reports are presented through use of a “third-party” compo-
nent, which offers features in addition to the presentation or exporting of reports.
For documentation of these features, open the Help file available from the Reports
browser. You can do this by clicking on a Help icon, which looks like a question
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mark enclosed in a circle, and is located at the very right of the tool bar, just above
the upper right corner of the larger panel in the Reports browser.

Control Automation Folder

The Control Automation folder contains reports on control monitors, the suspects
they generate, and their attachments to controls. These reports commonly accept the
following parameter:

AG Source Data: Select the instance that contains the data about which you want to
generate reports. (You may supply this value more than once for a given report, first
to generate a list of the remaining parameters and then, within that list, to generate
the report itself.)

Automated Controls Report

The Automated Controls Report consists of a bar graph that presents the number of
automations, by type, that are attached to controls. Automation types include control
monitors, SOD rules, flow rules, form rules, and change-control rules; the graph in-
cludes a bar for each type; the vertical height of each bar corresponds to the number
of automations. (If there are no automations of a particular type, its bar is omitted
from the graph.) This report accepts only the AG Source Data parameter.

Automated Versus Manual Controls Report

The Automated Versus Manual Controls Report presents a pie graph that shows the
proportion of automated to manual controls (and provides the percentage of each to
total controls). A control is considered to be automated if it has at least one control
monitor, SOD rule, flow rule, form rule, or change control rule attached to it, and is
considered to be manual if it has no such attachment. (A control may have more than
one automation, but if so, is still considered to be one automated control.) This report
accepts only the AG Source Data parameter.

Average Days of Outstanding Tasks Report

The Average Days of Outstanding Tasks Report displays three graphs, each of which
shows the average number of days that a type of task has remained unresolved. The
three task types are suspect, approval, and notification (see page 77 for definitions of
these task types). Each graph resembles a speedometer, with number values arrayed
along an arch, increasing regularly from left to right, and a needle pointing to a
number value on the arch. This report accepts only the AG Source Data parameter.

Control Automation List Reports

There are four Control Automation List reports, each of which displays information
about control monitors — for each, its name, version, description, last-update date,
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status, the controls to which it is attached, and the database instance on which it re-
sides. The reports differ in the way they group the monitors they list:

The Control Automation List by Control Objective Report groups control moni-
tors by the individual control objectives with which they are associated.

The Control Automation List by Subprocess Report groups control monitors by
the individual subprocesses with which the are associated.

The Control Automation List by Primary Element Name Report groups control
monitors by individual primary elements (policies, processes, cycles, and risks)
with which they are associated.

The Control Automation List by Primary Element Report groups control moni-
tors by the type of primary element with which they are associated.

In each case, the association results from the configuration of your control hierarchy:
a monitor is attached to a control, and is associated with a control objective if the con-
trol is linked to it; is associated with a subprocess if the control objective is linked to
it; and is associated with a primary element if the subprocess is linked to it. Because
each object may be linked to more than one parent object, the reports may list moni-
tors and each of the hierarchy objects more than once.

Each of the reports accepts some combination of the following parameters:

Primary Element: Select types of elements, in any combination, for which you
want the report to present information. Options include Policy, Process, Cycle,
and Risk. (All four reports use this parameter.)

Primary Element Name: Select individual primary elements for which you want
the report to present data. The list from which you can choose is determined by
the selections you make for the Primary Element parameter. (The By Primary Ele-
ment Name, By Subprocess, and By Control Objective reports use this parameter.)

Subprocess Name: Select individual subprocesses for which you want the report
to present data. The list from which you can choose is limited to subprocesses asso-
ciated with the elements you chose for the Primary Element Name parameter.
(The By Subprocess and By Control Objective reports use this parameter.)

Control Objective Name. Select the control objectives for which you want the
report to present data. The list from which you can choose is limited to objectives
associated with the subprocesses you chose for the Subprocess Name parameter.
(Only the By Control Objective report uses this parameter.)

Status: Select Active to see results for control monitors that are active, Inactive to
see results for control monitors at any other status, or Bozh. (All four reports use
this parameter.)

Updated Date: Define a period in which control monitors must have been created
ot updated to be included in the report. You may enter dates in the Start and End
tields; in that case, clear the No Lower Value and No Upper Value check boxes.
Or you may omit the start date and select the No Lower Value check box to start
with the earliest existing transaction, or omit the end date and select the No Upper
Value check box to finish with the latest existing transaction.
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If you do enter actual dates, select an Include This Value check box (for either or
both dates) to include the value you specify in the period, or clear the check box
to exclude the value (thus selecting transactions that begin after but not on the
start date, or end before but not on the end date). You can click on the calendar
icons to select dates.

(All four reports use this parameter.)

* Sort by: Select values that order the information in the report — Automation
Name, Status, or Last Updated. The order in which you select the values deter-
mines the priority by which they sort data. (All four reports use this parameter.)

Control Automation Suspects by Dimension Value Report

The Control Automation Suspects by Dimension Value Report presents a bar graph
displaying the number of suspects generated by monitors for each dimension value.
Each bar in the graph represents a dimension value, and its height is proportional to
the number of suspects. The bars are arranged in groups, with each group consisting
of all the values for a given dimension.

The report also provides a table in which each row displays information about a sus-
pect: Task ID (a unique numeric identifier assigned to the suspect by the workflow
that distributed it for review), Received Date (the date on which it became available
for review), From (the user who ran the control monitor that generated the suspect),
Data Source, Task Description (as written into the control monitor that generated
the suspect), Control ID (the identifier for the control to which the control monitor
is attached as an automation), and Task Source (the name of the control). As you run
the report, you can select values for the following parameters:

¢ Dimension Name: Select any combination of dimensions for which you want to
see associated suspects. The report allows you to select among all dimensions
configured for your system.

* Dimension Value: Select dimension values for which you want to see associated
suspects. The report enables you to select among values configured for the dimen-
sions you selected in the previous parameter.

Control Monitor Detail Report

The Control Monitor Detail Report shows, for a selection of the control monitors
on your system, the configuration details for each monitor. These include name, sta-
tus, creator, and creation date. Depending on your report-parameter selections, it may
also show version history (the version number and status of each configured version),
the control-monitor parameters, and the steps configured for the monitor. For each
step, it would provide the step name, number, type, and (if any) detail (for example,
the SQL written for an execute-query step). As you run the report, you can select
values for the following parameters:

*  Workflow Status: Select the appropriate value to focus the report on monitors at
the active, retired (inactive), or editing status, or select A/.

User’s Guide: ACTIVE Governance Platform 7.1 93



Chapter 7: Reports

* Include Version History: Select Yes or No to determine whether the report shows
version history for the monitors it documents.

* Sort by: The report alphabetizes control monitors by name. Select Ascending or
Descending to determine whether it uses forward or reverse alphabetical order.

* Display Parameters Detail: Select Yes or No to determine whether the report lists
parameters for the monitors it documents.

* Display Sequence Detail: Select Yes or No to determine whether the report lists
steps for the monitors it documents.

Detail Suspect History Report

The Detail Suspect History Report presents the results of control-monitor runs. It de-
votes a section to each control-library element for which a control monitor has been
run. It identifies the type, name, and ID of the element; the name, ID, and description
of the control associated with that element; and the name and version of the monitor
that has been run. It also provides an entry for each suspect generated by the control
monitor. For each suspect, it shows the run date and time, and IDs for the suspect
task itself and for the run that generated it. It displays record details (a “suspectInfo”
value — the more detailed of two descriptions, written into the control monitor, of
the conditions it is intended to detect). It further provides suspect status, the date on
which status was assigned and the ID of the user who assigned it, and comments by
that user. As you run the report, you can select values for the following parameters:

* Control Element Level: Select the types of control-library element, in any combi-
nation, for which you want to view control-monitor runs.

¢ Control Element Value: Select individual control-library elements for which you
want to view control-monitor runs. The parameter displays only elements of the
type you selected in the Control Element Level parameter.

* Control Monitor: Select the names of control monitors whose runs you want to
review. The report documents occasions when these monitors were run as automa-
tions for the control elements you selected in the Control Element Value parameter.

* Control Monitor Version: Select version numbers, in any combination, for con-
trol monitors. The report returns results for runs of the versions you’ve selected.

¢ Date From and Date To: Define the time period in which control monitors must
have been run for their results to appear in the report. Type dates in the From and
To fields in the format yyyy-mm-dd, or click on the calendar icons to select dates.

e Suspect Action: Choose any combination of A/, Pass, Pending, and Exception to
have the report display results for suspects at the statuses you select.

Open Suspect Reports
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There are three Open Suspect reports, each of which displays information about sus-
pect tasks that have not yet been addressed:

* The Open Suspect by Primary Control Element Report provides information
about suspects associated with processes, policies, risks, or cycles.
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* The Open Suspect Tasks by Subprocess Report provides information about
suspects associated with subprocesses.

* The Open Suspect Tasks by Control Objective Report provides information
about suspects associated with control objectives.

In each case, the association results from the configuration of your control hierarchy:
a monitor is attached to a control, and is associated with a control objective if the con-
trol is linked to it; is associated with a subprocess if the control objective is linked to

it; and is associated with a primary element if the subprocess is linked to it.

In each report, a bar graph shows the number of suspects for each control-library
element — each type of primary element in the Primary Element report, or each indi-
vidual subprocess or control objective in their respective reports.

In each report, tables display one entry per suspect. Each entry provides the name
and ID of a control from which a monitor is tun, and the name and version of the
monitor. Each displays a task description (a “suspectDesc” value — the less detailed
of two descriptions, written into the control monitor, of the conditions it is intended
to detect). Each entry further provides the task ID, the database on which the moni-
tor ran, and the date and time on which the suspect was generated.

Each report includes one of these tables for each of the control-library elements on
which the report is based — once again, each type of primary element in the Primary
Element report, or each individual subprocess or control objective in their respective
reports.

Each of the reports accepts some combination of the following parameters:

*  Control Element or Element Name: Select types of elements, in any combination,
for which you want the report to present information. Options include Policy,
Process, Cycle, and Risk. (All three reports use this parameter; it’s called Element
Name in the By Subprocess report and Control Element in other two reports.)

* Subprocess: Select individual subprocesses for which you want the report to pre-
sent data. The list from which you can choose is limited to subprocesses associated
with the elements you chose for the Control Element/Element Name parametet.
(The Subprocess and Control Objective reports use this parameter.)

* Control Objective: Select the control objectives for which you want the report to
present data. The list from which you can choose is limited to objectives associ-
ated with the subprocesses you chose for the Subprocess parameter. (Only the
Control Objective report uses this parameter.)

¢ Control Element Status: Select the status of primary elements, subprocesses, or
control objectives for which a report returns results — Aczive (the Effective To
date for the element has not passed, or it has no Effective To date), Inactive (the
element’s configured Effective To date has passed), or Bozh. (All three reports
use this parameter.)

¢ Control Monitor: Select the names of control monitors whose runs you want to
review. The report will document occasions when these monitors were run as
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automations for the control elements you selected in the Control Element Value
parameter. (All three reports use this parameter.)

Control Rating Name: Select a rating value to have the report return results only
for suspects generated by monitors attached to controls that have the rating you
select. Valid values include the Rating Names (see page 24) configured for your
system. (All three reports use this parameter.)

Sort By or Group By: Select a sort key to determine the order in which a report
presents results in each of its tables. Valid values include control 1D, control name,
control rating, received date, and data source. (All three reports use this parameter;
it’s called Sor# By in the By Primary Control Element report and Group By in the
other two reports.)

Summary Suspect History Reports

Two Summary Suspect History reports provide the following information about indi-
vidual control monitor runs: the run date, number, and type (manual or scheduled);
the number of suspects generated by the run and their status; the version of the con-
trol monitor that generated the suspects; the name of the workflow routing that dis-
tributed the suspects for review; and the version of the workflow routing.

In each report, a run constitutes a row in a table of related runs, and the reports dif-
fer in how they consider runs to be related:

The Summary Suspect History by Control Element Report devotes one table
each to any number of specified control-library elements; each table lists all runs
within a specified time period for a control monitor associated with a specified
element. Header information for the table provides:

— The name and type of the specified control-library element.

— The name and ID of a control to which the specified element is linked by
your hierarchy configuration.

— The dimensions configured for that control.

— The name of a control monitor attached as an automation to the control (and
which generated the runs documented in the table rows).

The Summary Suspect History by User Report does the same, but further groups
control-library elements (tables) by the user who ran the control monitors docu-
mented in the tables.

Each of the reports accepts some combination of the following parameters:

User: Select the user IDs of users about whom you want the report to return
results. (Only by the By User report uses this parameter.)

Control Element Level or Library Type: Select types of control-library elements
about which you want the report to return results. Choose any combination of

control, control objective, subprocess, policy, process, or risk. (The By Control
Element report uses the name Control Element 1evel, the By User report uses the

name Lzbrary Type.)
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¢ Control Element Value or Library Name: Select the individual elements about
which you want the report to return results. The list from which you can choose
is determined by the selections you make for the Control Library Element/Library
Type parameter. (The By Control Element report uses the name Control Element
Value, the By User report uses the name Iibrary Name.)

¢ Control Monitor: Select the names of control monitors whose runs you want to
review. The report will document occasions when these monitors were run as
automations for the control elements you selected in the Control Element Value/
Library Name parameter. (Both reports use this parameter.)

¢ Control Monitor Version: Select the versions of control monitors whose runs
you want to review. (Both reports use this parameter.)

* Date From and Date To: Define the time period in which control monitors must
have been run for their results to appear in the report. Type dates in the From and
To fields in the format yyyy-mm-dd, or click on the calendar icons to select dates.
(Both reports use this parameter.)

Control Library Folder

The Control Library Folder contains reports that present information about the con-
figuration of control-library elements, their relationships to one another, and their
assessments. These reports commonly accept the following parameter:

AG Source Data: Select the instance that contains the data about which you want to
generate reports. (You may supply this value more than once for a given report, first
to generate a list of the remaining parameters and then, within that list, to generate
the report itself.)

Analysis of Control Elements Report

The Analysis of Control Elements Report consists of a bar graph that presents the
number of elements, by type, that have been configured. Element types include pri-
mary elements (processes, policies, cycles, and risks), subprocesses, control objec-
tives, and controls. The graph includes a bar for each type; the vertical height of each
bar corresponds to the number of elements. (If there are no elements of a particular
type, its bar is omitted from the graph.) This report accepts only the AG Source Data
parameter.

Analysis of Primary Control Elements Report

The Analysis of Primary Control Elements Report consists of a bar graph that pre-
sents the number of primary elements, by type, that have been configured. Types
include processes, policies, cycles, and risks. The graph includes a bar for each type;
the vertical height of each bar corresponds to the number of elements. (If there are
no elements of a particular type, its bar is omitted from the graph.) This report accepts
only the AG Source Data parameter.
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Control Framework Report

The Control Framework report consists of sections, each of which provides the
name and ID of a primary control element and provides information about the items
that descend from it in one branch of its hierarchical associations with lower-level
objects. In each section, the report displays the name, ID, and status of the subprocess
and control objective which, in a given branch, lead down to a set of controls, and
provides information about the controls. For each control, the report shows the ID,
name, description, status, and rating, and whether the control has automations or
assessments. As you run the report, you can select values for the following parameters:

¢ Primary Control Element Type: Select types of primary elements for which you
want the report to present information. Options include Policy, Process, Cycle,
and Risk.

¢ Status: Select the status of components for which a report returns results —
Active (the Effective To date for an element has not passed, or it has no Effective
To date), Inactive (an element’s configured Effective To date has passed), or Bozh.

e Data Sort by: Select a sort key — Element ID or Element Name — to determine the
order in which a report arranges the sections devoted to primary elements.

e Control Sort by: Select a sort key — Control ID, Control Name, or Control Rating —
to determine the order in which a report lists controls within each section.

Control Library List Reports
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Four Control Library List reports provide lists of configured control-library elements,
together with summary information about them. Each report lists elements of the type
specified in its title: Control Library List by Control, Control Library List by Control
Objective, Control Library List by Subprocess, and Control Library List by Primary
Elements (which include processes, policies, cycles, and risks). For each item in its list,
each report displays the ID, name, description, and effective dates, and the number
of other objects, by type, to which the item is linked in the control framework. The
By Control report also shows the each control’s rating and whether it has automations.

Each of the reports accepts some combination of the following parameters:

¢  Primary Control Types: Select types of elements, in any combination, for which
you want the report to present information. Options include Policy, Process,
Cycle, and Risk. (All four reports use this parameter.)

e Primary Control Values: Select individual primary elements for which you want
the report to present data. The list from which you can choose is determined by
the selections you make for the Primary Element parameter. (All four reports use
this parameter.)

*  Subprocess Values: Select individual subprocesses for which you want the report to
present data. The list from which you can choose is limited to subprocesses asso-
ciated with the elements you chose for the Primary Control Values parameter. (The
By Subprocess, By Control Objective, and By Control reports use this parameter.)
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¢ Control Objective Values: Select individual control objectives for which you
want the report to present data. The list from which you can choose is limited to
control objectives associated with the elements you chose for the Subprocess
Values parameter. (The By Control Objective and By Control reports use this
parameter.)

* Control Values: Select individual controls for which you want the report to pre-
sent data. The list from which you can choose is limited to controls associated with
the elements you chose for the Control Objectives parameter. (Only the By Con-
trol report uses this parameter.)

* Dimension Categories: Select dimensions to have the report list only elements
granted values for the dimensions you specify. (All four reports use this parameter.)

¢ Dimension Values: Select dimension values to have the report list only elements
assigned those values. The list from which you choose is limited to values for
dimensions you chose in the Dimension Categories parameter. (All four reports
use this parameter.)

* Attribute Categories: Select attributes to have the report list only elements granted
values for the attributes you specify. (All four reports use this parameter.)

e Attribute Values: Select attribute values to have the report list only elements
assigned those values. The list from which you choose is limited to values for
attributes you chose in the Attribute Categories parameter. (All four reports use
this parameter.)

¢ Status: Select the status of components for which a report returns results —
Active (the Effective To date for an element has not passed, or it has no Effective
To date), Inactive (an element’s configured Effective To date has passed), or Bo#h.
(All four reports use this parameter.)

* Control Rating: Select one or more ratings to limit a list of controls to those that
have been given the rating you specify. (Only the By Control report uses this
parameter.)

* Sort by: Select the key that determines the order in which each report lists ele-
ments, ID or Name. (All four reports use this parameter.)

Detail Reports

Four Detail reports provide detailed configuration data for a selection of control-
library elements — the same information as is available in the View panel (and sub-
panels) for the elements (see page 57). A Control Detail Report displays information
about controls; a Control Objective Detail Report about control objectives; a Subprocess
Detail Report about subprocesses, and a Primary Element Detail Report about proc-
esses, policies, cycles, and risks.

At minimum, each report includes the ID, name, and description of each element; the
number of other elements with which it is associated, by type; and whether an automa-
tion has been attached to it. The Control Detail Report also displays the status, rating,
likelihood, and related controls configured for each control.
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Depending on parameter settings, each report may also show the following for a
given element:

Dimension details: The assigned and inherited values for each dimension associ-
ated with the element, together with their effective dates.

Attribute details: The assigned and inherited values for each attribute associated
with the element, together with their effective dates.

Hierarchy details: The names and IDs of other control-library elements to which
the element is linked, by type.

Assessment details: For each assessment of the element, the Result (Pass or Fail),
and Detail configured for the assessment, the username of the assessor, his com-

ments, whether there are attachments, and the date of the assessment. (See page
72.)

Automation details: The name, ID, type, version number, and effective dates for
each of the automations attached to the element.

Each of the reports accepts some combination of the following parameters:

Primary Control Element Types: Select types of elements, in any combination,
for which you want the report to present information. Options include Policy,
Process, Cycle, and Risk. (All four reports use this parameter.)

Primary Control Values: Select individual primary elements for which you want
the report to present data. The list from which you can choose is determined by
the selections you make for the Primary Element parameter. (All four reports use
this parameter.)

Subprocess Values: Select individual subprocesses for which you want the report
to present data. The list from which you can choose is limited to subprocesses asso-
ciated with the elements you chose for the Primary Control Values parameter.
(The Subprocess Detail, Control Objective Detail, and Control Detail reports use
this parameter.)

Control Objective Values: Select individual control objectives for which you
want the report to present data. The list from which you can choose is limited to
control objectives associated with the elements you chose for the Subprocess
Values parameter. (The Control Objective Detail and Control Detail reports use
this parameter.)

Control Values: Select individual controls for which you want the report to pre-
sent data. The list from which you can choose is limited to controls associated with
the elements you chose for the Control Objectives parameter. (Only the Control
Detail report uses this parameter.)

Sort by: Select the key — ID or Name — that determines the order in which
each report presents results. (All four reports use this parameter.)

Display Control Dimension Detail: Select Yes or No to determine whether the
reports includes dimension details.
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Display Control Attribute Detail: Select Yes or No to determine whether the
reports includes attribute details.

Display Hierarchy Detail: Select Yes or No to determine whether the reports
includes hierarchy details.

Display Assessment Detail: Select Yes or No to determine whether the reports
includes assessment details.

Display Automation Detail: Select Yes or No to determine whether the reports
includes automation details.

Inherent Relationships Report

The Inherent Relationships Report shows how pairs of primary elements are implic-
itly associated with one another because each is linked to a common lower-level ob-
ject in the control-library hierarchy. It provides bar graphs showing the numbers of
policies, processes, cycles, and risks that share elements with other primary elements.
It presents “summary reports,” each of which focuses on one primary element and
lists other primary elements with which it shares links to lower-level elements. And it
provides “Detail Reports,” each of which again focuses on a primary element, lists
the related primary elements, but also provides information about the lower-level
elements to which each pair of primary elements is linked. As you run the report, you
can select values for the following parameters:

Primary Control Element Types: Select types of primary elements for which you
want the report to present information. Options include Policy, Process, Cycle,
and Risk.

Primary Control Values: Select individual primary elements for which you want
the report to present data. The list from which you can choose is determined by
the selections you make for the Primary Element parameter.

Attributes: Select attributes to have the report list only elements granted values for
the attributes you specify.

Attribute Values: Select attribute values to have the report list only elements
assigned those values. The list from which you choose is limited to values for
attributes you chose in the Attributes parameter.

Dimensions: Select dimensions to have the report list only elements granted values
for the dimensions you specify.

Dimension Values: Select dimension values to have the report list only elements
assigned those values. The list from which you choose is limited to values for
dimensions you chose in the Dimensions parameter.

Sharing Element Types: Select types of lower-level control-library elements. To
be considered related, primary elements must then share links to these types of
elements.

Include Graphs: Select Yes or No to determine whether the report displays bar
graphs.
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Control Elements Missing Mandatory Dimensions and
Attributes Report

Dimensions or attributes may be configured to be mandatory, meaning that at least
one value for each must be assigned directly to every control and so be inherited by
higher-level elements linked to controls. The Control Element Missing Mandatory
Dimensions and Attributes Report presents a bar graph depicting the number of each
element type lacking mandatory dimensions or attributes. For each of these dimen-
sion or attributes, it also compiles a list of the elements that lack values. For each ele-
ment it shows the type, ID, name, and status. As you run the report, you can select
values for the following parameters:

* Based on: Choose the type of missing item for which the report should return
results — Atribute, Dimension, or Both.

e Dimension/Attribute Status: Choose the status of dimensions or attributes about
which the report should return results — Aczzve (the Effective To date for an item
has not passed, or it has no Effective To date), Inactive (an item’s configured Ef-
fective To date has passed), or Bozh.

 Status of Controls: Choose the status of controls that are to be searched for
missing dimensions or attributes — Actzve (the Effective To date for an element
has not passed, or it has no Effective To date), Inactive (an element’s configured
Effective To date has passed), or Bozh.

¢ Control Element Type: Select, in any combination, the types of control-library
elements that are to be searched for missing dimensions or attributes.

* Data Sort By: Select the sort key that determines the order in which the report
lists control-library elements — Control Element 1D, Control Element Name, or Con-
trol Element Thpe.

Unassigned Control Elements Report

The Unassigned Control Elements Report lists controls, control objectives, or sub-
processes that have not been linked to parent objects; risks, cycles, policies, processes,
subprocesses, or control objectives that have not been linked to child objects; or
both. For each element, it displays the 1D, name, and effective dates. As you run the
report, you can select values for the following parameters:

* FElement: Select the types, in any combination, of control-library elements for
which you want the report to return results.

* Hierarchy Direction: Choose Parent to have the report list lower-level elements
that lack links to higher-level elements (for example, a control object with no link
to any subprocess). Choose Child to have the report list higher-level objects miss-
ing links to lower-level objects (for example, processes without links to subproc-
esses). Or choose Both.

¢ Dimension: Select dimensions to have the report list only elements granted
values for the dimensions you specify.
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¢ Dimension Values: Select dimension values to have the report list only elements
assigned those values. The list from which you choose is limited to values for
dimensions you chose in the Dimension Categories parameter.

Assessment Detail Reports

Four Assessment Detail reports display information about assessments of control-
library elements — one report each for controls, control objects, subprocesses, and
primary elements. The report titles are Control Assessment Detail by Assessment
Report, Control Objective Assessment Detail by Assessment Report, Subprocess
Assessment Detail by Assessments Report, and Primary Element Assessment Detail
by Assessment Report.

When creating an assessment, a user selects dimension values for it, thus assessing
the value of a control-library element in particular segments of a business. He deter-
mines whether the element passes or fails, selects a configured “detail statement” that
expresses the extent to which the element satisfies its purpose, and may attach docu-
mentation or write comments. (See page 72.)

For a given assessment of a specified element, each report displays the pass-fail result,
and then devotes a row to information showing how the assessment applies to individ-
ual dimension values configured for the element. This information includes the name
of the element, its ID (if the element is a control, control objective, or subprocess) or
type (if it is a primary element), the assessot’s username and primary application role,
the date of the assessment, the detail statement selected for the assessment and com-
ments written for it, and the dimension value to which the assessment applies.

Each of the reports accepts some combination of the following parameters:

e Primary Control Element Types or Element Type: Select types of primary ele-
ments for which you want the report to present information. Options include
Policy, Process, Cycle, and Risk. For the Primary Element Assessment Details by
Assessment Report, you can select only one type; for the other reports you can
select any number. (All four reports use this parameter.)

¢ Primary Control Element Names or Element Names or Element Values: Select
individual primary elements for which you want the report to present data. The
list from which you can choose is determined by the selections you make for the
Primary Element parameter. (All four reports use this parameter.)

e Subprocess Name: Select individual subprocesses for which you want the report
to present data. The list from which you can choose is limited to subprocesses asso-
ciated with the elements you chose for the Primary Control Values parameter.
(The Subprocess Assessment Detail, Control Objective Assessment Detail, and
Control Assessment Detail reports use this parameter.)

*  Objective Name: Select individual control objectives for which you want the
report to present data. The list from which you can choose is limited to control
objectives associated with the elements you chose for the Subprocess Values
parameter. (The Control Objective Assessment Detail and Control Assessment
Detail reports use this parameter.)
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Control Names: Select individual controls for which you want the report to pre-
sent data. The list from which you can choose is limited to controls associated with
the elements you chose for the Control Objectives parameter. (Only the Control
Assessment Detail report uses this parameter.)

Assessor: Select any number of assessor usernames to focus the report on assess-
ments prepared by these users. (All four reports use this parameter.)

Assessment Date Range: Define a period in which assessments must have been
made to be included in the report. You may enter dates in the Start and End fields;
in that case, clear the No Lower Value and No Upper Value check boxes. Or you
may omit the start date and select the No Lower Value check box to start with the
carliest existing transaction, or omit the end date and select the No Upper Value
check box to finish with the latest existing transaction.

If you do enter actual dates, select an Include This Value check box (for either or
both dates) to include the value you specify in the period, or clear the check box
to exclude the value (thus selecting transactions that begin after but not on the
start date, or end before but not on the end date). You can click on the calendar
icons to select dates.

(All four reports use this parameter.)

Assessment Type: Select Pass or Fail to restrict the report to assessments of
either type, or select Bozh. (All four reports use this parameter.)

Dimension Category or Dimension Name: Select any combination of dimensions.
This parameter works with the next one to focus the report upon assessments
that apply to particular dimension values. (All four reports use this parameter.)

Dimension Value: Select a set of dimension values; the list from which you can
choose is limited to values configured for dimensions you chose for the Dimension
Category/Dimension Name parameter. The report displays results only for assess-
ments that apply to dimension values you select here. (All four reports use this
parameter.)

Control Assessments by Subprocess Report

The Control Assessments by Subprocess Report presents a bar graph in which each
bar represent a subprocess. The height of each bar indicates the number of assess-

ments for controls associated with the subprocess. A bar may be multicolored, with
each color representing a control rating; the height of each colored portion of a bar
indicates the number of assessments for controls configured to have a given rating.

Moreover, for each subprocess the report presents a table in which each row displays
information about one of the control assessments — the ID, name, and rating of the
control, the assessotr’s name and date of the assessment, the “result detail” statement
selected for the assessment as well as comments written for it, and the name of a doc-

ument attached to it (if any).

As you run the report, you can select values for the following parameters:

Subprocess: Select individual subprocesses for which the report presents data.
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e Assessor: Select any number of assessor usernames to focus the report on assess-
ments prepared by these users. (All four reports use this parameter.)

e Assessment Result: Assessment Type: Select Pass or Fail to restrict the report to
assessments of either type, or select both options.

¢ Control Status: Select the status of controls for which a report returns results —
Active (the Effective To date for an element has not passed, or it has no Effective
To date), Inactive (an element’s configured Effective To date has passed), or Bozh.

* Control Rating: Select any number of ratings to have the report return results for
controls at the selected ratings. Valid values include the Rating Names (see page
24) configured for your system.

* Sort by: Select the sort key that determines the order in which the report lists
controls — Control Element 1D, Control Element Name, or Control Element Type.

Control Assessments by Primary Control Element Report

The Control Assessments by Primary Control Element Report presents a bar graph
in which each pair of bars applies to a primary control element of a specified type.
Within each pair, one bar represents passing assessments, and the other failing assess-
ments, of controls associated with the primary element. The height of each bar indi-
cates the number of passing or failing control assessments.

Moreover, for each primary element the report presents two tables, one of which
presents information about passing control assessments, and the other about failing
control assessments. In each, one row corresponds to one assessment, and contains
the control ID, name, rating, and status, the assessor’s name and date of the assess-
ment, the “result detail” statement selected for the assessment as well as comments
written for it, and the name of a document attached to it (if any).

As you run the report, you can select values for the following parameters:

¢ Primary Control Element: Select one type of primary control element (process,
policy, cycle, or risk) about which the report returns results.

* Status: Select the status of components for which the report returns results —
Active (the Effective To date for an element has not passed, or it has no Effective
To date), Inactive (an element’s configured Effective To date has passed), or Bozh.

Control Assessment Result Details by Primary Control
Element Report

The Control Assessment Result Details by Primary Control Element Report presents
a bar graph in which each bar represents a primary control element of a specified type.
The height of a bar indicates the number of assessments for controls associated with
the primary element. Each bar may be multicolored, with each color representing one
of the “result detail” statements configured for assessments; the height of each colored
portion of a bar indicates the number of control assessments for which the assessor
has selected a given statement.
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Moreover, for each primary element the report presents a table in which each row
displays information about one of the control assessments — the ID, name, and rat-
ing of the control, and for the assessment, its result (Pass or Fail), detail statement, date
and time, comments, username of the assessor, and the name of an attached docu-
ment (if any).

As you run the report, you can select values for the following parameters:

¢ Primary Control Element: Select one type of primary control element (process,
policy, cycle, or risk) about which the report returns results.

* Control Rating: Select the rating applied to controls for which the report returns
results. You can select ratings configured from the Manage Ratings link on the
Administration Home (see page 24).

* Status: Select the status of components for which the report returns results —
Active (the Effective To date for an element has not passed, or it has no Effective
To date), Inactive (an element’s configured Effective To date has passed), or Bozh.

*  Sort By: Select the sort key — Control 1D, Control Name, or Control Rating — that
sets the order in which the report presents results.

Control Assessments by Dimension by Rating Report
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The Control Assessments by Dimension by Rating Report presents counts of, and
information about, assessments of controls. It organizes results both by the dimen-
sion value assigned to the assessment and the rating assigned to the assessed control.

A bar graph shows assessment counts. Each bar represents a dimension value selected
for an assessment, and the color of each bar indicates the rating of a control; the height
of the bar shows the number of assessments for a given dimension value and rating.

In addition, the report presents a set of tables, each of which displays information
about assessments that apply to a combination of dimension value and rating. For each
assessment, a table shows the ID and name of the control that has been assessed, the
pass-fail result, detail statement, date and time, comments, username of the assessor,
and whether documents are attached.

As you run the report, you can select values for the following parameters:

* Dimension Name: Select any combination of dimensions. This parameter works
with the next one to focus the report upon assessments that apply to particular
dimension values.

* Dimension Value: Select a set of dimension values; the list from which you can
choose is limited to values configured for dimensions you chose for the Dimension
Name parameter. The report displays results only for assessments that apply to
dimension values you select here.

* Control Rating: Select the rating applied to controls for which the report returns
results. You can select ratings configured from the Manage Ratings link on the
Administration Home (see page 24).
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* Assessor Role: Select any combination of primary application roles. The report
returns results only for assessments created by users at those roles.

e Assessment Results: Select Pass or Fail to restrict the report to assessments of
either type, or select Bozh.

* Status: Select the status of components for which the report returns results —
Active (the Effective To date for an element has not passed, or it has no Effective
To date), Inactive (an element’s configured Effective To date has passed), or Bozh.

* Sort By: Select the sort key — Control 1D, Control Name, or Control Rating — that
sets the order in which the report presents results.

Unassessed Controls Reports

Two Unassessed Controls reports identify controls that have not been assessed in a
number of days. The Unassessed Controls by Subprocess by Rating Report sets the
period at 30 or more days. The Unassessed Controls by Rating by Subprocess and
Duration Report enables the user to define the period. Both reports group unassessed
controls according to the subprocess with which they are associated and, within sub-
process, the ratings they have been assigned.

Each report presents a bar graph in which bars are gathered into groups; each group
represents a subprocess. Each bar within a group represents a number of unassessed
controls at a given rating. The height of each bar indicates the number of controls.

Each report also presents one table for each subprocess. Each table is divided into
one section for each rating, and each row presents information about an unassessed
control: to begin with, its ID and name. Assessments are specific to dimension value
(thus determining the value of a control to individual segments of a business), so each
row lists the dimension value for which a control has not been assessed. Finally, each
row displays the number of days the control (at its dimension value) has not been
assessed (or displays the value No _Assessment if it has never been assessed).

As you run the report, you can select values for the following parameters:

*  Subprocess: Select individual subprocesses for which the report returns data.
(Both reports use this parameter.)

* Dimensions: Select dimensions for which the report returns results. The report
selects controls for which assessments are not current for any value configured
for the dimensions you select. (Both reports use this parameter.)

*  Operator: Select an operator which, with the next parameter, defines a period
after which controls are not current. Operators include greater than, less than,
equal to or greater than, equal to or less than, and equal to. (Only the Unassessed
Controls by Rating by Subprocess and Duration Report uses this parameter.)

* Duration Value: Specify a number of days which, with the preceding parameter,
define a period after which controls are not current. Controls are included in the
report if they have not been assessed in this period. For example, “equal to 27
would cause controls to be listed if they had not been assessed 2 days before;
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“equal to or less than 57 if they had not been assessed within the prior five days;
ot “equal to or greater than 10” if they had not been assessed 10 days or earlier
prior to the current date. Unassessed Controls by Rating by Subprocess and
Duration Report. (Only the Unassessed Controls by Rating by Subprocess and
Duration Report uses this parameter.)

Conflicting Assessments by Control Element Report

The Conflicting Assessments by Control Element Report counts, and presents details
for, conflicting assessments of controls that are associated with primary elements of a

specified type. For assessments to be considered to conflict, the following must be
true:

* They must be a pair of assessments for an active control.
*  One must have a Pass result, and the other a Fail result.

e One must be prepared by a user at the Auditor primary application role, and the
other by a user at the Manager role.

¢ They must be the most recent assessments by an Auditor and Manager.

As you run the report, you can set a value for a Control Element parameter: Choose
the type of primary element whose associated controls have conflicting assessments.

Failed Assessments by Dimension Report

The Failed Assessments by Dimension Report counts, and presents details for, assess-
ments of active controls for which the assessors have given a Fail result at specified
dimension values. It provides a pie graph in which each “slice” shows the count, as a
percentage of the whole, of failed assessments at a given dimension value. The report
also provides tables — one for each dimension value — in which each row displays
the following information about a failed assessment: control ID, name, and rating,
assessor, the “result detail” statement selected for the assessment as well as comments
written for it, and the assessment date.

As you run the report, you can set values for the following parameters:

¢ Dimension Name: Select any combination of dimensions. This parameter works
with the next one to focus the report upon assessments that apply to particular
dimension values.

* Dimension Value: Select a set of dimension values; the list from which you can
choose is limited to values configured for dimensions you chose for the Dimension
Name parameter. The report displays results only for assessments that apply to
dimension values you select here.

OracleForm Folder

The OracleForm folder contains reports that document rules created in AppsForm, a
Logical Apps “embedded agent” that customizes Oracle Applications forms, modity-
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ing their security, navigation, field, and data properties. Each rule consists of “ele-
ments”; each element targets a form, a block within a form, or a field within a block,
specifies an “event” that triggers processing, and defines customizations to the target
form, block, or field. Moreover, each rule may define “subscribers” — filters that se-
lect users, responsibilities, or other entities to which either the rule as a whole or an
individual element applies. AppsForm rules may be attached as automations to con-
trols created in ACTIVE Governance.

Both reports accept the following parameter:

AppsRules Source Data: Select the instance that contains the data about which you
want to generate reports. (You may supply this value more than once for a given
report, first to generate a list of the remaining parameters and then, within that list,
to generate the report itself.)

OracleForm Rules Summary Report

The OracleForm Rules Summary Report provides information about AppsForm
rules and, for each, its subscribers and elements. For a rule, it displays the name and
description, whether the rule is active, and the filtering values that define each of its
subscribers (if any). For each element, it provides the sequence number (a value that
determines the order in which elements run) and name, the name and display name
of the form it targets, the block and field that it targets (if any), the event that triggers
it, whether it is active, and the filtering values that define each of its subscribers (if
any). Essentially, this is information entered on the Main form and the Subscribers
forms in AppsForm.

As you run the report, you can set values for the following parameters:

* Rule Name: Select any combination of rules for which you want the report to
return results.

¢  User Form Name: Select the names of Oracle forms affected by AppsForm rules,
for which you want the report to return results. The selection is limited to forms
affected by rules you selected in the Rule Name parameter.

*  Active: Select Yes to view results for active rules, No to view results for inactive
rules, or Bozh.

OracleForm Rules Detail Report

The OracleForm Rules Detail Report provides summary information about
AppsForm rules, subscribers, and elements (the same information, in fact, that the
OracleForm Rules Summary Report contains). For each rule, however, this report
adds configuration details for each of its elements — the values that effect security,
navigation, message, default-value, list-of-values, or field-attribute modifications to
the target Oracle form, or cause it to run SQL statements or AppsFlow processes.
The report devotes a table to each set of values for each rule element. Essentially,
this is information entered on the Details form in AppsForm.

This report takes the same parameters as the Oracle Form Rules Summary Report.
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OracleFlow Folder

The OracleFlow folder contains a single report that documents rules created in
AppsFlow, a Logical Apps “embedded agent” that defines and implements business
processes. A single AppsFlow rule defines an entire process, but consists of subordi-
nate rules called “process flows.” Each flow can notify people, or request their ap-
proval, when actions have been completed; alert people to errors or exceptions; im-
plement “constraints,” which test whether necessary conditions have been met; or
run concurrent programs or SQL scripts. AppsFlow rules may be attached as auto-
mations to controls created in ACTIVE Governance.

OracleFlow Rules Summary Report

The OracleFlow Rules Summary Report displays the following data about each rule
in a selection of AppsFlow rules: its name, its “Process Type” (whether it is launched
by a set of configured conditions known as a “trigger,” or runs on a schedule), its start
and end dates, and its “Process Status” (whether it is in development or production)
and “Parent Process Owner” (a user who receives communications launched by the
process if it is in development status). It also displays data that applies only to rules
launched by triggers: the name of a database table containing fields used in the trigger
definition, and its primary keys; a “display table” and columns, which contain infor-
mation to be included in the subject lines of communications associated with Constraint
process flows, and the configured launch criteria. Essentially, these are values entered
on the Main and Launch Criteria forms in AppsFlow.

As you run the report, you can set values for the following parameters:

* Process Name: Select any combination of AppsFlow rules for which you want
the report to return results.

* Process Type: Choose whether you want the report to return information about
processes launched by triggers, schedules, or both.

*  Process Status: Choose whether you want the report to return information about
processes at the development or production status, or both.

¢ Parent Process Owner: Select any combination of users to see results for process
rules that name those users as Parent Process Owners.

e Table Name: Select any combination of tables to see results for process rules that
use those tables in their trigger definitions.

*  AppsRules Source Data: Select the instance that contains the data about which you
want to generate reports. (You supply this value more than once, first to generate a
list of remaining parameters and then, within that list, to generate the report itself.)

OracleAudit Folder

The OracleAudit folder contains reports on the use of AppsAudit, a Logical Apps
“embedded agent” that tracks changes to values of fields in database tables. A user
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selects tables to be included in an audit by assigning them to a group, and refines the
audit further by selecting columns from the tables that belong to the group. One may
set up and run audit reports within Oracle Applications; in ACTIVE Governance, an
OracleAudit Submission Setup Details Report documents how these audit reports are
defined. Or, in ACTIVE Governance, one may run an OracleAudit Audit Report to
review changes to database fields.

Before opening these reports, run a concurrent request — LA Populate Change His-
tory and Audit Report Data — from the Logical Apps responsibility in Oracle Applica-
tions.

Both reports accept the following parameter:

AppsRules Source Data: Select the instance that contains the data about which you
want to generate reports. (You may supply this value more than once for a given
report, first to generate a list of the remaining parameters and then, within that list,
to generate the report itself.)

OracleAudit Submission Setup Details Report

The OracleAudit Submission Setup Details Report presents values that users select
in an AppsAudit form called Audit Report. Each set of these values determines the
information to be included in an audit report that can be run from within Oracle Ap-
plications, and how often the report is to be run. (Such audit reports cannot be run
from ACTIVE Governance, and are distinct from the OracleAudit Audit Report that
is available in the ACTIVE Governance Reports browser.) Values returned by the
Submission Setup Details Report include:

* The name of an audit report.
* The name of the group or table about which the audit report returns results.

* A span of time the audit report should cover, defined either by start and end
dates or by a number of days from the date on which the report is run.

e The name of a user whose database changes the audit report documents, if one
has been selected; if not, the report documents changes by all users.

* A report style. A “Master Detail” report presents report information as blocks of
data, each of which lists a table, information about its primary keys, and then a
row of data about each of the audited fields that has changed. A “Delimited File”
report presents information as records of data changes, each using a tilde to sepa-
rate the individual values that make up a record.

* A debug level, which determines the detail level for information about an audit
that is placed in a log table.

¢ For each audited column in the selected group or table, the column name and
display name, the name of its table, whether it has been selected for inclusion in
the audit report, and the type of data held in the column. The record for each
column also includes filtering values — ranges of old and new values, which would
cause the audit report to include only data changes that begin with a value in the
old-value range or end with a value in the new-value range.
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Finally, resubmission options, which set a schedule on which the audit report is
run repeatedly. These include Type (Hours, Days, or Weeks to designate the unit
of time used to define an interval at which the report is to be rerun, or Nowe),
Interval (a number which, in combination with the Type value, determine the
interval at which the audit report is run), Start and End Dates, a Scheduled value
(Y or N to indicate that the a defined reporting cycle is being implemented), and
Request ID (an identifying number for the most recent submission of the report).

As you run the Submission Setup Details report, you can set values for the following
parameters:

Report: Select names of audit reports about which you want the Submission Setup
Details report to return results.

Group: Select the names of audit groups selected for inclusion in audit reports,
and about which you want the Submission Setup Details report to return results.

Table Name: Select the names of database tables selected for inclusion in audit
reports, and about which you want the Submission Setup Details report to return
results.

User Name: Select the names of users whose database changes are documented
by audit reports, and about which you want the Submission Setup Details report
to return results.

Scheduled: Select Yes, No, or Both to determine whether the Submission Setup De-
tails report returns results for audit reports that are scheduled for resubmission.

Scheduled Type: Select Hours, Days, Weeks, or None to specify the type of resubmis-
sion schedule configured for audit reports to be documented in the Submission
Setup Details report.

OracleAudit Audit Report

The OracleAudit Audit Report consists of a series of sections that document changes
to database field values. The heading for each section displays an audit group name,
the name of a database table within that group, and its configured description and pri-
mary keys. Each row documents a change to a value held in a column of the table,
and displays these values: the column name and its display name, the old and new
data values, the transaction type (insert, update, or delete), the username of the user
who made the change, and the date on which the change was made. As you run the
report, you can set values for the following parameters:

Group Name: Select the names of audit groups about which you want the report
to return results.

Table Name: Select the names of database tables about which you want the re-
port to return results. You are able to select only tables belonging to groups you
chose in the Group Name parameter.
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¢ Column Name: Select the names of database table columns about which you
want the report to return results. You are able to select only column belonging to
tables you chose in the Table Name parameter.

¢ User Name: Select the Oracle usernames of users to focus the report on database
value changes made by those users.

¢ Role Name: Select Oracle workflow roles to focus the report on database value
changes made by users at those roles.

e Transaction Date: Define a range of dates to focus the report on changes made
within those dates. You may enter dates in the Start and End fields; in that case,
clear the No Lower Value and No Upper Value check boxes. Or you may omit
the start date and select the No Lower Value check box to start with the earliest
existing transaction, or omit the end date and select the No Upper Value check
box to finish with the latest existing transaction.

If you do enter actual dates, select an Include This Value check box (for either or
both dates) to include the value you specify in the period, or clear the check box
to exclude the value (thus selecting transactions that begin after but not on the
start date, or end before but not on the end date). You can click on the calendar
icons to select dates.
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Import and Export

ACTIVE Governance offers two import-export features, both of which are available
from the panel activated by the Administration tab in the Platform:

¢ One enables you to import control-library elements from a Microsoft Excel spread-
sheet. Logical Apps provides a spreadsheet containing more than one thousand
control-library elements that form a well-integrated controls framework. You can
use it, or you can create a spreadsheet of your own.

* The second enables you to export control-library elements or control monitors
from an instance of ACTIVE Governance to a file, then import the contents of
the file to another instance of ACTIVE Governance.

Who Can Do This?

A user whose primary application role is Author, Rule Builder, or System Adminis-
trator can import control-library elements from a spreadsheet. A user whose primary
application role is Author, Manager, Rule Builder, or System Administrator can ex-
port control-library elements and control monitors from an instance to a file and im-
port them to another instance.
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Importing Controls from a Spreadsheet
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Each row of a control-framework spreadsheet contains values for a control and for a
control-library element at each of the higher levels; it defines a hierarchical linkage
among the elements. Each row contains a unique combination of elements. Each row
also contains an ID value and description for each of the elements, a likelihood and
rating to be assigned to the control, and dimension and attribute values to be assigned
to the control (and so inherited by the higher-level elements).

Before importing the contents of any spreadsheet, you must ensure that the formats
of the ID wvalues it contains conform to the ID value sets configured for your system,
and that the values of ratings, likelihoods, dimensions, and attributes assigned to ele-
ments in the spreadsheet match values configured for your system:

e ID values: You may either configure ID value sets to use the formats already con-
tained in an import spreadsheet, or edit the ID values in the spreadsheet to match
the formats configured for your system.

¢ Likelihoods and ratings. The control-framework spreadsheet devotes one column
each to likelihood and rating values, with one cell in each column containing the
value appropriate to a given control. In the spreadsheet provided by Logical Apps,
these columns are blank. You must configure the likelihood and rating values you
want to use, then edit the spreadsheet to add these values to the controls you
want to import.

* Dimensions and attributes. The Logical Apps control-framework spreadsheet de-
fines a single dimension and a single attribute, each in its own column; each cell
contains the dimension or attribute value that is to be assigned to a control (and
inherited by higher-level elements). If either the dimension or attribute is not ap-
propriate for your configuration, you should delete its column; if any values are
not appropriate for your configuration, you should edit the values. You may add
columns to define new dimensions or attributes (and the values that apply to them).
If you do, all the dimension columns must run in a continuous block, to be fol-
lowed by all the attribute columns, which must run in their own continuous block.

If you are using the Logical Apps control-library spreadsheet, you may add rows to it
to define new controls, higher-level elements, or associations among them.

If you are creating your own spreadsheet (or adding rows to the Logical Apps spread-
sheet), you must use the format of the LogicalApps spreadsheet, which is as follows:

* Spreadsheet column A
Column heading: Type. Each cell in the column contains the type of primary
element that is to be linked to other elements in a given spreadsheet row. Valid
values are Process, Policy, Cycle, and Risk.

e Spreadsheet column B
Column heading: Number (ID Value). Fach cell in the column contains the ID
assigned to a primary element whose type is specified in column A.

* Spreadsheet column C:
Column heading: Name. Each cell in the column contains the name for the
primary element whose ID is specified in column B.
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e Spreadsheet column D: Description: Each cell in the column contains the name
for the primary element whose ID is specified in column B.

e Spreadsheet column E:
Column heading: Sub-Process Number (ID Value). Each cell in the column con-
tains the ID assigned to a subprocess that is to be linked to other elements in a
given spreadsheet row.

* Spreadsheet column F:
Column heading: Sub-Process Name. Fach cell in the column contains the name
of the subprocess whose ID is given in column E.

e Spreadsheet column G:
Column heading: Sub-Process Description. Each cell in the column contains the
name of the subprocess whose ID is given in column E.

¢ Spreadsheet column H:
Column heading: Control Objective Number (ID Value). Each cell in the col-
umn contains the ID assigned to a control objective that is to be linked to other
elements in a given spreadsheet row.

e Spreadsheet column I:
Column heading: Control Objective Name. Each cell in the column contains the
name of the control objective whose ID is given in column H.

* Spreadsheet column J:
Column heading: Control Objective Description. Each cell in the column con-
tains the description of the control objective whose ID is given in column H.

e Spreadsheet column K:
Column heading: Control (ID Value). Each cell in the column contains the ID
assigned to a control that is to be linked to other elements in a given spreadsheet
row.

e Spreadsheet column L:
Column heading: Control Name. Each cell in the column contains the name of
the control whose ID is given in column K.

e Spreadsheet column M:
Column heading: Control Activity Description. Each cell in the column contains
the description of the control whose ID is given in column K.

* Spreadsheet column N:
Column heading: Control Rating. Each cell in the column contains the rating
value to be assigned to the control whose ID is given in column K.

* Spreadsheet column O:
Column heading: Control Likelihood. Each cell in the column contains the likeli-
hood value to be assigned to the control whose ID is given in column K.

¢ Spreadsheet column P and following:
Column heading: Dimension: Dimension Name. Each column defines a dimension,
and in the heading for each, the phrase Dimension Name is replaced by the actual
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name of the dimension. Each cell in a column contains a value configured for the
dimension, which is to be assigned to the control whose ID is given in column K.

There must be one such column for every dimension configured for your system.
If a dimension is not mandatory and none of its values applies to a given control,
leave the appropriate cell (the intersection of dimension column and control-element
row) blank.

Spreadsheet column x and following:

Column heading: Attribute: A#ribute Name. Each column defines an attribute,
and in the heading for each, the phrase A#tribute Name is replaced by the actual
name of the attribute. The first attribute column must immediately follow the last
dimension column (the value x at the beginning of this entry is a placeholder to
be replaced by the actual column letter at which attributes begin). Each cell in a
column contains a value configured for its attribute, which is to be assigned to
the control whose ID is given in column K.

There must be one such column for every attribute configured for your system.
If an attribute is not mandatory and none of its values applies to a given control,
leave the appropriate cell (the intersection of attribute column and control-element
row) blank.

Once you have configured Control Administration values (see Chapter 3) to match
spreadsheet values, edited a spreadsheet to match your Control Administration con-
figuration, or both, complete the following steps to import the spreadsheet:

1

un
s
-

In the ACTIVE Governance Platform, click on the Administration tab, and then
on the Import Controls From Excel link in the Control Administration section.
The following panel appears:

Tasks (1) | Profile | Sin Out | Help
LogicalApps. | ACTIVE Governance

‘Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting XTI TR
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Home > Administration > Impert Contrel

Impart File * Browse
Start At Row

End At Row
* Required

Click on the Browse button next to the Import File field.

A Choose File dialog opens. Using standard Windows procedures, navigate to
your import spreadsheet, click on its name, and then click on the Open button.

Optionally, type a row number in one or both of the Start at Row and End at
Row fields. The import operation then begins or finishes (or both) that the rows
you specify. If you leave these fields blank, all rows are imported from the spread-
sheet.

Click on the Import button.
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Exporting and Importing Components

You can export items from an ACTIVE Governance instance to a zip file, and then
import the contents of the file to another ACTIVE Governance instance. The items
may be a selection of control monitors or of elements from any of the individual

control-element libraries (Risk, Policy, Process, Cycle, Subprocess, Control Objec-
tive, or Control).

To prepare an export file:

1 In the ACTIVE Governance Platform, click on the Administration tab, and then
on the Export link in the Data Administration section. An Export panel appears:

*un Tasks (1) | Profile | Sign Qut | Help
i LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting JEGTITEETIT

Home > Administration » Export

Select type of data to export:
' Control Monitor

« Risk Library

 Policy Library

" Process Library

" Cycle Library
 Subprocess Library

¢ Control Objective Library
" Control Library

Click on the radio button for the type of item you want to export (you can select
only one at a time), and click on the Next button. A second Export panel appears:

*un
P

Tasks (1) | Profile | Sign Out | Help
i LogicalApps, | ACTIVE Governance

‘Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting SERITE LT

Home > Administration > EXport

Select records to export:
Control Objective Library

| lcanirolObitie Contro Oiectve Name

[ CO-FR-00001 Qvertide processes
¥ [ CO-FR-00002
% @ CO-FR-00008
¥ @ CO-FR-00007
% @ CO-FR-00008

Active
Monroutine events requiring estimates and judgement Active
Material events are reviewed for disclosure Active
Al data is properly anahzed and presented Active

All data is properly anatyzed and presented as defined by the Active
regpective palicies

M @ C0-HR-00003 Appropriate incentive procedures, checks and balances . Active

W & CO-HR-00004 Completeness of payroll master file changes Active

3 Review a grid in which each row provides information about one of the items

you can select for export. (Note that the status of every item is Active; you can-
not export items at any other status.)

In each row, you can click on a +/- icon (located in the leftmost column of the
row) to reveal or hide configuration details for the item displayed in the row. Or

you can click on a +/- icon in the leftmost column of the header row to reveal or
hide details for all the items in the grid.
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4

Choose the items you want to export. By default, all are selected — a check box
next to each displays a check mark. To remove an item from the export opera-
tion, click on its check box so that the mark disappears. (Or, to select it again,
click on the check box so that the mark reappears.) To select or deselect all items
in the grid, click on the check box that appears in the leftmost column of the
header row.

Click on the Next button. A third Export panel displays a grid in which each row
displays information about a successfully exported item.

Click on the Download button. A File Download dialog box displays the name
of the export file and presents options to open it or save it. Click on the Save
button and, in a Save As dialog, use standard Windows procedures to navigate to
a directory in which you want to save the file, and click on the Save button.

From any of these panels other than the last, you can click on a Back button to
return to eatlier panels and alter selections you’ve made in them.

To import a file you’ve created, copy it to a computer that hosts an ACTIVE Gov-
ernance instance, and then complete the following steps:

1

Click on the Administration tab in the ACTIVE Governance Platform. In the
Administration Home panel, click on the Import link in the Data Administration
section. An Import panel appears:

Tasks (0) | Profile | Sign Out | Help

! LogicalApps. | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting R LTIETELT]

3

Home > Administration > Import

Select Import file:

CADocuments and Sefiings'  Browse

Click on the Browse button. A Choose File dialog box opens; in it, use standard
Windows procedures to navigate to the import (zip) file you've copied to your
system, and click on the Open button. The dialog box closes, and the path and
name of the import file appears in the Select Import File field of the Import
panel.

Click on the Next button. A second Import panel appears:

Tasks (0) | Profile | Sign Out | Help

1 LogicalApps, | ACTIVE Governance

Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting EEFRTTTEENGT]
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Home > Administration > Import

Select type of data to import:
@ Control Monitor
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4 This panel displays a single radio button whose label indicates the type of item
contained in the import file. Ensure that the radio button is selected.

5 Click on the Next button. A third Import panel appears:

Tasks {0) | Profile | Sign Out | Help
gicalApps. | ACTIVE Governance
Welcome, Wallace Stevens

Home | Control Library | Control Automation | Segregation of Duties | Access Monitoring | Reporting R LTIETELT]

Home > Administration > Impeort

Control(s): 1 selected for import

0 can be imported with no conflicts

1 can be imported with conflicts

0 cannot be imported due to conflicts

The following records can be imported with conflicts:

Craated By Modified Modified By IConflict Reason

¥ = Invaice Abave Active 08-Aug-2006 ag 08-Aug-2006 ag Duplicate - Object Invoice Above
Limit 08:09:28 AM 111815 AM Limit can he imported with

conflicts. The ohject already
exists and is currently in an Active
state

select Invoice amauntton great' suspectName, nvoice flinvaice_nurnl|' may exceed acceptable value' suspectDesc, The invoice flinvaice_num|'is valued at ||invaice_amount]|, but

the value threshold has been set at ||&ThresholdParm| . Please review.' 0, INVOICE_num umnigu frorm ap_invoices_all where invoice_amount =

&ThresholdParm

6 Review a grid in which each row provides information about one of the items
contained in the Import file (Note that although the status of every monitor is
Active, each monitor will be imported to your system in the Editing status.)

Choose the control monitors you want to import. To select an individual item,
click the check box that appears in the leftmost column of its row. To select all
items in the file, click the check box that appears in the leftmost column of the
header row. (An item is selected for import when a check mark appears in its
check box.)

If the name of an import item matches the name of an item already installed on
your system, this panel reports that the two instances of the item are in conflict.
If so, the final column in its row provides an explanation of the conflict. Items
are always imported to the Editing status, so if the conflicting item on your sys-
tem is at any other status, ACTIVE Governance permits the import even though
it registers the conflict. If the conflicting item on your system is at the Editing
status, ACTIVE Governance does not permit the item from the file to be
imported.

In each row, you can click on a +/- icon (also in the leftmost column) to display
or hide the details configured for the item.

7 Click on the Next button. If you've selected items that conflict with those already
existing on your system, a dialog box prompts you to confirm that you want to
do so. Click on its OK button, and a final Import panel appears. It too provides
a grid in which each row displays information about a successfully imported item
(status is now Editing rather than Active). Click on the Finish button to return to
the Administration Home panel.

From any of these panels other than the last, you can click on a Back button to
return to earlier panels and alter selections you’ve made in them.
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