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Chapter 1

Introduction

Oracle Governance, Risk, and Compliance Controls Suite documents and enforces
business controls, enabling users to demonstrate regulatory compliance and to pro-
mote operational efficiency. It provides a “control library” in which users describe
and catalog controls as well as other items that establish the business context in which
controls exist. It also enables users to review of control-library items, and to generate
reports on their status.

The Governance, Risk, and Compliance Controls Suite includes modules that auto-
mate the enforcement of controls. One of these is Application Access Controls Gov-
ernor (AACG), which uncovers segregation-of-duties conflicts within an organiza-
tion, either preventing them from occurring or detecting them so that they can be
properly managed. Designed for use with Oracle E-Business Suite, AACG identifies
conflicts at both the responsibility and function levels.

AACG also allows “access monitoring” — it grants users temporary access to duties
they do not ordinarily fulfill, and then guards against potential conflicts by auditing
all actions performed by such users.

Segregation of Duties

Users of AACG create “segregation-of-duties rules,” each of which may specify two
or more responsibilities or functions that should not be assigned simultaneously to
an individual person. Or, users may gather responsibilities or functions into “entity
groups,” and then define rules identifying two or more groups that should not be
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Chapter 1: Introduction

assigned simultaneously to individuals. Users may create rules one at a time, or
upload a set of rules supplied by Oracle and adapt them as needed.

Each rule applies one of four “control types” — Prevent, Allow with Rules, Approve
with Rules, or Approval Required. These determine the action to be taken when an
Oracle Applications user is assigned duties that violate a rule:

e A Prevent rule denies access to conflicting responsibilities or functions. When a
user is assigned responsibilities that trigger a Prevent rule, AACG sets their end
dates to match their start dates, thus ensuring there is no period during which the
user has access to conflicting elements.

* An Allow with Rules SOD rule permits access to conflicting responsibilities or
functions if one or more additional rules, written in Form Rules (an “embedded
agent” that runs in Oracle Applications), mitigate the conflict by modifying
Oracle forms. This control type (like the Prevent type) requires no approval, and
does not send approval requests to reviewers.

* An Approve with Rules SOD rule also permits access to conflicting responsibili-
ties or functions on condition that one or more Form Rules mitigate the conflict
by modifying Oracle Applications forms. In this case, however, the rule desig-
nates a reviewer — either an “owner” or an approval group. AACG sends an
approval request to the reviewer, and access to the conflicting entities is granted
only if the reviewer approves.

* An Approval Required rule designates an approval group or an owner who can
either accept a conflict (that is, allow an Oracle Applications user to work at
responsibilities or functions that are known to be in conflict) or reject it. In this
case, no Form Rule is attached to the SOD rule, and for access to be granted to
conflicting responsibilities or functions, no condition need be met other than
that the reviewer approve the conflict.

Once segregation-of-duties rules are defined, an AACG user runs a “background
program” called Generate User Conflicts; it evaluates Oracle Applications users,
noting those whose work assignments violate rules. AACG then lists the conflicts
generated by each rule in a panel called User Conflicts. It treats these conflicts in
either of two ways:

* A user may have been assigned responsibilities or functions before a rule was
created to define them as conflicting. If so, the User Conflicts panel displays ap-
propriate status for the conflict: “Prevent” or “Allow with Rules” if the conflict
was generated by a segregation-of-duties rule of either type, or “Pending” if it was
generated by an Approve with Rules or Approval Required rule. Only the Pend-
ing status can be updated: a reviewer may approve or reject the conflict, either by
itself (in an Action History panel) or along with others (in a Mass Update panel).

Statuses recorded in these panels, however, do not take effect; instead, they are
logged to AACG reports. Administrators would then use information from the
reports to undertake “cleanup” — to make adjustments in Oracle Applications
such as end-dating responsibilities assigned to users affected by conflicts, or
excluding a function from a responsibility in which it conflicts with another
function.
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To aid with cleanup, AACG enables users to simulate the effects of remedial
actions — changes to the assignment of functions or menus to responsibilities
— and carry out those actions if the simulation shows that they reduce conflicts.

A user may be assigned responsibilities or functions after a rule is created to
define them as conflicting. In this case, AACG automatically applies end dates if
the control type is Prevent. If it is Allow with Rules, AACG automatically removes
end dates.

If the control type is Approve with Rules or Approval Required, the responsibil-
ity assighment does not take effect immediately, and AACG posts notification of
the conflict to the designated reviewers. Similarly, when a new user is created, his
assignments are analyzed for conflicts, and notifications are transmitted to
designated reviewers.

The reviewers’ response to this notification updates responsibility end dates for
the affected user: For an approval, the end dates are removed, permitting indefi-
nite access to the conflicting elements. For a rejection, the end dates are made to
match the start dates, preventing any access. Moreover, the uset’s status is up-
dated in the AACG User Conflicts panel.

Access Monitoring

It is occasionally necessary to assign users temporary access to duties they do not or-
dinarily perform. The Access Monitoring feature of AACG implements a formal
process of requesting extraordinary access to Oracle responsibilities or database
tables, and requires requests to be approved by designated reviewers. Once approval
is granted, Access Monitoring audits all actions taken by users at their temporary
duties, and presents the audit data in a report.

Nomenclature

The current version of Oracle Governance, Risk, and Compliance Controls Suite
does not match the illustrations in this manual, which depict an earlier version of
the product and display an earlier name — “LogicalApps ACTIVE Governance.”
Although the name and appearance of its parent application have changed, Applica-
tion Access Controls Governor continues to function exactly as described in this
manual.

Starting Application Access Controls Governor

AACG is a web-based application designed to run in Microsoft Internet Explorer.
To start AACG:

1
2

Open Internet Explorer.

In the Address field, type the URL for your Governance, Risk, and Compliance
Controls Suite instance, and press the Enter key.
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3 A Sign In dialog box appears. Type your user name and password in the
appropriate fields, and click on the Sign In button.

2 LogicalApps, | ACTIVE Governance

Sign In

Username

Password

4 The Governance, Risk, and Compliance Controls Suite opens. In it, click on
either of two tabs: Segregation of Duties to make use of the SOD features, or
Access Monitoring to make access requests.

5 No matter which tab you select, a Select Datasource panel prompts you to
choose among instances of databases that store Oracle Applications data, and to
which access controls may be applied. Select a database instance in the list box
and click on the Save button.

Tasks (0) | Profile | Sign Out | Help

+ N
£ LogicalApps. | ACTIVE Governance
Welcome, Muzio Clementi

[ Home | control Library | Control Automation [t el Rl o] Access Manitoring | Reporting | Administration

Home > Select DataSource

Select SOD Database Instance —Choose One— »

6 Depending on the tab you select, an Access Monitoring or SOD Rules panel
opens. The database instance you selected applies to both; its name is displayed
near the upper right corner of both. From within either, you can select another
database instance: click on a Change link near the upper right corner of the panel
to reopen the Select Datasource panel.

Rights to Features

Each user is assigned a “primary application role” when his user account is created in
the Governance, Risk, and Compliance Controls Suite. Access Monitoring is unavail-
able to a role called SOD Approver, and another role called Auditor has only view
rights to Access Monitoring; all other roles can both view and create requests for
temporary access, for themselves or others. Among the features available from the
Segregation of Duties tab:

e An SOD Super User, Rule Builder, Author, or Manager can view, create, and edit
SOD rules and entity groups; run the background program that generates conflicts,
and other background programs as well; and view, but not approve or reject, con-
flicts generated by SOD rules. These roles can view, create, and edit “global sub-
scribers” (data groups, submenus, functions, operating units, or users who are ex-
empt from SOD rules); create, edit, and view rules that simulate changes intended
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to resolve conflicts; run simulations and view results; and run remediation (put
simulated conflict resolutions to actual use).

* An SOD Approver can approve or reject conflicts generated by Approve with
Rules or Approval Required SOD rules that name him as an owner or designate
an approval group of which he is a member; he can judge such conflicts individu-
ally in the Action History panel or collectively in the Mass Update panel. He can
also view SOD rules and entity groups, but cannot create or edit them. The SOD
Approver has no access to background programs, global subscribers, simulation,
or remediation.

* An Executive, Auditor, or System Administrator can view SOD rules, entity
groups, global subscribers, and simulation rules, but cannot create or edit them;
can view conflicts generated by SOD rules, but cannot approve or reject them;
can run simulation, but not background programs or remediation.

e A User can view, create, and edit SOD rules. In all other respects, she has the
same rights as an Executive, Auditor, or System Administrator.

The remainder of this manual is written without regard to the constraints imposed by
primary application roles. As you read, keep in mind that you will be able to use only
AACG features consistent with the role you have been assigned.

Navigational Conventions

As you work with AACG, you’ll make repeated use of the following features.

Library Navigator

When you click on the Segregation of Duties tab, AACG opens a panel that displays
a list of existing segregation-of-duties rules. From that panel, rules may be viewed,
edited, or created.

However, you also have access to an assortment of related tasks, such as generating
conflicts, approving (or rejecting) conflicts en masse, creating entity groups, upload-
ing “seeded” rules, and others. A “Library Navigator” — a string of links near the
top of the Segregation of Duties Rules panel (beginning with the phrase SOD Rules
in the figure below) — provides access to these related tasks. Click on any of the
links to open panels that support those tasks. The illustration shows a full set of
Library Navigator links; however, you would see only the links appropriate to your
role.

£ LogicalApps. | ACTIVE Governance

Home | Control Library | Control Automation [SERIRETTRVIVITEE Access Monitoring | Reporting | Administration

SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Proyram | Entity Groups
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Breadcrumbs

Once you have selected a link in the Library Navigator and begun to select options
within the panel it opens, AACG leaves a trail of “breadcrumbs” — a string of links
to each of the screens you have navigated to reach the screen you are using,
culminating in the title of the current screen. (In the figure below, the breadcrumb trail
begins with the word Hoze.) To return to an earlier screen, click on its link.

£ LogicalApps, | ACTIVE Governance

Home | Control Library | Control Automation SESERENEWGIEU LIS Access Monitoring | Reporting | Administration

SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups
Home > SOD Rules > Add SOD Rules

Lists of Values

In some cases, a field may offer a set of values from which you can select. In these
cases, the field displays an icon that looks like an ellipsis:

&

When you click on the icon, AACG opens a window in which you can produce a
filterable list of values that may be entered in the field:

Name

Application Implementation
Application Object Library
Application Report Generator
Applications BIS

Applications Demonstration Services

Culinany Application
Mobile Applications
Show M| resuits Result1-7of 7 Page [

@ Copyright, Logical #ps Active Control Suite, 2005 Build 7.0.0.1 Beta 2 Top

To use this feature:

1 In the Key Word field, type a string of text that matches text a value you want to
select. Or, leave the Key Word field blank.

2 Click on the Search button. AACG returns values, the selection of which
depends on your entry in the Key Word field:

e If your Key Word entry includes text but excludes wild-card characters,
AACG returns all values that begin with the text string. For example, if the
search string is appli, return values might include Application Implementation.

* If your Key Word entry includes a percent sign (%) as a wild-card character
followed by text, AACG returns values with the text string at any position.
For example, %appli would return Culinary Application as well as Application
Iimplementation.

e If you leave the Key Word field blank, AACG returns all possible values.
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3 Among the returned values, click on the one you want; AACG closes the search
window and inserts the selected value in the LOV field.

Sorting and Selecting Items in Lists

Several panels in AACG present lists of items — for example, of segregation-of-
duties rules, conflicts generated by a rule, or function or responsibility groups:

[View User
S0D Rule [Entity Type: [Control Type Priority Conflict

Enter.Journal * Post.Journal Function Post Journals, Enter Joumals Approval Required Wiew
GL vs. Payables Group - Function  Payables Group, GL Group Approval Reguired wigw
Invoice ws Invoice Approval Function Irvoices, Invoice Approvals Approval Required Wiew

Receints & Sales Orders Function Receipt, Sales Orders Prevent
Supnlier vs, Payments Function Payments, Suppliers Approval Required

R resuits Result 1.6 of 6 page M| of 1

1

3

8

Lease & Asset Cateqories Function Aseel Categories, Lease Allowy with Rules g
1

3

Each of these lists implements the following conventions:

* In the header row, some column headings are underlined. Each of these is a sort
column. When you click on one of these headings, the contents of its column are
arranged in alphanumeric order; the values in other columns are arranged appro-
priately so that records remain intact.

e In the footer row, you can select a number in the Show Results list box to deter-
mine how many rows the list displays at once. The list entries are divided into
pages, each of which consists of the number of rows you’ve chosen to display.
To move to another page than the one currently displayed, click on its number in
the Page list box. Or, click on the Next Page or Previous Page link, each of
which is present only if there is a next or previous page to go to.

In some cases, for performance reasons, two items are omitted from the footer
— the Page list box and the Result field, which shows the number of items avail-
able for review in the current page and the numbers assigned to those items. In
these cases, the list includes a Display Record Count check box; select it to make
the omitted elements appear, or clear it to hide them once again.
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Defining Segregation-of-Duties Rules

When you click on the Segregation of Duties tab, AACG opens a panel titled SOD
Rules, which lists summary descriptions of existing segregation-of-duties rules. For
each rule, this panel displays the name, the type of entity it sets in conflict
(responsibility, function, or group of either), the actual items it defines as being in
conflict, its control type, its priority (with respect to other rules), and whether any
Oracle users possess work assignments that violate the rule.

onn Tasks (0) | Profile | Sign Out | Help
i LogicalApps, | ACTIVE Governance

‘Welcome, Muzio Clementi

Home | Control Library | Control Automation ECERIENEITu I Access Monitoring | Reporting | Administration

SO0D Database Instance:
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups paris_ay2_5102 Change

Home > SOD Rules

50D Rule: Entity Type Entities: Group Applicatioh Conirol Type: Conflicts Exist
[ Al =l [ [ Al =] [Bath -

Owner: Approval Group: Sarne Operaling Unit Sarne Set of Books End Dated Sonficts Priority:

[ [ [Bath ~| [Both ~| [Both - Al >

-~ 0D Rule

BuyerRequester Responsibility Purchasing Requester, Purchasing Buyer Anproval Reguired 1
Inventory PO Funetion Master ltems, Purchase Orders Alow with Rules 2
Payables Funetion Payments, Invoices, Invoice Approvals, Suppliers Prevent 3
PurenSU*Payhor Responsibility  Payables Manager, Purchasing Super User Approval Required 1

AR Resuits Result 1- 4 07 4 Page M of 1

Add $0D Rule

From this panel, you can view details of, add, or edit rules. Or, you can select Library
Navigator links to upload “seeded” rules from an Excel spreadsheet, create entity
groups for use in rules, or create global subscribers — data groups, submenus, func-
tions, operating units, or users who are exempt from rules.
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Chapter 2: Defining Segregation-of-Duties Rules

Filtering the Display of SOD Rules

Using fields positioned above the list of SOD rules, you can limit the display of rules
to those that satisfy filtering criteria. The following filters are always available:

10

SOD Rule: Type a full SOD-rule name to display the single rule bearing that
name. Type a fragment to display all rules whose names contain the fragment. Or,
leave the field blank to display rules of any name.

Entity Type: Select Function, Responsibility, Group—Function, or Group—
Responsibility to find rules defining conflicts in the entity you select. Or select
All to see rules for all types.

Entities: Use this field only if you selected Function or Responsibility in the Entity
Type field. Type the name of an entity to display rules in which that entity is set
in conflict with another, a text fragment to display rules involving entities whose
names contain the fragment, or no value to search for rules involving any entities.

Group: Use this field only if you chose Group—Function or Group—Responsibility
as Entity Type. If so, type a group name to find rules with that group as a base or
conflicting entity, a text fragment to display rules involving groups whose names
contain the fragment, or no value to search for rules involving any groups.

Application: Type the name of an Oracle application to find rules in which con-
flicts involve responsibilities or functions belonging to that application. Type a text
fragment to find rules involving all applications whose names include the frag-
ment. O, leave the field blank to see rules in which conflicts involve any application.

Control Type: Select one of the control types (Prevent, Allow with Rules,
Approve with Rules, or Approval Required) to search for rules of that type. Or
select All to search for rules of all types.

Conflicts Exist: Select Yes to find rules for which conflicts exist, No to find rules
for which no conflicts exist, or Both to search for both types of rule.

Owner: Type the full name of a workflow role to find rules for which that role is
the owner, a text fragment to find rules for which the names of the owners contain
that fragment, or no value see rules for which anyone is an owner.

Approval Group: Type the name of an approval group to find rules for which
the group is designated to judge conflicts. Type a text fragment to find rules that
designate approval groups whose names contain that fragment. Or leave the box
blank to see rules for which any (or no) approval group is designated.

End Dated Conflicts: Select Yes to find rules configured to have end dates, No
to find rules without end dates, or Both to search for both types of rule.

Priority: Select a priority number to search for rules at that priority, or select All
to search for rules at any priority.

Same Operating Unit: Select Yes to find rules with a Same Operating Unit check
box selected, so that each rule detects conflicts within individual operating units.
Select No to find rules for which the check box is cleared, and so rules apply
both within and across operating units. Or, select Both to find both types of rule.
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The following filter is available only if you are currently connected to a data source
that runs Oracle Applications Release 11. (See “Starting AACG” on page 3 for
information on connecting to data sources.)

*  Same Set of Books: Select Yes to find rules with a Same Set of Books check box
selected, so that each rule detects conflicts within individual sets of books. Select
No to find rules for which the check box is cleared, and so rules apply both within
and across sets of books. Or, select Both to find both types of rule.

The following filters are available only if you are currently connected to a data source
that runs Oracle Applications Release 12 (and exist only if you have installed Govern-
ance, Risk, and Compliance Controls Suite version 7.2.2):

e Same Ledgers: Select Yes to find rules with a Same Ledgers check box selected,
so that conflicts are generated only if conflicting entities enable a user to access
data in an individual ledger. Select No to find rules for which the Same Ledgers
check box is cleared, and so conflicts are generated across ledgers. Or select Both
find both types of rule.

e Same Access Sets: Select Yes to find rules with a Same Access check box
selected, so that conflicts are generated only if conflicting entities enable a user to
access data in ledgers belonging to a single data access set. Select No to find rules
for which the check box is cleared, and so conflicts can be generated across data
access sets. Or select Both to find both types of rule.

* Ignore Read Only: Select Yes to find rules with an Ignore Read Only check box
selected, so that conflicts are generated only if conflicting entities would grant
write access to ledger data. Select No to find rules for which the check box is
cleared, and conflicts can be created if ledger access is read-only or write. Or
select Both to find both types of rule.

Specity filtering criteria by entering complementary values in any combination of
these fields. Then do either of the following:

e To display only SOD rules that satisfy filtering criteria, click on the Filter button.

e To discard filtering criteria and redisplay all SOD rules, click on the Clear button.

Creating SOD Rules Manually

As you create SOD rules, consider limiting the number that are active, so they do not
generate an overwhelming volume of conflicts. A typical strategy is to run a set of rules
that define conflicts you determine to be most important, then clean up those conflicts
before running another set of rules. (A rule is inactive if the date on which you gener-
ate conflicts falls outside of effective dates specified for the rule. To reactivate inactive
rules, you can edit their effective dates and regenerate conflicts.)

If you select the Allow with Rules or Approve with Rules control type for an SOD
rule, you must associate it with at least one rule created in Form Rules, an “embed-
ded agent” that runs in Oracle Applications. Before creating such an SOD rule,
ensure that you have configured the form rules you want to associate with it.
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To create an SOD rule, click on either of two Add SOD Rule buttons, near the bot-
tom center or upper right of the SOD Rules panel. An Add SOD Rule panel opens:

e Tasisi €10} | Proaile | Sioe Guf | Hulp
3 LogicalApps, | ACTIVE Governance
Walconme, Muzio Clment|

contros sunomaton [ESIRPIMBIEE fccuss Monioring | feportag | Adrninesrarion |

Hema > 80D Rules > Add SOD Rule

K00 Fulp * [
Entity Typer Funchion =

Entities

Application

Fosaflable Entiies Selected Emities *

‘ g

Ovener B Prioity [ =
Canftrol Type Agpronval FBeguind = Oracle EHS AppOver &S00 Fule Dwiier
© Approval Group

Effoctive From * [TE-Now-2005 08,24 AM  [i7g] Eifacthe To [ i)

Same Operating Lnil 5 S Sul of Buoks 7
Fuaruon |

H

Starting the Rule

Begin to create an SOD rule by naming it and selecting the items it sets in conflict:

1
2

Type a name for the rule in the SOD Rule field.

Make a selection in the Entity Type list box. To define a conflict between indi-
vidual items, choose Responsibility or Function. To define a conflict between en-
tity groups, choose Group—Responsibility or Group—Function.

Populate the Available Entities field with a selection of items that may be included
in a conflict definition.

If you chose Group—Responsibility or Group—Function in the Entity Type list
box, the Available Entities field instantly displays a list of entity groups configured
for your system. If you chose Responsibility or Function in the Entity Type list
box, you must generate a list of entities in the Available Entities field. To do so,
select an application in the Application field, enter a filtering value in the Entity
Name field, or both, and then click on the Filter button.

e When you select an application name in the Application field (or, for func-
tions, the value No Associated Application), the Available Entities field lists only
items that belong to the application you select (or to no application). Other-
wise, the field lists items without regard to application.

e When you enter a text string in the Entity Name field, the Available Entities
field lists items whose names begin with that text string. (The percent sign serves
as a wild-card character.) Although this capability is typically used for filtering
responsibilities or functions, it can also filter responsibility or function groups.
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When you load items into the Available Entities field, AACG presents a
count of the items, which appears next to the label for the Available Entities
tield. If the count exceeds 1,000, you should filter the items in the Available
Entities field; otherwise, performance may suffer.

4 Choose items you want to include in the conflict definition. In the Available
Entities field, highlight one or more items. Then click on the > button to move
them to the Selected Entities field. (To rescind a selection, highlight one or more
entries in the Selected Entities field, and then click on the < button to return
them to the Available Entities field.)

In either field, you can select one or more items at a time. To select a single item,
click on it. To select a continuous set of items, click on the first one, hold down
the Shift key, and click on the last one. To select a discontinuous set, hold down
the Ctrl key as you click on items.

5 Ifyou are selecting individual responsibilities or functions, repeat steps 3 and 4
any number of times to select among entities that eatlier application or name fil-
ters have excluded. Within a given rule, you can select entities belonging to any
combination of applications, but all the entities must be of one type.

If you click on the Clear button, you remove the contents of the Application,
Entity Name, and Available Entities fields. As you configure new application or
name filters, or if you click on the Clear button, the contents of the Selected
Entities field remain.

Finishing the Rule
To complete the SOD rule, select a control type, owner, and other remaining values:

1 In the Owner list of values, select the Oracle workflow role that assumes princi-
pal authority for this rule. As a practical matter, the owner approves or rejects
individual conflicts generated by the SOD rule, if the rule is of the Approval
Required or Approve with Rules control type, and if no approval group is desig-
nated (see step 4).

For the Owner LOV to offer an up-to-date selection of workflow roles, you
must run a background program, called Populate WF Roles Table, each time new
roles are added in Oracle Applications. See “Background Programs” (page 49).

2 In the Priority field, select a number, from 1 to 10, that reflects the importance
of this rule in relation to others. (Your company should determine whether it
considers 1 or 10 the highest priority, and then enforce consistent usage.) You
can use the priority value to filter the rules displayed in the SOD Rules panel, as
well as the results returned by some SOD reports.

3 In the Control Type list box, select the control type you want to apply to the rule
— Prevent, Allow with Rules, Approve with Rules, or Approval Required. (See
page 2 for definitions of control types.)

4 If you select the Approve with Rules or Approval Required control type, use a
set of fields, labeled Oracle EBS Approver, to determine who approves or rejects
conflicts generated by the rule. (If you select the Prevent or Allow with rules con-
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trol type, these fields disappear, because conflicts generated by rules with those
control types are not subject to approval.)

4

To have the rule owner (selected in step 1) review conflicts, click on the
SOD Rule Owner radio button.

To designate an approval group to review conflicts, click on the Approval
Group radio button, and then select a group in the LOV immediately be-
neath the Approval Group radio button. (Approval groups are created in
Flow Rules, an “embedded agent” that runs within Oracle Applications. See
its user’s guide for more information.)

Note

Both SOD rule owners and members of approval groups are Oracle work-
flow roles. When a user is created in Governance, Risk, and Compliance
Controls Suite, he is associated with an “OracleApps User” — a workflow
role. He is also assigned one of nine primary application roles, of which only
SOD Approver has rights to update the status of conflicts. It is possible for
the author of an Approve with Rules or Approval Required SOD rule to se-
lect an owner, or an approval group with members, whose primary applica-
tion roles deny them the right to approve or reject conflicts. If so, status can-
not be assigned for those conflicts. As you write SOD rules, take care to select
owners, or approval groups with members, that correspond to Governance,
Risk, and Compliance Controls Suite users at the SOD Approver role.

5 Set effective dates. The rule becomes active if the Generate User Conflicts pro-
gram is run on a date that falls between dates you enter in the Effective From and
Effective To fields. Do one of the following:

6

The Effective From field defaults to the date and time you create the rule; the
Effective To field is blank. Retain these values to have the rule take effect the
next time Generate User Conflicts is run and remain in effect indefinitely.

Set new values. Edit the date and time manually in either field (use the for-
mat DD-Mon-YYYY HH:MM AM/PM), ot click on the icon next to a field and
select a date in the pop-up calendar that appears.

A set of check boxes is positioned beneath the effective-date fields. The assort-
ment depends upon your AACG version (the last three boxes are available only if
you have installed version 7.2.2) and upon the version of Oracle Applications that
runs on the data source to which you are currently connected:

Same Operating Unit: Select the check box to have the rule generate a con-
flict only if a user’s responsibility assignments would grant access to base and
conflicting entities within an individual operating unit; clear it to have the
rule apply across operating units as well. This check box appears regardless
of Oracle Applications version.

Same Set of Books: Select the check box to have the rule apply only if a user
would have access to base and conflicting entities within an individual set of
books; clear it to have the rule apply across sets of books as well. This check
box appears if you are connected to an Oracle Applications 11 instance.
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e Same Ledgers: Select the check box to have the rule generate a conflict only
if the conflicting entities would enable a user to access data in an individual
ledger (because the ledger is included in data access sets assigned to res-
ponsibilities involved in the conflict). Clear the check box to have the rule
generate conflicts across ledgers. This check box appears if you are connected
to an Oracle Applications 12 instance.

e Same Access Sets: Select the check box to have the rule generate a conflict
only if the conflicting entities would enable a user to access data in ledgers
belonging to a single data access set (because that access set is assigned to
responsibilities involved in the conflict). Clear the check box to have the rule
generate conflicts across data access sets. This check box appears if you are
connected to an Oracle Applications 12 instance.

* Ignore Read Only: Select the check box to have the rule generate a conflict if
the conflicting entities would grant write access to ledger data, but not when
either entity would grant read-only access (because data access sets are config-
ured to grant read-only access). Clear the check box to have the rule generate
conflicts regardless of whether ledger-data access is read-only or write. This
check box appears if you are connected to an Oracle Applications 12 instance.

As you set the Same Access Sets and Same Ledgers check boxes, consider how
they interact. Typically, if you select one, you would not select the other.

For example, suppose an SOD rule defines a conflict between two functions,
which are available through distinct responsibilities. Each responsibility is
associated with its own data access set, and both data access sets contain a
particular ledger. Now suppose a user is assigned the two responsibilities:

e If Same Ledgers is selected but Same Access Sets is not, a conflict would be
generated, because the user would be able to perform the conflicting func-
tions in the ledger that belongs to both data access sets.

e If Same Access Sets is selected, no conflict would be generated even if Same
Ledgers were also selected, because each function would provide access to
the commonly held ledger through a distinct data access set. In this case the
Same Access Sets selection would effectively “override” the Same Ledgers
setting. (Although a responsibility can have only one data access set, an access
set can be associated with more than one responsibility. So a conflict is gener-
ated if Same Access Sets is selected, the two functions are accessed through dis-
tinct responsibilities, but a single data access set is linked to both responsibilities.)

However, suppose that the two functions are available through a single responsi-
bility. A responsibility can have only one data access set, so in this case a potential

conflict would necessarily involve only one data access set, and so the settings of
both the Same Access Sets and Same Ledgers check boxes would be irrelevant.

In the Reason field, explain the business risk addressed by this SOD rule.

If you selected the Prevent or Approval Required control type, click on the
Finish button. The SOD Rules panel reappears, with a listing for the new rule. If
you selected the Allow with Rules or Approve with Rules control type, see the
next section, “Linking the SOD Rule to Form Rules.”
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Linking the SOD Rule to Form Rules

If you assigned the Allow with Rules or Approve with Rules control type to an SOD
rule, you must associate it with one or more rules written in Form Rules. (If you chose
Prevent or Approval Required, this section does not apply.)

1

With the selection of the Allow with Rules or Approve with Rules control type,
the Finish button in the Add SOD Rule panel changes to read “Next.” After com-
pleting fields in the initial panel, click on the Next button; a second Add SOD Rule
panel opens:

$# LogicalApps. | ACTIVE Governance

Hema > SO0 Rules > Add SOD Rule

Inventon™Fa

16-Nov- 2006 U9:24 AW
Funttion

Master toms, Purchass Ordees
Alterw With Ruls

Click the Add Oracle Form Rule button and complete fields in the row you create:

* In the Oracle Form Rule LOV, select a form rule that addresses the conflict.
(You can select only active form rules.)

¢ The Description field displays the description configured for the form rule
you’ve selected. This value is read-only.

e In the Comments field, explain briefly why you are attaching the form rule to
the SOD rule.

e The Start Date field displays the date on which you establish a link between
the form rule and SOD rule. You cannot change it.

* The Oracle Form Rules Status field accepts no input and displays the status
of the form rule associated with the SOD rule. Initially, this is Active, but the
rule may later be inactivated in the Form Rules application, and this field dis-
plays current status when the SOD rule is reopened for viewing or editing.

Optionally, repeat step 2 any number of times to select additional form rules.

To delete form rules from the grid, select the Delete check box for each of the
form rules you no longer want. Ensure the Delete check box is cleared for each
form rule you want to retain. To mark all form rules for deletion, or to ensure
that all rules are retained, select or clear the Delete check box in the header row.

Click on the Finish button. The SOD Rules panel reappears, with a listing for the
new rule.
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Viewing, Copying, and Editing SOD Rules

You can review the configuration details for an existing rule, edit some details, or
copy the rule as a template for the creation of a new rule. Open one of three panels;
each is similar to the Add SOD Rule panel, but displays the values already set for a
rule you select; procedures for modifying these values, where modifications are per-
mitted, are the same as those described for the Add SOD Rule panel (see “Creating
SOD Rules Manually,” beginning on page 11).

To view the settings for a rule, open the SOD Rules panel and, in the Action column,
click on the View link for the rule you want to see. A read-only View SOD Rule panel
opens. If the rule’s control type is Allow with Rules or Approve with Rules, the panel
also displays a ¥ icon labeled Oracle Form Rules. Click on the + icon to display infor-
mation about form rules associated with the SOD rule, or click on the — icon to hide
the information. To return to the SOD Rules panel, click on the Cancel button.

To make a copy, choose the rule that is to serve as the original, open its View SOD
Rule panel, and click on the Copy SOD Rule button. A Copy SOD Rule panel opens:

¢ The copy takes these values from the original: entity type, selected entities, con-
trol type, priority, owner, approval group, reason, and settings for the Same Oper-
ating Unit and other check boxes (the boxes vary depending on the version of
Oracle Applications to which you are connected). The Effective From field is set
to the date and time you make the copy, and the Effective To field is blank.

*  You must supply a name for the new rule in the SOD Rule field.

*  You cannot change the entity type, but you can add to or remove responsibilities,
functions, or groups inherited from the copied rule, or edit other values.

e If the control type is Allow with Rules or Approve with Rules, the new version
does not inherit form rules from the original, so you must click on the Next
button to add at least one form rule to the new version of the SOD rule.

To edit a rule, open the SOD Rules panel and, in the Action column, click on the
Edit link for the rule you want to alter. This opens an Edit SOD Rule panel.

um Tasks (0} | Profile | Sign Out | Heln
ii2 LogicalApps, | ACTIVE Governance
Welcome, Muzio Clementi

Home | Control Library | Control Automation RERERETTTU NN Access Monitoring | Reporting | Administration

SOD Database Instance:
S0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups paris_ag2_5102 Chanye

Home » SOD Rules » Edit SOD Rule

S0D Rule BuyerReguester
Entity Type Responsibility
Entities Purchasing Reguestar, Purchasing Buyer

Owner * SYSADMIN (SYSADMIN) = Priority 1 x>

Control Type [Approve with Rulss =] Oracle EBS Appraver & 50D Rule Owner

© Approval Group

Effective From 15-Nov-2006 0118 PM Effective To =

Same Operating Unit [~ Same Ledgers r
Same Access Sets [~ lgnore read only r

Reason * TESTING

* Required
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In this panel:

*  You can modify the owner, priority, approval group, effective-to date, reason, and
settings for the Same Operating Unit and other check boxes (as before, the boxes
you see depend on the version of Oracle Applications to which you are connected).
If the rule has generated no conflicts, you can also change the control type; if the
rule has generated conflicts, the control type cannot be edited.

* Fields that display other values are read-only.

¢ If the control type is Allow with Rules or Approve with Rules, you can click on the
Next button to add form rules to the SOD rule, or delete those already selected.

Working with Entity Groups

You can collect responsibilities or functions into “entity groups.” Then, using the
Group—Responsibility or Group—Function entity type as you define SOD rules, you
can identify two or more groups that should not be assigned simultaneously to indi-
vidual Oracle Applications users. In such a rule, each item (responsibility or function)
in a group is considered to conflict with every item in other groups named in the rule,
but not with items in its own group. A group may contain a single item, or a number
of items whose names constitute a comma-delimited string of up to 4,000 characters.

Creating Groups

To create an entity group:

1 Click on Entity Groups in the Library Navigator. An Entity Groups panel then
displays entries for all existing groups. (It’s illustrated on page 20.)

2 C(lick on the Add Entity Group button near the bottom center of this panel. An
Add Entity Group panel appears:

£ Logicalapps, | ACTIVE Governance

Homa | Contral Libary | Control Automation i Al Access Monoring | Heporting | Administration

SO0 Rulizs; | Sirnsdativs | Glabal Subisetries s | Mass Dpdate | Suboril Pyogeaem | Vicw Subnibted Proogam | Enfiby Giougps
Home = Entity Groups > Add Entity Group

Group N * |
Group Descrigtion |

Effecthse From * TE-Chrc=21008 1207 P Ea
Entity Iype Funchon i

Fvallable Entiies.

3 Type a unique name for the group in the Group Name field Do not use a
comma in the name.
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4 In the Group Description field, type a brief explanation of the group. (For exam-
ple, state the reason functions or responsibilities are included in the group.)

5 By default, the Effective From field is set to the date and time at which you create
the group, and the Effective To field is blank. Do one of the following:

* Retain these values to have the group take effect immediately and remain in
effect indefinitely.

* Select a new start or end value manually: Edit the date and time in either field
(use the format DD-Mon-YYYY HH:MM AM/ PM).

* Click on the icon next to a field and select a date in the pop-up calendar that
appears.

In the Entity Type list box, select Function or Responsibility.
7 Choose an item to include in the group.

First, generate a list of entities in the Available Entities field: Select an application
in the Application field, enter a filtering value in the Entity Name field, or both,
and then click on the Filter button.

¢ When you select an application name in the Application field (or, for
tunctions, the value No Associated Application), the Available Entities field lists
only items that belong to the application you select (or to no application).
Otherwise, the field lists items without regard to application.

* When you enter a text string in the Entity Name field, the Available Entities
field lists items whose names begin with that text string. (You can use the
percent sign as a wild-card character.)

When you load items into the Available Entities field, AACG presents a
count of the items. It appears next to the label for the Available Entities
tield. If the count is greater than 1,000, you should filter the items in the
Available Entities field more narrowly; otherwise, performance may suffer.

* If you click on the Clear button, you remove the contents of the Application,
Entity Name, and Available Entities fields. The contents of the Selected
Entities field remain.

From the list of selections you’ve generated in the Available Entities field,
choose one (click on it), and click on the > button to move it to the Selected
Entities field.

8 Choose additional items to include in the group. It may contain functions or
responsibilities, but not a mixture of the two. The entities in a group may belong
to any selection of applications.

If you wish to rescind a selection, click on its entry in the Selected Entities field,
and then click on the < button to return it to the Available Entities field.

9 When you finish selecting responsibilities or functions, click on the Save button.
Once a group is saved, only its name, description, and end date can be changed.
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Viewing Groups

After you save a group you have created, the Entity Groups panel reappears, adding
a listing for the new group to its display. The listing for each group displays its name,
the entity type of its members, its description, and its start and end dates.

oun Tasks (0) | Profile | Sign Out | Help
iii LogicalApps, | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation EEEREREULEUELIESE Access Monitoring | Reporting | Administration

SOD Database Instance:
SOD Rules | Simulation | Glohal Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups paris_ag2_5102 Change

Home > Entity Groups

pction _____ GroupName _____________ EntityTyve ________BDescription ________________FBtan ___________Ew __________]
(Vigw | Edit Group 1 Funetion 12-Dec-2008 05:35 P
Group 2 Function 12-Dec-2006 05:36 Ph
Group 3 Responsibility 12-Dec-2006 06:08 PM 16-Dec-2006 04:13 M
Group 4 Responsibility 12-Dec-2006 06:10 PM 30-Dec-2006 04:15 PM

15 v | GESE Result 1-4.0f 4 Page M of 1

Add Entity Group

From this panel, you can view the configuration details for a group, including the
responsibilities or functions that belong to it, by clicking on either of two links in its
listing. One of the links enables you to edit some of those configuration details; the
other enables you to copy the group as a starting point for creating a new group.

Editing Groups

To edit a group, click on the Edit link in the Action column of its entry in the Entity
Groups panel. An Edit Entity Group panel opens:

il Tarshss 0 | Profils | Sk Ot | Hiok
i LogicalApps, | ACTIVE Governance
Wedcuerm, Muari Chrneonti

Hoemer | Control Liwary | Control tomation JERVERETIRRETER Access Mondoring | Reparteg | Administration

Home > Entity Groups > Edit Entity Group

Gr i Mame [&r
Gromp Dursription |

12-Dinc- 2008 0535 PM
Funstion

Accounting Poriod Types Payables
[Banks Payables
AP Accounsing Periods | Payabies

Although you can view all the elements that make up the group, you can edit only
the group name, description, and end date. (For each, click in the appropriate field
and enter a new value). The group name can be edited only if the group has not been
used in a rule; once the group has been, the group name field becomes read-only.
You cannot add responsibilities or functions to, or remove them from, the group.

Copying Groups

To view a read-only display of the configuration details of an entity group, or to copy
the group, click on the View link in the Action column of its entry in the Entity
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Groups panel. A View Entity Group panel opens; it’s similar to the Edit panel, except
that all of its fields are read-only and it includes a Copy button near its bottom center:

Tasks (0) | Profile | Sian Out | Help

1 LogicalApps, | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation SIS TN TM Access Monitoring | Reporting | Administration

SOD Database Instance: -
S0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | Yiew Submitted Program | Entity Groups Tahoe Change

Home > Entity Groups > Yiew Entity Group

Group Name Payahles Group

Group Description Group of Payables Functions

Start 18-Jan-2006 11:50 A End
Entity Type Function

Inwoice Approvals Payahles
Invoice Approve Payables
Payments Payahles
Irrvoice Match Payables

Copy Entity Group

When you click on the Copy Entity Group button, a Copy Entity Group panel
opens. It’s similar to the Add Entity Group panel, except that its Selected Entities
field contains responsibilities or functions inherited from the group you copied, and
its Entity Type field is set appropriately to Responsibility or Function.

‘un Tasks (0} | Profile | Sign Out | Help.
222 LogicalApps, | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation EFBEEIGITTDINUEE Access Monitoring | Reporting | Administration

S0D Database Instance: -
SO0D Rules | Situlation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups Tahoe Change

Home > Entity Groups > View Entity Group > Copy Entity Group

Group Name |

Group Description |

Start 07-Jun-2006 09:51 AM | [oz]

Entity Type Function

Application [

Available Entities Selected Entities

Inwvoice Approvals
Inwvoice Approve
Payments

Inwvoice Match

To create a new group, complete the remaining fields; use the procedure described in
“Creating Groups” (page 18). You can add to, or remove, responsibilities or functions
you inherited from the group you copied, but you cannot change the entity type.

Creating Global Subscribers

You can specify users who are exempt from SOD rules as they detect conflicts that
exist at the moment the Generate User Conflicts background program is run. You
can also exempt submenus, functions, data groups, and operating units from SOD
rules as they both detect existing conflicts and continue to uncover conflicts as
responsibilities are assigned after the Generate User conflicts program is run. Items
designated for exclusion (or, in one case, inclusion) are called global subscribers.
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You may configure global subscribers to ensure that query-only access to Oracle
Applications features does not trigger rules, even when standard access would.

Or, you may use global subscribers to make the cleanup process more manageable
(cleanup being the term for the resolution of conflicts that exist because responsibilities
or functions were assigned to users before SOD rules were written to define them as
conflicting). The number of conflicts found by AACG is typically large, so you can
create global subscribers to generate fewer conflicts. For example, you can exempt
users who may account for disproportionately large numbers of conflicts (such as
those with super user responsibilities), or you can apply rules only to operating units
in most immediate need of cleanup. After generating and resolving one set of
conflicts, you can deactivate some or all of the global subscribers to generate and
clean up a new set of conflicts, continuing until all pre-existing conflicts are resolved.

To create global subscribers, click on the Global Subscribers link in the Library Navi-
gator. Then, in a Global Subscribers panel, click on the link for a subscriber type.

Operating Units

You can select operating units either to be included in, or excluded from, SOD rule
processing. These selections apply to operating units assigned to users, responsibili-
ties, applications, or sites through use of the MO: Operating Unit profile option in
the system administrator responsibility. The option may be set simultaneously at any
or all of these levels, and the active setting is the one at the most narrowly focused
level (first user, then responsibility, then application, then site).

1 In the Global Subscribers panel, click on the Include Operating Units link or the
Exclude Operating Units link:

e Tasks (0) | Prafile | Sign Out | Help
22 LogicalApps. | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation [RERIEHENTEINEEE Access Monitoring | Reporting | Administration

SO0D Database Instance: -
S0D Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups Tahoe Change

Home > Global Subscribers

Include Operating Units | Exclude Operating Units | Exclude SubmenusFunctions | Exclude Data Groups | Exclude Users

Include Operating Unit

Progress Human Resources r

2 C(lick on the Add Row button. A new row appears, displaying a list box:

‘F‘mgress Hurman Resources

~

PRU-Vision Process Industries (US)
Progress Administration
Progress Canada

Progress Special Org

3 In each row you create, select an operating unit. It is permissible for entries to
exist in both the Include and Exclude panels, but entries should be active (see
the next step) in only one panel at a time.
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4 Select or clear the Active check boxes at the right of the entries:

e If Active check boxes are selected in the Include panel, the corresponding
operating units are eligible for rule processing and all others are excluded.

e If Active check boxes are selected in the Exclude panel, the corresponding
operating units are excluded from rule processing, and all others are included.

Do not select Active check boxes simultaneously in both panels.

5 C(lick on the Save button.

Submenus

A submenu under one menu may provide query-only access to functions, even as the
same submenu under another menu provides write access to the same functions. A
rule that includes such a function would trigger conflicts for all instances of the func-
tion — rightly when a user has write access, but falsely for query-only access.

To exclude the query-only functions from rule processing, create submenu subscribers:

1 In the Global Subsctibers panel, click on the Exclude Submenus/Functions link.
Then click on its Add Row button:

£ Logicalapps, | ACTIVE Governance

| Brafile | Sion Ol | Hal

‘Weltome, Muzio Clement|

Vome | Coniral Library | Coniral utomaiion i bl Access Monsoring | Reporting | Adminisiration |

Home > Global Subscribers

FR HRMS Ningitor
FR HRMS Nirdgatar

% | Fxechade SubmenusFunclions | Exchade Data Gioups | Excluds: Lsers

ser SubmenuTunction
Name
FR HRME FieilPalh

Waork Incidient Fom

Bubmmnuy FR HRME FasiPath

Funclion Woark Incident Forrn Enfer Work Incidenls for & Pesson

[Subrmen =] |

2 Make selections in the Menu, Entity, and Submenu/Function fields. AACG
supplies corresponding values in the Name and Description fields. This
exclusion feature recognizes only direct parent-child relationships:

¢ To exclude a function, select Function in the Entity list box. Select the function
and its immediate parent submenu in the Submenu/Function and Menu fields.

* To exclude a submenu, select Submenu in the Entity list box. Then specify
the submenu and its immediate parent menu in the Submenu/Function and
Menu fields. To exclude a submenu is to exclude all functions on that submenu.

3 Select the Active check box to exempt the query-only instance of the function or
functions from SOD rules, while leaving write-enabled instances subject to rules.
Or, clear the check box to deactivate the exemption.

4 (Click on the Save button.
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Data Groups

AACG includes the capability to evaluate SOD rules against data groups. To
eliminate false conflicts that can occur when custom responsibilities are assigned to
query-only data groups, you can exempt data groups from rule processing:

1 In the Global Subscribers panel, click on the Exclude Data Groups link. Then
click on its Add Row button:

Sun Tasks (0} | Profile | Sign Out | Help
ii: LogicalApps, | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation JEEEENGINENININ Access Monitoring | Reporting | Administration

S0D Database Instance: -
S0D Rules | Simutation | Global Subscribers | Mass Update | Submit Prograrm | View Submitted Program | Entity Groups Tahoe Change

Home > Global Subscribers

Include Operating Units | Exclude Operating Units | Exclude SubmenusiFunctions | Exclude Data Groups | Exclude Users

patarowp ____________________________ Descripton ______________________| Actwe

Multinle Reporting Currencies Multiple Reporing Currencies Data Group r
[] r

2 In the Data Group list of values, select the group that is to receive the exclusion.

If a description was written when the group was created, it appears by default in
the Description field. If no description was written, the field remains blank. The
Description field does not accept direct input.

3 The Active check box is selected by default. Leave it selected for the exclusion to
take effect. Clear it (click on it so that no check mark appears) to reserve an
exclusion for the group, but not have it take effect at present.

4 (Click on the Save button.

Users

You can exclude individual users from SOD rule processing:

1 In the Global Subscribers panel, click on the Exclude Users link. Then click on
its Add Row button.

Tasks (0) | Profile | Sien Out | Help
LogicalApps, | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation [ESSPUNEETIINTEM Access Monitoring | Reporting | Administration

SOD Database Instance: -
SOD Rules | Simulation | Glohal Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups Tahoe Change

Home > Global Subscribers

Include Operating Units | Exclude Operating Units | Exclude SubmenusiFunctions | Exclude Data Groups | Exclude Users

DATAMERGE This ion USer narme or feeder systern programs and is stored in
each updated tables' LAST_UPDATED_BY column. This application user has no
responsikilifies.
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2 In the User list of values, select the ID of the user who is to receive the exclusion.

If a description of the user was written when the user ID was created, it appears
by default in the Description field. If no description was written when the user
ID was created, the field remains blank. The Description field does not accept

direct input.

3 The Active check box is selected by default. Leave it selected for the user exclu-
sion to take effect. Clear it (click on it so that no check mark appears) if you want
to reserve a user exclusion for the user, but not have it take effect at present.

4 (Click on the Save button.

When you are finished creating global subscribers, click on the SOD Rules link in the
“breadcrumbs” trail to return to the SOD Rules panel.

Uploading SOD Rules from a Spreadsheet

Rather than create SOD rules one at a time, you can select rules in a Microsoft Excel
spreadsheet, edit them to contain values appropriate for your site, and upload them
at once. Before you start, be sure you have created approval groups if you intend to
designate them as conflict approvers for the rules you upload. You also need to know
the name of the ODBC driver that enables you to connect to your Oracle system.

To prepare the spreadsheet for uploading:

1 Open the LA_SOD spreadsheet. It is located in the content directory on the
Governance, Risk, and Compliance Controls Suite Disk 1 of your Oracle media
pack, and its password is laapps.

- Entit:

Conflict Name s

Type
Requizitions"Purchaze Orders Funztion
Requizition Summary"Purchaze Orders Function

Requizitions"PD Summary: Create Mew PO | Function
Requisitions"Freleases Function
Requizition Summary"PO Summary: Creste I Function
Requizition Summary"Fisleazes Function
Requizitionz"AutoCreate Documents Function
Requisition Summary” AuteCreate Dacumen Function
Fi Summary: Create Hew PO'Receipts | Function

Feleases Receipts

Autolireate Documents Fieceipts

Application

Orasle Purchasing

Orasle Purchasing

Oracle Purchasing

Oracle Purchasing

Oracle Purchasing

Oracle Purchasing

Oracle Purchasing

Oracle Purchasing

Oracle Purchasing

Oracle Purchasing

Oracle Purchasing

User Function Conflicting
Mame Application

FRequisitions  Dracle Purshasing
Requisition Summ Dracle Purshasing
FRequisitions  Dracle Purchasing
Fequisitions ~ Dracle Purchasing
Frequisition Summ Dracle Purchasing
Frequisition Summ Dracle Purchasing
Fequisitions  Dracle Purchasing
Fequisition Summ Dracle Purchasing
PO Summary: Cre Oracle Purchasing
Relesses

Oracle Purchasing

AutoCreate Docu Oracle Purchasing

Conflicting Function

Display Name

Purchase Orders

Purchase Orders

PO Summary: Create Mew PO

Rieleases

PO Summary: Create New PO

Rieleases

AutoCreate Documents

AutoCreate Documents

Receipts

Receipts

Receipts

Cantrol Type

Approval Fiequired

Approval Fiequired

Approval Fiequired

Frevent

Frevent

Frevent

Frevent

Allow with Rules

Allows with Rules

Allows with Rules

Allows with Rules

Approver

SYSADMIM

SYSADMIM

SYSADRIN

SYSADORIN

SYSADMIN

SYSADMIN

SYSADMIN

SYSADMIN

SYSADMIM

SYSADMIM

SYSADMIM

F

Buyers should not process their own
process contols.

Buyers should not process theit awn
process contols.

Buyers should nat process their awn
process contals.

Buyers should nat process their awn
provess contols.

Buyers should nat process their awn
provess contols.

Buyers should not process theil awn
provess contols.

Buyers should not process theil awn
provess contols.

Buyers should not process thell awn
provess contols.

Fizceiving personnel should never e
arders of to change receiving vontro
haue the ability to do any receiving or
Fizseiving personnel should never hz
arders of to change receiving vontro
haue the ability to do any receiving or
Fizseiving personnel should never hz
arders of to change receiving vontro
hawe the ability to do any receiving or

2 In the upper left corner of the Access Load Values sheet, provide the ODBC
driver name, connect string, Apps user name, and Apps password.

3 Click on the Update Data button. The spreadsheet is populated with up to 65,536
rows of SOD rule data. (Owing to Excel limitations, this is the maximum number.)
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Review the rules and select those you want to upload: In the Load column, select
Y for rules you want or N for those you don’t want.

Edit values in the following columns as appropriate for the rules you are upload-
ing: Control Type, Approver, Reason, Same Operating Unit, and Same Set of
Books. (Note that if the Same Operating Unit or Same Set of Books value is null,
the upload operation will fail.) You cannot change the values in other columns.

In particular, SYSADMIN is the default conflict approver for all SOD rules. For
each rule, change this value to an appropriate approver.

On the Tools menu, click Create CSV for AACG. In response to prompts, enter
a file name (of 30 or fewer characters) and location (which, in conformance with
UNIX conventions, must end in a slash). Click OK to save the file.

Note
Z The Create CSV for AACG option appears in the Excel Tools menu only if

the macro security level for Excel is set to low. To effect this setting, click on
Tools in the Excel menu bar, then on Options in the Tools menu. In the
Options window, click on the Security tab. In the Security panel, click on the
Macro Security button. A Security window opens; in its Security Level panel,
click on the Low radio button. Then close the Security and Options
windows — click on the OK button in each.

To deploy the CSV file you’ve prepared, log on to the database server as an admin user

and upload the file to the UTL directory. Then run the Load SOD Conflict Rules
background program; for the procedure, see “Background Programs” (page 49).
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Generating and Reviewing Conflicts

Once SOD rules are defined, the next step is to generate conflicts — to search users’
work assignments for rule violations. You can then select a rule and display its con-
flicts in a User Conflicts form, together with the user affected by each conflict, and
its status.

For conflicts generated by Prevent or Allow with Rules SOD rules, the status is set
to Prevent or Allow with Rules, respectively, and stays that way. For Approve with
Rules or Approval Required conflicts, status begins at Pending, but may be updated
to Approved or Rejected. Only users designated by an SOD rule can update status for
the conflicts it generates: a member of an approval group, if one has been selected for
the rule, or if not, the owner of the rule. Approvers may set the status of conflicts one
at a time in an Action History form or any number at once in a Mass Update form.

However, the assignment of status in either form simply adds information to reports.
It neither grants, denies, nor prevents access to conflicting responsibilities or functions.
The actual enforcement of SOD rules is carried out in either of two ways (which are
described briefly as follows, but discussed in detail in Chapter 4):

¢ Some users will have been given access to functions or responsibilities before a
rule was in force to define them as conflicting. For these conflicts, administrators
use information from AACG reports to implement status decisions manually in
Oracle Applications.

e Other users may provisionally be assigned responsibilities or functions after a
rule was in force to define them as conflicting. For these conflicts, AACG adds
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functionality to the Oracle Users form so that SOD rules are applied
automatically as responsibilities are assigned to users.

Generating User Conflicts

A Generate User Conflicts background program evaluates all active SOD rules (all
that are not end-dated) and produces a “snapshot” — a set of conflicts detected by
the active rules at the moment the program is run. It also saves the prior snapshot to
an archive table.

The SOD rules that contribute to the snapshot continue to identify conflicts as, sub-
sequently, new Oracle users are added or changes are made to existing users’ respon-
sibility assignments. If SOD rules are added or edited, the changes do not take effect
until a new snapshot is taken, so the Generate User Conflicts program should be run
whenever SOD rules change.

Alterations in the assignment of functions to responsibilities in Oracle also have the
potential to resolve existing conflicts or create new conflicts. When they occur, how-
ever, you can run either Generate User Conflicts or an Analyze Responsibility Con-
flicts program. The former enables AACG to recognize the new function-
responsibility configuration as it enforces rules for pre-existing and new responsibil-
ity assignments, and the latter for new assignments only.

For instructions on running either program, see “Background Programs” (page 49).

Viewing User Conflicts

28

In the list of rules displayed by the SOD Rules panel, a View link appears in the
View User Conflict column for each rule that has generated conflicts in the most
recent snapshot. The View User Conflict column is located all the way to the right of
the SOD Rules panel (as shown in the illustration on page 9).

To review the conflicts for a rule, click on its View link. A User Conflicts panel opens:

*un Tasks (0) | Profile | Sign Out | Help
ia: LogicalApps, | ACTIVE Governance

‘Welcome, Muzio Clementi

Home | Control Library | Control Automation EIBIETEIEIHTEEE Access Monitoring | Reporting | Administration

SO0D Database Instance: -
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | Wiew Submitted Program | Entity Groups Tahoe Change

Home » SOD Rules > User Conflicts

BuyerRequester

Purchasing Requester, Purchasing Buyer
Responsihility

Mow 30, 2006

[ Oracle Form Rules

User Responsibility Assignment Rules User Responsiaility Assignment Rules mitigating Oracle Form Rule 15-Mov-2006 01:18 PM Active

User Name: Respansibility: Conflicting Responsihility:

User Name IResponsibili [Conflicting Responsibility
Furshasing Buyer Furshasing Requester Fending
Purshasing Buyer Purshasing Reguester Pending

show JIRA| resunts Result 1- 20f2
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Initially, this panel displays information about the rule that has generated conflicts, as
well as a set of filtering fields, but no conflicts. If the rule is of the Allow with Rules
or Approve with Rules control type, the panel also displays a +/— icon labeled Oracte
Form Rules. Click on the + icon to display information about form rules associated
with the SOD rule (as shown in the illustration above), or click on the — icon to hide
the information.

The panel lists conflicts only after you use the filtering mechanism to determine what
conflicts you want to see. To see all conflicts for the rule, make no selections in the
filtering fields, and then click on the Filter button. To limit the display of conflicts,
enter complementary values in any combination of the filtering fields, and then press
the Filter button:

*  User Name: Type the full username of a user to see conflicts associated with that
user, or type a text fragment to see conflicts associated with users whose names
contain the fragment.

* Responsibility: Type a full responsibility name to see conflicts in which your
selection is the “base” responsibility, or type a text fragment to display conflicts
generated by rules for which the base responsibility name includes the fragment.
A base responsibility is the first of two that are in conflict, or the one containing
the first of two functions that are in conflict. For a rule that includes more than
two responsibilities or functions, the search identifies pairs of responsibilities for
which conflicts exist, and returns those for which this is the first responsibility.

e Conlflicting Responsibility: Type the full name of a responsibility to see conflicts
in which your selection is the “conflicting” responsibility, or type a text fragment
to display conflicts generated by rules for which the conflicting responsibility
name includes the fragment. A conflicting responsibility is the second of two that
are in conflict, or the one containing the second of two functions that are in con-
flict. For a rule that includes more than two responsibilities or functions, the
search identifies pairs of responsibilities for which conflicts exist, and returns
those for which this is the second responsibility.

* Status: Select a status — Approved, Pending, or Rejected — to see conflicts at
the selected status, or select All to see conflicts at all statuses. This filter pertains
only to conflicts generated by rules whose control type is Approve with Rules or
Approval Required. Set this filter to All if you are reviewing conflicts generated
by a rule whose control type is Allow with Rules or Prevent.

When you click on the Filter button, the panel displays a list of conflicts appropriate
to your filter criteria. Each entry in the list includes:

* The User Name that identifies the user whose work assignments are in conflict.

e The base and conflicting responsibilities (as defined above in the discussion of
filtering criteria) involved in the conflict.

e The conflict status, which depends on the control type assigned to the SOD rule:

— If the control type is Approve with Rules or Approval Required, each con-
flict status begins at Pending, but can be updated to Approved or Rejected.
(If you used status as a filtering criterion, of course, the entire list consists
only of conflicts at the status you selected.)
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— If the control type is Allow with Rules, each uset’s status is Allow with Rules.
This status cannot be updated.

— If the control type is Prevent, each uset’s status is Prevent. This status cannot

be updated.

Updating Status for User Conflicts

30

If a conflict is generated by an Approve with Rules or Approval Required SOD rule,
its status is Pending, Approved, or Rejected. Any of these statuses can be updated
from one to another, and status can be reset any number of times.

For each of these conflicts, the User Name in its entry on the User Conflicts panel is
a link to an Action History panel, in which any AACG user may view status details —
the current and past statuses, the dates on which they were effective, and comments
that apply to them.

An approver (as designated in the rule that generated the conflict) can also use the
Action History panel to update the status, under certain conditions: As has been
noted, the Generate User Conflicts program activates all SOD Rules that have not
been end-dated at the moment it is run, and this set of rules remains active until the
Generate User Conflicts program is run again. If responsibilities have been assigned
to a user, and subsequently rules are activated that uncover conflicts in the assign-
ment, the status of those conflicts can be updated in the Action History panel. If,
however, the assignment of responsibilities to a user triggers SOD rules that are al-
ready active, notifications are issued in Oracle Applications to approvers designated
by those rules; the conflicts are recorded in the Action History panel, but their status
cannot initially be updated there. Instead, the approvers’ responses to the notifications
update the Action History status. After all approvers have responded to the notifica-
tions, approvers can reset status directly in the Action History panel.

Neither the Allow with Rules nor the Prevent status can be updated. For conflicts at
either status, you cannot navigate to the Action History panel.

To view or update status history for an Approval Required or Approve with Rules
conflict:

1 In the User Conflicts panel, click on the User Name for the conflict whose status
you want to review or update. The Action History panel opens:

Tasks (0} | Profile | Sign Out | Help

1§ LogicalApps, | ACTIVE Governance

‘Welcome, Muzio Clementi

Home | Control Library | Control Automation REFIGHETTCENNEEE Access Monitoring | Reporting | Administration

SOD Database Instance:
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | Wiew Submitted Program | Entity Groups paris_ag2_5102 Change

Home > SOD Rules > User Conflicts > Action History

Segregation of Duties Rule Enter Journal*Post Journal
Canflict User DSCARLOTTI

hctiontype _Btart _______________Fna ___________ Lomments ____________________]
Approved 27-Nov-2006 D6:43 PM 27-Now-2006 06:45 PM Access approved per policy HR124
Rejected 27-Mov-2006 08:45 P Approval rescinded per HR1 25

- 27-Maov-2006 06:45 PM I
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2 Review the details of earlier status assignments. Each row on the panel repre-
sents an occasion on which status was assigned, and the most recent row (the last
in the list) displays the status that is in force.

3 If you are not an approver for the rule, this review is all you can do in the Action
History panel; click on the Cancel button to return to the User Conflicts panel.

You are an approver for the rule if you are a member of its approval group, or its
owner if no approval group has been designated, axd if your primary application
role is SOD Approver. Even in this case, if approval notifications related to this
conflict are outstanding in Oracle Applications, you’ll see this message: “Approval
request pending, hence no action can be taken.” In this case, once again, click on
the Cancel button to return to the User Conflicts panel.

However, if you are a designated approver for the rule and no approval notifica-
tions are outstanding in Oracle Applications, you can also update status for the
conflict. To do so, click on the Add Row button, which appears only if you are a
designated approver for the conflict.

4 In the Action Type field of the row you created, select Approved, Rejected, or
Pending:

* Approving a user conflict means that you know it exists but decide to allow
the user access to conflicting responsibilities or functions.

* Rejecting a user conflict means that you decline to allow the user access.
* Pending is the default status, indicating that a decision is yet to be made.
5 In the Comments field, type a brief explanation for your approval decision.
6 Click on the Save button.
As you save a status, AACG automatically sets effective dates for status assignments:

* The Start field for a new status (displayed in the row in which you have been
working) is set to the current date and time. The status becomes active at that
moment.

* The End field for the new status remains blank (meaning that the status remains
in effect indefinitely). The End field for the prior status (displayed in the row
above the one in which you have been working) is set to the current date and
time (indicating that it expires at the moment the new status takes effect).

Mass Updating User Conflicts

A Mass Update panel lists Approve with Rules or Approval Required conflicts that
are at the Pending status, enabling you to select a set of them and approve or reject
the entire set at once, rather than one at a time:

1 Click on the Mass Update link in the Library Navigator. The Mass Update form
opens (it’s shown at the top of the next page), and initially it displays only a set of
filtering fields.
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Hall

1# LogicalApps, | ACTIVE Governance

Watcome, Muzio Clementi

Homa | Control Libeary | Control Automation JESRIEIIIEZENUIELE Accass Monioning m Addministration

SO0 Rubizs; | Sarsdativm | Glabal Subieties s | Mass Dipdate | Suboil Pyogeaen | Vicw Subnitted Poogam | Enfity Giougps

Heme = Mass Update

Conflicting Conflicting

User Name: 900 Rule Agplicaton: Respons gy Applicatan: Respons bty Controd Type:
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ATUL TEST Crder Qrder Super Appraval Requirad
User, Progress Canada Price Tolerances User, Frogress Canada

ATUL TEST F Frogress Order Managernent Super  Accaplantes Appraval Requirad
Canada Frice Talerantes Uszer, Frograss Canada

ATUL TEST i Mgy i AccepUHgec Excesded  Furshasing, Progeess Rroioptances Agpreral Riquined

Lz, Progre ada Price Talesancos Canadi
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Ciminda Prici Talerances Canadix

8001 Grduer Maragement Supes AP Accourding Periods— Order Managernan Super AP fccounling Periods A wilh Rulies
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8001 Gieneral Ledgor, Progress AP Accourding Pirsods i L Appron
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8001 Greneral Ledger, Progress AP Accourding Prerads g s AP fceounling Periods Agproe wilh Rulis
Comada

5001

Cirder AP Periods AP Arcounting Periods Approve with Rules
Uiser, Progress Canada canads
Pavables, Progress AP Accounting Perods Genersl Ledger, Progress AP Accounting Periods Approve with Rules:
Canada Canads
CAMADA 5001 Gieneral Ledger, Progress AP Accounting Penods: Gieneral Ledger, Progress AP Accounting Periods Agprove with Rules
Canada Canads
URHRTRAIN - ATULTEST Purchasing Vision LK ArceptTelect Exceeded  Purchasing vision LK Arceptances Aaproval Required
Price Tolerantes
ATULTEST Furehasing, vizion Banking U . L] Approval Required
Price Tolerances
001 Payables, Vision Banking AP Atcourting Penods  Payables, Vision Banking AP Bccounbng Periods  Agprove with Rules
5001 General Ledger, Vislon AP Accounting Periods  General Ledger Vislon AP Accounling Periods  Approve with Rules
Dansing, Manager Banking, Manager

Shove [EIE| Resuits

I Dizplay record count
Comments *

2 Set filtering criteria that determine what conflicts you will see (although no
matter what criteria you select, you have access only to conflicts generated by
SOD rules for which you are a designated approver). Then click on the Filter
button. If you set no criteria, the panel displays all conflicts you are designated to
approve. Or, you can filter on these values:

32

User Name: Type the full username assigned to a user to display conflicts
involving that user. Type a fragment to display conflicts involving all users
whose usernames contain the fragment.

SOD Rule: Type the full name of a rule to display the conflicts generated by
that rule. Type a fragment to display conflicts generated by rules whose names
contain the fragment.

Application: Type the full name of an Oracle application to find conflicts in
which your selection is the “base” application — the one that owns the first
of two responsibilities or functions that a rule sets in conflict. Or type a text
fragment to find conflicts in which the first conflicting entity belongs to any
application whose name includes the fragment. For a rule that sets more than
two entities in conflict, the search identifies pairs of conflicting entities, and
returns conflicts in which the first entity belongs to the application you choose.

Responsibility: Type the full name of a responsibility to see conflicts in which
your selection is the base responsibility, or type a text fragment to display con-
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flicts generated by rules for which the base responsibility name includes the
fragment. A base responsibility is the first of two that are in conflict, or the
one containing the first of two functions that are in conflict. For a rule that
includes more than two responsibilities or functions, the search identifies
pairs of responsibilities for which conflicts exist, and returns those for which
this is the first responsibility.

* Conflicting Application: Type the full name of an Oracle application to find
conflicts in which your selection is the “conflicting” application — the one
that owns the second of two responsibilities or functions that a rule sets in
conflict. Or type a text fragment to find conflicts in which the second con-
flicting entity belongs to any application whose name includes the fragment.
For a rule that sets more than two entities in conflict, the search identifies
pairs of conflicting entities, and returns conflicts in which the second entity
belongs to the application you choose.

e Conlflicting Responsibility: Type the full name of a responsibility to see con-
flicts in which your selection is the conflicting responsibility, or type a text
fragment to display conflicts generated by rules for which the conflicting
responsibility name includes the fragment. A conflicting responsibility is the
second of two that are in conflict, or the one containing the second of two
functions that are in conflict. For a rule that includes more than two respon-
sibilities or functions, the search identifies pairs of responsibilities for which
conflicts exist, and returns those for which this is the second responsibility.

e Control Type: Select Approve with Rules or Approval Required to see only
conflicts generated by rules of the control type you choose, or select All to
see conflicts generated by rules of both types. (Because you cannot update
status for Prevent or Allow with Rules SOD rules, these control types are not
available for selection.)

If you click on the Clear button, you discard both filtering criteria and the cur-
rently displayed list of conflicts, and can select new filtering criteria to generate a
new list.

3 A grid appears, in which each row displays information about a conflict. Each
row contains a +/— icon. Optionally, click on the + icon for an Approve with
Rules conflict to display information about the form rule intended to mitigate the
conflict — that is, the form rule associated with the SOD rule that generated the
conflict. (The display is identical to the Oracle Form Rules area of the User Con-
flicts panel, as shown in the illustration on page 28.) Click on the — icon to hide
the display. For an Approval Required rule, this feature simply displays a message
stating that no form rule is attached to the SOD rule.

4 If you want to assign status to all the filtered conflicts at once, skip ahead to step
5. If you want to assign status to a subset of the filtered conflicts, select those
whose status you want to update. The Mass Update form presents conflicts in a
grid divided into “pages,” and if you are selecting individual conflicts, you can
select them from only one page at a time.
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Choose the page that displays conflicts you want to update. You can click on
Next Page and Previous Page links in the footer row of the grid. Or you can
select a page number in a field of the footer row that shows the number of pages
in the grid and the number assigned to the current page. For performance rea-
sons, this field is hidden by default, but you can select a Display Record Count
check box to make it appear. (When you do, another field in the footer shows
the number of conflicts available for review and the numbers assigned to the
conflicts in the current page.)

Once you have chosen a page, do either of the following:

*  Select check boxes alongside individual conflicts you intend to approve or
reject.

* Select a check box in the header row of the grid (to the left of the User
Name heading) if you want to approve or reject all conflicts in the currently
displayed page of the grid.

Note
Z A rule may designate an approval group of which you are a member, even

though your primary application role is other than SOD Approver. Typically,
this is because you have only notification rights in the approval group. In
this case, you can review conflicts in the Mass Update panel, but it does not
display the check boxes with which you can select conflicts for approval or
rejection, and you cannot actually approve or reject conflicts.

5 In the Comments field, type an explanation for your decision to update status.

The comment is required, and it applies to all of the conflicts whose status you
are updating.

If (in step 4) you selected a set of conflicts, click on either the Approve or Reject
button. If not, click on the Approve All or Reject All button to approve or reject
all the conflicts that match your filtering criteria (that is, all the conflicts in all the
pages of the grid). In either case, AACG assigns the status you select and the
comment you wrote to each newly statused conflict. It removes these conflicts
from the list, and leaves the Mass Update form in place.

Optionally, make another selection of conflicts and assign status to them. (You
can, for example, approve a first selection of conflicts and then reject a second
selection of conflicts.) When you finish with the Mass Update form, click on the

Cancel button or on the SOD Rules link in the Library Navigator to return to the
SOD Rules panel.

After you have used the Mass Update panel to assign status to a set of conflicts, you
can use the Action History panel if you wish to reassign status to individual conflicts
in the set. However, a conflict will not reappear in the Mass Update panel unless it is
reassigned Pending status.
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Resolving Conflicts

Although a conflict is defined, and may be approved or rejected, in AACG, it is not
resolved until actions are taken outside of AACG. These actions may include:

Adjusting the end dates for responsibilities assigned to a user affected by a con-
flict. For an approved conflict, end dates may be set in the future (or removed)
so that access to a responsibility is extended. For a rejected conflict, end dates are
set to the present moment so that access to a responsibility is cut off.

Excluding one or more conflicting functions from a responsibility or from
menus, or removing a submenu containing conflicting functions from menus.

Ensuring that subscribers are configured correctly for each form rule associated
with an SOD rule whose control type is Allow with Rules or Approve with Rules.
A subscriber is a user (or other entity) to which a form rule (or rule element) applies.
If no subscribers have been configured for a form rule, it applies universally, and
so subscriber configuration is not an issue if the form rule is associated with an
SOD rule. However, if a user’s work assignments violate an Allow with Rules or
Approve with Rules SOD rule, and that rule is associated with a form rule that
has one or more subscribers, the user must be added as a subscriber to the form
rule. For instructions on adding subscribers to form rules, see the Form Rules
User’s Guide.

The process for effecting these resolutions depends on whether a user has been
assigned duties before or after a rule is put in force to define them as conflicting.
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Manual Conflict Resolution

The first time conflicts are generated, or when they are regenerated after SOD rules
have changed, you are likely to find users who had been granted access to responsi-
bilities or functions before rules defined them as conflicting. AACG uncovers these
conflicts but does not resolve them. Instead, you can eliminate these conflicts
manually, a process known as “cleanup.”

To uncover these conflicts, you would generate user conflicts and then review them,
either in the User Conflicts panel or in the User Conflicts Report. The course of
action for each conflict depends on its control type:

¢ For an Allow with Rules conflict, the user’s access to conflicting entities should
be permitted to continue.

* For a Prevent contflict, the uset’s access to one or both conflicting entities would
have to be terminated.

* For an Approve with Rules or Approval Required conflict, the user’s access to con-
flicting entities could be approved or rejected. In either case, the reviewer should,
for auditing purposes, assign status to the conflict in the Action History panel or
the Mass Update panel.

To allow or approve a conflict, you need do nothing in Oracle Applications.

To prevent or reject a conflict, you have four options. The first resolves a function- or
responsibility-based conflict. The remaining three are appropriate for function-based
conflicts — particularly those involving two functions within a single responsibility:

¢ In the Oracle Applications Users form, set the end date for at least one responsi-
bility involved in the conflict to the current date.

¢  Exclude one of two conflicting functions from the responsibility through which
the user has access to that function.

¢ Remove the function from menus through which the user has access to it, or re-
move a submenu containing a conflicting function from the uset’s menus.

¢ Exclude those menus from the responsibility that provides the user with access
to the function.

See Oracle documentation for procedures on excluding functions or menus from
responsibilities, or removing functions from menus. To facilitate mapping functions
to menus, a Function Where Used Report (see page 71) displays the menu paths to
functions involved in function-based conflicts.

Simulation and Remediation

36

To aid in cleanup, AACG enables you to write simulation scenarios. Each scenario
comprises a set of rules that instruct AACG to determine how conflict generation
would change if the Oracle Applications configuration were altered. Each rule names
a function or menu that might be excluded from a responsibility, or a function or
submenu that might be removed from, or inserted in, a menu.
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The simulation feature uses two snapshots. A “base” snapshot contains conflicts
generated with functions, menus, and responsibilities as they are actually configured.
The second snapshot contains conflicts that would be generated under conditions
defined by a simulation scenario. AACG compares the two and presents results — a
list of conflicts that would no longer exist, as well as those that would be newly
generated.

If SOD rules have changed since the last time the Generate User Conflicts program
was run, you must generate a new base snapshot as part of the simulation process. If
SOD rules have not changed, you can choose whether to generate a new snapshot as
the base snapshot, or to use the most recent one:

¢ Choose to generate a new snapshot if certain changes have been made manually
in Oracle Applications since the most recent snapshot was created in AACG.
The Oracle changes include the creation of users; the modification of responsi-
bility assighments for existing users; or alterations in the exclusion of functions
from responsibilities, the assignment of functions to menus, or the assignment of
submenus to other menus or responsibilities. Such changes are likely to resolve
existing conflicts in your system or to create new conflicts, thus rendering the
most recent snapshot obsolete. A new snapshot not only makes the simulation
results as accurate as they can be, but also updates the information displayed in
the User Conflicts, Action History, and Mass Update panels, so that all parts of
the system are in sync.

*  Select the most recent snapshot if such changes have not been made since that
snapshot was created in AACG. In that case, no disparities have been introduced
between that snapshot and the actual state of your user conflicts, and the
simulation process runs more rapidly because a new set of actual conflicts need
not be generated.

If simulation shows that resolved conflicts outnumber those that are newly gener-
ated, AACG can perform “remediation” — modify function, menu, and
responsibility configurations in Oracle Applications to implement the simulated
conditions.

To complete any task related to simulation or remediation, begin by clicking on the
Simulation link in the Library Navigator. A panel titled Simulation Scenario List ap-
pears, displaying the name and description of each existing scenario, together with
the date on which it was most recently run and the date of the base snapshot associ-
ated with that most-recent running:

Tasks (0} | Profile | Sign Out | Help
gicalApps. | ACTIVE Governance

‘Welcome, Muzio Clementi

Home | Control Library | Control Autornation RREHELVTTIUIMITESE Access Monitoring | Reporting | Administration

S0D Database Instance:
SO0D Rules | Si ion | Global i | Mass Update | Submit Program | View Submitted Program | Entity Groups paris_ag2_5102 Change

Home > Simulation Scenario List

Add Simulation Scenaria
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Creating Scenarios

A scenario is a “container” that holds any number of individual simulation rules. You
need to create the scenario before you create any of the rules it holds. To do so:

1 Click on an Add Simulation Scenario button; one appears at the bottom center,
and another near the upper right, of the Simulation Scenario List panel. An Add
Simulation Scenario panel appears:

Tasks (0) | Profile | Sign Qut | Help

$§ LogicalApps, | ACTIVE Governance

‘Welcome, Muzio Clementi

Home | Control Library | Control Autornation RREHELVTTIUIMITESE Access Monitoring | Reporting | Administration

S0D Database Instance:
SOD Rules | Si ion | Global i | Mass Update | Submit Program | View Submitted Program | Entity Groups paris_ag2_5102 Change

Home > Simulation Scenario List > Add Simulation Scenario

Name *
Description|

* Required

In the Name field, type a name for the scenario.

Optionally, in the Description field, type a brief explanation of the scenario. (For
example, explain the organizing principle by which rules are included in the sce-
nario.)

4 Click on the Save button. The Simulation Scenario List panel is restored, display-
ing an entry for the scenario you have created.

Creating Simulation Rules

To create or edit simulation rules:

1 Begin by identifying modifications you want to simulate in the relationships
among functions, menus, and responsibilities. Do so by reviewing conflicts in the
User Conflicts panel and, if necessary, by using the Function Where Used Report
to uncover the relationships among functions, submenus, and menus.

For example, an SOD rule may set two functions — Purchase Orders and Receipts
— in conflict. The User Conflicts panel may show conflicts for several users who
have access to both functions through a single responsibility — Financial Man-
agement. Rather than end-date the responsibility for each user, you may want to
determine what would happen if you were to exclude one of the functions —
say, Purchase Orders — from the Financial Management responsibility.

2 Open the scenario in which want to create simulation rules: In the Simulation
Scenario List panel, the name of each scenario is a hyperlink. Click on the name
of the one you want.

3 A View Simulation Scenario panel opens. If no rules have yet been defined, it
displays the name of the scenario, its description, and a date on which it was most
recently changed, together with a button labeled Edit. If rules have been defined,
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the panel also displays a read-only entry for each rule as well as some additional
buttons (which will be discussed later). In either case, click on the Edit button to
create new rules or edit existing rules.

4 An Edit Simulation Scenario panel opens, displaying a write-enabled entry for
each existing rule. To edit an existing rule, work directly in its entry. To create a
new rule, click on the Add Row button:

B Tasks (0) | Profile | Sign Out | Hely
i LogicalApps, | ACTIVE Governance

‘Welcome, Muzio Clementi

Home | Control Library | Control Autornation RREHELVTTIUIMITESE Access Monitoring | Reporting | Administration

SOD Database Instance:
SOD Rules | Si ion | Global i | Mass Update | Submit Program | View Submitted Program | Entity Groups paris_ag2_5102 Change

Home > Simulation Scenario List > Yiew Simulation Scenario > Edit Simulation Scenario

Name * Simulation Set 1

Description Simulate remedies to conflicts generated 12/27/06

[Entity Type
[From (Remove) / Dele(e
.ncmm Entity Type E linto (Insert) [Entity

ntity
iIcd Exclude = Function FPurchase Orders E‘ Responsibility Financial Management E|

r [remove =] [Function j | [Menu |

5 In the appropriate row, enter or modify values for a simulation rule. (As you do,
note that a given menu may be a parent to submenus as well as a submenu to
higher-level menus. So when you choose a menu or submenu, you choose from
the same list of values.)

* In the Action field, choose what you want the rule to do: Select Exclude to
simulate excluding a function or menu from a responsibility, Remove to sim-
ulate removing a function or submenu from a menu, or Insert to simulate
inserting a function or submenu into a menu.

* In the Entity Type field, choose the type of item you want to exclude, re-
move, or insert: Function or Menu if you selected Exclude in the Action field,
Function or Submenu if you selected Remove or Insert in the Action field.

e The first Entity field displays values appropriate to your Entity Type selec-
tion. In it, pick the specific function, submenu, or menu to be acted upon.

* In the Entity Type From/To field, accept the default value. This field displays
the one value made necessary by your earlier selections: Responsibility if you
chose Exclude in the Action field, or Menu if you selected Remove or Insert.

* The second Entity field displays values appropriate to the Entity Type From/
To selection. In it, pick the specific menu or responsibility from which the
first entity is to be excluded or removed, or into which it is to be inserted.

For example, to create the rule that simulates the exclusion discussed in step 1,
select Exclude in the Action field, Function in the Entity Type field, and Pur-
chase Orders in the first Entity field. The Entity Type From/To field would de-
fault to Responsibility; select Financial Management in the second Entity field.
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6 Repeat steps 4 and 5 to edit or create any additional rules you want the scenario
to contain.

7 'To be evaluated, simulation rules must be enabled. Select the Enable check box
for each rule you want to include in a given simulation run. Clear the Enable
check box for any rule you do not want to include. (To select a check box is to
click on it so that a check mark appears, and to clear it is to click on it again so
that the mark disappears.) You can select the Enable check box in the header
row to enable all existing simulation rules.

You have the option of deleting rules you do not want to run. For each, select
the Delete check box. (You can select the Delete check box in the header row to
mark all rules for deletion.) However, this is not necessary; to avoid using a rule
in a simulation run, you need only ensure that its Enable check box is cleared.

8 Optionally, modify the name or description of the scenario; use the Name and
Description fields.

9 Click on the Save button. If you’ve marked any of the rules for deletion, dialog
boxes prompt you to confirm the deletion. Then the View Simulation Scenario
panel returns, displaying read-only entries for the rules you have not deleted.
(For each, the Enabled field reads Y'if the rule is enabled or N if it is not.)

| Hdp
£ LogicalApps. | ACTIVE Governance

Welcome, Muzio Clement|

Control Lilicary L L ficcoss Montorig | Reportmg | Adimiiesiration

BOD Fules | iBokal | Mass Update | Sl Proaram | Vies Submitied Proaran | Emity Groups
Heme = Binulation Scenario List = Yiew Bimulation Beenarie

Simulate Scenario Simutation Se11
Description Simutate remedies 1o conficts genersted 1 227706,
scanano Last Changed 1g-Dec-2006

Enfity Ty
From (R

ve) |
Enalad | Action | Entity Type nility Inta {insarth Entity
H Exlude Fimelion i Responsbilile  Payables Super User Process Operalions)
¥ Beclde Function Raspensmilty  Financial Managemant

Ruesult 1-20f2

Conflict Rules hive boen modiied since the las) Generated User Conflicts was perfarmed KO
& Generaty User Corficks bofure Simulation wh Snap Shal mame
5} Hirmulate with User Conficts list generated on U1-Fed-2007 U227 A"

| Cancel | [Edit] [ simulate Remediate || View Results |

Generating and Viewing Simulation Results

To evaluate a simulation scenatrio:

1 Select the scenario that contains simulation rules you want to run (if it is not
selected already). In the Simulation Scenario List panel, click on the name of the
scenario you want; this opens its View Simulation Scenario panel (as shown
above).

2 Review entries in the Enabled column to ensure that the only those rules you
want to evaluate are enabled. If this is not the case, modify the enabled status of
the rules in the scenario as needed. (See the previous section, “Creating Simula-
tion Rules,” paying particular attention to its step 7.)
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3 Choose the snapshot of actual conflicts you want to compare with the snapshot
of simulated conflicts.

*  You must generate a new snapshot if SOD rules have changed since the Gen-
erate User Conflicts program was last run (and a message, beneath the grid
that lists simulation rules, informs you whether this is the case). Even if not,
generate a new snapshot if your Oracle configuration has changed since con-
flicts were last generated (as discussed on page 37). Select the “Generate User
Contflicts before Simulation with snapshot name” option (which is the only
option if SOD rules have changed) and in the field to its right, supply a name
for the new snapshot.

¢  Use the most recent snapshot if no changes have been made to SOD rules or
your Oracle configuration. Select the radio button labeled “Simulate with User
Conflicts list generated on Dat¢” (in which the placeholder value is replaced by
the date and time of your most recent snapshot). This option appears only if
no SOD-rule changes have been made since conflicts were last generated.

4 Click on the Simulate button. AACG runs a background program to perform the
simulation, and the View Submitted Program panel displays the status of the
program. The simulation is finished when, in the row for your request, the Phase
field reads “Completed” and the Status field reads “Normal.”

To view the results of the simulation run:
1 Click on the Simulation link in the Library Navigator.

2 The Simulation Scenario List panel reopens; in it, reselect the scenario for which
you have run simulation.

3 The View Simulation Scenario panel reopens; in it, click on the View Results but-
ton. A Simulation Results panel appears:

2 LogicalApps. | ACTIVE Governance

Homa | Control Library | Control Automation SEETTRETEEIVETERE Access Montoring | Reporting

SO0 Rulgs

Heme > Simulation Scenarie List > View

Samailate Scenario Sirnutation 5611
Stmailation Date 28-Dec- 2006
Guratr e Ly Conict Dt 21-0rec- J008

Total User Conficis: 758
| Crested {0 | el Charge (-24)

User Conflicts (24) | Useredh | Desponsiinios (7)

User Name: SO0 Fube Responsibaty Canficting Besponsaily Contl Tyne:

a3

- PO"Reteipt Approval Required
- P Receipt F System Funcsons Approval Required
- PO*Receipt
- PO*Receipt Finantisl Management  Procure to Pay Approval Required
- Bup*PO Procure o Pay Financial Management Approve with Rules
- SUp*PO System Admanistration  Financial Management Approve with Rules
Functions
= SupFO Apprcive with Rules
- POTRaCoIt Financisl Managerant  Ordarta Cash Approvsl Requirad
- Bup*PO Crder i Cash Financlal Management Approve with Rules
- SupFO Manufacturing Financial Management Approve with Rules
Management

EBUEINEEE WANUFACTURING - PO"Receint
[EBUSINEEE MANUFACTURING - POTReCRipt Francial Managernent  Fananceal Mandgermnent Approval Riquired
EBLISINEES MANUFACTURING - Sup™Po Apprcn with Ruls
Administration
s

EBUSINESS MANUFACTURING - Sup*PO Financial Appirove with Fules
EBLISINESS-MFO - POReceipt Finantisl Management  Financial Management Approval Required
5=

™ Display encond eount

[eancel] [CRamadiare ]
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Initially, the panel displays only summary information and a set of filtering fields.
The summary information includes not only the name of the scenario, the date on
which the simulation results were produced, and the date of the base snapshot used
in the simulation, but also the number of existing user conflicts, the numbers that

would be resolved and created by the simulation, and the net change.

You can generate lists of individual conflicts that would be resolved or newly created
(the default), of individual users whose conflicts would change, or of individual re-
sponsibilities for which conflicts would change. To change from one list to another,
click on any of the User Conflicts, Users, or Responsibilities links that appear
immediately beneath the summary results.

The filtering fields apply only to the User Conflicts list. If you choose to display sim-
ulated changes by user or by responsibility, the filtering fields disappear and the Sim-
ulation Results panel displays entries for all users or all responsibilities for which con-
flicts would change. In this case, each entry shows an affected item (user or responsi-
bility), the number of actual conflicts applying to that item, the number that would
apply if simulated changes were made, and the net change.

If you choose to display simulated changes by conflict, select filtering criteria that
determine what conflicts you will see, and then click on the Filter button. If you set
no criteria, the panel displays all conflicts that would change. Or, you can filter on
these values:

User Name: Type the full username assigned to a user to display simulated
changes that apply to that user. Type a fragment to display changes applying to
all users whose usernames contain the fragment.

SOD Rule: Type the full name of a rule to display simulated changes involving
that rule. Type a fragment to display changes involving rules whose names
contain the fragment.

Responsibility: Type the full name of a responsibility to see simulated changes
for which your selection is the “base” responsibility, or type a text fragment to
view changes for which the base responsibility name includes the fragment. A
base responsibility is the first of two that are in conflict, or the one containing
the first of two functions that are in conflict. For a rule that includes more than
two responsibilities or functions, the search identifies pairs of responsibilities for
which conflicts exist, and returns those for which this is the first responsibility.

Contflicting Responsibility: Type the full name of a responsibility to see simulated
changes for which your selection is the “conflicting” responsibility, or type a text
fragment to display changes for which the conflicting responsibility name includes
the fragment. A conflicting responsibility is the second of two that are in conflict,
ot the one containing the second of two functions that are in conflict. For a rule
that includes more than two responsibilities or functions, the search identifies
pairs of responsibilities for which conflicts exist, and returns those for which this
is the second responsibility.

Control Type: Select one of the control types — Prevent, Allow with Rules, Ap-
prove with Rules, or Approval Required — to see simulated changes to conflicts
of that type, or select All to see all changes, regardless of control type.
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If you choose to display simulated changes by conflict, each entry in the list displays:
¢ The name of the user affected by a conflict.

* A minus sign (in a column labeled +/-) to indicate a resolved conflict, or a plus
sign to indicate a newly generated conflict.

¢ The name of the SOD rule that generated the conflict.

¢ The responsibility and conflicting responsibility involved in the conflict (as
defined above in the description of filtering criteria).

e The control type of the SOD rule that generated the conflict.

When you are finished viewing results, click on the Cancel button to return to the
View Simulation Scenario panel (or use a breadcrumbs link or the Library Navigator
to move elsewhere).

Remediation
If you are satistied with the results of a simulation scenario, AACG can implement
“remediation” — actually make the simulated changes. A Remediate button is

available to SOD Super Users, Rule Builders, Authors, and Managers; it appears both
in the View Simulation Scenario and Simulation Results panels. (For other users, this
button does not appear.) When you click the Remediate button, AACG prompts for
confirmation that remediation should be run. Click an OK button in the prompt
dialog, and AACG launches a background program; the View Submitted Program
panel displays its status.

Within Oracle Applications, functions or submenus are inserted, removed, or
excluded as dictated by the simulation rules. An inserted item appears in its menu
with the label (AGS), to indicate that the insertion occurred through the agency of
AACG simulation. Other changes are noted (if at all) according to standard Oracle
Applications functionality. For example, a function excluded from a responsibility is
listed in the Exclusions grid of the Responsibility form.

Within AACG, the View Simulation Scenario panel for the scenario used in the
remediation continues to list the simulation rules, for auditing purposes. The
Simulation Results panel continues to list the conflicts (or the users or responsibili-
ties to which they apply) that existed before the remediation. If you run simulation
again, however, the Simulation Results panel is updated to reflect the results of the
remediation.

Automated Conflict Resolution

When a user is assigned new responsibilities, AACG evaluates the assignment for
violations of SOD rules that were in force the last time the Generate User Conflicts
program was run. AACG presents an option to “submit” or cancel the assignment,
and upon submission, it enforce rules that have been violated: depending on control
type, it automatically grants or denies access, or sends on-line notifications to
approvers.
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Activating Responsibilities

The process begins in the Oracle Applications Users form, as a new user is created
or an existing user receives new responsibility assignments. (See Oracle documenta-
tion for information on the Users form, creating users, and assigning responsibilities.)

1 With the Users form open, a system administrator selects a user and, in the grid
accessible from the Responsibilities tab, assigns responsibilities. Both the start
and end dates for these responsibilities are set by default to the current date, and

cannot be modified directly. The administrator saves the new assignments.

2 The administrator clicks on Actions in the menu bar, then on Activate Responsi-
bilities in the Actions menu. An Activate Responsibilities form opens; it presents
a copy of the responsibilities listed in the Users form, but allows the administra-
tor to change the end dates.

User WMame WSTEVENS
Password

Description  Wallace Stevens

Password Expiration
O Days
O Accesses
® None

Indirect Responsibilities

Persan
Customer
Supplier
E-Mail

Fax

Effective Dates

Fram | 25-JUN-2007
Ta

Securing Aftributes

Responsibility Application
Purchasing Super User Purchasing
l Payables Manager Payables

User Name |WSTEVENS

Security
Group
Standard

Standard

— Effective Dates

Fram Ta
25JUN-2007 |25-JUN-2007 =

25.JUN-2007 25-JUM-2007

Description

Wallace Stevens

Security  — Effective Dates
~ Responsibility Application Group From To
||Purchasing Super User ‘Purchasing |Standard |25JUN2I]I]? | =
|Payah|es Manager ‘Payahles |Standard |25dUNQUU? |

( Cancel J

( Initiate Conflict Analysis )I

Note

4

If the Activate Responsibilities option is inactive, use a Mass Associate
feature, available in Form Rules or Flow Rules, to associate a function called
GRC Congrols Activate Responsibilities with the responsibility or the menu
from which you gain access to the Users form. For information on the Mass

Associate feature, see the user’s guide for Form Rules or Flow Rules.

3 The administrator removes end dates (or alters them to a future date) for a

selection of responsibilities, and so provisionally grants access to them. He then

clicks the Initiate Conflict Analysis button.

44

User’s Guide: Application Access Controls Governor 7.2.2.1




Chapter 4: Resolving Conflicts

4 An Initiate Conflict Analysis form provides data about responsibilities for which
the administrator changed end dates, noting those for which no conflict exists
and listing all conflicts in which the responsibilities are involved. For each con-
flict, a Status field displays a message:

* For a Prevent conflict, end dates will not be removed.

* For an Allow with Rules conflict, end dates will be removed, providing the
SOD rule is associated with a form rule.

* For an Approval Required or Approve with Rules conflict, an approval flow
will be launched.

Caonflicting Control

Responsibility Respaonsibility Conflict Rule Mame Type Status

l Payables Manager Purchasing Super User PurchSU*PayMgr Approval R Approval flow will by
Payables Manager Purchasing Super User AutoDoc*SupplierCatalog  Approval R Approval flow will by
Purchasing Super User Purchasing Super User AutoDoc*SupplierCatalog  Approval R Approval flow will by
Purchasing Super User Payahbles Manager PurchSU*PayMgr Approval R Approval flow will by
Purchasing Super User Payables Manager AutoDoc*SupplierCatalog Approval B Approval flow will by

( Cancel | [ Submit J

4] »

5 The administrator may, at this point, take either of two actions:

¢ Click on the Cancel button to avoid assigning conflicting responsibilities. The
Activate Responsibilities form would reappear; the administrator would click
on its Cancel button, and then on the No button in a prompt to save changes.
He can then reselect the Assign Responsibilities option in the Actions menu
and try granting access to a different selection of responsibilities.

¢ Click on the Submit button to accept the selection of responsibilities, even if
it contains conflicts. AACG then grants access to responsibilities with no
conflicts or with Allow with Rules conflicts. For responsibilities with Prevent
conflicts, it denies access.

In these cases, “granting access” means setting end dates in the Users form
to match those selected in the Activate Responsibilities form — or removing
them if they have been removed in that form. “Denying access” means set-
ting end dates in the Users form to the current date.

For responsibilities involved in Approval Required or Approve with Rules
conflicts, AACG sends notifications to approvers. The end dates in the Users
form remain temporarily set at the current date. Whether that value is made
permanent or reset depends upon the approvers’ responses to the notifications.

However, AACG takes the most restrictive possible action when multiple
conflicts occur. For example, when a responsibility assighment violates both
a Prevent rule and an Approval Required rule, access is denied and no
notification is sent to approvers. The “pecking order” is Prevent, Approve
with Rules, Approval Required, Allow with Rules, no conflict.
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Responding to Notifications

For an Approval Required or Approve with Rules conflict, an approval workflow
notifies the approver defined by the SOD rule. To respond to a notification:

1 In the Oracle E-Business Suite, select Notifications in the Workflow responsibil-

ity. A Worklist opens; in it, locate an approval notification to which you want to
respond. Click on the notification to open it:

ORACLE' Self Service Workflow

tome: Lpgmt Preferences Help

Mpfifizalions >
User WSTEVENS has conflicting Responsibllities as per confiict PurchSUPayhgr priority 1

Approse | | Rt | | Reassign | | Reguest Informition

Fom  SYSADMIN
To SYSADMIN

Hent FOJUNAI0T 11:53:58
0 1245851

Confict Mame - PurchSLPayMor
Reason | Purchasing and payment tasks should rerain separate
ger : WETEVENS

Fesponsibiy - Purchasng Super User
Orriginal Stant Date:,
Mirw St Date 25-JUNO?

Original End Date : 25-JUNOT

Merw End Dale

Secling Husp - Payables Manager
Start Date: 25-JUN-07

Morw St Date 25 JUNL?

Dngiral End Date :25-JLIN-O7

Merw End Dl

Function
Condicting Func
Attached Oracle Fom Rules
Altached Formm Rule Name [Altached Rule Descnplion
Motcation Histary i
Seq |Perlormer | Slerl Dale End Date Action Comment
1 |SYSADMIN [ 25-JUMN-2007 11:33:58 |25-JUN-2007 11:3358 | Submittod
Action History
Mo Action Date Acting From Tn Distails
1 FHJUNNNT 113358 Suhit SYSADMIN SYSADMIN
Response
COMMENT _'I

]

Approve | | Rejen | | Paassign ) | Reguen Information |

Retum 10 Warklis
I thsp

g st nolesiatian aller my rspanss

2 Review information about the conflict. This includes the name of the affected

user; the responsibilities and, if appropriate, functions involved; and the associ-
ated form rule for an Approve with Rules conflict. Optionally, use the Comment
field to type an explanation of the decision you are about to make.

3 Click one of the following buttons:

* Approve: The user is given access to the responsibilities. When they were
provisionally assigned, their end dates were removed or set to a future date in
the Activate Responsibilities form. Approval of this notification resets the
end dates in the Users form to match the setting in the Activate Responsi-
bilities form. (This takes effect, however, only when the Oracle Workflow
background process has run.)

* Reject: The user is denied access to the responsibilities. End dates in the Users
form are set permanently to the dates that were current when the responsibil-
ities where provisionally assigned.

* Reassign: You reassign the conflict to another reviewer. The originally assigned
end dates remain, but an approval by the other reviewer will update them.

* Request Information: Compose a message to the originator of the notifica-
tion, requesting additional information.

An approval or rejection updates the User Conflicts panel in AACG.
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Viewing the Status of Notifications

Although authorization notifications are distributed immediately upon the submis-
sion of new responsibility assignments, approvers may not respond to them promptly.
You can check on the status of notifications for which approval decisions have not
yet been made:

1 Open the Oracle Users form and select a user whose responsibility assignments
have generated outstanding notifications.

2 Click on Actions in the menu bar, and then on Responsibility Status in the Actions
menu. A Responsibility Status form appears. Fields at the top of the form display
the name and description of the user you selected in step 1.

The upper grid displays one row for each newly assigned responsibility (matched
to a conflicting responsibility) that has generated approval notifications; each row
identifies the responsibility, the application to which it belongs and the security
group to which it is linked, and the dates of its proposed assignment to the user.

User Mame WSTEWVENS Description |Wallace Stevens

Responsibility Application Security Group Frarm To

|Payah|es Manager |Payah|es |Standard |25JUN2I]I]T | =
||Purchasing Super User |Purchasing |Standard |25JUN2I]I]T |

|Purchasing Super User |Purchasing |Standard |254UN2I]I]T |

Base Conflict Motification Notification
Conflict Rule Contral Type Responsibility Responsibility Id Status Approver Date
J[PurchSU*PayMgr [Approval Requ|Purchasing Super [Payables Manage 1245851 [OPEN  [SYSADMIN  [25Jun07

|AutoDac*SupplierC [Approval Requ|Purchasing Super |Payables Manage 1245852 [OPEN  [SYSADMIN [25-JUN07

|»

3 Select a row in the top grid, and each row in the bottom grid displays information
about a notification associated with your selection — the SOD rule that generated
a notification and its control type (necessarily Approval Required or Approve with
Rules, as the other two types do not generate notifications); the base and conflict-
ing responsibilities; and the ID of the notification, its status, the user charged with
making an approval decision, and the date on which it was sent.

In the illustration shown above, for example, the Responsibility Status form reports
on notifications (and conflicts) generated by two rules. One sets the Payables Manager
and Purchasing Super User responsibilities in conflict. The other sets two functions
— AutoCreate Documents and Supplier Item Catalog — in conflict. Both functions
are available from Purchasing Super User, and AutoCreate Documents is also avail-
able from Payables Manager.

User's Guide: Application Access Controls Governor 7.2.2.1 47



Chapter 4: Resolving Conflicts

48

The user WSTEVENS has been assigned both these responsibilities, and so three noti-
fications have resulted: one for the conflict between the two responsibilities, one for
the conflict between the two functions as they are available from Purchasing Super
User, and one for the conflict between AutoCreate Documents on Payables Manager
and Supplier Item Catalog on Purchasing Super User.

The Responsibility Status form groups information according to pairs of responsibil-
ities involved in conflicts, so it may appear to display duplicate information. The second
and third rows of the upper grid in the illustration shown above, for example, are iden-
tical. That’s because each row identifies the same responsibility (Purchasing Super
User) as its focus, but for each the second responsibility involved in its conflicts dif-
fers from the other. The upper grid does not show them, but in this example one is
Payables Manager and the other is Purchasing Super User.

Thus, when the second row is selected in the upper grid, the lower grid displays the
two notifications for which Payables Manager is the second responsibility — for the
responsibility conflict and the conflict in which one function is available from each
responsibility. If the third row were selected, the remaining notification would appear,
for the conflict in which both functions are accessible from Purchasing Super User.

Moreover, the upper grid provides a row for each newly assigned responsibility that
has generated notifications, so for conflicts that involve two responsibilities, the upper
grid contains two rows corresponding to their notifications. In the illustration shown
above, the second row is selected in the upper grid; it identifies Purchasing Super User
as its focus, and, as already noted, the lower grid displays the two notifications involv-
ing both the Purchasing Super User and Payables Manager responsibilities. The first
row in the upper grid identifies Payables Manager as its focus; if it were selected, the
lower grid would display the same two notifications.

When approvers respond to notifications, the corresponding entries disappear from
the Responsibility Status form. When all notifications are resolved for a given user,
the form displays no data. Because the form is meant only to provide information, it
is read-only.
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Background Programs

In AACG, background programs generate user conflicts, archive data, prepare export
files or load import files, reset values, and update workflow roles (so that they can be
selected as conflict approvers). To run a background program, complete these steps:

1 With the Segregation of Duties tab selected in the Governance, Risk, and Com-
pliance Controls Suite, select Submit Program in the Library Navigator. The
following panel appears:

Tasks (0) | Profile | Sign Out | Help

$ LogicalApps, | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation EEVIENEEVANTIEEE Access Monitoring | Reporting | Administration

S0D Database Instance:
50D Rules | Simulation | Glohal Subscribers | Mass Update | Submit Program | View Submitted Program | Entity Groups Saltlake 1158 Change

Home > Submit New Program

Program |Generate User Conflicts j

Snap Shot Name and Date

2 In the Program list box, select the background program you want. (The pro-
grams are identified and described below.)

3 If the program accepts parameters, select values for them in the lower section of
the panel. Some programs do not accept parameters, and among those that do,
each takes its own set, so the fields in this section of the panel vary according to
the program you selected. (Parameters are documented in the descriptions of the
programs that appear below.)
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4 Click on the Submit button. The program is “submitted,” and the AACG display
shifts to a View Submitted Program panel. Results are filtered so that the panel
displays only an entry for the program you submitted:

Tasks (0 | Profile | Sign Out | Help

1 LogicalApps, | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation JEBPIN I TN Access Monitoring | Reporting | Administration

S0D Datahase Instance:
SOD Rules | Simulation | Global Subscribers | Mass Update | Submit Program | View jitted Program | Entity Groups paris_ag2_5102 Change

Home > View Submitted Pregram

Scheduled Program 1D Frogram Name: Requester
[2727017 [

5 Click on the Refresh button of your web browser to update the Phase and Status
fields. The program you submitted has finished running without errors when, in
its row, the Phase field reads “Completed” and the Status field reads “Normal.”

You can open the View Submitted Program panel directly, by clicking on the View
Submitted Program link in the Library Navigator. If you were to do so, the panel would
initially display no results at all. Regardless of whether you open the panel directly or
by submitting a program, you can set filtering criteria to select the program runs for
which the panel displays entries. Then click on the Filter button. If you set no crite-
ria, the panel displays an entry for every occasion on which programs have been run.
Or, you can filter on these values:

¢ Scheduled: Enter a date to see programs that ran on that date. Type the date, in
the format DD-Mon-YYYY. (Although the field displays a time of day as well as a
date, the time value has no effect on filtering.) Alternatively, click on the icon
next to the field, and a pop-up calendar appears. In it, click on the < or > symbol
surrounding a month name or year to display an earlier or later month or year;
then, in the calendar, click on the date you want.

¢ Program ID: Enter the ID number of program run you want to view. This num-
ber is assigned automatically when the program is run (and is the value AACG
uses, when you submit a program, to display only an entry for that program).

¢ Program Name: Enter a program name (or a fragment of the name) to see en-
tries for occasions when that program was run.

* Phase: Select the “phase” of a program run — Completed, Running, or Pending
— to see entries for programs that have finished running, are still running, or
have yet to run. Or select All to see entries for programs in any phase.

* Requester: Select a username to see entries for programs run by that user.

To discard filtering criteria (and have the pane display no results), click on the Clear
button.
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Generate User Conflicts

The Generate User Conflicts program determines whether assignments of responsi-
bilities to users violate SOD rules. It generates a “snapshot” — a record of the con-
flicts that exist at the moment you run the program. The rules in effect for the most
recent snapshot continue to identify conflicts as changes are made to existing users’
responsibility assighments or new users are added. The Generate User Conflicts pro-
gram takes a single parameter, which is optional: In the Snap Shot Name and Date
field of the Submit New Program panel, type a unique name for the generation of con-
flicts you are about to create. (This is purely a text field, so you can enter a name, a
date, or both, and the date can be in any format you like.)

Analyze Responsibility Conflicts

The Analyze Responsibility Conflicts program enables AACG to recognize functions
as existing in the responsibilities that are assigned to users, a necessary first step in
evaluating function-based SOD rules.

This is also the first of several steps executed by the Generate User Conflicts pro-
gram, so if you’ve run that program, you don’t need to run this one. However if, af-
ter running Generate User conflicts, you modify the assignments of functions to
responsibilities, you have the option of rerunning Generate User Conflicts or of run-
ning Analyze Responsibility Conflicts. If you rerun Generate User Conflicts, AACG
will recognize your new function-responsibility configuration as it analyzes SOD
rules for users as they already exist, and for new assignments (new users or existing
users assigned new responsibilities). If you run Analyze Responsibility Conflicts,
AACG will recognize your new function-responsibility configuration only as it
enforces rules for new assignments; the compensating advantage is that the Analyze
Responsibility Conflicts program takes less time to run that the Generate User
Conflicts program.

The Analyze Responsibility Conflicts program takes no parameters.

Archive User Conflicts

The Archive User Conflicts program selects records of conflicts older than a
specified date and stores them in a history table (the name of which is LAA_USER_
CONFLICT_ENTITIES_H).

The Archive User Conflicts program runs automatically whenever the Generate User
Conflicts program is run. As a result, only the current snapshot is available for view-
ing in the User Contflicts panel; all earlier snapshots are archived.

You can view archived conflicts in reports that are available in the Segregation of
Duties folder of the Report Center: User Conflicts, Conflict Summary, Responsibili-
ties with Conlflicts, Responsibility Menu, User Conflicts Trend Analysis, and Con-
flicts by Responsibility or Application. In each report, use the Snapshot Run Date
parameter to select a snapshot containing archived conflicts you want to see.
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Because the Archive User Conflicts program runs automatically, there is typically no
need to run it manually, even though it is available to be run. If you choose to run it,
supply a single parameter: In the Archive field of the Submit New Program panel,
enter a date and time. Conflict data generated before then is archived. You can type
the date and time, in the format DD-Mon-YYYY HH:MM AM/PM. Alternatively, click on
a grid-like icon next to the field, and a pop-up calendar appears. In it, click on the <
or >symbol surrounding a month name or year to display an earlier or later month or
year; then, in the calendar, click on the date you want. The pop-up window closes,
and the date you selected appears in the field, along with the current time. You can
edit the time.

Extract SOD Conflict Rules

The Extract SOD Conflict Rules program generates a CSV file containing a record
of each SOD rule that is not end-dated. The file is used for uploading rules to an-
other instance. It takes no parameters.

The CSV file is located in the directory that corresponds to the $APPLCSF/$APPLOUT
environment variables on the Oracle ERP server. The file name is oProgramID.out, in
which the ProgramID placeholder stands for the ID number generated as you run the
Extract SOD Conflict Rules program. This number is displayed in the Program 1D
field of the View Submitted Program panel.

Load SOD Conflict Rules

Load SOD Conflict Rules uploads rule definitions from a CSV file. That file is
generated either by the Extract SOD Conflict Rules request or from a spreadsheet
provided by Oracle. The program takes the following parameters:

* Load: Select Yes to upload SOD rules from a CSV file, or No to validate the
rules without loading them.

* Flat File Name: Enter the name (up to 30 characters) of the CSV file from which
you are uploading rules.

 Flat File Path: Enter the directory path to the file from which you are uploading
rules. (In conformance with UNIX conventions, the path must end in a slash).

* Log Details: Select Yes to create a detailed log or No to create a more cursory
log. Typically, select Yes only to troubleshoot a problem with an upload
operation.

Reset User Conflicts
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The Reset User Conflicts program rescinds the provisional assignment of conflicting
responsibilities to a user if no approver has passed judgment on the assignment. Un-
til an approver acts, the user has no access to the responsibilities and the assignment
cannot be changed. If the judgment never occurs (if, for example, the approver leaves
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the company), the Reset User Conflicts request can be run; the user’s responsibilities
return to their original state, and the assignment can be made again (with the rule that

generated the conflict rewritten to designate another approver). The program takes a
single parameter: In the User Name list box of the Submit New Program panel, select

the name of the user whose conflicts you want to reset.

Populate WF Roles Table

The Populate WF Roles Table program filters workflow roles, as they are defined in
Oracle Applications, to select those appropriate to serve as SOD-rule approvers, and
places the filtered selection of roles in a table that supplies values to the Owner LOV
on the Add SOD Rule panel. Run the program when AACG is installed, and
whenever workflow roles are altered in Oracle Applications. The program takes no
parameters.

Populate User Access Data Table
The Populate User Access Data Table program updates a database table that

contains information about users’ responsibility, menu, and function assignments.
The table provides this information to the SOD Remediation Impact Report and the
Oracle EBS Security reports when they are run, and so whenever the reports are run,
the Populate User Access Data Table program should be run first. If you use version
7.2.1 or 7.2.0 of AACG, the program takes no parameters.

If you use version 7.2.2, the program takes a single parameter, Only Active Respon-
sibilities. Select Yes to have the program return data pertaining only to users’ active
responsibilities (and exclude users who have been assigned no active responsibilities).
Select No to have the program return data for users assigned any responsibilities,
whether active or inactive.

Export/Import Groups and Rules

The Export/Import Groups and Rules program works with pairs of files, one
containing entity groups and the other containing SOD rules. Use it to export groups
and rules from an AACG instance to the files. Then, in a distinct operation on a
second instance, use it to import the groups and rules from the files. It takes the
following parameters:

*  Group File Name: Enter the name of a CSV file to which you are exporting, or
from which you are importing, groups.

* Rules File Name: Enter the name of a CSV file to which you are exporting, or
from which you are importing, rules.

* Location: Enter the directory path to the files to which you are exporting, or
from which you are importing, groups and rules.
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e Mode: Select Export or Import to specify the operation the program is to
perform.

e Debug: Select Yes to add AACG content to the default Oracle log file, or No to
withhold that content. Typically, select Yes only to troubleshoot a problem with
an export or import operation.

*  Default Reviewer: Select a user whose ID can be inserted as owner into rules as
they are imported into an AACG instance. For a given rule, the original owner is
retained during an import operation if that owner exists on the import instance,
but this default reviewer is inserted into the rule if the original owner does not
exist on the import instance. Be sure to specify a default reviewer that exists on
the instance into which you intend to import rules.

e Default Approval Group: Select an approval group whose ID can be inserted
into rules as they are imported into an AACG instance. For any rule that
specifies an approval group, the original group is retained during an import
operation if that group exists on the import instance, but this default group is
inserted into the rule if the original group does not exist on the import instance.
(If the original rule does not specify an approval group, this default group is not
inserted into the rule on the import instance.) Be sure to specify a default
approval group that exists on the instance into which you intend to import rules.

Although you do not need to, you can edit files (or write them from scratch) before
importing them in the destination instance. To do so, use any text editor. Each file
has a .csv extension. Each consists of a set of records; each record is a text string
divided into fields; each field ends in a semicolon. A field can be blank (if the infor-
mation it would contain is inappropriate for a given record), and if so it consists only
of the delimiting semicolon.

In the group file, there is one record for each function or responsibility in each group,
and records alternate among groups: The first entity in the first group is followed by
the first entity in the second group, and so on until the first entity in every group is
recorded. Next comes the second entity in the first group, the second entity in the
second group, and so on. One group may, of course, have a smaller number of mem-
bers than others; in that case, when the last record in the small group is recorded, the
rotation continues without that group.

For example, suppose that Groupl contains five functions, Group2 contains two
responsibilities, and Group3 contains three functions. The group file would order
their records as follows:

Groupl Functionl
Group2 Responsibilityl
Group3 Functionl
Groupl Function2
Group2 Responsibility2
Group3 Function2
Groupl Function3
Group3 Function3
Groupl Functioné
Groupl Functionb
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A record in the group file comprises the following fields:

* Group Name.

e Group Description.

e Entity Type: The value 7 represents function and 2 represents responsibility.

* The application with which a function or responsibility is associated (ot, for a
function, the value No Associated Application).

* The name of the entity (function or responsibility) that is to be included in the
group.
e For a function only, the internal Oracle name for the function.

e The Effective To date of the group, in the format DD-Mon-YY.

For example, the following record would add a function called Asset Calendars to a
group called Assets Group:

Assets Group;This group contains functions within the Assets
application;1l;Assets;Asset Calendars;FAXSUCAL;31-Dec-07;

In the rules file, there is one record for each pair of conflicting entities defined by
each SOD rule, and all records for a given rule are grouped one after another. A
record in the rule file comprises the following fields:

¢ Rule Name.
* Reason.

* Entity Type for the first of the two conflicting entities. The value 7 represents
function and 2 represents responsibility.

* The application with which that first entity is associated (or, for a function, the
value No Associated Application).

* The name of the first conflicting entity.
e For a function only, the internal Oracle name for the first conflicting function.

* Entity Type for the second of the two conflicting entities. The value 7 represents
function and 2 represents responsibility.

* The application with which that second entity is associated (or, for a function,
the value No Associated Application).

e The name of the second conflicting entity.
* For a function only, the internal Oracle name for the second conflicting function.

* Control Type: The value 7 represents Approval Required, 2 represents Prevent, 3
represents Allow with Rules, and 5 represents Approve with Rules. (The value 4
is not used.)

*  Owner.

* The Effective To date for the rule, in the format DD-Mon-YY.
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¢ Same OU: The value Y indicates that the rule applies only within individual
operating units, and the value N indicates that the rule applies across operating
units.

¢ Same SOB: The value Y indicates that the rule applies only within individual sets
of books, and the value N indicates that the rule applies across sets of books.

e The name of the approval group (if any).
e Priority.

e The value Group. This field is populated only for a rule that sets entity groups in
conflict.

* The name of the entity group that contains the first conflicting function or
responsibility. This field is populated only for a rule that sets entity groups in
conflict.

* The name of the entity group that contains the second conflicting function or
responsibility. This field is populated only for a rule that sets entity groups in
conflict.

* A final three fields are always blank (and so are always represented by three
semicolons).

For example, the following record would define a conflict between two functions —
Suppliers (in the Payables application) and Receivables Activities (in the Receivables
application). Each belongs to an entity group, and the conflict is one among several
defined by an Approve with Rules SOD rule — called Vend*Receive — that sets the
two groups in conflict. The rule owner is a user whose ID is WSTEVENS, and there
is no approval group. The rule priority is 3:

Vend*Receive;Vendor-selection functions should be separate from
receiving functions;1;Payables;Suppliers;AP APXVDMVD;1l;Receivables;
Receivables Activities;AR_ARXSUMRT;5;WSTEVENS;31—Dec—07;Y;Y;;3;
Group; Payables Functions Group;Receivables Functions Group;;;:;

If you choose to edit these files, it is incumbent upon you to ensure that the content
of the files is coordinated. If a rule sets groups in conflict, you must make certain
that the groups are defined in the group file, and that a record exists in the rules file
for each possible pair of conflicts — each item in one group must conflict with every
item in every other group named in the rule. Where a piece of information is dupli-
cated from one record to another (for example, a rule name, or the internal name of
an Oracle function), you must ensure that it spelled exactly alike in every record of
both files. Moreover, recall that a group can contain functions or responsibilities, but
not both.
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Access Monitoring enables users of Application Access Controls Governor to
request temporary access to database tables or to Oracle responsibilities. A user may
request access for himself or for others, and the person for whom rights are requested
need not have an existing user account either in Oracle Applications or in Govern-
ance, Risk, and Compliance Controls Suite. Each request specifies not only a person
and the objects that may be assigned to him, but also dates on which the assignment is
to begin and end, a temporary logon ID that is to provide access specifically to the
requested objects, and a reason why access is sought.

Requests must be approved. Governance, Risk, and Compliance Controls Suite pro-
vides workflows that route requests to approvers, as well as a Task Inbox at which
approvers receive the requests and respond to them. A user is prevented from cre-
ating a request if workflows are configured so that he is an approver for the request.

Upon approval of a request, the user who receives temporary access also receives an
email message informing him of the rights he has been newly assigned, the dates on
which the assignment begins and ends, and his temporary logon ID. If access has
been granted to an Oracle responsibility, the message also includes a logon password
(which is generated by AACG); if access has been granted to database tables, the
message directs the user to consult his database administrator for a logon password.
The requester also receives a confirming email message. Once granted, access is
continually audited, and an Access Monitoring User Activity Report presents the
audit results (see page 84).
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Before any requests can be made, however, some setup steps must be completed:

* Database tables must be audit-enabled, regardless of whether they are to be ac-
cessed directly or through a responsibility. A set of tables is typically audit-enabled
during system installation. Moreover within Oracle, through the use of an “em-
bedded agent,” a user can open an Access Monitoring Content form to view
tables (and columns) that are already audit-enabled, and add to them.

* Database user IDs must be created. Access Monitoring maintains a set of 30 IDs
for responsibility-access requests; as each user’s access expires, his ID can be re-
used. However, a distinct set of IDs applies to database-table access, and a data-
base administrator must create these database user 1Ds.

¢ Workflows must be configured to route access requests to approvers. For
instructions on configuring them, see “Creating Workflows” in the Governance,
Risk, and Compliance Controls Suite User’s Guide. As you review this information, note
that the E-Business User ID Requested event pertains to the review of responsi-
bility access requests, the DB User ID Requested event applies to the review of
database access requests, and the Request SQL Created event is not used.

Preparing Tables for Auditing
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When a user requests access, he is able to select only among tables that are enabled
for auditing, or responsibilities supported by audit-enabled tables. Even within audit-
enabled tables, access can be granted only to specified columns (although for each,
translation values — corresponding columns in a lookup table — may be specified).

Selecting Audit Tables and Columns

To add to the selection of tables, columns, and translations available for access
requests, open your instance of Oracle Applications and select the GRC Controls
responsibility. From the available applications, select Access Monitor Content. An
Access Monitoring Content form appears (as shown at the top of the next page).

In it, select a table.

If you know that a table is already audit-enabled (and you want to edit or add to the
audit columns selected for it), use the Oracle query feature to load its record in the
Tables block. Doing so also loads entries in the Columns block for all columns in the
table that have already been selected for auditing. You can query on an application
instead to load records for all the audit-enabled tables associated with it, and click in
one of the rows to select a particular table.

If a table is not yet audit-enabled:

1 Inablank row of the Tables block, select an application in the Application Name
list of values (LOV).

2 The Table Name LOV can now display only tables that support the application
you’ve chosen. Select one of them. Not only does the Table Name field display
your selection, but the Table Description field also displays the description
configured for it.

User’s Guide: Application Access Controls Governor 7.2.2.1



Chapter 6: Access Monitoring

Application Name

Table Name

Table Description

[ [y 01c

- [AP_BANK_ACCOUNTS_ALL

led bank infi

|Payab|es

|AP_BANK_ACCOUNT_USES_ALL

‘Infnrmatiun ahout bank account use

|Payah|es

|AP_DISTRIBUTION_SETS_ALL

‘In\ruice Distribution Set definiti

[ |Payah|es

[AP_DISTRIBUTION_SET_LINES_ALL |Individual Distribution Set line defini (" mport Columns

ORI

r

— Columns

Calumn Mame

Primary
User Column Mame

Key
Translation Type

Lookup Table

Lookup Column

] —

|| [BANK_ACCOUNT NAMI|Bank Account Name

‘Nu Lookup v”

[BANK_ACCOUNT_NAMI Bank Account Name

| [BANK_ACCOUNT 1D [Bank Account Id | Table Lookup ~|[aP [APXVDMYD [l
[BANK_ACCOUNT 1D [Bank Account 1d v [Table Lookup ~|[aP [APXVDMVD
|| [ACCOUNT_HOLDER_N&[Account Halder Name [ [Table Lookup ~|[CM |APXSUMBA
|| [ACCOUNT_HOLDER Na[Account Holder Name Alt | [ [Table Lookup ~||cM [APXSUMBA
[mccount_TYPE [Account Type [ [Table Lookup ~|[ct [APXSUMBA M
|| [aGENCY_LoCATION_Ci[Agency Location Code ' [Table Lookup ~|[CM |APXSUMBA
m
m

No Lookup ~ |

Type Aundit Table Column

Translation Table Colurn

Jcolumn  ~||BANK_ACCOUNT_NUM

\

3 Optionally, use the scroll bar located beneath the Table Description field to
scroll to the right and enter values in additional fields:

Form Name: Enter the internal name for the form supported by the table

you selected. (For example, APXT'DMTD is the internal name for the Enter

User Form Name: This field automatically displays the external name for the

form whose internal name you selected. You cannot enter a value directly in

Vendors form.)
this field.

Block Name: Enter the internal name for the block that both exists on the

form you selected and is supported by the table you selected.

Next, choose the columns you want to audit.

1

Click on the Import Columns button, and a Columns for Audit form appears:

~Select From Available Col

Awailable Columns
ACTION
ACTIVITY_DATE
AP_ACCOUNTING _EVENTS
£P_AE_HEADERS
AP_RE_LINES
£P_BATCHES
AP_CHECKS
£P_CHRG_ALLOCATIONS
AP_ENCUMBRAMNCE _LINES
AP_HOLDS
AP_INVOICES
AP _INVOICE_DISTRIBUTIONS
AP_INVOICE_PAYMENTS
AP_INVOICE_PREPAYS
4P_MATCHED_RECT_ADJ
£P_MC_CHECKS
AP_MC_INVOICES
£P_MC_INVOICE_DISTS

Selected Columns

|»

1

Done
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2 Sclect the columns individually or collectively:

¢ In the Available Columns box, click on the name of a column you want to
audit. Then click on the right-pointing single-arrow button to move it to the
Selected Columns box. Repeat for each column you want.

* Alternatively, click on the right-pointing double-arrow button to move all
columns to the Selected Columns box.

* If you reconsider, you can click on a column name in the Selected Columns
box, then click on the left-pointing single-arrow button to move it back to
the Available Columns box. Or, click on the left-pointing double-arrow
button to move all columns back to the Available Columns box.

3 When you are satisfied with your selection, click on the Done button. For each
column you selected, a row appears in the Columns block of the Access
Monitoring Content form. The Column Name field shows the internal name,
and the User Column Name field shows the external name, for the column. If
the column is a primary key, the Primary Key check box is selected.

Setting Up Translations

You can link audited columns to translations — meaningful values that correspond
to the values held in audited tables. For example, a person’s actual name might be
the translation value when an audited table column holds a numeric ID for the

person.

If you want the Access Monitoring User Activity Report to display actual values from
an audited column, select No Lookup in its Translation Type LOV in the Access
Monitoring Content form. (In the example illustrated below, this setting has been
configured for a JE_ BATCH_ID column.)

Tables

Application MName

Table Name

Tahle Description

l |Genera| Ledger

[6L_JE_BATCHES

‘Joumal entry batches =

| | ‘ ~ | Import Columns
4] >
Col
Primary Key
Cuolurnn Narne User Colurnn Marne | Translation Type  Lookup Table Lookup Colurmn
|JE_BATCH_ID |JE_BATCH_ID ¥ [HoLookup  ~|| \ =l
| [creaTED_BY |crREATED_BY [ [Table Lookup ~|[FND_USER \USER_NAME
| | o I \
| | o | Il \
| | o | Il \
| | o I \
| | o | Il \
| | O | \ &
Type Audit Table Calumn Translation Table Column
| [Caiumn ~|[cREATED_BY = [user_ip [+]
1] | =
\ = -
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If, however, you want the report to display a translation value for an audited column,
join it to a corresponding column in a lookup table. Typically, you would specify a
linkage among three columns:

* The first is the column that contains an audited value. In the example illustrated
above, this is CREATED_BY in the GL_JE_BATCHES table.

* The second is a lookup-table column that contains an identifying value — the
same value as in the audited table. In the example illustrated above, this is
USER_ID in the FND_USR table.

e The last is a column in the lookup table that contains the translation value. In the
example illustrated above, this is USER_NAME in the FND_USR table.

To set up this linkage:
In the Translation Type LOV, select Table Lookup.
In the Lookup Table field, select the name of the lookup table you want.

In the Lookup Column field, select the name of the lookup-table column that
contains translation values for the audited column.

Move to the lower grid and, in the Type LOV, select the value Column.

5 In the Audit Table Column field, select once again the column from the audited
table that contains the audited value.

6 In the Translation Table Column field, select the lookup-table column that
contains the identifying value.

In the lower grid, you can complete as many rows as you like to create a translation
value as complex as you like. The rows have an AND relationship — all must be true
for a value to be returned.

Saving Your Work

Once you’ve finished selecting columns and defining translation values, save the new
configuration: click on File in the menu bar, then on Save in the File menu. Or, click
on the Save icon, located first on the left in the toolbar.

Creating Database IDs

Before direct access to database tables can be requested, database administrators
must create database IDs to be assigned to users who receive access. Each of these
user IDs must begin with the letters I.44G. Although they may otherwise follow
any format, the recommended format is I.4.4GDBx, where x is a unique number.

After the IDs are created, a concurrent request, called Access Monitor—DB Users
Synchronization Process, must be run in the GRC Controls responsibility of Oracle
Applications; this enables Access Monitoring to recognize the IDs and display them
so that they are available for selection. The request takes no parameters.
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Note

Z Three other concurrent requests apply to Access Monitoring. One, called
Access Monitor—Content Load, is intended for use by Professional
Services. The other two, called Access Monitor—Cleanup Process and
Access Monitor—Create User, are used in the background by Access Monitor-
ing. None of these three concurrent requests should be run by end-users.

Displaying a List of Access Requests

When you start Access Monitoring, a Request Access List panel displays summary
descriptions of all requests that have ever been made. Each entry includes and 1D
number assigned to the request, the name and temporary ID of the user for whom
access was requested, and the type of access — “E-Business User” is a request for
access to an Oracle responsibility, and “DB User” is a request for access to database
tables. The panel further presents the date on which the request was made, as well as
the dates on which the user’s access is proposed to start and end. Finally, it displays
the status of the request — Pending, Approved, or Rejected.

Tasks (0) | Profile | Sign Out | Help

1 LogicalApps. | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation | Segregation of Duties ISR LTTOLTTE Reporting | Administration

Database Instance:
seattle_ag1_5102 Change

Home > Request Access List

Request 1D Nama User D7 Request Type:

Add Request

From this panel, you can create a new request or view the details of an existing request.

Creating a New Request

62

To create a new access request, click on either of two Add Request buttons in the
List panel. A Request Access panel appears. If you have installed version 7.2.1 or
later, the panel looks like the one shown at the top of the next page. For the initial
7.2.0 release, the panel contains the same features, positioned slightly differently.

Starting the Request

Begin to create the request by identifying the user, dates, and database instance for
which access rights are requested, and the type of request you want to make:

1 If you want to request access to database tables, click on the Database Access
radio button. To request access to Oracle responsibilities, click on the Oracle E-
Business Suite radio button.
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+un Tasks (0} | Profile | Sign Out | Help
i LogicalApps, | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation | Segregation of Duties EETEESIUGITGHITE Reporting | Administration

Database Instance:
seattle_ag1_5102 Change

Home > Request Access List » Request Access

* Datahase Access " Oracle E-Business Suite

Systen User Name LAAGDBE
First Name * Support Ticket #

Last Name * Start * (4-Dec-2006 0356 PM  []

Email * End * =

Reason * i’

Available Tables Selected Tables

FND_LOOKUP_TYPES
FND_LOOKUP_ALUES
FMND_USER
MTL_CROSS_REFERENCE_TYPES
MTL_SYSTEM_ITEMS_B

* Required

2  Your request applies to the database instance to which you are logged on, and
the System field displays the name of the instance. You cannot change this field
value directly. If you want to request access to another database instance, use the
Change link (at the upper right of the panel) to log on to that instance.

3 In the First Name and Last Name fields, enter the given name and surname of
the user for whom you are requesting access.

4 In the Email field, enter the email address of the user for whom you are
requesting access. This is the address at which the user is notified of his new
access rights, logon ID, and password. (Your own confirming email message
goes to the address configured for you in the Add User panel of the Governance,
Risk, and Compliance Controls Suite.)

5 The Support Ticket # field is for use if you are requesting access in response to a
notification from an issue-tracking system. If so, enter the number assigned to the
issue in the tracking system. (Any format is acceptable.) If not, leave the field blank.

6 The Start field displays the date and time at which you create the request, and the
End field is blank. If you want the user to receive access immediately upon
approval of the request, retain the default Start value; otherwise specify a later
date and time. The access you are requesting is necessarily temporary, so you
must supply an End date and time. The default Start value is read from the
Oracle Applications server to which you are requesting access, and values you
enter should be appropriate to that server.

You can insert a date and time manually in either field (use the format DD-Moxn-
YYYY HH:MM AM/PM). Alternatively, you can click on the icon next to either field,
and a pop-up calendar appears. In it, click on the < or > symbol surrounding a
month name or year to display an earlier or later month or year; then, in the
calendar, click on the date you want. The pop-up window closes, and the date
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you selected appears in the field, together with the time of day at the moment
you select the date. You can edit the time.

7 In the Reason field, type an explanation for the user’s being given the access
you’ve requested.

Completing a Request for Database-Table Access

If you selected the Database Access radio button as you started the request, the User
Name field displays an unused logon ID, selected from those your DBA has created
for database access; you cannot change it. In the bottom portion of the panel, the
Awvailable Tables and Selected Tables fields are active, with the Available Tables field
listing those tables that have been audit-enabled.

Available Tables Selected Tahles

FND_LOOKUP_TYFES FO_VENDOR_CONTACTS

FND_LOOKUP_VALUES =1 PO_VENDOR_SITES_ALL

FMD_USER:

MTL_CROSS_PEFERENCE_TYPES

MTL_SYSTEM_TEMS_B
fabtegrams _____mseect _ [Mimser __ [Mupiae _ [Mocee |
PO_VENDOR_CONTACTS [ ~ o r
PO _VENDOR_SITES_ALL I I~ v r

* Required

Complete the following steps:

1 Select tables by moving them from the Available Tables field to the Selected
Tables field:

e Highlight tables you intend to select. Click on a table to highlight it. Or, to
highlight a continuous group of tables, click on the first one, hold down the
Shift key, and click on the last one. To highlight a discontinuous group, hold
the Ctrl key as you click on tables.

¢ Click on the > button to move highlighted tables from the Available field to
the Selected field. Or, click on the >> button to send all values in the
Available field (regardless of whether you’ve highlighted them first) to the
Selected field.

* If you reconsider, click on the < button to return highlighted values from the
Selected field to the Awvailable field. O, click on the << button to return all
values in the Selected field to the Available field.

2 When you select a table, a Table Grants grid appears; it generates a row for each
table you select. For each table, select the check boxes corresponding to the
privileges you want to assign — Select, Insert, Update, and Delete. Or choose
any of these privileges for all tables by selecting its check box in the header row
of the grid.

3 Click on the Save button. A pop-up window prompts to submit the request.
Click on the OK button. The request is submitted, and the Request Access List
panel is restored, with a new entry for the request you’ve made.
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Completing a Request for Responsibility Access

If you selected the Oracle E-Business Suite radio button as you started the request,
the User Name field displays an unused logon ID, selected from those provided for
responsibility access; you cannot change it.

If you are using the initial version 7.2.0 release, a Responsibility list of values becomes
active (and fields pertaining to database tables become inactive). In this field, select the
responsibility you want to assign to the user; you can select only one.

If you have installed version 7.2.1, a Responsibility grid appears at the bottom of the
panel, initially displaying only a header row (and the fields pertaining to database tables
disappear).

Responsibility Name Application Name: Delete |

|

Purchasing Buyer E‘ Purchasing r
‘lF’umhasmg Intelligence = Applications BIS -
[(Add Row ][ Delete Row |
* Required

In this grid, you can request access to any number of responsibilities. Complete the
following steps:

1 For each responsibility you want to select, click on the Add Row button.

2 In each row that you add, the Responsibility Name field is a list of values. In
each, select a responsibility. In each row, Access Monitoring automatically pop-
ulates the Application Name field with the application to which the selected
responsibility belongs; you cannot change this value.

3 If you have selected responsibilities you do not want to request for the user, or
you have created more rows that you need, select the Delete check box in the
rows you no longer want, and then click on the Delete Row button.

No matter whether you are using a 7.2.0, 7.2.1, or 7.2.2 release, click on the Save
button when you are satisfied with your selection. A pop-up window prompts you to
submit the request; click on its OK button. The request is submitted, and the
Request Access List panel is restored, with a new entry for your request.

Viewing Requests

From the Request Access List panel, you can select an existing request to view the
values selected for it as it was configured and its current status. However, you cannot
delete requests from the List panel. To manage long lists of requests, you can limit
the contents of the List panel to entries that satisfy filtering criteria:

1 Specify filtering criteria by entering complementary values in any combination of
the fields that run horizontally above the list of requests:

* Request ID: Enter a number to see the request for which that number is the
request ID assigned by Access Monitoring.
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*  Name: Enter the first or last name of a user for whom access has been
requested to see entries pertaining to that user, or enter a text fragment to see
entries that apply to all users whose names contain the fragment.

e User ID: Enter one of the temporary responsibility or database-table logon
IDs to see requests assigning that ID to a user. (Responsibility-access user
IDs use the format [.4A4AGx, where x is a number; database-table-access user
IDs start with 1.4.A4G, but otherwise follow a format specified at your site.)

* Request Type: Select the value E-Business User to see requests for responsibil-
ity access, DB User to see requests for database-table access, or A4/ to see all
requests. (Do not select the value Execute SQOL..)

¢ Status: Select a status to see requests at that status, or .4/ to see requests at all
statuses. Options include Approved (requests that have been approved), Rejected
(requests that have been rejected), Pending (requests for which no approval
decision has yet been made), and Fazled (requests that have been approved,
but for which some processing error has occurred).

* Requested: Enter a date to see all requests created on that date.
e Start: Enter a date to see all requests for which this is the proposed start date.
* End: Enter a date to see all requests for which this is the proposed end date.

The three date filter fields display time of day as well as date, but the time is not
significant. When you execute the filter, the panel displays all requests created on
the selected date, or for which the date is the start or end date. As before, you
can enter a date manually or select it from a pop-up window.

2 When you finish specifying filtering criteria, click on the Filter button.

To discard filtering criteria and redisplay all access requests, click on the Clear
button.

Having filtered the list, select a request by clicking on the name of the user for whom
access is requested. The following View Request Access panel opens. This panel is
read-only; you cannot change any of the values for a request after it’s been submit-
ted. After reviewing details, click on the Request Access List link in the breadcrumbs
trail, or on the Cancel button, to return to the Request Access List panel.

Tasks (0} | Profile | Sign Out | Help

H LogicalApps. | ACTIVE Governance

Welcome, Muzio Clementi

Home | Control Library | Control Automation | Segregation of Duties TSI TUTE Reporting | Administration

Database Instance:
seattle_ag1_5102 Change

Home > Access List > View Request Access

System seatile_ag1_6102 Support Ticket #

Request ID 1 Start 04-Dec-2006 04:01 PM
First Name Wallace End 26-Dec-2006 04:01 PM
Last Name Stevens Status Approved

Email wtevens@blackbird. com LAAG User LAAGT

Access Type E-Buginess User

Access Requested  Payables Inguiry

Reason Temporary replacement for vacationing user
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Reports

In Application Access Controls Governor, reports present information about SOD
analysis, rule configuration, and user access to responsibilities, menus, and functions.
To run reports, open AACG and click on the Reporting tab to display the Reports
panel:

Tasks {0) | Profile | Sign Out | Help
LogicalApps. | ACTIVE Governance
Welcome, Muzio Clementi

CumruILihrary Control Automation | Segregation of Duties | Access Monitoring BEENILNE Administration

Home » Reports

& @ [ vew - B [ send - [ My ntoview | Searchtile - |[3

s sollapsz 2
EecBdai X =l organize - | 2 | Fiter: Al Types -

My Folders .o e | Last Run | Tywe | Owner | Instances

© CaPublic Folders r 4+ Conflict Rule Listing Report 11312007 8:50 AM Crystal Report Administratar 1

Wiew LatestInstance Histary Schedule Properfies Modify

& (= Report Canter 7 26 The Conflict Rule Listing Report shows all conflict rules implemented in Access Governor a

[CalAccess Monitoring
A Administration Confliet Summary Report 17312007 8:50 Al Crystal Report  Administrator

[ Change Control View Lalestinstance History Schedule Properfies Modify
[31 Control Automation 7.2V9 The Conflict Summary Report shows the number of conflicts per application and responsibili.

(i Control Likrary Conflicts by Responsibility or Application Report 1/3/2007 1000 AM Crystal Report  Administrator
(S 0racle EBS Sacurlty View Latestinstance History Schedule Propeties Modify
(3 Oratle Embedded Age 7.2V8 The Conflicts by Responsibility or Application Report shows a count of the segregation of

[ Segregation of Duties
Function ¥here Used Report Mever run Crystal Report Administratar

History Schedule Properties Modify
7.2%5 The Function Where Used Repart shows the drill down details of a function conflict. It sho

Global Subscribers Report Mewverrun Crystal Report Administrator

History Schedule Properties Modify
7.2V6 The Global Subscribers Report shows the Global Subscribers that were used to run a particu

Internal Controls SOD Systern Metrics Meverrun Crystal Report Administrator
Histary Schedule Properties Madify
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A Folders area to the left of the Reports panel presents a hierarchical display of
folders containing reports. In it, click on Public Folders, and then Report Center. The
panel then presents a selection of folders, three of which pertain to AACG:
Segregation of Duties, Access Monitoring, and Oracle EBS Security.

To open a report, locate the folder that contains it under the Report Center heading
in the Folders panel. Click on the folder, and the larger panel on the right presents
links to the reports contained in the folder. Click on the link for the report you want.
The larger panel then displays fields in which you can enter values for report parameters;
do so, then click on the OK button to run the report. (The reports contained in each
folder, and the parameters that apply to each report, are listed below.)

Exporting a Report

When you generate a report, it appears in the larger panel on the right of the Reports

browser. For ease of viewing, however, you may want to export it to another format,
such as Adobe Acrobat. To do so:

1 Click on the Export icon in the Reports browser. (It looks like two juxtaposed
rectangles, representing a disc and a sheet of paper. It appears only when a report
has been generated, and is located at the upper left corner of the larger panel in
the Reports browser.)

2 An Export Report dialog appears. In it, select a destination program in the File
Format field (for example, Adobe Acrobat). Then click on the OK button.

3 A dialog presents you with options appropriate to the program to which you’ve
elected to export the file — for example, save or open in Adobe Acrobat. If you
select the open option, the report opens in a new window. If you select the save
option, you can specify a file path and name to which to save it.

Other Report Features

Reports are presented through use of a “third-party” component, which offers
features in addition to the presentation or exporting of reports. For documentation
of these features, open the Help file available from the Reports browser. You can do
this by clicking on a Help icon, which looks like a question mark enclosed in a circle,
and is located at the very right of the tool bar, just above the upper right corner of
the larger panel in the Reports browser.

The Data Source Parameter

One report parameter — called Oracle ERP Agent Source Data — is used by every
report in all three folders. For it, select the AACG instance about which you want to
generate reports. For a given instance, the parameter prompt lists two data sources,
one of which holds Oracle Applications data and the other of which holds data gen-
erated by the embedded agent that supports AACG. Choose the latter. If your site
follows naming conventions, its name contains the value XXI.4APPS. If not,
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consult your database administrator to distinguish the two data sources. Typically,
you supply this value twice for a given report, first to generate a list of the remaining
parameters and then, within that list, to generate the report itself.

Segregation of Duties Folder

The Segregation of Duties folder contains the following reports.

Conflict Rule Listing Report

The Conflict Rule Listing Report lists SOD rules and, for each rule, displays the values
that define it. For a rule that sets more than two entities in conflict, the report includes
a discrete entry for each pair of conflicting entities. If you choose to include a graph,
it displays bars representing the ten applications for which the most SOD rules have
been written, with the size of each bar corresponding to the number of rules for its
application. As you run the report, you can select the following parameters:

Application: Select one or more applications to view rules involving those appli-
cations, or select All to view rules involving all applications.

Conflict Name: Select one or more rules to view information about those rules.
Or select All to see information about all rules.

Entity Type: Select Function or Responsibility to view rules that find conflicts in
one entity or the other, or Both to see both types of rule.

Control Type: Select a control type — Approval Required, Approve with Rules,
Allow with Rules, or Prevent — to view only information on rules involving that
type. Or accept All to see information on rules involving all types.

Same OU: Select Yes to list rules that apply within operating units or No to list
rules that apply across operating units. Or select Both to list both types of rule.

Same SOB: Select Yes to list rules that apply within sets of books or No to list
rules that apply across sets of books. Or select Both to list both types of rule.
This parameter applies only if you are reporting on a data source that runs Oracle
Applications Release 11.5.3—11.5.10.

Active Conflicts: Select Yes to list rules for which conflicts are not end-dated or
No to list rules for which conflicts are end-dated. Or select Both to list both
types of rule.

Include Graph: Select Yes to include the graph in the report or No to exclude
the graph.

Same Access Sets: Select Yes to list rules that generate conflicts if the conflicting
entities would enable a user to access data in ledgers belonging to individual data
access sets, or No to list rules that generate conflicts across data access sets. Or
select Both to list both types of rule. This parameter applies only if you are report-
ing on a data source that runs Oracle Applications Release 12.
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Conflict Summary Report

The Conflict Summary Report lists responsibilities within each application, then
shows the number of Allow with Rules, Prevent, Approved, Rejected, and Pending
conflicts, and the total of those five counts, at each responsibility. (In the report,
Allow with Rules conflicts are labeled AWK; conflicts generated by Approve with
Rules or Approval Required SOD rules are apportioned among the Approved,
Rejected, and Pending conflicts.) If you choose to include a graph, it displays bars
representing the ten applications containing the most conflicts, with the size of each
bar corresponding to the number of conflicts for its application.

There are two ways in which a responsibility may be considered to be associated with
an application: the first is a direct association, with a given responsibility linked to
only one application. The second way is through the following linkage: an application
is associated with a function, which is associated with a menu, which is granted to a
responsibility. To ensure a correct count of both function-based and responsibility-
based conflicts for each application, the report bases its calculations on the second
association. As a result, the report may show responsibilities within an application
that are not directly linked to the application.

Moreover, a given conflict is counted in each of the applications (base and
conflicting) it affects. A rule, for example, may define a conflict between two
functions, each associated with a distinct application. If the rule were to generate 10
conflicts, the report would show 10 conflicts in each of the applications, for a total
of 20.

As you generate the report, select values for these parameters:

* Application: Select one or more applications to view summary values for
conflicts associated with those applications. Or, select All to view summary
values for conflicts associated with all applications.

¢ Set of Books: Select one or more sets of books to view only responsibilities
belonging to those sets of books, and only the conflicts that apply to them.

¢ Operating Unit: Select one or more operating units to view only responsibilities
belonging to those operating units, and only the conflicts that apply to them.

e Snapshot: Select a snapshot date to view summary values for conflicts generated
in that snapshot.

* Include Graph: Select Yes to include the graph in the report or No to exclude
the graph.

Conflicts by Responsibility or Application Report

The Conflicts by Responsibility or Application Report devotes a section to each re-
sponsibility or application (depending on how one chooses to focus the report). For
each, it lists the SOD rules that have generated conflicts; for each rule, it displays the
number of conflicts generated within the responsibility or application, as well as the
entity, application, conflicting entity, conflicting application, and priority specified in
the rule. (The entity is the first of two functions or responsibilities that the rule de-
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fines as conflicting; the application is the application to which that entity belongs; the
conflicting entity is the second of two functions or responsibilities that the rule de-
fines as conflicting; and the conflicting application is the application to which the
conflicting entity belongs.)

You may choose to include a graph. If so, it takes the form of a pie chart in which
each wedge represents the number of conflicts (as a percentage of the whole) in each
of the ten responsibilities or applications containing the most conflicts.

As you generate the report, select values for the following parameters:

*  View By: Select Application or Responsibility to have the report group conflicts by

one or the other.

* Snapshot: Select a snapshot date to view values for conflicts generated in that
snapshot.

* Priority: Select one or more priority numbers to view only conflicts generated by
rules assigned the priorities you select.

* Include Graph: Select Yes to include the graph in the report or No to exclude
the graph.

Function Where Used Report

The Function Where Used Report identifies menus and responsibilities that provide
access to specific instances of functions. In the case of menus, the report names a
parent menu and lists the submenus of that parent from which a function is avail-
able. The intention is for you to trace the paths of functions involved in function-
based conflicts in order to resolve them: with this information you can create a
global subscriber for a function, exclude it from a responsibility, remove it from a
menu, or exclude such a menu from a responsibility. Be aware, however, that the
report can generate information about instances of functions that are not involved in
conflicts — those, for example, that are already excluded from responsibilities or for
which global subscribers are already created. Use report parameters to focus the
report on instances of functions actually involved in conflicts. As you generate the
report, select values for the following parameters:

*  Conflict Name: Select one or more SOD rules to trace the menu paths of functions
named in those rules. (The selection field lists only function-based SOD rules.)

* Responsibility: Select one or more responsibilities to focus the report on func-
tions available from those responsibilities.

¢ Function: Select a “base” function (the first of two that a rule sets in conflict)
whose menu path you want to know. For a rule that includes more than two
functions, the report identifies pairs of functions for which conflicts exist, and
lists the first of each pair in this prompt.

* Conflicting Function: Select a “conflicting” function (the second of two that a
rule sets in conflict) whose menu path you want to know. For a rule that includes
more than two functions, the report identifies pairs of functions for which con-
flicts exist, and lists the second of each pair in this prompt.
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Global Subscribers Report

The Global Subscribers Report displays settings for all global subscribers that have
been configured. It displays headings for all possible subscriber types, even if no

subscribers have been configured for a given type. It presents a distinct set of head-
ings for each snapshot, providing data about subscribers configured at the moment
each snapshot was generated.

Internal Controls SOD System Metrics Report

The Internal Controls SOD System Metrics report provides information that may be
useful in the evaluation of SOD rules: a list and count of operating units, a list and
count of sets of books (including, for each, its name, short name, and ID), a list of
users assigned more than a specified number of responsibilities (together with the
number for each), and a list of users who have not logged on for a specified number
of days (together with the number for each). Finally, there is a summary, which
provides counts of operating units, sets of books, active and total users, active and
total responsibilities, and active and total SOD rules. As you run the report, select
values for the following parameters:

* Responsibilities Greater Than: Enter a number to have the report list users
assigned more than that number of responsibilities.

¢ Logon Days Greater Than: Enter a number to have the report list users who
have not logged on for more than that number of days.

Responsibilities with Conflicts Report
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The Responsibilities with Conflicts Report lists responsibilities for which conflicts
exist, and identifies the components of each conflict as well as the SOD rule that de-
fines it. If you choose to include a graph, it displays bars representing the ten respon-
sibilities containing the most conflicts, with the size of each bar corresponding to the
number of conflicts. As you generate the report, select values for the following
parameters:

* Application: Select one or more applications to view responsibilities that have
conflicts associated with those applications. Or select All to view responsibilities
that have conflicts associated with all applications.

*  Responsibility: Select a responsibility to view only conflicts for that responsibil-
ity. Or select All to view conflicts for all responsibilities.

¢ TFunction: Select one or more functions to view only conflicts involving those
functions. Or select All to view conflicts involving all functions.

¢ Conflict Name: Select one or more SOD rule names to view only conflicts gener-
ated by those rules. Or select All to view conflicts generated by all rules.

¢ Control Type: Select a control type — Approval Required, Approve with Rules,
Allow with Rules, or Prevent — to view only conflicts of that type. Or accept the
default value, All, to view conflicts of all types.
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* Set of Books: Select one or more sets of books to view only conflicts for which
the base entity (the function or responsibility named first in the conflict) is con-
tained in those sets of books. Or select All to view conflicts for which the base
entity may exist in any set of books.

e Operating Unit: Select one or more operating units to view only conflicts for
which the base entity is contained in those operating units. Or select All to view
conflicts for which the base entity may exist in any operating unit.

* Conflict Set of Books: Select one or more sets of books to view only conflicts
for which the conflicting entity (the function or responsibility named second in
the conflict) is contained in those sets of books. Or select All to view conflicts
for which the conflicting entity may exist in any set of books.

e Conflict Operating Unit: Select one or more sets of books to view only conflicts
for which the conflicting entity is contained in those operating units. Or select All
to view conflicts for which the conflicting entity may exist in any operating unit.

* Priority: Select one or more priority numbers to view only conflicts generated by
rules assigned the priorities you select.

* Snapshot: Select a snapshot date to view summary values for conflicts generated
in that snapshot.

* Intra Responsibility Conflict Only: Select Yes to view information on conflicts
between functions within a responsibility, or No to view information on conflicts
between entities across responsibilities.

* Include Graph: Select Yes to include the graph in the report or No to exclude
the graph.

* Include User Details: Select the value Inc/ude User Details to have each entry iden-
tify the user affected by a conflict, or the value No# Inciude User Details to have
each entry exclude this information.

Responsibility Conflicts by Rule Report

The Responsibility Conflicts by Rule Report lists conflicts that exist within a desig-
nated snapshot, displaying the name of the rule that generated the conflict, the user
to whom it applies, and two responsibilities that the rule defines as conflicting (if it is
responsibility-based) or that provide access to conflicting functions (if the rule is
function-based). An individual rule may generate conflicts for more than one user,
and it may find conflicts for an individual user among more than one pair of assigned
responsibilities, so the report typically includes many entries for a given rule and,
within the rule, many entries for a given user. The conflicts are ordered alphabetically
by rule name, within a rule alphabetically by user name, and for a user alphabetically
by base responsibility. As you generate the report, select values for the following
parameters:

¢ Conflict Name: Select one or more SOD rules about which you want the report
to present results.
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Snapshot: Select the snapshot (the generation of user conflicts) about which you
want the report to present results.

User: Enter one or more user names to view information on conflicts concerning
those users. Or select All to see information on conflicts concerning all users.

Approval Status: Select a status — Allow with Rules, Prevent, Approved,
Pending, or Rejected — to view conflicts at that status. Or select All to view
conflicts at all statuses.

Responsibility Menu Report

The Responsibility Menu Report devotes a section to each pair of conflicting entities
(functions or responsibilities), as defined by SOD rules. Each section is divided into
rows, and each row displays a combination of responsibilities, menus (both internal
and display names are given), sets of books, and operating units from which the
conflicting entities are available to users. Each section concludes with a count of the
conflicts that exist for the two entities. As you generate the report, select values for
the following parameters:

Application: Select one or more applications to view conflicts associated with
those applications. Or, select All to view conflicts associated with all applications.

Responsibility: Select one or more responsibilities to view only conflicts for
those responsibilities. Or select All to view conflicts for all responsibilities.

Function: Select one or more functions to view only conflicts for those func-
tions. Or select All to view conflicts for all functions.

Conflict Name: Select one or more SOD rules to view only conflicts generated
by those rules. Or select All to view conflicts for all rules.

Resp Set of Books: Select one or more sets of books to view only conflicts for
which the base responsibility belongs to those sets of books. (The base responsi-
bility is the first of two that a rule sets in conflict, or the one containing the first
of two functions that are in conflict. For a rule that includes more than two re-
sponsibilities or functions, the filter identifies pairs of responsibilities for which
conflicts exist, and returns those for which this is the first responsibility.)

Resp Operating Unit: Select one or more operating units to view only conflicts
for which the base responsibility belongs to those operating units.

Conflict Resp Operating Unit: Select one or more operating units to view only
conflicts for which the conflicting responsibility belongs to those operating units.

Contflict Resp Set of Books: Select one or more sets of books to view only con-
flicts for which the conflicting responsibility belongs to those sets of books. (The
conflicting responsibility is the second of two that a rule sets in conflict, or the
one containing the second of two functions that are in conflict. For a rule that
includes more than two responsibilities or functions, the filter identifies pairs of
responsibilities for which conflicts exist, and returns those for which this is the
second responsibility.)
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* Snapshot: Select a snapshot date to view values for conflicts generated in that
snapshot.

* Intra Responsibility Conflicts Only: Select Yes to view conflicts between func-
tions within a responsibility, or No for conflicts between entities across respon-
sibilities.

e Report Output: Select Print or Export to determine the format of the report.

Simulation History Report

The Simulation History Report displays configuration details of the rules involved in
simulation runs. It groups rules by run, and for each run specifies the simulation sce-
nario to which the rules belong, the date and time of the run, and the user who ran
the simulation. For each rule the details include the action being simulated (exclu-
sion, removal, or insertion); the type of entity being acted upon (function, submenu,
or menu); the name of that entity; the type of entity from which it is to be excluded
or removed, or in which it is to be inserted (menu or responsibility); the name of that
entity; and whether the rule is enabled.

As you generate the report, select values for the following parameters:
e Simulation Date/Time: Select the date on which the simulation rules were run.

* Action Name: Select any combination of simulation actions that may be
configured — Exclude, Remove, or Insert — to have the report show only rules
configured to perform those actions.

*  User Name: Select the name of the user who performed a simulation operation.

e Active Simulation: Select Enabled or Disabled to have the report include only
active or inactive rules (those for which the Enabled check box was selected or
cleared, respectively, when they were configured), or select Include Both to have
the report display rules in both states.

SOD Approver Performance Report

The SOD Approver Performance Report shows how each approver has disposed of
conflicts. The section of the report devoted to a given approver shows the numbers
of conflicts he has approved, rejected, and pended, for each application and in total.
It also shows average numbers of days per judgment — at each status within each
application, as a total for each status, as a total for each application, and for all
judgments.

The report can include four graphs. Two are pie charts, one showing judgments at
each status, and the other average days per judgment, both as a percentage of total
judgments. The other two are bar graphs, one showing the numbers of judgments,
and the other the average days per judgment, for each application. (Each of these
graphs shows results for all reviewers rather than individual reviewers.)
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As you generate the report, select values for the following parameters:

* Application: Select one or more applications to view results for those
applications, or select All to view results for all applications.

e Approved By: Select one or more approvers to view results for those approvers,
ot select All to view results for all approvers.

* Date Range: Define a period the report should cover. You may enter dates in the
Start and End fields; in that case, clear the No Lower Value and No Upper Value
check boxes. Or you may omit the start date and select the No Lower Value
check box to start with the eatliest existing judgment, or omit the end date and
select the No Upper Value check box to finish with the latest existing judgment.

If you do enter actual dates, select an Include This Value check box (for either or
both dates) to include the value you specify in the period, or clear the check box
to exclude the value (thus selecting transactions that begin after but not on the
start date, or end before but not on the end date). You can type dates manually
(use the format YYYY-MM-DD) or click on the calendar icons to select dates.

* Include Graph: Select Yes to include graphs in the report or No to exclude
graphs.

SOD Remediation Impact Report

The SOD Remediation Impact Report lists responsibilities and users who would be
affected if a simulation scenario were used in a remediation operation. It compiles
distinct lists of responsibilities and users. The latter includes those involved in con-
flicts and those with legitimate access to functions and responsibilities, and matches
each user to the responsibility through which he would be affected. To ensure that
the report presents current information, run the Populate User Access Data Table
background program before running the report.

As you run the report, use its Simulation Scenario Name parameter to select the sce-
nario for which you want to see results. This parameter offers for selection only those
scenarios that contain at least one enabled rule.

User Conflicts Report

The User Conflicts Report presents information on the resolution of conflicts for
individual users. For each SOD rule that has generated conflicts, it displays the rule
name, the type of entity (function or responsibility) the rule sets in conflict, the
names of the base and conflicting entities as well as applications with which they are
associated, the control type of the rule, and the number of conflicts the rule has
generated. For each rule, the report then lists individual conflicts. For each, it
displays the name of the affected user; information about the base and conflicting
responsibilities, including the name of each, the start and end dates of its assignment
to the user, and the set of books and operating unit through which the user has
access to it; and finally the status of the conflict (as recorded in the Action History
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panel), its reviewer, the date upon which action was taken (status was set in the
Action History or Mass Update panel), and the comments recorded at that time.

The report can include two bar charts. In one, each bar represents one of the ten
applications with the most conflicts, and in the other each bar represents one of the
ten SOD rules that have generated the most conflicts. In each, the size of a bar
corresponds to the number of conflicts.

As you generate the report, select values for the following parameters:

Application: Select one or more applications to view conflicts associated with
those applications. Or select All to view conflicts associated with all applications.

Contflict Name: Select one or more SOD rules to view information on the
resolution of conflicts generated by those rules. Or select All to see information
on the resolution of conflicts generated by all rules.

User: Enter one or more user names to view only information on the resolution
of conflicts concerning those users. Or select All to see information on the
resolution of conflicts concerning all users.

Resp Set of Books: Select one or more sets of books to view only conflicts for
which the base responsibility belongs to those sets of books. (The base
responsibility is the first of two that a rule sets in conflict, or the one containing
the first of two functions that are in conflict. For a rule that includes more than
two responsibilities or functions, the filter identifies pairs of responsibilities for
which conflicts exist, and returns those for which this is the first responsibility.)

Resp Operating Unit: Select one or more operating units to view only conflicts
for which the base responsibility belongs to those operating units.

Contflict Resp Set of Books: Select one or more sets of books to view only
conflicts for which the conflicting responsibility belongs to those sets of books.
(The conflicting responsibility is the second of two that a rule sets in conflict, or
the one containing the second of two functions that are in conflict. For a rule
that includes more than two responsibilities or functions, the filter identifies pairs
of responsibilities for which conflicts exist, and returns those for which this is
the second responsibility.)

Contflict Resp Operating Unit: Select one or more operating units to view only
conflicts for which the conflicting responsibility belongs to those operating units.

Snapshot: Select a snapshot date to view conflicts generated in that snapshot.

Control Type: Select a control type — Approval Required, Approve with Rules,
Allow with Rules, or Prevent — to view only conflicts of that type. Or accept the
default value, All, to see conflicts of all types.

Entity Type: Select Function or Responsibility to view conflicts in one entity or
the other, or Both to see both types of conflict.

Approval Status: Select a status — Approved, Pending, or Rejected — to view
conflicts only at that status, or select All to view conflicts at every status
(including Prevent or Allow with Rules).
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Show Action Comments: Select Yes to have the report contain comments
recorded in the Action History panel or the Mass Update panel as status was set
for the conflicts. Or select No to have the report exclude these comments.

Include Graph: Select Yes to include graphs in the report or No to exclude
graphs.

User Conflicts Master CSV Report

The User Conflicts Master CSV Report produces a CSV (text) file that contains re-
cords of SOD rules and conflicts they have generated. Unlike other reports, this one
is not meant to be viewed in the browser available from the Reports tab. Instead, it is
intended simply to produce the CSV file for export to a spreadsheet for further anal-
ysis. Once the report is generated, click on the Export icon in the Reports browser. (It
looks like two juxtaposed rectangles, representing a disc and a sheet of paper, and is
located at the upper left corner of the main Reports panel.) Then, in an Export Report
dialog, select a destination program (for example, Excel) and click on the OK button.

As you generate the report, select values for the following parameters:

Application: Specify one or more applications to select SOD rules and conflicts
associated with them. Or select All to select rules associated with all applications.

Responsibility: Specify one or more responsibilities to select rules and conflicts
associated with those responsibilities. Or select All to select rules associated with
all responsibilities.

Conlflict Name: Specify one or SOD rules to see them and the conflicts they
have generated. Or select All to select all rules.

User Name: Specify one or more user names to select rules and conflicts that
affect those users. Or select All to select rules that affect all users.

Owner: Specify one or more owners to select rules and conflicts subject to those
owners. Or select All to select rules subject to all owners.

Set of Books: Select one or more sets of books to view only conflicts for which
the base entity (the function or responsibility named first in the conflict) is con-
tained in those sets of books. Or select All to view conflicts for which the base
entity may exist in any set of books.

Operating Unit: Select one or more operating units to view only conflicts for
which the base entity is contained in those operating units. Or select All to view
conflicts for which the base entity may exist in any operating unit.

Contflict Set of Books: Select one or more sets of books to view only conflicts
for which the conflicting entity (the function or responsibility named second in
the conflict) is contained in those sets of books. Or select All to view conflicts
for which the conflicting entity may exist in any set of books.

Contflict Operating Unit: Select one or more sets of books to view only conflicts
for which the conflicting entity (the function or responsibility named second in
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the conflict) is contained in those sets of books. Or select All to view conflicts
for which the conflicting entity may exist in any set of books.

* Entity Type: Specify Function or Responsibility to select rules and conflicts
based on one entity or the other, or Both for both types of conflict.

* Control Type: Specify Approval Required, Approve with Rules, Allow with
Rules, or Prevent select rules and conflicts based on the control type you select,
or All to select all control types.

* Conflict Status: Specify a status — Approved, Rejected, Pending, Allow with
Rules, or Prevent — to select conflicts at that status, or select All to view con-
flicts at all three statuses.

¢ Same OU: Select Yes to list rules and conflicts that apply within operating units
or No to list those that apply across operating units. Or select Both to list both
types of rule.

¢ Same SOB: Select Yes to list rules and conflicts that apply within sets of books
or No to list those that apply across sets of books. Or select Both to list both
types of rule. This parameter applies only if you are reporting on a data source
that runs Oracle Applications Release 11.5.3-11.5.10.

e Same Access Sets: Select Yes to list rules that generate conflicts if the conflicting
entities would enable a user to access data in ledgers belonging to individual data
access sets, or No to list rules that generate conflicts across data access sets. Or
select Both to list both types of rule. This parameter applies only if you are report-
ing on a data source that runs Oracle Applications Release 12.

User Conflicts Trend Analysis Report

The User Conflicts Trend Analysis Report depicts graphically the number of out-
standing user conflicts over time. The word outstanding indicates those that have not
yet been resolved, with new conflicts added in and those that have been resolved
subtracted out. The time intervals are snapshot dates — the occasions at which user
conflicts are generated. The report presents two graphs, one showing the results in
total and the other by application, as well as a table that shows the number of con-
flicts in each snapshot, again by application and in total. As you run the report, you
can select the following parameters:

* Application: Select one or more applications to view results for those applica-
tions, or select All to view results for all applications.

* Snapshot Run Date: Select snapshot dates to define the range of time the report
should cover. Select not only the first and last dates in the range, but also all
those in between. (Note that it is possible to select only a single date, but you
should not do so, as this defeats the purpose of the report.)

User's Guide: Application Access Controls Governor 7.2.2.1 79



Chapter 7: Reports

Oracle EBS Security Folder

The Oracle EBS Security Folder contains the following three reports. To ensure that
the Oracle EBS Security reports present current information, run the Populate User
Access Data Table background program before running any of the reports.

Oracle EBS User Details Report

The Oracle EBS User Details Report lists the following information about each user
you specify:

The responsibilities assigned to the user, and for each responsibility, its set of
books and operating unit, its start and end dates, and the start and end dates for
the uset’s access to it.

The root menu associated with each responsibility, with both user name (the one
displayed to an Oracle Applications user) and internal name for each menu.

The menus available for selection under those roots. The report shows the user
and internal names for each menu, as well as its prompt (the label that identifies
it for selection on other menus). The report also indicates whether its grant-flag
value is set to Y (for yes) or N (for no) and whether it is excluded.

The functions to which these menus give the user access. For each function, the
report shows its user and internal names, its prompt, its view rights (Y for yes,
indicates the user has view-only access, and NN, for no, indicates the user has
write access as well as view access), its grant-flag value, and whether its menu is
excluded.

As you run the report, you can select values for the following parameters:
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User: Select one or more users about whom you want information. For each,
type the user’s Oracle username in the Enter a Value field, and then click on the
> button. You can instead select .4/, Be aware, however, that the report provides
copious information about each user, and so this selection may impact perform-
ance.

Set of Books: Select one or more sets of books to have the report display respon-
sibilities (and the menus and functions available from them) that belong to the
sets of books you select. Or choose 4/ to have the report display results without
regard to sets of books.

Operating Unit: Select one or more operating units to have the report display
responsibilities (and the menus and functions available from them) that belong to
the operating units you select. Or choose .4/ to have the report display results
without regard to operating units.

Active Users: Choose whether the report should present information about active
users, inactive users, or both. A user is considered to be active if his Effective To
date, as configured in the Oracle Applications Users form, has not passed. He is
inactive if the date has passed.
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Ensure that the value you select here complements the value you select for the
User parameter. For example, it would be appropriate to select A/ for the User
parameter and the value Include Only Active Users here; the report would display
information about all users whose Effective To dates had not passed. If the User
parameter selection were a specific user whose Effective To date has passed,
however, it would be inappropriate to select Include Only Active Users here; in this
case the report would show no results.

*  Grant: Choose Y (for yes) to have the report list only submenus and functions
for which the Grant check box is selected in the Oracle Applications Menus
form. Or select N (for no) to list submenus and functions for which the grant
flag is cleared.

¢ View Only: Select Y to have the report list functions to which a user has read-
only access (or, more technically, the query-only parameter is set to Yesin the
Oracle Applications Form Functions form). Or Select N to have the report list
functions that enable a user both to view and modify data (functions for which
the query-only parameter is not set).

¢  Prompt: Choose No# Nu// to have the report list submenus and functions a given
user is able to select, because higher-level menus present prompts for them.
(Morte technically, the report would provide information about a submenu or
function if, in the Oracle Applications Menus form, a row adds it to a menu
accessible from one of the uset’s responsibilities, and the row includes a value in
the Prompt field.) Choose N/ to have the report list submenus or functions for
which higher-level menus do not display prompts, and which a user therefore
cannot select. (In this case, in the Menus-form row that adds a submenu or
function to a menu, no value is entered in the Prompt field.) Or choose Bozh to
have the report list submenus or functions regardless of whether higher-level
menus present prompts for them.

* Responsibilities: Choose whether the report should present information about
active responsibilities (and the menus and functions available from them),
inactive responsibilities, or both. A responsibility is active if its Effective To date,
configured on the Oracle applications Responsibilities form, has not yet passed.

* Active Responsibility Assignments: Choose whether the report should present,
for each user, information about active responsibility assignments, inactive
assignments, or both. A responsibility assignment is active if its Effective To
date, configured for the user on the Oracle Applications Users form, has not yet
passed.

* Show Menu/Function Exclusions: Choose the Do ot show... value to prevent the
report from displaying menus and functions that are excluded from
responsibilities. Choose the Only show... value to have the report display only
those excluded menus and functions. Or choose the Show all to have the report
show both included and excluded menus and functions.
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Oracle EBS Function Details Report

The Oracle EBS Function Details Report lists the following information about each
function you specify:

The responsibilities from which the function is accessible, and for each
responsibility, its set of books and operating unit, and its start and end dates.

The users whose responsibility assignments give them access to the function.
The report also shows each user’s start and end dates.

The root menu associated with each responsibility. The report shows both user
name (the one displayed to an Oracle Applications user) and internal name for
each menu.

The menus available for selection under those roots. The report shows the user
and internal names for each menu, as well as its prompt (the label that identifies
it for selection on other menus). The report also indicates whether its grant-flag
value is set to Y (for yes) or N (for no), and whether it is excluded.

As you run the report, use two parameters to select functions about which the report
displays information:

Application Name: Choose one or more applications, or the value No Associated
Applications. When you do, a list of functions associated either with applications
you’ve chosen, or with no application, appears in an Available Values field for
the User Form Function parameter.

User Form Function: Select one or more functions about which you want the
report to present information.

The remaining parameters — Set of Books, Operating Unit, Active Users, Grant,
View Only, Prompt, Responsibilities, Active Responsibility Assignments, and Show
Menu/Function Exclusions — take the same values (and filter report results in the
same way) as they do for the Oracle EBS User Details Report.

Oracle EBS Responsibility Details Report

The Oracle EBS Responsibility Details Report lists the following information about
each responsibility you specify:

The root menu associated with the responsibility, with both user name (the one
displayed to an Oracle Applications user) and internal name for the menu.

The users who are assigned the responsibility. The report also shows each user’s
start and end dates.

The menus available for selection under the root. The report shows the user and
internal names for each menu, as well as its prompt (the label that identifies it for
selection on other menus). The report also indicates whether its grant-flag value
is set to Y (for yes) or N (for no) and whether it is excluded.

The functions to which these menus give users access. For each function, the
report shows its user and internal names, its prompt, its view rights (Y for yes,
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indicates the user has view-only access, and N, for no, indicates the user has
write access as well as view access), its grant-flag value, and whether its menu is
excluded.

As you run the report, use the Responsibility Name parameter to choose one or more
responsibilities about which the report displays information; or select the value 47/

The remaining parameters — Set of Books, Operating Unit, Active Users, Grant,
View Only, Prompt, Responsibilities, Active Responsibility Assignments, and Show
Menu/Function Exclusions — take the same values (and filter report results in the
same way) as they do for the Oracle EBS User Details Report.

Access Monitoring Folder

The Access Monitoring folder contains the following reports. Note that two of these
reports — Access Monitor Request and Access Requests Awaiting Approval — exist
on your system only if you have installed version 7.2.2 of Governance, Risk, and
Compliance Controls Suite.

Access Monitor Request Report

The Access Monitor Request Report lists requests for database or responsibility
access generated through use of the Access Monitoring feature. For each user for
whom access is requested, it may present two sections, one for each type of request
(responsibility or database). Each section then lists an entry for each item that is
requested — for example, a single request for two database tables would generate
two entries, one for each table. Each entry displays the name of the requested
responsibility or database table; the Access Monitoring ID assigned to the user; the
request ID; the status, approver, and support ticket of the request; and dates when
the request is made, when access would start, and when access would end.

*  System: Select one or more Oracle Applications instances to have the report list
requests made on those instances.

*  Access Type: Select E-Biz User to have the report list requests for access to
responsibilities, Database User to have the report list requests for access to data-
base tables, or both.

* Access Requested: Select any number of responsibilities or database tables to
have the report list requests for access to those items. This parameter lists only
items for which access requests have been made, and depending on you selection
in the Access Type parameter, may list only responsibilities, only database tables,
or both.

¢ User: Select one or more users to have the report list requests to grant those
users access. This parameter lists Access Monitoring user IDs.

* Approver: Select any number of users to see requests for which those users are
designated by workflows to be approvers.
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e Status: Select statuses — Approved, Rejected, Failed, or Pending — to see
requests at those statuses, or select All to see requests at all statuses.

* Request Date: Define a period the report should cover. You may enter dates in
the Start and End fields; in that case, clear the No Lower Value and No Upper
Value check boxes. Or you may omit the Start date and select the No Lower
Value check box to start with the earliest existing request, or omit the End date
and select the No Upper Value check box to finish with the latest existing
request.

If you do enter actual dates, select an Include This Value check box (for either or
both dates) to include the value you specify in the period, or clear the check box
to exclude the value (thus selecting requests generated after but not on the Start
date, or before but not on the End date). You can type dates manually (use the
format YYYY-MM-DD) or click on the calendar icons to select dates.

Access Monitoring User Activity Report

The Access Monitoring User Activity Report lists transactions completed by users as
they implement rights granted to them through the Access Monitoring feature. In
this context, a “transaction” is a change to a value in a database table, made via direct
access to that table or to a responsibility supported by the table. For each user, the
report presents the user’s name, her temporary Access Monitoring logon 1D, the
database instance in which she is working, the start and end dates of her temporary
access, the responsibility or database tables to which she has been granted access,
and her transactions. For each transaction, the report presents its date and time, the
action taken (select, insert, delete, or update), the name of the table and its primary
key column, the column in which the change has been made, and the old and new
values. As you generate the reportt, select values for the following parameters:

*  User Type: Select the value Database User to view results for users granted direct
access to database tables, Ebiz User to view results for users granted access to
Oracle responsibilities, or both.

e User Name: Select the users whose transactions you want to review.

* Action Type: Select any combination of three transaction types to review:
INSERT, UPDATE, or DELETE.

* Transaction Date Range: Define a period in which transactions must have
occurred to be included in the report. You may enter dates and times in the Start
and End fields; in that case, clear the No Lower Value and No Upper Value
check boxes. Or you may omit the start date and select the No Lower Value
check box to start with the earliest existing transaction, or omit the end date and
select the No Upper Value check box to finish with the latest existing transaction.

If you do enter actual dates and times, select an Include This Value check box
(for either or both dates) to include the value you specify in the period, or clear
the check box to exclude the value (thus selecting transactions that begin after
but not at the start time on the start date, or end before but not at the end time
on the end date).
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You can click on the calendar icons to select dates. If you do, each date you
select is automatically is accompanied by the time 00:00:00. You can then edit
this time. Or, for an end value, you may target all of a day’s transactions by
selecting the next day’s date and retaining the 00:00:00 time value.

Access Requests Awaiting Approval Report

The Access Requests Awaiting Approval Report lists pending conflicts generated
after “preventive” SOD analysis, if disabled, has been re-enabled. Preventive SOD
analysis is the automatic distribution of approval messages within Oracle when SOD
rules are triggered by the creation of new users or the assignment of new responsibili-
ties to existing users. It’s implemented by a rule in the Form Rules application, but that
form rule can be disabled. This report lists conflicts generated after preventive
analysis is re-enabled, for which the SOD rule owners (or approval groups) have
received approval messages in Oracle, but for which no approval decision has yet
been made. As you generate the report, select values for the following parameters:

Rule Name: Select one or more rules to have the report list conflicts generated
by those rules.

User Name: Select one or more users to have the report list conflicts involving
those users.

Approver: Select one or more users to have the report list conflicts for which
your selections are the SOD-rule-designated approvers.

Access Requests: Define a period the report should cover. You may enter dates
in the Access Requested From and Access Requests To fields; in that case, clear
the No Lower Value and No Upper Value check boxes. Or you may omit the
From date and select the No Lower Value check box to start with the earliest
existing conflict, or omit the To date and select the No Upper Value check box
to finish with the latest existing conflict.

If you do enter actual dates, select an Include This Value check box (for either or
both dates) to include the value you specify in the period, or clear the check box
to exclude the value (thus selecting conflicts generated after but not on the From
date, or before but not on the To date). You can type dates manually (use the
format YYYY-MM-DD) or click on the calendar icons to select dates.
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