
Oracle® Enterprise Single Sign-on Suite Plus
Reporting

Event Table

Release 11.1.1.2.0

E17049-02

November 2010



Oracle Enterprise Single Sign-on Suite Plus Reporting, Event Table, Release 11.1.1.2.0

E17049-02

Copyright ©2009-2010, Oracle. All rights reserved.

The Programs (which include both the software and documentation) contain proprietary information; they are

provided under a license agreement containing restrictions on use and disclosure and are also protected by

copyright, patent, and other intellectual and industrial property laws. Reverse engineering, disassembly, or

decompilation of the Programs, except to the extent required to obtain interoperability with other independently

created software or as specified by law, is prohibited.

The information contained in this document is subject to change without notice. If you find any problems in the

documentation, please report them to us in writing. This document is not warranted to be error-free. Except as

may be expressly permitted in your license agreement for these Programs, no part of these Programs may be

reproduced or transmitted in any form or by any means, electronic or mechanical, for any purpose.

If the Programs are delivered to the United States Government or anyone licensing or using the Programs on

behalf of the United States Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data

delivered to U.S. Government customers are "commercial computer software" or "commercial technical data"

pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As

such, use, duplication, disclosure, modification, and adaptation of the Programs, including documentation and

technical data, shall be subject to the licensing restrictions set forth in the applicable Oracle license

agreement, and, to the extent applicable, the additional rights set forth in FAR 52.227-19, Commercial

Computer Software--Restricted Rights (June 1987). Oracle USA, Inc., 500 Oracle Parkway, Redwood City,

CA 94065.

The Programs are not intended for use in any nuclear, aviation, mass transit, medical, or other inherently

dangerous applications. It shall be the licensee's responsibility to take all appropriate fail-safe, backup,

redundancy and other measures to ensure the safe use of such applications if the Programs are used for such

purposes, and we disclaim liability for any damages caused by such use of the Programs.

Oracle, JD Edwards, PeopleSoft, and Siebel are registered trademarks of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective owners.

The Programs may provide links to Web sites and access to content, products, and services from third parties.

Oracle is not responsible for the availability of, or any content provided on, third-party Web sites. You bear all

risks associated with the use of such content. If you choose to purchase any products or services from a third

party, the relationship is directly between you and the third party. Oracle is not responsible for: (a) the quality

of third-party products or services; or (b) fulfilling any of the terms of the agreement with the third party,

including delivery of products or services and warranty obligations related to purchased products or services.

Oracle is not responsible for any loss or damage of any sort that you may incur from dealing with any third

party.



Oracle Enterprise Single Sign-on Suite Plus Reporting Event Definition Table

Table of Contents

Table of Contents 3

About Oracle Enterprise Single Sign-on Suite Plus Reporting 4

About this Guide 4

Reporting Event Definition Table 5

Definitions 6

— Page 3 of 8 —



About Oracle Enterprise Single Sign-on Suite Plus Reporting

About Oracle Enterprise Single Sign-on Suite Plus

Reporting

Oracle Enterprise Single Sign-on Suite Plus Reporting version 11.1.1.2.0 provides organizations

with the ability to create reports to leverage all data and events that routinely take place in the

day-to-day usage of Oracle Enterprise Single Sign-on Suite Plus.

Reporting includes aWeb-based administrative console that accesses the SQL database and

generates reports using the event records.

The Reporting sub-system consists of 4 main components:

l Centralized SQL Database – contains all event information required for

Reporting.

l Web-based Reporting Administrative Console – accesses the SQL data-

base and generates reports using the event records.

l SSO Reporting Service – collects audit/reporting events into the SQL data-

base.

l Oracle Enterprise Single Sign-on Suite Plus Products - captures event

information and sends the events to the SSO Reporting Service.

About this Guide

While Oracle makes every effort to deliver useful and complete reports, it is understood that

customers occasionally needmore detailed or customized reporting capabilities. Therefore, this

guide describes the reporting event table and the values containedwithin.
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Reporting Event Definition Table

In this section, the reporting event table and the values containedwithin are described. Events will

not always have every field populated. The fields populated depend on the product and context in

which the event was generated. All fields are textual in nature, except for the timestamp's and any

fields specific to Oracle use. Some values have specific enumerated values which are included

under the description as applicable.

Below is the SQL Server Script used to create the event log table.
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Reporting Event Definition Table

Definitions

GUID

A Globally Unique Identifier. Every event generated has a identifier that is unique to that specific

event.

This field is generally not needed for reporting purposes but may be useful for accounting purposes.

ProductName

The name of the Oracle Enterprise Single Sign-on Suite Plus product that generated the event.

Current Values:

l SSO_Server

l SSO_Client

l SAM_Server

l SAM_Client

l PM_Server

l PM_Client

l SSPR

l AM

l SM

l SAW

l ODE

l NotificationService

l ReportingService

ProductVersion

The version of the Oracle Enterprise Single Sign-on Suite Plus product that generated the event.

HostName

The name of the host or machine that generated the event.

LogonMethod

The logon method that was used if applicable for the given event.

Current Values:

l WinAuth

l MsAuth

l LDAPv1

l LDAPv2

CredentialType

Denotes the type of credential if available.

Current Values:

l Standard

l Shared
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Operation

This defines the nature of the event generated by a given Oracle Enterprise Single Sign-on Suite

Plus product.

Current Values:

l Login

l CredentialChange_Username

l CredentialChange_Password

l CredentialChange_Third

l CredentialChange_Forth

l Pause

l Shutdown_Manual

l Shutdown_Programmatic

l Resume

l FirstTimeUse

l CredentialAdded

l CredentialDeleted

l CredentialAddAborted

l Auth_Failure

l Auth_Success

SSOUserId

This is the User ID that ESSO-LM uses for synchronization with the corporate repository, such as

Active Directory or LDAP. If the generated event is from another Oracle Enterprise Single Sign-on

Suite Plus product or a repository not in use, this field will be the user’s Windows Logon name, for

example <domain>\<user>.

WindowsUserName

This is the Windows logon name for the machine/Oracle Enterprise Single Sign-on Suite Plus

component that generated the event, for example <domain>\<user>. This may or may not be

the same as SSOUserId.

ApplicationName

This is the name of the application that was the target of event generation, such as a ESSO-LM

logon to Outlook, AIM etc.

ApplicationReference

The application template reference for the credential used, if available.

ApplicationUserId

The User ID for the application this credential belongs to.

ApplicationThirdField

This field will be populated with the Third Field if the credential used contains additional

information.

If the template is masked by definition, this field will contain “<masked>” so as not to expose sensitive

information.
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ApplicationFourthField

This field will be populated with the Fourth Field if the credential used contains additional

information.

If the template is masked by definition, this field will contain “<masked>” so as not to expose sensitive

information.

SAMAccountName

If this event was generated from a Shared Account, this will contain the name of that Shared

Account.

Comment

Additional (and optional) information regarding this event.

EventtimeClient

This is the time (in GMT) format when the event was 'created' on the local system.

This time is sourced from the local system – while stored in GMT format, if the local system time is

incorrect, it will be reflected/stored in this field.

EventtimeServer

This is the time (in GMT) format that the event was 'stored' in the database.

This field is sourced from the system that contains the database. The SQL database itself creates this

timestamp when the event is stored.

HashType

Oracle internal use only.

HashValue

Oracle internal use only.
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