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Introduction

Chapter 1

About this Chapter

Overview

This Introduction welcomes new and experienced e*Index™ Security users
and explains how to use this guide. e*Index Security provides security
functions to the suite of e*Index products. This document describes the user
interface for SeeBeyond’s e*Index Security.

The following diagram illustrates the contents of each major topic in this

chapter.

Welcome

About This
Guide

About e*Index
Security

Additional
Resources

e*Index Security User's Guide

Learn where to start in this guide if you are a
new or experienced user

Learn how to use this guide

Learn about the functions and features of
e*Index Security

Learn about related publications you may
wish to review
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Chapter 1: Introduction Welcome

Welcome

Welcome to e*Index Security, SeeBeyond's security module to e*Index™
Global Identifier. e*Index Security allows system administrators to control
user and user group access and permissions to all program functions of
e*Index. With e*Index Security, access is broken down into various levels of
authority and can be limited to authorized operators and users. Access to
applications can also be limited according to a set of defined authorization
privileges set up by the system administrator.

To New Users

If you are new to e*Index Security, you should browse through this guide
before you begin to use the software. Please pay particular attention to the
overview sections provided at the beginning of each chapter and at the
beginning of each section within a chapter. The overview sections provide
background and explanatory information you may need to understand.

After reading the overview information, you will be ready to perform specific
tasks using the step-by-step instructions provided in each chapter.

To Established Users

If you are a more advanced e*Index Security user, you may prefer to use this
guide as a quick reference to find information about forgotten or unfamiliar
tasks. If you know what you need to do, but can’t remember exactly how to
do it, you can easily find what you need in the Table of Contents. Or, you
can browse through the guide and find the appropriate step-by-step
procedure by scanning headings and instruction titles.

e*Index Security User's Guide 1-2 SeeBeyond Proprietary and Confidential



Chapter 1: Introduction About this Guide

About this Guide

What is the Purpose of this Guide?

This guide provides the information you need to quickly get started with
e*Index Security. It includes navigational instructions, functional
instructions, and background information about the application’s features.
This guide also provides the information you need to maintain information
about user profiles, user groups, and access permissions.

What is the Scope of this Guide?

This guide provides step-by-step instructions for all of the functions of
e*Index Security, such as adding user and user group information, assigning
and revoking security permissions, and maintaining security information. It
also includes information on specifying system parameters.

This guide does not include information or instructions on using the e*Index
or e*Index Administrator applications, working with Monk APIs for e*Index,
or installing any e*Index applications. These topics are covered in the
appropriate user's guide.

Who Should Use this Guide?

Any user who will add or maintain user profiles or user groups, or who will
assign access privileges to the users of any e*Index application should read
this guide. Intermediate or advanced users who need a refresher on using
some of the basic functions of e*Index Security should also read this guide. A
thorough knowledge of e*Index Security is not needed to understand this
guide.

How Should this Guide be Used?

For best results, you should skim through the guide to familiarize yourself
with the locations of essential procedures you need to perform. Each chapter
begins with a simple graphic that identifies the information contained in the
chapter. Each chapter contains instructions for performing e*Index Security
procedures preceded by background information that will help you perform
each procedure.

e*Index Security User's Guide 1-3 SeeBeyond Proprietary and Confidential



Chapter 1: Introduction About this Guide

How is this Guide is Organized?

This guide is divided into four chapters and one appendix that cover the
topics shown below.

Chapter Topics

Chapter 1, Introduction B Welcome
B About this Guide
B About e*Index Security

Additional Resources

Chapter 2, Getting Started Accessing e*Index Security

Learning About the e*Index Security
Interface

Getting Help

Exiting e*Index Security

Chapter 3, Setting Up
Security

Learning About Security Tasks
Establishing Security

Assigning Event Notification

Chapter 4, Maintaining
Security Information

Learning About Security Maintenance
Maintaining User Profiles and User Groups
Maintaining User Access and Notification

Configuring Security Parameters

Appendix A, Access e*Index Global Identifier Access Permissions

Permission Definitions . .
e*Index Administrator Access Permissions

e*Index Security Access Permissions

e*Index Security User's Guide 1-4 SeeBeyond Proprietary and Confidential



Chapter 1: Introduction

About this Guide

What Conventions are Used in this Guide?

Before you start using e*Index Security, it is important to understand the
typographic, icon, special notation, and other conventions used in this guide.

Typographic Conventions

The following typographic conventions are used in this and other e*Index

publications.
Item Convention Example
Book titles Title caps, italic See the e*Index Administrator

User's Guide

Button names,
key names, and
key combinations

Bold

Save button
F1 key
Alt+Shift+V key combination

Chapter titles
(and section titles
within chapters)

Title caps, in
quotation marks

See Chapter 2, “Getting
Started”

See “Modifying a User Profile”
later in this chapter

Menu names and

Bold, capitalization is

Functions menu

and dialog titles

commands identical to the .

. Action menu
interface
Save command

Messages Bold Data has been saved.

New terms Italic A user profile is a set of
information that describes the
characteristics of someone who
accesses any e*Index
application.

Window, page, Title cap User and Group Maintenance

window

Print dialog

e*Index Security User's Guide
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Chapter 1: Introduction

About this Guide

Icon and Special Notation Conventions

The following conventions are used in this and other e*Index publications to
identify special types of information.

Icon or
Notation

Type of information

Note
Tip

Important!

Caution!

>
v

O

e*Index Security User's Guide

Supplemental information that is helpful to know, but not
essential to completing a particular task.

Information that helps you to apply techniques and
procedures described in the text to your specific needs. May
also suggest alternative methods.

Information that is essential to the completion of a task.
Advises you to take specific action to avoid loss of data.

Indicates the beginning of a step-by-step instruction.

Specifies a task to perform before you begin a step-by-step
instruction.

Indicates a cross-reference to other sections of the guide or
to other publications.

1-6 SeeBeyond Proprietary and Confidential



Chapter 1: Introduction About this Guide

Mouse Conventions

You can use either a single-button mouse or a multiple-button mouse with
e*Index Security. If you use a multiple-button mouse, the left mouse button
is the primary button, unless the mouse is configured differently.

The instructions in this guide may require you to use the mouse in a variety
of ways:

B Point means to position the mouse pointer until the tip of the pointer
rests on whatever you want to point to on the screen.

B Click means to press and then immediately release the left mouse button
without moving the mouse.

B Double-click means to click the left mouse button twice, in rapid succession.
B Right-click means to click the right mouse button once.

B  Drag means to point and then hold down the mouse button as you move
the mouse. Drop means to let go of the mouse button to place the
dragged information where you want it to be moved.

B  Move means to point to an object on the screen, such as an e*Index
window, and drag the mouse to move the object to a screen location of
your choice.

B Highlight means to select an area of text by dragging the mouse over the
desired portion of text that appears on a window.

B Select means to point to a list of information on an e*Index window, and
then click once to choose the data you want. The information becomes
highlighted when selected.

B Expand means to double-click a row of information on an expandable list
to display more details. The details appear on another row, below the

row you double-click.

B  Collapse means to double-click a row of information on an expandable
list to hide the details that appear on the following row.

e*Index Security User's Guide 1-7 SeeBeyond Proprietary and Confidential



Chapter 1: Introduction About this Guide

Field Description Conventions

This guide explains how to perform certain tasks and describes the fields that
appear on the e*Index Security windows that you use to accomplish those
tasks. Field descriptions appear at the end of most procedures, and are
referenced by topic name from the step in which you are required to modify
field values. For example:

3 On the Security Wizard toolbar, click Edit. The Edit Access
Privileges window appears (for more information, see "About Edit
Access Privilege Fields" following this procedure).

This step identifies the name of the topic that /

describes the fields you need to use

Each field description topic identifies and describes the fields you need to use
tirst. If applicable, a description of display-only fields that appear on the
window is also provided. For example:

In this field ... type or select ...

Fieldsyouneedtouseto /' Name The name of the user group.
complete the procedure No default
o defau

Effective Date The first date that a user profile assigned to this
user group can access the components to which
the group has been granted access.

Default: today’s date

Select this
Fields you need to use to / check box... to specify that ...

complete the procedure

User must change The next time the user logs on to any e*Index
password at next  applications, they must change their user

login password.
This field or
Display-only fields you may /' column ... displays this information ...
encounter while performing Create Date The date on which the selected user group was
the procedure created

e*Index Security User's Guide 1-8 SeeBeyond Proprietary and Confidential



Chapter 1: Introduction About e*Index Security

About e*Index Security

Overview

This section of the chapter provides background information about the
features of e*Index Security.

What is e*Index Security?

e*Index Security provides secure access to your e*Index database by
restricting access through user login and password activities. You can
restrict access by application functions, individual actions, windows within
functions, user ID, and so on. e*Index Security also provides predefined
categories that you can assign to users to grant them automatic access
permissions. Assigning a category to a user can give them certain
characteristics, such as the ability to be assigned access permissions that are
not assigned to the user group to which they belong.

What are the Features of e*Index Security?

e*Index Security provides three primary functions to help you set up and
manage security for e*Index:

B Access Setup
The Access Setup function allows you to create and maintain user profiles
and user groups, assign user profiles to user groups, expire user profiles
from user groups, and grant access permissions to (or expire them from)
user profiles and user groups.

B Event Notification Setup
The Event Notification Setup function gives you the ability to specify that
certain users receive an e-mail notification when certain transactions
occur in the e*Index GUI. For example, an administrator may want to be
notified via e-mail if two member profiles are merged from the e*Index
GUL

B Control Key Maintenance
Control Key Maintenance allows the system administrator to configure a
set of system parameters, known as control keys, for e*Index Security.
System parameters include automatic password expiration, minimum
password length, password histories, and a time-out feature.

e*Index Security User's Guide 1-9 SeeBeyond Proprietary and Confidential



Chapter 1: Introduction About e*Index Security

What is Security Management?

Security management consists of several tasks that allow you to define secure
access to the e*Index GUIs. The primary tasks of security management are
creating user profiles, creating user groups, and assigning them access
permissions.

You give e*Index users the ability to use certain functions of e*Index by
granting access permissions to the user's profile. An access permission is the
ability to perform a specific action in the e*Index GUIs. For example, if you
assign a user the Add Person access permission, that user is able to create
new member profiles using the e*Index GUIL. You can also grant the same
access permissions to a group of users by creating a user group, granting the
group the appropriate access permissions, and then assigning user profiles to
the user group.

e*Index Security User's Guide 1-10 SeeBeyond Proprietary and Confidential



Chapter 1: Introduction Additional Resources

Additional Resources

SeeBeyond has developed a suite of e*Index user's guides and related
publications that are distributed in an electronic library.

B ¢*Index Global Identifier User’s Guide
Helps e*Index quality workstation users to perform database
maintenance tasks, such as merging and unmerging records, finding and
resolving potential duplicates, adding and updating records, and viewing
the audit trail.

B e*Index Administrator User’s Guide
Helps system administrators configure the system parameters for e*Index
to meet your business requirements. This guide also describes how to
maintain the information in the database that is used to populate the
drop-down lists in the e*Index.

B e*Index Global Identifier Technical Reference
Describes message processing for e*Index, as well as database tables and
e*Index Monk APIs. This guide also provides a complete listing of
e*Index Monk APIs and functions, along with a description, parameters,
syntax, return values, and examples for each.

B e*Index Initial Load User’s Guide
Provides the background information and instructions that system and
database administrators need in order to load legacy data into the e*Index
database, including a description of the expected data format and the
schema files included with the load program.

B Working with Reports for e*Index Global Identifier
Provides background information about the GUI and standard reports
provided with e*Index, and explains how to modify and run the standard
reports (for an Oracle installation only).

B ¢*Index Global Identifier Installation Guide
Helps system and database administrators install a new e*Index
environment for the current release, including e*Index schema files, the
e*Index GUI, and database installation.

B e*Index Global Identifier Upgrade Guide
Helps system and database administrators upgrade an existing e*Index
environment to the most current release, including e*Index schema files,
the e*Index GUI, and database upgrades.

B ¢*Index 4.1.1 to 4.5.1 Upgrade Guide
Helps system and database administrators upgrade an existing e*Index
4.1.1environment to version 4.5.2, including e*Index schema files, the
e*Index GUI, database, and report upgrades.
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Chapter 2

Getting Started

About this Chapter

Overview

This chapter helps you become familiar with the basics of e*Index Security
and includes instructions and information that help you to put e*Index
Security to work quickly.

The following diagram illustrates the contents of each major topic in this
chapter.

Access e*Index

Security Learn how to log on to e*Index Security

Learn about the GUI front end of e*Index
About the GUI | Security, including toolbars, menus, and
windows

Learn about the various help features of

Help Features e*Index Security

Exit e*Index

Security Learn how to log off e*Index Security

e*Index Security User's Guide 2-1 SeeBeyond Proprietary and Confidential



Chapter 2: Getting Started Accessing e*Index Security

Accessing e*Index Security

Overview

This section of the chapter provides the instructions you need to get up and

running with e*Index Security.

Logging on to e*Index Security

Before you can use e*Index Security, you must first specify your user ID,

password, and perhaps other information such as the database you want to

use.

Specify your log-on Sreer | Ev50 j|
information on the
e*Index Security ST ireyY T
Login window Nt L e i A Login ID: I Jjones
SECUrIL
Fagzwornd: I A
Status
|
SEEBEYOND Logln I Cancel Help

» To log on to e*Index Security
Before you begin:

v" Make sure you have a user ID and password for e*Index Security

1 To access e*Index Security, double-click the e*Index Security icon on

i the workstation desktop. This launches e*Index Security, and the
e*Index Security e*Index Security log on window appears.
icon

e*Index Security User's Guide 2-2 SeeBeyond Proprietary and Confidential



Chapter 2: Getting Started Accessing e*Index Security

2 In the Server field, select the name of the e*Index database you want
to access.

Note: Only databases that are defined in the e*Index initialization file,
stc_ua.ini, appear in the drop-down list for this field. See your System
Administrator if you need a database added to the list.

3 Enter your login ID and password in the appropriate fields.

Logln | 4 In the lower portion of the login window, click Log In or press the
Log In button Enter key. The e*Index Security Main window appears.

Changing Your Password

Once you log on to e*Index Security, you may need to change your password
for various reasons. For example, your System Administrator may configure
a specific period of time after which you must change your password. The
administrator may also configure the application to require that you change
your password the first time you log on to the system.

Tip: You should change your password periodically. The recommended frequency
for your organization is based on internal security procedures. You can change your
password at any time.

[8] change Password |
Changej I:Iriginal F'EISSWI:IdeI P
Password
dialog Mew Password: I ﬂ:ﬂ:ﬂ:ﬂ:****|

Canfirm Password: I I AR

ok | Cancel

» To change your password
Before you begin:
v" Determine the new password you want to use

% 1 On the Primary Toolbar, click Change Password. The Change

Password dialog appears.
Change Password

tool

2 On the Change Password dialog;, fill in the password fields (for more
information, see "About Password Fields" following this procedure).
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Chapter 2: Getting Started Accessing e*Index Security

OF. | 3 On the Change Password dialog, click OK. A confirmation dialog

OK button appears.
k. 4 On the confirmation dialog, click OK. The new password is saved to
OK button the database.

About Password Fields

The password fields, located on the Change Password dialog, allow you to
change your existing password to a new password.

In this field ... type or select ...

Original Password  The password you currently use to log on to the
e*Index applications.

No default

New Password The new password you want to use to log on to
e*Index.

No default
Tip: Passwords may not be common words or names.

Confirm Password  The same password you typed in the New Password
field.

No default
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Chapter 2: Getting Started Learning About the e*Index Security Interface

Learning About the e*Index Security Interface

Overview

This section of the chapter provides background information about the user
interface of e*Index Security, the windows you will use, and common menu
options.

About the Basic Design

e*Index Security was designed specifically to restrict access to the e*Index
applications. e*Index Security allows system administrators to control user
access, user group access, and permissions to all program functions of the
e*Index applications. With e*Index Security, access can be restricted using
various levels of authority. Access can also be restricted according to the
authorization privileges set up by the system administrator.

About the Graphical User Interface (GUI)

The design of the user window follows a standard Microsoft Windows
progression based on user functionality. The application includes standard
graphical elements, such as windows, dialog boxes, drop-down menus,
action buttons, and icon tools. Several windows in e*Index Security display
entities in a tree-view, similar to Microsoft Explorer. Click any word on the
Main Menu to display a drop-down menu with a list of commands from
which you can choose.

The Main Menu [§l*Index Security - Database: E750 SID: E750
with the Module; / File Edit Function | Modules vindow  Help

drop-down menu J] s & | Or Access Setup Chrl+Shift+5
displayed Event Motification Setup
Contral Key
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What is the e*Index Security Main Window?

The e*Index Security Main window is the first window that appears when
you log on to e*Index Security. This window consists of the e*Index Security
Main Menu bar, the Primary Toolbar, and several standard Windows graphic

elements.
Use the Title Bar icon to The name of the database you Use standard Windows buttons
perform several window are connected to appears on the to minimize, restore, and close
actions Title Bar the e*Index Security window

Title bar / \

I ] = *Index Security - Database: E750 SID: E750
Main Menu bar —————  File Edit Function Modules ‘Window  Help

|G @3B

Primary Toolbar

e*Index Security
Application windows
appear here

Status bar ——— |F|eau:|_l,l 4

The e*Index Security window is the first window that appears when you log on.
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About the Main Menu

The Main Menu bar lists the names of six drop-down menus (File, Edit,
Function, Modules, Window, and Help) from which you can perform a
variety of functions. When you select a menu from the Main Menu bar, the
available commands appear on drop-down menus. The most frequently
used menu is the Modules menu, where you can choose which security
function to perform.

When you access a function from the modules menu, the Main Menu bar lists
an additional drop-down menu, named Actions, with commands specific to
the active window.

Once you display a drop-down menu, you can select an option from the
menu by clicking it with your mouse or by pressing the underlined letter of
the command on your keyboard.

Select which e*Index Security function
you want to use from the Modules

menu
Main Menu bar ——File Edit Function | Modules #Actions  Window  Help
Access Sekup Ckrl+Shift+5

View available Control Key
commands on drop- :
d Access Lisk
own menus

Event Matification Setup

About the File Menu

The File Menu on the Main Menu contains standard Windows options, such
as Close, Print Active Screen, Print Setup, and Exit.

| File

Close Alt+C
Exit A+
Prink Active Screen  alt+P
Printer Setup, . Alk+I

B Close
The Close option closes the current open window, and returns to the
previous open window or the e*Index Security main window.
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B Print Active Screen
The Print Active Screen option allows you to print the current active
window. This option becomes very useful when referencing a particular
window.

B Print Setup
The Print Setup option allows you to select or set up a printer for the
current active session.

Printer Setup

Prirter:

Lexsmark 3200 Seres: ColorFine on LPT1: a
Genenc PoztScrpt Printer on LPT1:
Generc PostScript Pri [Copy 1) on LPT1:
Fax on Mell:

Acrobat PDFWTiter on LPT1:
Acrobat Distiller on Mell:
Sprints G asherbrum on Mel2: ;I

Setup...

]
[ o |
Cancel |
[ |

B Exit
The Exit option terminates the application and returns to the Windows
Desktop.

About the Edit Menu

The options available in the Edit Menu allow you to undo the most recent
action and to copy, cut, and paste information.

| Edit
Undo Chil+2
Copy Chl+C
Cut Chrl+s
Faste Chrl+

® Undo
Use this command to undo the most recent action (cut, copy or paste) and
return to the previous status.

B Copy
This command copies the contents of the highlighted field to the
clipboard.

B Cut
This command removes the contents of the highlighted field and places
them on the clipboard.
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B Paste
This command places the contents of the clipboard into the field that is
currently highlighted.

About the Function Menu

The option available on the Function Menu, Change Password, allows you to
change your log on password for all e*Index applications. You can change
your password at any time.

Function

Change Password  Ckrl+Shift+P

About the Modules Menu

The options available on the Modules Menu allow you to access the primary
functions of e*Index Security.

Modules
Ancess Setup Crl+5hift+5
Control Kep
Accesz Ligt
Ewent Matification Setup

B Access Setup
This command opens the User and Group Maintenance window, where
you can create and maintain user profiles and user groups, and assign
user profiles to user groups or expire user profiles from user groups.

B Control Key
This command opens the Control Key Maintenance window, where you
can configure e*Index Security using a set of parameters known as control
keys. These keys control the length of time a session of e*Index Security
can be inactive before automatically shutting down, the minimum
password length, password histories, and whether passwords must be
changed after a specified period of time.

B Access List
Use this command to grant access permissions to users and user groups.
Once you assign access permissions to a user group, you can assign user
profiles to that user group to grant those users the same access
permissions. This menu option only appears on the Modules Menu when
the User and Group Maintenance window is active.

B Event Notification Setup

Use this command to specify that certain users are notified by e-mail
when specific transactions occur in the e*Index GUI. For example, you
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can specify that a user receive an e-mail notification whenever two user
profiles are merged from the e*Index GUL

About the Window Menu

The Window Menu contains standard commands available with most
Windows applications. These commands allow you to customize the
appearance of your e*Index Security windows and toolbars for the current
session.

Winda

Tile Wertical
Tile Horizontal
Layer
Cazcade

Toolbars...

Arrange lcon

v 1 User and Group M aintenance

B Tile Vertical
The Tile Vertical option arranges open windows vertically.

B Tile Horizontal
The Tile Horizontal option tiles all open windows horizontally.

B Layer
The Layer option returns the current active window to its original size.

B Cascade
The Cascade option displays all open windows in a descending cascade.

B Toolbars
The Toolbars option allows you to customize your display options for the
e*Index Security toolbars and icons. You can define where to place your
toolbars and whether to display balloon help or descriptive text along
with each toolbar button (for more information, see "P To customize your
toolbar options" later in this chapter).

B Arrange Icons

The Arrange Icons option arranges the icons at a set interval across the
window.
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» To customize your toolbar options
B Toolbars |

Use the Toolbars [v Show Tips
dialog to modify ~ Task specific taclbar
the appearance

and location of Hide |

your toolbar [ .

Location: ¢ | eft O l':'F‘
™ Battam " Right
" Floating

Cloze |

1 From the Main Menu, select Window, and then select Toolbars. The
Toolbars dialog appears.

2 Do one of the following:

To display the toolbar on the left side of the e*Index Security window, click
the Left option.

To display the toolbar at the top of the e*Index Security window, click the
Top option.

To display the toolbar on the right side of the e*Index Security window, click
the Right option.

To display the toolbar at the bottom of the e*Index Security window, click
the Bottom option.

To display the toolbar such that you can move it around the window, click
the Floating option.

3 To display descriptive text for an icon only when you pass the mouse
pointer over it, select the Show Tips checkbox.

Hide | 4 To remove the toolbar from view, click the Hide button.
Hide button

Shaw | 5 To make the toolbar visible when it is hidden, click the Show button.

Show button

Close | 6 When you complete your changes, click Close.
Close button
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About the Help Menu

The Help Menu allows you to access e*Index Security online help and system
information, including version number and copyright information.

Help

Help Contentz
About

B Help Contents
The Help Contents option displays the e*Index Security online help system
to assist you in performing security functions.

B About
The About option displays the About information dialog. Click System
Info on this dialog to display the operating system, CPU type, resolution,
database, database server, e*Index Security version and build numbers,
and the PowerBuilder version. Click OK to close the information dialogs
and return to the Main Menu.

About /
information

i = 5ol | =% d SeeBevond Technology Cormporation
dialog \'-.:GL T3 A ¥ gy P
S & 20071, Al rights reserved.

Wersion: 451751

4

SEEBEYOND Syztem Info
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.Sysl:em Information |

Operating Spstem: ‘wfindow NT
CPU Type: Pentium

Reszolution: 1024:768
System / Database:
Information )
dialog Server: E751
Yerzion: 451
Build: 751

PowerBuilder: Enterprize 7.0.3

About the Primary Toolbar

The Primary Toolbar gives you quick access to the most frequently used
e*Index Security functions. This toolbar is located just below the Main Menu,
and includes a set of buttons, or tools, to help you quickly access frequently
used functions and modules. Since this toolbar is visible at all times, you can
access these tools at any time. Depending on which function you access,
another toolbar specific to that function appears under the Primary Toolbar.
A description of each icon tool on the Primary Toolbar appears below.

Access Control
Exit Setup Key
| | |
& emmaa
|
Print Event Change
Active Notification Password

Screen
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What are Application Windows?

d

Learning About the e*Index Security Interface

There are numerous application windows in e*Index Security that you use to
perform specific functions. For example, you display the User and Group

Maintenance window to view a list of current users and groups, but you
display the User Properties window to modify information about a user.

There are two different types of application windows. One type displays
information in a tree-view; the second type displays information in fields.

Main Menu bar

[Ble*1ndex Security - Database: E750 SID: E750

. File Edit Function Modules  Ackions  Window  Help
Primary toolbar J]Ll, %‘ T
+ o [Ef
Application windlgw J][!f " X
toolbar
.User and Group Maintenance !EI
E- E? Groups - Users =
-5 ADMIN L—"_Iﬁ AHILL - AMGUS HILL
[j CUSTOMER SERVICE -[E7 Groups
Information /9 ' B @ Access

displayed in a tree-
view, with detailed
information shown

under each level

: -@% "\-"IEW Event Natlflcatlan
- % Perzon Function

[+-B8 Gender Table

EI% Pre-defined Meszages

-@% Add Pre-defined Meszage
Q\\“ Delete Pre-defined Meszage

o- (5 DATA ENTRY T Edit Pre-defined Message
[*]] Drats_Dictionany_priv LB iew Pre-defined Message
: [5] elndex_priv []---% Fieligion T able
-1 17 2= State Code
[*] RECORDS [ 25 Status Table
#- (%1 RECORDS ADMIN -9 ASTEBBIMNG - sMDREW STEBEING
[5] Security_priv % BGEORGE - BRIAN GEORGE
151 TEST GROUP - CRAZOULI - CHRIS RaZ0UL
M- CZICZ] - MARE CZICZINGEK =
- DLELOMG - DOMINIQUE LELONG
% DPERCE - CARCY PERCE
% GSMYTHE - GEME SMYTHE
- ¥ HAGLEFR - H&RRY AGLER
M S 1 ARAC L ADL ] ARAC LI
|F|ead_l,l A-":
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Main Menu bar TN [Ble*1ndex Security - Database: E751 SID:E751

Learning About the e*Index Security Interface

Ackions  Windos  Help

File Edit Funcktion Modules
Primary toolbar J][!_+ % | Or ca %
Application window J] e u o

toolbar [Bluser Properties E |

General | Region |

|zer 1D

|GSM"r’THE

Pazaward:

Caonfirm:

displayed in __~]
fields

Information / Ilzer Mamel First, Ml and Last]

Ixxxxx

|_|SMYTHE

E mail Address: Ilzer Type:
|GSMYTHE@HEHE.EDM I-‘l'-.dministratnr
Effective Date: E=pired D ate:
|'I 2/04,/200 |I:I|:I.-’I:IEI.-’I:IEIEIEI
Create User: Create [ate:
|L|I |1 2¢04,/2001
Drezcrnphion:

MEM ADMIMNISTRATOR: CAM ADD AND MODIFY
IISERS AWND USER ACCESS.

Check box /y I- IJzer bMust Change Password at Mext Logon

option

0K

Cancel ] (1]

Helg

| Ready

4

Several components may appear on an application window.

B Main Menu
The Main Menu is located at the top of the application window, and is
visible in all application windows. This menu displays the functions
available to e*Index Security.

B  Primary toolbar
The Primary toolbar is located just below the Main Menu, and is visible in
all application windows. Use the tools on the Primary toolbar to access
the primary functions of e*Index Security.

B Application window toolbar
The application window toolbar is unique to each application window, and
contains tools for various functions that you can perform from the active
application window.

e*Index Security User's Guide
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B Tree list
Some application windows contain a tree list. This list is similar to
Windows Explorer in that you can expand displayed levels to view
information contained within each level.

B Fields
Some application windows contain fields instead of a tree list. Fields
allow you to add, modify, and delete information about specific entities
in e*Index Security.

About Application Window Menus

Whenever an application window appears, the Main Menu changes slightly
to accommodate the functions available on the application window. When
you access an e*Index Security function, the following menu is added to the
Main Menu:

B Actions Menu

The Actions menu contains a set of action commands that are unique to
each application window. There are three categories of commands on the
Actions menu: User, Group, and Access. Commands are only enabled
when they apply to the active application window. The Actions menu
appears on all windows accessed by the Modules menu, such as the User
and Group Maintenance window, the Access List window, and the Event
Notify window.

About Application Window Toolbars

Every application window has a unique toolbar, which is located directly
below the primary toolbar. Application window toolbars contain tools for
various functions you can perform from the active application window. The
tools generally include functions from the Actions menu.

[me |5 i | @ |
| || |

\ \
(;loses These functions appear on the
window window’s Actions menu

This section does not include a description of each application toolbar, but
you can easily determine the function of each toolbar button by passing the
mouse pointer over a button to view balloon help. Balloon help specifies the
function of each button (see “Using Balloon Help” later in this chapter).
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About Fields

Information that you work with in e*Index Security is contained in fields.
There are several different types of fields on the e*Index Security windows.
The field types are entry, display-only, drop-down list, and check box. You
cannot change or enter information into display fields, which are indicated
by gray shading. You can type information into entry fields and select values
from a list in fields with drop-down lists, but you can only view information
in display-only fields. You can also select check-box options.

You can type into

entry fields, ...
Email Address:

Idzer Tupe:

|drn:n|:-ers@here.n:-rg

... you can only Effective Date:

Fegular |

Adrriniztrator ... and, you can
select an item from
a drop-down list of

Create Date: options
|IZIEI£IJEI.I’EIEIEIEI

view information ||:|5,-'3|:|,-'2|:||:|1

in display-only
fields... \A Create Uzer:
|L|I

Description:

... you can select
check box

options... N

I- Uzer Must Change Pazsword at Mext Logon
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Getting Help

Getting Help

Overview

e*Index Security provides several user assistance tools to help you look up
the information you may need to help you perform your tasks. The available

user assistance tools include online help, balloon help, and online

documentation.

Using Online Help

The online help system provides background information and step-by-step
instructions on performing the necessary functions of e*Index Security. The
help system is provided in HTML format.

Note: Internet Explorer 3.02 or higher is required in order to view online help.

» To view online help

1 On the Main Menu, click Help, and then click Help Contents. The

Online help

commands A

Navigation pane
tabbed headings

Navigation pane _/v

e*Index Security User's Guide

E? e*Index Security

help window appears with the first page displayed.

=] E3

5 &
Hide Back  Fomward  Pont Ophions
Lonterts | |ndex | Search =
l des | Search | Welcome

= L[ Introduction
L. ¥ /clnome

@ Getting Started

@ Setting up Security

@ taintaining Security Infarmation
Gloszamy of Terms

welcome to e*Index Security, SeeBevyond's

security module to e*Index ™ Global

Identifier, e*Index Security was designed to
allow vour systermn administrator to control

user and user group access and permissions

to all program functions of e*Index. With
e*Index Security, access is broken down

into warious levels of authority and can be
limited to authorized operators and users.
Access to applications can also be limited =
according to a set of defined autharization

privileges set up by the system
administrator,

Introductory Information:

Mouse Conventions
What i€ ¥ Tndew Sarnritu?

AN

i

Help
~— window
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2 Do any of the following;:

On the Contents tab, expand the topic list until you see the topic you
want to view. Click once on that topic, and the related text
appears in the Help window.

Click the Index tab to view an alphabetized list of subjects from
which you can select.

Click the Search tab to perform a search for a specific word or phrase.

3 Once you display a topic, you can click on the links to view additional
information.

Tips on using the help system:

B Use the Hide/Show button at the upper-left corner of this window to hide or
show the navigation pane.

B You can also view the information contained in the online help system from the
documents included in your electronic library (included on your installation
CD). For more information, see "Displaying Online Documentation” later in
this chapter.

Using Balloon Help

You can view short descriptions of toolbar button functions by using the
balloon help function.

» To view balloon help

B Place the mouse pointer over a toolbar button, and hold it there for a
second or two without clicking the button. A description of the toolbar
button appears below the button you selected.

LR V=)
N\ Balloon help for the

Expire User icon
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Displaying Online Documentation

SeeBeyond provides online documentation for all e*Index products in an
electronic library. The documents are in PDF format, and can be viewed
using Adobe® Acrobat® Reader. The e*Index Electronic Library Welcome
Document describes all the documents provided in electronic format,
provides links to each document, and includes tips on how to use the
electronic library.

» To display the electronic library welcome document
Before you begin:

v" Make sure that you have Acrobat Reader installed on your
workstation

V" Make sure that the e*Index documentation is installed on your

workstation

1 In Windows Explorer, navigate to your e*Index home directory, open the
docs directory, and then double-click the file named Welcome.pdf.

2 You can page through the welcome document using the left and right
arrows at the bottom of each page.

» To view online documentation
Before you begin:

v" Open the welcome document from your Windows desktop
1 In the welcome document, scroll to the page that lists the document you
wish to view, and click on the name of the document. The specified

document appears in the Acrobat Reader window.

2 You can return to the welcome document at any time by clicking on the
House icon in the upper left corner of the first page in the document.
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Searching Online Documentation

With the Acrobat Reader Search plug-in, you can perform a search for a
specific word or phrase across all e*Index PDF documents, or you can limit
your search to only the currently open document. The e*Index Security
document index supports the following search options:

B Match Case
Finds words that match the capitalization you specify. For example, if
you select Match Case and search for Save, you will find Save, but not
save.

B Sounds Like
Allows for misspellings of proper names. For example, if you search for
grop, you will find group as well as other similar words.

B Word Stemming
Searches for words with common stems. For example, if you specify
manage, all instances of manage, manager, and managed are found.
However, managing is not found.

B Stop Words
The following words are not included in the index: a, an, and, at, but, for,
of, or, the, this, to, you, and your. The index does not process searches
that contain these words. In addition, the index excludes numbers.

Tip: The Sounds Like and Word Stemming options are not available if you select
the Match Case option.

» To search for a word or phrase from a document
1 Open the PDF document.

2 Do one of the following:

To find a word in just the open document, select Find from the Edit
menu.

To find a word in any electronic library document, point to Search on the
Edit menu, and then choose Query.

3 Enter the word or phrase you wish to search for, and select Find or
Search. If you searched only the open document, the first instance of the
search criteria appears. If your search included all documents in the
electronic library, a list of all documents containing the search criteria
appears.
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4 Do one of the following;:

If you used the Find function, you can press Ctl+G to find the next
instance of the word or phrase within the document.

If you used the Search function, you can view your search word or
phrase in one of the documents listed by double-clicking the
document. The document you selected appears with the first
instance of your search criteria highlighted.

P To search for a word or phrase when no document is open
1 Start Acrobat Reader.

2 On the Edit menu, click Search, and then click Indexes.

3 If an index named "e*Index" is not listed, click the Add button, and find
the file named Ul_index.pdx. This file should be located in the directory
where the e*Index documentation was installed.

4 Click Open and then click OK.
5 On the Tools menu, click Search, and then click Query.

6 Enter your search criteria, and then click Search. A list of documents
containing the specified search criteria appears.

7 Double-click the name of the document you want to view.

Tip: For more information on the Find tool, see "Finding Words in PDF
Documents” in the Adobe Acrobat 4.0 Guide (select Acrobat Guide from the
Acrobat Reader Help menu). For more information on the Search function, see
"Searching Catalog Indexes” in the Adobe Acrobat 4.0 Guide.
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Exiting e*Index Security

Overview

This section of the chapter provides the instructions you will need to log off
e*Index Security.

Logging off e*Index Security

To exit e*Index Security, first close each open window, and then exit the
application. There are several methods you can use to log off e*Index
Security.

P To exit e*Index Security
Before you begin:

v" Make sure all application windows are closed
1 Do one of the following;:
To exit using the Main menu, click File, and then click Exit.

J:!-“' | To exit using a toolbar button, click the Exit tool on the Primary Toolbar.

Exit tool . )
To exit using a short-cut key, press Alt+F4.

x| To exit by closing the e*Index Security Main window, click the Close
Close button button in the upper right corner of the window.

2 On the confirmation dialog that appears, click Yes.
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Chapter 3

Setting up Security

About this Chapter

Overview

This chapter presents the background information and the step-by-step
instructions you need to perform security tasks such as creating user profiles
and user groups, and assigning access permissions.

The following diagram illustrates the contents of each major topic in this

chapter.

About Security
Administration

Establish
Security

Assign Event
Notification

e*Index Security User's Guide

Learn about the tasks required to ensure that
users have the appropriate security permissions

Learn the step-by-step processes of establishing
security, such as adding user profiles and groups,
and assigning access permissions

Learn how to set up e-mail notifications such
that the appropriate users are notified via e-mail
when specific transactions occur
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Learning About Security Tasks

Overview

This section provides the background information you need in order to
manage security with e*Index Security.

What is Security Administration?

Security administration includes setting up and maintaining the e*Index
security system. Setting up security for the e*Index system involves a variety
of tasks, such as adding user profiles and user groups, assigning user profiles
to groups, granting access permissions to user profiles and user groups, and
assigning event notifications to user profiles. The tasks required for
maintaining e*Index security once setup is complete are described in "What
are Maintenance Tasks" in Chapter 4 of this guide.

When you initially install e*Index Security, you can only log on as the
predefined user, the e*Index Administrator. The person who logs on as the
e*Index Administrator is generally responsible for the overall security
administration of e*Index.

What are User Profiles?

A user is anyone who views, adds, or modifies information in any of the
e*Index applications. A user profile is the set of information you specify when
you add a new user to e*Index Security. When you create a user profile, you
identify a user by name and assign them a user ID and password. You can
also specify a user type, email information, and effective and expiration
dates. After you create a new user profile in e*Index Security, you can add
the profile to a user group or grant that user specific permissions to access
certain windows and perform certain functions within e*Index. One user
profile, the e*Index Administrator, is defined when you install e*Index
Security. By default, this user has access to all functions and actions of
e*Index.
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What Is the e*Index Administrator?

One user, the e*Index Administrator, is predefined when e*Index is installed.
This user belongs to the three predefined user groups (see "What are User
Groups?" later in this chapter), and can perform any task in any of the
e*Index applications. The person who initially logs in as the e*Index
Administrator is typically responsible for creating new user profiles and user
groups, adding user profiles to the appropriate user groups, and assigning
security permissions. The e*Index Administrator is usually the system
administrator or the database administrator. You can add new administrator
user profiles as needed.

What are User Types?

The user profiles you add must be one of two user types, regular user or
administrator user. These categories determine the access permissions you
can grant to a user profile. You assign the user type when you add a user to
e*Index Security, and that type cannot be modified once the user profile is
saved.

B  Administrator User
Administrator users, such as system or security administrators, are the
only users who can perform all functions within the e*Index applications.
Only administrator users can create user profiles.

B Regular User
Regular users differ from administrator users in that they cannot create
new user profiles, even if granted the access permission. Regular users
can perform any other function for which they have access permissions.

What are User Groups?

User groups allow you to grant the same access permissions to a group of
users with similar processing needs without having to define individual
permissions for each user. For example, you can set up a group for users
who need to view a particular function, such as Potential Duplicates, but who
should not be able to merge or unmerge records. You can assign each user
that meets these criteria to the new group, and all members of the group will
be able to view Potential Duplicates, but will only be able to merge or
unmerge any records if they are assigned those access permissions
individually. Three user groups are predefined when you install e*Index.

B e*Index Privileges Group
User profiles assigned to this group automatically receive access
permissions to all functions of the e*Index GUI, including viewing,
adding, merging, deactivating, and unmerging member profiles. Make
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sure you only assign users to this group if they are fully trained on the
e*Index GUI and are familiar with your record processing requirements.

B Data Dictionary Privileges Group
User profiles assigned to this group automatically receive access
permissions to all functions of the e*Index Administrator GUI including
adding and deleting common code table and custom code table entries,
modifying control key values, and configuring e*Index. You should only
assign users to this group if they are at an administrator level.

B Security Privileges Group
User profiles assigned to this group automatically receive access
permissions to all functions of the e*Index Security GUI, including
adding and expiring user profiles and user groups, granting and
revoking access privileges, and assigning e-mail notifications. Only
administrator users can use their access permission for adding new user
profiles; regular users cannot use this function.

What are Functions and Actions?

Access permissions are categorized by functions and by actions. In e*Index
Security, a function represents a set of actions that perform related tasks. An
action is a specific task that you can perform within a function. For example,
the Audit Trail function includes three specific actions: View Audit Trail,
Print Audit Trail, and Comment Audit Trail. Functions are also known as
modules, and actions are also known as sub-modules. The Access List
window provides a list of functions and actions, with each action listed under
its associated function.

B Access List M=] B3
38 % Perzan D etail ;I

EI == Person Function
/ P L Comment Person Search Actions are listed
Functions are listed L D% Frint Person Search under their
on the Access List _< ----- L Unmask VIP Data associated function

window R 124, Wiew Person Search
\A EI % Person T able

----- L Add Person
----- DL Deactivate Person
P e DL Edit Person
l .% Phone Tupe

- .% Potential Duplicate Function |
G B Pra.dafined Maceanas

How are Access Permissions Granted?

After you create a user profile or user group, you can grant access
permissions to that user profile or user group. You can grant access
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permissions to user profiles by two different methods. You can grant
permissions directly to the user profile, or you can add a user profile to a user
group, which automatically grants all of the permissions associated with the
user group to the user profile. You can assign a user profile to more than one
group, and you can assign additional access permissions to a user profile that
belongs to a group.

What Kind of Access Permissions Can | Grant?

In e*Index Security, access is controlled by function. For example, you might
grant a user or user group permission to access the Audit Trail and
Comparison functions, but not the Potential Duplicate or Merge functions.
You can further control access to actions within a function. For example, you
can grant a user or user group permission to view member profiles on the
Comparison window, but not to perform merges or add comments from the
Comparison window. There are five primary categories of access
permissions. Additional access permissions, such as Comment or Merge,
may be available for certain modules depending on the commands available
from that module. For a description of each access permission you can
assign, see "e*Index Global Identifier Access Permissions”, "e*Index
Administrator Access Permissions", and "e*Index Security Access
Permissions" in Appendix A.

Note: You must assign View permission for a function in order for the user to be
able to perform any other action within that function. For example, in order for a
user to be able to merge member profiles from the Potential Duplicate function in

e*Index, that user must be assigned both the View Potential Duplicate permission
and the Merge Potential Duplicate permission.

B View
A user with view permissions can only look at, but not modify,
information on the window for which the permission is granted.

B Add
A user with add permissions can add information on the window for
which the permission is granted. When you grant a user the ability to
add an entity, you must also grant the ability to view that entity.

B Edit
A user with edit permissions can view and modify information on the
window for which the permission is granted. When you grant a user the
ability to edit an entity, you must also grant the ability to view that entity.

B Delete
A user with delete permissions can view and delete information on the
window for which the permission is granted. When you grant a user the
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ability to delete an entity, you must also grant the ability to view that
entity.

B Print
A user with print permissions can print the information displayed on the
window for which the permission is granted. When you grant a user the
ability to print an entity, you must also grant the ability to view that
entity.

What is Region-Specific Security?

Region-specific security allows you to specify the regions for which users can
view and modify information in the e*Index GUI. With region-specific
security, each system that provides information to e*Index is associated with
aregion. In order for an e*Index user to access information from a specific
system, their user profile must be associated with the region assigned to that
system. To set up region-specific security, the following steps must be
completed in the order given:

1 Install region-specific views to the database (see the appropriate database
chapter in the e*Index Global Identifier Installation Guide).

2 Define regions in e*Index Administrator (see Chapter 3 of the e*Index
Administrator User’s Guide).

3 Define systems and associate each system with the appropriate region
using e*Index Administrator (see Chapter 3 of the e*Index Administrator
User’s Guide).

4 Associate regions with the user profiles you create in e*Index Security
(described later in this chapter).

What are E-mail Notifications?

e*Index Security provides the ability to automatically generate an e-mail
message to the users you specify whenever certain events occur. e*Index can
notify users each time a member profile is added, updated, merged,
unmerged, or deactivated in the e*Index GUIL You can specify that a user be
notified of any one or any combination of these events. When a user should
no longer receive e-mails for an event, you can simply remove them from the
notification list for that event.
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Establishing Security

Overview

When you first establish security for e*Index, there are several steps you can
follow to meet your security requirements. Complete the following steps to
create user groups and user profiles, and to assign access privileges to each.

Step 1: Obtain user and group information

Step 2: Add user groups

Step 3: Assign access permissions to user groups
Step 4: Add user profiles

Step 5: Add user profiles to user groups

Step 6: Assign access permissions to user profiles

Note: Once security is established, you may need to add additional user profiles and
user groups to e*Index Security. At that time, you only need to follow the applicable
steps for the new entity.

Step 1: Obtain User and Group Information

Before you add users, identify the individuals who need to access any of the
e*Index applications and determine their processing needs. Once you have
identified their needs, group them into categories according to the access
permissions they require. For example, place users who need to add member
information into one category and users who need to resolve or merge
potential duplicates in another category. With this information, you should
be able to identify the user groups you need to add and the users that you
should assign to each user group.
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Step 2: Add User Groups

You can create user groups to ensure that all users associated with a
particular user group can access the same information. To add a user group,
you need to specify information such as the name of the group and the first
date that members of the user group can access the functions to which the
group has access.

.New Group |
Use the New Group Mame:
Group window [CUSTOMER SERVICE
to add a new user
group to e*Index Effective D ate: Expired D ate:
Security |1 240442001 |nnxnnmnnn
Create Uzer: Create Date:
|L|I |EIEI;"EIEI;"EIEIEIEI
Dezcription:
READ-OMLY ACCESS TO MEMBER ﬂ
IMFORMATION
k. Cancel Apply | Helm |
» To add a user group
Before you begin:
v" Complete "Step 1: Obtain User and Group Information"
Fo— | 1 On the primary toolbar, click Access Setup. The User and Group

Maintenance window appears. Double-click the Groups list or click

Access Setup tool the plus sign next to Groups to display a list of current user groups.
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Existing user
groups

EEI 2

New Group tool

OK button

New user group,
Customer Service, is
added to the
Groups list

Establishing Security

.Llser and Group Maintenance

-7 ADMIN

5] DATAENTRY

-5 Data_Dictionary_priv
elndex_priv

T
RECORDS
RECORDS ADKIM
5

T

«

]

ecurity_priv
EST GROUP

(5]
(53
(24
(5]
3]
1]

On the User and Group Maintenance toolbar, click New Group. The
New Group window appears.

Tip: If the New Group icon is not available, click on the Groups list in the
left portion of the window.

oK 4

On the New Group window, identify the user group (for more
information, see "About User Group Fields" following this
procedure).

On the New Group window, click OK. The new user group is saved
to the database and the User and Group Maintenance window
reappears. The new user group appears in the Groups list in the left
portion of the window.

.User and Group Maintenance

& Users

:

ADMIN

CUSTOMER SERYICE
DATAEMTRY
Data_[ictianan_priv
elndes_priv

T
RECORDS
RECORDS ADMIM
5

T

o

)15 L S i

ecLnty_priv

EST GROUP

5 Continue to "Step 3: Grant Access Permissions to User Groups"
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Establishing Security

Maintenance Tips — User Groups

Once you create a new user group, you can modify information about the group or expire the group if it
becomes obsolete. Once expired, you can reinstate the group, if needed.

To change information about an existing user group: see "Modifying a User Group" in Chapter 4 of

this guide.

To expire an obsolete user group: see "Expiring a User Group" in Chapter 4 of this guide.

To reinstate an expired user group: see "Reinstating an Expired User Group" in Chapter 4 of this
guide.

About User Group Fields

The user group fields, located on the New Group and Group Properties
windows, allow you to create new user groups and modify existing user

groups.

In this field ...

type or select...

Group Name

Effective Date

Expired Date

Description

This field ...

The name of the user group.
No default

The first date that a user profile assigned to this user
group can access the components to which the group
has access.

Default: today’s date

The date that the user group becomes disabled. On this
date, users assigned to this group can no longer access
components to which the group has access.

No default

Note: Leave this field blank (00/00/0000) if you do not
want to specify an expiration date at this time.

A brief description of the user group. This field is free
form and you may enter any text you choose.

No default

displays this information ...

Create User

Create Date

e*Index Security User's Guide

The login ID of the user who created the user group.

The date the user group was created.
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Establishing Security

Step 3: Grant Access Permissions to User Groups

Use the User and
Group Maintenance
and the Access List
windows to grant
permissions to user
groups

Oy

Access Setup tool

I

Access List tool

In order for the users you add to be able to perform the functions in any
e*Index applications, you must grant the appropriate kind of access to each
user profile or to the user groups to which you add them.

S DATAENTRY

[%] Data_Dictionary_priv
[57] elndes_priv

51T

] RECORDS

[*] RECORDS ADMIN
{51 Security_priv
-{E] TEST GROUP

-# BGEORGE - BRIAN GEORGE
- CRAZOUL - CHRIS RAZ0ULI
- CZICZ - MaRK C2ICZINEE]

-# DLELOMG - DOMINIGUE LELOMG
-4 DPERCE - CARCY PERCE

- GSMYTHE - GEME SMYTHE

-8 HAGLER - HARRY AGLER

83 KLAMS - LARI LAMS

- MAZZLER - JOE MAZZLER

-8 MBAKER - MARCY BAKER

-8 MBROWN - MICHELLE BROWN
- MTELLEZ - M&RIA TELLEZ

- PMASON - PATTY MASON

- % FBIGGS - ROBERT BIGGS

- SCHIU - SaM CHIU

-4 SLICK - STEPHENM SLICK

- SLORES - SUSAM LORES

- SWESTON - SHARON WESTON
- TKROUCHEE - TONY KROUCHEE
&8 LI - elndex Admiristrator

[Bluser and Group Maintenance =] Bl Access List H=]
Bl Groups Users E% elhdex ;I
&[] ADMIN 581 AHILL - ANGUS HILL BB Address Type
o171 CUSTOMER SERWICE ﬂ ASTEBBIMNG - AMDREW STEEBING % Aliaz

% Audit Trail Function
§g Citizenzhip

g'irg Cormmehts

% Configurable Query
§g Control Key Table
% Country Specific Option
% Country T able

% Department T able
=2 Display Configuration
% Digtrict of Residence
=52 Diiver License |ssuer
== Ethnic Table

% Ewent

=2 Evert Motification
% Gender Table

% Group Access

g'irg Graup Security

% Language Table

=2 Local D

%g Locfation Tahle =
. |"

» To grant permissions to user groups

Before you begin:

v Complete Step 2: Add User Groups

V" Identify the user groups that require access permissions and the
specific functions to which they need access (see "Step 1: Obtain User
and Group Information" earlier in this chapter)

1 On the primary toolbar, click Access Setup. The User and Group
Maintenance window appears.

2 On the User and Group Maintenance window, click Access List. The
Access List window appears on the right side of the window.

3 Verify the access permissions a user group already has by expanding
the user group name and its Access list. All functions granted to the
user group appear in the Access folder, and specific actions granted to
the user group appear under the appropriate function.

e*Index Security User's Guide
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.User and Group Maintenance

E-Er Groups -
-5 ADMIN
w51 CUSTOMER SERVICE
=51 DATAENTRY
Access to functions =181 Data_Dictionary_priv
appear in the group's ; zers

Access list El Arocess
\3% Address Type

----- B Add Address Type
-2 Delete Address Type

Access to specific actions /vtlh Edit Address Type
within a function appear | | 7 il By View Address Type I
under the appropriate E| % Citizenzhip
function ...... EI‘% Add |:|t|zengh|p

4 On the Access List window, expand the Access list until the function
or action to which you want to grant access appears.

Expanding the .Access Liskt !E[ E

Access List displays : i
the available aicezs_ i % persan Detal :I
permissions E| % Ferson Function
----- @% Comment Perzon Search
----- L Privt Perzon Search
----- 2 Unmazk VIP D ata
P 2 View Person Search
E| % Perszon Table
----- 2 Add Person
----- . Deactivate Person
----- L Edit Perzon
. % Fhore Type

[+ % Fotential Duplicate Function
mf&. Pra.dafinad b asranas

5 Do one of the following;:

To grant access permission to one action within a function, drag the action
from the Access List window into the appropriate user group
name on the User and Group Maintenance window, and then
release the mouse button. The access permission appears in the
user group's Access list.
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Blnccess List WIS

=1-E7 Groups o Marital Status Table -]
-5 ADMIN -2 Merge Function
The new access =21 CUSTOMER SERVICE -2 Mationality
permission appears_____ : % Maon-nique |dentifier
in the user group's C = B Access -2 Person Catagory
Access list {

% Ewent Motification === Perzon Compare Function

: .% Person Compare Function Iy Comment Person Compar
C AT View Person Compare -T2 Print Person Compare
2= Person Function R 2.

Yiew Perzon Compare

To grant access permissions to all actions within a function, drag the
function from the Access List window into the appropriate user
group name on the User and Group Maintenance window, and
then release the mouse button. All access permissions within the
selected function appear in the user group's Access list.

6 Continue to "Step 4: Add User Profiles"

Maintenance Tips — User Group Access

Once you assign access permissions to a user group, you can add new access permissions or expire
existing ones. You can also reinstate expired access permissions if necessary.

To expire an access permission from a user group: see "Expiring Access Permissions" in Chapter 4 of
this guide.

To reinstate an access permission to a user group: see "Reinstating Access Permissions" in Chapter 4
of this guide.
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Step 4: Add User Profiles

Before a user can access any e*Index GUI applications, you must add a user
profile for that user. The profile identifies the user and provides basic
information such as the first and last dates the user can access an e*Index
application.

.NEW User |
Use the New / .
User window to General | Fiegion |
add a user profile :
to e*Index D=l
Security IGSMYTHE
Fazswond: Confirm:
Idzer Mamel First, k| and Last]
[GENE [ [sMvTHE
Email &ddress: Idzer Tope:
|GSMYTHE@HEFEE.I:EIM Ifl'-.dministratur
Effective Date: Expired D ate:
|1 2/04/2001 |EIIZI£EIIZI.-’EIEIEIEI
Create szer: Create Date:
|L|I |EIIZI£EIIZI.-’EIEIEIEI
Description:
MAMN ADMINISTRATOR: CAM ADD AND MEIDIFYﬂ
IJSERS AMD USER ACCESS. J
I- IJzer Must Change Passward at Mext Lagan
k. Cancel Apply | Help
» To add a user profile
Before you begin:
v" Obtain information about the user profiles you need to add
v Complete "Step 3: Grant Access Permissions to User Groups"
Oy | 1 On the primary toolbar, click Access Setup. The User and Group

Maintenance window appears, displaying a list of existing users.
Access Setup tool PP , diSplaying g

2 To display a list of existing users, double-click the Users list, or click
the plus sign next to Users.
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Existing

e*Index users

E 3

New User tool

]
OK button

.User and Group Maintenance

- Groups =& Users

- AHILL - WGUS HILL

-4 ASTEEEING - 8MDREW STEBBING
-4 BGEORGE - BRI&N GEORGE

- CZICZ] - MARK CZICZINSE]

-# DLELOMG - DOMIMIQUE LELONG
-4 DPERCE - CARCY PERCE

-# GSMYTHE - GEME SMYTHE

-4 HAGLER - HARFY AGLER

LA KLAMS - LARI LAMS

Ay WATFFICD INC MATAICD

On the User and Group Maintenance toolbar, click New User. The
New User window appears.

On the New User window, identify the user (for more information,
see "About User Profile Fields" following this procedure).

Do one of the following:

To add regions to the user profile (only if you are using region-specific
security), click the Region tab. The Region page of the New User
window appears. Continue to step 6.

If you are not using region-specific security, click OK. The New User
window closes and the new user profile is saved. Continue to
step 8.
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Bl ~ew user |

General  Region |

On the Region

page, specify the Levailable Regions | Selected Regions |
regions for which WESTERM EASTERM
the displayed user MORTH CEMTRAL

has access _ — SOUTH CENTRAL
permissions : :

< |
Al |
A |

Al <

q | ] 4| |+

Ok [ Cancel | Apply | Help

6 Do one of the following:

To assign one region to the user profile at a time, select the region in the
Available Regions list on the left side of the window, and then
Add button click Add. The region appears in the Selected Regions list. Repeat
this step for each region you need to assign to the user profile.

:

Alls To assign all regions to the user profile, click Add AlL
Add All button

:

To remove a region from the user profile, select the region in the Selected
Regions list on the right side of the window, and then click
R Remove. Repeat this step for each region you want to remove.
emove button

:

aile To remove all regions from the user profile, click Remove All.

Remove all button

:

0g, 7 On the New User window, click OK. The New User window closes
OK button and the User and Group Maintenance window reappears. The new
user name appears in the Users list on the right side of the window.
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.User and Group Maintenance

- Groups =l

[

SEI3
AHILL - AMGUS HILL
ASTEBBING - AMDREY STEBBIMNG
EGEORGE - BRIAN GEORGE
CRAZOULI - CHRIS RAZaUL
CZICEN - MaREK CEICEINSE]
DLELOMG - DOMIMIGUE LELOMG
DPERCE - CARCY PERCE
GSMYTHE - GEWE SMYTHE
HAGLER - HARRY AGLER

FLAMS - LARI LAMS

MAATZICO IAC kAATFICD

\

New user profile,
CRAZQULL, is added
to the Users List

-
a
o
a
o
-8
HR
-
HR
)
e

-
I
.
I
I
m

8 Do one of the following:

To assign user profiles to user groups, continue to "Step 5: Assign User
Profiles to User Groups."

To grant access permissions directly to user profiles without adding them to
user groups, continue to "Step 6: Grant Access Permissions to User
Profiles."

Maintenance Tips — User Profiles

Once you create a new user profile, you can modify the user's information, reassign regions, expire an
obsolete profile, or reactivate an expired profile.

To modify a user profile: see "Modifying a User Profile" in Chapter 4 of this guide.
To reassign regions to a user profile: see "Modifying a User Profile" in Chapter 4 of this guide.

To expire a user profile: see "Expiring a User Profile" in Chapter 4 of this guide.

To reinstate an expired user profile: see "Reinstating an Expired User Profile" in Chapter 4 of this
guide.

About User Profile Fields

The user profile fields, located on the New User and User Properties
windows, allow you to create new user profiles and modify existing user
profiles.

In this field ... type or select...

User ID The user’s login ID for all e*Index applications.
No default
Password The user's unique login password for all e*Index

applications.

No default
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In this field ...

Establishing Security

type or select ...

Confirm

User Name
(First, MI, and
Last)

Email Address

User Type

Effective Date

Expired Date

Description

Select this
check box ...

The user's password for confirmation. This is the same
password you entered in the Password file.

No default

The user’s last and first names, and middle initial.

No default

The e-mail address of the user you are adding. This field

is required in order for the user to receive automatic
e-mail notifications for e*Index GUI transactions.

No default

The type of user you are adding. Select Regular for a
user who cannot add user profiles; select Administrator
for a user who can add user profiles.

Default: Regular

The first date on which the user can log on to any
e*Index application.

Default: today’s date

The date that the user profile becomes automatically
disabled. On this date, the user will no longer be able to
log on to any e*Index applications.

No default

A brief description of the user. This field is free form,
and you may enter any text you choose.

No default

to specify that ...

User Must
Change
Password at
Next Logon

This field ...

The user whose profile you are adding must change their
user password the next time they log on to any e*Index
applications.

Default: Clear (user does not need to change their
password)

displays this information ...

Create User

Create Date

e*Index Security User's Guide

The login ID of the user who created the user profile.

The date the user profile was created.

3-18 SeeBeyond Proprietary and Confidential



Chapter 3: Setting up Security Establishing Security

Step 5: Assign User Profiles to User Groups

You can grant the same access permissions to a set of user profiles by
assigning those profiles to a user group. You can assign a user profile to as
many groups as necessary to ensure they are granted all the required
permissions, or you can assign a user profile to a user group and then grant
individual permissions to the profile as needed.

.User and Group Maintenance !EIE
Use the User and =2 Groups
Group Maintenance -5 ADMIN - AHILL - ANGLIS HILL
window to assign a [*] CUSTOMER SERVICE @ ASTEBBING - ANDREW STEBBING
= :
user profile to a user [G_'I DATAENTRY -8 BEEORGE - BRIAN GEORGE
group u Data_Dictionary_priv ﬁ CR&Z0ULL - CHRIS RaZ0ULI
&8 CZICZ - MARK CZICZINSE]
#-# DLELOMG - DOMINIQUE LELONG
[*] RECORDS #-# DPERCE - CARCY PERCE
-5 RECORDS ADMIN ¥ GSMYTHE - GEME SMYTHE
[G_-| Security_priv ‘ﬂ_ HAGLER - HARRY AGLER
=-1%] TEST GROUP -9 KLAMS - LARI LAMS
-9 MAZZLER - JOE MAZZLER
-9 MBAKER - MARCY BAKER
#-# MBROWN - MICHELLE BROWHN
% MTELLEZ - M&RIA TELLEZ
- PMASOMN - PATTY MASON
% RBIGGS - ROBERT BIGGS
- SCHIL - SAM CHIU
- SLICK - STEPHEM SLICK
- SLORES - SUSAM LORES
F-# SWESTOM - SHAROM WESTON
F-# TEROUCHEE - TONY EROUCHEE
ﬁ Ul - elndex Administrator
» To assign a user proflle to a user group
Before you begin:
v Complete "Step 4: Add User Profiles"
Oy | 1 On the primary toolbar, click Access Setup. The User and Group

Maintenance window appears.
Access Setup tool

2 Expand the Groups and Users lists to display all available user
profiles and user groups.

3 You can use either of the following methods to assign user profiles to
user groups:

In the Users list on the right side of the window, select the user profile to
be assigned to a user group. Drag the user profile into the user
group on the left side of the window and then release the mouse
button.
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In the Groups list on the left side of the window, select the user group to
which you want to assign the user profile. Drag the user group
into the user profile on the right side of the window and then
release the mouse button.

4 To complete the operation, click Yes on the confirmation dialog that
appears. The user profile appears in the Groups list under the user
group to which it was assigned. The user group appears in the Users
list under the user profile to which it was assigned.

.User and Group Maintenance

E‘E? Groups =
-5 ADMIN
-5 CUSTOMER SERVICE

=-&] DATAENTRY

| zers

- AHILL - AMGUS HILL

- ASTEBBING - AMDREW STEBBING
-# BEGEORGE - BRI&MN GEORGE

' Users - CRAZOULI - CHRIS RaZ0ULI
The user profile - GSMYTHE - GENE SMYTHI| [ CZIC21 - MARK CZICZINSKI
appears in the 7 # MBROWN -MICHELLE BRC| @ # DLELONG -DOMINIGUE LELONG  The user group
user group's— || H-E Access = DPERCE - CARCY PERCE appears in the
Users list -5 Data_Dictionan_priv Elﬁ GSMYTHE - GEME SMYTHE user profile's
B-150 elndes_priv - B Groups /_Groups list
-5 1T ¢ = [F] DATAENTRY
@-1%] RECORDS -J%] Data_Dictionary_priv
w21 RECORDS ADMIN - B Acoess

5 To grant access permissions to the user profile in addition to those
granted to the user group, continue to "Step 6: Grant Access
Permissions to User Profiles."

Note: We recommend that you only assign user profiles to the predefined user group
Data_Dictionary_priv for administrator users. This user group has access to all
functions of e*Index Administrator, including Control Key Maintenance, Event
Maintenance, configuration functions, and so on. Changes made using these
functions can affect how e*Index processes data.

Maintenance Tips — User Group Assignments

Once you assign a user profile to a user group, you can assign the user profile to additional groups,
modify the user profile's effective and expiration dates in the user group, or expire the user profile from
existing user group assignments. You can reinstate expired user group assignments if necessary.

To expire a user profile from a user group: see "Expiring a User Profile from a User Group" in Chapter
4 of this guide.

To reinstate a user profile to a user group: see "Reinstating a User Profile to a User Group" in Chapter
4 of this guide.

To modify a user profile's active dates in a user group: see "Modifying a User Profile's Active Dates in a
User Group" in Chapter 4 of this guide.
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Establishing Security

Step 6: Grant Access Permissions to User Profiles

Use the User and
Group Maintenance
window and the
Access List window
to grant access
permissions to user
profiles

In order for the users you add to be able to perform functions in any of the
e*Index applications, you must grant the appropriate kind of access to each
user profile or to the user groups to which they belong. If you assigned a
user profile to a user group that has all of the access permissions the user
profile requires, you do not need to grant any access permissions to the user

profile.
.User and Group Maintenance !E .Access Lisk !E
= Groups Users E% elndex d

-5 ADMIN B AHILL - ANGLS HILL e §g Address Twpe
-[%1 CUSTOMER SERVICE H- 7 ASTEBBING - ANDREW STEERING Alias
{51 DATAENTRY 7% BGEORGE - BRIAN GEORGE % Audit Log
#-{¥] Data_Dictionary_priv A CRAZOULI - CHRIS RAZOULI 22 Audit Trail Function
E-15] elndes_priv CAICEl - MARE CEICZIMSE] % Citizenzhip
-5 1T DLELOMG - DOMIMIGUE LELOMG % Comments
w-[%1 RECORDS DFERCE - CARCY PERCE g'irg Configurable Gusmy
-1%1 RECORDS ADMIN GSMYTHE - GENE SMYTHE % Control Key Table
-5 Security_priv HaGLER - HARRY AGLER % Country Specific Option
m-[51 TEST GROUP KLAMS - LARI LAMS §g Country T able

MAZALER - JOE MAZZLER
MEBAKER - MARCY BAKER
MBROWM - MICHELLE BROWN
MTELLEZ - M&aR1& TELLEZ
PrAS0OMN - PATTY MaSON
RBIGES - ROBERT BIGGS
SCHIU - SaM CHIU

SLICK, - STEPHEM SLICK
SLORES - SUSAM LORES
SWESTON - SHAROMN WESTON

% Department Table
% Digplay Configuration
== District of Residence
% Driver License |ssuer
== Ethnic Table

g'irg Ewent

% Ewvent Motification
=2 Gender Table

g'irg Group Access

% Group Security

TEROUCHEK. - TOMY KROUCHEE,
UI - elndex Adrministratar

§g Language Table

=2 Local ID

% Locfation Table -
< |"

-
-
]..
-
-
]..
-
-
]..
-
-
]..
-
]..
-
-
]..
-
-

DR DRDDLDBD DD DDD

P To grant permissions to user profiles
Before you begin:

v" Complete "Step 4: Add User Profiles" and optionally "Step 5: Assign
User Profiles to User Groups"

v" Identify which users require access to specific functions of any
e*Index applications (see "Step 1: Obtain User and Group
Information" earlier in this chapter)

1 On the primary toolbar, click Access Setup. The User and Group
Maintenance window appears.

B

Access Setup tool
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i

Access List tool

Establishing Security

2 On the User and Group Maintenance window, click Access List. The
Access List window appears on the right side of the window.

3 Verify the access permissions the user profile already has by
expanding the user profile name and its Access list. All functions
granted to the user profile appear in the Access folder, and specific
actions granted to the user profile appear under the appropriate
function.

.User and Group Maintenance

- Groups

ﬁ AHILL - AMGUS HILL

Eﬁ ASTEBBIMNG - AMDREW STEBBIMG
- Groups

= F Access

E% Audit Trall Funchion
----- TV Comment Audit Trail
----- L Prink Audit Trai

----- L Wiew Audit Trail
[_]% Perzon Tab
----- D Add Perzon

----- I Deactivate Person
----- L Edit Perzon

-2 |ser Security

e

Access to functions
appear in the user

4« profile's Access list

Access to specific actions
within a function appear
under the appropriate
function

4 On the Access List window, expand the Access list until the function
or action to which you want to grant access appears.

.Access List !E[ E

Expanding the
Access List displays
the available access
permissions

e*Index Security User's Guide

% Person Detail x|

-2 Person Function
----- Qx\\' Comment Perzon Search
----- . Print Perzon Search
----- B Unmazk WIP Data
A .

----- B View Person Search
-2 Person T able
----- L Add Person
----- L Deactivate Person
----- L Edit Person
]% Fhone Type

2= Potential Duplicate Function
E:I...% Pra_dafimad b asszmas

I+

3-22
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5 Do one of the following:

To assign access permission to one action at a time, drag the action from
the Access List window into the appropriate user profile name on
the User and Group Maintenance window, and then release the
mouse button. The access permission appears in the user profile's
Access list.

.User and Group Maintenance

- Groups Users
M AHILL - AMGUS HILL

=¥ ASTEBEING - ANDREW STEBBING

- Groups
- F Access
=== Audit Trail Function The new access
' By Comment Audit Trai permission appears

B Frint dudit Trai K‘ the e profile’s
B Wiew Audi Trai ceess s
[—]% Perzon Function

...... @% Yiew Perzon Search
[-]% Person Table

B Add Person

Tl Deactivate Person
LB Edit Perzon

E]---% |lzer Security

To grant access permissions to all actions within a function at one time,
drag the function from the Access List window into the
appropriate user profile name on the User and Group
Maintenance window, and then release the mouse button. The
access permissions appear in the user profile's Access list.

Maintenance Tips — User Access

Once you assign access permissions to a user profile, you can add new access permissions or expire
existing ones. You can also reinstate expired access permissions if necessary.

To expire an access permission from a user profile: see "Expiring Access Permissions" in Chapter 4 of
this guide.

To reinstate an access permission to a user profile: see "Reinstating Access Permissions" in Chapter 4
of this guide.
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Assigning Event Notifications

Overview

When you assign event notifications to users, they automatically receive a
notification via e-mail when the transactions you specify occur in the e*Index
GUIL Complete the following steps to set up event notification.

B Step 1: Verify User Information

B Step 2: Assign Event Notification to User Profiles

Important! In order for the event notification to be functional, you must develop an
e-mail e*Way that subscribes to Events published from the e*Index polling e*Way.
You may also need to modify the processing rules for the polling e*Way to ensure
that the Events from the ui_msg_detail table in the e*Index database are published
to the appropriate IQ. The e-mail address of the users who should receive event
notification appears in the last segment (the ZEN segment) of Events in the
ui_msg_detail table.

Step 1: Verify User Information

Before assigning event notification to user profiles, you need to obtain
information about the users who require event notification and the events of
which they require notification. You must also verify that each user profile
has a current and correct e-mail address for the user.

Step 2: Assign Event Notification to User Profiles

You can assign event notification to user profiles using a simple drag-and-
drop process. In order for notification to work properly for a user profile, an
active e-mail address must be associated with the user profile. If a user
profile is expired, the icon for that profile appears grayed out in the Users list
to indicate that the profile is not currently active. You cannot assign event
notifications to an inactive user profile.
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.Event Motify M=
Elg Events B
Use the Event /| PR ADD EVENT MOTIFICATION | e M AHILL - ANGUS HILL
Notify windkowto /| BH DEACTIVATE EVEMT MOTIFICATIC| i # ASTEBEING - ANDREW STEBBING
SRR ERGE EVEMT MOTIFICATICM Z0 I # BGEORGE - BRIAN GEORGE

assign event
notifications to
user profiles

----- | CACZ - MARK CZICZINGE]

----- # DDELOMG - DOMIMIGUE DELOMG
----- # DPERCE - CARCY PERCE

----- A GSMYTHE - GENE SMYTHE

----- M HAGLER - HARRY AGLER

..... A kLaMS - LARI LAMS

----- M MAZZLER - JOE MAZZLER

----- M MBAKER - MARCY EAKER

----- # MBROWHN - MICHELLE BROWMN
----- M MTELLEZ - MaRIA TELLEZ

----- A PMASON - PATTY MASON

----- # RBIGGS - ROBERT BIGGS

----- #M SCHIU - 54M CHIU

----- # SLICK - STEPHEN SLICE,

----- | SLORES -SUSAN LORES

----- M SWESTOM - SHARON WESTOM
----- A TEROUCHEE - TONY EROUCHEE
----- A 1l - elndex Administrator

Jd |

P To assign event notification to user profiles
Before you begin:

v" Complete "Step 1: Verify User Information"

1 On the primary toolbar, click Event Notification. The Event Notify
window appears.

Event Notification
tool

2 Use one of the following two methods to assign event notification:

In the Users list on the right side of the window, select the user profile to
be assigned notification, drag the user profile into the appropriate
event on the left side of the window, and then release the mouse

button.
In the Events list on the left side of the window, select the event for which

you want to assign notification, drag the event to the appropriate
user profile on the right side of the window, and then release the

mouse button.
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3 The Add Event confirmation dialog appears.

Add Event Into User Confirm
Add Event
Conﬁr”é"_iﬁlon @ add 'MERGE EYENT MNOTIFICATION' inko 'ASTEBBIMG - AMDREY STEBBIMNG'?
ialog
Yes | | Mo I
Yes 4  On the Add Event confirmation dialog, click Yes. Notification for the
Yes button selected event is added to the user profile, and the user profile

appears under the event in the Events list.

Elg Ewvents -
B ADD EVENT NOTIFICATION
=-Af DEACTIVATE EVEMT MOTIFICATION

The user profile =-Bf MERGE EVENT MOTIFICATION
appears under the il

event for which :
notification was P

assigned P

#-BR UNMERGE EVENT MOTIFICATION

=B8R 1PMATF FWFRT MOTIFICATIOM

Maintenance Tips — Event Notification

Once you assign event notification to a user profile, you can add new notifications or remove existing
ones.

To remove an event notification from a user profile: see "Removing Event Notifications from User
Profiles" in Chapter 4 of this guide.
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Chapter 4

Maintaining Security Information

About this Chapter

Overview

This chapter presents the background information and the step-by-step
instructions you need to maintain information about user profiles, user
groups, access permissions, and event notification. It also includes
information about the control keys that you use to configure e*Index

Security.

The following diagram illustrates the contents of each major topic in this

chapter.

About Security
Maintenance

User Profiles
and Groups

User Access and
Notification

System
Parameters

e*Index Security User's Guide

Learn about tasks you can perform to keep
security information and access permissions
current

Learn how to maintain information about user
profiles and user groups

Learn how to modify access permissions and
event notification assignments

Learn the how to configure the system
parametners for e*Index Security
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Learning About Security Maintenance

Overview

This section provides the background information you need in order to
maintain security information for e*Index Security.

What are Maintenance Tasks?

Once you have created the initial setup for e*Index Security, you may need to
modify some of the information about users and user groups, or you may
need to change their access permissions. Maintenance tasks may include
adding, modifying, or expiring user profiles or user groups; removing user
profiles from user groups; reinstating user profiles into user groups; expiring
or reinstating access permissions; and modifying the event notifications
assigned to a user profile. Maintenance also includes modifying certain
system parameters for e*Index that control the time-out feature and
password requirements.

What are Control Keys?

The control keys in the Configuration module of e*Index Security are system
parameters that allow you to customize how your system processes
passwords and other security information. You can perform the following
actions by changing the value of the control keys.

B Specify the number of passwords stored in the password history table
(passwords cannot be re-used until they are removed from the history

table)

B Define the length of time that an instance of e*Index Security can remain
inactive before the application shuts down

B Define a minimum password length for e*Index users

B Specify a specific length of time after which all passwords must be
changed

B For more information about the available control keys, see "About
Control Key Values" at the end of this chapter.
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A Note About Shortcuts

For most tasks involved in security maintenance, there are three different
methods of selecting commands (such as Expire User, Properties, Activate
Group, and so on). The procedures in this chapter only describe selecting
commands using the icons on the application toolbar, but you can use any of
the following methods.

B Application Toolbar
The User and Group Maintenance and Event Notify toolbars contain
icons that you can click to perform certain tasks. On the User and Group
Maintenance window, the icons change depending on whether you are
working with the Users list or the Groups list. The procedures in this
chapter illustrate these icons.

B Pop-up Menu
You can right click on the entity you are modifying to display a pop-up
menu of command options. These options provide the same commands
as the toolbar icons that are available for the active window.

® Main Menu
When you access an application window, such as the User and Group
Maintenance window, a new menu appears on the Main Menu named
Actions. This menu contains three sub-menus: Users, Groups, and Access.
The options on the sub-menus provide the same commands as the toolbar
icons that are available for the active window.
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Maintaining User Profiles and User Groups

Overview

After you create user profiles and user groups, and assign user profiles to
user groups, you can perform any of the following maintenance tasks:

View user group information

View user profile information

Modify information about a user group
Modify information about a user
Expire a user group

Reinstate an expired user group

Expire a user profile

Reinstate an expired user profile
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Viewing User Group Information

After you add a user group to e*Index Security, you may need to view
information about that user group. You can view information about the user
group, the user profiles assigned to the group, and the access permissions
granted to the group. Existing user groups appear in the Groups list on the
User and Group Maintenance window.

.Eruup Properties |
View information
about a user Group Mame:
group on the |EL|STEII'-1EH SERVICE
Group Properties
window Effective D ate: Expired D ate:;
|1 2/04/20M |EIEI;"EIEI;"EIEIEIEI
Create User: Create [ate:
|L|I |1 £/04/20M
Dezcription:
READ-OMLY ACCESS TO MEMBER INFORMATIOMN
k. Cancel oY1 Helm
» To view user group information
Before you begin:
v Identify the user group whose information you want to view
Fo— | 1 On the primary toolbar, click Access Setup. The User and Group
Maintenance window appears.

Access Setup tool

2 Double-click the Groups list to view a list of all user groups.
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The User and Group
Maintenance

window displays a

list of groups from
which you can
choose

Properties tool

k.
OK button

Maintaining User Profiles and User Groups

.User and Group Maintenance

a

T e e B e

ADMIN

CUSTOMER SERVICE
DATA ENTRY
Data_Dictionary_priv
elndes_priv

T
RECORDS
RECORDS ADMIMN
5

T

ecLnty_priv
EST GROUP

In the Groups list, select the name of the user group whose
information you want to view, and then click Properties. The Group
Properties window appears (for more information about the fields
displayed on this window, see "About User Group Fields" in Chapter
3 of this guide).

To modify information about the displayed user group, follow steps 4
and 5 under "Modifying a User Group" later in this chapter.

To close the Group Properties window and return to the User and
Group Maintenance window, click OK.

To view the user profiles assigned to a user group, double-click the
user group name and then double-click the Users folder beneath it.

To view the access permissions granted to a user group, double-click
the user group name and then double-click the Access folder beneath
it. Double-click a function name in the Access list to view specific
access permissions.

.User and Group Maintenance

=-[E7 Groups
-5 ADMIN
= [_-I EUSTDMEH SERYICE

ﬂ EGEORGE - BRIAN GEOREG

Expand the Groups
list to view user

profiles and access

permissions assigned
to a user group
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:X ______ M PMASON - PATTY MASON
P # SCHIU - SaM CHIU
- Access

WA% E vent Matification
------ E‘Q\\' Wigw Event Matification

El % Ferson Compare Function
Poohd . Yiew Person Compare
I_l == Persnn Functinn
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8 To view information about a user profile assigned to a user group,
Properties tool expand the Groups list as in step 6 above, select the user profile name,

and then click Properties. The Group\User Properties window
appears (for information about this window, see "About Group \ User
Properties Fields" following this procedure).

.Eruup"-.,User Properties E |

Use the Group\User
Properties window

to view information Beeile s
about the user IEHI'&'N GEORGE
profiles assigned to a : _
user group Azzigned Group Mame;

|ELISTEIMEH SERVICE
Effective Date: Expired D ate:
|EIE£1 RA2001 |EIEI.-’EIEI£EIEIEIEI
Create Uszer: Create Date:
|L|I |1 2/04,/20071
k. Cancel | Apply Help

9 To view information about an access permission granted to a user

- group, expand the Groups list as in step 7 above, select the

Properties tool Lo . . .
permission name, and then click Properties. The Access Properties

window appears (for information about the fields that appear on this

window, see "About Access Properties Fields" following this

procedure).
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.Access Properties E |

[aroLp:

|I:L|STEIMEFI SERYICE

bl oduile:

|E vent Motification

Access:

kaiew Ewent Matification

Effective D ate: Expired Date:
PEH R/2001 |IZII:IHIZIIZI£EIEIEIEI
Create User: Create Date:
|L|I |1 2042001
] Cancel Apply Help

About Group\User Properties Fields

The fields on the Group\User Properties window display information about
a user profile assigned to a specific user group, such as the date the user
profile was assigned to the group and the login ID of the user who assigned
the user profile to the user group.

In this field ...

type or select ...

Effective Date

Expired Date

This field ...

The date the user profile became an active member of
the selected user group.

Default: The date the user profile was assigned to the
user group

The date the user profile is no longer an active member
of the selected user group.

Default: 00/00/0000

displays this information ...

User Name

Assigned Group
Name
Create User

Create Date

e*Index Security User's Guide

The name of the user whose profile you selected.

The name of the user group you selected and of which
the user profile is a member.

The login ID of the user who assigned the user profile to
the user group.

The date the user profile was assigned to the user group.
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About Access Properties Fields

The fields on the Access Properties window display information about the

access permissions assigned to a user group or user profile, such as the date
the access permission was granted and the login ID of the user who granted

the access permission to the user group or the user profile.

In this field ...

type or select ...

Effective Date

Expired Date

This field ...

The date the user group or user profile could first use the
selected access permission.

Default: The date the access permission was granted to
the user group or user profile

The date the user group or user profile is no longer able
to use the selected access permission.

Default: 00/00/0000

displays this information ...

Group or User
Module

Access

Create User

Create Date

e*Index Security User's Guide

The name of the user group or user profile you selected.

The name of primary function to which the selected
access permission belongs. For example, if the selected
access permission were View Audit Trail, then the
module would be Audit Trail Function.

The name of the selected access permission.

The login ID of the user who granted the selected access
permission to the user group or user profile.

The date the access permission was granted to the user
group or user profile.
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Viewing User Profile Information

After you add a user profile to e*Index Security, you may need to view
information included in the user profile. You can view information about the
user profile, the user groups to which the user profile is assigned, and the
access permissions assigned to the user profile. Existing user profiles appear
on the Users list on the User and Group Maintenance window.

[Bluser Properties |

eneral | Fiegion |
View user profile

information on the Izer D
User Properties |GSMYTHE
ind
window Paszward: Canfirrm:

Ixxxxx I

Idzer Mamel First, M| and Last]

|_|SI'~WTHE

Email Address: Idzer Tope:

|GSI'-.-1YTHE@HEHE.EEIM Iﬁ.dministratnr
Effective Date: Expired D ate:

|1 2/04,/2001 |IZIEI£IJEI.I’EIEIEIEI
Create Llzer: Create Date;
|L|I |1 240442001
Dezcription;

MEMN ADMINISTRATOR; CAN ADD AND MODIFY
ISERS &MD USER ACCESS.

I- IJzer Must Change Password at Mest Logaon

F Cancel Spply Helm

» To view user profile information

Before you begin:

V" Identify the user profile whose information you want to view

o 1 On the primary toolbar, click Access Setup. The User and Group
Maintenance window appears.

Access Setup tool

2 Double-click the Users list to view a list of all user profiles.
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Maintaining User Profiles and User Groups

IS [=] E3

E|
=

bd= B

The User and Group
Maintenance window
displays a list of users
from which you can
choose

"

1+ - - - - - - - -

Dﬁkﬁkﬁkﬁ!ﬁm}ﬂ?ﬁ?ﬁ!ﬁ?

WATFACM

Properties tool

SHILL - AMGUS HILL
ASTEBBIMG - ANDREW STEBBING
EGEORGE -BRIAN GEORGE
CR2Z0OULI - CHRIS
CZICEN - MARK CEICZEINEK]
DLELOMG - DOMIMIGUE LELONG
DPERCE - CARCY PERCE
GSMYTHE - GEME SMYTHE
HAGLER - HARRY AGLER
FLAMS - LARI LAMS

N a7 rn

Ra0UL

3 In the Users list, select the name of the user profile whose information
you want to view, and then click Properties. The User Properties
window appears (for more information about the fields displayed on

this window, see "About User Profile Fields" in Chapter 3 of this

guide).

4 Do any of the following;:

To view the regions associated with the displayed user profile, click the
Region tab. The Region page appears, and displays the available
regions and the regions associated with the profile.

To modify information about the displayed user profile, follow steps 4 and
5 under "Modifying a User Profile" later in this chapter.

Ok, 5
OK button

To close the User Properties window and return to the User
Maintenance window, click OK.

6 To view the user groups assigned to the user profile, double-click the
name of the user profile, and then double-click the Groups list

beneath it.

7 To view the access permissions granted to the user profile, double-
click the name of the user profile, and then double-click the Access list
beneath it. Double-click the name of a function to view the specific
access permissions granted.

.User and Group Maintenance

[ Groups

Expand the Users list
to view user groups
and access
permissions assigned
to a user profile

N

/
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Uzers
£-# AHILL - ANGUS HILL
= ﬁ ASTEBBIMG - ANDREW STEBEING
= E? Groups
/7 ------ [5] Security_priv
B3 Access
F-22 Audit Trail Function
=8 % Person Function
------ B View Person Search
I 22 Person Table
== User Security
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8 To view information about a user group to which a user profile is
assigned, expand the Users list as in step 6 above, select the user
group name, and then click Properties. The User\Group Properties
window appears (for information about the fields that appear on this
window, see "About User\Group Properties Fields" following this

Properties tool

procedure).
.User"-.,Eruup Properties |
Use the User\Group
Properties window
to view information GTDUD_ Nam.e:
about the user [Security_piiv

groups to which a

profile is assigned Inciuded User Mame:

If-‘-.NDHE'W' STEBEING

Effective D ate; Ewpired D ate:
lZIEa"I 542001 |EIIZI.-’EIIZI£EIEIEIIII
Create ser: Create D ate:
|L|I |1 2/04./2001
k. Cancel | Apply Help

9 To view information about an access permission granted to a user
profile, expand the Users list as in step 7 above, select the permission
name, and then click Properties. The Access Properties window
appears (for information about the fields that appear on this window,
see "About Access Properties Fields" earlier in this chapter).

Properties tool
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]|

.Access Properties

Use the Access
Properties window
to view information
about the access
permissions granted
to a user profile

Izer:

If-‘-.NDHE'W' STEBEIMG

b oduile:
|F'ersu:un Function

Aooess
|"\-'iew Perzon Search
Effective D ate: Expired Date:
PEH R/2001 |EIEI;"EIEI;"EIEIEIEI
Create Uzer: Create Date;
|L|I |‘I 2/0442001
] Cancel Apply Help

About User\Group Properties Fields

The fields on the User\Group Properties window display information about
a user group to which the selected user profile is assigned, such as the date
the user profile was assigned to the group and the login ID of the user who
assigned the user profile to the user group.

In this field ...
Effective Date

type or select ...

The date the user profile became an active member of
the selected user group.

Default: The date the user profile was assigned to the
user group

The date the user profile is no longer an active member
of the user group.

Default: 00/00/0000

Expired Date

This field ...

displays this information ...

Group Name

Included User
Name

Create User

Create Date

e*Index Security User's Guide

The name of the selected user group.

The name of the selected user profile, which is assigned
to the selected user group.

The login ID of the user who assigned the user profile to
the user group.

The date the user profile was assigned to the user group.
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Modifying a User Group

After you add a user group to e*Index Security, you may need to modify
some of the group's information. You can select the user group you want to
edit from the Groups list on the User and Group Maintenance window.

.Eruup Properties |
Use the Group
Properties window Group Marme:
to change |I:LISTEII'-1EFI SERVICE
information about _
a user group Effective [ ate: Expired D ate:
|1 2/04/2001 |EIIII£EIIZI£EIIZIEIIZI
Create Uszer: Create Date:
|L|I |1 24044200
Dezcription:
READ-OMLY ACCESS TO MEMBER INFORMATION
k. Cancel oY1 Helm
» To modlfy a user group
Before you begin:
v Identify the user group information you need to change
Gy | 1 On the primary toolbar, click Access Setup. The User and Group
Maintenance window appears.

Access Setup tool
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2 Double-click the Groups list to view a list of existing user groups.

The User and Group
Maintenance

window displays a

list of groups from
which you can
choose

Properties tool

El 5

Save tool

Apply
Apply button

aE.
OK button

e*Index Security User's Guide

.User and Group Maintenance

w151 ADMIM

%] CUSTOMER SERVICE
DATA EMTRY
Data_Dictionary_priv
elndex_priv

IT

RECORDS
RECORDS ADkIM
Securby_priv

TEST GROUF

o e o e e A

Select the user group you want to modify, and then click Properties.
The Group Properties window appears.

Change the value of any open field on the window (for more
information, see "About User Group Fields" in Chapter 3 of this
guide).

Tip: You can modify the user group's expiration or effective date to modify
the date the user group’s activity begins or ends.

Do one of the following:

To save your changes and leave the Group Properties window open, click
Save or Apply. The changes are saved to the database.

To save your changes and close the Group Properties window, click OK.
The changes are saved to the database and the User and Group
Maintenance window reappears.
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Modifying a User Profile

After you add a user profile to e*Index Security, you may need to retrieve
and modify some of the saved information. Select the user profile you want
to edit from the Users list on the User Maintenance window.

.User Properties |
Use the User General | Fegion |
Properties window
to modify user User ID:
profile information IGSMYTHE
Fazsword: Confirm:

Ixxxxx I

Idzer Mame[ First, k| and Lasgt]

|_|SMYTHE

Email Address: Idzer Tope:

|GSI'-.-1YTHE@HEFEE.EEIM Iﬁ.dministratnr
Effective Date: Expired D ate:

|1 2/04,/2001 |EIEI£EIEI.-’EIEIEIEI
Create Lzer: Create Date;
|L|I |1 20442001
Dezcription:

MEN ADMINISTRATOR; CAN ADD AND MODIFY
LISERS aMD USER ACCESS.

I- IJzer Must Change Password at Mest Logon

k. Cancel Apply Helm

» To modify a user profile

Before you begin:

v Identify the profile information you need to change

o | 1 On the primary toolbar, click Access Setup. The User and Group

Maintenance window appears.
Access Setup tool
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2

The User and Group
Maintenance window
displays a list of users

from which you can

choose

Properties tool

:

Add button

all >
Add All button

i

Remove button

All ¢
Remove All button

:

Double-click the Users list to view a list of existing user profiles.

|lzers

- AHILL - ANGUS HILL

A ASTEBEING - ANDREW STEBEING
¥ BGEORGE - ERIAN GEORGE
R CRA-0UL - CHRIS Raz0LL
& [ZICZ] - MAREK CZICZINGE]
& DLELOMG - DOMIMIGUE LELOMG
-#4 DPERCE - CARCY PERCE

-3 GSMYTHE - GEME SMYTHE

-#A HAGLER - HARRY AGLER

A KLAMS - LARI LS

By ATFICM IO WA M

£

Select the user profile you want to modify, and then click Properties.
The User Properties window appears.

Change the value of any open field on the window (for more
information, see "About User Profile Fields" in Chapter 3 of this
guide).

Tip: You can change the user profile’s expiration or effective date to modify
the date the user profile’s activity begins or ends.

To change the regions to which a user profile is assigned, click the
Region tab and do any of the following:

To assign a new region to the user profile, select the region in the
Available Regions list on the left side of the window, and then
click Add. The region appears in the Selected Regions list. Repeat
this step for each region you need to assign to the user profile.

To assign all regions to the user profile, click Add All

To remove a region from the user profile, select the region in the Selected
Regions list on the right side of the window, and then click
Remove. Repeat this step for each region you want to remove.

To remove all regions from the user profile, click Remove All.
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El 6

Save tool

Apply
Apply button

ak.
OK button

Do one of the following:

To save your changes and leave the User Properties window open, click
Save or Apply. The changes are saved to the database.

To save your changes and close the User Properties window, click OK. The
changes are saved to the database and the User and Group
Maintenance window reappears.

Expiring a User Group

If a user group is no longer valid, you can expire the group. When you
expire a group, any access permissions granted to the group are no longer
valid. You may need to reassign user profiles to new user groups or verify
user access permissions after you expire a user group.

.User and Group Maintenance !EI E

Use the User and
Group Maintenance
window to expire a

user group

=7 Groups

-5 ADMIN

&-[5] CUSTOMER SERVICE
@51 DATAEMTRY

[*] Data_Dictionary_priv
[G_-I elndes_priv

&[5 1T

#-{*] RECORDS
-] RECORDS ADMIM
[57] Security_priv

-[%] TEST GROUP

A AHILL - ANGUS HILL

# ASTEBBING - ANDREW STEBBING
- BGEORGE - BRISM GEORGE
- CRAZOULI - CHRIS RaZ0ULI
- [ZICZ] - MARK CZICZINSK]

- DLELONG - DOMIMIGUE LELONG
¥ DPERLCE - CARCY PERCE

- GSMYTHE - GEME SMYTHE

- HAGLER - HARRY AGLER

A ELAMS - LARI LAMS

A MAZZLER - JOE MAZZLER

A MBAKER - MARCY BAKER

- MBROWHN - MICHELLE BROWN
H-# MTELLEZ - MA&RIA TELLEZ
B PMASON - PATTY MASON

#-# RBIGGS - ROBERT BIGGS

% SCHIU - SamM CHIU

¥ SLICK - STEPHEM SLICK,

- SLORES - SUSAN LORES

B SWESTOM - SHAROM WESTON
¥ TKROUCHEK - TOMY KROUCHEK,
ﬁ Ul - elndex Administrator

- [

» To expire a user group

Before you begin:

Oy 1

Access Setup tool

v" Obtain the name of the user group to be expired

On the primary toolbar, click Access Setup. The User and Group
Maintenance window appears.

Double-click the Groups list to display a list of existing groups.
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-h | 3 Select the name of the user group you want to expire, and click Expire
Group. The icon for the selected group becomes grayed out to
indicate that it is no longer active.

.User and Group Maintenance

=-FF Groups

-5 ADMIM

---I“_'I CUSTOMER SERVICE
; DATAENTRY
Drata_Dictionary_priv
elndes_priv
IT
RECORDS
RECORDS ADBIM
Securnty_priv
TEST GROUP

Expire Group tool

The icon for

an expired .

user group is
grayed out

)

[ 15 | & 5

4 To view the expiration date for the expired user group, click
Properties. Today's date appears in the Expired Date field.

Properties tool

[Eraup Marme:

ID'&"T'&' EMTEY The date the user
group was expired

Effective Date: Expired D ate: appears on the

[4/03/2001 [4/04/2001 4 Group Properties
window

Create Uszer: Create Date:

|L|I |I]4£Eld.f'2EIEI'I

Tip: You can also expire a user group by modifying the Expired Date directly. For
more information, see "Modifying a User Group” earlier in this chapter.

Reinstating an Expired User Group

You can reinstate an expired user group, if necessary. All previous user
profile assignments are reinstated when you reinstate the group. If
individual profiles were previously removed from the group, they are not
reinstated when you reinstate the group.

P To reinstate an expired user group
Before you begin:

v" Obtain the name of the user group to be reinstated
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o | 1 On the primary toolbar, click Access Setup. The User and Group

Maintenance window appears.
Access Setup tool

2 Double-click the Groups list to display a list of user groups.

.User and Group Maintenance

= Groups

£ 159 ADMIN
CUSTOMER SERVICE
DATA EMTRY
Drata_Dictionany_priv
elndex_priv
IT
RECORDS
RECORDS ADBIM
Securnty_priv
TEST GROUP

The User and Group

Maintenance
window displaysa ___

list of all user groups

FEREREES E

ﬂ | 3 Select the user group to reinstate, and then click Activate Group. The
icon for the user group is no longer grayed out, indicating that it is
currently active.

.User and Group Maintenance

715 ] ADMIN
%] CUSTOMER SERVICE

A5 DATAENTRY

Activate Group tool

The icon for the /V

.
.
o
reactivated user #1151 Data_Dictionary_priv
group returns to its ] -5 elndex_priv
active state H-EIT
&-[%] RECORDS
=51 RECORDS ADMIN
[G_-I Security_priv
=-1%] TEST GROUP

4 To view the user group's new effective and expiration dates, click
Properties. On the Group Properties window, the expiration date is
00/00/0000, and the effective date is the current date.

Properties tool

Group Mame:
|Df-'-.T.-’-‘« EMTRY
Effective [ ate: Expired Date:
The effective date /FMDMEDD-I IDWDWDDDD \ The expiration date
changes to today's Create User; Create Date: becomes
date o [0470472001 00/00/0000
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Tip: You can also reinstate a user group by modifying the Expired Date directly.
For more information, see "Modifying a User Group” earlier in this chapter.

Expiring a User Profile

If a user profile is no longer valid, you can expire the profile. When you
expire a user profile, that user can no longer log in to any e*Index
applications.

.User and Group Maintenance !El E

=7 Groups
Use the User and 5] ADMIN
Group w1 %] CUSTOMER SERVICE
Maintenance [5] DATAEMTRY

window to expire [*] Drata_Dictionary_priv

¥ AHILL - ANGUS HILL

7% ASTEBBING - AMDREW STEBBING
1 # BGEORGE - BRIAN GEORGE

# CRAZOULI - CHRIS RAZ0ULI

= .
user profiles IG_—I elndey_priv A [ZIC2) - MARE CZICZIMSKI
[F1IT ## DLELOWG - DOMIMIGUE LELOMG
: -#% DPERCE - CARCY PERCE

[°] RECORDS
711 RECORDS ADMIN - ¥ GSMYTHE - GEME SMYTHE
# HAGLER - HARRY AGLER
H-# KLAMS - LARI LAMS
A MAZZLER - JOE MAZZLER
# MBAKER - MARCY BAKER
# MBROWMN - MICHELLE BROWHN
B MTELLEZ - MARIA TELLEZ
B PMASOM - PATTY MASON
E-# RBIGGS - ROBERT BIGGS
F--# SCHIU - SAM CHIU
# SLICK - STEPHEM SLICK
# SLORES - SUSAN LORES
# SWESTON - SHAROM WESTON
# TKROUCHEK - TONY KROUCHEK
A--# Ul - elndex Sdministrator

[£3
[%] Security_priv
[*] TEST GROUP

» To expire a user profile
Before you begin:
v" Obtain the name of the user profile to expire

o 1 On the primary toolbar, click Access Setup. The User and Group
Maintenance window appears.
Access Setup tool

2 Double-click the Users list to display a list of existing user profiles.

-! 3 Select the name of the user profile you want to expire, and click

Expire User. The icon for the selected user profile becomes grayed

Expire User tool < s - .
Xpire Lser1oo out to indicate that it is no longer active.
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.User and Group Maintenance !El

Thee;c;:egozsi; -2 (Groups E@ Uszers
profile becomes™ | ﬂ_ AHILL - AMGUS HILL
grayed out \ ﬂ_ ASTEBBING - ANDREW STEBBIMG
% BGEORGE -ERIAN GEORGE
B 1 CRAZOULL - CHRIS RaZ0UL
-8 CZICZ] - MARK CZICZINSK
¥ DDELOMG - DOMIMIGUE DELONG

ﬂ_ CPERCE - CARCY PERCE
- % GSMYTHE - GENE SMYTHE

4 To view the expiration date for the expired user profile, click
Properties. Today's date appears in the Expired Date field.

Properties tool

Idzer Mamel First, tI and Last]

[cHRIS [ [Razouw

E mail &ddress: Uzer Type:

[RAZOULI@HERE MED [Fegular The date the user
profile was expired

Effective Date: Expired D ate: appears on the User

|EIEH1 EA001 |‘I 2/0442001 A Properties window

Tip: You can also expire a user profile by modifying the Expired Date directly. For
more information, see "Modifying a User Profile” earlier in this chapter.

Reinstating an Expired User Profile

You can reinstate an expired user profile, if necessary. All previous group
assignments are reinstated when you reinstate the profile. If a user profile
was previously removed from a particular group, it is not reassigned to that
group when you reinstate the profile.

P To reinstate an expired user profile
Before you begin:

v" Obtain the name of the expired user profile to be reinstated

o | 1 On the primary toolbar, click Access Setup. The User and Group

Maintenance window appears.
Access Setup tool

2 Double-click the Users list to display a list of user profiles, and then
highlight the user profile you want to reinstate.
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.User and Group Maintenance !El

H- Graups =-[8] Users

ﬂ_ AHILL - AMGUS HILL

ﬂ_ ASTEBBING - AMDREW STEBBIMG

ﬂ_ BGEORGE - BRIAM GEORGE
Maintenance S 'ﬂ CRAZOULL - CHRIS RA2OUL

window displays a | —— |7 = # 22 - MARK CZICZINSK

list of all user [+-% DDELONG - DOMINIQUE DELONG
profiles i@ DPERCE - CARCY PERCE

ﬂ_ GSMYTHE - GEME SMYTHE

The User and Group

-:"' | 3 On the User Group Maintenance toolbar, click Activate User. The
icon for the user profile is no longer grayed out, indicating that it is
currently active.

.User and Group Maintenance

Activate User tool

. -5 Groups Users
The icon for the
reactivated user ' - AHILL - ANGUS HILL
profile returns to its ﬁ ASTEBBING - AMDREW STEBBING
active state —~ - BGEORGE - BRIAN GEORGE

B CRAAOLL - CHRIS RAZOUL
-FA CZICZ - MAREK C2ICZINGK]
%4 DLELOMG - DOMINIGQUE LELONG
%% DPERCE - CARCY PERCE

%4 GSMYTHE - GEME SMYTHE

4 To view the new effective and expiration dates for the user profile,
b s 100l click Properties. On the User Properties window, the expiration date
erties . . .
roperties too is 00/00/0000, and the effective date is the current date.
Idzer Mame[ First, k| and Lasgt]
[ [Razoou
The effective date Email Address: Ilzer Tope: The expiration date
changes to today's [CREZOULI@HERE MED  [Regular / 38383}3000
date \4 Effective Date: Expired D ate:
I'I 2/04,/2001 IDD.-"DD;"DEIEII:I

Tip: You can also reinstate a user profile by modifying the Expired Date directly.
For more information, see "Modifying a User Profile” earlier in this chapter.
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Maintaining User Access and Notification

Overview

When user access requirements change, you may need to update their
assigned access permissions, change the user group to which a user profile
belongs, or change the events of which the user is currently notified. To
maintain user access permissions and event notification for e*Index, you can
perform any of the following tasks:

Expire a user profile from a user group
Reinstate a user profile to a user group
Modify a users active dates in a user group
Expire access permissions

Reinstate access permissions

Modify access permission active dates

Remove event notification from a user profile

Expiring a User Profile from a User Group

Use the User and
Group Maintenance
window to expire a

user profile from a
user group

If a user's responsibilities change, you may need to expire their user profile
from one or more of the user groups to which it is assigned. When you
expire a user profile from a user group, the user no longer has the access
permissions of that user group.

[Bluser and Group Maintenance H=]

- Groups
-5 ADMIN
[*]| CUSTOMER SERWICE
7] DATAENTRY
[®] Data_Dictionany_priv

A AHILL - AMGUS HILL

-3 ASTEBBING - ANDREW STEBBING
% BGEORGE - BRIAN GEORGE

-4 CRAZOULL - CHRIS RAZOUL

B elndes_priv - CZICZ] - MARK CZICZINSE
E1T %% DLELONMG - DOMIMIQUE LELONG
[*] RECORDS -# DPERCE - CARCY PERCE
[®] RECORDS ADMIN -8 GSMYTHE - GEME SMYTHE
[5] Securty_priv -4 HAGLER - HARRY AGLER

H-E] TEST GROUP - ELAMS - LARI LAMS

- MAZZLER -J0E MaZZLER

- MEBAKER - MARCY BAKER

% MBROWM - MICHELLE BROWwN
-# MTELLEZ - M&RIA TELLEZ
- PMASON - PATTY MASOM

A FEIGGS - ROBERT BIGGS

A SCHIU - Sam CHIU

% SLICK - STEPHEN SLICK,

% SLORES - SUS&M LORES

- SWESTOM - SHAROMN WESTON
-# TEROUCHEE - TONY KROUCHEE
-4 Ul - elndex Administrator
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» To expire a user profile from a user group
Before you begin:
v Identify the user profile and the user group from which it should be

expired

1 On the Primary toolbar, click Access Setup. The User and Group
Maintenance window appears.

B

Access Setup tool
2 To expire the user from a user group using the Users list:

¢ Expand the Users list until the user group from which you
want to expire the user profile appears under the user profile
name.

|Jzers

M AHILL - ANGUS HILL

-5 ASTEBBIMG - AMDREW STEBBING
-# BGEORGE - BERI&N GEORGE

- CRaZ0ULL - CHRIS RazZouLl

- CZICZ] - MARK CZICZIMSEK]

- Groups

| [rata_Drictionary_priv

t.[%] RECORDS ADMIN

- ® Access

Expand the Users
list to display the
user group from
which you want to
expire the user
profile

B

¢ Select the name of the user group, and then click Expire
User/Group. The user group icon is grayed out for the
selected user profile. In the Groups list, the user profile icon
becomes grayed out for the selected user group.

]

Expire User/Group

profile becomes

tool
= Groups = Users
Ii'l ADMIN A AHILL - ANGUS HILL
---I‘_'I CUSTOMER SERWICE ﬂ_ ASTEBBIMG - AMDREW STEBEIMG
Iﬂ DATAENTRY ﬁ BGEORGE - BERIAMN GECRGE
The icon for the user =151 Data_Dictionary_priv E-# CRAZOULI - CHRIS RAZOLILI
BBl Users B CZICZI - MARK CZICZINSKI

grayed out under
the user group

e*Index Security User's Guide

Ll C2ICZ) - MARK. CZICZINSKI
L8 GSMYTHE - GEME SMyTHE
A 1l - elndex Administrator
B Access

o U Aleden i

The icon for the user group
becomes grayed out under the
user profile

4-25

ElE? Groups
i g-I80 Data_Dictiohary_priv

/|8 RECORDS ADMIN
B Access

/|2 AT ORI RORdRIATE RET AR
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3 To expire the user profile from a user group using the Groups list:

¢ Expand the Groups list until the user profile you want to
expire appears under the user group name.

.User and Group Maintenance

B Groups
-5 ADMIN
=-%] CUSTOMER SERVICE
(5] DATAENTRY
El U Data_Dictionary_priv
- : Jzers
Groups list to . # [2ICZ - MARK C2ICZINGK)
view the user —‘—* - # GSMYTHE - GENE SMYTHE
profile you want ‘

Expand the

to expire -4 Ul - elndex Administrator
T ] .-'f-.ccess
— = [
e Select the name of the user profile, and then click Expire
.}E | Group/User. The icons become grayed out as described in
Expire Group/User step 2 to indicate the user profile is expired from the user
tool group.

Tip: You can also expire a user profile from a user group by modifying the
expiration date on either the User\Group Properties window or the Group\ User

Properties window. For more information, see "Modifying a User’s Active Dates in
a User Group” later in this chapter.
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Reinstating a User Profile to a User Group

If a user profile is expired from a user group in error, or needs to be granted
that group's access permissions again, you can reinstate the user profile to the
user group. This action changes the effective date to the current date, and the

expiration date to 00/00/0000.

.User and Group Maintenance

=] B3

Use the User and =2 Groups =N

(2] ADMIN

Group Maintenance :
P [5] CUSTOMER SERVICE

window to reinstate
a user profile to a
user group

=-51 R
#-[%] RECORDS ADMIN
; 5

i

ECORDS

ecurity_priv
EST GROUF

& AHILL - ANGUS HILL

(- ASTEBBING - ANDREW STEERING
- BGEORGE - BRIAN GEORGE
[ CRAZOULI - CHRIS RAZOLULI
[ CZICZ] - MARK CZICZINGK]
(-4 DLELONG - DOMINIGUE LELONG
-4 DPERCE - CARCY PERCE

[ GSMYTHE - GENE SMYTHE
[ HAGLER - HARRY AGLER

[ KLAMS - LARI LAMS

B MAZZLER - JOE MAZZLER

i MBAKER - MARCY BAKER

[ ¥ MEROWN - MICHELLE BROWN
[ # MTELLEZ - MARIA TELLEZ
- PMASON - PATTY MASON

¥ RBIGGS - ROBERT BIGGS

(% SCHIU - SAmM CHIU

- SLICK - STEPHEN SLICK.

- SLORES - SUSAN LORES

- SWESTON - SHARON WESTON
- TKROUCHEK - TONY KROUCHEK
- %% Ul - elndex Admiristrator

r

P To reinstate a user profile to a user group

Before you begin:

v Identify the user profile and the user group to which it should be

reinstated

Oy | 1 On the Primary toolbar, click Access Setup. The User and Group

Maintenance window appears.
Access Setup tool
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2 To reinstate the user to a user group using the Users list:

¢ Expand the Users list until the user group to which you want

to reinstate the user profile appears under the user profile
name.

Uzers

b5 AHILL - AMGLS HILL

ﬁ ASTEBEIMG - sMDREW STEBEING
ﬁ BGEORGE - ERlAM GEORGE
---ﬁ CRAZOLULI - CHRIS Ra2aLL

Display the user £ 9 CZICZ - MARK CZICZINSK)
group to which EE? ETDUDS N .
the user profile™ || . -1 Data_Dictionary_priv

will be reinstated || i | [*1 RECORDS ADMIM

- ET Access
1. # MNFINME - OORINIOTF RFL NG

ﬁ | e Select the name of the user group, and then click Activate
= User/Group. The user group icon returns to its active state for
Activate the selected user profile. In the Groups list, the user profile
User/Group tool P : p ’ p

icon returns to its active state for the selected user group.

.User and Group Maintenance

EE? Groups =k
E-[51) ADMIN

# AHILL - ANGUS HILL

-5 CUSTOMER SERVICE ¥ ASTEEBING - ANDREW STEBBING

[':I DATAEMTRY # EGEORGE - BRIAM GEORGE

=151 Data_Dictionary_priv - CRAZOUL - CHRIS RAZOULI  The icon for the

= [l [Users - [CZICZ1 - MARK CZICZINSKI  user group
@ CACZ) - MARK CZICZINSK] = Groups

‘D/—returns to its
%] Data_Dictionary_priv active state
L.J%] RECORDS ADMIM

F- T8 Access

The icon for the

user profile
returns to its™ | |

active state

A GSMYTHE - GEME SMYTHE
.. %8 || - elndex Administrataor
#-Td Access

3 To reinstate the user profile to a user group using the Groups list:

¢ Expand the Groups list until the user profile you want to
reinstate appears under the user group name.

.User and Group Maintenance

view the icon for ——_|
the user profile
to be reinstated

=% Groups
-5 ADMIN
#-15 CUSTOMER SERVICE
Expand the w1 DATAENTRY
Groups list to =)

Ao
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@ ¢ Select the name of the user profile, and then click Activate
Group/User. The user profile icon returns to its active state

for the selected user group. In the Users list, the user group

icon returns to its active state for the selected user profile.

Activate
Group/User tool

Tip: You can also reinstate a user profile to a user group by modifying the expiration
date on either the User\ Group Properties window or the Group\User Properties
window. For more information, see "Modifying a User's Active Dates in a User
Group” later in this chapter.

Modifying a User's Active Dates in a User Group

When you add a user profile to a user group, you may want to specify a
specific date on which the user profile should be activated in the user group
or on which the user profile is automatically expired from the user group.
You can do this by modifying the effective or expiration date on either the
User\Group Properties window or the Group \User Properties window.
Information updated on one window is automatically updated on the other.

.User"-.,Eruup Properties E |

Use the User\Group
Properties window
(or the Group\User [Eroup Mame;

Properties window) |Securit_l,l_|:lri\.f

to modify a user's
active dates within a
user group

|neluded User Marme:
I-'-‘-.NDFIEW STEBEIMG

Effective Date: Expired D ate:
PEH'I B/20M |EIEI.-’EIEI£EIEIEIEI
Create User: Create Date:
|L|I |1 240442001
] 4 Cancel | Apply Help
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» To modify a user's active dates in a user group
Before you begin:
V" Identify the user profile whose information you want to modify

o | 1 On the Primary toolbar, click Access Setup. The User and Group

Maintenance window appears.
Access Setup tool

2 To modify the information from the User\Group Properties window:

e Expand the Users list to display all user profiles, double-click
the name of the user profile, and then double-click the Groups
list beneath the user profile.

Expand the user profile's B AHILL - ANGUS HILL

Groups list to see all user Elﬁ ASTEBBIMG - ANDREW STEBBING
groups to which it EIE.I' Groupz
is assigned - B ADMIN

% Acoess
&-# BGEORGE - BRIAN GEORGE

¢ Select the name of the user group for which you want to
modify user assignment information, and then click
Properties. The User\Group Properties window appears.

Properties tool . . . .
e Modify the date fields as needed (for more information about

the fields on this window, see "About User \Group Properties
Fields" earlier in this chapter).

k.
OK button

¢ On the User\Group Properties window, click OK. The
User\Group Properties window closes.
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3 To modify the information from the Group\User Properties window:

¢ Expand the Groups list to display all user groups, double-click
the name of the user group, and then double-click the Users
list beneath the user profile.

.User and Group Maintenance

= Groups

- [5] ADMIN
{51 CUSTOMER SERVICE
{51 DATAENTRY
Data_Dictionary_priv
elndex_priv
T
RECORDS
RECORDS ADMIM
Securiby_priv
Jzers
# ASTEEBING - AMDREW STEBEING
A 1] - elndex Administrator

Cmuoa

e e

Expand the user
group's Users list

e Select the name of the user profile you want to modify, and
then click Properties. The Group\User Properties window
Properties tool appears.

.Eruup"-.,User Properties |

Ilzer Mame:
|BFII:’-‘-.N GEDORGE

Azzigned Group Mame:
|EL|STEII‘-*IEH SERWICE

On the Group\User
Properties window,

: e Effective D ate: Expired D ate:
dif t d
T o o e [0E/15/2001 [00/00/0000
user profile's user
group assignments Create User: Create D ate:
|L|I |1 2/04/20
k. Cancel | Apply Help

e Modify the date fields as needed (for more information about
these fields, see "About Group\User Properties Fields" earlier

in this chapter).
oK ¢ On the Group\User Properties window, click OK. The
OK button Group\User Properties window closes.
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Expiring Access Permissions

If a user or user group no longer requires access to a specific function, you
can expire their access to that function. If you know that a user or user group
will no longer require access to a specific function as of a certain date in the
future, you can specify an expiration date in advance. For more information
about setting future expiration dates, see "Modifying Access Permission
Active Dates" later in this chapter.

Use the User and
Group Maintenance
window to expire
access permissions
from a user profile
or user group

.User and Group Maintenance

M[=] E3

=7 Groups

#-{5] ADMIN

-[&] CUSTOMER SERVICE
7-{5] DATAENTRY

7[5 Data_Dictionary_priv
[*7] elndes_priv

51T

[*] RECORDS

&-1%] RECORDS ADMIN
15 Security_priv

R AHILL - ANGUS HILL

- ASTEBBING - ANDREW STEBBING
-4 BGEDRGE - BRIAN GEORGE

- CRAZOULI - CHRIS RaZ0ULI

- CZICZ| - MARK CZICZINSK]

-7 DLELONG - DOMIMIGUE LELONG
-4 DPERCE - CARCY PERCE

- GSMYTHE - GENE SYTHE

- HAGLER - HARRY AGLER

-[®] TEST GROUP - ELAMS - LARI LAMS

- MAZZLER - JOE MAZZLER
- MBAKER - MARCY BAKER

4 MEBROWHN - MICHELLE BROWN
4 MTELLEZ - MaRIA TELLEZ

- PMASON - PATTY MASON

% FBIGGS - ROBERT BIGGS

& SCHIU - S54M CHIU

& SLICK - STEPHEM SLICK.

% SLORES - SUSAN LORES

- SWESTOM - SHAROM WESTON
- TKROUCHEE, - TONY KROUCHEE,
- Ul - elndex Administrator

[

P To expire access permissions
Before you begin:

V" Identify the kinds of access you need to expire for certain user profiles
and user groups

V" Make sure that the user profiles and user groups for whom you want
to remove access have already been assigned the permissions

o | 1 On the primary toolbar, click Access Setup. The User and Group

Maintenance window appears.
Access Setup tool

2 Expand either the Groups or Users list until you see the user group or
user profile from which you want to expire access permissions, and
then double-click the name of the user profile or user group.
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3 Double-click the access folder under the appropriate user group or
user profile, and then double-click the function associated with the
action you want to modify.

.User and Group Maintenance [ [t
Expand the Users =-[F Groups I zers
or Groups list to i 57 ADMIM £ AHILL - ANGUS HILL
view the access = EUSTDMEFI SERVICE L—"_Iﬁ ASTEBBING - ANDRE STEBBING
permission you Uszers - [ Groups
want to expire E-§ Access B Access
[#-22 Event Notification =122 Audit Trail Function
i =2 Person Compare Function f ----- Ly Comment dudit Trai
E| == Person Function P E]% Prirat Auidit T rail
i ----- L Commert Person Search P L ievy audit T rail
L Print Perzon Search l % Ewent

----- Qﬁ Unmazk WIP Data l % Perzon Campare Function
B4 View Perzon Search -2 Person Functlan

B e e m e m i mm————

4 Do one of the following;:

Iﬁg To expire access permission to only one action, select the access
Expire Current permission you want to expire, and then chck. E>'<p1r.e Current
Access Access. The icon for the expired access permission is grayed out
to indicate that it is not currently active.

ﬁ AHILL - AMGUS HILL
=% ASTEBEING - ANDREW STEBBING

E? Groups
The icon for the - F Access
selected action (View =- % it Trail Function
Aufj'tht';a‘l) you P L Commert Audit Trai
expire ecomes | NG ] Fri t.":". dt T |
arayed out \AE:: tiek Audit Trai
2= Event
- == Person Compare Function
M B Onreris O oiembimes
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>4 To expire access permissions to an entire function (such as the Person
- Compare Function) and all associated actions, select the function you
Expire all Access want to expire and then click Expire all Access.

tool
.User and Group Maintenance

=-EF Groups
-5 ADMIN
|._-_||‘_-| CUSTOMER SERWICE

All icons under the - F Access
selected function 22 Event Motification
(Person Compare) 22 Person Compare Function
become grayed out to = =& Person Function
indicate they are no ‘ -8 Comment Person Search
longer active B Print Person Search

----- B Unmask ¥IP Data
- W View Person Search
% Perzon Table

ﬁ | To expire all access permissions for the selected user profile or user group,
select the Access list for the user profile or user group and then
Expire all Access click Expire all Access Under Current Group.

Under Current

Group tool .User and Group Maintenance

F-Er Groups

-1 ADMIN
=151 CUSTOMER SERVICE
' |Jzers

All icons under the = Access
selected Access list _W —-2= Event Matification
become grayed out to————— | B, Add Event Motification
indicate they areno | 1 . B Delete Event Motification
longer active || L S Edit Event Matification

----- B View Event Natification
EI.% Perzon Compare Funchion
----- \ Comment Person Compare
----- ‘\ Print Person Compare

----- ‘\ Yiew Perzon Compare
[-]% Person Funchion

----- B Comment Person Search
----- S Print Person Search

| A e

Tip: You can also expire access permissions from user profiles and user groups by
modifying the expiration date on the Access Properties window for either the user
group or user profile. For more information, see "Modifying Access Permission
Active Dates” later in this chapter.
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Reinstating Access Permissions

If necessary, you can restore previously expired access permissions to a user
profile or user group. When you restore an access permission, the expiration
date is removed and the current date is inserted as the new effective date.

.User and Group Maintenance !IEI E

B Groups
-5 ADMIN
[¥] CUSTOMER SERWICE
[*] DATAENTRY
[%] Data_Dictionary_priv

B AHILL - ANGUS HILL
 ASTEEBING - ANDREW STEBEING
# BGEORGE - BRIAN GEORGE

| CRAZOULI - CHRIS RaZouL

Use the User and
Group Maintenance

window to reinstate [*] eltdex_priv | [C2IC2 - MARK C2ICZINSKI
access permissions to [5717 % DLELOMG - DOMINIGUE LELONG
a user profile or user [*] RECORDS # DPERCE - CARCY PERCE
group [5] RECORDS ADMIN # GSMYTHE - GEME SMYTHE
[] Securty_priv # HAGLEFR - HARRY AGLER

&1 TEST GROUP A KLAMS - LAR] LaMS

M MAZZLER - JOE MAZZLER

M MBAKER - MARCY BAKER

# MBROWHN - MICHELLE BROWN
# MTELLEZ - M&RIS TELLEZ

A PMASOM - PATTY MASON

# RBIGGS - ROBERT BIGGS

# SCHIU - SaM CHIU

4 SLICK - STEPHEM SLICK,

# S|LORES - SUSAM LORES

# SWESTON - SHAROM WESTON
# TKROUCHEE - TOMY KROUCHEE,
-8 Ul - elndex &dministrator

[#]

P To reinstate access permissions
Before you begin:

v" Identify the kinds of access you need to reinstate for certain user
profiles and user groups

V" Make sure that the user profiles and user groups for whom you want
to reinstate access have already had the appropriate permissions
expired

Oy | 1 On the primary toolbar, click Access Setup. The User and Group

Maintenance window appears.
Access Setup tool

2 Expand either the Groups or Users list, and then double-click the user
group or user profile to which you want to reinstate access
permissions.

3 Double-click the Access list under the selected user group or user

profile, and then double-click the function name associated with the
access permission you want to reinstate.
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.User and Group Maintenance

Expand the Users
or Groups list to
view the access
permission you
want to reinstate

EB Groups Jsers
I‘_'I ADMIN : - AHILL - AMGUS HILL
=157 CUSTOMER SERVICE =4 ASTEBBING - ANDREW STEBEIMG

Users
E-E Access
% Ewent Matification
% Person Campare Function
E% Perzon Function
- M Comment Person Search
B, Print Person Search
B, Unmask ¥IP Data
- View Person Search
22 Person Table

5 Do one of the following:

FEs:

Activate Current
Access

active state.

The icon for the
access permission
you reactivated

B‘ Groups

Eﬁ Aroess

E% Audit Trail Function

§ I Comment dadit Trai
4, Print Audit Trail
s Vi Audit Trail
.% Event

_% Perzon Compare Function
.% Person Function

£

¥ BGEORGE - BRIAN GEORGE

To reinstate access permission to only one action, select the access
permission you want to reinstate, and then click Activate Current
Access. The icon for the expired access permission returns to its

W AHILL - ANGLS HILL

E? Groups
B @ Access

returns to its active
state

e*Index Security User's Guide

El% Audit Trail Function
C B Comment Audit Trail
Print Audit Trail

=N
\A View Audit T rail
% Ewent

2% Person Function
-4 BGEORGE - BRIAN GEORGE

4-36

% Person Compare Funchion

- # ASTEBBING - ANDREW STEBBING
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ay To reinstate access permissions to an entire function (such as the Person
Compare Function) and all associated actions, select the function you
Activate all Access want to reinstate and then click Activate all Access.

tool
.User and Group Maintenance

B[ Groups
7151 ADMIN

CUSTOMER SERVICE

&l Users
B Acces:
% Ewent Matification
EI% Perzon Compare Function
----- W Comment Person Compare

-2 5

All icons under the

selec:ed f;m?;lo.n /V ----- . Prirt Perzon Compare
reamrothelr I 7 b ‘\ iew Person Compare
active states to :

indicate they are EI% Perzon Function
activate again | | i 7 @:\\, Comment Person Search

----- L Print Perzon Search
----- L Unmask VIP Data
----- L. Yiew Person Search

hj To reinstate access permissions to all actions for a user group or user profile,
select the Access list of the user group or user profile and then
Activate all Access click Activate all Access Under Current Group.

Under Current

Group tool .User and Group Maintenance

=-[E% Groups
5151 ADMIN
L:_||‘_-| CUSTOMER SERVICE

=& Users
All icons under the SR
selected Access list v Ewent Matification
return to their | =2 Person Compare Function
active stateto | 1 i L] @% Comment Perzon Compare
indicate.they are b e L Print Person Compare
active again | 1 L] B Wiew Perzon Compare

[-]% Perzon Function

----- ‘@% Comment Perzon Search
----- L Print Person Search

----- T Urmask VIP Data

----- @% Wiew Perzon Search
]% Persaon T able

=2 Llser Security

I+

Tip: You can also reinstate access permissions to user profiles and user groups by
modifying the expiration date on either the Access Properties window for the group
or profile. For more information, see "Modifying Access Permission Active Dates”
later in this chapter.
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Modifying Access Permission Active Dates

Modify the effective
and expiration dates
for an access
permission on the
Access Properties
window

B

Access Setup tool

By modifying the active dates for an access permission granted to a user
profile or user group, you can specify that the access permission is not
available to the user group or user profile until a future date. You can also
specify the current date or a future date for the access permission to expire
from the user group or user profile.

.Access Properties E |
[FroLip:

|I:L|5TEIMEH SERWICE

b oduile:
|E vent Motification

Access:
kaiew Ewent Matification

Effective D ate: Expired Date:
PEH R/2001 |IZII:IHIZIIZI£EIEIEIEI
Create User: Create Date:
|L|I |1 2042001
] Cancel Apply Help

» To modify access properties

Before you begin:

V" Identify the kinds of access you need to modify for certain user
profiles and user groups

V" Make sure that the user profiles and user groups for whom you want
to modify access properties already have the appropriate access
permissions assigned

1 On the primary toolbar, click Access Setup. The User and Group
Maintenance window appears.

2 Expand either the Groups or Users list, and then double-click the user

group or user profile for which you want to modify access permission
dates.
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3 Double-click the Access folder for the appropriate user group or user
profile, and then double-click the name of the function associated
with the access permission you want to modify.

.User and Group Maintenance

= Groups
-5 ADMIN
El['s_—l CUSTOMER SERVICE
Expand the Access | Users
list to view a list of . - Access

access permissions \E\‘% Ewent Motification
TR i Evert Notification

% Person Compare Function
# == Person Function
w-[5] DATAENTRY

4 Select the access permission you want to modify, and click Properties.
The Access Properties window appears.

Properties tool

5 Modify any of the date fields on the Access Properties window (for
more information, see "About Access Properties Fields" earlier in this

chapter).
0K 6 On the Access Properties window, click OK. The Access Properties
OK button window closes and the User and Group Maintenance window

reappears. If you expired the access permission, the associated icon is
grayed out to indicate the permission is inactive.
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Removing Event Notification from a User Profile

When a user no longer requires notification of certain events for which they
are currently receiving emails, you can remove the user profile from the
appropriate event notification lists.

.Event Motify M=
Use the Event =52 Events 28] Users
Notify window B8 ADD EVENT NOTIFICATION | . AHILL - ANGUS HILL
to remove event B8 DEACTIVATE EVENT NOTIFICATIC) @ ASTEBBING - ANDREW STEBEING
notifications from ER=AfMERGE EVERNT NOTIFICATICIN S IS # BGEORGE - BRIAM GEORGE

----- M CZICZ - MARK CZICZINSK

..... # DDELONG - DOMINIGUE DELONG
..... # DPERCE - CARCY PERCE

BB UNMERGE EVENT MOTIFICATION | . GSMYTHE - GENE SMYTHE

[ UPDATE EVENT NOTIFICATION | # HAGLER - HARRY AGLER

..... # KLAMS - LARI LAMS

..... A MAZZLER - JOE MAZZLER

..... # MBAKER, - MARCY BAKER

..... # MBEROWN - MICHELLE BROWN
..... # MTELLEZ - M&RIA TELLEZ

..... A PMASOM - PATTY MASON

..... # RBIGGS - ROBERT BIGGS

..... # SCHIU - SAM CHIU

..... # SLICK - STEPHEN SLICK

..... # SLORES - 5USAN LORES

..... # SWESTON - SHARDN WESTON
..... # TKROUCHEK - TONY KROUCHEK
----- 1| - elndex Administrator

user profiles

1 |

» To remove event notifications from user profiles
Before you begin:

V" Identify the users who no longer need to receive all of their currently
assigned email notifications

1 On the primary toolbar, click Event Notification. The Event Notify
window appears, displaying a list of events for which users can be

Event Notification notified on the left and a list of existing user profiles on the right.

tool
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2 In the Event list on the left side of the window, expand the event for
which you want to remove notification.

.Event Motify

Elg Ewvents
Highlight the user - ADD EVENT NOTIFICATION
profile to be - DEACTIVATE EVENT NOTIFICATION
removed from__| =B MERGE EVENT NOTIFICATION
_the event - ASTEBBING - ANDREW STEBBING
notification list - GSMYTHE - GENE SMYTHE

\A« ----- M HAGLER - HARRY AGLER

----- M MaZZLER - JOE MAZZLER
¥ SLORES - SUSAN LORES
=-Af UMMERGE EVEMT MOTIFICATION

=-Af UPDATE EVEMNT MOTIFICATIOMN

3 Do one of the following:

ﬂ To remove notification for a single user, select the appropriate user
Remove Current profile and then click Remove Current Users. The user profile is
User tool removed from the event.
Wleventvotfy
Eg Events
=-BH ADD EVENT MOTIFICATION
The selected user E-E DEACTIATE EVENT MOTIFICATION
profile, HAGLER =R MERGE EVEMT MOTIFICATION
is removed from
the list
=-BH UMMERGE EVEMT MOTIFICATION
=-BH UFDATE EVENT MOTIFICATION
ﬂ To remove the event notification for all users, select the event from which
you want to remove all user profiles and then click Remove All
RemOVte AI“ Users Users. All user profiles that were previously assigned the selected
(e]o)

event are removed.

Eg Ewvents
E-’E ADD EVENT MOTIFICATION
i-BH DEACTIVATE EVEMNT MOTIFICATION

All user profiles
are removed

e e i fMEFIGE EVENT MOTIFICATION
seleFt.ed feven.t's +-Bf UNMERGE EVENT NOTIFICATION
notification list BB UPDATE EVENT NOTIFICATION
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Configuring Security Parameters

Overview

When e*Index Security is installed at your location, the control keys are set to
their default values. You may need to modify these values to suit your
security requirements. Configuring your control keys is a 2-step process.

B Step 1: Determine Your Configuration Requirements

B Step 2: Modify Control Key Values

Step1: Determine Your Configuration Requirements

Before you begin to modify your control key values, you should determine
the values that will best suit your security requirements. Analyze your
current internal security policies to determine the most appropriate values
for the control keys. Before you begin, review the control key descriptions
under "About Control Key Values" later in this chapter. Your SeeBeyond
project manager can also help you determine the appropriate values for your

system.

Step 2: Modify Control Key Values

You can modify the value of any existing control key in e*Index Security.
Before you modify these values, you should perform an analysis of how your

changes may affect processing.

.Euntrnl Key Maintenance !El E
—Master
Use the Control Key — -
X X ey | Dezcription | Walue | [rate Time |
Maintenance window

&5 PASEXPJNUMEER OF DaS UNTIL PA5SWOR[EES
IDLETIMER  |NUMBER OF SECONDS INACTRTY B0
MINFAWDLEN [MINIMUM PASSWORD LENGTH |4
PASSHIST  |MUMBER OF PASSWORD TO KEEP In4

to modify control key
values in e*Index
Security

1241342000 13:27:19

[12/13/2001 13:27:19
[12/13/2001 13:27:19
[12/13/2001 13:27:19

Addbew | Delste

—Detail

Last Maodified: 1241342001 13:27:13

RO TO

PIRED

Saye

Cloze [Farice]
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» To modify control key values

Before you begin:

V" Complete "Step1: Determine Your Configuration Requirements"

% | 1 On the Primary toolbar, click Control Key. The Control Key

Control Key tool

Maintenance window appears.

2 In the upper portion of the Control Key Maintenance window, select
the control key you want to modify. The detailed information for that
key appears in the lower portion of the window.

3 In the lower portion of the window, modify the control key value (for
more information, see “About Control Key Fields” and "About

LI

Save tool

Control Key Values" following this procedure).

When you have filled in the fields, click Save. Your changes are

saved to the database.

About Control Key Fields

The control key fields, located on the Control Key Maintenance window,
allow you to specify the values you want to associate with each control key.

In this field ...

type or select ...

Description

Value

This field ...

A short description of the control key. This description is
predefined, but you can modify it if desired.

The value associated with the selected control key (for
more information about the keys and their default values,
see "About Control Key Values" following this section).

displays this information ...

Key
Last Modified

e*Index Security User's Guide

The name of the control key you are modifying.

The date that the control key was created or was last
updated.
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About Control Key Values

When you modify control keys, you typically only need to modify the value
of the control key. The table below lists and describes each control key along
with their default values.

This control
key ... allows you to ...

DAYSPASEXP Specify the length of time (in days) a password can be
active. At the end of the predetermined time period, the
password expires and the user is prompted to enter a new
password upon logging on to the system.

Default: 365

MINPWDLEN Specify a minimum password length that is enforced by
e*Index Security. A warning message appears when a
user creates a password that does not meet the minimum
number of characters allowable, and the user is prompted
for a different password.

Default: 4

IDLETIMER Specify a period of inactivity (in seconds) after which any
of the e*Index applications automatically signs a user off.
For example, if this value is set to 15, and a user is running
e*Index Administrator, then the application will close
automatically if it is not used for 15 seconds. This does not
apply to the security application, which closes
automatically after 10 minutes of inactivity regardless of
the value of this control key.

Default: 0

PASSHIST Define a specific number of passwords that are retained in
each user's password history. A history of passwords per
user is maintained in the database, and passwords that still
exist in the password history cannot be reused.

Default: 4
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Access Permission Definitions

About this Appendix

Overview

This appendix provides descriptions for each of the access permissions that
you can assign to the users of the e*Index applications. The permissions are
categorized by e*Index application and then by the functions that appear in
the Access List of e*Index Security.

e*Index Global Identifier Access Permissions

The following access permissions appear in the Access List of e*Index
Security and allow users to perform specific functions in the e*Index Global
Identifier GUI.

Alias Access Permissions

This access
permission ... allows a user to ...

Add Alias Add an alias to a member profile on the View/Edit Person
window. To activate this permission, you must also grant
access to the View Person Search permission (located in
Person Function).

Delete Alias Delete an alias from a member profile on the View/Edit
Person window. To activate this permission, you must also
grant access to the View Person Search permission (located
in Person Function).

Edit Alias Modify information about an alias on the View/Edit Person
window. To activate this permission, you must also grant
access to the View Person Search permission (located in
Person Function).
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Audit Log Access Permissions

This access
permission ... allows a user to ...
View Audit Log Perform a search for audit log entries and view the search

results. This permission also gives you the ability to view
details about the audit log entries.

Audit Trail Function Access Permissions

This access

permission ... allows a user to ...

Comment Audit View and add comments from the Audit Trail window. To

Trail activate this permission, you must also grant the View
Audit Trail permission.

Print Audit Trail Print member histories from the Audit Trail window. To
activate this permission, you must also grant the View
Audit Trail permission.

View Audit Trail View member histories on the Audit Trail window.

Comments Access Permissions

This access
permission ... allows a user to ...
Add Comments Add comments to a member profile from the Potential

Duplicate, Comparison, Merge, and Audit Trail windows.
In order to activate this permission, you must also grant
access to view one of these functions and to view the
comments for that function.

Note: The access permission to give users the ability to
view comments from the Merge window is the Comment
Person Compare permissions under the Person Compare
function.

Delete Comments Delete comments from a member profile from the
Potential Duplicate, Comparison, Merge, and Audit Trail
windows. In order to activate this permission, you must
also grant access to view one of these functions and to
view the comments for that function.

Print Comments Print comments for a member profile from the Potential
Duplicate, Comparison, Merge, and Audit Trail windows.
In order to activate this permission, you must also grant
access to view one of these functions and to view the
comments for that function.
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About this Appendix

Local ID Access Permissions

This access
permission ...

allows a user to ...

Add New Local ID

Add new local identifier and system pairs to member
profiles. To activate this permission, you must also grant
the View Local ID permission and the View Person Search
permission (located in Person Function).

Deactivate Local ID

Deactivate existing local identifier and system pairs in
member profiles. To activate this permission, you must
also grant the View Local ID permission and the View
Person Search permission (located in Person Function).

Edit Local ID

Modify local identifier and system pairs to member
profiles. To activate this permission, you must also grant
the View Local ID permission and the View Person Search
permission (located in Person Function).

View Local ID

View a member's local identifiers on the Local ID tab of the
View/Edit Persons window. To activate this permission, you
must also grant the View Person Search permission
(located in Person Function).

Merge Access Permissions

This access
permission ...

allows a user to ...

View Merge

View member profiles on the Merge window. This
permission does not allow you to perform a Merge. To
assign merge privileges, you must grant the Merge
Potential Duplicates permission (located in Potential
Duplicate Function).

Person Compare Access Permissions

This access
permission ...

allows a user to ...

Comment Person
Compare

View and add comments associated with the member
profiles displayed on the Compare Persons or Merge
Persons window. To activate this permission, you must
also grant the View Person Compare permission or the
View Merge permission.

Print Person
Compare

Print a comparison of the member profiles displayed on
the Compare Persons window. To activate this permission,
you must also grant the View Person Compare permission.

View Person
Compare

View a comparison of two member profiles on the
Compare Persons window.
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Person Detail Access Permissions

This access
permission ... allows a user to ...
Print Person Detail | Print detailed information about member profiles from the

View/Edit Person window. To activate this permission, you
must also grant the View Person Search permission
(located under Person Function).

Person Function Access Permissions

This access

permission ... allows a user to ...

Comment Person View, add, and delete comments from the View/Edit Person
Search window. To activate this permission, you must also grant

the View Person Search permission.

Print Person Search | Print a list of member profiles returned from a search on
the Search window. To activate this permission, you must
also grant the View Person Search permission.

Unmask VIP Data View all data for member profiles with a VIP status of VIP or
employee (otherwise, certain data is hidden). To activate
this permission, you must also grant the View Person
Search permission.

View Person Search | Perform a search for member profiles and view the results
list. This permissions also grants permission to view
detailed information about member profiles on the
View/Edit Person window. This does not grant permission
to view local ID and systems assigned to a user profile.

Person Table Access Permissions

This access

permission ... allows a user to ...

Add Person Add new member profiles to the e*Index database using
the Add Person window.

Deactivate Person Deactivate member profiles using the View/Edit Person
window. To activate this permission, you must also grant
the View Person Search permission (located under Person
Function).

Edit Person Modify information about members using the View/Edit
Person window. To activate this permission, you must also
grant the View Person Search permission (located under
Person Function).
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Potential Duplicate Function Access Permissions

This access
permission ...

allows a user to ...

Associated Record
Potential Duplicate

Print the records displayed on the Associated Records
dialog. This dialog appears when you select a potential
duplicate pair with multiple associated potential duplicates.
To activate this permission, you must also grant the View
Potential Duplicate permission

Comment Potential
Duplicate

View and add comments associated with the member
profiles displayed on the Potential Duplicate Compare
window. To activate this permission, you must also grant
the View Potential Duplicate permission or the View Merge
permission.

Merge Potential
Duplicate

Merge two potential duplicate profiles that are displayed
on the Potential Duplicate Compare, Merge Persons, or
Compare Persons window. To activate this permission, you
must also grant the View Potential Duplicate, View Merge,
or View Person Compare permission.

Print Potential
Duplicate

Print potential duplicate comparisons from the Potential
Duplicate Compare window. To activate this permission,
you must also grant the View Potential Duplicate
permission.

Resolved Potential
Duplicate

Resolve potential duplicates that you determine are not
duplicates of one another (on either the Potential
Duplicate Compare window or the Compare Persons
window). To activate this permission, you must also grant
the View Potential Duplicate permission or the View
Person Compare permission.

View Potential
Duplicate

Perform a search for potential duplicates, and view the
results list and side-by-side comparisons of potential
duplicate records.

UnMerge Function Access Permissions

This access
permission ...

allows a user to ...

View UnMerge

Unmerge two member profiles that were previously
merged.
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e*Index Administrator Access Permissions

The following access permissions appear in the Access List of e*Index
Security and allow users to perform specific functions in the e*Index

Administrator GUIL

Address Type Access Permissions

this access
permission ...

allows a user to ...

Add Address Type

Add new address types in Common Table Maintenance. To
activate this permission, you must also grant the View
Address Type permission.

Delete Address
Type

Delete existing address types in Common Table
Maintenance. To activate this permission, you must also
grant the View Address Type permission.

Edit Address Type

Modify information about existing address types in
Common Table Maintenance. To activate this permission,
you must also grant the View Address Type permission.

View Address Type

View information about the existing address types in
Common Table Maintenance.

Citizenship Access Permissions

This access
permission ...

allows a user to ...

Add Citizenship

Add new citizenships in Common Table Maintenance. To
activate this permission, you must also grant the View
Citizenship permission.

Delete Citizenship

Delete existing citizenships in Common Table
Maintenance. To activate this permission, you must also
grant the View Citizenship permission.

Edit Citizenship

Modify information about existing citizenships in Common
Table Maintenance. To activate this permission, you must
also grant the View Citizenship permission.

View Citizenship

View information about the existing citizenships in
Common Table Maintenance.
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Configurable Query Access Permissions

This access
permission ...

allows a user to ...

Add Configurable
Query

This access permission is not currently active, but may be
used for future functionality.

Delete
Configurable Query

This access permission is not currently active, but may be
used for future functionality.

Edit Configurable

Edit queries in the Configurable Query function. To
activate this function, you must also grant access to the
View Configurable Query permission.

View Configurable
Query

View queries in the Configurable Query function.

Control Key Table Access Permissions

This access
permission ...

allows a user to ...

Add Control Key

Add new control keys to e*Index on the Control Key
Maintenance window. To activate this permission, you
must also grant the View Control Key permission. It is not
recommended that you grant this permission to users.

Delete Control Key

Delete control keys from e*Index on the Control Key
Maintenance window. To activate this permission, you
must also grant the View Control Key permission. Itis
strongly recommended that you do not grant this
permission to any user.

Edit Control Key

Edit the values of the system parameters on the Control
Key Maintenance window. To activate this permission, you
must also grant the View Control Key permission.

View Control Key

View the system parameters for e*Index on the Control
Key Maintenance window.

Country Specific Option Access Permissions

This access
permission ...

allows a user to ...

Edit Country
Specific Option

Modify the configuration settings on the Country Specific
Options window. To activate this permission, you must
also grant the View Country Specific Options permission.

View Country
Specific Option

View the configuration settings on the Country Specific
Options window.
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Country Table Access Permissions

This access
permission ...

allows a user to ...

Add Country

Add new countries in Common Table Maintenance. To
activate this permission, you must also grant the View
Country permission.

Delete Country

Delete existing countries in Common Table Maintenance.
To activate this permission, you must also grant the View
Country permission.

Edit Country

Modify information about existing countries in Common
Table Maintenance. To activate this permission, you must
also grant the View Country permission.

View Country

View information about the existing countries in Common
Table Maintenance.

Department Table Access Permissions

This access
permission ...

allows a user to ...

Add Department

Add new departments in Common Table Maintenance. To
activate this permission, you must also grant the View
Department permission.

Delete Department

Delete existing departments in Common Table
Maintenance. To activate this permission, you must also
grant the View Department permission.

Edit Department

Modify information about existing departments in
Common Table Maintenance. To activate this permission,
you must also grant the View Department permission.

View Department

View information about the existing departments in
Common Table Maintenance.

Display Configuration Access Permissions

This access
permission ... allows a user to ...
Add Display This access permission is not currently active, but may be

Configuration

used for future functionality.

Delete Display
Configuration

This access permission is not currently active, but may be
used for future functionality.

Edit Display
Configuration

Edit field labels in the Display Configuration function. To
activate this function, you must also grant access to the
View Display Configuration permission.
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This access
permission ...

allows a user to ...

View Display
Configuration

View field labels in the Display Configuration function.

District of Residence Access Permissions

This access
permission ...

allows a user to ...

Add District of
Residence

Add new districts of residence (DORs) in Common Table
Maintenance. To activate this permission, you must also
grant the View District of Residence permission.

Delete District of
Residence

Delete existing DORs in Common Table Maintenance. To
activate this permission, you must also grant the View
District of Residence permission.

Edit District of
Residence

Modify information about existing DORs in Common Table
Maintenance. To activate this permission, you must also
grant the View District of Residence permission.

View District of
Residence

View information about the existing DORs in Common
Table Maintenance.

Driver License Issuer Access Permissions

This access
permission ...

allows a user to ...

Add Driver License
Issuer

Add new driver license issuers in Common Table
Maintenance. To activate this permission, you must also
grant the View Driver License Issuer permission.

Delete Driver
License Issuer

Delete existing driver license issuers in Common Table
Maintenance. To activate this permission, you must also
grant the View Driver License Issuer permission.

Edit Driver License
Issuer

Modify information about existing driver license issuers in
Common Table Maintenance. To activate this permission,
you must also grant the View Driver License Issuer
permission.

View Driver License
Issuer

View information about the existing driver license issuers
in Common Table Maintenance.
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Ethnic Table Access Permissions

This access
permission ...

allows a user to ...

Add Ethnicity

Add new ethnicities in Common Table Maintenance. To
activate this permission, you must also grant the View
Ethnicity permission.

Delete Ethnicity

Delete existing ethnicities in Common Table Maintenance.
To activate this permission, you must also grant the View
Ethnicity permission.

Edit Ethnicity

Modify information about existing ethnicities in Common
Table Maintenance. To activate this permission, you must
also grant the View Ethnicity permission.

View Ethnicity

View information about the existing ethnicities in Common
Table Maintenance.

Event Access Permissions

This access
permission ... allows a user to ...
Add Event Add new events in Common Table Maintenance. To

activate this permission, you must also grant the View
Event permission.

Delete Event

Delete existing events in Common Table Maintenance. To
activate this permission, you must also grant the View
Event permission.

Edit Event Modify information about existing events in Common
Table Maintenance. To activate this permission, you must
also grant the View Event permission.

View Event View information about the existing events in Common

Table Maintenance.

Event Notification Access Permissions

Notification

This access
permission ... allows a user to ...
Add Event Add new event notification codes in Common Table

Maintenance. To activate this permission, you must also
grant the View Event Notification permission.

Delete Event
Notification

Delete existing event notification codes in Common Table
Maintenance. To activate this permission, you must also
grant the View Event Notification permission.
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This access
permission ...

allows a user to ...

Notification

Edit Event Modify information about existing event notification codes

Notification in Common Table Maintenance. To activate this
permission, you must also grant the View Event
Notification permission.

View Event View information about the existing event notification

codes in Common Table Maintenance.

Gender Table Access Permissions

This access
permission ... allows a user to ...
Add Gender Add new genders in Common Table Maintenance. To

activate this permission, you must also grant the View Sex
permission.

Delete Gender

Delete existing genders in Common Table Maintenance.
To activate this permission, you must also grant the View
Sex permission.

Edit Gender

Modify information about existing genders in Common
Table Maintenance. To activate this permission, you must
also grant the View Sex permission.

View Gender

View information about the existing genders in Common
Table Maintenance.

Language Table Access Permissions

This access
permission ...

allows a user to ...

Add Language

Add new languages in Common Table Maintenance. To
activate this permission, you must also grant the View
Language permission.

Delete Language

Delete existing languages in Common Table Maintenance.
To activate this permission, you must also grant the View
Language permission.

Edit Language

Modify information about existing languages in Common
Table Maintenance. To activate this permission, you must
also grant the View Language permission.

View Language

View information about the existing languages in Common
Table Maintenance.
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Location Table Access Permissions

This access
permission ...

allows a user to ...

Add Location

Add new locations in Common Table Maintenance. To
activate this permission, you must also grant the View
Location permission.

Delete Location

Delete existing locations in Common Table Maintenance.
To activate this permission, you must also grant the View
Location permission.

Edit Location

Modify information about existing locations in Common
Table Maintenance. To activate this permission, you must
also grant the View Location permission.

View Location

View information about the existing locations in Common
Table Maintenance.

Marital Status Access Permissions

This access
permission ...

allows a user to ...

Add Marital Status

Add new marital statuses in Common Table Maintenance.
To activate this permission, you must also grant the View
Marital Status permission.

Delete Marital
Status

Delete existing marital statuses in Common Table
Maintenance. To activate this permission, you must also
grant the View Marital Status permission.

Edit Marital Status

Modify information about existing marital statuses in
Common Table Maintenance. To activate this permission,
you must also grant the View Marital Status permission.

View Marital Status

View information about the existing marital statuses in
Common Table Maintenance.

Nationality Access Permissions

This access
permission ...

allows a user to ...

Add Nationality

Add new nationalities in Common Table Maintenance. To
activate this permission, you must also grant the View
Nationality permission.

Delete Nationality

Delete existing nationalities in Common Table
Maintenance. To activate this permission, you must also
grant the View Nationality permission.

Edit Nationality

Modify information about existing nationalities in
Common Table Maintenance. To activate this permission,
you must also grant the View Nationality permission.
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This access
permission ...

allows a user to ...

View Nationality

View information about the existing nationalities in
Common Table Maintenance.

Non-unique Identifier Access Permissions

This access
permission ...

allows a user to ...

Add Non-unique ID

Add new non-unique ID types in NonUnique ID Definition
Maintenance. To activate this permission, you must also
grant the View Non-unique ID permission.

Delete Non-unique
ID

Delete existing non-unique ID types in NonUnique ID
Definition Maintenance. To activate this permission, you
must also grant the View Non-unique ID permission.

Edit Non-unique ID

Modify information about existing non-unique ID types in
NonUnique ID Definition Maintenance. To activate this
permission, you must also grant the View Non-unique 1D
permission.

View Non-unique
ID

View information about the existing non-unique ID types
in NonUnique ID Definition Maintenance.

Person Category Access Permissions

This access

permission ... allows a user to ...

Add Person Add new person categories in Common Table

Category Maintenance. To activate this permission, you must also

grant the View Person Category permission.

Delete Person

Delete existing person categories in Common Table

Category Maintenance. To activate this permission, you must also
grant the View Person Category permission.

Edit Person Modify information about existing person categories in

Category Common Table Maintenance. To activate this permission,

you must also grant the View Person Category permission.

View Person
Category

View information about the existing person categories in
Common Table Maintenance.
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Phone Type Access Permissions

This access
permission ...

allows a user to ...

Add Phone Type

Add new phone types in Common Table Maintenance. To
activate this permission, you must also grant the View
Phone Types permission.

Delete Phone Type

Delete existing phone types in Common Table
Maintenance. To activate this permission, you must also
grant the View Phone Types permission.

Edit Phone Type

Modify information about existing phone types in Common
Table Maintenance. To activate this permission, you must
also grant the View Phone Types permission.

View Phone Type

View information about the existing phone types in
Common Table Maintenance.

Pre-defined Messa

ges Access Permissions

This access
permission ...

allows a user to ...

Add Pre-defined
Messages

Add new predefined messages in Pre-defined Msg
Maintenance. To activate this permission, you must also
grant the View Pre-defined Messages permission.

Delete Pre-defined
Messages

Delete existing predefined messages in Pre-defined Msg
Maintenance. To activate this permission, you must also
grant the View Pre-defined Messages permission.

Edit Pre-defined
Messages

Modify information about existing predefined messages in
Pre-defined Msg Maintenance. To activate this permission,
you must also grant the View Pre-defined Messages
permission.

View Pre-defined
Messages

View information about the existing predefined messages
in Pre-defined Msg Maintenance.

Race Table Access Permissions

This access
permission ... allows a user to ...
Add Race Add new races in Common Table Maintenance. To activate

this permission, you must also grant the View Race
permission.

Delete Race

Delete existing races in Common Table Maintenance. To
activate this permission, you must also grant the View Race
permission.
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This access

permission ... allows a user to ...

Edit Race Modify information about existing races in Common Table
Maintenance. To activate this permission, you must also
grant the View Race permission.

View Race View information about the existing races in Common
Table Maintenance.

Region Table Access Permissions

This access
permission ... allows a user to ...
Add Region Add new regions in Common Table Maintenance. To

activate this permission, you must also grant the View
Region permission.

Delete Region

Delete existing regions in Common Table Maintenance. To
activate this permission, you must also grant the View
Region permission.

Edit Region

Modify information about existing regions in Common
Table Maintenance. To activate this permission, you must
also grant the View Region permission.

View Region

View information about the existing regions in Common
Table Maintenance.

Religion Table Access Permissions

This access
permission ... allows a user to ...
Add Religion Add new religions in Common Table Maintenance. To

activate this permission, you must also grant the View
Religion permission.

Delete Religion

Delete existing religions in Common Table Maintenance.
To activate this permission, you must also grant the View
Religion permission.

Edit Religion

Modify information about existing religions in Common
Table Maintenance. To activate this permission, you must
also grant the View Religion permission.

View Religion

View information about the existing religions in Common
Table Maintenance.
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Rule Set Access Permissions

This access
permission ...

allows a user to ...

Edit Rule Set

Modify rule set information and load new rule set files in
the Rule Set Maintenance function, and modify the content
of the rule set files in the View File Content function. To
activate this permission, you must also grant the View Rule
Set permission.

Important! Editing the Vality rule sets requires a very
strong knowledge of the Vality matching algorithm and
how it is implemented in e*Index. This permission should
be granted sparingly.

View Rule Set

View information in Rule Set Maintenance about the Vality
rule sets that are available to the matching algorithm. This
access permission also allows users to view the rule set
files in the View File Content function.

Source Table Access Permissions

This access
permission ...

allows a user to ...

Add Source

Add new sources in Common Table Maintenance. To
activate this permission, you must also grant the View
Source permission.

Delete Source

Delete existing sources in Common Table Maintenance.
To activate this permission, you must also grant the View
Source permission.

Edit Source

Modify information about existing sources in Common
Table Maintenance. To activate this permission, you must
also grant the View Source permission.

View Source

View information about the existing sources in Common
Table Maintenance.

State Code Access Permissions

This access
permission ...

allows a user to ...

Add State

Add new states in Common Table Maintenance. To
activate this permission, you must also grant the View State
permission.

Delete State

Delete existing states in Common Table Maintenance. To
activate this permission, you must also grant the View State
permission.
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This access
permission ...

allows a user to ...

Edit State Modify information about existing states in Common Table
Maintenance. To activate this permission, you must also
grant the View State permission.

View State View information about the existing states in Common

Table Maintenance.

Status Table Access Permissions

This access
permission ... allows a user to ...
Add Status Add new member statuses in Common Table Maintenance.

To activate this permission, you must also grant the View
Status permission.

Delete Status

Delete existing member statuses in Common Table
Maintenance. To activate this permission, you must also
grant the View Status permission.

Edit Status Modify information about existing member statuses in
Common Table Maintenance. To activate this permission,
you must also grant the View Status permission.

View Status View information about the existing member statuses in
Common Table Maintenance.

Suffix Table Access Permissions

This access

permission ... allows a user to ...

Add Suffix Add new suffix in Common Table Maintenance. To activate

this permission, you must also grant the View Suffix
permission.

Delete Suffix

Delete existing suffixes in Common Table Maintenance. To
activate this permission, you must also grant the View
Suffix permission.

Edit Suffix Modify information about existing suffix in Common Table
Maintenance. To activate this permission, you must also
grant the View Suffix permission.

View Suffix View information about the existing suffix in Common

Table Maintenance.
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System Messages Access Permissions

This access

permission ... allows a user to ...

Add System Add new system messages in System Message
Messages Maintenance. To activate this permission, you must also

grant the View System Messages permission.

Delete System

Delete existing system messages in System Message

Messages Maintenance. To activate this permission, you must also
grant the View System Messages permission.

Edit System Modify information about existing system messages in

Messages System Message Maintenance. To activate this permission,

you must also grant the View System Messages permission.

View System
Messages

View information about the existing system messages in
System Message Maintenance.

System Table Access Permissions

This access
permission ... allows a user to ...
Add System Add new systems in System Maintenance. To activate this

permission, you must also grant the View System
permission.

Delete System

Delete existing systems in System Maintenance. To
activate this permission, you must also grant the View
System permission.

Edit System

Modify information about existing systems in System
Maintenance. To activate this permission, you must also
grant the View System permission.

View System

View information about the existing systems in System
Maintenance.

Title Table Access Permissions

This access

permission ... allows a user to ...

Add Title Add new titles in Common Table Maintenance. To activate
this permission, you must also grant the View Title
permission.

Delete Title Delete existing titles in Common Table Maintenance. To
activate this permission, you must also grant the View Title
permission.

Edit Title Modify information about existing titles in Common Table
Maintenance. To activate this permission, you must also
grant the View Title permission.
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This access

permission ... allows a user to ...

View Title View information about the existing titles in Common
Table Maintenance.

Veteran Status Table Access Permissions

This access
permission ... allows a user to ...

Add Veteran Status | Add new veteran statuses in Common Table Maintenance.
To activate this permission, you must also grant the View
Veteran Status permission.

Delete Veteran Delete existing veteran statuses in Common Table
Status Maintenance. To activate this permission, you must also
grant the View Veteran Status permission.

Edit Veteran Status | Modify information about existing veteran statuses in
Common Table Maintenance. To activate this permission,
you must also grant the View Veteran Status permission.

View Veteran Status | View information about the existing veteran statuses in
Common Table Maintenance.

VIP Table Access Permissions

This access

permission ... allows a user to ...

Add VIP Add new VIP statuses in Common Table Maintenance. To
activate this permission, you must also grant the View VIP
permission.

Delete VIP Delete existing VIP statuses in Common Table
Maintenance. To activate this permission, you must also
grant the View VIP permission.

Edit VIP Modify information about existing VIP statuses in Common
Table Maintenance. To activate this permission, you must
also grant the View VIP permission.

View VIP View information about the existing VIP statuses in
Common Table Maintenance.
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Zip Code Access Permissions

This access
permission ...

allows a user to ...

Add Zip Code

Add new zip codes in Zip Code Maintenance. To activate
this permission, you must also grant the View Zip Code
permission.

Delete Zip Code

Delete existing zip codes in Zip Code Maintenance. To
activate this permission, you must also grant the View Zip
Code permission.

Edit Zip Code

Modify information about existing zip codes in Zip Code
Maintenance. To activate this permission, you must also
grant the View Zip Code permission.

View Zip Code

View information about the existing zip codes in Zip Code
Maintenance.
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e*Index Security Access Permissions

The following access permissions appear in the Access List of e*Index
Security and allow users to perform specific functions in the e*Index Security

GUL

Group Access Access Permissions

this access
permission ...

allows a user to ...

Add Group Access

Add access permissions to a user group on the User and
Group Maintenance window. To activate this permission,
you must also grant the View Group permission in the
Group Access function.

Edit Group Access

Activate and expire access permissions in a user group on
the User and Group Maintenance window. To activate this
permission, you must also grant the View Group
permission in the Group Access function.

View Group Access

View the Access list for a user group on the User and
Group Maintenance window. This access permission also
allows you to view the Access Properties windows for user
groups.
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Group Security Access Permissions

This access
permission ... allows a user to ...

Add Group Add a user group in the User and Group Maintenance
function. To activate this permission, you must also grant
access to the View Group permission in the Group Security
function.

Edit Group Edit information about a user group, including effective
and expiration dates, in the User and Group Maintenance
function. To activate this permission, you must also grant
access to the View Group permission in the Group Security
function.

View Group View user groups on the User and Group Maintenance
window. This permission also allows you to view the User
Group Properties window.

Security Control Table Access Permissions

This access

permission ... allows a user to ...

Edit Security Modify the values assigned to the security system

Control Key parameters on the Control Key Maintenance window. To
activate this permission, you must also grant the View
Security Control Key permission

View Security View the security system parameters defined on the

Control Key Control Key Maintenance window.

User Access Access Permissions

This access

permission ... allows a user to ...

Add User Access Add access permissions to a user profile on the User and
Group Maintenance window. To activate this permission,
you must also grant the View User Access permission.

Edit User Access Activate and expire access permissions in a user profile on
the User and Group Maintenance window. To activate this
permission, you must also grant the View User Access
permission.

View User Access View the Access list for a user profile on the User and
Group Maintenance window. This access permission also
allows you to view the Access Properties windows for user
profile.
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User Security Access Permissions

This access

permission ... allows a user to ...

Add User Add a user profile in the User and Group Maintenance
function. To activate this permission, you must also grant
access to the View User permission.

Edit User Edit information about a user profile, including effective
and expiration dates, in the User and Group Maintenance
function. To activate this permission, you must also grant
access to the View User permission.

View User View user groups on the User and Group Maintenance
window. This permission also allows you to view the User
Properties window.

User-Group Security Access Permissions

This access
permission ...

allows a user to ...

Add User-Group

Add a user profile in the User and Group Maintenance
function. To activate this permission, you must also grant
access to the View User-Group permission.

Edit User-Group

Expire and activate user profiles in user groups in the User
and Group Maintenance function. To activate this
permission, you must also grant access to the View User-
Group permission.

View User-Group

View the Users list for a user group or the User Groups list
for a user profile on the User and Group Maintenance
window. This permission also allows you to view the
User\Group Properties and Group\User Properties
windows.
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Glossary of Terms

Access permission
The ability to perform a specific action or function defined in e*Index Security. You can
grant access permissions to user profiles and user groups.

Action
A specific task within an e*Index function to which users can be granted access. For
example, viewing potential duplicates and merging potential duplicates are each a specific
action within the potential duplicate function. Actions are also known as sub-modules.

Application window
All e*Index Security windows except for the first window that appears. Application
windows are used for specific functions and purposes, such as adding user profiles and
assigning access permissions.

Application window toolbar
The application window toolbar is located beneath the primary toolbar and is unique to
each application window. This toolbar contains tools for various functions that you can
perform from the active application window.

Balloon help
A description of each toolbar button that appears when you hold the mouse pointer briefly
over the button.

Control keys
A set of system parameters that control Security configuration. These keys allow you to
customize how your system processes passwords and to define the length of time that an
instance of e*Index Security can remain inactive before the application shuts down

Control table

The maintenance function that allows you to configure certain aspects of e*Index Security,
such as a minimum password length, a period of time after which a user must change their
password, and so on.
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Entity
A specific instance of an entity type. For example, information about John Smith is a
specific instance (an entity) within a set of users (entity type). Information about the Audit
Trail module is a specific instance (an entity) within the set of modules (entity type).

Entity type
An object of interest about which data can be collected and processed. In e*Index Security,
entity types include users, user groups, modules, and so on.

Field

Any area on a e*Index Security window that contains information. Most field types
contain text or numerical information. Some fields require you to select a predefined
value.

Functions
A set of related actions within an e*Index application to which users can be granted access.
For example, the potential duplicate function in e*Index includes the actions of viewing,
merging, resolving, or printing potential duplicates. Functions are also known as modules.

GUI

Graphical User Interface. This refers to the windows, buttons, and tools that you use to
perform functions within e*Index Security.

Login ID
The identification code that allows you to log on to an e*Index application. This code is
assigned to you by your system administrator.

Main menu
The uppermost menu on the e*Index Security windows. You can access all of the primary
functions of e*Index Security from this menu.

Module

A set of e*Index windows and tools that perform a related function. For example, to work
with potential duplicates you use e*Index's Potential Duplicate module, or to perform
merges you use e*Index's Merge module. Modules are also referred to as functions. Access
permissions can be granted by module.
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Online documentation
Documentation that is provided in PDF format. These documents can be viewed and
printed using Acrobat Reader 3.0 or above.

Online help
A set of information and procedures that can be viewed on your computer monitor to help
you perform the functions of e*Index Security.

Password
The unique password that, when used with your login ID, allows you to log on to e*Index
Security. Your system administrator assigns your password, and may specify that you
change your password at certain intervals.

Primary toolbar
The uppermost toolbar on the e*Index Security windows. This toolbar allows you to
access all of the primary functions of e*Index Security by clicking on specific tools.

Security administration
A variety of security tasks that includes adding user profiles and groups, assigning user
profiles to groups, expiring and reinstating user profiles, assigning access permissions to
user profiles and user groups, and maintaining module and sub-module information.

System Administrator
The person (or persons) who maintains the security and database integrity for e*Index.

User groups
Entities you can add to e*Index Security that allow you to grant access permissions to a set
of users with similar processing needs without having to define individual permissions for
each user.

User profile
A set of information that describes characteristics of an individual user. A profile includes
a user's name, login information, user type, and so on.
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About 1:9, 2:9
Command 1:9, 2:9
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User Profiles 4:4
Maintenance Tips
Event Notification 3:26
User Access 3:23
User Group Access 3:13
User Group Assignments 3:20
User Groups 3:10
User Profiles 3:17
Managing Security 3:2
Menus
Actions 2:16
Edit 2:8
File 2.7
Function 2:9
Help 2:12
Main 2:5, 2:7, 2:15-2:16
Modules 2:7, 2:9
Window 2:10
MINPWDLEN Control Key 4:44
Modifying
Control Key Values 4:42, 4:43, 4:44
Modules Menu 2:7, 2:9
Mouse Conventions 1:7

N

New Group Fields 3:9, 3:10
New Password Field
on the Change Password Dialog 2:4

@)

Online Documentation 2:18, 2:19, 2:20, 2:21, 2:22
Searching 2:21, 2:22
Viewing 2:19, 2:20

Online Help 2:12, 2:18

Original Password Field
on the Change Password Dialog 2:4

P

PASSHIST Control Key 4:44
Password 1:9, 2:2, 4:44

Changing 2:3

Expiring 4:44
Password Field

on the New User Window 3:17

on the User Properties Window 3:17

SeeBeyond Proprietary and Confidential



Index

Password History, Specifying Number of
Passwords 4:43, 4:44

Password Lengths, Specifying 4:43, 4:44

Passwords, Specifying Expiration Date 4:43, 4:44

Paste Command 2:8

Predefined User Groups 3:3, 3:4

Primary Toolbar 2:6, 2:13, 2:15

Print Active Screen Command 2:8

Print Setup Command 2:8

Publications

Additional e*Index Guides 1:11

R

Region-Specific Security
About 3:6
Assigning 3:15
Regular User 3:3
Reinstating
Access Permissions 4:35
User Groups 4:19
User Profiles 4:22
User Profiles to User Groups 4:27
Reinstating Access Permissions 4:35

S

Security

About 1:2,1:9, 1:10, 4:2

Overview 1:2, 1:9
Security Administration 3:2
Security Administrator 3:2
Security Privileges Group 3:4
Special Notation Conventions 1:6
System Administrator 1:2, 3:3
System Information Dialog 2:12
System Parameters

About 2:9, 4:42, 4:43, 4:44

T

Tile Horizontal Command 2:10
Tile Vertical Command 2:10
Toolbars
Application Window 2:15
Command 2:10
Customizing 2:11
Floating 2:11
Primary 2:6, 2:13, 2:15
Tree List 2:16
Typographic Conventions 1:5

e*Index Security User's Guide 7-4

U

User Assistance Tools 2:16, 2:18, 2:19
User Categories 3:3
User Group Properties Fields 3:9, 3:10
User Groups
About 3:3, 3:7
Assigning User Profiles to 3:19
Creating 3:8-3:10
Data Dictionary Privileges Group 3:4
e*Index Privileges Group 3:3
Expiring 4:18
Expiring access Permissions from 4:32
Expiring Access Permissions from 4:32
Expiring from User Profiles 4:24, 4:25
Granting Access Permissions to 3:11
Maintaining 4:4
Modifying 4:11-4:14
Reinstating 4:19
Reinstating Access Permissions to 4:35
Reinstating User Profiles to 4:27
Security Privileges Group 3:4
Viewing 4:5
User ID Field
on the New User Window 3:17
on the User Properties Window 3:17
User Interface 2:5
User Name Field
on Group\User Properties Window 3:18, 4:13
on New User Window 3:18
on the Group\User Properties Window 4:8
on User Properties Window 3:18
User Profile Fields 3:15, 3:17
User Profiles
Adding to User Groups 3:19
Creating 3:14
Expiring 4:21
Expiring Access Permissions from 4:32
Expiring from User Groups 4:24, 4:25, 4:26, 4:29
Granting Access Permissions to 3:21
Maintaining 4:4
Modifying 4:16
Modifying Active Dates in User Groups 4:26,
4:29
Reinstating 4:22
Reinstating Access Permissions to 4:35
Reinstating in User Groups 4:27
Reinstating to User Groups 4:27
Specifying User Types for 3:3
Viewing 4:10
User Properties Fields 3:15, 3:17
User Type Field
on the New User Window 3:18

SeeBeyond Proprietary and Confidential



Index

on the User Properties Window 3:18
User Types 3:3

Administrator 3:3

Regular Users 3:3
User\Group Properties Fields 4:12, 4:13, 4:30
Users 3:2

\Y

Value Field

in Control Key Maintenance 4:43
View

Permission to 3:5
Viewing

User Groups 4:5

User Profiles 4:10

\%%

Welcome Document 2:20
Window Menu 2:10
Windows

Application 2:14

Main 2:6

e*Index Security User's Guide 7-5 SeeBeyond Proprietary and Confidential



Index

e*Index Security User's Guide 7-6 SeeBeyond Proprietary and Confidential



	Table of Contents
	Introduction
	About this Chapter
	Overview

	Welcome
	To New Users
	To Established Users

	About this Guide
	What is the Purpose of this Guide?
	What is the Scope of this Guide?
	Who Should Use this Guide?
	How Should this Guide be Used?
	How is this Guide is Organized?
	What Conventions are Used in this Guide?

	About e*Index Security
	Overview
	What is e*Index Security?
	What are the Features of e*Index Security?
	What is Security Management?

	Additional Resources

	Getting Started
	About this Chapter
	Overview

	Accessing e*Index Security
	Overview
	Logging on to e*Index Security
	Changing Your Password

	Learning About the e*Index Security Interface
	Overview
	About the Basic Design
	About the Graphical User Interface (GUI)
	What is the e*Index Security Main Window?
	What are Application Windows?

	Getting Help
	Overview
	Using Online Help
	Using Balloon Help
	Displaying Online Documentation
	Searching Online Documentation

	Exiting e*Index Security
	Overview
	Logging off e*Index Security


	Setting up Security
	About this Chapter
	Overview

	Learning About Security Tasks
	Overview
	What is Security Administration?
	What are User Profiles?
	What Is the e*Index Administrator?
	What are User Types?
	What are User Groups?
	What are Functions and Actions?
	How are Access Permissions Granted?
	What Kind of Access Permissions Can I Grant?
	What is Region-Specific Security?
	What are E-mail Notifications?

	Establishing Security
	Overview
	Step 1: Obtain User and Group Information
	Step 2: Add User Groups
	Step 3: Grant Access Permissions to User Groups
	Step 4: Add User Profiles
	Step 5: Assign User Profiles to User Groups
	Step 6: Grant Access Permissions to User Profiles

	Assigning Event Notifications
	Overview
	Step 1: Verify User Information
	Step 2: Assign Event Notification to User Profiles


	Maintaining Security Information
	About this Chapter
	Overview

	Learning About Security Maintenance
	Overview
	What are Maintenance Tasks?
	What are Control Keys?
	A Note About Shortcuts

	Maintaining User Profiles and User Groups
	Overview
	Viewing User Group Information
	Viewing User Profile Information
	Modifying a User Group
	Modifying a User Profile
	Expiring a User Group
	Reinstating an Expired User Group
	Expiring a User Profile
	Reinstating an Expired User Profile

	Maintaining User Access and Notification
	Overview
	Expiring a User Profile from a User Group
	Reinstating a User Profile to a User Group
	Modifying a User's Active Dates in a User Group
	Expiring Access Permissions
	Reinstating Access Permissions
	Modifying Access Permission Active Dates
	Removing Event Notification from a User Profile

	Configuring Security Parameters
	Overview
	Step1: Determine Your Configuration Requirements
	Step 2: Modify Control Key Values


	Access Permission Definitions
	About this Appendix
	Overview
	e*Index Global Identifier Access Permissions
	e*Index Administrator Access Permissions
	e*Index Security Access Permissions


	Glossary of Terms
	Index

	Home Text: Click here to view additional e*Index publications.
	Home: 


