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sc>: console sscn/swt
Username: admin
Password:

CLI session with the Sun Fire B1600 is opened.
To end the CLI session, enter [Exit].
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™ <Enter> °

- FAMIRERCE U (Al > LRI no snmp-server community string Allfi' > E {1 string

LRI OB VY - 3 <Enter> ©

Console (config) #snmp-server community sun rw
Console (config) #no snmp-server community private
Console (config) #
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(& I 1 PR SNMP g%ﬂf SSC i trap ©
trap U5 ¥ EIUF%’T&*V%@[H :

1. 7 ZEEEMBAEA [ > [ snmp-server host host-address community-string »
I host-address £} trap #1¥= $$pY IP # 4> community-string E![Ji\':l%/ji Bpudr

fli e
#™ <Enter> °
2. bR ~ [# snmp-server enable traps 4} * SSC 7} Fﬁﬁb"n SNMP ¥ -

fiij * snmp-server enable traps [type] * H [[I type [i']'| L authentication fi¥
link-up-down © ##* <Enter> °

Console (config) #snmp-server enable traps link-up-down
Console (config) #
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Sun Fire 81600 > Switch Status > System Identity =

Port Link Status

This view shows images of the switch ports and indicates operational status, that is whether a link is up or down.
Click on the image of an Up Link, Management Port, or a 8lade for a Down Link port to edit the link capabilities
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Packet Filtering ,HPFL St PEIES SIABC E‘“ﬂt}llﬁ_é% P El 3-108
Monitoring RO AL STl fjrﬂ‘u 3-112
Port Mirroring F%E%C’\%Eﬁﬁr’ji B VRIS | s 2 3-112
Port Statistics B R SRR EDRE B WS Interfaces FERE 3-113
Ethernetlike MIB ') ¥ RMON MIB
SNMP Statistics H49- SNMP 7' RUREF R 3-122
Logs TR RS R B R SRR [ R L 3-122
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3.2

3.2.1

AR

%ﬂ%ﬁ@%

UG RRL RA £70 - SR R LR

*F‘"Jw %

m Host Name - F%JL FQ = IS Y £

m Location — ?‘F'["L'érqﬁfﬁ&ﬁ*ﬂ?,i ﬂij' o

m Contact — F1 Pkl FizEl £

m System Up Time — U*“‘““FTVIE REIE S oy ‘?Sf‘g‘w VigZ 4 ’ﬁzﬁf % 2 o
m System Description - gﬁlﬁrﬁfﬁi’ TV F AR -

m Serial Number! — = BS54k -

m System OID string2 - & ;‘Z\%énﬁﬁ ,T@'H FESAAY MIB 1L $2(F 1D -
m MAC Address3 — =4 J’E{’F‘E‘ Feh b g1 o

m Web server? — 817 iy HTTP 3£~ FEl[iuy hi_ ’g |55 @ o
= Web server port2 — %7 Web /7 [Iffi "]y TCP Iﬁﬁ*tﬁ?

m POST result? — 2= BESF (25 HIESAG N o

CLL ﬁt 52357 4-40 FIFY T show version |
fB 3 CLI
Web: ?&EJﬁS-lo I rFB“EIP b ik

@

£38

I’{FL' phE
EIEMA 3-7



3-8

Web — {7l Switch Setup=>System Identity = #¢:> £ G
Eif ﬂ’fﬁiﬂ[,ﬂ% » JREHF Y T Save Chagnes | ©

PRI switch status [ r r r

e (L R R

System Identity | Metwork Identity | Software
System Configuration |
To easily identify the switch you wil need to provide & descriptive name, location and contact infarmation
for the switch, edit the following properties and press the save button to store changes on the switch.
Host Name: |F‘&D )
Location: [we o
Contact |charies
System Uptime: 0 days, 0 hours, 7 minutes, and 50,72 seconds
Systam Description:  Sun Fire B1800
Serial Number: 1 |
CLI - l% =By P A ) J’*”%méﬁ?* °
Console (config) #hostname R&D 5 4-24
Console (config) #snmp-server location WC 9 4-50
Console (config) #snmp-server contact Bill 4-49
Consolef#tshow system 4-38

System description: Sun Fire B1600

System OID string: 1.3.6.1.4.1.674.10895.4
System information

System Up time: 0 days, 0 hours, 55 minutes,

System Name : [NONE]

System Location : [NONE]

System Contact : [NONE]

MAC address : 00-00-e8-00-00-01
Web server : enable

Web server port : 80

Web secure server : enable

Web secure server port : 443

POST result

--- Performing Power-On Self Tests (POST) ---

UART Loopback Test ..................... PASS
Timer Test ...ttt e e e e e e PASS
DRAM Test ...ttt i e e e e e e e et e e PASS
I2C Initialization .........c.coiiiininnn.. PASS
Runtime Image Check .................... PASS
PCI Device Check ........ ... PASS
Switch Driver Initialization ........... PASS
——————————————————— DONE -----------c-ceeue=-
Console#

and 54.91 seconds
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SNMP - £[57 MIB e

WA= MIB #8 HERR SR (EMEE TRERE
System Name ~ MIB-IL [ L Ffly (=% 0-255)
(Host Name) system.
sysName
System Location MIB-II. iAW 3"f[l, (=" 0-255)
system.
sysLocation
System Contact MIB-IL TR ﬂ”fH (=% 0-255)
system.
sysContact
System Up Time MIB-IIL =7 ﬁﬁ W (NFid -7
system. EL )
sysUpTime
System MIB-II. =] 3"fH (=% 0-255)
Description system.
sysDescr
System Object MIB-II. &= Py ﬁ%&ﬁjﬁﬁ}%
Identification system.
sysObjectID
MAC Address  MIB-IL 5] g{?g b g
interfaces.
ifTable.ifEntry.
ifPhysAddress
HTTP State sun... TR enabled (1), enabled
(Web Server) ipMgt. disabled (2)
ipHttpState
HTTP Port sun... ) EZE{T (1-65535) 80
(Web Server ipMgt.
Port) ipHttpPort
HTTPS State sun... R enabled (1), enabled
(Secure Server)  ipMgt. disabled (2)
ipHttpsState
HTTPS Port sun... [ T8 (1-65535) 443
(Secure Server  ipMgt.
Port) ipHttpsPort

BEIE BN 39



3.2.2

L IP A
ﬂ“%?ﬁ??ﬁ "] DHCP B8 IP i i~ FBRiE | wafeak s -
[l L H L IP AL g [ “PBOOTP # DHCP fji %a“é’%ﬁ b 3o T
FEF” IP b HTPHTRE 0 Z]] 255 iU 3 ,+§;}\f_; SR F'gﬂ ) Jérf—ﬁﬁﬁﬁ%x T fl[#ﬁ(*
EJ%{@ ) ?ﬂj ﬁt RUEAL ﬁ:&kFﬁlF@}%y

JER ¢ LAY IP S DRLE G ““%i'ﬁ%ffﬁ% (NETMGT) 2 VLAN [ IP 4
L#,,llgﬁfﬁhp%ﬁiﬁﬂf VLAN 2 - =g SRRE IP rﬂl;ﬁ VLAN 2 - Jj- i
P TR S TS o F T ﬁﬁg%ﬁr%gﬁu VLAN > jz%ﬁsyﬁ%i IP b= F%Jt
IP 4 = VLAN [ pﬁr IP 4 2] P R g e

e

m Current IP Address — “¢ 73 = {2V VLAN /71 f o

m MAC Address! — =0 Brag R et o6 4t -

m Management VLAN — S Ui & Ui [0~ VLAN « FEli i i
(NETMGT) HZ L= VLAN ( 4[] VLAN 2) FU’?}'F o [EIYIHN [RIEETST - I VLAN
S NETMG”IE I AREL F%Ju@%%ﬁ&g fi##§ VLAN - [P o e s =
TR P R ;chF,u Fukf NETMGT g #v Jgﬁu“*{é' VLAN 7}
7o (ﬁ%‘ HIBT 4- 111 FIfY 4.3.12.8 4] " switchport allowed vlan | ©

1 CLE By s-7 Fifis 87 Fakai ) -
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= IP Address Mode Z TP ﬁi Elm@‘@?i (¥ )~ DHCP §i5 BOOTP i«

F e DHCP/BOO”FP IES ORI Rl EJ%EULHI Al IP TP =
%gggiﬂF 1T RE FER il I 1 TP R - (DHEP, 0OTP
LA i1 1P b~ S SRRt k”EII%F i <)
» DHCP - Dynamic Host Configuration Protocol ( B[z = #i lE 2 dap] @i )

s Enable Client ID - }H’F' [FiE %W[Jﬁ?ﬁ'f‘g' DHCP ¢ F=AuATe | p v vl '] -
. Text / Hex—a)“‘U' k I?lu' IDf:_l JH A (115 [ F ) A A B e
> B pr- v LI - ! DHCP fildf 8o pf JJL :

SER I Client ID N R EFTIRE R SC
BHre - ﬁ”gp @W‘EE;}H | Client ID lﬁlﬁﬁ?ﬁ'+ °

= BOOTP - Boot Protocol ( HIEj#\anE: )

Manual - }H Eﬁﬂi EI%iﬁ‘f}J’[{L_l;ﬁj o

s IP Address — 775 * 5_1# **% V' VLAN fi plﬂ’ﬁ fi-o DAY TP &SNP 0
£[] 255 i u'*%\’ﬁ A AT T RS - GRRE 2 0.0.0.0)

. Subnet Mask — H*Fﬂfwﬁ"%arf ii"'ﬁﬁ'i'é‘l,l/i'é‘,ﬂf”ﬂﬁl P FORLPRSS flnf = A 0 diHE

o (5’?%@3 : 255.0.0.0)

. Broadcast Address? — T 15 IP (4R ST Féﬁ'l_ﬁ EIJ FFrlﬁil HIpY IR R A
H-> 1%“ EA"T\E\EUFE‘IEIFI IREE: ,n;»j[ﬁ’n% FE o l;Ej 000 1)

= Gateway IP Address — "t [E== (b H L3fED '/*%i'* *&% VPR Y
IP it ki> AR £ 0.0.0.0)

{E55 5 Web

b
w
fuk
g
P
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3221 FRRE
Web — 17| Switch Setup->Network Identity « ZIVHZE /i[> #70 TManual ; [
e I%"& IP b o~ S SRR A fﬁ ’ ?ﬁl&ﬁ* "Save ©

M v torus | _upinks _ r r |

Systemn Identity | Network Identity | Software

Sun Fire B1600 > Switch Status > Network Identity

To change the YLAN used for managing the switch, you wil need to changa the Managament YLAN. Note: To
prevent loss of connection to the switch, ensure that the Management Port is configured as a member of the
new YLAN,

10.1.0.2
Current IP Address:

00-00-E5-06-060-72

|2 Mgtilan 'I

Use the radio buttons to select whether the switch [P address is manually configured or dynamically configured
by a DHCP or BOOTP Server on your network, The switch will broadcast a request for 1P configuration settings on
the next power Cancel. Otherwise, you can click the Request Address button to immediately reguest a new
address,

MAC Address:

Management VLAN:

Select IP Address Mode:

" DHCP Client

I~ Enable Client 1D :

Text Hex
c | ol

 BOOTP

Restart DHCP/BOOTP for changes to take effect: |Save and Restart

* Manual
1P Address: |10.1.0.2
Subnet Mask: |255.255.255.D

Broadcast Address: | 1.1

Gateway IP Address: Iu,D,D,D

AR PSR R R Lﬁp‘éﬂ ekl L—?fe ) ﬁ%ﬁﬁﬁ L%LF 5 it IP b tbi_F[
it
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CLI - LA 1~ TP AP S -

Consoletficonfig
Console (config) #interface vlan 2

Console (config-if)#ip address 10.1.0.2 255.255.255.0
Console (config-if) #exit

Console (config) #ip default-gateway 10.1.0.254
Console (config) #

4-74
4-62

4-66

SNMP - %[5 MIB @y e

L e MIB ## R REEEEME FRRRIE
Management sun... B H#w jigZEI'r (1-4094) 1
VLAN switchMgt.
switchManagementVlan
IP Address sun... T user (1), user
Mode vlanMgt. bootp (2),
vlanTable.vlanEntry. dhcp (3)
vlanAddressMethod
IP Address MIB-II. T P ik
Configuration ip.ipAddrTable.
ipAddrEntry.
ipAdEntAddr
Subnet Mask MIB-II. TR P ik
Configuration ip.ipAddrTable.
ipAddrEntry.
ipAdEntNetMask
Broadcast MIB-II. =7 EZ@(T (0-1) 1
Address ip.ipAddrTable.
ipAddrEntry.
ipAdEntBcastAddr
Default Gateway sun... TR P ik
Configuration  ipMgt.
netDefaultGateway

i

1o

g
P
=
=4
%
a4
@




3.2.2.2

ffi®'] DHCP/BOOTP
R AL fl%gﬁ“ DHCP/BOOTP a5 f 1¢ 11y IP 5 fEwyR -

Web — {7 ] Switch Setup=>Network Identity ° ?@_‘Eﬁ,i' /T #7 DHCP B BOOTP
I o

AT F[J—??ﬁﬁﬁrﬂaﬁ e R — AT %Hﬂﬁ%“" PP 0 ST HIIEE SUNW,
SWITCH_ID= ;;/17‘3; ) Ay SUNWSWI CH_IDA #4771 » i & ki SSCO Jig
SSC1 [ o [ i M rEnable Client ID W?V“‘J’LFJ:[ AR A o
AR S £ VY EPTIR e o R R TR ﬁﬂruj TE;H %f*mir%{ F e
oW ﬂﬂ‘j’gﬁ% ;ﬂ[ﬁ rEnable Chent 1D, ’h%'* o

n Switch Status r r r r r l

System Identity  Network Identity = Software

10.1.0.1 ;l

Current IP Address:

00-00-EB-6E-66-T72

2 Mgtvlan !

MAC Address:

Management VLAN:

Use tha radio buttons to select whether the switch IP address is manually configured or dynamically configured
by & DHCP or BOOTP Sarver on your network, Tha switch will broadcast a request for IP configuration settings on
the next power Cancel, Otherwise, vou can dick the Request Address buttan to imrnadistely request a new
addrass,

Select IP Address Mode:

& DHCP Client

W Enable Cliant 1D :

Text Hex

o @ |ooiobssieafr

C BOOTP

Restart DHCPR/BOOTR for changes to take effect: | Save and Restart

=

AR T s ﬁ%fﬁl HIT A i show ip interface §5 ¢ Ui
b gk

FER ¢ TR AL Client ID 0 AR R O B SV PTG - R
%71@, SC Zffr = ™~ S[u@ L 7 £/ %] Client ID lﬁlﬁﬁﬁ'* °
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CLI - ﬁiﬁ }{—j IP AP *ﬁﬁ'&“%ﬂ‘—ﬁ DHCP ﬁ9 BOOTP - Wn&ﬁﬁiﬁ“ ip dhcp
restart I °

Consoleftconfig

Console (config) #interface vlan 2 4-74
Console (config-if)#ip address dhcp 4-62
Console (config-if)#ip dhcp client-id hex 00-00-e8-66-65-72 4-65
Console (config-if) #end

Console#ip dhcp restart 4-64
Console#tshow ip interface 4-67

IP address and netmask: 10.1.0.54 255.255.255.0 on VLAN 2,
and address mode: DHCP.
Console#

EI%’?DCHP DHCP [I'fj “ﬁ"}i b i s | .J; RGP o S B RR ﬁ”[?p‘;[
- FERE - 7 ﬂ‘*ﬁﬂﬁ““ﬁ fe] UEF *ﬁ?ﬂﬁé R [J% (AT ffﬁf PR

ES T Hﬁ?aﬁ\ AR AE D ﬁ%m - Zre e mmw £l s DHCP 155 -
Web — ¥ DHCP s Hy s i S 5 agag il ™ | dik 5 30 web /7 EIEI%@?IP i J?JLIE °
CE I E Y A SR CHE IR - T el Web 7 ETPRITE DHCP 25 -

CLI - iy * )™ 4 1] IR DHCP 5% -

Console#ip dhcp restart 4-64

SNMP - %[5 MIB @y e

e MIB 8 HER AR (ARG TRRRE
Management sun... AR ;@Z‘gl’r (1-4094) 1
VLAN switchMgt.
switchManagementVlan
IP Address sun... i 1 user (1), dchp
Mode vlanMgt. bootp (2),
vlanTable.vlanEntry. dhep (3)
vlanAddressMethod
DHCP Client ID sun... Fl‘ Eal =R 3"'%[5
ipMgt. (MAC 1)
dhcpClientIfClientId
DHCP Restart sun... TR restart (1), noRestart
ipMgt. noRestart (2)
ipDhcpRestart
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323 HIT S
fify et
m Loader Version — il * H=C AU 4 SR -
m Boot-ROM Version — A=V £ -
m Operation Code Version — #/7 E\ﬁj‘i HYAH ?Vﬁj%ﬁfﬂ:f’;j: o
m Unit ID" - = 2PV Id - (L%’t’ﬁ!ﬁ%;ﬁ% 1°)
* (Bl F CLL - Unitld U@ Stiletto B1600 Blade A HIEH g 5+ [ L SR FI N £ (1P (7] «

Web - §7 [ Switch Setup=>Software °

“ Switch Status [ r r r r

System Identity = Metwork Identity | Software

Sun Fire 81600 > Switch Status > Software

L1

Versions:

Loader Version: 0067

Boot ROM Yersion: 1.00.7

Operation Cade Yersion 00589 ~|

CLI - ﬁ%ﬁ"ﬁﬁ‘ I *‘F’“&J EIER ERe %3% .

Console#fshow version 4-40
Unitl

Serial number : 1

Service tag

Hardware version : ROB

Number of ports : 25

Main power status : up

Redundant power status : not present
Agent (master)

Unit id

Loader version

Boot rom version
Operation code version
Console#

B o o R
oo o
SRRCIRN
oW o
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SNMP - £[57 MIB e

B MIB ##& R RE(EEEE yRE%(E
Switch Serial SUN. NESE B T
Number switchMgt. (0 #J 80 a7t )

switchInfoTable.

switchInfoEntry.

swSerialNumber
Switch SUN. i3] e ﬂ"F[l,
Hardware switchMgt. 0 Z[ 20 fH47 )
Version switchInfoTable.

switchInfoEntry.

swHardwareVer
Switch Port SUN. N gsz‘g(r 25
Number switchMgt.

switchInfoTable.

switchInfoEntry.

swPortNumber
Switch Unit SUN. TH@EN iZE{f 1
Index switchMgt.

switchInfoTable.

switchInfoEntry.

swUnitIndex
Switch Loader sun... =] 3"'%[5 (0 ZJ 20 {47+ )
Version switchMgt.

switchInfoTable.

switchInfoEntry.

swlLoaderVer
Switch Boot sun... NESE ﬂ"fl& (0 ZJ 20 {47 )
Rom Version switchMgt.

switchInfoTable.

switchInfoEntry.

swBootRomVer
Switch sun... NESE 3"'%[5 (0 ZJ 20 (W47 )
Operation switchMgt.
Code Version switchInfoTable.

switchInfoEntry.

swOpCodeVer

EIE TEMM 317
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3.24.1

e

[T }-{"’@J?E‘ {EE] TFTP l[%a‘é s T p V] TFTP { |%3‘Fj\ ES@?’J’EE' }{“’ﬁh#ﬁﬂjw

“’p’?ifﬁu TFTP ll% e H‘ﬂrﬁs:;k ] ffit A ;ﬂ‘j: X I R B e B TR

M = 5%3%'“1 'l I%Ju?‘y[gl“ %I@W%ﬁ B ﬁ“ﬁj%p@ﬂﬁﬂf}ﬁ“

= OHE EA DI AL R\ 2 /) PR L B
T“P'%ﬁfﬁquWw@TH%wlﬂwuw L R i@TH
%@32@47“ (FHF7R T A-Z~az> 09 2

w LA VR R T lﬁ—?ﬁﬁﬁf{ fr*és:i (ﬂ HIEE iﬁmﬁjﬁf@ e
?JLF Eﬁﬁﬁlﬁl“ Eﬂf‘lﬁ’r’éii FEMIEE }z&a‘éﬁ | 7 AR ﬁgﬁyi N

F‘ ‘l}ii“jﬂ Fl15 B 7 BE %Eﬁ[ﬁr“ ﬂiﬂﬂlﬁ’fﬁ&iﬁiﬁﬁf NPD I E SRR TRIE Tl

ALV~ b [E‘igﬁ”ﬁ&ii@”%ll ZIFHER] o Y &2 RNECA J?EIU' #F'ﬂf&%’
w%i GREL LIS %ﬁ%%RTJﬁF%iKQU%P%{ ﬁ&“$ﬁ%ﬁ
Ed ,ﬁ[l‘EF RSB 02 PR -

Fefpllg Ay > B AR

*a&%ﬂﬁﬁ A *“ﬂiz Bl ?”LE'EJ’FEF% ?Eﬁfﬁ'?mﬁr‘étim}ﬁ“ Y H T RS
5 R PR S A R T T Rl &iﬁk TSGR PR LA fﬁ“rﬁtii

Web - {7 Switch Status=>Software © ffit * TFTP f |’§B%E]EU IP > ﬁi? foI ™ ERpY
LR S EEHVFE/' FF BaEN FRIPRE é'riiiﬁ‘/%{ig?ﬂﬁrﬁi g BREHT

"Download | °

mSwitch Status r . r r r r l

Systemn Identity | Metwork Identity | Software

Switch Software Deployment Al
If you wauld like to pqrade your firmware with a file othe th n the th lists bala pI ease includa it to the list
afh add Button, Mote:Space is |n'|t' d and each list can only b Id‘2 r-defin cFI at 3 time. To add
ianal filo s please dalete one first.
Switch Operalion Code Image Files

TFTF Sarver ol
P Download ¥
E ees I101.0.19 | :

| < Unl
Fil .
e vio c
| T

=l

AR *:',H'Eff'ffﬁui?*ﬂ Lﬁ'iaj EJEWHT L*JJ » fUFERL Lﬁﬂa’? R %EE{EU P '**ﬂ‘ﬁ%ﬁ&i
i F‘@%L boas ﬁ’gﬁu{@ﬁ fi'i% = TFTP Eg‘? Faf RUE A FpJ I]ﬁ?ﬁ'j AR ]
RURUNY =
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TR BV RS EORR %& Tﬁﬂiﬁﬂﬁlvaew 21 Ek'l RS ] pﬁfgﬂ 3
itk Tsave, - EH%H A (U EPR @”FE‘ %H, "Save and Restart | =%

AR E TS o
e Switch Status r r r r r l
System Identity = Network Identity | Software
Files used at Startup: |
Operation Code Irmage File used at startup W
Configuration File used at startup |Factor-,;_DefauIt_Conﬁg.crgj

Restart switch to apply changes immediataly: Save and Restart

ﬁ

CLI - ﬁ;ﬁj TFTP ffil Ty #fY IP &4 323V config v opcode iE S AN }%%ﬁﬁ AR
= o @E']E[J’Fﬁiﬁl £ F% § ﬁ?ﬁ”ﬁ&iﬁ?y‘ﬁ AR iﬁlaglﬁ?y‘éﬁ*% N e

Consoleticopy tftp file 4-17
TFTP server ip address: 10.1.0.99
Choose file type:
1. config: 2. opcode: <1-2>: 2
Source file name: v10.bix
Destination file name: V10000
\Write to FLASH Programming.
-Write to FLASH finish.

Success.

Consoleffconfig

Console (config) #boot system opcode: V10000 4-23
Console (config) #exit

Consoletfireload 4-15

e %l??“ﬂ;@?ﬁ]ﬂ VRIS > SO T reload 1) @R EDPHIES T

3-19
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Sun Fire™ B1600 Blade Fifti

SNMP - £[57 MIB A

e MIB #8 R SR (A
Switch Operation 7% #5
Code Image Files
TFTP Server IP  sun... T Hw P i
Address tftpMgt.
tftpServer
TFTP File Type  sun... [l opcode (1),
tftpMgt. config (2)
tftpFileType
TFTP Source sun... ﬁ‘%’lﬂj 3*"%[5 (0 Z[ 127 {7 )
File Name tftpMgt.
tftpSrcFile
TFTP sun... = P 2 127 W)
Destination tftpMgt.
File Name tftpDestFile
TFTP Action sun... [0 notDownloading (1),
tftpMgt. downloadToPROM (2),
tftpAction downloadToRAM (3)
(not supported)
upload (4)
TFTP Status sun... [l tftpSuccess (1),
tftpMgt. tftpStatusUnknown (2),
tftpStatus tftpGeneralError (3),
tftpNoResponseFromServer (4),
tftpDownloadChecksumError (5),
tftpDownloadIncompatible Image (6),
titpTftpFileNotFound (7),
titpTftp AccessViolation (8)
Restart sun... ﬁ‘%}ﬁ, %E% 3"f[l, (0 £ 127 {7 )
Operation restartMgt.
Code File restartOpCodeFile
Restart Action sun... [0 running (1),
restartMgt. warmBoot (2),
restartControl coldBoot (3)

Py
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3.2.5

3.25.1

\»l_l"“"

A= i I%}J{E I*E]H—‘@rﬁl
E

) *TFTPQ?F/E%E'*EW'FI: o) IR L ] TETP ({18 01 A
B PR RS R B T B mg ; RS R

f1 4, it

w [V BRI j/ AL ( EP?H \ = /) o R EFERPE T R i_JE' O
TP 590 s (g 127 R R AR (R T
@F,IF_}B,ZW—JW (FrRF5 t A-Z~az~ 09" ~ )

P R AR T %IHF'IT&’PE'EJ

R B R

LT UEIERC 2 oy 0 kT jw%im“ i PR
IR S U] fﬁ&;r'ﬁ:ﬁsi [ 'ﬂﬁgﬁi T'F:fm (W

Factory Default_Config.cfg ' PVREEIE] TFTP (il & lﬂi_}{jigkli‘ﬂ&rﬂjz‘%én

N RS Ay g R B

Web — {7 f§i| Switch Setup=>Software ° fij * TFTP i %a‘ﬁ 1 IP oo i oIt BV
% EF Eﬂvgl FEA D By RO (g */%Ju;g?ﬁ VR E s BT rDownloaoh o

Switch Setup r r r r r l
System Identity | Metwork Identity | Software
Switch Configuration Files ".J
TETE Server e Factory_Default_Config.cft
IP 01019 [ Download ¥ |
Address 10.1.0.19
File | < Upload | - J
Name - lstartup g startup
=

R BV R EIURR E ﬁ% f ™ 0 R PR £ > SR T Save ) ¢ F
%I fili =] ig?ﬂ J%-LEEI ) %H“ "Save and Restart | Z&-FARE1TEHIAS ©

Switch Status r r r r r l
Systern Identity | Metwork Identity | Software
Files used at Startup: :I
Operation Code Image File used at startup W
Configuration File used at startup - [startup j
Restart switch to apply changes immediately: j

bl
w
1
m
P
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3-22

CLI - ﬁ? TFTP ;L%;é S IP A fs %I*ﬁ&lﬁ%% PROPR S Tl e g

o p Jﬁ? 2 E e

&g[%??f SRR o

Consolet#icopy tftp startup-config 4-17
TFTP server ip address: 192.168.1.19
Source configuration file name: startup2.0
Startup configuration file name [startup] startup2.0
\Write to FLASH Programming.
-Write to FLASH finish.
Success.
Consolef#treload
System will be restarted, continue <y/n>?y
O BIAGA FEAR R B S PriofiiR €780 - 1) Bl AR R R S BRI~ i
SIS -
Consoleffconfig
Console (config) #boot system config: startup-new 4-23
Console (config) #exit
Consoletffireload 4-15
System will be restarted, continue <y/n>?y
SNMP — %5 MIB gy e
WA= MIB 8 EER EREEEE
TFTP Server sun... TR IP i
IP Address tftpMgt.
tftpServer
TFTP File Type sun... il opcode (1),
titpMgt. config (2)
tftpFileType
TFTP Source sun... R gl EJ"F[II (=" 0-127)
File Name tftpMgt.
tftpSrcFile
TFTP Action sun... [0 notDownloading (1),
tftpMgt. downloadToPROM (2),
tftpAction downloadToRAM (3),
upload (4)
TFTP Status sun... [0 tftpSuccess (1),
tftpMgt. tftpStatusUnknown (2),
tftpStatus tfttpGeneralError (3),
tftpNoResponseFromServer (4),
tftpDownloadChecksumError (5),
tftpDownloadIncompatibleImage (6),
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LIET MIB 8 R B E [EHEE

tftpTftpFileNotFound (7),
titpTftp AccessViolation (8)

Restart sun... =iy 2= j’ﬂ'l (=" 0-127)

Configuration  restartMgt.

File restartConfigFile

Restart Action sun... W running (1),
restart.Mgt. warmBoot (2),
restartControl coldBoot (3)

L 1 R

 Security | ﬁ’ﬁ:?ﬂl*?%ﬂﬁf“ FPTE I DI (S 1) 5
LA SUIE 1 T 17) RADIUS 5 TACACS - 341 % R VR
TR -

QHV@BE‘Lj ) Normal (— HEAEMEL) == Privileged (#] 1) f7E Normal Tetabe  UE AL
Ezfm [ Privileged ?E[[J %wlﬁlﬁ' UF”TE f’, EIWHF[ j:w’FE ;@Iﬂw P
f‘lﬁjlﬁ‘g‘ﬁ””ﬁ 2 P‘””ﬁiﬂfu IS n.HaFwiﬂ %F : ;H nﬂf#j’ e =
s H*’ﬁj °

AR EE HEE I SRS EY admin

ﬁﬂ@mﬁﬂ
m GTE|] B\Lﬁliﬁf E f?’% SR AR N T e perl R LR « 7 el
i =] upu SRR o W I ) P é’iaaﬂg*fwi%L %?FI 1) MFE'
" T
E—fa%*élro

m Remote Authentication Dial-in User Service (it r F o R %?y »
RADIUS) = Termmal Access Controller Access Control System (73 %ikS s VPL [J
VL AR i TACACS) ffE ““ ot Pl Al A F’B}\_[Eﬁ' Hl{[ ﬂ@

5 [ EJZL [Hﬁ”[_ TREadru RADIUS 42 TACACS V%t‘fpﬂm W@[H ° o ([l %
B FFIJ"’};H IH J:rpmlggﬂ ?’/ -14@5 » I bg,llg_ P*Eﬁ;’fﬁ.aﬁ{ ]'EEIJJ
flat fpr =] ?‘ﬁﬁ/ ,~“”ng%|§ij oo

EE: 2 RADIUS ﬁ& TACACS ffi ﬁwﬁ AT ;&Eﬁ ?%lrﬁﬂ& 0 fYs ]
# (] Normal Exec) MG F@ 38 » Ty ' FUE 575 15 ?;{ A[] Privileged
Exec) AL -
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= RADIUS #2"| UDP - [if TACACS [Jifli"'] TCP - UDP |}l = Jl}i:“]“’»ﬂkk’ 13
TCP Tﬁlﬁﬁw‘wﬂiﬁlﬁfﬁl <o Wﬁ i HRADIUS fLfp 7] kg 1S R
NA=E V%lj‘ﬁcu[ F”‘?ﬁ? Jp TACACS EI”;&;H PR s YT Fk Iflf[ J[IL% o

= RADIUS ¥ TACACSﬁ k ?J?W < Iﬂfﬂlj’ig 7 I{ﬁi%%ﬁé* AHEE A S telnet
A& TR Iﬁ'lﬂﬂirﬂvi@ﬂiﬁu%id I AT h«ﬁalf s %ﬁ?ﬂbﬂ o

= RADIUS = TACACS FILJﬁ * [?iajﬁﬁiﬁw [%JLD%" IEI“ ) ﬂ[ﬂﬁ}?g UREFLE R > [
Il B 7 M}E[ J R R R ﬁ%?qgf—g Fq;:rl%u,ﬂ

SR PA - H = ?fﬁ“ﬁﬂﬁ gyt p UREASE S o FIYEH

—n

(1) RADIU 5”( )Local > [l gy R i”"[J“ RA b&%‘ g [ s
i $12%) RADIUS il =] » e by oo B e L
FEEs
| FHE

54

m  Authentication Mechanisms
= Require User Authentication — [* ?‘«fql_?\, E%F?ﬁﬂ% o
= Preference - QPL'%E”‘FA{ (R I e ggﬁa‘g? o
m Authentication Server Settings
m Server IP Address — Hag; (il s o et bk (51 E 10.1.0.1)
= Server Port Number u.ul il st FE s J% .? RLPYAFEE (UDP) Spjft -
(! 1-65585 » R 1812
» Encryption Key - a:T“J* T AT %Eﬂj‘ﬂ’r@ BRI L % 2 =
f[l[[ lLigk J:FF‘—J T (%ﬁ'ﬂ\w@ 20 IH—J
= No. of Retries* — & #5137 i 25 ff %#ﬁ»«. “*Jll'%&ﬁﬁg’imﬁﬁ B DFA F[u Bt
e (FRE C1-30 0 ap%‘*[;gj : ;
= Timeout for reply - *}Z&a“ ff[fl”%ﬁgf’%ﬁf RESFVEY Eas el o (B!
1-65535 » FHF -
m Local Access Authentication
» User Account — fjll " |1V £/
(BN 8 Y7 P H S B 5)
» Access Level — {fi™ | HfVgha~
(#71 * Normal ¥ Privileged ° )

» Password — {fll " | H[VIKFE -
(AR 8 W BT ST REH)

* (8" 5 RADIUS [l i R -

3-24  Sun Fire™ B1600 Blade RAFHEFETIRREIEERT » 2003 F 4 B



Web — {7 Switch Config=>Security ° ¥ fe! it QU AL S Jﬁ/@f‘%}ﬂ J%n &kﬁfﬂ

PR Gl 220 ) I gzmmﬁwgrw b save -

“ [ switch Config [ r r r |

Security = Communication  VLANs | Broadcast & Multicast | Spanning Tree | Class of Service | Address
Ll

»
Authentication Mechanisms Z'

¥ Require User Authentication

First-preference Second-preference Third-preference

|Tacacs+ =] R&DIUS 7| Local |

Authentication Server Settings

RADIUS Setting

Server IP Address: 10,11.12.13 Mo. of Retries: 2
Server Port Number: 1812 Timaout for reply: 1
Encryption Key: i el

TACAGS Setting

Server IP Address: 102,160.1.25
Server Port Number: |997
Encryption Key: W

— 1

3

4

?Hﬁ“l"\%aﬁi ek e i AT T GH RS T Nt F
"Add |

R . rs'witch Config r r r r I

Security = Communication  VLANs | Broadcast & Multicast | Spanning Tree | Class of Service | Address

4

L3
Local Access Authentication Z'

Usar Accounts Access Level

admin Privileged Change Password...
guest MNarmal

User Arcess Level
Ibot IPriviIEgedj
password: I*‘”’**“l Add




CLI — i | P& IV (0 9 Normal > 15 f¢# Pr1v1leged) BHEF [%dt
R e e ‘%‘r%£ RADIUS = TACACS 38" | IR fpr i

Console (config) #username bob access-level 15 4-25
Console (config) #username bob password smith

Console (config) #authentication login local tacacs radius 4-42
Console (config) #tacacs-server host 192.168.1.24 4-46
Console (config) #tacacs-server port 181 4-46
Console (config) #itacacs-server key green 4-47
Console (config) #radius-server host 192.168.1.25 4-43
Console (config) #radius-server port 181 4-43
Console (config) #radius-server key white 4-44
Console (config) #radius-server retransmit 5 4-44
Console (config) #radius-server timeout 10 4-45
Console (config) #

SNMP - 51%" MIB &g -

WA2HE MIB ## AR BE(ERE FReR{E
User Name * EF
Password 7 E&

Access Level £ #&

Authentication % £

Sequence
RADIUS Server sun... 7’%%@; 1P 10.11.12.13
Address securityMgt.radiusMgt.
radiusServerAddress
RADIUS Server sun... R 1L (1-65535) 1812

Port Number  securityMgt.radiusMgt.
radiusServerPortNumber

RADIUS Server sun... R Y
Encryption Key securityMgt.radiusMgt. (FVErEpY (0 £ 20 {47 )
radiusServerKey fifi-}< 35 £ 0)
RADIUS Server sun... Y EZE'( (1-65535) 2
Retransmit securityMgt.radiusMgt.
radiusServerRetransmit
RADIUS Server sun... [ ik ?Z‘Q'f (1-65535) 7 5
Timeout securityMgt.radiusMgt.
radiusServerTimeout
TACACS Server sun... i ik IP i~
Address securityMgt.tacacsMgt.
tacacsServerAddress
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3.2.7

LIET MIB #8 R REEHE TRE{E

TACACS Server sun... TR 1L (1-65535)
Port Number  securityMgt.tacacsMgt.
tacacsServerPortNumber

TACACS Server sun... kil P
Encryption Key securityMgt.tacacsMgt. (FVAHY (0 %] 20 {7 )

tacacsServerKey fifi <55 5% 0)
§5é;SBHAP

SNMP (Simple Network Management Protocol > ] bafff*# Wﬂaﬁ ) f\'j iﬁf
t‘rﬂgmﬁ”[_ [ | I*WI*PJ%E{’F”IEFW‘JL ﬁ@?’—’ha‘ AL B
if LT ﬁ’qu SNMP 3 {2 iV T H] 1%&1 et J%LH *‘El%fﬂ'fuﬁﬁ rl

Ehﬁ#ﬁu& U3 SMD 4 %pIF' ﬂgﬁaﬁﬁhlﬂ gﬁJ%%Aw@ﬁ i

IF
38 (e

o '[ﬁm E‘[EF:H e F [%[f@} 5| SunNet anager [/;‘F FI j{“ 'EI HJ qv i a_g% ”“Tj B[j’
WF$“*W@HWﬁFJ HE] - RURLTE=E R0 T R glquUﬁ%J
f“ﬂﬁqruﬁﬂ—j’ = Ik ’Fﬁ% ?UF[F E{E?E'_J [ﬁ&ﬁﬁlﬁr{ trap 1*«’1 E JF%J{'—{J*‘ .
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3.2.7.1 FéﬁNMPﬂ%W RESIEREZ I

3-28

L 5 TR - B SR R R 2 Y 7
SR Iy f F i

514
. Communlty 351—,?54 FH&? fﬁﬁu]lpm Ti] > $RLLT R fHF” kg @@n SNMP ﬁg*

«[—7

F[%J flt * public (EFINEIL)  private (1 FlEL)

. Sf[fé' 1-32 {7 > L HE W

Rl ¢ public (JEFELL) - private (FTFIAEEL)

[ Access Level

= Read Only — ffi EBMIE - P00V OFEL 17 UERD MIB Poit -

= Read/Write — f’[ EFT PRI o PO RS TV S S VSR (S MIB P -

Web - §7 [ Switch Config=>Communication © i/ F‘j:El I PR fH & T Access

Level | 77 JTH BV 7 JUREIEL » SR "Add -

Pl [ switch Config [! r r r 1
Security | Communication | V0LANs | Broadcast g Multicast | Spanning Tree | Class of Service | Addre:

1] | »

Sun Fire 81600 > Switch Config > Communication =

Configure the Access to the SNMP Protocol

Uze the list boxes to set up to five community strings authorzed for management access and up to five
management stations that will receive trap messages from the switch, Note: these changes will take
effect irmmediately,

Community  Access Level

private  (Read Write)
public  (Read Only)

Remove

String Access level

Ibl_leberry |Read Writej Add
o

4

CLI- [~ S8 @ oMy f[ blueberry °

Console (config) #snmp-server community blueberry rw 4-48
Console (config) #

SNMP - %[5 MIB #&gy -
lﬁﬂffi “i;i"ﬁ MY MIB A -
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3.2.7.2

HL Trap J 112 Trap A

SISO g L g [ T g 1)
L‘ “‘IEEE B ("] SunNet Manager . K[V *'*iﬁ

n%ﬁ\ il ;I*Jllﬂﬂ'%
‘Pﬁf}z\ g 'l[ BT LR trap FRPVITEZ A - §IA3g[ﬂJ r4
%F' 3 Trap ; "] IE'fl_[F:’\ éEq’?EEIJ trap °
AR i1ed

m IP Address _F/ B (B trap) U IP o
(= B gHEY FEL 5 [ trap FIAVESREHERIED)

» Community — [F# f[H7 il ﬁx_ﬂjﬁizﬁéq fH H{ERZ AT o BESRET )
Trap Managers %H IR (RS SNMP Protocol Zf[1m71']&
FHo (HAEE 32 [[{F )

m Version — == £ M [VRLET 1 45RY 2¢ f5[Y SNMP -

m Generate SNMP notification for

= Port link up and down events — [= [T 3§ Sy Bl IET_I?@LEJJ‘: » HFE trap 7
£l o

= Authentication traps - [Z I SNMP trVI?J ROEAE I B e gﬁ?'&ﬂ VR
iRl ﬂ'{ P i/ trap FEL

b
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Web — 7 ff] Switch Setup=>Communications ° i * 77| ﬁﬁﬂfﬁﬂf‘% WL Trap
Manager [V IP ﬁ%‘?ﬁ%ﬂ"ﬂﬁ SR TAdd S e #GE T Port link up and
link down events ; & " Authentication traps ;| fF2V L SR ™ "Save o

r Switch Config r r r r I

Security | Communication | VLANS | Broadcast & Multicast | Spanring Tree | Class of Service | Addre:

PRl
4 | éj

Specify TrapManagers

IP Address Community Wersion
192.168.2.6 private 1
192.168.2.7 private 1

IF Address String Warsian

192.168.2.8 private [1 =l

Specify Trap Types

To disable the switch fram sending link-up, link-down ar authentication traps, you should uncheck these
chack boxes and press the save button to store the changas on the switch.

Generate SNMP notification for
W link up and down events

¥ authentication traps

| »

4

CLI - ') » = &3yp ™ — il trap F-E S i"ﬁ%‘;‘lﬁ link-up-down = authentication trap °

Console (config) #snmp-server host 10.1.0.19 private version 1 4-50
Console (config) #snmp-server enable traps link-up-down 4-51
Console (config) #snmp-server enable traps authentication
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SNMP - £[57 MIB e

L TEL

MIB 28

AR

EEERE

RER{E

Trap Destination
Address

Trap Destination
Community

Trap Destination
Version

Trap Destination
Status

Enable Link-up-
down Traps

sun...
trapDestMgt.
trapDestTable.
trapDestEntry.
trapDestAddress

sun...

trapDestMgt.
trapDestTable.
trapDestEntry.
trapDestCommunity

sun...
trapDestMgt.
trapDestTable.
trapDestEntry.
trapDestStatus

sun...
trapDestMgt.

trapDestTable.
trapDestEntry.
trapDestStatus

MIB-II
ifMIB.ifMIBObjects.
ifXTable.ifXEntry.

ifLinkUpDownTrapEnable

~

T

-
uf %‘
S

N

I

o/

5/

ETEIE:

98 bl

IP b4

Fil (=% 0-127)

version 1 (1),
version 2 (2)

valid (1),
invalid (2)

enabled (1),
disabled (2)

enabled

b
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3.3

3.3.1

l— A I‘_\‘ =L
L E B

N M AR AR N ﬁ%L’ EH?IHF%LAN e ?ﬁﬁq #5 ~ Spanning Tree {fi§T
B SR R B A R i

VLAN 7' fi2

EIRR ARV SRR [ R O BT R S [l - }z\a‘éﬁl¢ i N
#’;% TG > P s EPX % NetBeui il £l [0 FIHEA ¢ Uy }ﬁff‘ﬁ\i
fY] TR B IEEE 802.1Q fiV VLAN » {1’ j': HiEE ﬂ J%{ﬁ“[.é J.\\ F%ﬁﬂ IFi

%;.EZIE; ﬁ’rfj}ij T’e"‘b LB RS R RS AR iy ST hg,n%ﬁfﬁﬁl Rl

IEEE 802.1Q VLAN fi—~ E’Fﬂﬁ”ﬁlﬁ,nﬁlr ffe b }FFIIFI VLR R f] 75 o (g LR AR P
b Ear - Ul I N OD'”?A&I [l B PR

FEC VLAN ' T RIEE IF*“f‘%T@F' S ﬂ“féfff;fc'%%%ﬁ#%% l[ﬂ@?ﬂi VLAN °

PRI b 2y 1|'ﬁ,[.ﬁu*‘7$r'j VLAN [i9§ [Jyrfw ¢E§ > j%i{rlr 0= £l

f[ F'F*ﬁf RAT ) ~ R (B 201 ) i s ”TJi/Dﬁl?f‘fem WP 21
R ESFT -

VLAN [i# " B*ﬁ%fgﬁﬁéi%ﬁ,n VIHRIE ISR BT T %IEI%@?IP fib gt

F TP AEA G R o e [ VLAN Bl U’E;:‘ﬂ] AT AT

AR T REEE D) W VLAN - [NI=VLAN L4 B! i Bﬁ“ﬁuwﬁ,nj“ﬁij :

P2 B3R $EJ1Y VLAN ZPfegp™

# % 255 {7 1 TEEE 802.1Q 21y VLAN
*IJ“JF Jpéﬁ‘?ﬁ%} U3 GVRP @l [t ESE 2 e #ui (=551 =" VLAN

ILE; {jﬁjg[iﬂl ’ ?ﬂéjg_gfﬁﬁ III [ Eﬁt‘xgitH‘;’c“ [ﬁ VLAN

apm%ﬁpj fi %Eﬁ#@%v i VLAN

it 5 E] VLAN ’ZE J72 7 SUE) VLAN Sl [Rb el J fa] ot &l
’JDﬁ:t AT AR 2
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AU IR VLAN

Es“w PUREY VLAN ZPRED ) » Sy S lﬁa@% *ﬁ*%@ﬁ*‘ fE Y VLAN B
- B j,fdvgl%ﬁ%‘:ﬁf VLAN 1 i = f_j JD:H@%&E U IR - r[J@lE“
%1 VLAN jOifs! | [ = vt H'Mﬁ‘j‘“ﬁ‘%f“‘ il b B i% VLAN
Jﬂyﬁ%*ﬁ@”"? Jﬁ'ﬁi“f%'éﬂ T VLAN - i) |- E*f‘ﬁ“w GVRP ffE 2" >
E“'i’f El%L_Y) AR SR S HJ VLAN *ﬁ <p J-T]'ﬁ’n%fallg:_%f{'ﬁ'l J[I1 [F flif VLAN '] ° T 1@
f/WEf R PV IR~ IHJ iy VLA (EEREAIRASEEL | i b Bt
= 5 TJE VLAN Ve BRI RS T M SR - i
VLAN -

AR ©UIFE VLAN AR S[VER & i i@ ! ) VLAN I 21 %) VLAN POafes = ik
RN JE JIGEIE ] VLAN ARSI PR Sah e

VLAN ]J#_ j{}z\é‘é”;‘?ﬁ‘ﬂl_ II:I qjﬁl\fgf‘q%d —Rﬁ‘xﬁﬁfji\“ﬁ[ IZ[I[— ||:]—‘ ?‘:E:trﬁﬁlj1g
= 5J [Iﬁ:p & J[[:tﬁﬂ“%‘ Pl e | ﬁ}!{/[[ﬂﬁ ':IJ}J‘[ i [7FE F{EHJ VLAN ( )F“L%gj_[srfu
ﬁew s i PVIJE) o (RN ey -E Jﬂf%%f TH%\ RGP TR VLAN
ID 5 1F R+ o L SRR R s -

e |§v{l—f¢f€ﬁ1j AR (il S 0 113 A 7 AR S0 E’i?x’%‘ﬁﬂiu
B0 VEAN R+ e e VLAN -8 1 2 fipi - 1At M
EMICEER TRt R Tl

f%#ﬁi%ﬂzj VLAN — [*78 VLAN [ VLAN - Gl 4 b Aﬁg
o [ 2 453 B8 fﬁm%aﬁ B MAC r*t@frﬁr‘ﬁ”éﬁ%*ﬁ*uﬂ Eﬁ [*JNJ
ﬁlﬁ: R 14 I 51 MAC |+1ll—"::““’ﬁlfglg_}§fﬁ'r FORE T (BB e * VLAN EJFTJI,
T ,w - Jﬁ,:ltt EYPARHCE I TR GVRP - BRI | =HOETEn

E lﬁ"J VLAN | - GARP VLAN Registration Protocol (GARP VLAN 3R] 4
T W GVRP) [V %E‘E%’TE"*J* > "EEUJIF%‘F‘ *’“*'“%?“tw il
VLAN ?[%Q%jéa Vf‘wf #54) ¥ 2 1EEE 80 1Q VLAN;Q ﬁﬂu IEI p %JLEWFJ
ﬁ EF i % ’”ﬂ x I EY VLAN B o Hi e s srTuTﬂj?&F IEWA 3 [‘b
ﬂ“}}fqﬂﬂ Ejpu@f_}%iﬁ&g’ K f’,\_gu VLAN 7| > m;{zj E;lg;ﬂ:x Z[# BT E pJ }}ttﬁ,& fi
ﬂf‘?*F EEp- Y42 GVRP e E@%E’Ej =F B }i‘—“jﬂfﬂi@F F“ﬁ%iﬁ*ﬁv }iﬁ
HfY VLAN | » %@ }ifj SRS AT i Y - VLAN ﬁugﬂ\ﬁi
nJ ﬂaﬁg‘wtﬁkﬁgﬁﬁ [JWZI[E‘? FlJJ[ﬁE 7% > 2 "J GVRP ﬁJF Fu%:gf?“lglﬁ%q\,rﬁ HSpY
'EI <FIE *J%Juib‘ VLAN &
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AR 4655 GVRP - ; *&&%F”D”%uvmm (HAIIEE =
L] gf ) EE VLAN SRS Tﬁ”fi& lﬁfﬁi‘%ﬂi R BT
f

rﬂi““{ HERG - *ﬂ'ﬂﬁ gl - ?ﬁ“éﬁﬁx?ﬁ IE; I/l‘a:}éé 5] GVRP ﬁJ i 2[5 3- 91 g[
fY r% uilﬁu VLAN F 5 | o) =9 > [kl it g IIEJ il T
£J'E'1gﬂ%f =9t R s 35 iy ik 1t GVRP ﬁiru ’ i"fﬁ*' LaStIEE 2 JD“ H

Y E1fi9 VLAN [P »

AR BT Y2 GVRP puqrﬁr EUERL > iR TSE SR LD L R
ﬁ&WﬁN DﬁBmngriWAN[w‘[L@EM%q)Tﬁﬁgﬁﬁwq
'+15Mﬁ'j‘ lﬂﬁ s FFIIFIJ?L AL ﬁiﬂu F'?YE}J GVRP ﬁjﬁ o

R AR SR S R B B

g2 @gﬁlﬁfﬂﬁf Pl ORISR — (WSRO T VLAN

BSR4 JD:‘%%EJVLAN S - R - iR

l[ﬁ‘ii‘&?ﬁJVLAN?ﬁc R MR T — [ VLAN V9f 5 R
SRR S

Hlmlﬁﬁﬁf*ﬁ?ﬂﬂ PRV ) AR ST o AR VLAN » [N R T
= lﬁﬁg*ﬁfﬂ ik JIE“‘J_’JDE;TE%W% J A SBIVRL by o ﬂ‘“*%a‘éﬂﬂﬂﬂ R LSSl
SE IR I VIAN [ “Ei Ly Jidfe ;%Hl’ VLAN B . il ey
ggq;uuﬁ U ey IS ‘Ifg‘, :p@g T = A% ;’ﬂj 42 VLAN fi J,m»‘i L B
@:Syj/ﬁ VLAN ;fﬂig,j; ﬁf' I upiﬂglﬂi ,q‘ Q %ggquu inifﬁa%p Jﬁ 1)

VI & lﬁlfufrﬁgffrﬁ s VLAN P [N LA SUF] VLAN Ihffiogé

LI?IL IFERRESEVER Y F L B R Esf}i‘“IFﬁﬁPﬁ‘ UP”WE'Q‘ e ]
:,Jy Ik VLAN 25 iﬁf B Firgaf e Vﬁ}%t{ﬁﬂbgl% VID -
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33.1.1

= FL A VLAN w3t
RS

m VLAN Version Number — =& 8185 [{i [V IEEE 802.1Q & [1fY VLAN 5% -

m Maximum VLAN ID - =% j%.%'ri HIEA VLANID -

= Maximum Number of Supported VLANs — M=% #1535 _'“FIJF%W&LV VLAN (g

L

Web - {7 Switch Config=>VLAN -

r Switch Config r r r r I
Security | Communication | YLANS = Broadcast & Multicast | Spanning Tree | Class of Service | Address
1] | |

Sun Fire 81600 > Switch Config > VLANS

Basic YLAN Information

YLAN Version Mumber: 1
Mazimum YLAN [D: 4094

Maximum number of support YLANS: 2E8

CLI - ﬁﬁﬁ“ I ?F“[—?J o

-

Console#show bridge-ext

Max support vlan numbers: 32

Max support vlan ID: 4094
Extended multicast filtering services: No
Static entry individual port: Yes
VLAN learning: IVL

Configurable PVID tagging: Yes
Local VLAN capable: Yes

Traffic classes: Enabled

Global GVRP status: Disabled
GMRP: Disabled

Console#

4-119

SNMP - %57 MIB &g -

LIET MIB 8 R REEME

R

VLAN Version  MIB-II. 57 versionl (1)
Number dotldBridge.

qBridgeMIB.

qBridgeMIBObjects.

dotlqBase.

dotlqVlanVersion-

Number

versionl
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B MIB 8 R BEERE FREHE
Maximum MIB-IL &= [ 4094
VLAN ID dotldBridge.
BridgeMIB.
BridgeMIBODbjects.
dotlqBase.
dotlqMaxVlanld
Maximum MIB-II. =7, ?Z‘g'( 255
Number of dotldBridge.
Supported qBridgeMIB.
VLANSs qBridgeMIBObjects.
dotlqBase.
dotlqMaxSupportedVlans
Device MIB-II. lle=7 e a5 . 2,3,6,7
Capabilities dotldBridge. ExtendedFiltering
pBridgeMIB. dotldServices (0),
pBridgeMIBODbjects. dotldTrafficClasses (1),
dot1dExtBase. StaticEntry

Traffic Classes
Enabled

GMRP Status

GVRP Status

dotldDeviceCapabilities

MIB-II.
dotldBridge.
pBridgeMIB.
pBridgeMIBODbjects.
dot1dExtBase.
dotldTrafficClasses-
Enabled

MIB-II.
dotldBridge.
pBridgeMIB.
pBridgeMIBObjects.
dot1dExtBase.
dotldGmrpStatus

MIB-1L. @

dotldBridge.
qBridgeMIB.
qBridgeMIBODbjects.
dotlqBase.
dotlqGvrpStatus

i

FA

dotldIndividualPort (2),
dotldIVLCapable (3),
dot1dSVLCapable (4),
dotldHybridCapable (5),
dotldConfigurablePvid
dotldTagging (6),
dotldLocalVlanCapable (7)

true (1), true
false (2)

enabled (1), disabled
disabled (2)
enabled (1), disabled

disabled (2)

Sun Fire™ B1600 Blade Fifti
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3.3.1.2

GVRP p\JfIF“JE””“ fH | ( ﬂaﬁaﬁ E)

GVRP (GARP VLAN Registration Protocol * GARP VLAN gFE{'[f[a et ) 85 4 By
U TN 51 VLAN gY@ io 2 o 1 s s ’M%Ei EREHIEE 215 F[?tP V AN
’WF ° VLAN R 15 if'ﬂ?ﬁq'*r AR b (R S I LR o E—‘f
FTHY GVRP » FIES VLAN GERPf=y fpms o 2 3 i éf?ﬁ}z\g% I
LAN -

Web  Hil Switch Config=>VLAN - ?glrlfl JF}@'E] | GVRP » £ Save ,
— rSwitch Config r r r r I

Security | Communication | VLANS | Broadcast & Multicast | Spanning Tree | Class of Service | Address

Ll | ﬂ
Configuring YLANS =
Tha switch supparts up to 255 VLAN: based on the TEEE 802,17 standard, Usa tha list box to ragister static
port-bazed VLAN:. Once a static VLAN has baen registered, ports should ba aszsigned to the VLAN by prassing
the membership button. Once ports are assigned, the VLAN can ba anabled. Whan the VLANs ara configured.
GWRP [GARP VLAN Ragistration Protocal) may be enablad to propagate these changes acrass the network,

Enable GARP VLAM Registration Protocol{GVERR)

" Enable
* Dizable
i
CLI - )™ = R [ 585 GVRP fo = -
Console (config) #bridge-ext gvrp 4-118
Console (config) #
SNMP - %57 MIB g
WuaE MIB ## R REEEE FRRR{E
GVRP Status MIB-II. R enabled (1), disabled
dot1dBridge. disabled (2)
qBridgeMIB.
qBridgeMIBObjects.
dotlqBase.
dot1qGvrpStatus

b
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3.3.1.3 r%“d&_ VLAN

4

= ID - =L VLAN [ ID (1-4094) °

m Name - VLAN fv €7 ( "Jfl 1515 W7 ).
m Status - ¥ ' VLAN “'?7”]5&@ 2

» Enable (ffi"[f1*) - %5 VLAN [~ 38 &1
= Disable ( F[@ *) — %7 VLAN ?’T@E[‘p “Jﬂklf‘ij e R R
m Creation Type — 17 = VLAN I'} {7,000 7 =2 E\%E{ e
= Dynamic GVRP ( Ewﬁt *) D AL GVRP FIESH A -
= Permanent (& %) : R 1= @ F@FZ?E[ °
m Ports/Channel groups* — ¥ "= VLAN /7 I 1 -
* iﬁ?ﬁﬂﬁ%ﬁ’?& CLI F -

Web — 17§ Switch Config=>VLAN « #7 VLAN pug 44 i/['—" A ﬁﬁl\ VLAN (¥ ID
== RPINERELD Enabled (777 Y Disabled (7)) > SRif™ T Add A
e BHSIERUE Y VLAN %ﬂ - Y LREE %%3‘%* ' Enable, °
"Disable ; {5 " Remove ; © F|folff /1 Elj% * VLAN ['] % e iEIE' s JRERE
r : o 5 = J 7 ILJ;K/ F

Membership (ﬁ% (57 3-40 FIfY T VLAN '] 7 [ f
T [ switch config [ I r r |

Security | Communication | YLANS @ Broadcast & Multicast | Spanning Tree | Class of Service | Address

| 3
Port-based (Static) VLANs =
18] Mame Status
1 Defaultylan Enabled =
2 Mgtilan Enabled
[Ramove ]
YLAN 1D Marme Slatus
3 [reo Enabled =]

All Known YLANS

The WLAN: registered with the switch are shown in thiz list bax, For esch VLAN, the list box shows whether

the VLAN is enabled or disabled and how the VLAN was added to the switch (static or dynamically learned),

10] Mame Status Creation Type
1 Dafaultylan Enabled Permanent
2 Mgtvlan Enabled Permanant

L |
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CLI - I') ™ = &g g = — [##rv VLAN » 77817 VLAN JURreerat

Console (config) #vlan database 4-105
Console (config-vlan)#vlan 3 name R&D media ethernet state active 4-105
Console (config-vlan) #
Console#show vlan 4-113
VLAN Type Name Status Ports/Channel groups
1 static DefaultVlan  Active  SNPO  SNP1  SNP2  SNP3  SNP4
SNP5 SNP6 SNP7 SNP8 SNP9
SNP10  SNP11  SNP12  SNP13  SNP14
SNP15 NETPO NETP1 NETP2  NETP3
NETP4 NETP5 NETP6  NETP7
2 Static MgtVlan Active NETMGT
3 Static R&D Active
Console#
SNMP - %[5 MIB &gy o
e MIB ## R REEEEE FRERIE
VLAN ID MIB-II.dot1dBridge. TSGR R 1
. B ki
qBridgeMIB. EXlY
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanCurrentTable.
dotlqVlanCurrentEntry.
dotlqVlanIndex
VLAN Name MIB-II.dot1dBridge. ETEYZ - P e fl |
qBridgeMIB. (=% 0-32)
qBridgeMIBODbjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanStaticName
VLAN Status MIB-II.dot1dBridge. Fv/g+  enable (1),
qBridgeMIB. disable (2)
qBridgeMIBODbjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanStatic.
RowsStatus
VLAN Type MIB-II.dot1dBridge. =] other (1),
qBridgeMIB. permanent (2),
qBridgeMIBObjects. dynamicGvrp (3)
dotlqVlan.

dotlqVlanCurrentTable.
dotlqVlanCurrentEntry.
dotlqVlanStatus

m
P
=
&
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LIET MIB 8 R BEEHE A

VLAN Ports MIB-II.dot1dBridge. =] ZAEM A
qBridgeMIB. (@l 7‘% H)
qBridgeMIBODbjects.
dotlqVlan.

dotlqVlanCurrentTable.
dotlqVlanCurrentEntry.
dotlqVlanCurrent-
EgressPorts

3.3.14 % VLAN [P0 [l 5 £
iy wt

Name — [~ VLAN ¥ €7

Up Time at Creation — > VLAN [V fffif] -

Status* — #17- "= VLAN I'J A& 47090 F =0 B[] -

» Dynamic * 75T GVRP FIFIH A -

= Static © IR I A F@E%TEJE' °

All Ports — 3§ iﬁ'lﬁ?ﬁﬁ%ﬂﬂﬁ? °

Membership Ports — J[1* EE VLAN Y /i 1> ﬁ“f ’Dﬁ:t)l‘ﬂ% S | i %A

Biﬁ‘Un P FIEREsE GVRP P -

Membership Type — r%‘;{ VLAN F’-?Eﬁ"?y %J"WFVTQL“H oo R ﬁ“’ﬂwﬁ

"Add , #E

» Add Tagged * /i ['IkL VLAN fU Fi V= > Fopli= VLAN ol if oS pugf o

i ff L AR > [ H E ] VLAN 5 CoS ot »

Add Untagged : /i [PIRL VLAN U E1V— o UL VLAN IO i 2 fogt

CIE IR %ﬁ*’{lf@% NI ETE] VLAN HY CoS Yt ©

= Add Forbidden : /i 48[ I FIZil GVRP 17 = VLAN ] - G257 3-33 1
fl lrﬁ%w”ﬁ I VLAN :tPJEJ L o

= Remove ‘R T FIIE= VLAN [[1F2[% -

ft43 " 5 CLI -
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Web - 17| Switch Config=>VLAN - ’rfp{aﬁ'@ﬁ W #EIV- fi VLAN > $F#H
"Membership | ° vt AR ASREE > T T All Ports | ?ﬁ?ﬂ (& ﬁiﬁi}%iﬁ@?}[ﬁ
) FEES - [ P A H Y T Add Tagged ) ~ " Add Untagged ; v " Add
Forbidden ; ( Z1HIF=/7 [*13fii] GVRP [ * ) o ) for P05 i /7 ﬁﬁ(r " Membership
Ports | i {1 P "Remove ; A[[fi" °

n r Switch Config r r r r I

Security | Communication | YLANs | Broadcast & Multicast | Spanning Tree @ Class of Service | Address

4 | =

Ports can ba assigned to multiple tagaed or untagged VLAN:. To add a part as a tagged port (e, attached to a VLAN-avare device), seledt the ;
frorn the list of available ports and press the add tagged button. If a part is connacted ta a davice that doss not suppart VLAN:, but you wish it £
participate in one or more VLAN:, then press the add untagged button. & port may be alzo be set up to spacifically farbid particular VLAM traffic
through that port.

WLAM: RED

Up Time at Creation: 0doh 31 mn39s

Configure Logical Ports on the Selected VLAN

ALL Parts Add Tagged P Mernbership ports
SHP1 N SNPO(tagged)
SHP2 Tl | Add Untagged D NETPO(tagged)
Shpa Add Forbidden
SHes -
| | ]

CLI - )™ S B Geft /71 > 0BT 1= VLAN Fri o £ -

Console (config) #interface ethernet NETP1 4-74
Console (config-if) #switchport allowed vlan add 3 tagged 4-111
Console (config-if) #exit

Console (config) #interface ethernet NETP2

Console (config-if) #switchport allowed vlan add 3 untagged

Console (config-if) #exit

Console (config) #interface ethernet SNP13

Console (config-if) #switchport forbidden vlan add 3

Console (config-if) #end

Console#show vlan id 3

VLAN Type Name Status Ports/Channel groups
3 Static R&D Active NETP1 NETP2
Console#

$L3E SEHL 341




SNMP - £[57 MIB A

L TEL

MIB 8 ER

REERE

TRER(E

VLAN ID

VLAN Name

Up Time at
Creation

VLAN Status

Tagged Ports,
Untagged Ports
(Allowed VLAN)

MIB-IIL.

dot1dBridge.
qBridgeMIB.
gBridgeMIBObjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanIndex

%7

MIB-IIL.

dot1dBridge.
qBridgeMIB.
gBridgeMIBObjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanStaticName

MIB-IIL.

dot1dBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanCurrentTable.
dotlqVlanCurrentEntry.
dotlqVlanCreationTime

lEF

MIB-II.

dot1ldBridge.
qBridgeMIB.
gBridgeMIBObjects.
dotlqVlan.
dotlqVlanCurrentTable.
dotlqVlanCurrentEntry.
dotlqVlanStatus

lEF

MIB-II.
dot1dBridge.
qBridgeMIB.
gBridgeMIBObjects.
dotlqVlan.
dotlqVlanTable.
dotlqVlanEntry.
dotlqVlanStatic-
UntaggedPorts

A/

A/

R (P =7
KR )

other (1),
permanent (2),
dynamicGvrp (3)

=g
R
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3.3.2

LIET MIB 8 R REEME R

VLAN MIB-II. v g T AER A
Forbidden Ports dotldBridge. (S i% #t)

qBridgeMIB.

qBridgeMIBObjects.

dotlqVlan.

dotlqPortVlanTable.

dotlqPortVlanEntry.

dotlqVlanForbidden-

EgressPorts

Port Trunk Index sun... =7 ?ZE'T
(Channel portMgt.
Groups) portTable

portEntry.

portTrunkIndex

VLAN Static MIB-II. Fiov/ g enable(l),
Row Status dot1dBridge. disable(2)

qBridgeMIB.

qBridgeMIBObjects.

dotlqVlan.

dotlqVlanStaticTable.

dotlqVlanStaticEntry.

dotlqVlanStatic-

RowStatus

\»r[ \»I’[”‘“
[—‘71\ ?[ TAR- Fu\
vrv?%im 1»1"%4}?3*‘? ]llffh?”lgi( I/;‘:F@jtl[ﬁﬂj‘q‘gn o PAERE QF\/E&E 3:%“,[&’?‘
St 5 R S sk Flﬁl}i"’ﬂ%?v EREAREE S AR SFIF%; ?5 Fy?'nﬁ”
s R A Ly - g e i e
FOARfEE p e &1 o (RS f“’e""?ﬁiﬁlfﬁ?ffﬁ T A gy E%TE“%E’F}H‘“‘?FJ%@%%
xﬂﬂ*“*ﬂ TrEbl b SR Bf A | T I =

+ PRI IGMP (Internet Group Management Protocol » [ﬁﬁ?{ BB AR
A :EIJFF uil Fﬁ}g_}% tt E[}%L{;"ﬁj{ |~‘I {%%‘PQF”FE‘E = )[;_:& o g }:‘/” F;[j\;,rjp ¥ g
B A L Fl*uxﬁﬂ**ﬁ%fﬁﬁp o P

VT 0,2 ?lf’f* /S U ) AR 46
B?ﬂj o [F=RE I FE ?“t',gtg'”f?ljtg?ﬁjrﬁ o

P 52 SN0 | 1 0 G S PO SR S N » ) H"?ﬁﬁﬁwWF
ﬁ% A (VLAN) I i *’F'h‘"lﬁ“%’ﬁ VTR R RSO TR/
tﬁ'lp ol o

b
w
fuk
m
P
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3321

[

7 IGMP Snooping 2§

= g I%JU?W' '*Q’TUF&'F‘F ORGSR R R o B BURASIGMP i
t:i[ﬂ%ag_ ORI A}i%lj\‘ﬂ‘ﬂ R LBV > e AT Y SR B PSS

ZYEE IR o ‘ﬁ‘F

I e

1 RIVES

IGMP Snoopmg P=2 523 J“HE*J%;“I% IP fesr E'f‘,ﬂla‘ﬁ, /7 I TP R ;?4
= ASTERE I ] RS IGMP f s [pgRf o IFL““}"/ CIP B ’%fﬁ“ & PETURY
F" ki QFTT?H ’ jl?%al‘ fl 'E;fFJﬁzHFU IGMP & » S5 plifiogess ':t{lfg«rawv

N ST R e R EERERA -

IGMP Quener—?ﬁﬁ”ﬁ_ ‘Lﬂ;qﬂﬁ mal F’ﬂﬁﬁf I 2 BSRLA I R ?IE’EY; S -URL

gt g S BRAC T LT+ LAN HIF[EG P H'?’J‘e"?ﬂknﬂléé/ﬁﬁz\%‘ﬂ
hi E‘" [“; :':E‘IK&/‘ EEL[JE[HI f'ﬁ'[_ fh Fﬁqufﬁ LANH iﬁﬁo
ol i+ b szl e b 2 R

PRI A -

AR e ,UEIa“ %IJF?;;F;HLW% FIYIL DVMRP 2V Hfofes IR

I S ﬁﬁ HERY TP

B

fid e

IGMP Snoopmg* 1= ﬁﬁ:’{w']fﬁ A IE“*AETT}FJ R o TIFS PR AR
ol IR R - SRR © (7))

IGMP Protocol Version — I%J&_AEF*T% TR PR A FL . Fl%
22 f' PR 1-2)

IGMP Querier — [ jJH“’Fﬂ'J ?4 AL F{IrﬁA | g‘, RO E S E EFFJE%JFHJEH—‘EJ}
L R B A ?I?’e"ﬂ) £l (??@-

. QueryCount* 7 H g h%faﬁ“'%blﬁ@aﬂl’ ﬁﬁ“ fﬁ?ﬂs‘fﬁ [
T i%ijﬁ“ﬁﬁf}ff??fﬁﬁ il Cireipl 2> g 2-10)
= Query Interval — FE LB FET IGMP = 57 Fﬁng*ﬂﬁ”ﬁr} F%E 125

Fpo fr R EEE D 60- Ji25
= Query Report Delay — &0 51 ri’mﬁ_}% SRS [ TP 5 4R 1 HHY IGMP
l'f&g*ﬁ e “E:ﬁé f/’\EﬁFJ TR TRl SR R AR IGMP @R EL -
TR HFF%F{HI (:g[%@ 10 #p > it B[ : 5-25)
. Router Port Exp1re Time — Elﬁrﬁ il h@ SRR FHIE%FIJ/ o b
o ﬂgsyq H e DR LT ’L[jiitfrﬁﬂﬁﬂaﬂir’ ﬁ[ﬁl]?ﬁiﬁ” Vg P
ul*‘"i;;;f = ﬂ Jjgf_w%u o F[%gﬁj 300 7 » f* P ]EEE © 300-500)

AR T A peEE ﬁfﬂ ERPHRIPAS £ o SRR FUE ) IGMPv2 T 4%
EIJ?FI IGMP Report Delay % Router Port Expire Time °
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Web - ™ Switch Config=>Broadcast & Multicast=>IGMP Parameters © ji/ ﬁ%l?ﬂ—@
IGMP ]%’J&_ s RN TSave | o

r Switch Config r r r r I

Security | Communication | ¥LANs | Broadcast 8 Multicast | Spanning Tree | Class of Service | Addres

l
Sun Fire B1600 > Switch Config > Broadcast & Multicast

[» |~

View ! [IGMD Parameters ZI

Configuring IGMP Parameters

Te configure the switch to use IGMP (Internet Group Management Protocol) For multicast filtering, you will need to enable IGMP Snooping.

reu csn alse configure the switch to act a: an [GMP Querier, which will make it responsible for prapagating multicast traffic to ather switches
or reuters on the netveork.

W 1GMP Snooping Enabled
IGMF Protocol Version
@ Yersion 2
" version 1
¥ 1GMP Querier Enabled
Query Count (1-2): Iw—
Query Interval{60-125)secs: W
Query Report Delay (5-30)secs: IQD—
Foo

Router Port Expire Time (300-500)secs:

(Sava) [Gancal] .



CLI- )™= gﬂ/pfﬁ Eghsic=s "F{I%;ﬁ%j@zﬁjﬁtpfjr%{g@ > iﬂ;%gqi e lﬁfjpfjﬁkﬁg o

Console (config) #ip igmp snooping 4-121
Console (config) #ip igmp snooping querier 4-124
Console (config) #ip igmp snooping query-count 10 4-125
Console (config) #ip igmp snooping query-interval 100 4-126
Console (config) #ip igmp snooping query-max-response-time 20 4-127
Console (config) #ip igmp router-port-expire-time 300 4-128
Console (config) #ip igmp snooping version 2 4-122
Console (config) #exit
Consolef#tshow ip igmp snooping 4-123
Igmp Snooping Configuration
Service status Enabled
Querier status Enabled
Query count 10
Query interval 100 sec
Query max response time 20 sec
Query time-out : 300 sec
IGMP snooping version : Version 2
Consolet
SNMP - %[3 MIB #&gy -
WO B MIB 8 HERR BRI (EREE FRERE
Snooping sun... T enabled (1), enabled
Status igmpSnoopMgt. disabled (2)
igmpSnoopStatus
Snooping sun... i1 enabled (1), enabled
Querier igmpSnoopMgt. disabled (2)
igmpSnoopQuerier
Snooping sun... TR 1 (2-10) 2
Query Count igmpSnoopMgt.
igmpSnoopQueryCount
Snooping sun... T ;Eggﬁ, ﬁzg@ (60-125) *} 125
Query Interval ~ igmpSnoopMgt.
igmpSnoop-
Querylnterval
Snooping sun... T ;Eggﬁ, ﬁzg@ (5-25) *} 10
Query Max igmpSnoopMgt.
Response Time  igmpSnoopQuery-
MaxResponseTime

Sun Fire™ B1600 Blade Fifti
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3.3.2.2

LIET MIB 8 R REEME R

Snooping sun... R %’@( (300-500) ) 300
Router Port igmpSnoopMgt.
Expire Time igmpSnoopRouterPort-

ExpireTime
Snooping sun... TR 17 (1-2) 2
Version igmpSnoopMgt.

igmpSnoop Version

LR R RS
SEECHR R 17| 7 IGMP JEQEJ“’}% » I'] ¥ DVMRP V?':F'F“ﬁim?ﬁ L S
@W{ﬁ \Wﬁ/nﬁ” IP fEiE ?’J‘e"‘ TP e R PR F'Jgﬁﬁtﬁlﬂﬁkl_%ﬁiﬂlﬂﬂ*{ﬁII%EF‘JT;& )
o H E[I IS tr'ﬁf-jj‘\‘%—f_ﬂ\}z&_u} FI R £y Plﬁglﬂ E[ )
IR SPRRE SASIAR [ PI IGMP %ﬁ};ﬁﬁ“j E'r% IRESTS L IGMP ot « [
I IGMP 0 HRLIHEE PP 7l A PR EATER /0 S i SR
méﬁwpﬂmu T GHEEEIRY 3 ‘E;E) Fo W*H J‘EH fpr (s JWEIHHVLAN) L
s IEHE%EI rjq,jﬁﬁ SETE ?lﬁﬁﬁﬁ: FE[J@\JEI Eﬁ:“r’?{%‘bi.é'[—‘ Jt%’j E T BT FIATE
ﬁ’g E[J}r P[ F o
m VLAN flIFe = SR 52 AT 4 -
= VLAN - # *“VIFE*}J;‘;& MU [ VLAN -
(PRI E ) VLAN ﬁjIDEﬁW%ﬁo)
= Interface — & gﬁﬁ*"”'?ﬁﬁ A S : L%’»iﬂﬂl‘éﬁ%ﬂ (Static)
PERE Y (IGMP)
m VLAN IS e o 2 ARl O
= Available Ports — 5= i) 4 1 * #E VLAN HI’S[[ 1= Jr'?’ﬁﬁ,nﬂl%&ﬁﬁmﬁ‘ﬁ fi

Fie
= Current Static Ports — &1 =17 #=E VLAN HIFJ, (P B R i AR 7
e
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Web -

"Add | = "Remove | ## ﬁl}‘%%{%ﬁ*m?{-ﬁ‘;&?

rSwltch Config r
Security | Communication
|

Elgﬁlﬁpwr ;e
r

BEH lggﬁllg_ﬂm?ﬁ fi ]?-IA’;J;[‘

#* Switch Config=>Broadcast & Multicast—>Mult1cast Router Ports ° Z3V—
fit VLAN - 38 rQuery | BiF VLAN flr=efs

EIJ

Broadcast & Multicast
Sun Fire B1600 > Switch Config > Broadcast & Multicast

Spanning Tree
Wiew

Multicast Router Purtsj

Configuring Ports Attached to Multicast Routers

ports will appaar in tha list ta your right.

All known ports in VLAN attached to multicast routers

WLAN ¢

|1 Defaultylan = Gurrent ports

Unitl, NETPO, Static

If 1GMP srooping has not located the TGMP quarier you can manually configure a port 2o jein all the current
rrulticast groups supported by the attached router an the VLAN specifiad above

Ports in YLAN statically attached to multicast routers

&valable ports

Current Static Ports

Ylanl, Umitl, NETPO

Class of Service

Te find all tha switch ports which are connected cver a spacific VLAMN ta a known IGMP querier, plaase salact the VLAN and press tha find butta

Addres

I» |~

supy x| i
1 | LH
CLI- [/} 5 BTk NETPO AR VLAN 1 [lfofs s sl 3l a6 -
Console (config) #ip igmp snooping vlan 1 mrouter ethernet NETPO 4-129
Console (config) #exit

Console#ishow ip igmp snooping mrouter vlan 1
VLAN M'cast Router Port Type

4-130
NETPO Static

Sun Fire™ B1600 Blade R#xHEFE3T RS EIEIER » 2003 F 4 B



SNMP - £[57 MIB e

L e MIB #E R R (EEE
Snooping sun... Fd] j2a7a
Multicast Router igmpSnoopMgt.
Current VLAN  igmpSnoopRouterCurrentTable.
igmpSnoopRouterCurrentEntry.
dotlqVlanIndex
VLAN Name MIB-IL FA g D& fl&
dot1dBridge. (=% 0-32)
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanStaticName
Snooping sun... =7 T &I
Multicast Router igmpSnoopMgt. (S o i% #)
Current Ports igmpSnoopRouterCurrentTable.
igmpSnoopRouterCurrentEntry.
igmpSnoopRouterCurrentPorts
Snooping sun... F9] [iae
Multicast Router igmpSnoopMgt.
Static Vlan Index igmpSnoopRouterStaticTable.
igmpSnoopRouterStaticEntry.
dotlqVlanIndex
Snooping sun... ETEYS: s ]
Multicast Router igmpSnoopMgt. (o tﬁw% H)
Static Ports igmpSnoopRouterStaticTable.
igmpSnoopRouterStaticEntry.
igmpSnoopRouterStaticPorts
Snooping sun... FOv/ g valid (1),
Multicast Router igmpSnoopMgt. invalid (2)

Static Status

igmpSnoopRouterStaticTable.
igmpSnoopRouterStaticEntry.
igmpSnoopRouterStaticStatus

i
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3.3.23

fﬁffft'%ﬁ’r‘}qﬁ;’%

.ﬂ DB AREIRCIES P ] IGMP #12 IGMP :eurﬁ%%g FOIERE 15T 3-44 Fipy MR
& IGMP Snoopmg ‘**Q\TJ Bt o S0 %QIEI{EH ﬁf AU A > i f;ﬁ%—Lﬁ—L,.
plpJ REST! ;g’ﬁqg/ajj ﬁ, ,,,,, - ,1 Elp I#ELJQ?:[IE%% Jpn {f' L {# VLAN

x.;[/ﬁ

RS fﬂ*ﬁ ?,?’Eﬁ%ﬁ 1F,IF“ LAN S 'HH °

;'F—[_IJ@BJ#F

] F@Fu “r'?l l‘f‘{ﬂ—ﬂ\j\_j rf&

- EWKWE{E ?I R HH rjuij:k it B VLAN PSS /7 [FH]: FESEPEROh B
- ﬁluf[l‘ % VLAN [l I3 it -

54y e

s VLAN F&FE Ll;pﬁj%%&[ br;;q,jgﬁ Jﬁep»r.?‘l?ﬁqgg‘%_
= VLAN - ?w%m - i VLAN ¢
(T “?? fIFIT71 ] VLAN 9 ID % £ - )
» IP Address — ilf'j ‘LE“P'”?JZ"%HJE YIP Ak
» Interface — 517 S HE T FREE [ ARy /o> T ??i J?Yg"rl: (User) #%
FRE (IGMP) U =Ry -
m VLAN g ol fi i i s -
n IP Address — ﬁ JLE"F”'?ﬁﬁﬁﬁﬁ’ﬁlﬂ IP ik
» Available Ports — £ ) F IETEE VLAN Y188 RS IR TR S
= Current Static Ports (IP Addresses) — &1~ {5 a2 & VLAN (1 i CfE
AP A EJJETEJ“A.“EIj TR P 1P d-
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Web — ™ Switch Config=>Broadcast & Multicast=>Multicast Support o Tl B El
Eq (R Fﬁiﬁ’fﬁ?'?u‘“‘e"‘%m L A %i fE™ =t TF‘FHHH“ o ,ﬂg e ?ﬂ};ﬁ%mpq
VLAN ID % Ip b 4 "Query s i - ¥ J;i‘“ﬁfpxi' ﬁz"%m%fu i
fipn % R GEL - i VLAN  H3F INJ ﬂbﬂa{ [ 2] B T R AR S
P 'ﬂﬂ— N A Ade Bl

Pl [ switch config [ r r r |
Cormmunication | YLANs | Broadcast & Multicast | Spanning Tree  Class of Service | addres

Secunty
| | »
-

View |Mu|t|cast Services j

Configuring Multicast Services

To find all the switch parts which prapagate a specific multicast address, please select the YLAN | select an [P address for a multicast
service, The list of ports will appear in the list to your right

All known ports and muticast Services supported on ¥YLAN

Ports Creation Type
VLAN : |1 Defaultvlan = -
IP Addrass: |224.D.—_|1.‘3 = Unitl,NETPO, User

Mo manually sssign a multicast service on the selected VLAN to a specific port, type the IP address for the multicast semvice in the text bax,
select the part fram the list of switch ports to your left and press the sdd button. The port will then sppear in the list of multicast services

supperted by that WVLAN to your right.

Ports and multicast services statically configured on YLAN

Ayailable Ports 0 Address: Current Static Ports (IP Addresses)

|E|.D.D,D WLAN 1, 224.0.1.3, Unit 1, NETPO

Add P

ORGP E L PORVE R 0 s (W TP R,




CLI — | ™ =3 By — {1 0 SRty NETPO S 48 » 7K VLAN 1 P 4%
OSSR R L

Console (config) #ip igmp snooping vlan 1 static 224.0.0.12 ethernet NETPO 4-122
Console (config) #exit

Console#tshow mac-address-table multicast vlan 1 4-124
VLAN M'cast IP addr. Member ports Type

1 224.0.0.12 NETP1 IGMP
1 224.1.2.3 NETPO USER
Console#

SNMP - %57 MIB &g -

LIET MIB 8 R BEEEE

Snooping sun... F9] ey

Multicast Router igmpSnoopMgt.

Static Vlan Index igmpSnoopMulticastStaticTable.
igmpSnoopMulticastStaticEntry.

dotlqVlanIndex
Snooping sun... Fd| 1P ki
Multicast Static ~ igmpSnoopMgt.
IP Address igmpSnoopMulticastStaticTable.

igmpSnoopMulticastStaticEntry.
igmpSnoopMulticastStaticIPAddress

Snooping sun... A g s
Multicast Static igmpSnoopMgt. (i fﬁﬁﬂ H)
Port List igmpSnoopMulticastStaticTable.

igmpSnoopMulticastStaticEntry.
igmpSnoopMulticastStaticPorts

Snooping sun... Fov/g valid (1),
Multicast Router igmpSnoopMgt. invalid (2)
Static Status igmpSnoopRouterStaticTable.

igmpSnoopRouterStaticEntry.
igmpSnoopRouterStaticStatus
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3.3.3 ?[ ngffu (=

A e -
? ?‘_ gu%iﬁﬁi’.@ ;f

—mts

L ;%w Rl s A AR
B J;@"_}% "FT&*J fr‘ﬁiﬂﬁf[ﬁ; o
FJ%I%;HTEJ&_F%;“ Epohel FEL t’p’fﬁj?{;ﬁﬁépﬁ[{ﬁw;gj o
ﬁﬁ@mﬂﬂ
B LT R -
o RS I Ho I R -
ﬁ”wﬁ
» Broadcast Storm Threshold Level” — i & F[L > '] FpEffiosRf & gy £ i o
i1 16 ~ 64 ~ 128 ~ 256 I+ 256)
*  CLIEi= [UkL Broadcast Storm Limit ©

Web - §7 [} Switch Config=>Broadcast & Multicast=>Broadcast Parameters ° ?éﬁ
B FEL $REEHTS TSave ) o

[ switch config [ r r r |

Security | Comrmunication = VLANs = Broadcast & Multicast | Spanning Tree  Class of Service | aAddres

1] | i
Sun Fire B1600 > Switch Config > Broadcast & Multicast

View |Eroadcast Starms j

Configuring Broadcast Storms
ou can protect your network fram brosdcast storms by setting a threshold for broadeast traffic For each Fort, Any broadeast packets

exceeding the specified threzhold will be dropped. Selact o brosdeast storm threzhold level to change the switch global threshald,

Broadcast Storm Threshold Leval: 256 x| (rate in packets per second)

[save] [Gancel

i
w
1o
m
b
&
&
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CLI — ') 5 BV B b1 FIEGEEEL S FH0 64 (o -

AR s # switchport broadcast ?Frﬁ %‘???‘E*J?ﬁlﬁ E"fﬁfj?ﬁﬁrﬁ‘ﬁ}lﬁ'ﬁjﬂfﬁﬁ: » E,

LR TPV B 7 R EE R R R T

Console (config) #interface ethernet NETP7

Console (config-if) #end
Console#fshow interfaces status ethernet NETP7
Information of NETP7
Basic information:
Port type: 1000T
Mac address: 00-00-E8-66-66-83
Configuration:
Name:External RJ-45 connector NET7
Port admin: Up
Speed-duplex: Auto
Capabilities: 10half, 10full, 100half, 100full,
Broadcast storm: Enabled
Broadcast storm limit: 256 packets/second
Flow control: Disabled
Lacp: Disabled
Current status:
Link status: Up
Port operation status: Up
Operation speed-duplex: 1000full
Flow control type: None
Console#

4-74

Console (config-if) #switchport broadcast packet-rate 64 4-80

4-81

1000full,

SNMP - £[57 MIB A

WAT8 MIB 8 R B EEE

FRER(E

Broadcast Storm sun... R WHr

256

Packet Rate bcastStormMgt. (16 ~ 64 ~ 128 ~ 256)

bcastStormTable.
bcastStormEntry.
bcastStormPktRate

Broadcast Storm sun... ﬁ%ﬁ}h enabled (1),
Status bcastStormMgt. disabled (2)
bcastStormTable.
bcastStormEntry.
bcastStormStatus

enabled
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3.34

3.34.1

& Spanning Tree {1}

Spanning Tree iﬁﬁfi (STA) " 7\ [E?E[Jﬁibjﬁﬁfﬁm IS FpUpEs > =0 80 18N ﬁ%
o TR it Bt @I?TMPWﬂ¢ﬁ§%“ (077 5
ﬁj ._F[J"T e )[ﬁ% FEWE%E[IF )fw%&fﬁrl ﬂE[ﬁs [ﬁ’UH = IH B El F[ E rvm&l;[lw
]}“J* xF;hk ,[IE[IMTJEH'_EJT‘ ﬁi TF IR E - l#lfﬁ?'é,nﬁ“ AN AR

+% ?‘Z&é‘gq’#‘;[ A5 £ IV spanning tree JFTEIE |
m STP - Spanning Tree 3|7 ‘{7 (IEEE 802.1D)
m RSTP - [t Spanning Tree hﬁﬁ*f - (IEEE 802.1w)

RSTP;UEr ; ?fﬁvﬁ;ﬁg@ﬂi]&: SRS FERINAY STP pj%gﬁu FH RSTPE‘ a0
FISEES 3RV E? [/F'JE/L‘HJL‘{J‘F‘“%‘F‘}J »gw;ﬁﬁ SRS ine lg_};ttﬁ&?’rﬁ;g I ]El“ pJ
ﬁFJmJu&E[, Eha 'F"g[ ié?c:%jﬂ{‘ﬁ tﬁ&jﬁkﬁ%@ﬁﬁj gwa'yp Jlg_ IES (AL S R ?

g 'F'.:f ;g;—%ﬂgg jﬁﬁf P‘“STP FEEZ S 39 liﬁ:]f:;[ STP # FETLF[ SEIYNA EﬁF'E

I F STA TS
2 TR ST BRI (2] -

s LIES
m [JUHl Spanning Tree |7\ ¢

RSTP BT S EUspl e L o T IR RSTP TTE—”HH&_]EU AP R

I B g R £ STP RSTP # i RSl

= STP Mode - # iﬁ;?%fm'ﬁ’ﬁ"%nﬂ WALIF %ééﬂffu 802.1D [1V
BPDU ( i STP BPDU) » 4 #1ify F{Ih‘“ R TE L] 802.1D FUAREE B - )
fiE[ L ¢7 7] 802.1D ¥ BPDU -

= RST Mode — ¥ RSTP ;ad; T [ IR IR [P9RL 802.1D BPDU » (H717%
g %Eﬁr fuﬁf 1V > 1% RSTP BPDU » Il RSTP ik (i #riff prrs il joia
AT i o 2 o P I DM RSTP BPDU -
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e

UL FEE

SIS I%’““'J&EW? B

m Enable Spanning Tree — ’?’IYE'J/@E'JLFH@\ #rds _Fpv STA TP -

m Spanning Tree |t — =L s FUIPI- 7 spanning tree :

STP : Spanning Tree 3|7t (IEEE 802.1D ° @FIJ?‘H%‘ ) E?Vi?[’[ﬁ Rz
AR gﬁ i R Eny STP I A 5L=0 iy RSTP)
RSTP © [ Epanning Tree (IEEE 802.1w)

PPN = gl = il 2 A P
m Bridge ID — P[RS MAC M-

m Designated Root — Spanning Tree [[ L 1 £ 0 (BRSNS V 25795 MAC
i gk o

Root Port — ("4 51 P2 ASUR 3T VS B IR o 2 53RN (RO IR
BERLD Jev] o FRLE AGEEER > ORI U '“IEJ@E'[ (B0l spanning tree Aff
g e oy

gl JTEL%KF[ °

Root Path Cost — [£-4 AR LI iﬁﬁ?ﬂ?ﬁf&%{%,’ URE TS A o

Root Hello Time — M5 & 2« (I'JFPELi ) ‘Ff s AT FRFVEL ©

Root Maximum Age — MR S5 % R (1)FPERHTA ) Jus 2R iR LY
i PR - 9 R (SR o )
Eﬂfﬂ?@“;@ ﬁ:?ﬂi o Eug ’Fﬂspfﬂfﬂig_, IR RO ;,j/,;jgfg?%glﬂlﬁa STA 3 E'%jté}ﬁ
L T I R i SR
H TR SREORL TR R INAS Y R )

Root Forward Delay — Lw%fal'ﬁ"é\%*ﬁ‘j % R THD CPJFPERFTAL ) o L) g o e
SR (ANZ URCE VR Bl S PGS sk ey ) o pTOA ) AL R g
AEEAT R [ Tgﬁﬂiﬁ BP0 NI ﬁ’ﬁﬁf’sﬂf}_ﬂ IR o =
5 Eﬁﬁﬂjg[;ggﬁ@ﬁﬂj L p*ﬂ:sﬁ B ]S PRV AR R f RS
Tﬁ'l?ﬁ’ﬁtﬂﬂfﬁr[ T e Rl

Root Hold Time — AJRi7: ﬂ“u{;%?&ﬁgiﬁ%ﬁﬁﬁﬂ (FJFPEREIAE ) [ ] SR )
oA sl g e ek o
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PR
PTG B

Prlorlty R AR LSRR VAR - G tﬁﬁfﬁ’ S IR o et ﬁfé

B ?E‘IEU%L * ({5 EL STA F'Jﬂ??é [ e %FIFUI&:L??E‘?BW&I E'IJ'

MAC A8 S (SSERET H (R -

n “EJ%[E © 32768

. ﬂmfﬁﬂ 0-61440 * I'] 4096 V&%

» 10,4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 57344, 61440

Hello Time — F4E[I 21 % (JIFPERTE ) @ s (i fERAEL -

. R G2

n 1) I,@

w010 2 [(Max. Message Age / 2) -1] [ vk [ fifi

Maximum Age - l"%jéfﬁl’léﬁfq % % /\Eﬂjf (FIFPEVH AR ) RIS EREREFRLY % - F

HHQ%%‘ SCTE o BT E R I ( %Jﬁowﬁﬁﬁvﬂ)ﬂ%giﬁinﬁ

SHEL e F T ,—,aﬁ}ggtﬁq [ FIE[@,}I4 RYFE VR FEFELIPY STA Y5 a‘ﬁF El

ELEL ALY LAN [ g i v[lfﬂgﬁzﬁﬁfﬁ*i y\’}ﬁ*iﬁﬁ%fﬁ* * IFEE

TR I 5 lﬁ%ﬂfm% (| B LB ) AL
rn P'J lg_%fﬁr,ﬁﬂsl ﬁﬁdﬁﬂde

] “EJ%[E

w 65‘? [2 x (Hello Time + 1)] ¥ 2k A fifi

s M40 = [2 x (Forward Delay - 1)] Vg [

Forward De]ay — IF‘JQfE"'ﬁ‘Ef 1% /\Ejf %J't TEJIFf i ) I&’j’ﬁ ‘JF Jt’F[EIi@}L‘{J{F: ( I[

3 A FUE R rﬁz;; A aﬁguaﬁ%) p[fq“”mﬁf;ﬁ TR SRR

Bl ?FJ%?FIE&T M AL S - 191+ 5 e s

i ot S IR %J‘F:F”f*“’@* PR TR e R

i e -

. R :
n L 45‘? [(Max. Message Age / 2) + 1] ZViik - fif
. 30

Spanning Tree #A51 HF#K

'™ =T ng’[\fkﬁ“ﬁﬂ—‘ :Tﬁéfg%( o= fiE 1els)
= Number of Topology Changes — ' spanning tree i i JEfio- 8-

m Last Topology Change — [ f§4837~ % spanning tree Q%@?r%tﬂ (S

% D]

i
w
fuk
g
b
&
&

3-57



Web — {7 Switch Config=>Spanning Tree=>Basic Configuration ° {S&% F’?3=p Vg R

% T Save ;

_— [ switch Config [ r r r 1
Security | Communication | YLANs | Broadcast 8 Multicast | Spanning Tree | Class of Service | Addres:

4 | |

Spanning Tree

Basic Configuration | Advanced Configuration | MST Instance Canfiguration | MSTI VLAM Configuration
¥ Enable Spanning Tree =
Select Spanning Tree Protocol: RSTP =

The Spanning Tree root device is selacted using tha bridge priority and MAC address, If there is no root port, then th
has been accepted as the root device.

gridge 10: 32768.0000ES666672
Designated Root: 22768 .0000EEGBE5T2
Root Part: o
RFoot Path Cost: o
Foot Hallo Time (secsh: 2
Foot Maximum Age (secs): 20
Root Farward Delay (secs): 15
Root Haold Timea {secs): 1
Root Device Configuration
Pricrity {D-61440%: [z27ea
Hello Time (1-10) secs:
Maximum Age (6-40) secs: ,—
Forward Delay (4-30) secs: ,7
Spanning Tree Statistics =
Mumber of Topology Changes: [u]
Last Topalogy Change: Od1h 12 min 59 s

J | o

AR E P U RS T pRR P 11?5 i [&7F Priority ~ Hello Time -
Maximum Age '] Forward Delay Hlﬁ?‘ p I:E:ui— ixﬁﬂf SRR VAR
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CLI - )™ 7 Bl [ 417 % B STA )5 [l vt -
Consolef#tshow spanning-tree 4-102
Spanning-tree information

Spanning tree mode : RSTP
Spanning tree enable/disable : enable
Priority : 32768
Bridge Hello Time (sec.) : 2
Bridge Max Age (sec.) : 20
Bridge Forward Delay (sec.) : 15

Root Hello Time (sec.) : 2

Root Max Age (sec.) : 20

Root Forward Delay (sec.) : 15
Designated Root : 32768.0000E8666672
Current root port : 0
Current root cost H¢
Number of topology changes : 0

Last topology changes time (sec.): 9142
Transmission limit : 3

Path Cost Method : 4308020

SR ¢ R 8 ORGSR 0 -

P)™ #LEf spanning tree ﬁi?“f%%% RSTP ° ??‘EI*J spanning tree ZJ/fj< > f3?7€ﬁ'%§d%"{§’

4 o

Console (config) #spanning-tree mode rst 4-93
Console (config) #spanning-tree 4-92
Console (config) #spanning-tree priority 40000 4-96
Console (config) #ispanning-tree hello-time 5 4-95
Console (config) #spanning-tree max-age 40 4-95
Console (config) #spanning-tree forward-time 20 4-94
Console (config) #
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SNMP - £[57 MIB A

L TEL

MIB 8 ER

REERE TRER(E

STA System
Status

STA Protocol
Type
Bridge ID

Designated Root

Root Port

Root Cost

Hello Time

Maximum Age

Forward Delay

Priority

Bridge
Hello Time

sun...staMgt.
staSystemStatus

[

sun...staMgt.
staProtocol Type

i

enabled (1),
disabled (2)

enabled

stp (1), rstp
rstp (2),

4 Vifj A LSS MAC O IR -

sun...xstMgt. NE
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfg-
DesignatedRoot

sun...xstMgt. e
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfgRootPort

sun...xstMgt. e
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfgRootCost

sun...staMgt.xstMgt. e
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfg-

HelloTime

sun...staMgt.xstMgt. [ETE
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfgMaxAge

sun...staMgt.xstMgt. llis=7,
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfg-
ForwardDelay

sun...staMgt.xstMgt.
mstInstanceCfgTable.
mstInstanceCfgEntry.
mstInstanceCfgPriority

i

MIB-II.

dot1dStp.
dot1dStp-
BridgeHelloTime

[

sty

W 200
-5

2 2000
FIid—#

e 1500
FIsi =%

32768

TEH (0-61440)

e (100 £ 1000) 200
Fsd— 7 AN
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3.3.4.2

LIET MIB 8 PR REEME R

Bridge MIB-IL R HH7 (600 [ 4000) 2000 7}
Maximum Age  dot1dStp. Fioid=7p
dotldStpBridgeMaxAge
Bridge MIB-II. TR HE (400 [ 3000) 1500
Forward Delay  dot1dStp. 13 V=7 FIoiv=7p
dot1dStp-
BridgeForwardDelay
STA MIB-IL =7 SHeres
Configuration dotldBridge.dot1dStp.
Changes dot1dStpTopChanges
STA Last MIB-IL =] [T
Topology dot1dBridge.dot1dStp.
Change dot1dStpTimeSince-
TopologyChange

U STA A2 iR
# R RSTP [ Rt -
i Wt

n Path Cost Method - %ffgl' DRI gk R RS (RS BT ey o B ff

S 4 g, - HIRLASREE S R R -
» Long : ffii™] 32 5 fiufifi » 5l 51 %[ 200,000,000 °
= Short : ffi¥] 16 7 [1uffi » #GIFE-1 Z] 65535 °

i

fi

JJ‘;

. Transmission Limit - BPDU fvfs s ik - '3l l?ﬁ—ﬁxj [ e e 2 A A

et ] R @tﬁo(ﬁﬁaitrqo’gpﬁkﬁn 3)

Web — {7} Switch Config=>Spanning Tree=>Advanced Configuration © S5 ’?31‘]8 Vg

o ik Save -
o [ switch config [ r r r

4

Spanning Tree

Basic Configuration | Advanced Configuration | MST Instance Configuration | MSTI VAN Configuratior

Bath Cost Method:
& Lang

T Short

Transmission Limit {1-107: |+

b
w
fuk
m
P
53

Security = Communication | YL&Ns | Broadcast & Multicast | Spanning Tree | Class of Service

&

Addres:

»
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AR ARG LTS PR o ﬁ%m} (R (IR v P

CLI- I} ™+~ ﬁﬂ['l’ﬁ?'ﬁ‘c’ spanning tree [IV 55 4 L5 3 (G -

Console (config) #spanning-tree pathcost method long
Console (config) #spanning-tree transmission-limit 4
Console (config) #

4-97
4-97

SNMP - %[5 MIB @y e

L e MIB #8 R EEEEE FRRRIE

RSTP Path Cost  sun... B#w short (1), long

Method staMgt. long (2)
staPathCostMethod

RSTP sun.. R ?@’r (1-10) 3

Transmission staMgt.

Hold Count staTxHoldCount
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3.3.5

3.3.5.1

AR Kl s

%ﬁbfﬁ{ Fl WM[ﬁmﬁiFﬁfﬁ f%’ s *?&%E_"Eﬁ T35l (Class of Service » fif#h CoS) "M%
fS =y SEaRE= ) F'Jli%j% Ytif‘%égﬁul[*ﬁ%“ﬁ*?l‘ Pl A SRR ()
ﬂ@ﬁuMWﬁ% EWMWMW%MIW@%JVME
Igﬁ;:‘ﬁ& [*J‘ /“Hlﬂ Jﬁ ol IH{IL_. I:[ I J%L_J [ﬁ}r I}IFI hgl%i NS }H{I&}L{jﬁ c[Jl
FUZ o R AR F[J@i;’*ﬁv&'t[ﬂr Il e

%‘_L‘ —1[ ,‘*j { ‘—‘—4 /QE‘

ST PR

féiﬁ‘J‘l%tﬁz}Zi N B [l 7 i e

AREIVEF G fie I E RS I

i i

ﬁ.ﬁfﬁ,zlﬁj:&:

. jtp*%ﬁé’ﬂulﬁﬁ}%tﬁ*?ﬂ | DM PR ] R AR S SRR IR

=

= L BT (S £ RS B ) P e

Jp = ff fﬁz%puﬁnpﬁﬁ e f;{ﬁ’rhgl%@it: b JEﬁ 3 0 R P 1 PR P
Eip + IEEE 802.1Q VLAN =!IS Ef by - o i’,lIS‘T[JﬂJi, IEE]E 802. 1&
VLA ““D:tfﬂm%ﬂlﬁw E'H;‘?[Ef“ IEEE 802.1p fji ™| ¥ &-E7 (User Priority)

LB (BCSR « 1 5 P B 2 o
SRR AR T S

r‘f‘j‘u o
- [,FL"IE%%*%LF&?‘FF%’VLAN HIT%’*D HARES E HLEEE 8 Y VLAN
TE"‘%IE'FT R iﬁT’ 'H{laj"?lmﬁflj
14wt
m Ports — §fj A= SRR ST S (S RO )

m Default COS Priority* — T"]‘L [ERae= N S ’JLI:t (= (A2 S EIJF’?IEIF' R
7o (ERE 1 0-7 0 :pr%[;gj
*  CLI 'F'?;LH! “EYRHEIA 4G T Priority for untagged traffic; ©

b
w
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m
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f

Web — 7] Switch Config=>Class of Service=>Basic Traffic Prioritisation ° = " fgf2%[|
" Scroll to Setting the Default CoS Priority for Ports; » ¢ " Ports | i1l i
fiF1 s (SO SR > SR ™ T Save ) -

rSwitch Config r r r

Security | Communication | YLANsS | Broadcast & Multicast | Spanning Tree
|

Sun Fire B1600 > Switch Config > Class of Service

Yiew : |Basic Traffic Prioritisation ﬂ

Setting the default CoS Priority for Ports

Ports

METPZ - COS 0

METP3 - COS 0
METP4 - COS 0 —J
METPS - COS 0 =]

Class of Service | addres:

»

Information of NETP1

Broadcast threshold: Enabled, 256 packets/second
Lacp status: Disabled

VLAN membership mode: Hybrid
Ingress rule: Disabled
Acceptable frame type: All frames
Native VLAN: 1

Priority for untagged traffic: 5
Gvrp status: Enabled

Allowed Vlan: 1(u),

Forbidden Vlan:

Console#

Default
cos
Priority IE
(0-73% |
CLI - )™ = Bl |IfiT ] NETP1 s S st 5 -
Console (config) #interface ethernet NETP1 4-74
Console (config-if) #switchport priority default 5 4-132
Consolef#tshow interfaces switchport ethernet NETP1 4-84
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SNMP - £[57 MIB e

L e MIB #E R ERE(EEE e
Port Default MIB-II. IR %ZE}(T (0-7) 0
User Priority dot1dBridge.
pBridgeMIB.
pBridgeMIBODbjects.
dotldPriority.
dotldPortPriorityTable.
dotldPortPriorityEntry.
dotldPortDefault-
UserPriority
3352 K CoS eI fa ]
P | R RO T P S0 PR e CoS ARBIOAEL » 0 FR7 g
PR PREERY; o i "HH (220827 3-68 |1 ) © IEEE ;OZ.lp IS8 R Rl oy
74 o TR AT AL EEE 802.1p BASHRE BV Y I A -
1751
0 1 2 3
0
1
2
= 3
4
il 4
=
5
6
7
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Z5[I1) TEEE 802.1p @*f*f[l@%t ‘“*fﬂﬁ"n%“ i VAL o [EIRLIE R T AE

B B b R ST ¢ BRI
B BB

! fips

2 (1)

0 (¥i5%) EISHCtE]

3 ;T PENR

4 T A

5 AFRR] oI (PSR T 8 100 27

6 TR - BRI L T G 10 27

7 S

fri 4y ot
m Class of Service Values — CoS %JL[;E’I o (FEE - 0-7 0 ') 7 Ebds {50 )

m Traffic Classes (Queue)* — ﬁETL"lJr 3175 Eh o (FE : 0-3)

*  CLI *F"{%Fﬁ’?‘% QueueID °

Web — 17| Switch Config=>Class of Service=>Basic Traffic Prioritisation * = f5fhZ]
"Mapping CoS Values to Traffic Classes (Egress Queues) ; * ¢ " Class of Service
Values i {10~ FE5% » F|fg- [ Traffic Classes | f5FUiffj T H 1L~ el i ()0 >
7#1&}%_1\ rSaveJ °

r Switch Config r r r r I

Security | Communication | YLANs | Broadcast & Multicast | Spanning Tree  Glass of Service | Addres:

1] | 2|

Mapping CoS Values to Traffic Classes (Egress Queues) =
e T TR

Service
Waluas

1 - Traffic Class 0
2 - Traffic Class 0
3 - Traffic Class 1

4 - Traffic Class 2
t - Traffic Class 2
G - Traffic Class 3

7 - Traffic Class 3

Traffic
Classes
(Queus) ’a
(0-3) ]
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CLI - ') ™ = @I CoS fiufffi 0 ~ 175 2 #E] CoS B350 7] 0 JFf 3 #E|
CoS BLE7 H( 12 K] 4 71 5 B[ CoS BT A5 2 IRk 6 A1 7 B
CoS {BAE70 47 3 »

Console (config) #interface ethernet NETPO 4-74
Console (config) #queue cos-map 0 0 1 2 4-134
Console (config) #queue cos-map 1 3

Console (config) #queue cos-map 2 4 5

Console (config) #queue cos-map 3 6 7

Console (config) #exit

Console#fshow queue cos-map ethernet NETPO 4-136
Information of NETPO

Queue ID Class of service

0 01 2

1 3

2 4 5

3 6 7
Console#

SNMP - 575 MIB #agfy -

WEFE MIB 8 HiRR EEE FRRR{E
Traffic Class MIB-II. TH#E 17 (0-7)
Priority dotldBridge.

pBridgeMIB.

pBridgeMIBODbjects.

dot1dPriority.

dotldTrafficClassTable.
dotldTrafficClassEntry.
dot1dTrafficClassPriority

Traffic Class MIB-II. T Y (0-7)
dotldBridge.
pBridgeMIB.
pBridgeMIBODbjects.
dot1dPriority.
dotldTrafficClassTable.
dotldTrafficClassEntry.
dotldTrafficClass

A
P
(o))
o
il

b
w
fuk
m
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3.3.5.3

e E R IR TR

o FUARER T R ET PR (Weighted Round Robin » i WRR) i piE RS i (&
AL AR o NET 3-65 FIpY F;.{;J’ CoS - fif Tug?ufﬁ I At S EEEIH]
F{Jyﬁhé%ftfﬁgrquﬁlg_gﬁt F[”]ﬁﬁ?”'l* /”HIEJ~ [ o J[PH‘ /UEBF' ' JL;@ i ,yp[#
= e EUASEOGR BN R [Fﬂ‘ g LP‘*{@;[ RESEEIAEIES /[JIFA?[J ﬁ:%?%}l L TEN
() 5{4%55@%{] S I/ﬁj?ﬂffg“ A= F'UE”IT?E?J‘:F&J °

?Frn JWE‘

m Traffic Class (Queue)* — &7 f‘,i;‘uﬁ';i%ﬁj“ﬁl@?f@g
= WRR Weights — F5:% EAU R EFRORED - (878 © 1-255)
* CLI ﬁ%fﬁﬁ*/ QueueID ©

°

Web - {7 Switch Config=>Class of Service=>Basic Traffic Prioritisation ¢ =™ {5%|

"Setting the Service Weights for Traffic Classes (Egress Queues) ; » ZIVEH f[1— 7k

BV (Ejﬁﬁﬁl'rl'*‘r/ﬂ) ’ ﬁﬁi MEET » JREH T T Save -

P e canty ITTITEN r onoring
icati YLANs | Broadcast & Multicast | Spanning Tree | Class of Service | addres:

Secunty  Communication

1] | »
N -

Setting the Service Weights for Traffic Classes (Egress Queues)

UL Traffic Class O - waight 16
Class [Traffic Class 1 - weight 64
(Queue) |Traffic Class 2 - weight 128

Traffic Class 3 - weight 240

WER _J
waights |1
hd|

{1-255)

CLI - ') ™™ = # I WRR REET 1~ 4~ 16 % 64 F%“ %“f CoS B A% 0~1~2
T;’F 3o

Console (config) #queue bandwidth 1 4 16 64 4-133
Console (config) #exit
Console#fshow queue bandwidth 4-135

Queue ID Weight

Console#
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SNMP - £[57 MIB e

L TEL MIB 8y R BEERE TRERE

WRR Traffic sun... £ ?ZE}(T (0-7)

Class (Queue ID) priorityMgt.
prioWrrTable.
prioWrrEntry.
prioWrrTrafficClass

WRR Weight  sun... [0 18 (1-255) #3510 16
priorityMgt. 301 64
prioWrrTable. A3 2 1 128
prioWrrEntry. =3 3 : 240
prioWrrWeight

}ﬁ/;‘j 3/4 T RASETRENEZR] CoS ?:\L—@

M= B I RTFES 0T 57 3/4 EhkEl lgur{ L > TR E AR L_Fllgﬂ* o B! Rk
S FI r l Jﬁcu IP i1 ToS (Type of Serv1ce TR lrg 5 FIJIF#_:: ke b 7 T o
lﬁ,n :r_a‘v;«&nnwgaf] » ToS rw‘w;"p“ﬁ ] M*i IP :?Etﬂﬂ*ﬁ ’ ﬁ‘f 6 l[“f*‘%
DSlef(Dﬁferenhated Services Code Point » # £/ VR gj) P55 MF/? |J

*Jﬁf R AR IFJDA "’ﬁ[i"j’"ﬁ’i S [J’iF/?‘(tF‘HU%JL@ ’}Hﬁ EUTHEES F'@MW%
3l

FISHEGR BT = ) IO BALSTRRTE P SRasT | s  Rm

—ng[ﬁ‘[‘ré:”ﬁ'-['[—]— /”

n CCSTREPE ] IP RO DSCP (SRR (S RO
R

w 1P B DSCP BHCSRRYH T IR - PR WY bl [
T F f
PR o

fi ot

m Enable Priority Services - T IJY“JP& P A 5T 3/4 TR LSRR SEE] CoS iy
= o CRR=MR [

= IP Precedence ] IP| fESPIEET 3 /4 EHBL TR o

m Differentiated Services Code Point Mapping (DSCP) — fji*'| DSCP #[&27 3/4 ¥t
AT o

i
w
fuk
g
b
&
&
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Web - §7[j#] Switch Config=>Class of Service=>Layer 3/4 Traffic Prioritisation ° 7V
" Enable Priority Services ; » 2™V IP Precedence fi¥ DSCP - f

MSave | °

n r sw.it ch Config r r

|

r

Sun Fire B1600 > Switch Config > Class of Service

Wiew |La\rer 374 Traffic unormsaumﬂ

¥ Enzble Priority Services

@ 1P Precedence

r 1

Security | Comrmunication | YLANs | Broadcast & Multicast | Spanning Tree | Glass of Service | Addres:

»

 Differentiated Services Code Paint Mapping (DSCR) =l
CLI-I] ™= ﬁ“{;pfﬁ?s@ﬁ*& NP IP AR o
Console (config) #map ip precedence 4-136
Console (config) #
FifeUR 93 3/4 THk B B RRSTTEIEE 2 FIE] - I R -
Console (config) #no map ip precedence 4-136
Console (config) #no map ip dscp 4-138
SNMP - %[5 MIB A
WA= MIB #8 HERR BREEESE TRER(E
IP Precedence/ sun... T il disabled (1), disabled
DSCP Status priorityMgt. precedence (2),
priolpPrecDscpStatus dscp (3)
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3.3.5.5

SPE TP Bt

IPV4 %,ETEIHIEILJ ToS (Type of Service ° qgﬁfﬁlﬁﬂ]) bR B 2 R R

;chﬁr[jF' peayl Jﬁﬁ IARERG— e E @F' Pofe [RETR A 8 [ o Y IP B
£| f\._[ - i:“f‘—‘ ﬁjﬂ _‘\‘i:“[‘r‘ér gos || }g& ljj[;?r'z5 &k ﬁ‘@Otj'r% ” oSO =T=E).aT6
SF[I;TJT7 b | EATEW ﬂﬁfu El l‘f‘j‘uEIUF'J Ef fE 3% o ToS l;f‘j'uﬁ[JLﬂ‘; [[ﬂ\%

BAFR REF

6 = i&w[ﬁ,nﬂﬁ‘ﬂ
5 Eifel

4 Flash Override
3 Flash

2 plss

1 B SR

0 — i

$514) Wt

m IP Precedence — %17 IP B4 CoS pYsEfIe -

m Class of Service Value — }{’j’ CoS [ EEE T IP (& 7@? fifl < ﬁ%ﬁ q0 [k
SR 7[RRI S5

Web — 17| Switch Config=>Class of Service=>Layer 3/4 Traffic Prioritisation ° 5
Z] Mapping IP Precedence to Class of Service Values ; * f§- " IP Precedence ; <[/
E= W 7% T Class of Service Vaule ; Al iy ™ ??',F”l@ C IR TSave o

“ ) r.sw.itch config [ r r : r i .

Security | Communication | YLANs | Broadcast & Multicast | Spanning Tree | Glass of Service | Addres:

< | i‘
Mapping IP Precedence to Class of Service Values =

P Pracedence [1p Precedence 0 - CoS 0

[P Precedence 1 - CoS 1

IP Precedence 2 - CoS 2
1P Precedence 3 - CoS 3
IP Precedence 4 - CoS 4 J
IF Precedence 5 - CoS 5
1P Precedence 6 - CoS 6
IP Precedence 7 - CaS 7

Class of Service Value (0-7) |0 =] -

b
w
fuk
m
P
53
[
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CLI - | ™ = @[y SNP5* S 1 1o IP B 1 SH] CoS il MK i
HE] TP AR

Console (config) #interface ethernet SNP5 4-74
Console (config-if)#map ip precedence 1 cos 0 4-137
Console (config-if) #end
Console#tshow map ip precedence ethernet SNP5 4-140
Precedence mapping status: disabled
Port Precedence COS
SNP5 0 0
SNP5 1 0
SNP5 2 2
SNP5 3 3
SNP5 4 4
SNP5 5 5
SNP5 6 6
SNP5 7 7
Console#
* P (A LRI =5 7 A ERR ) 1 RSP @ iy R S e e
SNMP — %5 MIB gy e
WAI=TE MIB #8 HERR BREEEE yaRR{E
IP Precedence sun... TR EZ%’( (0-7)
Value priorityMgt.
priolpPrecTable.
priolpPrecEntry.
priolpPrecValue
IP Precedence sun... R %’r (0-7) — ¥ e
CoS priorityMgt.
priolpPrecTable.
priolpPrecEntry.
priolpPrecCos
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3.3.5.6

S DSCP [R5k
DSCP EJ 6 I[—lr‘f‘j‘u > ]:[J EL P fg HJm‘t" o DSCP E"t’]ﬁqvl'*??' ToS F 7 > fﬁ["”]ﬁ
(FT 2" ToS v = {faf R Afre 7 I IEIE’E ToS ﬁ'ﬁ' » B PEH 1 Tos (1 T 1 DSCP F“)%f}%‘
7 E‘ﬁ* DSCP gutﬂ%ﬁq T Eﬁﬁle{ﬁ,[,zJ B PSR AR ’?/%‘E“ Tl
DSCP [l ¢ ;‘;.Z/D% B %F E: (U e S | J;.ﬁffr‘] DSCP f%i
@?ﬂﬁff@?f CoS ffll 0 »
IP DSCP {& CoS {&
0
8
10, 12, 14, 16
18, 20, 22, 24
26, 28, 30, 32, 34, 36
38, 40, 42
48
46, 56

N O Ok W Nk, O

s e

m DSCP - ¥17- DSCP B-+Z755 CoS [V -

m Class of Service Value —fj CoS i[5 Ty DSCP &4 7@[2@0%2* VRIS
[R5 7 R -

Web — 17| Switch Config=>Class of Service=>Layer 3/4 Traffic Prioritisation ° 5
Z] " Mapping DSCP to Class of Service Values ; > (& " DSCP ; A1V~ [{FiF! >
" Class of Service Value ; fiff i * ﬁ}?ﬁﬁﬂ il » REF ™ TSave ) o

. r_SW_itch config [0 r : r ; . :

Security = Communication | YLANs | Broadcast & Multicast | Spanning Tree | Class of Service | aAddres:

1] »
Mapping DSCP to Class of Service Values z‘
DSCP

DSCP1-CosSa
DSCP 2 - CoS0
DsCP 3 -Cos 0
DSCP4-CoS0

DSCPE-CoS0
DSCPE-Cos0 =
Class of Service Yalue (0-73 |1 > -l

i
w
1o
m
b
&
&

3-73



CLI - I'} ™ = &I 1‘]’ SNP5* lif% i1 1y DSCP ffl 0 %% CoS ffi 1+ ™ ﬁj’ EIE
F{JF"TEJ DSCP & S*;a&%{: Iﬁ“ fﬁ s o

Console (config) #interface ethernet SNP5 4-74
Console (config-if)#map ip dscp 0 cos 1 4-139
Console (config-if) #end

Console#tshow map ip dscp ethernet SNP5 4-141

DSCP mapping status: disabled

Port DSCP COS
SNP1 0 1
SNP1 1 0
SNP1 2 0
SNP1 3 0

SNP1 61 0

SNP1 62 0
SNP1 63 0
Console#
* IP DSCP (U HEIRL (™3~ W 7 [ AR 4] o (1 F (7 OB L5l TIme ) i i e &
SNMP - %157 MIB e
Wh&H MIB 88 R B EE R
IP DSCP Value  sun... TH@EN izg‘( (0-63)
priorityMgt.
priolpDscpTable.
priolpDscpEntry.
priolpDscpValue
IP DSCP CoS sun... TR ¥Hr (0-7) 5y 3-73 I
priorityMgt.
priolpDscpTable.
priolpDscpEntry.
priolpDscpCos
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3.3.6

3.3.6.1

GRS RLEE

RO
IREHEE 2o

[ ST )
° g
g RS

Q%ﬁﬁﬂ%ﬁﬁ”ﬁ IR O g ﬁgﬁ?#ﬂ* [z
f}\ 4?%‘;?\.. b {IL{-H’-,IL LE jlg_gfﬁjl— o

2. i ke

R S ix%é&'éﬁﬁ ? 9 MAC “ 8 SEEHIRLERI RS © i - Lol

HE F[I]gu yguﬂﬁ HE] E b BRI I/fﬁi'lpj F“%'ﬂlﬁ‘iﬂﬁjﬁilfll%ruﬁw iIpy

—EIE'Ef , Ikﬁnu%a’*@lﬁtiﬂj Uﬁl%@gu,@%tﬁs [ El”#ﬁquﬁ HERETE Jg_%fj;ﬁl, .

r’f‘ﬁ_‘—%ﬂ'}r[ [ﬁ‘,l—L,iﬁj—L)g_%tﬁj FIE ?ﬁﬁ: MAC fbi F (%@E‘J)J 3-97 IIEU F%‘_L?ij;

rg;rjjl# o)

fy

= Port ID ( /1 1) —SUEIRESYHA (I | NETPO-7 > SUih ) - SNPO-15 :
NETMGT Y MAC i 8=, ) -

" VLAN ID - VLAN AR (1-4094) -
(A% 7% VLAN 9 ID 3§72 < )

m MAC Address — [iil 7% [P/ 19 MAC -
m Address Type — &7 [0 HERLEUESS M 2 gy Rl dpy

Web - {7 Switch Config=>Address Tables ° TF[ & /T 1~ VLAN ~ MAC A 5
TR ( ?flf\[_"” ) ﬁ[l%%'l EiF o REF Y TQuery ¢

el [ switch Gonfig [ r r r |
Security | Communication | WLANs | Broadcast & Multicast | Spanning Tree | Class of Service | Address Tables
L« | il

Sun Fire B1600 > Switch Config > Address Tables fat

Dynamic and Static MAC Addresses Assigned to Port in a YLAN

To find the dynamic and static addresses registered is the switch address table, use the checkboxes to select 2
search criteria to query on. Dynamic entries can be given a global aging time.

Fort 1D WLAN [D MaC address Address Type

w [neTro =] © [z mgtvian =] ™ [00-00-00-00-00-01 [ [Dynamic =] [Query

FortiD VLAN [D MAC Addrass Address Type
NETPO 1,Defaultvlan 00-00-4B-CD-00-04 0O O Dyanmic
NETFO 1,Defaultlan 00-10-B5-62-03-74 Dyanmic
= |
Pty ==
FE3E EIEMHK 3-75



3-76

CLI - I') ™ = &I B NETP1 U Ryt i -

Console#fshow mac-address-table interface ethernet NETP1 4-87
Interface Mac Address Vlan Type
NETPO 00-20-9c-23-cd-61 1 Dynamic
Console#

SNMP - %157 MIB e

LIET MIB 88 R BREEEEE

Interface MIB-II. I not learned (0),
dotldBridge.dot1dTp. Port List (1-24)
dot1dTpFdbTable.dot1dTpFdbEntry.
dot1dTpFdbPort

MAC Address  MIB-IL. =] MAC it
dotldBridge.dot1dTp.
dot1dTpFdbTable.dot1dTpFdbEntry.
dot1ldTpFdbAddress

VLAN MIB-IL @ (e
dotldBridge.qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanIndex

Type MIB-II. =] other (1),
dotldBridge.dot1dTp. invalid (2),
dot1ldTpFdbTable.dot1dTpFdbEntry. learned (3),
dot1dTpFdbStatus self (4),

mgmt (5)
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3.3.6.2

R
(i REEPRE AR I L
fay Wt

m Aging Time — 5 il Z[[U-fif 1 2 <V ,&ﬁ?&? X e
(FIT: 18-2184 7 » S 300 7))

Web - #"* Switch Config=>Address Tables * {; PV RFHIEL > St ™ [ Save -

— [ switch config [ r r r |
Security | Communication | YLANs | Broadcast & Multicast | Spanning Tree | Class of Service | Addres
| | il

| Aging time for dynamically learned MAC Addresses (18-2184) secs: |300 seconds =

CLI - J'J 5 I (11, 400 7 -

Console (config) #mac-address-table aging-time 400 4-88
Console (config) #

SNMP - %1% MIB &g -

LIV MIB R R EWME e
Aging Time MIB-1I R ;F?ZEI? (18-2184) *} 300 *J
dotldBridge.dot1dTp.
dotldTpAgingTime

i
w
1o
m
b
&
&
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3.4

3.4.1

N * w"l"‘"
@j%itﬁ ;I\ l;u\
B LR TR E L )

B EAFFFE ﬁrt‘ﬂuﬁ_}%tﬁi?ﬂiﬁ IRy o (RS R Y LA Uz A Ty 2 S
SEIRTIES (2 BHEY 3-108 FI) * pUE RVEEF IR T R

AR bR F“ﬁ%fﬁ*%{“ P IR NETPO-7 st 45
SNPO0-15 » I'| ™ {irRlsgiH i NETMGT -

B
ﬁgiﬁﬁkﬁtgm@q ISR » W ERIRTE U /T B B
PR R
4wt
m Port Type — M} HfIVE X (1000Base-SX ~ 1000Base-T F 10/100Base-TX) °
m Port - AU PG ( FEE S NETPO-7 - SLfF I © SNPO-15 - Al
$IE © NETMGT) »
m Description — /7 P55 -
m Admin Status — Zi ['=/7 = R e
Web — £+ Enabled i Disabled °
CLI - &= Port Admin ( ?ﬂ'm? e ) o
m Link Status — Zf5 75U 7\ £l b e
m Port Operation Status — ?ﬁﬁﬁ I RUP R YR o
(& CLIFE) - PUFp A Lpiiy R g -pE -
m Speed/Duplex — 57 | Ifjijfvsh % == £ 510
m Flow Control — #17-j ﬁuguj‘ﬂ-ﬁ‘ﬂﬁi “EFI’FF'JF&@ Hl o
Web - IEEE 802.3x * Back- Pressure ¥ None °

CLI - Enabled §¥ Disabled ° Flow Type ‘F{y %15 TIEEE 802.3x ~ Back-Pressure [
None °

m Auto-negotiation — 17 EI‘*JF%FE ﬁi“tfrlﬂ'jﬁ\} EIR]
m Protect Status — &= [F=/7 [ PFIJ% R ;QT g g &V:ﬂ h F’T‘W B! FBELEIU[%
THF ’%'“‘ EJ§I353EIEJ B fﬁ%lﬂﬁf (=g

m MAC Address — "5l it o -
[& CLI & » ¥\l Web FFZ[I=fIE! ﬁ%ifﬁ»ﬁﬁ 3-10 FIfiY rﬁzgg__ IP Aok e
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m Port Capablhtles
AR IR E) )

10half - ¥ £ 10 Mbps S5 A (R
10full — ¥ #% 10 Mbps ;“ ﬁl‘eﬁﬁ‘
100half — ¥4 100 Mbps 4 =7 2 [efgi -t
100full — £ 100 Mbps = &= 52 {4510
1000full — ¥ % 1000 Mbps o S e
Sym — ﬁ“ﬂ@éﬁ’h%‘rﬂﬁu%%l IEpeT g &
FC — LR B fI- R

H

+>4+%|

[

i%

T w N

r ‘ng_}%tﬁ'l-r# = E I }J'Bgﬁ;@ Eﬂjlﬁ:g\l'ﬂ ﬁ:\‘J‘—iJ%FIFJE JFIUFJ:’JJ °
_1\ J
fi-

m LACP Status — &7 [=i#F i - LACP (Link Aggregation Control Protocol » 754

-

Web - ##™ Up Links / Down Links / Management Port=>Status © F|fo/7¥ ¢

Ll /T IfrEst %;}}1 sgg e jEE B ARS VI > SR HT T Configure | ©

‘“é‘.%%ﬂﬁ‘ﬂzﬁﬁ‘f’w 2) Tl "?SFF'JE‘}@“J o ([EH" P CL)

T ol Web 17 [J;,Hmf FIE! ’T 2[5 3-82 F 1Y r??&ﬁ'ﬁr;@i&g o

57382 FIf0 B P,

g _witch Gonty QTXTTER Do inks

Connection Status  Link Aggregation | YLANS | Static Addresses | Spanning Tree

- [

Sun Fire B1600 > Up Links > Connection Status

Port Type: 1000Base-Tx

Thea Up Links ara tha external 1000-BASE-T ports from the switch into the data network . The Up Links table displays the currant link
status, including link state, speediduplax moda, flow contral,auta-nagotiation and port sacurity, The link capabilities can be
configured eithar by marking the checkboxnesxt to the selactad entaries and dlicking configure, or by clicking diractly on the port.

[T MNETPO External R1-45 connector NETO Enabled Up 10ofull MNone Enabled Enabled
[T MNETP1 External R1-45 connector NET1 Enabled Down 1000full - Mone Enabled Enabled
[T MNETPZ External P1-45 connector NET2 Enabled  Down 1000full - MNone Enabled Enabled
[T MNETPZ External R1-45 connector NET3  Enablad  Down 1000full - MNone Enabled Enabled
[T METP4 External R1-45 connector NET4  Enablad  Down 1000full - MNone Enabled Enabled
[T METPE External R1-45 connector NETS  Enablad  Down 1000full - MNone Enabled Enabled
[T METPE External R1-45 connector NET&  Enablad  Down 1000full - MNone Enabled Enabled ——
[T METP7 External R1-45 connector NET7  Enablad  Down 1000full - Mone Enzbled Enabled El
E3E HHEHE 379



CLI - I} @I B NETP7 i I fiosllissiafs -

Console#fshow interfaces status ethernet NETP7 4-81
Information of NETP7
Basic information:
Port type: 1000T
Mac address: 00-00-E8-66-66-83
Configuration:
Name:External RJ-45 connector NET7
Port admin: Up
Speed-duplex: Auto
Capabilities: 10half, 10full, 100half, 100full, 1000full,
Broadcast storm: Enabled
Broadcast storm limit: 256 packets/second
Flow control: Disabled
Lacp:Disabled
Current status:
Link status: Up
Port operation status: Up
Operation speed-duplex: 1000full
Flow control type: None
Console#

SNMP - £[57 MIB e

Vet MIB ## ER BEERE FRkE
Port Type sun... =7 other (1),
portMgt. hundredBaseTX (2),
portTable. hundredBaseFX (3),
portEntry. thousandBaseSX (4),
portType thousandBaseLX (5),

thousandBaseT (6),
thousandBaseMiniGBIC (7)
thousandBaseSFP (8)

MAC Address MIB-II. =7 *EH?E b -
interfaces.
ifTable.ifEntry.
ifPhysAddress

Port sun... F] ?ZE{T (1-25)
portMgt.
portTable.
portEntry

Port Name sun... IR & j’fﬂ (=" 0-64)
portMgt.
portTable.
portEntry.
portName

3-80 Sun Fire™ B1600 Blade RAHEFETIRREIEERT » 2003 F 4 B



WAaTE MIB #8 R RREEEE FRRRE
Administrative ~ MIB-IIL. AW up (1), up
Status interfaces. down (2),

ifTable.ifEntry. testing (3)

ifAdminStatus

Link Status MIB-II. =] up (1),
interfaces. down (2-7),
ifTable.ifEntry.
ifOperStatus

Operational MIB-II. =] up (1),

Status interfaces. down (2),
ifTable.ifEntry. testing (3),
ifOperStatus unknown (4),

dormant (5),
notPresent (6),
lowerLayerDown (7)

Port Speed sun... =] error (1),

Duplex Status ~ portMgt. halfDuplex10 (2),
portTable.portEntry. fullDuplex10 (3),
portSpeedDpxStatus halfDuplex100 (4),

fullDuplex100 (5),
halfDuplex1000 (6),
fullDuplex1000 (7)

Port Capabilities sun... TR Bits{
portMgt. portCap10half (0),
portTable.portEntry. portCap10full (1),
portCapabilities portCap100half (2),

portCap100full (3),
portCap1000half (4),
portCap1000£ull (5),
reserved6-13 (6-13),
portCapSym (14),
portCapFlowCtrl (15)}

Port Flow sun... =] error (1), none

Control Status  portMgt. backPressure (2),
portTable.portEntry. dot3xFlowControl (3),
portFlowCtrlStatus none (4)

LACP Port sun... AW enabled (1), disabled

Status lacpMgt. disabled (2)
lacpPortTable.
lacpPortEntry.
lacpPortStatus
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3.4.2

LIET MIB 8 R BEEHE A

Port Auto- sun... AW enabled (1), enabled
negotiation portMgt. disabled (2)
portTable.portEntry.
portAutonegotiation

Broadcast Storm sun... TR enabled (1), enabled
Status bcastStormMgt. disabled (2)

bcastStormTable.

bcastStormEntry.

bcastStormStatus

I AT AR
R "Port Setup | PRI R 1~ EF TSRS - R EZa:Tﬁ;ﬁH
FR=T o = IR *’fi““tﬁ*/ui'ﬂ%ﬂ

4y
m Port/s — (SIS ( B | NETPO-7 » Sl 1 : SNPO-15) -
m Port Description — Z[EFE / FIfUEE o (i@ 1-64 [HY 7 5 3Fl@ —

i} External RJ-45 connector NETn » "~ Ui 3! : Blade Slot n > F-ELfIFE 1 ¢
External RJ-45 connector NETMGT)

m Administrative Status — E[X Iiﬁrﬁf E A S ot ﬁ fipr (g
%ﬁg@ %) PRI Ff FE'ETEJIJLH\ B E FI = /?E F[&ﬂtﬁ J %JJ_&I = IJgI
o ?‘P\p (BT e

" Negotlate Link Capabllltles1 - X EVF'JF LE | EI‘*JﬁuFE TP o FrEbtEpyTge F'J

;EE A IR FE fogE s o E JﬁJrF@ Sl E'[J RS
ig;:veszgahg;q [Jo [Pﬂ\@\akggjlg_ﬁﬂtﬁl“* rJ pJF Jae

10half - wa 10 Mbps # ST [

10full - 35 10 Mbps = %7 m‘%%b

100half — ¥ £ 100 Mbps f <57 i fefgi=t

100full - ¥ £ 100 Mbps = %‘E: A AR

100half — ¥ € 1000 Mbps f &= 58 {481

1000full — ¥ £ 1000 Mbps = &= 58 {Efi 0

symmetrlc (B 3" 15 Gigabit) — >LEFEIED > g IR E'F ;{% ISR EIPES g‘ﬁ

W R EIE'YF@ E'IJLIH_[N E'“AE' *JT?JF?%HEI“ FZ A @ﬁ‘“ o (I

B IE'_‘J'?‘E&TV* HdE] o

= flowcontrol — ¥ ¥l EHE} U
ﬁmﬁﬁﬁﬁmﬁﬁﬁ’%aﬂ[ﬁﬁ Wﬁr Ll R P L i U
A s OBl 0 TR0 i:ﬁ%ﬁl Y JJEJ A e fil'EfFi* ‘{T"
™| back pressure - = €57 3 [EEC ][I H] IEEE 8 2 3x
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AR © Sun Fire B1600 Blade SRR (VL > 5 I E)~ S i
O BRI o PR SR P Rl S R 1 sy T g
BRI - S84 NETPO %] NETP3 J'J % SNPO 5 SNP7 47~ #i% 5 i
b i 4R NETP4 %] NETP7 ') % SNP8 Z[| SNP15 FI[J 4% 1~ $i - o

Speed/Duplex? - F[', F VRt o IF i) ?%ﬁ%iﬁ*ﬁ'ﬁJﬁ@?%:
=0 o

AR F{'] Elgﬁﬁéﬁﬂﬁjﬂzﬁlajﬁﬁ s E‘F’\'Ffﬂ%l‘;ﬁ_l;ﬁ_l}%iﬁﬁ%%:g&y 10 Mbps F/ 100 Mops -
BEAIO | 1 Cops 2 5 IR B IF PRI SRR
TIREALLE) 1000full 35— 7 ¢

Flow Control? — F,] Elgﬂz’}éﬁﬂﬁﬁ:@fljﬂ , fgf,u\gijg’;lrgjﬁg TH;’E'H?FLE'IE'ﬁE[JﬁJﬁ: (o
PRIRIBIOGE! I e s
[NEE back pressure ~ #85 %Jﬂtﬁé?lﬁ% SER L PO R )
Broadcaststorm suppression - 1SHL LIS VT DA REIIEVE - A e
@%%yﬁﬁﬁmﬁfwﬁﬁwﬁwwgg%’w%ﬁﬂ&%@wr%%J%JW
(ZWEE), o
C ﬁ@gﬂ@ BT RL SR R SE SRS LT ] 1000 Mbps 2 4 {1zt [ -
R P D) R R O G - 9 B R

fi-°
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Web - 7§ Up Links / Down Links=>Status screen ° 2V Sl 20 /1 FIpufs v,
> gREH N T Configure | » P%E"T’?l’?ﬁﬁ f‘lr%d&_[@ gk T Save | ¢

| r [ up Links [ r r |

Status | Link Aggregation | YLANs | Address Filtaring | Spanning Tree

Port/s:NETPO A

Port Description: |Externa| FJ-45 connect

Set Port Administrative Status:

* Enable
" Disable

Enable port auto-negotiation capabilities:

@ auto-negotiation enabled
Select ink parameter capabilities to advertise

¥ 1000full I~ 1000half
¥ 100full M 100nalf
I 10full W 10half

I flowcontral [ symmetric

" Auto-negotiation disable
Select link parameters to use

© 1000full  1000half
& 100full © 100half
© 10full © 10half

™ Flow contral enabled

Set Broadcast storm Suppression: _
* Enable
" Disable ~|

CLI - EVRIRL[fi 1 g ot -

Console#fConsole (config) #interface ethernet NETP1 4-74
Console (config-if) #description RD SW#17 4-74
Console (config-if) #shutdown 4-79

Console (config-if) #no shutdown

)
Console (config-if) #negotiation
Console (config-if) #capabilities 1000full 4-77
Console (config-if) #icapabilities 1000full 4-77
Console (config-if) #capabilities flowcontrol

Console (config-if

) #no negotiation 4-76
Console (config-if) #speed-duplex 100half 4-75
Console (config-if) #flowcontrol 4-78
Console (config-if)#
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SNMP - £[57 MIB e

L TEL MIB 8y R EERE FRER(E
Port Name sun... F[ FH B ﬂ*’f[l, 57 3-82 I
portMgt. (=% 0-64)
portTable.portEntry.
portName
Administrative ~ MIB-IL TR up (1), up
Status interfaces. down (2),
ifTable.ifEntry. testing (3)
ifAdminStatus
Port Auto- sun... TR enabled(1), enabled
negotiation portMgt. disabled(2)
portTable.portEntry.
portAutonegotiation
Port Capabilities sun... TR Bits{
portMgt. portCap10half (0),
portTable.portEntry. portCap10full (1),
portCapabilities portCap100half (2),
portCap100full (3),
portCap1000half (4),
portCap1000£ull (5),
reserved6-13 (6-13),
portCapSym (14),
portCapFlowCtrl (15)}
Port Speed sun... TR reserved (1),
Duplex portMgt. halfDuplex10 (2),
Configuration  portTable.portEntry. fullDuplex10 (3),
portSpeedDpxCfg halfDuplex100 (4),
fullDuplex100 (5),
halfDuplex1000 (6),
fullDuplex1000 ?)
Port Flow sun... TR enabled (1),
Control portMgt. disabled (2),
Configuration ~ portTable.portEntry. backPressure (3),
portFlowCtrlCfg dot3xFlowControl (4)

i

1o

m

&
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3.4.3

IR PO

%—?EEI'J/ s LR [lﬁf’?‘?“ (AL B RS o — IR R YGRS o R (AE
1 e ”w@@vﬁ BTSRRI - - (AR
S el PR -

e PR HRTEREPOEE RS LACP (Link Aggregation Control Protocol » W & it
ffﬂﬁéé) ° F["] LACP &t 'F:F' JIEU%%‘ %’7&‘ FrEEp - (bR AR LACP ﬁiﬂ“ gt
i‘%*ﬁ%fﬁ e TS N PORSEE o SO T R rL%FF LW”FIﬂﬁr%Fu;

4—’?‘}@ o LACP - ﬁEH;, ﬁ%{ﬁ' Pp Jﬁ_%ﬁ‘tﬁ&%%ig&, LACP > H[JiF=2 fagy=etl
[*'1};11:& FE ijF? ',Fki:{ A m FIJFITA*E@E% I LA [Tiﬁ['?éﬂp SliEIN| FFU:EZ}%LF,’I
b ) ¢Wfﬁ%$§£%§£%ﬁ“ﬂf Fy- o pors - e - B
- Iﬁ 2 ﬁ_}‘}ftﬁﬁ%ﬁ I E Y R

}JF’I‘IJfﬁIEIJ-*Jf

LR ATy 5F SR (OB | R -
z&a‘%‘fﬁ*ﬁﬁﬁ SRR ITF#EJ el TIHM‘“FK (S T U & e Vi > o]
Web /i1y CLI}H’F‘W“J&%PEJF Ng%”ufh“ o ffiH] Igf_}ifiﬁ'rﬂﬁgﬁf %?* N Bl!‘
u jﬂjﬁ}%tﬁﬁsiﬁ T 71%&”' SRRSO L HURSUER & o Y Bag Ay R
n T THE TR PR 6 CRPOH - B IRPIEIE RT3 4 W
= SRR I O -
o Fﬁ[ﬁ sy WL - PO IS WA (s ~ ST it
VLAN % ] e COS %JJ** o
,E‘]EU ST SIS R wjfsﬂ I LACP > HIFCIf £ 1 *JFSI‘E*J
m Y LACPE"_"H* 0 sy A AT "?‘/EJE[I‘ﬁ fEl FIffiR ™~ |[4F| 2] F”F‘Ii?_ 1 id °
o - B LR ) o HCLACE  BISGRRAPRRA
?L%uﬁ”@f PUE) T (- [ IEU“ Il ,nﬁ fflﬁﬁ?f?y;, .
m (§VLAN 720~ f’” VLAN ~ “[I" VLAN | ~ #&- VLAN [ [ - fpifliree
SEEE RV U - R *@r%ﬁ{

m STP ~ VLAN ¥ IGMP ﬁBE\ﬁ:& E[’[ﬁ'ﬁ[ﬁ I_Fi%{‘?r%%‘c’ o
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34.3.1

fj™] LACP piis &g

Web - " Up Links / Down Links=>Link Aggregation ° it " Link Aggregation |

e IEp T 'xgzﬁlﬂ*iﬁﬁftﬁﬁ » Jk%H ™ T Enable LACP f " Disable LACP j ##%" -

AR Eliiﬁq ETE G mu*ya%;,fi;ﬁ [ s %g?
LACP » £/ IE’J%%HIE;EW Pt ooy BossE s - ks b e
I%“”EJ%‘I:& 86 [ARaiNERY R

PR r u inks | r r

Connection Status | Link Aggregation | VYLANs | Static Addresses | Spanning Tree

Sun Fire 81600 > Up Links > Link Aggregation

Link Aggregation Table

Uze link aggregation to cormnbine & sat of links into a trunk so that they behave like a single link, Select & port and enable LACP (Link
Aggregation Control Protocol) to allow the switch to autornatically aggregate ports based on corfiguration infarmatian

[Enable LACP] [Disable LACP

NETPD
NETP1
NETE?2
NETP3
NETP4
NETES
NETEH
NETP7

miislinlinlinlinlinlin

Enabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

CLI - I') > = &g ? Fi NETPO 2 NETP1 iU 1819 LACP ] J
BEARGAEI P [ 50 MRS F ) LACP TPfofiosuig 5 - fepie IR ny

Console (config) #interface ethernet NETPO
Console (config-if)#lacp
Console (config-if) #exit
Console (config) #interface ethernet NETP1l
Console (config-if) #lacp
Console (config-if) #end
Console#show interfaces status port-channel 1
Information of Trunk 1
Basic information:
Port type: 1000T
Mac address: 00-00-E8-66-66-83
Configuration:
Name:
Port admin: Up
Speed-duplex: Auto
Capabilities: 10half,
Flow control status:

10full,
Disabled

100half, 100full,

1000full,

4-81




Current status:

Created by: Lacp

Link status: Up

Port operation status: Up

Operation speed-duplex: 1000full
Flow control type: None
Member Ports: NETPO, NETP1,
Console#
SNMP - 5157 MIB e o
WABE MIB #8 HERR EEEEEE TRE{E
Trunk sun... =7 gzg'r 6
Maximum ID trunkMgt.
trunkMaxId
Trunk Valid sun... llis=7, izglr (1-6)
Number trunkMgt.
trunkValidNumber
Trunk Index sun... #F9] 127
trunkMgt.
trunkTable.trunkEntry.
trunkIndex
Trunk Ports sun... EIE0 = S e |
trunkMgt. (SR f% )
trunkTable.trunkEntry.
trunkPorts
Trunk Creation  sun... =] static (1),
trunkMgt. lacp (2)
trunkTable.trunkEntry.
trunkCreation
Trunk Status sun... Fv /gt valid (1),
trunkMgt. invalid (2)
trunkTable.trunkEntry.
trunkStatus
LACP Port sun... TR enabled (1)
Status lacpMgt. disabled (2)
lacpPortTable.
lacpPortEntry.
lacpPortStatus

F%M‘?iff {7 CLI "@gepuEif - ﬁﬁ’%ﬁﬁl JY3-78 FIfY TR AL
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3.4.3.2

-F%}‘—LHII—L_F ,\4‘

Web — f# * Up Links / Down Links=>Link Aggregation * f- {7 = Bt [ P
g FEE ?Vf?gﬁldﬁﬁftﬁ‘ R TAdd ) B rRemoveJ °

5IE Jg ‘Bﬁw?ﬂgﬁ W;ui $ o 5 SERAHER LSRR » e i
7T ILEIV o IRE Y a{ﬁ”:,n@sﬂ‘“ﬁﬁ IRl ga.ﬁ 5, TSR AR S
I ?ﬁna?ﬁm};} EF&F@“ plf—JJﬁ?IHaﬁ IR %*x&ﬁjé‘jg -86 ! I—Fuf’l : IEIF' .

B r [ up Links [ r r |

Connection Status | Link Aggregation | VYLANs | Static addresses | Spanning Tree

Ports statically configured in selected Trunk -

Select the trunk that you wish to create or add ports to, then select the ports to be added to that trunk and press the add button. Mote,
only trunks not baing used for LACP can be used for statically configurad ports. The trunk will tzke on the praperties of the addad ports
You will nead to make sure that the ports all have the same properies,

Select Trunk: | Trunk 1 =

Available Ports Aggregated Ports

METPO NETP2

] j T J
pediind

NETPS Remuue

NETPE =l -]

CLI- I+ Eiqi/['fﬁ’ "] NETP2 % NETP3 [ [l ff 505 o 0571 2 | Uiy fispdf £

i S LN CIMECUEE Rl e SIS R e
Console (config) #interface port-channel 2 4-74
Console (config-if) #exit
Console (config) #interface ethernet NETP2 4-74
Console (config-if) #channel-group 2 4-145

Console (config-if) #exit
Console (config) #interface ethernet NETP3
Console (config-if) #channel-group 2
Console (config-if) #end
Console#tshow interfaces status port-channel 2 4-81
Information of Trunk 2
Basic information:
Port type: 1000t
Mac address: 00-00-E8-66-66-83
Configuration:
Port admin status: Up
Speed-duplex: Auto
Capabilities: 10half, 10full, 100half, 100full, 1000full,
Flow control status: Disabled




Current status:

Created by: User

Link status: Up

Port operation status: Up

Operation speed-duplex: 1000full
Flow control type: None
Member Ports: NETP2, NETP3,
Console#
SNMP - 335 MIB &g o
WA= MIB #8 HERR ERE(EEE i
Trunk sun... =7 iﬁZE'r 6
Maximum ID trunkMgt.trunkMaxId
Trunk Valid sun... =7 EZ@’( (1-6)
Number trunkMgt.
trunkValidNumber
Trunk Index sun... F] %Z‘Q'(
trunkMgt.trunkTable.
trunkEntry.trunkIndex
Trunk Ports sun... ETEYE: TR
trunkMgt.trunkTable. (G ?% 1)
trunkEntry.trunkPorts
Trunk Creation  sun... =] static (1),
trunkMgt. lacp (2)
trunkTable.trunkEntry.
trunkCreation
Trunk Status sun... ETEOE:n valid (1),
trunkMgt.trunkTable. invalid (2)

trunkEntry.trunkStatus

S 4 CLUBHIORI] » Y378 FIjis " iIE |
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344

[T ;%gﬁ L/ VLAN 515 > 94592 VLAN @H[fiS (PVID) ~ ' Sk &

FER ~ i RS - GVRPNE!N M GARP FHF R -

;'F'[_IAJ =

m GVRP - GARP VLAN Registration Protocol (GARP VLAN ) B
WS A L VLAN S T s B fjﬁjpul 1R
VLAN A Ef ©

m GARP - GVRP ifli"] GARP (Group Address Registration Protocol » {5 b =2 1]
L) 1D LAN 107 i) Mwﬁ\“ IR - GARP & #Ejaﬁghp

—_u

A {7 SV TR R YHIE”:I?W rrfﬁﬂi [=EGVRP ﬁ*‘tFJ/jV( B
iL—ﬁl |E| F'J E[“% 9’J|'Tclsr”lﬁﬂ*‘%}‘£lg| °
fr 4wt

m Port — [SAHHF IR POE (SEGEFE IR © NETPO-7 - sihf I : SNPO-15 » il
1 : NETMGT) ¢

= Default VLAN for Port (PVID) — /i (|54 i (= [ A S G0 > 7)) Iﬁ%{
GERS ,ﬁ,l FFE Y VLAN ID © gf%@_ /N AR 5 1 NETMGT ¢ 2)

R : E RADIUS fY TACACS Ty _F M5 g %%frﬁﬂ&o [*% EES
¥ (1) Normal Exec) 2 Cemm s e e vLAN D e
EAy T %‘7 JLl:tifﬁz%ﬂJF‘/F TR PVID %k :ﬂf‘Fm

m Acceptable Frame Types — I%“{L_'L“ PHEIETE RPN S E AR SV
?%Jjﬁli@*%ﬁﬁﬁé“  PRLE U ISE AR SRR &) o ey llf””?E | RIS B
Ej ’ E H\’JD:’: = )fﬁw#l VEf EIJ?UF fll“iem 1F, EI% VLXN (E7: all ! tagged °
3 g%l;@ all)
n Sw1tch Port Mode — 517 i 1Y VLAN ?‘«Eﬁﬁ?ﬁ (3 EI%IE Trunk)
» Trunk —KfEHH R 00 VLAN JOR[V- W pu&” Eii;giﬁx ffif 2 4585 I RO
3 ISR ) OfS S ﬁfw VLAN {0515 -
= Hybrid - Pl VLAN 7 P F ,g}%tﬁ& TG AR S AR
F[ Jﬁ ol o

EE fe',w;%mw%wﬁ Trunk » [/l S VLAN (S5 PVID ]
¥ VLAN) foff e 1 J[Iii){flt'“g"j&ﬁ SR EETE [ﬂjﬁcp?ﬂr Jp:t;c", EpY
VLANID -

b
w
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m
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3-92

Ingress Flltermg TR T SEIRCRS B 0 R O F PR B IR EY VAN J5E[Ef b
N I SR ?‘iﬂ o CHRD - isabledg

AR

| ﬁ?“ lﬁﬂ%‘)LﬁjﬂuF Itfvp:t;fﬂq%ﬁ NES) Elrg /_%é}

. @ P SERCR E'lJf walﬂﬂu*ﬁ Iz VLAN @%E"Jﬁﬁﬂﬁ LRl B

/\‘T\}Z&E!«EUIID&IJI4 i VLAN » [F~ E'Vf:fﬂﬂ PRI E (FRZER

e *T%Jﬁ*i“ﬁi% B VLAN)

m R ORI P PR IR VLAN = & ik iﬁlﬁﬁ?‘
xﬁi tﬁ\ ’ E'IJIF“/' El ﬁfﬂ‘“*ﬁ% e

w SRR SR 2 [JVLAN i BPDU FFt o f10 GVRP 2 STP &3> W2
|H4,%E“ * (RS GMRP V7 1% VLAN [ BPDU $f /¢ ¢ Ry -

GVRP - F;‘FIJ/I,i FIJ /7?' F VRP ° ﬁgl’ﬁﬂ\}ﬁ\%ﬁﬁ GVRP L, /-F—I:f fm ﬁ%fg _\L_—j,

g 155 ( wrﬂ;‘;g 7 ) Igj% Y GVRP i Pl AV 7 GVRP
E,J wﬁ B ,ﬁ HLHEF R IR GVRP L ﬁlﬁ%ﬂﬂ (7,?9

1sabled)

GARP Join Timer — 1Ry 1 VLAN BEEAURIT /IR R IR THITE

fREF o

(FWR 0.2 FPEI 10 7 > giﬁ%@ S027))

GARP Leave Timer — ﬁ}%ﬁﬁi&:&sﬁ S Eﬁ [ ) B VAN B < 2 i ]

T sy ™ FEH (oin tlme) A J[ﬂ AN }FE]% Leave f¥ LeaveAll 7' EL3E (T

i SRR IRERL I T BER R g m@?{l‘ °

(#fE! 0.6 £ 30 ) o vgl%l;@ : 06%)

GARP LeaveAll Timer — /§4i1} LeaveAll qafft IR RS VLAN BB A YR - EI

AR TRV R TR A ] o I F/;@*F\,& ax EHJ‘: i (Leave Tlme) ) IEIFZ}I

;l%g’wp‘ IFL“‘E“'F?”EJWVTQ LY B e £ 4k

(F 5 2] 180 7§ » SHEM - 10 7))

VLANS on Selected Port — [fil 5131 411 }LFI»'JEF‘U VLAN [7] °

Membership Type - %’hilg_j% IS IVRTE VLAN ?‘i’iﬁ}‘rﬁ [ o

] TFIES IF“VLAN ARy BN — o gt R IF“VLAN EGRPETE ]
““E”f intiﬁé %fljﬁf[ﬂ ‘B”zﬁi* [ R H R VLAN f CoS

» Untagged : /1 1151 VLAN FIJE‘;/E b — °1HIP1EEH§'I IS VLAN FiEpuart)
FE R (IR 0 R T R (WS VLAN 5 CoS ot -

= Forbidden i““PfEIH&VRPE' *u{ VLAN [*] = %57 333 F1ji "1

A VLAN 2]

= Remove: JLH/E

T E1E= VLAN fliF2
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Web - 7§ Up Links / Down Links / Management Port=>VLANSs ° i * & ffil /1 f15
AL # Tsave, -

—_ r  up inks : r '

Connection Status | Link Aggregation | YLANS | Static Addresses | Spanning Tree

Sun Fire B1600 > Up Links > YLANS

Select Port: |NETP4 ¥

ou can configure VLAN behavicr for specific interfaces, including the default VLAN identifier (PVID), accepted frame types, ingress filkering,
GVRP skatus and GARP timers.,

Default YLAN for Port (PVID): [+ Finance =]
Acceptable Frame Types:
& all Frame Types
" Tagged Only
Switch Part Mode:
© Trunk
& Hybrid
™ Ingress Filtering Enabled

Enable GARP WLAN Registration Protocol (GVRP):

® Enable
 Disable
Configure Group Address Registration Protocol{ GARPY Parametars:

GARP Join Timer:

GARF Leave Timer:

g7

GARP Leaveall Timer: 1000

£ F5 5] VLAN B fi3 - SPEREE S ReEHiffy VLAN -«

PRl r 7 op ks [ r r |

Connection Status | Link Aggregation | YLANS | Static Addresses | Spanning Tree

Configure ¥LANS on Selected Port: =

ou can use these list boxes to statically assign WLAN: to the selected port.

All VLANS Membership VLANS
2, R&D Add Tagged P | [1, Defaultvian, Allow{untagged)
£, Marketing Add Untagged P | |& Mgtvlan, Forbidden

4, Finance, Allow(tagged)

Add Forbidden I

(save) [canest] =1




cu =[] S NETP4 SR IR RS [ U e IR SO 60 K PVID 4 &
LELHE VLAN ID » fl;m*J GVRP - ifi GARP ajrﬁﬂj‘a“a * IkEUK] switchport EL,“F =
t..'g hybrid (7 ) -

Console (config) #interface ethernet NETP4 4-74
Console (config-if) #switchport acceptable-frame-types tagged 4-108
Console (config-if) #no switchport ingress-filtering 4-109
Console (config-if) #switchport allowed vlan add 4 tagged 4-111
Console (config-if) #switchport native vlan 4 4-110
Console (config-if) #switchport gvrp 4-114
Console (config-if)#garp timer join 10 4-116
Console (config-if)#garp timer leave 90 4-116
Console (config-if) #garp timer leaveall 2000 4-116
Console (config-if) #switchport mode hybrid 4-107
Console (config-if) #switchport forbidden vlan add 3 4-112
Console (config-if)#

SNMP - 5157 MIB Ao

WA2H MIB #8 R BE(ERE TRERE

Port PVID MIB-IL [l R (1-4094) 1

dot1dBridge.

qBridgeMIB.

qBridgeMIBODbjects.

dotlqVlan.

dotlqPortVlanTable.

dotlqPortVlanEntry.

dotlqPvid

Port Acceptable MIB-II. iAW admitAll (1), admitAll
Frame Type dot1dBridge. admitOnlyVlan-

qBridgeMIB. Tagged (2)

qBridgeMIBObjects.

dotlqVlan.

dotlqPortVlanTable.

dotlqPortVlanEntry.

dotlqPortAcceptable-

FrameTypes

Port Mode sun... e hybrid (1), hybrid
vlanMgt. dotlqTrunk (2)
vlanPortTable.
vlanPortEntry.
vlanPortMode

3-94  Sun Fire™ B1600 Blade RAFHEFETIRREIEERT » 2003 F 4 B



LIET

MIB 8 R

HEEHEE

TRR{E

Port Ingress
Filtering

Port GVRP
Status

GARP Join Time

GARP Leave
Time

GARP Leave
All Time

MIB-IL. [l
dotldBridge.

qBridgeMIB.

qBridgeMIBObjects.

dotlqVlan.

dotlqPortVlanTable.
dotlqPortVlanEntry.
dotlqPortIngressFiltering

MIB-IIL.

dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqPortVlanTable.
dotlqPortVlanEntry.
dot1qPortGVRPStatus

'

MIB-II.

dotldBridge.
pBridgeMIB.
pBridgeMIBODbjects.
dotldGarp.
dotldPortGarpTable.
dotldPortGarpEntry.
dotldPortGarpJoinTime

'

MIB-II.

dotldBridge.
pBridgeMIB.
pBridgeMIBODbjects.
dotldGarp.
dotldPortGarpTable.
dotldPortGarpEntry.
dotldPortGarpLeaveTime

i

MIB-II.

dotldBridge.
pBridgeMIB.
pBridgeMIBODbjects.
dotldGarp.
dotldPortGarpTable.
dotldPortGarpEntry.
dotldPortGarp-
LeaveAllTime

[

true (1),
false (2)

enabled (1),
disabled (2)

T (20-100)0)
P~ 7

#Lr (60 %] 3000)
P~

78 (500-18000)
ARG

false

disabled

20
Fisd- 7

60
Fisd- 7

1000
Fisd-

b
w
fuk

m
P
=
&
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LIET

MIB 8 R

HEEHEE

TRR{E

VLAN Static
Name

VLAN Static
Row Status

Tagged Ports,
Untagged Ports
(Allowed VLAN)

VLAN
Forbidden Ports

MIB-IIL.

dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanStaticName

MIB-IIL.

dotldBridge.

qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanStaticRowStatus

MIB-II.
dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanTable.
dotlqVlanEntry.
dotlqVlanStatic-
UntaggedPorts

MIB-II.

dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqPortVlanTable.
dotlqPortVlanEntry.
dotlqVlanForbidden-
EgressPorts

EiEE:

EiEYE:

EiEYE:

EiEYE:

= sl

(=% 0-32)

enable (1),
disable (2)

=iy
R

Sl
GBI
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345 UL

(i) ) 8 SR E R i 5L IR VLAN ORI AL 5 ?’“ i{@’c%f I
REESIE Hﬁ‘ﬂfI%iﬂﬁwpl*ﬁfllfﬁfiJ VIR (WppETEEL L) [

Rl EIVES
m Setting Static Addresses — ?N’LEL AV [ S IT?E’V IR A g1 o il T\’Efwif}i
M f1 R o e - Fi K }% E‘ o e ,+ HHRE LY
1 o

[ﬁljfﬁrﬂﬁgu“‘w{v il JJ?“J_T a"}{_j%]ﬁ i e d»p 11

m Configuring Port Security - e = R A Y AR o ALY [i’ﬂ‘fiftﬁ_}%
1 -EEE ?ﬁ;{aﬁun“{ll—, b ; L{rj\{‘jd{]}ul il rié*'rif'“ﬁ% Fljff o F Rl
[FUSNBIES 25 A A e i Ijﬂ%«z E\Tﬁ!‘h R A*JF:*%E? ]://? P IEL B Gy < e
Ji MAC 4= VLAN> s ’]ﬁn&f— TP U SR = TR *lp*f?l“t bk o
RIS AL ﬁﬁﬁ?ﬁﬁff REAEIE j/ﬂ FE[ F”TE VLAN =% g( el R F:‘:P
mﬁ' °
I} T I VLAN 7 ! j F ) R A g l&"ﬂ’*ﬁ ;jﬁfﬁi%tﬁ*a@? s
f< o Eﬁj} ;I;ﬁfr‘m PR - ﬂﬂ#ﬂﬂ? VLAN ¥ Ef e ﬁfa TREF [ T
3‘:F3' R ?"ﬁj °

a4y

m Port— /7 [ (& S IREYGA ) -
( iR - NETPO-7 > ™ il 51 - SNPO-15)

m Secure Port — ??E'Jﬁ‘?@f‘ﬁ@}%tﬁ'@'? S e (ﬁ?l’ﬂﬁj : Disabled)
e

T F'J fﬁ:’ Elj;gj_[ﬁg tﬁggﬁﬂrﬁﬁ: o

T L % VLAN £ o

TP

T\FIJJJ]:I K "El'rfa °

m Number of Static Addresses* — = E*J?KJE@L’ S -

s VLAN - LI?;\L_'&(IIJ/ VLAN [¥ ID (1-4094) == £/

m MAC Address — [iil & 7=/ 71 FY MAC G-

m Duration - IFE"**I"FI’?#—'E‘ ™ SSFE R -
» Permanent — 7Js XF ¥ L PR E P i‘z’%awﬁlﬁ_ﬁ" PR o
= Delete on Reset — %iF IR E\%E;IP%E JL"

* P Web

i
w
fuk
g
b
&
&
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Web - 7§ Up Links / Down Links=>Address Filtering © {5 /7 "1 » WV T Secure
Port , KV IR S 4 2 = BT VLAN ~ MAC W iR i
l&ﬁj\ ’—Ade ©

Pl r " up Links [ r r |

Connection Status | Link Aggregation | YLAMs | Static Addresses | Spanning Tree

Sun Fire 81600 > Up Links > Static Addresses =

Static Addresses

Select Port: ||NETP4 =

A static address can be assigned to a specific intaface on the switch, Static addresses are bound to the assignad interface and will not be
mowvad, When a static addrass is sean on another interface, the addrass will be ignored and will not be written to the address table,

Secure port to prevent dynamic learning of new addrassas:
© Secured

& Unsecured

MWurnber of Static Addresses: |

Static MAC Addresses Assigned to Port in a VLAN

1, Defaultvlan, 00-20-C8-00-00-01, Parmanent
1, DefaultVlan, 00-20-C2-00-00-02, Delete on Reset

[Remove

WLAN: MAC Addrass Duration:

[1. Dlefaultv’lanj [ |Del9te on Resetlj |

CLI - I ™ - B [UARAOEIE Lo 0 o 7]«

Console (config) #interface ethernet NETP4

Console (config-if) #port security 4-90

Console (config-if)exit

Console (config) #mac-address-table static 00-80-¢8-00-00-01
interface ethernet NETP4 vlan 1 permanent 4-86

Console (config) #mac-address-table static 00-80-c¢c8-00-00-02
interface ethernet NETP4 vlan 1 delete-on-reset

Console (config) #exit

Console#fshow mac-address-table ethernet NETP4 4-87
Interface Mac Address Vlan Type

NETP4 00-80-C8-00-00-01 1 Permanent
NETP4 00-80-C8-00-00-02 1 Delete-on-reset
Console#
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SNMP - £[57 MIB e

L TEL

MIB 8

EERE FRER(E

Static Receive
Port

Port Security
Status

Number of Static
Addresses

VLAN Index

Static Address

Static Status

MIB-II.

dot1dBridge.
dotldStatic.
dotldStaticTable.
dotldStaticEntry.
dotldStaticReceivePort

sun...
securityMgt.
portSecurityMgt
portSecPortTable.
portSecPortEntry.
portSecPortStatus

MIB-II.

dotldBridge.
qBridgeMIB.
qBridgeMIBObjects.
dotlqVlan.
dotlqVlanStaticTable.
dotlqVlanStaticEntry.
dotlqVlanIndex

MIB-II.
dotldBridge.
dotldStatic.
dotldStaticTable.
dotldStaticEntry.
dotldStaticAddress

MIB-II.
dot1dBridge.
dotldStatic.
dotldStaticTable.
dotldStaticEntry.
dotldStaticStatus

i #

ES]

i #

[

W

enabled (1), disabled

disabled (2)

MAC 4=

other (1),

invalid (2),
permanent (3),
deleteOnReset (4),
deleteOnTimeout (5)

permanent

b
w
fuk
m
P
53
[
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3.4.6 ”Fh,‘il Spanning Tree Jfi 5% i
[T %Jﬂ'rﬁ: TIPS RSTP gl > S5 iR B S30 ~ S a4 JeUts M|
ﬁﬁ”ﬁ" ;EI il SRS IR T U IR FIJFiﬁ&FWE‘ﬁ”F&?{: AR R
U SRR ( B ERAES H pE) [ I AR (T R RL A S
%zﬁiiﬁl_)
3.4.6.1 HES. STA E'ﬁqﬁfmﬁlﬁ%{u_
iy
w Port — [Uf fUP SR > P p 0PGRS g i
( ISR NETPO-7 > Sl © SNIPO-15)
m STA Status — 417 '3 i 7 Spanning Tree || 1A
= Discarding - i{iﬁ“ﬁ*f%ﬁﬂf STA A REFVEL » [H P @ iEbE ey -
= Learning - ﬁ}%fﬁ*“'wéﬁ““ TFEFEL PIJE'E;H orward Delay ’*§€:f%4—ﬂ JEJjF
l/ l& 5 ?" %]‘IY:‘AUF Iﬁ - F[FIJE/T“g‘L jJA/\i_”_“;(g_gfﬁll IEI}{‘J g {1'—%‘1?‘:[55} > E? tllii ?41+
o
= Forwarding — ﬁ}%fﬁ*ﬁiﬁlﬁﬁ o ‘Fﬁ'wgﬂ%‘* ?? b gk
n Prlorlty TR T Spanning Tree VR Fl R0 P o (58 o | il e
EH R RIVE ’”’?‘ﬂﬁ?ﬂ N E'Hl&zifﬁg‘fﬁﬁ (Bofist ) prosgidg ap lﬁlf@?i’?’
Spanrung Tree [[I[Y= 7845 o JijF=- < » Spanrung Tree T (AR 1 E |
GERS ,ﬁlﬁij‘ > PR ) O3S SR T u?ﬂzﬁgr e i&?it Gt [&iiﬁ&ﬂi
SR I B B HI%HH’FIFEE!V’J WS -
® Path Cost — STA F|" [ [FS Qo ESER 1 [0 (F BE  o P P [ JE?‘I;E_‘I'EZ)*%{L}FT
L AT B SRR AR -
R T S | R R R RS V) )
" De51gnated Cost — 7t [ 'Y Spanning Tree {1+ ™ » Jif &) fEaf i ﬁl?ﬂf&ﬁ’?ﬁﬁm
S R N R v T
" De51gnated Bridge — IFi#} #4213 Spanning Tree [l JTI‘LEf = ‘Lﬁlg’fﬁgﬁﬂ J%"i}ﬁ[ﬁ”
LIRS MAC Ao
 Designated Port — 4 8152/ Spanning Tree FUpfi - A iR ARSI
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*

Link Type (Admin Link type*) — IF=/7 1A pUmses 72 -
SR LU P (R s
. Ao = AP RS 2 (RS AR o
s | IE*J —_ %ELEF F lgﬁjﬁ I [Ffrlgf_g[%ﬁ le_&#ﬁ#g'k ?'F'&ﬂ B Fulﬁlgj—\
Edge Port (Admin Edge Port*) — | /7 1575l LAN A F§ 4 )F/‘ }% LAN Ji J?f\ ‘F"}ﬁ&:ﬁj
P%l% & p’{gﬂ' IPSEE Elu?"%ﬁl: AR B A s PRI R
Z[3¥ Spanning Tree [VIELEIE o L5 Edge Port 7 [Jﬂr [‘P* &] %aﬁ' R~
*f;['ﬂffrﬁm LS l%*’ﬁf'ﬂﬁuiﬂ'.ﬁa_ﬁﬂqa‘ﬂ z’ﬁ bR F“Ej[ gl '**LFipJa“E
il J?ﬁﬁﬁﬁl@(i{ o P IR TEEREER anmng TreeT TR PR R REA
T{' E T%,l SR E STA ﬁl pJ HIEJJ;% J l’sﬂv s e Ll u&_lﬁﬁﬁ uq[ﬁg Edge
Port FI b,ilg_gs]s FF['FI JIE; fﬁi I—FSFFI o

CLI (i iy 4

)T SRR IR CLL T

Admin status — 57 =1 /1[5 STA RL#E R -

Role - E o fﬁ”%éiﬁi%ﬂ'—ﬁ%fﬁ*ip IEIF' F[lf,ﬁpj_ rflz (55 » IEIFI H ﬁﬁ? Abi
ﬁf%ﬁ U Tﬁﬁf (ASGEE IR ) ~ /‘H LANﬁ YT AR o AR (E'Hi—"“—

) PELE CRER - BB LAN Fwﬁw WA T i} LR

W Eﬁ%fﬁ* Y ﬁ%*ﬁi rt Spanning Tree [*|F $&(= (= [ 7] <1 » |El%’71@%£t ViR

( El] dlsabled Y ) ©

Designated root — [~ Spanning Tree f| 1= P 15 ‘5?', ]"Bfﬂ%f ] J%ﬁﬁ[ PR

A MAC fib k-

Forward transitions — M1} 51 - Learning /{28555 Forwarding j/ [V B -

Oper edge port — =35y~ [ EE%JLF&? Admin Edge Port —~ £ (A]] true FY

false) > {E*Z%[] BPDU .&p“jts; alse ©

Oper Link type == LAN ?[ﬁ?& J&g,ﬁ R o P2 g | I:"wa%““

Lﬂﬁrﬂ SR l‘h@]ﬁ[ﬁiﬁ“” Ui " Admin Link Type ; [l IF® o
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Web -~ Up Links / Down Links=>Spanning Tree=>Spanning Tree Protocol °
r Up Links r r

[ ——

Status

r

Link aggregation | YLANs = Address Filtering | Spanning Tree

r

Spanning Tree Port Status LI
Port properties for advanced configuration of STE and RSTR
Configure...] [Protocol Migration]|
Point
[T MNETPO Forwarding 128 i00ooo o 3I2768.0.0000E8666672 123817 to- Disabled
Foint
Point-
T MNETP1 Broken 128 10000 0 32768.0,0000ES3000672 123,18 to- Disabled
Foint b
Point-
T MNETPZ Broken 128 10000 1] 32768.0.0000E3666672 123,19 to- Disabled
Point
Foint-
[T MNETP3 Broken 1za 10000 1] 32768.0.0000E2666672 1238.20 to- Disabled
Point
= |
| | »
. - 1 Efr— s
CLI - I'J ™ = &y[I{ = NETP4 [iY STA Bt -
Console#fshow spanning-tree ethernet NETP4 4-102

Role
State

Console#

Admin status

Path cost
Priority
Designated cost
Designated port
Designated root
Designated bridge
Forward transitions
Admin edge port
Oper edge port
Admin Link type
Oper Link type

SNPO information

enable
designate
forwarding

10000
128
10000
128.1
32768
32768
0

.00209C23C267
.0000E8666672

disable
disable

point
point

-to-point
-to-point
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SNMP - £[57 MIB e

B MIB 8 R BEEEE FRERE

Port sun...xstMgt. Fd| ?Z‘g}(f (1-25)
mstInstancePortTable.
mstInstancePortEntry

STA Port State  sun...xstMgt. = discarding (1),
mstInstancePortTable. learning (2),
mstInstancePortEntry. forwarding 3)
mstInstancePortState

STA Port Priority sun...xstMgt. AR i}_’g}@‘ (0-240) 128
mstInstancePortTable.
mstInstancePortEntry.

mstInstancePortPriority

STA Port Path sun...xstMgt. Fl‘ ?ﬁ}é’j, [asia 57 3-104 EJ
Cost mstInstancePortTable. = 1 1-200,000,000 °
mstInstancePortEntry. fgj : 1-65,535)
mstInstancePortPathCost
STA Port sun...xstMgt. [ETE _ﬁ[}_’gir
Designated Cost mstInstancePortTable.
mstInstancePortEntry.
mstInstancePort-
DesignatedCost
STA Port sun...xstMgt. =] I b 3"'%[5
Designated mstInstancePortTable.
Bridge mstInstancePortEntry.
mstInstancePort-
DesignatedBridge
STA Port sun...xstMgt. 7] Ity ﬂ"fl&
Designated Port mstInstancePortTable.
mstInstancePortEntry.
mstInstancePort-
DesignatedPort
STA Port Admin sun...staMgt. T forceTrue (0) auto
Point to Point staPortTable. forceFalse (1)
staPortEntry. auto (2),
staPortAdminPointTo-
Point
STA Port Admin sun...staMgt. i ik true (1), false
Edge Port staPortTable. false (2)
staPortEntry.
staPortAdminEdgePort
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WAaTE MIB ## R RREEEE FRRRE
STA Port Enable sun...mstMgt. AW enabled (1), enabled
(Admin status) mstInstancePortTable. disabled (2)
mstInstancePortEntry.
mstInstancePortEnable
STA Port Role sun...mstMgt. =] disabled (1),
mstInstancePortTable. root (2),
mstInstancePortEntry. designated (3),
mstInstancePortPortRole alternate (4),
backup (5)
STA Port sun...mstMgt. =7 ey ’E[I[
Designated Root mstInstancePortTable.
mstInstancePortEntry.
mstInstancePort-
DesignatedRoot
STA Port sun...mstMgt. pEE vy
Forward mstInstancePortTable.
Transitions mstInstancePortEntry.
mstInstancelPort-
ForwardTransitions
3.4.6.2 RS STA AT
E! D Paay e STP §F4ﬁ‘ﬂﬁ' FWFE'C“ (=BH3T 3-55 FI ) 2 RSTP Eﬁj‘ ﬁmi[ﬁl%&é“
EEs %l o

iyt

m Priority — USJSHIF I Spanning Tree Algorithm (Spanning Tree 15T > iy
STA HI[E{FI Jlg"—ﬂ‘_if‘:ﬂy i ﬂ\}@\aué —ERE jg:_ﬁf{jﬁjﬁ”ﬁl&l w;:j%,i;ﬁﬂ )fﬁé EIUIE—"’_ Vv‘f&gﬁ

gﬂ;@ﬁ[%) g Jjgf_ﬁffﬁ'l |E|f%&i§?ﬂ‘—’?’7 Spanmng Tree [lIfV= A6
A1 s e SRR ] R B
_f“;&g SEE BT B EI[J?F' BRI il e iﬁﬁfhiﬁ“ﬁ °

STA fin ?Eﬂfﬂg
%Jut mﬁﬁ

w THE 128
. ﬁfﬂ' ©0-240 » I'] 16 PEIET

m Path Cost — STA #||*'| IF“’*E?‘?%{%{EI' Vs &

= g

BE T o [Nt (A e R %“f

ﬁ%ﬁ@ﬁ&%Fwﬁ%W’!Fwﬁmﬁﬁ%ipﬁﬁﬁWﬁﬁhﬁwﬁ iy

(28 55 4 s | 50 S b R R
w AR —
» SN T 200,000-20,000,000
. H«ﬁ’“\‘[ﬁ”f‘ ! 20,000-2,000,000
= Gigabit ¢ Mffif © 2,000-200,000

f& [/F
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R

. Féivﬁmﬁ —F &7 12,000,000 0 =<7 11,000,000 ° FI.TBF: 500,000
Bl S - T 200000 2 2 100,000 ¢ 3 ¢ 50,000

= Gigabit "M - = €57 110,000 * PI3 * 5,000

AR F{', Path Cost Method I%Jtt short [ (% RHIT 3-61 F1) » 485 @84 15
65,535 °

» Admin Link Type — ['=/7 1Al iomsUs s - E fill © Auto)
TR — P ORI (AR BRfUASEE -
iﬁ; g’ig_}% [BICEESE ﬂ%%’é’p@;ﬁi‘%‘, °
- E [Eﬁ R0 E“ELSF E IF]}ﬂ[H‘% PO E-[E)}ig_%quﬂg’ﬁg W"F‘f‘,ﬁ?i‘ H| Fﬁjf’ﬁ“{ﬁﬁ?ﬁﬁ o
m Admin Edge Port — ¥ /7 ["I57l LAN AfffFe b A% J}% LAN fv Hia g F%{»,T.JQ‘”%!‘
i ?F'JIF‘”Efﬁ EH#%}»’F‘.JE:{ BN |:I ukdﬂ‘s‘éi IR l%ﬁ”}" E’IUL
Spanning Tree i JEP»L}{J(" Ay Ed e Port ' ') =i (T4 1 i?ﬁ Rk
G T BT EJF”E‘LE%[?‘H ?@ e F:EJJ‘:[“;H‘@ R Sshe [ ST e {
?ﬁﬁﬁﬂijrﬁ ) IF“;IHIEICIS‘}LV‘J" Spanmng Tree | f?ﬁrﬁﬁ; [F =t 'FL"%EW ) ﬂ B
p “ﬂd%ﬂ e STA ﬁlrJ«EFIJ i u* o Ei:"]j{ £| —Slﬁvf% R, lﬁ'%’ﬂ r:x;l{ﬁ Edge Port
b,i,ggg;r ﬁ“%ﬁfﬁkﬂ{p J,@ j:ﬁ'l FFR] e (GREETR - NETPO-7 © [ » SNPO-15 -
l?ﬁl%

?srn o Bl{tu

Web ™ Up Links / Down Links= >Spanning Tree=>Spanning Tree Protocol ° TR
/i o1 STP (IEEE 802.1D) A2 iz » % Fﬁ‘i‘* RIPUR IV IR, o SR
rConflgureJ B R EIIUEAFIJ%T}’]i i ™ Save | °

T Swichseup s  up inks ETTTTERR r

Status | Link Aggregation | YLANs | Address Filtering | Spanning Tree

Port/s:NETP4 |

Priority (0-240): J128
Path Cost (1-2000000000): I].EIDDEI
Admin Link Type:

" Point-to-Paoint

" Shared

& suto
Admin Edge Port:

" Enabled

* Disable

[E—

Lo
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CLI - I') ™ = &I 41 NETP5 1Ry STP Bl -

Console (config)# interface ethernet NETP5 4-74
Console (config-if) #spanning-tree port-priority 128 4-99
Console (config-if) #spanning-tree cost 19 4-98
Console (config-if) #spanning-tree link-type auto 4-101
Console (config-if) #no spanning-tree edge-port 4-100

SNMP - %57 MIB &g -

WAaTE MIB ## R RREEEE FRRRIE
STA Port Priority sun...mstMgt. AW ?ﬁ'@’r (0-240) 128
mstInstancePortTable.
mstInstancePortEntry.
mstInstancePortPriority
STA Port Path sun...mstMgt. R W 57 3-104 !
Cost mstInstancePortTable. = 1 1-200,000,000 °
mstInstancePortEntry. ‘ggl : 1-65,535)
mstInstancePortPathCost
STA Port Admin sun...staMgt. i 1 forceTrue (0), auto
Link Type staPortTable. forceFalse (1),
staPortEntry. auto (2)
staPortAdmin-
PointToPoint
STA Port Admin sun...staMgt. [ ik true (1), false
Edge Port staPortTable. false (2)
staPortEntry.
staPortAdminEdgePort
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3.4.6.3

B /I STA SR s

(= (P [ b el € 82 [ STP BPDU » 44 Conﬁguratlon (L) 7Y
Change Notlﬁcatlon ( }’Fﬂ%ﬂ‘fﬁﬂiﬂ ) BPDU ?ﬂ Fi ﬁ;{»f ok Er S @E ﬁ‘[] STP #f!
o T TR T Protocol Migration é‘“ 2 E?ﬁ}f HESiP
pu BPDU frﬁfk (RSTP fy STP AEA) -

Web - ##* Up Links / Down Links=>Spanning Tree=>Spanning Tree Protocol « 7V
EI’?%T;’T o ki T Protocol Migration | ##&!

[ m—— r [ uptinks | r r |

Status | Link Aggregation  YLaANs | Address Filtering | Spanning Tree

Icunﬁgurs...| |Prutocc|l I\"Iigratiun] =

Point-
¥ METP4 Broken 128 igoo0o o JZ2768.0.0000E8666672  128.21 to Disabled
Point -|
CLI - J‘J_k A E‘Eﬂ/['fﬁj fp:l EIJ;{EL?—LTJ _\{'—_‘j%\;”fﬁ Jﬁ)ﬁ%%l i1 It = Ejf_}_ . Flfl spanning

tree PRI (2] RSTP fy STP AH) -

Console (config) interface ethernet NETP4
Console (config-if) #spanning-tree protocol-migration 4-101
Console (config-if)#

SNMP - 575 MIB #gfy -

WA= MIB #8 #EER BEEEE yasR{E
STA Port sun...staMgt. TR true (1), true
Protocol staPortTable. false (2)

Migration staPortEntry.

staPortProtocolMigration
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347 IHRRENE " AR

0 EIRC - e P RO IR LI IS puRe TP R *ﬁ*?ﬁi’ﬁ?ﬁ'i&%ﬁ
#1 (NETMGT) © (ﬁﬂ*%in o+ fof PR IR (e oY BT R T %’7 A R LR AR <)

ﬁ_lbjfwnj-fj:\}

n ERESE LAV R R TP R g L
&Fﬂﬁgﬁ }%’Eﬁ'uﬁf_ Fl VA A o s gl%”\‘?*—* A IH?’FLE‘E: g R O S I
IRVATIN SHHUE 1R R ﬁf S o

.‘ﬁp%wk*ﬁﬁ%@ﬁrﬁﬁﬁgﬁwmmmn mﬁIPﬁwﬁf** n
ol e TR (NETMGD SRS 9
T A w - 'uiﬁﬁﬂf“ﬁﬁ%*ﬁ”ﬂ”ﬁﬁ%%

SER © L AR ] W R -

e

m Rule - fi?vﬁ‘,[‘ﬁﬁﬂ%@{%l’ b PR ’ﬂ%%’l‘ﬁ“"F’l*?il#@ﬁllﬁgl#@ﬂlfﬁﬁ—k
VAT Rt = A0 8 o AIRRRIBE T H B A N — [ il E'JF'U?TJ?’E" | Tﬁﬂt
*fJEJ]JirTJ%’ ] '[U%?W)‘ﬁﬁw CEII I = o (Eu@ : 1-128)

m Action — [EE{H e LR IR EEVERLEE R R B o (G271 ¢ permit ~ deny)

m Protocol - # IV~ 7 |F4E (TCP ~ UDP ~ Any) F‘/ﬂgﬁﬁﬁa’? 9% (0-255) -

m Keyword Flags ( [“f7"[i™ ) — &5 TCP ApF3T 14 {60 7 A VAR o S0 15 E
- VS ON PR OFF (A E) <G T TS it » i

P
fin (1) - 7{5"?
syn (2) - [fil#
rst (4) — ;l%
psh (8) - &=
ack (16) — ’E?J
s urg (32) - & ﬂ?ﬁ@

m Code — (Y% TCP 37 14 f[afﬂj»ﬁ;ﬁz'uf[ﬁﬁfrﬂl*wﬂ EA R (R AR
fit) - (EE : 0-63)

m Bitmask - = "] TU[*]’EFE AU SRR (R Eﬁ. ﬁ&?7 ~ i &g E
ﬁlqﬂrfﬁf 1 puﬁrw |*%<§,F5’3ﬁr+fﬁl'pm+7u ‘iﬁ, » 0 Flf ke "F‘uF/'*W AR A
EIJ}‘

32 Eurg) > 16 (ack) ~ 8 (psh) ~ 4 (rst) ~ 2 (syn) ~ 1 (fin)

m Source — F W[V TCP/UDP V11t I~ Sl s =g Fh sl o G iR ae!

0-65535)
m Destination — $f &/ [y TCP/UDP [ By i SEe Bl i B af! o (g ipae
[ : 0-65535)
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» Fragment — %7 [P%JEI[JF Ly (B0 T = e MF (More Fragments) » & F | H 94
R R M F S 107 0 e :si AR T AL T Rt
?ﬂ;’?"fﬂfﬁ%ﬁ‘ﬂﬂ -

= Log —,ﬁﬁ“%JE'[JE‘JﬁE[E'%ruEIié;%f‘ﬁsﬂ » e 2T Y 64 ETvE - B E!
AR EG g{ R E’F T (IR iiprsi F’iﬁgﬁ“ﬁﬁl %iﬁ i g Py FIRERLEE
RAM HIf1 ﬂ\&%&';jf,%.&‘fl Hlpugw{“l%%*yﬁ

Web - f} * Management Port=>Packet Filtering ° i * 5 ’?WJ il BEHF TAdd ) -

F=gE I i J%JEI[Jf 1CFE ] TCP s R 10-30 [iVFfE cu FEJe TR P 510711 WREFIpuRy
1-10.8.1.1

ﬂ _ r r Up L r [ management ports [ |

Connection Status | YLANs | Packet Filtering

| Jﬂ
Management Port Packet filtering Rules Table =

Rulel:permit tcp nons 10.7.1,1 0,0.0,0 10-30 10.8,1.1 0,0.0.0 10-30 ,Log disabled ,Fragmant disabled

Ren
Rule: Action: Protocal : &
[2 ||Jern1itj o |t|::p j {“I
Represent code using:
@ yayword Flags T Bit Flags & Mask

fin  syn rst psh ack urg Code(0-63) Bitmask(0-63)
[ R A i A

Address: Mask: Port Range:

Source I |

Destination I | [ —|

™ Fragment I Log -
4 | L]

CLI - I') ™ = i e & IEPEHPH#TFS A RS T VA 1R
B UL 0 it Y SR B HaY .60
4 3.7.8 4] ip filter ; °

Console (config) #ip filter permit any 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 4-69
Console (config) #
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SNMP - £[57 MIB A

L TEL

MIB 8 ER

REERE TRER(E

£

e

Protocol

Source IP
Address &
Bitmask

Source IP Port
Range

Destination IP
Address &
Bitmask

sun... 9
securityMgt. [EEL
packetFilterUnitMgt.

pfuRuleTable.

pfuRuleEntry.

pfuRuleIndex

sun... v gt
securityMgt.

packetFilterUnitMgt.

pfuRuleTable.

pfuRuleEntry.

pfuRuleAction

sun... ETEYE:
securityMgt.

packetFilterUnitMgt.

pfuRuleTable.

pfuRuleEntry.

pfuRuleProtocol

sun... v gt
securityMgt.

packetFilterUnitMgt.

pfuRuleTable.

pfuRuleEntry.

pfuRuleSrcIpAddr &
pfuRuleSrcIpBitmask

sun... ETEE: g
securityMgt.

packetFilterUnitMgt.

pfuRuleTable.

pfuRuleEntry.
pfuRuleSrcPortRangel &
pfuRuleSrcPortRange2

sun... ETEE:
securityMgt.

packetFilterUnitMgt.

pfuRuleTable.

pfuRuleEntry.

pfuRuleDstIpAddr &
pfuRuleDstIpBitmask

T (1-128)

permit (1),
deny (2)

HHr (0-256 0 £ 1 256
A Rt

IP 4

L (1-65536)

IP A4

3-110
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LIET

MIB 8 R

REEME

R

Destination IP
Port Range

TCP Code

TCP Code

Bitmask

Fragments

Log

sun. FHov/ ;Li S

securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRuleDstPortRangel &
pfuRuleDstPortRange2

sun... ETEE:

securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRuleTepCode

sun. FHv/ Zﬁ <t

securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRuleTcpCodeBitmask

sun. v g

securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRuleFragments

sun... ;g‘ﬁ?{//@ =t

securityMgt.
packetFilterUnitMgt.
pfuRuleTable.
pfuRuleEntry.
pfuRuleLog

Hr (1-65536)

i (0-63)

7%k (0-63)

enabled (1),
disabled (2)

enabled (1),
disabled (2)

disabled

disabled

£3E

BT
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3.5

3.5.1

3-112

BT 3 A B

# AP R *}zﬁ%ﬁ VB P o TR RS BRI R RS AT B
ﬂaxfﬁm; AT B 1o ﬂﬁmﬁﬁftﬁﬁﬁu SNMP Bl ET IR FH R -

7% : Sun Fire B1600 Blade +* ﬁf&kmu f SIVE LS - B IPEZ’*? — B Y
LA o (- TR FMLH » P HIEE H'“?“ {f RO
15 o IR NETPO %] NETP3 I') % SNPO [J SNP7 b H2 [~ #F #5 o ﬁ,};ﬁtﬁi
NETP4 %] NETP7 I'| ¥ SNP8 £ SNP15 [ f )~ i ¢ P o

AR

LA TR > DR (SRR PO B R HIRL - (IEPL- (R R

Edeat: R ; RYHS) PR RMON FRIHR » T8 % 2 T IOBERUR OB » &5

B PSR P R TR

TR

m BRSSP IR Y o I 2 R e

w RO EIR o RUR AR M'Jﬂsﬂ%ﬁ%w%ﬁ&ﬁm e il
VLAN '} 5 -

Web §7I#] Monitoring=>Port Mirror ° ?Eé%lg%ﬁlpﬂﬂfﬁﬁ%ﬁ ~ RIS ST R Bl S

i~ TR PR E S B BEHY TAdd ) -

ﬂ r : r : r r rMonitDring l

Port Mirroring = Port Statistics | SNMP Statistics | Logs
Sun Fire B1600 > Monitoring > Port Mirroring E
Physical Port Monitoring Sessions:
NETE7 HNETPS Both
Maonitored Destination .
Port Port Type of Manitaring
[sweo =] [swen  ¢|  [recewed ¥ =
4 Ll_,
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3.5.2

CLI - “"] interface 5T :E 2V [ J o p Jlﬁi?*fﬁ" * Jk# "] port monitor $4 V% ERIET
EJF[ Jﬂ%tﬁj ° %3* Bl CLI F[ijﬁ?%‘ﬁjﬁj EA}%H;ATEAFEHgEJf_LL[ [:;f FI Jﬁ E[J?JBFA_'# 1

T o

Console (config) #interface ethernet NETP7 4-74
Console (config-if) #port monitor ethernet NETP6 4-142
Console (config-if) #

SNMP - 575 MIB #agfy -

L e MIB 28 R AR (EEEE FRRR{E
Mirror Source sun... TR EZ@(T
Port mirrorMgt.
mirrorTable.mirrorEntry.
mirrorSourcePort
Mirror sun... TR EZ@(T

Destination Port mirrorMgt.
mirrorTable.mirrorEntry.
mirrorDestinationPort

Mirror Type sun... #v/Et rx (D), both
mirrorMgt. tx (2),
mirrorTable.mirrorEntry. both (3)
mirrorType

Mirror Status sun... Fv /g valid (1),
mirrorMgt. invalid (2)
mirrorTable.mirrorEntry.
mirrorStatus

B S PR R

(& fl I }jé Interfaces Group ( /7 FIf#&i" ) Z* Ethernet-like (i’fﬁ_‘**'“ﬁf_f” ) MIB [l 195 J“ﬁf_f, =

bt AR PR U “JFI’J\}Tf@%TLRMON MIB}{%’ VEHEE- WS -

Interfaces%“ Ethernet-like ## 5 B8 S i’LIH 2 flip] R £ H[p Jf?[nJ\ FIH ‘éﬁ

%E{H %H"T\%é‘é’[ F[‘ “i?ﬁifljf %j ( "j‘ﬂ/[ls '*Fljlgf_}%fﬁ'l |‘/7 ~— r }511;[ [r‘-'n o

RMON ##at B sl & e £ 21 uw‘ﬂﬁ WO A IE; Y e ﬁ

R ;m%a ELAHYT - R PN -
;Jﬂﬁ%“ﬁ”[—lg\ﬁ Eﬂn‘ ) ;'EFl%‘J 20 Fh&h 1&|¥?¢H - o

JERE 1 RMON 51 2+ 3% 9 [ IS SNMP &2V -
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3-114

fid e

2

Interface Statistics
Received Octets
Received Unicast Packets

Received Multicast Packets

Received Broadcast Packets

Received Discarded Packets

Received Unknown Packets

Received Errors

Transmit Octets

Transmit Unicast Packets

Transmit Multicast Packets

Transmit Broadcast Packets

Transmit Discarded Packets

Transmit Errors

"I\:EI IL'_H" ]} Iggl_il l:" F

P17 PR S E o o A 5 B “IJ}F[” ;Jﬁﬁrlﬁcpgu R o

%«F;?\ FIJFE41EJ§-LT%£F“ F' Ji‘g[ﬁ gﬁg F lﬂj%ﬁ ;,J[ﬁgsro
E:TF:E EJFE«L%J%' *l .ijfr T E TR A R R F[Hﬁ’**lf”
FF & flet

5 I}_’i'ﬁ Tk 2R ,ig}%éf R E AR i]_[—‘#@J%j‘F;ﬁ,’j,iﬂ_ﬁfjﬁélj

fll &

TR ERIE = e S 4 p;{;];»l/s eIt N

ke IFTFH‘EL IEI Iet Jﬂ%—tf’ o GHIEL s P SRR
* kLS { EaEliN] HP TR -

ﬁ'”““‘“ [k Rl =R i T e LA A

LT 30 gt o (g

Wﬂ4ﬁ@””@yﬁﬁﬂﬂW’ﬁﬂ“ﬁWWh
A e “?ﬁ“ T‘NFFj RESEUIEY

Ju o

E[ | Fg}ﬂ%—&ﬁu %,[Tﬂﬁflj_‘{’—\fa’“[ﬁ/n?ﬁ'A E IIE[ SIT -lli—lﬂ J%E]‘ o [l

& fl’p;ﬁ #_ F'Hf‘ EEEHA p JHER &{

RSB RIR ISR - 5 ) PO R o

E'f’ J‘H’j it {]_l—ﬂ SFf ey B “”ﬁlw‘j g\‘ﬁk/:)f\ EE L HJHM._ 2%

[ e

o R U ey, U
r‘f‘ 11|—|El Jﬁ &) lﬁgr , cIJﬁ: L= iﬁ\/:/f\ R IEI H‘jf’}»;_; ,j:{

A0 EREE (Sl 4 FuR 1 2. iﬁJF/HEJ WiEe - I

PR, BTG R A ] %ﬁy‘“”

KFT B OB - SRR -

VRS S SR 20 R [ £ 9 b e -

—Em
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2

HREA

Etherlike Statistics
Alignment Errors

Late Collisions

FCS Errors

Excessive Collisions

Single Collision Frames

Internal MAC Transmit Errors

Multiple Collision Frames

Carrier Sense Errors

SQE Test Errors
Frames Too Long

Deferred Transmissions

Internal MAC Receive Errors

RMON Statistics
Drop Events
Jabbers

S SR (F [ ReR R ) S
@ﬁcwﬁx IS e Gl 512 [0 % [ H] Y S RLE i < oS

St
«(

i 77 FR R SRR A FH%EJ’H FCS %ﬁf PfY
F & Wl - R T EIJ}‘E | frame- too long (FF8=REES) [
* frame-too-short ( &/ =% 3] ) %‘f EINE T

T R S T 2 LB 52 [
‘Fl'}u [RINEE %JC“:EI‘EH J l*@ﬂ ET ﬁ*@? I

SLARI | GRE] - R A R o b e

fi pl PRI MAC gl g 4 (a0 S R
Fpufte Emﬁérﬁ i

SRR EE] - T R (R IR N R b e e

SLRFL R o IR R R = o TR
FIJ Lgro

PLS -k B 5 ffi /1 1% 4 SQE TEST ERROR FRIfv- v
1 I[ l’)fr‘q;‘fﬂ%%@{'njw@ﬂ Jﬁ nljlﬁgg‘o
AP EET R R IR R B [ L g b

A1 EPSEL T MAC -Vt i B s gfi iy 2 s o
FVF] & il o

P TR B et b S ol P o il -

IEA B 1@' 1518 75 ( ‘ﬂl}jﬁrl‘y‘f ipﬁcpﬂjd‘n s ([l FCS
FATHIEN ) S F FCS whtgsgﬁgu; ey (B -
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3-116

2

HREA

Received Bytes

Collisions

Received Frames

Broadcast Frames

Multicast Frames
CRC/Alignment Errors

Undersize Frames

Oversize Frames

Fragments

64 Bytes Frames

65-127 Byte Frames
128-255 Byte Frames
256-511 Byte Frames
512-1023 Byte Frames
1024-1518 Byte Frames
1519-1536 Byte Frames

G TSR A - PSRRI
-jl-fﬁ L[l A&‘Tﬁﬂ&ﬂjlw H °
SEPIP= SO SER AR g 4 AR A B Jﬁi‘%l_lﬁr’r@
FUSE gt o R G (047 B~ R RR R R P
r)e
”'fr}%ll;*ﬁ %9@ A O S R SR G o S
o TR ?ﬁ Fw - ﬁ
HeR S £ AR ,IFH#F“”?Q PGS R SRR VR b R
CRC/3f 1 2L (FCS v EH S8 flll -
R B R 64 b 7 52 (7 ﬁj” [gHﬁ’chmHﬁ » {El FCS
G EIRE R ]) o (BRI 980 2 e SRt b el -
L En ) 45} 1518 ik 7 3 (T BT iR E FCS
oA EIFHETC ] ) » IR 98 S -
s e | P A Y jr[l}g_‘jj “EFapuit R ff FCS
b IE ) 2 F) FCS g&hf 2 ER b R -
AL 2 SR VR T 64 ffit 6 AR (T I e o
b5 {1 FCS MR AP ) PO B G (0 J‘Eﬁ?:%’f"v
Fraw) -

L) W SR B R T g (RS )
TS uy FCS 7 52 I B e [ 1) Pl o i ‘”*ﬂ i
ERESCI|
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Web — f§"" Monitoring=>Statistics * 2V Frfeff 1 > FFH MSelect ; © [ T2
A P "Refresh ; FFE EIFRIFHIF

R r r r r [ vonitoring |

Port Mirroring | Port Statistics | SNMP Statistics | Logs

Sun Fire B1600 > Monitoring > Port Statistics =3

Port Statistics:

Physical Port:|NETPO 'I

Interface Statistics:

Braperty
Received Octets: 232957
Received Unicast Packets: 110

Received Multicast Packets: 2671
Recaived Broadcast Packets: 23

received Discarded Packets: 0

Received Unknown Packets: u]
Received Errors: o
Transmit Octets: 173628
Transrit Unicast Packets: o

Transmit Multicast Packets: 2706
Transmit Broadcast Packets: 0
Transmit Discarded Packets: 0O
Transmit Errors: o]

Etherlike Statistics
Broperty
Alignment Errors:
Late Collisions:

FCS Errars:

Excessive Collisions:

Single Collision Frames:
Internal MAC Transmit Errors:
Multiple Collision Frames:
Carrier Sense Errors:

SQE Test Errors:

Frames Too Long:

Deferred Transmissions:

[ T s 1

Internal MAC Receive Errors:

FIE FEMHL 3117



RMON Statistics
Property
Drop Events: a
Jabbers: a
Received Bytes: 438662
Collisions: a
Received Frames: a
64 Bytes Frames: 5859
Broadcast Frames: 29
65-127 Bytes Framas: a7
Multicast Frames: 5869
128-2EE Bytes Frames: 14
CRC/alignment Errors: a]
286-511 Bytes Frames: 1]
Undersize Frames: a
512-1023 Bytes Frames: 2
Cversize Framas: a
1024-1518 Bytes Framas: 40 -
Fragments: a Ef

CLI - )™ = @[ 477 SNP13 SHIH 5 3 B -
Console#show interfaces counters ethernet SNP13 4-82

Ethernet 13
Iftable stats:
Octets input: 868453, Octets output: 3492122
Unicast input: 7315, Unicast output: 6658
Discard input: 0, Discard output: 0
Error input: 0, Error output: 0
Unknown protos input: 0, QLen output: 0
Extended iftable stats:
Multi-cast input: 0, Multi-cast output: 17027
Broadcast input: 231, Broadcast output: 7
Ether-like stats:
Alignment errors: 0, FCS errors: 0
Single Collision frames: 0, Multiple collision frames: 0
SQE Test errors: 0, Deferred transmissions: 0
Late collisions: 0, Excessive collisions: 0

Frame too longs: 0, Carrier sense errors: 0
RMON stats:

Drop events: 0, Octets:4422579, Packets: 31552
Broadcast pkts: 238, Multi-cast pkts: 17033
Undersize pkts: 0, Oversize pkts: 0

Fragments: 0, Jabbers: 0

CRC align errors: 0, Collisions: 0

Console#

Internal mac transmit errors: 0, Internal mac receive errors:

Packet size <= 64 octets:25568, Packet size 65 to 127 octets:
Packet size 128 to 255 octets:1249, Packet size 256 to 511 octets: 1449
Packet size 512 to 1023 octets:802, Packet size 1024 to 1518 octets: 871

1616
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SNMP - £[57 MIB e

WA=g MIB 8 R #E

Interface Statistics

In Octets MIB-II. [E T %Zg'r
interfaces.ifNumber.ifTable.ifEntry.ifInOctets

In Unicast Packets MIB-II. HEET ;ﬁ;‘gi'r
interfaces.ifNumber.ifTable.ifEntry.
ifInUcastPkts

In Multicast Packets MIB-II. [E EZ@'(
ifMIB.ifMIBObjects.ifXTable.ifXEntry.
ifInMulticastPkts

In Broadcast Packets =~ MIB-II. ME EZE'(
ifMIB.ifMIBObjects.ifXTable.ifXEntry.
ifInBroadcastPkts

In Discards MIB-IL. pEET ;riﬁZ‘/E;)'r
interfaces.ifTable.ifEntry.ifInDiscards

In Unknown Protocols MIB-II. [ETE EZ@'(
interfaces.ifTable.ifEntry.ifInUnknownProtos

In Errors MIB-II. pEET ;riﬁZ‘/E;)'r
interfaces.ifTable.ifEntry.ifInErrors

Out Octets MIB-II. e [i27e
interfaces.ifTable.ifEntry.ifOutOctets

Out Unicast Packets MIB-II. pEET ;riﬁZ‘/E;)'r
interfaces.ifTable.ifEntry.ifOutUcastPkts

Out Multicast Packets MIB-II. [E EZ@'(
ifMIB.ifMIBObjects.ifXTable.ifXEntry.
ifOutMulticastPkts

Out Broadcast Packets MIB-II. N EZ‘;]'(
ifMIB.ifMIBObjects.ifXTable.ifXEntry.
ifOutBroadcastPkts

Out Discards MIB-II. pEET ;riﬁZ‘/E;)'r
interfaces.ifTable.ifEntry.ifOutDiscards

Out Errors MIB-II. == [i27e
interfaces.ifTable.ifEntry.ifOutErrors

EIE EEHA 3119



3-120

LIET MIB 8 R fE

Etherlike Statistics

Alignment Errors MIB-II. = ;ﬁ;‘g!’r
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsAlignmentErrors

Late Collisions MIB-II. =] ?@’r
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsLateCollisions

FCS Errors MIB-II. [E EZE'F
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsFCSErrors

Excessive Collisions MIB-II. N ?Z‘Q'(
transmission.dot3StatsTable.dot3StatsEntry.
dot3Stats-ExcessiveCollisions

Single Collision MIB-II. =, ;ﬁ;‘gi’r

Frames transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsSingleCollisionFrames

Internal Mac Transmit MIB-IL. =] ?@’T

Errors transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsInternalMacTransmitErrors

Multiple Collision MIB-IL. =] %}jg'(

Frames transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsMultipleCollisionFrames

Carrier Sense Errors MIB-II. M ?Zg'(
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsCarrierSenseErrors

SQE Test Errors MIB-II. [ETE ?[—fZET
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsSQETestErrors

Frames Too Long MIB-II. [EE E}'@’r
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsFrameTooLongs

Deferred Transmissions MIB-II. =] gzg'r
transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsDeferred Transmissions

Internal MAC Receive MIB-II. N %Zg'(

Errors

transmission.dot3StatsTable.dot3StatsEntry.
dot3StatsInternalMacReceiveErrors
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LIET

fE

RMON Statistics

Drop Events

Jabbers

Received Octets

Collisions

Received Packets

Broadcast Packets

Multicast Packets

CRC/Alignment

Errors

Undersize Packets

Oversize Packets

Fragments

64 Bytes Frames

X-Y Byte Frames

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsDropEvents

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsJabbers

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsOctets

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsCollisions

MIB-IL.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsPkts

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsBroadcastPkts

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsMulticastPkts

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsCRCAlignErrors

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsUndersizePkts

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsOversizePkts

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsFragments

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsPkts64Octets

MIB-II.
rmon.statistics.etherStatsTable.etherStatsEntry.
etherStatsPktsXtoYOctets

lE=7

IE

=

=

fewE

i
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3.5.3

5. SNMP 5 5B

F },“EH_

[&
AL R *}1;\ 5 ErE EI SNMP skl

qgﬁlo
ki

SRR B9 SNMP ¥ i‘; ﬂﬁ—'f'g‘ﬂ%i" ISR P SNMP 5

AL SNMP 5l b2 o

2

HREA

SNMP packets input
SNMP packets input

Bad SNMP version errors
Unknown community name
Illegal operation for
community name supplied
Encoding errors

Number of requested
variables

Number of altered variables
Get-request PDUs

Get-next PDUs

Set-request PDUs

e s SNMP o ELTREE -

25 SNMP SR oy = [ EU 4 T B $2f9 SNMP 7L
(Bl

SNMP S8 CIPREIE I AT R200 H 1V SNMP Fepi £
[ SNMP 4 L5

ﬁiﬁ?ﬁ SNMP s[4 Eofe » (HE SNMP B £
&l SNMP (519 SNMP 7 EL G -

SNMP 3]3S Z 1y SNMP 74 o2 1 A Bt 2 o
ASN.1 fi% BER #fiL il -

SNMP 3pj {2 &= 42 1 i1y SNMP Get-Request ==
Get-Next PDU V% » VY MIB $2{F {5

SNMP 3pj# {2t PR [ 2] iy SNMP Set-Request PDU ./
& By TR IERRY MIB i lﬁFlﬁEﬁro

SNMP 3pj {8 &R 2] 20 BRI £V SNMP Get-Request
PDU (g -

SNMP 3|7 {53 &R 2] 20 BRI 5 B Y SNMP Get-Next PDU
e -

SNMP 375 el
PDU (g -

\’u =

S| ZEIR BIHY SNMP Set-Request
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2

HREA

SNMP packets output
SNMP packets output

Too big errors

No such name errors

Bad values errors

General errors

Response PDUs

Trap PDUs

- SNMIP 3o L= i I 75571 SNMP 9 LB«

W5 SNMP sz he 2 2 error-status £ tooBig fiY
SNMP PDU fiilf

JEGE5G SNMP SpjH e EoPpc & B error-status 5% noSuchName
[ SNMP PDU e

W5 SNMP s rfe 2 2L error-status £ badValue IV
SNMP PDU fillf

At SNMP 375 EIPRE 2 L error-status £5 genErr fiY
SNMF PDU (Rt e

SNMP ﬂﬁ*fléfi (< HriE: 2 i SNMP Get-Response PDU i
B

SNMP 3\ L=k % iy SNMP Trap PDU (il -

Web — /™ Monitoring=>SNMP Statistics = [£* ' ') [ F 1 ™ F1fY T Refresh ; ##%

;I%S?El%@?%,pl .

Port Mirroring

SNMP packets input:

SNMP packets output
SHNMP packets outptut
Too big errors
Mo such name errors
Bad values errars
General errars:
Response PDUs
Trap PDUs

Port Statistics | SNMP Statistics | Logs

Sun Fire B1600 > Monitoring > SNMP Statistics

SHMP packets input a
Bad SMMP version errors: a
Unknown cammurnity name: a
llegal operation for commurity name supplied a
Encoding errors a]
Mumber of requested vanables a]
HNumber of altered variables u]
Get-request PDUs a
Get-naxt PDUs u)
Set-request PDUs u}

r r r rh’lonitoring l

-
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CLI - I') ™ = &I 8= & By SNMP A% By -

Console#fshow snmp

SNMP traps:
Authentication: enable
Link-up-down: enable

SNMP communities:

11 SNMP packets input
0 Bad SNMP version errors
Unknown community name

Encoding errors
Number of requested variables
Number of altered variables
Get-request PDUs
Get-next PDUs
3 Set-request PDUs
11 SNMP packets output
0 Too big errors
No such name errors
Bad values errors
General errors
Response PDUs
Trap PDUs

O OFrH O O o o

o W N O o

SNMP logging: disabled
Console#

1. private, and the privilege is read/write
2. public, and the privilege is read-only

Illegal operation for community name supplied

4-52

SNMP - %= MIB @ -

WuaTE MIB 8

R

SNMP packets input
In Packets MIB-ILsnmp.snmpInPkts
In Bad Versions MIB-II.snmp.snmpInBad Versions

In Bad Community MIB-IL.snmp.snmpInBadCommunityNames

Names

In Bad Community MIB-ILsnmp.snmpInBadCommunityUses

Uses

In ASN Parse Errors MIB-IL.snmp.snmpInASNParseErrs

lE=
e
N

lEE

e
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3.5.4

LIET MIB 8 R fE
In Total Request MIB-IL.snmp.snmpInTotalReqVars [E T w’r
Variables
In Total Set Variables =~ MIB-IL.snmp.snmpInTotalSetVars =7, WHr
In Get Requests MIB-II.snmp.snmpInGetRequests e %Zg'r
In Get Nexts MIB-IL.snmp.snmpInGetNexts [ETE ?@’r
In Set Requests MIB-II.snmp.snmpInSetRequests = [ialg
Silent Drops MIB-II.snmp.snmpSilentDrops N WHr
Proxy Drops MIB-IL.snmp.snmpProxyDrops [ETE %Zg'r
SNMP packets output
Out Packets MIB-ILsnmp.snmpOutPkts N [ialg
Out Too Bigs MIB-IL.snmp.snmpOutTooBigs N W
Out No Such Names MIB-II.snmp.snmpOutNoSuchNames e %Zg'r
Out Bad Values MIB-ILsnmp.snmpOutBad Values [ETE w’r
Out General Errors MIB-IL.snmp.snmpOutGenErrs =7 ;rﬁi‘f;l'r
Out Get Responses MIB-IL.snmp.snmpOutGetResponses =7, W
Out Traps MIB-ILsnmp.snmpOutTraps [E T W
AL
Sy fr‘%ﬁi‘rfsf%ﬁ“ IR BURGRIRHE FREER
iy Wt
= Enable Logging — %éﬁfl&%ﬁum 4 ﬁﬁ'%*[ﬁ\ %ﬁgﬁ RRT - * Disabled)
= Logging Level - PUSEFEI R, Bj 7 R Tﬂ"[ ?ﬁ'[ ”—Eﬂ F %‘k?* Hio
AR LI E E] 0 55 TS H& U RIED 7 s & = ( 5“[ -

Flash * 3-0 » RAM 7-0)

£3E
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% 31 Sl

B2y &k FiEA

debugging G el &
~ HEFHEL (FIPTE) trap)
I B T~ REEL > A BT

7
6
5
warnings 4 %‘TF,}{{F: I’ﬂf/[”ﬁxﬂéf AFET 9Py FKE‘%)
3
2

informational

notifications

errors

RGN (TIPSR > IR
FSH (TR ISR - e - YRS
)

4:4

critical

alerts 1* %’TTE;,I o SR
emergencies 0* FRR T H

* ET AT T S 0 S 1 S -

n Log contents — F|F L TR Flash % RAM Fl 1 BYpomme |2k g fFF4EL »
_ﬂ’ fi ? (% Flash SRR (AR E i i i e Fﬂ\“}ﬂﬁuql[‘é‘lﬁﬁ' ) {5 RAM ( ik
# i mﬂﬂfﬁ' ?Zhﬁﬁ}lw&?ﬁu% D T o ige -

Web — ¥ * Monitoring=>Logs - ?S‘F'J ; ‘:HJH»  H7 flash {5 RAM » JEIVRISIEIVF
EUER ((TEPeaR s 0 PUFHEL B SHERN o) i T Save Changes | © B+
" View Flash | f¥ " View RA I’ EI%Q’TV'?*{EH FUAEL o

" = : r r r rMonitoring l

Port Mirroring PDrtStatlstlc,s SNMP Statistics | Logs

Sun Fire B1600 > Monitoring > Logs =

Logging:

v Enable logging

Logging level:

Flash |3' & Default

RAM |7 = & Default =

Log contents

||Er'r0r Message: Level 13, Module: 13, functions:0, error number:0 lnfjrmatuon:PRI_I‘v-lGR_lnutDeFal_lllt function fails. -—----x
14 v
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CLI - I'} ™ = &It g | e~ Flash SRRV UE-EEY M 3 (X errors
A etis ) I R Flash[ H.F’V‘FIJEI:E?—#F[ :

Console (config) #logging on 4-30
Console (config) #logging history flash 3 4-31
Console#tshow logging flash 4-33

Syslog logging: Enable
History logging in FLASH: level errors
[0] 0:0:5 1/1/1
"PRI MGR_ InitDefault function fails."
level: 3, module: 13, function: 0, and event no.: 0
Console#

SNMP - 575 MIB gy -

L IET MIB 28 R BEEHE mEE
Log Status sun... TR enabled (1),
sysLogMgt. disabled (2)
sysLogStatus
History Flash sun... TR HHE (0-7)
Level sysLogMgt.
sysLogStatus.sysLog.His
toryFlashLevel
History RAM sun... TR @? (0-7)
Level sysLogMgt.
sysLogStatus.sysLog.His
toryRAMLevel

Log Messages FES

£ 3E BTEHML 3-127
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ﬁﬁfﬁliiéiq%eﬁﬁﬁ[

H PR 1 (Command Line Interface » fi# CLI) fUffi™ |7 -

41.1 i@f CLI

S B R E,ﬁ_;{%*ﬁ%ﬁ‘/“ Telnet 1 F4 }Z\E‘E]&UFTEE[” P"ﬁ ey
,ﬁ:ﬂﬂ o ey f’l |LF'E%§JEH”§V§TQ% WA R o LB PR A (CL)
IE:IFI | UNIX B l—ﬁf.} f’l 4 F[Jﬂjfk U -

4.1.1.1 BELgpilis
BB P L R RO ) R

1A ﬁﬁ‘ﬁ%ﬁﬁﬂﬁ“ 0%@%@%(ﬂ%ﬁm %ﬁ%mf' I il
gﬁ,a min = guest) :,ﬁij ]EUi'Fl,, TEROf ™ EFE s - CLI P& Consolet#
L3 FH > T VY (] Privileged Exec e *'ﬁi?” fURL Y # (guest) {1
HEPEER 0 CLI ﬁﬁ’%ﬁj Console> ff=1 {5k > =& lﬂ% g (Al Normal
Exec)
2. B&Efds:’ﬁvﬁfglﬁ‘ iﬁ;f,‘}”ﬁfﬁ%’ﬁ‘%i [
3. RAHE T quit B exit A REES ¢

4-1



4.1.1.2

V7 RN 7 S R R AR RO

User Access Verification

Username: admin
Password:

CLI session with the Sun Fire B1600 is opened.
To end the CLI session, enter [Exit].

Console#

Telnet sFiast

gwwwmifwIpﬁﬁﬂ%%@@mw’ww&zﬁﬁmw’fﬂﬂ%@ [ el
TR TR AR o f ) SR TP AR EP%wIP#WﬂWWFOTU%S
ﬂ@ﬁi“w F@ﬁJVEJJEﬁ$%FJgﬂﬁ*W?WWﬁ BREY L DEE T

IP & -10.1.0.1 fUAES ﬁf{ 1.0 Iﬁ SIRIRL T -
AR IR ERRY IP SR E ?i EUEEE IR (NETMGT) ?é%ﬁ“
VLAN 2 PJ ey ﬁ:?ﬁ—‘_;ﬂﬁ E IE:_ 1%:_;%:_;% 'IFIJ VLAN -

B telnet JI I - PRI BRI I W 1P
ﬁkiﬂﬁ’WM“Eﬁ*%é%L@% il - T -

Console (config) #interface vlan 2

Console (config-if)#ip address 10.1.0.1 255.255.255.0
Console (config-if) #exit

Console (config) #ip default-gateway 10.1.0.254

PPN [ 2 L AR R B 2T 7]‘ELJ%“H§‘ 28 =l AR IS 9t L g
e TP g o TR (S Rl =9t P IR rafls - El%uﬁ_‘-‘ﬁ,f_ F‘?wiﬁﬁ*% A
B PR TP O S T e
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R L TP SISV o (T BRIET 2] telnet i O H
1 T B i telnet 35471 (RN VBRI IP i
2. TR YRR UNE EE SRS - CLI AR R RIS Viy-0# 5T
%”%@ﬁﬁ&@ﬂ@ﬁﬁ%ﬂ@@?Gﬁw%wEmd’W%?$?%Hﬁvwﬁw
FEPRESH S 0 IPORL- 75 TURLY (Normal Exec) ©
3. PRSP GRIE iR G R e
4. FRY 'ﬂj quit FY exit ?ﬁ-ﬁ%ﬁl@?ﬁ o
”Tﬂﬁ‘ telnet fﬁlfﬁ f‘ééfl@ﬁ TR

Username: admin
Password:

CLI session with the Sun Fire B1600 is opened.
To end the CLI session, enter [Exit].

Vty-0#

AR BRI PRI telnet FH T 4 [ -

41.2 iy ?ﬁ—ﬁ

AN e CLL 4R -

4121 %%%ﬁ??%@@

- {i CLI ffbl"&]ﬁ“ﬂf”# ;@ﬂgp@%ﬁ%ﬂéﬁﬂ@ﬁi’ﬁ% s H Hﬁ%?ﬁﬂ“f*\%fﬁf?if} IR
ﬂﬁ’?’ﬁlﬁl'ﬁi@ fsF il > B[ show interfaces status ethernet SNP5 :ﬁl[ﬁ'i[LF‘[ Siflt > show
interfaces ¥ status tﬁﬁrfdﬁﬂ » ethernet E[Jﬂ??{l_’ﬁ FrERIY Y 1) SNP5 EU?{[{E
FE I -

248 ELTSEAN 43



4122

4123

4124

f’[bﬁﬁﬁ?‘ ij:‘ P 27

m RLRLE - IFF?FTEf FAy o bR S R A -

" eI ﬁ*’*&'ﬁ 15+ ORI (Nl 5 R ) - BIPRITEY Privileged
(e F%E%WP&“ %ﬁ ] i

Exec S ik

Console>enab1e
Console#show startup-config

. 1,15,?;@%?}7 IR TR R A R o IR R i

Console (config) #username admin password 0 smith

ol (i RS0 [ L |53 PRI RLPHR G 4 » CLL i BIY logging

hlstory I:—{}‘FII fiEp ) e Ay loggmgh JLI%JF‘ O SRR R TR
SRS F fﬁ#é IR EE %?

i

55'7 A Tab 5 CLT RIS R 0% % PE] ] (BSR4 1029
» U015 logging history gsmﬁf [t log VEF T tab ?;if CLI P I

fF‘[,?J F U R @5 logging ©

VIR

fij * help if“, MR R F'F AR YRR o [ TR 2 3"7%;§A§5~;Fﬁjpj?ﬁ
1* R ?JL'%*EIF FSIer s
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4.1.2.5

R R = ﬁ'ﬁlf K F #4470 (Normal Exec 5 Privileged Exec)
ﬁ‘/aﬁ”ﬁtﬁ Hll (Global Interface Line ﬁ‘/ LAN Database) V87— "gRHEES o [SH7 )]
. ST F'EJEA%34 1Y shovv?lEWAnﬁﬁ'“'“?¢'ﬁJ EF'EJshomrﬁi

Sk

Console#tshow ?
bridge-ext
garp
gvrp
history
interfaces
ip
line
logging
mac-address-table
map
port
queue
radius-server
running-config
snmp
spanning-tree
startup-config
system
tacacs-server
users
version
vlan

Consolef#show

Bridge extend information

Garp property

Show gvrp information of interface
Information of history

Information of interfaces

Ip

TTY line information

Show the contents of logging buffers
Set configuration of the address table
Map priority

Characteristics of the port
Information of priority queue

Radius server information

The system configuration of running
SNMP statistics

Specify spanning-tree

The system configuration of starting up
Information of system

Login by tacacs server

Display information about terminal lines
System hardware and software status
Switch VLAN Virtual Interface

show interfaces ? iﬁl’[ﬁ'fﬁ[ ?J F’T%ﬂﬁ ey

Console>show interfaces ?
counters Information of interfaces counters
status Information of interfaces status
switchport Information of interfaces switchport

B4E ESITREEN
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4.1.2.6

4127

4.1.2.8

4.1.29

TR YRR

EL R 0 R R (O TS g s
Y« (B O W T T ) Bl lﬁw%nf 1) s P

Console#show s?
snmp spanning-tree startup-config system

g 4 s

= GRS 0 no e - WH?E IL [ A T
*f%'m;@ lﬂ@[' foggmg ?fhl SRR ‘FA}H A VRl ] Ti‘&‘l[l ) IFL'}?['F/\[E'TE*Y ]
o logging ] A e DA EG T e Fﬁ‘ﬁf [Fe | f‘,, R JEFR

EIFI F[I ?‘F%E
%?BLI f;‘f’%fu%%ﬁ?‘;ﬁ”ﬁ 90 Fl%l%r}fﬁ#ﬁt{‘;égnwrﬁ;ﬁoyf[lmgaglsjg,fﬁmﬁ
H 15 (T JF' “'Ifl’ﬁyl%cﬂ VT oo

show history i |JE[[J fi' 8= Pl 24T I‘jiﬁﬁlcj?ﬁfﬁ o

R £
=2 Pads it 5 & H 55 8L Exec (#17 ) 2 Configuration ( SRR ) PREREH]  Exec
f’I !_ A B "ﬁﬁﬁkﬁtérg*?fﬁﬁéﬂﬁﬁg%'JEJFE‘T% ; Configuration fﬁ |JE'[Jif'
AN IS I L L g - “F‘Jﬁ'?ﬂ A 57 ERE T [IfORLS o r i
}Ikﬁ“ ‘EJPHW}E lép PY] S Fu;r, ,Jrﬁ o T A FFFF'&%@ rr i 12

B 0T B e 2 g - et g A A
]| L 5o
Exec Normal (— 4¥)
Privileged (ﬁ@ )
Configuration* Global ( Z B )

Interface ( /T [1)
Line ( 84 )
VLAN Database (VLAN ©¥E['# )

SRS Privileged Exec M50 - PRI (- ﬁjfﬁf?’i—ﬁ@“ °
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4.1.2.10

Exec i -ﬁ

=1 guest i "] # EPE=fo | LI A2 IR > 2 S

Normal Exec i .Jﬁ;:, (\/ 7 FARLTY ) > W EES. Console> ?l AECER Ff“y’? [FAE
PR ] F’z[mfﬁl 47 ° F{F] Privileged Exec ?FI ﬂi) (FFEETE léﬁb RiiR e
Jp Jff“[)i Fg,ll_ Perllege Exec =4 F?b '| admin iFa [Ei 5] ”?EE‘“? ﬂiﬁﬁ; E%[J

P IARL > ERR P ME'“' '‘Console#' H&=: ﬁﬂﬁ: o Normal Exec =4 I[ﬁ
enabfl Tjk ] SR R Ffil super » i F' iE " Privileged Exec 15 (25
BV 427 F1) e

fay PP R EAEEERE > ST Privileged Exec Y

Username: admin
Password: [admin login password]

CLI session with the Sun Fire B1600 is opened.
To end the CLI session, enter [Exit].

Console#

Username: guest
Password: [guest login password]

CLI session with the Sun Fire B1600 is opened.
To end the CLI session, enter [Exit].

Consoles>enable
Password: [privileged level password]
Console#
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4.1.2.11

< [—* PN
M- F I;, _E}AF[—I J
f?{ﬁ TRL e g i %JLIJEIF“’ Mt 4 LU S T LA ET
S5 J%I-m e[ U AR F‘;@? IEI’*‘WF‘ i [}LH ;IJHIFUJ.j:a 4 =
f%’*ﬂ“ T "Af’f}lﬁ' JfE T kI %IEIF '] copy runnmg-conflg startup-config 1
J
rE A rJ~I%JL§f‘F'[ J%‘[Jy'?ﬁ‘},l‘ﬂ WFEfEL
m Global Configuration ( = i fi% ) - T;ﬁ"] 4 %'7[/ oS R TR A RS Ep;ﬁ
hostname = snmp-server community .V il J?’, al ’E‘ﬁ/‘ﬂ*‘ﬁif o
m Interface Configuration ( /1 IR ) — ['gnlfﬁj%tﬁh’”?: Jf’[ FIp 7140 speed-duplex
= negotiation °
» Line Configuration (#¥FAE[E ) — (S $47 I IR telnet A2 5 > (9]
exec-timeout = silent-time = ?"r? ?ﬁ & ?ﬁ'& Il
m VLAN Configuration (VLAN “”Fz ) — # VLAN f=Ep ij"] ik

L
J

F & T Global Configuration | =" > %T‘i " Privileged Exec | ﬁl?cﬁlﬁ'?rjj
mﬂgmeﬁﬁ’%ﬁﬁﬂiﬁﬁﬁﬁ%WCbmddmmgw’%ﬁﬁm@wwﬁm@
Global Configuration {fi ] °

Console#fconfigure
Console (config) #

TS IR ARG LT (S T P R o exit 3R
" Configuration j 15 » end {4} " [ %] rPr1v1leged Exec j f51=¢ o

‘_

s ks #’=R AN

Interface interface {ethernet port | port-channel id| vlan id} Console(config-if)# 4-74
Line line {console | vty} Console(config-line)# 4-55
VLAN  vlan database Console(config-vlan) 4-105
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4.1.2.12

Fgp T AR ;1}}[ & T PR F%{Lj[%if“ SREF] =] T Privileged Exec 5t
-

Console (config) #interface ethernet SNP5

Console (config-if) #exit
Console (config)

LRI

it g L A e Lot 8 MU AN AV 2B

BE FIF;IIH gu T % ﬁl[}%ﬂEIHJH PRV ,F?ﬂ LL;F“, R = PR - [w
ST TR ] Tab SR f#@ﬂi}ugﬁ“ A Fl‘/%ﬁﬁﬁ? ?‘F’[. = T o B 2

%, E'“A ME Lt ?ﬁglijﬂﬂj‘ WFIJFE%A *7[JJLI'F| I)JF'J¢ gﬁlfﬁﬁ l‘?pﬂa‘fﬁ}ﬂﬁﬁ’

fall
i

)

ra Thek

Ctrl-A ﬂﬁﬁ;@%?ﬂfg fj = B
Ctrl-B B R R
Ctrl-E SRR £ 8
Ctrl-F SR PR [
Ctrl-P B i [ -

Ctrl-U SRR P

Ctrl-W P Jok ey = ot o

Delete (Y ?F‘Jﬁtﬁﬁﬁa’i 3 #F‘"'AJ Eﬁf@ﬁfﬁjf’iﬂj .
backspace &
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4.2

4-10

i

"l

’r'lﬁf‘l 7 H Z;F[t ;H‘;‘ lﬁﬁjﬂ‘:ﬁ)f;g ’ Z’[Ij\ Fr. o

e L] =1

- SR TR R m@??%‘éﬂ;;ﬁ%"l}”“ CLI gt £ 454 4-11

Flash/##i% PR EGEE © A R R AR 417

i fll R EIGE ~ AR - LR H B TR TR 424
i ,Jj-aflﬂ F,muﬂﬁ A

et AT B A SR - RADIUS i TACACS %7 * ¥ 441
1SS R

SNMP ? B ?Jﬁ#‘ﬁ? trap F%’“’i—_ £ E)'@?Vﬂ"fl |== trap Fﬁ,%’ & 4-48

sEus [%M ISR I telnet IUIASEE > B HIRA R 2 7 4-54
Hi Ejjrﬁﬁ FE!

P ARG T ﬂr&gﬁ, YIP & HEEERS g - HH 5‘»5?%1@\ IR 4-62
ping ffi LA

A RGN - B VLAN i g 473

b Jh-he %J_ g'mﬁ b RS ke~ B rJFJ’TFj*g[EI . ;ﬁ[&,ﬁ:ﬁ 4-85
.+ =N ;biji %,,JEA

HHF A 2 1 GO 4-89

Spanning Tree F%’H_j[ #AFY Spanning Tree 7% [i% 491

VLAN E VLAN A& | €35 VLAN B f,“ | RS 4 4-104

GVRP ¥ Bridge F%t_ffu [ If VLAN ‘*ﬂﬂﬁéﬁu GVRP #f& » | wE i 4-114

Pk e P ThfE MIB RS -

IGMP Snooping r%’z‘d: IGMP & f’ IR RS ﬁT A EH& ﬁl R g 4120
R R R

[t Fg;"‘isf\ ’JLIFTﬁ = H R nEak! F[ Jlg_gfﬁi [t i & Bk _|':J"7~7[JH5J 4-131
AR 2R 2D ) e 1P F”'if =2 DSCP iU
R A

NP EIEs S PRI BB ED - (W IRE S o0 Maliyaifas vy 4-142
FHEE U] g\} i}}

SIS LACP S Bt s R0l A 5~ (ORI k?%{ﬁlﬁf RYGapy 4144

Link Aggregation Control Protocol (#4% ™ g filipj#1 L)

Sun Fire™ B1600 Blade it
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P A S U B R R

NE (Normal Exec > — &¥hi5)
PE (Privileged Exec ° ﬁﬂ@ﬁn =)

VLAN 9B i iz )

GC (Global Configuration » = Bt iz )

IE (Interface Configuration * /7 [I

4.3 #F*l JF

4.3.1

,,r|—n

A rj")

oA ]

WQ?FF[ g

LC (Line Configuration » Y& [i% )
VC (VLAN Database Configuration °

#e IhEE L 5o =L
enable ?Fl‘gh’ﬁ fgfE =t NE 4-12
disable @ﬁ@ﬁi}“rﬁ il A=t PE 4-13
configure ?Téh = bt e PE 4-13
show history LR Fid JMH%@;E NE- 4-14
PE
reload Ei 39??7‘56 SR PE 4-15
end [f1Z] T Privileged Exec y f515¢ GC, 4-15
IC,
LC,
vC
exit LF"T“F'J* (e A F&;g%ﬂ CLI £ 4-16
quit 'IL!H\I CLI Jg_'ﬂfk NE - 4-16
PE
help B SR # NA
? ﬂEH <l pf[;;i FERT bi_PHFL'—“T’, 4 f"’ ZHURAPE A NA
(AP T
F4E BLITEEEH 411



43.1.1

enable

WS C Privileged Bxec, LN - SR B & ESEAEA
mjﬂ:ﬁﬂﬁﬁﬁﬁﬁ%W%ﬂ°ﬁwwm46PWrl%ﬁiﬁ*

enable [level]

level - %4 * f;fg%'p fjﬁiﬁq o
I"%Ef? Il 5% 1 0: Normal Exec ~ 15: Privileged Exec © 3% * g% 15 1]
rPr1V1leged Exec ;) B4 o

R 15
frhs
Normal Exec
;'F'[_IAJ@EI R
m 'super’ iﬁ 4 !;51* f§- " Normal Exec ; 155 ' Privileged Exec | Eﬂj Fr o

%'HEE, o (1 IFH @?ﬂ S EaTEs “%‘#E{lﬁfﬁl 27 o FTJJE”‘ enable password i%‘l gl
%Fl}:

. R iﬁﬂJﬁ LI # o PR R T R M TR
(3]

Console>enable
Password: [privileged level password]
Console#

W

disable (4-13)
enable password (4-27)
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43.1.2

43.1.3

disable

(P IS4 i e AR [ ) "Normal Exec | f8i% o ¥~ §B%& IV [ IfEEE 2
PABAC JEOAL A S GRS o RIS R A R AR A
= oo ﬁ%iﬁrﬁja‘j 4-6 FIpY rj’}’z‘##ﬁjbjﬁi?\fJ °

PREL

il

frifyiss
Privileged Exec
ﬁﬁ@mﬂﬁ
Hi= ﬂ"f[&f%éﬁ'l%ﬁ@ff[ﬁf%~ i '>" F 7 » FA ERE lﬁfJ&;{ T BT TURELT .
i fy]

Consolef#fdisable
Console>

o
enable (4-12)

configure
LFL“?FE 4 FIESIFE*J " Global Configuration ; f§=' F,J"Ejfiiﬁf[ﬁ'ﬁl?cHl?ﬁ:]";faﬁz’\ }Zi%gflfjr%
o ) 2R TR R R o BT T Interface Configuration ; ~ [ Line

Configuration ; ¥* " VLAN Database Configuration ; &5 » “JHl=F4% *
" Global Configuration ; f5= © ﬁ%fifr}ﬂgf 4-6 FIfy T i A0

A

Privileged Exec

3]

Console#iconfigure
Console (config) #




e
end (4-15)

4314 show history
HA ﬁ@ﬁ r?F[E.apJ[%

s
Normal Exec ~ Privileged Exec
4 R
’jﬁﬁ?@@?ﬁﬁfﬁii | RLEIEY F,JFJ:T%E'V 10 i Exection ( #= ) ?‘F'[fﬁ?:’ 10
Configuration (A F&t?i—) TF[*‘?J o
&)
FJ = #i i 2| show history fﬁ[ﬂﬂﬁ’?ﬁﬁ@ﬁ% gk T FL“E— s

Console#tshow history
Execution command history:
2 config
1 show history

Configuration command history:
4 interface vlan 1

3 exit

2 interface vlan 1

1 end

Console#

@tPE‘FFF 17477 " Normal Exec | f% " Privileged Exec ; f=V[ ' EI*H Execution ¥

éﬂgﬁf I]El i ILv: 354 l[ﬁ‘?r'ﬁ“%%ﬁ?“ﬁ'EJ[JFI’EI?E Configuration 4]
fé “‘Er‘ﬁEﬁHlﬂ SR I BRI 12 4R I'Elﬁfj??! Execution % E 1 (config)
FIFET= 4 -

Console#!2
Console#fconfig
Console (config) #
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4.3.1.5

4.3.1.6

reload

P A BT -

,I,a PP > #0807 Power-On Selft-Test ( BIESF 1253 ) T”";:
F | copy running-config startup-config fF'[ T by 2R IIF%&L?E‘H i m?t {r’ﬁu B

i
Privileged Exec
T'F""AJ IR
LFL“}PF'[ —?J %’7;"! F%“*Wl'[ﬁ Tk o
By
P B

Consolef#tireload
System will be restarted, continue <y/n>? vy

end
R EIpt T Privileged Exec 5 ¢
sy

Global Configuration, Interface Configuration, Line Configuration, VLAN
Database Configuration, Router Configuration

aafy]
F) = g fE- " Interface Configuration ; A= [pIZ] T Privileged Exec 154 :

Console (config-if) #end
Console#




43.1.7 exit
PR RO R A R

e

S

3]

J fY[IF 1§ T Global Configuration | f=[f%] " Privileged Exec j =4

-
JREF AN CLI 1@1

Console (config) #exit
Consolet#fexit

Press ENTER to start session
User Access Verification

Username:

43.1.8 quit
L“‘}?[ *?J FiAdi i CLI st o
FRBL
fifyiss
Normal Exec ~ Privileged Exec
4 [P
quit = exit [ fﬁﬁﬂﬁ[}%ﬂﬁjﬁ:?i—%? °
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4.3.2

43.2.1

#fy]
IS R A CLT s :

Console#fquit
Press ENTER to start session
User Access Verification

Username:

Flash /% $F, FIT] 5

AT ﬁfﬁ*ﬁf&”r’rﬁ*i :

#< Thek BEX BE®
copy AR A IEHIEE] Flash G RGES TFTP PE - 4-17
P + 5 K Flash 7 SRR TFTP i3
delete {RblE I SnE e ﬁ}%ﬂ;qa; PE 420
dir Y Flash @RSEH ORI PE 421
whichboot S B s BEAS ORI PE 4-22
boot system AR P PR B GC 423
copy

I”‘?E a‘JH R “ﬁ?ﬁ%l%ﬁ*f”ﬁ"’rﬁ&i&*}ia‘ Flash SR TFTP ffly s [P gs (i
AT ) o R A ER T 5 TRTP oty o ) &Vfﬁﬂ ' fj

Iﬁﬁ&i*ﬁ&jﬂ*}'&% 3B R e R ﬁs:iaﬂuﬂ?ﬁ?iw B2 TFTP il dekl
rﬁ SEE 'c{ﬁm lg_hg.ﬁ[ﬁt VR Efl VR R o

it
copy file {file | running-config | startup-config | tftp}
copy running-config {file | startup-config | tftp}
copy startup-config {file | running-config | tftp}
copy tftp {file | running-config | startup-config}
copy tftp https-certificate



m file - %‘Eﬂ%ﬂ P R LR R T fﬁ'gi“'? ﬂf}f"’ﬂfﬂ?ﬂgi SE SIS T

® running-config — F‘E%J » R ol F U oA 'F:JFEQJ* D o ek B
55 E VRS PO TR -

m startup-config - —.—nﬁ? }JEJIAFIH‘[E[FI fOsE s o

w tftp — ST > A5 R TETP ff ﬁba‘é?&@iﬁ&i FORTHCR B S]] TRTP {7l
i bl

m https-certificate — 17 {7 [T %ép'?J@FI YRR O B O B L IR ~ Rl

i -
iy
Privileged Exec

s EIE
" —rwﬁf?ﬁﬁ & K copy Hi4] F”T*‘F'JEH“I

. Elﬂﬁ TERE G T f' Jalwi( CIJ? N =) o R EPERHPE R T RS Q?ﬁi‘
() = TFTP | lqbakg_l—ﬁ.,i EHEURE T %ﬁ}i’} 127 @47 > & ;qh JgIST & &
?Ew@ﬁ i ?FJIFL'}?,Z a7 o (f[ HIg"A 0 A-Z ~a-z~ 09 ~ 2)

m (% flash r:c'[‘?r FI‘J"FL EVEI L BT F U T Ry ml'%i’ “’fﬂ?ﬁ&:ﬂi

w0 PR 'ﬁ:ﬁ&ilﬁgﬁjﬂ B [ ﬁE‘FWF’JF"?’ﬁJ

n AR Factory_Default Conﬁg cfg [ 1) eV O] PR B Ay
L[r@(ﬂ%[q}g‘ Ftﬁki [LIAEL_T H Il FJ[ ILPJFEQJE*JI‘EF' ElF[iH’”j o

m ) startup-config F‘I[ [Ef sy > [ 2V RS i -

= Boot ROM = Loader A-f5 1 i']') HEE] TFTP {flfyds - 4 7= 1§ TFTP [l
M E[prge © Boot ROM = Loader AU fl5f JEI}Z: TR Sun RS AR L
e
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I ﬁ@pfﬁ’ﬂfﬁi’?&%i@f@?ﬂ TFTP Ty a8 o ol

Consoleticopy file tftp
Choose file type:

1. config: 2. opcode: <1-2>: 1
Source file name: startup
TFTP server ip address: 10.1.0.99
Destination file name: startup.0l
TFTP completed.
sSuccess.

Console#

P = mELE R A LR R R E IR

Console#tcopy running-config file
destination file name : startup
Write to FLASH Programming.
\Write to FLASH finish.

Success.

Console#

P S EE T #A R

Consolef#fcopy tftp startup-config
TFTP server ip address: 10.1.0.99

Source configuration file name: startup.0l
Startup configuration file name [startup]:

Write to FLASH Programming.
\Write to FLASH finish.
Success.

Console#




43.2.2

Py = dgER 2 R S BE] TRTP [l & SR S i g

&Jfﬁfﬁro

1

R

B =re
WA

Consoleficopy tftp https-certificate

TFTP server ip address: 10.1.0.19
Source certificate file name: SS-certificate

Source private file name: SS-private
Private password: **xxkxkxx

Success.
Consoleffreload
System will be restarted, continue <y/ns>? vy

delete
I ﬁ I TIIAR E Af ©
e
delete filename
filename — 3= FERI R PO PRI €176
Privileged Exec
f}$f@£ljfﬁ
= boot-ROM ML Z IR 1 |FURR LA - PR -
m 'Factory_Default_Config.cfg' I RLIIEIER[Y

Y]
P = g T 15 Flash 3 'I?"’P“Hlﬁ A FEMNR test2.cfg ©

Consolef#tdelete test2.cfg
Console#

Y
dir (4-21)
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4323 dir
VAT Flash SRR ORI -

i
Fr
dir [boot-rom | config | opcode [:filename]]
i KT O AT g
® boot-rom — Boot ROM
m config - A~ [EM %
= opcode — % FRLGAY £ < #,J AR 7 (LRLH {2 IRE > AR )
SRR PR L o
m filename — fol B VA% Y £
PP <
frie
Privileged Exec
}"F’[_lﬁj fﬁ[ Bzt
w T din R T S AR R R
SRR T
% 41 iR

WORE A3

file name Wi py &4 -

file type % %% : Boot-Rom ~ Operation Code ( [=HF=4ff5 ) f%
Config (AZfi&) fli% -

startup F| AR %Eﬁﬁ’—' FLg AR FIpe fﬁmﬁ%ﬁayﬁ# o

size Mg A o TR

F4E ELITBEEH 421



PP A E R R IR e

Console#dir
file name file type startup size (byte)
diag_ 0060 Boot-Rom image Y 111360
run_01642 Operation Code N 1074304
run_0200 Operation Code Y 1083008
Factory Default Config.cfg Config File N 2574
startup Config File Y 2710
Total free space: 0

Console#

4.3.2.4 whichboot

4-22

] T R R B 2 R RS -

iy
Privileged Exec
£ Bt
Tﬁljﬁﬂ J 1z
%%1;? I R R YR ﬁ%ifﬁ»ﬁﬁ 4-21 FIfiUh 41
&
I #5715 whichboot Fr¥ [ fue Yt
Console#fwhichboot
file name file type startup size (byte)
diag 0060 Boot-Rom image Y 111360
run 0200 Operation Code Y 1083008
startup Config File Y 2710
Console#
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4.3.2.5

boot system
y
T M P A S
nﬂfﬁ
boot system {boot-rom | config | opcode}: filename
T TR O IR o
® boot-rom — Boot ROM

m config - A~ [EM %
m opcode — ¥ [ I (EH A

B () - R -
filename — = FERIR P FRIGFY £ -
TR
i
Global Configuration
R LIES

m AR f‘%’éi"~ LRI WY ) -
o RTEIE R T e
5]

Console (config) #boot system config: startup
Console (config) #

o4
dir (4-21)
whichboot (4-22)

EBLIT2EEH

b
N
fuk
os

4-23




4.3.3.1

4-24

Tk ”F[ II’,IEJ EFFI -

T TSR R U R B H L

H | FEIEY,

i kg IheE B HE

R

hostname F%JLFH "T%FFIEF % £ GC 4-24

B

username B AR g Em[?::ﬁpj-?ﬁﬁ I 7{[ Eﬂj‘ﬂ;[lE'J GC 425

enable password F L;%;ﬁ%ﬂﬁjﬂ ranileged Exec | 'gHMpUT IV GC 427

A

ip http port A BB fi TR PR R GC  4-28

ip http server O 2 B A GC 428

o)

jumbo-frame ?S{ HIR S ERZ R GC 429

DS

logging on AR RIS GC 430

logging history PUEEI ! [i[{{fﬂj =0 TR AL Y T %?ﬁ[ |9 syslog FHEL GC 431

clear logging i [ F SRR g PR RL PE 4-32

show logging BiA FIREINE PE 4-33

ff,%fﬁj‘ﬁ'?ﬁﬁ

show startup-config %EH UH&E%E*J ERRPURS ﬁ:ﬁﬁi’[‘rﬁ’ [0 iy Flash =1 PE 4-34

frD

show running-config B EVR 2 I pORE Rl PE 4-36

show system FERE S S NE - 4-38
PE

show users gﬁ R 7 F' 2 telnet sEAL E;JTF o= e - NE - 4-39

HITEIF TS telnet ™ Mi¥[Y TP A 4t PE

show version B S A NE - 4-40
PE

hostname

IFH?F“[ 9 fi I%Lﬁ/l'fclsrgﬁgpﬁﬁ B £ > b no IR [Frggtlnﬁr%pg&& 4 o
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4.3.3.2

=ik

AFH-
hostname name
no hostname

name - M= BSAY 78 o (BANRE 1255 ([HI )
s
Global Configuration

&3]

Console (config) #hostname Server Chassis_35
Console (config) #

username

IFL“‘?”“ [ e RS ARl i A §‘ I Eﬂj‘ﬁtrx? R R FIJ% (¥
L & )

LT R A1 e R 1 mo B IS

1Y 1:L

o3

54

p=|
Al

username name {access-level level | nopassword | password {0 | 7} password}
no username name

m name — [fi 7 H{YEFE
(A% 08 l'[ﬁ’ﬁ ’ iEU“ HAHEEL: 5)
m access-level level LR FHUETR -
”“%1:& [HE [ﬁ E’HFI%’E@{“L 0 : Normal Exec * 15 : Privileged Exec  ( 57 1 2
5‘;14 Ealﬁ« :‘\IE:IFI o
® nopassword — IF“IEI B EH]E Tl
n (0| 7)-0 R %t e
m password password IEI H ?ﬁﬂi =5 jﬁ,ﬁ% o
(FEARA 8 [ Bl ~ 32 T~ TR

A} L\{

o

y7Wﬁiﬁ“w&~ S -




pp
m FEEEHVER L T Normal Exec ) °
m "Normal Exec j L=t J?El%'ﬂi}?t" guest * " Privileged Exec ; 5=V [iv3f F%"“'fﬁ?

£ admin ©

8 EPEE O HF £
& 42 R EPEERE

fEREER RS 4
guest 0 guest
admin 15 admin
fasys
Global Configuration
-Jt"[ _IAJ fﬁl B[4zt
A I - D B 7 R SRR
?%W%W?m%@imewww¥m¥ﬁ°

5]
I I R B R -

Console (config) #username bob access-level 15
Console (config) #username bob password 0 smith
Console (config) #
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4.3.3.3

enable password

Y- #’ﬁ TRk o PIEREY- (R " Privileged Exec | '% = 7“ [n 'HJTE
SE el = puby T o e Jh?l—jf ¢ " Normal Exec | &3 rPr1v11eged
xec | "FRMAVE JUAE > Ui no EAI fl‘fg‘l%vgl fﬂ?

e

enable password [level level] {0 | 7} password
no enable password [level level]

m level level — % 15 (%% " Privileged Exec © (570 Z[57 14 4 7] <)
= {0 ] 7}-0 fF i - Fﬁﬁiﬁ‘ﬁ% %p > 7 I FO A T PORLS R S R -
m password — [FF @Fp’&pﬁ'f’

(BARA 8 BT~ ~ 32 s - LT

m %E Ak 15 o

n vgl%“?f t" b super °
fif

Global Configuration
ﬁﬂ@mﬂﬂ

ﬂFT B FIRLA[Y © i enable 1 f f’[ 4 ﬁ'w ¢ T Normal Exec ; {E#Z]
rP1*1V1leged Exec | i » — JLFEJ?? i fJ’ |‘f ‘J*E.Jgfél 12F) e
LIS TR I—T STl B A Jp-ﬂu-% 5 o m&,\lﬁ‘ﬁﬂ B 7 0 Bl ”‘if‘ﬁﬁ?ﬁ“;ﬁ
éﬁﬁ%ﬁ/'* ;f-{r’riuﬁrliHlf’?E i J[l'%FIJ -Hﬁ o

L

Console (config) #enable password level 15 0 admin
Console (config) #

ey
enable (4-12)



4334 ip http port
l“‘i‘g A BT 7 Y TCP SRR URAREE - LE no [T il TG

i
ip http port port-number
no ip http port

port-number — TBIFTHS /T 2117 [ TCP 7 \A o (#F' : 1-65535)

TEFE
80

s
Global Configuration

&3]

Console (config) #ip http port 769
Console (config) #

o
ip http server (4-28)

4.3.3.5 ip http server
P4 T RTE EERIR RS R 1 no R SV -

nﬂfﬁ
ip http server
no ip http server

AR
Enabled

fidyiss
Global Configuration
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3]

Console (config) #ip http server
Console (config) #

)
ip http port (4-28)

4.3.3.6 jumbo-frame
T it T AR OIS 2 o B R TS ¢
e

jumbo-frame
no jumbo-frame

disabled
Global Configuration
f}%jﬁﬁEq"ﬁzﬁ
m AP ERGE 9000 f+7v"ﬂ~kﬁcuﬁﬁft’?% AR TR

+ T??ﬂﬁrj = ] 1.5 KB flufgve e v[ﬁm&ﬁqjk—ﬁﬁljs , IED“ HECTTIEN
f”@ 5 [ 15 RN T [

u F;IIE[FI ZiNFRE o SRR IR é:{ ([7]0[|FL,§";‘,F|&| [E]Fja‘ﬁ Jr‘d:j,j:@iﬁ,pj,
o1 e F ST 2 SR8 E'Hﬂ i |l e b fioh e | Y
Fﬁ% CRCN R R IS RIS S s P e s i

FHFOERE | *E['fﬂ PR AR -
(] liﬁ:uﬁj j:Fl 1%4’ lfﬁfﬁgﬁﬂﬁrwuﬁu 1 EIEL s pﬁ‘g&l;\]ﬁ:?’;‘?u@%l}% 64 [
& o (%‘Xb B 57 4-80 EIFIJ SWItChport broadcast -TPF’I J S o)

3]

Console (config) #jumbo-£frame
Console (config) #




4.3.3.7

logging on

S T e e e B R

"no E'IJH f qu%\ug*F °
A

logging on

no logging on
L
FEFs

frifyiss
Global Configuration

ﬁ_ﬁ@zlj—tj:c

=1

TUFSIC PR m%“* 5 R

hlstory ﬁ 4 ﬂ-ﬁf
#fy]

[ PO L -

LJF%I'["E“;LJF% P IE "J[I

AT logging

Console (config) #logging on
Console (config) #

foRp
logging history (4-31)
clear logging (4-32)
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43.3.8 logging history

““*?F[ il AU R liﬂiﬁlw Ffi*%a‘éjc'?ﬁ?a[ [V syslog @'kl > “[IE no JIfF syslog
?4 &L F[J I%JJ:\ [ F@twglﬁi}@“& °
i

logging history {flash | ram} level
no logging history {flash | ram}

= fash SRS fash SO (T <IOPD) )
® ram ;{ﬁ:}ui’@ﬁ:ﬂffﬂ?ﬁﬁ 1% @1‘5' HEHRIR TR T
n level - 07 ( 5 Lf0 Rl uo e %E'%V‘?“ﬁ”@* °
%43 %ﬁ?&%ﬁ:b
BR2Y B R
debugging 7 Bf%?*ﬁj
informational 6 — HEYEHEHEL
notifications 5 fifl B - RRHEL f‘ﬂﬂﬂ‘zﬁ it
warnings 4 rfl}{{?: (g Hfrﬂnﬁﬁﬁ‘”?'ﬂ; ERAER Fg—i )
errors 3 fﬁ EUP ( hﬂv[\ﬁ?i jj ’ EI%E )
critical 2 grkj.{kﬁ.l ( [’ﬂfj[l I[%“,P; Fielfe| SR F%'[*E‘u R
*ﬁ%ﬁwv)
alerts 1 ﬁ%( Rl
emergencies 0 Ak P

EIF I 4 ] 0V 0 S 1 S

s
Flash : errors ( g% 3-0)
RAM : warnings ( g7 7-0)

fify=
Global Configuration

ﬁﬂ@mﬂﬂ
E ;ﬁ flash R R S i (R LR () F%“ %“f RAM FuFELUg

&3]

Console (config) #logging history ram 0
Console (config) #




43.3.9 clear logging
9 TR 1 R R L <

e
clear logging [flash | ram]
m flash - ;{qun#w%@*u flash F{EHE (A1) <71 Fﬂ
o ram 1R BT 5 RAME (00 P 10

TP
Flash & RAM
frifyiss
Privileged Exec

3]

Consoleficlear logging
Console#

A
show logging (4-33)
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4.3.3.10 show logging
F= fi AJF g, EIFJJF[J%EIFI%?%JL, M= I[E”LF@[ [E B PV SR E L -
E3f=d

\

—r-L

show logging {flash | ram}
= flash - ) 0 T2 flash WIREF (13- IR I
m ram — KR SRR Em(%ﬂ ; PJ#HE[%E PRI )

iy
Privileged Exec

ﬁ_ﬁfwzlj—tj;&:
[P#F'J e} FENN LS S
Syslog logging — ik | IFEPF uim'“'fflﬁl logging on 1 J? F'J °
m History logging in FLASH/RAM TI‘L?%*\logglng hlstory}%ﬁﬁ El?i%[fl[%

A
|

AU e o
m R SR L
afy]
) et Pl ;rwﬁE[:ﬁﬁJﬁu“'EW'J Flash Fﬁ'lﬁ SRV EUER B errors

N T
(CFRIRE et 3 0) * RAM [V LUtk £ debugging ( 5

%Fﬁ[n—i"

Console#tshow logging flash
Syslog logging: Enable
History logging in FLASH: level errors
[0] 0:0:5 1/1/1
"PRI_MGR_InitDefault function fails."
level: 3, module: 13, function: 0, and event no.: 0

IR ek 7-0) > T

Console#tshow logging ram
Syslog logging: Enable
History logging in RAM: level debugging
[0] 0:0:5 1/1/1
"PRI_MGR_InitDefault function fails."
level: 3, module: 13, function: 0, and event no.: 0
Console#

O
logging on (4-30)
logging history (4-31)
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4.3.3.11

show startup-config

AJF %le}ﬁaﬁ II'?LF{'HIFFT‘[T]I—J— B #‘?T‘éﬁ FARPURETERE o

’ﬂr%?L

fes
Privileged Exec

= LINES

e 41 5 show running cong 11
SR 5 -

B S

n [i}}j il éj;h *E'}E 4 ﬁ* F'Jr%”{ E’* e ey !Bﬁﬁﬂ
F ﬁ

LEESVSIREARTIE [Pﬁﬁl ] N EA

F
.nﬁfﬁa_ (2B b PF ?gﬁﬁé?»?* )
SNMP Tl
ORI (87 - tﬂvfg“&%ﬁﬁpp SISK wWiﬁ)
VLAN ?Y&H? [ (VLAN ID ~ §FE2RfE)
£ {# /i 1Y VLAN 3 “"F~r%“£

"*F VLAN % IP rﬂlP

IELI“ %%“"’EF' IR R R (]
H LT telnet F”TIZEF EAEES u[%

—‘=v
-&—E
T
|
\\
i
\v
T oo
Z7
™o
(H-T:

5]

%LFE'HIEIJE’¥§4@JEE§?5§

b O

8tk =2 UDP «m%tﬁ&

Consolet#fshow startup-config

building startup-config, please wait.....
|

hostname R&D 5

snmp-server location WC 9

snmp-server contact Charles
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1

|
username
username
username
username

|

!

!

|

1

!

line vty
!

!

end
Console#

spanning-
name XSTP REGION 0

snmp-server community private rw
snmp-server community public ro

admin access-level 15

admin password 7 21232f297a57a5a743894a0e4a801fc3
guest access-level 0

guest password 7 084e0343a0486££05530df6c705c8bb4

enable password level 15 7 1b3231655cebb7alf783eddf27d254ca

vlan database
vlan 1 name DefaultVlan media ethernet state active
vlan 2 name MgtVlan media ethernet state active

tree mst-configuration

interface ethernet SNPO

description Blade Slot 1

flowcontrol

switchport allowed vlan add 1 untagged
switchport native vlan 1

spanning-tree edge-port

spanning-tree link-type auto

interface vlan 2

ip address 0.0.0.0 255.0.0.0
no bridge-ext gvrp!
authentication login local
tacacs-server host 0.0.0.0

tacacs-server port 0

line console

AR 7]

show running-config (4-36)




4.3.3.12 show running-config
S R R
e
Privileged Exec
TRyl I e Ea

m =442 show startup-config 1/ 1™ "] »
F%"[%‘FEJF[I%T&EI’UQ% °

[ [Pﬂ}““ TR 2 el ,,Jﬁf Fur%“L 5j— FEfEISU
Syipln %wo%ﬁjféﬁu*a%-

FEISEE J-;EE N

] —rﬂﬁﬁ“‘])_ ( “% [[ﬁfj N H[.Fl N Tff’ﬁ’iéﬁ:ng*)
= SNMP B i}
- IEIHJ?{ ( [[;S N ﬁﬂvng ,&‘%—:;‘: - jl:[ FIJ fﬁ?)
» VLAN %*f/fi (VLAN ID - ?EE‘”}V‘F“
» S TPV VLAN ﬁﬁ'ﬁ“%ﬁ
» #7E VLAN [ IP & tP
= 07 %%“’"EH I fﬁ%}fi«:ﬁ (fil T i o 6 4= UDP
n 2 ﬁ-F, * telnet AT{HIVE ??E
&[]

T"", c[J

' ?"Iﬁi’ﬁ%’ Flifroeysiee?

25 oo

Fim=

i

'F:Tg\

Console#fshow running-config

|

hostname R&D 5

snmp-server location WC 9
snmp-server contact Charles

!

snmp-server community private rw
snmp-server community public ro

building running-config, please wait
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1
username
username
username
username

1

|
1

1

!

|

!

1

1

line vty
!

!

end
Console#

spanning-

admin access-level 15
admin password 7 21232f297a57a5a743894a0e4a801fc3
guest access-level 0
guest password 7 084e0343a0486£f05530df6c705c8bb4

enable password level 15 7 1b3231655cebb7alf783eddf27d254ca

vlan database
vlan 1 name DefaultVlan media ethernet state active
vlan 2 name MgtVlan media ethernet state active

tree mst-configuration

interface ethernet SNPO

description Blade Slot 0

flowcontrol

switchport allowed vlan add 1 untagged
switchport native vlan 1

spanning-tree edge-port

spanning-tree link-type auto

interface vlan 2
ip address 0.0.0.0 255.0.0.0

no bridge-ext gvrp

authentication login local
tacacs-server host 0.0.0.0
tacacs-server port 0

line console

H

show startup-config (4-34)

Ba4E ELITBREEH

4-37




4.3.3.13

4-38

show system

PR R e o

i
’ﬂrmr T
f}qﬁbﬁ

Normal Exec ~ Privileged Exec

Rl I eEa
A 1 T
m POST [IVE kil Tl

£ FAIL » iy ﬂémﬂifﬁ ;

&3]

Ipﬁgiw

FEHIEY 37 FIfY TR SRR -
1@3

phlss 71 C4lF < PBUE - 2P POST itahin

Console#tshow system
System description:
System OID string:
System information
System Up time:
System Name
System Location
System Contact
MAC address
Web server
Web server port
Web secure server
Web
POST result

UART Loopback Test
Timer Test
DRAM Test
I2C Initialization
Runtime Image Check
PCI Device Check ..

Console#

0 days,

secure server port

--- Performing Power-On Self Tests

Switch Driver Initialization

Sun Fire B1600

1.3.6.1.4.1.42.2.24.1

0 hours, 55 minutes, and 54.91 seconds
[NONE]

[NONE]

[NONE]

00-00-e8-00-00-01

enable

80

enable

443

(POST) ---

DONE
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4.3.3.14

show users

S (1O T2 telnet AL R 71 €78 RIS telnet 7] igR TP

b g-e

K
KR

fidyiss

Normal Exec ~ Privileged Exec

ﬁﬁ@myﬁ

B $h= ﬂ*ﬁfﬁﬁ Elfii@i“ﬁiﬁ I'J Line (378 ) ;@%ﬂ;&%pfj * ﬁﬂﬁ@? o

E 3]

Console#tshow users
Username accounts:
Username Privilege

Online users:

Line Username Idle time (h:m:s) Remote IP addr
* 0 console admin
1 vty 0 admin 10.1.0.19
Console#
F4E BLTEEEN 439




4.3.3.15 show version

AT T D -
iy
Normal Exec ~ Privileged Exec
R U R
REPFS & VBECE F I PURERTIRYR - SHaBERT 3-16 FIpY TEIT S EUNIEES A ) o T
fﬁ‘&;,p ]Eliﬁu«ji i Fﬂ

m Serial Number - = fﬁ’&%ﬁﬁmﬁ'%ﬁ?

m Service Tag — IHI'J*%EL Flag e o

m Hardware Version — = #§f51° J’FL%FE”?”?¢

m Number of Ports — [0 i FE@E}%’ IRl -
m Main Power Status — & #135[" ,_J JOIE -

» Redundant Power Status — "B % Hi12E iﬁl’lﬁ'ﬂqﬁ": °

#afy]

Console#fshow version
Unitl

Serial number 1

Service tag

Hardware version : ROB

Number of ports : 25

Main power status : up

Redundant power status : not present
Agent (master)

Unit id

Loader version

Boot rom version

Operation code version
Console#

B o o R
oo o
SRR
W o
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4.3.4

Iqm«ﬂ}dlﬂ IJ

= aas ?LWW' I% £J¥¥El ~ RADIUS # TACACS %

%’F”lﬁ' ] ﬂ‘#'jrwﬁ& °

RADIUS = TACACS [ ¥ * #RrpF L »

fu’EU

e WA

B s T
b ERE S

i e

S

7

i‘iﬁﬂ

i’*J RADIUS i TACACS - V%fal'ﬁm ElY Hn—g” ijg_kpu R AT
R P 1 R e B S 0 B P
kg INHE B A
F
authentication login T {f‘ R F R GC 442
RADIUS #/* 75}
radius-server host ﬁ" TR iF[[ H]pY RADIUS [ﬁjﬁ?;%ﬁ GC 4-43
radius-server port r%’r’d: RADIUS fﬁjﬁﬁ%‘ﬁ'ﬁfj;ﬁﬁfvﬁ%ﬁ%ﬁ GC 4-43
radius-server key F%\‘ RADIUS EIU"{I’}}% GC 4-44
radius-server retransmit r%‘“i_‘[ IS GC  4-44
radius-server timeout r%tﬂ BRI L] Bﬁﬂﬁj f GC 4-45
show radius-server 2k IF'JF RADIUS f%H\: PE 4-45
TACACS */*7. /w
tacacs-server host fr', LRI H][Y TACACS fﬁjﬁﬁ%ﬁ GC  4-46
tacacs-server port [%t— TACACS fﬁ]ﬁﬁ%ﬁ Flﬁ,%[ﬁ?%‘,{ﬁj?r&ﬁﬁ GC 4-46
tacacs-server key F%{L_ TACACS pfﬁpﬁa;{gﬁ GC 4-47
show tacacs-server i | lﬁrj FY TACACS F%}"j__ PE 4-47
BAE ESTREER 40



43.4.1 authentication login
PR TR R Fé:%%ﬂjﬂﬂiﬁiir_&ﬂlgﬁ » 1 _F no PIF R RS Fl%;!i

nf[?i“:
authentication login {[local] [radius] [tacacs]}
no authentication login

m local — ffli™ |7 b & 48a8 FAYVIRRR -
» radius - {fi"] RADIUS I 1 & *@iﬁ
m tacacs - ffi"'] TACACS lﬁ VIl s

o WFCR TP E R

i

fas
Global Configuration

f’rﬁ Elzlj—tj:c
= RADIUS #2"] UDP - pJTACACS HIffa™] TCP - UDP [ {7342 }iﬁAHﬁ‘é
(! TCP Al LS o g = I'*?f i & RADIUS | g‘}i’ E fﬁ LS

[ﬂ%%ﬁl VEIRORET F'Jj‘. S lﬁCACS MDA RS 0 o)y 2

o
I

= RADIUS * TACACS fj * @@ ;ciﬁfum = SRR Tﬁ" BB =
Telnet 3£ = IV A ZE [ » Iﬁ'xﬁ\"i% qVT@B*LF J%‘L “ F'Ei 'irmﬂ[ﬂ 1 s Fi}iﬂ*
JiF o
= RADIUS % TACACS [V {, gﬁ?ﬁw bﬁb%t Al B AR AT
i

PSR | £ SR P R %a‘” FIJFLF%L@“

m fil- f[ﬁi}?{ JF' PJREER Ry Ay = ][E'F e ik ‘* I*‘?I‘U"?ﬁ SEE 7@['#3?
authentication rogln radius local > ¢ 13 [ BAFR" | RADIUS [,E %‘Efﬂilﬁl
B ?ﬁ*ﬁﬂ Jfﬂ%l_ﬁﬁfia% T 12 % RADIUS fji %Fﬁ‘éfr Bl [Elcsr“ [ AE Hmed 1Nl

[;g '%‘T,I_EEW?Hw |_4‘|;,§£.{,q

&3]

Console (config) #authentication login radius
Console (config) #

o
username — F;?z”&_"f SEE FEHRPIRi Y ?ﬁﬂ‘é‘?'}fﬁ (4-25)
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4.3.4.2

4343

radius-server host
PR AR Y RADIUS (il - 215 no PJF* R ELHRZ -

i

radius-server host host_ip_address
no radius-server host

host_ip_address — [fily #sfi IP & Lt
R

Ff
10.11.12.13

fify=
Global Configuration

Efy]

Console (config) #radius-server host 192.168.1.25
Console (config) #

radius-server port
Fffi 4 B RADIUS [ BEOSEEETH0 » 1t no R FRAZIEFRE R -

e
radius-server port port_number
no radius-server port

port_number - RADIUS {filfyis b7 [ - @7 R UDP @ gt - (HEfi! -
1-65535)

1812

frsys
Global Configuration

&3]

Console (config) #radius-server port 181
Console (config) #




4344 radius-server key
W) T LRI RADIUS 152 » 1 no FIIT FR DGR -

i

radius-server key key_string
no radius-server key

key_string — 41| ’E}*ﬁ{ N Fﬁ:%ﬁ:gg@ PR - rﬁﬁ e P I

}“ﬁ‘iﬁ (A 20[347@)
fr
Global Configuration
Efy]

Console (config) #radius-server key green
Console (config) #

4345 radius-server retransmit
PR P EpRE Ve P no IR (R R -
?ﬁ?ﬁﬁ

radius-server retransmit number_of_retries
no radius-server retransmit

number_of retries — —&Ei%g%%ﬁll;} RADIUS {7l 4 S5 =] f Py :;ngu%Fffjj’
B (FE : 1-30)
JE 34
P
2

i
Global Configuration

&3]

Console (config) #radius-server retransmit 5
Console (config) #
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4.3.4.6

4347

radius-server timeout

PR I 2 SR RADIUS (il > 1 no NI 1R
i
ﬂ

radius-server timeout number_of_seconds
no radius-server timeout

i

number_of _seconds — LI L VT EMEE VR o IEFE - VDR o

(&R 1-65535)

s
Global Configuration

&3]

Console (config) #radius-server timeout 10
Console (config) #

show radius-server
P44 B RADIUS (il 8 E e F% °

i
iy

fifyiss
Privileged Exec

EfY]

Consolef#fshow radius-server
Remote radius server configuration:
Server IP address: 10.11.12.13

Server port number: 1812
Retransmit times: 2
Request timeout: 5
Console#

Communication key with radius server: green

i




43.4.8 tacacs-server host
LF%}”F’,?J p‘?ﬁ{u_’ﬁ;lﬁ,aqu TACACS l’ﬁjqﬁfﬁg » i no HIFR1E H:E[%@ o

it
tacacs-server host host_ip_address
no tacacs-server host

host_ip_address ~ [fily dsfi IP & Lt

L

fify=
Global Configuration
Hfy]

Console (config) #tacacs-server host 192.168.1.25
Console (config) #

4.3.49 tacacs-server port

f__n

I35 9 B TACACS fl T BRFORHEEERME 1t no I T

e
tacacs-server port port_number
no tacacs-server port

port_number — TACACS {5 1" ¥ [ 5 2@ By UDP SfJ Rt = (! -
1-65535)

l‘rﬁo

TP

frsys
Global Configuration

&3]

Console (config) #tacacs-server port 181
Console (config) #
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4.3.4.10

4.3.4.11

tacacs-server key
L TERY JH TEERI I EY TACACS g » 9 no HIF Iﬁrggﬁvgl%@ o

it
tacacs-server key key_string
no tacacs-server key

key_ strmg - a:TF' |k I’F%}’LT TEEE .#ﬁJﬁHEHJEFFr@ B % =N wq
}“ﬁ‘i Foo (AR 20 IR )

free

Global Configuration
By

[V e

Console (config) #tacacs-server key green
Console (config) #

show tacacs-server
P45 [ BT TACACS (il 8 F T F%

i

frifyiss
Privileged Exec

&3]

Console#tshow tacacs-server

Remote TACACS server configuration:
Server IP address: 10.11.12.13
Communication key with tacacs server: green
Server port number: 1824

Console#




435 SNMP ?F' 4

SNMP 7 1 i EeNi UFWL SNMP FZf = e Mo V= il o T BEIE%EP*’BWHUFW%
B Ejnﬂ trap - I

i kg IheE B HE
snmp-server community 3t SNMP {ﬁ‘f-ﬁ SR TV = fiY SNMP fﬁﬁﬁijf GC 4-48
F 5] =]
e flt
snmp-server contact %i—_fqﬁ“}“ﬁq A flﬁ GC 449
snmp-server location ]%ET,@F g IEF'[' P flﬁ GC  4-50
snmp-server host }‘F‘ITJ\L_' SNMP 335 (=2 s ¥ GC  4-50
snmp-server enable T L AT SNMP trap Y H S HRER R (0 GC 451
traps NMP ;[Elﬁ?j ) E'U%ffﬁlll
show snmp B SNMP sk NE - 4-52
PE
4.3.5.1 snmp-server community

1474 1" 55 SNMP (Simple Network Management Protocol » R P FEEAL ) Y
W%@?vﬂ‘ﬁ& I mo BIFUR]RUH PV -

i
ap=
snmp-server community string [ro | rw]
no snmp-server community string
m string — [EH[E M‘Fﬁé‘;m ﬁu*a%f%‘ﬁd it SRS RIE AR SNMP SgfF
e (BARE 232 5 ~ ] - PR fl&lﬁ%?ﬂ‘i 5)
B ro— & Fl*uJ%ﬁVﬁljé*J]l':’ [k EJ@E‘JVEJEI, IZ B P IRv MIB P01 -
n rw - R SRV R l*%EJ%'ﬂVEJﬁ By AV e
MIB #7fF
" pubhc — EFRERN -
m private — E%JF‘V@B:L °

s
Global Configuration
T"[-? RIS
PRI "~ (i snmp-server community 114 » [ ?’ﬂf’ﬁ % 9 SNMP B

(SNMPVl =% SNMPv2c) * fiij * no snmp- server community 15 Hll {7 f}{ﬁj”"’?g 4
[ SNMP ZPfj= = i1«
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4.3.5.2

3]

Console (config) #

Console (config) #snmp-server community alpha rw

snmp-server contact

P R R 1) L no JITH FUR YRR R

=N

e
snmp-server contact string
no snmp-server contact

'I

string — it AR T 7ﬁ )
(%ﬁ*w@ 255 [l

L

L

R fH
)

s
Global Configuration

&3]

=

PR

Console (config) #snmp-server contact Paul
Console (config) #

ey

snmp-server location (4-50)




4.3.5.3 snmp-server location

AR O 1) 1 o BTSRRI -
e
fl

snmp-server location text
no snmp-server location

text — f{iﬂ%?\ﬁﬁrﬁi @B'I’F'fjﬂ"ﬂﬁ °
(EA=A 0255 WA )

s
Global Configuration
Efy]

Console (config) #snmp-server location WC-19
Console (config) #

HE

snmp-server contact (4-49)

4354 snmp-server host
PR SNMP S (2 s 52 4% b no IR RUS 4 0 B 1TI -
e

snmp-server host host-addr community-string version version-number
no snmp-server host host-addr
m host-addr — F =B (¥ trap) Y €4 IP G d (2 B SRR FELS [ trap
F IE[fijjl'\j'i]_l—,FJE )
w community-string — SR P - S HGRPVEER L [ERIRITERGS » BETRETR
I'Jffi"'] snmp-server host ?’[fﬁ Fl F’?i‘:‘ﬁgﬂ“ﬂk  [EHBRESTE Y] snmp-server
host fﬁﬂ [i] > #1#+4"] snmp-server community ?F'r?] é?&iﬁf[ﬁ‘ﬂ"ﬂl[ o (F
R 132 [ )
m version-number - {1 | 2c}
P B RPN PURLEY 145 HY 2¢ 45V SNMP ©

4-50  Sun Fire™ B1600 Blade RAFHEFETIRREIEERT » 2003 F 4 B



4.3.5.5

fifyiss
Global Configuration

?P[‘lbj E[E'J"b:’-\?
T 4§ " (7 snmp-server host }JF'I a ’ ﬁz\ﬂié B 02 [ apj R Rl o PP
F&lfﬂﬁ\fz\%‘aﬂﬁ SNMP Q%Q*E FﬁJ_L F" =S J/%'ﬁ? ' = [ snmp-server host i 7} -
[I%J T%lFZ,Iffl Eﬁ §¥F}i{+é, i A B ﬁ“?ﬂ{%l snmp-server host TF[ |JF§§“JL

snmp-server host i ;’4 =% snmp-server enable traps }E 4 [l'itfﬁll H] o snmp-server
enable traps ff 1] [I' & CRUK P SNMP SEEBF Rl F Ik il ’F}? BRI
HE TR gt J/ IES =f %ﬁ?‘ fi# snmp-server enable traps HTRIES

snmp-server host ?F IR

T SRR 5k M| snmp-server enable traps 1] ?ﬂ—ﬁfﬂ » FTUPS R 2
B[ FF”I‘][IIH ?ﬂiﬁf;‘ﬂ EJ o

Efy]

Console (config) #snmp-server host 10.1.19.23 batman version 1
Console (config) #

ey

snmp-server enable traps (4-51)

snmp-server enable traps

04 fl‘Fsrgﬁﬂ\ LS SNMP trap fY inform (SNMP 33 ) » [I_F no HJIfRf 522
SNMIJ PO IREIV -

e

snmp-server enable traps [authentication | link-up-down]
no snmp-server enable traps [authentication | link-up-down]

m authentication — - I 4 1 EJEL%EEH‘\EVEU trap °
m link-up-down — #7110 By S Bris iy sy trap ©

R
eﬁrﬁP R~ BT URYY trap

F4E ELITBEEH 451



fi

i

‘le 1:;:5:0

Global Configuration

?J R

[,5f~§j“ [~ [ snmp-server enable traps fi ) * L5 ]Eﬂ AR IR 4 i [JFIJ["f?
ELe = DRifE " — i snmp-server enable traps ?F 1 }Z\%ET’ fE}EL SNMP

1&}% ° i I E\Jj TR IFTJ > PIIRERT ~ SRS BRs Rl O gl

2R R %rﬁ% EREE R e

o

HITELE

snmp-server enable traps 1117 =" snmp-server host ?“[ 9 f (] EI '] - snmp-server
host f’[ 4 fl %JLPHF ,ﬁ‘/Pﬂ = *&*“A}%W SNMP 3pjH5 o [NIFE 7 fol e BB

Q“F'é ”X”' C = PR = snmp server host ff 1] ©

&7

Console (config) #snmp-server enable traps link-up-down
Console (config) #

e

snmp-server host (4-50)

4.3.5.6 show snmp
R A SNIMP S R -

H

El=e M
S

iy

Normal Exec ~ Privileged Exec

;*F*[_IAJ@EIJ—LJ:Q

o8 1) o ﬁiﬁﬁ%ﬁ VIt SNMP i 2 sl oo SRl 1 Bkl 1) SNMP
ql%qig qu\ “I3EH] snmp-server enable traps fﬁ Ij’asmj .
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3]

Consolef#fshow snmp

SNMP traps:
Authentication: enable
Link-up-down: enable

SNMP communities:

1.
2.

private, and the privilege is read/write
public, and the privilege is read-only

0 SNMP packets input

O O O O O o o o

0

Bad SNMP version errors

Unknown community name

Illegal operation for community name supplied
Encoding errors

Number of requested variables

Number of altered variables

Get-request PDUs

Get-next PDUs

Set-request PDUs

0 SNMP packets output

0

O O O O o

Too big errors

No such name errors
Bad values errors
General errors
Response PDUs

Trap PDUs

SNMP logging: disabled
Console#




4.3.6

ﬂ\"ﬁ‘*mmﬁl IJ
ML

4_%3%_4&0[1

* VT100 frﬁ R
AEQ_H

*’“‘l&ﬁfﬂlﬁ G AR o [ R 1 B R
{F T telnet (A5

SN

=
BRI ) E&ﬁﬁ*‘”%ﬁ

SEE Ef*»\f/[JuEwﬁlﬁiﬁli&%éﬁaﬁ'{g’% § M HRI M5~ 1 et~ P A -

9600 bps °

#’< IhKE #X HE

line L |,<]‘E;,l% LA EA J’-‘ﬁ Ll > ﬂﬁ*ﬁﬁi‘é‘“ et GC 455
ﬁ?\ !

login ?Sf Ujﬁ 1 Eﬂj‘ Uk ,F‘Eﬁﬁgﬁ ﬁrﬁ: LC 4-56

password TR Y 'fﬂ? LC 4-57

exec-timeout ?Lﬁ!%#%“£WW@” ORI REE  LC 458
£ ES IEHJ,. FI

password-thresh F EH RV Fﬂﬁf [ REET ™ pOpRES g LC 459

silent-time* AR 7 v % iffj password-thresh 47 %ﬂp] g LC 4-60
il ﬁ“‘fﬁ'ﬂ 7 2 R R T R Ef

show line 2 ,{f‘fﬁ}iﬁ‘;ﬂ&{'g‘,ﬂ I NE - 4-61

PE

el T
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4.3.6.1

line

P YRR R R TR R R

i

line {console | Vty

TR
12E ;li}gﬁj °
frsys
Global Configuration
3&'—[_'&] R

telnet Bl EL ik R SRR~ 72
Vty &3 ¢

&3]

B R I S e

i

EFL

Console (config-line) #

Console (config) #line console

fes
show line (4-61)
show users (4-39)

T > 7+ show users V?}'IFI?'[?F’?%I“ EREAEEIN



4.3.6.2 login

R SR <01 o U IRV - < F BT
L g S
nl:ﬂi
login [local]
no login

local — ffli "' [ 4 Bfs Fpu ul_ﬁ?fﬁﬁ F“” A PSR 5 username fﬁfﬁ
?b[{li”lﬁll“ FPEE A

TEFE
login local
e

Line Configuration

}"F'I_IAJfEIElj"f-J:‘-Q
o CHEE RO R HE S A

» login f&"| password A A TRV — ARIRE S I?‘iﬁ FIE
[ZRRESL I fTEer) rNorma{ Exec (NE) | ﬁ'@“ TR o

" logm local %] username F" e P e l‘fﬁﬁn = Hy (R
i) ff] lﬁ[ﬁﬂJiiEﬁ: AR pigj "Normal Exec (NE) ; ¥ rP1‘1V11eged
Exec (PE) | 10 g@ﬁ S I J@ﬁ@ T JL (11056 15)°

= no login 7 i_lj A e ] ;ﬂlﬁij iﬁﬂj plﬁ& '] "Normal Exec

(NE) | T‘*J .
u l#ﬁl e j@” H\}&a“”i pEs jﬁ" A %I?ﬁf@iﬁ e (15
Hypu@ﬂ FPEEAR %lgﬁﬁ' lﬁg E sEin FF%%&U RADIUS §” TACACS

o

&3]

Console (config-line)#login local
Console (config-1line)#

it
username (4-25)
password (4-57)
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4.3.6.3

password
P ARSI © 1L no BITOR RIS -
it

password {0 | 7} password
no password

= {0]7)-0 l&iﬁﬁ-ﬁrﬁ—i F”’ﬁﬁ_'{‘ﬂgjﬁ £p s 7E'IJ|*‘§£*§?" 187 WP vpﬁaﬁ{g}pfjgﬁﬁgo
n password ?4—1@"':1 :’[ﬂﬁgﬁu It

(AR 8 [ OfEd A ~ 32 R~ T EE )
Wr
LR -
Line Configuration
;F[_,bjfﬁ,zl IR
. [@“ﬂﬁW‘¥F$ IO - GRS » SERARCRE K PP

i '@EEEPE ’ *V“ME["A*\EH = {R [ H IR password -thresh ?"[ | E}‘E
@”ﬂﬁ Gl % *V&’Tﬁ@w%ﬁﬁﬁ»ﬁ%ﬁmwwwr S
fI0

" 'ifg' = FT EJJ"IIEIH AR o I R B 7 I SR R

I 0 2V o b R 1 Mpﬂuwpﬁ
Y]
Console (config-1line) #password 0 secret
Console (config-line)#
o

login (4-56)
password-thresh (4-59)



4.3.64 exec-timeout
B R S DRI R RRITEE T
1= mo Pl R R -
i

exec-timeout [seconds]
no exec-timeout

seconds — ﬁi%w Ry PTEReF bl -
(& 0 - 65535 0 Gl

FFT

CLI: "*EfF

Telnet : 10 77 %

Line Configuration
}‘ﬁ_ﬁfﬁ[ﬂ]ij:\:

m SR 2L - R fmau:zmmwaﬁ‘ R B AR

il VIR 51 e

L lFL“‘f‘[ b .EIH B3 ” 2 d |:| = telnet Ig:_["lx\f"*( £ telnet zﬁlWMl JE?F ]?{ﬁ][j:":ﬂr |
#ify]

By AR TR AR IR 2 538 ¢

Console (config-1line) #exec-timeout 120
Console (config-line)#
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4.3.6.5 password-thresh
PR P gl R I R PR e no JITE PIIRR IR -
it

password-thresh threshold
no password-thresh

threshold — 7c F 1™ | # f&t %g@’* BT -
(ER:1-120 5 0 [ A RIS
[ L ER
i

Line Configuration

-rl_lbjfwnjﬂj::\:
ﬁﬁﬁﬁj i T lﬁﬁ@ttﬁ‘ﬁ?‘ fid e Tt i U?\_F“Fﬂiﬁﬁ —?FfﬂJ'EIE'$
o - ;gg Ol 1&75* }%v - ”F”fj (@ A L ER A R
sﬂent-tlme f’[ TR illﬁl M 1@ telnet SLALIET * SHARVEFL VU
sl Ty Eﬁ % ;ng*@ ] telnet 7 17 I -
L [FLAEF‘I - {fl Eﬁﬁjm (R AL N J/F”ﬁ PLI:[ * telnet ;Lg_héi
Y]

g?—x[ o FIo IEIH/EH*TJT'EFW TR FIREES 5 R

Console (config-1line) #password-thresh 5
Console (config-line)#

H
silent-time (4-60)

BL1T2EEH 459

b
N
fuk
os



4.3.6.6

silent-time

H—‘*?“ B %Ja Gﬁ?{ h%(ﬁ:j@ password thresh i ﬁ?ﬂ%ﬁgflﬁﬁﬁ SEEE, Etfij%\

ik 4 i ﬁF'EF >y

nl:ﬁi
silent-time [seconds]
no silent-time

seconds — = PL %j, PR o
(Ff : 0- 65535 s 6 Fo T RS U )

no F fl‘}{’j’@’?ﬁﬁf L

TP

ﬁ;tzLFl Tg@f[ﬂlr‘éo
}‘F['ljﬁi:‘

Line Configuration
Efy]

Jj\#‘[l fI}H@ :L':EJJ;FEI t'b60%J/

Console (config-line)#silent-time 60
Console (config-1line)#

o
password-thresh (4-59)
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4.3.6.7

show line

show line [console | vty]

L] console -= PL n\, RSB o
vty — AR 5V (A telnet ) PVl B I ERSE B -

B A U
frsys

Normal Exec ~ Privileged Exec
Efy]

I ;’F‘[?Jﬁ T;h FE ﬂ&mﬁgl Jlg_ﬂg.j%i

Console#show line

Console configuration:
Password threshold: 3 times
Interactive timeout: Disabled
Silent time: Disabled
Baudrate: 9600
Databits: 8
Parity: none
Stopbits: 1

Vty configuration:
Password threshold: 3 times
Interactive timeout: 600
Console#




4.3.7 IP ?F‘ 9

RiAE ’EF rg '| DHCP gl IP b i SRl | 3R ;E# o
[&F fl r ;5]&1515 FEE TP P4k IK/’J[EiﬁJ’%f?F' quOOTP F\/ qFjaL'gVﬁEJ b o T
Y TP b3l 0 2 255 191 i e ey LSRN I%E* T
lgu%iﬁaj ) ?ﬂj rﬁt Vi Pas gjk’r}ﬂf”r}%y
kg Theg L o =1
IP #2'F=
ip address ]% lf—g{[‘?jﬂj 1P b gk IC 4-62
ip dhcp restart - i BOOTP F‘/ DCHP "] |\’f%}§,lj% PE 4-64
ip dhep client-identifier }f L0 BT DHCP 95|30 %E oo fiktE VC o 4-65
hfﬁﬁWéﬁ*%é B fwﬂﬂﬁ% $%?*
SRR B PRI R SR T o o3
I -
ip default-gateway HEI FI%‘;F ﬁ I El in-band F{"{L ;f;skp len_ld‘E «Eﬁ- = GC 4-66
Eﬁ?
show ip interface 2 R PF Y 1P F%}*L PE 4-67
show ip redirects B F%'; 'T?*%f?“ gl Jaﬁ%;f b} PE 4-67
ping FLT ICMP echo el T~ &; ?ﬁ?ﬁ,nl fup - i[ﬁéﬂ%ﬁ NE - 4-68
PE
1P # it
ip filter ISR &IPS & 1 R RIS PPPVEL GC o 469
# ﬁE'r (NETMGT)
show ip filter ST SR B S RV E o b PE 472
43.7.1 ip address
PRI S L R IP S S no HJ PRIZESTRA IP &4
i

ip address {ip-address netmask | bootp | dhcp}
no ip address

m ip-address — IP it i

m netmask — HIE IP = AR PUAHEEET E'jj‘}}“ﬁﬁiﬂ,‘ti’—i:ﬁﬁ’ﬁ AR I R
= A I T e

m bootp — 7§-BOOTP Vil TP fik o

» dhcp - 4 DHCP Vi TP fiik-e
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<
va”frr.i}“['jﬁ_‘l £5 ¢ dhep

frhs
Interface Configuration (VLAN)

AR
[T A R IP gt [T [EAER 1 BOOTP Y DHCP fflly # v i it
fiko 7?&%’5’,}“’1@5? EIE}‘}\_IE,FI DHCP J—QFEEJ P t&[lpbllﬁ 0 r” 255“ Fl S eEs
Fﬁ%f[gﬂ VI BRI - T TR IR PR 1T 0 rju%iﬁjﬁa

n Y] bootp Y dhcp Yozt AP SpE=BER TR o (|ESEEE] BOOTP
DHCP fU[EE b @ Bl pei = - [l—éﬁgb['JB“ %Wiﬁf gy ] P20 =9t
FLERIf - I J/IEUIP 'ﬂf (BOOTPE‘“‘ DHCP Lt ﬁ@q}i e P

b gk~ aEF%F HE== .,ﬁi{ﬁ%ﬁ

m Jij " ip dhcp restart fg[ |J$9§l§l9?frlﬁ“§ﬁ7&}ﬁi%E' J ﬁﬂﬁ%&%gg %:FJ;’JF'} =9t éﬁ't[',?ﬁgfﬁ
BOOTP Y DHCP fiik -

AR LRV IP S LG j; 'zﬁlé‘%tﬁ* (NETMGT) - VLAN ¥ IP it
LF* PR SRR VLAN 2 SRR IP MG VLAN 2 b= e

E T padil E‘%Eﬁi <o P lﬁ}%ﬁ&ﬂ%&;ﬁu VLAN - —y%F F Er S | e e
IP BT VLAN Eﬂj Bt TP A s SR I s ok 30

&3]
P BRI ITT VLAN2 I g

Console (config) #interface vlan 2
Console (config-if)#ip address 192.168.1.5 255.255.255.0
Console (config-if)#

Zo
ip dhcp restart (4-64)



4.3.7.2

ip dhcp restart
I47 ] ' 3¢ BOOTP % DHCP | i#fifel o -

fifs
Privileged Exec

ﬁﬁ@mﬂ?
= EARDHCE (9% 1 bR AT i i S g 5 e s
SR [l [ O B ik
. *; BOOTP i DHCP [l =772 *uw (IR TR R AL S
BT LR 1 M ﬁws'ﬂ%a ﬁ”fiﬁ Ak

Hfy]
TRl EE S PR PR AR

Console (config) #interface vlan 2

Console (config-if) #ip address dhcp

Console (config-if) #exit

Console#ip dhcp restart

Console#fishow ip interface

IP interface vlan
IP address and netmask: 10.1.0.54 255.255.255.0 on VLAN 2,
and address mode: DHCP.

Console#

et
ip address (4-62)
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4.3.7.3

ip dhcp client-identifier
44 R L BURAY DCHP P URESHIE 1 no FITE M1 [ -

SR MR LR I O] R f e SC R
Ao A FAEIGE VI client-identifier xﬁlﬁfﬁ e

e
ip dhcp client-identifier {text text | hex hex}
no ip dhcp client-identifier

m text - ¥ I'F f“ (#RfEl: 1-15 fEd )
m hex — - A E o
S
555 RIS - SSC [ FRAIE IR I AT DHCP )it
I » [ %LE%T%FQ%%W%quw%M“%@ I LR
R |H A Y DHCP *[* lffju lljte: FTJ = 2 [ (Sun Fire 1600 Blade ik
BRI -

-h (i~

ﬂ:g

fif
Interface Configuration (VLAN)
ﬁ ﬁfﬁl”]ﬂ Ead
m I”éf[ T }i"’“ I I‘F“%EH[J’EFFV‘EH DHCP = R e g I 1 feol ff0 ' IPI— e R &
fiz > %J DHCP lf[ﬁw ﬂiﬁﬂ*ﬁj“ :
a * L_rqﬂiﬁfua*‘é% %S’e‘iﬁf , 4 %me UﬁF]ElﬁAJ@ ~ ﬁ%ﬁjﬂﬁﬁﬁ%
IR
#ify]

Console (config) #interface vlan 2
Console (config-if) #ip dhcp client-identifier hex 00-00-e8-66-65-72
Console (config-if)#

gy
ip dhcp restart (4-64)

i

Nb
qu

T2EEH 465

b
N
fuk
os




4374 ip default-gateway
PR IR pL - (R RO B R - RS b no FITAUK
BB i -

i
ip default-gateway gateway
no ip default-gateway

gateway — 5:E?Féﬂi§ﬁ’u IP

et #* S
frs

Global Configuration
;FI_IAJ fE[EIJ"f-_, =

jEHm«'ﬁ B p I {ldt 1P TFﬁF& Hif— R AR -
3]

) IR R Y

Console (config) #ip default-gateway 10.1.0.254
Console (config) #

el
show ip redirects (4-67)
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4.3.7.5

4.3.7.6

show ip interface
LF%}L‘F’,?J i IP /?E'IEIUF%{L_@ .
FRE| /T
s
Privileged Exec
TRl I e Ea
PR 4B P BT [ IP S PR R B ™ |
Y]

Console#fishow ip interface

IP address and netmask: 10.1.0.54 255.255.255.0 on VLAN 2,
and address mode: User specified.
Console#

i
show ip redirects (4-67)

show ip redirects

A T AT R -

iy
Privileged Exec
By

Console#ftshow ip redirects
ip default gateway 10.1.0.254
Console#

i
ip default-gateway (4-66)

4-67




4.3.7.7 ping

4-68

PR A] 332 ICMP echo fel T W ARRHSE Vb I THATRY
it
ping host [count count][size size]
m host — = ASAYIP oo
w count — SRS @ B o (ETR  1-16 > FIREN -

u size-jiﬁﬁéuFfrf*HMr"ﬁgsr (EFf 3 512~pf

7 45 485 ?[iﬁélmjpupk AR > [NIE R A ]

r%}‘—{;f/q' 8 ][—h‘{‘ju.l\ o

Normal Exec ~ Privileged Exec

rl-nb fUEIH=t
n pmgf'[l il EU:@E'\_FIFKH =2 N A (TR
Y AL pimg J] T sy
e f [pu%, AL 1 *u 19?9*‘/{’J_’quln' 2 EF‘JJ&"

E HTEW&HE 'efﬁg vﬂfrﬁ&“ s

o

TH%E'FU{“‘J—EIFIJ%FIJF “ﬁ[ﬂlﬁ:} RET S| ﬁ%

i -

32)

T ARG timeout ©
SEAGE Y -

5 SRS B — ML S PIES | SR

m $ <Esc> [{If’ {41 ping -
&[]

g‘kﬂk4

Console#fping 10.1.0.19

Type Ctrl-C to abort.

PING to 10.1.0.19, by 5 32-byte payload ICMP packets,
seconds

response time: 0 ms

response time: 0 ms

response time: 10 ms

response time: 10 ms

response time: 10 ms

Ping statistics for 10.1.0.19:

Approximate round trip times:
Minimum = 0 ms, Maximum = 10 ms, Average = 6 ms
Console#

timeout is 5

5 packets transmitted, 5 packets received (100%), 0 packets lost

(0%)
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4.3.7.8

ip filter

sl B”}*F (R TP o 0 e IO RS ™ [T ESEAE IR > L o FITORY PN
SIS P -
nl:ﬁi

ip filter [rule-number] action protocol {source source-bitmask}

{destination destination-bitmask} [fragments] [log]

TAF AR RIS - 1 7] fragments (#7 -
ip filter [rule-number] action protocol {source source-bitmask} [source-port-range]
{destination destination-bitmask} [destination-port-range] [log]
7 *ﬁﬁl ﬂ?ﬂlﬁﬁ?ﬁfj% @Flﬁﬁﬁ e source-port-range § destination-port-
range » B FIJ{I7] fragments 5770 -
ip filter [rule-number] action tcp {source source-bitmask} [source-port-range]

{destination destination-bitmask} [destination-port-range]
[code {{code code-bitmask} | code-keyword-seq}] [log]

WA tep ﬁ"%%’éj SN E S E] - R code I o
no ip filter {all |rule-number}
(SRR DRI U?ﬂ%? Ti=
m  rule-number — A ERH I ?Ur*‘Hlﬁ Epuib #EH[ ﬁ}{ysﬁ'*af[ J R TR HURRE

S ’F‘“*J*J"rulenumber A l{?fj N N |psk ﬁm»;f\ﬁ
ithE‘[J I FIPTIVRRS £ BT U%F” 12 t;ngU F&fgﬂ (g 3 128

& o
m qaction — {deny | permit}

[ }Fm [\/’U—Iﬁ = z&z&}%fﬁﬁ”ﬁﬁ}%iﬁ (NETMGT) R o
m protocol — {any | tcp | udp | number}
AL [PPSE  TCP » UCP i i UﬂfF (0-255)
m source source-bitmask — I &P VR b ISR IR o
m source-port-range — [number | start_number-end_number]
fRt [ P TCP/UDP Syl i - (#3931 0-65535)
;estmatzon destination-bitmask — Ff & U [ 1 puBs i JEEERHEE VR Y o
m destination-port-range — [number | sturt number-end_number]
fri i~ F% TCP/UDP [ /iilff I - (#0 1 0-65535)
m code
m code — #7- TCP APy 14 {fd o0 7 32 [ AR 00 T i (S B (Y~ [P
A ) e (FERE0-63)
w code-bitmask — 2P ]Z] code ( ) PR SER R (RRE R ) -
= s w*’*éﬂ = Fl'ﬁ'ff'*‘““ 1 e PRIy O V0 5 Mool
l‘kéﬁ‘h’l}[ r‘f‘j‘u ° H IEIFI Ig[jﬁ‘j‘u CIJ}‘FI :
s 1 (fin) — Finish (5= )
= 2 (syn) - Synchronize ([fil#")
m 4 (rst) — Reset ( 1gl%'“)
= 8 (psh) — Push (#£:%)



4-70

n 16 (ack) - Acknowledgement (?F%’;?’i )
= 32 (urg) - Urgent pointer ( %J?FI?]‘E'
m code- keyword seq — H %“LFIJ code keywords [*ﬁFPE%J ) ‘{/[IT s R FI[?F
PRI ARSI R fin | syn | rst | psh | ack | urg
(‘Fu{mE %EFU]* jﬁﬁ%J EAN qJF]Iﬁlhﬂ‘gpm“w MOFET ] j’ﬁﬁyﬂ V32
%Lﬂjlxﬁgr RS B S TSP SR O jng]‘ifﬁ
] fragrnents - T MF (More Fragments el E I*ﬁﬁlj” ) b A F&[ﬂ
B4 0 it Jﬁ[ CUn ET‘TF R e F A L fragment 0 FIIE ﬁ%}‘c[ﬁ'ﬁ”t S} it
51[$W i
= log - ﬂ»j/vj‘«/\tgglupjr?t n,JfIfli[qI%* AEEs ﬁ;{g&g” e 27 Tl 64
VR o i | I RERS EE ﬁ' TR .a P17 T ﬂf”}jﬁj,ﬁgp J*h{v[ %‘L (0
Ay FIRE W‘i RAM EE'[LI s %E‘E;I%;&ﬂ Hlpﬁ»ﬂ*{[ﬁiﬁ
T

s

General Configuration

R CIRES

I%ﬁﬁ%”?*ﬁﬁ%@ﬁﬁﬁ,@%%Q@ﬂﬂﬁmﬁﬁﬂPﬁWEﬁi“’
ORI R SEITR G (NETMGT) FZ g - 10 1)
/fﬁ%m{* =3 r'?’FL%[E: s ZO R I TETN TR R THF@I&%%’I N g
@@ﬂﬂ%ﬁﬁfﬁ@%@@%w

n S (fragment) VAL MF (more fragrnents ' REE ﬂ*”%ﬁﬁﬂ ) =15
Fragment Offset ( ”Fﬁﬁtﬂ[’t FEEL) > 0 PUEF & o F R0 T| fragments
Fﬁ%%ﬁJ EI[JatEZﬁqJ%*H }é&ﬁ:p?ﬂrﬁA ?”[P%IEI[Hﬁg\

n I%{L_[*ﬁﬁu@?hmg AEAES T <igglf[lpu*@?|}j> & <¥E == <E%7J&E|f LT
il > & < HEET > > fiE iﬁ;”‘lﬁtﬁgttﬂ?” FALu F'JIJ“TJFE F'E“'Ll TR PRE] S
?fﬂﬂjﬁcp :
= [1F] SYNKEAR - PfEEE 22
. FF‘E%F SYNgi ACK ’ IJ“]SFE 18 18
. f' SYN [E'T ] ACK> l*‘ﬁ?ﬂ 218

(S - S

L) I RS A ) )2 L O O SR A
SR g (3 T S

Console (config) #ip filter permit any 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Console (config) #
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V) @GR T 10.7.1x 3 AR08 o PURTRT QIR iRl
10.7.1.1 & 255.255.255.0 4PV BT 4-10.7.1.2 & 255.255.255.0 » i & {1 5]

#%o
Console (config) #ip filter permit any 10.7.1.1 255.255.255.0 0.0.0.0

0.0.0.0
Console (config) #

AT — B A Foe
e ﬁl’ﬂﬁﬂi’%ﬁﬁjkﬁﬂﬁﬁﬂ et Ffﬁﬁ‘“ﬁﬁlﬁ'%&?ﬂf T -

Console (config) #ip filter deny any 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

fragment log
Console (config) #

E(F] - M Fpep il
NI ﬁﬁfﬂgﬁﬂﬁﬂﬁ IR C fF1-192.168.1.0 = F’ﬁf | SYN BEAZ[UAE ) TCP ﬁ%u}ﬁmo

Console (config) #ip filter deny tcp 192.168.1.0 255.255.255.0 0.0.0.0
0.0.0.0 code syn
Console (config) #

) a R e R AR IR C f4-192.168.1.0 £ (7 F] SYN EEAR[URTE] TCP
fjﬁﬂo
Console (config) #ip filter deny tcp 192.168.1.0 255.255.255.0 0.0.0.0

0.0.0.0 code 2 2
Console (config) #

) - B SEP
I ] 7o I C A 415 192.168.1.0 SRV 12 (= ([ 297 2 FTAVESEF R AL 80 fv
TCP ffed -

Console (config) #ip filter permit tcp 192.168.1.0 255.255.255.0 0.0.0.0

0.0.0.0 80
Console (config) #

Py afy e 23 G YR - 10.7.1.1 EE[F VAR5 10.8.1.1 ~ IR FR T 30 - 46
fi o 5 F TSR YR 100 - 2000  [EIPURTE] TCP & -

Console (config) #ip filter deny tcp 10.7.1.1 255.255.255.255 30-46
10.8.1.1 255.255.255.255 100-2000
Console (config) #




43.7.9 show ip filter
PSR TR TP SRR L e P = ﬁ e e
nﬂfﬁ

show ip filter [rule-number | log]
m rule-number — ﬂﬁ"’*#iﬁa‘ﬁlféi'*g'ﬂ YIEVRCH P e o B0 2 1-128
m log - ﬁyﬁlubﬂér‘ﬁ&fllmu EJﬁEw PR L o G PSR EBA [
Bt b= Ef F SRR LR = ?f?%fﬂ;lé‘ﬂjé%ﬂﬁ:ﬁﬁ?ﬂ ffit et ey o

FF O PE  F LSRR T R S R
i
Privileged Exec

ﬁﬁfﬂ
J W"ﬂHIE\' El= IR Ao SR 10.1.0.x PPV & 7 PRl R 4R il 4

VF m”ml;o

Console#fshow ip filter

Ip filter:
Rule: 1, Action: permit, Protocol: any, Log: disable, Fragments: disable

Source: 10.1.0.0 255.255.255.0 any
Destination: 10.1.0.0 255.255.255.0 any
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N A

AN |

S A R RN & M VLAN Ui

< Ihee B H¥

interface ]%zgﬁ ErER o, s f 15T F%Hd[i? GC 474

description TR T B 1C 4-74

speed-duplex F%’ﬂ‘cfﬂﬁ:;’?f T *Jﬁgﬂ “JJF St Eﬁ , l?g— SR (Y C 4-75

R EET R

negotiation ?T E'H’F‘, TS PIPE R Y *11 IC 4-76

capabilities ) j‘f ?’F’ T F IR ﬁﬁ f* ff o= 1C 4-77

flowcontrol ?5( 2 }f T I E jtﬂ.ﬁf[j*jjf IC 4-78

shutdown PR T 1C 4-79

switchport broadcast ]:%Jt? FE R }ZLﬁf[] g il HsL IC 4-80

packet-rate

clear counters }H" T VRG] B Bs % PE 4-81

show interfaces status ~ Hi= ?‘F’ ESFIPURE NE - 4-81
PE

show interfaces counters £ ij“ T EIpRET EEE NE - 4-82
PE

show interfaces 2 /T]?‘IFIUFFEIE'“ 2 {EREE NE - 4-84

switchport PE




4.3.8.1 interface
PR R PRI T N PR R -

interface interface
no interface port-channel channel-id

interface
n ethernet port-name
port-name — IR SNPO-15 il it © NETPO-7 ¢ FiEli ¥
H : NETMGT
m port-channel channel-id ( &E : 1-6)
m vlan vlan-id ( &&E © 1-4094)

frgys
Global Configuration
Efy]
R AR B

Console (config) #interface ethernet NETPO
Console (config-if)#

4382 description
FEA o  RPLA Fpo 3 i no JTROR R I -
i

description string
no description

string — ﬁéfﬁjéw?ﬁﬁw e ﬁ?’ﬁf@iﬁ;‘c' [ = P B G o (B 1-64 (W)
NETP0-7 : 7} i RJ-45 £ Jfi NETO-7

SNPO0-15 : % 5 f5fe) 0-15
NETMGT : %‘ﬁ“,s RJ-45 £ P NETMGT

i

Interface Configuration (Ethernet ~ Port Channel)
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4.3.8.3

&[]
P = dgpfpe g™ g 4 SNP5 Ui o

Console (config) #interface ethernet SNP5
Console (config-if) #description RD-SW#3
Console (config-if)#

speed-duplex

IFL“‘}“E ol %L}W TP TR ﬁ; gt Ay Eﬂj s R PR SR I - no [
i [ﬁraw,%é

ik

speed-duplex {1000full | 100full | 100half | 10full | 10half}
no speed-duplex

1000full — 51:£1 1000 Mbps = %: [
100full - aFuL 100 Mbps = &= 581 [Efti =0
100half - 531 100 Mbps # e I Y
10full - §g¢ 10 Mbps = <7 32 {EAgi 0
10half - 531 10 Mbps “f 57 JEI {510

o

L
m i E JET *Jﬁﬂw“
- e SN TR D] 100full > Gigabit 47
AEEHL R E R ] 1000full -

SR ¢ iR I o gjﬁ It P@P%w/ 10 Mbps 75 100

Mbps * # FZ,@ (bl 1—5';[ 1 Gbps Z e S ﬁ%?yn i jJ “, m}H
@E%%iﬁ*ﬁ“r J%ﬂ L[ UE[ 1000full 5~ 7 -

fs
Interface Configuration (Ethernet » Port Channel)
ﬁ_'bj E[Elj"ij::\:
Tifel R {7 11'] speed-duplex 1 .JHI% EOIUE ST MR F) no
negotiation T’F'[ 1}-[“1’3}/’;/7 I TR g 1 QJFI o {HE)- %ﬁﬁwuﬁ d NS
fﬁ‘ﬁ“& VI Loy PR > S gfﬁmwﬂ 0 Mbps 2 4 fiz458

n IEJ = negotlatlon f’[ R E Ty ﬁf\"ﬁsﬁ BiEFp J%Hﬂq E[' capabilities f’[ I
H\_L o E|%£E | }J J,J%ijjﬁ“‘fy‘ﬁl %FJ}IFDFI IE[ Jﬁﬁfi‘%’é@‘f ;é\ ,iﬁ"/;r P[I{IJH
P



]
FITh S A S NETPS 2855 100Mpbs “f 77 (o[ = -

Console (config) #interface ethernet NETP5
Console (config-if) #no negotiation
Console (config-if) #speed-duplex 100half
Console (config-if)#

el
negotiation (4-76)
capabilities (4-77)

4.3.8.4 negotiation
PR BT e T P FrEtes gy =igs - 0 no JITE (P TR R -
e
negotiation

no negotiation

i

s
Interface Configuration (Ethernet » Port Channel)
] e

m SESEER SNPO-15 [V TSRS i AL -

m TPRIF BRI 5 B 9 U5 capabilites § ) VR IR E B S R
oo g - (0 ]g{'ﬁﬂ ZPpje > WM | speed-duplex = flowcontrol
%"&J = P AR T

o I o RO | MDL/MDIX B R -
o

&afy]
PJm A BRI IR SNIP11 I%EE@ BT E Y IS -

Console (config) #interface ethernet SNP11
Console (config-if) #negotiation
Console (config-if)#
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feg
capabilities (4-77)
speed-duplex (4-75)
flowcontrol (4-78)

4.3.8.5 capabilities
DgFT 1 P LI Tty “ffg“ o 39 E“r"‘ JVE= T o no g

2R VIR R s BV 10 8 no I e =R AR TR TR
i
capabilities {1000full | 100full | 100half | 10full | 10half | flowcontrol |
symmetric}
no port-capabilities [1000full | 100full | 100half | 10full | 10half | flowcontrol |
symmetric]
m 1000full — ¥ £ 1000 Mbps = <=7 j2i fefgi =t
= 100full - ¥ £ 100 Mbps = =7 ji{ it
= 100half - %42 100 Mbps 4 %7 i {81
m 10full - ¥4% 10 Mbps = &= i [Effi"
m 10half - 18 10 Mbps 4 €57 51 [Ef#i
m flowcontrol — ¥ T"Eﬂugrﬂﬁjﬂ
m symmetric ( [Ei§" %" Gigabit) - fﬁ{él@ﬁ»f%\'fﬁé BCIE= 14 Elf F,@ﬁ‘“
(pause frame) ° jé'ﬁ*fﬁﬁilwf‘—fﬂ(’ FF ARG ] VER I g A SO E I A
FHpaRHERIE - (LIt g ASCL B fEE = FTE & <)
TEFE

NETMGT - 10half ~ 10full ~ 100half ~ 100full
NETPO0-7 - 10half ~ 10full ~ 100half ~ 100full * 1000full ~ flow control
SNPO0-15 : 1000full

L

Interface Configuration (Ethernet » Port Channel)

S
m SNIPO-15 S HIF9F2 /1% 1000full -
m NETP0-7 "zg_zg_%ffﬁ‘ﬁuf Ju &4 - 10half ~ 10full ~ 100half ~ 100full ~ 1000full
flowcontrol == symmetnc > [fli"'] negotiation ff 4 QFIPF PIF TR o R
El THLE capabilites ?"I il RS RS ihéjf £ e :,F JJEILE’;F%L*‘ o F fH]F
b - dEe e spee -duplex * flowcontrol 1~ FIIf &5 F'JFETI* °
n NETMGT EFF IR VR 66 EY 10half ~ 10full ~ 100half ~ 100fu1§



(3]
VI T ) NETPS f9= )/ 100half - 100full % flow control *

Console (config) #interface ethernet NETP5
Console (config-if) #no capabilities 10half
Console (config-if) #no capabilities 10hfull
Console (config-if) #no capabilities 1000full
Console (config-if) #capabilities 100half
Console (config-if) #capabilities 100full
Console (config-if) #capabilities flowcontrol
Console (config-if)#

TERE 4]
negotiation (4-76)
speed-duplex (4-75)
flowcontrol (4-78)

4.3.8.6 flowcontrol
[F%}LF[ 4 F,Jff;srm ﬁfhi,;rzl,ﬁr”fjj < i no E'”F[ ELH | 1VFJ

£ : Sun Fire B1600 Blade - #EBSAI[ [ A UL 08 > 20— Wl 58— B ﬁa‘%ﬁ
CRBI PRSI SR RN | K i g
e }%iﬁﬁ NETPO ~ NETP1 ~ NETP4 ~ NETP5 - I') * SNP8 % SNP15 47
;;a% é*f P i NETP2 ~ NETP3 » NETP6 ~ NETP7 > I') % SNPO Z| SNP7 E']JHr
Hpl- ﬂwo

%?ﬁﬁ
flowcontrol
no flowcontrol

?wbumﬂw
fres

Interface Configuration (Ethernet » Port Channel)
3&";[_?] e [H=

" JCRBEE NI | LV QBB T e
g ol l;wg * F Ry *K bl o [Uﬁjﬁ ‘Eyﬂjl,& = %,;%:
™| back pressure » = €57 JE {HAE LEIHIE:[H IEEE 802.3x
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4.3.8.7

n E,lﬂFuLfT;l*Jﬁ\/Fi%ﬁfﬁ jfﬂﬁi - ( ffi™'] flowcontrol fY no flowcontrol ?FI i )
Y| no negotia on?,.ﬁl SR fIﬁvﬂﬁJ iR o

. FE;IFJ negotiation 17| E; Fl 5ﬁ‘JFﬁJFJ°E B J%J"'E“ capabilities T[

W e ”—15’&' *JTEfJ P F= U [ R i‘iﬁ‘ﬂ e %M i flowcontrol = IFA
IRV ?ﬂH

m [RIEL "J’*J‘Y%F%EEEJQZFJ gy EI[Q i‘.i"f_FJJE‘H'§1§<E’L eIt IR Al P
ﬂﬂl{ﬁi » [RER back pressure B éf“’:‘f{%q&\é‘éﬁ_ﬁ f JqFﬁF&fEZ’?ﬂff

—%

&3 fy]
P = s ?{ Bl iR NETP7 ol ;zt’fquﬁjﬁ: o

Console (config) #interface ethernet NETP7
Console (config-if) #flowcontrol

Console (config-if) #no negotiation
Console (config-if)#

e
negotiation (4-76)
capabilities (flowcontrol, symmetric) (4-77)

shutdown
PR RS e L no FITFRTRE R RIS 7 g TR -
I

shutdown
no shutdown

TP
r»;E I %“l,F;rH .
frphs
Interface Configuration (Ethernet ~ Port Channel)
ﬁ-ﬁ FEIRIE

= |Jp fE ] R f‘jﬁ TE (B B 2 )
b E

STRRRY ST
#}'l}l Egj:tr F[Jwi Djfgzglﬂﬁﬁjjlgjﬂ IE:' ‘



4.3.8.8

afy]
J -QDIH li' d éi“ﬁﬁ,nﬁ%tﬁﬁ SNP5 °

Console (config) #interface ethernet SNP5
Console (config-if) #shutdown
Console (config-if)#

switchport broadcast packet-rate
P PR BRI 0 > L o [UTY f 0T SRR BU I -
e
switchport broadcast packet-rate rate
no switchport broadcast
rate — Y&V FI o PJEFG R G aoE & (BT o (89 C 16, 64, 128, 256)

TREE
ETE ;ﬁ_}%iﬁ'ﬂ Iiﬂ‘:ﬂffyﬁ' et el A ”-'—‘JJ
Jﬂﬁﬂ‘ 256 lﬁrﬁ & ?I JJ ﬁr

Interface Configuration (Ethernet)
ﬁﬁ@ﬂﬂﬁ
F’ Tﬁf;ugl% }JE;\'EU FH-\LEﬁ 1157-&, ﬁg”ﬂjﬁﬁ”’glﬁ&ﬂéﬂa
$ .ﬁp: R R (R [ F F rﬁ%fl}iﬁf[ﬁj b IQ;FI—\L_FI U El FB«E“L’FMAE\L_{L?X
e e
= SR SNIPO-15 [19%h £ E R IR s R -
i fy]

P A R B S 6 64 i

Console (config) #interface ethernet SNP5

Console (config-if) #switchport broadcast packet-rate 64
Console (config-if)#

ﬁf i > switchport broadcast ] o ‘ﬁ’H{F HRS F'J (I A7 o 2 4
= [g IR L] ISR B Al B I

o
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4.3.89 clear counters
L"‘*&FF[ ki R 7 PR B R
e
clear counters interface

interface — ethernet port-name

port-name — " HLEFE LS - SNP0-15 ¢ FEUHFIH - NETPO-7 ¢ fi-Ehfig i -
NETMGT

s
Privileged Exec

FAREIL
AU ) B IR IORY 12 T (0 EPTRIAGT B 045y | CRURRET A i
;@gE,F[‘J;ﬁﬂgg%:F%t', '““LJE i fﬁ'ﬁ‘“{? 1 "?f HF“JE*E‘@%‘
BLRL I TR LY - B E R -

el
P S B S IR SNPS Ok s % -

Consolef#ticlear counters ethernet SNP5
Console#

4.3.8.10 show interfaces status

\

T S
i

—r-L

show interfaces status [interface]

interface
m ethernet port-name
port-name — ™ HuFFEH 1 SNP0-15 + _Fufiff il - NETPO-7 ; T@TFE/'@%
Y NETMGT
m port-channel channel-id ( &' : 1-6)
m vlan vlan-id ( FOE © 1-4094)



PP
RN
iidys

Normal Exec ~ Privileged Exec

LIRS

w

J 'F[ GFREE

!
37

57 3-78 FIpY TEE ig:n&#rxu

ﬁgd R TS R e T R

Console#fshow interfaces status ethernet SNP11l
Information of SNP11
Basic information:
Port type: 1000SX
Mac address: 00-00-e8-00-00-0a
Configuration:
Name: Blade Slot 11
Port admin status: Up
Speed-duplex: Auto
Capabilities: 1000full,
Broadcast storm status: Enabled
Broadcast storm limit: 256 packets/second
Flow control status: Enabled
Lacp status: Disabled
Current status:
Link status: Down
Operation speed-duplex: 1000full
Flow control type: Dot3X
Console#

4.3.8.11 show interfaces counters

4-82

P A ke

show interfaces counters [interface]

interface
» ethernet port-name
port-name — ™ FHUEFE N 0 SNPO-15 5 i if
H : NETMGT
m port-channel channel-id ( #E : 1-6)

Sun Fire™ B1600 Blade RAEHEFETIRREIEERT 2003 F 4 B

* NETPO-7 ; *Efillgi_[j%




| PR -
ﬁﬁﬁ?
Normal Exec ~ Privileged Exec

R

cpefT

Efy]

EVHTLEE f MITER) 0 EORRRET (IR R
2 % 57 3-113 FIAY T B R E RS
Console#fshow interfaces counters ethernet NETP7
NETP7:
Iftable stats:
Octets input: 19648, Octets output: 714944
Unicast input: 0, Unicast output: 0
Discard input: 0, Discard output: 0
Error input: 0, Error output: 0
Unknown protos input: 0, QLen output: 0
Extended iftable stats:
Multi-cast input: 0, Multi-cast output: 10524
Broadcast input: 136, Broadcast output: 0
Ether-1like stats:
Alignment errors: 0, FCS errors: O
Single Collision frames: 0, Multiple collision frames: 0
SQE Test errors: 0, Deferred transmissions: 0
Late collisions: 0, Excessive collisions: 0
Internal mac transmit errors: 0, Internal mac receive errors: 0
Frame too longs: 0, Carrier sense errors: 0
RMON stats:
Drop events: 0, Octets: 734720, Packets: 10661
Broadcast pkts: 136, Multi-cast pkts: 10525
Undersize pkts: 0, Oversize pkts: 0
Fragments: 0, Jabbers: 0
CRC align errors: 0, Collisions: 0
Packet size <= 64 octets:9877, Packet size 65 to 127 octets: 93
Packet size 128 to 255 octets: 691, Packet size 256 to 511 octets: 0
Packet size 512 to 1023 octets: 0, Packet size 1024 to 1518 octets: 0
Console#
EME ELTRE 4-83




4.3.8.12 show interfaces switchport

\

o

nf]?i“:

Sl

5 ISR L

show interfaces switchport [interface]

interface

m ethernet port-name
port-name — " HLEFE S < SNP0-15 ¢ FEUHIF I - NETPO-7 & £l
H : NETMGT

m port-channel channel-id ( #F : 1-6)

Normal Exec ~ Privileged Exec
?"[-?J FEIRIE
TAPEE T I ﬁfE'IEIfJ?ﬁgJ(?Bﬁ?ﬂEﬁ Ege o I 4 R oz ! Epf? :

Broadcast threshold — {Egim“ffﬂ' ?4 Fﬁﬁj‘i?ﬂﬁ‘ﬂrﬁ <o Y E jf‘ﬂ'J s — it
= Bl HHI‘EI (25T 4-80 F1) ©

Lacp status — 517 kL A =1 Link Aggregation Control Protocol (#4¥% &
g et by e P

A" AN membership mode — %17 FVgff6i =" 1} Trunk §% Hybrid (257 4-107
Fr)e

Ingress rule — & i_* “"37;' ﬁi TR E,LJJH“ (=2BH57 4-109 F1) »

Acceptable frame type B [y FIJ VLAN Ff kL5 & AF”T EIFEIR > F b
[NEJ inifﬁwg,guﬁnp = (2HE5Y 4-108 gl ) e

Native VLAN - %aa vgli%ﬁ_}%tﬁd VLAN ID ( 2(57 4-110 1) -

Priority for untagged traffic — 2= %’J[':t B NE R Jjglr%lf' BT (2
BT 4-132 F1)

Gvrp status — 21+ i_7\ L'E’F "] GARP VLAN Registration Protocol (GARP
VLAN :tf“Jﬂg*T% D) (ZRST 4-114 F1) -

Allowed Vlan — 57 [/ 1 19 VLAN > {1 (u) {3+ Jpﬁ«‘t@ﬁtf (1) (0
Fr RS (2BHET 4-111 F1) -

Forbidden Vlan — = [P/ P15 3545 GVRP FAREY[H Y VLAN (2557
4112 F1) »
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3]

PP EEpIRES e L IR NETP7 At i

e

Information of NETP7
Broadcast threshold: Enabled,
Lacp status: Enabled

VLAN membership mode: Hybrid
Ingress rule: Disabled

Native VLAN: 1

Gvrp status: Enabled
Allowed Vlan: 1(u),
Forbidden Vlan: 2,
Console#

Priority for untagged traffic:

Acceptable frame type: All frames

0

Console#show interfaces switchport ethernet NETP7

256 packets/second

R

i»p ; I:\JLH %—LI*EI‘%IH%;L%—LI*E'— 'rg; ,++]_l—-§E<F I:Ifg[El N q/?EIKQFf‘-fl[—%[JFL JBF%}J—L

®/< IheE #mX HE
mac-address-table static }Hﬁ»ﬁ: b GHEPISZ] VLAN PO i GC 486
clear mac-address-table ,HEI ﬁ:[?[ﬂ IFrE tH FOZET E TR PE 4-87
dynamic
show mac-address-table = ﬁﬂ ;@é};{n{% IOy PE 4-87
mac-address-table F%HC g [ M I’%’%-}( PR GC 488
aging-time
show mac-address-table gi= i I fiy @i‘?ﬁﬁﬂﬁﬂ PE 4-89
aging-time

e BL1128  4-85




4.39.1 mac-address-table static
L”*}”F'[ ﬁ Fl‘ﬂfj ?T@FJE b RSP  E Ui 3R > 9 no Fl FI‘J‘{‘%]’ [F=fk HAR o
it

mac-address-table static mac-address {interface interface} vlan vian-id [action]
no mac-address-table static mac-address vlan vlan-id

m mac-address — MAC 7 -
m interface
= ethernet port-name
port-name — IR SNPO-15 i it - NETPO-7 & fiEli¥
I P NETMGT
= port-channel channel-id ( E5E © 1-6)
m olan-id — VLAN ID ( #&[#' : 1-4094)
m action —
= permanent — PR E | F5 o
s delete-on-reset — L*?@ﬂﬁﬁ%ﬂ@ TR @%EE{F%%LF °

giﬁf%"“f' F EAL RS- 5‘5?@?“ £% permanent °
s

Global Configuration
}FF’[ _?J fﬁ[ Bt

" 2 BRI A LT L VLAN 93 B - PR
HHIT MAC 35k o IR T
m ST PSR o PRGN T S L
o (RS g T L S e LR
FIRIRE N 0 BP0 ik -
. éﬁ'ﬁjﬁt@,% IR 0 o Pl » IR SR T PEIPIERE

&3]

Console (config) #mac-address-table static 00-e0-29-94-34-de
ethernet SNP1 vlan 1 delete-on-reset
Console (config) #
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4392 clear mac-address-table dynamic

L“}L? F'}i ﬁl"“*ﬂ T RE o o M A A | N o e = P e S T A )
71 1 SRS ST At

frifyiss
Privileged Exec

53]

Consolef#iclear mac-address-table dynamic

Console#

4.39.3 show mac-address-table
P40 4] R A R SR R R E AT -
éﬁ?,i
show mac-address-table [address mac-address [mask]] [interface interface]
[vlan vian-id] [sort {address | vlan | interface}]

m mac-address — MAC 7 -

m mask — F7 LS GHIPRER 5

m interface

» ethernet port-name
port-name — " EIF IR SNP0-15 i It - NETPO-7 ¢ fiEli
I NETMGT
= port-channel channel-id ( #5E © 1-6)

m vlan-id - VLAN ID ( & © 1-4094)

m sort — I~ vian fY /7 iR
frifyiss

Privileged Exec



R U R
MAC @bk 38 5 il /f PRI MAC B3 gl Type P fE ¢ 1) o
I -
m Learned — fURE A L

m Permanent — f#REFIL

m Delete-on-reset — =k Fl P%Lﬁ K ‘FAf PR oI

&y
Console#fshow mac-address-table
Interface Mac Address Vlan Type
SNP11 00-10-b5-62-03-74 1 Learned
Console#
4394 mac-address-table aging-time

PR P R A H S PR PV R T no TR 1 RS FREY (R AL -
T
i

mac-address-table aging-time seconds
no mac-address-table aging-time

seconds — Eﬁ L JFPRORE T (18-2184) -
300
s
Global Configuration
;ﬁ{jﬁﬂEq*hgﬂ
fﬁx"?-’f SUBSLF ] TR B VI PR Fe gy < g I o
ify]

Console (config) #mac-address-table aging-time 300
Console (config) #
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4.3.9.5

4.3.10

show mac-address-table aging-time
IR e R SRR T AL -
e

i

fa
Privileged Exec

5]

Console#fshow mac-address-table aging-time
Aging time: 300 sec.
Console#

I 2 R

TR ] 57’;‘ Bk */I‘*Jﬁtﬁ%fﬁ*ﬁ"@ = by ﬁ‘kfw AL
T Sy »FE@FJ i ( ~'ff“ g}ﬁi <) 0 EL ’J VLAN F7t | [FH }%fﬁ EE
|V & U tﬁ@ Feﬁﬁgfﬁ ﬁj’r’j*‘ s;im\ m AC i iy L
iﬁ%%?%@%wﬁwﬂ
&< INHE wX HE
port security F%%L%L ERCIER A IC 4-90
mac-address-table static }Hfﬁﬁ: b GHEPIEE] VLAN PO g 5 GC 486
show mac-address-table EE= A U YRR 1PV YE] PE 4-87
FNE ELTRR 489




4.3.10.1

port security
P AR 2 [ 1 no PR R 2 TS -

i
port security
no port security

O T LA
fr
Interface Configuration (Ethernet)
] e
it FHICE “ﬁjﬂ:fwlj& , IEMA@LF,J TR E LN o Ziggﬁljn“ i i
gt t o Bl E| yfgnﬂﬁighﬁuﬁu Rl Li

H'ﬁfﬁfﬂﬁjﬁcﬂ? o L T o
-f@@“ﬁ%ﬁw ﬁﬁbHj%%«%%@?g?ﬁﬁﬁkﬁwﬁwﬁww<¢
T MAC 352 VLAN> » 3755 1 PR & o F P S IR = s > 20
LF'“LL’* L %&?* 2o ?ﬁ? 11 TRl & 'iﬂfw » Tf<# VLAN [vir
E »;fyg £ ,fjf;ilg_}jstﬁﬁ

m [ EE IR VLAN C R mac-address-table static {7 TR
¢'“1HD T R Fﬁﬁﬁftﬁﬁ‘/ “*71 < HRTH] > R PR ERI ’J‘Hﬁ"l%ﬁ
VLAN #5 15 o JREE )] ?Eiﬁdg‘:% | gﬁiﬂ °

w IR U
e T bR

-TFWE%WANﬁﬁﬁ
(I

#fy]
)7 B SNPS S o 2 T

Console (config) #interface ethernet SNP5
Console (config-if) #port security

fes
mac-address-table static (4-86)
show mac-address-table (4-87)
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4.3.11

Spanning Tree 1f ]

7+ B A

zﬁ?ﬁs{

1 L AN Y Spanning Tree Algorithm (Spanning Tree i+ -

F%mt UMl /TS STA

< IhEE X HE
spanning-tree ?5{ | spanning tree |7\ H GC 4-92
spanning-tree mode F%EIFDHJ STP P& RSTP =t GC 4-93
spanning-tree forward- F%i_ spanning tree fi J)f[ﬁ‘j% iﬂjl_ﬁﬂjf F GC 4-94
time
spanning-tree hello-time f%H\: spanning tree ?{TE‘}% hello Eﬁ fi] GC 4-95
spanning-tree max-age F%{u_ spanning tree ﬁﬁ‘ A F",’ HHIRL GC 4-95
spanning-tree priority F%i_ spanning tree Tﬁﬁf [ GC 4-96
spanning-tree path-cost r%t_ RSTP [i9%g @Ry 43 GC 497
method
spanning—-tree o F%t RSTP fi Jﬁxﬁ?{&iﬂ GC 4-97
transmission-limit
spanning-tree cost [%‘\4:’{? E iy spanning tree "% @Rk A IC 4-98
spfmning—tree port- Ffé'r’ﬁ:’{? I? ||d ] spanning tree [ IC 4-99
priority
spanning-tree edge-port ElSr PG R IR Y PO R T IC  4-100
sp'anni'ng-tree protocol- 1;[ ;E—ﬁ%g‘, 1@ F# I p Y BPDU 1?4'( =t PE 4-101
migration
spanning-tree link-type F%}“’{L_ RSTP fuzss K] IC 4101
show spanning-tree F%jt spanning tree ey ﬁ} PE 4-102
mE ELTER 491



4.3.11.1 spanning-tree
I A TR 2 4R spanning tree JHTETTE L no JII RIS

4-92

e
spanning-tree
no spanning-tree
TEPE
spanning tree jjﬁ‘ﬁﬁﬁi}%ﬁl ‘?%E'J o
A
Global Configuration
ﬁﬁmmﬂﬂ
Spanning Tree iﬁ;ﬁi i (AR iR JJL‘}:‘ FREEs > Jhl
IE’H';'—&,E[Ié‘é N @%1@% o E&:#\}Z\%E(g[ J"ﬁi [ﬁ'?l_f_t I—EJ‘E[ [k
DR 3 %ﬁﬁf ) AT fliE
T ]1] "f - \P]';‘Eﬁ F;I” pl%ﬁ"ﬁﬂj ) }%l EI {l}%ﬁl~ I#lfF
3]
PP = g ?TE'J?@\ FLAR[Y spanning tree T TITE -

f%

[

}
-

Console (config) #spanning-tree
Console (config) #
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4.3.11.2

spanning-tree mode

IR 22V L $A81Y spanning tree 18120 > Y11 no P FRIZELH [;Bj °

it
spanning-tree mode {stp | rstp}
no spanning-tree mode

m stp — Spanning Tree Protocol (Spanning Tree |74 » IEEE 802.1D)
m rstp — Rapid Spanning Tree ( {}iii Spanning Tree * IEEE 802.1w)

stp
frsys
Global Configuration
fF""bJ e
m [}l Spanning Tree ifj7' &
RSTP ¢ ol E[ s s L EL 2 OISR RSTP ARl s vias Ll
ifpﬁ}u Kl ,”\Tuﬁ}%gusﬁgﬁx# STP ¥ R;TP ?ﬂf ?L;[ﬁ FT;*E ﬂllg{kjmpm 7

m STP Mode — i A2y %‘fﬁﬁéﬁﬁﬂ 1Hi% > 2 EESI¥E] 802.1D fiY BPDU -
RUE AR E{n"@%glc'iﬁ 11 802.1D fUAf#E A - ) l&ﬁ:g\g‘]ﬁl” 802.1D fiv
BPDU -

" RSTP Mode — RSTP rﬁut i (R IR R I pURL 802.1D BPDU » {H7: 7%

%E%F UEF I/ % » IS RSTP BPDU - [l RSTP M £ #7243
#Eﬂé U PSR IR M) RSTP BPDU -

{5
I f@[l[ﬁ’;{ﬁ]’”@i%gl% LAY TG Spanning Tree

Console (config) #spanning-tree mode rstp
Console (config) #
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4.3.11.3

spanning-tree forward-time
L TRy FI‘F%%_?Z][EW P EY spanning tree Tﬁ}% RG] 1 no [T TR Fﬁ”gi%lggj .

=ik
ik
spanning-tree forward-time seconds
no spanning-tree forward-time
seconds—EﬁF JFPERETAE o (ES[E : 4-30 7))
EJ@H4@Kﬁm%H/2+uwﬂWH*@°
15 7}
frsys
Global Configuration

?’F’[_?Jfﬁ['flj"f-_,:‘x
I PRI S (B 5 AR s
LR ﬁh?@F%$ ) Hfu@#ﬁwfjﬂﬂiﬁﬁwé
i ?ﬁu%ﬁpﬂh_¥hﬂ Iy \ﬂf L @, N guﬁﬁiﬁiig?
HEIM R o 05 )3 RN PR R iR R
P

&7

Console (config) #spanning-tree forward-time 20
Console (config) #
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43.11.4

4.3.11.5

spanning-tree hello-time

LN
ul:ﬁi

spanning-tree hello-time time
no spanning-tree hello-time

time—Eﬁ  PIFPERHIGE o (EFR 2 1-10 7 )
@a@ o&(awWM/ztuw%WH e
TP
27}
s
Global Configuration
4y eI
P A R AR B9 2 2 ()PP R D ) [~ [ fEREL -
Efy]

I FI‘F%%_?ZHZEW\ U3PY spanning tree ffj#¥ hello [l » .- no JIf{i" R

ELIE =L

|
—

Console (config) #spanning-tree hello-time 5
Console (config) #

spanning-tree max-age

L TIRY i l%; EH L LAY spanning tree *ﬁﬁ% l’%’?ﬁﬁﬂfﬁ’ 1 no E]Jﬁ“]‘}@ﬁ”ﬁﬁ?l@ °

e

spanning-tree max-age seconds
no spanning-tree max-age

seconds — EJJ? Hl > PIFPELRETAE o (ESE  6-40 7))
] ey 62 [2 x (hello [FifE]) + 1] Fy Vg~ {i -
ﬁ*l’f@t 40 % [2 x (hello ST - 1 [REEEZ T
TP
20 7
e
Global Configuration




ﬁﬁmmﬂﬂ
% il %{éﬁz& KR (1R O ) SRR R L B o Y J@F'ig,
%P [ J~ OF’?E n’&i *ﬁ* (KﬁE RS iR ‘/ ) HUE ER R R -
|wg§$HA[I|§hL w¢1V”W“ ELFITPY STA %¥5 @Eﬂlﬁf%ttw?
i LAN | ST WM S R RLEGRIE RIS T
SEELHER IR TR T POEGE R -

&3]

Console (config) #spanning-tree max-age 40
Console (config) #

4.3.11.6 spanning-tree priority
L T Fll% 12 UMY spanning tree (57 > Y1 no [ FRE ﬁvgl%[;ﬁj

i
spanning-tree priority priority
no spanning-tree priority
priority — )ﬁﬁ‘ﬁf WAVRAETE o
(& - 0- 61440’ I} 4096 LT =TT 5 FC 0 IAVIE S 0 ~ 4096 ~ 8192 ~ 12288
16384 ~ 20480 ~ 24576 ~ 28672 ~ 32768 ~ 36864 ~ 40960 ~ 45056 ~ 49152 ~ 53248 ~
57344 ~ 61440)

TEPE

32768
fridyiss

Global Configuration
FA e

78 B SRALE U~ EGLIEATRI A - B e 35
E'I s lgiﬁ&t STA ﬁ Jﬁ‘%gfﬁl 0L%\|F}’T¢ %}F'F”[&‘iﬁ&?ﬂﬁ' f' EIH[ AC I
ﬁp}%{a'ﬁ[l‘q&%fp o

Efy]

Console (config) #spanning-tree priority 40000
Console (config) #
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4.3.11.7

4.3.11.8

spanning-tree pathcost method

L?»”F’[ T %i[%ﬁ Spanning Tree Frifli " |[AV e €55 4 3% > “F no PIF REELF l%
[H o

nl:ﬁi

spanning-tree pathcost method {long | short}
no spanning-tree pathcost method

m long — fili""] 32 A 7 iUff » #IE-1 £ 200,000,000 -
m short — 1] 32 &5 f9fifi » #HI5-1 £] 65535 -

FEFT
short 3
frsys
Global Configuration
;F[_lbjfwzl R
B P S S L RO A P SO R
g il

ﬁ@ﬁlﬂ%?ﬂﬁ Jﬁﬁftﬁ* ’ ﬁﬁ R T e Sl N Ol Ejé
MRS A (2BEH2Y 4-98 F1) ﬁuiﬂ' FE{%;&}%tﬁHF’i?ﬁ& H] o (BT 4- 99 °)

7]

Console (config) #spanning-tree pathcost method long
Console (config) #

spanning-tree transmission-limit

IP4F 9 R A 5[ RSTP BPDU LV [T = DRI % DI - 1t no FIIF
[}‘fgit“?l%lﬂ o

I

spanning-tree transmission-limit count
no spanning-tree transmission-limit

count — @ﬁﬁ?jf’sﬂﬁf{ﬁjﬂ  PIFPERHIAE o (EIR' C1-10)
R
3
fif
Global Configuration



RIS E
454 UG BPDU i s -
#ij]

Console (config) #spanning-tree transmission-limit 4
Console (config) #

4.3.11.9 spanning-tree cost
[FL“?JF‘[ ] [i I%*—?Fﬁf:)' [F1fV spanning tree & %554 > [ F no [’ [Frggtrn i o

e
spanning-tree cost cost
no spanning-tree cost

cost — P/ [IpVEE RS A o
(#FfE' - 1-200,000,000)
HB AR —
m SNHEE ¢ 200,000-20,000,000
I%ﬁi‘é*ﬁ“‘ ! 20,000-2,000,000
m Gigabit ¢ Mffffs © 2,000-200,000
m N ﬁ -4 S5 12,000,000 0 =S5 11,000,000 :E['Ilﬁ 500,000
m B SSAE - F 5T 1200,000 0 2457 100,000 ¢ P ¢ 50,000
m Gigabit ¢ N - = €57 110,000 © PI3E * 5,000

Interface Configuration (Ethernet » Port Channel)
?"[-? FEIRIE
" spanmng -tree JHTETE 7] Hﬁ}”’F[ TR R 5 B8 1 > PP (SR e
1F[ﬁﬁf$’*ﬂlﬂ%?§ﬁuﬂ o R TR Sf%iﬁﬁﬁ%fﬁ”ﬁ e PR I 71

[ E'é‘, i’@ﬂ:p US| P S IR SR I/H[J o
. ’5, spanning-tree "% %5 £ *in?ﬂ‘—t b short [Ff » B8 (7% £ iUl fifi £ 65,535 -

Ll

Console (config) #interface ethernet SNP5
Console (config-if) #spanning-tree cost 50
Console (config-if)#
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4.3.11.10

feg
spanning-tree port-priority (4-99)

spanning-tree port-priority
PR YRR A PR L no FIF FRIZETTRAD -

e
spanning-tree port-priority priority
no spanning-tree port-priority
priority — fi P9 LT o (FEE' 0 0-240 0 ') 16 FLETAP R )
L
128

A

Interface Configuration (Ethernet ~ Port Channel)

;'F—[_ijfwzlj—tj:c
- IF‘ﬂ}J‘, AH /i I spanning-tree iﬁgﬁiHllﬁl“ IR o D HrrTEJ fi
]}IF'J"EII#”E’V¢ - #2 E[“Insr_;ﬁ&ﬁﬁ gﬂﬁgﬁl%)ﬁuuf[%f?&%i% spanning
tree H F”_' B o
o ¥ PR R ST 4 G b W U R i 50
e

5]

Console (config) #interface ethernet SNP5
Console (config-if) #spanning-tree port-priority 0
Console (config-if)#

e

spanning-tree cost (4-98)




43.11.11  spanning-tree edge-port

4-100

PR TR 0 P AR 1 no PR RSB -
s
fl

spanning-tree edge-port
no spanning-tree edge-port

EFL
NETP0-7 - NETMGT : 47|
SNP0-15 : JF™] ([IEE L )
iy

Interface Configuration (Ethernet » Port Channel)
O LIES

T Pﬁﬁq_% HBIRED © 5O A LAN o i[9 LAN AR > [0 3 =52 -

**%a Nl gﬁ? fi i

HS PRI ¥ DR IR f:l#'“l%p i '.]EH’?’ EEF B > 1N

}L-V‘F“E? Spanning Tree 7 T ??%L;"FJ;@H ) 7
|

%ﬂ%%%ﬁﬁJw% wﬁ’m%m F@E@w%ﬂﬂ“ﬁﬁﬁ*w
B

7]

kg [N L ) SRS spanning tree f Jﬁia_}f‘
Edge Port [i') |7 (b [l 4 #ip J};ggﬂ'urq%rﬁ@ MULIE: IE' £

%j ‘TJQBJEI " STA ﬁl F[j

Console (config) #interface ethernet SNP5
Console (config-if) #spanning-tree edge-port
Console (config-if)#
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4.3.11.12

4.3.11.13

spanning-tree protocol-migration
PHRAY EPOR D ol T 7 P T BPDU A= -
nf[?i“:

spanning-tree protocol-migration interface

interface
» ethernet port-name

port-name — " EGHHFIR © SNPO-15 : Filiff it © NETPO-7 & FiEli¥

H : NETMGT
m port-channel channel-id ( #E : 1-6)
e
Privileged Exec
AR
(= [ 155 P et 2 508 (ERHI%] STP BPDU > cuf Configuration (2 fEFEE ) F
Topology Change Notification ({f¥=/>#|*]1) BPDU pﬁ FIERE LS /?E F it @
i USTP ﬁj P o T3 i = lﬂ Eﬂilsdu i s }“J spanning-tree protocol-m r atio
?F[ ] PR R B P PR iV BPDU F‘T“ (RSTP fY STP FL °

7]

Console (config) #interface ethernet SNP5
Console (config-if) #spanning-tree protocol-migration
Console (config-if)#

spanning-tree link-type
L"L“?'JF'[ JF' %i[%ﬁ Spanning Tree [fi "' [fUASERAERT » Y1 - no [ RE L ?ljﬁ_’l o

e
spanning-tree link-type {auto | point-to-point | shared}
no spanning-tree link-type
m auto — | IPIIEEET AR ?iﬁiﬁﬂq@“ SFERE o
m point-to-point — BEERREEE o
m shared - " ?ﬂ\?gﬁ i

TP

auto

A

Interface Configuration (Ethernet » Port Channel)



;'F'[-lbj@zlj—tj:c

LA E s My IWEE‘ » G| point-to-point A o F =TS
[ﬂj (et pS % [l ﬁf El 5shared &&5‘ o

o 2 Figoiin dwﬁﬁ > U USSR ¢ 2 S R
ijA el o e ,,PIE”EEtijﬂFq @5& o

= RSTP D S B I o TR 6 9 L [T R S s ,i%';uz@, U 8L s 1R Fij
feffi™] RSTP fiv M i

&3]

Console (config) #interface ethernet SNP5
Console (config-if) #spanning-tree link-type point-to-point
Console (config-if)#

43.11.14  show spanning-tree

57 [ B spanning tree [IURCE -
it
show spanning-tree [interface]

m interface
= ethernet port-name

port-name — " HEEFF LS < SNP0-15 ¢ FUHHF I - NETPO-7 & Fi-Ehiiff

Y NETMGT
= port-channel channel-id ( #5E © 1-6)
frs
Privileged Exec
ﬁﬂ@mﬁﬂ

m f{1"] show spanning-tree i EJJ‘:T']%VD IR PR R b BNy
spanning tree " fiz 9t > A “FA [ spanning tree |15 ffdl /i FIpua AR (e o
FQ,IEFH S [ /T 21 spanning tree A% i ﬁ%blﬁl” show spanning-tree interface
?ﬁ T
m [#HF* Bridge-group information ™ FTEiA- v S ZEIE IR o s BT 3-55 FIpY T
EELA STA AU E%J&W 1 B 'E VR ﬁ%iﬂﬁ‘ﬁ 3-100 FIfiY FE%
b

Spanning Tree i L

4-102  Sun Fire™ B1600 Blade RIFHEFETIRBRETEIER « 2003 F 4 B



3]

Consolef#tshow spanning-tree
Bridge-group information

Spanning tree mode RSTP
Spanning tree enable/disable enable
Priority 32768
Bridge Hello Time (sec.) 2
Bridge Max Age (sec.) 20
Bridge Forward Delay (sec.) 15
Root Hello Time (sec.) 2
Root Max Age (sec.) 20
Root Forward Delay (sec.) 15
Designated Root 8.0000E8666672
Current root port 0
Current root cost 0
Number of topology changes : 0
Last topology changes time (sec.): 1363
Transmission limit 3
Path Cost Mothod 21
SNPO information

Admin status enable

Role designate

State forwarding

Path cost 10000

Priority 128

Designated cost 0

Designated port 8.1

Designated root 8.0000E8666672
Designated bridge 8.0000E8666672
Forward transitions 0

Admin edge port disable

Oper edge port disable

Admin Link type
Oper Link type

Console#

point-to-point
point-to-point




4312  VLAN #{]
VLAN {1~ ﬁ*«rﬁn‘iﬁ“ﬂ{ﬁ,nﬁit i E‘{Fllﬁ_}%fﬁ&% Y o (E g R AR e = ]

13]& R T/

é@%’@wrﬂﬁmqvme AR H{T“‘F'FJF“?E'J PR VLA
B BRI £ - 47 VLAN BRI L 2P Pof i VAN

By

e ThEE X HH

q/m/ﬂ'f#/ VLAN 7%

vlan database £ VLAN S¥RA o YERIGET - Reitpe GC o 4-105

VLAN

vlan T VLAN > 847 VID  EFEENE VC  4-105

/U%Lé‘ VLAN /7 [7r

interface vlan E®o jf'r’ph VLAN [i4 /¥ I? ﬁ“"ﬁz%’ﬂ‘c’@,ﬂ GC 4-106

switchport mode r%t; I?lﬁ Y VLAN = F fist IC  4-107

switchport acceptable- f%H\:J P opufl e IC  4-108

frame-types

swicthport ingress- | PR i Jﬁﬂ?f‘ R FL,jJF IC  4-109

filtering

switchport native vlan f%H\: it E[E Y PVID ( [iil# £| VL AN) IC 4-110

switchport allowed vlan F%}“{L_; E[ﬁlﬁf,{p Y VLAN IC 4-111

switchport gvrp Tlif At E[F 1Y GVRP IC 4-114

switchport forbidden vlan f%t) f[jfﬁ{ 1Y VLAN IC 4-112

A7 VLAN #5574

show vlan Hi5. VLAN Y NE - 4-113
PE

show interfaces status 2. }‘F’ﬁc VLAN /i qu’m}ﬁiﬁg NE - 4-81

vlan PE

show interfaces g gy (e [ R i NE - 4-84

switchport PE
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4.3.12.1

4.3.12.2

vlan database

PRSP T VLAN SRR » P R g s e

fras
Global Configuration
f’rﬁ e
m ~FVLAN EH‘"[?I#’I :UF[J F'J—F PET ~ PrdF=EpiE VLAN = *”F:Iv;qlr;g N
o it show vlan ?ﬁ l 5 VLAN @&k i -
" 1nterface vlan ff T éyzﬁf_}%’tﬁi’gff R’ETFEL* R R VLAN H

I HIE= VLAN [* pu@%ﬁé& ;ﬂﬂﬁ?‘,. ﬁhﬁ#ﬁgﬁz ﬁuﬁ?”%ﬁsi{
show running-config ] R lﬂlﬁfr’é&—i

&3]

Console (config) #vlan database
Console (config-vlan) #

el
show vlan (4-113)

vlan
P AT 8 VLAN - 9L no JITF* FRIELHZ AR VLAN I -

i

vlan vlan-id [name vian-name] media ethernet [state {active | suspend}]
no vlan vlan-id [name | state]

m olan-id - FFEED VLAN [V ID © (& : 1-4094 %ﬁ*ﬁjﬁwﬁ?f’ﬁ[lf 0)
m name - VLAN {0 F'}F”FTJ%J

= vlan-name - ASCII F f[ I
= media ethernet — ¢ M7 ZﬁF'HU
m state — BZELTE VLANNE (&EJEJ%%% o

» active — VLAN 3& [Ef[1 o

= suspend - VLAN F,li’ﬁﬁllp ﬂr“Iiﬁﬁl‘eﬁl VLAN } f{lﬁ‘:’fﬁﬂﬂ °

1215 W47 o

TR
vgji%ﬁ\' |- it VLAN (VLAN 1) i [=

BHUE BLTE2R 4105



fifyss
VLAN Database Configuration

s LIE
m no vlan vlan-id % VLAN -

no vlan vian-id name | VLAN & o

no vlan vlan-id state &f VLAN [ﬁféit"vgl%ﬂ{ﬁ: foE*J) o

s VLAN 1 It HHEE VLAN ?’BJE m@

Rk S =R JI%JL 255 ffi# VLAN

afy]
I Ef R | vian-id 105 % €7 RD5 #7487~ i VLAN » = VLAN EF% j:g S8

1=

Console (config) #vlan database
Console (config-vlan)#vlan 105 name RD5 media ethernet
Console (config-vlan) #

TR ]
show vlan (4-113)

4.3.12.3 interface vlan
PARATTE T VLAN [/ Rt R i
it

4-106

interface vlan vlan-id
olan-id - fFFEEY VLAN 19 1D « (#! : 1-4094 » G iFigh 20t 0)
frsys
Global Configuration

#af3]
P A YRR /7 A [ Bk VLAN 1 2278 VLAN {9 TP At

Console (config) #interface vlan 1
Console (config-if)#ip address 192.168.1.254 255.255.255.0
Console (config-if)#
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feg
shutdown (4-79)

4.3.12.4 switchport mode
Hﬁ}”’F[ [i %—Lﬁgtﬁﬂﬁu VLAN Zgsi=" > - no [If* [Ffﬁt’:vgl%lﬂ o

it
switchport mode {trunk | hybrid}
no switchport mode
m trunk —EHEEIR (B0 VLAN PORY— [k e 1o Popihl Ry € sy 0 py
ﬁli‘%ﬁw‘i RIS lﬁ:&%fﬁ“"lﬁlﬁ‘ﬁﬁgﬁw MFJ VLAN [V & o s
B | SRR R VLAN 3 A PVID A ) Ot > ISR T AR
E
m hybrid - T‘F’JLLEJF,?“ VLAN /i1 e i i I s JD:‘:@%‘E‘H < J[lﬁi
;Fﬂz%;]a SESI NN
Bt Jﬁ%ﬁiﬁﬁﬁﬁ%ﬁﬂﬂ?ﬂﬁ@% » ' PVID fi—fr%fg% VLAN 1 -
iy

Interface Configuration (Ethernet » Port Channel)

3]
I ﬁ@['fﬁﬂﬁ?r'ﬁ:ﬁf“ A EEL SNP1 - ##Kf switchport f6 “%it hybrid :

Console (config) #interface ethernet SNP1
Console (config-if) #switchport mode hybrid
Console (config-if)#




4.3.12.5 switchport acceptable-frame-types

B RS ISR W R 1 o B PR ISR -
i

switchport acceptable-frame-types {all | tagged}
no switchport acceptable-frame-types

m all - PSRRI R R ?@?Jﬂﬁpﬁ{:ifﬁg@j .
L] tagged IPIEC_}%E&& b I};,Fqsrg J[lit)ff!m%!ﬂ SESRTAS
TP
e IR T S
Interface Configuration (Ethernet ~ Port Channel)
}"'[—?J fEH
AT R I » TSR R RSO i R
LAN -
&y

I %Ef‘{/[lfﬁ’ B}Lﬁiu SNP1 F,J};tqﬁr?JJJ[Iﬁ%};}ggflfjﬁé,J :

Console (config) #interface ethernet SNP1

Console (config-if) #switchport acceptable-frame-types tagged
Console (config-if)#
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4.3.12.6 switchport ingress—filtering
L"L“?Fﬁﬁp’?‘ﬁ' ]?lﬂ Jﬁw xpﬁ_]?ﬂr JHC Jp = no E'HH [L’;{Etr'mg[%"lg

it
switchport ingress-filtering
no switchport ingress-filtering
i
]

ffe
Interface Configuration (Ethernet » Port Channel)
}"’[_?J E[Elj"f-l::\:
m i inELﬁJﬁ:F 'aLETJJ[Iﬂ;Fﬁzg,p‘Jﬁé,rg sy
- Dl e e PSS 5 VLAN B -
Ivr«/\—T\}ZgTﬁ!‘g"‘I{IFIJFII* FVLAN’ [P"E'ﬁﬁfﬁ ol e e (2 lfﬁﬁu
p ”fﬁ *%J%?*i”*ﬁ}% BRI FEH‘LF VLAN) -
n ¥ ESFFI ﬁ—ﬂﬁj :LIE'}?FF‘L/ JF., , Ef FILISFTUFIJﬁEIJJE *EI,%}JF‘IEIJ VLAN = Sf\ Jl_ﬁf[ﬁ{ﬁj
lg- tﬁ" ’ E[[JIF“N Bl ﬁgﬁ*’[kﬁnpﬁ %o
U, iFLr‘JJ ‘.tﬁ gH] [J VLAN FIJ BPDU ﬁtlj ’ '7ﬂ‘[j[[ GVRP £ STP ==, i |£
] TR
sy - [ERLEHT GMRP Vﬁp{f“ Z] VLAN [ BPDU £} t i1 5% g%gs

3]
NN UGS Elﬁ%ﬁ—_ﬁ SNP1 s H > IRz f'sr“ H iy SERCE

Console (config) #interface ethernet SNP1
Console (config-if) #switchport ingress-filtering
Console (config-if)#




4-110

4.3.12.7 switchport native vlan

PR & F1py PVID (AR VID) » [ no PR (8L
i
Fr

switchport native vlan vlan-id
no switchport native vlan

il o

vlan-id = f1 PIPYFHE VLAN ID © (#950 : 1-4094 » Bed i i 72911 0)
TR
VLAN 1
ff
Interface Configuration (Ethernet » Port Channel)
] e

PR VLAN 1 IEL}H’* PVID jf"d’:rt bIF= VLAN 7% /7 i lﬁgl‘*ﬂ@ p
“VLANl[  REL T Fiﬁ@#u% o*#ﬁﬂ%ﬁﬁjv AN » FirE Hpﬁﬂ“
Ak %Ju;ﬁ,j in;fﬂmxgpmﬂy ChET }{fj’f PVID J%t VR TR o
" [,FI E% ﬁtlﬁ;@gllﬂﬂ EEL all F‘/ switchport ﬁi)‘%ﬂ‘i hybrid * = PVID m}*ﬁﬂi
FrEE 1 ﬁ%ﬁ IR AR S T
#afy]
I B SNPT i I PVID 5% VLAN 3 ¢

Console (config) #interface ethernet SNP1

Console (config-if) #switchport native vlan 3
Console (config-if)#
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4.3.12.8 switchport allowed vlan
p
L ARIH I%J\L_f_“{u_ P9 VLAN B 90 no FI [F@iﬁb B -
it
switchport allowed vlan {add vian [tagged | untagged] | remove vlan}

m add vian - 'F“D i VLAN § %HU%F
m remove vian — FAF T p VLAN GH(IfR

B BRI T U LRL 0 o (#ET : 1-4094)

no switchport allowed vlan

AR 1 LSUAIY] NETMGT S 1519 no switchport allowed vlan 154 ( /411
L %NH SHREGHRL) ¥\ IR -EL gl 35 PR R 51 Limw;lr%ﬁu VLAN("Iﬁ
VLAN 2) » 2R 1E-H VLAN IFee - i 1) 4R

config) #interface ethernet NETMGT

config-if) #switchport allowed vlan add 2
config-if)#switchport native vlan 2

config-if) #switchport allowed vlan remove <vlan id>

Console
Console
Console
Console

E 1 <vlan id> 7y NETMGT €790 * f¥ VLAN (VLAN 2 [#9 ) 3 *E@F ( ﬁfv‘ ;
VLAN 2 9 > ﬁé’é\f NETMGT Ffl +7r) VLAN EiHe!] M4 -

m PR (T NETMGT +37*?§%3%A VLAN 1 °
NETMGT |3 p% “ VLAN 2 ©
m CHREE RIS ’JDﬁE‘: = (A ESpugT e -

Interface Configuration (Ethernet » Port Channel)

;-F'[_lb fﬁ,zl 4=

L sw1tchport ﬁiffit trunk HIbE] /7 EI?’QL—_E‘?’E‘;}’E/‘ (= VLAN {5 Eﬁ S
PR} = i (g e A 2

m RO LB e HFE’*%I /L{L VLAN 1 /i PiRE Al 2 Y tagged ==
untagged 2 kLY ]13%—1\}3\%5@ EIJEJJ‘: jﬂ‘%ljv:‘\F OFER RS & _FpuiR s

m P IREAES MR E'I | SHIREL b Jr‘.quﬂfg& T q,#; VLAN > 1=/ P i e
T ﬁiﬂﬁ*—ﬁ%ﬂm&g ot iEF'LVLAN[ AP 2 plorp W% Jﬂﬁ*%@%ﬁ”
VLAN A[Jf* > ] ”vp“ [V IERL /7 1R Ffr%%:}ﬂ} VLAN -

m TR TP VIAN B @ 5 F VLAN @ e
l}lpu;fﬁqé’,(?ﬁ F[I?”]’iﬁ?



3]

VI A SRR VLAN 1~ 2~ 5 6 17 SNPY [ Fifh f7 i 12 A 35

VLAN :

Console (config) #interface ethernet SNP1

Console (config-if) #switchport allowed vlan add 1 tagged
Console (config-if) #switchport allowed vlan add 2 tagged
Console (config-if) #switchport allowed vlan add 5 tagged
Console (config-if) #switchport allowed vlan add 6 tagged
Console (config-if)#

4.3.12.9 switchport forbidden vlan
P LR VLAN - E no IR 4R VLAN i 1 -

it
switchport forbidden vlan {add vlan | remove vlan}
no switchport forbidden vlan

m add vlan — {*9I* ¥ VLAN ID °
m remove vlan — 'F?F'JF? i VLAN ID -

BEBHPET T IRL 0 o (S ¢ 1-4094)
EFT
eI 5 [ VLAN «
40
Interface Configuration (Ethernet » Port Channel)
ﬁ§§=ﬁgﬂ ﬂJ:D
= lfﬁ}”’f A IR M VLAN 3 ,mﬁ} GVRP [Igrip? dn i o

m S VLAN SIS Ao @ VLAN I P i i R [l

AT T -
]
F) S 7 AR - SNPEEEE® VLAN 3 -

T TIpy

Console (config) #interface ethernet SNP1
Console (config-if) #switchport forbidden vlan add 3
Console (config-if)#
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4.3.12.10

show vlan

\

P54 B VLAN %Y+ -
£33

—r-L

show vlan [id vlan-id | name vian-name]
» id - VLAN ID [j|PIpoRisEs -

» vlan-id - [h%i v
® name - VLA

VFqFLJTﬂ

LAN fi¥ ID ( E

1-4094 »

O )

= ovlan-name — ASCII F f[ PR (“ 1 Z] 15 {@3d7 -

FREE
H1A-57E) VLAN -

frsys
Normal Exec ~ Privileged Exec

&3]

P PR VLAN o5

Console#fshow vlan id 1
VLAN Type Name Status Ports/Channel groups
1 Static DefaultVlan Active SNP1 SNP2 SNP3 SNP4
SNP6 SNP7 SNP8 SNP9
SNP11 SNP12 SNP13 SNP14
NETPO NETP1 NETP2 NETP3
NETP5 NETP6 NETP7
2 Static MgtVlan Active NETMGT
Console#
FNE ELT2R 4113




4313 GVRP = ﬁ%ﬁ%w ﬁq

GVRP (GARP VLAN Registration Protocol * GARP VLAN F:f] iﬁjaﬁ' ) BRI

TR~ AP 1 VLAN T T fIE l‘ﬁ,}ﬂﬁ'ﬂ&ﬂ Py £ E =

VLAN # [}~ & QR T A © 502 S /1 GVRP » 2 a7

Bridge Extension ( ﬁ‘}%’ ERPE A TR ) MIB 195 s “”F:P%";{ o

ik g Iheg #X HH

PR

switchport gvrp ?Sf BT GVRP IC 4-114

switchport forbidden ]%’ﬂ‘c’f? FHAR[Y VLAN IC  4-112

vlan

show gvrp g g E'F 1Y GVRP i: "ﬁ: NE - 4-115

configuration PE

garp timer ]%ﬂ‘cﬁgf JfiefY GARP ?{-pﬁ e IC  4-116

show garp timer 2 fj{u_fjjﬂ Y GARP ﬁﬁfg; NE -+ 4-117
PE

267

bridge-ext gvrp T R 55 pY GVRP S GC 4-118

show bridge-ext S A A R A PE 4-119

4.3.13.1 switchport gvrp

4-114

ISET I DR RV GVRP > LT no BT 2= -
e

switchport gvrp
no switchport gvrp

FEFT
Enabled

freys

Interface Configuration (Ethernet, Port Channel)
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4.3.13.2

3]

Console (config) #interface ethernet SNP1
Console (config-if) #switchport gvrp
Console (config-if)#

show gvrp configuration

P45 4] [ BT GVRP == Ry -
e

show gvrp configuration [interface]

interface
m ethernet port-name

port-name — " IR SNPO-15 i it © NETPO-7 & FiEli ¥

£ NETMGT
m port-channel channel-id ( &E : 1-6)
BT B 5 R T
Normal Exec ~ Privileged Exec
Hfy]

Console#tshow gvrp configuration
Whole system:

GVRP configuration: Enabled
SNPO :

Gvrp configuration: Enabled
SNP1:

Gvrp configuration: Enabled




4.3.13.3 garp timer

g&? R S RN A 0 no PITFURTET A R R R
nl:ﬁi
garp timer {join | leave | leaveall} timer_value
no garp timer {join | leave | leaveall}
m {join | leave | leaveall} - EI?LFU*WJJ‘:E"E
w timer_value — Gt AR -

FfEl
w B1:0.2-10 FF
n HE 060 30 7
. ;I”f’z : 5-180 *}
HREEE
m Y102 Ff
m ] 0 6 %L
m = ?Z [HERF] - 10 FJ
R
Interface Configuration (Ethernet ~ Port Channel)
TF"'&J FEIRIE

m GVRP= GMRP "] Group Address Registration Protocol (GARP fERT b ik
PR #ﬁ‘%}f LAN P12 FTRREER T0 2 i RS - GARP &
o SR VTR e 1127 67 - [2EGMRP 5 GVRP
A IR T g[” ROIETEeE @ Lafy o

= ‘ngE %Eﬁfi%tf’?? VLi PF”T E*ﬁ&ﬁu Gi/HRP e E”sr

L] “fE AR [ 4 p:‘f N

B >= (2 x % Jp
" *jﬁh'a: ] > B

GER el AR SRR Y A PR AR GVRP SR AT
GVRP ?*rﬁ GE [

Efy]

Console (config) #interface ethernet SNP1
Console (config-if) #garp timer join 100
Console (config-if)#
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feg
show garp timer (4-117)

4.3.134 show garp timer
PHRA R SR LS I GARP FHFH -
i
show garp timer [interface]

interface
m ethernet port-name

port-name — IR SNP0-15 il It © NETPO-7 & FiEli¥

H : NETMGT
m port-channel channel-id ( &E : 1-6)
Y1 7E] GARP ] -
Normal Exec ~ Privileged Exec
3]

Console#fshow garp timer ethernet SNP1
SNP1 GARP timer status:

Join timer: 20 sec.

Leave timer: 60 sec.

Leaveall timer: 1000 sec.
Console#

o4
garp timer (4-116)



4.3.13.5 bridge-ext gvrp
5 BT LY GVRP S+ 9LE no B FBP P -

it
bridge-ext gvrp
no bridge-ext gvrp

TERE
Enabled
fidj s
Global Configuration
fF’l"bj R
GVRP 0 iy 37— B =0 VLAN =y puh = I Iglfiqﬁgji e P

I LR VLAN 151 - feop R 1P VLAN R T e iy
P HEV IR B A £ 9 VLAN o

Efy]

Console (config) #bridge-ext gvrp
Console (config) #
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4.3.13.6

show bridge-ext

IPSFE 4 R AT BRI R R
-
s
Privileged Exec
] e
P T S OB
m Max support vlan numbers — =% 815 {1 7| TEEE 802.1Q #2¥&[[ 1Y VLAN
m Max support vlan ID - ¢ iz H VE -~ VLAN ID °
» Extended multicast filtering services — I'=4 {1 #| [MELGMRP (GARP
Multicast Registration Protocol * GARP {5 ?’,?’{7 11 P ) SRR
e b {ﬂ—ﬂ Jﬁjﬂ‘, o
m Static entry individual port — [P0 B F e B SR ”?’,jf@*’*’,ﬁfj@iﬂ—
( Z£BEPY 4-86 FIZ=8T 4-122 F1)
= VLAN learning - =% #3445 fi "] IVL (Independent VLAN Learning > /™"
VLAN %'3?7? ) B Wﬁﬁfﬁ%\?ﬂ Fle HYSERT E’*?H'ﬁ
m Configurable PVID taggmg =7 }Z\ELEF SECEEalEEE: FAlT ngli}}g_}%{ﬁ&
VLAN ID (§f w3117 [ PVID) HjtI () i JH: T
VLAN) (% B57 4110 F! ) -
= Local VLAN capable — {5 & #2111V {1 Spanning Tree “Pf< » [Ifj]l=%
g i+ Y42 2E1 Spanning Tree °
» Traffic classes — =0 U AR HLUR [l ™ 8 (R A58 SRR B LRTH IV RS (2258
57 4-134 F1) o
m Global GVRP status — GARP VLAN Registration Protocol (GARP VLAN ¢
PMEFE - GVRP) Fh b gadi b - Al 51 VLAN BYF o= TR
A H R E"‘&@lﬁ“ﬁ‘fﬁ:ﬁl Tl Y VLAN A% £l o 3 fol i VLAN F5E W
AR A P ) 9 B i ﬁ']iﬁfﬁjﬁh (=BI5Y 4-118 F1 ) »
m GMRP - GARP Multlcast Registration Protocol (GARP #5i ]?{ﬁftﬂiﬁ]gﬁ?ﬂ

&> GMRP) fi' Fl[ﬂ?‘ﬁﬁﬁ)“:ﬁ”iil ASHIHE e PR PR AR T 4R
GMRP » ("] Internet Group Management Protocol (AR FER F2Rlsp]
P2 > IGMP) TR IR EEE R = -



4.3.14

3]

Consolet#tshow bridge-ext

Max support vlan numbers: 255

Max support vlan ID: 4094
Extended multicast filtering services: No
Static entry individual port: Yes
VLAN learning: IVL

Configurable PVID tagging: Yes
Local VLAN capable: Yes

Traffic classes: Enabled

Global GVRP status: Enabled

GMRP: Disabled
Console#

IGMP Snooping ffi 1]

L EER ] IGMP (Internet Group Management Protocol » Al 5 & R
o6 °8) I A = ol o EREE R SR ARSI IATE ) 2 £ o e e SR MY
= PSSR IR © SR R AR RS ;tg_if%*ﬁ'l[“ ol |P7+ LB
T OSPGB4 & s /Ty R Jf”JFA TR A AR R -

e TheE #X HH
HF IGMP 777

ip igmp snooping TP“E'J IGMP snooping GC 4121
ip igmp snooping vlan }{ J[I a ’?’,Tﬁﬁ*“"“ 1Y £ LAY gj - GC 4-122
static

ip igmp snooping E IGMP A5 £ 1| [E 7 8135 GC 4122
version

show ip igmp snooping &+ IGMP snooping A" fiz PE 4123
show bridge multicast &~ IGMP snooping MAC 5 #1f] 1 PE 4124
IGMP @ %151i]

ip igmp snooping R IGMP snooping fiY 1 7 H £ €1 GC 4-124
querier

ip igmp snooping F%‘r %‘u S GC 4-125

query-count

ip igmp snooping Eﬁ R el GC 4-126
query-interval
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4.3.14.1

i Thee #X EE
ip igmp snooping r%ﬂ—_[ﬂ'%?]fﬁ%ﬁﬁ ] GC 4-127
query-max-response-time
ip igmp snooping F%’JL T e R ] GC 4-128
router-port-expire-time
show ip igmp snooping 205 IGMP snooping ;:'EJ} PE 4-123
P P 7 1. 5714
ip igmp snooping vlan i~ [T ?{ THE N SRS R GC  4-129
mrouter
show ip igmp snooping &= = ’?’ﬁg‘ﬁ,myl%glg_j:}ﬁ,k PE  4-130
mrouter
ip igmp snooping
[FLA}JF‘I 1 I:IJEIZ];(*FIJ"T\% g FF“ IGMP snooping ﬁj—ﬁ‘; , JJLLF no E”PJ @,EIJLF‘ﬂjjJ—F’J‘: °
e
ip igmp snooping
no ip igmp snooping
i
Disabled
Global Configuration
Efy]
P = g fflsrﬁlj IGMP snooping “Jfj-
Console (config) #ip igmp snooping
Console (config) #
HOE HLT2R 4121




4.3.14.2 ip igmp snooping vlan static

B TSR RIS 11 1 o IIFSKIEE R o B
nf[?i“:

ip igmp snooping vlan vlan-id static ip-address interface

no ip igmp snooping vlan vlan-id static ip-address interface

m vlan-id - VLAN ID ( & © 1-4094)
m ip-address — ’?’,Hﬁﬁ"ﬁ”ﬁ YIP i

m interface
n ethernet port-name
port-name — ™ FUHIEE IR 0 SNPO-15 5 i 51 - NETPO-7 5 ’EFE,';ET_I}%
i} : NETMGT
= port-channel channel-id ( #5E : 1-6)
“ijlgf%l'i:
fity
Global Configuration

afy]
II~= %’ﬁ/[u ESCIER R l—?%’? ’?ﬁﬁﬁ‘-ﬁ“” :

Console (config) #ip igmp snooping vlan 1 static 224.0.0.12
ethernet SNP5

Console (config) #

4.3.14.3 Ip igmp snooping version

IFL“?PF‘[ 7 [ F%H— IGMP snooping 454 > i I no [l TR £ P%‘;E

i

ip igmp snooping version {1 | 2}
no ip igmp snooping version

= 1-IGMP/5% 1
= 2-IGMP%5% 2

AERE
IGMP 45% 2

fifyiss
Global Configuration
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4.3.14.4

R EINES
u ”’Tﬁ RO TJ‘E;U‘ R ;FEI IS4 - [[1ﬁi_§fng PIL 4 1 g
%E‘I y ﬂ\}zxaulgg’jtu L;;!”EDH }*ngﬁ_ 1o
LN hi??l A PE T IGMPV2 TR ®/4f1 ip igmp query-max-response-time ="
ip igmp query-timeout °
&y
PP = a2 Esa“ LAY M T IGMP S 4 1 ¢

Console (config)#ip igmp snooping version 1
Console (config) #

show ip igmp snooping
[FL“?LF[ T &7 IGMP snooping - iz F;Q“
R
Privileged Exec
3"'[-?] R
gajf/\[%ﬁ ? e ﬁfﬁﬁ TRV > ﬁ%éﬁr}ﬂ?j 4 FIfY FF%':“*— IGMP Snooping %
v

&y
PP~ = a8 FURY IGMP snooping At i

Consolet#tishow ip igmp snooping
Service status: Enabled

Querier status: Enabled

Query count: 2

Query interval: 125 sec

Query max response time: 10 sec
Query time-out: 300 sec

IGMP snooping version: Version 2
Console#




4.3.14.5

4.3.14.6

show mac-address-table multicast
L TR IR Y ,:”?4, LA HE TR S
nl:ﬁi“:
show mac-address-table multicast [vlan vian-id] [user | igmp-snooping]

m olan-id - VLAN 1D (1 Z[ 4094)
m user — ,\I_“Ef? TFB EIJ F%";‘{E J%vrn %TEIE [ o
m igmp-snooping - | {57 :%if IGMP snooping 5 FH{ZJ[V-FIE ! -

iy
Privileged Exec
?"[-?J IR
45 S [R5 EYEIE ) TGMP 71 USER Ry » 2 LR A L -
EEFJ’J
el fﬁﬁ“}% i 1 VLAN 135 IGMP snooping ’:’I"'r%%???[JEUﬁéﬁg’?]TﬁfEE I

Console#show mac-address-table multicast vlan 1 igmp-snooping
VLAN M'cast IP addr.Member ports Type

1 224.0.0.12 NETPO USER
1 224.1.2.3 NETP1 IGMP
Console#

ip igmp snooping querier
PR O % T&é‘EF EHE IGMP snooping i 5@ H[1Y 71> L no P [P -
I

ip igmp snooping querier
no ip igmp snooping querier

TPEE
Disabled

s
Global Configuration
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4.3.14.7

f’[_?J E[EIJ"I-J::\:
PRI - R KSR A R S
%@%H,ﬂ %%b%J° ﬁ ﬁ " F

I

3]

Console (config) #ip igmp snooping querier
Console (config) #

ip igmp snooping query-count
PHRAT SR AR P no PR PRI EEHE D -
%ﬂi

ip igmp snooping query-count count
no ip igmp snooping query-count

count — @ HIGROR L VI8 2 50 WL RGO 1T
HECH I AR (10
il
2 times
A
Global Configuration
?7§ﬂqu1fﬂ

e e Ll ; m?l 157t /\?mw [ B F R
m *J o ﬁ;@ﬁgﬁflf,ﬁugﬁaﬁuki% SRR »gwf B R rJ[ SDINe Elf J[ﬂlfg,
ff | {¢-ip igmp snooping query-max response-time 4~5°S-FI IR lﬂg‘\f °
Er' PR IR AP [0 (RO ™ T = B %?‘E‘F
&y
PP = B YRR W HrREEss 10 ¢

Console (config) #ip igmp snooping query-count 10
Console (config) #

o4

ip igmp snooping query-max-response-time (4-127)

BHUE BLTB2R 4125



4.3.14.8 ip igmp snooping query-interval
WA i R ORI+ 0 no BT FRIDEERR -
i

ip igmp snooping query-interval seconds
no ip igmp snooping query-interval

seconds — LA IGMP = BFRIHIF RO - (B3R! 60-125)
125 7
fifyiest
Global Configuration
&3]
IS = SRR IR RIS 100 75 -

Console (config) #ip igmp snooping query-interval 100
Console (config) #

4-126  Sun Fire™ B1600 Blade R#FHEFET IR EIEIER » 2003 £ 4 B



4.3.14.9

ip igmp snooping query-max-response-time
P R RIS R L no U RS -
e

ip igmp snooping query-max-response-time seconds

no ip igmp snooping query-max-response-time

seconds — IGMP @‘I FF I;ELI'LF, El(’J[H'ﬁ%?p?i%E\JJ‘? ] o (#E : 5-25)

PR

10 7}
iy

Global Configuration

el ES

m Ly Ellm“ IGMPv2 > Hﬁ.? FFe

n g,;ﬁ%ﬁ P n’*qr i‘,EE | F' lflﬁjlm[ﬁlpj[ﬂ“%m rﬂuﬁfr ’EIH[IP‘T’I
TR o E fﬁaﬂfﬂﬁ g $ Zlip i 1gmp snoopmg query-count RN »glr

§o IR %f?f% F““i‘f“ LG e e

1% i turulﬂﬁw r Iﬂ[f CA Sl Tz HI=E RS -

D_""n_

‘N =

#3fy]
I ﬂﬁfﬂ[llﬁ’ﬂjﬁwmlﬁgﬁéﬁif HEL 20 7P ¢

Console (config) #ip igmp snooping query-max-response-time 20
Console (config) #

fe
ip igmp snooping version (4-122)
ip igmp snooping query-max-response-time (4-127)

FENE LT8R 4127



4.3.14.10  ip igmp snooping router-port-expire-time
P A R AT R > o no R R ERRRE -

i
ip igmp snooping router-port-expire-time seconds
no ip igmp snooping router-port-expire-time

seconds — (E3T— TR A 5 [ Lpgg,_ﬁmfﬁjag_l VS LT
Tﬂ A RS 0 H S R e :3
Al o (AR 3%%#;00 f %

PR
300 *}

fraes
Global Configuration
-jF"[_?J fE[EIJ‘f-J =t
LR R IGMPY2 > RS TR qum
Y]
J - AR R £ 500 7 -

F' JIE

Console (config) #

Console (config) #ip igmp snooping router-port-expire-time 500

fes 4
ip igmp snooping version (4-122)
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43.14.11  ip igmp snooping vlan mrouter
IR A] Y T R R R AR P no PIIAURTE MRS -

e
ip igmp snooping vlan vlan-id mrouter interface
no ip igmp snooping vlan vlan-id mrouter interface
m olan-id - VLAN ID ( #E © 1-4094)
m interface
= ethernet port-name
port-name — " EIF IR SNP0-15 i it - NETPO-7 & fiEli
i NETMGT
= port-channel channel-id ( & : 1-6)

ﬂ?ﬁ*

(r"

CE P ER R R A I
?'F'[-IJE'L:‘
Global Configuration
3"’[-?] R
H SRR = CU NI IGMP 815 20 T pLFESufS i IGMP izt = [4

0
= LY IGMP 38 H LRSS P 1 m’”? A1/ B0 ) S
e LSBT /7 GREFIREY PIOE) T o MR I e e

STt

4% =R ©

3 fy]
PY S w2 11 lﬁﬁ}%ﬁé&%ﬂn VLAN 1 f[If Jﬁ*“r'?,m[,pw SRR

Console (config) #ip igmp snooping vlan 1 mrouter ethernet NETPO
Console (config) #




43.14.12  show ip igmp snooping mrouter
R B P B B A A N
it
show ip igmp snooping mrouter [vlan vlan-id]
vlan-id — VLAN ID ( &3 © 1-4094)
TR
R e ST VLAN (ORS00 R R g e -
frifyiss
Privileged Exec
ﬁﬂ@mﬁﬂ
I T R VRS R R ER [ T PRI Static ([ ) = Dynamic (IR ) [y
FEi o

)
Y R SR R O£

Console#tshow ip igmp snooping mrouter
VLAN M'cast Router Ports Type

1 NETP5 Static
2 NETP6 Dynamic
Console#
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4.3.15

i ER ﬁl?

¢%T%‘F‘FJE"J}“7 |Jf J?f’ ’i’ﬁiiﬁ‘lﬁ”tgﬁ
i PR [
ﬁgfﬁ*ﬁfé iiﬂﬁ FEIE e eR L &
o) fHER o L frl R hglﬁ%“i
T S PR o RS [

—

%%ﬁmfiwgﬁfﬁ PR o 6 5 €

?B"E DUt A )] HH CoS TP - '*75/\

E: s %a?%fﬂﬁﬁl AL IS
= fH JIpOATEHEET) b;Hﬁc[J B A

&< INkE B HE
72 FRES TR

switchport priority r%@j, BN S J[lit)fﬂu%ﬁ B s AR (R IC  4-132
default

queue bandwidth F%}‘{LJ B2 VA GC 4-133
queue cos map F%t@i‘:“{& B IERE ez 1] IC 4134
show queue bandwidth g (B E78 4 /IJF”T%LFI VEGHAEE PE 4-135
show queue cos-map R ﬁFpﬁfFlﬁj[j;T“ 58 PE 4-136
show interfaces B iy ﬁ@’ﬁ S PE 4-84
switchport

Y3 A4 BELERES

map ip precedence ?TF'J IP (BRI IS o GC 4-136
map ip precedence ,H IP (R Al ff S R 55 4 IC  4-137
map ip dscp FTE'J IP DSCP ﬁf\/i ;’:pﬁj[jtj‘%*ﬁ GC 4-138
map ip dscp S TP DSCP i 2] 555 IC 4139
show map ip precedence i~ IP &%t PE  4-140
show map ip dscp 2. IP DSCP ;ﬂ%ﬁé{,l PE 4-141

W
=
o
&
Ap
N
R
=
F=y
2



4.3.15.1 switchport priority default

l"*&'ﬁg“l R R IR B W B A
EIJIE[” if_ff;“& s JI:I = no EU F' ng( tﬁ.agl%[}j o
nl:ﬁi

switchport priority default default-priority-id

no switchport priority default

default-priority-id — # IEAZE VR ™ JREIYE :Ljﬁ*g',’wtrbdr
I'ﬂiif’{&pl 0-7 gy fesk > 7 4] ﬁﬁ B

PIVSEI S £

s

§f\ %‘;‘L[: fF[ fg&i{;gﬁ& » o L iti |Fﬁ*}$‘qy‘z/} ’J[li)fﬁw [/ﬁép FKEE?I,@ T
e

Interface Configuration (Ethernet, Port Channel)
}‘F’I_ij fﬁ[ E'J"f-l =

w [BECETREE) IP RECHERS TP DSCP i (SR - 5 TR switcpport (&

AR o

m '?*F‘%}%l{’ﬁ’ﬁ JREEE B ( E fet ) ’J[Ii)ﬁﬂl?g{‘d s ) B jﬁ}%tﬁgqy‘fﬂ
<7

TEE lmﬂéﬂiﬁﬁﬂﬁjﬁ ’ F{' e
RN 7 IEEE 802.1 VLA SR A
805 1Q VLAN ~'vpﬁ:tfrﬂ?%‘ﬁ RESICIE E'[J 1 IEU“JE

Priority) 7 -

. ¢*%%EIEUJIFIE§@}EW J Pl ifﬂy 31l *:’%L’?*NFU“
I} queue bandwidth 4T £ &t o Q‘
B i RO Wi i

Ak I ' o FFE [ fﬁ)lphgl% (B SRR 1 T, WHA i
JF&JFV&FJ Hﬁ}%tﬁﬁ“ﬁr’;%o fuf /UF[' o 11 i
FFgf VLAN [117 Jﬂiﬂ@’%ﬁu%é i ﬂ*ﬁcw Pﬁu VLAN

F[J#]aj ﬁcp
Y El
HSET %n&?ﬁlﬂuia
3]
I = i & SNP3 £ SNP5 sl I Pt .55 -

l—‘“ﬂgl%ﬁifﬁ“& B/l ﬂ—“?fcu B P lpg s

* [ L IEEE

IEEE 802.1p fjiI"'] [ 55 (User

APREE f

4[2E VLAN fr‘ﬂn:yﬂ Jﬁ - B
uilﬁﬁﬁwﬁ

;:,4

JI ) 175”@%
L[lﬁ}itﬁj%‘{
#!‘*%'I'EI’*F? L=

Console (config) #interface ethernet SNP3
Console (config-if) #switchport priority default 5
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4.3.15.2

queue bandwidth

g}f{ AR EPIR IR (CoS) B3 HIpVEGRET - M1 no IR PRI KL
£l

ik

queue bandwidth weight1...weight4
no queue bandwidth

weight1...weight4 — WRR FEHAEFRH [V TV (5] 0 - 3 PORRETE=fy] « (R
[ 1 1-255)

EPE
#l0~1-2%3 Elfﬁﬁf%%fj STHIES 16 ~ 64 ~ 128 = 240 -
fy st
Global Configuration
rl"bjfﬁ‘a |H=
WRR 1 P > ] {7 fage g 51 - H e -
&y
FJe i) WRR ET 1~ 3~ 57 7 2] CoS RS 0-1-2 3

Console (config) #queue bandwidth 1 3 5 7
Console (config) #

o
show queue bandwidth (4-135)



4.3.15.3 queue cos-map

I"‘*}L‘F'[ i R T 5R] (CoS » class-of-service) l?ﬁ?’i’iﬁﬁ CoS B 7% » i no Hl
5] é S amﬂ‘@[ﬁrziﬁjp%@
nl:ﬁi
queue cos-map queue_id [cos] ... cosn]
no queue cos-map
m queue_id — CoS B35 FF[pu 3] id -
R 10 2 3 HH1 3 Kide iy S5 fY CoS (9] -
m cosl .. cosn — EEE|HF]] id {9 CoS fifi » ,EV‘];E_‘I JrEr JNFF‘;JE# CosS fifif'1 0-7
F[Jg\yf_j R 7t ﬁﬁ Ep 13
PP s

IPﬂ\%ﬁﬁllJlﬁﬁﬁiﬁ*?ﬂ P PR [ R RGO T SR R Fl R
To55%H] (Class of Serv1ce “J7f< < IEEE 802.1p &% 8 IW’TLE%?}?FIH[JMF[%F'iEﬁ&
FIAUECIEEE 802.1p AZ ¥R EH! —ﬂqpra SV N AT .

=
1751
0 1 2 3
0
1
2
>3
$ 3
Y 4
5
Interface Configuration (Ethernet, Port Channel)
}JF“ "bj FEIRIES

T L Y CoS ISR LB Cos kSR -
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3y
7S AT CoS ff 0 - 1% 2 ] CoS BATMIT) 0 4 3 5] CoS
BSR4 71 5 BHEE] CoS MLSFR I 2+ 1)WY 6 A1 7 B CoS
HETE )] 3

Console (config) #interface ethernet SNP1
Console (config-if) #queue cos-map 0 0 1 2
Console (config-if) #queue cos-map 1 3
Console (config-if) #queue cos-map 2 4 5
Console (config-if) #queue cos-map 3 6
Console (config-if)#

FERRIEF 4]

show queue cos-map (4-136)

4.3.15.4 show queue bandwidth
P9 i B DA TSI (CoS) PR 3550 PRl g ST P -

s
Privileged Exec

&3]

Console#tshow queue bandwidth
Queue ID Weight

0 16
1 64
2 128
3 240

Console#




4.3.15.5 show queue cos-map
4 T T S e
it
show queue cos-map [interface]

interface
» ethernet port-name

port-name — IR SNPO-15 il it © NETPO-7 & FiEli ¥

I - NETMGT
m port-channel channel-id ( #F : 1-6)
s
Privileged Exec
&y

Console#fshow queue cos-map ethernet SNP11
Information of SNP11
Queue ID Traffic class

Console#

4.3.15.6 map ip precedence (Global Configuration)

’j?r“ (AP (A IP Type of Service » IP I3 % ) » it no H[IF"
IP l&‘ T@F”ﬁ%ﬁi <o

e

map ip precedence
no map ip precedence

p=|

Enabled

frsyes
Global Configuration
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4.3.15.7

. gﬂ_:«;&tﬁei J 1P BARES TP DSCP (=R - 5 T RUFIR switcpport

HUETE
= IP (GO IP DSCP Py 1 IR | > FreI i 0 o bl [l sl
HJO
(3]

PS5 B R SR TP (R AR

Console (config) #map ip precedence
Console (config) #

map ip precedence (Interface Configuration)

L i F[ P BHABE5E (J] IP Type of Service » IP I35 KB E75% ) » )11 no
ik Iwm EF D

i

map ip precedence ip-precedence-value cos cos-value
no map ip precedence

m precedence-value — 3 il & 7 iU (& j@l}j o (R 1 0-7)
m cos-value - "Nl (&R 0-7)

- - B (AR 0 B CoS i 0 - [MFRIHE )
fres
Interface Configuration (Ethernet, Port Channel)
ﬁ;[_'bj fﬁ[ Bt
m [RALSGRENEN TP BAAMERY IP DSCP FJ" (B BT ﬁﬁ?‘ switcpport &
SR

m P EAf ﬁ?{f‘@%aIEEE 802.1p FAYEAVEFE » ')~ ¥[— Elfﬂjf““é*éﬂ%?ﬂ?ﬁi%ﬁﬁif i
W@’°&fﬁ UHMW@%@°

n IP & jﬂﬂﬁilﬁi th%ﬁfﬁ%i_l‘ﬁ’?‘f i /7 TR R I% Efpa] o I RS L 5
9 I—FIJFJ?E ;:Pl?ﬂ ¥ o



afy]
PP = mERsR 1P Rl 1 SPREE] CoS (i 0

Console (config) #interface ethernet SNP5

Console (config-if)#map ip precedence 1 cos 0
Console (config-if)#

4.3.15.8 map ip dscp (Global Configuration)

IFL“}'J‘ fl‘ TR IP DSCP #1jEr1c (] Differentiated Services Code Point 2 1 =V iR5
ﬁ% = Jf &) 1k no [T (4] IP DSCP S

e
map ip dscp
no map ip dscp

FEFT
Enabled

frsys
Global Configuration

?FI‘IAJW' [H=
RASTRENS | IP M 1P DSCP i (= Al - 53 T AL ¥ switcpport &
B

m [P (BHAMES [P DSCP [ ][’ [f' Ezljt?y‘ﬁl ‘?%‘E'J;EI i [ i o b

i 1A
o f d*{f& F e
Ay

PP = B YR [ & R Y TP DSCP S -

Console (config) #map ip dscp
Console (config) #
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4.3.159 map ip dscp (Interface Configuration)

H—L“‘ﬁfg E’HI %i IP DSCP &-+%75# (] Differentiated Services Code Point 7 ! Vg5

Eﬁ;:ﬁ“&) s J[[ = no E[“H [F(EE'NFIF%% o

nl:ﬁi
map ip dscp dscp-value cos cos-value
no map ip dscp
m dscp-value — 8 {fatfh 72 i DSCP fifi ( #&[! : 0-255)
w cos-value — TF5HFRIIH ( AEE © 0-7)

FEFT
DSCP FILJvEF?E'?[;!{li%DL“ F %1 T F LA[UETE] DSCP %“JH;EJ?BF‘ Ry
CoS i 0

IP DSCP {& CoS {&
0 0
8 1

10, 12, 14, 16

18, 20, 22, 24

26, 28, 30, 32, 34, 36
38, 40, 42

48

N Gk WN

46, 56

i

Interface Configuration (Ethernet, Port Channel)

}‘F[_IbeEIEIJ-f-J;Q
gﬁﬁ&;ﬁ%u IP {E-AREY TP DSCP i (A - 5 1R switcpport (&
m DSCP (63750 i  F-USK TEEE 802.1p ARSIV H B MR I - i
PSRN FIfoH i -
. DSCP%JLIEH&T@E@W};FF‘P Mt /7 e R A (S R PPEPD e s
Fpuﬂ?s ;r[}l?ﬂ ¥ o



5 fy]
IS i IP DSCP i 1 %12 CoS fi#i 0 *

Console (config) #interface ethernet SNP5
Console (config-if) #map ip dscp 1 cos 0
Console (config-if)#

4.3.15.10  show map ip precedence
PR TR TP PR RS -
e
show map ip precedence [interface]

interface
= ethernet port-name

port-name — " IR SNP0-15 3 i It - NETPO-7 ¢ fiEli¥

I NETMGT
m port-channel channel-id ( & : 1-6)
i
Privileged Exec
3]
Console#fshow map ip precedence ethernet SNP5
Precedence mapping status: disabled
Port Precedence COS
SNP5 0 0
SNP5 1 1
SNP5 2 2
SNP5 3 3
SNP5 4 4
SNP5 5 5
SNP5 6 6
SNP5 7 7
Console#
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4.3.15.11

o

map ip precedence (Global Configuration) (4-136)
map ip precedence (Interface Configuration) (4-137)

show map ip dscp

\—

P TR TP DSCP ARk Sk -

2
W

g
show map ip dscp [interface]

interface
» ethernet port-name

port-name — " EIF IR SNP0-15 3 i It - NETPO-7 & fiEli¥

I NETMGT
m port-channel channel-id ( &E : 1-6)
s
Privileged Exec
#afy]

DSCP mapping status: disabled

Port DSCP COS
SNP1 0 0
SNP1 1 0
SNP1 2 0
SNP1 3 0

SNP1 61 0

SNP1 62 0

SNP1 63 0
Console#

Console#fshow map ip dscp ethernet SNP1

o
map ip dscp (Global Configuration) (4-138)
map ip dscp (Interface Configuration) (4-139)

4141




43.16 AR

maWIﬁz@%ﬁWfﬁ R 46 (VRS ) OVRB BRI b (g ([

s R )

i Thee #wX B
port monitor F?g}“%‘c'%ﬁéﬁ =4 IC  4-142
show port monitor B GG R AT iR PE 4-143

4.3.16.1 port monitor
PR RS R - no JTE TSRS -

¥ : Sun Fire B1600 Blade = aﬁi\kmm fﬁ SR AL A Iﬁ;b'? — BT Oy
K T—%&Eﬁ o (IR~ (Rp]R R PM B LSRR A2 ] M g

o 51 tﬁﬁ NETPO %] NETP3 I’} SNPO %] SNP7 m‘#{f LI ;; gg EREIE 21
NETP4 %] NETP7 I'J ¥ SNP8 TIJ SNP15 H[Jfb K0 p |~ % 1o

e
port monitor interface [rx | tx | both]
no port monitor interface

m interface — ethernet port-name

port-name — K ﬁ@%ﬁtﬁﬁ : SNP0-15 ; f@i@gfﬁﬁ NETPO-7 ; F' ﬁﬁftﬁﬁ
NETMGT
(1= P AP R L TR i

mrx - WEIIEE U -

m tx - WEISLENE pudt e o

m  both — HIFISE[E= 502 A fudtty o

TR ?sm P EE?F b S "BJLH/” SRR
Y0 IR g -

Interface Configuration (Ethernet, destination port)
}Jﬁ_ﬁfwzl RIS

o LU RIS SIS () e
S SR 53T - SR e b R ) FTRGAY RMON BRI - 7ok 2 1 1%%
@*EmzﬂﬂH“’MT%WW%@FQQ$$“HW

w REE PR o R (SR O Ol (R R -
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4.3.16.2

&fy]
PJ N A SND6 S e S o M NETP2 Sl ip - :

Console (config) #interface ethernet NETP2
Console (config-if) #port monitor ethernet SNP6 both
Console (config-if)#

HgE

show port monitor (4-143)

show port monitor
5 T R
=*

\

il

f

show port monitor [interface]

interface — ethernet port-name

port-name — "~ HGAFERN 1 SNPO-15 il 3+ NETPO-7 ¢ A7ELiiff if
NETMGT

(J=f PrESHURL S REER )
FREEE
B BE | BT (e
iy
Privileged Exec
f e

wﬁ@ﬁﬁapm?@m$mﬁ%$\ﬂ@ﬁ%ﬁ?%%ﬁﬁ(%kxnx~
RX/TX)



4.3.17

£ W’J
ﬂjﬁ}?ﬁtﬁﬁ SNP6 Bl I SIZ[ I 1 NETP2 [Ui 55 fis

Console (config) #interface ethernet NETP2
Console (config-if) #port monitor ethernet SNP6
Console (config-if) #end

Consolef#tshow port monitor

Port Mirroring

Destination port(listen port): NETP2

Source port (monitored port) : SNP6
Mode : RX/TX
Console#
I &
i

port monitor (4-142)

R B AL RHE ARy

lg_}%fﬁ'rp I F?QE f;v —~ [ Pl (ﬂjiﬁ_giﬁg‘) jlﬂﬂ&rqﬁ*j,[, 'I\\E‘sﬁ/:EE[EE"‘JﬂEI% (e
i myrﬁi@im o {1y H ' I'J 7] Link Aggregation Control Protocol (LACP » 766 & i
Bt”ﬂgﬁj” &) E‘EIF“*}Z\E‘”EH%  ARERSE R I L (RIS - 117 F?;F:F['Ilﬁ

TR AL I E[Fg‘jﬂj/‘ fE'?':FIF'J ° ug‘li/p;,\l IEIF' *J’J:F[LAF_ > ﬂ\}zﬁkﬂ Bl l%}[‘ﬂffl LACP IE[J

AN o =0 e pr R TRPGE - BIPE IR 1000 Mbps S SRAZ AV RGH
‘J_ e e T V#p FIFEH 4 Gbps FIRRLRTRL -
&< INHE w HE
= /,57’77 B /"f;fl; 7?
interface port-channel %4_— [EPOE > 278 O F %Eﬁ;-?r.%}“ﬂ-grﬁ}“ GC 474
channel-group SR~ TR IR PR IC  4-145
lacp FEE ]/ Fipo LACP IC 4146
PR A7
show interfaces status HE ’FH*‘[?}?J‘ NE, 4-81
port-channel PE
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4.3.17.1

B YOLE A

n CORBB SRR o AR PRI I @ s AR

e -

e - DRSS S SR

m U ’]’”E Ui ﬁi?ﬂ FI%LE‘/ Ehﬁ;&}% IR o

" F[ﬁﬁ”gf‘“ﬁﬁ%‘g P W (I - e st

=

fil) ~ VLAN %‘jfTJI”E”CosF A

(] ﬁz}'ﬁ'}?ﬁ & port-channel f§ VLAN HI;’ZH' * VLAN ~ 0* VLAN ['] ~ §

VLAN [P > JUsgipl e g IR F[ﬂ}FJtn~ -

I%";L .

m STP ~ VLAN ¥ IGMP ?IB fil H‘Jﬁ;ﬁﬁﬁ & port-channel FEX[[*FE“{;LFEF ko

channel-group

U ORSREE  EREPGAL) - 0 no FITFURRE I 1
i

channel-group channel-id
no channel-group

channel-id — PEE I ] (#E : 1-6)
PREL
F Iﬁxﬁﬁ]?—&iﬁ& F’ﬁﬁp “ L#F[Tiﬁ[“ E
fidj e

Interface Configuration (Ethernet)

ﬁ_ﬁ@zlj—tj:c

f

EPE IR

n %Lﬁﬁ:%‘mﬁ_ﬁ AL AR AT R AP TER O

= no channel-group [i'/~ [l HEET FERIEETIPIRS -
= no interfaces port-channel Fi'Rf Pl -0 Buag = -

Efy]

P A (gt PR 1 SREF R NETP2 S B nEg W poar -

Console (config) #interface port-channel 1
Console (config-if) #exit

Console (config) #interface ethernet NETP2
Console (config-if) #channel-group 1
Console (config-if)#




4.3.17.2

lacp

lf-““‘}"[ | FI’ SRIETHT /TRy 802.3ad Link Aggregation Control Protocol (LACP » & &
Wﬂﬂ Tﬂvru’@PmEMﬁNPW°

nl:ﬂi

lacp

no lacp
FRBL

i
frifyiss

Interface Configuration (Ethernet)

ﬁﬁ@”ﬂﬂ

= LACP SEER R = i ol G P bt i s =
éf‘s—r )Fi* °

= S LACP™7b- BTN - 1 PRI - B O portchannel
id -

= B S LACE . BIBGRRI P A

] fJ lﬁglpﬁ PN r’?ﬁ}%guﬁ_}% |E PHfE Ji;m Bl pﬁﬁ Jzﬁ_}%tﬁﬁ%
ﬁ@%ﬁi"fﬁ” EEaN A A S L IEIF' Tl sty F“S‘Ifalﬁﬁ?fm. Q
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3]

J &= NETPO-2 ﬁ}%tﬁﬁ?ﬂffﬂ " LACP *jjﬂb o EI[)E/‘H e r F ﬁ%ﬁtﬁ sty
" LACP > show interfaces status port-channel 1 f’l 4 F{I f P 1 SRS B

A

Console (config) #interface ethernet NETPO
Console (config-if) #lacp
Console (config-if) #exit
Console (config) #interface ethernet NETP1
Console (config-if)#lacp
Console (config-if) #exit
Console (config) #interface ethernet NETP2
Console (config-if) #lacp
Console (config-if) #exit
Console (config) #exit
Consolef#fshow interfaces status port-channel 1
Information of Trunk 1
Basic information:
Port type: 1000t
Mac address: 00-00-e8-00-00-0b
Configuration:
Name :
Port admin status: Up
Speed-duplex: Auto
Capabilities: 10half, 10full, 100half, 100full, 1000full
Flow control status: Disabled
Current status:
Created by: lacp
Link status: Up
Operation speed-duplex: 1000full
Flow control type: None
Member Ports: NETPO, NETP1l, NETP2,
Console#
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wse A

ERC

il LAY #IZV MIB (Management Informatlon Base ° ?ﬂ% ?*? Hitp J%fL {AREfr
SNl\)[:P Hfﬁﬁ B  EE Eo A A o T ISR 'JQ\?Z\E‘” Epu=z %I MIB £
A W“lﬁ f' F'TF'T;%{;EH S IRiNEE ﬂ{ MIB g% IJ 42y 3 Py b Eﬁﬂ’l‘ﬁu—J flne

Al LB MIB

AN R IERY MIB

RFC iR  E® ZRAEE

1213 MIB-II o system BERC
e interfaces i
e ip -
® icmp -
e tcp FEA
e udp &L
e snmp HEL
1493 Bridge MIB e dotldBase F&i

o dotldTp ¥
e dotldStatic FEi-

2863 Interfaces o ifXTable #ER"
Evolution MIB ¢ j¢5¢5ckTable fic=sy

A-1



A-2

RFC R%E

&4 SZIRAOR¥AR

2819

2618
2665
2737
2674

2674

RMON MIB e statistics =i
¢ history fifi-
e alarm &
e event {E

RADIUS MIB e radiusAuthClientMIB

Etherlike MIB o dot3StatsTable #E7"
Entity & e entityPhysical #5i
P-bridge ¢ dot1dExtBase fi£i-

e dotldPriority %"
¢ dotldGarp F&"

Q-bridge ¢ dotlqBase H=i
e dotlqTp F&E
* dotlqStatic F¥i
¢ dotlgVlan

I PIIRL Sun 4 Eppo 3 MIB -

&4

e

CSSP.MIB

01.00.00
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A2

< %Em Trap

=R s 3 $2 ﬁ £ SNMP trap [ :

RFC &% E £

RFC 1215 .
(SNMPv1), .

RFC 1907 .
(SNMPv2c)

RFC 1493 .

RFC 2819 .

coldStart

linkDown

linkUp
authenticationFailure

newRoot
topologyChange
risingAlarm
fallingAlarm

PP PERLIF=E] 2 Brdi L 4209 Sun - trap

RFC &% E £

CSSP.MIB ¢ swPowerStatusChangeTrap

figk A EIBEHE A-3
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A

P e iifﬂ ﬁ;,[, A AT EREEIRL ) = R e }%%%”
BHBT B-1 FIfY T ?zc&a AT B R i TEIE-}%EE"F”EP mrﬁ

PPN (B ?I*ﬁj’ﬁf*ﬁ?i'n B ﬁ%éfiﬁf B-2 FIfiy T EIVIE A SR H -

B.1 28T E\#E?Fl:' 851

YN BEREE E e ﬁ”ﬁ%fﬁ* % » Link LED ABRUE & - gibigi )™ -pE!
u “{ﬁmmg"ﬁ‘ ['Jfl_ VB R 'E’H’FE@JT@F”}%{}FFILF
USRS RRL i o R R s

m SRR A SR 'ITF} Ik > “%'Eﬁ%ﬂﬁ%ﬁ“fﬁ“ R e

Ao IF’?‘EJ%ﬁ PPV EERLA PP R (R AR R AR IR SR S EIPS
~|%[i‘ = i Pl ﬁI‘EEJ%ii?‘iHh I AR

B-1



B.2

\

SIS s <Er O

073X IE:_[% tﬁ‘l’ ;WE’LE_?I

iﬂiﬂﬁgiﬁﬁﬁfyﬁ'ﬁﬁ ’ ﬁ%ﬁ@ﬁl.““fﬁﬁ' :

" Ffﬁi‘%‘ﬁﬁ'\i{%% RELRIEE F‘xjfﬁl}i'_ rirpEE REHIEE 2 Ul

w YRS (Admin) © f,f‘ﬁ STy e EJFFFFEVJ [ PSR s e 1R
PR IR S - ﬁ'ﬁ;ﬂé’* SR 378 FIy DRHRETE S -

B.3

e = o I o /N =
=l Fl‘ =D
et E\a“”rﬁ ERFIPE (7~ {5 0T )5 telnet » AR BIBTAR==2" 7 NMP Bl
qu F‘“ﬁ;ﬁk | F s pﬁ*ﬁl;rp Yo fi}fp{lg_kﬂ EAE %iﬁ' TN B
ﬂigi e, n
FEH] telnet ~ AP BIBTAN Y SNMP [l H #RE - ﬁ%?f‘ai‘ﬂﬁﬁﬁ :
L F‘E e il fé‘*rgl%ﬁftf, £147 R
" ﬁ@\ TR B L L RO -
m A S S AASHURRL I T % LS IS R Y R - B
373; FIp Qg’_};ﬁfﬁ&ﬁ'ﬁ“ ° i ﬁ F TJ ﬁ%ﬁ
m R A IR A ALY PR BT e e B %iﬁ H N
o CEARVIEE VLAN pP%L}frrEFu TP 51 S VR ©
o PR BT VLAN SRR SR 1 S TE = TP Ok g
o PR ’%‘*F?ﬁ%ﬂﬁ PO R PRLTE VLAN [uss iV~ e

] Flzfljg_% [ ZE [HII/T&T E&Tﬂ} Fljﬁﬁ*ﬁgjjgl}%tﬁ" ’ ?‘7 Eli%u in’]ﬁ’%ﬁ' Jjg-ﬁiﬁl'
'*”J 7 gl%%‘;}#g,, ' VLAN -

" i/['%'ﬁ‘?%'ﬁ ﬁﬁ’lp%a‘éﬁ&mﬁa - F’}ﬁ‘} of}m_ (R A %?i*ﬁa J N
o CEEPUEEE VLAN & gl?ii—ﬁeﬁu IP i~ = ﬁgd.ffivgr%r W3R -
" ﬁ~§s&u gl%{jﬁﬁeﬁulp B g 4'“@1?%&? EF%F 3
. E*{lﬁ @F?ﬁﬁfﬂW% SPHIES SIAR glig‘*il VLAN [ iV — o
. Fﬁuﬁﬁf ,n E'H' PR PN e BUORPVETE F‘i{ J[':t*ﬂ
]El ETIRpIES Sidl Ry glﬁiﬁwﬁ VLAN -
m YRLE telnet R i FERLE L Y telnet SR
E%ﬂfﬂ’ﬁﬁﬁﬁ%°
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RAERES b H»,\f”:c;g;_gfﬁ;gﬁ%;g_ 1 [ﬁﬁ‘pfﬁ?ﬁt%ﬁ_’gﬁ\'ﬁﬁ ) %IUE[\ | ;{ﬁg :
L] |EI "] Sun Fire B1600 Blade ##Hff{[1v DB-9 fHl RJ-45 A5 » s T ﬂ%‘*ﬁ‘/ ’TF[;E F-8sC
AL U -
m ERER A @*ﬁ%‘&ﬁﬁ A EEL VT100 AHF ~ 8 [ ewf A ~ 1 i =tk 72~ U]
o ;ﬁg‘ i 9600 1 bps rf f f
= i null-modem (B YRS ) TIHEARLE, 7Y P58 B ORI -

B.4 IE[IF' MﬂﬁE[n,\

Q EQiR };l?’srllgrl ) %ﬁsf}ﬁ]nﬁﬁ‘ SRR = ] iﬂeﬁﬂ F[ijfrﬁégij RLE U
é"lﬁﬁ‘yﬂj gl F %}ﬁ@#’fgéfﬂﬂﬁ A g [EpY %p& R o

) FFISFE{;F IR o
2. AR S EL I b W T E R -
3. I IR R SNMP 2 f% -

4. U FsEA R i Jﬁ&éﬁl‘ﬁfs'?ﬂ ol -

5. PP AR o P9 SRR O ARG L 2 T
s o

6. 2 IR -
]

Console (config) #logging on
Console (config) #logging history flash 7
Console (config) #snmp-server host 10.1.0.23

itk B XREEHEEE  B-3



B.4.1

FIENI=L AR S pUIREFRL

% B-1 FIREREL

e AR &k
System coldStart notification —F;ﬁ(ﬁﬁﬂ&}% ° 5
System warmStart notification FEARE B o 5
Unit 1 Port YY link-up notification ;g._l}% iﬁk;g’ﬁ&u?}ﬁ ° 6
Unit 1 Port YY link-down notification  if %L - 6
Trunk 1 link-up notification PUFISHIASUS T - 6
Trunk 1 link-down notification Fﬁ“{ﬁ%ﬁ&k ° 6
VLAN XX link-up notification VLAN i@ﬁ&'&*}ﬁl o 6
VLAN XX link-down notification VLAN %l o 6
Authentication failure notification SNMP &?V?;’%“fﬁ Hp o 6
STA root change notification STA root ﬁ@ﬁl ° 6
STA topology change notification STA ff##FaR1 - 6
RMON rising alarm notification RMON (fRH[IE] g2 ?Hfﬁ LRy F o 6
RMON falling alarm notification 6

RMON [FREES gt S Egeip) | ™ -

Unit 1 Port YY {S&f17 1 R YY (YY: 1 %] 25) -

VLAN XX {43 VLAN ID fifi (XX: 1 Z[] 4094) -

* syslog FHELEE (257 4-31 FIfY Mogging history | ) ©
yslog I gging Yy

B-4 Sun Fire™ B1600 Blade RiHEFETIRESEIRIERT » 2003 EF£ 4 A



B.5 14 [Eaﬁ:ing—k ;E[\

B.5.1 fhe = L

45 ERIEIE ] P FORRI T R T ISR f
3 R o "

:Fnt"

A
i
e
o

|
=
>
I

Console#fshow interfaces statuss e 1/1
A

% Invalid input detected at '"' marker.

B.5.2 '»ﬂjay

A= By F;'%Fﬁ » F I B TR et - B ST
431 FIfY Tlogging history | ©

%82 FRHHEFE
e k] B
<module> create task fail. g_‘"ﬁﬁ' S b

<module> task idle too long. ﬁ_ﬂ?“ el F{E\ﬂj‘ﬂ? iH:Q .

Allocate <string> memory fail. ?N, f cl”,‘%l']ﬁﬁgﬁﬁi};ﬂv o

Free <string> memory fail. R < o ’E[ Uzc lﬁr?ﬂﬁﬂﬁ;glw o

<string> switch to default. f’,’{u_ﬂll?’?i&lg'jf ’|i“E I&j LHg o PRI _EEQJ Efﬂi?‘
prip *’Fﬂf%it@] s LR 4 2

QN NN

module ;? (FRL & R Jﬁf« (A" (] STA ~ VLAN - XFER * TRAP {i¥ RMON) -
string }Fyt J}L—Lﬁ? frage ﬁjﬁ%‘{uﬂ
* syslog HELeH (25857 4-31 F1fY Tlogging history | ) °

itk B XREEHEEZ  B-5



B.5.3

fi7 4y (8RR

RGP BSR4 7

R

% B-3 }JF’[ 'AJ i %ﬁ?{% EL

% 2 SR T RG] 7

HE

HREA

Ambiguous command: <string>
Clear dynamic address error.

CLI internal error - contact your
local service provider.

Copy error.

Exec-timeout could not be disabled
for vty session.

Factory default configuration file
cannot be deleted.

Factory default configuration file
cannot be replaced.

Failed to allocate resource.
Failed to get <string>
Failed to set <string>

Failed to write certificate file to flash.

Incomplete command.
Insufficient memory.

Insufficient memory to display or
save running config.

Invalid file name.

Invalid input.

Invalid input detected at 'A' marker.
Invalid parameter.

Invalid parameter value/range.Type
'?' to get more detail information.

Invalid TFTP server IP address.

Not enough resources; please try later.

}‘rl ﬁ'jﬂjln °
S EERE
CLI #f4[*Iisfhaed -

i EAENG g
Zai telnet sfLARYR T ?E‘%ﬁﬂ exec-timeout

T FEIE TR -

T SeZFTY R 'I'W;"F’:ﬁ,{i’ °

TR R
show 4] [ -
EISoaC TR N

TGRSR E [ THIRE ~ 7 oA ffé 191 pass
phiase 1) 5% o -
T

%ﬁ%THo

N

i PR BRI

e spi e Flfiﬁﬂﬁié%ﬁ?{ o
ping %S(’:ﬁ?{ °

it PRSI

TETP IP f\i'iﬁﬁ?' o
ping FHEEHR T k- -
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e

A

No such file.
No such VLAN.

Port <port name> does not exist.

Port <port name> is an ethernet port.

Port <port name> is not present.
Port <port name> unknown.
Session terminated.

Session timed out.

Startup file cannot be deleted.
This command for console only.

This command is only valid for
adding a single port to a trunk.

This command is only valid for the
name of a single port.

This command is not supported for
management port in current release.

Trunk ID:<trunk> is out of range.
Trunk <trunk> does not exist.
Trunk <trunk> is a normal trunk.

Trunk with no members cannot be
displayed.

Type 'show ?' for a list of
subcommands.

Unknown error.

Unrecognized command.

FAILE IR -

VLAN 777t ©

SR EPE T

ﬁé@ﬁ%@ﬂ%*ﬁ%@gﬁ°
TV SRR T S -

%%IEH% e

CLLK I fifiosguistiih -

S -

TR -

TS (vty) T2 B 20

PE A PR TS R P

AR > TR PR 2 -

TS SRR IR ] no switchport allow vlan

FI'_“;A‘IT Fof oo

IP=E— AP -
??[%“i—p‘/%&ﬁ% Fy E e

AR b Ui * show i) ©

T ISR -
ﬁ?\??%i%ps Tk

<string> FEFORL * A4 P IORELR -

Fitk B REEEHEAR
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B.54

Web /7 El%ﬁ?{

AT Web /IR % SR S ROFE PR T T PR

'] e
# B4 Web /7 I el
IhRER e AR
Switch Setup
System Identity User privileges are not enough to PP el o

Network
Identity

Software

Switch Config

Security

Communication

perform this operation.

Current IP Address Mode is not
DHCP or BOOTP.

Data is invalid.
Set DHCP Client-ID error.

User privileges are not enough to
perform this operation.

Data is invalid.
Please input a destination file.
Please input a source file.

Please input or select a destination
file.

Please select a file.
System will be restarted...

User privileges are not enough to
perform this operation.

Cannot add user.

Cannot set password for user.
Cannot set user privilege.
Cannot set user status.

User does not exist.

Community String cannot contain
spaces.

Community table is full or data is
invalid.

FiFTITE DHCP [ » ¢ 43 “ Pk DHCP f

BOO P)rf'r hj/|‘)‘ o

— J}]Q‘%Niio

DHCP *[* l’FL l%?
LSS

— q]g}%uiio

LM -

ﬁ?ﬁﬂ F aaqvﬁm\ E&Fi, F—@ﬂ Jﬁ”{(

VR B F OO -
A EFPTRD -
ALY L -

(R EPE s R B
FRRIs

TR B A R -

fir=] Hiﬁ | i -

7 A E R -
BRI ) 1 2

LR

°

ﬁ%ﬁj FI TN BRES A R €
ﬁﬁﬁ] TR 3959~P@Eg$?mﬁi’i’ e

L.
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% B-4 Web /7 ISR
IhRER B A
Data is invalid. - qj{}*ﬁ?,;i{ o
Illegal SNMP trap IP address. P r’jriﬁ#ﬁf“ T IJF’P';—’ °
Please select a Community String. ﬁ%%ﬁ’v%ﬂ%[ﬁ?ﬁﬁﬁéﬁgiﬁ& o
Please type a Community String. ﬁ%ﬁ?ﬂ‘ Frop FIU?,?FE:’J‘TH °
Trap Manager table is full or datais  trap ’FIFE,' AESS TNy SE
invalid.
User privileges are not enough to AT el
perform this operation.
You must speci.fy an IP trap ﬁﬁﬁﬁj" FIYpT {9 IP trap ﬁ‘fﬁgﬂ"ﬂﬁ °
community string.
Security Authentication type doesn't exist. 1 3% Local * TACACS f¥ RADIUS # {1~ *Ei?iﬁ
R
Data is invalid - q&%ﬁ;ﬂ o
Illegal IP address. P "i’iLLﬁ‘,?“ T
Number of Server Transmits is out RADIUS fl @ﬁgyﬁl{é}'ﬁﬁ[ﬁl o
of range.
Password too long. ﬁk,ﬁﬁgﬁlﬁﬁk;@ o
Please input username. %ﬁfﬁ?‘ [ R T f[a‘;é?flfjﬁl BIH o
Please select an user % ““’VF},I?”[@Q‘/EIEIV -14 ﬁﬁl SR
RADUIS KEY is invalid RADIUS [ & H2.35 -
Server Port Number is out of range. RADIUS ﬂ%iﬁﬂ%@ﬁf' LR o
Select a privilege level. ﬁ%ﬁﬁ"ﬁ/i@?fﬁ[ B pUmBLETE
TACACS PORT is invalid TACACS s i o5
TACACS KEY is invalid TACACS $53% -
Timeout is out of range. RADIUS ﬂﬁf?i‘_l@ Ge AR
User privileges are not enough to BT el
perform this operation.
VLAN Cannot create VLAN.

Cannot set VLAN name.

Cannot set VLAN status.

Cannot delete VLAN.

VLAN ID .3 {585 4 #8119 VLAN {iff FIi
VLAN &8558 .

A2V VLAN 1 g5 A iR g 4h - Il €
VLAN (PVID) °

WHE F&F Y VLAN I} % &858 /7 Pt VLAN
P ID HRL T P IR -

Fitk B REEEHEAR
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% B4 Web /1 [ %iﬂ?*,ﬁl
IhRER B A
Data is invalid - qj{}*ﬁ?,;i{ o
User privileges are not enough to MEILT L -
perform this operation.
Membership  Data is invalid. - *ﬂ%ﬁ?{ o
User privileges are not enough to R el

perform this operation.

Broadcast & Multicast

Broadcast
Parameters

IGMP
Parameters

Multicast
Router Ports

Multicast
Services

Spanning Tree

Basic
Configuration

Threshold is out of range.

User privileges are not enough to
perform this operation.

Please enter a valid version.
Query count is out of range.
Query interval is out of range.
Query timeout is out of range.
Report delay is out of range.

User privileges are not enough to
perform this operation.

Data is invalid.
Please select a port

User privileges are not enough to
perform this operation.

Data is invalid.
Igmp group member is null.
lllegal IP address.

Select a port or trunk

User privileges are not enough to
perform this operation.

Data is invalid.
Priority is out of range.

User privileges are not enough to
perform this operation.

S BT -
LT -

il LA -
# %}f»’@@%@gﬁ@ .

T TR ] S T =
s N G T -
[H@Fﬁf{ﬁﬁ&. R?F_'ngq[E}I .
EILT L -

grdg-‘fﬁuii o

% EIVRI I TR R B R (R PR O R -

L L -

— :dgaf;ﬁ;}l °
AT HH EL IGMP L5 -
IP A SA = s -

VR VLAN % SRS (5 P

i
AL L -

. :Qﬁﬁug N
@B‘LM&%}L rJE

LT -
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% B4 Web /1 [ %iﬂ?* EL
ThEER #ME k]
Advanced Data is invalid. - Id{l‘%ﬁ;‘i o
Configuration .
User privileges are not enough to MEILT L -

Class of Service

Basic Traffic
Prioritisation

Layer 3/4
Traffic
Prioritisation

Address Tables

perform this operation.

Cos Value is out of range.
Data is invalid.
Priority is out of range.

Queue weight must be in a order of

Q0<=Q1<=0Q2<=Q3
Traffic Class is out of range.

User privileges are not enough to
perform this operation.

Cos Value is out of range.

Please select IP Precedence or DSCP
mode

Traffic Class is out of range.

User privileges are not enough to
perform this operation.

Aging time is out of range.

User privileges are not enough to
perform this operation.

Up Links, Down Links

Status

Link
Aggregation

Cannot set port capabilities.
Data is invalid.

User privileges are not enough to
perform this operation.

Cannot add trunk.The specified trunk
is full or data is invalid.

Cannot create trunk.
Cannot remove trunk.

Cannot remove trunk member.Data is
invalid.

Cannot set trunk status.

Data is invalid.

CoS ?%ﬂ'ﬁ'gﬁd IEEJLE;I o
- iR -
R L -
FIMEE T A -

E =5
7 LETSS F

HAILT R o

JLI[JE[E;I o

CoS L gl i -

R SRR SV {1 A
ik SR R -
ML EL -

%M\L‘T E;i °

mE EEUSE LYE g eSS R
— Jﬂ%?{l °

LSS
O R

PR RE L

{3315 F19 LACP =

Mitk B SEEEHEER
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% B4 Web ﬁE'%ﬁ?@*E
IhRER ME k]

User privileges are not enough to R el
perform this operation.

VLANSs Data is invalid. - &%ﬁ?} o
Please enter a valid PVID. PVID &% » ﬁ%*‘ ‘fvaFsz Y PVID -
Please enter a valid timer. ;{-ﬁ B g, % VI ’F"'Eﬂ Jﬂfﬁf%g
Table is full or data is invalid. ?*ffﬁ“'f[gjﬁ e SRS
User privileges are not enough to R Lo
perform this operation.

Address Data is invalid. - fd{l‘%ﬁ;‘i o

Filtering

Spanning Tree

Config

Port

Please enter a valid MAC address.

Please enter a valid VLAN ID.
Table is full or data is invalid.

User privileges are not enough to
perform this operation.

Data is invalid.

User privileges are not enough to
perform this operation.

Path cost is out of range.
Priority is out of range.
Path cost is out of range.
Priority is out of range.

User privileges are not enough to
perform this operation.

Management Ports

VLANSs

Data is invalid.
Please enter a valid PVID.
Please enter a valid timer.

Table is full or data is invalid.

MAC fb i35 o
VLAN ID Z %o
?eﬁ‘,"?ﬁﬂﬁ‘? ERRE I
FEFLT L o

~ g}‘%ﬁuii

LT L«

B 2% G
B % A o
A Y ST -
e W&%’,LI'?@I .

FRIELT L

_ fdgfhf‘ﬁ?&' .
PVID Z.3% > % ?VIJF%EJ PVID -
IR % STV VRN A -
%ﬁ‘,“'ﬁﬁ‘/ By S B

User privileges are not enough to R el
perform this operation.
Packet Filtering User privileges are not enough to FEIL L -
perform this operation.
Monitoring
B-12  Sun Fire™ B1600 Blade RifiHFETIRREIEIER « 2003 F 4 B



B4 Web /F T'ISFE?{?*,E;L

ThEER #ME k]

Port Mirroring  Data is invalid. - Id{l‘%ﬁ;‘i o
User privileges are not enough to MEILT L -
perform this operation.

Logs Data is invalid. - iﬂ%ﬁ?{ o
User privileges are not enough to R el

perform this operation.

Mitk B SEEEHEER

B-13



B-14  Sun Fire™ B1600 Blade RiFHEFE3cIRESEIRIERT » 2003 F£ 4 B



ww C

it

C.1

& B
I

iRsE — 8 {li 1000BASE-T
Midplane - 16 i3I Gigabit * s (i 55 (il HE 4 )
TELERE - 1 10/100BASE-TX ~ 1 ffif pz&i‘%% (= RJ-45)

SRS SR

10/100/1000Base-T i it NETPO-7 :
RJ-45 $$ 1 ~ FIE0f0f ~ F1E MDI/MDI-X
Al 1OBASET 100@1&4 UTP &L 373 ~4 5K
100BASE-TX : 100 ¥ » UTP 78> 27 5 &
1000BASE-T : 100 i #¥ » UTP 58 57 5 f5 5e #i

E YA
TSR 1Y 1 Mbyte
AL
48 Gbps
TEEYRIR
Fr FWJ 32K fi# MAC ik
LED

SSC : Active (Tfﬁ E[%) ~ Service Required (Q‘J:’“’ﬁl ) ~ Ready to Remove
(=)
OONSTHERAEE IR ¢ Link/ Active (134/32() ~ Speed (i)

C-1



C.2

PRI
B E R

Telnet ~ HTTP (:Z&ii#IFTH ) - SNMP
AR PO FE S

fil "] RS-232 FUHGH F RJ-45 = ¢ i 3
piess

Zi TETP A ffiy - 75 7] XModem Hf iz
3 #859 MIB

SNMP v1/v2 (RFC 1215 ~ 1907) * MIB II (RFC 2863) * Bridge MIB (RFC 1493) -
Etherlike MIB (RFC 1643/2665) ~ RMON (RFC 2819 groups 1 ~ 2~ 3~ 9) * IEEE
802.1Q VLAN (RFC 2674) ~ IEEE 802.3ad LACP ~ private MIB

859 RMON

P 1~ 2~ 3~ 9 (Statistics (#£FF ) ~ History (FAHeE ) ~ Alarm (% f ;) ~ Event
(3i1F))

Hdopge

S IR SR (JRE= LACP $17")

SR I

R iR = 1

RADIUS ?J%E'J t/lfﬁ

C.3

pifl
2.08 117 (459 %)
)

27.5x20.3 x 4.3 2*57 (10.8 x 8.0 x 1.7 | )
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C4

i
T

+12 VDC

B

5.2t

etz
By 62 7
B

fifl 211 BTU/ /|

C.5

PR
€%

S EMEES R 2 5 E]] 45 °C (41 F[] 113 °F)
i (VR AR < -40 2 70 °C (-40 ] 158 °F)

e
T C BN AR 10% 2] 90% (7 R )

¥4

-
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C.6

N

IEEE 802.3 Ethernet ( ¢-“af" ) ~ IEEE 802.3u Fast Ethernet ( fJUf ¢ A )
IEEE 802.3ab Gigabit Ethernet (Gigabit "¢ Mifff# )

IEEE 802.1D Spanning Tree Protocol and traffic priorities (Spanning Tree 37\ ==
B R )

IEEE 802.1w Rapid Reconfiguration ( [HFlEI 5" » STP)

IEEE 802.1p priority tags ( &7 55 ) + IEEE 802.1Q VLAN - IEEE 802.3ac
VLAN tagging (VLAN &) ~

IEEE 802.3x full-duplex flow control ( = £ L EHZ] [J (ISO/ IEC 8802 3)

IEEE 802.3ad Link Aggregation Control Protocol (A & Tl )

SNMP (RFC 1215 ~ 1907) ~ RMON (RFC 2819 =i 1 3 9 * MIB II (RFC 2863) -
Bridge MIB (RFC 1493) ~ Etherlike MIB (RFC 1643/2665)

ARP (RFC 826) * IGMP (RFC 1112) ~ ICMP (RFC 792)
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-

1000BASE-T

1000BASE-X
100BASE-TX

10BASE-T

BOOTP
CSMA/CD

Dynamic Host Control
Protocol (DHCP
POl Bl L)
GARP VLAN
Registration Protocol
(GVRP * GARP VLAN
LR L)
Generic Attribute
Registration Protocol

(GARP » 5" Fzﬂftﬁ::t{l'
)

Gigabit "4~

Group Attribute
Registration Protocol

(B W PR )

IEEE 802.3ab ffﬁr%‘ﬁ«‘* P Y 5 FY Se KT 100 RrRY UTP s A
fiY Gigabit "¢ A

IEEE 802.3 [y » i ™| 8B/10B 751V 1000 Mbps Gigabit ¢ Mifff

IEEE 802.3u AR » A7 35T 5 K1 UTP s A 100 Mbps Tl
’A&'[ﬁ/n

IEEE 802.3 #2135 » 47 f2f5Y 3~ 4 5 5 K1 UTP A8 1Y 10 Mbps
’A&»l'ﬁu

A T

Carrier Sense Multiple Access/Collision Detect ({fTH[4 ~
W) PURERD > 56N PG4 AR Al M PRI

11 L P ks 2508 A sy
RV AR (T

UK B TCP/IP A Ii{;”l* ’ﬁ‘"‘ﬁ U FELEE > (LIS BOOTP (Bootstrap
Protocol » [ Jiﬁ&elﬂ@ﬁj 1) ?]@P P 20 EI *Jyjr ] _Iﬁmfz b d wuﬁ‘“?
e 1=

<

HF- A P =T [ VLAN q’rg*ﬂﬁjﬂ I IE[iI% Spanning Tree ! =
O SR rrrﬁ:fu VLAN b 35 i 0 5 FEAAY VLAN fef sty

= i Spannmg ree Al [ o

GARP LS e 4503 5 0 UARAL S IO » PP g 1 46 1

“'F\%‘ﬁg [ pN— ﬁﬂzﬂjakfb & BRE R IETRI W R Iﬁhﬁﬁﬁj = JQS‘JFFJ'

Jljf"ﬁ U it LAN B F“;ﬁﬁ*ﬁ'f E }%Ljﬁ"t" Group Address Registration
otocol ( FE *ﬁﬁ R E ) -

FRA]TONAHEEE CSMA/CD & 2V 7241y 1000 Mbps A 74 57k
/7% 72 [ Generic Attribute Registration Protocol ( ]*/ E}?"/f/qiia/ﬂ T E

Rfe=R-1



IEEE 802.1D

IEEE 802.1p

IEEE 802.1Q

IEEE 802.1w

IEEE 802.3

IEEE 802.3ab

IEEE 802.3ac

IEEE 802.3u

IEEE 802.3x

IEEE 802.3z

IGMP Snooping

Internet Control Message

Protocol (ICMP ‘Tﬁ[‘l}

I R L)

Internet Group
Management Protocol

(IGMP » '[ﬁ[‘%“ﬁ”i‘.ﬁfp“”
LR )

IP B SRS

LAN
LED #5748

Link Aggregation
Control Protocol (LACP ’
B

RmR-2

45T MAC ﬁﬁﬁfa‘

HIFT "6 AR %Hﬂf [V (quality of service > QoS) fiU— *fi IEEE Tz'f‘
b= ”F ’fg’j 8 FENTL BN IV B AR A L BRI T T[‘L?%QFE’ZX‘;F’% [T
p12 IE‘{F?ﬁ e o

VLAN f&#5 JD:WH» — A VLAN S0 6N g Bl
IR g ﬁ;; VTE T FIfVERE-LAN > = ﬁ:?yfﬁ VLAN i & =0 a4 =
"Ejg_kﬁ Jﬁﬁ(&

H gty Rapld Spanning Tree Protocol (RSTP » il Spanning Tree 7't )
fio— p IEEE B fl%ﬁ“ <2V TEEE 802.1D > AT (X ([ [~

RSTP f ﬁ'g TRAVHCE ek o

E&A TR - 2RIV /0 IE?EU 1 (carrier sense multiple access with

collision detection * CSMA /CD) i3V Hzvz=4y FE‘ g‘fﬂﬂfﬁl fEIYE o

E3 1000BASE-T gl ¢ Nl 1. CSMA/CD Egvijiig”‘sﬁ’ﬁ“ g’*é&fﬁ
g o

EF VLAN R EpVEf 8§ PR -

55 100BASE-TX Rl ¢ Ml M.V CSMA/CD &2V k== g i et DA
g UREITE o

SLeop - el 4
é—_?}‘- é‘#\\ﬂ‘ﬁgﬁ

P BEEL EIJ?F, Spanning Tree |77 L o

& /AT 1) 3 SR SRR B IR  PORR A
55 1000BASE Gigabit ¢ MfEFTi ™[ CSMA/CD 20 k=g i P s
FIRAEIE o

TR XD frERs R BRI XD JRR = A Jlﬂ“‘ﬁ‘ﬂ”jﬁli IGMP Query ( fi
)= IGMP Report([ﬂﬂy)ﬁﬂﬂ P THSUNIP R RTESSUAS ES

ﬁ'J’E' T\‘Ii‘ﬁ echo 7L (4[] Ping) » ZFE|FEpYE Y

3j”"’rl'§|“ U\ & o A PPy
m} il

}%mﬂ,%%W% o o
fi SEERARE R [ fr

FER RN T R

?’ ﬁ
3 ,ﬁ"Hl lﬂ;&g F

i
=2 RO B R B ?ﬁ o
TIFIRY LAN Fots i g -
EIJifﬂgrﬁﬁ]%f%‘ﬁk/;\rﬁ?%ﬁkﬁ?F[‘)é’g%: @JP% .

wﬁiﬁ“ﬁ*fﬁ[ FEph- {51 E] LCAP TRl I FIEs i (55 st

r[l

B 50 -
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Local Area Network
(LAN > Eﬁ@‘l{ﬁ, 7

Management
Information Base (MIB -
TRV )

Media Access Control
(MAC > & /i Elr‘ﬁﬂ’r;?v )

Remote Authentication
Dial-in User Service

(RADIUS »

R
Remote Monitoring
(RMON - i )

15{—#] L«ﬂ

RJ-45 P

Shielded Twisted Pair

(STP » MEFp= S5 ) 8L

Simple Network
Management Protocol

(SNMP » b e
)

Spanning Tree Protocol
(STP » Spanning Tree
)

Telnet

Terminal Access
Controller Access
Control System

(TACACS - 7% f‘fﬁuﬁ*‘ =21
R SO ] 5 )

Transmission Control
Protocol/Internet

Protocol (TCP/IP >
B R
%ﬁfﬂ‘%ﬁf}fﬁ P

Trivial File Transfer
Protocol (TFTP - [# b

R R L)

~ BRSO SRR -

A

Management Information Base Ak » [/

= AERRRIIEAE S > A
fﬁl’ﬁ'r‘fﬁﬁggﬂ% °

AR B A A - fh G IR R - ) AR Al TR

I frerp] -

- ERELHF T ’@“U%E%ﬁﬂﬂﬁw Sf3fU% L) RADIUS “Jf=
L'E”ﬁ*%@ RADIUSII%ELEIF'[ S g5 i %éu“ "/%ﬂ*ﬁi’*ﬁ
iﬁ’ﬂw%‘,@“ﬂﬁﬁ“%ﬁk*&ﬁP?*%ﬁ It AL

RMON }ﬁlﬂjl%ﬁ akﬂ&ﬁ%i%‘, o= ] o T EIRENS SNMP Frfo it
A [ Eﬂj?%lp r %xf FENR BT ( nﬂi},éﬁ @:‘FIHI—»‘«%JL%%

LR B - FEEEPE -
91 52 ST A SRR 1) R (SS9 B R T 48 -

o SR P B 1 SR AR R e R L -

=if aL HEHIpO— FERL AT 5 ﬂ%ﬂt VHIEIAAE D A
panmng Tree fi' {IRAIEE7E 17 - SIEE J?fl%ﬁ
s SR &}V"Fk °

=S Eﬁ@ﬁwuﬂiwmmwmﬁ“wﬁw°

~ FERESHEHE > [P Hﬁqﬁ%ﬁﬂAHﬁwﬁhﬂﬁi”“lTACACSﬁﬂ:V
267 EIJr+j?]‘§ RADIUS (1 47t | I SR 3 E) ST P
i[JW"W@“WW®WM%$ﬁﬁﬁE%I@NJ
- SRBPOEFE - 1) TCP 2 BIBERIT L I IP (AR s
P

- % TCP/IP R o]

.wﬁ?ﬁﬂ i
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Unshielded Twisted Pair
(UTP - HiEE= <51 ) L

Virtual LAN (VLAN °

XModem

S

TG R

FIEiY

RN
572 ¢

573

?;0

X #J‘PIJ—
R POH

RS

R4

PP TR ORSEE A2 RRERE Y fOR0 1 (SRR T 4B P e e
HW@
[P b @ﬁg g#_t

VLAN ft- P @uﬁﬁlwiﬁﬁfj” :
gl

[F eI el qil*ﬁ& VLAN [/ 5114 % ?4?%5#1§¢1Jn§_ﬁ_ (B
H:ﬁfgl JH B RS il lﬁﬁ*i?ﬂﬁf ,iy W LAN F— B -

I VRS0 i I~ AR R TO E 128 [ R AR

- [l P T Jl $1h I.?fiﬂjﬁil

F'1 DEC ~ Intel = Xerox H [l == il AR S0~ AR wak - FR 0L
iy ~ CSMA/CD 7 2V H 0 mfﬁ[ ﬁ T PRTRCE 3;@1*1“—?“ %8 [EEE

80237 |E|HJ§ZM OSI HLE | » i i A e ~ “Elﬁlﬁ SRR F i T

o FH'% N ﬁ??%l‘f‘ﬁ'rﬁ%ﬁlﬁ TR [ A o
R 7 S8 [l 42 T jg& LAN AFE s i -

A BT I U s e Rl 20 R RSERRS
[?[

PR - T R |ﬁ§”ﬁ!ﬁf¢jﬂ%{ﬁ1ﬁ<{d

S (101 10 Mbps FY 100 Mbps » 4 €57 5 =

[AIPCTE | PR =

g g i s

ﬂ%%

FRETENGHEET CSMA/CD 2V HZ419 100 Mbps A7 £k

1SO 7 "gFe vkl i IJEH&*IJ@ A e 2 ﬁ%%fﬁfﬂ\ffi{l?%ﬁ?lﬁl%ﬁ'% '
T MAC & il &

ISO 7 "t eVl il RV RLpIR Vet - R
SR A D) WA

APPRC R e TR

AT PRASERI 150 47 Y0 5
SR R ) B RS R
1\& , ,__A;,tr# II J"%]EIJ‘E@H'@J& °

@ (BRI OEYE 2 SSASHIGIIDS - RSB o 1) ) b7
Bepy RMON [ 2 1= e~ 78k > [ 50 2 PR RGBS B pts

?W_k [ -TEI@‘%&A‘H _'H:LII'F J—‘\_*\[

SRl RE A~ (W RRAE () PC I USSR A AR S

(:,f_ ?vﬁmﬁﬁ}% = ;f}khj»j_lﬁmm = '*‘“Ifrlﬂrijf °

Eﬂgﬂwﬁ,nﬁlﬁﬁgﬁ J_? l};& = Iﬁ/;”
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T e R

ffiffl- CSMA/CD LAN 5fff# -
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