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NHERBLTHHTES 27 Y, B, P—EXDEHARL, T H~DIKFIT
BEE LTI LI EZEROEESCHEL, £2E3Z0F LY TICOW TS, Sun (X—H10
EEEZAWVER A,

AXbERFELESN

V=2 T VOREWREDTD, BEENODOZEABIRIELEZBHL L TEY £
To AAPMITRIVBEY SZS0,

http://www.sun.com/hwdocs/feedback
TEREZBFEWIIZSBRIZIE, FTRROF A b d Part No. Zic#i L T 2S00,
['Solaris Security Toolkit 4.2 B~ == 7 /] , part number 819-3789-10
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S

Z OFETIX, Solaris Security Toolkit ¥ 7 k¥ =7 Ogkit & HIZ DWW THA L E
T, EFEaLFR—xr b, i, LR, BEXOFFR—-FLTWAET Ty b7+ —AIC
ONWTHEHRLET, £/, BEEORMRFICBIT A NN—Va VEBOTA RTA4 &
& BT, Solaris Security Toolkit V7 N =7 &2 W AZ~ A AT LHEEOBERELRTA F
TA bR L TWET,

ZOETIE, UTOEAZHHALET,
m 1 —® T[Solaris Security Toolkit V7 FV =7 IC KDV AT LDEF 2V
7 A — OffEfR )
B3NV YT hY2T aryR—=F MIONT]
n UA—TD R DT
m 14 X—® [Solaris Security Toolkit ¥ 7 F ¥ =7 ORI LI A ¥~ A X

Solaris Security Toolkit ¥/ 7 k™ = 7I(Z
FOVATLDEFXLYT4—DFHER

Solaris Security Toolkit > 7 b 7 = 7|3 JumpStart Architecture and Security Scripts
(JASS) ¥ —/vF% > b & B IETI, Solaris OS ¥ AT LD F = V7 4 —Z el L THE
FFT o700, LR TAT—7 7V, BEb SN/ A =X L 2R L E T,
Solaris Security Toolkit ¥ 7 M7 =7 ZEH LT, Y AT LD X2V 7T 1 —Zi{b
L, ¥EETDH LB TEET,
WIZ, ZOHA FTHEASN T L EELHFHZ R LET,
m 78t - Solaris OS DR AEEE L TV AT LADEx 2 VT 4 —%[A LEED 2
EO
n HH - VAT AOMEPFERINCRESNIE X2 T 4 =T BT 7 A /US> T
WOMEIMERND L,



2

FE-EELVOHEL VAT LAOEF 2 ) T A —REZERELEX 2T 4 —

a7 7 A& U THEET 5, Solaris Security Toolkit ¥ 7 U = 7 O HE 7 1=
EAZELET, ZOV=a TV TCIOHEEERTLEA, BELZFATLEHE T
VAT LADEF 2T A —REBRICHERINTVDL L2 RIET 20O TIEIH Y £
Mo

m AaT VT - EREOFETRICERSNTEWEORERAD &, Lok R
FHRE SN TWRWES, 208X 012729 £, Solaris Security Toolkit I,
BEEMRIE SN TZICZ0K (EtkE s b5 5) 2 1 FOmPLET,

Solaris Security Toolkit ¥ 7 h U =7 DA A b —/LIZiL, RO 2 DDFE— FHH Y
£ (IH D OBEL Z O TRIE),

m 2 X—Y® [JumpStart E— K|

m3N—TV0D [AZ L K7 orT—K]

VAT DDA A b=V TIEICEMR72 < Solaris Security Toolkit ¥ 7 kv =7 Zfii
HALT, A7 508X 27—t LUOm/METE EJ, KRIZ, Solaris
Security Toolkit ZEHHNHEH T L2 LICEY, X2 VT 4 —2HR LTV AT
LDEX2VT 4 =T BT 7 A VPERE D DVTBEICEEIN TV RN EEAR L
£,

JumpStart €E— F

VAT LADA A M)V ERERRIT, FTEEZRIR Y (BRAEAIZIZSERID) BEMET AR
TY, ZHITiE, OS DA A b—/V EHERL, R bU—27 Offpl, 2—Y =71 v
YTV r=vary Exa T -k R EENE T, Solaris OS DA
A =N ZHECT H7DIFHTEL7T 27 /v YdD 1 50F JumpStart Y 7 h U =7
T9, JumpStart V7 bV =T EERTLE, 22—V —EERZIZEAL (FiTE-
=) AT, *y FY—I7BHATY AT L% A VA M—/)LT&%J, Solaris
Security Toolkit ¥ 7 b 7 =7 1Zi, JumpStart ¥ 7 bV =T N—ZADA A b=/l
BT, Solaris OS ¥ A7 LADFRLICEE S 5 X 27 ORN-2HEFETT L7 L—24
V=027 V7 P PHEINTWET, JumpStart X—ADA A F—LEEFHIT
7% JumpStart Enterprise Toolkit JET) (X, kD Sun ¥ 7 bV =7 X rm— KA
FCAFTEET, JET 1L, Solaris Security Toolkit |Z X5t F = U7 ¢ —if{t%
PR—= b T2V 22— AREENTNET,

http://www.sun.com/download/

JumpStart 7 7 / v IOV TOFEMIL, Sun BluePrints™ ~ == 7 /L [JumpStart
Technology: Effective Use in the Solaris Operating Environment] #Z ML T 72 &
Uy,
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AAKR7OVE—F

F 72, Solaris Security Toolkit ¥ 7 b = 7IZIZA X > KT RV E— RRH Y £,
ZOE— RTiE, BUHEA DY AT LT JumpStart £— K& F o 72 < [6 Usiifbing
FTTHIENTEET, WTOE—FZEHTL25E6TH, EX2V 7 4 —D%
HIITV AT LDEF 2T 4 —BFICEDE T RAI A T HRENRDH Y £7,

AT LDA A =)V TTEICEFR72 < Solaris Security Toolkit ¥ 7 kv =7 Zfii
MLT, YAT7L0Ex2 U7 =% TE£7, KRIZ, Solaris Security Toolkit
EEMIICHERT 2 LICLY, X2 VT 4 — 2R LI AT LOMEBER D
DVEMEICAE SR TR 2EELET,

VI bz F7aAVER—3R2 MMZIDWNT

Z OHiTIX, Solaris Security Toolkit ¥ 7 b ¥ =7 = AR —3 1 b OfiE OBEE 250
BIL £, Solaris Security Toolkit ¥ 7 F 7 =7 X7 7 A VB LT 1 L7 h U D
FVTT, K113y 7 b y=7arf—xr FOKEEZRLTHET,



JASS_HOME_DIR

| —
/Documentation | ||/Drivers /Finish| | /Audit| | /bin || /lib /Packages | |/Patches | | /Profiles
/man [Files /0S8 /Sysidcfg
/smanim - letc /Solaris_2.5.1 /Solaris_2.5.1
/sman4 — /root /Solaris_2.6 /Solaris_2.6
/sman7 | war /Solaris_7 /Solaris_7
windex /Solaris_8 /Solaris_8
/Solaris_9 /Solaris_9
/Solaris_10 /Solaris_10
& 1-1 V7 b xT arR—3r OGS

WoTarl I h (v K774 &, /binT 4 L7 FVIZHY £,

add-client — JumpStart B5ilZ 27 7 A4 7 ZIBINT 57289 O JumpStart ~/L
N—=Ta 7T h

rm-client — JumpStart B25E72 627 74 7 M & HIRT 572 O JumpStart ~/V
VA =574 VN

make-jass-pkg — 7 A ¥ ¥ A R L7 Solaris Security Toolkit /% D PN ERELAT 2 fifi
HZF 5728, Solaris Security Toolkit 7« L' 7 kU D% A5 Solaris OS 73>
T ERERT AR

jass-check-sum - Solaris Security Toolkit D FEATHIZ/ER ENT=TF = » 7 H A
(23T, Solaris Security Toolkit ¥ 7 b7 = 7IZ K VAEEFHD 7 7 A LINE
EINTWRWNE S DEMRT DcdDa~v R

jass-execute - Solaris Security Toolkit ¥ 7 7 = 7 DIZ & A & ORRER FATT
Havw R
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T4 LT MY

Solaris Security Toolkit 7 —* 7 7 F ¥ —Da v R—x > MIUTFTOTF 4 L7 YT
B SN TWET,
/Audit

/bin
/Documentation
/Drivers
/Files

/Finish

/1lib

/man

/0S

/Packages
/Patches
/Profiles
/Sysidcfg

BT 4L 7 FVICONWT, ZOTHALET, BERHLIESIT. A7 U7 K,
W7 7A0, £REVTTFoL 7 PRV A RTDEE BT, FEMBERAETE L
ZWRTEOBELRLTWET,

Solaris Security Toolkit 7 ¢ L' 7 bk U &% Sun BluePrints ¥ == 7 /L [JumpStart
Technology: Effective Use in the Solaris Operating Environment] #Z ML T 72 &
AN

Audit T4 LY RV

IOT4 L7 FUIE, VAT AREREHOEX 2V T 4 =707 7 A /VTHEHE L
TWENEIPEFTMTLEERZ VTN, EFRFEEAZ ) S Moty MREHS
NTWET, ZOT 4V 27 hIRNORAZ VT NMILLTFOZT I VTP THET,
fe2h{l (disable)

A%l (enable)

A A F—/V (install)

w/IME (minimize)

Rl (print)

HIF% (remove)

FRIE (set)

HHT (update)

BEATIVIZEENDAZ VT FOFEMR VAN, BIOEAZ VT hOFBHIZOW
TlE. [Solaris Security Toolkit42 V 7 7 L A~ =27 V] #ZRL T 7Z30,
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Documentation T4 L2 k1)

ZDOF 4 L7 R VYIZIL, README. EOL_NOTICE., INSTALL 7 7 A /L2 ¥, o2—H%—
P ESRATEH I NTZTFA N7 7 A AN THET,

man 74 L2 k1)

IDT 4 L7 P, avwr R B BIORIANNIETEA~v=a2 T 0 =Y
DT arBDYTT4L7 v ELTHEMNENTOWET, £/, 20T 4L 27 FY
IZiX, 2~ FOHEFTHD windex 77 A Vb2 —HF—DFEHEHEZE X THEMNINT
b\ij—o

INBHDR =2 T A_=VZONTOHMIT, EEO~Y =27 "=V F X
[Solaris Security Toolkit 4.2 ¥ == 7 /L= H A R] ZZRL T30,

Drivers T4 LD bV

ZDT 4 L7 K UITIL, Solaris Security Toolkit ¥ 7 b ¥ = 7 O FATRHIE TR L
A VA=V END T 7 ANVERE LIERER T 7 A LS T ET, BE
HIZIE, RIAN ZAZ7 VT b, BROEEZ 7 A VR EENLTVWET,

PUFiE privers T4 L7 FUVITEMENTWVWD RIANRNBLORZ Y 7 OfIT
j—o

audit_{private|public}.funcs
common_{log|misc}.funcs
{config|hardening|secure}.driver
driver.{init|run}
driver_{private|public}.funcs

finish.init
server-{config|hardening|secure}.driver
suncluster3x-{config|hardening|secure}.driver
sunfire_15k_sc-{config|hardening|secure}.driver
undo. {funcs|init|run}

user.init.SAMPLE

user.run.SAMPLE

Solaris Security Toolkit (2 £41% BT A /NIIET T, RISKRT 3 52D 7 7 A LB
FELET,

m name-{config|hardening|secure}.driver

IN6D3O>OT7 7 AL, Lo Y A N TiX sunfire_15k_sc-
{config|hardening|secure}.driver ® L I IZFEIMNIT RSN TWET, Zh
D7 7 A/MTFHEMGBAHE LTV AR LEELDTY, RIANRNERZITT D E &I
secure.driver F72i% name-secure.driver ZIFEHEAHL TLZEW, ZOR
FANIZLE ST, BET S FIAAREEBNIZIEORHENET,
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Solaris Security Toolkit 77— 7 7 F ¢ —|ZIIMHERAFHR A G EN TV D2, FHEERD
27 V7 FARBERETIC, BRDBETRIAN KTA27 V7 b, BIUOEE
A7 VT MEERT LI LNRTEES, RTAZ VT FBLOEEAY Y7 b THEH
SNOEBIT TN TR Y 7 AV THERF STV E S, TNOOHIT 7 A VIR T
ANZESTAUR=FEN, FIAAANBIFOH ST &I, RTAZ VT &
AR VT N TEABEENTE L0120 £7,

Solaris Security Toolkit ¥ 7 h 7 = TIZIZA A L DRERRL T 7 A N3 4 DH Y, T
Drivers T 4 L7 M VIS TWET,

m driver.init
m finish.init
m user.init

m user.run

user.run 7 7 A /WZIE, Bl N—T g U ETIIMREIR S NI A=Y a D
Solaris Security Toolkit BIBOELELZFT 2L Z LA TEET, T DOBEKMNFE
To55E,. HEMIENSNET,

FE - AHEEOLTIL, user.init BT 7 A VNTEIT T o T &V,
driver.init K7 7 A VB XX finish.init k7 7 A VHNOEFTITIEL TE
TLRNTLEEN,

RIANZESTHROHENDIETAZ V7 MIFinishT 4 L7 MVICHY, EHE
A7 V7 MEIaudit T4 L7 NUIIHVET, RIARXTA U A=A END T 7
AT Files T4 L7 P MDBEmHAAENET, KT A2 U7 FOFEEMIZOWNT
I%. T[Solaris Security Toolkit 42 U 7 7 L > A~v=a T V] OF 4 FEEHLTL
IV, BEAERZ YT ROFEMIZOWTIL,  [Solaris Security Toolkit 42 V 7 7 L v/
A=w=aT ] OFESEESHLTLIIZIN,

M 121X R A NOFHIE 7 a—%2R L TWET,
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WS D758 A Jass-exectite ZEH (ariver.init) D1 YR— bk
JE—1\a—Y—DF—nN—=54 FOA UR— b
Y TU—LT—VUEHDA VR—h

finish 27 ) 7 FDEHD A R— bk

JumpStart DE1TH %

KSANDESE

EH (driver.init) DA ViRk— b
FA—=RNLA—H=DF—N=F1 FOA VR— b
TL—LT—IEHDOA VR—+

finish X9 1) 7 b DEHDA VR— b+

JASS_FILES DEX (A 723 v)

JASS_SCRIPTS DERE (AT 3)

RS 4 1 \DEFT

\J

1-2 R A ROl 7 v —

1. RZANZELD jass-execute 2~ ROMEMIL, JumpStart 26 L722WEST
WA S ET, JumpStart DFEITIL, jass-execute 2 v REMFOH
T FIANRNZEETFOHLET,

2. RIANICE ST, BEEIRMICHETEET,
3. RIANZ, £FED init 77 ANADOBREEH AT T o R—FLET,

4. R A N%., JASS_FILES BREZAH L JASS_SCRIPTS REAHAEHRLET, =
NHEDERIFIA T arTHY, WIhnl o, FRIEMFEERTHIENT
EFET, WITNLEZ LRV ELARETT,

B JASS. FILES & JASS. SCRIPTS DEFRIZHOWTOFEMIL. [Solaris
Security Toolkit 42 V 77 LU A~v=a7 V] OF 7 wESRL T EI,

5. K7 A NZ driver.run ZFFOYHH L. JASS_FILE I L Y JASS_SCRIPTS ERIEA
HCEEINTVWABERT ZFEITLET,
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6. (A7 a) RIA N, finish.init £/id user.init NOT AT AT 7+
NI EEETLIEODIERATEI/HED R4 EELZERLET, =— Nl
1-1 12777 K 4 23N, JASS_PASS_HISTORY ZBH/RAJIC 4 1T EL TWET,

a—RFp1-1 13, FIA ROl 7 v —=a— FE2RLTWET,

3— kAl 11 RIA ROFIE 7 1 —=a— R

DIR=""'/bin/dirname $0'"
JASS_PASS_HISTORY="4"
export DIR

. ${DIR}/driver.init

JASS_FILES="
/etc/cron.d/cron.allow
/etc/default/ftpd
/etc/default/telnetd

JASS_SCRIPTS="
install-at-allow.fin
remove-unneeded-accounts. fin

. ${DIR}/driver.run

1. ZOa—FEITIE, RIAADRET 4 V27 b 2B TE 2 & 912, DIR BREE
EEPREB LT AR —FENET,

2. 2D RT A%, JASS_PASS_HISTORY BRiEZAH % RN 4 IZRREL £9,

3. 2O RIFANE, driver.init 226 HiAMY 2B L T, £MO .init 771
N EFAIY FT,

4. JASS_HOME_DIR/Files T A4 L2 U MBI TA T MZabt—Xnb7 714 /v
&t X 912, JASS_FILES BREAEMNERINE T,

5. Solaris Security Toolkit ¥ 7 F 7 = 7IZ K> TIFEITE LK T A2 VST
JASS_SCRIPTS BEAMMNER S NET,

6. driver.run RT7A NRNEZFEOCH LT, fbZ A7 NETENE T, driver.run
IZ. JASS_FILES CTEZRINTWH 77 A /L& — L, JASS_SCRIPTS CTIE
ENTWBEARZ Y P R EFEITLET,

Files T4 LY k)

ZOT 4 v FUIL, JumpStart 7 T4 T2 M —SNbH T 7 A NVEKMNTHHE
) C. JASS FILES BREZAH L driver.run A7 V7 M ko THERHENET,

ZIOFALI FVCEUTFOZ 7 A ARH Y ET,



/ .cshrc

/.profile
/etc/default/sendmail
/etc/dt/config/Xaccess
/ftpd/banner .msg
/etc/hosts.allow
/etc/hosts.allow-15k_sc
/etc/hosts.allow-server
/etc/hosts.allow-suncluster
/etc/hosts.deny
/etc/init.d/klmmod
/etc/init.d/nddconfig
/etc/init.d/set-tmp-permissions
/etc/init.d/sms_arpconfig
/etc/init.d/swapadd

/etc/issue

/etc/motd
/etc/opt/ipf/ipf.conf
/etc/opt/ipf/ipf.conf-15k_sc
/etc/opt/ipf/ipf.conf-server
/etc/security/audit_class+5.10
/etc/security/audit_class+5.8
/etc/security/audit_class+5.9
/etc/security/audit_control
/etc/security/audit_event+5.10
/etc/security/audit_event+5.
/etc/security/audit_event+5.9
/etc/sms_domain_arp
/etc/sms_sc_arp

/etc/syslog.conf

/root/.cshrc

/root/.profile
/var/opt/SUNWjass/BART/rules
/var/opt/SUNWjass/BART/rules-secure

H HE E E E N E N E N NN N E NN EE N E N NN EEEEEEEEEEBE
[ee]

Finish T4 L2 k1)

ZOT 4L MUIZE, FEITHICV AT AOERBLOEHFEZITIKRTAZ VT
KBS TnwET, 20T 47 NINOAZ VT MILLFO BT I Va0 TWH
3

IE2h{b (disable)

ML (enable)

A > A h—/V (install)

fe/IME (minimize)

kil (print)
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m HIBR (remove)
m RE (set)
m T (update)

BEATAVICEEND A7 VT FOFMAR Y A b BLOFEAZ VT FOFHRICON
Ti%. [Solaris Security Toolkit4.2 U 7 7 LY A~v=a 7 /] SR LTI 7ZI0,

os T4 LYK

DT 4 L7 R VI, Solaris OS A A=Y DHDBHMESNTWET, ZhboA
A—=UE, JumpStart Y 7 F T =T DA VA=A TBEATI TAT VM A
~—/L® Solaris OS ¥ =2 & LTHMASNET, ZOT 4 L7 b U OARIBKRD
Solaris Secutiry Toolkit OS 4 HHNZHE> TW LG, add_client A7 U7 b
X, 207 4 L7 MUICEEND Solaris OS N—V a Y &51#E LT=IFANLET,

Solaris OS A A — Y DOFtAiAI L BEFIZONTOFEAMIL, Sun BluePrints ~ == 7 /L
[TumpStart Technology: Effective Use in the Solaris Operating Environment] % %
BLTSEE,

BFHEDA X b — b BHNTR O B 0 T,

Solaris OS
Solaris OS TlIk O HEAZFEH L £9,

Solaris_os version_4 digit year-2 digit month of CD release

7oL %1%, 2005 4F 3 H U U —A®D Solaris 10 Operating Environment CD D354,
74 L7 b UAIF Solaris_10_2005-03 (2729 %97, Solaris OS »7 v 77— h &
VY —=2%&KRT252 &Ik, 7 AMBIOEHICET 2B @A EICEHT 52
EBRTEET,

Solaris OS (x86/x64 75 v k7 +—1LhR)

Solaris OS (x86/x64 77 v b7+ — LK) TiX. kDT 1 L7 MU mABRIZHEH L
ij—o

Solaris_os version_4 digit year-2 digit month of CD release_ia

7= & Z1E. Solaris OS (x86/x64 7'F v b7 —ALkK) ® U Y —ZHA 2005 4F3 AD
BE. T4 L7 FUAIE Solaris_10_2005-03_ia DXk 2RV £,

F1E HSIZE N
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Packages T4 L2 k1)

DT 4L RV, MTAZ VT MZEBA ANV EEERZ Y NTLB
FRFEDS AT R f£/7}"727/\//7**“7755*%1‘V‘]E§2}/L’Cb\i’9’“ 7= & 21X, Open Secure
Shell Y7 b7 =7 /Ny r—%, Packages 7 4 L7 MUK TE £, ZhiT
K0, MBS LCTELWKRTAZ U MEFEHLTZ @/7bﬁi7%4/x%—
NTEBLHITRY ET,

Solaris Security Toolkit ¥ 7 bV = TIZEEND N ONDKE T A7 Y 7' E*EX
JUT NI VT R T2 T DA A M= FEARBR R, kio@£®%%
1ITLE9, KIT, Packages TA L7 NUMB Y T v =T %A A F*JI/L“CTﬁﬁE
THA7 VT bR LET,

install-fix-modes.{fin|aud}
install-jass.{fin]|aud}
install-md5. {fin|aud}
install-openssh. {fin]|aud}

Patches T4 L2 k1)

ZDOFT 4 L2 M UIX, Solaris OS (2K L7zHERB L O X2 VT 4 Ry F 7 T RH
AT D7D LET, RER Ry FEXFT L m—RFLT, ZOF 427 MY
JERERERR L £ 9,

Ry FERMELTIOT 4 L7 MVICEMFERT 221280, A U X b= 3%
fbEnvEd, NvFE2ZDT 4 Lo b UICEMMEERT % & Solaris Security Toolkit
YT =T DRy FA LA R=N A7 VT MIEoTA A D=V HBIATD
NET, 2—=PF—0A A M=V T LICFETR Yy F 7 T RAZ & EMIHRRT 2081
HY EHEA,

LT3 Solaris OS X—Ya &IV T T4 b7 MY BERLET, 72¢& 2
IX. Patches 7 4 L7 F VU WIZ 9_Recommended 7 4 L7 F U &
10_Recommended 7 4 L7 b U BEETHHENRH Y £,

Solaris Security Toolkit ¥ 7 s & =7 %, Solaris OS (x86/x64 77 » N 7 *— L)
Ny F I FGAZEZYR—FLTWET, 2Oy F 7 IFAFTHERIND 4R
IZ. SunSolve OnLineM +—E X THIHTE 56D EE LT,

JEIL <release>_x86_Recommended T3, Solaris 10 OS @ Solaris OS (x86/x64
TT7 v N T A —LIR) RNy TF I TAFXOGE, TV NUAT
10_x86_Recommended (272 V) 97,
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Profiles T4 L2 k)

ZOT 4 v FUIZIE, TXTO JumpStart 72 7 7 A ARSI TCHNET, Ur
77 A MZiE, A A h—/v9 5 Solaris OS 7 7 A % (Core, End User,
Developer, #7z/% Entire Distribution), 7 4 A7 DL A 7T b, BILOA A h—
NOFEF (AZ L RT a2 ) Z#RET D7D JumpStart Y 7 b =71k 5T
EH SN SRIE RN S TN ET,

JumpStart 7’12 7 7 A /ViE rules 77 AL TY XA FBIOER S 4L, FrED T AT
AFNF VAT AT N—T OREFEZERLET,

Sysidcfg T4 LY M)

Profiles T4 L7 b U L[AFEIZ, Sysidcfg T4 L7 PUICKMENLTWDE T 71
JUIE JumpStart €— RO A VA =L TOREHINET, ZhHDT7 7 A ME, &
Yo VA M= IER AR S Z & T Solaris OS DA A b—/LZHEMEL L £,
% OS [EHADEBRLHMN2 DT 4 L7 N YV —THRIFESNTOET,

Solaris OS Z LBl DT 4 L7 FUNRBY T, VI —RTLIZ,

Solaris_OS Version £\ 94 RiDT 4 L7 MY BRTFE(EL £, Solaris Security
Toolkit ¥ 7 + 7 = 7%, Solaris OS /X— g > 2.5.1 ~ 10 IZkHix L7- sysidefg
P TNT A NBEENTOET,

sysidcfg Vo TN T 7 A ME, Ry FT—I Tk KRNI L7 L EOFEIC
JEHE T 9, Solaris Security Toolkit ¥ 7 b ¥ = 7%, {EE®D sysidcfg 7 7 A /L
EHAR—FLET,

sysidcfg 7 7 A MZOWTOFEMIEL, Sun BluePrints ¥ == 7 /L [JumpStart
Technology: Effective Use in the Solaris Operating Environment] #Z ML T 72 &
W,

F—B YRS Y

T —X UARY MY (JASS_REPOSITORY) 7 « L7 h VX JASS_HOME_DIR T A L' 7
b U REENICIZAEE L £/ AR, Solaris Security Toolkit O #/F % JtiZ 9 HEE D 5
TEYAR—MLTEBY, EERITHNEICETLI T Y2 RELET, £, ZOY T H
TxTIC Lo TERINZT 7 ANVO—EBEMEEL, T JICERINDLT—4 %
REFELET, 20T 47 MVIX, /var/opt/SUNWjass/runs/timestamp WIZH
%7,
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N—Ua3 NEHE

Solaris Security Toolkit ¥ 7 bV =7 THEH SN LT XTOT 7 A MBI 7 U7
FONR=Ta 2B 5 LiE, 2 >OBBE THEFICEETY,

1. TORBEOBHDO 120 . VAT L2DA A= NEHHETLHZLIZHY T,
A VAR=LHIFERINTTRTOT 7 ANNRN—=2a 0 DRAF Yy F gy b
T, TOBRMITERTEERA,

2. INBDOAZ YT MILL DMERICE > TCE DO TEER X2 U T ¢ —HEHE
FITT D0, TAIRET LTWAMRERERRLFNFEEINS L H L0
BELOMLERNSY 7,

Source Code Control System (SCCS) /N— 5 VLR » - — 7% Solaris OS
SUNWsprot /Ny 7=V TSN THWET, 7V —v =7, F73dikofo—
TarEHY 7 b =T LTV UEREEET LB TEET, W
NON—Y a SERRGZHENT 256 TH, FBRkO Y AT AOFHEEICH A T,
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n BB & LT, Solaris Security Toolkit ¥ 7 N = 7IZE TN DD

T7AN(RTAN AT VT b T7ANRE) ZEELRNTIIZEW, LD
77 ANDERNERH L=V 3 D7 7 A ML o TEEEINDZEN
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TR, VAT LAOWRAREINCEE SN D /REERH Y £7,

T ANENAT<A AT HEEIE., T 774 v2a—1LFET, TOT 7 A
MEEDEFIZLT, a—%2ZLELET, ZOHA RTA4 4021 72RO
FS B ET,

m sysidcfg 77 AV

Solaris Security Toolkit 42 ¥ 7 hU =7 (ZiX, Files 7 4 V7 NUKNDOT 7
L= MIF—U— FERFELERT LW OH LWEBRERH Y £9, ZoHikEx
FIFH9 % & Solaris Security Toolkit 4.2 ¥ 7 b 7 = 7 IZAHBE L CWAHET 7 4 /L
N T L= b EERT DREN RS0 4, ARERNE Y ERHEMEA LT
{TZEW,

RIANRELIZAZ Y RO —l, TOT7 7 AN EXRBTE S XS R4 TE
FFTLEEN, AV T NOHNERT L7 4 v 7 ARF—U—REMH L
F9, 2HEOLFTH LV SR EDOT VT 4 v 7 A MEEHRIT S
D, HOWET Ty N7 —bRT SV r—a O ELARNCERTE
F9, £ 1-1ILFOFEZRLTHET,

= 1-1 T AB BT 7 A Dz A

HRELIT7AIN ERS L
abccorp-secure.driver SHOTVT 4T A
abcc-nj-secure.driver St GE . BT
abbcorp-nj-webserver.driver Stk BT, 7Y r—va OfEE

abc-nj-trading-webserver.driver &t AT, ik, 77V A — 3 L OfEE

m LU T Solaris Security Toolkit 7 7 A /WAL AT KZH#A L TV DR L TL 72

SV, TNLDT 7 ANEHAZYA RTHITIE, TOT7 7 AV Ea—1L, 2
B — D4 Fi% user.init BX WP user.run ITEE L C, aBP—DOHNEFLEZLEEE
7B MmLET,

Drivers/user.init.SAMPLE T a— 2R FGABDH AR~ A RIERALET

Drivers/user.run.SAMPLE Ta— VBB A Z <A R L ET
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B 36X—TD [VATLADOEX2U T 0 —OHER

HHE &

Solaris Security Toolkit ¥ 7 U =7 A L T AT LD F =2 U T 4 — &R
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DIRFBERZ TN THZEL T ES VY, ZOFEEEITDRVE, —EANES)
[Z2oe | MERY—EAZEB TE R R0 T2 HEERH Y 7,
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£75
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a. VAT LEHA APV LET,
b. Solaris Security Toolkit ¥ 7 bV =7 & A A h—/L L E7,
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m 7Ty ANBZIT 5% — Telnet, FIP (File Transfer Protocol), SNMPv1
(Simple Network Management Protocol version 1) 2 D7 U 77 ¥ A h7'm k2
I T& £ A, Solaris Security Toolkit @ secure.driver [ZZiH DH—
Rz WS D7D, BIMORERIIRETT,
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RV — T RCOZ—P—[INRAT =R % 30 HZLIZET LR ITIER S0,
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IR AFRET D & 9 I T & £, Solaris Security Toolkit V¥ 7 b ¥ =7 @
secure.driver IX, /NAU— ROBFRMR A K 8 B (56 HIM) ITRELE T,
AV v—ITH# AT 5 KL 512, Solaris Security Toolkit ¥ 7 N7 =7 D707 7 A L&
BEFTLMENSHY £, [Solaris Security Toolkit4.2 V 7 7 L A~v=aT7 V] %
ZRLTLIIEEN,
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22— —=TH U FTpasswd(l) 2~ RENFOHLET, E%f:’—*“‘bu @/QX

T — REFRHIICEFE T 5I121%, passwd -f 2~ REMHHTEX£9, passwd(l)
o ROFEMIL. Solaris 10 OS Reference Collection & L T 72X,
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TV =gy, =R, BEELIIEEERO A N MY BERRLET, A
Ry MY OERIE, VAT ATEBIHERSN TS Y 7 by =T 2D 71-01C
MHIETT, VAT AIFLL OBFE, FHENRWY 7 by =T R, B U AERE
PHR—=FLTWRNWY T N =T REENTHET,

VAT AOWKITRNRICT 2 LERH Y T, OF D EVRAEREOY N — hiZ
RERY T MU 2THFA VA=V LRNE DI LET, VAT A RICAERY 7 b
=T RhIUX, ENEITEHEEN AT LEEMTOEENL R0 £, Fik,
VAT ALEDY T Ny =T EBRL TR, B LR R0y FEBE R D
ZLEEWLET, Solaris OS Df/MEIZ OV TOFEMIL. Sun BluePrints OnLine
DO ¥giEL# [Minimizing the Solaris Operating Environment for Security] %2 L
TLZ &V, Sun Fire ¥ A7 L KA A Ofg/MEIZ DWW TOFEMIIZ, Sun BluePrints
OnLine ##3C# [Part I: Minimizing Domains for Sun Fire V1280, 6800, 12K, and
15K Systems] & [Part II: Minimizing Domains for Sun Fire V1280, 6800, 12K, and
15K Systems] ZZMH L T 723wy,

DT Tx2T7DA R MY EERTDEZIE, VAT ATHEELTWSE T 7Y 47—
arofiz, HFH, B, BLXORY I T oY T TR EOESR o R—F
VELEDTLEE N,

S—EXBEHDRE

TTVr—vardh—A0AL RN EERLED, EX 2V T 40— 081k
KoTEEBIND VR —R NOEGEEGERH DN E I DERAIET, E=FH0T
TV Ir—a D% <X, Solaris OS TSN AV —E R ZEEIIIFERA L EE
Ao Solaris OS TRUEIND YV —ERAEZHEBEMEHT LT 7Y r— a3 220 T,
DUTofizsR LT EEN,

m 23—V HEFIF 4777 )
m 26 %—D [HERR7 714V
27 R_—VD [F—ERTL—AT—7 |

F - 2O T BB TR T, Solaris 9 OS DL DT,

H£EES14T3Y

TV = areYiR— b SOOI ERTIAT T ) BB LRThERY £
b ZOFBRITBREZ T Ny 7T HBRICR BRI DL T2, VAT 2@k d B0
B T O METT, VAT AOWREPAHLRGEIL, TX220% OfFHRzIL
BLT, VY7 hU=T7OEFRBRREEZERELTIZE,
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TV r—vary THERENDGTAT TV ERETDHIZIE, A A= LTS
Solaris OS D/X— g NI U T, IRD 3 DOHEEZEHTEET, 208 TIE., &
JiEDa— R EERLET,

R HE1-TFV 5= a A A FIRTATIVRE, J7ANVVAT AT T V=
7 NOERERST D (72— N 2-1),

n HE2-BHHo T rE RO TOBRENEL, B#HhoT 7Y r—va %k
ST 5 (72— R 2-2),

m HIE3-BICHEPAEND T TV r—a UEEIIL, a T AokEIRICE
DT T T LD N —RAEITH (a2— K 2-3),

FHiE1

T7ANTVAT LA T V=7 MZOWTOREHRERSET HI121E. /usr/bin/ldd =

~ v REFERALET,

722X, RAAL VR =LY AT AL (DNS) ==V 7 h =27 OYR— MISE

oA 7TV AL ET,

a— K4l 2-1 TrFANVAT LT TV =7 MITOWNT DR HRO B

# 1dd /usr/sbin/in.named
libresolv.so.2 => /usr/lib/libresolv.so.2

libsocket.so.l => /usr/lib/libsocket.so.1l

libnsl.so.l => /usr/lib/libnsl.so.1
libc.so.1l => /usr/lib/libc.so.1
libdl.so.1l => /usr/lib/1libdl.so.1
libmp.so.2 => /usr/lib/libmp.so.2

/usr/platform/SUNW,Ultra-5_10/1ib/libc_psr.so.1l
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Ttk 2

EITHh oo AN 6EREIIGT AIZIE,. /usr/proc/bin/pldd 2 <> R
(Solaris OS N— =5 7 8, 9, BLW10 THIHWHE) AL £,

a— K 2-2

FEITHO T atE AN D OERO

20307:

# pldd 20307

/usr/sbin/in.named

/usr/lib/libresolv.so.2
/usr/lib/libsocket.so.1
/usr/lib/libnsl.so.1
/usr/lib/libc.so.1
/usr/1lib/libdl.so.1

/usr/lib/libmp.so.2

/usr/lib/dns/dnssafe.so.1

/usr/lib/dns/cylink.so.1l

/usr/platform/sundu/lib/libc_psr.so.1l

Jiik 3

pldd a~ > RiX, 77V r—2 a3 Lo TENICEAAENDIIEFET AT TV,

BIOT 7V r—var BV 7 ESNTWAHREET AT TV 2FRLET, ZOFR
IZRD truss a2 RTHLREGTEET,

F - EMRICT 2720, WROHNIT@EPETLNARRLTVERE A,

a— k4l 2-3

BFNCHEFAEN DT 7Y r— 9 ORI

20357:
20357:
20357:
20357:
20357:
20357:
20357:

# truss -f -topen,open64 /usr/sbin/in.named

open("/usr/lib/libresolv.so.2", O_RDONLY) =3
open("/usr/lib/libsocket.so.1", O_RDONLY) =3
open("/usr/lib/libnsl.so.1", O_RDONLY) =3
open("/usr/lib/libc.so.1", O_RDONLY) =3
open("/usr/lib/libdl.so.1", O_RDONLY) =3
open("/usr/lib/libmp.so.2", O_RDONLY) =3
open("/usr/lib/nss_files.so.1l", O_RDONLY) =4

¥2E

VRATLOEF) T —DHER  FEDER
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a— Kl 2-3 BFICHAREND T 7 U r—a COh] (e x)

# truss -f -topen,open64 /usr/sbin/in.named

20357: open("/usr/lib/nss_files.so.1l", O_RDONLY) =4
20357: open("/usr/lib/dns/dnssafe.so.1", O_RDONLY) =4
20357: open("/usr/lib/dns/cylink.so.1l", O_RDONLY) =4
20357: open("/usr/lib/dns/sparcv9/cylink.so.1", O_RDONLY) = 4

ZON=Va yOHNITIE, et AR VAT Aa— (ZO8E T open) &
ZTO5H, BEIUOVAT Aa—VORVEPNGENTOET, RUENDL, VAT A
A= NBREETATZ IV E/HOTFTHSZENRTERLZ L2 cExd,

HEIFATTIVDYREIRERENTZD, ROa<vwr REFRHLT, #HEFA4 77 Y
2B LT3 Solaris OS /Ny r— V& IRE L ET,

# grep “/usr/lib/dns/cylink.so.l” /var/sadm/install/contents
/usr/lib/dns/cylink.so.l f none 0755 root bin 63532 24346 \
1018126408 SUNWcsl

RO TITIE, ZOHEFE T A7 7 U suNwcsl (Core, Shared Libs) /3> 77— IZ
BLTWAZEWRENET, 2072 I7 AV r—yvarEiidh—e2xa4
A= T 57D BER Ny =V OFBNARNL DT, 7T v 87 4+ —LDf/Me
ZFATT HBICECE AT,

BRo27A1L

P—ERAEMIER T 7 ANV EZBLTIET DL TEEY, F—EAEHIT
BT, W7 7 A NVOARINEREINTZVHIBRENTWAZ N 4, Lz
NoT, ZOT kR L, VAT LOBLFIEICHESEMICEEL 3, 7L,
[Solaris Security Toolkit4.2 U 7 7 L A~v =27 /] #ZHL T EEW,

W7 7 A NVPMER SN TWE N E Sz Wrd 51213, truss I~ R L
ij—o
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F - S ERICT 5720, ROWINIETETLIAFRLTHERA,

a— ol 2-4 HERL T 7 A VDMER STV D 0 E D 2 DHE

# truss -f -topen,open64 /usr/sbin/in.named 2>&1 | \
grep -v "/usr/lib/.*.so.*"

20384: open("/etc/resolv.conf", O_RDONLY) =3
20384: open("/dev/conslog", O_WRONLY) =3
20384: open("/usr/share/lib/zoneinfo/US/Eastern", O_RDONLY) = 4
20384: open("/var/run/syslog_door", O_RDONLY) = 4
20384: open("/etc/nsswitch.conf", O_RDONLY) =4
20384: open("/etc/services", O_RDONLY) =4
20384: open("/etc/protocols", O_RDONLY) = 4
20384: open("/etc/named.conf", O_RDONLY) = 4
20384: open("named.ca", O_RDONLY) =5
20384: open("named.local", O_RDONLY) =5
20384: open("db.192.168.1", O_RDONLY) =5
20384: open("db.internal.net", O_RDONLY) =5

ZOFITiE, DNS #—E AL /etc/named.conf 72 EDHER T 7 A NV EHEH L T
F9, AIOFEFRERIC, RVENRZ T —Z2RTHA1E, MEXRD L REENRH Y F
T, BX =2 U T 4 —5{bE AT T DRIk CRREZERRS XEL TS5 & T, BRik”
T RALROMEEN ESEDENTEET,

HY—ERXITL—LT—4H

ZORT IV, KBEECEMER T 7V r—2a VEEET D007 L —AT—
JELIFIAZ Y —EANEGENET, ZOHT AV ITHRKITEEND T L —LU—7
W, RMOX IR ZATRNHY £,

m F*—3I 7P —E X (NIS (Network Information Services), NIS+, LDAP
(Lightweight Directory Access Protocol) 72 &)

m BFEY—E R (Kerberos, LDAP 73 &)
m =T 4 VT = —ER (EFEFRHE O L (RPC) e THEH SN DA — |
~ v R—72 )
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TV —va N2 L —EREKFELTVDEINE I DEFAARGEELH D F
T, 77U A — g L OERIFIZ. Kerberos fEIRIZIBINT 5 72 & OBk 72 BAEDS M4
Tl &, KEBGENIE-ED LTCWET, L., 77V Fr—va ORFEGR
DIBIMOEEEZ VLT L ST, KEOKFREARBR X —IZ L > TXELI TR
ZELHVET,

RPC AR— bk~ v/ 3—ZZ DT, Solaris Security Toolkit ¥ 7 k7 =7 D
secure.driver {X. RPC A — b~ o/ X—2 MWz LET, ZDOD, ZOH—F
ANHEGF L TOBIENOY —EAR T LAWEMEE T2 A H D £7, BEOR
BRons |, BIAMLEICH L CT 7Y r—varoa— KR <k E&nTnanE )
ML ST, P—ERTHEr, Fik, FRREEKTLES, 77U 75—y aun
RPC R— h= o R_X—%FHLTWDENE D &YW 51213, rpecinfo 2~ K%
FHLET, RIZHZRLET,

a— Kl 2-5 RPC #H L CWAT 7V r—v a ORE

# rpcinfo -p

100000 3 tcp 111 rpcbind
100000 4 udp 111 rpcbind
100000 2 udp 111 rpcbind

100024 1 udp 32777 status
100024 1 tcp 32772 status
100133 1 udp 32777

100133 1 tcp 32772

100021 1 udp 4045 nlockmgr
100021 2 udp 4045 nlockmgr
100021 3 udp 4045 nlockmgr
100021 4 udp 4045 nlockmgr
100021 1 tcp 4045 nlockmgr

P —ERFNIE, Jete/rpe 77 A NETZIEFR—I 7Y —E R (LDAP 72 &) b
B LEEENRERINET,

Sun UADOBETELALNDELIIZ, ZOT7 7 A M —EADT L N BNV
B, =R T7 4=V RIZiIMbLERENFEFEAL, ZOHAIE, o7 7)) r— 3
VTEBEENTWAT Z Y r—2 g U OBINEELL 720 £,
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72 21X, rusers av LU REEXTCAHAELED, ZOa<w RIZRPCAHR—hv v
B —EREFLTNET, RPC A — v o R—=RNETIN TN &,
rusers <Y RFEIE L7 L ICRAZET, &HEMNIZIE, KOZTF—R vE—TT
HA LT MR ET,

# rusers -a localhost

localhost: RPC: Rpcbind failure

ZOMBEIX, e 7 AR —ERLEEETERWEDICREAELET, LL,
/etc/init.d/rpc M5 RPC AR— b~y B I —EREZE®BTHE, TrTT A
T CIZSEITLTRERERLET,

ol LT, RRCAR—h~v v BT —EREETLTWNDLD, rusers —E R
EEITTDHEOIOBRENTWRWGEEEEZEZXTCALAET, ZOHEDIREITE TR
720 BEEIZHE RS AT A E T,

a— Kl 2-6 rusers Y —E X DOKEE

# rusers -a localhost

localhost: RPC: Program not registered
# grep rusers /etc/rpc

rusersd 100002 rusers

# rpcinfo -p | grep rusers

<HAFERSNEL>

rpcinfo 2~ FT rusers ' —ERADT > MU BRRRINRZNI ENL, ZOD
P —EANEZ > T RNETRITEET, ZOTRERIET 5120,
/etc/inet/inetd.conf DY —E A= MU ZEELET,

# grep rusers /etc/inet/inetd.conf

# rusersd/2-3 tli rpc/datagram_v,circuit_v walt root
/usr/lib/netsvec/rusers/rpc.rusersd rpc.rusersd

P —ERITOEAICH D 3 A FiEE (#) 1%, rusers V—E AR/ > TV D
ZEERLET, ZOY—EREFAMITHICIE, LTOLEBD, TOa A EfF
I L. SIGHUP {25 % /usr/sbin/inetd 7Rt RICHEHELET,

# pkill -HUP inetd
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3 — pkill =< RiL Solaris OS S—2 5 7 ~ 10 TOLFIHTEEI, o
NR= g v OE,. ps 2~ Ré kill a~v2 RT, FRFh, 7ut2x % BoT
TRERBEEEELET,

T —2 9 N RPCHEZ R L TWAE 9 A4 5121%, Biko 1ad
aw REFERIT I HELHY £7,

a— Kl 2-7 RPC AL CWAT T r—y a2 /FET HR0HE

# 1dd /usr/lib/netsvc/rusers/rpc.rusersd

libnsl.so.1l => /usr/lib/libnsl.so.1

librpcsve.so.l => /usr/lib/librpcsvec.so.l
libc.so.1 => /usr/lib/libc.so.1
libdl.so.1 => /usr/lib/1libdl.so.1
libmp.so.2 => /usr/1lib/libmp.so.2

/usr/platform/SUNW,Ultra-250/1ib/libc_psr.so.1l

librpcsve.so.1 DT MUK, 77 A4 &L BT, ZOP—E RN RPC K— b
Yy BT —ERIEKFELTVWDZEERLET,

RPC R— F v v/ 3—DIENIZ, FIP, SNMP. NFS (Network File System) 72 & D —
A7 OS —E R T 7V r—a UBMEEFEL TWAHELH Y 3, FEOTE
TINHDOH—ERET NNy 7L, EVXAEEEZYR— T 20250 —E
ANEBICHENE I DEHK¢H N TEET, 72L& 2I1E, netstat a~<w 2 K
EUTOEBYEITLET,

# netstat -a | egrep “ESTABLISHED|TIME_WAIT“

Zoavwr RNE, BEFHENTWAY—E X, FFREREEFEHEIENE-Y—EZ2D Y
ANERLET, UTICHZRLET,

* 2-1 B SNz —E RADFER

localhost.32827 localhost.32828 49152 0 49152 0
ESTABLISHED
localhost.35044 localhost.32784 49152 0 49152 0
ESTABLISHED
localhost.32784 localhost.35044 49152 0 49152 0
ESTABLISHED
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= 2-1 BRI H SN —E2ADER (fRE)

localhost.35047 localhost.35046 49152 0 49152 0
ESTABLISHED

localhost.35046 localhost.35047 49152 0 49152 0
ESTABLISHED

filefly.ssh 192.168.0.3.2969 17615 1 50320 0 ESTABLISHED

ZOBITIE, ZL OV —EARERAINTHETR, EOR— IR EDOH—ERE
77V =2 a Lo THAINTWANERATT, ZOERERET I
1%, pfiles(l) =2~ K (Solaris OS /X— = > 8, 9, 10 THIHAMHE) = A L+
9, pfiles I~ N, &7 2 BATHMIMNTNETXTOT 7 A /LOEREFRR

LET,
a— K 2-8 P—bERFIIT IV — g N Lo THA SN TS R— NDR
TE

# for pid in ‘ps -aeo pid | grep -v PID'; do

> pfiles ${pid} | egrep "~${pid}:|sockname:"

> done

1sof (list open file) =~ RAMEH T2 & | KA Z L 0 Z0RAD DD ZAGI Ak
THZENTEET,

lsof Y—=RAa—NFiE, WOV A bipbFvra—RLTIIZEN,
ftp://1lsof.itap.purdue.edu/pub/tools/unix/lsof/
1sof AT VX, ROV A EhrbFTrn—RLTLEEN,
http://www.sunfreeware.com

lsof A< RNiE, EO7avARED 77 ANLBLIOFR— M2 FEHL WA %
NFEF, 2ExE, HIoBoR— bk 35047 ZFEHL TWA T o R E2EET ST,
DToa~r Fe#EHLET,

a— Kl 2-9 T7ANVBIOR—- R EEAL TS 70t 20T

# ./lsof -i | grep 35047

ttsession 600 root 9u IPv4 0x3000b4d47e8 0tl TCP
localhost:35047->1ocalhost:35046 (ESTABLISHED)

dtexec 5614 root 9u IPv4 0x3000b4d59e8 0t0 TCP
localhost:35046->1ocalhost:35047 (ESTABLISHED)

lsof O L, A— bk 35047 2% dtexec BT A L ttsession 7 rE R EDHEE
EHESN TS Z EEaRLET,
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lsof 7RV T HZXY, Z7ANVVATLAERIIRYy NU—J7OERELEET
VAT AMETET Y =3 U OKRGFERERE B TS Z ENRTE BHAN
HYVET, ZOHTHHATEZBERDOITEALIL, 1sof Fu VT 00K A S a %
AL CIETZEnTExET,

F - I THBLAEFETIT. oI I NN —ER2DKRERZRIZ RS
LRWIERHVET, TNOHDOFEITMAT, Sun O R o A2 f & 2 —flt
DRFa2A FEZRLTIEEN,

32

Solaris Security Toolkit 7B 7 74 )LD
RS IUEE

R L OMEFEEER T LI2h, BX a7 —7mrr AV EHB L CHEELE
T BXa2UTF4—FRTr A, VA NEEOEF 2 YT 4 —KY v— & i
L0200, BEET LT AN BIERT A BEBEX2T BT A4 30 5HL
SNFET, ZNITIX, name-{config|hardening|secure}.driver, A7 U/
M TZ7ANBRERDY £,

Solaris Security Toolkit ¥ 7 bV =TIZHESN TS EF 2T 4 =T 077 AL
DTN AZ YA XT o0, FRIFMEOEXF 2T =T 077 A V2%
LEd, MikoRY o— KW 77U r—va VEMFT 2L 2 DT T b AR
THERRYET,

X2 VT4 =TT ANENRE A AT DHIZE, RTAZ VT R, AR
T, BELSK, JL—bU—7 BEORTFANLT T L— R EBLTEDT
varERELET,

I, UTOEEZBLTIZ I,

B VI NI T DHARAE A RZET DA RTA 02O TIE, B 1HE, 14 ~2—
2@ [Solaris Security Toolkit ¥ 7 bV = 7 DIERIB LI AL~ A X 5L
TLTIEEW,

n EFa )T =TTy A NEAERT S FIABICOW T, 7 123—Y0
X2 UTF s —T a7 7 A NVOERK] #BBLTL X0,

B RTANRDHRZ <A RZHOWTOFERMIL,  [Solaris Security Toolkit 4.2 U 7 7
LoAw=aT7 ] 2R LTSN,

A7 VTR, ZL—AU—7 BREEKR. 77 Ao TEL, BN T
T. [Solaris Security Toolkit 42 U 7 7 LY A~=a T V] OFHOEEZSRL
TLIEEN, WAF <A RXT 5 EE R ERBEA$IL JASS_FILES & JASS_SCRIPTS
D 2 ST,
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EROTT v N7 F— DB T LEEEZREL, 0T Ty M7+ —LEOMESE

MEFF 213, R A PERBBEEX2) 7 0 —7 07 7 AV LTINS Tk
LE7., 8L, [Solaris Security Toolkit4.2 V 7 7 L A~v=a7 /L] #5H LT
SEEW, HAZVA R LT F 2 )T 4 =T 0T 7 A MERHROEY —, I,
BLROEF LKL, ZEARNEITROHER L TIZIN,

VI2+b0xz7DA2A =)L

Solaris Security Toolkit ¥ 7 b7 =7 DA » A h—/LFEIL, BAHHHD T AT LT
HH LW AT ATHRILTY, A A M= AFRITHOWTOFEMIE, # 3 Ex2 M
LTS,

RLFHHD Y AT KT, ZOT rE A% LD WRICEIICIT 5 = L7570 & 2 F3kA
BanbhET, 20 LEHAE, BT REATRAL, A ¥ X b= LAk OMEE
TR LET

4R F— LB EEDESR

BUfi 75 A o AT A OIE{LZFEITT DRI, RO 2 DOBEEREEIZOWVTHRE L, 7
L ET,

n NI T T

m fRAEE

SNB ORI, BARHES S AT AORIEAHER L, WALO FilCHERR OWELER) 72 R
ERRT 2 DI £,

T—8DINv I TvT

ZOMEEIL, T DB THESNTEZSEIH A D72 DIITVWET, BENEA L
25E. VAT AOMREB LT — 775%7%75\0)??/“(7 ﬁ%féi’bfb\é%\gﬁﬁ
DVET, WOEEEITOMLERDHD 7,

B VAT LERNY I T TS

B NI T T RAT 4 T DAY NAREDHEZR T D

m 2T VY OETTINAREER T D

D OIEHET, VAT AOBRICKIBREFE 2 MZ DRENIITR > T EE0,
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VAT LDEEHEDREE

MEEEREIT ANy 77 v 7L EIRICHE TS, £F 2 V7 4 —DO@LR ETY AT LD
W Z2EHT LRI, MEE2TR > TV AT LANLE LIEERETH D = L 2R
LET, ZOMIEITROFIETITVET,

n FEH)

m TV = a rERIEIV—ERADT A RO

EBBEHDOT A NBLOEART 7 OFHZHRELETR, 77 0 BDEICFIATES
LIEINEVERAL, TTUEAATERWEGESIE., EBROERGTIEICE ST AT
LETANLET, 207 ® AT, EfTHORERS, BREIN TV DR & EEE
WC—HLTWDZ EaMERLET,

VAT LAOREBERT U —a VORI, =T —RX v —TUFEdEENRE
IRENBVDHRET, BETERNWZT —BRELZGEEEe V7 7 4 VICiEk
L., ZNEX=2 U7 40— ET HRBEOEBENZIERIZZE SR X 9T
LET, B 77 ANVEHRTDHEXIT, UTOVAT A, —ER, BLOT SV
r—aroulE#RELET,

/var/adm/messages
/var/adm/sulog
/var/log/syslog
/var/cron/log

VAT LAEHREHLTH, =T —FIFEERA v E—Y HOWVTRADOT T —F T
IFEENFRREINR T, ZOFEEITETTT GO 7 —BE T3 Tx®E
fEENTND), VAT LAZFHEE L TEE LEEREBIZLTIZEIN, KRG =
FARZBWTETHO U AT MR ERIF SN TV DR E OFEZ R E L5 E
IE. MBOEFEMARY O —BL O e AR HIMA L, FHEEHEELET,

A 2AM=ILEDEEDET

A VAP =NVEOVEEITA VA M—VEIOIEEDTEETH Y, ¥xF 2V T 4 —Dif1k
WL TV RATAETNIT I I —3 a VTHEREENSE L TWRNWT & 2R
TAHEZDIATWET, FEIZ, YATLBLIOT AV r—aroul 7y AV EFRR
LCHERLET, VAT20EX= VT 0 —f{bB I OZENICH K FEEIZIZAER S
nNtaZ77yANn, £x2 V7 0 —0baiciGE SNz n 77 7y AV ERLE TR
FaUE 0 FHA, BEISNZV—EZANFED LD v =8N DN &
DHOETH, RLEHEADIL, LW T —FHI3EE A v E—URFRENATH
A AN o G

077 A NVOMRIZINZ T, BT A N EITWET, 77U r— g URRE
wrTLchbar sy NUBRERENLWGEAELH Y FT, RIEIZOWTOTEMIE, &K
DOEiEBRBLTLIEEWN,
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O ~ -~ ~ > ™ “L\b
TIUr— a3 BT —EXDHERE
I =
% D FREE
VAT ADEF 2T 4 —EHERT I T ADKEZIC, VAT ANEMETSET Y
= arEY—UEANRELLEETAIZIEEZMIELET, HbET, X2
TA—RY—DBEMEREF 2V T =T 07 7 AV TIEFICEEINTZ L 2 HEE
LET, ZOFEEET, ITXCoOMEIMREEINTRIEIEESNRD X iIC, 7T v b
T 4 — LDOBILBERZICGEEICFEIT LET, ZOEEL, ExX 2V T —Tr T AL
DAVAN=AOWRIEE, T A —3arBLOY—E XOBEEMORIEE WS 2
DOIEHITS PN TWVET,

X2 T4—TAOT7AILDA VR F—ILDE
i

Solaris Security Toolkit ¥ 7 NU =7 R tEX 2T 4 =707 7 A )LEEFIZA A
=N L2 E2METDICE, A A= J 7 7 A/ jass-install-
log.txt ZHER L FET, ZDT7 7 A/IL, /var/opt/SUWWjass/runs D T D5
{LALER & 7 (XA LB (JLBR D BRARIE) A OT 4 L7 FUICA VA =L ESE
T

7 — Solaris Security Toolkit ¥ 7 b T =7 28 27 A% L THT o T E & iR 3 5
Zid, 2ourZ 77 A vEZRLTIIESN, FITORWIT, £ ORMIRAIZES
T, TALVZ FURIH LV e 7 7 7 A VB RIFSRVE T,

FaTrANDA LA N=MIIAT, YATLOEX=2 U T ¢ —HER G L E
T, MEBIXFEERTIT O, XY — %A L CTHBIMICITWET,

TINr—23arvE iU —EXDEREMEDIRELE

TV = arBIOY—ERAERIET DL, EREADT A MBLIOERT T
VEFEITLET, ZOTTUINE, VAT AFERIEIT SV = a8 ESERRay
A= FEBRAEL T, FIAMRERIEXERETCHD Z LA2HRELET, 20X ) 2%
mAEHABE T RWEAE, VAT AOEAFEICNC TRY R HETT A NLET,
ZOTutvATH, EX¥ 2V T4 —0bick-oTCT Y r—va rEliF—EX
DOSBEN L Z 1T TN L 2R L E T,
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VAT ADEFX 2 VT 4 bRICT T r—va VR A OBEEE R
L7zBaiE, 77V r—varn s 7y A LV CRBEEZ MR LET, —MRMIC, truss
A~y REFERLTT AU r—ya v oRE#EFTZ o5 2 L nTEEd, REA
REFTR oo b, MBEAEK Y IAA T, Solaris Security Toolkit ¥ 7 kv =7 TAT
PNTERERFELET,

SRTLOEFX) T4 —DHF

% < OMFRIZIB L TWDRVIE, BF 2 U T 4 —ITH L TA A b —/VIRFHZ D AIE
BRI, UBRES7< . HBVILEL A LHBEITDRN S ETF, £%a )
7 — ORI SN TV ST 5L A Th ) . MR HERES & ORI LS,
=TT

VAT ADE XY T 4 — I, BNl on T ANIZE bR K S it BT
O, BX a2 VT 4 —&HEETHITHLOLRTIER Y FH A, eI VAT A
DOREFIER CIIREBIZH LD L9127y £,

WIS, VAT LEFX2 VT 4 —OMERFICET 2 BRI NI A 2R LET,

B Ny TFEA AN THEEF, TOFETUVAT OS2 T 4 —IREER
R L TLEE N, £2, ZFONRFEERAL TV AT LB TEHRTHZ
EHLEETT,

Solaris OS /3 FOA Y A h—/UZIZBMO Y 7 MU =T 8w r =Yg oY
BERHY, ZHUCL > THFEDO T AT IERB EEESINDILBHY £T,
Solaris Security Toolkit ¥ 7 F 7 = 73Ny FalHT 258K LB E S, v &
TAETHRYVELEITTELID, Ny FEA ANV LR TY AT ADE
Fa V74 —aMRTDIENTEET, Ny F2A A=V LIZRT, EY
BMRNTANRNEERLTY 7 h =T 2FTL, ERSIN TV EF2TT 4 =&

Uy —IZV AT Mk E —~BS £, M LTV % Solaris Security Toolkit >/ ~7
R =T DNR=Ta 3 ANy FTEIMSNE LOBEREEZ VAR — R LT Rn
AEEELH DD, EHICVATAOEFXF 2 T 4 — %2 FHTHRAL TS
A

B VAT LADOEF 2T 4 —H SR L, RABOMENTON WL I LE

T, VATAT AU M, NRATU—R, BLOT 7B AT - 2R LET,
VAT ATHEAEITON T AR OV T ORI RERPIRENTWIEENH
Oi‘j—o

m oEHT S syslog UARY R ZEUHEB L OHEEF L, syslog X vE—T %I

BLTHONMLET, Zhoor b AARERPELNL ZENHY 7,

n R Ea R L OIS 2 L, VAT L0 BB I OER L %

T, VAT LADEX2 YT 4 —EEICHRR L TV BT, ZOBEFIIRFICEET
ﬁ_‘o
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m Jie#i/N— =2 @ Solaris Security Toolkit ¥ 7 b 7 = 7 T AT A% & HIIZ B8
LET,

Solaris Security Toolkit ¥ 7 7 = 71Zi&, A VA = VIRRICHEHTE 57 741 b
DEF2V T4 =TT A NDPHEINTVET,
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10

t%1U?4—V7F717®72
J9L—FK,. 412X =L, B&KUD
=17

Z OFETIE, Solaris Security Toolkit ¥ 7 h U = 7B L OZEDOMOEF 2 U 7 ¢ —BH
BY 7 hyxTEFTa—RL, Ty 77— RERFA ANV E TR ->THE
TTHFIECONTHIILEST, A¥ Y RT7TryE— R, 7203 JumpStart £— KD
WTNNZEREEER T2 FIE, BLXUOYFR— N2 AFTIDOOFIEELELET,

VIR =T DT v T T b= REEA VA P— &7, MR L TEITT D12,
ZOHTHHTAFIEB IR e A - TLIZE W, ZZ2TiE, Biloktx=aV
TA—Y T =T OFTra— REE, ET760, BLOTA FT7A4 0250 THREE
WL TWET,

Solaris Security Toolkit ¥ 7 h 7 = TIZA X v K7 VLTI R, ¥ — Kaf
BRIEIOEX2 )T 4 —Y 7 T EAEDLETHERTAE L & LRENT
T, 0L %X VT Y7 hv=TIZIE, SunSolve OnLine 72 H AT TE B
FOHBELLONEX 2T /3y F 27 T AHZ Solaris OS ] Secure Shell ¥ 7 7 =
7 (Solaris OS THEHE I N TV 72 W EA), Solaris OS B XU Sun LIS DY 7 v o =7
DT 7B AMEERILT DTDDT 7 B AMEB L O AHEEY 7 FU =7 Sun ®
T ANERITT7 7 ANVDEEWEREET 5 72O DEEMMREENA T U REENE
7

ZDETIE, ROMEEITHOWTHBAL £,

40 X—T O T3l & A VA N — /L OFERFHEZEDFE

40 X—T D [V 7 bT =7 OERAERE]

40 =D [F— FOHIE]
DRRXR=T0 7y 7 7L —RFEIE)

44 RX—=VD X2 VT 4=V T My =2T DX m— K]
BR_X=VD X2 T7 =077 A NVDOH AT~ A X
53 =D [ VT =T DA A ~—)b & FET)

66 N—TD [V AT AOETEDMGLE
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Solaris Security Toolkit ¥ 7 F 7 = 7 ZfEH L T AT LDEx 2 U T 4 — & k7
i, EYRFEA AR TE, YT b Y =T A A =T HHIOFBIZ OV
TOFMIT, BHB2EmEZZRLTIEIN,

VTN 2T BRAREHRD L AT WA VA b= T 58 A A M—/LRTDIESE
KOWT@%%HJBN*V®F4/XF*WW®¢¥@¥ﬁJ%*%LT(#%
AN

V7 b7 OIKEFRR

Solaris Security Toolkit 42 ¥ 7 s U = 7 X, SUNWloc /Xy 7 —UITKIEL TWE
To ZORY I —UPFEELRWEA | Solaris Security Toolkit [ZIE#IZEIE L £
/Vo

PR —FENTW5B Solaris AL —F f VT VAT LADNR— g3 NTOWTIL,
xxi R—T D [HR— K& 5D Solaris OS DX—T 3 ] ML T TIEZE N,

PR — h I TV 5 System Management Services (SMS) ¥ 7 F 7 =7 D/ —V 5

WIZOWTIHE, xxii =YD [HR—=FEZNDSMS D NRI—T g 0] 2L TLES
vy,

40

— FDIRE

X2 YT —RENRENTORNTS AT ADMEAFIC I - THEE S L5 R 4
BRI 272912, OS DA A M= FEITA A N VERIZCAT A EBELE

9, Solaris Security Toolkit ¥ 7 V=7 ZfH L T AT LDEF 2V T 1 —% iR
LT 5HNC, BEICELETCY 7 MY =7 2 WUNCHERT 2 HERH D £,

Solaris Security Toolkit ¥ 7 h 7 = 7 CIEEY 2 7 —7 L — AU —7 L& T
9, JumpStart %ﬁfﬁ L TG4 Solaris Security Toolkit ¥ 7 k7 =7 D7
L— AU —7 OFHMEIC E Y | JumpStart 6 & THMT 272D OWEfFZ1TH Z L2
TEEJ, JumpStart %@ﬁﬁ L TW 5551, Solaris Security Toolkit ¥ 7 k7 =7
DOREZFIH L TBEF® JumpStart 7—F% 7 7 Fx — AT L2 N TEET,

WIZ, AF 2 F7 v E— R JumpStart E— FIZOWTEHALE T,
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AZ» R7mE— RTIL, Solaris Security Toolkit ¥ 7 k¥ = 7 1% Solaris OS ¥ =
NTarF RS EEETLEST, TOF—FTE, %2V T 4 —DEFEZITE
B EE 72 AT 5T, Solaris Security Toolkit ¥ 7 bU =7 &35 Z LR TE
T4, VAT LAEEIELTOS ZFIICA VA M= AT EHZMEEHY FHA, L

L. WRERNEY, AL —F 4 VTV AT LENDNBA VA —L LELTE

X2 T 4 —%MRTHIEEHELES,

AP RTRVE—RE, NyTFELESun LS OY 7 v 2T E A A M= L
el & TU AT L&Y 5 5E IR ER] T, Solaris Security Toolkit ~ 7 bk
VT HVAT L ETERYVIRLEITL T, MEIZIA L EH A, Solaris Security
Toolkit V7 N = T ICE o THEESNTZ 7 7 ANDB Ry FITL o T LEEESEITE
FEINDLZENHDD, Y7 M T =2TEHEITTDLE, Ry FDA A =T
Lo TV EEINTEX 2V T 4 —RELHERET LI ENTEET,

- FEEHRE I, Ry FEBRAEOREIZA VA M—LTDHEICZ, T A MBI OB
FERETEITLTLIEE N,

AL RT Ay E— REBRHE SOV AT LOEF 2 )T 4 — % EICHRIET 5729
DEBOGED 1 OTT, 4X=V0 kX2 VT4 —Y T b y=T DXy 0—
Kl TREINTWLX T m— FBIUA VA M= LFIBZETT 57215 T,
JumpStart % {2 1371 Solaris Security Toolkit ¥ 7 h V=7 27 —% 7 7 F ¥ —I|T
MET 2 ENTEET,

JumpStart €E— F

JumpStart 77 /v 2%, Xy bV —27_X—2A7T Solaris OS A ' X h—/LT 572
DSun DAH=ALTHY, A A h—/LHIZ Solaris Security Toolkit 27 U 7 | %
FATTHIENTEET, ZO~Y==27/VE, 5E N JumpStart 77 / 7 IZHONT
BINLTHY, PO JumpStart BEEZFATE 5 2 & 2R{HRICL TOVET,
JumpStart 7 7 / 7 2OV T OFEAEL, Sun BluePrints ¥ == 7 /L [JumpStart
Technology: Effective Use in the Solaris Operating Environment] #Z&M L T< 72 &
Uy,

Solaris Security Toolkit 4.2 /X 77—V OGPNIAE CE 4, @bt 7> a v &ff
LT pkgadd A~ REFEITTLHLICED, EOF 4L 27 FVICTHL IOy
r—Y%A A =)L T& %Y, JASS_HOME DIR 7' JumpStart ¥ —/3—D AT ¢
L7 b UICR Y £,

Solaris Security Toolkit ¥ 7 k7 =7 % JumpStart 7 —%7 7 F ¥ —IZHET D720
DOFMEFHE TH, JumpStart —/S—Z MRS 5 7EIC OV TR, 5 EEAZRL
TLIEENY,

EIE €FaVTA—VYILIITOFTYTIL—F AR b=, BLURT H
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7y L—FFIE

ZOHiTIX, AT A% Solaris Security Toolkit 4.0 £721% 4.1 Y 7 F U =7 b
Solaris Security Toolkit 42 ¥ 7 bV =727 v 77 L— R4 2 HIEIZOWTHPI L E
T, Ty 77 1L —NKi& SolarisOS 7 v 77 L—R& (12479 2 &b, Solaris
OS DT v 77 L —REFINAT) Z b TEET, VAT L2O5{kl. Solaris A=
L—7 v AT A 12T Solaris Security Toolkit ¥ 7 ~ 7 = 7 Zffi [ L TfTW &
T, FlEE, N—TY 3240, 41 0EHLL0LT 77 L— KT 555 BRI CTT,
ZOHTHATLFIRICNES Z & T, BBFEOIAZ~A A0 EEEPFIESET,
DD, BTSN TS EBVICHED T &N,

FE - —EIIA VAN TEDLOE, 1 20O/3— 3 O Solaris Security Toolkit
7200 T,

Solaris Security Toolkit 42 ¥ 7 F ¥ =7 TiX, pkgrm 2~ NIZHHEREEINBINE
TWET, 2OV Y —RAD pdgrm 2~ Rid, RPOUELE L TTF 4 A M) Ea—
VaVILEENDTRTCDOT s A NDOEEEET =7 LET, BARD7 7 ANV
DB L, pkgrm 27y RIFELWTZ 7 A VEBELET 50, HDLWVITETE I

T ANEEIRT DLV AT AEBEI AL T —AvE—VEFRRLTKT
LET,

N7 A 7%, Solaris Security Toolkit 234 > A b —/L LTV % Drivers 77 4
L7 FUVICA->TWET, 2—HF—RERLE RTA b 207 ¢ L7 FUICENN
£¥, pkgrm 2+ N T SUNWjass ZHIFR7T % &, Solaris Security Toolkit {Zf})& L
TWZ RIANLa—PF—=NEF L7z BT A NTHIFRS U E T, Solaris Security
Toolkit IZff/BD KT A NEVTRIDARITHAZ L RTANEZEBINMLTHSTHEIC
X, TNUHEDHAZ L RT AT HIBRESNT) KD £

FE - RIAREEFELEEAIE., Ty 77 L —FREITHIANIED KT A e

T 20BN H Y £3, Solaris Security Toolkit ¥ 7 T =7 DAY P F )T 7 A )L
FEBELRNWTLEEY, RIANRNT 7y A VEETTLOTIERL, HILWWT 7 AL
WCRTIANRT 7 AN EH A — L TCEFDOH LW T 7 A LEEELTLIEEN,

Solaris Security Toolkit ¥/ 7 k™ = 7 & Solaris
ARV—TFTA VI VRTLETYITIL—FT S

VAT LETYVTITL—FEBEOIIREDAEZ (VATLDONY I 7Y TEER

Solaris 7v 75 L— EDOFA) ITHEWET,
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10.

11.

12.

13.

Solaris Security Toolkit Y 7 b9 T 7DIRN—D 3 0 ET7 oA VA R—=ILLET,
Solaris Security Toolkit 4.2 Y 2 bz 7% A4 VA F—ILLET,

IB/N—< 3 > @ Solaris Security Toolkit K54 /N&A—HF—IBED FZ A N\EFERAL
TWb., 7y 7 L—FEhizo X T LICx L. Solaris Security Toolkit 4.2 ¥ 7 b

DIT7EEEE—FTEITLET,

2—P—FED KT A NL, Drivers 7 4 V7 M VIZEILTWRITIIXZR Y £8

o ZDT 4 L7 FUIZHFEETIIE, jass-execute T3 LA ICHE TE £

—ﬁ_‘o

RIZRIREBOEL A—AFZTVET,
a IF—HMRELGWGEEE. FIE6 ITEAFT,

b. BITHIZIS—HIRET DIHEE (A VA F—ILEINTUVEVETHIER S 1) T A
ZEINTLSBAY, ¥—ER%E FMRI 2R L THET 20BN HDBE4E
E)EZTNO5DIF—%BEL, TT3—HLRELLGLDIETFIES & 5 &21RY
R’LETF,

HAEIARX L= K5 4/3% secure.driver EHEE L, DRAEITAAXL=F54
NIZHELWMRTRY YT FERIRERERV ) TR EBMIRENE SIS EHIBTLE
9,

RISRTVEOELLA—FZEZITVET,
a. AT BT RTEE>TULWNIE, FIE 8 ICEAFET,

b. RINLTWAHRV T rABNIE, ThozBML., BEGRY ) T EATART
BFENDETTFIRA, 5. 6. BFUV 7 ERYBRLFETS,

Solaris Security Toolkit 4.2 #3#{tE— FTETLET,

Solaris Security Toolkit 4.2 ZEBE&EE— FTETL. I5—MNLRNI L ZHELE
ED

VATLEF2A)TA—DBEAEREBEZRR, £F2 VT —BEH#ZHLZLTLES
ESNEHERBLET,

RISRIVEOELLN—FZEZITVET,
a. YATLAERZEE-LTWLWAESF. FIE 12 ITEAFT,

b. VATLAERZHE L THWEEK., FHAISNTWS RSA1\ZEHL., FIES
ITRYEY,

VATLETRICEIEL, RELGRY FI—VUHY—EXZRHLTVEDZEHERT S
LEBIT, TRTOT7 TV r—2a v ELGSBBL TSN ERAELET,

IS—HIREEINDBEE, FRASNTVWEFSANEEHL. FIESIZRYFE
ERS
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PLEDOEWETTY v 77 L — R T LET,

Solaris Security Toolkit YV 7 bz 71T E7 v
TOL—F¥%

. |[B/8—2 3 > ® Solaris Security Toolkit V7 bz 7&#F72oA4 VA —=ILLET,
. Solaris Security Toolkit 42 Y 2 bz F7%A4 VA F—ILLET,
. 42 R—< @ TSolaris Security Toolkit ¥ 7 k9 = 7 & Solaris #RXL—F 4 V5T R

FLETYTITL—FT S OFIE4ITEHFET,

Solaris OS DHDT7 v THIL—FK

Solaris Security Toolkit 4.2 ¥ 7 b 7 = 73 F TIZA A b —/LE AT, Solaris OS 72
FET v 7L — K15 L5 8E4A (Solaris 8 OS 7> 5 Solaris 10 OS ~D7T v 77
L— R72 &) 1%, Solaris Security Toolkit4.2 ¥ 7 Ny =T %27 A VA R =T 54
3dh Y £H A, Solaris OS 7 v 77 L — K35 T L7k T, Solaris Security
Toolkit 42 #EHEE— RTEITL, VAT LDEF 2V T 4 —BREMS, =70
FAEL72 N L 2R LET,

44

X2 TA4—V T DT TDEIY
O— K

VAT LADEFX2 YT =2 TR £ YT =T xRV T =Ny
=Y EMBOVATAIE T ya—RLET, 22T, LLTOEEICONTH
LETS

45 ~— @ [Solaris Security Toolkit ¥ 7 bV =7 DX T m— K|

46 R—TD RS F I FAXI T NI 2T DX T a— K

48 X—® [FixModes Y7 kU =7 DX v 1 — K|

49 X—2® [OpenSSH ¥ 7 h 7 =7 DX v a— R

50 =D IMD5 Y7 Ry =7 DX a— K]

Solaris Security Toolkit 4.2 <Y —a27JL » 2005 F£7 A



E - ZIZTHPITSY 7 MYy =7 OH T, Solaris Security Toolkit ¥ 7 b v =7
[REIP®EX2VT 4 —yF 27T 2% FixModes, 3 & message-digest 5 (MD5)
TAAY XNV T R =T IIMHETT, OpenSSH Oftb 0z, & EIFh ¥ —
MO XN TV ATHIIRD Secure Shell V7 My =7 2FEHTHZ L TEXET,
Secure Shell V7 F Y =7 2T _RTDI AT AIA L A=A L THEHLET,
Solaris 9 ¥ 7= (% Solaris 10 OS DA%, OS IZE& 4TV D SSH (Secure Shell) % fif
AL TLZ&EW, Solaris 10 0S DHFA 1L, MD5 F = v 7 Y LAHICEEN TN D
/usr/bin/digest I~ REFEH LTI 7Z W,

Solaris Security Toolkit Y Z k™ z 7DAH>A—
N

Solaris Security Toolkit ¥ 7 F 7 =7 I&, Solaris OS /%> 7 — VB THUANT 4T
F9, ®HIT. Solaris Security Toolkit ¥ 7 Y =7 &2 X U m—RNLEd, AF
R7 v % — RDYE1E Solaris Security Toolkit ¥ 7 b o = 7 AT 2 —/—
(2. JumpStart &— FOEEIL JumpStart — /3 —2A VA h—/L LET,

F-ROFIETIZ., 77 ANLDNA—2 g UEREDREH SN TOER A, FICED
N=VarDT77A Ny ra—RFLTIES,

IO =a7 VT, T, JASS_HOME_DIR BRBiZ 413 Solaris Security
Toolkit V7 b =7 ODN— R T4 L7 NV EELET, 774 FTIE, 20T«
L7 h VUL /opt/SUNWjass T,

pkg IN\—2 3 EAIO—FT D

VIR TEBRHE I 7ML (SUNWjass-n.n.pkg.tar.z) #4 o vA—KLET,
VAT 7 AVIEILLTOEENICH U 97,

http://www.sun.com/security/jass

F -V 7T EAUa— RTERWVWEAR., 77U PFICRESR TV
[Save As| A7 a v ZHEHALTLEE N,
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2. uncompress AYY FZUTOEBYFEALT, ¥—N—LDOTas LY FJIZVD

b TERHI7ANEERBERLET,

# uncompress SUNWjass-n.n.pkg.tar.ZzZ

CRDESIZ tar ARV FEEAFL, VIO TEANVS—CERELET,

# tar -xvf SUNWjass-n.n.pkg.tar

4. pkgadd AX Y FERDESIZERALT, VI LDz FPBRHEI7ZAINLES—/IN—LD

FTA4LY RJIZTA VAR M=ILLET,

# pkgadd -d SUNWjass-7.71.pkg SUNWjass

ZIZT.nn X7 7 ANDERITDONN—T g U FFTT,

ZOawry NEFEITTDHE. /opt WNIZ SUNWjass 7 « L7 P UDBMERENET, T
TP Solaris Security Toolkit 7 4 L' M VB X OBE#E T 7 A VIR Z DY 7T 4 L7 b
VicksnEzd,

HENYFISREAYI LY T7OEDA—FR

Sun TiL, Solaris OS D/ 7 +—~< 2 A, ZEM, BEE, BIO®tEX=2U7 1—D
MEEZEETL200RyFE2V Y —ALTWET, AT LDOEX 2T 1 —%Hf
PRI DIV, DO F I TRAE A A=V T D ENRRAIRTT, D
Solaris OS #iRB L PN X 2 VT 4 Ny F I TRAEX BV AT LA VA =T D72
WIZ, IHFDONRF I T RAZERT 7 u— RT55EZTICHRELE1,

F - XTI, EEBMI AT AT, FRIERT Y 4 RUORFSPICEHER L OT
ARLTHBA LA P=LLTLIEE,

WMRENYFHIOSREY I bz T7EEHO—
N RS
RO F I FGARRA A N—LTHHENC, fHx D/ F O README 7 7 1 /LB LA

FLEZOMOERE Z—H SV, 4 A M—/LORFNZH - T LESLDORE
RERBZTENTVDHEENRDH Y 7,
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. R® SunSolve OnLine Web 44 b5, RFD/INVFHISRAZEF 00— KLE

ﬁ—o

http://sunsolve.sun.com

BROFES— a3 vNnN—LIZHD [Ny FOT7vTT—r Y OEVYVILE

j_o

[Solaris %2 -

THRNYFHISRAL U EIYYILET,

TXaUTaNRYFISRE] Ry Y X THEYIH Solaris 0S D/3\—

DavEERLET,
Z OFITIrE, Solaris 10 OS %R L £,

.HTTP £  FTP SCARE VEFRALT, F9v0—F47oavERRLE

-;-0

TIUOV T4 RO [ T7ANDE D a— K] AT TRy 7 ANRFREINE

ERS

T77A4NLEFOA—HILVRATLIZRELET,

XA T A RIEERTITEIVRATLIZTI AL EREICEBEMLES,

tF¥aTav—avr N scp(l) ZEHT L0, X2V T —R#ESNTZT7 7M1
HREN ATREZRII D FIEEER L E T,

scp AV RELUTOEBVFEHLET,

# scp 10_Recommended.zip targetOl:

774 L% /opt/SUNWjass/Patches T4 LY FUIZEEL T, EHEEKRLET,

WICHI R L ET,

a— k5l 31

Ry F 774D /opt/SUNWjass/Patches T4 L7 h~DF

Archive:

(. . .1

creating:
inflating:
inflating:
inflating:

# cd /opt/SUNWjass/Patches
# mv /directory in which file was saved/10_Recommended.zip .
# unzip 10_Recommended.zip

10_Recommended. zip
10_Recommended/
10_Recommended/CLUSTER_README
10_Recommended/copyright
10_Recommended/install_cluster

NRyF I FGAZYT7 My oTiX, ErOEXa VT 4 —RNur—U%Fya—RL
T Solaris Security Toolkit ¥ 7 M7 =7 Z AT LIdH & T, HEIIZA A F—L S

NWEJ,
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FoHRBIOEXF2 VT 4 — Ry F I T AH%E /opt/SUNWjass/Patches T A
V7 R UICERAFE L7 & | Solaris Security Toolkit Y 7 b U = 7 OFEITREIZEE 2 »
B—UMEREINET, HLWI U =D 0SS DIFERE, RuF 7T AXEREAL
RNEXF, ZOAyE—VITERALTLNENVERA,

FixModes Y7 k™ zxz7DAHoO— K

FixModes 1%, Solaris OS O 4 L7 FUBIORT 7 A NVDT 74V bDT 7 & A
b TAY 7 2T Ry =T TY, THLET Ve AMEELRIELTHZ LITX

V., BEMREXF2Y T 4 —2KIBICH ESELZENTEET, 77 8 AELHIR
T5L, BEOHLIA—F =NV AT LCHT DREERSICHRETE R 20 F

7

¥ — Solaris 100S U U — 2 TlZ, FixModes Y 7 b =TI Lo TEREENT=AT
V2l MDT T AN NDT IV EAERKIBIZLESNTNET, 20D, 20V
U—=ATIEIDOY 7 N = TIEAREIZR Y £ Lz, L7zh > T, Solaris 10 OS % B /#)
IHETWDHY AT AT install-fixmodes DK T AT VT R MR R Y7 N &
AT LixTEEEA,

FixModes Y 7 bz 7&#4Aoo0—Fkd 5

CUTOBEN S, TS ILFEHFD FixModes /A4 F U ZEHFHoO—KLET,

http://www.sun.com/security/jass

FixModes ¥ 7 kU = 7% Solaris OS v AT L2 HIZ 7 #—~ v b &z, U a
A NVHEHFDERE STy =R —=U g TR ENET, 77 A V4AIT
SUNBEfixm.pkg.Z T,

X AT A —RBEERTIT A VRTLICTZFALEERHLET, scp ATV FEE

RAYah. EFXa )T+ —TRESNET7AIVEENARGMDOAEEZFERALE
ERS

scp AV RELUTOEBOEHLET,

# scp SUNBEfixm.pkg.Z targetOl:
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3. SUNBEfixm.pkg.Z 774 L EfE L. Solaris Security Toolkit ® Packages T« L
2 k) (/opt/SUNWjass/Packages) IZRELET, ROV FEFALET,

# uncompress SUNBEfixm.pkg.Z
# mv SUNBEfixm.pkg /opt/SUNWjass/Packages/

FixModes ¥ 7 b =7 X, iotXx 2V T 41—y =% XU m—RLT
Solaris Security Toolkit ¥ 7 F 7 =7 Z (T L7 T, AHBIMICA VA =S E
j_‘O

OpenSSH Y7 +rzx7MAHovO—FK

X2 VT 4 —PERENARETIE, =2—W—LOXxEEity v a v 2 R#ET LD
W2, BARFRGER L O S b 2R T 2L ERH D 3, D tbRrxy hU—2 T
7' RIS E N T e D A,

b ZEITT B0 0K b XM7Y —/L i Secure Shell Y 7 b7 =7 T4, ZD
V7 b =7 1% Solaris OS IZ2FHE L TWE T2, il —v =7 Z2RHT5 2
&t T& FE9, Solaris Security Toolkit V7 bV = T IZL D5 HHPHEF 2T 4 —
DIEHE 2 T4+ 5121, Secure Shell Y 7 U = 7 ML E T,

7¥ — Solaris 9 & 721X Solaris 10 OS Z#{# S & T\ 254 1%,. OS IZfHE D Secure
Shell R—Y g v EZFEHL T EEV, TDO/R—T 5 0 Secure Shell [FHAE ¥ =
V7 4 —FYa—/b (BSM) 72 EDIEND Solaris OS ¥ ¥ = U 7 4 —fREL A SH
THY., Sun DHR— MAFRIZ L > THR— RSN TWET,

Solaris Security Toolkit ¥ 7 7 =7 #7795 &, Bofbanpna—F—Loxf
FH—EABLIOT—F RN AT A ETTRTEYIRY 3, K,
in.telnetd, in.ftpd. in.rshd. in.rlogind 72 DT —F L PNEHIT/R Y F
j_‘O

Secure Shell Z1#E 925 &, Telnet B LN FIP Z2EH T 25 A ERBEICV AT AT
JRATDHZLENTEET,

v OpenSSH VY I7 b xz7&#4AHoA—K9 5

¥ — ¥ —/3—"C Solaris 9 F£ 7213 Solaris10 OS # & STV ALEEITL. RITRT
OpenSSH DA » A h—/LFIAITEME L. OS IZfFED Secure Shell V7 h Y =7 %
fERAT& ¥4, Solaris 10 OS Z&Bf# S+ T3 A7 ATl install-ssh DT
27 VT NEEEZXI VT P ERT L2 LITTEEEA,

EIE €FaVTA—VYILIITOT7YTIL—F A VR b=, BLURIT 49
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® XM Sun BluePrints OnLine &5 %E F /=% Sun BluePrints ¥ = a7/ &AFL.

VIbDzT7DEoO—RFAEESRBLTIEEL,

m OpenSSH % =1 > /3 A /b3 K O 9~ % J5¥£ % ZL#ll L 72 Sun BluePrints OnLine 5
#72 9 [Building and Deploying OpenSSH on the Solaris Operating
Environment] (X, IROEGFHNHAFTEET,

http://www.sun.com/blueprints
m Sun BluePrints #££# [Secure Shell in the Enterprise) i, & THATE £,

OpenSSH Y 7 bV =7 1%, ot FX=2 VT 4 =Ny r—V% X7 m— LT
Solaris Security Toolkit ¥ 7 7 =7 ZEAT L72% T, HEIIZA A h—L S E
\j—‘o

EE - X2 VT 4 —LEEITTH U AT AT, OpenSSH % 2L/ L L7201 |

A NATHEA VAR LD LW TL ZEV, AL Solaris OS D/ 38— 3 >,

T—%T7 7 Fx¥—, FT—F (/=& 21X, Solaris 8 OS. SundU™ (sundu), &L 64

vy b)) %47 LTV ARBI0 Solaris OS ¥ A7 A% LT, OpenSSH % =12 /3A

NUET, RO SSH 2T 25813, a2 A VIIARETT, Zhid, BAFE

WZEar "t ZoERERIRT 27O TT, L, BAEZERTY a3 A )LiEHh
DY — N AV A N—T DI LIEARERT- D, IR TEh O —H VY AT ATA
VARV LN TEn G BN o T, WEBREIZHT ABEN T 22D TIES Y 8
R

MD5 Y2 k7D AHA—FK

MD5 V7 b =T d, £F =27 4 —5baF 7T 5 AT LT MD5 7240
TAH=T VU VRERLETS, FYSLT =T Y bERERL, Nk

Sun MHRBESHTVDIIELWT 4 H—=TV > MLl T 52 & T, KAR2—

P L BLEFERLRETH LD L 9 REM (e A OARE) RSN TND SR

FAAL T YRR LET, HREL, S RTAALFYEERFHZEICED,
AF IOy BT T 7 ARAEICAY £, BERETICV AT LAOMBIEE
FBESEET,

3* — % —/3—T Solaris 10 OS ##HE S TWHEEIE. KIZFRT MD5 A VA b—
JIVFRIEITARE L., OSIZE&EFNTWAD /usr/bin/digest 2~ REFEHTE £7,
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v MD5 VY2 bz 7%5FHoO0—K9 5

7E — Solaris 10 ¥ A7 LZET 2 ZOFIETHMHA L T 5 K 512, Solaris Security
Toolkit (X MD5 V7 b T =7 DA VA h—)L0A VA M—)LOEETITVER A,
ZDVU U —ATlE digest(IM) =2~ NIZ MD5 HEREN G EN D 7= . Solaris 10 OS
EBEEHIETWAEVATATIEIMDS V7 MY =T IIARETT,

1. LD Web ¥4 kH 5. MD5 A F U ZEFDA—FLET,

http://www.sun.com/security/jass

MD5 7w 7T MIEM SN2y F =P =T a DT 7 A )L TRATS N E T,

2. X o) T4 —@tEEFTIT B AT LIZ SUNBENdS .pkg. 2 ZBEBLET, scp 3
TUREFERT N, X)) T4 —CHRESNIT7MIILEGENAIBEGHMD A EE
FRLET,

scp AV RELUTOEBVFEHLET,

# scp SUNBEmd5.pkg.Z targetOl:

3. 774 IILEfRFEL. Solaris Security Toolkit ® Packages T4 L% k1)
(/opt/SUNWjass/Packages) ICBEBILES, UTDAT U FEFEALES,

# uncompress SUNBEmAd5.pkg.Z
# mv SUNBEmd5.pkg /opt/SUNWjass/Packages/

MD5 Y7 N7 =7 % /opt/SUNWjass/Packages 7 4 L7 b VIZRIFLIZ%T
Solaris Security Toolkit ¥ 7 U =7 #FE{79T 5L, MD5 V7 hU =7 A A F—
NENET,

MD5 A F V&AL A=) LT, Solaris 74 H—F Vo hTF—H_X—Z2A %
LT, VAT A EDFETT7 7 ANDOFEEMEZGETE £9, Solaris 7 4 v T —7"1
VT = H =2 ZHOWNWT DML, Sun BluePrints OnLine #8337 % [The Solaris

Fingerprint Database — A Security Tool for Solaris Software and Files] #Z L T
<TEEW,

4. (# 73 3 ) Solaris Fingerprint Database Companion & & U Solaris Fingerprint
Database Sidekick ¥ 7 ™ = 7 ZLLT® Sun BluePrint Web 44 kb4 o—
FLTA VR b—=ILLET,

http://www.sun.com/blueprints/tools
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F-FEA4FIATVarE—0 ENTWETRH, EOFRL—T 4 T VAT A
THLIZOFINEEETT S EIEFICHETT,

INLDOATarDY—=NVEAAR=/LLT, MD5 Y7 bV =7 & L HITEH
LET, TNODY—WEY AT LA F U % MDS F =y 7Y AT =SSR L
WU THRET 27 r e 22 MHICLET, ZhbooY — L2 EHMC#EMA LT, &
Fal T —TRHESNIT AT L LD Solaris OS /XA T U B LVT 7 A LD 5eetk
ARGEL TS IZE0,
INHDY =/ BIOF T u— FHECZOWTOFEMIL, Sun BluePrints
OnLine #&#7iC# [The Solaris Fingerprint Database — A Security Tool for Solaris
Software and Files]] ZZM L T 7Z& 1,
Foyrm—RLlickXa )T 4 —Y— /IR EREET 508 H Y £7, Solaris
Security Toolkit ¥ 7 bV =7 B L BEMD X2V T 4=V T b =T & A A
F—/L LTETTDHNC, MD5 F= v 7 H ozl Crattami L TS
VY, MD5 F = » 7 # A% Solaris Security Toolkit D4 7 1 — R_X— U0 LT
EET,

52

ttXa)F4—TATF7AILDHAAT
A4 X

Solaris Security Toolkit ¥ 7 M7 = 721%, SE&EhbtFa VT 41— 77 A1
DT T U— IR RITANRLELTHESNLTWET, FIARTHEEINLDIEX2Y
TA—Ta 7y ANE, RERY—ERAEZEHIZ L, secure.driver (T X o THEZ)
WZRoTWNL ATy arDbexa 7 o —BREZANILET, MiOETE~ LB
D, T74NV b 0EFa2 VT4 —TBT7740, BLOINLD KT AT RoT
BENR, TXCOVAT Mt ebiF TiEdb b 8 A,

Solaris Security Toolkit ¥ 7 7 =7 ZEA{TT ZHNC, 774N FDOEF2V T 1 —
TRITFANEREICEDETHAI A X5, 3#HLVEF2 )T =7
R FANERFELET, ¥Xa VT4 —T T T ANENAIA XS HT I =y
7 ETA RTANTOWTUE, [Solaris Security Toolkit42 V7 7 Ly A~ =27
W 2ZRLTEE N,
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VI T7DA VA M—)LEETT

Solaris Security Toolkit ¥ 7 + 7 =7 ZEATT AN, LTFTOIFE¥(EZZET L THL Z
EWEETT, XU T 4 —#{EDOKRERI L, Solaris Security Toolkit 7 b =
T a2 ETT D L BT E T,

m EX = VT LA FETT DU AT A £721F JumpStart Y—3—(2, BN
X2 V7 ¢+ —Y 7 hU =T 3L Solaris Security Toolkit ¥ 7 b =7 & X 7
B—RLES, B4~—VD T¥Fa )T =Y T V=T OFY -] 25
LT 7EE,

B VAT AEAK L RT 12 JumpStart DWW ILNAOE — RIZHER L £,

40 ~—=VD = RFOWRE] 2BRL TSI,

m MBI U, BREEICH D T Solaris Security Toolkit V7 NV =7 &AL <A X
LTS,

m Solaris Security Toolkit ¥ 7 F UV = 7B L OEMDOEF 2V T 4 —Y 7 b U =T %
A A=A LTHEITT DRI, MD5 F = v 7 A2 L CREM A MREEL £
j_‘O

Solaris Security Toolkit ¥ 7 F 7 = 7%, =~ FTE 721 JumpStart H— =5
EEFITTE ET,

avwr MToA7vary, BEORY 7 U7 OFEITIZHET 5 FOMOIERIZONT
X, OWTINESH LT ZE,

B S3R—D [ RF L FT7arE—RTDY T M7 =T DFELT)
m 65 X—D [JumpStart E— RKTDOY 7 FT =7 DFELT]

AR 7AVE—FTOVYI b 7DEIT
S K132 15, AL KT By E— RTawy MIEHAT 568 LThET,

a— Kl 3-2 AHB v RTa T — RTOa~ RETOE A

# ./jass-execute -h

usage:

To apply this Toolkit to a system, using the syntax:
jass-execute [-r root_directory -p os_version ]
[ -g | -0 output_file ] [ -m e-mail_address ]
[ -V [3]4] 1 [ -4 ] driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -f | -k 1 [ -g | -o output_file ]
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a— KR4l 3-2 AH v RT R = RTOa~y MTOMERF (#HX)

[ -m e-mail_address ] [ -V [3]4] 1

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output_file ]
[ -m e-mail_address ]

To remove saved files from a previous run of the Toolkit:
jass-execute -c [ -g | -0 output_file ]
[ -m e-mail_address ] [ -V [3]4] ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -?

To display version information for this program:
jass-execute -v

F31UFa~r R+ yaro—&BLE&4 7 a 0BT,

* 3-1 jass-execute TO A~ FITA 7Y 3 DO

rFay B

-a driver VAT ANEF 2T 4 =TT A NIEAE L TNENE I N E
I L E T,

-b, -k, -f, -c. -d, -h, -H, -1, -p, -r. FLF -uAF 7=
v EDOUFRIEET T I E N,

-b BIEOBLBICFI CERINTZT7 7 AV ey 7T v 7 Ltk
VAT NEIFTTORREICE T LET,
VP —u AT ar EPHHLTLIEE N,

-c Y —r ATy a rEEELET, EEO Solaris Security Toolkit
ETTRIFSNIE T 7 A VIR L ET,
-d driver AL RTRE— RTCEITSND FTIANEZHELET,

-a, -b, -c, -f, -h, -H, -k, FHF -u A7 arLoffHEF
BT TL7EEW,
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= 3-1 jass-execute TOAYY NTA T a L OEH (5 X)

FFray 5 EA

-f LRI TFEI T 7 A NAREEINTWT S, b fThoniz%
TaEEHmcY ey NLET,
T —u AT ar ERH LTI ES N,

-H AT A LD Solaris Security Toolkit ¥ 7 b v =7 OJgEZ KR L
7,

-h |-» ERAREZ2 A7 v a L OMEEZFIAT 5 jass-execute ~LT A
E—VEERTILET,
BHB—CHEHALET, -hl-2 IZBMNTHEINZAT Y a TERS
nET,

-k LRI T 7 A VI TFENTITONT- AR 2R LET,
W —u AT a EPFRH LT IEE N,

-1 WEIZT AT BITA v A b—/L E 11Tz Solaris Security Toolkit 77

-m e-mail_address
-o output_file

-p 0s_version

-a

-r root_directory

Vir—varvawFrLET,
HRNYR— M AT 2B FA—ALT FLRAERELET,
M7 7 ANDINNRAER AT 7 A NVERELET,

Solaris ® OS N— = VA E L E T, BXiL uname -r LRI T
¥
-r root_directory A7V a v L —HEIHENT 2 HLERH Y £,

FEHNE—FREZEELET, Z0avy ROFETH, A vE—IF
FRENFEFA, BT JASS_REPOSITORY/ IZHMENE T,

jass-execute DFATHIZHEHINDL— T 4 L7 FUEFREL
E£9, V—bFT 4 L2 FUIL/ ThY. Solaris Security Toolkit 5
BiZi %k JASS_ROOT_DIR CTE#EINE T, X =V 7 1 —H{boxt
41D Solaris OS 1% / # /L THRETE T, =& 2, Blo 0S
TALZ NI OEX2 YT 0 —2bT 210, —RHIZ /mnt (12
<~V hL, -r A7 3T /mnt ZFRELET,

—p os_version A7 a LT ALENDH Y 9,

E£3E wXa1UTA—VYILITTFOFTYTITL—FK, A1 VR =, BLUVET
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= 3-1 jass-execute TO AL FTA T a L OEH (5 X)

FFoay il

-u ISR EAE LI, FLEOT Vv arEANTAEIIC T
FCELRL T, BEZ LR LET,
-a, -c¢, -d, -h, -1, -p. -r. FEEF-E AT a3 LOFHIZ
BT TL7E &,

BAOFM L~z E LET, RO 5 DOFEHM L1 (0 ~ 4) A
HYET,

0 B ELI R E R THAATHRRRENE
B

1 227 U7 P EICABERLIITRAEKE R TAT
B 1ORRINDIEN, A7 VT MIRT
TRRSNIZZOH LITREF AT 23T
TR 1 SFRENET,

2 A7 VT RZEIT, TRTOF = v 7 RN
KRShET,

3 Nh—bt Ay Z =2 y—VkpRTRHIN
BEATCRRENET, THUIT 74 b
ETY,

4 BHAT (L 3 TERINDET—F) I
Mz, logDebug 7 7Bz L » TAEK S
SIHA AT RTCERENET, ZHETF Ay
THO LT,

-v ZOTaTTEDONR—=T g AMEREERLET,

-V verbosity_level

AR R7arE— RIZBWT jass-execute 2~ RTHEATE 247 3 12
DWVWTOFEANL, BLFEZZRL T Zaw,

58 RX—T D
58 RX—T D
59 R—T D
61 X—T D
62 X—TD
62 X—TD
62 X—TD
63 RX—TD
63 RX—TD
64 X—T D
64 X—TD

o A g
()= F g
[~IVTF T ar DFR]
[RTANF T3]

e A—ViBEA 7> a )
[FATIRIEA TS 2 > ]

(B DFATA T > 3 )
WH7 7 ANA T g
e A7 a )
N—+rT 47 NUATva)
[TCICRTA g v

EHATEL RI A0 2 MZOWTIL, 6 X—® [Drivers 4 L7
U] #ZBLTLEIN, HTILWA—Ua 00V 7 Mo 27 TIBIO RS A4 AR E
EFNTWAZERHD F9,
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vV A KR7ABVE—KTY I NI T7EERTT
3%

1. secure.driver (F7=[X sunfire_15k_sc-secure.driver W EDHFBEHED R
DUTR)ERDESIZETLETS,

a— K 3-3 AH L RT R E— RTOY 7 MU =T DFEFT

# ./jass-execute -d secure.driver

[NOTE] The following prompt can be disabled by setting
JASS_NOVICE_USER to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

Are you sure that you want to continue? (YES/NO) [NO]
Y

[NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.2.0

Node name: ufudu

zZone name: global

Host ID: 8085816e

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6e

0S version: 5.10

Date: Tue Jul 5 16:28:24 EST 2005

FHTEL RIANRNDFEMRY R MMZHOWTIL, 6 2—2D [Drivers 74 L7 k
V] 2BRLTLLEESYD, iILWA=Ua 00V 7 h =7 TIEBND R4 R NE
EFNTVWEHZERNHY 4,
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2. Solaris Security Toolkit ¥V 7 bz 7EETLIzE&. PATLZBEBLTEREZE
BLFET,

X2 VT 4 —DLFIZ, 7 T4 T bOERICH L CSEIEREENTOILE
T, X, - ADORER S VTS NEEBIT D, Y- ADE T g R
NZT D, HOIWVIEFE ANy T EZBRLTHLWAL TV ERIEITIAT TV A A R—)L
THREOBRENMTONET, TNHLOERIF, 77947 baHEESTLETITA
T2 B WEERH Y £,

3. VAT LOBRBEZIC, EENELCEEISAOATNSZ EERIELET,
66 X—TD [V 2F LAOEFOKIE] 2R LTS,

4. TS—AREEShI-5HE. BEZEIEL T, Solaris Security Toolkit ¥ 7 bV 7 %
AU R7AVE—FTHERTLET,

ERA T3y

-a 47 a & LT, Solaris Security Toolkit V¥ 7 7 = 7 IXEEAZEITL, v A
TEANEDEFR 2T 4 =T BT 7 A VZEHE L TWDNE S el 52 LT
EET, VAT LOT 7 ANPERERENTVDNE 720 TRl URN I S
N7 REARFITINTNDED, ERFHIBRENTZY 7 8T =T 8y r— U EA
YAR=AERTNDNE I DUBIESHET, ZOBEEIZ OV TOREIE, 5 6 &
ZZLTIZEN,

X2 TF =TT AN EHE LTV RT AZERETABRED I~ FITER

# jass-execute -a driver [ -V [0-4] 1 [ -q | -o output-file ]
[ -m email-address ]

HI)—oATay

-c A 7'¥ 3 i, EAIO Solaris Security Toolkit AT CRIE S M7z 7 7 A L& IR
LET, 7V —rvF7a it I (). 71 (-o). AV (-m), B OGHH
() A7 varkftiATcEEd,

T— N 3-4 12, —c ATV a oM EH O AERLET,

a— Kl 3-4 —c A7 a oS

# bin/jass-execute -c
Executing driver, clean.driver

Please select Solaris Security Toolkit runs to clean:
1. July 15, 2005 at 11:41:02 (/var/opt/SUNWjass/run/20050715114102)
2. July 15, 2005 at 11:44:03 (/var/opt/SUNWjass/run/20050715114403)
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a— KR4l 3-4 —c X7 a o IEl (fEE)
Choice (’'qg’ to exit)? 2
[NOTE] Cleaning previous run from /var/opt/SUNWjass/run/20050715114403

clean.driver: Driver started.

Toolkit Version: 4.2.0

Node name: sstzone

Zone name: sstzone

Host ID: 80cb346¢c

Host address: 10.8.28.45

MAC address: 8:0:20:cb:34:6c

0S version: 5.10

Date: Fri Jul 15 11:44:58 PDT 2005

SUMMARY] Results Summary for CLEAN run of clean.driver

SUMMARY] The run completed with a total of 1 script run.

SUMMARY] There were Failures in 0 Scripts

SUMMARY] There were Errors in 0 Scripts

SUMMARY] There were Warnings in 0 Scripts

SUMMARY] There was a Note in 1 Script

SUMMARY] Notes Scripts listed in:
/var/opt/SUNWjass/run/20050715114403/jass-clean-script-notes. txt

ANILVTA T3 nERE

-h 472 3 3 jass-execute DNV T A v —UERRLET, FIHTHERAT
Ta IOV TOBRENREEINAET,
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~-h A7V a rTEHKRO L I ER S ET,

a— Kl 3-5 ~h A7 a o

# ./jass-execute -h
To apply this Toolkit to a system, using the syntax:
jass-execute [-r root_directory -p os_version ]
[ -g | -0 output_file ] [ -m e-mail_address ]
[ -V [3]4] 1 [ -4 ] driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -f | -k 1 [ -g | -o output_file ]
[ -m e-mail_address ] [ -V [3]4] ]

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output_file ]
[ -m e-mail_address ]

To remove saved files from a previous run of the Toolkit:
jass-execute -c [ -g | -0 output_file ]
[ -m e-mail_address ] [ -V [3]4] ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -?

To display version information for this program:
jass-execute -v

Note that just the driver name should be specified when using the
'-d’ or ’'-a’ options. A path need not be specified as the script
is assumed to exist in the Drivers directory.

The ‘-u’ undo option is mutually exclusive with the ’'-d’ and ’'-a’
options. The default undo behavior is to ask the user what to do if
a file to be restored has been modified as the checksum is
incorrect.

The -u option can be combined with the '-k’, ’'-b’, or '-f’ to
override the default interactive behavior. The use of one of these
options is required when run in quiet mode (’'-g’).

The ’'-k’ option can be used to always keep the current file and
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a— Kl 3-5 “h AT a oA (FEE)

backup if checksum is incorrect. The ‘b’ can be used to backup the
current file and restore original if the checksum is incorrect.
The 'f’ option will always overwrite the original if the checksum
is incorrect, without saving the modified original.

KSANAToay

—Adriver 7Y ayii, ALY KT E— RCETIND RTAN\EEBELE
\j—o

-AA TV arvEHFEALTCRIAARNEZREELET, BLEAZ U hOL&RTOSEEH

IZ Drivers/ WAHM&ENFE S, a~<wr RITIZIEAZ VT MATEITEAN L TLIZE
AN

F--a A7vard -a, -b, -c. -f, -H, -h, -k, FEF -uATvar LD
PERITTEET T 72 &0y,

-ddriver 7> a V&M LT jass-execute #ETT 5L, UUTO Lo AN
Rk EnET,

a— K4l 3-6 -d driver 7" a > O H I

e

# ./jass-execute -d secure.driver
[
[NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.2.0

Node name: ufudu

zZone name: global

Host ID: 8085816e

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6e

0S version: 5.10

Date: Tue Jul 5 16:28:24 EST 2005
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BFA—IILBHMA T3y

-m e-mail_address 7' a VEEHTHE, AX U KT B - RTOES, 7 ) —
V. BX 2 VT o —iifk, BEIOEOE LEEOH %, AT TERIICH BN
x~wémf%i¢0_@ FETA—LLER— N \ﬁﬁmﬁ7/a/%%ﬁﬁé_k

Lo TY AT A ETAREND 7 7S, Solaris Security Toolkit ¥ 7 F ¥ = 7 |Z
KXo TRl shbdon—h o oz CARISNSH D TY,

sunfire_15k_sc-config.driver ZFFONH L, BF A —/LBHA T > a v & FEH
L T Solaris Security Toolkit ¥ 7 F 7 =7 #FE(TT 556, RO XS ITHEL £7,

# ./jass-execute -m root -d sunfire_15k_sc-config.driver

[...]

EITEERA T a3y

-H 47 =3 X, Solaris Security Toolkit Y 7 ~ 7 = 7 ¥ A7 AT FEIT S iz
MERTEHERA DAL R LET, MOBELAEETLED TTXTOEITNY

A NENET,
SHA TV a TR TFO L ) AN ER SR E T,
a— K4l 3-7 ~H AT g oS

# ./jass-execute -H
Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 0.3.

The following is a listing of the applications of the Solaris
Security Toolkit on this system. This list is provided in
reverse chronological order:

1. June 31, 2004 at 12:20:19 (20040631122019) (UNDONE)
2. June 31, 2004 at 12:10:29 (20040631121029)
3. June 31, 2004 at 12:04:15 (20040631120415)

11771, Solaris Security Toolkit ¥ 7 b7 = 7R Z DY A7 AT 3 HFETI I, K
DFEATEFMVBEENTZZ L 2R LTVET,

EDEFTATaY

-1 A7 a R, ﬁ@ ITEWRETHIZODRA = AL LET, it -
FT v a THEICHREZICY) A NENDFEITTT,

62  Solaris Security Toolkit 4.2 B =31 7)J)L » 20056 &£ 7 A




1 AT arTIEHKRO L I ER S ET,
a— K] 3-8 -1 A7 a o

# ./jass-execute -1

Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 4.2.0.

The last application of the Solaris Security Toolkit was:

1. June 31, 2005 at 12:20:19 (20040631122019) (UNDONE)

HAT7A4NLAT 3y

-o output_file 77> a Y EfEMT 5 &, jass-execute D= Y — /L) RHID
output_file |ZHAIE SIVE T, output_file \TITHE S AL HEETEET,

ZOF T aid, JASS_REPOSITORY 7 4 L7 b U CHERF S o m 73 & L
FHA, ZOFT YV a ik, REOKRERERE CEITT 258 ICRICER T,
verbosity_level D¥E7EIZ K - TiX, Solaris Security Toolkit D EATIZ K> TREDH )
DAEREINDAREERH Y 7,

ZOF T a it —as - FRE uA TV a TR T,
o AT arTIEHRO LD IR AKRSET,
a— K 3-9 —o A7V a DA

# ./jass-execute -o /var/tmp/root/jass-output.txt -d secure.driver
[NOTE] Executing driver, secure.driver
[NOTE] Recording output to /var/tmp/root/jass-output.txt

EHAX T ay

—q AT varEERTLE, BXa YT —LDOETRIC, Y —ANhbEO
Solaris Security Toolkit O /7 % #5012 L £ 77,

ZOF T a i, JASS_REPOSITORY 7 « L7 MU NIZEREES LD v 7132
LERA, oA T a bk, ZOF 7 a4, Solaris Security Toolkit ¥ 7 F
V=7 % cron Va7 EFIALTETTLHES, RO Ry N T — 7 BEliBRBE T3
T4 258 IR ER T,

ZOF T a i, —a, -c, A, FRIF uA T Va TR
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g ATV arTIEHKRO L I ER S ET,
a— K4l 3-10 g A7 a o

# ./jass-execute -q -d secure.driver
[NOTE] Executing driver, secure.driver

W—+rTo LY M)A Toay

-t root-directory F 7> 5 1%, jass-execute DETHIMEHN INDHL— T 4 L
7 MV ERELES, v A7 va v 2EHTLLEE pA T varTFI Y b
TA—L(0S) X—TVa VHIBETOIVLERSHY T, -p ATV 3 ORI
uname -r CEREND LD EFR L TT,

N— T4 L7 MUIX/ TV, Solaris Security Toolkit B#$EZ 4 JASS_ROOT_DIR
TERINET, BX=2VUT 4 —38{LOXIED Solaris OS I% / #/h L THETE &
T, 2L ZE BDOOSTF 4 L7 FUDEX2 T 4 —Eibd AITiE, I
/mnt I~ hL, -r A7 a T /mt ZEEELET, T XTORZ Y7 MIz
DOS A A—VICHEASNET,

TICRY AT ay

-u A7 a & LT, Solaris Security Toolkit V7 F UV = TIXT AT LDEF =V

T BT o AR A TR T 2N TEET, ZNENOKRTAZ VT M

—u AT a CTWVIET Z LN TEET, E/o. Solaris Security Toolkit D ITIZ R

EREIT, FATZ LA SND T = v 7 P A L ERICHRE SN TVET, ZOREEIC

DONWTOFEMIL, B4 EEZZRLTIEI,

—u ATV A NIRRT 3 004 T va v EFHTE ET,

m -b (backup: Ny 7T v ) AT a v, #iEOBERICFBTEAESNLT 7 A
NNy Ty T Llkbe, VAT AETOREBICETLLET,

m -f (force: 7)) 7> a v, BILRICFEHTT 7 A LBEESATHTH, Fil5+
R T 5 Z ik ATV EE A REIC Y By FLET,

m -k (keep: fRFf) A7 a v, REDOBILKIZT 7 A MICFE TR LE 20k
%l—/\ijﬁO

TICRT av s Foa<w s FITER

# jass-execute -u [ -b | -f | -k ] [ -a | —-o output_file ]
[ -m e-mail_address 1 [ -V [3]|4] ]

Solaris Security Toolkit 4.2 <Y —a27JL » 2005 F£7 A




JumpStart E— FTDY 7 b T 7DET

JumpStart &— RiX, JumpStart $—/3—® rules 7 7 A /LT A Z 415 Solaris
Security Toolkit N7 A /N2 ko THII SN ET,

JumpStart £— 2425 X 9 IZRENER SN TORWESIE, B5 EE22RL
TLEENY,

JumpStart 7 7 / 7 2OV T OFEAE, Sun BluePrints ¥ == 7 /L [JumpStart
Technology: Effective Use in the Solaris Operating Environment] #ZM L T 72
Uy,

JumpStart E= R TY 7 b7 EETTH

Solaris Security Toolkit ¥ 7 b ¥ =7 % JumpStart € — R CEITTHI2IL, V7 b

¥ =7 % JumpStart BREEICHA L. JumpStart A > A b —/LIZBIEAHT STV &
TAZ V7T hO—EE LTHUH LiT Solaris Security Toolkit ¥ 7 h 7 = 7 & IR
BRICHAET D2 HIEIZOWTIE, HS5EEZZRLTIEE N,

BB RFSANDERETANTITo1%. JumpStart 1 VISR SO Fv—%EMA
LTOSAT7o AR M—=ILLET,

COEEERZETTHICNE. FFA T MDD ok Frr T bk a~wy REFEHL
*7,

ok> boot net - install

AVAN—ANETTHE, VAT ATHEBMICHEZE LET,

VAT AMIFICE LW TRITIUIR D T A, BX 2T o —oskic, 77
AT FOERICH L CEEIEREENMTbNET, 72 21E, P—ERDKEHR
IS NERECT D, F—EROA T a v EEHCT S, HOAWNI Ay TFEEL
THLWAL TV FEFRITA T TV HA A M=V TEREOEBIENTONET, =
NEOEFL, 7947 MeBHEMTDIETITANIRL2WEENRHY £9,

L VATLNBREENES, TEAELLEEITTOA TSI EERIILETD,
66 =YD [V AT LADOEEDOKIE] ZBMBL T &N,

ISR EAEEE. ENEBELTYISA7U D 0OS 2B VA —ILL
FY,

E£3E wXa1UTA—VYILITTOFYTITL—FK, 41 VRA =L, BLUVEIT 65
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VAT LDEBEDIREE

VAT AOHEBMBRICUTOFIELITR> T, ZENELLSBEITOA TS Z L
ZREEL 7,

H—EXD QA BREDETT

VAT LDEFX 2V T 4 =LA FAT T OBEOEEREED 1 DX, VAT LEIER
WEESER72DICAMCL TBL & OS h—v2xz¥Wd+s5Z LTy, 77
fr—3 g Ko TESEH STV 5 Solaris OS — B 2%, A% L TENRT
WERD FERA, I2E2IE VAT AZu T A T 57280 Secure Shell 72 E3Z i
WEENET, —FH., Sun SOV 7 N =2 TEERY —NVDT T T 4 Va2 —HF— A
VAT 2—A (GUI) @ RPC 7 —E 7 Kk, M#ENICER SN —EXTT,

29 LB KERS 1, Solaris Security Toolkit ¥ 7 b 7 = 7 % FATF 2 AR E
LTBLBERHYVET, 2X=V0 [T r—ya B0 — 2B O
E] Z#ZRLUTLSES N, 2L, ME-DOERRITEE, Y AT LA A b= L
TtF=al7 =L EIT LD L THERE (QA) MAZITV, LE/REKREN M
DoTWHENT AT HZETY, BT LIHLVWI AT LAOEF =2 )T 1 —2 5k
Liche, ZNHDT AT AR LT QA 77 U 2 FTT 2 HENH Y £, [k

Wy BRROV AT LA TEX 2 T 4 =L EITLEEA L. 72 b2 ARICHET
LEd, DERBEBLOCTHINIEENT XRTHEEL TV LR L TS

AR

QA 7R B ATR—EBMHENTZHAIZ, UTOTFIEZETLET,
1. B2EDTA RTA ICESNT, MEOEFTE RO ET,

2. 77N = a UNEFROBR TEITSIND Z L EMAEL £7,
3. Solaris Security Toolkit DFATIZ L > TITONIEEZITTICRE L £,

4. BEOMPSTECESNT, ¥xa )T 4 —F a7 7 AL (RFA ) 2ELELE
ﬁ—(}

5. Solaris Security Toolkit ¥ 7 U = 7 % & F4T L £,

BEIIZ, EX2 )7 40— 8774V EETLTH VAT AONLBE R EREIC K B L
HBZBWZ ERMERINR TR 8 A,
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BROEX1) T4 —5EHIEDETT

VAT AORESHEMEDRKREEIZINZ T, VAT ADEXF 2V F 4 — R EMmar L, SLE L
NNV DEF2 )T 4 =PRI TWENE IR LET, AT 208M{kER
WTEMEDOAFIZIL UT, #ERTH2HEB IR DFAEEMERH Y 9,

Pipl b LTFOBRIZOWTY AT AR E MR L £,

n VERHEEB I 2T =Ry TFRIT R TCA A =L EINTNDHI L E
MR L ET,

m VETHOBUR T AR TNRETEINTWDEZEE, TNHOT e ANIE
LWBIETEITENTWD Z L 2R LET,

s BERT—ELEGREFEIATOE L L, ZTRBOF—EURELVIKT
SETERTVS Z L R LET,

B VAT LADVERFR— MNETNRENTND Z EEERLET, BA (netstat -
a7 & T) m—HMIZATV, Nmap R EDAKR— M AF¥ ¥ 7 TUE— M THITWE
T, THICE-T, Ry T =T A 7 x2—ATRIAA[REZR R — F2VHBI T &
7

n VAT AEFR/ME LTSS, BB Solaris OS RNy r—U N A VA =L &
NTWHZLEMRLET,

FROMREEL, LB EL T2 ) T 4 —HBIREFET LIV AT LTS
BARO L DOTY, BUHEADY AT ADEF 2 VT 4 —Zifb L7 5Ea1%, ks
2% OS MAYIIER SN TWRWPREET 20 ERH Y £7, BEEELHBRET HIC
I, VAT LDT ANV AT LAl ) T - FTv v L, BERO OS A
VAR UAMBEEWREY 7 U =2 T HFTT 2ONKROETYT ., RAEICIE
Sun BluePrints OnLine 57t % [The Solaris Fingerprint Database—A Security
Tool for Solaris Software and Files| (ZFRfi STV Y —/Wid&r b E9,

X)) F4—TOT7AILOWEEE

VAT ADEX2 VT 4 —FMEL, VBV —ERBLIUOMREERAE LT T, &
BHREAHEAL TEX 2V T =77 7 A AP ELLEECEHA SN TWAZ L x
MR LET, ZOFEIL2 DOBBTIHEFICEETT, F-I12, YATL60EX=2
T4 —PNEUNZHIL SN2 L AHERT A0 TY, B AL, VAT AR L TESE
Sl *x=2 U7 14— 17 7 AL Solaris Security Toolkit #5128 U S B S 4L
TWAHZ L HHERT DT, VAT ADOEHR OB A | M #RIC
EONWTEXF2 VT4 =T 0T 7 ANADPHERFINEDOT, ZOBREITIAATRTT,

BiAMRAEIC DWW TOREMIE, 6 EEZML T EEN,

E£3E wXa1UTA—VYILITTFOFYTITL—FK, A1 VRA =L, BLUVET 67



1A VR M=ILRDEXRDEN

VT MY 2T BEEEHRD Y AT DA VA M=V LTIZE, A VA b= B O/EE
WZOWTOFEMIE, 34—V D [ VR b=V BEOEEDET] 2B LTLEE
A
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VATLDEED) Y k

Z OFETIX, Solaris Security Toolkit ¥ 7 bV = 7 O L HIZFITINIZEHED Y
Ty b CECERTLE) ONEEFIRCOWTHALES, o4 7Y a 2T
% & . Solaris Security Toolkit O FRAVALEE 2 T4 HATOIRMEIC, v AT L x HEHY
WCRTZENTEET,

ZOETE, UTOHHZHHALET,

69 ~—T 0 [ZEEOu 7{ERE Yty MFIEIZONT)

70 =V D [V AT KOERZ TR T2 DEAE

TN_=20 [EREFICRT AT VT OO AL <A X

2=V 0 [FEHTERINLZT 7 ANDT =7 )

73—V [TICRIAETOAT v a O )

76 N—=V D [V AT KAOEEZTTITRT

ZEOOJERE )Y FAEIZDONT

Solaris Security Toolkit DRILALEL T, £ DFATDOTZ NI JASS_REPOSITORY (25
T74 V7 PUMNMERSNET, T4 L7 MUAIZ, FATORMARICESE £,
BEA~DHAOFRITNZ, T4 V7 P URNICT 7 A APER ST, R DB & #
fEr 7 OfER bAT DI E T,

F4L 7 MNVIREEINE 7 7 AT, VAT LAOEREEZERLET, 2077 AL
N5 ET, TITERTHENSERFEEIZ 2 £,

FE - EHAHIY JASS_REPOSITORY T4 L7 NUKNDTZ 7 A VONEEZEEHZ T
720 FERA, Z7ANVEETTEHE, T—FONENENT LTV, TIZETHEEE
ORI, THLAAWD S —NRBAE LD VAT APBBELIZVTA28FNR"HD
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Solaris Security Toolkit ¥ 7 b ¥ =7 TV A7 L% 5@{kd % & | JumpStart F721L A
o RT7TBR yE—ROWTNOE— RFTYH, JASS_REPOSITORY/jass-
manifest.txt 7 7 A /WAL O VPRI NET, 207 7 A M2, EEE
Uty N 2BBICRICRI R CHEA SN LIBER -BER TSN ET, 2077 AL
WZiE, fER S 7 7 A0, ar—, BE), HIBRShIZ7 7 A V72 L, Solaris
Security Toolkit Y 7 F U = 7|2 &L o THET SN LA OV TOFRNBEFEN
T, T, VT =T R —TDA A NNl IVEMREEE ) By
M AERICLE IR b WA X AEH O EENAGER SV 3, mLLEEE
177 57=NZ, jass-manifest.txt 7 7 A ABEBNIER S L E T,

7 — Solaris Security Toolkit ¥ 7 b U =7 OFRICR AL, v~ =7 A N7 7 AL
NICEHAR D 2EEDH Yy FLET,

TLITRY B TlL, Solaris Security Toolkit ZLEE D FEATHIZAERL S 4172,
JASS_REPOSITORY ICREENTWNWAY =T =2 A M7 7 A LA ET, 22—
P—RBFEHT B, Ny s T v7 ., RS T Y a ko TE, o
WL TRy I T T T 7 ANBIEOGFNIETL SN EERH Y T, Xy I T v
7L, BLOMREA T Y 3 VOREMIL, ROXR—VESHRLTIIES N,

W TAN=TD RNy T T F T a ]

m 74— 8847 >3 )

m 75— 0 MREFAT v a )

FALAVERHRIZ 7 7 A VRN 7T v 7 EINTW e & JASS_SAVE_BACKUP A58
user.init 77 A NVNTO0 L LTERINDID, HDOIWVE -c A7V a RS
N7-Hae, TICRTEEIIMERA T EEA, 3, 70—V [V AT LAOET

EIICERTIZOOEMN] 2R LTIIEIN,

Solaris Security Toolkit DA TTIZE L TH, BET L7 4 L2 b UVIFHIBRS L E
i, DRIV, JASS_REPOSITORY 7 4 L7 k UIZ jass-undo-log.txt &
reverse-jass-manifest.txt D2 2D 7 7 A LPERINET, jass-
execute -u ZRMFEITT 5 & XL, T TICRICKIN TV LB IR R INER
Ao TEALALERIZ — 72T mIc R T 2 EMTEET,

VATLODERZRICETODEHR

Solaris Security Toolkit ¥ 7 F 7 =7 OJEIZ RIHEAREIC 1T, LU T Ol BREFE & 273

HYET,

m Solaris Security Toolkit 73— 5 2 0.3 ~ 42 TiX, A¥ 2 RT7mr £
JumpStart &— FOWF TR SNZETICH LTS, ISR THELZ AT
F9, 2L, AEIE, AF L RTRUE— RCOATICRERT I ENTEET,
TEIC I HEREIL, JumpStart A > A b — VERICIZEATE EH A,
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m JumpStart £72IEAZ > N7 1 E— R T, Solaris Security Toolkit 4 7' 5 7>
BRI T T T 7 ANVEER LW ERIRT 5 &, TR THEIIEHATEE
A, JASS_SAVE_BACKUP /XT A XIZ 0 BREINT, NI T v 77 A
D3 —OIERN 72 £,

m EITHAREFELTLICRT ZENTEET,

m LW TAZ Y7 MRS 2581L. %7 Solaris Security Toolkit 7 L — A
U— e EHFH LTS 7EE N, T, ST AEERAZ VS NEER L,
add_to manifest EAZHFHA L C~=T7 2 A 77 A M M) ZBINT 5
VERH Y ET, £ 9 T/UE | Solaris Security Toolkit TH A ¥ LARFEA 7 Y 7
FSEEFR S NERHA,

m W/ B84 Y JASS_REPOSITORY 7 4 L7 U ONEEZEFE LN TL 728
W, T7ANEETRTLE, T=HXONERENLTLEWY., TIZETHREDHF A
BRIz, PHILAWER T —NRELZD VAT ANHHELIZDVT3B8FANLD £
\j—‘o

ZHZTICRIRIV)TEOHREITA
2

Solaris Security Toolkit 7 L' — AU —27 Tix, #&T A7 U7 L OFGH &N FZKIC
TAET, ZOT7 V=0T —7 AT, kO MSLEMEIZIS U T Solaris
Security Toolkit ¥ 7 MU = 7 O EAILIRTE H1EN, AT LDTA THA 7))L
WAL TUAT AMEREZ EFICERT L ENTEET,

A VT N B AZ<A AT HEET, TICRTHEENETFICL > TED X D R
EZITONEBEMRL CB ZENEETT, ~AN—FEEFERTUL v=7 xR
FZ7 7 A NMIZIELWEERTONDEDT, A7 VT FEHRICIAZ A A TEFE
T, TICRTHEREILZ, ~=T7 2 A M7 7 A LORNFICESHTHLALFEEZ Y Y B L
F9, BE. ~ =BT, MBOMLBEHISCTCAZ YT N hAZ <A AT 5D
DI B ER R L ET,

AIN—FE DY A N EZ DM FIEICOWTIL,  [Solaris Security Toolkit 4.2 U
Ty Ly Av=aT V] EBRLTLLESY, VAT ha<wr Rofbvic, Zhb
DA —BE B HTIIE, TICRIAE T =T = X N7 7 A VNOBE#EIEE %
SZHRTXET,

BRI Lo TE, ~ AR EF VBB ETTOLERD Y ET, TDO XD
72 & Z1E, add_to_manifest &I DRBEM AN L LI, OB AMH
ToE, =72 AT A NVCFETHAZBMTE . ~A =Bz PO 3%
BIHY EHA, ZORKRBEEMEHT D L &E. A7 AL Solaris Security
Toolkit U AR Y b U OERMEAR#ET D7 DICEE N LETT, T ORI O H

F4E VRATLOEEDYEYE T



Bl LTiE, Sun @ pkg B THRWY 7 by =T R —C 52 BINT 3580350
F4, ZOBEE. MIBLLE TBEINESNZIENORBRDO NNy A — Ol iEY . TIZ
RIMREICHERTAILERH D £,

LR — B & FERRBIM add_to_manifest &I L, Solaris Security Toolkit
V7RO 2T TAIZ VT MOHAF <A XL TR T UE A~ LT O M % fH H)»
D, FHITATAET,

INSOEKEFHAETICKTAZ V7 NOBEEZEE T 5 &, £DOLHED Solaris
Security Toolkit ¥ 7 F 7 = T IZREEINEH A, 2D, ~=T7 = AT 7 AL
TZRENBWAT 2T X CTFETRICETSENH Y 97,

ENOBEEZEZTHET, HE2IE VATLEDOT7 A NEETTS L X1T, &Y
WAV OFTNANNR=Ua DT 7 A NERET DLERDY £3, @F, 2—F—i%
/usr/bin/cp A~V F&EFRITTHZ LICE V. ZDOMEEZE Solaris Security Toolkit
VI =T DarTHFAMNTITWET, 7272 L, Solaris Security Toolkit Y 7
VT DArTXARNNTIE, Zoavy REEEERTLE, U A NEHZERT
% BN Solaris Security Toolkit Y 7 MU = TIZERM SN EY A, cp 27 NE
T 58PV IZ, backup file ~AN—PB¥EHFEH LET, Z OB, BER
JASS_SUFFIX #f T CAHU DTN T 7 A LD —%RFEL, 77 A LDa’—Rn
YERR S 4172 Z & % Solaris Security Toolkit ¥ 7 b ¥ = 72 b5 U A MEH Z BN
LET, Fi2, 2O 77 A NVDTF =y 7 H 2L HELET, 77400 F = v
7 A, TR IEEE S jass-check-sum 2~ RTTHEHI N E T,

72

FECEEINE=T74ILDFVY

jass-execute -u A~ Rid, WL OEITRICFH AR N7 7 A LV EH
BPNZTF =7 LETN, HBHEIZL > TiE, jass-check-sum 2~ R&EFEH L.
EHRINZT77ANVE—BRR LI ECHERBLEFNMER L EH Y 9,

Zpawy REMFHAI AL, JASS_REPOSITORY 7 A L7 MU ONEZ#MER L T,
V2T 2 ARNT 7 AR ENDTRTCO T 7 ANIT =y I LEFITTELO
T, WLALEOBRIZT = v 7 P AR SN EIERBEINTZT7 7 A VERETE
F9, ZOF = v 7 E#FTLTHLMEINR IR TR Z I T, RERESE
B D M Z N TE L EEN D 2 FHARERBE LN ET,

LUNCt Bl 2m L&,

a— K4l 4-1 FEICEREINTZ 7 7 A VOHIH
# ./jass-check-sum
File Name Saved CkSum Current CkSum
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a— K4l 441 FEITER SN T 7 A VDB (e )

/etc/inet/inetd.con 1643619259:6883 2801102257:6879
/etc/logadm.conf 2362963540:1042 640364414:1071
/etc/default/inetd 3677377803:719 2078997873:720

ZOHNIE, BB DOSZETRIC3 DO T 7 A NANEREINTWEZ AR LTWE
j—o

TICRIHEEETOA T a3 VDFEA

ZORITI, IR THEREZ EITTHRICHEH TE % jass-execute -u a~v 2 K&
I g T ONTHBHALE T,

I - TICETHERETIZ, -c. -d. -a. -h, -1, FREF -E ATV a v EERATSLZ
LIXTEEHA, FEHNE— R CRICETHIEZ FZEITT 25E61F, -b. -k, 721X
£ AT aERETOIVNENLY £7,

jass-execute -u A~v 2 NI, RTICRTUH A EITT HEOEEN I FETT, Z
DA~y KL, miEOEERICTFEI CER SN 7 A V&R L £, Solaris
Security Toolkit ¥ 7 h 7 =7 T, #M{LZRICFE CETEINL T 7 A ABHBIL I D
L RIRTIGED EN 1 DEBEIRT L LI ROBNET,

1. IO T77ANER I T v T LTHHAY PFNT 7 A0 GRILENZEE L T
27740 ZETT 5,

2. DT 7 ANEHREFEL, FUPFALT 7 A NEEITL LRV,

3. FENCER INTT7 7 A M EFRFIIC EEEX LT (ZO/MET —FBIHKT 21
WRH D), AV TN T 7 ANEE LT D,

4 HWITRFDTZ 7 ANERy 7T v 7L ThoF U PF T 7 A b (FLETITIEE L
TWeTZ 7 A0V 28T 5,

5. HICHEHFDZ 7 ANEREL, £V PFLT 7 A EE T LA,

6. FERICTER SN 7 A NEFITHRHIC EEE LT (ZOMRT =2 B3 WHET D
AREMENN D D), AU VTN T s ANV EETT D,

AIEI DR ALBR IR E B I NT= 7 7 A NV EITCICRT a2 RN ED X 5 IZAEE4 R
EDNEERTHIHEEIT., TICERTa~v Y RERITT ANy 7T v 7 (-b). ~F
(-k). F7IF88H (-f) A7 a rEREELTLEE N,
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F 4112, TCRTa~vry N TEHCTEa~r M4 vyarzRrLET, £47
Ta ZOWTOFEMIL, PEOHiZSH L T E30,

x 4-1 LICRTa~v FCHEMT S a~y MrA 7y a

*7
ay B

-b AIE ORI FEI CER N7 7 AN ENY I T v T LD
L VAT AEITOIRREICE T LET,

-f MIERICFEI T 7 A ANER ST TS, ibficiTbiiz %
BEREHEMICY By P LET,

-k FERIC T 7 A VMICFE T DR ER 2 RFF L ET,
-m HAOhZEBEFA—NAT FLRIZEELET,
-o Hha7 7 A VMCERLET,

-q B EER R LERA, EHIAT T a v EBEERET, H
711 JASS_REPOSITORY/jass-undo-log. txt (ZHREFEINFE T,

-V TCIT RS EATOM L~ 2 HEELET,

NV Ty TAHTo gy

-b A7 a R, BIROBILRICTFEI CER SN 7 7 AV EHEBINIC ANy 7 T v
FLE%., 77 ANEBEFTIOIREBICRELES, FEHOLELZFEITTHI01L, Hrs
NDBT7ANER I T T EIND T 7ANELEKE L, MEDOENE TEHCTHET
VENSHNFET, ZOFTva 2/ LTI 7ANEN I T v TTHE 771
I T O L 9 ICFEREINET,

/etc/motd.BACKUP.JASS_SUFFIX

RElA T ay

-f ATV aid, BILRICTFBH T 7 A AREEINTW TS, fibHiciTbiiz
EREZBRHNC)V Y FLET, RESNTWDE 77 A NDF = 7 L EBIED
N=Ua D7 7 A VRIS NETAL, 207D, BLZRICTFE T 7 A LV EET
LTWh e, BENEN EEXINT, IR LERICEBRBNERKDIVET,

TWRTUHEOTT %, AELFH THEETILENLLHAELH Y £4, F7k,
EROHIIZ L > TE, 77 A VHOENOFERLELRBEELH Y £,
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F - IS oMEAERRET 121X, jass-check-sum 2~ 2 R&FEHT 50, mib
L7z -ba~vy RirA7vavaEHLET,

RBREALToay

~k A7V a L, BILBLOEITRIZ T 7 A VIZTFEI CIThN AR 2T X THE)
FICBRFFL, AV DTN T 7 A VEETELER A, -k ATV aid, 774 VOR
—EERHLUET, £, BT —F AR L TEOR e LES, AU T
TrANCE D EEZIFTVEYA, Uy FSRIEER, RESNZTF =7 ¥
LIRS DT T,

IOFTaEFERENBY E£9, 22X BT A2V Mk TERESINT-
TrANDY Ty hRHETERIND E, VAT LANFFELIREBIZRD Z &N
&) D i‘j‘o

7= & 21¥. remove-unneeded-accounts.fin & TAZ VX &R L-E LE
T, ZOARZ YT RE, VAT AL ED Jetc/passwd BEL N Jetc/shadow 7 7 A )V
FEBLET, WL OK TR, 22— =B RAT—RELHETDH L,
/etc/shadow 7 7 A /WZBEAT T B/ F = v 7 % L 73 Solaris Security Toolkit ~/
ThU T Il Lo TRIFSNTZEE —FK L2 D T, TORKE, REsF 7 a v
BT D E. Jete/passwd 77 A NVDHRITEOREIZIZE—LEINET,
/etc/shadow 7 7 A WMIBEDKREDEETT, LEN-T. 22007 7 A4 LR —
HLEHA,

HAT77A4NLATay

-0 Jcomplete/path/tofoutput_file =7 a &M fHT 5 L, jass-execute DL Y —
N FIDBID output_file |2 SV E T,

ZDOFAF L a v id, JASS_REPOSITORY 7 o L7 b UPICIRFEF &N 5D 1 i
L %+ A, Solaris Security Toolkit DITIZ R I IIREDH N ZERTHDT, Z
DA T v a E RO WK R CEITT 258 ITRICAZ T,

EHAA Ty

I - HHE— FCRICRTHEL EITT 2%E1E, -b. ~k. £F £ 473
CEEETOMENDY T,
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-gA 7 v arEHHT 5 L. Solaris Security Toolkit Y 7 b v = 7 X EE I HI ) & 3
RL72LK 72D F3, ZOF T a3 %, JASS_REPOSITORY 7 « L7 b U WIZHREF
ENHZuITEREBLEYA, oAV ar bk, 2047 g, Solaris
Security Toolkit ¥ 7 b ¥ =7 % cron ¥ a 7% FIH L TETT 225G, KED
Fv U — 7 BEEREE CHEATT A5 A IR ERI T,

BEFA—ILBHMA T ay

-m e-mail_address &7 a 2T 5 & 58T LI2HEATO = B —7)% Solaris Security
Toolkit ¥ 7 bV =T IZX > T, faESNIEFA—NAT FLRAZHEESE T, i
DATvarefflToe, B ZICMATEF A=V LVR—=MbAERSET,

VATLDEEZTIZREY

Y&l Ko TId. Solaris Security Toolkit @ 1 > F 7 (T D IBLALER TIT oA 7o 28
HDUty FRABEZRYET, X2 VT 0 —iBRAHIC X > TUThh e ER R T
AT DB EEZ TWD L& T, AEELTICRLET,

7o & ZE, SRILAEE D FEATH . SVM (Solaris Volume Manager) 7¢ & O E 74—
AN T2 > TND Z ERRB S NTZGEIL, IROWEBEZITNET,

1. B 2 B L £,

2. AAZ=A RSN RIARNEAERLET,

RTANDHALZ <A ZAFNEICHOWTIE,  [Solaris Security Toolkit 42 V 7 7 L
VA= aT V] | BABED [RIANROI AL <A X] #BR LTSN,

3. JASS_SVCS_ENABLE BRIEZ#HEMHH L. #HHT 25 SVM —E X2 HIZ
ﬁ—(}

JASS_SVCS_ENABLE D H] FIEIZ DU Tid,  [Solaris Security Toolkit 4.2 U 7 7
Vo Aw=a27 V] | 7 FED [JASS_SVCS_ENABLE] #ZM L T Z XV,

4. BACALERAME D IR L £,

ZOHITIE, 1 DEIFEEROBLAEIC K > TITh AT 2 TR HiEICo0
THB LEd, LA Z I RANCTICET T, fIRFEE Z R HY £,
70 RX—=YD [V AT AOERZTICETIZOOEM] 2B TIESuy,
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v Solaris Security Toolkit DEfTZTICRT

1.

RATLENAYITYILTBEYLET,
TICRTUHEEEITT DN, P AT Ly 77 v 7 L THEHTHZ LT, v %
T OB OEFIRBICHERICR D (F23END) KO L TR EET,

. jass-execute -u AR Y KTCHEATIA T a v ERDET,

73— [FTICETHEETOA T a O] 2B LT EEN,
AT OB TIL, jass-execute -u 2~ R&EFEHT LI & ZRiRICLET,

CAZEWE u AT aVEFALT I DFELIFEROBRIENEETICETICIE.

JASS_HOME_DIR/bin MHRMDAY Y FEAALET,

# ./jass-execute -u

Solaris Security Toolkit ¥ 7 N7 =7 IX, JASS_REPOSITORY ND~¥=T7 A K77
ANETRTHBL T, Jlx o{bBRICET2BFREZNELET, ~=7 =R b
Ty ANVNEEFIIFEELRWEAE, TR T AR IIFEEYT., #7380 E ik
WERRENET, /o, =72 AT 7 A NVERLET 4 L2 YNNI jass-
undo-log.txt EMEHIND 77 A AVNBFET HHEE L, QWHIZTTICY By MEA
T, FETTHMEBEEFRNVERRSNET, WETaEARETTH L, ERAERE
WET, UTICH Al ZRLET,

a— k4l 4-2 TEIZ B BRI A T RE 72 LER D ) 451

# ./jass-execute -u

[NOTE] Executing driver, undo.driver
Please select a JASS run to restore through:
1. January 24, 2003 at 13:57:27
(/var/opt/SUNWjass/run/20030124135727)
2. January 24, 2003 at 13:44:18
(/var/opt/SUNWjass/run/20030124134418)
3. January 24, 2003 at 13:42:45
(/var/opt/SUNWjass/run/20030124134245)
4. January 24, 2003 at 12:57:30
(/var/opt/SUNWjass/run/20030124125730)

Choice? (‘'qg’ to exit)?

ZOFITIE, 4 SOEALE A HE S TWEST, 2L DMBAHIC L > Ty AT
AREFRINTHETR, FETICEINTWERA, BB O Y 2 I, FIZH
RHNDOWDNEFTERINET, U A NORYIOIHEE MBEHORILALE T,
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4. HOZHELTRICRIVEBZREL=L, ZETHESEAALET,

FOHBZBRLIZGAETH, BIRLIEUTOA 7 v 7 AR OMBEN T XTIt
WCRENET, 2F 0, RKFOBRMAIN SR L2 F T, BEOEITIEF
EIHDOIEFCTRICKEINET, B0 TEZXTHD L, AH 3 2RI LGS, &
TNTHLEE 1 DTN TCIT R S, RICHEL 2 D FENTTICR S, RIEICOAPE 3 DZ
ERTICRESNET,

a— R 4-3 13, TRICETUEL T2 S O~v=7 = A h7 7 A JVIEB % 0E4 5 BI04
BEnsdHhERLTHET,

a— Kl 4-3 TWRTHUBTERO~=T = A 7 7 A VIEHB 20T 53850 H
aklil

undo.driver: Performing UNDO of
//var/opt/SUNWjass/run/20050715145837.

undo.driver: Undoing Finish Script: update-cron-allow.fin

[NOTE] Undoing operation COPY.

cp -p /etc/cron.d/cron.allow.JASS.20050715145906
/etc/cron.d/cron.allow

rm -f /etc/cron.d/cron.allow.JASS.20050715145906

[NOTE] Removing a Solaris Security Toolkit-created file.
rm -f /etc/cron.d/cron.allow

[...]

ZOFEITIEH, I E—AER IR S, BB TEIN IS T s A VRHIBR SN E
T, TICERTRBEOH ICIE, VAT LR ETTARICER SN ERO < KR
RENDDT, VAT LADOHEROBEEBMNVLERESIX., T07 0t 2 2 AMICHE
BLTEHRTEET,

AfE] D FRVALBE DS i) L 72 ABRIZZETE S 4172 7 7 A /L8 Solaris Security Toolkit (2
Lo THEINTZORENREFICETTAHEE., TXTOLHLEZOMN~=7 =
ARNT 7 ANVPEE S TEENE Y H I D £ CTrICE TR Tk L5,
Solaris Security Toolkit ¥ 7 N7 =7 |X, JASS_REPOSITORY ND~¥=T7 A K77

A V% TARTHRER LTl %« OFRFIAEIZBI T D M AIEET 5 2 L I2mA, RoOLE
BITWET,

a EERINEE T 7ANDTF = v 7 b LEREET 5,
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b. F=v 7V LT 7 A NMIAR—ENH DG, @MmEARL e 7k s,
¢ INLDTFANEED LIS L Ea—PF—cFh5,

5. TICRYNETHIN CRIELEDHEICEESN-T7MIL) NMREShBE,
FFoarm12#AALET,

¥ — Solaris Security Toolkit ¥ 7 ko = TIZFFEDHIIN 7 7 A MK L TR E iz
A=Y =Dy 7T v 7 RFE BIUOMERRZTEET 5720, TicRTAETE
DT 7 ANBRIHIS L IR DB T 7 A IR T D38 IREAT O LERH Y FH A,

PATFIZ, BIshE BN ERBRS Db DA T v a v E TR Z R L ET,

a— Kl 4-4 Bilst %z eI RIS a o 7161

undo.driver: Undoing Finish Script: enable-process-accounting.fin

[NOTE] Undoing operation COPY.

[WARN] Checksum of current file does not match the saved value.
[WARN] filename = /var/spool/cron/crontabs/adm

[WARN] current = db27341e3elf0f27d371d2el3e6fd7ce

[WARN] saved = a7f95face84325cddc23ec66d59374b0

Select your course of action:

1. Backup - Save the current file, BEFORE restoring original.
2. Keep - Keep the current file, making NO changes.

3. Force - Ignore manual changes, and OVERWRITE current file.

NOTE: The following additional options are applied to this and ALL
subsequent files:

4. ALWAYS Backup.

5. ALWAYS Keep.

6. ALWAYS Force.

Enter 1, 2, 3, 4, 5, or 6:
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ZOPITHE 1 22T 5 L. ROHANETRENET,

a— k4l 4-5 TR TLBET Ay I 7 v T F T2 g o &2BIRUIZGE O )5

Enter 1, 2, 3, 4, 5, or 6: 1

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname.[interfacel]
files as well as crontab files in /var/spool/cron/crontabs.

[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/adm.

[NOTE] File to be backed up is from an undo operation.
[NOTE] Copying /var/spool/cron/crontabs/adm to
/var/spool/cron/crontabs/adm.BACKUP.JASS.20050715151817

cp -p /var/spool/cron/crontabs.JASS/adm.JASS.20050715151719
/var/spool/cron/crontabs/adm

rm -f /var/spool/cron/crontabs.JASS/adm.JASS.20050715151719

[NOTE] Undoing operation COPY.
cp -p /var/spool/cron/crontabs.JASS/root.JASS.20050715151717
/var/spool/cron/crontabs/root
rm -f /var/spool/cron/crontabs.JASS/root.JASS.20050715151717

[NOTE] Undoing operation MAKE DIRECTORY.
rmdir /var/spool/cron/crontabs.JASS

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc3.d/S22acct

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc0.d/K22acct
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HH 4 22T 5L, ROMANETRENET,

a— K4l 4-6 TWZRTUHET IRy I T o7 A7 a BB LESAEOH
Akl

Enter 1, 2, 3, 4, 5, or 6: 4
[NOTE] Always do BACKUP selected. Overriding JASS_UNDO_TYPE with
BACKUP.

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname.[interface]
files as well as crontab files in /var/spool/cron/crontabs.

[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/adm.

[NOTE] File to be backed up is from an undo operation.
[NOTE] Copying /var/spool/cron/crontabs/adm to
/var/spool/cron/crontabs/adm.BACKUP.JASS.20050715152126

cp -p /var/spool/cron/crontabs.JASS/adm.JASS.20050715151953
/var/spool/cron/crontabs/adm

rm -f /var/spool/cron/crontabs.JASS/adm.JASS.20050715151953

[NOTE] Undoing operation COPY.

[WARN] Checksum of current file does not match the saved value.
[WARN] filename = /var/spool/cron/crontabs/root

[WARN] current = 74laf2la62ea7a9%e7abebbal4855aa76

[WARN] saved = bcfl80£f45c65ceff3bf61012chb2b4982

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname. [interface]

files as well as crontab files in /var/spool/cron/crontabs.
[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/root.

[NOTE] File to be backed up is from an undo operation.

[NOTE] Copying /var/spool/cron/crontabs/root to
/var/spool/cron/crontabs/root.BACKUP.JASS.20050715152127

cp -p /var/spool/cron/crontabs.JASS/root.JASS.20050715151951
/var/spool/cron/crontabs/root

rm -f /var/spool/cron/crontabs.JASS/root.JASS.20050715151951

[NOTE] Undoing operation MAKE DIRECTORY.
rmdir /var/spool/cron/crontabs.JASS

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc3.d/S22acct

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc0.d/K22acct
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B L 72 JeIZ 9 ALEE Y Solaris Security Toolkit IZ K> TE T L7z 2 AT, sk
WCER 7 Z RN 7 7 A NVEHRT DL LI, REIELTY AT AOEE A
TOZLaBEOLET, 77 A VOERIZE > TY AT AWFE LIREEIC/2 > T
WOHHREMERH D720, TNODER 2z FETHRTHETIE, P AT LEHEHL
IRNTIES N,

- ZofITiE, BEEINREZT AR
/etc/.login.BACKUP.JASS.20050715151817 & W I B LWAHI CHRIESNE T,
TR TAENRNET Lich, FDOT77A4V% /etc/.login & HERL T, & HIZFHE
DUBETHLNE S &YW LE,

. BINEIRELTH L., BEZHRITLET,
CBINERELER, SATLEZHEEBLEYS.

Solaris OS AN Z T2 EF 2 /T H=0I0iE,. VAT L2 FHEET 5081 H
Di‘j—o

7EE — Solaris Security Toolkit % JumpStart “&— K Cflij <% &, Solaris Security
Toolkit |% root /NAU— FZ@E L ET, TORITICHITHRIELZIT O &, root /1A
U— RIZZDOURORETH D/ AT — R LOWKRREICKEY £, Ziud, AT —
REESTLSKANTLZERHETHOA= T AT M4 TELH I Ea2ER
LET, TICRERTEIEZITRoTcdb 1%, 47 passwd(l) =2~ REMH L T root
NRAT—=F&EUEy FLTLEED, YATLARIOLS RREBICHD5E1E,

Solaris Security Toolkit 42 ¥ 7 bV = 7IZ KD HEA v — Vb RRINET,
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JumpStart 4—/\—DIERL & B

Z OFETIX, Solaris Security Toolkit ¥ 7 NV =7 Zff 4 % 72 @ JumpStart ¥ —
N—DRERRL E BB OW T L E T, JumpStart 727 / B VE, Fy hU—7~_—
AT Solaris OS Z#A A b= F 570D Sun DAN=ALTHY, A =)L
H11Z Solaris Security Toolkit ¥ 7 MV =7 27452 LN TEET,

Solaris Security Toolkit @ JumpStart & — FiX JumpStart 77 / v IZESWTE
V. N—Ta 2.1 LUBED Solaris OS #iH CHEMTE £9, JumpStart 727 / =#T
1%, Solaris OS & VAT LY 7 b T =T DA A M= VEERICHEEL L THEHEERLL
HEEHT D20, VAT Lo EEEEMEE S L E T, JumpStart 727 /&
Vi, VAT LAORBIA A M=)V EFBICBET 2 BRICEAG T A o D FE T
7

JumpStart 77 / 0 VIZiE, FFICV AT AOEF 2V T 4 — EOFLERH Y £,
JumpStart 7 7 / & 2% Solaris Security Toolkit ¥ 7 k7 =7 T3 % &, Solaris
OS DAFEA VA F—NAHIZV AT L LERKEIRHSDZ LN TEET, Zhitk
D, VAT LD VARV AT LOEF 2 )7 4 —OFHELE X2
T4 = EHPMT A E T, JumpStart N—ADA A M—/L ARSI L, Solaris
Security Toolkit IZ LD F 2V 7 4 =Lz Y RN— b F2EVa—ANEGELTH
% JumpStart Enterprise Toolkit (JET) i, R® Sun Y7 b =7 ¥ 7 m— K44 |k
TAFTEET,

http://www.sun.com/download/

JumpStart 7 7 / w1 IOV TOFEMIL. Sun BluePrints ¥ == 7 /L [JumpStart
Technology: Effective Use in the Solaris Operating Environment] #ZM L T< 72 &
Wy,

COETE, UTOHEHEZHHLET,

m 84 X—T D [JumpStart ¥ —/3— & BEEL DMK
m 86— 0 [JumpStart 7127 7 A LT 7 L— ~DOfii )
B 88— D [7T4T7 > hOBMEHIRR

83
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JumpStart H—/\— L IRE DK

JumpStart B25E T T 521X, /opt/SUNWiass W (pkg # Vv 12— ROEE) O
Solaris Security Toolkit ¥ — A % JumpStart %—/S—OEART 1 L7 F VA A
M=V LET, 774V DT 4 L7 VI, JumpStart —/3— ED /jumpstart
T9, Solaris Security Toolkit ¥ — A% 2 t*—3 % & JASS_HOME_DIR 7%
JumpStart —/X—DRX—2F 4 L7 KV FT,

ZOEOFMAIX, JumpStart 77 n VAR TND Z L BROBEFD
JumpStart 252230 5 2 L AFiFRIC L TWET,

Solaris Security Toolkit ¥ 7 s 7 =7 & JumpStart 7 —F 7 7 F ¥ —D#GIL, HH
RFIETITAET,

JumpStart E— FAIZERT 3

. Solaris Security Toolkit @Y —X % JumpStart ¥—/A—DJIL—+Ta LT LUIZA Y

R |“_)l/ L/i?—o

Solaris Security Toolkit (X, XDOHNZ/RF & 912 JASS_REPOSITORY (Z DHHaIE
/jumpstart) {4 YA b= EINET,

# pwd
/opt/SUNWjass
# pkgadd -R /jumpstart -d . SUNWjass

—#%IZ, Solaris Security Toolkit ¥ 7 b ¥ =7 1%, JumpStart H—/S—D
SI_CONFIG_DIR IZA ¥ A b—/b&H, ZDFT 4 V7 b UI3@% JASS_HOME_DIR
R SR AN/ S A

. Solaris 2.5.1 OS M sysidcfg Z7AILIZEEZMA S &

JASS_HOME_DIR/Sysidcfg/Solaris_2.5.1 T4 LY FJAD I 7AILHAEERS
nEY,

Solaris 2.5.1 OS Tli%, SI_CONFIG_DIR N® sysidcfg 7 7 A /L DIHPHR— F S
N, EPOY7F 4 L7 NURNDZ DT 7 A MIFR— S EEAL, LEEi->T,
Z D=3 D Solaris #HEH L TV BHEE.
JASS_HOME_DIR/Sysidcfg/Solaris_2.5.1 W®Dsysidcfg 7 7 A /L& EEF
TEEHA, ZORIRFEICKILT 572912, Solaris Security Toolkit ¥ 7 7 =7
{Z1%. JASS_HOME_DIR/Sysidcfg/Solaris_2.5.1/sysidcfg 7 7 A MY 7
L 72 SI_CONFIG_DIR/sysidcfg ZNHEINTWET,
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CUTOavY F&EERL T, JASS_HOME_DIR/Drivers/user.init.SAMPLE &
JASS_HOME_DIR/Drivers/user.init IZTaAE—LZEJ,

# pwd
/jumpstart/opt/SUNWjass/Drivers
# cp user.init.SAMPLE user.init

. JumpStart 4 > X k—JLB(Z Solaris Security Toolkit /Sy 7 —C E#WHE L AT LIS
AR M=ILT BEEIL, user.init Z7M4IIZEERSINTLVS
JASS_PACKAGE_MOUNT T4 L7 FYIZZ DIy H5r—CEBLARBEAHY FF, XRIC
BlERLET,

# cp /path/to/SUNWj ass.pkg JASS_HOME_DIR/Packages

. YILFHR—L JumpStart Y—/N\—TRIENEE L =B E(X. JASS_PACKAGE_MOUNT
& JASS_PATCH_MOUNT O 2 DMIEH % JASS_HOME_DIR/Patches S & U
JASS_HOME_DIR/Packages T4 LY FUADELIVIRIZEELET,

. Solaris Security Toolkit ¥/ 7 b =7 % SI_CONFIG_DIR DY TTFT 4 LY k1)
(SI_CONFIG_DIR/path/to/JASS I &E) T4 VA F—ILT BEHEEIL. UTDIT
user.init Z7AILIZEMLET,

if [ -z "${JASS_HOME_DIR}" ]; then
if [ "${JASS_STANDALONE}" = 0 ]; then
JASS_HOME_DIR="${SI_CONFIG_DIR}/path/to/JASS"
fi
fi
export JASS_HOME_DIR

. Solaris Security Toolkit K5 A4 /\ (f=& ZIX., T 74 I b®D secure.driver) ZER
FIFERLET,

m hardening.driver &config.driver IZRENDHAZ VT M ETXTHEHT D
YA 1L. Drivers/secure.driver O/ XA % rules 7 7 A VB L £4,

n HEDARZ VT FOBMBEMT2HEIE, TOT7 7 A vDae—2/EfL, TD=
=z EHLET, FIA " DOa = EHEDOFIROWTIE,  [Solaris
Security Toolkit4.2 U 7 7 L A~v=aT7 /] | HAED [RTA DN AL~ A
] BRLTIESN,

JEE — Solaris Security Toolkit ¥ 7 M7 = TIZEHEENLA Y VFNAVDRAT VT R &%
B L7 T 72 &, Solaris Security Toolkit ¥ 7 b w7 =7 OFF LY U — A THhHE
MICBITT DI, AV VT AT 7 AN DRI DT 7 A NV EHIZHRE LET,
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8. FIAN\NETL=H. rules Z7AMILRNIZELWVEBZ®ERLET,

el ZE UTFD XD REE 2 LET,

hostname imbulu - Profiles/core.profile Drivers/secure-abc.driver

Solaris Security Toolkit 7 k7 =7 ZBE{F® JumpStart BRFLIZIEH (ZBATT 512
X b9 1 OHOEENLELRGEELHY £7,

. Solaris Security Toolkit ¥/ 7 b7 = 7® sysidcfg 7 7 4 JLZ&{ER L T JumpStart &

SAT7 VMDA VA= LVEBHET HERIE. TEDT7MILOBEEEEHRLE
ED

sysidcfg 7 7 A VOFENTHIZ JumpStart — X — T 7 —Rshd &, 774
IVONENRT X THESINET,

ZOHITCTHAT DR FIEL T X TET Lizd &1L, JumpStart 77 / m U aEH L
T I7A47 > b EIZSolarisOS A v A h—/LTEDH L9220, A A b—/LALH
iz OS Db E -3k MEE EFIZIT) Z &M TEET,

86

JumpStart ZA 274 ILTTL—FD
=M

JumpStart 7’12 7 7 A /LT 7 L— ME, JumpStart E— RTOAEHIND 7 7 A
NTT, a7 7 A NVOMBEEBBLIOA 7Y a VOREFIZOWTIE, Sun
BluePrints ¥ = = 7 /L [JumpStart Technology: Effective Use in the Solaris
Operating Environment] #ZH L T 72&0,

JumpStart 7’027 7 A VT T L— e, HrxOY A FEERTLEOY T LE L
THALES, 7u7 7 A VERRL, YR TEDL D REELIT I PEREL
i‘j‘o

TuT7rANDat =KL, A MIEDETEE LEF, Solaris Security
Toolkit ¥ 7 b7 =7 ~DT7 v 7T — ML TEENEN LEX SN ERHD
e, AV FADTa Ty A NVEELLRNTLEIN,

Solaris Security Toolkit ¥ 7 F 7 = 721X, LN D JumpStart 7’027 7 A L3 0 F
‘j‘o

core.profile
end-user.profile
developer.profile
entire-distribution.profile
ocoem.profile
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m minimal-SunFire_Domain*.profile

DTOETE., b0 7a 77 A MIOWTEHALET,

core.profile

Z @ JumpStart 7177 7 A VL, F/OD Solaris OS 7 7 A% T 5 SUNWCreq & A
VARV LET, TAATDONRN=FT 4 a NN — =T 4 a AT S
NR=T 4 alZEDBLITHEEIND I LalE, MROLFIIITbRETA,

end-user.profile

Z @ JumpStart 7'7 7 7 A /L&, End User Solaris OS 7 7 A % T&% % SUNWCuser
L. T AT Y M EUNHERET D 72 DI B R 2 DD Solaris OS /Ny 7 —
ChEA VA= LET, o, == T 4 a Lt RTTIR—=FT 45D
BEDDHEICT A AT R=FT g va v REHFRINET,

developer.profile

Z @ JumpStart 7' 7 7 A /LiX, Developer Solaris OS 27 7 A2 % T % SUNWCprog
L. TR T ATy M EUNCHEET AT DIZHE R 2 OO Solaris OS /N Fr—
VhEA VA=V LET, core.profile EFE & L, 1INITITON DR E R
I%, Solaris OS 7 7 AZZMA, V—hERT v TEEDDLT 4 AT X—FT 43
EDHTE,

entire-distribution.profile
Z @ JumpStart 7°7 7 7 A L&, Entire Distribution Solaris OS 7 7 2 % T& %

SUNWCall #A A h—J/LLET, o777 AL EFEE,. L— ko X—F 133
LRAT o TFR—F 4 avEEDALINTT A AT R—FT 4 a U BNEEINET,

oem.profile
Z @ JumpStart 7' 7 7 A /LiZ, OEM Solaris OS 7 7 A% T % SUNWCXall % A

VA=V LET, ZDI T AH T Entire Distribution 7 7 A X DA —sX—t v k
T, OEM ok Eh2 Y 7 v =T &2 A4 VA =L LET,
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minimal-SunFire_Domain*.profile

F-ohbnFa T 7 A LOFEMIE. Solaris OS X— 3 > 8 721 9 BB L T
WA VAT A EFEITFICEEDTLEEN,

RDOT' 177 A%, 7T Sun BluePrints OnLine #&#it# [Minimizing
Domains for Sun Fire V1280, 12K, and 15K Systems] {2525\ TWET, LITFD
JumpStart 7’12 7 7 A VL FEFICERBEINTWDL T BT 7 AL EFR LT,

minimal-SunFire_Domain-Apps-Solaris8.profile
minimal-SunFire_Domain-Apps-Solaris9.profile
minimal-SunFire_Domain-NoX-Solaris8.profile
minimal-SunFire_Domain-NoX-Solaris9.profile
minimal-SunFire_Domain-X-Solaris8.profile

minimal-SunFire_Domain-X-Solaris9.profile

95472 hDEME B

JumpStart ¥ 7 bV =T EZFEHL TRy NV—I RXR—=ZADI FAT 2 b VA =)L
MTED LN —"—%HT 2I21E, add-client A7 U7 M & rm-client X
7V NEFERALEST, ZhDHDOAZ U7 MNME, JASS_HOME_DIR/bin 7 4 L7 b
VIZEPNTWET, JumpStart £— &, JumpStart —/3—®D rules 7 7 A /LZ
ffi A Z 415 Solaris Security Toolkit K7 A /NZ Ko CTHIfH S ET,

JumpStart — FZ T2 & O ICRESHER SN THRWGEIE, 84 X—Y D
MumpStart % —/3— LEREEOHK] 22 LTI 7ZE0,

SPARC N— AT A7 ADYE, add-client 2~ K& 3479 % & Solaris Security
Toolkit |24 %72 JumpStart 7 7 A 7 2 b ERERIEHRNB A v A F—LE&NFET, ZD
2~ 2 FiX JumpStart — = HETENET,

DHCP (Dynamic Host Configuration Protocol) 7 7 A 7 > N & ME LT % x86/x64 *
AT LOEA | Solaris (A A M—/V) AT 4 TIZAHED add_install_client A
7 U7 M AT O0ERHY FT,

add-client A9 7T b+
JumpStart ¥—/3—=In5 27 T A T > b ZEHUITIENT %213, Solaris Security Toolkit

VI =TIMNETL2ZOAZ VT A LES, Zoavr Fed 7 a i
DWTIELLF OB Tt L9723, BARRY 72 JumpStart 7 7 / 1 IO TR
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LEH A, JumpStart 77 / 17 2IZHOWNTOFEMIE, Sun BluePrints ¥ == 7 /L
[JumpStart Technology: Effective Use in the Solaris Operating Environment] % %

L TLEEN,

add-client A7 U 7’ M¥ add_install_client 2~ FDOT v/ X—THV | K
DO EZ T T ET,

add-client a2 KO

# add-client -c client -i server -m client-class -o client-OS -s sysidcfg

# 5-112, add-client 2~ ROFDR A EZ R LET,

= 5-1 JumpStart add-client 2 v N
FIFvay A
-c client JumpStart 7 7 A 7 >k OFFIRFRE/ZR A A R4 TT,
-h|-? FERERER T LET, hoF 7 a Vi ELERA, 1FNIE
TrareRELLEA. T IRERSNET,
-1 server JumpStart 7 7 A 7~ b ® JumpStart —/N—A L F T = —AD IP

-m client-class

-o client-OS

-s sysidcfg

7 RUVAFIIMFIRAIRE 7R A 44T, BEE S TWRNWE
BlX, =B VKRR NTHEAATERA VF 72— AD Y A NBRER
SNnET,

JumpStart 7 74 7 hD<v Y T ATT, ZOfEIX, uname -m
avy PO LR LEXTT,

JASS_HOME_DIR/0S 7 « L7 kU WIZH % AlfiE7e Solaris OS
DR—=V a2 TT, 7IT7A4T 2 MIA VA F—LENET, HIE
EENTWARWEAIT, JASS_HOME_DIR/0S T4 L7 RURIZH D
FEHFHEZ: Solaris OS N—V a3 DU A M FRINE T,

VAT LD ERERICHE T % sysidefg 7 7 A ARSI NLD
RET AL PO RREG (AT av) T, T 740 8T
Z Ofil% JASS_HOME_DIR/Sysidcfg/Solaris_version/ 7 4 L7 b
VIZERE & E T (Solaris-version 13— —03EH L7- M ZEB18K -0
NofHEND), 7Y a v ORAZKERET 25513,
JASS_HOME_DIR 7 A L' 7 bV O RAZEZMEH L T IEEW,
sysidcfg 7 7 A NVDONRAZTEFBE L TLIZEW,

ZOTRT T EAON—Va ERTT, 1ENCA TV a v EREL
256, TnHITEREINET,
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T 74V FEMEH LT JumpStart 7 74 7 2k engl BT HITIX, RO K HITH
ﬁi‘l—/i‘j‘@

# /opt/SUNWjass/bin/add-client -c engl -m sundu
Selecting default operating system, Solaris_ver.
Selecting default system interface, IP_address.
cleaning up preexisting install client "engl"
removing engl from bootparams

updating /etc/bootparams

Solaris 9 OS (12/03) & -s sysidcfg 47> a % H LT JumpStart 7 74 7 > b
engl % JumpStart ¥—/3— jumpservel [ZIBIIT HITIE, RO X ITHEEL F

o

# /opt/SUNWjass/bin/add-client -c engl -i jumpservel -m sund4u -o Solaris_9 2003-
12 -s Hosts/alpha

cleaning up preexisting install client "engl"

removing engl from bootparams

updating /etc/bootparams

90

rm-client XZ Y Tk

JumpStart —/3=72527 T A 7 > bz @ HIZHIBRS %1213, Solaris Security Toolkit
YT MU xTIMBT DDA Y T R LES, Zoavr FedTva i
DWTIELLF OB Tt L9723, FARRZ2 JumpStart 7 7/ & IOV TR
LEH A, JumpStart 77 / 17 PIZHOWTOFEMIE,  [JumpStart Technology:
Effective Use in the Solaris Operating Environment] #ZM L T 7231,

rm-client A7 U 7 X add-client &[AlEE, rm_install_client ® 7 v/ 3—
‘(‘\\j—‘o

I . rm-client [-c] client
Z I T, client ! JumpStart 7 7 A 7 > h OfFRAHE/R AR A 4 TT,
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#5212, rm-client a~ 2 RO AN ZRLET,

% 5-2 JumpStart rm-client =< F
73y BLL
-c client

JumpStart 7 7 A 7 >k OFFIRFRE/R A A R4 TT,
-h|-? BEHERERRLET, o4+ 7> a IHEELEEA, 1FNICA
Ta v ERELEEA., FAOIRERSNET,

0TI T LEON—Ta AERTT, 1INCAH T a UEREL
FHE. ThLITERSNET,

JumpStart 7 7 A 7 >k engl ZHIRT 2121E. KD rm-client =~ F&EMHL
£

# ./rm-client -c engl
removing engl from bootparams

% 5% JumpStart —/N\—OERLEE 91
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ATFLDEXAY) T4 —DER

Z OFETIE, Solaris Security Toolkit ¥ 7 NV = 7T ZfEH L TV AT ADEFx 2
T4 — A (RAE) T2 HEICOWTHBALET, %=V 7 0 —88{b%., S
NEexX=2 V74— a7 7 A VEEBRT LT, ZOETHIATIIERE BIAEZE
HALET, TTIREMEHLDV AT LOLE, ZOETHATIERESEBICEX =
V7 4 —%fliLTo6, b7 TEET,

F-IoBELY=aTATHEATAIEEL W) HEBIL, VAT 208X T 04—
WZERFHOEX 2T 4 =T 077 AL L THREET %, Solaris Security
Toolkit ¥ 7 U =7 OR# e EAZHE L ET, ZO~V=a 7V TCZOHEEHEH
THGE, BEELZETLEHETUVARATLOEX 2T 4 —NERICHERIN TN
ZEERIETADLDTIEIH Y £H AL

ZOETIE, UTOHEBZWH LET,

WBR—ID X2V FT 4 —DEH]

94 R— D [BLETiDEx 2V F 4 —DfER ]
BX—=TD (X2 VT A —EEDIAF~A X
96 X—T D v TF ¢ —HEH O A |

96 RX—TD A7 a i &R OHIE)
104 X—2 D Tvx2 )7 4 —EEEDET)

X)) T4 —DEHE

X2 VT —OFHIL. EHINRHR L FRAPROONHNMB T, VAT LD
TN EOEF 2 YT IR0 ) BITM AN bR T LEWR BT
O, EX a2 VT 4 —FHRETIUIERRLETT (EX =2V 7 4 —OFHIZONT
DEMZL, 36 X—YD [V AT 20X 2 )T 4 —OHER 2BH),
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94

Solaris Security Toolkit (ZiX, fRE SN/ X2 VT 4 =TT 7 AL & DAEHLL N
WERNDZLIZE ST, YAT ADEF 2V T 4 —RIEZ BBMICEE T D FEN
MESNTVWET,

F - ZOFBIT. jass-execute -a AV REFHTAIAZ KT — RTO
A TE | JumpStart A A b=/ OETHIIMEHTE EEA,

VAT LADEFX YT 4 —REOEHN R ERZ FEE XA BTV ET (
cron ¥Va 7R rc A7 VT MNeEERMEM), 72L&z, FHA A h—1rDkEXa )
74 —%igfb L7z 5 H#IZ, Solaris Security Toolkit ¥ 7 MV =7 DA~
(jass-execute -a driver-name) #FETL T, VAT LDEXF2 VT 4 —NEX=l
TA—T BT 7 ANTERINTERENSETINTNRNNE I DEFET,

X2 )T —FEETIHEEL. EX2 )T =R = BREOREE|IZL-T
B0 FET, a—F—ICLoTIE 1 I L ICEESITHIHREL, BATYHE. A
W 1EZFITHOBERHY I, /2, 1T LI I =A%y (F= v 7 HITH|
BAH D) 2470, 1 HIZ 1 EZAAX vy (ARERF v 7 52T _TITH) 217958
AbdH0 ET, EHITIIEPOER LTI, VAT AZEERTA-0NC, F
DEBZBIZEF 2V T 4 —REZ LoD EF 27 T2 L2588 LET,

B A AT LD X2 T 4 —REEZEHT I, BEERa LV R—x2 b aT
NCTEELET, X270 —REZEHNIZEEL TN E, = b B,
WIEREX 2T ¢ —REAEERE - IIBEHMICET T ABEEICL Y . A ER
ELBIEHT LI ENELS BV FT, THMITHER L TWWnE, Z0k ) RER
DHHENT, BURHELZHE LI ENTEERA, TOME, VAT20EF=
V7o —2MEF L, MstnmEn £,

MW RERIINZ., Ty T T =Ry FOA VA S—NIRED LS IREER Y
AT IEREREOH L ICHEEEZITWET,

BIERID X)) T4 —DHERR

Bl 2 AT LDEX 2 VT 4 — &b T 2RI, ZOVATLADOEX2 YT 4 —
REZER L TR EBRNDZENDHV ET, 722, BMEAV AT LOERY
MO LE NS EHNTTBE, VAT LAOREZFHNIE, EX =2V T 4 —IREEE
PRTExEY, £, BEZSLT, O AT LALRILEF 2V T4 —F a7 74
JNCHERLS S Z Ly T £,
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X)) T4—EBEEDODHRXREZTARX

ERATvarEBEEATDHE. VAT LAORIEE ZDOIAFICEHMECX £9, 1k
27 VT RERER BEAZ VT MOMBANRL I AT A XTEET, 72& 203,
BRELAHON AR A AR, 7L —0bU— B E~NIS—FAE D A Z~ A X)BT
ZET, Tl HLWF v 70BN, BETL—LU—7 ~OEEDEBMR E BT
ZFET,

ZEAEDEE, BEIZS U TEELBEEZ I A~ A XT 50T 7T L—heL
T, BELSIORLERFOEEAZ VT MRRE T, ZOHG. RI7A4/3 KT A
U7 BREER BEOT 7 ANT T L= EERLTEERY V7 FOBE
EHAZ~ARXLET, TNOHAEFIIZIZEAEFEB»PPLT, a—FREEHET5
VELHY EHA, EX2 VT 0 —BLICETHETITT T, BEEOETRIC
Solaris Security Toolkit ¥ 7 F v = 7IZ HEIWIZREER S L E T,

=P —lZ Lo T, Fo<HLWHMAD, 23V A NEBDO RTARXRLRT Y
7 N OERERMLERIGEELHVET, HILWKRIANRRLR I Y S Nea—FT 4 7§
HEXX, TV T NEFRIZILET, VA REBHDO KT AN, KT X
707 b, B BLOBEEIL, BEAT Y 3 O ARRC BEINIZ Solaris
Security Toolkit Y 7 F U = 7 IZFRE I N ET A, L 2T, A NEFOK TR
Y7’k abcc-nj-install-foo.fin Z&&eH A FMEHD KZ A /X abee-nj-
secure.driver ZBMT HHEF. VA NEFOEEAZ Y7 b abce-nj-
install-foo.aud ZEKTHHLENH VY 5, FEERIC, BEERAZ VT FOHRTH
WHTDEHEIE. MIGTDHIKRTAZ YT NEERTHDMLERNH Y 7,

A2 X o T, Solaris Security Toolkit ¥ 7 b ¥ = 7 Zfiib > T e WF = v 7 R
WREDIBMALETE, ZOXIRBE, F=y 7 OHlELEAEX 2 U 7 MZEM
LET Y THKTAZ Y S MNIETZM2 52 EHTED), user.run 7 7 A /b
L Ca— NOBIRERZMZ 2581, 7 REEDFIII /R LR L 5 ITH
I TR > T ES W,

FLORIAN 2R VT b B, BROBEEEND RS~ A ZETIIMERT 256
I%. T[Solaris Security Toolkit 42 U 7 7 L A~v=a7 V] #ZR LT IZE0,

7o & 21X, Solaris Security Toolkit Y 7 F 7 = 7L > TA X h—/L Sy
FERBMTOLEN DL L LET, ZOHG, BEELERLEFOT 7 L—FO
WFNPEILRET S 2L, MBEIERT S 2L TEEY, MAOT T L—1 %
BT 25813, Ny FOBMEFTTORTAZ VT FEERL TG, Ny FD
A VA= NVEHERTOIEEAZ VT NeE LET, BBEOK T A2 U7 R
(.fin) LEHERXZ7 V7 b (Laud) &7 7 L—hE LTHEATZHAIE. —BEO4RI
EROHLWTZ 7 ANMCINODRAZ VT Maelihebabt—F 30ERHY £,
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tXal) T4 —EEDEE

COETHHATDIFIEETA RTA 2 EHATDHICE, B2V T —T o774
BUETT, X207 =707 74 VORBBIOEEZONTIH, F2EELS
JRLTLEEW,

Solaris Security Toolkit IZi%, HHEDOEF 2 VT =0T 7 A LN RFTANE LT
GENTVWET, kD EBY, T74L bOEF 2V T —T 77/ 0EZNDG
DT ANV E > THTONTZEE R VAT AMIHE I RWIEE L H D £, —HKIC

EInr2tXa2V 74— w77 A0E, [REKE OFXF2 )7 —%2REL
9, OFV, RAERY—EREMHIT L7 TR, secure.driver IZ& - T
IR TWDIEEDOEX 2V T 4 —HEEEZHENZLET,

Solaris Security Toolkit ¥ 7 h 7 =7 0% Oa—H—F, fFBL LORLEFEO®
FalT 4= uT A NEHHOREICEMTE £9, BARMIZIE, M%ﬁﬁ%l
V74 —REIZRbENEX2 VT =T R T 7 A VEAOT, ThE v AT LAOFF
fili & SRAE D MIT I L E9

X2 VT =TT ANT T — N EHERL, BREICEDETHIAZ <A XT
B HLWTF UL — R EERLET, EX 2T —F a7 s AV E B AZ~A
AT DT 0=y LA RTA ‘/G:Ob\“ﬂi\ ['Solaris Security Toolkit4.2 V 7 7 L-
VAR Z=aT V] EBZRLTIEEN, 295752 LT, MO EEIZEDETH
LX) T —REBEZHEEA TS L EBIT, BX 2V T 0 —fHiFICKEND
RETT —ZH/NRIZMAAZ b TEET, 728 21, Telnet ZHNTT HMLEN
HIE, BX 2 U T 0 —FHMEIRFIC Telnet 23 a5t E L CRZ2SNA2WVWE SIS =
VFr =777 A NVERAT~ A XATEET, Lizno T, BiEEKEE{LIZ Telnet
L Kerberos ZfEH 2% A FTik, Telnet ZfEH L CHEgtt S TR S EY
R

96

T arnEREERH DO

ZOHEITIE, BAEOETRIEHATE AL T v a v EHGIAO AT v a iz o
Tt Li*ﬁ ZOHITIE, LTOHEBZHPLET,

R R—TD [a<r RiT4+ 7Ty a )

B 100 X—VD INF—BIOXvE—TUHT])

B 103 X—YD KRR N, A7 VT N, A LRAZ T DT
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AT R TA Ty

WOa<wy MTREANIL, EX=2U 74— 877 A VIZRL LTURT AOBEET
) FEERLTOVET,

# jass-execute -a driver [ -V [0-4]] [ -aq | -o output_file 1 [ -m e-mail_address ]

Solaris Security Toolkit ¥ 7 bV =7 DA~ FE2FEITT L & &iX, £ 6-1 1R
TAT v a v EFHTEET,

% 6-1 Bita~r FCERTa~y FTA7va v

FFoay 5B

-a driver VAT AN EX 2T 4 —T a0 T A INIZHEE L TWNENE D
B Lk T,

-m e-mail_address TNV AR — MEHT 2B FA—ALT FLAZRELET,

-o output_file Solaris Security Toolkit ®FEATHINAEMN T2 7 7 A L OL4HIT %
BELET,

-q FEHHE—FEETCLET, Z0avy ROETH, X vk—
VidFrEnE¥ A, 711 JASS_REPOSITORY/ IZ&MI &
7,

-V verbosity_level BEEDFEML L (0 ~ 4) ZFEELET,

jass-execute ~a AV RTHEHTE D247 T a IOV TOFMIL. LLTFOH
EBZBLTLZEN,

97 NX— D [~V TRHRA T 9 ]

98 X—V D [EFA—NBHA TV a3 ]

9= THOh77AVET v a )

99 X—v D [ EHHA T a )

99 X—TU D [FEMA T > 3 )

ANIVTRFEA Ty

-h AT varvEFERTLE, FHERAS TV a COMEEZIT 5 jass-
execute ~“LT A v —UNRFRINET,

¥£6E VRATLDEF2UTA—DEE 97
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~-h A7V a rTEHKRO L I ER S ET,
a— K4l 6-1 ~h A7 a o

# ./jass-execute -h

To apply this Toolkit to a system, using the syntax:
jass-execute [-r root_directory -p os_version ]
[ -g | -o output_file ] [ -m e-mail_address ]
[ -V [3]4] 1 [ -4 ] driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -f | -k 1 [ -g | -o output_file ]
[ -m e-mail_address ] [ -V [3]4] ]

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output_file ]
[ -m e-mail_address ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -?

To display version information for this program:
jass-execute -v

BFA—IILBHMA Ty

-m email-address 7> a Y EfET S & FATO5E THEIC Solaris Security Toolkit
TZhU =TI Lo THANEF AV THBMICEEENET, oA T a 2F
Ao, v 7N TEF A=V LR MbERSHET,

sunfire_15k_sc-config.driver ZFF-ONH L, B A —NVBMA T a v & H
L T Solaris Security Toolkit ¥ 7 NV = 7 Z (T3 5356, KO LI ITHRELET,

# ./jass-execute -m root -a sunfire_15k_sc-config.driver

[...]
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HAOTd7A4 LA T3>

-o outputfile 77> a %, jass-execute DAV — /L ERIT 7 A )V output-
file \ZHAE L £,

ZDA T a L, JASS_REPOSITORY 7 « L7 bV CHEFFS NS v i3 L
FH A, Solaris Security Toolkit IX KEDIH N EAKTHDT, DA TV 3 Ui,
IR D M R ER BE CHRAT T A A ISR T,

ZOF T a it -d -ul FRE caA T varEEbIERATEET,
oA FvarvEMEATAL, LTOL) N EkshvET,
a— K4 6-2 —o A7 a oA

# ./jass-execute -o jass-output.txt -a secure.driver
[NOTE] Executing driver, secure.driver

[NOTE] Recording output to jass-output.txt

#

EHAF T

—q AT varyEERTLE XY T 0 — kD FETIRFIZ Solaris Security Toolkit
MOIRHEAIT) (stdio) A b U —L~OHARTTONRL< 20 9,

ZOA T a iE, JASS_REPOSITORY 7 « L7 b U THEF SN D v ZITITRE L
FtA, o AT a v Lkk, ZOA T a b, Solaris Security Toolklt A
V=7 % cron ¥ a 7 ZfM L TETT L2560, MEDOR Y bV — 7 #HeREE THE
T4 2 5B TR ER T,

ZOF T a it -d -ul FRE caA T varEEbIERATEET,
g AT varvEFEATLE, LTOXd B RERSNET,
a— Kl 6-3 —g A7V a oA

# ./jass-execute -q -a secure.driver
[NOTE] Executing driver, secure.driver

HMA T3y
VAT a o, BEEOFEM I//\“/I/z%? ELET, 2047 a NIERETORE

ATEET, ML~ LA L, BEEFEROFRFEZ FRICHIETE £,
72z, BANEO- N 100 EHDHEE. M1k~ T I 17T oFRT
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L EITHIRT UL, B LT~V ERBRO~ I U ARICHBITE S, 2D
2. REHO~ T AR LT, SR 2 AT 28 & 2 E7 90, REET &K
DIADET,

VAT a Nl EoTE5DOFML~L (0~ 4) #HLES, L& LIPS D
EATIEWRPBFEIZ 20 . IO DIERERICEKR LT = v 7 EREHBOT = 7 %
FURELLEMTEET, R62ICHEML~LERLET,

=

* 6-2 RO L ~L

L~V WA
0 B ELIREB R T HATHFRIR SN ET,
1 227 VTP ZEICABELIIANAR T TIN 1T RSNDIE

M. AT VT MIRTXTERRENTZZEDOH LITHRERI A 27 &R
TN TITRRShET,

2 A7 VT RITEIZ, ITRTOF = v 7RERPFREINET,

3 /<ﬂ‘—&f\y{5f_)‘ = VERTREBNPEEIT TR RENE
+, ZHIET 7 AV FERETT,

4 EEAT (LL 3 TERRENDET —HF) IZMZ, logDebug 7 7
I XL > TERSNEHER TR TRRSINET, ZHET v 7
DL~ L4,

I — jass-execute -V IV ROT 7 3L h DML ~LL 3 T,

EREOFTM L~ IZ OV TOFE LWFAIE, jass-execute D=2 T ~—7
¥ 7213 [Solaris Security Toolkit 42 UV 77 Ly A~v=a7 /] | 7 &ED
[JASS_VERBOSITY| #ZML TS0,

NF—BEXUV Ay E—THAD

Solaris Security Toolkit DEE&A 72 g (I, NF—& Ay b=V & LAR—FEIT
AT 2 & D IR C& £9°, JASS_LOG_BANNER A%, #FAIL~UL 0~ 2 Tl
FHTEETAL, ZNOLOHMNF T a 0%, ML~V 3 BI04 ICEA S E
T, iz, HANSLAEK A v — (dass_Loc_succEss %) ZHIBRIT X, R
Ak A v — (JASS_LOG_FAILURE A4%) O A% LAR— LT, ZNREIT 20U TE
E3

63T, BV EBICL o THIITEONT =L Ay bE—VA2RLET, v 7 AR
DWTOFEAMIL,  [Solaris Security Toolkit 42 UV 77 Lo A~v==27 V] | 7 &
7 [JASS_LOG_BANNER] ZZML T ZE Wy, FEfll L ~/LIZ OV TOFE LWV
IX. jass-execute D~¥ == 7 /LX—  F72i% [Solaris Security Toolkit 4.2 V
Ty Ly Av=aT N | 7 WD [JASS_VERBOSITY] #ZML T &, 1
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a— Kl 6-4

TREBIZODBRESNTWVWD L, TORXA vy E—VOBETIIHIINAER SN EEA,
W, BT EBEN LITRESNLTWAEARIE. AvE—URNERINET, 2050
BEHIL, T 7NV NTIEEAEZETRLET, 63 ICu /B HARLET,

% 6-3 BRI ~DNF—L Ay =V DFRF

RUEH

Rk 3:Fx

A

JASS_LOG_BANNER

JASS_LOG_ERROR

JASS_LOG_FAILURE

JASS_LOG_NOTICE

JASS_LOG_SUCCESS

JASS_LOG_SUMMARY

JASS_LOG_WARNING

T_RTHON
F—Hh

[ERR]

[FAIL]

[NOTE]

[PASS]

[SUMMARY]

[WARN]

ZDNRTABFE, NF—A v E—VDORREHIH L
F9, TNHDA vE—VF, WEITES (=) £
A 70 () XFOWThEETRE ) 357 T
PHERTOET,

ZONRTABE, TT—RAve—TVOEREH L
FT, 0 ICHRESNTWDEA, =7 —AvE—
ITAEMRESNERA,

TDORTAFT, KWA vE—TOETEHEIE L E
T 0 ICEREESN TV HHE, KA vEe—Ti34k
ENFER A,

TONRTGART, BEA v —VOFRREHELE
T, 0 ICEEEIILTWAEEA, WA vE—I 13k
FEhEEA,

TONRT AT, BDELITARREA v E—Y D
FoREHBMLUET, 0 IKRESHTWDEE, Y
Av—UIIERINFEEA,

ZONRTAZF, WMEA o=V OFEREREL E
T O WERESNTWARE, MERX vE— VIR
IRENFEHA,
ZONRT AR, BEX -V ORREHIE L E
T, 0 WCEESNTWALRE, BEX v —V34E
RENFEFHA,

INHLOFT v avid, EDA v —VDRERT DUENRD HLGEITENTT,
INEDOFT v arzRET R, WAzR/PRICE A 236, HEREFNICERZ
WoHZenTEET, /2L 21X, JASS_LOG_FAILURE (7 7 4/V FRED 1 DFEF)

FER< T _RTou S EHIZ 0 &

=L

ix e

T5HE, EREER L LT logFailure BIC

Ko TAERSNTZRKBEDH L R—FIET,

BEEDRM DL %E LAR— M 28560 14

e

JASS_LOG_FAILURE=1
export JASS_ LOG_FAILURE
JASS_LOG_BANNER=0
JASS_LOG_ERROR=0
JASS_LOG_NOTICE=0
JASS_LOG_SUCCESS=0
JASS_LOG_SUMMARY=0

VRATLOEXA) T4 —DEE

b
o
o
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a— K4l 6-4 BEDRBD % LR— M 58560 I (FiX)

JASS_LOG_WARNING=0

export JASS_LOG_BANNER JASS_LOG_ERROR

export JASS_LOG_NOTICE JASS_LOG_SUCCESS

export JASS_LOG_WARNING

bin/jass-execute -a abc.driver -V2

update-at-deny [FAIL] User adm is not listed in /etc/cron.d/at.deny.

HoH ¥ F

update-at-deny FAIL] User zz999999 is not listed in /etc/cron.d/at.deny.
update-at-deny FAIL] User gdm is not listed in /etc/cron.d/at.deny.
update-at-deny FAIL] User lp is not listed in /etc/cron.d/at.deny.
update-at-deny FAIL] User nobody4 is not listed in /etc/cron.d/at.deny.
update-at-deny FAIL] User root is not listed in /etc/cron.d/at.deny.
update-at-deny FAIL] User smmsp is not listed in /etc/cron.d/at.deny.
update-at-deny FAIL] User sys is not listed in /etc/cron.d/at.deny.
update-at-deny FAIL] User uucp is not listed in /etc/cron.d/at.deny.
update-at-deny FAIL] User webservd is not listed in /etc/cron.d/at.deny.

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
update-at-deny [FAIL] Script Total: 10 Errors
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]

update-inetd-conf FAIL] Service svc:/network/telnet:default was enabled.
update-inetd-conf FAIL] Service svc:/network/ftp:default was enabled.
update-inetd-conf FAIL] Service svc:/network/finger:default was enabled.
update-inetd-conf FAIL] Service svc:/network/login:rlogin was enabled.
update-inetd-conf FAIL] Service svc:/network/shell:default was enabled.
update-inetd-conf FAIL] Service svc:/network/login:eklogin was enabled.
update-inetd-conf FAIL] Service svc:/network/login:klogin was enabled.
update-inetd-conf FAIL] Service svc:/network/shell:kshell was enabled.
update-inetd-conf FAIL] Service svc:/application/font/stfsloader:default was

enabled.

update-inetd-conf [FAIL] Service svc:/network/security/ktkt_warn:default was
enabled.

update-inetd-conf [FATIL] Service svc:/network/rpc/smserver:default was
enabled.

update-inetd-conf FAIL] Service svc:/network/rpc/rstat:default was enabled.
update-inetd-conf FAIL] Service svc:/network/rpc/rusers:default was enabled.
update-inetd-conf FAIL] Service svc:/network/nfs/rquota:default was enabled.
update-inetd-conf FAIL] Service svc:/network/rpc/gss:default was enabled.
update-inetd-conf FAIL] Service 100235 is enabled in /etc/inet/inetd.conf.

[ ]
[ ]
[ ]
[ ]
[ ]
update-inetd-conf [FAIL] Service 100083 is enabled in /etc/inet/inetd.conf.
[ ]
[ ]
[ ]
[ ]

update-inetd-conf FAIL] Service 100068 is enabled in /etc/inet/inetd.conf.
update-inetd-conf FAIL] Script Total: 18 Errors
abc.driver FAIL] Driver Total: 28 Errors
abc.driver FAIL] Grand Total: 28 Errors

#
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RA MR, ROV T A, 34 LARZVTDOHN

Solaris Security Toolkit DA A 7' a9 1%, FEMIL~L 0 ~2 THRA M, A7V
T, BEOIA LRAZ TERBHENT DL O ICHEETEET, LT, EBA
HEO~ U RERB DG, RA M, A7 VT M, FlEFA LAY T TH
NV —=bhT&ET, K64 ITEKERLET,

%= 6-4 BRA NG, A7 VT M, BEROEA LR Z o TEAM T DOFRR

EH A EHDEREA
JASS_DISPLAY HOSTNAME TONRTARZETICERETS L, Ku ZHEHEOLEIZT A

TADBEA RGN ENET, SR M
JASS_HOSTNAME /N7 X ZIZHEWVET, T DO/NT X ZITiX
T 7 4/ N TIHENERE SN T RN, RA MMITE
REINFEHA,

JASS_DISPLAY_SCRIPTNAME Z DT RAZIITF 74N FTIE1TICRESNTNAHIZ,
Ku ZHAORBFICBEFEITIN TWOIEERXRZ U T b
ZEIBIIMENET, DT AZIT 1 USOEEZRET
L&, BEAZ YT FNOARINRFRENRL D ET,

JASS_DISPLAY_TIMESTAMP ORI AR E TICHRET DL, v 7HHOLHICES
FATRED X A LA Z L TRFIESNET, XA LAZ T
X JASS_TIMESTAMP /T A X ZHEVWET, ZDNRT A H
WZIXT 740 P TIRERHEE SN TW WD, X1 LR
AT IERRENET A,

RAN, A7 VT h, BEOYA LRZ T IEREAINT 2 X 912 Solaris Security
Toolkit ¥ 7 U =7 %K TDH I LT, H—D TV AT LAERITEEDO T AT L)
DEL DFEITREREZBEE L, F—LRb75—42RthbdYy—FT&ETd, Zh
DOFERMNS, BEDO U AT JMIpnb b RESRC, i e 20MEEZET Z &0
TEFET, xR HHREZOIIIFIATE, EBEEX BFEOTaE R

Lo THEEINT- VAT ATHICFIUF 2 v I N TE2NE I NEHRLZENT
xFET,

JASS_DISPLAY_TIMESTAMP /37 A ¥ % 1 [ZF%E L, JASS_DISPLAY_SCRIPTNAME
Dz 0 IZRET D & RO LD AR ERENET,

a— k4l 6-5 715 B DA 141

# JASS_DISPLAY TIMESTAMP=1

# JASS_DISPLAY SCRIPTNAME=0

# export JASS_DISPLAY TIMESTAMP JASS DISPLAY SCRIPTNAME

# bin/jass-execute -a abc.driver -V2

20050716132908 [FAIL] User adm is not listed in /etc/cron.d/at.deny.
20050716132908 [PASS] User bin is listed in /etc/cron.d/at.deny.
20050716132908 [FAIL] User zz999999 is not listed in /etc/cron.d/at.deny.
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a— Kl 6-5 n Z I HOBEROH F] (i)
20050716132908 [FAIL] Script Total: 18 Errors
20050716132908 [FAIL] Driver Total: 28 Errors
20050716132908 [FAIL] Grand Total: 28 Errors
20050716132908 [SUMMARY] Results Summary for AUDIT run of dan.driver
20050716132908 [SUMMARY] The run completed with a total of 2 scripts run.
20050716132908 [SUMMARY] There were Failures in 2 Scripts
20050716132908 [SUMMARY] There were Errors in 0 Scripts
20050716132908 [SUMMARY] There were Warnings in 0 Scripts
20050716132908 [SUMMARY] There was a Note in 1 Script
20050716132908 [SUMMARY] Failure Scripts listed in:

/var/opt/SUNWjass/run/20050716132908/jass-script-failures. txt

20050716132908

[ SUMMARY]

Notes Scripts listed in:

/var/opt/SUNWjass/run/20050716132908/jass-script-notes. txt

#

tXal) T4 —EBEEDET

VAT AOEMM X2 VT 0 —FHMEE, EEShetx VT —TrT AL
X2 VT A —NEOREREL T AENERTIT R F~—J IR0 ET, EFa
Vo7 ¢ —3 2T T oL —KEREE LT, FEHA A N—LDEF2 )T 40—
WILRIZAIT O EX 2 U T 4 —RSFRHV £, X2V T 4 —fHMliA 7> a vid, &~
AT EDEF2 )T 4 —{KIEH L2 O LR UiEbk KT A " 2ET e X
HNTEREFENTWE LA, BETIE, EXF 2 U F s —ifbhicEBEIN-EX2Y
TA—T T ANERKRT L ECHEORKERZT =y 7T -ad T arizE
FALEYT, ZhICEo THEMESDAENT S & & bilc, MR ELNET, Lz

W, ExX 2V T4 =T a7 AN ET v FT—TD L, UEOEX YT 0 —FHE

. Ty T MEOREX 2V T =T u T s A VBRI L TIThRVE T,

WIZ, T TICEEAD T AT 2OEXa )T 4 —FHEMLTIHEEEZLTHE
T, VAT LADEX2 YT 4 —ERLTHEIC, BEX =2V T 0 —RHMEEEITTHE L
F9, ZOXHIRGAE. MBOEX 2T 4 —T 0T 7 A )VEEFR L= LT, Solaris
Security Toolkit DX 2V 7T 4 =T 0T 7 A NT T L — R NENAZSAXT 5

N X2V T —Ta T AT T L — " EZFOEEFEHLET,
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VvV X)) T4—EEEZETITH
R A2 FEITTAHRIC, BX2 ) T 40— 07 7 A NV EERELITEIRTAILERNDHD
4, FHMICOVWTIL, 96— D X )74 —EEOHE 2B LT

é l{\O
EE - EX 2 VT — RSN TV AR VEEE A AT AIEX 2 )T ¢ —
P2 EITT 25681, OIS~ 2R Ny 7 Ty L THEEIL, v~ v OB

BEENDEZERIEICH Y | BAEDREIENTVD Z L 2R LT &N, ZOFEE)
BB SN —RBELBEEEIIAT L ThL, X2 VT ¢ —5 i 2 34T
Li‘j‘o

1. FRTS X)) T4a—70774)L GRIEFSA/N) ZBIRLFET,
m TV AT LOEF 2 )T =2 biEAOLEIE, Mltda T 1 —7n
Ty ANVEFEHALET,
7= & 21X, secure.driver ZEH L F7,

m FEVATLAOEX 2T 40— %L TV RWEAIE, EEEIIMAE O
Fal)Ta—Ta 7y A EFALET,

7= & 21E. secure.driver ¥£72i% abccorp-secure.driver ZfH L £7,

BHERTANRNBIORGEAG N7 A OFTOL2—E & FHFHRIZ OV T,
security_drivers O~V ==z 7 /)~X—  F7 L [Solaris Security Toolkit 4.2
Tyl Av=aT V] OEL4FEEZBERLTIES N,

2. FARTHATUKRITA T a v EHNDFHAEERERELET,
96 N—D [F7va OfHEEER ORI 2R L TIEIV,

3. jass-execute -a ARV K, ¥Xa)F4—TOT7AIE. BLVEFERT 4T
YavEANLET,
&IZ. abc-secure.driver L CTEEZEITLIEMEZRLET,

a— k4l 6-6 Ao

# ./jass-execute -a abc-secure.driver
[NOTE] Executing driver, abc-secure.driver

abc-secure.driver: Audit script: enable-rfcl948.aud

# RFC 1948 Sequence Number Generation
#
# Rationale for Verification Check:
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a— K4l 6-6 B O H B (e &)

The purpose of this script is to verify that the system is
configured and is in fact using RFC 1948 for its TCP sequence
number generation algorithm (unique-per-connection ID). This is
configured by setting the 'TCP_STRONG_ISS' parameter to '2' in
the /etc/default/inetinit file.

Determination of Compliance:

— o 3 I ¥ I I

[PASS] TCP_STRONG_ISS is set to '2' in /etc/default/inetinit.
[PASS] System is running with tcp_strong iss=2.

# The following is the vulnerability total for this audit script.

[PASS] Audit Check Total : 0 Error(s)

# The following is the vulnerability total for this driver profile.

[PASS] Driver Total : 0 Error(s)

abc-secure.driver: Driver finished.

# The following is the vulnerability grand total for this run.

[PASS] Grand Total : 0 Error(s)
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B A BAAE S 45 & | Solaris Security Toolkit ¥ 7 b o = 7%
JASS_HOME_DIR/Audit T4 L7 NUMBLTZ 7 A NMZT 7 BALFET,
JASS_HOME_DIR/Audit & JASS HOME DIR/Finish OWiT 4 L7 NUKNDO T 7 A
T, FICR—=Z2T7 7 A WA EZIEHE L TOVETR, 77 A VA OBERRENRRD £
9, driver.run A% U 7 M. JASS _SCRIPTS B TCEHRIN TWAKTAZ Y
7 NOBREE . fin D Laud WEE T LI LI Lo TENLDRA T VT MR HE)
HNCRER R 7 ) 7 MTEWT 5 & &bz, EITHICELE LNV TERSND A >
=V EITRTCEL T 7 ANVERLET,

B A3BA%E S 4L, Solaris Security Toolkit ¥ 7 b w7 =7 ORERFIL I E T, F
THICT 7 EASNDH R TANCLLT, TDOT7ANT T L—hEEHEAT Y
TP ORENTNTRHME SN E T, £F = v 7 OfER, Witz ~d e Ecidtn
VIS DB & o THITE 73RV R S E 3, @E, kT 1 TS Ed, 57
ENIAEAZ VT NI, 227 VT MIEENDLET = v 7 O EEO G FHI LS
T, X274 —R2a7 03 2E N LET, & N7 A4 ORAERZRMEIIIEMEIT.
RIZANZKLFHEATET LIcE 2ATERIRSNET, BAAT OREFINIATET
RRICR RSN ET,

X2 VT —iHliA T Y g d RHEBRAGREFIC O A T LD IRRE 2 AR RS 5
FB¢T9, Solaris Security Toolkit Y 7 F U = 7%, HRT 7 A NV EZFHRDHZ &IZX
D, REFESNTVL VAT LREEZTFT =y 7 T2 L EBIT, TrEXT =T UEFERP
THRAAZARTAMERIREEZTRDZEICRY, VAT LOFTIREEZF = v 7 LE
7, Solaris Security Toolkit ¥ 7 h 7 = 7%, &7 7 A VELIIYV—EADHFHEE
FxzvZ L, P—CRCEEMTONY 7 P Y =T BA X P = SRTN DD,
RSN TN, A>T Dn BIROETEINLTWDINE I DETF =y
LEd, TOXIICLT, BUED VAT MREICHET 2 EfMR AT v v a vy 3G
bET,
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DRTLDEFXA) T4 —DHERFR

ZOETIH, INETITHBAL TR & HMMEE %, # LV Solaris 8 7213 9
OS DA VA= Etxa T —MERICERICENT 2 HEICO W THBILE
T, ZDOFETIL, Solaris Security Toolkit ¥ 7 k7 =7 % Solaris 8 OS %fJ? Check
PointFirewall-1 NG & & HIZHUE S 2 Jrika BARRITR L ET,

COEONEFF. LW AT LALET TV r—varDvda )T 0 — % ERT 55
DOF# (F—ATFUA) ELTHHAL T EEN,

Sun BluePrint ¥~ == 7 /L &4 v T4 VEBEFLEFICIE. Sun DL DV AT LADHK/N
kB LIt e 2 RNFE LRI TWEST, BAROEFO~=2T /L L iEHE
IZOWTIE, D Web 14 FEZIBRL T ZIW,

http://www.sun.com/blueprints

ZOETIE, UTOEHEZHILET,

109 ~=— D [EFl & $eff

112 2= (X2 T 0 —7 a7 7 A4 ILVOVERK]

112 X—=2D VT =T DA A R—J]

115 _X—2® [JumpStart 4— =B L7 T4 7 > b ORERL
120 R—=T D THEILFER O I A X~ A X

125 =D [V I7A4 T bDA A b—)1]

126 X—T @D [FERIEDT R I

5T & #E{H

DL —ARALT 4 CORPUGEST, BMESI, T¥a) 74— CRES NI
AT D RO EMN AT 5\, R LS RE T, AL RD Ky
NU—2 275 KU Y= BEOFIREBONCHET 5 BERH Y £T, E7,
VAT AOYH— P ERFNERS N, GERBTHEBES DY ET, G L G
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WZOWTOFME, F2EEZSHL LIV, ZOETWHHAT L VF U A TIE,
T7 AT U F =LA T DHIZE/IMEE X O L Z 172 Solaris OS A A — U & FEH T
B AT NEHE (SA) DMT O MHE L EERTEH I LTV ET,

ZOTFUATEH, VAT LAEREIL, BRI AT VA — Y —ERAERMT S
P—E AT 1A & (xSP) [Ali} @ Check PointFirewall-1 NG ¥ A7 A& M4l L O
B4 5. HEfbEINTASr—F TNV ) a—a s E2ERLET, xSP OEfRL
BREEL, kO EBY TY,
B XSP TliE, ZOXIRELDVAT LEE T D TFETH DD, £ AT LD
REEL L B IC B9 DR A EE C, FEOMRInKDLNET,
B VAT AT, HUAT ADONE Ethernet A v % 7 = — A SR SN - BHH OB HE
Fy NI =V AL TA A N—LENET, ZOFRy T —271% xSP O %
Z oy 7EBAT, MAFIEALEEA,

B TOMTRXTOAS 7 =2 —RIEAROYER Y hT—T A F T 2—RX FITH
D, ZA4NVEDBRRESNET,

m FHRXY NI 0X2 T 0 —F, BT D77AT U=V AT LD
X2 T 40— S TEETT,

YL EDBETEESN T, A7 LA B L JumpStart 7 7 / v 2 & Solaris Security
Toolkit V7 b =7 ZFIH LT, OS A A=Y DA A b—/b, F/Mb, B LU
ZHEMEL £,

RIS & HIREIR

Z OFETIL, Solaris Security Toolkit ¥ 7 b7 =7 & JumpStart 77 / 2 PIZ L5 A
VARV EFERALTWASZ L EFHRELET, YT MU T DA A M= VDFE
EHARTA T, FE3EIRSNTHET,

ZOETIH, HEOT TV r—va koMl KO 50 A ¥ AR A RIS
% Z L bt e LE T, Solaris Security Toolkit ¥ 7 NV = 7IZiX, Z2DO7 7V 7r—
T a VEHAD KT A 3R JumpStart 7R 7 7 A ARHY EHA, LERST, 77U
U= alMOBAZLRFIANET 0T 7 A NVENFRT 2UERHY £, £DT
OIZF, BFEO R TuerdrA veat—L, 77V r—va  il@msevd 5 &
INCEELET,

D —=ATF U FTIE, ROAFILLAULRL AT AEBREIZRDBNET,

m OS &7 7YV r—3a ORI 2 88 7 i & w8,

m WO T A 7k LR TEIC BT D Rk,

B IIAT VNV ATADA A M=)tk 78 % JumpStart BREEDEL VAT

% i, Sun BluePrint ¥ == 7 /L [JumpStart Technology: Effective Use in the
Solaris Operating Environment] % %[,
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m OS Di/MEFIEICKHBL TS Z &, [Enterprise Security: Solaris Operating
Environment Security Journal, Solaris Operating Environment Versions 2.5.1, 2.6,

7,and 8] &M,

m Solaris Security Toolkit ¥ 7 MU =7 OEAFHIZHEL TH YV, M of/MblB &
Vb7 7 =y 7 EHA RTA 2R LT A S DR 2L % HEfii 35 -
TWHZ &, H1EELSZMH,

> — -om

AT LIRE

ZOTFIFE, UTON—FRU=7BIONY 7 by = 7TREICESEET,
Check PointFirewall-1 NG

Solaris 8 OS

JumpStart 727 / 7 ¥

Solaris OS 7 7 A % (SUNWCreq)

Solaris Security Toolkit ¥ 7 b7 =7

SPARC 77 / a VIl T Ty 74— A

B7e< &b 2 O0 Ethernet f % 7 = — A

txal)T4—EH

ZOVFVATIE, MEREMHFEY T N 2T Ry r—UBRINTHWETHR, 7
TONR T —=VIZONWTHEHADZ LV R—FR 2 MV —ERAZR/FEETINERNHD F
T, Fi2., VAT LOERAFIIZHNIE: Solaris OS DEERE L HFET AMLENH Y £
j—o

DLFIZ, Y7 ho=T aryiR—32 sOFERTEEZFEMIRLET,

n EEEFHD Secure Shell

m VE—bT77ANEX Y a—RTAHBFIP 7747k

m V7 ANVEIE—9 5 scp & sftp

CDOVAMERIZ, X2V T =TT 7 A NVEERTEET, EX2 VT4 —7
07 7 ANVOERBLIOT e 7 7 AT 7 L— FOFERICOWTOFERIT,

32 X—® [Solaris Security Toolkit 7’17 7 7 A L DOF%E L OELE ] 22H L T<L
ZEN,
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XA YFo—TOT77A4ILDIERK

X2V T =T a7 7 A, VAT LDOEF2Y T 4 — K E LB X OR/IME
¥ % BT Solaris Security Toolkit ¥ 7 b7 = 7 NFEATT 28 F 2 VT 4 —ODEHENE
ZE# LE 7, Solaris Security Toolkit ¥ 7 MV = 7 ICHET HEHEDOEF 2 Y
TA—=TuT AN RNTANE, F/IMEE 7z Check PointFirewall-1 NG & 27
LAOEMNERTZ LEYA, LB -> T, BERVAT AET#FHIET DAL Lt
Xa VT4 =T a7 7 ANVEERTDUNERDD 7,

TOVFIVFOBRE, EXFa VT4 =TT s A NNDERT eI ONTIE, 2D
BEOW OPOH THHINTWET, &I, BEFO RTANERITH LT A
NRTZ7ANVEERLET, RIZ, BILWRIAANEZERE LT, A L7zEF=2D
T4 BRI S £, R/AMBEIZOWTE, 12—V 0 [V T 2T DA v
A h—=)] BB L, ZEOEILIZOWVTIR, 120 2= [F8{bEER DO A Z <A
X BHRLTLTEEN,

VIbDTT7DA2A =)L

ZOHETIE, VI RT 2T DA A M—AAH A BARIIORLET, oS F Y
FNE, BIAFESLY T VA HEEORRNH Y T, V7 b =T O— R A A
M= FNRIZONTIE, FBI3IFEEBRELTLIZE,

- ROFIEE, BEET LRIV THFARE LTEHATEET,

ZOEITIE, LTOEELZHHLET,

B 12—V (X2 )T 4=V T7 " I=2TDODFy a—RKEAf VA=)
m 113 2—2D Ry FDA VA F—I]
m 114 —2D [0S 75 AZDEEEA A R—)L]

X2 TF4—YIT bz T7REHO—FKEAS
A M=

LU O#fE%4772 - T, Solaris Security Toolkit & /Ny FR DX 2 VT 4 —V 7
Y =T %X m— LT, JumpStart —/"—(ZA4 VA b —/L LET,

Solaris Security Toolkit 4.2 BEIEY = 17JL « 2005 £7 A



vV EXaT4—VIbDTF7EFIOA—FL
TA VA M=ILT S

1. Solaris Security Toolkit ¥ 7 bz 7 EEBMDEF 2 TFA—V I Iz TETDY
D_Fbi‘?—o
=T X2V T 4=V T =T OF T a— R 22RLTLEEN,

2. ™ > 0O— K L7 Solaris Security Toolkit ¥V 7 k7 &BMDEFXFaYF4—Y 7
FYT7EA4A VA M—ILLET,

53—V [ VT =T DA LA —LEEST] ZBRLTLEEN,

JEE — Solaris Security Toolkit ¥ 7 F 7 = 7T EZEITLARNTLL IV, KA
PITORCHAT 2 BIMERE DAL~ A X eRITLET,

INYTFDA 2R =)L

OS Ry Fix, BX =2 U7 4 —ffegatk, ATHAMEICET2ME, X7 r—~vr X Lo
B, BLOVAT L2OZOMOREEZLIETEET, HHTLWLOS DA A h—Jb
BE, B O A P =ik bk, BER R TFNRA VA R—LENTWNL &
iR LET,

Solaris Security Toolkit ¥ 7 b 7 =7 %, SunSolve Online 75 AF A2 HELE 4 X
OCtxa 0T 4Ny F I TRAZ A A= NTDHAN=A LR ELET, 20
OSEA DNy F 7 7 AL, b RN BBEL RNy FREENTOET,

VY NYFEARM—ILT B

1. ZIER. HESEIVSEXF21) T4/ FHIS5X2% Patches T4 LY FUIZHEDY
O—KFLTEEERKRLES,
J8{k, K7 A4 /N2 install-recommended-patches.fin A7 V7 FREENLTND
%@m\Ny%ﬁiz&ﬁ5%%’4yxbwwéni¢o
Check PointFirewall-1 NG [ZIZIZNCHRENH Y £3, #HRERBLI X =2U 7 o
/\/7‘7 T AL E.iﬂ“(b‘fotb‘g—)ﬂ@/\ v F 3BT, Check PointFirewall-1

IXLLTF Oy FRLETT,

m 108434
m 108435

2. /8y F 108434 & 108435 DA VR b—)LZB#MLT SIZ(X. SunSolve OnLine H 5
BN—T30E A Y9A—KL, #M% Patches T4 LY RYIZCEZET,
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3. FENYFDEBZEZHEL T add_patch NULAA—BEHZEVETERTRSY T+

(fwl-patch-install.fin 5 &) ZERLET,

O T A7 Y7 M, Check PointFirewall-1 NG (272 2 DDy F ID #F6E
LTCIELWALAN—BEZ RN LET, RICBZRLET,

# !/bin/sh

# add_patch 108434-10

# add_patch 108435-10

OS VS RADEEESA VR =L

OS A VA RN—NTHIEODT 4 AT VLAT U NEERLES, KIZ, A VA F—
V3% Solaris OS 7 7 A ¥ 5 L9, Solaris OS THEHATELA VA h—1V2T T
A AZIE, SUNWCreq. SUNWCuser. SUNWCprog. SUNWCall., SUNWCXall @ 5 D>
DHY, ZONTHPERINUET,

OS VS RE2ZEELTA VR +—ILT B

AVAM=LTBHO0SVSRBERELEY,

O —ATF I FOBENER/MELTEER 7 7 AT U4 —VOMETH LD,
JATHREZR Solaris OS 7 7 A X O TH/ND SUNWCreg #FEELE T, Z DXy r—
I core & BFEENE T,

ZDU T AZIFHEBDED Ry =V L EER TRV, oSy r—
HLMETT, ZNHMERIENDONN Y r—T% Solaris OS 7 7 AX Bk - T
Tr7ANMIEDDIMERD Y £7,

R=RAT7A4 0707 7ANVERICEY, EREAT 7 7 A /VZLLTFOHEE ZBMNL
ij—o

cluster SUNWCreq

SUNWCreq A A b=/ 7 TAZIZIE, 7747 U4+ —/b Sun ¥ — =D Y) 72 &)
RICIARE RNy T =V PG ENTOET, (EEN—ZATA V2 HETE ORISR
Ny r—TZHIER L E£7, Sun BluePrints OnLine #8#{iC 4% [Minimizing the Solaris
Operating Environment for Security: Updated for the Solaris 9 Operating

Environment] ZZH L T 7Z& W,
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2. A —H—HBHETEHELEEX1 YT —TOTF7AILTA VAR R—ILEETL, /8

F—ODRERBRENAZLWAESI M EREELET,
N r—VOERFEBBRIZE > TUIA VA b= PICRE SN2 58 LH Y £97,
Check PointFirewall-1 NG (Z1%. & ® Solaris OS /X 77— DB T4,

s SUNWter — WA %

s SUNWadmc — VAT LAEMaT7 o534 771

s SUNWadmfw — VAT ABIURRXy NT—JEH T L —LT—7

s SUNWlibC 3 £ O sSUNwlibCx — Check PointNG 7 7'V 7r—3 g VM E
Ta Ty ANVHNONRy =T D5RER Y A MI, LT LB TF,

cluster SUNWCreqg

package SUNWter add
package SUNW1ibC add
package SUNW1ibCx add
package SUNWadmc add
package SUNWadmfw add

E-ZDVRAMI, 2O —ARZT 4 ITIT@EETT R, Z ORER A BLE T2 FEER
DB Lo TEND Ry =V OBMETITHIREZTT O ZENTEET,

126 2=V O TWWERFEOT A b THHT Lo, L X2V 7 1 —DiliHE
MBY AT APRRIESND T, Ny r—VORKNR ) A NOEENNELGE
LHVET, TOXIRELEEIT. TR T ANEEELTUVAT LAEHA VA N—/b
L. 7AME#EYIRLET,

3. 7D 2 DOFIETH/N Y — L DIREFEBRIZE DT, minimize-firewall.fin
script #ERLET .

JumpStart H—N\—FE XV IS4 T7 2k
DIE K

ZOFITIX, JumpStart ——L 7 T4 T FEBEL T, WAZLEFY

T A =TT 7 ANVEER L TRAMEZAT 5 TEEIC OO TRERICHA L £7,
JumpStart Bi5i T ® Solaris Security Toolkit ¥ 7 b ¥ =7 O HIZ DU T OFEMIE,
EESEAEZRLTIZSN,

ZOHITIE, UTOMEEZBHLET,

m 116 =YD [T T AT 7 F v —DUEH |
m 118 X—TD lrules 7 7 A VORRFEE F = v 7 |
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A VISR Fr—D#EH

DLFOER,%ETTR> T AV T TAN T I F v —2 M LET, LFOIEETIE, B
TFEORIAN, o777 A0, BEOKRTAZ IV NeFR LTI I9A4T Y hOR—
ATA RERENERT D I 22 BRI LET, TOR—ZAT A U Z2@mUNCYE
HCE-0, WUNHERET D Z L 2R L, }RET7T 7V r—yv g ithbETh Ry
A4 X LET,

AVISZARAMSVFY—ZERIT S

. JumpStart 4 —/N\—LRIEFERLET,

FEMZR RN SN T, 5 mEaZRL T EEN,

. add-client AT Y FZEFRALT. V547> k% JumpStart 4—/A—IZBMLE

ED
a— Rl 741 JumpStart —/3—~D 27 T A T > kDB

# pwd

/jumpstart

# bin/add-client -c jordan -o Solaris_8_2002-02 -m sundu
-s nomex-jumpstart

cleaning up preexisting install client "jordan"

removing jordan from bootparams

updating /etc/bootparams

DTS AT U RD rules 77 ANEBEEKRL. IELL JumpStart 7RI 74/ L EH#

TRY)TrEEELES . RIHIZERLET,

hostname jordan - Profiles/xsp-minimal-firewall.profile \
Drivers/xsp-firewall-secure.driver

. Solaris Security Toolkit Y 7 kD = PIZ[HET 57744 /LEIE—L T, xsp-

minimal-firewall.profile EWSRRMD TOT7AIL T 7AIL & xsp-
firewall-secure.driver EWSRBID FSANT7AILEERLET,

INGDT7ANEERLRNE ROFIELIELLET TEEEA, mAE,
Solaris Security Toolkit ¥ 7 F 7 =7 & L bIZEfishe 7 7 A VD a =2 T
EET,

7 — Solaris Security Toolkit ¥ 7 b =7 DAV PF VT 7 A MFIEL L 72N TLE
éb\O
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PFiC7 7 A NVOERFEEZRLET,
a— Kl 7-2 7u 77 A VOVER

# pwd

/jumpstart/Drivers

# cp install-Sun ONE-WS.driver xsp-firewall-secure.driver

# cp hardening.driver xsp-firewall-hardening.driver

[...]

# pwd

/jumpstart/Profiles

# cp minimal-Sun ONE-WS-Solaris8-64bit.profile \
xsp-minimal-firewall.profile

ZOBITIE, BHZ7 7 A7 04— LOBRBIZELEZN—ZAT A LW HANS, B
D Web P— S—#Ea2FIH L T ET,

L TATTFAINE RSANT7AILEER LIz, ThoDT7AILEUTDLSIZE
BLES,

a. hardening.driver "M xsp-firewall-secure.driver 8% xsp-
firewall-hardening.driver [CEZEHBZIFET,

b. JASS_SCRIPTS [CEZRINTLS 2 DD TRV T F% minimize-
firewall.fin TRV U Tk (fz& 2, fwl-patch-install.fin) ~M
SRICESH]AFET,

EFBEOAZ VT ME, LFO L1220 £,

a— Kl 7-3 BEHEHEDOAY )T s

DIR=""'/bin/dirname $0'"
export DIR
${DIR}/driver.init
${DIR}/config.driver
JASS_SCRIPTS="
minimize-firewall.fin
fwl-patch-install.fin"
${DIR}/driver.run
${DIR} /xsp-firewall-hardening.driver
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6. LTODaOTY FZFERALT., rules ZJ7S/JIEBAELWWI EZHELET,

a— K4l 7-4 rules 77 A NVDEIETH D Z L OWER

# pwd

/jumpstart

# ./check

Validating rules...

Validating profile Profiles/end-user.profile...

Validating profile Profiles/xsp-minimal-firewall.profile...
Validating profile Profiles/test.profile...

Validating profile Profiles/entire-distribution.profile...
Validating profile Profiles/ocem.profile...

The custom JumpStart configuration is ok.

ZORERT, 77472 b (ZOFITIE jordan) ~® JumpStart DA > A h—/L %[
MTEDZMENRSHY 9, VE LT JumpStart #5%, JumpStart K7 A /3, & T 27
U7 M BROT w77 A VEFEHLET,

. rules 77 A ILOWHERPICHENRHE SNBEE, 118 X—UD Trules 77 1)L

DFFEAEEF v Y] ZBRLTLESL,

L ODSATUORD ok TAVT ROLRDIATY FEAALT, JumpStart 1 75 R

FSOFX—ICEO2TIFAT U MEA VA M—ILLET,

ok> boot net - install

7 74T 2 PPERSNRWNGAIE, e L. T O EYICHKEET S T
EELET, ZOHITIX, JumpStart #K O —HBOMEIZ DWW TORBH L ET, 5
AIZ2UTiX, Sun BluePrint ¥ == 7/l [JumpStart Technology: Effective Use in
the Solaris Operating Environment] ZZM L T 7231,

rules 77 A NVEIELSFTL, Ny FRELSA VA =L INTWD Z & %k
RBLIZD, 7 7AT » N AT LDOIEKRIIRA VX b= & ZDf/IME & 5k % B
WMTEET,

rules 7274 ILDBEEEF TV

rules 7 7 A VOZYHEOBGERICIE, SEIERMEPBESINDZLBHY F
T ZOHITIE, &b KRB DOW S SN HOWTHBIL £,
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rules 77 ANDF = v 7 EHOTEITLIZE XX, UTOHOPRER SN ET,

a— K% 7-5 rules 7 7 A VO Ji

# pwd

/jumpstart

# ./check

Validating rules...

Validating profile Profiles/xsp-minimal-firewall.profile...

Error in file "rules", line 20

hostname jordan - Profiles/xsp-minimal-firewall.profile

Drivers/xsp-firewall-secure.driver

ERROR: Profile missing:
Profiles/xsp-minimal-firewall.profile

ZOHITIE, jordan @ rules HBICHESNTE TR 7 7 A ABFELERA, 7

o7 7 A/l xsp-minimal-firewall .profile ® Profiles 7 4 L 7 ~ U IZIE(E

LEEATLE, KRIZ, 2OTT—F, Z7ANADAINI A TaT7ALD
ELWT 4 L7 FIOEBELEN., BXOZa 7 7 A ANKRIERTH S Z ENFFT
ERRESNET, MEZEELT, T2y /7 2HELTLET,

2 [ HOFEITTIE, BORMEN 2 SBRHEINTWET, 1 DHOMBEIL, xsp-
firewall-secure.driver CH-UNHEINSE RIANICETHHD T, xsp-
firewall-secure.driver C. xsp-firewall-hardening.driver TiL72<

hardening.driver ZFFUNH L CTWET,

2 DHORMETIE, JASS_SCRIPTS ZA#IZ minimize-firewall.fin TiE7<
minimize-Sun_ONE-WS.fin 2i&-> THRESINTWET,

ITFICi# o722 UV v aErmLET,
a— Kl 7-6 Rot=A 7 U7 kO

#!/bin/sh

DIR=""/bin/dirname $0 "

export DIR
${DIR}/driver.init
${DIR}/config.driver

JASS_SCRIPTS="minimize-Sun_ONE-WS.fin"
${DIR}/driver.run
${DIR}/hardening.driver

VRATLDEFL) T4 —DFER 119
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PLFICIELWRAZ U rofilZ R LET,
a— k4§l 7-7 ELWAZ UZ ~of

#!/bin/sh

DIR=""/bin/dirname $0 "

export DIR

. ${DIR}/driver.init

. ${DIR}/config.driver

JASS_SCRIPTS="

minimize-firewall.fin"

. ${DIR}/driver.run

. ${DIR}/xsp-firewall-hardening.driver

BILERDHRE2TA X

DT AT UF—NDFEERRE I AS~ A AL TCHETLHHERBENE L, &
WD A2 V7 ME hardening.driver (S X F4, BEEMICIZ, VAT LD TR
ZITRTEEL] ZE, DFV I AT LD —EANTRTEYIZR Y £,

Solaris 8 OS (Z1% Secure Shell 7 74 7 > b RGEENTWRWED, 77 AT U4 —
N gy NU =7 N=2ATERERST DICILERLETT, ZOr—AvF V4D
Sa. 77AT VA —VOEMI, FIP Y —E A2 HHOEFICTLHI L, BLOHE
FRE LD 72T Secure Shell 7 7 A 7 v baA VA M—NATHZETT, ZhbHMliJy
DY —ERAETTFTANXN—= NEHLX Y N =7 ORIRETDHZ LT, hoxy bV —
IJAVET 2= ATOY A= T HEHCLET, ZhHDOY—ERDHIRIZONT
/%, Sun BluePrints OnLine &7t % [Solaris Operating Environment Security:
Updated for Solaris 9 Operating Environment] #Z ML T 72 &0y,

INBH 200 —EREAEHILTHL Z LMi, RPCH—EARAL AL T,
Solstice DiskSuite GUI 7% Solstice DiskSuit Z#k L CTF 4 A7 27—V 7 & 3HE
17T T& 5 X912 ET, Solstice DiskSuite GUI {1 L7272 5, RPC +—E R T
VEHY ERHA, TORITIE., 20 GUI BZXEZRDOT, RPCH—ERAZHFHOEE
IZ LFE T, Solstice DiskSuite DA > A b — /L LRERFIEIZHOWTIE, ZDO~=a7
TIF LER A,

ZDITAT v MIHEREBEDOER L, xSP Off sYSLog — "—Z T 5D
AKX A syslog.conf #ET 52 & TY, ZDOHAHX A syslog.conf 77 A /b
3. BT 7 AT T4V AT BIA VA M= LT HUNERHY F7,

FREEEITo %G & F & F 72 Solaris Security Toolkit #ipkA~7"v a2 v & AT
LUERDY ET, BERBETIZOWTE, LFOHTHLIHHLET,

m 121 =20 [FIP — v 2 DHEML)
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m 122 %—T® [Secure Shell Y7 b7 =7 DA A h—JL]
m 123 =T [RPC —E 2D HD]
m 124 X—T® Tlsyslog.conf 7 7 A VDAL~ A X

FTP 4—EXDE%IE

DT —ATFTIVFOT7 7 AT U+ —NOEE, FIP Y—E 22 H{HOEEICLTEH
EFET,

FTP 4—EXZEHMIZT S

.FTP #2830 FEFIZLTHLIZIX, JASS_SVCS_DISABLE & U
JASS_SVCS_ENABLE EHMERTET S &1L Y. update-inetd-conf.fin 77
ANDTI+ILEOBEEEELET,

FIP % & < T DIEAE Solaris OS — E 2 2 LT AIEAIC, 27— F )
FCHEOE 7R 7151, JASS_SVCS_ENABLE /8 ftp (X725 L O EFE L,
JASS_SVCS_DISABLE I2/E finish.init 227 U X "6 WG LT 7 + /0 ME%E
ZTOFEFEMMT S & 7TY, [Solaris Security Toolkit4.2 V 7 7 L v A~v==27 /L]
EHEIRL T EEN,

RBEEHEIALCERZEET SICIE,. UTOKSHRIEH % xsp-firewall-
secure.driver [ZIBML TH S xsp-firewall-hardening.driver ZMEUH L
*9,

JASS_SVCS_ENABLE="ftp"

L IDFATIA—IY T Iz TFEREALTFTIP 2352 &I12& Y. FTP A xSP
DEBRY FI—Y L TOHMEHATESLSICLET,

EOBEED 1 DX, FIP % xSP OF#H Ry NU—27 ETCOAREATREIZTHZ &
TL7, Solaris 8 OS OHE, T OEMHOIEIEIZIL, VAT AT TCP 7 v /3— %A
AT, T AT I A=A T 2T EFIFALET, 2O —RALF U AT,
T7AT =N 7 =T E2RHLET,

ET7TE VRATLDEF2UTA—DEER 121
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Secure Shell VI b xz7DA4 2R =)L

- ZZTOBMIL, Solaris OS /S—V 3 v 8 #EITL TV DV AT MDA H
SNFEF, VAT LT Solaris 9 F721% Solaris10 OS ) <& T\ 555X, KIC
759 OpenSSH DA A b —/LFIAITEME L. Solaris OS I[Zf1)& D Secure Shell ¥ 7
P =T EEHTEET,

Solaris 8 OS (21 Secure Shell 7 74 7> MIgEnEHA, . TDZH, VAT A
73 Solaris 8 OS # @ STV B35 E 1%, Secure Shell 7 74 7> h&A A h—)b
LCYE— MNEHEEITHOMLENHY 7,

Solaris Security Toolkit ¥ 7 7 =7 Z##k L T, OpenSSH ¥V —/L % A A b —/b
T&F7d, ZZTiL, install-openssh.fin AZ UV &2EHLET, ZDRY
U7 MZ. xsp-firewall-secure.driver 2MEH T 5 config.driver 7 7 A /b
WU A MENET,

Secure Shell 4 X —ILT 5

. TIHI D config.driver & xsp-firewall-config.driver [CaAE—LZE

j_o

. 77A4ILDIE—AT install-openssh.fin QIERZa* Y FEIRLET,

. xsp-firewall-secure.driver A® config.driver ZMUHTIER % xsp-

firewall-config.driver ZMUHT KSICEELEFT,

. OpenSSH OFEF/N—2a v EAFLET,

Ry FRLOS VYU —R LA, OpenSSH Dffi/N\—Ya VAL ET, &Y
U —AIZ2WW T, OpenSSH @ Web <— % Z ML T 7280,
http://www.openssh.org

. BE® OpenSSH /v r—% V(L L., &RT%EHIFT, Packages T4 L%

FJIZA VR F—ILLET,

ZDORy =TI OWTOFEMIL, Sun BluePrints OnLine $8#iiF [Configuring
OpenSSH for the Solaris Operating Environment] #ZM L T 7231,
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6. install-openssh.fin A2 1) FFZIELL OpenSSH /Ay —CLTEHLE
ElS
install-openssh.fin A7 U 7 hOEHEMELRBENHV £+, ZORZ7 VS
MEI, Z74—~> b$5% OpenSSH /Ny r—Y DRy r—V 8% RO L IITERLE
j—o

OBSDssh-3.5pl-sparc-sundu-5.8.pkg

ZITIE, RNy Fr—CH0H LI NN—Va rEE (3.5pl) &, T—FT 7 F v —
(sparc), 7—F 77 F ¥ —DO/—T 3 (sundu), Ny F—T DL RA)VRRD
OS (5.8), pkg BEFE X ET,

7. 2747 94—NWY T b xzF7%FELTSSH 2FRET5&I2kY, SSH %
XSP DEE Y FI)—Y L TOIXMERATEELS5IZLET,

IENDOEHD 1 -Di%, Secure Shell 2 xSP OEF X v h U —727 ETOHRFEHAHEIZ T
5 Z & TL7z, Solaris 8 OS A, ZOEMDEIEIZIT, VAT AT TCP 7 v/3—
BHIIAT DS, T7AT OF—NI 7 2T %A LET, ZOFr—AF U AT
. 774707 b7 EFAHALET, ZOFEHDIFEEIL, Secure Shell
P—R—OfERELEELTITO> 2 b TEET,

RPC —EXDEZE

RPC YV —tERAZHFHDOEFIZL T, RPCEMELTIEHTF 4 A IT—=Y 7T
Solstice DiskSuite #fEH T 5 L HIZ LET,

BHOKT A2 Y7 b disable-rpe.fin ZfH 7T % & Solaris Security Toolkit ®
FEITHIC RPC —ERAZE NI TE 50T, ZOEFILHEAHEICIT X £,

F -V ATALED RPCH—EA~DYE— KT 7RI, VAT DT 747
T F— AR L o THRIICHER T2 LERNH Y 9,

E7E VRATLDEF2UTA—DHER 123
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v RPC #&®IZ9 5%

® xsp-firewall-hardening.driver M disable-rpc.fin DEBEZ2A VT

JhLET,

HIBET 2D TR, AV MIZTHILEIZED, RIANRNNDEDORT Y T N &S
WCLET, 2 A2 MEKIIETOMAE DY LIMEH TE /R 2, JASS_SCRIPTS
EHRNOERZaAAL NT U T2 L X FEERMLETT,

IR T DL, driver. funcs script ANO 3 A FTF, ZiL, Solaris
Security Toolkit ¥ 7 ;7 =7 T, JASS_SCRIPTS iEFRXMND 7 A MERT & L TR
WENDHEEIZOWVTOI AL FTT,

#Very rudimentary comment handler. This code will only recognize
#comments where a single ‘#’ is placed before the file name

# (separated by white space or not). It then will only skip the
#very next argument.

syslog.conf Z27A4ILDHREZIARX

DT TAT Y MIRLERREBEOET L, xSP O F R sYSLOG r——%HHT 5 H
AKX A syslog.conf #ET 52 & TY, TDOHAH A syslog.conf 77 A /b
3, F7 7 AT VA=V AT LA VA N— VT HUERSY FT,

syslog.conf Z27A4IWNEHREIA XT3

. XSP ME# syslog.conf 774 J)LEIE—L. syslog.conf.jordan &WLV5 4

BIZ{HIT T, Files/etc T4 LY FUIZEZEZET,

Solaris Security Toolkit ¥ 7 b7 =7 Tld, W< ONRRHE-RTT7 7 A V&=
P—T&Ed, ZOEMRICKESRA T a & LTI, syslog.conf 7 7 A /LT
T7AT U= NVEBEODERENEGENDDT, VAT LDERA N EREREFEE LT
T AMITEML, FDOT7 7 A V% jordan IZDAH A —FT 52 ¢ T, ZZDOHT
X, 77472 MiZ jordan EFEHENTWAH DT, Files/etc THEH I 5 ERED
7 7 A V4L syslog.conf.jordan CT9, JASS_FILES EFIZ I OEEEEEINEMN
SNBZNVE D ICHEENRMLETT, #REFFICOWVWTOFEMIL, [Solaris Security
Toolkit42 V 77 Lo ZA~v=a2T ] BB LT EW,

. XS DIZ# syslog.conf Z77AILEFERATELRNEEIE. UTOKSITHARE L

syslog.conf Z7A4ILEERLET,

a. Solaris Security Toolkit IZ{4@F % syslog.conf 77/ JILEIE—L.
syslog.conf.jordan & WS &ZFIEFITT, Files/etc T4 LY FYIZEEZZE
E
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b. syslog.conf.jordan ZZE L T, SYSLOG (D xSP {Z#E(ZEMSEFFET,

3. /etc/syslog.conf 774 JLH xsp-firewall-hardening.driver 0
JASS_FILES BRICRIRINDZLEEHALFET,
5 7 4V b TlX, xsp-firewall-hardening.driver WODZEH X417- JASS_FILE
ERIL, LT ICRRTENET,

a— K4l 7-8 B STz xsp-firewall-hardening.driver @ H 114

JASS_FILES="
/etc/dt/config/Xaccess
/etc/init.d/inetsvc
/etc/init.d/nddconfig
/etc/init.d/set-tmp-permissions
/etc/issue
/etc/motd
/etc/notrouter
/etc/rc2.d/S00set-tmp-permissions
/etc/rc2.d/S07set-tmp-permissions
/etc/rc2.d/S70nddconfig
/etc/syslog.conf

INT, BEREERNTRTET LELE, OS DA & b= oMb, BLOR
{ERRFEDT 7V r—a VI AZ ~ A4 XE, BRICHEbIhE S, ME—5%
EICHBES R ARWT B R AL, 774 T U4/ YT FT 2T L Solstice
DiskSuite DL & A > X b —/L T, TH DL OHRIL, JumpStart 77 / 1 2 % ff
AL TIEATTEETA, ZO~v=aT7 /L TIEHMH L EH A, Sun BluePrints v == 7
/v [JumpStart Technology: Effective Use in the Solaris Operating Environment] %
ZRL T IZENY,

DS5AT72 DA 2R =)L

RIANZTRTCOEREZMZ =6, ZOETOFHAIZKES-T, 7734 T v bAoA v
A =L LET,

E7E VRATLDEF2UTA—DHER 125
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VYV 953472 rEA VA M-ILT B

. FSANIZREBELREREE2IRTMAT=5, JumpStart £ Y ISR SO F¥—%FEMA

LTOSAT7obEAVR=ILLET,
TI3AT v Dok 7uyr T b, ROa<wy ReERLET,

ok> boot net - install

2. IZ—ARBRHEEINFHRE, TAEBELTISAFT LD OS ZHBA VA F—ILL

Y9,

mBERIEDT R
—EDOVEEDOKBZIZ, VAT ANRMETET I r— a3 L —ERANIE L < B

THZELEMRLET, £, ¥Xa2 VT4 =707 7 A VTHEREENRIEL 5
EWINTNWDLZELHERLET,

ZOEEE, LB I OR/MELET T v R 7 4 — A OFEEBIOBEZIZARIZITY 2
EREETHY, MHINZEESCHEIZTSIEBEL TS ZIY, ZoEEZ, 7
Q77 ANDA A N=)LORBIEL, TV r—3a B0V —E ADOBREMDORK
FEE VD 2 DOIEEIZ S ILTNET,

JO774ILDA VAR M—I)LEZHRT S

Solaris Security Toolkit ¥ 7 hU =TIl ko TEF 2 VT 41— v 7 7 A LBRIELL
A VA R ERN, TT DR LAY DI, RO R AR R L ORHI L %
‘j‘o

CAVAM=LAT I FALERERLET,

Z D77 AVE, JASS_REPOSITORY/jass-install-log.txt {4 A h—/L X
j/]-/wcl/\ij—o

F - Zon s 774005, Solaris Security Toolkit Y 7 b7 = 73 AT MZFAT
L7 MVENE % EMICIBR CTE 9, EfToz0Ne, ZORRBERZICE SN T, T«
L7 PURIZH LR T 77 A VBRGEINET, 206D T7 7 A=,
JASS_REPOSITORY T 4 L7 FUHNDIEND 7 7 A NV EEBEEE L TR 4

Ao
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2. BEA T avEFEALT, YATLOEF2) T4 —HEEEFBLES.
AT a VIZOVWTORENE, 6 BE2ZMLTILES Y, ZOvF U AT,
2747~ b ko Solaris Security Toolkit ¥ 7 b7 =7 DA A h—%T 4 LI K
UnbLTFToa~vy e LET,

O—KEI7-9 wFa U7 — RO

# ./jass-execute -a xsp-firewall-secure.driver
[NOTE] Executing driver, xsp-firewall-secure.driver

xsp-firewall-secure.driver: Driver started.

Solaris Security Toolkit Version: 4.2.0
[...]

Solaris Security Toolkit DS Tl H 2D F JEBH SN HE X, T ONED Tk
SNFET, FATLAR— FORREZIC, FEEFTOBRBEROEE PRI NET, FT0
H 4RI, JASS_REPOSITORY T 4 L7 MU HNIZH Y £9°,

VvV 77U5—2a EY—ERDKEEEHERT S

TV = a rE Y EAOMRBEEXTIE, BUICERINTET A NBILOZITA
NFtEZFETLEST, ZOFHEEFEHL T, VAT LALT 7V r—va oD 2
VAR—F P EEITL, TNONEHTTRE CIERICHEET DIRETH D Z L MR L
FT, ZOXIREHEEAETERWNESGIE. VAT 20FHATIEIIE U TRY RS
ETTFAMLET, BEZ, b2 xRN T T A— g RO —E XDOBREDE
FIC—HEB L TR W L 2R+ 5 2 L T,

1. DRATLORBRIERIZT TV 77— 3 VO —EXADNEEICHELLZVI EABRE S
EBEEF. F2ETHATHIAETHEERELET,
el ziX, truss a~v U FEEALES, Zoavr FaEf+dsE, 770 75—
TarORMEREDERBETRET DN ERETE £, MERBETIERENDINL
X, REEE T AR Y AT, Solaris Security Toolkit ¥ 7 k7 = 7 23T - 7= 28 B &
ETHMHLENTEET,

E - 2OV =a T VRO T 7 r—F1E, Solaris Security Toolkit ¥ 7 b U =7 %
B L7222 < 02 —F—ORBUTIESN TN H 72D, 1FE AL OMEZ BT
\j—‘o

2. BEHkD AiET, Check PointFirewall-1 NG ¥ 7 k9= 7% 7 X k L. Solaris Security
Toolkit VI bz FZICK B EEREMETCIADE>TCHBELXBELET,

ET7E VRATLOEF)T—DHEER 127



8. Ny Tr—COEREIKBIAMNEERET ILENHDHBRIT. TOT7MILEEELT
DATLEBA VAL, TAMZE®RYRLET,
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[[]]]
H

HES

Z Z T, Solaris Security Toolkit T STV HIEEE L BT FEEZ —~RICE LD T
WET,

A

ab2  AnswerBook2
ABIl  Application Binary Interface (77U 77— a U N\A F VA 2 F T = —R)
ARP  Address Resolution Protocol (7 R L A fifik 7" 10 k =)L)

ASPPP  Asynchronous Point-to-Point Protocol FERMIARA > MV —RA > F 7w | =
)

BART Basic Auditing and Reporting Tool (FEA<ES A A5 HEHE)

BIND Berkeley Internet Name Domain
BSD Berkeley Software Distribution
BSM  Basic Security Model (Solaris)

129



C

CD compact disc (2> /X7 bT 4 A7)
CD-ROM  compact disc read-only memory (2> /X2 b7 4 27 AW FEHAEY —)
CDE Common Desktop Environment (57 2 7 | v 7'Bi)
cp(l) Z7rAnavr—av K

cron(1M) ravyJFr—ravy R

D

DHCP  Dynamic Host Configuration Protocol (Bif)7 A MERL 7 v b =)L)
DMI  Desktop Management Interface (7 A2 b v &AL &7 = —R)
DMTF  Distributed Management Task Force

DNS Domain Name System ( K A £ & R — AT AT 4)

E

EEPROM electronically erasable programmable read-only memory (BEXMICIHETE %
77T AARERBEAER Y AT Y —)

FACE Framed Access Command Environment
FMRI  Fault Management Resource Identifier (FEE&EH# U~ — A A1)
FTP  File Transfer Protocol (7 7 A /VERE 7 12 k=)L)
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GID
GUI

HSFS
HTTP

IETF
INETD

IPF
ISA

JASS

KDC

group identifier (7 /L — 77l T)

graphical user interface (7’7 7 4 /22— —Af L X T = —R)

High Sierra File System

HyperText Transfer Protocol (/A /X—7F%¥ XA h hF A7 7 —7'm fa)l)

identifier (#8%!)

Internet Engineering Task Force (- % —x v MBI EZBS)
Internet service daemon (o % —xR v b —ERXFT —FE )

Internet Protocol (f > % —% v b 7’1 kajl)

Internet Protocol Filter (f ' #—x v h 7w ha)7 1 L #)

instruction set architecture (M5 Y N7 —F%7 7 F ¥ —)

JumpStart Architecture and Security Scripts (BL7E(Z Solaris Security Toolkit)

Kerberos Key Distribution (Kerberos 2 7)
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LDAP

1p(1)

MAN

MD5
MIP
MSP
(1)

NFS

NG

NGZ

NIS. NIS+
NP

NSCD

O

OEM
(O]

132

Lightweight Directory Access Protocol
SA LTV Faws R (FIRZESR D)

management network (B #ER v b U —2) (Sun Fire " T2 R A7 LONE

I1 x>y hT—7)

message-digest 5 algorithm (X v E—I XA P2 XA F 5713 Y X L)

Mobile Internet Protocol (E/NA LA v X —X v h7'a kajn)
midframe service processor (I v N7 L—A¥—E 27 1t v )

Ty ANDOBEIa~ R

Network File System (%~ NV —2 7 7 A LT AT L)
Next Generation (¥ 1#:1%)

non-global zone (27 @ —/3LY — )

Network Information Services (& > b 7 — 7 {fF#th— " 2)
no password (/XA T — K7 L)

name service cache daemon (R — AP —ERXF¥ ¥ v aT —E)

Original Equipment Manufacturer

Operating System (A XL —7 1 7 v AT A)
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PAM
PDF
Perl
PICL
PPP
PROM

QA

RBAC

rc
rlogin(1)
RFC

RPC

rsh(1)

SA
SC

Pluggable Authentication Module

Portable Document Format

Practical Extraction and Report Language

Platform Information and Control Library

Point-to-Point Protocol ("1 > FY—RA > F7m kajn)

programmable read-only memory (7' 7 77 AFREZRGEAHL Y HFHAE Y —)

quality assurance (/B R3LE)

role-based access control (2 —/LX— 2 D7 7 & A1)
FTar bu— N (T ANERIZAZ VT )
VE—hrrAfravys R

Remote Function Call

Remote Procedure Call (i b7 Ffoe X FEOVH L)

VEeE—hvzavwr R

system administrator (32 7 L& HE)

system controller (¥ A7 L= b —7) (Sun Fire " = RV AT LB LT
Ry RLUUVAT A)
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scp(l) EFaT7av—a~vr R@EE7rArar—7nas 7 n)
SCCS  Source Code Control System ( — A =t — Rl & 2 7 A)
SLP  Service Location Protocol (—ERAm/r—3 g7 v kajn)
SMA  System Management Agent (VA7 LAFHT—T = 1)
SMC  Solaris Management Console
SMF  Service Management Facility (4 — & A& B%HE
SMS  System Management Services (¥ A7 AEERY— " X)
SNMP  Simple Network Management Protocol (f§i5 > h 7 — 27 E#H 7 1 k=)L)
SP  service provider (r—E X7 m A &)
SPARC  Scalable Processor Architecture
SPC  SunSoft Print Client
SSH  Secure Shell (£ % = 7 3 = /L) (Solaris 9 3 LT 10 OS)
SVM  Solaris Volume Manager (Solaris R Y = — A< R — % —)

TCP  Transmission Control Protocol
tftp(1) trivial file transfer program

ttl time-to-live (A 17FH)

UDP  User Diagram Protocol
UFS  Unix File System (UNIX 7 7 A /L 2T A)
UID  user identifier (== —% —i&5!+)

UUCP  UNIX-to-UNIX Copy (UNIX-to-UNIX = &"—)
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\Y

VOLD Volume Management daemon (R YV = — A EFHT —F V)

W

WBEM  Web-based Enterprise Management

R 135
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5l

Hak =2 DNS #—b %, 27
/usr/bin/ldd 2~ K, 24 documentation T4 L7 VU, 6
driver.init 7 7 A /V
W, 7
A drivers 7t L7 bV, 6
add-client A7 U7 |, 4,88 dtexec 7R X, 31

add_install_client 2~ K, 89
add_to_manifest B%, 71

E
End User Solaris OS 7 7 A # | SUNWCuser, 87
B Entire Distribution Solaris OS 7 7 A # |

SUNwWCall, 87

b AT a ., TICET, 74
Ethernet 1 > % 7 = — A, r—AYF U 4, 111

backup_file ~/Lx—B¥%, 72
BSM, 49

F
c -£fA T ar, TICRT, 74
filess¥ 4L 27 KV, 9
finish 7 4 L7 ~ VU, 10
finish.init 77 A /L

Check Point Firewall-1 NG, 109
cp A~ R, 72

cron Va7 S
%E@}E 94 F\741\0)7H—, 7
EHNF T 3 DM, 76 FixModes
FixModes.tar.zZ 7 7 A/, 48
V7 =T, Xurua—~, 48
FTP
D PR, HEME, r—A Y, 121
-d R7AAFT v 3 O, 61 77 4V MR, 22

Developer Solaris OS 7 7 A % | SUNWCprog, 87
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J JumpStart 727 / m ¥ HR—FShDH OS N—

JASS, 1 valr, 83
jass-check-sum 2=~ K, 72 JumpStart 7’2 7 7 A )L, 86
jass-check-sum 712 7/ 7 A, 4 T4 VvZ7 KU, 13

T 7 L— 1}, 86
JumpStart €— K
sysidefg 7 7 A VOfFHTH O F—, 86
sysidcfg DA, 84
A VA =)V, sysidcfg T4 LT Y, 13

JASS_DISPLAY_ HOSTNAME Z84%, 103
JASS_DISPLAY_ SCRIPTNAME Z8%%, 103
JASS_DISPLAY TIMESTAMP Z5%, 103
jass-execute, 56

j:ass—execute -a, 97 ‘ Rk, 41,84
jass-execute -a A~¥ U F, 105 TRCOAZ )7 MO, 85
jass-execute -u a2~ R, 73 BEORZ7 )7 NofER, 85

JASS_HOME_DIR BREIZA %K, &%, 45
JASS_ LOG_BANNER BeEeZ8%%, 100, 101

JASS_LOG_ERROR B #7254, 101 K

JASS_LOG_FAILURE BRfiZ#L, 101 kAT ar. TICET, 75
JASS_L.OG_SUCCESS BREi A4k, 101 Kerberos, 22
JASS_LOG_WARNING BRIEA %K, 101 kill ==~ K, 30

jass-manifest.txt 77 A /V, 70
JASS_REPOSITORY
WA DR, 72 L
WAEDIH, 69
JCIZR$ALEE, 69
jass-undo-log.txt 77 A/, 77
JumpStart Architecture and Security Scripts

LDAP, 27
ldd =~>F, 30
librpecsve.so.1 =2~ VU, 30

(JASS), 1 list open files 7' 1 7" Z A, 31
JumpStart 77— 7 2 F v —., Solaris Security lsof v/ 7 A, 31
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