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A A g5 etk 7% A A el ShE ALE 7100E Abgstel | 2 ALg
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o th & 2}A & &2 Sun BluePrints Online 7] A} "Part I: Minimizing Domains for
Sun Fire V1280, 6800, 12K, and 15K Systems," 2 "Part II: Minimizing Domains for
Sun Fire V1280, 6800, 12K, and 15K Systems"& #2314 Al 2.

AEEG o] BES FHY u) WEA A 25 473
% E

= fua
UEE 2 e smEge] 2 JutE YL

Sgxgad g qua B2 A4S A5 5 9ol A QAT 4 TR A2 ¢
S FEFS WS F Y THEAS A BHANA L. B A S g RS
Solaris OS7} A &38l= A ] 25 A AFE3HA] &5U dld 58 T2 10 o3
S Hol A =go] HE ARE ATt

m 217 o] Aol "Ff Bol B "

m 235 o] % o] "] T

m 247 o] Aol "Au] 2 T I A"

& TIPS A dst7] 98 DaF gelBny & olsfst= slo] TP o] A

A& YW Aol A 7HE & skARE st Al aRls EHE w e &y Al

Hel dHE ¢ T oS W AZE ] THA 2 FAE HEE] olsste s The e

B> ARE TN L

A 74A] WS AFg-3he] A %] 8l Solaris OSOll whehA 58 T2 1 3o] ALg3h gol

B s #EE 5 AdFU o] o= 2 e = o 5 Ay

n 1 - 9 d A 2w Ao e R AV|(d: $EZ2 3 o] Fi= glo]H
) (FZE o 2-1)

n Y 2-Z2AAE At AYPFA SEZZ NS BAEHE Aol Ui AW 5
A(FZE o 2-2)

n Y 3-5HOoRE RuE SEIEIYS AEste] AlE 2RO FAH(IE 4
2-3)

W1

gd AT A e RS 856 /usr/bin/1dd ¥ E & ARSI A L.
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o: DNS(Domain Name System) A H] 22X E o] & X3t d] o ol g &
A L

2 ol 24 94 A28 Al i 4w 5

# 1dd /usr/sbin/in.named

libresolv.so0.2 => /usr/lib/libresolv.so.2
libsocket.so.l => /usr/lib/libsocket.so.1l
libnsl.so.1 => /usr/lib/libnsl.so.1
libc.so.1 => /usr/lib/libc.so.1
libdl.so.1l => /usr/lib/libdl.so.1
libmp.so.2 => /usr/lib/libmp.so.2

/usr/platform/SUNW,Ultra-5 10/1lib/libc psr.so.1l

A Fd T2A22EEH JRE FH3HH /usr/proc/bin/pldd ¥ ¥ (Solaris
0Ss W 8,9 3 10914 A& 75 ); A}&ovu] Q.

as o 22 A8 F TZAAZRE AR 43

# pldd 20307
/usr/lib/1libdl.so.1
/usr/lib/libmp.so.2
/usr/platform/sundu/lib/libc_psr.so.1l
/usr/lib/dns/dnssafe.so.1

/usr/lib/dns/cylink.so.1
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i)
ol

P - v 282 30d

FA EA18H7] 98] 9B Ak S5yt

Fco23THOR 2y S8 w2 g Ay

£
# truss -f -topen,open64 /usr/sbin/in.named

20357: open("/usr/lib/libresolv.so.2", O_RDONLY) =3
20357: open("/usr/lib/libsocket.so.1", O_RDONLY) =3
20357: open("/usr/lib/libnsl.so.1", O_RDONLY) =3
20357: open("/usr/lib/libc.so.1", O RDONLY) =3
20357: open("/usr/lib/libdl.so.1", O_RDONLY) =3
20357: open("/usr/lib/libmp.so.2", O _RDONLY) =3
20357: open("/usr/lib/nss_files.so.1", O_RDONLY) = 4
20357: open("/usr/lib/nss_files.so.1", O_RDONLY) =4
20357: open("/usr/lib/dns/dnssafe.so.1", O_RDONLY) = 4
20357: open("/usr/lib/dns/cylink.so.1", O_RDONLY) = 4
20357: open("/usr/lib/dns/sparcv9/cylink.so.1", O _RDONLY) = 4

o E M A 5T B E) MR o2} T2 2 ID, A2 FE (0] A5
open) 3 “19] 9157} Sof g1k URLE 8o A2 530l B el

22 2ol ol ol A Ea 717k B ulgh o

T golBele H5o] &A™ o ARS8k dlY glol B g vt &8t
Solarls 0S #7141 & FHEH3A A L.

EOl

o

E

o

# grep "/usr/lib/dns/cylink.so.l" /var/sadm/install/contents
/usr/lib/dns/cylink.so.1 f none 0755 root bin 63532 24346 \
1018126408 SUNWcsl

A3 F9L o] g ol
TAFI . o= 58

R e A ) i WA
oo mgo] 57 o "

4Hm*eﬂﬂ&l%ﬂ%£%ﬁﬂﬂ%4%a

8 ZHE H2dE v d 89U

T4 39

;wslo N 1:}% IS Ut o] ZEAAE 74

S AlA O}HUr o] && oA =3 4= QL7 witell Al~¥lo] 7
ﬂﬂbmmﬂﬂ°ﬁﬂﬂd%%%Uhﬂﬁkﬂﬂ%@i%&mm&mmwmdm
4.2 Reference ManualS 3FZ3H Al Q..
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S of 2.4 A TUS ALE FAX #E

# truss -f -topen,open64 /usr/sbin/in.named 2>&1 | \
grep -v "/usr/lib/.*.so.*"

20384: open("/etc/resolv.conf", O RDONLY) =3

20384: open("/dev/conslog", O WRONLY) =3

20384: open("/usr/share/lib/zoneinfo/US/Eastern", O_RDONLY) = 4

20384: open("/var/run/syslog door", O RDONLY) = 4

20384: open("/etc/nsswitch.conf", O RDONLY) = 4

20384: open("/etc/services", O_RDONLY) = 4

20384: open("/etc/protocols", O RDONLY) = 4

20384: open("/etc/named.conf", O RDONLY) = 4

20384: open("named.ca", O_RDONLY) =5

20384: open("named.local", O RDONLY) =5

20384: open("db.192.168.1", O RDONLY) =5

20384: open("db.internal.net", O RDONLY) =5

o] ejjAl| ol 4] DNS A ®] 27} /etc/named conf &2 744 FAE AR o] A 4

Aol A 2} 2Eo] *Wl*J Wgkgko]l @ 75 BAGkE 49 wAlA ol S Ayt

3t 5o Aas Folsto] EAstet= Aol AA HS ZRALE VHESSeE v =

=°] gyt

Al 2= 2219 2

o WA T A3 4t £ 8 Tn el FEm XA i v

ZFEYh o] WFo] TFHE TP ANAe FH et gk

m |5 A AH] 2 - o: NIS (Network Information Services), NIS+ % LDAP
(Lightweight Directory Access Protocol)

m 25 AH] 2 - o: Kerberos ¥ LDAP

n FEUE MUA - 94 ZRAJA ZE(RPC) 750l AFSshs LE v L2IO3S
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=

% 2] o]y 2ol T4 w7l & HEs A= EHFY Tt
Kerberos & 9ol F718t= 27 2o] 58 22 038S F43517] Y& SHe 240
o3t A FEAH] dEFAUY. a8y §8 T2 03 FEHA o] &Y FU AP S
o7 A= gow F3F JA7F Al £54S B &S 4 A5y

o] 218t o F 2] 3}}7} RPC L E w3 Z 2 13194t} Solaris Security Toolkit 2~ E
Aol 2] secure.drivert RPC X E w3 T2 7135 0| &4 3}

M) 2ol o EEFE ThE A B[ 2o A o 7] 4] e fs s EE
S EYR, &8 2203 3=7) o9 Al E driy & OF =5 ZAAFH =X ot
g M A7 H 4, e EE Ay S8 xR TE

S AFE Fo1X] E2lslH ™ rpeinfo M H S AFESIAI A L. o

2 of 25 RPCE AHE3te &8 2= 3

# rpcinfo -p

100000 3 tcp 111 rpcbind
100000 4 udp 111 rpcbind
100000 2 udp 111 rpcbind
100024 1 udp 32777 status
100024 1 tcp 32772 status
100133 1 udp 32777

100133 1 tcp 32772

100021 1 udp 4045 nlockmgr
100021 2 udp 4045 nlockmgr
100021 3 udp 4045 nlockmgr
100021 4 udp 4045 nlockmgr
100021 1 tcp 4045 nlockmgr

Mu] 2= D& Jete/rpe Y] AH EE LDAP Zo] AE o] & A Au| 22 ¢
At}

ERA}L Aol th3k -0l M FF 2H AR o] o] Mu]xo ok &
S Ml FErh o] 1S = dsUth o2 Qe v 8 T2
S8 T2 aWE 277 ol FH U

I

& 50| rusers & LH A L. o] BH S RPC LE w37 An] 2o o &3
th RPC X E vl 22 15lo] A8 etA] &= -9 rusers &2 TA| ¢ A 0= e}
Hyth ZRIOEe Ao vhe @ wIAA S A AR 23k Yo

# rusers -a localhost

localhost: RPC: Rpcbind failure




26

of AL TR o] Mu|2=et FAIE = gl7] Wi
/etc/init.d/rpcEH-E RPC X E |3 AH]| A&

EEdynh

T & o 24, RPC ZE g AMH] 27t A8 F0]3 rusers A4 2271 A )
AR e ASE "’340}"”\] o] - &H3d] & SEol AAdHH

@%6}71 At

FE of 246 rusers AH| = HBE

AT e

=18
=
ARG F Ze el ZA A

o
oz

o

# rusers -a localhost

localhost: RPC: Program not registered
# grep rusers /etc/rpc

rusersd 100002 rusers

# rpcinfo -p | grep rusers

<No output generated>

rpcinfo o] rusers A H| 2ol )3l G A=
SIEE FAEA &drta 7Fg 38k Aol FHFUL o] 72
/etc/inet/inetd.confoll A AH] 2~ &S FAsFe] AEH Yt

EE 2 E AF A 27k A

# grep rusers /etc/inet/inetd.conf

# rusersd/2-3 tli rpc/datagram_v,circuit_v wait root
/usr/lib/netsvc/rusers/rpc.rusersd rpc.rusersd
AH) 2 g o] AlAFR ol Q1= A EA(#) rusers AH 25 AME T QLS EAR

Yok AHl =5 &4 8t st o] F4 BA1E A7 ekl v o] s1GHUP A 35

/usr/sbin/inetd L2 A 22 HUYHA Q.

# pkill -HUP inetd

11— pki11 % & Solaris 0 ¥ 8 7014 1071 ol 42 AL8 715 S o
729, ps W kill W 47 AHg el TR ag 2 AE A0,

(¢ [|>-||
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3-8 T2 30| RPC 71%5-& AHE3HER] WEshe ® o2 e 9ol 29 ¥ 1aa
W e Abgste AT

< of 27 RPCE AHE3hE &8 T2 98 wHsy] 93 diAl W

# 1dd /usr/lib/netsvc/rusers/rpc.rusersd
libnsl.so.1 => /usr/lib/libnsl.so.1
librpcsve.so.1l => /usr/lib/librpcsve.so.1l
libc.so.1 => /usr/lib/libc.so.1

libdl.so.1l => /usr/lib/libdl.so.1

libmp.so.2 => /usr/lib/libmp.so.2

/usr/platform/SUNW,Ultra-250/1ib/libc_psr.so.1

librpecsve.so. 19 g 52 9l o] &3} 31| o] X H] 27} RPC 2 E uj|=g AH]
2o o] &S YEFH U T

RPC ¥ E w33 g 73 9o, & 7 780] FTP, SNMP = NFS(ME ¢ = 32
Al z=E)ob e ThE ARE OS A H] 2ol o E8 %EHE} H] =gk WS ARt

o5 AU 2~E HH 1kl s A a7 Bl =Y 2~ Ve S A dEty] Sl AAE e
S wEd % AFH T g 7] S s o) netstat HE S AFReE A Y

g},

off

IN

oo

# netstat -a | egrep "ESTABLISHED|TIME WAIT"

o] el e Aol ALg Fol AL ALE F MH| 0] R aF LT o & o,

T 241 ‘illl‘_j_-oﬂ }\}._9_ XO] }\1 H]/\ E.E.

it

localhost.32827 localhost.32828 49152 0 49152 0
ESTABLISHED

localhost.35044 localhost.32784 49152 0 49152 0
ESTABLISHED

localhost.32784 localhost.35044 49152 0 49152 0
ESTABLISHED

localhost.35047 localhost.35046 49152 0 49152 0
ESTABLISHED

localhost.35046 localhost.35047 49152 0 49152 0
ESTABLISHED

filefly.ssh 192.168.0.3.2969 17615 1 50320 0 ESTABLISHED

0!
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o] Al A} W& AMH| =5 AME Fo| AR oW A ) S8 TR ) ofH X EV}
A=A B A] 25U o] AR pfiles(l) M # (Solaris OS Bl A 8,9 = 1001 A]
AR 7Hs )& AbE Sk ZRAAE A 1 E F G U pfiles HE S 7 2
ZA oA dY BE gdo] e ARE Hagrh

==

Z=of 28 MU A E= 58 TR e EE Y

# for pid in “ps -aeo pid | grep -v PID”; do
> pfiles ${pid} | egrep ""${pid}:|sockname:"

> done

ol gt TEHA S WHSE Brf a4 o]al a8 4% WH -2 list open files(1sof)
Ha AbEtE AY Ut

U F40lM 1sof 22 =S The2E )
ftp://lsof.itap.purdue.edu/pub/tools/unix/1sof/
T Fao A 1sof o7& th 2= it
http://www.sunfreeware.com

lsof W2 ojH T2 A 27l ojHl 1d U X EE ALE &
o] A dl Aol A o] W T ZA| AT} FEE 350478 A& F01%
LA Al L.

A ¥
s
=

U

ks

ol &
o, i
uo gyt

flﬂz

ol i,

2 ot
o

El
&

>
=

acol2e WY W LES ALG FQ TR A B

# ./lsof -i | grep 35047

ttsession 600 root 9u IPv4 0x3000b4d47e8 otl TCP
localhost:35047->1localhost:35046 (ESTABLISHED)

dtexec 5614 root 9u IPv4 0x3000b4d59e8 0t0 TCP
localhost:35046->1localhost:35047 (ESTABLISHED)

1sof? &8 & X E 35047°] dtexec?} ttsession EEZA| 2 Alo] ] FAlo] AFE =
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m /var/adm/messages
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m /var/adm/sulog
m /var/log/syslog
m /var/cron/log

AUE oA B A AT EA A A & fls o4 B Aaner Rl
E2 o Aae wAshE)7h A efal Al RES v Al e e gle W g R
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e A F9l 74 R AGE Aol Rt A sk B 249 WA Ao
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Security Toolkit 222 E 9o} & A8 &tH sl AZE o7} A X g Yrh

MDS5 o]zl o] A X ¥l §- o] & AR&-3}o] Solaris At Ho|E H[o] & F3l A| 2=Flol| Q)
=AY o] FAYS HSE 5 UF YT Solaris A< Hl o] B H] o] 2ol tf gk 2}A]
t& 4 H. & Sun BluePrmts OnLine 7]A} “The Solaris Fingerprint Database — A
Security Tool for Solaris Software and Files” ol 91554 T}

. (A EALE) oF 5 91 %] 2] Sun BluePrint §] A}o] E¢]l X Solaris Fingerprint Database

Companion % Solaris Fingerprint Database Sidekick &2~ E ¢|o] & U} 2 = 3}a1

A )3 o}

http://www.sun.com/blueprints/tools
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ol M8 =75 MD5 AL ESoj e} A A 8aL ARGk A Q. O]%
MD5 A =143 €] vl o] Bl | o] 2~of] T3l A] 28] o] X & ek ZeA A %
wUth o] g = E AHF AFR-Eho] BobE A2 F 9] Solaris OS o] %1 B
S AZsAA S

olF = % 1’4——{&5 A% Sun BluePrints OnLine 7| A} “The Solaris Fingerprint
Database — A Security Tool for Solaris Software and Files”¢ll 254 th.
o2 =38k EO} Lo A S Sl O]C Yt} Solaris Security Toolkit 242~ E 9]
o] 9 37} wek AX o) S AAsa AR5] Aol MD5 A 241 S AFe-te] 77
s ° A5 3 Al L. Solaris Security Toolkit9] Th&Z = & o] X o A MD5 A 24 &
E—J ")F AFH T

1ok 2 5hel Abg A A 9

thFet Bok &2 9] 'llE 8l o] Solaris Security Toolkit A3 E 9o} v Z o =ao]H
B2 E3HE o 92%‘/]‘:} ]Tﬂﬂ Tt HERY AN E Bl TR Y-S Hj&ﬂ
A ~E v ZA 33} secure.driverE25-E B Z A 3E AE A Bl 7| 5SS FA
sty th ol A Aol A AFe AAH JE Bl T2 9 W o] “Elo|HE AAH
W7 o] AbGA} Al 2~wllo] A3elA] ks 7 AdFU T

Solaris Security Toolkit 232 E o] & A &) &}7] o] 711 Het zweud S HESHL
AREA} G ol BEA AFEAF A o]ty Al T2 atd S JEEH A @ Bk Z e udd A}
|2k A ool o gk W 3} A 312 Solaris Security TOOlklt 4.2 Reference Manual®l|l S\

g},

A ERE L

Solaris Security Toolkit 22 ZE o] & A g 3}7] Ao thg o|v] 2td& a3l A o]
QY di-it 2] 738} Solaris Security Toolkit 2 E ¢ & A3 a uj #}5 o

= gagdnh

n 7J3}8le = Al E o] JumpStart A H o] F7} K A3 E ¢ o] 9} Solaris Security
Toolkit 2 ZE o] & T} ZE&}4 A 9. 40F| o] A o] "H et AL E Qo] TR E"S

i

E 3= JumpStart B E 2 A S Al 2. 363 0] 2| o] "AFE-E BE

3T HotaATEQo HIasolE, x| 2 AW 47



48

8% 45, A& B4 el BEA Solaris Security Toolkit &2 E 9o} & AF&-A} 4 o] s}

m Solaris Security Toolkit 2~ E o] 2 F7} HRF A ESJo] & A X|3tar A d)s}7]

Kl

PHE 54 W axEge] Ad] B e ARE T F s

ol MD5 A A4 & ARg-sto] 7245 ASHHA L.

Bz A A4 EE JumpStart A H ol A] Solaris Security Toolkit A22ZE 9o} & 218}

o

il
ol

.

})\l }\] o

S99 BEoA LZEG o] 43

of 32 59 Y REdA BHE AFEH Y oF BolFUh

Ao 32 5HY T o] W E ALE oA

# ./jass-execute -h
usage:
To apply this Toolkit to a system, using the syntax:
jass-execute [-r root directory -p os version ]
[ -9 | -o output_file ] [ -m e-mail address ]
[ -V [3]4]1 1 [ -4 1 driver
To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -f | -k ] [ -g | -o output_file ]
[ -m e-mail address ] [ -V [3]4] ]
To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output file ]
[ -m e-mail address ]
To remove saved files from a previous run of the Toolkit:
jass-execute -c [ -gq | -o output file ]
[ -m e-mail address ] [ -V [3]4] ]
To display the history of Toolkit applications on a system:
jass-execute -H
To display the last application of the Toolkit on a system:
jass-execute -1
To display this help message:

Solaris Security Tool
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jass-execute -h
jass-execute -7?

To display version information for this program:
jass-execute -v

g4

-a EdtolH Al2=glo] Bot L e g F4sheA wE YT
-b, -k, -f, -c, -4, -h, -H, -1, -p, -r £E -u FA 3} FA AL-&81A
vk Al L.
-b HZF s 2 o]l Fol o HAE BE A S Mg T A~
HS Ay dEHE S48y
-u FARE A AFESHA A L.
-c AA A& AP} o] A Solaris Security Toolkit 2§ ol 4] A7
H F3dS AA Y o
-d EdolH 598 REoA AgE =etol & A G}
-a, -b, -c, -f, -h, -H, -k =X -u A3 A AFLEA] v A L.
-f gld o] 73} 24 Foll FE o2 MAE Aol = A-E-RLol Al of 9] o
el &Elx) ar et Ay Tl A" WS Axgu
-u FARE A AFS S AL
-H Al 2=’ ol A Solaris Security Toolkit 22X E o] 9] & & A Ft}.
-h |-»2 ALg 73 S92 QS AF e jass-execute T W WA A
g EAEY L
w2 AFESIHAI L. -h| -20ll IR A EH BE SAL FAE Y
-k &st 74 T gl g BE e HAS REFUL
-u 5T A AR A L.
1 Al 2=¥lo] A X ¥ Solaris Security Toolkit] & 2 S XA YT}

A A9 S8 ARASH FAE AR
S solat 29 spolo] ek A A2 A
Solaris OS W & A A g}

A& REE 4GP, o] ¥H S AdstE 5ol = of ™ w A X
= BEAIEA HYY . 3 2= JASS_REPOSITORY/ o A5
[Rh=1
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E 31 jass-execute} A A3 = HEE A4 (A

b

)

My

-v A e

jass-execute A3 Fo AIEHE FE UAELE (AT
o] #E g E 2]+ /o]H Solaris Security Toolkit 7 H4
JASS_ROOT_DIR®| 93l 4]t} Hel¥ = Solaris OSE /& &
S AR AT oS S0l /matel AR heEs = Wl
OS HEEYE BHelstel& A S -r $4& AH&3tY] /mntE A A
RS i=

-p os_H| I = Al A AFE-E of P T

of ] 7} AU S wff AREATE FH oz} st S B
ZTES A ST Y HAr S APFUL

-a, -¢, -d, -h, -1, -p, -r B -E AT I A8EHA vh Al Q.

AL Aol 3k A (verbosity) B S A1 ZHUTE. A Aol

A gA

Ll

CERES

5 &7 (0-4) 7F FY .

0 B e A9 E Yehe vd 8.

1 ZF 2~ YE g3 5 BE A9 E vER
Edd P L nE AgUE § ol A& 3
Lol F A5 9.

2 7y ~AYE gF) RE A4 A9E AT
Yt}

3 Wiy 2 e AR S E£38te] AA HH S
AFshE o] & . o] A& 7| gy,

4 og] & (Ul 3N AeHE RE dHolH)

H logDebug 27 7]l &zl 474+
FE o] P2 YAy,

R

-v ol =2 el W ARE BAIFYL

5 Y3 HEo|A jass-execute FH I A ALE 7hs e S0 Uld A AR
g 48 Fx3AHAIL.

m 523 o] Aol "FrA} F A"

m 528 o] Aol "A| A A"

m 53Fo] Aol "EHE EA] AT

m 547 o] Aol "EgtolH FA"

m 553o] Aol "M} -1 FA] A"

m 563 0] Aol "A g e A"

m 567 o] Aol "FH < He FA"

m 57| o] Aol "EE g FA

m 579 o] Aof " & FE FA"

m 57¥ o] Ao "FE ] EL] FA"

m 58o] Aol " Ha FA"

AbE 7HE 3 =etoln o] A A B2 55 o] %] "Drivers UHEZ"S 23 A

Q. ATE 9

B
>

50

0] O 2= o)

H el F7F =ehol w7t e = sy
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v 5313 oA AZEo] 23

_=) 1]:
N
S

5} 2ol secure.driver((:% sunfire 15k sc-secure.driver &2 A&
B 2AHE)E AP P h

A= 033 5 HY BT A AT E o] 4

# ./jass-execute -d secure.driver

[NOTE] The following prompt can be disabled by setting

JASS NOVICE USER to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

Are you sure that you want to continue? (YES/NO) [NO]
Y

[NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.2.0

Node name: ufudu

Zone name: global

Host ID: 8085816e

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6¢e

0S version: 5.10

Date: Tue Jul 5 16:28:24 EST 2005

AbE 7h5 3 =aloln] o] A A B=-2 57 0] |9 "Drivers U HEZ"S FZ3H4 Al
Q. AT EL O] HA WA T7} =gtolH 7t & 4 AF Yk

Al 2=El o] A| Solaris Security Toolkit 2 ZE || & Ayt 5, A 2~81-S A F-E A W
ZAAF8ro] A g=u),

78} 2g] Foll Fehol =] Tado] ThralAl S AT ol @ FAol Au)2g
A7 2AYE ALE 7L AU A &4 ALE 27 D A2 B e A o4 mi= gholn,
22 AA7} 238 5 AeUth SehelAES ThA A% b o5 FA L 84

154 @& 5 s
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3. 29 AN R F
SEREREREC I R e RS

4, S F7F A= 75}-‘% LFE 5t Y3 E =94 Solaris Security Toolkit 2~
&Y 3}

S SERER !

Ak A

Solaris Security Toolkit 22 E o] = -a 34 & &3l AL A8 S G383t o] A| 2~Flo]
nel X2 fel g Eehsd AT QI o AL AAE A2 el 4
o] o] 3| &5 3li=A] of FUE of g} o] Mo AFE BIVSSHAl H ZEA 2T A8 9l
A oh@ AAR 2z e 0] 517147} ohAl A HDEAZ 2 ol Sl

AT ARE 6 4 FEANAL

1o} Eiﬁl'oaloﬂ EHOH }\] ﬂ% 1—/\]—’5‘}—{‘ HaEE /\]—% 7H~JO-‘-:

# jass-execute -a ZEFOIH [ -v [04] 1 [ -q | -o E¥TYU ]
[ -m dX5-AFA ]

=]
e gAL oA Solaris Securlty Toolkit 2ol A #
A B<(-q), 9(-0), A&(-m) 2 AA(-v)

= o 34% T3} fARE F 23S B o FH AL AF BelFrh

22 of 3-4 A A -c FAH =4

# bin/jass-execute -c
Executing driver, clean.driver

Please select Solaris Security Toolkit runs to clean:

1. July 15, 2005 at 11:41:02 (/var/opt/SUNWjass/run/20050715114102)
2. July 15, 2005 at 11:44:03 (/var/opt/SUNWjass/run/20050715114403)
Choice (’'qg’ to exit)? 2

[NOTE] Cleaning previous run from /var/opt/SUNWjass/run/20050715114403

clean.driver: Driver started.

Toolkit Version: 4.2.0
Node name: sstzone
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A= of 34 A A -c A = (AF)

Zone name: sstzone

Host ID: 80cb346c¢C

Host address: 10.8.28.45

MAC address: 8:0:20:cb:34:6cC

0OS version: 5.10

Date: Fri Jul 15 11:44:58 PDT 2005

[SUMMARY]
[SUMMARY]
[SUMMARY]
[SUMMARY]
[SUMMARY]
[SUMMARY]
[SUMMARY]

Results Summary for CLEAN run of clean.driver
The run completed with a total of 1 script run.
There were Failures in 0 Scripts

There were Errors in 0 Scripts
There were Warnings in 0 Scripts
There was a Note in 1 Script

Notesg Scripts listed in:
/var/opt/SUNWjass/run/20050715114403/jass-clean-script-notes.txt

ac of 35 A -h 54 &

A2 ALE 7t A2 Q5 AT jass-execute T WA X E HA

# ./jass-execute -h
To apply this Toolkit to a system, using the syntax:
jass-execute [-r root directory -p os version ]
[ -g | -o output_file ] [ -m e-mail address ]
[ -V [3]4] 1 [ -4 ] driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -£ | -k 1 [ -g | -o output_file ]
[ -m e-mail address ] [ -V [3]4] ]

To audit a system against a pre-defined profile:

3% HotAZER ¢adol=

|'|_|>
S
o
>

02
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ac o 35 A -h 54 =9 (A%)
a

jass-execute driver [ -V [0-4] 1 [ -g | -o output file ]
[ -m e-mail address ]

To remove saved files from a previous run of the Toolkit:
jass-execute -c¢ [ -q | -o output file ]
[ -m e-mail address ] [ -V [3]4] ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -7

To display version information for this program:
jass-execute -v

Note that just the driver name should be specified when using the
ifidi or ’'-a’ options. A path need not be specified as the script
is assumed to exist in the Drivers directory.

The ’-u’ undo option is mutually exclusive with the ‘-d’ and ’'-a’
options. The default undo behavior is to ask the user what to do if
a file to be restored has been modified as the checksum is

incorrect.

The fiu option can be combined with the ’'-k’, ‘-b’, or '-f’ to
override the default interactive behavior. The use of one of these
options is required when run in quiet mode (’-g’).

The ’'-k’ option can be used to always keep the current file and
backup if checksum is incorrect. The ‘b’ can be used to backup the
current file and restore original if the checksum is incorrect.
The 'f’ option will always overwrite the original if the checksum
is incorrect, without saving the modified original.

=gkl &4
—aEdoln AL SYY REdA e ol A4,

-d 54T A =gtol & A Al oF 3T} Solaris Securlty Toolkit 222 E o] = 5
718l 23 HEQ] o]F dof Drivers/E EUYT HE Fol= 23 HE o] 57 Y

shwl g o,

mm
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-d =golH M & AFE-3l jass-execute 43} 22 oS3 ) 2% =6 S AT

2cof 36 A -d =2toly] A F¢

# ./jass-execute -d secure.driver

[...]

[NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.2.0

Node name: ufudu

Zone name: global

Host ID: 8085816e

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6¢e

0S version: 5.10

Date: Tue Jul 5 16:28:24 EST 2005

-m AAGH_FA A Ade] s W) 55 A3, AL AA A HE E
©] Solaris Security Toolkit 24~>2E ¢]of ]| ] 3l =} 2

= AAE ATFYUY AA-H HaE7e A4S AFEs] Al 2Eo A AdE BE
7% 3} Solaris Security Toolkit 2 Egojoll A A H 27 219} & 371 25

o,

A2 -8 A& AFE3LY sunfire 15k sc-config.driverg %% 3Fi Solaris
Security Toolkit 4 8- o} &3} H] =g o}

# ./jass-execute -m root -d sunfire 15k sc-config.driver

[...]
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EERERS
-H /& Solaris Security Toolkit 22 E 9o} 7} gk A| ~Hlo| A A& H S5 A s}
=R AAE ATtk A HAE A=A o Fok Fagle]l BE Aol vyds
Yt

-HFAS e R Y S AdE YT

ac o 37 dA -HFH EH

# ./jass-execute -H
Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 0.3.

The following is a listing of the applications of the Solaris
Security Toolkit on this system. This list is provided in
reverse chronological order:

1. June 31, 2004 at 12:20:19 (20040631122019) (UNDONE)
2. June 31, 2004 at 12:10:29 (20040631121029)
3. June 31, 2004 at 12:04:15 (20040631120415)

% 2] Solaris Security Toolkit 2~ E o] 7} o] A]2~wlo| A Al ¥ A & =]l a1 2+
A

ol
of dde] HAxHAeS ek

# ./jass-execute -1

Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 4.2.0.

The last application of the Solaris Security Toolkit was:

1. June 31, 2005 at 12:20:19 (20040631122019) (UNDONE)
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-0 %@ﬂj?lﬂ'%‘ AL jass-execute ’\’53-4 :"é} ZH S Moo &8 gd= APAA
Sty =8 _gdd gk At o] FS A F T & dFYh

o] ¥4 JASS REPOSITORY Tl H E o] HEL = 200 & o F A= T4 g
Uth o] 34L& 53] =9 gHu|d d4& 8 F3E o {8k XA A
o w2} Solarls Security Toolkit QGEQE-‘?—H ] §- B2 o] S8l AAE UG
==

o] A -5, -d & - A3 A AFEE S dHFY Y

-o AL U e 89S mARY Y
Fc o 39 A A -0 FH EH

# ./jass-execute -o /var/tmp/root/jass-output.txt -d secure.driver
[NOTE] Executing driver, secure.driver
[NOTE] Recording output to /var/tmp/root/jass-output.txt

wA& 738l 24 Soll Solaris Security Toolkit & & 0] &&= o] Fdle AL v &

o] /& JASS REPOSITORY B]QEFJOH BEHE R0 oby g% T4 &F
Utk -0 247} 1528, o] $AE 53] cron 2 B =W HEYA QDS F9
Solaris Security Toolkit ﬁ:iE?ﬂ 01 EAYS 1 =5 Hyh

43 A AT 5 Ao

# ./jass-execute -q -d secure.driver
[NOTE] Executing driver, secure.driver

FE O Ee $4

=]
-r FEOIAED] FHL jass-execute A3 Fol AFE-

He FE QAR S 45
918 AN r A LS L p §A2 AFESel ZAE(OS) M AS A
oF gtk -p S48l B4 & unane -rol ool 45 B4 3} FEEY
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o] FE tJd Eg]= /o] Solaris Security Toolkit 37 ¥ <+ JASS ROOT_DIR®] ©] 3l
Aojg Y}, HlE & Solaris OS+ /& &3l AE 715 L]l:} = S0] /mntol] AA]
ZuFEH = HES OS HIEYE HAslH = AF -r $4E AHE3FY /mnt & A
AU B 23 HEV) SE 0S o] v x| A 8-},

3l Solaris Security Toolkit 2222 E 9o} 7} 7k 8} Fof] e &= Al =8 54
AREAY HALT FAFSHY 4 T8 2AHES -ugAdo2 A8 LT 5 s
Yt} E 3 Solaris Security Toolkito] 8 # 4 T2 7} A Fof A== A4

s R o] 7150l BT A AR 4GS BEEA 0

Cu AT A AR 5 A A AL Thed g

n b(U%l) §4 - HF 2E A o Fol FEOE WA BE AL MY F A~
99 Qe A 2 agu

n £(3A) $A - Tho] B3t A Fol £50 R WA A E ALgAel A o)
o wel okel ) 9 st Ae] Fol AdE WMAe Az

 k(RE) FA - HF 3 A o Fol £EOE WPF WEL wEFT

# jass-execute -u [ -b | -£ | -k 1 [ -q | -0 E8_TY ]
[ -m AAA T4 ] [ -V [3]4]

JumpStart = Al A E 9Jo] A g
JumpStart === JumpStart 4] 2] rules ¥+l 431 % Solaris Security Toolkit =
gholr ol o8 Alo] g Yt}

JumpStart L =5 AHES =S S5 TG 2 45 % Z3H A L

tlo
ﬂ&

JumpStart 7] <ol o) $F 2}A| g A B Sun BluePrints A1 ™ 4 ]umpStart Technology:
Effective Use in the Solaris Operating Environment& %34 A 2.

v JumpStart =0l A A E 9o A3

JumpStart 5= || 4| Solaris Security Toolkit 222 E ¢ & A 8 &} H JumpStart 37
o 5gt%] 3l JumpStart A X9 AFE FE AAHES] AR 2AM T EEofof g},
Solaris Security Toolkit 423 E 9] o] & A}-&-2} 317 o] Eﬂ = o el =548
Fxs A L.
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SefolHol BE ¢ 4 AFES 488 5, JumpStart 7| W 2 E AFE-SEo] St
AES HA Y.
o] 2A4H 2 oA E ] ok ZFIZEA T3 WH & AREate] gy}
ok> boot net - install
AA7F 5 E F Al 2E o] JumpStart &Z E gofol] o] &) AFE Y}
Alz=®lo] SukE A4 A FJMI RofoF Tt Ast 29 Foll SefelAdE] FA o]
Al A F YT o] Ei 5t FA o= HH) A A ZF A YHE AR B, AE A8 S
A AL BV D A& S *H o]zl = gholB e g A7t 23E 4 AdFUTE S
ol AET} A A2 wj7hA] o] 5 AL a8 S Z2hA] gk
Al glo] AFHE - 54 Ao A= gt A 48 H A=A AsFUT
599 o] A o] "A| ¥l =4 "SSP A
QF7F A A e RS S FEtol §E thAl A Y
< Hl 2= ] =
}\] — Txci Z:z )
A 2=]S A FEH e §, ofg Ao A dHste AAH AN g7 HdAd s A

A& 7158l oF 3} 0S A B ~5 ¥ 3= A Y Yt} Solaris OS AR ~E Al ~Elo] &
23817] H8) A AREE Y “H
I E 9| o] JJrE] 4—‘?—4 e

AAE 7P Ao =2 AF.E 5

Al=®l] Hebol #HEE = e B 5 shvbe Aladlo] AtE s sk flE] A%
= H] 2~
14 =7 —Eroﬂ(cﬂ Secure Shell) € 2.3 4= 3l "HU} T+ EAF
*}% AF A ]i(GUI)%QE RPC Hl&& A3

o] & &7 AFEe] T F-3E-2 Solaris Security Toolkit 2~ E9Jo] & A dal7] deof i
Hofof . 1 o] A ol "M H| 2 @ AR BEtS S A L) ey st
A 2RARJA AA = AT E A R Bete 5 &4 EZ}( QA) HHAEE &3 4

73] HAY HEES AEEO}L APYeh. Al=glo] Aste F A= e A
23 Al 2glel il QA Al o] A s ofof sttt HeatAl AstkE HAhE Al 2E

o] g BE dg R A 7leo] EAe=A gty fla A HAES
oF &t}

QA T EA A7 W Bt AUkl R e A9 oSS g L.
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jass-execute -u W o] 3} 2] o] FHo =
W w2 = jass-check-sum ¥ &
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§8% 4 e

BN
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# ./jass-check-sum

File Name Saved CkSum Current CkSum
/etc/inet/inetd.con 1643619259:6883 2801102257:6879
/etc/logadm.conf 2362963540:1042 640364414:1071
/etc/default/inetd 3677377803:719 2078997873:720

o] e 25 Aglo] ghuE Fol 3719] Ho] WAHY LS e
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3.

T -u FAE ARRSto] Sl o] ] st S AF A4 eted
JASS_HOME_DIR/bino| A th& H#H S a4 Al 2.

# ./jass-execute -u

Solaris Security Toolkit 4232 E ¢J|©] = JASS_REPOSITORY®| U+ E = 3k
obr 2z} s} ztgdol ek RS AU, 55 gpdo] Hlo] A EA8HA] &=
A A A @ Aol gla Fe] A dnkal 7H g Utk 3 jas
log.txtehs Fdo] 55 gd} A3 teEgo] S4st= 49 2o
HRerne dig 2ol A At AU T ] ALY dRE o A

A EA U Bee 2 a9yt

s of 42 A FHA3 5 = AR dA FY

# ./jass-execute -u

[NOTE] Executing driver, undo.driver
Please select a JASS run to restore through:
1. January 24, 2003 at 13:57:27
(/var/opt/SUNWjass/run/20030124135727)
2. January 24, 2003 at 13:44:18
(/var/opt/SUNWjass/run/20030124134418)
3. January 24, 2003 at 13:42:45
(/var/opt/SUNWjass/run/20030124134245)
4. January 24, 2003 at 12:57:30
(/var/opt/SUNWjass/run/20030124125730)

Choice? ('g’ to exit)?
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undo.driver: Performing UNDO of
//var/opt/SUNWjass/run/20050715145837.

undo.driver: Undoing Finish Script: update-cron-allow.fin

[NOTE] Undoing operation COPY.

cp -p /etc/cron.d/cron.allow.JASS.20050715145906
/etc/cron.d/cron.allow

rm -f /etc/cron.d/cron.allow.JASS.20050715145906

[NOTE] Removing a Solaris Security Toolkit-created file.
rm -f /etc/cron.d/cron.allow

o] of| Aol A Solaris Security Toolkit 222 E g|o] = HA} 22248 A8 FA8bal 73} 2t
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undo.driver: Undoing Finish Script: enable-process-accounting.fin

[NOTE] Undoing operation COPY.
[WARN] Checksum of current file does not match the saved value.

[WARN] filename = /var/spool/cron/crontabs/adm
[WARN] current = db27341e3elf0f27d371d2el3e6fd7ce
[WARN] saved = a7f95face84325cddc23ec66d59374b0

Select your course of action:

1. Backup - Save the current file, BEFORE restoring original.
2. Keep - Keep the current file, making NO changes.
3. Force - Ignore manual changes, and OVERWRITE current file.

NOTE: The following additional options are applied to this and ALL
subsequent files:

4. ALWAYS Backup.

5. ALWAYS Keep.

6. ALWAYS Force.

Enter 1, 2, 3, 4, 5, or 6:

of iAol A FE 18 Melahe 4% ohg Feo] BAH.

2cofas A 2 F MY FH A oA £
1

H
Enter 1, 2, 3, 4, 5, or 6:

[WARN] Creating backup copies of some files may cause unintended

effects.
[WARN] This is particularly true of /etc/hostname. [interface]
files as well as crontab files in /var/spool/cron/crontabs.

[NOTE] BACKUP specified, creating backup copy of

4% A2E WAL 73



74

=0 45 A Fa T U FA AE oA 28 (A1)

/var/spool/cron/crontabs/adm.

[NOTE] File to be backed up is from an undo operation.
[NOTE] Copying /var/spool/cron/crontabs/adm to
/var/spool/cron/crontabs/adm.BACKUP.JASS.20050715151817

cp -p /var/spool/cron/crontabs.JASS/adm.JASS.20050715151719
/var/spool/cron/crontabs/adm

rm -f /var/spool/cron/crontabs.JASS/adm.JASS.20050715151719

[NOTE] Undoing operation COPY.
cp -p /var/spool/cron/crontabs.JASS/root.JASS.20050715151717
/var/spool/cron/crontabs/root
rm -f /var/spool/cron/crontabs.JASS/root.JASS.20050715151717

[NOTE] Undoing operation MAKE DIRECTORY.
rmdir /var/spool/cron/crontabs.JASS

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc3.d/S22acct

[NOTE] Undoing operation SYMBOLIC LINK.

rm -f /etc/rc0.d/K22acct
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Enter 1, 2, 3, 4, 5, or 6: 4
[NOTE] Always do BACKUP selected. Overriding JASS UNDO _TYPE with
BACKUP.

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname. [interface]
files as well as crontab files in /var/spool/cron/crontabs.

[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/adm.

[NOTE] File to be backed up is from an undo operation.
[NOTE] Copying /var/spool/cron/crontabs/adm to
/var/spool/cron/crontabs/adm.BACKUP.JASS.20050715152126

cp -p /var/spool/cron/crontabs.JASS/adm.JASS.20050715151953
/var/spool/cron/crontabs/adm

rm -f /var/spool/cron/crontabs.JASS/adm.JASS.20050715151953

[NOTE] Undoing operation COPY.
[WARN] Checksum of current file does not match the saved value.

[WARN] filename = /var/spool/cron/crontabs/root
[WARN] current = 74laf2la62ea7a9e7abebbal4855aa76
[WARN] saved = bcfl80f45c65ceff3bf61012cb2b4982

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname. [interface]
files as well as crontab files in /var/spool/cron/crontabs.
[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/root.

[NOTE] File to be backed up is from an undo operation.

[NOTE] Copying /var/spool/cron/crontabs/root to
/var/spool/cron/crontabs/root .BACKUP.JASS.20050715152127

cp -p /var/spool/cron/crontabs.JASS/root.JASS.20050715151951
/var/spool/cron/crontabs/root

rm -f /var/spool/cron/crontabs.JASS/root.JASS.20050715151951

[NOTE] Undoing operation MAKE DIRECTORY.
rmdir /var/spool/cron/crontabs.JASS

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc3.d/S22acct

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc0.d/K22acct
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JumpStart A ¥ 4 2 #e

o] %2 Solaris Security Toolkit 2~ E 9o & AH8-817] 913+ JumpStart A8 743 2
H ARE AEdyth Sune] UIES A 7|4k Solaris OS 42 2] A A 9] JumpStart 7] <
& AA| 2 A2 Fol| Solaris Security Toolkit 2~ E o] & A st 4= glHU T

Solaris Security Toolkit®] JumpStart .=+ W 2.1 ©] % 9] Solaris OS A| &l AF-&
715 3 JumpStart 7] &S 7] 22 FY T} JumpStart 7] %2 Solaris OS 2 A ~H &3
Ede] A, A =de] Fed R FE3F S35 41l 8] Absdteto] A S delshe
O E=es wuth Alad S we] AA 2 A shs . A S 5417 S Al

F g,

JumpStart 7] AF&-9] G A 2E Bl G ol A F=2 YT Solaris Security
Toolkit 2~ E ¢ o] ol JumpStart 7] % & AH&35ke] 2}& 3+ Solaris OS A A A] A 2= H]
= Hetg = FUH o] 7S Al 2F AR A Al 2] Beto] st Al F A4St
L% L olmU ) Solaris Security Toolkite] 7 3t& A ¥ste RES 23l
JumpStart 7|9 A X & =95 JumpStart Enterprise Toolkit(JET)S -3l ™ Th
9] Sun Software Download A}°] E& W31 A 2.

http://www.sun.com/download/

JumpStart 7] <=0l th gk 2}A| gk A B = Sun BluePrints A "8 A JumpStart Technology:
Effective Use in the Solaris Operating Environment= 3238k A 2.

of ZellM= v FAIE thE YT

n 785 0] 7ol "JumpStart A1 2 87 74"

m 807 o] Aol "JumpStart ZE 7Y FET AL

m 823 o] Ao "FEfolAE F7} B A A
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JumpStart A ¥ 3 374 4

JumpStart g7 ol A AL-&317] 913l, /opt/SUNW]ass(pkg Th+ 2 =-8)9] Solaris
Security Toolkit 2~2~& JumpStart A # 2] 7] t] g E ] o] A3 % ). 7|2 g e sy
= JumpStart A H 9] /jumpstart YUtk o] 2¢le] ¢ E ¥ JASS HOME DIRO]
JumpStart A ¥ ] 7] T =27} FyTh

o] Aol = A& A7} JumpStart 7] =0l @] 58kaL 7]<E JumpStart #4745 AHE S 4= 3

g gy,

Solaris Security Toolkit 2232 E 9] | & JumpStart 7- %0l S 33l7] Y= 2 7o &
At d ey

JumpStart 2= -4

. JumpStart A/ ] FE t]dE ]| Solaris Security Toolkit 2~~E A X g T},
o =

th e} 3], Solaris Security Toolkit< JASS_REPOSITORY(®] 74 -
/jumpstart)el AAE = AdFHTh

# pwd
/opt/SUNWjass
# pkgadd -R /jumpstart -d . SUNWjass

A WH4 © 2 Solaris Security Toolkit 4232 E 9]]©] &= K& JASS_HOME_DIR®|7| % g
JumpStart A1 ¥ ¢] ST _CONFIG DIR®| A X1t}

. Solaris 2.5.1 OS sysidcfg J ¥ S FAe = A9 g FHAAVSS

JASS_HOME DIR/Sysidcfg/Solaris 2.5.1 HHE 2] s}}= Ths o

Solaris 2.5.1 OSE A& 591 29, JASS HOME DIR/Sysidcfg/Solaris 2.5. l-/]
sysidcfg A& A 2143 4= gl Yt} ©] Solaris M 71 ST CONFIG - DIRY 3

3 EEe] 3] Y E“EE] o A ke sysidefg AW A Yah7] W =), Solarls
2.5.1 0S| A] o] A|gh-& thF7] 9] 3] Solaris Security Toolkit 422 E ¢ o] of =
SI_CONFIG DIR/sysidcfg®] 3lom, o] 5 &

JASS_HOME DIR/Sysidcfg/Solaris 2.5.1/sysidcfg 3ol H At}

. & ¥ © 2 JASS HOME DIR/Drivers/user.init.SAMPLES

JASS_HOME DIR/Drivers/user.init® AT}

# pwd
/jumpstart/opt/SUNWjass/Drivers
# cp user.init.SAMPLE user.init
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. JumpStart A2 x| A] O]’ A 2=Hof| Solaris Security Toolkit 7] 2| & A %] 3} & =
7§, user.init Yol ¥ JASS PACKAGE MOUNT U #E e 3| 3 7] A
£ A7eloF gyt :

# cp /3T 2//SUNWjass.pkg JASS HOME DIR/Packages

. U & JumpStart A H o] LA H o] 3l+= 49 JASS_PACKAGE_MOUNT %
JaSS PATCH MOUNT®| thd+ % &S JASS HOME DIR/Patches 2
JASS_HOME_DIR/Packages T ¥ Eg o] et SHlE =& 574 ?&“4 ot

. SI_CONFIG DIR/path/to/JASS #©| SI_CONFIG DIR®] 3}¢] T & E g
Solaris Security Toolkit &2 ZE o] & A2 ete]= 49 user.init Ao &

F7ha ok,

if [ -z "${JASS HOME DIR}" ]; then
if [ "${JASS STANDALONE}" = 0 ]; then
JASS HOME DIR="${SI CONFIG DIR}/path/to/JASS"
fi
fi
export JASS HOME DIR

. Solaris Security Toolkit =2}o]H(¢]: 7]3L secure.driver)E A Yt AY AT
NEEY

m hardenlng driver ¥ config.drivero] HEHE LE 2T HE7} A& 5 o]of
3t 49 Drivers/secure.driver 4 25 rules 3ol F7F5H0A L.

HE SYETel 80 A A AL AT FARE SAIAAL. =
ghol] HAL 9 F=A o o gk A gk U] &2 Solaris Security Toolkit 4.2 Reference
Manual 47 "EF/}O]‘H AHEAE A o E RS Al L

_|

2| — Solaris Security Toolkit 2= Es]ofo] g4l & ~AHES A 54314
A Al L. Solarls Security Toolkit ZmEgole] A Ae] 22| a9l ulo] 1y o]
S sl &skr] el A A AREA Ao A S JE A o' FA AL

Bl
t}

mlm
e

U

45T F rules ol SutE FES A4

u] Sl of e,

iy
Jo 12
)

o |
rlo

o
B

hostname imbulu - Profiles/core.profile Drivers/secure-abc.driver

Solaris Security Toolkit 4232 E 9]

EQoE HagHo=z ]Z]umpstart 370 £3317] 9
& w2 4o e d S sk

5% JumpStart Mt T+ 3 22| 79
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9. Solaris Security Toolkit 2232 E 9J|o] 9} &7 #| 3= &= sysidcfg IS A3}

mmwmnﬂaﬂﬂEHﬂéﬂiﬂaahﬂoﬂﬁﬂ-ﬂﬂﬁiﬂqq

JumpStart AW ol A sysidcfg LS Tt A 8HE Toll /{7 LA A9 9
o) 214 gl A L,

GAE dugh & ]umpStart 7|55 AHE3te] SefolAdEd

o] o = BE T4
Solaris OSE A X|3}3L A X L2 A2 Fo| 0SE 3t AY HAased = 5Tt

1__»—]—~l__

JumpStart = 2 9} © 28] AL&

JumpStart Z =3t B &5 & JumpStart = A ¥ AR = S v th 225k
o] F 9 M e 4 -8 Sun BluePrints A ™8 4 ]umpStart Technology: Effective Use
in the Solarls Operatmg Environment& 3234 A 2

JumpStart 23 BEZE S JE Ao E A4S Tt A2 AFE S A 2.
23S HESIA] AREAF S ol A ARg-EloF ah= WA AFEH (3=

A2,
RIS AMES 2 gk $ Afo] Eof ubA] =4 314 Al 9. Solaris Security Toolkit 4
ZEold gigk fulo]EVE AR A E HA & Jonw diS FAEA vk
Al 2

.

T} JumpStart 2= = 3} o] Solaris Security Toolkit 2~ E 9 of o] 35| o] glF T

core.profile

end-user.profile
developer.profile
entire-distribution.profile
oem.profile

minimal-SunFire Domain*.profile

Hel A ol =2kl el At

o
oo
ol

core.profile

o] JumpStart 2= 3 U -2 7} A2 Solaris OS 2 2] 2~ E] %l sUNWCregqs A A 34t
"4*34 o] FE 9 2¢ e S et A5k 4 o v& 74 4
< 8HA FFH
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end-user.profile

©] JumpStart >~ = 3} 9 > End User Solaris OS & 2] 2~E] %] SUNWCuser % Z 2 A2~ 3
A7} AUz 2Es517] 28 °e s F 79 Solaris OS 7 7] 4| & “112‘“44. LI FE
% ¢ vhE] ARt if_‘:}@}EE =g Z8o] Foyyrt

developer.profile

°] JumpStart Z 23U & Developer Solaris OS 2] ¥ SUNWCprog ¥ X Z A2 3
A7 A& A5t7] 98] 2 ad F 749 Solaris OS 3 7] A & A x| g1t}
core.profile A ol A ¢} QO] Solaris OS Sl ~H 9o 2 d §-U3 o & 4
Aols vad £ FE Y 2¢hS ¥3ets AYgyTh

entire-distribution.profile
©] JumpStart 22 = 3} Y -2 Entire Distribution Solaris OS ¢ 2~ ¥ suNwCalls A A

G the ZesheloAsh go] FE 8 Ag B A S EFAES ]2 B ilol
CREIS]ES

cem.profile
°] JumpStart 222 3 Y -2 OEM Solaris OS &2 2~ F] SUNWCXalls A X3 th o] &

]
2] 22¥] = Entire Distribution 22 2 o] =3 A Eo|H OEMO. 2 A3 5= AZEY

o} & 4A gk

minimal-SunFire Domain*.profile

T — o] L23U2 Solaris OS 8 X 9 HA S A Y3s}= A 2B ol ATk AL8-3}4 Al S

of2f o] X= X % 3912 Sun BluePrints OnLine 7] A} Minimizing Domains for Sun
Fire V1280, 12K, and 15K Systems& 7] =& 34t} Th5 JumpStart Z =32 o] 7]
Abe] #z gt B g,

minimal-SunFire Domain-Apps-Solaris8.profile

minimal-SunFire Domain-Apps-Solaris9.profile

minimal-SunFire Domain-NoX-Solaris8.profile

minimal-SunFire Domain-NoX-Solaris9.profile

minimal-SunFire Domain-X-Solaris8.profile
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m minimal-SunFire Domain-X-Solaris9.profile

FEPOIAE F7F 5L AlA

add-client % rm-client 2 HEZF AWM E 7T o ALE& 5™ AW =
JumpStart 22 E o] & AFE-ete] SEtolJdES] Y EL A 7|9 AR & T F A5
yth g 23 HEE JASS HOME DIR/bin TlEE o] A5 o] 5yt
JumpStart 5. =+= JumpStart A1 H €] rules Il 44 ¥ Solaris Security Toolkit =
gholujof sl Alof gyt

JumpStart ==& ASSI RS B4 S T4
9 87 TS FFRIAA L

ol

[4] 2k 75 783 ©] Aol "JumpStart A1 ¥]

h=]
SPARC 7|5k A ~®l1 ] 7 9-, add-client W & o] Solaris Security Toolkitell & 8 gk
JumpStart SEFo]AE 2 F4 RS AX P} S ¥ H-2 JumpStart A lﬂ 2HE

BEENEN

DHCP(5 4 &2~E G4 T2 EZ)Fefo|AETF I 3 3t x86/x64 Al =8 <] 75,
Solaris (Install) Media®ll #|& % & add_install client® AF&-3oF g

add-client iﬂ%E

JumpStart A H Z 5B Fe}o]AE F7}E W3}k W Solaris Security Toolkit 4~

ZEY oo E£E T o] g o AE_E]EE}\}-_Q_O]./J}\] . HEY AL E}#IL
of A x]o] JA T 7] & JumpStart 7| &> A = A € '—L] t}. Sun BluePrints A

3 /\1 JumpStart Technology: Effective Use in the Solaris Operating Environment

FasA 2

i o

add-client 2T HEE add _install client B T2 #HolH th& A5 &

STk

&L add-client H& 9 /HaY Yy

F

(6]

# add-client -c FTYO|AUE -i AH -m So|AdE-FY 2 -0 FEO|AE-OS
-s sysidcfg
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3 5-12 add-client @l e Sup2 4 =& A8 dyh

# 5-1 JumpStart add-client ™ &

g T

-c E¢lo]dE JumpStart Sefo]AE Q] 3|4 7H5 5 2E o] &,

-hi-? ARE g E A T S A gle] AR TH BE FUE 52 FAIE
yrt.

-i AW o] JumpStart Egto] A E ] t & JumpStart A H <AE Hlo] 2~ 9] IP F

AEE A b5 E BAE o B (kS A4S 2w 27 5AE

A ALEE 4 Sl AEFo] 2 B ZAFH Y

-m FEOIAE-Z  JumpStart Seto]AE] 7| A & 2. o] 2 uname -m HH ] =9
2 35 9402 5o g4

-0 Fgo]AE-OS JASS_HOME_DIR/0S Tl HlE @ o A AL-& 7155l Salo]d Eo A%
4 Solaris OS] WA #k& A4 38}A] &S JASS_HOME_DIR/OS T
A& g o] A& 7153t Solaris OS W H-5 0] EA|F Yt

-5 sysidcfg A28 21 B A o] ALE-3LE] = sysidefg Y o] EolglE tA
daEge] e Hez 42 ol&. 7|BHo= o] g
JASS_HOME DIR/Sysidcfg/Solaris_H 7/ T Eg]o] A4 5o
AF U Solaris-H AL AFS-IH 5 -0 AFZHE FEH YL

\d

i

AEA ) AR o] 55 A8k 4, JASS_HOME DIR U ¥ E 2|9}
HAH H 2 o] ES AL F YT sysidefg Fdol tsk HAERE A
datAl L.

v of Te e wH AR BE Frh FHLe FAHY

o}
712 kS AFE50] eng1o] 2= JumpStart ZEH0l A EE Folake W T8 A
Al Q.

# /opt/SUNWjass/bin/add-client -c engl -m sundu
Selecting default operating system, Solaris_ver.
Selecting default system interface, IP_address.
cleaning up preexisting install client "engl"
removing engl from bootparams

updating /etc/bootparams

Solaris 9 0S(12/03) ¥ -s sysidcfg w4 = AH8-319] eng1lo] b= JumpStart = 2}o]<d
EZ jumpservel®] 2} JumpStart AW ol F7FetE H, o2& A Al L.

# /opt/SUNWjass/bin/add-client -c engl -i jumpservel -m sun4u -o Solaris 9 2003-
12 -s Hosts/alpha

cleaning up preexisting install client "engl"

removing engl from bootparams

updating /etc/bootparams
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rm-client 2T HE

JumpStart AW 258 Seho]AE A7 E teshete] ¥ Solaris Security Toolkit 4
xEgolo] Egtslo] gt o] 2AHES ASPA L. Welsh GHL T o]
A E o] YA 7] JumpStart 7] = AT EH A G5 U JumpStart 7] <ol o &
“J B.= JumpStart Technology: Effective Use in the Solaris Operating Environment
& g 0.

rm-client 2T HE add-client® 5U 3 rm install client & F9 9

A Pk
ALE Al rm-client [-c] FElo]dE
o] 714 Zeto] A E= JumpStart o] A E 9] 314 7153 S 2E o] Y th

¥ 5-2% rm-client FH tigh &2 8-S A3y

E 5-2 JumpStart rm-client %

g g
-c Ed}oldE JumpStart S| AE Q] d14 7153 S ~E o] &,
-h|-? A AR XA 92 SA4 glo] A8 YUY BE U 342 FAE
2=
-V ol xR HA AR BE F7F 4L FAHE YT
eng1©] 2t JumpStart E2to|AEE A A8t W v rm-client ¥ & & AHE-EHA
Al L.

# ./rm-client -c engl
removing engl from bootparams
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-h AL e v gk &9
2= o 61 A A -h SA =

# ./jass-execute -h
[-r root directory -p os_version ]
[ -m e-mail_address ]

To apply this Toolkit to a system, using the syntax:
-o output file ]

jass-execute
[ -g | -o output_file ]
[ -V [3]4] 1 [ -4 1 driver
To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -£ | -k 1 [ -q |
[ -m e-mail address ] [ -V [3]4] I

To audit a system against a pre-defined profile:
[ -V [0-4] 1 [ -g | -o output_file ]

jass-execute -a driver
[ -m e-mail address ]
To display the history of Toolkit applications on a system:
jass-execute -H
last application of the Toolkit on a system:

To display the
jass-execute -1

To display this help message:
jass-execute -h

jass-execute -7

To display version information for this program:

jass-execute -v
| Solaris Security Toolkit Z~>2E ] o]

O —
Ax 97 A §A
A AT SHS Ado] dad o Fo
o o] AAFo R A $HE T3 Huld = AAE ATFY ek AAF 1 B
M e GHE ARESte] A2 gl g EE v o] /b 4 F .
AR - FH S A3 sunfire 15k sc-config.driverE &% 3F Solaris
Security Toolkit 2 82 o} &3 H] =g o}
# ./jass-execute -m root -a sunfire 15k sc-config.driver
[...]
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#/41 S JASS REPOSITORY U HE o] HER = o= o} Ik 54 g
Ut} o] 42 Solaris Security Toolkit 2 &l 9] H A E = ek ool 22 o] 9]
7] Wl 58 =¥ Euld AL Bo) +HE o 8T
of AL -4, -u EE -a 4 F sl B AT 5 AFUTh
o gAY H8e BAFYY

o 6-2 A -0 FAH EFH

# ./jass-execute -o jass-output.txt -a secure.driver

[NOTE] Executing driver, secure.driver

[NOTE] Recording output to jass-output.txt

#

O~
Qe 5
-g A A A Sl B Y=Y (stdio) Z2E ol g Solaris Security Toolkit
FOANEVER
o] 4 JASS REPOSITORY T/HE o] HEYE= 24 o} I F2] &5

Uth -0 547 158, o] $4& 56 cron Ay BE A WEYT AAS 53
Solaris Security Toolkit &3 E o] & A& v =3-o] FHt}

o] $HE -q, -u EE -a 4 F kst §7 AL g eh
g B e M5 E 28 AT

A= o 63 A A -g A =

i

# ./jass-execute -q -a secure.driver
[NOTE] Executing driver, secure.driver

& oX

o X

2

flo Eb
god

AL el B gk A Al (verbosity) #MB S A FHT o] FAH2 2 1t
FUTE A EE2 ZEAE e 7ﬂJJrE FAeE g5l B2 e

A8 5 9 %
AF T o F Fo] 10089 A 28E FASHE 45 2 A= dlel ve 28 sht
o oz Agsfe] o] AxEo] AT FaeiA (ud WHT £ AT
9 g A A28t BAE 9ol 9Fes] As) B9 F2S e
= AhE AR S g,



57FA1 AbA A0 - 4)0] -v FA 2 AR Yt) o] ety
FhapaL of = A o] Asfsli=A] Bip & olafstr] 98l AE-a 5 9l
ALEES Al FU T i 6-200 A gllo] An o] iyt

E 6-2 7HAF AHA

B EE

0 B9 A9 E Yehe 9§,

1 7t 2AYE B8 T3 B AvE dehle G 3 5 RE A4
HE & o}l = strte] F A a.

2 7t 2 PE U8 E H3 A9E AT

3 iy 2 e WA RS Edete] AA EHE AlTss o 8 o] A
2 7123y

4 o 301]’\1 AFE = ZE dHolH) % logbebug &7 7] 59l

ol AAEE BE G5, of dlue dud ey

il

b1 — jass-execute -V W #H ol )3t 7] 2 A 8- 394t}

FEAE 23w o] Hd A AT S H.elW¥ Solaris Security Toolkit 4.2 Reference Manual 7
%} “JASS VERBOSITY” & jass-execute man | 0| A| & 234 Al Q.

IERARE PRI

iy H WA A& H 318 AL A 2FEL =S Solaris Security Toolkit ZJ’A} %’d% T8
& 01*141:} JASS_LOG_BANNER W= A ¢l 022 A& 5= glssHh o] | &
g FMAL gA U 33 49 A&t} o] & 9], (JASS_LOG_FAILURE W) X
w3ka AEFe ¢ AEE FHo A 3} WA X (Jass_LoG_SUCCESS W T)E AAE
AFHT

#6322 WEE ol Al = = iy 2 WA A BE5]dY e 27 il o

gk 2} A g W82 Solaris Security Toolkit 4.2 Reference Manual 77

“JASS_LOG_BANNER"E 38t A1 Q. 7hAL Al 2ol gk 24 8 -8 Solaris
Security Toolkit 4.2 Reference Manual 77 “JASS_VERBOSITY” -+ jass-execute
man # o] A& FxAAN L. 27 W5T oo AQH G 32 A A o s
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Zo] WA U iR 27 Wavk 12 445w WAX 7 AR o
28 2 W] dia 7B A= 29 BA S AT E 63014 27 W5l o]
3 Ao

7 6-3 7AF ol vy 2 HIAA] A

2 ¢ 231 50 oy
JASS_LOG_BANNER &= ufi °l ARG wjy wA A o] 2A1E Aol F U o
=49 = MAAE 7 S E(=) B el E(-) =4 7 5t

s Eoshs SeAR suAgYTh

JASS_LOG_ERROR [ERR] o] /W= 08 WA X o] TAZ AolFrT) o
o2 AAHAY o7 wAAT A H A syt

JASS_LOG_FAILURE  [FAIL] o] WA Wz A WA %] 9] BAE AoldTt o
oz AREd A wAA 7 A FFU T

\

JASS_LOG_NOTICE [NOTE] ol MiZiWgE &9 wA X BAE AAFUT o
oz AAHY g9 wAATE BEHA FFUT
<]

¢

JASS_LOG_SUCCESS  [PASS] ol Wi/Wg= AT T T A WAIX Y A
Aot oo A H W A E HAA T YA
FEUTh

JASS_LOG SUMMARY  [SUMMARY] o] uj7] = @ ok mjx| x| ¢ TA|Z Aojat} o
o AA4HY ojd eof WA E FAHA G
=

JASS LOG WARNING  [WARN] o] w7 = w| A %] o] A2 Aot} o

74
oz AAEY A3 wAA7F A H A ks

o] $ A2 54 WA ANHS Bt g Ao wfg- f&F Tt o
Tasttha Azske el oA e 28S HA & I
JASS LOG_FAILURE(Z]® 7Sl 1% 2 §)2 A93 s 27 M5S0
a9 ZAFF logFailureel & 473 = Aol thafA vk B g},

2 of 6-4 FHAF A I TS H st oA =9

+H

JASS LOG FAILURE=1

export JASS LOG_FAILURE

JASS LOG_BANNER=0

JASS_LOG_ERROR=0

JASS LOG NOTICE=0

JASS LOG SUCCESS=0

JASS LOG_SUMMARY=0

JASS LOG_WARNING=0

export JASS LOG BANNER JASS LOG_ERROR
export JASS LOG NOTICE JASS LOG SUCCESS
export JASS LOG_ WARNING
bin/jass-execute -a abc.driver -V2
update-at-deny [FAIL] User adm is not listed in /etc/cron.d/at.deny.

H H HHFHFHHHFHFEHH




2= of 64 TAF A RS Harshs oA S (A1)

update-at-deny [FAIL] User zz999999 is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User gdm is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User lp is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User nobody4 is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User root is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User smmsp is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User sys is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User uucp is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User webservd is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] Script Total: 10 Errors

update-inetd-conf [FAIL] Service svc:/network/telnet:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/ftp:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/finger:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/login:rlogin was enabled.

update-inetd-conf [FAIL] Service svc:/network/shell:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/login:eklogin was enabled.
update-inetd-conf [FAIL] Service svc:/network/login:klogin was enabled.

update-inetd-conf [FAIL] Service svc:/network/shell:kshell was enabled.
update-inetd-conf [FAIL] Service svc:/application/font/stfsloader:default was
enabled.

update-inetd-conf [FAIL] Service svc:/network/security/ktkt_warn:default was
enabled.

update-inetd-conf [FAIL] Service svc:/network/rpc/smserver:default was
enabled.

update-inetd-conf [FAIL] Service svc:/network/rpc/rstat:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/rpc/rusers:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/nfs/rquota:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/rpc/gss:default was enabled.
update-inetd-conf [FAIL] Service 100235 is enabled in /etc/inet/inetd.conf.
update-inetd-conf [FAIL] Service 100083 is enabled in /etc/inet/inetd.conf.
update-inetd-conf [FAIL] Service 100068 is enabled in /etc/inet/inetd.conf.
update-inetd-conf [FAIL] Script Total: 18 Errors

abc.driver [FAIL] Driver Total: 28 Errors
abc.driver [FAIL] Grand Total: 28 Errors
#
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Solaris Security Toolkit 7HAF A4S A 5 AF UL d & 501, AL Al ~H o]
oA I A, EH AFRE STRE o]F, 2AHE o]F EE A AQlo® FHEsla
2 & 4= JdH5UY F 64+ B9 BEQJYTL
E6-4 S E 0|7, 2AYHE o|F B AIZE 2% A EE EA
Ha ol e M
JASS_DISPLAY HOSTNAME o] mi7/f M4 E 12 44 3tH Solaris Security Toolkit 423%

Egoir} 7 21 FE o] A|AEY TAE o] FS HE
). o] J B Jass HOSTNAME v 7| 4ol 7] 29
T} 7B A o7 o] uj /ML= Hlo] 9o B ToolkitL ©]
ARE TAEA SHUTh

JASS DISPLAY SCRIPTNAME 7]|E o & o] uj7jE 12 AAE 22 Solaris
Security Toolkit 2~ E 9o 7} 2 =71 145 Shol] ] A
qE 5L 9l AP 2AHES] o] 55 HPEF T of vy
ASE U2 o2 AASHA TOOlklt\O_ o] AR E F A3}
A g5y

JASS_DISPLAY TIMESTAMP O] w7l & 12 A A 34 Solaris Security Toolkit 4
]]017} 7+ 271 B ko A} A3yl A A 7F /\0]

S AU} o] AR E Jass TIMESTA‘;/IE"_‘;ﬁﬂ} el
NEGU, N RA 02 of AW Wel gor e oY

el o Aus EASH San

S2E, 23 9E 9 A AR HHE ool HH3 %5 Solaris Security Toolkit 4232 E
A s TAF RN T A AF ol ’\]/\E“ 1] B AL A s deketar 4
delHE 722 A44d 5 syt o] us ’\}*‘10}"4 of 2] Al =wlel] A8 74‘/}

AN ZeA 28] S7420 EAHS e 5 sy dE 5] dyA= O] Ao R
HRE ARGt FoJ3 ZRAAE AFEdhE B AL FH Y L /‘EUH?}
AL d=A & 5 sy

JASS DISPLAY TIMESTAMP "j7f¥ 5 12 AA4star
JASS DISPLAY SCRIPTNAME %< 002 AAed thg-3 H)523k 22 o] AAH

o},

3 of 6-5 FAF 21 39 oA =¥

# JASS DISPLAY TIMESTAMP=1

# JASS DISPLAY SCRIPTNAME=0

# export JASS DISPLAY TIMESTAMP JASS DISPLAY SCRIPTNAME

# bin/jass-execute -a abc.driver -V2

20050716132908 [FAIL] User adm is not listed in /etc/cron.d/at.deny.
20050716132908 [PASS] User bin is listed in /etc/cron.d/at.deny.
20050716132908 [FAIL] User zz999999 is not listed in /etc/cron.d/at.deny.




3= of 6-5 A 21 3R] A A =8 (A

N

)

20050716132908 [FAIL] Script Total: 18 Errors
20050716132908 [FAIL] Driver Total: 28 Errors
20050716132908 [FAIL] Grand Total: 28 Errors
20050716132908 [SUMMARY] Results Summary for AUDIT run of dan.driver

20050716132908 [SUMMARY] The run completed with a total of 2 scripts run.

20050716132908 [SUMMARY] There were Failures in 2 Scripts
20050716132908 [SUMMARY] There were Errors in 0 Scripts
20050716132908 [SUMMARY] There were Warnings in 0 Scripts
20050716132908 [SUMMARY] There was a Note in 1 Script
20050716132908 [SUMMARY] Failure Scripts listed in:
/var/opt/SUNWjass/run/20050716132908/jass-script-failures.txt
20050716132908 [SUMMARY] Notes Scripts listed in:
/var/opt/SUNWjass/run/20050716132908/jass-script-notes.txt
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=
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98

3. jass-execute -a %, HQt T2 31A 9] o] & H 35}
x

~
22 abc-secure.drivers A& SF 7HAL A3 2] o ]t}

= of 6-6 A A3 &H o

# ./jass-execute -a abc-secure.driver
[NOTE] Executing driver, abc-secure.driver

abc-secure.driver: Audit script: enable-rfcl948.aud

B o o o ..
# RFC 1948 Sequence Number Generation

#

# Rationale for Verification Check:

#

# The purpose of this script is to verify that the system is

# configured and is in fact using RFC 1948 for its TCP sequence

# number generation algorithm (unique-per-connection ID). This is
# configured by setting the 'TCP_STRONG ISS' parameter to '2' in
# the /etc/default/inetinit file.

#

# Determination of Compliance:

#

[...]

[PASS] TCP_STRONG_ISS is set to '2' in /etc/default/inetinit.
[PASS] System is running with tcp strong iss=2.

# The following is the vulnerability total for this audit script.

[PASS] Audit Check Total : 0 Error(s)

# The following is the vulnerability total for this driver profile.

[PASS] Driver Total : 0 Error(s)

abc-secure.driver: Driver finished.
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=0 6-6 THAF A ] FF o (A1)
# The following is the vulnerability grand total for this run.

[PASS] Grand Total : 0 Error(s)

AL @ o] Al #E | Solaris Security Toolkit &2 E 9o =
JASS HOME DIR/Audit U] & Eg]| 2] v}de] dA gt} JASS HOME DIR/Audit
% JASS_HOME_DIR/Finish HEEF ¢ gl gdo] sdgh 7|2 7 o] & 3
AT A e 3 ol & AHo] & 23Ut driver. run 22 Y EL
JASS_SCRIPTS W2 AHod T& AAHES HMALE . finolA .aud= W75}
st et 7 Ao Fllol A A E BE wAA I 238 290 2 Y-S wet
AEow AL 2AHER AU
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HF Z 23}l Solaris Security Toolkit 2232 E 9o 7} A| =28l ] HQF F-44 & 7} 3}s}
A FHAshe o] et Bk AN S 4 9] F YT Solaris Security Toolkitol] 33
HEF R TENY = E]- 18]+ & 239 Check PointFirewall-1 NG A] 2~ &l Oﬂ

i..

e
r_{

ok @ pAbabel Bk R A ekach whekA, AeAk 4 o] uel %z akel S 24 sl
W0 g A28 SAA e AL aof gt



o A S el A ek B2 & AR L2k o) Fo) o) Az
o) i AW, 71 Sofolulol 71 dol 4 ool AU T, )
ohe ol Aol 2oFH Mok B FARE Fohe s A Sekolw E £ AT T 28k
1045 0] ) "2 3% E g0 A" A] AW E] 3 78} S 11158 o] Aol "5 4 Al
L CIC I (SN

/N

— o -
A Ego] AXA|

o] H& AT EJ o] AX LR A LS AU oA AU 05 915 BE oAt
EeAYEe #-d ARAS ATk 2 Eo] Axo gigh ARk S Bed 3
AE A

D -0 APE #E 43S AFe7] A dE2 o= AT 5 A5y

o] dol= v Aol 3T

m 1047 0] X o] "Bl AT E A therE 9 A"
m 10530 o] Aol "] A"

m 1053 0] X o] "OS Cluster A4 2 A"

HFP AZE o] terrs g AX

o2 £} o] JumpStart A ¥ ol| Solaris Security Toolkit¥} 3§ %] & Z &gk 7} HF A&
TEYOIE thrE B XA L

we £EEAG BERE R 4

. Solaris Security Toolkit 2L E o]} F7} Het A X E o] 5 thRE 2 A X 514]
Al L.

(407 o] A o] "Bt AT E o] ther" X

. TF*2 =3 Solaris Security Toolkit 22X E g0} 9} 7} WOl 2 X E o] & H X314

Al 2

.

@73 ol Aol "z E o] A gl A" 3z

F2| — o}4] Solaris Security Toolkit 422 E ¢J| ¢]
A el = F7F 74 R AR A Aol g

AR -

o
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Solaris Security Toolkit 4222 E 9] o] = SunSolve Online]| 4| ©] & 7}5 3t
Recommended and Security Patch Cluster®] A %] W& A3t} OS & 2 ¢

B SR ol b AukE o AL E = A7 Fol AU T

[>

g2 34 gk,
install-recommended-patches.fin 2 HE7} 73} =gfo|H o] L85 = A5
g A SY2E7F AHs o ® A Y

Check PointFirewall-1 NGol| 7} ZA4 o] JHFYT} o] S8 Z2 10| =
Recommended and Security Patch Clusterdl] 501304 &2 57 9% 7} € 8.3t}
Check PointFirewall-1 NG+ Uh2 WX & € & g}

m 108434
m 108435

. 9 X] 108434 2 1084359] A x| = 2% 31351 7] 94, SunSolve OnLinedl| 4] A B 4 &
ez e o}o# Patches T g E g o] A3},

.2t A9 o] 53 7 add patch AY T2 7|5 S EEF}= AMELE TE 2T
HE(: fwl-patch-install.fin)& 2 Yk
o] & AHEE F 7/§9] Check Pothlrewall 1 NG Z = 9% ID9} 8HA] nlE A

T8 2~
331%717% ZTEFYL A5 EH,

# !/bin/sh

# add patch 108434-10

# add patch 108435-10

OS Cluster A A 2 A X

0S AA& ¢ v dolob& o3 ¥, A& Solaris OS & =& A4 Y
t}. Solaris OS¢} 7 A& 715 g thAl 7}14 2] 22 2~F SUNWCreq, SUNWCuser,
SUNWCprog, SUNWCall % SUNWCXall % StHE A HAl &



v OS S8 2H A4 2 AA

1. 443 08 28 ~E 2 A4,
1AHﬂM4ﬂ045LU}A*ﬂ”‘jf%ﬂQEWHV*E??4L7NVlﬂ%
7

o AF& 7}5 % Solaris OS & & 2~ F A 2+ SUNWCreq(Coredt:E $HE A E
.

of gelaHE A H o He o) 9y Ag EPAnE U A7t Ba
al% Utk olel g e W% 9)7] 4 7} Solaris OS 2] 28 4|7k gl X2 sl
=] Egs]ojof Fjuk.

717 T2kel Jolt g2 ol Aol Hel® Te el Frhg .

cluster SUNWCreq

SUNWCreq A A 2] E = Wahy Sun M 7F 2nt=A) 75 skr] flal &= fi ﬁﬂ

A ST 0 Ao e o1 4 o Lol S A A6
BluePrints OnLine 7] A} “Minimizing the Solaris Operating Environment for
Security: Updated for the Solaris 9 Operating Environment” & 3335} A 2 .

2. 49 wot Z2s g AAE Aol A7) F& BAE QA ESAA
@)

.

A s} 7] %] F&Ad o] A Al WA E L AL, T3 Solaris OS 34 7] %] 7} Check
P01ntF1rewall 1NGe Za3ita 24 0}93\'?7 [Bh=3

SUNWter - El1|d A1

SUNWadmec — A28 #-8] 0] 2lo] B g

SUNWadmfw— /\]/’\E*‘ Y ES T A 2y dYga

SUNW1ibC % SUNW1ibCx — Check PointNG 5§ X 2 1380 I Q

| |
| |
| |
Zatae) A4 WA BEE B payr).

cluster SUNWCreq

package SUNWter add
package SUNW1libC add
package SUNW1ibCx add
package SUNWadmc add
package SUNWadmfw add

& A At G of Fogol e A 290 e

17500 Ao "F A B3 FApe] AWE AN Aol /)5 L Bek HW w4
A58 WA S7)Ae] A% Bee Syl WaH 5 Atk FH0 BaF A4S
Z23ked g FYS A2 0] AN 5 A SES MESAA L
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3. o] A F A 74 =5 S 7] EE minimize-firewall.fin AJEHEE 24
g
Y .

JumpStart ¥ B Z2Fo|AE 4

o] 42 HA3stE flal AHEAF H o] Bl TR 95 AFE-SF =S JumpStart A H B F
HolAEE 3k ol tis] At JumpStart $73 ©ll A Solaris Security
Toolkit 2 E 9]Jo] AL-&-of thgh 24 g B =5 43 st Al L.

o] Holl= vk 2ol LY

m 1073 o] A o] "7] Wkt 2 FH]t

n 1107 o] %] o] "Rules 7} 22l & A}

RS FASEE 0 A4S FABIA S, e AL 7] E Setoln], s}
QR Fn AAYES AHESE Sl AES A /1F T4 A ZRAAE 4G
Yt} o] 7150l 488 ¥, AU A5eh=A Heletn AeE ¢4 Lz 1]
2 o)
[€) -

. JumpStart A8 3 g4 & T T
AARE A2 5 FE AL

o
o

. add-client &S AH8-3F] JumpStart A ¥l SEo|AES F7HFH UL

22 of 71 JumpStart A H ol E2}o|AE F7}

# pwd

/jumpstart

# bin/add-client -c jordan -o Solaris 8 2002-02 -m sun4u
-s nomex-jumpstart

cleaning up preexisting install client "jordan"

removing jordan from bootparams

updating /etc/bootparams

7 AN2E HEob 107
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H}2 JumpStart Z23d 2 T8 ~2IAHEES A Y3l FEFO|AEE 93 rules
4 g5& AP UY. 48 EH,

o

hostname jordan - Profiles/xsp-minimal-firewall.profile \
Drivers/xsp-firewall-secure.driver

4. Solaris Security Toolkit 2~ E9o] o} 317 Al-g-% 945 HA}eko] xsp-minimal-
firewall.profile®|gt= X239 91U P xsp-firewall-secure.driver®hs
Eeholw] el g A4 g .
olgl gt A5 A sof b GAE A ew 4und 5 AdFuth Aol ol

< Solaris Security Toolkit 2~ E ¢ o] &} 47 v 28 s}l o] AHE el 5= )5yt

— Solaris Security Toolkit 4>~ E oo} g7 v e 2 9dS Ao =484
AL

—|—‘[|->:I—I

o
kA

U ollAl= sl & A shs e Eosyn.

S of 72 T E Y ZA

# pwd

/jumpstart/Drivers

# cp install-Sun ONE-WS.driver xsp-firewall-secure.driver

# cp hardening.driver xsp-firewall-hardening.driver

[...]

# pwd

/jumpstart/Profiles

# cp minimal-Sun ONE-WS-Solaris8-64bit.profile \
xsp-minimal-firewall.profile

o A= A& WS Mdety] F2 7|Edolng A8 P A TS VIR

e,
5. T2 9 Setolw] HAL AT F bt ol AL £,

a. hardening.driver®| 3 xsp-firewall-secure.driver ¥ %5 xsp-
firewall-hardening.driver® WA &Y},
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b. JASS SCRIPTSC 7‘44% T E£5 ~23dYEE minimize-firewall. finol o gk

Az D ALgA o] E8 AT YE(Y: fwl-patch-install.fin)= W A3t}
A 2AREE B3 fARIOF gt
=73 FAE 2AHESY £ oA

DIR="'/bin/dirname $0'"
export DIR
${DIR}/driver.init
${DIR}/config.driver
JASS SCRIPTS="
minimize-firewall.fin
fwl-patch-install.fin"
${DIR}/driver.run
${DIR}/xsp-firewall-hardening.driver

6. THe W2 A185e] rules T o] LukEA HASHA L.

S of 7-4 rules FY o G2 A}

# pwd

/jumpstart

# ./check

Validating rules...

Validating profile Profiles/end-user.profile...

Validating profile Profiles/xsp-minimal-firewall.profile...
Validating profile Profiles/test.profile...

Validating profile Profiles/entire-distribution.profile...
Validating profile Profiles/oem.profile...

The custom JumpStart configuration is ok.

o] A|F ol A, o] A €] jordan & gto] A E oA JumpStart A A& A Z3)=
afjoF gt 244 &k JumpStart /3 ¥} Solaris Security Toolkit =2}o]H, &
E h=l} _“_L_E-L]’o] /\],_Q_a‘]_q ]—;‘I_

7. rules A AN u] EAlGo] FAGHE 4 S 1105014 o "Rules 521 2] 2 7
g 2T S

A
=8 299
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FeFolAE] ok ZFIZE A thE WH S 9 8] JumpStart 7] WET- 25 A8k
FefolAdEE A A}
ok> boot net - install

SeelEsl 454 @ A3 TAE duse] 448 FAD 9] THE
‘é’}—}‘\:]' }\]g O] Z&;!_Oﬂ/ﬂ ]umpstart ?‘/‘é«] e A —r“r‘ ] R E] E’]X] i e’%—%]’]q X]"H] :1' LH

< Sun BluePrint 4 A] JumpStart Technology: Effective Use in the Solaris
Operating Environment& 7334 A 9.

rules 3Y 9] &ntE A& S A7 A2 DA A&
OJAE AlxHlo] 7] & Yl Ax] @ 19] HA43t D 735 Al

Rules 3} &e] 2 HA}

T
rules Yo A& &2l
el

A G 7EA| 7E o] Aol A AFg Y
rules 33 A5 APshd v o] YEbdY oL

FE of 7-5 rules Y 2] oA &2

st
£
o
o
<
Sl
2

2
o

o

T
ox
i)
-
%2,
of
i
0
e
rlI.
2
r O
i

4

# pwd
/jumpstart
# ./check
Validating rules...
Validating profile Profiles/xsp-minimal-firewall.profile...
Error in file "rules", line 20
hostname jordan - Profiles/xsp-minimal-firewall.profile
Drivers/xsp-firewall-secure.driver
2PF: Profile missing:
Profiles/xsp-minimal-firewall.profile

o) AANA, jordand] B rules G5 A4 X2 sko] EAA WLt
xsp-minimal-firewall.profile Profiles< profiles o e E go) EA)8HA] &k
Gt A e o] 9 fi el o gel AEH A4, Teajele] Sule dry
A7g At e 229t S s 2 ol 2 B YL BAHS sk AAL

£ AP A 2

FHA AP F AR OE BALS FAFYY A HA EAH S xsp-firewall -
secure.drivero| X &%= Zelo|H YY) xsp-firewall -
hardening.driver® & &3} 2], xsp-firewall-secure.driver”| ¢ A3
hardening.driver® Z &3} JF YT}
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T A EAH-2 JASS SCRIPTS W7l minimize-firewall.fin Al
minimize-Sun ONE-WS.fino 2 Z& AAE = AYYrt.

2o ARH 2APE

A= of 7-6 T EH H2AHE o A

#!/bin/sh

DIR=""/bin/dirname $0°"

export DIR
${DIR}/driver.init
${DIR}/config.driver

JASS SCRIPTS="minimize-Sun ONE-WS.fin"
${DIR}/driver.run
${DIR}/hardening.driver

tge SuhE 2APES oAyt
2c of 7.7 2ULE AT HEY oA
#!/bin/sh

DIR=""/bin/dirname $0°"

export DIR
${DIR}/driver.init
${DIR}/config.driver

JASS SCRIPTS="

minimize-firewall.fin"
${DIR}/driver.run
${DIR}/xsp-firewall-hardening.driver

AR

At Hgﬁ‘r“ﬂ«l 7438} FAL AR A Aoy 3 s A 289 Eh 7 HAEUnh =
7] 2AHE hardenlng drlvere NEx=2 6"‘45} o] A& A2 ®l o] "warm-brick"

A7 S ou et = BE Al A7) ALE B7bs e

Solaris 8 O'Soﬂ Secure Shell E8}o]AEV} L35 o] 9Jx| ggomZ vzl o QA Lﬂ
EQ A 7|9k A7} 7hs st e s A E oF YT o] /‘}34] At Q.9 sl o] g,
FTP A 0| 27} AF-8 7Hs A el = woblal €4 2] & 9130 Secure Shell Z2to|AEE
Azlslof ) o5 MUl 25 B 79 B EY Ao 2 Agtg o2 &
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EA A A o] 2o M kA fet e Al L. o] 2k MR Al kel e AR
o] o)A+, Sun BluePrints OnLine 7] A} “Solaris Operating Environment Security:
Updated for Solaris 9 Operating Environment” & 333} A 2.

ol F MH|2E ALE 7153 AR T A 9, Y23 v elH S 98l Sostice
DiskSuiteE T4 3} H) Solstice DiskSuite GUIZS A}88F 4= 9l =2 RPC A B A2
AL 7158 AEl 2 54 Al 2. Solstice DiskSuite GUIE AF&31A] 25 -9, RPC A

vl 2= 8 8kA] ZHUh o] oAl A= GUIZE E 8382 & RPC A H] 2=+ AHE- 7}
53k AHEl 2 Jollsr Y th. Solstice DiskSuite] A %] 2 G412 o] Aol A 5
A E U

o] Fe}o]AE Had HF 4L xSP(AH| 2~ AFA) 9 4 WEH sysnoc AH
E2 288 A2 A Ao HE syslog. conf’t AW w50 A= AUt} o] A&
2+ Aol syslog.conf H o] 7+ wFa Al ~Elo] A X ¥ ofo} Tt

o] =4 & 9134 &= Solaris Security Toolkit®] 74 &S WA 3l oF st a3k 2t
FAAAERo] g Ao A Al s ARy

m 1128 o] x| o] "FTP A H] X~ A}-&"

m 1137 o] %] of] "Secure Shell 4 Z E ¢o] A x]"

m 1149 0] A o] "RPC A H] A}-&"

m 1157 0] A] 9l "syslog.conf Y AFE-A} A"

FTP A H] 2= A&

o
of bzl AluhE] 2.0 st o] A4 FTP AWl 28 AbE 7hs el Al ah41 Al 2.

FTP A U] 2 Abg-

. FTPE A& 7Hs s el = 7] 913l], JASS _SvCS_DISABLE ¥ JASS SVCS ENABLE

W5 AA8e] update-inetd-conf.fin ¥ 9] 7] F4S AT

FTPZ A €8+ & F < Solaris OS A H| 22 A& BIb5abA she] = 45, 2 A Al

2] o tigh 9] MH-S JgaASS SVCS DISABLE®] finish.init -~ HE A
#ho = olgl=A] &2l A JASS SVCS_ENABLEC] ftp7} B =5 4 <]

Yt} Solaris Security Toolkit 4.2 Reference Manual& 73314 A] Q..

HEE B8] WS T18387] 98] xsp-firewall-hardening.driverol] 3k
Aol &3 H| 523t 3§52 xsp-firewall-secure.driverol] F7} T}

JASS SVCS_ENABLE="ftp"
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AT EY o] E E3] T3] FIP7} xSPY] #He] Y E Y I o A vk ALE 715 3HR]

o L ot 1B
°
;;

7]E‘r 9 TFALE} = 3FUE Secure Shello] xSPE] #e] U E Y Fo| Ak A 715
k= 2ol A5 Y v Solaris 8 OSell 4] TCP %131 E A 2de S o N =
W AZE O AAE FA o] LAY S FAE 4 s o] ARl AlLE

A WS 2T Edlol & FalA SASHAIA L.

fo oft Q2 g o

=0 2ol o b

Secure Shell A~ E ¢Jjo] A ]

ZH1 — o] A A& Solaris 8 OS7F A 3 5] = Al vk 48Ut AFE 3L Al A~ E
] Solaris 9 =+ 10 OS7} A 3 & = 7§, Solaris OS¢} 3F7| B} X % Secure Shell 43
EdoE /‘}*0”0}04 o] A 9] OpenSSH A %] THA| & Akt = lH5H o

Solaris 8 OS9l| = Secure Shell Z&}o|AE7} ¥ 35 ] H Ut 18|22 A| ~Ho
Solaris 8 OS7} A A== 4 9-d = €924 &2 & 930 Secure Shell o] A EE A %] 5

oF 3o,

Solaris Security Toolkit 222 E 9|0} & -4 3}] OpenSSH =75 A A& 4= slHFH T
xsp-firewall-secure.drivero] 93] A}-8% config.driver 3o YA ==
install-openssh.fin &2FHEE AFE34I Al
Secure Shell A %]
7] config.driverE xsp-firewall-config.driverol] AR TE
. 3D AFE A install-openssh. find] 3t &S F4 o2 AT
. xsp-firewall-config.driverdlA] config.driverd T &3lE F5S 543}

o] )4l xsp-firewall-secure.driverE T &3},

. OpenSSH®| H4l M H& g h

9% % 08 A2} 2] 499} 1} 27hA] 2 OpenSSHE| H21 ¥4 & AL-§5141 4] . #2)
d] 2~ JH = th OpenSSH ¢ #H o] A & x4 Al L.
http://www.openssh.org

. OpenSSH #7] A & Aatal o] 55 A3 F packagesT FE ol A At

ol 7] =l thek X]-/‘ﬂ =l Xé 1=, Sun BluePrints & 2+¢1 7]AF - “Configuring
OpenSSH for the Solaris Operating Environment” & %34 Al 2
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6. =12 OpenSSH #7]A] o] 5& WFY3}I =S install-openssh.fin~IAHE

il
ind

dlo] Eg .
install-openssh.fin 23 HE F e A7 d&UT) o] AT YEE
OpenSSH o} 7] 4] 9] 3714 o] F& th3} FAbsAl @2 she =5 A oy

il
¥
o)
:oé
(o]

OBSDssh-3.5pl-sparc-sun4u-5.8.pkg

o714 7] A] o] F WA W& (3.5p1), T-F(sparc), 722 H A (sun4u), 37| A] 7}
A5l =) o4 05(s. 8) % pg H¥lelel B4 mHEUTh

LY AT EY OIS B 3 ste] SSHYF xSP B Y| E Y Aol At AL 7155t

Al T

AFEH 718} & FAFSE 2 3ub= Secure Shello] xSP2] #E] Y E Y I o A ut ALE 715
g ok shr}i= Ao HFYTE Solaris 8 OSAl A= TCP HH & Al ~Hlo) T30z H &
T e AZEY A E S o] SFAES FEE = AF UL o] Akl AluhE
29 AS, Wty A EAE Fa FEFUC o] &AM E3F Secure Shell A
o FAS At AT R USS FFAAL.

RPC A H A&

ol #4& 54 T8 2~ 9ERl disable-rpc.fin7} Solaris Security Toolkit 4 &)
Z ol RPC A H| =& ARE E7bs 3l & = g17] wlidell Blad 7hagh o

&3 — Al z8le) RPC Au] 0] 97 0.2 oa] 2ahis R e Alzwel Wk ol o
ERER

A -5 ofoF gt
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v RPC A&

® xsp-firewall-hardening.driverdl*] disable-rpc.fin®l Wt &S F4]

o2 AL g

2AYES AAs= EHN TAHOR A 2|ste Efolmo M AAHEE AT 5 Sl
L5 gy 49 45, aﬂé 23t 5185 22 gass_scripTs H o9 FE& F

Hew Azl o o aH4A 2.
& Solaris Security Toolkit 4232 E 9]o] 7} JaASS_SCRIPTS A ool A F4] A 7] &=
A & gsl= Aol thall driver. funcs scriptol] E9%+= =499 Yo

#Very rudimentary comment handler. This code will only recognize
#comments where a single ’'#’ is placed before the file name

# (separated by white space or not). It then will only skip the
#very next argument.

syslog.conf I AF-8-A} A 9]

o] FetolAEe] o HF 42 xSP(A P2 AFAH ] T4 W% H sysLoc A H
= AHgshe *]’*Q“Z} Aol® syslog.conf’} AusHA HEA A= AJU o] A&
}xg,]:; syslog.conf o] z} W3y Al Ao A x| 5o gt}

v syslog.conf YU AF&A} A 9]

1. xSP ¥ syslog.conf FU-S H A & syslog.conf.jordan® O] &S Wil

Files/etc Y EZ | A&},

Solaris Security Toolkit 2~ E fjlo] = v gt 9t A e S At o] -4
7HE A5k 4L syslog.conf FU0] jordand W HAIE =5 A AH T AE
oI5 AUl Vo] £ AL, Dslo] a4 54 £AATE 2]
] & 1@‘:} o] g, Eo|AEE jordanolﬂ-_ﬂ ISR F:Lles/etcoﬂ ALE-E A A
3 o] 5L syslog.conf.jordanP Yt} JASS FILES Aol = o] Hujoj7} F71y
A rokok FTb AL Fo 5PN 6. 1 olo] Bk A% 4 5, Solaris Security
Toolkit 4.2 Reference Manual<S %34 A L.

2. xSP %< syslog.conf HY& AFE-S = gle A5 v o] AFEAF A 9
syslog.conf 3¥S A4},
a. Solaris Security Toolkit 2232 E ¢ o]of 3t
syslog.conf.jordan® & o] & & v U3
Yt

b. sysLogdl 3l xSP £+ 535 5F syslog.conf.jordans T4 F T}

H syslog.conf Y-S HALSH
S Files/etc YHEZ o A3



116

ool s = shelghutt,

7| EH 02 xsp-firewall-hardening.driver? ¥ Jass FILE A9+ th

3} o] ey,

2= o 7-8 T ¥ xsp-firewall-hardening. driver? =¥

o A

3. /etc/syslog.conf v”}%o] xsp-firewall-hardening.driver®| JASS FILES

JASS FILES="

/etc/issue
/etc/motd

/etc/notrouter

/etc/dt/config/Xaccess
/etc/init.d/inetsvc

/etc/init.d/nddconfig
/etc/init.d/set-tmp-permissions

/etc/rc2.d4/S00set-tmp-permissions
/etc/rc2.d4/S07set-tmp-permissions
/etc/rc2.d4/S70nddconfig
/etc/syslog.conf

ojAl = g Aol RbE S U OS] A, H 43} Bl A=

oLyl S A8 o) s al hE) Aok Sl o b

o] 3} .LE;H]
JumpStart 7] % & Ab&8te] o] # gk &

qﬂal

54 38
A5 A5 A e
2 A3 %) 9]},
S gA T o] Ao|H = oA

= W3 A E 9 o] 9} Solstice DiskSuite2] T4

%Yt Sun BluePrints 4 " 4] JumpStart Technology: Effective Use in the Solaris

Operating Environment& 3+335}4] A] S

= >
=d}o] o E A %]

=golno] i BE FAHANRS 2HA] 3 5 o] dojl A A
A 54l 4]
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e
o)
fd
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i)
=¥
Bl
ox
S
>
o
o
)
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ot
—
o
3
s}
wn
-
0
=3
N,
Jud
T,
-

= %2 Apgalel 2
aﬂﬁeggﬂ@ww

ok> boot net - install

L LFIRASE A 0 HE A Z oA E 0SE thA] A X,

HH
i,
M
o|\
v

>~
ol

=R A so) v u Aol e A Adlo] AFeE S 8T EIY 0 qu] AT} Sl 7]
Seha glA Selshs AQUTh B, o] A4S wek Teudo] W FAAES
RFA o olqetal A=A el

WE ol ¥ BA0) 4A w1 Abe AAHES o2, 23 % A 45

SREL ANDH L o] 431 ASala B Aok Futh o] ZeA

s mevel A4 39l W g8 meoa) AH s v s 4 2Rl F Ao T

B,

S ue % &9l
Solaris Security Toolkit 222 E 9o} 7} Bt 22315 Q7 glo] Sul2 A A A=
A &1st7] A8l ohE& A Eskal Bk Al S

shel e Aw s,

Ax 2
o] 3}l& JASS REPOSITORY/jass-install-log.txtol AXH Ut}

)

o] =1 3L Solaris Security Toolkit 2~Z E glo] 7} A| 2~Hlo]| 42803k 21 &
7] 1% Fx2A AREE F A5y 2 A2l tigk A8 e] Al A AIRES 7]
| 22 gdo] A EL e Aagd ), ] 9} 3} JASS REPOSITORY T HE
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