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Intro(1M)

Intro - Solaris Security Toolkit DEFH A ST L £7,
Intro

Solaris Security Toolkit (JASS (JumpStart Architecture and Security Scripts) & & FET#L
HYTHEATE S a~vy FIZoWTHEBHALET,

Sun TiE. Solaris Security Toolkit ¥ 7 k7 =7 % Solaris 8, 9. XU 10 A~ 1L —
T AT VAT LATHERT 55 OH YR — R &AL L TV E T, Solaris Security
Toolkit ¥ 7 s =7 | Solaris 2.5.1. Solaris 2.6, ¥ X Solaris 7 XL —7 «
TYVATATHEHATL2ZELTEETR, INLDOARL—T 4 VTV AT A THE
AT 2546, Sun TIEVFR—FaRME L TWHEEA,

Solaris Security Toolkit ¥ 7 F 7 =7 1&, A > X h—/LZ LTV % Solaris A~ L —

T AT VAT EAON—Y g U EHBNICRE L, 20— 3 b Tl
IR AT BFEITLET,

Solaris Security Toolkit42 ¥ 7 h 7 =7 TiX, kOa~ K, B, BLXORFI A
NRPR—FENTWET,

Intro Solaris Security Toolkit ® =1~ > K, B, BLOFKZ
ANO—EERLET,
add-client Solaris Security Toolkit 23 > A Fh—/L ENTW5

JumpStart™ H—/S—~® JumpStart 7 71 T FD
BMZASICLET, add-client (T
add_install_client AZ U7 FD T v /X—T7,

audit_public_funcs audit_public.funcs 7 7 A /MIZ & 5 Solaris
Security Toolkit D J_XTCD/T Y v 7 BB O —F&
ZrRLET,

common_log_funcs Solaris Security Toolkit @3 <X Thw FEH L LR — |k
B4 & illiH1 92 common_log. funcs 7 7 A LD
NTCodEn VB0 —KE R LET,

common_misc_funcs common_misc.funcs 77 A NVANDOIEFIERT L —
LU —27 @ Solaris Security Toolkit B —% 4 &R
l./ \i \j—o

driver_public_funcs driver public.funcs 7 7 A /LN ® Solaris Security
Toolkit K7 A NDOFTRTONRT Y v 7O EE R

~LET,

jass-check-sum Fxyv 7YV LEBHEHTLHZ LT, &%ED Security
Toolkit £ = U 7 ¢ —if{LLARRIZINZ bl 7 7 A v
DERZFFELET,

jass-execute Solaris Security Toolkit ¥ 7 k7 = 7 OFERE D K5y %
EITLET,
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make-jass-pkg VAT VAR ENTWDEDALZ A AEN
TenN—=2a b AL <A XSz Solaris Security
Toolkit /Xy 7r—VZAERCTE L L HITLET,

rm-client Solaris Security Toolkit 23 > A F—/L I TV 5%
JumpStart ¥— 3= 5O JumpStart 7 7 A 7> kD
HIBRZ A S LET, rm-client IT
rm_install client AZ U7 hD T v /=T,

security_drivers Drivers T 4 L7 U ® security.drivers 7 7 A
& %54 T D Solaris Security Toolkit FZ A /37D
—EEFRRLET,
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add-client(1M)

add-client - Solaris Security Toolkit ® JumpStart 7 7 A 7 h%& A X h—/)L L ¥
‘a—‘O

add-client -c¢ client-host-name [-i install-server] [-m client-mach-class] [-o
solaris-os-instance] [-s sysidcfg-dir]

add-client -2 | -h

add-client -v

add-client I add_install_client AZ U7 hDT v /X—T, ZDAZ U7k
Zf# 5 & Solaris Security Toolkit 731 > A b —/L &4 T % JumpStart H—/3—~~
O JumpStart 7 7 A 7 > b OBMAFHEIZRY) £, D=3~ Fid, Solaris
Security Toolkit fidffi/S> 7 —Y D bin 7 4 L7 bV IZH Y 77,

SPARC R"—ZA DY AT LDE | add-client =< Ni&, JumpStart 7 74 7
I & Solaris Security Toolkit THERMERNEHRZ A A P =V LET, ZDa<wr
R JumpStart $—X—nHFEITSNET,

Dynamic Host Configuration Protocol (DHCP) 27 7 14 7 > M & i[9 % x86 v A7
LD, Solaris (A YA M=) AT 4 TILfTET % add_install client A

VT P EERTORENDY £, ZHUE. 7 T AT 2 MIKLETR JumpStart 1

FRDFELT72 L add-client A7 V7 MIEENTORWEE A JumpStart HHE 2
RS 2022 % JumpStart FERKIZH Y TIXEY £,

Zoawy REFETTLHICIE, A—S—a—WF—EENRKLE T,

WDOLT g B R—FENTWET,

-c client-host-name A A M= T % JumpStart 7 T A 7 N DARTEIEE
Li‘a_o
-h |-7 BERGEERRLUET,

H—CTHEALET, -h E720% 2 BT ESNA
Fra R ERINET,

-1 install-server JumpStart A > A b — ¥ —N—DOL4 I EE LT, #
AIRELRNE, HFRERA T a D) XA FRFIRS
NET, VAT LDORy NT—=0 A F T x=—RAR 107
FOFEIL, T7HNVITEDAL L EZ 72— ARFHIN
£,

-m client-mach-class JumpStart 7 A 7> b D7 T AEFELET, O
DOfEIL. uname -n <> RO E R CEXTRITUE
B EREA, HMESHTOWARAWEAE, 740D
sundu BEHINET,
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-o solaris-os-instance 7 5 A T NIA v A h—LF 5 Solaris T2 L—F 1
TYAT LON=Va CERE LIS, HERE L2
L MEHRERA T a0 A MRFRENET, HEH
FAIREZRA Y AZ U AR DT OHEAIT, 774/ b TE
DA Y AZ L APERSNET,

-s sysidcfg-dir AT LD KO (sysidefg) 7 7 A L EKNT
HRBT AL R ~DRZALERELET, T 744 b
TiX., ZOfllX JASS_HOME/Sysidcfg/Solaris-ver/ T 4
L7 MICBRESNET, 2047 a v 2 AT A5E
X, JASS_HOME/Sysidcfg T « L7 kU ~OFXf/NA4
ERET O LERDHY T, =& 21X, JASS_HOME/
Sysidcfg/Hosts/alpha LW 95 4 L7 U NBELEL,
ZF 22 sysidcfg 7 7 A NV EE O DHHAIL. Hosts/
alpha ZHEE L £,

-v ZOTa ST AONRN—Y g UlEREFRORLET,

EAF | B FI 4N IRECERA LIV AT A~DY T4 T 2 FDBEN

scO:#:> /opt/SUNWjass/bin/add-client -c engl -m sundu
Selecting default operating system, Solaris_ver.

Selecting default system interface, IP_address.

cleaning up preexisting install client "engl"

removing engl from bootparams

updating /etc/bootparams

scO:#:>

F7va U TIORLET,

Solaris_ver JASS_HOME_DIR/OS |24 > A h—/L &N TV 5 Solaris OS ®
N—= g DI,
IP_address Oy RREFTENEVATLADOX Yy NI —I A4 BT 2—AD

Hro EUF RTRUIo72 4 MO TREB SN ET (72 & 2IF,
172.16.0.59),

engl JumpStart 7 7 A4 7 hDKRA N TT,

#l 2 F L a kBT _RTHERA LIV AT ASND T 54T FOBE

scO0:#:> /opt/SUNWjass/bin/add-client -c engl -i jumpservel -m
sundu -o Solaris_9_ 2003-12 -s Hosts/alpha

cleaning up preexisting install client "engl"

removing engl from bootparams

updating /etc/bootparams

scO:#:>
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add-client(1M)

F T arEUTIORLET,

engl JumpStart 7 7 A4 7 hDARA N T,

jumpservel JumpStart 7 7 A 7 > hDA A M—/MERH SIS sc0 LD
B—H A H T =— ADA T,

WO TGRS NET,
0 EFHET,
1 TT—NEAELE L,

WD B DB DWW TIE, attributes (5) 2B L TL FE W,

BiEs17 Bl

Availability SUNWijass

Interface Stability Unstable

jass-check-sum (1M)
jass-execute (1M)
make-jass-pkg (1M)

rm-client (1M)
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audit_public_funcs(4)

audit_public_funcs - audit_public.funcs 7 7 A MZH LT RXTONT Y v 7
EEEHO—EELRTILET,

audit_public_funcs

R T N THEAISNA TR TOEERKIT, Drivers 74 L7 U D
audit_public.funcs 7 7 A MK INTWVWET, 2O 7 7 A L TEZIN T
LI ARTY v 7 DT, BEBLOIAZ LOEEA7 VT OELLTTYH
HEIEATEET, Z<OBE. ZO7 7 AV TEZRSNTWDEHIT.
audit_private.funcs 7 7 A LV TCEE SN TV LHEBAMOHTAZ 7T, &
HBOY Y —ATOIROI— ROEFELCIEICONWTHLRL TH, =2—WF—»0nZh
EDAI VT henRT VvV BT 2—RZa—F 4/ T&HEIC. Zhbd
DARTPREINTNET,

L= AU =V BBEENT S L. VY —Aa— REZEEETIT Solaris Security
Toolkit V7 b = 7 OBMEEZ FHRIZEET T 5 LN TEET,

E -0V T Ny TOEEBBIZIE, TIAR—NERTY o0 2 FENDHY
¥ 7, audit_private.funcs 7 7 AV TCTERZINTWLEEITIT T4 X—FTh
L7, N7V v ZIFERATEERA, 2O 7 A NVTERINLTNDLT T A
NR—=KAZ VT MIFEHLRWTL IV, audit_public. funcs 7 7 A /L CER
SINTWERTY w727 VT MNEFEFEHL T EEN,

BAABEEEA 7 VT FO—HE LTHERNL, A7 DTN STV DR L
FATHRRERL D =2 AR —x o b 25l L £ 97, kD BT, Solaris Security Toolkit ~/
TR 2T OERET L= LU =TT DTV v I BT 2= ATT,

BAAY )T b AS A REIERT DB A I, ROBIS A M L THED
BEZFAT L TLIZ &0,

m check_fileContentsExist & check_fileContentsNotExist
m check_fileExists & check_fileNotExists

m check_fileGroupMatch & check_fileGroupNoMatch

m check_fileModeMatch & check_fileModeNoMatch

m check_fileOwnerMatch & check_fileOwnerNoMatch

m check fileTemplate

m check_fileTypeMatch & check_fileTypeNoMatch

m check if_crontab_entry present

m check_keyword_value_pair

m check minimized

m check_minimized_service

m check_packageExists & check_packageNotExists

m check_patchExists & check patchNotExists
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audit_public_funcs(4)
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B IE

7 7 A VIR

m check_processArgsMatch & check_processArgsNoMatch

m check_processExists & check processNotExists

m check_serviceConfigExists & check_serviceConfigNotExists
m check_serviceDisabled & check_serviceEnabled

m check_serviceInstalled & check_serviceNotInstalled

m check_serviceOptionDisabled & check_serviceOptionEnabled
m check_servicePropDisabled

m check_serviceRunning & check_serviceNotRunning

m check_startScriptExists & check startScriptNotExists

m check_stopScriptExists & check_stopScriptNotExists

m check_userLocked & check_userNotLocked

m finish_audit

m get_cmdFromService

m start_audit

FFRLBIE O A T EOFEMIZ DWW TiL, [Solaris Security Toolkit 4.2 V 7 7 L v A<
=27V O T7v—hU =78 OFEZZRLTILE,

i1 7 7 A IVDIFEDHER
check_fileExists /etc/inet/inetd.conf 1 LOG

12 IR =V DIFAE D RERE
check_packageExists SUNWsshdu 1 LOG

WD BMHEOFHIAIZ OV TIL, attributes (5) ZZMB L T Z &V,

BiEs1 7 Bl

Availability SUNWijass

Stability Unstable

add-client (1M)
common_log_funcs (4)
common_misc_funcs (4)
driver_public_funcs (4)

jass-check-sum (1M)
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jass-execute (1M)
make-jass-pkg (1M)
rm-client (1M)

security_drivers (7)
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common_log_funcs(4)

common_log_funcs - common_log.funcs 7 7 A /MZH DTN TOIE R 7B
D—ErERLET,

common_log funcs

FTRCou 7HEE LAR— AT Drivers 74 V27 MU ® common_log. funcs
T AN S TWET, v 7L AR — FEIEUT. Solaris Security Toolkit

V7 RO 2T OFTRCOEEE— RTHEHASNS D, H@ikes ReshEd,

=& 21X, D7 7 AL logWarning X° logError 72 EOBENEG Fh T
e

T =AU =V BBEERT DL VA3 — REEE T Solaris Security
Toolkit ¥ 7 bV = 7 OEIEE FHKICET S 2 Z LN TEET,

PIFictme 78880 ) A vE2RLET,

logBanner
logDebug
logError

logFailure

logFileContentsExist & logFileContentsNotExist

logFileExists & logFileNotExists
logFileGroupMatch & logFileGroupNoMatch
logFileModeMatch & logFileModeNoMatch
logFileNotFound

logFileOwnerMatch & logFileOwnerNoMatch
logFileTypeMatch & logFileTypeNoMatch
logFinding

logFormattedMessage
logInvalidDisableMode
logInvalidOSRevision

logMessage

logNotGlobalZone

logNotice

logPackageExists & logPackageNotExists
logPatchExists & logPatchNotExists
logProcessArgsMatch & logProcessArgsNoMatch

logProcessExists & logProcessNotExists

logProcessNotFound
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common_log_funcs(4)

12

5 451

etk

logScore

logScriptFailure

logServiceConfigExists & logServiceConfigNotExists
logServiceDisabled & logServiceEnabled
logServiceInstalled & logServiceNotInstalled
logServiceOptionDisabled & logServiceOptionEnabled
logServiceProcessList

logServicePropDisabled & logServicePropEnabled
logServiceRunning & logServiceNotRunning
logStartScriptExists & logStartScriptNotExists
logStopScriptExists & logStopScriptNotExists
logSuccess

logSummary

logUndoBackupWarning

logUserLocked & logUserNotLocked

logWarning

7 7 A VIR

FFREBIE DO ] HIEDFEMIZ OV T, [Solaris Security Toolkit 4.2 UV 7 7 L A=
=27 NV] O T7L—AU—08 OEZZRLTI LI,

11 o 7RO v 7tk

Usage:

logFailure "Package SUNWatfsr is installed."
Output:

[FAIL] Package SUNWatfsr is installed.

2 0777 A IVOIFIED 1 7 Fikk
Usage:
logFileExists /etc/issue
Output:

[NOTE] File /etc/issue was found.

WD @ DB DWW TIE, attributes (5) 2B L TL &V,

Bits17 EitfE

Availability SUNWijass

Stability Unstable

Solaris Security Toolkit 4.2
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BAiEIEH | add-client (1M)
audit_public_funcs (4)
common_misc_funcs (4)
driver_public_funcs (4)
jass-check-sum (1M)
jass-execute (1M)
make-jass-pkg (1M)
rm-client (1M)

security_drivers (7)
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common_misc_funcs(4)

common_misc_funcs - common_misc.funcs 77 A NMIHDLIFEIERTL—A

U—7 BB HERRLET,

common_misc_funcs

S FE I FEBEIL. Solaris Security Toolkit 7 k7 = 7 DU < DD FEIK N TE A
S, ZDENOT L—0U—7 FEEPRET LB LIZbOTIEH Y £
o TNHDXFEIFERBEIL, Drivers T 4 L7 b U ® common_misc. funcs
T A MM EINTHET, ZD7 7 A/L21E, isNumeric X° printPretty 73
Eothia—T7 4 V7 4 —BEBREENTWVET,

T =AU =V BEERT S L VA3 — REEE T Solaris Security

Toolkit ¥ 7 NU =7 OEHEEZ LIICET T 5 ENTEET,

PTFIZEBEBONWANWALRBEHOY X N ERLET,

m adjustScore

m checkLogStatus

m clean_path

m extractComments

m get_driver_report

m get_lists_conjunction
m get_lists_disjunction
m invalidvulnval

® isNumeric

m printPretty

m printPrettyPath

m strip_path

ERLBIE O AT EOFEMIZ DWW TIL, [Solaris Security Toolkit 4.2 U 7 7 L v A+
=aT7 N O TT7 V=L T =7 OEEZSZRLTILES N,

WD DB OV TIE, attributes (5) ZZM L TL &V,

REL AT

BitE

Availability

SUNWjass

Stability

Unstable

add-client (1M)

audit_public_funcs (1M)

Solaris Security Toolkit 4.2
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common_misc_funcs(4) 7 7 A NI

common_log_funcs (4)
driver_public_funcs (4)
jass-check-sum (4)
jass-execute (1M)
make-jass-pkg (1M)
rm-client (1M)

security_drivers (7)
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7 7 AN

Zan|

|

wii

PR AERL I

driver_public_funcs(4)

driver_public_funcs - driver_public.funcs 7 7 A /MIZHDH KT A ~EEO—
EERLET,

driver_public_funcs

Solaris Security Toolkit R 7 -/ i§ie % HilH 7 25 3~ TO KL,
driver public.funcs 77 A /LD Drivers 74 L7 NV ICHDET, ZDT7 7
A WIZlX, add_pkg R copy_a_file R EDEENEENTWET,

A7 VT M NAZ <A ZAETAIMERT D56 1E. ROBEKEZHEM L TEEDBRIE
ZEITLTIESN,

add_crontab_entry_if missing
add_option_to_ftpd property
add_patch

add_pkg

add_to_manifest

backup_file

backup_file_in safe_directory
change_group

change_mode

change_owner
check_and_log_change_needed
check_os_min_version
check_os_revision
check_readOnlyMounted
checksum
convert_inetd_service_to_fmri
copy_a_dir

copy_a_file

copy_a_symlink

copy_files

create_a_file
create_file_timestamp
disable_conf_file
disable_file

disable_rc_file

disable_service

FefAEH 2005 457 A 29 H Solaris Security Toolkit 4.2
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driver_public_funcs(4) 77 ANV

m enable_service

m find sst_run_with

m get_expanded_file_name

m get_stored_keyword_val

m get_users_with retries_set
m is_patch_applied & is_patch_not_applied
m is_service_enabled

m is_service_installed

m 1s_service_running

B 1s_user_account_extant

B 1s_user_account_locked

m is_user_account_login_not_set
m is_user_account_passworded
m lock_user_account

m make_link

m mkdir_dashp

m move_a_file

m rm_pkg

m set_service_property_ value
m set_stored_keyword_val

m unlock_user_account

m update_inetcon_in_upgrade
m warn_on_default_files

m write_val_to_file

FRLBIE O A T EOFEMIZ DWW TIL, [Solaris Security Toolkit 4.2 V 7 7 L > A=
a7V OFE2E [7L—sU—J % 28R TN,

FERE | #1 H— Ry F 08N

add_patch 123456-01

#l 2 Ny F U R ROBI
add_patch -M ${JASS_PATCH_DIR}/OtherPatches patch_list.txt
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7 7 A NV

B | ROBEMED

driver_public_funcs(4)

FBHIZ DWW TIE, attributes (5) ZZ L T &V,

RS T

BiEE

Availability

SUNWjass

B H add-client (1M)

RS H 2005 42 7 A 29 H

rm-client (1M)

audit_public_funcs (4)
common_log_funcs (4)
common_misc_funcs (4)
jass-check-sum (1M)
jass-execute (1M)

make-jass-pkg (1M)

security_drivers (7)

Solaris Security Toolkit 4.2
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driver_public_funcs(4) 77 ANV
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44 il

i

Bt

JEIERERE R
WBLT 7 )L — T
i3

FTa v

15 FH 1)
KTAT—H A
77 AN

jass-check-sum(1M)

jass-check-sum - Security Toolkit D th D& ¥ = UV 7 ¢ —sf{LLRICIT O 7 7
ANVDOERERFELET,

jass-check-sum

Z @ Solaris Security Toolkit 227 V7 ~MI, 77 A NVDF = v 7V LARFHZIC
JASS_REPOSITORY (/var/opt/SUNWjass/run/*/jass-checksums. txt) (Zff
HFENTOLEER ST 7 7 ANVER/ELET,

TTANDEHDOT = 7P LEBUEDT 7 AV E BT DT T, ISk,
7 7 A )V Solaris Security Toolkit (Z & > TRE SN/ E TEE I NN E D gk
FWF X ET, LT IRENT CIRRICE SN TV DIHEIE, TOREITAF Y
TENET,

Zoawy REFETTLHICIE, A—S—a—WF—HENKLE T,

L,

11 Solaris Security Toolkit 7 7 A VD F = » 7

scO: #:> /opt/SUNWjass/bin/jass-check-sum

Checking for file signature conflicts associated with Toolkit run:
20040621172054

File Name Saved CkSum Current CkSum
/etc/passwd 685593234:456 1703916610:489
/etc/shadow 3216256103:185 3154547236:190
scO:#:>

WO TP RS NET,

0 EFET,

1 TR AELE L,

ZPDawy RTCIEKRD JASS. REPOSITORY 7 7 A AMEA SN ET,

/var/opt/SUNWjass/run/run-id/jass-checksums.txt X F%&ET7 7 AL
Lk Ins 77 A
NDY A RNREER
7
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jass-check-sum(1M) AT LEE

B WO JEMEDFTIIZ OV TIL, attributes (5) ZZM L T 72 &0y,

RS T BiEE

Availability SUNWijass

Interface Stability Evolving

BAEIEH | add-client (1M)
audit_public_funcs (4)
common_log_funcs (4)
common_misc_funcs (4)
driver_public_funcs (4)
jass-execute (1M)
make-jass-pkg (1M)

rm-client (1M)
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Zan|
|V
Wit
PR RERL A

jass-execute(1M)

jass-execute - Solaris Security Toolkit DF§RE % FEIT L £,

jass-execute [-r root_directory -p os_version] [-gl-o output_file] [-m e-
mail_address] [-V [314] ] [-4 driver]

jass-execute -u [-b|-f |-k] [-gl-0 output_file] [-m e-mail_address] [V [3]4]]

jass-execute -a driver [-V [011121314] ] [-gl-o output_file] [m e-
mail_address]

jass-execute -c  [-gl-o output_file] [-m e-mail_address] [-V [3]4]]
jass-execute -H

jass-execute -1

jass-execute -h|-?

jass-execute -v

jass-execute &, A SN TWVWEH AT+ a3 2k LT Solaris Security Toolkit
(JASS & HIFIEND ) DS E S ERMAEZFEITLET, jass-execute 2~ RN
ZTOIFEIFE AT v a L OMFIEOFEMIL, [Solaris Security Toolkit 4.2 & #~
—aT A OEIE tX2) T 40—V 7 "0 =2TOT v 7T L —K, f A F—
. BRUOET] 2Z2RLTIEE N,

jass-execute AV KD —a BL PN -a A7 ar2EHLTRIANEIBET
HUENH Y ET, FTFA 3L, Solaris OS ¥ AT A &b, /Mt B XA
J 572912, Solaris Security Toolkit ¥ 7 h 7 = 7 CEH SN E T, —#D K7 A
ERHE T 7 A NICK ST, X2 T4 =707 7 A APHERINLET,

Drivers 7 4 L7 R UIZIE, T 7 4/ F TIROEHERNZR FTAANAPHBE SN TWE
¥

m [secure|hardening|config].driver

WOBBEAD F7 4343, BED Sun W2 DMK OEF 2 ) 7 ¢ — ikt
Han®d,

m server-[secure|hardening|config].driver

m suncluster3x-[secure|hardening|config].driver

m sunfire 15k _sc-[secure|hardening|config].driver

3¥ — [name]-secure.driver 1%, jass-execute 2~ RIZXT 2515 E L TORMH
)EH Libg—o

RZ A ROFEMIZ SOV TIE, [Solaris Security Toolkit 4.2 U 7 7 L A~ == 7 /1]
DEAE RFTA] 2ERLTLITEIN,
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jass-execute(1M)

WBLT 7 )L — U

24

i3

FFa v

AT LEE

Zoawy REFETTHICIE, A—S—a—WF—EENLE T,

WDOLT g B R—FENTWET,

-a driver

-d driver

-1

-m e-mail_address

- o output_file

Solaris Security Toolkit 4.2

VAT AEANEXF 2T 4 =T 0T 7 A VTHE L TWB 0
EO Y LE T,

-c.-d.-h.-H.-1.-p.-r. FEFEuAd7Tvaré—#E
IR LN T ZEN,

HIE OBLRICTFE CERINTEZ T 7 ANERNw I T v
L7=tk, VAT LZETLOWREICETLLET,
—uA T a0l A LET,

7V —rA T a2 iFE LET, Solaris Security
Toolkit DO ATIEIFATRF & DRAFT 7 A V& HIFR L £ 7,

A RTRE— RTCHEITIND FTANRNERELE
‘g‘o

-a.-b.-c.-f.-h.-H.-k. EF-uAd 7 ar&—#Hc
WA LT I En,

WLRIZTFI T 7 A NAMPNEEINTWTH, MLHICsT
b -EEEBEMNCIEy FLET,

—uATvaroHhl—HIERALET,

¥ A7 I b? Solaris Security Toolkit 77"V 77— a2 »®
Bl 2R R LET,

jass-execute D HIEERRLET,

H—CHEMALET, -hl-2 ICBMTRESNTAT v a v
FER S ET,

HALRRIZ T 7 A WMICTFERI CITONT-EE 2R L ET,
—uATaroHrl—HIERALET,

WARIZ S AT BITA A h—)L &7z Solaris Security
Toolkit 77V rr—> a3 VAR R LET,

NV AR — MERT BT A—NALT RLAZRELE
‘a—o

HAO7 7 ANVENEIEZE G TR, BT 7 A NV~D5EE
NAERELET,
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-p 0s_version

-r root_directory

jass-execute(1M)

Solaris ® OS /N— 3 V& E L £7, BAUL uname -r
LRI TY,

-r root_directory 7> a v & —fEITMER LT L e v
FH A,

FEHNE—RERELET, Z0a~<vr ROETH, A
t—ViIEEREINFEF A, H)IE JASS_REPOSITORY/ IZ
S E g,

jass-execute DEITHIHEH SN DOV — T4 L7 MY %
WELET, 774V FTE V= T 7 ANV AT AT
/ T¥F, ZON— 1T 4 L2 kU IT Solaris Security
Toolkit BEt=Z54 JASS_ROOT_DIR TEHEINE T, &

F 2 VT 4 =3 LDOXRD Solaris OS 1% / 24 L THEE
TEFET, 2L 20F, MO OST 4L FUoEXR=Y
T4 —EbT HGA . —FNIZ /mnt IZv T b L,
-r A7 3T /mnt ZRELET,

-pos_version A7 a v & —FIZHERH LTI R D F
A,
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jass-execute(1M)

26

-V wverbosity_level

Solaris Security Toolkit 4.2

AT LEE

BIANRFEE LT X, HEDOT 7 a2 ANTAHLHIC
Tor S RN TERLT, BEETICELET,

-a.-c.-d.-ho-1, T -a ATV a v —BIIIER
LAAWNWTL 72 &0,

[N

FEAE LV ZFRE LE T, RO 5 DOFEM LU (0

~4H RHYET,

0

BE— K, 20F— FTIL, BEEEEORE
BRERT 1ITOLHDOH IR ERENET,
PASS F 7213 FAIL OFERIZ T BMERGEIZ,
Z D — NHMERTT,

MAEE—K, ZOF—FTIE, FEHXARI7 VS
N EZ, FOMREERT 1LITOHIDBERS
NET, Iz, BEEKTEICA T ORAERN
R INDIET TR, FATZ VT NOKTE
Wb A a7 O/ ERINET,

T — R, 20— Fi&, AL~ Lo
WRIZ, BEBEAZ VT MNOEADF = v 7
DF R A MAEDEEE— T, 1 DOEXR
AT VT NNTHRIDLIEZF oy s ERLE

F v 7 BHIEIHET A5, ZOF—F
R, 20— RKoEXs, 11711
DOFERDEFRENET,

FERE— R, H1O TOEEATHME— R TY,
ZOF—RTH, #EFTESNTWHF=vr, %
DF v 7 DEM, BLOKEROHEHEN
bobllbnrdLoc, NF—L~vZRH
hanEd, 20— KNEIT 74/ FOFEM L
~YL T, Solaris Security Toolkit D& FEHERE
PO THERAT 2= =@ L TWET,

TNy JE— R, ZOE— NE, BT —
K& P8R L72E— T, logDebug = 7 B4
Ko THERENLZHENRT R TEENET, B
fE. Z®E— FiX Solaris Security Toolkit & %
27V F FTIEEH SN TOWEEANR, ELe%
el HBHENa— RHNEIZT Ny 73
FHDZDHDLEIICHEIRTWET,

IDTRTTEON—T a MNEREFR T LET,
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VAT NEH jass-execute(1M)

B | B Solaris Security Toolkit 77"V /- —3 5 OFERL

scO:#:> /opt/SUNWjass/bin/jass-execute -r /mnt -p 5.9 -o
output.txt -m support@mycompany.com -d secure.driver

[NOTE] The following prompt can be disabled by setting JASS_NOVICE_USER
to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured, it is
both possible and likely that by default all remote shell and file transfer
access to this system will be disabled upon reboot effectively locking out
any user without console access to the system.

Are you sure that you want to continue? (YES/NO) [NO] YES

[NOTE] Executing driver, secure.driver

[NOTE] Recording output to output.txt

scO:#:>

#l 2 LIROD Jass 77V r—v a3 Y & ILIZR T

scO:#:> /opt/SUNWjass/bin/jass-execute -u -b -q -m
support@mycompany.com -V 3

[WARN] Creating backup copies of some files may cause unintended affects.
[WARN] This is particularly true of /etc/hostname.[interface] files as
well as crontab files in /var/spool/cron/crontabs.

[NOTE] Executing driver, undo.driver

Please select a Solaris Security Toolkit run to restore through:

1. June 28, 2004 at 19:11:49 (/var/opt/SUNWjass/run/20040628191149)
2. June 21, 2004 at 17:20:54 (/var/opt/SUNWjass/run/20040621172054)
3. June 17, 2004 at 10:45:23 (/var/opt/SUNWjass/run/20040617104523)
Choice ('g’ to exit)? 1

[NOTE] Restoring to previous run from /var/opt/SUNWjass/run/

20040628191149
scO:#:>
%13 EREHRT O T 7 A NWIKET DV AT DO

scO:#:> /opt/SUNWjass/bin/jass-execute -a secure.driver -V 2 -o
output.txt -m support@mycompany.com

jass-execute [NOTE] Executing driver, secure.driver
jass-execute [NOTE] Recording output to output.txt
scO:#:>
#la #I\ZA A h—/L &7z Solaris Security Toolkit 77U 77— a » DF
IR

scO:#:> /opt/SUNWjass/bin/jass-execute -1

# ./jass-execute -1

This information is only applicable for applications of the
Solaris Security Toolkit starting with version 0.3.

The last application of the Solaris Security Toolkit was:
1. June 28, 2004 at 19:11:49 (20040628191149) (UNDONE)
scO:#:>
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jass-execute(1M) AT LEE

ETAT—2Z | ROKTEPRERSET,

EHKT,

TI—MNREELE L,

X2 VT —EPHELE L,
jass-execute DHID A L A K AP FATH T,
Z—PF—FERIZE DT,

W N O

JEME wDOBMHEOFHIBIZ OV T, attributes (5) ZZM L T 72 &,

[ ) BitE

Availability SUNWijass

Interface Stability Evolving

I

/

RHEIEH | add-client(1M)
jass-check-sum (1M)
make-jass-pkg (1M)

rm-client (1M)
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VAT NEHE

Wi

JroREREDLEA

W 7L — Tk
e

FFa v

RS H 2005 42 7 A 29 H

make-jass-pkg(1M)

make-jass-pkg - Solaris Security Toolkit JASS) /Xy 7r—Y A F U — L7 7 A )L & AE
’EE 1—/ \i @—‘O

make-jass-pkg [-b new-base-dir] [-e excl-list] [-m new-email-

address] [-p package-name]l [-g] [-t new-title]
make-jass-pkg -v

make-jass-pkg -2 | -h

make-jass-pkg 2+ &, Solaris Security Toolkit 7> & Solaris /N v 7 — A K
V=LA77 ANVEERLET, fERSNZ7 74V, pkgadd 2~ REMHEMHL
TA VA=)V L, pkgrm 2~ FEFEH L CHIBRT 2 EBTEET, R

=SSN 7 7 A MTET 51E#IT. pkginfo 2~ FEMHT L LBIGTE %
@—‘O

SToawy REETT AT, A— o — P —EERNLE T,

WDL T a B R—FINTWET,

-b new-base-dir RIEA VAN NR—AF L7 Y BEELET,

-e excl-list Rolr—IU b N7 7 A NVETZITT 4 L7 B ZR4:
LET, alblcldD ki, VR FERALT (1) TK
PloTHELET,

-h -7 FERFEEFRTTLET,

H—THEALET, -h £720F 2 BT ESNA
Tya I ER S ET,

HANY R — MNMHERATIE LA —NLT RLAZHEELE
TO

HAR BNy r—V BB RELET, T 74V MMT
JASScustm T,

-q HHNE—FR2RELET, ZOa~vr FNOETRIL,
Ay —ViIEFERINEEA,

-m new-email-address

-p package-name

-t new-title LRy r—o S PVERELET, 7741 bDX
4 kvid TSolaris Security Toolkit] T3,
-v IOTRTTLDN=Va MERERRLET,
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make-jass-pkg(1M)

30

it F 1

AT LEE

1 1 FIF N EFER LAy —D 2 U — A7 7 A LOER

sc0: #:> /opt/SUNWjass/bin/make-jass-pkg

[NOTE] Creating the package’s prototype file. This may take a few minutes.
[NOTE] Excluded file: ./jass-include-list.tmp

[NOTE] Creating the package’s info file.

[NOTE] Creating the package in a scratch directory.

## Building pkgmap from package prototype file.

## Processing pkginfo file.

WARNING: parameter <PSTAMP> set to "engl20040623143146"
WARNING: parameter <CLASSES> set to "none"

## Attempting to volumize 360 entries in pkgmap.

part 1 -- 2934 blocks, 357 entries

## Packaging one part.

/opt/SUNWjass/SUNWjass/pkgmap
/opt/SUNWjass/SUNWjass/pkginfo

.[list of files...]

/opt/SUNWjass/SUNWjass/reloc/rules.SAMPLE
/opt/SUNWjass/SUNWjass/install/tsolinfo
## Validating control scripts.
## Packaging complete.
[NOTE] Creating the package’s stream format (package file).
The following packages are available:

1 JASScustm Solaris Security Toolkit 4.1.0

(Solaris) 4.1.0

Select package(s) you wish to process (or ’‘all’ to process

all packages). (default: all) [?,??,q]l: Transferring <JASScustm> package
instance

[NOTE] The package has been created as JASScustm.pkg.

scO: #:>
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VAT LE make-jass-pkg(1M)

12 Ny —=DARN)— AT 7 ANVDIERR E ATV a DIRE

scO0: #:> /opt/SUNWjass/bin/make-jass-pkg -b /opt/SUNWjass/otherdir -e /
opt/SUNWjass/test -m eng support@mycompany.com -p MYJASS -t MyToolkit

[NOTE] Creating the package’s prototype file. This may take a few
minutes.

[NOTE] Creating the package’s info file.

[NOTE] Creating the package in a scratch directory.

## Building pkgmap from package prototype file.

## Processing pkginfo file.

WARNING: parameter <PSTAMP> set to "engl20040623150621"
WARNING: parameter <CLASSES> set to "none"

## Attempting to volumize 363 entries in pkgmap.

part 1 -- 5612 blocks, 359 entries

## Packaging one part.

/opt/SUNWjass/SUNWjass/pkgmap
/opt/SUNWjass/SUNWjass/pkginfo

.[list of files]
/opt/SUNWjass/SUNWjass/reloc/rules.SAMPLE
/opt/SUNWjass/SUNWjass/install/tsolinfo
## Validating control scripts.
## Packaging complete.
[NOTE] Creating the package’s stream format (package file).
The following packages are available:
1 MYJASS Solaris Security Toolkit 4.1.0 / MyToolkit
(Solaris) 4.1.0
Select package(s) you wish to process (or ’‘all’ to process

all packages). (default: all) [?,??,q]l: Transferring <MYJASS> package
instance

[NOTE] The package has been created as MYJASS.pkg.

scO: #:>

KTARAT—H R WO THENPEINET,

0 IEHHT
1 T =R ELELL,

B | RORBMEORBIZSW T, attributes (5) 22 L T 72 &0,

Bits17 BitiE

Availability SUNWijass

Interface Stability Evolving

BE#IEH | add-client(1M)

/!

jass-check-sum (1M)

jass-execute (1M)
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make-jass-pkg(1M) AT NEEH

rm-client (1M)
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AT N rm-client(1M)

4 #ii | rm-client - Solaris Security Toolkit ® JumpStart 7 7 4 7 b & HIBR L £,

3L | rm-client [-c] client-host-name
rm-client -? | -h

rm-client -v
Wl | rm-client (%, Solaris Security Toolkit 73 > A F—/L STV % JumpStart ¥ —
N=M5O? JumpStart 7 74 7 FDHIBREERESHIZLE T, rm-client 2 v i

rm_install_client A2 U7 h®D T v /3—T, Solaris Security Toolkit AT/~
TF—=YDbinT 4 V7 MIICHY ET,

PR RERL A

VIR T — TR Zoavwry RadHTd 523, A= "—a—P—KENLETT,
M

FFg v WDOF T a PN R—rENTWET,

—c client-host-name A A=A EINTWE JumpStart 7 747 b &
Solaris Security Toolkit T BT - 7okl A+~ T
HIBR L £,

-h -2 ERGEEFRRLET,

H—CHEALET, -h /70T -2 ICBNTHEESNEA
TraviERInET,

-v DT TTEDONRN—T g NERERTLUET,
FEAE | 1 7547 N OYIER

sc0: #:> /opt/SUNWjass/bin/rm-client -c engl
removing engl from bootparams

7y a U TIORLET,
engl HIbR9 2527 747 hDKRA M
KTAT—2A | koOKTEMESLET,

0 EHAET,
1 TI=NRELELL,

R AETH 2005 47 A 29 H Solaris Security Toolkit 4.2 33



rm-client(1M)

34

=1

B I H

AT LEE

WD JEMEDFTIICOWNTIL, attributes (1M) ZZH L T 72 &0,

RS T

BiEE

Availability

SUNWjass

Interface Stability

Unstable

add-client (1M)
jass-check-sum (1M)
jass-execute (1M)

make-jass-pkg (1M)
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TNAARAL VBT 2= ABI PRy NI =T 4 H T x—R security_drivers(7)

Zan|

L]

JEsRRL

it F B

et

security_drivers - security.drivers 7 7 A /WIZdH HAEHER) 7 Solaris Security
Toolkit N T A N&—HLET,

secure.driver

server-secure.driver

suncluster3x-secure.driver

sunfire_ 15k sc-secure.driver

security_drivers I¥, security.drivers 7 7 A /ViZ& Y Solaris Security
Toolkit CHAIND KTA "DaL s arD—EERLET,
WDY A KNT, EHENR RT A ANEHEIZHALET,

m secure.driver (. 7 I9A TV b DA VA M—=NVHAL—LVTHEHAEINDT 7 %
IWERD RITANRNTT, TRTCOEIEREEZFZEL 7,

m desktop-secure.driver %, secure.driver IZ&ES3W T, ==L AT LDE
Fa )T 4 —HRICLERSOEPIIRLET,

m suncluster3x-secure.driver (X, Sun™ Cluster 3.x Y 7 b7 =7 UV U —X %
LT D R—AT A B AR L F9,

m sunfire_15k_sc-secure.driver I&, Sun Fire " = R AT AL hu—
TDOEX2 T 4 —FWRTIEZDICTR—FINTWVWEHE—D AT =X LT
bg—o

R R 7 A RO FEOFERIZ OV TIE, [Solaris Security Toolkit 4.2 U 7 7 L
Av=aT V] OFLE TRIAN] WL TIEI0N,

111 secure.driver 7 7 1 /L ONE

DIR=""'/bin/dirname $0'"
export DIR

. ${DIR}/driver.init
. ${DIR}/config.driver

. ${DIR}/hardening.driver

WD B DB DWW TCIE, attributes (5) 2B LT &V,

Bits17 BitiE

Availability SUNWijass

Stability Unstable
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security_drivers(7) TFTNRAAAL VH T 2= ABILOFR Yy NT—T A HT x—A

BAEE H add-client (1)
audit_public_funcs (4)
common_log_funcs (4)
common_misc_funcs (4)
driver_public_funcs (4)
jass-check-sum (1M)
jass-execute (1M)
make-jass-pkg (1M)

rm-client (1M)
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