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gt Al 2~E JfA o] g HE 78k fusr/ bin/ | dd HE S AFEEAAAIL

2= of 21 A A|AF FRA ] Rk FH 8=

# 1dd /usr/sbin/in.named

libresolv.so.2 => [usr/lib/libresolv.so.2

|l i bsocket.so.1 => /Jusr/lib/libsocket.so.1
l'ibnsl.so.1 => fusr/lib/libnsl.so.1
libc.so.1 => /fusr/lib/libc.so.1

libdl.so. 1 => fusr/lib/libdl.so.1

l'i bmp. so.2 => [fusr/lib/libm.so.2
[usr/platforml SUN\WU tra-5_10/1ib/libc_psr.so.1

A Fol TRANAZEE ARE FH5)

™ /usr/ proc/ bin/pl dd ¥ ¥ (Solaris
OS WA 83} 9o A AFE- 715 )& AH&-34 Al S

IS o 22 A F= T2 A AZRE AR FF

# pl dd 20307

20307: /usr/sbin/in.naned
lusr/lib/libresolv.so.2
lusr/lib/libsocket.so.1
lfusr/lib/libnsl.so.1
fusr/lib/libc.so.1
fusr/lib/libdl.so.1
/fusr/lib/libnmp.so.2

/usr/platform sund4u/lib/libc_psr.so.1

/fusr/lib/dns/dnssafe.so.1

lusr/lib/dns/cylink.so.1

pldd B85 & 38 Zr13lo] Pau = efojneje] 9o 8 ZRugo]l $HOR =
=ohs A ghol B P S TAGY T o] AR vy truss BE S AHESte] £
T sy
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F - the FHe sl £A15] 918 2ok AE AT

Fs o3RO By @ wa g Al

# truss -f -topen, open64 /usr/sbin/in.nanmed

20357: open("/usr/lib/libresolv.so.2", O RDONLY) =
20357: open("/usr/lib/libsocket.so.1", O RDONLY) =
20357: open("/usr/lib/libnsl.so.1", O _RDONLY) =
20357: open("/usr/lib/libc.so.1", O RDONLY) =
20357: open("/usr/lib/libdl.so.1", O RDONLY) =
20357: open("/usr/lib/libmp.so.2", O RDONLY) =
20357: open("/usr/lib/nss _files.so.1", O RDONLY) =
20357: open("/usr/lib/nss_files.so.1", O _RDONLY) =
20357: open("/usr/lib/dns/dnssafe.so.1", O RDONLY) =
20357: open("/usr/lib/dns/cylink.so.1", O _RDONLY) =

A B A B WO W LWW W W

20357: open("/usr/lib/dns/sparcv9/cylink.so.1", O RDONLY) = 4

o] 2 W Aol = A28 SE o] whabgk Wk opu e LR A2 D, A 29 B3] B9
o open) 2 9] 2157} Sof gl U Tk, WHEHgh S AL ehE A 2 EEo] B eholu
225 ol o] o ABe A7

T golByE HEo] & d4HXxd v
Solarls 0S 7] 1 A AL

2 Abgstel Sl so] mejel 7} St

# grep ‘/usr/lib/dns/cylink.so.1 /var/sadminstall/contents
/usr/lib/dns/cylink.so.1 f none 0755 root bin 63532 24346 \
1018126408 SUNWE¢sI

A% 29 o] B cho]uelel sk SUNESI (20], T4 2ol e el) 7] Aol &itS
EAGYT o] ZRAAE $§ X2 dolt AuAE A U] 98] Ba s 9717
2 e o mgo] 5/ Wil 55 TAE A4S £ o FE5
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shu] = ol ol A A Q) A S v Y A g B B = Solaris Security Toolkit
4.1 Reference Manual-S 73313 A Q..

T A e AFE FUA drEske W truss HE S ARSI A L.

20l 24 T4 HDL AHE A B8

# truss -f -topen,open64 /usr/sbin/in.named 2>&1 | \
grep -v "/usr/lib/.*. so.*"

20384: open("/etc/resolv.conf", O RDONLY) =3
20384: open("/dev/consl og", O WRONLY) =3
20384: open("/usr/share/lib/zoneinfo/US/ Eastern”, O RDONLY) = 4

20384: open("/var/run/sysl og_door", O RDONLY) =4
20384: open("/etc/nsswi tch.conf", O _RDONLY) =
20384: open("/etc/services", O _RDONLY) =
20384: open("/etc/protocols", O _RDONLY) =
20384: open("/etc/ naned.conf", O _RDONLY) =
20384: open("naned. ca", O _RDONLY) =
20384: open("naned. | ocal ", O RDONLY) =
20384: open("db. 192.168. 1", O _RDONLY) =

o o o g »~ B~ b b

20384: open("db.internal.net", O RDONLY) =

o A ol 5] DNS A H] 27} / et ¢/ narmed. conf Z-2 :r“é & A} |
| A<} o] "1‘31*«1 HE3kzlo] ¢ 78 FAIStE AS- TAA AS F AHFHh
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2

%o 17} RPC 2= o3 =2 1igiur), 712 g e
iéﬂloi RPC £ E w3 =&
T e AH 2ol A o] 715 % Utk 44 498 &
JEJ%iEﬂﬂﬂ PRI A Vin e A s
,F0EE AP 8 9o RPC E v LRI S ALE
2 rpcinfo ¥ S AMEIA AL

olaris Security

=
k1 ‘i} o] A7} o] MH| A

=
b oy

&

Jo ANy

o W
LMJ
o

ol ™

R R
o> Koo O
olo
OFO

XN

2 of 25 RPCE AL&3lE 58 X2

I
%
s
i3

# rpcinfo -p
100000 3 tcp 111 rpchind

100000 4 udp 111 rpchind
100000 2 udp 111 rpchind
100024 1 udp 32777 status
100024 1 tcp 32772 status
100133 1 udp 32777

100133 1 tcp 32772

100021 1 udp 4045 nl ocknygr
100021 2 udp 4045 nl ockngr
100021 3 udp 4045 nl ocknyr
100021 4 udp 4045 nl ocknyr
100021 1 tcp 4045 nl ockngr
HﬂizgoletdrpCAﬁkiﬂﬁ. 2 /W= LDAP o] A HE o2 A A AR
A4k

EpA A E o e H 5ol FF 2 A o shele] An| o] sk GEe] gl
$ A2 MEFL o] 9 FE dguth o] 2 e U $4 Zeago
$§ Z2IUL AU} oy

dZ o] rusers HEHS 183N L. o] HEH & RPC £ E 3] A H] 2o &3
CL RPC ¥ E w38 T2 13o] AgP3tx] o= - rusers HH S 543 Aoz e}
Yuoh 22038 A5 bSO/ WA A4 Al 23y

# rusers -a | ocal host
| ocal host: RPC. Rpcbind failure




24

9

EE
Hoz

AR T2 o] |2k Al = §l7) wliol Byl ey
letc/init.d/ rpcE5E RPC £E wjg Mu|AS A3 3 T2 o] ZA] A}
E k&=
T T o 4], RPC XZE 1jj33 /\1H]/’\7} A8 Folil rusers AH] =7} A 85t
AEA G2 A5 A Q. o] Aol &3] thE S o] A M A
A7 A54rh

IS of 2.6 rusers AUl HJE

# rusers -a | ocal host

| ocal host: RPC. Program not registered
# grep rusers /etc/rpc

rusersd 100002 rusers

# rpcinfo -p | grep rusers

<No out put gener at ed>

rpci nfo @& o] rusers AH] 2ol 3k g X 2EQ S 2Ex] k= A §- An| 27} 23

<3

StEE FAAEA &Udrta 7Fg sk Aol UL o] 72
[etclinet/inetd.confolA Au]x &S XAlste] AZSH U

[}

# grep rusers /etc/inet/inetd. conf

# rusersd/ 2-3 thi rpc/datagramyv, circuit_v wai t
lusr/lib/netsvc/rusers/rpc.rusersd rpc.rusersd

r oot

AH) 22 g o] A|ZHLe) Q)= A LAI(#)F rusers A B ~E ALE S
Yt AMu| 25 438 sl ™ o =4 FAE A AL TS} 2ol
fusr/sbin/inetd TEA A2 BUYHA 2.

# pkill -HUP inetd
= — pki Il &L Solaris OS ¥ A 701 4 97bA] o] A ¥k AF&- 745U o), of & v 4 ¢
A, ps Bkill WS 242F Abgste] ZRAAE Fa A S A 2L
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< of 2.7 RPCE AHE3hE &8 T2 98 wHsy] 93 diAl W

# 1dd /usr/lib/netsvc/rusers/rpc.rusersd
libnsl.so.1 => Jusr/lib/libnsl.so.1
l'ibrpcsve.so.1 => fusr/lib/librpcsve.so.1
libc.so.1 => fusr/lib/libc.so.1

libdl.so.1 => fusr/lib/libdl.so.1

l'ibnp.so.2 => [fusr/lib/libnp.so.2

lusr/platform SUNWU tra-250/1ib/libc_psr.so.1

l'i brpcsve. so. 19 gk 52 3 o] 53 g o] AH| A7} RPC ZE w33 A]H]|
2ol &S e YT

RPC ¥ E nj3g =2 73 Qo] 28 X g o] FTP, SNMP =+ NFS &2 vt} 2 dut
05 A 2ol S| £ 2 Gl gL] ) W2 e g Apgsto] o) Aul g ENEE e
ﬂ““”*ﬂmzﬂ*ﬂﬁgﬂﬂ&ﬂﬁﬂE1i 28 $AE 5 ALy

o 712 WH S th2 2 2ol netstat WH S ALE S ﬁgqc},

# netstat -a | egrep "ESTABLI SHED| TI ME_WAI T"

o
ru

g

o,
rlo

2%

of AHE FOIAL ALE FQ A2 B2 BT o F Hol,

21 H Lo AFR F=Q) Au)j s 2=

| ocal host . 32827 | ocal host . 32828 49152 0 49152 0
ESTABLI| SHED
| ocal host . 35044 | ocal host. 32784 49152 0 49152 0
ESTABLI| SHED
| ocal host. 32784 | ocal host. 35044 49152 0 49152 0
ESTABLI| SHED
| ocal host . 35047 | ocal host . 35046 49152 0 49152 0
ESTABLI| SHED
| ocal host . 35046 | ocal host. 35047 49152 0 49152 0

ESTABLI SHED
filefly.ssh 192.168.0. 3. 2969 17615 1 50320 0 ESTABLI SHED
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# for pidin "ps -aeo pid | grep -v PID; do
> pfiles ${pid} | egrep ""${pid}:|socknane:"

> done

ol THAAS wHeE By apdola @84 W2 | sof (list open files) 3
B2 AbgskE AU o] WE 2 oW A 27 ojd 9 B I ES AR F1A
HEFYT o & 50 ofd Aol A oW Z A7} X E 350475 AHE FQ1A B
st v WS AR AL

# ./1sof -i | grep 35047

ttsession 600 root 9u | Pv4 0x3000b4d47e8 ot1 TCP
| ocal host: 35047- >l ocal host: 35046 ( ESTABLI SHED)

dt exec 5614 root 9u | Pv4 0x3000b4d59e8 oto TCP
| ocal host: 35046- >l ocal host: 35047 ( ESTABLI SHED)

| sof &) &8& ¥ E 350470] dt exec$} tt sessi on EEA| A Alo] o] EAlof A&

of

& heb e,

| sof X2 AL uf ) AT E YEADL ALgo] Bad A AU EE
8 ZRIRF FHHS DA H el WA 5 AUk sof Xz e
FA Agalel of Aol GEE Ao RE AL XD 5 AHY

I sof TS FHsted ta AN 2= A Q.

ftp://vic.cc.purdue. edu/ pub/tool s/ unix/ | sof/
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419 0] A 2] "MD5 A~ ZE o] thgzE"
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Recommended and Security Patch Cluster, FixModes % MD5 42 E 9o &= I 54
U OpenSSH w2l BhFet &5 A AllA 72 5= 3= Secure Shell®] &6 Mo
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LAY EYO] ¥ gd(ass-nn. tar. 2)S 2=}
22s 7ol e Ohg 4] At Ed gl
http://ww. sun. com security/jass

. B4 AR zeat Ltar RS ALEalo] Aue) Ao ~XEg o] u]E %

# zcat jass-nn.tar.Z | tar xvf -

A7 nn e RESEE HA HAY U
ol S A5 dAA 2 dHEL o jass-nn 3F9 HEZ I} ZAAFH YL o]
0]’14 ‘:] E“EE] o] == X.= Solaris Security Toolkit H#Ee] 2 A#H o] Eo|Ud5HF
e,

I

pkg A 2=

. AT E o] v £ 9} (SUNW ass- n.n. pkg. 2)S o 2 =3 o)
22 9 g 9o syt

http://ww. sun. com security/jass

Edo] thE 2= Fol of#wo] 3= B

PN
A A ALEEHA A 2.

_Y&
o
Y
Lo
oft
=
_Q
i
o
il
o
fiu

. unconpress HH S ALg3Ele] AT EYo] v E 3AS A tHEg ] FE3 T}

# unconpress SUNW ass- n.n. pkg. Z

. oFejol A E A pkgadd BHS A3l Aol U Eelo] 2T E o] W
.

# pkgadd -d SUNW ass-n.n. pkg SUNW ass

e R EsHE = 24 wd gy
< 38t [ opt ol SUNW ass B F 2] 7k 2 gyt o] a9l t el =
. Solaris Security Toolkit Tl glE 2] @ A3ty o] FoglHFUT
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o 2

Recommended Patch Cluster A E ¢o] g2 &=

WA & Sundll A As, otAA, 7154 2 HotS 93t Solaris OS A2 A &-317]
el deag ek 7 #HAle] A 331’\37} A= Aol Al &E Bt of5

<83yt #4I Solaris OS Recommended and Security Patch Cluster7} A| =5l o] A
A E =5 B A7) fef o] Aol M HAl A S AHE R Eshs el s A2 A
gyt

T = A= AA 7] Aol v A 2T oA = ol E] fA B 7)ol A E
B7bstaL Bl =B A Q.

Recommended Patch Cluster 22X E o] 42 &=

2] Fe 2 E AAsk7] el 7§ 9 2] README 3 3 7|8 Al g5 = dus 3
Bt L. o] Arel= TF WA Y AHE AA6H] A °ﬂ dofof &= At A

BT £y

. & F24 9] SunSolve OnLine ¢} Ao Eo A HA g% 2| AHE 23],

http://sunsol ve. sun. com

. AZ A ukj o] wl 9ol Q)= Patches ¥ A5 THU T

. Recommended Patch Clusters ¥ 35 F+5 1t}

ahol 42 Aok 2lo] EAH T

. Recommended Solaris Patch Clusters % A}l 4] A §}3} Solaris OS B A& A&l gy},

o] o A o] A &= Solaris 8 OSE A B3} 215 t}.

A% #Fr)e HEOSZ A3 L2 SHMHTTP £= FTP)S A ¥d1 Go
[Bh=

Bek3A Fol G ol EoE A% ek 44t EAF U

Gl

R
-

sl e 26 A%

. 7OL§].9E /\]/\EHOE_ HD]— 40

& ehHEHA ol EFYth
(scp(1)— Bt HAL (dA A 22 09) ¥
& AT

b
3} o] scp BHE AL§EAIA 2

# scp 8_Recomended. zi p target O1:
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8. S /opt/ SUNW ass/ Pat ches Tl &l E 2] & o]%&t1 ¢+&S FU

=
[EEae=a%]

q M

2

7

3= of 3-1 3% TYS /opt/ SUNW ass/ Pat ches T HERZ o] &

# cd /opt/ SUNW ass/ Pat ches
# mv [ directory in which file was saved/ 8_Recormmended. zi p .
# unzi p 8_Reconmmended. zi p
Ar chi ve: 8 _Recomended. zi p
creating: 8 Recomended/

inflating: 8 Reconmmended/ CLUSTER_README

i nflating: 8 _Recomnmended/ copyri ght

inflating: 8 Reconmended/install_cluster

[ ..

th2 Het 3]7] A & th&E =3} Solaris Security Toolkit A E 9ol & A dslH @
A Y2 AZEY o7} Ao m AA Yt

&

& — Recommended and Security Patch Cluster 2232 E ¢|o] &

/ opt/ SUNW ass/ Pat ches t] & E2]o] #4314 ¢&2 4§, Solaris Security Toolkit
X EolS AT ) G v A1A 7k A FHYTE O8] A el 2ol A 7k A st
= AAE AgH A SU2EIL gle A5 o] WAIAE FA = P U

FixModes 22X E ¢o] T} &2 =

FixModes= 7] Solaris OS t] N E 7] 2 3 Al-& HIS
A JuUth. o] H e AFE AIS sl AA HobS AA 7
S A S F Bk A8 A= A 2Hof fjgk A oA

= — Solaris 9 OS E g] 20| A & o] Al FixModes A E ¢j|ofol o]3] W7 % 74 <
713 ALE AgHE A E] el WA RFY S Ly BAF AZES o] H HER A
FEA g AT EY ool 9t 2 Y EEY AFS Aghe] syt d 8357wl

FixModes & E o] 7} o] 43] I @ 3t}
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v FixModes 22X E ¢o] t} 2=

1. U5 A oA ARG o] =2 H 39U H FixModes 22 E o & T2 =3,

http://ww. sun. com security/jass

FixModes £ Z E ¢] o] = Solaris OS A| A8 0 2 A5 Al Axds

7] 2 WA g 2ZA i Zg Tt 9 o] 52 SUNBEf i xm pkg. ZY¥ Y T

Welol} LA E e AES AT e ThE UL Aol FohE A

E

Jmlo

# scp SUNBEfi xm pkg. Z target01:

3. Th3 W3 2 2 / opt / SUNW ass/ Packages 2| Solaris Security Toolkit Packages U]

A=) Oﬂ SUNBEf i xm pkg. Z 1< ¢t&S Z 31 4431t}

# unconpress SUNBEfi xm pkg. Z
# mv SUNBEfi xm pkg /opt/ SUNW ass/ Packages/

Uz e B8 Hel 37] A & th@ 2 =38}l Solaris Security Toolkit 22 ZE 9o &

21 8 5+ FixModes 2L E o] 7} xp& o0 & A =%},

OpenSSH A~ ZE ¢|o] Tt} 2=

weky #7004 AL UEA A8 nEaEE dAA AFHE A4
oF THUITL. 228 W =921 9A 23 ok sha)of T,

2 2183

Ad353E FESH] Yl M by o2 AL = E = Secure Shell 22X E Qo] 2
] Solaris 0S92} 7 HEZ AT = WAl Y ERALY A8 Hd B 2 9o ¥

A& A&y o). Solaris Security Toolkit 2~ E 911 o7} et BE Bt
S A &3}e] 9, Secure Shell 2Z E ¢o] A& o] 9lojof gt}

57 AL

Z — Solaris 9 OSZ AF83= A9, AZE o]} 37 A8 5= Secure Shell B A&
AREBHA AL Q.. o] B4 9] Secure Shell Sun®] A9l 2ol o 3 A A4 offe}

BSM(Basic Security Module) %2 TFE Solaris OS H.9F 7] %52} S &3t}

ﬁ
mlo

Secure Shell®] A48 # A
Aol AFE o dFUH

iy

Ao that A1 xxsl o] A 2]

o
T 3
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312 Mujx 2 gl (E3]in.telnetd, in.ftpd, in.rshd 2in.rlogind &<
)& AR =7Hs skl Eu

Secure Shell& AF-&-3tW &Yl FTPE AHE-8he 74 -§-9F whb7FA] 2 A] =8 of] a2~
8} 2= 9) 2=}

OpenSSH &~Z E{o] T2 &

T — AW 7} Solaris 9 OSE 28 T2 4 HEZ A|F % & Secure Shell 43X E 9] ]
& AF&-3}aL o] A9 OpenSSH A X G AE

t}$- Sun BluePrints OnLine 7|AFS 2] 12, 7| Aol Yo &= A A& AFE35le] AT EY
& e RESAA L
OpenSSH A 3+ 2 7] Wi el #43F Sun BluePrints OnLine 7] AF¢] "Building and

Deploymg OpenSSH on the Solaris Operating Environment"+= th5 9] X el A 3t& 4
A

http://ww. sun. com bl ueprints

E= A A A & 4 0= Sun BluePrints 331 A4 Q1 Secure Shell in the Enterprises
01 01 _H%_/\] )\‘I o

D}E BE Het 7] A & the 2 =38}l Solaris Security Toolkit 2~ E o] & A ) gt
¥ OpenSSH £ X E g0} 7} Ab5 o2 A A gt}

F9| — Zrstd A 2~Hlol| A OpenSSHE A atdsh#] @il 7shd A ~®o AudelE
A 5HA] v Al Q. 5 U3 Solaris OS W&, -3 2 R =F 2 3sl= H 29| Solaris
0S Al *E“(c‘rﬂ Solaris 8 OS, Sun4U(sun4u) 2 64H] E)S 283+ OpenSSHE H 3+
st Al Q. 48 SSH HM% T3 A9 Aupde] Ha glsyh A A9
o o & fﬂuﬂraﬂ% 71s= Algete Aol BA YU 2 A 2=E Xl°M o2 Ay
delE ARt Gt sl e A Abdel Ao E 75 AAFE 7] el
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ol = A o] LA }oﬂ A 7HA] BEd 7= sy Th

MD5 AT E o] t}ea =
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A2k &, 0] 5 Suno] &nFEthal FUN % A3 vl alsle] & 7pkA] gF2 AF-8-Alol| 9]
%73517%1% obAl =T AL (A Hol= A ekl £A4X) f\l*g‘ ol A
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v

1.

MD5 AL E¢|o] 2 &

e 9 Abo] Eol Al MD5 ©] & u}%izwu}
http://ww. sun. com security/jas
MD5 Z 2152 b5 s 714 Bl gt = 1 vl EZ Y

Bdoju ShA e B AFES Agske ohE W
& Qb BskE Azdo R o] B3t
ol scp RS A A L

o =2

kY

< AF&-3le] SUNBENUS. pkg. Z

byiRel)

$ 52
£

=
o
=

# scp SUNBEnd5. pkg. Z target O1:

. O3 H) 523 Y38 ALE-3le] U S/ opt / SUNW ass/ Packages 9] Solaris

Security Toolkit Packages g Ez|d] %S F31 o] 5 FYth.

# unconpress SUNBEmd5. pkg. Z
# mv SUNBENd5. pkg / opt/ SUNW ass/ Packages/

MD5 4 E ¢j|o] 7} [ opt / SUNW ass/ Packages T @l E 2] o] #74% 3 Solaris
Security Toolkit 22X E 9] & A3t H 3ld 2ZE o) 7F AXFH Y}

MD5 ©]xlo] A5 - o] & AF-E-8Fo] Solaris #| 1 Bl o] EjHl o] =5 F3f A|=Fel 3l
=AY Al FAYS AT D 5 UF YT Solaris A<= H o] B H o] 2ol T g A}A]
?ﬁ 4 B.= Sun BluePrints Oane 7] A} "The Solaris Fingerprint Database - A Security
Tool for Solaris Software and Files"ol| 1514 T},

(18 4) o3 9141 9] Sun BluePrint §] Alo] Eo|| 4] Solaris Fingerprint Database
Companion ¥ Solaris Fingerprint Database Sidekick 22>~ E ¢ & &2 =341
A gyt

http://ww. sun. com bl ueprints/tools

oje gt B =75 MD5 2 Eg o]} g A skl AFEEH Al . ol F EE

MD5 A ZA4 <] dlo]Ejw] o] 2o tsl] A]2~F] o] XS HF 3= —liﬂlié kAl gk
SUtt o] 2d =S A AFE3Fe] B okyl A| ~El 9] Solaris OS ©] 72 B wpd o] B4

e AL

ol gt = ¥ o} = = 2 32 Sun BluePrints OnLine 7] A} "The Solaris Fingerprint
Database - A Security Tool for Solaris Software and Files"]l t}5 1t

U2k Hot =59 A48 2213 O]E Yt} Solaris Security Toolkit 432 E °ﬂ
o] @ 27} Hol AT E o] = M;g O}J_ 28317 Aol MD5 A 34 S AFgsle] T

/‘é% 5341 A1 L. Solaris Security Toolkit®] Th-= = 5| o] 2| o] A| MD5 A A4S ?‘
e 91%‘4 o},
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Ac o 32 =P R0 HEHZE ALY oA

# ./]jass-execute -h
usage:

To apply this Toolkit to a system using the syntax:
jass-execute [-r root_directory -p os_version ]
[ -q| -0 output _file ] [ -me-nail_address ]
[ -V[3]4] 1 [ -d] driver

To undo a previous application of the Toolkit froma system
jass-execute -u [ -b | -f | -K] [ -q| -0 output_file ]
[ -me-nail_address ] [ -V [3|4] ]

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -q| -0 output_file ]
[ -me-mail _address ]

To display the history of Toolkit applications on a system
j ass-execute -H

To display the last application of the Toolkit on a system
j ass-execute -|

To display this hel p nessage:
j ass-execute -h
j ass-execute -?

To display version information for this program
j ass-execute -v

#
%312 A8 Vs HEE A4S UEsta 7F sl dis) Ayt
# 3-1) ass- execut e9} A ALESE WHE A
g4y
-2 AaFjo] Bt TRkl S FaehEA WEF UG
-b A I ALEEUT HE A3 A o] Tl FEoE WAH BE IS
dek F Al awS A FElE At
-d 59 BEda Addgd =geli & AP
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#3-1j ass-execut e?} | ALESlE HEE 34 (HS

My

iz

AT A AR T B o]
ol Al ol ool tal o)A ek 3

-h ALg 7 3] TR E Aladt | ass- execut e =S H WA A S FAF YT
-H Al 2=l A Solaris Security Toolkit Z2ZESJo] 9] 9§ &
-k u oA T AR U T HF ds) Ay o] $oll o R MAT HES REFY T
-1 Al =Bl o] A Solaris Security Toolkite] & 2S FA o
g5 A8 A% A F4E 2yt

HS A A4H U2 Bk

=P -1 root_directory A3 A AR-E-H U T
Solaris ¥ A A 2] OS AL AATUY. F24& uname -r 3 FL U

-q st g =8 TAE FAFYT B Fs sdolgalx FuTh

-r - p os_version®} FHA| A& o of F )
j ass-execute A3 Fol|l A&H = FE fHAELE AU 7| EH o8 FE
g A 2"/ Yt o] FE ¥ EE] = Solaris Security Toolkit (JASS) $7 ®
4= JASS_ROOT_DI Rell <& A <] g1t} B etE = Solaris OSE / & S8 A% 7}
Utk dE 5ol /mt ol JAE L ER = HEY OS tHEZE Hetete] = 7
F-r A4S AREsk it & A Th

7t A RS W AL AT St Al ot s B Uigh ZRZES 3 A

B HE FAE ABFYT -d, -a, -h, -1 == -H S ) AHEE 5 flsU T

2o Wl JRE FAFY

Vo A A EE o] A RALE e A Y o

8 24l Fol £Eo W
% Fol A4

3
ZI 'E‘Oﬂ =170

3
oy

o
le

ol

O

-?  AFR 7SI S R E AT j ass- execute B WA A S FA T
5HE oA jass-execute BRI A ARE 7he E FA Ol Bl AR AR
s 45 FE3A AL
m 479 0] A o] A} F A"

m 477014 9] "= FA FA"

m 4830 %] o] "=gtolH] FAd"

m 499 o)A o] "M -1 FA| A"
m 4990 x| o] " o FA"

m 503 o)A o] "I A AE At
m 50F o)A 9] "EY o FA"

m 51701 A 9] " =¥ FAA"

m 51de] X "R E A EF FA"
m 529o] x| o] "AE HA A"

rlo

Drivers HH Ed & ZFZ3AA Q.. AT E ¢o] 9

AE b5 Eebolu o] AR
9e + A

FHA el 571 =efel W 71 9l

=20
hl
KR
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S-3 2ol secure. driver (2 sunfire_15k_sc-secure. driver 32 A3
A 2AHE)E A8ty

i

A= 0 33 5 HY BT A AZE o] 2y

# cd /opt/ SUNW ass
# ./jass-execute -d secure.driver

[ NOTE] The follow ng pronpt can be disabled by setting

JASS_NOVI CE_USER to 0.

[ WARN] Dependi ng on howthe Solaris Security Tool kit is configured,
it is both possible and likely that by default all renote shell
and file transfer access to this systemw |l be di sabl ed upon

reboot effectively |ocking out any user wi thout console access to
the system

Are you sure that you want to continue? (YES/NO [NQJ
y

[ NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.1.0

Node nane: uf udu

Host 1D: 8085816¢e

Host address: 10. 8. 31.115

MAC addr ess: 8: 0: 20: 85: 81: 6e

OS version: 5.9

Dat e: Tue May 4 16: 28: 24 EST 2004

[...]
AHE 7bs et Evtel o] 24| 522 Drivers tl 9 B2 & F2EIA 2. 2T E Yol
A2 W zlo] F7h metolw 7} 9l 4= gLtk

2. A]Z=¥lo|| A] Solaris Security Toolkit 22 E gl & A gt & Al =85S A FEJeH ¥
Axbgol A &gy,
sk 2]) Tl FekoldES] A o] vkt AU o] 2 @ Aol = AH A8
A 2T E ALS Boh AV G FH ALS B7F 3 A E B0 Al o] E eroln
ele] A7 23 AF U Sl E7F Al Al wj7hA] o] & 4L a
= A FEUTh
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AZRE ARET F
s3sol 4 o] Al ) 5 B A L.

7S A e 78‘-°r LFE 743t 533 R0 A Solaris Security Toolkit 4~
Byt

’ Eﬂo—] 1;].)\] /\1

Ak A

Solaris Security Toolkit Z2ZE ¢ - a A4S &3 THAF A& Faato] A =Flo]
Hot el S Fsher 38 9)\’1514‘:} o] 132 2 e AJ2d 9 4
o] 18] &gepi=A] of F4E of)} O] ol AHg- %7}‘8 SHA E T A 27F A 54
A ob 11]745] ii?—?ﬂﬂ H7Z1A 7 ghA] AAH A=A ASTUT o] 7]sel o

3 AAS R 6 e FEIAA L

Ze o] ) A28 AASHE ALS dAl:

# jass-execute -a driver [ -V [0-4] 1 [ -q | -0 output-file ]
[ - m email-address ]

O —
T A 54
-h FAL ALE 73 349 RS AT j ass-execut e 2 WA A S T A
gyt
H

= o34 A -h 4 =4

# ./jass-execute -h
To apply this Toolkit to a system using the syntax:
jass-execute [-r root_directory -p os_version ]
[ -g| -o output_file ] [ -me-mail_address ]
[ -V[3]4] ] [ -d] driver

To undo a previous application of the Toolkit froma system
jass-execute -u [ -b | -f | -K] [ -q]| -0 output_file ]
[ -me-mail_address ] [ -V [3|4] ]

To audit a system against a
jass-execute -a driver [
[ -me-mail _address ]

pedefined profile:
-V [0-4 1 [ -g| -o output_file ]

To display the history of Toolkit applications on a system
j ass-execute -H

3 HotAZEQo MR 47
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ac of 3.4 A A -h 34 &8 (A%)

To display the Tast application of the Toolkit on a system
j ass-execute -|

To display this hel p nmessage:
j ass-execute -h
j ass-execute -?

To display version information for this program
j ass-execute -v

Note that just the driver name should be specified when using the
'-d" or '-a' options. A path need not be specified as the script
is assuned to exist in the Drivers directory.

The '-u' undo option is nmutually exclusive with the '-d" and '-a'
opti ons. The default undo behavior is to ask the user what to do if
a file to be restored has been nodified as the checksumis

i ncorrect.

The -u option can be conbined with the "-k', '-b', or '-f' to
override the default interactive behavior. The use of one of these
options is required when run in quiet node ('-q').

The '-k' option can be used to always keep the current file and
backup if checksumis incorrect. The 'b' can be used to backup the
current file and restore original if the checksumis incorrect.
The 'f' option will always overwite the original if the checksum

is incorrect, without saving the nodified original.

= ot &4

LIS
~d Eeholn] §4 & SYY wEol A 4Pd SetolME APt

-d 547 7 =etolv & A A & oF e th. Solaris Security Toolkit 2~ E ¢]o] = 3
7he A HES] o]F ol Drivers/ & 22Ut W@ Ecdl= 2AHE o574 Y

shel H o,

off

P -d S 0S A8 S gl

ut

Z'S_-u! -Hv 'h —CEE -a —}%ﬁj’}
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-d =2tolH F4 & AF8-3hj ass- execut e 73t A thE I vl g 29 S A

ac o 35 d A -d kol A &4

# ./jass-execute -d secure.driver

(-]

[ NOTE] Executing driver, secure.driver

Solaris Security Toolkit Version: 4.1.0

Node nane: uf udu
Host | D: 8085816e
Host address: 10. 8. 31. 115
MAC addr ess: 8: 0: 20: 85: 81: 6e
CS version: 5.9
Dat e: Tue Cct 4 16:28:24 EST 2004
[...]
AR $H A HA

=9 o] Solaris
Securlty Toolkit ¢;E€’rﬂ°1°ﬂ o] Ahgow A ¢HE S HUE U= AAE
AgdUeh Az 30 B = e A& AREete] A2 AP EE RE 2

Fobm gy

Az $H FAS ALE3Fo] sunfire 15k_sc-config. driver & 333} Solaris
Security Toolkit 4 82 th&3 H] Syt

# /J ass-execute -mroot -d sunfire_15k_sc-config.driver
[

aris Security Toolkit 222 E o] 7} gk A| 2~ ¥lo| A A &5 3145 dd s}
3k A ]—3‘ AgFUrh A8 HAHA=A of §-oF A aglo] e A3 d
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== of 3-6 A A -

e},

Z+A

ot

g3 v%E 2L %

wA =

/jass-execute -H
This information is only applicable for applications of

# .
Not e: is i i
the Solaris Security Toolkit starting with version 4.1.0
The following is a listing of the applications of the Solaris
This list is provided in

Security Toolkit on this system
reverse chronol ogi cal order:
12:20: 19 (20040631122019) ( UNDONE)

12:10: 29 (20040631121029)

June 31, 2004 at

1.

2. June 31, 2004 at . 10:

3. June 31, 2004 at 12:04:15 (20040631120415)

o] &9 Solaris Securlty Toolkit 22 Z E g0} 7} o] A]zwlo| A A ¥ A 3 % ¢l a1 wjx]
< Yy

./jass-execute -1
Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 4.1.0

The | ast application of the Solaris Security Tool kit was
June 31, 2004 at 12:20:19 (20040631122019) ( UNDONE)

1.
=9 7d 4
-0 59 Y FAHLSjass-execute Ao F& FE€ S H) A £ HLdR
2 QA A
o] ¥4 JASS_REPCSI TORY U E o] HER = 210 = o} F J&= T4 &<
Yt} o] 3542 Solaris Security Toolkit 2 ol o] 3] A/ == AFdgt ko] Z5 o] gl
7] WZoll 3 =¥ Huld AZ2S B8 F3E o {83yt
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acof 38 A A -0 A Y

# ./jass-execute -0 jass-output.txt -d secure.driver
[ NOTE] Executing driver, secure.driver
[ NOTE] Recording output to jass-output.txt

st A Tl 1 == (st di o) Z2EF |t Solaris Security Toolkit

o] &A1& JASS REPCSI TORY HlH E o] HEE = 20 o 8 4] ok
Yth -0 A3 v S2ak A, o] 54 53] cron A9 S FobIY = HIEY A A2 S
&3l Solaris Security Toolkit 222 E 9ol & A3t uf F-o] ).

of AL -d, -uEE-aFd T ostuet A AR S AU

# ./jass-execute -q -d secure.driver
[ NOTE] Executing driver, secure.driver

FE YR §4

-r FE OEED $4Ljass-execute A3 Fol AMREE FE A EDE XG5}
7] g AdU T -1 A AR 3 -p 32 ARESEe] S5 (0S )‘ﬂ%ﬂ% 7g ol
of FUrh -p 342 P24 unane -r ol 93 A= F4 9 F5FY

VAR oR FE AN LAY I EY =/ YU o] FE U EY = SolarisSecurity
Toolkit 7 ¥4 JASS ROOT_DI Rell 9] 3] 2] Yt} Ko%= Solaris OSE / &

3 AHE ZhHe Ut A& B0l /mt ol YA E v ER = M= OS U EYE EO}
st AF-r S AREstel fmt S AT B A HETE S 08 o] v A
of &gyt
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- U 45 &3l Solaris Security Toolkit 222 E 907} 73} Fol| Fa == A ~8 +4
M AR AL FAFUG 4 TR 2AHES -u s 2 A AT = U5
. B8} Solaris Security Toolklt-/] "3 A8 F A T 7 Ay Tl A= AAA

Y /
sl ) BT of 7150 the AA S AR 4 3L R4S,

Al F 4 gE e HEE AR A

# jass-execute -u [ -b | -f | -k ] [ -a | -o output_file ]
[ -me-mail_address 1 [ -V [3]4] ]

JumpStart L E A AZE o] s

JumpStart 5 =+= JumpStart A1 €] rul es 3t ol 4 H Solaris Security Toolkit =
gholH] o] of s Alo] g Yt}

JumpStart ==& A& 5 B L. 5 7 23 A 9.

o
ol
flo
tilo
ﬂ&

FAEA 2

JumpStart 7] <=0l th gk 2}A| gk A B = Sun BluePrints A "8 A JumpStart Technology:
Effective Use in the Solaris Operating Environments 3323 Al Q.

v JumpStart =0 A AL E 9o A3

JumpStart = =] 4] Solaris Security Toolkit 222 E 9o} & 4 &8} H JumpStart $H74
o &% 3 JumpStart A X ¢} AHE FE ATHES] AFZA SEF5ofof Ft
Solaris Security Toolkit 2232 E 9| o] & A}-&-2} 317 o] 53L st el gajA =5 4S
FxsAA L

1 Egfolme] BE A5 54 A 483 F, JumpStart 7| W T2 E At Feol
AEZ AAFU .
o] P2 FEo|AE ] ok ZFIZEA T} P H S AFE-st] P Y]
ok> boot net - install
AR 7t ¢hmE & Al 2=Hlo] ]umpStart A Eofe o) AF-EF T
Al 2=glo] ZukE T4 AEfol lojok YTt st &Y Foll Fefe]AdE] FA o]
@aﬂ4@%qqnwyifﬂﬂbHﬂ*&%h%&aae& 27}, qH) 28 %
=]

AALE B7L 9 N B A o7 i cholnejel A7t Ea 4 dge 2
AT TpA] A% W7bA] ol & A S 24 ekt
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Call) HI¥-2 AFg3H= AR Y g4 0.2 AL g3 5 AFU T
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o] & 87 A9 42 Solaris Security Toolkit 222 E 9o} & A d3}7] e &
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| og. txt 2= shelo] %% shels FUe ol relo] EAshs 49 gl
Rzl on e 8 Aol e 5]

al
F FEAE U o2 oA ey,

acoa2 38 AL 5 A A9 4] 29

# ./jass-execute -u

[ NOTE] Executing driver, undo.driver
Pl ease select a JASS run to restore through:
1. January 24, 2003 at 13:57:27

(/var/ opt/ SUNW ass/ run/ 20030124135727)
2. January 24, 2003 at 13:44:18
(/var/ opt/ SUNW ass/ run/ 20030124134418)
3. January 24, 2003 at 13:42:45
(/var/ opt/ SUNW ass/ run/ 20030124134245)
4. January 24, 2003 at 12:57:30
(/var/opt/ SUNW ass/ run/20030124125730)

Choice? (‘q to exit)?

o
ole] Aee 60% o] i3} Solaris Security Toolkit & Z E 9o} =
g2 A e S 2k 7 A S ALY S, A HA Ao
Aoz "]Z—.L?—f}oq "]’“Q“XV} A egh 2k 7 74]*0117‘1 o] A =4
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undo. driver: Perform ng UNDO of
[/ var/ opt/ SUNW ass/run/20030124135727.

undo. driver: Undoing Finish Script: update-cron-allow fin

[ NOTE] Undoi ng operation COPY.

cp -p /etc/cron.d/cron. al |l ow. JASS. 20030125223417
/etc/cron.d/cron. al | ow

rm-f /etc/cron.d/cron.allow JASS. 20030125223417

[ NOTE] Reroving a JASS-created file.
rm-f /etc/cron.d/cron.allow

o] of| Aol A Solaris Security Toolkit 222 E g|o] = HA} 22248 A8 FAetal 73} 2t

A Foll =719 FLS AATYG A FHa ﬂﬁ«] Y2 A 2HE B8] 9%

AA S TASEIE R, A28 FA ZAE SAS o A Z2AAE T
2z

JASS_REPCBI TORYOl $1A 3 = 55 9t 3 3topr] 7 33l zh¢jo] gt RS
3 3}+= Solaris Security Toolkit 2222 E 9o 2]¢l|, Solaris Security Toolkit 4~>2E <] 01
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9e) Hx Aol del(dal A9 F FFOR WA B E AASdE A9 §H F
st g gy
e ale] % o9 Aol g AWAGS ol FE oA FHY Tk

undo. driver: Undoing Finish Script: install-tenplates.fin

[ NOTE] Undoi ng operation COPY.

cp -p /etc/skel/local.login.JASS. 20030125223413
/etc/skel/local.login

rm-f /etc/skel/local.login.JASS. 20030125223413

[ NOTE] Undoi ng operation COPY.

[ WARN] Checksum of current file does not match the saved val ue.
[ WARN] filename = /etc/.login

[ WVARN] current = 3198795829: 585, saved = 1288382808: 584

Pl ease sel ect the course of action:
1. Backup. Save current file before restoring original.
2. Keep. Keep the current file, neking no changes.

3. Force. I gnore manual changes and overwrite current file.

Enter 1, 2, or 3:

of Aol A &5 15 Aesh= 45 vh5 E9 o] BAEY

A= 4523 HA T WY S A dA =4

Enter 1, 2, or 3: 1

[ NOTE] BACKUP specified, creating backup copy of /etc/.|ogin.
[NOTE] File to be backed up is froman undo operation.

[ NOTE] Copying /etc/.login to /etc.|ogin. BACKUP. JASS. 20030125224926
cp -p /etc/.login.JASS. 20030125223413 /etc/.login

rm-f /etc/.login.JASS. 20030125223413

—
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qoe] s} A4 Fo] Fow £AH olo] B AFH 245 ASAA L
Ae kel A FAE o] wAN L Y FAL AA 24 e A2 A5
E A9 A 20e ARESY) Hol o] 2AFAA L
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JumpStart A ¥ 3 374 4

JumpStart 37 o] A] AF-8-317] 9184+ JASS_HOVE_DI R(t ar th=E=9] 4 9) =
/ opt / SUNW ass(pkg th& = =2] 4-%) T &F1t2] Solaris Security Toolkit 22~ 5
JumpStart A8 9] 713 o] @l elo] 2 Absof itk 713 o) @k ] JumpStart A v
o] /junpstart Utk o] Zlo] =¥ I JASS_HOVE DI RO] JumpStart A1 H 9] 7]
B gese st g,

o] Aol M= ARE-AL7} JumpStart 7] = ol ©} %8kl 7] JumpStart €74 & AHE S 4 9L

g 7H gy,

Solaris Security Toolkit 223 E 9] | & JumpStart 7- %0l S 33l7] Y= 2 7o &
ARk Q3T

JumpStart 2= -4

. JumpStart A ¥ 2] FE ] A E 2] Solaris Security Toolkit 2% i/‘}?}q 1”/]—.

o] & 9] Solaris Security Toolkit ©}7}°] 2.7} JASS_REPCS| TORYE FZ = $1
JumpStart AW FE tEEE 7}/ junpstart -9 tha ¥ o] Solaris Securlty
Toolkit ~2~E EAFSHY U

# pwd
[ opt/ SUNW ass
# tar cf - . | (cd /junpstart; tar xf -)

I HH2 © 2 Solaris Security Toolkit A E 9o} = B5-& JASS_HOVE_DI Ro] 7] &= &t
JumpStart A/ # 2] SI _CONFI G_DI Rell A ] g1t}

. Solaris 2.5.1 OS sysi dcf g L& 4 3t= 4% AT FA S

JASS HOMVE DI R/ Sysidcfg/Solaris_2.5.1 g &g shp= byt

Solaris 2.5.1 OSZ AF& %91 Z$-, JASS HOVE_ DI R/ Sysi dcfg/ Sol aris_2. 5. 14
sysidcfg U2 214 AFEE 4= gl5 YT ©] Solaris B -2 SI _CONFI G DI Rl 2

3 HE ] 59 E]E“EPJ o 97| ek< sysidef g I} nk x| 915} 7] W&} Solaris
2.5.1 OSell A o] Algks o771 9130 Solaris Security Toolkit 4232 E 9] o] of] =

S| _CONFI G DI R/ sysi dcfgeo] glom, o] &

JASS HOVE_DI R/ Sysi dcfg/ Sol aris_2.5.1/sysi dcfg 3ol &35t}
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3. O WH#E o2 JASS HOVE DI R/ Drivers/user.init.SAVPLES

JASS HGVE DI R/ Drivers/user.init® A&t}

# pwd
/junmpstart/Drivers
# cp user.init.SAMPLE user.init

. AE]E JumpStart A H ol A H o] 3l 9 JASS_PACKAGE NDUNT e
JASS_PATCH MOUNT®l| dgt + &5-& JASS HOME DI R/ Pat ches ¥

S
JASS HOME_DI R/ Packages H# Eg|o et 2ulE A2 53 ?;%141:}.

. SI_CONFI G DI R/ pat h/ t of JASS Z-¢] SI_CONFI G DI Re] 319 t] €& 2]
Solaris Security Toolkit 22 E ¢]o] & A4 5}# = A% user.init Bdel S-S
F7Fd o

o

O

if [ -z "${JASS HOVE DIR}" ]; then
if [ "${JASS_STANDALONE}" = 0 ]; then
JASS_HOVE DI R="${SI _CONFI G DI R}/ pat h/ t o/ JASS"
fi
fi
export JASS HOVE DI R

. Solaris Security Toolkit =2to] ¥ (¢]: 7]+% secure. dri ver)E A8 AY 2 S

U,

m hardening.driver ¥ config.driverd g5 RE A2 HET} A& 5 o]of
3= 7% Drivers/secure.driver ZEZ rul es 3ol 37154 A 2

m A8 2T HET] AL8E A9 T IS EARGE & ALES A AL

THoHE 4R T rul es Aol 3t &S A7

a2 o} vl oF T

hostnane inbulu - Profiles/core.profile Drivers/secure.driver

Solaris Security Toolkit 232 E oo X34 92 ~IHEE Ao +431A
YAl L. Solaris Security Toolkit 222 E 9]0 <] A} P2 o] & 42l U]—O] 121] o]
S sl gskr] 9l I AL AREA Ao S AR FA AL
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> 10
|

Solaris Security Toolkit 232 E 9o} & A3 % 02 7] JumpStart 373 ol &31317] 9
3 = v sl e 5 sy

5%t JumpStart M| 7A 2 &2 69



70

8. Solaris Security Toolkit 223~ E 9J|o] 9} &7 #| 3= &= sysi dcf g IL & AH-&3}of

JumpStart S 2}|AE HAAE Z}Ei}é]—a]h Ae Ag Ve AT}
JumpStart Ao A sysi dcf g FU-S & £418HE Foll LF77F A sHE 45 9
o] AA W&ol FAE U

o] dej = BE 74 9AE ¢4 § SodE
AA A2 Fol OSE 7&5}0} At Hasket = Q)

Fa

ol

of| Al JumpStart 7] &S AL

il
i
A

JumpStart ZZ =3} Bl Z2] E A&

JumpStart Z 23} B8] EE JumpStart R Eo| A AFE-E = oA YUt T2 5}
dof A B A A 141“9“ 2 Sun BluePrints " A JumpStart Technology: Effective Use
in the Solaris Operating Environments 3231 Al L.

JumpStart T2 3 RZZES JE Aol E A S F sk oA =
LR 3 Es}o] "}QX]' %Lﬁ"ﬂ"i A3l oF sk ¥
AL

Z 29O AME S A 3 - Alo] Eof BHA| =4 84 A 2. Solaris Security Toolkit 4~
ZEolol et GHOIEZF ALEA HolE HA & 7 JoBE &S FHTHA viA
Al 2

.

U5 JumpStart 2= = 3} o] Solaris Security Toolkit 22> E 9 of o] 35| o] glF T

m 32-bit-minimal.profile

m core.profile

m end-user.profile

m devel oper.profile

m entire-distribution.profile

m oemprofile

m m ni mal - Sun_ONE- W&- Sol ari s*. profile
m mi ni mal - SunFi re_Donai n*. profile

th 9l A olelet TR Tkl ols Ay E.

32-bit-mnimal.profile

o] JumpStart ZZ 3} -2 320 E H 43} A 2Elo] ek A H o AdwAl
JumpStart Z 23 Pt o] LR A HAstE Al 2~Hle] RS 9 e A <l
A2t ol ™ mi ni mal - Sun_ONE- WS- Sol aris* .profile %43 23 HE t]3l
AlA 0 2 AREH A5 U T
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core.profile

o] JumpStart L 23} 2 7} 2H-2 Solaris OS Z 8] 2~ E ¢l SUWCr eqE A A gy o).
EVEM o] FE B 2¢ S X3 EF AGsh= A el v 7 74

& oA syt

end- user. profile

©] JumpStart >~ = 3} 9> End User Solaris OS 22 2~E] ] SUN\WCuser % Z 2 A2 3]
AZF A = 253k7] 18] B aF 5+ 709 Solaris OS 371 A & A A et w5t FE
2 g Sl AR 2eke e S vaa £do] Fog Ytk

devel oper. profile

°] JumpStart 222 32 Developer Solaris OS 2 2] 2=E] SUNWCpr og 2 Z 2 A2 3]
A7F At & 2sakr] 918 Ead 5 7H 9] Solaris OS 371 4| & A A § 1t
core.profile Ao 7o) Solaris OS & ~F & AA4E FL3 & 74
Aols vad £ FE Y 2¢hS ¥3ets AYgyTh

entire-distribution.profile

©] JumpStart 22 = 3} Y -2 Entire Distribution Solaris OS & 2] 2~F SUNWCal | & A1 %]
AUt o & 22 do) A} o] FE 8l 29 RS et e S v 23
gejg Yt

oem profile

©] JumpStart Z 23U -2 OEM Solaris OS 22 2~E] SUNWCXal | & A x| 3t} o] &
2] 2~¥] = Entire Distribution 2]~ 9] 3 A Eo|| OEMS 2 xﬂ%’— HE A EY
o2 AT

m ni mal - Sun_ONE- W5- Sol ari s*. profile

59 & Z23<Y-2 Sun BluePrints OnLine 71 A} Minimizing the Solaris Operating

Environment for Securitys 7] 2= tH T} o] 7]Abell A thFo] A= B E Solaris OS H

He 54 223dS 7ha 95Utk oS JumpStart 2942 7]/\}011*1 FxEE
A AP

5%t JumpStart M| 7A 2 &2l 71



ni mal - Sun_ONE- W5- Sol ari s. 26. profile

ni mal - Sun_ONE- W5- Sol ari s7-32bit.profile
ni mal - Sun_ONE- W5- Sol ari s7-64bit.profile
ni mal - Sun_ONE- W5- Sol ari s8-32bit.profile
ni mal - Sun_ONE- W5- Sol ari s8-64bit.profile
ni mal - Sun_ONE- W5- Sol ari s9-64bit.profile

EEEEERN
333333

m ni mal - SunFi re_Domai n*. profile

ol o] B = Z23}Y-2 Sun BluePrints OnLine 7] A} Minimizing Domains for Sun Fire
V1280, 12K, and 15K Systems= 712 = FH UL U JumpStart 3 23} 2 o] 7]AL9]
Hx & sdF

m mi ni mal - SunFi re_Donmai n- Apps- Sol ari s8. profile

m mi ni mal - SunFi re_Domai n- Apps- Sol ari s9. profile

m mi ni mal - SunFi re_Domai n- NoX- Sol ari s8. profile

m m ni mal - SunFi r e_Domai n- NoX- Sol ari s9. profile

m m ni mal - SunFi re_Donai n- X- Sol ari s8. profile

m m ni mal - SunFi re_Donai n- X- Sol ari s9. profile
|

72

Fefol Qe F7h 9 A7

F gt 2aYEd e AP mut
So

U5 A B JumpStart B0l A AR
i laris Security Toolkit = E]— 19 o 23l Ao

JumpStart A1 ] rul es Y 4t
AUtk

JumpStart ==& A&t e S B
PR S ERIE EX FRE

s}
=
il

o
-
oX,
ol
ol
)
&2
rlo

739 68¥ ©] 4] 9] "JumpStart A H

add-client 23 HE

JumpStart A ¥ ZF-E S2to]AE F7FE w52 ¥ Solaris Security Toolkit 4~
ZEY oo o] Sl= o] 2AHEES ARSAA . HE I AL vE £ =
of Awxo] glx|vk 7] % JumpStart 7] &2 A8 5] A 2k} Sun BluePrints 41

WA JumpStart Technology: Effective Use in the Solaris Operating Environments 7}1’&
B RS

add-client 23 HE<= add_install _client B% 99 ol o3 AFE
SAF
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AR oAl

# add-client —c client —i server —m client-class —0 client-OS —s sysidcfg

3 5-1<2 add-client ol e enke 45S AE gk
£ 5-1 JumpStart add- cl i ent ™ &
2 e
-c FgoldE JumpStart Ze}o]AEQ] 3|4 7153 TAE o] F
-h AHE G E A e A4 glo]l AR T U A4S BF FAE
Sh=y
- AH o] JumpStart Z&}o] 1 E o] o g JumpStart A H S1E 3| o] =9 IP F

S Jum
2 EE A Ve T2E olE. @S XA o 2 5 1E
o Al AFE-3F 4= 9l AE o] 2~ HEo] TAFH YT

-mEgo|dE-F JumpStart Sefo]AES] 71 A S o] 7k uname -mEH ] &9
G 3 28 P2 o2 Fo] 9t}

-0 FEolAE-0OS JASS_HOME DI R/ OS t] gl E ol A] Al 715310 Sefo]dEe)] X
4 Solaris OS2] 74 . kS XA sHA] Zo™ JASS HOVE DI R/ CS
t] g E g o] A} 7}%5 8k Solaris OS W A E-20] AUt}

- S sysidcfg A2 AR Bl o] ALg-e el sysidef g I o] SolglE Bl
HE e EH“J AeH AR ol 7| EA SR o] gk WHlo] o] &
o] Ed di& A A" 0Soll A FE5 =
JASS HOME DI R/ Sysi dcfg/ Sol aris_version/ HdEZZ 24
AU A A E = 4% JASS_HOME_DI RU] & 2o 443l 7
& AH&EoF Ut sysidefg Tl thek A =R A SFAAA .

Y o] g ualef i W HH

-? AHE AR EA U2 54 flol AR U A B ALY
Ut

j or dan©] 2}= JumpStart 2 2o A EE nonex- j unpst art 2= A E H| 0] 2~ 9]

Solaris 8 OS(4/01)2 A}-&-3to] nomex 2}+= JumpStart A ¥ ol =7}t ¥ o5 add-
client W&S ARt

#./add-client -c jordan -o Sol aris_8 2001-04 -m sun4u -i nonex-junpstart
updating /etc/boot parans

5%t JumpStart M| 7A 2 &2 73




sysidcf g 54& AHE-3te] 5 A3 JumpStart ZEto] A E( or dan)E F71stH ™ o
S WeS Abgsyr)

7 O o0&

#./add-client -c jordan -0 Solaris_8 2001-04 -m sund4u -i nonex-junpstart -s
Host s/ j ordan
updating /etc/ boot parans

74

rmclient 23HE

JumpStart AW ZFE] S| AE A A E estste] ¥ Solaris Security Toolkit 4
zEgolo] ZgH o] Qi o] AAAEE AN L. FH T GHL T Tl
A sl o] QAT 7] 2 JumpStart 7] &> AW A @5 YT JumpStart 7] =l o g
A K= JumpStart Technology: Effective Use in the Solaris Operating Environment& 3t
ES IR RN

rmclient 23 HE+=add-client 2 543 W HoZ rminstall _client H&

T Ay
ALg oA rmeclient [-c] client
o] 714 cli ent = JumpStart Seto]AES] |4 7Hsd T2E o] F YU

¥ 52 rmclient BHE digh &l 8-S A3y

# 52 JumpStart rmcl i ent H %

& T

-c oo E JumpStart S} AE Q] 3|4 7H5e S 2E o] F

-h ARE A E A thE A4 glo] AR T U7 A2 BF FAE
Yt}

-V o] ZRIe W HE.

-? ARE BE FA U8 F4 glo]l AR YT 7 A4S B FAE
h=

j ordan©] = JumpStart el AEE A ASIEH b3 rmclient B S AFE-3)
Al }\] o
H s S

# ./rmclient -c jordan
renmovi ng jordan from boot parans
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AgA B el uol T2l MEES PE D A4 YOS AR A

]:1
S Al Q. HoF L2yl ALE-x} ool )k HHY X] %2 Solaris Security Toolkit
& ARGAE = Ep Aol Bt Het AHE AlE

g

4.1 Reference Manual®ll 9554 t}. o] &
o

At
L
sol, mek 37} ol WREE A2 L] FS AAHFU. ol T Sl AUS A

Lafjof gtS U1 g= AL y_oL} .zﬂ7}_§. 33k o A E 9o]7} quLj\ HIFHo 7

AL Sx

Heja] RER He T2AAL A4 BT 5 At o o] AF 9 ¢

Eﬁ} 9]l Telnet with Kerberose AL&-3hE Ao EVF €Yl ALE-S -ZH o=

78

Q. Q "l 7} =
1:1/1\_./\]'0 = Z:A]‘Egﬂn Xﬂ
o] Hol A= AL A& Aol AHE 7He s A 9 Aol & Aol s A8 EY
o o] Aol thg FHFo] HofelHvh
m 78¥ oA ¢ "EHE A"
m 827 o] # 2] "y B WA A "
m 8470]A 8] 'S 2E o] F, 2T HE olF Y A &9 FH"
=

W S
gk w2 Tlo] s A28 FALehE ALg el

# jass-execute -a driver [ -V [0-4]] [ -q | -0 output-file ]

[ - m email-address ]
Solaris Security Toolkit 2~ E o] ZAL WS AT off & 6-10] L+ - =

= A T dEU T

261 7A BEA A HEE FH ALE
=l My
-a Alzdlo] Mol Z2 S FostEa] HEFY T
-h A8 753 FAH S AlFskE jass-execute BT HAIA S B
Al g
-m EFYE Az S FAZ Ry
-0 EES gdE By
-q Z& g &9 Moleta e ok
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jass-execute -a WHI A AL = A IS AA T AR E TS AS

FxstA Q.

m 793 o] A o] " A FA

m 80F o] A o] "HA} - FA HA"

m 8090 A| 9] "EH B FA"

m 80F oA 9] "H= F A"

m 81F o] A o] A A"

Eew EA &4

-h A2 AE 7Hs3 49 MR E AlFsle j ass- execut e =T WA A S FA|
gyt

-h AL O v 295 A4 FUH

F=of 61 A A -h &

2
o
L)

# ./jass-execute -h

To apply this Toolkit to a system using the syntax:
jass-execute [-r root_directory -p os_version ]
[ -g| -o output_file ] [ -me-nail_address ]
[ -V [3]4] 1 [ -d] driver

To undo a previous application of the Toolkit froma system
jass-execute -u [ -b | -f | -k ] [ -g| -0 output_file ]
[ -me-mail_address ] [ -V [3]4] ]

To audit a system agai nst a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -q| -0 output_file ]
[ -me-mail_address ]

To display the history of Toolkit applications on a system
j ass-execute -H

To display the last application of the Toolkit on a system
j ass-execute -|

To display this hel p nessage:
j ass-execute -h
j ass-execute -?

To display version information for this program
j ass-execute -v

6% AIAHE HoFZAL 79




80

mAAF -3 4 52 A o] ¢hrd u) &9 o] Solaris Security Toolkit 4> 3 E 9] o]
Oﬂ oo AHFez A $AE Fal Ruld 5 = AAE AT A4 1 B
M= thE SAS ARE k] Al A E = B 2o F7hE A gy

}-&-3t o
AR A FHE AH8-3Fe sunfire_15k_sc-config. driver & &% 3} Solaris
Security Toolkit £ 4 S R A S

# ./jass-execute -mroot -a sunfire_15k_sc-config.driver

[-..1]

£ 9o g4

-0 &9 ﬁ}%‘ & jass-execute Ao T S-S U U = dw A
= A4k

o] ¥ JASS_REPCSI TORY U HE o] HER = 210 o} Y&k T4 &<
Yt} o] ¥4 Solaris Security Toolkit 2 g ol o] s} A ¥ = Fde &l E9 o] o
7] Wjiel 53] = BHud A4S T8 e o {83k

o] FHL -d,-u E=-a 54 F shet A AT 5 AF U T

-0 A T v e F9s AT

acof 62 AA -0 A FY

# ./jass-execute -0 jass-output.txt -a secure.driver
[ NOTE] Executing driver, secure.driver
[ NOTE] Recording output to jass-output.txt

#
A~

]
-q oA A3 A4 Foll EF =9 (stdi o) ZEH ]| g Solaris Security Toolkit
=4S v &3 Fy.
o] &A& JASS_REPCSI TORY Ul g Eglo] HEH = 2o o}t 3w T4 eher
q]:}’ -0 9—/\1&]' H])\O]'}" 0] »]%—/\‘j—g_— ‘_E' o] cron X]—ﬁ% = —5—]_7%14, h‘ﬂ_ H]E‘%ﬂ odg%
&3l Solaris Security Toolkit 22~ E o] & At o =g U}
o] FML -d,-uEE-a 34 T U gA AR E 4 AdH5U Y
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-q fAe b T v ke 2 AT

acoe3dA -qA =

# ./jass-execute -q -a secure.driver
[ NOTE] Executing driver, secure.driver

A=A

VA S AL A ae] Ul gk b (verbosity) @S A G F T o] S-S Zhabel
AEE 5 gtk A de AL A S) AuE EASE gEH0] B PHE
AFFULE o5 5o 1000]9] A 28-S HAEHE 2$- 7H Al 2kl dis] 288 sl
o B o AFate] o] Al2wlo] AL E Feh=A (s #HE S sy
a2 v Asahs Alzwle) gis) A3 Gl FFE] s 2 228 A

= AAbE AaY 5 gy,

57hA AFA @0 - 4)0] -V SACE AojHU ) glo] SalgdsE ofm H =
2}8tar o) = o] Ashat=A] wrt st o)) 8] AT Q= Fk AR
= AFdUTh 3 6-200 A dlEo] A E o] AdFYTh

o =
0 EahEE g9E e el 3
1 7 229E0 e S £t 408 dehle B 9. nE 239

3 e RS E wAA S 2Fste] AAl EH S Al st ol #.

4 ofe] P (A 3 A AFE = BE dolH) # Debug 27 7]l
oo AR E BE &%, o ge UMY syt

Z —jass-execute -V HE 3k 7] E AbA @S 39Ut}

CHA Bl ] A g A TE 2 Solaris Security Toolkit 4.1 Reference Manual-S 3H3 3 A 9.



DIERERE ARSI+

iy 9 WA A & B 18 A L A 2FE S Solaris Security Toolkit 7HAF &A1& -4 &
T AF UL JASS_LOG BANNER M == A el 0-2= A8 4= glssydh o]l &
2 FAL A 2 33} 4of] H-g3 ) o & 50, (JASS_LOG FAI LURE ¥ 5)RHS B
13t 5T 7 AEF FHA A F2 WA X (JASS_LOG_SUCCESS M) & Al A
AFH

#6-32 2 WgE S8l Al = e Y B A A BEQd YT (27 Wl o
gk 2pM & A K= Solaris Security Toolkit 4.1 Reference Manual< FrZstA @) 274 ¥
F7hoom AW g F3 9 wlA Ao tial] o] AP EA FEUL Rt R =
7 Wb 12 AR wAA 7 ZAE Y o] 9 g 2 el TRk V] A= E Y
= FASHE AU & 6-30014 24 el s A eyt

27 #g 23 FFof My

JASS_LOG BANNER E Y &4 of WiZf M wiy HAIA o BAIE Ao F
Ytk o] & wAA e ti7) S E('=") B g
(- A T SR P E AR 2
Aot

JASS LOG ERROR [ ERR] o]l MiAMEE oF wlA A2 FAE Ao]F
Hrh 002 AR EH 2 F wAIA] 7F A 5 A
FEFYTH

JASS LOG FAILURE  [FAIL] o] WA WMZE A5 WA 2] 9] FAE Aol F
Yt 002 A=W Al wAlx) 7} A = A
FEYTh

JASS_LOG _NOTI CE [ NOTE] o Wi W= A WA X o] A E Aol 7
Yt 002 AA =W AdF wAIX) 7} A = A
FHFYh

JASS_LOG SUCCESS [ PASS] o] /AWM AT B B3 AE vlAA e
FEAE AAFUG. 002 A d A A
A7t B EA FHF YL

JASS_LOG WARNING [ WARN] o i/ o W AIA| O] EAIE Al
Yok 0o 2 AW 7 a1 w A X 7F YA = A
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Ac of 64 ZAF A WS Haldls dA &9

o5 ¥AS AFES 5 v A A S Botop & uf vl$- F8FUTE ©o] 5 w4
Aao] o atta A7tes oo AEsHAE 288 Hashe 5 sy
o] JASS_LOG FAI LURE(7] E-4k91 12 1T 2 §)2 A 93 E 27 M5rE 0
733 7FAL7} | ogFai | ureol] 93 A== Aol tiaiA vk BTt

# JASS LOG FAI LURE=1

# export JASS_LOG FAI LURE

[setting of other paranmeters to O omitted]
# ./jass-execute -a secure.driver -V 2

updat e- at - deny [FAIL] User test is not listed in
/etc/cron.d/at.deny.

updat e- at - deny [FAIL] Audit Check Total : 1 Error(s)

updat e- i net d- conf [FAIL] Service ftp is enabled in
/etcl/inet/inetd. conf.

updat e- i net d- conf [FAIL] Service telnet is enabled in
/etc/inet/inetd. conf.

updat e- i net d- conf [FAIL] Service rstatd is enabled in
/etc/inet/inetd. conf.

updat e- i net d- conf [FAIL] Audit Check Total : 3 Error(s)
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SARE o]lE, 2O HE o5 2 A7 29l =
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A 0-20l] T S AE ol F, 2AHE o]F H AIF &9 A
Solaris Security Toolkit 7HA} 545 -4 .
BE A9 EAE o8, AAYE o] & EE A7t Aolow FeE

Uth 3 e-doll W7 dd o] sy

E643E 0|5 AOHE o]E U A7F A0l A 3

EEE B% My

JASS_DI SPLAY_HOSTNAME o] nj i 5=
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2}

SS_HOSTNANME vl 7H ¥ 2ol 7] Z g T}, 7]
BAH O 7 o] /4= v 9O H & Toolkite o] AR E

JASS_DI SPLAY_SCRI PTNAME 7|2 o & o] 7/l 423 12 A4 ¥ 2 & Solaris Security
Toolkit 22X E o] 7} 2h 272 35 ko] A A= L 9=
FAL ~2AHGES] o5& AEFUh o] visfHFE T E @
© 2 44 3A Toolkit2 o] FHE EAISHA] FHFU T

JASS_DI SPLAY_TI MESTAMP o] M7l 4E 152 A 3}A Solaris Security Toolkit 22~ E
oI 7F 2t 21 g kel AL A AdE AR ARlS
AR} o] 4 HE JASS TI MESTAWP wjj 7|8 S=0f] 7] %
Fu 7l H o o] Wi ugE o] glong AT ES)

= ol ARE BASHA ZHFUTh

= Solaris Security Toolkit &~ E

s
g
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Solaris Security Toolkit 4.1 #2| A% AM « 20044 10



of| & S0] JASS DI SPLAY_TI MESTAMP Wi /i -2 12 A A8
JASS DI SPLAY_SCRI PTNAME 7S 00 2 A A st g3} v =g 3o AUt

S of 6-5 AAF 21 0] oA =

# JASS DI SPLAY_SCRI PTNAME=0

# JASS DI SPLAY_TI MESTAMP=1

# export JASS DI SPLAY_SCRI PTNAME JASS_DI SPLAY_TI MESTAMP

# ./jass-execute -a secure.driver -V 2

20030101233525 [FAIL] User test is not listed in
/etc/cron.d/at.deny.

20030101233525 [FAIL] Audit Check Total : 1 Error(s)

20030101233525 [FAIL] Service ftp is enabled in
/etcl/inet/inetd. conf.

20030101233525 [FAIL] Service telnet is enabled in
/etclinet/inetd. conf.

20030101233525 [FAIL] Service rstatd is enabled in
/etc/inet/inetd. conf.

20030101233525 [FAIL] Audit Check Total : 3 Error(s)
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o & £W secure. driver.

m AARS e Ho] G A% BE W Zadde) A Teud F shE
AHg3HA1 A €.
o5 £W secure. driver =% abccor p-secure. dri ver.

AHR 7hHe & A A =efoln] o] HA £52] 4% v {1 Alo] Eoll A Solaris Security
Toolkit 22X E 9o H 4 MAL thez =444 2.
http://ww. sun. com security/jass

I R AFE 54 =kl ol Wik A B Solaris Security Toolkit 4.1 Reference Manual
= T L. =etolw o] 7MY FH < H-5 ol tial| 4= Drivers H ¥l =2 & F26H4
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3. jass-execute -a " ®, HoF T2 1ol o] & Ul Adli= S
=
=

S5¢ sunfire_15k_sc-secure. driver

3 of 6-6 TAF A ] oA &

# ./jass-execute -a sunfire_15k _sc-secure.driver
[ NOTE] Executing driver, sunfire_15k_sc-secure.driver

sunfire_15k_sc-secure.driver: Audit script: enable-rfcl1948. aud

RFC 1948 Sequence Number Generation
Rationale for Audit:

The purpose of this script is to audit that the systemis
configured and is in fact using RFC 1948 for its TCP sequence
nunmber generation al gorithm (uni que-per-connection ID). This is
configured by setting the ' TCP_STRONG | SS' paraneter to '2' in
the /etc/default/inetinit file.

Det er mi nati on of Conpli ance:

T HHHHEHFEHE R

[ PASS] TCP_STRONG ISS is set to '"2' in /etc/default/inetinit.
[PASS] Systemis running with tcp_strong_i ss=2.

# The following is the vulnerability total for this audit script.

[ PASS] Audit Check Total : 0 Error(s)

# The following is the vulnerability total for this driver profile.

[PASS] Driver Total : O Error(s)

sunfire_15k_sc-secure.driver: Driver finished.

[PASS] Grand Total : O Error(s)
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Solaris Security Toolkit 4222 E 9] o] = SunSolve Online]| 4| ©] & 7} 3t
Recommended and Security Patch Cluster2] 4 % W& A|-gFt} OS &
g g xel= 7HE kA o' ARRH = s A7 S0l syt

e
iy
H
[

I =] A A

. # 243 Recommended and Security Patch ClusterE Pat ches T gl E2]¢] t}2 &
skl h5E el Al g o

i nstal | -reconmended- pat ches. fin 23 HE7} 43} =elo]|Hof E35] = 45

A% 9A 2e2H7 A5 e Ax P,

Check PointFirewall-1 NGoll 7} &4 o] &Y ‘jr o] $E T2
Recommended and Security Patch Cluster®ll & 01 7 & 54 A7 Do gyt
Check PointFirewall-1 NG+= th& S| A& 2 g =3

m 108434

m 108435

ro O i N

| %] 108434 X 1084352] A X & #}53}3}7] 9 3l, SunSolve OnLineol A &4l M A2
[ = 0}0# Pat ches Y& E 2] o] A3y},
3f 2] ¢] o] &3} 37 add_patch A9 TR 75 S TE3= A2 £8 23
E(d: fwl-patch-install.finE 23l
Zg ~3HEE F 719 Check P01ntF1rewall 1 NG 25 9% ID A 243 %
2% 71%% TEIUY. dF 549,
#!/ bi n/ sh

# add_patch 108434-10

# add_patch 108435-10

OS Cluster A A 2 A X

OS AA & 98 t] =3 Holol-g Ao s ¥, A& Solaris OS 8 ~E & A4 T
t}. Solaris OS¢} 7 AFE 7hs gk thAl 7 €] =] 222~ E SUNWCr eq, SUNWCuser,
SUNWCpr og, SUNWCal | 2 SUNWCXal | % 32 A Esk i Al ¢
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v OS & 2H A4 R AA

1. A& 0s S 2HE AT

o] At AlutEl 9] Hx7F A4S E A8 ey ulo] A& FEek= ol 7] wliTell
A}-& 7153k Solaris OS &3 28 & 713 22 suwnqu Aedh ), o] 37| x =
Cored}a1 % gt}

o] EYAHE AUHoR 2 9 g7 A& X3stE g g2 7|t Ead =
AFYL}. o]t E}% I <= 37 A 7} Solaris OS 2] 2~ A7} 9l T2 a0 &

gHelof of gl
7% xrsed ot the g oldd geld Znde] FAg T

cluster SUNWCr eq

SUNWCr eq A 2] F 2 28 = W31 Sun A7} 20EEA] 7]°53817] 9l8) D524 o] 4|
e 3714 % LIITh 4% 115 S AT F ol el @ el WA AE AASAIA L
. Sun BluePrints OnLine 7]A} "Minimizing the Solaris Operating Environment for
Security: Updated for the Solaris 9 Operating Environment"& %3} 4 A Q..

43 Aoy ner Lz ulst 3l AAE AYste] 9717 B4 BA7E QEA B
A Al Q.
AR 714 FE5AJ o] AAA EAYE AL, T Solaris OS ¥ 7] 4] 7} Check

PointFirewall-1 NGOﬂ I g stctu A A s S5
m SUNWer - Eln|g AH
m SUNVadntT - A| 2~ #2] F0) glo] B ] g
m SUNVadnf w- A] 28 2 LﬂE 93 #e LY
m SUNW i bC™Z SUNW i bCx - <= Check PointNG & =z

x2shele) A4 9714 B gt gy

cluster SUNWCr eq

package SUNW er add
package SUNW i bC add
package SUNW i bCx add
package SUNWadnt add
package SUNWadnf w add

1055019 "E 8 13 FAPS] AP E AAY A 28] 715 D wek FA HEo A
459 WA 7149 HE 2L Fgol Aoy F AdFyrk F4ol Ao
23S FYSn ALYS ARG T U AES HEIA A Q.
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3. ol F AY H7)|X 2EAALE NN EZZ nmininize-firewall . fin 23HES 2H4
FYh
H .

v

1. JumpStart A ¥ 3! $4 S I
=

JumpStart A ¥ 3 St A E T4

o] A& HAE 98] AFEA F o Bt 22T Y-S AFES S JumpStart A1 2 &
golAEE FA et el dis] ATl JumpStart 37 ol A Solaris Security
Toolkit A~ E o] AL-g-of g A4 &t A W= 5 S 34 Al L.

o] Aol = th o] 2FH Y}

m 957 o] A o] "T| Wkt F=H)”

m 9839 0] %] ¢] "Rules ¥ 391 = 7 A}

Hlatel ¥ s 2 FASHH Al S e A2 7] E EdtolH, e )
7

=1 R

VD ER AAPES A Feo|AES 9T /1F T4 4Y T2ALE 4P
ek of 7ol 488 ¥, A AHEehi=A Selsha due 3-8 2o g
e EEREES

ALl =]
LA g A Zell A= 5 s s Al Q.
add- cl i ent % & AF8-3l9] JumpStart Aol E8fo|AEE F7HEU T

2E of 7-1 JumpStart Al H el o] AE F7t

# pwd

/junpstart

# bin/add-client -c jordan -o Sol aris_8 2002-02 -m sun4u
-S nonex-junpstart

cl eaning up preexisting install client "jordan"

removi ng jordan from boot par anms

updating /etc/ boot parans

7T AAHEH Hob 95
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3. A%

4743 JumpStart 2294 9 FTE AIHEE At ZEo|AEE 9 rul es
] 5

) G AP o & 5,

o

b

hostnane jordan - Profiles/xsp-minimal-firewall.profile \
Drivers/xsp-firewal |l -secure.driver

4. Solaris Security Toolkit 2~ E g0} o} 7] A& 34U HAFlo] xsp-ni ni mal -
firewal | .profileoldt= 221 u1< 9 xsp-firewal | -secure.driver 2=
EE‘(O]T:H yﬂ_o]g 7<1—/\-]?‘ﬂ-14r/],
ol2]gt A& A eof v dAIE AT A om S8 5 AdFUT A ol o] 2] %

%] 2 Solaris Security Toolkit 2x>Z E ¢l]o] €} 3+ vl 32 514 .
Solaris Security Toolkit 4% E 9] o] £} 5“?1] v i oS A g kA vhA Al

Q. v A= S sk S BoE YT

s of 72 22 Y 2

# pwd

[junpstart/Drivers

# cp install-Sun_ONE-W5. driver xsp-firewall-secure.driver

# cp hardening.driver xsp-firewall-hardening.driver

[...]

# pwd

[junpstart/Profiles

# cp m nimal - Sun_ONE- W5- Sol ari s8-64bit.profile \
xsp-mnimal-firewall.profile

o A= A& WS Mdety] F2 7|Edolng A8 P A TS VIEeR

Fh
5. L23d % Selolm HAL AP F b 2ol %A AP

a. hardeni ng. dri ver ol EH@ xsp-firewal | -secure.driver IxE xsp-
firewal | -hardening. driver 2 3|t}
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b. JASS_SCRI PTSell A2¥ F F858 23 HEES mininize-firewall.finol tjg
2 D ALERLY] 85 AT HE(A: fwl-patch-instal l.fin= WA}

AR 2APEE e fAslof v

A= 73 TAE 2AHES 9 A

DI R=""/ bi n/ di r nane

export DIR
${DIR}/driver.ini
${DIR}/config.dri

JASS_ SCRI PTS="

$0' "

t
ver

mnimze-firewall.fin
fwl-patch-install.fin"
${DIR}/driver.run
${DI R}/ xsp-firewal | -hardening. driver

. the B EE A8 ru

acof 7-4rul es YL o] A

les 3t F=5o] SubEA] FRASHHA Q.

844 714}

# pwd

/junpstart

# ./check
Validating rules...
Validating profile
Validating profile
Validating profile
Validating profile
Validating profile

Profil es/end-user.profile...

Profiles/xsp-minimal-firewall.profile...

Profiles/test.profile...

Profiles/entire-distribution.profile...

Profiles/oemprofile...

The custom JunpStart configuration is ok.

E 9 =25 g g

. rul es 328 HALE uj
APE x4 A Q.

£ 0] WA= 35 98917 "Rules 3191

3lo] w
1 1=

N
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ok> boot net - install

SeholAETL A A b= A5 7S HESH] 4E3] S WA A4S A
SH41412. o] 904 JumpStart 9] K. ko] A A eItk AT e
< Sun BluePrmt g A ]umpStart Technology: Effective Use in the Solaris Operating
EnvironmentS 234 A &

rul es oo SnkE @fﬁ% @adskar s A 7k Al 2 A A H 5
OJAE Al&wle) )& R A % o) HA4s) Yl AhEE AlE)

Rules <! 3kel 2 HA}
S UGBV AL W DG DA
of

rul es 3+ 9] #3kA]
A D 7kR| 7} o] 4

A= of 7-5rul es Lo A &

4

# pwd
/junpstart
# ./check
Validating rules...
Validating profile Profiles/xsp-mninmal-firewall.profile...
Error in file "rules", line 20
hostnane jordan - Profiles/xsp-minimal-firewall.profile
Drivers/xsp-firewal | -secure.driver
2F: Profile mssing:
Profil es/xsp-mnimal-firewall.profile

o] oAl A, jordanol] W3t rul es 3ol X AE ZZupeo] EAstA L5k
xsp-minimal -firewall.profile Z=3}¢ -3— profiles U] ¥ E 2] o] & A] o}X] &3k
FUTE dubdg o= o] @ /= 9t o] 59 é 7%1} T2y &ntE tUEY
A A e T 20U S JAdhA] 2 o] F 2 HAFH Y TAFS st HA

£ A sl A 2

A A e Tl A EYgUh A HA EAH-S xsp-firewal | -
secure.driverold &3 & EE}O]H?QHE}. xsp-firewall -

hardeni ng. driver & &3l tAl, xsp-firewal | -secure. driver 7} & 73]
har deni ng. driver & 3531 a,lgw =

Solaris Security Toolkit 4.1 #2| A% AM « 20044 10




T A A2 JASS_SCRI PTS 1577} i ni mi ze-firewal | . fin tjilo]
mnimze-Sun_ONE-WB. fino & 2% AAEcts= A9yt

e ArE 2agEgyy

A= of 7-6 T EH H2AHE o A

#!/ bi n/ sh
DI R=""/bin/di rname $0°"
export DIR
${DIR}/driver.init
${DI R}/ config.driver
JASS_SCRI PTS="m ni m ze- Sun_ONE-W5. fi n"
${DI R}/ driver.run
${ DI R}/ har deni ng. dri ver

o

oo o AT

2 2T HE9]
IS of 7.7 SHLE AT HE oA

#!/ bi n/ sh
DI R=""/bin/dirname $0°"
export DI R
${DIR}/driver.init
${DI R}/ config.driver
JASS_SCRI PTS="
mnimze-firewall.fin"
${DI R}/ driver.run
${DI R}/ xsp-firewall -hardening.driver

748 A AR A o

A tE Wl o] sl A2 AEA JoHm Aush A 2dE Sh7F HAsUY =
] EXx hardening. driverZ 7|22 gt} o] A AHo] E HH|AS
AHE-E 4= §lE "warm-brick" A El Y-S 9 n| o)

Solaris 8 OSl| Secure Shell F&to|AE} 3t o] iz gqomg HizlH o A y
EA 78k A7t 7hs st e s A oF stk o] Abdl Alvhe] 2] sk o] A g,
FTP A H| =7} AR 7hs A el 2 ot lal 944 2]l & 9@l Secure Shell 2810 EE

AAsfof gt o] & MHI2E 5 iR e Y ES AR = Ao wr tE v

[
mr

)
m




100

folr riot >\‘
N o,

E9= A H ool HESHA] Kot s A 2. o] 2 & A u & A ghe] thh R
o] oA+, Sun BluePrints OnLine 7] A} "Solaris Operating Environment Security:
Updated for the Solaris 9 Operating Environment"& 3F33}4 A Q..

olE T MU A5 AR 7he e AR T A 9, T2 nH Y-S 9]3) Solstice
DiskSuiteE 7/ 3} H] Solstice DiskSuite Z1&8]| & A}-&2} QJ1E H o] ~(GUDE A&
4 QEE RPC A H]| AE AL 7153 A el 2 FA A L. Solstice DiskSuite GUIE A&
SHAl S 75]70‘/ RPC /‘1 H == e akA] b5t o] dAleA= GUIZF 2 e stR=
RPC A H] 2 A& 74538k A & wolal 51 th. Solstice DiskSuite®] A% 2 T4 &
o] A A ’\1 oA eFFY T

=% SYSLOG 41

7

o] FetolAEd Do HF FAL xSP(AH = AFA) ] T4 A
2 A g3t A}ﬁx} PEE sysl og. conf 7} A aLatA] BHE0]7] )i%”%ﬁr o] Ab&-
2t 74 ¢ ¥l sysl og. conf o] zt w5 A] 2~glo] M X & of of g

< 91314 = Solaris Security Toolkite] 7+ &4-& WA of syt Hagh
JArEro] vk Aol A AgAls] AR gyt

[ 100uﬂ o] #] &] "FTP A H] 2 AR-§-"

m 1013 ] %] 2] "Secure Shell AZ E ¢]o] A"

m 1023 ©]#] ¢ "RPC A H AF-&"

m 1037 °]#] 9] "sysl og. conf T} A}-&2F A "

H
R
R

—1> ali
oX Xt

FTP A B> AFE-
of bzl AluhE] 2.0 st o] A4 FTP AWl 28 AbE 7hs el Al ah41 Al 2.

FTP A U] 2 Abg-

. FTPE A& 7153 el 2 7] 9131, JASS_SVCS DI SABLE ¥ JASS SVCS_ENABLE

W45 474 35le] updat e-i netd-conf.fin 3de] 7] & 57%‘% s

FTPE A 9|3k .= %< Solaris OS AW 25 AHE- =7Fs s sheld, & Abd Alve

Qo o3k & Aol B 8 JASS SVCS DI SABLE®] finish.init 23 HEA W
/1o Ol Sl 2B A JASS_SVCS_ENABLES] 11 p7f ¥13% 43

10] T}, Solaris Security Toolkit 4.1 Reference Manual-& 7 3=3}4] Al L.

WEE B WAS Fd3817] $13 xsp-firewal | - hardeni ng. dri ver o o gk
Aol th2-3} v 523t 55 xsp-firewal | -secure. driver o] F7FgH ),

JASS_SVCS_ENABLE="ft p"
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3. FTP7} W3} A EgJol & Fal Aedsto =y Al 28 fhE|xte] ] vl E oA vt
A 7hs kA gl gy T
T THE 8 TAFSS FIP7F Al =8 ef ko] @] U ES A A v ARE 7He 84| of
YU T} Solaris 8 OSell 4] TCP #H ¥ & Al 2~Flol| T35 om M = sty 43 E 9o
AAE FHA o] STFASS T 5 dFUTE o] Abdl] AluE] ol A= WshE A
ZEE FaA FAFHA L.

Secure Shell A~ E ¢Jjo] A ]

Solaris 8 OS9ll = Secure Shell E&}o|AEV} Eo|A| Form g2 AA #gE 93|
Secure Shell Z2}o]AEE A X] 314 A L.

Solaris Security Toolkit 22> E ¢l|o] & -4 3} OpenSSH =& A = =
xsp-firewal | -secure.driverol 2|3 Al8% config.driver Idol
instal | -openssh.fin 23 HEZ AL&314] A Q.

o

v Secure Shell A %]
1. 712 config.driver & xsp-firewal | -config.driverl HA34t}
2. 3} AL A jnstal | - openssh. findo g &S 402 AHaguc]
3. xsp-firewal | -config.driverolA config.driv 5
o )41 xsp-firewal | -secure.driver & E&% Y},
4. OpenSSH®| 4l M A& Tt
2 2 0S D] 2e] 7 $-9F vp7hA 2 OpenSSHE] H A Bl A& A& Al & H A
H 2 AR = ths OpenSSH § #| o] A & 234 Al 2.
http://ww. openssh. org
5. OpenSSH 71 A & F U 3star, A A3t o] &F& A F Packagest] HEg o A
A g o
o] g 7] x| ¢ gk ZFA gk A H.+=, Sun BluePrints =21 7] A} "Configuring OpenSSH
for the Solaris Operating Environment"& #3384 Al 2.



102

6. =1} OpenSSH 7714 o] && Wk 3l =% instal | -openssh. fin=2IHEE ¢
o] Eg .
instal | -openssh. fin 2= ug—% FAMF k= A9 AFUHTE o] 2AHEE
OpenSSH 3 7] #] ¢] 3} 7] #] o] & 3 fFAFSHAl @A 8 = g o ot

OBSDssh- 3. 5pl- spar c- sun4u- 5. 8. pkg

A 714 714 o] & WA Hdi(s 5p1), T-Z(spar c¢), T-% 2] W A (sundu), 71 A 7}
A= ﬂWOS(S 8) % pkg AHlol¢] F4 & w1t

. FTP7} 3le S Egol & Fa A oen A As) defate] de] U E oA

4% 7hedA Elgty .

T O 8 7AME FTP7F Al 228 #e] #he] 2] U ES A5 A8 75
O‘H‘jr Solaris 8 0S| 4] TCP ¥ E A 2do] Egstoan = 33l AT E Y
A E FEl o] &AM S FEE = AdFUTE o] Abdl AlvE] 9] A, ey A
E%M% 23] 383} 3 Secure Shell A1 9] TS £=Asle] 1T 45 9]
F Yt}

RPC A H A&

RPC7} 8.8 v 221 v ¢ 9 S 919 SDSE AL 83 4 Q=% RPC A1 A8 A1 7Hs

T FH R FAAL

o] #H& 54 T8 £~ HEC< disabl e-rpc. fin”} Solaris Security Toolkit 4l 2
Foll RPC AMH| 25 AR B7Fs oAl & o 17] wZell vz hagh o,

T — A 22819 RPC Al H] 20 A 02 MA| ek A2 Al 28 whshy Aol o3
5] A -] of of gt}
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v RPC AH-&

@ xsp-firewal | - hardening. driver oA di sabl e-rpc. finol| tjgh &&-8 4
o2 AL g
2AHEE AASH: Al FAH R A2t mefolvo M AAHEE AHEE 5 )
5% wq A g,u =3 z;;m o] 345 7] wjiToll JASS_SCRI PTS 4 2] 9] 54

2 Solaris Securlty Toolkit 422 E 9]0 7} JASS_SCRI PTS A o] ol| A] 4] A 7] =

ges
A 5183k Aol Uil driver. funcs script ol 91 E AU Y
#Very rudi mentary comrent handler. This code will only recognize

#coments where a single ‘# is placed before the file name
#(separated by white space or not). It then will only skip the
#very next argunent.

sysl og. conf 3} A&} A 9

ol FetoldEd a3 HF F4L xSP(AH 2= AT ah) o] T JF % SYSLOG A H
£ AMg8he A}ﬁx} 42l 5 sysl og. conf 7} A w3 A| vHE oA = 7)4\%”43} o] Ab&-
2k Ao sysl og. conf o] Z} s A] 2~wlo] A 2] ¥ o oF 3

v sysl og. conf & A&} A 9]

1. xSP ¥ sysl og. conf 3d-& HALSE & sysl og. conf. jordan® o] &< vl
Fil es/etc tHEg o] A7)
Solaris Security Toolkit 2~ E flo] = v gt 9t A e A3t o] -4
7H¢ A 3e 342 sysl og. conf U o] jordanel ¥ FALE =5 A 2B O] §AE
O]ﬂﬂ gpelo] Hulol &2 Frbete= A o8, Tglo] ek whst 5S4 A 2H7]
AU o] 4%, ZEo]AEE jordanc|Etal 32 = Fil es/ et coll AF&% A A
S L

9} o] 5L sysl og. conf. jordand Y th JASS FI LES A 2]+ o] Hujo7} 715
] gFofok ghrhi= A& Tl Al L. Awujofol tig AM§F A H1=, Solaris Security

Toolkit 4.1 Reference ManualS 3= H‘j] Al L.

2. xSP % sysl og. conf A& AFES 5= Gl A9 the ) Zo] AREAF A <]
sysl og. conf 3}¥& AUt}

a. Solaris Security Toolkit 2~ E ¢]ojo] &4 sysl og. conf TS HAFS}
sysl og. conf.jordan® & o5& v th5 Fi | es/ et ¢ T g Eg] ol A3t}

b. SYSLOGO! 3l xSP (52 =38 %=3 sysl og. conf. j ordans =4 gt}



3. /etc/sysl og. conf ¥ o] xsp-firewall -hardening. driver 2 JASS FI LES
Ao YE==A gAdF

7122 o &2 xsp-firewal | -hardening. driver 2 =% JASS FILE 49 & v
3} o] YEbE YT

22 of 7.8 A F xsp-firewal | - hardeni ng. dri ver ¢ 9 o4

JASS FI LES="
/etc/dt/config/ Xaccess
/etc/init.d/inetsvc
/etc/init.d/ nddconfig
/etc/init.d/set-tnp-perm ssions
/etclissue
/etc/ motd
/etc/notrouter
/etc/rc2.d/ SO0set -t np- per m ssi ons
/etc/rc2.d/ SO7set -t np- per m ssi ons
/etc/rc2.d/ S7Onddconfi g
/ et c/ sysl og. conf

ojAl = g Aol RbEo S U OS] A, H 48 B ks 54 58 =
2] BHA } Ak A 9 ] A3] Abs st ds Ut 48] s st A b
ol 5} 4é/ﬂlﬁL HlalE AT E ¢ o] 9} Solstlce DlSkSUlte’] T4 2 AA Y.
JumpStart 7]=& AFEStA] o] g S FAE T AARE, o] E Ao A= oA &
% Ut Sun BluePrints 4 "8 A JumpStart Technology. Eﬁ‘ectwe Use in the Solaris
Operating Environment = ZL AL
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Fol 2

S

, JumpStart 7| T2 E ALS

i nstall

ok> boot net

A A FU

glo]AE 0SE

=
=

=]. ©
a5

23190] A5 £ YA}

Ay

i3

R A=l - B ) RCRE R
< H
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H
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r X 0
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X° 10 B
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el
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3

go17}
3ol =

E

hyA
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ERERIDE R

Solaris Security Toolkit 2~

A]

gy

2] %

jass-install-1og.txtel

o] 1}Y-& JASS REPCS| TORY/



T ol B ﬁJro < Solaris Security Toolkit 2232 E g0} 7} A 2~ 8l o] =85k 244 & o]

EHOW] At Fxz2A ALEE = AdFUTE Al 2=wle] ZF Ao dis)] A& Al AIHS
7|22 A 22 3t o] gaEg e AR YT o]& 9}d 3 JASS REPCSI TORY H )

Eg e g2 BE gde A AH A= gy

2. AL FAE AREEF] Al ~Ele] Bl FAS gﬂﬂﬂq‘:}

AL S digk AA g B = 6 FE FXIAHAIL. o] Alug| e A, Sl E
| A Solaris Security Toolkit /\iEﬂ]‘ﬂ 7F A E E] E“EE] oA th& Ué oS A3t

==

2 of 7.9 HeF A H7}

# ./jass-execute -a xsp-firewall-secure.driver
[ NOTE] Executing driver, xsp-firewall-secure.driver

xsp-firewal | -secure.driver: Driver started.

Solaris Security Tool kit Version: 4.1.0
[...]

Solaris Security Toolkit 5 A YA ELA| 7} HAH, s BLdA|= 7| 55U A
& e A WHE F EYX T QoA Raugdyrh Ao dA =9
JASS_REPOSI TORY t # =2l g5t}
Kol Ay 1:11 = o
v $& T2 9 AMu]x 75 89l

o8& T2 % AE 2] gig 8l Za A A= 2 g old HAE B8 A
2 g o] E?:EJ‘/]‘:} ol Ag L A xH) = S8 TR g A asE A
o] FAAQATEARE The Rt AH B A ] el 3l=A drEsk=d AU
o|g] g A &o] ALg =7t E A ° /\V\E“«] "]’% WS V2R Al 2HE ghe] Ao
AALSAA L. 78 ZeA A= ?'?H% 75& 7] A8 &8 TeaH B AN
7150l S MAA Fes gt Aol ot Th

1. AJ=glo] Fatd 5 &8 2ol quj2r) Ao 2 e shA] SeS W sk 7
G2 7] A E 7IHE AFREte] 2AES AHAAA L.
& 50, truss §HS AHESAHA Q. o] W2 58 ZEIOH EA7F T e =
Ade AAsk=d AHeE 5 s U o] A S o o] Ao i) Solaris
Security Toolkit &~ E g0} 2 2d gk W AALY S thA] 4 5= lssUTh
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T — Solaris Security Toolkit 222 E 9ol & A7 gh of ¢ AF-gA}o] B3-S EQi= o] A
HAyo] Yo s H WS ALEstd gtk AR S sAS Ay

2. FAFSH W © & Check PointFirewall-1 NG iiE glo] & 1A}l a1, Solaris Security
Toolkit X E o] 0= Q13 HE FA| 4 S thA] F431a1, TAE A F Y

3. 71419 HF 550 s BRI A5, 2R LE FAHS L A LTS ALAT F

A s Al

.
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CDE
cp@
cron(1M)

D

DHCP
DMI
DMTF
DNS

E

EEPROM
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GID

HTTP
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ID
IETF
INETD
P
ISA

JASS

KDC

LDAP
I p(D)

MAN
MD5
MIP
MSpP

ID

BT AA YA B~ 22
B AR 2

Yl TR EH

gedol 13 op7 8 A

JumpStart 72 R BHF A4 HE,

ol

AW 22 7] Bl

U E 9= 2] (Sun Fire High-End Systems W%- 11 V]| 9] 2)

Al A g oF 5 SarE]F
ole JHY TREF

v ez AH A A g FA

A 2] 749~ Solaris Security Toolkit

0f0
i}
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m(1) I o]F

N

NFS UYES I 3 A]=H)

NG zAH)
NIS, NIS+ UEHA AR Au|=
NSCD o|& Au]2 7h4] &

O

OE %9 317, o]dol Solaris & . & Al-&4
OEM Tk A3 52 A4t
0S &% A=, dA Solaris& 0.2 AL-&-%

PAM =¥ 7bsd Q1S BE
PDF  Fuh& &4 94
PICL Z¥#F AW 4 Aof golreg

PPP AUH Z=2EF
PROM 213 7}5 ol7]4 v 2y

QA FHARZF
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R

RBAC

Irc

rl1ogi n(1)
RFC

RPC
rsh(1)

SA

SC
scp(1)
SCCS
SLP
SMA
SMC
SNMP
SP
SPARC
SPC
SSH
SSP
stdio

Sun ONE

]

714k 94 2 A o]

(v &

W 18

o
2
2

rir

~AYHE)

o o o
RV Y
i) frtl
2 u
fol 2
Y

o
i)
i

Al 2l e 2t

Al 2=®) Ao} (Sun Fire 3153 B 5 Al 2~H))
Bt B KA v HAF 22 )

Al L= Alo] A 2E

ME| 2= A ZRES

Al 2= ] o o] HE
Solaris #&] &%
ol W} e TREE

A H) 2 Al E 2t

Eab ]

SunSoft Print Client

1.2t 4 (Solaris)

Al 28l M ]2~ ZZ M A (Sun Enterprise 10000 A1)

=

= 94/=9

)

=1

Sun Open Network Environment, @A 9] 7 -%- Sun Java System, ©] 7 9] %

iPlanet

0p
2
i}

[e)
e
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T

TCP
tftp@
ttl

U

U.S.
UDP
UID
vucre

VOLD

WBEM

A% Ao} ZrEs
U o A% T2

time-to-live

)5
ALgA tholo} g X2 E S
AgA 83

UNIX A =€ 7F BAL

s

e g

i)
N,
z
N
incs
=
o,
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1z
ro,

k=3
/opt/jass-nntlHAEL, 36
fusr/bin/ldd®#, 20

AL

= At
32-bit-mnimal.profile, 70
320 E H A3} A]2~H, 70

A

add_install _client ¥&, 72
add_to_manifest 7|5, 57
add-client ~23HE, 3,72

B

-b &AM, A FH 4, 59

backup_file A =213 75, 57
Basic Security Module(BSM), 40

BSM, 40

C

Check Point Firewall-1 NG, 89
core.profile, 71

cp ¥, 57

cron 2], AL A&, 76

=
cron 24, A& &9 34 A, 60

D
-d =etol] A A AL, 48

Developer Solaris OF & 2] 2~E|, SUNWCpr og, 71

devel oper.profile, 71
DNS A H] 2, 22
documentation U] & & 2], 4
driver T ¥ E¢], 5
driver.init 3

ML, 6
drivers tH &4, 5
dt exec 2%, 26

E

End User Solaris OE 2] 2~¥], SU\WCuser , 71

end-user.profile, 71

Entire Distribution Solaris OF £ 2] 2~H,
SUNWCal |, 71

entire-distribution.profile, 71

T

i1t
o2
ﬂ,‘
b
3
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files

teEEy, 7
files 1A ET], 7
finish T] & & ¢], 8
finish.init 3

coolH E29, 6
FixModes

Fi xMbdes. tar. Z 34, 40

AIESO], ThERE, 39
FTP

712 A, 17

A H) 22, AFS 7153 A Al YRS, 100

|
iPlanet Web Server
Sun ONE Web Server 3+%

J
JASS, 1
jass a9 t]E &g, 37
JASS_DI SPLAY_HOSTNAME <=, 84
JASS DI SPLAY_SCRI PTNAME ¥4+, 84
JASS DI SPLAY_TI MESTAMP {1 <=, 84
JASS HOVE DI R W=, A9, 36
JASS LOG BANNER &7 W=, 82
JASS LOG ERROR 37 W=, 82
JASS LOG FAI LURE 37 W=, 82
JASS LOG SUCCESS 317 W=, 82
JASS LOG WARNI NG 37 <=, 82
JASS REPOSI TORY

14]3_ 7JE 58

LH‘Q‘ T o, 55

A8 FH A A, 55
j ass- check-sum™ &, 57
j ass-check-sum~=Z13 3
jass-execute -a'8%, 87
jass-execute -ad#® ¥4, 79
j ass-execute -u ', 58
j ass-execute W& A4, 45

e}
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j ass-mani fest. txt 3
jass-nn. tar.Z 3, 37
j ass-undo-1 og. txt 1<, 61

JumpStart Architecture and Security
Scripts(JASS), 1

JumpStart 73, Solaris Security Toolkit &3},

JumpStart 71, 35, 67
JumpStart 71 %, A/ L= += OS WA, 67
JumpStart &=
sysi dcfg <74, 68
sysidcfg I & 4 F 2F/, 70
T4, 35,68
RE 2AYHE AR, 69
AdeE 2AHE AR, 69
A A, sysi defg T, 10
2AYE, 72
JumpStart 41
T4 R #e, 67
T4, Ak Alve 2, 95
HEE, 69
SEEO ER2E, 35
JumpStart 2o A E
TFTEEHA &5, Abe AvE 2, 98
F7F, Akl Alve] 2, 95
SetolAE AR, Abe A vhE] 2, 105
%, A%, 7

68

JumpStart S| A E -ir b A Al ] S, 95
o]

JumpStart 3 & 7}2
1:] eﬂig], 10
HEYE, 70

K

-k A, A FH A, 60
Kerberos, 17

kill &, 24

L
LDAP, 22
ldd 8, 25



l'i brpcsve. so. 1 &5, 25
list open files 2= 13, 26
| sof X213 26

| sof Z213 g1, 26

nmake-j ass-pkg =213 3
man T EF, 5
MD5 A E ¢ o]
md5.tar. Z 94, 42
teR= 41
MD5 o] %, 42

m ni mal - Sun_ONE- Ws- Sol ari s*. profile, 71

N

netstat W#, 25
NFS

ojFetE S8 =, 25
NIS, 22

@)
-0 A, ZHAL 80
-0 A, A9 #2460
OEM Solaris OF 22 2~E{, SUN\WCXal |, 71
oemprofile, 71
OpenSSH
%2 70, 41
2ZE], GEeRE, 41
A3, 41
oS
HHeg, 8
0Os o|n %], 8
0s S8 28 A4 9 AA|, Abe Alv2] 2, 94
0S Zel =, A4 B A, Abd Al 2, 94

P
packages T F £, 9
pfiles 8%, 26
pkg F2l, 36
pkgadd ¥ ¥, 37
pkill 83, 24
pl dd 8, 20
profiles

te &g, 10
ps 8%, 24

Q
-q 54, AL, 80
-qaA

;A8 F 2, 60

R
rc 239HE, 7HAL 28, 76
Recommended and Security Patch Clusters
UeRE, 38
A%, 9
reverse-jass-mnifest.txt 3, 56
rminstall _client W&, 74
rmclient 23 HE, 3,74
RPC
rpci nfo ™, 23,24
8] 2, 100
FE ud 23 23
rul es 3¢
JumpStart A1 ¥, 69,72
AL, AL AU 2, 97
rusers W, 23
rusers AR, AE, 24

S

SCCS, 11
scp ¥, 38
Secure Shell

=
o
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T5 9 A, 411
AdE WA, Hekd, 41
AR, Abel Al L, 101
AT ES] TEE, 40
AZEQ o], AP W g, 40
AlFE 874, 36

secure. driver, 23, 46

SI_CONFI G DI R 319 &l Eg]o] AZE¢o] AX

, 69
SIGHUP 415, 24
SNMP, 25

Solaris Fingerprint Database Companion, 42
Solaris Fingerprint Database Sidekick, 42

Solaris OS
Az, A3, 53
TA, 38
ol E AA EF 14, 8
olm| ], 8
222, SUNWCr eq, 71
H71#] G4, 36
Solaris Security Toolkit
JumpStart Z =8 A X], 69
AXE ], R, 36
Solaris Security Toolkit 4 3, 43
Solaris A& d|o]E ] o] 2=, 42
Solstice DiskSuite™, 91
Source Code Control System(SCCS), 11
Sun ONE Web Server, 9
sundu, 41
SunSolve OnLine ¥ A}°] E, 38
SUNW ass t &1 &2, 37
SUNW ass A A, 14
SUNW ass, Al A, 14
SUNW ass- n.n. pkg, 37

sysi dcfg
teEd, 10
7, 70
kel oA, 10

79, JumpStart 2 =8 4, 68
-, W A g, 68
g, 54, 14

sysl og

sysl og. conf 3}, A&} A 9], 103
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tar W&, 37

TCP 3, 102

truss W, 20,30
ttsession ZZA 2, 26

U

unconpr ess §#, 37
undo- 1 og. t xt 3, 56
user.init 3¢, 6

user.init.SAWPLE, =4, 14

user.run. SAMPLE, 54,

W

warm-brick, 99

Z
zcat ¥d, 37

-
VgAY FA, 50
7H 2 A SAE, AL AT
AL

Ay ®A, 81

27 8% dA, 85

H A A], 82

HE, 78

v, 82

el 9, 86

HIA T4, 84

Bt 85

At Al 2., 106
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714, 76
g 34, 80
2 4d, 84
=g Ao, 78
Z2 AN, 88
SrEolE, 2AHE O] F H A &
AL AT HE
g3k =8olH, 56
=X, 77
tHEg, 4
AH&2F A4 e, 77
AAFEA, 47
AL 2, 31
=9 49, 84
L/\]_, 24_04 2,75
FAL, Z‘Ml
} 3k
-
A

Solaris Security Toolkit 2 3, 43
W7
43 H* 55, 62
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