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suncluster3x-{config|hardening|secure}.driver
sunfire 15k domain-{config|hardening|secure}.driver
sunfire 15k sc-{config|hardening|secure}.driver
sunfire mf msp-{config|hardening|secure}.driver
undo. {funcs|init|run}

hardening.driver

user.init.SAMPLE

user.run.SAMPLE

audit {private|public}.funcs

JITAT RS T 777 il D 9K ) R P LA B 6 A B A P 24 L% AN S0 A
B name-secure.driver

m name-config.driver

B name-hardening.driver

FELL EAEE S, XA SRS S A ), B sunfire 15k sc-
{config|hardening|secure}.driver. FHIXEEAIE R T R EENE . PATH
NSRS, AU name-secure.driver MM, ZIKSNFEF 2 F S AR M
IKBFE o

Solaris Security Toolkit & 2 &5 #4045 1] LIEUKZ)F /7« finish A1 audit JAIA AL 2L
(AMEECEBR A A LD ER T AR BCES R . £ finish A1 audit BIAH 1)
P A AL — AL BSOS AT e — X SERC B R YRR NI, K
BFEF IR FHBAS finish A1 audit A AT LT AR

Solaris Security Toolkit #f/f BA =~ LB E CAF, EAIHAAELE Drivers Hx

m driver.init



B finish.init
HW user.init

FHIK AN AR 1 finish JIAA T Finish B34 . HIXEHEEF U H K audit A6 T
Audit HaEd. HIREHFER 2 S0 M Files H ki, 4 5% finish AT audit
JIA B FEANE S, SRR A N =S,

1-2 7R T SR P AR KRR o

Bl
BFEX
SALTE (driver.init)
SANEERAFRERE
SNERTE
SATEREATE

EX JASS FILES (A[iE)
FEX JASS SCRIPTS (Hi%)

MATIRENIE P

Y
1-2 LIy R i Vi

FSEM Linit SN ACE . SERE, KSR AREE AT RIS s B X
JASS_FILES fll JASS_SCRIPTS. IXPANE S nf ks Al LoE SUAF & — A SR 1
g, AT Ll AN AN e SUEATIR G . SRR 104 = I driver.run >k
AT JASS FILE Al JASS SCRIPTS FRBEAR B P s X IAESS .

RIS 1-157R T WS R Rl .

REBSEH) 1-1 KB 7 o A

DIR="'/bin/dirname $0'"

export DIR
. ${DIR}/driver.init

JASS_FILES="
/etc/cron.d/cron.allow
/etc/default/ftpd
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KA 1-1

W dli (LA

/etc/default/telnetd

JASS SCRIPTS="
install-at-allow.fin
remove-unneeded-accounts.fin

${DIR}/driver.run

A S DIR BRI L, DUEIKERE P U R s H k. Bk, H
JASS FILES AR X W I JASS HOME DIR/Files Hk&HIEI% ML LM
LA RS, ¥ JASS_SCRIPTS MIA g X W% i Solaris Security Toolkit
BAFIZATI finish A . )5, B driver. run WEIFEFHATIBAT INHE R 40 %
Ve, — B, driver.run ¥ 5l gass_FILES PHREMISCMF, JHigfT
JASS_SCRIPTS "5 5& IIIHIA

Files H3x

ZHXHT gass FILES AR driver.run WA, ZHZAMEE ZH2
JumpStart 27 HLESCPE

ZH sk OR3P

/ .cshrc

/etc/rc2

/.profile

/etc/default/sendmail
/etc/dt/config/Xaccess
/etc/hosts. {allow|deny}
/etc/init.d/nddconfig
/etc/init.d/set-tmp-permissions
/etc/init.d/sms_arpconfig
/etc/init.d/swapadd

/etc/issue

/etc/motd

/etc/notrouter

/etc/rc2.
.d/S07set-tmp-permissions
/etc/rc2.
/etc/rc2.
/etc/rc2.
/etc/security/audit class
/etc/security/audit control
/etc/security/audit_event
/etc/sms_domain_ arp
/etc/sms_sc_arp

d/S00set-tmp-permissions

d/S70nddconfig
d/S73sms_arpconfig
d/S73swapadd




8

m /etc/syslog.conf

Finish H3¢

ZH XA E finish A, ZIALE 2RGEFE AT RGBS LB . 2% H &P ATy
N AR 25 -

A
|_EoS

JAH
LR
wME
FTE
IS
BUE

m A

A RN DA PG S R AN WA R B, 12 (Solaris Security Toolkit
4.1 Reference Manual ) .

0s Hzx

% H AL Solaris OS WHR . X EEWLGREAE 4 % P HLI 222805 E JumpStart # A%
SERE R BME A, R IR X LR R K S it add_install client HlI
rm_install client HA. add client HAESZXLHME KA.

A RMEFE L Solaris OS WHR (5 E, 152 Sun BluePrints 1545  (JumpStart
Technology: Effective Use in the Solaris Operating Environment )

brifE 2 dr A4 T

Solaris OS
Xt Solaris OS, 15 H LT [y 2 br it :
Solaris_OS /4 CD JKAKNT 4 I TFL 2 (751

filtar, 1324 2001 4 4 H 1 Solaris 8 Operating Environment CD ] H 5% 4 FR .4
Solaris 8 2001-04. ifit#f Solaris OS [ BB MR A S T, ] LAHIA AT & H
(¥ 2 4 EAT A 8RS AR R o

Trusted Solaris OS

*tF Trusted Solaris, 15 H LI H A 44 b
Trusted_Solaris_OS KA CD JRAHT 4 (7 40F G 2 (7407 17
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i, Wik Trusted Solaris FAFRA H I 2000 4 2 H, Wz H %A FRN A -
Trusted Solaris 8 2000-02.

Solaris OS Intel Platform Edition

%f T Solaris OS Intel Platform Edition, i HLL T H 3% 6y 4 brifk:
Solaris OS WA CD AN 4 7 £4EH 2 (F# A% ia

Bl4n, 4R Solaris OS Intel Platform Edition & A7 H 24 2001 4 4 A, W% H R4
Njj: Solaris 8 2001-04 ia.

Packages H=

ZH R E A LA finish AT 24 M8 . #I, Sun Java™ System Web
Server (ZHiFFA Sun™ ONE Web Server, 7tH2Z i X F74 iPlanet™ Web Server)
B AFETE Packages HxH, DMELERREN HAHNA finish A 2258284

Solaris Security Toolkit #4355 (1 JLA finish JIAS AT DABRAT AT 22 R R HE A 1) I 5 2
fit. M Packages HtH R AFMIIMATE:

install-fix-modes.fin
install-Sun ONE-WS.fin
install-jass.fin
install-md5.fin
install-openssh.fin

Patches H

A H M TAE4# Solaris OS ff] Recommended and Security Patch Clusters. F#4h
B AN 7 0 LR I B A H .

I ILRHAE AN P ICE AR 1% H SR IR AL BRI W) BARIAG ke el B MR ER IR
Z H &I, Solaris Security Toolkit A EHME P 2 A AL 2228 A5l ik, KIS
ITF-B AR R GE AR B AN P IS -

K AL %A Solaris OS JRAGIHE T Hax. #lll, Patches Hax ] fe L&A1
2.5.1 Recommended fll 2.6 Recommended H 3.

Solaris Security Toolkit # 3 Solaris OS Intel Platform Edition f&#MEFHE4E
XA M 7 TEAE T SRR 1A i 44 49 15 33 SunSolve OnLineSM J 453K 45 1 fiir 44 154451
HATF o

¥l Solaris <release> x86 Recommended. H T Solaris 8 OS ] Solaris OS
Intel Platform Edition fE4M& P REEEKAL T — DB FR N
Solaris 8 x86 Recommended [ H .



Profiles H

ZH RS JumpStart B E SO JumpStart 44 H X S8R0 E SO b A A E
{5 B\LAf 58 2235 17) Solaris OS #4E  (Blan, #O WM. TR ANRIGEES K |
WEAAT R DA R B AT I 2228287 (flan, Fhor2eds) .

rules CAFFIH T EAE ) JumpStart BCE SCHF,  PAGE SCA iy R4 465 52 1) R GE R ¢
4.

Sysidcfg H

L5 profiles H3ML, Sysidcfg HAESNAE JumpStart #5223 F2 A H 1)
SCAF. WAL T G R, XS AT Solaris OS 24 Ashth. FreifE RS
45 SATAELE SR H S o

KA Solaris OS AT — ARSI H ok o BEMRAHA — D44
Solaris_OS /KA M H. Solaris Security Toolkit # {4t T H T Solaris OS hitAs
2.5.1 £ 9 W] sysidefg X

sysidcfg SRR LAY e A HABSR Y, Flinde A~ pe% . FHLAE5E . Solaris Security
Toolkit # L FATE sysidcfg M.

K sysidcfg XAFMIARSE B, 72 N, Sun BluePrints 15%% (JumpStart Technology:
Effective Use in the Solaris Operating Environment ) .

Bl fe B

{5 B JASS_REPOSITORY Hsg™' i —/MIREACH, & SCHF Solaris Security
Toolkit K ISAT AN, ARYEEEMZATIRAE AT 7 SORGRAFEE 4 1B
) SO B LA B AR AT AT R BRI o 800 T BB 147 i /e B £ B TP A5 R

10

Y I A1 7

YEy i1 Solaris Security Toolkit HRAFAL I (K Ffr A7 SCAF A AIAS [ R AS 42 il A5G, A7 LA
AR S, IS A BARat A R FOBT A R AT . WIS ke
RERR T BT SO RS ORI, 8202 H bR AT RESEBLN . 25—, DA IXSE A
PAT VeI CXRZ AR UIHGE BNV RE) BT LA A0S T 7™ 16 1) 2 15 LA
TROCIE 24 22 3 IR S 5in A T SE it
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7t Solaris OS SUNWsprot K1 it T IR 5 R 45 (SCCS) KR AT Hl#1F

Ao JH AT DA SR [ S 98 0P R3 MbAH 7 s 1) At A 42 R A R A B RO R . I
YA P OO Ah R A 32 61077 s AR P — L AR, AT Ay ke 28 8 1) B3 61 s 4 TR S
15 BRI A &

BRhR ARG AN, IR B A H s 3 M H AR v oy R DA E U B R R Ea B, R
REMVEAUH T e REE S IAS S I R 40, AT TEIE4R S s geid se e e 9 8 R 458,
ZRGAEIE RS Y s R . TR SR, SR T R AR
DY RIEHART, RN A MU A7 () B0 22 7T e 2 i % =6 e o

IBAT 2 3 H 1 Solaris OS fig A

XtF Solaris Security Toolkit #F) Sun SC#F, {XBLT7E Solaris 8 Al Solaris 9 #:AF: &
Gerp Al A . AR IR REBEAE Solaris 2.5.1. Solaris 2.6 Fl Solaris 7 #:4F &% h
I, H Sun SCRFIFANE HI TR LA R GE b A iz

Solaris Security Toolkit {4 nl BBl £\ 22341 Solaris OS AFHINA, SR IGI181TiE
EIZEAE R G IRA TS

IBAT 5 SCFFIF) SMS FitA

WA H System Management Service (SMS) k45 B R Zi 45 il 4% (SC), H A H
SMS JRALE 1.3 £ 1.4.1 Z 8], W Sun 3£ 1T Solaris Security Toolkit 4.1 %A

Bc & A1 2 1l Solaris Security Toolkit # A4

Solaris Security Toolkit # {65 T IIA . HEZLTBERAL & K Sas (, X L8mg (]
S¢HL Sun BluePrints 154 (Enterprise Security: Solaris Operating Environment Security
Journal, Solaris Operating Environment Versions 2.5.1, 2.6, 7, and 8 ) DL KSR T2 A
Sun BluePrints OnLine 3L % 91 (1 A7 22 fE . XEEBCEIEAGEH T &40, Bt
WhZsE ] Solaris Security Toolkit #A4F Kl /& RGe M 2 AP EK .

Solaris Security Toolkit # ) — > F LR AL AE AT LU FA HUE 6], e & 1A
Bi. RGMZIR, BEH Solaris Security Toolkit 2, 1l SkZNFEF . finish [
A audit A HEZRIIRE . PAEIAS R DL SCAFRAROR S JLEA T 1 4

1% @A 1
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RNEZHH P AT AL Solaris Security Toolkit 1R, A fi 5 St m] BT SCREPEAN T4
PG o WA H] P IS R ] Solaris Security Toolkit i ZiiE e AR,
AVERAZAES 2 —DME— SO e RE A PR rh, DUE R AR S O, fsh 12 3
CHEN” TR .

FEREANR R, BRGSO Bt 17 T2 ) Solaris Security Toolkit A (¥ #E NI
K%, Wiz W (Solaris Security Toolkit 4.1 Reference Manual ) LA 35T 52 I 9K S FE 7
I IE B E AR E a8 g S a R & .

DAL T F e il Solaris Security Toolkit (Sl o S48 H 5 A48 7 5 il
Solaris Security Toolkit #fFHIHELET ik SR, IBAFAEVF 2 AR T A,

1E248E i Solaris Security Toolkit #fF 22 Fiy, WAZUHERGBRAE LL N &5 ras 15 5
XEEAE BT MR 208 T7 SRR 3L 200, DRI ] DA Sl 5 AL AR ik

TR I EEK

€ HI B Solaris Security Toolkit #AFI, 14 UK T LA O IEAAEC B 45 R B BT
', JEHS AL IEEA .

FERRIBT B, 3555 A PORIE P SR, X EORIFEL A 2 e VESRIS AARTE . Tolk
Y NN 1Y) SEIVATE N Brid i eEA

BRUEZ SR HE — R, VA% R8BI FE e Mg A R DUR DR L B 45 R AN 2 T
& N H UYL 55 D e fe IR 55 -

#HEN

s€ 1 Solaris Security Toolkit F T, 5% LA NAEN] . 1 i I3 <7 3K LUk W) A B -4

AR E I FE R IR . AL

m TEN— B, FEASE il Solaris Security Toolkit X PFHE AL AT 445 AT
CORENFEFF . A SCPFEEEE) o S OSURUAG SCAFR BELE I BRAIE 1237+ 24 3] Solaris
Security Toolkit #A55B A IIfE T, Bk X6 JEUAs SO (R ATAn] BT 548 vl e 2 i 1% 5C
PR BT RS A 5 . CE BT B O £ 0%, i RGRCE I Oy AT R &
W&o ) B dIIL AT SO, W SEHIE— N EIAE, REESOERIAS, IR RGA S
AAE, KUYEN HEG =14, sysidefg WA, Files H AR LK Sun
BluePrints OnLine & 5 5 1.
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m N UREN R s A K B A AT IS M 4, DA DO T IE IR ARCA . AT AT R ]
A R AT R BB 7o B, A A W] A AR AR s T AR RAT B &
I IR e 2P (R T ST S ANE B fir B b . 3R 1-1 B T LA i A4 R e SE)

% 1-1 SE T SCAF ) iy 2 R e

REHI S k=3
abccorp-secure.driver ATINIE
abcc-nj-secure.driver ANE A,
abbcorp-nj-webserver.driver NFEL PEES N HRER R
abc-nj-trading-webserver.driver NS BEES HE. NIRRT

m &G LT Solaris Security Toolkit XA B BIE GBI RS TE XL, &
JRUASCAE . MREIAT 44N user . init fl user.run, RJENTEIAN N KBTS
AN .

Drivers/user.init.SAMPLE T e ®l4 /s 5.
Drivers/user.run.SAMPLE AT e dl4aRIhke.

m WNELEL, WL RSO A A XSRS SR VIS B U Solaris
Security Toolkit J5U44 L 1F

Sysidcfg/*/sysidcfg HF JumpStart HERE .
Files/* AR ST BRI S 2 R &

E - R, WREMH pkgrm A MR T sUNWiass, HHAIEA user.init M
user.run CAASMIER . XPE BRI 2 R AAE A A S AL R IR L 5ok
M%) Solaris Security Toolkit HZ5ikgh ]/ 30 ff. B, 7457 Solaris Security
Toolkit 73 & A Files H g HISCAFRI sysidefg SCPFREMNER o

1% @A 13
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R ARG LA Tk

ARERMRY R LT ER. ERME T — MM Solaris Security Toolkit # A f&
PRGE A 2 H AT LR A A

AFAE LU

m o515 0 “HRIAAER

5525 G “TFRFIHAT Solaris Security Toolkit At & S+

5525 T LA

5% 27 BT “HUE N HIRE RS ARG D e

027 U “HE ARG

TR AT HE £

&Y R B3 Solaris Security Toolkit #fH RIS R GE e A 1 . AURIBY B
KR 220 22 42 SRS MUbRUE A S R ST R PR AR A K, W R — A
Solaris Security Toolkit At & . %M B> A L FAES:

m o 15 0 BB S R AL

m 17 0 CEE AR ARAERIAT R

m o 18 U “HfE IR R AR 55 R

JUERIEARAS U], AZH BO HARE I fe A5 1R B A e, T AR A A
Mgk, SR, HELLOSE R v

2 18 RS A 7

ARG T AE SRR B G842 WA AR BEAR AV I A AT DR 5 Wit A
T 8 A S I A SN A

15
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TIN5 ZR e R 22 A PRI, A ZGURIBCRS R 1) 0875 415 it LA ORAE A ] Solaris Security Toolkit
Bz, REELLERZBAT. MAh, Uzl Bl O T BERT 5L [A] L AR
G

E = AR R IE RGN, FERLEE LN, BRI R UL A A TT
o R AR INaR RS Ak, SRS FORT N SR AR P T I A A

1. TR G55 A0 RSP ) 25K

#£3217 Solaris Security Toolkit #X{F2 iy, WZHIRBIEAT AL ZR 8 A9 R S5 AN T 2
PP o WA AT IR g5 RS RS P AH G (K AN 12, AE Solaris Security Toolkit
BT T LA BT A . TOVE AT LR A T RE 2 A AT el BH L T IR ST A B
i i Solaris Security Toolkit £ B il ) S SerE K 20 Bt il B #8a] LUROH , fE2edér
BT A IE A R BC & SO T LARR ) 5 Solaris Security Toolkit 344 S HLAH DG (1 ¥ 71 ¥ 45
HILE TR

2. EH BRI ARG AURALANE 51 T oL

ZAf 1 Solaris Security Toolkit A F BT 8 ke A= %, ZNE Pl T R S8, MRS
MR . RGP ARG ded o T L, AT REAE AT IR AT I A8
BUASIR] (TR ME o FEAT AU 5 HLIN 0 (K26 9% S ARG 5l 22 VR ARG 2 a2
— M YE.

3. RGUAIAEERZ RE N 51 AR D e dt

FER B SO T B 5 M ST 55 I SE B A 2 17, B S AR AR AR RGP AT 1l
(BAT I JE32a AL IXAE SR, B, BT W (AR R X F R A B 1A 747 21
Bifg. f£ Solaris Security Toolkit #{1 2 il Jm H A Z0HEAT MR 7E R GUIN o8 22 4
PG, WREIRAAAEAR PN E . TS BT RS T B . TERZHAE LT, W)
DU A 3 A R OR3Pt g P X 28 ) i, 1 SAE Solaris Security Toolkit
YA 2R R T DIRE I, n RET S 6 FOBT S RAY Solaris Security
Toolkit HAT: {4 5 i) 0ok 28 70 0 e B Sk — 20 ) B 50 A S O i Tk 2R R D E

4. VB A E AL s R M ME .
7% Sk RGN E LA s L2 oA, AT RIS, 1B s A B ME AR
R T LT TRNAZ ] TR R GE s RS FEHE i) — /NEB - i Tt T A Jt A0 422 561
AFEATEE 2N, BARESER S BERE L SO RGNEHE 5
kS ANIE S e st N D T TR o NN 2 o N 7o SRR R E R B T P WS GVARE R Eb o |
IR 1 o

5. RGN g T2 M I B BAT Al BRI 22 4 o
IEFE R T G e O B FIH . Solaris Security Toolkit #C4 AT
A RE D28 KR M o2 o SN i 2 R iR b OR Y. AERXPRE DT, THE B2
R, G wHIHEN Solaris Security Toolkit K AF K3 5 2 A 1 o
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B LA BRHERTAH OSSO

TR RG22 AW BATRS 5 T IR OG22 R 3RmE  ARvELL SO TP & e v e
W o A X S SRS R M B 1) Solaris Security Toolkit Fir E SCAF LS, R4 I £6 30 R
FAL TX T AR NI REZEEM R . W RS X, WIF
e ] LA R 2 il Solaris Security Toolkit #4411 6E 17 -

E = A RIKETOM, TSR AT B T R B SR

AR RHMEEATE B, 15204 Sun BluePrints OnLine (% “Developing a
Security Policy” o 1% 3CRY I DA 0T 2 4% SRS A1 2 2R e A PR vk Rl v R #8 ( AE F A  3dF
—B T

DA WA S48 358 T 17 SR 7 A2 ] ELH 520 Solaris Security Toolkit B & SCAF AL &
J7

S 1
OSSN FE S F T G0 A SR I (0 B AL

m BEXHRME — AN LSRG Bl Telnet. FTP. SNMPv1 AL Ab )
Wo BATEHLT, Solaris Security Toolkit &5 FHIX 2655, RIAN T ZAAMAEC & .

E - A LUME YRR (i Kerberos) ¥ Telnet £ FTP JI% 45 o & ok 7 158 55 0 (1) 5 4 46
UERINEE . XEEIRSSAE 2Bl p H, BARE TS L B A SRR I 8 S8 IN i 22 42
25

S 2
S R 30 O AT 1 4

BLE LM — W] LUK Solaris Security Toolkit ZAFACE A i AL . G5 ol
T, Solaris Security Toolkit # ¥ 5E 14 i KL IR Ry 8 J& (56 KD « EFHix
g, AU Solaris Security Toolkit #AFHIECE . WS (Solaris Security
Toolkit 4.1 Reference Manual )

) Solaris Security Toolkit #F7E R 4E FIZ AT GO0 N A T HA R, HIXF
PO EMIA . EOABA R R A, s ko B

passwd(l) 4.

H2E RPRZRE: HEE 17
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i e I FH R e AR 55 225K

ARG M IRAE AR U5 2 A VR R IR 55 AR ORFFIE T T AR o AT 55 (4G LR 2D 3R

m G 18 B A Y AR A AT A5
m 18 T “HfiE RS K

i IR P A0 AT H R 55455 o

SRR 25 T PSR SR I, 2t 66 T S R LA
BT, RENI T, RYARE LA 2 050, MR AR
S5 IHREMIRLE

INAZA R TN R SE . WA B, A% B SR S5 DI RE BT A i R 1. 2R
g8 _EAN A B AT N RIRR e B e T LU TR R g bl o . Bk, R4t
B T 2 A A T LB N B 2 (M IE AR . A K d /MU Solaris #4F &
ZifM15 K, 152 % Sun BluePrints OnLine % “Minimizing the Solaris Operating
Environment for Security” .

LB R, IR R RO T R LRI IR P 2 8, I SRR AL 45k 4
(B B, IR EL R 5 A A .

B R 55 SR

158 N TR e FIR 2547 B 0, e Ik 2 A PE R R 15 2 e B ALAE i W B Pk . 1R
%88 =7 N HFRF A B H i Solaris OS 32AE RIS . % T E 44 H Solaris OS 32
U IR N FHARE R, LU RS03R4t T 5 R .

m 18 T IR

m 20 T “PCESCE

m 21 BT “HRSSHELL”

=N

TSN R T B PR AR . ARV B N X A A A, ARV A
AT NSRRI RGN WIRE H. MRGRE RN, R HE 2 115 B CUEHE A
HoFRAR ) S (lhn, ARAEAICHED .

AT =P nT LR E I R BT A IR P2, S B+ i 2886 19 Solaris OS JRAS :

m R MOUNEH TR S (P, AR D
m B RO T IEAR IS AT N R
m B RO AR A Sl N AT R

SEA W E SCHF DNS IRSS E 5K A P it 22 P
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AR KRG S HIE R, W /usr/bin/ldd .

REZZRA 21 RIFA R RGN BIE B

# 1dd /usr/sbin/in.named

libresolv.so0.2 => /usr/lib/libresolv.so.2
libsocket.so.l => /usr/lib/libsocket.so.1l
libnsl.so.1 => /usr/lib/libnsl.so.1
libc.so.1 => /usr/lib/libc.so.1

libdl.so.1 => /usr/lib/libdl.so.1

libmp.so.2 => /usr/lib/libmp.so.2
/usr/platform/SUNW,Ultra-5 10/1ib/libc psr.so.1l

FENEFEBATERE P WEE R, EMH /usr/proc/bin/pldd 74 (fE Solaris
OS JiEA 8 Al 9 haTH) .

REZSM) 2-2 MIEFEIBAT R R 1R B

# pldd 20307

20307: /usr/sbin/in.named
/usr/lib/libresolv.so0.2
/usr/lib/libsocket.so.1
/usr/lib/libdhcpagent.so.1
/usr/lib/libdhcpagent.so.1
/usr/lib/libdhcpagent.so.1
/usr/lib/libmp.so.2
/usr/platform/sun4u/lib/libc_psr.so.1l
/usr/lib/dns/dnssafe.so.1
/usr/lib/dns/cylink.so.1

K N R T BB I 3 2 4h s pldd 438 Bos N TR sl & N 3t = 4. ay bl
HFHLLT truss rd RBEEZME B

E = TR L, R AT

REBIEHG) 2-3 iff 2 B A N 2 7

# truss -f -topen,open64 /usr/sbin/in.named

20357: open("/usr/lib/libresolv.so.2", O RDONLY) =
20357: open("/usr/lib/libsocket.so.1", O RDONLY) =
20357: open("/usr/lib/libnsl.so.1", O _RDONLY) =
20357: open("/usr/lib/libc.so.1", O_RDONLY) =
20357: open("/usr/lib/libdl.so.1", O_RDONLY) =
20357: open("/usr/lib/libmp.so.2", O_RDONLY) =
20357: open("/usr/lib/nss files.so.l", O RDONLY) =
20357: open("/usr/lib/nss files.so.1l", O _RDONLY) =

B W W wwww
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REEH) 2-3 WA MBI R (LD

# truss -f -topen,opené4 /usr/sbin/in.named

20357: open("/usr/lib/dns/dnssafe.so.1", O_RDONLY) = 4
20357: open("/usr/lib/dns/cylink.so.1", O_RDONLY) =4
20357: open("/usr/lib/dns/sparcv9/cylink.so.1", O RDONLY) = 4

ek RO G S R AR IR . R (FEABIT ) open) A ILAE LI K R GE10H H
AR IEIE o A AR BRI 7 1) 2R 28 1 BT 4k BRI T L2 e

TS RIS S, WA DA A k2 e A 1R TWEAS Solaris OS #AFL.

# grep '/usr/lib/dns/cylink.so.l' /var/sadm/install/contents
/usr/lib/dns/cylink.so.1l £ none 0755 root bin 63532 24346 \
1018126408 SUNWcsl

SR RN IZE R R T suNwesl (B, REPE) B, H3hAT1 & /MES
AR ICIAT T, DA e AT By T S N R P B0 45 BT s o5 (1 A F

AL E XA

3 TSR SR R T 0 SR T SO e PR T DA iy 44 sl BRI B SO DA T R
%, IR AR RS eIy e A RPEME R, W2 (Solaris
Security Toolkit 4.1 Reference Manual ) .

T A AR B SO, WA truss @ds

E = AL, R A T .

REZS) 2-4 iff 2 A2 A 1 AE A & S A

# truss -f -topen,opené64 /usr/sbin/in.named 2>&1 | \
grep -v "/usr/lib/.*.so.*"

20384: open("/etc/resolv.conf", O RDONLY) =3
20384: open("/dev/conslog", O WRONLY) =3
20384: open("/usr/share/lib/zoneinfo/US/Eastern", O RDONLY) = 4
20384: open("/var/run/syslog door", O RDONLY) = 4

(

(

(

20384: open("/etc/nsswitch.conf", O_RDONLY) =

20384: open("/etc/services", O_RDONLY) =

20384: open("/etc/protocols", O RDONLY) =

20384: open("/etc/named.conf", O RDONLY) =

20384: open("named.ca", O RDONLY) =

20384: open("named.local", O RDONLY) =

20384 : open("db.192.168.1", O_RDONLY) =
(

20384: open("db.internal.net", O_RDONLY) =

SN, BT, BT, BN NN N

20 Solaris Security Toolkit 4.1 &I2$5E * 2004 £ 10 A



EAG T, DNS RS TR E XA (Bl /ete/named. conf) o 1 W1HT A SEH1
BRI, IR IRSS R FE R — AR, AT BEAFAE M) A, A 400 S 0o 22 4 P
Ja &5 A BT s s AN I E L AR

M5 HERE

TR EFEHELE R TR S, RET IR MR, R AN . W IRk
MR BIHE LRSS By &4 RS (Fltn, NIS. NIS+ #il LDAP) . SR 5aEkS: ()
i, Kerberos fl LDAP) UL RPC T HATF MRS () fnds 1w 28 o

TFANRE ST REH 1 A N R P A I ARG T X SRR AR IR 55 o 22 SR R 10 T R 5
R HFEFI (B Uk S5 N # Kerberos AU , AHSCHER ORI, ERLERGLL T, M
FIREFF AR SRAEAN T ZER IR ATAE S5, i HLARL 7 AT REAS S 1L S SR A AR DG A

IXFE B — A S 2 RPC i BRI ES . BTS00 R, Solaris Security Toolkit #1145 H
RPC i VWL 88 o ZEAE T e 5 R A TR S I HAD RS i AT . STt
EMAL, RSEE . HEl s R MO T A #1555 50 i N R AR gn 'S 1 4F PR
B B e N R R A IEAE AT RPC i DRSS 2%, 15 rpeinfo fird. Hild0:

RIBLH 2-5 i 5 W25 N A4 ] RPC
# rpcinfo -p
100000 3 tep 111 rpcbind
100000 4 udp 111 rpcbind
100000 2 udp 111 rpcbind
100024 1 udp 32777 status
100024 1 tcp 32772 status
100133 1 udp 32777
100133 1 tecp 32772
100021 1 udp 4045 nlockmgr
100021 2 udp 4045 nlockmgr
100021 3 udp 4045 nlockmgr
100021 4 udp 4045 nlockmgr
100021 1 tecp 4045 nlockmgr

W5 BIHEHFE TR A /ete/rpe XA/ B BCE i % g5 (1 LDAP) IfE &
W RZSE A TR RS GEW RS =T 0D & H, ZIRGFBTR N4,
XL E i AR T RE P A 2 P R e AR A S DA o

B, #I& rusers fird. & MKHT RPC i LRSS W RPC i A 2%
WHIELT, rusers R . REFRASEN, JFEREIFHRIEE:

# rusers -a localhost

localhost: RPC: Rpcbind failure
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H DRI i R PR AR 7 v S IR AT S . fEM /etc/init.d/rpc A3l RPC i
FIL RSS2 5, GFRPr Bl = AR gk gL,

YER 75— 5261, 5% RE RPC iy I BRET AR S \EFEIZ1T, 1 rusers IRGEABLE HIZ
TR . TERXMENT, e =g RmN, Ff H AT DA & 5 AT 5600

KB 2-6 IF rusers g%

# rusers -a localhost

localhost: RPC: Program not registered
# grep rusers /etc/rpc

rusersd 100002 rusers

# rpcinfo -p | grep rusers

<No output generateds>

¥t rpcinfo MAKHMHT rusers MEMEME, FTLLH €A IZIRE KA E
HNIBAT . XPMRWAEILEE /ete/inet/inetd. conf P IARS 4 HBHATIRALM .

# grep rusers /etc/inet/inetd.conf

# rusersd/2-3 tli rpc/datagram v, circuit v wait root
/usr/lib/netsvc/rusers/rpc.rusersd rpc.rusersd

ZIRSSAT IR RARIT () KO rusers WS EREMZIRS, WBOEERAT
¥ SIGHUP 155 k%% /usr/sbin/inetd #HFE, W FFR.

# pkill -HUP inetd

3£ — 1Y Solaris OS fiA 7 £ 9 1 pkill md. XFHABMA, F5 5 ps f
kill iy &Ko kIl SZkfE o
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Tyl s R A5 A RPC T H (0 5 v 2 A AT IHI A 43 1) 1dd @ .

REGEH 2-7 fifi B ] RPC IR IR 3 1) 4638 T 1k

# 1dd /usr/lib/netsvc/rusers/rpc.rusersd
libnsl.so.1 => /usr/lib/libnsl.so.1

librpcsve.so.1l => /usr/lib/librpcsvec.so.1
libc.so.1 => /usr/lib/libc.so.1
libdl.so.1 => /usr/lib/1libdl.so.1

libmp.so.2 => /usr/lib/libmp.so.2
/usr/platform/SUNW,Ultra-250/1ib/1libc_psr.so.1l

librpesve.so.1 4 H 53 IR MO T RPC Sy I WL 55

K& RPC sty W28 45, N FRR 7 ol BEAR M T~ SoAth 5 1) OS k%5, %1 FTP. SNMP
ok NFS. 7] DA I 2R 43 A R R IR0 B8 e 45 FEff 5 e AT T A5 2 S Sk 45 Th e i
DFW . — M KA netstat w4, W TR,

# netstat -a | egrep “ESTABLISHED|TIME_WAIT“

i IR Al — AN T A IR 55 104, Bl .
% 241 Bt B 3L (1 1 55

localhost.32827 localhost.32828 49152 0 49152 0
ESTABLISHED
localhost.35044 localhost.32784 49152 0 49152 0
ESTABLISHED
localhost.32784 localhost.35044 49152 0 49152 0
ESTABLISHED
localhost .35047 localhost.35046 49152 0 49152 0
ESTABLISHED
localhost.35046 localhost.35047 49152 0 49152 0
ESTABLISHED
filefly.ssh 192.168.0.3.2969 17615 1 50320 0 ESTABLISHED
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FEMESEE R, IEAEMH Z MRS, (HJE NG R B LE AR 4 sl b F2 P A W A . AT LA
WL pfiles w4 ({£ Solaris OS WA 8 f1 9 Faf D Wb FEREATHE A LLISAR 1%
58,

REBEH) 2-8 iff 5 WA AL R 45 5 B FH R 0 A A A8 vty

# for pid in “ps -aeo pid | grep -v PID”; do
> pfiles ${pid} | egrep ""${pid}:|sockname:"

> done

*Aﬁiiiz%‘ BRI XL W I LR 1sof (TR w4
AL ?ﬁfﬁm@ﬁiblﬁﬁﬂ:ﬁ:ﬁﬁﬁ@Kiblﬁ:ﬂ]iﬂﬁD BN, R TS H R L g R A
ﬁﬁlﬁﬁlil 35047, AR LLT A

REBIEH) 2-9 iffy e WS e TR T AE A SO RN g

# ./lsof -i | grep 35047

ttsession 600 root 9u IPv4 0x3000b4d47e8 otl TCP
localhost:35047->1localhost:35046 (ESTABLISHED)

dtexec 5614 root 9u IPv4 0x3000b4d59e8 ot0 TCP
localhost:35046->1ocalhost:35047 (ESTABLISHED)

lsof P4 1 35047 IEAEH T dtexec Fl ttsession #FEZ [H]FIHAE .

] 1sof Ry, SATRERENS HTR A M iff i 2R e 2 [ BN YRR P 2 T) ) 7 240 SCPE R
G2 (KB E . AEATY T R IR LF By AT DU 1sof R ek 3REL

TS 1sof /P, ML E T
ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/

iE - JII:AL WE’JH%EME@E’J?F&T ETCVEAR LR DA T IR Ik o B A T IX 2
JRESN, IS B SRR N i B 3 0 SORY
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A Y /—‘ . ° 3 [
JF & AT Solaris Security Toolkit At &
FESERORRIAHE RSB B T, B o] T R FPAT 2 VR RS SO . LT & SO a4
PEnsRIR A2 (B name-hardening.driver) « JTEMHKHIESNFEF . BIALL
Je 55 AT I3 A0 20 1 22 4 SRS 1R S04
sE i Solaris Security Toolkit #f-Ialy i) — > 2 e VEBRCE SCAF, 8 A CEbAT T A .
ARG . bRy N AR P A SR, B R E sz 5.
FEH AN e R E S, B finish A, audit A, IREEASE . HEZEThRE DL
e AR R 12 SO IR B A
HREMER, ESHLLIT &5,
m AXE IR EEAEN], IS 1 5, 5 11 00 “PEEAEH] Solaris Security
Toolkit #AfF” .
m AR OE L AR E ST BISER, ES RS 7 %, 585 T “Aldw stk
[T R T
m HRERIREFEFIE R, WS (Solaris Security Toolkit 4.1 Reference Manual ) »
WL, WS (Solaris Security Toolkit 4.1 Reference Manual ) 1) SLAMAH N F75
PLSRISH A, HEZLThAE. FREEAR SO IME B AT REZE HI I AN S BEIR
BiAr ik JASS FILES fl JASS SCRIPTS.
BEBRKZHOT Gl BATAUE, R RIER e P& 2 M E S, E§EHREDSS)E %
VERCE SRR . ARENE R, S0 (Solaris Security Toolkit 4.1 Reference
Manual ) . IR EE RECE SO 5 AR HENE . BRI SR DU O A7 ZE RO K R B
PRI T M,

LR

Solaris Security Toolkit {1 i) 22 0t T~ 28 1ok 15 2B ) B IE 7E 22 2he (8 22 G ok Ui AH I
o AREAIRT, ESHH 3 5.

T EFR M ARG, —SRE ] A DU Z R R R T, X1 A
FET ik 22 AVt R, AR T 2B A 22248 5 AR 55
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PAT AT 55

FEMARZE I A E I R GE N L 20T, W ISR ARG, — SRR, X
PIMES A B T5E CEE RAPIRE, IF HA B TAEIR R G0 2 Mk 2 B i B A v
AE FRITC B 1]

A s

AT S5 AE TR SRR . R A ) Y, DA U DR 2R 4 1A C R B DASRERE 2X
BAT T VIR AR R ST, W OR AT AR AR A S0 R SE P 2 AT AREAT KR . AR
ARG EIAT M B E SR, RS %,

Kk R gtk

RAAESS )L 5 & AR 55 A B2, AESCHUEMTRCE ok (B, e nsi & 4 P id 72
PO S0 201, BRI R AT O R TRUE TARIRES . BRI IR R K 2 )
DA ] 2 FH R P B IR 25 2 5 BT 51 5 RV Dk T SCUF (R PR g iovt-&1)
ORI AT RETCIAAG T o WU RS DUB S i, SRR AR SE A 7 3 A B S
WIZARGE. L H AT ORSEBRISAT G E L B DR A7 O IS B AR VL T

YRGS FENHRT RSN, AR P R R D B e . W R TR IR R
W, IFISREAT], DB IR 2 A P R T A S AR I B R R . MR H AR
SRR, WK RS MRS DALY TR H S AFE e, .

B /var/adm/messages

m /var/adm/sulog

m /var/log/syslog

m /var/cron/log

FOH A 3 R GEI U R BT 8 BB R S S, B AT I BT AR R R R e
I A CAd ) MZAESS 5. RGN E BT A 3 3] — > CAIF RS R
& WERAERAIE R s AR B AR GEIEAE IS AT RO BC B A A IR EC BAT DT AN, 3 BT P4l 5
2R S g o SR M R DA E 5 B2 DR B A

AT 228 A AT 55

e ARS8 e ST AR S5 AR . H AR AE T DR 22 A R In otk I e A7 0 AR G sl ]
Y3 AT IR i R o 2 55 5 B M & RGN N Ry H SR e i . 7
Tnsi 2z AR LK B IR 5 | 3 2 5 QU IR H S SOPE 2% 5 IS S8R0 R Se kAT 3E 2 i
WA I H A SOPEARBL. FERCESRE DL, dr A sh TR RS, DIl BT RE s> —
s, SREEN R, SNBSS RS SN .

Bt HUAESCPRAN, SR BRI ae, A0 S8 RS 7 AT g 2 A B b (H AN AR il H A 4%
Ho W0 N LR B EAS .
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561 U . TR Py R A 55 2 g

DRI R GE 22 AT R 5 G AT 55 250 I B RAIE HY ZR e R AL 1 I R e IR 55 2 15 e 8 1 A
WIBAT o AZATESTIE AL 2 A PR B SO 7 D3 AL T2 4SRN (1 K. R 2 4
PERIP 65 8 8 G W AT A5, LABA OR ) A6 I A i S 5 sl [ S 37 R 453 3 24
o AZAEF D AN TS Rl 2 VNG E S 22BN IR AIE N FE e AR 55 D fE -

B0 E 22 A 1 O L SCA 2 e

BLIGAF Solaris Security Toolkit #{F IEMI TR M 2 %s T 22 A PR & S0, W& E wd
HE. SRS JASS. REPOSITORY/jass-install-log. txt i,

7 - WS HE L) T#E Solaris Security Toolkit #A{44F R G 8 L FI45AE . Xt
TR LEANBITERIE, #af— D S SR A — DN T I AT SR AR R 46 1 1)
i H s

B T IR BT R MR E SR, IR BV RS Z R . AT T ah i A e TR
fizad i A s,

56k I FH R e Al 45 Ty

TN A IR e AR 95 BEAT JE AT O SCAF AR e ot Rl o ikl as AT
FRGE IR P IR AN LA DU e AR T n] FRE B TARIRES . R BAT IX R o
X, AR R G4 7 SN CA S B 7 SR R G . e RAE T O e A i 22 4
Pt A 0 A 23 5 e S R e IR 55 4R AT HL T B 1) g

WA B IN SR R G e G, N R s 55t B, 335 A IR e 1 A S
K i, RO, ATLMER truss fir 4 K e B AR @ S0 0 ) . 7E
SR IR BUFTAE s T LR 2 ) AU R B3R 0] 1) Solaris Security Toolkit #4 B fift i)
iR

Y 2 Gt w 4

TR HYUEH 20— RS (A 2B R P ik 22 4, AR A AR D AN 1 E0RT %
B i A AN SEN BT R R . BAUE AR MR E IR RG24
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Yegpr— AL N RGOSR BN, DU RGNS 2 BB B I 18] (R A2

B ATE. Gl RGN ik 1k, DU FEAHENIR At 7 — MLk .

m Solaris OS BN ] fEAE 2 Fe b e LA PR, JF HLoy B o R e IC B
FORAE ZBATMEANRE P BT J5 AR B R 2 aniRE . FIRE, RIFRGEHA ol
A P AR H 2

Solaris Security Toolkit # A LAWY JHEAMERE, BN & SCRiE R g8 RS
BATHAR, P UAR] AR R B AME P G R RGN 24 AL LRAEATIEANE P 5
LUE 2 (R 3R S A PPz AT 1Z 400 DA RS O L 5 0 SORY 2 A SR DR — 2. ks,
WSS R RS, KA IEEAMIT Solaris Security Toolkit #A4 FI AN IT BEAN S FF
C 2R BEAME A I B DI e -

m X RG AT I AL LU DRAS 2 R AR B IRABUNAT . BFR R GRS L SRR 1)
B, BRI AR R AT KRR G AR 115 R .

m BEMYEY PR syslog 7 S E LUMUEERIFNT syslog W& . AT LB M A
B HSOR P I B

w E A A R 2 A R R SR A R E . A BUR ] A e
RGN T 2 AWM ERN, ZERIUHHEE,

m & WAITH Solaris Security Toolkit #4155 Bt AR BEFT IS 1K R 4t

Solaris Security Toolkit (4% HIAE#E w0 Bk 4 22 42 VB ST
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iR =)

LIIEAT % A TR AT

ARERAE N, w3, 1817 Solaris Security Toolkit B4 & HoAt 55 2 A MOC I AT (¥ 45
o Herh AR IS E M 5 JumpStart 8L RTG SCRFIR S

T IR O TE SRR DL 2228 . ICEMPAT IR . RLEESR P OH RN 2 4
PR H5 B SETAAE N .

4R Solaris Security Toolkit ZKfFA& M=, BRI 45N 2 BN it 22 4 P 3P A
15 B B A A3 3K 1 SunSolve Online [15 Hi 35 G AN T BEAE Fl 22 4 1
AR REEE . Solaris OS FASH K AU 1) Secure Shell At JH+ BRI Solaris OS 1
B =7 AR PR IR ASU PR D BT UG Sk, BA R F 56 0E Sun SCHEFI AT AT S 58 3
P ) e B MR G AE — 3R S A

AN LU MES

5529 BT “HRAT IR S 2T
5530 7T “ AL

55 30 BT “RE A A

5531 50 “ b atEmeE”

55 38 B el AR E SR
5 38 WU L RARAT AT

548 TU “RIERGBEN

AT R S 22 BT 5%

IR PRI BT A H Solaris Security Toolkit #A{F LMRY RG24 1 K HE . A K24
AFAFHARI PR S, S 2 &

R EAE OB I R S8 LR AR, WSS 26 U “HPAT RS, LT R
RAE TR ARG AT 2 AR 25 1045

29



IR é5

Solaris Security Toolkit 4.1 #fF HATLL N MJEE.

fEAE M

KT IF) Solaris #AE RGTRA, LS 11 0 “18473% 37 F# ) Solaris OS hit
;N

BAE Nt

Solaris Security Toolkit 4.1 # A\ J& T SUNWIloc #1013 A s R H 330
Solaris Security Toolkit & E i .

H R SCFF System Managements Services (SMS) #AFIARIE R, ES I 11 1T
“IBATRSLFFI) SMS RRA”

30

il 1 FH AR S 2

TR P B TR 2R 8 5 B FINR RG24, W LD REEA ZARE R ]
REIE 52 BUti A I A] . 7E437 ] Solaris Security Toolkit AR R G W42 |, Wl E
Solaris Security Toolkit #ff, AFILHEAEE I P IE R BT,

Solaris Security Toolkit #ff HATHHAL IHESL . U 2R T B A H] JumpStart 7 i,

| Solaris Security Toolkit #f-HE4E (1) i?ﬁ‘f%ﬁ‘” REM AT Rt o LUSAE ] JumpStart i
AAHES . R IELEME A JumpStart, T Solaris Security Toolkit £ {4: G % 4 i E
DA JumpStart AR E T, PR A2 5

PR U A48 TS JumpStart #X
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M7 AL

TEAAL AT, Solaris Security Toolkit 4R 4 M Solaris OS shell $2/R4F MEAT .
TP A8 7T DAAE S 28 5 22 22 A MEAB Dl sl B (EE AN BE v T i 55 LA 58 A LT 2228 OS
M Z&4e FAITH] Solaris Security Toolkit # . AT WA AT BEM TS, W58 R 2 R4
PAGRA 3L 224,

TGS G IR R G A VERT, MSZRGCSE A M. WTRAE RS B2 0sAT
Solaris Security Toolkit # M # A A KGR . EAMEF2A 82T Solaris Security
Toolkit 3 fF A& SIS FHIXIEAT Solaris Security Toolkit #4, 2 HHHAT
BN PP 2 T AR AT 22 A PEAE 0

E = AEAIHED, AN R R BB SR AT, RN T AR5 vhoxt FLadk
AT

A A ORI AT RED N O E R eV i i 2 —. BR T3 31 W “FE#
SVERAT” PBEH)T B 2R T IR Z AN, AN BT L 1T 20 SREI AT Hs
Solaris Security Toolkit A4l 2|7 JumpStart AR E5H .

JumpStart 152

JumpStart FHAJE Sun BFIEE T M) Solaris OS 3L, REMEE i f gty
Solaris Security Toolkit JAIA . A B EH A& JumpStart BRI AAT K

JumpStart #3555, 47K JumpStart HERKHE 25 E, 1204 Sun BluePrints 1555
(JumpStart Technology: Effective Use in the Solaris Operating Environment )

fF JumpStart #5541, ¥ gaSs HOME DIR (HF tar X FHD X
/opt/SUNWiass (HT pkg XM T H1 Solaris Security Toolkit JEAXAS 52 i E
JumpStart 425103 B Fo B4 472 JumpStart 45 #% L1 /jumpstart.
JASS HOME DIR ¥4y Jumpstart i 45%% L1 Hax.

¥ Solaris Security Toolkit # {4 pE] JumpStart & Z 458 b L2 LAME . A%
Tl & JumpStart 55 24T, WS 5 &,

MR e EAT
TNt 2R e 2 AR 2 — 20 R R MY I 2 AP N 3R AR I AR 4 B AT i A
TEE:

m F 32 71 “ 2 Solaris Security Toolkit #{4f”
m o5 33 U TR B BN P RS A

¥ I3E REMEITREZMRGE 31
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m 35T “F# FixModes & fh”
m 58 36 U “ N4 OpenSSH #fF”
m 37 W “FE MD5 #&AF”

- ATVFRIMKET,  Solaris Security Toolkit . HEFE B HME P IFSE A 22 A
BANFEPHESE . FixModes F1 MD5 #AF 2 75/, AT LLH Secure Shell  (A] £ {1
NRIRAE) R A A OpenSSH.  fEFT A1 R 4: I 224 34 ] Secure Shell /=
fho WA Solaris 9 OS, 14§ H: 77 ) Secure Shell A .

4k Solaris Security Toolkit #ff

5% M3k Solaris Security Toolkit #f, R Ja LIS ALK FL 22 3 AE 2 A6 ] Solaris
Security Toolkit IS4 I, B3 LAJumpStart #5230 25 7E JumpStart 4545 1.

iE = DUN R SR S04 R SRS o AR 28 st R BT 3R AL (1 5T AR

TEASR R MR 5>, JASS HOME DIR M54 it 4i Solaris Security Toolkit £ 14
M H . MM tar AR SCIF %% Solaris Security Toolkit % fF1, ¥ JASS HOME
_DIR EXNERAE, IFEFE jass-nan WARTE/opt HX FZ&car s RICA, MK
JASS HOME DIR MIEAFHE XK /opt/jass-n.n.

B TAGE I 4010 tar A% 04, Solaris Security Toolkit %14 PL Solaris OS %/
Bk AT A M A S AP R RS 2

WP G A B R . pkg BARIEH] T% )70, Mtar K@ T JumpStart
RGANTT B E A o

PAUR LA S0 N A 21X AR AN R RS SR R R 2B 3R

T4 tar A

. THEHE DA (jass-nn.tar.2).

PSR T LA R 3l 2

http://www.sun.com/security/jass

. {ER zcat 0 tar LB RG S A HBERDIRSH LH—PBERF, MTHR:

# zcat jass-nn.tar.Z | tar xvf -

Hdr, nn 2 N ESBHTRRA
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PATZ AL, A TAFH X T2 jass-nn FH. %1 HxWEPA Solaris
Security Toolkit H > AIAHR A

N# pkg WA

. THRES XXM (SUNWjass-n.n.pkg. Z).
TS T

http://www.sun.com/security/jass

iE = WURIEAE N B RE A BN AE, A ST s PRI “Save As” JET

. {#F uncompress RGN AL HBRERERESEHN—PEFETF:

# uncompress SUNWjass-n.n.pkg.Z

. {£/ pkgadd BERURGENEAXHREIRSFHH—IMERP.

# pkgadd -d SUNWjass-#n.n.pkg SUNWjass

Hrby nn 2N EIBOITIRA .

PAT AT A1E /opt HBIE suNwiass Hak. % T H3%W &P Solaris Security
Toolkit H RAIAHIE AT

NG AN PP IR A

EAMEFFH Sun &Aii, 4 Solaris OS #&4IExtPERE. FeuE k. g2 arEMEIE. X1
RGP S e R RO R AR PP R . Wi iR R 48 L 22%% T Solaris OS #EYF

MBS 2 B AR PR, ATTRE T fr 3B B B AN P R 4R

E = AR LBATATIBAME I 21, WEAE AR ™ AR 48 rh B TR0 AR 7 o bRt St AT

BUATFA

EMZITREMRY

"
w
fukt
)‘i‘}
fx':{'|
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N, N, e N N N
v NEHEE B RN e A AL S A
TEZIREHMEIPIHE T, IS EEEMEAET T README SCAFFI A B (L5
Ho A5 Bl 4 3B AN P BEAE 2 10 75 BLANTE 1) U 3 Bh 15 o
. MEX#1EY SunSolve Mk = TR ZFTHIIENZFEIE.
http://sunsolve.sun.com
. EENMSMEZNTRERR T “Patches” $Ei%.
. BE “Recommended Patch Clusters” $%3E.
P R VFRTIE PN
£ “Recommended Solaris Patch Cluster” #EHiE#Fi&E LAY Solaris OS FRA.
ELESEfIR, #E$E Solaris 8 OS.
. AR RIRIRHIEFRREN TR (HTTP =X FTP) , AFEEHF “Go”.
NV D2 BoR—A4 “Save As” FHEHAE.
. B EREFEIKH,
B GRetBHEEmMRELE MRS,

il scp (sep (1) - ZAaEH GRREEHIRER) ) e, s A 2305
Jitke
AR ProRAli ] scp fir 4

Y

N

[

=

o

=)

N

# scp 8 Recommended.zip targetOl:

8. B H#®aNE/opt /SUNWjass/PatchesBR T HEIESE.
i
KELH) 3-1 B AMEAMET U 5) B /opt /SUNWS ass/Patches H

# cd /opt/SUNWjass/Patches
# mv /directory in which file was saved/8_Recommended.zip .
# unzip 8 Recommended.zip
Archive: 8_Recommended. zip
creating: 8 Recommended/
inflating: 8 Recommended/CLUSTER README
inflating: 8 Recommended/copyright
inflating: 8_Recommended/install_cluster

(. . .1

R T B At IFAT T Solaris Security Toolkit #f1/5, 4 H8h %R & 4
FEFFREEE AT -
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E = WAL AN PP RN 2 VR B AR e AR B T 3
/opt/SUNWjass/Patches H3k I, W4T Solaris Security Toolkit 4K 2% B 7R
TAREEIE . FEBCAME AN PR N I AT DL 22 A RS X A5 R, A DA IR T
BT B R GERRCA

T3k FixModes #ft

FixModes & /MRl #45 1) Solaris OS H S AISCAFABR AT . BRFIX LERLFR BE S
RS R A 2 A o S22 R BRI AR PR A AR 8% i P SE A 2R 8 AR AR

i — 1t Solaris 9 OS A, HEAT K EE T2 4 T 3 i LA i FixModes #PHE 2
BRI AR . AR1,  FixModes HAFATI9R A 0 B, PRk 35 =05 A0 g A5 ) B o 22
BRSSO H AR

N4 FixModes #AF

. MU M T 3% FixModes T 48 1% A9 — i3 il 3T 14 -
http://www.sun.com/security/jass

FixModes % AF A 4w PR i IR AT GURSUA SCAE o3 i), Hoks UG H T Solaris
OS #%i. L fF4 /& SUNBEfixm.pkg. Z.

. {£/M scp LHEHMBHRREXHEMMNTE BXHREHMBHBEMER ST
HIRGH.
AR ProRAEH] scp fir 4

# scp SUNBEfixm.pkg.Z targetOl:

. AU T 4B SUNBEf ixm. pkg . Z FRIEAEFRTFEFE /opt/SUNWjass/Packages
THY Solaris Security Toolkit Packages BEH.

# uncompress SUNBEmd5.pkg.Z
# mv SUNBEmdS5.pkg /opt/SUNWjass/Packages/

R T BT BN AT RIFAT T Solaris Security Toolkit # )5, 2 H 843
FixModes # At
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N4 OpenSSH # -

FEARAT A AN, Fa BOROIN S Ly o 5 0y B AR 45 5 A0 UGS P AZ L il e IR
B, V7 1) W4 28 i 5T HEA T TIN5

I T ST I 14 1 H & Secure Shell ¥/  (Solaris OS Bt IMRA . 2 = J5 R iR
A ARIRIRA) o ZLSIL Solaris Security Toolkit FAFFT AT T 22 A&k, 2
HA— Secure Shell #A}:7= i

JE — R Solaris 9 OS, 7 1 F #4717 ¥) Secure Shell A . Secure Shell f#)i%
WA E B, T oAt Solaris OS %4 Thfe  (Fldn, FEAZ4WE (BSM)) LLK Sun 37 FF
IR AR REATE NI R =N

oo U CRIRBHE” PR T R MATAEIRAT Secure Shell FiMVARAS 115 -

Solaris Security Toolkit #{F4EH] T &R GEHH B A7 AR I i 117 A2 H A0k 55 A sy 1 b
Rl esrydtfE (B, in.telnetd. in.ftpd. in.rshd fl in.rlogind) .

Secure Shell ffi# 7] LL{§i [ Telnet A1 FTP Vjin &5t

"~ 4% OpenSSH # A}

iE = WSS & I AT Solaris 9 OS, R LUHE HIKI 47 1) Secure Shell 2 ki A
¥ OpenSSH % 4é 03K

FRELLLT Sun BluePrints OnLine 3 &, H{FAXESIES KT HETH.

Sun BluePrints OnLine L7 KU1 4 1 55 % OpenSSH {1424 “Building
and Deploying OpenSSH on the Solaris Operating Environment” (13 % 1] LA7E 41
W kRS«

http://www.sun.com/blueprints

2 MASJE I K Sun BluePrints /&4  (Secure Shell in the Enterprise)

16 FECT T Mm-S A0 34047 T Solaris Security Toolkit 25, 4 H3)%%e
OpenSSH # .
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EE - AT EMR A RS EYTE OpenSSH, AN B T EE M5 22 ALY
G LBty . MBI Solaris OS &4t — 21T IR K Solaris OS ixAS. A&

SERRIBES (B4,  Solaris 8 OS. Sun4U (sun4du) Al 6417) — %it¥ OpenSSH. Ul
%;c@*im SSH Wi NEhAS, TATEEATAT g it RE 7. B 02 BR V8 7 AR 255 G 12 2
(A o BRI, R ACHL R G B A B M B A Re P& BBk, A ARAT TR
Al DL B Pidm vk ) T 5

N4 MD5 At

MD5 HAAEE IR A RS A R MD5 BUF RSl AR RS, KLY
Sun 2 ") R AT HIEREC PRSI L, USRS BUN ) S sl 8 2 (B
AL R Z AR RS BRI, B SR G RIS, Bl AR
RUETIVI R R SE; AR T B QORI R S ARE IR T isAT .

ik MD5 At

. MU ML T 8 MD5 Z #3044

http://www.sun.com/security/jass

MD5 F2J7 BA 46 1 3 AF A RRAS ST I 2003 o

. FH scp WS EMREREXHERNAE, B3XH SUNBENDS . pkg. 2 REHTE
PMEEMBREEMRAESP.

W R scp 4

# scp SUNBEmd5.pkg.Z targetO1l:

ERSUTHMN®GS, BXHBEFHFFBD12E] /opt/SUNWjass/Packages TH)
Solaris Security Toolkit Packages BEH.

# uncompress SUNBEmd5.pkg.Z
# mv SUNBEmd5.pkg /opt/SUNWjass/Packages/

F MD5 #AF {47 %] /opt /SUNWjass/Packages HkHm, T Solaris Security
Toolkit # Ll 2% MD5 #f.

fE MD5 B SO 22656 ¥ )5, Wi Solaris FE U8 A T LU AT 1460 IE R 46 b T
PATSCAFH) e 8. R Solaris Fr8UEd =R 25 5, ATEL Sun BluePrints
OnLine 14474 “The Solaris Fingerprint Database — A Security Tool for Solaris
Software and Files” 3% 115k

EHEiTREMRYE 37
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4.

(A[iE) MALFLLTAIERY Sun BluePrint Wik 33 % % Solaris Fingerprint
Database Companion # Solaris Fingerprint Database Sidekick X f4:
http://www.sun.com/blueprints/tools

BB T T IR L5 MD5 BfF—e T . 38 T B Tt MDS5 At RIS e
Wl RS HERISC PR T A P T RIS IE %41 R %% |- Solaris OS
HEBIRSCPR I S e

XL T H R AR T #iF5 FAE Sun BluePrints OnLine 4% “The Solaris Fingerprint
Database — A Security Tool for Solaris Software and Files” {3 &z A LAk %1 o

i B E N B 2 e TR e B, (E %A AMIEAT Solaris Security Toolkit #ff A& b
I A VERAT T, VEAEH MD5 58 g iEH 5 8. 71 Solaris Security Toolkit %
GUIH b, AT RASRAR T & 1) MD5 B8

5E il 22 A RO B A

TR 22 22 PRGBSO A R IR B RE P40 75 7 Solaris Security Toolkit A4 K hitA
W IE QAT EE T TR, AR 1) e AP ORI P I e K 5 R AT ) B SO T
HAGEH TR RS KRS 2 AR SO T IR AR ZE %5, I
Je T B LT AR F T B 1 22 4 Ty R

{1847 Solaris Security Toolkit #PFZ i, 15 & F I hl P 1) B Ag 22 ARG & S0P,
BOE FFRBI A . Sun BluePrints 1548  (Securing Systems with the Sun Security
Toolkit ) $etit 1 % il ¢ 4x P e B SO 1B 25 e .

38

ZEPAT AT

{EHAAT Solaris Security Toolkit #1-Hi 58 B LA F Pl AL 95 R 4] . 1817 Solaris
Security Toolkit #XAFIN, 2% F 858 O A7 o 2 4 PE T A

m RN AVEN RS EEE JumpStart k45 d5 bR B0 A PR AR Solaris
Security Toolkit #ff. W2 31 U “ R .

m B RGERE ML JumpStart B30, WS EEE 30 U o R .

m WRAAT, 4 RGE N Solaris Security Toolkit A}

m (B3 AZEAT Solaris Security Toolkit #041 A B e PEAFHT, 75246 H MD5 12
50 R IR 5 A

A DAL M A AT B JumpStart JIk %5 # E AT Solaris Security Toolkit {1
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A RATDATEIN L IABR TRATRAE R, WS Z
m 39 U CAERBUR AT A
m o 47 U0 “4E JumpStart B R HATEAT”

FERNTAL R AT B AT

AR S 3-2 7 A ST iy AT A AR

KA 3-2 ASTAFCT iy AT (KR

# .

/jass-execute -h

usage:

To

To

To

To

To

To

To

apply this Toolkit to a system, using the syntax:
jass-execute [-r root directory -p os version ]
[ -9 | -o output_file ] [ -m e-mail address ]
[ -V [3]4] 1 [ -d ] driver

undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -f | -k ] [ -g | -o output file ]
[ -m e-mail address ] [ -V [3]4] ]

audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output_file ]
[ -m e-mail address ]

display the history of Toolkit applications on a system:
jass-execute -H

display the last application of the Toolkit on a system:
jass-execute -1

display this help message:
jass-execute -h
jass-execute -?

display version information for this program:
jass-execute -v

EIE REMEBITREMRG
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R 3-1 4 T AT Ay AT IR FZE A AT B

% 31 Fir 21T S jass-execute 45 &1H 1

&I it BR

-a 15 R8I A VERC B SO A A

-b Y —u I AR . 0 AR — OISR 2 A MRS AT A LR T3

HHIFATSC, IR RIS SRR
-d RO FIE T AR

-f 5 —u IS S AR A EISNRE LT, BN 4
PEBATHRAE TR SE G, FEBAT N5 22 S R A 5 EAT T 20 S8 el i 3¢
LR R NVIE

-h WK jass-execute HHNTHE, $AET AT HETUGHEA .

-H AL Solaris Security Toolkit #/H4E R 41 H BT £ KK
iy F AL o

-k 5 —u IS A TRAF H RS — IR PAT I 2 e VRIS AT B LR
BT 5 S

-1 R AR b Solaris Security Toolkit 15 H M T -

M RSB A TR
o gt E Al

-p 5 -r root_directory JEINE A .
/7€ Solaris #H/ER LM OS A, 1AL uname -r #[A,

-q By 1R R BB b SRR b T

-r WY -p os_version&E & AE ] .
{RIETE jass-execute BATHATHMMR H 3. SUETEH T, root 3L
PERSN /. WA H 3 Solaris Security Toolkit (JASS) #4575
JASS_ROOT_DIR & X. Aliiid /{R#7 Solaris OS %4, #lhn, n
RIEH BRI — M OS Hak (BT 2ZHEAE ¢ /mnt ) %4,
IATTUAEH] - EDORTR € /mnt.

-u KT, BATHEAR AR G R EEREUT R D ARt
Wi, AA[Y -d. -a. -h. -1 8{ -H &L .

-v BIRATEFIIAAE B
-v i 08 T BV H AN )
-? 7R jass-execute BN E, LA T W H L.

B FRAEPSI TS Jass-execute 4 — A R FELE B, ESMLLT
JLAS:

m GH 42 1 “H TR

m P42 U “ BRI
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543 T “URBhRERRIE I
5544 TT | TR ik T
45 TU “PAT DT sk a7
45 T “HBopi TR
45 U “HarH SCfRE I
46 UL “Hp LRIk
46 TU A H sk

47 TO“Rg ik

A0TSR SRR 7 (1 52 38513, 152 L Drivers H %o B ATRRAS W] fg 5 B oM )
BIFEF -

FERR SR N IAT AT

. MiTsecure.driver (H=mEIERMIA, 0 sunfire 15k_sc-
secure.driver), MR,

REBEGI 3-3 TEM ST AR PAT A

# cd /opt/SUNWjass
# ./jass-execute -d secure.driver

[NOTE] The following prompt can be disabled by setting

JASS NOVICE USER to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

Are you sure that you want to continue? (YES/NO) [NO]
Y

[NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.1.0

Node name: ufudu

Host ID: 8085816e

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6¢e
0S version: 5.9
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REBEHI 3-3 FERSTA A T PAT A (B LT

Date: Tue May 4 16:28:24 EST 2004

A RA BRI FEFP ) 8443, 1152 W, Drivers Hiko BB IRCAS W] BE AL 5 AN
YN o

. FER % _LIE1T Solaris Security Toolkit ZXF/5, BEHM3IFREFEUMITER.

FEMN G AP e, F5 SR LR BC EAR S . XSSO e R AR I g5 8
SIIAAS, AR AR 55 38 TR 3o A AR 2 2B (K R SR R . AT % 7 BT A B
Ja, XGRS AT R AR

. EMSIGARE, BREENRERMEMTES.

THSR 48 11 “BIAERGBE”

. MRBIEMEIR, HETEREFBREMIEN TIEIT Solaris Security Toolkit %X

.

B LI

ML -a #EI, Solaris Security Toolkit #AFREW HEAT HivHizty, DA€ RG Lyt
L AVERC B SO AHAR A o BEIBAT AUIGIE R G HE U SRR, B RUE 2 4k
FI I R A AR as AT B MR A A5 B ek, AR E 25 R, 12
[HER

HTE RGeS A VERC B SO S 4

# jass-execute -a driver [ -V [0-4] 1 [ -q | -o output-file ]
[ -m email-address ]

W Bh Ik T
-h EDE IR jass-execute FBIME R, AL T 7 H &0 MR o
-h =AM S DU N AL

RIBEH 3-4 ~h I A A

# ./jass-execute -h
To apply this Toolkit to a system, using the syntax:
jass-execute [-r root directory -p os version ]
[ -9 | -o output_file ] [ -m e-mail address ]
[ -V [3]4] 1 [ -4 ] driver
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RIBIEH 3-4 -h DU R (B LT

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -£ | -k 1 [ -g | -o output_file ]
[ -m e-mail address ] [ -V [3]4] ]

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output file ]
[ -m e-mail address ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -?

To display version information for this program:
jass-execute -v

Note that just the driver name should be specified when using the
'-d' or '-a' options. A path need not be specified as the script
is assumed to exist in the Drivers directory.

The '-u' undo option is mutually exclusive with the '-d' and '-a'
options. The default undo behavior is to ask the user what to do if
a file to be restored has been modified as the checksum is
incorrect.

The -u option can be combined with the '-k', '-b', or '-f' to
override the default interactive behavior. The use of one of these
options is required when run in quiet mode ('-g').

The '-k' option can be used to always keep the current file and
backup if checksum is incorrect. The 'b' can be used to backup the
current file and restore original if the checksum is incorrect.
The 'f' option will always overwrite the original if the checksum
is incorrect, without saving the modified original.

I B 2L T

-d driver HINHRE M AT BAT KBRS o
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W] -d JEIHE 2 SR E) ). Solaris Security Toolkit %A1 Drivers/ M IIEFTI
TAAS R Z AT o PR R A AE i AT A A AR AL TR

- AEER -a WY -u. -H. -h BU -a I FEAEA

T -ddriver JEII] jass-execute M EMEEITHAE = AR H LI TFLLTA

o
REZM) 3-5 -d driver & I5% HFEA)

# ./jass-execute -d secure.driver

[...]

[NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.1.0

Node name: ufudu

Host ID: 8085816e

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6¢e

0OS version: 5.9

Date: Tue Oct 4 16:28:24 EST 2004

F, 5 HIJS A7} 30 61 226 3

-m email-address FEIFLHE T —FHLH], WL ZHLE], Solaris Security Toolkit # vl 7E
AT 56 BT AT I e A VRIS AT B AR RUROH @ AT S04 00 b FH IR Akt 20 A
F AR IR IR T AT e R4 EA e H &4, 38 T AR e 7 A S

ff LTI IE I sunfire 15k sc-config.driver [ Solaris Security
Toolkit IZATRABLT LU A 2

# ./jass-execute -m root -d sunfire 15k sc-config.driver

[...]
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AT I3 52T e I

-H IR —F i E Solaris Securlty Toolkit ¥ AFE &R e LI AT 2 /0 IR IK ] BB o
ZIEIURE S BT Iia AT, R HA S .

-H T A g 2R T DA A
RELLH) 3-6 -H BI04 A

# ./jass-execute -H
Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 0.3.

The following is a listing of the applications of the Solaris
Security Toolkit on this system. This list is provided in
reverse chronological order:

1. June 31, 2004 at 12:20:19 (20040631122019) (UNDONE)
2. June 31, 2004 at 12:10:29 (20040631121029)
3. June 31, 2004 at 12:04:15 (20040631120415)

I W, Solaris Security Toolkit #ff CFE R SE Ligdr 7 =ik, Higla —kis Tk
H -

OB AT e T

-1 AR T B IRISAT L. XA - 1 BT R R IRIEAT .
-1 BT AR R 2R AT BL R A

KTBLH 3-7 -1 LI R

# ./jass-execute -1

Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 4.1.0.

The last application of the Solaris Security Toolkit was:

1. June 31, 2004 at 12:20:19 (20040631122019) (UNDONE)

i L ST AR I T

-o output-file IR jass-execute HIFEH G it 5 E i) 2] — A A EI ST (output-
file)o
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IEEIANR2 M JASS REPOSITORY Hg W H & . IO T 7R (1 i 4% Fiz
TR AH B, B4 Solaris Security Toolkit 1817 2= K sHirth .

Wik -a, -u Bk -a .
o HIE A KL T BL T Py 2

REBEH 3-8 - o JEIIH A

# ./jass-execute -o jass-output.txt -d secure.driver
[NOTE] Executing driver, secure.driver
[NOTE] Recording output to jass-output.txt

i LA B T

eI IsAT#HAE S, g IR 4511 Solaris Security Toolkit 4 Hi 2147 #HE 4 A fi
H (stdio) Ji.

PEETAN MY JASS REPOSITORY HERWMHE. 5 -o WIS, IIEITEERIE B
T cron  CRPRRSFHHERE) VRNV B 12 1 M 45 452K 4T Solaris Security Toolkit
A

LT A Yy -dy -u B -a 2 AT .
-q I A SR LT BUR A

REBEH) 3-9 - q JEIU A

# ./jass-execute -q -d secure.driver
[NOTE] Executing driver, secure.driver

R H SR I3

-r root-directory YEIIH T#EI81T jass-execute FIIREMRH . TH -r EDUETFE
i -p EIFEE T (0S) A, -p EIHHEAY uname -r P4 AHE .

AT, S RGEMWE A /. M H M Solaris Security Toolkit Pf5E48 &
JASS_ROOT DIR HiATE L. nliid/ Vil Z LR Solaris OS. i, e ffy—
AL OS Hat, WIRKMTE /mnt FEEN, RGN -r I E /mnt. MWK HRA
JEAC Y F 21 OS W%
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S 2 3

Wi -u BENT, Solaris Security Toolkit #1 ] AE Iina 2 4 1k i A% v H0H REEE 2.
A~ finish JIAHAT LUE R -u B WOKRI0E . 1641, Solaris Security Toolkit HI4H )
e S EEIGSATIN P AR RIS A G . AT R DIREIE 25 R, THS I 4 &

$OH i K iy AT A IS4 -

# jass-execute -u [ -b | -f | -k 1 [ -q | -o output_file ]
[ -m e-mail_address 1 [ -v [3]4] ]

£ JumpStart B0 N PAT AT

JumpStart £ HHid A 2] JumpStart JIx %52 F rules SC/FHH) Solaris Security Toolkit
KR o

WURACKFAEEAC E Y ] JumpStart #20, 2 5 ®.

A K JumpStart FEAR M E L5 E, 120 Sun BluePrints 1045 (JumpStart Technology:
Effective Use in the Solaris Operating Environment ) .

v £ JumpStart B F AT HAT:

BI4F JumpStart B F AT Solaris Security Toolkit #ff:, %20k HAE MK #] JumpStart
HREE IR A JumpStart Z23AHOCH finish BIAS 1 — 0 AT WA . A7 G Wkt
Solaris Security Toolkit # {4 EI RGP HIE R, WS 5 %,

1. ERMENEFHABLEEYE, BEM JumpStart BRIEMREZT .
TEZ B ok P74 HPAE A LT iy & 58 UZAE 55 -

ok> boot net - install

— HZA5E R, JumpStart AT H G2 RS
AGIIBCENIZIES . R avbid e, & Zx% AU E ORI . X
oS AT RE ELFEAE IR 55 I S IAIAS , A5 Y 55 306 TR SO o A AR 22 2 (14—t A S A1
Peo RARPHLERASNE, XS4 WA

2. ESIGARGRE, REEYMEREMTES.
WS 48 T “BIERGB

3. MRHIMEIR, BEENHERREZFIA OS.
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Ik REE 0L

TG RGUT, BT I T S0 I 5 AP ST R0

XRS5 AT QA it

PRIERF L AT R —2&, b OS s+ 8 FREUE RS IE S
B1T. W TEEBEAFM Solaris OS k% (B, T ERKARSN Secure Shell) , Kt
AIRETFE AT, B A AT, B 28 = 05 ok B D B DR P SR iz
AR (RPC) SF4 s .

7E124T Solaris Security Toolkit {2 Hl, MA@ XL Z R P IRy . GES R
18 T “Hffe N R PFIAR S ZEK” ) o AR1T, ME—#E MALEDE 22— RFE L4,
SRIE L AL (QA) MR ILET E R M Th e AT 5 2R, HEIR RS w4t )E,

XA B R IEH AT QA TR, BN, X TR AN AT BN REK,
T AT A IR LA (R I R4 T A ZER A i B M Th ik o

AR QA WMREARIL TAEM ZE 5, WEHATEL NP ER:

1. RS 2 Frh AU, ) R IR A

2. RN IR AE OB G & a8 AT .

3. HiliH Solaris Security Toolkit J&17 .

4. MRS RT S, B e TERCE S (RS .

5. FHIZAT Solaris Security Toolkit %1t

G RNR —A  ERCE SO, IE RGeS AT AN ST BT 75 10 T B A A i

AN

XTGBT 2 A VP AL

FERRAUE RG] PAT P A w5 LR DI RENT, IEER 22 e VERS B AT VR, DL E B2 s
PITTE M LRGN BRI RGE ERAT IO 38 2 bk St MER G, X FPOP Al a] e
WA T T o

2% M ELT JLIT TS 2R 4 A BC L -

m DR T T AT IE 2 (K % VRS AN e R AN T

m E AT RUEATIE I H @ i EERE, JF HRLE M S 8is1T .

m HE G T L I SRR, JF HLLUE S S H0E1T
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m EATAMA A (B, netstat -a) FMEHEHEA (B4 Nmap, ‘& Al U E M
eI AR D) BT A, DA 2 AR G AT IR T A 7 ) 1

m WERARGURE/MUN, ORI 2R T A5 1 Solaris OS #AF L.

XFHR I DR 2RI RE, BOPMZE BRI A . EINRESEREN %2
PRI, 5 2R ARIZ 0 OS LARE & AT TRBBI B S, W X Fh e stk i fr, fix
IFAE R B ARG ST RS, RGN — AT %1 OS SEf]_EIsAT e HErE RS A
4. 7F Sun BluePrints OnLine 4 “The Solaris Fingerprint Database — A
Security Tool for Solaris Software and Files” [ 303 it /24 1) T HL AR X LeR5 30 T 5
.

Uk 2z A PERC B P

FEORY R G2 a0 L C Rl T P IR 5s RIDh e, 35 40 | v D g ARG PR 1EAff L5
SN T A VERCE SO SRS AR R OCHE, SRS S, B R IR R
ST ARG Ak, T, B IR N R GOE SO A A MR B SO IEA L S A T
Solaris Security Toolkit At & H . 1-He B A B 175 R G iR 38 2E iy Jo 0] wh g
RGN 2 A VERCE S, XA G &+ B2,

ARENIREMEZEE, HSHE 6 .

AT 28 e AT 55

WERAE— BB N RS LA, ESIH 26 1T “$ATREISHES”, BT
AT RAEGIS B I R G LT 23 AR 45 15 R .
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£4

=

R

AFERRALE BAPERATHFEOE  GHE)  Solaris Security Toolkit {471 b ¢ 4> ¥
IEATRERE P T T e AT B BB, R L A AR G e 2
Solaris Security Toolkit JiIs 22 4> VE#AE 2l — R FIHRAE 2 5T BPIRAS .

AEAE LU

55 51 BT 7 T A SR I IO B

5552 U N R G U R

55 52 5T AR DARO B

%5 53 51 “Rr Tl St

55 54 BT “AE A HOH Th RE IR T

95 57 BT “HH RS

T AR A s RO BE

#EIR Solaris Security Toolkit I 4 4 PE#AE#/E. JASS_REPOSITORY FEIE—/Miz
FTHM . XU H SR FREE T2 1T 00 H IR ). B T 76 5f 45 b BoRg i 2 4k, Solaris
Security Toolkit AL 21 H 3 R QI — FR A SCIF LU 5 5Ol LA

FEAEAE F R P SO ER OO RGEIEAT B 2, TR ARG DhRe 2k

Pt

EE - HH AN JASS REPOSITORY H IS 7% .

M7E JumpStart 3 O] Solaris Security Toolkit # 4N 5ik R 4 1) 24P
i, WO RS SUCTE JASS REPOSITORY/jass-manifest.txt 4. Ut
SCERF S T D e I T IO S AR . 12O A ORIl Solaris Security
Toolkit #AF sz 2 E#AERE R, B, S, BahsiMRmscfE. 55k, it
BT T RO E R (B 23 TR R4 H o ChrdE 4% FURIE )
FH) o BN LT ERAEM S E AR jass-manifest . txt .
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¥ — Solaris Security Toolkit K (141 2 B REI IS LE AT B SR b A AR 4 H
1

RO A 2T IR B A 64 Solaris Security Toolkit J& 1T 1L 2 i A2 AR /7 fEJASS_RE
POSITORY "I B3 TR 8 0 SCAFIR L 2 EATER OO B . W RS %7
WU JE AR T G P e -

$7 Solaris Security Toolkit #AF I AL MERAICH H k. 1M/E7E JASS_ REPOSITORY
HE FEIE#EPAA X jass-undo-log. txt Ml reverse-jass-manifest.txt.
B H X IAT jass-execute -u I, ANSHIH CHOEH OERAE. Inom 2 4P AE L REH
H—K.

X 2 295 DUREY

ISR UGS

7148 1] Solaris Security Toolkit # I D REMT, 1574 = LAT BRAIFIZEK

m 7t Solaris Security Toolkit fitA 0.3 % 4.1 7, A LAEMAZ AR (80 JumpStart #2:
IR C IR T s AT SR A IO Thg . AR, AT DLAE SIS R 40 B0
£ JumpStart 23Rl FE A B Al R0H DB .

m WREFE T Solaris Security Toolkit LEI, AEIEE %R CAF; WIGIBAE JumpStart
PR SO, WOE DIREYI AT . ¥ JASS SAVE BACKUP Z 1A 0,
AR L B A SO RIAS

mIEATERAE L BERGE K

m WRTFR T —NHEA 1/ Solaris Security Toolkit HEALIIREMY finish JI4%, W
WA — 5 Z VLR audit JIAIFAET add_to_manifest DhREIHE /T
IIn4 H. #50, Solaris Security Toolkit Joik T s 2 HIMI T & .

m EAETE O N EA 52, JASS REPOSITORY H M N % . BB S MR S0
7, HAHROE DhRET, 25 R AN T FIUEN B BT 1% BR SE 152 o

52

FE Tl AN USRI B8 24

Solaris Security Toolkit HE4¢ 4 ¥ THFIFYEE finish JIASRAE T REME . XHES ARV S
Solaris Security Toolkit {1 Ti i LA 504 il S 4 2R 22K, [ It e 3 B A /e G
(1 21 i o 40T P 5 e R G T A
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2 E WA, T TR IR SR D e MO DO RE A AR R BB . Oy 1 A
A%, BT Ty RE AT BSOS 2 S e (IO T e ARV B SO 1 P R EO i
ARG atbisiTigft. ) AT, LB T IRt 1o R € B A i
INE- (e

AR T IREMFIRAEHEAIE R, W20 (Solaris Security Toolkit 4.1 Reference
Manual ) . A X B F I REAE E AT NI R G dn 4, ARG B AT B E ety 2%
RSO ARG H

RGO T, BHATHIThRE AT BEA BB TIhRE . 7EXLEREOLT, W4

add_to_manifest WIRFFRIIRE. MHIBLDIRE TR 45 H T A B o0 fFd, A
VBT oRe . WS E AR R D RE,  LURS RGERT Solaris Security Toolkit {5
SR SERENE . Biltn, T TR IR DD BEAS N AR Sun 1 pkg MEUAIERAF L. FEIESE
Z{/’;, s S0 ARG T F 2 A A B A o i 22 s VS AT R AR L A v LAk =078 I ) 4

FIH B FDIREFIRF A add_to_manifest DJRE, Solaris Security Toolkit K AFH24E T
— R R BRI OV, Al AL, I RTROIS AT AR R GEAT I

IR B finish AR, #A XL, W Solaris Security Toolkit Joik T fif L4
KA S B, 2T S0 I SR A R S AT BE

TES— T, FEESCRGE PSR, N E SR SO R A . 78 Solaris
Security Toolkit #AF¥1EE4L, H il H AT /usr/bin/cp & LLEMIZATES . A
I, {E Solaris Security Toolkit #/FFAEE T, WIR HAAME L4, Solaris Security
Toolkit AT T il 5 20— ME A H . Bk, 5 backup _file BFI)
e, MANEAET cp 4. ZMAELL JASS SUFFIX MG 4 ARTTE T JRUA ST REIA,
HAI T — AN 45 H LB SN Solaris Security Toolkit #fF CU&HI T SCHFEIA . [H
IS e D e A SR AT AR T 5. SO ARSI AN B T g A K. jass -check-sum
i A

for i T gl B e SO pF

BRI jass-execute -u w4 ] L H K & 70 0o 22 VB AT H A 5 T30 300 S
fF, BHBAEH jass-check-sum 451 H FR A CL4 B U SCHFAR B 8D

I A2 K& JASS_REPOSITORY (1) A28 JFXE B SCAT 41 Hh 1 A7 SCAF AT R 56
A, LA E H N 2 RIS AT ERAE (BT IFORAFRER D BLK, WREE SRR AT T 3.
TESRFNSAT MO B AE C BTRAT R 2, R E TR S R, AT 15 28 250N B e

SRS TN 7]
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PR 2 AR

KRB 4-1 T=B)) ) SO e A A
# ./jass-check-sum
File Name Saved CkSum Current CkSum
/etc/inet/inetd.con 1643619259:6883 2801102257:6879
/etc/logadm.conf 2362963540:1042 640364414:1071
/etc/default/inetd 3677377803:719 2078997873:720

6 AR W N 2 A VAT ER A A5 R BT = A

54

A 7 A J0TH 2 HE A 228 T

KN HT jass-execute -u iy 2 FILESAT UTH A B 0T 48 FH %8 1.

- ANREER AR -d. -av -hy -1 80 -H I EFIEES RS AT R
AENS, et b -k B -£ LI,

jass-execute -ufir & PAT AR WbsAEar & Bodr4 2 H 3R UHRAT s
GARVEEAE DR TS AT AT 2. Wik Solaris Security Toolkit &I T E ki
AT Nt 2 A B A RT3 S SO, RGE 2 P om ik 8 LU Wi B4R Af

1. AR RSSO O 22 s AT A BT A AR I SO ) 20T, 15 %640 BB (1 3C
e

2. DREECHISCIE, HANER R 631
3. sl o Al WS SO CRTRES 2R 80) TRIRE IR an At
D SR R RO R AT, AEAT RO A S IHE ] by -k A1 - £ BRI
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R A1 T A SO B R A R A ATIE I, A SRR NIRRT S S, S
LAR LAY

F 41 P AT IR IS WU a2 45 S A

I it BF
-b #pr B L On e 2 A PEIEAT Sl DOR T3 B B A 3, R)EH &
Gk 2N SRS -

-f W AE N5tk 2 AV ISAT AR I ARB B R B B0 T R E o, RN
L AEIBAT AT G T3 S B ST

-k FE N5 22 APEIBAT BRAF 5 DR A SCAE T T 3 S
-m A H AR B A 7 M
-o e 8 T B — AN S

-q B ke il s B R . SRR R IRIE T i A A
JASS_REPOSITORY/jass-undo-log.txt XfFi,

e Ay 3

-b I S %A B OS2 A VEIEAT B A LOR T3 S AR SO, SR e SOk
RNk 2 S TR R AR . A SKELTEh N, W R R SO & S
VEXTLE, I TR AT R AN ] o A P S I 48 47 SR S0 FH V2 n F

/etc/motd.BACKUP.JASS_SUFFIX

i 1] 32 I3

- £ BTG Do 22 A s AT SR E R R b R A 2B S S DU IR BE o, AR A T i 22 4
IBATEAR 5 TE SR SO o B AT 3R A AN 2088 I ORAT (K SO A 0 A0 L5 BAT SCA
FRA AR AT LU DRI, I RAE N ot 22 e PE I AT 38 A 5 T3l S8 2 730, WIAER
AT AT SRR MO B A S5, SOPF S e e B ol i 25 2K

T BE T EAE RO IS AT ERAT 58 R FRUGEAT Tah k. BRAh, A7 0 B At B Ak

USSP 2 U2 5o i G S B, 3450 AT B8 § ass -check-
sum T4 8K -b M ITEI.
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T B 32 I

-k BT H SR B N A s AT EAE S BTN T 3l T SO AN K B R4 S0, -k JET AT
R A RAEFRICHES N 2, ARGl 40 - Ti0 5%, AR R UG SO 56 BT Sk
HA LA A Jass-checksums . txt FARAE TG RIS 56 A (1) T 504 & AT T

PEE IOFAEBAT B e B, WA finish AE ST —#5r SCF 2 5 XFEig s T
XL, WHZIE T & P ERGEA 2

Pl finish {2 remove-unneeded-accounts.fin A#l. ZHAEH T RS )
/etc/passwd Ml /etc/shadow CAF. WERHI AL oR A MRS AT HAE 58 s T8 5
MT 4, WY /etc/shadow XA R FIHE 5 Solaris Security Toolkit K {4
TEPMEAITHEL . R, WA TR LD, WA /etc/passwd U PR LEAR
&, /etc/shadow CHHABIRFF I UATIE R, WA SCHEATE—3

) SO IR

-o output-file IR jass-execute IEAT IR it HUBT E 1) 21— S S
(output-file) .

IEIETIAN M JASS_REPOSITORY HagrPi) H k. Az gz iy, nl ik,
K24 Solaris Security Toolkit $iF #4523 ™ A K H 2 14t

LA S 3 T

-q I AT IE Solaris Security Toolkit #C- K th W 2 545 Lo I IAS 50
JASS_REPOSITORY HREWMIHE. 5 -o WIS, Iikmiks i A BTl cron
CIFBRST AP ERE ) A b B 1 1 19 2% 3 45K D2 T Solaris Security Toolkit .

HEL 7 HIIS A7 8 R 328 T

-m email-address 1EI4E 7R Solaris Security Toolkit A4 —A™ T 58 B AT #RAF 1 A Kk
R AT IS IE . A AT T AR R LA R4, I RTAE HL T R
Rt
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23 ‘\\ / N
ISEE A
B E— A2 /> Solaris Security Toolkit Jil5 % 4 @ AT #AF L #2 vh rfiy

SO QR A LA I ot 22 A Vs AT VR I A S CoRt AR G0 A T RIS, R X
E L

il WA NG % A VEISAT AR S R BV T WU RS (Bl NESD , i #

THIXYOMsR 2 VRIS AT AR . SRS, A NFS JERMET ¥ 22 4 PG B S fF 5 N
VEIEAT AR

AR THAE A BE 2N 2 e RIS AT IR KRR T O S R e TR, X
AT R IGH I oik 2 A VS AT HARAT LRGN EOR . W2 AR 52 U “ RN RS
ISR .

v {7} Solaris Security Toolkit i&47#:/E

1. ERFHEHISEE.

TERFIRH IS AT AT AT 5| I &0 R4 DU IR BB 3R [ 3 &2 31— A LA TARIRES
2. AETEER jass-execute -u %S FH{FE A MRLL RN .

WS 54 BT AT w5 A The ik I

DI SRR IEEM A jass-execute -u s

3. %Eﬁih/ﬁ -u RTEH— S MR R £ HIE TIRME, 167E JASS_HOME DIR Hif
ANUATEHE:

# ./jass-execute -u
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Solaris Security Toolkit # |-l id A4k JASS REPOSITORY H ¥ 7 i B SU A IS B AT K
FEUCI R 2 VRIS AT HRAE RO e 0 SR B SO PR Sy 2 R AN LE Ay B0 T
TH I ST B2 T A AL, WR—A 404 jass-undo-log. txt HISCIFL
ﬂ‘iiﬁtﬁ?ﬁ—ﬂ:n FRR, W BIs4T 7 HGHRME, W2 zis T #dE. R
M, SR RER . LU — AN

KEBIEA) 4-2 FHGH BISAT B AR B R R

# ./jass-execute -u

[NOTE] Executing driver, undo.driver
Please select a JASS run to restore through:
1. January 24, 2003 at 13:57:27
(/var/opt/SUNWjass/run/20030124135727)
2. January 24, 2003 at 13:44:18
(/var/opt/SUNWjass/run/20030124134418)
3. January 24, 2003 at 13:42:45
(/var/opt/SUNWjass/run/20030124134245)
4. January 24, 2003 at 12:57:30
(/var/opt/SUNWjass/run/20030124125730)

Choice? ('g' to exit)?

FEAGI R, AFAEDYA ST RN 50 2 A PEEAT 3 . IXLIBAT B8 R G0 O HL v
R o N9 22 PRI AT AR 5130 1 4% I (R IZ B8 o H13R P 50— UK il
PAT I o 22 VeI AT A

. EH L UHEREZROEMLIZITIRIE, ARRANENRBET.

X FTE I, Solaris Security Toolkit #FHUH RRAN R 5145 55 T 8/ T T IE (i 1Is 1T
BRAE . WNROH B AT ER R e 18 55 R 2 B A0 ESORR e A I3 A I I B B 5, ARG A9
W VB AT ERAE R4 — BRI ITE IS AT A . (AR SEBIE MRS, WRIER T
BATERAE 3, WIRUHISATEAE HC IO IS AT ERAE 1 MR, ARRIUHBITIRAE 2 TR

MG B R BUHISATERAE 3 .

PAUN SEBI B 7R 1 0 S AT S AL BTN SR S0 4% H I ZE B i
REBLH 4-3 OB AT HR AT AP 2N B SO 4 H 1A R A

undo.driver: Performing UNDO of

//var/opt/SUNWjass/run/20030124135727.
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KEBIEA) 4-3 WA BT ERAE AL 2N S0 SO 4 H I e B (A2 L 00

[NOTE] Undoing operation COPY.

cp -p /etc/cron.d/cron.allow.JASS.20030125223417

/etc/cron.d/cron.allow

rm -f /etc/cron.d/cron.allow.JASS.20030125223417

[NOTE] Removing a JASS-created file.

rm -f /etc/cron.d/cron.allow

[...]

TESSEH,  Solaris Security Toolkit BN T — AN R HHEAE IR 1 hnak 2 ki
AT AR BT I — A S SO IS AT IR Al sk T TIRE R G S Br i &, 1E
7 BN R GTIC E AT RIS I T DA A b B A s RO HIES %

WAHISA TR AR EAT, H BB SE P IS AT B AR R DG A3 S SO RGN 17 S8 S0k
1k

Solaris Security Toolkit #ffkx 7 il id &k FT A7 - JASS_REPOSITORY " [ H 3L/
LASCERAT BRI N ik 22 2 MEIEAT IR R Ah, el o U MBSO SCAF A B A o A
IR SCA o AT AT ANTC AR 3 7 A — AN AN AT il 5k o 6 Tk B850, Rl s AT
V2 i) o) BT SR B A
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5 MRHHBTRERNFE (EMBLRE2METRIERFHELTXMH) , BFMAXLE
Rz HE— A

PUR & — N s 1 S AL B S 1B R 1 S 491

REZS) 4-4 RO e R AR

undo.driver: Undoing Finish Script: install-templates.fin

[NOTE] Undoing operation COPY.

cp -p /etc/skel/local.login.JASS.20030125223413
/etc/skel/local.login

rm -f /etc/skel/local.login.JASS.20030125223413

[NOTE] Undoing operation COPY.

[WARN] Checksum of current file does not match the saved value.
[WARN] filename = /etc/.login

[WARN] current = 3198795829:585, saved = 1288382808:584

Please select the course of action:
1. Backup. Save current file before restoring original.
2. Keep. Keep the current file, making no changes.

3. Force. Ignore manual changes and overwrite current file.

Enter 1, 2, or 3:

FEAS, WAIERAH 1, SRl

KEBIEH) 4-5 FERTE I o B4 95473 28 IO B 4 451

Enter 1, 2, or 3: 1

[NOTE] BACKUP specified, creating backup copy of /etc/.login.
[NOTE] File to be backed up is from an undo operation.

[NOTE] Copying /etc/.login to /etc.login.BACKUP.JASS.20030125224926
cp -p /etc/.login.JASS.20030125223413 /etc/.login

rm -f /etc/.login.JASS.20030125223413

[...]

X FAEAEAT 05 2 4 VRIS AT 54 J5 T 3l 5 O SO R SR UE 4 R 44
IS AT HRAE I8 2 B O SO T HAR P s B AT, SRR 51 3 R R PIX

I}
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FE = AEARSEE S, R SO DU R SO AL R
/etc/.login.BACKUP.JASS.20030125224926. {ERUNBITERAESERG, ¥t
5 Jetc/.login MR LIiE & R Ed— P T 0 8

. ARG Z AR FEER .
. BREREIRRE, REHMISES.
FENN 3 2 A VI AT BRAE 1 BB 51 3 AR GRS T8 1R AN 3 B i) AR R 55 02 i 221K
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$£5

=

BC & A # JumpStart 45 4%

AEARME T RCE A B JumpStart k5% s LUITH] Solaris Security Toolkit #/FIRIfE & o
JumpStart A JE Sun JEF M4 1) Solaris OS ZReMLH], BEWLE kel FEfizsqT
Solaris Security Toolkit % ff:-

Solaris Security Toolkit ] JumpStart #X T JumpStart £, HXf T Solaris OS 2.1
LUG IR 7= it #82 AT IR . JumpStart £ A # B #AT Solaris OS AR G142k 58 4% H
gk, SCILARGHEMTEMAREN, DTSRI B, efeft 7RIk, Wik
W2 BRI RS K

TERGE 2 WU AT ] JumpStart BRI SRR 1. K JumpStart HR 5
Solaris Security Toolkit {45 & i H], FLIE Solaris OS H 8l % Rl F fR ' R %
Gro WA A B T W RAE R G 2 CAE R G e AR TR HEAT T AL B, A5
JumpStart FHARKEZ (5L, 1152 H Sun BluePrints 54%  (JumpStart Technology:
Effective Use in the Solaris Operating Environment ) .

AL LU
m 563 UL “FiL'E JumpStart 45 % I EE”

m G 65 51 “fTH] JumpStart FiE SR
m 67 T R IMAIIR % L

BC'E JumpStart il 55#8 AR 5T

7t JumpStart #8551, ¥ gass HOME DIR (HT tar XM FEO 5
/opt/SUNWjass (FT pkg 3 F#D 11 Solaris Security Toolkit J54GHS & il £
JumpStart IR%-# M HK T H4 H3E JumpStart IR L1 /jumpstart. 5EMK
ZAfT% )5, JASS _HOME DIR A Jumpstart 554 1115 H %,

AR B AK JumpStart BRI C4H —ATTH I JumpStart IZ17 555,

¥ Solaris Security Toolkit X4 F|JumpStart 14 R 45k HH L FHZ LA DB
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v

1.

BL & JumpStart £

% Solaris Security Toolkit JRXF3E #I2] JumpStart fRFZFJAIRE K+

filtar, ilHs Solaris Security Toolkit VAR A 45 ¥l JASS_REPOSITORY, Ifii
JumpStart 245 B H %2 /Jumpstart, i LR 6745 Solaris Security
Toolkit YA

# pwd
/opt/SUNWjass
# tar cf - . | (ed /jumpstart; tar xf -)

Solaris Securlty Toolkit FA38 H 224 AE JumpStart ik 954% L) ST_CONFIG_DIR H3k
W, WEHEA LY E JASS HOME DIR.

. WSR3} Solaris 2.5.1 OS sysidcfg XM T2, MBFEX JASS HOME_DIR

/Sysidcfg/Solaris_2.5.1 HRPRIXHMBERIEN.

WA H Solaris 2.5.1 OS, WA EH#ZATHIASS HOME DIR/Sysidcfg
/Solaris 2.5.1 Hsysidcfgff, BN Solaris [MRAML L ST _CONFIG DIR
A S FAT T H %1 i) sysidefg CfF. Hf#vk Solaris 2.5.1 OS I FHL ],
Solaris Security Toolkit #ffH4 T SI_CONFIG DIR/sysidcfg, 'EH#%%|
JASS_HOME DIR/Sysidcfg/Solaris 2.5.1/sysidcfg XfF.

. EFARAUTHESE gass _HOME DIR/Drivers/user.init.SAMPLE 44

JASS HOME DIR/Drivers/user.init.

# pwd
/jumpstart/Drivers
# cp user.init.SAMPLE user.init

. MREFEAZEEH JumpStart HE“ SATiB 2 (a3, 1E1&00 JASS PACKAGE MOUNT

#1 JASS_PATCH _MOUNT HFEIEANKHE, LUBRIZLIEA JASS_HOME_DIR/Patches
FA JASS HOME DIR/Packages Eio

. WREF SI_CoNFIG DIR FHZE (i@, SI_CONFIG DIR/path/to/JASS) &

4 Solaris Security Toolkit #Xff, 1HE user.init XHFHRMUATHE:

if [ -z "${JASS HOME DIR}" ]; then
if [ "${JASS_STANDALONE}" = 0 ]; then
JASS_HOME DIR="${SI CONFIG DIR}/path/to/JASS"
fi
fi
export JASS HOME DIR
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6. E£#E ] —1 Solaris Security Toolkit IEZNFEFF (f5la0, HRERY

secure.driver) .

m WHREH hardening.driver fl config.driver FHIHFIFTA A, 1K
rules X INDrivers/secure.driver %,

m WEREUE PRI IA, i AL, R B SOt R

7. SERIRHIEFE, T rules XWHFEIEELMEE.
245 H 45 LR A AL

hostname imbulu - Profiles/core.profile Drivers/secure.driver

EE - 218 Solaris Security Toolkit 4 rf By (¥ A A . fuVF Solaris
Security Toolkit FXPFHI AR RMILRS 15 HAERAT J5U4R SCAEATE il 1 SC A

BRIk Solaris Security Toolkit #KPFAE 2L 1) JumpStart FREE ok 75 245 5 —
&KL

8. @R {EM Solaris Security Toolkit ZHFIR Y sysidcfg XHLUE JumpStart EFH
REBHL, HRETCNAERME.
WERTEMRAT sysidcfg SR JumpStart k45 a5 8 F] i) @, )25 2B SN SO R 25

SERRANT AT I EC B D R )5, W LAER S HL LA JumpStart SR, JFRI{E 24 d 7
DN R B e/ ME OS 1% 4tk

i F JumpStart Bo & TR

JumpStart At & SRS X RETE JumpStart A8 SCfF . 7E Sun BluePrints )
%% (JumpStart Technology: Effective Use in the Solaris Operating Environment ) 14T
e A a6 5 BRI AT I PR N 25

FIAEH] JumpStart F & SCHERBAR AR RG], AEIRREA BB XTI ol i EOR AT B .
A B S A E 5 AR S O (i RATD AN S 3R 5

HHBCE SO, RGBS PSSO EIA . ANEE N RG S, RS8BT Solaris
Security Toolkit # {4 AT & 2% 78 26 22 1l 11 P 7%

LA R A& Solaris Security Toolkit # A4 165 7 1) JumpStart it & SC4F.
B 32-bit-minimal.profile

core.profile

end-user.profile

developer.profile
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entire-distribution.profile
oem.profile

minimal-Sun ONE-WS-Solaris*.profile
B minimal-SunFire Domain*.profile

PAR J LN I S g & S0P

32-bit-minimal .profile
% JumpStart B & SO & AN A K JumpStart FCESCH, nTHF 32 A7/ Mb e 4

HHRG. Erom MO RSN AEIT AR A, AT ninimal -
Sun ONE-WS-Solaris*.profile f/Mb @ AMEA K M.

core.profile

% JumpStart it & C1F 285 /M fISolaris OS BEAE (SUNWCreq). BR T HRE AR X
E5RE W oy DX IR 50 DX A A AT At 0 T A& o

end-user.profile

% JumpStart FL'# SCfF%¢3% End User Solaris OS #F4E (SUNWCuser) FMFHEFESE T IE
WIBAT PR IS Solaris OS B, 5ok, iR X e SO AR 43 X FAS 4t
X

developer.profile

% JumpStart Fit % % 3% Developer Solaris OS B4 (SUNWCprog) FUEHEFESE T IE

WIBIT PR IS Solaris OS #F . 57F core.profile HE X M—FE, BT
Solaris OS #4E 2 AME— 75 22 8 LB E & R T ATRERE 73 X AL SR 23 XA e 43 X .

entire-distribution.profile

% JumpStart it & W #F%¢3¢ Entire Distribution Solaris OS 42 (SuNwcall). Ailifth
BCE SO —FE, WA 7 X SO SR o R FIAZ e 43 [X o
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cem.profile

% JumpStart it & %3 OEM Solaris OS #f4: (SUNWCXall). ARFAEJE Entire
Distribution Ff4EMACHFE, &% OEM 4t 1t

minimal-Sun ONE-WS-Solaris*.profile

DUR BT A Bl & SCF3492E T Sun BluePrints OnLine 1A “Minimizing the Solaris
Operating Environment for Security” fI3CH . %R BIKIFTA Solaris OS hit Aty
HATR € BCE SO LR JumpStart B0 #5512 307 B 51 8L 0 5 SRR A
minimal-Sun ONE-WS-Solaris.26.profile

minimal-Sun ONE-WS-Solaris7-32bit.profile

minimal-Sun ONE-WS-Solaris7-64bit.profile

minimal-Sun ONE-WS-Solaris8-32bit.profile

minimal-Sun ONE-WS-Solaris8-64bit.profile

minimal-Sun ONE-WS-Solaris9-64bit.profile

minimal-SunFire Domain*.profile

PUR B L& SO F 56T Sun BluePrints OnLine HAs N “ Minimizing Domains for
Sun Fire V1280, 12K, and 15K Systems” HJ3C %o PAF JumpStart BC & S AF 5 1% 305 i
51 F IR T8 L S A AR [ o

B minimal-SunFire Domain-Apps-Solaris8.profile
minimal-SunFire Domain-Apps-Solaris9.profile
minimal-SunFire Domain-NoX-Solaris8.profile
minimal-SunFire Domain-NoX-Solaris9.profile
minimal-SunFire Domain-X-Solaris8.profile
minimal-SunFire Domain-X-Solaris9.profile

AN DA R 2 7 L

LAFAE A T /5 JumpStart #2500~ ol I IA . 128585 di4di A 2 JumpStart k55 #%
I rules I Solaris Security Toolkit X327 i .

W AR KA B EIME LLE ] JumpStart #2850, 1505 63 7T “BCHE JumpStart [t 55 1
ﬂ:iﬁ ” R

¥ 5% EEMEME JumpStart [REE 67



add-client A

H A JumpStart JIk 45385002 P HLIFERE, 1548 615 7F Solaris Security Toolkit
AR HIZIAA . LUNBOE 4 T A S AR, SR dA N 4R)Z 1 JumpStart £
A K JumpStart FARPIE R, 1520 Sun BluePrints 154  (JumpStart Technology:
Effective Use in the Solaris Operating Environment )

add-client WA add install client & W4b5e, B2 NS

HIE S -

# add-client -c client -i server -m client-class -o client-OS -s sysidcfg

% 5-1 Ar4H T add-client w2 WA BHIN

% 5-1 JumpStart add-client 4

& L]

-c client JumpStart 7 WL T REAT AT A4

-h SR AR R e AL N AN B A AT AR ST o AT G A 328 PRI ol 206
-1i server JumpStart 45454 01 1P Ml ST AR bT I =N, Xl E 3 HLE H T

JumpStart %) Hl. WARAEHEME, W BaA TN L AR A%,
-m client-class  JumpStart & ' HLII AR 1Z{H 5 uname -m fiv & (9% i UM ) o

-o client-OS Solaris OS BB . W AfE%%ke % Bl 1K) JASS_HOME DIR/0S H3t
TIRMZE o WA R, W E/R JASS HOME DIR/0S HgHnH]
i Solaris OS FRASIK) 514

- s sysidcfg FHHRESEES, HHRXES M TREVAARCE R sysidcfg
M. BEIEBLN, i%EYRE N JASS HOME DIR/Sysidcfg
/Solaris version/ H3k, Hiversionst MIGE L% HLEI OS HHliHL
B. WRCTEE, WAZEHFM Jass HOME DIR HFEMXHIEA S . U8
5E sysidcfg XM BAR,

-v AFERF I RAAE B o
-? SRR AT I A B AT AT AR I AT I At 2o T e 2

B — & JumpStart % HL (£44 jordan) WIMBIEANEL (4 Anomex-
jumpstart) b JumpStart IR%54F (%44 nomex, ffffH Solaris 8 OS (4/01)) , i#
LT add-client find:

#./add-client -c jordan -o Solaris 8 2001-04 -m sun4u -i nomex-jumpstart
updating /etc/bootparams
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BUFH sysidcfg WA NIE — JumpStart & /' HL (jordan), A LU A4

#./add-client -c jordan -o Solaris 8 2001-04 -m sun4u -i nomex-jumpstart -s
Hosts/jordan
updating /etc/bootparams

rm-client A

ZIAAL S AE Solaris Security Toolkit # -, W fiffb A JumpStart JIi 55 #s iR % )
HLIHERAE . L5 7E Solaris Security Toolkit A FZHIA . DLNBE N4 71X
Loy A REIN, HEA N ARZM JumpStart FiAR . 4756 JumpStart FARMFE S, i
Z% (JumpStart Technology: Effective Use in the Solaris Operating Environment) .

5 add-clientfilfl, rm-client WA/ rm install client & MIFh5E:
FIVESEB]: rm-client [-cl client

Hrp, client /& JumpStart %5 ML AT AT EHLA o

£ 52 M7 rm-client WA AN

% 5-2 JumpStart rm-client W4

Value Description

-c client JumpStart % U REAT A0 = H144

-h SR NG R e ANE AT AR I AT A JAR 32 TR A 20
-v AT IR AAE

-? R IE B AT AT Al B I, AT AT HE A e TR K 20

ZMER—H 44 jordan [ JumpStart 7% HL, LA N rm-client iy

# ./rm-client -c jordan
removing jordan from bootparams
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EA =2t

Wit R etk

AZEANBUWATR Solaris Security Toolkit ¥ it (BilF) RGN ek, MHAR
RS BRI FRAE g 2 VIS AT R 2 e ey AV I e e VE L B SO . X T4
BUIRS, AN A 2 i i B AR 1 B e AT AN .

i = AEFAA AL AR 777/ /& Solaris Security Toolkit %1} 22 4 VEIRAS 1K B
NI IR R, VAR TG E ) 2 VR B SO A EE R AS R R v A R 3
FEANRZRAEAL Y o R I (8 AT R UE R SUI 20 2 4

AT E LT L
07T At

972 00 P R 2 A B A
5972 00 S AR i

573 00 “H AR TR
973 50 AR
80 BT PRI AR

WPk
HE P et — AT R, e IR A KT ] . 4E R G A A G

PR W AT AT 2R i 4 1) 2 A PR TR B 2 B A IR TR PR3 25 T @& i AT (AT R4 e 4k
2R, WSS 27 W “Yi RELLE )

FFH P 4Rk, A4 Solaris Security Toolkit #EIF & T —F Azl ik,
LA E L T T 1 2 ARG B SO IR R T R e eV A .

SE = AJNEAEE T Jass-execute -a MBI R, MANRELE
JumpStart 2R ] .
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SEMIH T RGN e vRASs, R DUl Tyt ey ol A s i (i, i
cron CIEFsFHRERE) MENVEL re WA o @, e — e e RN 2 ety
J&, WA LR G AT Solaris Security Toolkit #1141 -4 (jass-execute -a driver-
name) VAMFIE R ZAMERT O S (522 VER S BT E XHPREARRD

T 2 AV R P IR T IR R S SR S e e g . S RN RER A
B AT RS THISAT A A LS R NIEAT — /N (DU A PR AL
), RREBIT RS EE (TR .

WU E AL LAY CE RGN RS . WUERASE WIS e REs, Wi 11
A5 R s B S AN AN Bl S O 77 1 e VR, SRR A,
RANEAT E IR A, WA R DL 28 B O RO N 2 RS . 3 S SR SN % 4
PERRAR, A5 2B,

W TR I 28N, AETE ARAE AN S A I R S AR T U R
1Tt

AT Insin A 2 ik a2 Atk

FERLEREOL N, S RBUAE N5 O & RGN 2 a k2 gy Ko L 2 VIR AT I .
Blhn, WRPAE 2 AT b N B OB RS, WINA ARG UL TR, i 2
K3y AR e ATT5 et 2R G B A P AR AR R 24 4 R G A SO AT AR

72

— —a— o gl
5E il 2 A
HETRIETUN PPl R GORAS T T Fh i R3E L AT R LA A5 otk 22 AP RA —

FE, AT LUE T audit BIASHERAE. B, wTLUE RIS AR . E HIHES S B T IhRe
ASIOFT RS A Oy T HE S I Z e

KA F P 23 R IRARHE R B0 5 % FH IR audit JASTT AR D B o ) audit AR 145
B TR, W LURIE KA FEF . finish AR, PREEAR & 55 SCPFRBOBCE ) audit
A o AR (9 AR R A) S i g il i e, Hoe# e s . BE4TH iFT, Solaris
Security Toolkit #Fr] F 3l T s 2 4P Ia 4T B4 b B A iy 5 o

A, 52N Solaris Security Toolkit # AT RS UL IR A ol T RE. X TIX G TE,
i ) audit BACH S IS S CE B TR . (VRS AEAI N findsh JAIAS o fioRH 5G B
o ) FERLENEOL T, AR T S A o FEVS DRI SO Rt N 75 S S EE LU G 5|
N i L
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L] T A A B T A AU Bk SR F SR BN R R A o A R AR RRE 94 b 2
BT RS R AAAACH I HE I o 5T, A UL Solaris Security Toolkit %
B B8 T R S B ISR T, finish A, B 5ThEE. #ln, RN T —
N4 4 abcc-nj-secure.driver KIS T HIKEIFER, HAZWRSFE P50 A% H
¥ finish JIA abcc-nj-install-foo.fin, MFHEENE —Au ST HE audit A
abcc-nj-install-foo.aud. [FIFEHL, WISANES) audit B4, NN 48085 2 It

fiLf) finish JIAS,

T s A BB KSR A AR RATEE, WS (Solaris Security Toolkit 4.1
Reference Manual )
filhn, #5EUSI—A> Solaris Security Toolkit AP A LA MEAMEF . WIRE AT LAY 2

PRAE R B T HT R, AT LLEVEE A AR . G B SRR, T ok
AMEAMEIFK) finish A, SRS GPEANIY audit BIA US B8 AN P10 205

o v Ak B v A AR

N HIACE (e S AMAEN, TR VR E S A RTT A SEHL 2 MR S
PrEE R, S 2 5.

VP2 2 A VERCE SCHCEL 75 7 Solaris Security Toolkit i KN FEF M o IE WAL
BRI IA S 1R 22 AP IS SCAT AN ol 9K Bl At P 3R 3 11 S C5UAR AT eI AN ) T 45 11 %
Gio WHNTOUTN, IXLEIRE) R P LI 2 VRO B SO A e “OKED B FRid.
IR, e A AT MRS IF RSB i 00 AT 1 mrik 2 arETh g

YFZ Solaris Security Toolkit #ci 1 )™ A BUbRHE KR i T (1) 2 A 1 c 35 S APREASAR IS
MRS WURGGESIXF G, i€ 5 2% VIR AT N 2 A PR B S
fF, JPR I YRS AN s R G 2 4t

S PR B A 1 5 1 2 A R IRC B SO B TT AR K SO i ) 22 e M I B SR B
F¥e FHE  (Solaris Security Toolkit 4.1 Reference Manual ) AT T 24, WriERAE T
N ALE I e VEIRES, JF H AT LORE 22 2 VR VPAl o 7 ke [ 10 e 5 5 ol 22
Mo i, WARFTEA M Telnet, WA DL i) 22 A PERC B SCPF,  AEILAE 22 A PEPPAS I 72
AR Telnet #oh Bidio i, —/MiH Telnet 1 Kerbero (H T-HAEFINE ) 1)
3l RSB A Telnet #4024 Bt o

8T FH 32 THURH 978 11 5 11

AT T AT o VIS AT E AR (0 PTG ORI i L PR B 0 AT A DU 2
m 574 00 “Air ATIEI”
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m AR 77 B0 AR R
m AR 79 BT CEHUAARR. JAIAS AL BRI [R)

14 AT I
AR 2 A PETE B SCAF o o R GE I S 461

# jass-execute -a driver [ -V [0-4]] [ -q | -o output-file ]
[ -m email-address ]

HAT Solaris Security Toolkit F -t ity &, ATLMEHIZR 6-1 HFpTaIl LR ik,

% 6-1 R i AT RIS W i S5 A ]

At i)

-a e RG0S5 22 VRS B S R T AT

-h 7R jass-execute WNHE, PRHE T AT LT REA -
-m R AR T —AS g 7 W

-o SE [ Y ) — AL
-q BB LA TR T ik S w3 A e
-V B OE g B AT IRAE R TL KGN .

K jass-execute -a WA HIETEAGEE, ESHLLT LT
m 74T “EoREEEm

B 75 UL “HL T IR Ak T

976 TU Ry SO T

%76 UU “HERI-ED”

76 TU “ILKIED”

N Bk I
-h TR jass-execute HBIHE, PR T AT LI LA .
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-h BT A [ S DR A AL

REBIEH) 6-1 ~h T A

# ./jass-execute -h

To apply this Toolkit to a system, using the syntax:
jass-execute [-r root directory -p os_version ]
[ -9 | -o output_file ] [ -m e-mail address ]
[ -V [3]4] 1 [ -d ] driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -£ | -k 1 [ -g | -o output file ]
[ -m e-mail address ] [ -V [3]4] ]

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output file ]
[ -m e-mail address ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -7

To display version information for this program:
jass-execute -v

FL 3 ISP e e Tt

-m email-address YEIERAL T —FHLH], WL iZHLE], Solaris Security Toolkit 4K A1 1
VHSAT AR S8 UG AL AT R T IR A 1 E Bl Ak 2 A AR RS T T R S b

A H A, BT A T AR A

ff LTI IE ST sunfire 15k sc-config.driver [ Solaris Security
Toolkit IZATERAEZRALT LU A2

# ./jass-execute -m root -a sunfire 15k _sc-config.driver

[...]

¥(6E HitRZKREM
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i ) SO I

-0 output-file JEIHF jass-execute BATERAE I & Hi th HBE 0] 21— AN AU SC
¥ (output-file).

I IETION T JASS REPOSITORY H NI H G ok, Mbik I n] H T 218 i1 £ iy,
[K24 Solaris Security Toolkit IZAT #1254 K& 4t -

ET A -dy -u B0 -a EI—RAE
-0 JEI AR K B LUK AV A AR A

REBSEH) 6-2 - o JEIIH A

# ./jass-execute -o jass-output.txt -a secure.driver
[NOTE] Executing driver, secure.driver

[NOTE] Recording output to jass-output.txt

#

Fift 1 b T

-q L4 1L Solaris Security Toolkit A 7E AT I 5 22 4 PEIZAT B AF I 4 th B bR HES N
it (stdio) M.

PEIEIANGE MY JASS_REPOSITORY HgHIH&. 5 -o ZEIAHLL,  thik Ik il 47 B
T cron (P9 3ERe) 1RV AR RS 1) W) 2% 1 4% 13217 Solaris Security Toolkit
Bt

ETA Y -dy -u B0 -a A
-q BT AR K S LR AV A AR A

REBEH) 6-3 - q JEII A

# ./jass-execute -q -a secure.driver
[NOTE] Executing driver, secure.driver

JURK LI

-V IEIURE T WS ATIERAE R KON . S IR T e TCRK G SR
BATERAE QORI T RS T 5 i, R BT 100 SFSENL, BE R RS
THELAL S BRI 2 B AT, DA 5y 5 WIS L8 v SR L o v ifg WR L8 v SOV AT
R SRR AT T S, T RER ST A RENS SR R ey 10
DIORF: i 04 mh BT T ) X
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-V BRI IANCK GO (0 B 4) o BANEE R ZONEAR A T gy, AT ek
TN 5E M T A A, A R TR A ARl . R 6-2 A T UK.

* 62 GRS/ 3

& it

0 AT, RO s B

1 TR A, BOph—A7 R A o A W o AR T AT
N — AN R8T

2 ST, SRAE T TR A LR

3 AL 2 AT, AR bR .

4 247 (T YN 3 et EHE) N logDebug H & DRE™ A 1K P

A AGOIHT .

iE — jass-execute -V WA HE KUK SN 3.

ARICKGONM e B, 520 (Solaris Security Toolkit 4.1 Reference Manual )

(AN ESRER S iy

AT LABC # Solaris Security Toolkit o v 1267 LA} 1t 5 20 ArdiR1 i &L o
JASS_LOG_BANNER AF s AREH] TICK L 0-2. X L8y th ik i FH o0 K400 3
4, Flhn, ] EEE N ZRSpE R M E (JASS 1OG SUCCESS AFa) LUER
H I A R R B AT VE R E (JASS_LOG_FAILURE A8 H) o

F* 6-3 HIH T Re il H A EE R AR B . (FRHERENFENFELR, S
% (Solaris Security Toolkit 4.1 Reference Manual ) . ) W HELEEEN 0, WAL
FEAR XTI BT . AR, WRHEZRKEN 1, BASEREHEE.
MR EE RS B . R 6-3 NMHT HEALE,

% 6-3 7 v R AR A R

AEZTE HERTS i BB

JASS_LOG_BANNER B bR R i C ks TN U N D s NI T TN S b S B W il b
W AT ('=") BT (=) Ay
R T o

JASS_LOG_ERROR [ERR] SR B s . WARBCE N 0,
WA 25 7 FEAT AT A 0 S

JASS_LOG_FAILURE [FAIL] B E I R O B B, IRBE L 0,

AN 27 AR AT AR R R
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% 63 FER U AR A S (LD

AFTE AEEIE %88
JASS_LOG_NOTICE [NOTE] S E B A B SR WREE N 0,
DA 7= A AT AT 30 09 L o
JASS_LOG_SUCCESS [PASS] S H P o ol R AN B BoR .
WRE N 0, WIASFEAEATAT I S .
JASS_LOG_WARNING [WARN] WSS B SR WEREE N 0,

AN 2277 AT AT 5 31 R o

AN 22 T B AR S T B I IR e U AR AT o 0 T X IR T, e ME
e, JEUVRRE R RIEU O EE 7. W, BRT JASS_LOG_FAILURE
R HEA M O BT ST REEN 0, 81T logFailure HyhE a7 Kk
Ty B TR

REGRH) 6-4 AR T SRR i A 481

# JASS LOG FAILURE=1

# export JASS LOG FAILURE

[setting of other parameters to 0 omitted]
# ./jass-execute -a secure.driver -V 2

update-at-deny [FAIL] User test is not listed in
/etc/cron.d/at.deny.

update-at-deny [FAIL] Audit Check Total : 1 Error(s)

update-inetd-conf [FAIL] Service ftp is enabled in
/etc/inet/inetd.conf.

update-inetd-conf [FAIL] Service telnet is enabled in
/etc/inet/inetd.conf.

update-inetd-conf [FAIL] Service rstatd is enabled in
/etc/inet/inetd.conf.

update-inetd-conf [FAIL] Audit Check Total : 3 Error(s)
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FHLAAFR S BIAS A4 FR ORI I ) ek ay H

A LA 'E Solaris Security Toolkit #f THi% I AL EHLAFR . AL FRAICK GO0 h
0 — 2 YIS THIRRAE Lo il W R VEZ A TS0l TR Rl EHLA
PRy DA A4 R s I ) ek it BEAT HE P . 3R 6-4 A1 T AR

%64 BOR TN BIA R IR V-

TERMR TN

JASS_DISPLAY HOSTNAME F S HBE N 1 248 Solaris Security Toolkit # 4K &4~
HES HMINERER EMAFR /. JfE ST
JASS_HOSTNAME Z#. $R&NILT, ZSHONE, Kt
Toolkit A& WoRIE(E & .

JASS_DISPLAY_ SCRIPTNAME AT, WSHERE N 1, Kk Solaris Security
Toolkit # A& ¥ B HE M IDTE audit AL IR Z 8T ¥
%S N AT AT # 2 AF Toolkit A s bfE B .

JASS_DISPLAY TIMESTAMP Fi%SHBE N 1 1F Solaris Security Toolkit K &4 H
WIS H S ATERAE A OGN R AT LA BT
JASS_TIMESTAMP Z¥{. ST, ZSH T, Kit
BAEA L BRI B

MWL E Solaris Security Toolkit CPERH I ML BAFI MBS, 7T LOK A~
RGENH ARG H VT2 BT AR 45 45 8 R T 4% OGBS e T T HE . T LA
i F A B A RS B LA RS ek 2 A0 e B L FE AR ) . i, DU
ﬁ%ﬁgﬁ,%ﬁﬁ%%%%wﬁmT%ﬁﬁﬁ%ﬁﬁ%%ﬁﬁ%ﬁ&%ﬂﬁﬁﬁ%
L B A A o

iy, Wid# JASS DISPLAY TIMESTAMP S E N 1 Ik
JASS_DISPLAY SCRIPTNAME {H¥'E N 0, 2575 LU RAHALI % .

RELLH) 6-5 d v H &4 B % EE

# JASS DISPLAY SCRIPTNAME=0

# JASS DISPLAY TIMESTAMP=1

# export JASS DISPLAY SCRIPTNAME JASS DISPLAY TIMESTAMP

# ./jass-execute -a secure.driver -V 2

20030101233525 [FAIL] User test is not listed in
/etc/cron.d/at.deny.

20030101233525 [FAIL] Audit Check Total : 1 Error(s)

20030101233525 [FAIL] Service ftp is enabled in
/etc/inet/inetd.conf.

20030101233525 [FAIL] Service telnet is enabled in
/etc/inet/inetd.conf.

20030101233525 [FAIL] Service rstatd is enabled in
/etc/inet/inetd.conf.

20030101233525 [FAIL] Audit Check Total : 3 Error(s)
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N AH =7

BEAT 2 e v ot

FERG @ AT 22 A VPP A Al SR 41— AN JLUE, DO 22 4 VE 55 Prgb AT (1 2 4 PR e 50
PRAICEE R RERE o 22 eV VPAl B W RS TR S AE it — S 2 I R G e k2
s AERN— I VR ESSHEAT . R AVHE RIS T A A O SRS P H
ARG —E LA VE MR ERAE) o MHER IR —a MBI I 22 2 Ve 5 4R AT 1 22
A VERC B SCPFAR BB LUK 2 2 A RS o i v B T R 2 MR Bt T RE . B,
AT AR E SO, 5 B 2 A VRV 2 A SR 0 22 A R RGO
FESHMARTRENS B, W RENAZ X 2L i I R A L 5T, BN eI etz
i, BT A VE Al AR R, G 20E A R et E SR, Ew A
Solaris Security Toolkit 244 He B SCAARRR i 42 SRR A T 2L b — A 22 e PR IS S0 1
FRARL o

HEAT 22 4 Mk o
ATV A0, FTFE e X E g — AL e E . AREZFELR, ESE
73 TU “HratErtEg TEY .

EE = 0 O E R RN A R R G AT VP, W e v LT %
GBS 12 AR TSN T — A 2, TAE H—SUWiCE ~. BT 22 vEvrh 2
Rl T K T 5 | e v P 38 ) A A i 5 L 2 o5 S I A 21 B IE I EAT I oK

EREFERAMNTEMEEXY (MERREMENERF)

m WCRZATINGR T RS Ay, AT [FRE e A R E SO
i, secure.drivers
m AU R A IR G Ay, A — AR 2 A PR E SO R B SRS
#lln, secure.driver EI# abccorp-secure.driver,
A K AT KSR 7 (1 56 2 Has i i 7048, 8 AL st R 2k Solaris Security Toolkit 4k
PEI) B BT RUAS o
http:/ /www.sun.com/security /jass

A RERERI R B RIS R PP (5 B, 12 (Solaris Security Toolkit 4.1
Reference Manual ) . H RIKSNFE I E# 513, 2 W Drivers H3k.

. EFTE R M SITIEDNEEI M R A .

WS 73 50 “ LR E 6 vl

3. i\ jass-execute -a % . ZEMEENXHFRZFRMATAIET.
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PLF & —/MEH sunfire 15k sc-secure.driver IS tHEITEAELES,

KEZ%H) 6-6 B IS AT A (¥ A4

# ./jass-execute -a sunfire 15k sc-secure.driver
[NOTE] Executing driver, sunfire 15k sc-secure.driver

# _______________________________________________________________
# RFC 1948 Sequence Number Generation

#

# Rationale for Audit:

#

# The purpose of this script is to audit that the system is

# configured and is in fact using RFC 1948 for its TCP sequence
# number generation algorithm (unique-per-connection ID). This is
# configured by setting the 'TCP_STRONG_ISS' parameter to '2' in
# the /etc/default/inetinit file.

#

# Determination of Compliance:

#

[...]

[PASS] TCP_STRONG ISS is set to '2' in /etc/default/inetinit.
[PASS] System is running with tcp strong iss=2.

# The following is the vulnerability total for this audit script.

[PASS] Audit Check Total : 0 Error(s)

# The following is the vulnerability total for this driver profile.

[PASS] Driver Total : 0 Error(s)

[PASS] Grand Total : 0 Error(s)
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MEIIETERE )5, Solaris Security Toolkit %\ JASS HOME DIR/Audit H
ST SCfE. BU4RAE JASS HOME DIR/Audit FMIJASS HOME DIR/Finish H3& F
HISCPE AT AR A SR 44, AR SN ANRBI SO RS kG4 - £in 8K
M .aud, driver.run AN gass SCRIPTS AFHE NI finish A B BhFL Ky
audit A,

WS AT AR B 3 W1 4A16 T Solaris Security Toolkit #AEIARZS . 247 7 BT i il 1)
ANIRE LR A SO audit BIAS PR HEAT PR . BN Ao A — A i R
BRMEIER, 2 B E 0 s E 0 kAR fERZHEEH T, KMhHr 14
Ko REANISATIHASHRRR G A A b B, 55 PR RS i P B0 R B R R ™ A i) 22 A M4y
o dbAh, BEEAN RSN SR 1 B S R S AR — AN IR VAL 8 B . 18
AT 85 R 25 WoR R FTA 2 BUR AT

A PEVHGIE TG T — MEVHASIZ AT 8AE R 3l 5 X R GRS WA . Solaris Security
Toolkit {38 i 6 A e B SO KA & CAAE I RGUIRES, IRl R AR R LGEE. &
RN FEFPAE BAERAL & IE/RIs AT I RG4S . Solaris Security Toolkit 44 A f54~
S RRES HAEAENE, OF HAE 5 IRSHCHIR M 2 O e e, E . B s,
W52 0 R G R A AL e T — AR PR R
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iR =:!

R R G %4

AT G BT H i T SO O BN L TTHEOR Y ] BB SE A B, DLl R G0
Ry dLae s, ARFEZHIPEH Wi Solaris 8 OS [¥) Check PointFirewall-1 NG K8
Solaris Security Toolkit % {4

AT (AR ST PR ORGP BT 2R G0N TR P 22 42 (R iR T R 52 491

Sun BluePrint 15§ RIEKAL SC AT b i MERGENINSETF S Sun KA 2 PEER R
o ARBOFTI L BRI SCEE, 35S W EAR M

http://www.sun.com/blueprints

A FEALE UR 2

o5 83 T “ Al HER

55 85 BU “ At e i B

55 85 BU LR

5 88 TU “MCE JumpStart R4 4 FIE 1 HL”
5593 G “sE N 2 A vERCE

597 GU AR

55 98 BT “ i RN

) 5 HE

B WAL BT TP IR O e ME IR 2 2 (2R g8, IRIANHE % T AR 2 IR %
(Mo FEAHI MG R GG . S LU REIMAIE 2 T30k, IAZRON R GE I S RF L i itk
e CE . AT RMRI SR NEZ AR, WSS 2 B, AFHhIHENREGICR T
RGE I (SA) KB KEE R GEM Solaris OS WG SE I /MU Z GERI N5 22 43 M i 7 B
TR SRS .

FEARZGI N, R B R RSS2 QI — Bl A ShIF AT P4 (AR k7 5, T 0 iR 55 de it

T (xSP) # it 1% Check PointFirewall-1 NG 2 4t, LMEA & 2 2407 KBk 55 .
XA, xSP IR EESRANE BT

83
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m P xSP iHRIFEE V2 X R R g8, PRI 5 A8 AN AR G I )2 Al R B 1
17 HL 75 250t A i 0%

m T AT SRR R GE A LUK R (R AR 1) & HL A B ok 22 e R 2 AT
LAHT xSP 53 TAEM, 3T ASGeft

m T AR DR AL TR ) B 2 1 b, JF Bt dEs.

m LR BRI 2 eV T2 1 B B K R R e o OGN

FETIXETR, ARG H e ] JumpStart £ K 5 Solaris Security Toolkit LA

i OS BRI 2eke st/ MU RS a2z A rER S 3 3k .

e L Bl

AV Solaris Security Toolkit #fF L& IZAT M JumpStart $ RBEAT 2%, A4S
Al T P T BRI AR S, WS PN R T A OCE R .

AR AR AL A i MU S AN R 5 N R P ) 22 A PR T T A€ IR B # . Solaris

Security Toolkit ¥/ A AR L [ TH T8 7 IR ENFE P 88 JumpStart BU& SO
Wb, O O N R P 0 4 5 o R S S R P P B S A o S8 OAT 55, T ERRIELA
UK R RGOS A AR A S RHZ N R e AT A T 1B

PG, R R G B AT LT AR -

m AL 28T OS 5N IR IIRCE -

w7 I O AT I R DUAR G i A L

m RN C 2 2R R LRG> JumpStart 3155, 1§20 Sun
BluePrints t5%%  (JumpStart Technology: Effective Use in the Solaris Operating
Environment ) »

m K OS J/MbHiAR. WS (Enterprise Security: Solaris Operating Environment
Security Journal, Solaris Operating Environment Versions 2.5.1, 2.6, 7, and 8) .

m & Solaris Security Toolkit # A, H. AT B ST S5z /Nb 22 G R a8 2 4 1k i
BORRIER ARG B AL E . WS 1 %

RGBT

S SR A5 BT DL A B R A A
m Check PointFirewall-1 NG

m Solaris 8 OS

JumpStart HA

Solaris OS #% (SUNWCreq)
Solaris Security Toolkit 4 f}
JLT SPARC AR T &5
/DA LUK R
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AR

ARGEHI b, O E RGO BRI, (I 7 EEA 8 BT AT P 1R S 21 AR
%o Jihh, W EEE ARSI Solaris OS Dfi.

DL RS HE T BAF AL H 7 2 e g &
m HFEFEEHN Secure Shell

m HFEHI 8 FTP

m T EB 1351 Solstice DiskSuite™ #f:
m R E R SYSLOG H &

FEREFZ T, AT LA R AP RC B S0 o A7 ORI 2 A VT B SCA R TG & SO R
FITELIE R, S P%E 25 50 “FFRMIHHAT Solaris Security Toolkit FCE A7

A 224 i B S

LA PERCE SO E SCT AE N s A MU R S8 % 4 VEBE B I Solaris Security Toolkit 21
P 22 A A 0. AR 405 7F Solaris Security Toolkit B H (bR 2 4 1 i & S0
IR B FE T AN B8 AL B /ME Check PointFirewall-1 NG R4 Ek. K7, 2470
B2 0 22 A PR B SO DLSE I 2 1) RSB T

TR, A PE L TE S RO 7 ek RCE SO R G, Gl
S OUAT IKENRE P (KO8T (IR R S o SRR B O (K 9K Bl R e LA AL 2 T T 1) 2 4
PEEOR . e/ MERGAES 85 UL “ LBt TP URA, 1Nk 2 e PE B e 2 93 it
“EFIIN AR E” Th A URE

LA

AR T 2RI R . X T SeBI S, PRt 7T 5% 1 DL a2k € B P A
8% ARZERIMMEITES, WSHEARTEME NI

i = TR LU fi A AR R AL AR SRAR DL

A LU ESS

m o 86 I ¢ MMk AT
m 5 86 U “IRBAMEF

m o 87 I “YREMI LA OS Hrdk”
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86

A R A AT

£ JumpStart 55 #% 1, R %¢%% Solaris Security Toolkit A& i hnZe 4= tE#fF ({4
FEAEANET) , W FFTR.

NN e A AT

. T#i Solaris Security Toolkit %X & M ing £ M4k .

WS 31 01 ¢ ML etk .

. REB T M Solaris Security Toolkit 34 & N £ 4 4.

BB 38 BT “ R AATHLE”

EE - HEre ANEHAT Solaris Security Toolkit FfF. B 58 # I LUR JLY Frid HEAT B
TR

LRAEHME 7

OS EAMEF T LU P 22 il . 7 AR e 0 1 B i) 20 i 2R e H Al g i ) ) A 22
HeBriy OS Iy, LLKAE OS 28 niiaqrid ferh, #EBEATR & LA OR 2238 1738 11012
R o

Solaris Security Toolkit #fF5flt 7" —FbLii, LL2REHANLAY SunSolve F7T I RS

MHEFM R FPREE R 22 2 AN PR . Itk OS L HIIAE AN I 4R A 5 3 d 7 2211
AN o

LRAE KN REFP

L B, BEFRMEIMEFRENRTEMIZIMEFRE T HE patches BRTHMRESE.

s et s FE P44 T install-recommended-patches. fin A, N
2 Al BN PR .

Check PointFirewall-1 NG AE7E 7 b —AN )il o WS I RE 7 /5 ZEHEAE A AR P RE 4R
2 BRI P R B SN E B 4ME/F . Check PointFirewall-1 NG FE LR
BN

m 108434

m 108435
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2. EEHLIEIELMEF 108434 F1 108435, 1FMELHHY SunSolve TH &FBIRAFIEE
IIAN Patches BHE-

3. AGMEHMEFZIREIE—NARA add_patch BIFIhaEaI£# finish BIA (4,
fwl-patch-install.fin).

% finish JHIA# i 4 Check PointFirewall-1 NG Fr iz &4 MEF ID S & 4B F
ke, .

# !/bin/sh

# add _patch 108434-10

# add _patch 108435-10

faE M 22 %E OS HE4E

h OS e e ST RIG, T —AMES 482 75 2423808 — > Solaris OS 4. ik
¥ Solaris OS " H M TN 2ER4E L —: SUNWCreq. SUNWCuser. SUNWCProg.
SUNWCall 1 SUNWCXall.

v EEMZEE OS Bide
1. e EEREN OS #E.

DR A AR G248 1) H A 2 ) gt — A e/ BB FH 7 kB e 4, S/l I Solaris OS #E4E,
SUNWCreq, ULHAFE X FRIE Core.

DUNATERA S T RO B AR, Bl n] ge il 2R B . XL i)
FCA 3R (0, 75 405 6 ] Solaris OS AR & UIRC & SO

SEAIR G B SO E SR LT AR IN BTG 58 S AC SR

cluster SUNWCreq

SUNWCreq LARAFARALE I PAFWIF AL Sun P KRR 55 & IEH AT T 2200 . A
HAT T TR S, IR X LB . 152 Sun BluePrints OnLine 35
“Minimizing the Solaris Operating Environment for Security: Updated for the
Solaris 9 Operating Environment” .
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2. AEXFNREMEEXHRITREUBERTFER G E MBI .

WA e R b B — Lo R PR R, WA Check PointFirewall-1 NG
FLLF Solaris OS #ffAi:

m SUNWter — ZufE &

m SUNWadmc — RGEFNZOE

m SUNWadmfw — ZR 05 M 4545 AL LE

m SUNWlibcC F1 SUNW1libCx — Check PointNG &7 T 7 S A

BB SO IR e BB R AT o

cluster SUNWCreq

package SUNWter add
package SUNW1ibC add
package SUNW1ibCx add
package SUNWadmc add
package SUNWadmfw add

HARN TGN S, BEAIRIAE TEREMN, AR EEHYe 08 h I 2 1) S B PR B RS
Sl 3 A o ey

AP B PIR AT REE T 2B 2, HLRFLER 98 U0 “ g RUENNAR” rh Pk T fie
GATEPITT RN RGHEAT TR ATuntt, BN E ST, e RGR R R X
Mk

3. ETZRIANTBPMBREGEEMNEM, €IE— minimize-firewall.fin A,

88

Ao & JumpStart iz 5545 A% HL

ARATHOR T WAL E JumpStart R4S 8 FIE P HL, DT — AN 0 1l 1) 2 A PR G & S F
1THe/Mbs 13 954E JumpStart #55 F i Solaris Security Toolkit #FHITELNE R, 1
SR 5

AFAE LU TS

m F 89 T “YEKILRELEM”

m 91 T “IRUFAIK T rules SCF”
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HE RS Al A

PAT LU MG UIME SR SLRE S5 . LU MRS TO87E R AL LA OAT Ik sh Fe . o
SCAFRT finish JUA I G SEAERC B R . e SeE s, s o2 i IEs, Rk
FIT 3 P I PR P 5 R HE

HE £ Al 25 4

. ELE JumpStart BRFEFIIRE .

ARVEHMIR'T, WS 5 =,

. M add-client %4 [E JumpStart FREEEHRME L.
REBIEH) 7-1 1F JumpStart k554 LRm—a &AL

# pwd

/jumpstart

# bin/add-client -c jordan -o Solaris 8 2002-02 -m sunéu
-s nomex-jumpstart

cleaning up preexisting install client "jordan"

removing jordan from bootparams

updating /etc/bootparams

. ABPHEE— rules XHEKH, #EEE S JumpStart BLE XX finish BIA.
(ELE

hostname jordan - Profiles/xsp-minimal-firewall.profile \
Drivers/xsp-firewall-secure.driver

. BT Sl Solaris Security Toolkit SRR MEICH, EIIEEA xsp-minimal-
firewall.profile MIECEXHHME N xsp-firewall-secure.driver RIIRENTE
FF3C s

BT7TE RPEZKERE 89



90

TERN 58 E — 2 Z AT a0 X 2 s ff . ], XEESCFRlfig & 5 Solaris Security
Toolkit #ff—id 7> K I AT B EIA . 521121245 Solaris Security Toolkit ke 5y
RS o LR S o T iy 6 ST A

REBEHI 7-2 B g —ANAC B S

# pwd

/jumpstart/Drivers

# cp install-Sun ONE-WS.driver xsp-firewall-secure.driver

# cp hardening.driver xsp-firewall-hardening.driver

[...]

# pwd

/jumpstart/Profiles

# cp minimal-Sun ONE-WS-Solaris8-64bit.profile \
xsp-minimal-firewall.profile

ARSI A=A HI ) Web [ 55 s OB N FEAl, - R4 € TT R & TR K AR 4 1) 2
.

- BIREENXHMENRFXER, HRRBUTHREMR -

a. [l xsp-firewall-hardening.driver E#t5 hardening.driver XA
xsp-firewall-secure.driver,

b. BRE X JASS SCRIPTS HAYS minimize-firewall.fin FAMEAY finish B
A (B, fwl-patch-install.fin) {HFEBIFEA finish BIZA.

16 S RIAS B 55 LR 2 s AR
KA 7-3 A 5 1) I AS 1 B R A 457

DIR="'/bin/dirname $0'"

export DIR

. ${DIR}/driver.init

. ${DIR}/config.driver

JASS SCRIPTS="
minimize-firewall.fin
fwl-patch-install.fin"

. ${DIR}/driver.run

. ${DIR}/xsp-firewall-hardening.driver
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6. FHAUTHSHE rules XHEZBUYIEEIR.
KRAIIL 7-4 K& rules HLAAEA R

# pwd

/jumpstart

# ./check

Validating rules...

Validating profile Profiles/end-user.profile...

Validating profile Profiles/xsp-minimal-firewall.profile...
Validating profile Profiles/test.profile...

Validating profile Profiles/entire-distribution.profile...
Validating profile Profiles/ocem.profile...

The custom JumpStart configuration is ok.

X, ROZEEAER L (Rl jordan) LEFFAA JumpStart 4%, i H]
JumpStart FC & FIA1 &) Solaris Security Toolkit JXZ)F2)7. finish A5 HC & SCAFS

. MRERE rules XHINBR|EI, FSRE 91 1 “WIEFIEE rules X4 .
. EEPHE ok IRARFTT, MAUT®LLUER JumpStart ML EZ .

ok> boot net - install

WERAGERI % WL, R AR E P X T B E R E R IE s lT. R, AWIFR
$22| JumpStart FCE R FTATTIH . AXEZHT, 520 Sun BluePrints 54
(TumpStart Technology: Effective Use in the Solaris Operating Environment ) .

IEfIEAT rules CAFIFRAEIT 23 B AMEF R IEMIZ )G, AT UIFRBET & LR
GRG0 1 22T fee /MU R GERIN ik 22 4k

I UE AR A rules S04

HUIE rules SCAFLLAYIERF RN, AT RETIB R 2 Ml . AT ) 1 —Led i W1 1)

i

= I

o
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F—IRIBAT rules ST ELU i 4R,

REBLGI 7-5 rules UM% HFEA
# pwd
/jumpstart
# ./check

Validating rules...
Validating profile Profiles/xsp-minimal-firewall.profile...
Error in file "rules", line 20

hostname jordan - Profiles/xsp-minimal-firewall.profile Drivers/xsp-
firewall-secure.driver

ERROR: Profile missing:

Profiles/xsp-minimal-firewall.profile

TEABIF, ANFEFE jordan B rules & H e MBCE M. BLE XA xsp-
minimal-firewall.profile WA E CAFE XTI, WAH, IEEHRES=4
JRRDE S A PF AT, BIC AL E SR E IR I B AR B A AT B B . B
IEERFF R IRAT R A

B RIGATERAE S BB WA IR . S — R EETE xsp-firewall-
secure.driver FIHMHMIKSIFERF. xsp-firewall-secure.driver WA A
xsp-firewall-hardening.driver, MK IAH hardening.driver.

AR BN gASS_SCRIPTS A HHH M %€ 4 minimize-Sun ONE-WS.fin Ifj
A& minimize-firewall.fin.

PUR A2 55 1R P A
REZM) 7-6 R A 1)

#!/bin/sh

DIR=""/bin/dirname $0~"

export DIR
${DIR}/driver.init
${DIR}/config.driver

JASS SCRIPTS="minimize-Sun ONE-WS.fin"
${DIR}/driver.run
${DIR}/hardening.driver
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LR 5 — N IEWR A (KRR
REBEH 7-7 RNEEN R

#!/bin/sh

DIR=""/bin/dirname $0°"

export DIR

. ${DIR}/driver.init

. ${DIR}/config.driver

JASS SCRIPTS="

minimize-firewall.fin"

. ${DIR}/driver.run

. ${DIR}/xsp-firewall-hardening.driver

7E il 0 5k 22 4 PR BC .

JIT S AT 5 o 2 4 R AT B IS EAT S S . AR AL T
hardening.driver. XEME RGN “Hili” RIS, RTE RS TETH 8

Ak
a~

K Solaris 8 OS AU Secure Shell %77 L, BT Ait; AT B B A SL VA0S By K AT
TCREIHE T I A P ARG RS 2K B K, 2R FTP IR S5 20 OR K5 )t ity FLaoa
22 %% Secure Shell 2 77 HLLAREA T RO R BE o 3K i TR 55 B 761 280 A0 1T 00 FHD 45 24 14
2%, NITAN A SRR AR I 25 52 LR T A7 R IRABX LY ARk 55 1045 5, 1§21 Sun
BluePrints OnLine 2444 “Solaris Operating Environment Security: Updated for
Solaris 9 Operating Environment” 3% .

B T ORBX P IUIR 25 4b T8 FDIRASSE, AR R RPC ARSSAL T3 HPIRES,  LAE R 48 H]
Solstice DiskSuite [JE ]/ Ft1H (GUI) ¥ Solstice DiskSuite AL E 4T #i B2 AL
B IR ARER I ] Solstice DiskSuite GUI, WIATE# RPC fRk%%. A, 755 A6
GUI A7 4445 55 ] RPC HR4s. il7E R, Solstice DiskSuite 2255 50 BB T AP
SIRENEE

AR PHLIT F R ZAE SO A xSP [+ 5k SYSLOG M55 %% F-8hE il syslog. conf
A, ZEHIN syslog. conf SCAFILARAE P K RGP I RE G TSN L.

X EAE IR B £ Solaris Security Toolkit it Bk, 5L N LA iR A4
Fris B L

m H 94T “JaH FIP %%

m 2P 94 T “423 Secure Shell #Af”

m F 95 i “JiH RPC %5

m 96 1 “Eifl syslog.conf X7

BTE RPERGFRE 93
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S

A M FTP JIR%%

XEFA B Pk, R FTP RS AL T8 HPIRE .

8 H FTP IRk%%

. E{REE FTP IRE AT ERAKZE, 1H&E JASS SVCS DISABLE #M

JASS_SVCS ENABLE T2 update-inetd-conf.fin XHRIREIRIE.
AR R FTP Z 4N A btk Solaris OS M5, X T A0 (1) e £ 7 V00 K
JASS_SVCS_ENABLE & XA ftp, IMffifk JASS_SVCS_DISABLE i A M
finish.init JWARRGRIGREE. S0 (Solaris Security Toolkit 4.1 Reference
Manual ) .

EBUINETELIEN, FHEAH xsp-firewall-hardening.driver Z &, [g

xsp-firewall-secure.driver RMM—E5S5UTHEUANEE.

JASS SVCS ENABLE="ftp"

B KIS ER 1SR FTP BR S5 AR EXAE xSP MEEM L LA A

Chul

oAy 5 —TCE R & FTP BAZANAE xSP A B M4 L. 7F Solaris 8 OS 1, BEnf

LB AE ARG LA TCP 12428, nl LUB B KBS A AR Gk St Bk, fEARZ
1_{_1

b, SRR BT KB AT S BRI .

‘27 4E Secure Shell # A

A4 Solaris 8 OS N7 Secure Shell & F'Hl, FTLliZd%—& Secure Shell & HLH
TR E

A LABC & Solaris Security Toolkit #ff- L 224 OpenSSH T.H.. i 417t
config.driver ¥ (i xsp-firewall-secure.driver ) HH)
install-openssh.fin A,

‘274 Secure Shell

. BEEE config.driver E#l2) xsp-firewall-config.drivers
. ENXHEREIARS, K£¥E install-openssh.fin BIEREEKE.
. {84 xsp-firewall-secure.driver MIFBFEEFEAXIAA config.driver &M

A xsp-firewall-config.driver,
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4. 3£18 OpenSSH MR AR .
BRI AT OS WA —#FE, ] OpenSSH HISHBT A . A1 KREBHIRAE R, 155
. OpenSSH ¥ 1t :
http://www.openssh.org

5. #RiIFRHAY OpenSSH BHE, HITEHWAHIFELRKE packages BRT
A RABMALMHE 245 S, 1520 Sun BluePrints OnLine 424 “Configuring
OpenSSH for the Solaris Operating Environment” ] 3 % .

6. E# install-openssh. fin BIZALRARIERME OpenSSH 4 EZ R

AIREFF EE N install-openssh. fin AR XA OpenSSH At & Fr & b
5 RUF kg AL

OBSDssh-3.5pl-sparc-sun4u-5.8.pkg

Hop, B ARE EIRRAS (3.5p1) RRL M (sparc). EREHMRAS
(sundu). BAFELGH I MRS (5.8) A4 pkg JE4 .

7. B BA ARSI SSH LIRIRENAE xSP MEEME LT .
AP 5 — TR /& Secure Shell {XAE xSP [HE B 4% L7 . #E Solaris 8 OS
R, BERTDUE RS TCP &dkgs, onf DUE T B KBS A A & R se b sk . 78

ARG, I KA S SR . TR AT BB B 2 Secure Shell Jligy
o PR P R S L T 5K

& H RPC JiR%

TR RPC MRk554L TR AARZS, e L] SDS it 815, X % RPC k45 .

K47k Solaris Security Toolkit 1247 id #th a] i Hf —/MEFE finish A disable-
rpc. fin ZEH RPC k45, T LAGAE CA0@& AT T3 B 1)

E = RGP KEGRCE N AZ IR 482 R VT 1R R 58 RPC e .

v M RPC

® 1 xsp-firewall-hardening.driver B disable-rpc.fin BYFZBEMFRE.
AL Sy R SRR AR IR AT T AN 2 LM B e AT R B A S X S A, 704
JASS_SCRIPTS & I 4% HUSIIVERERT I 2280, BRIA AT LB SZ R € IRV E BRI
HE.
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AN A EAE driver. funcs AT HVERE, B T Solaris Security Toolkit #ff1]
VE R FER M52 K 2 X AE JASS SCRIPTS HHIIEREAF

#Very rudimentary comment handler. This code will only recognize
#comments where a single ‘#’ is placed before the file name

# (separated by white space or not). It then will only skip the
#very next argument.

E il syslog.conf WAF
A% LT 7 S B BURET) xSP 91h st SYSLOG k45 4 T 2 i 1

syslog.conf JHIA . % XM syslog.conf AR %3 AEN; ki ARG &G
ML,

E il syslog.conf WA

. 5l xSP 89454 syslog.conf X, BEEMEZAN syslog.conf.jordan, B

HMEB Files/etc BEH.

Solaris Security Toolkit #3245 JURFAN | () SISO . 06 T 1 C B el > 346 35
ARG TENAAE R RIS AE, UME K syslog. conf AR HIF] jordan,
PRk A E— B K B . AEABIT, B HLUAE jordan, KM Files/etc
*@iﬁﬁﬁﬁﬁiﬁ:féfg syslog.conf.jordan. VER, EZN JASS FILES & X
Ik =4, RAHELEN ., AREROELEE, WHSMH (Solaris Security Toolkit
4.1 Reference Manual))

. 2R xSP ¥R syslog.conf XHART A, MR TR EIE—ESISCHF

syslog.conf,

a. EFIB&7E Solaris Security Toolkit 1/ syslog.conf X, ARBEEH®A
/1 syslog.conf.jordan, BIFHME Files/etc BREH.

b. {84 syslog.conf.jordan KUEERSE xSP X SYSLOG MR
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3. I8IE /etc/syslog.conf XHBFIFE xsp-firewall-hardening.driver By
JASS FILES EXH.

BRAEIEOLY, xsp-firewall-hardening.driver [ JASS FILE & XS WM

nrs
KB 7-8 B xsp-firewall -hardening.driver it A4
JASS_FILES="

/etc/dt/config/Xaccess
/etc/init.d/inetsvc
/etc/init.d/nddconfig
/etc/init.d/set-tmp-permissions
/etc/issue

/etc/motd

/etc/notrouter
/etc/rc2.d4/S00set-tmp-permissions
/etc/rc2.d4/S07set-tmp-permissions
/etc/rc2.d4/S70nddconfig
/etc/syslog.conf

X, AR ENBSE K. OS M2, e/ MERTIN g 2 A MERAE O 4% 5E N H

FEFFHEAT TOE M8 4 A st ME—3AT 584 A S L IR 2 B K ds B AT Solstice

DiskSuite [JHCE & %% HEARATLMEH] JumpStart BORBATIXUEECE, HO@EWE TA

FolyEH . 1525 Sun BluePrints 1348  (JumpStart Technology: Effective Use in the
Solaris Operating Environment ) .

gre X SR

YRR e T A B U, WA PR e ) Bl

2 e >
v 2R L
1. WIRFFEFHITEHAEEKRNIENE, BEEH JumpStart ERlEMREZ A,
e PR ok SR T LR A4

ok> boot net - install

BTE RPERGFR2
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2. MRHIER, FRECNFERREZFIN OS.

98

Jo ke DR AUE IR

TRA R G0 2 A RE ) B AT 5500 SRR 28 e 42 (3t ) 2 FH R P A I 95 A2 17 1E W 38 4T
I, BOAE S5 IR IR 22 A PR G B SO A7 B SE L T P 7 A 25

IR E L — rUE, BRGSO % VI R MU 6 5 EA ST I SS, LU
DRAT LIRS I 2 I RE O TR 21 1E LA AR 3 A ) e A RE S 9 IS IRUERCE
SO 2 AR UE Y R 7 5 1 25 R D e

)i

56 UE T . SC A2 e

BLIGUF Solaris Security Toolkit {4 1E Ay HL38 A AE AT Bt dh 22 T 22 4 P e & S0 A
T AR TR A S5 1A

. MEREAEXH.

W SCF 255 E JASS REPOSITORY/jass-install-log. txt i,

i = BEH RSO LR 225 DUER EEAR Solaris Security Toolkit #4415 R 4L Al T
fEo X T R EMEANIBATHAE, #WoRIISATRIER G HAEH s RAE— S8 H
B, ) HEEEUX SRR JASS REPOSTTORY H s 1 i Hifth SO #F
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2. ERABEITETTE AR R EMEE.

HIRHHEI G R, 5SS 2 o ARZEFIT, {EH43ET Solaris Security
Toolkit FAFRI% P HLHE SR ILL TR 4

KEZS4) 7-9 PPl A

# ./jass-execute -a xsp-firewall-secure.driver

[NOTE] Executing driver, xsp-firewall-secure.driver

xsp-firewall-secure.driver: Driver started.

Solaris Security Toolkit Version: 4.1.0

[...1

W RAEX] Solaris Security Toolkit J& AT #AE RN B EULFTA—E, 15K FEAT. 81T
ARG AL RGBS B R B AS — BB 1T A I A AL T
JASS REPOSITORY H ¢,

v S Uk R e AR 55 1) T e

S R A0 1 25 FD 36 UE Jo e A 38— W X R — Aot o BRI T 2R 4

A A RE I AL B B R Fye AR € e TR S AT R o i RS e R AN T

W ZAR A R 1 ie AT 77 LA 5 2 E’JT{ZXT%?EIEﬁ{WJﬁt IR 2 B DR o 5k 2 4 P ol e
AN A N R s 25 AT JL T g

1. MREMBRFREMZE, AATHAEFHERSHWE, FERE 2 EPMER
B E B 7R -

B, {EH truss 4. B H T8 N R I ) R . — BT iR
Joi s BRI 2 ) ) PRI [B] 2] Solaris Security Toolkit 444 il i 5 2

7 — REVF 2 E L Solaris Security Toolkit A A 03 3L [R]85, A HIAS S it 751
A LA G K 22 B ) R

2. BB AR Check PointFirewall-1 NG 4, H15 &Rz IR B2 Solaris
Security Toolkit %R 4 FfT il 4 52 2§ 74 J 24 IE 35X £ 5] it

3. MRBHEMBELIIRFESY, WEHEEXH ENREZRZZBEENR.
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ENGES

AH|FE LT Solaris Security Toolkit i M (1) 51 45 5 FH 2“7 BE4E 5 A .

A

ab2  AnswerBook2
ABI  Application Binary Interface (W JHF5F — 3 il#: 1)
ARP  Address Resolution Protocol CHulikfi##HT #pi30)
ASPPP  Asynchronous Point-to-Point Protocol (25 pibf si Hpis0)

BIND Berkeley Internet Name Domain (Berkeley Internet % #r3)
BSD  Berkeley Software Distribution (Berkeley #{t4)&)
BSM  Basic Security Model (GEARZABIR) , Solaris

CD compact disc (E#EREED
CD-ROM  compact disc-read-only memory CZHEADEHE — HEAFiER)
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CDE
cp(1)
cron(1M)

D

DHCP
DMI
DMTF
DNS

E

EEPROM

FTP

GID

H

HTTP

Common Desktop Environment (2] 5E1fi #35%)
copy files (I
clock daemon (I EiF4H 2D

Dynamic Host Configuration Protocol (#)#& ZAHLECE Fp30
Desktop Management Interface (i [ #1541
Distributed Management Task Force (/AU #5541
Domain Name System (3% R4

electronically erasable programmable read-only memory CIIHL ] 825 ¥ 1] s
S A

File Transfer Protocol (SCAFEA&HHMSO

group identifier (4R3I

HyperText Transfer Protocol G SCAFEHTMO
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ID
IETF
INETD
P

ISA

JASS

KDC

LDAP

1p(1)

MAN
MD5
MIP

identifier (FxifF)

Internet Engineering Task Force (Internet [ F&{F45-41)
Internet service daemon (Internet A 45 ~7 4" #EFE)
Internet Protocol (Internet ¥pif)

instruction set architecture (84 HEAA R L)

JumpStart Architecture and Security Scripts (JumpStart {4 5 45 ¥ F % 4
A, B Solaris Security Toolkit

Kerberos Key Distribution (Kerberos %414 %)

Lightweight Directory Access Protocol (%% H 315 [ Hh 30
line printer (ATATEIHL) , ZER AT HIFR

management network (FHIMNEE) , Sun Fire High-End Systems A58 11 45
message-digest 5 algorithm (message-digest 5 £33:)
Mobile Internet Protocol (#3] Internet Hi30)

RigF 103



MSP
mv(1)

N

NFS

NG

NIS, NIS+
NSCD

O

OE
OEM
(O}

PAM
PDF
PICL
PPP
PROM

Q

QA

104

midframe service processor (17 IR 55 4B 35 )
move files (B33

Network File System (W% 304F & 50
Next Generation ( F—A4Y)
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