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ATy Tﬁﬁ'ﬁﬁﬂ% IE[I“ /usr/bln/ldd}“F’[ e

R 2-1 VHE %%’r‘éki AR

# 1dd /usr/sbin/in.named

libresolv.so.2 => /usr/lib/libresolv.so.2
libsocket.so.l => /usr/lib/libsocket.so.1l
libnsl.so.1 => /usr/lib/libnsl.so.1
libc.so.1 => /usr/lib/libc.so.1
libdl.so.1l => /usr/lib/libdl.so.1

libmp.so.2 => /usr/lib/libmp.so.2

/usr/platform/SUNW,Ultra-5_10/1ib/libc_psr.so.1l

ffli*] /usr/proc/bin/pldd f’ (Solaris [ Faf 4 8 A1 9 3 H]) » ¥ pvAd
ﬁF“Hi% T o
AW 2-2 F R AR IS B vt
# pldd 20307
20307: /usr/sbin/in.named
/usr/lib/libresolv.so.2
/usr/lib/libsocket.so.1
/usr/lib/libnsl.so.1
/usr/lib/libc.so.1
/usr/lib/1libdl.so.1
/usr/lib/libmp.so.2
/usr/platform/sun4u/lib/libc _psr.so.1l
/usr/lib/dns/dnssafe.so.1
/usr/lib/dns/cylink.so.1
OISR

pldd@} R T A EREROR AL o R

o P -%H[@“‘* Htrussﬂqjﬂ¢§°
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aE ¢ RTERL > gl RSE IR -
HEREGH 2-3 FEF“F‘}JF.':%& R F‘EFI A=t
# truss -f -topen,open64 /usr/sbin/in.named
20357: open("/usr/lib/libresolv.so.2", O_RDONLY) =3
20357: open("/usr/lib/libsocket.so.1", O_RDONLY) =3
20357: open("/usr/lib/libnsl.so.1", O_RDONLY) =3
20357: open("/usr/lib/libc.so.1", O RDONLY) =3
20357: open("/usr/lib/libdl.so.1", O _RDONLY) =3
20357: open("/usr/lib/libmp.so.2", O _RDONLY) =3
20357: open("/usr/lib/nss_files.so.l1", O_RDONLY) = 4
20357: open("/usr/lib/nss_files.so.1", O_RDONLY) =4
20357: open("/usr/lib/dns/dnssafe.so.1", O_RDONLY) =4
20357: open("/usr/lib/dns/cylink.so.1", O_RDONLY) = 4
20357: open("/usr/lib/dns/sparcv9/cylink.so.1", O _RDONLY) = 4
PS4 5 i R RBHIAR o AREERL I'TJ,I'[“C‘J? topen) WUV R AR
p[[ﬁu[ﬂ[[ﬁx@ [ U S St N RS DT IFTEJJET' FRPEAL RS TS 2] W B l?sril e

-

- o “'5\?';1'1?' B O 71 S 4 S PR Solaris =¥ £k s

101812

6408 SUNWcsl

# grep ‘/usr/lib/dns/cylink.so.l’ /var/sadm/install/contents
/usr/lib/dns/cylink.so.1 £ none 0755 root bin 63532 24346 \

,ﬁiﬁﬁ%\'ﬁ“’“ﬁ? IF=H ’Eﬁ‘ﬁ/‘ SUNWesl (Core ~ Shared Libs) &

Ea TR F[ﬁi
HASE

o PR

J e Eﬁj‘:—ﬁj ]-}J[“‘ H | ﬁl[?‘-'ﬁ_[%ﬁ ﬁ'{,”jyﬂ‘gﬁg‘gq, #;;l:%ﬁnj ?GF\/;QF?;%&F?TE;IEU;%
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BT S MUBIE - (I T fy e e

5 R tj‘gf{l ERE El@lgﬁ YRR o RIVIHR 2R %%F% Solaris Security
Toolkit 4.1 Reference Mzmual e

jEI'F;I}Hiémﬁﬁﬁi’ﬂﬁigfiJFME’EIJ ’ ﬁ%lﬁl Hl truss ?‘F'[VIAJ ’

PR ¢ KB PR N R A -

AT 2-4 AIEEAR R 0 T

# truss -f -topen,opené4 /usr/sbin/in.named 2>&l1 |

grep -v "/usr/lib/.*.so.*"

20384: open("/etc/resolv.conf", O_RDONLY) =3
20384: open("/dev/conslog", O WRONLY) =3
20384: open("/usr/share/lib/zoneinfo/US/Eastern”", O RDONLY) = 4
20384: open("/var/run/syslog door", O RDONLY) = 4
20384: open("/etc/nsswitch.conf", O RDONLY) = 4
20384: open("/etc/services", O RDONLY) = 4
20384: open("/etc/protocols", O RDONLY) =4
20384: open("/etc/named.conf", O RDONLY) = 4
20384: open("named.ca", O RDONLY) =5
20384: open("named.local", O RDONLY) =5
20384: open("db.192.168.1", O RDONLY) =5
20384: open("db.internal.net", O RDONLY) =5

=ity DNS %%ﬁﬁl“ f‘%ﬁrﬁi’ii’ » (191 /ete/named. conf - YIfF|_FHESR] - 7R
amw@@t% %npqugo¢@m§%$ﬁymwy@mﬁWFH%%Wﬁ
PRt A L o

E
I éu;rfa b P R R[9S 5 T (meta-services) ¢ iﬁlfﬁ"‘i

RETI T AP E E m 13R9% (R0 - NS ~ NIS+ 0> LDAP) - Bagfiysss (19
Kerberos » LDAP) - I }bﬂl RPC %rﬁ FPT{fl B rsp] PR SR -

B2Em RLal: ERSNE 2
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’gﬂ SUBIEN R A ) [ g TR AR f E’TE“ *“3: #[Hﬂﬁﬁﬁfﬂi“
Tyrp™ = Kerberos ﬁg‘[ I m;ﬁ%i[fkiulippj o FIESEp TEF pffﬁﬁ%i{ 3=El
er (P 50 = R AR [ -

H 1V~ puiiEiL RPC ﬂ%iﬁ&%ﬁﬁ#{é o (MBS Solaris Security Toolkit fi{ ¥ €7 (|
RPC GpUSIR - 1 s L 1 i o b
M AR RS f,*ﬁ‘}*f ﬁfrf PRSP A S P e 2 D R /TS
1= 1A &R ﬂf'\_j\ "] RPC ﬂ%*ﬁ"hﬂ‘?\%ﬁ ’ I'EIE'J rpcinfo g4y o HIYT

HERERH 2-5 HIERH] RPC e A=
# rpcinfo -p
100000 3 tep 111 rpcbind
100000 4 udp 111 rpcbind
100000 2 udp 111 rpcbind
100024 1 udp 32777 status
100024 1 tcp 32772 status
100133 1 udp 32777
100133 1 tcp 32772
100021 1 udp 4045 nlockmgr
100021 2 udp 4045 nlockmgr
100021 3 udp 4045 nlockmgr
100021 4 udp 4045 nlockmgr
100021 1 tecp 4045 nlockmgr

%Hﬁfyﬁﬂ“ EJE’1~§*7~ FI /etc/rpc i HI/ Fl&ffFlp‘Jﬁ ?,EJE/J%ZI[I LDAP -
TR R E PRSECEE ff{ﬁdd, J Rl p@ﬁ TGRS kLA Y lﬂﬁzﬂlrﬁfgl

e [%%F'J%““?FJ fio ““E”D AR
FIp B rusers [ RPC Sp] R SRS fUIRass o ) RPC Sp]R IRy
WP R rusers f’, A igl% o [P “iﬁ?s‘fj\_}ﬁﬁ ' H',EEIW /U?ﬁ?ﬂ?’ﬁ' :

# rusers -a localhost

localhost: RPC: Rpcbind failure

l'ﬂ:f E-E;F EIEIRN “7 o ﬁﬁ,iéﬁfz o Fl /etc/init.d/rpc ’FTE*J RPC jpj7\R S
B«?jj Vi %}[{J k‘Eu Fﬁ:i "L'F”ﬁLF‘F/\I
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PRI O] » 50 RPC 7 SHICRRT BT[] - 5 rusers T fof id
e SRR > (D PRI AL B (R -

B 2-6 B rusers 5

# rusers -a localhost

localhost: RPC: Program not registered
# grep rusers /etc/rpc

rusersd 100002 rusers

# rpcinfo -p | grep rusers

<No output generated>

rpc1nfo$P|J ﬁ&iﬁjrusersﬁgujr| %%j%wﬂ :%Fda% LT RLD 2 Y Lﬁg;}
FH% /etc/inet/inetd. conffhﬁj%pﬂ FEP$§?TJO

# grep rusers /etc/inet/inetd.conf

# rusersd/2-3 tli rpc/datagram v, circuit_v wait root
/usr/lib/netsvc/rusers/rpc.rusersd rpc.rusersd

%Mﬁ PR PJZ:L;{@FCI (#) ?‘F’,ﬂ rusers %nji@“ fY o IR ['—*EJ&HJ % [ﬁé[ijLjﬁ:t
#H{Fﬂjﬂixi E’SIGHUPEH%ﬂT,/usr/sbln/lnetd “0DT :

‘# pkill -HUP inetd

&k pkill ?ﬁ T EH ] Solaris (= A A 7 E] 9 o BRETE PN A %]El“ ps ¥
kill f’l l ) I?F~ ht Zﬁ[%b“ g—L%;E_JiD%EH °

b (A ERR PR 7] RPC o EAL 0 i 1aa 474 -

w27 HIERDH ] RPC R PO

# 1dd /usr/lib/netsvc/rusers/rpc.rusersd
libnsl.so.1 => /usr/lib/libnsl.so.1
librpcsve.so.1l => /usr/lib/librpcsve.so.1l
libc.so.1l => /usr/lib/libc.so.1

libdl.so.1l => /usr/lib/libdl.so.1

libmp.so.2 => /usr/lib/libmp.so.2

/usr/platform/SUNW,Ultra-250/1ib/libc _psr.so.1l
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librpcsve.so. 1 fEHp » PERARR €78 > FfRsigel RPC SRR SRS -

(27" RPC EJFVRISEICE - 8 R o (A - 4R SR 4 FTP » SNMP
f¥ NFS - LH@”WNWﬁﬁ*t%ﬁ%m%%’waﬁwﬁ*ww}@“ﬁiﬁ
FHETPRE o Tl W UEEEIY] netstat f‘,, FT,J {// N

‘# netstat -a | egrep "ESTABLISHED|TIME WAIT" ‘

ﬂk?ﬁﬁjﬁﬂ&ﬂ~ mﬁﬁgiiﬁbgqﬁgqﬁ;%ﬁggﬂ ’ﬁﬂyﬂ
® 21 IR =S R SR P

localhost.32827 localhost.32828 49152 0 49152 0
ESTABLISHED

localhost.35044 localhost.32784 49152 0 49152 0
ESTABLISHED

localhost.32784 localhost.35044 49152 0 49152 0
ESTABLISHED

localhost.35047 localhost.35046 49152 0 49152 0
ESTABLISHED

localhost.35046 localhost.35047 49152 0 49152 0
ESTABLISHED

filefly.ssh 192.168.0.3.2969 17615 1 50320 0 ESTABLISHED

P LR AL T e R - -
YR pEiles 4] (Solaris (B a5 4 8 A1 9) Wl 1 -

ERBRH 2-8 P AR R PR R

# for pid in “ps -aeo pid | grep -v PID”; do

> pfiles ${pid} | egrep ""${pid}:|sockname:"

> done

[ JWV B FS e A IO NP L] 1sof (LTS ES‘P ’r*éfi) 1] e R A
BT I P - B I I e 45047 | )
AT -

BTG 2-9 HEf0H R R

# ./lsof -i | grep 35047

7.1

ttsession 600 root 9u IPv4 0x3000b4d47e8 otl TCP
localhost:35047->1localhost:35046 (ESTABLISHED)

dtexec 5614 root 9u IPv4 0x3000b4d59e8 ot0 TCP
localhost:35046->1localhost:35047 (ESTABLISHED)
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AR FAHRE (55 o BT T R R ]EH?BFI FIf7] Lsof A YT [RIE-P S hpv -

IV 1sof A=Y > [T Fj[faft &
ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/
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To

To

To

To

To

To
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./jass-execute -h

usage:

apply this Toolkit to a system, using the syntax:
jass-execute [-r root_directory -p os_version ]
[ -g | -o output_file ] [ -m e-mail address ]
[ -V [3]4]1 1 [ -4 ] driver

undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -£ | -k 1 [ -g | -o output_file ]
[ -m e-mail address ] [ -V [3]4] ]

audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output file ]
[ -m e-mail address ]

display the history of Toolkit applications on a system:
jass-execute -H

display the last application of the Toolkit on a system:
jass-execute -1

display this help message:
jass-execute -h
jass-execute -?

display version information for this program:
jass-execute -v
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;%EJ?V i R EIU%IL’EX?%EH ) ﬁ%‘ifﬁéﬁj Drivers [ I o %ﬁﬂ%‘ﬁ‘ﬂt Ell IEAIE[ CERE

R R B

. #i5 secure.driver (P [Bj# M > BID : suntire 15k sc-

secure.driver) Y™ o

EREREG 3-3 R AR RS R

# cd /opt/SUNWjass
# ./jass-execute -d secure.driver

[NOTE] The following prompt can be disabled by setting

JASS NOVICE USER to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

Are you sure that you want to continue? (YES/NO) [NO]
Y

[NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.1.0

Node name: ufudu

Host ID: 8085816e

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6¢e

0OS version: 5.9

Date: Tue May 4 16:28:24 EST 2004
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lquﬁﬁ“ FREAHF PR R > S B Drivers [ 18 - USRI = & (1R 2HERD
2. $#iF Solaris Security Toolkit ﬂf{'?‘;’/ ¥ %1‘5 ﬁ?’?’lqﬁﬂ?fﬁl@% B3
91 [ R J o HE ITJE"‘EFH[‘PT IR e Fﬂiﬁlc'ﬂfﬂ :e,ql, IR R R [ A A
o R 2 'J’yfawv‘*ﬁiﬁwfﬁ Fr wﬁ’pﬁw% % TP LY ]
EE[ CITT r:A EXiar
&y%?ﬁfﬁva’ﬁ%@WWA%ﬁbﬁwﬁ
ﬁ%‘xrﬂzﬁ% IR AR S o

4. T BE EPHR BCHHRELY BEFTORT N BT Solaris Security Toolkit fif

T

Fif -a 31 > Solaris Security Toolkit [i' #iF#EA% » fe 2 —?ﬁﬂi_ s ’l‘%?%ﬁ&
ﬁ{ﬁ‘m Iifvj}j [E%ggﬁldgﬁ}p} “a ﬁﬁqiﬂ\,[ J‘I'};IE:IF' Hl ) %igl"‘i?u b i i
; P TIIR mﬂfﬁulifﬁéﬁﬂé};{ﬁf’i ‘@e;l%éﬁé o F;lffwﬁﬁl % =

E\E.J‘:J 6 .ﬁl °
A = If%iﬁ&%ﬂ’f ARV R FE ] -

# jass-execute -a driver [ -V [0-4] 1 [ -q | -o output-file ]
[ -m email-address ]

B S
jass-execute [V -h EFRAA FRPIFVEL o HLHH S EITIAVR T

-h igj‘gjj/ﬁfq@m UF}? EIT)

ARG 3-4 -h E AT
# ./jass-execute -h
To apply this Toolkit to a system, using the syntax:
jass-execute [-r root directory -p os version ]
-g | -o output_file ] [ -m e-mail address ]
[ -V [3]4] 1 [ -4 1 driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b| -f | -k ] [ -g | -o output file ]
[ -m e-mail address ] [ -V [3]4]

To audit a system against a pre-defined profile:
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BB 3-4 -h gfmﬁwr’ w GBS

jass-execute -a driver [ -V [0-4] ] [ -g | -o output file ]
[ -m e-mail address ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -?

To display version information for this program:
jass-execute -v

Note that just the driver name should be specified when using the
'-d’ or '-a’ options. A path need not be specified as the script
is assumed to exist in the Drivers directory.

The ’'-u’ undo option is mutually exclusive with the ’-d’ and ’-a’
options. The default undo behavior is to ask the user what to do if
a file to be restored has been modified as the checksum is
incorrect.

The -u option can be combined with the ’'-k’, '-b’, or '-f’ to
override the default interactive behavior. The use of one of these
options is required when run in quiet mode (’-g’).

The ’'-k’ option can be used to always keep the current file and
backup if checksum is incorrect. The ‘b’ can be used to backup the
current file and restore original if the checksum is incorrect.
The 'f’ option will always overwrite the original if the checksum
is incorrect, without saving the modified original.

PRI
-d driver Efﬁ?ﬁ {L_’g@gﬁﬁg U R AR o

[0 EEJ;?ET{L_’@‘*J%?“ [y -d =i - Solaris Security Toolkit ﬁﬁ\?ﬁj FT }Iﬁ’ Drivers/ Y17
o gjj/ﬁfj o [gfgjﬁjﬁ%lfifﬁﬁ p;ﬁﬁjn Al £ -

BEE T VM) - cus H - -h Y -a
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jass-execute 3@[’“’}"[7? M) -a driver i I/B?LI N [Jﬁ?”rﬁ'l[

ERBEH 3-5 -d driver ¥ ;lﬁ? Ve 5]

# ./jass-execute -d secure.driver

[...]

[NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.1.0

Node name: ufudu

Host ID: 8085816e

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6¢e

0OS version: 5.9

Date: Tue Oct 4 16:28:24 EST 2004

R

-m email-address :“TEITE ]ﬂ F{ A AR T S E'Ei » Solaris Security Toolkit fff J%E' é J|E”l1_
iRk 5@[’“5\/1&1@?? R EITERG - o ST LI PRI W TER
ik S -

Solaris Security Toolkit iﬁiﬁ}%%'éﬂﬁk_,glihﬁ# fll sunfire 15k sc-
config.driver EZE™ ?/[Jﬁﬁ‘rj‘t",ﬁ[ﬁ‘l :

# ./jass-execute -m root -d sunfire 15k sc-config.driver

[...]

i T
-H ZFEH 2] Solaris Security Toolkit i il 5% _Fpudh ™ Hef Jrﬁ}%’ﬂ%ﬁ%ﬁfu T i
L HCERVRL T PO R -
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-H P'FI I/ﬁ]?ﬁlf%fk ”B}? FET]
HEREHH 3-6 -H i ]

# ./jass-execute -H
Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 0.3.

The following is a listing of the applications of the Solaris
Security Toolkit on this system. This list is provided in
reverse chronological order:

1. June 31, 2004 at 12:20:19 (20040631122019) (UNDONE)
2. June 31, 2004 at 12:10:29 (20040631121029)
3. June 31, 2004 at 12:04:15 (20040631120415)

lj&“%}ﬁ“ Solaris Security Toolkit ﬁ'{’ﬁ%ﬁn T3 - V[ERURL .

53 Frﬁh—lﬂ YT

PR A ER AT T PR - kL B IR s
-1 ST Sl
BB 3-7 -1 i

# ./jass-execute -1

Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 4.1.0.

The last application of the Solaris Security Toolkit was:

1. June 31, 2004 at 12:20:19 (20040631122019) (UNDONE)

il e
-o output-file EIE1# jass-execute iﬁ'ﬁﬁ?&‘b % output-file -

IFEFIEMS JASS_ REPOSITORY | AT IUSRIERAT 58 2 {1 ] o [P TF IS = 7 —
F[]\im\ ,r.;fé‘; FEfJ E‘ﬁ 2l PERHEGE Solaris %ecurlty Toolkit f 1% % NE ]Elfiﬁﬁ?rj‘é[ﬂ 0

i g/FIFI [ﬂ 3]7&‘ -d~ -u %IK/ angl{ﬂﬁfﬁlﬂ °
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-0 gjﬁugﬂ Gl A )
AR 3-8 -o Efij Ay

# ./jass-execute -o jass-output.txt -d secure.driver
[NOTE] Executing driver, secure.driver
[NOTE] Recording output to jass-output.txt

S AN e £
-q ,FI[HJJ_P}{—ﬁF{ [“¥h7  Solaris Security Toolkit ﬁ?} ‘;fﬁﬁfﬁﬁ? ﬁ?”' (stdio) TFF|

i

IH‘“ SIS JASS REPOSITORY FIEF I Fu:cl%q R fer] .= o °“T‘g|ﬁl|'r; ) =
ST cron T (B RS MAHEE H¥0T Solaris Securit Toolklt i JIE’I EjREDe
F f y

P fl Ef’j -d -~ -u p“/ -a ’F'{fl EJJ‘? [E{ B
-q L I/ﬁ?th@“ﬂ Sl A
BRI 3-9 -q g Y]

# ./jass-execute -q -d secure.driver
[NOTE] Executing driver, secure.driver

TE_\LE I%HH:EI

-r root-directory f{fi}”ﬂ‘ﬂﬁuf; jass-execute igl‘p‘j“ EFLE I 5] - fifg[}—'-]ﬁgl
IEIF' e EATREET 1 (MR A58 o -p EIEVRTZTE uname —r & % UfE
AR

(MEGH > MR ARV TSR, / o PS8 Solaris Security Toolkit fuZplUfAagy
JASS_ROOT_DIR & o fold’ = [“[iV Solaris [ 3kl / VI - I — [HHR
P ER E TR 2 (™ ﬁﬁ,ﬁﬂj}ﬁiﬁi? /unt > SREFIH] - ETEW?‘F’,{L_ /mnt o HTE|fY
RT3 S [ Rl

]_" '1—""‘
B R
Fil -u > Solaris Security Toolkit ‘E’XPE‘ fir I JRVRUTE [~ RS Ak el o 5 I[E' i N

fi SRR T ] - IR o BRIV 9t Solaris Securlty Toolkit U FLpe ==
£y @;Lﬁgaj:@efﬁﬁlyﬁqﬁg [‘EE]Z"%FIJEXF[ fol TV B PSS IV R 2o ﬁf‘x&]r) 43 -
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e

# jass-execute -u [ -f | -b | -k 1 [ -q | -o output_file ]
[ -m e-mail_address 1 [ -v [3]4] ]

i+ JumpStart 5= Fw ﬁﬁ?ﬁ

JumpStart 5= Hl}i’—j’ Solaris Security Toolkit EE;#J*E‘“ Jp 7 JumpStart If' Y rules
(ESURSTR

S [Jlﬁf\ﬂ—j [&p Jﬁ*ﬁf“&'g 1" JumpStart 5= > %’%Eﬂrﬁ 5 ﬁ’[ o

fol VH R %) JumpStart % #5124 Sun BluePrints ¥ |iF MJumpStart
Technology: Ef ective Use in the Solaris Operating Environment

v 7 JumpStart #8307 #T i

fl7t JumpStart $51 # Solaris Security Toolkit [fi{ ¥ E,, » Bl FEZ” = [&F IJ
JumpStart %ii?f e, ]umpStart i%{’?ﬁ»ﬁé}ﬁ R — 8055 plp IJ Vrﬁ 7‘JLI|
Solaris Security Toolkt i f/#" (7 = [X[U-BUfievF » i "*EJ@T 5% e

1. gﬁ (B RRFRHZ e | ARV ST - 0] JumpStart g@{liﬁiéﬁﬂmfﬁ o
J??‘E'Jt’lf]ﬁ j ok $HA [RET |§]“Trj}’” e RY TE B o

ok> boot net - install

- E‘%!/%f%’ﬁ‘} » JumpStart mﬁgﬁgﬁ?ﬁﬁﬁﬁ .
T-lﬁ E% L EK- IEIHI gfl[“‘ﬂﬂ t] > HETH FUF [‘I:J T [ F[Jlrrd; ﬂj‘l'z‘z[g‘tp I@
MR E JI%E’T o5 _,Flbmx{;}l’fkﬁ?& e Pnﬁﬁﬁ,ﬁ “?l E'
FEREETIRED > S nlr-]/ﬁ“ﬂ-j;r

2. fﬂaglig?’? T Fﬁsrg;’] SOSPRITRRE  FRHE -
i By 48 F1 MRSk s |

3. T B2 ZIFARL FRSEARL IRREFTYEER] IR b o

B3E REkPTLREMKE 47
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R Al [l

FUBTTR AR B (M PO IR BRSO R S g

47 TR (QA) W5

EAERS e Ll EUP IS i*ﬂ{ﬁrﬁtl‘ﬁi’ SRR PR F el Jqﬁg_u
I# Solaris [F =R AR5 Q*EIFIJ EW"LL[F'EJ %f’@ E?D Secure Shell) |

bR e Y H o TR ] }%T@[ » B Jfﬁ@ﬂquﬁlyl fili 7] qg“[jl,g[”lp;,n
Remote Procedure Call (RPC) ﬁ ? f,ﬁ_ﬁ“

#.i7 Solaris Security Toolkit ﬁj ;FE' YH glitzL[JLJ\ ZHrpuTEaR isBHSY 18 Fr T2
Hjen | ﬂbq&;;ﬁuaﬂjn o ) {ffL > P g FE RS Ui_—j,é;b]ﬁ\u AR 71{,&@ ff[‘[,
ETD (QA) WEE WS SR TEBIIE « fFA [ e
foIBRT QA FE - RS - ferdf =T ]EU—mﬁ F'&IH@U ’F*’Ep;ﬁ?s %glpﬂyﬁ G
FU jjﬁ ?BH. oo

1) QA IS~ BT > T SR

. USET 2 e 2 T 8 <

R P i ST iR

. YRl Solaris Security Toolkit i %= o

- ATV - (3ol 2 Pl (RREVEZY) -

- FIFT#T Solaris Security Toolkit i -

FASREI AL > 4 2 PR T T B 7 AR -

Qa1 ~ W N

BT 2 R

WERRRY AR 7 e TR ~Eﬂf “J%I (b 2 TR R S 2 A 2 3
Ak o AR R | F‘/E&J[ e W T RPN
BE AR Tjﬁtfla'u BTN R

’F]“éi”“'{ﬂ!/%ff’?* eIy T = [iﬁl@aﬁﬁjlr’ﬁ%@ ol
LRI R Rt R e R R SO E . A F'J’Jléﬁﬂﬁ °

m EELE wﬁ*%lﬁiﬁ?*ﬁ 2o iJ AT B -
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W AR E ?Tgﬂaﬂlﬁ*’ﬂ‘ Sﬁ%%ﬁﬁ% (BN > netstat -a) " [EH
Nmap iﬁ*?ﬁﬁ%‘éﬂﬂ A /7 B R I
RS [ YR Solaris [ ERHREHGE -
éﬁwﬁﬂbiﬂﬁwﬁ’wmﬁﬁgﬁﬁm¢pﬁm 31 AR
Eiﬂjlﬁﬂ —r—ﬁﬁ%—ﬁfFeg"ﬁ_F[ E %1v?‘y@ﬁu ks ﬁﬁg[ﬂ:ﬂ Ui f@)}‘ﬁ%ﬁ[[}ﬁﬁ&_‘,_ﬁ* PE%‘
Lol N3 '“'%’F”lﬂ T ﬁf” lﬂH'ﬁ“*i“uﬂlﬂﬁﬁﬁf&’ﬁE > Sun BluePrints OnLine ¥

}]%.'] I The Solaris Fingerprint Database — Security Tool for Solaris Software and
Files ; fl1Arypu= 5! ,}‘lﬁﬂ**[?“fgml{ FIER]

Wb = TR

TR E [ RERERIVIRES RS o SR R e 2 R T
?“@é5fTWF§%@W®WﬂMW %ji$fﬁw%%%ww%| 5 i
lﬁk el B 2 LT l*?iﬁ& Al EFU’:'E%@ Solaris Securlty Toolkit [l
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RISVIHR I 8 R IRE YR BT 6 o
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71?31 AR F RO i CGRURL) §’{l’ };Wﬁj f'1 Solaris Security Toolkit i
%ﬁﬂ%ﬁfﬁg‘ﬁ' [P TE?EI (It 1R ”ﬁ“"ﬁ‘ [ [EF] 2R ] Solaris Security
oolkit §F‘; (= =38 (el f HJFI J}L{J\ ic o

j:g/, éJFA»IJ‘;m SR
5y 51 FI FEE”EJZ#I@EII]D[H PLEEISR i |

5y 52 FI mi’Fquﬁ@El]a JE': |

552 f1 R R

BY53 Fl TS €A @SR pUR R

5Y54F1 CiH %ﬁrgwﬂ“fj:g |

5756 FI TBUFULERABE

P R R Rl e Sl

7% Solaris Security Toolkit 3 f“ﬁ[ﬁfﬁﬂ — [ JASS REPOSITORY 3&i[Ef I o =
FIERY £ ?'Tﬂ?%?é?’[ﬂﬁ [ﬁ”VE Iy B SRR N A i ff% » Solaris Security
Toolkit ﬁ_ﬂ’ﬁﬁ‘ o '%{[I@ﬂ -5 éqj{"}ﬁ_%j@ﬁ[bq%&ﬁﬁ

AR T BV R S S R SRR b‘?ifE'Jfﬁ‘_i_’FLﬁJﬁ:*f =

¥E®  JASS REPOSITORY [[IfU% | | HRET R E R R -

Hﬂﬁj’r’?llEEJ@EIj,cl%‘\ri JASS REPOSITORY/jass manlfest txt [IFER o R
fi F&Tﬁl’FLﬁJF:E'J? T[RRIV (B o iR F X Solaris Security Toolkit p’j’ﬁﬁ'p
ES j{;ﬁ[ U 1[ [ g}% , I:IJ}“'“F& $"f ‘FEE;J 7 *JP\/?”[H%FI J?f*g ;j{ IL% [F=1 /][ F“Aﬁl,;j( F[ F,.
E Ji' él;\_ﬁlﬁl?ﬁ% ek lﬁﬁ > B dgﬁggj L EE ”'"T}—“E,IFIJ@(‘EEEIE ,FIE [ﬂg;

[“3E S EE S~ W jass-manifest.txt ff{% -

EL ffli"'] Solaris Security Toolkit i i 5[~ =4k - T Tuf\_ JumpStart f5B I i
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figidk : Solaris Security Toolkit ﬁﬁ(’ﬁ%}ﬁ%{ﬁlﬁt@ﬁrﬁlﬁﬁﬁfﬂﬂﬁ %" (manifest file) |17
THE T pUARRR .

HRFUE = BTN Solaris Security Toolkit %= i % & 7 7 JASS_REPOSITORY iU
E?J’Fﬁ&?& o SERUEL R ) D3RR BRSO R - AR 'ﬂl}ﬁ by o BRCPRE AT
i Solaris Security Toolkit [IY {=2 bLERLE - TE'%%E:’J A5 S FTW‘%BQ o A Ey

ASS_REPOSITORY E[%F[Iﬁ@j' % jass-undo-log.txt ¥ reverse-
jass-manifest.txt o & » NVE|HT jass-execute -u fﬂﬂﬁﬁ » PERURLY (=
i’j\%ﬁl?]ﬂ"ﬁﬂﬁ? o BT [ERLE MRERRL .
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SH! \/f < < 2L = » A

Tl J_F:L 'ﬂ%ﬂ‘ﬁﬂ%’*ﬁl F[‘J 3:‘#‘[‘

S A

ffl1"'] Solaris Security Toolkit ﬁﬁ’F’E—ﬁEJﬁ’FCiJﬁ“ ¥l ?/[Jﬁ,iﬁiﬂbﬁﬁ‘ :

m it Solaris Security Toolkit 454 0.3 [ 4.1 f[1 » [&T & 5PE ﬁ? JumpStart f8 =4 &5
BV M R fﬁlﬂféiﬁl'ﬁjiiﬁlrﬁlf%j’ PN AVAERI o JumpStart S SERRE T
filr P B R o

m o EEE Solar‘is S‘elcurityuToc‘)lkH Pl ﬁFJ GIfsEcE > 7 ?P%ﬂiﬁxﬁfédj ’f?&“ﬁ?/ ,
JumpStart =0 > BRCFE T - r%i— JASS_SAVE_BACKUP 21l 0 » H fi (1)
T’é’&’iﬁﬂi FT g Al R R e

W R RIERRL e

m Q@j - ]'[#%HJ%H‘:@’, L3 ] Solaris ISecurity Tf)olkitjﬂ?%ﬁ{ﬁ‘: rg.lj;’ U»EI@ I
— (WS IR A A {7 ] add_to_manifest [y KfFIE g PSR -
F\] Fl » Solaris Security Toolkit 1 #/13¢ [ EIFETT FUsEr o

m S Eﬁ\ FIR 1 JASS_REPOSITORY [ I#&[*|jiu[* JFL, c BRIFEHE Hi &M
RRCHER QBT T e i

IR FUR R

Solaris Security Toolkit S H g [ - F* it o5 b g = 55 phoA oA - ’7’»57% g Sl
Solaris Security Toolkit fi{ i |4 ﬁﬁ?&}o;ﬁ fofifer R B s & T ek
EEIFEFILPEI?IEUW o
Q@p?@%ﬁﬂ’ag@mﬂwmﬁﬁmﬁ@ﬁa%ﬁ@W§o@ﬁvp?%wm’

SR BB S AR (SRR o GRS R 19T e~
M o) AU ST U L | T TS Y -
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el SV B G T2 A = FrRer Uy S /Solaris Security Toolkit 4.1 Reference
Manual ; » fii*] 1#4?(}“ A 7 R TS AT R o YRR S T = P
I P EHEE

ISP o FRE R PR - S ' 3*%@%*‘* (R g B ™ o ffl
Bl £f% add_to_manifest YR ﬂz §\T il F' lﬂ}'ékf KT iy II}JF”%T?E'*F” 7}“51,
Rl T%E'P LA “ﬂ%\f wﬁluﬁf“ IF“fEﬁﬁﬂﬂ'ﬁrEW i/DHu 0] R
Solaris Securlty Toolkit fFr @I prask EZ[fk B f3 |’7JF[|,“§H F{ i SRR ii[{\d*“j $L Sun pkg
’r*‘?“li”ﬁ%fﬁf’k?“ﬂi [ O 7*?[9? LRI e ST S RN it Sl e
B Lnkestp for ety -

Fop A Qrbﬁﬁ]? add_to_manifest [j[E¢ Solaris Security Toolkit p’j’ﬁ"ﬁ'}‘ﬂ_w
F;ﬁ?f b%ﬁ[ipﬁdi?p SRR T lﬁﬁéﬁ[z}f—ﬁ“l%ﬁﬁﬂﬁ .

TSR] F'Lf}‘ B %“Elﬁtﬂﬁfé’? VAL =124 > Solaris Security Toolkit fif .14
AR AR - [ RIS A T R AR

Pl (AR RL 2 RSP IR % VF Fross AL RES R £ pURli% - Solaris Security
Toolkit ﬁiﬂ’ﬁglﬁiﬁ,] It o BRI R T JEVT /user/bin/cp ?‘FI 'Jj‘ HRYIFTET (& [
FL7t Solaris Security Toolkit %ii?" [/T L& ﬁl}%[ﬁ[ BP0 Solaris Securlty
Toolkit & ﬂlﬁﬁ%ﬁl gl = [RZETE VR PR R e M) backup_file FEUAEZC
B ] IEIF' cp PR R Jﬁpﬁguﬁﬁ [fi™] JASS_SUFFIX &
st = P JP,EJ FFIET > 59 Solaris Security Toolkit ﬁﬁj“'w’ﬁagi s e .
ﬁljé%l;#}]ﬁﬁﬁﬁsliEJ-TF"ﬂVﬁﬁg AR AR iy BEBURCTRS > Jass-check-sum §
,IaJ A ] o

b RS AR AR

‘EH{I 1H] jass execute u}‘F’[ 'JH I E' *jﬁ%?‘ﬂﬂ[’ “3Ei &ﬁ@I‘g@E, SF[J@%
() Eﬁfufﬁ%m“ jass-check-sum ff] /U%Fb)fﬁﬁﬁfg[g(iJEﬁ, £ HIY o

=5 i U &g JASS_REPOSITORY Fu[’@%\ W) T @Hmﬁ ﬁﬁiﬁ”ﬂ*’ﬂ'

Mgy o HIEIEH el & e E{f ~HA R [ B A SIER &iﬂﬁ@@ o 3 wélg (I8 F R
R L l%"u;!ﬁﬂﬂg* g wmﬁnﬁm TR -
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B S b S

AR 4-1 = FRRR R iy uE ()
# ./jass-check-sum
File Name Saved CkSum Current CkSum
/etc/inet/inetd.con 1643619259:6883 2801102257:6879
/etc/logadm.conf 2362963540:1042 640364414:1071
/etc/default/inetd 3677377803:719 2078997873:720

LS IR T 90 S R

|§]“ FL“pHZiﬁ,E

F 87§t jass-execute -u i AJLE:E > ARG R L -

R ¢ T PCHIERIC d e b g B R
#h 7 undo EST Fl?ﬂ]ﬁ b -k ﬁ‘/ -f EH .

% [ I

jass-execute “u ﬁf?il_iﬂf;i’ﬂ@ﬁﬁﬁm@i% i TR E'E}J%IEIE' Foea
ETRAS IR - IJaris Security Toolkit ﬁﬁ\?ﬁ' 5@% §Fq[ SEE VR ﬁF e gﬁﬁ@
E[ s J—ﬁ]ﬁgl—j\In ee lﬁ[f[m%

.@WQ*aﬁw<%lﬂw“mbsa¢>min S PR TAR

2. WEFTRFHOMCE > T RIR RO -

3. Bt o= (== PRI PR (R gmlfaRl) I pt Rl -

PR BRI R o BT EBUR G ) b kW £ S

A 41 GENIETERIRC IRPORE A R - BV IR R R R
i B A -

% 41 i E'Jﬁ’?@p—ﬁ Elfj;rﬁfﬁ =

BH B2t
b IR TR RO T R
[T -

SE SRR R W I S
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oL (0 O R

B #RiH
o ‘Ff:a Fz;f
-o ;Ej_”ﬁ—j}qm

R .f;ﬁliﬁ 1o SR R o R
JASS_REPOSITORY jass-undo-log. txt °

[l

-b I I‘*JI IJJEI g ” =381 T % F"rsjﬁ TR PRI PURR > SRR *gﬁlf * 38
= rJF[ﬂFLj\ FL-. FQ,[IE[ ﬂ*“ﬁw@ﬁlﬂ'j&, [a Qig,wugr{[plrggpﬁﬁg;;ibpﬁ L= SRR/
‘*J?ﬁfﬂiﬁ e R P P A ) o N A A

/etc/motd.BACKUP.JASS_SUFFIX

il
£ GECF 0 YR E IR > e (R RV AR AR AR I S Y %

EITERRR o BURGE T ] Fﬁim'ﬂrﬁsibﬁ' 'J‘{’g?t’r‘étiiﬂiw’?fﬂfﬁﬁ FARL > B[R
g f%ﬁf rs“rrxm%‘vﬁl;]qfrﬂ&:i RRUE S &@Elg‘ F@‘véﬁ}l

T%l’FLf_lEqa“"ph e p H“QTE,I“*J;I%IED@EI&}VY R # o AUSET VR IR
IF&IE%%Z’]‘?#@ #J/F i|i] ° el PIE R IEIF' jass-check-sum ff] ,Jp“/
Fl}l ’?1_ b ﬁ Fi e

l_}—_v

"ﬂ H

W

-3¢ S PR [ O R TR - S

ﬁ?ﬁi&r%@?wﬁ T (L] (R LR O
o PIEFEH[I jass-checksums. txt '] ¥ Flhﬁllﬂw}fgﬁi F‘EF”@% j,%ﬁﬁ,_g'gi

@El °

HE?:E[%‘T = RLIZEEAY o G0 R B A A SR L R i
M f=rs e - 5&;{{% :
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5 remove-unneeded-accounts.fin ﬁFﬁﬁEH o PR RS HIT—r-Tf'uFIJ
/etc/passwd » /etc/shadow % o | {i™ ¥ 'igﬁll ﬁﬁ{etﬂl N ‘*J@EI 'HF
/etc/shadow %’ Fl%%’?ﬁ[lﬁ%@ 2 Solaris Securlty Toolkit ﬁﬁ\’ﬁ%’f’?m “p J[;gj i A
AN RL > IR ] I#F #I > Jetc/passwd MR HEI[FHUFURFUMYE © /ete/shadow
WK W 5% - f T T

R
-o output-file ZFEI ¥ | jass-execute TV %Iﬁl?ﬁ' 1= W% output-file -

L#E?f*pa:ﬁﬂ&f,ri JASS_REPOSITORY [ SAFIVGIGRIQT [BA] o (P2 ISP () 7 31 4%
TEEREE ,J%L.wﬁ#ﬁ | el » IR EL Solaris Security Toolkit 3&/fL { = f e AN
#ETL[I

/\\\FI E‘ﬁ:g] [I—TE?:_E‘[

-q Z [ - Solaris Security Toolkit ﬁf ’PE‘ 2 ﬁE?J‘HEr fﬁ Q:,Flﬁ:j‘ji/\ e i
JASS_REPOSITORY | [%kﬂl:t[%qy E{EH] o 22 1{[\; B A
Solaris Securiyt Toolkit cron ~ l"EE\HJ‘f ?Eﬁfj’fﬁ‘ z

S

-m email-address ¥ fi{;;3 | Solaris Security Toolkit ﬁfs‘g‘ sk ﬂ‘gﬁﬁﬂdﬁjiﬁ - l[_'r‘-f ’
EltetiatNEnl 'flﬁ%fl IR Py R AR VA /ﬁﬂﬂﬁ} e

NIt N o
Bl )_F:L W?HJE’TE’:T‘EI

E?;g{?g,lﬁi&,‘;ﬂi [4“‘/ % (& Solaris Securlty Toolkit 34[ fﬁﬁﬁﬂjf’?[‘EE SR RLARIY o F|
(a0 I;T@F” Le“_mgaj:rfr[‘egm@ﬁltﬂu ISR "‘ ’“ F” Jfgéﬂ ) %M'FL@E[ o

I7Ji/[' ’ EH’“ b ﬁ%igﬁ%'ﬁj%? U1 NES LA SRR R - i ] NES
PR T RS EHE %Lﬁﬁfigf?ﬁ?pl ELT o
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v &Rl Solaris Security Toolkit & =

1 0T TR -
By RO R EOPTIES  F0 » EpIEp  R 1 = 2 L
|‘E|a U -
2. HIEERIRE] jass-execute u#’l .qu[ﬁfgg_
%’Efiﬂé?s:; IR E ﬁirgvjjj:fjng .
j\E'I}JF‘I_'T‘ T@%L\IEIE' jass-execute -u ?ﬁfﬁ o

3. BIBLR- RS S5 S [02 48 -u 37 » 1 JASS_HOME_DIR flIf§* #‘F'[—?J :

# ./jass-execute -u

Solaris Security Toolkit p?g L S BT JASS REPOSITORY [IUATE JFIFJ Rl g
NPT RO RLT ST o [ B R g R e
i F' CRLRES o BRI 7]‘ *, £1¥} jass-undo-log. txt fli% & AP %‘é:;t”"?riﬁrjﬁl
, J I ‘Jlﬁéiﬂﬁﬁﬁ“'?&#ﬁl » PRIPSSET SR B ﬁ & A S R RS o B iy

L

e Iiﬁ?L ,EI J%leﬂ
B\ 4-2 TH\UFL |:|J HJ I/jéﬁf IJ#_EAL['

# ./jass-execute -u

[NOTE] Executing driver, undo.driver
Please select a JASS run to restore through:
1. January 24, 2003 at 13:57:27
(/var/opt/SUNWjass/run/20030124135727)
2. January 24, 2003 at 13:44:18
(/var/opt/SUNWjass/run/20030124134418)
3. January 24, 2003 at 13:42:45
(/var/opt/SUNWjass/run/20030124134245)
4. January 24, 2003 at 12:57:30
(/var/opt/SUNWjass/run/20030124125730)

Choice? ('g' to exit)?

& QEIEI[H]HJE‘H pﬁ‘;[’ ST o S HEET (7 S A2 [ el f’*"ﬁ BURL © g@ {38 5
s T AL g ey ﬁs’%i ° (%Eﬂmu’é‘? (1 FTE URLAs TRV 5 o

4. BRAE T A ERRRR VS > SR SRS -
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SRR > Solaris Security Toolkit ﬁ’ﬁ?ﬁfjiiﬁéﬁﬂﬁﬂ*—*fﬁ“ﬁ T L

(5 o SHERL  RURGEL )ﬁ@’"ﬁﬁ S HEGET TR T ju B IR A = [
?E“'F[j FJEI ° lglﬁl AF[:L[%‘“"]‘J[W EI” —H ILJ‘ 133#“'1&1,# 3 Tﬁl lé'lp:nF Flj_-,‘i)’lggllé’_‘u# 1> 7‘1%
EFEENEE T 2 (R iﬁf%zﬁé,@iajm 3[R -

IR F",;%_lfﬁlé 5 SR P AR T et

EABES 4-3 RV S AR R s gy

undo.driver: Performing UNDO of
//var/opt/SUNWjass/run/20030124135727.

undo.driver: Undoing Finish Script: update-cron-allow.fin

[NOTE] Undoing operation COPY.

cp -p /etc/cron.d/cron.allow.JASS.20030125223417
/etc/cron.d/cron.allow

rm -f /etc/cron.d/cron.allow.JASS.20030125223417

[NOTE] Removing a JASS-created file.
rm -f /etc/cron.d/cron.allow

[...]

4 &5yl > Solaris Security Toolkit ﬁj”ﬁg%ﬁ@?ﬁ@ =4y u;;ﬁggg\{ (IR A
K o VR IR | [l R R R TR £ o U [ (R A
EEPHER > A ‘F&(ﬁ FEOP R B .

SRR REEE S o = B PO e S AR ) S AR R g
=75 Solaris Security Toolkit ﬁfe% BEHSFY PR JASS REPOSITORY fVARE|[UF A%
et B TR 58 UL 9 Solaris Security Toolkit i i 5 i~ “a‘E[’r’gllﬂlF”
A« Ffﬁ'cﬁ"ﬂ'ﬁﬁfﬁ%iﬂﬁ ﬁﬁ—%%* WS BLRISA e - SPELAR
T%ﬁ’_ﬁlfjﬁrﬁqdf SRR lﬁﬁ‘ﬁgﬁ
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HLHEEﬁiEﬁ(%%? SV AR R g ) o i B - R
FORL e IR B0 R B S -

BB 4-4 AR BT ]
[ 1

undo.driver: Undoing Finish Script: install-templates.fin

[NOTE] Undoing operation COPY.
cp -p /etc/skel/local.login.JASS.20030125223413

/etc/skel/local.login
rm -f /etc/skel/local.login.JASS.20030125223413

[NOTE] Undoing operation COPY.

[WARN] Checksum of current file does not match the saved value.
[WARN] filename = /etc/.login

[WARN] current = 3198795829:585, saved = 1288382808:584

Please select the course of action:

1. Backup. Save current file before restoring original.
2. Keep. Keep the current file, making no changes.

3. Force. Ignore manual changes and overwrite current file.

Enter 1, 2, or 3:

HEIEL - 25 PERACPE 1 B ] -

BRI 4-5 B RUVIRTE iy D p o ]
Enter 1, 2, or 3: 1

[NOTE] BACKUP specified, creating backup copy of /etc/.login.
[NOTE] File to be backed up is from an undo operation.

[NOTE] Copying /etc/.login to /etc.login.BACKUP.JASS.20030125224926
cp -p /etc/.login.JASS.20030125223413 /etc/.login

rm -f /etc/.login.JASS.20030125223413

[...1]

SPTHBEGE [ i po = EAB R A fi'ﬁ?ViE}E'}’FW 5;5 o
HERR (S T R ROV R G B s -
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PREE: + BT 1 AR PRl P R £ (R
/etc/.login.BACKUP.JASS.20030125224926 ¢ Fﬂll}’ﬁ"ﬁl’“'%’ﬁ‘} ’ %ﬂ?jﬁsiﬁi
/etc/.login ﬂ»‘%ﬂi—/ﬂ_g\l :ﬁ‘:ﬁTE;'i%# ijlfjl%**%z o

6. T FRIAER Y -
7. FEERI M > EETHA -
TP P A L R P EETRRBRL RIp -
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BN ﬁ ]umpStart %z}‘”

F FARH B el e R JumpStart l'fl T AR YRy > TP Solaris Security Toolkit fif

? o JumpStart £ #5E} Sun 1ﬁ,[,§l%?§li Solaris [E = ﬁ%%@%‘ﬁjﬂ J %’%@{Eﬁ@ﬁ‘,r)ﬁlg']
olaris Security Toolkit i{’ -

Solaris Security Toolkit JumpStart 51 =4 T‘«Lj?%%i]umpStart He s EI Solaris = e

2.1 & H[Jf ] o JumpStart #5515 = FIEY(™ Solaris [F5f 5k b i 4 4L ~ FHH
'f;; T R ARARYE | i FEE «FTTE'JFE?@FU:JW; L ﬁ"[jf[[%ﬁ‘lf bjﬁﬁ—??ﬁ

]E[J Ji—i‘ °

ffi "] JumpStart % f'&fiy |§'<E#?E Eakd “”]Eliﬂi_ ISR ?ﬁ“ﬂlfﬁl“ ]umpStart jfif‘r’v

Solaris Security Toolkit ‘E’QPE‘ El‘*J[ b5k Solaris (B ZARHAM] > = [P SRR

[F=87) f?ﬁi'ﬂfﬁ“éfﬁk T e AL T “fjﬁ(ﬁ“[ Y e RIIVIHE FTJ ]umpStart Hr‘ﬁlﬁ*}% )

@‘%Eﬁj Sun BluePrints ¥ {f /JumpStart Technology: Effective Use in the Solaris
perating Environment , °

+ EIJP» INRNES T
[ | 5761 il FF'F“I' JumpStart ﬁb%&b%ﬁ?’u

m 3763 ! [Ej ]umpStart LA
m 265! F%Jr@'ij?%ﬂ“[ru
I

E' ! ]umpStart kbR bz%ﬁ?‘i

BT ]umpStart BURFIIUH - [E FI?E%J& JASS_HOME DIR (tar “&V) fv
/opt/SUNWjass (pkg * ES«) H IfY Solaris Securlty Toolkit F.LiIF,fE‘“ = JumpStart ]
TSR Tk - ‘EE%E TR ]umpStart [ %%E FAY /jumpstart e Fl SRy R

JASS HOME DIR J[|% £} JumpStart |ﬂ %E,L FOSLE T8 -

iﬁ’[ e f@ﬁ?ﬁ 5UE JumpStart $ (570 5 F 35 Y JumpStart %Ufﬁﬁ‘ e

fol B F[ Solarls Security Toolkit fi{ /= JumpStart #l?f% b IBEEI N it H R o
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v [ilf! JumpStart i
1

. Y& Solaris Security Toolkit ’F’lf/ﬁf,@?“%‘— JumpStart [ﬁjﬁk’,ﬁ‘ﬁp’l@)}f&ﬁ 148 o
7191 » ¥, Solaris Security Toolkit ¥s##i##/As{H= JASS_REPOSITORY - [fi| JumpStart ['ﬁj
THARELE TRL /jumpstart » T’/[H‘F’rﬁ EJ[JLF'TFEQLJ Solaris Security Toolkit ’FLZIF'?E?“ :

# pwd
/opt/SUNWjass
# tar c£ - . | (ed /jumpstart; tar xf -)

— J& 43 > Solaris Security Toolkit ﬁ”ﬁg?ﬁé%’};ﬁ:& JumpStart fﬁjﬁﬁ%g’p’v
SI CONFIG DIR> '-L;@TFIIJ”‘J FT kL JASS HOME DIR °

2. F &Y Solaris 2.5.1 [ F3k sysidefg MEPE F 55 - s fii
JASS_HOME DIR/Sysidcfg/Solaris_2.5.1 FIERf[Ie
&M "] Solaris 2.5.1 {= s=7# > JASS_HOME_DIR/Sysidcfg/Solaris_2.5.1 I
[V sysidefg Mg PRoprF BEGL "] - FIPRLIFIS 4 9 Solaris 3 2 ST_CONFIG_DIR
IV sysidefg Mg 2" | ERTIpuRii g - %}lﬁjﬁ?L#fEBf\LﬁjU Solaris 2.5.1 [E =5k »
Solaris Security Toolkit [[{#§¥| SI_CONFIG_DIR/sysidcfg » fiifi=
JASS HOME DIR/Sysidcfg/Solaris 2.5.1/sysidcfg #i% -

3. A ﬁﬂ#ﬁ—ﬁ’?ﬁﬁﬁ JASS_HOME DIR/Drivers/user.init.SAMPLE &=
JASS HOME DIR/Drivers/user.init:

# pwd
/jumpstart/Drivers
# cp user.init.SAMPLE user.init

4. # rglﬂiiﬂ %TFE (multihomed) JumpStart fﬁjﬁﬁ%ﬁp’lif 1R > T}}i’
JASS_PACKAGE_MOUNT % JASS_PATCH_MOUNT g fEfIE ! fSus4 T-fepoRs
JASS HOME DIR/Patches ® JASS HOME DIR/Packages [!&#& -

5. | &FIF5E Solaris Security Toolkit [ " ST_CONFIG_DIR ¥ fIS™ » i
SI_CONFIG DIR/path/to/JASS » JR&EYI™* M= user.init #F :

if [ -z "${JASS HOME DIR}" ]; then
if [ "${JASS_STANDALONE}" = 0 ]; then
JASS HOME DIR="${SI CONFIG DIR}/path/to/JASS"
fi
fi
export JASS HOME DIR

6. E_Eﬁ‘/@j Solaris Security Toolkit FEF/RE=" (fﬁ’]il[ﬁﬁréﬁflfl secure.driver) o
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/N

m f|77%| hardening.driver ¥ config.driver [[I9[{HfVAE A1 #EAD | - E'[Jﬁ%
17 Drivers/secure.driver &% rules ffi% -

B E R A A %?ﬁﬁﬂﬂﬂﬂ*ﬁai SR (S e BRI -

7. WiE DR o BIIERHEY rules MRTRE -

FIE VAR )

hostname imbulu - Profiles/core.profile Drivers/secure.driver

R /Rl Solaris Secunty Toolkit ﬁf{’ﬁﬁ‘[ SR o fol 7o ifEIf S LA
Solaris Security Toolkit “a’:'l\’[&"ﬁ' 78 i i N &.f%rwﬂﬁ,l 3 [ JF =i

fol b e F& Solaris Security Toolkit i =} 7 JumpStart “Flif - %‘i{%% BRI

d¥ o

8. T [&ff1¥] Solaris Security Toolkit ﬁf{?ﬂf’?ﬁ{'ﬂ fiY sysidcfg MR T FIE (™ JumpStart

FIJ}; I#'ﬁlf' J_ngﬁ %ﬁ&ﬁw ﬂfﬂjﬁ Jﬁn”ﬂ:
E EWT sysidcfg ME P » ¥ JumpStart il #8847 SR R O 3y b
/J [[

I

F #LF*/YI:IM’T#THIFVTE ’f_ﬁrﬁ‘\.& (& TSR }IEIF' JumpStart %% i%@i}ijf I
v e

{1 "] JumpStart F%fﬂujﬁ?{%ﬁ N

JumpStart FEAET A FLE AT JumpStart 20 [l H AOREE 3J:FZ,|E Jfl%“ g FIU?’Q‘—_’T@?{
['| A1 Sun BluePrints ¥ "TumpStart Technology: Effective Use in the Solaris

Opemting Environment o

) umpStart [ CHET & U5 * 477 OPSTORTI 42 60 o i AL
I ST I

B - IR F J*F" EEEE . PRI I'SEW’FL? % > JFUREL Solaris Security
Toolﬂltﬁ:'{ﬁgﬁlig?ﬂ rf"f;j;ﬁa,fu pJEI S

3| JumpStart ?iﬁk £% Solaris Security Toolkit ﬁj?ﬁ[ SRR

WM 32-bit-minimal.profile
core.profile
end-user.profile
developer.profile
entire-distribution.profile

5T MEREH JumpStart fillkds 63




64

m oem.profile
B minimal-Sun ONE-WS-Solaris*.profile
B minimal-SunFire Domain*.profile

I A F'Fllﬂﬂf?é’rﬂi’ °

32-bit-minimal.profile
ES NG VAR = X N e ]umpStart E{%Lﬁuﬁ_ |[E‘7FEIEI'I’3E}E'JEIU JumpStart FEA o RL

e S =) f“‘%ﬁﬁﬂif,%@tif[ P4 fi#4) minimal-Sun_ONE-WS-Solaris*
.profile {&’J f“‘iﬂ’?{ﬂﬁ’(pfﬂ@_lﬁﬁ B

core.profile

! JumpStart fECHf 3 BER | [ Solaris (S kSR (suwcreq) « R L
953 %U ép;fﬁ root & %5153 r[[JE»E PR [ PIffE -

end-user.profile
[P JumpStart A LA - 4R Solaris (B 5k | & (SUNWCuser) I'] ¥

ERAE S A ﬁjﬁl rTg*F” (i Solaris [E EARELEMBIAT o fRIP=D 9 ﬁﬁ%ﬁﬁﬂﬁt
e F'EIJF', root b“'\}J;\N [JE.& 0

developer.profile

I"=JumpStart A& L 5E THISE ~ £ Solaris (= sk ) & (SUNWCprog) I') M Fh
iﬁﬁ’ jc"%&fff{ S8 (B J T it Solarls (= ST r3 b Uff core.profile [N
=X Fif Solarls f R E S IR - ﬁf’ 'fQ_ElJ £ root W U PAAIRLHR i[]

entire-distribution.profile

= JumpStart %4—?{‘3& 15 r#’mﬁZyéﬁ Solaris [P 23k | FE (SUNWCall) ° i/[l[ﬁjiﬂ
el J%Lﬁg ) gﬂf" 73 rl[J ;yﬁ root K 55 iUEﬁ
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cem.profile

= JumpStart - EAH 6 4 5E T OEM Solaris (= 55k | #£ & (SUNWCXall) o [ 1
THREIA g«wf” *F/\' 3L OEM jfﬁﬁﬂpjﬁ?ﬂ

minimal-Sun ONE-WS-Solaris*.profile

F’?‘EJ"’\ 7[J|%4—Tﬁr, |7H%2 Sun BluePrints OnLine ¥ ﬁ‘é’j FAZREES  Minimizing the Solaris

Opemtzng Environment for Security ; - FvE| ¥ ﬁlf JHEZE|[fY Solaris [ —mﬁﬁ"gi{:?ﬂ
EUTE - ) JumpStart TR i RO -

minimal-Sun ONE-WS-Solaris.26.profile

minimal-Sun ONE-WS-Solaris7-32bit.profile

minimal-Sun ONE-WS-Solaris7-64bit.profile

minimal-Sun ONE-WS-Solaris8-32bit.profile

minimal-Sun ONE-WS-Solaris8-64bit.profile

|
|
|
|
|
WM minimal-Sun ONE-WS-Solaris9-64bit.profile

minimal-SunFire Domain*.profile

At I 175 E4H (A< Sun BluePrints OnLine ¥ ﬁ‘?] EASREEL Minimizing Domains
for Sun Fire V1280, 12K, and 15K Systems ; - > ¥]] JumpStart F%L;ﬁgﬁ?:p Fir =iy
AL -

B minimal-SunFire Domain-Apps-Solaris8.profile

minimal-SunFire Domain-Apps-Solaris9.profile

minimal-SunFire Domain-NoX-Solaris8.profile

minimal-SunFire Domain-NoX-Solaris9.profile

minimal-SunFire Domain-X-Solaris8.profile

minimal-SunFire Domain-X-Solaris9.profile

BT R PR 5T

IR JumpStart 5 8 [IOFE A - 1501 Solaris Security Toolkit FEfH
FUpriET= JumpStart [l #Y rules [l -

E i AR (TR EL i P | JumpStart 870 > 53R 5T 61 FI T JumpStart {f]
L - r'
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add-client AHT-Hd

FI JumpStart f {[ %EL” ) g,lf;%T [~ Brigrn | H ) JIE[FI |IF= Solaris Security Toolkit “a’j\?ﬁ'[
AIE[(]}ZEES»A;F?',{ Plfgﬁ‘ THE TFI Iaﬂy EE’F' s ] i_PI' = THE| 3 E«LF[J ]umpStart Hefeo %‘x
#] Sun BluePrints ¥ { /JumpStart Technology: Effective Use in the Solaris Operating
Environment ; » I')7V fﬁ? Ef% JumpStart % FEFUEYRH o

add-client #Hffikl— [ add install client #F"' FUEBEERR Y SN ]
Hre

B3k Y]

# add-client -c client -i server -m client-class -o client-OS -s sysidcfg

% 5-1 Fif¥] add-client EFF’I 'JF Jj"sc‘ﬁﬁ?,?’i .

% 541 JumpStart add-client }E"QJ
& B2
-c client JumpStart "[T5 S B £ -
-h Bia MY e gﬁﬁf e PR ] e I”jf_ﬁfglfﬂﬂfj’@ﬁﬂﬁ o
-1i server JumpStart H|=iEREY IP G *ﬂ—ﬁf fi 53 Y = 4% £ JumpStart f| 'f‘ K 5
Fre FRE RS - gR R B EJJ' pl(*?ﬂ
-m client-class ]umpStart F TR R - "LPU’F‘*WJWFI uname -m f{;4 iU
ik o
-o client-OS Solaris {E¥ & ﬁpurrﬁ p ‘¥~ JASS_HOME_DIR/OS [I!#IVIH »

IR P ik j&ﬁ LAY > 4T JASS_HOME_DIR/OS
ETER T 2] Sorlarls |‘%ﬁ -Fﬁp VA EHT
- sysidcfg SOIUFTTS FISROR R & B0 > &0 0~ (WISl M) [ it el fe
28] Sysldcfg R (MR IFJ%JJ
JASS ~HOME DIR/Sysldcfg/Solarls _version/ [l§& > fHiH]E ‘FF
[Tl E R ST 2 o R A SRR e
JASS_HOME_DIR FIERIUEE 7 €7 - HEVT}%’{L_'}* sysidcfg Rig funE

lf’ f/ﬁg °
-v PR YR
-7 BT BV - T AT PP o B PP s -
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Frifr- (W £15% jordan ]umpStart Bk JFFF: £1£% nomexJumpStart fﬁjﬁﬁ%‘é’ o [
Solaris 8 l'ﬁf <Ak (4/01) €15} nomex-jumpstart {9 /T & HIH] Y] add-
client }JF' J

#./add-client -c jordan -o Solaris 8 2001-04 -m sun4u -i nomex-jumpstart
updating /etc/bootparams

fIffi™] sysidefg Z ¥ %g?iﬁﬁ'{ﬁjfm JumpStart E'Jt’l*fﬁ.} (jordan) - [&f' L™ \T’/[J?ﬁ
& .

#./add-client -c jordan -o Solaris 8 2001-04 -m sun4u -i nomex-jumpstart -s
Hosts/jordan
updating /etc/bootparams

rm-client FEfH

FIE (™ F 1 JumpStart f| l%ak FERERRFIEG 0 {i™'] Solaris Security Toolkit ﬁi’«’Pﬁ‘ IRz
A - N TR R A 5 L, R i Jomptart F i
"JumpStart Technology: %}?Jectlve Use in the Solaris Operating Environment ; » I'| Vi %)
FTJ JumpStart $ U

rm-client FA4ikl~ [ rm_install client }JF' ELJEIJ%f#}‘[”“ » 22 add-client
A

HILRAS(] - rm-client [-c] client
F Hl s Cllenti,JUmpStart Fi *I JHJ 7}%%[]4% ﬁﬁ )
% 5-2 FifH rm-client }Fﬁjflfj EJ%ﬁ T,

$# 52 JumpStart rm-client #f 4
18 A
-c client JumpStart | [’F}F ST B A
-h R PR e TR PR R o PR e
- PRI Y o
-2 BT YR - RS PRI o B PSR e s -
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EIFE[E— i €55 jordan fiY JumpStart " Jt’lfﬁl} R p
rm-client }‘ﬁﬁ :

# ./rm-client -c jordan
removing jordan from bootparams
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# jass-execute -a driver [ -V [0-4]] [ -q | -o output-file ]
[ -m email-address ]

?ﬁ?ﬂ 7 Solaris Security Toolkit @\Fﬁ‘ F,fr‘ﬂ}fﬁ il [ET R [3e 6-1 FlAR o EE g

[

* 6-1 E '] F[W/TF[ 'JFU;CF J pELp

b2 it
T HIESARRLA A A
-h  Hi7 jass-execute %FIFP*FU R EEIA S -
-m = ?q—w eIt
-0 E‘urj[ﬁ?t['l
g R ,mEHEETH'. o S B R ELECE
VI S -

gll}wﬁ?]ﬁf;& jass-execute afF’“ e EIFIJI?P“EIQ% %xﬁd[ ﬁqgﬁ:
m SY73 1 T EEA SIE
JY73 Fr TSNP
Y74 FI {E?JL ViR
SY74F1 TEFVRET
ST7A I TR
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jass-execute fiV -h ZFEHA FIPRVEL - FRALFEP EERVRT S o
-h%@WEM?*UF“ﬁN

BEREHH 6-1 —hf?“JLuﬂﬂ

# ./jass-execute -h

To apply this Toolkit to a system, using the syntax:
jass-execute [-r root directory -p os_version ]
[ -9 | -o output_file ] [ -m e-mail address ]
[ -V [3]4] 1 [ -d ] driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -£ | -k 1 [ -g | -o output file ]
[ -m e-mail address ] [ -V [3]4]

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output file ]
[ -m e-mail address ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -7

To display version information for this program:
jass-execute -v

[ERiELEE ISt 21

-m email-address 2 TFIHH Hi = B! > Solaris Security Toolkit fif ¥ F‘E l‘*J}Hﬁ? ?
t&ﬁu "lﬂgfiBf t|§| B P fEFEﬁti -l ‘{ﬁEI:iTg % ﬁﬂj o

Solaris Security Toolkit ; ,&Ilj'fﬁ,:4 ﬁBHL—P ¥ PP sunfire 15k_sc-
conflg.drlver’??ﬂ‘k7ﬂﬁ?”'

# ./jass-execute -m root -a sunfire 15k sc-config.driver

[...]
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!

-o output-file 32 FIEI#E jass-execute & _{ﬁﬁ?ﬁl V=M output-file -

L“:i»f’r‘*piwf”& JASS_REPOSITORY [ ERfIVEIGEMNZE (=I5 o |
- ’F[]‘ih /]w Fﬁj l?ﬁ' £IR{Eh > [NEREGT Solaris Security Toolkit rﬁ“

= EIFI [ﬂ EJJ‘:&‘ -d~ -u %IK/ aP’FWﬂ Eﬁ[ﬁ[ﬂ °
-0 L_«Fl Vﬁ?flr—jﬁj\ Uﬁ rﬁll[
AR 6-2 -o i Ay

B e ot
~E

il Jﬁ?‘q !

# ./jass-execute -o jass-output.txt -a secure.driver
[NOTE] Executing driver, secure.driver

[NOTE] Recording output to jass-output.txt

#

F TEI
-q & «FI@LF}H Fi (“¥h7 1 Solaris Security Toolkit ﬁ?t[‘.fﬂ@ﬁﬁ?j / ﬁ?“' (stdio) =¥
Bk o

i i P JASS_REPOSITORY ARV EIGEMN2E (=[5 o %= —o M »
P2 g[r‘fﬁ/‘%ﬁm cron T [HpY A% 8] ﬁ,uf%ﬂ 7 Solaris Security Toolkit ﬁﬁ\?ﬁ?}fﬁrjf |
?j[:ﬂ °

u

\t‘”

I:I EJJ‘;E -d~ -u ‘FI& —a ¥ /Fll}tl Eﬂ]ﬁ [E[ FI °
-q EIL Vﬁﬂ‘ﬁﬁ Tl A )
R 6-3 -q |§]?LI'

# ./jass-execute -q -a secure.driver
[NOTE] Executing driver, secure.driver
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JASS LOG_ERROR [ERR]
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JASS LOG_FAILURE [FAIL]
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% 6-3 2= %ﬁﬁ?“' PORRREZE R (G E)

AL BB f B

JASS_LOG_NOTICE [NOTE] f#%gg;@xuﬁ?Qﬂiﬁ¢m§ga~o:gﬁgaiggo, T
A L

JASS_LOG_SUCCESS [PASS] [F{k@(ﬁL Wﬂjwﬁyiﬂﬁﬁﬁf FUELFIEEA. O%HF
HEG @&@waﬁo

JASS LOG_WARNING [WARN]

[M‘*Eﬁigg%ff FPEE DL 00 ]
L %}CF |\

i BRE j s ? FIJE*' 17 B - ET0
A IEFJH ;Mi” = Eifel s - fp sz JASS _LOG_FAILURE (
3 EJI?Q“@ 1) VYtpoE l"r* pu:cl%&@“glrﬂ 0> FZF, % Il logFailure ﬁgﬁ%@ BN
[’an_&/ﬁu °©

HAEHG] 6-4

# JASS_LOG FAILURE=1
# export JASS_LOG FAILURE

update-at-deny [FAIL]
/etc/cron.d/at.deny.

update-at-deny [FAIL]

update-inetd-conf [FATIL]

/etc/inet/inetd.conf.
update-inetd-conf [FAIL]
/etc/inet/inetd.conf.
update-inetd-conf [FAIL]
/etc/inet/inetd.conf.
update-inetd-conf [FAIL]

[setting of other parameters to 0 omitted]
# ./jass-execute -a secure.driver -V 2

User test is not listed in

Audit Check Total 1 Error(s)
Service ftp is enabled in

Service telnet is enabled in
Service rstatd is enabled in

Audit Check Total 3 Error(s)
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JASS_DISPLAY HOSTNAME =S gt 1 5= Solaris Security Toolkit i il £+
K ¢ % 5 lﬁql%{,{,g[ﬁ PV Y@ VY8 JASS_HOSTNAME

-@4«5\7? oo [ Flf%? s PR LAY [“'\U“dToolklt 7 ‘Fﬁ'
1IF:?§*°

JASS_DISPLAY SCRIPTNAME [ﬁ%\ i eSRErEsT 10 1= Solaris Security Toolkit
ﬁgﬂqr,%ww%ﬂ@ﬁﬁw PRI 5 A
T ?[hﬂﬁﬂxé}fpﬂimeﬂkﬁ SR
JASS DISPLAY TIMESTAMP %Liwgg\rﬁ b 1 &F> Solaris Security Toolkit Jif’ ﬁ,‘-ijﬁn. i
)Fjj,pJETIF g&qlﬂfﬁ/‘uﬁql%glﬁl [/F' =Yt
JASS_TIM STAMP xgyp Eo M‘j%ag o P RRL Y

Wllﬁf\?ﬂj i YR o

LEHFI Solaris Security Toolkit ﬁj?ﬁ' 1 B~ A Eﬁr SR I"pﬁ']%' [
§.~ AR AR &ﬁ%@%ﬂﬂ¢¢ﬁﬁ [ P e
qfﬁ'%u S n’aﬁﬁ‘fi (155 A Fﬁﬁ{liﬂlﬁ JE o BN AR YT A

o ‘\ﬂﬁﬁﬁlﬁiﬂ §EpA - A - LR

I > ¢ JASS_DISPLAY TIMESTAMP %717 1 bf%i
JASS EISPLAY SCRIPTNAME ffii£} O ! =% IJ#T?“ AT -

f1

HERBRE 6-5 F'WF SR e ]

# JASS DISPLAY SCRIPTNAME=0

# JASS DISPLAY TIMESTAMP=1

# export JASS DISPLAY SCRIPTNAME JASS DISPLAY TIMESTAMP

# ./jass-execute -a secure.driver -V 2

20030101233525 [FAIL] User test is not listed in
/etc/cron.d/at.deny.

20030101233525 [FAIL] Audit Check Total : 1 Error(s)

20030101233525 [FAIL] Service ftp is enabled in
/etc/inet/inetd.conf.

20030101233525 [FAIL] Service telnet is enabled in
/etc/inet/inetd.conf.

20030101233525 [FAIL] Service rstatd is enabled in
/etc/inet/inetd.conf.

20030101233525 [FAIL] Audit Check Total : 3 Error(s)
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http://www.sun.com/security/jass
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LR sunfire_lSk_sc—secure.driver“ﬁwqﬁﬂ%ﬂﬁﬁﬁﬁﬂ°

EABAEGI 6-6 RGP

# ./jass-execute -a sunfire 15k sc-secure.driver
[NOTE] Executing driver, sunfire 15k sc-secure.driver

# _______________________________________________________________
# RFC 1948 Sequence Number Generation

#

# Rationale for Audit:

#

# The purpose of this script is to audit that the system is

# configured and is in fact using RFC 1948 for its TCP sequence
# number generation algorithm (unique-per-connection ID). This is
# configured by setting the 'TCP_STRONG ISS' parameter to '2' in
# the /etc/default/inetinit file.

#

# Determination of Compliance:

#

[...]

[PASS] TCP_STRONG ISS is set to '2' in /etc/default/inetinit.
[PASS] System is running with tcp strong iss=2.

# The following is the vulnerability total for this audit script.

[PASS] Audit Check Total : 0 Error(s)

# The following is the vulnerability total for this driver profile.

[PASS] Driver Total : 0 Error(s)

[PASS] Grand Total : 0 Error(s)
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1. PR F9 JumpStart {5938 304 -
ﬁ%iﬁrﬁj% Fl?v@ﬁ_jgifﬁ% o

2. [f1¥] add-client §fi 4| #FHI5] FIHZ JumpStart fTHH -
R 7-1 Fier ™| Fiki= JumpStart {5

# pwd

/jumpstart

# bin/add-client -c jordan -o Solaris 8 2002-02 -m sun4u
-s nomex-jumpstart

cleaning up preexisting install client "jordan"

removing jordan from bootparams

updating /etc/bootparams

3 ;v;n IISRET ~ B rules MEHE!  SiERHAY JumpStart Sl AR - 5]

hostname jordan - Profiles/xsp-minimal-firewall.profile \
Drivers/xsp-firewall-secure.driver
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4. FfHI5] Solaris Security Toolkit Jf ﬂj\fﬂf’?ﬁi{'ﬂ F"Jﬁ'ﬁi » e~ W €15 xsp-
minimal-firewall. proflleEJ%“Lﬁﬂjb T Xsp- flrewall—
secure.driver AUREEIRESY
&0 T R T R Eﬁrﬁ;l/ﬁfj;@ﬂ ;ﬁﬂ*ﬁ;i LG I kL Solaris Security
Toolkit ﬁ?ﬂr”rgﬁ RV Ol D3 - 70595 Solaris jégécurl’cy Toolkit i il 7[Rl

PR e N PRI AR

AT 7-2 b r%iujr‘éa

# pwd

/jumpstart/Drivers

# cp install-Sun ONE-WS.driver xsp-firewall-secure.driver

# cp hardening.driver xsp-firewall-hardening.driver

[...1]

# pwd

/jumpstart/Profiles

# cp minimal-Sun ONE-WS-Solaris8-64bit.profile \
xsp-minimal-firewall.profile

PTETPLRLASE )ROSR RO » PSR P AR R P 245

b=

5. B BEHVERRTES R Y o R

a. ffli¥| xsp-firewall-hardening.driver ‘ngr“&%‘f Y] hardening.driver ¥
xsp-firewall-secure.driver °

b. I' minimize-firewall. fin I'J ¥ (SAVEFNFETA (Y : fwl-patch-
install.fin) %3V JASS_SCRIPTS [[ISfuy fsd ph A A o

l'g“[rlHF[ UFH Al IEFI =2\ TU‘%E% ] -
AR 7-3 (A P ]

DIR=""/bin/dirname $0°"
export DIR
${DIR}/driver.init
${DIR}/config.driver
JASS SCRIPTS="
minimize-firewall.fin
fwl-patch-install.fin"
${DIR}/driver.run
${DIR}/xsp-firewall-hardening.driver
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6. fEI™ FIHRA M rules METHE PO -

RG] 7-4 Bh rules R PUT ik
# pwd
/jumpstart
# ./check

Validating rules...

Validating profile Profiles/end-user.profile...

Validating profile Profiles/xsp-minimal-firewall.profile...
Validating profile Profiles/test.profile...

Validating profile Profiles/entire-distribution.profile...
Validating profile Profiles/ocem.profile...

The custom JumpStart configuration is ok.

IHHJJE F‘E’g 'l tl’ FEE | I*Iﬁd/%dé JumpStart - l#ﬁfﬁjﬂ jordan ffi"] JumpStart ficl
E[”v Solaris Securlty Toolkit FREEIAEZC ~ A R A A ~ 1) (S5 Ja}’“‘g’ﬁ? o

7. ;,I’é’.‘\ﬁig‘{ rules % Eﬁﬁ? Ff:ﬁ% ’ ﬁ‘%ﬁﬁﬁf 89 F1 TEERE W ARIPHHIME -
B. % BKIH ol H [ + S T4 4B JumpStart SR -

ok> boot net - install

F R B Sl e D T [ ﬁ%i\ ooy
R | ]umpStart E"%' VPRI - %%Eﬁ Sun BluePrmt Y TJumpStart Technology:
Effective Use in the Solaris Operating Environment ; » ') Vi I?F“E' Bl
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B A AR

Bl Tules MR IO GEIEE] LR AR T RIFOHIR - B AR L
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rules fii pUsY- VTR SR o

BRI 7-5 rules fif% pufilia ]
# pwd
/jumpstart
# ./check

Validating rules...

Validating profile Profiles/xsp-minimal-firewall.profile...

Error in file "rules", line 20

hostname jordan - Profiles/xsp-minimal-firewall.profile

Drivers/xsp-firewall-secure.driver

ERROR: Profile missing:
Profiles/xsp-minimal-firewall.profile

P rules TGRS Jordan BEHERE S A o A
xsp minimal firewall.profile ™ 3 & T H A 1684 hmﬁlw%fu
gﬁ R et 1 bty g Sy L

iz
> L

g[ﬂ FJ
Jnag%@?ﬁm F F

Y2 WERE PR - 57— ][E‘fﬁ]@ﬂ%l?& xsp-firewall-secure.driver =[]
FURREIAEZY - ] u%ﬁ%'mMJxsp—firewall—hardening.driver’ iE
xsp-firewall-secure.driver [JI/¥[l hardening.driver °

I 'ﬁfﬁ fHkL JASS SCRIPTS a@@y%&t T f’p“.;‘ﬁfj minimize-Sun_ ONE-WS.fin [i
Eminimize-firewall.fin o

N RL T CEAAE A
BRI 7-6 LR A ]

#!/bin/sh

DIR=""/bin/dirname $0°"

export DIR
${DIR}/driver.init
${DIR}/config.driver

JASS SCRIPTS="minimize-Sun ONE-WS.fin"
${DIR}/driver.run
${DIR}/hardening.driver
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LT A ] -
B 7-7 IJFF‘%’;E A

#!/bin/sh

DIR=""/bin/dirname $0°"

export DIR
${DIR}/driver.init
${DIR}/config.driver

JASS SCRIPTS="

minimize-firewall.fin"
${DIR}/driver.run
${DIR}/xsp-firewall-hardening.driver

F el

v;ltﬁélﬁwﬁ’ﬁ k;ﬁﬂpf“f"a'“':[zﬁﬁ+ﬁlﬂ M%(%ﬂﬂ*lfﬁ *é'ilpﬁﬁféﬁ FRLAEC
hardening.driver [ERY[Y o ﬁLFm[beﬂﬁg&Eu rwarm-brlckJ S FRRL{RLE e F,J
T/ -

FIFS Solaris 8 [&= w27k [ Jf Secure Shell *'|* iflﬁ e [ E{ f‘ﬁ[";fa’srqs 4y uir[ﬁg‘}'
Eﬂ st “fﬁ ERLRE T - shirt iy AL P 3*:1*{[ E & FTP g5 i

J}{JtrLu I Flijéﬁ% fli Secure Shell BT ‘Ef_ ﬁ’[] ey ?7 IE'
T E EJ**% SRE ] o ;}Fgﬂ FI{E ]ﬁﬂ Ehis [,;rf F;Wvé Eﬁﬂiﬂ%a &S]
¥t 2B Sun BluePrints OnLine ¥ fffj - #52J 1L rSolarls Operating Environment
Security: Updated for Solaris 9 Operating Environment | °

[ R st A - RPC %%ﬁff“ 19 e JPI=S AT ] Solstice
DiskSuite E@fym&[ 01 77 1 (GUT) 11—:'%[ i ERE R H 1Y Solstice DiskSuite « ¥ 32
fE‘T ffi *'] Solstice DiskSuite GUI - ﬂﬂﬁf“E I ﬁjﬁ%l RPC - # &yl > GUI fﬂ\_aﬂglpu ) F”T
] RPC ’?B’%F‘IZE' I%”’J?ﬂ' %1 o Solst1ce1D1skSu1te it hb%fbf[a'“[rl%t[ % ?{EU
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FITERI R R SRR PRI RL TR | XSP Y 1R SYSLOG i %?}” ’ Elﬁ*p’m

\,-—_n

syslog.conf ° IF“EIF Y syslog. conf Mg S =5 Iﬁ[ﬁ]}‘ fﬂﬂ =
GRS TR S fj 781 [fil Solaris Security Toolkit Ji flﬁffﬁ,gll‘ﬁé‘*ﬁl o NI AR B
IF{‘FHE:EMJ}I JI?F“EIE}% o

5‘5 92 FITEER] FTP 4555

m 2792 ! ri'%% Secure Shell i |
m 5193 1 [ RPC A
m T4 T E i & syslog.conf #{%’
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LR %F"'EVF‘ | FTP » #[mfupdate inetd-conf. fin MEFUFH F B et st o S

A TP g
S0 (R 5 2 U FTP e

7H| FTP %

JASS SVCS DISABLE ® JASS SVCS ENABLE @ o F
IR FTP 9 WrEJffﬁ«*ﬂJSolans (E RS o Pl O L
JASS SVCS_ENABLE £} ftp [ geﬁk finish.init A Y

JASS_SVCS DISABLE Jéa‘;}’ ﬁvgl%[ o %#F}J "Solaris Security Toolkit 4.1 Reference
Manual ; -

- RIEECBURA R LR85 S ¥ > PPl xsp-firewall-hardening.driver Vi » #r

- WL IpYCEE'E xsp-firewall-secure.driver ©

JASS SVCS ENABLE="ftp"

. FEfb FTP (5877 xSP [OvRisges b - p I g R v 5

Y9t kL FTP ) (&% 2 5 xSP F'LJF?: "% o Solaris 8 [ 5k - [STF )0
] Ak FE” TCP E,J};rfﬁ}[:uﬁyy&%m },%[gqﬁﬂi DA w%:j\i Fro ¢ ,ﬁ:;t Flt o i
N ﬁ/%ﬁf«’ﬁ‘ﬁ'? 23

b4 Secure Shell fif

FII7 Solaris 8 [F 27fi™4 57|* Secure Shell *] ‘F‘*' el = *F ﬁflfi Secure
Shell |+ IJFF

&7 Il Solaris Security Toolkit i %4 OpenSSH ~ 2! = fiii*| install-
openssh fin MAA > LRI config.driver MR I3 xsp-firewall-
secure.driver Frifi"

P 5E Secure Shell

. ?ﬁﬁﬁgﬁ?}" config.driver = xsp-firewall-config.driver -
. BRI > £% install-openssh. fin Zfif IE]%]%QF%E]% o

. f89% xsp-firewall-secure.driver [[IFVHE! » WM config.driver VL

P<hl xsp-firewall-config.driver °
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4. VHBEFHSE Y OpenSSH
UPIEI PSR PHZ R (o 5 4 > il R #7454 i OpenSSH - ﬁ%ifﬁaﬂ OpenSSH Aff 17V
AT (A O
http://www.openssh.org

5. ;’F}%’ﬁ;ﬁﬁ@ OpenSSH B EERLRY » [ i f*’J‘E““LFb“ £ > RIS packages [k
%IHV HE 2 2SR ey %xm Sun BluePrints OnLine ¥ ﬂ‘i‘] TERE £
I Configuring OpenSSH for the Solaris Operating Environment |
6. ﬁlig? install-openssh. fin FSA4 5~ B OpenSSH RHEEAE /78 -
F ﬁ:%ll»nlf install-openssh. fin Al o FAHEi LA OpenSSH HEEET £
PRGN A

OBSDssh-3.5pl-sparc-sun4u-5.8.pkg

PRSP E F%’Wp'ﬁf W (3. 5p1) » A (sparc) » ARV E (sundu) » P
= Ea Fl‘%’f i (5.8) I'| ¥~ [ pkg [V i
7. BRI R SSH. (B4 xSP FUFTERR ©

{/J It = 5=k Secure Shell @ﬁ“ [F5 XSP Rl ﬁﬁ‘i’f‘, Solaris 8 [ Ak A
i TEb Gtz 5 B KA S ST ST+ ] I»
IFE] f”i o ?*’4%' %L oo l#ﬁTﬂ*JJ i {EL Secureg ell ffil i # popeifef
Ry

J==

HH| RPC 47
(P RPC S5 | - JuLi I3 RPC 19 SDS (=4t -

IF=E |'3cl¥7f‘E“F fk b FUPRLAE U A T4 disable-rpe. fin 71 Solaris Security Toolkit
= HARY p 1 f8F | RPC EJBHJ

BRE © ERRAOSEE S T RPC T i L0 B AR IR LS -

v FIYF'J RPC

.}[fj xsp-firewall-hardening.driver FIfVZEE! disable-rpc.fin f‘EE‘}FEEEj% o

PRI o A 3 GREAR  F1E (RTA 2ZER P - Ry
JASS SCRIP@'S FIIRESR AR | ess j:FJZ#EJJ‘i%l el PERELE R *'i?ﬁ#@ﬁli;'ﬁip‘f”}f
IE[J °
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FIRLE B driver. funcs ffg“i‘»ﬁ'&']élfiﬁ::fgjé » Solaris Security Toolkit Jf{ #i# <'+%

JASS SCRIPTS %—_’%ﬁ:ﬁlﬁﬁ%ﬁﬁjﬁﬁ@?' °

#Very rudimentary comment handler. This code will only recognize
#comments where a single ‘#’ is placed before the file name

# (separated by white space or not). It then will only skip the
#very next argument.

Elréf syslog.conf %

PR TR e (g SRR T XSP 1R SYSLOG [l R IV 1
syslog.conf o LFEEIF::,T syslog.conf f{F b L= 5- l'[rﬁ'ff*; }}'%,—Fw"ﬂ o

F F:f syslog.conf %

. ¥E] xSP ¥ syslog.cont #% ~ ;ﬁ;ﬂ?ﬁﬁ #£} syslog.conf.jordan » YF&EHJ’“

Files/etc FIERf[I-

Solaris Security Toolkit W'PEQL FREFE T [ﬁjig’gh‘ [EG S I:lfﬁ'fﬁfjﬁ glin_ﬂfgﬂ;{ﬁj’_;;« ;

= A EPE L SRES =R  UP syslog . conf i FUE HEZE] jordan » [HEL
| e F‘fjﬁ’ﬁ‘f'fﬁi?&f‘%ai ° l%'lﬁ?ﬁdi » HIFHEBLAL £) jordan » [NF® Files/etc
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=~ [Zd55fifY xsp-firewall-hardening. drlverﬁf““ 51

JASS FILES="

/etc/dt/config/Xaccess
/etc/init.d/inetsvc
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/etc/notrouter
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# ./jass-execute -a xsp-firewall-secure.driver
[NOTE] Executing driver, xsp-firewall-secure.driver

xsp-firewall-secure.driver: Driver started.

Solaris Security Toolkit 4.1 & #i}5F « 2004 4£ 10 H




% Solaris Security Toolkit ksl (= % (= [ 1 5=t > & I'F'EJFT@F%'%@C“ oo BT
Qfﬁﬁiz’%El’l'?ﬁééﬁﬁiﬁﬂ\4 FCL! o P2 HE R JASS REPOSTTORY ||
e

Bl [ W AR [

TEH R M s pv R A TR f’*%’%ﬁ'ﬁliﬂﬂa}:‘?”}%?ﬁ% o Pt M| R R A

ST A PR AP (SR 2 O R

.E'Jlélfﬁjf:\‘ f‘eﬁ}ﬂp@iﬁﬂ%’@ ° E'ﬁﬁﬁ,ﬁf’bﬁél’%@ﬁi (ARG TER RE  AR Eh  lE Thpepy

HZ’}J o

- DI TS SO ] 015 2 i R AR

e o

FIop - ] truss Tﬁ*ﬁ o L%ﬁiﬁjff’?ﬁil'ﬁlE'Hé?ﬂli_'i%a]iﬁ?”if’fﬁﬁ\ JE 2 [AEE o — [IoI
1= Solaris Security Toolkit r(’?é}ﬁfr(‘efmﬁla’r o

STPIE THIRE b o e Y

fiiEE © AU S Solaris Security Toolkit i v H [lAEEe - "]+ ?} ERRIRENTNE |
“SHIT VKR

. T H7° » PR Check PointFirewall-1 NG Jiif » sEWRIRHZZ Solaris
Security Toolkit ji{ Y I'%E"'E#T ’ ﬂﬁf‘é‘al"—iﬂ’ﬁfﬁ@ °

R SEE R S RSSO - PR AR R -

B7TE Rtk 97



98 Solaris Security Toolkit 4.1 & ¥$5R * 2004 4 10 H



e

-

F G Solaris Security Toolkit [[1YREFA 12/ Akl -

A

ab2
ABI
ARP
ASPPP

BIND
BSD
BSM

CD
CD-ROM

AnswerBook2

TR T (R T (Application Binary Interface)

b fiHiEfT1 T (Address Resolution Protocol)

) E{ﬁj*ﬁ &ﬁﬁ&ﬁ@%ﬁzﬂt (Asynchronous Point-to-Point Protocol)

Berkeley %’[ﬁ[@?ﬁfﬁ}f‘%‘, £ ,?ﬁﬂﬁfﬁc (Berkeley Internet Name Domain)
Berkeley jfi i3 /4% (Berkeley Software Distribution)
FL A = LR (Basic Security Model) (Solaris)
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CDE
cp(1)
cron(1M)

D

DHCP
DMI
DMTF
DNS

E

EEPROM

FTP

GID

HTTP
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HHAEIE (Common Desktop Environment)
eSS
ek IF{'JE?E =

FRE > %Elfﬁ'{@j"ﬁ‘c’ (Dynamic Host Configuration Protocol)
H EI"ET%' /i1 (Desktop Management Interface)
73 ﬁ?‘?“’?’{%' =#5] 4 (Distributed Management Task Force)

F{ﬁiﬁﬁ £/* #5 (Domain Name System)

T R A R

T ﬁlﬁlﬁj?%“ﬁz (File Transfer Protocol)

i IS

%df ﬂ@ﬁ@%ﬁéﬂt (HyperText Transfer Protocol)
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IETF  SFRAEE - 7 (=Rj)7] A2 (Internet Engineering Task Force)
INETD Al 105 i
1P ?ﬁ[ﬁ}‘?fﬁ‘%@?%t (Internet Protocol)
ISA  H77 S

JASS  JumpStart ’éﬁﬂﬁﬁ@?%ﬁ‘ﬁi (JumpStart Architecture and Security Script) » &/
£% Solaris Security Toolkit

KDC Kerberos & #5575 (Kerberos Key Distribution)

LDAP  {ijp} F 1885 IV E (Lightweight Directory Access Protocol)
o) JFIA ()

MAN RS (Sun Fire gty i 11
MD5 LR 5 T
MIP 5 @i 22 (Mobile Internet Protocol)
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MSP
mv(1)

N

NFS

NG
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O

OE
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PAM
PDF
PICL
PPP
PROM

Q

QA
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B
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AfEM % 2% (Network File System)
“h~ % (Next Generation)
ﬂﬁf},[,?ﬁé*%? (Network Information Services)

Y A

(EHRU  /jfy Solaris /118 7%
’FL?F]?[J?J f¢7 iR (Original Equipment Manufacturer)
(= K > S/ Solaris [ Ifio% )%

r Jﬁ FHEEJ i3 (Pluggable Authentication Module)

F ﬂ%}kd} ﬁwﬁf‘*“ (Portable Document Format)

R F VEYHA TT—U?E ='#1 (Platform Information and Control Library)
SR
R [P TR

(Point-to-Point Protocol)
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RBAC

rc
rlogin(1)
RFC

RPC

rsh(1)

S

SA

SC
scp(1)
SCCS
SLP
SMA
SMC
SNMP
SP
SPARC
SPC
SSH
SSp
stdio

Sun ONE

JE R RLREY ?ijzt’ﬁjﬂ
run-control (% ST )
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et ﬁ (i AL (Remote Function Call)
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T
i,—&
g
fs._ﬁf A ERE L (Remote Procedure Call)
’ff i shell

E[P

;;ﬁ%ﬂbu%g (Sun Fire /ﬁjf/fﬁﬁ/[///ff}'ﬁfﬂ%)

P = HaEl (Lfrljﬁ?i’?'ﬁﬁiﬂ?c )

?L?Flﬁﬁﬂ»ﬁfﬂ—mﬁ (Source Code Control System)

gt fpﬁi (Service Location Protocol)

—rq’fm‘FT‘F"f:,' ZEF Y (System Management Agent)

Solaris ’ET’;E} }Z}’F i (Solaris Management Console)
'I'TEJ, HE Ff 3L (Simple Network Management Protocol)
5 R

[EiEFa &“E,%%E%EVF% (Scalable Processor Architecture)

SunSoft Print Client

Secure Shell (Solaris)

SRARETECEA  (Sun Enterprise 10000 /;7/5'55%')

@ﬁgﬁ‘ / ﬁEITH',
Sun Fhr=" ?[ﬂﬁ'%‘,fﬁi;éﬁ. (Sun Open Network Environment) » / /#7747 Sun Java
System > /jjjf]/£% iPlanet
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T

TCP E{ﬁﬂﬁjﬂ@%f#{g (Transmission Control Protocol)
tftp(D)  THIR
ttl iﬁ [ fed

U

U.S. S @ (United States)
UDP "] ﬁfﬁ—?ﬁ’,ﬁ:’ (User Diagram Protocol)
UID i

UUCP UNIX Z| UNIX ##J (UNIX-to-UNIX Copy)

VOLD  efilan fiyE i 7

WBEM | Jﬁ:[ﬁi’%‘, ELELHERY - *E'FE,' (Web-based Enterprise Management)
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documentation [ '#%, 4
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end-user.profile, 64
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