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SMS 1.5 AT E9o] x| @ o 1go] =

o] Z}ol| = Sun Fire & a1 A 2~ El o] SMS 1.5 A X5} A1} o] A 2] SMS B 4 S SMS

152 gy o)l =dte Ho“?i% Ayt o] FL g FAZ FAAH YT
B SMS AXE4o] A = o= FH]

n N EE =9 oo SMS 1.5 2ZE o] X

m SMS 2T EYo] 15 BVJQE Aawol=

m vfoluy SGAA dadel= - SMS AXE o] A A

B FEOESMS 1537 Myl W 2o

m SMS ¥ A 3k

m Solaris Security Toolkit

SMS A E o] Ax] B Jigo]l=
4]
A dago]=o I3 A= FASHH 2do] 2 5= SColA AL FL5HA

SR Aol ge ALa el Auol uel grek g,

n A 2e st=gojol] SMS 1.5 A %] 3}7]
m o)A SMS "] 2o SMS 1.5% g1do]l=
m OS gado]= Fof SMS 1.5 A4 =]

A =] FH]

m 7 SC & FHFA A=Y= A

m 5 SCol & platadmn @ EFo] lojof gt}

m 7 SCol oA SMS AZEgE tha=d td B S A 43},

s
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m SMS 1.5 37| A AR Aol ApgA = A d e FER SCo A2~ of - E&= SCell
A ssho] 7Hs A F<l8l4 A1 Q. SMS 1.5 A %] o] SC & A58 gt}
smsinstall 2 HE = 9A4HES A= A3t 2rdS Aggrey,

D - SCHOI A sshE AL83HH SMS B3] FEL W87 98] ssh o] 27 o]
EAZ W7 slo Gtk A4 E U & 6830] Kol "ssh o] 2 o] L BA} WS

u
>~

1 2& st=9)olo] SMS 1.55 A3t
smsconfig W& I S diste] o3l oF Ut (smsconfig(1m) Wi+
EEBEEE SRS
» AF&-2}+2] Sun Fire system(Sun Fire 15K/12K System Site Planning Guide Site
Planning Guide%:+= Sun Fire E25K/E20K System Site Planning Guide)®] X
Ao A-HA 2. N EE SFEd ool SMS 1.5 3|71 A & A A T MAN U ES A
E A et dEFUh MAN HIES ol th gk 2hAl g W82 223 o] #] o]
"MAN H|ES] = 7A"E AL
n AR T el =S AlAE] doll vhg A Qe 3 A S Sl
g,
s AFEA7F AR5 A E S} Solaris OS] WA 9] S5 A x| A A
= Sun Fire 15K/12K System Site Planning Guide %=3= Sun Fire E25K/E20K
System Site Planning Guide

n oA, HA AR D A AFE-ol o] g U]-8-2 Solaris (SPARC Platform Edition)
Release Notes 3 AF-&5%l Solaris OS ¥ %1 9] Solaris Release Notes Supplement
for Sun Hardware, System Management Services (SMS) 1.5 €&~ = E 4l
sunsolve.sun.come T34 A Q.

s MAN YEQ IS A7/ 8tH ™ AHEF Q] Sun Fire A2~ 8] 374 FH] Qb A
ZH A 2L AFE AR ZFA B A v RV 2 gt

il
L

w ZPF O F

w AA DdHE WS

» TZEOFIPFAZENWH UMEY]T ABY nf2=a

n Z2ECFIPFAEDR YR MENA Y v

n BF E2EOFIP A E R YESI AHY npag
s SC ZAE Sl H o] 2o TAECEIP F4

n EHIQY] B TAEE Fa

m SMS7} 2nt2 A 285 =4 #2138 ™ http://sunsolve.sun.comO] A A&

& 4 = AAs e 29 Solaris M| FYHAHE DX Ho] 25U
Solaris OS]l th3k 2 E T 2= SMS AZE¢o] QA X e ¢ agol= Ao A&
s ojof gt}

EI-

& BAE T 2
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A3 oA T3

o] Aol AL e FHS oz gC @D Lw|el A} 82} TBLZEE ¥ AU T],

TETE Mo

scO:# Z7]9 5 SC% SCO2| 43 # A
scl:# Z7]el B3 SCQl SC19] 3 #4
T Q_ID:# L lo] 3 fA

sc_O| & :sms-AH-&A}F> SCo] Algx} T FILE,

sms-AH& A= SCell 219l e BEl A}, &4, A
T= e 2 299 user-name Yt

el ID:EH ¢l A& A} EHe] At gA ZETE,

EHQ_ALE A= EQle] 2113k FEl A, 22,
TAA = E) A 8. Y9 user-name Y T}

M 28 SF= 9l o] o] SMS 1.5 4 X E 9| ]
A

ZH10 — A 28 Sun Fire Al 28] ol = Solaris OS 2 SMS 1.57} A} A x5 o AlFHY
o Al 2®of| A SCE A X|3F= A f-ollnk o] Aof| 23t AALE ALEAHA L. Sl &
EE o7} ojn] AX = o] glrd 228 o] A o] "MAN HIEH A T4 "l A Al 143
e,

& tholo] 13l e smsinstall WH S AL&ate] Al s glolo] SMS 155 4|5
w7 & bl

3% SMS152ZEQI0 X & ¥azolE 15



&= SC
Y
M X| F=H| AR F=H]
Solaris OS A %] Solaris OS A x|
SMS AT EQ|of CIREE SMS &ZEQ|of CIRZE
SMS 2 Z Eg|of A x| SMS &I E 9o A x|
MAN U E9/3 7 MAN 4 E 93 7A
AtEA Y O A MH™ ALSA/2E,CSN7 &
MA LA HE 7|52
r- - - ------ l 777777777 - = - r- - - -"--- - - - - —--_- - _-_--_-----—-— 1
| FsCcrAE 2% SCMAIS |
L S l ,,,,,,,,, |
F SCollM &off =% gtM 3}

32 34 A 2E =9 o]ol] SMS 1.5 A X

Zt1 —SMS 1.59] smsinstall 2 HEE A HA A& & A2 #2017 & 73}

Yt} 9g o] X o "A A F K9 ‘é 7} o) 7L@r Al 5] 4 A A AH| A~
E A8 4 QUYL SColl B E e 24 AMAE A F5HA| LAY SCol A ssh7f
AT GRE WA BEH T AN A<D AT THA S
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AT - ssh AHEEHE SMS £&7He] FES P37 A ssh o] 2 0) = BAE
W7 S0k T Tk, 2HAIE 62 6831 0] Kol "ssh o] A o] 3L FA} WA S kA A
@)

v SC9 Solaris OS 2 |

1. SCol| Solaris OS7} o}2] A X = %] kb A5 A X34 Al Q.

Ry
jatad)

47 3k Solaris A A A& HZ3IAA L. oS &3 Y

n X z%f& otgre Solarls 0S A =( 5o x] o ”iEE%’rﬂcﬂ QTAE Fx) &
b2 oA 2 W &7 §lS A $, SMS Ul Al 2 @ F 2 SC ALE B 719 o] §- 2 SCol
A 7184 dlEo] Al &ekA] s T

m OS¢] "Entire Distribution"S A &gt T},
p o] "C" ZAS AAF Ut SMS 1.5 SColl & 0] 9]¢ t}E Solaris EAS A Y
shA] syl
2. Java 1.2.27} 7] 2 g E o] AA = o] J=A] &2l Th

71 Y ¥ EE = Jusr/javal.2/bin/javadH . 7]+ Tl E g o] HA A &
Sun Fire Interconnect 22X E 9|0 ¥ Java 1.2.25 AF8-8 749, SMSE A 2H3lA] &4

Uk,

B —Java1.22 AA] F SMSE A A 7] a1 ThA] Al =Faf of gt

ST o
v Fol A SMS 15 AZEgo] thgR =
1. 9§ B&¢HE AL-E35}e] http://www.sun.com/servers/sw/ 2 g th
2. System Management Services(SMS) % & A ® 3t}

3. Click here to download ¥IE A¥gyrc},
sms_1_5_sparc.zip 39| thE 2= YT

4. SColl | F AR 2
5. A EgolE gErsdt A2 fEEeE A

sc:# cd /T2 _THET
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6. he R sle) 945 FUTh

sc:# unzip sms_1 5 sparc.zip

g ok o ko] Eew SMS 1.5 = 7] %] 7}
/download_directory/sms_1 5 sparc/System Management Services 1.5/Pro

ductd] 9178 Bt

Z1 — smsinstall ¥ smsupgrade A HEE

/download_directory/sms_1 5 sparc/System Management Services 1.5/Pro
duct/Toolsdl YX3FA FUt} o]u| /opt/SUNWSMS/bin] X ¥ 2 HEZ A}
S8kA HaL o] g e 3l 2AHES AFESte] o= B A ZRAAE

Sl of gk,

v SMS A E 90| A
1. SCol 542 =g

2. U ELE smeinstall 2T HE =2 HAT Y]

sc:# cd /HTEE_YHAEF

/sms_1 5 sparc/System Management Services 1.5/Tools

smsinstall 2 YUEE AX T2 29 o8] GAE AE0 7 a3},

3. smeinstall(IM) H&EE Adste] g eole T2 MAE X 23U

sc:# ./smsinstall Y EZ o|F

A7

e R ol e SMS 7| H7} e s 2

/download_directory/sms_1 5sparc/System Management Services_1.5/Prod
uct O EHAYra7H o] %o "ol A SMS 1.5 AZE 9o} t}h R =" F%).
smsinstall 2T HE+= 4 ty2To o]d Bl A el SMS7F A X & o] J=AE FHAL
S o4 wAle] AT, AA HAL FAF. o] W] SMS7} o] ] A
HoJJ ot smsupgradeE AHE-3le] 7]1E9] SMS W A S dad o] =aofF ot
smsupgrade 22T Y E | tf 3+ A S ] 82 305 o] X o] "SMS AZE ¢Jlo] 1.5 B o
2 dadgelurg FEeA AL

smsinstall<> SCell A %] ¥ Solaris Security Toolkit®] ¥ S 7HA| o} th3 A
o we} A7) gy,
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SCel| Solaris Security Toolkite] $1+= 74 -
SCell Solaris Secutiry Toolkit 4.1.1¢] ©]H] A 2] ¥ o] ¢l

= 45
SCell o] % ® 7 9] Solaris Security Toolkite] & A 3F+= 74 -5-

.
ol m m m

SCell Solaris Security Toolkit®] SColl A %] ¥ o] =] ¢F2 -9, smsinstall
2AHEZF41.1 HAES AX s 4T A = g

Checking if Solaris Security Toolkit is already installed.
Installing Solaris Security Toolkit package SUNWjass
Copyright 2004 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWjass> was successful.
Installing Solaris Security Toolkit package SUNBEfixm

Installation of <SUNBEfixm> was successful.
Installing Solaris Security Toolkit package SUNBEmd5

Installation of <SUNBEmd5> was successful.
Solaris Security Toolkit packages installed successfully.

= Solaris Security Toolkit 4.1.1¢] X5 o] Q)= % F-ol & smsinstall ==
HEZF 524 AALE 36k sl ghd o] ERHAY 8 5 A & k=A

shel g,

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit package SUNWjass version
info. Version is 4.1.1.

Performing integrity check on previously installed package
SUNWjass

313 Toolkite] 24 AALS E33= 7 $-ol+ smsinstall A2 HEV}
Solaris Security Toolkit A X 2 A &F&}aL vl 2 SMS 7 7] x| o] A X =2 gt
Ut} Toolkito] &4 At =48 4ol T3 2 o wAH 9 4

3% SMS152ZEQo Mx| & Hazol=
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Z ToolkitS A A st Wi o] A H Yt

ERROR: /opt/SUNWjass/Drivers/user.init.SAMPLE

file size <2467> expected <2474> actual

file cksum <4574> expected <5119> actual
Failed integrity check for package SUNWjass. Please remove the
package before continuing.

F3h5] ] k= W 9 Solaris Security Toolkito] SColl A X5 o] 9= 745,
A 2AHES BF3 @42 o7 vAAS FAF Y

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit version info.
Solaris Security Toolkit version is 4.1.

Solaris Security Toolkit version 4.1 is not compatible with
this version of SMS. The minimum compatible version is 4.1.1.

Please uninstall the current version of Solaris Security
Toolkit before re-running the command smsinstall. Aborting at
Solaris Security Toolkit check for command smsinstall.

qe AATU.

-f‘:—’bli] A7 ‘4’ -)F k!
A] ¢&+= Solaris Securlty Toolkit M A A"E FHxsHH A L.

8 =

535 A &+ Toolkit2 A A3 3 smsinstallS THA] A &gk,
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44X LRAAE FPU.
_T_,z

€] H
Toolkite] F+ 2 & HA5e &, sl 2T HEZF SMS #7145 A At

Installing SMS packages. Please wait.

pkgadd -n -d "../Product" -a /tmp/smsinstall.admin.24308
SUNWscdvr.u

SUNWSMSr SUNWSMSop SUNWSMSdf SUNWSMSjh SUNWSMSlp SUNWSMSmn
SUNWSMSob

SUNWSMSod SUNWSMSpd SUNWSMSpo SUNWSMSpp SUNWSMSsu SUNWufrx.u
SUNWufu

SUNWwccmn

Copyright 2005 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWscdvr> was successful.

[...]

Verifying that all SMS packages are installed.OK

Setting up /etc/init.d/sms run control script for SMS 1.5
Setting up /etc/init.d/zoedsms run control script for SMS 1.5
/etc/opt/SUNWSMS/SMS1.5/startup/zoedsms.

Attempting to restart daemon picld
/etc/init.d/picld stop
/etc/init.d/picld start

£ — smeinstall(IM) B H2 2502 (SMS) "7 L Ao A &
/p/wmmmhwmammmﬂéﬂ%qﬂh%%%ﬂﬁﬂﬁokﬂﬂé 3FA] a1
HAL
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SMS 3} 7] A 7} A A = 78} L2 Al A7F A 2 Y o

Running Solaris Security Toolkit 4.1.1 hardening on System
Controller.

[NOTE] The following prompt can be disabled by setting

JASS NOVICE USER to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

Are you sure that you want to continue? (YES/NO) [YES]

[NOTE] Executing driver, sunfire 15k sc-secure.driver

Solaris Security Toolkit hardening step executed successfully on
the System Controller but it will not take effect until the next
reboot.

Before rebooting, please make sure SSH or the serial line is setup
for use after the reboot.

smsinstall complete. Log file is
/var/sadm/system/logs/smsinstall.

1 - smeinstall 2AHENAM A& AP AR S B TFTZET} FAH A

o5 Ao A o] MAN (Management) W E 9 A& 74 Tt} o] A X}l A
smsconfig W& AF&-3te] CSol gk M ES 2 4 & A Yt

v MAN U EY = 4
Al t=golell A0 & SMS 1.52 A A3 7 ¢l

1. AF&3HAL 8l Sun Al =F1 ] @A A 8] QEA S ¢l oL qbjA ol =5d FEE A E

o},

rlj
o
L
A
o
¥
09:,"
E?{_i
°
ui

Z1 — net_id= NONES AL&3le] 11 UIEY T FA A 2 S A E 5= 5
Yt o] AL 11 Y EY Aol 7 1&gt}

2. SCOl o FA 2 22}
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3. MAN HEH A A4S 34, A E 3 MAstdd S ddstar L.

sc:# /opt/SUNWSMS/bin/smsconfig -m

AFEFA Al =vle] A Al E Skl A o A AFE-R dAddl tlE] =S ARE VHte g
AEAE A4

&2 IPvAE HFE= o YUt} o] oo A= Solaris OS H= CDoll Al &% 7| & A
AS AHEEY

FO| — g do AAH IP FAaE AR o3]S F7] 913 dJUth AHgx M E
A9 SHEIP FAE S H2HAN L. ZEHA WEHNAIP T4E
ARSI Al 2ELS Al s

l

Xoo
Fon

erio @ eri3ol] thet F- YEH I IP T4+ LFalof

i} Cel 2,
Y IP & SColA Fd YT

a=
p
T

}sC
51

4w &

o},

2

smsconfig -m %ol thgk ZAJ g U8 System Management Services (SMS) 1.5
Administrator Gulde-/] "MAN 74" 2 smsconfig "7 4 o] A& HZ34A L.

sc:# ./smsconfig -m

The platform name identifies the entire host machine to the SMS
software. The platform name occupies a different name space than
domain names (hostnames of bootable systems).

What is the name of the platform this SMS will service [sunl5]?
sunl5
Configuring the External Network for Community C1

Do you want to define this Community? [y,n] y

Two network interfaces controllers (NICs) are required for IPMP
network failover.

Enter NICs associated with community C1l [eriO eri3]: [Return]

Enter hostname for eri0 [sunl5-scl-eriO] : [Return]
Enter IP address for eri0O: 10.1.1.52

Enter hostname for eri3 [sunl5-scl-eri3]: [Return]
Enter IP address for sunl5-scl-eri3: 10.1.1.53

The Logical/Floating IP hostname and address will "float" over to
whichever system controller (SCO or SCl) is acting as the main SC.

3% SMS152ZEQI0 X & ¥azolE 23



Enter Logical/Floating IP hostname for community Cl [sunl5-sc-
C1l] : [Return]

Enter IP address for sunl5-sc-C1:10.1.1.50

Enter Netmask for community Cl: 255.255.255.0

Enter hostname for community Cl failover address [sunl5-scl-Cl-
failover] : [Return]
Enter IP address for sunl5-scl-Cl-failover:10.1.1.51

Hostname IP Address (platform=sunl5)
sunl5-sc-C1 10.1.1.50
sunl5-scl-Cl-failover 10.1.1.51
sunl5-scl-eri0 10.1.1.52
sunl5-scl-eri3 10.1.1.53

Do you want to accept these network settings? [y,n] y
Configuring the External Network for Community C2
Do you want to define this Community? [y,n] n

Configuring I1 Management Network - ‘I1’ is the Domain to SC MAN.
MAN I1 Network Identification

Enter the IP network number (base address) for the Il network:
10.2.1.0

Enter the netmask for the I1 MAN network

[255.255.255.224] : [Return]

Hostname IP Address (platform=sunl5)
netmask-1i1 255.255.255.224
sunl5-sc-i1l 10.2.1.1

sunl5-a 10.2.1.2

sunl5-b 10.2.1.3

sunlb5-c 10.2.1.4

sunl5-d 10.2.1.5

sunlS5-e 10.2.1.6

sunl5-f 10.2.1.7

sunl5-g 10.2.1.8

sunl5-h 10.2.1.9

sunl5-i 10.2.1.10

sunl5-j 10.2.1.11

sunl5-k 10.2.1.12

sunl5-1 10.2.1.13

sunl5-m 10.2.1.14

sunl5-n 10.2.1.15

sunl5-o 10.2.1.16
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sunl5-p 10.2.1.17
sunl5-g 10.2.1.18
sunl5-r 10.2.1.19

Do you want to accept these network settings? [y,n] vy

Configuring I2 Management Network - ’‘I2’ is for SC to SC MAN.
MAN I2 Network Identification

Enter the IP network number (base address) for the I2 network:
10.3.1.0

Enter the netmask for the I2 MAN network
[255.255.255.252] : [Return]

Hostname IP Address (platform=sunl5)
netmask-i2 255,255,255,252

sunl5-sc0-1i2 10.3.1.1

sunl5-scl-i2 10.3.1.2

Do you want to accept these settings? [y,n] y

Creating /.rhosts to facilitate file propagation...done

MAN Network configuration modified!

Changes will take effect on next reboot.

The following changes are about to be applied to the "/etc/hosts"
hosts file.

.18 sunl5-g #smsconfig-entry#
.19 sunl5-r #smsconfig-entry#
.1 sunl5-sc-1il #smsconfig-entry#
.50 sunl5-sc-Cl #ismsconfig-entry#

ADD: 10.2.1.2 sunl5-a #smsconfig-entry#
ADD: 10.2.1.3 sunl5-b #smsconfig-entry#
ADD: 10.2.1.4 sunl5-c #smsconfig-entry#
ADD: 10.2.1.5 sunl5-d #smsconfig-entry#
ADD: 10.2.1.6 sunl5-e #smsconfig-entry#
ADD: 10.2.1.7 sunl5-f #smsconfig-entry#
ADD: 10.2.1.8 sunl5-g #smsconfig-entry#
ADD: 10.2.1.9 sunl5-h #smsconfig-entry#
ADD: 10.2.1.10 sunlb5-i #smsconfig-entry#
ADD: 10.2.1.11 sunl5-j #smsconfig-entry#
ADD: 10.2.1.12 sunl5-k #smsconfig-entry#
ADD: 10.2.1.13 sunlb5-1 #smsconfig-entry#
ADD: 10.2.1.14 sunl5-m #smsconfig-entry#
ADD: 10.2.1.15 sunl5-n #smsconfig-entry#
ADD: 10.2.1.16 sunl5-o #smsconfig-entry#
ADD: 10.2.1.17 sunl5-p #smsconfig-entry#

2.1

2.1

2.1

1.1
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ADD: 10.1.1.51 sunl5-scl-Cl-failover #smsconfig-entry#
ADD: 10.1.1.52 sunl5-scl-hme0 #smsconfig-entry#

ADD: 10.1.1.53 sunl5-scl-eri3 #smsconfig-entry#

ADD: 10.3.1.1 sunl5-sc0-i2 #smsconfig-entry#

ADD: 10.3.1.2 sunl5-scl-i2 #smsconfig-entry#

Update the hosts file, "/etc/hosts", with these changes? [y,n] y
Hosts file "/etc/hosts" has been updated.

The following information is about to be applied to the
"/etc/netmasks" file.

ADD network: 10.1.1.50, mask: 255.255.255.0

ADD network: 10.2.1.0, mask: 255.255.255.224

ADD network: 10.3.1.0, mask: 255.255.255.224

Update the netmasks file, "/etc/netmasks", with these changes?
ly,nl v

Netmasks files letc/netmasks?has been updated.

smsconfig complete. Log file is /var/sadm/system/logs/smsconfig
sc:#

&1 - smsconfig -mS AFE3Fe] g 2] SCol A M ES 2 4
SCAlME ME T 745 dAsoF FUth HESY A 742 }%—EZ
e,

/etc/nsswitch.conf <& A},
password, group, hosts, netmasks % ethersol tj
oF Pt} 71 thFol nis = DNSS}F o] AFE 9 th
Furt. o

sc: # vi /etc/nsswitch.conf

passwd: files nis

group: files nis
lllééts: files nis
Illéi;masks: files nis
ét:.}.1ers: files nis
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smsconfig’Z} A5 & & /etc/netmasks 2 /etc/inet/hosts Y-S SCo

N iy -
3t HE Jf0l& S AE o83 =g F4E U o EggYL]

o

. Solaris °]& A4 A EO(NIS, NIS+, DNS 5)& 243 gulo]EgFH ]

AREARSE 5 5 SCeF WA SC & EAFell Frhelof T 7F sCell Hi st
3 A

F7Ve 7 ALg Al el vhe BES g

scO:# /opt/SUNWSMS/bin/smsconfig -a -u AF&AFO|E -¢ ZZFoIEF E=dQd
_ID |platform

AT

AR& Aol F 2 Al 28 ARG A} Al 9] o] Yt

IFolE2 959 Fas 25 A2 admn, rcfg, oper =& sve & YU
L Ql_IDE= T=mQlell gk IDY YT fFash =vlQl_IDE ASFH R7EA o] o4
s s FEY T

o & 50, =Sl A gFE o gt A5 2= A AFE dmnaadmn 135°l 57
St oS dEsA Al L.

scO0: # /opt/SUNWSMS/bin/smsconfig -a -u fdjones -G admn a
fdjones has been added to the dmnaadmn group
All privileges to domain a have been applied.

- /etc/group FtH el AT SMS Lol AHEAFE F7ESEA] vhA Al S
2 AbgAbel ggk AN ~E A st AY AR 5 dF U
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3. SMS 1§ % ] UL ddstel ¥ e BHS AT,

scO0: # /opt/SUNWSMS/bin/smsconfig -1 =4 <l_ID|platform

=}
u1+1

& 50, =93

AR 2 BE ASAE dddedn thee 9

scO0: # /opt/SUNWSMS/bin/smsconfig -1 platform
fdjones
jtd

M Al 9 E M FE Sun Fire 3 315 A 288 21H 3= 204} o] o] 153 oFupul B}
° =

|=aE=1
| dd Mo Wube A o) Al 2E AfA] el 9l

sc:sms-AFg A} > /opt/SUNWsms/bin/showboards -v | grep CS

CsS0 On - - -
Csl1 On - - -

tjo
o
Jn
ol
2
2
o
o
by
°
ul

b. T ol Ao v

Y

sc0: # poweron cpO

3. showplatform -p csn HHS A3t AA] dd HEE YL EFY ).
A D Ha ot ol doll 7158 A5, A A He ot &9 Aol AR Y

sc:sms-At&4}: > /opt/SUNWsms/bin/showplatform -p csn

MAl €& HHS: 353A00053
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w AAl A 1S ZAEWE s dAIE ol
w A A HE T A H A e A dle e o ]%7“’] setcsn HHOZ A
A Ae WEE 7B,
4. A dE S E 7 S5FUH
A W

chassis_serial_number ol YEIF A += Sun Fire & 114
TR0 Al 2=E A A] QW) QL= ol & S Ot;é‘/]‘:}-

FUt SCE A 535

ge g Qasd SCE AN E
BTN AU A

v A 2E A 7] A E

1. SCol =¥ F A 2 212913 ¥ OpenBoot PROM L& EZ W7},

sc:# su -
password: [superuser passwdl]

sc:# shutdown -y -g0 -i0
. [system message]

ok

ok boot -rv

v A4 T2 A wEA] T
a7 F 7 SCE AN BT 1350l o] " Fulvol uhel FSCE M
Wk o] W SCE AT,
n S VER 3 0 SCE AN BN OW the Ao ARt o] ol 23 B4
shgh et

192 2 AHgAEA SCol 29 g o
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2. Aol X8 F ek,

sc:sms-AFEA}F: > /opt/SUNWSMS/bin/setfailover on

3. Aol A7 A8 $0A A

sc:sms-AFEA}F: > /opt/SUNWSMS/bin/showfailover -v
SC Failover Status: ACTIVATING

sc:sms-At-&4}: > /opt/SUNWSMS/bin/showfailover -v
SC Failover status: ACTIVE

setfailover
718hE = 3,
ACTIVEZ} gt}

H& Adstd sCollA F7157F Al A Y e 5 SC7F Bx SCet F
of 24 el ACTIVATINGH Yt 71317 s d, del=

g2 gfolo] 2L SMS AXZE Qo] E 15 AR ol =3leE TdAE YEY
Yyt 33 22 7§, smsupgrade HH S AlE351e] SMS AZE ﬂ‘ﬂ Aad ol
e

m SC] Solaris OSE o] A ] 2ol t& mo] A He]iz ¢

19 0] =(4: Solaris
8 0S| A Solaris 9 OS®Z P 1#]| 0] =)3}aL SMS AZ E o] 5 15 HHd oz
ol=gt 4§

m Solaris OSE Pre] o] =3}#] ¢Far o] A B -] SMSTFSMS 1.5 A E o] & 1

dol=d 49 o] W] sMSe et dadol= A2E BHH 19 1-29] go]
oS FEIIAH AL

smsupgradet Yd o= T2 A~V AP E = 5O SMS S S Aso e wie] o

B,

olu] SMS 1.57} A %] =] 131 SC2] Solaris OSE H}O]H a2 Jad o] =(d:
Solaris 9 4/049 4 Solaris 9 9/04% Q20| =) & -, SMS AT E o] S 1 o]
=3t A a7t sy h SMS 8+ ], Solaris OS ¢ 1#o]= % SMS 7 B8
e g AFUTE AA g A2 deH o] Aol "FE O E SMS 1.5 3+ wig] H Bt &

RS
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v

o ==R| 5|2t 5t

Solaris OS & 112l 0| = ( MEALEF)

{

SMS £ZEQ|of CIRRE

-

SMS ~ZEQ|of ¥asfol=

SC PROM g 12ol=

2 E PROM 180l =

s

ExsC=z

~Ti

Solaris OS & 7120 = (

[

B Atg)

-

SMS ~ZEQI0 CIR2E

-

SMS =T EQ ¥ zlol=

~-—

FEo0z28C%

P

-« o

SC PROM 2ol =

/

2= PROM 8ol =

a8 32SMS AZEdo] 15 My o® el

3% SMS152ZEQo Mx| & Hazol=
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Hdadol =g EH gtk 133 o] #|ol] " A ER|"E FEsHAA L

— smsupgradet® Q1 O]
2 oz oo} B
e
2

ATk

1

¥ 10 [
BN QL |

e

SMS ¢ ﬁjro‘% 7FA A i Aol o] AAE 3T Havk glsynh a2y 9
o] ] SCell <= sms_backup. XX pio WAL o} SCol A AFE-E 4= gl 38l

C (@] =
o el 54 SC FY 9w Bk Ayt
R EAZA sCo =13}
. SMSZ TA gtk

sc:# /etc/init.d/sms stop

smsbackup= 4 33} ib} smsbackup 3 2] Al AL (sms_backup.X.X.cpio)
of tjzF e AN F JEF AL

B - ]9 sCol 2+ sms_backup. XX.cpio g2 T2 SColl A A& 4= gl
FUth g Gde 54 sC #d 9 WA E27F A gy

sc:# /opt/SUNWSMS/bin/smsbackup U]HEZ]_o]&

a4

YR o] g Wel o] Ay tare o ol FUUT) o] Fele Axu
Qolel tlee], AT YE T Ex AGATE $71/27] AHS g o] = 44
of 473 5 Gk U Ee_oFe] AAHA e 4%, Mgl $AE /var/tup

o 44 vk,

AARE YEE o5 UFS 3t A28 o & wpEfofof Ut} /empol 22
TMPES 3} Al 2818 A4 3H smsbackup©] A 334 Ut}
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?_o]go] UES 9 A 28 o2 rhe Ex A st 9o 4%, o 43S

.

L)
%

o
H

sc:# /usr/bin/df -F ufs T/ EF o]&

iw

o o}

il
fd
rin
Jo
oft
{0
£
e,
>

.

T,
flo
o
=

UFS 549 4 26lo] B¢ 4 ug ad
2 v,

SColl Solaris OS A %] ®=+= Solaris OS Q1| o] =

1 - o] AxE= A E F#3 U} Solaris OS U SMS AZ EgJojgl ¢ g o=
starz} 3 A9 o] AAE A kel Al S vEE 175 o] A of] "ol A SMS 1.5 &L E ¢ o]
ezr"z HOM*‘ AL

. Solaris OSE 1ol =gt}
AFE B 243 Solaris A A PHAE Fxe A oL thE2 Sl

= 3l ehuko Solarls 0S A= (5H| o] Aol "AZE o] QFALE" 22) 20}
A 2 27} 1S 75, SMS Hl & Al ZF @ F 2 SC AFE E-71e] o] & SColl A
d o] AlZFekR] &E T

m OS2 "Entire Distribution"< 41 & g1 t}.

m o] "C" 2AL AEg T} SMS 1.5+ SColl 9+ o] 2] o] T} & Solaris 222 A4
kA k5 Ut

. Java 1.2.27} 7] ¥ g H E o] A= o] lE=A g

A]
718 b Ee = /usr/javal. 2/bin/java Ut 71 e o] A A e
Sun Fire Interconnect % Java 1.2.25 AFE-3F 29, SMSE A 2FshA] &5t

B —Java1.22 AA] F SMSE A A 7] a1 ThA] Al =Faf of gt

. o] " WA Solaris OS W AS 1o =38 49, smsrestore B &ES 2851
SMSE thA Ayt
46¥| 0] A o] "FH O R SMS 1.5 87 M F HA"S FHFFAAA L.

-

o SMS 1.5 AZE o] t} 2=

. BESAE ALE381Y] http://www.sun.com/servers/sw/ % g ol
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2. System Management Services(SMS) ¥ =& A &gt}

3. Click here to download B3 & A=Yt}
sms_1 5 sparc.zip Il thEZ=H Yt}

4. FHFAZA sCol ZF Tk

5. 2EESOlE eRES AN YRS A,

sc:# cd /OEFEE_THET

6. Che == Bole] &S Funh,

sc:# unzip sms_1 5 sparc.zip

g ok o ko] Eew SMS 1.5 = 7] %] 7}
/download_directory/sms_1 5 sparc/System Management Services 1.5/Pro

ductol 1A A FY

Z1 — smsinstall ¥ smsupgrade 2AHEE

/download_dlrectory/ sms_1 5 sparc/System Management Services 1.5/Pro
duct/Tools®l ?1 XA FUt}. ©]1] /opt/SUNWSMS/bin®ll X H 2T HEE A}
8314 231 o] TgEe] gt AAUES A gahe] gl Lalols % 4K ZeAAE

e alof gt

v 5 SColl A ol = v &g 5t

F 5ol A ol 222 W @A shel7) Aol AHEF FAo] A A el sop
Gk AR ZzAl s Fol = B o] Aas AL e o)t W H A olof
Fueh.

1. platadmn AgHS 2He= AFEAFEA] F SColl 2103t

2. U 8RS dEste] Foll 225 FAFH

sc0:sms-A+-&4}:> /opt/SUNWSMS/bin/setfailover off
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v SMS AT E9o] g o=
1. SColl 3 FA = 2113
2. Y EZE smsupgrade 2 HE ] X2 HATFYL

scl:# cd
/E}ﬁ%iéEi_fqQQEEE]/sms_l_S_sparc/System_Management_Services_l.5/Tools

&1 - smsupgrade(IM) B & o] A5 22 22l System Management
Services(SMS) = 74 # o] A& /opt/SUNWSMS/man/smanlmel A %] g1 o},
= =

FES Aakeld of AT WA BHA 9.

3. smsupgrade(1M) ¥ @& A sto] ol = ZRA XS A4

sc:# ./smsupgrade U EZ _o]&

A

e g _o] 52 SMS 37| A7} the == 2
/download_directory/sms_1 Ssparc/System Management Services 1.5/Prod
uct Y EZJYrha7d o] x| "hell A SMS 1.5 AZE9Jo] th = =" %),

smsupgrade+s -4 7]$£2] SMS 34 S BF WAt o

Attempting to stop daemon picld
/etc/init.d/picld stop
Verifying that all SMS packages are installed

Backing up SMS to /var/tmp/sms_backup.l.4.1.cpio before upgrade.
Please wait.

smsbackup /var/tmp

smsbackup: Backup configuration file created:
/var/tmp/sms_backup.l.4.1l.cpio

SMS backup complete.

’E.L SMS H“?.i gl o] o] F& o] Mo AF&3E SMS2] W H(SMS 1.4 =+ SMS

SMS #74& WP F ¥, smsupgrade =L HEE o] ol SCol A= H Solaris
Security Toolkit®] W d S 7H4] 34 D}, sm81nstall 2 YE| 9} o),
smsupgrade 2 HPE Y A= & A $o ug gy U
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SCel| Solaris Security Toolkite] $1+= 74 -
SCell Solaris Security Toolkit 4.1.1 ¥ % ©] o] 7] &)}

= A5
SCell o] % ® 7 9] Solaris Security Toolkite] & A 3F+= 74 -5-

.
ol m m m

. SCoﬂ Solaris Securlty ToolkltO] SCol A% QA & A, smsupgrade &=
HEZF41.1 S AX S o 49 A = 183y E}.

Checking if Solaris Security Toolkit is already installed.
Installing Solaris Security Toolkit package SUNWjass
Copyright 2004 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWjass> was successful.
Installing Solaris Security Toolkit package SUNBEfixm

Installation of <SUNBEfixm> was successful.
Installing Solaris Security Toolkit package SUNBEmd5

Installation of <SUNBEmd5> was successful.
Solaris Security Toolkit packages installed successfully.

» Solaris Security Toolkit 4.1.1¢] ¢]1] A X] ¥ o] Q1= 7 §-ol &= smsupgrade ==
HEZ} 744 HAALE Fdsto] dld gd o] SAEAY A A &l

TS A -
.

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit package SUNWjass version
info. Version is 4.1.1.

Performing integrity check on previously installed package
SUNWjass

497 8] 23} o] 819 Toolkite] T 24 AAE F331H ¢ 1eo]= L
LT o s H T, Toolkit 28] M AL S48 A3, A e
83 2 2.7 uIAA 9 Toolkit 417 A& A e,

ERROR: /opt/SUNWjass/Drivers/user.init.SAMPLE
file size <2467> expected <2474> actual
file cksum <4574> expected <5119> actual

Failed integrity check for package SUNWjass. Please remove the
package before continuing.
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ol

Y= W A 9 Solaris Security Toolkito] SColl 2] ¥ o] Sl+= 745, T
U5 22 o WA S A F U

l> fol

r i
i 4
(m 2
ﬂfap

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit version info.
Solaris Security Toolkit version is 4.1.

Solaris Security Toolkit version 4.1 is not compatible with
this version of SMS. The minimum compatible version is 4.1.1.

Please uninstall the current version of Solaris Security
Toolkit before re-running the command smsupgrade. Aborting at
Solaris Security Toolkit check for command smsupgrade.

a. EAEIAY 48 A7 AE A FY
545 o] x| o] " 3] 2] ¢k+= Solaris Security Toolkit H A A"& 324 Al L.
b. s 71 A& A F A smsupgrades A At
4, Aagole Te A2 Erdhu),
Toolkit®] F 24 & A5 §, sld =AHETF SMS 3714 & AR Pt

Installing SMS packages. Please wait.

pkgadd -n -d "../Product" -a /tmp/smsinstall.admin.24308
SUNWscdvr.u

SUNWSMSr SUNWSMSop SUNWSMSdf SUNWSMSjh SUNWSMSlp SUNWSMSmn
SUNWSMSob

SUNWSMSod SUNWSMSpd SUNWSMSpo SUNWSMSpp SUNWSMSsu SUNWufrx.u
SUNWufu

SUNWwccmn

Copyright 2005 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWscdvr> was successful.
Installation of <SUNWSMSr> was successful.

£ — smsupgrade(1M) M H & 250 2 SMS "l 7L o] X &
/opt/SU‘NWSMS/man/smanlm‘)ﬂ AAAULH S =S JstEHE o] AXE "AFHA] v}
RS
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SMS 1.5 | 7| A & A 2| 3k 3 smsupgrade 2 HE7} o] SMS $74 S E U383
picldE A A FUY. F5 02 SCE A 3tate Wiol 3% 23 spo] 44

=

Attempting to start daemon picld
/etc/init.d/picld start
Attempting to start zoed...
zoed started.
It is recommended to harden the System Controller after an SMS
upgrade. Execute the following to do this:
1) /opt/SUNWjass/bin/jass-execute -g \
sunfire 15k _sc-secure.driver
2) Reboot the System Controller

Before rebooting, please make sure SSH or the serial or console
line is setup for use after the reboot

smsupgrade complete. Log file is
/var/sadm/system/logs/smsupgrade.

5. %02 gCE ZAatalew s o] BAE = A HS w2 A0, (0] A AL 495 0] X
o] "SMS B A Ao A wE=E 1}

The o) 49 o] SCE AN ok .

v A =E A 7] A E

1. SColl =¥ FA 2 21913 % OpenBoot PROM L E X EZ 17

el

Fu o,

his

sc:# su -

password: [superuser passwdl]
sc:# shutdown -y -g0 -i0

... [system messagel

ok

2. SC A A5

ok boot -rv
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v SC Z @ A] PROM & 13 o] =
flashupdate(1M) H#H S Ayl

al
1. U5 =etonjo] dAxae 5= Q=] FAgd Yt

sc#:# 1s -1 /dev/uflash*

lrwxrwxrwx 1 root other 62 Oct 12 20:30 /dev/uflash0 ->
../devices/pci@lf, 0/pci@l,1/ebus@l/flashprom@l10,400000:uflasho
lrwxrwxrwx 1 root other 62 Oct 12 20:30 /dev/uflashl ->
../devices/pcielf, 0/pci@l,1l/ebus@l/flashprom@l0,800000:uflashl

EetolHE ARE T 5 §lE A9 SCollA S FA ZA v HE S 23

ot

=y

scH#:# /usr/sbin/devfsadm -i uflash

2. platadmn ¥EHS 2= AREAFE A SColl 21139 o

3. flashupdateE A}&3}9] fpo Z A ROMS 28 o] =gt}

o] e A= sc1e A28 Ao] 7] 2 AFga ) o] WA 9 TS SHA o A “sc1” A A
= S0FE Al &H Alol7] 2 WA sl of syt

sc:sms-AF-&4}: > flashupdate -f /opt/SUNWSMS/firmware/SCOBPimg.di
scl/£fp0

4. flashupdate® TA| A al3le] B = fagof g2 ojn[A & fp1 Z & A] PROMS
dagol = Th
s OS-3 7o), CP1500 E.=of thalo] nsscposT.di o] 1] x| 9} k7|
flashupdateE AF&314 Al L.

sc:sms-AFEA}F: > flashupdate -f /opt/SUNWSMS/firmware/nSSCPOST.di
scl/fpl
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40

53} o], CP2140 E. =) th3l osScPOST.di ©] 1] X2} §+7 flashupdate
A8 A 2

iy

o

sc:sms-AFEA}F: > flashupdate -f /opt/SUNWSMS/firmware/oSSCPOST.di
scl/fpl

flashupdate(1M) H
1

) B ol gk 2kA & A H.+= System Management Services (SMS)
1.5 Reference Manual 5=

L+ flashupdate "7 Flo] A& Fx3HA4 Al L.

v AJ2H BT Zgx] PROM g 1d o=
SMS AZE 9ol & dg o] =3l AFg-ont o] S EE'SMJ Al 2. Al
= o] ZAgdS FdL Hav) gl Ut flashupdate(1M) H#H S A 33l
150 glojof gt

o Setolfol] A AT 4 gle=A] el

M

kv

sc#:# 1s -1 /dev/uflash*

lrwxrwxrwx 1 root other 62 Oct 12 20:30 /dev/uflash0 ->
./devices/pci@lf, 0/pci@l,1l/ebus@l/flashprom@l0,400000:uflasho
lrwxrwxrwx 1 root other 62 Oct 12 20:30 /dev/uflashl ->
./devices/pci@lf, 0/pci@l,1l/ebusel/flashprom@l0,800000:uflashl

EholE AHE S jls A SCollA R ARA e R e AT

sc#:# /usr/sbin/devfsadm -i uflash

2. platadmn AgHS 2= ARG AR A SColl =113 T

3. flashupdated A&3lo] ZH|¢ld 1= CPU &8 A] PROMS 1@ o] =3y},
o]
PR

. 54 R P REE B ol Este Y oy oo gol -d S AHE
ERNEN

sc:sms-AF8-A}:> flashupdate -d <=M QA-FA|A}F> \
/opt/SUNWSMS/hostobjs/sgcpu.flash
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el 3)

rr

54 REF QuolEsted g dlsh ol -£ §AS ALESHA

| |
>
o &

sc:sms-AF-&4}: > flashupdate -f /opt/SUNWSMS/hostobjs/sgcpu.flash 9|3

location 1+ & & U= AU ok
m board_loc
m board_loc/FPROM_id

FPROM_idE A 2~¥l B = Aol 2 FPROM(FP0 =+ FP1)S ¢ dlo] E g ujjof qt
A AUt MCPU BE7F1/0 €3S AFE3a & tql FPROM_id:= o3} ¢

&S 1 = A5y

Sun Fire 15K/E25K, Sun Fire 12K/E20K

SB(0...17), SB(0...8)

I0(0...17), I0(0...8)

U} FPROM_id %] e] 3-8t}
FP(0]|1), FP(0]1)
o] & S0, sB4/FP0 ¢ X = & & 49] 9= CPU B.=9 FPROM 02 UERY YT

. SCE Al A ALS SH T 383 o] A of] "A]2EY Alo] 7] AAIE" 2

Ha ol = ZEA 2 wpx] 7]
% 5ol SMS Az Ego] o] ¢ Talo| =% Srualaithd the WA S FaAg T,
. a73o] Ao "Alo] & Rz SCE AFne] Aru} o] Alo]E W SCE AT,

. 3001 %] 9] "SMS AZE o] 1.5 Aoz g o)l=re] Azl upal 5 SCAA &
3 U= HZ SCo SMS A~AZE o] S g o] =3t}

SC2 SMS A~Z E¢oje] dagol=rt Bty g Al E =3 3te] F SColl o gt
A5 Ry

. 483 o] Ao "A o} & ThA] 5+ SCE A #ine] A v} gho] Ao & thA] 5 SC= A &gt
Yt

3% SMS15AZESQI0 X 2 ¢gazolE M4



2. Aol X8 F ek,

sc:sms-AFEA}F: > /opt/SUNWSMS/bin/setfailover on

3. Aol A7 A8 $0A A

sc:sms-AFEA}F: > /opt/SUNWSMS/bin/showfailover -v
SC Failover Status: ACTIVATING

sc:sms-At-&4}: > /opt/SUNWSMS/bin/showfailover -v
SC Failover Status: ACTIVE

féﬁ@é}‘ﬂ SColA & 71387 A1 &g Y}, 5+ SCr7F B2 SCe} &

setfailover H#HS
I 23] 2l ACTIVATING U th 571317 e d, e

[
713815 & &9k, e
ACTIVEZ} DY},

atol 1 G A A L o] = 5 SMS

AL E o] A A]

SColl A %] ® Solaris OSE v}o] ‘j’ﬂgi A1 o] =3k= 7 (ol Solaris 4 /0401 A]
T

Solaris 9 8/04Z 1ol = f% A4yl = SMS AZE o] S tha] A X8 I vt s
Yt} o] Aol = Jadel =g ¢dste WS Ayt

SEEEEL

o itol=E EHFYth 139 o] o] " A FH"E FEH A L.

Z1 — smsupgradet Fado] =7l A3 E o A F o2 SMS S W A &
dotnR s oZ Mooy 548 73t o vt glsyth o] HolA sd daks
#FHzx F dHFyn

SMS M9 311 & /143 Q1 3o o BAE S0 Aesk g el
2] 9] SColl & sms_backup.X.X.cpio F¢ HE SCOﬂH AL 4= g5y 3§l
2 ople 54 SC L % WA B 32

o

;;
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1. SCol 3 FA = 2113
2. SMSE S A gt}

sc:# /etc/init.d/sms stop

t}.
smsbackup2 2 3 A 1 smsbackup 3 2] A AHL(sms_backup.X.X.cpio)©]
O 2o A ~T 7 A EF FHAA L.

1 - Jo]9] sColl U+ sms_backup.X.X.cpio U2 t}E SColl A AFEE 4= §1
Yt} 3 C 3d 2 HA 71 Ay}

o
oft
1=
e
o
ity
ox, r
wn

a4m:

geEe) o5& My shele] AyH 1 UEe o) ol FAU T o] sHale A 2ue
delel e, A4 WEND B A8AY} 8171 /227] A
of 7@ ¢ gtk deEe_o] o] A4H A B A%, Me] FA e /var/cmp

of g}

AR E tYEg_o]8-& UFS 3 A28 o2 neEo]of dUtt /tmps} 2-&
TMPFS 39 A| 2~H 8- %] 4 &}'H smsbackup©] A3 3HA Y}

gaAEg]_o]Fo] UFS 3Y Al =802 nfeEF =X 843X 52 49, U3 HH S
A=Y

sc:# /usr/bin/df -F ufs UHEZ o]&

)

. o

i
td
rin
o
ol
Lo,
j‘:_(,
e
>~
[
fatit}
rlo
o,
}.,

ty G

FS 349 A 2-sle] )9 Ee] ARE wak
v o

<
92

Col|l Solaris OS 4 %] Y=+ Solaris OS Y 1d o] =

— o] Axl= A = F#3t. Solaris OS & SMS AX Egojnt o=
A} & 75, o] AR5 A4 Al Q. vEE 175 0] A of] "o A SMS 1.5 & E 9] o]
22 Jo A 2.

o oups
% E B

1. Solaris 0SS ¢ 1 o] =3t}
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A& Belw 243 Solaris 2 X WA E xS L. e s S0 o
n X = E3H3 AUk Solaris OS A |43 o] Aol "Yl =~ FIF QA R &
HRE W 9o x] 7} Oig_ 73, SMS Hl & Al AF 5 W SC AFE- E 7] o] = SColl

A 7H8A o] AlAbekA] syt
m OS<9] "Entire Distribution”g- Aegyt,
m o] "C" 2AL AEdhtt SMS 1.5% SColl G 0] 9] 9] thE Solaris &AL ] ¢
oA 25y E‘r.
2. Java 1.2.27} 7] ¥ g Eglo] A X H o] QX

|
Z|E fEEd = /usr/javal 2/bin/java$y
Sun Fire Interconnect ¥ Java 1.2.2E5 A& 7

o135k

U )R f e mee] A 54 e
9, SMSE A48t gy,

=

T —Java 1.22 A% 3 SMSE AA| A 7] aL thA] Al ZFafjoF g,

ool vg Ao W gol Wl SMS AZE Y] B4 LS FE o Bysol ¢
1

*

v SMS 1.5 2T E o] &H<

® smsbackup 3} |4 smsrestoreE A Gt

sc:# /opt/SUNWSMS/bin/smsrestore ol &

smsbackup(1IM)ol] 2|3l 24 W]
Jof S Ae) Az ol 5 & raaok ¥

A% A 292 ojrol i 98 4 2
o

o H 9O &L ox
dorlrdu e of
rlo

to

u

~

¥

2

oit, ©
L >y

T 5Ce] SMS 155 S8ttty thg vAE gl

1. & SCE AAsFHh

2. Alo] & 5 SCE 33} ar Hx SCol| o] Holl A A3t dxE w3y
T SC9 SMSE Hs it & dAE Fd g
1. O3 de) A o] Bz SCE AAE T
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Aol g thA] F SCE H St th,
Fol A5 A s

A& BZ SCE 23

| 225l Ao 7[(SCo)ell 3 A = 2 113 Tt

1. & A

2. SMSZ S A gt}

scO0:# /etc/init.d/sms stop

o u] Al ="l Ao} 7](SC1)ell 21913}l OpenBoot PROM X

scl:# shutdown -y -g0 -i0
. [system message]

ok

4. B.% SCZ YA B3 )

ok boot -rv

=4, 8C

YE =

= =t

28 N4 2F 7P 3 9

&1 - sMSE A A EE}7] Hell sColl e A =
|4 ssh& A& 9)\%;(] OL]OHO]: ok SMS 1. 5-4 smsinstall &=
Solaris 9] ssh& A9 & 2= % DA 2= | 22 v &A gy o2 A x| 81
2 A THA Solaris 89l = ssh7t 154 T

sshE AHE3HE SMS 24 7}e] 252 WA 3}7] §13) ssh o] A 0] &
oF FHUITh A A5 U] 82 68%0] X0l "ssh o] A7o] L T} MA"E FE ek AL
% SC2 Ayt

HZ SCE AA S8 F SMSE 5 SCo 98-S 8= vz

ZEQol dx & Haol= 45
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TEORSMS 1537 Mgl 9 H

o] A}l A= SCe SMS 1.58 5o =2 W

v SMS 317 wi o]

SMS Mg 3 -& 7HA AL = A f-ell = o] HAE s et glsynh 1y
2] 9] SCel 9+ sms_backup.X.X. cplo 92 T2 SCol A ALEE 4= g5 Y

el e 54 sC il 2w EvF Ay

1. SColl 3 A2 2113t
2. SMSZ S A&t

sc:# /etc/init.d/sms stop

3. SMS 374 S Mg 3 th.
SmeaCkUPE /\E 30}711% smsbackup -4’01-4 .»17\] /\]—i(sms backup XX CplO) ‘I
o] A2 F YEF FAA L

= sms_backup.X.X.cpio 3}¥ 2 T SColA AL 5 ¢l
4 SC 79 B W7 2o} shg

sc:# /opt/SUNWSMS/bin/smsbackup U HEZ|_°]&

A7

tEEe_o
Ao fe ey, A4dH LﬂE%ﬂ ‘KL /‘}“‘:’“XV} °]7]/"*7] AFS 2= Ho| = FX
of 47 F AF Uk A EL o]Fo] XN FHA &= A, Ny FAL /var/tmp

1*8”%141?}.

28 tdED o822 UFS 3ty A|Ad 0 2 ulf E g oo} 3T}, /tmpﬂ— Fa XX
TMPES 3} A]2~®& 74] A3l smsbackup©| A 93HA E U}

4
rlo
Jav)
e
o
o,
o
Oz>3
o,
ﬂ
"
_VL
o
H
AU
o,
£
ali
9
v
!
o,
K=
e
rlo
>
[
jaiit)
o,
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?_o]go] UES 9 A 28 o2 rhe Ex A st 9o 4%, o 43S

.

o
H

L)
%

sc:# /usr/bin/df -F ufs T/ EF o]&

UFES =

AaE

i
fd
rin
Jo
ok
1o
jfdl
e,
>
[
i)
rlo

i

9 Al zelo] A gD JuE BT o
wFEHE o,

o{l

gul

i

SMS 1.5 AZ E o] 29

smsbackup 3t Q)X smsrestored AT T}

sc:# /opt/SUNWSMS/bin/smsrestore ¥ do|E&

m

ol

Y o] 52 smsbackup(IM)dll &3l 2 H W ol ik Ao F=P Yt 9
B2 ol tigk Ao & o] 55 EFEl ok o]

H o] 25 Al =gl ojrout Q&+ AUF Hdolg& AAsHA ¥+ 4

HJorlr & & o
O

T SCe] SMS 155 Hdstgivhd v dAE a3yt

. 7 SCE AAEFYTh

. Al E = SCE A3l Bz SCol| o] HellA] A st AatE w3l
T 8Ce SMSE sttt v dAE 3
LTS Ho] A a o] HE SCE AT Th
Aol & thA] F SCE A g

LAl 2AE 243U

I
*

AAS BHEZ SCE A3

. T A EE A 7I(SColl T AR =gt
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48

2. SMSE SA ¢

sc0:# /etc/init.d/sms stop

3. o|H] A2~ Ao} 7](SC1) ol 1213} OpenBoot PROM L& X EZ W3],

scl:# shutdown -y -g0 -i0
. [system message]
ok

4. % SCE ANt

ok boot -rv

&1 - SMSE Al AlEst7] el SCeoll tigh 2 = Z& A 2~F 7HA L 9lE=A], SC

]/\1 sshE A& < Q=X delsjoF gt} SMS 154 smsinstall 23 HE=
Solaris 99] ssh& A3 RE 44 N~ v AE v @AY} w2 A X514
%‘9)\“:}'?4_ Solaris Soﬂ = SSh7]' =y ‘41’%

ssh& AH&38HH SMS &&3€] F&55 W8] 918 ssh o] =7 o] A5 WA 8
of Ut 2hA| g U] 82 685 o] A ol] "ssh o] 27| o] 2 F-x} WS A AL

B ZF SCE AAE3 & SMS+= F SC2] 93kg &= BFE SCE A& Yt

v Aol E Al = SC= A gk

1. B% SCol ¥ fA 2 2y
2. SMSZ S A gy},

scl:# /etc/init.d/sms stop

m
ul
ft

3. SC°ﬂ FHFAZ F SC(HE SC & &)o| 21203 ¢ OpenBoot PROM ~ =
¥ 7 3 o)

scO0:# shutdown -y -g0 -i0
. [system message]
ok
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ok boot -rv

ol 27 Abg
. platadmn #&HS 2= AFEAFE A SColl 2119 o
Aol 24 4,

sc:sms-Ag A} > /opt/SUNWSMS/bin/setfailover on

L Ao) 227 A9 FAA FAF

sc:sms-AE A} > /opt/SUNWSMS/bin/showfailover -v
SC Failover Status: ACTIVATING

sc:sms-AFEAF: > /opt/SUNWSMS/bin/showfailover -v
SC Failover Status: ACTIVE

setfailover o‘j’é% A g SCo A 57138kt A ZHE Y ) 5 SCrZF B2 SC
7]18tE = B9, Aol 232 el ACTIVATINGY Y th 57371 ¢854, ﬂL
ACTIVE7} E‘HE}.

SMS H & = 3}

smsversion W& AHE8to] SMS Bl M2 A8 4= U
SMS 1.4 B 1l o] o] ofof 3} 2 1 7 9] Solaris OSell A 41 8 = of oF
1.5=SMS 1.4 o3t A o= A3t F+ glsyt. smsver51onm3j°ﬂEH}

&2 System Management Services (SM ) 1.5 Administration Guide& 3223} ’/\]

SMS 1.59] 4 th& SMS o2 3kl Bt 7]—“—0] 2 3= Ut} SMS 1.5= o] A 1

9] SMSE AH&sh#] @il th& Bl TRt & AUt o] ZE k2 ARG A}

smsinstall ‘%‘%’ S AFsE ApE oz SCE %Li}f'ﬂ—b]l:} o] & 3 7al=

smsverswn HE o2 AT = glomE SMSE 1.50]9 9 Blxd oz Asalr] A
FTo® ZstE FH Aok 6“45}.

SMS15% th2 WA o Adtateld thg A S hEUth o] dajel Yal = of
Ao A thA] 2] A g ).
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Solaris Security Toolkit& AH-&3to] G5 0. & thA] 23t ehy o}
Al Z=EE A AE o

A AGE N 2® AAE F QGG FEOR FoHE AN Fow M
& 5o SMS 71 5ol G 1A 5 AHh

UGl A

Vv F5o® 73 HAa

Solaris Security Toolkits AF-&-3Fo] T}t 0 & A] 2~ 8l o] 7] €] Solaris H.9FS ¥
& 4= 9lF Y T Solaris Security Toolkit 4.1 Administrator Guide 5=+ Solaris Security
Toolkit 4.1 Reference Manuals 3+Z 3 Al 2. smsinstall® smsupgrade -~

E = /opt/SUNWjass/ll Solaris Security Toolkit= A1 %] §H1 T}

FEOR 3T A2oteld 0 AAE FAHUN L. 0 AYL FsCH ux
SColl k2t sy efof Fieh.

1. SColl A FAZ 210k

2. sc ZTHFLE v FRE S d9ste] A= HAaFuh

sc:# /opt/SUNWjass/bin/jass-execute -u

A

23 73} 29 (Solaris Security Toolkit 4 )& A &3l gh= ZF2EVL

[H

=5
>,
i,
T
o

[xc8pl3-sc0/] /opt/SUNWjass/bin/jass-execute -u
[NOTE] Executing driver, undo.driver

Please select a Solaris Security Toolkit run to restore through:
1. December 20, 2004 at 11:01:30
(/var/opt/SUNWjass/run/20041220110130)

Choice (’'qg’ to exit)? 1

[NOTE] Restoring to previous run from
/var/opt/SUNWjass/run/20041220110130

[...]

3. Choice (‘'g’ to exit)? ZFLE FHAo A HAS
4. AN 2="S AAEFH T

ol Al the SMS MHlo® A& T 5 g o

il
jins
i)
rd
i
i)
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s SMS o= g

e Mo Aaa sMS7F Qi SCol T S A gL 3% SColl - SMS
a3 Ego] AR AR 0] T A5 alof gt

Al g o) e E‘r% e Ol *2‘6351 I A S oM F YT smsconfig,
poweron, poweroff, setkeyswitch, cfgadm, rcfgadm, addtag, deletetag,
addboard, moveboard, deleteboard, setbus, setdefaults, setobpparams,

setupplatform, enablecomponent =+ disablecomponent. WHefF ¢} & o
ol Ay i ok, xastr] Ao HE-s FA A AL

. smsbackupS AH&-3te] SMS 74 & W] Th.
323 o] Aol "SMS #7 W& FEeH A L.

L FHRA TEZE B BYS Qstel ol 248 v F v,

sc:# /opt/SUNWSMS/bin/setfailover off

. The WE e Qeele SMSE EXFU T,

sc:# /etc/init.d/sms stop

S-S 93] smsversions AP},

sc:# /opt/SUNWSMS/bin/smsversion FAHE

A HE = A3 sMSe] B A gt} o] oo A= SMS 1.55 SMS 1.4.12 A

o @,
o N,
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7. 3tHo] FAH ZEZE XA S uF Y}
a2 3t =39 o dyth

sc:# /opt/SUNWSMS/bin/smsversion 1.4.1
smsversion: Active SMS version 1.5 >
You have requested SMS Version 1.4.1

Is this correct? [y,n] y
smsversion: Downgrading SMS from 1.5> to 1.4.1>.
smsversion: SMS version 1.4.1 installed

To move to a different version of SMS an archive of
critical files will be created. What is the name of
the directory or tape device where the archive will be

stored? [/var/tmp] [return]
smsversion: Backup configuration file created: /var/tmp/
sms_backup.1l.4.1.cpio
smsversion: Switching to target version 1.4.1>.
smsversion: New Version 1.4.1> Active
smsversion: Active SMS version 1.4.1 >
To restore the previous SMS configuration setting type:
smsrestore /var/tmp/sms_backup.l.4.1l.cpio

8. 1SS Y3l smsrestoreE AP},

sc:# /opt/SUNWSMS/bin/smsrestore ol &

o714 3t o]l &2 3TA A smsbackup®E A W T digk o] A=Yy
. 54900152 A shelell Sk o) A2 ol & Eetalo} g of skl e elde
MESD E Ho) 415 A 28] ol i} 9% 5 gyt shelo] B& «14 of
2 egt B, L7 FAE Y

9. 67 oA MElgt SMS Mol YESZ T4 HAS o= 3
3}

smsconfig -mE A& ¥ SCE QA=Y 14 v, ‘}Flﬁ‘rrxii SColl thA] =
Ao
HYEHIE HASIA ol =& A9 e v dAZ AP,

10. th& W E = Y95kl SMSE A2t

SC:

11. ©}&

sc:# set failover on
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dlo
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sc:# /opt/SUNWjass/bin/jass-execute -q -d sunfire 15k sc-
secure.driver

)

>
N
juii)
=2
]
R
o
<
0
e
n
c
R
o
-J
o,
™
rlr
("
alil
[l
[
N
)
=]
>
ol
i
kY

Solaris Security Toolkit

o] Aof|+= Solaris Security Toolkit®] WS &<lsl= o] 8 g Ax7f L35 5
Yt} AFE-3}= Solaris Security Toolkit &222E o7} 8 Q1 A -0l = | £ZE

Aol & AAFE BHE B2 L.

v A X] ¥ Solaris Security Toolkit H % ¥H'H
1. sCol =191 g o,

2. U3 #2°] pkginfo H ol -1 545 AHE S U

sc% pkginfo -1 SUNWjass
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pkginfo™ sms-svc AF&AA] 93] AdgE 5 F ok
-1 S A A sl 7)Ao tigk JR7F mA P YT “VERSION” TEE &
Yt o

# pkginfo -1 SUNWjass

PKGINST: SUNWjass
NAME: Solaris Security Toolkit
CATEGORY: SEZZ)H
ARCH: Solaris
VERSION: 4.1.1
BASEDIR: /opt/SUNWjass
VENDOR: Sun Microsystems, Inc.

DESC: The Solaris Security Toolkit is a collection of tools
and scripts used to automate the security hardening and
verification of a system running the Solaris OS.

PSTAMP: o0n81-dhpg20041018104950

INSTDATE: Nov 08 2004 12:29

HOTLINE: Please contact your Sun service representative.
STATUS: completely installed

FILES: 385 installed pathnames
33 directories
10 executables

2809 blocks used (approx)

Solaris Security Toolkite] A %] = %] ¢¥ % THH pkginfo o ® HH = WkskalA] 5
Y.

v 585X g+ Solaris Security Toolkit ¥ & #| A

SMS 1.5 M ] smsinstall 2T HEF o]z vz o] o}z A X ¥ A ¢F2 4 g-of vk
Solaris Security Toolkit 4.1.1 ’éﬂ g t}. Solaris Security Toolkitoll 4] 1.3 of
o= S FAs T v dAE =3 s] A OHD} Hds A8t L
Solaris Security Toolkit “Uﬂ/ﬂ«] A 2o wpet A 9d S FI43 Aol e -r19]- 2
< S AFE davt flsuh 5]]1:1 HdE AT o r BERU

1. SColl 21A3 Y},
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2. T3 o] pkgrm ¥ & AFE-31] Solaris Security Toolkit 3 7] 2| & #| A g t}.

sc% pkgrm SUNWjass SUNBEfixm SUNBEmd5

ol sh f-AFEE WA 7k 2t 9 7)Ao EA Y .

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.1.0

Do you want to remove this package?

3. 7 A7) E AANE W yE T
o: WAA = )71 whet chEY O

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>

## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE

/opt/SUNWjass/nomatch.beg

/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/sunfire mf msp-secure.driver.?7

[...]
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F7FSMS 1.5 A~ E o] A}

o] Fe A= SMS 1.5 A E 9o} AE = ¢lHoE
el At o ol T FA o st 2
SMSol| A}-&-=F 57}

SMS s A] A ]

F7h 22 Eq)0] 714 4

Network Time Protocol (NTP) % X

SMS H A B A Z}

ssh o] ~A|o] X Fx} WA

Sun Fire Link 22 2=E] ¢} 34 25

SMSel| AR-&-2} F=7}

SMS Helt el o 12 din| 48 ALR&o] AF& b Al thakst A| A8 ] Z] L =3
gk A3 ;(1]4.751—1,]1;]_. ARESE = 9= Al 2E Ay 9 YAy f3de AR AL 1 E A
‘ﬂ el Q EF Yt 2 8 U] 82 System Management Services (SMS) 1.5
Administrator Guide2] 27,"SMS H.¢F' S ZZ 34 A 9

_ smEso] 47 W WES = FAo] R E Fol ALgAE 2rhekeE 7 SC
% SColA smsconfigE AFEE Ut

SMS AHE7 1§ IDE %71 44 Fol AR HUTh the B Abg Al thal A E
AgA 152 g
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% 441 23] Toll A E = AHEA 25 1D

AF2AF & ID ALEA OE MY
platadmn =9 AR a5
platsve ZRE AU A O FH
platoper ZPE =AY OF
dmnaadmn Zl A #HEA 1
dmnbadmn = el B ¥ A 1=
dmncadmn Tl C #EA 1F
dmndadmn THd D #A 157
dmneadmn =<l E ¥ A 1&
dmnfadmn =l F #A} 1F
dmngadmn ZdQl G #YA 1F
dmnhadmn THJd H #EA 15
dmniadmn =l I # A 1&
dmnjadmn =l ] #E R IF
dmnkadmn =l K A=A 15F
dmnladmn =l L AR 1F
dmnmadmn =l M @A 1F
dmnnadmn =l N @82} &
dmnoadmn Tl O #YA 1F
dmnpadmn =<l P YA 1F
dmngadmn =l Q #A 1F
dmnradmn E R #HA 1
dmnarcfg E=Hd AT IF
dmnbrcfg =<l B TA 1F
dmncrcfg =l C A 1F
dmndrcfg =de DA 15
dmnercfg =W E T4 IF
dmnfrcfg =<l FFA IF
dmngrcfg T G T 1E
dmnhrcfg ZvJlH 74 IF
dmnircfg EWJT A 1F
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ALEXL OE ID ALEAL 2T MY (A%)

dmnjrcfg ST A 1F

dmnkrcfg =Ml K 1A 1F
dmnlrcfg TH LA 2%
dmnmrcfg S M A OF
dmnnrcfg E=HI N T4 IF
dmnorcfg =Ml O+ 1F
dmnprcfg THQ P A OF
dmngrcfg =l Q1A IF
dmnrrcfg =l R FA IF

SMS 1ol AR&A 7k B T H g oA
SMS+E SMS ZL&oll ALEAE F7sle 7|58 AlFsty =dele] o= tHE
NA| 28 AL G2} S AL BHA R UL o] 7] 5e mrol FAA 2 Al A~E HokS

BEF .
LG RAR 2,
L FHG 2 A A e Bhg WE S A,

sc0:# /opt/SUNWSMS/bin/smsconfig -a -u A8A}o]E -@ IZ&FolE =H<
_ID|platform

a4

Ag Aol §& A28 A8 AR e o BT

IF0|EL &9 #a% 15 A 42 admn, refg, oper £E sve % LYt
LHlRl_ID+= Ewlel] tigh IDYY Th fradt EwlRl_ID+= AF-E R7EA| o] H o

Ag A ek

6% o), wrlel A T Eelo] tat A M AE 2 AFE2E drnaadma el F7}
steld vheg eEshiAle

scO0: # /opt/SUNWSMS/bin/smsconfig -a -u fdjones -G admn a
fdjones has been added to the dmnaadmn group
All privileges to domain a have been applied.
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21 — Jetce/group Ao A& SMS L&l FE5 o2 ALEAE FTEAY AHA S}
A PR A Q. o] A2 AFEB-ALol| gt MM 5 Xﬂ?ﬂw}ﬂb} AFE F dFUH-

3. SMS 1§ ¥ ¥ U hdsteld the 392 AgEHAIA L.

ol
o

scO0: # /opt/SUNWSMS/bin/smsconfig -1 EUﬂ?J_ID|platform

oE Hol, FAE AHE 2t LE AEAE Hdetelw S 9P

scO0: # /opt/SUNWSMS/bin/smsconfig -1 platform

fdjones
jtd
4. AHAE ZF ApgAtel] tia] vk B E S dE Tk
scO:# /opt/SUNWSMS/bin/smsconfig -r -u AF&A[OlE -¢ ZFoIE ZdQd

_ID |platform

.
BACIF A Sl R ASA AL oIS,
= )

=]

IF°lE2 v 25 AAR] admn, rcfg, oper £+ sve 5 A YT

EHQl_IDE =Hlel dig IDYUTE faES =HQl_IDE AK-E R7FA| o] t &
2Hg sk sy Th
a2 £9°] dmnbadmn LE oA fdjonesE AFAE W S JHIFHAL

scO0: # /opt/SUNWSMS/bin/smsconfig -r -u fdjones -G admn B
fdjones has been removed from the dmnbadmn group.
All access to domain B is now denied.

- /etc/group Aol 21t SMS 1ol £5 02 AHAE 715 2
) oA o e Ao 98 A oA A BT

oll u>||
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SMS =} x| “d A

SMS 77 = T8 4l Apo] Eol A the == 4 5y

http://sunsolve.sun.com.

SMS & Edof |2 & A A 317] dol o] A& mr2x e defAtelA Y.
Azge] dASslok B,

23 =9l DR ZZko] glojof &t}

ol 231 ) sk ] §leof il

AFEAL7F Al AFSE datasyne B emdsynce 2Fie] & Folw Yt}

2] AAE AZE7] Aol BE ZvQl, HE B A HAS gasqdA L.

A2 AAE Al2FeE7] Aol B oA #d XP“(JHZM] E3HE)E AAE] elo] BA A
Q. oA el 29HE A F o] o] 27k A e AT

o] o] &= F SC7} sco0] L B% SC7} sc1o]etar 7FA gy th.

sc0:sms-A+-&4}: > /opt/SUNWSMS/bin/setfailover off

. 7 SC®] SMS LR A A5 FA o] FehdH T

scO:# /etc/init.d/sms stop

. T SColl = A E ).
L WA F SCAA SMS LR A 22 F A A e

sc0:# /etc/init.d/sms start

O gA R R gstr] Aol RE Ei/ﬂ]*ﬂ A ZHak W) 7b#) 7] gy o)
showenvironment W # 3 Al-§3l0] BE SMS X 2 M| 271 Al 2HE A =A] &l g}
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62

6. B % SCo| A SMS T Z A A~E A &3] th(scl).

scl:# /etc/init.d/sms start

7. 5 SC(sco)oll M el =25 &3

sc0:sms-AF&A}: > /opt/SUNWSMS/bin/setfailover on

FSC7} AA B8k »x sCcr gy,

v SC 7r% &<

ol 714, el B2 SC($ <9 sc1)= 5 SCE A= Ao 5= SC(H o2 sco)
T R SCEA APt vha3} 2ol 4 9= [E 5 dFYTh

1. M2 5= SC(sc1)dl ZAE A Agtoz 2 a1y,

2. B2 SC(sco)oll ol 225 &3ttt

scl:sms-A8A}F:> /opt/SUNWSMS/bin/setfailover force

Al F2 SC(sc1t AA &3 B2 SC7F EUth A28 R SCeE Aaud e +
SC(sc0)E thAl 5= sC7F Tt

3. & SC(sco)ell S F FA Ao 2 20

4. 7 SColl ol A A2 s}star Foll =X 7F 243} H A=A FAFH

sc0:sms-AF&A}: > /opt/SUNWSMS/bin/setfailover on

sc0:sms-A8A}F: > /opt/SUNWSMS/bin/showfailover
SC Failover Status: Activating

scO0:sms-AF&AF: > /opt/SUNWSMS /bin/showfailover
SC Failover Status: Active

g st

rr

g 128 AE A Q=)

ek

CRESES
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F7F AZES Y 9 7] A AA

F7F Az E O] 71 A= HE v Aol 235 5y

shulol] shuba A1 gk,

Nl

T X E ] F7)

R

N
il

D - o] 7} Az E o] 7] x] = mr el vt A X s o ] rh(SColl = A A 514 vt
A A1L). Sun Fire # 13 A 2819] AXE o] Aol ¥3F 4 B = Sun Fire 15K

Open System Controller (OpenSC) White Papers 73314 Al 2.

9)7) A7} A 5 ofof B 58
A o] =2quuk.

Sun Remote Services (SRS)
Veritas Volume Manager (VM)
Load Sharing Facility (LSF) 3.2.3

Sun One Studio 9 =7 A E % FH U7
Sun ClusterTools 5

C =z Qo] o A5y

Fortran 77 T2 78| 1o] ¥ AU
Oracle H ] E]H] o] 22 A E ¢ o]

A

rr

Quth e HAT 9l F7b 7]

My

7} amEg o] 7] 4 AA
. SCol FHFA = g},

A2 8taA} b AT E 9] A3 CDE SC CD-ROMe| 44 g ot
. share (IM) B # & AHE-3te] CDE WE AR FHFh

a. nfsd AW 7} A8 F91% gk},

scO:#ps -ef | grep nfsd

b. CDROM &E 2 /etc/dfs/dfstab U F7FY ).

share -F nfs -o ro,anon=0 /cdrom/cdromO
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c. CD-ROM ©]H] A& NFSZ 7145 th.

scO0:# /etc/init.d/nfs.server start

4. E=vdel FHFAHE 2 A
5. =H| 2o 3t /cdrom Y HEZE 2A 5 L npEE U},

=Wl ID: # mkdir /cdrom
=<l ID: # mount SC-I1: /edrom/cdrom0 /cdrom

Ay
SC-I1: & SCI1 M EY T N B3 TAE o] &
6. F7F X ES o] H7IA & F7HE Y

il
jins
i
vl

=99l ID: # cd /cdrom/AX T2~ olE
Ll ID: # pkgadd -d . AT Eo]_d7)A _o]E

A7y

2] _taF olFe A AFEE AR t]aF o] o5 P YT

AL EO]_ 7] A]_o] &L F7IE AZE o] uj7]#] 2] o] Zd Yt}

pkgadd (1IM) H & o] o 2] WA A& At Z} g 7] A of] tia] dF-+= 337t #ay
A2 AR ASEA] dRE = oy A X] AES ES 5 dFUnh o] Aol o
@Gata Al Q] o BE Eom o2 e AL

=Wl ID: # ed /
=Wl ID: # umount /cdrom

8. THolo| A R 1o}l SColl =3 -Fr A = ZIrel g ),
9. SC2| CD-ROM t&}o| B oAl A2 CDE Ay th

scO: # cd /
scO0: # eject cdrom
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Network Time Protocol (NTP) 4 X

Sun Fire & 3l5 Al 228l A 7} A &3k A7 % F 1434“4, e NT
golAEZ A ZA;Fol A A]2=E Aoj7] L AlF 7 Zrels

TP A &) NTP &
25 AT

SCE NTP S¢lo|dE=ZE 4

A Aol EEo] H A AN 7HA 1 A0 A% A 2ol AE7}
| Q] & A} A8 o] 7] o] A x 3}

, ool E s x] #Hoe] KU-24 ©]
a1 e KU 2] A4 . 5ol Sansolvest 1 Apo]
(http://sunsolve.sun.com)@ &g}

71E-2k NTP +4 34 -& /etc/inet/ntp.confJUTh T Fdo= 5HH A|7H
5:259F 322 A 7Y o] 4] NTP AIRE AJB 7k 35010k Sheh. (NTP A1k Ao] 33
of 3] += http://www.ntp.orgsS FZ3H4H A L).

. Al NS NTP AW o] 55 72 SC E Als 7Hae g =1 NTP 4 T ol &
o,

NTP A o] AA o] 53 &7 ntp servers WA= th WS JHFHth

t

server ntp server prefer
server ntp server2
server ntp server3

A% %o ol F2 FHEIG

A A e 22 T ABY)9) AEF LIAL SFU 27 AFF 254
A A% A 95 AU et 2ol % o Bl e drifttile AFE AHS
e,

driftfile II0IS
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3. A A @ A H e Frhgdh
o] AL 53 o] FHHE 7 A F&Fol e $A A== FAEH Y

statsdir /var/ntp/ntpstats

filegen peerstats file peerstats type day enable
filegen loopstats file loopstats type day enable
filegen clockstats file clockstats type day enable

66

AAA P FA FGdo] A% FEE JeEpHYTE vy d 7F FA §8 S vE
WUk 54, Fx= 28 54 2 2 ﬁﬂ* =gtolH ZA)).
7Hsd SA0 g AT BEE xntp (IM) 7Y #Ho] A S x4 AL

=i
SMS 4 #| 9 A2}
U2 Aaol| M= 5 02 SMSE Al 53akal Al 2Hsks WS Ay eyt
718 A A4
AN 2' S AR A 7] = 7]8 A (sTop-2)7F SMS 1.391 4] thg- o2 o A =] 5yt

[Return] [tilde] [CTRL-B]

Fol A5 AL 5= A A FHAF YT Solaris 8 OSE 99 & Hl=g ¥l Tt
2 8] gA7] FAEA ZFa Hed Fe, vpE A RS FA R AAAL 5= J e
= Al2"o] AlFE o] MEL 75 S AU
I - o)e Z2EE Y5t A A7 AS A Felvt 7hest 7| R ES AA A
O = Zra 9l Al O] A 9ol = AT EH A FF U A Aboldll= 0.5% ©] 4]
A 0] glojok atH AA| =& 5% ol & ojof gyt
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G50 SMS AA 2 A A
2 RE B AR S 2t AR A EA SColl a1

& Addsten FRFE AeAk Adho] glojof gt
o) =AE FYth

sc0:sms-A+-&4}:> /opt/SUNWSMS/bin/setfailover off

A=A Zoiobs g,

=

AIS 2= AFEAFE A SColl 21917 )

S FAFHE 7 AA @eko] lojof Fr)

. /etc/init.d/sms 2AHEE AFE-5lo] SMSE A A gt}

scO0: # /etc/init.d/sms stop

. /etc/init.d/sms 2T HE S ALEE] SMSE A A A o}

scO0: # /etc/init.d/sms start

s + smsconfig -m®] o|1] AP L AL 7 F T} smsconfig -mO]
AP ] S S thy 277 FAIEH AL SMSTF FR g YT

scO0: # /etc/init.d/sms start
sms: smsconfig(1lM) has not been run. Unable to start sms services.

L2 B A S e AR AR A SColl =l o

sc0:sms-AF&A}: > /opt/SUNWSMS/bin/setfailover on
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11.

L the HEE g gy

sc0:sms-AF&A}: > /opt/SUNWSMS/bin/showenvironment

showenvironment 7} & HE A e FAIE Evlz w71x] 7|t Hy o)

o] W] 2101531 SMSE AH§3kol AlaHE & g o

68

sgh o] =7 o] 3 F-x} H 7

Secure Shell (ssh) 2] 7]¥ o] A7) ExlE= (HE)Y YT SMS 245

Ao Al 2 FAE AFEF YT 18 B & sshol| jdl] thE o] &7 o] =

AF-&-3l oF g Tk

ssholl T} o] ~A|o] 3 FA-E ALE-3F= Al 71HA] W

m F Y ED .ssh/config HU& AL ~ thrlol] AHE EAE 4G T
yrtt. o] W& .ssh/config 3 WA AW AHAI8H7] A 7bA] o -4 o] 1,
sshg AT wff FF A2 o] ~A o] Fx5 AME-Shth Z1S gl o

n G ol o] 2A o] X £AE A AA YT o] S ssh Al o] A EHEE F
ssh o]2=A| o] X ExE HATYY. ssh A S T 758 o|2A o] X Ex7) o
~2 vy

m sshi o] 270X £A5 dEste ™ shhe] §= tial ~.(27]¢] € 5)& ARES

Ut} IEE shibw A e o 2Alo]x 47} SMSE A4 AU o] wpel

SHE Aol Bad AL oA -5 v ARGl of F .
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REEEDE RS

m1m
i
it
i
v

EscapeChar *

o] dlo] A A 71 (M)E M EE o] =Al0] X F AU
o] ¥

L

S .ssh/config® A3yt

TE—‘ A= A 2Fskd, 71 5 7F A 2 o] A o] L E Ak ® 1A Ut ssh/config
Jlr%_‘é FAGAY H & o] Aol x a4 A S @, o] WA Ade A A
o2 HEFHYLL

& ssh Al Aol A o] A o] . F-A} M

2 A1g3H ssh AlH 0] A% EE Sobe] AL§E THE of
1 %HﬂsmﬂEZWW“mwi$ﬂ*ﬂﬂ 525 A
A 5 Q4T ssh® F R 71 ol 2A0) % A} oA~ sk o,

G A g gk o] 2A o = EAE A sk W vk SIS ST o] o o] 4t
A AA 71 Z(ME M EE o] =A o] Z ] U T

& ollof Zo] AAE ZFIEA et Ab-g38te] ssholl =113ttt

Kely SRR
A Aol the o) 2AlolE BAHE AT gt

$ ssh -e* 2Z112-5A4

9SG ML gsh@ 271208 u dnkd o7 A A3 Ve SA(d: YA E2E o
&, 2% ol F o) yEEY Y

D - e S AL E wo = vl A] o] A o] 3 B2}E 2] Q3| oFgL T} o] A7 o]
I EAE AAQEA Bl -e S AFESHH ssh Al o] A& FQE ofE o] 2 ¢]
I

Y
rx
>
0
0
o
Lo
>
o
2
s
3L
£
=)
£
lo
=)
s
S
=
2
I
)
I
jat
=
2
£
2
X
¢
2
1o

Y.

2%

o197 3 ssh7h FEH T AHGAE 22 A 1Y ZEZES B

4% Z=IJISMS1.52ZEQ 0 HX 69



Sun Fire Link 2] 2~ ¥ ¢} g/ 2=

Sun Fire A] =®13} &7 Sun Fire Link ClusterE A}-8-3}= 4ol = Al =" A= 72
SC7} L7 TP 45 7143 9100} 549 7} IP F o] S5 & 5 2 o] frol 9]
ojof gt} 18 %] &S 79, Sun Fire Link ClusterE 74 & A
/var/opt/SUNWSMS/SMS/adm/plat form/messages I} < o]
HA| X 7F A A3 s H o

SC-T2~EO°|E cannot resolve its hostname

>, (1

smsconfig HH S A} 4] TAE o2 P FA2 A} Smsconfigt= &2 E o]
EIPT4AE ’\]/\E“/] /etc/inet/hosts J]-m o AA 3ol NOTICE WA A 7F &
]Q 71} Sun Fire Link Clusterg 74 & + §l& 45, th+

1. /etc/inet/hosts LS &2l SC TAE IP F4 FLo] SHEXA] gelghyty,
ot A, FdS ARSI o] S ATt F FUS A

2. SMSE thA| AU o
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SMS 1.5 A Egjo] 2 Tl

o] %ol = Sun Fire # 3 A1 228 Tl System Management Services (SMS) 1.5
AT E S AX|ste Wil tig F7HA e A S Als @y
n =214 Solaris =G A A A7 H X
n =l A
m SHjoloz WA
|

o] Aol A= =<l ol Solaris OSE A X3l 473l dlo] 2R3 A A& A
eyt

n USR] SEe|dER A

m =129 Solaris &3 A A A |

CRRE A OpenBoot PROM £+7 W= 24

s A SAE =del

&1 - A28l Solaris OS7F AP A2 = o] ALY EH1e A sys-unconfig (1M)
Hes At A9, o= 28Psty] Mo 7ed| o] Ko "FA AAE =S Fx
SHA Al 9.

HE L A 2] = 2lof Solaris OS 2ZE Yol & A X3l A X B E vrt=A] AA

Aot Gt of AT Al2el] ol =

A .
n HEHF AX AW FA tigh 2kA| gk U]-§-2 AF8-% <] Solaris OS<] A ] ]
s & 7<1—Z A A L.

m B SCE A SEo]dERZ HAG3l= WHS B ALE-F 2 Solaris OS H 4 2]
A X o]—q}}q = o].)d Al Q..

m FEJA 2 Solaris OS WX A AR E HHH 184S XA L.

71



v =rele A S| ER A

scooll A A8 & 24T 5, E]AE S5l
AA e = dFU Al=ge] mwdle o] F&
add_install client (1M) W # & A}-8-3lo] o] A

il

JumpStart A& A8 7} Qlofof gyt A B o]l o 2] 7§ 9] JumpStart A& A H 7}
A= A, odlv] Aol A rm install client (1M) H#H-& APt SCTH
JumpStart A& AP 2 GA FEH

iit F9| — o7 7] 9] JumpStart A | A Solaris OSE A A3t A Bl & 3}t

add_install client(IM) % rm install client(1M) W&ol 3t x}H s AR
= AH8F 9l Solaris OS M 71 9] 2z APA & 23 A Q.

1. U< 98 38lo] OpenBoot PROM ~ & ZEo| X MAN U ES F o]ty F4E5 3t
Eashes
=] .

ok Dbanner

Sun Fire 15000, using IOSRAM based Console

Copyright 1998-2001 Sun Microsystems, Inc. All rights reserved.
OpenBoot 4.5, 3072 MB memory installed, Serial #####H###.
Ethernet address 8:0:20:0:0:0, Host ID: 80200000.

sc0: # /A8A_¢ ii1“511]_?]3E/Solaris_9/Tools/add_install_client -e
Sl oltUlFAh -5 scll_STAEO|E: /A UHEY AR -¢
scll_32~Eo|F: /A HHAED HZ Tl T ~EO|E sundu

=hR
A Y Ee 2 CD o|v| X7} HAE g EEgE A FY ).
Tl oy Fiat e gk ojyyl FAJY

]

smsconfig -m Ax} Fo @FE =W 11 HESHZ A& H ]

Fire A 2~¥l o] &7 A& ek Aol L=rol & A~ E o] E(d: SCI1)
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=29 Solaris % A A A A

.71 T U ESY A o] AE EA YT

ok watch-net-all

ZH0 — A <= A Lucent PHY 9} FastEthernet X.= /\} 3= A, X7 HAE
g A dvE o F WAIA 7 JEFE YT 27 vl ]X] A A Y OpenBoot
PROM " 7| ¥4~ diag-switch?E false® AAIHEAI L. 291X AAH S WA

A4 7 e e o,

to

watch-net-all®] man-netol] A% Ao 14 Hi1sk+= 49, Sun 2 A
o Al Al 2

. Management NetworkE A}-8-3l¢] SCEH-E] =& W ES IR Al sFTh

ok boot man-net

. 1| elo] Solaris OSE A X g4t}

A AR A2 & B H AFE-F < Solaris H 7 2] A X QPUIAE FZ3FA Al 2. A A
Al BAIE = Aol E 52 W A28 o &4 AFud o gk 2pA g U] &2 AFE-3FE Sun
Fire # i1 Al 2=8o] A4 AE A& FZ3H4IA L.

B = S| 919 &G A A ol A /‘]'*Q“ﬂ Solaris A& A A& 4= JdHFY ) SCo ¢,
o] S WAook SA 7 Erlele 12 Sy,
Eldl mol g g WA
SCE Z=udof thet A AW Z AL88ts A9, A7 SR5d § Tl mEol&
& W10 oA S MAN IESITE 5.9 ol 215} SC ol of =gl =
A28 £ 5 AgUth Evigle] weolES @)% =912 QUEl 0] (el afeo)
Z e s aEoFo g WAy
EAQle] mEolBS MAR Y S FABIA L.
a. FHRFARZ Tl gt}
b TETEC g 9AE YAGILh A_molgoli HEd mmolg e A
o,
=l ID:# uname -S A _-E=o°]&
=2l ID:# echo A _+=E9°]E > /etc/nodename

5% SMS152ZEQo 2 =0l 73




74

L EHe] %9 ok TEIZE A devalias BEEY BE

c. 2o} 3t

SEEERERIUEEE PR DERE LS

EQl 2TEOI HAT F 2N B HZoA moS A sl W TS 5
3l Al 2.

O = ApE A QLS X B FHoA AASHA] &2 A5, Erde AlE T
27 E= HIEAAAM AlEatA] edsd

a. AR SCo Z11g
b. S g

_\L

sco:#/4%_t9Ee]_% =2 /Solaris 9/Tools/rm install client
domain hostname

Aapo] adhA o thgk EHl R, A t2=a A V] F3E Y

Sof, thg3t o] e1d Ui,

c o
o

Mt o

scO0:#ls -la /dev/dsk/c0t1l7d0s0

1rwXTrwXrwx 1 root root 77 Oct 12 17:38
/dev/dsk/c0t17d0s0 ->

./../devices/pci@3c,600000/pci@l/SUNW, glc@4/fp@0,0/ssd@ew21000020
370dac0c,0:a

d. 20k St

y

L elel o gk OpenBoot PROM $H7 W= 44

H

I

ok nvunalias &% ¥4

B - o] A7 S5 7 FHA vk E ook U Th nvunaliasts ¥ Wl afuhy,
&2 Ey =) i ut ] FE-S AR g o
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r
E@
°
ks

2. & H AJd ol A8 OpenBoot PROM 4] EE| &

N

ok show-devs

3. 7% 3 UEY A Qo] 28 EAF L.

ok watch-net-all

=49, A e

Py - ]/\E“ ol A Lucent PHY %} FastEthernet HEE ALE3
2 A gvE o F vAA 7 debgyth @ F WA A2 FA] 571 OpenBoot
PROM "7l ¥ 4= diag-switch?& false® T AT AL, 292 S WA s
L5 #WAIA 7F GERA] 25U T

4. Solaris OSE A& A& #FxT F = Alst=a HYS AGdd Yt

ok nvalias Al U223 ¥ #x_Fx49

o
Y223 -2 Solaris OS 374 & A X5t )&= x| ol s Hvg Juy .
=] 2 394 o] EAHE Solaris OSE % =)

Z1 —nvalias HE S 3 o JESHAL. A dANA, AA )3 YA 2
=

=
= h
EossdE Als EAldo) & diskZ WA UAE

5. A2 24 ¥ NVRAM H|o]E & 7| &3t}

ok nvstore

£ 11 - OpenBoot PROM " 7l 4> use-nvramrc’} True® A4 5 o] AlE Aol A&
A7k A oG BT 22 Hel BrbE 5 A FelsioF g

5% SMS15A2ZEQo 2 =0l 75
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6. setenv § = AHESte] 7] Ale A E SuE EHoR AT

u
i
o

ok setenv boot-device A|ET|~

Btk A% U 221 Solaris
M Y 9L g AE ] A

ok boot

T Al =l

Solaris OS7} = 1ol AR A== o] ALY E|Qlo A sys-unconfig(1M) &S
Aeggt 49, MAN HES I ARE sl vl 522 A48 o gy}

2D — 725 0] Ao "Eu| oS
8}7] Aol sColl x| E&foldd

ofr

M) FerodEm el Awat o], wrel S A
Eg wrjelg F7behA vhAI Al .
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E=wQl_ID:#ndd -get /dev/dman man_get hostinfo

Bge 29Es Ao oy,

0x4d414e43
01

manc_magic =
manc_version =
manc_csum = 0x0

manc_ip type = AF _INET

manc_dom_ipaddr = 10.1.1.3
manc_dom ip netmask = 255.255.255.224
manc_dom ip netnum = 10.1.1.0
manc_sc_ipaddr = 10.1.1.1

manc_dom_eaddr = 0:0:be:a8:48:26
manc_sc_eaddr = 8:0:20:f9:e4:54
manc_iob_bitmap 0x400 io boards =
manc_golden iob 10

10.1,

. 08 FAS AF831e] /etc/netmasks©l] network-il

=]

o = -
FuS F7E9 1y

rh
o

Yy,

MANTA_ZWel [P MEYIHSE MANTA_=w¢l [P YESIHS

a:

10.1.1.0 255.255.255.224

. O W8S ¥¥3}lE /etc/hostname.dmano Y-S 24 g o},
MANT/d_EwW1_IPF 2~ netmask + broadcast + private up
CIE

10.1.1.3 netmask + broadcast + private up

5% SMS15AZTEQ o & =02l
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A=Hete] MANT Y sc 1PFA IP 547} /etce/syslog.conf?] ¢ & #kz}
o

=wQ_ID:# cat /etc/syslog.conf

* . notice @l10.1.1.1

T o] dAEHA g A, /ete/syslog.conf H}US ARG AT FL S
At & Fagyo
6. oS 4=t

Z=wWSl ID:# ifconfig dman0 plumb
S _ID:# ifconfig dman0 MANTA_EwW<Ql_IPF4 netmask + broadcast
+ private up

A
MANTA _Ed|el [PFAYE /etc/netmaskso] YEd =v <l IP F42A Yt}

oAl = ]le] A Yt

=]l A

o] oAM= A =wl B
L

m A Z=E A o] 7)o A
T ¢l &3}

u

m EHQdo tid Z& T A

Z0 - =S A HH /var/opt/SUNWSMS/data/domain_id T E“EE] o =

| Qo] tf gt & ¢ idprom. image T o] Qlofof FHTh o] T o] §li= -9, Sun
AH) 22 g atol Al o] 3HA Al L.
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A28 Al o] 7 ol A =H ]l A

of el Aol A= th et Al =Kl 2F 2 Eo| tate] of2f o] & AHE AT

TEZE X ol
sC0:# F sCe] 4294
=R1ID: # w1 o) 45 A
sc_0] Fisms-AH-&- 2> SCo| Alg A} ZExE

sms-AH-&Ab= SColl =113 Bl A}, 2244, 742
T AqE 2~ 299 user-name Y U th.

L) S _id:sms-AH-& > THelo] Al g} TEZE

sms-AHEARE EE Qo] 2l e ghejal, 22, 74
2} e Au) 2~ 299 user-named Ul

ARG Aol A S 5]
Ytk o] el A ¥

e
b3 7 g o

1t

T A AT Sahe FRE BE 2] 25l o) dEy
= BAIZF Rl sms-AHE AR S R ErlQ] ks

o
o
Nl
[

2

I - o oo A ER0E AR S o &=
| Q1 2] A7} addboard (1M) WH S A st7] Hol| EHEF &
etupplatform(1M) HH S APsta =v¢ A

=g Fobaokguth

. platadmn A%HS Z2E= ARGAR RIS & RES F7hste] mm QS At

sc0:sms-A+&4}F: > addboard -d WSl _ID -c assign 91X [$A]

L= Ql_IDE AFEAZE A E )l o] ID(aH R7EA) YU T
= o

) B
AN BE A0 AP ohS 914 F2o] &R

Sun Fire 15K/E25KE 7 & 24! Sun Fire 12K/E20KE 7 & 24!
SB(0..0.17) SB(0...8)
10(0..0.17) 10(0...8)
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dE 5o, b2 HHS &3 4,2 2 79 CPU BEZ T ¢l Ao F7}gy )

sc0:sms-AF84}: > addboard -d A -c assign SB2 SB4 SB7

gL dE &3 3,5 289 /0 BES TH¢l Adl F713 )

sc0:sms-AH84}F: > addboard -d A -c assign IO3 IO5 IOS8

22 Eollol A WEE AAN Ok 8} 49 deleteboard(IM) ¥ # & AL8514]

sc0:sms-AH84}F: > deleteboard -c unassign X [91A]]

O mz:
ol

=

=g 922 gulgLch ohg 913 G4 o] 3 SHL

Sun Fire 15K/E25K& 75 24| Sun Fire 12K/E25K& 75 2+4]
SB(0..0.17) SB(0...8)
10(0..0.17) 10(0...8)

o & Eo] g W2 v AdlA &3 09 &3 20 9= CPU BEE Al AL

sc0:sms-A+-8A}:> deleteboard -c unassign SB2

U o= =l AolA &3 19 &% 30 3= 1/0 BES A EUH

sc0:sms-AH8-4}: > deleteboard -c unassign IO3
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3. addtag (1M) ¥ ® & A& sto] =r Qe Bl1E F7Fey

sc0:sms-A8A}F: > addtag -d =W _ID =H<l el

Q_IDE AH§A7E A 3hel = Evele] IDAYE R7AA) AU T

N2 bR
Sr £ £ o8

¢l Hl1E domaina$t 7o) E=H|Qle] Frlslel = A Hl19] o] &Yt}
S0l b WH S Eudl Aol tigt Bl 15 EHFE A dl o] H Hl o] ~(PCD)ell
.

sc0:sms-A-44}:> addtag -d A domainA
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