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4. 185 0] A 2] "SMS AT ES o] A"

5. 215 o] ] o] "SCe]l 2] A A]"

6. 21301 o] "¥he] | ELf = 4"

7.26¥ 0] X 9] "AbgA} W 2 F A

8. 273 0] %] o] "F SColl AJA] D& HF 7] ="
9.28%| 01 % &) "thA B.#lo) Al A

10. 28¥ o] A 2] "A| =¥ Ao} 7] A H-¥]

11. 29#| 0] A1 2] "SC & A] PROM ¢ L@ o] ="
12. 30| o] #] o] "H A T2 A A7

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

155 o] =] o] " 2] F=H]"

165 ©] =] 2] "SCe Solaris OS A A]"

173 0] %] 2] "slel] X SMS 1.6 2 ZE¢|o] thE 2 ="
187 0] #] 2] "SMS AT E ¢lo] A X"
215 o] %] 2] "SCol| =] A"

217 o] A o] "] YIEL A F"
26| 0] A o] "AR-g2} B Z1F A A
28| 0] A 2] "t A Bgo]l = Al F
289 0] #] ] "A] 2~ o] 7] A F-E
297 0] %] 9] "SC F e A] PROM ¢ 1o =
309 o] A o] "HA LR A R
303 o] A o] "

stsilol Al e) "o 27 B3}

s

Al 2E BE A PROM ¢ 1e| o] =

14

System Management Services(SMS) 1.6 A x| otLiA « 2006 68



- sneinstal | =23 HE= /\]/\E“ Ao 7] & 7 sty 109 o]
Ao A - HEol A XA R 3t e 4 Al Aqnj s 2 3}
gyt sColl 4™ Ei= & A5 AF3HA °‘74Ur SColl A ssh7} A 71 o] &
o A BES AT Gl Aa"E A" A vk Al 2

T —sshZ AlgatE 29, SMS £& 30 255 WA87] 98] ssh o] 27 0] £3}
E WA ok Yo} ApA e &S 825 0] | 9] "ssh o] A A o] 3 =2} HA"E FF5)
HA2
s .
A X =1
A8 A7) Ao T A SATAA L
. T SC & THFA Y= A7
. 5 scell &l pl at adm @ 3ko] glojof g},
. FSCo HellA SMS AZEE g2 d gHAEYE A AT}
. SMS 1.6 4]7] =] 10P7l Aol SColl i3k F & = F& dAA7F =X = SC
o] A}& 71538k Bel d(ssh)o] Q=R Eelat4 Al S
SMS 1.62 A X3 T SCE A8 3 snsinstal | 23HEV F33= 73t 24
o) 217 oAl 22 W8 shE o

T —SColl A sshE A}8& 49, SMS &3 55X EE=FE ssh o] AA o] A A~
TAHE WA s oF Ytk AAIE U8 829 0] %] 9] "ssh o] ~A|o] Z £} HAE 3
ZAl L

A sk=Aolol A= A s AT

a. snsconfi g W3 5] tiate] o= sfoF gt
snsconfi g(IM) 74 H o] A& FF3H A L.

b. A8 <! Sun Fire A/ =80 thg &7 A8 kA o] ARE 7] 4 tHSun
El}rfj] i%( /12K System Site Planning Guide %+ Sun Fire E25K/E20K A] 2~ 8] &~
A ShEgolol SMS 1.6 W71 A & A% & ] YEY IMAN)E AW o] 4

H7F A2 gy vk (MANO o gk AR &F Ul 82 2100] o] #] o] "¢he] vl ES1 T "=
ZZ A A 2 )

AR s adelEE AlAE] Aol v sdes AT

3% SMS16AZEQ0 MR E= ¥OsolE 15



m A&7} A %) 3] = Solaris OS] B A o] A %] ek A
m Sun Fire 15K/12K System Site Planning Guide %+= Sun Fire E25K/E20K A] 2~ ¥l
A A FA
7. A, Hal AR 9 x| 7484 tlgk 4] AR = Solaris (SPARC 3 F 3 HE
22 B AF& F2 Solaris OS B4 9] Sun 3= 4o & Solaris @]~ =E 1=,
System Management Services (SMS) 1.6 €&~ =E 9 http://sunsol ve.
sun. com?] SunSolve™S #HZ3}4 Al &
8. MANS A7 & w] A8 %] Sun Fire A| =)o) & A8 Shfj & Fxshar L
A E e Hust Ba g,
n ZUE O F
n }\H/\] O]E:] Eﬂi
m [1HF U EYTC] ek S2E o] F IP F4 H AHwp2T
n QR UES T gt S2E o] F IP 54 Y AHutAa
n - UEYT e AFUE TAE o] IP T4 2 AHBupaT
m SC =24 I Ho] 2o 3t S 2E o] F IP F4
n =ucle] tig AFUE SAE olF F4i

9. http://sunsol ve. sun. conpl A AH&-& = Q1= 214 gk Y] 2 9] Solaris %] = ¢
’\HE “X] st SMS7P i‘ﬂ}eﬂl A ]% ] SAdH T SMS AT E o] & A A

— A 2] A] E= ThE SC7}F OpenBoot™ PROM 2 & Eof QA SMSE 4 8514
e wrtth ZAE 2190 "SC clocks NOT phase locked" 2t ™A A 7} YHERE 4= Q)
FH o= FAE = F5 4T

v SCo]| Solaris OS A %]
1. SCel Solaris OS7} o} 7] A x| = o] Q%] & Y
s A S Bl A A3 Solaris A X QA S FZSHH A L. S &gy
a. A= £3ste] 243 Solaris 059 D] =2 A X Ythed] o] A €] "SC 43T
Aol 2 A B2).
SutE WA 2 g X7} §lS 5, SMS "= A2 @ F 2 SC AFE E-719] o] f = SC
ol A 74&A dlo] Al ztakA] gyt
b. 0SS Entire Distribution 1525 Aest},

c. English, C, A Y S AEgYt) SCol A SMS 1.6 o ¢] 2] 2] X E Solaris
0S =AY S A ﬂo]-x] 5T

rlo
o
o
n
=3
0

=.
)]

o
»
il
(0
it

[¢]

o

3 E

16  System Management Services(SMS) 1.6 A x| etLifA « 20063 6



2. Java™ 1.2.2 AT E¢o]7} 7| 2 o E gl A X% J=A Felgh),
]i tEE = /usr/javal. 2/ bi n/j ava9dHt}. Sun Fire Interconnect 22>~ E 9]
E AE Fo)1 Java 1.2.2 AZE o7} 7| E ) H E g o A X o] QA &S A9

SMSE A28 erg L.

nio)

F —Java 122 AZE o] A T SMSE A T thA] A 24 Al S

v oA SMS 1.6 AZE{ o =2t

2 — Solaris 9 OS-& SMS 1.6 &= E g0} ¢} Solaris 10 OS-& SMS 1.6 & E ¢]o] Alo]
o] A Aelsk 4= 9l Yt} Solaris 9 OS7F A3 £ A~ A o] 7] ol += Solaris 9 OS&
SMS 1.6 iiE-‘r’ﬂOi Wk A X & 4= 9l 0.1 Solaris 10 OS7} 4 8 S92l A|~E A o] 7] o) =
Solaris 10 OS& SMS 1.6 ZtiEE Jolwt A X 4= JHUt. 18R g 73—‘% 2] =

A5 g o)

1. 9 BH&AHE AL&35F] http: // ww. sun. conml servers/ sw 2 o] 534 A 2.
2. System Management Services(SMS) ¥ =& 83T}

3. A3 Z2l Solaris OS¢l W} SHIE SMS 1.6 2 ZE o] & A eslo] th&Z =3}

m Solaris 9 OS-SM5- 1_6- S9- sparc. zi p %%
m Solaris 10 OS-SM5- 1_6- S10-sparc. zi p 3¢

4. FHFAZ SCol g
5. AXESOE e 2Ed A2 HHEE W

T
*

sc: # cd /download_directory

b 3o 29 Aol wet e 2Ed o] gHe Fuvh

&
>~

sc:# unzip SMS-1_6-S9-sparc. zip

o

=3

sc:# unzip SMs5-1_6-Sl10-sparc.zip

o] bES EW SMS 1.6 ¥ 71 X1 = /download_directoryl sms_1_6_spar ¢/
Syst em Managenent _Ser vi ces_1. 6/ Product °l ¢ %34 H 1t}
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F —snsinstal | ~23YE 2 snsupgrade Z=IHEF /download_directoryl
sms_1_6_sparc/ Syst em Managenent _Servi ces_1. 6/ Tool s t]HE g ¢
)5k A Pt} o]v] [ opt / SUNBMS/ bi noll A X 2 HEES AL§31#] Zal o]
gaEg o Q= 2AHEE ARGt dadols 9 Ax] TRA|~E Fas) ok

o

v SMS A& E 9o A X
1. 954 R sCol =1l

2. TJAEFE spsinstal | 23HES 99X &2 WA YT

sc: # cd [ download_directory/ sms_1_6_spar c/ Syst em Managenent _Servi ces_1. 6/ Tool s

sneinstall 2T HEE= AX T2 A9 o] GAE AEo 2 £}

3. smeinstal | (AM) 2T HEEZ A gsto] HX] TZAAE A2 o)

sc: # ./snsinstall directory_name

o 714, directory_name-> SMS 3} 7] % 7} -2 =¥ O A E 2] (/download_
directoryl sms_1_6_spar ¢/ Syst em Managenent _Servi ces_1. 6/ Product )&

yebdyoiazsol A o] "slo A SMS 1.6 AL E¢o] the-m =" Fx).
Solaris Security Toolkit 4.2 3| 7] %] 7} A x| g U t}. o] o} §-AFSE WA 2] 7} A Y ]

The followi ng package is currently installed:
SUNW ass Solaris Security Tool kit
(Solaris) 4.2
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2AHETESMS 71 A& AA gt o] ek FARRE WAA 7F AT Y T

Installing SMS packages. Please wait...

pkgadd -n -d "../Product" -a /tnp/snsinstall.admn n.24308
SUNWscdvr . u

SUNWBMSr  SUNWBMSop SUNWBMSAT  SUNWBMS] h SUNWBMSI p - SUNWBMVBM
SUNWSMSob

SUNWBMSod SUNWSMSpd SUNVBMVSpo SUNWBMSpp SUNWSBMSsu SUNWIfr. u
SUNWUIf u

SUNWwccm

Copyright 2006 Sun M crosystenms, Inc. Al rights reserved.
Use is subject to |license terns.

Install ati on of <SUNWscdvr> was successful.

[...]

Verifying that all SM5 packages are installed. K

Setting up /etc/init.d/sms run control script for SM5 1.6
Setting up /etc/init.d/zoedsns run control script for SM5 1.6
[ et c/ opt / SUNWBMS/ SMS1. 6/ st art up/ zoedsns.

Attenpting to restart daenon picld
letc/init.d/picld stop
letc/init.d/picld start

T —snsinstal | (IM) =23 HE T/ opt / SUNMBMS/ man/ smanimt] g E ] o] SMS
Wl HolA & As oz AXFUT. FES T35t ™ o] YA & WMAdA AL
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4, AR ZTRANAE Z
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R
SMS 7] A7} A A HH A HET} F3 ZR2AAE A AU

Runni ng Sol aris Security Tool kit 4.2 hardening on System
Controller.

[ NOTE] The foll owi ng pronpt can be disabled by setting

JASS_NOVI CE_USER to O.

[ WARN] Dependi ng on howthe Sol aris Security Toolkit is configured,
it is both possible and likely that by default all renote shell
and file transfer access to this systemw || be disabled upon
reboot effectively | ocking out any user without consol e access to
the system

Are you sure that you want to continue? (YES/ NO [ YES]
[ NOTE] Executing driver, server-secure.driver
Sol aris Security Tool kit hardening step executed successfully on

the System Controller but it will not take effect until the next
reboot .
Bef ore rebooting, please nake sure SSH or the serial lineis setup

for use after the reboot.
snsinstall conplete. Log file is /var/sadm system | ogs/snsinstall.

F —sneinstal | 2AHENA A% AP Yel=AE EE YES/NOZFZEV| §F
JE Ak o] ZEZE SH3A ol FUt) sl 2T HE= vlZ 73 T2A A

Qg

S~

i

5. & Abgho] SColl 9402 21918 5= Q%= 3le] W Solaris Security Toolkit®]
/etc/hosts. al | ow 3-8 W75 o} A FH s oF gt

- Qg AR 2t

4
N
oo
i)
o
fru
wn
'9)
-
Y
[o
fru
fr
M
rO
et
¥
5
zy
T
v

s 2 AR EY A0 del i AASE A Tele
Huy ok vk, 1otk d(sshd) 554 K9] 7] Fko] LOCAL®] 7] wEd Yt} 3}
A o] o] th53 o] yetof
sshd: LOCAL

s AR A0 2Rl £ RS Sels A, ss
Uk g o] o] vt o] vpEbutoR gyt
sshd: ALL

m UFE SCol AL oA 28 Al dkael = S ss gm0 t3) = sce) of
55 AAFYLE d& 59, 5 SC7F mai n-sc02. %3 ¥.% SC7} spar e-
sclo = A" ¢ 5 SColl gk s o] 2 th&3} o] Lpetrtof gtk
sshd: spare-scl

>
o
ol
Jfu
o
4
il
>
—
—
fru
rE
ol

s

20 System Management Services(SMS) 1.6 A x| tLfA « 20064 6



HZSCo Uk g 9] 2 &3 o] YERtok gt
sshd: main-scO

/ etc/ hosts. al | ows} 3k 24| 3k W82 Solaris Security Toolkit 4.2

Ao
Reference Manual& ZZ 314 A 2.

SColl 9 2] A A
SMS 9| X]+= htt p: / / sunsol ve. sun. conpl| A AFE 715Ut

SMS LI Egojo] thgt sjA & HAA 87| Hefl o] A S w2 Jag 45 ddd
e Aol Al S o

m A 2Hlo] oFA ] o]of T},

m A3 =2 DR %Z}lo] glojof gt}

n Evlelo] A% EE FR FolA gholok g,

n AF§A7F Al#FeE dat asyne E+ cndsync 2 o] 218 Fo]H kg YT
2] AAE A7) el B ]l BE B A WA S R L.

£

A AR5 AlZFsL7] el & X
L. A Aol g A Ol o2 A el s AUt

. SColl ZYE FEA Ao w 2%
. 7 SC BEF X5 A}
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. o] Ao A sneconfi g~ HEE AFESFe] SCOll tigt MIEY A 742 A3 FH
. AF& F<1 Sun Fire # i1 Al 2=8lell djgk &7 Al St A o] U85 ¢ 2Hd .

Z _ NONES net_id2 AF23o] 11 MEY T FANA =H S A9 4= &1t} o]
AL 1 UYEL I A L8 Yr).

_¥~L

A ® sColl Z1elgr},

P
T
. e fEskel MAN A4S 14, A E 3 WA

e

sc: # [ opt/ SUNWBMS/ bi n/ snsconfig -m
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snsconfi g -m™ &l of gk 2kA &k -8 System Management Services(SMS)
1.6 Administrator Guide®] "MAN 74" & % snsconfi g "7 HAo|A & =
AL

sc:# ./smsconfig -m

The platformnane identifies the entire host nachine to the SMS
software. The platform name occupies a different nane space than
dormai n nanmes (hostnanes of bootabl e systens).

What is the nane of the platformthis SM5 will service [sunl5]?
sunl5

Configuring the External Network for Community Cl

Do you want to define this Community? [y,n] vy

Two network interfaces controllers (NICs) are required for |PW
network fail over.

Enter NI Cs associated with comunity ClL [eriO eri3]: [Return]

Enter hostnanme for eriO [sunl5-scl-eriO]:[Return]
Enter | P address for eri0O: 10.1.1.52

Enter hostname for eri3 [sunlb-scl-eri3]:[Return]
Enter | P address for sunlb5-scl-eri3: 10.1.1.53

The Logical/Floating | P hostname and address will "float" over to
whi chever systemcontroller (SCO or SCl) is acting as the main SC

Enter Logical/Floating IP hostname for community Cl [sunl5-sc-
Cl] : [ Return]

Enter I P address for sunl5-sc-Cl:10.1.1.50

Enter Netmask for conmmunity Cl: 255.255.255.0
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Enter hostname for comunity Cl failover address [sunlb-scl-Cl-
failover]:[Return]
Enter | P address for sunl5-scl-Cl-failover:10.1.1.51

Host narme | P Address (platformsunlb)
sunl5-sc-Cl 10.1.1.50
sunl5-scl-Cl-fail over 10.1.1.51
sunl5-scl-eri O 10.1.1.52
sunl5-scl-eri 3 10.1.1.53

Do you want to accept these network settings? [y,n] vy
Configuring the External Network for Conmmunity C2
Do you want to define this Community? [y,n] n

Configuring |1 Managenent Network - ‘11" is the Domain to SC MAN
MAN |11 Network Identification

Enter the I P network nunber (base address) for the |1l network:
10.2.1.0

Enter the netmask for the |1 MAN network

[ 255. 255. 255. 224] : [ Ret ur n]

Host nane I P Address (platformsunl5)
net mask-i 1 255, 255. 255. 224
sunl5-sc-il 10.2.1.1
sunl5-a 10.2.1.2
sunl5-b 10.2.1.3
sunlb-c 10.2.1.4
sunl5-d 10.2.1.5
sunl5-e 10.2.1.6
sunls5-f 10.2.1.7
sunl5-g 10.2.1.8
sunl5-h 10.2.1.9
sunlb5-i 10.2.1.10
sunl5-j 10.2.1.11
sunl5-k 10.2.1.12
sunl5-| 10.2.1.13
sunl5-m 10.2.1.14
sunl5-n 10.2.1.15
sunl5-o0 10.2.1.16
sunl5-p 10.2.1. 17
sunl5-q 10.2.1.18
sunl5-r 10.2.1.19

Do you want to accept these network settings? [y,n] vy
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Configuring |2 Managenment Network - '12" is for SCto SC MAN
MAN |2 Network Identification

Enter the |IP network nunber (base address) for the 12 network:
10.3.1.0

Enter the netrmask for the 12 MAN network

[ 255. 255. 255. 252] : [ Ret ur n]

Host narne | P Address (pl at f or mmsun15)
net mask-i 2 255. 255, 255, 252

sunl5-sc0-i 2 10.3.1.1

sunl5-scl-i2 10.3.1.2

Do you want to accept these settings? [y,n] y

Creating /.rhosts to facilitate file propagation...done

MAN Net wor k confi guration nodified!

Changes will take effect on next reboot.

The fol |l owi ng changes are about to be applied to the "/etc/hosts”
hosts file.

ADD: 10.2.1.2 sunl5-a #snsconfig-entry#

ADD: 10.2.1.3 sunl5-b #snsconfig-entry#

ADD: 10.2.1.4 sunlb-c #smsconfig-entry#

ADD: 10.2.1.5 sunl5-d #snsconfig-entry#

ADD: 10.2.1.6 sunl5-e #snsconfig-entry#

ADD: 10.2.1.7 sunl5-f #snsconfig-entry#

ADD: 10.2.1.8 sunl5-g #snsconfig-entry#

ADD: 10.2.1.9 sunl5-h #snsconfig-entry#

ADD: 10.2.1.10 sunl5-i #snsconfig-entry#

ADD: 10.2.1.11 sunl5-j #snsconfig-entry#

ADD: 10.2.1.12 sunl5-k #snsconfig-entry#

ADD: 10.2.1.13 sunl5-1 #snsconfig-entry#

ADD: 10.2.1.14 sunl5-m #snsconfig-entry#

ADD: 10.2.1.15 sunl5-n #snsconfig-entry#

ADD: 10.2.1.16 sunl5-o #snsconfig-entry#

ADD: 10.2.1.17 sunl5-p #snsconfig-entry#

ADD: 10.2.1.18 sunl5-q #snsconfig-entry#

ADD: 10.2.1.19 sunl5-r #snsconfig-entry#

ADD: 10.2.1.1 sunl5-sc-i 1l #smsconfig-entry#
ADD: 10.1.1.50 sunl5-sc-Cl #snsconfig-entry#
ADD: 10.1.1.51 sunl5-scl-Cl-failover #smsconfig-entry#
ADD: 10.1.1.52 sunl5-scl-eriO #snsconfig-entry#
ADD: 10.1.1.53 sunl5-scl-eri3 #snsconfig-entry#
ADD: 10.3.1.1 sunl5-sc0-i 2 #snmsconfi g-entry#
ADD: 10.3.1.2 sunl5-scl-i 2 #smsconfig-entry#
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Update the hosts file, "/etc/hosts", with these changes? [y,n] vy
Hosts file "/etc/hosts" has been updat ed.

The following information is about to be applied to the

"/ etc/net masks" file.

ADD network: 10.1.1.50, nask: 255.255.255.0

ADD network: 10.2.1.0, mask: 255.255.255. 224

ADD network: 10.3.1.0, mask: 255.255. 255,224

Update the netnasks file, "/etc/netmasks", with these changes?
[y.n] vy

Net masks files “etc/netmasks” has been updat ed.

snsconfig conplete. Log file is /var/sadn systeni| ogs/snmsconfig
ScC: #

T —snsconfig - m& AFE-38te] sl SColA UMEY A 74 &
MEUENA TS AN U MEYT 78S Ao L‘” w2 F U

oy

6. /etc/nsswitch. conf 34S #AFgg Y},
passwor d, group, host s, net masks % et hersoll tjst AAHA] &2 il esolof
Utk filesd Q&% nis =& DNSQ‘r Lo AL T UE o5 AH AH s

el g

sc: # vi /etc/nsswitch. conf
bé;sswd: files nis
group: files nis
H;)'-sts: files nis
net masks: files nis
éi'hers: files nis

ZF —smsconfi g /etc/ netmasks 2 /etc/inet/ hosts 345 SCol T3k B E
H A EAE o5 =8 FAR ﬁtﬂolEﬁL‘/]E‘r.

7. Q3% 79 NIS, NIS+ == DNS¢} 22 Solaris OS ¢ & A A AZE o= ¢4 o]
&
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scO: # / opt / SUNWBMS/ bi n/ smsconfi g -a -u username - G groupname domain_id| pl at f orm

A

m usernameS A Z2EAF] AL82)F AA o] &)
= A<l adm, rcf g, oper = sve & atubd
a domain_id= =H<ld] U IDA YT G&3F =9l IDE= ARE R7FA o] o) A%
A TEEA] FE U
dg 5o, =rldl A tlHEg] o] g A2 ALEAHS drmaadm ZLE-el F7}a e
oS dEdy e

m groupname> a3 1F

sc0: # /opt/ SUNWSMS/ bi n/ smsconfig -a -u fdjones -G adm a
fdj ones has been added to the dmmaadmm group
Al privileges to domain a have been appli ed.

F —/etc/group 32 SMS 150l M AHEAE FF o R FI1EA] npA Al Q. o] A
2 Abg A gigk AN 2~E A s AY AR 5 dFU T

3. SMS 1§ % ) S tdstelw v B S AL v,

sc0: # /opt/SUNWBMS/ bi n/ smsconfig -1 domain_id| pl at f orm

ANE Eol, TAF AFL 2L W

rin
>
oo
Y
il
T
e
ol
I,
1*)
ui
oo
tlo
jines
)
i
i
A

sc0: # /opt/ SUNWBMVS/ bi n/ smsconfig -1 platform
f dj ones
jtd
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v 5 SCol A 4 T 75

HZESCol AR T2l A9 o] A5 AT = AdFUch A 3 "ME(CSN)E
SCol gt 71 F38llof &) A Al Y= M3 = Sun Fire & il Al

ojule] a3 A HAE FAEYYTE o] dd WHEE Y
g A Al ke = #lol el EAIE YT

moi

F - sMs A4 AAWEE 71 %5}7] el Aaolok gk

1. pl atadm S 2h= AFEALRE 5= SColl =119y o

=
2. o] RS dgste] Tk ddo] AR A=A dETd Y

scO: sms-user: > [ opt/ SUNVs s/ bi n/ showboards -v | grep CS

CcsO On - - -
Cs1 On - - -
= B 0] AA 9O IHAR o FF
s FYW Aol AA U wow, e 3YL Aol AU AU

sc0: # poweron csO csl

3. showpl atform -p csn B#H S ALE3te] AlA & RIS E YA
AL D HS 7} ojm] 755 o] = A, the ool A dEbd ti® E 9 o] A
Ut
scO: sms-user: > [ opt/ SUNWs s/ bi n/ showpl atform -p csn
CSN:
Chassis Serial Nunber: 353A00053
n AN AR W EA S g SR el T ok,
n AA A ST FAI A e Aol = v A 9F 2o setesn H#H O AfA]
dA MSE VISP
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4 AN QY WEE 7S G,

scO: sms-user: > [ opt / SUNWBMS/ bi n/ set csn - ¢ chassis_serial_number

] 7|1 A, chassis_serial_number= A& %<l Sun Fire & 113 A ~8 & 2 ¥ 3}
Yt) dutg FA4 5o Al 2E ARA] ghHe 9l o] Hoﬂ’ﬂ MA 4H HE

e},

g

% o

2]
Folg

e i

v A Beol A AJd s 2/ 5t

SMS9] Holl A& 57] 918l Al ~"S = 7] A2 (STOP- A<= [Return]
[~] [Control-B]Z WA F A5 th ot AAE AF&35te] diA] Belo]a A|EAE 24
skt

1. &9 FAZ SCo| 213t}

2. /etc/defaul t/kbd Itdol A v F& T4 2-A4 5},
#KEYBOARD ABORT=al t er nat e

o]+ 5CE AREH W ALFUT oA melol = AR e thF AT )L
saslo] A o] "D Al Heo] 2 Al AHEIS FAEIAA L

v A= Ao 7] AEE
SCE AFHEH SMS AZEQoj & AT off A A& A3t LA skg Yk
1. SCo =¥ A= 21218 F OpenBoot PROM L E X EZ 173t}

sc:# su -

passwor d: superuser_passwd

sc:# shutdown -y -g0 -i0
. [ system nmessage]

ok

2. SCE AF-E

ok boot -rv
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v SC = A PROM ¢ 1dg o=
fl ashupdat e(1IM) 8-S 23t ZH & (pl at adm) #3Ho] o of ghTh
1. pl at adm AES 2t AR AR A SColl =2 T

2. fl ashupdat e & A}-&3}4] f p0 =2 A PROMS 28 ol =3t

sc: sms-user: > fl ashupdate -f /opt/ SUNWSMS/ fir mnvar e/ SCOBPi ng. di scO/ f pO

3. fl ashupdat e 2 ThA] A}-&3l0] HE 3o duke o|n A2 fpl = A PROMS
041;1/]] o] L= 61—141;]_

m CP1500 ®.=2] 7§, nSSCPOST. di ©|v|#| ¢} 8+ f| ashupdat eE AF&-F 4T}

sc: sms-user: > fl ashupdate -f /opt/ SUNWBMS/ firmvar e/ nSSCPOST. di
sc0/fpl

m CP2140 ®.=2] 7, 0SSCPOST. di ©|w|A| ¢} 8+ f| ashupdat eE AF&-F 4T}

sc: sms-user: > fl ashupdate -f /opt/ SUNWBMS/ firmvar e/ 0SSCPOST. di
sc0/ fpl

f | ashupdat e(1M) ™ & o] tj gk 2pA4] g+ U] -8 System Management Services(SMS)
1.6 Reference Manual == f | ashupdat e "7 #H o] A & FZ344A L.

4. SCol| =¥ F-A 2 21208 ¥ OpenBoot PROM Z & X E 2 M7t}

Sc:# su -

password: superuser_passwd

sc:# shutdown -y -g0 -i0
.[system nmessage]

ok
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v A TEAA 4R
4 9% SCARY S FEATHA 155 0] A e] "M Ful"e] AR A Hshol

n A H =
SCE 1743 W7t BAekA B2 SCE A,

p A 2 BZSCANES i Al4E BE ZgA PROMS ¢ do]Esl t}h
S ke HollA A & Fof XS &35
n 3070 %] 9] "Al A~ K= FeA] PROM ¢ 1eo] ="
a 313 0] %] 9] "Hol] ] &4 3}

1. pl at adm AgHS 2= AFEAFE A F SColl = 21§ T

2. fl ashupdat eZ AF&3}o] =r¢lol] ¢l CPU = A] PROMS ¢ g o] =gt}
n 54 =Hcle gl BRE BES o Ese W v doaet 2ol -d FAE A}
_9_61—1/]14_’

Ml

sc0: sms-user: > flashupdate -d <domain-indicator> \
/ opt / SUNWBMVS/ host obj s/ sgcpu. fl ash

n Svde] 3l

rr

E
=

o

BEE QJujolEskeld vhe ool Ak ol - f S AHETIT

sc0: sms-user: > flashupdate -f /opt/ SUNWBMS/ host obj s/ sgcpu. fl ash location

bl & g,

ol
al

location G- oS =
board_loc
board_loc/FPROM_id
FPROM_id= Al &=¥] B = o] 54 FPROM(FP0 %+= FP1)S Y dlo| Edte &= 4 $-
o vk %] A & t}. MCPU y_tﬂ I/O €%& AH&3tal A& W board_loc th-3}
e g M & e

Sun Fire 15K/E25K Sun Fire 12K/E20K
SB(0. . 0. 17) SB(O0. .. 8)
1 (0..0.17) 1 (0. ..8)

T2 FPROM_id A1 & R E Z 3o f&f 33}
FPO, FP1
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ol & 01, SB4/ FPO 914 += &% 49 $li= CPU H.=¢] FPROM 0 YEld Yt
4 ATH AQOR WE G 42U A Fi A7} H2EPOST) Ao} ST
AR hpost & Fasto] A FoJE Al2E B &3
n & BEo] 9, del et eboar d(1M) %= addboar d(1M) & &5 AF-&-3}

hpost & G354 Al 2
n l%ﬂi]]?lo BE RE9] 9, setkeyswi t ch(1M) ®H #H S A}-83}4 hpost & 433}

A2

o

Fof — A F-E A] Al HeoE EAd8l8lA] 25U set keyswi t ch(1M) & & A}
3te], ol = &4 354 A L.

sc: sms-user: > [ opt / SUNWBMS/ bi n/ showf ai | over -v
SC Fail over Status: ACTI VATI NG

sc: sms-user: > [ opt / SUNWBMS/ bi n/ showf ai | over -v
SC Fail over status: ACTIVE

st sCol A F718H7F Al gyt 5 SCrh BE sCot &

setfail over &8 &
Aol A AEl= ACTIVATINGI YT 571387} ks =, e e

7185 = Boh, &
ACTIVEZ} @t}
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I O,
@

102

o

9

® 32 =] 1 2 HESC T % o] el AX] % Solaris OS 2 SMS9] H &
B 157] A3 Ak S yebdy Y Eol el St E B SColl AatE
P A L. & 3-29 A YERE FL S8 ofof sl= AAe] AR Ho IdHY
ok ZF Aol = B HAAE o] TAAA 2S¢ JEF Ho| X HErt x3H E
Ytk

£ 32 Y3 ¥ A9 Solaris OS ¥ SMS AT E go] B

.32 0] A 9] "B % SCof| o] Mol A%

I T S R I

| 4 Solaris O 412"
333 0] %] ©] "H.Z SCol| o] ol A A ¥ SMS W A A"
]2 ¢] "B % SCo SMS /4 B
14 €] "5.% SCol SMS 73] 41"
& BEEENEREDER L
14 ¢] "AF& A} @ g2 A A
]
|

A o] " A Blo] A Al E s &g st

.42 0] A 9] "H 2 SC A H-E"

. B.Z 8Col| o] ol 2% Solaris 0SZ A ] Ut}
A 3& B 443 Solaris A% JUAE FEZFAA L. & AT YT
a. A5 EFsto] A3 Solaris 0S| P =5 AA Gy thed o] A 9] "SC £ZE
o QAR Fx).
2l WA 2 X7 1S A5, SMS & A2 o F 2 AFE-E 4= ¢l SCe] g
& st A] sColl A9 7F8A bl o] A =shA] EEu
b. OS2 Entire Distribution &S Agg}.

English, C 2AY S Aegyt},
SMS 1.6 SColl o] o]2]¢] t}E Solaris ZA Y-S A D3tA] &5}
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2. Java 1.2.2 A Z E 9]0 7} 7] g E gl A X =
gy

o
rO
ol
i
e
O
dlo
ol
o,
o
fins
e

sc:# java -version

71¥ g E2 = fusr/javal. 2/ bi n/j ava$d Yt} Sun Fire Interconnect 2>~ E ]
o & AHE FolM Java 1.2.2 X E o] 7} 7] T EE g o AX| o] QA &2 S,
SMS+= Al &FebA] 5 U T

i

T —Java 122 2ZEg o & A A3 T3, SMSE FA| 5 thA] Al 284 Al Q.

v HZ SCo| o] o] AAH SMS H & A X
1. FHFAZ BE SsCo 21213},

2. ¥ EFE sneinstal | 2THE gx=2 HAZ YT

scl: # cd /download_directory/ shs_1_6_spar c/ Syst em Managenent _Servi ces_1. 6/ Tool s

sneinstall 23 HPEE= A T2 29 o] GAS AEo 2 £33},

3. sneinstal | (IM) & & Aasto] Gade|ls T2 A 2E A ZEH T,

scl:# ./snsinstall directory_name

o714, directory_name-> SMS 3} 7] | 7} th2-2 =¥ YA E 2] (/download_
directoryl sms_1_6_spar ¢/ Syst em Managenent _Servi ces_1. 6/ Product )&

HebdU Tz o] A o] "ol A SMS 1.6 2T E o] v R E" x).
Solaris Security Toolkit 4.2 3} 7] %] 7} A x| g Lt} o] o} FAFgE W A| A 7} A5 Y o

The following package is currently install ed:
SUNW ass Sol aris Security Tool kit
(Solaris) 4.2
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2AYHETESMS #7121 & A A gt}

Installing SMS packages. Please wait...

pkgadd -n -d "../Product" -a /tnp/snsinstall.admn n.24308
SUNWscdvr . u

SUNWBMSr  SUNWBMSop SUNWBMSAT  SUNWBMS] h SUNWBMSI p SUNWBMVBmM
SUNWSMSob

SUNWBMSod SUNWSVSpd SUNVBMVSpo SUNWBMSpp SUNWSBMSsu SUNWIfr . u
SUNWUIf u

SUNWwccm

Copyright 2006 Sun M crosystems, Inc. Al rights reserved.
Use is subject to |license terns.

Install ati on of <SUNWscdvr> was successful.

[...]

Verifying that all SM5 packages are installed. K

Setting up /etc/init.d/sms run control script for SM5 1.6
Setting up /etc/init.d/zoedsns run control script for SM5 1.6
[ et c/ opt / SUNWBMS/ SMS1. 6/ st art up/ zoedsns.

Attenpting to restart daenon picld
letc/init.d/picld stop
letc/init.d/picld start

T —snsinstal | (IM) =23 HEE [ opt / SUNMBMS/ man/ smanimt] 8 E ] o] SMS
Wl HolA & AT oz AXFUT. FES T35t ™ o] YA & WMAdA A L.
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4, AR TEANAE Z

=
R
SMS 7] A7} A A HH A HET} F3 Z2AAE A AU

Runni ng Sol aris Security Tool kit 4.2 hardening on System
Controller.

[ NOTE] The foll owi ng pronpt can be disabled by setting

JASS_NOVI CE_USER to O.

[ WARN] Dependi ng on howthe Sol aris Security Toolkit is configured,
it is both possible and likely that by default all renote shell
and file transfer access to this systemw || be disabled upon
reboot effectively | ocking out any user without consol e access to
the system

Are you sure that you want to continue? (YES/ NO [ YES]
[ NOTE] Executing driver, server-secure.driver
Sol aris Security Tool kit hardening step executed successfully on

the System Controller but it will not take effect until the next
reboot .
Bef ore rebooting, please nake sure SSHor the serial lineis setup

for use after the reboot.
snsinstall conplete. Log file is /var/sadm system | ogs/snsinstall.

BIEA S B YES/NOZEZET %

F —smeinstall 23 HENA AL FPL &
= IAUL i 2 HEE R 43 T2 A~

A E A gt o] ZEZE| $5tabA| ghof

£ QAP

/etc/hosts. all ow 3 IS HAI o} AF-E & oF ),

= AE =] sl o s Al e B S WA A Sotle
Huh fukstd, Bot d(sshd) =4 K 2] 7] gko] LOCA
o] o] th-g3 2ol Lhertof gt
sshd: LOCAL
s AR AR 208 5 e = 49, sshd s HFAHEE ALLE ¥ H
U 9k o o] vhgt o] yetol gt
sshd: ALL

_;
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s UHE SC°ﬂ oj sl A gk A A 7§T sshd 57 1o U3 o2 sCe
o|FS AAGFULE dE & in-sc0o = A3 B2 SCr}
spare-scl1o® A A 49 F SCell gt 3] P2 thF3} o] yeprfof 3
ISh=3

sshd: spare-scl
X% SColl gt 3 o] L th53 o] yEfuoF Syt
sshd: mai n-scO

/etc/hosts. al | owa} ol of g =}A| g+ -8 Solaris Security Toolkit 4.2
o

o
Reference ManualS 3% 3} Al &

=

v H X SCol| SMS ++4 &+

® smsbackup 7Ll snerestores AP F}.

scl: # /opt/ SUNWBMS/ bi n/ snsr est or e filename

o714, filename-> snsbackup(IM)ell &3l 2Hd € W ol gk A2 F =Py
t}. filename2- 3k o Eﬁﬂ AA A= o5& E thoo] Y& AdZE U E
A HolZ FA] 5 A28 ooy & 4 AF U filenameo] A7 o]
A g o FI FAlE Y

v X SCo| SMS 3 %] A ]
SMS ¥l X]+= ht t p: / / sunsol ve. sun. conpl| A A& 715yt
SMS Az Egolol tgh x5 HA|3t7] Hol| o] A& w23 g Ag Hud
ezl Al & H Y T
n A Z=glo] b w o oF
@ =< DR &7}o] glofof gt
n Eulo] Al = TR Fo] A grofof g Th
m AF8A7F A2 dat asyne B cndsyne ZFgo] 18 o) ¢k u T
2] AR E Al EeE] Ao BE B}l BE B A WA S SRt Al L.

A2 AAE AlzFeE7] el s =] 2k g Al
BAA Q. s 2] el 2okg A3 o] o]

A

e}

9 el AL A ¢

1. Bx SCol ZHF #ax Ao 29y,
2. B2 SCol A= AA g Th
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wo WMEHAA A4

. o] Aa}oll A smeconfi g~IAHEE AFESle] HE SColl et M EY T A4S 2 S
Eh=y

. A8 F <l Sun Fire #3135 A| =8l thdk 4 A kA o &S ¢lar 2 gk

T _ NONES net_id=2 Ab&3to] 1T UIEY T A A =HelS A9 5 A5t o
AL YMEY A9 A8}

=

§AR BE SCol Z191F T}

& Q1eskol MAN 24$ £4, 9E % A4,

RUR

KN
=

scl: # [ opt/ SUNWBMS/ bi n/ smsconfig -m

& FQ A=Eo oigk A3 AE St e dAd g FRE ARE Ve =z 4
off Tt

22 [Pv4E YHE = do]Hy, o] do = A& 52 Solaris OS B Aol A|-&% 7] &
AE A

AR

2 —E}m ol UrEM IP 524 %A}ﬁxu ola| 2 E7] 93 oAtk AFE Fol Lﬂ
T % Pt e ARE VESAIP
*}ﬁo}‘ﬂ AEle BYE 5 g 2

,eri0Weri3o tdk B YEYALY IP F+4+ afrsfoF g
SCOHH TdFY.

03 - )

snsconfi g-mw & o gk 2pA| g+ U] 82 System Management Services(SMS) 1.
Administrator Guide2] "MAN 4" & 2 snsconfig "7 oA & H=x Vg}
Al 2

.

scl:# ./smsconfig -m

The platformname identifies the entire host machine to the SMS
sof tware. The platform name occupies a different nanme space than
domai n nanes (hostnanes of bootabl e systens).

What is the nane of the platformthis SMS will service [sunl5]?
sunl5
Configuring the External Network for Comunity C1
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Do you want to define this Comunity? [y,n] y

Two network interfaces controllers (NICs) are required for |PWM
network fail over.

Enter NI Cs associated with comunity ClL [eriO eri3]: [Return]

Enter hostnanme for eriO [sunl5-scl-eriO]:[Return]
Enter | P address for eri0O: 10.1.1.52

Enter hostname for eri3 [sunlb-scl-eri3]:[Return]
Enter I P address for sunl5-scl-eri3: 10.1.1.53

The Logical/Floating | P hostname and address will "float" over to
whi chever systemcontroller (SCO or SCl1) is acting as the nain SC

Enter Logical/Floating IP hostname for community Cl [sunl5-sc-
Cl] : [ Return]

Enter | P address for sunl5-sc-Cl:10.1.1.50

Enter Netnmask for community Cl: 255.255.255.0

Enter hostname for comunity Cl failover address [sunlb5-scl-Cl-
failover]:[Return]
Enter I P address for sunl5-scl-Cl-failover:10.1.1.51

Host name | P Address (platformsunlb)
sunl5-sc-Cl 10.1.1.50
sunl5-scl-Cl-fail over 10.1.1.51
sunl5-scl-eri O 10.1.1.52
sunl5-scl-eri 3 10.1.1.53

Do you want to accept these network settings? [y,n] vy
Configuring the External Network for Conmmunity C2
Do you want to define this Comunity? [y,n] n

Configuring |1 Managenent Network - ‘11" is the Domain to SC MAN
MAN |11 Network Identification

Enter the I P network nunber (base address) for the |1l network:
10.2.1.0

Enter the netmask for the 11 MAN network

[ 255. 255. 255. 224] : [ Ret ur n]

Host nane I P Address (platformsunlb)
net mask-i 1 255. 255, 255. 224
sunl5-sc-il 10.2.1.1

sunl5-a 10.2.1.2
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sunl5-b 10.2.1.3
sunl5-c 10.2.1. 4
sunl5-d 10.2.1.5
sunl5-e 10.2.1.6
sunls-f 10.2. 1.7
sunl5-g 10.2.1.8
sunl5-h 10.2.1.9
sunl15-i 10.2.1.10
sunls5-j 10.2.1.11
sunl5-k 10.2.1.12
sunl5-| 10.2.1.13
sunl5-m 10.2.1.14
sunl5-n 10.2.1.15
sunl5-o 10.2.1.16
sunl5-p 10.2.1. 17
sunl5-q 10.2.1.18
sunl5-r 10.2.1.19

Do you want to accept these network settings? [y,n] vy

Configuring |2 Managenment Network - '12" is for SCto SC MAN.
MAN |2 Network Identification

Enter the | P network nunber (base address) for the 12 network:
10.3.1.0

Enter the netrmask for the 12 MAN network

[ 255. 255. 255. 252] : [ Ret ur n]

Host nane | P Address (pl at f or mesun15)
net mask-i 2 255. 255. 255. 252

sunl5-scO0-i 2 10.3.1.1

sunl5-scl-i2 10.3.1.2

Do you want to accept these settings? [y,n] vy

Creating /.rhosts to facilitate file propagation...done

MAN Net wor k confi guration nodified!

Changes will take effect on next reboot.

The fol |l owi ng changes are about to be applied to the "/etc/hosts”
hosts file.

ADD: 10.2.1.2 sunl5-a #snsconfig-entry#
ADD: 10.2.1.3 sunlb-b #snsconfi g-entry#
ADD: 10.2.1.4 sunl5-c #snsconfig-entry#
ADD: 10.2.1.5 sunl5-d #snsconfi g-entry#
ADD: 10.2.1.6 sunl5-e #snsconfig-entry#
ADD: 10.2.1.7 sunl5-f #snsconfig-entry#
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ADD: 10.2.1.8 sunlb-g #snsconfig-entry#

ADD: 10.2.1.9 sunl5-h #smsconfi g-entry#

ADD: 10.2.1.10 sunl5-i #snsconfig-entry#

ADD: 10.2.1.11 sunl5-j #snsconfig-entry#

ADD: 10.2.1.12 sunl5-k #snsconfig-entry#

ADD: 10.2.1.13 sunl5-1 #snsconfig-entry#

ADD: 10.2.1.14 sunl5-m #snsconfig-entry#

ADD: 10.2.1.15 sunl5-n #snsconfig-entry#

ADD: 10.2.1.16 sunl5-o #snsconfig-entry#

ADD: 10.2.1.17 sunl5-p #snsconfig-entry#

ADD: 10.2.1.18 sunl5-q #snsconfig-entry#

ADD: 10.2.1.19 sunl5-r #snsconfig-entry#

ADD: 10.2.1.1 sunl5-sc-i 1l #smsconfig-entry#
ADD: 10.1.1.50 sunl5-sc-Cl #snsconfig-entry#
ADD: 10.1.1.51 sunl5-scl-Cl-failover #smsconfig-entry#
ADD: 10.1.1.52 sunl5-scl-eriO #snsconfig-entry#
ADD: 10.1.1.53 sunl5-scl-eri3 #snsconfig-entry#
ADD: 10.3.1.1 sunl5-sc0-i 2 #snmsconfi g-entry#
ADD: 10.3.1.2 sunl5-scl-i 2 #smsconfig-entry#

Update the hosts file, "/etc/hosts", with these changes? [y,n] vy
Hosts file "/etc/hosts" has been updated.

The following information is about to be applied to the

"/ etc/ net masks" file.

ADD networ k: 10.1.1.50, nask: 255.255.255.0

ADD network: 10.2.1.0, mask: 255.255.255. 224

ADD network: 10.3.1.0, mask: 255.255.255. 224

Update the netnasks file, "/etc/netmasks", with these changes?
[y.n] vy

Net masks files “etc/netmasks” has been updat ed.

snsconfig conplete. Log file is /var/sadnl systeni| ogs/snsconfig
ScC. #

T —snsconfig -ma AR&3ke] g 7] SColA WEA 7435 HA3s
SCollM = MEH A 745 WAl U UENT A4S A5 o= HAieA] &
Fyrth
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6. /etc/nsswitch. conf J4S HF 3 HU‘r
passwor d, gr oup, host s, net masks % et hersol 3t A 22 fi| esofof
FUth filese L 2% nis £ DNSQ‘r T ALE T bE o)F AA M AE

EELSIEY

scl: # vi /[etc/nsswitch. conf
bééswd: files nis
group: files nis
h;)'.sts: files nis
net masks: files nis
éi'hers: files nis

—smsconfige /etc/ net masks % /etc/inet/hosts Y-S SCol 3k =&
7H Ql TXE o] 53 =8 42 A ‘?jﬂl o] EF ).

7. 98 29 NIS, NIS+ = DNS ¢} 72 Solaris OS ©] & A4 AZE o] S ¢ o]
3

v AgA 9 g A

SMS AH&- A} 15 D %7] A4 Fol AAHUTH AHEA 1§ D] AA B2 5
418 BRI

1. AR BxE SColl =128t}

2. F7KsHeE 2 ALg Aol el e 3H S 9

e,

wt

scl: # /[ opt/ SUNVBMS/ bi n/ snsconfig -a -u username - G groupname domain_id| pl at f orm

d
m usernameS A 2~¥123 o] AL A} AA o] E 91t}
=

m groupname= A& 1 A<l adm, rcf g, oper E sve F iyt

.
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m domain_id= ]01 o gt IDYY T F23 =H ol IDE AF-EH R7FA o] 4w
A5 0}7(] =

o5 5o, = A tHEL e dlgt AM =2 AFEAHE dnmaadm 1ol F715)
A oS ol E Yok

scl: # /opt/SUNWSMS/ bi n/ smsconfig -a -u fdjones -G adm a
fdj ones has been added to the dmmaadmm group
Al'l privileges to domain a have been appli ed.

=

= —Jetc/group A2 SMS T1F oA AFEAE 5o F71814] w4 Al L. o] A
= ARE A B gk AA2E A AY AR 5 dsU T

3. SMS 1% % wel AeL dasteld the 98-S AHSEh

scl: # /opt/SUNWBMS/ bi n/ smsconfig -1 domain_id| pl at f orm

G Sof, BT AR e LE AGAE BAGE 0SS gAFTY

scl: # /opt/ SUNWBMS/ bin/ smsconfig -1 platform
f dj ones
jtd

v A 2oz AlE A &4 35

SMS9] el 22E 57 %61% Al 2~H
[~] [Control-B]2 W74 ¥ &Yt} o}
s
1. FHGARE B2 SCo & 123t}
2. letc/defaul t/kbd gl A t}g S F4] 2143},
#KEYBOARD ABORT=al t er nat e

ot Bz SCE ANY Y W AePh oA Belol L Alfl el v g A F e
saso] x| o] oAl Befol 2 Al ALE" S FEAA L.

FAA 71 718 Al =[St op- Al [Return]
HAaE AFgste] tiA Blola Al A ~E &4

Oé

v B% SC A 5-H

SCE AF-"H3H SMS AXZEo] & A3 uf] AP 25 237}

Ay

)
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1. SCo| =¥ #F A2 Z 1918 ¥ OpenBoot PROM L EZEZ W7

moi'
L
ui

scl:# su -

password: superuser_passwd
scl: # shutdown -y -g0 -i0
. [ system nmessage]

ok boot -rv

SMS AT EE1eHAOE O ol

<
(e8]
o8
rlo
o,
2
I
L
Lo,
wn
<
wnn
B>

® TEJOIE 16 HHAOR Jad o)== A} qu

e YT kg2 2 79, sneupgr ade 8 ®H S AE-8Eo] SMS AZE S0l &

glo] =y k.

m SCollA] Solaris OSE alte] = dE|2ollA] th& 5 e 2= g o= Folm(o
: Solaris 9 OSell A Solaris 10 OSE ¢ LH o] =), SMS AZE o] E 1.6 A O & ¢
gyl =t = A

m Solaris OST= f1#o] =a}A] @il o]z B o] SMSHF SMS 1.6 & E 9ol &2 1
El 1Eﬂ 39 Olﬂ 7 o SMSell tigk fd1dlo] = A w o] thojo] 2 17 1-2

smeupgrade 2AHEE Jado]= T2 A X 5o SMS 34 S A5 o7 wlel

THh
olu] SMS 1.6 2Z E 9] 7} A X5 o] 9l SColl A Solaris OSE +- & 2] 2~ (Minor

)

X
=

release)= ¢ 18| o] =3} & = 7 9-(¢l: Solaris 9 4/04 OS°l| 4| Solaris 9 9/04 OS= 41
glo] =), SMS AZESJo] & iyl = f‘g g a7} gl yth SMS #H7 ¥4, Solaris OS
dagol= % SMS 374 BT AT F AFUT 7 A F 2 928 0] A 9 "5 o

2 SMS 1.6 §P7ﬂ ul el o tn B E A Z A A

v dagol=E X &alr] Ao S8 d ok &= 2

=

%

1. % SCol & i A ¢5E 5 HFL
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2. % SCol t3f pl at adm #3ko] glojok Ft},
3. F SCol| oAl SMS AXE9o]lE tpe 2= f)a g S X 4gE )

4. = SColl th5 HH S Y= 3te] SC "lolE 7} F SC Alololl A 713 A=A &g
Ytk

scO: # /opt/ SUNWns/ bi n/ set dat async backup

T SC 2 o] 94 114 = ) +=A (phase-locked) &1t} o] 5 =83 SC &
so| wy §IF el AF 2ol pY AN WAAS By

il
n

C7} OpenBoot PROM ~ & X Eof 9] AL} SMSE A a5} 4]
"SC clocks NOT phase locked”ﬂ‘r‘“ H A X 7F YERE 4= Q)

)y “'3

o
ojy =
i
vl

6. SMS 1.6 T 71 A & A X|3}7] el SColl vt A E &= & A7 A B
SColl Al-& 7153 ®Bet %“(ssh)ﬂ %Eﬂ g3t
SMS 1.6= A X|3staL SCE AH-¥ & smsins
LA AN~E Hlﬂ*@}%ﬂﬂr.

5_5
l>
W fo
i)
[m
NS
B
09;"
o
rir
o
ot
)
2
o

T — SCol A ssh& AlE &< A5, SMS &£& 3 TE53H4] R EF ssh o] =7 0] A
2 FAE WA Frieh AAIT )82 823001 4] 9] ssh o] A o] I F-4 A"
2 FEFHAA L

7. A2 B gadel =g AAE] del v EdEs 4
m A&7} A %) 3] = Solaris OS] B A o] A %] ek A

m Sun Fire 15K/12K System Site Planning Guide %+ Sun Fire E25K/E20K A] 2=l
A AE QA

o

F .

8. wAH, AN AR 9 9z 7F&A ] g 4 A K= Solaris (SPARC =% #) 2 g
2 B, AL 52l Solaris OS ¥ 71 9] Sun 3} =9]0] & Solaris H ]2 = E F-5,
System Management Services (SMS) 1.6 2872~ =E % http://sunsol ve.
sun. coms FEsH Al L

9. MAN=S A +4 & v A%<l Sun Fire A 2819 &3 A 8 el A S ZZ3514 A Q.
HIAANES gL HR7 a3y

m 9% °oE

n AA A WS

et

Y

p I HEI R T 2E 0|2 P F4 E HBrlad
p RUYRYEYI e TAE 0| P F4 U AHHnAT
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p YFUEYI e AFUE S2AE o2 P F4 D At~z

m SC =24 A o]~
m Tl 3 AFYE TAE ©

10. http //sunsol ve. sun. comoﬂ/ﬂ /\}

v daelol= A%

3% 3-38 F SC(SCO) ¥ ®.x SC(SCl) S
AlS.

el 1JrE‘rL A E A3E
Aape] Y= Ho] syt 4

ol W7} x3kuo] Q.

#33SMS AZTEO]S 16 AOE Jagol=

| theh s

O’FO
ot
&
¥0
o rr

S

2 Aol = 54 ARE of BA A 3 F YES

Y] ~ 9] Solaris ¥ x| =2
MS AXE o] & A4 A

% g relo] = w2 A2 E e,
1815 g hepd 4 o] of sk

s

% sC

1. 47| o] #] 9] "= SC 73}t Ha
2. 479 0] A] 2] "F= SCo| A ol X
3. 483 0] #] 2] "F= SCo| A SMS 27

Al

gh7d s

H 2
g

4. 499 0] A o] "B % SC 73} FH A"
5. 503 0] 2] 9] "K. % SCol| A SMS 374wl

6. 5130 %] 2] "X Z SCol| 4] Solaris OS ¢ L& o] = (X1 &)
AREh"

7. 528 0] x| o] "sho] A B SCol| th3F SMS 1.6 AL EY]
ol tgrre"

8. 533 o] x| o] "ol H 7| A7} Sl= A% B SColA
Solaris Security Toolkit ] A"

9. 53| 0] 2] 2] "2 SCo| A SMS A~ E o] 1o =
10. 587 0] #] 2] "Bz SCo| SMS 3} %] A A]"
11. 597 o] A o] "H.Z SC 45 3}
12. 60| 0] X 2] "B % SCE A|o] A %"
13. 603 ©] ] ] "W 2= SC Fe)A] PROM ¢ 18 o] ="
o]
o]

14. 619 0] X o] "H.Z A| ~H] A o] 7] A H-¢
15. 623 0] x| 2] " SCeoll A Solaris OS 4 L o] =(XA &
ALy

3% SMS162ZEQON MR E= ¥Is0l=
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#33SMS AZEo]S 1.6 AR Jrdo] =A%)

# sC Hx sSC

16. 633 0] %] 2] "o A = SColl th3F SMS 1.6 AL
Ed] gzE"

17. 643 o] %] 2] "ol 7 217} $l+= 8- 5 SClA
Solaris Security Toolkit A 71"

18. 643 o] %] 2] "= SCol| 4] SMS A E9|o] 1

o]z

19. 695 0] #] ] "F= SCell A SMS o} %] A A]"

20. 707 ¢] A €] "F= SC 45 A3

21. 715 0] 2] o] "F= Al 2= ¥ Ao 7] A H-H

22. 719 0] A &] "F SC & A PROM ¢l e o] ="
23. 725 0] A 9] " SCE A|o] T}A] A&

24. 729 o] A o] "ol X &g 5}

25. 73| 0] X 2] "A| A~ El B = ZgjA] PROM ¢ 18

ol
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g AAE FASAA L

sto] A& HAF
+ / opt / SUNW ass/ ]l Solaris Security

scl: # /opt/ SUNW ass/ bi n/jass-execute -u

A3 73} 49 (Solaris Security Toolkit A &)& A sleh= ZFZETF AP YT

A

[ xc8pl3-sc0/] /opt/ SUNW ass/ bi n/jass-execute -u
[ NOTE] Executing driver, undo.driver

Pl ease select a Solaris Security Toolkit run to restore through:
1. Decenber 20, 2005 at 11:01:30

(/var/ opt/ SUNW ass/ run/ 20041220110130)

Choice ('q toexit)? 1

[ NOTE] Restoring to previous run from

[ var/ opt/ SUNW ass/run/20041220110130

[...]

.CHOCE('q toexit)? ZTEZE FHsdlels 248 HEE J2 g

Solaris Security Toolkit AF-&-oll &t 2} 4 & U] &2 Solaris Security Toolkit 4.2
Administration Guide %+ Solaris Security Toolkit 4.2 Reference Manual-S %33} 4]
AL

T SColl A ol 2] v &g 3}

F SCol A Aol A2 W@ 5] Aol SMS7F A Fol 1 AL F FA ] A
2917 Bl a4 A Q. AR ez Fol i Weo] AR A sh=ojr} WA
%) gkofo} e}

. platadm #gHS 2= AFE AR 5= SCol| 2103t

Ty R e dE ek Aol =AE v skt

scO0: sms-user: > [ opt / SUNMBME/ bi n/ set fai |l over off
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v 5 SCol| A SMS 37 il

F —sneupgrade 2AHE = Jago]ls T ZA X Fo 2
R TGy AR, -’F%Ei A HGS FRE A Al=ES A4 o rH A Y

gt

g3t A smsbackup s}l o] H Al A}E(sns_backup. X.X. cpi 0)°]
] Ao A A8 QYEE A A S

A

ZF — 9l9¢] SsColl 9l sns_backup. X.X. cpi 0 D&t} SCo| A A& = Q5
Ve % shle 54 SC A 9 W7 B7h Ay,

scO: # [ opt/ SUNWBMS/ bi n/ smsbackup directory_name

7| A, directory_name> M TF o] A E = t]HE ] o] & ‘4
2g9] Qlojo] f¥ ke, AZAE U EYA = AFEAF 6171 /247
3 G2 of A3 = A F YT directory_names A7 1A & 75‘—?—
/var/tnpoﬂ *JQHE]HD}

2174 & directory_name-> UNIX 3} A] 2~ 8l(UFS)S. 2 w}E = of of 3}
2 A 9 Al A~ B(TMPES)S #4314 smebackup©] 2 o) 3}

directory_name©] UFSE v}-E X =] FA314] 52 745, b5 ™

é

scO: # [usr/bin/df -F ufs directory_name

UFS+ ¥ &g ARE vkskstyc), o}
[RR=

it

o =
R

Lo
=)
e
>
[
fatit}
o
ol
k1
et
r
riet
e

&

i
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2| — SColl A Solaris OSE 4 1#]| o] =3} A sneupgr ade S A 3 3}17] 2ol SMS7}

TAE A=A FAFHA L

. T SCol A SMSZ A &gk o},

o A8E Arsw g AAE SRR L
Bz SCo 2%y,
Csc ZEZEC T 9y S g she] 48 A2 vk

(snsi nstal | ¥ smsupgr ade 2~ HE+ / opt / SUNW ass/ °ll Solaris Security
ToolkitS A X g+ t}.)

scl: # [ opt/ SUNW ass/ bi n/j ass-execute -u

2 3F 73} 29 (Solaris Security Toolkit 4 )& A8 steh= ZFZET AP YT}

A

[ xc8p13-sc0/] /opt/SUNW ass/ bin/jass-execute -u
[ NOTE] Executing driver, undo.driver

Pl ease select a Solaris Security Toolkit run to restore through:
1. Decenber 20, 2005 at 11:01:30

(/var/ opt/ SUNW ass/run/20041220110130)

Choice ('q to exit)? 1

[ NOTE] Restoring to previous run from

/var/ opt/ SUNW ass/ run/ 20041220110130

[...]

.CHOCE(‘q toexit)? ZE32E FHAislelE A HEE Qg
Solaris Security Toolkit /\}ﬁoﬂ o gk 2} Al g+ )-8 Solaris Security Toolkit 4.2
]

Administration Guide %+= Solaris Security Toolkit 4.2 Reference Manual-$ 33314
Al 2

.
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50

Z SCol| A SMS &7 Wi <]

T — snsupgrade+ :Laﬂ o|= @A 27} A EE = S0k SMS A S 2} E o 2 vl
4B 5SS SHAT, FEo R Af UYS TS A A 2" 40 5 g
%“4‘?}

SMS Q] 3td & 7HA AL = A 9ol o] AxE FaAE avt stk 22 9
o] 9] sCell ¢l sms_backup. X.X. cpi 0 %Y -& t}E SColl A AH-&38F 5= gl5U ) 8
g A 54 SC oY 2 WA E7F A

.

g3 A smsbackup s}l o] H Al A}E(sns_backup. X.X. cpi 0)°]
] Ao A A8 QYEE FA A S

A

ZF — 9l9¢] SsColl 9l sns_backup. X.X. cpi 0 D&t} SCo| A A& = Q5
Ve % shle 54 SC A 9 W7 B7h Ay,

scl: # [ opt/ SUNWBMS/ bi n/ smsbackup directory_name

o714, directory_name> 9] Lol A== tHEL 9 o] F ‘4
2Hlol ol fHED, AZH WENT =& AEA7) 81 7] /227]
3 G2 of A3 = A F YT directory_names A7 1A & 75‘—?—
/var/tnpoﬂ *JQHE]HD}

2174 & directory_name-> UNIX 3} A] 2~ 8l(UFS)S. 2 w}E = of of 3}
2o A U A AENTMPFES)S A A sHd snsbackupo] 4 = st
directory_name©] UFSE v} E ¥ Q=X 244 &2 4, oh& ¥

é

scl:# [usr/bin/df -F ufs directory_name

UFSE b8 Ed] AR E vkskghcy o}

rlr
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e
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fatii}
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X Z SColl A Solaris OS ¢ 1@ o] = (A1 & A}&})

Aok A = 343Ut} Solaris OS W SMS A E gjojuk f 18 o] =3} a1 =}
st 4%, o] AR5 A A L. v = 52Jﬂ°]49] "ol A B Z SColl t] 3k SMS 1.6 &
TES o] thER =M ] EOV\] Al L.

ol A Solaris OSE 4 1d o] =3 A snsupgr adeS A & 3}7] Aol SMS7}
2] ol skl Al &

. Solaris OSE J1g ol =gt}
g A3 B A4 Solaris 2] QPHAE FXHIA L. theS E1FH T
a. WYX & E3gslo] 4 A3l Solaris 052 A2 =5 A X T o6 0] A 2] "SC 43
ol a7 A E Fx).
o2 Al 2 )27 §lE A5, SMS i Al ZF 5 B A
E el A SCol A 9] 7HEA o] Al &elA] 5 U T

IH

)

b 5 9l

Lo
oy
R}

rr

SC

b. OS] Entire Distribution 1&2 A&gyc}.

c. English, C ZAYS et}
SMS 1.6%= SColl @] o] 9] 9] th& Solaris =AU S A Ust#] FHFHT

. Java 1.2.2 £ ESJo7h 7] HE gl A H A=A gy v EREE 9 Y

ok

scl:# java -version

71¥- e E g = /usr/javal. 2/ bi n/j ava®d Yt} Sun Fire Interconnect 2=~ E ¢
2 AE FolM Java 1.2.2 2Z E o7} 7] Ty HE o AAEo] QA &S A,
SMS= Al &FebA] 54T

MSE F4 F thA] A& <.

92)

T —Java 122 AZE Yo E A X3 t}g,

N

. A AY 223 Solaris OS X & A XY
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v oA BZ SCol| th3t SMS 1.6 2ZE ¢ o] t}-&
2=

T — Solaris 9 OS& SMS 1.6 &2 E o] 9} Solaris 10 OS& SMS 1.6 &2 E 9o Alo]
ol Al Mgk 4= )5 Ut} Solaris 9 OS7} A& 521 A]2~¥l A o] 7] ol = Solaris 9 OS&
SMS 1.6 ~Z E glojat A X8k 4= 9] © 1 Solaris 10 OS7} A & 521 A2~ Ao 7] =
Solaris 10 OS-§ SMS 1.6 AX E 9ot A x| st 4= F Ut 184 &2 -, A=

3 g o}

1 9 BebSAE AFgte] the ) Apo ER o] a4l Al L.

http://ww. sun. com servers/ hi ghend/ sns. ht m

2. A3 %9 Solaris OS°ll e} SHE SMS 1.6 2 ZE o] 2 A glsto] -z =g},
m Solaris 9 OS-SMB-1_6- S9-sparc. zi p 3
m Solaris 10 OS-SM5- 1_6- S10-sparc. zi p 3¢

3. H.Z SC(scl)ol Hf-A = Zelsty ).

4. £TEGOE RS A2 RS WA

scl: # cd /download_directory

o
o

5. the = shle] g5

%

e,

scl:# unzip SMs5-1_6-S9-sparc. zip
or
scl: # unzip SM5-1_6-S10-sparc. zi p

7o) FFS EW SMS 1.6 7| A=
/download_directory/ sms_1_6_spar ¢/ Syst em Managenent _Ser vi ces_1. 6/
Product o] $Jx&}A gt}

ZF —snsinstal |l 23 YE 9 snsupgrade =T HE= /download_directoryl
sms_1_6_sparc/ Syst em Managenent _Servi ces_1. 6/ Tool s fFEg] o ¢
AsHA AU fdadol= H A Z2A S A gstel ¥ [ opt / SUNBMS/ bi n
of ojp] AAHAS +F U= ZEHET ofd o] A Eg o 9A & 2AHES AL
&3t L.

6. th § Aol Bl A sMSell tisl AdH v D ad A& 25 R =g
http://sunsol ve. sun. com
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v o]l 7| X7} = A -F HZE SCol| A4 Solaris
Security Toolkit A 7|

1. pkgr m™ & & A}-83}2] Solaris Security Toolkit ¥ 7] A| & A A t}.

sc1% pkgrm SUNW ass

o] o} frAFEF WA %] 7} 2k 7] A o] T A LT}

The followi ng package is currently installed:
SUNW ass Solaris Security Tool kit
(Solaris) 4.1.1

Do you want to renove this package?

E

2 71AE A 8
ThS 2 o jy Tk Uﬂ*] 1% ﬁﬂ?lﬂoﬂ w}ﬁ} eyt

N
rE
E‘L"
T
kS

Do you want to renove this package? y

## Renoving installed package instance <SUNW ass>
## Verifying package dependenci es.

## Processi ng package i nformation.

/ opt / SUNW ass/ sysi dcfg

/ opt/ SUNW ass/ rul es. SAMPLE

/ opt / SUNW ass/ nonat ch. beg

[ opt / SUNW ass/ man/ wi ndex

[ opt / SUNW ass/ man/ sman7/ server-secure. driver.7

[...]

v HZ SColA SMS AT E o] dagol=

Z2| — SColl A Solaris OSE 4 1#| o] =3} A} snsupgr ade S A 3 3}17] 2ol SMS7}
STAE A=A 218 A 2

1. HZ SC(sc)oll 3 FAZ 2113

3% SMS16A2ZEQ0 MR E= ¥OsolE 53




54

2. YU EZE speupgrade 2 HE] 932 WA

scl: # cd /download_directoryl sms_1_6_sparc/
Syst em Managenent _Servi ces_1. 6/ Tool s

ZF — sneupgr ade(1M) 2= HE = / opt / SUNWBMS/ man/ smanimt] 8 & 2] o] SMS
Wl HolA & AT oz AXFUT. FES T5tEH o] YA & WMA3A AL

. smeupgrade(IM) =T HE S Adsto] Jaeol= ZEZA2=E A AF T

scl: # ./snsupgrade directory_name

o] 71 A, directory_name-= SMS # 7|1 2| 7} o} 2 =% YA E 2 (/download_directoryl
sns_1_6_sparc/ Syst em Managenent _Servi ces_1. 6/ Product )= YEY

52 o] A &] "ol A B Z SColl 3 SMS 1.6 AZE 9Jo] tf 2" X)),
smeupgrade 2~ HEE o] oo A9} o] 7]E 2] SMS S-S WA Wl

Attenpting to stop daenon picld
/etc/init.d/picld stop
Verifying that all SMs packages are installed

Backi ng up SMs to /var/tnp/snms_backup. 1. 6. cpi o before upgrade.
Pl ease wait...

snmsbackup /var/tnp

snmsbackup: Backup configuration file created:

[ var/tnp/sns_backup. 1. 6. cpi o

SMS backup conpl ete.

o,
o,
ali
o
A
&
o,
o,
[
ofy
rO

T - SMS g Tt R [ e o= e P B B sl

3]
=
£ SMS 1.6t}

SMS 75 M3k 3, sneupgr ade A~ HEE o] Hofl SColl A% =219 Solaris
Security Toolkit®] W& 7HA gyt snsinstal | =T HE A} o],
smsupgrade =1 HE Q] Aib= vhs A5 w2k Yo

m Solaris Security Toolkito] SCell 1+ 7 -
m Solaris Security Toolkit®] 4.2 ¥ o] SCe o]n] l+= 4§
m SCol| o] W% 9] Solaris Security Toolkite] &4 ak= 7 -
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3

m Solaris Security Toolkito] SCell A x| =]o] %] ¢ 2 H snsupgrade =3 HE
4.2 7| A& A A},

rr

Checking if Solaris Security Toolkit is already installed.
Installing Solaris Security Tool kit package SUNW ass
Copyright 2005 Sun M crosystens, Inc. Al rights reserved.
Use is subject to license terns.

Installation of <SUNW ass> was successful .

m Solaris Security Toolkit 4.27} ] 7] A X] =] o] Q]

= , sheupgrade 2 HE=
shelo] ¢4 wi MAN A geA Fests RAY S ST

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Tool kit package SUNW ass version
info. Version is 4.2.

Performng integrity check on previously installed package

SUNW ass
Toolkito] 24 AAS £33 Adagols T2 A A= 4 7:"°ﬂ 1 AT =
X}E o= Q‘rE 3”41“/} Toolkit 9} o] &4 7 M H Ak, 22 9 E = Toolkit
& AAG e AR A 275 EAF Y

ERROR: /opt/ SUNW ass/ Dri vers/user.init.SAVPLE

file size <2467> expected <2474> act ual

file cksum <4574> expected <5119> act ual
Failed integrity check for package SUNW ass. Pl ease renove the
package before continuing.
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m SCell 4] Solaris 9 OS7} A 8 5 o] ™ Solaris Security Toolkit®] & 8t%] %] ¢+ ¥ 7 o]
SCol EAE 45, 2AHES 53 AR &5 HAAE SR YT

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Tool kit version info.
Sol aris Security Toolkit version is 4.1.

Sol aris Security Toolkit version 4.1 is not conpatible with
this version of SM5. The minimum conpatible version is 4.1.1.

Pl ease uninstall the current version of Solaris Security
Tool kit before re-running the command snsupgrade. Aborting at
Sol aris Security Tool kit check for command snsupgrade.

T — SCell A Solaris 9 OS7} A & Fo]™ o] 1] SCell Solaris Security Toolkit 4.1.1°] 31
O o] B Al AHEE S U
<o

m SCell A Solaris 10 1/06 OS7} A 8 Z©]™ Solaris Security Toolkit®] & 8% %] ¢f+=
o] SColl EAE 45, 2AHEE U5 FA &7 WAA S FREY

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Tool kit version info.
Sol aris Security Toolkit version is 4.1.1.

Sol aris Security Tool kit version 4.1.1 is not conpatible with
this version of SMS. The nminimum conpatible version is 4.2.

Pl ease uninstall the current version of Solaris Security
Tool kit before re-running the command snsupgrade. Aborting at
Sol aris Security Tool kit check for conmand snsupgrade.

sc% pkgr m SUNW ass
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ol s} fAbat WA A7} 2} 97 Ao TAH T

The followi ng package is currently installed:
SUNW ass Sol aris Security Tool kit
(Solaris) 4.1.1

Do you want to renove this package?

ii. ZF ANAZ AASHAAE y= JE g}
& 2 AUt WA A = 7)Ao ot oy

Do you want to renove this package? y

## Renoving install ed package instance <SUNW ass>
## Verifying package dependenci es.

## Processi ng package i nformation.

[ opt/ SUNW ass/ sysi dcfg

[ opt / SUNW ass/ rul es. SAMPLE

[ opt / SUNW ass/ nomat ch. beg

[ opt / SUNW ass/ man/ wi ndex

[ opt / SUNW ass/ man/ sman7/ server-secure. driver.7

[...]

b. sl w7 A& 2HA e & thA] snsupgradeE Al AU )
4, JaYol=E TEZAAE FaS ]
2

[e)
Toolkite] ¥+AA3 S HEs T, sl ~AHET} SMS 3] 7] A & A A&t}

Installing SM5 packages. Please wait...

pkgadd -n -d "../Product" -a /tnp/snsinstall.adm n. 24308
SUNWscdvr. u

SUNWSMSr  SUNWSMSop SUNVBMVBdAT  SUNWBMS) h SUNWSMVSI p SUNWBVSmM
SUNWSMS0b

SUNVWBMSod SUNWSMSpd  SUNWSMSpo  SUNWSMBSpp SUNWBMBsu SUNWUF 1. u
SUNWUIf u

SUNWccm

Copyright 2006 Sun M crosystens, Inc. Al rights reserved.
Use is subject to license terns.

Installation of <SUNWscdvr> was successful .
Installation of <SUNWSMSr> was successful .
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T —sms
it oA & AHs o=

msupgr ade(1M) ==
A

Nl

E =/ opt/ SUNMBVS/ man/ smanlmt] = & 2] o] SMS
BT ==L 1)sleld o] YXE WA A uldA L

SMS 1.6 7] A1 & A ]“‘?}? rrBupgrade 2 AHET}
pi cl d& A& %5 0 & SCE 73}st= o)

(¢3

wn

MS 7 578}
A3t ghwlo] &

—Efrj&l
(2

ot [l

o
i)
5}

Ry

.

Attenpting to start daenon picld
letc/init.d/picld start
Attenpting to start zoed...
zoed started.
It is reconmended to harden the System Control |l er after an SMS
upgrade. Execute the following to do this:
1) /opt/SUNW ass/ bi n/j ass-execute -q server-secure.driver
2) Reboot the System Controller

Bef ore rebooting, please nake sure SSH or the serial or console
line is setup for use after the reboot

snsupgrade conpl ete. Log file is /var/sadm system | ogs/ snsupgr ade.

H 2 SCo| SMS | 2] A X]
SMS | %] = ht t p: / / sunsol ve. sun. conpl| A AFE- 715yt

SMS & E ool thgt A& AA|7] Ao o] A& w2 Aadh 35 i
ﬂﬂX}oﬂ A FHEY T

280 qbg sl o oF gt}
& << DR 2%Fo] glojof gyt

I-rl rﬁa

H Qo] Al = T8 Tl A ook Fth
AF&-A7F A 2HE dat asyne B cndsync ZH¢lo] 18 Fold okg Yt}
WA A E A Feh7] Aol BE EEQl, BE Ee A M-S SRt L.
A AR E A 2] Aol iAo A Alw = BE A A A S A4S Y
] | A o] o] gk A F el
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snsupgr ade & & 2 43letA] EEUth SMS AZ E o] S 1w o]
FSCE 7522 43} st d st velhE A3 B o] Ao A3 S a4 A

=
°
2.

L RAR B2 SCol 219

scl:# su -
password: superuser_passwd

L the WE e 9este Zaguc

scl: # /opt/ SUNW ass/ bi n/jass-execute -q -d server-secure.driver

£

T - RS AL W - g(quiet) FAES AHESHE aokd HHAYE = F ASFUY

Al2=glo]l Are you sure?oldlE= ZFEIZETVE FAFHUTH
CAE s yesE 9 E Y

. & Aol SColl Ao 2 271218 4= Q=5 5l ™ Solaris Security Toolkit2]
/etc/hosts. al | ow 3d-& WA vh5 ATl oF gt

ol

F - 99 ATYs JEt A g ne scol 940 29 ¢ gEUh

n 24 ABYE] I et ANAE A Eele]s 2SS LS HAEA Yole
HUrch 9ikebd, 1ot A(sshd) 52 H ] 7] 2 zko] LOCAL®] 7] WUt} 3¢
g o] o] th2-7 o] Yeof
sshd: LOCAL

sshd: ALL

m U2 SColl tis ATt o gha} TEA R g thE SC o]
55 A4y o & 01, 7 SC7} mai n- A A ¥ 3L B % SC7} spar e-
sclo® AAHE 4 5 sCol g gd o] P2 th7 o] yeftof ghh,
sshd: main-scO

/ etcl/hosts. al | ow I el of & 24 gk W] -&-2 Solaris Security Toolkit 4.2
Reference ManualS 23514 Al L.
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v H*%Z SC=E #|o] A3t
1. F Al=E Ao 7](sco)dl] =3 FA 2 22 ),
2. SMSE TA &Y.

scO:# /etc/init.d/sns stop

3. % SC(sc1)ol =3 FAZ 219 3 OpenBoot PROM ZEHZE 2 M7 g},

scl:# shutdown -y -g0 -i0
. [ system nmessage]
ok

T — SMSE A" st7] ol SColl 3t A& Eim FE A AT} 9lex]
AbE 7Hs g ssh7k A glaloF §yth SMS 1.6 2 EgJo] 5 A%
Solaris Security Toolkit 4.2 432 E ¢] o] 3= Solaris 9 OSol| 4] Ssh E A3 e fA o
A2 =5 B2 A sy o

Olt

ssh& AL-&5hel SMS 24 3he] 52 4A13H7] 918 ssh o] =A o] 24
oF itk A Ale Ul £ 8250 0] % ] "ssh o] 270 ¥1 WS FE

4. HX SCZ ARg 3},

ok boot -rv

HZxSCE ZHPr J ¥, SMSE = SCe] &S 8Fi= Hx SC(scl)= Al &gy o). sfA| g,
o] =AM E F SCE SCOCE W% SCE SC1oE AL A3t}

o] Aat= snsconfig-ne] o|n] APt 7k snsconfi g - el A ) 5]
A gkokobd g @ {7F AlE 1 SMSE F R H U

sms: smsconfig(1M has not been run. Unable to start sms services.

v H%x SC A PROM 18 o=

fl ashupdat e(1IM) M 8-S 233t Z P E(pl at adm) #3Fo] glojof ghch.

1. B2 SC°| pl at adm @3-S 2t

rr

AR R 2R3 Tk
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2. fl ashupdat e & A}-83}4 f p0 E2A| PROMS 28 ol =3t

scl: sms-user: > fl ashupdate -f /opt/SUNWBMVE/ firmvar e/ SCOBPI ng. di
scl/fp0

3. fl ashupdat eZ T}A] A}-&3l0] HE 3o duke oln X2 fpl = A PROMS
041;1/]] o] L= 61—141;]_

m CP1500 ®.=29] 7-$-, nSSCPOST. di ©|v|#| ¢} g+ f| ashupdat eE AF&-F T}

scl: sms-user: > fl ashupdate -f /opt/SUNWEMS/ firmvar e/ nSSCPOST. di
scl/fpl

m CP2140 R =29] 7-§-, 0SSCPOST. di ©|w|#| ¢} 8+ f| ashupdat eE AF&-F 4T}

scl: sms-user: > fl ashupdate -f /opt/SUNWEMS/ firmvar e/ oSSCPOST. di
scl/fpl

f | ashupdat e(1M) ™ & o] tj gk 2pA4] g+ U] -8 System Management Services(SMS)
1.6 Reference Manual =+ f | ashupdat e 774 o] R & 234 A L.

v Bz A AE Ao 7] A H-E

1. % SCo| 9 F# =2 21213 % OpenBoot PROM ZEZEZ W7

]
<
o

scl:# su -

password: superuser_passwd

scl: # shutdown -y -g0 -i0
.[system nmessage]

ok
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T= SCol| A Solaris OS 4 2| o] = (A& A3l

Aa= A = T3 t) Solaris OS 2 SMS AZ E 9o vk ¢ 1 ¢ o] =81z}
-, o] A2 A A Q. vEE 63 ol A ] "l A 5= SCol| & SMS 1.6 &3E
Ego] the 2= ol A ﬂaﬁo}*‘/\u

F2| — SCol| 4] Solaris OSE 4 1@ o] =3 AL} smsupgr ade & A 2 3}7] Z ol SMS7F
A= A=A RIS Al L

of

. Solaris OSE 1ol =354},

N A e B A A3 Solaris A A PA & FFIAHA L. thSS FlgTh
a. A5 E§3sto] 44 Solaris OS] | =& AAFY e o] A 9] "SC 42
o} & AFE 2H2),
ZutE WA 2L A7) §lS A9, SMS H &= A2 2
S St HA SColl A 2] 7H8A "ol Al &FekA] &
b. OS¢ Entire Distribution 152 Aeis ).
c. English, G A4S Aegyry,
SMS 1.6 SCol o] 0]9]¢] T} Solaris ZA LS X D= &5}

. Java 1.22 2 E o7} 7] g gl A H A=A Sy v RS 9 Y

ok

scO: # java -version

71E- e &g = /usr/javal. 2/ bi n/j ava®d Yt} Sun Fire Interconnect 2= E ¢
E AHE FolH Java 1.2.2 AZE o7} 7] f e Eejof A ¥ o] A 2 A5,
SMS+= Al #tabA] @554t

T —Java 122 AZE & A g thg, SMSE T4 F TFA] A 2}8}4] Al Q.

. 423 WE Solaris OS I X & A XY},
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Ao A F=SCo| 3 SMS 1.6 AZEYo] t}&=zE

F — Solaris 9 OS-& SMS 1.6 4~ E 9] 9] 9} Solaris 10 OS-& SMS 1.6 42~ E 9]0 A}o]
oA Aelst 4= lF Yt} Solaris 9 OS7F A3 521 A28 A o] 7] 9l = Solaris 9 OS&
SMS 1.6 ~Z E glojat A x| 8k 4= 9] © 1 Solaris 10 OS7} A & 521 A~ Ao 7] =
Solaris 10 OS-§ SMS 1.6 &~XE 9ot A x| gt 4= F Ut 187 & 4§, AX+=

3 g ot

L9 B9 A S AL etel the 9 Al ER o F5hal Al 2.

http://ww. sun. com servers/ hi ghend/ sns. ht m

. A3 Z91 Solaris 0S| W&} SHLE SMS 1.6 2 ZE 9o & A elslo] ez =gt}
m Solaris 9 OS-SMs-1_6- S9-sparc. zi p 3
m Solaris 10 OS-SM5- 1_6- S10-sparc. zi p 3

. T SC(sco)ll &FHFAHZ 23},
L ATEYOE grrd Y2 g EdE WAL

sc0: # cd /download_directory

L OeRs e 45 Fu

scO: # unzip SMs5-1_6-S9-sparc. zip
or
scO: # unzip SM5-1_6- S10-sparc. zip

g o] %S FW SMS 1.6 W7 A=
/download_directory/ sms_1_6_spar c/ Syst em Management _Servi ces_1. 6/

Pr oduct o ¥xstA HYt}

ZF —snsinstal |l 23 YE 9 snsupgrade =T HE= /download_directoryl
sms_1_6_sparc/ Syst em Managenent _Servi ces_1. 6/ Tool s HHE g ¢
A& A HUrh gadels W A T2 A ~2 285w / opt / SUMWSBMS/ bi n
o ol m] AA YL 5 Gl ZEFET} bl o] AR o] $1X & ATHES A}
F3AA 0.

+ W Ate] Eol A4 sMSell sl A Y B ad x5 B 2=
http://sunsol ve. sun. com
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v o] 3j 2|7} d+= 75 F SCell A Solaris Security
Toolkit | A

1. pkgr m™ & & A}-83}o] Solaris Security Toolkit ¥ 7] 2| & A A t}.

sc0% pkgr m SUNW ass

o] o} frAFEF WA %] 7} 2k 7] A o) FA]H LT}

The followi ng package is currently installed:
SUNW ass Solaris Security Tool kit
(Solaris) 4.1.1

Do you want to renove this package?

Do you want to renove this package? y

## Renoving installed package instance <SUNW ass>
## Verifying package dependenci es.

## Processing package i nformation.

/ opt / SUNW ass/ sysi dcfg

/ opt / SUNW ass/ rul es. SAMPLE

/ opt / SUNW ass/ nonat ch. beg

[ opt / SUNW ass/ man/ wi ndex

[ opt / SUNW ass/ man/ sman7/ server-secure. driver.7

[...]

v 5 SColA SMS A E o] g ol=

TAE A=A FAeH AL

iit Z2| — SColl A Solaris OSE 4 1#| o] =3} A} snsupgr ade S A 3 3}17] 2ol SMS7}

1. 5 SC(sc0)ol FHFAZ ZaAJ YT,
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2. YU EZE speupgrade 2 HE] 932 WA}

sc0: # cd [/ download_directory/ sms_1_6_spar c/
Syst em Management _Servi ces_1. 6/ Tool s

= — sneupgr ade(1M) =T HE = / opt / SUNWBMS/ man/ smanimt] g £ ] o] SMS
i Ho| A& As o2 AAFUY. TES HstE ™ o] YAE HASHA] vhA Al Q..

3. smsupgrade(IM) 2~ HEE A dsto] Qg ol= TEAAF A AU

ﬂll

sc0: # ./snsupgrade directory_name

o 71 A, directory_name-> SMS 3| 7| A1 7} B = =¥ Y ¥ &2 (/download_directoryl
sms_1_6_sparc/ Syst em Managenent _Servi ces_1. 6/ Product )& YEHY Ut}
(633 0] A &] "ol A} F= SCol| th3F SMS 1.6 AZE o] thE =" Ix)

smeupgrade 2= HEE o] o oA e} o] 7]E ] SMS g7 S WA Wl

Attenpting to stop daenon picld
/etc/init.d/picld stop
Verifying that all SM5 packages are installed

Backi ng up SMs to /var/tnp/snms_backup. 1. 6. cpi o before upgrade.
Pl ease wait. ..

snmsbackup /var/tnp

snsbackup: Backup configuration file created:

[ var/tnp/sns_backup. 1. 6. cpi o

SMS backup conpl ete.

F _SMS # ] 5} 9] o]
£ SMS 1.69 1Y th

ulil
rlo
i

celol = 91 Mol wel gy of el A wAd

SMS 37 & W4 st & snsupgrade =AY _E_% o] A o] sCeoll A A& A Solaris
Security Toolkit®] W& 7HA] o, sms tall 23 HE A} o],
smsupgrade =~ HE ] A= thd 4 9ol whet SEpg

m Solaris Security Toolkite] SCell 1= 745
m Solaris Security Toolkit®] 4.2 ¥ o] SCe o]n] 9l+= 74§
m SCeoll o] ¥ €] Solaris Security Toolkit®] <=4 sh= 7
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=2 O-

m Solaris Security Toolkite] SCell A =] = o] A ¢F . H snsupgrade ~IAHE+
4.2 WS AA

Checking if Solaris Security Toolkit is already installed.
Installing Solaris Security Tool kit package SUNW ass
Copyright 2005 Sun M crosystens, Inc. Al rights reserved.
Use is subject to license terns.

Installation of <SUNW ass> was successful .

7 = 4%, smsupgrade =2 HE =
Hdo] &4 e tﬂﬁﬂ*] FR=A Felete= FA4 AALE FAF U

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Tool kit package SUNW ass version
info. Version is 4.2.

Performng integrity check on previously installed package

SUNW ass
Toolkito] FAA AALE E3ahd Qg o] = T2 A A= 407 o A *éﬂéfz} o =
Z]—E o= 91rE 3”4‘1} Toolkit 7} o] &74% ALt ¥ 74 = 95\‘:}15, 2241 E = Toolkit
S AAGSE=E A AY I L F7FZ FATYLH

ERROR: /opt/ SUNW ass/ Drivers/user.init.SAVPLE

file size <2467> expected <2474> act ual

file cksum <4574> expected <5119> act ual
Failed integrity check for package SUNW ass. Pl ease renove the
package before continuing.
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m SCell 4] Solaris 9 OS7} A 8 5 o] ™ Solaris Security Toolkit®] & .8t%] %] o= ¥ 7 o]
SCol EAT 45, 2AHES 53 AR & 5F HAAE SR YT

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Tool kit version info.
Sol aris Security Toolkit version is 4.1.

Sol aris Security Toolkit version 4.1 is not conpatible with
this version of SM5. The mini mum conpatible version is 4.1.1.

Pl ease uninstall the current version of Solaris Security
Tool kit before re-running the command snsupgrade. Aborting at
Sol aris Security Tool kit check for command snsupgrade.

T — SCell A Solaris 9 OS7} A @ 5o o] H] SCel Solaris Security Toolkit 4.1.1°] 3}
0 o] B AlS AHEE S U
5o

m SCell A Solaris 10 1/06 OS7} A 8 Z©]™ Solaris Security Toolkit®] & 85| %] ¢F+
o] SColl EAE 45, 2AHEE U5 FA &7 WAA S FREY

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Tool kit version info.
Sol aris Security Toolkit version is 4.1.1.

Sol aris Security Tool kit version 4.1.1 is not conpatible with
this version of SMS. The nini mum conpatible version is 4.2.

Pl ease uninstall the current version of Solaris Security
Tool kit before re-running the command snsupgrade. Aborting at
Sol aris Security Tool kit check for conmand snsupgrade.

AN S,
a. £4H QAL 24 A7 AE AA G

i. pkgr m # & A}-8-3}¢] Solaris Security Toolkit 3| 7] X| & A A3},

sc0% pkgr m SUNW ass

3% SMS16AZEQ0 MR Es= ¥OsolE 67

=)



68

ol s} fAbat WA A7} 2} 97 Ao EAH T

The followi ng package is currently installed:
SUNW ass Sol aris Security Tool kit
(Solaris) 4.1.1

Do you want to renove this package?

ii. 24 47148 AAG W y 2 Qg
g 2 AU HAAE A7)0 weh g,

Do you want to renove this package? y

## Renoving install ed package instance <SUNW ass>
## Verifying package dependenci es.

## Processi ng package i nformation.

[ opt/ SUNW ass/ sysi dcfg

[ opt / SUNW ass/ rul es. SAMPLE

[ opt / SUNW ass/ nomat ch. beg

[ opt / SUNW ass/ man/ wi ndex

[ opt / SUNW ass/ man/ sman7/ server-secure. driver.7

[...]

b. &G A7 A& A AT & }A] snsupgr ade s Al 23 )
4. Jadgol= TR A5 TP
Toolkite] F A S HA5e &, dld 2T HEYL SMS #7141 & AR §

Installing SM5 packages. Please wait...

pkgadd -n -d "../Product" -a /tnp/snsinstall.adm n. 24308
SUNWscdvr. u

SUNWSMSr  SUNWSMSop SUNWBMVEdT  SUNWBMS) h SUNWSMVSI p SUNWBVSIM
SUNWSMS0b

SUNVWBMSod SUNWBMSpd  SUNWSMSpo  SUNWSMBSpp  SUNWBMBsu SUNWUf r . u
SUNWUIf u

SUNWccm

Copyright 2006 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license terns.

Installation of <SUNWscdvr> was successful .
Installation of <SUNWSMSr> was successful .
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ES
i

— smsupgr ade(1M) =3 HE = / opt / SUNVBVE/ man/ smanlmt] 2 & 2] o] SMS
w5 H oA & A5 0w HA| T

AGU. F5S 951w o] 942 WAsA 9HAlA

SMS 1.6 7] A & A X3} & speupgr ade = HE7} o] 4 SMS $74 & &
]

Tl picld
& AAGUL FEOZ SCE FBsHs Yol £ 23} gl FH)

o},

Attenpting to start daenon picld
letc/init.d/picld start
Attenpting to start zoed...
zoed started.
It is reconmended to harden the System Control ler after an SMS
upgrade. Execute the following to do this:
1) /opt/SUNW ass/ bin/j ass-execute -q server-secure.driver
2) Reboot the System Controller

Bef ore rebooting, please nake sure SSH or the serial or console
line is setup for use after the reboot

snsupgrade conpl ete. Log file is /var/sadm system | ogs/ snsupgr ade.

v 5 SCol A SMS 3l %] Ad %]
SMS | X]+= ht t p: / / sunsol ve. sun. conpl| A AL 715yt
SMS A Eg ool tist X & HAX]317] Aol o] A S w2 Hag 35 Ay
] Aol Al & HY )
m Al ZElo] eEA Eofof gt}
m 13 < DR x%Fe] glojof gt
Lullo] A2t = TR FolA| ook it
n AF§A7F A2 dat asyne = cndsync 2ol 2
| x] XS A Zs7] Ao BE EH e,

H
A2 AR5 Al 2etr] ol B= A d- A (A ol 23HE)S A8 el o] HAA]
Q. oA Aafell Eeke A3 o] o]k A Hel s A

09:,“
ofy
o,
=
2
)
i
u)

1. 5 SC(sc0)°ll S} F AA Ao 2 Z2aAgch
2. 5= SCol| SMS | x| & A %]t}

3% SMS16A2ZEQ0 MR E= ¥aolE 69



YEL SCE A% o F3lalA] 245Ut SMS £ ES o] § ¢
5o

2 stetel W shae] ehbs A% EE o] 49 AHg ue

F A4z 2o g
2. thg e gstel Zagh

5]
o)
2
4
&

scO: # /opt/ SUNW ass/ bi n/j ass-execute -q -d server-secure.driver

2 % AU

et

F-wWEe 8% o - g(quiey S AHESIA ok A

Al2=®le] Are you sure?¢|Ete ZEXEVF A YL

aRlE U= % 5} ¥ Solaris Security Toolkit®]

el ok,

~
o)

—
o

e
0
o

@
%)

D
o

=

=Y
e,
tjo
rE
ol
o
)
o
3‘:

F_du AR Y st 48582 sCo 9408 298 £ g

n 24 ABUES T s ut QA AE Al = 49 U S HASA] go
HU}. e, Hot d(sshd) 554 B o] 7] gko] L OCAL°] 7] wH%%ME}
QA ¢] o] thgz} o] thefrtol gk,
sshd: LOCAL

m AEAV AR 2
Sk shele] ol b ah ol vehibol gt

sshd: ALL
. ;}E SColl s A ak AA| =5 A gHsl e = 49 sshd 5574 1ol tls) th& SCe o]
S AAFYL o2 So], F SC7} mai n-sc0C. & A A% 1 B % SC7} spar e-
sclgi AARE 79 5 sCell gk o] &2 thg ¥ Zo] vreftoR gt

sshd: spare-scl

/etc/hosts. al | ow el &k 2} & ] -&-2 Solaris Security Toolkit 4.2
Reference Manuals 3334 A Q..
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v 5 Al&E Ao 7] AR

1. SColl &3 FAH = =113 & OpenBoot PROM X 7 X E = 1 7§ T}

scO0: # su -

password: superuser_passwd
sc0: # shutdown -y -g0 -i 0
.[system nmessage]

ok boot -rv

v 7 SC 2] PROM f1d ol =
fl ashupdat e(1M) B @& At H ZHE(pl at adm) AgHo] lofoF ot
1. pl at admm AgS 2= AFEAFE A F SColl = 21§ T

2. fl ashupdat e & A}-83}¢] f p0 Z2 A PROMS J2d ol =3t

scO: sms-user: > fl ashupdate -f /opt/SUNWSMS/ fi r mwar e/ SCOBPi ng. di scO/ f p0

3. fl ashupdat eE thA] AL8-5lo] HE F8o gk oju|xZ f pl =z A] PROMS
Jrdlol =3t
m CP1500 ®.=2] 7§, nSSCPOST. di ©|"] %] ¢} 37 | ashupdat e= A&t o).

scO0: sms-user: > fl ashupdate -f /opt/SUNVWENMVE/ firmvar e/ nSSCPOST. di
sc0/ fpl

m CP2140 ¥ =2] 7§, 0SSCPOST. di ©|n] %] ¢} 37 fl ashupdat e= A&t o).

scO0: sms-user: > fl ashupdate -f /opt/SUNVWEMVE/ firmvar e/ 0SSCPOST. di
sc0/ fpl

fl ashupdat e(1M) " & o] th gk 2k &+ Y] -&-2 System Management Services(SMS)
1.6 Reference Manual %=+ f | ashupdat e "} 774 o] A & 2344 A L

3% SMS16AZEQI0 MR Es ¥asolE 71



72

v T SC= Alo] thA] gk
1. BZ SC(scl)oll 3 FAZ 2103},
2. SMSE TA &Y.

scl:# /etc/init.d/sns stop

3. F SC(sc0)ol =¥ A =2 212 ¥ OpenBoot PROM Z & ZE 2 M7},

sc0: # shutdown -y -g0 -i0
. [ system nmessage]

ok boot -rv

O GAIZ A gaty] dell BE T2 A 2=7F F SColl A Al AHaE
showenvi ronment o #H S AL-§3Fo] & SMS X 2 A ~7}

g3t
5./etc/init.d/ sms 2 HPEES AL-E3le] BE SCo A SMSE A A ZHshy o}

w7k 7)o 44 &
SC

% 5ColA A A Qe

scl:# /etc/init.d/sms start

1. pl at adm AgHS 2= AFEAFE A F SColl = 21§ o
2. Foll A& HYth

scO0: sms-user: > [ opt / SUNWBMVS/ bi n/ setfail over on
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scO0: sms-user: > [ opt / SUNWBMS/ bi n/ showf ai | over -v
SC Fail over Status: ACTI VATI NG

scO: sms-user: > [ opt / SUNWBMS/ bi n/ showf ai | over -v
SC Fail over status: ACTIVE

setfail over &S 23 }U% SColA 7138kt A= YT}, = SC7F 2.2 SCe} &
}\
o

= ACTI VATI NG Ut} 7317} 9

718ksk= gk, Aol 2241

ACTI VEZ} St}

_S”.:

v A" B = ZgA] PROM ¢ 1do] =

S, =

=
fl ashupdat e(1IM) B @& Aasted ZAHF Ago] ofoF Foh

1. pl at admm @ 3FHS 2= AFE AR A F SColl 21y T

2. f
s 57 =l 8
SdUH

ashupdat eE AF-8&-3te] w1 31+ CPU &4 PROM= ¢
T EE HEE UolEs Y v dle A9k 20l -d A4S A

sgcpu. fl ash

scO: sms-user: > fl ashupdate -d <domain-indicator> \/ opt / SUNMBMS/ host obj s/

iy

n Il 54 BES ol Ested v ool A of o] - f

4/

AE AFe T,

sc0: sms-user: > flashupdate -f /opt/ SUNWSMS/ host obj s/ sgcpu. fl ash location

g},

el 4 9l

ol
il

location Q)+ S =
board_loc
board_loc/FPROM_id

FPROM _id+ A1 2=8 HE 4}o] 57 FPROM(FPO *+= &
A% A AT MCPU HEFF1/0 %% & AL83taL 312 1
Te g ML 4 A

Sun Fire 15K/E25K Sun Fire 12K/E20K
SB(0. . 0. 17) SB(0. .. 8)
1 (0..0.17) 1 (0. ..8)

3% SMS1.6A2ZTEQ0 Mx|

ol Este = 4%
oard_loc= T3}

Qﬁ

E=asols 73



A\

Aol sl 5-&g Tt

il
mlm

t}-& FPROM_id %2 & &
FPO, FP1
o & £9], SB4/ FPO 9] A= &3 49 = CPU X =2 FPROM 08 YEFH YT

3. 4 AT Ao ne G A 2d H T A7 HAEPOST) Alo] S8 X =1
A3 hpost & sk} A} A9 F A28 e A aﬂzz}wu}
s O E‘:/] 49, del et eboar d(1M) E+= addboar d(1M) § & S A}-8-3}¢]
hpost & 33} Al 2.
m =92 RE B9 A4 setkeyswi tch(IM) H 3 S A}-23}o] hpost & 483}
AL
Fo| — A FE A A Aol g A5t A ZHFUT set keyswi t ch(IM) B35S ALE

sho] 9ol 8 B4 a4 A 2.
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F7FSMS 1.6 &2 E9flo] A&}

SMSol| AF-8-AF 57}

SMS Bt REle- T5 W A4S AFESto] ARE Al Al TRk Al 28] v A} S
o A AUk AR S = e Al2E A o] Rt {3 1°_ AbEALS] 1
WA el o] &3yt ZA g U -&-2 System Management Services(SMS) 1.6
Administrator Guide?] 27, "SMS B oS FH 23 A L.

o] o A= SMS 1.6 AL E go] AHg = o] E A a3t 712 el At
of A edytt. of Aol vhF= FAl= e AEUY

m 753 0] 2] &) "SMSell AF-§-A} =7}

. 79lﬂ o] 7] o] "SMS 3| x| =]

m 80 0] %] 2] 'SCE NTP F&|o|AER A"

m 815 0] %] "SMS FA] B A}

m 829 0] %] 9] "ssh o] 7| o] 3 F-x} WM A"

m 843 o] # 8] "th A Bo] A AJH I ARG

m 857 0] %] 2] "SMS ¥ g

m 907 ©] ] ] "Solaris Security Toolkit Mz 1"

m 92¥0] X 9] "FE O R SMS 1.6 7 W] H

m 947 0] A €] "SC = EHQ1O] IP T4 H S AE o] F WA

33

F -2z EYO X A YEYT LA o] ¢FHE Fof sneconfi gE A& A&}

F7hstel ™ F SC & B2 SC Kol A e 5 of o gt}

75



SMS AH&2F 15 IDE 7] A A Al AR UL & 4-100 &= AFg&Ake] tis) s =
AREAL o] i H o sy

4142 T A€ AHEA 255 ID

AL 2F ID AFBAL OE MY

pl at adm ZYE AR aF
pl atsvc ENE M2 OF
pl at oper ZHF 249 aF
dmaadm = A BEA 1F
dmbadm TvQl B #E A 1F
dmcadm Tl C #A 2%
drmdadm Z=Hd D #HA 1w
dmeadm EvWQl E #EA 17
dmf adm TvQl F # 1&
drmgadm Z=Hd G #AYA 17
dmhadm ZHljl H &2 15
dmi adm Tl I #HA 1F
dmj adm oA ] #HHA 1w
dmmkadmm =Wl K #E A 1F
dml adm Tl L #YA 15
drmnadm = M #E A 1
dmnadm Tl N A 1%
dmoadmm Ewl O #HeA 1 F
drmpadm =l P #AYA 2F
drmagadm Tl Q #HEA 1F
dmr adm TQl R #H A 1F
dmarcfg vl A A OF
dmbrcfg =9l B 1A 1%
dmecrcf g =HQl C +A 1%
dmmdr cf g =M D+ 1%
drmer cf g EWAE 74 IF
dmfrcfg Zw|el F A O1F
dmgrcfg EWQl G T+ 1%
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4187 F A4 AR 25 ID(AS)

ALEXF 2EF ID ALBAL OE MY
dmbhrcf g Ed9 H A 1§
dmircfg vl I 4 1%
dmj rcfg =] A E
drmmkrcf g T K4 15
dnml rcf g Evd L 748 2
dmmnr cf g EdAd M T IF
dmnrcf g =M N7 1F
drmor cf g =Ml O+ 1%
dmprcf g =dA P A 1F
dmgrecfg Ll Q 4 aF
dmrrcfg =9 R A IH

SMS Lol AF&AF F7F B g g e dAl -4

T3l T Qef = tHEF
o

=gl A 2 A AE Beks

SMS+= SMS 135 oll AFgAE F718ks 7] e Al
NA| 28 ALEALE AL SHA TR 0] 715
HoE gy

AR 2ag Y.

. Fstel e 7 Akl el Tk 3RS AR

scO: # /[ opt/ SUNWBMS/ bi n/ snsconfig -a -u username - G groupname domain_id| pl at f orm

Ay

m username< A| 28] AL8-2} A7 9] o] E Y.

m groupname> U] Fa S 145 A<l adm, rcf g, oper =+ svez s Ut

4% FIJISMS1.6 2ZEQO Xt 77




m domain_id = ]01 o i3k IDY Y. Fa3 Ty 2l ID+= AFE R7FA o) i
TAE 7E 0}7(] FUY T

o & 5], =l A tFE 4 tgt A 25 2= AFEAE dmaadm 259 F7F

St S 4dEsiaA L

sc0: # /opt/ SUNWSMS/ bi n/ smsconfig -a -u fdjones -G adm a
fdj ones has been added to the dmmaadmm group
Al'l privileges to domain a have been appli ed.

T —Jetc/group I SMS 1FANA G502 AERE FI8LA Y AFASHA] vt
A L. o] A2 ARG Al ti gt AA =S A AY ARE 5= sy

3. SMS 13 % ¥l d3S vdsted v HE S AR ST

scO: # /opt/ SUNWBMS/ bi n/ smsconfig -1 domain_id| pl at f orm

AgAE AR BeS P g

i

di 5o, =9F 4 A= 1

sc0: # /opt/ SUNWBMS/ bi n/ smsconfig -1 platform
f dj ones
jtd

4. AAZ 7 ALg A el ke W e gk

scO: #/ opt / SUNWBMS/ bi n/ snsconfig -r -u username - G groupname domain_id| pl at f orm

A

m username>= A 22§19 Fa S ALEAF A o] F YT

m groupname-> 3}29] 2% AA<! adm, rcf g, oper =+ sve & st YUY T

n domain_idi= v B IDY YT § &3 =vll IDE AY-E R7FA o] o) A
= O}X] ZEUH

o2 S0, dmbadmE ] A fdj onesE Al AW t}S-S A Al L

sc0: # /opt/SUNWBMS/ bi n/ smsconfig -r -u fdjones -G adm B
fdj ones has been renoved from the dmbadmm group.
Al access to domain B is now deni ed.
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—/etc/group Y& SMS 7oA 507 AFEALS F7Fe AL A A EHA] vf
’fj/\] L. o] A2 AbEApel gk AN ~F Al AY AR 5 dF U

SMS 3} %] 4 A]
SMS ¥l X]+= ht t p: / / sunsol ve. sun. conpl| A A& 71yt

SMS A E 9 ofof tigh sfx] & A X|3t7] ol o]t (S =3
H A Al L)

/\] < El o] o]-z% 5] o] o]; ;;;L\,] 1;]_

218 Z<l DR %2}o] glojoF gt}

TdQle] Al B F 8 Fol A Pofok gt
Ab-& 27} A1 23k dat asyne =3 cdsync 2Hgjo] A

i)

S ]
A e

Gl

iy

133
N2 A5 AlFSH7] el ZE =], BE Ee g M-S dRHAL.

£

2 HAF A7) del A9k ) AFH BE A
Ao A Aol EgH Aol o)l g A 415

> &

Y
o] o= 5= SC7} sc0°] L H. % SC7} sclo]dtal 7} ey,

SCofl | =] A2 A]
. 7 SC(scoyell =HF #e|A Ao = =g,
o) 2AE WUt 9EE A8y

scO: sms-user: > [ opt / SUNWBMS/ bi n/ set f ai | over of f

. 7 SCol A SMS T2 A A~E X&),

scO:# /etc/init.d/sms stop

. BHZ SColA SMS ZE A A Xt}

scl:# /etc/init.d/sms stop

47 FIISMS16L2TEQO R 79



. T SColl A E DA F .
. A F SCH A SMS T2 A A5 A 2 o)

scO:# /etc/init.d/snms start

U A= A datr] doll B Z2A A7 AR w7k 7| g Ey o
showenvi ronment ™ & & AF&-38le] X5 SMS S22 A 27} Al 2HE QL= #] ER1gt o).

. BZ SColA] SMS T Z AN 2~E A =3}, (scl).

scl:# /etc/init.d/snms start

. T SCollA ol A& &4 3t ti(sc0).

scO: sms-user: > [ opt/ SUNWBMS/ bi n/ set f ai | over on

80

SCE NTP S2o|dE=Z 14

Sun Fire a5 A|&=goll A 714 A 24 AIZFS F-4] 8k, 5L T NTP A B 9
NTP(Network Time Protocol) Z&}o]AEZ A LW Fof Al A|oj7] &z} 1.8 7}
=g wuelS B AT

Qa7 o, EHF ol
wel % A 2wl Ao

712 NTP -4 39 /etc/inet/ntp. conf JUTh sld s = =
229} H A Al 7 o] o] NTP Al ZF AW 7F L gHE] o] of ) (NTP Al7F AW 55
http://ww. ntp. orgE =34 A L)
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1. Al 7S] NTP A o] 55 7 SC 2 B8 7153k mvolo] NTP 14 w1 of 9=

ot

ntp_server & NTP A B &] 24 o] F o= thalste] vh5 AL A

H

server ntp_server prefer
server ntp_server?2
server ntp_server3

prefer Q15 ko] AW o]Fo] & NTP A H JHt}.

2. A5 H o] F2 FAAFUT.
A e 29 29 2579 AFS LA )
e we A gslduh driftfile 24 theol

=g 7] W55 0xA A
el o] 52 AL§ Gtk

driftfile filenane

3. A Aol digt A

j=
SEEEEER s

F /b o,

o
7 Ame @ 2o #4985/ f9oz TR,

I

statsdir /var/ntp/ntpstats

filegen peerstats file peerstats type day enable
filegen loopstats file | oopstats type day enable
filegen clockstats file clockstats type day enable

£/ selo] A4E A=E Yepdy,
A, %3 3 ]

o] tjgh zkA| gk A B = xnt p(IM) -+ 4&

SMS §#| = A2

o A A 550 R SMSE A A8t X5k
v 502 SMS oA % A 7
1L EAE

4 &+

=)

ge @e 2t B 488 U

3 Fe) seboln] EA).

oA & st Al L.

ol
i
=2
=
:oé
il
o
%
°
ul

222 DS 2 AGAR SCol 2 T
EEE Z9F B2A Aol glojof gk,

F7tSMS 1.6 2T EQof AR}

81




2. Foll A& HYth

scO0: sms-user: > [ opt / SUNMBMS/ bi n/ setfail over off

3. FYF BUARA 2ok g,
o fA ARS 2= AHERRA sco g
the A4S FaAstel A 3 f4 Dol glofof gt

5. /etc/init.d/ snms 2AHEE A3} SMSE T4 Ut

scO: # /etc/init.d/sms stop

6. /etc/init.d/ sms 2IAHES AFE-3le] SMSE A A 2t}

scO:# /etc/init.d/sms start

§A = Zoiobe g,
8. TYET VelA AR 2 A& A SCo 221G T

scO: sms-user: > [ opt/ SUNWBMS/ bi n/ set f ai | over on

10. &

o

B

tlo

9 g,

scO0: sms-user: > [ opt / SUNWMBMS/ bi n/ showenvi r onment

11. showenvi ronment 7} 5 B& A ZAE 453 o 71% 7|thg Y}
o] wj Z10}£3}aL SMSE AF-g-3Le] Al &s = 95U

82

ssh o]~ ]Olgi%%7$1§p§
713 Secure Shell( ssh) ©] =7 o] > —Er 2}
hel

A s BEAE AU o s

o g o},
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[y

N

ssholl B8] th& o] xA o] Z F-AZ AL&3l= Al 7FA] W&
m .ssh/configdti Bl & e Eg ] 39S AT the,
H

X}E AUt o] HH-E  ssh/config WYL WA
TA o)™, sshs A o JF 2 o] 2A 0] 3L X

‘Squ- © =

n @R o2 A 0] B thal AT o W £ ssh AlH0] 243 = o)
ssh o] =7o] Z A5 MAFUTH ssh A S TR3HA o] 27 0] 2 FAF7F thA]
~= w U,

sshie ol2710]% B8 Agahelwl shifsl He o4 (7 el 0=y A6
Ytk " S ek A ek o] 27 0] Fask SMSE WS H U o W] 5
N AGol DA 2L oA —2 vl A g el ok g

F o RE GRA BAE o] 20T BAR ASF 5 QAN THE W 0 A 1Y
C WY mEree BEEA ot AR Adat Al £54Y

ssh o] 270 % B4 S dTH 07 W7

e T 8 HAE Fds AL

oln] & " Ed el . ssh/config ydo] 9= A% ZA A7 QA 2.

= Hg =gl . ssh/config o] gl 45 24 HH7E AHESte] AP L

Lt B2ES shale] Qe g ok

EscapeChar *

o] o] o] 4§ A Al 71 Z (M) AR o] =0 AP T
o] B}9& . ssh/configZ A4}
ol sshE Al &std, T2 A 7|55 A2 o] Ao L FALR Q12461 A §

Yt} . ssh/confi g 3L S 2HAlet A Y b2 o] =7 0] 2 F2L5 A A 1A g+ 3, o]
W A Ao R HEF YL

el ssh 4| Aol thsk o] 27| o] X Fx} H A

ssh ME o= ssh A|H o] &5 oo AL&38 t}E o] A7 o] B2 x| A e 5=
AEZ 5= -e Ao £ o] U5 Ut ssholl 2118k uf A o] A7 o] = Ex&
A A8 = QEUTE sshE 85351 7| & o] ~A|o] = BV} thA] ~2 vg Y ),
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@ Aol thEk o] ~Fo] X FAE WA e
9 AN 7 Z(A)E MRS o] 270 T FAY

1 The alol A UEhd 0% -en §48 Zaate] A28 ZEx e A sshol =1l
U,

Aol the o 7o) = BAE AL E 4 A,

% ssh -e” login-options

-
op

ol
-

login-options-> sshs A
TAE oF, 219 olF ©)

Al o]

SES
t HE o2

A GRS Al o] 270 % B2} phH S AT (] <

o|%7 k7 ssh7k FEH 1 AHgAHE 27 A2y SEZER 2ok

'

tHA Beo] A Al ARS

SMS13 0|52 Al~HS &
A Al AZ WA EJAG Y
=]

Aol 228 AF8 8+ 97 B Solaris 8 05 le] Hi= ]i=g] 9] Feho
2 Q8 A7) FAHA B DR A, vh) R A2 FAE AL 5 A
% A28 A FE o] AZE 7)%5S 2 gU
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v A Beol 2 Alf s &4 8
1 9 FARA sCol =13k

2. /etc/defaul t/kbd QoA t}& P& FA 24t}
#KEYBOARD ABORT=al t er nat e

3. SCE AF-¥ g

SMS H & = 3}

SMS+= snever si on 2 HEES A}E51o] SMSO| W A Alelo A A gke 4= 9l
T HAL 25 HASMS 1.5 WA o] o] ofok 341 F U $F Solaris OS ¥ ol =3l of
syt = SMS 1.6= SMS 1.5 o]t o= A3tE 4= ¢l&F Yt Solaris 9 OS2
SMS 1. 64 o—r, SMS 1.5% tA] Z3+e 4= 15 Y. Solaris 10 OS42] SMS 1.6 23
E o] ] A9, Solaris 10 OS7F SMS 1.67HS A 913}7] wjitoll SMS 1.5 thA] 78
T fl5 Ut smeversi on "ol gk 2} g U]-§-2 System Management Services
(SMS) 1.6 Administration Guide& %234 Al S

SMS 1.6°1 4] t}2 SMS W d o2 A3kt 1ok 7] o] APgTh SMS 1.6%= o] A H
2] SMSE AF&-381HA] @ ar th2 Bl 23l &AM T o] 2392 AFE-AL}
smeinstal | B8ES 2383 v x50 2 SCE #4331yt o83 #3t=
sneversion MH O R FH 4% 4 QlonE SMSE 1.6 o] 9] o] o R H3hslr] e
FEo 7 F3E FHAid ok gtk

SMS 1.65 th& o= déstedd g cAE thsUth o] Aatel tejs= o] d
o A TA] A4l 3] A g gt

1. Solaris Security Toolkits AF-&3le] 50 &2 Z3tE F AgH T
2. smeversi on ¥ #H & A-435te] SMSE thE Wi oz Asgyr}.
3. Solaris Security Toolkit& AF-8-3to] 5 0% ThA] 2313 T

Al =" A F-E U

PARAAPAEN = I oA =]
g ko] oAl 1‘:101 SMS

0

>R
rl,‘l‘ o
—{0\1 r_O‘L
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v Z,l%_g_i 701':‘5:]‘ 'ﬂ—/l\—

Solaris Security Toolkite A}-&3}o] ThH o 2 Al 2~® o] 7] 2] Solaris W9+ 72
@ 4= lF YTl Solaris Security Toolkit 4.2 Administrator Guide 5=+ Solaris Security
Toolkit 4.2 Reference ManualS 3 4 A1 2. snsi nst al |  snmsupgr ade -~ 9
E = 5% [ opt/ SUNW ass/ ¢l Solaris Security Toolkit< A %] &4t}

SEoR 48E Hosed 0he A4S SR L. B e F SCoh A SC
o 22} S=ahallof g k.

2. sc TFEILE tg WS dHYste] ditE gtk

sc:# [opt/ SUNW ass/ bi n/j ass-execute -u

A

23 73} 29 (Solaris Security Toolkit 2 &)S M &lstel= &

(&

E7F #AE Y

[ xc8pl13-sc0/] /opt/ SUNW ass/ bin/jass-execute -u
[ NOTE] Executing driver, undo.driver

Pl ease select a Solaris Security Toolkit run to restore through:
1. Decenber 20, 2005 at 11:01:30

(/var/ opt/ SUNW ass/run/20041220110130)

Choice (g toexit)? 1

[ NOTE] Restoring to previous run from

[ var/ opt/ SUNW ass/ run/ 20041220110130

[...]

3. Choice (‘q to exit)? ZFIZEA HAsH= AP HSE 9dF

i)

IgRh=%
4. OpenBoot PROM ~ZFZE=Z W73},

sc:# shutdown -y -g0 -i0
...[system message]
ok

ok boot -rv

o]A t}& SMS W o A3a 4 Y5yt
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v T ESMS HA o7 A3l

o2 SMS WA o 7 A3t = SColl ths &A= a3 gt} 3] SColl F SMS A~
EQ o] A7} 1A g sl oF o

T — F SCol A FLE B e SMSE A sl of gt

rO
o
2
rO
-4
oX
o
n)
Ruig.<)
oo ¢
g
m
rlo
o,
ot

of A& 3 A F&L o m et
snsconfi g, power on, power of f, set keyswi t ch, cf gadm r cf gadm addt ag,
del et et ag, addboar d, noveboar d, del et eboar d, set bus, setdefaul ts,

set obppar ans, set uppl at f or m enabl econponent 5+ di sabl econponent .
whof 9lo} e welo] A ek, Q] Aol WA FAFAAL.

3. smebackup& AH&3te] SMS A4S WA g}
927 0] %] 2] "SMS $+7 WM"S FEEA A

4. SC ¥ A ZFEIZEANAN th5 FRS deste] Aol =A& vl &g sty

sc: # [ opt/ SUNWBMS/ bi n/ set f ai | over of f

5. Uhe W& dEste] SMSE T A 4t

sc:# /etc/init.d/sms stop

6. TF& &L ¢l# sl sneversi ong AP},

sc: # [ opt/ SUNWBMS/ bi n/ snever si on version-number

o] 714 version-number+ 33 SMS2] ¥ A Q). o] A} o= SMS 1.6 SMS
1.5%2 A%3tE AL Vet
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88

oo [H
rlo =2

Buigp

sc: # [ opt/ SUNWBMS/ bi n/ smsversion 1.5
snsversion: Active SMsS version 1.6 >
You have requested SMs Version 1.5

Is this correct? [y, n]

smsversi on: Downgrading SMS from 1.6> to 1.5>.
snsversion: SMS version 1.5 installed

To nove to a different version of SM5 an archive of
critical files will be created. Wat is the nane of
the directory or tape device where the archive will be
stored? [/var/tnp][Return]

smsversi on: Backup configuration file created: /var/tnp/
sns_backup. 1. 5. cpi o

smsversion: Switching to target version 1.5>.

snmsversion: New Version 1.5> Active

smsversion: Active SM5 version 1.5>

To restore the previous SM5 configuration setting type:
snmsrestore /var/tnp/ sns_backup. 1. 5. cpi o

8. U H#ES YJEdlo] snerestores A},

sc: # [/ opt/ SUNWBMS/ bi n/ snsr est or e filename

o 71 A, filename-2 Smsbackupe Ab-g-3to] 3eAlol A A g g Tt
I BE YU filenames S o] e Ao B2 o5&

A& AdE MEA A & EHo|Z FA & A =H e ofrjoit gl
filename©] A1 5] 914 ‘Sow ¢ Fsk FuR

9. 67O A A Elst SMS WM o] AFETQ HEY A FAdol et wiAdS de=as 4,
snsconfi g -mS A3 1 SCE A F-H Al L. 17 thg, 734 24 SCel o}
Al 208 Tk

HEQAE WASA sol 1t 4 5oE The WA R AAg o

10. 5 SCol A SMSZ £+ &1 thscO).

%0, e
o 1%
ol
29
i
e}
i)
o
)

scO:# /etc/init.d/sns stop

11. O 938 & 98t Bz sColM SMSE A 23t th(scl).

scl:# /etc/init.d/sns start
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12. 1
13.

R C LR ERUE L

o] F SC 4 SMS H71 & B P thsco).
the B S ALg ] gl &

A A3} 2 H AUt SCol A 1ok Bpsheiyl SC2 vhAl Zatalof 3

)
Suge)

R
FN
rN
rlot
i
N
ﬁ

NANE
B
)
o
— N
@)
et
_&
?
ol
i‘l
o
nd
=
_&
0

R
et
4
09::‘
ol
fivad
>
to
O,
dlo
0
e
rlo

scO: # su -
password: superuser_passwd

°

& 93 Aol AP

scO: # /opt/ SUNW ass/ bi n/j ass-execute -q -d server-secure.driver

A 2~Hle Are you sure?olgtE TEZER Suhghyu}
yesE ¥ ate] Al 2P
OpenBoot PROM . EXE =R W73},

sc0: # shutdown -y -g0 -i0
. [ syst em nessage]

A 2=®o] = SCE A7 3sy o
HZ sCe A= ka3 ti(scl).
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F - q(quiet §HL o] FHS AT P9 AxDonnE e AT 2 A

Al o

il
12

90

Solaris Security Toolkit H 4 £<1

o] Aol = Solaris Security Toolkit®] W %S &FQlsl= d o gt dx7t 23+ o] Sl
Yt} AR&-3}= Solaris Security Toolkit 2222 E o7} - H ARl A -0l = a|F L2 E

Aol AAE P FAAA L

A %] ¥ Solaris Security Toolkit ¥ 7 ¥

. SColl =13}

.-l 342 = pkginfo HES ¢

ot

gt

sc% pkgi nfo -1 SUNW ass

pkgi nfo ™8 &2 sne-sve AR&AFol| o&] dalE = qlFU T
-l FALE A Hg FRE AFFUT oS 9 ool A9} o] VERSION I =
& 5y

PKGA NST:  SUNW ass
NAME: Solaris Security Tool kit
CATEGCRY: Application
ARCH: Sol aris
VERSION: 4.2
BASEDI R:  / opt/ SUNW ass
VENDOR: Sun M crosystens, Inc.

DESC. The Solaris Security Toolkit is a collection of tools
and scripts used to automate the security hardeni ng and
verification of a systemrunning the Solaris CS.

PSTAMP:  0on81- dhpg20041018104950
I NSTDATE: Nov 08 2005 12: 29
HOTLI NE: Pl ease contact your Sun service representative.
STATUS: conpletely installed
FI LES: 385 install ed pathnanes
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33 directories
10 execut abl es
2809 bl ocks used (approx)

Solaris Security Toolkite] A =] = %] ¢ A THH pkgi nf o= Th 3 FrAFSE H A A &
gt ot

=]

g

ERROR: information for “SUNWass” was not found

v Solaris Security Toolkit®] &85 #| ¥+ ¥ %
A7

SMS 1.6 Bl 7 ¢] snsinstal | A~ HEE o]z Bl o] o}z AX ¥ A & 7§T° of 7+
51
H

Solaris Security Toolkit 4.2& 4 %]
oS AT T8 A S

=
=1

U t}. Solaris Security Toolkitoll 4] H.&3f of sh+=
= 387 del sl J}O] < A& Al L. Solaris

Security Toolkit 42 g A] €] =] 3ol whe} 573 J}‘” F7heE A g-oll= 9ok 2 9 S
AR e vt e e Asor nEgy,
1. SCol| 211§t
2. pkgr m™ @& A}-8-3}] Solaris Security Toolkit ¥ 7] A & A A g t}.
sc% pkgr m SUNW ass
of ok AL WA A 7} 2 S 7] A ol A EH U
The following package is currently install ed:
SUNW ass Solaris Security Tool kit
(Solaris) 4.2
Do you want to renove this package?
4% FIFSMS1.6aZEY0 BX 91




3. 71 AN AF AA W yE Qo] FolFIh
chee e WA E 7146w S,

Do you want to renove this package? y

## Renoving install ed package instance <SUNW ass>
## Verifying package dependenci es.

## Processing package information.

/ opt / SUNW ass/ sysi dcfg

/ opt / SUNW ass/ rul es. SAMPLE

[ opt / SUNW ass/ nomat ch. beg

[ opt / SUNW ass/ man/ wi ndex

[ opt / SUNW ass/ man/ sman7/ server-secure. driver.7

[...]

TEOESMS1.6 3+ Wl 9 B

o] H}el| A= SCe] SMS 1.65 5o & W] ¥ X3} YUt}

rr
I

s A

oot

v SMS 3+7 1<
o2 S 3 5ke] SColA SMS 1.6& W sta &+
1. 9 F-AZ SColl 21218},

=
T
2. U5 ¥E e dEste] Fol =X w24 stk

ol

R

sc: sms-user: > [ opt /| SUNWBMS/ bi n/ set fai | over off

3. SMSE TA &Y.

sc:# /etc/init.d/sms stop

4. SMS 37 Mg}

snsbackupS A &AL smsbackup vl o] A AL (sms_backup. X.X. cpi 0)°]
2ol A 2e 4= Qe S Al L
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}¢] sms_bac up XX cpi 0 Y- T SCol A A+ = gl5Y
ko e 54 sC 9 2 WA ErF Gdduch

sc: # [ opt/ SUNMBMS/ bi n/ smebackup directory_name

o 71X, directory_name=> M 9} o] /@HE]§ e E gl o] o] 29t} o] UL A
2He] geofe g gy, ¢ Zsiﬂ UEN A = AREAF 8171/ 227] 7

I AA ] AT g sy dzrectory_nameol ARHA B 45, WY AL
[ var/tnpell 4Ag Ut

2174 € directory_name-> UNIX 3} A ~8(UFS) .2 vl E &
71—0 o] /\] J}o] }‘]}\Eﬂ(TMPFS)O x‘l ol O]-U:] Smsbackupol /\1-4]3]-

F
A %
directory_name©] UFSZE v} E = =] 2314 &2 745, tha 3

sc:# /usr/bin/df -F ufs directory_name

UFSE: tlelEe] Au s kgt e BE 599 3he Aaue s g,

. SMSE A& Yt

sc:# /etc/init.d/sns start

el 225 245k

sc: sms-user: > [ opt / SUNWBMS/ bi n/ set fai | over on

SMS 1.6 &~ ZE go] B
R ES RUE SRR

sc: sms-user: > [ opt /| SUNWBMS/ bi n/ set fai | over off

. SMSE FA g rt}.

sc:# /etc/init.d/sns stop
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3. smsbackup 3Ll snerestores AP F ).

4.

5.

sc: # [/ opt/ SUNWBMS/ bi n/ sner est or e filename

71 A, filename-> smebackup(1M)ell <3l 2Hd 5 W< spdo] digk A5 H =2y
t}. filenames Aol thdt Ao A= o] && g of FUth o] AL AAE v E
3 EE gl A F AT ofeu o0& S AUt filenameo] A B F o] 9
Al oW Q{7 AU

SMSE A2t

sc:# /etc/init.d/sns start

ol 225 2 st

sc: sms-user: > | opt / SUNWBMS/ bi n/ set fai |l over on

94

SCO IP F4 E+= =l W
olF Mula WS A IP F4E o Ed)

EvQl i A2 Ao] ] Y g,
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LHlo A TS o] T AE0F
/etc/inet/hosts

W7

o

e
T
o

/ et c/ nodenarne

/ et c/ host namne. interface-card-name
/etc/net/ticlts/hosts
/etc/net/ticlos/hosts
/etc/net/ticotsord/ hosts

. ErQl B SCE AF" g
LA EEhE A, v Y Y SAEoES WA F YT
et c/ def aul t domai n (NIS = ¢] o] Eo] W7 ¥ 7o vh)
et c/ host name. * (& 2E o] Fo| gt g% 27
et ¢/ host nane6. * (E2=E o|&o] 3dof| X A" 7 $-d|7h
. TXE o]5o] SCol A WAHHE A, sneconfig-mEES 23,

snsconfi g(1IM) W&ol t g ZA gk A B &= System Management Services (SMS) 1.6
Reference Manual ®=3= SMS 1.6 77 & #H o] A & HZ34] A L.
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T el Ate] A E Qo] A 1 A

o] Aol = Solaris < A A ¢ F7F AZE Qo] 7] X & Sun Fire 113 Al 28 T
Qlofl AX]3t7] flgh ths # 3 o] E3FE o] hFH T

97 o] x]&] "0 A"

1023 o] #] o] "= 21 4}2] Solaris =<3 A A A 2 A"

1079 o] A o] " Q] Y E I -4

10935 o] ] o] "EH|Qlof] F7}F AZE 9o} 7] #] AA|"

= ] /@H

o] Ao A= A =S A7 91 oh2-2o] dxafel disl] At
m 98¥ 0] ] o] "A| 2] A o] 7] el A =9l HF"

m 10030 %] 9] "Ew ] A3}

m 1013 0] X 9] "Z=wQd 1 ek 24 A7)

oy
a

€15 A3k W [/ var / opt / SUNWBMS/ dat a/ domain_id ©) @ E 2] ol 2l
sl a3k i dprom i mage 3 o] glojok It o] Hde] gl A,
Ao Al 2] 3FA Al L.

Sun

97



2
ZETE o

sco:# F 5o 3 FA
domain_id: # w0l ugA
sc_name:sms-user:> SCY AR T2 E

sms-user= SC 2113 A x}, FA}, +AAF &

= AHl2 2919 user - namso‘qt}
domain_id:sms-user:> THQlo Al e} T BT E

sms-user= W Qo] 2113 #HE| A}, =G A, A

wE AR A 899 user-naned Yt

AL& Aol Al &y = W2 AFEAVE S8t EHE e T] 25 o) dHE
Yt} o] E 3k dof A HE EAZF §LOW sms-users SR E E LuQl A A

F—oh elol A ST el Ak weQle] WEs Fohske} mel s AT =
w31 #2] 27} addboar d( 1M EE & A A 5H7] doll EAF A AF WA
setuppl atform( 1M H#HS 2 5§ Shal E=|Ql& AMEE = Qe A8 HEo 1

=% F7}aof g,

1. pl atadm AgHS 2EE AR R %18 § HEg Frhsto] mHQls AP T

scO: sms-user: > addboard -d domain_id -c assign location [ location]

A:
n domain_id= A&7 A S E = =l o] ID(AY-E R7FA) YU T
m locationS B 919 dlFH YT B location ¥ o] &-&H T}

Sun Fire 15K/E25KE& 7 & 4] Sun Fire 12K/E20KE& 7 & 24|
SB(0..0.17) SB(0...8)
10(0..0.17) 10(0...8)
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dE 5o, thsr 8RS €% 4,25 79 CPU HEE =]l A =7k o

scO0: sms-user: > addboard -d A -c assign SB2 SB4 SB7

o 2% 3,59 89 /0 REE =3l Ao F7g )

dlo
rlr

o

scO0: sms-user. > addboard -d A -c assign |3 16 | OB

LA Tl BEES A A of 3k 7 9- del et eboar dAM) 8 & & AFE-5H4]
Al L

scO0: sms-user: > del et eboard -c unassi gn location [ location]

o] 71 A, locationS H.E Y XA Yt} L location 2] o] & &Yt}

Sun Fire 15K/E25KE 7 & k4] Sun Fire 12K/E20KE 75 2F4l
SB(0..0.17) SB(0...8)
10(0..0.17) 10(0...8)

[-'O
>
2
2
i
it
N
2,
X2
rr
@
=3
c
o
[
il
2
A
i
i
IS

o Eol, g BHe w

scO: sms-user: > del et eboard -c unassi gn SB2

T o &= =<l Aol &3 30 = 1/0 HES A AT o)

scO: sms-user: > del et eboard -c¢ unassign |13

. addtag(1M W@ & AR&ste] mlel BlaE F7hgh

scO: sms-user: > addtag -d domain_id domain_tag

Ay

w domain_idi= A-&A7F A7 shed = =91 2] ID(AF-E R7HA) AU T

al

0
1l

=
ro
0z
10
k>
[l

Im
40
il
iz
0
Pl
iz
A



m domain_tagv domai nA9} o] = lol] STt = A Bl 19| o] 5T
& B0 U W2 =<l Aol tigh 8]l 2E ZHF T4 dlo|E Wl o] ~(PCD)°l 5
=

scO0: sms-user: > addtag -d A domai nA

4. 22 A A3t del et et ag(IM) ™ S A8 A Q..

scO: sms-user: > del etetag -d domain_id

71X, domain_id= Bl 718 A AT =2 IDAF-E R7FA)YE Yt
o & 5], 5 HW#H-2 PCDAlA =vd Adll tigh 8l 1& Al AF Y.

scO: sms-user: > del etetag -d A

v =H el &3}

T — Zv?1e] Solaris OS % SMSE A X| 3t H, &k / var/ opt / SUNWBMS/
dat a/ domain_id/ i dpr om i mage o] lojoF FUrt. o 71X, domain_idv+= AF-E
R7HA] it o] stdo] gl 7% Sun A HV\ H A A o A L.

Al | Q1] e E Ao T
A& ®ASH set keyswi t ch(1M)
07] 29129 a3 912+ on,

st andby, of f, di ag % secure%] D]-. LA g U] 82 System Management
Services(SMS) 1.6 Reference Manual—% EA N RPN

1. =l AE S EAEY

sc0: sms-user: > showkeyswi t ch -d domain_id

o714, domain_id= A+-&A47F FEHE A5k = =H1(AFH R7HA) 2] IDY Y T
d& 50, s BH2 =l Aol BEHE A FY

scO0: sms-user: > showkeyswi tch -d A
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. w9l #el A (dmaadm) A &S Zhe AR AR A R/l S Fd st o

scO: sms-user: > setkeyswi tch -d domain_id position

21 .

= O-

= =9l el ID(AY-H R7HA) G Yt}

= on(&A4 3}, of f (R A 3}, st andby, di ag =+
secureoﬂ 234% AA9Y

dZ 5o], & ¥HS =2l AS ZA4 5L

scO0: sms-user: > set keyswitch -d A off

Qlel gk Z& |7

HEY = &0 223 242 53 25Utk
= Sun F1re /\]/‘E“J a4 A8 kA L ssconfi g& AF&35Fo] SCo o)Al o] 7l
Tl Bol M ES A7 SulE A X 101?43010116“4‘:}

o SCo S140] 7h= £uQ Apolol H=412 A7lo] el

m snmsconfi g& AF&3to] SC 2 o4l o] 7h= ww el tale] IPSec :rL’“% 2 A sH|
AR R A EYH | PSecoﬂ o gk ARAT S U182 knd(IM) Pl o o] #] B
System Management Services(SMS) 1.6 Administrator Guide& 3= OH‘j Al L.
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o rQlel vk &4 &S JYth

scO0: sms-user: > consol e -d domain_id

AN, domain_id= AHEAVE £4£S A= 29 IDAY-E R7HA) QY TH
& 5o, 5 ¥E S =rel Ad g FES AU

scO: sms-user: > console -d A

—(o

Tl E&ollA, 37 W4 TERM(*O“OJ)O] &9 A FLe Ag-dTtvi (D)= 4
A3tA Adstar o] ~Alo|Z A A~ (HE HHE)7t o 23 g = X—}%;}qﬁr.
o:

domain_id: sms-user: > setenv TERM xterm

wo) 2ol o5 X}Aﬂ gk U] -§-2 System Management Services(SMS) 1.6
Administrator Guide % consol e W74 #H o] A& FZ3}A A L.

T 1/9] Solaris G A A A A 2 A X

o] Aol M= o th3t Solaris OSE A4 L A 3}7] 913 A A Aol dha) A3
.

n 1037 0] A o] "EW[Q1E X SepolAER HA"

m 1049 0] %] o] "= 2l Solaris 5 A A A A"

m 1053 0] %] 9] "S=r<le] )3k OpenBoot PROM €7 ¥ <= A 4"

O ~O

Z — A]2¥l9 Solaris OS7F AFA A 2] o] )AL = <lo] A sys-unconfig(1M 3
Be A A, oz 2Etr] doj| 1079 0]#] 9] "Erd YESY D S F
ZoA A 2

7 a8 A 2 S Yo, A A= A ste] I EY T 2] =29 Solaris OS
AZEYAE AR U o] AaLE AlZSH] o YIEY A A AW A& 548}

AAL L. AFA S Y2 TS FZ2HA L
n H]E%EL AR A Ao sk A K= AR 52l Solaris OS B Aol o3k =] ¢F
WA E Fx3AA
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m HESCE X SFo|dER A tigt AW = A}-85 2 Solaris OS H Z ol o st
A QPAME F2EAA L

n FEA 9 Solaris OS Hi 3Z %PL AR o] A Ao 1 S FERA L.

ool X ZetoldER A4

sc0ol] A2 A E A 3 YEYIE 53 = le] o3l Solaris OS A X E 9]

S AT F7F HAF UL Alagle] mHle o] 5 A F ER
add_i nstal | _client(1IM) §#& AL-&3lo] o] 4w E F713UT),

Fof — o 31 7H4 JumpStart A ¥ ol A] Solaris OSE A x| stei ¥ A B Y T 5}1}
JumpStart F-& A8 7} Qlojof gyt A Bl 7 8kt 0] 4] JumpStart F-F A B 7}
AE A, ] ABol A rminstal | _client(1IM) %3S 233} SCyt
JumpStart H-& A B = @A FEUT

install _client(IM) 3 rminstall_client(1M) Bl tet x4l ek A1
AL-83291 Solaris OS W 9] =% mlFdS FZ314 A Q.

. &% 9238t OpenBoot PROM X & Eo| A MAN o[t =45 SR}

ok banner

Sun Fire 15000, using | OSRAM based Consol e

Copyright 1998-2001 Sun M crosystens, Inc. Al rights reserved.
OpenBoot 4.5, 3072 MB nenory installed, Serial #######H1.

Et hernet address 8:0:20:0:0:0, Host ID: 80200000.

sc0: # /install_dir_path/ Sol ari s_9/ Tool s/add_i nstall _client -e
domain_man_etheraddr -s scll_hostname: | install_dir_path -cC
scIl_hostname: | install_dir_path domain_hostname suné4u

pe
=
m install_dir_path'= CD ©|W|A| 7} BALE = P EL & A AU

m domain_man_etheraddr= T 21o] t3gt o]yl =4 Y},

m scll_hostnameS- smeconfig -m&AxF Al SCI1 U EY A0 HFAH = TAE o]

f,

.

e
o
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m domain_hostname smsconfig -mAx Al EFH =1 1 EH T AEFH o]~
o Hou = o] FU YT

AFEAE %7190 Sun Fire Al 228l st A7 A& <t o] FAAEd =dQd T2

Eo]E(d: SCI1)& Aot

v =1 2lo] Solaris =<3 A A A X

1. 7' A UEY]A AH Aol =E FAF L

ok wat ch-net-all

F — A =" A Lucent PHY % Fast Ethernet B =5 AF8-3}= A, ZX 7} HHA2EE
A Prh= 7 wAIA 7 dERE 7 AFU T 25 HIAIAIE FA18A Y OpenBoot
PROM tj7| 4= di ag- swi t ch?Z fal se® AASHAI Q. 292 A4S HAsH

©F HAATE A LA kg,

wat ch- net - al | ¢] man- net o A&#H XA 1AL HusE 29, Sun B EAH
Al ol Al L.

2. 38 M EYIAMAN)E AL2351e] SCERE EHS fEY IR FEIr)

ok boot nman-net

3 A2 A5 Bl AFR%9 Solaris OS B Aol th3k A x| ShjA S %514

=
A 2 A28 o]& A W = Sun Fire a4 A

A

E
l
o

S

Z _ wuilgle] &3 A Aol A AHE-# Solaris 05 2A & AEE 4 9l th SCE
o] ZAYL Mol shA Uk Tu|ol e 1E A st}

3. EHjole] -t o] 2S5 WA}
SCE Zvl|Qlel] thak A M= ALEshe A, A7 hid F =rle] & o] F
S WA A L. o] E A 3 MANS &8 =917} SC Abol oAl A &)= U E9 A
EYT 4SS £ F JdG5UTE Qe = o] 2L 9 Y EY I QEHol A~
(el: qf e0) & 3t}o] == o] 8 o7 WAt}
ErQle] = o] & WA TS SN
a. =rQlel ¥ FA R 2oy
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4. YIES = A M B F50 A4

1 M
o
oft,
o
fins
iy
ot
i
i
=
)
S
sy
[}
&
3
h~Y
3
o
=2
rlr
2
)
ot
=8
Iy
o
et
tlo
o
R
sy

22 Ed g
t}.

Rl

domain_id: # uname - S new_nodename
domain_id: # echo new_nodename > | et c/ nodenane

c. Zaorg .
wulQlg A FU e

ol Az EolE AA T Ohe WA SRste] A A1) B2 A RS A
Age.,

By o

rlo

Fo| - A4gAE B9 B2 AW BEA A AARA FE A S, Eldl
i=]

]
25 Em HES A FReHA] E5Y

o
o
2

a.

H

A A sColl =119t

&2 4Eg,

RUR

b.

scO: #/ install_dir_path/ Sol ari s_9/ Tool s/rm.instal | _client domain_hostname

c. thE o] avtAle] T Fu 2 AA| U2 A4 ) SaE v,
ANE Eol, oS dHFIT

scO: #ls -1a /dev/dsk/cOt17d0s0
| rwWxr wxr wx 1 root r oot 77 Cct 12 17:38
/ dev/ dsk/ cOt 17d0s0 - >
./ ../ devices/pci @c, 600000/ pci @/ SUNW gl c@/ f p@, 0/ ssd@21000020
370dacOc, 0: a

d. 210} gt

Lol B g OpenBoot PROM 37 W4 A4

W ¢l £49] ok ZEZEA], deval i as E=9 BE F8 S A}

b1

ok nvunal i as duplicate_alias

o714, duplicate_alias<= T35 52 EH S HEbd U
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A
2
[o]
9
?L
i
n
>
<
c
>
=l
o
(7]
rr
o
(E
2
—|—4
i
1%
o3

N
o
B
e
o
ox
X,
2
>
>,
o
ol
o
O
s}
[¢]
=
™
o
=3
g
=
O
<
_‘>i
m
Ak
il
=]
ol

Al

.

I

ok show- devs

3. ZE A UEYA AH Aol =25 FAF UL

ok wat ch-net-all

— Al 28l A Lucent PHY® Fast Ethernet =& AF83= 49, X7 HHAES
’\Uﬂﬁur/} +Er H Al A 7 el 4 S5 Y Hk %?r H A A & A8 A L OpenBoot
PROM "7l ¥ 4= di ag- swi t ch?E& fal se® A HA Q. 294 A& WHstA
S F WAIA7F Al YERYA] 25U

4. Solaris OSE A A& A X &

o

} 28k = 9l bootdisk_aliasS A2 g T}

ok nval i as bootdisk_alias device_string

231 .

= O

m bootdisk_alias:= Solaris OSZ A 2] <l x| )3t ¥

m device_string<> 3T A ol A L ERE O & Solaris OSE A
Ay

S

nval i as di sk / pci @c, 600000/ pci @/ SUNW gl c@/ f p@, 0/ di sk@21000020370dacOc, 0: a

F —nvalias

4
ssdt e A

ol

ot

5. Al & 24 ¥ NVRAM H|o]E & 7] =&t}

ok nvstore
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Z* — OpenBoot PROM 1| 7] 4= use- nvrant ¢ 7} True & A A o] F-8 Ao A}-§-2}
7} M2 A 2l 8 bootdisk_alias?t B7HE 7 A=A & & ok g

grE Mo r A4,

il
i

. setenv HES A}83te] 7| E BE A

ok setenv boot-devi ce bootdisk_alias

o] 71 M, bootdisk_alias= 4Tt Ao A AT AL A} o] HAS
1+ Solaris OSE A *] F91 8 7153 gy~ oo gy}, 5
ALEE B2 M dogo] SnfEX] 8l of g,

AR, &S g#ske] g3

7. F8 A W HAS

ok boot
= UEY A T4
Solaris OS7} =] 21of] AbA A x| 5 o] )AL} = ¢lo] A sys-unconfig(1M) % &<
AeYst 49, mrde A MAN AR E 502 A8 ofF gt}
T — 1037 0] A ] " 9lS A SefoldER A oA dYE e =S 7Y
0}71 ol SColl A SepolAER ]S F7} }X] A 2
v THl Y EL A 4
1. =rRlel] 3 fFA4 2 21 rh
do| 2T EQ0f 48 X Hx 107



108

2. s 49 gyh

domain_id: #ndd -get /dev/dman nan_get hostinfo

oo HelEs Ane dyc

manc_magi ¢ = 0x4d414e43
manc_version = 01
manc_csum = 0x0

manc_i p_type = AF_I NET
manc_dom i paddr = 10.1.1.3
manc_dom i p_net mask = 255. 255. 255. 224
manc_dom.ip_netnum= 10.1.1.0
manc_sc_i paddr = 10.1.1.1
manc_dom eaddr = 0:0: be: a8: 48: 26
manc_sc_eaddr = 8:0:20:f9:e4:54

manc_i ob_bi t map 0x400 i o boards = 10.1

manc_gol den_i ob 10

3. TS F2)& AL&35}9] [ et ¢/ net masks ol network-i1 &35S F7Fs A Y HAE

Isi3

Yt

manc_dom_ip_netnum manc_dom_ip_netmask

o

10. 1. 1.0 255. 255. 255. 224

4. T+ &S L3351 [ et ¢f host name. dnman0 3-8 2HAJ 8

.

manc_dom_ipaddr net mask + broadcast + private up

o .

10.1.1. 3 netrmask + broadcast + private up
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5. manc_sc_i paddr IP 47}/ et ¢/ sysl og. conf 9] 3|9 &3} A X|st=%] &<l

.

domain_id: # cat /etc/syslog. conf

*.notice @o0.1.1.1

o
i
°
=
:oé
ofl
&
e
o

A ¢k A9, letc/syslog. conf FL& A

domain_id: # ifconfig dman0 pl unb
domain_id: # ifconfig dman0 manc_dom_ipaddr net mask + broadcast +

private up

71 A, manc_dom_ipaddr2 [ et ¢/ net masksoll Y& ¥ EH IP T4 Y.
oA =dQle] FAH YT},

|l F7F AZE Qo] 9 7] %] A X

Fam el A7) 8 Aol EEEel Atk uele) £LE o] 57]
AE el S 412 g o,
T —o] F7} iE—E—-‘FﬂOi 714 = =] @l ol vk A 2] 8 ofF G eh(SCell = A | 8kA] mhA
A] Q). Sun Fire # 113 A28 SCol| AX E o] & A X]}+= Aol t3 A B += Sun Fire

15K Open System Controller (OpenSC) Whlte Paperg =314 Al 2.

A7) A7 A olof iz B At Gtk Thge AT 5 A 71 917)
AUy,

Sun Remote Services(SRS)

Veritas Volume Manager(VM)

Load Sharing Facility(LSF) 3.2.3

Sun™ Studio 11 =7 AE ¥ 3}

Sun™ ClusterTools 5

C =z o] % A5
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m Fortran 77 T2 131 o] 2 Ay
m ORACLE® t]o]EHe] 2 AL E g o]

v F7F AZEY O 97| #] AA]
S FAZA SColl =g
7. AX 8RB X E g e]] X CDE SC2 CD-ROMoY| 44§ th.
8. share(IM) B & & AH&-3te CDE VIEYARE T/ FHTh
a. nfsd A7 A& F0A] AT

scO: #ps -ef | grep nfsd

b. CD-ROM &5 /et c/ df s/ df st ab 3ol F7} .

share -F nfs -0 ro,anon=0 /cdrom cdronD

c. CD-ROM ©|"| A& NFSZ 714 54t}

scO:# /etc/init.d/ nfs.server start

9. =) FHFAZ 2 aAF Y]
10. = ¢le)] 3t/ cdromt HAEZ S ZAAstaL vt ET U]

domain_id: # nkdir /cdrom
domain_id: # nount SC-I1:/cdrom cdron®D /cdrom

o] 7] A, SC-I1%= SC 11 Y ES] Fo] x| Q3 T o]
1. 37} 22 Ego] 9742 F7ha .

e

QU

domain_id: # cd [ cdroni install_disk_name
domain_id: # pkgadd -d . software_package_name

A-h:rg.

m install_disk_nameS X FR1 A X A9 o] FdYT
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m software_package_name> 57+ 1 AT E o] 3 7]A] 9] o] F Pt

pkgadd(1M) ® o] ofe] wA| A& FAetaL 7 7] Aol el A= &3k ddE
s oy AA dEs =S s sy o] A&l W

L TE dEE AETEA] o
HokaL 74]" YA AF-&

12. CD= v}2-E A gy

domain_id. # cd /
domain_id: # unmount /cdrom

13. T Qlo A 210}t 3 SColl = FAZ 2193t}
14. SC9] CD-ROM E=zlo] B oA A% CDE 7YYt}

scO: # cd /
sc0: # eject cdrom
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LRSE:

&-o] ol A= Systems Management Services (SMS) 1.6 A1 %] FuUjA] o] S 2Fo]
Y

© o
)
-

= 4

CD FHE Yxi
CD-ROM FHE t]jx37 9}7] A& v
CSN AAl 9 s

D

DNS =wQl o] & AH] =

113



eri

FPROM

GB
GHz

HTML

I1

12

ID

IP
IPMP
IPv4

114

o]t ¥l RIO ¢1E] o] 2~

A 223 7he ¢7] A8 e

7 7o) £

717 e 2=

shol o g 2= A o]

21

AU Z2EF
IPUEAA YF 4=
ClEYl T2 EZ ¥4
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LSF

MAN
MB
MCPU
MHz

N

NEFS
NIC
NTP
NIS, NIS+

O

(O]

PCD
PDF
POST

wel vEg
v 7hupe] =
MaxCPU H=
w7} E| 2 =

HES A 9 A28

HES]A I H o] 2= 7=

HEYA A Z2ES

UEA A AR A=

EEZRE

A 23 A7 HAE

HE 73 o] Ef o] 2
%.

00
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PROM

RIO

SC
sco
SC1

SLVM
SMS
SRS
SSH
ssh(1)

TMPFS

UFS

116

Al 2~ El] A o] 7]

Z7)e F Al 2=E Ao} 7]
Z7)°ll Bz Al 2=F Ao 7]
Solaris =24 2F #g
Al z=¥l he] AH 2=

Sun ¥4 AH| 2~

Het 4

Hk 4l B

A I A 2~ H

UNIX 32 A 2#l
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VM  Veritas Volume Manager
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4
-

1=

/ etc/ defaul t/ kbd o<,

/ et ¢/ host nane. dman0 3}
/etc/hosts. all owdtd, ¥

/ et c/ net nasks o+ "‘ﬂ

/etc/nsswitch. conf 3¢,
/ etc/ sysl og. conf 3 %3, o2

A

add_install _client |
addboard ¥ #, 31,74, 98
addtag H%, 99

C
consol e ¥#, 102
CSN, == SCe| 71=-, 14,27

D

del et eboard H#, 31,74, 99

del et et ag ¥ #, 100

7, 28,84
o, 244, 108

11, 20, 35, 59, 70
/etcl/inet/hosts 34, A% CQ o] ]E, 25,41
/ et c/ net masks 3, A& QHolE
= jd
A7 25 41
x| 5

¥, 103

F

fl ashupdat e

H

hpost #lo] &X =213, 31,74

ifconfig™%, 109
IP 24

J

j ass-execute &
Java1.2.2 & E¢9]o], 17,33,51, 62

M

manc_sc_i paddr, 109
W7, 94
SE o|&, 16,44

MAN

=92 74, 15,21, 37, 44
ErJdUEA] = 74, 107

2, 29,30,60,71,73

%, 59,70, 89
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N set dat async &, 44

NTP Z&}o]1 E,SC 741, 80 setfail over ®8#, 31,47,72,79,80
NTP(Network Time Protocol) &&}o] ¢l E NTP & set keyswi t ch %, 31,73,100, 101
OJANEE F3IH A L. showf ai | over &, 31
showkeyswi t ch M &, 100
SMS
0] 1.6°.% 1o o] =, 43,53, 64
OpenBoot PROM SC %713}, 31,44, 73
2 w7, 28,61,71 SCaZE 874, 6
g7 A= A4, 105 T 874, 5

T4 =, 36
T E, 94
5, AHEAF7Y, 26,41, 75

P g2, 17,52, 63
pkgi nfo ¥ &, 90 Tl v &4 sl 101
pkgrm3 &, 53,64,91 Q] e A1, 100
POST = el A, 97
53, 31,74 EHlQl AZE o] @AM, 7
=l &43}, 101
vy # o] %] 9131, 19, 34, 58, 65, 69
S vl 7 o] x| 9] 91%], 54
sc e, 48, 50,92
IP+4 W7, 94 s Xd%’ .85 8.7
NTP Zeto] AER 74, 80 HA A F A, 8
SC Z 8 A] PROM ¢l 280 =, 29, 60, 71 s 2 (13833
SMS 1.6 417, 13 44, 779, 1
SMS 4 -7, 36 A1, 80,81
SMS 4 7, 94 d-tefel = B, 3
ssh 74, 15,44 o] *éil% WA 55, 33
WA A% 5 )73, 89 Fol £X & =&, 28
nz 2 o] A, 60 Hol 2512 571, 42
AN EA} TETE g Fof] A& A3 4= 92, 84
2EE O] 27 6 ﬁl‘%‘%, 15,28,42,44, 61,71
A 2~8) B ZeA] PROM 9 -1e 0] =, 30,73 &, 79,81
1 o=, 45 s ioﬂ'f
A $-E, 15,28, 42, 44, 61,71 i“' E}?i*' 52,63
=60 12 SCo B8 31,44, 73 =), A=), 21,36, 58, 69, 79
ZgcE Ao] A 72 smsbackup 27 HE, 48,50, 92
Z 5Col CSN 712, 14 snmsconfig =3 HE, 25,41,95
Y = 2% oA 2 AT, 15,44 Lol AREAF 7, 26, 41,77
¢ o)A 1A, 44 Y ES = 74, 21,25,37
FAE 02 W7, 95 smeinstal | 239HE, 9,13, 15,18, 33,44
SC, 5l CSN 7] %, 27 sherestore 23 HE, 36,94
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snmeupgr ade 2~ HE, 43,48, 50, 54, 59, 65, 70
sneupgrade~AHE, 9
smsversi on 23 HE, 5,85,87
Solaris OS
SColl gt 8. F+A, 6,7
SCell A4, 16
SColl A gl =, 51,62
Solaris Security Toolkit & T-AF3}, 9
LRl el A A, 102
Ll A4, 103
SRl A, 104
Tl digk &AM, 7,8
o] F A AZES o] gHlolE, 25,41
ol x| W H, 32
%] A A, 16,32, 45,51, 62
Solaris Security Toolkit
4.1.1 A A%, 56
41184 F4, 67
427 f1#o]=, 55,66
j ass-execute %, 59,70, 89
Solaris OS &7-A+a}, 9
SUNW ass 3l 7]14], 53, 64,91
W7 £<1, 90
s A4 A, 19,33
A A, 53,56, 64, 67,91
SSH
T4, 15,44
thE SCell i &k A2 Al g, 20, 36,59, 70
27 ALl 3 AA 2 A3, 20, 35,59, 70
AFEAZE 1A 07 2391, 20
AFEA7E A 02 ZRIE RS &
o] A o] FA W7, 15,44
@ Al o g, 83
ATFAH o, 83
sys-unconfig 9%, 107

&, 35,59,70

-
AR
j ass-execute ¥ #, 59,70
%, 9,59,70
FE0F 59 70
2}, 9,15, 20, 28, 35, 42, 44

F 4, 46,49, 86

QA 5

2 Y =93 MANS 28441 9.
&, AHEAF 371, 26, 41,75

& ol

-
(=
SMS 1.6 22 E¢9]o], 17
SMS A E 4|9, 52,63
A Belo)| 3 A A2, 2433}, 28,42, 84
Tl
P54 WA, 94
OpenBoot PROM 7 W= 44, 105
Solaris OS A2 %], 102, 104
YEY T 4, 107
"1 &4 3}, 101
AbEALESLE 8
e} 41, 100
Ag/ké, 97
AR FeteldER, 103
AZESJo] Q FAME, 7
Z& 471, 102
ZE o5 W7, 95
g4 s}, 101
718k
SC, 31,44,73
set datasync W, 44

=

271,94, 20

29 9402 11,35,59,70
]

o 77 # o] %]
SMS, $1 %], 19, 34, 54, 58, 65, 69
W
add_install _client, 103
addboar d, 31, 74,98
addt ag, 99
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del et eboard, 31, 74,99

del et et ag, 100

fl ashupdat e, 29, 30, 60,71, 73
i fconfig, 109

j ass-execute, 59,70, 89

pkgi nf o, 90

pkgrm 53, 64,91

set dat async, 44

setfail over, 31,47,72,79, 80
set keyswi t ch, 31,73,100, 101
showf ai | over, 31
showkeyswi t ch, 100
sys-unconfig, 107

22, 102

H
LLEe!
SMS, 48, 50,92
A5, 48,50
A Ask
smsversion =23 HE, 5,85,87
A7}, 89
HE
CP1500, 6,29, 61,71
CP2140, 6,29, 61,71
Al Ao 438}, 31,74
34, 6
wot
&eh, 4%, 9,59,70
73, A%, 9,15, 20, 28, 35, 42, 44
7}3l, # 4, 46,49, 86
7138k, 9

A4 %, 10

O

O

p

=4
Hadeol= +, 10
Wk 4 SSHE F2ahl Al e
Hobdl SSHE =3 L.
B

SMS, 33

SMS T4, 36

Solaris OS, 32

Az}, 32
B

SMS T4, 94

=z
014

¢

A
A7
a5 F7F 26
E 7}, 41,75
MA 4 HE CSNE FHZ23HA A L.

R ]
NERYFNESA, 16,44
A %]

SCell Solaris OS, 16
SCe] SMS 1.6, 13,18
SMS =l %], 21,36, 58, 69, 79
sneinstal |l 23HE, 9,13,18,33
Solaris OS | %], 16, 45, 51, 62
Solaris Security Toolkit, A&
= 21249] Solaris OS, 102
M2 AAE g dAt, 13
oA o] AF &R ZFITE SC, 8
oﬂ XJH AFEAR ZEILE =19, 8
TI‘ o, 1
—I‘H]

iiE"M LA
SC, 6
L9, 7

I ES Y 7 7]A
SMS 1.6, 2
Solaris OS ¥ A o] &, 4
SUNW ass, 53, 64,91
F7F A, 109

2OHE
snsbackup, 48,50, 92
snsconfi g, 21, 25,37,41,95
snsinstall, 9,13,15,18, 33,44
snerestore, 36,94

snsupgr ade, 9,43, 48, 50, 54, 59, 65, 70

snsversi on, 5,87
A 2=8] $hE] M) 2 SMSE Fx5H4] A L.
A 2~H A o] 7] SCE HZ3HAIA S

O

dazeol =
SC, 45
SC Z 2] A] PROM, 29, 60, 71
SColl A Solaris OS, 51, 62
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SMS 1.62.&, 43,53, 64
smsupgrade =~ HE, 9,54,65
AZ, 3
ANd BE ZgA] PROM, 30,73
drdolE, 45
=H], 43

L HAIA, XA, 3

8 FALE
SC ~ZE9], 6

Solaris Security Toolkit 2222 E 9]0, 9

T AT EYY, 7

E]éEL 7, 5
a2

SC :;_”4, 44

-, 89

SC 15,28,42,44, 61,71

A &5 A7 Hl 2 E POSTE 32384 Al

ALY FF A7 H| A E. POSTE H A4 A
Al A
Solaris Security Toolkit, 53, 64

=

off g "

7], 102
= 7], 15,44, 82

AL

yElA A7), 5

A
SMS, 2=, 52,63
SMS, A =], 21, 36, 58, 69, 79
Solaris OS, A ], 16, 32, 45, 51, 62
71843, 16, 44

Hellof, &3}, 31,74

=<2 A] PROM
SC 180l =, 29,60, 71
A"l B = Aol =, 30,73

U A, 15,44

o
2~E o]F. ¥4, 95

=
ro
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