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SC LF-2l SMS " 8055 60 1l “4E4 SC _LFH2k SMS #k1F” .
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iR =)

A T2 SMS 1.6 At

AFEATAHUTLE Sun Fire =it 240 L 2% SMS 1.6 B JH (% SMS 1.6, AFALKE
DU 328

m 511 0 “YE SC _LAmHrzedE SMS 1.6 3 1E”

m 529 51 “PK S LLAT 3 Solaris OS A1 SMS 4 4: i fliA

m 540 BT “F SMS AT R 1.6 R

££ SC b4 %4% SMS 1.6 ¥4

£ — #1Y Sun Fire RT3 T Solaris OS Fl SMS 1.6, VY EAE RS Fdk AT 482
ol F AR RS L2 3EH SC I, AT BEPATAT PRI RE. ko= TR
f, FEMRSEE 19 71 “BCEE MG R,

% 3-1 BoR T smsinstall A SC (SCO) Fl4: ] SC (SC1) 4% %% SMS 1.6
BAF I PAT B FR T o 15 F2 R T TR IR Y AT IX S el AR . IR a1
JUS RGP A X S i AR M BAT I o BN RAE I R B 5 RS, FR W] T 4y
SE BRI AR A SCRY P L
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- AT EERE SC LAERFH15 (Chassis Serial Number, CSN), 1Ml L ic 3%
#%H SC L¥) CSN.

% 31 B3k SMS 1.6 #ft

* SC #%HM sC
13 U “UER e

L8514 U “AE SC Lz % Solaris OS”
15 T “I Web F# SMS 1.6 #ift”
L3 16 BU “edE SMS AT

CER 19 U “AE SC LB AT

LA 19 BT CPR T B 4R

CHE 23 U “RCE IR

CEE 24 BT “AdskEE SC MR ETYIE
525 U BT T

10. %5 26 W “HHIIT REEHIE

11. 55 26 7 “JI%% SC Ph#S PROM”
12. 58 27 U “oupii R

O 0 NN o O ks W N -

13. 55 13 7 “Higrwesk”
14. 5 14 7 “4¥ SC %% Solaris OS”
15. 55 15 5 “J Web N3k SMS 1.6 /7
16. % 16 7“3 SMS A1~
17. 5519 1“4 SC L@ B4t
18. 55 19 WU “Po e B 2 7
19. %5 23 jU “UEHI A
20. 35 25 GU “JH AR W7
21. 55 26 U “TEH 1T R TR
22. %5 26 YU “TFgk SC th¥ES PROM”
23,55 27 T “oB e E bR

24. %5 27 GU “FRAGHRIREES PROM”

25. 55 28 U A IR
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- HIREHGI SN, smsinstall WAL ARG HIA M LAt EWH 10 0
TR A atE” AR M AIRE, I 22 PR S AR R OCHE 0 R s ) e 5% - B
WOl FRGELZAT, WO AT LUE R 5 AT O B H G V5 SCy BUff ssh it BN 78 JUBT
513 SC JE IR A2

i = WARAE ssh, WAZUE M ssh 8 UAFLL R SMS #i6I & RAEMR . fIRHEL
R, WS WA 78 7T “HK ssh #H AT .

e £ 2 e

THRZHEZ R/, WEPAT FIUES .

. IRENAEAS SC WIBR I P %55,

. BIRIBEEMRA SC E¥WEASH platadmn R,

. EFA SC L, HEKM Web T#HH) SMS HREGFHEWNMERT .

. B3 SMS 1.6 B ZHT, WRIEALLEE B1Tim ASEH &8 SC, HEA & SC
LEfEM%E % Shell (ssh).

2 SMS 1.6 HEHi 51T SC Z )5, 1 smsinstall BAHTHRAT NG % A bERAE S
AR R T ] o

i — WAL SC LA ssh, WA ssh e XAF A5 SMS #5166 A AR
HREZELR, WSMH 78 T “Hi ssh ¥ UFF7 .

. MRZAEMEG LHITEHRE, W:

a. M3 smsconfig S REIED.
%% smsconfig(1M) T/,

b. 5 Sun Fire Z&7HMXI$ER ( (Sun Fire 15K/12K System Site Planning
Guide) B (Sun Fire E25K/E20K &SI MKIIEF) ) hEEXEE.

e b 22 % SMS 1.6 L2 5, 185 Bl X M5 Bk & 5 21 W 4%
(Management Network, MAN) (f75¢ MAN W25 E, S0 19 70 “AdE
BT
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6. FIALERHARZH, BEERKEUTHREE:
m IBE 2B Solaris OS FRAS FIT X B 1) 22 25 45 7
m  {Sun Fire 15K/12K System Site Planning Guide) 5 {Sun Fire E25K/E20K %t
LRI 45 5 )

7. TR Solaris OS MAFTXT N [¥ (Solaris (SPARC “F-&HR) KATULHI) 1 (Sun
fifi () Solaris KATULWIAP AR BIKL) , AR  (System Management Services (SMS) 1.6
A RATIWIY F0 http://sunsolve.sun.com LA SunSolve™, LITHEEXEH
BRE. EmEEHBFEEFTANEEAENSEMER.

8. EMAECE MAN K, 1ES A Sun Fire REFXRA) “HHpikIfam” .
4:%;EMT1/E$3ﬁEXUT{ﬁ/D\:

n PEH
n JEAEFAS
w11 AL LA TP L hEAT T R HE A
w12 AEBMER I ENLAL TP Mkl A7 Mg
m SNSRI E% R A E LA TP Hdik R R A
m SC @AM FHL4 IP Hhll:
m AN A LA H R
9. F‘""*'ﬁji THRAEXT 2 BY Solaris 1&%MEFH% (ATM http://sunsolve.sun.com 3£

5), LR SMS EEIE1T. EFRESFHAR SMS BG4 HI, 3 Solaris OS [z T
ﬁf"lﬂ"?aar_

iE - f i), B 4 HAR SC 7T OpenBoot™ PROM #/R4F N ok Kiz4T SMS
i, EAlfe A& HE D EE "SC clocks NOT phase locked" i & ZWg e ATRIA]

v 7& SC %% Solaris OS
1. IR SC LR R% Solaris OS, BFEEEHITRE.
HRUH, ESIFNI Solaris Z2EFRET . 1HHHTR:

a. REIEHAY Solaris OS MRA, FREMGEWNEF (BEILE 6T “SCHHEE
*” )
WK 2B EH ARG, SC L n] syt Fe ¥ Jcik m s, M
F SMS SRR R B AR LA K SC AT H .

b. #%#%1% OS BT 49 & (Entire Distribution) 4H.

c. i%#% English (C) iIEEHE. £ SC £, SMS 1.6 FXIFMRE TSN E AR (T
Solaris OS BEE I E.
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. MREFBAABRTREAT Java™ 1.22 5,

BRINH K2 /usr/javal.2/bin/java. WHRIFH Sun Fire Interconnect %44, F H.

BATHE Java 1.2.2 BAFZAAEBONH X1, W SMS K ik R 3.

E = 2 Java 1.2.2 BAFG, WEORSEIFIE SMS, ARG T EHT A 8

M Web F# SMS 1.6 %14

3 — AT LILEE FH T Solaris 9 OS 1 SMS 1.6 #AFF13E H T Solaris 10 OS ] SMS 1.6
WA B TR . £EIZ1T Solaris 9 OS R G #siilge b, HfE2diE -+ Solaris 9 OS
M SMS 1.6 #&kf}; {Fiz4T Solaris 10 OS W R GeiEhilas b, HAe% & H T Solaris 10

OS 1) SMS 1.6 #fl. W), Z2hes KM

. 1 Web 52 #H AN http://www.sun.com/servers/sw/
. 1%£#%¥ "System Management Services (SMS)" §%#%.

. RIFIRIZITHY Solaris OS, EIFTEHIER A SMS 1.6 T F:

m Solaris 9 OS-SMS-1_6-S9-sparc.zip Xff
m Solaris 10 OS-SMS-1_6-S10-sparc.zip XfF

. LBRAPREMERE SC.
. RETHMRUMENBER.

sc:# cd /download_directory

CARBIEERAMRERS, BEHETHXH.

sc:# unzip SMS-1 6-S9-sparc.zip

B

sc:# unzip SMS-1 6-S10-sparc.zip

B3E RESFL SMS 1.6 K
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fift 48 %S5, nI4E /download_directory/sms_1 6 sparc/

System Management Services 1.6/Product N3] SMS 1.6 #fFH.,

¥ — smsinstall AR smsupgrade AL T /download_directory/
sms_1 6 sparc/System Management Services 1.6/Tools HxF. fEI&{TTf

ORI BEHERR I, NAE % H S T IIEIAS, MidEC %% fE /opt /SUNWSMS /bin H3k T
A CinRA) .

v ‘3 SMS #At:

1. LBRARSNERE SC.
2. ¥ % smsinstall BIAFFEMERE.

sc:# cd /download_directory/sms_1 6 sparc/System Management Services 1.6/Tools

smsinstall AT LLHShHAT 2 RERERE (VR 2 20 3K

3. BIFIEIT smsinstall(IM) BIARFFIA L AE#HIZ.

sc:# ./smsinstall directory_name

Hrh,  directory_name £ /download_directory/sms_1_6_sparc/
System Management Services_ 1.6/Product H3E, REITF#[) SMS #AGE
H3x GEZIE 15 50 “I Web R4k SMS 1.6 #fF”) .

14 423%% Solaris Security Toolkit 4.2 Z{FEL. B4 b B RBLIT LR BRIE S

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.2
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AN 2258 SMS BAF . Bide Eax B RSB T BUR s i B -

Installing SMS packages. Please wait...

pkgadd -n -d "../Product" -a /tmp/smsinstall.admin.24308
SUNWscdvr.u

SUNWSMSr SUNWSMSop SUNWSMSAf SUNWSMSjh SUNWSMSlp SUNWSMSmn
SUNWSMSob

SUNWSMSod SUNWSMSpd SUNWSMSpo SUNWSMSpp SUNWSMSsu SUNWufr.u
SUNWufu

SUNWwccmn

Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use 1s subject to license terms.

Installation of <SUNWscdvr> was successful.

[...]

Verifying that all SMS packages are installed.OK

Setting up /etc/init.d/sms run control script for SMS 1.6
Setting up /etc/init.d/zoedsms run control script for SMS 1.6
/etc/opt/SUNWSMS/SMS1.6/startup/zoedsms.

Attempting to restart daemon picld
/etc/init.d/picld stop
/etc/init.d/picld start

¥ — smsinstall(1M) A B 2K SMS T % %E(E /opt /SUNWSMS/man/smanlm
Hg o NlEphos, 15700 Subhr & .
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4. BRBRIHIE.
ZAe5E SMS BT 5, AZIIAKS TR AT ot 22 4= VE bR

Running Solaris Security Toolkit 4.2 hardening on System
Controller.

[NOTE] The following prompt can be disabled by setting

JASS NOVICE USER to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

Are you sure that you want to continue? (YES/NO) [YES]

[NOTE] Executing driver, server-secure.driver

Solaris Security Toolkit hardening step executed successfully on
the System Controller but it will not take effect until the next
reboot.

Before rebooting, please make sure SSH or the serial line is setup
for use after the reboot.

smsinstall complete. Log file is /var/sadm/system/logs/smsinstall.

7 — L4 smsinstall WAL ER YES/NO #&/R7F, DA M2 G EE4RE:, BT
IAZIRRRE o ZMEIA 2y E B4k AT N o 22 A 1k R kR

5. MREHEBEFEENHPREBRIEEFRE SC, BAEEFHSISZHEM Solaris
Security Toolkit ] /etc/hosts.allow X

i - SIS Bk R S, B TRE R g R SC.

m WA E N R AR TRV, WTEH SO tE, JRIR & 224 Shell (sshd)
BIEERAE N LOCAL. XA AT SR N
sshd: LOCAL

n WORERHE G E S, 5K sshd JBMEHE N ALL. XAETPIZATN B A
sshd: ALL

m WIREAERRE N RS —6 SC Vi, kN sshd JEMEIRESH —G SC AR, #l
an, W SC 44 main-sco, %M SC %4 spare-scil, WAEE SC i CHEH
AT N 7R N :
sshd: spare-scl
e SC e, ZATN R R A :

sshd: main-scoO
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HXK /etc/hosts.allow XIFMEZAEL, 20 (Solaris Security Toolkit 4.2
Reference Manual)

v 7 SC &G4 e

A EL T P3RS SMS B4 MEF: http://sunsolve.sun.com.

%A SMS HAFRHEAMEIF 200, EENELL RS, IR ERE A B 5.

ARG NARFIREE .

WA IELEBETHI DR #1E,

WA IEAE A 3hal o A1 3.

WA EEA T B 7 3301 datasyne 3% ecmdsync #1E.
FEF IR BNEAME T Z B, SERUIT A 1 AR Bk B S
CRAGHNEF 20, VAT AN S BT A BN — R BN P4 5 . BN %
Rt B — IS, LT B R riE S

1. UEBFEERANRMARSMERZE SC.

2. &M A SC LREMBIZIERF.

v G B 2%
1. FEI I3RS, BERH smsconfig BN SC S|EMEEE.
2. fiEFHETE Sun Fire SinRFEHATNAATRRIERERHER.

i — WA NONE HIAE net_id, "DRHEHEERAE 11 FLSHCE 2 Ah o IXAUEH] T 11 45,

3. UBEBRAEMERE SC,
4. EANUTHSURTR. BEREN MAN £E.

sc:# /opt/SUNWSMS/bin/smsconfig -m

5. WRIFETE L AT RGET X N AYIA MK IR P IR B AR R, mEERE.
LURZ-BIE7s 1 IPv4, IS AT Solaris OS WAL & IYERIA B L

EE - NI TP Hhk PR OR BT O . A ORMER A AL IP Mk, TS AR
Fio AEFERIN 46 TP ik AERE LR 0 T & S EUR Gk G 2.
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iE - 1EREE SC L, Tk R ISR 2% (1) TP ik erio M eris WAUH AR .
P SC HAMIFMshas IP Hilk.

ik smsconfig -m A HIEL(EE, 12 (System Management Services (SMS)
1.6 Administrator Guide) H#] "MAN Configuration" —7f1 smsconfig FM T,

sc:# ./smsconfig -m

The platform name identifies the entire host machine to the SMS
software. The platform name occupies a different name space than
domain names (hostnames of bootable systems).

What is the name of the platform this SMS will service [sunl5]?
sunl5
Configuring the External Network for Community C1

Do you want to define this Community? [y,n] y

Two network interfaces controllers (NICs) are required for IPMP
network failover.

Enter NICs associated with community Cl [eriO eri3]: [Return]

Enter hostname for eri0 [sunl5-scl-eriO] : [Return]
Enter IP address for eriO: 10.1.1.52

Enter hostname for eri3 [sunl5-scl-eri3]: [Return]
Enter IP address for sunl5-scl-eri3: 10.1.1.53

The Logical/Floating IP hostname and address will "float" over to
whichever system controller (SCO or SCl) is acting as the main SC.

Enter Logical/Floating IP hostname for community C1
[sunl5-sc-C1] : [Return]

Enter IP address for sunl5-sc-C1:10.1.1.50

Enter Netmask for community Cl: 255.255.255.0

Enter hostname for community Cl1 failover address
[sunl5-scl-Cl-failover] : [Return]
Enter IP address for sunl5-scl-Cl-failover:10.1.1.51

Hostname IP Address (platform=sunl5)
sunl5-sc-C1l 10.1.1.50
sunl5-scl-Cl-failover 10.1.1.51
sunl5-scl-eri0 10.1.1.52
sunl5-scl-eri3 10.1.1.53

Do you want to accept these network settings? [y,n] y
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Configuring the External Network for Community C2

Do you want to define this Community? [y,n] n

Configuring I1 Management Network - ‘I1’ is the Domain to SC MAN.

MAN Il Network Identification

Enter the IP network number (base address) for the I1 network:
10.2.1.0

Enter the netmask for the I1 MAN network
[255.255.255.224] : [Return]

Hostname IP Address (platform=sunl5s)
netmask-1i1 255.255.255.224
sunl5-sc-i1l 10.2.1.1
sunlb5-a 10.2.1.2
sunl5-b 10.2.1.3
sunl5-c 10.2.1.4
sunl5-d 10.2.1.5
sunlS5-e 10.2.1.6
sunls5-f 10.2.1.7
sunl5-g 10.2.1.8
sunl5-h 10.2.1.9
sunl5-i 10.2.1.10
sunl5-j 10.2.1.11
sunl5-k 10.2.1.12
sunls5-1 10.2.1.13
sunl5-m 10.2.1.14
sunl5-n 10.2.1.15
sunl5-o 10.2.1.16
sunl5-p 10.2.1.17
sunl5-g 10.2.1.18
sunlS5-r 10.2.1.19

Do you want to accept these network settings? [y,n] y

Configuring I2 Management Network - 'I2’ is for SC to SC MAN.
MAN I2 Network Identification

Enter the IP network number (base address) for the I2 network:
10.3.1.0

Enter the netmask for the I2 MAN network

[255.255.255.252] : [Return]

Hostname IP Address (platform=sunl5)

B3E RESFL SMS 1.6 K
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netmask-1i2 255.255.255.252
sunl5-sc0-12 10.3.1.1
sunl5-scl-12 10.3.1.2

Do you want to accept these settings? [y,n] y

Creating /.rhosts to facilitate file propagation...done

MAN Network configuration modified!

Changes will take effect on next reboot.

The following changes are about to be applied to the "/etc/hosts"
hosts file.

ADD: 10.2.1.2 sunl5-a #smsconfig-entry#

ADD: 10.2.1.3 sunl5-b #smsconfig-entry#

ADD: 10.2.1.4 sunl5-c #smsconfig-entry#

ADD: 10.2.1.5 sunl5-d #smsconfig-entry#

ADD: 10.2.1.6 sunl5-e #smsconfig-entry#

ADD: 10.2.1.7 sunl5-f #smsconfig-entry#

ADD: 10.2.1.8 sunl5-g #smsconfig-entry#

ADD: 10.2.1.9 sunl5-h #smsconfig-entry#

ADD: 10.2.1.10 sunl5-i #smsconfig-entry#

ADD: 10.2.1.11 sunl5-j #smsconfig-entry#

ADD: 10.2.1.12 sunlb5-k #smsconfig-entry#

ADD: 10.2.1.13 sunl5-1 #smsconfig-entry#

ADD: 10.2.1.14 sunl5-m #smsconfig-entry#

ADD: 10.2.1.15 sunl5-n #smsconfig-entry#

ADD: 10.2.1.16 sunl5-o #smsconfig-entry#

ADD: 10.2.1.17 sunl5-p #smsconfig-entry#

ADD: 10.2.1.18 sunl5-g #smsconfig-entry#

ADD: 10.2.1.19 sunl5-r #smsconfig-entry#

ADD: 10.2.1.1 sunl5-sc-il #smsconfig-entry#
ADD: 10.1.1.50 sunl5-sc-Cl #smsconfig-entry#
ADD: 10.1.1.51 sunl5-scl-Cl-failover #smsconfig-entry#
ADD: 10.1.1.52 sunl5-scl-eri0 #smsconfig-entry#
ADD: 10.1.1.53 sunl5-scl-eri3 #smsconfig-entry#
ADD: 10.3.1.1 sunl5-sc0-i2 #smsconfig-entry#
ADD: 10.3.1.2 sunl5-scl-i2 #smsconfig-entry#

Update the hosts file, "/etc/hosts", with these changes? [y,n] y
Hosts file "/etc/hosts" has been updated.

The following information is about to be applied to the "/etc/
netmasks" file.

ADD network: 10.1.1.50, mask: 255.255.255.0

ADD network: 10.2.1.0, mask: 255.255.255.224

ADD network: 10.3.1.0, mask: 255.255.255.224
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Update the netmasks file, "/etc/netmasks", with these changes?
ly,nl y

Netmasks files “etc/netmasks” has been updated.

smsconfig complete. Log file is /var/sadm/system/logs/smsconfig
sc:#

£ — ffH smsconfig -m X—& SC _LRMSEC ERT TN, WIES —& SC
EHEAT IR . RIS E A2 H L

6. #4348 /etc/nsswitch.conf Xf&.

password. group. hosts. netmasks fl ethers HH— N4 HEN % E files.
7t £iles AU, FIH ELEAE A H Ay 4 k55, #l40 nis 58 DNS, 41 NEIFTR.

sc: # vi /etc/nsswitch.conf
éagswd: files nis
group: files nis
ﬁééts: files nis
ﬁéémasks: files nis
ééﬁers: files nis

iE — smsconfig 2 AN ITE £ M EALZAZ LR #H SC LY /etc/netmasks
Hl /etc/inet/hosts Xff.

7. IRIBFEFEH Solaris OS A, W NIS. NIS+ 3 DNS.

v WEH S AA

WA SC T SC BRI I A . WifERE & SC LT — IR A N i s

SMS 1) 41 ID S2AEMIAG R R QIR 1. A7) 4L ID 15e A3, 5 Wk
4-1,

1. UBERREHRER.
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2. ABERMOBIAPRAUTHS.

sc0:# /opt/SUNWSMS/bin/smsconfig -a -u username -G groupname domain_id|platform

e

m username R LHIH K4

m groupname JZLL MM LI —: admn. rcfg. oper H{ svc.

m domain_id /2B ID. AR ID ZM A B R F7FF, HAXS KNS,

B, S INEIRR A R0 H BT BRI dmnaadmn 41, RN
LR

sc0: # /opt/SUNWSMS/bin/smsconfig -a -u fdjones -G admn a
fdjones has been added to the dmnaadmn group
All privileges to domain a have been applied.

iE = W2 /etc/group SLAFI SMS b FEs A o 1K BRI 1 s
T AR

3. EFH SMS AREEENR, FEFEATHMGS.

sc0: # /opt/SUNWSMS/bin/smsconfig -1 domain_id|platform

fltn, ZEos BAT SRR, AL N i,

scO0: # /opt/SUNWSMS/bin/smsconfig -1 platform
fdjones
jtd

v i d SC LA P

RGO AER ] SC e, mIBkid bR R SC LKA P45
(CSN). JEAEFPA 5 & >t 7 BRI 7 AL M — R SCA P A7 s, e il 20
FAF, EHIKFRIR Sun Fire @i REt. %P5 Bos/ERGURELIE T . SE 1T H 1)
11 R T

i - RAUEIEAT SMS, REA BRI RIERFS S .
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. A A platadm {URHARSMHEREE SC.
BERAUTHS, BEFLOREEEEERIR.

scO0:sms-user: > /opt/SUNWsms/bin/showboards -v | grep CS

CsS0 On - - -
Csl1 On - - -

QRO A R, R IR 3.
m QO R R B R, BN BL R A2 T R e B

scO0: # poweron cs0 csl

. {#H showplatform -p csn S IHEENFTIS.
R LA TR Py S, W SR e o Bonre i .

sc0:sms-user:> /opt/SUNWsms/bin/showplatform -p csn

CSN:

Chassis Serial Number: 353A00053

m R R T RALIES S, BT R 25

w WERE T OR BN IR RS, W] setesn fr X ERATICK, WD

. BRKEEFIIS.

scO0:sms-user:> /opt/SUNWSMS/bin/setcsn -c chassis_serial_number

v, chassis_serial_number & TARIRZE ) Sun Fire & KA MM S . Bl LINRS
JEE A% TF 1001 B 38 [R) A 25115 21 L 4 77 41 5

Je AR W P )

N TAETAE SMS kAT bedets, CRBARIFIERSF ) [Stop-A] HHEUN LR
fRF%1: [Return] [~] [Control-B]. {4 FH ik F2 5 FH AR H )3 471

. UBRAPREMERE SC.
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2. 7 /etc/default/kbd XHH, BUETE—{THER:
#KEYBOARD ABORT=alternate

VLS BOR AEEDRT 51 SC INERL. AR ITF I EZE R, 155 WA 80 5T “fff
RPEACR T 517

v iy T R 5
EH TS SC 2 5 FI A 2235 SMS #oft InH ¥ & 1 B s n s e e vETh Rg .
1. LBRARSMNERE SC, AF%Z] OpenBoot PROM /R T

sc:# su -

password: superuser_passwd
sc:# shutdown -y -g0 -i0
... [system messagel

ok

2. Effi51% SC.

ok boot -rv

v JI% SC k'S PROM
I EA 65 (platadm) R A REIZ1T £lashupdate(IM) T4
1. LB platadmn WRBARSHERE SC,
2. {£f flashupdate #H% fpo #EE PROM.

sc:sms-user:> flashupdate -f /opt/SUNWSMS/firmware/SCOBPimg.di sc0/£fp0

3. A SWMERMBFAFHMRE, HIRIEIT flashupdate UALR fp1 REE PROM.
m X T CP1500 #t, WAE flashupdate 49 nsSCPOST.di M4,

sc:sms-user: > f£lashupdate -f /opt/SUNWSMS/firmware/nSSCPOST.di sc0/
fpl
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m AT CP2140 %, NAE flashupdate fir4 ¢ H oSscpPosT.di M4,

sc:sms-user: > f£lashupdate -f /opt/SUNWSMS/firmware/oSSCPOST.di sc0/
fpl

1% flashupdate(IM) 2 HEZEE, WHEH ((System Management Services
(SMS) 1.6 Reference Manual) o flashupdate F/ 7T

. UBRAPHMEHRERE SC, #/FE%E OpenBoot PROM R T

sc:# su -

password: superuser_passwd

sc:# shutdown -y -g0 -io0
. [system message]

ok

. 5% SC.

ok boot -rv

56 B R
o WURERIIGESE SC MR ER TS, WNEIE 13 5 “Hb i P Am
R, BB )75 B 5 T SC.

R ERINISE RS A SC & BT 51, NN LUR JL R4 58 RER
PREEE PROM )i b5 .

w5527 50 “THERGMIET PROM”
w 528 U U kR RS

F R RGPS PROM

BT ERR A HEIZ1T flashupdate(1M) 4.
VBB platadmn WRHA R SHEREE SC.
. £/ flashupdate #Z&IFHHAY CPU [£18E PROM.
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A\

w SEEUHREE IR HIITA G, A R BT PR -d T

sc0:sms-user:> f£lashupdate -d <domain-indicator> \/opt/SUNWSMS/hostobjs/
sgcpu. flash

w SRR R E OB WS R TR s - £ GRS

scO0:sms-user: > f£lashupdate -f /opt/SUNWSMS/hostobjs/sgcpu.£flash location

Horfr,  location ZH(A] LG LU R
board_loc

board_loc/FPROM_id

Y T RS AR AR E ) FPROM (FPO 8% FP1) W), A F3¥5% FPROM id.
S 1/0 il 24 MCPU #R &5 A, WA BERY board_loc {EUWNT -

Sun Fire 15K/E25K Sun Fire 12K/E20K
SB(0...17) SB(0...8)
IO(0...17) I0(0...8)

i V-6 #3%5% LLF FPROM_id ¥43X:
FPO. FP1
Wlln, Ai'E sBa/FPo Z$&dHAE 4 1 CPU #R LY FPROM 0.

3. WERER, BITRZEFH B (Power-On Self-Test, POST) =% FAF2 5 hpost,

TS AR BRI LR 3 R AR L SR
m T HHR, EH A deleteboard(1IM) X addboard(1M) 44T —IX hpost.
n TR, T setkeyswitch(IM) A48Tk hpost.

EE - EHSISASWISHIE A HET setkeyswitch(IM) fir & Wk i .

v o PR

1. LB A platadmn WRBA R EHEFEZE SC.
2. FEHERERS.

sc:sms-user:> /opt/SUNWSMS/bin/setfailover on
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3. M REBCEAMERER.

sc:sms-user:> /opt/SUNWSMS/bin/showfailover -v
SC Failover Status: ACTIVATING

sc:sms-user:> [/opt/SUNWSMS/bin/showfailover -v
SC Failover status: ACTIVE

HUT setfailover 2, PMify SC ZINIFHAHATFL . #£E SC 5% SC [FL
Rk, SR EEAS IRl "ACTIVATING" . [FP R4S, RS R
"ACTIVE".

WS DLRT 2224 ) Solaris OS Fl1 SMS %4
I RRCA

% 3-2 FH T K E LART 2231 Solaris OS 1 SMS JRA Ik FE, 91 i 7 s A Rl e i A
%M SC KM ZJG. WBIERAH SC Lz bR i s I w3 AT X el fE . R 3-2 J51H
JUT P4 R ) S S e R I AT I . AR B S TR, 4500 T %0 e R vE
AR A B

% 3-2 k&L Solaris OS F1 SMS A4 1AH FI AR A

#%HM sC

CEB 29 BT “AEH SC RS %44 1) Solaris OS”
L 30 BU “AERH SC bz sni e ket SMS hiA”
L33 00 “A4E#S ] SC kAL SMS L

L33 0L “A4E ] SC LB T SMS B AME T

O 34 U CPREE I 4R

538 UL “UE M A4

339 TU “JH AR Y

539 i “HEHIS &M sC”

® N o U A W N e

v £ SC 235t ai %45 1) Solaris OS

1. £&M SC L&KL R%H Solaris OS.
ARUH], WS Solaris 4R WA
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a. RIZIETHY Solaris OS KZ1ThL, FREMBIZIERF (FSRNE 6 1 “SCRHE
K7D o
R BAT ZROE I RRCAFEAME R, SC BRI IR bR ik A 8, i &
B SMS Sy R S R L SC ANRTHT

b. %#% OS HI5T2# 4 % (Entire Distribution) #H.

c. i£# English () B IE.
7E SC I, SMS 1.6 AZFFIESC LIS Solaris i 5 8.

2. MEREBCHAKNERTRET Java 1.2.2 Bk, BAUT®HL.

sc:# java -version

BRINH F 2 /usr/javal.2/bin/java. WHRAFH Sun Fire Interconnect, F H&H
¥ Java 1.2.2 A BAE BN H ST, W SMS ¥ 6V JH 3

E = 2 Java 1.2.2 BAFG, WEORSEIFIE SMS, ARG FHEHTA E)

v (e SC R AT 2281 SMS FiA

1. LBRAREMEREER SC.
2. ¥ % smsinstall BIAFEMERE.

scl:# cd /download_directory/sms_1 6 sparc/System Management Services_1.6/Tools

smsinstall AT LL A ShHAT ZRERERE (VR 2 20 K

3. i&E1T smsinstall(1M) WS BIIREHIE.

scl:# ./smsinstall directory_name

Hrp,  directory_name £7~ /download_directory/sms_1_6 sparc/
System Management Services_ 1.6/Product H3E, BITF#[) SMS #AE
MH GEZUHH 15 50 “I Web R4 SMS 1.6 #fF7) .
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¥4 2242 Solaris Security Toolkit 4.2 4. Bkt by BoRBLIT LU Fros s B

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.2

A K 2220 SMS B A

Installing SMS packages. Please wait...

pkgadd -n -d "../Product" -a /tmp/smsinstall.admin.24308
SUNWscdvr.u

SUNWSMSr SUNWSMSop SUNWSMSdf SUNWSMSjh SUNWSMSlp SUNWSMSmn
SUNWSMSob

SUNWSMSod SUNWSMSpd SUNWSMSpo SUNWSMSpp SUNWSMSsu SUNWufr.u
SUNWufu

SUNWwccmn

Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWscdvr> was successful.

[...]

Verifying that all SMS packages are installed.OK

Setting up /etc/init.d/sms run control script for SMS 1.6
Setting up /etc/init.d/zoedsms run control script for SMS 1.6
/etc/opt/SUNWSMS/SMS1.6/startup/zoedsms.

Attempting to restart daemon picld
/etc/init.d/picld stop
/etc/init.d/picld start

JE — smsinstall(IM) A A 306 SMS Tl T 22354 /opt /SUNWSMS /man/smanlm
HXT. NBERMSE, 1505 &,
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4. BRBRIHIE.
ZHE5E SMS AT LA, %R IA S A N ok 2 A PE R .

Running Solaris Security Toolkit 4.2 hardening on System
Controller.

[NOTE] The following prompt can be disabled by setting

JASS NOVICE USER to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

Are you sure that you want to continue? (YES/NO) [YES]

[NOTE] Executing driver, server-secure.driver

Solaris Security Toolkit hardening step executed successfully on
the System Controller but it will not take effect until the next
reboot.

Before rebooting, please make sure SSH or the serial line is setup
for use after the reboot.

smsinstall complete. Log file is /var/sadm/system/logs/smsinstall.

i - )X smsinstall WAL EIR YES/NO $RoRFF, IR O A 24K LE, fETE WY
WEHETR AT o AZMIAC S H Sh AR SR AT otk 22 4 i bR

5. MREHEBEFEENHPREBRIEEFRE SC, BAEEFHSISZHEM Solaris
Security Toolkit ] /etc/hosts.allow X

i - SIS Bk R S, B TRE R g R SC.

n UREARIR 2 R AVEARM T B U5, WJETE B S0z S, JRE L 224 Shell (sshd)
JEMERIBRAE N LocAL. AT AZAT N R A .
sshd: LOCAL

n WORETSHET R RS, K sshd B E NN ALL. XXHEPIZITN B A
sshd: ALL
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n WREARRE N R AV —6 SC Ui, 1k sshd E@itEfee 5 —6& SC aM. #il
n, WH A SC 44 main-sco, %M SC %4 spare-sc1, WHEE SC A
FAT IV AR -
sshd: spare-scl
a4 SC IS, AZAT N s A .
sshd: main-scoO

195 /etc/hosts.allow XMFMHEZAER, 1S (Solaris Security Toolkit 4.2
Reference Manual)

v £ H SC k& SMS &

® Xf smsbackup LIE1T smsrestore W&,

scl:# /opt/SUNWSMS/bin/smsrestore filename

Hrr,  filename J2 4810 AR SCAT LS A2, 2312 1 smsbackup(1M) fir 461 4
(o filename WAL IZSCAF I B RERBR AR 4 o BESCAF AT DUSERIFE R8BI M 46 5L
Ft ve e LRAERT FHsR N o RSB TRIE filename, EARFWCRIEE B S

v £ H SC L5 SMS B4 My

A EA T B3RS SMS B4 EF: http://sunsolve.sun.com.

2R SMS BAFIIMEAMET 207, WEEIRLL IR, TR 75 I A A DG B 5
n RENIRFFRE .

m BAIEAESEAT ) DR #:4F.

m AT IEAE A B EOC 3

n BHEEHITHHHET SN datasyne 8 cmdsync #1E.

IR ZEAEAME T Z 8T, SE A IR ARl pie & o .

GRAEAMEF T, T AP B P A B AR R AR BB AN PR . BN %
ol ey Wor — 2T, ISR T BRI R S

1. UERTRERANRMARSHNEREEHR SC.
2. E&HA SC LRERABIEIERF.
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v 0 B 2%
1. I EIES, BERH smsconfig MIAANEA&ER SC SIEMEREE.
2. FiEHIEE Sun Fire Sif RGN A MRIIERPHER.

i — WA NONE HIAE net_id, TPRHEHEERAE 11 FLSHCE 2 Ab o IXAUEH] T 11 45,

3. ULBRBREMEREER SC.
4. BAUTHSURT. HEHEM MAN £E.

scl:# /opt/SUNWSMS/bin/smsconfig -m

5. RIFETE L AT RGN AYIA MK I PR B iR E R, mEER.
LURZRBIE7s T IPv4, JFEZEAEHI Solaris OS WAL & IIERIA B L

ko AEFAITER P46 TP HuhEAEREEE RS 0L & R ER S TCIES] .

iii EE - NI IP bk FUR ORI O 105 2B I IR R USRI 2% (14T 2 TP M

iE - 1EREE SC L, HH TR ISR 2% (1) TP ikl erio M1 eris WAUH AR .
P SC HAMIFMshs IP Hulk.

ik smsconfig -m A HIEL(EE, 12 (System Management Services (SMS)
1.6 Administrator Guide) H#] "MAN Configuration" —77f1 smsconfig FMH T,

scl:# ./smsconfig -m

The platform name identifies the entire host machine to the SMS
software. The platform name occupies a different name space than
domain names (hostnames of bootable systems).

What is the name of the platform this SMS will service [sunl5]?
sunl5
Configuring the External Network for Community C1

Do you want to define this Community? [y,n] y

Two network interfaces controllers (NICs) are required for IPMP
network failover.

Enter NICs associated with community C1l [eriO eri3]: [Return]

Enter hostname for eri0 [sunl5-scl-eriO] : [Return]
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Enter IP address for eriO: 10.1.1.52

Enter hostname for eri3 [sunl5-scl-eri3]: [Return]
Enter IP address for sunl5-scl-eri3: 10.1.1.53

The Logical/Floating IP hostname and address will "float" over to
whichever system controller (SCO or SC1l) is acting as the main SC.

Enter Logical/Floating IP hostname for community C1
[sunl5-sc-C1] : [Return]

Enter IP address for sunl5-sc-C1:10.1.1.50

Enter Netmask for community Cl: 255.255.255.0

Enter hostname for community Cl1 failover address
[sunl5-gscl-Cl-failover] : [Return]
Enter IP address for sunl5-scl-Cl-failover:10.1.1.51

Hostname IP Address (platform=sunl5)
sunl5-sc-C1 10.1.1.50
sunl5-scl-Cl-failover 10.1.1.51
sunl5-scl-erio0 10.1.1.52
sunl5-scl-eri3 10.1.1.53

Do you want to accept these network settings? [y,n] y
Configuring the External Network for Community C2
Do you want to define this Community? [y,n] n

Configuring I1 Management Network - ‘I1’ is the Domain to SC MAN.
MAN I1 Network Identification

Enter the IP network number (base address) for the I1 network:
10.2.1.0

Enter the netmask for the I1 MAN network
[255.255.255.224] : [Return]

Hostname IP Address (platform=sunl5)
netmask-1i1 255.255.255.224
sunl5-sc-il 10.2.1.1

sunlb5-a 10.2.1.2

sunl5-b 10.2.1.3

sunl5-c 10.2.1.4

sunl5-d 10.2.1.5

sunlS5-e 10.2.1.6

sunls5-f 10.2.1.7

sunl5-g 10.2.1.8
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sunl5-h 10.2.1.9

sunl5-i 10.2.1.10
sunl5-j 10.2.1.11
sunl5-k 10.2.1.12
sunl5-1 10.2.1.13
sunl5-m 10.2.1.14
sunl5-n 10.2.1.15
sunl5-o 10.2.1.16
sunl5-p 10.2.1.17
sunl5-g 10.2.1.18
sunlS5-r 10.2.1.19

Do you want to accept these network settings? [y,n] y

Configuring I2 Management Network - 'I2’ is for SC to SC MAN.
MAN I2 Network Identification

Enter the IP network number (base address) for the I2 network:
10.3.1.0

Enter the netmask for the I2 MAN network

[255.255.255.252] : [Return]

Hostname IP Address (platform=sunl5)
netmask-i2 255.255.255.252

sunl5-sc0-i2 10.3.1.1

sunl5-scl-i2 10.3.1.2

Do you want to accept these settings? [y,n] y

Creating /.rhosts to facilitate file propagation...done

MAN Network configuration modified!

Changes will take effect on next reboot.

The following changes are about to be applied to the "/etc/hosts"
hosts file.

ADD: 10.2.1.2 sunl5-a #smsconfig-entry#
ADD: 10.2.1.3 sunl5-b #smsconfig-entry#
ADD: 10.2.1.4 sunl5-c #smsconfig-entry#
ADD: 10.2.1.5 sunl5-d #smsconfig-entry#
ADD: 10.2.1.6 sunl5-e #smsconfig-entry#
ADD: 10.2.1.7 sunl5-f #smsconfig-entry#
ADD: 10.2.1.8 sunl5-g #smsconfig-entry#
ADD: 10.2.1.9 sunl5-h #smsconfig-entry#
ADD: 10.2.1.10 sunl5-i #smsconfig-entry#
ADD: 10.2.1.11 sunl5-j #smsconfig-entry#
ADD: 10.2.1.12 sunlb5-k #smsconfig-entry#
ADD: 10.2.1.13 sunl5-1 #smsconfig-entry#
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ADD: 10.2.1.14 sunl5-m #smsconfig-entry#

ADD: 10.2.1.15 sunl5-n #smsconfig-entry#

ADD: 10.2.1.16 sunl5-o #smsconfig-entry#

ADD: 10.2.1.17 sunl5-p #smsconfig-entry#

ADD: 10.2.1.18 sunl5-g #smsconfig-entry#

ADD: 10.2.1.19 sunl5-r #smsconfig-entry#

ADD: 10.2.1.1 sunl5-sc-il #smsconfig-entry#
ADD: 10.1.1.50 sunl5-sc-Cl #smsconfig-entry#
ADD: 10.1.1.51 sunl5-scl-Cl-failover #smsconfig-entry#
ADD: 10.1.1.52 sunl5-scl-eri0 #smsconfig-entry#
ADD: 10.1.1.53 sunl5-scl-eri3 #smsconfig-entry#
ADD: 10.3.1.1 sunl5-sc0-i2 #smsconfig-entry#
ADD: 10.3.1.2 sunl5-scl-i2 #smsconfig-entry#

Update the hosts file, "/etc/hosts", with these changes? [y,n] y
Hosts file "/etc/hosts" has been updated.

The following information is about to be applied to the "/etc/
netmasks" file.

ADD network: 10.1.1.50, mask: 255.255.255.0

ADD network: 10.2.1.0, mask: 255.255.255.224

ADD network: 10.3.1.0, mask: 255.255.255.224

Update the netmasks file, "/etc/netmasks", with these changes?
ly,nl y

Netmasks files “etc/netmasks” has been updated.

smsconfig complete. Log file is /var/sadm/system/logs/smsconfig
sc:#

iE — I smsconfig -m Xt — SC RIMEELE AT SUS, wAHES — SC

EREATRIRER S B P TECE A A B A .

B3E RESFL SMS 1.6 K
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6. w48 /etc/nsswitch.conf X4,

password. group. hosts. netmasks fl ethers I — N4 HEN % E files.
7t £iles AU, #H EAEAEH ) HoAth dr 4 155, #1140 nis 50 DNS, WILL R /RBI R

scl: # vi /etc/nsswitch.conf
éééswd: files nis
group: files nis
ﬁééts: files nis
ﬁéémasks: files nis
ééﬁers: files nis

iE — smsconfig AT EH VL AMEHMIFH SC L) /ete/netmasks
Fl /etc/inet/hosts M1,

7. %t Solaris OS #& &M (&0 NIS. NIS+ 5{ DNS) #{THE B E .

v WEMHP A4
SMS 1741 ID S e s et BErh . A O 4L ID (I5Es8IR, S Ik 4-1,
1. LBEAFREHERESZR SC.
2. ABERMHBINAPEAUATHS.

scl:# /opt/SUNWSMS/bin/smsconfig -a -u username -G groupname domain_id|platform

Horr:
m username =24 EIH K4
m groupname jELL FAMA AL —: admn. rcfg. oper H{ svc.
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m domain_id ;EFRIRN) ID. AL ID M A B R 55, HARX G RNE.

i, 5«’{% AH AR A W H S EE Y RIAURAE donaadmn 209, iR
L4

scl: # /opt/SUNWSMS/bin/smsconfig -a -u fdjones -G admn a
fdjones has been added to the dmnaadmn group
All privileges to domain a have been applied.

iE — WM /etc/group ICAFHY SMS A TN o R BRI IO A K U5
T LB o

. EH SMS AR HEENR, FEATHNGS

scl: # /opt/SUNWSMS/bin/smsconfig -1 domain_id|platform

B, EEREGTFERIRMFTAER T, EEALL T2

scl: # /opt/SUNWSMS/bin/smsconfig -1 platform
fdjones
jtd

Je AR P 1)

N TEFALE SMS R TR, OB BN IR R ST [Stop-A] EHUCHBL N &
fC%1: [Return] [~] [Control-B]. i 4# FH ik F2 Jo FH & AC R T 35 41 o

- UBERRERMEREZRN SC.

. £ /etc/default/kbd X, BUETE—{THIER:
#KEYBOARD ABORT=alternate

VLS R AE S B R 51 3 % M SC AR AR W RSN 25 B, TSI 80
AT AR R .

HOFr G T4 SC

FHTTT SC Al o FIEALE 2%k SMS B AR 1 B 10 A B ik 2 4k
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1. UBERAFHEMHERESZM SC, AE% 2] OpenBoot PROM #RRfF T o

scl:# su -

password: superuser_passwd
scl:# shutdown -y -g0 -io0
... [system messagel]

ok

2. E#5IS%&H SC.

ok boot -rv

40

¥ SMS A2 4 1.6 it

# 3-3 WoR T SMS B MR HIRATH 4 A 1.6 IS £V R AELL T,
BHEAH smsupgrade 4 I+ SMS K1}

m B2 SC L1 Solaris OS M—FRATHRIF R 2 53— FRATIR (140 )\ Solaris 9 OS
F2 % Solaris 10 OS) , F H.ZLK SMS B2 4 1.6 .

m AT Solaris OS, {HEK; SMS A MELFTARATI 2 1.6 ik, WZ W 1-2, %K
R SMS BAF KT iz

EFFILFEY, smsupgrade BIAS Bsh& AR E SMS 35,
WRARGET LT SMS 1.6 A, MEEN SC L1 Solaris OS 14 3 o — IR ERAT
fix (fl4m M Solaris 9 4/04 OS J+4% % Solaris 9 9/04 OS) , WL T4 SMS #fl. %

ATLUSE & SMS 388, SRJ5 TH2 Solaris OS, B & FHKE SMS #sii. 7 KU, 1S
W55 87 T “TFah#% M AKE SMS 1.6 PR .

TH 2 A e 26 AT

THRTH LR 2|, AT FAIES

. FRELAA SC WL A R %5,
. BIRIEERE SC E¥WEAES platadmn 1R,
. fEW A SC Lk, TATHEM Web TH A SMS REEMEMNIERT .
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. BEEE SC LRAUT®S, BRERLZAA SC ZEH SC HiE.

sc0:# /opt/SUNWsms/bin/setdatasync backup

. HBIRME SC MM EMEBERN. BAUBRTEETSEEETHEHNES (KA SCH
HEREWHME) RWE.

= N, 8#H M5 —6 SC 1T OpenBoot PROM 275 4F FEAIZAT SMS
i, #SATfe AT 6 H&E 2] "SC clocks NOT phase locked" i 5. 2 EATRI .

. fER % SMS 1.6 B ZHI, RIREMLUEEBRTHASIEH &8 SC, sE A
SC E{EFR% % Shell (ssh).

235 SMS 1.6 HHE P51 F SC 2 )5, smsinstall HAPTHAT IR 24 VA 225 H
TEFEYT i) o

E = WRE AL SC LAEH] ssh, MAAZUE N ssh ¥ AT LLEE St SMS Fifil & & Az o
Ko ARELHEL, WSUHH 78 1T “HK ssh XA,

. FHEREIARZH, FEUEUATHESER:

m BTN Solaris OS WA IR W 1) 22 3645 /e

m  {Sun Fire 15K/12K System Site Planning Guide) 5 {Sun Fire E25K/E20K %%t
Ty A5 )

. BRI Solaris OS AT W) (Solaris (SPARC &) KATUHHY 1 (Sun
fill 414 Solaris KAT VAT ALY , KUK (System Management Services (SMS) 1.6
WA RATV) F1 http://sunsolve.sun.com, M THBREXCHIEE. SHEEM
EEFATAMEFENENRER.

. EFELE MAN B, 1527158 Sun Fire RSGET*t R AYIZ MR KI5 7S

TR HHE N CAE BRI 5 B

n TEH

n AT

w 11 NPRRIERI LN TP bk A7 R

w12 AERMZE I EHLAL TP Ml A7 M

m NI AR TN TP kT R HE R

m SC ZHE LM L4 1P Hih

m BN AR T4
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10. RES5RITHMEIIN A Solaris 1&4MEF#&E (AIM http://sunsolve.sun.com 3£
B, LR SMS EFIEIT. EFRERHR SMS B2 HI, Xt Solaris OS K Fr

BHIEFER

v IR

% 3-3 I T 42 SC (SCO) A4 11 SC (SC1) MITHRIEFE . i rp (K3 4h AT ix 26 ok
Mo U LT AR R S X SR R A BAT I« AN IR 00 3% s, $i3 )
TN E S REAEA SR A

% 3-3 ¥ SMS T2 1.6 K

* sC &R sC
1. 55 43 7 “WUEE SC Atk nsmds e
2. 45 44 B0 “AEF A SC LIRS
3. 5 44 WU “4EE SC 44 SMS kg~
4. 55 45 BT “HUN & SC e Ak s g
5.5 46 T “fis 1 SC &4 SMS #sg”
6. 55 47 W “fi#H SC I F+4k Solaris OS (k) ”
7. 55 47 5T “H4 SMS 1.6 BAF Web FaF| % H SC”
8. %% 48 i “H] SC _EMIBR Solaris Security Toolkit

15. 58 57 T “4E 7+ SC LFt%k Solaris OS (n[iE) 7
16. %5 58 T1 “If SMS 1.6 #K {4 Web T4 3=E SC”

17. %5 59 5T “ M SC L JHER Solaris Security
Toolkit CHIHftesde 1 Jem ) 7

18. %5 60 W “{E¥ SC LTI SMS #ff”

19. % 65 W “frF SC L3 SMS 1E4MEF”
20. %5 65 T “Xf 2 SC T-Bh#hAT 2 A E i /E”
21. 55 66 U “TFIIT LRSI

COAR 2228 1 St ) 7

9. £ 49 1L
10. 55 54 11
11. % 54 1t
12. % 55 11
13. % 56 1T

14. % 57 1L

“fEt M SC LI+ SMS Hift”
“HERH] SC LT SMS IEAME T
“X5 I SC Tl AT A IR R AR
ORI R %] SC”
“Thgk# ) SC 'S PROM”
CHEHTG e R G
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% 3-3 %% SMS BT R A 1.6 it (8D

* sC

&M sC

22. % 67 1t
23. 55 67 11
24. 35 68 1T
25. 55 69 1L

“THE SC tREE'S PROM”
R PRI 32 sC”

“ R R
“THR AR GRS PROM”

v H 3 SC 1@t hnssiele
AT LUF I R 2R T S 0 n s 22 4 P44
1. LBEARSHEREE SC.

2. 7 sc BIRHF TRANUT S LURIHE MR R 2 HRIE.
(smsinstall Ml smsupgrade XM HIAHK Solaris Security Toolkit %2E1E
/opt/SUNWjass/ Fo )

scl:# /opt/SUNWjass/bin/jass-execute -u

RGP IR EHOH A 2 2 VERAE - (BKY “Solaris Security Toolkit run”) .

[xc8pl3-sc0/] /opt/SUNWjass/bin/jass-execute -u
[NOTE] Executing driver, undo.driver

Please select a Solaris Security Toolkit run to restore through:
1. December 20, 2005 at 11:01:30 (/var/opt/SUNWjass/run/
20041220110130)

Choice (’'qg’ to exit)? 1

[NOTE] Restoring to previous run from /var/opt/SUNWjass/run/
20041220110130

[...]

3. £ CHOICE (‘q’ to exit)? IR FEANEEREMN "run" HS.

17 KAl Solaris Security Toolkit [ 215 &, #Z [ (Solaris Security Toolkit 4.2
Administration Guide) { (Solaris Security Toolkit 4.2 Reference Manual) .
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A SC B 7

A SC LM 2 1, itk SMS fEia AT JF HEC B IR FFAE . FETRT 2341 1d
FEP AN AFAEIE S 1y, ABANY B ST A o

. LB A platadmn NRBIEARPBNEREE SC.
. BAUTHSERBERER.

sc0:sms-user:> /opt/SUNWSMS/bin/setfailover off

£+ SC 41y SMS IRkE

i = JHgud R, smsupgrade A S H NS MK SMS S5, (EUE, IR RN
TP, BRI ENZ .

W IEE L 1) SMS &4 3, WIARLHATLL R, EFRE, —& SC I
sms_backup.X.X.cpio XMIEEM T HAL SC. XL 72 SC T H 3¢, AnH
.

. BRAPMEMREREE SC (sc0).
. fZ1k SMS.

scO0:# /etc/init.d/sms stop

. &1 SMS &,

1217 smsbackup, MR E#E] smsbackup 3 (sms_backup.X.X.cpio) i
BrEA .

£ - —% SC 1 sms_backup.X.X.cpio AT HAh SCo XL 2 SC & H
SCAF, ANTH AT .

sc0:# /opt/SUNWSMS/bin/smsbackup directory_name
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I directory_name J& A O 5 A SCIFI H SR A FR . bSO nT LASE B E R 4e
JIT 5 1R ) % s T BT H s, R i H sk A s/ SAURE AT i
KRIBIE directory_name, Wiy 223 F &0 KAFEAE /var/tmp HE T

TR directory_name DhZ5AE J) UNIX A+ & 4: (UNIX File System, UFS) 3N, U
RARE G S RS (temporary file system, TMPES), U1 /tmp, #5455
smsbackup PN

WRAFE directory_name EAJEAE A UFS AR, AL 4.

sc0:# /usr/bin/df -F ufs directory_name

UFS AR [ F R AR B e WERSRAEAT ARSI 1 S R G, AR IR [ 5 3 R

JEE - & SC _LTH Solaris OS Hi#Fiz4T smsupgrade Z W, #if# SMS &/Z 1.

. £ SC £/B3 SMS.

BOH A SC 2t nsa gtk
AT LU T LB S It 2 PR A
. SBRAPSHEREER SC.

. 7E sc BT TIBAUT S LUEGEMR L £ 1HIRE.

(smsinstall Ml smsupgrade X MHIAIL K Solaris Security Toolkit %47t
/opt/SUNWjass/ Fo )

scl:# /opt/SUNWjass/bin/jass-execute -u

RGP IR EHOH A 2 2V EERAE - (BKY "Solaris Security Toolkit run”) .

[xc8pl3-sc0/] /opt/SUNWjass/bin/jass-execute -u
[NOTE] Executing driver, undo.driver

Please select a Solaris Security Toolkit run to restore through:
1. December 20, 2005 at 11:01:30 (/var/opt/SUNWjass/run/
20041220110130)

Choice (’'qg’ to exit)? 1

[NOTE] Restoring to previous run from /var/opt/SUNWjass/run/
20041220110130

[...]
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3. £ CHOICE (‘'q’ to exit)? RRH MENEZERHEA "run" HIHES .

17 KAl Solaris Security Toolkit [ 215 &, 52 (Solaris Security Toolkit 4.2
Administration Guide) B{ (Solaris Security Toolkit 4.2 Reference Manual) .

v (£ H SC &4y SMS 1

- ARG, smsupgrade & HE& M FIKE SMS HsE, HZ, 0% /AT
Fa&m, BRI EN L4

WHIEHRIEN SMS &0 3, WABHATUL TR, iHERE, —& SC M
sms_backup.X.X.cpio XMIEEM T HAL SC. XLESAFJ2 SC T H SO, AnH
fEH

1. LBRARSMERZEREHR SC (sc1)-

2. =1k SMS.

scl:# /etc/init.d/sms stop

3. &1 SMS IfiE.

21T smsbackup, M L3 E] smsbackup U (sms_backup.X.X.cpio) K
BrEIA .

£ - —% SC ) sms_backup.X.X.cpio A LEAFHAR SCo XL 2 SC & H
SCAE, AT AT .

scl:# /opt/SUNWSMS/bin/smsbackup directory_name

v directory_name & EAEIL P A AR SO H SR A FR . ST AT LLSE B R R 48
BT 0 X 4% gty % 4% LT B o, HREEHZH R EA R/ SRR, g
RIRIE directory_name, WiZar %At /var/tmp H3 T RIS 301,

&8 2 1) directory_name WWZUZEAE R UNIX U RS (UFS) Ao w145 e I i S A4
A4 (TMPES), Ul /tmp, ¥4 53 smsbackup KW

WRAHE directory_name EAEAEN UFS HAM, TWEHEALLN 2.

scl:# /usr/bin/df -F ufs directory_name

UFS AR FoRAE B e WERSRARAT AR R W SO RS, AR IR [P 25 31 S
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v £ H SC ET+4; Solaris OS (AJik)

PRI RE ATk . AR IEANE T Solaris OS 1Ml HAARTH SMS 8, Wkt ik fE . H4%
PATHE 47 5T “Ks SMS 1.6 FAFN Web " H| %5 H] SC” .

JEE — ££ SC T4 Solaris OS Hii&4T smsupgrade Z /i, il 5 1F SMS.

. 7% Solaris OS.

ARUH], WS Solaris ZHEHRH . IR

a. RICIEFHAY Solaris OS A, HREMBEWEF (FBSAE 6 1 “SCHHEE
K7D
WA R EM A TE MRS, SC LT I sri @i fe s ek a sh, Min's
2 SMS SEH kR A Bl KM L K SC ANATH .

b. i£#E OS BIEEH %4 (Entire Distribution) 4H.

c. i&# English (C) iBEME.
7E SC I, SMS 1.6 AZFFHESL LIS Solaris 5 5 M8 .

M ERREEMABRTRET Java 1.22 . BAUTHS.

scl:# java -version

BRINH K2 /usr/javal.2/bin/java. WHRAFH Sun Fire Interconnect, F H&H
¥ Java 1.2.2 BAF 235N H R, W SMS ¥ Gk R sh.

E = 2 Java 1.2.2 BAFG, WEORSEIFIE SMS, AR5 FEHT A B

. REFFHEINEYER Solaris OS 184MEFF .

$+ SMS 1.6 /M Web T #3114 SC

i — AT LIZE T Solaris 9 OS ) SMS 1.6 % H1 T Solaris 10 OS f#) SMS 1.6 #ff:
THEATIEFE . (EI21T Solaris 9 OS [ R G thilas b, M A2 T Solaris 9 OS ] SMS
1.6 #fF; {EIE4T Solaris 10 OS [ R Gl #s I, H gl AT Solaris 10 OS 1) SMS
1.6 BAE. TN, 2Rk R
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[y

. {FFH Web RSTgE4E=.
http://www.sun.com/servers/highend/sms.html

N

. IRIEHEIZITHY Solaris OS EIFET A SMS 1.6 15
m Solaris 9 OS—SMS-1_6-S9-sparc.zip Xff
m Solaris 10 OS—SMS-1_6-S10-sparc.zip XfF

. UBERREMEREER SC (sc1).

- BETHHRGAEMNBR.

]

'~

scl:# ed Jdownload_directory

5. fEEZE T A3

scl:# unzip SMS-1 6-S9-sparc.zip
Een
scl:# unzip SMS-1 6-Sl1l0-sparc.zip

fif 45 % SCAF G, ATAE /download_directory/sms_1_6_sparc/

System Management Services 1.6/Product Hzk FHZE| SMS 1.6 #fFAL,

i¥ — smsinstall AR smsupgrade MAENL T /download_directory/
sms_1 6 sparc/System Management Services 1.6/Tools H¥xF. 7EB{TJF

PN REIEREIS, WALHTZ H 5% R RAS, i dERT REC 234H4E /opt /SUNWSMS /bin H
KN A,

6. MUAT Wit TE AT SMS BT BN FHIEHERF:

http://sunsolve.sun.com

v & H SC LMER Solaris Security Toolkit
Chn R 222 TSGR AT )

1. €/ pkgrm v & MR Solaris Security Toolkit X1,

scl% pkgrm SUNWjass
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T A P I A 2 T SR AL LA T A2 RO SR o

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.1.1

Do you want to remove this package?

2. MEIETREMA y (RF ‘R, UMBRRAREE.
SRS — Aol X FA R, il S P,

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>
## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE
/opt/SUNWjass/nomatch.beg
/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/server-secure.driver.7

[...]

v £ SC T4 SMS At

JEFE - 1F SC L% Solaris OS 5iz4T smsupgrade Z i, &R CHE 1L SMS.

1. LBEARPSHERZEER SC (scl).
2. ¥ %F smsupgrade BIARFFZERM B F.

scl:# ed /download_directory/sms_1_6_ sparc/
System Management Services 1.6/Tools

7 — smsupgrade(1M) A B3 ¥ SMS T T 22345 4F /opt /SUNWSMS /man/smanlm
HXTF. MBERMR, 1HE R E.
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3. i&E1T smsupgrade(1M) BIAKEshHARHIE

scl:# ./smsupgrade directory_name

Hrp,  directory_name KR /download_directory/sms_1 6 sparc/
System Management Services 1.6/Product H%, B3 SMS A6 FT7E
MHZ GES I 47 5T “H% SMS 1.6 #AF I Web FEE|%H SC”) .

WMFHIFT7R, smsupgrade BIAE L&A K SMS 1,

Attempting to stop daemon picld
/etc/init.d/picld stop
Verifying that all SMS packages are installed

Backing up SMS to /var/tmp/sms_backup.l.6.cpio before upgrade.
Please wait...

smsbackup /var/tmp

smsbackup: Backup configuration file created: /var/tmp/
sms_backup.1l.6.cpio

SMS backup complete.

i — SMS # 0y SCAF I A FRIR T IS AT TR RCAS . Beos b, WA SMS 1.6,

#A4r SMS M2 J5,  smsupgrade JIASALIN SC F i 2% Solaris Security

Tookit XA, 5 smsinstall BIAZAL, smsupgrade BIAMPATEE R F LA

=L

m SC I R“%%¢ Solaris Security Toolkit

m SC b3 T 4.2 A Solaris Security Toolkit

m SC Ei %38 7 LARTRCAT Solaris Security Toolkit

XA DO AR UL R BT iA .

m W SC FRZIAFATIRAN Solaris Security Toolkit, smsupgrade JHIAK 2%%
4.2 Bfr.

Checking if Solaris Security Toolkit is already installed.
Installing Solaris Security Toolkit package SUNWjass
Copyright 2005 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWjass> was successful.
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m W O3 T Solaris Security Tookit 4.2, | smsupgrade WA S AT 5E LK
2, DU AR IL SO R B R BB 0

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit package SUNWjass version
info. Version is 4.2.

Performing integrity check on previously installed package
SUNWjass

WAz T HALRENS I I e VA A, WTF Rt R B sh ok, Wbk 4 hprid. Wik
RIS Z B G WHZ A 2 R — WR R R, JFEORIER % TR A,

ERROR: /opt/SUNWjass/Drivers/user.init.SAMPLE

file size <2467> expected <2474> actual

file cksum <4574> expected <5119> actual
Failed integrity check for package SUNWjass. Please remove the
package before continuing.

m R SC E4THYJE Solaris 9 OS, F H SC LAFE—1N5#AE RS A AN Solaris
Security Toolkit A%, JUZBHIAC S0 AN G0N AR 127 8 .

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit version info.
Solaris Security Toolkit version is 4.1.

Solaris Security Toolkit version 4.1 is not compatible with
this version of SMS. The minimum compatible version is 4.1.1.

Please uninstall the current version of Solaris Security
Toolkit before re-running the command smsupgrade. Aborting at
Solaris Security Toolkit check for command smsupgrade.

iE = W2k SC 134T HIZ Solaris 9 OS, JfH SC Lii%%¢T Solaris Security Toolkit
4.1.1, VAT ARELAE HI A .
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m QU SC 24T 2 Solaris 10 1/06 OS, Jf H. SC bAF{E—A H1#4E REAFAK
Solaris Security Toolkit iRAS, U2 JHIAS 23 0 AT R B V8 JEL

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit version info.
Solaris Security Toolkit version is 4.1.1.

Solaris Security Toolkit version 4.1.1 is not compatible with
this version of SMS. The minimum compatible version is 4.2.

Please uninstall the current version of Solaris Security
Toolkit before re-running the command smsupgrade. Aborting at
Solaris Security Toolkit check for command smsupgrade.

B BRI R, EPAT LR P IR,
a. MBRMIFBIRAFIE LB EE
i. fE pkgrm 4 MR Solaris Security Toolkit X4 & .

sc% pkgrm SUNWjass

I BREEAS A, AR F RIS LU P i &

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.1.1

Do you want to remove this package?

il ERETEEA y (RF R, UMBRAEREE.

System Management Services (SMS) 1.6 &2£#5F * 2006 £ 6 A



PEALAAE — A on il X T ARSI, il B e A B,

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>
## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE
/opt/SUNWjass/nomatch.beg
/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/server-secure.driver.7

[...]

b. MRz EEZE, EFHEDN smsupgrade.

4. BERFRHIE.
K se THOURM BN Z 5, AL 23 SMS B4,

Installing SMS packages. Please wait...

pkgadd -n -d "../Product" -a /tmp/smsinstall.admin.24308
SUNWscdvr.u

SUNWSMSr SUNWSMSop SUNWSMSAf SUNWSMSjh SUNWSMSlp SUNWSMSmn
SUNWSMSob

SUNWSMSod SUNWSMSpd SUNWSMSpo SUNWSMSpp SUNWSMSsu SUNWufr.u
SUNWufu

SUNWwccmn

Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWscdvr> was successful.
Installation of <SUNWSMSr> was successful.

it — smsupgrade(1M) A H sl SMS FF T %25 4F /opt /SUNWSMS /man/smanlm
HXT. MlBERprss, 15950 Skl &,
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2% SMS 1.6 L2 )5, smsupgrade ALK E ILHTH SMS PR35 )5 8) picld.
T IR) 1 B e B HE AT X F 3ok SC LA MEie T

Attempting to start daemon picld
/etc/init.d/picld start
Attempting to start zoed...
zoed started.
It is recommended to harden the System Controller after an SMS
upgrade. Execute the following to do this:
1) /opt/SUNWjass/bin/jass-execute -g server-secure.driver
2) Reboot the System Controller

Before rebooting, please make sure SSH or the serial or console
line is setup for use after the reboot

smsupgrade complete. Log file is /var/sadm/system/logs/smsupgrade.

v £ H SC L3 ffs SMS B4 METF

"ML M kA SMS 15#MEF: http://sunsolve.sun.com.

LA SMS BAFIHEANEIT 27, BN TS, IR ERE A 8 B
n REMNIRFRRRE .

n BHIEEHATH DR $#1E.

R IETE S shE S A Ik

m KHIEAEMATHEH P RS datasyne B ecmdsync #1F.
TETHIR 3B AMEIT Z 8, SERTA k. HERNE 5

RAEAMEIF 2T, TE A B B P A BB A R BB AN R . BN R
Pl et Won— 2R T, WIUEERPT R T .

1. UEEFAERATIRMARSMEREIEM SC (sc1).
2. E&H SC LREMBIELERF

v XFe& M SC FalthAT A N sk A F

smsupgrade & ANE BN SC AT 2 nsaElE. 90 SMS #ib)E, EFahxT
SC HHAT A e, bR _LEA T s S AT AR
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. UBERREMEREZR SC.

scl:# su -
password: superuser_passwd

- BALUT S MATINGE R £ MHRE.

scl:# /opt/SUNWjass/bin/jass-execute -q -d server-secure.driver

E = WURPAT I & AT -q (quiet) LEIT,  TU)'E 254 R GEIK V40 it o

RESPRIE "Are you sure?"
. BB yes 44,

NMREHFEFEENHPEBEZIEERS SC, WMAEEFH|SZHEHX Solaris
Security Toolkit H#] /etc/hosts.allow X

i - SIS Bonsr e S ERE R G, BIEEERR SRR SCo

m REAR 2 R AVEARM TR Ur ), WITCHE E SO, JRR R %4 Shell (sshd)
JEMERIERAE N LocAL. AT AZAT N R A .

sshd: LOCAL
m RETET RS RE S SR, EF sshd BT ECH ALL. SXAFRIZAT N BR A
sshd: ALL

n REAERE N R AVES—4G SC Wik, iEN sshd JBMFRES —6 SC AT, #]
an, W SC 44 main-sco, %M SC %4 spare-sci, )'Wﬂ:%ﬁﬁ SC A
HIZAT N R N

sshd: main-scO

1% /etc/hosts.allow XMFMHEZAER, 20 (Solaris Security Toolkit 4.2
Reference Manual) .

R 225 BB #2145 ] SC

. KIBR AP BHE R ERFIZH R (sc0).
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. =1k SMS.

sc0:# /etc/init.d/sms stop

. BRE®&HA SC (sc1), AF%E) OpenBoot PROM RRTHF T,

scl:# shutdown -y -g0 -i0
... [system messagel]
ok

E = BRI AT, T ORE AT LLE R A AT B S VR SC, BT AE SC AT
ssh. 4 Solaris Security Toolkit 4.2 # {1} SMS 1.6 A —F a3 ahI, Eti
Solaris 9 OS LEk ssh LAAMRFrA I #5510 IRk 55 o

WEREALH] ssh, WAAAH N ssh e XAF LAY SMS il G A LR AREZ(E
K TEZEE 78 T “ B ssh H AT .

. Ef51S&A SC.

ok boot -rv

EH SIS &H SC 25, SMS K )Hah, RN & SC (sc1) $4FE K3 SC. (HAZ, ASCAY
s gkl SCO B SC, ¥ SC1 #Rob £ H SC.

Wit 2B E smsconfig -m T84T WIRMAKIZIT smsconfig -m, BFFWCEILLT &
g Bt H SMS KB H .

sms: smsconfig(1M) has not been run. Unable to start sms services.

THs& Hl SC P45 PROM

BWIMBAAT 5 (platadm) MR A AEIZ1T flashupdate(1M) 14,

. BB platadmn WRMARSMEREEZH SC.
. (¥ flashupdate #% fpo F4EE PROM.

scl:sms-user:> flashupdate -f /opt/SUNWSMS/firmware/SCOBPimg.di
scl/£fp0
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3. [FRASHMARMETRIMG, BXIEIT flashupdate UHAL fpl #ES PROM.
m XfT CP1500 #, MWAFE flashupdate firdH{HH nsscposT.di Wi,

scl:sms-user:> flashupdate -f /opt/SUNWSMS/firmware/nSSCPOST.di
scl/fpl

m ST CP2140 #%, MNAE flashupdate v F{# ] oSSCPOST.di W%,

scl:sms-user:> flashupdate -f /opt/SUNWSMS/firmware/oSSCPOST.di
scl/fpl

fiX flashupdate(IM) & MHEZ(EE, 52 (System Management Services
(SMS) 1.6 Reference Manual) & flashupdate FJ} .

v FUR G| T T R Ge i A

1. LBRARPHNSHERESRZR SC, 7AF% 2] OpenBoot PROM R T -

scl:# su -

password: superuser_passwd

scl:# shutdown -y -g0 -i0
. [system message]

ok

2. E5IS5%EH SC.

ok boot -rv

v £+ SC ETJF4k Solaris OS ([ i%k)

PR TG . AUREAARTI Solaris OS 1M AT 2k SMS B, Mk tbil fe . HH%
PATES 58 H1 “H5 SMS 1.6 At Web F#F] 1 SC” .

EE - 7 SC L% Solaris OS 8iz1T smsupgrade Z |, iHHIfR L SMS.

1. %k Solaris OS.
HIRUL, 1ES AN E] Solaris %38 . 1EHITR:
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a. RIZIETHHY Solaris OS WA, FREMBENEF (BSHE 61 “SCHHE
*” ) o
R BAT ZROE I RRCAFEAMEF?,  SC BRI IR P bR ik A 8, i &
B SMS Sy R S R L SC ANATHT

b. i£#E OS WIEEH %4 (Entire Distribution) 4H.

c. i&# English (C) B IE.
7E SC I, SMS 1.6 AZFFIESL LIS Solaris i 5 M b .

B ERREEMABRTRET Java 1.2.2 . BAUTHS.

scO0:# java -version

BRINH R /usr/javal.2/bin/java. WHRIFH Sun Fire Interconnect, F H&H
¥ Java 1.2.2 BAF 235N H R, W SMS ¥ Gk R sh.

E = 2 Java 1.2.2 BAFG, WEORSEIFIE SMS, ARG FHEHTA E)

. RERBWER Solaris OS 1&%MEF.

¥ SMS 1.6 A Web T3] SC

i — AT LLZE T Solaris 9 OS ) SMS 1.6 % H1 T Solaris 10 OS [#) SMS 1.6 #ft:
HREATIESE . TEIZ1T Solaris 9 OS [ R GuixHlgs 1, HEEL3 M T Solaris 9 OS ¥ SMS
1.6 ¥ A5 FEIBAT Solaris 10 OS M R G Hl4s L, HEEL 3T Solaris 10 OS 1) SMS
1.6 BAF. T, 2238 I

. EFRER Web HSTRREZE:

http://www.sun.com/servers/highend/sms.html

. IRIBIEIZITHY Solaris OS EFETHH) SMS 1.6 Ef4:

m Solaris 9 OS-SMS-1_6-S9-sparc.zip I
m Solaris 10 OS-SMS-1_6-S10-sparc.zip XfF

. BRARPRHREREE SC (sco)s
- BRETHHRGAENBR.

sc0:# ed /download_directory
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5. fRIEYE T HAIXH.

sc0:# unzip SMS-1 6-S9-sparc.zip
WE
scO0:# unzip SMS-1 6-S1l0-sparc.zip

fift R 45 ZSCAF S, RIAE /download_directory/sms_1 6 sparc/

System Management Services_1.6/Product H3 F#3F| SMS 1.6 A4

¥ — smsinstall AR smsupgrade AN T /download_directory/
sms_1 6 sparc/System Management Services 1.6/Tools H¥F. 7EBATJF

PRV BEREI,  NAE % H o N BB, TR AT E 23 /opt /SUNWSMS /bin H
KR A .

6. MUAT Wit TEH AT SMS BIFT A BN FHIEHERF:

http://sunsolve.sun.com

v 3 SC EMBR Solaris Security Toolkit (4%
BT AeHr AR

1. {#f pkgrm v <&M Solaris Security Toolkit k4.

sc0% pkgrm SUNWjass

I EREEAS AT, A SE BISEILC R AR E .

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.1.1

Do you want to remove this package?
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2. WERRTREEA y (RE “R7), UMBRREREE.
SRS — Aol R TR, il B B AE .

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>
## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE
/opt/SUNWjass/nomatch.beg
/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/server-secure.driver. 7

[...]

v {£3 SC LT+ SMS ¥ At

iii EE - 4 SC LA Solaris OS 5iz4T smsupgrade Z i, IR CE 1L SMS.

1. LBRAREMNEREE SC (sc0).
2. ¥ %F smsupgrade BIARFFZERM B R

sc0:# cd /download_directory/sms_1 6 sparc/
System Management Services 1.6/Tools

7 — smsupgrade(1M) JHIA A 3F SMS T} W 22345 4E /opt /SUNWSMS /man/smanlm
HxTF. NBERMR, 1HE R E .
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3. iE1T smsupgrade(1M) BB EhHRIFHIE

sc0:# ./smsupgrade directory_name

Hrp,  directory_name KR /download_directory/sms_1 6 sparc/
System Management Services 1.6/Product H%, EIF#M SMS A6 FT7E
PIHS GESILEE 58 T “FK SMS 1.6 #AF M Web F#EiEI3: SC”)

WrEI7R, smsupgrade AT %4 & A1 SMS M55,

Attempting to stop daemon picld
/etc/init.d/picld stop
Verifying that all SMS packages are installed

Backing up SMS to /var/tmp/sms_backup.l.6.cpio before upgrade.
Please wait...

smsbackup /var/tmp

smsbackup: Backup configuration file created: /var/tmp/
sms_backup.1l.6.cpio

SMS backup complete.

i — SMS w0y SCAF I A FRIR T IS AT TR RCAS . sl rh, WA SMS 1.6,

#Ar SMS M2 J5,  smsupgrade JIASHLIN SC F i 4% Solaris Security

Tookit A, 5 smsinstall BIAZAL, smsupgrade BIAMPATEE R AR F LA

=L

m SC I R“%%¢ Solaris Security Toolkit

m SC L3 T 4.2 JRAH] Solaris Security Toolkit

m SC E %38 7 LARTCAT Solaris Security Toolkit

XA DO AR UL R BT iA .

m W SC ERZIATFATIRAN Solaris Security Toolkit, smsupgrade JHIAK %2%%
4.2 JiAs

Checking if Solaris Security Toolkit is already installed.
Installing Solaris Security Toolkit package SUNWjass
Copyright 2005 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWjass> was successful.

EI3E REIAKSMS16HHE 61




62

m W O3 T Solaris Security Tookit 4.2, | smsupgrade WA S AT 5C LK
2, DU AR IL SO R B R BB 0

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit package SUNWjass version
info. Version is 4.2.

Performing integrity check on previously installed package
SUNWjass

Az TRARSIEE e R A, WIHgd R Ashoek, Wb 4 hpnig. aik
RIBELESCAT A A O, WIRZIIAS 22 s — AR DR R, IR RN i TR A

ERROR: /opt/SUNWjass/Drivers/user.init.SAMPLE

file size <2467> expected <2474> actual

file cksum <4574> expected <5119> actual
Failed integrity check for package SUNWjass. Please remove the
package before continuing.

m U SC E4THYJE Solaris 9 OS, F H SC LAFE—15#AE RS A AN Solaris
Security Toolkit A%, JUZBHIAC S0 AN G0N AR 1271 8 o

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit version info.
Solaris Security Toolkit version is 4.1.

Solaris Security Toolkit version 4.1 is not compatible with
this version of SMS. The minimum compatible version is 4.1.1.

Please uninstall the current version of Solaris Security
Toolkit before re-running the command smsupgrade. Aborting at
Solaris Security Toolkit check for command smsupgrade.

iE = W2k SC 134T /92 Solaris 9 OS, JfH SC L il%%¢T Solaris Security Toolkit
4.1.1, DAY LAk A AT RAS o
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m QU SC 24T H2 Solaris 10 1/06 OS, Jf H. SC bAF{E—A H1#4E RGEAFAK
Solaris Security Toolkit iAS, JUZJHIAS 23 0 AN AT BB 578 JEL

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit version info.
Solaris Security Toolkit version is 4.1.1.

Solaris Security Toolkit version 4.1.1 is not compatible with
this version of SMS. The minimum compatible version is 4.2.

Please uninstall the current version of Solaris Security
Toolkit before re-running the command smsupgrade. Aborting at
Solaris Security Toolkit check for command smsupgrade.

B BRI R, WEPAT LR P IR,
a. MBRBMIFBISRAFIE LB HEE
i. fE/ pkgrm % MR Solaris Security Toolkit 2R € .

sc0% pkgrm SUNWjass

I EREEASPAF T, AR F BISALT N P i &

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.1.1

Do you want to remove this package?

i ERETEEA y (RF ), UMBRAEREE.
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PEALAAE —Aon il X T ARSI, il B A A,

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>
## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE
/opt/SUNWjass/nomatch.beg
/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/server-secure.driver.7

[...]

b. MRz EEZE, EFHESN smsupgrade.

4. BERFRHIE.
K se THOURM G2 5, AL 23 SMS B4,

Installing SMS packages. Please wait...

pkgadd -n -d "../Product" -a /tmp/smsinstall.admin.24308
SUNWscdvr.u

SUNWSMSr SUNWSMSop SUNWSMSdf SUNWSMSjh SUNWSMSlp SUNWSMSmn
SUNWSMSob

SUNWSMSod SUNWSMSpd SUNWSMSpo SUNWSMSpp SUNWSMSsu SUNWufr.u
SUNWufu

SUNWwccmn

Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWscdvr> was successful.
Installation of <SUNWSMSr> was successful.

it — smsupgrade(1M) A H s SMS FF T %25 4F /opt /SUNWSMS /man/smanlm
HXT. RNlERphss, 15950 Skl &,
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2% SMS 1.6 L2 )5, smsupgrade ALK E ILHTH SMS PR35 )5 8) picld.
TR 1 B e i B HE AT X F 3l ok SC LA MEie T .

Attempting to start daemon picld
/etc/init.d/picld start
Attempting to start zoed...
zoed started.
It is recommended to harden the System Controller after an SMS
upgrade. Execute the following to do this:
1) /opt/SUNWjass/bin/jass-execute -g server-secure.driver
2) Reboot the System Controller

Before rebooting, please make sure SSH or the serial or console
line is setup for use after the reboot

smsupgrade complete. Log file is /var/sadm/system/logs/smsupgrade.

v T SC E&dfif] SMS 2 4ME P

"ML M LS SMS i5#MEF: http://sunsolve.sun.com.

24 SMS BAFHIMEAMEFP 20T, WEHEIELL N RS, AR 7 SN A AT DG 5
n RGN IRIFRRE .

n KA IEERATH DR #4E.

m AT IEAE A B EOC T R A

m KA EFEHATRIEHE B30 datasyne 3 cmdsync #:1F.

TETT UG ZRAMEANE P Z B, SE I AT IR AR e 2 B e

RAEAMEIF 2, E A B B P A BB A e R I I AN PR . BN R
Pl fErp e Won— 2R T, WIEERPT BT T .

1. UEETFAERAIRMARSMHEREIE SC (sco).
2. &£ SC ERKFA SMS 124N MEFF.

v X EE SC FahhAT e AP N sk Ak

smsupgrade HAMNS A% SC $AT 2 nsaElE. 290 SMS b5, EFahxT
SC AT A iR, bR LA s S AT AR

1. LBERAREMEREE SC,
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2. AT S RITIRR £ 1HRE.

sc0:# /opt/SUNWjass/bin/jass-execute -q -d server-secure.driver

E = WERPAT My S HAT - (quiet) IR, WIESIHIRE N TEANH o

RASWRIE "Are you sure?"
3. N yes HEE,
ARG T SC AT o 2 A LA .

4. MREBHBEENAPREBITEERE SC, LAEEHTISZHIEMX Solaris
Security Toolkit 1 #] /etc/hosts.allow X

E - OGS B R R, BT R E R 2 SC.

w WERIEAURGE ) R VAR 7 M i, WG SO, A2 %42 Shell (sshd)
JEPE I ERIME S LOCAL. SCAFH AT I R A «

sshd: LOCAL
n IURETET PRSI S S, EF sshd BT BN ALL. XXAFFIZAT N BR A
sshd: ALL

s WAREHERE SR AT —F SC Ui, 5N sshd JEHFRE Y —& SC HLFK. #i
, R SC % main-sco, % SC &4 spare-sc1, W7ET SC X
ZAT I 7R R -
sshd: spare-scl

HXK /etc/hosts.allow XIFMHEZAEL, 20 (Solaris Security Toolkit 4.2
Reference Manual) .

v BB g3 RGN A

1. UBEARSMERZEE SC, AKE%Z OpenBoot PROM 1RFFH T

scO:# su -

password: superuser_passwd

sc0:# shutdown -y -g0 -i0
. [system message]

ok
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. EF5IRE SC.

ok boot -rv

T 32 SC P#E'S PROM

L HATV 6 (platadm) R A EIZAT £lashupdate(IM) T4
. LBAE platadmn IRMA R SMHEREE SC.

. £ flashupdate #% fpo #EE PROM.

sc0:sms-user: > f£lashupdate -f /opt/SUNWSMS/firmware/SCOBPimg.di sc0/£fp0

. ERESWERBTRME, BXIEIT flashupdate AR £pl RIEE PROM.
m ST CP1500 #e, WAE flashupdate fira il nSSCPOST.di M4,

scO0:sms-user:> flashupdate -f /opt/SUNWSMS/firmware/nSSCPOST.di
sc0/fpl

m XTF CP2140 #%, WAE flashupdate w2 HfiiH osscposT.di M4,

scO0:sms-user:> flashupdate -f /opt/SUNWSMS/firmware/oSSCPOST.di
sc0/fpl

X flashupdate(IM) 2 HIEZEE, WHZH ((System Management Services
(SMS) 1.6 Reference Manual) @} flashupdate F/H I

P BT [P 3= SC
. UBERREmEREER SC (sc1).
. =1k SMS.

scl:# /etc/init.d/sms stop
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3. BxE|E SC (sc0), AR ZE OpenBoot PROM #RTHF T,

scO0:# shutdown -y -g0 -i0
... [system messagel
ok

4. Ef5ISE SC.

ok boot -rv

HER T SC LT E R )AE), REHPIT F—2P . i showenvironment fiy
A AR SC BT SMS HERE A EH 5.

5. {FH /etc/init.d/sms BIAEZRH SC EEFHEF SMS.

scl:# /etc/init.d/sms start

v o RS

1. LB A platadmn WRMA R EHREREE SC.
2. FEHMERER.

sc0:sms-user:> /opt/SUNWSMS/bin/setfailover on

3. R REEBAMEER.

sc0:sms-user:> /opt/SUNWSMS/bin/showfailover -v
SC Failover Status: ACTIVATING

sc0:sms-user:> /opt/SUNWSMS/bin/showfailover -v
SC Failover status: ACTIVE

AT setfailover w4 ZJn, MG SC ZEIJFHGIHATRL . 41 SC H#&H] SC MW
e, SRR N "ACTIVATING . RIS R G, %IRSHE N
"ACTIVE".
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v AR ARG S PROM

FLEAT flashupdate(1M) M4, BULIMEATEBR,
1. LEE platadmn WIRAMAR SN EFEEE SC.

2. {fM flashupdate B AT CPU RIEE PROM.
n ZEEEREE P AR, W R R -d I,

scO0:sms-user: > f£lashupdate -d <domain-indicator> \/opt/SUNWSMS/hostobjs/
sgcpu. flash

w EEUHCOR R E AR, A R s - £ IR

scO0:sms-user:> f£lashupdate -f /opt/SUNWSMS/hostobjs/sgcpu.£flash location

Hor,  location 80T DLy LT PR
board_loc

board_loc/FPROM_id

46 4 RGeBE EA% 520 FPROM. (FPO 5% FP1) B, 4% #iti FPROM_id.
K 1/0 M1 CU gk MCPU 2 i, WIATRERY board_loc {1 F

Sun Fire 15K/E25K Sun Fire 12K/E20K
SB(0...17) SB(0...8)
I0(0...17) I0(0...8)

PIAT V- 65 #8453 LN FPROM_id #3X:

FPO, FP1

#ltn, f7% sB4a/Fpo JEfR4EIE 4 th CPU H L) FPROM 0.
3. WMERR, WITREFNBE (POST) =HIAERF hpost, HHITHEEFHLER
ELL B s R Gt £ RO E 14 -
m ST, 1EHH deleteboard(1M) ik addboard(1M) v 24T —IX hpost.
m XSTTFIEPRITAE R, EHH setkeyswitch(IM) #ir42#U4T—1X hpost.

AE - B SRR ASEOE R E . G setkeyswitch(IM) iy 40 [
o
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Cila B2t

HiAth SMS 1.6 # it FE

AT AT T 2R SMS 1.6 B AFIN AT LLHAT B A e o A B A0 45 LAF 327

5571 50 “ 10 SMS #s i

5 75 T “4%E SMS BEAMEF”

%576 UL “H5 SC FLE N NTP %) Hl”

%577 5L “fEIEMB) SMS”

55 78 U “BH ssh AT

“AE IR W

%5 81 5L “UIHk SMS [FhRA”

5 85 U1 “fir Solaris Security Toolkit 1A ”
9587 W “FAH M AKE SMS 1.6 FrEE”

9589 WU “Hi SC Rk 1P Huhkal EHLA 7

E EEEEEENEENENRBN
LRy
o
S
=

] SMS s i

SMS % A=A TUATT I 2 R 573 B 43>k 0 %T}Eﬁﬁ%ﬂ%éﬁ%ﬁﬁ% HIRCR . FH T HI &
G RGN A i P A S S e AREZAEE, S0 (System
Management Services (SMS) 1.6 Administrator Guide) 1[5 % “SMS Security” .

= SRR BRI LR S, WAL RITE S SC M H] SC EATTH] smsconfig i
VRN

71



SMS ) 41 ID SefEwIgh 2 ad R QI . & 4-1 FIH T R0 a7
i

& a1 AR QIR 41 1D

B FHE ID A PeAER
platadmn SFEEI A
platsvc FE RS A
platoper S a=§: J(FaL
dmnaadmn WA EHRAN
dmnbadmn B &R
dmncadmn W CERRA
dmndadmn W D &R
dmneadmn i EEHLA
dmnfadmn I, F &3 A
dmngadmn I G &R 4l
dmnhadmn WOH &R RA
dmniadmn S = A R
dmnjadmn S =R R
dmnkadmn WK AR A
dmnladmn WL AR RA
dmnmadmn S\ =R
dmnnadmn I N & 4
dmnoadmn O &H g
dmnpadmn P EHRH
dmngadmn BQEARY
dmnradmn I R B
dmnarcfg I A FeE A
dmnbrcfg I B e E 4
dmncrcfg i C BB 41
dmndrcfg I D fid &4
dmnercfg I E Bl 4l
dmnfrcfg I F e 4l
dmngrcfg G EEN
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F a1 I EPOERNHFAID (8

FAP4 ID F PR
dmnhrcfg o H fid B 4L
dmnircfg BT ACE
dmnjrcfg kT RCE A
dmnkrcfg I8 K fic B 4
dmnlrcfg L Al E 4L
dmnmrcfg I M 4
dmnnrcfg Ik N fic &4l
dmnorcfg IO &4
dmnprcfg 8 P A E 4
dmngrcfg WQ BLE A
dmnrrcfg I R foE 4l

B FH P s s SMS 20 IR & H s U7 i) AR

FIAEH] SMS K s el SMS 41, 3 AT 5E 3 A R H % i 5 AR h Dl e wT £
Pl i) S BEPE R R Ge 1) 2 4k

. UBRARERER.
C RERMHSIRAPRAUTHS.

sc0:# /opt/SUNWSMS/bin/smsconfig -a -u username -G groupname domain_id|platform

o

m username & FRG LRI K4

m groupname ELULTFAMMWHALL —: admn. rcfg. oper B svc.

n domain_id ;25 ID. AW ID W& M A B R FRF, HAX KNG,

flhn, BRI I A NI H S BAT U AR donaadnn 41, G
LA R r 4

scO0: # /opt/SUNWSMS/bin/smsconfig -a -u fdjones -G admn a
fdjones has been added to the dmnaadmn group
All privileges to domain a have been applied.
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iE = W2 /etc/group AT SMS b F-Zfs s B F o 38 SR s
SR R BCRR

3. ZEFH SMS ARHEENIR, FEATHHGS.

sc0: # /opt/SUNWSMS/bin/smsconfig -1 domain_id|platform

fltn, ZER BATF SRR, AL @4,

scO0: # /opt/SUNWSMS/bin/smsconfig -1 platform

fdjones
jtd

1 HEEWBROEIARRALTHS.

sc0:#/opt/SUNWSMS/bin/smsconfig -r -u username -G groupname domain_id|platform

e

m username &R LAWK 4.

m groupname ELLFHLFLZ —: admn. rcfg. oper B svc.

domain_id ¥R ID. FAEEL ID &M A 2| R ZHMFRF, BEARXK/N
H,

wltn, B fdjones M dmnbadmn 4P MHEE, HEANL 4.

scO0: # /opt/SUNWSMS/bin/smsconfig -r -u fdjones -G admn B
fdjones has been removed from the dmnbadmn group.
All access to domain B is now denied.

iE = W2 /etc/group SCATI SMS 4 rh F-Zfs sl B H o 34 SR s
SR R BCRR
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2. %¢ SMS B AME

Al M LLF B3RS SMS B4 F: http://sunsolve.sun.com.

LR SMS AR MEAMEF 21T, THIEMELL MRS, WA, NOE RGN B 0L

ARG NARFIREE .

WAT IEAEHEAT ) DR #45

WA IEAE A 3hal o A1 3.

WA EEATIN B G301 datasyne 3% cmdsync #1E.

FETT UG ZRMEAME P Z B, SERITA I AR ele & S e

GRAEAMEIF 0, T A0 B B P A B AR B AR BB AN PR . BN %

Pod et Won— 25 T, IR R iR T
e sEIEE £ SC b sco, %M SC A scl.

£ SC b3 B M E 7

HUEBTEEEABIRMARSMEREIE SC (sco)s
. KRR, FRAUTHS.

sc0:sms-user:> /opt/SUNWSMS/bin/setfailover off

. {21EE SC EHYy SMS iz,

scO:# /etc/init.d/sms stop

. {F1E& M SC £#Y SMS i#ig.

scl:# /etc/init.d/sms stop

. BRERE SC LREEBHER.

$E4F Hith SMS 1.6 ;HFidiz
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6. F£B3shE SC LAY SMS i#iE .

sc0:# /etc/init.d/sms start

WERITANRERS), RIGHUT T —2. 1/ showenvironment &l H
SMS R A 3.

7. B#1%& A SC (sc1) LH SMS i#ig.

scl:# /etc/init.d/sms start

8. BAE SC (sc0) LRIMPEEEF.

sc0:sms-user: > /opt/SUNWSMS/bin/setfailover on

$ SC Bt B A NTP % ) flL

Jyfdi Sun Fire =i R4 AR oM #0 HBARTR], N6 W G KRG s et
AT | S E N [R]— & 25 I ] i (Network Time Protocol, NTP) fle45#5 L (1)
NTP %" Hlo

v ¥ SC il &4 NTP % ) Hl

ARELIEAT BRAE 200, W1 6 L2 T RO AME Y, JF HER R Seffil s 23
T RO I B AN P 1%

BRINK) NTP it & CfF 2 /etce/inet /ntp.conf. ‘B2 =4 NTP I H RS %,
X =R R S5 28 4% B AL I TR . (A H NTP B R IRSS 2 502, S
http://www.ntp.org. )
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1. FX=4 NTP B35 SR BFRBEAE G — SC W5 F4HA NTP BEX .
FEALLNJUAT, JFHSERRB) NTP k453 A7 %4 ntp_server.

server ntp server prefer
server ntp serverz
server ntp server3

YJE AT prefer ZHMIMRS A2 T NTP fledsds.

2. AN drift XHRIZER.

drift SCPFH] T A H I Bl 3 4 MR A A2 . 2R G0 R SR B Nz o, ABCE )
IS . WA driftfile 24, JRIRSUMT 4.

driftfile filename

3. HEMBGEIHERRMIZA.

YIS DU A S AT R EUTHE RIERAR, A T AT 20 S B IR gt
fE .

statsdir /var/ntp/ntpstats

filegen peerstats file peerstats type day enable
filegen loopstats file loopstats type day enable
filegen clockstats file clockstats type day enable

B ATRORGHE B R AR . R I SAT ROR GO E B OE R OS5 58iHH
B RS U AR LR BT B RS R P 4R D o

ARAIEBHE L FE L, HER xntp(IM) T it.

1 1FFlUE 3 SMS

LU EREA A T Wi F 35 1L RUR S SMS.

v TEhiE B AEH E 3 SMS

1. UEETLEEERNRMEARSHERE SC.
BUNIHA T EF AR A GEIZT setfailover T4 .
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2. XHAWMPERERBTINGE

sc0:sms-user:> /opt/SUNWSMS/bin/setfailover off

3. IHTAREERATH.

4. UBRBBEAPIRMARSHERE SC.
LSBT AMESS, b UHAT B B .

5 M /etc/init.d/sms BIA{=EIE SMS.

scO0:# /etc/init.d/sms stop

6. £ /etc/init.d/sms BIAEFHESN SMS.

scO0:# /etc/init.d/sms start

7. EHBRARHH
8. UARTREEAMNRMAFRZHERE SC.
9. FRMPEIEFEINGE-

sc0:sms-user:> /opt/SUNWSMS/bin/setfailover on

10. BAUTHS.

sc0:sms-user: > /opt/SUNWSMS/bin/showenvironment

11. % showenvironment BRTEMEMNIRASER.
i, BALFHEIENH T S0, REFEEH SMS.

T ssh AT

BN 24 Shell (ssh) BN ~ (GBARS) o SMS 2l &5 4] (4% A5 -55 AR ] o
KRR ATN ssh I 53 M LA
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=

N e @

B4 ssh T A XAF, AT EURA BUR =5 i

n EERMTEHFTEIE NN . ssh/config BISCHE, EZSCIE A 15 € B H ki
~ CBERS) M XA KHMWITEG, BAEEAT ssh RG240 PRI 4% LA,
FRAE s BE B MR . ssh/config U

n A AT E B XA AMEHIZOVE T ssh &I ) ssh 7 0RF. — HARIR
th ssh &1f, HXFPHEHWE N ~ GRS .

K R RIER] ssh b, TEE ~~ (IDNBERS) AR —MBIRS . TH—4
WIS W 5 SUFF R ik 3 SMS 586 o EITIE LT R E, FUR AR
fEH ~~.

iE = ST DAE AT TR PR B SR, (HaR iR A e S S iy & ph R
WA RAR G IR T L i 2 PR AR 1745 -

LUR A4 1 ) Sk ssh 6 U4 .

XF ssh B SCRFHEAT K ANVE T L

T BT HR 2 —
MREERTEEEA—1 och/contig Tl HELRMERHITILILL.
MREBRTRA osh/contig LH, HIEMLABIEE ORI,

B R SO

EscapeChar *

—

LI, KRS () BB SR
Bz B EN .ssh/config.
-

PREIAS) ssh I, ZFEFRELL N MBS i BORARANER, BRAFEIER T
.ssh/config I, BCHIRE T HIMIE .

g

N A \Y AV
B A ssh 2 ih I U
ssh AW —A -e UL, WMl HIZEI, AT LUE 2 — DA R AT DA 7E
ssh &UFHEMEH . BT EERE] ssh 5, fRENEXAF. —HEEE ssh &1F, B
N AP EIR N ~ GRIRS) »
B BURANSTE I R, WHHPATLU R P, ZS2f, BIRAST S (M) WA ETEE X
o
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1. NRFRTHFTERE ssh A, FEE - &I, WMTHFAT.

T A — AR R e SURF AR

$ ssh -e* EFRIE

Horp, BFREBURREAEMN ssh BT E KM RDRE b AT REAE ) FAl L0, iz fe
PlAa, ExrA5EE.

E = WA T -e TR, TERIOR TR BT . AR T - e I B
TR ST, WIHE sshoox iR, A3 1RO U HICRE 5

. EEARERERER ssh B, IBEAEXT (KLBIHhH S, REEA—ITER.

A

sc:#

o
s

RORFR Y ssh, SRS IR I RIA M R GHRRAT T o

80

il AR A W 2 471

M SMS 1.3 JT4f, M T 1k RGEBOAT41 [STOP-A] L S0 LA AT 41 :
[Return] [~] [Control-B],

KAEHOR by T3 FRAT 8% . Solaris 8 OS HIFIIX —§7 4 ) Be Al 3R Ze /L ZEI e
s L DR A ARG, A i e G DR AL SR AR A Wi 3 B A st

iE = SREOME IR PSR BE I TR R B I SR AT Bk, TANE T A R A (K R S
B TRELZ A2 0.5 AL R0, JF HLARAS P15 e AU 5 A2 WA S84

Jet AR W 41

. UBEBARENERE SC.
. £ /etc/default/kbd XHH, BUETE—ITHER:

#KEYBOARD ABORT=alternate

3. Efi5lF SC.
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P4 SMS bR AS

AT LM smsversion IAYE SMS IIAFIIA Z A1) . AT DI I AN BAS AN
A& T SMS 1.5, J H#FAZSE B 7E [F— /A Solaris OS £ g Ril, Ik
SMS 1.6 V%) SMS 1.5 LLETHIRA . XFTF Solaris 9 OS K SMS 1.6, #&A] LUK HA)
#elrl SMS 1.5, %f T Solaris 10 OS _[-ff) SMS 1.6 14, &ML SMS 1.5, JR
[X)& Solaris 10 OS V37 #; SMS 1.6. fik smsversion ¥ HHEZ(E R, 1ESH
(System Management Services (SMS) 1.6 Administrator Guide) .

M SMS 1.6 e 2 1A SMS WAAFAE 242 ka . SMS 1.6 Frli i) 2 MR E S
CAER) SMS JRAART . M#IZ1T smsinstall &, ZACE CHES AZhnsE SC 1
ZAaE. HT smsversion fin A JLIERGH X R INoE Aa TEEEAE, DRI SMS 1.6 1
3] SMS (¥ HABRA 1T, 18 25T B0 Do 22 A PEARAE

TN IR L RN SMS 1.6 Ul &2 HAB A H) SMS. R SOMIX SR FESEAT T VR4 B
1. Fahon s 2484 (i Solaris Security Toolkit) -

2. Pl SMS I HARCA  (E]] smsversion @rd) .

3. FHEFPAT IR 2 EHAE  (fEEH] Solaris Security Toolkit) o

4. HHIIFARL.

XL HCRAE TR | R R G e AR WURERA T3 o8 sk 22 vE A, WILAERE
ITRAS VI Z JE AR, X 425800 SMS [T e

v TBIHEE I v

&P LAE T Solaris Security Toolkit 4 i i # R 4¢ 4% il 4% L1 Solaris {14, 47K
55, W&l (Solaris Security Toolkit 4.2 Administrator Guide) #{ (Solaris
Security Toolkit 4.2 Reference Manual) . smsinstall fil smsupgrade XA HIA
)% Solaris Security Toolkit %3¢fE /opt/SUNWiass/ o
ST A0 it 2 R e, WEHATL R R . DAATIZE R P I: —IkAE T SC
b kA% SC k.

1. LBRAFRBMERE SC.

2. & sc R FRAUT S, LUIHMER £ 1HRIE.

sc:# /opt/SUNWjass/bin/jass-execute -u
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RYUM PR kS — N RO it 2 e vERAE - (FRY "Solaris Security Toolkit

run") .

[xc8pl3-sc0/] /opt/SUNWjass/bin/jass-execute -u
[NOTE] Executing driver, undo.driver

Please select a Solaris Security Toolkit run to restore through:
1. December 20, 2005 at 11:01:30
(/var/opt/SUNWjass/run/20041220110130)

Choice ('gq' to exit)? 1

[NOTE] Restoring to previous run from
/var/opt/SUNWjass/run/20041220110130

[...]

. 7 Choice ('g' to exit)? EBTM MEANBERHEL "run" HHES.

. 3% OpenBoot PROM 2R T

sc:# shutdown -y -g0 -i0
... [system message]
ok

. E#51% SC.

ok boot -rv

DAL AT LAY) e 22 SMS Y HAB A .

P)#e 2 SMS 1) HoAth hie A

FESE EOI R Al SMS AT SC b, $ATEL R PR, % SC L2251 SMS B AN
A RRCA 2RI HREWS IEAF o

E - WAHEM G SC LB TAHRICATY) SMS.

. IBRARPRHEREER SC.
. HIRECE RTRER.

WFRERESE®RE L T MY Y AREIZIT: smsconfig. poweron. poweroff.
setkeyswitch. cfgadm. rcfgadm. addtag. deletetag. addboard.
moveboard. deleteboard. setbus. setdefaults. setobpparams.
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setupplatform. enablecomponent B{ disablecomponent. 414 1)KLy

A IEAEIBAT, NIk,

. 1/ smsbackup &5 SMS BLE.

HZ W 87 T “#An SMS M7

. ESCHEBEBFRETREFTENUTHSUBGHBAMERERS.

sc:# /opt/SUNWSMS/bin/setfailover off

. BAUTHSEL SMS.

sc:# /etc/init.d/sms stop

. AT HSIEIT smsversion.

sc:# /opt/SUNWSMS/bin/smsversion version-number

Hrr,  version-number J2 R EYIHM HFR SMS JRA G o AR FE LR 73] 2R 17

SMS 1.6 2| SMS 1.5 [#1) 4,

. RREE ENRTHITRE.
LAR @ A9 14 B s 1 R4

sc:# /opt/SUNWSMS/bin/smsversion 1.5
smsversion: Active SMS version 1.6 >
You have requested SMS Version 1.5

Is this correct? [y,n] y

smsversion: Downgrading SMS from 1.6> to 1.5>.
smsversion: SMS version 1.5 installed

To move to a different version of SMS an archive of
critical files will be created. What is the name of
the directory or tape device where the archive will be
stored? [/var/tmp] [Return]

smsversion: Backup configuration file created: /var/tmp/
sms_backup.l.5.cpio

smsversion: Switching to target version 1.5>.
smsversion: New Version 1.5> Active

smsversion: Active SMS version 1.5>

To restore the previous SMS configuration setting type:
smsrestore /var/tmp/sms_backup.l.5.cpio

$E4F Hith SMS 1.6 ;HFidiz
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8.

10.

11.

12.

13.

BANLUT 4 4S3I51T smsrestore.

sc:# /opt/SUNWSMS/bin/smsrestore filename

Hrr,  filename 2R 3 HHH smsbackup i 462 18 4y SCH IR0 %1%
filename ZHN AL EAZ AR e HEBRAR 4 o IESCHFPT DABE BEAE R G0 BT 14 ) 4%
Rt e 2 L IAEAT R o WERBEATHRIE filename, AR WCRIHE B S -

. MRAEDSE 6 PikiFER SMS IIAEEFTUMELRE, 15IE1T smsconfig -m, FEFE

#3515 SC. #iE, BRUBRBAREHRERE SC.
RIS R, kS AT R — 2

f£E SC (sco) Ef=1E SMS.

scO:# /etc/init.d/sms stop

BANUTHS, EEH SC (sc1) LB SMS.

scl:# /etc/init.d/sms start

BEESE 1 25T 11, UY#HE SC (sco) LHI SMS 7.
FRUTHSERBEHEE®.

scO0:# /opt/SUNWSMS/bin/setfailover on

JRAVIH LR ISR . B SC Ly 224t w206 SC B AT o 22 4=V #
(=

BEAT HAS D) 4 e BB AT Tt 22 e MRS AT:

FRADIHEE A5, X SC HEPHRAT st 2 A PEERAE, WHHATEL R IR . AT izl
PP —IkAEE SC b, H—IAE#H SC I

. UBRARRHEREE SC.

scO:# su -
password: superuser_passwd
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2. BALUTHSUERPITMRR 2HRE.

sc0:# /opt/SUNWjass/bin/jass-execute -q -d server-secure.driver

RESPRIE "Are you sure?"
3. N yes HE,

4. 3% OpenBoot PROM R T.

scO:# shutdown -y -g0 -i0
... [system messagel
ok

5. E#51FE SCo

ok boot -rv

ARG 3 SC HPTRAT I 2 A VEHRAT .
6. £&H SC (sc1) LEEL L3R,

= WERPAT UL AT AT - g (quiet) ZEIT, W29 FR &0 10 1E 4l i

f ¥ Solaris Security Toolkit [l 4

AT 4K A Solaris Security Toolkit FIFRAS IR, AR Solaris Security Toolkit %
PERIRRCAIRIH - 0T LA A5 A 28 ) o R 8 A

v i€ © %3 Solaris Security Toolkit # {41
A

1. R ZE SC,
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2. AT -1 £ pkginfo A%,

sc% pkginfo -1 SUNWjass

sms-sve H A PAMAT pkginfo i .
M -1 SR R B R S . B LU R R B ) VERSION B,

PKGINST: SUNWjass

NAME: Solaris Security Toolkit
CATEGORY: Application

ARCH: Solaris

VERSION: 4.2
BASEDIR: /opt/SUNWjass
VENDOR: Sun Microsystems, Inc.

DESC: The Solaris Security Toolkit is a collection of tools
and scripts used to automate the security hardening and
verification of a system running the Solaris OS.

PSTAMP: o0n81-dhpg20041018104950
INSTDATE: Nov 08 2005 12:29

HOTLINE: Please contact your Sun service representative.
STATUS: completely installed
FILES: 385 installed pathnames

33 directories
10 executables

2809 blocks used (approx)

W A 2¢%% Solaris Security Toolkit, pkginfo HIR[Fl—4ZMILLF P2 ITH & .

ERROR: information for “SUNWjass” was not found

v MERAHE AR A Solaris Security Toolkit

SMS 1.6 [RAT ) smsinstall JIAAAE RS LA ZRATF - WIRCA ) Solaris
Security Toolkit ¥t N4 2 %%¢ Solaris Security Toolkit 4.2, W14 & 45 i
Solaris Security Toolkit I REEE SO HLAR 2R B X EE 30, S AESAT F AP SR AT
TRAFE IS I A ¥ 45 4% 1 Solaris Security Toolkit SCRH 4 S 0 17 it & SC
P MITEFRORAFR LA o MR R 25 9 3 f) B IR 230 f

1. R ZE SC,
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2. M pkgrm %M Solaris Security Toolkit 514 & .

sc% pkgrm SUNWjass

IEREEAS AL, EH T ISR AR .

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.2

Do you want to remove this package?

3. EMRMRENRHEE, BRANyY (RF “B7)
PEALAABLZ — Aol X T AR, Rl B A A

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>
## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE
/opt/SUNWjass/nomatch.beg
/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/server-secure.driver.?

[...]

T APk E SMS 1.6 135

KRBT 4 T 5 45 ) P SC L1 SMS 1.6 -
v A4 SMS g

PATLL MRS, BATE SC L& M APk E SMS 1.6,
1. LBRARBHERZE SC.

$E4F Hith SMS 1.6 ;HFidiz
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2. BALUTHSEAMEERS.

sc:sms-user: > /opt/SUNWSMS/bin/setfailover off

. {F1E SMS.

sc:# /etc/init.d/sms stop

4. &1 SMS IfiE.

1217 smsbackup, SMfiHE FFE] smsbackup A (sms_backup.X.X.cpio) ik
BrRA .

£ — —/SC ) sms_backup.X.X.cpio XAFEFEH T HI—4 SC. XL SC
LRI, AN EAE .

sc:# /opt/SUNWSMS/bin/smsbackup directory_name

I, directory_name J&EAE A4 L%ﬁj\iﬁ:ﬁ’] H iﬁ‘]@ﬁfﬁo SN DUSE B TR &R
. PTIEEN  EE BT B EIREAT BN, R B s B s/ SRR AT,
WHKIRE directory_name, J“JlZﬁﬁé‘%‘«H%ﬂ'ﬁIﬁﬁ‘JL& /var/tmp H3 T
T&HRE1 directory_name WZUEAE A UNIX X RS (UFS) 222510 . a4 e 102 I i
A& Y: (Temporary File System, TMPFS), 41 /tmp, ¥ ‘33 smsbackup KIK.

WIRAHE directory_name EAZAEN UFS FANH), WAL T 4.

sc:# /usr/bin/df -F ufs directory_name

UFS 23R [ H kA B e R H SO A SA SRR SO AR GE, #ORs IR [0 75 91 6L

5. |33 SMS.

sc:# /etc/init.d/sms start

B RS EFE 5 ThRE

sc:sms-user: > /opt/SUNWSMS/bin/setfailover on
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v K SMS 1.6 A/t
1. ZEHEERE.

sc:sms-user:> /opt/SUNWSMS/bin/setfailover off

2. =1k SMS.

sc:# /etc/init.d/sms stop

3. % smsbackup XFIEIT smsrestore .

sc:# /opt/SUNWSMS/bin/smsrestore filename

Hrp,  filename j& smsbackup(IM) iy 4 Bral iR &0 SCEFMAEXT R . filename 70
B EZSC A . WO DU RAE RS P e i P 4 sl il s 1 46 b (AT A
H3kW. WREGIRT filename, EEKIEIRZHEE

4. B3z SMS.

sc:# /etc/init.d/sms start

5. BRAMBEEBINGE.

sc:sms-user:> [/opt/SUNWSMS/bin/setfailover on

S5 SC itk iy IP Mk Bl 3= 4144

AT 2R W] S SO B AR G il (1 TP ik B LA

v S SC s i) TP Mk

1. F#TRY IP Mk S 2 AR AR S5 AR 5T .
2. EFGI SR FIEHIR

F4FE Hftht SMS 1.6 FfFidiE 89




v e SC KN4

1. AFENZEHRAFRARSZRS .

2. FELMEM LT X B E L
/etc/inet /hosts
/etc/nodename
/etc/hostname. interface-card-name
/etc/net/ticlts/hosts
/etc/net/ticlos/hosts
/etc/net/ticotsord/hosts

3. EFSIHEE SC.

4, RI|FEKIFR, FEUATXEFHENSZ:
/etc/defaultdomain (X4 NIS 44 8 )
/etc/hostname.* (YA RE TR FHARD
/etc/hostname6 . * (L CAFFF5E TIE EHLA D

5. WIRAE SCHEMRT EHNA, 1BIEIT smsconfig -m L.

X smsconfig(IM) fir &ML 15 R, 52k (System Management Services
(SMS) 1.6 Reference Manual) =¥ SMS 1.6 FH} 7.
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AR B E AN 2 B AT

AFAE LN A KA Sun Fire fHyiig R G048 2234 Solaris #5412 GERI IR AHE2 1R 15E 9 -
5591 BT “ A

596 BT “AEIh v A2 %% Solaris B R G

55 101 5T g B A 4%

55103 5T “AEI 2R B A

1] 7t

AN LL TR i

m 0592 U “AERGE A AT
w504 BT PRI

m 5595 BU “ATIFERERIG 7

i - BAE— MK, /var/opt/SUNWSMS/data/domain_id H3& N %A &G —ANHT
ZIIA R idprom. image XA, WHRILXMHER, ESEM Sun RRECRIEA,
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v ER G A L B R ek
AR BB 51 58 52 S 4 B RS A

% 51 H T SMS I RG

RN EX

scO:# F SC ErpEEg A
domain_id: # B R .
Sc_name:sms-user:> SC LRI R

sms-user JEFFKH] SC LRAFH . BER. REANR

MRS NI 4 (user-name).
domain_id:sms-user:> sk R PR

sms-user J& RPN LR LG . BRER L B AR

s N P 4 (user-name) o

SrECEE P AR B w1 P B B IR & aldek dl . B s = pleR, BRAR S TR E, AN
58 sms-user HAG V-G A E BE AR o

E = AELUR RGBT, PG B DU S IR G . P R DY A s
1T setupplatform(1M), FFRAZS INEHR A AT FHALAEFIZR T, AR5 B0 P34 R Is AT
addboard(1M).

1. LAEH platadmn WREOARHMER, FHEIRMRREIEE.

sc0:sms-user:> addboard -d domain_id -c assign location [location]

INSE
m domain_id ZREEQIHEMIET ID (A B R) .
m location BIMHINL'E o AT H location 430U

M

%} Sun Fire 15K/E25K A AI1E %} Sun Fire 12K/E20K A A&

SB(0...17) SB(0...8)
10(0...17) 10(0...8)
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B, NI A KA TR 2. 4 A 7 ) CPU BGASINEE A .

scO0:sms-user:> addboard -d A -c assign SB2 SB4 SB7

N Rl AL T AR 3 . 5 K1 8 ¥ I/O BB A e

scO0:sms-user: > addboard -d A -c assign IO3 IO5 IOS8

. MRFENRENEE P MR, 1EER deleteboardIM) <.

scO0:sms-user:> deleteboard -c unassign location [location]

Ho location WAL E « P HESZ 1 location KT -

%} Sun Fire 15K/E25K A &A1& % Sun Fire 12K/E20K &% H9#& 0
SB(0...17) SB(0...8)
10(0...17) 10(0...8)

Blhn, LAUN fir 2o R AL TR 2 /) CPU BOAIER A ol R .

scO0:sms-user:> deleteboard -c unassign SB2

NGl TR 3 1) T/0 BN A g .

scO0:sms-user: > deleteboard -c unassign IO3

. {EH addtag(IM) %% AiERINERIC.

scO:sms-user:> addtag -d domain_id domain_tag

Horr,
m domain_id AREERIHENIET ID (A B R) .

E5E HAEHPREMZERHG
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n domain_tag }ERE TN ZIRAN IV HbRIL %, #1101 domainA.

Bltn, R A SRR A KRR ICAS N 2P 5 BCE £l % (Platform Configuration
Database, PCD) 1.

scO0:sms-user:> addtag -d A domainA

4. EMIRFRIS, AM{EM deletetag(IM) &%,

scO0:sms-user:> deletetag -d domain_id

Hrh,  domain_id S EM SEHAR A ID (A 2| R) .
Hhn, LLFard okl A bRid N PCD iR,

scO0:sms-user:> deletetag -d A

v R

JE — B 223 Solaris OS F1 SMS, A2 H 445 %01
/var/opt/SUNWSMS/data/domain_id/idprom.image XAF, HA domain_id &M
A B R R WAERB AT, 1E 5N Sun RSACKRIKR

SMS Q& AR B RHE TG, IR SAIRE .
showkeyswitch(IM) #r4 Al LB R BRI A E, T setkeyswitch(1M)
A& A L OB I S B B I A 3 B 4. on. standby.
off. diag Ml secure. T RELIELE, ISP (System Management Services
(SMS) 1.6 Reference Manual) .

1. BRERE.

sc0:sms-user:> showkeyswitch -ddomain_id

Hrr domain_id RIEEREILRERNEY ID (AFIR) .
B, VU4 B A eRE.

scO0:sms-user: > showkeyswitch -d A
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2. UEBHERR (dmnaadmn) MR PS4 80EE .

scO:sms-user: > setkeyswitch -d domain_id position

e

n domain_id ;EREERIEHIEN ID (A 2] R) .

m position Z AL B IPHE I ORI E, AERIIAEAT on CGBUIE) « off
(WS « standby. diag BY secure.

filhn, NIE A SR A.

scO0:sms-user:> setkeyswitch -d A on

3. MRFEIHMESE, HHERAIZTF XM position IREA of f.
flhn, 1 A BUH IR A

scO0:sms-user:> setkeyswitch -d A off

v FIITE S G

W £ 425 ) 5 5 B0 AL LA S5 A

n CZIEN Sun Fire RSN 137 MR F8 R I smsconfig fiy47E SC
FHOGIR b IEAff e B AL T M 4% o

m 7E SC AUHIGIRZ MIAE7E P 4 i 42

m O smsconfig A 7L SC MAHSCHIIE FIEM 2 FINLE T IPSec Bl'E . AKX
1PsecEZF R, WS W kmd(IM) T JTAT (System Management Services
(SMS) 1.6 Administrator Guide) .

o HIEHITH—MEHMRIEHIE .

sc0:sms-user:> console -d domain_id

Ferbr domain_id 52 EITIF AR B G IEH ID (A FIR) .
fltnn, LR &R o088 A 4797 — M= S

scO0:sms-user:> console -d A
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R a s, (CYIHREERE TERM Mk ES5EH PR EHRN, vi(l) ASI1E®
BAT, [ SOFH GEIR S 2D A S HWHMER .
Bl

domain_id : sms-user: > setenv TERM xterm

HREFEHEMNEZEE, 15200 (System Management Services (SMS) 1.6
Administrator Guide) Hl console T/ it.

A\

eI H 1 E 22 2% Solaris #:4F R4
AT Ny B B RN 232 Solaris OS I #4375 % F ()i 7%«
m 596 BT R E N LR ALY

m 97 U “AEISrh %€ Solaris BRAFE RS
m 599 TU “ Ik E OpenBoot PROM i 4x i ”

- WAEW RS CE TR T Solaris OS, HUE B AT T
sys-unconfig(IM) fir4&, IHERLEPATERIEZ TS ILE 101 T “HE L7

N T AR T AR, RGN B RS Ay, DUEDE I Y 45 14 %% Solaris OS #
e AETFURIX IR AT, WA S0 S W] B M 2% 2 R IR 55 4 o 18T LLABL R Bk
VR IE A S

w ATRECE M4 IR S 2 AR R, S B Solaris OS A BT A N ) 2 545 e o

w AOCRE ] SC BB LA LG R, SN Solaris OS FRAS X W ) %
PSR o

m 7R XM Solaris OS 730 A HIME &, 1S WA HIEE 1 %,

R dul v BN R AL

TE sco FANE T 3RS, BIATH L M 4% 382235 Solaris OS #ff. RETH IR
W4, #AT LG add install client(1M) fr2¥stfs B

EE - WRERNZA Jumpstart k5535 %3¢ Solaris OS, 1R EEAT W R A —1
Jumpstart 5|55 ds. WREEDST M EHZA Jumpstart 515 k54, HEZ R
%#% F121T rm_install client(IM) 4, {0F SC B1E Jumpstart 5|5 k%545 .
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K add_install client(IM) fl rm install client(IM) w2 MELELE, 1H
Z AR5 1¥ Solaris OS JRAS T XS VK 2 2% F )i

1. 837 OpenBoot PROM R FHEAUT & SL3%1F MAN RLKRE.

ok Dbanner

Sun Fire 15000, using IOSRAM based Console

Copyright 1998-2001 Sun Microsystems, Inc. All rights reserved.
OpenBoot 4.5, 3072 MB memory installed, Serial ########.
Ethernet address 8:0:20:0:0:0, Host ID: 80200000.

Pt AU R B, I BB R g B B RS B
2. A SCO LHIBRAR, BENFHREAREEFH.

sc0: # /install_dir_path/Solaris_9/Tools/add_install client -e
domain_man_etheraddr -s scll_hostname: /install_dir_path -c
scl1_hostname: /install_dir_path domain_hostname sun4u

Horpr,

install_dir_path $85€ 7 2] CD G H % .

domain_man_etheraddr 23 1%) LLK M Hi il

scI1_hostname EfEPAT smsconfig -m B FEH Sk SC I1 M T2 1 FEHL4 o

m domain_hostname /EFEHAT smsconfig -m ayA IR Atk 11 M4 D18 E M4
PR

WAN4 (B SC I1) e 1) Sun Fire Z2 486 B 37 Ho Rl 36 ma v i) T4 24

W E LI .

\

v {Edk 23 Solaris #EAE R 4L

1. BRIEEFERMMEED.

ok watch-net-all
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A\

SE = R ARG P LUK PR 23545 Lucent PHY, AT g £t BL— DA 5% 3
B RURAMR RN 15 28RN B, 33 OpenBoot PROM (OBP) 4
diag-switch? WHE AN false. HISUHTFICN 4 E AT LU A TR S X B R T B

WY watch-net-all it 5 man-net KR W & LA WM, ERREN Sun k5%
Rk,

. FAEEMLZ (Management Network, MAN) i#id M & SC 51545

ok boot man-net

A &% Solaris OS.

HRVEA 2R, S RGN Solaris OS JRAS I MY (1K) 22353655 » %) T2t i o
PRI B uE S B LA R RAEWE R, ES &R Sun Fire /& R G T N1
R 45 R

iE — BB 223 Solaris OS I, W] LUHRES 5 ZLk PR — MR 5358 0T SC, il
RSO F B, RIS IR

BT RA.

¥ SC FIVESIN) e 55 2R I, IHTE 2B 45 N 5 BE U ) 39 S5 44« IXFEVT 97> MAN |
WA SC 2 (A= AR I 45 B o TG0 A 44 B SO 38 1) AN #1350 I 28 482 11 1) 4 i 44
(B, gfeo).

HE AR 54, AT PR A
a. UBERARSHEFREIE.
b. FRTFETRAUTHS, BT A2 RN EMEER new_nodename.

domain_id : # uname -S new_nodename
domain_id : # echo new_nodename > /etc/nodename

c JEfH.

L PR 4% 2o 3 AR 5% 32 %1 3 oh I PR 3

GRGEIHANT I, THIRAT LR D BRI 2R i 55 2 5102 1 IR

EE = WA B SS AR AR T BRI, S TE 5 | A8 R 5 v h R AT 5 |

~To

a. LBRARBHERZE SC.
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b. BALUTHL.

scO :#/install_dir_path/Solaris_9/Tools/rm install client domain_hostname

c. BTYE#HEMNE, AT—IRETHNTR 4 HES.
fln, BALLT 4.

scO:#ls -la /dev/dsk/c0tl17d40s0

1rwXrwXrwx 1 root root 77 Oct 12 17:38
/dev/dsk/c0t17d0s0 ->
../../devices/pci@3c,600000/pci@l/SUNW,glc@4/fp@0, 0/ssdew21000020
370dac0c,0:a

d. JE%H.

v NI E OpenBoot PROM M EiAr &
1 ESEHAN ok BRHT. MK devalias SIEFHEESHNEE.

ok nvunalias duplicate_alias

Hrh duplicate_alias 2 ER S5 HIH 4

i — DA RAER & HPATIEAE. nvunalias —KAMIBR— N4, BB
MR AN

2. 7R OpenBoot PROM i& & i LUE G 2% & 3 & BHE A .

ok show-devs

3. R REAERMMLEEO.

ok watch-net-all
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- R ARG PRIE LUK MR L3 Lucent PHY, WA RES H I — 4S5
B, R AR 105 28 IE R E, 33 OpenBoot PROM (OBP) &4
diag-switch? WHE N false. S BUIF I HE AT DLk 4 H I E R B

4. & E bootdisk_alias, {FHFRTEZLRLE Solaris OS HJIEE.

ok nvalias bootdisk_alias device_string

Horp,

m bootdisk_alias &% 2255 Solaris OS B4 BT 4

m device_string JEMEHAEIL 1235 Solaris OS &I 7475, Wb 3 FfiR.
B :

\

nvalias disk /pci@3c,600000/pci@l/SUNW, glc@4/fp@0,0/disk@w21000020370dac0c,0:a

SE = WAL (T I nvalias drd. BRI, YURRE O Y ssd O
5S4 Y disk.

5. ICEHEIEA NVRAM iE.

ok nvstore

¥ - WA OpenBoot PROM £ % use-nvramrc W'E N True, LUEHF#e X
(Y] bootdisk_alias REWAE 22 48 IR BN AT o

6. f£M setenv WL AEINNGISREREEMIIA A

ok setenv boot-device bootdisk_alias

Herb bootdisk_alias 52 I AEDER 4 FHESEI FE SO A o 513 Bt b 0 L R £ 2235
Solaris OS 1A 5| P REFAHN o A TR IEAf B E ML AR R, SRR M R R EEALIFA
Z51 IR AR

7. ME, BEASISRERET —1Mala, BREAUTHLSIISZHE.

ok boot
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e B R 2%

WA 13 T Solaris OS, BCO7EHIEIT T sys-unconfig(IM) fiy4, NAZ0

iz F3EE MAN 15 E.

E - IR, AR SC LR LTI, A 96 BT “REIBE

BN EERE T TR .

e B4 kA 2%
RS AP S BRI,
BANUT®S.

domain_ id:#ndd -get /dev/dman man get_ hostinfo

LA Ay gt s

manc_magic = 0x4d414e43
manc_version = 01
manc_csum = 0x0

manc_ip type = AF_INET
manc_dom ipaddr = 10.1.1.3
manc_dom_ip netmask =
manc_dom ip netnum = 10.1.1.0
manc_sc_ipaddr 10.1.1.1
manc_dom_eaddr 0:0:be:a8:48:26
manc_sc_eaddr = 8:0:20:£f9:e4:54
manc_iob bitmap
manc_golden iob

10

0x400 io boards

255.255.255.224

= 10.1,

E5E HEHPREMZERHG
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3. FRUTIRRE /etc/netmasks BRMERIE network-i1 555 .

manc_dom_ip_netnum manc_dom_ip_netmask

il -

10.1.1.0 255.255.255.224

4. FIEBESLUTHARE /etc/hostname.dman0 X4,

manc_dom_ ipaddr netmask + broadcast + private up

i

10.1.1.3 netmask + broadcast + private up

5. #fR manc_sc_ipaddr IP #it5 /etc/syslog.conf FFEMAIEE—E.

domain id:# cat /etc/syslog.conf

*.notice @10.1.1.1

R HA—E, H%ii /ete/syslog. conf XfF. RAFIISCIFR IR H .
6. BAUTHS.

domain_id : # ifconfig dman0 plumb
domain_id: # ifconfig dmanO manc_dom_ipaddr netmask + broadcast +
private up

Hrp, manc_dom_ipaddr 2AE /etc/netmasks 4 H 13K 1P Hilil.
BERS 3 52 B T BRI B &
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FE3HH 2 R P IR E 2

BEEIER AT AAE T S AN TN o AP BB R 2 R B (RRCERE— )

E = WAL SC e X S N AR A, UK EA ke B . 47 5C/E Sun Fire
i 240 SC B AF{E R, W2k (Sun Fire 15K Open System Controller
(OpenSC) White Paper) »

SR BASTF EEEAT — € BIF o 18 0] e 5 2B DA BRI AR AT A
Sun Remote Services (SRS)

Veritas Volume Manager (VM)

Load Sharing Facility (LSF) 3.2.3

Sun™ Studio 11 T H&E M2 7

Sun™ ClusterTools 5

C it &5 Mg e

Fortran 77 4mfEiE & Mg iE )T

ORACLE® %4l g #c

RE

R IN A

LA H] 5 3 6 % 42 SC

. BEARERHRRSE CD A SC i CD-ROM x12EA
. £/ share(IM) W< EMEKIEE CD.

a. M3 nfsd REZF[EREREITIT.

scO:#ps -ef | grep nfsd

b. £ /etc/dfs/dfstab X HiRM CD-ROM % H.

share -F nfs -o ro,anon=0 /cdrom/cdromO

c. 1 CD-ROM M{&1&#&2 NFS.

scO0:# /etc/init.d/nfs.server start
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9.

10.

11.

12.

13.

14.

LUBR A R & 5mEFREE.
MR EIZEFHEN /cdrom BE.

domain_id: # mkdir /cdrom
domain_id: # mount SC-I1:/cdrom/cdrom0 /cdrom

Hdr, SC-I1: £#%K SCI1 MLIEEM T 54 .

EIHIENER R
domain_id: # ed /cdrom/install_disk_name
domain_id: # pkgadd -d . software_package_name
Hrs

wm install_disk_name JE XM INAT 2B ) 2R WEAR R 44 R o

m software_package_name & BEELN N ERAF L 2 FK

pkgadd(IM) fir % il HE R s 47 T4TH S, TR PR AR I T 2ehe g, Hrp—
SRS AT G, oy SR )T A7 SRR EAT ke o UF IR L R, A A ) 2
TRAREERT, 15[l yes.

EH# CD.
domain_id: # ed /
domain_id: # umount /cdrom
Mg EEFLUBR A R B & FE SC.

B&%E CD M SC L) CD-ROM IEFIgE s Y.

scO0: # ecd /
scO0: # eject cdrom
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RIS

1] o

A

ASIC

CD
CD-ROM
CSN

DNS

Application-Specific Integrated Circuit (% HE M)

compact disc %4
compact disc-read-only memory (i)

chassis serial number (JE#& 45 )

Domain Name Service (44 Kk%5)

AR E T (Systems Management Services (SMS) 1.6 2545w ) HAlH 0465

105



eri

FPROM

GB
GHz

HTML

In

12

ID

IP
IPMP
IPv4

106

Ethernet RIO Interface (LI RIO #1H)

Flash Programmable Read-only Memory PR EEE AT 4ufE A7 28

gigabyte (TJE°7 1)
gigahertz (TJRHF%E)

Hypertext Markup Language GHSCARRLTET)

Internal Sun Fire high-end systems Network 1 (domain-to-SC management
network) (#F Sun Fire S R4 M4 1 (8F] SC 1IEEM L) D

Internal Sun Fire high-end systems Network 2 (SC-to-SC management
network) (B Sun Fire i KRG M4 2 (SC 2] SC FIEHIM L) )

identification (Fri})
Internet Protocol (Internet /}i%)
IP Network Multipathing (IP F%$ % % 1%)

Internet Protocol version 4 (Internet Ppilfi4s 4)
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NIS.

LSF

MAN
MB
MCPU
MHz

N

NFS
NIC
NTP

NIS+

O

(O}

PCD
PDF
POST

Load Sharing Facility (51355 1AL

Management Network & B B %% )
megabyte (JEF75)

MaxCPU board (MaxCPU #R)
megahertz (JE#22)

Network File System (%3R5
Network Interface Card (%% 0£)
Network Time Protocol (& i [a] 13130

Network Information Service (M %&{5 E k%%

operating system (3AE &%)

Platform Configuration Database (& & HHR)E)
Portable Document Format (nJ B4 SCR#% 20D
power-on self-test (JTHL AL

SN
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PROM

RIO

SC
SCo
SC1

SLVM
SMS
SRS
SSH

ssh(1)

TMPFS

UFS

108

Programmable Read-only Memory (AI4if2 R A7 (4%

Read Input/Output ASIC LI /it ASIC)

system controller (RZIEHIH)

main system controller initially (¥4 KRG H4)
spare system controller initially (¥4 R H14)
Solaris Logical Volume Management (Solaris %454 #)
System Management Services (R4 ERS)

Sun Remote Services (Sun ZFEM45)

Secure Shell (%4 Shell)

Secure Shell command (%4 Shell fi4)

temporary file system i} SCPF RS

UNIX file system (UNIX XPE&RSD
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\Y%

VM  Veritas Volume Manager (Veritas % #14%)
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R

we

/etc/default/kbd X, ik, 25, 80
/etc/hostname .dman0 CFF, A4, 102
/etc/hosts.allow 3(fF, #ii¥, 10, 18, 32, 55, 66
/etc/inet/hosts 3CF, ABIERT, 23, 38
/etc/netmasks A, T INER 4% H, 102
/etc/netmasks 4, HB)HH, 23,38
/etc/nsswitch.conf X, 4mkH, 23, 38
/etc/syslog.conf XfF, ILHL 4 H, 102

A
add_install client 4,96
addboard #iy4, 28, 69, 92
addtag 4, 93
224 Shell. 2 W, SSH.
ZhE
w2 JE,9
hnas e 4k, HioY, 43, 45, 81
hnasee 4, F30, 9, 54, 65
hnamge 4, A3, 9,13, 18, 26, 32, 39, 41
BIAGOLT, 9
T4 2 )6, 10
e
K1
AP R E R RS, 11
SMS 1.6 7 SC I+, 11, 16
SMS B4MEF, 19, 33, 54, 65, 75

smsinstall BIZ, 9,11, 16, 30
Solaris OS £ 4M12)¥, 14, 42, 47, 58
Solaris OS 7£ SC I, 14

Solaris OS ({3 ) , 96

Solaris Security Toolkit, HZJJ, 16
N R P EORTE, SC, 8

B I PR, 1, 8

e, 13

B
4
CP1500, 6, 26, 57, 67
CP2140, 6, 27,57, 67
AN, 6
JABFTE AT, 28, 69
[ &NIELS
smsversion JHA, 5, 81, 82
ZJE EHPAT I e A AR, 84
w0y
SMS, 44, 46, 88
H3l, 44, 46

C

console 4, 95

CSN, icx% ¥ SC ¥, 12,24
i KIEFE, 13, 41

EV IR

111



SC, 26, 39,41, 57, 66
FOHHRAT ik 2z 4 PR

jass-execute 4, 85

FEBATIRA VI 2 ), 84
BRI, By, 2

D

deleteboard 114, 28, 69, 93
deletetag 1%, 94

Fax, R, 10, 18, 32, 55, 66
JEFLIFFS . 1S 0L CSN.

F
flashupdate ¥4, 26, 27, 56, 67, 69
SRR, 5

G
[l 2F, JE 3, 28, 69
W
f§-Fi4T, 25, 39, 80
Fr496, 29
251, 44,75
JiH, 28, 68, 76
M. iE S 0 MAN.

H
hpost % T2, 28, 69
/3]

1HE, 29

SMS, 30

SMS it &, 33, 89
Solaris OS, 29

ifconfig 4, 102
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IP ik
ik, 89
manc_sc_ipaddr, 102
THLA, 14, 41

J
jass-execute 1%, 55, 66, 85
Java 1.2.2 %4, 15, 30, 47, 58
N 2 4
i, 43, 45, 81
jass-execute %, 55, 66
F3,9, 54, 55, 65, 66
H3),9,13,18, 26,32, 39, 41
Ji A
smsbackup, 44, 46, 88
smsconfig, 19,23, 34, 38, 90
smsinstall, 9,11, 13, 16, 30, 41
smsrestore, 33, 89

smsversion, 5, 83
smsupgrade, 9, 40, 44, 46, 50, 54, 61, 65

K
JFHLE K. 12 0L POST.
AEER, 5
#HE
B RAEpPSE, 13, 41,78
17T, 95
5 PROM
T+4% SC, 26, 56, 67
T/ ARG, 27, 69

M

MAN
FeE M 4%, 13,19, 34, 41
Hi E A M 5, 101

s
add install client, 96
addboard, 28, 69, 92
addtag, 93
deleteboard, 28, 69, 93
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deletetag, 94

flashupdate, 26, 27, 56, 67, 69
jass-execute, 55, 66, 85
ifconfig, 102

G, 95

pkginfo, 86

pkgrm, 48, 59, 87
setdatasync, 41
setfailover, 28,44, 68,75,76
setkeyswitch, 28, 68, 94, 95
showfailover, 29
showkeyswitch, 94
sys-unconfig, 101

N
NTP % #l, ¥ SC B & H, 76

(o)

OpenBoot PROM
WE IR AR, 99
426,57, 66

P
pkginfo 4, 86
pkgrm 1y 4, 48, 59, 87
POST

AT, 28, 69

R

WA
LRI, 103
SMS 1.6, 2
Solaris OS WA T} M. (1) & 5K, 4
SUNWjass, 49,59, 87
RAFESR
SC, 6
g, 7

%R SMS 1.6, 11

T IP ik, 89

F M4, 90

WA SMS it ', 33, 89

it SC _Ef CSN, 12
BRI ) % FH SC, 55

B BRI 3 3= SC, 67

BiE ssh, 41

it & b NTP %741, 76

WAFER, 6

TI¢k, 42

T+ SC HL#55 PROM, 26, 56, 67
T2 RGP EES PROM, 27, 69
BB, AR 1, 41

[20 3= SC F#% H] SC, 29, 41, 68

T B AT e B A AT VT R, 41
HPRRTT, 8

TERAT IR A D)3 2 J5 BB AT N 22 4 P44, 84
EH51T, 26,39, 41, 57, 66

SC, ik 4 SC 1) CSN, 24
setdatasync fir4, 41
setfailover fiy4%, 28, 44, 68, 75, 76
setkeyswitch fir4, 28, 68, 94, 95
showfailover fiy4, 29
showkeyswitch ¥4, 94

SMS

24,16

ke, JM 1

WA #, 5, 81, 82
%1y, 44, 46, 88

T AT IR, 25, 39, 80
AL, 91

XK, B

WL, 33, 89

W SE T Z e PIRAR, 30
WOk, 95

X [H) R, 5

Jash, 76,77

I eG4, 95

SC MHZEK, 6

T gz, 3



T4 % 1.6, 40, 49, 60
FM L E, 17, 31, 49, 53, 60, 64
%1k, 75,77

W2 SC, 29, 41, 68

T#, 15, 48, 58

WoREUIRTS, 94

BHMEF, %35, 19, 33, 54, 65, 75
BAMEI?, T, 48,59

W AR, 7

FEHEAT AU 2 5 BT RAT Itk 2 4= VL3 AF, 84

51T, 26,39,41,57, 66

4, Wiy, 23, 38,71
smsbackup 7, 44, 46, 88
smsconfig A, 23, 38,90

R s 3141, 23, 38, 73

fid & 2%, 19, 23, 34
smsinstall JHIA, 9,11, 13, 16, 30, 41
smsrestore A, 33, 89
smsversion A, 5, 81, 83
smsupgrade JHIZA, 9, 40, 44, 46, 50, 54, 61, 65
Solaris OS

WHABHMEF?, 14, 30, 42, 47, 58

X SC IEK, 6

MR R, 7

BB 44 A, 23, 38

T SETT R MIRRUA, 29

Solaris Security Toolkit {3k, 9

WEL, 96

15 SC Lz, 14

11 SC T4, 47, 57

TE3 23, 96, 98
Solaris Security Toolkit

jass-execute 4, 55, 66, 85

ARAAFH 4.1.1 TRA, 51, 62

KRR A, 86

Solaris OS %3k, 9

SUNWjass %1y, 49, 59, 87

M, 48,52, 59, 63, 87

Fre % 4.2, 50, 61

B2, 16, 31
SSH

sk AT, 13, 41

KA, 79

=]
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HT8A~4515, 79

fic ', 41

FRE g A 1 i), 18, 32, 55, 66

P& A fovr oy —& SC Vi, 18, 33, 55, 66

FVFH PR %, 18, 32, 55, 66
System Management Services. 1ii% l. SMS.
sys-unconfig fir4, 101
Mgz

Solaris Security Toolkit, 48, 59
VAR

i, 42

SC, 42

SC 45 PROM, 26, 56, 67

SC L1 Solaris OS, 47, 57

smsupgrade A, 9, 50, 61

#A%, 3

REHREES PROM, 27, 69

% SMS 1.6, 40, 49, 60

4, 40
F- Mg

SMS, 1 '&, 17,31, 49, 53, 60, 64

T
A4, 5 1, 25, 39, 80
EEZ
SC, 29,41, 68
setdatasync i 4, 41

w
WA 245 IF TR] B S AL 1 2 0L NTP % /7 AL

X
RGP 55 M, SC.
Tk
SMS 1.6 &A%, 15
SMS ¥, 48, 58
FHAE 1)
SC I 4, 41
BEHREST
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ATRPE, 14, 41

SMS, %:%%, 19, 33, 54, 65, 75
SMS, %, 48,59

Solaris OS, %%, 14, 30, 42, 47, 58

Y
Bk
A, 5
SC %A+, 6
Solaris Security Toolkit %, 9
WA, 7
P
wInE4, 23,38, 71
57
2235 Solaris OS, 96, 98
Bk, 91
HIF##E, 95
T IP il 89
FEHLL, 90
Wi, 95
fic & M 4%, 101
U B, 95
WAFEK, 7
% & OpenBoot PROM #1575 i, 99
WRIRE, 94
H P H7R4F, 8
1R 2% L, 96

y4
THLA4, Hek, 90

ERCET]
I1 12 4%, 14, 41

21, A, 23, 38, 71

Ell
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