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WEFEFF WA . init SO S AFTA IR BT i

UKSNFEF € X JASS FILES Fl JASS SCRIPTS MBEAR . XA &l ik 1
A LLE AT — AN SR PR EE L 7] LU A B AN AT RS

17 5%E X JASS _FILES Ml JASS SCRIPTS MEIARMEL(GHE, &M (Solaris
Security Toolkit 4.2 Reference Manual) %5 7 &,

XS FEP I driver. run KATH JASS FILE Ml JASS SCRIPTS MAliAr i fit
& SCIES -

(RIS BRANRE P E SR SE MRS RE P AT, W T3 finish. init B¢
user.init PIRGEEINE. RG] 1-1 IR IR SR BH 4 K
JASS_PASS HISTORY WHEN 4.

AR 1-1 B0 T SRS R4 R AR A

KREDRE) 1-1 IXBNFE P 3 SR AR AR

DIR="'/bin/dirname $0'"
JASS PASS HISTORY="4"
export DIR

. ${DIR}/driver.init

JASS FILES="
/etc/cron.d/cron.allow
/etc/default/ftpd
/etc/default/telnetd

JASS SCRIPTS="
install-at-allow.fin
remove-unneeded-accounts.fin

. ${DIR}/driver.run

AL S ¥ B DIR IS AR IR 3, DU IR R U 5 3 H 5% .
XL I oK JASS PASS HISTORY MR ft'E N 4.
WENFEF AR . init X (M driver.init FF4H) .

¥ Jass FILES MR & 5e UM I JASS HOME DIR/Files H & HIE% /-
VIR EER R oo

{# 1 t1 Solaris Security Toolkit X fFi247 1 finish 4k & X JASS SCRIPTS ki




6. ML W driver.run WENFEFHATEAIT NI RS % 2PEMEAE. driver. run ¥
S gass_FILES THREMCAF, JHiE84T JASS_SCRIPTS HifiE A .

Files H3x¢

JASS_FILES ML S driver. run AN A H FORA- #4526 21 JumpStart %
FOHLIR AT

% H A E LR S

= /.cshrc

/ .profile

m /etc/default/sendmail

= /etc/dt/config/Xaccess

= /ftpd/banner.msg

= /etc/hosts.allow

= /etc/hosts.allow-15k sc

= /etc/hosts.allow-server

= /etc/hosts.allow-suncluster

= /etc/hosts.deny

= /etc/init.d/klmmod

= /etc/init.d/nddconfig

= /etc/init.d/set-tmp-permissions
= /etc/init.d/sms_arpconfig

= /etc/init.d/swapadd

= /etc/issue

= /etc/motd

= /etc/opt/ipf/ipf.conft

= /etc/opt/ipf/ipf.conf-15k_sc

= /etc/opt/ipf/ipf.conf-server

= /etc/security/audit class+5.10
= /etc/security/audit class+5.8
= /etc/security/audit class+5.9
= /etc/security/audit control

s /etc/security/audit event+5.10
= /etc/security/audit event+5.
= /etc/security/audit event+5.9

= /etc/sms_domain arp

= /etc/sms_sc_arp

= /etc/syslog.conf

= /root/.cshrc

= /root/.profile

= /var/opt/SUNWjass/BART/rules

= /var/opt/SUNWjass/BART/rules-secure

©
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Finish H3

ZH L finish A, AT REE MR, % H R A5
HLF A,

3l

Bl

2k

WM

7]

T

B

BT

B RBGAEA R A TEN 5 R AMGA A3, 1520 (Solaris Security Toolkit
4.2 Reference Manual) .

os Hzx

% H A5 Solaris OS W% . 78 JumpStart #5253 FEsE1T % P WL 22260, B X
Lep iR E % Solaris OS YEf¥ Al . 41 R H sk A4 FRiE A T Solaris Security Toolkit OS iy 4
295, W add_client BIAKHEEZ A5 7R % H kP 1 Solaris OS JRAME A S 4

AR INEAMELL Solaris OS MR FEL(E K., 1§52 Sun BluePrints $54% (JumpStart
Technology: Effective Use in the Solaris Operating Environment) .

PR LA AT AL L EWTT

Solaris OS
%tF Solaris OS, &4 H LU 6wy 42 br ik«
Solaris_OS KRA_CD hEARH) 4 I EIF 7R -2 (I8 B 5

fdn, HH¥24 2005 4 3 A K Solaris 10 Operating Environment CD ) H 3 ZFR N Ky
Solaris_10_2005-03. ilid¥f Solaris OS (W HUHFIMCA S HF, AT LS IS & H
(24 R AT EHORG A0 IR 58

1& T x86/x64 & /Y Solaris OS
Sof T3 T x86/x64 V-4 [¥] Solaris OS, & UL T H 3y L hnik:
Solaris OS HRA_CD KRAH) 4 I EFEMH -2 VA M _ia

filtn, 0 HaE T x86/x64 ~F-4 (¥ Solaris OS % Aii H 4 2005 4 3 J1, W% H 54 Fx
Jj: Solaris 10 2005-03 ia.
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Packages H=x

ZH S AT DMEH finish AT 223)F 0 audit AT UE AR, flh,
Open Secure Shell #E40 ] LIFEAkAE Packages Hatrh, XFEIE XK finish A SR
i 05 BRI

Solaris Security Toolkit #fF43 5 (1 JLA finish F1 audit A AT DABAT Bofh 20285 . A
FIECE AT RE . M Packages H 3¢H 22285 F6UE AL 1) I AS (0,5 <
install-fix-modes. {fin]|aud}

install-jass.{fin]|aud}

install-mds. {fin]|aud}

-
]
]
= install-openssh.{fin]|aud}

Patches H

A H M F A7t Solaris OS ) Recommended and Security Patch Clusters. T#h 7
B AN 7 0 LR I B A H S

I ILRHAE AN P IR AE 1% H S IR AL BRI W) BARIAG kel . B MR SR IR
ZH I, Solaris Security Toolkit S EAMEF 2R MA 2l 222 AL, Pl
F T NRA RGLASEEAE IS

H AL 51 Solaris OS JRAGIHE 1 Hxk. U, Patches HaxHnfe &A1
9 Recommended il 10 Recommended H 3.

Solaris Security Toolkit %t % #5i&% | T x86/x64 ¥4 [¥] Solaris OS &ML HEEE
XL AR REAE BT SRR I iy 44 208 53 3L SunSolve OnLinesm [l 4% 35451 iy 44 20 52
I

3N <release> x86 Recommended. %%} Solaris 10 OS [¥i&H T x86/x64 - &
[¥] Solaris OS BEAMEFFRAE AL T — 444 10_x86_Recommended I H %1,

Profiles H3x

% H A T JumpStart B & S0, JumpStart 20 I S8 g & S b A i i B
155 EORHf 2 2255 1) Solaris OS BE4E  (Fldn, s, &R PR N REGEB S KD |
AT Je CA S BT I 22 352570 (foltan, BT 2e%e) o

rules XAFFIH T EAMIHK JumpStart FC & SCHE, DU SCU R e i 1) R LR 42
il
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Sysidcfg H%

4 Profiles HEML, sysidefg HR{NEE 1 JumpStart £t 203 d #2 o i H 1K)
Ao A PR S R, XA AT AE Solaris OS 234 A Btk . € #AFE RS
K3 B it 7E SRR H SR

4> Solaris OS #EEA —ANMI H ko BANRAIH — 2N solaris_OS KA
F%. Solaris Security Toolkit #4447 T Solaris OS fit4s 2.5.1 % 10 (1)t
sysidcfg 4.

AN sysidefg U RN ILALZEAY, i, AWMLl Solaris Security
Toolkit # L HFATE sysidcfg I,

K sysidefg XAFMIANLE S, 155 A Sun BluePrints 1348 (JumpStart
Technology: Effective Use in the Solaris Operating Environment) .

6 agEPSYES

AT gass_HOME_DIR Hg&ik, Hdi /&5 RE (B

JASS REPOSITORY H3%) FfF Solaris Security Toolkit iz T #:4F, WEEAEIT
AR BT 7 RORORAE RS, 7 BRSSO SO B LA R AT H S I8 . %
HgAiF /var/opt/SUNWjass/runs/REEH .

A

Y-S A2 1]

Y i Solaris Security Toolkit #AFAE ] I H A SCAFRIIA I RAFERIAE R X8, AL
AR

1 B H bRz — iU RENS SR B R gt 2. R A R R b B F 21 B3 3L
PERRAS PRI PRI, 8402 H AR AN AT BESEBLI o

2. M IXLEPIAPAT 2T EE GXHR 2 HSURUA S BRI RD , Dk 2
AN LU R AR S 06 22 1) HL 228 1 R B

7t Solaris OS SUNWsprot I et T IR 5 R4 (SCCS) MR A il # 4
o FP AT U FH K B o 2 B R b AR 8 R P At R A 42 S Bk Ak B R . G
VAL P WIS b R A i = i, #REARF —ANIE R, AT DA oK 28 456 110 T ) el 3
5 BRI AL B

BRI RIS, 3 B 58 B2 B Ry S DL SO I N AR s e B . R
RGIIRBUN PRV REM SO ORI R S, (EAA GRS shSeid se VR L R 4t

GARRRE ARG LY I B B . AT AR AT B, e REE AT BT

X RFEICAE I DR R A A7 it £ St e T e > o B o

F1E #HT 11
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A ‘& A1 € il Solaris Security Toolkit 444

Solaris Security Toolkit #fF 43 M J-JIA . HEZR T RERIAZ B BRINE, X LEERINE AT
SEF Sun BluePrints 1548 (Enterprise Security: Solaris Operating Environment
Security Journal, Solaris Operating Environment Versions 2.5.1, 2.6, 7, and 8) LA &K
T2 411 Sun BluePrints OnLine SCEE BT A A HEN] . XL B I AEH T A
R4, L EHl Solaris Security Toolkit #4 il /2 R GE ) 2 A bE sk

Solaris Security Toolkit 1) — A s B ZERFAE LS T U FA s e i), A& A7 S I 3R
B, Rk, Bl Solaris Security Toolkit ®oft, i IR SR
finish A, audit JIA. HEZLThAE . PRAEAR G DA SCAFRECR N L R4 T PR 4

KEZB ) T E 1524 Solaris Security Toolkit /85, 4 S 78 43 (1385 48 ] Solaris
Security Toolkit #AFLAUE SRS, B ZABEHIE] user. run FH—AME— 1K
R, DUERA R E S o, g 12 J0 “UEI” TR

AR, AL T T 5E %) Solaris Security Toolkit #f: IHEI AT T 520
(Solaris Security Toolkit 4.2 Reference Manual) , A& T 5 bl 9 ShFL 10 35 Bh 75
o 2 AL FR G MO A S A

AFEEIIEIRAE T R T 52 %) Solaris Security Toolkit #f: fl sz, Sl & A48 1 &
Solaris Security Toolkit & RLE v AR, EAFAEVE 2 HoAth )7 i

FEZ2RE T Solaris Security Toolkit BT 2|, AAZAERGELMELL R 25415 Pras A5 2 .
XA R MR Z B8 SR ISR e, DRI n] LU Sl 5 BTl (R B iR

TR s RN LSk
JE A1 Solaris Security Toolkit #EEIT, & 4 RIRI AT DA R A G 2 45 1 S i
B, JEHSALAMIMEM .

FERRIBT B, 3555 2 A PORIE R SRIUI A,  SXEORIFEL S 2 e VE SRS AARTE . Tolk
R AR AE I DL R A S R 482 1) i A i

BRUbZ SRR FE) — R, V%5 R8N FE e A A R DUR DR L B 45 R R = i1
& N H UYL 55 D e fe IR 55 -

AE

5E il Solaris Security Toolkit ZK I, 155 ELLNHEN . T fif 0 <7 1% L6 ofE ) A5 Bl T4
HEFFES B R R T R . B
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= N —HIN, 1591 il Solaris Security Toolkit AL (AR 5 4ASC1F  (UKE)
FEFP A SCPFE5E) o TR R ST B I BRI 1R 23 T+ 31 Solarris
Security Toolkit K fFi BTMA IR 7, PR %t S SR Ao S 508 T e 3 i ST A
BT T 7 o CE IR BT A 0 SR R 2%, T AR GEE B IR S8 50y T REA G . )
BERIILAE RSO, I I E— AR, R BEOXEIAR, R RSSO
X PR R AFELE— Mol 4
= sysidcfg X

= Solaris Security Toolkit 4.2 #AFHG T — ARk, AEREATBIY Files H S IBAR
fEFHOCHE T G2 IXFE, R B A &84 Solaris Security Toolkit 4.2
(AT AT BRI, 17 LA 75 B 5 B T

= XPURENFR P EHA I BIASBEAT iy 4, DMEX 0TI JsUR R A . A8 R AT 35 B A i
AT B CRE. Biln, A AR ARREIR ARl IR AR ECE S . N
FE R BT SR AVES I iy A AR e . 3 1-1 A T LA iy 44 AR UE B 52481

# 1-1 3L ISR i 44 bl

TE IS AR
abccorp-secure.driver /NCINEIE
abcc-nj-secure.driver oA REARIS . A E
abbcorp-nj-webserver.driver Al ALE S SRR

abc-nj-trading-webserver.driver NEl ALE . A NIRRT

= #ELLF Solaris Security Toolkit X2 HE A RS, e HlIXLesCE, 15
JRUASCAE . MREIAT A4 user . init Ml user.run, RJENTEIAN N KBTS
BE e

Drivers/user.init.SAMPLE T e ®l4 /RS
Drivers/user.run.SAMPLE FH T 52 #il 4 R R

E - R, WREMH pkgrm A MR T sUNWiass, HHAIEA user.init M
user.run CAFASHMIBE . XPE DLRIFE 2 R A0 FOAA B 35 78 IR iR 4R A 40 R R
(. JE k7 INE] Solaris Security Toolkit H s 46 kg i H o Sc .

;£ — Solaris Security Toolkit 4.2 #AEF5%F pkgrm fir M T Bk, 7EiX— AT,
pkgrm iy 25— LA A0 KT B SO et . i AP AEATAT AN R ST, )
pkgrm A<l i, HEA—MEHAEE, R RS E A CE EIR ORI C
B st

1% @M 13
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R RG LA Tiikie

A EERMARY R Y w40 7708 . (EATT] Solaris Security Toolkit B {# RG24
A, 8B RT CAN FHZ A L 2

ARFAL D AR

H515 T “HMRIHHER”

26 51 “ITRAIIAT Solaris Security Toolkit Ft & ScF”

5526 T Rt

%528 JU “HSUE N AR RIS T fig”

%29 L Y R w A

R 5 HE %

T 2 R % Th 48 ] Solaris Security Toolkit BF AR 28 G 22 4 I O . LRI Bt
VR HE AT 22 4 SRS FIARUE DA S RGN AR P R E 22Kk, A R g —
Solaris Security Toolkit ft'& 3. 1ZM B4 b LR AT%5

w5515 U 7B R RS R A5

w 17 0 “AFEDAEEME ARIEFIAE GRS

= 5518 U “HfE N AR AR5 K

SRAERAEARAS UL, B B HAE B I0nT RE AL dE 1 AR A R, T Sl 454
Rz E0R, BIETHE. HS LURE ] i vt

% 18 RS AN 25
THBR RGN 2 A VERT, DA 250K R Ik (1) TR 4 e LA AR AE 4 ] Solaris Security Toolkit
WA G, RS LIERIBIT. A, ARz Rk O AT RE A I 45 HLIN R)

I,

15
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E - AR R IE RS A, FEREE LN, TR A R G T AR A R
(KI5, SXREAT AR HOR e N AN s ARSI 2 Ak, R FOB IR AR T fs (0 4= i A

ARG T AE SRR ARG % A Wb RS B AR AL SR I T A AL X 5 e
AR 52 1 5 5 I AL B A

1. TRARGE LIRSS AN N R P ) 25K

7Ei24T Solaris Security Toolkit {2 1, WAURMNIBITIE RS EI RS A1 FE
J¥ o WAZB 25 BT AT 5 Ik 55 RN IR P AH DG I Ml i, LA(E Solaris Security Toolkit
A AT DA R AT U3 o AR AT M T R 2 2 P IR 25 sl BEL 106 75 19 IR 45 I B0
[5 24 th Solaris Security Toolkit A4 i 1) 58 S5CfE K 22 £t ol T 45 mT LARION 76 2%
R R 1A A G SO A AT LAY/ AE SEER Solaris Security Toolkit #C2F s o] At i (1)
LA

2. B ERIR G EH 51 5 1S Do

LAf 1 Solaris Security Toolkit #AFFr it Bk A%, I ZE B 51 3 R GE. R RS
M LR . REPTHRMERIRSS . ded o T e, AT REAE AT IR AT I A8
FUASF] (R Mo R AT AT f5 LIRS [ AR A B 1 AR B it 22 VKU 2 s, i 25Ut
— M YE.

3. RGUAIAEESRZ RE N 51 AR L D etk

HEAT R RE, ARG OO B i G HAT 45 I SEBR IR B 2 1, i e e R &
G AT IR o AEAT I TCIEH A IR R ER, i, BEAT AR B R AR AT H AR
INEEHEAT A B85 . 7EX Solaris Security Toolkit #AFHAT N ok 22 45 1tk B4 2z B A1
ZRHESLIAT IR . ERGEINE 2 MG, WRANAREER AN T ZIATH
RIS W R, ERZEE T, o DA R AR S A B B AR IR R PR i fif s
S, n B AEI24T Solaris Security Toolkit %44 J5 & B0 T ThAg o) B, A e EAAh
(R4 B85 | SR A0 Solaris Security Toolkit 24 (5 i m5 7 %k 28 40 () i & st —
U B G LS HE I A B R A T RE

4. 8 LA B AL IR A T
N SO R GG E DA s L2 PRI, 2T RIS, P s e o SRR 1T
CUH FRIBAZ ] ORI ARG MR S5 MBS $ i o AR A7 A AN AE AR SC
W2, B B E R Lk, RERE R SOERGMAEE e st BT
EMLVT PR ARSI 2 AT AN 73 A LA N R 22 AR G 1) 1] AL
5. RGUH AT REAF A5 ] BRI IR 2 4 B © 2 A

IEAE 58 22 A PR & nTRE 8 B A . Solaris Security Toolkit 2K {4 $0AT
AR DR, T TE A R 1) 2 TR AL R Y o FEA7AE ORI 10 22 4
TSR T, &

a. TR ZAE R,
b. 2% Solaris Security Toolkit #ff.
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c. f# 1 Solaris Security Toolkit %11 5 28 45 22 4Pk

B ARG BRI OGSO

TR RG22 W E AT T AL A 2R . b LA TP & e PE v
M. SIS SRR Solaris Security Toolkit B SCFFIELRY, R A X S8 SRt T
AN BT RS E0A  BR AL . R s A S0 B X S SR, TR EAT
AJ LR s E i Solaris Security Toolkit 244 (1) fig

E - AR SO, TGRSR T RS T R A B A SR

ARG 2458, 12 Sun BluePrints OnLine & "Developing a
Security Policy". % 3CES AT M R0 224> Hemg AE 41 23 22 Vet R vh R #E A S —
AT .

PLR PN S8 B T SR 7 B el B 3252 Solaris Security Toolkit BC & SCAF R E
Jr.

S 1
. SEWE — N SRS I P T 0 A A R S 2 T L

= EEXHEN — RNVAXM S, . Telnet, SCHAEHTMY (FTP). a5
P9 2 BRI SURCAS 1 (SNMPvL) FIELAB B SCHp L. Solaris Security Toolkit Hi)
secure.driver SRR LRSS, HILA T EAAMOBLE -

SE = ATLME R (1 Kerberos) ¥ Telnet F1 FTP R 43 Bc & b S 45 5 08 (1] 5 3 56
UEAINGE o S, EATHER AN E A SR S N ) 2 4= 20 5

S| 2
KBE — il pTE A 30 K i— k=,

BB L a0 — 7] LL¥ Solaris Security Toolkit # e &k Ji H %554 8], Solaris
Security Toolkit #fFH ) secure.driver F MR A MR R B E M 8 B (56
Ko BRI, 4 Solaris Security Toolkit Bk {4 L& . W21
{Solaris Security Toolkit 4.2 Reference Manual) .

B2E RIPRZRE: HERL 17
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REIERGHIEATI,  Solaris Security Toolkit #4FH 1) secure.driver 43 )8 H %5 ig it
W, (RERAH P EREL G, X — A A=A 5w, ZOAIA P R
SR, SRR RS B passwd(l) wrd . EERHIEE S e, B
AT LM passwd -£ #rd. K passwd(l) WA ME L5 E, %7 (Solaris 10 OS
Reference Collection)

i . FH R e AR 55 25K

ARSI RAE R GUIN SR 22 AR 5 I 55 DD AR RENS RIS IEH AR . MBS WL T D ER:

w O 18 U N R AT IR 554
= G518 BT “HiffE eSS ER

iy IR P A0 AT R 55455 o

TN RER RSG5 A AT I D e sl BRI e . 123 SN T 08 SRR A R G AT i p
M. EIRZWT, RGESRE A NS E 2 e, SRR A AR
S DIREMAT -

PAZA R AT BE AN R SE . W, R R S SR S ThRET R AT . R 458 E
ANDLEL AT N IR o A B E R RS R AT 2 L. BLAh, RG22 1
AT H A T A N T B 2 BN . A7 ki /ME Solaris OS BIfE B, &1
Sun BluePrints OnLine 3 # "Minimizing the Solaris Operating Environment for
Security". A XH&/ML Sun Fire RAIHAIME S, 1§52 % Sun BluePrints Online 37
"Part I: Minimizing Domains for Sun Fire V1280, 6800, 12K, and 15K Systems" /!
"Part Il: Minimizing Domains for Sun Fire V1280, 6800, 12K, and 15K Systems".

LB R, IR R B T R LRI IR P 2 A, I SRR IR 45k 40
(B B, IR EL R 5 A R .

B R 55 SR

78 52 BN, FHFR PRI 4538 LIS, ISR 02 N 20 4 P R 3ok R 75 2 5 i B 14 R A i
IR 255 = 7 N FH AR AR 848 1 1 Solaris OS #4E1I 4. St HE4# ] Solaris OS
PO RS N R, PLUR &3R4t T HHE R .

= 519 U “HLIEPE”

= G201 U “PE SR

w 522 U “HRSTHELR”

E — AW RIETA 25K A Solaris 9 OS.
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e

TSRS N TR G S AR . AR N IR AR A, AEdE R
BEAT AR RGN AR . M ARGURE RTINS AT REL 15 5 LU HE
Ff b PEA e (g, BRAEAR OGN .

ST LA = ok e I R e A B 2, IR TP 22384 (1) Solaris OS A

AT R R T M sl

w FE 1 — RBCCERGRN G AR e BRSO ) MEE (RS
2-D.

w J70E 2 — WERIEAEBATIERE AR B A AT IEAEIZ AT N I RE Sy (AR 7R 2-2) .

w 757E 3 — ARSI IME N AR, DMEAER R S I L AT R R (AR
2-3)

FiE 1l
FIRWMA R RGEN G ER, EMHH /usr/bin/1dd 4.
B W R4 RS (DNS) RS 38 AR BT i 220 2

\

REBRE 2-1 SFAFAH XA RGOS E B

# 1ldd /usr/sbin/in.named

libresolv.so0.2 => /usr/lib/libresolv.so.2

libsocket.so.1l => /usr/lib/libsocket.so.1l

libnsl.so.1 => /usr/lib/libnsl.so.1
libc.so.1l => /usr/lib/libc.so.1
libdl.so.1 => /usr/lib/1libdl.so.1

libmp.so.2 => /usr/lib/libmp.so.2

/usr/platform/SUNW,Ultra-5 10/1lib/libc psr.so.1l

Tk 2

FEMNEFEBATERE P WEEE, B H /usr/proc/bin/pldd 4 ({E Solaris
OS JiiAs 8. 9 F1 10 thaf ) .

B2E RPRZFRE: HEL 19



20

KRG 2-2 MIEEIEAT HIRERE P AR A5 B

# pldd 20307

20307: /usr/sbin/in.named
/usr/lib/libresolv.so.2
/usr/lib/libsocket.so.1
/usr/lib/libnsl.so.1
/usr/lib/libc.so.1
/usr/lib/1libdl.so.1
/usr/lib/libmp.so.2
/usr/platform/sun4u/lib/libc _psr.so.1l
/usr/lib/dns/dnssafe.so.1

/usr/lib/dns/cylink.so.1

7% 3

W N AR P BT RERE (M2 4, pldd fir 238 s t YRR P B A a3t e . i m] B

LT truss 4 RINEIZE .

E = TR L, A AT

REBRG 2-3 1 Bh ANk 1 N R 7

# truss -f -topen,open64 /usr/sbin/in.named

20357: open("/usr/lib/libresolv.so.2", O_RDONLY) =
20357: open("/usr/lib/libsocket.so.1", O_RDONLY) =
20357: open("/usr/lib/libnsl.so.1", O_RDONLY) =
20357: open("/usr/lib/libc.so.1", O RDONLY) =
20357: open("/usr/lib/libdl.so.1", O RDONLY) =
20357: open("/usr/lib/libmp.so.2", O RDONLY) =
20357: open("/usr/lib/nss_files.so.l1", O_RDONLY) =
20357: open("/usr/lib/nss_files.so.l1", O_RDONLY) =

20357: open("/usr/lib/dns/dnssafe.so.1", O_RDONLY)

20357: open("/usr/lib/dns/cylink.so.1", O_RDONLY) =

20357: open("/usr/lib/dns/sparcv9/cylink.so.1", O RDONLY)

4
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Bk A G S R AR IR . R (FEABIT N open) A ILAE LI R G¢10H H

(KpaR EME o AP IR BIAE, T3 I A 2 AR S0 D 4R BAET T 130
TSR G, UEHIEL | dr &K e e ATE TWE4 Solaris OS #ff4d.

# grep "/usr/lib/dns/cylink.so.l" /var/sadm/install/contents
/usr/lib/dns/cylink.so.1 f none 0755 root bin 63532 24346 \
1018126408 SUNWcsl

SRR IZICEEE T suNwesl (b, S AP, ST & /M

GAHERRICIAT T, DA e A Bl T S N R P B0 45 BT s o5 (1 A F

Fo B 31t
53— RS SR 0 5 R SO AFEAT o o1 AT AR iy 44 O AR LA

MR55, Ptizad B s E e R et T K. AREZER, HSMH
{Solaris Security Toolkit 4.2 Reference Manual) .

T AT AR BB SO, TR truss @ds

E = TR L, A A T

RFBRG 2-4 A 7 & 15 176 A F L& SOk

# truss -f -topen,open64 /usr/sbin/in.named 2>&1 | \
grep -v "/usr/lib/.*.so.*"

20384: open("/etc/resolv.conf", O RDONLY) =3
20384: open("/dev/conslog", O WRONLY) =3
20384: open("/usr/share/lib/zoneinfo/US/Eastern”", O RDONLY) = 4
20384: open("/var/run/syslog door", O RDONLY) = 4
20384: open("/etc/nsswitch.conf", O RDONLY) = 4
20384: open("/etc/services", O RDONLY) = 4
20384: open("/etc/protocols", O RDONLY) =4
20384: open("/etc/named.conf", O_RDONLY) = 4
20384: open("named.ca", O RDONLY) =5
20384: open("named.local", O RDONLY) =5
20384: open("db.192.168.1", O RDONLY) =5
20384: open("db.internal.net", O RDONLY) =5

E28 RIPRZRE: AEL
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FEAGI ., DNS g5 THCESCAF, BI81 /ete/named. conf. 1EUIFTI 1) SE 4]+
A, WSS (R [PE R ] — ARG, AT REAE AR ) . A R0 sl i 2 4 Ve s
K145 A7 By T I A IR 1 R

AR 55 HE 22
LB RS, BT eI DI K, ERERAN AT . EH %k
S R B I HE LT
= ARG, Bl BIZE BARSS (NIS). NIS+ FliH H i Pl (LDAP)
= WAFEARSS, . Kerberos #1 LDAP
 SUHREFRS, Pl AR (RPC) Sz HIFE A4 A i 1 s 23
W AR G 23 2 Ml T At R A A T T I e ST PR IR 45 o 214 T R AR 1 R R T

E},\Tﬁ%}}?ﬁf Bk FeA3 N E Kerberos X4 , MO QA . H2, NARF
AT AR L T ZA TS, 1y HLAEAY B ) R 2 10 5% SE B IR O

RPC ity 1B #8352 — N IXFESEH61 . Solaris Security Toolkit #k44F A1
secure.driver &5 H RPC i LIBLS 2% o 235 AE 7T RE 23 5 ERAKH 112 M 45 1 LA i
ZHREIT . ETHENEER, WEIEH . R R MR T 5 R 7 A A3

Tﬁﬁﬁ’]ﬁﬁ%a/‘\ﬁ BAF5EE . B NIRRT A IEAEAE ] RPC i W 4%, 38
ﬁﬁ rpcinfo 4. Bl

REBRAG 2-5 A 2 WAL N FH R P IEAE (i RPC

# rpcinfo -p

100000 3 tep 111 rpcbind
100000 4 udp 111 rpcbind
100000 2 udp 111 rpcbind
100024 1 udp 32777 status
100024 1 tcp 32772 status
100133 1 udp 32777

100133 1 tcp 32772

100021 1 udp 4045 nlockmgr
100021 2 udp 4045 nlockmgr
100021 3 udp 4045 nlockmgr
100021 4 udp 4045 nlockmgr
100021 1 tep 4045 nlockmgr

MWREHHEIHTRE /ete/rpe XA BRI AR mA RS (Hln LDAP) KIfE E.
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WRAZSCAFBA T RIS CGRE RS =T 14 H, WHZIRS 7 BUAT g 7.
XA A R R A S PR P U 6D S PR P A2 A B R e

Wtn, %I rusers Wt . AT RPC ¥ LIRSS . 40 R RPC S i 2%
RHIE1T, W) rusers A WRAERE. BFREASEN, FE R NEREE:

# rusers -a localhost

localhost: RPC: Rpcbind failure

L ) B T P ik S R S5 AT IS . M /ete/init.d/rpe fiB) RPC i
PR AR 55 2 )5 AR P I SE R = AR L 2R

Ve 5 — A58, 5% 18 RPC Sig LB IS5 1EAEIZAT, 1 AT R rusers IS5 ALE
NIBATIING DL, FERXFIELL T, Wi A sg AR WA N, JF H AT DU ) 5 gk 4T
k.

KRG 2-6 Bl rusers RE

# rusers -a localhost

localhost: RPC: Program not registered
# grep rusers /etc/rpc

rusersd 100002 rusers

# rpcinfo -p | grep rusers

<No output generateds>

B rpcinfo &AM T rusers REHIEMIER, W LIE &M IR B K ZIR S
BRNIE T, XM TLENAEE /etc/inet/inetd. conf PHIARSS 5 H AT HAILE .

# grep rusers /etc/inet/inetd.conf

# rusersd/2-3 tli rpc/datagram v, circuit v wait root
/usr/lib/netsvc/rusers/rpc.rusersd rpc.rusersd

ZIREAT TR BRI (#) R O] rusers RS ZJTZIRS, i BONERAT
¥ sTGHUP 15 5 R1EF| /usr/sbin/inetd #FE, WTHFHR.

# pkill -HUP inetd

iE — {X1t Solaris OS A 7 % 10 AL T pkill dyd. X TIHABRRAS, 5735 H]
ps M kill & EHAMENE T B EHZIER .
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53— Fifl s TR P A2 A5 A6 RPC T BLK 7 v A AT R84 1ad @4

KA 2-7 8 A H RPC N AR e (1 4% 36 5 12k

# 1dd /usr/lib/netsvc/rusers/rpc.rusersd

libnsl.so.1l => /usr/lib/libnsl.so.1
librpcsve.so.1l => /usr/lib/librpcsve.so.1
libc.so.1 => /usr/lib/libc.so.1

libdl.so.1 => /usr/lib/1libdl.so.1

libmp.so.2 => /usr/lib/libmp.so.2

/usr/platform/SUNW,Ultra-250/1ib/libc_psr.so.1

librpesve.so.1 4 H 53 TR MO T RPC Sy I WL IR 55

B RPC iy LILGT 88 A6, NHTRR P 3d T REMRE T SLAd % T K OS k45, #ldm FTP.
SNMP %25 30 22 58 (NFS)o A LU I AL A BRI IR L8 i 45 LU A A 1 1
S SCRE S DI REPT L F 10 o erp —Fi 5 vEW S AEH] netstat w4, WFPIR.

# netstat -a | egrep "ESTABLISHED|TIME WAIT"

iy IR A AN LA IR 55 5102, Bl -

F 2-1 It A IR 55

localhost.32827 localhost.32828 49152 0 49152 0
ESTABLISHED

localhost.35044 localhost.32784 49152 0 49152 0
ESTABLISHED

localhost.32784 localhost.35044 49152 0 49152 0
ESTABLISHED

localhost.35047 localhost.35046 49152 0 49152 0
ESTABLISHED

localhost.35046 localhost.35047 49152 0 49152 0
ESTABLISHED

filefly.ssh 192.168.0.3.2969 17615 1 50320 0 ESTABLISHED
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FEMESEBI R, ELEAE T 2 PSS, AR AN AR WA i 25wl . FH AR P 4 A MR 26 11 . m LA
Wi H pfiles(l) w4 (fE Solaris OS fA 8. 9 1 10 FPAl A SFHEREHE T 2 LA
WHEZE R . pfiles S BN BERE AT 1 FF I SCAF 45 B .

REBRM) 2-8 T 5T WL IR 55 B2 L P 411 A WK Ay 1

# for pid in "ps -aeo pid | grep -v PID”; do

> pfiles ${pid} | egrep ""${pid}:|sockname:"

> done

iy 52 SX LA IR — Fh S AT T VE AT 1sof (BT RIS A
MELT MHE T8 1sof Y-
ftp://lsof.itap.purdue.edu/pub/tools/unix/lsof/

MULR M IE 8 1sof kIO

http://www.sunfreeware.com

1sof iy e U Al 2 W LL 0 R TEAE AL P IR LE SO E AN S 11 o 1400, A 2 i 5 451 v g e
Lo AR AT AL o 1) 35047, A LA N 4.

REDRA) 2-9 Ay 8 MR LE HEFE 1F A4 ] SCAF Rt 1

# ./lsof -i | grep 35047

ttsession 600 root 9u IPv4 0x3000b4d47e8 otl TCP
localhost:35047->1localhost:35046 (ESTABLISHED)

dtexec 5614 root 9u IPv4 0x3000b4d59e8 ot0 TCP
localhost:35046->1ocalhost:35047 (ESTABLISHED)

lsof Mk F i 35047 IELEH T dtexec Fl ttsession SRR [AIAIHEAE .

I Lsof Ry, fmT LSV i i 28 4 ) sl R Py 18] (8 75 S8 SO 2R 4 o 2%
AL AEAT PR LTI ARSI LB 1sof R oRIRER .

i — BEALA A AR R T T RETT A P IR SR A P A A . BR AT IX 2
TSN, BB Sun SCRERIERY i die ik SOR .
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T RAAT Solaris Security Toolkit At &
A

1558 ORI AHE B BUS ,  RIE AT R AT 2 2 PERC & ST o 22 A Pl B SO 5 A G
[TV R 1 i 7 o i 7 S R o G T L)y SIS A U 1

AR~ {config|hardening|secure}.driver. ALK SETHLE, f R 8 1K 22 4 SR
(3 A

AT LLXT Solaris Security Toolkit #2F By i — AN 2 A il & SO TECE, Tl e
TR o R AN . ARvEERI N FE P #RAN S AR R, RIS S AT 40 22501

BUE AN R E SO, W finish A, audit A FRETAS L HEZEThfE L

T SCAASRR R 3802 S A IR 4 A o

HRELZER, S ILL &=

w AOEHIRAFGE AN, ES I 1, 5 12 o “ElEFIE T Solaris Security
Toolkit At .

w A PR E SO SIS B, WSS 7 5, 95 B “Ali e et E
A o

= HREHWHIETFNEE, 3 M (Solaris Security Toolkit 4.2 Reference
Manual) .
W%, A3 M, (Solaris Security Toolkit 4.2 Reference Manual) 344t 2575 LA
PAFH KA, HELEDRE . PREEAR S A SCHRIME B o ST e 2 il 1) 9 /S SCBE PR 455
A& JASS FILES fl JASS SCRIPTS.

BLEEOR Z BT B R HATARE, RN ORIEREE - 6 Z B 2 5, IR E R B %
PR E SRR . AR ZAE R, W2 (Solaris Security Toolkit 4.2 Reference
Manual) . FCEERACE SO B ZAR S o bR 2SR DU DR AN A7 A O oOR R
R ) B

26

23

TR

Solaris Security Toolkit #4122 %) 1~ 48 ik 08 W B IE 7E 2224 108 R G0k Ul 2 AH )
Mo AKVEATRT, ESME 3 H.

TR EE MRS, —LREE ] R D R R R, X T I E R
FETF oz e R, MEAE T 305 AR5
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AT 2RSS
IR A B R GG 2 AR 2 B, V% AT 0 (15

- &
= KE

XWAML AT W TflE O RENPRES, IF BAT B TSR RS % eV A AT
TEAE (1 1 2 i) A

A s

AT S5 T A T RN IR o R TS, DA 20U DR 2R 8 A TC B R 4k DAE A 2
AT T AR . gt
= HRG

w AR AT LR B A
-TﬁEATUVﬁﬁW§

FEXS A GUIC A HEAT AL ) S BB O 2 i, S BOR XD B

Kok R g ha e

BARAESS LT S8 AMES RIAF BB AESCOUEMTRCE o (i, doinsi 224 kil f2
PSSO 207, i R Al R R e Ab TAE TARIRES . BLE IR A (45

= FHGIS
w ST AT N R Y B 55

JRUE BRI FE T € S AR SR, HTERIDEAN B T o R DUR SE
TR R G D7 LS B IR IZ R Ge . 3L H A T R SEBRig AT IR E 5 B
TRAT BT EAH VLA -

MRS G FENHBEF I, AR T SN BT R BB . WR TR A IR A
W, ISR EAT], MBI 2 A R AN S SR I R A IR . A H A
SRR, ESROREIE RE L RS LN H &, .

= /var/adm/messages

= /var/adm/sulog

= /var/log/syslog

= /var/cron/log

A B AR GUI U B I B B R B TR, B SO I B A ] AR R R B R U
(%ﬁﬂﬂ%ﬁpﬂi) WHZAT 55 58 e RGN AZ FHT A 3 21— BRI AUE 1R

o WRAERAE N R v A B AR S8 IEAEISAT (I BC B AN A7 OB B AT P AN, 35 J0BT PP AG
/mmﬁﬂf%ﬁMﬁTEUﬁm§ﬁﬁ%%mrl
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AT 28 e AT 55

LR (AR 55 2 2R (AT 55 ISR . IOAE T i o R 4t 2 s PE i it B X R 4 ek
ISR PP 36 F A AT (R ) R o 255 Rl B AR ST N T R e S SR 58 B
(70 8 I gE 2z Ak LUK B e R 08 5 1 2 e G ) H AR ST Wi 5 ISR AE R R Ge 1A T
s A VE 2 ACER I H S SCIFARL. AEREEERE 00N, i TR S TR RS, DIIL
STRE S D, IR U, AN IR R R el R

e =g a7 <31 1578 ) A PR /S B 9 v R o gl e S s A § SR NG P R I S
Ho fAREMBIEFEE, ST,

28

56 Uk N R e AR 55 T e

TRA R G 2 A FE R B o A 55 230 S B BAIE H 2R S b (3t (0 R PP IR 55 2 15 BE S IE 1
WIBAT o ZAESSIE IR UE 22 A P BC B SO 2 15 I AL T 2 R SR A 2K . T AL N2
VY6 R 3 S MR AT AR S5, LU O T RSE I 24 o] S 3 s ] s 7 B 45 5112
o ZAEF I A TS BE 2 4 PR SO 22 RN IR UE N TR P A IR 55 DI RE

B6r Uk 22 A MR G B SO ) 2 e

BIGYE Solaris Security Toolkit 3K {2 75 IEMI L iR M 208 7 e A VEReE X, WaE %
WHE jass-install-log. txt. EXHZEELE /var/opt /SUWW]ass/runs
o, SLRTARE H SR TN ISR R G A TE R H T R L A TEREAT  GEAT IR AR
[F)) #EME—T1

i — S 0% H B SCHELL TR Solaris Security Toolkit B PEx RGEFTREAT A . Xt
TAERGE LAT IR AT, AR RIS AT BR A 4R I 18] 75 F S rh O — AN L&
AE.

Wi T EERAE T 2R I IC B SRS, B EVAG RN L AR . FAT T e Al ] TR
fizad i A stk

Sk . R P MR 55 ) e

O RS FE N HIRE 3 MR 55 AT B0AIE BT O SCAF B A g el i E IR AT
ARG N HIRR P 2N AL LA 52 A T 15 i) IR T IE % TARIRZS . RO AR i R
AATH], MRS R GE AT U5 LA A B D7 2006 RGEHEAT I JE H AE T R 22 42
P 22 2k I R 2 AN 22 S I R sl 5 AT S DD RERA e
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W RIS R Ge e e, N FR P iR 25 th IR, 1 ad el A N R P H 2
PERAfE %N 8. ERZEOT, WU truss fiv 4 e W HIRE 8 11 ) 8
FERNIE W) BT AE G, BT AR ) @ PRERIR (] 21 Solaris Security Toolkit #4F A
B,

YeP R g 4

IRZ A LUEH 20— MRl 2 T e R b o i 224, SRR AR D BN %

e G AR ANERATIE R WUE BRI ER SRR LA

Yefpr — AR AN R R LKL S Y, AT ZR G0 22 A 0 B A T 1) (1) 48 21 2 20

A TF. BN, RGE AR 2 AR A TR A

DUR FIEASR SEAL T Y9 R4 2 A MERIAE -

w (ERHATATEANE T G HE AR/ RGN ARE . FR, RIE RS A BB
AN P AT SRt AR
Solaris OS & AMZJF 1] BE1E 231 F2 e 3 AR PR, I HL2 7 76 R G le & S0
Solaris Security Toolkit 2 i A BN -HHMEAME T, U ESCRIAE RS EIER
IBATHAE, T UATT AYE ZEMBANE T G IR RAE M 22 1R REAEMEANET )G,
DAIE 4 (1 9K S A2 P e AT i A LU DR IS TR TG B 5 8 SO 22 A SRS IR — 3. b4,
WTEhAE RS, HRIELEAH Solaris Security Toolkit % (KA AT BE A 2 £ i
CL L AN PP I B D fie o

w 0T RGRAT I WL AR RN 2 RAE R GFRUIAT N . BB RGN B A7 ]
B, eI AR KA R R G AR IS B

= BEFGESE TN syslog RYE BE DR syslog WE . 7T LLE S IS
FIA B IX L8 SR PAFAMEMAE B

w AN AT 22 A T T AN O T SRR I AN GE Y R E . U AE— B R IA) ) 4
RGN T2 I E R, %ESRIU N EE,

= SEWIE Solaris Security ToolKit % (558 A 5 3 5 1) R 55

Solaris Security Toolkit 4045 H A k2 A BRIA 22 A PERC S0
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Irf\'3_hg_

EiReR=:)

T e REAT 22 2 PR

AR T 8. THE 2238 M8 4T Solaris Security Toolkit %t 5 oAt 5 22 4 A0 5% 1 i
EIF8 S . A ALK PR B L B O ST B8 JumpStart B3 LA RIS SRR 5.

THZ AT R AL 4R P AR RS U 228 . B EAPAT B 1K L8 45 A4 3
K2z AR 5 B SRR U o

4R Solaris Security Toolkit ZXfF & AL, SR 45N 2 BNt 22 4 P 3P A i
1 B B . A5 K & SunSolve Online 155 B HEE B AN E BE AR R e 2 1k
AR REEE . Solaris OS A AR U5 1) Secure Shell . BRI Solaris OS 1
B =7 AR PR IR ASU R D BT AU Bk, CA R F 56 0E Sun TR AT AT S 58 3
P ) e B MR G AE — 3R S A

AFEAL LU MESS

531 G “HAT IR S 2T AR S5
5532 BT BRI

55 32 BT R E ALy A

55 33 5L “THgatie”

55 35 UL “ haatEmaE”

85 425U el atERoE SR
42 G LR AT AT

%5 53 U “RIERZBEN

AT IR S 2 2 i A 55

TEH IR 2 T4 Solaris Security Toolkit #4f LAMEH RG24 h 54k . A o2t
BAFAT RN EAE R, IS0 2 .

R AL FE ARG L2, WS 27 T “PAT RTESS T LT R
RAELEIL B I R GE L AT 2T 55 (A5 1
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BAF A

Solaris Security Toolkit 4.2 #4436 T sSUNWloc B, ZHAEIH RS S EL
Solaris Security Toolkit % £ ke .

AT RPTSCFFI Solaris #RAERGCA, TS WA xx 5T “SCFF( Solaris OS A .

KT SZFR ) System Managements Services (SMS) #EEA IS EL, 152 WA xxi 7T
“CLFEM SMS A .

32

Fiff s A AT Ao 5

£ OS RS PP g E ke Si a5 Nk R Gt Ak, LA REAEAS LARE
N e 2 B i) . B8] Solaris Security Toolkit AR R G2 A2 W, WG
# Solaris Security Toolkit & ff}:, {FILAEERIIIREEH IEHIEIT.

Solaris Security Toolkit i/ ALY IHELE . B 4 /i 72 B 1] JumpStart /™ i,
ifii Solaris Security Toolkit #ffHESR ) R 1% M A 18 fe % A %t >4 LLS 8 JumpStart iR
AAHER . W IEAEAE ) JumpStart, W H T Solaris Security Toolkit 4 5% 42 i 21|
WA ) JumpStart (R R ik, BT A2 36 .

PR U A2 7 A2 AR JumpStart #5X

AT AR

ST, Solaris Security Toolkit #/1- 7] H4 M Solaris OS shell #7545 Fiz4T,
TP AT A8 T AT S 8 75 22 A 4G eSO S H L AR e T I 45 LA 5 4 BB 22 3% OS
(M1 &4 ] Solaris Security Toolkit # . fH&, NEAAEE, BN ZAEEAT RS AT
FER M LRRAE RS

FEZRAEANE T B =7 A G N R G e A ey, MR . nTLAE RS I
% 1247 Solaris Security Toolkit # AT 1M ¥ AT A BJE o BHME P27 5 58L& 24 Solaris
Security Toolkit # {1 O & I SCF: FHRIZAT Solaris Security Toolkit % ff, <
BPAT BB AN P 2225 T ROHS AT AT 22 A PRI KL

E - A, R AN R RN BL SR AT, AR BUNTT AR5 rh o FLadk
AT
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M A 2 R T BEPR M 0 5tk 58 R e R — BRT A 35 T “ FHk%
VR SRR R R 23 ie TR P R AN, AR AT L T IR AR
Solaris Security Toolkit ZF4E K EIAM JumpStart K& R E5H) + .

JumpStart FEz

JumpStart £ AR SE Sun (LT M4 1) Solaris OS 2z b, BEWAE 2l FE iz AT
Solaris Security Toolkit JlIA . AR 8 #4% JumpStart AR I HA 7T H I
JumpStart #3558, £7% JumpStart EERIWEZAEE, 2 5 Sun BluePrints 555
{JumpStart Technology: Effective Use in the Solaris Operating Environment)

Solaris Security Toolkit 4.2 # {40 i FE ALY, XAl pkgadd @4 [HIE
Hff B 0K 12 A 2 e RS T A5 ST H 3% . JASS_HOME_DIR Kfhly Jumpstart il
G- A 5L H ok

¥ Solaris Security Toolkit #/F4E & E] JumpStart /& R 45 kb U5 LB, f e
filc’E JumpStart I 4TE S, TS0 5 %

Thoed 7

ARG G B G TAETHEFIATI 4 Solaris OS 5L, WK R4 Solaris
Security Toolkit 4.0 f1 4.1 #4744 %) Solaris Security Toolkit 4.2 #f4. Wi
Solaris #:/E Z % i ] Solaris Security Toolkit % f: 7] LA R G822 41 o T8 R
A 4.0 152 4.1 WATHE, SFRBHFN . AN B R IAT ERAE R E 2L,
AT LAy b7 LA A 1R E R

il

SEE — BIKLAE 2R Solaris Security ToolKit [#]—ANM A

5

Solaris Security Toolkit 4.2 #E % pkgrm @25 7 B st . 76X — AT,
pkgrm iy 4 1R 55— 20 K A RAT A P BT A7 SCARR SE M o WU RAFAEAT A AN ) 1 S A
W pkgrm & 2B, JEER MR, R RGUE ELOBCE IE A I SO SO R
EAE T A

UKL P E AE Drivers T-H3% F  (Solaris Security Toolkit %3 7etbat) .« Fl /S
NP SR AN FE P AR JBCE AR AL . i e I 9K ) #2755 Solaris Security Toolkit 4 {1t (15
T EAARFERLZR, WAEMSH pkgrm M SR sSUNWjass B, < [EIB#IER Solaris
Security Toolkit $&AEI¥ 9K R 7RI S SO IR BN FE T, ARAS S MU FH P s n i) 52
TR BT o

EIE AR REMTBITZLUERGE 33



34

10.
11.

EE - WA SRR A S, WAE T T b U ST ORAT . BB
Solaris Security Toolkit K f—ite RAT MIRIE S . AEAESIRSNFEF XA, T et It
SR —ANF A, ARG R SO AT S 2

T+2% Solaris Security Toolkit 41 Solaris #4F
ARG

REA ANRERERARRSE, AMNEHETERSUER Solaris ARERF.

EN#k LABTAR A< BY Solaris Security Toolkit Zff.

223 Solaris Security Toolkit 4.2 ¥,

f$ A LLATHY Solaris Security Toolkit IRz FFA P IEERMEEIERF, EARBHAR
e LURE T8 IZ AT Solaris Security Toolkit 4.2 844 .

P $ 2 MRS FE 7 A 40AL T Drivers Hakw. WIHZ W, Pk Itse e HT
jass-execute BN ALK L AEVIZITHAE.

HITTIRIEZ—:
a. MREHER, BEEELSRG.

b. MREFBITIRPEMEIR (Hla: —NIERZMBITIEFMABIENL, HEEIE
A FMRI 281X A RS . WIFEEXLER, RAREENTIR 4G, HITHE
ERERIRALE

BEFIMIRENERFS secure.driver #HITILER, UHMERETINIZEFH finish 2(
audit BIZARINE EHI R IR ZhFEFF .

PAITTIRIEZ—:
a MRRARVEAE, BEESRS.

b. anRERVEIA, WIFRMXLRDOMEA, RAFEELE 4 5. 67, HEESE
BB FRIBIA A I .

LIInGE R g% £ #1817 Solaris Security Toolkit 4.2.

LB TR IE1T Solaris Security Toolkit 4.2, FHREHEIRALE.
EERFHREMRBENRS, UHEEREHREREMEK.
MITTIREZ—:

a. MRAGZHFEEKR, BEEDSE 12.

b. MRAZAFEEK, BEEMEEFERAMENEF, AREESES.
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12.

13.

RAGHITTEMNK, UHRRFEBIRMEITHMERSFEMBRNBRFZEITE
2IER.

MREMEIR, FEMEAEAMERERF, ARERLSRS.
BT 5E K

X TF4% Solaris Security Toolkit %t

EN#k LABTAR A< BY Solaris Security Toolkit Zff.
223 Solaris Security Toolkit 4.2 # .

BZEE 3471 “H Solaris Security Toolkit 4% Solaris #R{1ER S HSE 4,

N T4% Solaris OS

RN FTHE T Solaris OS I H W& %3¢ T Solaris Security Toolkit 4.2 34 (]
4n, M Solaris 8 OS J14¢ % Solaris 10 OS) , NI E1%L Solaris Security Toolkit 4.2
WA SERC Solaris OS TF R, i LA 1012 4T Solaris Security Toolkit 4.2,

WG B RGN A R E LU IR A R

R e AT

)jﬂé‘%%éﬁﬂéﬁ%%*i%%ﬁﬁbﬂE‘J;?%‘fi%#@?%&ﬁﬁ%?)ﬁH‘J%%Lo AT LA
RSN

%% 36 W “F# Solaris Security Toolkit #{4”

5037 T “REIEREEANE R R AR

% 38 1 “ F#; FixModes 1"

39 U “ F# OpenSSH #

5540 7T “ F# MD5 K E”

i — AWM, Solaris Security Toolkit #cF HEFE S AN BEGE AN 2o 4
BAMEEREEE . FixModes I message-digest 5 (MD5) &3 #ff 2 #5161, 7T LU
Secure Shell (AT MFZ AN FTHRA) BRI ARCA KR Z A OpenSSH. TEFTH &4 L%
eI Secure Shell 7= &, WA A1) /2 Solaris 9 &% 10 OS, & H L5 (1
Secure Shell (SSH) A<, A Hl ¥ 2 Solaris 10 OS, 1K FLBf i i)
/usr/bin/digest & HT MD5 &% H .
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T4 Solaris Security Toolkit ¥4

Solaris Security Toolkit #fFLL Solaris OS # A% 0r &. & 4% T2k Solaris Security
Toolkit #Af, R85 LA AU L 22 2 7E B4 A Solaris Security Toolkit 4411 A 5
#x b, B Bl JumpStart 8K 23645 JumpStart Jligs- 4 Lo

iE = DUN R SR S04 R SRS o A28 st R BT R AL (1 50T AR

AT R R 4385, JASS _HOME_DIR ¥AJBi4s /245 Solaris Security Toolkit %
AR H & CBRIATE DL R /opt /SUNWiass) o

v NE pkg i AR

1. THREZEITXH (SUNWjass-n.n.pkg.tar.Z).
VST

http://www.sun.com/security/jass

E - WA R B R B B N A, 3] S AR G "Save As” ZEII

2. {£M uncompress Y HRBRITXHBREREBIRSH LH—NMERSD:

# uncompress SUNWjass-Nn.n.pkg.tar.Zz

3. £/ tar HERUHG I RRGERE.

# tar -xvf SUNWjass-n.n.pkg.tar

4. £ pkgadd LHRBERITIHLRREMSHELHERD, WTHR:

# pkgadd -d SUNWjass-N.Nn.pkg SUNWjass

Hr, nn & N EBORT A .
PAT I AT 2 7E /opt Al suNWiass Hak. %7 HxAWE 47 Solaris Security
Toolkit H s KA
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G AR PP AR AT

EAME B Sun JcAi, 4 Solaris OS fefibxithfe. Vet DIREM Z e IE. X
TARA UV RN R B AME PR . AR RS L3 T Solaris OS #
MBI RN Z VB AME PR, AR T W0 R 8umof e A R P AR

HE — ST AMRIP LT, AT FR e B U 4 5 11 L3t 790
A

S L. e Ny Ny
AR B AN T S A

LI HRIFRHEE 0T, 5B E S MEAMEF T README SCAFFETH 460 oAb B .
15 S A FE 22 E HNE P AR B0 7 B AE i 3B B S B

. M SunSolve OnLine Web i & THEHMAIEMEFEEE, Mith:
http://sunsolve.sun.com

. BEAMNSMAE DAY "Patches” 53

. B "Recommended Patch Clusters" $%3%&.

. 7 "Recommended Solaris Patch Cluster" #EH1%#%& & A9 Solaris OS ERA .
FELSEE H, 3 Solaris 10 OS.

. AEXMBIRIRIRERENTHIE (HTTP X FTP) , AKEH "Go".
TERNE 2R O P& 7R —> "Save As" XJIHAE

. BXXHRTEFERI AR,

 BXHREMBEHEEMBLTEEMRESD
fi ] 2Bl scp(l), BRHAM P 2 4 SR f i T ik
AR PR Al scp fir 4

# scp 10 _Recommended.zip targetOl:
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8. ¥ H#HE| /opt/SUNWiass/Patches BRE FHIRESE.

(LR

REDRA) 3-1 K — MEFMNEF LR 52 /opt /SUNWjass/Patches Hig

# cd /opt/SUNWjass/Patches
# mv /directory in which file was saved/10_Recommended.zip .
# unzip 10 Recommended.zip
Archive: 10_Recommended.zip
creating: 10 Recommended/
inflating: 10 Recommended/CLUSTER README
inflating: 10 Recommended/copyright
inflating: 10 Recommended/install cluster

[. . .1

TENECT M 22 AR T 4RAT T Solaris Security Toolkit 215, &4 H w3
EAME P HESREAT

T — WAUR B AN RN 2 VRSN Fe AR T3
/opt/SUNWjass/Patches H3 ', W4T Solaris Security Toolkit A 25 7R
—REEHE . AR BEAME R N TN AT BL 22 4 B A B, PO IR R
BB R R G RRA

N# FixModes 4t

FixModes & —MRBIERIN Solaris OS H sk ANSCAFBLR (AL o BRAGIX LERLFR BE %
AR R A s A . T2 K BRAPEAS R T DU S G ) SEHEAE R 48 P BRI

7 — 1F Solaris 10 OS JigtAH, & T#E & LAATH FixModes #4415 S BRI G 3T 5 AL
FR, fETERES, FZHREAHLILTRT . Kk, install-fixmodes finish
1 audit JAIATCEH 74247 Solaris 10 OS &R % .

N4 FixModes #AF

. MU TRt T8 FixModes FZRi% 80 — k& 324

http://www.sun.com/security/jass

FixModes % A Sy il g 13 A1 Hs 20 1) 410 RROAS ST AT 1), Hoag & H T Solaris
OS R4, A4t SUNBEfixm.pkg.Z.
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2. £ scp MEHEHMIRM L EXHEMNTTE, BXbRENBHIFNEMBRR SN
HIRGEH.

AR ProRAi ] scp fir 4

# scp SUNBEfixm.pkg.Z targetOl:

3. AT S MELSE SUNBEfixm. pkg. 2 HHFHREFE
/opt/SUNWjass/Packages T BY Solaris Security Toolkit Packages HEH.

# uncompress SUNBEfixm.pkg.Z
# mv SUNBEfixm.pkg /opt/SUNWjass/Packages/

R T A Mz Ak Ak e R AT T Solaris Security Toolkit #4145, 2 H 323
FixModes %1

N4 OpenSSH #f4:

FEARMT 2 A IIABET . A BOR N 5 9 B I e 45 5 A LUGR I P A2 B i . B
BRIZ, Vs ln) 99 255 b Z0U0EAT 2%

I ST 1) T A2 Secure Shell {1 (Solaris OS B 5 (FRA 25 =7 FiMLAR
A RAD . BES2IN Solaris Security Toolkit %4k AT T 22 B0, i
A5 —4 Secure Shell #A4Er= 5.

- WU IEAEAE T (92 Solaris 9 5% 10 OS, il H44E RS ¥ Secure Shell iz
A, Secure Shell fIZMASE M T HAh Solaris OS 4 Thig (i, FEA ARk
(BSM)) JFZ 3] Sun HSCREHLI I SCH .

W4T Solaris Security Toolkit #AFAEH] T Z 48 rh BT A AN 19 7 A2 B0 55 A0 <7 ke
7, AT T, Bl in.telnetd. in.ftpd. in.rshd fl in.rlogind.

Secure Shell &7 LU# ] Telnet Al FTP V510 & 4%,

v % OpenSSH #

JE — R RSS2 4 BTIE 4T Solaris 9 5E 10 OS, W] LA A7) Secure Shell #4431
BRI AT OpenSSH %% . install-ssh finish FI audit BIATGEH F121T
Solaris 10 OS &%,
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e FRERLLT Sun BluePrints OnLine X &E& Sun BluePrints H£&, FEHA T8
(=3 — 1
BA~7F:
= Sun BluePrints OnLine I ff1— &4 < wifl 4n i 55 55% OpenSSH (14 "Building
and Deploying OpenSSH on the Solaris Operating Environment" [ 3C % A] LLZE
B3RS
http://www.sun.com/blueprints

= T AFEJETGSE Sun BluePrints k%) (Secure Shell in the Enterprise) »

T BT M2 At 8- 407 T Solaris Security Toolkit 4 F )5, 2 H2h %%
OpenSSH .

AR - EAREETENR SRS LY OpenSSH, B ARELAE T E NG < &R
R bz ks . i F MY Solaris OS &48 — B4THIA K Solaris OS A, 4%
iR (B, Solaris 8 OS. SundU™ (sun4u) Fl 6447) — %ii%k OpenSSH.
REALH] SSH i MEARAS, WA EATAT G PR o H K& BRI 7 AR 38 X G 14
P HE, X T AR RA R PEA R R I H R e 18 B 8ehis, Koo 14548
AJ DL 2 BT PR LA

N4, MD5 # 1t

MD5 #AFAE IR 2 A TE RS E AR MD5 879840, AR v RaUs, KIS
Sun 2wl KA R IEREC TR SO b, DR AR AR S ST o5 a3 A A i oK 22 4 (1
HYh FERERESD MRS AERISCE. W ESCRG RIS, Bl A
RUETIVI R &R SE s AATTEGR T B QLI R S ARE IPIRES T isqT.

i — WIS A AT 4T Solaris 10 OS, WIATLAMEH OS M5 /usr/bin/digest
& FBE A R MD5 2R IR,

v [ MD5 # A

;£ — £ Solaris 10 &4, Solaris Security Toolkit Jf /N4t #2 7 firik 2% MD5
B w9 v MD5 #4223 . 1247 Solaris 10 OS IR SATFHE MD5 %, J5 K2
digest(1M) M4 AR ET MD5 k.

1. WAt T 2 MD5 Z it §ll 32 14

http://www.sun.com/security/jass

MD5 23 LU 4if (R R A F B RRAS SO T A URAT
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2. £ scp MLHEMBRREXHERRAE, B H SUNBENDS . pkg. 2 REHH
MBI EMBRREMREP.

AR ProRAli ] scp fir 4

# scp SUNBEmd5.pkg.Z targetOl:

3. EASUTHMMGS, MEHAIHIFHEBEZE /opt/SUNWjass/Packages TH]
Solaris Security Toolkit Packages BREH.

# fRIE4S SUNBEmA5.pkg.Z
# mv SUNBEmd5.pkg /opt/SUNWjass/Packages/

# MD5 R4 7 % /opt /SUNWjass/Packages HkH /G, 4T Solaris Security
Toolkit #ff-LL 2% MD5 #ff.

7E MD5 BRI SO e e He JE, Gl Solaris FrSUEE A vy LM e AT 150 UE R 48 LAl
PATSCAFI e8P . K Solaris F 48U E S 245 5, " LA Sun BluePrints
OnLine ##5# 4 "The Solaris Fingerprint Database — A Security Tool for Solaris
Software and Files" {30 % #3545

4. (A1) ML FULTAIEE Sun BluePrint Web it & T# - % 4 Solaris Fingerprint
Database Companion #A Solaris Fingerprint Database Sidekick X {f:

http://www.sun.com/blueprints/tools

T - BAOPIR 4 BbRic b Tk, (EAEITA RIERAE R G A HTZ D B AR A 2R

AR BTk T H IS MDS5 it A . X8 T H &b Tl MD5 #8560 f 5 e

IOUE R G SO R . R A IX A T HOR I IE ¢ 4 ) R 45 I Solaris OS .
TEIFN S A (1 5 4k

XU T H AR N #3E S4E Sun BluePrints OnLine F1¥5 @ 4 "The Solaris Fingerprint
Database — A Security Tool for Solaris Software and Files" (#)32% 41 a] L 5,

T EERE MW LAt T 58Pk, 223 fi24T Solaris Security Toolkit #44 5 b
I A EATRT, & MDS K36 FII6E Hoog 3. 78 Solaris Security Toolkit T %,
U b, LRI T iZ & I MD5 5.
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packcl e o LW Y R

1R 2 22 A VETC B SRR 1F 9 I sh A2 7 & 7F Solaris Security Toolkit #/4 & AT A
. FIKEhFR P SEEL A e RS B SO SE ] TR R TR SRS, R T8
secure.driver Z2H AL TR, IEMATTHI S AT, BROANT 224l & S
N X S I B R 7 EAT 1 T R T RE I ARG H T R 5

1E124T Solaris Security Toolkit # {2 /i, 157 g hll PRI (1 BRA 2 4 P S0
B TR FHISCEE.  (Solaris Security Toolkit 4.2 Reference Manual) #2145 T 5 ) 22 42
PETC B SO R 5 5 FAE N o

42

) 4
L BEFNAT AT
7EHAT Solaris Security Toolkit B4 58 B LA R AT 55 2 R EZE M . 1217 Solaris

Security Toolkit AN, 23 H 2 78 O o o 2 M TAE .

w (RIS AV RS e JumpStart JIR45 % R N 24t AT Solaris
Security Toolkit & ff. 1HZ0LEE 35 W “ i aEsa” .

= BT RGRCE 0T 5L JumpStart #5132 B0 “Hf e AR .
= CHYERIFRES SE ] Solaris Security Toolkit ##F (im0 .

= fEBEFIIEAT Solaris Security Toolkit 4 & Mtz &t AFar, 524 H MD5 &
KA E e

AJ DL 2 M 4T B JumpStart JIik%5 4% E3AT Solaris Security Toolkit % ff: .

A RAT AT IR T HAT A IE R, WSHU T2 —:
w 42 GU CHERNTARE R R PAT R
= 352 70 “4F JumpStart £XN PAT IR

FEMNT A AT R A
R3] 3-2 SR T AEASTRE F 4B s & T,

KRR 3-2 AR A AT BT

# ./jass-execute -h

usage:
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KRR 3-2 MR A ar AT IVER] (50

To

To

To

To

To

To

To

To

#

apply this Toolkit to a system, using the syntax:
jass-execute [-r root directory -p os version ]
[ -9 | -o output_file ] [ -m e-mail address ]
[ -V [3]4]1 1 [ -4 ] driver

undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -f | -k ] [ -g | -o output_file ]
[ -m e-mail address ] [ -V [3]4] ]

audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output file ]
[ -m e-mail address ]

remove saved files from a previous run of the Toolkit:
jass-execute -c [ -q | -o output file ]
[ -m e-mail address 1 [ -V [3]4] ]

display the history of Toolkit applications on a system:
jass-execute -H

display the last application of the Toolkit on a system:
jass-execute -1

display this help message:
jass-execute -h
jass-execute -?

display version information for this program:
jass-execute -v

R 3-1 FIH T AT R AT IEOFZE A BEAT B .

%31 HMAITIENS jass-execute —tfi

IR i3y
-a IREHIERF e RG S H e A E SRR
BA5 -by -k. -f. -c. -d. -h. -H. -1, -p. -r B -u B EA .
-b A BB R — IR A I AT AR URF B U A SO, AR5 &R
G R LR AR
X5 -u I —& .
-c TRETEREI . MR LLATIZ4T Solaris Security Toolkit B FAE K S
-d BHIZFF Fr AL N B AT IR TR T

BN -as -b. -c. -f. -hy -H. -k 8% -u WA .
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% 31 BT jass-execute —AFH (8

JEIR ik
-f TEAW SR G RIS, WO s s T 8 E e S o, 78
AT D0 s 22 A PR AR 5 EAT T 3 5 S SO A o1
X5 -u kIi—efi .
-H YR B4 |- Solaris Security Toolkit #2416 75 4 o
-h|-? WK jass-execute WA, LA T IR .
BT . B -hl -2 24b, ISR 2 I
-k FEN B e VIS AT B AR 5 ORAT X S BT i ) F 3 B 2
X5 -u ikIi—e i .
-1 BoR ARG L E 23 Solaris Security Toolkit U .
-m T ERARREAE Ol PR S R R T L
-o M F o B H SR e B B AT DL R S AR
-p OS K7 15 5€ Solaris OS JigA . #:X5 uname -r #[H.
WY -r RE R A
-q R, BT A, AR . i 4 SR R AT A
JASS REPOSITORY/ Hi.
-r iREX TRELE jass-execute IBITHME MM H 3. MR H %2 /, &1 Solaris
Security Toolkit #3545 & JASS ROOT DIR #EAT7E X At/ "
Solaris OS %24z, filtn, WREAERY—APH OS Hak il 23
76 /mnt ) B4, WA RMER - BEHORTEE /mnt.
DI -p OS MEAEI— AT H o
-u RAEFHHE, BT AR TSR G ZERBUT R R eI,
B2 -a. -c. -d. -h. -1. -p. -r o -HEHEHEH.
-V LR R TR BT HAE RN . A7A4E 5 N (0-4)
0 FOMAT, R e SR g .
1 F RN IIAS, A FH AR AT 2R W I 04 Y
o, EFTE AT N IA — AN KRS
2 TN AT, 40 T AR A A A
3 RALTER 24T, SRR SRR . X2
BAIAG
4 217 (T g 3 i ptmEdE> n b
logbDebug HEINREFAEMHTE . AT
PR
-v BRARE T ICR(E B .

ARIEMAEAT AT Y jass-execute M@ AN KEIFENF R, WS WL

JL:

Solaris Security Toolkit 4.2 &I2357 » 2005 4 7 A



= G546 T “HITREI”

= 5546 T “IERRIEIT”

= 5548 UT W Bk

= 5549 T “UREhRE I

= 55 50 BT HL ISP AL I
w 5550 UT “HRAT D AL SR LI
= 550 0T “ RO hATIET”

= O 51 U A SCPRRE T
w55 51 UL A s g T
= 55 52 BT “HLH SRk

= G52 G “HHEm”

A YRR (55 6004, 2050 5 71 “Drivers H” o B8 HIA R
IS NGEET

FERNT AR N AT A

. P iTsecure.driver (EF=MmBYERMBIZA, a0

sunfire 15k sc-secure.driver), W TEf7R:

REBRAG 3-3 LRSI T AT B AF

# ./jass-execute -d secure.driver

[NOTE] The following prompt can be disabled by setting

JASS NOVICE USER to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

Are you sure that you want to continue? (YES/NO) [NO]
Y

[NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.2.0

Node name: ufudu
Zone name: global
Host ID: 8085816e
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KERA) 3-3 M BLCTRATHAT (80

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6¢e

0OS version: 5.10

Date: Tue Jul 5 16:28:24 EST 2005

AT SRR 55 RPIA, 155 W5 5 5 “Drivers Fat” . SRS APRIA T
RS Nl

. #E &% EiB1T Solaris Security Toolkit 8 /E, EEHISAEZULMENL.

FEN o AR RE A, Fq B LI B O RS, X e n] R A T Ak 55 I
SIRIA,  FERIAR 55 1 UM A AN Py 2B K SRl . A8 P HLEDHT R 3
Ja, XS CA AT REAA

. EWSIGRSERE, REENMEREMTES.

WS WY 53 I “IERZEBL” .

CMREPEEIR, FHITIEEFBREMIER TIEIT Solaris Security Toolkit

LN

R pel

WL -a I, Solaris Security Toolkit e ATH 1H21T, Ui RAE LTSI
AR E SO IR . WIEATANMERAE R G SCHE SR B REMEH], IR 5 2 2k
MR B TEH MR AT O E . ARRIIBNEZER, S
ILE 6

HUE AR G822 A VEIRC B SO R AT P 2

# jass-execute -a WHIEF [ -v [0-4] 1 [ -q | -o T ]
[ -m BT ]

I BRI I

- BTV 47 SERTIE 4T Solaris Security Toolkit i F2 A - A7 IS o %8 AT LR ]
g (-q)s HH (-o)s WBAE (-m) FIVEAN (-V) I BRI I A
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RO 7R 3-4 s TAER - JETU S, Jo™ A kil B LU A AR AL

REDRH) 3-4 - KEIU Y

# bin/jass-execute -c
Executing driver, clean.driver

Please select Solaris Security Toolkit runs to clean:

1. July 15, 2005 at 11:41:02 (/var/opt/SUNWjass/run/20050715114102)
2. July 15, 2005 at 11:44:03 (/var/opt/SUNWjass/run/20050715114403)
Choice (’'qg’ to exit)? 2

[NOTE] Cleaning previous run from /var/opt/SUNWjass/run/20050715114403

clean.driver: Driver started.

Toolkit Version: 4.2.0

Node name: sstzone

Zone name: sstzone

Host ID: 80cb346cC

Host address: 10.8.28.45

MAC address: 8:0:20:cb:34:6¢C

0OS version: 5.10

Date: Fri Jul 15 11:44:58 PDT 2005

[SUMMARY] Results Summary for CLEAN run of clean.driver

[SUMMARY] The run completed with a total of 1 script run.

[SUMMARY] There were Failures in 0 Scripts

[SUMMARY] There were Errors in 0 Scripts

[SUMMARY] There were Warnings in 0 Scripts

[SUMMARY] There was a Note in 1 Script

[SUMMARY] Notes Scripts listed in:
/var/opt/SUNWjass/run/20050715114403/jass-clean-script-notes.txt

EIE R REMETREMRYG
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L YIN b
~h IR jass-execute MR, AT AL L
~h I A 5 DA AT

REGRMBI 3-5 -h VBT Y 1

# ./jass-execute -h
To apply this Toolkit to a system, using the syntax:
jass-execute [-r root directory -p os version ]
[ -9 | -o output_file ] [ -m e-mail address ]
[ -V [3]4] 1 [ -d ] driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -f | -k ] [ -q | -o output file ]
[ -m e-mail address ] [ -V [3]4] ]

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output file ]
[ -m e-mail_address 1]

To remove saved files from a previous run of the Toolkit:
jass-execute -c [ -g | -o output file ]
[ -m e-mail address 1 [ -V [3]4] ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -?

To display version information for this program:
jass-execute -v

Note that just the driver name should be specified when using the
'-d’ or '-a’ options. A path need not be specified as the script
is assumed to exist in the Drivers directory.

The ’'-u’ undo option is mutually exclusive with the ’‘-d’ and ’'-a’
options. The default undo behavior is to ask the user what to do if
a file to be restored has been modified as the checksum is
incorrect.

The -u option can be combined with the '-k’, '-b’, or '-f’ to
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REBRGI 3-5 -h WL IEH (8D

override the default interactive behavior. The use of one of these
options is required when run in quiet mode (’-g’).

The ’'-k’ option can be used to always keep the current file and
backup if checksum is incorrect. The ‘b’ can be used to backup the
current file and restore original if the checksum is incorrect.
The 'f’ option will always overwrite the original if the checksum
is incorrect, without saving the modified original.

YRS L 10
-a WA R IR E A B RIS AT I

DA -d EWTE E KSR . Solaris Security Toolkit #4544 Drivers/ W INTEFTs
TA R ZFRZ i Rk REAEM ST AR LK.

- B -4y -a. -b. -c. -f. -H. -h. -k B{ -u BT —E&EH.

i T -a BRENFRFILIU jass-execute NSRS PEISATHAE ™ AL (1 iy S84 T LA
AR

R 3-6 -d YRENFE g L Y )

# ./jass-execute -d secure.driver
[...]

[NOTE] Executing driver, secure.driver

secure.driver: Driver started.

Solaris Security Toolkit Version: 4.2.0

Node name: ufudu

Zone name: global

Host ID: 8085816e

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6e

0OS version: 5.10

Date: Tue Jul 5 16:28:24 EST 2005
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FLL 3 ISP e s T

-m T BB MR TR AL T — L, i HLAl, Solaris Security Toolkit #2F ] 7E
BATSE UG BT A TE 3G i R G0 2 AR B A7 54 1% B ra 7 iseE B 3
RIEH e HL TR A5 2 A S A I e R 45 b 2B ¥ H & A i Solaris Security
Toolkit AR A H & A 78

{8 B HL BB E 558 T sunfire 15k sc-config.driver [f) Solaris Security
Toolkit IZAT LT LR A %5

# ./jass-execute -m root -d sunfire 15k _sc-config.driver

[...]

AT 7 S >R I

-H G TR T2 Solaris Security Toolkit #f-7E R4t CLIaAT 2 b UK R LA
IR DU S BT IEAT, B HHOE 5.

- H BT AR R R AT U P

REBRBI 3-7 -H & T4 H a5

# ./jass-execute -H
Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 0.3.

The following is a listing of the applications of the Solaris
Security Toolkit on this system. This list is provided in
reverse chronological order:

1. June 31, 2004 at 12:20:19 (20040631122019) (UNDONE)
2. June 31, 2004 at 12:10:29 (20040631121029)
3. June 31, 2004 at 12:04:15 (20040631120415)

UEAar W], Solaris Security Toolkit ¥l CLfE R 48 BIgAT T =K, Higa —kIEATH

BT RAT I 0

-1 IR T E il T . -H IEIA H e — IR

fﬂx
o
ff\h
A—u
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-1 I A I SR T BUR A

KEBRGI 3-8 -1 I I HH A

# ./jass-execute -1

Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 4.2.0.

The last application of the Solaris Security Toolkit was:

1. June 31, 2005 at 12:20:19 (20040631122019) (UNDONE)

i H S A3k T

-o My SCHHIETUR jass-execute MR G 4 H T2 72— A M S0 T
LAA 30 H ST E 58 4id B I B AR A4

HIETRA MY JASS REPOSITORY HgRW I H&E. RIS & LziThy, ik
TGRS AT s o AR BT R 2 4R 5, 21T Solaris Security Toolkit 1] 84 42 oK
fR At o

RS —ay -d 8% -u BT .

-o BT AR A A T LR A

REBRBI 3-9 -o I T4 H Y

# ./jass-execute -o /var/tmp/root/jass-output.txt -d secure.driver
[NOTE] Executing driver, secure.driver
[NOTE] Recording output to /var/tmp/root/jass-output.txt

O . 7 B ) e T
ISR 2 B TR, - I AT 24 11 Solaris Security Toolkit %y 235 H1 4

I IEIA R JASS_REPOSITORY HRWIHE. 5 -o WHIZEML, bk Ik il A W
Fil it cron 1ML BRHE (1) 9 £ 4 8% k32 4T Solaris Security Toolkit #/F

HWEAT Y -ay -cv -d B -u mI— i H.
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-q I A [ SR T BUR A

REBRB) 3-10 - q LEIIUH H YE 61

# ./jass-execute -q -d secure.driver
[NOTE] Executing driver, secure.driver

R H SR I3

-r RERIENH TR EMEIZIT jass-execute RATHI MR A% fTH - EIHLRE %
fEH] -p IR E & (0S) A, -p I Y uname -r /A B A T

UEAR H A& /, i Solaris Security Toolkit #3548 5 JASS ROOT DIR #HT/E Y. nil
ik / {4 Solaris OS M)2e4x. flln, WHELRY— ALK OS Hak, WIEHAE /mnt
TEEN, RIGMEH -r I E /mnt. WS BT AN H £11i% OS i .

i 1k 1

i -u T, Solaris Security Toolkit 24 Al DLE N 2 4 PR R Hh 3o R 4018 24

A finish JIAES AT L@ L -u SEIORIGE . B4k, Solaris Security Toolkit (¥4 2h

RE L REUGEAT IS BT = AR RS S0 N S M 55 . A RILIIREITE 25 B, ES I 4 .

BRI S -u I — i -

= -b () BRI, A& F G — RN 22 A RIS AT B4R LUK T3 B8 U BT SO,
R R 2 LRI .

w -f CERED ED, EARWR S EBAMEDL T, BNk s T R E TR
G, FEPAT I 2 AR J5 EAT T ) 58 SO SOt A Ab

= -k CBREED) JEI, OREA A 85— IRBAT I 22 A P IS AT B AR LUK BTV I T3l B 2

HCH iy K iy AT T 22

# jass-execute -u [ -b | -£ | -k ] [ -q | -o XK ]
[ -m EFEBEHUE 1 [ -v [3]4] ]

7E JumpStart B0~ AT AT

JumpsStart £ 38 f A F] JumpStart R4 % L rules U Solaris Security Toolkit
KSR P o

LR A CE PR LUE ] JumpStart B, S 5
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A K JumpStart HARKE 25 E, #5264 Sun BluePrints 345 (JumpStart
Technology: Effective Use in the Solaris Operating Environment) .

v 7E JumpStart B0 AT

BLE JumpStart B N HU4T Solaris Security Toolkit %, 4504 HAE M%) JumpStart
FREE R AR AT JumpStart 235151 finish JIASH) — 380 AT . A3 (ks
Solaris Security Toolkit % {5 e 2 BB A5 B, 12 WA 5 7.

1. ERXMEREIZFOFAELEBRNE, EER JumpStart ERIGEHREE P
TR AL ok BRI LA iy 2 58 BUZ A 55

ok> boot net - install

—H2Z24E58 1, JumpStart ARG R S
AGIBCENZIES . B2t , 205 PLURRCE SO R . XL
LR A IR 55 SR S BAIAS . BERTIR 55 b U AR Il R B AN P BT . R T HLE
Brash)e, XL S AT REE AL

2. EFSIGARKE, REEQRIEMRMEFITTEML.
WS IR 53 I “BIERGBE”

3. MRHMEIR, FRECNFEHRREZFIM OS.

Kk R GBI

G FRG T, AL LUN JUAT BT 8 o iR i P A 58 Sk AT IAIE

KRGS IAAT QA Tt

TRIE R %A R 2 — A, #f e S AUEHELE OS ARk%S Ak T i FPIRA DA R 4805 &
BT, T EHEMA Solaris OS k% (Flln, AT &% AZFH Secure Shell) , Kk
AIRETR B EAT. B B e AT, 0 W 28 = 0 oA B T L R P S
(GUI) i fE Rt 2 FH RPC spd b f

EIE AL REMTBITZLUERGE 53



54

FEIZAT Solaris Security Toolkit A2 [, WAZMHE X LTk 15y, (S 18
T A N R RIS R o ) AR, ME—HE ML LRI R R e 4, R
Je L AR E (QAY) WIRRXT IL AT R ) Th REREAT 5E AR . AN R e Atk e, 2
X T B B RS AT QA I, JAL, ST NG e AR R A 1 R
48, T BT e A MR LA IR L 48 T B A SR KA P S R R D g

AR QA WREAHL TAEM 25, TEHATLUT PR

1. MRAEEE 2 A v, A il e I X ek

2. BuEN IR AR OB SO il & s AT

3. iy Solaris Security Toolkit 1217

4. R BRI T 56 B et E S (IREIRER) o

5. Ffiz4T Solaris Security Toolkit % f:.

IRE LR — A VR E S, AR R G RISAT T ANKHATAT T 5 (14 Zh RE 7 2 i

1SA
AU

XTGBT 2 TE VAN

TERAE RG] AT A TR B DIRERT, IR ZEXT 2 MR B A VP AL, DU e R ETRIA
BT E M LR EoN . WIAERGE EHAT RN 22 M K MERGEERAE, XF PPl AT BE
W AR 7 1

2D RNAZ ML JLTT TS 7 5 S8 K

w fERLEEE T T M IR 2 R YA RHES S AN

w BRI RIS AT L FT A OGRS, IF HLLIE# 280217 .

w BORSATUSAT BRI SR, JF H RUE S 1 S 8G21T

w WHTAMAE (B, netstat -a) FMEM DAY (U Nmap, &

LUR 52 W 2645 1 B mT 1) BEAT R 2, DASRAIE R e 2 T AT IR 1 7
9 11

w WERRGES/MUI, WX 2R T 47511 Solaris OS # .

SFRAEI I ORI LR, 2N ZHEREFR A . (EINsRE S RGN %
VR, FHER AR OS LUE 2 5 AT T AR B . X TixXfp o stk &,
IR A T RA RGN SRS, RGN —A T OS 52 FizdT e 8k &
Ao #E Sun BluePrints OnLine %5 "The Solaris Fingerprint Database — A
Security Tool for Solaris Software and Files" )3 fi /41 ) T HAEIX S50 BB
HH.
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Uk 2z A PERC B P

TR RG22 OGS RAE T e MRS MRS, 1 40 H w vk Zh A LLAfl O/ 1E4 B¢
U] T AR E S BUAESS AR OCHE, AN S, BRI B Sk
ST RGN A e, BB, B R G S A R E SO I A S e T
Solaris Security Toolkit Bt & H . T B S A5 B T7E RGN 8 AR i Ja) i rh e 4
RG22 A MERCE SO, PRI R &4 B2,

AXA IR E LR, WS 6 T

AT 28 e AT 55

WERAE— BB N AR LA, ES I 28 T “PAT RS HES ", BT
AT RAE LIS B I R G EAAT L3 AR5 105 .

EIE AR REMTBITRLERGE 55
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$£4

=

R

AR E BASBAT H TEGE  HUH)D  Solaris Security Toolkit %78 i 2 4 v
BATIE R A T e Mk R A —Fh B B, AL R A R SR B] 2
Solaris Security Toolkit Jinsi e A ek — R EAE 2 AT PIRAS

AT DA 48

557 BT T AR AT I S O

%5 58 U RN AR G0 HE U SR

5559 U T BAA LR BE

3559 BU YA T B O SCE

5560 BT “Af AT N DhRg Itk 1

%063 UL R RGN

T AR A s RO BE

#FK Solaris Security Toolkit a2 42 /E#AE JASS_REPOSITORY | AlfE—/Nia
AT H 3o IX56 H 00 4RI T84T 10 H A ). B T 76 b5 b SR 2 4, Solaris
Security Toolkit iR S0 H 3k NI — R 5 S0 DUFRER 8 0 il s FL 4

FEAEAE F R P SO ER OO RGEHEAT B 2, IR ARG DhRe 2k

EE - HH N ANIEM JASS REPOSITORY H sk U 75 1B E0X 2L Sk
SCPEEE, B FHRGE ThRERT, 455 AN AT T BT 15 5 R S 35t

278 JumpStart 5% 7R {8 Solaris Security Toolkit 2 {4050 2 48 (1) e 4 Pk
I, AR R Y MO0k 4E JASS. REPOSITORY/jass-manifest . txt XfFH. 1E3X
fE5IH T undo Dyfie F T H0H B e E . &S0 5 Gl it Solaris Security
Toolkit #AE sk A TEEVE R B, BRI, S, BahmErr cfE. Hah, it
S T AL ST B S S o (R e de) BETRR A H (hrdESk H R e il
% H) o BIRINsR G EMEEERS A — AR jass-manifest . tx Xff.

57



iE — Solaris Security Toolkit # ) undo L REAR AEHUF A LEAE T 5 S0 rh HAT A Y 4%
ENIEa

undo EATEAESAT- 41K A L 7E Solaris Security Toolkit iz 47k F2 A8 i AR A7 7E

JASS_REPOSITORY G C/F. MG A 7 &40 #HlsB IR HiEm, Zig
ITERAE WG 0 SR B AT AL B o AT 40 SR A B 2 T o 245 L
WS ILLLR 25

= 61 UL “HprikIm”

= 61 UL “HRiIEIm

= 562 U “LREAEI”

WUERAE N R G0 e e R 3% B &4 SCfF, W JASS SAVE BACKUP X {E
user.init CAFHPHE SO o BTEAEH] -c IR, BUNERAEThRER . AREZ
B, ES N 58 1T “Hul R H M ER” .

Y Solaris Security Toolkit #:F I A& MERAH G H 3% . it {E JASS_REPOSITORY
Hag TAI#EM/AN M jass-undo-log. txt fll reverse-jass-manifest.txte
Bl 5 PR PIT jass-execute -u B, AEFIH CROEMERAE. nom e tkEE N aeh
M.

58

Z“‘ \‘\, ; E N v

SRR A I

7Eff /] Solaris Security Toolkit ZFF IS DRy, 15 & LR RS 2K .

= 1 Solaris Security Toolkit A< 0.3 ] 4.2 1, A LLZES AR 5034 JumpStart #5558
X EIFARHEAT S AT B A S Thig . (H, (AT DAZE A AR S RN B K
7E JumpStart %3¢l F2 o A g A 0 DhBg .

= WURERE T Solaris Security Toolkit JET, AU 3C4F; WL JumpStart
FEAGE S AU, HOE TIRE AR T . K JASS SAVE BACKUP 4% 0,
AR B 0 ST RIAS o

= —NBATHERAE R BRI — I

w BB EIFF R — AN finish JAS, SR A Solaris Security Toolkit AEZLIhEE
1B —ANULEL ) audit JIA I add to manifest ZhAE M AN
4H. 750, Solaris Security Toolkit Ji%: T fil #4552 I T %%

w (EAEATHS 0L N H RS M JASS REPOSITORY H (M 4. B HCC S misk ek N
2, A ROE DhReRT, 255 A T 1 )4 i 3R 48 i 15t o
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FE Tl JAIAS AFH BE 2

Solaris Security Toolkit HE4E 4 Bt AR finish BASE UL T Rig M. ZAESRE RV R
Solaris Security Toolkit % (1 2y i DA b M /2 L2 Bk, [R] It B35 B s 7 e
{6 2E iy J 30 PN X T 2R G L TR

2 AN, TR PR BB A A AT SE M0 Th B2 AR E N . b TR AGE RA

A%, BT ThRE TS B SCEIOE M . Cundo T BEARH IR SO Py 2R i
ARG eisiT e ) A HIGIUT, KB T-IhRe st 1 0 Lk & HIEAC B i
§- (S

TR TINaeH LT EA10E R, 200 (Solaris Security Toolkit 4.2
Reference Manual) . fif X LB Foh e eI NI R Gidr 2, NS T8
1R S 25 L SCF P A R4 B S

TERELEIERL T, BEHATIhRETREA RGBT Ihae. ExEBal ~, 4N
add_to manifest MEFHRINAE. (FEHILIIBE TR 4% H Fahdfi N BIE S0/, A
IR FIIRE. WS EEMH R EThRE, DR RS Solaris Security Toolkit 15
SR esbt, B, w5 IRk sh BEA INEE Sun 1) pkg KUK . AEBESE
Z!{‘i; T LI %N undo T RE WA M BRAE ot 2 A RIS AT VR b R rp DAL Aok Qs I i)
KAFA

FIH BT I REFIER ) add_to_manifest ThfiE, Solaris Security Toolkit K424t T
— PRSI s, TTE AR, IF TR IS AT B E X RGEAT T

TR T finish AR, ®A M HXThAE, W Solaris Security Toolkit Joik T i L4
RAERIE S, I, 20T B HOH I B SO B A DG S AT AT B

TR — N, TR SCRGE P SO HT, N e IR A U R A . 75 Solaris
Security Toolkit #5858, H il HE AT /usr/bin/cp & LAEMIZATESS . A
I, 7E Solaris Security Toolkit #3855 T, W R EHAL ka4, Solaris Security
Toolkit #fF LM T B e — Ml 4 H o RIIE, 16 backup_file BTl
g, MAEAH cp s . ZUIAELL JASS SUFFIX N Ja S RAE T IR GG SCAE IR RIA,
AN T —AN 4 H LLE %0 Solaris Security Toolkit #fF B &6 7 SCAFRIEIA . (7]
IS S D RS AL SCAF LI AN T AR TS SCHFRL S AN RO Dy B LA & jass-check-sum
A .

For T 5)) B AU SCAF

BRI Jass-execute -u T4 ] LL H S A7 N3 2 4 PEIe AT 3R AT 5 T30 52 5C
i, ABAE G jass-check-sum fir& 81 A A 28 0 X SO ARA HE D
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U & WK A JASS_REPOSTTORY H 3 A AR IF 0S5 B SCAHh 41t AR T AT SCAFRAT AL
WA, DASE H NSk 2 s T8l GRATIFORAFRIRAT) DR, MRS RREAT 1

oo AESRBIEAT RGN BRAE Z ATREAT R 2, R AT S A M ELROAE S, AT S 4 e i
AN ELR RS WT I )

LR D — Mt S

REBRA) 4-1 T2 5 IR SOy v

# ./jass-check-sum

File Name Saved CkSum Current CkSum

/etc/inet/inetd.con 1643619259:6883 2801102257:6879
/etc/logadm.conf 2362963540:1042 640364414:1071
/etc/default/inetd 3677377803:719 2078997873:720

A RTINS AT B AR A AR ST = AN

60

i FLAT S0 2 e ) a8 T

KN HT jass-execute -u iy 2 FILEPAT HUTH A B 0T 48 FH 08 1.

S - BRI —cu ~dv av -h. -1 8 -H I, 7ERRERBER RIS
PHRIER, DAULLE -b. -k B -£ W,

jass-execute -u M2 EPAT undo BITHAERIFRME 7L, a4 AR EIRR
AT 0o 2 A MR VE Ok Fah 34T AE M B . 4R Solaris Security Toolkit #44F AL T
ERPAT IR L TR UOR T E S SO tE, RE SRR EIER UL NN EE2 —:

L AERE A SO O & VRIS TR AT A AE SO 200, 5 46 i B5eBir (K 50
e

2. REBOFTRISCIE, HAREWE UGS
3. RE S TA SR S (AT RES B 225D IR KR S 463

4. AERSTIRIRI SO e A VAT AR N AE (TSI 20T, S5 By BRI
.

5. S5 ub PR B SRR (K SCAT,  HARZEWER s 3Cft
6. S5kl S FA AT SO Al e s Bl 2 %) IR R ah St

U SR Ay B8 SCHIGH iy LA o] A BRPAAT I 58t 22 VRSRS8O IS, I AE AT
A A 2 AT 540 (-b)s PRE (k) BRG] (- £) L.
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AL BN T A SO B R A R A ATIE I, A RN RN, WS
LAR LAY

F 4-1 P AT IR IS WU A

I iz pay

-b w0 A B i — UM % e PEBAT A LOR T3 S BT 3 ft, K5
FRGRE 2RI IRES .

-f FEANWY IR A GIAMREOL S, B N 2 s AT #RAE BT VR ) B
L AERAT I 2 A PR AT IS AT T 3 S St SO AN A

-k FE N5 22 APEIBAT BRAF 5 DR A SCAE T T 3 S
-m A H AR B A 7 M
-o 5E WA L B — AN SCAT

-q By bk it B B BE R o ORISR i R I AR
JASS_REPOSITORY/jass-undo-log.txt XfF,

-V i 58 WO BRAF IS AT R PEAN 00

A I I

-b IEI A B AR B LN 5 2 A IS AT B AR DOR T30 SR ARAT SO, AR5 H SCPEK
RN 2 BT ERAE AT AR . NSO, e SRRSO S 6 S
YEXTLE, I TFBh B e AT Z 0 AN TR o A TG IE T00 46 3 SO 1 S RV E G R

/etc/motd.BACKUP.JASS_SUFFIX

Gl e

- £ RETURGH DN 22 A P AT B R b AR R S W S DL S O, A A Jn i 22 4k
IEATEAR 5 FB SN SO o BRI AT A 2K I O AT (K SO 40 A0 5 AT SCA
AR AN HEAT LU DRI, WRAE N 2 VIS AT B AT J5 T3l S50 1 30, AR
AT AT SRR TR MO B AT IS, SOPF S o e B e i 5 2K

BT RE T ZAE R 14T A 58 UG FHXHEAT Tl . BhAh, AT REAT 6 ZEHRR BT i) 5
CR I I RSO A 2 TR ) 2

FE - itk AR XS, AT R Y jass-check-sum W4k -b WA AT
LT,
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T B 32 I

-k BRI E B O B N5t 2 A VI AT B Al R TN T 8 BE SO AR B AR SCPF . - R TRTR]
RS AR AL N 2, A SIEROIFREATIC R, A s dn SO 82 s AT SCft.
R MLLLRAT T A7 BRI A 1 S 5 A S R

PEE IOFAEBAT B e flhn, QAT finish A ST — 85 U2 5 XTFEig s T
XA, WHZEM 2 FEARGA

PA finish 1A remove-unneeded-accounts.fin N, ZHWABK T ZEGTH)

/etc/passwd fl /etc/shadow JCAF. U1 R AEINGR % A B AT BRAE 52 s T8 3
T B, WY /ete/shadow UM I IE K 5 Solaris Security Toolkit %44
AIHERITH. FreEungi e, WREHARIEI, NRE /etc/passwd XS
?ﬁg%ﬂlﬁl”ﬁﬁ@ﬁﬁﬁﬂﬁ%‘w M /etc/shadow SR EHLIENX . XN CHEAR

i SCF I I

-0 Blii SR R B IR I Jass-execute [KEEH] G §i D 5 5E [7) 31— AN B00K) 6
.

UEIETAN 2 JASS_REPOSITORY HgrP i H k. Az, nl ik,
[A >4 Solaris Security Toolkit #3448 /F 2 7= A= K i

FAVR A 7 g ) 328 70

E - BN IS TS B AR, R -b. -k BR - £ BT

-q LI AT FHLE Solaris Security Toolkit Z ¥4 BB R4 o kIR
JASS REPOSITORY HEWHIHE. 5 -o MIRML, MEIURERA B Tl cron 1f
b Ek 5 18 1 9 4% 3% % k2 4T Solaris Security Toolkit #f4:.

FEL 7 IS 308 2R 3 I

-m AT BB LTS /% Solaris Security Toolkit A —AN B 58 IS T HRVE R &I A
RAE B E (P i 7 A bk o A AR TR T A e R BAE S H &S, B R AR LT
S 41 75
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23 ‘\\ / N
HOH R L
A IS AE— ANk Z 4> Solaris Security Toolkit 158 22 4 P 47 A L R v B )

S QR AU I 58k 22 A VRIS AT S AR I e ) BE SO R 40 2 1 Sl e i, TR R X
E L

B, WURAE IR 2 A s AT AR IS RIVAER] T — TP A5 5%, #1140 Solaris Volume
Manager (SVM)) , i&HAT L F#4F
1. O s 2 A R A
2. B — A dI s R .
R ERIMSFEF RS, WS (Solaris Security Toolkit 4.2 Reference
Manual) % 4 &) "Customizing Drivers".
3. ilxl JAss_sves_ENABLE AR i JH 6w S2AE T ) SVM JIk%5 .
HXRAHH Jass _svcs _ENABLE HIHER, Wi (Solaris Security Toolkit 4.2
Reference Manual) % 7 &) "JASS_SVCS_ENABLE".
4. IR A TEERAR.
AT T AE—AEE Z AN IR VS AT A E I I R O S AR T TR, X
T RO o 2 A RIS AT B AT — LR BRI K . TS5 58 T “HIH R K
2R

v 0l Solaris Security Toolkit iz 47 #:4/E
1. BEMHEHISES.
ERRBOH BT A I E SIS R, D ORAEN IR [ 3Pk & 2 —AN 2 4n i) TAE
2. BEMLEER jass-execute -u A& EHE F MRLEIELR
HZS W 60 1 “AFHAEARGEThRERIEI” .
DI SR B IEAEMH jass-execute -u i
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3. EfERRE u IERTUREH— NS MR R £ MHIE{TIRIE, 1K7E JASS_HOME_DIR/bin

FEMIAUTHS:

# ./jass-execute -u

Solaris Security Toolkit #{Fil i #r$k JASS REPOSITORY H ¥ T & H U I B H %
YO VEE AT HRAE IS B . 0 S S SO 2 B AR AR AEAE, A A5 T
T SOF BRAZIBAT A MeAh, R —AN4h jass-undo-log. txt M HE
BSCHAEE T R—H T, WRIAKH 84T T HOEEAE, 2B e TR IR 2
SR JG, N R DU AN s

RFBRG 4-2 TTRUH S AT HAE 1% H Y )

# ./jass-execute -u

[NOTE] Executing driver, undo.driver
Please select a JASS run to restore through:
1. January 24, 2003 at 13:57:27
(/var/opt/SUNWjass/run/20030124135727)
2. January 24, 2003 at 13:44:18
(/var/opt/SUNWjass/run/20030124134418)
3. January 24, 2003 at 13:42:45
(/var/opt/SUNWjass/run/20030124134245)
4. January 24, 2003 at 12:57:30
(/var/opt/SUNWjass/run/20030124125730)

Choice? ('g’ to exit)?

FEARSEZG T, AFAEDYAS AL R o 2 A PEIEAT iAo X ERIBAT BT A R S0 R A S O HL
MR o IR VRIS AT BRAE PR B E LI T WAL B H o 52 P K5 — T B
EARAT B ik 22 A PEISA T HAR

S B H AR EREREMLSITIRIE, RARBAEMRIEF.

X TPk 3, Solaris Security Toolkit BB AR R 51555 T sl T HriL(E 113817

Pl RIOHIZAT BRAERE 12 1 -5 T 5 BT I SO S 0 P SR SR 28 B e, stz (1
S VB AT AR T 4R — E B DTk I IS AT 3 o AT AT IR A SE AR 4 5, Rk T
BATHAR 3, WREHIZAT BAR i C OIS AT BT 1 S, SRR O T4 2 1
o SR BGHIBAT AR 3 I
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A=) 4-3 7% T HGHIBAT B AR AL BE PN 503045 H AR e

KEBRG] 4-3 IS AT ERAE AL B 2 NG 5 SO 4% H (it 451

[...]

undo.driver: Performing UNDO of
//var/opt/SUNWjass/run/20050715145837.

undo.driver: Undoing Finish Script: update-cron-allow.fin

[NOTE] Undoing operation COPY.

cp -p /etc/cron.d/cron.allow.JASS.20050715145906
/etc/cron.d/cron.allow

rm -f /etc/cron.d/cron.allow.JASS.20050715145906

[NOTE] Removing a Solaris Security Toolkit-created file.
rm -f /etc/cron.d/cron.allow

[...]

TEASHIH,  Solaris Security Toolkit XA T — NS HlEAE M ER T e e i
AT FTaIN —AN S0 SIS ATEAE e T H PR E RS brm 4, 16
T BN RS AT 2 W RT DAY 28 s R AR ML FE O AE S %

X H _FRAT 05w 2 A s AT e DUk kS JiﬂkﬂlH’JIﬁ 41k Solaris Security
Toolkit MRS A2 ), WIS AT ARG S Ak Sk AT, BRI 5E FT A s AT 54
FRRH IV R 7 B S R T S SOk k.

Solaris Security Toolkit # {4 Fx Tl & kT 17 T JASS_REPOSITORY HU ¥ 3L fF
PAMCEEAT RAF O R 22 VR AT IR B2 Ah, e AT U 84

a. WLALREAMRIE MNP R A
b. BRSPS TERR N LA BB AT %
C. A AP PRI A B

CMREHEITREAISE (EMBREMETRIEREXRTXMH) , HHAXLR
Z—

B4E BUHRAZKEH 65



66

3 — Solaris Security Toolkit FFid 5 T 85 FAG B T8 U &4« AR B ik
P MIZSF RS AR B TR R, BTSSR I

DATR o — AN 2o 17 S M Ak B8 3 6 1 S 491

AR 4-4 T 2 10 E]

undo.driver: Undoing Finish Script: enable-process-accounting.fin

[NOTE] Undoing operation COPY.
[WARN] Checksum of current file does not match the saved value.

[WARN] filename = /var/spool/cron/crontabs/adm
[WARN] current = db27341e3elf0f27d371d2el3e6fd7ce
[WARN] saved = a7f95face84325cddc23ec66d59374b0

Select your course of action:

1. Backup - Save the current file, BEFORE restoring original.
2. Keep - Keep the current file, making NO changes.
3. Force - Ignore manual changes, and OVERWRITE current file.

NOTE: The following additional options are applied to this and ALL
subsequent files:

4. ALWAYS Backup.

5. ALWAYS Keep.

6. ALWAYS Force.

Enter 1, 2, 3, 4, 5, or 6:
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FEASLIH, A RIEREEE 1 30, W2 Bos U fr

KA 4-5 TR I 2 Hh B B 45 1 1B T 1) i HR 451
Enter 1, 2, 3, 4, 5, or 6: 1

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname. [interface]
files as well as crontab files in /var/spool/cron/crontabs.

[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/adm.

[NOTE] File to be backed up is from an undo operation.
[NOTE] Copying /var/spool/cron/crontabs/adm to
/var/spool/cron/crontabs/adm.BACKUP.JASS.20050715151817

cp -p /var/spool/cron/crontabs.JASS/adm.JASS.20050715151719
/var/spool/cron/crontabs/adm

rm -f /var/spool/cron/crontabs.JASS/adm.JASS.20050715151719

[NOTE] Undoing operation COPY.
cp -p /var/spool/cron/crontabs.JASS/root.JASS.20050715151717
/var/spool/cron/crontabs/root
rm -f /var/spool/cron/crontabs.JASS/root.JASS.20050715151717

[NOTE] Undoing operation MAKE DIRECTORY.
rmdir /var/spool/cron/crontabs.JASS

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc3.d/S22acct

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc0.d/K22acct
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AR IEFERS 4 I, W2 WoRBUR fv i

REBRM) 4-6 FEHI L A5 B A 0 3 T ) A s v 451

Enter 1, 2, 3, 4, 5, or 6: 4
[NOTE] Always do BACKUP selected. Overriding JASS UNDO_TYPE with
BACKUP.

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname. [interface]
files as well as crontab files in /var/spool/cron/crontabs.

[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/adm.

[NOTE] File to be backed up is from an undo operation.
[NOTE] Copying /var/spool/cron/crontabs/adm to
/var/spool/cron/crontabs/adm.BACKUP.JASS.20050715152126

cp -p /var/spool/cron/crontabs.JASS/adm.JASS.20050715151953
/var/spool/cron/crontabs/adm

rm -f /var/spool/cron/crontabs.JASS/adm.JASS.20050715151953

[NOTE] Undoing operation COPY.
[WARN] Checksum of current file does not match the saved value.

[WARN] filename = /var/spool/cron/crontabs/root
[WARN] current = 74laf2la62ea7a9e7abebbal4855aa76
[WARN] saved = bcfl80f45c65ceff3bf61012cb2b4982

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname. [interface]
files as well as crontab files in /var/spool/cron/crontabs.
[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/root.

[NOTE] File to be backed up is from an undo operation.

[NOTE] Copying /var/spool/cron/crontabs/root to
/var/spool/cron/crontabs/root .BACKUP.JASS.20050715152127

cp -p /var/spool/cron/crontabs.JASS/root.JASS.20050715151951
/var/spool/cron/crontabs/root

rm -f /var/spool/cron/crontabs.JASS/root.JASS.20050715151951

[NOTE] Undoing operation MAKE DIRECTORY.
rmdir /var/spool/cron/crontabs.JASS

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc3.d/S22acct

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc0.d/K22acct
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1. Solaris Security Toolkit 5¢% 1 % & IRE B AE 5, BNV AZRS A bR b AT o 22 4
PERAE 2 J5 O (R SO, R0 R T R BB . TR A SEIX S R, 1E
DMEHGIFRLG, JRAFEXFET RS RGAL T A—HRA.

E = TR, DUBTIR SO A AR AR S O 1R SO
/etc/.login.BACKUP.JASS.20050715151817. MHiafriiFse s, #iz it
5 /etc/.login MHHE LT 2B R EHS —PHTE —.

. EREZARRRFEER.

 BRTEREERE, BEHRISER.
LAEXT Solaris OS fi B Pr B S ERL, B 3 RGE L.

i & — Solaris Security Toolkit 7& JumpStart #0 FiZ{Th, &WE root %fid. Wi
TG HAT THOEERAE, W root WG AWKE BIETT RH MM E . XEWRE CREA Y
fty, AR AR LG S B ik P o FERATHOE R E 2 S, A passwd(l)
A EE root HiY. 7ERGATIXFIRANF, Solaris Security Toolkit 4.2 #fit 2 &
IR

B4E BUHRAZEH 69
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$£5

=

o B A 3 JumpStart k45 2%

ARRAE T HCE M B JumpStart k4545 LA Solaris Security Toolkit #4115 5.
JumpsStart $ AR Sun JET M2 Solaris OS 2 EHLE, AEW7E 2 FEhizdT
Solaris Security Toolkit %

Solaris Security Toolkit ] JumpStart £ T-JumpStart # K, HXf T Solaris OS 2.1
PG S 2 nl 1. JumpStart 3R v # B & 4F Solaris OS RS - dkse 4 A
ik, SEIARGIEMTEFARAE, DAIET S B iR T MOk, R R R
RIS R K.

RS IRAE A JumpStart HR ML SZREN . @ik JumpStart HK 5
Solaris Security Toolkit #1454, wLLTE Solaris OS H a2 keid # b IRy REi %
Ao BRAEAT Bh TR AE RS0 220 O R G0 b i I T 7402, JumpStart
Enterprise Toolkit (JET) {4 T 3 By AT 5 T JumpStart (122235 3+ & R H
Solaris Security Toolkit fil5m R4 A s, TIREGZRM, 1575 Sun Software
Download, Mt Jy:

http://www.sun.com/download/

A% JumpStart BEARIHE 245 E, 1264 Sun BluePrints 1545 (JumpStart
Technology: Effective Use in the Solaris Operating Environment) .
AEAE LU

= 572 0 “EE JumpStart ARS8 FIIAEL”

= 5574 G0 “AFH] JumpStart it & SRR 7
= 5575 G0 CUSIATHER S HL”

71
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fid & JumpStart Il 25 2 f1 3R 5

HAE JumpStart PR R HET, iE¥ /opt /SUNWiass FPI¥) Solaris Security Toolkit
WS T pkg F#) 33 JumpStart RS20 H S N BRIAH 2
JumpStart 4% L /jumpstart. 5ERi%(E% )G, JASS HOME DIR A
Jumpstart i55& 3 H sk

AN B B JumpStart FAR I EZLAE —ANATH R JumpStart 21735 .

¥ Solaris Security Toolkit {4l E] JumpStart & & 45 1) b L7 Z LA R

fid & JumpStart F5 =

. ¥% Solaris Security Toolkit iF{f3%& % 2] JumpStart AREZF/HIRBERT -

A LUK Solaris Security Toolkit %3] JASS REPOSITORY, fEUtAbYy /jumpstart,
LA SEG TR

# pwd
/opt/SUNWjass
# pkgadd -R /jumpstart -d . SUNWjass

Solaris Security Toolkit #1-il % %% 4F JumpStart 2454 /) ST_CONFIG DIR H3%
i, 4 E JASS HOME_DIR.

. W&t Solaris 2.5.1 OS sysidcfg XHM T IE%, M3t

JASS HOME DIR/Sysidcfg/Solaris 2.5.1 BFEHHIXHMBREIEN.

T HAE /& Solaris 2.5.1 OS, AR BE & 34 1]

JASS HOME DIR/Sysidcfg/Solaris 2.5.1 /) sysidcfg XM, X Solaris
MZMAAN S FE ST_CONFIG DIR HWMIA AL T HE T sysideEg . M
¥k Solaris 2.5.1 OS KX FpR I, Solaris Security Toolkit #F A T

SI_CONFIG DIR/sysidcfg, ‘BHE#ES

JASS_HOME DIR/Sysidcfg/Solaris 2.5.1/sysidcfg Xff.

. FEALUT &% JASS_HOME DIR/Drivers/user.init.SAMPLE Ef#lA

JASS HOME DIR/Drivers/user.init.

# pwd
/jumpstart/opt/SUNWjass/Drivers
# cp user.init.SAMPLE user.init
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4, RIBFBHERLE JumpStart BYIFE S, ¥ Solaris Security Toolkit 2 ER% 2| H
ARG, MAABRHEE T user. init XHPFENA JASS PACKAGE MOUNT H
FT. fin.

# cp /#%{2/%|/sUNWjass.pkg JASS HOME DIR/Packages

5. SIREEA L 8 £ /Y JumpStart AR [EBE 5, 15824 JASS_PACKAGE_MOUNT
#N gass_PATCH_MOUNT HHIFANKHE, LUGHKRIZLYIEHA JASS_HOME DIR/Patches
#1 JASS HOME DIR/Packages H3%.

6. 3NREFE SI_CONFIG DIR FHEK (filgl, SI_CONFIG DIR/path/to/JASS) R
%= Solaris Security Toolkit 5, {56 user.init XHEFRRFMUATHRE:

if [ -z "${JASS HOME DIR}" ]; then
if [ "${JASS STANDALONE}" = 0 ]; then
JASS HOME DIR="${SI CONFIG DIR}/path/to/JASS"
fi
fi
export JASS HOME DIR

7. EIFSHEIE— Solaris Security Toolkit IRzhIEF (f5lan, BKiABY
secure.driver) .
» W hardening.driver Al config.driver 5| H KRG RIA, i
rules PN Drivers/secure.driver 5.
w WEUEHEMEMA, R SRS, RIE BN ALREIA . AR RS S IR S FE
FEi45 S, 1204 (Solaris Security Toolkit 4.2 Reference Manual) [#55 4 %K)
"Customizing Drivers",

EE - 154 Solaris Security Toolkit BE b i 1 IR A .y S8 F Solaris
Security ToolKit A H A G ST, 15 A ARAE JE 4R SCER S 0 Sk

8. SERIRENIEFE, 7 rules XHHEIEELMEE.
124 H 5 LR AL

hostname imbulu - Profiles/core.profile Drivers/secure-abc.driver

R Ih ¥ Solaris Security Toolkit #H4E I EIIAT 1Y) JumpStart 35, w] fgid 7 2
il — B

9. #NRMEM Solaris Security Toolkit ZX R EER sysidcfg XHLUE JumpStart & A #
ZEEHME, BFRETNMEAME.

WRAEMANT sysidefg AFRT JumpStart 45 S8 2] i) 8, W4 ZRSHEA SR 2

$5ZE EBEMEME JumpStart FRKEE 73



STRA TP M E LR J5, fTUAER AL A JumpStart 50K %% Solaris OS,
I ATAE 2 R P Ty N 58 50 B ME OS 1% 4.

74

1 F JumpStart o & SO RREAR

JumpStart it & SO S R EEAE JumpStart A=l G S . 7E Sun BluePrints 1
& (JumpStart Technology: Effective Use in the Solaris Operating Environment)

28T T B SO T 5 ORI 1A

FIAEA] JumpsStart o SCUERBAR AT G, AR LB 1 R BRI TR . K
PG SO AR E 5 ZEREAT IR S (s RATD) DO R A8

SRR E SO, ARSI P O RIA . AT RAG SO, R BB Solaris
Security Toolkit #KfFi A 84 78 o e il 1 P 7%

PLF A2 Solaris Security Toolkit #4427 (1) JumpStart fic & SC4F
core.profile

end-user.profile

developer.profile

entire-distribution.profile

oem.profile

minimal-SunFire Domain*.profile

PUR JL/N T A 41X S8 0 S0 A

core.profile

% JumpStart Fig & S 223 5 /M I Solaris OS BEE (SUNWCreq). B TR @& H 0 X
5RZ A KA X Ah BB T Arr He A O e B A 2

end-user.profile

% JumpStart Bt & SCE %% End User Solaris OS BE4E (SUNWCuser) FIEREFESE T IE
WISATHT TIPS Solaris OS #AFGL. S4b, FEESE X g SO B B AR 73 X R AZ #t
X
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developer.profile
i% JumpStart it & 3 #F 2238 Developer Solaris OS Bf4E (SUNWCprog) MU HEFES i iF

HWISAT T P Solaris OS B th. L57E core.profile HE M —HE, FRT
Solaris OS FF4E 2 A ME— i 2 5E SR EE D T AEREA 70 XA RO XA e ar X

entire-distribution.profile

% JumpStart i & C£F 223 Entire Distribution Solaris OS B4 (SUNWCall). FlHAh
FC B S —FE, AT DK e O AL R 93 X AN AS e 93 IX

ocem.profile

% JumpStart i & Y 1F 23 OEM Solaris OS BE4E (SUNWCXall). ABEEERE Entire
Distribution FFEEIIALHELE, & %% OEM LM 1.

minimal-SunFire Domain*.profile

iE — {NAEIE4T Solaris OS A< 8 F1 9 f¥) £ 4e rh Al A X Se it B S04

PLUR BT A B & O34T Sun BluePrints OnLine i "Minimizing Domains for Sun
Fire V1280, 12K, and 15K Systems". LR JumpStart fig & SCF 5% 30 T2 42 K A [H

minimal-SunFire Domain-Apps-Solaris8.profile
minimal-SunFire Domain-Apps-Solaris9.profile
minimal-SunFire Domain-NoX-Solaris8.profile
minimal-SunFire Domain-NoX-Solaris9.profile
minimal-SunFire Domain-X-Solaris8.profile
minimal-SunFire Domain-X-Solaris9.profile

AN DRI 325 7 AL

add-client Ml rm-client A THEERS %, XFEMRS &7 LUEH JumpStart
BAFARPATRE TR P L . PN IIAAL T JASS_HOME_DIR/bin Ha% R
JumpsStart 5230t 46 A\ 2] JumpStart k%585 |- rules U911 Solaris Security Toolkit
URENFE P o

$5ZE EBEMEME JumpStart BREEE 75



R/ NER JumpStart BUMEC E ARG, S 72 T “fiRE JumpStart i -2
FIIRIE” o

3 FETF SPARC BIR S, add-client firA¥i%cd% JumpStart % F HLAT Solaris
Security Toolkit fT 75 IECE (5 . %4 M JumpStart Ji45 853047 .

3 F x86/x64 Bt (TN E VML (DHCP) %) HL) , B 5 Solaris (%
3 M E) add_install client A

add-client A

H AN JumpStart S5SNI R, TE AL E 75 Solaris Security Toolkit
B IZA . DUF BE N2 T X ey S LT, HIRE A GIK)Z 1 JumpStart £7
ARo AKX JumpStart BERK{E S, 1254 Sun BluePrints 1545 (JumpStart
Technology: Effective Use in the Solaris Operating Environment) .

add-client HIAZ add install client & 4b5e, B2 NS

add-client #rA-He.

# add-client -c¢ EP#Hl -i BREHF -m EAHZE -o EFHLOS -s sysidcfg

£ 5-1 M4 T add-client 2 ZEHN

% 51 JumpStart add-client fir4

IR iR

-c BPHL JumpsStart 75 7 B AT ERT K =ML o

-h|-? BB A B AT AR A AT AR AR T . 20 T At 331

-i BR% 5 JT-i% JumpsStart % B JumpStart JIR 45283 010 1P Mkl o] i it 3=

W4 mBREHEREMN, WS BRAEN EAT 30 mmE,
-m BANE JumpStart & P HLITFEALER . Z{EYS uname -m iy A (14 A% A A

-o BEFHL OS  FLU{E JASS_HOME_DIR/OS H3k NIRAIMIGZ23AE% Bl LI Solaris
OS MIkA. WHREEIREME, WA E/R JASS HOME DIR/0S HgHnl i
[ Solaris OS JRAS {1513

- s sysidcfg FH EZ GRS, WHREE —AH T RGPUNRITE R
sysidcfg . BUABH T, ZEHBHKEN
JASS_HOME_DIR/Sysidcfg/Solaris KA/ H3%, Hrft Solaris s & M
R MBS -0 TR, W REIRE— IR RS, A
JASS HOME DIR H MMM ERIE4 . (NI5EH sysidefg TAFIKAE,

-v AREFFIIRAAE B 20T HAb eI
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FAF BRI N4 ) engl (1 JumpStart & 0L, ST DABAT DU 4k

# /opt/SUNWjass/bin/add-client -c engl -m sundu
Selecting default operating system, Solaris KR7Zs .
Selecting default system interface, IP k.
cleaning up preexisting install client "engl"
removing engl from bootparams

updating /etc/bootparams

EAFH] Solaris 9 OS (12/03) Al -s sysidcfg iE5, ¥4~ engl 1) JumpStart % /' AL
In#)4 K jumpservel [ JumpStart 454, Bl LAPAT L N 45

# /opt/SUNWjass/bin/add-client -c engl -i jumpservel -m sun4u -o
Solaris 9 2003-12 -s Hosts/alpha

cleaning up preexisting install client "engl"

removing engl from bootparams

updating /etc/bootparams

rm-client A

AL &4 Solaris Security Toolkit -9, I faifb N JumpStart Az 45 %% 4 MH Bk %5 F
BUIRERAE . 148 44578 Solaris Security Toolkit #EH iZIIA . DL NBEN4 TiX
Sy AFETR, HIZH R JumpStart $AK . A 5¢ JumpStart BRIE R, i5&
% (JumpStart Technology: Effective Use in the Solaris Operating Environment) .

5 add-client#ffl, rm-client AJZ rm_install client & M4h5e:
Ji524]: rm-client [-c] FPAHL

Hrp, ZAHE JumpStart &7 HLK T AT S .

£ 52 NAAT rm-client WA MABHMA.

% 5-2 JumpStart rm-client fir%

priddy ik

-c BFAH JumpsStart % 7 HLE AT FAT K B4 o

-hi-? WoREAE R AN AR A AT A I RS AT S e
-v AFRFP R A G B 208 BT HAZE I

$5ZE EBEMEME JumpStart BREEE 77



TWER—E %M engl ) JumpStart WL, HHFHL T rm-client M4

# ./rm-client -c engl
removing engl from bootparams
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EAR=:!

Wit R etk

ARFEA A {f ] Solaris Security Toolkit #fFH i1 (KiiF) REM A E. al4E ik
LA JE AR A 35 (04 R R e 3 O i 22 VeI B SO . 0 T BB I R 4,
FEIN 58 2 Ak 2 1 ZAE A B AP 5 SO & A VEREAT PP AL

i — AR S AREER K E X Solaris Security Toolkit i id 57l X122
S VERCE SO AL LD B Sh IR UE 2 AR IR . FEA R P AE AT AR AR BEOR
UEAEAEH H VLTS R e L.

AT LUF 5

79 T “HiPric ek

% 80 TU “PATINsRERIE 2 pUA & 22 k7
%80 U “EHlL AR

%081 U “HiT L AatERES TAE”
582 T “Af FH REIRURN A B oA
%89 i “HHfrwathEril”

WPk
AP et — AT R, B IR ViR . 4ED R G A T Y

P, UM ATAR] 2R GE BRI IR 22 A PR G & 2 Bt A N ) (00 38 26 T g a1y A F . (A7 R4 22
EYMEZER, WS 29 T “Y RELLe”)

A P 9 e 1) 22 A PR C B SO e LA A 200, Solaris Security Toolkit $2 41 T —F
H 8l o T R ARSI i

E — ATRERBEH TN jass-execute -a fir&MIMAZBGUN, MAEELE
JumpsStart B FE R
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E T R 2 PIRES, BEnT LLEd Ty S e Bl g8 (Fldn, ik
cron fENVEL rc JIAD o B, FEhns— AN g RGN e G, EHE R E
1T Solaris Security Toolkit # /#1114 (jass-execute -a WEIEFBIR) LT
ARG TOE S (52 MERE KA XFPIRESAFED o

UE 2 AV AR RE R R T IR B ) 22 A SR B M SRR . AT SE ] AN L RER sl
B AT — R dTHs T ERAE . A RN IEAT i N (RS PR |
BRIBAT—RGEEAM (TR o B 7 HTRIHb o 24, ERRRTE RS
ARG, #LARE RGN LR,

HUE P AL AR I R A MR . WERASE W v VRS, W
TP RE B S O A AN BT R SO (R e e RS, SRR R AR
o WERAATE WA, WA S R BLZ L B ORI N 2 Bl XK S SRS
(K2 ah AR, A5 2 Bl

B TR T2 AN, AERGTII . BAME 2 S FUA N SR S B AR U
LT I

AR RIS (PR A aee o 8

FERCLERG DL N, AT e A HLAE N 9 OB & R AN % Ak 2 e A 3L 2 PR 22 A
(Koo tm, WEREAE 2 b N B O E R, WA AR A TR, Wk
WL AT DAL E AT oA 2R GE i A R AR 7] 22 4 R P A SC A AR A

80

el A

R IO VRl AR GRSt 17—l B 0% W R o A5 siR 2  VE A —
B, WATLE S audit BIARERAE. B, wTRUERIA AR E . e HIHESE ) T Dl fE
A IOFT RS AN Oy T HE SRS N E e«

KA F P 23 R IRARHE R B0 5 % F IR audit JASTT LAVE D B O i audit A (145
B XETXFMETE, TTLGES SRS FET . finish BIA, FREGAS & 5 SCUE i audit
JRIAS o ST AR A ) A RTS8 eI 285 1 5 5, IR B b . BEATHi 71, Solaris
Security Toolkit #Frl A 3l 1 i 5 22 4 VRIS AT B4 b B A fy 52 o

L 7 LA H T A A B T F I SRS AR T RIS o A RASSRS R 4814 Sk G
BB IR R AR AR (R HE . 1 VER, A TN Solaris Security Toolkit %%
PETTSE B8 T Rl S SRS R . finish A, A8 & 5ThR8E. @, W T —
N4 abcc-nj-secure.driver Wl HIRSIFER, HAZIRSFE A& uh %
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¥ finish JlIA abcc-nj-install-foo.fin, WFEEIE—u S L HE audit A
abcc-nj-install-foo.aud. [FFEH, WG S) audit A, N 46052 T
BE i finish A

g, FEYSIN Solaris Security Toolkit # 4 ARIBAE I A LTI AE . X FIXFE5E,
i audit A BRI TR E B HThEE . CEEFSLEFIN K finish B op Ao 5¢ 58
Mo ) ElIT user. run CARGINAME SUAAD B 75 TEE AME EE DUOBE G 5 ) NAR R R ik .

BLE HI B AU IR SRR . A, AR EFIIRE, W20 (Solaris Security Toolkit 4.2
Reference Manual) .

Widn, WEEFEEEILZR—A Solaris Security Toolkit #/f5% 8 23 IEAMEE. TEER]
DALY FEFRAE B 7= 5B F PR, ] LA H B . GRS ZAIEE 5 AR
B, & eI —A finish JIASKRE IEAMET, AR5 GIEEAH RN audit IS SRAS 2 1%
AP LR RSB H I finish (. £in) 1 audit (. aud) BAE R B CRE
B, T 2004 33X P A T A 2 i 380 3 s 1) B A8 Pk — 1R Sk

o T2 Ak B E A AR

A HIA T (s S AAEN, BTN VR E S A RIT RS S 2 A P T 50
PEIE R, S 2 7.

Vi 2 e 4 PERCE 45 £E Solaris Security Toolkit B 7 FIIK SN FLF N - 1F 40 A< 5§ i
FTids, BRI 2 AP0 SO R LA T I S R PT R ANE ] T R G @ 1 L
T TSR 2 A MG B S e e AP "high-water” Frid. X RN EATRESAE
FIANTF B RIS 3T 8 8% secure . driver 22 A% 24P ThfE .

V% Solaris Security Toolkit %4 /= A IUbRAE R R 5 F 6 2 A PR & SCE -+
AT RS . AR AE BIX G, TE e S e A TR BB 1) e A R B SO, I
¥ SLHFVRAS RN RGE ) e A

g ER IR EERE A I 5 22 A PGSRBS T ACHT IR SO . (Solaris Security Toolkit
4.2 Reference Manual) $E4L T 52 il 22 A EC & SO B IS RMEN] o 7y 4t T o I8
AL LUE S 2R, I H AT DO 22 4t DA% el R mP ol o] i) el A el &2 de 20 - 451
wr, WRFE)EH Telnet, WInJ LLE il e A vERCE S, e 2 SR RS
¥ Telnet MR 22Ul XkE, —AMEH Telnet 1 Kerbero (JH TBAEFIINE) [k
BALIATH Telnet Wk 220 .

¥6E HItRZKREE 81



5 P 28 TR 2 761 e 1

ARG T AT H IS AT AR 1 AT P B TR A I . AT QAR LR N
= 82 G “Ar AT

= 5585 U “hnillly il K i

w 55 88 UU “EMLALL BAIAS AL FROMIIN )

il AT LI
L i A7 32 6% T ) 5 A PR 5 P 1 R0 2

# jass-execute -a WHIEF [ -V [0-4]] [ -q | -o M3 1 [ -m E-FHBMFHEUE ]

AT Solaris Security Toolkit R vy &I, TR 6-1 1 BT (3L 5

# 6-1 Ff iy S ATIE I i Ay & 45 S A

i} iR

-a REHIERF E R G H R AN E SO R A

-m FEFER bt hy A SCRF AR A LT IR A o

-o Mt x4 i Solaris Security Toolkit 247 % 45 & — AN SCF4 -

-q TR E B . BT AN, AR il g5 R A
JASS_REPOSITORY/ i,

-v R E i 8t UHSATIRAE I TN U0 (0-4).

HK jass-execute -a WA HIEIPIEAEE, ES LU LT
5582 B« Won T Bhik

55 83 UL HL S I Sk

5584 TU “Hay i SCAFE T

5584 BT N E R R T

5584 UL “PE4NEI”

w3 Bh Ik T
-h EBUE IR jass-execute FBITHE, AL T A H & 0TI MR o
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-h BT A [ S DR A AL

REDRB) 6-1 -h JE T4 Ta

# ./jass-execute -h

To apply this Toolkit to a system, using the syntax:
jass-execute [-r root directory -p os_version ]
[ -9 | -o output_file ] [ -m e-mail address ]
[ -V [3]4] 1 [ -d ] driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -£ | -k 1 [ -g | -o output file ]
[ -m e-mail address ] [ -V [3]4] ]

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output file ]
[ -m e-mail address ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -7

To display version information for this program:
jass-execute -v

P, IS A2 268 24012 1

-m B FER R I AE T — AP, Tl iZMLE],  Solaris Security Toolkit #4FfEi
TS AT HAE 56 5 T8 F T WA R s B Bl oz o A FH AR IO BR T RTFE &R 48 ARk
HaAh, w4 i 7 iR s

fEH T I LT A sunfire 15k sc-config.driver [f) Solaris Security
Toolkit IZAT BT LU N %

# ./jass-execute -m root -a sunfire 15k _sc-config.driver

[...]

¥6E HItRZKLL!E 83



84

i ) SO I

-o T CHILIUKG jass-execute AT TG it FHE B — A BB
H3 ) .

IEIEIRANE W JASS_REPOSITORY HEWIH & ILikIiixy 74 ig i £ ik biz
ITHE A #EY), Bk Solaris Security Toolkit 38474 4 KEHith .

Wik -ay -u Bk -a I .
o BT I AL T A A

REBRBI 6-2 -o I T4 H T

# ./jass-execute -o jass-output.txt -a secure.driver
[NOTE] Executing driver, secure.driver

[NOTE] Recording output to jass-output.txt

#

AV A 7 2 I3

-q ELi%E 1L Solaris Security Toolkit {EHAT N5 2 4% 1t AT H A I it 20 b v N/ i
H (stdio) Ji.

PLETUAR M) JASS REPOSITORY HRWMHE. 5 -o EIZAL, MLk IR 511 Bl
TR cron MRV A 1) M 4% 1% Hkiz 1T Solaris Security Toolkit #ff:.

Wik s -ay -u Bk -a I .
T A LT AR %

REBRGI 6-3 -q LI a4

# ./jass-execute -qg -a secure.driver
[NOTE] Executing driver, secure.driver

PRAH LI

-V IETRE T H VS TIRAE TR SO0 . BRIETURAT T k. PEANG N R T
BATERAF QORI TR RS 2 B, WURES E 100 AL, B RS
THEEALEA oy L BRI 2 B 4T, DU 5 5 W 28 v SO e v g AR L ST LB AT
R ARJE TR AT, W RE R AT AR SR A R T
DICREE T 5 mh AT ) L) X3
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-V RSN R G0N (0 B 4) o BEAIERIZON B UL T I a1y, o AR
TINFEHE I T fife IR S Ay A 1o T R S A AR AT L . R 6-2 A T AU .

* 62 B RN G

2 5 i

0 FRAT, W B B L

1 TR A, SO AT R R Bl O, FET A
ATHF A — AN EER S AT

2 MR A, St T TR A 45 R

3 P s R 2 AT, AR S AR R X BRIA G .

4 247 (A EH 3 FHRMtIEdE) L logbebug H&EDIHE ™ LK T

I AT IR

i — jass-execute -V A BIAIEANH AN 3.

A IH LA R A e iR, E S jass-execute T EL (Solaris Security
Toolkit 4.2 Reference Manual) 1% 7 %if#] "JASS_VERBOSITY".

Pl 55 v S H

AT AR E Solaris Security Toolkit # #1130 AR 5 B8 20 A R L
JASS_LOG_BANNER A2 f RAREH]I T VEAN 00 0-2. X 48fy i e s FH -V r4n 20 3 Al
4, i, FEATREE N P 2R HE S (gass_roe success i) LUEIRS
I AR = R B AT S . (JAss_Loc FAILURE ABHt) .

#* 6-3 FIH T Refil i HE R R IR SRR . (ARHELRIEAER, S
I (Solaris Security Toolkit 4.2 Reference Manual) H55 7 F&[¥)

"JASS LOG_BANNER". fIKILRLMMELZER, 1S jass-execute Tl 1EL
(Solaris Security Toolkit 4.2 Reference Manual) 14 7 #[f)

"JASS_VERBOSITY'. ) MR HEAERER 0, WAL= EIXFIEAH ST
o Mk, WRHELRERREN 1, Bas Bl E. AR RBINREIES SR
Ho £ 6-3NMHATHELE.
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% 6.3 ZEH LR bR A

AETE HSETS i:pr

JASS_LOG_BANNER FITA b A lﬂzﬁiﬁl?*ﬁﬂh ST SR Bk o I R L A
ST (=) SEEATS (<) U BT .

JASS_LOG_ERROR [ERR] WS RN B SR WRBE N o, WAL
PEAEATATA R

JASS_LOG_FAILURE  [FAIL] WS HEE R RMOE B SR, WIREEN o, WAL
FELEATAT R B

JASS_LOG_NOTICE [NOTE] WS E R B SR, WRBE R o, WAL
FEAATART 8 A0 A

JASS_LOG_SUCCESS  [PASS] WS HEE I T W RS HE BB R, iR E
Jg 0, MRS A AT )i .

JASS_LOG_SUMMARY  [SUMMARY] WSHEE RSN BN ER. WRKEN o, WAL
FEAAT AR 0 R

JASS_LOG_WARNING  [WARN] e S entikd B, WRBE R 0, MIAZL

ER(EpS|
#EEH%%{E B

N T A S R e v B X S e R AR A 1. B B IR SRR, A /ML
i, IR IR BN E R . i, B} T JASS _LOG FAILURE
(%EﬁﬁMﬁl)Z%,ﬁﬁﬁHwEi E N 0, MRS E HlogFailure
Thfe e A AR .

RG] 6-4 DR T o E IR i e v

+H

JASS_LOG_FAILURE=1

# export JASS LOG FAILURE

# JASS LOG BANNER=0

# JASS LOG_ERROR=0

# JASS LOG NOTICE=0

# JASS LOG SUCCESS=0

# JASS LOG SUMMARY=0

# JASS LOG WARNING=0

# export JASS LOG BANNER JASS LOG_ERROR

# export JASS LOG NOTICE JASS LOG SUCCESS

# export JASS_ LOG WARNING

# bin/jass-execute -a abc.driver -V2

update-at-deny [FAIL] User adm is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User zz999999 is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User gdm is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User lp is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User nobody4 is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User root is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User smmsp is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User sys is not listed in /etc/cron.d/at.deny.
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update-at-deny [FAIL] User uucp is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User webservd is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] Script Total: 10 Errors

update-inetd-conf [FAIL] Service svc:/network/telnet:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/ftp:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/finger:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/login:rlogin was enabled.
update-inetd-conf [FAIL] Service svc:/network/shell:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/login:eklogin was enabled.
update-inetd-conf [FAIL] Service svc:/network/login:klogin was enabled.
update-inetd-conf [FAIL] Service svc:/network/shell:kshell was enabled.
update-inetd-conf [FAIL] Service svc:/application/font/stfsloader:default was
enabled.

update-inetd-conf [FAIL] Service svc:/network/security/ktkt warn:default was
enabled.

update-inetd-conf [FAIL] Service svc:/network/rpc/smserver:default was
enabled.

update-inetd-conf [FAIL] Service svc:/network/rpc/rstat:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/rpc/rusers:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/nfs/rquota:default was enabled.

update-inetd-conf [FAIL] Service svc:/network/rpc/gss:default was enabled.
update-inetd-conf [FAIL] Service 100235 is enabled in /etc/inet/inetd.conf.
update-inetd-conf [FAIL] Service 100083 is enabled in /etc/inet/inetd.conf.
update-inetd-conf [FAIL] Service 100068 is enabled in /etc/inet/inetd.conf.
update-inetd-conf [FAIL] Script Total: 18 Errors

abc.driver [FAIL] Driver Total: 28 Errors
abc.driver [FAIL] Grand Total: 28 Errors
#
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KEBRE 6-5 H 11 H &

FHLA - AR PRI ) A e
#0] LLKs Solaris Security Toolkit i vHE AL E AW & LA A ZFRATEAN ) o
B 2 FIRFRIEAE B B, WSR2 R EL, WIS A SRR NS AL
PR B TR 4y tH HEATHE S o 3R 6-4 FIH T IR AR

% 6-4 R EHLA  BIAS A PRI o) 8 - L

ket
feim

%

ket
W

iR

JASS DISPLAY HOSTNAME 4 WS HEE R 1 24F Solaris Security Toolkit #5434
B HMINEREMENL 20T WiEBET
JASS_HOSTNAME 8. BT, S50, Bk
Toolkit & B R IbL(E &

JASS_DISPLAY_ SCRIPTNAME  ERIAHSALT, lkh%%%(ﬁiiﬁﬂv 1, [Ak Solaris Security
Toolkit F P2 584 F ST INTE audit BIAZFRZTT. K
2% 1185 ﬁﬁ%{ﬂlﬁﬁ%‘ﬁ“ﬁ Toolkit 7 &R HAE B

JASS_DISPLAY_ TIMESTAMP KizZ 5 BN 1 1 Solaris Security Toolkit % F #4541~ H
BMHINAE 5 H ST EAEA DGR R /T . s BT
JASS_TIMESTAMP S BT, ESECOh A, it
A 3 TN A =

WAL Solaris Security Toolkit FAF RN JIASKIN B85 B, 7 LUK BRAS
RAENH —H RGNV 2 BT EAE S5 AR R I 4% IO A i X e T HE . mT e
ﬁﬁ%%%%ﬁ%t%A%%m%%m&M§ﬁﬁ¢ﬁT%m@ﬂoWm,uﬁﬁﬁ
ﬁ%ﬁgﬁ, B RSREIEH T A RN RERA R SRR EE R
R A T

MWit¥ JASS DISPLAY TIMESTAMP Z (i ® N 1 LUK
JASS DISPLAY SCRIPTNAME {H¥E N 0, SAS LU AERLIA L .

4% B If g e

# JASS DISPLAY TIMESTAMP=1

# JASS DISPLAY SCRIPTNAME=0

# export JASS_DISPLAY_TIMESTAMP JASS_DISPLAY_SCRIPTNAME

# bin/jass-execute -a abc.driver -V2

20050716132908 [FAIL] User adm is not listed in /etc/cron.d/at.deny.
20050716132908 [PASS] User bin is listed in /etc/cron.d/at.deny.
20050716132908 [FAIL] User zz999999 is not listed in /etc/cron.d/at.deny.

20050716132908 [FAIL] Script Total: 18 Errors

20050716132908 [FAIL] Driver Total: 28 Errors

20050716132908 [FAIL] Grand Total: 28 Errors

20050716132908 [SUMMARY] Results Summary for AUDIT run of dan.driver
20050716132908 [SUMMARY] The run completed with a total of 2 scripts run.
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20050716132908 [SUMMARY] There were Failures in 2 Scripts
20050716132908 [SUMMARY] There were Errors in 0 Scripts
20050716132908 [SUMMARY] There were Warnings in 0 Scripts
20050716132908 [SUMMARY] There was a Note in 1 Script

20050716132908 [SUMMARY] Failure Scripts listed in:
/var/opt/SUNWjass/run/20050716132908/jass-script-failures.txt
20050716132908 [SUMMARY] Notes Scripts listed in:
/var/opt/SUNWjass/run/20050716132908/jass-script-notes.txt

#

N A > D

AT A TR U

TERGE b AT 22 A PR VPAN TRl — AN G, DU 2 A 1k 5 BP0 T 1) e A M I S
PERIVCECEIT R o 22 A VPAN S5l 55 TR B A2 70 I — AN B e M R e vk 2
Jeis AFR =T AT A AT S AT o 22 A DAk 328 T00 AT A5 485 5 Ak A T A ) n 52 22 A PR IR )
OB Rg et , MAE i i -a KEI5 i e A Pk F vh AT 16 22 4>
PERC B SCAFAH L LIS 2 2 i RS o BT bR T B 29 R34 7 Ry, #lln, 4
Th 2 e A PERCE SO, 5 S0 2 AP DAk 2 A BB 1) 22 A PR IR SCPF
TESVANARTRENE TG, ATRENIZA Sl S B M R G 2 AT, eI eatty
W, W EERT AL . ERXME I, e XA AR AR E S, A
Solaris Security Toolkit %4 V0 & SRR B 12 IR AT G b — AN 22 A PR A
B o

v AT et
CEHEAT 2, B SO A SR TR P, 4RI B, S
BL U “Hil S A& T F"

Ak, SO T ENLEEAT & EO 51 USRS TN 2. TAEH 20
BCE N o AT ZAVEVEAS AT, T I EDET 5 | 3 iR P Al A AR T R S o o A N A 3
HIEIFHATIE R

ii EE - W OB AN i 2 A VE R GTHAT VY, AT SETEIN

1 EBREEFHNLZEUHREXH (INEZEHEHIEF) :
o WRZETNGRT RAE A, WEMHRFER 222 MR E SO .
N, secure.driver.

w WEOREIERB Mo ARG L ANE, W — R 2 MR E S e H ST,
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90

41, secure.driver B{# abccorp-secure.driver.

X TR AE PR SR E I T IRBIRE R, A7 R EN e MBS F 7R AME B, 1520
security drivers FI 118, (Solaris Security Toolkit 4.2 Reference Manual)
M5 4 3.

. WMERRFM G SITERBFIES I H AR

THZ I 82 T “AF TR HI i v 7

. I jass-execute -a S . REMEE NG AFRITERIL

PLFE— Ml abc-secure.driver WS HHEITERAETEH] .

HKEBRA) 6-6 H VIS AT HRAT (1 i v

# ./jass-execute -a abc-secure.driver
[NOTE] Executing driver, abc-secure.driver

abc-secure.driver: Audit script: enable-rfcl948.aud

# _______________________________________________________________
# RFC 1948 Sequence Number Generation

#

# Rationale for Verification Check:

#

# The purpose of this script is to verify that the system is

# configured and is in fact using RFC 1948 for its TCP sequence
# number generation algorithm (unique-per-connection ID). This is
# configured by setting the 'TCP_STRONG ISS' parameter to '2' in
# the /etc/default/inetinit file.

#

# Determination of Compliance:

#

[...]

[PASS] TCP_STRONG ISS is set to '2' in /etc/default/inetinit.
[PASS] System is running with tcp strong iss=2.

# The following is the vulnerability total for this audit script.

[PASS] Audit Check Total : 0 Error(s)

# The following is the vulnerability total for this driver profile.
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[PASS] Driver Total : 0 Error(s)

abc-secure.driver: Driver finished.

# The following is the vulnerability grand total for this run.

[PASS] Grand Total : 0 Error(s)

M HETEE B )G,  Solaris Security Toolkit #ff )\ JASS HOME DIR/Audit H
ST R SCfF . BUARYE JASS HOME DIR/Audit Ml JASS HOME DIR/Finish H3¢
NSRBI AR ST 4, B EATE ARSI 2R 8 . LER S (X
SR I AT I R R AR RN EARGON AR B T AT D dRE, RS £in T
o Laud, driver.run AN JASS SCRIPTS AFtmE MIH finish A [ 30544
audit A,

HHHE AT B B B 018646 T Solaris Security Toolkit B AFHIRA . &84T T T ) )45
ANIRENFR PR T SCHBEAR Y audit AR FPIR ST IR . B A 2 7= A — AN il ek
TR, ol Bt 0 8k 0 R E . ERZHIGHOLT, KM%y 1 1%
o BEANIBAT VAR FIRE s A B, 5 PR A RS £ P BB 1) S TR 7 A R ) 2 A Pk 43
o ARSI 5 DR 1 % R SRS A — AN IR P VP S N R . 384T
S5 25 o B BT S BUR AT

ATV IR TR T —ANEVEIS AT HAE A 3 o 0 RGUIRA IR . Solaris Security
ToolKit {418 b 6 A e B SO K AS & CAFE I R UG, JRE R AR ERER. &
HIRSNFE P B SR A IEE B 1T I R G0IR4S . Solaris Security Toolkit #4: £ &4
S R RS AEAENE, IF HAR & SRS A DGR R e e, a3 HMET.
W51 B G DR A T — AN HERR IR P
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iR =:!

R R G %4

ATE A G e AT AR S BN T HOR N RIS R T, DL B
Solaris 8 B Solaris 9 OS Jf-{#¥"H 2¢ 4. AZE24 UL nfa ] Solaris 8 OS ] Check
PointFirewall-1 NG 3k Solaris Security Toolkit &t

AT (AR ST AR ORGP OB 2R GERI N TR 22 4 (R iR T R 52 491

Sun BluePrint P FERIBHL ST ] b e MERGENTIN SRV 2 Sun REEH) % e PEde it s
o A RBOHTI P i T FIRPEE AL, TS LU Web 3 53

http://www.sun.com/blueprints

AT LU 2

%93 T “HIKI S

5595 BU O e AR RLE SO

5595 UL AR

2% 98 T “HLE JumpStart R4 A FIE L7
55 103 BT el e v E

55107 T B LT

0108 U “ AR

) 5 HE

B WAZ S BIWTIE P IR A RO 2 e ME IR 2 2 (AR g8, ILRIANHE % AR 2R 2
(Ko JEAIER ARG SN LSO R A ZIUE 2 o S5 4h, A ZBUN R GE I SRR b 2ok
T XS AR SHESIEZER, WS WH 2 5. AEPIhAREphd T
R (SA) B KGR GEM Solaris OS WG SE I /MU Z S8R N5 22 4 M i 7 B
TR SRS .

FEARZGI, R B R R 552 QI — Bl A ShIF A (P 4e (R k7 5, T 0 R g5 e fit

i (XSP) KJE R Check PointFirewall-1 NG F4t, LAM#E kL% 24685 kB 45
XET ARG, xSP SR AN B I

93



94

PRI xSP F Rl V22 XM AR GE, PRI A 5 B8 4 AR 8 AR I ) Al SR
17 HL 75 250t A i 0%

s LA ] BN AR GT N B LUK W A2 AR (0 % T B 2R 22 R St 4T
LAHT xSP 53 AT, 37 REef

JIT AT FoAt e VAR AL TS O B R s 11 B, OF Hoosplad pB .

A 20 A L 1R 2 A PR 0 (D 9 K s 2R R A A 22 e P AR DR T )

FEFIX K, R R g A JumpStart 3K 5 Solaris Security Toolkit %44 LA
i OS WL &, H/MERG S ok AT sl A shitk.

i 5 PR A

AFEAR Y Solaris Security Toolkit £ CL 401z 47 I JumpStart £ ARIEAT %%, 5 3
TP T B R BZ A R S A .

AR T B LE A A e/ NG R IN 580 AN s I8 FH R P F 22 A P i O 2 I BB &« Solarris
Security Toolkit 3k f:3& B LA L 1T T %2 FF IS F2 Pk JumpStart i & SC 1.

b, 5 RN R P )3 5 1 P S s R P G B SO o B 5E AR5, AT B 1
UKENRE P FIBC B SCPE, SRS REZY I RE P st e TEAT B e

BB, i RGE L (SA) B A LT ALK

AT R I ER S 250317 OS 55 M R I L .

TR0 B AT AN GO o

TAEIAT N C 2R 22 R % LR GE TR — A JumpStart 5. 12 Sun
BluePrints 1i%% (JumpStart Technology: Effective Use in the Solaris Operating
Environment) .

A& OS W/MEEAR. ii5&  (Enterprise Security: Solaris Operating
Environment Security Journal, Solaris Operating Environment Versions 2.5.1, 2.6,
7,and 8) .

& Solaris Security Toolkit # A, H AT R I S5 /M 28 G0 FH I i 2 4 Pk e
BORFUENR G E R E . WS 1 .

RGIREE
SR 13 L F RO 5 PR

Check PointFirewall-1 NG
Solaris 8 OS

JumpStart K

Solaris OS #f%E (SUNWCreq)
Solaris Security Toolkit &K1}
T SPARC HARMF-&
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= EOPA LUK L

ALK

AZEFF,  TRE R R B SR AEAL A, B I T SR 0 BT O R g 4RO AR
%o SAh, TEMEEHEASNTEN Solaris OS IhfE

PR R SEHE T AL 7 g R

« HTZFEEFER Secure Shell

» AT RSN FTP &2 L

w HTEHSCHN scp M sftp 4

FEMANER T, ATLUIT Ao VR B SO A7 RTT e 22 A PRGBSO MM P T B SO A
WA R, S ILE 26 1T “JTAAMHAAT Solaris Security Toolkit Fe &S fF” .

olpe S ot W

G AVERLE SO T FE ISR /MU R R 2 AT RC B B Solaris Security Toolkit #/F
B e 4 PEE 2. AR L5 7 Solaris Security Toolkit %2 fbrvE 2 4 P e & S 1
a5 IS P HAS B 2 : /MY Check PointFirewall-1 NG R4 Tk, B, %4
B — A 0 2 AR LS SO DUSE I TR i R B 0

XFTARZES], AFPRRJUEA A T O 2 e E SR . ok, EUE%?IJFM%‘HIZ
BNREFP IRDBT VKB R SO o AR 16 OB IR SR SR P L 2 2 AT PR 1) 22 A P 2K . I
MMERGAES 95 T “ LRHAE” PATPHE, muhnsk 2B IAEEE 103 BT “E Hlhn R
AR hHURE.

LA

ARATFTS T LRI RE XT?{DJ%%WI PO T IR T  H S DL R K T AT
185 ARLRHA Nk aR T, WS 3 &

i — TR LU fi A R R AL FEAR AR DL

AT LU S
= G596 U NN R Ao

BTE RPREFRE 5



96

= 596 U “RBAMET
= G597 UU “HREM LA OS HEE”

AN R A AT

7F JumpStart JIR% 28 |, T #F 223 Solaris Security Toolkit A& B inZe etk (4
FEHMFER) » W R iR

N e A A

. T #% Solaris Security Toolkit {4 & Mg £ 1.

WS 35 0 “ LR .

. REBTHH Solaris Security Toolkit #H4 & MinZ £ 1.

THZ IR 42 50 “ZRRPAT IR .

SEE - HET/EREHAT Solaris Security Toolkit #f:. 1 2eti I8 LU ST iR AT bt
o A

LRAEAME T

OS E ARy Al LA P 2 A Vh i« ol PR e R 4k B ) Ao AR S S T i (1 1)l 2
Fepriy Os i, LLKAE OS 8¢ )a iiafrilferh, #CEHEATRL & AR bR 22388 1 T 112
AR o

Solaris Security Toolkit #fF52fit 7 —Fibll, LL2 KAL) SunSolve L a] A #ESE
SN P B 2 VB AMEFREAE . b OS L M B AR F IR Sl W B 21
BEAMET

LB AME P

L ED, BEFMNZIMEFRENREMEIMEFRETHE Patches BRTHMEE

4g.,

anones 2 ARSI PP E T install-recommended-patches. fin A, N
2 A RFNEA R T RELE .
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*}F Check PointFirewall-1 NG, AFAE—/NME . YRR 7 B4 12 B A ME 5 15
ERM B HMEIF R D R B SR 2 BAME/F . Check PointFirewall-1 NG 752 LA
TAEHNET

= 108434

= 108435

. EEHMREBEMERF 108434 F1 108435, iFEMEXHLEY SunSolve THEMHIRAFHEE
TN Patches BE.

. AENMEAMEFBTREE—1AR add _patch BIFIIRERILF finish BIA ({0,
fwl-patch-install.fin).

% finish A 3@ 13 B4 Check PointFirewall-1 NG Fr & ¥MEF 1D =8 FHIE 4 1 B
Theg. .

# !/bin/sh

# add patch 108434-10

# add patch 108435-10

fRE M %% OS fiFdk

M OS “2eew ARG, F—/ MBS i E TR 23— Solaris OS 4. it
F& Solaris OS Al I ANz B Bf4EY —: SUNWCreq. SUNWCuser. SUNWCProg.
SUNWCall Fl SUNWCXall.

{8 M4 OS BEAE
. IBEERER OS #5&.

T A S 1 b B — e/ BB 7 ko v 2%, BRIt A e /s 14 el
Solaris OS ##E, SUNWCreq, M#AMHEXHE core.

DUNARRR S T HEEA B MR, Pt n] ge il A B . IX BT 1
oAt B Fu 6 AL 75 6 D Solaris OS AR i SCIAHL & S0

FEA TR E B SCAF € SORE LR A A48 I 21 100G 58 SR BE B ST

cluster SUNWCreq
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SUNWCreq ZAHFAE & AW FHIEA L Sun B KA IS5 &5 1EH 1847 P 2. 1
HA T TAESEE S, WM ERIX LM . 11524 Sun BluePrints OnLine S &
"Minimizing the Solaris Operating Environment for Security: Updated for the Solaris
9 Operating Environment"”.

- AEXFHREMEEXHHITREUBE ST FERY SKBIEER.

WERTE 22 FE B B — S AR 1@, WA Check PointFirewall-1 NG 75
TR Solaris OS #fF4:

SUNWter — ZifE &

SUNWadmc — RAEHIZOE

SUNWadmfw — Z G0 4% 45 i HE 48

= SUNWlibC F1 SUNW1libCx — Check PointNG R T2 e RE 3 it i i i

P SO A e BRI R A T

cluster SUNWCreg

package SUNWter add
package SUNW1ibC add
package SUNW1ibCx add
package SUNWadmc add
package SUNWadmfw add

E - B TARRGINIAN S, BAIRIE e RN, SRR H05 O A A S PR FA 8
SRS T s 5 B £ A

BAT IR A SR feib i 2B 05, HENEE 108 7T “ U fRAENL " o prid Wi
Rz AR JT DN RGTHEAT TRk, A7 fntt, B E S, ER R R GR G EE
2

3. EFZAANT BRI G &, 6B — ninimize-firewall.fin A,

98

fic & JumpsStart it 5525 F1% B

AATEOR T WAL E JumpStart 2528 RIE L, DA —AN s 1 2 A R G SRk
Td/Mb. B4 JumpStart 37535 N A Solaris Security Toolkit #AFRIFEANE S, 15
Z W5 5 F.

KA L AT S

= 5590 U “UERILREGE K
= 55101 U1 “IGIEFIR A rules SCHE”
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HE % A 45
BT DL RS DUIE LRGSR DL F (R0 T 0% P BL AR PIILATIEFE  . Mt

SCAHERI finish JA TG @ REMERC & M . e 2l )G, S0IFILS R IR, AR5k
FIT 3 P I PR P 5 R HE

#E £ SE At 45 1)

. B2 & JumpStart fR % 2 HIRE.

ARVEMPERIEIR S, WS 5 .

. £ add-client @%@ JumpStart FRZEHRRMEFH.
REBRBI 7-1 7E JumpStart IR 5528 L in—& %L

# pwd

/jumpstart

# bin/add-client -c jordan -o Solaris 8 2002-02 -m sun4u
-s nomex-jumpstart

cleaning up preexisting install client "jordan"

removing jordan from bootparams

updating /etc/bootparams

CABPHEE— rules XHEHE, BEEHAY JumpStart BLE XHFA finish B,
filan .

hostname jordan - Profiles/xsp-minimal-firewall.profile \
Drivers/xsp-firewall-secure.driver

. BT E# Solaris Security Toolkit X2 B9, €IER A xsp-minimal-
firewall.profile MIECEXHHE N xsp-firewall-secure.driver RIIRENTE
F3X .

TERINSER R — 5 2 AL @ X S scpk . )], X EnlfE st Solaris Security
Toolkit Hff—#e KAT R STAF IR EIAS o

F — MM Solaris Security Toolkit # e R AT K 54 S
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DL SE6 2 T an ] a2 SC A
KREgRE 7-2 G —ANECE S

# pwd

/jumpstart/Drivers

# cp install-Sun ONE-WS.driver xsp-firewall-secure.driver

# cp hardening.driver xsp-firewall-hardening.driver

[...1]

# pwd

/jumpstart/Profiles

# cp minimal-Sun ONE-WS-Solaris8-64bit.profile \
xsp-minimal-firewall.profile

ARSI A —ASL AT Web [l g5 a5 Be B A BE i, BOA e T Ak BT KO8 AR & (0
5. BIREEXHMENEFXGRE, HRBUTHRESH:

a. A xsp-firewall-hardening.driver &#5 hardening.driver tHXH)
xsp-firewall-secure.driver.

b. B#ENXTE JASS SCRIPTS FAYS minimize-firewall.fin FIEAY finish B
A (@, fwl-patch-install.fin) fHXAIFEA finish BIA.

& DR IAS Y 55 DR s A AL -
KERI 7-3 15 LU A F) A v 41

DIR="'/bin/dirname $0'"
export DIR
. ${DIR}/driver.init
${DIR}/config.driver
JASS SCRIPTS="
minimize-firewall.fin
fwl-patch-install.fin"
. ${DIR}/driver.run
${DIR}/xsp-firewall-hardening.driver
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6. FRAUTHESHE rules THEXEULYEREIR.
REBRB) 7-4 A rules CAFAZY IF4E R

# pwd

/jumpstart

# ./check

Validating rules...

Validating profile Profiles/end-user.profile...

Validating profile Profiles/xsp-minimal-firewall.profile...
Validating profile Profiles/test.profile...

Validating profile Profiles/entire-distribution.profile...
Validating profile Profiles/ocem.profile...

The custom JumpStart configuration is ok.

X, BAZBESAERHL (ABITP R Jordan) T4 JumpStart 2225 . fdH]
JumpStart ¢ & A6 2 ) Solaris Security Toolkit IX#h /7. finish A< 5 & Sk

7. MRERE rules XHATBEIE, FSAE 101 T “EWIEFEE rules X" .
8. HEFHH ok B’FHT, MAUTHLLUEA JumpStart £REGEMREE FH.

ok> boot net - install

WA ER L, IR AR E I UM T B BB SR IE BT R, AR
P22 JumpStart BE I FTA 7. AXEZ 40T, 12 Sun BluePrints 154
{JumpStart Technology: Effective Use in the Solaris Operating Environment) .

IEWHIEAT rules SUAFIFRAIEIT R MBEAMEF R IEFIINZ G, ATEUTIHBHT & LR
GEHLAMN 1) 2RI I MR G 2 4=

KAF AR EE rules S0

MBI rules SCFAANIERF RN, TTRESSIERIZ P . ANHE R T — L2 WL
i) 7
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F—IRIBAT rules ST ELU i 4R,

®mRH 7-5 rules SCATIFH VA

# pwd

/jumpstart

# ./check

Validating rules...

Validating profile Profiles/xsp-minimal-firewall.profile...

Error in file "rules", line 20

hostname jordan - Profiles/xsp-minimal-firewall.profile

Drivers/xsp-firewall-secure.driver

ERROR: Profile missing:
Profiles/xsp-minimal-firewall.profile

TEABIH, AAFLE jordan M rules 4k HH e @ MR & SCIF. B & U xsp-
minimal-firewall.profile WHTE Profiles Hx I, SN, phAkiR~E
1 J PR SO A4 BRSS9 IC T ST 1A 10 Al 3 AT G PG AT
B IERTRIF AT R AT

W AT B S B R A HAR I . 55— AN ) U A xsp-firewall-
secure.driver T MIESIFEF. xsp-firewall-secure.driver WA
xsp-firewall-hardening.driver, MR IMH hardening.driver.

HANREUE K JASS SCRIPTS A4 A MK E N minimize-Sun_ ONE-WS. fin il
A2 minimize-firewall.fino

DU 28R A
REDRH) 7-6 A TE R

#!/bin/sh

DIR=""/bin/dirname $0°"

export DIR
${DIR}/driver.init
${DIR}/config.driver

JASS SCRIPTS="minimize-Sun ONE-WS.fin"
${DIR}/driver.run
${DIR}/hardening.driver
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PLUR & — N IR A 1) sz 41
KEGRMG) 7-7 IEM AT

#!/bin/sh

DIR=""/bin/dirname $0°"

export DIR

. ${DIR}/driver.init

. ${DIR}/config.driver

JASS SCRIPTS="

minimize-firewall.fin"

. ${DIR}/driver.run

. ${DIR}/xsp-firewall-hardening.driver

7E il 0 5k 22 4 PR BC .

JIT S LT 5 o 2 4 R AT B I R AT E S T . IR AR T
hardening.driver. RXEWRERAHANT “Hrl”, WL REN TG REHD

T Solaris 8 OS &% Secure Shell % B, BRI FF ZEFEATE 4 LA AR VE XS B KA T
TERER LT PSS P ARG PR BRI K, 2K FTP IG5 6 R £ )t Iy HLa
Zi %% Secure Shell 75 2 HLLAMEAT I AR BE o K3 19 200 ik 55 B o) 2105 P R FH A B 9
25, MIMTAS 3 Bl A ] FCAt 009 2% 4 I R W o A7 OQ BRI L8 IR 45 145 L, 1215 Sun
BluePrints OnLine H#5 % "Solaris Operating Environment Security: Updated for
Solaris 9 Operating Environment" )3 %

B TSI RS B TR APRAS, ¥ RPC RSB TR R, LMER 1
Solstice DiskSuite GUI ¥4 Solstice DiskSuite Bt & X it T AR LA . AR Al
Tl Solstice DiskSuite GUI, NIAFHLE RPC IR%5. A, FEAH GUI RS i+
JAH RPC %% . 573, Solstice DiskSuite 23 ST EABH T A BTG .

AL (K R 2B ORI xSP (1 5k sYs1.oG Ik d5 & T3hE il syslog. conf
WA . %5 LI syslog.conf UM HEAER K RGP IR ST ENL L.
IXHeE I FRE B 4 % Solaris Security Toolkit Bt &35, 78 LL R LT h N B4
B & 24

= 3H 104 U “JEH FTP RS

= 5104 U1 “2%E Secure Shell #A4”

= %105 50 “J3H RPC k%"
= 3106 1“7l syslog.conf 347
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FH FTP IR%

XEFAZE B Pk, R FTP RS AL T8 FPIRE .

A FTP IRkR%%

. ZIREB FTP BREALTFEARS, 1HIRE JASS_SVCS_DISABLE F

JASS_SVCS ENABLE L= LU&EX update-inetd-conf.fin XHHIERIAIRIE

BARHIER FTP 2 AMNIAT e Solaris OS R4S, X 1A Sl 1 Fe A J7 vk 2 #s

JASS SVCS ENABLE /& X4 ftp, IM#fiff JASS SVCS DISABLE ¥ KM
finish.init JIAPIREHENE. 5200 (Solaris Security Toolkit 4.2 Reference
Manual) .

CEEMNETESNEN, EHEIHA xsp-firewall-hardening.driver Z B, [A]

xsp-firewall-secure.driver RMM—&5S5UTHEUAEE.

JASS SVCS ENABLE="ftp"

BRI FTP BRSS LARRRENTE xSP MEE M LA

H 58— Bk 2 FTP W iZ{XAE xSP [ H M 2% Erl . 7F Solaris 8 OS 1, BEAS
LB E R4 AL TCP 3288, AT LUl B KBS 8 A B ok Sz Bk . fEAR S
W Er, I 7 RS A S B SR Y

45 Secure Shell #Af:

- X SNIE P T84T Solaris 8 OS R4 . W R4 MuTis1T /2 Solaris 9
o, 10 OS, JWaLA#f Solaris OS ¥ Secure Shell #&A4 Fkid A5 4 i)
OpenSSH %%,

Solaris 8 OS {7 Secure Shell & 0L, Kb B& K RS 21TH) 2 Solaris 8 OS,
)B4z % Secure Shell 2 HLLME AT @ FEE BE,

ATLARC & Solaris Security Toolkit %L %% OpenSSH T H. 151 517E
config.driver ¥ (i xsp-firewall-secure.driver ) *H¥
install-openssh.fin A,

Solaris Security Toolkit 4.2 EI2$§R « 2005 % 7 A



‘#Z%% Secure Shell
. BEIAR config.driver E#I%] xsp-firewall-config.driver.
. EXHREIARF, XiE install-openssh.fin BYFEREEKE.

. {88 xsp-firewall-secure.driver B BEHEERIAMH config.driver M
A xsp-firewall-config.driver,
. %15 OpenSSH BYRHHIA .

S5EFMEFAT OS A —#FF, Wl OpenSSH i #iiA . HRIEFRAGR, 155
% OpenSSH M1t :

http://www.openssh.org

. YRIFHRFTHY OpenSSH B 6, #HITHEFIFEERRKE packages BRT.
BRI E L A5 L, 125 Sun BluePrints OnLine 11584 "Configuring
OpenSSH for the Solaris Operating Environment" (¥ 3 %,

. B# install-openssh.fin BRI BRIE#AY OpenSSH 4B & FR.

T RETF B &N install -openssh. fin A, ZHAY OpenSSH LA FRE XA
B LU UL

OBSDssh-3.5pl-sparc-sun4u-5.8.pkg

Horp, BB RIRRAYS (3.5p1). RREH (sparc). RRGMIRA S
(sunau). BAFWH PP X HEAE RS (5. 8) M4 pkg Ja%.

BB K RIS SSH LIRREIXAE xSP RYEIEM 4 LRI .

A I 5 — TSR 2 Secure Shell {XAE xSP W B 4% -7 . 7E Solaris 8 OS
Ry, BERTDUE R TCP Higs, o] PUE T B KBS At A & K s Bl sk . 78
AZF, R B kB SE I SR A . 5 B AR AT LLE I 5T Secure Shell R4
IR C SR ST T oK

A H RPC k%%

¥ RPC R4 & T8 HIRA, Mimnl LI Solstice DiskSuite fffif it 5if%, X753
RPC %5 .

Kb 75 Solaris Security Toolkit 1247 i #2 i al i FH —/Mff e finish A4S disable-
rpc.fin 25 RPC %5, FITLAAS i AR ] 5L o

E — RGP KEGRCE N AZ IR 482 R VT 1F R 58 RPC I .
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v JiH RPC

e 3 xsp-firewall-hardening.driver Y disable-rpc.fin B9 BMNERE.

TH L 9 R SRR 7 A ) A I R A 1T AN 2 B R e A ok e R SR I e A . A6
JASS SCRIPTS 5 X4 H IER A IS B0y, RO e RS2 E e B
M.

LN ABSTE driver. funcs script WERE, UL T Solaris Security Toolkit X
PERTAE A BT B2 1 3 AE JASS SCRIPTS HHITE AT

#Very rudimentary comment handler. This code will only recognize
#comments where a single ‘#’ is placed before the file name

# (separated by white space or not). It then will only skip the
#very next argument.

E il syslog.conf A

AE P HLIT G R 2B BSOS A xSP Pk sysLoG kS5 4% T8l E Hil i syslog. conf
A . Z5E K syslog. conf SCAFAIZHAERT K iw R G (16E & THSEHL L

E il syslog.conf WA

. B xSP WIHRE syslog.conf X, BEEMAAHN syslog.conf.jordan, B

HMZ| Files/etc BEH.

Solaris Security Toolkit #f S 3 LA [F] 1) S SR . 0T I A 8 o 4 ) 1B I
AR RRINAEN GRS MBS, DMERY syslog. conf WHEHIF jordan,
Ko A ME— B kBT g, AR, % P HLAE jordan, NI Files/etc
WA RS2 B S 4 syslog. conf . jordan. R, EZIN JASS FILES i SLif
b4, XAUEARE EER . AXRESRMEZER, 120 (Solaris Security
Toolkit 4.2 Reference Manual) .

. BN XSP #RAEH syslog.conf XHARR A, MR TERREIE—NEH T

syslog.conf.

a. E#|8 &7 Solaris Security Toolkit F1#) syslog.conf X, ARBEEHBA
/1 syslog.conf.jordan, BEHEHME| Files/etc HREH.

b. 1821 syslog.conf.jordan KMEEFFE xSP X SYSLOG HIFRME.
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3. IIE /etc/syslog.conf XHBFIFE xsp-firewall-hardening.driver By
JASS FILES EXH.

BONIEOLR, xsp-firewall-hardening.driver W[ JASS FILE & XS WM
R

KR 7-8 B xsp-firewall-hardening.driver ity

JASS FILES="
/etc/dt/config/Xaccess
/etc/init.d/inetsvc
/etc/init.d/nddconfig
/etc/init.d/set-tmp-permissions
/etc/issue
/etc/motd
/etc/notrouter
/etc/rc2.d4/S00set-tmp-permissions
/etc/rc2.d4/S07set-tmp-permissions
/etc/rc2.d4/S70nddconfig
/etc/syslog.conf

KB, PR B E e . OS Mede. He/MUFIaE 22 2 3 O o e e I S H
FEFPHEAT T HIDT e 2 At . ME—igE 704 HaMb i B2 B KBS E A F Solstice
DiskSuite [AFCE K& 2%, BARPTLME JumpStart BoRBAT X LA E, HOBH T4
PJER . %2 Sun BluePrints 455% (JumpStart Technology: Effective Use in the
Solaris Operating Environment) .

gre X SR

YRR e T A B U, WA PR e ) Bl

R >

v ZEER M

1. IRENIZFFITERE ERBIEME, 1HER JumpStart BRiEHREZ L.
EEFPHHPR ok R FEHL T4

ok> boot net - install
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2. MRHIMEIR, BRECNFEFRREZFIM OS.

108

Jo ke DR AUE IR

TRA R G0 2 A RE ) B AT 5500 IR AIE 28 e 4 (3t ) 2 FH R P A I 95 A2 17 1E W38 4T
I, SR S5 I I0AIE 22 A PR G B SO A7 R SEBL T P 7 A 25
IR E R — rUE, FRG S N 2 VI R MU 6 )5 E A ST IR ST, LA

DRAT LIRS I 21 I RE 08 T A 1E LR 7 A ) . AR 2> A PMESS . AR e
SO 2 AR UE Y Ry 5 25 IR D e

=

56 UE T . SC A2 e

FIGYE Solaris Security Toolkit 4 {2 75 IE 6 LA ATl 4R M 20235 7 22 A PR T & S
fF, RO TP BRIAT R A 5 VPl .

S EREBEXH
W SCF 255 E JASS REPOSITORY/jass-install-log. txt i,

S — e H S ST DM 22 LUAHERG PR A Solaris Security Toolkit 3k 8% R 48 st L
fEo X TTERG HIs TR AR, #SRIR XS T EAE R G M B s R —A
B H &S 1B HEBUOX M JASS REPOSITORY H 3 H 1) HiAth S

 EREITETIT SRR REMEE.

HRFEVETAFENELE, ESIE 6 55, AEFIH, fFH%%E T Solaris Security
Toolkit A& AL H KL R4

wmwpl 7-9 VEG LA EEE

# ./jass-execute -a xsp-firewall-secure.driver
[NOTE] Executing driver, xsp-firewall-secure.driver

Solaris Security Toolkit Version: 4.2.0

[...]
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WA EXS Solaris Security Toolkit 3247 #:AE S IER @ BUE A, i Nefl. 817
B AR, AL RS R T R B A — BB B AT R AR A i A T
JASS REPOSITORY H 3¢,

v Uk YRR FR R 55 1) Tl fig

S YR A0 1 95 FR) 56 UE Jo B 35— W s P R — AN B ot ) o et T A P AR 4
R IR AL e R P DA € e AT AT ] HasAT R o I AGXFEAARI AR T H
YU R e 2R ST IR A O AR R B 70 R AT IR . R i ORI 5k 22 A e R
YA LN R Py BIR 55 4R AT LT e

1L MREMBRGEREMZE, RATHREFIERSHMIE, FERAE 2 TR RN
AR 7E (6] -

fBlin, HH truss 4. LhayA0 % 0000 SRR D0 )8 e sl . — FLT i
Jo, BTk 3 5] B BREE 3% [7] 3 Solaris Security Toolkit #44 Fr At i) 58 24

i — WRIEE 23T Solaris Security Toolkit #E N G L[R2 56, 5 ] A35 v (1) 5 6
CIRYS 3 WNEZ ]

2. LLEMMBY AL Check PointFirewall-1 NG 2k, 15 IRER 8188 E2 Solaris
Security Toolkit 3x 4 ET B 1E B 74 J5 24 13X LE 0] &3

3. MRRHEMRLTIRFREY MNENEEXH, ENTLKAFBEENL.
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RIS

AFFE X T Solaris Security Toolkit His K (1) 518 45 5 F1 15 7 BESE 5 3] o

A

ab2
ABI
ARP
ASPPP

BART
BIND
BSD
BSM

CD

AnswerBook?2

Application Binary Interface (W JHF2F #1811
Address Resolution Protocol CHilikA#Hr #pi80)
Asynchronous Point-to-Point Protocol (535 /5% s

Basic Auditing and Reporting Tool (EEZAH HMIH#R & T HD
Berkeley Internet Name Domain (Berkeley Internet 4 #ii%)
Berkeley Software Distribution (Berkeley #F% %)

Basic Security Model (FEA&Zz 4% (Solaris)

compact disc CEBEAEDEAD

111



CD-ROM
CDE
cp(1)

cron(1M)

D

DHCP
DMI
DMTF
DNS

E

EEPROM

FACE
FMRI
FTP

GID
GUl

112

compact disc-ead-only memory (ZER e — HiFfE s
Common Desktop Environment (21 SR

SHNSC A

IRp sy 4P g R i 4

(BFHF FEHIE U0
Desktop Management Interface (S 1H & P DD
Distributed Management Task Force (434U BT 4541)

Dynamic Host Configuration Protocol

Domain Name System (I#4 &%)

electronically erasable programmable read-only memory (1 445 1) v 24 A2
B

Framed Access Command Environment (HEZE3 ] iy 43135
Fault Management Resource Identifier (s 2 2 AR IR

File Transfer Protocol (LR

group identifier (ZARIF)
graphical user interface (& &M/ # i)

Solaris Security Toolkit 4.2 &85/ « 2005 4 7 B



HSFS  High Sierra File System (High Sierra JX{F & %5)
HTTP  HyperText Transfer Protocol GESCAALHTIM

ID identifier (hriRfP)
IETF Internet Engineering Task Force C(Internet T2 E4541)
INETD Internet service daemon (Internet 45 ~F 4 3tF2)
IP  Internet Protocol CInternet #30)
IPF  Internet Protocol Filter (Internet fh3GdIEa%)
ISA instruction set architecture (34K RSEH)

JASS JumpsStart Architecture and Security Scripts (JumpStart {4 454 1 22 4>
A, BAR Solaris Security Toolkit

KDC Kerberos Key Distribution (Kerberos %% %)

LDAP Lightweight Directory Access Protocol (%24 H 3% A Hhs)
1p(1) ATSTEIHLAT S (RZFTENERD

wilk 113



MAN  BERIZ%  (Sun Fire Sk RZERE0 11 M%)

MD5 message-digest 5 algorithm (message-digest 5 &%)
MIP  Mobile Internet Protocol (¥3)) Internet #330)

MSP  midframe service processor (YRR S AL PR ES)

mv(l) BB

N

NFS  Network File System (M43 240
NG Next Generation (T4
NGZ non-global zone CIE4 )X
NIS, NIS+ Network Information Services (M%%{5 EIRS:)
NP  no password (JE#H5)
NSCD name service cache daemon (& HRIR %5 il A7 <7 9 i)

OEM  Original Equipment Manufacturer (Jfl43 & HE 7D
OS Operating System (#{EZRS)

P

PAM  Pluggable Authentication Module (T IR
PDF Portable Document Format (A ## SCR kS )
Perl  Practical Extraction and Report Language (32 $2BUFIHR 1558 &)
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PICL
PPP
PROM

QA

RBAC

rc
rlogin(l)
RFC

RPC

rsh(l)

SA
sc
scp(l)
sccs
SLP
SMA
sMC
SMF
SMS

Platform Information and Control Library CF& & BA¥EHIED
Point-to-Point Protocol (£ X s #pi30)

Point-to-Point Protocol (nJ 4wfe H i fik#e)

quality assurance (JERE#IE)

role-based access control (3T (A FIAFEE D
AT (TSI

TR R i 4

Remote Function Call GZFEIIfERD

Remote Procedure Call G22I A

I shell #74

system administrator (R )

REFHAE (Sun Fire SR R SEMPE RS
Rl Y GRRXHEFER)

Source Code Control System (U5l 2R 48D
Service Location Protocol (fil4% Az bhist)

System Management Agent (RS HACE)
Solaris Management Console (Solaris & {6 4)
Service Management Facility (R4 # T H)

System Management Services (RZEMARS)

SN
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SNMP
SP
SPARC
SPC
SSH
SVM

T

TCP
tftp(l)

ttl

UbP
UFS
ulD

UUCP

VOLD

WBEM

116

Simple Network Management Protocol  (fij f j4 £ 45 B30

service provider (JR-RHER)

Scalable Processor Architecture CnJ {4 i AL PE 2K R S5 4D

SunSoft Print Client (SunSoft $JE1% " HL)
224 Shell (Solaris 9 1 10 OS)
Solaris Volume Manager (Solaris % #14%)

Transmission Control Protocol (&l i)
trivial file transfer program (B SCAHERTERE)
time-to-live (f£AEIT[A])D

User Diagram Protocol (Jf /" B W30
Unix File System (Unix X &%)

user identifier (P FRD

UNIX-to-UNIX Copy (UNIX %} UNIX &)

Volume Management daemon (Volume Management 577 HEFE)

Web-based Enterprise Management (F:T Web AL # )
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R

%e
/usr/bin/1dd 4, 19

A
add_install client 14,76
add_to _manifest Llfig, 59
add-client JI7, 3,76
%41, 93
27, Y\, 29, 79
LA M

Frif, 15

HE, 17

ik, 17
LAY

G, 29

53HT, 16

i, 16

i, =X, 91
ZANE, VY, 28
e ol

Hk, 15
A PR E S

B, %4, 95

FEAR, 81

BN, 29

MEBSZ, 26

I8, 55

IOUFZe%E, %M, 108

LARMEVEAS

AL, 54

P47, 89
e, T, 35
LARMRE

#F, 80

il 80
@ hk, WAL, 29
Lk

AT S5, 27

#/Ar, 27

FrfEfL, 71

ik, 31

nsE RS, 32

&R, %4, 107

H A, 28

PE, 26

WA, ), 95

1 Solaris OS H#h1k, 11

WARG, %4, 93

BAMER, 10

I4IE, 27

ZJEAT I, 89

HEN), 2

Az, 2,71

A3 B4R, 10
TS, 27
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B A H &S, 28

“b BT, i, 61 S, RN, 54
backup_file WFIjfiE, 59 I, B, 23
BSM, 39 i ok
WA, 10 REEM, 62
A, IR, 62 AL, 61
BRI R G54, 16 pnes
PRI, Jrikie 15 PR, 62
(BT, 62 SR IPAT Y, 57
wh 2 1REAT, 60
w2t T, 52
@ﬁ@ﬁm%%*ﬁa TR, 61
it 89 (A B, 57
SR, A, 18 TR T L, 59
Bt T, 62
BRI BAE, 58 [, 58
ORI R 2%, 16 13, 61
GiikuE, B, 40 HAEEAT, i), 64
G, . 40 S o T, 62
e e 17 BT, A%, 64
FidE, BS54 B EIAT, 26 Bl R E S, %41, 95
AREHIEE Bl %61, 101 TERRIGRE, 91
WERY 7L R

N sysidefg ORI, JumpStart #55X, 73

%ﬁ%%d\@%@?éﬂ‘]ﬁéﬁ, 93 Wi % 57, 58
Y5, 58
R, 27
C HiREIE, BN, 37
Check Point Firewall-1 NG, 93 EHOS, P R% %4, 16
clients
M JumpsStart Iz %525k, 77
M JumpStart I§ 252550, 76 D
U - BT, 49
cron il Developer Solaris OS #£4£, SUNWCprog, 75
HHELT, 80 developer.profile, 75
A PRI 577 0, 62 DNS 55, 22
MR TyRE, 28 documentation H3%, 4
WP, 28 driver.init Jff

WE&, 5

Wk, fEIEL=FR4% L, 37 .
dtexec JEFE, 25
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HL 44408 0 L 152, 50
TR IRS, 24
E M H T, 80
s
ZAa T, 80
WS FIZLK, 12
Solaris Security Toolkit, 12
syslog.conf W AF, 106
HEN, 12
AT, 32
11, 44
AT, 45
g 1, A A F AL, 25
Xl AT, 88
SHE T, 15
%15 T H) JumpStart k4558, 73

E
End User Solaris OS #4£, SUNWCuser, 74

end-user.profile, 74
Entire Distribution Solaris OS #£4, SUNWCall, 75
entire-distribution.profile, 75

L IR, 41

F

-£ &I, R, 61

files H3%, 8

finish A4
HMThAE, 59
B, 58

Finish H3%, 9

finish.init X
IKENFEFIFE, 5

FixModes
FixModes.tar.Z X/}, 38
WA, N, 38

FTP
g5, Ja AL, %, 104
BB E, 17

RIHIHE, 21
Jupl, WEESCHE 74
Hikw, R R%ER4, 15
Ui B, PR, 38
Vil 4%, fRY7, 39
BN ZS AL, 5, 15
M4

FRiR, 16

MU T B0 52, 24

E M, 18

RPC, 103

B, HHie, SUEH, 22

PRI, 103

Bk, 16

BARAFRW, #ie, 24
MRS HELE, 22
HR 45 sk, e, 18

G

BRI, 57

B g i g, 27

B g A, 13

BRI S IR IF, 17

TH, wlikm, 41

e
iR, 28
i, 81
v, 16
AN, 37

LR 19

W, 29

Wk, TR, 28

WA 7Y, 88

W REHERR, 16
#4117, 60
REE4, 54

KB AR 26

KA, 1

BRI, HEms i, 17

]
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kI B, 15
Mk 5uE%, Zpl, 93
kI, %k 31

H
JaU1viinl,  ZREHI SR, 40
B AR
SN 7
B, B, 32
E T, 57

J
JASS, 1
JASS DISPLAY HOSTNAME #5hi, 88
JASS DISPLAY SCRIPTNAME AFki, 88
JASS_DISPLAY TIMESTAMP “£i, 88
JASS_HOME_DIR MliZkit, ¥, 36
JASS_LOG_BANNER }§745it, 85, 86
JASS_LOG_ERROR MIi7rit, 86
JASS LOG_FAILURE M¥i4Fi, 86
JASS_LOG_SUCCESS M¥i7ri, 86
JASS LOG_WARNING M ¥i7Fi, 86
JASS_REPOSITORY

fierisAT, 57

K N 2, 60

BN, 57
jass-check-sum F£/7, 3
jass-check-sum fi7 4, 59
jass-execute -a fir%, 90
jass-execute -a ML, 82
jass-execute WAL, 44
jass-execute -u 4,60
jass-manifest.txt X, 57
jass-undo-log.txt Xff, 64
B R (BSM), 39
Henh 4544, 15
BEnligh e 4 1, 18
Feuligity, HE, W), 99
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WG, 22
JumpStart }k %5 4%
EZ FERONVK]
foE HE L, 71
BCF, 541, 98
JumpsStart £7K, 33, 71
JumpStart 82K, SZ3ZFE) OS WA, 71
JumpStart % " Hl
wREE B, %A, 107
AhERE, %1, 101
s, F4, 99
R, fEE, 8
JumpStart Hx,
74, sysidefg H3g, 11
fiFE by sysidcfg SO BN, 73
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