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N A TR P A T O 7 4 YT Solaris Security Toolkit - EA#Y
[Fe fF
B i

G TR SV

@%s;zg — P (Clear-text) 4% i;p Telnet ~ i i firfss & (FTP) riqwﬁ,[,fil
ﬁfﬂ‘cﬁ”gi 1 (SNMPv1) ') 5 B s R BL M|  Solaris Securlty Toolkit fiJ
secure.driver [’@E'Ji/[fﬂ*“f'@ﬁ%ﬁ% ’ [*Ilpd \%TFQIH Jtp Jfl i

¥ — Telnet ¥ FTP qFﬁ% 4 ﬂ III HIIE[F' i/[l Kerberos ?L#;J%#‘%—aﬁb ; ‘%" 1
AL FHREP A #lﬁm etey e

] 2
— R D 30 SRR -

RERESZ® — Solaris Security Toolkit “a’f«’ﬁﬂfl rJ f’al'%ffﬁ' '%ﬁ?ff mHY o Solarls

Security Toolkit fI¥ secure. driver T JFI Jﬁ*HF Fitr 8 4 ( ;é ) Elfl

% » Solaris Security Toolkit ‘E’XPE‘E J%iﬁ& VEIERIES . ﬁ%&"‘” ] |—Solarls Secunty
oolkit 4.2 Reference Manual | °

5

HEYR Solaris Security Toolkit ﬁ’ﬁ%f[ IEI U secure.driver @it Fak Fﬁtﬁﬁl U7 %IFIH
W] o R EIJfEU“ WISV T @ { YA tﬁuﬁ I'EIFl Liliigks

W] S5 RE 0 H T H IR 1P passwd(l) 454 F—ngpﬂ” PR R AR R [ i ‘rlﬁl
H| passwd -f }", Ay e i/[@:EI bﬁrjﬁ/\ passwd(l) fF'[ 'Jil/ [ %‘xﬁmj "Solaris 10 OS
Reference Collection | °
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E'Fﬁﬁfﬂ E’;{TEFI %ﬁf—g}‘upw@rﬁ& H 1E -1\3;“ J ~ ﬁﬂﬁﬁ‘&‘ o Rl > FAk Fﬁ pﬁj\ i3]
B Jl eI 17 ZEVISHPEZ F;,It’Vr%JFIT[ Solaris |'%\ TR %#Eﬁj Sun
BluéePrints OnLine ¥ jﬁj I_erumlzmg the Solaris Operating Env1r0nment for
Security | o J[IFHEHF ] {* Sun Fire ik 1[ U5 = %‘X&J Sun BluePrints 7&L F
%f’[ I Part I: Minimizing Domains for Sun F1re V1280, 6£00 12K, and 15K Systems |
IJ7% TPart II: Minimizing Domains for Sun Fire V1280, 6800, 12K, and 15K
Systems | °
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m ST 18 FI T AR
m B721 f TR
m 922 Fqﬁﬁﬁ,ﬁlﬁﬁj

fifiE — IR T E | ARTHIRL A Solaris 9 [E ik

e A2 U
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Wk 1 — TR PR BT R R T S SRR (R
7] 2-1) -

n 73“&3 2 — L{';‘I% iﬂ,"—?%@ﬁ:[‘}j} f’?iﬂ,"?“[ﬁfjréﬂ 3:;&_1[1\1 ’I/€$§4 (i@?kﬁggﬁf’ﬂ 2-2) o

- 757% 3 — ?%E;JF:%& X F‘EFIJ;E k[ J ,ii}t{jgk Fflig[ﬁﬁﬁ rfi"#’_‘ ?Lﬁﬁﬁ'ﬁffﬂ 2-3) °

Fk 1
RSENCE S ﬁﬁ[rﬁ;}% %@“ /usr/bin/1dd ?ﬁ e

|’7JOD ERA e PRAlfl 78 Ak (DNS) (il S -

st iEn 21 TV Vfdﬁaﬁi AP ey

# 144 /usr/sbin/in.named

libresolv.so.2 => /usr/lib/libresolv.so.2

libsocket.so.l => /usr/lib/libsocket.so.1l

libnsl.so.l => /usr/lib/libnsl.so.1
libc.so.1l => /usr/lib/libc.so.1
libdl.so.1l => /usr/lib/1libdl.so.1l
libmp.so.2 => /usr/lib/libmp.so.2

/usr/platform/SUNW,Ultra-5_10/1ib/libc_psr.so.1l

itk 2

ffli"] /usr/proc/bin/pldd }" (Solaris (B F7 4 8 ~ 9 #1110 M) » FlEh=fY
ﬁgFfF“qi Y

e 2-2 F I PR R R

# pldd 20307

20307: /usr/sbin/in.named
/usr/lib/libresolv.so.2
/usr/lib/libsocket.so.1
/usr/lib/libnsl.so.1
/usr/lib/libc.so.1
/usr/lib/libdl.so.1

/usr/1lib/libmp.so.2
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g 2-2 |10 PR TR YR (R

# pldd 20307
/usr/platform/sundu/lib/libc_psr.so.l
/usr/1lib/dns/dnssafe.so.1

/usr/lib/dns/cylink.so.1

Jitk 3

pldad ¥ %ﬁh Ter |7 *“Elﬁﬁzfﬁ}{ﬁ’il ] “ﬁ[éﬁ& T Bﬁ%?’ﬂﬂﬂf’uIE?E%E'J%?%@%B@%E
S Py F R N Utruss?ﬁ qué 0

EE — 5 IR R Sl R -

2 RIERH 2-3 Fei?:gbﬁ:gy TR A

# truss -f -topen,open64 /usr/sbin/in.named

20357: open("/usr/lib/libresolv.so.2", O_RDONLY) =3
20357: open("/usr/lib/libsocket.so.1l", O_RDONLY) =3
20357: open("/usr/lib/libnsl.so.l1", O_RDONLY) =3
20357: open("/usr/lib/libc.so.1", O_RDONLY) =3
20357: open("/usr/lib/libdl.so.l1", O_RDONLY) =3
20357: open("/usr/lib/libmp.so.2", O_RDONLY) =3
20357: open("/usr/lib/nss_files.so.1", O_RDONLY) =4
20357: open("/usr/lib/nss_files.so.1l", O_RDONLY) =4
20357: open("/usr/lib/dns/dnssafe.so.1", O_RDONLY) =4
20357: open("/usr/lib/dns/cylink.so.1", O_RDONLY) =4
20357: open("/usr/lib/dns/sparcv9/cylink.so.1", O_RDONLY) = 4
*‘ﬁ‘ﬁ}'#’?¢ p1EPEIEEBRIE P (BRI R 2 open) W EVI[RET] R kP
i J[% 8« 008+ AT LTI 260 P s 5 o
);;':"ifiﬂ:ﬁ, PR PEHE > BRI IR AIE S PR RY Solaris [ sk s

1018126408 SUNWcsl

# grep “/usr/lib/dns/cylink.so.l” /var/sadm/install/contents
/usr/lib/dns/cylink.so.1l f none 0755 root bin 63532 24346 \
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%?%Jﬁﬁj‘“‘%;lﬁ [P AR “?ﬁ[ B suUNWes1 (Core ~ Shared Libs) BEERIGT o [FH - 55f
f*

o i ﬁﬁw*m FURRLI T2l & R PR Ao o 2
L= E S

Pl FE A B SRS LT AR o IO AR I g le%ﬂﬁﬂ*@'g'ﬁ]ﬁ
3o PR [ 2R El@l 1 JE‘I&/%E“ BIVIH R 25734 %‘X&J Solaris Security
Toolkit 4.2 Reference Manual e

jEI'F;I}H%EIEH%&’%F\JQQHé@EIJ ’ ﬁ%ﬁl H| truss ?‘F'[VIAJ ’

EE — 457 AT L - S R

e 2-4 2| TR l'*é’ﬁ‘iﬂﬁ Il

# truss -f -topen,open64 /usr/sbin/in.named 2>&1 | \
grep -v "/usr/lib/.*.so.*"

20384: open("/etc/resolv.conf", O_RDONLY) =3
20384: open("/dev/conslog", O_WRONLY) =3
20384: open("/usr/share/lib/zoneinfo/US/Eastern", O_RDONLY) = 4
20384: open("/var/run/syslog_door", O_RDONLY) =4
20384: open("/etc/nsswitch.conf", O_RDONLY) =4
20384: open("/etc/services", O_RDONLY) = 4
20384: open("/etc/protocols", O_RDONLY) =4
20384: open("/etc/named.conf", O_RDONLY) =4
20384: open("named.ca", O_RDONLY) =5
20384: open("named.local", O_RDONLY) =5
20384: open("db.192.168.1", O_RDONLY) =5
20384: open("db.internal.net", O_RDONLY) =5

l%%?7ﬂh’]DNSQB%J@F'fFﬂﬁﬁi”WWU/etc/named.confOﬂmﬁj*@%kﬁj L
77Jﬂ J[Hilil l;ﬂj tﬁ‘ﬁﬁ » FoA Fl - EJ FHJI%E o ]t Flfjﬁt F{ (= ﬁ'ﬂ;’j/ |%<F|LJ:§:LFHE/U F[J s JD@
TRt A L o
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M5 2R

IFHE ] EIJ?F(,& Y RS PR R R J—;E#?WH T35 (meta-services)  [F<4f

I 'f@ﬂfﬁi@ﬂ;ﬁ}ﬁfﬂ :

m [[%m » 7111 - Network Information Services (NIS) ~ NIS+ ! Lightweight
%Hectory Access Protocol (LDAP)

m EE95 0 f1Y: Kerberos 71 LDAP
m YIRS o )1 Remote Procedure Call (RPC) %ﬁﬁ Rl SRR S

Ti—?ﬂ SR I e ~u$|ﬁq}alﬁﬂ*ﬁ;};¢quﬁ Tt | **E'ﬁﬂﬂﬁ”aﬁf
S Kerberos %E[ o AR R A - AL @' P ﬁﬁ
BT (e 0 i = o SR EROAR M

1Y~ pusiEfEL RPC ﬁ%ﬁ%?ﬁ?{%ﬁ > Solaris Security Toolkit fi{ |11V
secure.driver [i' {§:H] RPC 57k [w.’;gﬁp ’J\:az;j;r(ﬂ‘raﬁw@w P
RO S Y - AUEGES Fl%wﬁl ) Hlﬁ“rﬁfy; E ES Ry sr_Er, TR P p SIESETS
T‘ AR AR A IDIN - ol R PEZRL B fﬁ‘ffﬁ%é‘ %& 15
rpcinfo ?‘FI S e B

el 2-5 20| RPC fuss [FE=0

# rpcinfo -p
100000 tcp 111 rpcbind
100000 udp 111 rpcbind
100000 udp 111 rpcbind

3
4
2
100024 1 udp 32777 status
1
1

100024 tcp 32772 status
100133 udp 32777

100133 1 tcp 32772

100021 1 udp 4045 nlockmgr

100021 2 udp 4045 nlockmgr
100021 3 udp 4045 nlockmgr
100021 4 udp 4045 nlockmgr

100021 1 tcp 4045 nlockmgr

Tt YRR El Jete/rpe Tﬁyl}(fl&fcwﬁ, F”F{ FRFES0 LDAP -

FCR T E L ’??f CRLES TR i TR Rl Y < G
pef’ﬂlﬁ [%TEF'J*E*“F?&PJEFE fra FR A -
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I > B rusers f74] © 147 LT £ (i RPC SAjRYRSHEUIRTS « %) RPC 35 tﬁﬁ%f@
f'Tﬂ%ﬂﬁHl » rusers ?‘FI? £ ‘i’ﬁ B o PR “fﬁws‘%“l_}ﬁgf s NN [Jéﬁ?i?*

# rusers -a localhost

localhost: RPC: Rpcbind failure

I'ﬂ? Eﬁpéﬁﬁ PR TS RSAEAE o F1 /ete/init.d/rpe ?9{;6 RPC 37 ki 55
B;jj N %E kﬁ, l—‘,}?i&ﬂ»ﬁj Adfd o

U9 EORTT) - B RPC AR 5[]+ ) 2 rusers T} R vidh
RN K2 PP e AL bR -

R ip 2-6 B rusers Y7

# rusers -a localhost

localhost: RPC: Program not registered
# grep rusers /etc/rpc

rusersd 100002 rusers

# rpcinfo -p | grep rusers

<No output generated>

rp01nfo fF'I T Sf\ﬁ:tP rusers 5 | %ﬁﬁ’%{y;ﬁﬂ 5'5?' ERER R - Lpi@f%
F[fH% /etc/inet/inetd. conf f[Ifr J’§ R R

# grep rusers /etc/inet/inetd.conf

# rusersd/2-3 tli rpc/datagram_v,circuit_v wait root
/usr/lib/netsvc/rusers/rpc.rusersd rpc.rusersd
TR IR PR (%) fF’m rusers JGHSRLALE Y o BUTFR RS > AR ?F{fjﬁé_t

‘J
Fﬁiﬁqu SR ﬁ SIGHUP aw;af, /usr/sbin/inetd H=Y[I ¢

‘# pkill -HUP inetd ‘

fHZE — pkill ?E’, i@ﬁ[“ | Solaris [E £+ 7 [ 10  SFH 9954 > %lﬁl”
K kill -IP’I A s [T ELES R R @f@iﬂ?ﬂﬁ o
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Pi= T2 /e PRRL A 7 RPC o) AL [ fiffitfo 1da 454 -

feakusi 27 2 ERN] RPC PR S U pe ik

# 1dd /usr/lib/netsvc/rusers/rpc.rusersd

libnsl.so.1l => /usr/lib/libnsl.so.1

librpcsve.so.1l => /usr/lib/librpcsve.so. 1l
libc.so.1l => /usr/lib/libc.so.1

libdl.so.1 => /usr/lib/1libdl.so.1

libmp.so.2 => /usr/1lib/libmp.so.2

/usr/platform/SUNW,Ultra-250/1ib/libc_psr.so.1l

librpcsvc.so.liﬁﬁlﬁii » PER R FE o PR S (N RPC SRR IR S -
=" RPC 3pjF R SR ”’J’:E\E'Jiﬂ?“ﬁjﬁ:f}?@ﬂ f*’j*jﬂ&flﬁf k355 > Y[t FTP ~ SNMP
FOAHERAR Ak (NFS) o [0 {2 AL e s e Bhag ERasg TR off > 1) e 2 p P pok
ﬁgl I AR IS © ) WD) netstat ?ﬁﬁﬂ%ﬁ JR//LIL

‘# netstat -a | egrep "ESTABLISHED|TIME WAIT"

P R TR S
# 2-1 9| 'rfﬁl’ffpj EIJE[@%B;’,%‘

localhost.32827 localhost.32828 49152 0 49152 0
ESTABLISHED

localhost.35044 localhost.32784 49152 0 49152 0
ESTABLISHED

localhost.32784 localhost.35044 49152 0 49152 0
ESTABLISHED

localhost.35047 localhost.35046 49152 0 49152 0
ESTABLISHED

localhost.35046 localhost.35047 49152 0 49152 0
ESTABLISHED

filefly.ssh 192.168.0.3.2969 17615 1 50320 0 ESTABLISHED
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I LSRR R L A (R e A R - (R -
ﬂaﬁ*m@“pﬁi%(Hﬁ?ﬁmMsﬁi‘%%¢8~9wu»ﬁm@WM@%w

pflles‘ﬁ'ﬁﬁﬁgufﬁEW[JWFE ?7ﬁﬁiiﬁffﬂéu°

R R (R g e e Bl IR R

# for pid in “ps -aeo pid | grep -v PID ; do
> pfiles ${pid} | egrep "~${pid}:|sockname:"

> done

E[ BT E j{;j» S #”Lﬁ[lﬁ[iﬁﬂj ifl_lil“ /ULI Fsdﬁg.,;i (1sof) ;c*F‘l 1 o
(R &L 1sof "Fﬁ;lﬁﬁ :
ftp://1sof.itap.purdue.edu/pub/tools/unix/lsof/
FFIT BN 1sof T A -

http://www.sunfreeware.com

Lsof f7 4 AT AR 0= | 1 AR 368 o 1O > o 218 A a3l T3
35047 > i I -

st 2-9 2 F AR O R pOAE

# ./lsof -i | grep 35047

ttsession 600 root 9u IPv4 0x3000b4d47e8 0tl TCP
localhost:35047->1ocalhost:35046 (ESTABLISHED)

dtexec 5614 root 9u IPv4 0x3000b4d59e8 0t0 TCP
localhost:35046->1ocalhost:35047 (ESTABLISHED)

lsof fi Jﬁ?q'gﬁq #4 35047 [-H]F" dtexec H! ttsession AV RIJfVEF o

IFUFI lsof M= G, oy H*F:FI I E“y,ﬁiﬂj’l‘ﬂk_—r;‘lﬁ nNais JH/}F‘EFIJ%#C*I/;FEII’#[& gz%lﬁ,'ﬁi—r—
ﬁﬁ\/“[ﬁ RS o SRR ?I:%I[ [ cEEl F”?ﬂf' FIfH] 1sof iﬁﬂﬁuj [ﬂp,gli}zﬁq °

HRE — o ARt S (LD PR Bl g
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[ | /var/adm/messages
B /var/adm/sulog

m /var/log/syslog
m /var/cron/log
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# ./jass-execute -h

usage:
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apply this Toolkit to a system, using the syntax:
jass-execute [-r root_directory -p os_version ]
[ -9 | -o output_file ] [ -m e-mail_address ]
[ -V [3]4] 1 [ -d ] driver

undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -f | -k 1 [ -g | -o output_file ]
[ -m e-mail_address ] [ -V [3]4] ]

audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] 1 [ -g | -0 output_file ]
[ -m e-mail_address ]

remove saved files from a previous run of the Toolkit:
jass-execute -c [ -g | -0 output_file ]
[ -m e-mail_address ] [ -V [3]4] ]

display the history of Toolkit applications on a system:
jass-execute -H

display the last application of the Toolkit on a system:
jass-execute -1

display this help message:
jass-execute -h
jass-execute -7

display version information for this program:
jass-execute -v
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1. $ifT secure.driver (BEAEMBHAEFRE - Hlu :

sunfire_15k_sc-secure.driver) {I'F :
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# ./jass-execute -d secure.driver

[NOTE] The following prompt can be disabled by setting
JASS_NOVICE_USER to O.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

46

Host address:
MAC address:
0S version:
Date:

Are you sure that you want to continue? (YES/NO) [NO]
Y

[NOTE] Executing driver, secure.driver
secure.driver:Driver started

Solaris Security Toolkit Version: 4.2.0

Node name: ufudu

Zone name: global

Host ID: 8085816e

10.8.31.115

8:0:20:85:81:6e

5.10

Tue Jul 5 16:28:24 EST 2005
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# jass-execute -a driver [ -V [0-4] 1 [ -q | -o output-file ]
[ -m email-address 1]
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Executing

Choice (

# bin/jass-execute -c

Please select Solaris Security Toolkit runs to clean:

1. July 15, 2005 at 11:41:02 (/var/opt/SUNWjass/run/20050715114102)
2. July 15, 2005 at 11:44:03 (/var/opt/SUNWjass/run/20050715114403)
‘q’ to exit)? 2

[NOTE] Cleaning previous run from /var/opt/SUNWjass/run/20050715114403

clean.driver: Driver started.

Toolkit Version: 4.2.0

Node name: sstzone

Zone name: sstzone

Host ID: 80cb346c

Host address: 10.8.28.45

MAC address: 8:0:20:cb:34:6¢C

driver, clean.driver
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0S version: 5.10
Date: Fri Jul 15 11:44:58 PDT 2005

clean.driver: Performing CLEANUP of /var/opt/SUNWjass/run/20050715114403.

clean.driver: Driver finished.

[SUMMARY] Results Summary for CLEAN run of clean.driver
[SUMMARY] The run completed with a total of 1 script run.
[SUMMARY] There were Failures in 0 Scripts

[SUMMARY] There were Errors in 0 Scripts

[SUMMARY] There were Warnings in 0 Scripts

[SUMMARY] There was a Note in 1 Script

[SUMMARY] Notes Scripts listed in:

/var/opt/SUNWjass/run/20050715114403/jass-clean-script-notes. txt

Hin BIPEE T
jass-execute fiV -h ZIFEHA FIPRVEL - FRAFE P EERVRT S o

-h f’éj‘gjj/ﬁ?y e r“ﬁ‘i} ENT

fesisdnl 3-5 ~h E i A

# ./jass-execute -h
To apply this Toolkit to a system, using the syntax:
jass-execute [-r root_directory -p os_version ]
[ -g | -0 output_file ] [ -m e-mail_address ]
[ -V [3]4] 1 [ -4 1 driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -£ | -k 1 [ -g | -o output_file ]
[ -m e-mail_address ] [ -V [3]4] ]

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -0 output_file ]
[ -m e-mail_address ]

To remove saved files from a previous run of the Toolkit:
jass-execute -c [ -g | -o output_file ]
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Festusigl 3-6 ~h R ()
[ m e-mail_address ] [ -V [3]4] ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -?

To display version information for this program:
jass-execute -v

Note that just the driver name should be specified when using the
'—-d’ or ’'-a’ options. A path need not be specified as the script
is assumed to exist in the Drivers directory.

The ’'-u’ undo option is mutually exclusive with the '-d’ and '-a’
options. The default undo behavior is to ask the user what to do if
a file to be restored has been modified as the checksum is
incorrect.

The -u option can be combined with the '-k’, ’'-b’, or '-f’ to
override the default interactive behavior. The use of one of these
options is required when run in quiet mode ('-gq’).

The ’'-k’ option can be used to always keep the current file and
backup if checksum is incorrect. The ‘b’ can be used to backup the
current file and restore original if the checksum is incorrect.
The 'f’ option will always overwrite the original if the checksum
is incorrect, without saving the modified original.

R
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BI3E THk - WRRBTRENKEE 49
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# ./jass-execute -d secure.driver

[...]

[NOTE] Executing driver, secure.driver

Solaris Security Toolkit Version: 4.2.0

Node name: ufudu

Zone name: global

Host ID: 8085816e

Host address: 10.8.31.115

MAC address: 8:0:20:85:81:6e

0S version: 5.10

Date: Tue Jul 5 16:28:24 EST 2005

ey [T SN S EE T
A IR R
-m e-mail_address ;EFIHL{H [5 FAFVT S EIEE 0 Solaris Security Toolkit s fﬁ T [
B *ﬁffz B gq (AL R 2 ﬁlfh*i‘"‘ﬁ‘ﬂ Iy kL A Flﬁ HE
f932: > I'J % Solaris Secur1ty TOOlklt ﬁj?ﬁ'&* s Api:—é‘y s A A EU I Y SR

Solaris Security Toolkit % ,&Ip'ﬁuﬁ AR E RS P
sunfire_15k_sc-config.driver JE= 72 [Jﬁ? T

# ./jass-execute -m root -4 sunfire_15k_sc-config.driver

[...1]

R
-H f_«gl?ﬂlﬂ #|E Solaris Security Toolkit p’j’ﬁﬁ‘ R L (N TPy A N FEETEf f&%ﬁiﬂ ° Tﬁﬁ
;Q_ R > T Ji#m?”%&f e e
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# ./jass-execute -H
Note: This information is only applicable for applications of
the Solaris Security Toolkit starting with version 0.3.

The following is a listing of the applications of the Solaris
Security Toolkit on this system.This list is provided in
reverse chronological order:

1. June 31, 2004 at 12:20:19 (20040631122019) (UNDONE)
2. June 31, 2004 at 12:10:29 (20040631121029)
3. June 31, 2004 at 12:04:15 (20040631120415)

lj&“%}ﬁ“ Solaris Security Toolkit m’ﬁ%ﬁn T3 - V[ERURL .

Ei’T$§M1gl}£?q§

~1ETFLA AR T Jig&ﬁru lF;‘!f CH SR e o
-1 ECEHH T pqﬁﬁ.ﬁtl', :

restasiop) 3-8 -1 SR AT

# ./jass-execute -1

Note:This information is only applicable for applications of
the Solaris Security Toolkit starting with version 4.2.0.

The last application of the Solaris Security Toolkit was:

1. June 31, 2005 at 12:20:19 (20040631122019) (UNDONE)

i 32

-o output_file EIEI# jass-execute £ _Jﬁﬁ?tl,—:ﬁgii output_file - [ '] 4%
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s 3-9 —o ZE I JLIr S|

# ./jass-execute -o /var/tmp/root/jass-output.txt -d secure.driver
[NOTE] Executing driver, secure.driver
[NOTE] Recording output to /var/tmp/root/jass-output.txt

?%#ﬁtﬁiﬁ
-q §F{| “$h v HARH] ) Solaris Security Toolkit ﬁ?‘H’.fU e F' o
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-o LY g = e A
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# ./jass-execute -g -d secure.driver
[NOTE] Executing driver, secure.driver
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# jass-execute -u [ -b | -f | -k ] [ -q | -o output_file ]
[ -m e-mail_address 1 [ -V [3|4] ]
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ik Plf%l’ﬁﬂi SR E AT AR R I (S o MR 5 F X Solaris Security Toolkit ﬁ?ﬂrﬁ

ES j{;ﬁ[ U 1[ ["ﬁ\ g}% , I:IJ}“'“F& $"f ‘FEE;J ;”iﬁ{;l&;”ﬁﬁfl J?Fé ;i IKQ [F=1 /][ F“Aﬁﬁ;j?\ F[

EA*J*' élwﬁ‘li@ﬁl?ﬁ{%l‘ﬁé{lﬁﬁf EaLL 'ﬂgﬁggj SV LE FF*QL‘%[FIJJ]EEI(%LE ﬁ SR . ,ﬁ F‘

[“3E S iEE S~ W jass-manifest.txt ff{% -

EL ffi*'] Solaris Security Toolkit ﬁf}ﬁ‘ﬁ §F """ Ak Tuf\_ JumpStart F,wg,ﬁ E 1y

57



58

fiizE — Solaris Security Toolkit fi & FUIF= R R E HIHIE (manifest file) f[1F)
THE T pUARRR .

i‘ﬁl'ﬁ(%@_ﬁq T Solaris Security Toolkit ¥ [ & % ™ ¥ ¥+ JASS_ REPOSITORY fY
TR - P i AR G ORRR SR - H IM%*\I SRLE P DT SRS

»JE’,FI %xﬁdﬂ\ SR FL )Hy@ﬁ[ pﬁr‘ﬁy\l 55 gﬁﬁr”ﬁllﬁ\ﬁﬂ‘f,gl I/ ﬁ?’ :

m )61l Frfﬁjpjp,gu

m 2Y6L T L,FIJ

m Y62 fI T EE

N RE rﬂg{ % | E JASS_SAVE_BACKUP @yt user.init ffi% &
FuEL 0 @ RLEIH - fﬂ— BRI R0 7 - P2 BT 58 F1 AL
EIEIJ%‘:‘J@J °

Hi Solaris Security Toolkit IV = Pl FLE ﬁ'ﬁf‘iﬂ YRR ARG R o fEI By
ASS_REPOSITORY Ef%ﬁifllfﬁﬂ % : jass-undo-log.txt ¥ reverse-
jass-manifest.txt o V% » hﬂﬁtﬁ jass-execute -u {f"l 4 Eﬁ BRIV

P IFIRETU o R T LR

AR R AR RE T

ffi"'] Solaris Security Toolkit ﬁ’?ﬁ'ﬁu FUTfE » i “[K;Lﬁ?[jb:ﬁ?ljzj« :

m & Solaris Security Toolkit 454 0.3 Z[| 4.2 {1 » [&Tfi" &F3#PEF FY JumpStart frggwﬂtt_[yf’l
FYSET P BVRUTRE o (ERL ISR FURS ﬁ'&n (URAP1 o JumpStart R
IE[FI 'r%irﬁ[ﬁjjﬂ °

m ¥ 024 Solaris Security Toolkit [[IASE T ff B[S F - kL B L= iy
JumpStart 470 » BECIEAHRH] o @ JASS_SAVE BAC&UP xgm 0+ gt il
LESNES RIS

m R HEEREL e

WP LSS R A A ﬁﬁw “fli¥'| Solaris Security Toolkit #ﬁé TPRC o [0
A N RVRE A A A o [’EI add_to_manifest IPREHTUIFILIE d Wgr,;j(' o F'
Hl > Solarls ecurity Toolkit % I3 i} IEF Ir AL o

m AN E’ﬁT%@éElc'f JASS_REPOSITORY [ 44 |fyp* FL (Gl o F{[f_ il
PIBURUPRER f e FLE’Q}EJ ﬁﬁu-iﬁ ARG o
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Solaris Security Toolkit ZffEHfH ﬁgﬂ i %’yﬁfbﬁﬂ SR T o R o LS
Solaris Security Toolkit i IEUF Jags *ﬁ*ﬁig\% Fuaigl [r, Eﬂj-:ﬁ Sl Hﬂgz” | (e
PPLF‘I R JE"_{EJ

I TR U I RL IR e 2 L?ﬁir A I
EIPE A B ﬁﬁmiﬁf%w%w CAYFUPR AU R PO 4 s -
B o) Lot o S e “r@ﬁ%lﬂfuﬁ' A ’r’éﬁﬁ'ﬁ%ﬁ'ﬁ' E

Fel 2V HH DI {0 ™ S 11%*“?51(?! JEYEH qf 7=l T Solaris Securlty Toolkit 4.2 Reference
Manual ; © ff{i" }EF’*‘%}F ﬁiﬁﬂ?[g‘\fl* AP A € 0 UIESBROE T 2
HURRT AR -

FESESR Y o IR SR IR - S b
] €85 add_to_manifest iU ﬁz B e F' I B8 [ = BRI | 2 0 TG
il AP \“WﬂWI*ﬁﬁﬁﬂﬁﬁrﬂwPLﬂ‘Hﬁ ErEy
Solaris Security Toolkit ff&i¥ ?[]EI e %Z’[i‘ fﬁjf[l%lﬂ FJ [SAEp T HP AT AL Sun pkg
P:“Fué/%fﬁf’\ aj [ ik 77‘15#?[51? A (S F[F%f_’ﬁlﬁiﬁ YPp P g
P‘EF d»ﬁ‘if% apt FlJvﬁ%ﬂg‘ ’r}ﬂ

A A iLE b#ﬁ ¥k add_to_manifest fy[ér Solarls Security Toolkit “a’j’ﬁﬁ‘jfﬂqﬂ
RIS b LA 3 ) B RIS S 7

 [a % IEJ PR Elclyﬁﬁm%gﬁ filiusi [0 > Solaris Security Toolkit i fl= f¥-
HBFL=IRE (B R o PP TR ERUR S IR T VR = VR

Pl (B TRL AR R T V) o i S ’Fljﬁﬂ%’??]?ﬂﬂr‘é:;t > Solaris Security

Toolkltﬁ?ﬂ%ﬁ?‘ly I (] ?{ e ]S /usr/bin/cp f’l TEERY IR (B

FL7t Solaris Security Toolkit %ii?" ALERIE 39 6 ﬁl}%[ﬁ[ B IR éolarls Securlty

Toolkit £ fE15 lgzﬁlﬁﬂ = [EFE ﬁ?ﬂffgiiw | backup_file fFXNA"

e [t ep PR R pLA Jﬁpﬁguﬁﬁ [fi™] JASS_SUFFIX &

ﬁ st - ]ﬁ(g?ff?€‘§ﬁ|J ZHET > $57 Solaris Security Toolkit ﬁj?ﬂ“'?ﬁ% (&
15 b Sk ot

o E ¥ Jw?‘ﬁ‘ﬁﬁﬁ‘@ BRUIPRS M jass-check- sumjf?]
i
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e o =g T A o
;ﬁ%g\[ ﬁF T PJE[ SR R
HEIR Jass-execute -u fF’r?J i E’lglﬁﬁ‘ﬁg‘l é’Fi (=38 i ﬁ??ﬁe’fglﬁﬁlﬂi“}ﬁmﬁﬁﬁi' »{EE
Eﬁfii%ﬁéﬁfﬂfﬁlaj jass-check-sum fﬁﬂﬁ[@“ﬁ?ﬁlﬁi’iﬁ?ﬁdfjﬂ ISR
LF%;}?;F [ [&m! JASS_REPOSTITORY | RV R T 3= 7 HAi 1A e Jfr*g’;igk'p@
i i

RFYU 1 S0 RO T ST SR SR RL R © 2 S g
Y R S G T S S i nElEES

HEPHE -
Pkl ] -

Festis i 4-1 = FR ISR oy

# ./jass-check-sum

File Name Saved CkSum Current CkSum
/etc/inet/inetd.con 1643619259:6883 2801102257:6879
/etc/logadm.conf 2362963540:1042 640364414:1071
/etc/default/inetd 3677377803:719 2078997873:720

JaT RS (R T O (R S s

R

N Q’Tﬁﬁf}_ jass-execute -u }Eﬁ“%fﬁ SRS ER |1?ﬁﬁli§|i?ﬁﬁ ey

R — RORATCERUECPES IR ~c~ ~d~ —a~ b -1 % ~HE0 - S F R
2O G LR o SRR b -k iy - £ 3

jass-execute -u ff 5 hLEVT BURUE S OEIET 3 - l”’:igf? “FT FIFDEERLE 1 Vo = i
(= fi

S A T

(=P gL Rl ) Solaris Security Toolkit i & 52 ZH i
Rres LI"F'T%'T‘LE—{%m SJIECFI— s

Lo T [ R TRV (3 (380 =R ) MR ey 3 B R o

2. WEFHRFORR > ANEpE U URR -

3. il H (I = RIS OB ([ R R 1 [ B RO,
4. g [N R (G {52 VR ) AR s Sl D E VPR
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5. F A FTRFTIOMR > RO -
6. 755 “‘é’pﬁfﬂﬁﬁi = [ pURIESPVRIER (P = vRlE ) I [t R Rl -

I #  CABRE R R TS ARG
B () ~ B (-10) SR (-5)

41 NS SRR (D R PO 4 - UV RS (RO R PR
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% a1 [ H RURU g 4 o )

B I

® B 3 F 900 500 5 L R L RSO o Ep R U U

-f %ILJiﬁ AR e s Rl Wgﬁﬁwﬂ W@&%Hﬁiﬁi%ﬁ@ﬁ$if
FlR I o

-k (PR ITE | E O {320 v [T R AR

-m Lﬁ?}[',j r%a FS;F‘*

-0 Jg”ﬁ—l}m

-q &kkﬁw$ﬁlﬂfoﬁmﬁﬂ%ﬁﬂ$ LB T T
JASS_REPOSITORY/Jjass-undo-log. txt

-V }J’[QE,J’FLJQ. ‘F” PR o

i) Py

—b SR mEI BGOSR RTE | T FRISTORR o SR [ B g R
= I/Frjﬁurglj\ rJu %'l 15 gﬂk‘“ﬁﬁlclyﬁ e [Ep \Efﬂ[ﬂl@guﬁ[;ﬁbﬁg DIt YR
EI*J%J‘W Bl o F AR IFU PFLECE by o =N AL

/etc/motd.BACKUP.JASS_SUFFIX
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- £ R I ;ir’r_#,;ﬂi@g (38 R PO T S RE el o AR T 9 R T
B *fﬁ,cw ARG SRR E AR F J’{’Wl?’r’éi:iﬁllw“?fﬁl#ﬁﬁ o SHRL o [
Vi [ “f“*JEIc'TxH’r*é&lﬂi RURUELS u&Elc'ig‘?‘i A
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et — eIl (HPRIEAE % o {07 ] Jass-check-sum ff iy FEIATE b f7 4T
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B
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nﬁ~1ﬁriﬂjpl‘J%§vE|iul e[l J;ﬁlﬂl*ﬁﬁ, L E }“sr]gu °

ST 3 LI + (IO ML R R R 9 e
TR P
il remove-unneeded-accounts. fin il jHA A o PR ;fg,,lx;fclsr_,—ﬁﬁu
/etc/passwd ¥ /etc/shadow ffi% - ¥ IEI” rig}il' 3B “?ﬂl NEES “*Elclwfﬁ% )
/etc/shadow %} 'J?F"*Mﬁﬁga Solaris Secunty Toolk1t BT EJ[;ﬁjﬁiijfFﬁ 0
AdPRL o I IR T IREECE . A /etce/passwd ﬁs%‘ifﬁ! [FIVECT Rz o
/etc/shadow #i% i) [E‘s #ET 'JFUJI/:“ Gk E

e
-0 Jcomplete/path/tofoutput_file 32 [IEI1#! jass-execute 7 iﬁﬁﬁ“f[ =R output_file o

H*ﬁ“ ISP (R T JASS_REPOSTTORY | IEAfIVGIEE [FH] o [Pt ISP 7] ﬁ}?}f
]\g,quﬂf[ﬁ.ﬁﬁu_ﬁﬁﬁji ﬁ BiE| "] > FUPEL Solaris Security Toolkit #f ;Eﬁ %’7 EAEIS S|
ﬁﬂﬁJL[r

%’:'\?—L‘ELEETTLL[[I %—'_EA
BRE — TS TR (SR b -k £ R

-q ZHI[E 1 Solaris Security Toolkit ﬁj’fﬁ‘“ﬁ,lﬁ TRk *_ﬁ 'l o PSSRSO
JASS_REPOSITORY |ISAIURIGRIE [E0) - 2 o EFAI ﬁ'ﬁ s ek Sl
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F It 3] E

-m e-mail_address 32 TE% Solaris Security Toolkit ‘p’f&’ﬁ%} EEEFWSE = pfjﬁ'j¢ =
[ [

I
B SRR o P IS SRD P B P S i 9 P

-3

Spt N -1
TE\{J_F:L T ?I‘jEEI ol

| PRI i % {4 Solaris Security Toolkit 3 [ 7R iU RITRL 4RI - ¥,
(SRR 58 1 R S 30 I Py LR R e

FIp > g~ i=E, féiéﬁ%&ﬁ%lfmﬁﬁ%‘ﬂ[l Solaris Volume Manager (SVM) ! 7] » %EE#L
=N szw [ f

1 BRI -
2. F FIF R -

?ﬁ‘ifﬁﬁ "Solaris Security Toolkit 4.2 Reference Manual ; 50411
Customizing Drivers | » I'|ZViH E'IF:{TEEE*J*E?C R TR

3. i JAss_svcs_ENABLEEEiigi@g??ﬁ‘ PSR Py SVM s

fﬁﬁfﬁ;ﬁ " Solaris Security Toolkit 4.2 Reference Manual ; 57 7 #ify
JASS_SVCS_ENABLE , » I'|ZVIHji*] JASS_SVCS_ENABLE [iUf:

4. FIHIT[HT o

4 IO (5 % 0 (T BIRIRISOR T - SRS PO (5 AL
G T - 5 58 1 TR,

®LUEL Solaris Security Toolkit & =
P y

- fii oy e BT B SRR

SJ*EEL%I‘EJ/HJEI iy 2 EPTIIARS 2 il T U R 2 = ) 2R
THIINE -

. REBEFH jass-execute —u {4 IR -

ﬁ%?ifﬁaﬁﬁ‘? 60 FI T UM EVRCT RS

- E‘I?'F’ﬁ\ @?Eifﬁlaj jass-execute -u ?Frﬁ °
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3. BRI A sk (H R LE 1T A AR HE —u 3¥2H - H JASS_HOME_DIR/bin i Af54:

# ./jass-execute -u

Solaris Security Toolkit Ji{ #/# 1514 7" JASS_REPOSITORY [T /7 A I['Tf% 3]
Jﬂgfj [""‘{E_ff’;FILJfY;q & /%ng Tﬁiﬁ_i‘ﬁlﬁﬁ}ij\ =) F[‘ VIR g i %,hs,i’F[El:fP =2
i FI’F‘JEH’}E = 7]‘ » F £1Fb jass-undo-log. txt fiR riﬁ”(ﬁgffﬁ[ifﬁniﬁrjﬁl
o F' MEkST 2ul “'Wﬁﬁ*‘ » PRIPSSEL R ,E{ B SIS RRS o SRR
L[I Iiﬁ?L[rEJg‘v‘ﬁ‘J

Festig g 4-2 RO H RS e e

# ./jass-execute -u

[NOTE] Executing driver, undo.driver
Please select a JASS run to restore through:
1. January 24, 2003 at 13:57:27
(/var/opt/SUNWjass/run/20030124135727)
2. January 24, 2003 at 13:44:18
(/var/opt/SUNWjass/run/20030124134418)
3. January 24, 2003 at 13:42:45
(/var/opt/SUNWjass/run/20030124134245)
4. January 24, 2003 at 12:57:30
(/var/opt/SUNWjass/run/20030124125730)

Choice? (‘g’ to exit)?

ATIFLT o BLSRLDM(VRCY O30 {5 17 o SIS S [ R RS - 3R
[T AEU (ORI L < ST (T RLIR T (32 5
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4.t AR ORE SR S E ST o AR IR A B IR -

ST ETE EAUCEED > Solaris Security Toolkit ﬁﬁ\’ﬁﬂ}[éj’ PULLI:ICH o=y /\F‘/ A EE R
(o SUERL o SRURUED S AR MR el o TR T fﬂmﬁi’ﬁﬁﬁ%ﬁ%ﬁg# X
BEAVZETED o 5] PR AR | 0 F SSRGS 30 undo run DFTFI ALIEGE = T o
SREFEEE T 2 AURIEY 5 5 BN 3 ARy

R [HTS) 4-3 B A LFUR S TR T

festisd 4-3 RUGCE 2 [HE U R E PO s b e ity

undo.driver: Performing UNDO of
//var/opt/SUNWjass/run/20050715145837.

undo.driver: Undoing Finish Script: update-cron-allow.fin

[NOTE] Undoing operation COPY.

cp -p /etc/cron.d/cron.allow.JASS.20050715145906
/etc/cron.d/cron.allow

rm -f /etc/cron.d/cron.allow.JASS.20050715145906

[NOTE] Removing a Solaris Security Toolkit-created file.
rm -f /etc/cron.d/cron.allow

[...1

4 #5171 > Solaris Security Toolkit p’@g@@ HIR e T w%ﬁggﬁ (U Ol
K o SR O RS | [ (5 AR I B 4] I R (et R
PR - T R i 2 Y .
[N Solaris Security Toolkit [ 1 a8 [ 1) s Ui R fEdobg gy 7570 > R .’»;Fef
L E G SR E S Rl PR L
[ Solaris Security Toolkit ﬁﬁ?ﬁ%ﬂ 15 4 JASS. REPOSITORY Flggﬁsgj %Fﬂﬁ,ﬁi
el B BV TS UVt Solaris Security Toolkit ﬁnﬁgrﬁﬁa RV

a. A W (ST R Ay

b. 2 RO MK 1127 ] FT A PO SR

c. Sl B AR AR 2V 1 e =

5. FHiRIFUEIFR I GRILE R R P - G A rh— {8 -

!
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s — Sduw%wMy%dhﬁﬁ?ﬁY\ ﬂﬁwﬁi%%ﬁﬁ‘ fﬁ%ﬂﬁf
[N R e EL AR AR vﬁl’_ﬁ'iiﬁlﬂfl ﬁ{ﬁ

R S B B -

rsAmsiap 4-4 BURUE O T

undo.driver: Undoing Finish Script:enable-process-accounting.fin

[NOTE] Undoing operation COPY.

[WARN] Checksum of current file does not match the saved value.
[WARN] filename = /var/spool/cron/crontabs/adm

[WARN] current = db27341e3elf0f27d371d2el3e6fd7ce

[WARN] a7f95face84325cddc23ec66d59374b0

saved

Select your course of action:

1. Backup - Save the current file, BEFORE restoring original.
2. Keep - Keep the current file, making NO changes.

3. Force - Ignore manual changes, and OVERWRITE current file.

NOTE:The following additional options are applied to this and ALL
subsequent files:

4. ALWAYS Backup.

5. ALWAYS Keep.

6. ALWAYS Force.

Enter 1, 2, 3, 4, 5, or 6:
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HIIH SRR 1 (T R

restsiiag 4-5 Bl RUVIRTE R ) D)2 ppofa s ]
Enter 1, 2, 3, 4, 5, or 6: 1

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname.[interface]
files as well as crontab files in /var/spool/cron/crontabs.

[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/adm.

[NOTE] File to be backed up is from an undo operation.
[NOTE] Copying /var/spool/cron/crontabs/adm to
/var/spool/cron/crontabs/adm.BACKUP.JASS.20050715151817

cp -p /var/spool/cron/crontabs.JASS/adm.JASS.20050715151719
/var/spool/cron/crontabs/adm

rm -f /var/spool/cron/crontabs.JASS/adm.JASS.20050715151719

[NOTE] Undoing operation COPY.
cp -p /var/spool/cron/crontabs.JASS/root.JASS.20050715151717
/var/spool/cron/crontabs/root
rm -f /var/spool/cron/crontabs.JASS/root.JASS.20050715151717

[NOTE] Undoing operation MAKE DIRECTORY.
rmdir /var/spool/cron/crontabs.JASS

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc3.d/S22acct

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc0.d/K22acct
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YRS 40 BT S -

resRE R 4-6 B RUMRITRT & Sl D& T e

Enter 1, 2, 3, 4, 5, or 6: 4
[NOTE] Always do BACKUP selected. Overriding JASS_UNDO_TYPE with
BACKUP.

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname. [interface]
files as well as crontab files in /var/spool/cron/crontabs.

[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/adm.

[NOTE] File to be backed up is from an undo operation.
[NOTE] Copying /var/spool/cron/crontabs/adm to
/var/spool/cron/crontabs/adm.BACKUP.JASS.20050715152126

cp -p /var/spool/cron/crontabs.JASS/adm.JASS.20050715151953
/var/spool/cron/crontabs/adm

rm -f /var/spool/cron/crontabs.JASS/adm.JASS.20050715151953

[NOTE] Undoing operation COPY.

[WARN] Checksum of current file does not match the saved value.
[WARN] filename = /var/spool/cron/crontabs/root

[WARN] current = 74laf2la62ea77a9e7abebbal4855aa76

[WARN] saved = bcfl80£f45c65ceff3bf61012cb2b4982

[WARN] Creating backup copies of some files may cause unintended
effects.

[WARN] This is particularly true of /etc/hostname. [interface]
files as well as crontab files in /var/spool/cron/crontabs.
[NOTE] BACKUP specified, creating backup copy of
/var/spool/cron/crontabs/root.

[NOTE] File to be backed up is from an undo operation.

[NOTE] Copying /var/spool/cron/crontabs/root to
/var/spool/cron/crontabs/root .BACKUP.JASS.20050715152127

cp -p /var/spool/cron/crontabs.JASS/root.JASS.20050715151951
/var/spool/cron/crontabs/root

rm -f /var/spool/cron/crontabs.JASS/root.JASS.20050715151951

[NOTE] Undoing operation MAKE DIRECTORY.
rmdir /var/spool/cron/crontabs.JASS

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc3.d/S22acct

[NOTE] Undoing operation SYMBOLIC LINK.
rm -f /etc/rc0.d/K22acct
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Wt [ﬂj IF%H lgl—rfga rj_T\4 TIFU}L‘{J‘F“ °

PridE — I pl > WER SRR T T A (R
/etc/.login.BACKUP.JASS. 20050715151817 BBy D
/etc/.login ey tpl F'F'IE’I H‘F[J%E}jo

- HEREZ AT R -

- AR o SRR -
SRS TR RRRL I » ST [ Solaris (= Ak IfE % $5 -

1¥E — 7t Solaris Security Toolkit 4% JumpStart #51=% = %" 1 root ¥ »J o g
WA YRR > root G [l IO IR - A T ki TR
'%ﬁF,W fi' 5 root lRET o T [ iﬁﬁmﬁ FLUER %ﬁc'r%“ ] passwd 1) :F’I»L i

root ¥iv - Solaris Security Toolkit 4.2 i il £ v K S IS ER BT 1 24 EL o
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BN ﬁ ]umpStart %z}‘”

EN F',#,_gﬂ B A el “@' ]umpStart f ,qw frueyF@t o IJffli"] Solaris Security Toolkit fif
? JumpStart ﬁ 7 Sun A -| ﬁiﬁz@tu Solaris [E = ﬁ%%@&}‘ﬁjﬂ B HEERET T ]
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Solaris Security Toolkit JumpStart {5135 JumpStart % % EI Solaris = e
2 1 [%’;[JHFJ M| o JumpStart $fEEE1R = FIES[™ Solaris {F2f E58 K R 4 AE - FHH
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ATk o
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FREHIT 2R

m Y72 FPL' JumpStart {5 ¥ = B0
m 74 gl |El ]umpStart %‘4—?{"5@?
m 276! F%@;W”ﬁff'w 5

FFE
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72

fisll JumpStart ff]1f#5 =~ B

o e ]umpStart %ii?‘l —Léﬁé Solarls Security Toolkit J¥Fi4* /opt/SUNWjass (7f A
pkg i) = JumpStart [IGEESL A U] - SR IS JumpStart (il o
/jumpstart ° ’5 FRYIF{EH > JASS_HOME_DIR 5% I JumpStart 'f' J@ PNPUALE T8 o

YI:F,I é{*[@%ﬁ%‘?ﬁ 5#0E. JumpStart %570 &' 37 9 JumpStart %i*?ﬁp =] -
fol B F[ Solaris Security Toolkit [fii"f{i= JumpStart #l?f% b I3=§,l N it R o

El?lfgﬂ JumpStart =t

44 Solaris Security Toolkit JF45F230F JumpStart Al 23 HIHR H % -

Solarls Securlty Toolkit fi' 47 JASS_REPOSITORY ° IP‘FWEH Kb /Jumpstart » Y
| -

# pwd
/opt/SUNWJjass
# pkgadd -R /jumpstart -d . SUNWjass

—~ J& 43 > Solaris Security Toolkit ﬁ'«?ﬁ’?ﬂd/ 4E7% JumpStart 'f' RN
SI_CONFIG_DIR H’IF—Jﬁ i %’7,5_ JASS_HOME_DIR °

- FHIEPET Solaris 2.5.1 SR sysidefg fEREMEMEN - MEEEME

JASS_HOME_DIR/Sysidcfg/Solaris_2.5.1 H#kp -

T 7] Solaris 2.5.1 = 25K JASS_HOME_DIR/Sysidcfg/Solaris_Z 5.1
Y sysidcfg MR ANRERH LR ] - FURELIF4S 4 9 Solaris &3 2 ST_CONFIG_DIR
sysidcfg iR ZE+ FIUEAFIPOR R o ford it IFopif; H Solaris 2.5.1 {E3 =5 » Solaris
Security Toolkltﬁ‘ﬁ%} SI_CONFIG_DIR/sysidc g’ Qe iF S
JASS_HOME DIR/Sy51dcfg/Solarls_2 5.1/sysidcfg Tﬁ&:ﬂl

. FIH %3554 JASS. HOME_DIR/Drivers/user.init.SAMPLE 3

JASS_HOME_DIR/Drivers/user.init :

# pwd
/jumpstart/opt/SUNWjass/Drivers
# cp user.init.SAMPLE user.init
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4. ZZ[]%,@:?‘ET JumpStart 2285 Solaris Security Toolkit ZS2E R 2088 28 H R

o VBB ESSRHCEME user. init #EPEEMN JASS_ PACKAGE_MOUNT
Hek - a0

# cp /path/to/SUNWjass.pkg JASS_HOME_DIR/Packages

. HIBERZEE (multihomed) JumpStart AR 2FAYEE - 558
JASS_ PACKAGE_MOUNT ¢ JASS_ PATCH_MOUNT 33 il Y8 H &4 B 1F Y IR 1%
JASS_HOME_DIR/Patches J JASS_HOME_DIR/Packages H$f °

. EIREEZHE Solaris Security Toolkit #R#&/» SI_CONFIG_DIR F-HEk > 1l
SI_CONFIG_DIR/path/to/JASS » RIEZEMA TSR user.init FEZEK :

if [ -z "${JASS_HOME_DIR}" ]; then
if [ "${JASS_STANDALONE}" = 0 ]; then
JASS_HOME_DIR="${SI_CONFIG_DIR}/path/to/JASS"
fi
fi
export JASS_HOME_DIR

SEFEE T Solaris Security Toolkit EeEhfE . (FIANTHER secure.driver) o
m ¥ hardening.driver » config.driver [[19[[IiAVA Ao L2 - E'[%E

17 Drivers/secure.driver "% % rules ffi% -

m GG E A A %Fﬁﬁﬂﬂw&ﬁ&i PINEA TR Y ﬁﬁ*ﬁéﬂ " Solaris

Secunty Toolkit 4.2 Reference Manual ?IID“FT fl1p9 T Customizing Drivers | > I']

TV H A SRR O J;F»j .

FEE — Y)2R19¥ Solaris Security Toolkit fi{ [ | [FI‘J%E’T o BIFRIE Tr}*p‘ﬂ%fﬂ"
Z[| Solaris Security Toolkit i . #ril =AY 1 > 55 & L?Hﬁ&i gl JE FE

 ESREEIIRL S - BEIERER rules HIZUHH -
VR 5

hostname imbulu - Profiles/core.profile Drivers/secure-abc.driver

ol bR Solaris 42 T SE LT JumpStart UL - B ORI -
. H&fEF Solaris Security Toolkit K #EATEE{ILY sysidcfg B ERKHHL JumpStart
M P48 > EEErMmrEa -
E EUT’T sysidcfg iR - ¥ JumpStart {8 5% % =1 L LAl E Sibl! ﬁ 1
[[

7o

5T MEREH JumpStart fllgds 73




74

HP sk s 4 QTFIIFP’T?JEF'%'*CWJ%E [P TS5 Solaris [ AU R TR
umpStart 45+ 4 SEEFHI T 1] IBO (RO T (K R -

[ '] JumpStart ﬁ%’i‘%—_ﬁﬁﬁ'& 7+

JumpStart ZERET A LIRS JumpStart #0 [f1H [FUAii g o E‘TF;IEIUQ‘}EE'JE[Q%%‘C'T‘&?{
{“J"Fﬁﬁ*ﬁib‘: Sun BluePrints ¥ {f " JumpStart Technology: Effec’!ive Use in the Solaris
Operating Environment ; o

7] JumpStart T & YU R * i pOfSIfomi- 4 - et 2l
UL R (U %Tgl) FLAAFIY o

FEBIB » R 1SR (50 - T RIS U > FUPRL Solaris Security
Toolfdt gﬁ’ﬁgﬁlﬁp* ﬁ%@}ﬁ [EpYE lr::fﬁg( .

%] JumpStart f%’-i—_ﬁs £% Solaris Security Toolkit i #["| F’%]F[fjﬁ’n,’i :
core.profile

end-user.profile

developer.profile

entire-distribution.profile

oem.profile

minimal-SunFire_Domain*.profile

I A RS A -

J B HHHEHEN

core.profile

M= JumpStart ZE4H ¢ D5 | [ Solaris (= £ F & (SUNWCreq)  [# ’J}‘F',’ﬂ‘cﬁtﬁf%
5E%; ’F’é[[J ?N?ﬁ root %5153 ??’UEIE P32 E) S P o

end-user.profile

I JumpStart f%qcﬁ'r’ﬁ{ EE T~ BT H Solaris (B K E & (SUNWCuser) I') W
AR ST [T T Solaris (F3K 4k S SEMGE. < IAI/ 91 » RS M
AL ) root ¥ L iU ??UE °
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developer.profile

= JumpStart A iz%f e Solaris = €3 ,;2;\ (SUNWCprog) I') ¥ £}
F- jﬁ'%{*ﬁ]ﬁ[g? J Hlﬁ SOlans == EST-S+3 A EE f core.profile El"J'ﬁ‘—'
=X F&fﬁ' Solaris | SR e o W \_;;.%7% ﬁf‘ |'£_E[J £ root B L FAPURERR ) i[]

entire-distribution.profile

= JumpStart %4—?{“55 i%{ r#&ﬁgm 3% Solaris (B =ik | # & (suNwCall) - Z/D[F[Jiﬂ
fap J%Lﬁg ) ;\A':'Emjj rl[J ”fl root LR AR [JE.':

oem.profile

= JumpStart ZEAHE D4 T OEM Solaris {F§ 55k | # & (SUNWCXall) o = & &

rﬁﬁzﬁﬁjimﬂj-ﬁﬁ’¢¢%ﬁhomdﬁﬁﬂﬁﬁﬁ

minimal-SunFire_Domain*.profile

Rl

fifat — 75 Solaris (B3 A4S 4 8 A1 9 pu-fik Hh = ﬁﬁf?’{gﬁg °

Fi ’?"‘ YR A A5 Sun BluePrints OnLine ¥ {ff - AR L M Minimizing Domains
for Sun PFlre V1280, 12K, and 15K Systems ; - || JumpStart F%"”Lﬁ”’ﬂ”‘ﬂ/ Fir =Ry
DRI

W minimal-SunFire_Domain-Apps-Solaris8.profile

minimal-SunFire_Domain-Apps-Solaris9.profile
minimal-SunFire_Domain-NoX-Solaris8.profile
minimal-SunFire_Domain-NoX-Solaris9.profile
minimal-SunFire_Domain-X-Solaris8.profile
minimal-SunFire_Domain-X-Solaris9.profile

5 EUEREE JumpStart {6k
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BT LR P 1

add-client Al rm-client AdFfiiRLH] 1[')@[ iR 'E"ﬂ RS fr i "] JumpStart
F PR 5 [ﬁ”u LRSI R | FIE SE o AP JASS_HOME_DIR/bin |81 -
JumpStart 5= Hl}{ﬁ]’ Solaris Security Toolkit EE;#J*E‘“ Jp 7 JumpStart If' Y rules
(EXRSTR

SRR L2 J%ﬁ?ﬂ’cl&'t 0] JumpStart 5= - ﬁ%féfﬁijfﬁ 72 F1 FEIEIEI' JumpStart ['ﬁj
%f'brﬁi Ll
%4 SPARC JL#EE7E - add-client f5 4 ']JH 5 JumpStart ]+ [‘r*ﬂyf' 'l Solaris

Security Toolkit 5 ’?ﬁjT gyt o I?ﬁf’, T kLIE JumpStart server 5 o

=i x86/x64 =ik > E 3==E,I I E"L (3 (DHCP) 2| * [‘FI‘T" SR Solaris
(F5E) ﬁ%?ﬂr’?}rﬁqﬂ 5] ad(l:{ install_ cllent A o

add-client AR

El ]umpStart f ﬂﬁé" * ol f [T I‘“*' ) ?ﬁlgﬁ "= Solaris Security Toolkit fi{#i[*|
FIRA A o plﬂféﬂaﬂﬁf A E IL'){ FUPE Y JumpStart 3 15« 552 RY
Sun BluePrints ¥ {f T JumpStart Technology: Effectlve Use in the Solaris Operating
Environment | > ']V ’rﬁ? Fﬂf,{ JumpStart $% f5IEH o

add-client A ffikl— {&f add_install_client T*F'], IJEIUQ%?[* » WD
yere

add-client ?F“,ﬁ ViR

# add-client -c client =i server -m client-class -o client-OS -s sysidcfg

% 5-1 FfH add-client #F’, TRVE j";ﬁ;} 1

# 5-1 JumpStart add-client ?‘F', "&j

BH i

-c client JumpStart 7| ,r i i 77 e = S E

-h|-2 B M EEYF e gﬁﬂﬁ“'iﬂ PUEERRI ] o P Py

-1 server lumpStart “J* i F 1 IR A RS ST Y = &% €% JumpStart i A
Eie $32F 4 F Ly F“@ﬂ ESEER: TN F' i pug?ﬂ

-m client-class ]TmpStart E I‘F‘ SRS S FE ] -i»pwffﬁyk Yl uname -m }F?J Elflﬁﬁu??JHVfF‘,
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# 5-1 JumpStart add-client #F""&J (&)

B B

-o client-OS Solaris [=f \"ﬁﬁ A5t Fl §* JASS_HOME_DIR/OS [ VIR » 470
VEEEM g o F R BV o KB JASS_HOME_DIR/OS [
AR So[iarls |4 ¥ ﬁp J/ﬁj: EH .

-s sysidcfg Sl I*Ef%ﬂﬂ”' 98 7 £ 0 ] [ R TR 1
sy51dcfg % [*‘E'FPFI%? ) [F‘d@j%}“

JASS_HOME_DIR/Sysidcfg/Solaris_version/ [l1&™ » “fiEpLIE AT

=Y —o BRIV iy Solaris-version o ij[lf,ijE
& £ > " 171 JASS_HOME_DIR El%ﬁlwpﬂg @ ¢
* sysidcfg iR PUsE & €78 o

v PR RV - R P

- [
i o Rﬁ?a%

FIHErp JumpStart HJx JFF E[0 J’EF%P LAY engl » [P T EETRI)

# /opt/SUNWjass/bin/add-client -c engl -m sundu
Selecting default operating system, Solaris_ver.
Selecting default system interface, IP_address.
cleaning up preexisting install client "engl"
removing engl from bootparams

updating /etc/bootparams

A" Solaris 9 [# =5k (12/03) = -s sysidcfg 3% Fl‘r@,' J[l JumpStart F|*
JumpStart fﬁjﬁ?f%&' jumpservel » [SF I

JFF engl =

# /opt/SUNWjass/bin/add-client -c engl -i jumpservel -m sundu -o
Solaris_9 2003-12 -s Hosts/alpha

cleaning up preexisting install client "engl"

removing engl from bootparams

updating /etc/bootparams

rm-client AR

R El JumpStart |"] AR AR FFERE R I’FF ffi*'] Solaris Security Toolkit ﬁ’ﬁ"ﬁ' [ | 7

Al o N PIRETR ?‘F’ T E S (R RBIVIE Y JumpStart $ 75

“Jf‘

lJumpStart Technology: ffectlve Use in the Solaris Operating Environment ; » I'] 2V

HE| F%f;& JumpStart $ U o

rm-client FAffifl— (i rm_install_client f’ E“N%fﬁ}[?“ » 22 gdd-client

S (F

B3 ES ] - rm-client [-c] client

5T MEREH JumpStart fllgds 77




> client £l JumpStart H| I#J'F, HRATO B £ o

% 5-2 FH rm- cllenth', S isr‘ﬁw]}i

# 5-2 JumpStart rm-client }Eﬂ

I S

-c client JumpStart 2|+ F 73BN S E R .

-h[-2 RN PENA P Tgﬁﬂ,@iﬂ PN o CPSE P

- L[L‘Q:E =t F[fﬂ-{!gqﬁ ?};?J. R IEIE?:EI fjf‘[
EIFElE— {6 5% engl pY JumpStart #| »FRIE)N Y rm-client 74 ik

# ./rm-client -c engl
removing engl from bootparams
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A HiBUN(E ™) Solaris Security TOOlklt Ay (B wakpud 2 %@FI + i fowy
34;‘[[?:@’17 o é%_,i N’ ,arﬁ*ﬂlﬁjﬂ FILJ% %‘Lf ° A:j'j]‘/\'u[jf’z[ IEIJ_F—-JE ’ ,igF” [/ HIJf
[T R R 2 4 -

PREE — A e PR - RRLRL M e B PR AL S 2 A
Solaris Security Toolkit ﬁj’ﬁg@%‘i [?fﬂ%. AU g [~ R o ,'ﬁE‘JJ F B A AC
I I 2 AN A T P AT R A = R

A =

St 2 R lﬁ?‘jwﬁw " Fm B E l?ﬁzf o AE [ 2 [ R AR
&) RUNELET (7 255 BH r ﬁizﬁr E&Eﬂj B I T Wy
L = puRYRh %xD‘JE‘TZ‘; A3

Solaris Securlty Toolkit f# FIEh [~k » Bl L"'f*’ﬁ o %Lﬁq AE TRV s
Ry A 2

PHEE — [%Jijj;t@ﬁn PESIBy gi [E[n jass-execute -a fF', a0 p B NE] e
JumpStart G HEVIREIH] o
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£HF|EI YRR R 2R - < S EI‘*J (191 + 323 a cron = [y rc AHAH) ¥

Jp g [l B0 2 iz 5 AV ¥ Solaris Security Toolklt g HFE
fr‘Z}:E’[ 71 (Jass-execute -a driver-name) 2| FARAYL = RIS  [IEEY %ﬁrg; T
’—E;yﬁ[ j}':{JtrJu o

%2 = fif— 7 [iﬁ}ﬁ; phuu—j, Iébﬁﬁﬂj;[%{]ip ”L[El“ 5 ]
EHJ‘? ’:JH«F\/ ]["F - h \UAIFD ??{J[[“ Eﬁ%ﬂﬁ mini-scan (JSEHEPORE)
) PR R A = H" Fl(“rqﬂ SPURERY) o [pV E IR strri;’“ N ERRE T
F'ﬂ*ﬁ*“n&f *ﬁ%ﬁ (7 Ry F% e 4 7f)

folndt = I SRR P 25 iﬁﬁ}ﬂ’ﬁ fjf;,[pnm (o F| SRR BIHpIES » IR
.&[Lafyﬁ 5 E"B'flt?” RN ~iﬁ¥§%‘*ﬂ@| (entropy) {7 F'FHWJP‘/'%%EJEIE'%EI
Y ERD 3 IE pﬂgf Lﬁrguﬁﬁrﬂ lﬂﬁag[ﬁ@@ (R A e T
%%Ji}ﬁi'_-%ﬁfj P= EE"}@;JJ

s HORERD Y 9o A PSR BN H PSRRI A -
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i VR 2

FIESR N [ “Afé@%"igﬁl (™ Z RIPAGTE = 0 R o 2 PR 2 P o B > ) S
ﬂ*ﬁ[l[—uj IS Fﬁ—“ﬁ%‘l el I[ E~l _]C_T ﬁ%rﬁj_}fﬁa J}i—l{rj‘; y A[/[”'—“L J:plﬁd’ IFﬁF”}L{J&F“ 17;'/ , j[rl—-gjgli
for o TVl NIRRT ORI 2 A - "

R
Eﬁigﬁ%ﬁ
gif%‘ffﬁ?ﬂﬁ AR 2 i S #‘rgﬁ[fwﬁﬁuﬁw 2 9 ARl [ ﬂ&f% f

F ﬁ{l,ﬁ[ J]E#j[‘l: "ﬂ{/[[ [3H H Elﬂ B i?‘jj@ Elﬁ*#ljﬁbﬁfﬁ‘ "Jﬂﬁ*k*}»[é( JI:I x;{é‘?-pl
3\ Rt ;gﬁuﬁj S %‘ﬁ,#ﬁ;ﬁﬁ

{‘FP[N IFUH :ﬁﬁrﬂjﬁﬁbﬁﬁﬁjiﬂgﬁ ﬁhﬁ ILILEVEI_‘T E:_ I;]rj;,ﬁjﬁ‘“j[: o hf;g/\[l—d[?ﬂﬁ»

PRI 78 i« ARG g A i A Tﬁl L
EIEWFIE:J,:r* [‘pﬁ o ;‘zﬁmr SREA - jFuL aF”“_ﬁ;ﬁl‘l:J IJFFP‘EW@ FJL
s fitd % Solaris Securlty oolk1t§'«g§%‘ FIELHBE

Ejﬁflﬁl“ :g;e:@@ﬂ “;{éﬁu{i gj‘_r-ﬂﬁﬁ‘/:é:{‘?'!‘ ﬁtﬁu%&‘ﬁﬁﬂbi@ﬁ Fif o ’glfmﬂ@?;ﬂu

E@El*ﬁﬁﬂb - ’r’éﬁﬁi fibfmﬁ% FJ ] %ﬁ}vﬂffﬁﬁ » Solaris Securlty

Toolkit ﬁf{fﬂj T EE *Jﬂip‘rﬁ TH R ﬁﬁﬁgﬁ il AR EE I7J‘[/]:l E 6N

%‘*Eu’“ €55 abcc nj-secure.driver |J" LFI Jﬁlﬁ”ﬁ*ﬁg“k o c[J?[ ﬁ;;g
LA N T abcc-nj-install-foo. fin - %{nafu %E,lﬁ"f - [ﬁ@ EJ

ﬁ’l"ﬁ& abcc-nj-install-foo.aud - [filfaty - [,Lfimiﬁﬁﬁﬁﬁ it i{FI
S SR A A

L
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IJ | ?ﬁﬁzﬁ ’FI#TT Solaris Security Toolkit ﬁ”iﬁ‘ﬂe#ﬂqﬁ A J?[ﬁ@‘, FYTIRRLE ) R
o tﬁ;f‘n—~ R Iﬁﬁé}ﬂ Nl :}%ﬁ,ﬁéﬁ i o (PR J;:LF‘P]J%EH ;ﬁg,,%[ IW REpY
l*“ ) il User run f#f%; &Iﬂgﬁﬁfl&[’dﬁﬁ e IR JTE%F)[H e

FHe e

fel g L TR~ PRI R S AR o R %#M "Solaris Security
i

Toolkit 4.2 Reference Manual | -

ULEREN -3*@%9?‘@" ffi Solaris Security Toolkit 4 fY (S f.; F‘ﬁﬁ@@ﬁ\/
ﬁg?twf T i Lo O — oL h A

M PSSR Jﬁﬂ SERRERS A T ﬁ@[f‘ﬁﬁ AL . -[/]:I%\IL P
Bkl (- £in) AT (. B S it o o (R PR
DAL &8 f/;r

j F[ﬁ”:ﬁ? %

RIS R s 28] (o T 2 el - Rvi R e 2
&j‘dg‘ Jj’fr}ﬁ)‘lzﬁl"

Solarls Security Toolkit 5 /7 [*] & & 7 [flfi94 2 I*%Lﬁ'r (i LRRRER ¢ 1l
s = b D e B - |
sk’ 2 T A S R rm’ﬁ"&gjﬁ LT [“““WIF'EJ?E L g TIPSR Ty éﬁ“

[M]=" secure.driver AmEH]d = TR ELfEA] -

L% Solaris Security Toolkit ﬁﬁ'\’%fﬁl MIH S 'FEJE' R IR AR iﬁﬁlﬂl
2 A - ) BRI A S AR B R TR
A YT T 2 L

2 J%ii?‘iﬁ%ﬁlg&g A= ?Lﬁ"ﬁﬁt Fl&fﬁﬁﬁ - (iAo rSolans Security
Toolkit 4.2 Reference Manual | I F IEIH, %L@E YRS | o B HH
t(JL ]E[ Jﬁ‘&"#%llfj/ [ﬁ*ﬁ IFI J—jg [i‘}{"&'ﬁ" |-|J ]ﬂ:*r‘rF[‘[E FWE& JJI:HI]—HP{FUIE%%{ET

“ﬂw T L Mt grpamante e s S g s

j F?‘jt', Telnet iﬁ%&g— E’UI'—“ AR ] ” Telnet A Kerberos [Bf&5 7 [I'%

2% Telnet £L9%
F R

l
=

P
i T,Flb}iﬁfu%@ﬂ} el
¢ﬁ%ﬁﬁ~%mﬂ@vHﬂ ?bﬂﬁﬂﬂﬁnwﬁ$ (LRI

m 282 I T T**—*F'J
m 5785 R AL
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m DY 88 FI T A EE - R TR é&%‘ il

A AR T U 3 R Y

# jass-execute -a driver [ -V [0-4]] [ -aq | -o output_file 1 [ -m e-mail_address ]

Hi#h o Solaris Security Toolkit {if T‘Zf’l B0 R 3 6-1 FIIERS I AYEE o
y |7 s f =

s o1 U

I EoA)

-a driver e \__ﬁﬁigl%’i, F%}Lﬁ.,ﬁl:’f

-m e-mail_address ER | ﬁ[ 4,#;;”, EFI,:A A b oo

-o output_file £ Solaris Security Toolkit = il i AR £72 -

-q FERFUB BTG T OHT P - R

JASS_REPOSITORY/ °

-V verbosity_level }J‘[\_Hﬂ}g_,.vﬁu SEPFE A (0-4) o

FQI?V@EJFTJ jass-execute -a }JF’[ ] I F'Jp,g[ﬁj}?’ﬂag* %I‘ BT ﬁ’,Q‘T:
m ST82 T P
5783 FI T ﬁﬁ]inﬂjipl_*FJJ
2y 84 I p%i“’,ﬁsiﬁk E
57 84 Fl F"'éuglfifgu
7785 Fl F—’E'yx_fglj

5 S R

jass-execute fiV -h ZIFEHA FIPIFVEL - FRAHE EERVR S o
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s 6-1 —h 2 IEI JLI' T

# ./jass-execute -h

To apply this Toolkit to a system, using the syntax:
jass-execute [-r root_directory -p os_version ]
[ -g | -o output_file ] [ -m e-mail_address ]
[ -V [3]4] 1 [ -4 1 driver

To undo a previous application of the Toolkit from a system:
jass-execute -u [ -b | -£f | -k 1 [ -g | -o output_file ]
[ -m e-mail_address ] [ -V [3]4]

To audit a system against a pre-defined profile:
jass-execute -a driver [ -V [0-4] ] [ -g | -o output_file ]
[ -m e-mail_address ]

To display the history of Toolkit applications on a system:
jass-execute -H

To display the last application of the Toolkit on a system:
jass-execute -1

To display this help message:
jass-execute -h
jass-execute -7

To display version information for this program:
jass-execute -v

(GRS IR L 21

-m email-address IR H HiFh = 5 £ > Solaris Security Toolkit fif J@E' N ?
Bl - - AP PR B b ST EQUES S LA I

Solaris Security Toolkit ; j&ﬂ%ﬁ ﬁ[ﬁ[’ip MR- PL[ sunfire_15k_sc-
config.driver JEZ="% Uﬁ?”'

# ./jass-execute -m root -a sunfire_15k_sc-config.driver
[...]

B6nE FERCRML N
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i R

-0 output-file EFEIFrEY| jass-execute HT FI‘J”%IﬁFL[ =~ [ % output-file -
= Elfﬂ%*” “t JASS_REPOSTTORY [ ISIURISAMILE| (2 7357 I i?fﬂ R T
- ’F s ,]1.; FEH]‘J[ET{' FIRIED  PER#S Solaris Security Toolkit f A B Jﬁ?‘

E;E"TE I:I EJJ?&‘ -d~ -u ‘FI& —a ¥ /Flﬂi[ EJT[E[FI °
o EIRV i S A
R EH 6-2 —o i (]

# ./jass-execute -o jass-output.txt -a secure.driver
[NOTE] Executing driver, secure.driver

[NOTE] Recording output to jass-output.txt
#

i R

—q R }H FJ == I Solaris Security Toolkit ﬁ?ﬁﬁfﬂﬁﬁﬁ?‘ /ﬁieA | (stdio) TFF|

oo

ﬁ Itm\f“ JASS_REPOSITORY [ IHfIVGIEARINZE| Ffﬁi”sf“J o I —o EIEIN]
% WAl 5 Solaris Securiyt Toolkit ﬁif’?é‘ cron _ [‘EEJJ% [?ﬁl E|RIED -

R -
-q 1_,;[ I/#?Ll A== Nl FTL FEIT)
fakusipl 6-3 ~q ZECFIfEL AT

# ./jass-execute -q -a secure.driver
[NOTE] Executing driver, secure.driver
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JASS_LOG_ERROR [ERR] = E}(;}ifﬂﬁgg{% [AGEL RN %J_m 0 HIT @ Fﬁ
A ﬁFﬁﬂaJ.Fl
JASS_LOG_FAILURE  [FAIL] F;%i%llﬂ;jg {i&!ﬁ*ﬁtﬁ”%ﬁ R 0 JI
A =L o
JASS_LOG_NOTICE [NOTE] Z&&%{ZjWFEF J]E]ﬂ;T O%HE?%J@ O,Emjxﬁfi
¢4I Eo
JASS_LOG_SUCCESS  [PASS] s g Ugirmgx SPRETE LT - TE',F%’{L_‘;T@,
0 HIT¥ F}:ir‘f JRHEL
JASS_LOG_SUMMARY [ SUMMARY ] [?%ﬁiﬂﬁﬁ%l% FJ Fl JFFIT o %ll?%‘;% 0> EIHTS%H
= I E o
JASS_LOG_WARNING  [WARN] xgﬁmmj (FELOBEA. o F ST, 0 E"”Tﬁi&r
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# JASS_LOG_FAILURE=1

# export JASS_LOG_FAILURE

# JASS_LOG_BANNER=0

# JASS_LOG_ERROR=0

# JASS_LOG_NOTICE=0

# JASS_LOG_SUCCESS=0

# JASS_LOG_SUMMARY=0

# JASS_ LOG_WARNING=0

# export JASS_LOG_BANNER JASS_LOG_ERROR

# export JASS_LOG_NOTICE JASS_LOG_SUCCESS

# export JASS_LOG_WARNING

# bin/jass-execute -a abc.driver -V2

update-at-deny [FAIL] User adm is not listed in /etc/cron.d/at.deny.
update-at-deny [FATIL] User zz999999 is not listed in /etc/cron.d/at.deny.
update-at-deny [FATIL] User gdm is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User lp is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User nobody4 is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User root is not listed in /etc/cron.d/at.deny.
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update-at-deny [FAIL] User smmsp is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User sys is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User uucp is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] User webservd is not listed in /etc/cron.d/at.deny.
update-at-deny [FAIL] Script Total: 10 Errors

update-inetd-conf [FAIL] Service svc:/network/telnet:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/ftp:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/finger:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/login:rlogin was enabled.

update-inetd-conf [FAIL] Service svc:/network/shell:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/login:eklogin was enabled.

update-inetd-conf [FAIL] Service svc:/network/login:klogin was enabled.
update-inetd-conf [FAIL] Service svc:/network/shell:kshell was enabled.
update-inetd-conf [FAIL] Service svc:/application/font/stfsloader:default was
enabled.

update-inetd-conf [FAIL] Service svc:/network/security/ktkt_warn:default was
enabled.

update-inetd-conf [FAIL] Service svc:/network/rpc/smserver:default was
enabled.

update-inetd-conf [FAIL] Service svc:/network/rpc/rstat:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/rpc/rusers:default was enabled.
update-inetd-conf [FAIL] Service svc:/network/nfs/rquota:default was enabled.

update-inetd-conf [FAIL] Service svc:/network/rpc/gss:default was enabled.
update-inetd-conf [FAIL] Service 100235 is enabled in /etc/inet/inetd.conf.
update-inetd-conf [FAIL] Service 100083 is enabled in /etc/inet/inetd.conf.
update-inetd-conf [FAIL] Service 100068 is enabled in /etc/inet/inetd.conf.
update-inetd-conf [FAIL] Script Total: 18 Errors

abc.driver [FAIL] Driver Total: 28 Errors
abc.driver [FAIL] Grand Total: 28 Errors
#
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ﬁ;pJETIr qlalﬁﬂglﬁql%pgl I/F.J o PR RRUEE
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# JASS_DISPLAY TIMESTAMP=1

# JASS_DISPLAY SCRIPTNAME=0

# export JASS_DISPLAY TIMESTAMP JASS DISPLAY SCRIPTNAME

# bin/jass-execute -a abc.driver -V2

20050716132908 [FAIL] User adm is not listed in /etc/cron.d/at.deny.
20050716132908 [PASS] User bin is listed in /etc/cron.d/at.deny.
20050716132908 [FAIL] User zz999999 is not listed in /etc/cron.d/at.deny.

20050716132908 [FAIL] Script Total: 18 Errors

20050716132908 [FAIL] Driver Total: 28 Errors

20050716132908 [FAIL] Grand Total: 28 Errors

20050716132908 [SUMMARY] Results Summary for AUDIT run of dan.driver
20050716132908 [SUMMARY] The run completed with a total of 2 scripts run.
20050716132908 [SUMMARY] There were Failures in 2 Scripts
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20050716132908 [SUMMARY] There were Errors in 0 Scripts
20050716132908 [SUMMARY] There were Warnings in 0 Scripts
20050716132908 [SUMMARY] There was a Note in 1 Script
20050716132908 [SUMMARY] Failure Scripts listed in:
/var/opt/SUNWjass/run/20050716132908/jass-script-failures. txt
20050716132908 [SUMMARY] Notes Scripts listed in:
/var/opt/SUNWjass/run/20050716132908/jass-script-notes.txt

#
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> secure.driver °
m R P S S O
'ﬂﬂﬂ’secure.dr1verf&abccorp—secure.drlvero
IR IR A 1 OB 0
securlty drivers s = Fjﬁ‘/ ISolaris Security Toolkit 4.2 Reference Manual |
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. #Hiu%EI’JS‘B%ﬁ%%u&!&ﬁ%ﬁnﬁ?“%ﬂiﬁ?tH °

BT TS EO -

. WA jass-execute -a {47 - KR ER N AMRDUR BAREEEEE0E -

E&

LR abc—secure.driver“ﬁhﬁﬁﬂﬁﬂJﬁﬁﬁJ°

R 6-6 FiT %ﬁﬁﬁﬁﬂ 1 ]

# ./jass-execute -a abc-secure.driver
[NOTE] Executing driver, abc-secure.driver

abc-secure.driver: Audit script: enable-rfcl948.aud

W
# RFC 1948 Sequence Number Generation

#

# Rationale for Verification Check:

#

# The purpose of this script is to verify that the system is

# configured and is in fact using RFC 1948 for its TCP sequence

# number generation algorithm (unique-per-connection ID). This is
# configured by setting the 'TCP_STRONG_ISS' parameter to '2' in
# the /etc/default/inetinit file.

#

# Determination of Compliance:

#

[...]

[PASS] TCP_STRONG_ISS is set to '2' in /etc/default/inetinit.
[PASS] System is running with tcp_strong_iss=2.

# The following is the vulnerability total for this audit script.
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[PASS] Audit Check Total : 0 Error(s)

# The following is the vulnerability total for this driver profile.

[PASS] Driver Total : 0 Error(s)

abc-secure.driver: Driver finished.

# The following is the vulnerability grand total for this run.

[PASS] Grand Total : 0 Error(s)
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# add_patch 108434-10
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%[l Solaris [F2 2k & AERGE

SUNWter — #SHisrH

SUNWadmc — Tqﬁwm TS L?

SUNWadmfw — -5k 1[ﬁ5’ mmﬂ

SUNW1ibC ¥ SUNWlibCx — Check PointNG EF [Ad=t ﬁ)’rﬁle’

]
]
]
L | R O g

cluster SUNWCreqg

package SUNWter add
package SUNW1ibC add
package SUNW1ibCx add
package SUNWadmc add
package SUNWadmfw add

sy — Ei?ﬁ[ﬁi{igpft‘ﬂf/\i lﬁii%‘ MIJ ’ 71‘[«@%{44 ﬁ%lﬁiﬁt IFJFVI' F[ JFIE' > EI Y 'ﬂ%i:ﬁlf”
FrJ R B ER s

[ ot l*%ﬁ‘ [ HET R ] > 95T 108 B rff[fﬁlﬁk AR Pfrﬁ;g
.ﬂ%i:ﬁ’\f”ﬁ[ Jﬁ.ﬁ‘(ﬁgﬂ H F;I[‘lil,clst‘ *' J‘ 3=F2,[ s ISEI@"L%& %IH%EE_F-JE 71%, 1E’|
=R -

- I A A E AP R T I SR AR R - 07—l minimize-firewall. fin A

i o

Solaris Security Toolkit 4.2 & #i}5F « 20054 7 H



E‘E'}El ]umpStart R e I,F.J

¢§T1§Wmﬂf%fhmmsmﬁlﬁBﬁk”' BB = R T -
ST FTJ “ JumpStart i @F' | Solaris Security Toolklt gt Jip“E EuAl %”Fﬁj
JY5

ELESIN S

m 2799 [ r?ﬁﬁﬁl@%ﬁ

m 27101 FI TR R

YRR

BTN G IERLRERG - N G T R ORI o A
g ol Fﬁﬁ L G E‘, '“IE'IEL?*%&N%:?W*"J&# LT rﬁ Py
(> i HLSE O e RS L TR -

i B A
- BCEER JumpStart falfik 2% s8R

ﬁ%‘xrﬂ‘ﬁS f"UV{gF—jE[#F"W o

. ffil add-client 8 RFHEH PR JumpStart AR -

FEmgtia 7-1 FrETH | i8R = JumpStart {53

# pwd

/jumpstart

# bin/add-client -c¢ jordan -o Solaris_8_2002-02 -m sundu
fis nomex-jumpstart

cleaning up preexisting install client "jordan"

removing jordan from bootparams

updating /etc/bootparams

. BH P —E rules BEEH - 5 EIEHER JumpStart 3ERE KRG RIEFRE - §i
i

hostname jordan - Profiles/xsp-minimal-firewall.profile \
Drivers/xsp-firewall-secure.driver
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4. #F 3L Solaris Security Toolkit #RFSFTIRALATHE R » 2K —(f% S xsp-
minimal-firewall.profile WIERER U NALE xsp-firewall-

secure.driver [NEEHEIFES -
ST RS TP RS T R aﬁﬁf’fﬁyi ° %ﬁ?’lﬁﬁﬁé@'iﬁ‘ I'I&L Solaris Security
Toolkit m’ﬁg R IR Y l'fFJ 5 e

figat — Y2y (%d¥ Solaris Security Toolkit gﬁ?ﬁ'ﬁ%}i = Fﬁfgwﬁiﬁg’;i o

R AR

fesmstp 7-2 f%’“t’r‘éa

# pwd

/jumpstart/Drivers

# cp install-Sun ONE-WS.driver xsp-firewall-secure.driver

# cp hardening.driver xsp-firewall-hardening.driver

[...]

# pwd

/jumpstart/Profiles

# cp minimal-Sun_ ONE-WS-Solaris8-64bit.profile \
xsp-minimal-firewall.profile

I fy TR LA l'[E'EJ’ A (il d PR PREE - RLF ] w’i\“ﬁﬂéﬁ"%’f %ﬁﬂ’%’ﬁ}”ﬁﬁﬂiﬁlﬁl
5. BITRERBEEAERE R EUREEWT

a. iiffl xsp-firewall-hardening.driver ZKRINfLZ 3| hardening.driver Y
xsp-firewall-secure.driver »

b. Dl minimize-firewall. fin DU RIEFR (B4l @ fwl-patch-
install.fin) ZKEL JASS_SCRIPTS HE Z MM EE AL FhE

(e PE Al T == IR AR -
R 7-3 (S A ]

DIR="'/bin/dirname $0'"
export DIR
${DIR}/driver.init
${DIR}/config.driver
JASS_SCRIPTS="
minimize-firewall.fin
fwl-patch-install.fin"
${DIR}/driver.run
${DIR}/xsp-firewall-hardening.driver
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6. fEH THENHA rules WERIEHEEILHE -
R 7-4 1}‘%3 rules fii R pUr-ElE

# pwd

/jumpstart

# ./check

Validating rules...

Validating profile Profiles/end-user.profile...

Validating profile Profiles/xsp-minimal-firewall.profile...
Validating profile Profiles/test.profile...

Validating profile Profiles/entire-distribution.profile...
Validating profile Profiles/ocem.profile...

The custom JumpStart configuration is ok.

[P F‘EFI 'l i[’ v B I*ﬁd%{]umpStart » P Y[EY jordan o fji7'] JumpStart il
il 7v Solaris Securlty Toolkit FREARAZY ~ Sl A HAH ~ I (S5 S J%“[—Tﬁ'r °

7. B rules BRI - FE2RIE 101 H "ERE MR BIHIRE S -
8. fEMF i ok FERTFIR T > A TR AR LKL JumpStart FLEEAUE I = i -

ok> boot net - install

£ R AT S L S (i S ok
WK HTE | JumpStart E"’“” VPR o ‘KE*EJ Sun BluePrmt ¥ r]umpStar’c
Technology: Effective Use in the E{qolans Operating Environment ; > I }T"V(%FiF AR o
A5 rules iR T-HEHE | TR D BEISHHA A > [ Frﬁypﬁﬂj*lﬁdﬁiiﬁﬁqgggfi

BEr R R [

BeeRe B A A AR

BT rules MK IVEFEtERy » L1fE R 570 T UIORIRE - 4 AR £t L
foflfE -
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102

ruleslﬁﬁiﬁﬁa;*Zﬁiif?ﬁﬁﬁuﬂﬂj\ﬁﬂﬁﬁﬂiﬂ?ﬁ\o

ERWEREH 7-5 rules fli% IJg]?LI'

# pwd

/jumpstart

# ./check

Validating rules...

Validating profile Profiles/xsp-minimal-firewall.profile...

Error in file "rules", line 20

hostname jordan - Profiles/xsp-minimal-firewall.profile

Drivers/xsp-firewall-secure.driver

ERROR: Profile missing:
Profiles/xsp-minimal-firewall.profile

P rules [[IFFFEY Jordan FEMirpIE 120 o 7 - LHH XSp-

mlnlmal firewall. proflle & EEEY S Profllesﬁfgkoﬁﬂﬁ [J?QK§L
s Wit Iui @ e P R AR TR T 5 o %“‘—ﬁ& % e THI
hagi?ﬁﬁhj " H4

By hﬁnﬁé@%'ﬁtj]ﬁgﬂﬁg o JI- ]'[E'Fﬁ]@ﬂ%}lwé xsp-firewall-secure.driver =]
FYURREDAEN o uﬁiﬁlmMJxsp—firewall—hardening.driver’ E xsp-
firewall-secure.driver [JI¥Pl hardening.driver

G l'ﬁff fEfL JASS_SCRIPTS @Q@LWT LEfY minimize-Sun_ONE-WS. fin [f|
Eminimize-firewall.fin o

lij T FEF' SR T o
g 7-6 T L e A ]

#!/bin/sh

DIR=""/bin/dirname $0* "

export DIR
${DIR}/driver.init
${DIR}/config.driver

JASS_SCRIPTS="minimize-Sun_ONE-WS.fin"
${DIR}/driver.run
S${DIR}/hardening.driver
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 FORLE A -
g 7-7 A AR Y]

#!/bin/sh

DIR=""/bin/dirname $0 "

export DIR
${DIR}/driver.init
S{DIR}/config.driver

JASS_SCRIPTS="

minimize-firewall.fin"
${DIR}/driver.run
${DIR}/xsp-firewall-hardening.driver

F el

ek “fé‘lﬂ JH’B J‘fﬁ[?p (PRfEr =R 0 T BRRAEE ) o U R LA
hardening.driver [if=Y[Y o ﬁLFw[fQ:THﬁE&En rwarm-brlckJ S FRRL{RLE e F”
qB?ﬁ

FITFS Solaris 8 [&= 27k K[ Jf Secure Shell *' |+ ’F BT > [20 E‘ lfz,:['.;ga’srqs 2 uir[ﬁrj‘y
EE A, AL shi 4 g Fh oD % %ﬂi E £ FTP Y i

j}{kﬁu IR w};@u it Secure Shell B 41_, ﬁ‘[] ey ﬁf IE'
3 EJ FERAgER ] o I %fg“ FIE (e 53 { Pl gﬁvé Egmﬁtuq@aﬂ 1
Ty FH 2 Sun BluePrints OnLine < RS I ET, rSolarls Operating Environment
Security:Updated for Solaris 9 Operating Environment ; °

f‘?]'l'%\””?w'] L ﬁ‘%i’ » RPC ﬁﬁi’%ﬂ?ﬁ‘ﬂjﬁfj o YIS IR I ™| Solstice
DiskSuite GUI s fiel ﬁ i B RS Sy Solstice DiskSuite o FIRE Ea 2l Solst1ce
DiskSuite GUI » #[} E[[JT F9 RPC » 4 &3fy]fl1 - GUI kL IFIJ J ”"’TI RPC %7% i

#E
[ TR R SOISthPeJ DiskSuite i3 b fielff =155 %‘FJLI i ng[g,u .

HE [‘r[*,up U - TR AR RS ’—IEIFI | xSP fiy HH\ SYSLOG I%E%E ] EIFT[EIJ

yﬁ

syslog.conf o IF“EIF syslog.conf fr‘éi:;t Rz S (W }‘;ﬁé, =
?VEIEITQST%E}I%T L,*E‘T [fil Solaris Security Toolkit ieff {2 71 (=ARARI = ™ i & =
4FR§=E|d |JF¢ HE}EQ

[ ] rﬁ‘f 104 FITEYR] FTP 575 4

m 7104 f1 ri’éﬁi Secure Shell i |

m 57105 1 [T RPC 5

m 57106 ! EI:?r syslog.conf #{%

BTE RMLek 103




104

. ERPEA FTP > 358 update-inetd-conf. fin ffEEATHBGEE /720 -

T FTP

SPO R R FOIG 1 I FTP ™) -

7H| FTP %

TE

K

JASS_SVCS_DISABLE Jkz JASS_SVCS_ENABLE %8 -

fol R [B= " FTP 9 A e (A2 ¥Ry Solaris [&5 5 Ra5 - Il st i 3k fL e
JASS_SVCS_ENABLE £} ftp » @Eﬁ’%fﬁi finish.init AAAfIFY
JASS_SVCS_DISABLE ]Jél‘?,’ ?EEZFJ[%[Z&E ° ﬁﬁ’%%ﬁj I'Solaris Security Toolkit 4.2 Reference
Manual | -

. BESESEBE SR E SR 0 RN xsp-firewall-hardening.driver ZHij @ ¥

e — AL THE E E xsp-firewall-secure.driver o

JASS_SVCS_ENABLE="ftp"

- fifgfR FTP S HI7E xSP (R s L - #E b KRSk e a5 -

‘F}yh[# I/[Eiglzq\ﬂ FTP igéy/f%ﬁﬂpf\ xSP FILJ:E‘I,%I;I"{ E%‘l > Solaris 8 [M'ﬁ\/ _IC,-TJEJ— ’ I:FIJ [Jlﬁ
ik S TCP Sl g S A % IR R A TE I
iy} ﬁ#ﬁﬁﬂ?ﬂ? i3

b4 Secure Shell fi

iRk — FE = [ 2 2T 0 Solaris 8 = SEARAY SEHE o F (Y EEERT Solaris
9 ﬁ? 10 T%\ Ak o [P M TR Solaris [ 2k~ B 7Y Secure Shell p’f«’ﬁg ) E}*iﬁ}i
AT Y OpenSSH A6 H 1R

Solaris 8 = sE3fAN & 3 Secure Shell 2|1k > 871 [N (219 52350 = Solaris 8 {=
R (PRSI [\ 4 Secure Shell "]+ -

IS;’FI’H@?'?[' Solaris Security Toolkit ﬁfﬂﬁg—k 5 OpenSSH — =' < fii*'] install-
openssh. fin HTA > LR ? config.driver fi% 171 xsp-firewall-
secure.driver El’?['E[l Hl o
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V' 5E Secure Shell

. BEIFERY config.driver £ xsp-firewall-config.driver -

. AERIEENRN 0 £ install-openssh. fin JHHf@EEREEE -

. B xsp-firewall-secure.driver FNIEH » BN config.driver 3KEUYE
LN xsp-firewall-config.driver -

. WG AS ) OpenSSH -

WIFITSHPEZ W (B 4 o 0 s FPy 4 v OpenSSH - ﬁ%éﬁ&ﬁj OpenSSH AHF1v
H ?e%??sﬁﬁ’ﬁi AU

http://www.openssh.org

. MesricfTHY OpenSSH EZEEBIH - [BEM % > RRKIEE Packages HE -
BITVIHE 2= B eyt %%F}\J Sun BluePrints OnLine ¥ ff - 1%
I Configuring OpenSSH for the Solaris Operating Environment ; °

. E%ﬁ install-openssh. fin BB OpenSSH EHEEHH 45 -

2/ SHERI[SYY install-openssh. fin A o PR OpenSSH B EERGE £
CASTES

OBSDssh-3.5pl-sparc-sundu-5.8.pkg

PR £ F’f’?f’f‘lf (3.5p1) ~ %Spam ARG (sundu) ~ T PR
(B 7 SRR (5.8) 1)~ [ pkg Vs

. FEHBG KSR SSH (%53 xSP [ HEHgRE -

{;J - @5k Secure Shell £ 3§ 5+ xSP [T FIAHEE - Solaris 8 [ Ak - A
g s SBEN S R BB IR ) SR - Rl ‘&
IFE]ZE:@% f‘fﬁ[ﬁf’\?‘?f’f =X %‘;L i s l'*“ﬁ'T‘T‘”‘J g 1dIE Secureg ell If[ K] Jf[

1) RPC 4555
W F}" RPC %7“’?9? SR /LIy N I'EIE'J%FQ,I RPC i Solstice DiskSuite [ERiHRSF]

IF=IF |'3cl¥7fﬂ“rd 7 FL FUNELA A48 disable-rpe. fin 7t Solaris Security Toolkit
j‘éﬂlﬁfﬂF ET IZI [HJH RPC qBHJ

Y — AR E TV RPC sy I i 21 B2 S st -
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v %] RPC
® % xsp-firewall-hardening.driver HHJIEH disable-rpc. fin {ERKEEM#E -
P B R 2 IR (D ST i
?’%[SSJSO_SCRIP g I:[ Iég‘;‘ﬁ[fjj‘g E IEIQ‘E@?E’JZ}E?]‘EI /J~ JrIN Pdt@;-\fj ; F:‘i:é]zll‘l,ﬁ F[fj;’ﬁi’ Fﬁlﬂpl '[\J }%
IRt B4 driver . funcs FAH EIEJI%EJ% > Solaris Security Toolkit fi{ fiH <%
JASS_SCRIPTS %—;?;F[U%EJ@%?' 0

#Very rudimentary comment handler. This code will only recognize
#comments where a single ‘#’ is placed before the file name

# (separated by white space or not). It then will only skip the
#very next argument.

E'lr_:{’ syslog.conf ffi%

PR e 2P ORI SRLE 7] XSP 9 (19 SYSLOG [l - [T

syslog.conf ° L#EIFSIT syslog.conf f3 “ g S5 - f[ﬁ‘ﬂ’@’}"}'ﬁff%ﬁﬁﬁ o

v E'lr_:{’ syslog.conf ffi%’

1. %53 xSP f8#E syslog.conf KZE ~ EH AL syslog.conf.jordan » RIEZEER
Files/etc HE -
Solaris Security Toolkit {i{ # ¥ #2578 7 [ HESIHR - L”fﬁﬁ'fﬁl' R EF R T TSRS
U= B E P I = Al - Ik syslog. conf % R HITIZ] jordan » [NEL
| e IE’[UW‘F}EE/\ HfEd o l%‘if"[‘ﬁfﬂm » HIFHEBLAL EY Jordan » [N Files/etc
FITR A ol £755% syslog.conf.jordan © EiflfUflfe)= Hi JASS_FILES &
Fo AR PR o ol VI SRRV ﬁ%‘iﬁﬁ] ISolaris Security Toolkit 4.2
Reference Manual | °

2. 7 xSP {8# syslog.conf EAEH » 837 —HHE] syslog.conf fEEAIT :

a. #8Y Solaris Security Toolkit #X#8A &) syslog.conf B » RBEIT WS
syslog.conf.jordan ' WEKLE Files/etc HEf °

b. &K syslog.conf.jordan K& xSP fE#E SYSLOG »
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3. E5#% /etc/syslog.conf fEEF| A xsp-firewall-hardening.driver [
JASS_FILES E#FHWN -

|*?%.E§?’xsp firewall-hardening.driver ['[fET IHﬁJJASS_FILE?E§§0DW :

hﬁUﬁ@ﬁﬂ%S“H%iﬁ@ﬂstp firewall-hardening. drlverﬁ? L ]

JASS_FILES="
/etc/dt/config/Xaccess
/etc/init.d/inetsve
/etc/init.d/nddconfig
/etc/init.d/set-tmp-permissions
/etc/issue
/etc/motd
/etc/notrouter
/etc/rc2.d/S00set-tmp-permissions
/etc/rc2.d/S07set-tmp-permissions
/etc/rc2.d/870nddconfig
/etc/syslog.conf

ST o BT ISR « B L P S R o B (WA
'WT“J SR IET e ME—RAF T[T PIAR L ﬁfﬁlﬁf&?ﬂb Solstlce D1skSu1te it Ji}%ﬁé

MRl o BESRA' T ]umpStart e ffs isl_ﬁffal' ] |£l~[ 2t FEfEl - 323 Sun
Blueﬁrmts ¥ iF JumpStart Technology: Effectlve Use in the Srolarls Operatmg
Environment ;| °

VHER | Fik

S FREAR S OB E S5 B o Y AR S i

v VAR

1 mlﬂz%@yﬁifﬂﬁﬁﬁﬁﬂiﬂﬁuﬁ {5/ JumpStart FAZUE AL EE ] P i -
P ok e FRET UM A

ok> boot net - install

2. PR AR o R RS I BT LSRR -
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TR S

iﬁ’izﬂlfﬁ}?y‘ EL= Ep?frll“_t—?'lﬁ?ﬁ (1 FUF‘EFI 4‘7;,%/7%1‘%’75 EI,LE 1 :, F“Il'ﬁ\ FE&A
S 2 SR T il aiglﬁ Yfdrd §r o

‘;’IEIH‘J,{IF‘%‘EI[’E‘%’%’“%F‘? PR %9???5“@‘;1 st =X l'“‘:f" e péfﬁ\ffiﬁﬂrﬂl’:fﬂ
Qé RE T ﬂﬁ@pu}{jwrﬁ— PR A 5 Rl 2 %Lﬁh&z%&'ﬁ*y
%FI 557,, u,jj 14 o

v A
FIE&TE Solaris Security Toolkit fii i UM 44 = %iﬁ& » ﬁfmbﬁlﬁﬁ 31
HiZF o

1. WL EEE0RR -
IF=fi %4 57 JASS_REPOSITORY/jass-install-log. txt o

fHEE — I"?f%&ﬁﬂ@z@ HIEE— WP B Y # Solaris Security Toolkit ﬁﬁ\ﬁ%ﬂ Eoy e =
RES T fl—r'ﬁfﬂﬁﬁf ) DF?F[\LN%LWFIJF f[’[ﬁﬁﬁﬂﬂ NEEE O e NI
SR W [P E 7 JASS_REPOSITORY E[%ﬁaHIFIJ (T NN TR

2. (EFRER R IR R AL E -

oIV B E | PR SRV EEE ey - G IIEY 6 i o R S P E IR oA =
] t’lf]% *FIJ Solaris Security Toolklt s

e AXusHER 7-9 ng [’Fﬁ%%‘ ’[‘—i‘pafﬁlﬂ

# ./jass-execute -a xsp-firewall-secure.driver
[NOTE] Executing driver, xsp-firewall-secure.driver

xsp-firewall-secure.driver: Driver started.

Solaris Security Toolkit Version: 4.2.0

[...]

¥ Solaris Security Toolkit FeemEne (F5% * (= {7 T — 4 » & lfﬁﬁ‘g&zglfﬁi oo 3BT
EI [Ioh e o BT ]~ R o R 7ASS._REPOSTTORY
I%&H[ °
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v BRI A W

8 A R A RSOBRAEPRIID B0 A S R W B SR o P 7 e
2] R A PR SRR P < R ORE RO
Py 25 (TR » ST lplo (T 4 B R i e g

fi= 10

1. FHIEFEH AR R IE AR R RS R - A 2 A Ark s 752k 2 E R
FIT1E ©
Fop - fiH] truss fﬂﬁ ° L"Efﬁﬁiélﬁf’wl'ﬁil P HETER RS [ R 3R 2 (AL . — I
fﬁﬁf F'sﬂ%ﬁ’ FHJ,%E_JFI”F&FHF*}E & | 3= Solaris Security Toolkit IR’FE';,’:’I’?(‘EEIUEIE& o

izt — #U5EL BEE Solaris Security Toolkit fif v+ [k - "]+ ?{ ENRRENTNE i
i 4157 O -

2. [EEER A HlEL Check PointFirewall-1 NG #k{% » ;BWRI4E:K 0] % Solaris
Security Toolkit BX#IIEA RS - RIREIELME -

3. HEHBHIRATE R EE N - FBEUECER - TR/ - RIREEIE -
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e

-

F G Solaris Security Toolkit [[1YREFA 12/ Akl -

A

ab2
ABI
ARP
ASPPP

BART
BIND
BSD
BSM

CD

AnswerBook2

TR T (R T (Application Binary Interface)

b fiHiEfT1 T (Address Resolution Protocol)

) [E[ﬁ 1+ &ﬁﬁ&ﬁ@%ﬁzﬂt (Asynchronous Point-to-Point Protocol)

AT
Berkeley ?ﬁl’ ﬁ,é‘, £ ,*Ewﬁf}i@i (Berkeley Internet Name Domain)
Berkeley jfi#i 3 51 (Berkeley Software Distribution)
FLA 5 2 LR (Basic Security Model) (Solaris)
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CD-ROM
CDE
cp(1)

cron(1M)

D

DHCP
DMI
DMTF
DNS

E

EEPROM

FACE
FMRI
FTP

GID
GUI

KRR

H[FlTE IR (Common Desktop Environment)
HIRIRR AR

(ks ﬁﬁ%ﬁ@ Eak T

FfE %E'E[’%E (Dynamic Host Configuration Protocol)
H EI"ET%' /i1 (Desktop Management Interface)

73 3@?“’%@' (e 3 (Distributed Management Task Force)
F{ﬁiﬁﬁ £/* #5% (Domain Name System)

o PR = PE R R

|

ST AR
ﬁguﬁ%’ TR
ﬁlﬁ?@ %3¢ (File Transfer Protocol)

l*'l u H”TIT’E
[ﬁlﬁj/ ( = IEI El

112 Solaris Security Toolkit 4.2 & #i$5R§ * 2005 4 7 H



HSFS High Sierra #li % 5k
HTTP 1?-’;_,ﬁ/ - [ g?lgﬁ*‘r’ - (HyperText Transfer Protocol)

ID
IETF S~ A7 (=i 132 (Internet Engineering Task Force)
INETD A T s i =
IP PR ﬂg*f - (Internet Protocol)
IPF  fisspiaiin bame
ISA 47 & 5k

JASS  JumpStart #Iﬁi A 2 FHAf (JumpStart Architecture and Security Script) » 3
% Solaris Securlty Toolkit

KDC Kerberos i} 517 (Kerberos Key Distribution)

LDAP 2517155 Vi (Lightweight Directory Access Protocol)
Ip(D)  FIZHIFSIR A GREFIENGER)
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MAN
MD5
MIP
MSP
mv(1)

N

NFS

NG

NGz

NIS, NIS+
NP

NSCD

OEM
(O}

P

PAM
PDF
Perl

FRIAHEE (Sun Fire WyRERAAIES 11 #H%)
P! 5 fERE

i FUAPEAREE 155 & (Mobile Internet Protocol)
FIRE AR PR s

R 1

e R 7% (Network File System)

~ — [ (Next Generation)

E2 4

A e YR VRS (Network Information Services)
FE RV ﬁ'JEE%E F

’FL?F]?[J?J f¢~ iR (Original Equipment Manufacturer)

i ﬁ'ﬂr 3 I?,’i?ﬁ i3 (Pluggable Authentication Module)
N j:%?k‘?l/ (F fﬁ?“ (Portable Document Format)
U SRV /R
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PICL
PPP
PROM

QA

R

RBAC

rc
rlogin(1)
RFC

RPC

rsh(1)

S

SA

SC
scp(1)
SCCS
SLP
SMA
SMC
SMF
SMS

) ’F }?Y?*%[Iﬂ’ﬁ”@?“ % (Platform Information and Control Library)
Eﬂ* TE’!EEF*T% (Point-to-Point Protocol)
R e FE I“f"’PE

e

e e SRRy E‘Vﬂl’ﬁjﬂ

run-control (&KL FHE)

B AR

fs_ﬁf ﬁ (i AL (Remote Function Call)

(i‘:t

.
zu

ﬁ*ﬁ}ﬁ%ﬁ =R (Remote Procedure Call)
’ff i shell ?F, i

FARIEHIE (Sun Fire wRERITRERH)

4% R §) CRIGH R R

FUfifist1 | 7% (Source Code Control System)
gt fpﬁﬂ (Service Location Protocol)

AR [CEARY (System Management Agent)
Solaris ’ET’%} }ZL’F i (Solaris Management Console)
R

AR AR IR

4%
¥
o
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SNMP
SP
SPARC
SPC
SSH
SVM

T

TCP
tftp(1)

ttl

U

ubDP
UFS
UID
uUuCP

VOLD

B PhAfE *ET%T%'QL—_ (Simple Network Management Protocol)
55 tH sy

RS ﬁ%%ﬁ%’#ﬁ (Scalable Processor Architecture)
SunSoft Print Client

Secure Shell (Solaris 9 Hil 10 {EZ2H4E)

Solaris &tk F‘I,?E &

Fﬂﬁﬁﬁjﬂﬂ%f%%—_ (Transmission Control Protocol)
A % el ﬁﬁﬁ%@ B

time-to-live

= 1H ﬁ[ﬁjﬁﬁé’t‘ (User Diagram Protocol)
Unix % 5k

AR

UNIX %[ UNIX i (UNIX-to-UNIX Copy)

R T

116 Solaris Security Toolkit 4.2 & #i$5R§ * 2005 4 7 H



W

WBEM  I'[5#8 L FLREY 73 72E! (Web-based Enterprise Management)

TR 117



118 Solaris Security Toolkit 4.2 & #i$5R§ * 2005 4 7 H



PR
/usr/bin/1dd ?‘F'rﬁ, 19

BT R]
add_install_client ?‘F',—?J, 76
add_to_manifest Fﬂgfr, 59
add-client AR, 3,76
-b 7, R 61
backup_file ffjX A" mﬁf, 59
Basic Security Module (BSM), 39
BSM, 39
Check Point Firewall-1 NG, 93
core.profile, 74
cp TF,»?J, 59
cron ~ [&

fp = e L 62

#h F%ﬁ, 80
- ARSI, 49
developer.profile, 75
DNS 3%, 21
documentation [ &%, 4
driver F &8, 5
driver.init f#i%’

7, 5
drivers [ &%, 5
dtexec FdH>, 25
end-user.profile, 74

entire-distribution.profile, 75
-£ 7, AR 61
Files %, 8
Finish [ 4, 9
finish.init #{%

FRRTHZ A, 5
FixModes

FixModes.tar.Z f#{%’, 38

fi, A, 38
FTP

g, T, TR L, 104

I, 17
JASS, 1
JASS_DISPLAY_HOSTNAME &g, 88
JASS_DISPLAY_SCRIPTNAME 7&ikly, 88
JASS_DISPLAY_TIMESTAMP 7y, 88
JASS_HOME_DIR BUfi@Ly, £, 36
JASS_LOG_BANNER EEiiﬁ%%’r, 85, 86
JASS_LOG_ERROR %u;‘:@g(r, 86
JASS_LOG_FAILURE ﬁiﬁ:ﬁ@(f, 86
JASS_LOG_SUCCESS ﬁiﬁﬁ%‘@(f, 86
JASS_LOG_WARNING ﬁiﬁﬁ%‘@(f, 86
JASS_REPOSITORY

RidsT' %, 57

HEBE | FL' 60

BURUES, 57
jass-check-sum fF'I ﬂ’ 59

jass-check-sum#=', 3

119



jass-execute -a #’ #H, 82
jass-execute —a}‘“ , 90
jass-execute -u TF,»?J, 60
jass-execute ?’F'IV?JETEI, 45
jass-manifest.txt #i%’, 57
jass-undo-log.txt #i%’, 64

JumpStart Architecture and Security Scripts
(JASS), 1
JumpStart |+ ’flﬁ
R, R 107
BN =g ﬂi T, 101
T, L 99
g, &, 8
JumpStart fﬁj’i?;%‘g}
@ifi, 73
L R, 99
il W, 71
JumpStart $ 5, 33,71
JumpStart $ 7%, 3BV (ER SN, 71

JumpStart 757}% ﬁZ”‘ Solaris Security Toolkit, 72

JumpStart %Lﬁ
FIf, 1
Ecji, 74
JumpStart =4
FEE, sysidcfg |18, 11
ke | PR A, 73
= [ REpVR A, 73
(¥d¥ sysidcfg, 72
E‘E'?' 33,72
“ﬁr,jﬁﬂ?{"? sysidcfg ﬁi’i;t’ﬁ\ljf EIU%?Q, 73
K I, ML 62
Kerberos, 17
kill §f %), 23
LDAP, 22
1dd §f4j, 24
librpcsvc .so.17fif!, 24
lsof A=, 2
lsof A=, ?Vf:ﬁ, 25

SHE TG

-m ‘;\_,FI

QFL 63

make-jass-pkg FH=¢, 3

120 Solaris Security Toolkit 4.2 %5 ¥}5F ¢ 20054 7 H

man [ &, 5
MD5 — E'j"ﬁ%, 40
MD5 ﬁﬁ\?ﬁ‘
md5. tar.Z f#%, 41
N, 40
netstat EFF}?J, 24
NFS
e R A, 24
NIS, 22
-0 #, %}FZ, 84
-o I, BRL, 62
oem.profile, 75
OpenSSH
ot A, 40
fiE, Y, 39
Fr'}jf, 40
oS
FIE&, 9
pfiles fﬁ*ﬁ, 25
pkgadd fF'm&J, 36
pkill ;fﬁﬁ 23
pldd }‘F{*ﬁ, 20
ps fF'r?J, 23
—q%E:E’IE %ﬁ, 84
g S, R, 62
rc FA3f, ﬁh#i@ﬂ%, 80
Recommended and Security Patch Clusters
N, 37
i, 10
reverse-jass-manifest.txt ffi%’, 58
rm_install_client fF'r?J, 77
rm-client A4, 3,77
root
FIE&, 36
I, 52
RPC
rpcinfo }‘Fyﬁ, 22,23
IR#5, 103
PIFVR SR, 22
rules fifi%’
JumpStart fﬁj’iﬁ%&', 73,76
W, (i, 101



rusers 3%, &, 23
rusers 47, 23
SCCS, 11
scp }Eﬁ’ 37
Secure Shell
I, 40
F? AT, ﬂﬂ—?/ 40
| T‘ 35
ES« 39
secure. drlver, #=, 46
SI_CONFIG_DIR, i%{ﬁﬂ%‘%a FIE8f]1, 73
SIGHUP H5k, 23
SNMP, 24
Solaris Fingerprint Database, 41
Solaris Fingerprint Database Companion, 41
Solaris Fingerprint Database Sidekick, 41
Solaris Security Toolkit
JumpStart =L EE, 73
ﬁf{‘?ﬂ, L, 36
Solaris {F 5k
G, 9
5, Wi, 54
f$¥), 37
B EERLT R f , 36
#E, SUNWCreq, 74
Solstice DiskSuite(TM), 95
Source Code Control System (SCCS), 11
sundu, 40
SunSolve OnLine ?ﬁf}fﬁ, 37
SUNWjass Fl#%, 36
SUNWjass-n.n.pkg, 36
sysidcfg
FIER 11
%, 7
e Il 72
1%, £ JumpStart fi=¢ fZds, 72
iy, 11
syslog
syslog.conf %, f Iﬂ , 106
HEL FIEE, 29
%73?1‘[ 29
TCP &=, 105

-
=

Telnet, fIW‘J 81

truss }J' W 20, 29
ttsession?@ﬁ’», 25
uncompress }‘FI»?J, 36
undo-log. txt fii%’, 58
user.init #%, 5
user.init.SAMPLE » H[3%, 13
user.run.SAMPLE > "[i#, 13
warm-brick, 103

"OEM Solaris [* lif , & (suNwCxall), 75

" 47 Solaris [ RUH , E &
(SUNWCuser), 74

" RIS L Solaris (SRR E&

THHSE - £ Solaris [EH ik | HE
(SsuNwCprog), 75

(suNwcall), 75

==

4 —:%mm lﬁi]ﬁiﬁ—/ 95

— ==
— EH,
N, B, 41
T [, 16
— ==
—EH,
T EE IR, 35
i ER 4
?Z[ El“l"l
= l)/ 16
w;,img, 26

S EREL 2 [, 16

ﬁﬂﬁﬂ*

)

3
T g, =Y, 54

5l 121



7\4 ?}'{J‘E’?, 62
TS, 22
Il syslog ﬂ%@"ﬁ[, 29
iﬁﬁ%’a‘ﬁ 22
“*JEIE&, SRR J,;,JFJJ
= fhwBd, b= li 29
Tk, EARd 2 {7, 15
FIFEMG
YLE, 28
Tk, 28

££
= LIRS VIR, 16
Jp *, 17
J’Di‘%ﬁﬁﬁ’ﬁg, 39
S
[SHPE=, 37
Fﬁ%f 16
HIEE,
Fi, 81
e, TE“J*E*“ 28
T,
* i, »@%
FI[EE
F I JumpStart fﬁjﬁﬁ%‘é’%l&% B, 77
[! JumpStart fﬁjﬁﬁ%‘é’ FriET, 76
], Solaris Security Toolkit fi{#, 1
FIEk
JumpStart FEAH, 10

—_

man, 5 i
sysidcfg, 11
i, 4
[SHFEE, 10
i, 7

?%ZTEF{, 4

A, 10
it A A, 9
=, 57

REFG A, 4
%, 8
FREIHZ, 5

122 Solaris Security Toolkit 4.2 %5 ¥}5F ¢ 20054 7 H

INE

HPAA, 18
JUEVHITRCR AR, 25
[pl il fifr, 20
TR R, 46
‘”’%‘ﬁ JumpStart i, 73
IV, (WEE, 38
b=, Gt 29,79
P =

I%TT 15
3 =%, BFE, 29
9 (s

Flﬂ% 80

ﬁ%m 80

[ipal *]Fr[/ 28
Li%i’f’é&

;@jn (% 1F 34, 95

FUps e, 26

I, 29

fi g, 81

R, 55

AL, (1% 1, 108
P = [iﬁﬁ\’ﬁ%}, L, 35
P [

TR, 17

e, 15

ARE, 17

gl 4

ﬁj@fbﬁ 89
P

FISER, 28
Bk l‘FL [GEY ]?”?‘i, 107
i%‘% le"‘:*—i 27
El;m , 2,71
F'F‘}Jl Solaris {E 23k, 11
FIFI (> {SHPAE=Y, 10
—F?ﬁ§§4 =, 32
[EHPFE=Y, 10

#, 31
ﬁﬁ?ﬁ‘, 26
oM, T R, 95



b, 27
ik, l'[ﬁ‘fi"l'ﬁi?'i, 93
YER, 2
e, 71
ARG s, 89
vk, 27
VEER =K, 27
& 5}34 FhFAES, 19

FISolaris Security Toolkit, 12
syslog conf ffi%’, 106
= 147EFS, 80
ﬂ‘nﬁ'; 7, 12
{‘éE'U 12
E'A’E"FFI R T, 94
E'E*Jl Hith, 79

tiE
[P RER &P EE, R TR, 98
(=3I, ﬁ%&ﬁ, 18
A R T, 54
e
T B, 40
i, i, 41
T 7, 41
wrF, 16
Tl =A%, 16
ECE RIS, 103
e, R, 41
P=p, 20
JRfE, 18
P, 29
PR Ei¥¥*1ﬁ&f%§ 29
i
;fgj 57 58
ok, B, 94
b, e, 27
FRkLE [, 0, 15
SR, 71
S [ 55K, 33

Nt
gt
SE PR, 16
fir ) 2 ER s, ), 3
R R I%%rf 39
e, 15
& £, 22
i e
Solaris (B 3K, 9
PEE, 9
E'I?ﬁ'ﬁi’ 13
i Ef, 18, 13
I, 17
WY, 58
B
) 4, 65
IR
RPC, 103
s i, 11, 22
HIERL A ] fl1, 24
[l J[J 103
ﬁ‘ﬁl’ﬁl” Ak, 24
=R, 16
%Ei n 18
, 16
ﬁ%r%ﬂ%
Ff%PJT J_”
5t s, 11

j-Li
B, 62
PTG (QA) %, 54
HOP A E R RS 95
I&FIHHqV . 1#'j 40
EFF g =R
jass-execute }‘“ 43
root, 52
ﬁj\_ﬁblj, 51
e EBEL 50
i, 48
i, 47,81

5l

123



Aty SV, 82
, 51
fajil i, 51
A1, 52
VR 52,61
FRFIRZS, 49
IAEP AR R, WA, 98
%El?f‘%, Solaris Security Toolkit i, 4
W, F1" Solaris Security Toolkit, 59
i 105, 22
Wi, R, 3
AHRRER, xviii
Fifel i, 1
EUFTRES, £k = (7, 16
B\Lﬁ:”%j’h 103
LG, 40
B Fle, i 15

+&
A 93
ST AL S, 37
sl
fUfie, 12
LR, 74
[, kR, 54
[EH P, 37
FIE8, 10
P, 10
VEEEHEEF, 32
A FiE1ER, 10
Hob S FIgR, 10
FLE R, 37
PrigpeA Ry, 81
BT, 10
B FOPE IR R, 29
FESHS, 37
EHISHPER, 29

SAERCRL 1 AL pko AU, 59

BUERSE FIER, 10
FUERGE P, (R T 105

124  Solaris Security Toolkit 4.2 & ¥$5F

%Eﬁ

JiFT, 16
fill, 5%, 91
ﬁ?ﬁ, 16
T, 29
Fc
Solaris [= ZK [SHFHZE, 37
4 AR, ST, 80
N, 21
7Rl A, 85
LI, 7
SER Iy, 57
TELEEEIER
i, 15
(=%, 57
FIMEAFR 1, 57
e
JumpStart f{l'§#, 71
JumpStart {53, (4% i, 99
JumpStart =%, 72
&= St I'F‘I, 54
PR IR, 94,103
FIF(=, 2
e iocstip, 31
T A= RS AV B, 27
Fdr-A, 10
il lﬁik 1#i#t, 108
/*p[
Eﬁéﬁﬁﬂ, 5
E%fﬂfb"“é?é, 29
45, 80
*;W%g,, 88
ﬁ—amﬁl}[, 54
E'LI'TE‘PQL
JUmpStart F%Lﬁ,,, 10
g
J—U—L 7 IF[FI IFl, 21
!, 91
%%%ﬂn, 24

+—&
M I, (1, 94



i, ALK, 25
ﬂ@'ﬁ, 15
SRR, VI, TR 99
HRERE iF, 18
¥i7 Solaris Security Toolkit, 42
B
passwd (1 ’ ’ﬁ%, 17
'fzﬁuﬂ
Ry g S
gy 2 e, 26
F?'Es%@ﬂ: fgE], 39
FE
IR, 63
¥ Solaris Security Toolkit, 42
:%JrF;Lr;;.FI CEEEfll, 64
§F{ﬁ’ﬂ fgl 61
i, #2793
BRI P, AL, 27
I F{IJ, 29
s E'Jt'lfﬁ.}, F! JumpStart fﬁj’iﬁ%&', 77
FEEA SR ﬂ‘ﬁ'ﬁi’ 37
BLFE YRR,
TR, 80
HE A, 31
PHS I, BRI, 93
HHIETFE, 15
L
JumpStart, 10, 74
FIE&, 10
[y, 74
PSR, 15
F;‘s'?;f*f, Solaris Security Toolkit ﬁiﬂ e, 1
filz, 15
fiCBE T 1+, 3
B A, 10
s e
et jfg_pkg F@& FUE LR, 59
FIg, 10
SE, TMLﬁF %, 62
S MRS, (0 ?@»Hﬁ ,
?Z[ Ell sk, 71

HIR ) 2 2 (R, 93

+25E
i 3
i VELV Y, 27
F&xG, 89
L?&E_ﬁ‘ﬁmiﬁfﬁ% 63
DI, AR 18
iy PR
FE T, 58

=] {*, Solaris [E¥ £k, 18
] [t 86
T E, 51
S@Bf,,?@éﬁﬁiﬁﬁ', 63
HIFEE, F FREaR, 37
HFS R TFH, 28
WREPpe1s, 28
AR HIE, R 101
FHR, S, 18
-
L PR IR, 25
I, 20
A A
Fbﬂ £, 13
(S, %ﬁ‘f,, 73
i, 5
i P Al
iy, 58
BRI, 59
AHR, r‘%'%&, 21
ﬁéﬁgrﬁ,@gg, 106
f?f?“‘%@ﬁ%' (#), 23
[SEIIFG%&E 80

+=F

FHET JumpStart = |18, W%, 99
PrigTE | - lf]t [! JumpStart f| |ﬂ ﬁ@%&, 76
A JF* W%, 57,58

Fil,t{&, 16

=51 125



J%E HISHPEZ, 10
Ep I S, 85
TR, 16
TR, 57

iy 5, 2
IR RPAEA,
[, 15

s»gr% )

&= A, 29
@E'?"' FTP % Telnet, 17

(el

+ruE
CHEPHE, 16
Rk, 54
BUFUE I, 60
B = 1, 29
RN, R 18
TERE, Ry, 17
T, B 18
FrRE TV, (W 39
“r@é% 1%, 29,79
s, 1
ST, 16
W2V i, 59
Tz 1
5%, 16
T, AL, 18
RE, 21
R, 16
BRI (3, 58
e PO, 35

+hE

R, 39

Bt i, 40

’l‘g'{é P = e, 17
5T 26

126 Solaris Security Toolkit 4.2 %5 ¥}5F ¢ 20054 7 H

=t 32

FERPIER T =S, 20

rd‘?

mini-scan, 80

e ’ﬁ*‘-* 7, R
S, 89

E'?, 0

flgﬁjf“‘, 79

HIHRY, 80

i1, 2

15, 108

SEERCEIRT, AR, 88

;’4%_‘[, 85
r[all%'f—[’ 88
ik,
FET; J., 88

-, 91

B4 i, 86
I, 83

T, 85

kG, 5, 89

ﬁ%ﬁ[b\_rﬁl 84
#, 81

Ff’?fj_ 0, 84

Haa 56, 85

ﬁg‘f?, E&, 79
S, [, 1
ity 5k, 79
A
FIEk, 4
E'IE;,T, 81
Bk, 80
SEHERPAH, 58
O
BT, 89
%ﬁ/sfﬁ 47
i, ?'ﬁﬁi’ﬁ?i/ 74
#ify], ?@Tﬁiﬁ?i/ 74
AR, U, 40
R, 1, 40

FIw Féﬂ%’ﬁ?'?ﬁ% 88



INE TR A=t

b Fl[*ﬁ“ﬁﬁ'?@%ﬂi 1 *[ jj\ fili 7] RPC Spjm g sttty 22
TR, 51
St fE =, 32 54 |, 18
(A, 45 FoPIREE Y, 20
f'gth";, 46 3?%;
gy R, lﬁii I, 108
@HJ FEFI i’{gj = [i 16
Pt Flﬁy, 88 ES
B JumpStart E'Jt'[fﬁ.}, W, 8
%ﬁ/%mﬁfﬂ, 90 T 62
fiL 52 2 5%, 8
ity 84 AL, 25
#i%’, 51 ﬁbﬂ fiEE, 13
L, 62 [Sd, 13
] VS AR 195, 60
jass-execute fF’"‘AJ' 43 E@Lﬁb 74
root, 52 fHfVT Y, 57,58
i, R 61 hgo= Ewga’f, 60
HiT# S, 51 W% £, 36
i i o8, 89 g
AR i%@, 63 FElE, 16
i ZREFR L, 50 Hg R
s, 48 WEHTEH, 19
&4, 117, 81 M4 #5], sysidcfg, 11
Y, B, 82 e
5 (%A fﬁﬁj 59
A, 51 P, s
A1k, 52
BLE RS, 84 ¥y, 81
i ﬁﬁﬁi}lﬂ’m 88

fr ik, R, 62

ﬁ@ﬁ»?, 61 T = 1 1‘?, 80

W 49 Bl 1,
i, 28 g 2
FARELE, 57,58 SUpARL
1P sysidefg #i%, JumpStart f5=, 73 =7
R, 27 A, 59
SHHFYP |, 57,58 B
-, 52 Tal", 58

TR, 60
= EIRRR IS, 59
B Ar=Yd, 57

it e,
A 01 Iﬁkf €, 62
i wa/ }‘Fi Jljjaf?, 52

5l 127



P, 58
R IR, 57
b, 61
i, 61

BT, TEH, 64

fire 2L, 63
a2, 62

o, 61

SERSE 5, T, 64
B2, 62
BTUE, 63

+/\E
B, R 2 [, 16

/i

ARt 37
FHEF-UABLY, 26

-

’5%*‘@ %, 17

%TFI o )
—rnﬁ;“/%”J*@?ﬁ?‘EﬁEﬁ@?, 27
¥ Solaris Security Toolkit ﬁf{’?ﬁ, 38

—“+—&
A

E l\/i%/ 5

FA” £, 13

[l ey, 5
FEEVAHZC, JumpStart {5 H, 73
@éﬁfﬂ:—'ﬂf‘i’ﬁilﬁ?mﬁ/ 6
ERFVAH S, 49

—+=%F
AL

128 Solaris Security Toolkit 4.2 %5 ¥}5F ¢ 20054 7 H

Piit, 7, 38
ML (3, 38
MU, 16

—+==F
RARI, JEIE, 57
AR F,L;f[f,?r’g (%, 13
@Elﬁlﬁkuﬁﬁ'm
2 B, 48
B SEC, %ﬁ 82
[Ea

*11 S, BOVETETRIES, 16

= b A, 28

Eléﬁg, 17

—L]ﬂ: 27

“r_|
q}:ﬁﬂw
’fEﬂF{, 39
]J"‘;EFI %73,%), T:ij
by, VL, 27
P+ = ’l‘??%ﬁﬁ?, 55,79
B, 21

<4, 28



