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TORTFIR EH

scO:# SCO g i M1 - ¥R 1 SC
scl:# SC1 g i M1 - ¥ 07 Kb ] SC -
it 1D # S OB

SC ##%.SMS % > SC HIuffl s | H A o -

SMS fEFIFRLE * = SC puFzH ~ M= - [fEH
*f AR F fity user name °

g ID: Mgl % > AfE RO R S [
RSB AR T = A R~ R TERH

e EJ user-name °
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m [l Sun £ FEE] SMS 1.6 - E;gr Eﬁul—@éﬁi Solaris Security Toolkit » T xH - el
HaF” “FY SR o %{g:m Sun wﬁi 3SR R AR 7\“" BE ]

m 0" smsinstall ?“, NE: ;9?{!?5’ 5 SMS 1. 6 Solaris Security Toolkit /1
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27 F] AE] Solaris 10 [E3 27%) » [L4FF % SMS « (&7 I fi"] smsupgrade
1 VT L SR SC I ALY AR

m ¥ Solaris " 5k | BISE Y A A G E[ Pl g2 [ B FAS 4 (19111 Solaris 9 4/04
(=5 A 2] Solaris 9 9/04 =4 77K) - (57 el FIFTH 4L SMS -«

AR~ LI SC L@rﬁn~ﬂpT“F/wﬁw ssh fmbinE &

“'ﬁq V SC il ,Laqghjfm@n * AR A R ;% NFS EDECE RN I S

%chﬁwg PLIS A ﬁB?%E[Uw%ﬁE‘ﬁlﬁ 3‘%’53]: & ;I%F”' s B IE T

RS S

izl — ssh Ef’ﬁiﬁ#“t Solaris 9 {E =51 Solaris 10 [E kY- ﬁ) 5o = h?ﬁj (&
5k Solaris 9 B 7€ f5 Solaris 10 [=H k[ 4 5L -

A\

Fake Vi pud = 14

T ] smsupgrade A4l %% SMS 1.6 (ﬁt‘j*rﬁ.]‘:& 3-1 A ﬂ“ﬁ%') Flal
% “'EIElUgFi [* SC o YHN [ET-71 ¥k~ Solaris 9 {E 25 = F A (BP9 53K 52
Solaris Security Toolkit 4.1.1 ﬁﬁ\fz’g‘ Hd Al E'Hf{ lﬁ\“pﬂ“ ° 7\ VI R 75/%15

Solaris Security Toolkit 4.2 p’f«’ﬁg i %#Lﬁg’{l il[l%\' (& ﬁnﬁ Solaris 9 | Ak
Solaris Security Toolkit 'y % ﬁljg 4 1.1 7‘/}\_L = Solaris 10 {F E5k » ﬁl | Solaris
Security Toolkit 4524 BIFS 4.2 5 [2047F liﬂ ’&Frjff}[ﬁj’ii g o

ﬂﬁ%%yé’émﬁ%ﬁf@%fmﬁﬁo

R — *ELP%?@’Wié" LR R SC - IR
((‘4;"5':‘7 J[iﬁ +5C HiE PR i@ R Solaris Security Toolkit f[Ifivy

c/hosts.allow H{% £} ALL - FZ/VTV@EI 2%, %*cxgrﬂgjjg,o Tl F'JilfF SC
| 5% SMS i, 98V 61 F1 T ol SC 5 SMS U -
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?(Lﬁﬁiﬁk/":[ = SMS 1.6 ﬁj?a

+ #ififH 7 Sun Flreﬁ [ =5k 44 SMS 1.6 75 #| 7] SMS 1.6 FUF»?EJ?F“ o A
,A[;ﬂ\jfEE
Lo rasc iz Fib 4t SMS 1.6 i fil
m 529 FI TR Y Solaris (B SR A SMSﬁjFE"T’§¢J
m 5740 Fr TR sMsﬁ.ﬂ’ﬁE‘ £ 16
I

i SC -3 $rd 4k SMS 1.6 fifl

S - L£§1 Sun Fire 5L ¢ - Solais [ 5641 SMS 16 4 1 s 5t
§ Frb BERS AR SR b BT SC EiEJUWE'Jﬂ‘%{THIFIU?‘EB?" o B =1 BT
’ﬁ EAEPY 19 FroT e I@Hﬁﬁ%J °

< 3-1 B fji "] smsinstall A4 » 1E 2 o SC (SCO) ﬁlliF H]SC (SC1) = ¥4k SMS
1.6 Fﬂiﬁﬁ El j/"E[F[ %ﬁ[ﬂn J[“‘EH EI\%‘H[FILﬂmﬁ A o ﬁgﬁliﬁ[ﬂj ] g{“‘ﬁ_lﬂ&ﬁﬁféﬁhﬁ 1%
"FA 75@’1 err,gl #g[ﬁﬁir@ ﬁf[[}’&fﬂﬁ ERURHE .

AEEELE] - 2

L — LR 2 I SC_HIURSRITEE (CSN) » ! "I SC Hfis CSN -

%31 2 P Lt SMS 1.6 i

F2 sC

fififfl SC

L3V 13 F1 A LE

2.3V 14 F1I T SC &k Solaris {F 55
3.8V15F 'ﬂﬁ[ﬁifﬁ“ i SMS 1.6 ffifl |

4. 5716 1 TA5E SMS i
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#3-1 2 ik SMS 1.6 i (D)

FZ sC fifiFl SC

5. 53719 FI T3t SC LS H A"

6. 5319 Fi TR

7923 TR

8. 5724 I Vzclfa?rc Bl SC [l -l |

9. 5725 I V?{“ i FFCH g

10. 5526 |1 T EFTIRESF AR I

11. 37 26 FI "+ 5% SC Flash PROM

12. 5727 |l rﬁ’xﬁ%ﬁqf%@%ﬁﬁ'»J
13. 5V 13 F1 T4
14. 5714 F1 T SC -9'4E Solaris (B £k
15. 3715 1 T (e 1 SMS 1.6 il fid |
16. 37 16 [I "5 SMS i fd |
17. 5719 FI T SC HBESH "
18. 5719 Fr el HpIAes
19. 5723 |1 TREHH AR
20. 53 25 1 r?ﬁ‘]ﬁ]’*‘ﬁ"ﬁ’?"ﬁﬁu
21. 5726 I V}J%?ﬁb—??ﬁﬁfﬁﬂ%ﬁ J
22. 5726 fI [ #]7% SC Flash PROM |
23. 57 27 1 r%ﬁqﬁ%{uﬁ_&f“

24. 527 F1 T 2545 Flash PROM |

25. 57 28 F1 THEH] F’»%PE,LJ

fiiZ¥ — smsinstall AH- ﬁv,fF Ij:FI »1@;9?? FI*J;&?F{[ —,—ﬁjfiﬁfﬂa% ey 9 fro Tk
ES IR A rrT;c’F*I I, gF{ (= “Af CAZI SN pgﬁuﬂ LZ *rqu;r y I-F/\WQ"EJ SC pJFH /“F’ﬁ
;chFl,jk TUARANEL kafl_'i SC l—;f\leF[ F'J o ;fﬂégﬁf {IFIJ ssh %j Fg,lf:,;g;f 5T13f;

fifiak — F 1" ssh [ FRIEY ssh fUsH 7 = SMS =+ Et'fiéﬁéf B o ﬁ%if
BESY 80 FI AR ssh sl o | PEIVE 25 -
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v OISR
ISR R -
1. ST SC IR TS -
2. FHEEEAERINE SC #BHEA platadmn HER -
3. (EHIA SC 1 MBS EFERES: | TFlk SMS BRI E 3% -

4. ZHE SMS 1.6 EEERES il > SEHERIEHER SC MARFIs EIEAFIERR - 32 SC
A TET A Secure Shell (ssh o
45 SMS 1.6 2 [#7T SC 1 i » smsinstal l BTN [193 [~ 5 iR
IR

fHEE — £ SC 1ji?] ssh o (& IRBRI ssh sl I | REE SMS = H7 (3 % 5
% %é«}ﬂﬁ‘? 80 FI ABEI sshsIF R | FPEIVE S5 ¢

5. WIREAEHTHIBERE T L
a. K smsconfig 54 M HEIE -
ﬁ%f’»fﬁﬁ smsconfig(1M) s == {1 -

b. FETEUEEEBIFERT A 2 Sun Fire AHAVE R (" Sun Fire 15K/12K System Site
Planning Guide ; fi% ' Sun Fire E25K/E20K System Site Planning Guide ; ) °

,i;@?{l?ﬂ 42 SMS 1.6 éi;ﬁ&ﬁj’ﬁga , %f;l [P e el jﬁ%ﬁﬁ‘% (MAN)
ﬁ%%ﬁaﬁﬁw FIOTPEECECRARE L TR 2 )LTJJE“ MAN FIJE;
6. (EPHIGZLERSTH R AT G DU Hihiah -
RIS RRY Solaris (R RS £ 1 S Y
m "Sun Fire 15K/12K System Site Planning Guide ; % "Sun Fire E25K/E20K
System Site Planning Guide |

7. 528 " Solaris (SPARC Platform Edition) Release Notes ; #[I T Solaris Release

Notes Supplement for Sun Hardware ; US4 Solaris {EAMARAIIEEN > = 26
I System Management Services (SMS) 1.6 454 ZH | 1

http://sunsolve.sun.com Y SunSolve™ AR EIRFTEN « iy 2]
I EmRE L -

8. EHTACE MAN IR G52BRWY Sun Fire Rtz " AR HH
IS PRI S

m 117 Iﬁ“rﬁ,[,pﬁ BS €70 TP b 41 R

#
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w12 PFIAEE S 4 E7E TP G A R
m ﬁﬂﬁ“:[ RERUTERE S B G TP b iR SRR
m SC R I I 4 £ IP i
AT B ¢ O i
9, EEIIHEEE B TIHUAN Solaris fERHf2 S LITERE SMS IEFESFT » 3578 http: //

sunsolve.sun.com [ #k Solaris {EFifE 5L - EIHRZEET K SMS B2 DLF]
HAHEME X EHZE Solaris {EZERH -

fiat — PR - Hips~ ff SC 5k OpenBoot™ PROM fil=r: FUAT ~ 127 % i
SMS [ » S0k ¢y [fil%f,zu "SC clocks NOT phase locked ; (SC 1% "ZF, 4!
o BISEDTRAR) FORAEL o T 2PS IRl -

v i SC F4'4E Solaris (=2 55k
1. # SC LNiRZ4E Solaris R3S/ » AL -
ﬁ%ifﬁﬁﬁﬁﬁu Solaris 4 44V H ﬁ'%?ﬁ% ° ﬁ%ﬁ%r{% :
a. LHIEMESATIRA Solaris {352 M ke HERTE X GE2EE 6 H " SC i
Ky
I TN A SR i SC IV P ITEERS » [l3Ens SMS iy
EE*E?“?T@%E@??\H? i sCe
b. JEEIEERAMIY Entire Distribution ###fl »
c. i English ~ C URFESEREL - 72 SC I - SMS 1.6 iR DIKGE Ryl 5 BRIR
A Solaris {EZ2# -
2. Bgi% Java™ 1.2.2 IRCLENTHRHE T -

FEPFIEREY, /usr/javal.2/bin/java o & &7 {fi®] Sun Fire Interconnect {i#
F I
I Java 122 i SO 65+ SMS I TR -

i3E — U Java 122 iR » FSF 4 LD SMS ¢
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v IEAHT 5 SMS 1.6 1)

fRiEE — [ 25" 15T Solaris 9 (=% Z3K[1Y SMS 1.6 [ fiFv %" |#* Solaris 10 (= =
[ SMS 1.6 ﬁﬁ?ﬁ' o [S{ET T T Solaris 9 OS fiY éﬁ\ﬁﬁﬁﬂ%ﬁf%%{ﬁﬂﬁ Solaris 9
(B 23R SMS 1.6 [T ¢ [{E 7’ 7 0 Solaris 10 OS ]Eldéﬁn'“\ﬁ@'ﬁjﬂ%é'f%’%ﬁgjﬁ
Solaris 10 = %[y SMS 1.6 Jifid = MH[ - PHEE R

1. R BIE 2 » SR1% % http: //www.sun.com/servers/sw/
2. #}¥ [System Management Services (SMS)] FJ5HI -

3. IREIEEBTIY Solaris EZERMIME » S5 EEIEREN SMS 1.6 #RE%K T#k -
m Solaris 9 {3 Fik — SMS-1_6-S9-sparc.zip H
m Solaris 10 {3 F5k — SMS-1_6-S10-sparc.zip Hf

4. DR fEFHERE 2EA SC -
CRNEASE S PUE VAN 17 (GBI TAT N

sc:# cd /F#E{EH

6. MLEIEAESE FHAIIESSRIEITE MR C T RAIRESS -

sc:# unzip SMS-1_6-S9-sparc.zip

ﬁ‘}

sc:# unzip SMS-1_6-Sl1l0-sparc.zip

#
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ﬂ%’ﬁﬁ’i’ﬁﬁiﬁﬁ{ﬁj/ % » SMS 1.6 _}‘:‘f;ﬁéﬁf«% fﬁ v / TEH$%/ sms_1_6_sparc/

System_Management_Services_1.6/Product °

fifizE — smsinstall A HfH{F smsupgrade A4 P A FIE / Rk H % /
sms_1_6_sparc/System_Management_Services_1.6/Tools [[I - R %
Wi, = VERIAR LA e S ] R AL SR [ P RLD TR R T / opt/ SUNWSMS/
bin [[IYFEA -

v FU4E SMS i
1. DB BE &S 38 A SC -
2. B EHBRYUMAE smsinstall BFEANME -

sc:# cd / F#kH$%/sms_1_6_sparc/System Management_Services_1.6/Tools

16

smsinstall *Eﬁfr*é}ﬁﬁ PV S SR LI 2TFH R
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3. ZPAIALERENT - FHPT smsinstall(IM) 2Pk -

sc:# ./smsinstall H$§#5ZHE

EL T 440 (0 3 50 SMS Bl pRfiv 15 (/ Tk §%/sms_1_6_sparc/
System_Management_Services_l.6/Product)°(ﬁ?%ﬁﬂﬁ?lSEJ rﬁﬁ%ﬁﬁ*%Q
%7%&};1{ Solaris Security Toolkit 4.2 ;’%f;ﬁ:ﬁ’ﬁg » BE BTN N AUFVEL

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.2

PR 5L SMS AP > 2R KR PR RL -

Installing SMS packages. Please wait...

pkgadd -n -d "../Product" -a /tmp/smsinstall.admin.24308
SUNWscdvr.u

SUNWSMSr SUNWSMSop SUNWSMSAf SUNWSMSjh SUNWSMSlp SUNWSMSmn
SUNWSMSob

SUNWSMSod SUNWSMSpd SUNWSMSpo SUNWSMSpp SUNWSMSsu SUNWufr.u
SUNWufu

SUNWwccmn

Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWscdvr> was successful.

[...]

Verifying that all SMS packages are installed.OK

Setting up /etc/init.d/sms run control script for SMS 1.6
Setting up /etc/init.d/zoedsms run control script for SMS 1.6
/etc/opt/SUNWSMS/SMS1.6/startup/zoedsms.

Attempting to restart daemon picld
/etc/init.d/picld stop
/etc/init.d/picld start

fifist — smsinstall(1M) i &7 FIEd A SMS A8l B /%] /opt/SUNWSMS /man/
smanlm E'%&HI o BT R ek HJ@EI%@;‘E‘@@? °

#
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4. FERZIRE -
V5E SMS REEIHLY i PRI S S 9 R -

Running Solaris Security Toolkit 4.2 hardening on System
Controller.

[NOTE] The following prompt can be disabled by setting
JASS_NOVICE_USER to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

Are you sure that you want to continue? (YES/NO) [YES]

[NOTE] Executing driver, server-secure.driver

Solaris Security Toolkit hardening step executed successfully on
the System Controller but it will not take effect until the next
reboot.

Before rebooting, please make sure SSH or the serial line is setup
for use after the reboot.

smsinstall complete. Log file is /var/sadm/system/logs/smsinstall.

fifizt — BEIR smsinstall A YES/NO H HI#EEIFF Li_ \ ol R LT F&l
[V o AR F BRI R A

5. EHTEREILART - WIREA I AT G E A SC » ZHAE Solaris Security Toolkit
1y /etc/hosts.allow REEMAEE -

ﬁ%:nji__‘ EII %I%?TEI}J ’gFH Fj’tﬁij’f’f EI” REAC ﬁl F T gC o

m QPR S VRSG5 SR U 20 o [T S AR W@E[ » [ Secure Shell
(sshd) phg[ };"lt LOCAL ° fif{% plifu~y & = g™ fr.

sshd: LOCAL
LI L e e g %@El sshd F 145 ALL « R0 575 g

- B
sshd: ALL
u (/DF/U &5 ,\E[ﬂiﬁfﬂﬂ‘ﬂ 9 SC iyt 2V » %F’J, sshd % ‘[‘ijf’F',’ﬂ‘C’JE[ f4[9 SC €4  fIgp » gp
<RI SC [y E,?’t": main-sc0 ' 'J;FJ SC p £t} spare-scl > ﬁ@\ Hlj B SC

fi¢ w FE YIS B
sshd: spare-scl

1 SC AR Flifo L S g F
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sshd: main-sc0

(/[l%ﬁ’ﬁl %Eﬁff? /etc/hosts.allow i FIEYF > ﬁ%‘%fﬁg "Solaris Security Toolkit
4.1 f{eference Manual | -

v i SC HLEEISHFEA
SMS M= F" 7 http://sunsolve.sun.com Vi -
& FAE SMS VIR PR ﬁ%%@iﬁﬁiﬁ: L ]i‘f@mﬁlrﬁggmmﬁ (#F Iy
fift

m PR EERGS f DR

- T TR

n PMEESEEPREY EFISIFEI*JEU datasync ¥ cmdsync (B e

o

T [V BERSH PR R » LS (A - TR e -

T PR BEPSHRAT ] 7R D B PSR . - SRR
BT -

1. DOFEEHEEREREAE SC -
2. fEwiflEl SC b dEfeniiftd

v IR R
1. 7EREReH > B smsconfig FEFFEAR RN SC AT HERSACE -
2. BEFEVEELEIEFE R A SR Sun Fire SRS RAHAVE -

fiEE — 7] NONE i3S 1D~ 6870 | AR EHEA o 11 ERETHILY 91 - Sl m e

3. DUl FEmIS 2 EA SC -
4. BEADU NN ~ taBd s B MAN HURE *

sc:# /opt/SUNWSMS/bin/smsconfig -m

5. IRIBHEETuLEL FTIER AN - BB uh BRI EHS e A R 0 B i -
NA(IE RS IPv4 = A0 2PV Solaris [E¥ £ f‘%ﬂzﬁflfﬁﬁ??% o

#
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‘?féi U (10 TP i1 {8 KL - [ OV AR S5 TPt G
PRI o P ESEOMERE TP A R S S S R -

ﬁ%ﬁf JHH [,n?‘i ) {fat SC 7 (PRI~ erd0 Al erd3 IR IRV IP A S0 RLE -
IE[U o I[—{ C };E‘: I'IZI IE[ J‘({E{{l IP b ":L'—‘o

g TVHE 2RIV smsconfig -m i 0EYE 0 S T System Management
ervices (SMS) 1.6 Administrator Gulde 4 ¥ "MAN Configuration ; — &JA!
smsconfig sk =] -

sc:# ./smsconfig -m

The platform name identifies the entire host machine to the SMS
software. The platform name occupies a different name space than
domain names (hostnames of bootable systems).

What is the name of the platform this SMS will service [sunl5]?
sunl5
Configuring the External Network for Community C1

Do you want to define this Community? [y,n] ¥

Two network interfaces controllers (NICs) are required for IPMP
network failover.

Enter NICs associated with community Cl [eriO eri3]: [Return]

Enter hostname for eri0 [sunl5-scl-eriO]:[Return]
Enter IP address for eri0O: 10.1.1.52

Enter hostname for eri3 [sunl5-scl-eri3]:[Return]
Enter IP address for sunl5-scl-eri3: 10.1.1.53

The Logical/Floating IP hostname and address will "float" over to
whichever system controller (SCO or SCl) is acting as the main SC.

Enter Logical/Floating IP hostname for community C1
[sunl5-sc-C1l] : [Return]

Enter IP address for sunl5-sc-C1:10.1.1.50

Enter Netmask for community Cl: 255.255.255.0

Enter hostname for community Cl failover address
[sunl5-scl-Cl-failover] : [Return]
Enter IP address for sunlb5-scl-Cl-failover:10.1.1.51

Hostname IP Address (platform=sunl5)
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sunl5-sc-C1l 10.1.1.50
sunl5-scl-Cl-failover 10.1.1.51
sunl5-scl-eri0 10.1.1.52
sunl5-scl-eri3 10.1.1.53

Do you want to accept these network settings? [y,n] ¥y
Configuring the External Network for Community C2
Do you want to define this Community? [y,n] n

Configuring Il Management Network - ‘I1’ is the Domain to SC MAN.
MAN Il Network Identification

Enter the IP network number (base address) for the Il network:
10.2.1.0

Enter the netmask for the I1 MAN network
[255.255.255.224] : [Return]

Hostname IP Address (platform=sunl5)
netmask-1i1 255.255.255.224
sunl5-sc-il 10.2.1.1
sunl5-a 10.2.1.2
sunl5-b 10.2.1.3
sunl5-c 10.2.1.4
sunl5-d 10.2.1.5
sunl5-e 10.2.1.6
sunl5-f 10.2.1.7
sunl5-g 10.2.1.8
sunl5-h 10.2.1.9
sunl5-i 10.2.1.10
sunl5-j 10.2.1.11
sunl5-k 10.2.1.12
sunl5-1 10.2.1.13
sunl5-m 10.2.1.14
sunl5-n 10.2.1.15
sunl5-o 10.2.1.16
sunl5-p 10.2.1.17
sunl5-g 10.2.1.18
sunl5-r 10.2.1.19

Do you want to accept these network settings? [y,n] ¥y

Configuring I2 Management Network - ‘I2’ is for SC to SC MAN.
MAN I2 Network Identification

Enter the IP network number (base address) for the I2 network:
10.3.1.0

#
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Enter the netmask for the I2 MAN network
[255.255.255.252] : [Return]

Hostname IP Address (platform=sunl5)
netmask-i2 255.255.255.252

sunl5-sc0-i2 10.3.1.1

sunl5-scl-i2 10.3.1.2

Do you want to accept these settings? [vy,n] ¥

Creating /.rhosts to facilitate file propagation...done

MAN Network configuration modified!

Changes will take effect on next reboot.

The following changes are about to be applied to the "/etc/hosts"
hosts file.

ADD: 10.2.1.2 sunlb5-a #smsconfig-entryv#

ADD: 10.2.1.3 sunl5-b #smsconfig-entry#

ADD: 10.2.1.4 sunl5-c #smsconfig-entry#

ADD: 10.2.1.5 sunl5-d #smsconfig-entry#

ADD: 10.2.1.6 sunl5-e #smsconfig-entry#

ADD: 10.2.1.7 sunl5-f #smsconfig-entry#

ADD: 10.2.1.8 sunlb5-g #smsconfig-entryv#

ADD: 10.2.1.9 sunl5-h #smsconfig-entry#

ADD: 10.2.1.10 sunl5-i #smsconfig-entry#

ADD: 10.2.1.11 sunl5-j #smsconfig-entry#

ADD: 10.2.1.12 sunlb-k #smsconfig-entry#

ADD: 10.2.1.13 =sunl5-1 #smsconfig-entry#

ADD: 10.2.1.14 sunlb5-m #smsconfig-entry#

ADD: 10.2.1.15 sunl5-n #smsconfig-entry#

ADD: 10.2.1.16 sunl5-o #smsconfig-entry#

ADD: 10.2.1.17 sunl5-p #smsconfig-entry#

ADD: 10.2.1.18 sunlb-g #smsconfig-entry#

ADD: 10.2.1.19 sunl5-r #smsconfig-entry#

ADD: 10.2.1.1 sunl5-sc-il #smsconfig-entry#
ADD: 10.1.1.50 sunlb5-sc-Cl #smsconfig-entry#
ADD: 10.1.1.51 sunl5-scl-Cl-failover #smsconfig-entry#
ADD: 10.1.1.52 sunl5-scl-eri0 #smsconfig-entry#
ADD: 10.1.1.53 sunlb-scl-eri3 #smsconfig-entry#
ADD: 10.3.1.1 sunlb5-sc0-12 #smsconfig-entry#
ADD: 10.3.1.2 sunlb5-scl-i2 #smsconfig-entry#

Update the hosts file, "/etc/hosts", with these changes? [y,n] ¥y
Hosts file "/etc/hosts" has been updated.

The following information is about to be applied to the "/etc/
netmasks" file.
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ADD network: 10.1.1.50, mask: 255.255.255.0

ADD network: 10.2.1.0, mask: 255.255.255.224

ADD network: 10.3.1.0, mask: 255.255.255.224

Update the netmasks file, "/etc/netmasks", with these changes?
[y,n] ¥y

Netmasks files “etc/netmasks” has been updated.

smsconfig complete. Log file is /var/sadm/system/logs/smsconfig
sc:#

sy — =] smsconflg -m 7= — i SC Fﬁ%ﬁh@ & E‘ Ml =25 Py SC ﬁﬁﬁ
BRpURERI - AT f*'"*iigl‘ﬁlﬁl & o

6. f@lE /etc/nsswitch.conf FEZ -

password - group * hosts ~ netmasks #l ethers V87— {FfIf VEEL files o 7t
files FIIEJ » F[IEE P T @F' pJ %;,‘7 Yo AT PY nis F[& DNS °

sc: # vi /etc/nsswitch.conf

passwd: files nis

group: files nis
ﬁééts: files nis
ﬁéémasks: files nis
ééﬂers: files nis

fizt — smsconfigj EJEI% /etc/netmasks ¥ /etc/inet/hosts i i’ﬁgg”??]
fﬁfyéﬁ§fﬁﬁk5SC (e 1 A1 o

7. RESREEHTRNY Solaris fE2EAME G Z4ukEY » 4] NIS ~ NIS+ 5% DNS -

v

AR A

'_.EI

Bk 3 FIFI ™) SC_FH -4 PRIl | IR < 1) A Ry B i SC -
jﬁl == Tk

#
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PGSR e SMS 0PI H TSR ID - BV 7R 1D pOR R SR
# 410

1. DUERBERES T EA -
2. BRI EA LGS

sc0:# /opt/SUNWSMS/bin/smsconfig -a -u HHEHE -¢ A #8ik ID |platform

Epe

w5 AR B R (R IRPRRY £

n FEHAAREEL IE - flal € | 355 JE*F’ "€ ¢ admn ~ rcfg ~ oper F/ sve o
@i ID LAY ID - m%ﬂﬁ@& ID £h A % RS s 2Pl o

o0 T Y 1 = dmnaadmn RS HLH ﬂ?;”vqﬁfj’rﬁk A f IR > %gﬁ 3o

sc0: # /opt/SUNWSMS/bin/smsconfig -a -u fdjones -G admn a
fdjones has been added to the dmnaadmn group
All privileges to domain a have been applied.

fiiEt: — E /I J‘E*ﬂjﬂ t /etc/group MiF Y SMS FER fEHE (1 |

i £ eilige
il el ™ s SUARBEL -

_-E[U[

3. ZFH SMS RERL A EEIHERR - SAEADU ML -

sc0: # /opt/SUNWSMS/bin/smsconfig -1 #f@ig ID|platform

IO BT T L g

scO: # /opt/SUNWSMS/bin/smsconfig -1 platform
fdjones
jtd

= -+ B NP V= » Hplr

v Fﬁ'%&: ol SC AUAS b
HUESRLTE 1 SC T4 RIS - (IR FI SC oyt
(CEN) - FSRICUELS - AP G0 1| et B3 20 7+ 1 2] P S
Fire 27 » Wrt B 7 400 7 kg rp[f@wmﬁ FOplIT o el A -
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it — i [ S R B 4 TS SMS -

. VAH platadm HERRIEEHIE S0 8 AT E SC -
- BEALLU L AIE TP RS S R ED -

sc0:SMS fifi# :> /opt/SUNWsms/bin/showboards -v | grep CS

Cs0 On - - -
CSl On - - -

A A Une
A R SETRe

scO: # poweron cs0 csl

. i showplatform -p csn 5L KFHEERTIR -
v[lw%%q»,gfuljj{‘j/ﬁfjr%lfﬁ’ EJ”?W‘ER}J‘{‘{/[IW Ug«”ﬂﬂ?ﬁ FI JB}?LM

sc0:SMS {fif]# :> /opt/SUNWsms/bin/showplatform -p csn

CSN:

Chassis Serial Number: 353A00053

BRI B (R
n 3”%@? P BE %F' setcsn}‘F JF,H%%J e — WA o

- ALERERHR PR -

sc0:SMS {fifj# :> /opt/SUNWSMS/bin/setcsn -c PR

E I PIRRLE |~ PEE (2 Sun Fire ARG o [ 1) A SRR
j‘“ F"fﬁ”H'F'ﬂE ARV A5 3 AV AR

TS| FR

FIE SMS flifze 11)}5??”31‘ [ R (Stop-A) fii F[Fﬁg;lngﬁ IR ¢ [Return] [~]
[Control-B] - £ [%’@Fg HH |5 F' FER IO -

#
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1. SUBSBEIIH LB A SC -
2. { /etc/default/kbd B « HUN FAISCHITIUEERE |

#KEYBOARD_ABORT=alternate

BTN SIS e i i R, R e

FUSFIED SC PUTeH L2 4 S SMS IR TR fiu oo~
1. D@k i#E S A SC RiRYJI%E OpenBoot PROM FERAFHE

sc:# su -

password: superuser_passwd

sc:# shutdown -y -g0 -i0
. [system message]

ok

2. HHTRE) SC -

ok boot -rv

v 7‘[ # SC Flash PROM

et F' (platadm) U} F e CH#h T flashupdate(1M) ?F’I e
1. IEA platadmn RERRAYEERE G708 A SC -
2. {#if] flashupdate I} fpo flash PROM -

sc:SMS f#ifl#% :> f£lashupdate -f /opt/SUNWSMS/firmware/SCOBPimg.di sc0/
fp0

3. fIHIERERBEIREIIEZS > DUK flashupdate KTk fp1 flash PROM -
n 55 CP1500 #5465 > ﬁ%fpj | flashupdate | nSSCPOST.d1i #Yff °

sc:SMS f#ifl#% :> flashupdate -f /opt/SUNWSMS/firmware/nSSCPOST.di
sc0/£fpl
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n 5L CP2140 #5465 o ﬁ%fpj H| flashupdate | 0SSCPOST.di i

sc:SMS f#ifl#% :> flashupdate -f /opt/SUNWSMS/firmware/oSSCPOST.di
sc0/£fpl

I % flashupdate(1M) }‘ﬁ 'JF' Ve i I System Management Services
fSMS) 1.6 Reference Manual ; fi¥ flashupdate SELE=T ] o

4. DR ME IS8 A SC AR RYJHZE OpenBoot PROM FERAFHE -

sc:# su -

password: superuser_passwd

sc:# shutdown -y -g0 -i0
. [system message]

ok

5. EHTELE SC -

ok boot -rv

v N ]?;“JL%E e

u H IS 2 o SC P AT - RS SR SC o R 13
F' CIE A IR -

m LT ] SC R J%Lﬁ'él%’??“ﬁ » R ™ ] AR R
ﬂash PROM fﬂ' Fkﬁg;f

. 5727 FH“H““ﬁﬁFlashPROMJ
- FjTZSEI !—ESFFI FL%F&)&’@

v 7‘[3? : 25y Flash PROM
gl}‘}‘: F,%{Hf{f e CH#h 7 flashupdate(1M) fF’, e

1. DLH platadmn REFRAYEEHE S5 8 AT E SC -
2. {#if] flashupdate RKI#HHgiE CPU flash PROM -

L
w
g
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n oA R A IO B 0 ] - I S

sc0:SMS {fifj# : > flashupdate -d <fgli5~"EF> \/opt/SUNWSMS/hostobjs/
sgcpu.flash

m Rl ’&“[ﬁw‘ﬁ&’@p J’;E-] TS %@H £ SEIE PP AR

sc0:SMS filifj#5 : > flashupdate -f /opt/SUNWSMS/hostobjs/sgcpu.flash {i\i/E

R iva e e U] [l
B AT
Hethi i E/FPROM ID

F@J in [EFIH] 50 RS i ﬁt FPROM (FP0 g FP1) AUEf (% - 1 it FPROM
811 1/O Ff1bE MCPU 55| » 5 IALBH A O i -

Sun Fire 15K/E25K Sun Fire 12K/E20K
SB(0...17) SB(0...8)
I0(0...17) I0(0...8)

FJ SRR B 09 FPROM ID A5
FPO ~ FP1
B4+ ¢! SB4/FPO ALIFHAH 4 iV CPU 45 19 FPROM 0 -

3. f I EHREECRTAC EL (F A R A _ TR Ba B FIEE (POST) i fE RS
(hpost) » SEFTHIHGLERMMR AR I -

w FELHT- A %IEIF' deleteboard(IM) ¥ addboard(lM)fF' Jﬁhﬁ hpost
m S PR %lﬁl“ setkeysw1tch(1M)fF’ Jiﬁrf hpost o

iit E = FIPTIESN T F;fffglﬂg?@’?ﬁ ffiffi"| setkeyswitch(IM) T R -

ESFEL | 7k 4 L
W
1. LUAA platadmn HERRIVHA #5328 A SC -
2. GRRCA ST -

sc:SMS fifi# :> /opt/SUNWSMS/bin/setfailover on
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A Y TS R A AE S -

sc:SMS f#iffl# :> /opt/SUNWSMS/bin/showfailover -v
SC Failover Status: ACTIVATING

sc:SMS f#iffl# :> /opt/SUNWSMS/bin/showfailover -v
SC Failover status: ACTIVE

T [EFE L setfailover 470 & > SC IR F'[f i FJ[ f! SC #If J“ ] SC:& rf[rj
M KPR K T ST - SR e

(RIELAC[ ] 5ERY Solaris {5 =31 SMS
WB’W?

% 3-2 %g? BRUA i b SIS Solaris [P il A1 SMS A5 4 (WA HEIR: » [TAT - TRIFE 5
&Ffvﬁﬁ "] SC iRy - %Mﬁ%m HERIPET T 5] SC TR o R 32 f]1
F[Jéjfc_l* ﬁ%ﬁwflﬁfﬂfﬁﬁ PRI 2 P9 5 ﬁ% [ FFHI%TlJFﬁi
F[J

# 3-2 BRI 9 Solaris (B A1 SMS i

fFl SC

LY 29 Fi Tiffy™] SC 4 HEE b SV Solaris {= 7 |
2. 8730 FI T 7] SC B[ LERY SMS A4S A

3. 8733 [ [t ff"] SC &R SMS i [

4. 5733 ¢ T pf H| SC =45 SMS lifﬁF'?E,“J

5. 5734 FI TR
6
7
8

s

0

. Y 38 I FF%EE['E' HHAE
. 5T39 FI F?’{;ajﬁ]’xf[,rﬁgyg@u

Y39 " pA SC

Nt

2

. B

7] SC B HE AERY Solaris [ 5

. TEfiEH SC FZSESeni4edEny Solaris {EZERH -
%f E‘Jﬁ”ﬁ ‘B Solaris i%{f’j{ T"V(%?FEIFTJ}"ﬂ o FP_‘—.IJH :

#
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a. %%%%%??WZKH’J Solaris {EE AL HEMEN GE2BIE 6 B " SC fpus
K, ) e
LT | If’ﬁ“éﬁw,g?%? F;?TF’]*E?U =N ’?Sféﬁ SC _Hiufi s JFE’%%E;C g5 SMS F{IJ
A ’E%‘EI*J#‘\EVT'#TLH fliF] SC -

b. FEEEERMI Entire Distribution EHf -

. FEME English - C UREESERE -
@ SC - SMS 1.6 Tq’%\@\'%y JHYE [ Solaris %FEI B -

2. BggE Java 1.2.2 REGELENTHR HEK T - A TAIES

sc:# java -version

L IEREL /usr/javal.2/bin/Java » £ [T [{I"'] Sun Fire Interconnect - [fij %
}{%]’ Java 1.2.2 ﬁﬁ(’ﬁgi’%fﬁ??ﬁﬁ%ﬁ 167 > SMS }[%]’5\2?? ?5,‘“5*1 o

sk — A Java 1.2.2 (P o A 1 FTIE SMS ¢

v )R] SC BB HERY SMS A4S A
1. DU fE 1558 A SC -
2. #FHSFRYUMAE smsinstall FEFFREIINIE -

scl:# cd / F#kH$%/sms_1_6_sparc/System Management_ Services_1.6/Tools

smsinstall *Eﬁfr*é}ﬁﬁ PV b SR LI 2T R
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3. YRR - ST smsinstall(M) $5% -

scl:# ./smsinstall H$44HE

EL T 448 (0 3 50 SMS B pRfi 15 (/ Tk B/ sms_1_6_sparc/
System_Management_Services_l.6/Product)°%ﬁéﬁ%%?]SfJ r@%@ﬁﬁ*%§
%7%&};1{ Solaris Security Toolkit 4.2 ;’%f;ﬁ:ﬁ’ﬁg » BE BTN N AUFVEL

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.2

AT 4 SMS 24N -

Installing SMS packages. Please wait...

pkgadd -n -d "../Product" -a /tmp/smsinstall.admin.24308
SUNWscdvr.u

SUNWSMSr SUNWSMSop SUNWSMSAf SUNWSMSjh SUNWSMSlp SUNWSMSmn
SUNWSMSob

SUNWSMSod SUNWSMSpd SUNWSMSpo SUNWSMSpp SUNWSMSsu SUNWufr.u
SUNWufu

SUNWwccmn

Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWscdvr> was successful.

[...]

Verifying that all SMS packages are installed.OK

Setting up /etc/init.d/sms run control script for SMS 1.6
Setting up /etc/init.d/zoedsms run control script for SMS 1.6
/etc/opt/SUNWSMS/SMS1.6/startup/zoedsms.

Attempting to restart daemon picld
/etc/init.d/picld stop
/etc/init.d/picld start

fifist — smsinstall(1M) i &7 FIEd A SMS A8l B /%] /opt/SUNWSMS /man/
smanlm E'%&HI o BT R ek HJ@EI%@;‘E‘@@? °

#
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4. FERLERL -
VAL SMS BRI i o RIS S (A

Running Solaris Security Toolkit 4.2 hardening on System
Controller.

[NOTE] The following prompt can be disabled by setting
JASS_NOVICE_USER to 0.

[WARN] Depending on how the Solaris Security Toolkit is configured,
it is both possible and likely that by default all remote shell
and file transfer access to this system will be disabled upon
reboot effectively locking out any user without console access to
the system.

Are you sure that you want to continue? (YES/NO) [YES]

[NOTE] Executing driver, server-secure.driver

Solaris Security Toolkit hardening step executed successfully on
the System Controller but it will not take effect until the next
reboot.

Before rebooting, please make sure SSH or the serial line is setup
for use after the reboot.

smsinstall complete. Log file is /var/sadm/system/logs/smsinstall.

ff3E — BEIR smsinstall AR YES/NO H NI EHRL A BIREW > (£7 e
[PV o A [ ERERERE I R

5. EETBAMELIRT > QISISA SR A AT A SC » AEAE Solaris Security Toolkit
1y /etc/hosts.allow REEMAEE -

L — — B EEFT I S B BRI R SC -

FF]‘
m f@iE\'ﬁ!ﬁf{ﬁiﬂi i WEIV s L ST AR RS > [N Secure Shell
(sshd) ﬁ‘[‘épfﬁ’ﬁ?@j B LOCAL ° fff % plipud & = gn™ frs.
sshd: LOCAL
n é/k[l}fl'ééﬁf’u FH (;i,riﬁ T ﬁ%ﬁé“ﬁl sshd ﬁ 5L ALL » R plipod o 5
sshd: ALL
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@El SE%J t:_? main-sc0 ' ff*] SC py £t} spare-scl » ﬁiif[l} f1 SC
IE[J = l:[_k .

sshd: spare-scl
71 SC iR flifio 4 gy A
sshd: main-sc0

79['3:?! bﬁl\;ﬁ’\ /etc/hosts.allow i pUEyF %“ 2] T Solaris Security Toolkit
4. 1 eference Manual | -

n i/DF;J [&F 'ﬁfﬁiﬁjuffﬂ {4 SC fluix 2V g it sshd’ ]i?F“ EE PP SC 7 o g i

v ] SC R SMS i

® ff smsbackup f§ZE T smsrestore -

scl:# /opt/SUNWSMS/bin/smsrestore K4 IE

# Hl*ﬁi‘%*{i}iﬂl smsbackup(1M) F’?&ﬂ NG [fF IJJﬁ'I:iE USRS o RE IR EIEIJ :
BOEAEEE £ P 1) ik R 8
LRI © L S

v ]'TFJ M SC FAEE SMS A
SMS |'%‘FF A= i ™ http://sunsolve.sun.com Vi -

5 HHE SMS PRI ISHPEAT I > GREREEL R SR R (R

ﬁf[)
R LERR A ¢

Hﬂ = (£ DR (B -

TR [ Al Jfﬁrglﬁﬁ\/rﬁﬁﬂ °

T T;‘"g\i%l";EI’FE[II'EIE'J%??E*JEU datasync fi¥ cmdsync [ -
ik SIS R %i%{ﬁ"ﬁl’fﬁﬂﬁ@ > %WWWEI’FW’%@E[ °

*,’u;ap%trfkg’ AL o AR B S P O T o PSR g
ij I.F].J'[_L:{'J’[j o

1. DOPFEEH B RERRE AR SC -
2. fefiiifl SC b &defgniiftd s -

L
w
g
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v

1.

2.

TERAARFFH » J5IE smsconfig Ak EIIRFT SC N ERARTH -
BTSSRI P BUR 4019 Sun Fire FERSTHEAZEH -

— fjr'] NONE {5 ID - Jip it I RAEEes o T Agea et b 9t - 1]EHEI1 Bl T1
.Iﬁfle o

- DU BE B IS A SC -
- BEALU NI ZREUR ~ BB B B MAN [a0E

scl:# /opt/SUNWSMS/bin/smsconfig -m

- HRIBTE I SEBE TSR IEEN - o125k BN 45 B ¥ B S R A R -

(| IPvA BB AD [2AY Solaris [E E AR £ Mm‘pwﬂr%?é o

T — R o IP A ELETT] - RO s [ﬁ'ﬁ'é‘.ﬁUE 1P it 2
AR RITE o 07 FEOSOARE 1P i e ﬁw B e ﬁ W A

filiaE — 9L ,['&JW SC H# g%fiﬁt eri0 Al eri3 {fi [ IP fib f- Fiplue—
fY o [ ffi |ﬁ C [f, Oy g IP A gt

Eht‘V{EEI DFTJF\ smsconfig -m f'[ . ]Eng’riE ?t‘xﬁd I System Management
ervices (SMS) 1.6 Administrator Gulde 4 ¥ "MAN Configuration ; — &JA!
smsconfig L= {1 o

scl:# ./smsconfig -m

The platform name identifies the entire host machine to the SMS
software. The platform name occupies a different name space than
domain names (hostnames of bootable systems).

What is the name of the platform this SMS will service [sunlb5]?
sunl5
Configuring the External Network for Community C1

Do you want to define this Community? [vy,n] ¥
Two network interfaces controllers (NICs) are required for IPMP
network failover.

Enter NICs associated with community Cl [eri0 eri3]: [Return]
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Enter hostname for eri0 [sunl5-scl-eriO]:[Return]
Enter IP address for eri0O: 10.1.1.52

Enter hostname for eri3 [sunlb5-scl-eri3]:[Return]
Enter IP address for sunl5-scl-eri3: 10.1.1.53

The Logical/Floating IP hostname and address will "float" over to
whichever system controller (SCO or SCl) is acting as the main SC.

Enter Logical/Floating IP hostname for community C1
[sunl5-sc-C1l] : [Return]

Enter IP address for sunl5-sc-C1:10.1.1.50

Enter Netmask for community Cl: 255.255.255.0

Enter hostname for community Cl1 failover address
[sunl5-scl-Cl-failover] : [Return]
Enter IP address for sunlb5-scl-Cl-failover:10.1.1.51

Hostname IP Address (platform=sunl5)
sunl5-sc-C1 10.1.1.50
sunl5-scl-Cl-failover 10.1.1.51
sunl5-scl-eri0 10.1.1.52
sunl5-scl-eri3 10.1.1.53

Do you want to accept these network settings? [y,n] ¥y
Configuring the External Network for Community C2
Do you want to define this Community? [y,n] n

Configuring I1 Management Network - ‘I1’ is the Domain to SC MAN.
MAN Il Network Identification

Enter the IP network number (base address) for the Il network:
10.2.1.0

Enter the netmask for the I1 MAN network
[255.255.255.224] : [Return]

Hostname IP Address (platform=sunlb)
netmask-1i1 255.255.255.224

sunl5-sc-il 10.2.1.1

sunl5-a 10.2.1.2

sunl5-b 10.2.1.3

sunl5-c 10.2.1.4

sunl5-d 10.2.1.5

sunlb5-e 10.2.1.6
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sunl5-f 10.2.1.7

sunl5-g 10.2.1.8

sunl5-h 10.2.1.9

sunl5-1i 10.2.1.10
sunl5-j 10.2.1.11
sunl5-k 10.2.1.12
sunl5-1 10.2.1.13
sunl5-m 10.2.1.14
sunl5-n 10.2.1.15
sunl5-o 10.2.1.16
sunl5-p 10.2.1.17
sunl5-g 10.2.1.18
sunl5-r 10.2.1.19

Do you want to accept these network settings? [y,n] ¥y

Configuring I2 Management Network - ‘I2’ is for SC to SC MAN.
MAN I2 Network Identification

Enter the IP network number (base address) for the I2 network:
10.3.1.0

Enter the netmask for the I2 MAN network
[255.255.255.252] : [Return]

Hostname IP Address (platform=sunl5)
netmask-i2 255.255.255.252

sunl5-sc0-1i2 10.3.1.1

sunlb5-scl-i2 10.3.1.2

Do you want to accept these settings? [y,n] ¥

Creating /.rhosts to facilitate file propagation...done

MAN Network configuration modified!

Changes will take effect on next reboot.

The following changes are about to be applied to the "/etc/hosts"
hosts file.

ADD: 10.2.1.2 sunl5-a #smsconfig-entry#
ADD: 10.2.1.3 sunl5-b #smsconfig-entry#
ADD: 10.2.1.4 sunlb5-c #smsconfig-entrv#
ADD: 10.2.1.5 sunl5-d #smsconfig-entryv#
ADD: 10.2.1.6 sunlb5-e #smsconfig-entry#
ADD: 10.2.1.7 sunl5-f #smsconfig-entry#
ADD: 10.2.1.8 sunl5-g #smsconfig-entry#
ADD: 10.2.1.9 sunl5-h #smsconfig-entry#
ADD: 10.2.1.10 sunlb5-i #smsconfig-entry#
ADD: 10.2.1.11 sunl5-j #smsconfig-entry#
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ADD: 10.2.1.12 sunlb-k #smsconfig-entry#

ADD: 10.2.1.13 sunlb5-1 #smsconfig-entry#

ADD: 10.2.1.14 sunl5-m #smsconfig-entry#

ADD: 10.2.1.15 sunl5-n #smsconfig-entry#

ADD: 10.2.1.16 sunlb-o #smsconfig-entry#

ADD: 10.2.1.17 sunl5-p #smsconfig-entry#

ADD: 10.2.1.18 sunl5-g #smsconfig-entry#

ADD: 10.2.1.19 sunlb5-r #smsconfig-entry#

ADD: 10.2.1.1 sunl5-sc-il #smsconfig-entry#
ADD: 10.1.1.50 sunl5-sc-Cl #smsconfig-entry#
ADD: 10.1.1.51 sunlb-scl-Cl-failover #smsconfig-entry#
ADD: 10.1.1.52 sunlb5-scl-eriO #smsconfig-entry#
ADD: 10.1.1.53 sunlb5-scl-eri3 #smsconfig-entry#
ADD: 10.3.1.1 sunl5-sc0-i2 #smsconfig-entry#
ADD: 10.3.1.2 sunl5-scl-i2 #smsconfig-entry#

Update the hosts file, "/etc/hosts", with these changes? [y,n]
Hosts file "/etc/hosts" has been updated.

The following information is about to be applied to the "/etc/
netmasks" file.

ADD network: 10.1.1.50, mask: 255.255.255.0

ADD network: 10.2.1.0, mask: 255.255.255.224

ADD network: 10.3.1.0, mask: 255.255.255.224

Update the netmasks file, "/etc/netmasks", with these changes?
ly,n] ¥

Netmasks files “etc/netmasks” has been updated.

smsconfig complete. Log file is /var/sadm/system/logs/smsconfig
sc:#

Y

fifiak — ff1"'] smsconfig -m 7 (= ffi# SC j‘%‘ﬁ@ﬁfﬁ%ﬁ'fﬁ[‘]‘) o METEE P SC ['éﬁﬁj

BRpRR o AR el R R

#
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6. #FlH /etc/nsswitch.conf B -

password ~ group * hosts ~ netmasks #l ethers U8T— {FfIf V&R files o 7t
files AFII,E'J D IEE P T (R F”E[ 5 I AT Y nis F"/’ DNS °

scl: # vi /etc/nsswitch.conf

passwd: files nis

group: files nis

hosts: files nis

netmasks: files nis

ethers: files nis
fiiZ¥ — smsconfig & E IEIRI¥T /etc/netmasks M /etc/inet/hosts T’é&iﬂﬂ"’?q
KU A EE Y SC .ﬂlpo

7. RESREEFTRNY Solaris fE2E A G 4ukEe > i4n NIS ~ NIS+ 5% DNS -

v LR A

'iwf,aw;ffﬁﬁr H S SMS [l B ID - IV 0 RS 1D sk i - S
#* 4-1 -

1. UK GE & RIS 70 & Ak SC -
2. B EEESTEIE ERALL NS -

scl:# /opt/SUNWSMS/bin/smsconfig -a -u HfHELME - B4 #8ik ID |platform

e
n [EFE AL S 05 R £
w AL EL N JIE - W SPVRSE {78 ¢ admn ~ refg ~ oper Y sve e
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@i ID LAY ID - ¢ ;«ypg;«yﬁ@ ID Eh A % RV s 2Pl e
BT P = dmnaadmn FEE TR S VAR A ISSIOREIEL - ghit

scl: # /opt/SUNWSMS/bin/smsconfig -a -u fdjones -G admn a
fdjones has been added to the dmnaadmn group
All privileges to domain a have been applied.

Pt — J )1 = FH T Jete/group MRV SMS FEE HIFHETRINIE © a5 J"“AIH
il A el ™ s JUARBEL -

. B SMS BB EEIRER - FEEHLL TS

scl: # /opt/SUNWSMS/bin/smsconfig -1 #f@i% ID|platform

A1 > FOBa: P H {IEL fig

scl: # /opt/SUNWSMS/bin/smsconfig -1 platform
fdjones
jtd

Rl s

FAITE SMS [l 17k ﬁgﬂ;ﬂi e - (Stgp a) fiy FP% SRR ¢ [Return] [~]
[Control-B] - %[E F' IF“%,E_JFI HEE R F' ]* FIIBPE o

. DU B S 5 & ?\ﬁ‘*ﬁﬁ SC -

. {£ /etc/default/kbd HFEH » BUH MHISCFATHIERE |

#KEYBOARD_ABORT=alternate

BB SCI2 e W IR e e
EI f IFI I F ; IIF‘I

\VE:E

-

FETTREN P SC

FIFTHEn SC F‘ff’r“ [ &7 45 SMS BRI T T

#
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1. DUERBERE S 7 EAfH SC A% Y] OpenBoot PROM f/R7F4% -

scl:# su -

password: superuser_passwd

scl:# shutdown -y -g0 -i0
. [system message]

ok

2. EHTRLEIfEH SC -

ok boot -rv

40

| 7% SMS ngu%w 1.6
* 3-8 B KL JpJ SMS [ PRpS 4 #[ a2 1.6 FOAHMET o T 1) fifid - ﬁ%iﬁf M

smsupgrade ?‘FI s ] 5B SMS ﬁfﬁfﬁg‘

R Fg'/ﬁ SC PEJ Solaris {Ff Fak fg— EINGE Y A AR =Pl BN S 4 (]
Y[ > 1§ Solaris 9 [E FHKF 72 E] Solans 10 [&=f 27K) - 1) &' [ERH] 7% SMS ig~E
5t 16 -

m [ oA ¥ Solaris [ 3 » [ALEEIF LR V5 4 1V SMS % SMS 1.6 - i 2
il 1-2 > HERLFIPEEE 4 SMS AR I 2V i

smsupgrade -l F| A - HAR %A TE VD) 7 R SMIS ZRUf -

EEIFE LY SMS 16 i) » SRR SC Y Solaris [ 5 Wl "VU | RIS (]

i/[l R ri,f—Solarls 94/04 | SERRF] &TU Solaris 99/04 [=3 “4[ i SMS fip

o BT L[]J SMS ﬁiﬁi 4[ 7% Solaris [FH L5 ’Zﬁ&r& Fl SMS, 4 ¢ %Kﬁdr’ﬁ 90
gl "= DI AERLSMS 1.6 ZBURL tfvfgr AL

| B [

OB TR T T

. MR SC kBRI & S -

A e E ALl SC #RHEA platadmn HEFR -

- fEWIflE SC _EFARBEPEERNG T E SMS ISP E 8% -
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- FEHEEEE SC _EEEAIS AR HIfE SC £ SC &EREFAL -

scO:# /opt/SUNWsms/bin/setdatasync backup

A e AdflE SC i’JE’:*ﬁUEﬁfﬁ FORIR (R A= Flit 2 B Akt e 2 e URIH RS R N

. sLskthEH
sC PR 75 B ARHUE

fifia — nﬁi%w F{ i [l SC 54" OpenBoot PROM i ﬁ‘;—"ﬁ]ﬂ e T
SMS E L}i’j’ o F'%&Epu F'SC clocks NOT phase locked ; (SC Eﬂ’fv 2B #
o BIAEDIRAE) it a&i [E 1) 2P o

. 23 SMS 1.6 EHERES Z i - FSHERRIEHES SC RS A IERR - 8027 SC
TR Secure Shell (ssh .

P SMS 1.6 i""giﬁg???‘;ﬁ SC V& » smsinstall HH-flERER S R {[H}' B3 fﬂflﬁ &IV .

U+

;

iRt — ¥\ 7% SC ffi™] ssh o [SSHRARI sshilili AR [ JHERS SMS = $47 5 2
o %g}ﬁﬁ‘j 80 FI MA@ ssh ,;_LH,J T PPEIVRI ERrE

- AERIR LT R LT > FEICER DA ik |

m [EFFHI S RRY Solaris [BR 21 D %’éﬁé?ﬁﬁéj °

m " Sun Fire 15K/12K System Site Planning Guide ; ¥ "Sun Fire E25K/E20K
System Site Planning Guide |

. #5268 " Solaris (SPARC Platform Edition) Release Notes ; A " Solaris Release
Notes Supplement for Sun Hardware | 2V [Z[i% Solaris [E 454 oyt » &%

B System Management Services (SMS) 1.6 %54 ZF | 1

http://sunsolve.sun.com RGFRIERRFTEN ~ BFHEN TSI E R -

. EFTALE MANK > G52R8 Sun Fire S/ifft L UEBHHEIHERT -
I‘-‘}L-{j%mll FI Z‘“:’ [L':%E‘HIFI UNZ “E}?_L :

| | & 'IZI ?[;EJ
SR
s 11 { ?z{ »ﬁﬁm& Uﬁ & £ H7 [P b ﬁ_l&[la ﬁgﬁl

m 2 ﬁ“ﬁﬂ,[,pﬁ ’}’ [[?fej IP & R PR
[ 7}%{ [ﬁ,[,gu PESE B € TP AR A1 SRR
m SC #& fi = £ 78 1P b i

L] Fp[ﬁ‘@«ﬁ URHRE Y £ b -

L
w
g
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10. FEHEHEE BFITHARN Solaris (EHIFEXEELUELR SMS IERERNST - 351 http://
sunsolve sun.com [k Solaris {E#ifE REEEE - HILHERT R SMS [T
SekHERitEXERE Solaris {EZERH -

v A A

i 3 3 Bi= 2RI SC ( SCO) ﬁlﬁF | SC (SC1) fiu+] shAE - J[# HEET AP0
@'%HIEJJ AITRL %‘W VAL o & dAE fl > |
mmﬂ A

%33 7|7 SMS [ BN 4 1.6

FH SC fisiFl SC
1. 5T 43 F1 TEVIII2 Bl SC

2. 5V 44 F1 TN R SC KSR

3. 9744 F1 i B SC iyl SMS Rt

4. 5T4S 1 IR SC
5. 5% 46 FI i M) SC -7 SMS 3

6. 5747 1 T r}[fEJE' | SC | i# Solaris =2 =7k (Ji' 32 &
)

7. 5748 F1 T EB{HH] SC IEARAT #E SMS 1.6 i

8. 5749 [I ,HE', 2E] i[9 Solaris Security Toolkit £
i it (O] SCRfE PR

9.5y 50 FI " ffiH] SC -+ 7% SMS i

10. 9755 F1 7 ffi] SC 4k SMS Skt

11. 57 55 I rf@*ﬁﬁ{ |"‘|ﬁ“] SC |

12. 8756 F1 T &yt il = iy "] SC

13. 5¥57 1 "7 "] SC Flash PROM |

14. 57 58 I rglig?’?ﬁ‘ﬂ AR ﬁ’[]é

15. 57 58 FI 7= |1 SC ¥ % Solaris [E4 25k (f
2

16. 5759 F1I T 52 fi1 SC 4 [ﬁ‘f{*a&SMSlﬂp‘j%‘J

17. 57 60 F1 T [S7F iV Solaris Security Toolkit
f‘i:*«iﬁﬁfx?“ o [§2 B SCORH 72

18. 5y 61 F1 7%= fol SC [ 5% SMS i |

19. 5766 FI [ ol SC 44 SMS [EHHA
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# 33 F| i SMS [+ 1.6 (D)

FZ sC fifiF SC
20. 5766 FI "= i~ f1 SC

21. 5y 68 FI T EUFTIEL Rl AR S

22. 5768 FI "5 SC Flash PROM |

23. 5769 FI T LB 2 B SC

24. 5769 [ T H L

25. 5770 FI T [“& =K Flash PROM |

?Wﬁjé‘{?} ("= R SC
- PR~ » i G
- DU BE 5 B & AT 2E SC -

- AE sc FURTFIREA T < USRI -

(smsinstall 7 smsupgrade HH 57 /opt/SUNWiass/ [[19 5 Solaris Security
Toolkit - )

scl:# /opt/SUNWjass/bin/jass-execute -u

Tqﬁ%ﬁ}ﬁ_ﬂ (oogg fﬁﬁﬁ,hﬁlrﬁlﬁﬂf{ {* = (P=PL> 9= Solaris Security Toolkit) e

[xc8pl3-sc0/] /opt/SUNWjass/bin/jass-execute -u
[NOTE] Executing driver, undo.driver

Please select a Solaris Security Toolkit run to restore through:
1. December 20, 2005 at 11:01:30 (/var/opt/SUNWjass/run/
20041220110130)

Choice (g’ to exit)? 1

[NOTE] Restoring to previous run from /var/opt/SUNWjass/run/
20041220110130

[...]

3. fE CHOICE (‘'q’ to exit)? $@/nfFafii ANELRIFIRITIESR ZORHS -

IEn %Ffﬁ? [fi*'] Solaris Security Toolkit flEYF! » %‘%Eﬁ I'Solaris Security Toolkit
4.2 Administration Guide ; A " Solaris Security Toolkit 4.2 Reference Manual -

#
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v f@EIJE ]E(.':[ SC _‘FF[(JF,F{Q,%%@

Ik EﬁCué ALY+ SR SMS T BT 2 (SO D -

FHEFE R S US lﬁ’ﬁ 4 “JT FEA R (PR
1. DLH platadmn BEFRMIBER & &8 AEZE SC -
2. A LU T2 2KIF 7 85140 -

g
i
i

sc0:SMS {fifj# :> /opt/SUNWSMS/bin/setfailover off

v 72 EISC -7 SMS 3

fifik — smsupgrade A A i A A - G {1 G [ BLSMS B <

S0 PR e LG D R SR R =

S I

T B P SMS lfF = SR gjﬁliﬂfﬂ%ﬁ" o T gﬂéﬁl s f=— i SC iy

sms backup X.X.cpio Mi% &k
RifLe

1. DB & & 58 AF % SC (sc0) »
2. {&1k SMS -

it SC ™) « L

C EJI SILE SEERE R

scO0:# /etc/init.d/sms stop

3. fififn SMS IRET -

#h 7 smsbackup f’rﬁ ﬁ?%@ﬁ%’jtiﬁiﬁﬁﬁ%ﬁ@ smsbackup i’
(sms_backup. X)g cpio) Elflﬁ'fi
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fifiak — =~ i SC [i¥ sms_backup.X.X.cpio Mg 23k H bl fi# SC {fH]- 4 kL SC
PP iR S T R -

sc0:# /opt/SUNWSMS/bin/smsbackup H§k4iH

EUFITE SR AARRRL | e o ifflrﬂr*é&iiﬂlﬁ'% o PR A SIS Y /A
LV 255 ~ ﬁw&qgj*ﬂ? PPV EIER e ?F,taﬁ%%fﬁ LG F“ﬁﬂ‘
T /var/tmp |5

A ISR R UNIX Ak 3 (UFS) - f ik 5% (TMPFS) (1)
/ tmp) F’Tzﬁ;’?‘f smsbackup b o

B FEC ESARBRL = D UFS » ™ 1) 54 -

scO:# /usr/bin/df -F ufs HEESH

UFS %ﬁ[ﬁl [TE 1o o B PRI jarﬁlaﬁ[ﬂl%fﬁ

FE - &7 SC _FH[ 5% Solaris {=3 £ AR ES smsupgrade I') % E7n SMS =1
o

4. fEE% SC LRE) SMS -

v VI i ] SC
Eﬁ”%ﬂ@%d“?%ﬁﬁ*7W@*°
1. LU .85 T G SC -

L
w
g
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2. 1£ sc WRTFREA TIHs S LB AL -
(smsinstall # smsupgrade - Hit57: /opt/SUNWjass/ [l194E Solaris Security
Toolkit - )

scl:# /opt/SUNWjass/bin/jass-execute -u

= ﬁ%‘f#ﬂﬁ (B~ TE%TE'%?{EKJ% [* e (P=PL™ = Solaris Security Toolkit) e

[xc8pl3-sc0/] /opt/SUNWjass/bin/jass-execute -u
[NOTE] Executing driver, undo.driver

Please select a Solaris Security Toolkit run to restore through:
1. December 20, 2005 at 11:01:30 (/var/opt/SUNWjass/run/
20041220110130)

Choice (’'g’ to exit)? 1

[NOTE] Restoring to previous run from /var/opt/SUNWjass/run/
20041220110130

[...]

3. {£ CHOICE (‘'q’ to exit)? f&/RiFoRd AELRIFT T TIESE LIRS -
UPFR 2 REAS T | Solaris Security Toolkit fiuey@t » %%F}ﬁ ISolaris Security Toolkit
4.2 Administration Guide ; ! T Solaris Security Toolkit 4.2 Reference Manual ; -

v TFJ ] SC [—[fF (77 SMS I%i?l

izl — smsupgrade 71| AFA TR EIEI*JﬁFJ {75 E'RL SMS ?ﬁiﬁ ° _T\JEJ[ » PP S T
Eﬁ Frel= g ﬁFJ {7 f.fiiflﬂﬁii"ﬁﬁﬁlﬁ/? o

T S P SMS lfF DI P Ffe T T =L (- W SCh FLJ
sms backup X.X.cpio Mi% =k H J fi# SC ™| - ﬂ' lf'ﬁfq_ EC 15 IR S EE e
R
1. DU HEN S 558 AfiH SC (scl) -
2. {£1k SMS -

scl:# /etc/init.d/sms stop
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3. fiiify SMS Eii -

= smsbackup f'l‘bj iy RRRL = S0y VR P smsbackup flR
(sms_backup. X}g cpio) F'Uﬁ'f¢

fifiak — =~ i SC iV sms_backup.X.X.cpio %23k H pl- fi# SC {fi=]- 4 kL SC
FU M 2 e T g

scl:# /opt/SUNWSMS/bin/smsbackup H §#%&HE

H H'E%%fﬁi“ ?ﬁ* JlnT’é&fiﬁUE'%« o PR D) e T [ ﬁﬁggﬁv/[ﬁg i

L s - it > RCHTAG R P 5 e HACRSART H f
TR /Var/tmp E'%‘«

r’?}‘F’, LY E SRR 4 EIHFN S UNIX (% 554 (UFS) « yF,Jt?Tt,ﬁq 75 (TMPES) ({1

/tmp) i £1 ‘FIFL’W smsbackup [ o

FRTMEEHS AL S UFS » ghit I 4

scl:# /usr/bin/df -F ufs HIFHLHE

UFS {1 [0 85 - 1 PARIIONE 7k I, -

v i IITPJFIJ SC |7k Solaris {&¥ £k (F’J f—{%)

(S SEARL R TSR - ) 45 7% Solaris (SR £ o LR B SMS i -
S - %Elﬁfrrjrfa‘ms FiTRR T SC FSEHT™ T SMS 1.6 it -

R — 7 20 SC _FH]7# Solaris = K iy #7 smsupgrade I'|fji » %“ B SMS =l
ERI

1. 7 Solaris {EZHERH -
TR Solaris 4 HERRV IR T - FfER -
a. HEIFHEFRITHRANT Solaris {E3ERM e HiEwfE X GEZBIEE 6 H " SC ST
ENBE
E,z;‘fﬁj}ﬂgpﬂﬁiﬁ" SHH FU S iiffpféﬁ SC Fpupi'H] ﬁ EAE ﬁjlﬁ'?‘f SMS F{'J
P “?fﬁlﬁfﬁﬁrﬁ* TR ] SC

b. F5EIEEXERMN Entire Distribution £l -

#
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c. FHgEE English ~ C fURRl S BT -
7 SC b+ SMS 1.6 | VR FL JUE (7 Solaris & F it -

2. Bga¥ Java 1.2.2 MO ZEENTHR HE T - A TIHES

scl:# java -version

4 T

THFE L /usr/javal.2/bin/java o £ &7 [{i"'] Sun Fire Interconnect - [fij %
F /javal . : [ e | M
JFj Java 1.2.2 ﬁﬁ”ﬁgi%ﬁﬁ?ifjﬁ%ﬁ I SMIS R ?T‘E*J °

fifiEE — e Java 1.2.2 JipE o G EPOITED SMS -

v L SC AT 75 SMS 1.6 {1

iRl — (2 2 5l 1 Solaris 9 [ <E3K Y SMS 1.6 il i Y5l "' 17 Solaris 10 ¥ 5=
K[ SMS 1.6 il » (X8 [ & #hi Solaris 9 [E Rk ipch I -4 4y ™ 14
Solaris 9 [P % kfy SMS 1.6 il 5 &8 ' #hi7 Solaris 10 [ ik py -k £ 1
VYERP I Solaris 10 [P E56[Y SMS 1.6 il o HHI S R -

1. RIS BT AT - R IRRIT:

http://www.sun.com/servers/highend/sms.html

2. REIEAEBITHY Solaris {EZER/MIMNE » G5 IERER SMS 1.6 KBS F#L -
m Solaris 9 {3 Fik — SMS-1_6-S9-sparc.zip i
m Solaris 10 {3 5k — SMS-1_6-S10-sparc.zip Hf

3. DU & 538 A SC (scl) -

N S E2 S P UE VNI 1/ 1 S VA

scl:# cd /F#iHER
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5. R T kIR SR o

scl:# unzip SMS-1_6-S9-sparc.zip
ﬁ?
scl:# unzip SMS-1_6-S10-sparc.zip

SRR RS B - SMS 1.6 'ﬂ%ﬁ;ﬁ?ﬁ‘ﬁ v /FEkES%/sms_1_6_sparc/

System_Management_Services_1.6/Product °

fiiit — smsinstall A smsupgrade M- HF 15 /download_directory /
sms_1_6_sparc/System_Management_Services_1.6/Tools f[I° %fﬁ[ﬁ']ﬁﬁ@’r}
IP= TSR R A e e A FRAL SR > AR P REd 5 /opt/SUNWSMS /bin
FO O

6. FELUTHELL PR RIS Z I E R UL SMS fiE] -

http://sunsolve.sun.com

v ¥ [d*é EilE ;S/olarLis Security Toolkit =ZEfiH
ﬁ%@‘lfﬁj H]SCRH P2

1. A pkgrm $§5FFk Solaris Security Toolkit ZHE#HE -

scl% pkgrm SUNWjass

[ S ST 2 S OR L -
The following package is currently installed:
SUNWjass Solaris Security Toolkit

(Solaris) 4.1.1

Do you want to remove this package?

L
w
g
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2. BERSRRIEMESEIES - WA v T Yes -
SERLANT) » L P T IS SRR AT -

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>
## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE
/opt/SUNWjass/nomatch.beg
/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/server-secure.driver.?7

[...1

v ] SC ] i SMS i

FE - % [&% SC _HH[ 5% Solaris {=3 —raﬁﬁfﬁnﬁ smsupgrade |') J' %FE % SMS =1
ﬁlﬂ— °

1. DUEBRAE &S 432 A SC (scl) -
2. K HSRYME smsupgrade FEFREINMIE -

scl:# cd /T#{H$%/sms_1_6_sparc/System Management_ Services_1.6/
Tools

fiiat — smsupgrade(1M) R T-Ailff @ [ 1A 5k SMS f8L = {1 %] /opt /SUNWSMS /man/
smanlm [ U815 R > )RR O ) -
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3. HPAETHRAER - FEETT smsupgrade(IM) fEJPA -

scl:# ./smsupgrade H§k4HHE

EL T 448 (0 3 50 SMS B pRfi 14 (/ Tk §%/sms_1_6_sparc/
System_Management_Services_1.6/Product) ° (ﬁ‘?‘ifﬁiﬂé‘j 481 T F%[TFJ H]SC fif-
F[ﬁf#,‘m #Y SMS 1.6 ﬁ’%%J ) e

Y=FEfgET. » smsupgrade %ﬁ'»ﬁi’%ﬁi ﬁﬁj 3 = EJ?JEIU SMS %Li?i °

Attempting to stop daemon picld
/etc/init.d/picld stop
Verifying that all SMS packages are installed

Backing up SMS to /var/tmp/sms_backup.l.6.cpio before upgrade.
Please wait...

smsbackup /var/tmp

smsbackup: Backup configuration file created: /var/tmp/
sms_backup.l.6.cpio

SMS backup complete.

Pzt — SMS i iy f,fﬁﬁﬁ%:fgi}glﬂ AREP A [ o PR B4 B SMS
1.6

jfj [} SMS Rl i< > smsupgrade *Eﬁﬁﬁg‘f (VR fji 4 4 SC _Hiv Solaris Security
oolkit #5%4 - Z* smsinstall %ﬁ'»ﬁi’ﬁ'{ﬁj » smsupgrade A A R T F] Y
P

m SC 3 95k Solaris Security Toolkit

m SC F=195E 4.2 4579 Solaris Security Toolkit

m SC o195t gAY Solaris Security Toolkit

PITN R REPHTEIPY ©

m YN SC M2 E 4 4E Solaris Security Toolkit » smsupgrade %ﬁ‘»ﬁi’ﬁ%%& 4.2 25

e -

Checking if Solaris Security Toolkit is already installed.
Installing Solaris Security Toolkit package SUNWjass
Copyright 2005 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWjass> was successful.

#
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m F =194 Solaris Security Tookit 4.2 » smsupgrade *- ﬁig‘iﬂﬁﬁ %Z’[iﬁﬁﬁ
BLELHE IS o Bt -

T

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit package SUNWjass version
info. Version is 4.2.

Performing integrity check on previously installed package
SUNWjass

‘{/I:l%\l* ;’;T\HZEPH F Iﬂ: Euiﬁ 4: m&%’i‘ ﬁﬁﬂ[lﬂdﬁzl F lL , Eliﬁ’%ﬁ:ﬁd ?[j ;'ﬁ:r'ﬁi’i’
L.IEFFj .F[L/JFQ‘I cl?}[ﬁ'} %EFI Tﬁl,}[—J Iﬂ — ’FI Iu—i }kj L;’f»[ﬂfﬂ ;-,V\” ’

ERROR: /opt/SUNWjass/Drivers/user.init.SAMPLE

file size <2467> expected <2474> actual

file cksum <4574> expected <5119> actual
Failed integrity check for package SUNWjass. Please remove the
package before continuing.

m Y[ SC =7 $h= Solaris 9 [F3 5 » =% SC F@?i%j\ﬁ‘%ﬁ’ﬁfi Solaris Security
Toolkit 454 » FdH- ?FEI,DA JRET)™ 4 SRR R R

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit version info.
Solaris Security Toolkit version is 4.1.

Solaris Security Toolkit version 4.1 is not compatible with
this version of SMS. The minimum compatible version is 4.1.1.

Please uninstall the current version of Solaris Security
Toolkit before re-running the command smsupgrade. Aborting at
Solaris Security Toolkit check for command smsupgrade.

figer — Y &=+ SC ¥~ Solaris 9 B 5k » &' SC =it | Solaris
Security Toolkit 4.1.1 » &[T I'| 31 = | ﬁf/ﬁqﬁ
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m YN SC ~% %= Solaris 10 1/06 [EH# =5k » &' SC '*Tiffj:%j PFEI%'Elfi Solaris
Security Toolkit 4574 » FdH- Tﬁ&f{[ K™ 4 S REFEGR A

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit version info.
Solaris Security Toolkit version is 4.1.1.

Solaris Security Toolkit version 4.1.1 is not compatible with
this version of SMS. The minimum compatible version is 4.2.

Please uninstall the current version of Solaris Security
Toolkit before re-running the command smsupgrade. Aborting at
Solaris Security Toolkit check for command smsupgrade.

U SRR HAST ) R
a. BERCIEB MR EUOE N ELERE -
i. i pkorm $55 % Solaris Security Toolkit E25HREE -

sc% pkgrm SUNWjass

(2 5 BB 00 7 O

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.1.1

Do you want to remove this package-?

ii. ERRRIHEESEREE > WA v 2R Yes -

#
w
k
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SERLASY L E T S R A1

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>
## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE
/opt/SUNWjass/nomatch.beg
/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/server-secure.driver.7

b. BREHRIRE % - BT smsupgrade -

4. FERTFHRRE -

B SRR %ﬁ‘»ﬁi’iﬁlﬁ%%‘ﬁﬁ SMS Z AL G -

Installing SMS packages. Please wait...

pkgadd -n -d "../Product" -a /tmp/smsinstall.admin.24308
SUNWscdvr.u

SUNWSMSr SUNWSMSop SUNWSMSAf SUNWSMSjh SUNWSMSlp SUNWSMSmn
SUNWSMSob

SUNWSMSod SUNWSMSpd SUNWSMSpo SUNWSMSpp SUNWSMSsu SUNWufr.u
SUNWu fu

SUNWwccmn

Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWscdvr> was successful.
Installation of <SUNWSMSr> was successful.

fiiit — smsupgrade (IM) -/ &7 FIEOE5E SMS L= {U[Z]] /opt /SUNWSMS /man/
smanlm [ VA1 B HER B 0 ARG IE ) -
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V5E SMS 1.6 S5ET ?E'J/ % » smsupgrade FHHIGE ELY iy SMS U - SR H{F[
#i7 picld e P A5 B SC g -

Attempting to start daemon picld
/etc/init.d/picld start
Attempting to start zoed...
zoed started.
It is recommended to harden the System Controller after an SMS
upgrade. Execute the following to do this:
1) /opt/SUNWjass/bin/jass-execute -g server-secure.driver
2) Reboot the System Controller

Before rebooting, please make sure SSH or the serial or console
line is setup for use after the reboot

smsupgrade complete. Log file is /var/sadm/system/logs/smsupgrade.

v ] SC Ak SMS (ST
SMS WA= F" 7 http://sunsolve.sun.com Vi -

7t HE SMS IV ISHE= T - ﬁ%k@%ﬁ: gﬂ]j&iﬁ]ﬁlﬁl%pfjm (G F 4RIy
ﬁF)
IS W FI%E—%L

n LHF\JJ?T%%W (= (" DR [=% -

n ERE ?[ﬁiﬂ?ﬁ‘ﬁﬁﬁ/%%ﬁﬂ o

= ] ’J’:E\i%f;EfFE[IfEIE'Jfﬁ?%EI*JFIU datasync f¥ cmdsync [ -
it (SRS HRE Y Z R ﬁ%i%’?‘fﬁ]ﬁn’ﬁﬁfﬁ& . fp‘é\?ﬁﬁ?@fﬁ{ﬁﬁﬁ@ﬁl o

]&E{%, ﬁﬁgiﬁ% IR AT B SRR R - SRR pog

1. DOEFAEHEREREAZEMA SC (scl) -
2. fEfiiH SC &8ss mife= -

smsupgrade i3 F IR (= SC o BITE#] 7% SMS fii B %= gt [~ SC > -
S A1 F%J o P v = g %LL 3%]

#
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1. U E B RIS 7 A SC -

scl:# su -

password: BR{HEFHH%EE

2. FALLTHELAMARL -

scl:# /opt/SUNWjass/bin/jass-execute -q -d server-secure.driver

R — —a 1) S Lo I3 £ B kR e

k') Are you sure? ff{ felplEs o
3. A ves HKHEM -

4. EFTEREIDANT - QISR IAF S A AT IEERE A SC » BUAJESE Solaris Security Toolkit
1 /etc/hosts.allow REEMAEE -

HRE = — EVESE PP IR 0 (RN FRAE  SC -

&

m f@iE\'ﬁ[ﬁf{ﬁiﬂi ﬁ%gﬁ[ﬁi%ﬁﬁﬁ?v ST MR EAFR > [N Secure Shell
(sshd) ﬁ‘[‘épfﬁ’ﬁ?@j % LOCAL ° fft % fl1pud 4= ™ Ara.

sshd: LOCAL

LI AN S A R @@lﬁﬁ T ﬁ%?@‘% sshd’% T ES ALL » M plipod o S
“hEREL

sshd: ALL

= I UIEEISS 9 SC %0 - K ssha 114 i SC £ - T Iy
2 B SC py E )} main-sc0 & fJﬁFE‘J SC fiu ¢ t% spare-scl » ﬁ'@(“ll’jﬁaj SC
AU S B
sshd: main-scO

{/[Iiﬁjﬁﬁl %%%75?‘ /etc/hosts.allow M [UEy ﬁ%iﬁ&ﬁ I'Solaris Security Toolkit
4.1 {{eference Manual | -

v CHIHE 7] SC

1. DUBERGE & B0 8 A EERMERI S (sc0) -
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. %1k SMS -

scO:# /etc/init.d/sms stop

. BAMH SC (scl) SR1& U E OpenBoot PROM #E/RTFH#E

scl:# shutdown -y -g0 -i0
. [system message]
ok

Pt — ;I%E‘? FEL T o iR e SC Flif SIES = T VAL @Y RLY: SC Y
H]fY ssh o f§-SMS 1.6 Ji1 E,ng ilf, ) Solarls Security Toolkit 4.2 ﬁ?g@ HREE JL"T ey
Vg5 » =" Solaris 9 [= #3K[Y ssh I'] 9t -

iR ssh o (RIS ssh OISR o 1R SMS 2 T3S TR - GHERI
80 FI TA@PI ssh sl | FPEIVRI 4753 -

. BUFTERENfR A SC -

ok boot -rv

EiFr F,pr‘ff | SC Vi% > SMS {1y p‘F 5] SC (scl) %3 F;l SC puHzF Z!F,ﬂl‘ﬁ T
* P Ii‘{f@« JI/EH SCO F{r [ FZ,I S )'3]—] SC1 F[I lﬁilfﬁ |

[P @F% smsconfig -m “IFE#ELT o ¥ smsconfig -m A T o 2 /EHLISJU[ %
R SMS = i -

sms: smsconfig(1M) has not been run. Unable to start sms services.

JF[,% ‘ JE'J SC Flash PROM

et F' (platadm) U} FS e #h7 flashupdate(1M) ?F’I e
- PUEA platadmn HERRAIBEHE S50 &AM SC -
. ] flashupdate ZKF#k fp0 flash PROM -

scl:SMS f#i {4 :> flashupdate -f /opt/SUNWSMS/firmware/SCOBPimg.di
scl/£fp0

#
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A\

3. fii FIERERIRSHOCETNES (% > DI flashupdate 3KFHE fpl flash PROM -
m 5L CP1500 £545 I%[’Eﬁ'] flashupdate A/ nSSCPOST.di f @ -

scl:SMS f#iffl#% :> flashupdate -f /opt/SUNWSMS/firmware/nSSCPOST.di
scl/fpl

w5 CP2140 #8545 - ﬁ%@ Y] flashupdate ! 0SSCPOST.di §Yfif :

scl:sms-user:> flashupdate -f /opt/SUNWSMS/firmware/oSSCPOST.di
scl/fpl

(FHIR1 % £lashupdate(IM) ff U7 » =20 ' System Management Services
fSMS) 1.6 Reference Manual ; [y flashupdate st == {1] -

v PR A

1. Dh@h i & B S A SC A% Y2 OpenBoot PROM #1754k -

scl:# su -

password: superuser_passwd

scl:# shutdown -y -g0 -i0
. [system message]

ok

2. HEHTRENHEH] SC -

ok boot -rv

v 2 Rl SC -H] 5% Solaris (B3 =ik (i &)

LIS RL D A LA 7% Solaris [ © UL R SMS i i
S - %E[}%FJPJT59 fI TR I SC KR roms L6 JiH -

FE - &% SC _FH[ 5 Solaris {=3 —?%’ﬁﬁ‘d@iﬁ ¥ smsupgrade J\J*J"J ] ﬁ%’ﬁiﬁu SMS =I
ﬁlLP o
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1. 7 Solaris {EZHRH -

ﬁ%éfrﬁjﬁ?wﬁ Solaris %!/’é?éfﬁ[jﬁ?vf% TEIEJ%}‘F'[% o ﬁ%’}ﬁgﬁé’: :

a. HEIFHEFRITHRANT Solaris E3ERM e HiEwfE X GEZBIEE 6 H " SC i
Ky
5127 T RS R SC U P © s SMS
EE%E?Q?TEVJ%E@??\H i SC -

b. FEE{EFERAME Entire Distribution EHfl -

c. AR English ~ C JhaB S EREL -
“ SC > SMS 1.6 T?L#;%fﬂ?ﬁd/ JHYEZ [ Solaris ;:-‘f‘r,?] E%Lifﬁ o

2. Bgg Java 1.2.2 GO LENTHEHER T - A TS S ¢

scO0:# java -version

FHFEIEEL /usr/javal.2/bin/Jjava o £ 17 [{i"'] Sun Fire Interconnect - [fij7#
JFjJava 1.2.2 ﬁ?&‘ﬁ’%&ﬁﬁ’ﬁ?ﬁ I SMS RS ’?SFE*J o

5k — e d4E Java 1.2.2 iU > SEHFA I TR SMS ¢

3. LHELLEIERRER -

v L7 1 SC HARHT #5 SMS 1.6 i

fifint — (S ZBOH P T Solaris 9 (=3 2389 SMS 1.6 ﬁ’%‘ﬁ‘}iﬁg'w{‘ Solaris 10 2§ <=
FHpY SMS 1.6 ﬁf{?ﬁ' o BT Solaris 9 (= %i\ﬁ]&ﬁ%i\ﬁ@’ﬁjﬂ%‘é’f%’%{iﬁﬂﬁ?
Solaris 9 = 5fifiy SMS 1.6 gﬂﬁg s [E[E T ¥ Solaris 10 [=§ sEkfY —F{ﬁﬂ-ﬁﬂ[%ﬁ +
bl 5 Solaris 10 {= FAk[y SMS 1.6 i P - F\, EJ[H’%??—‘LEV o

1. BEFISHIRERS BITE S - SRIRAITE -

http://www.sun.com/servers/highend/sms.html

2. REIEAERITHY Solaris {EZRMIME » G5 EEIEMER SMS 1.6 ke F#EL -
m Solaris 9 {2 £k — SMS-1_6-S9-sparc.zip
m Solaris 10 {3 F5k — SMS-1_6-S10-sparc.zip Hf

3. DUk & 5 AL SC (sco) »

#
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4. R H Sk o AR NIRRT

scO:# cd /F#ELHS

5. R TSR SRR -

scO:# unzip SMS-1_6-S9-sparc.zip
i
sc0:# unzip SMS-1_6-S10-sparc.zip

SR RS e - SMS 1.6 ﬂf;ﬁiﬁf«?ﬂﬁ v /FEkE#k/sms_1_6_sparc/

System_Management_Services_ 6/Product °

izt — smsinstall AdHHA smsupgrade M4 7> | 144 /download_directory /
sms_1_6_sparc/System_Management_Services_ 1 6/Tools f[i %fﬁl“ &
e VRl A AT S TP [ 5 /opt/sUwsms /bin
A -

6. {ELL AL RIS A EfRE ULt SMS filiA] -

http://sunsolve.sun.com

v ¥ :fE | :f_ﬁfjp? So}aris Security Toolkit ?%ﬁﬂ% ’
= fol SCE 7R

1. A pkgrm $5§4 Tk Solaris Security Toolkit EHE#HY -

£3
1

sc0% pkgrm SUNWjass

(2 SER AT RET PRI IR POl -

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.1.1

Do you want to remove this package-?
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2 BB  BA v 207 Yes -
SERLEA(S] < T ELET PN T IS S A -

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>
## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE
/opt/SUNWjass/nomatch.beg
/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/server-secure.driver.?7

[...1

v %[ SC o % SMS i

FE - % [&% SC _HH[ 5% Solaris {=3 —F?ﬁﬁ/iﬂ 7 smsupgrade [JﬁIJ ’ ﬁ?’ﬁé?& SMS =I
ﬁlﬂ— °

1. Di@ERBERES 5B AFEE SC (sc0) -
2. K HERUME smsupgrade FEFHENMIE -

scO:# cd / F#kH$%/sms_1_6_sparc/System_Management_Services_1.6/Tools

fifizE — smsupgrade(1M) -1 [ 1E4 5E SMS 7L E= {1]Z]] /opt / SUNWSMS /man/
smanlm | 'S80 o Bl HER B i 7)< Reag W 1 -

#
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3. HPAETHRIER > FEETT smsupgrade(IM) fEJPH -

scO:# ./smsupgrade [k

EL IV 4400 (0 3 50 SMS B PRI 15 (/ Tk §%/sms_1_6_sparc/
System_Management_Services_1.6/Product) ° (ﬁ%‘ifﬁiﬂé‘j 59 FI Ty RI SC f§-
F[ﬁf#,‘m it SMS 1.6 ﬁ,ﬂ’ﬁ’gj ) e

Y=EE T 0 smsupgrade %ﬁ'»ﬁi’%ﬁi ﬁﬁj 3 = EJ?JEIU SMS %Li?i °

Attempting to stop daemon picld
/etc/init.d/picld stop
Verifying that all SMS packages are installed

Backing up SMS to /var/tmp/sms_backup.l.6.cpio before upgrade.
Please wait...

smsbackup /var/tmp

smsbackup: Backup configuration file created: /var/tmp/
sms_backup.l.6.cpio

SMS backup complete.

Pzt — SMS i Lifdig v P ST RO AT A L - PRI P £ SMS
16-

jfj bj SMS ZULY % » smsupgrade A Al G (IR 4% SC _FiY Solaris Security
oolkit #54 - = smsinstall %ﬁ'»ﬁi’ﬁ'{ﬁj » smsupgrade A AT R T F] Y
i

m SC 4 95 Solaris Security Toolkit

m SC =195 4.2 4519 Solaris Security Toolkit

m SC o195t 451y Solaris Security Toolkit

PITN R REPHTEIPY ©

m YN SC M2 E 4 4E Solaris Security Toolkit » smsupgrade %’Tﬁpﬁ%%{ 42 BHE

e -

Checking if Solaris Security Toolkit is already installed.
Installing Solaris Security Toolkit package SUNWjass
Copyright 2005 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWjass> was successful.
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m F =194 Solaris Security Tookit 4.2 » smsupgrade *- ﬁig‘iﬂﬁﬁ %Z’[iﬁﬁﬁ )
BLELHE IS o Bt -

T

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit package SUNWjass version
info. Version is 4.2.

Performing integrity check on previously installed package
SUNWjass

N T R F SRR A A ﬁy[[«;rﬁu s FIERRT  E T SRR
SR RL(S ﬂ'?“zﬁ} PRI R — SRR e L‘“f'i’»[f@* SR

ERROR: /opt/SUNWjass/Drivers/user.init.SAMPLE

file size <2467> expected <2474> actual

file cksum <4574> expected <5119> actual
Failed integrity check for package SUNWjass. Please remove the
package before continuing.

m Y[ SC =7 $h= Solaris 9 [F 5% » &' SC FTE;H:?TTE"’F'*,’EIU Solaris Security
Toolkit 54 - FdH- ?FEI,DA JRET)™ ) SRR R 2

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit version info.
Solaris Security Toolkit version is 4.1.

Solaris Security Toolkit version 4.1 is not compatible with
this version of SMS. The minimum compatible version is 4.1.1.

Please uninstall the current version of Solaris Security
Toolkit before re-running the command smsupgrade. Aborting at
Solaris Security Toolkit check for command smsupgrade.

fiier — Y (&= SC ¥~ Solaris 9 B 5k » &' SC =it | Solaris
Security Toolkit 4.1.1 » &[T I'|F&a 1 = | ﬁf/ﬁqﬁ

#
w
k
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m Y[HN SC ~% %= Solaris 10 1/06 [E# =5k » &' SC '*T‘;ffj;%j ﬁl?j’flfi Solaris
Security Toolkit 4574 » #dH- Tﬁ&f{[ R 4 SREF GRS

Checking if Solaris Security Toolkit is already installed.

Checking Solaris Security Toolkit version info.
Solaris Security Toolkit version is 4.1.1.

Solaris Security Toolkit version 4.1.1 is not compatible with
this version of SMS. The minimum compatible version is 4.2.

Please uninstall the current version of Solaris Security
Toolkit before re-running the command smsupgrade. Aborting at
Solaris Security Toolkit check for command smsupgrade.

PR SR L RIS R
a. BERCIEB MR EUOE N ELERE -
i. ] pkorm $55 % Solaris Security Toolkit E254REE -

sc0% pkgrm SUNWjass

(2 5 BB 00 7 O

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.1.1

Do you want to remove this package?

il. ERERIHEELEREE > BiA v 2R Yes -
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SERLASY L E T S R A1

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>
## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE
/opt/SUNWjass/nomatch.beg
/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/server-secure.driver.7

b. BREHRIRIE % - BHEPIT smsupgrade -

4. FERFHRRE -
B SRR %ﬁ‘»ﬁi’iﬁlﬁ%%‘% SMS Z AL -

Installing SMS packages. Please wait...

pkgadd -n -d "../Product" -a /tmp/smsinstall.admin.24308
SUNWscdvr.u

SUNWSMSr SUNWSMSop SUNWSMSAf SUNWSMSjh SUNWSMSlp SUNWSMSmn
SUNWSMSob

SUNWSMSod SUNWSMSpd SUNWSMSpo SUNWSMSpp SUNWSMSsu SUNWufr.u
SUNWu fu

SUNWwccmn

Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Installation of <SUNWscdvr> was successful.
Installation of <SUNWSMSr> was successful.

fiiit — smsupgrade(1M) -4 ¢ FIEd 5L SMS L= {U[£]] /opt / SUNWSMS /man/
smanlm [IEF[1 o 857 R Bk ’Hjénﬂiﬁ?iﬁﬂﬁﬁfﬁfo

#
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VEHE SMS 1.6 RHEIRD % > smsupgrade AR RRLLY [ SMS ZBUR - f‘]ﬁf%éf'z;f]flﬁ
T picld e %'uff‘lﬁﬁ“rﬁljfﬁ{?ﬁﬁ (= SC [iugg o

Attempting to start daemon picld
/etc/init.d/picld start
Attempting to start zoed...
zoed started.
It is recommended to harden the System Controller after an SMS
upgrade. Execute the following to do this:
1) /opt/SUNWjass/bin/jass-execute -g server-secure.driver
2) Reboot the System Controller

Before rebooting, please make sure SSH or the serial or console
line is setup for use after the reboot

smsupgrade complete. Log file is /var/sadm/system/logs/smsupgrade.

v 2Rl SC R SMS (SR PH
SMS WA= F" 7 http://sunsolve.sun.com Vi -
45 SMS RO ISHPEATT] - FRERLEL T [ REIRE H CF E R
o

a PP BT 7 DR (K -

n i%fﬁfﬁiﬁﬁﬁg\??@ﬁﬁ?%ﬁﬁﬂ °

LI ’j:%;%\%{'?['{ff?ﬂlfﬁlg']fﬁ?ﬁrgwﬁﬁ datasync f¥ cmdsync (B e
T RSP LR - iR RA - I o

LRSS ] AR I PSRRI
B uﬁ?iﬁﬁfﬁ'ﬁ 0

1. DOPFREBELERER G AEEE SC (sc0) -
2. fEEH SC E4he SMS f&fiifest -

v <=2 Bl SC

smsupgrade T4 T {7 IFH SC « JIEIF] A SMS ifit = frsfi [~ SC > i
ﬁiﬁ' RS IR I
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1. DU MEES 7 EAEE SC -
2. AL RS AMRL -

scO0:# /opt/SUNWjass/bin/jass-execute -q -d server-secure.driver

EE — o (P 1) SED 7 (o g S I e g -

#kI'] Are you sure? 7 f[nlE -
3. BEA ves HHER -
ﬁgﬁ‘ﬁﬁgﬁi[’b’j; fel SC -

4. FFTEENDIRT - WISRIEATE S AT {EEE A SC » #UAJEAE Solaris Security Toolkit
thifJ /etc/hosts.allow FEZRHOSTE -

ik — ~ LRI IR £ P R  SC .
m I f@iﬁlﬁ!ﬁiﬁiﬂi ﬁ?gﬁ[ﬁi%ﬁﬁﬁ?v BT TR RBR > [NED Secure Shell
(sshd) ﬁ‘[‘%ﬁlfﬁ’ﬁ?f@ % LOCAL « fift % fl1pud 4= ™ Ara.
sshd: LOCAL
m YRR E:II'ED HH @i@ﬁ}ﬁ T ﬁ%@% sshd’#ﬁ‘[‘é&@ ALL ° ﬁ"{iiﬂlﬁfjif/ F = EYp
R
sshd: ALL
m Y[ féiﬁlﬁlﬁﬂﬁjﬂifﬂ 9 SC iyt Jv iEh sshd ’#j‘]ékjf"[’ﬂ‘c’ﬂ PIp SC 74 - g0 > g
: A

= B SC py B S main-sc0 & f)#;E‘J SC pu #7iFl spare-scl > fi%[l1= g1 SC
pw FE YN B

sshd: spare-scl

IR 2REET /etc/hosts.allow ffiRUeyF ﬁ%’éjﬁéﬁj M Solaris Security Toolkit
4.1 Reference Manual ;| -

#
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1. DL &S AL E SC ARZYJHRE OpenBoot PROM $E/R1 4% -

scO:# su -

password: JBRfEHEEN

sc0:# shutdown -y -g0 -i0
. [system message]

ok

2. EFTEEIEE SC -

ok boot -rv

v F[# SC Flash PROM
éi/u\iﬁ}iﬁgfjj‘ ’F'] (platadm) LU} F’J‘Zi‘ﬂ 7 flashupdate(1M) #F""AJ o
1. DAH platadmn HERRIYEEHE G538 A T2 SC -
2. {#F flashupdate Ik fp0 flash PROM -

scO0:sms-user:> f£lashupdate -f /opt/SUNWSMS/firmware/SCOBPimg.di sc0/£fp0

3. fIHIERERBEHREIIZG - DUK flashupdate KTk fpl flash PROM -
n 55 CP1500 #5465 > ﬁ%fpj | flashupdate | nSSCPOST.d1i #Yff °

sc0:SMS {#ifl#% : > flashupdate -f /opt/SUNWSMS/firmware/nSSCPOST.di
sc0/£fpl

n 5L CP2140 565 > ﬁ%fpj | flashupdate | 0SSCPOST.di i

sc0:SMS #ifl# : > flashupdate -f /opt/SUNWSMS/firmware/oSSCPOST.di
sc0/£fpl

AR % £lashupdate(1M) ?F'I"AJ pUEYR > 2 T System Management Services
fSMS) 1.6 Reference Manual | ﬁ‘} flashupdate sl F= {1 o
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CE = 2 Bl SC
. DU B 5 8 AfiH SC (scl) -
. {21k SMS -

scl:# /etc/init.d/sms stop

. BATE SC (sc0)R%U#E OpenBoot PROM HE/REF5E ©

sc0:# shutdown -y -g0 -i0
. [system message]
ok

. EFTRREN R SC -

ok boot -rv

EE 2 I SC FE{UFJ?EJ@H LIFF?E*J{%’;H;%% N R EBJIEUHJ
showenvironment f’ ‘1» Wi~ fol SC_FATE] SMS A ?ﬁ Fsr‘ﬁ

. el SC L /etc/init.d/sms FEFEREEFERE) SMS -

scl:# /etc/init.d/sms start

erl FL,% Eﬂl

. L)\E platadmn HERIEAES S B AFEHE SC -
. BB SRS -

sc0:SMS {#ifl# :> /opt/SUNWSMS/bin/setfailover on

L
w
g

AT} SMS 1.6 ¥k
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3. GiEERE A RS SAEESE -

sc0:SMS {fif]# :> /opt/SUNWSMS/bin/showfailover -v
SC Failover Status: ACTIVATING

sc0:SMS {fif]# :> /opt/SUNWSMS/bin/showfailover -v
SC Failover status: ACTIVE

IS setfailover if (Y i » SC IR~ - i £1 SC A7 | SC it
1 - ﬁéf‘ﬁ%@ﬁ"@ﬁ%@ K§ ACTIVATING ' o AIfil# [~V i - SRR
ACTIVE °

v | iF E5 Py Flash PROM
MR | T BRIELY BT £lashupdate(IM) 4] -
1. DIH platadmn HERRIIEEFE S5 EATEE SC -

2. {#if] flashupdate RKI|#HgE CPU flash PROM -
n ﬁl#[ﬁi&ﬁi‘—jﬁﬁ‘iﬂi@ﬁfﬁ’?ﬂ%ﬁ ) ﬁ%fﬁlaj -d IR Y SRR e

sc0:SMS {iif# : > flashupdate -d <{fg#5/"fF> \/opt/SUNWSMS/hostobjs/
sgcpu.flash

o oA ARSI RS » TR - £ P > Y S

sc0:SMS {lif§# :> £lashupdate -f /opt/SUNWSMS/hostobjs/sgcpu.flash {iiF

HAPEIHeR TR Y-
B AT E

Bt i E/FPROM ID

E%‘s | i (&I A% R4S AU & FPROM (FPO 9 FPL{VRE (% > §fi & FPROMID
91 1/O fFte e MCPU A5 A=) > LB AT E Y - i -

Sun Fire 15K/E25K Sun Fire 12K/E20K
SB(0...17) SB(0...8)
I0(0...17) I0(0...8)

Fp EEE T F’\,ﬁ‘}%g‘?p@ FPROM ID Fﬁ?“ :
FPO, FP1
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AL/ el SB4/FPO ﬂ?ﬁﬁfﬁé 4 fiv CPU #5 iy FPROM 0 -
3. s PR RE U (e A - 50 TR I T (POST) HIHE FAER 5%
(hpost) » BEFTHIBGAERMM BB -
m fil- %T’?F%fﬁlg'] deleteboard(IM) f% addboard(1M) T’F}»,&Jﬁtf’? hpost °
n g’“‘:’ﬁ{ﬁiﬁﬁf[lﬁ?ﬁjﬁ@%ﬁ ) ﬁ%fﬁlaj setkeyswitch(1M) fﬁwbjiﬁ ¥ hpost °

iit FE - ;ﬁ%ﬁﬁéﬁﬁﬁj Fﬁ?ﬁlﬁ%@’r@?ﬁ} o ﬁ%iﬁ[ H| setkeyswitch(1M) }JF‘,?J ’?ﬁ‘gﬁiﬂ’ﬁ%} °

#
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H
g

H [ SMS 1.6 i #7H"

Ytﬁ & AL & ({0 H [ R SMS 1.6 i FRp i fi= bl fe = [ 20 PR« o4 EJIEI[ ™

S

 ST73 1 CEAINEIHE SMS,

m JT77 F1 TALE SMS SHFER

w Y78 1 T SC i EL NTP #]1isi |

m JT79 F1 T (FAEEE SMS

m 5780 ! F%§E| ssh & T 7

n 5?82 EJ IFDH F rL leg;TJrElF;

m 5V83 I i SMS Ay £ |

m 3788 I Wﬁ i Solaris Security Toolkit 454 |
& HYO0 [ T [y IR SMS L6 Bt

m 3792 I 1@EI SC Fyafflaipy IP i I = B £7

i [EB H 3 = SMS

SMS &' = MR TR =) 5y - fji 7] ?ﬁjjfﬁf?‘y@?] SHE 2 ﬁm (B FH R E
1ﬁ§ﬁ,$’ ST b BB {0 R R S e F HE 2erdo %;«gﬂ rSystem
Management Services (SMS) 1.6 Adrrurustrator Guide ; U2} Fi "SMS A = 1% -

fHEE — - E'i‘t’?fﬁf& Hi’%fﬂlvﬁ*ﬁ l' Vi SRR %'%WF H[SC F?ﬁiﬁl—f@n
smsconfig VI {lrH A J}J’ o
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B FILHER T SMS I HEEE ID o A 41 JIS R RO e R B -

# 41 VUL O R [ H S 1D

&L 1D (A RS
platadmn SRl ES A S
platsve BT
platoper St e
dmnaadmn AeE A R Er
dnnbadmn st B AR IR
dmncadmn At C i EY R
dmndadmn Agist D AR R
dmneadmn Agisk E R FI RS
dnnfadmn st F R e
dmngadmn A G R RS
dnnhadmn At HEreE fIEess
dmniadmn Aptsh R
dmnjadmn Afgis T R IR
dmnkadmn Afffias K E R
dmnladmn Ass LR fi s
dmnmadmn Apfis MR TR
dnnnadmn A N AR R
dmnoadmn A O R I
dmnpadmn Agist P IR
dmngadmn Afgis Q V!
dnnradmn st R AR Y
dmnarcfg Al A el p
dmnbrcfg Az B Pl
dmncrcfg st C elf e
dmndrcfg Aist D el e
dmnercfg Aist E Pl
dmnfrcfg Al F PR
dmngrcfg A G PR
dmnhrcfg Apfss H i e
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Fe at DEERTETEE S O P R 1D ()
iR 1D i BRI
dmnircfg A T el Eea
dmnjrcfg A ] el EER
dmnkrcfg A K Pl R
dmnlrcfg A L eI
dmnmrcfg -’Tﬁf}iﬁ& M ﬁE'E(ﬁ?ﬁé’
dmnnrcfg :ﬁﬁi@" N ﬁ'?(ﬁﬁ?ﬁ'
dmnorcfg Ak O Pl fef e
dmnprcfg A P I R
dmngrcfg At Q f'FFI ey
dmnrrcfg -ﬁﬁi@‘c R f'

FRFIE ] H % SMS

SMS & (&' SMS Fisi Flireriil | H

HUF' I Iﬁknyﬁﬁ@‘cﬁuﬁh A SRS 2

- DU BB S A -

- BT I AU 2

[—‘71\

P g

y b%‘—LIFﬁF'

7 JVsE USRI o s

sc0:# /opt/SUNWSMS/bin/smsconfig -a -u HHEHE - A #8ik ID |platform

El:

n B R

=R £

w P ALRE LN JE - fE IS J‘ﬂ*’” £/ * admn ~ rcfg > oper fY svc

m I D LAY ID © s ID 13 A

2RI DL -

RGN > RIETETI S | H % dmnaadmn FET 4L B 7 SUSHISE A | IERIOAREISL i

I

sc0: # /opt/SUNWSMS/bin/smsconfig -a -u fdjones -G admn a
fdjones has been added to the dmnaadmn group
All privileges to domain a have been applied.

54 Hfth SMS 1.6 T
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m.ﬁE 7)1 )= Bt /ete/group MRV SMS RS H ETETAY PRI M H
{o Il lggﬂ e VAL -

3. ZFH SMS REHLA EEHERR - S MRS

scO: # /opt/SUNWSMS/bin/smsconfig -1 {{fig ID|platform

BTG Forigt= ST [ 7 [P ¢ AL > i ™ T e

sc0: # /opt/SUNWSMS/bin/smsconfig -1 platform
fdjones
jtd

4. HRE—EEEBIRNEHER A TS

sc0:#/opt/SUNWSMS/bin/smsconfig -r -u {HHZELE -6 HH AW M@ ID|platform

El:

w (A AARE L S S R ¢
w FEEAAREEY N JIE - WSS 78 admn ~ refg - operfi¥sve o

m 8l ID t'm{ﬁi@&ﬂ; ID = 35719 A 1D BAZ RpUd {»JQF@"T\#F) .

BN > fIfE- dmnbadmn #5752 72f# £djones > ﬁ?ﬁ%" I fF‘rI&J o

sc0: # /opt/SUNWSMS/bin/smsconfig -r -u fdjones -G admn B
fdjones has been removed from the dmnbadmn group.
All access to domain B is now denied.

rﬁuf i1 )= B /ete/group MRV SMS B! FTRTEY FEER i MK
ﬁfii ﬁ‘/?ﬁ%’um” BT TV

oi%[‘
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5L SMS (SRR

SMS fEH|ME= "7+ http://sunsolve.sun.com Vi -

xj;)jfg%f SMS ﬁj?ﬁ‘ﬁjlrﬁ’ FFC ) %mﬁ% fﬁﬂ*‘xﬁlj[* @{Iﬁlﬁﬁu*‘*@l ir* UE[F[J
ik

Sk R

I DR

T %ﬁh;“fﬁ*ﬂfféﬁﬁfﬁg

TEEEE f[llil B *JEI'\’J datasync ¥ cmdsync (B o

S fif%ff’%fl"%*ﬁ Y2 B ﬁ%ia‘a’ﬁ‘}f{ (PR ~ BSPROPR poRaR -

B HEPSH PR » T A AR (S P PR PSR pog
“*wﬁﬁ*°

+ETIIY B1 SC 1 sco fiyfff] SC 1 scl -

it SC A BESH A
- DT B BN A% 3% SC (sc0) -
. BPHARERL - SMEALL TGS

sc0:SMS f#ifl# :> /opt/SUNWSMS/bin/setfailover off

. fEE% SC EfF1k SMS #f¥

scO0:# /etc/init.d/sms stop

- 1EfiH] SC _EfF1k SMS #f¥ -

scl:# /etc/init.d/sms stop

- (ERIflH SC BBtk -
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6. SEfEF % SC _LEH) SMS &y -

scO:# /etc/init.d/sms start

[_[F’?E ALY TR B F | RS E N~ R %lﬁl“ | showenvironment }JF’“ e
EATF’?EJ SMS ’T “[‘?"E{J

7. £ SC LR(E) SMS 2% (scl) -

scl:# /etc/init.d/sms start

8. f£F % SC (sc0) R -

sc0:SMS {#ifl# :> /opt/SUNWSMS/bin/setfailover on

K SC [ S NTP M| i

S [ it 7 2 A 1T ’F‘ VS M

FIE Sun Fire KE“T@H ﬁ LR F IR - i
3 J%ﬁj‘EJNT FIJF]TFI';

i EEelieh *ﬁf@" TEWI A ﬂg*ﬁJE(NTP [
i [

EE%

v K SC [l £ NTP #]+

TEREARE FEJU 1= E PSR ERPPVERESHPES L
“'ijéﬁéﬁ/‘“[ﬁ*@‘cu @ﬁﬂ-ﬁfﬂé‘
VY NTP fl,f,lﬁ'lg /etc/inet/ntp.conf o W= PR S = [EIE PR Eﬁf

s NTP B 80113 - (2 B NTP Rl EJBE“E A e
http://www.ntp.org ° )

1. =1 NTP (ARS8 A S5 SC BLATFBhHdiskit NTP flE R -
R ) NTP R PR e e il

server NTP If' ’iﬁ%& prefer
server NTP IIQFJ/%E 2
server NTP 1|§FJ/%§, 3

i 71¢) prefer JIREHVINGE {70 52 1Py NTP {3 -
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2. oA drift BEEAIHE -

it 4 Sk IS g A LR
E}[r E %IE[IF' | driftfile JI§F > RIIE IR

driftfile ffi% &7

3. DAL A3 I -
ST PR~ SRR I B8 5 PR 1S 9 (R

statsdir /var/ntp/ntpstats

filegen peerstats file peerstats type day enable
filegen loopstats file loopstats type day enable
filegen clockstats file clockstats type day enable

ST LRI ) e SRS I A P RS R
B AR B TR ) o

wﬁﬁﬁl pr,rﬁ"p‘ HRETRpURY R ﬁ%ifﬁiﬂ xntp(1M) ML =] o

GI IP%D’? ¥E SMS

P A RZ R = E#J@ﬁﬂlfﬁ B SMS -

v [ BT SMS
1. PEEAREMERERINERESEA SC -

[ ALE T (FIWF i J@ﬂ\ﬁ'F C#h 7 setfailover T’F' iR
2. RBP4 -

=

sc0:SMS (i3 :> /opt/SUNWSMS/bin/setfailover off

3. DFAEBESMHEL -

4. DLE superuser FEFRINEAZ S G A SC -
[EOMIRISTE AR R ALY e N R
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5. fiif] /etc/init.d/sms fEFEREIE 1L SMS -

scO:# /etc/init.d/sms stop

6. {Hif] /etc/init.d/sms FFERESEE) SMS -

scO:# /etc/init.d/sms start

7. LU BB S E T -
8. DUESFEEH SRERRIIBE A S EA SC -
9. PHRLA TS -

sc0:SMS {#ifl# :> /opt/SUNWSMS/bin/setfailover on

10. @A TAHES

sc0:SMS {#ifl# :> /opt/SUNWSMS/bin/showenvironment

11. Z£F showenvironment 5gEEHNFTE B IREE -
Lpﬁﬁﬁ [T ﬁt"ﬁ" Jﬁf}fﬁl H| SMS A=V o

BRI sshisl |47

E%IEU Secure Shell (ssh) 22477 RL ~ (AEALEE) - SMS = ﬁ-F[[E] [ﬂ Jpuasehid e o
R Yo ssh MRRP PRI -

AL TRV sshoahiAd R
LY SNSEN A S $* ~ {W & %% .ssh/config FUETE  JREHE ’FZ)IF' e FEF ~ ol
Feoo [Pty s ]\Tm ¥ EI—"L @Elﬁ‘}f—‘ﬂﬁ% .ssh/config Tﬁ@; s FE[—E‘&L #H=
ssh Eﬂ*] = E‘ JEpEt e o
n :i?F[ .Jﬁ;l%“lalt 7 o AR sshodlti T T riF ssh [FE e #H[H]
¥ o — FIGHTh ssh [ETFS (=¥ o %EHH 7 ERFLER ~ »

SRS ssh R ﬁﬁf el o (R [RAUER) f FOET AR e — L
PSR RLE) SMS = #LFIJL_L BELH S ﬂ*ﬂi*ﬂ 'Fﬁ]ﬂ; o (IS - A HB
IJ —— 0
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e o

N

frat — T E fV Bp  A feA dR  [LRLAE R R T e
E PR 2 R AR A R R

- ARIRIER sshiRl T

o XF@RI ssh S

LTI

MREENLEHSFPORBES . ssh/config % @ S FimiRaHFEE -
WIRAEE L HEg G134 . ssh/config B% » S CEAREER AT E

- AEREEPEEA LU X -

EscapeChar 4

T FREREE () RLFRIAAT A

. R . ssh/confige

e[ ff,?‘gw ssh F”Eﬁlﬁ %éhﬂﬁj?;@;%m” ~ tr%fj e l'_u*'%‘“ﬁ'ﬂ‘ '7;gJ§’;r, ok
&85 . ssh/config % » */}-FI—L“EI SR

RIH - ssh TR R puastid

ssh ?‘ﬁf W5 e I BT ssh BFS = B Tl Eh;_lHH Tooo & fl rjﬁ k
ssh [l f’:‘{rﬁl}"ﬁﬁ—_’ TR o~ [IAfN ssho 3 f‘% St R T~
3

for e it R (=RBRIA o  G IR R

AR

T JRHERTH () R

- PERMUE RIS A ssh - WAEFRFFIFIRIY -e HEIH

TR RIS AR O

% ssh -er FAMEIH

NIRRT ] ssh F7 7 FHREH A0S P2 IR B £78 - 1 £

:,:,
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fiaE — ] efzfglguﬁil%%l%ﬁggy.wo £ 0] - S s

Tu o T [EPY ssh R (e B FI rrTE ST

H

2. EREHTARME A RSB PR ssh - FEEEARTHERH T IC (RFEHITPIE ) > Fi0 b — s

i=§

L °

sc:# A,

%

PR AT ssh o SR I 0 B R T o

—Fi
¥

82

, S SN %57 I 1=
IFB EIJ—F~< [Ju H ki F‘[Ef,
FISMS 13 fi » -7 (STOP-A) [SFI B I AR ¢ [Return] [~] [Control-B] -

I A A SRS - Solaris 8 [E Y IS fIFTIED - BT SR
SIS VRS AR L i RIS Y SO PRI L -

fifiak — 3 J%EJ@?W"EH J,ﬁ(g FTIAER l‘ﬁt“ﬂﬂf EUE A YRR %ﬂﬂffu—mﬁﬁ ? £
flt= BE

L LIE: mur R~ = B S%M iy AR

[ -

. DUBSRE FHE S8 A SC -
. f£ /etc/default/kbd #ZEHh » BUY FHISCTFATHIEE ¢

#KEYBOARD_ABORT=alternate

. EBTEREN SC -
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i3 SMS 45 4

SMS “cF{i™| smsversion AHAH 7 T { P54 SMS 1 [RE SAS A g o Ry lﬁ”?
A HZpE, SMS 1.5 & &k riﬁ'[ ﬁ"giﬂi Solaris {EH £5f F o (= SMS 1.6 Z.1%
JEIER T 1.5 PIRIpy SMS o MEL Solaris 9 =4 +=7# Hfiy SMS 1.6 » [&1"~ JP—L[H'
SMS 1.5 - ¥ &L Solaris 10 [= =7k FFIJ SMS 1.6 » [T~ Jj%[f[' SMS 1.5 5 K}
Solaris 10 [= AR {E L #2 SMS 1.6 - fFAIRI 2% 5:% smsversion i ,JFIJﬁ?* %xr}ﬂj
I System Management Services (SMS) 1.6 Administrator Guide  °

f£-SMS 1.6 ﬁlj@,&*ﬂﬁ f9 SMS 54 fLELFE = 1Y &l - SMS 1.6 = [/F 4 9 SMS il
P RIpS = [ﬂi%ﬂ‘—ﬁﬁ TPl (23 sm51nstall ?, FIJE |gg EI *Jgfql SC -
EIE’\L@H [‘%\ R smsver51onf' ?;ﬂrﬁl’ SV f&.\—f 1 Pl 9o SMS 5
FR FI*JT%UEL?F{I

%ﬁ?g?MymlnmumB%¢ O IR - TR T AP

1. = El*ii%_'l_’ﬁ@?i {* (fi*'] Solaris Security Toolkit)
JEPEIZLS - P4y SMS (fi"] smsversion }JF}?J) °
SEIF]F™ (] Solaris Security Toolkit) °

L

FITTE Rk

El %9?? TRk b i AR R R GE % 35 o 35 = PR pRag [0 gy U R
HEH] Fﬁ?&ﬁg‘ SMS [z

h

v <R [

[EF' T "] Solaris Security Toolkit ¢ W “ H%Ef (= {f" Solaris %" = {44 F%b
2] T Solaris Security Toolkit 4.2 Admmlstrator %;ulde J f% "Solaris Security
Toolkit 4.2 Reference Manual | ° smsinstall I smsupgrade AR TS
/opt/SUNWjass/ [[1%4E Solaris Security Toolkit e

%jzﬁﬁ%l T R ¢ [ R R - R BISC o -
[ |

1. DU BERERS I EA SC -
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2. f£ sc FURFFIREEA T A5 < DAE R -

sc:# /opt/SUNWjass/bin/jass-execute -u

—Fq’ﬁrﬁ}‘,ﬂ_ﬂ“ SR TEJ%TE)'E@EF@F} (== (P=PL™ %k~ Solaris Security Toolkit)

[xc8pl3-sc0/] /opt/SUNWjass/bin/jass-execute -u
[NOTE] Executing driver, undo.driver

Please select a Solaris Security Toolkit run to restore through:
1. December 20, 2005 at 11:01:30
(/var/opt/SUNWjass/run/20041220110130)

Choice (g’ to exit)? 1

[NOTE] Restoring to previous run from
/var/opt/SUNWjass/run/20041220110130

[...]

3. f£ Choice (‘'q’ to exit)? fERFFIRHEAELRIFHIRITIESRE ZHRHS -

4. YJ#%] OpenBoot PROM &/R779% -

sc:# shutdown -y -g0 -i0
. [system message]
ok

5. EEHTRLE SC -

ok boot -rv

i T ) SMS A A -

v EE] RS A Y SMS

T [ SMS A A iy SC - F[IH AR o iy fld SMS Ji b BE 4 E AT [y Y
IR fii SC o

fifiak — [ SC - FF ALY £ 19 SMS

1. DU E BRI S & A SC -
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A e E IR B R AR E T -

RV L™ [Jf' T EF {7 #  smsconfig ~ poweron ~ poweroff -
setkeyswitch -~ cfgadm rcfgadm ~ addtag ~ deletetag ~ addboard -
moveboard ~ deleteboard ~ setbus ~ setdefaults * setobpparams ~
setupplatform » enablecomponent ﬁ‘/ disablecomponent ° F| it (= -~ /glfF’,

A %%ﬁ’ o [ R

. i smsbackup A7 &R SMS HlE -

ﬁ%xﬁaﬁﬁ 90 I ”FJ 75 SMS ﬁiﬁd o

- 1E SC @M B R TFIR THA LTS SRR SR

sc:# /opt/SUNWSMS/bin/setfailover off

. BEALLT 842K SMS -

sc:# /etc/init.d/sms stop

. A LIS ST smsversion -

sc:# /opt/SUNWSMS/bin/smsversion version-number

| IEABERE RL (SRS SMS 454 o 4 A H ) s 15
15 [i1fT -

SMS 1.6 {E5:%] SMS

a4 Hth SMS 1.6 #asfEE
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7. 3 ﬁ? R T BRI -
%.4IPI$?Lr;%ﬁ1

sc:# /opt/SUNWSMS/bin/smsversion 1.5
smsversion: Active SMS version 1.6 >
You have requested SMS Version 1.5

Is this correct? [y,n] ¥

smsversion: Downgrading SMS from 1.6> to 1.5>.
smsversion: SMS version 1.5 installed

To move to a different version of SMS an archive of
critical files will be created.What is the name of

the directory or tape device where the archive will be
stored? [/var/tmp] [Return]

smsversion: Backup configuration file created: /var/tmp/
sms_backup.1.5.cpio

smsversion: Switching to target version 1.5>.
smsversion: New Version 1.5> Active

smsversion: Active SMS version 1.5>

To restore the previous SMS configuration setting type:
smsrestore /var/tmp/sms_backup.l.5.cpio

8. AL TFHEL#I{T smsrestore °

sc:# /opt/SUNWSMS/bin/smsrestore fEZXLHH

EH gAML RS fi ] smsbackup F”T@ v ITF GLiESNE ﬂm&u"—f o KEZE AT
rﬂgkru,g, g [ﬁqguﬁh Al S (& QTN EES rj:ji/‘_[__lﬁ xﬁ_nﬁvﬁ'ﬂ,nfﬁ %fallw -
it £ R A - (I
9. WIREALEE 6 HhEHY SMS #}iﬂifﬁ’%’%ﬁﬁ%wﬂﬁﬁlﬂﬁﬁﬂﬁ HP\T smsconfig -m
K SC HHTFARE - LUK ENS i XREA SC -
%\i'ﬁ%ﬂﬁﬁjn% ’é%ﬂgmgfl oo
10. {5 1EF % SC FAY (sc0) SMS -

scO:# /etc/init.d/sms stop

11. FIES LARGEf#EH] SC B SMS (sc1) -

scl:# /etc/init.d/sms start

12. ZPHE 11 HEPDER 1 RAEE SC _Eigii SMS JiiA (sco) -
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13.

BEF LA 52 ERTR B A s -

sc0:# /opt/SUNWSMS/bin/setfailover on

A AR Y BRI SC fuid = 1% » S EEr (= SC -

YA R e P [

5% S I I SC o BT S« (PR B EIR  —
2l SCo = W SC -

- DB E S EAEE SC -

scO:# su -
password: superuser_passwd

- BEALUTHE LA AEHTRAL -

scO:# /opt/SUNWjass/bin/jass-execute -q -d server-secure.driver

k') Are you sure? ff{ YlplEs -

. BEA ves HKHEHE -
. YJ#a%] OpenBoot PROM #LiR4F5% -

sc0:# shutdown -y -g0 -i0
. [system message]
ok

. EHTREIESE SC -

ok boot -rv

RO EFR(2 I SC -

. E#IH SC _EREFF (scl) -

it — —a (1) P T LT I 4 R I R R e
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f# i Solaris Security Toolkit 5%

fp J’T’g

AT %ODI’T ﬁﬁ Solaris Securlty Toolkit 45 # iR - ¥, Solaris Security Toolkit fif

[ H Ilmﬁ' qﬁufgﬁjhgjﬁﬂﬁﬁmhigio

HEAL 4PN Solaris Security Toolkit /457

. BAF|SC-

. BEA pkginfo FE4HL -1 HIH -

BE

sc% pkginfo -1 SUNWjass

sms—svcfﬁlgI

I #5 pkginfo 4] -

-1 P R S SRR - U AT o S5 VERSTON A -

PKGINST:
NAME :
CATEGORY :
ARCH:
VERSION:
BASEDIR:
VENDOR:
DESC:

SUNWjass

Solaris Security Toolkit

Application

Solaris

4.2

/opt/SUNWjass

Sun Microsystems, Inc.

The Solaris Security Toolkit is a collection of tools

and scripts used to automate the security hardening and
verification of a system running the Solaris O0S.

PSTAMP:
INSTDATE:
HOTLINE:
STATUS:
FILES:

on81-dhpg20041018104950
Nov 08 2005 12:29
Please contact your Sun service representative.
completely installed
385 installed pathnames
33 directories
10 executables
2809 blocks used (approx)

Y[ ) # b 5E Solaris Security Toolkit » pkginfo ﬁ“ [ VREL

ERROR: information for “SUNWjass” was not found
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v FEET ﬁ[?ﬁl\l Solaris Security Toolkit 454
smsinstall FHAHIY SMS 1.6 4574 [B 7 4 D EEREAY £ E[U‘l?‘]ﬁ“\ G4 Solaris

Security Toolkit 4.2 o #| [&8] P%E@EFE'}YJ: TR AV [ Solaris Security Toolkit 1% » ¥
R o ) RUEC Solaris Security Toolkit < (e [l Frig

(SRR A T R T E O
. BAF|SC-
. i pkgrm 55Tk Solaris Security Toolkit &S -

sc% pkgrm SUNWjass

5 [t SRR OIS S R

The following package is currently installed:
SUNWjass Solaris Security Toolkit
(Solaris) 4.2

Do you want to remove this package?

. TSRS - BA v 257 Yes -
SERLASY L E T 2 SR A1

Do you want to remove this package? y

## Removing installed package instance <SUNWjass>
## Verifying package dependencies.

## Processing package information.
/opt/SUNWjass/sysidcfg

/opt/SUNWjass/rules.SAMPLE
/opt/SUNWjass/nomatch.beg
/opt/SUNWjass/man/windex
/opt/SUNWjass/man/sman7/server-secure.driver.7

[...]

a4 Hth SMS 1.6 #asfEE

89




90

= Ef DIV SMS 1.6 BUfL

AR A AR SC 1 SMS 1.6 [T

v {7 SMS Bt
R IR P32 R SC E SMS 1.6 -
1. DU BERE IS A SC -
2. GHEALL TGS AT A SR -

sc:SMS #iffi# :> /opt/SUNWSMS/bin/setfailover off

3. {1k SMS -

sc:# /etc/init.d/sms stop

4. fifify SMS B¥ -

= smsbackup §f "AJ J BRI = Sy TV PV smsbackup R
(sms_backup. X)f cpio) F'Uﬁ'fi °
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fiizk — =~ i SC Y sms_backup.X.X.cpio fiF =3k H LI~ W SC ffH e kL SC
BP0 R

sc:# /opt/SUNWSMS/bin/smsbackup H k4

ﬂWE%%Mi“ﬂﬁﬂjh%imP%,\ %ﬁiﬁfﬁ&#ﬁgﬁﬁﬁfw‘@
) 26 RS » RO P G SR i
T /var/tmp flER o

EER wﬁﬁ%mup%ﬁtUMXﬁi$ﬁwﬁ)ﬁ;ﬂﬁmi¥$ﬂMW$mMI
/ tmp) FTIFLF&/ smsbackup b o

B FECHSARRL < S UFS - i 1) 4R 6y -

sc:# /usr/bin/df -F ufs HEEHLHE

UFS g@[ﬂ[g LR o H R AR R Mﬁj lﬁn[ﬂl%n
. Bk@h SMS -

sc:# /etc/init.d/sms start

- B R -

sc:SMS #iffi# :> /opt/SUNWSMS/bin/setfailover on

('EL SMS 1.6 [fi K
- BT -

sc:SMS #iffi# :> /opt/SUNWSMS/bin/setfailover off

. %1k SMS -

sc:# /etc/init.d/sms stop

a4 Hfth SMS 1.6 #isfERE 91




3. 1 smsbackup ¥ T smsrestore -

sc:# /opt/SUNWSMS/bin/smsrestore f&EZELHH

H I EARERL1 smsbackup(IM) g = b iy IR ok 18s & - REERE
RO 2 B - SR )T RS R A Y
ORISR - LR U E IR L -

4. fgdEh SMS -

%[
o
Bl

£

sc:# /etc/init.d/sms start

5. B ST -

sc:SMS fifi# :> /opt/SUNWSMS/bin/setfailover on

92

AP SC RSARIAY TP & 45 = 4% £

AP AR R A R AR Y TP 5 S = B
v A@EI SC Ay IP i -

1. DUFTHY TP bk SR IHI i R 25 S -
2. EHTRCEIHR BRI 45 -

v AR SC [y 4 £
1. DAFTIE A TR 75 A A -
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2. S R AR R A PR A

/etc/inet/hosts
/etc/nodename
/etc/hostname. /T HK4&E
/etc/net/ticlts/hosts
/etc/net/ticlos/hosts
/etc/net/ticotsord/hosts

3. HETEEEEE SC -

4. FYE PR EP AT WREG) -
/etc/defaultdomain (&[S NIS Ak {7~ 1H)
/etc/hostname. *  (EFUHE | IL'fF’,i‘—_'E:'HU} B ?{EE\JJ‘:)
/etc/hostname6.* (B[R IL'?‘F}@E\IEU} % ‘E/,ffjﬁﬁ)

5. 75 SC gL 8y » %7 smsconfig -m command -

el %F%j%ii? smsconfig(IM) § - fuerF - ﬁ%ifr}ﬂ I System Management Services
(SMS) 1.6'Reference Manual F‘} SMS 1.6 s&L F={1] -

a4 Hfth SMS 1.6 #iEfERE 93
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H
g

r;ﬁ ﬂrﬁjrﬁ& 2 _L;Dij ﬁf{ﬁf«ﬁg

A AT A T ST Sun Fire WS35t b 4t Solaris [ Eke H Py R A
Pl -

5795 FI T A

= 57100 f1 A B Solaris [ 7

m 5Y105 f1 T[RRI

- 5‘}4107 [ r&nfﬁ*ﬂ PEEH ﬁﬂj%%ﬁﬁ'?ﬁj

H o A

o A7H T R PR -

BY 96 FI T AP R
98 [ fgféﬁ“fﬁ*ﬁh

99 FI T Ig’ar[ﬁ@, ;tzl:fFU

|
m 37
m 579

L — [XPoAis 4 1% /var/opt/SUNWSMS/data/ Ik ID | 155 21 ffi ) #5710

idprom. image fii% ¥ 5 Al - B TELF ML %E:HL [ Sun %m e
-
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v O SRR R ;ﬁf}i@,
Fe 51 L i py P Il P TR FBEDY L -

# 51 SMS i 1| F T [T

TR TEH

scO:# = RISC FuER
fak ID : # A R

SC 4H%:SMS il &> SC _Hiufi ] # ﬁrﬁF

SMS [ ELE * = SC [OFEEIH ~ Hr(=H ~ Ui

*f Fe%—"F fity user name °

@ik ID:SMS > ”{ﬁl@‘. S ?ﬁ%ﬂ ﬁ;ﬂﬁ;
SMS fﬁﬂﬂ%ﬂﬁ ﬁi’ﬁfﬂﬁfﬁilgﬁ ﬁél'—gll E'I
"E%—k EJ | Ii/ﬁg

5 LML TR T R S
e gk /F *ﬁf}@‘,ﬁﬁ*{lf L > %J]fﬁ:tli” HEEIt -

fi5zE — ) aEpglp > «Fimg ST S A1) 3 A - T 7 AR e
Vlﬁ@mﬂﬁhj addboard (1M) JHIJ (5 setupplatform (1M) ™5
A e B PR R

1. LA platadmn BERRIIEEFHE S EA  ULEEHTHE PR YLK -

sc0:SMS ffifl# :> addboard -d i ID -c assign {iiF [{iiE]

Xl l:[[ :
m gk ID % [& glﬁﬂ [/“]ﬁﬁﬁ[j ID (A = R) -

96  System Management Services (SMS) 1.6 2§55 « 2006 4 6 H



w ZEEECEGS VAR o P RS S ORI -

Sun Fire 15K/E25K (5358 Sun Fire 12K/E20K (15 35k& =
SB(0...17) SB(0...8)
10(0...17) 10(0...8)

B T 54 PR 2 4 90 7 9 CPU A2 it A -

sc0:SMS f#ifj# :> addboard -d A -c assign SB2 SB4 SB7

B S OB PRI 3+ 5 02 8 9 1/0 A5 i A -

sc0:SMS {fif]# :> addboard -4 A -c assign IO3 IO5 IOS8

HEEIEBE TP IR R - BRI ] deleteboard(IM) -

sc0:SMS {fif]# :> deleteboard -c unassign {ii® [{iiE]

FHIERAGAT IO o 1) RS S HORT BT -

Sun Fire 15K/E25K [0 Sun Fire 12K/E20K {50kt

SB(0...17) SB(0...8)
10(0...17) 10(0...8)

FiL/URSN ?ﬁﬁ FORf = [ A 58 2 1 CPU #5720% -

sc0:SMS {fif]# :> deleteboard -c unassign SB2

F N epuEs LA A 5 3 1 1/0 PFERE -

sc0:SMS {fif]# :> deleteboard -c unassign IO3

. ] addtag(IM) $5< FydigeRiy —(aF -

sc0:SMS {fifi# :> addtag -d @ik ID HiifEss

Eple

B5E fEMEE EERGENIL

R
%

LG
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w IR ID F SR s ID (A = R) -
. ﬁﬁiﬁ*ﬁ%ﬁin‘ %I%@FU AR 5 7 > (10 domaina -
B> 1 di 6 P P A OSSO RIEYR T (PCD) -

sc0:SMS {fifj# :> addtag -d A domainA

4. JRIEERE RIS - THEA] deletetag(IM) #5%

sc0:SMS (i3 :> deletetag -4 #gisk ID

Mg ID £ [ ,E;lmé@w VSl ID (A % R) -
AL fF’ Flf ek (PCD) MBS A puigss -

sc0:SMS {fifi#% :> deletetag -4 A

v

fiist — ¥ o194 Solaris (B 52 SMS [ﬁ*ﬁk [ TIEE |~ [ Y
/var/opt/SUNWSMS/data/‘f%iﬁ ID/idprom. image fi% fflﬁ*ﬁi IDEL A R = JH

ORI AR S Sun TR A

SMS C[J?"':JI[E‘ ﬁﬁiﬂ«ﬁufﬂﬂé—* FTJ ’ Figﬂiﬁfﬂﬂﬁ@}{ & o showkeysw1tch (IM) f’, JT‘EI

A S B iaﬁmwl [i] setkeyswitch (]1 f’, 4 E'Hflj@ﬁlfﬂﬁf ;ﬁﬁm‘
FJF‘fJEJ g Y"“fﬁ' » standby * of f » dlag I secure ° hiﬂﬁl PFIJW

E;.%J System Management Services (SMS) 1.6 Reference Manual y

1. BURHEIEGIRRE -

sc0:SMS {fif]# : > showkeyswitch -4 fdis ID

HBSK ID (A % R) RLEFR UIRE L sfisifio ID -
g 1y ?“ T A A U -

sc0:SMS {#ifl# :> showkeyswitch -4 A
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2. DUELf#sE S (dmnaadmn) HEFRAEE FH ¥ B () BRBhfgss -

sc0:SMS {fif]# : > setkeyswitch -d #giZ ID (\i&

Epe

n {45 ID i_fé\’%)l?%‘gh*l/ APy ID (A = R) -

n fiﬁfi_fu '}{’j’f#&%ﬁ TA%EJ on féﬁ of f ( ﬁTngf) standby * diag F\/ secure
F[ SINAT PF[

B> 1) 54 A A -

sc0:SMS {#ifl# :> setkeyswitch -d A on

3. S EPCIEEAR - FHa e BRI R By of 5 -
0+ 474 BT A A -

sc0:SMS {if]# :> setkeyswitch -d A off

v %ﬁﬁﬂﬁﬁﬁéﬁﬁf}

iU A = ﬂ’f}ﬁ"fﬁu‘%}'l"gﬁ :

m [P [[EPY Sun Fire =38V FREEHS$ R Al smsconfig » 7 SC A & AV T-E
Sl A iR fi i g

m SC A% Frgtnﬁfﬁﬁ& R AR L o

- fFU | smsconfig EFE%QLgﬁgﬂ p?& SC t;n%rvg {ﬁ‘@& Flgu IPSec [zl F\IxiDEI %
IPSec YRl S H kmd(1M) a6k == {U[# rSys’cem Management Services
(SMS) 1.6 Administrator Guide ;| -

B5E  fEMEE EEGENILIGKEE 99




® [HRLHEIREE RS -

sc0:SMS {fif]# :> console -d g ID

wEk ID (A = R) KLY £70 Afiss 1D -
B> P SR B A= 4R

sc0:SMS (i3 :> console -4 A

xin{?@ﬁm il PRy A BURABLY TERM =82 J i gRug@ EApFIRg - vi@) =1
TR T }*EJ?LI 1 ( tlldef'[. “J?fl*fu ”"T%“‘—Fli%ﬁﬁ o

o -

a4, ID : SMS {ifl#% : > setenv TERM xterm

FLHV HY 2 FE 1[@”@4 T PR ‘x Bl T System Management Services (SMS) 1
Admmlstrato Guide | *{ console 1&« .

ERE l%ﬂu’ﬂli%& Solaris {E =5k

+ Ay rjr{ﬁ@‘c%iﬂl—}z%f Solaris [E FiRpUHFA T
a 57101 Dﬁ[ﬂﬁ@%ﬂwgﬁé“ |Fi8

m 37102 F! r&ﬂﬁ@ Fij%f Solaris l'ﬁ\ -

m 27103 Fr T {ﬁ@%ﬂ_ OpenBoot PROM %Ufﬁ'@@'r g

e — UpBd fEs FIJ+134E°' gli%f* Solaris [E¥ & E‘)L’j“'&%@*ﬁ& FEET sys-
unconfig(IM) f;4] %li1gﬂ%fﬂjj‘?fﬁﬂfj‘f105 EI PRI ) -

I SRR Ik %@ﬂ P %EL MR ri1ﬁ5'§ i ﬁ'i]f@‘m‘ajéﬁi Solaris {=¥ 5
e SRR J:%L‘lﬂ“% i iigﬁz e FIJ%L* [Eo I £ [2F Ffraﬁl‘mé%
PR

m i BN Solaris [R5 S A U5 BEfp 12V IR IR D BE G AR L 2R -

L] %f Bl [&p Solaris (B =45 £ I/jg,%dgf'jf *rwgrﬁjj—/\%jt_lf? B[ SC A 4R }

1T
" %"*rﬁﬁtj’ FFAVEY 1 2V o gﬁﬂﬁhﬁi Solaris =4 =5 5% I Y o
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v R | ik

& sc0 gk Bk l%éﬂ e L HiEf Y, f‘épﬂ 751' AR AV S Solaris (R 4
1ﬁ“a’i?§j o £Z ﬁ%ﬁl%ﬁ%[ﬁ’rﬁ& [N ST I add install_client (1M) #F‘, ‘Jj‘
S }24

AEE N PUE I[ﬁ' ]umps’fart SR [ l%é‘ “” NS i A i My i
]umpStarth EJ/ %ljg 7][ FIJ[ 1K l—ﬁtm rm-install- Cllel’lt(lM) }‘F’,?J )
}H SC % @] ump tartffl *J[ﬂ ‘55#‘5 o

Yi% - F L I =T (g ] -pY JumpStart | ’%Fya‘é:&% Solaris [ —mﬁ ’F’g{g&i? il
{ i 5 |

i B[ Solaris [ Y 4 % 4 1|20 I R1 A
add install_client(IM) Al rm_install_client( M)f’ EIJ?E?* °

1. ZID ZINS MAN ZKHERSIIATLE - 557E OpenBoot PROM $&/RfF5% ek A T4ig

7 °

ok banner

Sun Fire 15000, using IOSRAM based Console

Copyright 1998-2001 Sun Microsystems, Inc. All rights reserved.
OpenBoot 4.5, 3072 MB memory installed, Serial ########.
Ethernet address 8:0:20:0:0:0, Host ID: 80200000.

ﬁwawﬂi~Wﬁm‘%wvwﬁiﬁéﬁfW%%é?T%WW°
2. 1L SCO LGBl I ) » 520 Bk s i e 225 FH PP

sc0: # /2EHEH#IRR /Solaris_9/Tools/add_install_client -e g2 KHY
PEAIE -s scll FHEARE : /LEEFRIETR  —c scll RS : /LB EH SRR MR B
£ f% sundu

Ele

o TUSEIBRBRE L CD B I 15

n IR (T B R LAR Y S Al T o

m scll FTHELREEES smsconfig -m AT Efﬁff’l \j’ﬁ SsCI1 '“\[ﬁﬁ'%‘,ﬁfjj i vl?ﬁ °

n AT ALV EVS smsconfig —m A A ﬁtﬁﬁ%ﬁfj*ﬁ& I1 “ﬁ:ﬁf‘ﬁ iy

[&FY Sun Fire 5% £S5 5 17 (190 > SCI1) = rifﬁ%#‘tf-’aﬂf’[ TS [l':?‘»‘HI-\L_

=
F
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A 44 Solaris (B £
1. BHASELE IR A

ok watch-net-all

fiiEE — #7172 F) Lucent PHY i j OTSEERS - RIEE R
IR RS EL - MF' HRREEL - JOR
switch? j 4—5 false ° BRI switch L Tﬁiwéﬁu&n RLETHILZH

< OpenBoot PROM = rdlag—

FRL watch net-all i&f? man-net FTF“ V%fPF[ A Jﬁﬁﬁigﬁéﬂ 73552 (S Sun

l*%‘k 7
2. RS P ENEN (MAN) #& SC BEhighx -

ok boot man-net

’?ﬁf}’@«iﬁﬁé Solaris (=¥ =

5[ (&7 Solaris [FH 5 ﬁ’f’??}: FI‘J%&%{; HV@EF“E'FILJ%J;?E;? o bV HEEAE O E]

4 i3 [EFY Sun F b
%};fgj: % A9 Sun 1ref!

i JE,H?F,EL “fvr#lj F#%#,‘ﬂl;ﬁﬁ%ﬁl%%ﬁfj

fiiaE — [ tﬂﬁ‘@« R R R (A Solaris R KR F UL - SC It

PV R (AR E g T

3. AETTIETRE A -

By | SC e EBAfE o S (A R o 5 o R 5 A RIS AR 78T o D[S TR
F ﬁ ﬁ-l?ﬁl gl e 1%@%[[£7§Elﬁ%h{ﬁmﬁn i ;JEQ"J‘

J/ I’ﬁ{-ﬂ;‘%ﬁ SCF lj MAN '_‘F[ J"I‘I’ﬁmnl
IS (101 ateo) -

FIRBR IS AR 7 » T
a. DU S FE T B G B AR -
b. TERRTFR T B AL T8-S B R F EiBh A s I i Es 4 1 -

I ID : # uname -s FEIELAH
g5 ID : # echo HTHiELZ4FE > /etc/nodename

e

System Management Services (SMS) 1.6 ZZ8E45F 2006 46 H



A\

4. FEREEE 2R IR S P RS B
VAR SRR 1 S

VERE — 8D (A T B W U0 o BRI 2 1 RS R R A

AT

a. DU &S EA SC -
b. FEHALUTELTT -

sc0: # /285 H kIR ¥ /Solaris_9/Tools/rm_install client g Heahg

o fEET NERERATDEE 4 5l 0 35S E SRR E -
wW’ﬁWﬁjﬂm FIT

scO:#1ls -la /dev/dsk/c0t17d0s0
1rwXrwXrwx 1 root root 77 Oct 12 17:38
/dev/dsk/c0t17d0s0 ->

370dac0c,0:a

../../devices/pci@3c, 600000/pci@l/SUNW,glc@4/fp@0,0/ssd@w21000020

d. i -

v gaﬁfﬁﬁ&%ﬂ‘— OpenBoot PROM Iﬁﬁﬂ@%\f

1. 7€ %ﬁi@c"fﬁ“ﬂﬁ ok FERFFHR T » ¥ devalias WHEARIFTHEBHEEEER -

ok nvunalias H{EJ4$

R4 S HEE T £,

ik — & (W HELH 39 P PR © nvunalias — R UETRERR- (SRR G

SERIR £ o R

14

2. B’k OpenBoot PROM Z:E (K H S DUEENTEEE R4 -

ok show-devs

5 (EHE EERGENIL

103




3. BEEPHIREEE T -

ok watch-net-all

fiiat — £ AR -7 f1 75 | Lucent PHY Flj,w TOONAREEAS E'[Jp‘ﬂ" ol E%’LF'FJ%EEH
HIEBrp©s '@E ﬁ”"ﬁ'm,’g%ﬁmg*ﬁ ’ )—ij"' OpenBoot PROM 2 diag-
switch? i 4—t" false o {1 switch %J—J fI' EERS S A Fuf:l? JeL o

4. BRERREN S - CEGBIELE Solaris (FRRMIILLTE -

ok nvalias iEAl# FETH

Eyl:

m [EGRERA L LRI EE Solaris (B %pﬁ%{ﬁ,‘ﬂ“"

n BEETFHLLERIF 5E Solaris (B 5k Vf,?é (pud f s YRR 3 B o
g

nvalias disk /pci@3c,600000/pci@1/SUNW,glc@4/fp@0,0/disk@w21000020370dac0c,0:a

ffnﬁsz}ﬁw JFIdI }: i nvalias §i79) - SR EAEIH O SPEREREC I ssd R
1SK °

5. FLERMIAL NVRAM &HHY -

ok nvstore

fiat — i E§J OpenBoot PROM 1§ use-nvramrc r%??" True » i FHYHIH]
e EU R
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6. fiiff] setenv F5<FTHARUBY I B R E Ry IR

ok setenv boot-device R4

1 FIVRARERIARL I W4 T 000 B RO & - TR B A
Solaris = Fakfu’ ‘?%‘ébﬁﬁ"“ %FEW\L EFE%?LH@ 7o Pl %7;5/‘_;1;#[%%[\,
Elxﬁfl:l;mﬁﬁﬁ lglﬁl °

7. BAERC B ERCE Y - SRR - FRA LTS -

ok boot

AR

Y [ Jq“[ﬁ*ﬁff“'vglff i/%jé“‘ Solaris [F¥ 525 » Fl&”&?&ﬁ‘j‘r@?fiﬂ{qﬁ' sys-

unconfig(IM) ffi4j » [ 1= Erpafisl FEET MAN 7t -
e — o o7 AR ) KA SC B HEN | FIH (JP3Y 101 F1 KRS
%wgﬁj i % F»‘E_) 1 i

v f‘fp’ﬁfﬁfﬁﬁ ﬁﬁ“ﬁ%

1. DUEERAE & S 0 8 ARG -

5 E (e LRUEfILREEE 105



2. HRALTIES -

a1 ID : #ndd -get /dev/dman man_get_hostinfo

IR Rk R

manc_magic = 0x4d414e43

manc_version = 01

manc_csum = 0x0

manc_1ip_type = AF_INET
manc_dom_ipaddr = 10.1.1.3
manc_dom_ip_netmask = 255.255.255.224
manc_dom_ip_netnum = 10.1.1.0
manc_sc_ipaddr = 10.1.1.1
manc_dom_eaddr = 0:0:be:a8:48:26
manc_sc_eaddr = 8:0:20:£9:e4:54
manc_iob_bitmap = 0x400 io boards = 10.1,
manc_golden_iob = 10

3. P ekiEiE /etc/netmasks Y network-il JEH » FE{HiFH YRR -

manc {835k IP HAES8E manc {55 1P {GREEER

g

10.1.1.0 255.255.255.224

4, FHNTHELUFHNER /etc/hostname . dman0 fEZ :

manc §41% IP {iihl netmask + broadcast + private up

o

10.1.1.3 netmask + broadcast + private up
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. FAMEEE manc_sc_ipaddr IP fiihtHl /etc/syslog.conf [EHFETE B AT -

@ik ID:# cat /etc/syslog.conf

* .notice @10.1.1.1

PRI ﬁ[‘:f %& WEH /etc/syslog.conf % o [EE M IR N -
HEEALITIE2TT -

g5 ID:# ifconfig dman0 plumb
#4ik ID : # ifconfig dman0 manc fidis, IP {ifiil netmask + broadcast +
private up

o HI manc f§gE IP (IHERLIFE /etc/netmasks [lIfvafisl IP & -
Lo Afgfel = il 505

A S P

H PRI P RO S B RS A

BHEE — 117 SC Y HEEEH (i e %@;¢ﬁw%&ﬁ@ T i
Sun Fire 77810 SC P Gl eyd %“ Sun Fire 15K Open System
Controller (OpenSC) White Paper  °

VRS SR TR o 1) RS RS S R
Sun Remote Services (SRS)
Veritas Volume Manager (VM)
Load Sharing Facility (LSF) 3.2.3
Sun™ Studio 11 tool ~ £'& ﬁ'?@%%ﬁ
SunTM ClusterTools 5
r“?Tﬁ'*’h&a‘a

Fortran 7 f‘Er %%ﬂ'?\ﬁﬁ%%‘g
L

ORACLE® &%

5 feiE EEENIL ke 107



v LBEE {2 S
PG R I H oy e sC e
7. §A1E SC [y CD-ROM LRk b9 A BRE B4 S8k gy % 4é CD -
8. f#if] share(IM) }5< e8I F4LH CD -
a. Bz nfsa fAfRSIELDELF -

scO:#ps -ef | grep nfsd

b. % CD-ROM JEHTIA /etc/dfs/dfstab fEZErH -

share -F nfs -o ro,anon=0 /cdrom/cdromO

c. i CD-ROM ZL{HEE] NFS -

scO0:# /etc/init.d/nfs.server start

9. DU &S 8 ARG -
10. ZEA7WFHENEAEEN /cdrom HE -

MK ID © # mkdir /cdrom
#g9i% ID © # mount SC-I1:/cdrom/cdrom0 /cdrom

EUFITSC-I1: RLIH & SC T1 AgEE L = 4 £74 -
11. iy HAth =48k -

AL ID : # cd /cdrom/ZHEREREALTE
K ID © # pkgadd -4 . ELHKEEHTH

Hfr:
m SRR AR AL (2T 5 L SO SRR £
n UGBS ARR AL ST PO R SR 678 -

pkgadd 1M)f’,ﬁ I? @RS - R SRR EE R g’iﬁi%‘ﬁﬂ’ﬁg b B A i
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