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Chapter 1. Introduction to MySQL Enterprise Monitor

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

The MySQL Enterprise Monitor serves as an automated assistant for MySQL database administrators. This service is designed to help
administrators with their day-to-day tasks by monitoring MySQL servers and identifying potential problems. These features are de-
signed to save the database administrator's time and effort by providing the information you need through a simplified interface.

An extension of existing MySQL Enterprise services, MySQL Enterprise Monitor monitors enterprise database environments and
provides expert advice on how customers can tighten security and optimize the performance and uptime of their MySQL servers.

MySQL Enterprise Monitor helps administrators:

¢ Intelligently stay up to date with releases and bug fixes.

¢ Know what's going on with their system.

* Manage day-to-day database maintenance tasks.

* Improve the performance of their system.

« Manage and prevent crises.

The MySQL Enterprise Monitor was designed to tackle the job of managing the performance of any number of MySQL database serv-
ers, regardless of their physical or geographical location. Although MySQL Enterprise Monitor can easily track just a handful of
MySQL servers, the service is specifically designed to greatly curtail thetime it takesto get a handle on the availability and perform-
ance levels of many database servers at once.

The MySQL Enterprise Monitor does this by providing an web-based interface—called the Enterprise Dashboard—that serves asthe
portal for viewing information about your MySQL database servers. MySQL professionals can manage al their servers by group or in-
dividually if need be.

The Enterprise Dashboard web interface does not have to beinstalled on individual desktops, but is instead available from a centrally
located machine that serves as the main location for the Monitoring and Advisory service.

1.1. Overview of the Service

The MySQL Enterprise Monitor is a collection of components that work together to monitor and help administer your MySQL server
installations. This service includes server management agents, advisors, and a central MySQL Enterprise Service Manager, al working
in tandem with the MySQL Enterprise to keep your MySQL servers secure and up to date. All of thisis controlled through the MySQL
Enterprise Dashboard—a lightweight web-based interface that gives you complete control of your MySQL servers from any location.

Figure 1.1. MySQL Enterprise Monitor Architecture
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The service is made up of anumber of components, including the Monitor Agent (MySQL Enterprise Monitor Agent), the Service Man-
ager (MySQL Enterprise Service Manager), the Enterprise Dashboard, the Repository and the Advisors.

1.1.1. The Service Architecture

The MySQL Enterprise Monitor is powered by a distributed web-based application that is deployed within the confines of the corporate
firewall. The Enterprise Dashboard provides the interface to the server data, advisor notifications, live information and communication
with the MySQL Enterprise Update Service.

Subscribers are kept up to date about the latest releases of the MySQL server or issues that may affect their specific implementation of
MySQL by using the MySQL Enterprise Update Service. This same mechanism is used to notify MySQL Enterprise Monitor users of
updates to the application or to the MySQL Advisors and Rules. The various components are described below.

Monitor Agent

Monitor Agents are the foot soldiers of the MySQL Enterprise Monitor; they monitor each MySQL server. Running as a Windows
service or Unix daemon, the Agent uses a combination of MySQL specific commands, SQL queries, and custom scripts to collect
and report MySQL server or operating system (OS) specific data. The Monitor Agent initiates a“heartbeat” to the Service Manager
on aregular basis to ensure specific MySQL server and OS level data collections are current.

In the overall architecture, the Monitor Agent isthe only component of the MySQL Enterprise Monitor that establishes or maintains
a connection with the monitored MySQL Server. Aswith any MySQL client, the Monitor Agent is authenticated on the monitored
MySQL server and requires a user name and password to establish a connection.

In addition, the MySQL Enterprise Monitor Agent also provides a proxy service that alows for information about queries to be cap-
tured and reported as part of the Query Analyzer functionality. The MySQL Enterprise Monitor Agent accepts client connections
and forwards the SQL statements on to the server and returns the results. In the background, the agent is collecting information
about the query execution, row counts, times and other data so that queries and their execution can be monitored.

Service Manager

The Service Manager isthe heart and soul of the MySQL Enterprise Monitor. It is built on a collection of Java services hosted on a
single Windows or Unix server. The Service Manager interacts with all of the Monitor Agents under its domain to collect MySQL
server and OS level datafor each of the monitored MySQL servers.
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The Service Manager performs many duties including:
» Enterprise Dashboard, the main interface to the MySQL Enterprise Service Manager.
» Autodiscovery of monitored MySQL Servers.
» Creation and management of Monitor Agent tasks.
» Storage of data collections from Monitor Agents.
* Monitoring of key MySQL server and OS level metric data collections.
* Reporting MySQL best practice events and violations.
e Providing MySQL expert advice for MySQL best practice violations.
» Autodiscovery of replication topology (Not available for all subscription levels)
¢ TheRepository
The Repository isbuilt on MySQL 5.0.x and is used to store MySQL server and OS level data collections for each of the monitored
MySQL Servers. Thisinformation is used by the Service Manager to evaluate and report the health and status of the monitored
MySQL environment(s).
e TheEnterprise Dashboard
The MySQL Enterprise web client provides the graphical user interface (GUI) for the MySQL Enterprise Monitor. Thisinterfaceis
the primary means of monitoring the state of your MySQL servers, identifying rule violations and providing advice on how best to

address and correct any underlying issues.

Thisinterface also provides an easy means of configuring advisors, adding users, creating notification groups, and receiving updates
from MySQL Enterprise.

1.1.2. Service Features

The key features of the MySQL Enterprise Monitor can be summarized as follows:

e Group-level or Server-level management options

« Enterprise Dashboard for managing all MySQL Servers from a consolidated console

« Monitoring page for “at aglance” global health check of key systems

¢ MySQL-provided Advisors and Advisor Rules for enforcing MySQL Best Practices

¢ Advisor Rule Scheduling for unattended operations

e Customizable Thresholds and Alerts for identifying Advisor Rule violations

e User-Defined Advisor Rules

« Event/Alert History browser for researching advisor-specific events and annotations

* Query Analyzer functionality allowing you to monitor the execution times, row counts and other data about queries executed on
your MySQL server.

These features are presented through the MySQL Enterprise Dashboard which is made up of six main pages:

«  The MONITOR page comprises:

e The SERVER TREE: Easily navigate monitored servers
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» The GRAPHING: This capability isbuilt in so you can quickly assess critical functions such as activity, performance metrics, and
number of connections

» TheHEAT CHART: Color-coded buttons provide key operating system and database metrics
e The ADVISORS page

This page shows the advisors that are currently scheduled. There are advisors for a variety of topics such as security and indexing.
Users can add, edit, or create their own advisors.

e TheEVENTS page

This page shows rule violations, indicating the server, severity, and time of occurrence. A number of filter options are available, al-
lowing various views of events.

¢ The GRAPHS page

Use this page to view al the available graphs and to adjust the scale of the graphs, for amore or less detailed view as the situation
requires.

e The QUERY ANALYZER page
e TheREPLICATION page

Use this page to keep track of your masters and their slaves (Not available for all subscription levels)
¢ The SETTINGS page

On this page you configure servers, users, email addresses, and notification groups. Entering a user name and password for MySQL
Enterprise provides automatic updates.

1.1.3. Security

Using the Tomcat/A pache web server for the user interface allows an administrator to configure the web server to meet any security
regulations. The MySQL Enterprise Monitor architecture is designed to be as secure as possible, even when monitoring systems outside
of thelocal network.

Communications between the MySQL Enterprise Monitor Agent and MySQL Enterprise Service Manager can be protected by Secure
Socket Layer (SSL) encryption and server and agent can use SSL certificates to provide authentication and prevent spoofing.

The MySQL Enterprise Monitor Agent is like aweb browser — itisan HTTP client application that initiates all communication with
the MySQL Enterprise Service Manager. If the server requires action from the agent, it must wait until the agent next initiates contact
and sends its request in aresponse. This means you do not need to open an inbound port on the machine on which the agent is running

because it does not listen for requests. However, an outbound port must be open for the agent to contact the MySQL Enterprise Service
Manager.

Asan additional security feature, each Agent can have a separate Advisory Service login which minimizes exposure should any one
agent be compromised.

1.2. Conventions Used in This Document

This document uses certain typographical conventions:

e Text in this styleisusedfor SQL statements; database, table, and column names; program listings and source code; and
environment variables. Example: “To reload the grant tables, usethe FLUSH PRI VI LEGES statement.”

e Text in this styl eindicatesinput that you typein examples.

e Text in this styl e indicatesthe names of executable programs and scripts, examples being nysql (the MySQL command
line client program) and mysql d (the MySQL server executable).

e Text in this styl eisusedfor variableinput for which you should substitute a value of your own choosing.
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¢ File names and directory names are written like this: “The global ny. cnf fileislocated inthe/ et ¢ directory.”
¢ Character sequences are written like this: “To specify awildcard, use the ‘% character.”
e Textinthisstyleisused for emphasis.

e Textin thisstyleisused in table headings and to convey especialy strong emphasis.

When commands are shown that are meant to be executed from within a particular program, the prompt shown preceding the command
indicates which command to use. For example, shel | > indicates acommand that you execute from your login shell or from the com-
mand line in Windows:

shell > type a shell command here

The “shell” isyour command interpreter. On Unix, thisistypically aprogram such assh, csh, or bash. On Windows, the equivalent
program isconmmand. comor cid. exe, typically run in a console window.

When you enter acommand or statement shown in an example, do not type the prompt shown in the example.

Sometimes, what appears on one linein a console window cannot be represented in the documentation on asingle line. In cases such as
this the character ‘»” is used. For example:

Pl ease specify the directory where the MySQL Enterprise Mnitor »
will be installed.

Where Unix commands are concerned, the continuation character ‘\ * is used. Doing this allows commands to be copied and pasted to
the command line verbatim. For example:

shell > /opt/ mysql / enterprisel/ agent/bi n/ mysql - moni tor-agent -f \
/opt/ nysql /enterprisel/agent/etc/nysql -nonitor-agent.ini

SQL keywords are not case sensitive and may be written in either case. This document uses uppercase.

In syntax descriptions, square brackets (‘[ * and ‘] ) indicate optional words or clauses. For example, in the following statement, | F
EXI STSisoptional:

DROP TABLE [IF EXISTS] tbhl _name
When a syntax element consists of a number of alternatives, the alternatives are separated by vertical bars (‘| ’). When one member

from a set of choices may be chosen, the alternatives are listed within square brackets (‘[ * and ‘] *):

TRIM[[BOTH | LEADING | TRAILING [renstr] FROM str)

When one member from a set of choices must be chosen, the alternatives are listed within braces (‘'{’ and ‘} ’):
{DESCRI BE | DESC} tbhl_nane [col _nane | wild]

Anéllipsis(. . . ) indicates the omission of a section of a statement, typically to provide a shorter version of more complex syntax. For
example, | NSERT ... SELECT isshorthand for the form of | NSERT statement that is followed by a SELECT statement.

An éllipsis can also indicate that the preceding syntax element of a statement may be repeated. In the following example, multipler e-
set _opt i on values may be given, with each of those after the first preceded by commas:

RESET reset_option [, reset_option]
Commands for setting shell variables are shown using Bourne shell syntax. For example, the sequence to set the CC environment vari-
able and runthe conf i gur e command looks like thisin Bourne shell syntax:

shel | > CC=gcc ./configure

If youareusing csh or t csh, you must issue commands somewhat differently:

shel | > setenv CC gcc
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shell > ./configure

Throughout this document the term *Uni x’ is used to describe any Unix or Unix-like operating system. For an up-to-date list of operat-
ing systems supported by the MySQL Enterprise Monitor please see the http://www.mysqgl.com/products/enterprise/.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

This chapter describes the process of installing the MySQL Enterprise Monitor on all operating systems. A working installation requires
the installation of a MySQL Enterprise Service Manager, the MySQL Enterprise Advisors and one or more MySQL Enterprise Monitor
Agents. Simply described, the agent inspects the MySQL server it is monitoring, reports to the Service Manager, and the results are in-
terpreted by the advisors and displayed in the MySQL Enterprise Dashboard for viewing in aweb browser.

One Monitor Agent isinstalled for each MySQL server that is being monitored. The Monitor Agent usually runs on the same machine
that hosts the monitored MySQL server but it may run on any machine that has access to both the monitored MySQL server and the
MySQL Enterprise Dashboard. The agent reports its findings to the Service Manager and these results are interpreted by Advisors and
displayed in the dashboard. The end user opens aweb browser to view the information presented in the dashboard. The Service Man-
ager and dashboard run on the same machine and both have accessto alocal MySQL server installed as part of the MySQL Enterprise
Monitor. This server is known as the repository and provides storage for the data provided by the agent.

Installation is a three step process:

1. Instal and start the Service Manager on the monitoring system. See Section 2.2, “ Service Manager Installation”.
2. Configure the Service Manager, see Section 2.3, “Monitor Agent Installation”.

3. Start the MySQL Enterprise Service Manager and MySQL Enterprise Monitor Agent instances, and then use the MySQL Enter-
prise Dashboard to install the Advisors and complete the configuration and installation. See Section 2.2.7, “MySQL Enterprise Ser-
vice Manager Configuration Settings and Advisor Installation”.

Depending on your configuration and environment, you will need to download a number of different components and files from
MySQL Enterprise website available on the download page. These include:

¢ MySQL Enterprise Service Manager and MySQL Enterprise Dashboard for the platform that you intend to execute the MySQL En-
terprise Service Manager on. These are named nysql noni t or-2. 1. 0. 1096- | i nux- x86_64-i nst al | er. bi n, with the
appropriate version and platform name. If you are performing an upgrade, download the upgrade installer, named nysql noni t -
or-2.1.0.1096-1i nux-x86_64-update-installer.bin.

¢ Oneor more MySQL Enterprise Monitor Agent, one for each MySQL Server that you want to monitor. Y ou should download an in-
staller package for the right platform for the MySQL server you want to manage. Agent installers are available with the name
nysql noni t oragent-2. 1. 0. 1093-1 i nux- debi an3. 1- power pc-i nst al | er. bi n. Upgrade installers to update an
existing MySQL Enterprise Monitor Agent installation are named nysql noni t or agent - 2. 1. 0. 1093- | i nux- debi -
an3. 1- power pc- updat e-i nstal | er. bi n.

e Optional

A product key file for MySQL Enterprise Service Manager. If your MySQL Enterprise Service Manager has internet connectivity,
your product key can be downloaded automatically during the initial phase of configuration directly from the MySQL Enterprise
website. For more information, see Section 2.2.7, “MySQL Enterprise Service Manager Configuration Settings and Advisor Installa-
tion”.

e Optional
An advisor bundle equal to the level of your MySQL Enterprise subscriptiion (Platinum, Gold, or Silver), which is required for
MySQL Enterprise Service Manager. If your MySQL Enterprise Service Manager has internet connectivity, your advisor bundle can

be downloaded automatically during the initial phase of configuration directly from the MySQL Enterprise website. For more in-
formation, see Section 2.2.7, “MySQL Enterprise Service Manager Configuration Settings and Advisor Installation”.

For information on the installation requirements for different platforms, see Section F.3, “Installation Requirements”.

2.1. User Roles
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Prior to installation you will need to have at hand credentials for access to the MySQL server you plan to monitor and also your MySQL
Enterprise credentials. During installation and when first logging in, you will set up avariety of users with different roles and creden-
tials. This can become confusing. This section outlines the various users associated with the MySQL Enterprise Monitor and gives a
brief description of their roles.

2.1.1. Existing Users

The MySQL Enterprise user: These are the credentials you use to log in to the MySQL Enterprise web site. Y ou will need them to ac-
quire the Advisor files and receive updates and, if necessary, acquire a product key.

The MySQL user: For Monitor Agents to report the status of aMySQL server they must have privileges on that server. To perform all
functions an agent must have SHOW DATABASES, REPLI CATI ON CLI ENT, SUPER, CREATE, and SELECT privileges. In short, the

Monitor Agent needs to have read access to all data. Details about this account are given in Section 2.3.1, “Creating aMySQL User Ac-
count for the Monitor Agent”.

2.1.2. User Created During Installation

The Repository user: Thisuser isthe only user intheuser tableinthenysql database in the bundied MySQL server. To avoid con-
fusion with monitored MySQL servers, this server isreferred to throughout this document asther eposi t or y. The repository user
canloginfrom| ocal host using the password specified during installation and has al privileges on all databases. These credentials
are used to create the repository and its tables and to record data in them. During installation the default value for the user name for this
roleisser vi ce_nanager . No default password is specified. Y ou can use these credentials to manage the repository from the com-
mand line or when using a program such as MySQL Administrator.

During installation thefileconf i gur at i on_report .t xt iscreated. Referencethisfile for the credentials of the repository man-
ager. After the MySQL Enterprise Service Manager isinstalled, ook for thisfile in the following directories:

¢ Windows: C: \ Program Fi | es\ MySQL\ Ent er pri se\ Moni t or

e Unix:/opt/nysql/enterprise/ nonitor

e MacOSX:/ Applications/nysqgl/enterprisel/nonitor

2.1.3. Users Created on First Log-in

The Root user: This user isthe administrator of the dashboard. The first time you log in to the dashboard you must log in as this user.
The default user name for thisuser isadmni n. There is no default password for this user.

The Agent user: The Monitor Agent needs to report the status of the MySQL server it is monitoring. For thisreason it needsto login to
the dashboard. The default user name for thisuser isagent . There is no default password for this user.

Note

The Monitor Agent has two roles in the MySQL Enterprise Monitor; it must have access to the dashboard and to the
MySQL server it ismonitoring. For a description of the agent asa MySQL user see Section 2.1.1, “Existing Users’.

2.2. Service Manager Installation

The MySQL Enterprise Service Manager is the core element of the MySQL Enterprise Monitor. The installation process for this ele-
ment is completely self-contained, but the install ation includes the following components:

e Apache Tomcat
¢ MySQL Server

e JavaVM

| Note
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After install ation you can determine the version number of the various components by entering ht t p: / / ser v-
er _nane: 18080/ mai n?conmand=| i st _ver si ons into the web browsers address bar.

During installation, versions of MySQL and Tomcat will be installed onto the machine. The installer automatically provides default net-
work ports that are different from standard installation for these applications. Y ou can change the ports during installation.

During installation, default values are shown for user names and ports. Thisis for your convenience only; you may choose different val-
ues. Theinstaller detect ports that are already in use and allows you to select different ports.

Warning
The MySQL Enterprise Service Manager version 2.0 requires agents using 2.0 or higher.

All the installations share the same basic configuration parameters that you will be asked to confirm during installation. Before you start
your installation, please review the section on these common paramaters, then proceed to section specific to your installation platform.
For details of the common parameters, see Section 2.2.1, “ Service Manager Installation Common Parameters’. For information on in-
stallation under Windows, see Section 2.2.2, “ Service Manager Installation on Windows’, for Mac OS X see Section 2.2.3, “ Service
Manager Installation on Mac OS X", and for Unix/Linux, see Section 2.2.4, “ Service Manager Installation on Unix”.

2.2.1. Service Manager Installation Common Parameters

All installations of the Service Manager install the Tomcat and MySQL applications using the same basic set of parameters. The de-
faults provided by the installation process are designed to be unique so that they do not interfere with existing installations of either
product. However, you should check these parameters before installation to ensure that you do not experience any problems.

The common parameters are divided into those applying to the Tomcat server, and the MySQL server (Repository Configuration):

e Tomcat Server Options

» Tomcat Server port: The default port that the Tomcat server will use when listening for connections. If you change this option,
then the port that you need to use when connecting to the Service Manager must be modified accordingly. The default valueis
18080.

Note

If you are not currently running aweb server on port 80 you may find it more convenient to use the well known port rather
than 18080. Since port 80 is the default for aweb server, you can then open the dashboard without specifying a port.

» Tomcat Shutdown port: The port used by the management scripts that is used to shut the Tomcat server down when you need to
stop the Service Manager. The default value is 18005.

* Tomcat SSL Port: The standard port used to connect to the Service Manager when you want to use Secure Sockets Layer (SSL)
encrypted communication. The default value is 18443.

¢ Repository Configuration (MySQL Server)

» Repository Username: The user name created and used to store information within the MySQL server to hold the information
used by the Service Manager. In normal use, you should not need to use or modify thisinformation, but it may be required if you
have a support issue. The default valueisser vi ce_nmanager .

* Repository User password: The password to be used for the Repository Username. This should be set to a secure password so
that the repository datais secure.
The information that you configure during installation will always be recorded within the conf i gur ati on_r eport .t xt filewith-
in the installation directory for the Service Manager.
Caution
Because the information stored withintheconf i gurati on_report. t xt fileisin plaintext, the Repository user

name and password information are also exposed within this file. Make sure that the installation directory and file are se-
cure that they can only be accessed by those users who would need to use the information.
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2.2.2. Service Manager Installation on Windows

On Windows the installation modes arewi n32 and unat t ended only. unat t ended modeis especially useful if you are doing mul-
tiple installations. For more information on this topic see Section 2.4, “ Unattended Installation”.

Note
Toinstall the Service Manager as a Windows service, you must do the installation as a privileged user.

On Windows Vistaor later, if user account control is on, an operating system dialog box requests confirmation of thein-
stallation.

Toinstall the Service Manager on Windows, find the executable file named nysql noni t or - ver si on- wi n-
dows-install er. exe (wherever si on represents the three-part version number).

1. Double-click the MySQL Monitor installer. Y ou should be presented with the Language Selection prompt. Select the language to
use for the installer and then click OK.

Figure 2.1. MySQL Enterprise Monitor: Installing Monitor on Windows: Language Selection

e Language Selection E”E'El

Pleaze select the installation language

English W

Cancel

2. With theinstallation language selected, the remainder of the installation sets up the installation location and the main configuration
parameters required by MySQL Enterprise Service Manager. Click NEXT to continue.

3. Select theinstallation directory where you want the MySQL Enterprise Service Manager components installed. By default on Win-

dowsthe directory isC: \ Progr am Fi | es\ MySQL\ Ent er pri se\ Moni t or . You click the button next to the installation
directory field to select a directory using the File chooser, or type the directory manually. Click NEXT to continue.

Figure 2.2. MySQL Enterprise Monitor: Installing Monitor on Windows: Installation Directory

10
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& setup CE&
Installation directory m %31_{-?‘?

MysoL

Please specify the directory where the My3QL Enterprise Maonitor will be installed

Installation direckory | SHIEEee =101 S =y =l T [E‘

< Back ” Mext = H Cancel

4. Configure the options that set the network ports used by the Tomcat server. For more information, see Section 2.2.1, “ Service
Manager Installation Common Parameters’. Click NEXT to continue.

Figure 2.3. MySQL Enterprise Monitor: Installing Monitor on Windows: Tomcat Server Options

11
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£+ Setup

Tomcat Server Options h} %3‘“ .
!

Mysal

Please specify the following parameters for the bundled Tomcat Server

Tomcat Server Pork 158050

Taomcat Shutdown Park 18005

Tomcak S5L Part 15443

< Back ” Mext = ” Cancel

Configure the repository settings, setting the user name, password and port used to communicate with the bundied MySQL server
that will be used to store the information and statistics for your installation. For more information, see Section 2.2.1, “ Service Man-
ager Installation Common Parameters’. Click NEXT to continue.

Note
If the Windows firewall is enabled you will be asked to unblock ports for Apache/Tomcat and the MySQL server.

Figure 2.4. MySQL Enterprise Monitor: Installing Monitor on Windows: Repository Configuration

12
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Repository Configuration m l\ @Slf??
My |

!

Please specify the following parameters For the bundled MySQL server

Fepository Username SErvice manager

Passwiord

Re-enter

Bundled MwSQL Database Port: 13306

< Back ” Mext = H Cancel

6. Youwill be provided with information and a warning about the configuration options and how they are stored in the conf i gur -
ation_report.txt file andit'slocation. Take a note of the full path to thisfilein case you need to look up the information
later. Click NEXT to continue.

7. You should now be prompted to start the installation process. Click NEXT to continue.

8. Oncetheinstallation has been completed, you will be provided with the information on how to uninstall MySQL Enterprise Ser-
vice Manager. Click NEXT to continue.

9. Tocomplete theinstallation and set up your MySQL Enterprise Service Manager, you will need to login to the Dashboard. Y ou
can do this automatically by checking the box on the final window before clicking FINISH. This checkbox is selected by default. If
you do not want to run the Dashboard at this time, uncheck the box and clock FiNISH.

For instructions on starting the MySQL Enterprise Monitor services under Windows, see Section 2.2.5, “ Starting/Stopping the MySQL
Enterprise Monitor Service on Windows'.

2.2.3. Service Manager Installation on Mac OS X

On Mac OS X there are three installation modes osx, t ext , and unat t ended. For more information on this topic see Section 2.4,
“Unattended Installation”. Thet ext mode installation for Mac OS X isidentical tot ext installation under Unix. For t ext modein-
stallation instructions see Section 2.2.4, “ Service Manager Installation on Unix”.

Installing the MySQL Enterprise Service Manager on Mac OS X requires an existing installation of Java. The minimum required ver-
sionis1.5.0_7. If thisversionis not installed on your machine you can download it from Apple. This version of Javarequires Mac OS
X version 10.4.5 as a minimum, so you may need to upgrade your operating system in order to install it.

13
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For reasons of backward compatibility, Mac OS X is usually installed with multiple versions of Java. When installing in osx mode,
version 1.5.0_7 must be the default version. Upon installation, Java 1.5.0_7 setsitself asthe default so thisis usually not a problem.

If you have changed the default you can reset it or you may install the MySQL Enterprise Service Manager int ext mode, setting the
environment variables to point to the correct version of Java. Toingtall int ext mode, find thei nst al | bui | der fileinthe Con-

t ent s/ MacOS directory immediately below the mysql noni t or - ver si on- osx-i nstal | er. app directory. Installing the
MySQL Enterprise Service Manager int ext modeisidentical to the procedure described in Section 2.2.4, “ Service Manager Installa-
tion on Unix” with the minor differences noted above.

Toinstall using the GUI (osx) installation, follow these instructions:

1. Double-click the MySQL Monitor installer. Y ou should be presented with the Language Selection prompt. Select the language to
use for the installer and then click OK.

Figure 2.5. MySQL Enterprise Monitor: Installing Monitor on OS X: Language Selection
™ M ) Language Selection

Please select the installation language
" English B

I'f Canceljl I'f Ok wl

P

2. If you have multiple Javainstallations on your machine, you will be asked to choose which Javato use with your MySQL Enter-
prise Service Manager installation. Choose the Java version you want to use (1.5.0 or later isrequired), and click OK.

Figure 2.6. MySQL Enterprise Monitor: Installing Monitor on OS X: Java Selection
800 JVM Selection

Please select the Java(tm) Runtime to use

[ sun 1.5.0 /System/Library/Frameworks/JavaVM.framework/Versions/1.5.0/Home/bin/java lﬂ

Ir Cancel “'I Ir Ok \'I

A

3. With theinstallation language and Java version selected, the remainder of the installation sets up the installation location and the
main configuration parameters required by MySQL Enterprise Service Manager. Click NEXT to contintue.

4. Select theinstallation directory where you want the MySQL Enterprise Service Manager components installed. By default on Mac

OS X thedirectory is/ Appl i cati ons/ nysql / ent erpri se/ noni t or. You click the button next to the installation direct-
ory field to select adirectory using the File chooser, or type the directory manually. Click NEXT to continue.

Figure 2.7. MySQL Enterprise Monitor: Installing Monitor on OS X: Installation Directory
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eo~  Sewp
Installation directory MHS& @Sun

Please specify the directory where the MySQL Enterprise Monitor will be
installed

Installation directory [Applications/mysgl/enterprise/monit o

BitRock Installer

( Cancel ) [ < Back )( Mext > )

5.  Configure the options that set the network ports used by the Tomcat server. For more information, see Section 2.2.1, “ Service
Manager Installation Common Parameters’. Click NEXT to continue.

Figure 2.8. MySQL Enterprise Monitor: Installing Monitor on OS X: Tomcat Server Options
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L T ..

" @SH?’I
Tomcat Se Opti Sland
mcat Server Options m

Please specify the following parameters for the bundled Tomcat Server

Tomcat Server Port L8080

Tomcat Shutdown Port _18005

Tomcat SSL Port _ 18443

Is SSL support required? [ |

BitRock Installer

( Cancel } ( < Back } C Next > }

Configure the repository settings, setting the user name, password and port used to communicate with the bundled MySQL server
that will be used to store the information and statistics for your installation. For more information, see Section 2.2.1, “ Service Man-
ager Installation Common Parameters’. Click NEXT to continue.

Figure 2.9. MySQL Enterprise Monitor: Installing Monitor on OS X: Repository Configuration
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e NN Setup

Repository Configuration m \ %Sf {1
My |

Please specify the following parameters for the bundled MySQL server

Repository Username s rvice_manager
Password

Re-enter

Bundled MySQL Database Port 13306

Ir Cancel W Ir < Back WH'W Next > W

7. Youwill be provided with information and a warning about the configuration options and how they are stored in the conf i gur -
ation_report.txt file andit'slocation. Take a note of the full path to thisfilein case you need to look up the information
later. Click NEXT to continue.

8. You should now be prompted to start the installation process. Click NEXT to continue.

9. Oncetheinstallation has been completed, you will be provided with the information on how to uninstall MySQL Enterprise Ser-
vice Manager. Click NEXT to continue.

10. To complete theinstallation and set up your MySQL Enterprise Service Manager, you will need to login to the Dashboard. Y ou
can do this automatically by checking the box on the final window before clicking FINISH. This checkbox is selected by default. If
you do not want to run the Dashboard at this time, uncheck the box and clock FiNISH.

Y our installation should now be complete. To continue with the configuration of MySQL Enterprise Service Manager, see Sec-
tion 2.2.7, “MySQL Enterprise Service Manager Configuration Settings and Advisor Installation”.

2.2.4. Service Manager Installation on Unix

Toinstall the Service Manager find the file named nysql noni t or - ver si on-i nstal | er. bi n (wherever si on indicates the
version number, the OS, and the architecture ). Ensure that this file is executable by typing:

shel | > chmod +x mysql moni tor-version-installer.bin

Toinstall to the default directory (/ opt / mysql / ent er pri se/ noni t or ) you need to belogged in asr oot . Installing as an un-
privileged user installsto the/ hone/ user _nane/ mysql / ent er pri se/ noni t or/ directory.
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What follows describes installation from the command line. Y ou may install the Service Manager graphically by running the installer
from within awindows manager. In both cases the steps are identical. Y ou may also install the Service Manager inunat t ended
mode. Thisis especially useful if you are doing multiple installations. For more information on this topic see Section 2.4, “ Unattended
Installation”.

Begin installation by typing:

shell > ./ nmysql monitor-version-installer.bin

First choose the language for the installation:

Language Sel ection

Pl ease select the installation |anguage
[1] English

[ 2] Japanese

Pl ease choose an option [1]

Throughout the installation process you will be asked the configuration questions for different options. Default values are shown
between square brackets; to use the default press Enter. Otherwise, enter the new value and press Enter:

First, select the directory where you want MySQL Enterprise Service Manager to beinstalled. The default is/
opt/ nysql /enterprise/nonitor/.Makesurethat thelocation you choose has enough space to hold the installation files
and the database information that will be created when MySQL Enterprise Service Manager is running.

Pl ease specify the directory where the MySQL Enterprise Service Manager
will be installed.

Installation directory [/opt/nysql/enterprise/nonitor/]:

Now set the Tomcat Server options. For more details on these parameters, see Section 2.2.1, “ Service Manager Installation Com-
mon Parameters’.

Tontat Server Options

Pl ease specify the follow ng parameters for the bundl ed Tontat Server
Tontat Server Port [18080]:

Tontat Shutdown Port [18005]:

Tontat SSL Port [18443]:

You will also be asked if SSL support is required. SSL support allows your agents and monitor to communicate with each other us-
ing SSL. Using SSL means that the data exchanged by the agent and MySQL Enterprise Service Manager are secure and can be
used to monitor servers securely, or to monitor agents over a public connection.

Y ou can enable SSL by pressing Y when prompted during installation:

I's SSL support required? [y/IN :

Set the repository (embedded MySQL server) configuration options. For more details on these parameters, see Section 2.2.1,
“Service Manager Installation Common Parameters’.

Repository Configuration

Pl ease specify the follow ng paraneters for the bundled MySQ server

Repository Username [service_manager]:
Password :
Re-enter :

Bundl ed MySQ. Dat abase Port [13306]:

18



Installation and Upgrades

6. Beforethefinal installation process, you will provided with the location of the file that contains a copy of all of the settings. Be
sure to follow the instructions and store this report in a secure location. There is no password recovery feature.

Configurati on Report

Not e:

The settings you specified will be saved here:

/opt/ nysql /enterprise/nonitor/configuration_report.txt

| MPORTANT: Thi s configuration report includes passwords stored in plain text; it

is intended to help you install and configure your agents. W strongly advise
you to secure or delete this text file immediately after installation.

Press [Enter] to continue :

7. Youyou will now be asked to confirm the installation process.

Setup is now ready to begin installing M/\SQL Enterprise Monitor
on your conputer.

Do you want to continue? [Y/n]: Y

Pl ease wait while Setup installs MySQ Enterprise Mnitor
on your conputer.

The installation process may take a few minutes to complete. Upon completion you should see:

Compl eted installing files

Setup has conpleted installing My\SQL Enterprise files on your computer
Uninstalling the My\SQL Enterprise files can be done by invoking:

[ opt/ nysql / ent erpri se/ nonitor/uninstall

To conplete the installation, launch the MySQL Enterprise Dashboard and conpl ete

the initial setup and product activation information. Refer to the readne file
for additional information and a |ist of known issues.

Press [Enter] to continue :

8. Finaly, you will be given the opportunity to read a supplied Readne file that is supplied with the installation. The Readne con-
tains important information about how to use and start your MySQL Enterprise Service Manager.

Setup has finished installing My\SQL Enterprise Mnitor on your conputer.
View Readne File [Y/n]: n

Once the Readnre file has been displayed, or if you did not elect to read the file, the installation provides information about how to
continue with your installation.

nfo: To access the MySQ Enterprise Mnitor please visit the
ol

|
foll owi ng page: http://local host: 18080/ Aut h. acti on

Press [Enter] to continue :
The Enterprise Dashboard will not start up automaticaly if you perform at ext mode installation. For more information on starting

and stopping MySQL Enterprise Service Manager, see Section 2.2.6, “ Starting/Stopping the MySQL Enterprise Monitor Service on
Unix and Mac OS X".
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2.2.5. Starting/Stopping the MySQL Enterprise Monitor Service on Windows

Y ou can choose to start up the MySQL Enterprise Service Manager on installation. The installed services are called:

e MySQL Enterprise Tomcat

«  MySQL Enterprise MySQL

Y ou can stop or start the services from the Microsoft Management Console Services window. Look for the MySQL Ent er pri se
Tontat andthe MySQL Ent erpri se M/ SQL entries.

Note

On Windows Vista or later, starting these services requires administrative privileges—you must be logged in as an admin-
istrator. To start or stop a service right-click it and choose the RUN AS ADMINISTRATOR menu option. The same restriction
applies to using the menu options discussed in the following and to starting the services from the command line. To open
an administrator cmd window right-click the cnd icon and choose the RUN AS ADMINISTRATOR menu option.

To start or stop aservice, right-click it and choose from the optionsin the pop-up menu.

Thereis also amenu entry for starting and stopping the services. Navigate to the Pr ogr am MySQL, MySQL Ent erpri se Monit -
or, Servi ces entry to stop or start the services.

Y ou can also stop or start a service from the command line. To start the Tomcat service type:

shel | > sc start MySQLEnt er pri seTontat

or:

shell > net start MySQLEnterpriseTontat

To stop this service type:

shell > sc stop MySQLEnt er pri seTontat

or:

shel | > net stop MySQLEnterpri seTontat

In similar fashion, you may stop or start the MySQL server from the command line. The service nameis My SQLEnt er pri seMySQL.

Y ou may also start, stop, and restart a specific service or both services using thenysql noni t or ct | . bat file. To executethisfile,
go to the command line and navigate to the C: \ Pr ogr am Fi | es\ MySQL\ Ent er pri se\ Moni t or directory. Typing mysql -
noni torct!l . bat hel p producesthe following output:

usage: nysql nonitorctl.bat help
nysqgl nonitorctl.bat (start|stop|restart]|install]uninstall)
nysql monitorctl.bat (start|stop|restart) tontat
nysqgl nonitorctl.bat (start|stop|restart) nysql

hel p - this screen

start - start the service(s)

st op - stop the service(s)

restart - restart or start the service(s)
install - install the service(s)
uninstall - uninstall the service(s)

To stop a specific service, passthe argument t ontat or nysql inaddition to the status change argument. If you wish to change the
status of both services, do not specify a service name. Y ou may also uninstall the services using this batch file.

Configuration of the dashboard begins immediately after the Service Manager isinstalled. To continue a Windows installation skip the
next section and go to Section 2.2.7, “MySQL Enterprise Service Manager Configuration Settings and Advisor Installation”.

2.2.6. Starting/Stopping the MySQL Enterprise Monitor Service on Unix and Mac
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OS X

The servicesincorporated into the MySQL Enterprise Service Manager are:

e TheMySQL Server

¢ The Apache/Tomcat Server

Should you need to stop, start, or restart the MySQL Enterprise Service Manager call thenysql moni t orct | . sh filelocated in the
/opt/ mysql / enterprise/ nonitor/ directory on Unix or the/ Appl i cati ons/ mysql /enterprise/ nonitor/ on
Mac OS X. To see all the available options navigate to the appropriate directory and type:

shel | > /opt/ mysql / enterprise/ monitor/ mysqgl monitorctl.sh help

Executing this script produces the following output:

usage: ./nysqglnonitorctl.sh help

./nysqglmonitorctl.sh (start|stop|status|restart)
./nysqlmonitorctl.sh (start|stop|status|restart) nysql
.Inysqlnonitorctl.sh (start|stop|status|restart) tontat

hel p - this screen

start - start the service(s)

stop - stop the service(s)

restart - restart or start the service(s)
status - report the status of the service

Using this script you can stop, start, or restart all the Service Manager components. To do thismakeacall tomysql noni torct!l . sh
st art from your start-up script.

To start the service:

shell > ./ nmysql monitorctl.sh start

./nysqglmonitorctl.sh : nysql started

nohup: redirecting stderr to stdout

Starting mysqld daenon with databases from /opt/nysql/enterprise/nonitor/nysql/datal
Usi ng CATALI NA BASE: /opt/ nysql / ent erpri se/ noni t or/ apache-t ontat

Usi ng CATALI NA_HOVE: /opt/ nysql / enterprisel/ nonitor/apache-tontat

Usi ng CATALI NA TMPDI R: /opt/ nysql/enterprise/nonitor/apache-tontat/tenp

Usi ng JRE_HOVE: /opt/ nysql/enterprise/nonitor/java

If you try to start the service and it is already running, you will be warned that the services are already running:

shel I > ./nysqgl nonitorctl.sh start
.Inysqlmonitorctl.sh : nysql (pid 18403) already running
.Inysqlnonitorctl.sh : tontat (pid 18480) already running

To stop the service:

shel | > ./ nysqgl noni torctl.sh stop

Usi ng CATALI NA_BASE: / Appl i cati ons/ nysql / enterprise/ nonitor/apache-tontat

Usi ng CATALI NA_HOVE: / Appl i cations/ mysql/enterprise/nonitor/apache-tontat

Usi ng CATALI NA TMPDI R / Appl i cations/ nysql/enterprise/ nonitor/apache-tontat/tenp

Usi ng JRE_HOVE: / Syst em Li brary/ Franewor ks/ JavaVM f r anewor k/ Ver si ons/ 1. 5. 0/ Hone
Stoppi ng tonctat service .. [ OK]

STOPPI NG server frompid file /Applications/nysql/enterprise/ nonitor/nysql/datal/nysqld.pid
090209 15:37:09 nysqld ended

Ther est art command is equivalent to executingast op and thenst art operation.

This script can also be used to check the status of the Tomcat web server or the MySQL repository.

shel |l > ./ mysql moni torctl.sh status
M/SQL Network MySQL is running
M/SQL Network Tontat is running

Configuration of the dashboard begins immediately after the MySQL Enterprise Service Manager isinstalled.
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2.2.7. MySQL Enterprise Service Manager Configuration Settings and Advisor In-
stallation

The Enterprise Dashboard is the web-based interface to the Service Manager so the procedure for starting the dashboard is identical for
all platforms. From the dashboard you can configure the settings necessary for receiving updates from MySQL Enterprise and for the
initial installation of the Advisors.

If you installed the Service Manager using a graphical interface, you have the option of launching the dashboard on the final installation
screen (as long as the LAUNCH MY SQL ENTERPRISE MONITOR Now checkbox is checked).

Otherwise, you can view the dashboard by typing ht t p: / /| ocal host : 18080/ Aut h. act i on into the address bar of your web
browser. If you are unsure of the host name and port to use, check theconf i gurati on_report. txt file

Under Windowsit is also possible to open the dashboard by choosing the My SQL menu item and finding the MySQL Ent er pri se
Moni t or entry. Under thisentry choose St art  Servi ce Manager.

2.2.7.1. Initial Dashboard Log-In

If thisisthe first time that you have attempted to log in to the dashboard you should see a screen similar to the following:

Figure 2.10. MySQL Enterprise Monitor: Initial Dashboard Log-In
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Ty, I'.I ©Sun Enterprise Dashboard

MHSE'-. !

Welcome to the MySOL Emterprise Dashboard Setup.
Before proceeding, you must complete the form below: .

Enterprize Credentialz and Subscription Informstion

To enable this application, please provide a MySGOL Enterprise Product Key or your MySGOL Enterprise credentia

When you press "complete setup”, your Enterprize credentials will be validated at erterprize mysgl.com. These credentials will
that you may update vour credentials or Product Key at any time on the Settings page.

Email Address (MyZCL Enterprize Login
Emterprise Password (MySGL Enterprize Password)

Confirm Password

-0OR -
MySOL Enterprise Product Key Adwisor .Jar File (recommended)
I | Browse... I Browse. .. |
Creste Administratar Configure Agent Credentizals
Username Username
Iadmin |agent
Password Password
Confirm Password Confirm Password

complete setup

Use this screen to perform the following tasks:

¢ Install the Advisors
e Set up your MySQL Enterprise credentials
¢ Create a user name and password for the dashboard administrator

¢ Create a user name and password for the Monitor Agent
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If you have been provided withaMySQL Ent er pri se Product Key and an Advisorsfile click the BRowsE button and locate
these files. The advisor file bears the name, Advi sor Scri pt - ver si on. j ar and the product key, Subscr i pti on-

| evel _date. xm . If youdo not allow Internet access from the dashboard you must install the advisorsin thisway. It is strongly re-
commended that you install the Advisors at this point, but you may do so later. For instructions on doing this see, Section 2.2.7.3,
“Installing Advisors After Initial Log-in”. If the product key that you provide isinvalid a notification appears and you will be unable to
import the advisors.

Note

If you are activating the MySQL Enterprise Monitor using a product key donot enter your MySQL credentials; entering
both produces an error message.

If you have Internet access from the dashboard, activate MySQL Enterprise Monitor by supplying your MySQL Enterprise credentials.
Enter your email addressasthe MySQL Ent er pri se Logi n and enter and confirm your MySQL Enterprise password. If you spe-
cify incorrect credentials, you receive the error message, “ Unable to connect to verify credentials.”

In the CREATE ADMINISTRATOR section of this screen, enter credentials for the dashboard administrator. This createsther oot user
described in Section 2.1.3, “Users Created on First Log-in". Make note of the user name and password as these credentials are required
for any future login.

In the CONFIGURE AGENT CREDENTIALS section of this screen enter the credentials for the agent. Thisistheagent user also de-
scribed in Section 2.1.3, “Users Created on First Log-in”. The agent needs to log in to report its findings. Make note of the agent's cre-
dentials; thisinformation is required when installing the agent.

When all the settings have been specified, click the comPLETE SETUP button. If you log in successfully you should see a message dis-
playing the number of graphs and advisors that have been imported. This number varies depending upon your subscription level.

If importation of the advisor filesfails, you will see the message:

Unable to inport Advisor Jar. You may downl oad the jar
manual |y fromthe Enterprise Portal and inport it fromthe ' Check For Updates' page.

In this case you may download the advisor file from the Enterprise website and install it as described in Section 2.2.7.3, “Installing Ad-
visors After Initial Log-in”.

2.2.7.2. Setting the Timezone and Locale

If thisisthe first time that you have launched the dashboard you are asked to set your time zone and locale. Choose the appropriate val-
ues from the drop-down list boxes. Setting the time zone ensures that you have an accurate time reference for any notifications from the
MySQL Enterprise Advisors.

Warning

It is especially important that the time zone be set correctly as this may also affect the way the graphs display. For this
reason, also ensure that the time reported by the operating system is correct. To change the time zone or locale see Sec-
tion 4.2, “User Preferences’.

The locale chosen determines the user's default language when logging in to the Dashboard. Note that this will override the
default browser settings whenever this specific user logsin.

After specifying your time zone and locale, the dashboard opens on the Moni t or page. For a detailed examination of the Moni t or
Screen see, Chapter 3, MySQL Enterprise Dashboard.

2.2.7.3. Installing Advisors After Initial Log-in

The Advisors interpret the data sent by the Monitor Agents and display the results in the dashboard. A minimal set of Advisors are pre-
installed with the Service Manager. To obtain the full set of Advisors and get the most value from the MySQL Enterprise Monitor, you
must download Advisors from MySQL Enterprise.

If you did not install the Advisors when you first logged in to the MySQL Enterprise Dashboard, open the dashboard, find the Ad-

vi sor s tab, and choose the Check for Updat es link. Doing this downloads the |atest version of the Advisors from the MySQL
Enterprise web site. In order to install the advisors in this fashion you must specify your MySQL Enterprise credentials. Find instruc-
tions for doing thisin Section 4.1, “Global Settings”.

If you do not alow Internet access from the dashboard, you must install the Advisors from alocal file. To do this you need an advisor
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file bearing the name, Advi sor Scri pt - ver si on. j ar . If you don't dready have thisfile, you can find it on the MySQL Enterprise
downloads page. Download the Advisors file to alocation that is accessible from the dashboard. Use the BRowsE button to find the Ad-
visors file and then choose IMPORT to load the advisors.

2.2.7.4. Upgrading and Updating Advisors
The process for upgrading advisorsis exactly the same as the initial installation. Advisors are updated by choosing the UPDATE button

ontheCheck for Updat es page. If you do not have Internet access from the dashboard you can import the Advisors from alocal
file as described in Section 2.2.7.3, “Installing Advisors After Initial Log-in”.

Note
Y ou may choose to upgrade your MySQL Enterprise Monitor subscription level at any time.
2.2.7.5. Outgoing Email Settings

Alert notification through email is akey component of the MySQL Enterprise Monitor Advisor solution. For this reason you may want
to immediately configure an SMTP account for at least one recipient.

To do thischoosethe Set t i ngs tab and gotothed obal Setti ngs screen by clicking the appropriate link. Here you can config-
ure the email settings. These settings apply to the currently logged-in user.

Find the Qut goi ng Emai | Setti ngs ontheleft of this page.
Figure 2.11. MySQL Enterprise Monitor: Outgoing Email Settings

Qutgoing Email Settings

| Enable Email Notifications
From Address (ex. "My SQL Dashboard® <name@domain.com:)

SMTP Server

SMTP Server Login

| Disable JavaMail TLS/SSL

[ Update Password On Save

SMTP Server Passwond Confirm Passwond

On Save, Send Test Email Message to (optional)

sSave |
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Ensurethat the Enabl e Emai | Noti fi cati ons checkbox ischecked and enter information as appropriate.
The default value for the SMTP port is 25. If your mail server runs on adifferent port simply specify it, separating it from the server
name using a colon. For example, if your mail server runs on port 587 enter enai | . myser ver . com 587 into the SMTP SERVER
text box.

Note

An email server must be available for sending email aerts.

The SMTP client uses Transport Layer Security (TLS) if the SMTP server supportsit.

If your SMTP server incorrectly indicates that it supports TLS, check the DisaBLE JAVAMAIL TLS/SSL check box.

The email settings page is dealt with in more detail in Chapter 4, The Settings Page.

2.3. Monitor Agent Installation

A MySQL Enterprise Monitor Agent monitors a MySQL server and sends data to the Advisors. These data are interpreted and displayed
in the dashboard. The Monitor Agent isinstalled on all platforms using the steps described in the next section.

I Warning

The MySQL Enterprise Service Manager version 2.0 or higher requires agents with a version number of 2.0 or higher.

2.3.1. Creating a MySQL User Account for the Monitor Agent

Before setting up an agent to monitor aMySQL server you need to ensure that thereis a user account for the agent on that server.

The privileges required for this user account vary depending on the information you wish to gather using the MySQL Enterprise Monit-
or Agent. The following privileges allow the Monitor Agent to perform its assigned duties without limitation:

e SHOW DATABASES: Allows the MySQL Enterprise Monitor Agent to gather inventory about the monitored MySQL server.

e REPLI CATI ON CLI ENT: Allowsthe MySQL Enterprise Monitor Agent to gather Replication master/dave status data. This priv-
ilegeisonly needed if the MySQL Replication Advisor Rules are employed.

e SELECT: Allowsthe MySQL Enterprise Monitor Agent to collect statistics for table objects.

e SUPER: Allowsthe MySQL Enterprise Monitor Agent to execute SHON ENG NE | NNODB STATUS to collect data about I1n-
noDB tables. This privilege is aso required to obtain replication information using SHONV MASTER STATUS.

¢ PROCESS: When monitoring a MySQL server running MySQL 5.1.24 or above with | nnoDB, the PROCESS privilegeis required
to execute SHOW ENG NE | NNODB STATUS.

e | NSERT: Required to create the UUID required by the agent.

« CREATE: Allows the MySQL Enterprise Monitor Agent to create tables. During discovery, the agent createsthetablei nvent ory
withinthemysql database that is used to the UUID for the server. Without this table, the agent cannot determine the UUID of the
server and therefore use this when sending information to MySQL Enterprise Service Manager.

For example, the following GRANT statement will give the agent the required SELECT, REPLI CATI ON CLI ENT, SHOW DATA-
BASES and SUPER rights:

GRANT SELECT, REPLI CATI ON CLI ENT, SHOW DATABASES, SUPER, PROCESS
ON *. *

TO 'nysqluser' @I ocal host'
| DENTI FI ED BY ' agent password';

For security reasons, you may wish to limit the CREATE and | NSERT privileges to the agent so that it can only create tables within the
nysql database:

GRANT CREATE, | NSERT
ON nysql . *
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TO 'nysqgluser' @Il ocal host'
| DENTI FI ED BY ' agent _password';

To enable replication discovery to work, you should also grant the SELECT privilege onthenmysql . i nvent or y table for each user
with replication privileges on the corresponding replication master. Thisisrequired to let the MySQL Enterprise Monitor Agent read

the replication master UUID. For example:

GRANT SELECT
ON nysql . i nventory
TO ‘'replicationuser' @%
| DENTI FI ED BY 'replication_password';
Note

Y ou should perform this step after after having run the agent on the corresponding MySQL server to ensure that the
nysql . i nvent ory table has been correctly created. Y ou can do this by running the agent, shutting the agent down,

running the above GRANT statement, and then restarting the agent.

If the agent is unable to access the information from the table then awarning containing this information will be written to the agent log.

Note

Y ou may want to disable logging for the grant statement to prevent the grant information being replicated to the slaves. If
thisisthe case, execute the statement SET SQL_LOG_BI N=0 before you execute the above GRANT statement.

In atypical configuration, the agent runs on the same machine as the MySQL server it is monitoring so the host name will bel ocal -

host . However, thiswill change if the agent is running on a machine other than the one that hosts the monitored MySQL server. In this
case, changel ocal host tothe appropriate value. For more information about remote monitoring see Section 2.3.6.4, “Configuring an

Agent to Monitor a Remote MySQL Server”.

2.3.2. Installing the Agent on Microsoft Windows

Toinstall the MySQL Enterprise Monitor Agent on Windows, double-click thenysql noni t or agent - ver si on-w n-
dows-install er. exe (wherever si on indicates the three-part version number) installer.

Note
Toinstall the agent as a Windows service, you must do the install ation as a privileged user.

On Windows Vistaor later, if user account control is on, an operating system dialog box requests confirmation of the in-
stallation.

Y ou may also install the Monitor Agent in unat t ended mode. Thisis especialy useful if you are doing multiple installations. For
more information on thistopic see, Section 2.4, “Unattended Installation”.

1. First, select the language for the MySQL Enterprise Monitor Agent installation. Click OK to continue installation.

Figure 2.12. MySQL Enterprise Monitor: Installing Agent on Windows: Language Selection
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£+ Language Selection |Z EI[S_TI

Fleaze zelect the inztallation language

English W

Cancel

Click NexT to start the installation process.

Select the installation directory. The default installation directory isC: \ Progr am Fi | es\ MySQL\ Ent er pri se\ Agent . Se-
lect the installation directory, or type the new directory location. Click NEXT to continue the install ation process.

Figure 2.13. MySQL Enterprise Monitor: Installing Agent on Windows: Installation Directory
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Installation directory m I-,I @335 .

Installation direckary

< Back H Mext = ” Cancel

Y ou need to specify the information about the MySQL server that you want to monitor. Y ou must enter the | P address or host
name of the host you want to monitor, and the port, user name and password that you will use to connect to the MySQL server. If
you want to confirm that the MySQL server is currently reachable using the information, ensure that the VALIDATE MYSQL HOST
NAME OR | P ADDRESS checkbox is selected.

Note

Currently, on Windows, the monitor agent only includes support for connecting to the server to be monitored using TCP/
IP, so if the server has been started with - - ski p- net wor ki ng it cannot be monitored.

If the MySQL server to be monitored has been started using the command option - - bi nd- addr ess then the server will
only listen for connections on the IP address specified, that is, the IP address of the MySQL server. If the monitor agent
has been started using TCP/IP networking and the default address of 127.0.0.1 it will not be able to connect to the server to
be monitored. Also, if “localhost” is specified as the host name during agent configuration, a connection will not be estab-
lished, as the server will be listening for connections on the address specified with the - - bi nd- addr ess option, not
127.0.0.1.

Figure 2.14. MySQL Enterprise Monitor: Installing Agent on Windows: Monitored Database
Information
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£+ Setup

Monitored Database Infformation m}
MySsoL

@ Sun
i

MySOL hostname or IP address 127.0.0.1

Yalidate My3 QL hostname or IP address

Hostname to display (optional)

My 3L Part 3306

MySOL Username

MySOL Password

R.e-enter

< Back H Mext = ” Cancel

Click NEXT to continue the installation.

If you want to use Query Analyzer, then you need to enable the MySQL Enterprise Monitor Agent Proxy. The Proxy is enabled by
default. If you disable the Proxy during installation, you will need to enable it later before you are able to use Query Analyzer. For
more information on Query Analyzer, see Chapter 8, The Query Analyzer Page.

When Proxy is enabled, MySQL Enterprise Monitor Agent listens on a network port for client applications, and forwards the con-
nections to the backend MySQL server. Y ou can change the port number that MySQL Enterprise Monitor Agent listens for con-
nections.

The default port is 4040.

Figure 2.15. MySQL Enterprise Monitor: Installing Agent on Windows: Query Analyzer
Configuration
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Chuery Analyzer Configuration m I'ﬁl @SH H
| Ml—" .ll |

MySOL Proxy enables Query analyzer by listening on the port specified below For client connections
that are then passed through ko a backend MySQL daktabase server, It is nok needed For basic
monitoring Funckionality, but is required For Query Bnalyzer.

Click. here for more infarmation,

Enable Proxy
I (recommended)

Prozy Part

Backend Host: 127.0.0.1 {cannot be changed)

Backend Port: 3306 (cannot be changed)

< Back ” Mext = ” Cancel k

6. TheMySQL Enterprise Service Manager that you want to use must be configured during installation. The host name, port and
agent authentication information must be entered. If you have already installed MySQL Enterprise Service Manager then you can
locate the information in the installation report file created during installation. Enter the required information and then click NExT
to continue.

Figure 2.16. MySQL Enterprise Monitor: Installing Agent on Windows: MySQL Enterprise Service
Manager Options
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E¢ Setup

MySOL Enterprise Monitor Options m %kSHﬂ
f

MysaoL

Hosktname or IP address

Fork 15050

fgent Lsername agent

figent Passwiord

Re-enter

< Back H Mext = ” Cancel

7. Youwill be provided with a Configuration Report containing the information that you have entered during the installation. Check
the information provided in the report. If you see a problem, use BACK to go back to the configuration screen and change the in-
formation. If the information is correct, click NEXT to continue.

8. Youaregiven afinal opportunity to change the installation parameters. Click NEXT to start the installation process.

9. Oncethe agent has been installed, you will get a confirmation message. Click NExT to finalize the installation.

10. You can start the MySQL Enterprise Monitor Agent automatically now the installation has been completed. To allow the agent to
be started, leave the checkbox selected. To start the agent separately, uncheck the checkbox. Click FINISH to exit the installation.

Once the Monitor Agent isinstalled, it needs to be started. For information on how to start and stop the Agent, see Section 2.3.5.1,
“ Starting/Stopping the Agent on Windows”.

2.3.3. Installing the Agent on Mac OS X

Toinstall the MySQL Enterprise Monitor Agent on Mac OS X, decompress the mysql noni t or agent - ver si on-
instal | er.app. zi pandthenrunthenysql ent er pri seagent - versi on-instal | er application.
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1. First, select the language for the MySQL Enterprise Monitor Agent installation. Click OK to continue installation.

Figure 2.17. MySQL Enterprise Monitor: Installing Agent on Mac OS X: Language Selection

" O () Language Selection

-

Please select the installation language

" English B

I'f Canceljl I'f Ok wl

e

2. Click NEXT to start the installation process.

3. Sdlect theingtalation directory. The default installation directory is/ Appl i cat i ons/ nysql / ent er pri se/ agent . Select
the installation directory, or type the new directory location.

Y ou also need to select the method that the agent will use to communicate with the MySQL server. Y ou can choose either to use a
TCP/IP (network) connection, or a Socket (local) connection. Choose the connection method, and click NEXT.

Note

The monitor agent always associates “localhost” with the TCP/IP address 127.0.0.1, not the MySQL socket. Thisisin con-
trast to the MySQL Command Line Tool, which connects using the MySQL socket by default on Unix, if the hostname
“localhost” is specified.

If the MySQL server you wish to monitor has been started with the - - ski p- net wor ki ng command option then you
will not be able to connect to it using TCP/IP, as the server will not listen for TCP/IP connections. In this case the monitor
agent will need to be configured to use the MySQL socket. This can be done during installation by selecting “ socket”
rather than “TCP/IP” and then specifying the MySQL socket name. This can also be configured after installation by edit-
ingtheagent - i nst ance. i ni configuration file, for further information on this refer to Section 2.3.6.2, “MySQL
Server (agent - i nst ance. i ni ) Configuration”.

If the MySQL server to be monitored has been started using the command option - - bi nd- addr ess then the server will
only listen for connections on the | P address specified, that is, the P address of the MySQL server. If the monitor agent
has been started using TCP/IP networking and the default address of 127.0.0.1 it will not be able to connect to the server to
be monitored. Also, if “localhost” is specified as the host name during agent configuration, a connection will not be estab-
lished, as the server will be listening for connections on the address specified with the - - bi nd- addr ess option, not
127.0.0.1.

Figure 2.18. MySQL Enterprise Monitor: Installing Agent on Mac OS X: Installation Directory
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ol

I

Installation directory

W\ | @Sun

MySoL

Please specify the directory where MySQL Enterprise Monitor Agent will be

installed

Installation directory

[ Applications /mysgl/enterprise/agent

How will the agent connect to the database it is monitoring?

@) TCP/IP

() Socket

5

4. You need to specify the information about the MySQL server that you want to monitor. The configuration information you enter

[ Cancel j] [ < Back jj[ MNext k- :j

will depend on the connection method selected in the previous screen.

¢ If you chose TCP/IP as the connection method, you must enter the | P address or host name of the host you want to monitor, and

the port, user name and password that you will use to connect to the MySQL server. If you want to confirm that the MySQL
server is currently reachable using the information, ensure that the VALIDATE MYSQL HOST NAME OR | P ADDRESS checkbox

is selected.

Figure 2.19. MySQL Enterprise Monitor: Installing Agent on Mac OS X: Monitored Database

Information
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w

Monitored Database Information m @SHH
Ml__|5 LIL

IMPORTANT: The agent user account specified below requires special
MySQL privileges.
Click here for more information.

MySQL hostname or IP address 127.0.0.1

Validate MySQL hostname or |P address E

MySQL Port 3306

MySQL Username

MySQL Password

Re-enter

( Cancel jj [ < Back :j( NE)E’E} jj

¢ If you chose Socket as the connection method, you must enter the full path name to the Unix socket created by your MySQL
server, and the user name and password that will be used to authenticate with the server. Typica valuesinclude /
t np/ nysql . sock and/ var/ nmysql / nysql . sock.

Figure 2.20. MySQL Enterprise Monitor: Installing Agent on Mac OS X: Monitored Database
Information
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8.0 Setu

AN @ Sun

Monitored Database Information
Ml__| SGIL ]

IMPORTANT: The agent user account specified below requires special
MySQL privileges.
Click here for more information.

MySQOL Socket

MySQL Username

MySQL Password

Re-enter

I':: Cancel :‘I I':: < Back :‘I{ Next > :‘I

Click NEXT to continue the installation.

If you want to use Query Analyzer, then you need to enable the MySQL Enterprise Monitor Agent Proxy. The Proxy is enabled by
default. If you disable the Proxy during installation, you will need to enable it later before you are able to use Query Analyzer. For
more information on Query Analyzer, see Chapter 8, The Query Analyzer Page.

When Proxy is enabled, MySQL Enterprise Monitor Agent listens on a network port for client applications, and forwards the con-
nections to the backend MySQL server. Y ou can change the port number that MySQL Enterprise Monitor Agent listens for con-
nections The default port is 4040.

Figure 2.21. MySQL Enterprise Monitor: Installing Agent on Mac OS X: Query Analyzer
Configuration
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W

~ | @Sun
Query Analyzer Configuration et
ry Analyz g MgS[Z]ml_

MySQL Proxy enables Query Analyzer by listening on the port specified
below for client connections that are then passed through to a backend
MySQL database server. It is not needed for basic monitoring functionality,
but is required for Query Analyzer.

Click here for more information.

W Enable Proxy (recommended)

Proxy Port ko40

Backend Host: 127.0.0.1 (cannot be changed)

Backend Port: 3306 (cannot be changed)

( Cancel j] ( < Back jj ( Next > j]

The MySQL Enterprise Service Manager that you want to use must be configured during installation. The host name, port and
agent authentication information must be entered. If you have already installed MySQL Enterprise Service Manager then you can
locate the information in the install ation report file created during installation. Enter the required information and then click NEXT
to continue.

Figure 2.22. MySQL Enterprise Monitor: Installing Agent on Mac OS X: MySQL Enterprise Service
Manager Options
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| a8 00n Setup

MySQL Enterprise Monitor Options

N\ (@S
AN ﬁ]% un

My

Hostname or IP address |

Port 18080

Agent Username agent

Agent Password

Re-enter

Ir Cancel W1 Ir < Back W'Il'f Next = W

7. Youwill be provided with a Configuration Report containing the information that you have entered during the installation. Check
the information provided in the report. If you see a problem, use BACK to go back to the configuration screen and change the in-
formation. If the information is correct, click NEXT to continue.

8. Youaregiven afinal opportunity to change the installation parameters. Click NEXT to start the installation process.

9. Oncethe agent has been installed, you will get a confirmation message. Click NexT to finalize the installation.

10. You can start the MySQL Enterprise Monitor Agent automatically now the installation has been completed. To allow the agent to
be started, leave the checkbox selected. To start the agent separately, uncheck the checkbox. Click FINISH to exit the installation.

Once the Monitor Agent isinstalled, it needs to be started. For information on how to start and stop the Agent, see Section 2.3.5.2,
“ Starting/Stopping the Agent on Mac OS X”.

2.3.4. Installing the Monitor Agent on Unix

Asaprerequisite for installing the MySQL Enterprise Monitor Agent on Linux systems you must have the Linux Standards Base (L SB)
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initialization functions installed.
Note

Y ou can check the existence of the LSB components by looking for an LSB package within your Linux package manage-
ment environment. For example, on RedHat and other RPM-based distributions:

shell> rpm-ga | grep -i Isb
redhat -1 sb-3.1-19. f c8. x86_64

Under Debian/Ubuntu:

shel | > dpkg -1|grep -i Isb

ii |sb-base 3. 2-20ubunt u4
Li nux Standard Base 3.2 init script function

ii |sb-rel ease 3. 2- 20ubunt u4

Li nux Standard Base version reporting utilit

Alternatively, you can usethel sb_r el ease command. Existence of this command normally indicates that the current
distribution is LSB compliant.

Toinstall the agent navigate to the directory that contains thefile, nysql noni t or agent - ver si on-i nstal | er. bi n (where
ver si on indicates the three-part version number, the OS, and the architecture). Ensure that thisfile is executable by typing:

shel | > chmod +x mysql noni t oragent -versi on-installer.bin

Toinstal to the default directory (/ opt / mysql / ent er pri se/ agent ) you need to belogged in asr oot . Installing as an unpriv-
ileged user installstothe/ hone/ user _nane/ nysql / ent er pri se/ agent directory.

Note
If you install the agent as an unprivileged user, it will not automatically start up on rebooting.

What follows describes installation from the command line. Y ou may install the Monitor Agent graphically by running the installer
from within awindows manager. In both cases the steps are identical. Y ou may also install the Monitor Agent in unat t ended mode.
Thisis especialy useful if you are doing multiple installations. For more information on this topic see Section 2.4, “ Unattended Installa-
tion”.

Begin installation from the command line by typing:

shell > ./ mysql noni t oragent-version-installer.bin --nmode text

The various options are shown in what follows. Default values are indicated by square brackets; to select them press ENTER. Otherwise
enter avalue of your choosing.

1. First, you must select the Language you want to use during the installation process:

Language Sel ection
Pl ease select the installation |anguage
[1] English

[2] Japanese
Pl ease choose an option [1]

2. Next, specify the directory where you want the agent installed:

Pl ease specify the directory where MySQL Enterprise Monitor Agent will be installed

Installation directory [/opt/nysql/enterprise/agent]:

3. Specify the MySQL server that you want to monitor. First, you must specify whether you want to use a TCP/IP or socket-based
connection to communicate with the MySQL Server:
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How wi || the agent connect to the database it is nonitoring?

Moni t ored Dat abase | nfornmation
| MPORTANT: The agent user account specified bel ow requires special M/SQ privileges.

Visit the following URL for nore infornation:
https://enterprise.nysql.conldocs/ nonitor/2.0/en/ meminstall.htmn #mem agent-rights

M/SQ hostnanme or | P address [127.0.0.1]:

Val i date MySQL hostnane or | P address [Y/n]:

M/SQL Port [3306]:

If you select Socket, then you will be asked to provide the path name to the MySQL socket. Typical values are/
t mp/ nysql . sock,/var/1ib/nysql.sock,or/var/run/ nysql.sock.

Moni t ored Dat abase | nfornation
| MPORTANT: The agent user account specified bel ow requires special M/SQ privileges.

Visit the following URL for nore infornmation:
https://enterprise.nysql.conldocs/ nonitor/2.0/en/ meminstall.htmn #mem agent-rights

M/SQL Socket []:

Note

The monitor agent always associates “localhost” with the TCP/IP address 127.0.0.1, not the MySQL socket. Thisisin con-
trast to the MySQL Command Line Tool, which connects using the MySQL socket by default on Unix, if the hosthame
“localhost” is specified.

If the MySQL server you wish to monitor has been started with the - - ski p- net wor ki ng command option then you
will not be able to connect to it using TCP/IP, as the server will not listen for TCP/IP connections. In this case the monitor
agent will need to be configured to use the MySQL socket. This can be done during installation by selecting “ socket”
rather than “ TCP/IP” and then specifying the MySQL socket name. This can also be configured after installation by edit-
ingtheagent -i nst ance. i ni configuration file, for further information on this refer to Section 2.3.6.2, “MySQL
Server (agent - i nst ance. i ni ) Configuration”.

If the MySQL server to be monitored has been started using the command option - - bi nd- addr ess then the server will
only listen for connections on the IP address specified, that is, the P address of the MySQL server. If the monitor agent
has been started using TCP/IP networking and the default address of 127.0.0.1 it will not be able to connect to the server to
be monitored. Also, if “localhost” is specified as the host name during agent configuration, a connection will not be estab-
lished, as the server will be listening for connections on the address specified with the - - bi nd- addr ess option, not
127.0.0.1.

Specify the user credentials for the MySQL server that you want to monitor:

M/SQ Usernane []: service_agent

M/SQL Password :
Re-enter :

Select whether you want to enable Query Analyzer. If you disable the Query Analyzer during installation, you will need to manu-
ally edit the configuration file to re-enable the Query Analyzer functionality. If you enable Query Analyzer (Proxy), you must spe-
cify the port on which the agent will listen for queries.
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Query Anal yzer Configuration
M/SQL Proxy enabl es query nonitoring and analysis by listening on a specified port for client connections that are the

Cick here for nmore information.
[Y/n]:

Enabl e Proxy (recommended) [Y/n]:

Proxy Port [4040]:
Backend Host: 127.0.0.1 (cannot be changed)
Backend Port: 3306 (cannot be changed)

For more information on enabling Query Analyzer if you disabled it during installation, see Chapter 8, The Query Analyzer Page.

Enter the details of the MySQL Enterprise Service Manager that you want to use with this agent. The configuration information re-
quired is available within the installation report generated when you installed MySQL Enterprise Service Manager

M/SQ Enterprise Mnitor Options

Hostnane or |P address []: 192.168.0.197
Tontat Server Port [18080]:
Toncat SSL Port [18443]:

The agent and MySQL Enterprise Service Manager support using SSL for communication. If you want to enable SSL communica-
tion between the agent and the MySQL Enterprise Service Manager, you must reply Y to the following question.

Use SSL? [y/N:
Agent Usernane [agent]:
Agent Password :

Re-ent er

Before installation starts, you will be provided with a summary of the installation settings that you have specified:

Here are the settings you specified:
Installation directory: /opt/nysql/enterprise/agent

Moni t ored MySQL Dat abase:

Hostname or | P address: 127.0.0.1
Port: 3306

M/SQ. usernanme: nysql _user

M/SQ password: password

Query Anal yzer Configuration

Proxy Enabl ed: yes
Proxy Port: 4040

M/SQ Enterprise Manager:

Host name or | P address: 192.168.0.197
Tontat Server Port: 18080

Tontat SSL Port: 18443

Use SSL: O

Agent usernanme: agent

Press [Enter] to continue :
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Setup is now ready to begin installing M/\SQL Enterprise Mnitor Agent on your computer.

Do you want to continue? [Y/n]: y

8. Theinstaller will copy the necessary files and create the configuration file required to run the agent:

Pl ease wait while Setup installs MySQ. Enterprise Mnitor Agent on your conputer.

Installing
0% 50% 100%
B R R Ry Rt Ry LR Rt RN R Rty (LN R Rty RN Al

Info to start MySQL Agent

The MySQL agent was successfully installed. To start the MySQL Agent pl ease
i nvoke:

/opt/nysql/enterprise/agent/etc/init.d/ nysql-nonitor-agent start

Press [Enter] to continue :

Setup has finished installing My\SQL Enterprise Mnitor Agent on your conputer.

9. Finaly, you can read the supplied READVE file when prompted. The fileis provided within the shar e/ doc/ READVE_en. t xt
file within the agent installation directory if you would like to read this file separately.

For information on starting the agent, see Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”.

2.3.5. Starting/Stopping the MySQL Enterprise Monitor Agent

The MySQL Enterprise Monitor Agent can be started and stopped at any time. When not running, information about the current status
of your server will not be available, and MySQL Enterprise Service Manager will provide awarning if an agent and the MySQL server
that it monitorsis unavailable.

Warning

If you are using Query Analyzer, then turning off the agent will prevent your applications from communicating with the
MySQL server. See Chapter 8, The Query Analyzer Page.

2.3.5.1. Starting/Stopping the Agent on Windows

Y ou have the option of starting the Monitor Agent from the final installation screen. Otherwise you can do this by going to the St ar t
Menu and under Pr ogr ans find My SQL and thenthe MySQL Ent er pri se Monitor Agent entry. Simply select the St ar t
MySQ. Enterprise Mnitor Agent option.

Note

On Windows Vistaor later, starting the agent requires administrative privileges—you must be logged in as an administrat-
or. To start or stop the agent right-click the menu item and choose the RuN AS ADMINISTRATOR menu option. The same re-
striction applies to starting the agent from the command line. To open an administrator ¢ nd window right-click the c nd
icon and choose the RUN AS ADMINISTRATOR menu option.

Warning

To report its findings, the agent needs to be able to connect to the dashboard through the port specified during installation.
The default value for this port is 18080; ensure that this port is not blocked. If you need help troubleshooting the agent in-
stallation see, Section 2.3.7, “Troubleshooting the Agent”.

Alternately, you can start the agent from the command line by entering:

shell > sc start MySQLEnt er pri sehMoni t or Agent

or:

shel | > net start M/SQLEnter pri seMonitor Agent
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Y ou can also start the agent by issuing the command, agent ct | . bat st ar t . Stop the agent by passing the argument, st op. This
batch fileisfound in the Agent directory.

For confirmation that the serviceis running you can open the Microsoft Management Console Services window. To do this go to the
Control Panel, find Admi ni strative Tool s andclick thelink to Ser vi ces. Locate the service named MySQL Ent er pri se
Moni t or Agent and look under the STATUS column.

Y ou may also start the agent from this window rather than from the St ar t menu or the command line. Simply right-click My SQL
Enterprise Monitor Agent andchooseSt art from the pop-up menu. Starting the agent from this window opens an error dia-
log box if the agent cannot connect to the MySQL server it is monitoring. No error is displayed if the agent is unable to connect to the
MySQL Enterprise Service Manager.

The pop-up menu for starting the agent also offers the option of stopping the agent. To stop the agent from the command line you only
need type:

shell > sc stop MySQLEnt er pri sehMbni t or Agent

or:

shel | > net stop MySQLEnt erpri sehMonitor Agent

Note

My SQLENt er pri seMoni t or Agent isthe default name of the Monitor Agent service. If you have added an additional
agent as described in Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, replace My SQLEN-
terpri seMoni t or Agent with the appropriate agent name.

2.3.5.2. Starting/Stopping the Agent on Mac OS X

The script to start the agent on Mac OS X islocated inthe/ Appl i cati ons/ mysql /enterprise/agent/etc/init.d direct-
ory. To start the agent navigate to this directory and at the command line type:

shell > ./ mysql - moni t or-agent start

To stop the agent, use the st op command:
shell > ./ nmysql - moni t or - agent stop
If the agent cannot be stopped because the pi d file that contains the agent's process ID cannot be found, you canuseki | | tosend a

TERMsigna to the running process:

shel > kill -TERM PID

If you are running more than one agent on a specific machine, you must also specify the path to thei ni file when you are stopping the
agent. Executing mysql - noni t or - agent st op without ani ni filewill only stop the agent associated with the default i ni file.
To verify that the agent is running use the following command:

shel | > ./ nysql - noni t or - agent st at us

The resulting message indicates whether the agent is running or not. If the agent is not running, use the following command to view the
last ten entriesin the agent log file:

shell > tail /Applications/mysqgl/enterprisel/agent/|og/ mysql-nonitor-agent.|og

For further information on troubl eshooting the agent see Section 2.3.7, “Troubleshooting the Agent”.

Installation creates the directory / Appl i cati ons/ nysql / ent er pri se/ agent with the settings stored in the nysql - non-
itor-agent.ini filelocated directly below thisdirectory intheet c directory. Thel og directory is also located immediately be-
low the agent directory.
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To see all the command-line options avail able when running the monitor agent, navigate to the/ Appl i ca-
tions/ mysql/enterprise/agent/etc/init.ddirectory and executenysql - moni t or - agent hel p. You should see
the message:

Usage: ./mysql-nonitor-agent {start|stop|restart|status} [ini-file-nange]

Thei ni - fil e- name option only needsto be used if thei ni fileisnot installed to the default location or you have changed the
name of thei ni file. You will need to use this option if you are installing more than one agent on the same machine. Pass the full path
tothei ni file. For example, after navigating tothe/ Appl i cati ons/ nysql / enterprise/ agent/etc/init.d directory,is
sue the command:

shell > ./ nmysql -moni tor-agent start /Applications/nmysql/enterprise/agent/etc/new mysql-nonitor-agent.ini

If you installed the agent asr oot , on reboot the mysql - noni t or - agent daemon will start up automaticaly. If you installed the
agent as an unprivileged user, you must manually start the agent on reboot or write a script to perform this task. Likewise, if you have
added an additional agent as described in Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, and you wish to

start this agent on reboot, create a system initialization script appropriate to your operating system. To determine whether the agent is
running or not navigateto thei ni t . d directory and issue the command . / nysql - noni t or - agent st at us.

Warning

To report its findings, the agent needs to be able to connect to the dashboard through the port specified during installation.
The default value for this port is 18080; ensure that this port is not blocked. If you need help troubleshooting the agent in-
stallation see, Section 2.3.7, “Troubleshooting the Agent”.

2.3.5.3. Starting/Stopping the Agent on Unix

When instalation is finished, you can start the monitor agent from the command line by typing:

shel | > /opt/ nmysql / enterprise/agent/etc/init.d/ mysql-nonitor-agent start

For anon-r oot installation the command would be:

shel | > / home/ <user name>/ nmysql /enterprise/agent/etc/init.d/ mysqgl-nonitor-agent start

To stop the agent, use the st op command:

shell > ./ mysql - moni t or - agent st op

If the agent cannot be stopped because the pi d file that contains the agent's process ID cannot be found, you canuseki | | tosend a
TERMSsignal to the running process:

shel > kill -TERM PID

If you are running more than one agent on a specific machine, you must also specify the path to thei ni file when you are stopping the
agent. Executing mysql - noni t or - agent st op withoutani ni filewill only stop the agent associated with the default i ni file.
Likewise, when checking the status of an agent specify itsi ni file.

To verify that the agent is running use the following command:

shel | > ./ nmysql - moni t or - agent st at us

The resulting message indicates whether the agent is running or not. If the agent is not running, use the following command to view the
last ten entries in the agent log file:

shell > tail /opt/nysql/enterprisel/agent/log/ mysql-nonitor-agent.|og

For further information on troubleshooting the agent see Section 2.3.7, “ Troubleshooting the Agent”.

Installation creates the directory / opt / mysql / ent er pri se/ agent with the settings stored in thenysql - noni t -
or-agent . ini filelocated directly below thisdirectory in the et ¢ directory. Thel og directory is also located immediately below
theagent directory.
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To see all the command-line options avail able when running the monitor agent, navigate to the /
opt/ nysql/enterprise/agent/etc/init.d directory and executermysql - noni t or - agent hel p. You should seethe
message:

Usage: ./mysql-nonitor-agent {start|stop|restart|status} [ini-file-nange]

Thei ni - fil e- name option only needsto be used if thei ni fileisnot installed to the default location or you have changed the
name of thei ni file. You will need to use this option if you are installing more than one agent on the same machine. Pass the full path
tothei ni file. For example, after navigating tothe/ opt / mysql / ent er pri se/ agent/ et c/ini t. d directory, issue the com-
mand:

shell > ./ nmysql -moni tor-agent start /opt/mysql/enterprisel/agent/etc/ new mysql-nonitor-agent.ini

If you installed the agent asr oot , on reboot the mysql - noni t or - agent daemon will start up automaticaly. If you installed the
agent as an unprivileged user, you must manually start the agent on reboot or write a script to perform this task. Likewise, if you have
added an additional agent as described in Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, and you wish to
start this agent on reboot, create a system initialization script appropriate to your operating system. To determine whether the agent is
running or not navigateto thei ni t . d directory and issue the command . / nysql - noni t or - agent st at us.

Warning

To report its findings, the agent needs to be able to connect to the dashboard through the port specified during installation.
The default value for this port is 18080; ensure that this port is not blocked. If you need help troubleshooting the agent in-
stallation see, Section 2.3.7, “Troubleshooting the Agent”.

2.3.6. Advanced Agent Configuration

The MySQL Enterprise Monitor Agent is configured through files located within the et ¢ directory within the directory where you in-
stalled the agent.

Configuration is stored in multiple files, according to a predetermined file and directory layout. The primary configuration file contains
specific information about the agent and how the agent communicates with MySQL Enterprise Service Manager. The main configura-
tion is located within the nysql - noni t or - agent . i ni file.

Additional configuration files contain information about the MySQL server that is being monitored. Y ou can configure which directory
isused for storing thisinformation within thenysql - noni t or - agent . i ni file. Thedefault locationistheet ¢/ i nst ances dir-
ectory within the MySQL Enterprise Monitor Agent directory.

The server you want to monitor should have a directory within the specified location, optionally using the name of the server you are
monitoring, and within that directory, an agent - i nst ance. i ni file. Thisfile contains the configuration information for connecting
to the MySQL server, including the host name, port, user credentials and display name.

Y ou can see an example of thefile layout of the et ¢ directory:

init.d

.linit.d/ nysql-nonitor-agent
./instances

. /i nstances/ agent

.linstances/ agent/agent-instance. i ni
./ nmysql - moni t or - agent . i ni

For more information on the configuration of themysql - noni t or - agent . i ni file, see Section 2.3.6.1, “MySQL Enterprise Mon-
itor Agent (nysql - moni t or - agent . i ni ) Configuration”. For details on the content of the individual MySQL instance configura-
tion files, see Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”.

2.3.6.1. MySQL Enterprise Monitor Agent (nysql - noni t or - agent . i ni ) Configuration

Thenysql - noni t or - agent . i ni filescontains the base configuration information for the MySQL Enterprise Monitor Agent. The
file sets the core information about the supported functionality for the entire agent.

Y ou can see a sample of the configuration file below:

# WARNI NG - the UUI D defined bel ow nust be unique for each agent.
#

# To use this .ini file as a tenplate for configuring additional
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agents, do not sinply copy and start a new agent w thout first
nodi fying the UU D

#
#
#
# Refer to the docunentation for nore detailed infornation and
# instructions

#

# Version: 20080718_230416_r 7011

[mysql - proxy]

pl ugi ns=pr oxy, agent

agent - ngnt - host name = htt p://agent: passwor d@mni t or - ser ver: 18080/ heart beat
nysql d- 1 nstance-di r= etc/instances

agent-itemfiles = share/ nysql - proxy/itens/quan.| ua, share/ nmysql - proxy/itens/itenms-mysql-nonitor.xm
proxy- addr ess=: 4040
127.0. 0. 1: 3306

proxy- backend- addr esses
proxy- | ua-scri pt shar e/ nysql - proxy/ quan. | ua

agent -uui d = 8770ead5- 3632- 4b29- a413- 4a7c92437e26
log-file = nysql-nonitor-agent.|og
pi d-file=/Applications/nysql/enterprise/agent/mnmysql-nonitor-agent.pid

Note

Do not copy the agent configuration information from one machine to another without changing the agent - uui d. Each
agent instance must have a unique agent id.

The main configuration information must be located within the [ nysql - pr oxy] section of the configuration file. The main configur-
able parameters within thisfile are:

¢ pl ugi ns: Configures the plugins to be used by the agent. When monitoring servers you must have the agent plugin configured.
If you want to support Query Analyzer then you must also have the pr oxy module enabled. Plugins should be specified asa
comma separated list of plugin names.

If you selected to support Query Analyzer during installation of the agent, the default value will be pr oxy, agent . If you disabled
Query Analysis during installation, the default value will be agent .

* | o0g-1level: Setsthelogging level of the agent. The default level iscri ti cal .
Validvaluesfor| og- | evel areasfollows:

» debug: Provides detailed information about what the agent is doing and the information being provided by the agent to the
MySQL Enterprise Service Manager.

e critical: Listscritical messages highlighting problems with the agent.

e error:Listserror messages.

e war ni ng: Provides only warning messages generated by the agent.

» nessage: Providesinformation about the agent and basic processing information.

* i nf o: Provides messages used for informational purposes.
Warning
Be careful when settingthel og- | evel todebug. Doing thiswill rapidly increase the size of your nysql - noni t -
or - agent . | og file. To avoid disk space problems, put the log files on a different drive from your MySQL server and

the MySQL Enterprise Dashboard.

It is strongly recommended that you useal og- | evel of criti cal orerror inaproduction server. Use the higher-
levels to provide more detailed information only for debugging problems with your agent.

Under Windows, if you restart the agent from the command line after setting the| og- | evel todebug, extensive debug
information is displayed to the console as well asto the log file.

e agent - ngnt - host nane: Setsthe URL to use when reporting information. This value will be automatically set to your MySQL
Enterprise Service Manager during installation.
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« mysql d-inst ance-di r: Setsthe directory where the configuration files that specify the MySQL servers to be monitored can be
located.

e agent-itemfil es: Setstheinformation that is provided up to the MySQL Enterprise Service Manager when the agent isre-
porting status information. Y ou should leave thisitem with the default setting of the shar e/ mysql - proxy/ it ems/ quan. | ua
(which provides Query Analyzer data) and shar e/ nysql - proxy/itens/itens-nysql -nonitor.xm (whichprovides
the core agent monitoring data).

e proxy-address: Setsthe address, port number, or both for the proxy to listen to for connections. The setting is used when em-
ploying Query Analysis as the address/port that you must configure your application to use in place of your normal MySQL server.
By default thisitem is set during installation.

The default value is 4040. If you want to support a different local host name/I P address and port, specify the host name and the port
number, separated by a colon.

e proxy-backend- addr esses: Setsthe host name and port number to be used when communicating the backend MySQL server
when employing query analyzer. Thisisthe MySQL server where packets from the client are sent when communicating with the
proxy on the host name/port set by the pr oxy- addr ess.

e proxy-lua-script: Setsthe Lua script to be used by the proxy when forwarding queries. To use Query Analyzer, this paramet-
er should beset toshar e/ nysql - proxy/ quan. | ua. Thisisthe default value.

e agent - uui d: Setsthe UUID (Universally Unique ID) of the agent. This value should be unique for all agents communicating
with the same server, asthe UUID is used to uniquely ID the agent within MySQL Enterprise Service Manager

If you are setting up multiple hosts and copying the configuration between hosts, make sure that the agent - uui d isunique. You
can have the agent create anew UUID by leavig this configuration property blank.

* | og-fil e: Setsthelocation of thelog file used to record information about the agent when it is running. If you do not specify a
full path name, then the log file location is considered to be relative to the installation directory of the agent.

e pid-fil e: Setsthelocation of thefile used to record the Process ID of the agent. Thisis used by the script that shuts down the
agent to identify the process to be shutdown. The default valueisthe mysql - noni t or - agent . pi d file within the base installa-
tion directory as created by the agent installer.

2.3.6.2. MySQL Server (agent - i nst ance. i ni ) Configuration

For the MySQL server that you want to monitor, you must create an agent - i nst ance. i ni within the directory specified by the
nysql d-i nst ance- di r configuration parameter within themain nysql - noni t or - agent . i ni file.

Theagent -i nst ance. i ni file containsthe host name and user credentials for connecting to the MySQL server that you want the
agent to monitor. The format of the fileisasfollows:

# To use this .ini file as a tenplate for configuring additional
# instances to nmonitor, do not sinply copy and start a new agent
# without first nodifying the displaynane.

#

# Refer to the docunentation for nore detailed infornation and
# instructions.

#

# Version: 20080718_230416_r 7011

[nysql d]

host nane = 127.0.0.1

port = 3306

user = root

password =

Theindividual configuration parameters can be defined as follows:

¢ host nane: The host name of the MySQL server that you want to monitor.
e port:TheTCP/IP port of the MySQL server that you want to monitor.
e user: Theuser to use when connecting to the MySQL server that you want to monitor.

e passwor d: The corresponding password to use when connecting to the MySQL server that you want to monitor.
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It is also possible to configure the agent to use sockets. This can be done during installation by selecting “socket” rather than “TCP/IP’
from the menu and then specifying the socket name. This can also be configured after installation by editing theagent - i n-
stance. i ni configuration file, and adding theline:

socket = /full/path/to/ nysql.sock

2.3.6.3. Monitoring Multiple MySQL Servers

Y ou can monitor multiple MySQL servers (either on the same machine, or across different machines) using two different methods:

« By using asingle agent instance to monitor multiple MySQL servers. Y ou can use this method if you want to monitor multiple serv-
ers, but do not want or need to support Query Analysis on the additional servers.

* By using multiple copies of the MySQL Enterprise Monitor Agent to monitor each server individualy. Using this method requires
additional overhead to monitor each server, while also allowing you to supply Query Anayzer data.

Using a Single Agent I nstance
Warning

Do not use the single agent instance method if you want to use Query Analyzer. If you set your application to use the
proxy port provided by the single instance then the queries may not be directed to the correct server. Using Query Analyz-
er, the proxy, and the single agent instance method is not supported.

Warning

When using the single agent instance method, the agent will attempt to determine the right information about the backend
server that it is monitoring to use the information when applying rule and advisor information. Currently, this operation is
performed for only one of the serversin the list of configured servers. If the servers being monitoring are using different
MySQL versions then the rules applied to the servers may be incorrect, and you could get wrong or misleading advice
about issues or problems on a given server.

To use asingle agent to monitor multiple instances, you can create additional directories and configuration fileswithin thei nst ances
directory for the agent. For example, you can see the default structure of the agent configuration directory:

init.d

.linit.d/ nysql-nonitor-agent
./instances

. /i nstances/ agent

.linstances/ agent/agent-instance. i ni
. I nysql - noni t or - agent . i ni

Withinthei nst ances directory, you can add further directories, one for each monitored server. Each additional directory must have a
suitableagent - i nst ance. i ni file containing the connection information for the new MySQL server instance. For example, the
following structure demonstrates an agent monitoring four MySQL servers:

init.d
init.d/ nmysql-nonitor-agent
i nstances
i nst ances/ agent
i nst ances/ agent/agent-i nstance. ini
.linstances/ nysql 2
i nst ances/ nysql 2/ agent -i nstance. i ni
i nst ances/ nmysql -rep
i nst ances/ nysql - rep/ agent -i nstance. i ni
i nst ances/ nysql - backup
i nst ances/ nysql - backup/ agent - i nst ance. i ni
. I nysql - noni t or - agent . i ni

—~—— e e — — e — — —

To add another MySQL monitored server, follow these steps:

1. Make surethat the MySQL instance that you want to monitor has a suitable user to use for connecting to the server. For morein-
formation, see Section 2.3.1, “Creating aMySQL User Account for the Monitor Agent”.

2. Copy an existing configuration directory and configuration files to the new directory:
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shel | > cp -R etc/instances/agent etc/instances/nysql2

3. Edit the configuration file within the new directory, for examplemysql 2/ agent - i nst ance. i ni , and set theuser, pass-
wor d and either thehost nane and por t, or socket parameters.

4. Restart the agent:

shel | > nysql - noni tor-agent restart

Using Multiple Agent I nstances

To use multiple agents to monitor multiple MySQL servers you need to create a new configuration structure for both the agent and the
MySQL server instances you need to monitor, including the binaries and configuration files, and then update the configuration to set the
corresponding parameters to monitor the new server. Using this method allows you to enable query analyis by redirecting requests to
the target server using the built-in proxy service within the agent.

For example, the directory structure below shows the configuration directory for two agents monitoring a single MySQL server each:

ni
ni t d/ nysql - noni t or - agent

nst ances

nst ances/ agent

nst ances/ agent/ agent -i nstance. i ni

nst ances- second/ agent

nst ances- second/ agent / agent -i nst ance. i ni
sql - moni t or - agent . i ni

i
i
i
i
i
i
i
I ny

./ nysql - second- agent . i ni

Thenysqgl - noni t or - agent . i ni filecontains the configuration for the first agent, with the MySQL servers monitored defined

withinthei nst ances directory. Thenysql - second- agent . i ni file contains the configuration information for the second

agent, with the MySQL servers monitor defined within thei nst ances- second directory.

To set up multiple agents:

1. Make surethat the MySQL instance that you want to monitor has a suitable user to use for connecting to the server. For morein-
formation, see Section 2.3.1, “Creating aMySQL User Account for the Monitor Agent”.

2. You need to generate anew UUID for the new agent:

shel | > /opt/ nysql / enterprise/ agent/ bi n/ nysql - noni t or - agent --agent - gener at e- uui d
€e9296d7- f 7cd- 4f ee- 8b26- ead884ebf 398
2009- 03-05 11:49:37: (critical) shutting down normally

Keep arecord of the UUID to update the configuration file.
Note, the agent should not be running when the UUID is generated.

3. Copy the main agent configuration file, which is by default in/
opt/ nmysql /enterprise/agent/etc/ nysql-nonitor-agent.in

shel |l > cp nmysql -moni tor-agent.ini mysqgl -second-agent.ini

4. Edit the new configuration file, changing the following settings:
e Changethenysql d-i nst ance- di r tothe new directory that will contain the individual MySQL server configuration files.
e Changethe pr oxy- addr ess to adifferent value than the first agent configuration.
e Changethe pr oxy- backend- addr esses to specify the |P address and MySQL port number for the MySQL server.
¢ Changetheagent - uui d to the new value obtained in an earlier step.

e Changethel og-fi | e parameter to specify adifferent file to use when logging errors and problems. Y ou cannot log to the
same file from two different agents.
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e Changethepi d-fi | e parameter to specify the file that will be used to store the process ID of the agent.

5. Copy an existing configuration directory and configuration files to the new directory:

shel > cp -R etc/instances etc/instances-second

6. Edit the configurationfile, i nst ances/ second/ agent / agent -i nst ance. i ni within the new directory, and set the
user, passwor d and either thehost nane and port, or socket parameters.

7. With multiple instances, you must start each agent individually, specifying the location of the main configuration file. For example,
to start the original (default) service:

shel | > /opt/ mysql /enterprise/agent/etc/init.d/ mysqgl-nonitor-agent start /opt/mysql/nmonitor/agent/etc/ mysql-nonitor-age

To start the second instance:

shel | > /opt/ mysql /enterprise/agent/etc/init.d/ mysql-nonitor-agent start /opt/mysql/nmonitor/agent/etc/ mysql-second-agen

2.3.6.4. Configuring an Agent to Monitor a Remote MySQL Server

Typically, the agent runs on the same machine as the MySQL server it is monitoring. Fortunately, thisis not arequirement. If you want
to monitor aMySQL server running on an operating system for which there is no agent available, you can install the agent on a machine
other than the one hosting the MySQL server.

The process for installing an agent to monitor aMySQL server on aremote machineisidentical to the process described in Section 2.3,
“Monitor Agent Installation”. Follow the directions given there, being careful to specify the correct |P address or host name for the
MySQL Enterprise Service Manager and likewise for the MySQL server—since the agent is not running on the same machine as the
MySQL server, it cannot be the default, | ocal host .

Don't forget that the agent must be given rightsto log in to the MySQL server from a host other than | ocal host and that the port
used by the MySQL server, typically 3306 must be open for remote access. For more information about the database credentials re-
quired by agents see, Section 2.3.1, “ Creating aMySQL User Account for the Monitor Agent”.

The agent also needs to be able to log in to the MySQL Enterprise Service Manager, typically using port 18080, so ensure that the ap-
propriate port is open.

Note
Remote agents do not report the OS information for either the host or the agent.

If your subscription level entitles you to replication autodiscovery, do not use remote monitoring with replication slaves or
masters. The agent must be installed on the same machine as the server you are monitoring for discovery to work properly.
For more information, see Chapter 9, The Replication Page.

2.3.6.5. Monitoring Outside the Firewall with an SSH Tunnel

If you run an SSH server on the machine that hosts the MySQL Enterprise Service Manager and an SSH client on the machine that hosts
the agent, you can create an SSH tunnel so that the agent can bypass your firewall. First, you need to make an adjustment to the host -
name value specified inthe [ nysql - pr oxy] sectionof the. i ni file. (For more information about the contents and location of the
i ni fileseeSection 2.3.6.1, “MySQL Enterprise Monitor Agent (nysql - moni t or - agent . i ni ) Configuration”.) Stop the agent
and change the host nane value as shown in the following:

hostname = http://agent_nane: passwor d@ ocal host: 18080/ heart beat

Replacetheagent _namne and passwor d with suitable values. Likewise replace port 18080 if you are not running the dashboard on
thisport. Usel ocal host for the host name, since the agent is connecting through an SSH tunnel.

Next, execute the following command on the machine where the agent is running:

shel | > ssh -L 18080: Dashboar d_Host: 18080 -1 user_nanme - N Dashboar d_Host
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When prompted, enter the password for user _nane.

If you are not running the MySQL Enterprise Service Manager on port 18080, substitute the appropriate port number. Likewise, re-
place Dashboar d_Host with the correct value. user _nane represents avalid operating system user on the machine that hosts the
MySQL Enterprise Service Manager.

Be sure to restart the agent so that the new value for the host namne takes effect. For instructions on restarting the agent see:

e Under Windows see, Section 2.3.5.1, “ Starting/Stopping the Agent on Windows”.
e Under Unix see, Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”.
¢ Under Mac OS X see, Section 2.3.5.2, “ Starting/Stopping the Agent on Mac OS X”.

2.3.6.6. Generating a new UUID

For MySQL Enterprise Monitor to operate correctly, each agent must have a unique UUID to uniquely identify the agent with the
MySQL Enterprise Service Manager.

Warning

Ensure that you do not reuse or duplicate a UUID. Running two agents with the same identification number yields unpre-
dictable results

In Unix go to the command line and type:

shel | > /opt/ mysql / enterprise/ agent/bi n/ mysqgl - moni t or - agent --agent - gener at e-uui d

In Mac OS X go to the command line and type:

shel | > / Appl i cations/ mysql / enterprise/agent/bin/mysqgl -nonitor-agent --agent-generate-uuid

This should display aline similar to the following:

€e9296d7- f 7cd- 4f ee- 8b26- ead884ebf 398

Pastethislineintothe[ mysql - pr oxy] section of themysql - noni t or - agent . i ni filefor theagent - uui d parameter:

[nmysgl - proxy]
agent - uui d=ee9296d7- f 7cd- 4f ee- 8b26- ead884ebf 398

In Windows, go to the command line and change to the MySQL Enterprise Monitor Agent installation directory and update the UUID
by executing nysql - moni t or - agent -uf rmysql - noni t or-agent -3307. i ni . For example:

C:\> cd C\Program Fi | es\ MySQL\ Ent er pri se\ Agent
C:\> nysql -nmoni tor-agent -uf mysqgl-nmonitor-agent.ini (or your .ini file name)

This updates the configuration file directly with the new UUID.

2.3.7. Troubleshooting the Agent

The first step in troubleshooting the agent is finding out whether it is running or not. To do this see:

¢ Windows: Section 2.3.5.1, “ Starting/Stopping the Agent on Windows’
e Unix: Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”

 Mac OS X: Section 2.3.5.2, “ Starting/Stopping the Agent on Mac OS X”
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If incorrect credentials are specified for the agent login to the MySQL server that it is monitoring, then the agent will not run on start-
up. Log in to the monitored MySQL server and check the agent's credentials. Compare the values of the Host , User , and Passwor d
fieldsinthenysql . user table with thevalues showninthe[ nysql d] sectionof theet c/ i n-

stances/ nysql / agent -i nst ance. i ni . If incorrect credentials are specified inthei ni file, simply correct them and restart the
agent. Remember, changesto thei ni file do not take effect until the agent is restarted.

The agent will not start up if incorrect credentials are specified for the service manager login. Using incorrect credentials for logging in
to the service manager creates an entry in the agent log file. For the location of thislog file see Section C.3, “Agent Log and PID Files’.

If the agent starts up but no server appears in the dashboard, check the host nane specified inthe[ mysql - pr oxy] portion of the
nysql - moni t or - agent . i ni file. Incorrect credentials, IP address, or port will all cause the MySQL server to fail to appear in the
dashboard. Also, ensure that the port specified in thisfileis not blocked on the machine hosting the MySQL Enterprise Service Man-

ager.

An easy way to confirm that the agent can log in to the service manager isto typeht t p: / / Dashboar d_Host : 18080/
hear t beat into the address bar of your web browser, substituting the appropriate host name and port. When the HTTP authentication
dialog box opens, enter the agent user name and password. If you log in successfully, you should see the following message:

<excepti ons>
<error>E1031: Agent payl oad paranmeter NULL.</error>
</ excepti ons>

Note

Despite the fact that the preceding listing shows an error, you have logged in successfully. This error appears because you
have logged in but with no “ payload”.

If you can log in successfully in the way described above and the agent is running, then there are errorsin themysql - noni t -
or-agent . i ni file. Compare the host name, port, agent name, and password found inthei ni file with the values you entered into
the address bar of your web browser.

If HTTP authentication fails then you are using incorrect credentials for the agent. Attempting to log in to the service manager using in-
correct credentials creates an entry in the agent log file. For the location of thislog file see Section C.3, “Agent Log and PID Files’.

If no HTTP authentication dialog box appears, and you are unable to connect at all, then you may have specified an incorrect host name
or port. Confirm the values you entered against those described asthe Appl i cat i on host name and port: intheconfi gur -
ation_report.txt file Failureto connect could aso indicate that the port is blocked on the machine hosting the MySQL Enter-
prise Service Manager.

To check if ablocked port is the problem, temporarily bring down your firewall. If the agent is then able to connect, open up the port
specified during installation and restart the agent. If necessary you can monitor outside the firewall using an SSH tunnel. For morein-
formation, see Section 2.3.6.5, “Monitoring Outside the Firewall with an SSH Tunnel”.

Y ou can also check the agent error log file to help determine any problems. An error such as the following might indicate a blocked
port:

(critical) connection to nmerlin-server
"http://agent:test@72.11.1.1:18080/ heartbeat' failed:
"connect () timed out!" error.

For the location of the agent error log file see, Section C.3, “Agent Log and PID Files’.

Setting thel og- | evel entryinyouri ni fileisalso agood debugging technique. For more information on this subject see, Sec-
tion 2.3.6.1, “MySQL Enterprise Monitor Agent (mysql - noni t or - agent . i ni ) Configuration”.

Running the agent from the command line sometimes displays errors that fail to appear in the log file or on the screen when the agent is
started from a menu option. To start the agent from the command line see the instructions given at the start of this section.

If you have more than one agent running on the same machine, the UUI D must be uniqueand thel og-fi |l e andpi d-fi | e values
must be different. For more information, see Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”.

If the agent is not running on the same machine that hosts the MySQL server it is monitoring, then you must ensure that the correct
host isspecified for the agent account. The correct port, typically 3306, must also be open for remote login. For more information
about remote monitoring see, Section 2.3.6.4, “Configuring an Agent to Monitor a Remote MySQL Server”.

If the MySQL Enterprise Monitor Agent has been ungracefully terminated and restarted (for example after being terminated using
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ki I'1), then you may seeaDupl i cat eAgent Uui dExcept i on error until the original registration of the previous instance of the
agent has expired.

2.4. Unattended Installation

It is possible to install the MySQL Enterprise Monitor without any direct user interaction. This is done by passing the command-line op-
tion- - node unatt ended totheinstallation file.

Using this mode and other command-line parameters means the user will not be prompted for input during installation. Thisis espe-
cialy useful when doing multiple installations of the MySQL Enterprise Monitor.

However, rather than passing numerous parameters from the command line, it is usually more convenient to save your optionsin atext
fileand invoke theinstaller using the opt i onf i | e option. Thisis amore reusable and |ess error-prone solution.

Before attempting an unattended installation, it is recommended that you install the MySQL Enterprise Monitor interactively at |east

once. Failing this, as a minimum, read the regular installation instructions since some tasks still remain after an unattended installation;
you must configure the MySQL Enterprise settings, import the advisors, and start up al the services/daemons.

2.4.1. Command-Line Options

To view the available options for the monitor installer or for the agent installer, at the command line type the executable file name along
with the - - hel p option.

On each platform, for each installer, the installer supports a number of different installation modes. Some of these are unique to an indi-
vidual platform, others are available on al platforms. The table below summarizes the different options available for each platform.

Platform Default Mode Wi n32 gtk XW ndow [0SX t ext unat t en-
ded

Windows Wi n32 Y N N N N Y

Unix gtk N Y Y N Y Y

Linux gtk N Y Y N Y Y

Mac OS X Wi n32 N N N Y Y Y

2.4.1.1. MySQL Enterprise Service Manager Options

The following listing shows the command line options for the MySQL Enterprise Service Manager.

--help Display the list of valid options
--version Di spl ay product information
--optionfile <optionfile> Installation option file

Def aul t:
--nmode <npde> Installation node

Default: w n32
Al l owed: wi n32 unattended

--debugtrace <debugtrace> Debug fil ename
Defaul t:

--installer-language <installer-|anguage> Language sel ection
Defaul t:
Allowed: en jp

--installdir <installdir> Installation directory
Defaul t:/opt/ nysql/enterprise/ nmonitor/

--tontat port <tontatport> Tontat Server Port
Default: 18080

--tontat shut downport <tontatshutdownport> Tontat Shutdown Port
Defaul t: 18005

--tonctatssl port <tontatssl port>Tonctat SSL Port
Defaul t: 18443

--usessl| <usessl| > Shoul d conmuni cati on between the Dashboard »
and Servi ce Manager be encrypted?
Default: O
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--adm nuser <adm nuser> Reposi tory User nanme
Defaul t: service_manager

--adm npasswor d <adm npasswor d>Passwor d
Def aul t:

--dbport <dbport> Bundl ed MySQL Dat abase Port
Default: 13306

The options and their effect on installation are detailed below:

e --help
Display thelist of valid options.
e --version
Display product and version information.
e --optionfile
The path to the option file containing the information for the installation.
e --node
The installation mode to be used for thisinstallation.
e --debugtrace
The filename to be used for a debug trace of the installation.
e --installer-Ilanguage
Theinstaller language; supported options are en for English and j p Japanese.
e --installdir
Theinstallation directory for MySQL Enterprise Service Manager.
The default on Windowsis C: \ Progr am Fi | es\ MySQL\ Ent er pri se\ Moni t or
The default on Unix is/ opt / nysql / ent er pri se/ noni t or/
The default on Mac OS X is/ Appl i cati ons/ mysql / enterprise/ monitor/
e --toncatport
The MySQL Enterprise Service Manager port;
The default is 18080.
e --tontat shut downport
The MySQL Enterprise Service Manager Tomcat shutdown port.
The default is 18005.
e --tontatssl port
The MySQL Enterprise Service Manager SSL port.
The default is 18443.

e --usessl




Installation and Upgrades

Enable support for SSL communication between the MySQL Enterprise Monitor Agent and MySQL Enterprise Service Manager.
The default is 0.
e --adm nuser
The MySQL Enterprise Service Manager user name.
The defaultisser vi ce_nmanager .
Warning

The repository user name and password are stored in unencrypted formintheconf i g. properti es file. To locate this
file on your operating system see Section C.5, “Theconf i g. properti es File".

e --adm npassword
The MySQL Enterprise Service Manager password.
e --dbport
The TCP/IP port for the Bundled MySQL database.
The default is 13306.

2.4.1.2. MySQL Enterprise Monitor Agent Options

To view al the options available for an unattended agent installation, invoke the agent installer file passing in the hel p option. (Under
Windows you must redirect the output to afile. Y ou should see alisting similar to the following:

Note
The exact options may vary depending on the operating system on which you are executing the installer.

The options and their effect on installation are detailed below:

e --help
Display thelist of valid options
e --version
Display product information, including the version number of the installer.
e --optionfile <optionfile>
Specify the location of an option file containing the configuration options for thisinstallation.
e --unattendednodeui <unattendednodeui >
The Ul elements to use when performing an unattended installation. The options are none, show now Ul elements during the in-
stallation; mi ni mal , show minimal elements during installation; m ni nal W t hDi al ogs, show minimal Ul elements, but in-
clude the filled-dialog boxes.
The defaultisnone.
e --node <nobde>
Specify the installation mode to use for this installation.
e --debugtrace <debugtrace>

Set the filename to use when recording debug information during the installation.
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--installer-language <installer-I|anguage>

Set the language to be used for the installer.

--installdir <installdir>

Specify the directory where the software will be installed.

The default on Windowsis C: \ Progr am Fi | es\ MySQL\ Ent er pri se\ Agent
The default on Unix is/ opt / nysql / ent er pri se/ agent/

The default on Mac OS X is/ Appl i cati ons/ nysql / ent erpri se/ agent/
--mysql connnet hod <nysql connnet hod>

Specify the connection method to use to connect to MySQL.

Optionsaret cpi p andsocket .

The defaultist cpi p.

--mysql host <nysqgl host >

MySQL hostname or |P address

The default is 127.0.0.1.

--checknysqgl host <checknysql host >

Validate the MySQL hostname or | P address

Thedefaultisyes.

--mysql port <mysql port>

Specify the TCP/IP port to use when connecting to MySQL .

The default is 3306.

--mysql socket <mysql socket >

Specify the filename of the MySQL socket to use when communicating with the monitored MySQL instance.
--nysql user <nysgl user>

Specify the username to use when connecting to the MySQL instance.

--nmysql password <nysql passwor d>

Specify the password to use when connecting to the MySQL instance.

- - enabl eproxy <enabl epr oxy>

Enable the Proxy. Thisis recommended and is required if you want to use Query Analyzer.
The default is 1 (use the proxy).

--proxyport <proxyport>

Specify the TCP/IP port to use for the proxy interface.

The default is 4040.

- -manager host <manager host >

The hostname or |P address of the MySQL Enterprise Service Manager.
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e --panagerport <nanager port>

The port number of the MySQL Enterprise Service Manager.

The default is 18080.
e« --nmanagerssl port <managerssl port>

The port number of the MySQL Enterprise Service Manager for SSL-based communication

The default is 18443.
e --usess| <usessl|>

Specifies whether SSL should be used to communicate with the MySQL Enterprise Service Manager.
* --agentuser <agentuser>

Specify the agent username to be used when communicating with the MySQL Enterprise Service Manager.
¢ --agentpassword <agent passwor d>

Specify the agent password to be used when communicating with the MySQL Enterprise Service Manager.
e --proxyuser <proxyuser>

The user account for the proxy server.

The defaultisr oot .

2.4.2. Unattended Windows Installation

For unattended installation on Windows, create an option file named opt i ons. ser ver . t xt . Thefollowing is an example of what
the contents of an option file might be.

debugtrace=C:\ Program Fi | es\ \ySQL\ Ent erpri se\i nstal | . debugtrace.| og
node=unat t ended

installdir=C\Program Fi | es\ \ySQL\ Ent er pri se

t ontat por t =8080

t onctat shut downpor t =8005

t ontat ssl port =8443

adm npasswor d=nyadmni npasswor d

dbpor t =3300

Thisfileidentifies adirectory and file name for alog file, setsthe nbde to unat t ended, and usesthei nst al | di r option to spe-
cify aninstallation directory. The meaning of the other optionsisfairly self-evident.

Note
Setthei nstal | di r and debugt r ace optionsto values appropriate to your locale and operating system.

The only options that must be specified in an option file when installing the MySQL Enterprise Service Manager are node
(if not specified at the command line), i nst al | di r, and adm npasswor d.

Check the options in your option file closely before installation; no warnings will be issued if there are errors.

Ensure that the monitor installer file and the optionsfile are in the same directory and, if you saved the optionsfile asop-
tions.server.txt,you caninvoke an unattended installation from the command line by typing:

C:\ nysql nmoni tor-versi on-w ndows-installer.exe --optionfile options.server.txt

You can install the MySQL Enterprise Monitor Agent in exactly the same fashion. Create an agent option file and call the agent installer
using theopt i onfi | e option.

Asaminimum for the agent installation, you must specify the node (if not specified at the command line), nysql user, i n-
stal I dir,nysql password,installdir,manager host, andagent passwor d options. Create afile containing these val-
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uesand useit withtheopt i onf i | e option for unattended agent installation.

If you wish, you can create one script that calls both the Service Manager and the Monitor Agent programs passing appropriate op-
tionfil e options.

2.4.3. Unattended Unix and Mac OS X Installation

For unattended installation on Unix, create an option file named opt i ons. server . t xt . Thefollowing is an example of what the
contents of an option file might be for installation on Unix.

debugt race=/ opt/ nysql /enterprise/install.debugtrace. nonitor.| og
nmode=unat t ended

installdir=/opt/nysql/enterprise/ nonitor

t ontat port =8080

t ontat shut downpor t =8005

t oncat ssl port =8443

adm npasswor d=myadm npasswor d

dbport =3300

Thisfileidentifies adirectory and file name for alog file, setsthenode tounat t ended, and usesthei nst al | di r option to spe-
cify aninstallation directory. The meaning of the other optionsisfairly self-evident.

Note
Setthei nstal | di r anddebugt r ace optionsto values appropriate to your locale and operating system.

The only options that must be specified in an option file when installing the MySQL Enterprise Service Manager are node
(if not specified at the command line), i nst al | di r, and adm npasswor d.

Check the optionsin your option file closely before installation; no warnings will be issued if there are errors.

Ensure that the monitor installer file and the optionsfile are in the same directory and, if you saved the optionsfile as op-
tions. server.txt,youcaninvoke an unattended installation from the command line by typing:

shel | > mysqgl monitor-version-installer.bin --optionfile options.server.txt

You can install the MySQL Enterprise Monitor Agent in exactly the same fashion. Create an agent option file and call the agent installer
using theopt i onf i | e option.

Asaminimum for the agent installation, you must specify the node (if not specified at the command line), nysql user,i n-

stal I dir,nmysql passwor d, and agent passwor d options. Create afile containing these values and use it with the opt i on-

fi | e option for unattended agent installation.

If you wish, you can create one script that calls both the Service Manager and the Monitor Agent programs passing appropriate op-
tionfil e options.

Note
The Service Manager does not automatically start up on rebooting. For more information, see Bug#31676.

The procedure for unattended agent installation under Mac OS X isidentical to the procedure under Unix.

2.4.4. Starting the Services
For instructions on starting the services needed by the MySQL Enterprise Service Manager see, Section 2.2.5, “ Starting/Stopping the
MySQL Enterprise Monitor Service on Windows” for Windows and, Section 2.2.6, “ Starting/Stopping the MySQL Enterprise Monitor
Service on Unix and Mac OS X" for Unix and Mac OS X.

For instructions on starting the MySQL Enterprise Monitor Agent see:

¢ Windows: Section 2.3.5.1, “ Starting/Stopping the Agent on Windows”
¢ Unix: Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”
e Mac OS X: Section 2.3.5.2, “ Starting/Stopping the Agent on Mac OS X”
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If you wish, you can script the startup of these services.

2.5. Post-Installation Considerations

Depending upon how you plan to use the MySQL Enterprise Monitor, there are some tasks you may want to perform after installation.
Find some suggestionsin the following list:
¢ Email settings: Test email notification by deliberately triggering an alert.

¢ Auto Startup: On Unix systems, the MySQL Enterprise Service Manager does not automatically restart when the system isre-
booted. Y ou may wish to create a system initialization script appropriate to your operating system.

* Logfiles: Check thelog files for any irregularities. For the locations of the various log files see Appendix C, Files Associated with
The MySQL Enterprise Monitor.

« Agent Log filerotation: Implement log file rotation for the monitor agent.

e Back up therepository: For aback-up strategy suitable to your circumstances, see the MySQL reference manual documentation.

« Configuration backup: Back up thermysql - noni t or - agent . i ni fileand the associated i nst ances directory and contents.
For more information about the mysql - noni t or - agent . i ni file see Section 2.3.6, “Advanced Agent Configuration”.

e Configuration file: Storetheconf i gurati on_report.txt inasafeplace. Thereisno mechanism for retrieving the pass-
word stored in thisfile.

« Repository credentials: The repository user name and password are stored in unencrypted formintheconf i g. properti es
file. Take care to protect thisfile.

« Disk management: Remove installation files, and monitor the space used by the repository. Ensure that you have adequate disk
space by regularly purging data. For more information, see Data Purge Behavior.

« Firewall changes: Y ou may want to limit or expand access to the MySQL Enterprise Service Manager.

* Open ports: Aswith firewall changes, you may want to limit or expand access to the MySQL Enterprise Service Manager. The
dashboard uses nonstandard ports, none of which are usually open by default.

e Server upgrades: See Section 2.6.3.1, “Upgrading the Monitored MySQL Server” for instructions on upgrading a server.

* Repository access: You may want to add other users.

2.6. Upgrading, Re-Installing or Changing Your Installation

Y ou can upgrade MySQL Enterprise Monitor in a number of different ways:

« For instructions on upgrading your existing installation, see Section 2.6.1, “Upgrading MySQL Enterprise Monitor”.
¢ For moreinformation on re-installing an existing installation, see Section 2.6.2, “Reinstalling MySQL Enterprise Monitor”.

« To change an existing installation, such as changing the monitored server, see Section 2.6.3, “Changing Y our MySQL Enterprise
Monitor Installation”.

2.6.1. Upgrading MySQL Enterprise Monitor

From time to time there may be updates to the MySQL Enterprise Service Manager or the MySQL Enterprise Monitor Agent. This sec-
tion describes how to perform an update for either of these components.

Y ou cannot use the update installers to change to a different operating system or chip architecture. For example, you cannot update a
32-bit Linux installation to a 64-bit version using an update installer—in cases such as this you must do a fresh installation.
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The installation and configuration of MySQL Enterprise Monitor Agent must be standard before you start the installation. The update
installer will not upgrade agents where you have changed or modified the filenames or directory layout of the installed agent, configura-
tion files, or the startup files.

The name of the update file varies but it shows the target operating system and the version the update applies to. If a specific component
is being updated it may also appear in the file name. For example, afile named nysql ent er pri senanager -

2. 0. 0-w ndows-updat e-i nstal | er. exe would indicate a Windows update to MySQL Enterprise Service Manager version
2.0.0.

You may install an update in the same way that you initialy installed the service manager or the agent; inwi n32 or unat t ended
mode on Windowsin gt k, t ext , xwi ndow, or unat t ended modeon Unix andinosx, t ext ,orunattended modeon OS X.

Warning

The method you use for upgrading MySQL Enterprise Monitor components will depend on the upgrade you are perform-
ing.

< If you are upgrading between major versions (for example, from MySQL Enterprise Monitor 1.3 to merlin 2.0), you
should shutdown the MySQL Enterprise Service Manager and each connected MySQL Enterprise Monitor Agent.
Once you have shutdown each component, start by updating the MySQL Enterprise Service Manager, and then updat-
ing the MySQL Enterprise Monitor Agent on each monitored client.

« If you are upgrading between the same major version, for example, MySQL Enterprise Monitor 2.0 to MySQL Enter-
prise Monitor 2.1, or aminor version, such as MySQL Enterprise Monitor 2.1.1 to MySQL Enterprise Monitor 2.1.2,
you can shutdown only the component (agent, or server) you are updating. Using this method, you can perform a
‘rolling’ upgrade, where you shutdown a single MySQL Enterprise Monitor Agent, upgrade it to the latest agent ver-
sion, and then restart the agent before moving on to the next monitored instance.

Important

The upgrade installer will overwritei t ens- mysql - noni t or . xm . On Windows thisfileisfound in the

C:\ Program Fi | es\ MySQL\ Ent er pri se\ Agent\ shar e\ nysql - moni t or - agent directory and on Unix in
the/ opt/ nysql / ent erpri se/ agent/ share/ mysql - noni t or - agent directory. You should back thisfile up
if you have made any changesto it.

Warning

If you use the Upgrade installer to update MySQL Enterprise Service Manager and you have made any changes to the
ny. cnf within your MySQL Enterprise Service Manager installation, any changes will be lost. Y ou should copy the ex-
isting my . cnf file before starting the upgrade installer.

Otherwise, updating is afairly straightforward process. Run the installation file and choose the directory of your current installation and
whether or not you wish to back up your current installation. The time required to compl ete the process varies depending upon the
nature of the update.

If you chose to back up your current installation, a directory named backup will be created in the current installation directory. This
directory will contain copies of the directory or directories that were replaced during the update. In cases where only specific files are
replaced, the backup directory may contain only thesefiles. If you are unhappy with the update simply overwrite the new files or dir-
ectories with the originals found in the backup directory. Be sure to stop both the MySQL Enterprise Service Manager and MySQL
Enterprise Monitor Agent before restoring the original files. Y ou can delete or archive this directory when you are satisfied that the up-
date was successful.

If you choose to back up your current installation, the installer checks that there is adequate disk space for your repository backup. If
there is not enough space, you are given the option of choosing another location; you may aso choose not to back up the repository.

To update your Advisors see, Section 2.2.7.4, “Upgrading and Updating Advisors”.

2.6.1.1. Upgrading from MySQL Enterprise Monitor 1.3 to 2.0

To upgrade your existing installation from MySQL Enterprise Monitor 1.3 to MySQL Enterprise Monitor 2.0, you need to upgrade both
your MySQL Enterprise Service Manager and your MySQL Enterprise Monitor Agent on each machine that you are monitoring.

To perform the update process you must use an updat e installer. This ensures that your current configuration information is migrated
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to the new version of MySQL Enterprise Service Manager.
Before you start the migration, shutdown your MySQL Enterprise Service Manager and MySQL Enterprise Monitor Agent on each

monitored host. Then install the updated MySQL Enterprise Service Manager application to migrate the configuration and data of the
main application and repository. Once the new MySQL Enterprise Service Manager is running, you can start to update and migrate each

agent.

For more information on upgrading your MySQL Enterprise Service Manager, see Section 2.6.1.1.1, “Upgrading to MySQL Enterprise
Service Manager 2.0”. For more information on upgrading an MySQL Enterprise Monitor Agent, see Section 2.6.1.1.2, “Upgrading to
MySQL Enterprise Monitor Agent 2.0”.

2.6.1.1.1. Upgrading to MySQL Enterprise Service Manager 2.0
Upgrading MySQL Enterprise Service Manager requires you to use on of the update installers. The update installer performs a number
of operations during installation:
¢ A new database, required to support 2.0 functionality, is created.
¢ You core dashboard, user, and rule information is migrated from the old database to the new database.
* The core configuration parameters for the MySQL Enterprise Service Manager are migrated from MySQL Enterprise Monitor 1.3
are migrated to MySQL Enterprise Monitor 2.0.

The installation of the new software using the update installer follows this basic sequence:

1. Request theinstallation language.
2. Confirm the location of the current MySQL Enterprise Service Manager installation.
Specify whether you want to keep a copy of the old server, application, and database files.

3
4. Configurethe Tomcat server settings, including whether the new server should support SSL connections from agents.

o

If requested, the application and database information is backed up and upgraded, before the new application isinstalled.
Theinstallation processis consistent for all platforms. A sample of the process for Max OS X has been provided below:

1. Double-click the update installer. The update installer will have updat e in the file name. For example, mysql noni t or -
2.0.0.7101- osx-update-i nstal |l er. app.

2. Confirm the language you want to use when installing the software.

Figure 2.23. MySQL Enterprise Monitor: Server Update: Language Selection
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™ M O Language Selection

Please select the installation language

English

“T Cancel

Click OK
Y ou will be presented with an information screen showing the application you are installing. Click NEXT to continue.

Specify, or locate, the previous installation of MySQL Enterprise Service Manager If you installed the server within the default
location, the current version of the application should be |ocated automatically.

Figure 2.24. MySQL Enterprise Monitor: Server Update: Previous Installation
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Yo rG

Previous Installation

Where is your previous installation?

Previous Installation [Applications/mysgl/enterprise/monitor

“r. Cancel \‘ "r < Back «,”,« MNext = “‘

5. Theinstaller can keep abackup copy of your existing application, including keeping a complete backup of the data stored within
your MySQL Enterprise Monitor repository database.

Figure 2.25. MySQL Enterprise Monitor: Server Update: Backup of Previous Installation
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Yo rG

f & -
R A
Backup of Previous Installation T\; \ W
My

Where should Setup put a backup of your previous installation? Please
refer to the README file for information regarding backup and recovery.

Backup directory [Applications /mysql/enterprise/monitor/backup

Do you want to backup your existing data as well as the application files?
This may take a long time depending on the size of the current database.

*) Yes

f
(L) No

“r. Cancel \‘ "r < Back «,”,« MNext = “‘

Specify the location of the backup (default isto use the backup directory within your installation directory). Note that backing up
the database in addition to the main application will increase the installation time as the files have to be copied. The larger the size
of your repository data, the longer the installation process will take.

Specify the Tomcat Server options. The Tomcat Server Port is the default port you will use to access the MySQL Enterprise Dash-
board. If you want to support agents using SSL to communicate to MySQL Enterprise Service Manager, you must check the | s
SSL SUPPORT REQUIRED?

Confirm that you want to continue the installation. Once installation has started, the backup of you existing application (and data-
base) will start, although the process may take some time. Wait until the process compl etes.

Once the process has completed you will be provided with a notification of the installation process, including how to uninstall the
application if you want to do so in the future. If any errors occurred, they will be reported here.

Figure 2.26. MySQL Enterprise Monitor: Server Update: Completed installing files
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800

Completed installing files

Setup has completed upgrading the MySQL Enterprise Monitor files on vour
computer

Uninstalling the My50L Enterprise Moniter files can be done by imvoking:
SApplicotions/mysgl/enterprises/monitorsuninstall

You can now login to the applicaticon. Refer to the readme file for additional
informaoticn and a list of krown issues.

Please press next to finish the upgrode process.

Cancel :

9. Theinstallation has now completed. Y ou can automatically start the MySQL Enterprise Service Manager and view the attached
Readme file by ensuring the checkboxes on this page are selected.

10. You can now quit theinstaller.

Oncethe installation has completed, the first time you login to MySQL Enterprise Dashboard you will be asked to provide your login

credentials, if they do not already exist in the server configuration, or to provide a copy of the Advisor jar suitable for your MySQL En-
terprise Service Manager version.

Figure 2.27. MySQL Enterprise Monitor: Server Update: Final Setup
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MySaL

T, [| @Sun.  Ente rprise Dashboard
!

Welcome to the MySQL Enterprise Dashboard Setup.
Before proceeding, you must complete the form below.

Enterprise Credentials and Subscription Information
To enable this application, please provide a MySQL Enterpriseé Product Key or your MySQL Enterprise credentials.

When you press "complete setup”, your Enterprise credentials will be validated at enterprise.mysgl.com. These credentials wil also be used for subscription
updates. Note that you may update your credentials or Product Key at any time on the Settings page.

Email Address (MySOL Enterprise Login)
Enterprise Password (My3QL Enterprise Password)
Confirm Password

-0R -

Import Advisors and Graphs from file (*.jar)

Choose File & AdvisorSc.... 7085 jar | impert

complete setup

B N I YN iy SN AT Enterprise Software | Update Service | Knowledge Basa | Technical Support | About (Nov 19, 2008 11:25:51 AM)

2008 Sun Microsyatems, Inc.. All nghts reserved.

MySQL Enterprise Monitor has now been updated. Y ou must update each of your agents to MySQL Enterprise Monitor Agent 2.0 to
ensure that they are providing the correct information to MySQL Enterprise Service Manager

2.6.1.1.2. Upgrading to MySQL Enterprise Monitor Agent 2.0

To upgrade an agent you should use aupdat e installer. Thiswill migrate your configuration information, simplifying the upgrade pro-
cess significantly.

Note

The agent log file, nysql - moni t or - agent . | og, if it exists, will be retained during the upgrade. A new log file,
nmysql - noni t or - agent . | og isused by MySQL Enterprise Monitor Agent 2.0.

The core sequence is the same on all platforms, the update process on Linux is shown below:

1. Start the update installer.

shel | > ./ nmysql noni t oragent-2. 0. 0.7101-1i nux-glibc2.3-x86-32bit-update-installer.bin

2. Setthelanguage for the installation process.

Language Sel ecti on
Pl ease select the installation |anguage
[1] English

[2] Japanese
Pl ease choose an option [1]

3. Confirm or update the location of the installation directory of the previous version.
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Wl cone to the setup wizard for the MySQL Enterprise Mnitor Agent Update

Pl ease specify the directory that contains the previous installation of
the MySQL Enterprise Mnitor Agent

Installation directory [/opt/nysql/enterprisel/agent]:

4.  Specify whether you want to create a backup of the current application and configuration information, and if so, where the backup
directory should be created.

Current installation backup
Do you want to create a backup during the update process?

Backup the current installation [Y/n]: Y

Backup directory [/opt/nysql/enterprise/agent/patchbackup]:

5. You will be asked whether you want to enable the Query Analyzer. The Query Analyzer enables you to monitor the execution
stateistics for individual queries executed through your MySQL servers. To enable, you must specify the proxy port, MySQL serv-
er and MySQL server port that you want to use. If you do not enable Query Analyzer now, you can enable it later. See Chapter 8,
The Query Analyzer Page.

Query Anal yzer Configuration

M/SQL Proxy enabl es query nonitoring and anal ysis by |istening on the port
speci fied below for client connections that are then passed through to a
backend MySQ. dat abase server. It is not needed for basic nonitoring
functionality, but is required for query nonitoring and anal ysis.

Visit the following URL for nore information:
https://enterprise.nysql.confdocs/ nonitor/2.0/en/ mem query-anal yzer. htnl

Enabl e Proxy (recommended) [Y/n]:

Proxy Port [4040]:
Backend Host: 127.0.0.1 (cannot be changed)
Backend Port: 3306 (cannot be changed)

6. You are now ready to complete the installation. Confirm that you want to continue.

Setup is now ready to begin installing M/\SQL Enterprise Mnitor Agent Update on your computer.

Do you want to continue? [Y/n]:

Pl ease wait while Setup installs MySQL Enterprise Mnitor Agent Update on your conputer.

Installing
0% 50% 100%

Setup has finished installing My\SQL Enterprise Mnitor Agent Update on your computer.
Restart MySQ. Enterprise Mnitor Agent now [Y/n]:
View Readne File [Y/n]: n

Before connecting your MySQL Enterprise Monitor Agent to your MySQL server you must update the grants for the MySQL Enter-
prise Monitor Agent. Connect to the MySQL server and run this statement to update the required grants:
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GRANT CREATE, | NSERT
ON nysql . *
TO 'nysql user' @I ocal host'
| DENTI FI ED BY ' agent _password';

Replacing themysql user andagent _passwor d parameters with the values used for connecting your agent to your MySQL serv-
er.

Once the update agent has communicated with the MySQL Enterprise Service Manager the core information about the agent and the
MySQL server it is monitoring will be migrated to the new data format required by MySQL Enterprise Service Manager 2.0. To migrate
the existing stored data, see Section F.9, “Migrating 1.3.x Historical Datato MySQL Enterprise Monitor 2.0”.

2.6.1.2. Unattended MySQL Enterprise Monitor Update

The options available when performing an unattended MySQL Enterprise Service Manager update are as follows:

--help Display the Iist of valid options
--version Di spl ay product information
--optionfile <optionfile> Installation option file

Def aul t :
--node <npbde> Installation node

(W ndows) Def aul t: w n32

(Uni x)Default: gtk

(Mac OS X)Default: osx

(W ndows) Al | owed: wi n32 unattended

(Uni x) Al  owed: gtk text xwi ndow unattended
(Mac OS X)Al |l owed: osx text unattended

--debugtrace <debugtrace> Debug fil enane
Def aul t:

--installer-language <installer-language> Language sel ection
Def aul t :
Al lowed: en jp

--installdir <installdir> Previous Installation
Defaul t:

--creat eDat aBackup <creat eDat aBackup>

Default: 1
--backupDir <backupDir> Backup directory
Def aul t:

The options for an unattended update of the agent differ only in that the cr eat eDat aBackup option isreplaced by
cr eat eBackup.

If you did not install the MySQL Enterprise Service Manager to the default directory thei nst al | di r option must be specified. node

must also be specified when performing an unattended update. Otherwise, performing an unattended update isidentical to the process
described in Section 2.4, “Unattended Installation”.

2.6.2. Reinstalling MySQL Enterprise Monitor

In some cases you may want to reinstall MySQL Enterprise Monitor rather than updating your current installation. To reinstall rather
than update MySQL Enterprise Monitor follow these steps:

1. Stopall the Monitor Agents
2. Runtheuni nst al | programs for both the MySQL Enterprise Service Manager and the MySQL Enterprise Monitor Agent

3. Beginthe new installation
To stop the Monitor Agents see:

¢ Windows: Section 2.3.5.1, “ Starting/Stopping the Agent on Windows’
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e Unix: Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”
¢ Mac OS X: Section 2.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

Instructions for removing the MySQL Enterprise Service Manager and the MySQL Enterprise Monitor Agent are given in Section 2.7,
“Uninstalling the MySQL Enterprise Monitor”.

2.6.3. Changing Your MySQL Enterprise Monitor Installation
This section describes the best practices to employ when changing your MySQL Enterprise Monitor installation.

2.6.3.1. Upgrading the Monitored MySQL Server

When upgrading a monitored MySQL server first stop the agent. To stop the agent see:

e Windows: Section 2.3.5.1, “ Starting/Stopping the Agent on Windows’

¢ Unix: Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”

e Mac OS X: Section 2.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

Stop the MySQL server and perform the upgrade. For instructions on stopping and restarting the MySQL service under Windows see
Section 2.2.5, “ Starting/Stopping the MySQL Enterprise Monitor Service on Windows'.

To stop and restart the MySQL daemon under Unix and Mac OS X, see, Section 2.2.6, “ Starting/Stopping the MySQL Enterprise Mon-
itor Service on Unix and Mac OS X”.

Once the service/daemon is stopped you may upgrade your server. For instructions on upgrading your MySQL server see the reference
manual pertaining to your server version. When the upgrade is complete restart the MySQL server.

Note
The agent'slog file will show that the server was down.

2.6.3.2. Changing the Server That an Agent Monitors

Y ou need not reinstall the MySQL Enterprise Monitor Agent to change the MySQL server that it monitors. It is possible to adapt an ex-
isting agent so that it monitors a different server.

To do this you must stop the monitor agent and then remove the server that it is monitoring. To stop the agent see:

¢ Windows: Section 2.3.5.1, “ Starting/Stopping the Agent on Windows’
e Unix: Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”

e Mac OS X: Section 2.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

For instructions on removing a server see, Section 4.3.3, “Removing a Server From the Dashboard” .

Once the agent is stopped and the server is removed from the Dashboard, changes may be made to theny sql - noni t -
or-agent.ini,ortheagent-instance.ini filewithintheagenti nst ances instancesdirectory. You can find the location of
the directory by examining the content of thenysql - noni t or - agent . i ni and checking the value of themysql d- i n-
stance-di r parameter.

If you want to make changes to the monitored MySQL server, edit theagent - i nst ance. i ni file. Changetheuser, passwor d,
host nane, and por t valuesif required. For more information, see Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni)
Configuration”.

To change other settings, such as enabling proxy support (required for Query Analyzer), the management host, or the port number used
by the agent, modify thenysql - moni t or - agent . i ni file. For more information, see Section 2.3.6.1, “MySQL Enterprise Monit-
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or Agent (mysql - noni t or - agent . i ni ) Configuration”.

To restart the agent see:

¢ Windows: Section 2.3.5.1, “ Starting/Stopping the Agent on Windows’
e Unix: Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”

e Mac OS X: Section 2.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

Note

If you are adapting an existing agent to monitor aremote server make sure that the agent has the credentials for remote ac-
cess and that the port on the remote MySQL server instance is open. For more information, see Section 2.3.6.4,
“Configuring an Agent to Monitor a Remote MySQL Server”.

If you experience difficulties starting the agent, check Section 2.3.7, “ Troubleshooting the Agent”.

Log in to the Dashboard and you should find your new server inthe Al | Ser ver s group.

2.6.3.3. Temporarily Suspending the Agent

In some situations you may need to bring down a monitored server. When thisis necessary, it is good practice to stop the agent
first—doing so will avoid generating a“ Server is unreachable” event.

For instance, suppose you need to stop the server to do a backup. The stepsto follow are:

1. Stop the agent

2. Stop the service/daemon

3. Perform the backup

4. Restart the service/daesmon

5. Restart the agent
To stop or start the agent see:

¢ Windows: see Section 2.3.5.1, “ Starting/Stopping the Agent on Windows’

¢ Unix: see Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”

e Mac OS X: see Section 2.3.5.2, “ Starting/Stopping the Agent on Mac OS X"

To stop the MySQL service/daemon see the MySQL reference manual for your server version. Y ou can find the manual online at ht-
tp://dev.mysgl.com/doc.

Follow these steps and there will be no “noise” associated with backing up your server. In contrast, if you leave the agent running while
bringing down the server, you will generate a“ Server is unreachable” event.

As an dternative to stopping the agent, you can change the logic associated with arule. For instance, you could alter the threshold of the
rule “ Server isunreachable”:

Y%server.reachabl e% == THRESHOLD

to:

Y%erver. reachabl e% == THRESHOLD && CURTI ME() NOT BETWEEN ' 22: 00: 00° AND ' 23: 00: 00'
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Thiswould effectively blackout the rule between 10 and 11 pm, during which time you could perform a backup.

For more information about editing rules see Section 5.3, “Editing Built-in Rules’. To blackout all events associated with a specific
server or group of servers see Section 5.6, “ Advisor Blackout Periods’.

2.7. Uninstalling the MySQL Enterprise Monitor

Removal of the MySQL Enterprise Monitor requires removal of the MySQL Enterprise Service Manager and the MySQL Enterprise
Monitor Agent Service. In some circumstances, when running multiple agents on one machine for instance, you may not want to re-
move the entire MySQL Enterprise Monitor Agent Service but only a single monitored server.

2.7.1. Removing the MySQL Enterprise Monitor: Windows

Removing the MySQL Enterprise Service M anager

Remove the MySQL Enterprise Service Manager by going tothe Cont r ol Panel and choosing Add or Renobve Prograns.
Find theentry for MySQL Ent erpri se Mnitoring and Advi sory Servi ce and removeit. During the uninstall process
you will be given the option of saving existing data and log files. Choose this option if you plan to reinstall the MySQL Enterprise Mon-
itor.

If you are not saving existing data, after MySQL Enterprise Service Manager has been removed you may deletethe C: \ Pr ogr am
Fi | es\ MySQL\ Ent er pri se\ Moni t or directory.

Warning

If you chose not to remove existing data and log files when uninstalling MySQL Enterprise Service Manager do not re-
movethe C: \ Program Fi | es\ MySQL\ Ent er pri se\ Moni t or directory. Doing so will delete these files.

If you added the Tomcat/Apache web server to the list of Windows firewall exceptions, remove this service by opening the W ndows
Fi rewal | fromtheControl Panel .Choosethe Excepti ons tab and deletethe Tontat / Apache entry.

Removing MySQL Enterprise Monitor Services Only

When the MySQL Enterprise Service Manager isinstalled, the Tomcat/Apache and MySQL server services are started. It is possible to
remove these services without also removing your MySQL Enterprise Service Manager installation. For more information about these
services see, Section 2.2.5, “ Starting/Stopping the MySQL Enterprise Monitor Service on Windows’.

Do thisby finding the MySQL Ent er pri se Moni t or menu option and choosing Ser vi ces andthen Uni nstal | MySQ. En-
terprise Monitor Services. Thiswill removeall the services associated with MySQL Enterprise Service Manager.

Y ou can confirm that these services have been removed by checking servicesin the Microsoft Management Console Services window.

If you wish to reinstall these services you can do thisby usingthel nstal | MySQL Enterprise Mnitor Services menu
option.

It is also possible to remove servicesusing thenysql noni t orct | . bat filefoundinthe C: \ Program

Fi | es\ MySQL\ Ent er pri se\ Moni t or directory. To see the available options, go to the command line and type: nyql net -
wor kctrl hel p. Thisbatch file is discussed in more detail in Section 2.2.5, “ Starting/Stopping the MySQL Enterprise Monitor Ser-
vice on Windows’.

Removing the Monitor Agent
To remove the Monitor Agent itself, open the Cont r ol Panel and choose Add or Renove Prograns. Find theentry for

MySQL Enterprise Mnitor Agent andremoveit. Thiswill execute the uninstall program located inthe C: \ Pr ogr am
Fi | es\ MySQL\ MySQL\ Ent er pri se\ Agent directory.

Warning

If you are running more than one agent on the same machine and wish to remove only one of the agents, do not remove
the MySQL Enterprise Mnitor Agent entry fromthe Add or Renove Prograns menu. Toremovea
single agent see Removing a Single Agent [72]

After removing the Monitor Agent you may also need to remove the directories, C: \ Program Fi | es\ MySQL\ Ent er pri se and
C:\ Program Fi | es\ M\ySQL\ Ent er pri se\ Agent .
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Removing the Monitor Agent in this fashion will remove the default service. However, if you are running additional Monitor Agents as
described in Section 2.3.6.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, you will have to remove those agents manu-
ally. See the next section for instructions on doing this.

Removing a Single Agent

If you are running more than one agent on the same machine and wish to remove only one of the agents, do not remove the My SQL
Enterprise Monitor Agent entry fromtheAdd or Renove Programnms menu. Toremove asingle agent and leave other
agents intact follow these steps:

1. Stoptheagent

2. Confirm the location of thelog files

Remove the agent as a service

> W

Remove/Archive the associated files
It is best to stop the agent before removing it; for instructions on stopping an agent see, Section 2.3.5.1, “ Starting/Stopping the Agent on
Windows’.

Y ou can confirm the location of the agent log files by checking thei ni file. For more information on this topic see Section 2.3.6.1,
“MySQL Enterprise Monitor Agent (nysql - moni t or - agent . i ni ) Configuration”.

Go to the command line and remove the MySQL Enterprise Monitor Agent as a Windows service by typing:

shel | > sc del et e Agent Name

Y ou can confirm that the agent has been removed by checking the Microsoft Management Console Services window. There should no
longer be an entry for the removed agent.

Y ou should also remove or archive any log or configuration files associated with this agent. If you have installed any additional agents,
remove them in the same fashion.

2.7.2. Removing the MySQL Enterprise Monitor: Unix
Removing the MySQL Enterprise Service M anager

To remove the MySQL Enterprise Service Manager, find theuni nst al | fileinthe/ opt/ nmysql / enterpri se/ nonitor direct-
ory.

Execute thisfile by typing:

shel | > . /uninstall

During the uninstall process you will be given the option of saving existing data and log files. Choose this option if you plan to reinstall
the MySQL Enterprise Monitor.

If you are not saving existing data, after uninstalling the MySQL Enterprise Service Manager you may remove the /
opt/ nmysql / enterprise/ nonitor directory.

Warning

If you chose not to remove existing data and log files when uninstalling the MySQL Enterprise Monitor do not remove the
/opt/ nmysql / enterprise/ nonitor directory; doing so will delete thesefiles.

On Red Hat Enterprise Linux 4 and Fedora Core 4, the uninstall script may not stop the Tomcat server. Do this manually if necessary.
To do this see, Section 2.2.6, “ Starting/Stopping the MySQL Enterprise Monitor Service on Unix and Mac OS X”.

There may be other Java processes running on your system. Be careful not to accidentally stop them.

On some Unix platforms, inluding HP-UX, you may have to manually deletethe uni nst al | application and the installation directory
after you have execute the uninstall process.
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Removing the Monitor Agent

Prior to removal of the Monitor Agent Service you should stop any agents. Do this by changing tothei ni t . d directory and issuing
the command, . / nysqgl - moni t or - agent st op.

You will findtheuni nst al | fileinthe/ opt/ mysql / enterpri se/ agent directory. Execute thisfile by navigating to thisdir-
ectory and typing:

shel | > ./ uninstal

After uninstalling the Monitor Agent you may removethe/ opt / nysql / ent er pri se/ agent directory.

Removing the Monitor Agent in this fashion will remove the default service, and all the configuration files for different instances.

Removing a Single Agent

If you are running more than one agent on the same machine and wish to remove only one of the agents, do not run the uninstall pro-

gram. To remove a single agent and leave other agents intact follow these steps:

1. Stop the agent

2. Confirm the location of thelog files

3. Removethe agent asaservice

4. Remove/Archive associated files

ILE i_s best to stop the agent before removing it; for instructions on stopping an agent see Section 2.3.5.3, “ Starting/Stopping the Agent on
nix”.

Y ou can confirm the location of the agent log files by checking thei ni file. For more information on this topic see Section 2.3.6.1,
“MySQL Enterprise Monitor Agent (mysql - noni t or - agent . i ni ) Configuration”.

Y ou may then remove the agent as a daemon by removing itsentry inthei ni t . d directory. Y ou should also remove or archive any
log or configuration files associated with this agent.

If you have installed any additional agents, remove them in the same fashion.

2.7.3. Removing the MySQL Enterprise Monitor Mac OS X

Removing the MySQL Enterprise Service M anager

To remove the MySQL Enterprise Service Manager, runtheuni nst al | . app located inthe/ Appl i ca-
tions/ mysql/enterprise/ nonitor/ directory, or theroot directory of your MySQL Enterprise Service Manager installation.

During the uninstall process you will be given the option of saving existing data and log files. Choose this option if you plan to reinstall
the MySQL Enterprise Monitor.

If you are not saving existing data, after uninstalling the MySQL Enterprise Service Manager you may remove the /
Appl i cations/ mysql/enterprise/ nonitor directory.

Warning

If you chose not to remove existing data and log files when uninstalling the MySQL Enterprise Monitor do not remove the
/Applications/mysgl/enterprise/monitor directory; doing so will delete these files.

Removing the Monitor Agent

Prior to removal of the MySQL Enterprise Monitor Agent you should stop any agents. Do this by changing to thei ni t . d directory
and issuing the command:

shell > ./ mysql - moni t or - agent st op
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Runtheuni nst al | . app filelocated inthe/ Appl i cati ons/ mysql / ent er pri se/ agent directory.

After uninstalling the MySQL Enterprise Monitor Agent you may removethe/ Appl i cati ons/ nysql / ent erpri se/ agent dir-
ectory.

Removing the MySQL Enterprise Monitor Agent in this fashion will remove the default service, and all the configuration files for dif-
ferent instances.

Removing a Single Agent

If you are running more than one agent on the same machine and wish to remove only one of the agents, do not run the uninstall pro-
gram.

To remove asingle agent and |eave other agents intact follow these steps:

1. Stoptheagent
2. Confirm the location of thelog files

Remove the agent as a daemon

> W

Remove/Archive associated files
It is best to stop the agent before removing it; for instructions on stopping an agent see Section 2.3.5.2, “ Starting/Stopping the Agent on
Mac OS X".

Y ou can confirm the location of the agent log files by checking theini file. For more information on this topic see Section 2.3.6.1,
“MySQL Enterprise Monitor Agent (nysql - moni t or - agent . i ni ) Configuration”.

Y ou may then remove the agent as a daemon by removing itsentry inthei ni t . d directory.
Y ou should also remove or archive any log or configuration files associated with this agent.

If you have installed any additional agents, remove them in the same fashion.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

The purpose of the MySQL Enterprise Dashboard isto provide you with information about your MySQL servers. It provides alist of
the latest MySQL Enterprise Advisor reports, server status information, MySQL Enterprise alerts, and updated views of monitored
MySQL servers. The Mbni t or screen gives aquick overview of the status of your MySQL servers.

The MySQL Enterprise Dashboard interface is provided through a standard web browser. For more details on the supported browsers,
see Section F.2, “ Supported Browsers’.

Y ou can open the Dashboard and connect to the MySQL Enterprise Dashboard either using the standard HT TP protocol, or using an
SSL connection (HTTPS). By default, you can connect to MySQL Enterprise Dashboard using ht t p: / / host : 18080, where host
isthe hostname or | P address of the MySQL Enterprise Service Manager. The default SSL URL isht t p: / / host : 18443. Theseval-
ues can be overridden during installation. Y ou can check the configured values by looking at the conf i gur ati on_report . t xt
file within your installation directory.

Note

If you are connecting using SSL, the built-in certificate has been self-signed and may be highlighted as 'unsafe’ within the

browser oninitial connection. Y ou should add an exception for the certificate on this server to prevent problems accessing

the site.
The Monitoring page provides an instant health check for all of the MySQL servers across the enterprise.

From this page users can:

« View monitoring data and all critical MySQL Advisor Rule violations for all or selected servers.

¢ Close and annotate MySQL Advisor Rule violations.

e Quickly determineif thereisaMonitor Agent that is not communicating with the Service Manager.

¢ Quickly determineif thereis a server that isin trouble or completely down.

* View indicator value graphs for key MySQL and operating system (OS) level metrics. Graph presentation will default to a thumb-

nail view but will open into alarger image upon being clicked.

The monitored server or servers are displayed in atab on the left known asthe Ser ver Tr ee. You can navigate to a number pages
that provide more detailed information. These pages include:

e Moni t or: The overview page providing you with a quick summary of the servers, their status, events, availability and load. The re-
mainder of this chapter details the contents of this page.

e Advi sor s: Showsthe various advisors configured in your installation and allows you to schedule their execution on different serv-
ers, apply and manage rules and manage the advisor installation itself. For more information, see Chapter 5, The Advisors Page.

« EVENTS: Provides an interface into the event system that highlights specific issues and problems on your monitored servers. For
more information on using Events, see Chapter 6, The Events Page.

e Query Anal yzer: Interfaces to the query monitoring system that can be used to monitor and track the individual queriesthat are
being executed on a system and help to highlight problem queries that may need optimization or that may be affecting server load.
For more information, see Chapter 8, The Query Analyzer Page.

* G aphs: Enablesyou to view and configure a number of individual graphcs covering arange of different statistics. For more de-
tails on how to view and use these graphs, see Chapter 7, The Graphs Page.

¢ Replicati on: Providesinformation on the status and structure of your serversthat are using replication. This pageis only avail-
ableif you have a suitable subscription level. For more information, see Chapter 9, The Replication Page.
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e Settings: Controlsthe settings for the server, including email configuration, passwords, and server and user management. For
more information, see Chapter 4, The Settings Page.

Graphs are shown in the center of the page beneath the tabs. If applicable, you'll also find alist of critical events.

On theright isthe color-coded Heat Char t , showing the advisors that are installed by default. The Heat Chart shows the most
important advisors, allowing a quick overview of the state of your servers. You may openthe Heat Chart initsown window by
clickingthe St andal one Heat Chart link. If applicable, you'll also find alist of critical events.

The Show Hi de Legend link toggles display of the key to theicons used inthe Heat Chart .
Note

Find colorblind-accessibleiconsinthe al t er nat e directory. On Linux this directory isimmediately below the/

noni t or/ apache-t ontat / webapps/ ROOT/ web/ r esour ces/ i mages/ directory. Theseimages are stored in
the same directory on Windows. To use them, backup the originals and then copy and paste the alternate set into the i m
ages directory.

If a specific server isselected inthe Ser ver Tr ee details about this server are shown beneath the legend in the Met a | nf 0 area.
The information shown in this areais the host name, the MySQL version humber, the number of scheduled rules, the operating system,
and the CPU.

TheMet a | nf o section also shows how long the agent has been running, when it last contacted the MySQL server it is monitoring,
and the last time the agent contacted the dashboard. Mouse over the date shown beside Up SINCE and a pop-up box displays the time
that has elapsed since the server instance was last started. Y ou can aso mouse over the LAST MYSQL CONTACT and the LAST AGENT
CONTACT dates.

Note

In the case of remote monitoring, the agent runs on a different machine than the MySQL server that it is monitoring. The

Host name, MySQL, and Rul es information appliesto the system being monitored. The OS and CPU information applies

to the machine on which the agent is running. For more information about remote monitoring see, Section 2.3.6.4,

“Configuring an Agent to Monitor a Remote MySQL Server”.
The top of the screen shows the refresh cycleand Hel p and Log CQut links. Click the Hel p link to open the documentation in a separ-
ate browser window. Choose Log Cut if you wish to leave the Dashboard or to log in as a different user. Different refresh rates are
available from the drop-down listbox.
In the footer are external linksto MySQL Enterprise and information about the current user. Users can remain connected to the Dash-
board and update their subscription, use the Enterprise Knowledge Base, and contact technical support. Y our subscription information is
also displayed here, showing the number of days remaining and the number of licenses. The number of licenses indicates to the number
of machines that may be monitored; any number of MySQL servers may be running on a specific machine.

The footer also containsalink to the Set t i ngs page. If your subscription is current it reads SUBSCRIPTION IS UP-TO-DATE. MORE
INFO..... For more information about the Set t i ngs page see Section 4.7, “ The Product Information Screen”.

3.1. The Server Tree

The tab on the left displays the Server tree. By default the first group of serversis selected. This selection determines the information
shown on the Moni t or page.

If aserver group is selected, the information presented on the Moni t or page is aggregate information for this group; if only one server
is selected the information applies to that server only.

Change your server selection and the information shown in the graphs and inthe Heat  Chart changes.

Note
For more information about server groups see, Section 4.3.2, “Grouping Servers’.

Theindividual server, or server group, selected in the Server Tree also determines what information appears when the Advi sor s tab
or the EVENTS tab is selected.

The Server Tree presents an easy way to navigate to different groups or to specific servers.
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3.2. The Server Graphs and Critical Events

The center of the Moni t or page gives avisual representation of the state of your servers.

Figure 3.1. MySQL Enterprise Dashboard: The Graphs Screen
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The graphs present information about the currently selected server or server group. The default graphs show the hit ratios, CPU utiliza-
tion, connections, and database activity for a specific interval.

To set theinterval click theconf i gur e graphs link immediately below the graphs. This opens a dialog box where you can choose
the default interval for the x-axis of the graphs. Defining a shorter or longer interval gives you a shorter or longer term view of server
activity. The thumbnail and full-size graph dimensions can also be adjusted from this dialog box. Save any changes that you have made
and the values chosen will be the defaults whenever you logiin.

Y ou can also choose the default graphs shown on the Moni t or page. Todothisclicktheedi t favori t es link and choose the
graphs you want from the drop-down list box. To choose contiguous graphs, hold down the Shift key and click the desired graphs. For a
noncontiguous selection, click the desired graphs while holding down the Ctrl key. The maximum number of graphs that can be dis-
played on the Moni t or pageissix. Save your changes and these will be the default graphs whenever you log in.

Color coding helps distinguish different aspects of each graph. With Dat abase Acti vi ty for example, you can readily distinguish
SELECT statements from database insertions.

Clicking a graph opens a detailed view with GRAPH DisPLAY and CONFIGURE tabs. Choose the Conf i gur e tab to temporarily
change the way that a graph displays. Changes made from this tab only apply to the standalone graph while it is open. Persistent
changes are made as described above.

Dismiss the enlarged graph by clicking the HIDE button.

Alerts from the event system will be displayed immediately below the charts. For more information on the events display, see
Chapter 6, The Events Page.

3.3. The Heat Chart

TheHeat Chart isfound ontheright side of the Moni t or page and shows the status of critical rules. Monitored servers are organ-
ized by groups. To view the status of a specific server, click the + button next to the appropriate server group.

Whenever a new agent contacts the Service Manager for the first time, all the rulesin the Heat Chart Advisor are automatically activ-
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ated. These Advisors monitor the status of the server and agent, critical operating system indicators, and important events related to
your MySQL servers. An example follows.

Figure 3.2. MySQL Enterprise Dashboard: The Heat Chart
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To interpret the Heat Chart see the following legend.

Figure 3.3. MySQL Enterprise Dashboard: The Heat Chart Legend
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The status unknown will typically apply when an agent is down and can no longer report the status of the server that it is monitoring.
The status unknown may also apply if the data collection that should be collected is not available on the server being monitored.

Y ou may open the Heat Chart in its own browser window by clicking the St andal one Heat Chart link immediately below the
Heat Chart ontheléeft. If you like, the refresh rate can be set to a different rate than the setting on the Moni t or page.

In addition to showing the most important advisors, the Heat Char t also has columns that display the number of critical, warning,
and informational alarms. Clicking the hyperlink in any one of these columns takes you to the Event screen, which gives more detailed
information. For more information about events see, Chapter 6, The Events Page.

When the Dashboard isfirst installed no notification groups are associated with the Advisors shown in the Heat Chart. For more inform-
ation on this topic see, Section 2.2.7.3, “Installing Advisors After Initial Log-in" and, Section 4.5, “Manage Notification Groups’.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Upon initial installation you may have configured your MySQL Enterprise credentials and also outgoing email settings. This section ex-
plores the configuration settings in more detail, and a so shows how to manage servers, users, notification groups, Simple Network
Management Protocol (SNMP) traps, log files, and the product information screen.

Knowledge of server management is a prerequisite for properly configuring advisors—the subject of Chapter 5, The Advisors Page.

Togettothe Set t i ngs page open the Dashboard and choose the Set t i ngs tab.

4.1. Global Settings

The GLOBAL SETTINGS control the main confirguration parameters for the entire MySQL Enterprise Monitor system, including your
email notifications, data purge, and Enterprise website credentials.

Figure 4.1. MySQL Enterprise Dashboard: Settings
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"] On Save send test trap (optional) Confirm Password
Up/Down Application |
Advisor Event with a severity of | Critical 5 save
Application Error
MySQL Enterprise Product Key
save
In the event that this machine cannct connect to mysgl.com to verify subscription information,
Server Locale you may manually impeort this infarmation from a file provided by MySQL Enterprise.
Locale Subscription updates will reguire that you retrieve a new file from MySOL Enterprise.
English (United States) = MySQL Enterprise Product Key
This locale overrides the cperating system lecale for use in notifications. Choose File | no file selected
save save

MyS0L Enterpris 2 MySOL AB,
2008 Sun Microsyatems. | All rights reserved.

Enterprise Software | Update Service | Knowledge Basa | Technical Support | About Logged in as "admin® (Nov 19, 2008 3:38:40 PM)
Monitoring 3 instances on 2 hosts (198 hosts remaining). Subscription is up-to-date. More info....

The GLOBAL SETTINGS pageis divided into a number of different sections:

¢ OUTGOING EMAIL SETTINGS
Configures the settings for email notifications by MySQL Enterprise Service Manager. Y ou must configure the FROM ADDRESS
SMTP SERVER settings. If your server requires authorization, complete the necessary server login details, and whether SSL isre-
quired.
Y ou can test your configuration immediately by adding an email address to the ON SAVE, SEND TEST EMAIL MESSAGE TO box.
For more information about Qut goi ng Enmi | Setti ngs see, Section 2.2.7.5, “Outgoing Email Settings”.

* SNMP TRAPS
The SNM P TRAPS section of the GLOBAL SETTINGS tab allows you to enable Simple Network Management Protocol so that your
Network Management System (NMS) can handle events created by the MySQL Enterprise Monitor. SNMP notifications are off by
default. Y ou can enable them by clicking the ENABLE SNM P NOTIFICATIONS checkbox.

MySQL Enterprise Service Manager includes support for both SNMPv1 and SNMPv2. Y ou can select the SNMP version to use by
clicking the corresponding Use SNM Pv1 or Use SNM Pv2 radio button.

Inthe TARGET 1 or TARGET 2 text box enter the IP address or hostnames of your NM S listeners. The port number defaults to the
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well-known SNMP port, 162. If you are not using this port, enter the port that your Network Management System is listening on.
Enter the appropriate community string in the Conmuni ty St ri ng text box. The default value for thisstring ispubl i c.

For the trap address for Advisor traps, you can optionally elect to use the address of the agent that triggered the aert, rather than the
address of the MySQL Enterprise Service Manager. To do this, click the USE THE REMOTE MYSQL AGENT HOST | P ADDRESS AS
THE SNM P TRAP AGENT ADDRESS FOR ADVISOR TRAPS. For internally generated SNMP traps (i.e. with MySQL Enterprise Ser-
vice Manager) you can also specify an alternate address by putting the IP addressin the SNMP TRAP AGENT ADDRESS FOR IN-
TERNALLY GENERATED TRAPS box.

To ensure that the target you have specified isvalid, check theOn Save, Send Test Tr ap check box. The remaining check
boxes help you to configure how your NM S responds to MySQL Enterprise Monitor. Check the Up/DOWN APPLICATION check
box to configure NM S for starting up or shutting down the MySQL Enterprise Monitor. For configuration of advisor events choose
alevel of severity and check the ADVISOR EVENT WITH THE SEVERITY OF CRI TI CAL check box. Finally, choose the APPLICATION
ERROR check box to configure NM S to support application error traps. Be sure to save your settings before exiting.

If you wish to enable SNMP traps globally, check the Enabl e SNMP Not i fi cati ons checkbox. To enable SNMP traps only
for specific rules run against specific servers or server groups leave this checkbox unchecked—enabling specific SNMP trapsis
done as rules are scheduled. For instructions on doing this see Section 5.2, “ Scheduling Rules’.

The Management Information Base (MIB) file associated with SNMP trapping is called MONI TOR. M B. For the location thisfile
see Section C.4, “The Management Information Base (MIB) File".

Note

The MIB file supplied with MySQL Enterprise Service Manager is not directly compatible with OpenNMS. For a sample
of the modifications that need to be made, please see the comments for Bug#41714.

SERVER LOCALE

The Server Local e setting determines the language of notification for the following items:

* Email notifications

* SNMPtraps

» The naming conventions for shared resources such as a replication group name prefix

Theinitial value in this drop down list box isthe locale for the OS on which the Dashboard is running.

DATA PURGE BEHAVIOR

TheDat a Purge Behavi or section of the @ obal Preferences pageletsyouremoveold log files and also old data from
the repository. The default purgeinterval isnever . If you wish to purge data, change this setting by choosing from the drop-down
list. Choosing 52 weeks, for example, will remove all datathat is older than ayear.

Warning

Purging datawill permanently remove information from the repository. Since events are derived from data contained in
the repository, they will be purged along with the data.

Ensure that there is adequate disk space for the repository. If you are monitoring numerous servers and running many rules
the size of the repository can increase rapidly. Choose purge behavior accordingly.

The default value for purging, never , isthe safest option. However, please choose a purge setting that makes sense for
your environment.

Note

The purge process is started approximately once every minute. If you change the purge duration from alarger timespan to
asmaller one, the data may start to be purged immediately.

Y ou can configure the data purge behavior for a number of different systemsindividualy:

» RemoveHistorical Data Collection Older Than configures the duration that the main data about your serversis retained. This
includes all data collections, including CPU, memory and connections and activity statistics.
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» Remove Service Manager Logs Older Than configures the duration that the main MySQL Enterprise Service Manager logs
are retained.

» Remove Query Analyzer Data Older Than configures the duration that the query analyzer statistics and information about in-
dividual queriesisretained.

Notes for setting purge behavior:

» Purging can be carried out manually by enabling thei nnodb_fi | e_per _t abl e for the repository database and then using
an OPTI M ZE TABLE operation to reclaim space from deleted rows in the table.

» If you set the purge value to a very low timespan value when the previous setting was quite high then the space used for the data
that was purged will not be reclaimed from the InnoDB tablespaces. Y ou can do this by running OPTI M ZE TABLE on the
MySQL tables for MySQL Enterprise Service Manager to reclaim the space from the purged rows.

¢ REMOTE SERVER INVENTORY SCHEDULE

MySQL Enterprise Monitor keeps track of all the databases and tablesin a server, aswell as the amount of RAM, disk space, and
other items. A re-inventory updates this information in case you have added or dropped databases and tables. Depending upon the
configuration of your system, this operation can tax resources. If you are monitoring many remote servers this is an operation you
may want to perform in off-peak hours only.

¢ MYSQL ENTERPRISE CREDENTIALS

Y ou can specify the credentials for logging into the MySQL Enterprise Website. These should match the user name and password
that you have registered with MySQL for your enterprise subscription.

Note
Only administrators can changethe MySQL Ent er pri se Credenti al s section or enter a product key; for other
users, this section does not show up in the interface. For more information about different users and their rights see Sec-
tion 4.4, “Managing Users”. Specifying incorrect credentials results in the error message, “Y our credentials do not appear
to bevalid.”

¢ MYSQL ENTERPRISE PRODUCT KEY

You may update your MySQL Ent er pri se Product Key. If youdo not have accessto the Internet from the Dashboard, this
provides an alternate way to update or activate the MySQL Enterprise Monitor.

To enter your product key first download it from the MySQL Enterprise website. Copy the key to alocation accessible from the
Dashboard. Use the BROwSE button to locate the key and then press the savEe button.

If you wish to switch from using your MySQL Enterprise credentials to using a product key to update MySQL Enterprise Monitor,
you must first clear your credentials. Do this by removing the email address from the MY SQL ENTERPRISE CREDENTIALS section
and then clicking the save button. Y ou may then enter and save your MySQL Enterprise product key.

Note

Only administrators can changethe MySQL Ent er pri se Credenti al s section or enter a product key; for other

users, this section does not show up in the interface. For more information about different users and their rights see Sec-

tion 4.4, “Managing Users”. Specifying incorrect credentials results in the error message, “Y our credentials do not appear
to bevaid.”

4.2. User Preferences

On this page users can change their passwords, user names, and locale information.

Figure 4.2. MySQL Enterprise Dashboard: User Preferences
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s N N h'd N N R’ o=
%% Monitor [ Advisors {f Events 12| Graphs 1% Query Analyzer & Replication ¥ Settings @ What's New?
Global Settings | User Preferences | Manage Servers | Manage Usaers | Manage Motification Groups | Logs | Product Information

User Preferences

User Name:

admin

Role
manager %

Password (Leave empty to keep password unchanged)

Confirm Password

Timezone Locale
(GMT+00:00) Greenwich Mean Time - Europe/London = English =
save

Change your password by entering a new value into the PASSWORD text box. To change your user name enter a new value into the
USERNAME text box. Click the SAVE USER PROPERTIES button to commit this change.

Y ou may also adjust your time zone and locale information from this page. The settings on this page apply only to the user who is cur-
rently logged in.

The MySQL Enterprise Service Manager determines the default value for the locale by looking at your browser settings. Changing this
value, determines the language setting for any future logins to the Dashboard, overriding your browser settings.

Note
Be sure to set the correct time zone so that alerts are time stamped correctly.

This setting applies only to the specific user.

4.3. Manage Servers

To help with server management, the Service Manager supports the logical grouping of MySQL servers. This alows you to group serv-
ersin any fashion you choose. For example, you can manage servers according to purpose. Y ou can group servers by whether the serv-
ers handle Internet or intranet data, by whether they power finance or HR applications, or, if you prefer, you may organize them by
physical location rather than by functionality.

Figure 4.3. MySQL Enterprise Dashboard: Manage Servers

[ @mMontor | Undvisors | CYEvents | ZiGraphs | GQueryAnayzer | & Repicaton [l Bl © Whats New? |
Global Setlings | User Preferences | Manage Servers | Manage Users | Manage Notiication Groups | Logs | Product information
create group || cenfigure query analyzer | Historical Data Migration: (lear more) | start || stop | Upgrade Status: migraticn is complete | hide migration inferface
Manage Groups & Servers
Server Guiery Analyzer MySOL  Up Since Last MySQL Agent Last Agent Migration Status
Enabled Examples Explains

1) i Servers (3)

D bear:3306 (ungrouped) Oon On On 5.060-lbg Sep13 20086:37T:12PM  Nov 19, 2008 4.07:00 PM 2.0.0.7085 Nowv 19, 2008 40713 PM N/A [52 configure query analyzer [ rename

] gentoot.vmbear:3306 (ungroupea) | On oft Off | 5.0.60-g Nov 17, 2008 10:26:45 AM | Nov 19, 2008 4:42:00 PM 2007101 Nov 19, 2008 4:07:13 PM | Done [ configure query analyzer 33 rename

["] gentoo2.vmbear:3306 (ungroupea)  On oft Off  5060-og Nov17,20089:04.53 AM | Nov 19, 2008 1:51:00 PM 2.0.0.7101 Nov 18, 2008 4:07:11 PM  Done [ -2 configure query analyzer 33 rename

For a server to appear in the Dashboard there must be an agent monitoring it. If you wish to add a server to the Dashboard follow the
procedure for installing an agent found at Section 2.3, “Monitor Agent Installation”. Instructions for adding a remote server are found at
Section 2.3.6.4, “ Configuring an Agent to Monitor a Remote MySQL Server”.

The MANAGE SERVERS panel also allows you control the Query Analyzer and Data Migration. For more information, see Section 8.6,
“Query Analyzer Settings” and Section F.9, “Migrating 1.3.x Historical Datato MySQL Enterprise Monitor 2.0".

Note
The ALL SERVERS group is built in and every monitored server is amember of this group.
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4.3.1. Renaming a Server

Y ou can rename an existing server without losing the current historical data or configuration information. Renaming the server also al-
lows you to modify the name of the server to be more descriptive according to the server's role within your organization. For example,
you may want to rename a server from the default host name to include the department and application for the MySQL server.

To rename a server, click the RENAME link next to the server. Y ou will be prompted with information about the server, including the
host name and registered | P addresses for the agent. Fill in the alternative name that you want to be displayed in the text box at the bot-
tom of the window.

To rename a server, click context menu (downward arrow) before the current server name, and select RENAME. Y ou will be prompted

with information about the server, including the host name and registered | P addresses for the agent and the UUID. Fill in the alternative
name that you want to be displayed in the text box at the bottom of the window.

Figure 4.4. MySQL Enterprise Dashboard: Server Renaming

-

Rename Server |
Aename Server " bear:3306",
host
bear.moslp.pri
loc alhost
ip
182 168.0.2
127.0.01
182 1689219
172162171
port
306
mame
bear: 3306
save | cancel |
b .
Note

Renaming a server using the MANAGE SERVERS tab overrides all other settings, including changes made within the agent
configuration.

4.3.2. Grouping Servers

All monitored servers are automatically included in the top level server grouping, ALL SERVERS. Other server groupings are replication
groups or user-defined groups.

Y ou can create a user-defined group by clicking the M ANAGE SERVERS link. Add a group name and then click the CREATE GROUP but-
ton. The new group will be displayed immediately.

Replication groups are automatically discovered by MySQL Enterprise Monitor and in this respect differ from user-defined groups. For
more information about replication groups see Chapter 9, The Replication Page. However, like user-defined groups you can edit the
name of areplication group and add other serversto it.
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To add to agroup, select theadd t o gr oup link. Choose the server or servers you wish to add and then compl ete the operation by
choosing the ADD TO GROUP button. Y ou can add a server to agroup even if the agent is down.

To remove a server from a group expand the server group tree and click ther enove from gr oup link. To delete a server altogether
see Section 4.3.3, “Removing a Server From the Dashboard”.

Note
Slaves removed from areplication group will be rediscovered and re-added to that group.

To delete an group, you can use the DELETE GROUP link. Thiswill delete the group and remove the servers from being part of the de-
leted group.

Warning

Y ou cannot delete automatically created groups, such as those built during replication discovery, unless the group is
empty. If the group is not empty, you will get aerror.

There are three ways to modify an existing group; by renaming it, adding to it, or removing it. Select the r enane link to change the

name of agroup and add t o gr oup to add servers. Deleting agroup simply requires clicking ther enove al | from group
link. This removes the server group but has no effect on individual servers.

4.3.3. Removing a Server From the Dashboard

If you no longer wish to monitor aMySQL server you can remove it from the Dashboard. There is no provision for deleting an active
server from the Dashboard—to remove a server you must make it inactive by stopping the agent.

For instructions on stopping an agent see:

¢ Windows: Section 2.3.5.1, “ Starting/Stopping the Agent on Windows’
e Unix: Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”

¢ Mac OS X: Section 2.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

Once the agent is stopped you may delete the monitored server. Deleting a server simply means that it will no longer show up in the
Dashboard.

Remove a server by choosing the SETTINGS tab and then the M ANAGE SERVERS link. Find the server you wish to remove and delete it
by clicking the DELETE link. Deleting a server from the ALL SERVERS group or from any other group will remove it from the Dashboard
entirely.

Note

A DELETE link will not be available for an active server. Y ou must stop the agent before this link will appear.

Y ou may remove a server from any group at any time. Removing the last server from a group also removes that group.

4.4. Managing Users

The MANAGE SERVERS panel alowsto create, delete and manage individual users that have access to MySQL Enterprise Service Man-
ager

Figure 4.5. MySQL Enterprise Dashboard: Manage Users

% Monitor U advisors 1 Events | Graphs | Query Analyzer & Replication ¥ Settings 0 What's New?
Global Settings | User Praferences | Manage Servers | Manage Users | Manage Notification Groups | Logs | Product Information
create user
Manage Users
Username Role
‘admin manager [ edit user

agent agent | edit user
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To log in to the Dashboard a user account is required. There are three types of users with varying privileges, Administrators, Database
Administrators, and Agents. The Admi ni st r at or can create additional users and differs from a DBA in this respect. For this reason
the Manage User s doesnot display if aDBA user logsin. Additionally, only administrators can change the MySQL Enterprise Cre-
dentials section or enter aproduct key onthe @ obal Setti ngs page. These sections do not appear when DBA userslog in. For
more information on this subject see Section 4.1, “ Global Settings’. The Agent account simply allows the MySQL Enterprise Monitor
Agent to communicate with the Dashboard. There is no need for more than one agent account but defining an account for each server
that is monitored can be an advantage since this minimizes exposure should any one agent be compromised. Y ou cannot log in to the
Dashboard using the agent's credentials.

When the Dashboard is first launched there are two default users, Adni ni st r at or and Agent , both created during installation.
Their default user names are respectively, admi n and agent . The Administrator defined during installation as having the root role is
unique; this user cannot be deleted.

If you arelogged in asan Admi ni st r at or, you can add a new user by choosing the Manage User s link fromthe Set ti ngs
page. To create a user click the CREATE USER button, select arole for the user, and enter a user name and password.

When anew user first logsin, adialog box opens requesting time zone and locale information. This information may be changed later
fromthe User Pref er ences page. For moreinformation, see Section 4.2, “User Preferences’.

If you installed the Advisors through the Dashboard you should have aready configured the settings for the root role user. (See Sec-
tion 4.1, “ Global Settings” and following for more information about this topic.)

Warning

To receive MySQL Enterprise and Advisor updates configure the MySQL Enterprise settings for at least one user. The
MySQL Enterprise settings were set up on thefirst login to the Dashboard. For information on changing these settings see,
Section 4.1, “Global Settings’.

To edit an existing user'sinformation, select the Manage User s link, then select the user you wish to edit. Make your desired
changesin the fields provided and then save your changes.

To delete an existing user, merely select thedel et e link.

4.5. Manage Notification Groups

The MANAGE NOTIFICATION GROUPS panels allows you to create and manage the notification groups used when different notifica-
tions and warnings are distributed.

Figure 4.6. MySQL Enterprise Dashboard: Manage Notification Groups

2 Monitar ) Advisors ¥ Events 12 Graphs |5 Query Analyzer &l Replcation 5 Saftings 10 What's New?

Global Setlings | User Prelerences | Manage Servers | Managa Users | Manage Notiication Groups | Logs | Product inormation
create group

Manage Groups
GroupNams  Racipients

No Notification Groups Found

Notification groups are collections of users who should be notified when advisor alerts occur. These users may have login credentials
for the Dashboard but thisis not a requirement.

Y ou can create agroup by clickingthecr eat e gr oup link. Specify a group name and add recipients. When adding a user an email
address must be specified. If you are adding multiple users separate them with commeas.

To modify an existing notification group, select the edi t link next to the group name. Deleting a group simply requires clicking the
del et e link.

Figure 4.7. MySQL Enterprise Dashboard: Edit Notification Groups
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Create Group

Group Name
|Admin

Recipients (comma separated or one email address per ling)
admin@example.com

add

If aruletriggers an alarm, an email will be sent to the members of the notification group specified when the rule was scheduled. For
more information about scheduling rules see Section 5.2, “ Scheduling Rules”.

Note
Y ou should ensure that there isamail server available for sending out alerts and that there is an account configured for re-

ceiving any aertsthat are created. For SM'S messages, you must ensure that you have configured your SM S service set-
tings.

4.6. Logs

Usethe Logs link to inspect the various |og files associated with the MySQL Enterprise Service Manager. The following imageisan
example of this screen.

Figure 4.8. MySQL Enterprise Dashboard: Logs

Giobal Settings | User Preferences | Manage Servers | Manage Users | Manage Motification Groups | Logs | Product Information

Logs

Log Name Threshold Last Medified Entries

All N/A Nov 18, 2008 4.07:37 PM | 838 3¢ clear all logs

Advisors Info Nov 19, 2008 11:44:28 AM 338 $Eclearlog [ edit log level
Agent Monitoring | Info NiA 0 $clearlbg [ edit log level
Agent Tasks Info NiA 0 $clearlog [ editlog level
Data Collection Info NiA 0 $clearlbg [ edit log level
Graphs Info Nov 19, 2008 11:44:12 AM | 4 $clearlog [ editlog level
Groups Info NiA 0 $clearlbg [ edit log level
Inventory Info Nov 19, 2008 11:44:24 AM | 4 $clearlog [ edit log level
JDBC Info N/A o #clearlog [ edit log level
Misc Info Nov 19, 2008 11:44:25 AM 11 $clearlog [ edit log level
Migration Info Nov 18, 2008 1:52:09 PM 340 $clearlbg [ edit log level
Notification Info N/A 1] ¥ clearlog |3 edit log level
Preferences Info NiA 0 $clearlbg [ edit log level
Replication Info NiA 0 $¢clearlog (3 edit log level
Sacurity Info NiA ) $¢clearlog [ edit log level
saL Info N/A 1] ¥ clearlog |3 edit log level
Timing Info Nov 18, 2008 4.07:37 PM 140 $Eclearlog [z edit log level
Xwork Warning  N/A o $2clearlog (33 edit log level
Apache ‘Warning Nov 18, 2008 11:26:32 AM 1 $Eclearlog [z edit log level
Catalina Warning  N/A o $2clearlog (33 edit log level
Hibernate ‘Warning NiA 0 $Eclearlog [z edit log level
Freemarker Warning  N/A o $2clearlog (33 edit log level
Spring ‘Warning NiA 0 ¢ clearlog [z edit log level
EH Cache Warning  N/A o $2clearlog (33 edit log level

The various categories of logs are shown in a phabetic order. The most recent changes to each log are shown in the LAST M ODIFIED
column. The number of entriesin any specific log is shown under the ENTRIES column.
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To view detailed information click theLog Narme. Thiswill open a separate browser window showing the date, time, alert type, and
accompanying message.

On this screen you can filter log information in a couple of ways; by the message type and by time period .

To filter by message type select from the optionsin the LEVEL drop-down box. These are, in order of decreasing severity:

Al
e Error
e Warning

¢ |Information
e Trace

« Debug

Y ou can also adjust the number of items that appear on each page.

Pressthecl ear al | | ogs link to remove all log entries. To remove entries of a specific kind click thecl ear | ogs link associ-
ated with the specific log you would like to remove. A confirmation dialog box allows you to back out of this operation and avoid acci-
dentally removing log information.

To clear log files of a specific age seethe Dat a Pur ge Behavi or section of the @ obal Pref er ences page. For more inform-
ation on this topic see Data Purge Behavior [82].

Usetheedit | og | evel linktochangethetype of error logged. The value selected fromthe Edi t Log Level dialogbox de-
termines what appears under the THRESHOL D column (second from the left in Data Purge Behavior [82]).

Selecting Er r or from the list box will create the least number of log entries and Debug the most. Choosing None turns off logging al-
together.

It is also possible to download a compressed version of all the log files. For more information, see Section 4.7, “ The Product |nforma-
tion Screen”.

4.7. The Product Information Screen

Usethe Product | nfornation link to view detailed information about your subscription level and contract status.

¢ Subscription Warnings

The SUBSCRIPTION WARNINGS section contains information unique to your subscription. Information provided here will relate to
your subscription settings and the servers currently being monitored. For more information, see Section 4.7.1, “ Subscription Warn-

ing”.

« Contract Status
The CONTRACT STATUS section displays the subscription level, expiration date, contract number, the number of servers supported,
and your MySQL Enterprise user name. The SUBSCRIPTION LEVEL section gives more detailed information, including features and
any restrictions that may apply. Y ou may update your subscription at any time by clicking the uPDATE button.

¢ Subscription Information

The SUBSCRIPTION INFORMATION section contains detailed information about your subscription level and the numbger of hosts
currently monitored within your subscription level.

e Enterprise Dashboard Server Info

The ENTERPRISE DASHBOARD SERVER |NFO section provides detailed information about the running of your MySQL Enterprise
Service Manager, including information about the Java environment, hosthame and version information.
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The section a so includes detailed information about the current status of your MySQL Enterprise Service Manager, showing in-
formation on the agents, rules, and outstanding status of the various components. The information provded in this section is listed
below:

* PENDING HEARTBEATS
* PROCESSED HEARTBEATS
* PENDING JOBS
*  NUMBER OF AGENTS
* MONITORED MYSQLD INSTANCES
e BUILD VERSION
« Diagnostic Report

The page includes a hyperlink, DOWNLOAD DIAGNOSTIC REPORT. Click this link to download a compressed version of the MySQL
Enterprise Service Manager log files. All the log files found on the Logs page (for more information about |ogs see Section 4.6,
“Logs’) are contained in thisfile. It also contains the Java properties file, the monitored MySQL servers property file, information
about the status of the JDBC connection and Javathreads, and thesubscri pti on. xnl file. Thisreport is especially useful for
debugging the MySQL Enterprise Service Manager and the MySQL Enterprise Monitor Agent.

4.7.1. Subscription Warning

The Subscri pti ons Warni ng section on the product information page displays any warnings relative to your subscription. For
example, if your subscription has expired you may receive a message such as the following:

Your Subscription Needs to be Updated
* Your Platinum subscription expired 3 days ago on Feb 14, 2008 11:59:59 PM

If the subscription information on this page is not current, you can
update it by going to the Enterprise Mnitor dobal Settings page and
providing MySQL Enterprise credentials or by inporting a new product

key that you downl oaded from http://ww. nysql.coni enterprise/ downl oad. php.

To update or renew your subscription, please contact your MySQL
Account Representative at sal es@uysql.comor visit

http://wwv. mysql . con about/ contact/renew. htm. After the update or
renewal is conplete you can then follow the above instructions for
updating your subscription.

Follow these instructions to update your subscription. If you see this message and your subscription has aready been updated, simply
click the UPDATE button in the CONTRACT STATUS section of this page. This should update your subscription and remove the warning.

Note

After updating your subscription remember to also update your advisors. For instructions on doing this see Section 5.1,
“Installing and Updating Advisors’.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

MySQL Enterprise Advisors are a series of scripts that gather information from your MySQL servers using the Service Manager and the
Monitor Agents, analyze that information based on custom rules developed by MySQL AB, and then offer aerts and advice when ne-
cessary. As new rules are introduced, the MySQL Enterprise Advisors can be updated through the MySQL Enterprise website.

The MySQL Enterprise Advisorsfall into the following categories:

e Administration
» Better manage databases
* Suggest improvements for smoother operation
e Heat Chart
» Drivethe statusindicatorsin the Heat Chart
* Identify up/down status and performance issues
e Performance
» ldentify potentia performance bottlenecks
» Make suggestions for improved database speed
¢ Replication
* Identify replication bottlenecks
* Improve replication design
e Schema
* Identify schema changes
» Find security loopholes
e Security
e Protect MySQL servers
» Find security loopholes
An advisor category provides a set of rules designed to enforce MySQL best practices for that specific category. Rules can be targeted
to run at the individual server or group level and, upon rule violation, provide aerts and expert advice on how to address and correct a
problem before it becomes a costly outage.
Individual rules are defined inthei t ens- mysql - noni t or. xm file. On Windows thisfileisfound inthe C: \ Pr ogr am
Fi | es\ nySQL\ Ent er pri se\ Agent\ shar e\ nysql - noni t or - agent directory and on Unix in the/

opt/ nysql /enterprisel/agent/share/ mysql - noni t or - agent directory. Find below the rule for discovering ar oot ac-
count with no password.

<| TEM>
<NAME>no_r oot _passwor d</ NAVE>
<FI ELD>no_passwor d</ FI ELD>
<SCOPE>t abl e</ SCOPE>
<CODE>
/<! [ CDATA[ SELECT COUNT(*) AS no_password FROM nysql . user WHERE user='root' AND password='']]>
</ CODE>
<NAMESPACE>mysql </ NAMESPACE>
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<RETURNS>| NTEGER</ RETURNS>

<SOURCE>t abl e</ SOURCE>

<I NSTANCE>nysql . user </ | NSTANCE>
</ | TEM>

Y our MySQL Enterprise subscription level determines which rules are available to you. Subscription levels are cumulative, meaning
that higher MySQL Enterprise levels have access to all the rules of the lower levels.
When the Dashboard isfirst installed, the only rules that are scheduled are those that belong to the Heat  Char t group.

Go to the Advisors screen by logging in to the Dashboard and choosing the Advi sor s tab.

5.1. Installing and Updating Advisors

Instructions for installing Advisors are given in Section 2.2.7.3, “Installing Advisors After Initial Log-in”, and following. Principaly,
you need to configure your MySQL Enterprise login or enter your product key before you can update your Advisors.

If your MySQL Enterprise login is configured, you can download the latest Advisors by navigating to the Advi sor s page and finding
theCheck for Updat es link.You can periodically update advisorsin this way.

Note

If you do not have Internet access and cannot use the online update option you can manually import advisors. This process
is described in Section 2.2.7.3, “Installing Advisors After Initial Log-in”.

5.2. Scheduling Rules

Once the MySQL Enterprise Advisors have been installed, you can configure which advisors you would like to run on a scheduled
basis.

Y ou can schedule rules by individual server or by group. Thisis done by first selecting the desired server or server group from the
Ser ver treefound on the left side of the screen. Next select the Advi sor s tab.

Opening the Advi sor s tab takesyoutothe Cur r ent Schedul e page. If you have only just installed the MySQL Enterprise Mon-
itor then you will only seetheHeat Chart group of advisors. Clicking the + button will show all the rulesin the Heat Chart group.

Clicking the + button beside any specific rule will show the servers that this ruleis running on, its frequency, and its status. Initialy, al
theHeat Chart rulesare enabled.

For a more complete description of arule, click the rule's name. This opens a dialog box that gives detailed information about the rule.

To view the advisors other than the Heat Chart group, select the Add t o Schedul e link. Thiswill show all the advisors available for
your subscription level.

Rules are grouped by functionality and displayed in a phabetic order. To expand a group click the + button to the left of the advisor
name.

Y ou may activate al the rulesin a group by selecting the checkbox beside the group name. Once selected you may apply rules against a
specific server or agroup of servers. A message showing the group of servers or the specific server you have selected will display im-
mediately below the SCHEDULE button. For example, if the Al | Ser ver s group is selected in the server tree, then the message will
read, “ Schedule Advisors Against All Servers’.

To select a specific rule, expand the group tree by clicking the + button. Select the checkbox to the left of the rule you wish to schedule.
Click scHEDULE to display the following dialog box:

Figure 5.1. MySQL Enterprise Dashboard: Scheduling Dialog

92



The Advisors Page

; Schedule |

I Schedule InnoDEB Redo Logs Mot Sized Comectly against 3 servers
I

Frequency Hours  Minutes
| % < [0 o]

i MNotifications

[no natifications)

Use SNMP Traps |~

LA

schedulk | cancel |

The Schedule dialog box alows you to configure the following fields:

e Frequency: Dictates how often the rule will run. The default value for different rules varies but arule can be set to run at any in-
terval desired.

Warning

Setting the frequency of arule involves tradeoffs. Rule evaluation consumes system resources—CPU, memory, and disk
space. While the amount consumed is small, if you run all the rules against dozens of servers on avery frequent basis, you
may put asignificant load on the Service Manager. So select an appropriate frequency. For example, unless you are stop-
ping and restarting your servers frequently, rules that check server configuration variables probably don't need to run very
often.

Another consideration is that certain status variables increase monotonically until a server is restarted. Examples of these
areKey_reads, Qcache_hits, Questions, Tabl e_| ocks_wai t ed, and similar variables. The value returned by
SHOW STATUS for these variables is the value since the server was started (or since the last FLUSH STATUS command),
which is not very useful for performance tuning, especialy if the server has been running for an extended period of time.
For performance tuning it is much better to know the change in state (for example, delta) of these values over the last 10
minutes, 1 hour, or whatever time frame is appropriate for your application. The frequency at which you schedulearuleis
the time frame used to calcul ate the delta values of these variables, and it isthe deltathat is used in expression evaluation,
not the absolute value. Consequently, select afrequency that is appropriate for the metrics being used in the expression.

« Notifications:A listbox of users, notification groups, or both who will be emailed when an advisor reaches an alert level.
Single or multiple selections are allowed. For instructions on setting up notification groups see, Section 4.5, “Manage Notification
Groups’.

Set the frequency, identify whomever you wish to notify, and click SCHEDULE to schedule the advisor. Upon completion, you should see
themessage, Successful |y schedul ed.

If you haven't set up global SNMP traps and would like your Network Management System (NMS) to handle events related to a specific
rule then check the Use  SNIVP Tr aps checkbox. For more information about Simple Network Management Protocol (SNMP) see
Simple Network Management Protocol (SNMP) Traps.

Scheduling rules using the checkbox and the SCHEDULE button is an effective way to schedule multiple rules. To schedule asingle rule
you may also usetheschedul e link.

When scheduling more than one rule, you have the option of selecting a checkbox to use the default frequency of each rule or you may
choose afrequency that will apply to al selected rules. When customizing the frequency, take care that you choose a value that is ap-
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propriate to all the rules selected.
Note
If the agent does not have the SUPER privilege and InnoDB-related rules are scheduled, awarning will appear in the

Dat aCol | ecti on log. Thisalso occursif mysql d is started with the ski p- i nnodb option. For more information
about agent rights see Section 2.3.1, “Creating a MySQL User Account for the Monitor Agent”.

5.2.1. Heat Chart Notifications

Itisparticularly important that Not i f i cat i ons beset for theHeat Chart group of rules. Thisis easily done from the Cur r ent
Schedul e page by clicking the + button beside arule and then clicking a server.

Doing this opens awindow with three tabs—Over vi ew, Set t i ngs, and Advanced.

The Over vi ewtab shows which advisor group a rule belongs to, a description of its purpose, and alink to the history of this aert.
Inthe Set t i ngs tab you can adjust the frequency of this rule and also specify a notification group. To select more than one contigu-
ous group pressthe Shi f t key and click the desired groups. (Some web browsers may require that you drag your selection.) Noncon-
tiguous selections are made by holding down the Cont r ol key and clicking the desired groups.

If you haven't set up global SNMP traps and would like your Network Management System (NMS) to handle events related to a specific
rulethen check the Use  SNIVP Tr aps checkbox. For more information about Simple Network Management Protocol (SNMP) see
Simple Network Management Protocol (SNMP) Traps.

The Advanced tab gives detailed information about how this rule isimplemented.

5.3. Editing Built-in Rules

The frequency and thresholds defined for arule are default recommendations. To edit these properties choose the Cr eat e/ Edi t
Rul e link.

The following image shows the screen used to edit rules:

Figure 5.2. MySQL Enterprise Dashboard: Editing Rules
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Rule Name Advisor Version
I'I'empc:rarg,-' Tables To Disk Ratio Excessive - copy| HeatChart =] |1 0
Expres=ion

Thresholkds

Critical Alert E
Warning Alert I'_(E
Info Akert 50

Variable Assignment
Variable Data ltem Instance
|°f-:-l..lptime°f-:- | mysglserer:Uptime j |bca| dekete
rfd:mated_tmp_disk_table | mysqlserverCreated_tmp_disk_tabks =] |bca| delete
|°fd3reated_tmp_1ﬂbies°fo | mysglsernverCreated_tmp_tables j |bca| dekte
|°f'otmp_t1ble_s ze% | mysglservertmp_table_size j |bca| dekte
rfomax_heap_tabie_size"fo | mysglservermax_heap_tabe_size j |bca| dekte

add row

Default Frequency
Hours  Minutes

Beside the rule nameisthe Advi sor drop-down list box, used for setting the advisor group. Thislist box shows existing groupings and
any you may have added. The Expr essi on textarea showsthe advisor rule, Var i abl e Assi gnnent the dataitem associated with
variable(s) used in therule and Thr eshol ds determines when to trigger each alert type.

Thethreelevelsof Thr eshol ds arel nfo Alert,Warning Alert,andCritical Al ert indicatingincreasing levels of
severity. Levels can be triggered by the expression result being equal to a certain value, greater than a certain value, or less than a cer-
tain value.

The data items that variables are associated with are operating system (OS) properties such as available RAM or MySQL characteristics
such as the InnoDB buffer pool. To see all available dataitems drop down the Dat a | t emlist box. For alisting of these dataitems see
Appendix G, Data Collection Items.

In Figure 5.2, “MySQL Enterprise Dashboard: Editing Rules’ the drop-down Dat a | t emlist box withinthe Vari abl e Assi gn-
nment frame shows the various MySQL server status or operating system specific variables that may be used in expressions. The text
boxes below Thr eshol ds definethe levels at which informational, warning, or critical alerts are issued.

To lower the threshold for an informational alert, simply increase the number giveninthel nf o Al ert text box.

When a dataitem can apply to multiple objects, you need to specify which instance to use for that item, hencethe | nst ance text box.
In almost al casesthis should be setto| ocal . The exceptions are as follows:
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e For CPU-related items set INSTANCE to cpu0. Additional CPUs on a system arereferred toascpul, cpu2 and soon.

¢ There can be multiple disks mounted on a system. To refer to a specific drive set INSTANCE to the name of of the mounted drive. On
Windowsthiswould be C: , D:, and so on. On Unix systems, use whatever isvalid for the df command.

¢ For RAM-related items set INSTANCE to mem
*  Where there are table-specific variables, the database name and table name must be specified in the INSTANCE text box. This topic
isdiscussed in detail in what follows.
Note

It isnot possible to have adataitem that is unrelated to an instance. Thisraisesthe error, You nust nap
"<variabl e>" to an instance,andyouwill beunableto savetherule.

An agent can only collect datafrom one MySQL server, so thei nst ance entry for avariablein arule does not need to specify which
MySQL server to use; no matter how many servers are being monitored there is always a one-to-one relationship between an agent and
its monitored server.
However, on one server there may be multiple occurrences of avariable. For example, there are multiple possible occurrences of table-
specific variables such as Avg_r ow_| engt h because there can be multiple databases and tables defined in aMySQL server. In this
case, the “instance” refers to the database and table that a data item should be associated with, specified in the form
dat abasenane.t abl enane. So, for example, if you want to referencethe Avg_r ow_| engt h of thenmysql databaseuser table
inan expression, select thenmysql : t abl est at us: Avg_r ow_| engt h fromthe DATA ITEM list box and specify nysql . user in
the INSTANCE text box.
On the other hand, in the case of aglobal server variable, thereis only one possible target. For example, there can only be one instance
of del ay_key_wri t e becausethisvariable is global and applies to the server as awhole. In this case specify | ocal inthe
INSTANCE text box.
To save your changes click the save button at the bottom of the page.

Note

Y ou can change only the thresholds and the frequency of built-in rules. So that rules function properly when updated, other
changes are prohibited.

Should you wish to make other changes to a built-in rule, copy it and modify it as desired.

You can edit aruleeven if it is currently scheduled. Y our changes will not be overwritten when new rules are imported using the
Check for Updates link.

5.4. Creating Advisors and Rules

In addition to using and editing the advisors and rules provided by MySQL Enterprise, users can create their own advisors and rules to
meet their own unique needs. To do thisgo to the Advi sor s page and choosethe Cr eat e/ Edi t Rul e link.

5.4.1. Creating Advisors
Similar existing rules are grouped together in advisor groups.

The built-in advisors are:

e Administration
¢ Heat Chart

¢ Performance

¢ Replication

¢ Schema
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e Security
The ability to create your own advisor group allows you to create groupings suitable to your circumstances.

Y ou can create your own grouping by simply clicking the CREATE ADVISOR button. Enter an appropriate name and click the ADD button.
The newly created group will appear inthe Advi sor column.

The newly created advisor is added to the list box of advisors shown in Figure 5.2, “MySQL Enterprise Dashboard: Editing Rules’. You
can now use this category of advisors when you create a new rule.

5.4.2. Overview of Rule Creation

Rules are created using the same screen seen in Figure 5.2, “MySQL Enterprise Dashboard: Editing Rules’. To begin creating arule
from scratch, click the CREATE RULE button. However, the simplest way to create a new ruleis to copy an existing one. Unlike editing
an existing rule, when you copy arule, every element of that rule is editable.

Y ou can change the rule name, the advisor group that a rule belongs to and you can set your own version number. In Figure 5.2,
“MySQL Enterprise Dashboard: Editing Rules’, you have already seen how the threshold and frequency of arule may be altered.

Most importantly you can alter arule's expression. Expressions are the core of aMySQL Enterprise Advisor and are used to define the
scenario being monitored. An expression can be as simple as a single server parameter or can be quite complex, combining multiple
parameters with various mathematical operations.

An expression has two main characteristics:

« Anexpression defines a situation where a best practice is not being followed
e Theresult of an expression must always be 1 or O (that is, true or false)

If an expression evaluates to true for a specific server, an alarm is raised, indicating that a best practiceis not being followed. If an ex-
pression evaluates to false no alarm is raised because the best practice is indeed being followed.

For example, if having binary logging enabled is considered a best practice for a production server (which we believeit is), then this
best practiceis being violated if | og_bi n is OFF. Consequently, the expression for the “Binary Logging Not Enabled” ruleis
“9%log_bin% == OFF". If thisevaluatesto 1, an alarm is raised because the best practice is not being followed.

An expression is made up of one or more variables and zero or more mathematical operators. The MySQL Enterprise Monitor uses the
MySQL database server's expression parser and evaluator For a complete list of operators and functions see Functions and Operators.
For acomplete list of the built-in variables used when creating rules see Server Option and Variable Reference.

Creating an expression is dependent on variables defined in the VARIABLE ASSIGNMENT frame. This frame links variables used in the
expression field with data gathered from the target MySQL server instance—server status variables, operating system status informa-
tion, and table information. Variable names are associated with elementsin the DATA I TEM drop-down list. If you need to define more
than one variable simply click the ADD ROw button. For a complete listing of the data collection items used in creating rules see Ap-
pendix G, Data Collection Items.

The remaining fields determine the information that displaysin a notification email or the informational pop-up window associated with
each advisor.

Note
When saving a new rule ensure that you do not duplicate the name of an existing rule.

5.4.3. Variables

When an expression is evaluated variables get replaced by values. For example, part of the expression for the “MylSAM Key Cache
Has Sub-Optimal Hit Rate” rule calculates the hit rate as follows:

100- ((YKey_reads% / %Key_read_request s% *100)
If the current value of %Key _r eads %is 4522 and the current value of %Key_r ead_r equest s%is 125989, the hit ratio assesses to
96.4%:

100 - ((4522 / 125989) * 100)
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By convention, the Advisors supplied by MySQL use ‘% as the delimiter, for example, %Key _r eads % This makes variables more
readily identifiable.

In addition to being used in an expression, variables may also be used inthe Descr i pti on, Advi ce, Acti on, and Li nks attributes
of arule. Thisalows you to report the current value of an expression.

For instance, you can add the message, “ The current value of Key_readsis %Key _reads%.” to the Advi ce text box. When thisisdis-
played on the screen, the value of %Key _r eads %is substituted into the text. Supposing %Key _r eads%hasavalue of 4522, the
message becomes “ The current value of Key_readsis 4522.”

5.4.4. Thresholds

Each expression has a threshold value that triggers an alert. The THRESHOL D keyword is used to associate that value with an alert
level—either an | nf o, Warni ng,or Critical dert.

For example, the expression for the performance advisor, “ Thread Cache Size May Not Be Optima”, is:

100- ((%rhreads_created% / %Connections% * 100) < THRESHOLD

The THRESHOLD is set at 95% for an Info level alert, 85% for aWarning aert, and 75% for a Critical aert; producing alerts of three
different levels.

Expressions can be quite simple. The expression for “Binary Logging Not Enabled” (one of the Administration alerts) is:

% og_bi n% == THRESHOLD

When theresult is OFF, only one alert is triggered—a Warning level alert. In this situation you might think we could just use the ex-
pression % og_bi n% == " OFF" . However, doing this would not test binary logging against a threshold so would not result in an
dert.

When you create an expression, think carefully about the conditions under which it should be evaluated and the conditions under which
it should not. For example, the expression for the “MylSAM Key Cache Has Sub-Optimal Hit Rate” ruleis:

(%Jpti nme% > 10800) && (%Key_read_requests% > 10000) »
&& (100- ((%Key_reads% / %<ey_read_requests% * 100) < THRESHOLD)

The essence of theruleisreally: ( 100- ((%Key_reads% / %<Key read requests% ) * 100) < THRESHOLD).
However, when a server isfirst starting up, it may take awhile to reach a state that is representative of normal operations. For example,
the key cache and the query cache may need some period of time before they have cached typical application data as opposed to start-up
and initialization data. In this case, the first part of the expression, ( %Jpt i mre% > 10800) , holds off evaluating this expression until
the system has been running for 10800 seconds (3 hours).

In addition, if some part of the system is not heavily used an alert may be triggered based on limited data. For example, if your applica-
tion does not use the Myl SAM storage engine, the “MylISAM Key Cache Has Sub-Optimal Hit Rate” rule may be triggered based on
very limited use of other MylSAM tables such asthe mysql . user table. For this reason, this advisor has a second part—
(%<ey_read_request s% > 10000) —meaning the rule won't be evaluated unless thereis plenty of activity associated with the
key cache.

In other circumstances, there may be periods of time during which you don't want a rule to be evaluated—a blackout period. For ex-
ample, the expression for the “Slave Too Far Behind Master” ruleis: %Seconds_Behi nd_Mast er % > THRESHOLD. However,
suppose you run a backup process between 6 and 7 pm on areplication slave, and it's normal for that slave to get behind the master by
an amount more than the THRESHOL D during that time. In that case you don't want to receive an alert because the rule violation is ex-
pected. Y ou can achieve this by adding the following to the expression: && CURTIME() NOT BETWEEN '18:00:00' AND '19:00:00'
In essence, this means “don't trigger an alert between 18:00:00 and 19:00:00 (6 pm and 7 pm)”.

5.4.5. Using Strings

String values may appear in the Expr essi on or the Thr eshol ds text boxes. In both cases, they must be enclosed within quotation
marks. For example, the expression for the “ Slave I/O Thread Not Running” ruleis:

(%8l ave_runni ng% == "ON') && (%8l ave_| O _Runni ng% ! = THRESHOLD)
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Insimilar fashiontheCri ti cal Al ert s threshold text box issetto avalueof " Yes" .

When the expression is evaluated, either " OFF" or " ON" will be substituted for %8l ave_r unni ng%and " Yes" or " No" for
%5l ave_| O_Runni ng% depending on the state of your system. If the slave is running but the 1/0 thread is not, the expression then
becomes:

("ON' == "ON') && ("No" != "Yes")
Without quotation marks this expression would not evaluate to TRUE as it should.

Note

So that it isinterpreted properly, the == operator is converted to = before being passed to the MySQL expression parser.

5.4.6. Wiki Format

When editing or defining arule, the text entered in the Pr obl em Descri pti on, Advi ce, Recormended Acti on, and Li nks
and Further Readi ng text boxes may be formatted in Wiki format. This allows you to format text and add hyperlinks when creat-
ing or editing your own rules.

Find a brief introduction to using Wiki formatting in the following table.

Table 5.1. MySQL Enterprise Monitor: Wiki Formatting

Example Description

_bold__ boldface text

~~italic~~ italicize text

\\ create aline break

A\R\ create a double line break

WG create a backslash

*item1 create a bulleted list item

#Hitem 1 create anumbered list item

\ usethe‘\ ' to escape specia characters
{morelnfo:namejurl} create a hyperlink

So the following Wiki text:

Replication is a __very nice feature__ of MySQ. Replication can be very
useful for solving problens in the follow ng areas:
* Data Distribution
* Load Bal anci ng
* Backup and Recovery
You can check replication status and start a slave using the foll ow ng
commands: SHOW SLAVE STATUS \\\\ G\ START SLAVE;
{norel nfo: MySQL Manual : Replication
FAQ http://dev. nysql . conmf doc/ref man/5. 0/ en/replication-faq. htm}

Would be trandlated into the following HTML markup:

Replication is a <b>very nice feature</b> of MySQ. Replication can be very
ust ul for solving problems in the foll owi ng areas:
<ul >
<l i>Data distribution</li>
<l i>Load Bal anci ng</1i>
<l i >Backup and recovery</li>
</ ul >You can check replication status and start a slave with the follow ng
commands: SHOW SLAVE STATUS \ G <br/>START SLAVE;
<a href="http://dev. nysql .con doc/ref man/5. 0/ en/replication-faqg. htm"
target="_bl ank" >MySQL Manual : Replication FAQ</ a>

To find out more about this format go to the wikipedia.org web site.
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5.4.7. Creating a New Rule: An Example

This section documents the steps required to create arule. Before attempting to create arule, please review the preceding sections of
this chapter.

This example creates arule that checks the number of rowsin atable. Having 50,000 rowsiin this table is deemed to warrant a critical
alert. Lesser numbers are assigned to informational and warning level alerts.

Begin by navigating to the Advi sor s tab and clicking the manage r ul es link. Then choose the CREATE RULE button.

Create your custom rule by following these steps:

1. UsingtheRul e Nane text box, givethe rule an appropriate name. Something such as "Excessive number of recordsint a-
bl e_nane table", may be appropriate.

2. FromtheAdvi sor drop down list box choose an advisor group for your rule. The Adni ni st rat i on group of rules might be
suitable but if you wish, create your own group of advisors. For instructions on doing this see Section 5.4.1, “ Creating Advisors’.

3. Enter thefollowing expression in the EXPRESSION text area: ‘%t abl e_nanme_num_rows% > THRESHOLD'. Replacet a-
bl e_nane with the name of the table you wish to monitor. Note that the variable % abl e_nane_num r ows % has not yet
been defined.

4. Setthe Thresholds.

a SettheCritical Alert level to50000.
b. SettheWarning Al ert level to 10000.
c. Setthelnfo Alert level to5000.
5. Defineyour variableinthe Var i abl e Assi gnnent frame.

a IntheVari abl e text box enter ' % abl e_nane_num r ows % the variable used in the Expr essi on text box

b. IntheDat a |temdropdown list box find and select themysql : t abl e: nunt ows entry. (For adescription of al the data
items available see Appendix G, Data Collection Items.)

c. Inthel nst ance text box enter dat abase_nane. t abl e_nane.

6. Add appropriate entries for the Pr obl em Descri pti on, the Advi ce, and theLi nks text areas. If you wish, use Wiki
markup for these text areas. See Section 5.4.6, “Wiki Format” for more information. Note that you can also reference the' % a-
bl e_nanme_num r ows%variable in these text areas. For example, you can display the current number of rows with a message
such as't abl e_nane currently has %t abl e_nane_num_rows% rows.'

7. Savetherule.

Oncetheruleis created it needs to be scheduled against the server that contains the database table you wish to monitor. For instructions
on scheduling rules see Section 5.2, “ Scheduling Rules’.

5.4.8. Creating a Custom Data Collection Item

Section 5.4.7, “Creating a New Rule: An Example” shows how to create a custom rule and Appendix G, Data Collection Items shows
the data items that can be used in rule creation. However, in some circumstances you may want to create arule that uses a custom data
collection item.

This section describes how to create a custom data collection item. The steps are as follows:

1. Createan XML fileto define how the datais collected.
2. Point the agent configuration file to this XML file.

3. Restart the agent.
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5.4.8.1. Creating and Using a Custom Data Item XML File

As an example, this section shows how to create a data item for monitoring the amount of free InnoDB tablespace. The format and con-
tent of the XML file that defines the datato be collected is as follows:

<?xm version="1.0" encodi ng="utf-8"?>
<cl asses>
<cl ass>
<nanespace>nysql </ nanmespace>
<cl assname>i nnodb_mi n_free</ cl assnanme>

<quer y><! [ CDATA] SELECT M N(substring_i ndex(substring_i ndex(tabl e comment,” ",3)," ",-1)/1024/1024)
as Free FROM | NFORVATI ON_SCHEMA. TABLES WHERE engi ne = ' | nnoDB' ] ] ></ query>
</ cl ass>

</ cl asses>

The above worksin MySQL 5.1.23 and earlier. For MySQL 5.1.24 and |ater, the information is reported within the dat a_Fr ee
column, and would need to be declared as:

<?xm version="1.0" encodi ng="utf-8"?>
<cl asses>
<cl ass>
<nanmespace>nysql </ nanespace>
<cl assname>i nnodb_m n_free</ cl assnanme>
<quer y><![ CDATA[ SELECT M N(dat a_f ree/ 1024/ 1024)
as Free FROM | NFORMATI ON_SCHEMA. TABLES WHERE engi ne = 'l nnoDB']] ></query>
</cl ass>
</ cl asses>

Savethisfileas:
¢ Windows: C: \ Program

Fil es\ MySQL\ Ent er pri se\ Agent\ shar e\ nysql - proxy\itens\innodb_m n_free. xm
e Unix:/ opt/ nysql /enterprisel/agent/share/ mysql -proxy/itens/innodb_m n_free. xm
e MacOSX:/ Applications/nmysql/enterprisel/agent/sharel/nysql-proxy/itens/innodb_mn_free.xm
After saving thisfile, you must point your mysql - noni t or - agent . i ni filetoit. ( For the location of this file on your operating
system see Section 2.3.6.1, “MySQL Enterprise Monitor Agent (nysql - moni t or - agent . i ni ) Configuration”.) Find the

[ mysql - proxy] section and add thefilenamei nnodb_mi n_free. xm tothei tem fi | es parameter using asemi-colon asa
separator. For example:

[nysql - proxy]

itemfiles = items-nysql-nonitor.xn,innodb_m n_free. xn

For this change to take effect you must restart the agent. To do this see:

¢ Windows: Section 2.3.5.1, “ Starting/Stopping the Agent on Windows’
* Unix: Section 2.3.5.3, “ Starting/Stopping the Agent on Unix”
e Mac OS X: Section 2.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

Once the agent has restarted, you will find the new dataitemintheDat a | t emdrop down list box ontheRul e Defi niti on page.
Itsfully qualified nameisnmysql : t abl e: i nnodb_m n_free.

5.5. Disabling and Unscheduling Rules

In some circumstances you may no longer wish to apply arule against a specific server or group of servers and in other circumstances
you may want to suspend arule for a short length of time. With thisin mind, it is possible to disable or unschedule arule.

To disable or unschedule an advisor choose the Cur r ent  Schedul e screen of the Advi sor s tab.
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Rules may be disabled or unscheduled using the buttons on the upper or lower |eft of the screen. Y ou may also change arule by clicking
theenabl ed or unschedul e hyperlink to the right of arule. The buttons are particularly useful when you are atering more than one
rule.

To no longer run arule against a specific server, expand the advisor group and the specific rule by clicking the + button. Y ou may then
click the unscHEDULE button. When the dialog window opens, choose the UNSCHEDULE button and that rule will no longer be applied.
If you wish to back out of the operation choose CANCEL. If, at alater date, you wish to institute this rule again, you may do so from the
Add to Schedul e page.

If you want to suspend arule temporarily, use the DISABLE button and follow the same process you would for unscheduling. Once arule
is disabled the link under the status column changesto red and reads di sabl ed. When aruleis disabled, datais no longer collected
for that rule. A disabled rule is easily re-enabled by clicking the di sabl ed link or by using the ENABLE button.

Multiple rules may be altered for one or more servers by selecting the appropriate checkbox and then clicking the UNSCHEDULE,
ENABLE, Or DISABLE button.

Note

Rules associated with the heat chart cannot be disabled or unscheduled as they are required by MySQL Enterprise Monit-
or.

5.6. Advisor Blackout Periods

Database servers require regular maintenance and during these periods you may wish to stop Monitor Agents from reporting their find-
ings. During a blackout period rules are not evaluated and notifications are put on hold but Monitor Agents continue to collect data.. In
this respect blacked-out rules differ from disabled rules; data continues to be collected and stored in the repository.

Blackout periods are enabled by entering the following URL into the address bar of your browser, substituting the appropriate host
name, port and server name:

http://1 ocal host: 18080/ r est 2conmand=bl ackout »
&server _name=SuSE: 3306&bl ackout _st at e=true

If you are unsure of the host name and port to use, check theconf i gurati on_report.txt file. Be sureto specify the correct port
for the Tomcat server. Specify the server you wish to blackout using the name that appearsin the Server Tree, being sure to include a
colon and port number as shown in the preceding example.

An HTTP authentication dialog box reguesting your Dashboard user name and password will open. Specify the administrator's creden-
tials. The default user nameisadmni n; use the password you specified when you initially logged in to the Dashboard.

Y ou can also blackout a server group by entering the following URL into the address bar of your browser, substituting the appropriate
host name, and server group hame:

http://1 ocal host: 18080/ r est 2conmand=bl ackout »
&gr oup_nane=Fi nance&bl ackout _st at e=true

When the HTTP authentication dialog box opens, enter the administrator's credentials.
Y ou can confirm that a server is blacked out by looking at the server name in the Dashboard; the name of a blacked out server is greyed.
To reactivate the blacked-out server or server group, use the appropriate URL and query string, changing the bl ack-

out _st at e=t r ue name/value pair to bl ackout _st at e=f al se. Again, thismust be done by a user with administrative priv-
ileges.

Note
Restarting MySQL Enterprise Monitor will not reactivate a blacked out server.

5.6.1. Scripting Blackouts

Rather than opening your web browser and blacking out a server by typing entries into the address bar, you can write a script to achieve
the same effect. This section documents a sample blackout script that can be run from the command line.
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Create the following file and save it asbl ackout . pl .

#! [ usr/ bi n/ perl
use LWP 5. 64;

# USAGE: bl ackout . pl servicemanager: 18080 admi n password servernanme: 3306 true
# $ARGV[ 0] = managenent server hostnane: port

# $ARGV|[ 1] = nmmnagenent server usernane

# $ARGV[ 2] = managenment server password

# $ARGV[ 3] = nysql d managed i nstance server name and port

# $ARGV[ 4] = bl ackout state (true/false)

ny $browser = LWP:: User Agent - >new,
$browser - >credenti al s(
$ARGV 0] ,

SARGV 1],
) $ARGV] 2]
ny $url = URI->new(' http://'.$ARGV[O0]. ' /rest');
$url ->query_forn{ # And here the formdata pairs:
'command’ => ' bl ackout',
‘server_nanme' => $ARGV 3],
' bl ackout _state' => $ARGV[ 4]
)5

ny $response = $browser->post( $url );

if (!$response->is_success) {
di e $response->status_line . "\n";

Note

Windows users can omit the shebang line.
On Unix systemsusethechnod +x bl ackout . pl command to make the file executable.
At the command line enter bl ackout . pl servi cenmanager: 18080 adm n password servernane: 3306 true.
If you are unsure of the host name and port to use, check theconf i gurati on_report .t xt file. Be sureto specify the correct port
for the Tomcat server. Specify the server you wish to blackout using the name that appears in the Server Tree, being sureto include a
colon and port number as shown in the preceding example. Make sure that the user you specify isa"manager”. Specifying a user with

"dba" rights only will not black out a server and no error will be displayed.

Y ou can confirm that a server is blacked out by looking at the server name in the Dashboard; the name of a blacked out server is greyed.
To end the blackout, run the same script, changing the final argument to f al se.

Note

Restarting MySQL Enterprise Monitor will not reactivate a blacked out server.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Once an advisor has been scheduled, it will run at set intervals. If it finds nothing of interest no alerts or emails will be created.

Events are defined using a number of different levels according to the severity of the alert. The seven levelsare

e Failure: Indicates afailure for the given rule or event. Usually this indicates that the rule on which the event is based has failed,
probably dueto atypo or other error. Occasionally it can indicate afailure to retrieve the required information for agiven rule.

e Critical: Theevent iscritical and requiresimmediate attention. Critical events normally indicate that a serious problem has, or is
about, to occur. Y ou should examine the event and determine the cause and fix it as soon as possible.

e Warning: The event isawarning of something that you should be aware of, but which is not affecting the operation of your server.

* Info: The event isfor informational purposes. Info events are used to indicate issues that do not affect the operation of your server,
but which may highlight aminor configuration or other issue.

* Success: The rule has executed successfully with no issues. Thisis used to indicate that the result of the ruleis OK and isused to in-
dicate when an event that was previoudly in a Critical or Failure state has returned to normal.

« Unknown: Indicates when the current state of the event/ruleis currently unknown. This state can be issued when the current status
of the event cannot be determined.

¢ Closed: Theissue has been corrected and marked closed.

For convenience, the event states are al so represented by icons, as defined in the table below. The table also shows the relative level of
the alert from the highest (Critical) to the lowest (unknown). The order represented here is used when identifying when an event has
transitioned between levels (for example, from Success to Critical), hence triggering a notification, and when sorting events based on
their current state.

n Description
An octagonal red icon indicates acritical alert.

A triangular yellow icon awarning.

A conversation bubble an informational alert.

A star beside an event indicates that the rule has run successfully and no alert created.

A question mark icon indicates that the status of the rule is unknown.

= IBREEHE - 15

When alerts are triggered, they appear on the EVENTS screen. Alerts also appear on the Mbni t or screenin order of severity. The noti-
fication group or groups associated with a specific rule receive email notification when an alert is triggered. For more information about
creating notification groups see Section 4.5, “Manage Notification Groups’.

To view open events, click the EVENTS tab. The tree-view on the | eft determines which server or server group these events belong to.
Open events are shown in tabular format.

Figure 6.1. MySQL Enterprise Dashboard: Events Screen
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Severity From To Advisors Rukes

Al =l & | [E] | Ancategories RMIED

Status Limit

ERE: jM reset

I_ Severity | Server Advisor Ruke 4 Time Status

|_ W suse(:3306 HeatChart  CPU 1D Usage Excessive 22272007 12:61 PM | Open | @close
I_ [T susie:3308 | Heat Chart CFU Usage Excessive 2222007 1236 PM | Open | @ close
|_ a susie(:3305 | Heat Chart | RAM Usage Excessive 2222007 11:35 AM - Open | (G close
I_ [T susieQ:3305 | Heat Chart My SC0L Agent Mot Reachable 2222007 7 AM | Open | @close
I_ W suse:3305  Heat Chart Tabk Scans Excessive 2/21/2007 824 FM Open | (@close
I_ i susiel:3306 | Security Users Can View All Databases On MyS2L Server 221/2007 820 PM | Open | @close
I_ o susie:3305 | Security Server Includes A Root User Account 221/2007 820 PM Open | (@Gclose
|_ i susieC 3306 Sescurity Sarver Has Anonymous Accounts 2I21/2007 8:20PM | Open | @close

The event table has the following columns:

e SEVERITY: Aniconindicating the severity of the alert

¢ SERVER: The name of the server the alert appliesto

* ADVISOR: The category of the advisor

¢ RULE: A short description of the rule that has been violated

« TIME: The approximate time the event occurred

e STATUS: The status of the event

¢ UNNAMED CoLUMN: Provides alink to the Cl ose dialog box

By default, all events are shown but the list of events can be filtered using the form displayed above the event list. The options include
filtering by:

e Severity

« Date (using arange with From/To)

e Advisor group

e Specificrule

e Status

Choose the options you are interested in and click the FILTER button to refresh the display. Y ou may limit the number of items that ap-
pear on a page by choosing a different value from the LimiT drop down listbox.

The drop down list box showing severity hasthe options; Al | , Al erts, Critical,Warni ng, | nf o, Success, and Unknown.
Selecting the option Al | shows all aerts and aso those rules that have run successfully.

A successful ruleis one that has not been violated and isindicated by a star icon.
The Al er t s shows only those rules that have been violated.

Columns can be sorted by clicking the individual column headings. The alerts shown in Figure 6.1, “MySQL Enterprise Dashboard:
Events Screen”.

The server shown in Figure 6.1, “MySQL Enterprise Dashboard: Events Screen”, isfiltered for Al | . Typically, when filtering by sever-
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ity you would choose Al ert s and, if youseeaCri ti cal ,\War ni ng, or | nf o alert, usethe Al | filter to see when the rule last ran
successfully. This may assist in determining the cause of the alert.

Besides filtering for severity, you can also choose to filter for a specific time period using the Fr omand To text boxes. Y ou aso have
the choice of filtering by specific rules or categories of rules. The St at us drop-down list box let's you choose Al | , Open, or Cl osed
events. To avoid excessive scrolling, you can aso limit the number of events that show on a specific page.

For more information about an alert, click the rule name. A pop-up window will appear showing a description of the alert and the exact

time of occurrence. This pop-up windows provides links to useful resources and advice for resolution. Y ou can also view the exact ex-
pression that generated the event.

6.1. Closing an Event

After determining what action to take, events should be closed.

Toresolve anindividual alert click thecl ose link in the OPERATIONS/NOTES column. Document the resolution using the Not es text
area and choose the CLOSE EVENT(S) button.

To close anumber of aerts simultaneously, select the checkbox beside the alerts you wish to close and then click the CLOSE button to
the lower or upper |eft side of the screen.

Once an event has been closed it appears on the EVENTS screen showing ar esol uti on not es link. Click thislink to review the

notes. Events that have been closed are saved in the Repository. If you wish to view closed eventsfilter the display by choosing
Cl osed from the STATUS drop-down box.

6.2. Notification of Events

If you have created notification groups and then configured individual rules to send their notification to one or more groups then the no-
tification works as follows:

* Notification of an event takes place when aruleis executed and the severity level for agiven rule changes. For example, if during
execution of arule, the result of the rule goes from severity level Success toCri ti cal , the configured notification groups will
get one email with the detail of the event and current status.

« If the status of the event has not changed when the rule is next executed, no new email is sent.

Thisistrue whether the rule is executed as part of it's normal schedule or execution of the rule has been explicitly requested.

SNMP natifications are sent each time a given rule is executed, irrespective of the current or returned state.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Navigate to the G aphs page by choosing the GRAPHS tab.

By default four graphs are displayed on the Moni t or page. These graphs present information about the currently selected server or
server group, showing the hit ratios, CPU utilization, connections, and database activity. Color coding helps distinguish different aspects
of each graph.

From the Mbni t or page you can make permanent or temporary changes to the way a graph is displayed. For example, you can choose
to display the last hour's activity or you can choose to view a specific period of time.

Persistent changes to the way the graphs display are only made from the Mbni t or page. You can set the size of the thumbnails and the
full-sized graphs and you can also set their refresh interval. For more information, see Section 3.2, “ The Server Graphs and Critical
Events’. Aswith the Moni t or page, the data shown in the graphsis determined by the server or group of servers selected in the server
tree.

The Gr aphs page shows all the available graphs and provides the capability of adjusting the scale of the graphs, allowing a more or

less detailed view as the situation requires. To ensure that you have the latest versions of the various graphs click on the CHECK FOR
UPDATES link on the top left of this page.

7.1. Displaying Graphs

The total number of graphs varies depending upon your subscription level. The four graphs that appear by default on the Moni t or
page are:

¢ Hit Ratios
¢ Database Activity

« Connections

CPU Utilization

When the G aphs pageisfirst opened, no graphs are visible. To view a graph click the + button on the left or, to view all graphs, use
the EXPAND ALL button.

The larger size of graphsisthe primary reason for viewing graphs on the G- aphs page rather than on the Moni t or page. Addition-
ally, you can only show a maximum of six graphs onthe Moni t or page; the remaining graphs can only be viewed from the G- aphs

page.

7.2. Setting an Interval

Change the interval for agraph by choosing values from the HOURS and M INUTES drop-down list boxes. If necessary adjust the width
and height of the graph and then click the UPDATE button. The changes to the time span apply to all the graphs on the G aphs page but
have no effect on the graphs on the Moni t or page.

To change the graphs both here and onthe Moni t or pageusetheconfi gure graphs link onthetop right. This opensadiaog
box for setting the default interval for the x-axis. Save any changes that you have made and the values chosen will be the defaults
whenever you log in. Y ou can also change the defaults from the Vbni t or page as described in Section 3.2, “ The Server Graphs and
Critical Events’; defaults for other users will be unchanged.

Use the RESET button to restore the default value for the interval. Doing this will also reset the default size of the graphs.

7.3. Setting a Time Span
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Setting a graph to display atime span gives you a historical perspective on server activity. Y ou may want to know what was happening
at a specific point in time or you may wish to look at an extended period to determine patterns or trends. Changing the time span gives
you the flexibility to do this.

Inthe TIME DisPLAY drop-down list box select the Fr oml To option. Choosing this option updates the display to include To and
FrROM text boxes.

Set the date you wish to start viewing from by manually entering the date in year, month, and day format (2007-03-14). However, it is
much easier to click the calendar icon and choose a date from the drop-down calendar. Enter aterminating date in the same way. If you
wish, you may also choose the specific time of day by selecting the hour and minute.

If necessary adjust the width and height of the graph and then click the UPDATE button. The changes to the time span apply to all the
graphs on the Gr aphs page but have no effect on the graphs on the Moni t or page. Y ou cannot change the time span of the graphs
that appear on the Mbni t or page. Changes apply only to the current user; defaults for other users will be unchanged.

Use the RESET button to cancel your changes.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Query Analyzer enables you to monitor the statements being executed on a monitored server and retrieve information about the query,
number of executions and the execution times of each query. Queries are normalized, so that the unique data defined within each query
has been removed. By removing the data specific elements of the queries, the generic queries can be counted and identified more easily.

Important

MySQL Query Analyzer is designed to gather query performance information from avariety of sources. Query Analyzer
uses anew agent plug-in to proxy your queries and collect performance data that is then transmitted to the Enterprise Mon-
itor. Thisisanew role for the Agent: it is no longer just monitoring, it is now optionally between your MySQL client ap-
plication and the mysqgl server.

Depending upon your system load, it is possible to overload the proxy or have the proxy/agent consume system resources
needed by mysql itself. In particular, the memory needed by the MySQL Agent for basic monitoring is fairly small and
consistent and depends on the number of rules you have enabled. However, when the Query Analyzer is enabled, the
Agent can use significantly more memory to monitor and analyze whatever queries you direct through it. In this case, the
amount of memory used depends on the number of unique normalized queries, example queries and example EXPLAI Ns
being processed plus the network bandwidth required to send this query performance data to the Service Manager. In gen-
eral, the amount of memory used for the Query Analyzer iswell-bounded, but under heavy load or, in some cases under
older versions of linux, RAM usage by Query Analyzer may be too high for your environment and load.

Therefore we advise you to use this release of Query Analyzer extensively in development, test and stage environments
under load for an extended period of time before considering usage in a production environment. For all deployments:

1. Carefully monitor the Agent's resource consumption using the new graph MEMORY USAGE - AGENT graphs avail-
able on the GRAPH tab. You can also add an SMTP or SNMP natification to the new Heat Chart rule My SQL
AGENT MEMORY USAGE EXCESSIVE.

2. If the amount of memory consumed is too high, consider sampling queries during nonpeak hours or monitoring only a
subset of queries on this system.

If you experience any problems with Query Analyzer, we're interested in working with you closely and quickly to resolve
them. Please open a Support issue right away. We're already working hard on optimizing Agent/proxy RAM usage and are
planning a series of rapid releases to quickly distribute these and other improvements to you.

Query Analyzer works by intercepting the SQL statements that your MySQL client application sends to the MySQL server. Instead of
connecting direct to the MySQL Server, queries are routed through the MySQL Enterprise Monitor Agent, the agent/proxy forwards the
gueries on to the server and sends the replies back to the client application as normal. In addition to forwarding the queries, the agent/
proxy will also normalize the queries and then supply the execution information about each query to the monitor. The forwarding func-
tionality is provided by the same module that supports the MySQL Proxy application. For information on MySQL Proxy, see MySQL
Proxy.

Important

The MySQL Proxy component, and Query Analyzer, require that clients connecting through MySQL Enterprise Monitor
Agent are using MySQL 5.0 or later. Clients that use the library provided with MySQL 4.1 or earlier will not work with
MySQL Enterprise Monitor Agent.

Once your MySQL client application has been configured to communicate using the MySQL Enterprise Monitor Agent, queries will be
monitored and the simplified queries, without the query specific data, will be sent to the MySQL Enterprise Monitor Agent.

There are anumber of different ways that you can enable Query Analysis. For more information on the different options, see Sec-
tion 8.1, “Enabling Query Analyzer”.

To analyse the queries captured by the agent/proxy, changeto the Quer y Anal yzer page. You can see an example of the table on
that page in the figure below.
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Figure 8.1. MySQL Enterprise Dashboard: Query Analyzer

" % Monlor | ' Advisors | (YEvents | |= Graphs | = Query Analysis N Replication 1| & Settings | <" what's New |

@ troubleshooting “configure query analysis
All Servers Browse Queries [1te 200147 ] 123 nextw lastw

Search Type Query Search Database Time Display Hours  Minutes  View Query Type Limit

Contains Bl [ Interval % 00+ (302 Group | %] [ AN afz0 [= M reset
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¥ g Total Max Avg Total Max Avg

[+] SELECT COUNT( message_i... process_type , imtdate (1) intranet_mcslp 6 12838 11123 2140 776 408 128 2421 KB 12.8 KB 404 KB | 10:35:01 AM ) alias

[+] SELECT inhost , path , ...GROUP BY fmtdate , path (1) intranet_meslp 2 0.906 0686 0453 4038 2526 2019 23089KB  14205KB 11544KB 10:34:01 AM  {j alias

[+] SELECT process_mode , p...ess_mode , process_type (1) intranet_meslp -] 1.674 0333 0279 a6 7 [} BOB B 165B 134.67B 10:37:01 AM () alias

[+] SELECT media_photo . ph...RDER BY RAND( ) LIMIT 7 (1) intranet_mcslp 1 0.259 0.259 0259 30 30 30 282B 282B 282B 10:37:01 AM ) alias

[+] SELECT process_mode , p..ess_mode , process_type (1) intranet_mcslp 1 0.241 0241 0241 8 8 8 188 B 189 B 189B 10:33:01 AM alias

[+] SELECT data , COUNT( DI...P BY data ORDER BY data (1) intranet_mecsip 1 0.217 0217 | 0217 195 195 195 3.06 KB 3.06 KB 3.06 KB | 10:39:01 AM i alias

[+] SELECT DISTINCT( media_... , photoid DESC LIMIT ? (1) intranet_mcsip 25 1.781 0.209 0071 250 10 10 244 KB 100 B 100B  10:38:01 AM ) alias

[+] SELECT DISTINCT{ album ...RDER BY RAND( ) LIMIT 7 (1) intranet_meslp 1 0.193 0,193 0.193 10 10 10 534 B 584 B 584B 10:37:01 AM | alias

[+] INSERT INTO currencies ..ALUES (7,7, 7, 7) (1) intranet_mesip 5 0.109 0.105 0022 5 1 1 0B oB OB | 10:31:01 AM ) alias

[+] SELECT COUNT( DISTINCT]...otc_meta WHERE type = 7 (1) intranet_mcslp 1 0.095 0,085 0.095 1 1 1 8B 8B BB | 10:37:01 AM ) alias

[+] SELECT COUNT/ videoid )...7 ) ) AND last_view = 7 (1) intranet_mcslp 5 0.100 0,081 0020 5 1 1 a5B 7B 7B 10:37:01 AM alias

[#] INSERT INTO stocks | da. . ALUES (7, 7,7, 7) (1) intranet_mecsip 2 0.078 0071 0039 2 1 1 0B 0B 0B 10:31:01 AM  §p alias

[+] SELECT * FROM statmon_m...e_disk WHERE statid = ? (1) intranet_mcsip g2 d.202 0.066 0035 345 9 4  1525KB 431 B 169.75B  10:31:01 AM  § alias

[+] SELECT SUM( data ) , CO... media_video . type = 7 (1) intranet_meslp 2 0.082 0.064 004 2 1 1 a3B 17 B 165B  10:37:01 AM ) alias

[+] SELECT media_photo . ph...RDER BY RAND( ) LIMIT 7 (1) intranet_mesip 24 0.231 0.061 0010 1206 150 50 1091 KB 137KB 46558B 10:38:01 AM {j alias

[+] SELECT DISTINCT( machin...DATE( ], logtime ) <7 (1) intranet_mcslp 23 0.786 0,055 0034 52 4 4 575 B 258 25B 10:31:01 AM | alias

[+] INSERT INTO markets (d..ALUES(?,7,7,7) (1) intranet_mcslp 7 0.057 0,047 0.008 7 1 1 0B 0B 0B | 10:31:01 AM ) alias

[+] SELECT DISTINCT( media_...RDER BY RAND( ) LIMIT ? (1)  intranet_mcsip 1 0.042 0042 0042 60 60 60 229 KB 229 KB 220KE | 10:37:01 AM  p alias

[+] SELECT COUNT({ DISTINCT]...st) ) FROM media_audio (1) intranet_mcsip 1 0.033 0033 0033 1 1 1 9B 9B 9B 10:37.01 AM  § alias

[+] SELECT { COUNT( DISTING... * 7 ) FROM media_audio (1) intranet_meslp 2 0.065 0033 0032 2 1 1 25B 13B 125B  10:37:01 AM | alias

[1to200i47] 123 nextw last»

The main Query Analyzer table provides the summary information for all of the queries executed using the agent/proxy. The table will
track all the queries submitted to the server using the agent/proxy. The table will show a maximum of 20 rows, and you can page
through the list of queries by using the page numbers, or the NEXT, PREVIOUS, FIRST, and LAST buttons. To filter the list of queries that
are displayed, or to change the number of queries, see Section 8.3, “Filtering Query Analyzer Data”.

Each row within the table provides the statistical information for one normalized query statement. If you have configured multiple
agent/proxies to accept and forward queries to different servers, then you can expand the server view. The summary information dis-
played is different depending on whether you have selected a server group or an individual server.

If you have selected a server group, then the information displayed is aggregated from across the entire group. The same query executed
on multiple servers will show average, total and minimum/maximum information for that query across all the servers. If you select an
individual server, then only queries executed on that server are included within the table.

For each row, the following columns are popul ated according to the selected filtering options. For example, if the filter have been con-

figured to show queries within the last 30 minutes (INTERVAL), then only queries executed during that time will be displayed, and the
corresponding statistics, such as execution times, rows returned and bytes returned will be according to that 30 minute timespan.

¢ QUERY: The normalized version of the query. Normalization removes the query-specific data so that different queries with different
data parameters are identified as the same basic query.

The information is shown as one query per row. Each query row is expandable, and can be expanded to show the execution times
for individual serversfor that query.

« DATABASE: The default database in use at the time of the query. The database name may not match the database used within the
query if you have have explicitly stated the database name in the query.

¢ EXEC COuNT: The number of timesthat the query has been executed.

« EXEC TIME: The execution time for all the matching queries. Thisis the time, for every invocation of the corresponding query, as
calculated by comparing the time when the query was submitted and when the results were returned by the server. Times are ex-
pressed in HH:MM:SS.MS (hours, minutes, seconds, and milliseconds).

The EXECUTION column is further subdivided into the following columns:
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* COuNT: Thetotal number of executions.
» ToTAL: The cumulative execution time for al the executions of this query.
* Max: The maximum execution time for an execution of this query.
» AvVG: The average execution time for the execution of this query.
When looking at the information provided in this query, you should consider comparing the average and maximum execution times
to see if there was a problem on a specific server or during a specific time period when the query took place, as this may indicate an
issue that needs to be investigated. For more information, see Section 8.4, “Using Query Analyzer Data’.
Note

Dueto limitations in the counters used for monitor queries on Windows, the time reported for short queries may be repor-
ted 0.000. Thiswill be fixed in afuture release.

Rows: The rows returned by the query. The column is sub-divided into the following columns:

e ToTAL: The sum total number of rows returned by all executions of the query.

* MAX: The maximum number of rows returned by a single execution of the query.

» AvG: The average number of rows returned by all executions of the query.

BYTES: The number of bytes returned by each query. The column is sub-divided into the following columns:
e ToTAL: The sum total bytes returned by all executions of the query.

* MAX: The maximum number of bytes returned by a single execution of the query.

* AvG: The average number of bytes returned by all executions of the query.

FIRST SEEN: The first time the query was seen within the given filter conditions.

You can sort the list of queries by clicking the column name. The direction of the sort (highest to lowest, or lowest to highest) isindic-
ated by atriangle next to the currently selected column. The default isto sort the list of queries by the Total Execution time.

8.1. Enabling Query Analyzer

There are three different ways of enabling query analyzer:

Change your MySQL client application to talk to the Proxy port you configured during installation. This requires changing your
MySQL client application code, and may require that you stop and restart your MySQL client application , but does not require any
changes to your MySQL server. For more information, see Section 8.1.1, “Enabling Query Analyzer by Changing the MySQL Cli-
ent Application”.

Change your MySQL server to listen on adifferent port, and configure the Agent/proxy to listen on the original MySQL server port.
This does not require any changes to your MySQL client application , but will require shutting down and restarting your MySQL
server, which may affect your cache and performance. For more information, see Section 8.1.2, “Enabling Query Analyzer by Chan-
ging MySQL Server”.

Use IP tables to redirect the network packets to the agent/proxy.

Important

MySQL Query Analyzer is designed to gather query performance information from avariety of sources. Query Analyzer
uses anew agent plug-in to proxy your queries and collect performance data that is then transmitted to the Enterprise Mon-
itor. Thisisanew role for the Agent: it is no longer just monitoring, it is now optionally between your MySQL client ap-
plication and the mysqgl server.
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Depending upon your system load, it is possible to overload the proxy or have the proxy/agent consume system resources
needed by mysq| itself. In particular, the memory needed by the MySQL Agent for basic monitoring is fairly small and
consistent and depends on the number of rules you have enabled. However, when the Query Analyzer is enabled, the
Agent can use significantly more memory to monitor and analyze whatever queries you direct through it. In this case, the
amount of memory used depends on the number of unique normalized queries, example queries and example EXPLAI Ns
being processed plus the network bandwidth required to send this query performance data to the Service Manager. In gen-
eral, the amount of memory used for the Query Analyzer is well-bounded, but under heavy load or, in some cases under
older versions of linux, RAM usage by Query Analyzer may be too high for your environment and load.

Therefore we advise you to use this release of Query Analyzer extensively in development, test and stage environments
under load for an extended period of time before considering usage in a production environment. For all deployments:

1. Carefully monitor the Agent's resource consumption using the new graph MEMORY USAGE - AGENT graphs avail-
able on the GRAPH tab. You can also add an SMTP or SNMP notification to the new Heat Chart rule My SQL
AGENT MEMORY USAGE EXCESSIVE.

2. If the amount of memory consumed is too high, consider sampling queries during nonpeak hours or monitoring only a
subset of queries on this system.

If you experience any problems with Query Analyzer, we're interested in working with you closely and quickly to resolve
them. Please open a Support issue right away. We're already working hard on optimizing Agent/proxy RAM usage and are
planning a series of rapid releases to quickly distribute these and other improvements to you.

Note that you must have enabled Query Analyzer within the agent/proxy during installation. If you did not enable Query Analyzer dur-
ing the installation of the agent/proxy, check the following elements within the main mysql - noni t or - agent . i ni configuration
file:

¢ Addtheproxy plugintothepl ugi ns parameter:

pl ugi ns=proxy, agent

e Ensurethat thequan. | ua itemsfileisenabledintheagent - i t em fi | es configuration property:

agent-itemfiles = share/ nysql - proxy/itens/quan. | ua, share/ nysql -proxy/itens/itenms-nysql-nonitor.xmnl

e Check and set the pr oxy- addr ess, pr oxy- backend- addr esses, and pr oxy- | ua- scri pt settings are configured:

proxy- addr ess=: 4040
pr oxy- backend- addr esses
proxy-1lua-script

127.0. 0. 1: 3306
shar e/ mysql - proxy/ quan. | ua

For more information on these configuration options, see Section 2.3.6.1, “MySQL Enterprise Monitor Agent (nysql - noni t -
or - agent . i ni ) Configuration”.

Note

The Query Analyzer functionality may show as being enabled on a server, even though the modules within MySQL Enter-
prise Monitor Agent may not have been enabled.

Y ou may also need to make some additional changes to the security configuration on your server to ensure that queries are correctly re-
ported to MySQL Enterprise Service Manager:

e You must ensure that each user configured within your MySQL client application that connects through the agent/proxy and is re-
quired to report query analyzer information is allowed to connect to the server from the host on which the agent/proxy is running.
When the user connects to the agent/proxy, and the agent/proxy connects to the server the host of the agent/proxy will be used as the
identifying client host name during the connection.

I Warning

Because the proxy is providing the immediate connectivity to the MySQL server, authentication must use the proxy host-
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I name, not the client hostname.

To update your user credentials, you need to use the GRANT statement. For example:

nysql > GRANT SELECT, UPDATE, | NSERT on dat abase.* to 'user' @Il ocal host' |DENTIFI ED BY ' password';

*  TheMySQL client application user must have SELECT privilegesonthenysql . i nvent or y table. Thistable contains the server
UUID and isrequired to report the query analyzer datato the MySQL Enterprise Service Manager. To enable this, use the GRANT
option:

nysql > GRANT SELECT on nysql.inventory to 'user' @Il ocal host' |DENTIFIED BY ' password' ;

8.1.1. Enabling Query Analyzer by Changing the MySQL Client Application

Generally, changing your MySQL client application is the easiest and recommended method. For example, given atypical structure like
the one shown in the figure below, the client application would need to be modified so that it no longer communicated directly with the
MySQL server, but to the agent/proxy.

Figure 8.2. MySQL Enterprise Dashboard: Standard Agent/Monitor Topology

MySOL Server  [=—— Port 3306 —®=| Client Application

MySOL Monitor  |[-——— 4 MyS0OL Agent

Y ou can see an example of the structure when communicating using the agent/proxy below.

Figure 8.3. MySQL Enterprise Dashboard: Query Analyzer Agent/Monitor Topology

MySOL Server Client Applicaton

MySOL Monitor  [s——— ] MySOL Agemt  |[=+— Port 6446

To enable query analyzer within your MySQL client application:
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1. Make surethat the MySQL Enterprise Service Manager and your MySQL Enterprise Monitor Agent are configured and running.

2. Confirm the configuration of your agent by examining the contents of theet ¢/ nysql - noni t or - agent . i ni filewithin your
installed Agent directory.

Queries will be sent to the host specified inthe pr oxy- backend- addr esses parameter, and the agent will listen for connec-
tions to be redirected to the server on the host name and port configured in the pr oxy- addr ess parameter.

3. Now modify your MySQL client application to communicate with the address specified in the pr oxy- addr ess parameter.

Alternatively, if you do not want to modify your application directly, you can use iptables or firewall rulesto redirect queries from
the original host/port combination to the agent's port.

Because connections to the MySQL server will be coming from the agent/proxy, not the original host, the user credentials used
must be have a suitable GRANT statement for connectionsfrom | ocal host , or the host on which the agent/proxy is executing.
The user name and password information will be passed on directly through the agent/proxy from the client to the server.

4. Confirm that your MySQL client application still operates normally. There should be no difference between communicating dir-
ectly with the MySQL server and communicating using the agent/proxy.

Note

If you areusing thenysql client to connect to the agent/proxy and your backend servers, make sure that you are commu-
nicating with the proxy over the right port. By default, if you specify | ocal host asthe host name, then nysql will
connect using the local Unix domain socket, rather than the TCP/IP socket.

You can enforce mysql to use theright port either by explicitly requesting the protocol type, or by using the IP address
rather than | ocal host . For example, both of these command lines will start the client using the right protocol:

shel | > nmysqgl --port=4040 --protocol =tcp
shel | > nysqgl --port=4040 --host=127.0.0.1

Note

It is recommended that you use one agent/proxy per MySQL server instance. The agent/proxy is not able to forward quer-
iesto multiple MySQL server backends.

8.1.2. Enabling Query Analyzer by Changing MySQL Server
When enabling Query Analyzer by changing the MySQL Server, you need to shutdown your server, edit the MySQL configuration file,

and then restart MySQL. Y ou will also need to change your Agent/proxy configuration so that the Agent/proxy is listening on the ori-
gina MySQL TCP/IP port. To use this method:

1. Editthe/ et c/ ny. cnf or other MySQL configuration file and change or add the por t setting fromit's current value (default
3306), to another value. For example:

port = 3307

2. Shutdown your MySQL Server.
3. Startup your MySQL Server and confirm that is running.

4. Edit your MySQL Enterprise Monitor Agent configuration so that the agent/proxy is listening for connections on the original
MySQL port:

pr oxy- addr ess=: 3306
proxy- backend- addresses = 127.0.0. 1: 3307

5. Stop and restart MySQL Enterprise Monitor Agent.

Y ou should now be able to connect to your MySQL server through the MySQL Enterprise Monitor Agent by connecting on the original
port:
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shel | > mysgl --host=127.0.0.1

8.2. Getting Detailed Query Information

If you click an individual query, a pop-up window will provide more detailed information about the individual query. Y ou can see an
example of thisin the figure below. The available tabs within this window will depend on whether you have configured the more de-
tailed query information. By default, you will always be provided the Summary Details page. If enabled, you may also view Example
Details, which provide more detailed data about a specific query, including the data and parameters submitted. In addition, you may also
enable Example Explain, which provides you with the ability to remotely execute an EXPLAI N statement with the specified query and
view the resulting information.

e The Canonical Query tab:

Figure 8.4. MySQL Enterprise Dashboard: Canonical Query Tab for a Query
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" Canonical Query | Example Query | Explain Query B08B

165 B

Allas
MNone specified.

Canonlcal Form
trumcated | full | formatied

Overview of infformation collected and aggregated for gueries of this form.

SELECT
COUNT( message_id )} AS cnt,
DATE FORMAT(FROM UNIXTIME|(datetime), ?) AS
fmtdate
; procese_mode, process_type
FROM
logs_amavis
WHERE
datetime »= 7 AND datetime <= 7
GROUP BY
process_mode ABC, process_type ABC, fmtdate
ASC
Execution Time Statistics
Max Time | Min Time | Avg Time | Total Time | Standard Deviation
11.123 0.274 2.140 12.838
Row Statistics
Max Min Mg Total Standard Total Max
Rowis Rowis Rows Rows Drewviation Size Size
408 a7 129 Ly -] 82| 24.21 KB [ 12.8 KB

Mumber of Executions
3]

Time Span
From Oct 27, 2008 10:16:07 AM to Oct 27, 2008 10:46:07 AM.

_hide |

gxpand »

In addition to the summary information given in the table, you will get detailed execution statistics, including the minimum time,
maximum time, average time, total time and the standard deviation. The standard deviation will enable you to determine whether a
particular invocation of aquery is outside the normal distribution of timesfor the given query.

Row statistics provide more detailed contents on the maximum, minimum, average, total, and standard deviation for the number of
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rows returned by the query, and the total size and maximum size of the data returned. The time period for the total and average fig-
ures is shown under the Summary Time Span.

The detailed view for aquery also provides three different views of the query. Thet r uncat ed version is a shortened version of
thequery. Thef ul | version of the query isthe entire query statement. Normalization removes the constants from the individual
queries so that queries following the same logical structure are identified as the same basic query.

To close the query detail window, click the HIDE button.

To simplify the identification of a given query, you can create aquery aias. The aliaswill be used in place of the normalized query
text within the Query Analyzer table. To create an alias for aquery, click the CREATE ALIAS link against the query. The maximum
length for aquery aliasis 255 characters.

The Example Query tab:

Figure 8.5. MySQL Enterprise Dashboard: Example Query Tab for a Query
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" Canonical Query | Example Query | Explain Query B08B 165 B 134

The guery with the longest execution time during the Time Span (usually the
skwest but not always).

Sampled Query
trurmcated | full | formatted

SELECT
COUNT{ message_id )} AS cnt,
date_ format(from unixtime(datetime), "%Y-%m-%d")
AS fmtdate
, process_mode, process_type
FROM
logs_amavis
WHERE
datetime >= 1224498843 and datetime == 1225080000
GROUP BY
process_mode ASC, process_type ASC, fmtdate ASC

Execution Time
11,122 ms

Date
Oct 27, 2008 10:35:01 AM

User
roeoit

Thread |D
298107

From Host
152 168.0.2:22717

To Host
127.0.0.1:3306
Comments
_hide |
expand »
L -

The Example Details tab provides detailed information about the most expensive query executed, as determined by the execution
time.

In addition to the full query, with data, that was executed, the tab shows the execution time, data, user, thread ID, client host and ex-
ecution host for the given query.
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e TheExplain Query tab:

Figure 8.6. MySQL Enterprise Dashboard: Explain Query Tab for a Query

Cancnical Query | Example Query | Explain Query P08 B 16858 | 134.67B | 10:37.01 AM | {j alias
Explain of a query that eccurred during the Time Span (usually the slowest but not akways).

Explain
i | select_type | table type | possible_keys | key key_len | ref | rows extra
1 | SIMPLE legs_amavis | index | null mdatetimepmpt | 47 null | 276087 | Using where, Using index; Using temporary; Using filesort
hide
expand »

The Example Explain tab enables you to view the output from running the query with the EXPLAI N prefix. For more information,
see EXPLAI N Syntax.

8.3. Filtering Query Analyzer Data

Y ou can filter the queries shown within the Query Analyzer table by using the form at the top of the table. The different fields of the
form are used to specify the parameters for the filter process. Once you have specified afilter, al the queries and related statistics
shown within the Query Analyzer table are displayed in relation to the filter settings. For example, by default, the filter settings show
the queries for the last 30 minutes. All the statistics shown are relative to the last 30 minutes, including average, maximum and execu-
tion counts.

Thefilter fields are:

e SEARCH TYPE and QUERY SEARCH support text searching of the normalized query. For the search type you can specify either aba-
sic text match, or aregular expression match. In addition to the basic text match, you can also search for a query that does not con-
tain aparticular string. For regular expression searches, you can specify whether the regular expression should match, or not match
(negative regexp) the queries. Regular expressions are parsed using the standard MySQL REGEXP( ') function. For more informa-
tion, see Regular Expressions.

Note

The search is performed against the canonical version of the query. Y ou cannot search against specific text or values with-
in the parameters of the query itself.

« DATABASE: Limit the queries to those executed within a specific database. The database match is performed using the LI KE match
from the MySQL database, hence you can use the %and _ characters to multiple and single character matches. For more informa-
tion, see Pattern Matching.

e TheTIME DisPLAY menu selects whether the time selection for filtering should be based on the time INTERVAL (only queries recor-
ded within the displayed time period are shown, using the HOURS and MINUTES pop-up), or whether the selection should be based
on atime period (FROM/T0), where you can select the time range to be displayed.

Using the INTERVAL mode shows queries within the given time period from the point the graph was updated. For example, if you
select 30 minutes, then the queries shown were captured within the last 30 minutes. If you updated the display at 14:00, then the
queries displayed would have been captured between 13:30 and 14:00. Using interval mode limits the timespan for the filter selec-
tion to amaximum of 23 hours and 59 minutes.

Using the FROM/T 0 mode enables you to show queries between specific dates and times. Using this mode you can show only the
queries received during a specific time span, and you can display the query history for a much longer time period, for as long as you
have been recording query analysis information.

* TheVIEW selection determines whether the information should be returned on a group basis, where an aggregate of the same query
executed on all monitored serversis shown, or on a SERVER basis, where queries are summarized by individual server. If the latter
option has been selected, the table includes an additional column showing the server.

¢ QUERY TYPE letsyou select the type of query on which to filter queries. Selecting ALL will show all queries. Additional query
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types you can select include SELECT, | NSERT, UPDATE and other main SQL query types.
« LiMIT specifies the number of queries to be displayed within each page.

When you have set your filter parameters, you can update the Query Analysis display by clicking the FILTER button. To reset the fields
to the default settings click the RESET button.

8.4. Using Query Analyzer Data

The information provided by Query Analyzer can be complex to understand and resolve into simple targets and resolutions for your
MySQL client application. The information can be used in different ways to find problems in your queries or your servers, or both.
Provided below are some tips on how to get the best out of the Query Analyzer interface, and how to identify different queries and prob-
lems based on the information shown by the Query Analyzer system.

First, consider the information provided by individual columns by your queries. In particular, the following columns can highlight spe-
cific problems with your queries or database server:

« Execution Count: High execution counts, especially for aquery that you expect to be executed very rarely, may indicate that your
MySQL client application is either running a simple query to frequently, or may be running a query multiple times that could other-
wise be cached. Y ou should pay particular attention to queries where the execution count increases significantly in a short period of
time compared to the normal execution rate.

How to find: Use the sort feature to sort the queries by execution count.

* New queries: New queries appearing in the Query Analyzer tab, especialy if they appear after other queries have beenin the dis-
play for a number of hours or days may indicate a number of issues:

« Execution times: Long execution times, and along max execution time compared to the average execution time may indicate a
problem with a specific query and specific parameters.

How to find: Use the sort feature to sort the queries by execution count.

Y ou can also use the filtering and sort options to get specific information about potential problem queries.

8.5. Troubleshooting Query Analyzer

If you are having trouble with Query Analyzer, either because the information is not being shown or the full range of queries that you
expect are not appearing in the Query Analyzer page then there are a number of systems you can check.

To confirm that your system is correctly configured for Query Analysis, check the following:

¢ Confirm that the agent is running by checking the Agent log and the status of the server within MySQL Enterprise Service Manager
* Check the configuration of the agent. Y ou must confirm the following:

e Thepl ugi ns parameter within the main configuration file, mysql - noni t or - agent . i ni , must contain the pr oxy plu-
gin:

pl ugi ns=pr oxy, agent

e Theagent-itemfil es parameter within the main configurationfile, mysql - noni t or - agent . i ni , must specify the
shar e/ mysql - proxy/itens/ quan. | ua script:

agent-itemfiles = share/ nysql-proxy/itens/quan.lua, »
share/ nysql - proxy/itens/itens-nysql - monitor.xm

» Theproxy configuration parameters must point to the MySQL server where you want your queriesto be sent. For example, if
you are running your agent on the same host as your MySQL server then you might have the following linesin your nysql -
nmoni t or - agent . i ni file
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pr oxy- addr ess=: 4040
proxy- backend- addr esses
proxy- | ua-scri pt

127. 0. 0. 1: 3306
shar e/ nysql - proxy/ quan. | ua

The above configuration can means:
*  The agent/proxy will listen on the current machine, using port 4040 (pr oxy- addr ess).

e Theagent/proxy will send all queries received ontothehost 127. 0. 0. 1 on port 3306 (the standard MySQL port), as per
thepr oxy- backend- addr esses parameter.

Y ou can see a sample complete configuration file (mysql - noni t or - agent . i ni ), usingthe127. 0. 0. 1 asthe MySQL
backend server, and reporting to a MySQL Enterprise Service Manager called noni t or :

[nysql - proxy]

pl ugi ns=pr oxy, agent
agent - mgnt - host name = http://agent: passwor d@roni t or: 18080/ hear t beat

nysql d-1 nstance-di r= etc/instances

agent-itemfiles = share/ nysql - proxy/items/quan.|ua, share/ nmysql - proxy/itemns/itenms-mysql-nonitor.xm
proxy- addr ess=: 4040

proxy- backend- addr esses
proxy- |l ua-scri pt

127.0.0. 1: 3306
shar e/ mysql - proxy/ quan. | ua

agent-uui d = a3113263- 4993- 4890- 8235- cadef 9617c4b
log-file = nmysql-nonitor-agent.|og
pid-file=/opt/nysql/enterpriselagent/ nysql-nonitor-agent.pid

e Confirm that you can connect through the agent proxy to your backend MySQL server. Y ou can do this by checking with the
MySQL client. Y ou must specify the same options as you would if you were connecting to the original server, including specifying
the same user and password information:

shel I > nysql -h 127.0.0.1 --port 4040 --user=root -p

Ent er password:

Wl cone to the MySQL nmonitor. Commands end with ; or \g.
Your MySQL connection id is 299239

Server version: 5.0.60-10g Gentoo Linux nysqgl-5.0.60-r1

Type "help;' or "\h' for help. Type '"\c' to clear the buffer.
nysql >

shel I > nmysql -h 127.0.0.1 --port 6446 --user=root -p

Ent er password:

Wel come to the MySQL nmonitor. Commands end with ; or \g.
Your MySQL connection id is 299239

Server version: 5.0.60-10g Gentoo Linux nysqgl-5.0.60-r1

Type 'help;' or "\h' for help. Type '\c' to clear the buffer.

nysql >

e Check that your MySQL client application is configured to use the configured proxy port, instead of the real MySQL port when
sending queries.

¢ Confirm that Query Analyzer enabled for your host. For more information, see Section 8.6, “ Query Analyzer Settings’.

8.6. Query Analyzer Settings

There are anumber of settings related to the Query Analyzer data. Y ou can configure the query analyzer operation by using the CON-
FIGURE QUERY ANALYZER link within the QUERY ANALYZER tab, or through the CONFIGURE QUERY ANALYZER button within the
MANAGE SERVERS tab within the SETTINGS tab. Both methods provide you with the same dialog:

Figure 8.7. MySQL Enterprise Dashboard: Query Analyzer Configuration
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 Lonngure Luery Analyzaer

Configure query analyzer for "phoenix:3306".
Impeortant: before vou enable...

Setting Important Information

This will impact guery performance. Before
Enable Query AnalyZer o..bing see "Important: before you enable.,.”
This may expose sensitive data (shows actual
-------- queries with actual parameters). Will increase
menitoring overhead [including RAM used by
the agent’proxy).

Mot collected until requested, but some explains
can be very expensive. Wil increase monitoring
overhead (including RAM used by the
agentiproxy).

[] Enable Example Explain

[] Make this the default for all new servers. Save cancel

Through either solution, the configuration options that you select are applied to the individual server or server group selected within the
SERVERSNavigation panel.

There are three configuration options available through either method:
* ENABLE QUERY ANALYZER configures whether query analyzer should be enabled for this server or server group. If selected, query
analyzer will be enabled. To disable, delect the check box.

If Query Analyzer has been enabled, then you can additional configure the Example Query function by selecting the ENABLE
ExAMPLE QUERY checkbox. Enabling this option provides an additional tab when you open the CANONICAL QUERY window when
clicking aquery.

e ENABLE EXAMPLE QUERY alows the Query Analyzer to display more information about individual queries. When enabled, queries
and their data items (rather than the canonical form shown by default) will be provided. Enabling this option may expose the full
query statements and therefore may present a security issue.

With the EXAMPLE QUERY option enabled, an additional tab within the query summary details is made available. For more inform-
ation, see Section 8.2, “ Getting Detailed Query Information”.

If you have enabled EXAMPLE QUERY, then you can additional enable EXAMPLE EXPLAIN, To enable thistab, select the ENABLE
EXAMPLE EXPLAIN checkbox.

« ENABLE EXAMPLE EXPLAIN provides another tab when viewing a query where you can view the output from EXPLAI N output
from MySQL for the selected query. Thiswill show the full query and how the query was executed within the servers.

Enabling this option may add overhead to the execution of your server, as the server will run an EXPLAI N statement each time it
identifies along running query. For more information, Appendix B, MySQL Enterprise Monitor Frequently Asked Questions.
To enable or disable query analyzer for an individual server, go to the SETTINGS page and click the MANAGE SERVERS link. To config-

ure all the properties, click the CONFIGURE QUERY ANALYZER link next to server you want modify.

Alternatively, for each server, the QUERY ANALYZER column shows the current setting, On or Off, and whether the ExampLE and
ExpLAIN functiondlity is enabled. To change any setting, click the current status to toggle between the On/Off position.

To disable or enable Query Analyzer for the selected servers, use the DISABLE QUERY ANALYZER or enabl e query anal yzer but-

122



The Query Analyzer Page

tons within the SETTINGS page. Y ou must have selected one or more servers from the list of available servers before selecting these but-
tons.

Y ou can use the options that you have just selected as the default for all new servers that register with MySQL Enterprise Service Man-
ager by using select the MAKE THIS THE DEFAULT FOR ALL NEW SERVERS checkbox. By default, when a new server registers with
MySQL Monitor, the server is automatically configured to supply Query Analyzer data. This can have impact on the performance of
your monitor and agent as it increases the amount of information supplied to the MySQL Monitor.

Configuration of Query Analyzer occurs through the CONFIGURE DEFAUL TS button from within the QUERY ANALYZER page.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Navigate to the Repl i cat i on page by choosing the REPLICATION tab. This page provides a quick summary view of the state of your
replication serversor, if you wish, you can drill down and determine specifics about any master or slave.

Note

Servers, whether masters or slaves, must be monitored for them to appear on this page.

Note
Therewill beno Repl i cat i on pageif your subscription level does not support this feature.

TheRepl i cat i on page groups all master servers with their slaves. Masters and their slaves are autodiscovered and a grouping is cre-
ated. This grouping shows up on the replication page and also inthe Heat Chart ontheMbni t or page. Scansrun on afive minute
interval, so depending upon the order of discovery, it can take aslong as 2 polling intervals to create a complete group.

Figure 9.1. MySQL Enterprise Dashboard: Replication Groups

U Adveors | 1 Events ) & Replication
Replication Maonitoring
4 SEnvers Ty pe Skave | Shve 5OL  Time Behind = Binlog
[-] Replication 1 (5) TREE Running = Stopped
locaktree-master: 10001 master master-bin 000035
localktree-master-slave: 10002 | master'slve | Running | Running 000000 master-skave-bin 000035
locaktree-skaved: 10008 shve Running | Running 000000
localtree-shve 210007 shve Running | Running 00000
lecakHree-shve: 10003 shve Running = Stopped
[-] Replication 4 [4) MIXED Running | Running
ring 1: 10004 masterslve Running = Running 00000 maste r-bin OO0030
ring 2: 10006 masterslve  Running = Running 00000 maste r-bin OO0030
ring2-slave: 10009 shve Running | Running CO:00C0
ring 3: 10006 masterslave  Running = Running 000000 master-bin. 000030

Discovery events are logged to the Repl i cat i on log. To view thislog navigate to the Set t i ngs page and choose the L oGs link.
View all replication-related events by clicking the REpLICATION link. Thislog can be a useful tool should you need to debug the replic-
ation topology discovery process.

Warning

The agent must be installed on the same machine as the server you are monitoring for discovery to work properly. Do not
use remote monitoring.

Replication groups can be managed from the Manage Ser ver s page in the same way as other groups. However, any slaves removed
from a server group will automatically be restored to that group. It is also possible to add nonslaves to areplication grouping. For more
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information about server groupings see Section 4.3.2, “ Grouping Servers’.

9.1. Replication Page Details

Choose avalue from the REFRESH drop-down list box to set the rate at which information is updated. This refresh rate applies only to
the information presented on this page: It isindependent of the rate set for the Mbni t or page.

The following columns describe replication servers and their slaves:

e Servers: Displaysthe group name and any master servers and slaves

« Type: Indicates the topology of a server group or in the case of individual servers, whether a server is a master, amaster/dave, or a
dave

« Slave IO: Reports the status of the slave I/O thread

« Slave SQL: Reports the status of the slave SQL thread

e Seconds Behind: The number of seconds the slave is behind the master. This columnisblank if aserver isamaster.

¢ Binlog: The binary log file name

¢ Binlog Pos: The current position in the binary log file

* Master Binlog: The master binary log file name

* Master Binlog Pos: The current position in the master binary log file

e Last Error: The most recent error

¢ Unlabeled Column: Use the RENAME GROUP link on the server group line to edit the server group name

Levels of indentation in the Ser ver s column show the relationship between master servers and their slaves. Most column headings are
active links that allow you to change the order of display by clicking the header. Sorting works differently for different column group-
ings. Click the Seconds Behi nd header to order servers by the number of seconds they are behind their master. However, in all
cases, the server topology is respected. For example, in a TREE topology, ordering occurs within branches only.

If the agent is down, servers show in bold red in the Ser ver s column. The Sl ave | Oandthe Sl ave SQL columns display

st opped inred text if these threads are not running. If an agent is down, italicsis used to display the last know status of the 1/0 or
SQL threads.

Clicking amaster server opens adialog box that displays information about the server. The information shown includes:

e The number of slave servers

¢ Thebinary log file name

¢ Thebinary log position

¢ Which databases are replicated and which not

The dialog box also includes alink that allows the user to hide or show the slave servers.

Clicking aslave server opens a dialog window showing extensive information about the slave.
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MySQL Enterprise Monitor 2.0

e Section A.1, “Apache Commons Collections License’
e Section A.2, “ Apache Commons DBCP License”

e Section A.3, “Apache Commons Digester License”

e Section A .4, “ Apache Commons FileUpload License”
e Section A.5, “Apache Commons 1O License”

e Section A.6, “ Apache Commons Lang License’

e Section A.7, “Apache Commons Logging License”

e Section A.8, “ Apache Commons Pool License”

e Section A.9, “Apache Commons Validator License’

e Section A.10, “Apache License Version 2.0, January 2004”
e Section A.11, “Apache log4j License”

e Section A.12, “Apache Tomcat License’

e SectionA.13,“cURL (I i bcur ) License”

e Section A.14, “JDOM Project License”

e Section A.15, “jQuery License”

e Section A.16, “jQuery Ul License”

e SectionA.17,“l i bevent License’

e Section A.18, “LPeg Library License”

e SectionA.19, “LuaFi | eSyst emLibrary License’
e Section A.20, “OpenSSL v0.9.8i License”

e Section A.21, “StringTemplate Template Engine License’

e SectionA.22,“z| i b License”

A.l. Apache Commons Collections License

The following software may be included in this product:

Apache Commons Col | ecti ons

Component's NOTICE. txt file:

Apache Commons Col | ecti ons

Copyri ght 2001-2008 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.10, “Apache License Version 2.0, January 2004”.
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A.2. Apache Commons DBCP License

The following software may be included in this product:

Apache Commpns DBCP

Conponent's NOTICE. txt file:

Apache Commobns DBCP

Copyri ght 2001-2010 The Apache Software Foundation

Thi s product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.10, “Apache License Version 2.0, January 2004”.

A.3. Apache Commons Digester License

The following software may be included in this product:

Apache Commons Di gester

Conmponent's NOTICE. txt file:

Apache Jakarta Commons Di gester

Copyri ght 2001-2006 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.10, “Apache License Version 2.0, January 2004”.

A.4. Apache Commons FileUpload License

The following software may be included in this product:

Apache Commons Fi | eUpl oad

Conponent's NOTICE. txt file:

Apache Jakarta Commons Fi | eUpl oad

Copyri ght 2002-2006 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.10, “Apache License Version 2.0, January 2004”.

A.5. Apache Commons IO License

The following software may be included in this product:

Apache Commons |1 O

Conmponent's NOTICE. txt file:

Apache Jakarta Commons | O

Copyri ght 2001-2007 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww.apache.org/).

This component is licensed under Section A.10, “Apache License Version 2.0, January 2004”.

A.6. Apache Commons Lang License

The following software may be included in this product:

Apache Commons Lang

Conmponent's NOTICE. txt file (ol der version):
Apache Jakarta Commons Lang

Copyri ght 2001-2007 The Apache Software Foundation

This product includes software devel oped by
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The Apache Software Foundation (http://ww. apache.org/).
Conponent's NOTICE. txt file (newer version):

Apache Commons Lang

Copyri ght 2001-2008 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww.apache.org/).

This component is licensed under Section A.10, “ Apache License Version 2.0, January 2004”.

A.7. Apache Commons Logging License

The following software may be included in this product:

Apache Commopns Loggi ng

Conponent's NOTICE. txt file:

Apache Commopns Loggi ng

Copyri ght 2003-2007 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.10, “Apache License Version 2.0, January 2004".

A.8. Apache Commons Pool License

The following software may be included in this product:

Apache Conmons Pool

Component's NOTICE. txt file:
Apache Commons Pool
Copyri ght 1999-2009 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.10, “Apache License Version 2.0, January 2004".

A.9. Apache Commons Validator License

The following software may be included in this product:

Apache Commons Val i dat or

Conponent's NOTICE. txt file:
This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.10, “Apache License Version 2.0, January 2004”.

A.10. Apache License Version 2.0, January 2004

The following applies to all products licensed under the Apache 2.0

Li cense: You may not use the identified files except in conpliance
with the Apache License, Version 2.0 (the "License.") You nay obtain a
copy of the License at http://wwm. apache. org/licenses/LI CENSE-2.0. A
copy of the license is also reproduced bel ow. Unl ess required by
applicable law or agreed to in witing, software distributed under the
License is distributed on an "AS | S" BASIS, W THOUT WARRANTI ES OR
CONDI TI ONS OF ANY KIND, either express or inplied. See the License for
the specific | anguage governing perm ssions and limtations under the
Li cense.

Apache License Version 2.0, January 2004 http://ww. apache.org/licenses/
TERVS AND CONDI TI ONS FOR USE, REPRCDUCTI ON, AND DI STRI BUTI ON
1. Definitions.
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"Li cense" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this docunent.

"Li censor" shall mean the copyright owner or entity authorized by the
copyri ght owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other
entities that control, are controlled by, or are under common control
with that entity. For the purposes of this definition, "control" neans
(i) the power, direct or indirect, to cause the direction or
managenent of such entity, whether by contract or otherw se, or (ii)
ownership of fifty percent (50% or nore of the outstanding shares, or
(iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising
permi ssions granted by this License.

"Source" formshall mean the preferred formfor meking nodifications,
including but not limted to software source code, docunentation
source, and configuration files.

"oj ect” formshall mean any formresulting from mechanical
transformation or translation of a Source form including but not
limted to conpil ed object code, generated docunentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or bject
form nmde avail abl e under the License, as indicated by a copyright
notice that is included in or attached to the work (an exanple is
provided in the Appendi x bel ow).

"Derivative Wrks" shall mean any work, whether in Source or bject
form that is based on (or derived from the Work and for which the
editorial revisions, annotations, elaborations, or other nodifications
represent, as a whole, an original work of authorship. For the

pur poses of this License, Derivative Wrks shall not include works
that renain separable from or nerely link (or bind by nane) to the
interfaces of, the Wirk and Derivative Wrks thereof.

"Contribution" shall mean any work of authorship, including the
original version of the Wrk and any nodifications or additions to
that Work or Derivative Wrks thereof, that is intentionally subnitted
to Licensor for inclusion in the Wrk by the copyright owner or by an
i ndi vidual or Legal Entity authorized to subnmt on behalf of the
copyri ght owner. For the purposes of this definition, "submtted"
means any formof electronic, verbal, or witten conmunication sent to
the Licensor or its representatives, including but not linmted to
communi cation on electronic mailing lists, source code control

systenms, and issue tracking systenms that are managed by, or on behal f
of, the Licensor for the purpose of discussing and inproving the Wrk,
but excl udi ng conmuni cation that is conspicuously marked or otherw se
designated in witing by the copyright ower as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behal f of whom a Contribution has been received by Licensor and
subsequently incorporated within the Wrk.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,

wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Wrks of, publicly
di splay, publicly perform sublicense, and distribute the Wrk and
such Derivative Works in Source or (bject form

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,

wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable (except
as stated in this section) patent |license to make, have made, use,
offer to sell, sell, inmport, and otherw se transfer the Wrk, where
such license applies only to those patent clainms |icensable by such
Contributor that are necessarily infringed by their Contribution(s)

al one or by conbination of their Contribution(s) with the Wrk to

whi ch such Contribution(s) was submitted. If You institute patent
litigation against any entity (including a cross-claimor counterclaim
inalawsuit) alleging that the Wirk or a Contribution incorporated

within the Wrk constitutes direct or contributory patent
infringement, then any patent |icenses granted to You under this

Li cense for that Work shall terminate as of the date such litigation
is filed.

4. Redistribution. You may reproduce and distribute copies of the Wrk
or Derivative Wrrks thereof in any medium wth or w thout

nmodi fications, and in Source or Object form provided that You neet
the foll owi ng conditions:

(a) You must give any other recipients of the Wirk or Derivative Wrks
a copy of this License; and

(b) You must cause any nodified files to carry prominent notices
stating that You changed the files; and
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(c) You nmust retain, in the Source formof any Derivative Wrks that
You distribute, all copyright, patent, trademark, and attribution
notices fromthe Source formof the Wrk, excluding those notices that
do not pertain to any part of the Derivative Wrks; and

(d) If the Wrrk includes a "NOTICE" text file as part of its
distribution, then any Derivative Wrks that You distribute nust
include a readabl e copy of the attribution notices contained

wi thin such NOTICE file, excluding those notices that do not pertain
to any part of the Derivative Wrks, in at [east one of the follow ng
places: within a NOTICE text file distributed as part of the
Derivative Wirks; within the Source formor docunentation, if provided
along with the Derivative Wrks; or, within a display generated by the
Derivative Wrrks, if and wherever such third-party notices normally
appear. The contents of the NOTICE file are for informational purposes
only and do not nodify the License. You may add Your own attribution
notices within Derivative Wrrks that You distribute, alongside or as
an addendumto the NOTICE text fromthe Wrk, provided that such

addi tional attribution notices cannot be construed as nodifying the

Li cense.

You may add Your own copyright statement to Your nodifications and may
provi de additional or different |license terms and conditions for use,
reproduction, or distribution of Your nodifications, or for any such
Derivative Wrks as a whole, provided Your use, reproduction, and
distribution of the Wrrk otherwi se conplies with the conditions stated
in this License.

5. Submi ssion of Contributions. Unless You explicitly state otherwi se,
any Contribution intentionally submtted for inclusion in the Wrk by
You to the Licensor shall be under the terms and conditions of this

Li cense, without any additional terms or conditions. Notwi thstanding
t he above, nothing herein shall supersede or nodify the terns of any
separate |icense agreement you may have executed w th Licensor

regardi ng such Contributions.

6. Trademarks. This License does not grant permi ssion to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonabl e and customary use in describing the
origin of the Work and reproduci ng the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable | aw or agreed
toin witing, Licensor provides the Wrk (and each Contri butor
provides its Contributions) on an "AS | S" BASI S, W THOUT WARRANTI ES OR
CONDI TI ONS OF ANY KIND, either express or inplied, including, wthout
limtation, any warranties or conditions of TITLE, NON-INFRI NGEMENT,
MERCHANTABI LI TY, or FI TNESS FOR A PARTI CULAR PURPCSE. You are solely
responsi bl e for determ ning the appropriateness of using or
redistributing the Wirk and assunme any risks associated with Your
exerci se of perm ssions under this License.

8. Limtation of Liability. In no event and under no |egal theory,
whether in tort (including negligence), contract, or otherw se, unless
requi red by applicable |law (such as deliberate and grossly negligent
acts) or agreed to in witing, shall any Contributor be liable to You
for danmges, including any direct, indirect, special, incidental, or
consequenti al damages of any character arising as a result of this

Li cense or out of the use or inability to use the Wirk (including but
not limted to damages for |oss of goodw |l, work stoppage, conputer
failure or malfunction, or any and all other commerci al damages or

| osses), even if such Contributor has been advised of the possibility
of such dammges.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Wrks thereof, You may choose to offer, and
charge a fee for, acceptance of support, warranty, indemity, or other
liability obligations and/or rights consistent wth this

Li cense. However, in accepting such obligations, You may act only on
Your own behal f and on Your sole responsibility, not on behal f of any
other Contributor, and only if You agree to indemify, defend, and
hol d each Contributor harmess for any liability incurred by, or
claims asserted agai nst, such Contributor by reason of your accepting
any such warranty or additional liability.

END OF TERMS AND CONDI TI ONS
APPENDI X: How to apply the Apache License to your work

To apply the Apache License to your work, attach the follow ng boilerplate
notice, with the fields enclosed by brackets "[]" replaced with your own
identifying information. (Don't include the brackets!) The text should be
encl osed in the appropriate coment syntax for the file format. W al so
recommend that a file or class name and description of purpose be included
on the same "printed page" as the copyright notice for easier identification
within third-party archives.

Copyright [yyyy] [name of copyright owner]

130



Licenses for Third-Party Components

Li censed under the Apache License, Version 2.0 (the "License");
you nmay not use this file except in conpliance with the License.
You may obtain a copy of the License at

http://ww. apache. org/ | i censes/ LI CENSE- 2. 0

Unl ess required by applicable law or agreed to in witing, software
distributed under the License is distributed on an "AS |IS" BASI S,
W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or

implied. See the License for the specific |anguage governing perni ssions
and limtations under the License.

A.11. Apache log4j License

The following software may be included in this product:

Apache | og4j

Conmponent's NOTICE. txt file:

Apache | og4j

Copyri ght 2007 The Apache Software Foundation

This product includes software devel oped at
The Apache Software Foundation (http://ww.apache.org/).

This component is licensed under Section A.10, “Apache License Version 2.0, January 2004 .

A.12. Apache Tomcat License

The following software may be included in this product:

Apache Tonctat

Component's NOTICE. txt file:
Apache Tontat
Copyri ght 1999-2007 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww.apache.org/).

This component is licensed under Section A.10, “Apache License Version 2.0, January 2004”.

A.13. cURL (I i bcurl) License

The following software may be included in this product:

cURL (libcurl)
Use of any of this software is governed by the terms of the |icense bel ow
COPYRI GHT AND PERM SSI ON NOTI CE

Copyright (c) 1996 - 2009, Daniel Stenberg, <daniel @axx.se>.
Al rights reserved.

Permi ssion to use, copy, nodify, and distribute this software for any purpose
with or without fee is hereby granted, provided that the above copyright
notice and this permission notice appear in all copies.

THE SOFTWARE | S PROVIDED "AS |S", W THOUT WARRANTY OF ANY KIND, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY,

FI TNESS FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT OF THI RD PARTY

RIGHTS. I N NO EVENT SHALL THE AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE FOR

ANY CLAIM DAMAGES OR OTHER LI ABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT
OR OTHERW SE, ARI SING FROM QUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR

THE USE OR OTHER DEALINGS | N THE SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not
be used in advertising or otherwise to pronobte the sale, use or other
dealings in this Software without prior witten authorization of the copyright
hol der .

A.14. JDOM Project License
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The following software may be included in this product:

JDOM

This product includes software devel oped by the
JDOM Proj ect (http://wwm.jdomorg/).

Copyri ght (C) 2000-2004 Jason Hunter & Brett MLaughlin.
Al rights reserved.

Redi stribution and use in source and binary forms, with or wthout

nmodi fication, are pernmitted provided that the follow ng conditions

are net:

1. Redistributions of source code nmust retain the above copyright notice,
this list of conditions, and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyright notice,
this list of conditions, and the disclainer that foll ows these conditions
in the docunmentation and/or other materials provided with the distribution.

3. The name "JDOM' nust not be used to endorse or promote products derived
fromthis software without prior witten permission. For witten permssion,
pl ease contact <request_ AT jdom DOT_org>.

4. Products derived fromthis software may not be called "JDOM', nor may
"JDOM' appear in their name, without prior witten pernission fromthe
JDOM Proj ect Managenent <request_AT_j dom DOT_or g>.

I'n addition, we request (but do not require) that you include in the end-user

docunent ati on provided with the redistribution and/or in the software itself

an acknow edgenent equival ent to the foll ow ng:
"This product includes software devel oped by the
JDOM Project (http://ww.jdomorg/)."

Alternatively, the acknow edgnent nay be graphical using the | ogos avail able

at http://wwm.jdom org/imges/| ogos.

TH'S SOFTWARE | S PROVIDED "AS | S" AND ANY EXPRESSED OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT
NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE JDOM AUTHORS OR THE PROJIECT CONTRI BUTORS BE
LI ABLE FOR ANY DI RECT, | NDI RECT, |NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES
(I'NCLUDI NG, BUT NOT LIM TED TO PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOAEVER CAUSED AND ON ANY THEORY OF LI ABILITY,
WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (INCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG
IN ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN |IF ADVI SED OF THE PGSSI BI LI TY OF SUCH
DANVAGE.

This software consists of voluntary contributions made by many individual s
on behal f of the JDOM Project and was originally created by Jason Hunter
and Brett MLaughlin. For nmore information on the JDOM Proj ect, please see
<http://ww.jdomorg/>."

A.15. jQuery License

The following software may be included in this product:

j Query
Copyright (c) 2009 John Resig.

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associ ated docunmentation files (the "Software"),
to deal in the Software without restriction, including without limtation
the rights to use, copy, nodify, nerge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permt persons to whomthe
Software is furnished to do so, subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included

in all copies or substantial portions of the Software.

THE SOFTWARE | S PROVI DED "AS | S', W THOUT WARRANTY OF ANY KI ND, EXPRESS OR | MPLI ED,

I NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR
PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE
FOR ANY CLAIM DAMAGES OR OTHER LI ABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT OR

OTHERW SE, ARI SING FROM OUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER
DEALI NGS I N THE SOFTWARE.

A.16. jQuery Ul License

The following software may be included in this product:

j Query U
Copyright (c) 2009 Paul Bakaus, http://jqueryui.com

This software consists of voluntary contributions made by many individual s
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(AUTHORS. t xt, http://jqueryui.conlabout) For exact contribution history,
see the revision history and | ogs, available at
http://jquery-ui.googl ecode. com svn/

Permi ssion is hereby granted, free of charge, to any person obtaining a
copy of this software and associ ated docunmentation files (the "Software"),
to deal in the Software without restriction, including without limtation
the rights to use, copy, nodify, nerge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permt persons to whomthe
Software is furnished to do so, subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included
in all copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS | S", WTHOUT WARRANTY OF ANY KI ND, EXPRESS

OR I MPLI ED, | NCLUDI NG BUT NOT LIM TED TO THE WARRANTI ES OF MERCHANTABI LI TY,

FI TNESS FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE

AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER

LIABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARl SI NG FROM

QUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALINGS I N THE SOFTWARE.

A.17.11 bevent License

The following software may be included in this product:

|'i bevent

Copyright (c) 2000-2007 Niels Provos <provos@iti.umni ch.edu>
Al rights reserved.

Redi stribution and use in source and binary forms, with or without

nodi fication, are permtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in the
docunent ati on and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or pronote products
derived fromthis software without specific prior witten perni ssion.

TH S SOFTWARE | S PROVI DED BY THE AUTHOR " "AS | S'' AND ANY EXPRESS OR

| MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED.

I'N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT, | NDI RECT,

I NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG BUT
NOT LI M TED TO, PROCURENENT OF SUBSTI TUTE GOODS CR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOAEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF
THI'S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DANAGE

A.18. LPeg Library License

The following software may be included in this product:

LPeg
Use of any of this software is governed by the ternms of the |icense bel ow
Copyri ght © 2008 Lua.org, PUC R o.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associ ated docunentation files (the "Software"), to deal in
the Software wi thout restriction, including without limtation the rights to
use, copy, nodify, nmerge, publish, distribute, sublicense, and/or sell copies of
the Software, and to pernmit persons to whomthe Software is furnished to do so,
subj ect to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included in all
copi es or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS |S", W THOUT WARRANTY OF ANY KIND, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS OR
COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER LI ABI LI TY, WHETHER
IN AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARI SING FROM OUT OF OR IN
CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALINGS I N THE SOFTWARE.
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A.19. LuaFi | eSyst emLibrary License

The following software may be included in this product:

LuaFi | eSystem
Copyri ght © 2003 Kepl er Project.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associ ated docunentation files (the "Software"), to deal in
the Software wi thout restriction, including without limtation the rights to
use, copy, nodify, nmerge, publish, distribute, sublicense, and/or sell copies of
the Software, and to pernmit persons to whomthe Software is furnished to do so,
subj ect to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included in all
copi es or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS |S", W THOUT WARRANTY OF ANY KIND, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS OR
COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER LI ABI LI TY, WHETHER
IN AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARI SING FROM OUT OF OR IN
CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALINGS I N THE SOFTWARE.

A.20. OpenSSL v0.9.8i License

The following software may be included in this product:

QpenSSL vO0. 9. 8i

Copyright (c) 1998-2006 The QpenSSL Proj ect.
Al rights reserved.

Redi stribution and use in source and binary fornms, with or wthout
nmodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclalmner.

2. Redistributions in binary form must reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in
t he docunentation and/or other naterials provided with the
di stribution.

3. Al advertising materials mentioning features or use of this
sof tware nust display the foll ow ng acknow edgnent :

"Thi s product includes software devel oped by the QpenSSL
Project for use in the OpenSSL Tool kit.
(http://ww. openssl|.org/)"

4. The names "QpenSSL Tool kit" and "QpenSSL Project” must not be
used to endorse or pronpte products derived fromthis software
Wi thout prior witten perm ssion. For witten perm ssion, please
cont act openssl -core@penssl . org.

5. Products derived fromthis software may not be called "QpenSSL"
nor may "OpenSSL" appear in their names without prior witten
permi ssion of the OpenSSL Proj ect.

6. Redistributions of any form whatsoever nust retain the foll ow ng
acknow edgnent :

"Thi s product includes software devel oped by the QpenSSL
Project for use in the OpenSSL Tool kit
(http://ww. openssl.org/)"

TH S SOFTWARE | S PROVI DED BY THE OpenSSL PRQJECT ""AS | S'' AND ANY
EXPRESSED OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE QpenSSL PROJECT OR I TS
CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR
PROFI TS; OR BUSI NESS | NTERRUPTI ON) HOAEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG
NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF THI S
SOFTWARE, EVEN I F ADVI SED OF THE PGCSSI BI LI TY OF SUCH DAMAGE.

Thi s product includes cryptographic software witten by Eric Young
(eay@ryptsoft.con). This product includes software witten by Tim
Hudson (tjh@ryptsoft.con).

A.21. StringTemplate Template Engine License

The following software may be included in this product:
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StringTenpl ate Tenpl ate Engi ne

Copyright (c) 2008, Terence Parr
Al rights reserved.

Redi stribution and use in source and binary forms, with or without
nmodi fication, are permtted provided that the follow ng conditions
are net:
1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.
2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other nmaterials provided with the distribution.
3. Neither the name of the author nor the names of its contributors may
be used to endorse or pronpte products derived fromthis software
Wi t hout specific prior witten permission.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS |S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL THE
COPYRI GHT OMNER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT,
| NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG
BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;
LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER | N CONTRACT, STRICT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARISING I N
ANY WVAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE
PCSSI BI LI TY OF SUCH DAMAGE.

A.22.zl 1 b License

The following software may be included in this product:
zlib

Oracle gratefully acknowledges the contributions of Jean-loup Gailly and Mark Adler in creating the zlib general purpose compression
library which is used in this product.

/* zlib.h -- interface of the 'zlib' general purpose conpression library version 1.2.3,
July 18th, 2005
Copyright (C 1995-2005 Jean-loup Gailly and Mark Adler

This software is provided '"as-is', wthout any express or inplied warranty.

In no event will the authors be held liable for any danmages arising fromthe
use of this software. Permission is granted to anyone to use this software
for any purpose,including commercial applications, and to alter it and
redistribute it freely, subject to the followi ng restrictions:

1. The origin of this software nust not be mi srepresented; you nust not claim
that you wote the original software. If you use this software in a product,
an a_ckngvm edgment in the product documentation woul d be appreciated but is not
required.

2. Altered source versions nust be plainly marked as such, and nust not be

m srepresented as being the original software.

3. This notice may not be renoved or altered fromany source distribution.

Jean-loup Gailly jloup@zip.org
Mark Adl er nmadl er @l umi . cal t ech. edu
*/
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Appendix B. MySQL Enterprise Monitor Frequently Asked
Questions

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Anayzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

FAQ Categories

¢ General Usage
e MySQL Enterprise
e MySQL Monitor

e MySQL Query Analyzer

General Usage

Questions

* B.1: While monitoring my network traffic | have noticed that the agents communicate information at irregular intervals to the
MySQL Enterprise Service Manager. | cannot see anything in my configuration that would explain this behavior. What is going on?

e B.2: My MySQL Enterprise Service Manager is behind afirewall but it cannot communicate with the MySQL Enterprise website to
register and download my license key and advisor bundle. | normally use a proxy service to access external websites. How do | con-
figure the proxy settings for MySQL Enterprise Dashboard?

¢ B.3: How do | change the name of a server?

¢ B.4: | have started a Data Migration of my old data for a server to MySQL Enterprise Service Manager 2.0, but | have noticed that
the performance of the monitor server has degraded significantly. Can | stop the migration?

« B.5: | have set the graphs to update every 5 minutes, and the page refresh to occur every minute. The page is refreshing correctly,
but the graphs do not seem to update.

e B.6: During query analysis, | am unable to obtain an EXAMPLE or EXPLAI N information when examining the detail of the analyzed
query within the QUERY ANALYZER panel.

¢ B.7: | have enabled EXPLAI N queriesfor Query Analyzer, but no queries with the EXPLAI N data are showing up in the display.
« B.8: Does Query Analyzer work with all versions of MySQL and the MySQL Client Libraries?

e B.9: Why do some rules appear to have a SEVERITY of UNKNOWN?

¢ B.10: What is the relationship between the advisor JAR file and the key?

e B.11: Doesthe Gold-level key support Silver-level advisors?

¢ B.12: Canthe Tria-level key work with the Gold-level advisors JAR file?

e B.13: Can| run MySQL Enterprise Service Manager on machine with other applications running?

« B.14: How frequently isthe data purge process executed?

Questions and Answers

B.1: While monitoring my network traffic | have noticed that the agents communicate information at irregular intervalsto the
MySQL Enterprise Service Manager. | cannot see anything in my configuration that would explain this behavior. What is going
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on?

Each MySQL Enterprise Monitor Agent periodically sends information to the server about arange of different information, including
the core rule and statistical data, Query Analyzer information and other data used to monitor the status of your MySQL server.

One element of thisis called the MySQL Enterprise Monitor Agent Heartbeat, which is core information exchange that indicates that
the monitored server is still up and running. The heartbeat information is vital becauseit tells the MySQL Enterprise Service Manager
that the agent and server are still communicating. Thisinformation is sent regularly to the MySQL Enterprise Service Manager, but to
prevent multiple agents from sending the information at the same time, and creating alarge network load (or storm), the interval isran-
domized with each heartbeat. The randomization ensures that the information is still uploaded periodically, but without the potentia to
overload the network with this data.

B.2: My MySQL Enterprise Service Manager isbehind a firewall but it cannot communicate with the MySQL Enter prise web-
sitetoregister and download my license key and advisor bundle. | normally use a proxy serviceto access exter nal websites. How
do | configurethe proxy settingsfor MySQL Enter prise Dashboard?

To configure a proxy service, you need to edit theapache- t ontat / conf/ cat al i na. properti es filewithinthe MySQL En-
terprise Service Manager installation directory. To make the changes, the proxy configuration information to the end of thefile by set-
tingtheht t p. proxyHost and ht t p. pr oxyPor t properties:

htt p. proxyHost =pr oxy. exanpl e. com
htt p. pr oxyPor t =8080

Y ou will need to restart the MySQL Enterprise Service Manager for the change to take effect:

shel | > mysqgl monitorctl.sh restart

B.3: How do | change the name of a server?
Go to the MANAGE SERVERS panel within SETTINGS and click RENAME SERVER.
Renaming the server in this way will override all other server naming, including changes to the agent configuration.

B.4: | have started a Data Migration of my old data for a server to MySQL Enterprise Service Manager 2.0, but | have noticed
that the performance of the monitor server has degraded significantly. Can | stop the migration?

Y ou can stop the migration of your historical data at any time. Go to the MANAGE SERVERS display of the SETTINGS panel and click
STOP next to each server that is being migrated. Y ou can restart the migration at any point.

B.5: | have set the graphsto update every 5 minutes, and the page refresh to occur every minute. The pageis refreshing cor -
rectly, but the graphs do not seem to update.

The graph refresh and page refresh are two different parameters. The graphs will update according to their refresh period, regardless of
the refresh period set for the main display page.

B.6: During query analysis, | am unableto obtain an EXAMPLE or EXPLAI Ninformation when examining the detail of the ana-
lyzed query within the QUERY ANALYZER panel.

Y ou must explicitly enable the EXAMPLE and EXPLAI N query functionality. Make sure that you have enabled both panels. See Sec-
tion 8.6, “ Query Analyzer Settings’.

B.7: | have enabled EXPLAI N queriesfor Query Analyzer, but no querieswith the EXPLAI N data are showing up in the display.

Query Analyzer only obtains EXPLAI N information when the MySQL Enterprise Monitor Agent identifies along running query. If
none of your queries exceed the defined threshold, then the EXPLAI Ninformation is not obtain and provided to the Query Analyze for

display.

To change the query duration at which an EXPLAI Nistriggered, you must edit the shar e/ nysql - pr oxy/ quan. | ua filewithin
the MySQL Enterprise Monitor Agent directory on each server. Y ou need to change the value configured in the
aut o_expl ai n_m n_exec_ti ne_us. The default is 500ms:

-- configuration
-- SET GLOBAL anal yze_query.auto_filter = 0
if not proxy.global.config.quan then
proxy. gl obal . config. quan = {
anal yze_queries = true, -- track all queries
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query_cut of f = 160, -- only show the first 160 chars of the query
num worst_queries = 5
auto_expl ain = true

aut o_expl ai n_m n_exec_time_us = 500 * 1000

end

The valueis expressed in microseconds, which is why the value must be multiplied by 1000. To reduce this value to 100ms you would
modify the line:

aut o_expl ai n_m n_exec_time_us = 100 * 1000

Y ou do not need to restart MySQL Enterprise Monitor Agent for the changes to take effect.

B.8: Does Query Analyzer work with all versions of MySQL and the MySQL Client Libraries?

The MySQL Proxy component, and Query Analyzer, require that clients connecting through MySQL Enterprise Monitor Agent are us-
ing MySQL 5.0 or later. Clients that use the library provided with MySQL 4.1 or earlier will not work with MySQL Enterprise Monitor
Agent.

B.9: Why do somerules appear to have a SEVERITY of UNKNOWN?

Dueto timing issues, certain rules such as “32-Bit Binary Running on 64-Bit AMD Or Intel System” and “Key Buffer Size Greater
Than 4 GB” do not evaluate correctly due to timing issues. Thisis aknown issue and will be resolved in future versions of MySQL En-
terprise Monitor.

B.10: What istherelationship between the advisor JAR file and the key?

The JAR file contains graph and advisor definitions. The key file contains typical customer validation data such as contract information,
number of servers covered, subscription level and dates.

B.11: Doesthe Gold-level key support Silver-level advisors?

The Gold-level advisor JAR file will contain Silver-level advisors plus Gold-level advisors. However, you cannot use the Gold-level
key with the Silver-level advisors JAR file. The Gold-level key can only be used with the Gold-level advisors JAR file.

B.12: Can the Trial-level key work with the Gold-level advisors JAR file?

The Trial-level key can only be used with the Trial-level advisors JAR file.

B.13: Can | run MySQL Enterprise Service Manager on machine with other applicationsrunning?

Y ou can, but ideally you should be running your MySQL Enterprise Service Manager on a dedicated machine, especidly if you are
monitoring a number of different agents. For more information, see Section F.5, “ Choosing Suitable MySQL Enterprise Service Man-
ager Hardware Configurations’.

B.14: How frequently isthe data purge process executed?

A data purge process is started approximately once a minute. If you have changed the purge period then the data will start to be purged
within the next minute.

MySQL Enterprise

Questions

e B.1: What isMySQL Enterprise?

e B.2: Can| buy MySQL Enterprise subscriptions for multiple years?

¢ B.3: Can| buy MySQL Enterprise subscriptions for only some of my production MySQL database servers?
e B.4: Doal my MySQL Enterprise subscriptions need to be at the same tier?

¢ B.5:What if | plan to add more MySQL serversto my MySQL Enterprise subscription?

e B.6: How should | decide between MySQL Enterprise Basic, Silver, Gold and Platinum?
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e B.7: What isMySQL Enterprise Server?

¢ B.8: What is MySQL Production Support?

¢ B.9: Does MySQL Enterprise include 24x7 Technical Support?

¢ B.10: Does MySQL Enterprise include Maintenance, Updates, and Upgrades?
e B.11: Does MySQL Enterprise include Emergency Hot Fix Builds?

¢ B.12: What is MySQL Consultative Support?

¢ B.13: What isa Technical Account Manager?

e B.14: Does MySQL provide IP (Intellectual Property) Indemnification?
e B.15: What isthelist of Supported Platforms?

¢ B.16: Arethere any Demo/Tutorials available for MySQL Enterprise?

¢ B.17: Arethere any MySQL Enterprise White Papers available?

e B.18: Arethere any Webinars available?

e B.19: What isthe pricing of MySQL Enterprise?

¢ B.20: What is MySQL Enterprise Unlimited?

e B.21: How do | get a30-day trial on MySQL Enterprise?

e B.22: How do | buy MySQL Enterprise?

Questionsand Answers
B.1: What isMySQL Enterprise?

The MySQL Enterprise subscription is the most comprehensive offering of MySQL database software, services and production support
to ensure your business achieves the highest levels of reliability, security and uptime.

MySQL Enterprise includes:
*« MySQL Enterprise Server software, the most reliable, secure and up-to date version of the world's most popular open source data-
base

e MySQL Enterprise Monitor that continuously monitors your database and proactively advises you on how to implement MySQL
best practices

e MySQL 24x7 Production Support with fast response times to assist you in the development, deployment and management of
MySQL applications

MySQL Enterpriseis availablein 4 tiers (Basic, Silver, Gold, Platinum). http://www.mysgl.com/products/enterprise/features.html

B.2: Can | buy MySQL Enterprise subscriptionsfor multiple years?

MySQL Enterprise subscriptions have duration of at least 1 year. Customers have the flexibility of choosing terms with multi-year dura-
tions. To purchase multi-year contracts, please http://www.mysql.com/about/contact/sal es.html ?s=corporate

B.3: Can | buy MySQL Enterprise subscriptionsfor only some of my production MySQL database servers?

When you choose MySQL Enterprise subscriptions, they must cover all database servers that power that specific application. To negoti-
ate volume discounts, please http://www.mysgl.com/about/contact/sal es.html ?s=corporate

B.4: Do all my MySQL Enterprise subscriptions need to be at the sametier?
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MySQL Enterprise subscriptions must be at the same tier (Basic, Silver, Gold, Platinum) for all database servers that power that specific
application.

B.5: What if | plan to add more MySQL serversto my MySQL Enterprise subscription?

A great option is the MySQL Enterprise Unlimited offering that allows you cover an unlimited number of MySQL servers for afixed,
low price. http://www.mysgl.com/products/enterprise/unlimited.html

B.6: How should | decide between MySQL Enterprise Basic, Silver, Gold and Platinum?

MySQL Enterprise subscriptions are available in 4 tiers, providing you the flexibility of choosing the capabilities and SLA that best
meet your requirements. http://www.mysql.com/products/enterprise/features.html If you have questions and what to discuss your specif-
ic requirements, please http://www.mysqgl.com/about/contact/sal es.html ?s=corporate

B.7: What isMySQL Enterprise Server?

MySQL Enterprise Server software is the most reliable, secure and up-to-date version of MySQL for cost-effectively delivering E-
commerce, Online Transaction Processing (OLTP), and multi-terabyte Data Warehousing applications. It is afully integrated transac-
tion-safe, ACID compliant database with full commit, rollback, crash recovery and row level locking capabilities. MySQL deliversthe
ease of use, scalability, and performance that has made it MySQL the world’ s most popular open source database. ht-
tp://www.mysgl.com/products/enterprise/server.html

B.8: What isMySQL Production Support?

Production Support consists of 4 components:

¢ Problem Resolution Support

« Consultative Support

¢ Knowledge Base

e Technical Account Manager (option)

MySQL Production Support gives you priority access with guaranteed response times to assist you with the development, deployment
and management of your MySQL applications. http://www.mysqgl.com/products/enterprise/support.html

B.9: DoesMySQL Enterpriseinclude 24x7 Technical Support?

MySQL Enterprise, at the Gold and Platinum tiers, includes 24x7 phone and email accessto the MySQL Support Team. ht-
tp://www.mysqgl.com/products/enterprise/problemresol ution.html

B.10: Does MySQL Enterpriseinclude M aintenance, Updates, and Upgrades?

Yes. Aslong as you have avalid contract for MySQL Enterprise, you will receive all new MySQL Enterprise Server software releases
including Software Maintenance, Updates, and Upgrades. The Software Update Service will automatically notify you of the new re-
leases.

B.11: Does MySQL Enterpriseinclude Emergency Hot Fix Builds?

MySQL Enterprise, at the Gold and Platinum tiers, gives you the ability to request an Emergency Hot Fix Build to fix issues not already
fixed in aMySQL Rapid Update or MySQL Quarterly Service Pack.

B.12: What isMySQL Consultative Support?

MySQL Enterprise, at the Gold and Platinum tiers, includes Consultative Support. Thisis a proactive approach to support that is de-
signed to help you avoid critical outages. MySQL Support Engineers advise you on how to properly design and tune your MySQL serv-
ers, schema, queries, and replication set-up to maximize performance and availability. Also, by taking the initiative to properly design
and tune your MySQL database applications you can avoid having to purchase expensive hardware for your I T infrastructure. ht-
tp://www.mysgl.com/products/enterprise/consultativesupport.html

B.13: What isa Technical Account Manager?

MySQL Enterprise, at the Platinum tier, provides the option for a Technical Account Manager (TAM). The TAM is your advocate with-
in MySQL, who proactively works to maximize your benefits from MySQL Support Services. ht-
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tp:/ivww.mysgl.com/products/enterprise/tam.html

B.14: Does MySQL provide P (Intellectual Property) Indemnification?

MySQL Enterprise, at the Gold and Platinum tiers, has the option of |P Indemnification, for qualifying customers at no extra cost. This
provides you with legal protection that you expect from enterprise software providers. ht-
tp://www.mysgl.com/products/enterprise/indemnification.html

B.15: What isthelist of Supported Platforms?

MySQL Enterprise provides broad coverage initslist of Supported Platforms. http://www.mysgl.com/support/supportedplatforms/
B.16: Arethereany Demo/Tutorials available for MySQL Enterprise?

Y es. Multiple self-running demos are available. http://www.mysgl.com/products/enterprise/demo.html

B.17: Arethereany MySQL Enterprise White Paper s available?

Y es. Detailed architecture, technology, and business white papers are available. ht-
tp://www.mysgl.com/products/enterprise/whitepapers.html

B.18: Arethereany Webinarsavailable?

Yes. MySQL provides regularly scheduled Live Webinars. http://www.mysgl.com/news-and-events/web-seminars/index.html MySQL
also provides On-Demand Webinarsto fit your schedule. These are recordings of previously held Live Webinars that you can replay at
any time. http://www.mysgl.com/news-and-events/web-seminars/index.html

B.19: What isthe pricing of MySQL Enterprise?

The pricing model for MySQL Enterpriseis based on two key components: per server and per year. MySQL Enterprise does not have
artificial restrictions based on CPUs, Memory, Machine Size, or Named Users. MySQL Enterpriseisavailablein 4 tiers (Basic, Silver,
Gold and Platinum). Choose the tier that best meets your requirements and budget. ht-
tp:/ivww.mysgl.com/products/enterprise/features.html

B.20: What isMySQL Enterprise Unlimited?

MySQL Enterprise Unlimited is a unique offering that allows you to deploy an unlimited number of MySQL Enterprise Servers for the
price of asingle CPU of Oracle Enterprise Edition. http://www.mysgl.com/products/enterprise/unlimited.html

B.21: How do | get a 30-day trial on MySQL Enterprise?

Y ou can experience the MySQL Enterprise Monitor for 30 days by registering to receive an email with login instructions. ht-
tp://www.mysgl.com/trial s/enterprise

B.22: How do | buy MySQL Enterprise?

For pricing and to buy MySQL Enterprise, visit the Online Shop For volume discounts or for more information, please ht-
tp://www.mysqgl.com/about/contact/sal es.html ?s=corporate

MySQL Monitor

Questions

e B.1: What isMySQL Enterprise Monitor?

¢ B.2: What MySQL Enterprise subscription levels include the MySQL Enterprise Monitor?
¢ B.3: What are the features and related benefits of the MySQL Enterprise Monitor?

e B.4: What are the immediate benefits of implementing the MySQL Enterprise Monitor?

¢ B.5: What are the long-term benefits of the MySQL Enterprise Monitor?

¢ B.6: How isthe MySQL Enterprise Monitor installed and deployed?

¢ B.7: How isthe Enterprise Monitor web application architected?
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¢ B.8 What makes MySQL Enterprise unique?

¢ B.9: What versions of MySQL are supported by the MySQL Enterprise Monitor?

¢ B.10: What operating system platforms are supported by the MySQL Enterprise Monitor?

e B.11: How do | get the MySQL Enterprise Monitor?

e B.12: What are the MySQL Enterprise Advisors and Advisor Rules?

¢ B.13: Which Advisors and features are included under different MySQL Enterprise subscription levels?

e B.14: Which set of Enterprise Advisors, Advisor Rules and features are best for my use of MySQL?

¢ B.15: How are subscribers notified about the availability of new or updated MySQL Enterprise Monitor, MySQL Enterprise Ad-
visors and Advisor Rules?

Questionsand Answers

B.1: What isMySQL Enterprise Monitor?

Included as part of aMySQL Enterprise subscription, the MySQL Enterprise Monitor is a distributed, web-based application that helps

customers reduce downtime, tighten security and increase throughput of their MySQL servers by telling them about problemsin their

database applications before they occur. It is downloadable from the Enterprise Customer web site and is deployed within the safety of

the customer datacenter.http://www.mysgl.com/products/enterprise/monitor.html

B.2: What MySQL Enterprise subscription levelsinclude the MySQL Enter prise Monitor?

The Enterprise Monitor is available under MySQL Enterprise subscription levels Silver, Gold and Platinum. ht-
tp://www.mysgl.com/products/enterprise/features.html

B.3: What arethefeatures and related benefits of the MySQL Enterprise Monitor?

The MySQL Enterprise Monitor islike having a"Virtual DBA Assistant” at your side to recommend best practices to eliminate security
vulnerahilities, improve replication, and optimize performance. For the complete features and benefits, visit the ht-
tp://www.mysgl.com/products/enterprise/monitor-features.html.

B.4: What are theimmediate benefits of implementing the MySQL Enter prise Monitor ?

Often MySQL installations are implemented with default settings that may not be best suited for specific applications or usage patterns.
The MySQL Advisors go to work immediately in these environments to identify potential problems and proactively notify and advise
DBAs on key MySQL settings that can be tuned to improve availahility, tighten security, and increase the throughput of their existing
MySQL servers

B.5: What arethelong-term benefits of the MySQL Enterprise Monitor?

Over time, the task of managing even medium-scale MySQL server farms becomes exponentially more complicated, especially asthe
load of users, connections, application queries, and objects on each MySQL server increases. The Enterprise Monitor continually monit-
ors the dynamic security, performance, replication and schema relevant metrics of all MySQL servers, so as the number of MySQL con-
tinues to grow, DBAs are kept up to date on potential problems and proactive measures that can be implemented to ensure each server
continues to operate at the highest levels of security, performance and reliability.

B.6: How isthe MySQL Enterprise Monitor installed and deployed?

The Enterprise Monitor is powered by a distributed web application that isinstalled and deployed within the confines of the corporate
firewall.

B.7: How isthe Enterprise Monitor web application architected?
The Enterprise Monitor web application is comprised of 3 components:
* Monitor Agent: A lightweight C program that is installed on each of the monitored MySQL servers. Its purpose isto collect MySQL

SQL and operating system metrics that allow the DBA to monitor the overall health, availability and performance of the MySQL
server. The Monitor Agent is the only component within the application that touches or connects to the MySQL Server. It reports
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the data it collects using XML over HTTP to the centralized Service Manager.

¢ Service Manager: The main server of the application. The Service Manager manages and stores the data collections that comein
from each monitor agent. It analyzes these collections using MySQL provided best practice Advisor rules to determine the health,
security, availability and performance of each of the monitored MySQL Servers. The Service Manager also provides the content for
the Enterprise Dashboard which serves as the client user interface for the distributed web application.

¢ Repository: A MySQL database that is used to stored data collections and application-level configuration data.

B.8: What makes MySQL Enterprise unique?

Of the products on the market that monitor MySQL, SQL code and OS specific metrics, the MySQL Enterprise Monitor is the only
solution that is built and supported by the engineers at MySQL. Unlike other solutions that report on raw MySQL and OS |level metrics,
the MySQL Enterprise Monitor is designed to optimize the use of MySQL by proactively monitoring MySQL instances and providing
notifications and “MySQL DBA expertisein abox” advice on corrective measures DBAS can take before problems occur.

B.9: What versions of MySQL are supported by the MySQL Enterprise Monitor?

The MySQL Enterprise Monitor can be used to monitor MySQL versions 4.0 —5.x.

B.10: What operating system platforms are supported by the MySQL Enter prise Monitor?

The Enterprise Monitor Service Manager is fully supported on most current versions of Linux, Windows XP and Server Editions, Solar-
isand Mac OSX. The Monitor Agent supports any platform supported by the MySQL Enterprise server. For the complete list of
MySQL Enterprise supported operating systems and CPUs, visit the http://www.mysgl.com/support/supportedplatforms/enterprise.html.
B.11: How do | get the MySQL Enterprise Monitor?

The MySQL Enterprise Monitor is available for download to MySQL Enterprise customers at the Silver, Gold and Platinum subscrip-
tion levels.

e To experience the MySQL Enterprise Monitor for 30 days, visit the http://www.mysgl.com/trial s/enterprise

e Tobuy MySQL Enterprise, visit the Online Shop

B.12: What arethe MySQL Enterprise Advisorsand Advisor Rules?

The MySQL Enterprise Advisors are a set of best practice guidelines for the optimal use of MySQL. Advisors are spread across data-
base specific disciplines and are comprised of a set of MySQL Advisor Rules that proactively monitor all MySQL servers and report on
database application problems before they occur. Each Advisor Rule provides adetailed overview of the problem it is designed to
identify, advices on how to correct the problem, specifies commands to implement the recommended fix and links to resources for addi-
tional research into the issue at hand. http://www.mysgl.com/products/enterprise/advisors.html

B.13: Which Advisors and features areincluded under different MySQL Enterprise subscription levels?

For the complete list of the MySQL Enterprise Advisors that are available under each MySQL Enterprise subscription level, visit the ht-
tp:/ivww.mysgl.com/products/enterprise/features.html.

B.14: Which set of Enterprise Advisors, Advisor Rules and features are best for my use of MySQL ?

The Enterprise Monitor Advisors and Advisor Rules are available at 3 MySQL Enterprise subscription tiers: Choose MySQL Enterprise
Silver if you need:

e Assurance you are running the most current, bug-free version of MySQL across all of your servers.

* Recoverability of your MySQL servers.

« Thehighest level of security for your MySQL servers.

e Monitoring of maximum or disallowed MySQL connections.

e Optimized startup configuration settings.
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Choose MySQL Enterprise Gold, when you need everything in Silver, PLUS:

e Easy collection and detection of problematic SQL code running on your production or development systems.

* Insight and corrective advice on MySQL replication status, sync, and performance related issues.

¢ Auto detection and documenting of your Replication topologies.

¢ Advanced monitoring of your Replication and Scale-out environment.

Choose MySQL Enterprise Platinum, when you need everything in Gold, PLUS:

« ldentification and advice on unplanned database and object level schema changes (Create, Alter, and Drop) across your MySQL
servers.

*  Proactive monitoring and advice on tuning the performance of your MySQL servers.

B.15: How are subscribersnotified about the availability of new or updated MySQL Enterprise Monitor, MySQL Enterprise

Advisorsand Advisor Rules?

Customers will receive notifications of new and updated MySQL Enterprise Monitor and Advisors as they become available through the

MySQL Enterprise Software Update Service. Notifications will be generated and sent based on the customer profile and the MySQL

Enterprise subscription level.

MySQL Query Analyzer

Questions

e B.1: What isthe MySQL Query Analyzer?

¢ B.2: How isthe MySQL Query Analyzer installed and enabled?

e B.3: What overhead can | expect when the MySQL Query Analyzer isinstalled and enabled?

¢ B.4: Can|l leavethe MySQL Query Analyzer enabled at all times?

¢ B.5: What are the main features and benefits of the MySQL Query Analyzer?

¢ B.6: What are the typical use cases of the MySQL Query Analyzer?

e B.7: How are subscribers notified about updates to the MySQL Query Analyzer application components?
¢ B.8: What makes the MySQL Query Analyzer unique?

¢ B.9: How can | get the MySQL Query Analyzer?

e B.10: Does Query Analyzer work with MySQL Cluster?

e B.11: Does Query Analyzer capture queries by the root user?

¢ B.12: Does Query Anayzer enable me to monitor the disk reads and writes during a query?

¢ B.13: Does Query Analyzer handler prepared statements?

e B.14: How much degration in performance does mysqgl-proxy introduce?

* B.15: Doesthe query analyzer look at all queries? or only queries which would show up in the in the low-queries log?
« B.16: Doesthe "Rows' area show the rows returned/updated or the rows visited by the query?

e B.17: Do the MySQL clients have to connect to the port of the mysqgl proxy to enable the QA?
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Questions and Answers
B.1: What isthe MySQL Query Analyzer?

The MySQL Query Anayzer allows DBAS, developers and system administrators to improve application performance by collecting,
monitoring, and analyzing queries as they run on their MySQL servers. http://www.mysql.com/products/enterprise/query.html

B.2: How isthe MySQL Query Analyzer installed and enabled?

The Query Analyzer feature isinstalled with the Monitor Agent. It is enabled during agent installation and can be toggled between col-
lection and pass-thru modes from the Query Analysis page of the Enterprise Monitor.

B.3: What overhead can | expect when the MySQL Query Analyzer isinstalled and enabled?

The average overhead when in active collection mode isin the 15-20% range. In pass-thru mode the overhead is minimal, weighing in
at 1-5% on most MySQL systems of average load.

B.4: Can | leavethe MySQL Query Analyzer enabled at all times?

We have customers who have the Query Analyzer enabled and collecting queries on their development and QA servers so they can tune
their code and monitor the fixes as part of the development process. For production systems, Query collection and analysis can easily be
toggled on when a slowdown occurs. To avoid collection mode overhead many users are using simple scripts to enable the Query Ana-
lyzer to sample queries during nonpeak hours, typically during 30 minute windows. They can then view the collected queries using the
date/time or interval filter options.

B.5: What arethe main features and benefits of the MySQL Query Analyzer?

For the complete features and benefits, visit the http://www.mysgl.com/products/enterprise/monitor-features.html

B.6: What arethetypical use cases of the MySQL Query Analyzer?

The typical use cases for developers, DBAs and system administrators are:

« Developers—Monitor and tune application queries during development before they are promoted to production.

« DBAsand System Administrators — Identify problem SQL code asit runsin production and advise devel opment teams on how to
tune. This use case benefits the most from regular sampling of queries as they are running, most often during nonpeak hours.

B.7: How are subscribers notified about updatesto the MySQL Query Analyzer application components?

Customers will receive notifications of the MySQL Query Analyzer updates as they become available through the MySQL Enterprise

Software Update and Alert Service. Notifications will be generated and sent based on the customer profile and the MySQL Enterprise

subscription level.

B.8: What makesthe MySQL Query Analyzer unique?

Other products (free, open source and commercial) that provide MySQL query monitoring are dependent on the MySQL Slow Query

Log being enabled and available for sampling. While this provides some time savings over the DBA collecting and parsing the Log, the

Slow Query Log comes with overhead and does not capture sub millisecond executions. The log data also grows very large very

quickly.

The MySQL Query Analyzer collects queries and execution statistics with no dependence on the SQL Query Log, it captures all SQL

statements sent to the MySQL server and provides an aggregated view into the most expensive queries in number of executions and

total execution time. It is also fully supported as part of the MySQL Enterprise subscription.

B.9: How can | get the MySQL Query Analyzer?

The MySQL Query Analyzer isavailable for download to MySQL Enterprise customers at the Gold and Platinum subscription levels.

¢ To experience the MySQL Enterprise Monitor for 30 days, visit the http://www.mysgl.com/trial Senterprise

¢ Tobuy MySQL Enterprise, visit the Online Shop
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B.10: Does Query Analyzer work with MySQL Cluster?

Yes, providing that eact node is monitored with an agent and query analyzer has been unabled for that node. Note that you must be ac-
cessing your cluster data through a standard MySQL node for this to work.

B.11: Does Query Analyzer capture queries by theroot user?

Yes, Query Analyzer captures all queries by all users providing that the queries are sent through the proxy port configured by the
MySQL Enterprise Monitor Agent.

B.12: Does Query Analyzer enable meto monitor the disk reads and writesduring a query?
No, that information is not available to be shown at thistime.
B.13: Does Query Analyzer handler prepared statements?

At thistime, the query analyzer does not track server-side prepared statements. However the default configurations for most client-side
libraries for MySQL don't use them, they emulate them client-side, and those will be tracked by the query analyzer.

B.14: How much degration in performance does mysql-proxy introduce?

At the very least it's equivalent to a network hop in latency. The degredation is directly related to your average query execution time. If

your queries execute in microseconds (which can happen if served from query cache) then the degradation will be higher, and noticable.
We've seen some applications that actually do work when they execute queries, the degradation is much less, and in some limited cases
because of scheduling, the application actually has better throughput.

B.15: Doesthe query analyzer look at all queries? or only queries which would show up in thein the slow-querieslog?

The Query Analyzer sees all queries that you route through the agent/proxy that performs the query analysis and aggregate them dir-
ectly.

B.16: Doesthe" Rows" area show therowsreturned/updated or therowsvisited by the query?

Returned/updated. We don't have visibility into how many rows were touched. at an instance level. Some of the graphs we provide will
show you when you're queries are touching alot of rows.

B.17: Dothe MySQL clients have to connect to the port of the mysgl proxy to enable the QA?

Yes, or you can re-direct them in various ways, by reconfiguring mysgld to listen to some other port, and the proxy to 3306, use iptables
redirection, etc. We have some examplesin the manual for the product on how to do it (semi)-transparently.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

This section details the fil es associated with the MySQL Enterprise Monitor and shows their default location.

C.1. Log Files for the MySQL Enterprise Service Manager

This section shows the location of the log and configuration files associated with the various components that make up the MySQL En-
terprise Service Manager. These files can prove useful for debugging purposes.

Table C.1. MySQL Enterprise Monitor: Log File Locations: Windows

Component File L ocation

Apache/Tomcat C:\Program Files\MySQL\Enterprise\M onitor\apache-tomcat\l ogs\catalina.out
Repository C:\Program Files\MySQL\Enterprise\M onitor\mysqgl\data

Configuration Report C:\Program Files\MySQL\Enterprise\M onitor\configuration_report.txt

Service Manager C:\Program Files\MySQL \Enterprise\M onitor\apache-tomcat\logs\imysgl-monitor.log

Table C.2. MySQL Enterprise Monitor: Log File Locations: Unix

Component File L ocation

Apache/Tomcat /opt/mysgl/enterprise/monitor/apache-tomcat/l ogs/catalina.out
Repository /opt/mysgl/enterprise/monitor/mysgl/data

Configuration Report /opt/mysgl/enterprise/monitor/configuration_report.txt

Service Manager /opt/mysql/enterprise/monitor/apache-tomcat/| ogs/mysgl-monitor.log

Table C.3. MySQL Enterprise Monitor: Log File Locations: Mac OS X

Component File L ocation

Apache/Tomcat /Applications/mysgl/enterprise/monitor/apache-tomcat/l ogs/catalina.out
Repository /Applications/mysgl/enterprise/monitor/mysgl/data

Configuration Report /Applications/mysgl/enterprise/monitor/configuration_report.txt

Service Manager /Applications/mysgl/enterprise/monitor/apache-tomcat/| ogs/mysgl-monitor.log

All of these logs are viewable within MySQL Enterprise Dashboard. For more information, see Section 4.6, “Logs”.
Note

Theconfigurati on_report.txt filecontainstherepository password in plain text. Y ou may want to store thisfile
in a secure location.

On all operating systems, the Apache/Tomcat, and Repository directories contain both access and error files.
C.2. Monitor Agent and Service Manager Installation Log Files
Theselog filesarecalled bi t rock_i nstal | er. | og.

On Windows these files are stored in the temporary directory defined by the variable %9 EMP% To determine the value of %ar'EMP%0n
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your system, type echo  %I'EMP%at the command line. Alternately, you may open the Run command window, enter % EMP%and
press OK. To find thisfile on Unix and Mac OS X check the value of the environment variable, $TMPDI R. If thisvariable is not
defined, look inthe/ t np directory.

If thefilebi trock_i nstal |l er.| og aready exists, afilecaled bi t rock_i nstal | er _xxxx. | og (where xxxx stands for an
arbitrary series of numerals) will be created.

To determine if an installation file belongs to the Monitor Agent or the Service Manager you must open the file in atext editor.

C.3. Agent Log and PID Files

The locations of the agent log files are as follows:

e Windows:; C:\ Program Fi | es\ MySQL\ Ent er pri se\ Agent\ nysql - noni t or - agent. | og

e Unix:/ opt/ nysql / enterprisel/ agent/ nysql - noni t or-agent. | og

e MacOSX:/ Applications/nmysql/enterprisel/agent/nysqgl-nonitor-agent.|og

On any platform, the location of the agent log file may be changed. Y ou may a so change the name of the log file. To confirm the loca-
tion and the name, check the settingsin themysql - noni t or - agent . i ni file.

The maximum size of alog file may be limited to 2GB. If MySQL Enterprise Monitor Agent is unable to add information to the con-
figured logfile, then information will instead be sent to the standard output.

Because the size of the log files can become quite large, you can use atool such as| ogr ot at e (Unix/Linux) or | ogadm(Solaris) to
automatically rotate the logs. For example, asample| ogr ot at e definition is shown below:

[ opt/ nysql / ent erpri se/ agent/ nysql - noni t or-agent. | og {
rotate 5
daily
m nsi ze 1G
postrotate
lusr/bin/killall -HUP nysql-nonitor-agent
endscri pt

The above will rotate the log before it reaches 1GB in size, keeping up to 5 files at atime.

If you want to use your own system, you can copy the log file, flush the contents, and then send the SI GHUP signal to the agent process.
On Windows, you need to shutdown, copy the log, and restart the agent.

The locations of the agent pi d filesare asfollows:

¢« Windows: C:\ Program Fi | es\ MySQL\ Ent er pri se\ Agent\ agent\ nysql - noni t or - agent . pi d
e Unix:/ opt/ nysql / enterprisel/ agent/ nmysql - noni t or-agent. pi d

e MacOSX:/ Applications/nmysqgl/enterprisel/agent/nysql-nonitor-agent.pid

On any platform, the location of the agent log file may be changed. Y ou may a so change the name of the log file. To confirm the loca
tion and the name, check the settingsin themysql - noni t or - agent . i ni file.

C.4. The Management Information Base (MIB) File

A MIB fileis arequirement for using SNMP traps. A table showing the location of thisfile follows.

Table C.4. MySQL Enterprise Monitor: MIB File Locations
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Operating Syss |FileLocation

tem

Windows C:\Program Files\MySQL \Enterprise\M onitor\support-filesMONITOR.MIB
Unix lopt/mysql/enterprise/monitor/support-filessMONITOR.MIB

Mac OS X /Applications/mysql/enterprise/monitor/support-filesMONITOR.MIB

C.5. Theconfig. properties File

The repository user name and password are stored inintheconf i g. properti es file. A table showing the location of thisfile fol-
lows:

Table C.5. MySQL Enterprise Monitor: The confi g. properti es File

Operating Sys-  |File Location

tem
Windows C:\Program

Files\MySQL\Enterprise\M onitor\apache-tomcat\webapps\ROOT\WEB-INF
Unix /opt/mysgl/enterprise/monitor/apache-tomcat/webapps/ROOT/WEB-INF
Mac OS X /Applica

tions/mysgl/enterprise/monitor/apache-tomcat/webapps/ROOT/WEB-INF

Y ou should make sure that the file is secured at the file system level so that it cannot be read by anybody but the administrator or Enter-
prise monitor.
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Appendix D. Error codes

The following table documents error codes reported by the GUI and the associated message.

Table D.1. MySQL Enterprise Dashboard: GUI Error Codes and Messages

Error Code M essage

u0001 "repl aceabl e_val ue" isarequired field.

u0002 Y ou must log in to access the requested resource.

u0003 Y ou do not have permissions to access this resource.

u0004 Theuser field "r epl aceabl e_val ue" must not be null. Either the submission was broken or you have ac-
cessed this resource improperly.

U0005 A non-numeric value was submitted for the field "r epl aceabl e_val ue". Either the submission was broken
or you have accessed this resource improperly.

u0007 Unable to connect to verify credentials. r epl aceabl e_val ue

u0008 Y our credentials do not appear to be valid.

U0009 The uploaded Advisor jar was invalid.

u0010 The username and password combination was not found.

u0011 Theuser "r epl aceabl e_val ue" doesnot exist.

u0012 Y ou may not log into the interface with agent credentials.

u0013 At least one agent is required to use the application.

uo014 At least one admin is required to use the application.

u0015 The uploaded product key isinvalid.

u0016 Y ou must provide a password for your Enterprise Credentials.

uoo17 The Enterprise Credential passwords do not match.

u0018 Y ou must provide an admin password.

u0019 The admin passwords do not match.

u0020 Y ou must provide an agent password.

u0021 The agent passwords do not match.

u0022 Y ou must provide Enterprise Credentials or upload a product key.

u0023 Y ou must provide anon-zero interval.

uo024 "repl aceabl e_val ue" isaninvalid "To" date. Datesarein theformat YYYY-MM-DD.

U0025 "repl aceabl e_val ue" isaninvalid "From" date. Dates arein the format YYYY-MM-DD.

u0026 Your "To" and "From" dates cannot be the same date.

uoo27 Y ou must provide agraph id for display.

u0028 Y ou have exceeded the maximum number of graphs for display. You may only select r epl aceabl e_val ue
graphs.

u0029 No graphs ids were found.

U0030 Y ou must provide anon-zero interval.

u0031 Y our full-sized width must be greater than or equal tor epl aceabl e_val ue.

u0032 "repl aceabl e_val ue" isnot avalid value for full-sized width.

u0033 Y our full-sized height must be greater than or equal tor epl aceabl e_val ue.

u0034 "repl aceabl e_val ue" isnot avalid value for full-sized height.

U0035 Y our thumbnail width must be greater than or equal tor epl aceabl e_val ue.

U0036 "repl aceabl e_val ue" isnot avalid value for thumbnail width.

u0037 Y our thumbnail height must be greater than or equal tor epl aceabl e_val ue.

u0038 "repl aceabl e_val ue" isnot avalid value for thumbnail height.
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u0039 Y ou must select one or more eventsto close.

uo041 "repl aceabl e_val ue" isaninvalid "From" date. Dates arein the format YYYY-MM-DD.

u0042 "repl aceabl e_val ue" isaninvalid "To" date. Dates arein theformat YYYY-MM-DD.

u0043 Y ou must provide a non-zero interval.

uo044 Y our width must be greater than or equal tor epl aceabl e_val ue.

u0045 "repl aceabl e_val ue" isnot avalid value for width.

u0046 Y our height must be greater than or equal tor epl aceabl e_val ue.

uoo47 "r epl aceabl e_val ue" isnot avalid value for height.

u0048 Y ou must provide a non-zero interval.

u0049 "repl aceabl e_val ue" isaninvalid "To" date. Datesarein theformat YYYY-MM-DD.

U0050 "repl aceabl e_val ue" isaninvalid "From" date. Dates arein the format YYYY-MM-DD.

u0051 Your "To" and "From" dates cannot be the same date.

u0052 Y our width must be greater than or equal tor epl aceabl e_val ue.

U0053 "repl aceabl e_val ue" isnot avalid value for width.

u0054 Y our height must be greater than or equal tor epl aceabl e_val ue.

U0055 "repl aceabl e_val ue" isnot avalid value for height.

U0056 Y ou must select one or more adivsors.

u0057 No schedule was found with id "r epl aceabl e_val ue".

u0058 Y ou must select one or more rules to schedule.

U0059 There was a problem scheduling "r epl aceabl e_val ue" against "r epl aceabl e_val ue".

U0060 No rule was found with the uuid "r epl aceabl e_val ue".

u0061 Advisor name must not be empty.

u0062 Advisor "r epl aceabl e_val ue" already exists.

u0063 New advisor name must not be empty.

u0064 Advisor id must not be null.

U0065 No advisor was found with theid r epl aceabl e_val ue.

U0066 Rule uuid must not be null.

u0067 No rule was found with the uuid "r epl aceabl e_val ue".

u0068 One or more variablesis required to make a functioning rule.

U0069 Each defined variable must be mapped to an instance. The variable"r epl aceabl e_val ue" ismissing the
instance to collect against.

uo070 Please choose an existing Advisor or create a new one with a non-empty name.

uo071 The default frequency must be a non-zero value.

uo072 Y ou must enter arule name.

uo073 Y ou must have provided Enterprise credentials to use this feature. See the "MySQL Enterprise Credentials" sec-
tion on the "Global Settings' page.

uoo74 Y ou must have provided Enterprise credentials to use this feature. Please contact someone with an Admin ac-
count to enter thisinformation for you.

u0075 Y ou must specify afile for upload.

uoo77 Y ou must provide an email address.

uo078 The provided email address appearsto beinvalid.

u0079 A valid SMTP server address must be given.

u0080 Y our passwords do not match.

u0081 A valid SNMP target must be given.

u0082 A valid SNMP port must be given.

151




Error codes

Error Code M essage

u0083 A valid SNMP community string must be given.

u00s84 The given file could not be found.

u0085 The given fileis not avalid licensefile.

u0086 Aninvalid file name was given.

uo087 The content of the given key fileisinvalid.

u0088 Aninvalid SNMP severity level was given.

U0090 Aninvalid data life span was given.

u0091 Aninvalid re-inventory frequency was given.

u0092 Passwords for MySQL Enterprise must not be empty.

U0093 The user nameis missing.

U0094 Aninvalid user role was given.

U0095 Aninvaid time zone was given.

U0096 Aninvaid locale was given.

u0097 The group nameisinvalid.

U0098 The recipientslist is empty.

U0099 Cannot find the e-mail target.

u0100 The given target id isinvalid.

u0101 The group name must not be empty.

u0102 The server name must not be empty.

u0103 Aninvalid group id was given.

u0104 The group already exists.

U0105 This group name is already in use. Enter a different name.
uU0106 Cannot find group withid r epl aceabl e_val ue.

u0107 Cannot find server withid r epl aceabl e_val ue.

u0108 Aninvalid server id was given.

u0109 Invalid Username

u0110 Invalid user role specified.

U0111 A user with the given name already exists.

u0112 The password must not be empty.

u0113 Theuser "r epl aceabl e_val ue" doesnot exist.

u0114 The log name must not be empty.

u0115 Aninvalid log level was given.

uo117 Aninvalid filter was set.

u0118 "repl aceabl e_val ue" isaninvalid "From" date. Dates arein the format YYYY-MM-DD.
u0119 "repl aceabl e_val ue" isaninvalid "To" date. Datesarein theformat YYYY-MM-DD.
u0120 No event was found with theid "r epl aceabl e_val ue".
u0121 No category was found with theid "r epl aceabl e_val ue".
u0122 Y ou must select one or more serversto add.

u0123 No log was found with the name "r epl aceabl e_val ue".
uo0124 No schedule was found with theid "r epl aceabl e_val ue".
u0125 No notification group was found with theid "r epl aceabl e_val ue".
u0126 Unableto retrieve Advisors at thistime.

u0127 Your MySQL Enterprisetrial has expired.

u0128 Y ou must specify afile for upload.

u0129 The uploaded Graph XML wasinvalid.
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u0130 The uploaded Graph had an insufficient version number, and was not |oaded.

U0131 No group was found with theid "r epl aceabl e_val ue".

u0132 No user was found with thename "r epl aceabl e_val ue".

u0133 No log was found with thekey "r epl aceabl e_val ue".

u0134 Aninvalid email address was given.

U0135 No user was found with theid "r epl aceabl e_val ue".

U0136 No graph was found with theid "r epl aceabl e_val ue".

u0137 Y ou must provide a query summary id for display.

u0138 No query summary was found with theid "r epl aceabl e_val ue".

u0139 "repl aceabl e_val ue" isnot avalid UUID.

u0140 Y ou are not authorized to access this resource.

uo0141 No graph was found with the uuid "r epl aceabl e_val ue".

uo0142 The target name is already in use.

u0143 No key was provided to sort on.

uo144 U0121 Unable to import subscription key. Y ou may download the key manually from the Enterprise website
and import it on this page.

u0145 U0120 Unable to import Advisor Jar. Y ou may download the jar manually from the Enterprise website and im-
port it on this page.

u0146 Unableto schedulerule'r epl aceabl e_val ue" dueto
"repl aceabl e_val ue.r epl aceabl e_val ue" datanot being collected from server "r epl ace-
abl e_val ue". It may be an unsupported collection for that server.

uo147 The requested feature, r epl aceabl e_val ue, has not been implemented.

u0148 Y ou must select one or more servers.

u0149 Y ou must provide a non-empty alias.

uU0150 No server was found with theid "r epl aceabl e_val ue".

u0151 Server already exists with name "r epl aceabl e_val ue".

u0152 No server name provided

u0153 Y our subscription has expired and you have exceeded your 30 day grace period.

u0154 Query Analyzer Data purge value cannot be greater than Historic Data purge value.

uU0155 A MySQL Enterprise Trial product key has previously been installed. To subscribe to this service, contact r e-
pl aceabl e_val ue, visitr epl aceabl e_val ue or cal:
&It;blockquote& gt; & It;table& gt; & It;tr& gt; & It;td& gt;r epl aceabl e_val ue&It;/td& gt;&It;td& gt;r e-
&It;/td& gt;& It;td& gt
pl aceabl e_val ue&lt;/td& gt;&It;/tr& gt; & It;tr& ot; & It;td& gt;r epl aceabl e_val ue;r epl ace-
abl e_val ue&lt;/td& gt;& It;/tr& gt; & It;/table& gt; & It;/blockquote& gt;

u0156 The database cannot parse the regular expression: r epl aceabl e_val ue.

uo0157 Query Explain support requires Query Example capture to be enabled.

u0158 Thislicense has expired. To subscribe to this service, contact r epl aceabl e_val ue, visitr epl ace-
abl e_val ue orcdl:
&It;blockquote& gt; & It;table& gt; & It;tr& gt; & It;td& gt;r epl aceabl e_val ue&It;/td& gt;&It;td& gt;r e-
&lt;/td& gt; & It;td& gt
pl aceabl e_val ue&lt;/td& gt;&It;/tr& gt; & It;tr& ot; & It;td& gt;r epl aceabl e_val ue;r epl ace-
abl e_val ue&lt;/td& gt;& It;/tr& gt; & It;/table& gt; & It;/blockquote& gt;

u0159 This Role does not have permission to configure Query Analyzer. Please contact an Administrator.

u0161 Pleaseimport ar epl aceabl e_val ue level Advisor .jar to use with thisr epl aceabl e_val ue level
product key.

u0162 The admin and agent usernames must be different.

u0163 The requested aliasistoo long; aliases must belessthanr epl aceabl e_val ue characters.

u0164 "repl aceabl e_val ue" isnot aDNS resolvable hosthame or | P address.
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U0165 Hest chart rule"r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue" may not be unsched-
uled. Thisruleisrequired for the product to function properly.

u0166 Heat chart rule"r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue" may not be disabled.
Thisruleisrequired for the product to function properly.

uo0167 Bad graph identifier.

u0168 Thereis no graph with the given identifier.

u0169 Graph width "r epl aceabl e_val ue" isinvalid.

uo0170 Graph height "r epl aceabl e_val ue" isinvalid.

uo171 Graph width "r epl aceabl e_val ue" isbelow minimum"r epl aceabl e_val ue".

uo0172 Graph height "r epl aceabl e_val ue" isbelow minimum "r epl aceabl e_val ue".

u0173 Interval "r epl aceabl e_val ue" isnot valid.

u0175 A HTTP proxy host is required; the port is optional.

u0176 Unableto parsethe HTTP host "r epl aceabl e_val ue".

uo177 Unable to parse the HTTP proxy port number "r epl aceabl e_val ue".

uo0178 An invalid hostname or port was given.

u0179 The HTTP proxy passwords must match.

u0180 Y ou cannot change the role of the logged-in user.

u0181 No updates are available to install at thistime.

u0182 There was an error formatting the Advisor Readme.

u0183 Y ou must provide a primary hostname.

u0184 Invalid value for LDAP encryption.

u0185 Invalid value for LDAP referrals.

u0186 Y ou must provide alogin when using comparison mode.

uo0187 Y ou must provide a password attribute when using comparison mode.

u0188 Y ou must provide a password digest when using comparison mode.

u0189 Unknown password digest provided.

u0190 LDAP passwords do not match.

u0191 User or role pattern required when using role mapping.

u0192 Y ou must provide arole search pattern attribute.

u0193 Y ou must provide at |east one mapping for the "admin” role.

u0194 Y ou must provide at |east one mapping for the "dba" role.

u0195 Y ou must provide at |east one mapping for the "agent” role.

U0196 Disabling LDAP authentication for a user requires a new password to be created.

u0197 LDAP authentication can not be disabled when LDAP is configured to be authoritative.

u0198 The password can not be changed for users authenticated via LDAP.

u0199 The role can not be changed for users with LDAP mapped roles.

u0200 The user name can not be changed when LDAP is authoritative.

u0201 Y ou must provide at least one mapping for the "read-only" role.

u0202 repl aceabl e_val ue heat chart { 0,choice,1#rule|1&It;rules} againstr epl aceabl e_val ue
{1,choice,1#server|1&It;servers}t will not be unscheduled. {0,choice, 1#Thisruleis|1&It; These rules are} re-
quired for the product to function properly.

u0203 No schedules were found for the rule.

u0204 Delete without confirmation disallowed.

U0205 Nothing is selected.

u0206 No file was provided.

u0207 Unable to determine the type of thisfile.
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u0208 Nothing is selected.

u0209 The selection isinvalid.

u0210 A version (eg., "1.0") isrequired.

uo211 repl aceabl e_val ue heat chart { 0,choice,1#rule|1&It;rules} againstr epl aceabl e_val ue
{1,choice,1#server|1&It;servers} will not be disabled. {O,choice 1#Thisruleis|1&It; These rules are} required
for the product to function properly.

uoz212 Y ou must specify auser search pattern or user search criteria.

uo213 Y ou must choose user search by pattern or by criteria.

uo214 Script content file does not exist.

uo0215 Script runtime does not exist.

The following table documents error codes reported by the Enterprise server and the associated message.

Table D.2. MySQL Enterprise Monitor: Server Codes and Messages

Error Code M essage

E0001 Internal Error: r epl aceabl e_val ue

E0100 Invalid user role"r epl aceabl e_val ue". Only "manager", "dba’, and "agent" are valid.

E0101 Invalid user name "r epl aceabl e_val ue". User names must be alphanumeric and between 1-32 characters
in length.

E0102 Invalid user password. Passwords must contain at least one number.

E0103 Can not delete root user.

E0104 User can not changerole.

E0105 User "r epl aceabl e_val ue" aready exists.

E0106 User "r epl aceabl e_val ue" does not exist.

E0107 User role"r epl aceabl e_val ue" isnot authorized.

E0108 User "r epl aceabl e_val ue" hasbeen previously deleted and is disabled.

E0200 No mapping existsto map the user "r epl aceabl e_val ue" toaMySQL Network user.

E0201 A mapping already exists for the user "r epl aceabl e_val ue" toaMySQL Network user.

E0202 MySQL Network is currently unavailable or could not be reached.

E0203 MySQL Network reported no alerts.

E0204 MySQL Network Advisor returned no data. Reason: "r epl aceabl e_val ue".

E0205 Y our Advisors are currently up to date.

E0206 Your MySQL Enterprisetrial expired after "r epl aceabl e_val ue".

E0207 The MySQL Enterprise subscription key is not valid.

E0208 No MySQL Enterprise subscription information isinstalled.

E0209 The MySQL Enterprise subscription key has expired.

E0210 User: r epl aceabl e_val ue Requiresrole: r epl aceabl e_val ue

EO0211 Y ou do not have permissions to access this resource.

E0212 The import of a duplicate MySQL Enterprise subscription trial key was rejected.

E0213 Unable to decode key fromfile: r epl aceabl e_val ue.

E0300 Can not delete default group.

E0301 Group "r epl aceabl e_val ue" dready exists.

E0302 Group "r epl aceabl e_val ue" doesnot exist.

E0303 Invalid group name"r epl aceabl e_val ue". Group name must be alphanumeric and less than 128 charac-

ters.

155




Error codes

Error Code M essage

E0304 Group element "r epl aceabl e_val ue" already exists.

E0305 Group element "r epl aceabl e_val ue" doesnot exist in thegroup "r epl aceabl e_val ue".

E0400 Agent "r epl aceabl e_val ue" doesnot exist.

E0401 Agent payload parameter NULL.

E0402 Agent task "r epl aceabl e_val ue" does not exist.

E0403 There has been a problem de-serializing this agent"s request. Please ensure all agentsare versionr epl ace-
abl e_val ue or greater.

E0500 Server "r epl aceabl e_val ue" aready exists.

E0501 Server "r epl aceabl e_val ue" does not exist.

E0502 Server "r epl aceabl e_val ue" isactively being monitored and cannot be deleted. The last agent contact for
thisserver wasonr epl aceabl e_val ue.

E0503 fS_erver "repl aceabl e_val ue" isbeing migrated and cannot be deleted. Please halt the active migration
irst.

E0600 Database"r epl aceabl e_val ue" aready exists.

E0601 Database "r epl aceabl e_val ue" does not exist.

E0700 Threshold "r epl aceabl e_val ue" aready exists.

E0701 Threshold "r epl aceabl e_val ue" does not exist.

E0702 Data collection item does not exist.

E0703 serverName or groupName have to be set.

E0800 Data collection item does not exist.

E0801 Data collection is aready occuring for "r epl aceabl e_val ue".

E0802 Data collection does not exist for "r epl aceabl e_val ue".

E0803 Invalid lifespan. Data life must be greater than 0 days.

E0804 Invalid namespace. Supported namespaces include "mysqgl" and "os". r epl aceabl e_val ue

E0805 Invalid instance. The instance must be avalid for data collection.

E0806 Invalid source. The source must be valid for data collection.

E0807 Invalid attribute. The attrib must be valid for data collection.

E0808 Invalid frequency: "r epl aceabl e_val ue". The frequency must be at least 1 minute and be in the format
HH:MM.

E0809 Invalid port. If the URI usesthe MY SQL namespace it must include a server port.

E0810 Invalid server. The server "r epl aceabl e_val ue" must exist in the current inventory.

E0811 Invalid server. For an OS namespace, the server must not include the MySQL server port.

E0812 A SQL failure occurred while saving the data collection schedule. "r epl aceabl e_val ue" Please seethe er-
ror logs for details.

E0813 Invalid server id "r epl aceabl e_val ue".

E0814 No dataitems exist for server "r epl aceabl e_val ue".

E0815 Value"r epl aceabl e_val ue" notvaidfor "r epl aceabl e_val ue".

E0816 categoryName has to be set

E0817 Y ou must specify either a server or group in the data collection schedule.

E0818 The server "r epl aceabl e_val ue" does not support item(s) "r epl aceabl e_val ue" required by monit-
or"repl aceabl e_val ue".

E0819 Invalid datatype: "r epl aceabl e_val ue".

E0900 Advisor id"r epl aceabl e_val ue" does not exist.

E0901 Advisor name"r epl aceabl e_val ue" does not exist.

E0902 Advisor XML isinvalid.

E0903 Category "r epl aceabl e_val ue" does not exist.
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E0904 Invalid server list.

E0905 SKIPPED "r epl aceabl e_val ue" forr epl aceabl e_val ue because Agent for r epl ace-
abl e_val ue isdown.

E0906 SKIPPED "r epl aceabl e_val ue" forr epl aceabl e_val ue because mysgld onr epl ace-
abl e_val ue isdown.

E0907 Category "r epl aceabl e_val ue" cannot be modified.

E0908 Category "r epl aceabl e_val ue" cannot be deleted.

E0909 Category "r epl aceabl e_val ue" dready exists.

E0910 Advisor bundleversionr epl aceabl e_val ue isincompatible with server versionr epl aceabl e_val ue.

E0911 legt chartrule"r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue" may not be unsched-
uled.

E0912 Heat chart rule"r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue" may not be disabled.

E1100 Graph timeformat "r epl aceabl e_val ue" isinvaid. Must be in the format HH:MM:SS.

E1101 Graph size height and width must be specified.

E1102 Graph "r epl aceabl e_val ue" does not exist.

E1103 Graph "r epl aceabl e_val ue" aready exists.

E1104 Graph"r epl aceabl e_val ue" contains adata collection item that can not be identified.

E1200 Failed to retrieve identity column.

E1201 Required parameter "r epl aceabl e_val ue" wasNULL.

E1202 Only SELECT and SHOW commands are allowed viathis interface.

E1203 Invalid timezone "r epl aceabl e_val ue".

E1204 Invalid interval "r epl aceabl e_val ue".

E1205 Could not find object "r epl aceabl e_val ue" incache"r epl aceabl e_val ue".

E1206 Feature is not implemented. Parameters. r epl aceabl e_val ue

E1300 Advisor "r epl aceabl e_val ue" aready exists.

E1301 Advisor "r epl aceabl e_val ue" does not exist.

E1302 Schedule does not exist. "r epl aceabl e_val ue" "r epl aceabl e_val ue"

E1303 JEP error: expression : "r epl aceabl e_val ue", message: "r epl aceabl e_val ue".

E1304 Advisor "r epl aceabl e_val ue" contains a data collection item that can not be identified.

E1305 Alarmlevel "r epl aceabl e_val ue" isnot valid.

E1306 Schedule already exists. "r epl aceabl e_val ue" "repl aceabl e_val ue".

E1307 Advisor "r epl aceabl e_val ue" isaread only MySQL Network certified Advisor. Please copy the rule be-
fore editing.

E1308 Aadvisor "r epl aceabl e_val ue" iscurrently scheduled against one or more monitored MySQL servers and
cannot be removed.

E1309 Could not render text. "r epl aceabl e_val ue".

E1310 No open event for "r epl aceabl e_val ue" onserver "r epl aceabl e_val ue". Perhaps already closed.

E1311 Alarm withid "r epl aceabl e_val ue" does not exist.

E1400 Invalid missed agent heartbeat threshold value.

E1401 Notification entry "r epl aceabl e_val ue" does not exist.

E1402 Agent "r epl aceabl e_val ue" isusing session "r epl aceabl e_val ue" but session"r epl ace-
abl e_val ue" was requested.

E1403 Server name"r epl aceabl e_val ue" isin use by another agent with uuid "r epl aceabl e_val ue".

E1500 Notification target "r epl aceabl e_val ue" doesnot exist.

E1501 Invalid email address"r epl aceabl e_val ue™.

E1502 Notification target "r epl aceabl e_val ue" aready exists.
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E1503 Invalid notification target name"r epl aceabl e_val ue".

E1504 Invalid monitor name, it must not be empty.

E1505 No variable assignments given, you must define at least one.

E1506 SMTP authentication failed.

E1507 SMTP send failed

E1508 Invalid SNMP target "r epl aceabl e_val ue".

E1509 Invalid SNMP trap type"r epl aceabl e_val ue".

E1600 Log"r epl aceabl e_val ue" does not exist.

E1700 Authentication Mechanism was null

E1701 Unsupported Authentication Mechanismr epl aceabl e_val ue

E1702 Incorrect password for user r epl aceabl e_val ue

E1800 Invalid datatype: "r epl aceabl e_val ue", new vaue: "r epl aceabl e_val ue".

E1801 Invalid value: "r epl aceabl e_val ue" for datatype” r epl aceabl e_val ue " foritem"r epl ace-
abl e_val ue".

E1802 Invalid expression: "r epl aceabl e_val ue", exception: " r epl aceabl e_val ue", raw expression: " r e-
pl aceabl e_val ue". substitute values: "r epl aceabl e_val ue".

E1900 History not found id: "r epl aceabl e_val ue", schedule: "r epl aceabl e_val ue", expression: "r e-
pl aceabl e_val ue".

E2000 Tag not found, id: "r epl aceabl e_val ue".

E2101 Unableto collect "r epl aceabl e_val ue" on"r epl aceabl e_val ue" for instance"r epl ace-
abl e_val ue".

E9000 repl aceabl e_val ue

E9001 repl aceabl e_val ue from: repl aceabl e_val ue
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Appendix E. MySQL Enterprise Monitor Change History

This appendix lists the changes to the MySQL Enterprise Monitor, beginning with the most recent release. Each release section covers
added or changed functionality, bug fixes, and known issues, if applicable. All bug fixes are referenced by bug number and include a
link to the bug database. Bugs are listed in order of resolution. To find a bug quickly, search by bug number.

E.1. Changes in MySQL Enterprise Monitor 2.0.7 (Not yet released)

This section documents all changes and bug fixes that have been applied since the release of MySQL Enterprise Monitor, version 2.0.6.

Bugs fixed:

« Theagent did not start because thefileshar e/ mysql - proxy/itens/ cust om xm wasmissing from the build, but referred
to in the configuration file. The log recorded the following error:

Default |og:

2009- 09- 18 16: 25:12: (critical) chassis.c:1097: could not raise RLIMT_NOFILE to 8192,
Invalid argunent (22). Current limt still 1024.

2009- 09- 18 16:25:13: (critical) job_collect_nysql.c.1894: opening
'/ dataO/ merlin/agent/2.0.7. 7163/ openSUSE10. 3- x86- 64bi t/ ga- merlin/share/ mysql - proxy/itens/c
ustomxm ' failed with: Failed to open file
'/ dat a0/ merlin/agent/2.0.7.7163/ openSUSE10. 3- x86- 64bi t/ ga- merlin/share/ nmysql - proxy/itens/c
ustom xm ': No such file or directory

2009- 09- 18 16:25:13: ((error)) scheduler.c:318: register_classes() for plugin
col l ect _nysql failed

If the referenceto shar e/ nysql - proxy/ it ens/ cust om xm was removed from the “ agent-item-files = ...” entry in the con-
figuration file, then the agent started as expected. (Bug#47443)

« After upgrading to Mac OS X Snow Leopard, the following error was generated when starting an agent:

Maci nt osh-6:replication |igaya$
./ Master.5. 1. 34spl/ MEM agent/etc/init.d/ nysql-nonitor-agent start
Starting M/SQL Enterprise agent service...
./ Master.5. 1. 34spl/ MEM agent/etc/init.d/ nysql-nonitor-agent: line 175: 861 Trace/ BPT
;(rjap/ " nohup $MERLI N_AGENT_ROOTDI R/ bi n/ nysql - noni t or - agent $MERLI N_AGENT_OPTI ONS >
ev/nu
ERRORI MySQL Enterprise agent failed to start.

Further, when attempting to display the agent version the following error was generated:

Maci ntosh-6:replication |igaya$ ./Master.5. 1. 34spl/ MEM agent/ bi n/ nysql - noni t or - agent -v
dyl d: Library not loaded: /usr/lib/libxm2.2.dylib

Ref erenced from
/ Syst em Li br ary/ Fr amewor ks/ Cor eSer vi ces. f r amewor k/ Ver si ons/ Al Fr amewor ks/ Di ct i onar ySer vi ces
. framewor k/ Ver si ons/ Al Di cti onaryServi ces

Reason: | nconpatible library version: DictionaryServices requires version 10.0.0 or
later, but libxm 2. 2.dylib provides version 9.0.0
Trace/ BPT trap

(Bug#47042)

E.2. Changes in MySQL Enterprise Monitor 2.0.6 (27 August 2009)

This section documents all changes and bug fixes that have been applied since the release of MySQL Enterprise Monitor, version 2.0.5.

Functionality added or changed:

¢ Eventsused a GMT timestamp for the event time within email notifications, rather than the local time for the server generating the
event.

MySQL Enterprise Monitor has been changed so that it displays the time using the server'slocale and GMT. (Bug#43739)
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Bugs fixed:

Initial setup and registration of MySQL Enterprise Monitor could fail on Mac OS X when communicating with the MySQL Enter-
prise website. (Bug#46571)

If amigration from 1.3 to 2.0 wasinitiated and anew server created during the migration, but then deleted before migration was fin-
ished, the new server delete operation failed with an Null Pointer Exception (NPE). (Bug#44991)

The Rule “InnoDB Buffer Cache Hit Rate Not Optimal” in the “Memory Usage” Advisor did not contain an uptime check. Thisres-
ulted in premature firing of an info event. (Bug#44770)

In the Advisor “Administration” the Rule “InnoDB Redo Logs Not Sized Correctly” did not fire correctly. The rule contained the
expression:

(9%ave_i nnodb% == "VYES") && ((% nnodb_|l og_file_size%* % nnodb_|l og_files_in_group% <
LEAST(1073741824, (% nnodb_buffer_pool _size%/ 2)))

Thiswas incorrect and needed to be changed to:

(%have_i nnodb% == "YES") && ((% nnodb_l og_file_size%* % nnodb_log_files_in_group% <=
LEAST(1073741824, (% nnodb_buffer_pool _size%/ 2)))

(Bug#44734)

The recommendation for therule Tabl e Cache Not Opti nal says:

Recommended Action

SET GLOBAL table_cache = (64 + 16);

But an error was generated on executing that query:

nysql > SET GLOBAL tabl e_cache = (64 + 16);
ERROR 1193 (HYO000): Unknown system variable 'tabl e_cache'

nmysqgl > sel ect version();

R +
| version() |
Fomm e e e +
| 5.1.31-10g |
Femmm e e e e e e e +

1 rowin set (0.01 sec)

(Bug44602)

When running the shutdown script for Enterprise Dashboard, it took an unacceptably long time for Tomcat to terminate completely,
thej ava process eventually had to be killed manually. (Bug#44327)

The upgrade installer overwrote any custom settings stored in VEB- | NF/ conf i g. pr operti es. For exampleit set the database
host back to | ocal host . (Bug#44003)

When updating an Agent from 2.0to 2.1 thenmysql - noni t or - agent . i ni wasincorrectly updated.

This happened if the Agent was configured to use SSL to connect to the Enterprise Dashboard, on a port other than 18443. The up-
date installer caused any value specified for the port to be changed to 18443. This did not happen if the Agent was not using SSL.

(Bug#43900)

An error was generated when an attempt was made to rename a Replication Group to one that had previously been deleted.

(Bugtt43846)
A new topology was not discovered after the previous replication group was renamed. (Bug#43815)

On Unix systems, executing the command:

./ nysqgl nonitorctl.sh stop

did not make surethat nysql d was shutdown before finishing.
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This resulted in a situation such as the following:

# [opt/mysql/enterprise/nonitor-2.0.0.7092/ nysql monitorctl.sh stop

Usi ng CATALI NA_BASE: /opt/ nysql / ent erpri se/ noni t or/ apache-t ontat

Usi ng CATALI NA_HOVE: /opt/ nysql / enterprisel/ nonitor/apache-tontat

Usi ng CATALI NA TMPDI R /opt/ nysql/enterprise/ nonitor/apache-tontat/tenp

Usi ng JRE_HOVE: /opt/nysql/enterprise/nonitor-2.0.0.7092/java

St oppi ng tonctat service ... K

lopt/ nysql/enterprisel/nonitor-2.0.0.7092/ nysql nonitorctl.sh : nysql stopped

However, running the following command a few minutes later showed that the MySQL server was still running:
# [opt/mysql/enterprise/nonitor-2.0.0.7092/ nysqgl nonitorctl.sh status

MySQL Network MySQL is running

MySQL Network Tontat is not running

(Bug#43803)

The MySQL Enterprise Monitor upgrade installer incorrectly replaced the Advi sor Scri pt. j ar in
<i nst Di r >/ apache-t ontat/webapps/ ROOT/ VEB- | NF/ | i b/ with the default Advisor JAR. (Bug#43773)

The agent created the nysql . i nvent or y table with an engine type of InnoDB, instead of MylSAM, when InnoDB was specified
asthe default engine typein ny. cnf . This happened because the agent did not explicitly specify the table engine type to be of My-
ISAM. (Bug#43551)

The MySQL Enterprise Monitor installer failed to install correctly due to insufficient disk space, even though the installer calculated
there was suffcient disk space for the installation. Thiswas due to the installer having out of date information regarding disk space
requirements. (Bug#43538)

After removing enough servers to bring the host count back down to the number covered in the subscription, the Subscription Warn-
ings reflected the new number. However, the warning message displayed:

You are currently nonitoring 1 host, however your subscription covers only 1. Your
subscription needs to be updated to cover at |least O additional hosts.

Instead of displaying:

Your subscription is up-to-date

You have no warnings at this tinme.

The former message resulted in confusion. (Bug#43163)

If ahost was not a slave during the initial discovery phase, then it would not be displayed in the Replication tab if it subsequently
became aslave.

Thiswas because after theinitial discovery phase, if ahost did not have sl avest at us present, no subsequent checks were made
to check for the host being a slave. It was therefore missed for the purposes of replication discovery and never showed in the Replic-
ation tab. (Bug#42997)

The advisor “User Has Rights To Database That Does Not Exist” generated erroneous alerts.

If a database was created with an“_" character in the name, and then user privileges granted to this database using the escaped char-
acter sequence “\_" to prevent wildcards, then the advisor generates an error stating there is no database for the privilege.

For example, if the following is carried out on the monitored server:

CREATE DATABASE test_foo;

GRANT SELECT ON “test\ _foo .* to testuser@I|ocal host' identified by 'test';
then the advisor warns that these users have rights to a database that does not exist:

""@% on DB test_%
"test' @Il ocal host' on DB test_foo,
"testuser' @l ocal host' on DB test_foo

(Bug#41717)
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The generic Linux 1A64 glibc2.3 Agent installer was missing from the build. (Bug#41224)

The Enterprise Dashboard displayed a blank entry for Disk SPACE in the Meta Info area. This happened on Open Solaris 2008.05.
This problem only occurred when using the ZFS file system. (Bug#40907)

The graphs for Thread Cache, Connections and Temporary Tables contained incorrect Japanese trandations on their Y axis. The Ja-
panese displayed “total connection time (min)” when it should have displayed something else. For example, the Thread Cache graph
should have displayed “total/min”. (Bug#40413)

When the Agent was started as a service on Windows for the first time, the name in the Task Manager window was MYSQL -
~1. EXE. This occurred whether the Agent was started from within the installer or from the Start Menu.

If the service was restarted, the Agent's name changed to the correct value, mysql - ser vi ce- agent . exe. (Bug#30166)

E.3. Changes in MySQL Enterprise Monitor 2.0.5 (18 March 2009)

This section documents all changes and bug fixes that have been applied since the release of MySQL Enterprise Monitor, version 2.0.4.

Bugs fixed:

The FreeBSD 7 Agent was inadvertently a Linux binary.

shell > file mysql moni toragent-2.0.5. 7153-freebsd7-x86-32bit-installer.bin

nysql noni t oragent-2. 0. 5. 7153-freebsd7-x86-32bit-installer.bin: ELF 32-bit LSB executable
Intel 80386, version 1 (SYSV), for GNU Linux 2.2.5, dynamically linked (uses shared I|ibs)
stripped

(Bug#44263)

Calling the Agent with the option - - agent - r un- os-t est s resulted in a crash. This happened on Linux x86-64 systems. The
resultant stack trace was:

(ga-nerlin)
2009- 03-04 16:39:42: (critical) chassis.c:1097: could not raise RLIMT_NOFILE to 8192

Invalid argunent (22). Current limt still 1024
sigar-test-all.c.124 (test_sigar_pid_get)

pid = 5188
sigar-test-all.c.106 (test_sigar_nmemget):
...cut. ..
sigar-test-all.c.427 (test_sigar_file_systemlist_get): (items = 13)
[0]

fs.dirnane = /

fs.devname = /dev/ mapper/vg00-r oot

fs.typenane = | ocal

fs.sys-type-name = ext3

fs.type = 2

fsusage.total = 15481840
fsusage. free 14116140

f susage. used 1365700
fsusage. avail = 13329708
fsusage.files = 1966080

f susage. use_percent = 0.100000
0

di skusage. reads = 315302

di skusage. wites = 6318240

di skusage. wite_bytes = 25879511040

di skusage. read_bytes = 6561092608

di skusage. queue = 47457530080206
Segnent ation fault

On some systems no output was shown, other than the message “ Segmentation fault”. (Bug#43381)

Following a change in the replication configuration, MySQL Enterprise Monitor did not display the new topology correctly.
(Bug#43240)

When a data collection became invalid, the agent sent NULLs for those collection values. However, the timestamps that it sent with
the values were the timestamps from the last valid value that was collected.

Dueto key constraints on the Service Manager side, MySQL Enterprise Monitor disregarded anything sent with duplicate
timestamps, thus the NULL s received from the agent were never processed. Some mechanisms, such as replication discovery, de-
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pend on the NUL L s to identify a situation where data has become invalid. (Bug#43239)

MySQL Enterprise Monitor did not add alog entry each time data was purged. The log entry should have noted how many rows of
each type of data were purged (historical data, logs, quan data). (Bug#43159)

MySQL Enterprise Monitor generated a stack overflow. Thiswas as aresult of abug in Hibernate, which caused Hibernate to enter
infinite recursion while trying to load a relationship. (Bug#43107)

The “Table Cache Set Too Low For Startup” and “ Table Cache Not Optimal” rules were not supported on MySQL 5.1 because the
t abl e_cache system variable was deprecated and replaced with t abl e_open_cache. (Bug#42663)

Migrated server was not completely deleted.

In aMonitor that had been updated from 1.3.2 to 2.0.4, with 2 database servers queued for migration, if a server being migrated was
deleted, or amigrated server was deleted, this would not be reflected in the user interface or in the license count, until Tomcat was
restarted. (Bug#42604)

The installer used to upgrade from version 1.3 corrupted passwords containing the“?’ character. (Bug#42452)

The replication status of a server was displayed as “unknown”. However, the agent logged no errors and the server showed no other
event problems. The server status was displayed as “up” and the database connection was also displayed as “up”. (Bug#42407)

Sun multi-core processors caused all coresto be reported on the meta information page.

The larger T-series SPARC processors have 32+ cores. This caused the metainformation page in the Dashboard to scroll as it repor-
ted each one. (Bug#42355)

If an attempt was made to disable arule using the link next to the rule, the following error message was generated:

U0002 You nust log in to access the requested resource. Go to |ogin page

However, clicking the link did not prompt the user to login again. (Bug#42313)

Changing ssh- agent from OpenSSH or specifying a malevolent value of agent - host - i d, could inject data into the mon-
itored MySQL Server.

For example, setting agent - host - i d tothevalue “I'm atest” would result in the following message in the error log:

2009- 01- 23 15:45:11: ((error)) agent_nysqld.c:281: nysql _real _query('|NSERT | NTO

nmysqgl .inventory (name, value) VALUES ( 'hostid', "Il 'ma test' )') on 'nysql' failed: You
have an error in your SQL syntax; check the manual that corresponds to your MySQ. server
version for the right syntax to use near 'ma test' )' at line 1 (nysql-errno = 1064)

(Bug#42306)

When SHOW GLOBAL STATUS returned a value greater than 214748364, it was sent to the Service Manager as 214748364.
(Bugt42245)

The Agent failed to identify local sockets aslocal on Mac OS X 10.4.

If the Agent was configured to use a Unix domain socket on Mac OS X 10.4, it did not treat the connection as local and failed to
provide CPU and memory information to MySQL Enterprise Monitor. Thisis shown in the log file:

2009- 01- 20 18:15:02: (message) network-socket.c:752: is-local famly 0 !=1
2009- 01- 20 18:15:02: (message) agent_nysqld.c:322: [nysql] nysqgld is not |local or not
directly connected

However, this problem did not happen on Mac OS X 10.5. (Bug#42220)
Some graphs on the GRAPH tab were not updated after the page was refreshed, or UPDATE was clicked.
The only way to get an updated graph was to change the graph size (in pixels) and then click UPDATE. (Bug#42162)

Theny. cnf filefor the Enterprise Monitor internal database had the following configuration item:

i nnodb_aut oext end_i ncrement = 50M
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This generated the error:

16: 36: 23 [Warning] option 'innodb_autoextend_increment': unsigned val ue 52428800
adj usted to 1000

Thisvariable isinterpreted as being specified in MB, so 50M would be 50 TB. Such a high value results in the variable being adjus-
ted to 1000 MB.

The valuein the configuration file should be:

i nnodb_aut oext end_i ncrement = 50

(Bug#42096)

A number of Advisor rules had advice text that had not been trandlated into Japanese. The Advisors that contained untranslated rules
included Performance, Schema and Security. (Bug#42067)

The Service Manager did not handle the case where the agent failed to supply avalid mast er _i p. The Service Manager would
then not restart. The logs contained the following:

2009- OE 09 14: 3? 5? 472 ERROR [mai n: org. spri ngf ramewor k. web. cont ext . Cont ext Loader] Cont ext
initialization fa

org. springframewor k. beans. factory. Unsati sfi edDependencyException: Error creating bean with
name ' server ConnectionMnitor' defined in ServletContext resource

[/ VEB- I NF/ appl i cationContext.xm ]: Unsatisfied dependency expressed through constructor

ar gunent w th |ndex 2 of type [com nysql.etools. nonitor.bo. Manager]: Error creating bean
with nane 'manager' defined in Servl et Cont ext resour ce [/ VEEB- | NF/ appl i cati onContext.xm]:

I nvocation of init nethod failed; nested exception is
conlnysql.etools.nDnitor.ponthsupported/utributeException

101c6b5b- 15eb- 49aa- 916c- 843c51b28d38: nysql . sl avestatus. Master_i p

(Bug#42005)
Having too many users with strong privileges generated Service Manager errors and events failed to be triggered.

If there were approximately 1000 users with full privileges and the value of gr oup_concat _max_| en was set to 100001, the
size of the data that the agent sent to the Service Manager was too large and caused Service Manager errors. Also, the Security event
“Account has Strong MySQL privileges’ did not trigger. (Bug#41987)

Query Analyzer's Query Type filter for SELECT ignored statements starting with parenthesis.

If you sent a statement through Query Analyzer starting with parenthesis, such as:

(SELECT 1 FROM dual ) ;

and then attempted to filter for SELECT queries only, queries starting with parenthesis were not displayed. (Bug#41968)
The agent angel process was spawning too soon, which caused a duplicate UUID error.

g_error () logged afata error, and called abor t () . Thisterminated the program. Then the angel respawned with the same
UUID, but with a-1 session resync request, which the MEM server denied because the old session was still active. Thisresulted in a
permissions denied error (1142) onthenysql . i nventory tabl e.

2008-12-17 18:58:58: (message) agent_nysqld.c:313: [nysqgl] nysqgld is local and directly connected
2008-12-17 18:58:58: ((error)) agent_nysql d.c:444: [nysql] nysql _real _query("SELECT val ue
FROM nysql . inventory WHERE nanme = 'uuid' ") failed: SELECT command denied to user
"ent_agent' @127.0.0.1' for table 'inventory' (errno=1142)

2008-12-17 18:58:58: (debug) chassis.c:282: 15134 returned: 15134

2008-12-17 18:58:58: (message) chassis.c:304. [angel] PID=15134 died on signal=6 (it used

0 kBytes max) ... waiting 3mn before restart

2008-12-17 18:59: 00: (debug) chassis.c:244: we are the child: 15149

2008-12-17 18:59: 00: (message) chassis.c:259: [angel] we try to keep PID=15149 alive
2008-12-17 18:59: 00: (debug) chassis.c:277: waiting for 15149

2008-12-17 18:59: 00: (nessage) nysql-proxy 0.7.0 started

2008-12-17 18:59: 00: (nmessage) MySQL Monitor Agent 2.0.0.7111 started

(Bug#41600)
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.

mast er _uui d discovery did not work with MySQL Server versions prior to 5.1. nast er _uui d did not show in any Agent to
Monitor communications, and no log or error messages were generated.

However, now the bug has been fixed, an Agent monitoring a5.0 MySQL Server would register the following in itslogs:

<cl assnane>sl| avest at us</ cl assnane>

<i nstance>12515cdc- 8c00- 4223- 9d2a- 2666a403512c</ i nst ance>
<attribute>Master_uuid</attribute>

</target>

<ut ¢>2009- 03- 03T19: 58: 05. 700Z</ ut c>

<val ue>b2f d9f 86- 6e42- 49f 2- b930- e8f b3e728179</ val ue>

Note the presence of mast er _uui d. (Bug#41525)
Thenmast er _uui d was not used for replication topology discovery.

The agent collected nast er _uui d by reading the mast er . i nf o file, and then running a SELECT directly against its master.
Thiswastotry and read thenysql . i nvent or y table on the master to obtain the instance mast er _uui d.

However, this was not being used correctly by the replication topology discovery within the server. (Bug#41519)

Queries such as SELECT against the master mysql . i nvent or y was not logged on slave-based agents. This made diagnosing to-
pology discovery issues difficult. (Bug#41518)

After an error was generated due to an incorrect password while trying to create a new user, the following error was obtained when
subsequently attempting to create avalid new user:

U0002 You nust log in to access the requested resource

(Bug#41384)
Agent startup failed on Solaris 10. The error generated was:

# ./ nysql-nonitor-agent start

Bad string

ERROR! /opt/nysql/enterprisel/agent/etc/nysql-nonitor-agent.ini has to have a
[mysql - proxy] . pid-file setting

Thiswas caused by unexpected behavior of thet r command. (Bug#41260)
On the Query Analysis page, if a query was clicked the minimum displayed was greater than the average. (Bug#41259)

In some circumstances the agent/proxy ran out of file descriptors, causing secondary failures. It could not recover from that state.
Therelevant part of the log file is shown here:

2008-11-27 11:11:00: (critical) last message repeated 2 tines

2008-11-27 11:11:00: (critical) job_collect_os.c:411: sigar_cpu_info_list_get() failed
2008-11-27 11:11:00: (critical) job_collect_os.c:445: sigar_cpu_list_get() failed
2008-11-27 11:11:00: (critical) job_collect_os.c:411: sigar_cpu_info_list_get() failed
2008-11-27 11:11:00: (critical) job_collect_os.c:445: sigar_cpu_list_get() failed
2008-11-27 11:11:00: (critical) job_collect_os.c:411: sigar_cpu_info_list_get() failed
2008-11-27 11:11:00: (critical) job_collect_os.c:445: sigar_cpu_|list_get() failed
2008-11-27 11:11:00: (critical) job_collect_os.c:411: sigar_cpu_info_list_get() failed
2008-11-27 11:11:00: (critical) job_collect_os.c:445: sigar_cpu_list_get() failed
2008-11-27 11:11:30: (critical) network-socket.c.292: socket(127.0.0.1:3306) failed: Too many open files (24)
2008-11-27 11:11:30: (critical) proxy-plugin.c.1532: Cannot connect, all backends are down.
2008-11-27 11:20:22: (critical) |ast message repeated 4 tines

2008-11-27 11:20:22: (critical) network-io.c: 215

curl _easy_perforn(' https://user:password@erlin- dashboar d: 443/ heartbeat') failed
SSL connection timeout (curl-error = 'Timeout was reached' (28), os-error = 'Connection refused (111))

(Bug#41068)

If an installation of Service Manager 2.0.0.7102 included abackup directory, due to a previous upgrade, and was upgraded using
at least Service Manager 2.0.0.7103, then the installer displayed an error message and exited.

The error message displayed was:

There has been an error
Error renam ng / Applications/nysql/enterprise/nonitor/apache-tontat to
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/ Appl i cations/ nysql /enterprisel/nonitor/backup/ apache-tontat
The application will exit now

(Bug#40996)

« The Agent started without problems and connected to the master. But it was unable to perform a SELECT from the table
nysql . i nvent ory to obtain server information. (Bug#40933)

e Canonical Query Text for Sel ect - 1 wasdisplayed as SELECT - ? instead of SELECT ? onthe Query Analyzer tab.
(Bug#40435)

¢ Theagent installer for Solaris 8 x86 32-hit was missing. (Bug#40248)

«  The MySQL Enterprise Monitor Dashboard did not display the subscribed notification group(s) on the Advisor CURRENT SCHED-
ULED and ADD TO SCHEDULE pages. (Bug#36007)

e The startup scripts supplied with MySQL Network Monitoring and Advisory tool did not supply all of theLSB i ni t . d script op-
tionsrequired. A list of the required options can be found at the following website ht-
tp://refspecs.freestandards.org/L SB_3.1.0/L SB-Core-generic/L SB-Core-generic/iniscrptact.html

The required options missing include st at us and f or ce- r el oad. Theoption st at us isused by monitoring tools and cluster
software such as Red Hat Cluster, to ensure that the serviceis till running. Thef or ce-r el oad optionisan alias for restart.
(Bug#29848)

« Multiple errors showed in the agent log after issuing a SHOW | NNCDB STATUS statement. Thel nnoDB Buf f er Pool graph
also went blank. (Bug#27372)

E.4. Changes in MySQL Enterprise Monitor 2.0.4 (05 February 2009)

This section documents all changes and bug fixes that have been applied since the release of MySQL Enterprise Monitor, version 2.0.3.

Bugs fixed:

* The Monitor Agent did not log connections to, and disconnects from, the monitored database.
This meant it was not possible to check if the Agent was connected to the database by simply looking at the log file. (Bug#42403)

« TheMonitor Agent failed to createthe mysql . i nvent ory table. The logs displayed the following error message:

(critical) (share/nysql-proxy/quan.|ua: 711) [proxy] please add SELECT permni ssions for
this user on nysqgl.inventory to enable the QUAN feature, got Table 'nysql.inventory'
doesn't exi st

This happened even though the Monitor Agent used ther oot account. (Bug#42389)

e After installing Monitor Agent 2.0.4.7138 and then starting it with - - ver si on, theincorrect version was displayed. Although
2.0.4.7138 wasinstalled, the Monitor Agent displayed the version number as 2.0.2.7138. (Bug#42263)

¢ Aninvalid path was shown in the error message if the upgrade installer failed to find the previousinstall location.

The error message is shown below, note that the error message displays a different path to that provided by the user:

Pl ease specify the directory that contains the previous installation of the M/SQ
Enterprise Mnitor Agent

Installation directory [/home/nysql/nysql/enterprise/agent]: /var/lib/nysql/agent

Warni ng: The directory /hone/ nysql/nysql/enterprise/agent does not contain a
previous installation. Please select the right installation directory.

Press [Enter] to continue :

Pl ease specify the directory that contains the previous installation of the M/SQ
Ent erpri se Monitor Agent

(Bug#42200)
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« The agent password error in the Service Manager did not log the originating host, making it impossible to determine the agent that
failedtologin:

ErrorJan 5, 2009 4:56:08 PMc?xml version='1.0"' ?><excepti ons><error><![ CDATA[ E1702
I ncorrect Passwor dException: [agent]]]></error></exceptions>

(Bug#42139)

¢ The Service Manager's JDBC connections did not have sql _node set toinclude NO_ENG NE_SUBSTI TUTI ON. Thisresulted in
the failure of Data Definition Language (DDL) if the Service Manager was inadvertently pointed to an incorrect mysql d instance.
(Bug#42137)

* A number of Advisor rules had advice text that had not been translated into Japanese. The Advisors that contained untranslated rules
included Performance, Schema and Security. (Bug#42067)

« Monitor Agent configuration files had global read privileges on the filesystem. (Bug#41794)

*  Whenthelog filesrotated to the maximum permitted by the| 0g4j configuration, the metadata contained inthe Fi | eAppender
became out of synchronization due to alogic bug. This caused an assertion error on any subsequent request for the logs tab or data.
(Bug#41593)

e SNMP trap messages were sending 127.0.0.1 as the | P address, and there was no feature to enable the user to configure the | P ad-
dress contained in the SNM P message, which would have been useful for troubleshooting. (Bug#41361)

¢ Onal available test systems, including SUSE Linux Enterprise Server (SLES) 9 and 10 x86-32, x86-64, |A64, and Ubuntu 6.10
x86-64, the agent memory grew incrementally within ~3 hours to ~25M.

The agents then switched to the 'red' condition on the dashboard and no more data was reported. The agent processes were still act-
ive.

Thiswas also present in MySQL Enterprise Monitor version 2.0.0.7111 on Suse 7.3, with the glibc2.2 x86 agent.
There was no load on the monitored servers, and the problem also occurred when the “ self-quan” was not configured. (Bug#41244)

¢ Although the MONITOR tab loaded initialy, after a 64-bit MySQL server running a 32-bit MySQL Monitor Agent was clicked, a
Null Pointer Exception was generated. (Bug#41164)

« The Monitor Agent startup configuration did not seem to work and did not generate alog file. (Bug#40583)
¢ Anerror generated by arule failed to clear.

When arule was created with the os: di sk: f s_used dataitem, if the instance was not a valid mount point then the Monitor
Agent reported the error:

2008-08-11 17:57:00: (critical) disk-get failed for all: 2

Note the above instance was for “all”, and similar results occurred for instance “disk”.

The issue was that upon editing the rule, or even deleting the rule, the agent still showed the above error type. Restarting the agent
and the monitoring service failed to remove the error. (Bug#38709)

« If the“On Save send test trap” checkbox was checked when the SaVE button was clicked and the locale was set to Japanese, an error
occurred. The orange error banner was displayed at the top of the page with the error message in Japanese. (Bug#32069)

E.5. Changes in MySQL Enterprise Monitor 2.0.3 (23 January 2009)

This section documents all changes and bug fixes that have been applied since the release of MySQL Enterprise Monitor, version 2.0.2.

Bugs fixed:

« The Monitor Agent failed to connect to the server, and no error message was displayed in the log file.

However, when the log verbosity level was set to nessage, the following message was recorded:
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2009- 01-12 13:34:43: (warning) agent _nysql d. c: 600: agent connecting to nysql-server

failed: mysql _real connect(host = '127.0.0.1', port = 3306, socket =''): Lost connection
to MySQL server at 'reading |n|t|al cormmuni cat i on packet systemerror: O (nmysql-errno =
2013)

(Bug#42044)

¢ There was a mismatch between the contents of an SNMP Trap from MySQL Enterprise Monitor and the definition given in thefile
MONI TOR. M B. (Bug#41912)

« If acopy was made of a standard rule, the resulting Wiki markup was incorrect, resulting in the display of user-interface text con-
taining HTML markup. (Bug#41375)

« Allowing the heat chart rules to be set to unscheduled caused the user interface to appear broken. (Bug#41312)

«  When acustom rule requiring disk information was created, for example:

[ Expressi on]
%li sk_r eads% THRESHOLD

[ Thr eshol ds]

Critical Alert: 9000
Warning Alert: 3000
Info Alert: 1000

[ Vari abl e Assignnent]

vari abl es: %li sk_r eads%

Data Item os:disk:disk_reads
I nstance: /

Thefollowing error was written to the filenysql - servi ce- agent . | 0g:

2007-09-05 17:11:00: (critical) disk-get failed for c0dOpl: 2

It therefore appeared that the Monitor Agent was not able to obtain the required information. (Bug#30820)

E.6. Changes in MySQL Enterprise Monitor 2.0.2 (14 January 2009)

This section documents all changes and bug fixes that have been applied since the release of MySQL Enterprise Monitor, version 2.0.1.

Bugs fixed:

e The CoMPLETE SETUP button was missing from the SETUP page you were taken to after the current subscription expired.
(Bug#41685)

e Ifthehost - i d of the monitored instance and the host - i d of the current agent did not match, the agent generated the following
error message:

Pl ease TRUNCATE TABLE nysql .inventory on this nysql-instance and restart the agent.
However, it did not suggest using sql _| og_bi n = 0. Thisisused for all other actions against this table so that they are not rep-
licated to slaves, each of which has their own copy of thistable. (Bug#41673)

* The Agent did not start up when the monitored server had many databases and tables, and was under heavy load. This was because
thet ri gger _schena query was taking too long on agent start up. (Bug#41555)

* TheMonitor Agent failed to install on Solaris 10 x86. The following error was generated:

Installing
0% 50% 100%

Warnl ng Probl em runn| ng post | nst aI I st ep.

Instal lation may not conplete correctly

Error running /usr/local/nysql agent/bi n/ nysql - noni t or - agent

--defaul ts-file=/usr/local/nysql agent/etc/ nysql -nonitor-agent.ini

--pl ugi ns=agent --agent-generate-uuid=true : 2008-12-12 13:06:02: (critical)
Conversion fromcharacter set '646' to 'UTF-8 is not supported
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2008-12-12 13:06: 02: (message) shutting down normally

(Bugt41445)

« The console/stdout appender remained in the log4j configuration, which meant that all the MySQL Enterprise Monitor server logs
were duplicated to Catalina's stdout, and thus cat al i na. out , which was wasteful, especially as that file was not rotated or man-
aged. (Bug#41439)

«  When creating new multiple user accounts, the first attempt worked fine. However, following attempts to create new users did not
show the QUERY ANALYZER OPTIONS in the CREATE USER pop-up until the role field was changed. (Bug#41430)

* When login privileges were required the Service Manager did not redirect the user to the login page. This resulted in error messages
being displayed rather than simply redirecting the user to the login page. This problem typically occurred if it was necessary to re-
start Tomcat. (Bug#41320)

¢ Themonitor 2.0.0.7105 and 2.0.0.7122 Solaris Intel update installer quits unexpectedly. The installer exits from the GUI in the
BACKUP OF PREVIOUS INSTALLATION screen, when OpenSolarisis running on top of Sun xVM.

The console output for both installer versions is given below:

shel |l > ./ mysql moni tor-2.0.0.7105-sol aris-intel -update-installer.bin
X Error of failed request: BadMatch (invalid paranmeter attributes)
Maj or opcode of failed request: 73 (X _Getlnage)
Serial nunber of failed request: 21161
Current serial nunber in output stream 21161

shel |l > ./ nmysql monitor-2.0.0.7122-sol aris-intel -update-installer.bin
X Error of failed request: BadMatch (invalid paranmeter attributes)
Maj or opcode of failed request: 73 (X_Getlnage)
Serial nunmber of failed request: 21148
Current serial nunmber in output stream 21148

(Bug#41315)

« The RENAME GRouUP function failed if the new group name was different to the current one only in the case used; for example, if
“Merlin” was changed to “MERLIN".

The error generated was:

U0105 This group nane is already in use. Enter a different nane

(Bug#41266)
* The Agent returned an inventory list of all databases and tables. Thisinformation was not used by MySQL Enterprise Monitor, other

than to populatethei nv_dat abases andi nv_t abl es tables. For large-scale deployments, where there were many databases
and tables, this resulted in redundant XML messages being sent from the Agent to the Service Manager. (Bug#33150)

E.7. Changes in MySQL Enterprise Monitor 2.0.1 (15 December 2008)

This section documents all changes and bug fixes that have been applied since the release of MySQL Enterprise Monitor, version 2.0.0.

Bugs fixed:

* Having aninstallation with over 420 master binlogs resulted inthenysql : : st at us graph not being plotted. (Bug#41314)

e The MySQL Enterprise Monitor installer generated a segfault on RedHat Fedora 10:

shel I > ./ nmysql moni tor-2.0.0.7105-1i nux-x86-installer.bin
Segnent ati on faul t

(Bug#41196)
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E.8. Changes in MySQL Enterprise Monitor 2.0.0 (11 December 2008)

This section documents all changes and bug fixes that have been applied since the release of MySQL Enterprise Monitor, version 1.3.3.

Functionality added or changed:

* Important Change: Theser ver - name configuration parameter is deprecated. For compatibility, during an upgrade, the informa-
tion will bemigrated to adi spl aynamne configuration parameter within the individual instance configuration files. This configur-
ation parameter is provided only for compatibility, as display name information is now stored within the main repository. Support
for di spl aynane isalso deprecated and will be removed in afuture release.

e Important Note: The rules“32-Bit Binary Running on 64-Bit AMD Or Intel System” and “Key Buffer Size Greater Than 4 GB”
occasionally do not evaluate correctly due to timing issues. This causes them to be displayed with the SEVERITY level of
“Unknown”. Thisisaknown issue and will be resolved in future versions of MySQL Enterprise Monitor.

« Important Note: When you start the Merlin 2.0 agent from the command line on Windows, you get the following error dialog:

"mysql - proxy.exe - Entry Point Not Found"
"The procedure entry point |ibiconv_set_relocation_prefix could not be located in the
dynamc link library iconv.dl|"

If you click OK the agent works fine after that.

This only occurs when starting the agent from the command line, and only when there is another version of one of the DLLsthat the
agent uses somewhere on the current path. This error can be avoided by opening a command prompt, typing SET PATH= to clear
the path, and then starting the agent.

« Thefollowing has been added to the Tomcat conf i g. properti es propertiesfile:

# max connections in the pool for the repository
def aul t. maxActi ve=70

(Bugt40652)

« Thedashboard could be used to change the agent password to one containing the @character, or other special characters, which sub-
sequently caused errors. To fix this problem, special charactersin passwords are now prevented by the dashboard. The list of specia
characters not permitted can be found at the following location: ht-
tp://en.wikipedia.org/wiki/Percent-encoding#Types_of URI_characters (Bug#37172)

¢ The QUERY ANALYSIS page was missing the REFRESH dropdown control that the MONITOR, EVENTS, and GRAPHS pages had at
the top. (Bug#36831)

* The User Interface only returned error strings, without any associated error codes. This meant that if the error string wasin alan-
guage that the user did not understand, it would be very difficult to determine which error actually occurred.

The User Interface now supports error codes, as well as error strings. This change enables easier testing of multiple locales.
(Bug#32131)

« Thewording was changed on the fading pop-up subscription aert. The text “account” was changed to “subscription”. (Bug#31492)

¢ Thedert thresholds for the Query Cache Advisor were changed:

Information Warning Critical
From 95 85 75
To 60 50 40
(Bug#30969)

« Theagent log file name has changed from nmysql - servi ce- agent . | ogtonysql - noni t or - agent . | og. Theoldlogfile
will be retained during a upgrade install.

Bugs fixed:
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Starting a new agent against an instance that contained many databases broke up the initial discovery packet, causing collections
such as CPU usage and their graphs to fail. See also Bug#33150 and Bug#41314. (Bug#41933)

When altering an existing rule you had to add an empty string, " ", to any threshold level that was empty. Otherwise, the rule failed
to run and the resulting exceptions caused the EVENTS page to be unusable due to duplicate key exceptions. (Bug#41310)

After installing the 2.0.0.7119 Dashboard the following error was generated in the logs:

com opensynphony. xwor k2. util.Qgnl Val ueStack Warning Dec 5, 2008 10:41:26 AM Caught
an Ognl exception while getting property titleAddition

(Bug#41252)

Thedc_ng_I| ong_nowtable became very large partly due to an unused column begi n_t i ne. (Bug#41093)

Although there was a unique constraint on the user name, it was not enforced during first-time setup. This resulted in a stack trace
being produced, rather than a more user-friendly error message, if the same name was used for the admi n and agent accounts.
(Bug#40870)

MySQL Enterprise Monitor server had stopped sending up/down SNMP traps. (Bug#40861)

The Query Analyzer's EXPLAIN QUERY tab did not have pop up text or alink to the documentation regarding SELECT queries.
(Bug#40841)

When you tried to import a Trial-level advisor JAR using a Trial user account, one of the following error messages was generated:

U0009 The upl oaded Advisor jar was invalid

U0161 Pl ease inport a Platinumlevel Advisor .jar to use with this Platinumlevel product key

(Bug#40834)
Meta Info on the Dashboard did not display information for the metadataos_descri pt i on. (Bug#40830)

Attempting to create an alias of statements such as COVM T, ROLLBACK, BEG N, resulted in the error:

Can't find tenplate commtTnx.st; group hierarchy is [HTM.Formatti ng]
org.antlr.stringtenplate. StringTenpl at eG oup. | ookupTenpl at e( Stri ngTenpl at eG oup. j ava: 507)

(Bug#40736)

Trying to upgrade from 2.0.0.7088 to 2.0.0.7092 failed as there was a missing file. When the update program nysql noni t or -
2.0.0.7092-sol ari s-intel -update-installer.binwasrun,thefile/

tmp/ com nysql / merlin/server/version. props could not be found. (Bug#40692)

On OS X with Java 1.5, Tomcat crashed on launch with the error:

Invalid nenory access of |ocation 00000007 ei p=013df179

(Bug#40689)

When the agent was installed using the command lineinstaller and - - enabl epr oxy 0 was specified, the installer should have
removed quan. | ua fromtheagent -i temfi | es optionintheINI file. (Bug#40551)

The Agent could not connect to a database with the host nane settol ocal host . Doing so resulted in the error:

(critical) the MySQL server could not be reached at socket '(null)', we will check in 10 seconds

(Bug#40530)

The update installer for the 2.0 Monitor did not have an I's SSL suPPORT REQUIRED? checkbox. Therefore, the appropriate SSL
connector definition was commented out intheconf / server . xm file. (Bug#40414)

The Service Manager installer did not uninstall or wipe out the previousinstallation if you answered “Yes’ to the question:
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“The directory you selected aready contains a MySQL installation. If you continue installation all datawill be lost. Do you wish to
continue?’ (Bug#40410)

If you unchecked the ENABLE PROXY checkbox on the QUERY ANALYSIS CONFIGURATION screen, the agent's INI file still con-
tained proxy configuration data and was not commented out. (Bug#40272)

As different queries were sent through the agent it used increasing amounts of memory. (Bug#40260)

The Service Manager installer set the Java Virtual Machine option HeapDunpPat h to <i nst al | _r oot >\ t enp on Windows
and/ t mp on other platforms. For consistency the HeapDunpPat h directory should have been setto<i nstal | _r oot >\t np
on Windows. (Bug#40215)

When using the command line agent setup program, a socket file was not accepted for the monitored instance. (Bug#40085)

The language option when installing the MySQL Enterprise Monitor in Japanese using the command-line instllaer has been changed
fromj p toj a. (Bug#40082)

When monitoring MySQL 5.1.24 and above, the user used by the agent to connect to the MySQL server for monitoring must have
the PROCESS privilege. (Bug#40050)

The check box option string “Is SSL support required?’, on the Tomcat Server Option dialog of the Monitor installation, was not
correctly trandated into Japanese. (Bug#39814)

The base application directory for the MySQL Enterprise Dashboard has been updated from ht -
tp://1ocal host: 18080/ nmerlintohttp://1 ocal host: 18080/ . (Bug#39403)

If the Service Manager or the MySQL Server running the Repository crashed, they did not restart automatically. (Bug#39377)
If the agent crashed, there was no watchdog, angel or keep-alive mechanism to restart the agent and keep it running. (Bug#39374)

If the MySQL client libraries were located in a nonstandard location, the agent 2.0.0.7042 installer failed with a“library not found”
error. (Bug#39317)

For the rule “ Server-Enforced Data I ntegrity Checking Not Strict”, the Recommended Action did not display correctly. It displayed
asSET sql _nopde=nodes, rather than SET [ GLOBAL| SESSI ON] sql _node=nodes. (Bug#39261)

A query that was issued through the proxy, and that had an auto-explain performed on that query, did not give the correct response
to a subsequent query of SELECT FOUND_ROW5( ) . (Bug#39223)

It was not possible to establish a connection with the Dashboard using the SSL protocol (https://). (Bug#39198)

When a 1.3 MySQL Enterprise Monitor installation with many rules scheduled was upgraded to 2.0, the upgraded installation was
then found to have only the heat chart rules scheduled. (Bug#39043)

The agent installer did not permit a second agent to be installed on Windows. (Bug#38976)

The default display name for a host supplied by the agent has been changed. If networking has been disabled in the server, the de-
fault display name shown is either host : socket for scoket connections, or host : uui d for everything else. If networking is en-
abled, thehost : port combination is used. If the agent has been configured to use the di spl aynane option, thisoverrides all
other default settings. (Bug#38897)

The Dashboard incorrectly diplayed that insufficient licenses were available, even though sufficient licenses had been purchased.
(Bug#38514)

After running the MySQL Service Agent uninstall program, thefile/ et ¢/ i ni t. d/ nysql - servi ce- agent remained present
on the server. (Bug#38490)

The notice fader continued to display English text after you changed the locale to Japanese. (Bug#38460)

The SUBSCRIPTION EXPIRED pop-up window referred to the “Global Preferences’ page, instead of the “Global Settings” page.
(Bug#38358)

An inappropriate time zone was used to parse user-entered date and time strings. (Bug#38323)

A sigar network stats error was generated on the Solaris platform:
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# [opt/nysql/enterprisel/agent/bin/nysql -service-agent --version
M/SQL Service Agent - 1.2.0.7879, (glib lib=2.8.5, headers=2.8.5)

SunCS nysql prd01 5.10 Generic_127127-11 sun4v sparc SUNW T5240

2008- 07-21 10:07:24: (critical) sigar_net_interface_config_prinmary_get() failed: 6
2008-07-21 10:08:00: (critical) sigar_net_interface_config_primary_get() failed: 6

# /opt/nysql/enterprise/agent/bin/sigar-test-all >/tnp/test.txt
sigar_net_interface_stat_get(el1000g0:2) fail ed#

(Bug#38302)

After deleting a server from the SETTINGS, MANAGE SERVERS tab, at the very bottom of the page the MONITORING X INSTANCES
ON X HOST values did not reflect the deletion. (Bug#38225)

The MySQL Enterprise Monitor aert “INFO Alert - Users Can View All Databases On MySQL Server (v 1.5*)” from the Security
advisor wasincorrect. Thisis because the default server behavior permits users to see databases for which they have privileges, not
“all databases on server” as suggested by the aert. (Bug#38052)

The “Maximum Connection Limit Nearing Or Reached” advisor did not generate a new Critical Alert event when there was an open
info success event. (Bug#37816)

The Linux 1A64 installer appeared to crash. The installer appeared to crash on RH4_1A64 if called with option "--version”:

<I NSTALLER> - -version

nmysql noni t orage(30704): unal i gned access to 0x6000000000a8413c, i p=0x2000000003ddd5f 0
nysql noni t orage(30704): unal i gned access to 0x6000000000a84144, i p=0x2000000003ddd5f 1
nmysql noni t orage(30704): unal i gned access to 0x6000000000a8414c, i p=0x2000000003ddd600
nysql noni t orage(30704): unal i gned access to 0x6000000000a84154, i p=0x2000000003ddd601
M/SQL Enterprise Mnitor Agent 0.7.0.1737 --- Built on 2008-06-25 19:31:53

However, thiswarning is harmless and will not impact the operation of the agent. (Bug#37496)

If the log-level option in the agent configuration file was set to an unknown level by mistake, thei ni t . d script appeared to enter
an infinite loop. (Bug#37108)

Malformatted server meta information appeared on the Dashboard; RAM and Disk SPACE appeared under the CPU category.
(Bug#36740)

A “rename” link incorrectly appeared next to the UPGRADE category on the MANAGE RULES page. (Bug#36584)

In the case where exceptions were passed through to the User Interface, the substituted arguments in the message contained de-
veloper-only information. (Bug#36580)

AGENT VERSION, LAST MYSQL CONTACT, OSINFO, CPU INFO, and | P ADDRESSES were all blank on the dashboard when the
agent for the selected server was not functioning. (Bug#36301)

nysql - noni t or - agent became confused by the. DS_St or e filesthat are created on Mac OS X. (Bug#36216)

Therule “Key Buffer Size Greater Than 4 GB” incorrectly triggered the following aert:

CRITI CAL ALERT - KEY BUFFER SIZE GREATER THAN 4 GB

However, on non-Windows systems, akey buffer size greater than 4 GB is supported. (Bug#36143)

Since the repository database for MySQL Enterprise Monitor uses InnoDB there was no way to reduce the size of the data files after
an old log/event data purge operation. Further, the purge data operation executed once per day, and had no option to trigger the

purge operation manually. (Bug#35971)

On the Graphs page, if al graphs were expanded, then the Time Display interval updated, the page was refreshed with the EXPAND
ALL button displayed, even though all the graphs were already expanded. (Bug#35917, Bug#35133)

The Meta Info area of the Monitor page incorrectly reported the operating system version number for the MySQL version.
(Bug#35836)
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Therule“XA Distributed Transaction Support Enabled For InnoDB” incorrectly sent awarning when the binary log was on.
(Bug#35786)

On the Monitor page, the time displayed for Last MySQL Cont act lagged behind that for Last Agent Cont act by alarge
amount. (Bug#35774)

MySQL Enterprise Monitor did not update replication settings correctly. After a slave became the master, the Adviser till referred
toit asaslave. (Bug#35771)

The Adviser email suggested using the - - | 0g- quer i es- not - usi ng- i ndexes option. However, this option is not available
in MySQL Server versions prior to 4.1. (Bug#35770)

Thumbnail graphs did not update properly after atime zone change. (Bug#35756)

If asystem had aglobal wai t _ti neout lower than the general activity of the agent, the agent was disconnected. The monitored
server then logged an error and incremented Abor t ed_cl i ent s. (Bug#35648)

Alerts fired after a blackout period based on data collections that happened during the blackout. (Bug#35617)

The trandation of the ADD Row button on the Rule Definition window was incorrect. (Bug#35495)

An uninstallation message asked about removing Apache files, even though Apache is no longer used. (Bug#35154)

After updating from a previous version to the latest 1.3 version, the QUERY CACHE HAS SuB-OPTIMAL HIT RATE was still dis-
played in English after setting the locale to Japanese. Note, the rule was translated correctly if the full installer was used.
(Bug#35134)

The MySQL Enterprise Monitor uninstall dialog box had missing text when using the Japanese locale. (Bug#34982)

Running the installer with the - - hel p option caused an incorrect message to be displayed. (Bug#34200)

When using the unattended unl nst al | script on Linux together with the option - - env del et eUser Dat a=yes the correct
warning text was displayed. However, this text should not be displayed in unattended mode. Further, the option - - env de-

| et eUser Dat a=yes was not displayed by the - - hel p output. (Bug#34071)

Platinum Unlimited customers sometimes received a warning stating incorrectly that their subscription supported zero hosts.
(Bug#34010)

Clicking the resolution notes link for a closed event on the events tab showed incorrect behavior. The pop-up initially showed the
resolution notes, but when the resolution tab was clicked the notes disappeared and were replaced by an edit box. (Bug#33935)

The status on the product information page was not translated when the user locale was set to Japanese. (Bug#32785)
When the locale was set to Japanese, the date picker till had English month titles. (Bug#32741)

Flashing display of a pop-up used while saving outgoing email settings was caused by problematic initial placement cal culations.
(Bugt32579)

AIX 5.2 Agent did not work on AlX 5.3. (Bug#32414)
When the First Time Setup program was run it did not prompt the user to enable importing an Advisor bundle. (Bug#32199)

Agent on MacOSX did not read | P addresses for network interfaces correctly, so the monitor displayed empty host | P addresses.
(Bug#32188)

HTML code in queries was not escaped when reporting replication errors, causing the code to be rendered into the page.
(Bug#32186)

The First Run pop-up defaulted to English rather than to the locale set in the browser. (Bug#32129)

The error dialog box flashed in the upper Ieft corner before being positioned in the center of the screen. This error dialog box now
opens in the center of the screen. (Bug#32068)

The Events list did not take into account Daylight Time and Standard Time when listing events that happened during
1:00am-1:59am. An event that occurred at 1:10am Standard Time was listed before an event that occurred 50 minutes before it at
1:20am Daylight Time. (Bug#32016)
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The pop-up for editing log levels failed to load due to bad instantiation data. (Bug#32013)

During the repeated hour of Daylight Savings Time (when 2am turns back into 1am), the graphs were not drawing data. Instead,
there was a straight line from the point at 1:00 to the second 1:00, which iswhat happensiif there is no data. The repository did,
however, have data for this hour. (Bug#31997)

Only US English was supported for alocale setting. Other English variants are now available for the| ocal e setting on the Gen-
eral SettingsortheUser Preferences pages. (Bug#31801)

If the user locale was changed the graph cache would continue to display the graph in the last locale until it timed out. (Bug#31680)

No init script was installed for the MySQL Network Monitoring Service Manager, and so it did not restart automatically on reboot.
(Bug#31676)

The graph's displayed time was not the local time of the Dashboard corresponding to the requested time on the monitored server.
(Bug#31656)

Saving arule with a name that already existed resulted in a stack trace in the window, instead of a more user-friendly error message.
(Bug#30925)

Thenet wor k. nysql . comerror messages were remapped thereby causing confusion. For example, the following error message:

E9000: MvSQL ENTERPRI SE CUSTOMER CENTER |'S HAVI NG DI FFI CULTI ES FETCH NG YOUR CONTRACT | NFORMATI ON.
PLEASE CONTACT ENTERPRI SE- FEEDBACK@WSQL. COM FOR ASSI STANCE.

Was remapped to:
UNABLE TO CONNECT TO VERI FY CREDENTI ALS (Bug#30873)

A newly added server showed as “down” in the user interface, and could potentialy have sent afalse alarm notification.
(Bug#30735)

The information on the ADVISORS, CHECK FOR UPDATES page did not accurately reflect how many rules and graphs were actually in
the database and available to the user. (Bug#29623)

The agent did not process SI GHUP. (Bug#29380)

Monitor did not have afacility to stop or downgrade an agent collection frequency. (Bug#28589)

After an agent installation was updated from 1.0.1.4391 to 1.1.0.4899, the version in the ADD/REMOVE PROGRAMS menu was incor-
rectly displayed as 1.0.1.4391, even though the update was successful and the file version of agent . exe was correctly displayed
as 1.1.0.4899. (Bug#27447)

When viewing the RESULTS of an EVENT in the EVENTS tab of the DASHBOARD, the NOTIFICATIONS section did not reflect the
NOTIFICATIONS settings at the time the EVENT was triggered, but rather the NOTIFICATIONS settings at the time the EVENT RES-
uLTS were viewed. (Bug#26349)

When the Monitor Agent was remotely monitoring a MySQL server it incorrectly reported that it could collect operating system in-
formation. (Bug#22497)

The Account Without Password advisor did not report all users who were without a password, it only reported one. (Bug#15165)
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Appendix F. MySQL Enterprise Monitor Reference

This appendix contains reference information for MySQL Enterprise Monitor.

F.1. MySQL Enterprise Monitor Limitations

The following list provides information on known limitations within MySQL Enterprise Monitor

* Themaximum size for data stored withinthenysql . i nvent ory tableis 64 bytes.
¢ The MySQL Enterprise Monitor Agent when operating for Query Analyzer as a proxy cannot handle queries greater than 16MB.

e The MySQL Enterprise Monitor Agent when operating for Query Analyzer as a proxy does not support clients using the MySQL
protocol older than MySQL 5.0.

¢ TheMySQL Enterprise Monitor Agent when operating for Query Analyzer as a proxy does not support clients affects the authentic-
ation of clients. Asthe proxy isthereal client connecting to the backend MySQL server, authentication should use the hostname of
the proxy, not the original client.

*  When viewing the graphs generated by MySQL Enterprise Service Manager, the fonts used for the graphs may not be displayed
properly if the required font is missing.

Y ou can specify a custom font by setting a custom property within the embedded MySQL Server to a known working font. To do

this, connect to your embedded MySQL sever using the information provided by theconf i gur ati on_report. t xt file. Once
connected, execute the following statment:

nysql > | NSERT | NTO map_entries VALUES (1,'Helvetica','graph.font');

Replacing Hel vet i ca with the font you want to use.

The font used for graph rendering will be selected as follows, in this order:
1. Theuser override value.

2. The MySQL Enterprise Service Manager default of Arial.

3. Thegraph engine default of SansSerif.

* Itisnot possible to monitor more than one MySQL Enterprise Dashboard instance hosted on the same machine simultaneously
within the same browser, even if each MySQL Enterprise Dashboard uses a different port for access. The effect of this limitation
may be more significant on certain browsers.

e When monitoring multiple MySQL instances with one MySQL Enterprise Monitor Agent, if any of the MySQL instances are down
at the point when the agent is started, the agent will not attempt to reconnect to the servers. This could lead to indications that

MySQL instances were down when in fact they were running and available. To avoid this problem, ensure al of the monitored in-
stances are available before starting the agent.

F.2. Supported Browsers

The MySQL Enterprise Dashboard is known to work within the following browser environments:

e Microsoft Internet Explorer 7.x, 8.x
Note

MySQL Enterprise Dashboard is not compatible with the COMPATIBILITY VIEW option within Internet Explorer 8.x.
Please make sure this option is disabled before using MySQL Enterprise Dashboard

o Sofari 3.2, 4.x
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*« Firefox 3.0,3.5
The MySQL Enterprise Dashboard is known not to work within the following browser environments:

« Microsoft Internet Explorer 6.x
e Opera

* Google Chrome

F.3. Installation Requirements

The Service Manager is available for Windows, Mac OS X, and avariety of Unix and Linux operating systems. In most cases, the
standard operating system and packages are supported without further libraries and modules. All the required components are installed
automatically.

¢ Mac OS X Notes

* TheMac OS X Service Manager is only supported on Intel architecture. However, the Mac OS X agent is supported for both In-
tel and the PowerPC.

» Installation requires approximately 450M B of disk space for MySQL Enterprise Service Manager
¢ Windows Notes

» Installation requires approximately 260MB of disk space for MySQL Enterprise Service Manager
e Unix/Linux Notes

» Installation requires approximately 450MB of disk space for MySQL Enterprise Service Manager

e On FreeBSD, you must have bi nd8 installed.

Note

Disk-space usage requirements are approximate for the base application. During usage, the service manager records de-
tailed information about your MySQL servers and environment, and disk space usage will increase with time to record this
historical data. Y ou can control how long information is stored once the service manager has been installed.

The minimum recommended requirements for the service manager are at least a 2GHz CPU, with two or more CPU cores, and at |east
2GB of RAM. If you are monitoring alarge number of services, then there will be an increased load on the server manager. Running the
service manager on amachine that is already running other tasks is only recommended if you are monitoring a small number of agents.
For monitoring five or more agents simultaneously, you should dedicate a machine to the process. For more information, see Sec-

tion F.5, “Choosing Suitable MySQL Enterprise Service Manager Hardware Configurations’.

The Monitor Agent is available for awide range of operating systems. For an up-to-date list please see the ht-
tp:/ivww.mysgl.com/products/enterprise/. The agent can be used to monitor any MySQL server from version 4.0.x through 6.0.x.

Production support is not currently available for MySQL Enterprise Monitor (Service Manager component) in virtualized environments.

F.4. Creating a new SSL KeyStore

The SSL certificate that is provided with the server during installation is a sample certificate only. If you want to use SSL for commu-
nicating with your MySQL Enterprise Service Manager and MySQL Enterprise Dashboard you should replace the supplied certificate
with your own certificate.

The certificate keystore islocated in the apache- t ontat / conf / nyKey St or e file within your MySQL Enterprise Service Man-
ager installation.

To create a new, self-signed, certificate, usethe keyt ool command (provided with Java SE Security) to create a new certificate file:
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shel | > keytool -genkey -alias tontat -keyalg RSA -validity 1825 -keystore newKkeystore

Y ou will be prompted to fill in the certificate information and to provide a unique password for the certificate.

The- val i di ty specifiesthe length of the certificate created, specified in days. The - al i as isrequired to ensure that the certificate
isassociated witht ontat .

Once you have created the new keystore, you should shutdown MySQL Enterprise Service Manager, copy the new keystore file to
apache-t ontat/ conf/ nmyKeySt or e and restart MySQL Enterprise Service Manager.

If you have an existing certificate that you would like to import into your keystore, you need to import the certificate using the follow-
ing command:

shel | > keytool -inmport -alias tontat -keystore newKeystore -file public.pem

For more information on using SSL certificatesin Tomcat see Apache Tomcat 6.0: SSL Configuration HOW-TO.

F.5. Choosing Suitable MySQL Enterprise Service Manager Hardware
Configurations

Running MySQL Enterprise Service Manager places areasonable load on your system, and thisload increases linearly as you add more
agents monitoring more servers. Ideally, you should use a dedicated machine for MySQL Enterprise Service Manager, rather than run-
ning it alongside other applications and services.

Minimum System Requirements

e 2 or more CPU cores
e 2or more GB of RAM

¢ Disk I/O subsystem applicable for awrite-intensive database
Recommended System Requirements (if monitoring 100 or more MySQL servers)

e 4 0or more CPU cores
¢ 8ormore GB of RAM

¢ Disk I/O subsystem applicable for awrite-intensive database (RAID10, RAID 0+1)

F.6. MySQL Enterprise Monitor Agent Reference

The MySQL Enterprise Monitor Agent supports the following configurable options:

Table F.1. nysql - noni t or - agent Help Options

Format Config File Description I_ntroduc- Deprecated | Removed
tion
--help help Show help options 2.0.0
--help-admin help-admin Show options for the admin-module 2.0.0
--help-agent help-agent Show agent options 200
--help-all help-all Show all help options 2.0.0
--help-monitor help-monitor Show monitor options 200
--help-proxy help-proxy Show options for the proxy-module 200
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Table F.2. nysql - noni t or - agent Admin Options

Format Config File Description Introduc- |Deprecated |[Removed
tion

--admin-address  |admin-address Defines the listening address and poirt for the admin |2.0.0

module

--admin-lua-script |admin-lua-script | Script to execute by the admin module 200

--admin-password |admin-password |Password for authentication for admin module 200

--admin-username |admin-username |Username for authentication for admin module 200

--proxy-address  |proxy-address Listening address:port of the proxy server 200

Table F.3. nysqgl - noni t or - agent Agent Options

Format Config File Description Introduc- |Deprecated | Removed
tion

- agent-collect- Load the specified collector plugins 200

- or-plugins

agent-collect-

or-plugins

- agent-gener- Generate a UUID for use with the agent-uuid 200

- ate-uuid

agent-gener-

ate-uuid

- agent-heart- Theinterval for generating heartbeat operations 200

- beat-interval

agent-heart-

beat-interval

--agent-host-id agent-host-id The host ID for the agent 200

- agent- The command to use to generate the agent host id 200

- host-

agent- id-commandline

host-

id-commandline

--agent-hostname |agent-hostname  |Hostname of the agent host 200

--agent-item-files |agent-item-files  |List of dataitemsfor additional collections 200

- agent-mg- URL of the management server 2.0.0

- mt-hostname

agent-mg-

mt-hostname

- agent-run-os-tests | Run the operating system tests and shutdown 200

-agent-run-os-tests

- agent- Synchronize the attempts to connect at resync 200

- sync-attempts

agent-

sync-attempts

--agent-track-alloc |agent-track-alloc | Enable the tracking of the allocation sizes 200

--agent-uuid agent-uuid UUID of this agent 200

Table F.4. nysql - noni t or - agent Monitor Options

Format Config File Description Introduc- |Deprecated |[Removed
tion

--monitor-interval |monitor-interval | Interval for executing queries against the backend 200

179




MySQL Enterprise Monitor Reference

Format Config File Description Introduc- |Deprecated |[Removed
tion

- monitor-lua-script | Script filename for the monitor 200

-monitor-lua-script

- monitor-password | Set the password for the monitored MySQL Server |2.0.0

-monitor-password

- monitor-username | Set the username for the monitored MySQL Server  |2.0.0

-monitor-username

Table F.5. nysqgl - noni t or - agent Proxy Options

Format Config File Description Introduc- |Deprecated |[Removed
tion

--NO-proxy no-proxy Don't start the proxy module 200

- proxy- Address:port of the remote MySQL server 2.0.0

- backend-addresses

proxy-

backend-addresses

- proxy- Enable the fix for Bug#25371 (for mysgld > 200

- fix-bug-25371 2.0.0.12) for older libmysqgl versions

proxy-

fix-bug-25371

--proxy-lua-script |proxy-lua-script | Filename for Lua script for proxy operations 200

- proxy- Don't use the protocol CHANGE_USER to reset the {2.0.0

- pool- connection when coming from the connection pool

proxy- no-change-user

pool-

no-change-user

- proxy- Address:port of the remote MySQL server (read 2.0.0

- read- only)

proxy- only-

read- backend-addresses

only-

backend-addresses

- proxy- Disabled profiling of queries 200

- skip-profiling

proxy-

skip-profiling

Table F.6. mysqgl - noni t or - agent Application Options

Format Config File Description Introduc- |Deprecated |[Removed
tion

--basedir basedir Specify the base directory to prepend to pathsin the |2.0.0

config

--daemon daemon Start in daemon-mode 2.0.0

--defaults-file defaults-file Specify the configuration file 2.0.0

--keepalive keepalive Try to restart the proxy if a crash occurs 200

- log-back- Try to invoke the debug and generate a backtrace on {2.0.0

- trace-on-crash crash

log-back-

trace-on-crash

--log-file log-file Specify the file for logging error messages 200

--log-level log-level Logging level 2.0.0
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Format Config File Description Introduc- |Deprecated |[Removed
tion

--log-use-syslog  |log-use-syslog Log errorsto syslog 200

--lua-cpath lua-cpath Set the LUA_CPATH 200

--lua-path lua-path Set the LUA_PATH 200

--max-open-files | max-open-files Specify the maximum number of open filesto sup- |2.0.0
port

--pid-file pid-file PID file to store the process ID (when in daemon 200
mode)

--plugin-dir plugin-dir Path to the plugin files 200

--plugins plugins List of pluginsto load 200

--user user Specify the user to use when running mysgl-monit- |2.0.0
or-agent

--version version Show the version information 200

e --help

Version Introduced 2.0.0

Command-Line Format --help

-?
Show available help options.

e --help-all

Version Introduced 200

Command-Line Format --hel p-all

Show al help options.

e --help-admn

Version Introduced 2.0.0

Command-Line Format --hel p-admin

Show options for the admin-module.

e --hel p-proxy
Version Introduced 200
Command-Line For mat - - hel p- proxy

Show options for the proxy-module.

- - hel p- moni t or

Version Introduced

2.0.0

Command-Line Format

- - hel p-noni tor

Show options for the monitor module.
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e --hel p-agent

Version Introduced 2.0.0

Command-Line For mat - - hel p- agent

Show options for the agent module.

e --adm n-address=host: port

Version Introduced 200

Command-L ine For mat --adm n- addr ess

Config-File Format adm n- addr ess
Permitted Values
Type string
Default 14041

Specify the host name (or |P address) and port for the administration port. The default is| ocal host : 4041.

e --admn-lua-script=script

Version Introduced 200

Command-Line For mat --adm n-1 ua-script

Config-File Format adm n- | ua-scri pt
Permitted Values
Type filenane
Default

Specify the script to use for the administration module for the proxy.

¢ --adm n- passwor d=pass

Version Introduced 2.00

Command-Line Format --adm n- password
Config-File Format adm n- password

Permitted Values

Type string

Default

Define the password to use to authenticate users wanting to connect to the administration module of nysql - noni t or - agent .
The administration module uses the MySQL protocol to request a username and password for connections.

e --adm n-usernanme=user

Version Introduced 2.0.0

Command-Line Format --adm n-user nane
Config-File Format adm n- user nane

Permitted Values

Type string

Default r oot
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Define the username to use to authenticate users wanting to connect to the administration module of nysql - noni t or - agent .
The default usernameisr oot . The administration module uses the MySQL protocol to request a username and password for con-

nections.

--agent-col | ector-pl ugi ns=user

Version Introduced

200

Command-Line Format

--agent-col | ector-plugins

Config-File Format

agent - col | ect or-pl ugi ns

Permitted Values

Type nuneric

Default collect _lua

A comma-separated list of the plugins to be used and loaded by the agent and used to provide collector items.

--agent - generate-uui d

Version Introduced

2.0.0

Command-Line Format

--agent - generate-uuid

Config-File Format

agent - gener at e- uui d

Regenerates a UUID for the agent. Y ou can use thisto generate anew UUID if you have copied configuration information for an

agent from one machine to another. To use:

shel | > /opt/ nmysql / enterpri se/ agent/ bi n/ mysql - moni t or - agent - - agent - gener at e- uui d
€e9296d7- f 7cd- 4f ee- 8b26- ead884ebf 398
2009- 03-05 11:49:37: (critical) shutting down normally

For more information, see Section 2.3.6.3, “Monitoring Multiple MySQL Servers’.

--agent - heartbeat-interval =#

Version Introduced
Command-Line Format
Config-File Format

2.0.0
--agent - heart beat-i nterval
agent - heart beat -i nt erval
Permitted Values

Type
Default

nuneric
3

Specify the heartbeat interval. The agent sends heartbeat messages to MySQL Enterprise Service Manager to indicate that it is avail-

able and still running and monitoring servers. The MySQL Enterprise Service Manager uses thisinformation to help identify when
an agent is available or not.

--agent - host - i d=HGCSTI D

Version Introduced
Command-Line Format
Config-File Format

2.0.0
--agent-host-id

agent - host-id

Define the agent host id. The host id should be a unique identifier for the host on which the agent is running, and is different to the
agent UUID. Y ou can override the host ID for use within HA environments where you have two identical agent configurations, one
on alive server, and one on a backup server to be brought into use if the primary server fails. The host ID is used to identify the host
by the server, and during failover you want the host 1D to remain constant as you monitor either the original or failover
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(replacement) server.

--host -id-commandl i ne

Version Introduced
Command-Line Format
Config-File Format

2.0.0

--agent - host -i d- conmandl i ne
agent - host - i d- conmandl i ne

Specify the command line to generate the host ID. By default, the host ID is generated by using a variety of methods configured for
a specific platform, including using SSH keys and embedded host ID information. Y ou can replace this with an alternative com-
mand-line

e --basedir
Version Introduced

Command-Line Format
Config-File Format

2.0.0

- - agent - host nanme
agent - host nane

Override the automatically determined hostname. Y ou can use this to specify an aternate hostname for the agent. This can be useful
if your host has multiple hostnames and you want the machine identified by a specific hostname.

e --agent-itemfiles

Version Introduced
Command-Line Format
Config-File Format

2.0.0
--agent-itemfiles
agent-itemfiles

A comma separated list of the item files used to load data items that are then collected and sent to MySQL Enterprise Service Man-
ager. For more information, see Section 5.4.8, “ Creating a Custom Data Collection Item”.

--agent - ngnt - host nane

Version Introduced
Command-Line Format
Config-File Format

200

--agent - ngnt - host nane
agent - ngnt - host nane

Set the URL of the MySQL Enterprise Service Manager where collected datais sent. The URL should include the username and
password for the agents, for example: ht t p: / / agent : passwor d@renser ver : 18080/ hear t beat .

Note

If you havetheht t p_pr oxy environment variable configured within your environment, you should add the value of
agent - ngnt - host nane totheno_pr oxy variable to ensure that data is correctly transmitted to MySQL Enterprise
Service Manager and not redirected through the configured proxy address.

--agent-run-os-tests

Version Introduced
Command-Line Format
Config-File Format

2.0.0

--agent-run-os-tests
agent-run-os-tests

Runs the internal operating system tests, and then exits. Using this option will generate alarge body of information about the vari-
ous operating system information that can be collected about the host. Y ou can use this to determine whether the agent is collecting
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the right amount, quantity and quality of information to the server.

A truncated sample of the output is provided below:

2010- 01-22 16:15:45: (critical) MySQ Mnitor Agent 2.1.1.1138 started.
sigar-test-all.c.128 ():
pid = 1353
sigar-test-all.c.110 ():
memram = 6080,
memtotal = 6374154240,
mem used = 3356090368,
mem free = 3018063872,
mem actual _free = 3018063872,
mem act ual _used = 3356090368
sigar-test-all.c.143 ():
swap. total = 28523896832,
swap. used = 710623232,
swap. free = 27813273600
sigar-test-all.c.169 ():
cpu. user = 24544920,
cpu.sys = 136764840,
cpu. ni ce 0
cpu.idle
cpu. wai t s
cpu.total = 349015500
sigar-test-all.c.194 ():

1234759920,
0

cpu.user = 8516770,
cpu. sys = 56838970,

cpu.nice = 0,

cpu.idle = 283667220,

cpu.wait = 0,

cpu.total = 349022960
[1]

cpu. user = 6130420,
cpu. sys = 12671090,
cpu.nice = 0,

e --agent-sync-attenpts

Version Introduced 200

Command-Line Format --agent-sync-attenpts
Config-File Format agent -sync-attenpts

Attempt to synchronise with the server during the resynchronization.

e --basedir

Version Introduced 2.0.0

Command-L ine For mat --agent-track-all oc
Config-File Format agent-track-al |l oc

Track the memory allocation in the various modules of the agent to help monitor the memory usage.

e --basedir

Version Introduced 200
Command-Line Format --agent-uuid
Config-File Format agent -uui d

Permitted Values

Type string

Specify the agent UUID. A UUID isautomatically generated for each agent during installation, with the UUID automatically added
to the configuration. Y ou can generate anew UUID using the agent - gener at e- uui d command line option.
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e --basedir
Version Introduced 2.0.0
Command-Line Format --basedir
Config-File Format basedir
Permitted Values
Type filenane

Specify abase directory that will be prepended to all other filename configuration options. The base name should be an absolute
(not relative) directory. If you specify arelative directory, nysql - noni t or - agent will generate an error during startup.

e --defaults-file

Version Introduced 2.0.0
Command-Line Format
Config-File Format

--defaults-file
defaults-file

Specify afileto use as the file with configuration information. If not specified, configuration options are only taken from the com-
mand line.
e --event-threads=#

Command-Line Format
Config-File Format

--event -t hreads
event -t hr eads
Permitted Values
Type nuneric
Default 1

Specify the number of event threads reserved to handle incoming requests.

e --keepalive

Version Introduced 2.0.0
Command-Line For mat --keepal ive
Config-File Format keepal i ve

Creates a process surrounding the main nysql - noni t or - agent which will attempt to restart the true nysql - noni t -
or - agent processin thr event a crash or other failure.

--1 og-backtrace-on-crash

Version Introduced 2.0.0
Command-Line Format
Config-File Format

--1 og-backtrace-on-crash
| og- backtrace-on-crash

L ogs the backtrace to the error log and triesto initialize the debugger in the event of afailure

--log-file=fil ename

Version Introduced 2.0.0
Command-Line Format

--log-file
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Config-File Format | og-file
Permitted Values
Type filenamne

Specify the name of afileto be used to record log information.

e --log-file=filenanme
Version Introduced 2.0.0
Command-Line Format --1o0g-1evel
Config-File Format | og-1 evel
Permitted Values
Type enuneration
Valid Val- |err or,war ni ng, i nf o, nessage, debug
ues

Thelog level to be used when outputting error messages. The specification will output that level (or lower) of a given error message.
For example, nessage will also output i nf o, war ni ng, and er r or messages.

e --lo0g-use-syslog

Version Introduced 2.0.0
Command-Line Format
Config-File Format

- -1 og-use-sysl og
| og- use-sysl og

Causes errors to be sent to the syslog (Unix/Linux only).

e --lua-cpath=path

Version Introduced 2.0.0

Command-L ine For mat --lua-cpath

Config-File Format | ua-cpath
Permitted Values
Type filenanme

Specify the LUA_CPATH to be used when loading compiled modules or libraries for Lua scripts.

e --lua-path=path
Version Introduced 2.0.0
Command-Line For mat --lua-path
Config-File Format | ua- path
Permitted Values
Type filenane

Specify the LUA _CPATH to be used when |oading modules for Lua.

e --max-open-fil es=#

‘Versjon Introduced

2.00
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Command-Line Format

--max-open-files

Config-File Format

mex- open-fil es

Permitted Values

Type nuneric

The maximum number of open files and sockets supported by the mysql - noni t or - agent process. Y ou may need to increase

this with certain scripts.

e --monitor-interval =#

Version Introduced

2.00

Command-Line Format

--nmonitor-interval

Config-File Format

noni tor-interval

Permitted Values

Type nuneric
Default 1

Min 1

Value

Execute queries against the backends at thisinterval. The default is 1.

e --nonitor-lua-script=SCR PT

Version Introduced

200

Command-Line Format

--nonitor-1lua-script

Config-File Format

noni t or-1 ua-script

Permitted Values

Type string

Filename of the Lua script to use for the monitor module.

e --nonitor-passwor d=PASS

Version Introduced

2.00

Command-Line Format

--noni tor-password

Config-File Format

noni t or - password

Permitted Values

Type string

The password for the monitoring user account.

e --nonitor-usernane=USER

Version Introduced

200

Command-Line Format

--noni tor-usernane

Config-File Format

noni t or - user nane

Permitted Values

Type string

Default noni t or
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The username for the monitoring user account.

e --NO-proxy

Version Introduced 2.0.0

Command-Line Format - - NOo- pr oxy

Config-File Format no- pr oxy

Disable the proxy module.

e --plugin-dir=path

Version Introduced 2.0.0

Command-Line Format --plugin-dir

Config-File Format plugin-dir
Permitted Values
Type filename

The directory to use when loading plugins for nysql - moni t or - agent .

e --plugins=plugin,...

Version Introduced 2.0.0

Command-Line Format --plugins

Config-File Format pl ugi ns
Permitted Values
Type string

A comma-separated list of the plugins to be loaded.

e --proxy-address=host: port

Version Introduced 2.0.0

Command-L ine For mat - - proxy-address
-P

Config-File Format

pr oxy- addr ess

Permitted Values (>= 2.0.0)

Type string

Default 14040

The listening host name (or |P address) and port of the proxy server. The default is: 4040 (all 1Ps on port 4040).

--proxy-read-onl y- backend- addr esses=host : port

Version Introduced

200

Command-Line Format

- - proxy-read-onl y- backend- addr esses

-r

Config-File Format

pr oxy-read-onl y- backend- addr esses

Permitted Values

Type string
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The listening host name (or P address) and port of the proxy server for read-only connections. The default is for thisinformation
not to be set.

- - pr oxy- backend- addr esses=host : port
The host name (or | P address) and port of the MySQL server to connect to. Y ou can specify multiple backend servers by supplying

multiple options. Clients are connected to each backend server in round-robin fashion. For example, if you specify two servers A

and B, thefirst client connection will go to server A; the second client connection to server B and the third client connection to serv-
erA.

- - proxy- pool - no- change- user

Version Introduced

200

Command-Line Format

- - proxy- pool - no- change- user

Config-File Format

pr oxy- pool - no- change- user

Disables the use of the MySQL protocol CHANGE _USER when reusing a connection from the pool of connections specified by the

backend- addr esses list.

- - proxy-ski p-profiling

disables profiling of queries (tracking time statistics). The default is for tracking to be enabled.

- - proxy-fix-bug-25371

Version Introduced

200

Command-Line Format

- - proxy-fix-bug-25371

Config-File Format

proxy-fi x-bug- 25371

Gets round an issue when connecting to aMySQL server later than 5.1.12 when using aMySQL client library of any earlier version.

--proxy-lua-script=file

Version Introduced

2.00

Command-Line Format

--proxy-lua-script

-S

Config-File Format

proxy- |l ua-scri pt

Permitted Values
Type

filenanme

specify the Lua script file to be loaded. Note that the script fileis not physically loaded and parsed until a connection is made. Also
note that the specified Lua script is reloaded for each connection; if the content of the Lua script changes whilenysql - moni t -
or - agent isrunning then the updated content will automatically be used when a new connection is made.

¢ --daenobn

Version Introduced 2.0.0
Command-Line Format - -daenon
Config-File Format daenon

Starts the proxy in daemon mode.

--pid-file=file
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Version Introduced 200
Command-Line Format --pid-file
Config-File Format pid-file
Permitted Values
Type filenamne

Sets the name of the file to be used to store the process ID.

e --user=user
Version Introduced 2.0.0
Command-Line Format --user
Config-File Format user

Permitted Values

Type string

Runnysql - noni t or - agent asthe specified user .

e --version

Version Introduced 2.0.0

Command-Line Format --version
-V

Config-File Format ver si on

Show the version number.

F.7. Configuring Tomcat Parameters

The parameters for the Tomcat hosting system used to support MySQL Enterprise Service Manager and MySQL Enterprise Dashboard
can have an affect on the performance of the system.

The default settings for Java for Tomcat are as follows:

Initial heap size -Xms 768MB
Maximum heap size -Xmx 768MB
Java stack size -Xss 128MB

Y ou can change these parameters to higher values,by editing the JAVA OPTS setting within the corresponding platform script.

¢ OnUnix/Linux and Mac OS X

Edit the valueswithin apache-t ontat / bi n/ set env. sh file within your MySQL Enterprise Service Manager directory. You
should avoid setting maximum figures higher than the physical memory of your system as this may reduce, rather than increase the

performace.

If you change these parameters, you will need to shutdown and restart MySQL Enterprise Service Manager for the changes to take

effect.

¢ Windows
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Edit the JAVA_OPTS settings withintheapache-t ontat / bi n/ set env. bat file.

To enable the changes, you must re-install your service. To do this, shutdown your MySQL Enterprise Service Manager service and
then reinstall the service by running:

shel | > nysql moni torctl.bat uninstall
shel | > nmysql moni torctl.bat install

On dl platforms, changes to the JAVA_OPTS using the above methods should be retained over an upgrade of the MySQL Enterprise
Service Manager service.

If you change these parameters, you must restart MySQL Enterprise Service Manager for the changes to take effect.

F.8. Backing up MySQL Enterprise Service Manager

If you want to backup the data stored within your MySQL Enterprise Service Manager, you can use any of the typical backup solutions,
such asnysql dunp, to save your data. All you need to backup the information is host name, user name and password details that were
set during the installation of the MySQL Enterprise Service Manager

Y ou can locate this information by examining the contents of theconf i gurati on_report. t xt filethat was generated when
MySQL Enterprise Service Manager was installed. A scample of thefileis provided below:

M/SQL Enterprise Mnitor (Version 2.0.0.7088 : 20081031_152749_r 7088)
Here are the settings you specified:

Application hostnane and port: http://127.0.0.1: 18080

Tontat Ports: 18080 - 18443 (SSL)

M/SQL Port : 13306

Repository Credentials (bundled MySQ):

servi ce_manager / Passwor d

Use the follow ng command to login to the MySQL Enterprise Mnitor database:
nysql -uservi ce_manager -pPassword -P13306 -h127.0.0.1

The last line provides the information about how to connect to the server using the standard mysql command line client.

All the MySQL Enterprise Monitor repository information, including your configuration, rule and historical datais stored within the
memdatabase.

To backup thisinformation using mysql dunp you might use the following command:

shel | > mysqgl dunmp --single-transacti on »
-uservi ce_manager -pPassword -P13306 -h127.0.0.1 nmem >mem dunp

The above command would create afile, nem dunp, containing al of the MySQL Enterprise Monitor data.
To ensure consistency in arecovery situation, you may also want to backup the agent configuration and metadata stored on each mon-
itored MySQL server. To do this:

« Backup the configuration files of each agent. Y ou should keep a copy of the et ¢ directory for each agent. This directory contains
the main configuration file, nysql - noni t or - agent . i ni , and the configuration information for each server being monitored,
which isstored withintheet ¢/ i nst ances directory.

¢ On each server being monitored, retain acopy of thermysql . i nvent or y table, which contains the unique ID of the MySQL serv-
er.

F.9. Migrating 1.3.x Historical Data to MySQL Enterprise Monitor 2.0

Y ou can migrate the data generated during a MySQL Enterprise Monitor 1.3.x installation using the Data Migration functionality of the
SERVER CONFIGURATION panel.
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To use the data migration feature, you must have installed MySQL Enterprise Service Manager using an update installer. The update in-
staller performs theinitial migration of your configuration, rules, schedule, and events data. The historical datais not migrated until you
explicitly request the migration of information within the M ANAGE SERVERS section of the SETTINGS panel.

Data migration works on a single server, allowing you to select on which servers you want to migrate information. The migration is sub-
ject to the following:

¢ You must elect to migrate the data from each server individually.

* Migration takes approximately 5-6 hours, for each month, for each server. Therefore, if you have six months of dataon 10 serversit
could take between 300 and 360 hours (15 days) to migrate all of your historical data one server at atime.

e Tolimit the data migration, set the DATA PURGE BEHAVIOR within the SETTINGS page. Only data more recent than the specified
purge period will be migrated. Data older than the purge period will be ignored.

« To prevent performance issues, migrate only one or asmall number of servers concurrently.

¢ You can start and stop the migration of the data at any time. As ageneral guide, you should avoid stopping the data migration pro-
cess and allow it to complete unless:

* Run out of disk space.

*  MySQL Enterprise Service Manager becomes too slow and unresponsive.

» Migration never completes.

With the last item, where the migration never completes, occasionally there are some aspects of the data that cannot be migrated

S:gtcgsfully. Thiswill prevent the migration process completing, but does not affect the conversion of any data that could be mi-
Starting Historical Data Migration

To start data migration:

e Switch to the MANAGE SERVERS display of the SETTINGS panel within MySQL Enterprise Dashboard.

« Ensurethat the data migration functionality has been enabled. The START and Stop buttons next to HISTORICAL DATA MIGRATION
will bevisible.

Figure F.1. MySQL Enterprise Monitor: Historical Data Migration Availability

[ @ monior | Ungvisors | (IEvents | iGraphs | (G Query Analyzer | i Repication [ Bl © Whats New? |

Global Settings | User Preferences | Manage Servers | Manage Users | Manage Notification Groups | Logs | Product Information

create group || configure query analyzer | Historical Data Migration: {learn more) | start | siop. Upgrade Status: initial dashoard migration complete:

Manage Groups & Servers
Query Analyzer

Server Enabled | Examples | Explains MySQL Up Since Last MySQL Agent Last Agent Migration Status

=1 ) anservers (3)
) bear:3306 (ungrouped) on off Off  5060-bg Sep13 2008 6:37:12PM  Nov 18, 2008 1:86:00 PM 20.0.7085 Nov 19, 2008 13618 PM  N/A [ configure query analyzer [ rename:
:‘ gentoo1.vmbear:3306 (ungrouped) On off off 5.080-log Nov 17, 2008 10:26:45 AM = Nov 18, 2008 2:12:00 PM  2.0.0.7101  Nov 15, 2008 1:36:15 PM  Not Migrated [ configure query analyzer [ rename
C‘ geRteatybear-3306 (ungrouped) On Ooff off 5.060-bg Stopped 2007101 Nov 19, 2008 1:36:17 PM  Not Migrated |z configure query analyzer | rename

ySOL Enterprise ® 2005-2008 MySQL AB, ’
;‘f.’.,.&..mz:.,_ nc... Al ighis reserved,  ENErDIise Software | Update Service | Knowledge Base | Technical Support | About LLogged in as "admin® (Nov 19, 2008 1:36:19 PM)

Monitoring 3 instances on 2 hosts (198 hosts remaining). Subscription is up-to-date. More info....

¢ Select the servers you want to migrate by using the checkbox next to each server name. Y ou can select one or more servers to mi-
grate. Serversthat are suitable for migration will show their migration status within the MIGRATION STATUS columnn. If the server
isnot able to be migrated, N/ A will be shown.

¢ Click START next to HISTORICAL DATA MIGRATION.

¢ You will be presented with a confirmation dialog box. To start the migration, click START MIGRATION. To cancel migration, click
CANCEL.
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¢ The serversthat have been selected for migration will show Queued for M grati oninthe MIGRATION STATUS column.

Figure F.2. MySQL Enterprise Monitor: Confirming Historical Data Migration
- Confirm? |

Are you sure you want to start historical data migration?

The time and rescurces reguired to migrate previcusly collected data will vary
widely depending on the number of servers you have been monitoring, the
purge settings for historical data collection (s pecified on the Settings page)
and the performance of your hardware. By default, Historical Data Migration is
disabled; we recommend turning it on for only those servers whose historical
data you need to persist. Learn more.

start migration | cancel |

Monitoring Historical Data Migration

Y ou can check the migration status of any individual server by examining the MIGRATION STATUS column for each server. Y ou can
see an example of the migration status bel ow.

Figure F.3. MySQL Enterprise Monitor: Historical Data Migration Progress

Migration Status

MIA

Migrating : 41 variables (509%)
Start: Nov 19, 2008 1:51:28 PM

Migrating : B variables [59%)
Start: Nov 19, 2008 1:51:27 PM

Note that the migration status is shown according to the state of migration at the time the page was loaded. The actual migration contin-
ues in the background, and the current state may not match the state of the migration at thetimeit is viewed.

Servers showing Done inthe MIGRATION STATUS column have already completed their migration.
Y ou can check the overall migration status by examining the UPGRADE STATUS display.
Stopping Historical Data Migration

Y ou can stop the migration process for any server that is still migrating data. The migration can be restarted at any time without causing
any problems.

To stop the historical data migration:

1. Select the servers you want to stop migrating by using the checkbox next to each server name. Y ou can select one or more servers
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to stop migrating.

2. Click Stop next to HISTORICAL DATA MIGRATION.

Confirmation that the migration has been stopped will be provided. If migration has already completed, you will be notified.
Removing Old Data

Once data migration has been completed for all the servers you want to migrate, you may want to delete or remove access to the old
data within your MySQL Enterprise Monitor repository. Datafor MySQL Enterprise Monitor 1.3 was stored in a database called ner -
I i n within the MySQL repository. Datafor MySQL Enterprise Monitor 2.0 is stored within a database called nem

To create a backup of the old information, use mysql dunp:

shel | > nmysql dunp -uservi ce_manager -pPassword -P13306 -h127.0.0.1 nerlin >data-1.3.sql

The above will create afile, dat a- 1. 3. sqgl containg al of the MySQL Enterprise Monitor 1.3 information.

If you remove access to the old data, then the data migration options for old servers will be removed from the M ANAGE SERVERS panel
within MySQL Enterprise Service Manager. To remove access, you need to REVOKE accessto the mer | i n database:

nysql & REVOKE ALL on nerlin.* FROM'service_nanager';

Note that revoking access to the old data will not reclaim any of the disk space used by the old data.

To delete the data from the database and free up the space being used by the historical information, DROP themer | i n database:

nysql & DROP DATABASE nerlin;

Once al the data has been migrated you can hide the migration user interface by clicking the HIDE MIGRATION INTERFACE button.

F.10. Regular MySQL Enterprise Monitor Maintenance

F.11.

MySQL Enterprise Monitor is generally self managing and does not need excessive maintenance. Y ou should, however, be aware of
certain maintenance tasks that you can automate or will need to manually perform to keep your MySQL Enterprise Monitor running ef-
ficiently.

« Make sure you have set the purge interval for your data to an appropriate value according to duration and history of datathat you
want to keep. For more information, see Data Purge Behavior.

« Check, and delete, the contents of the temporary directory with your MySQL Enterprise Service Manager installation directory.

Advisor/Graph Reference

Basic

e Advisors
» Connection Usage Excessive
e CPU I/0O Usage Excessive
» CPU Usage Excessive
* Lock Contention Excessive
*  MylSAM Key Cache Has Sub-Optimal Hit Rate

*  MySQL Agent Not Communicating With Database Server
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*  MySQL Agent Not Reachable

*  MySQL Server Not Reachable

Query Cache Has Sub-Optimal Hit Rate

 RAM Usage Excessive

» Table Scans Excessive

» Temporary Tables To Disk Ratio Excessive
e Graphs

» Connections

» CPU Utilization

» Database Activity

* Hit Ratios

Silver

e Advisors
» 32-Bit Binary Running on 64-Bit AMD Or Intel System
* Account Has An Overly Broad Host Specifier
e Account Has Global Privileges
» Account Has Old Insecure Password Hash
» Account Has Strong MySQL Privileges
» Attempted Connections To The Server Have Failed
e Binary Logging Is Limited
* Binary Logging Not Enabled
* Binary Logging Not Synchronized To Disk At Each Write
* CREATE TABLE LIKE Does Not Require Any Privileges On Source Table
» Database May Not Be Portable Due To Identifier Case Sensitivity
» Date-Handling Bugs Can Crash The Server
» Default Vaue Being Used For max_prepared_stmt_count
» Disabling Next-Key Locking In InnoDB Can Crash The Server
» Excessive Percentage Of Attempted Connections To The Server Have Failed
» Genera Query Log Enabled
» Improper key_cache block_size Setting Can Corrupt MylISAM Tables
e In-Memory Temporary Table Size Limited By Maximum Heap Table Size

* Incorrect InnoDB Flush Method On Windows
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InnoDB Redo Logs Not Sized Correctly

InnoDB Tablespace Cannot Automatically Expand

Insecure Password Authentication Option Is Enabled

Insecure Password Generation Option |s Enabled

Key Buffer Size Greater Than 4 GB

LOCAL Option Of LOAD DATA Statement |s Enabled

Malformed Password Packet In Connection Protocol Can Crash Server
Maximum Connection Limit Nearing Or Reached

Missing Security Improvements In GRANT Options

Multi-Byte Encoding Processing Can Lead To SQL Injection

Multiple Threads Used When Repairing MylISAM Tables

MySQL Agent Memory Usage Excessive

Next-Key Locking Disabled For InnoDB But Binary Logging Enabled
No Limit On Total Number Of Prepared Statements

No Value Set For myisam-recover

Non-Authorized User Has DB, Table, Or Index Privileges On All Databases
Non-Authorized User Has GRANT Privileges On All Databases
Non-Authorized User Has Server Admin Privileges

Query Cache Not Available

Root Account Can Login Remotely

Root Account Without Password

Security Alterations Detected: User Privileges Granted

Security Alterations Detected: User Privileges Revoked

Security Alterations Have Been Detected

Server Contains Default "test" Database

Server Has Accounts Without A Password

Server Has Anonymous Accounts

Server Includes A Root User Account

Stored Routine Runs In Definer"s Rather Than Caller's Security Context
Symlinks Are Enabled

Table Cache Set Too Low For Startup

Use Of View Overrides Column Update Privileges On Underlying Table

User Can Gain Privileges By Running Stored Routine Declared Using SQL SECURITY INVOKER
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» User Has Rights To Database That Does Not Exist

*  User With Only ALTER Privilege On Partitioned Table Can Obtain SELECT Privilege Information

e UsersCan View All Databases On MySQL Server

» XA Distributed Transaction Support Enabled For InnoDB
e Graphs

* InnoDB Row Details

* KBytesIn/Out

e Load Average

* Memory Usage - Agent

*  Memory Usage - OS Resident

* Row Accesses

*  Row Writes

Gold

e Advisors
» Binary Log File Count Exceeds Specified Limit
» Binary Log Space Exceeds Specified Limit
* InnoDB Buffer Cache Has Sub-Optimal Hit Rate
* INSERT ON DUPLICATE KEY UPDATE Bug May Break Replication
» Key Buffer Size May Not Be Optimal For Key Cache
» Key Buffer Size May Not Be Optimal For System RAM
*  Query Cache Potentially Undersized
» Slave Detection Of Network Outages Too High
» Slave Execution Position Too Far Behind Read Position
» Slave Has Been Stopped
» Slave Has Experienced A Replication Error
» Slave Has Login Accounts With Inappropriate Privileges
» Slave Has Problem Communicating With Master
» Slave Has Stopped Replicating
» Slavel/O Thread Not Running
» Slave Not Configured As Read Only
» SlaveRelay Log Space IsVery Large
» Slave Relay Logs Not Automatically Purged
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Slave SQL Thread Not Running

Slave SQL Thread Reading From Older Relay Log Than I/O Thread
Slave Too Far Behind Master

Slave Waiting To Free Relay Log Space

Slave Without REPLICATION SLAVE Accounts

Table Cache Not Optimal

Thread Cache Size May Not Be Optimal

Graphs

InnoDB Buffer Pool
Memory Usage - OS Virtual
Opened Tables

Query Cache Blocks

Query Cache Memory
Replication Delay
Temporary Tables

Thread Cache

Platinum

Advisors

Binary Log Usage Exceeding Disk Cache Memory Limits
Data Flushed To Disk After Each SQL Statement

Excessive Disk Temporary Table Usage Detected

Flush Time Set To Non-Zero Value

Indexes Not Being Used Efficiently

InnoDB Buffer Pool Writes May Be Performance Bottleneck
InnoDB Doublewrite Buffer Enabled

InnoDB Flush Method May Not Be Optimal

InnoDB Log Buffer Flushed To Disk After Each Transaction
InnoDB Log Waits May Be Performance Bottleneck
MyISAM Concurrent Insert Setting May Not Be Optimal
Object Changed: Database Has Been Altered

Object Changed: Database Has Been Created

Object Changed: Database Has Been Dropped
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» Object Changed: Function Has Been Created
* Object Changed: Function Has Been Dropped
» Object Changed: Index Has Been Created
» Object Changed: Index Has Been Dropped
» Object Changed: Table Has Been Altered
» Object Changed: Table Has Been Created
» Object Changed: Table Has Been Dropped
» Object Changed: User Has Been Dropped
» Object Changes Detected
» Prepared Statements Not Being Closed
» Prepared Statements Not Being Used Effectively
e Query Cache Not Enabled
» Server-Enforced Data Integrity Checking Disabled
» Server-Enforced Data Integrity Checking Not Strict
» Slow Query Log Not Enabled
» Stored Procedures Found With SELECT * Syntax
» TableLock Contention Excessive
» Thread Cache Not Enabled
* Too Many Concurrent Queries Running
¢ Graphs
* InnoDB OS File Access

* InnoDB Semaphores

Query Cache Efficiency

*  Query Cache Lowmem Prunes

Query Cache Queries
» Sort Activity
e TableLocks

F.11.1. Advisors

Individual Advisor information is show below.

e 32-Bit Binary Running on 64-Bit AMD Or Intel System

The chip architecture and operating system installed on a machine both impact the performance of software running on the system.
Whileit is possible to run 32-bit software on many 64-bit systems, in general, software built to run on a 64-bit system will run better
on such a system than software built to run on a 32-bit system.
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Default frequency 06:00:00

Account Has An Overly Broad Host Specifier

The MySQL server has user accounts with overly broad host specifiers. A MySQL account isidentified by both a username and a
hostname, which are found in the User and Host columns of the mysgl.user table. The User value is the name that a client must sup-
ply when connecting to the server. The Host value indicates the host or hosts from which the user is alowed to connect. If thisisa
literal hostname, the account is limited to connections only from that host. If the hostname contains the '%" wildcard character, the
user can connect from any host that matches the wildcard character and potentially from any host at all.

From a security standpoint, literal host values are best and % isworst. Accounts that have Host values containing wildcards are
more susceptible to attack than accounts with literal host values, because attackers can attempt to connect from a broader range of
machines.

For example, if an account has user and host values of r oot and % , it means that you can connect as the root user from any ma-
chineif you know the password. By contrast, if the host nameis| ocal host or 127. 0. 0. 1, the attacker can only attempt to con-
nect as the root user from the server host.

Default frequency 00:05:00

Account Has Global Privileges

A MySQL server may have user accounts with privileges on all databases and tables (*.*). In most cases global privileges should be
allowed only for the MySQL root user, and possibly for users that you trust or use for backup purposes. Global privileges such as
DROP, ALTER, DELETE, UPDATE, | NSERT, and LOCK TABLES may be dangerous asthey may cause other usersto be
affected adversely.

Default frequency 00:05:00

Account Has Old I nsecure Password Hash

Prior to MySQL 4.1, password hashes computed by the PASSWORD() function were 16 bytes long. As of MySQL 4.1 (and later),
PASSWORD() was modified to produce alonger 41-byte hash value to provide enhanced security.

Default frequency 06:00:00

Account Has Strong MySQL Privileges

Certain account privileges can be dangerous and should only be granted to trusted users when necessary. For example, the FILE
privilege allows a user to read and write files on the database server (which includes sensitive operating system files), the PROCESS
privilege alows currently executing statements to be monitored, and the SHUTDOWN privilege allows a user to shut down the
server. In addition, the GRANT privilege allows a user to grant privileges to others.

Default frequency 00:05:00

Attempted Connections To The Server Have Failed

Aborted connection attempts to MySQL may indicate an issue with respect to the server or network, or could be indicative of DoS
or password-cracking attempts against the MySQL Server. The aborted-connects count is incremented when:

» A client does not have privileges to access a database

* A client uses the wrong password

* A malformed packet is received

* The connect_timeout variable is exceeded

Default frequency 00:05:00

Binary L og File Count Exceeds Specified Limit

The binary log captures DML, DDL, and security changes that occur and stores these changesin a binary format. The binary log en-

ables replication as well as point-in-time recovery, preventing data loss during a disaster recovery situation. It also enables you to re-
view all alterations made to your database. However, binary logs consume disk space and file system resources, and can be removed
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from a production server after they are no longer needed by the slaves connecting to this master server, and after they have been
backed up.

Default frequency 06:00:00

Binary L og Space Exceeds Specified Limit

The binary log captures DML, DDL, and security changes that occur and stores these changesin a binary format. The binary log en-
ables replication as well as point-in-time recovery, preventing data |oss during a disaster recovery situation. It also enables you to re-
view all alterations made to your database. However, binary logs consume disk space and can be removed from a production server
after they are no longer needed by the slaves connecting to this master server, and after they have been backed up.

Default frequency 06:00:00

Binary L og Usage Exceeding Disk Cache Memory Limits

When binary log usage exceeds the binary log cache memory limits, it is performing excessive disk operations. For optimal per-
formance, transactions that move through the binary log should be contained within the binary log cache.

Default frequency 00:05:00

Binary Logging IsLimited

The binary log captures DML, DDL, and security changes that occur and stores these changesin a binary format. The binary log en-
ables point-in-time recovery, preventing data loss during a disaster recovery situation. It also enables you to review al alterations
made to your database.

Binary logging can be limited to specific databases with the - - bi nl og- do- db and the- - bi nl og-i gnor e- db options.
However, if these options are used, your point-in-time recovery options are limited accordingly, along with your ability to review al-
terations made to your system.

Default frequency 06:00:00

Binary Logging Not Enabled

The binary log captures DML, DDL, and security changes that occur and stores these changesin a binary format. The binary log en-
ables point-in-time recovery, preventing data loss during a disaster recovery situation. It also enables you to review al alterations
made to your database.

Default frequency 06:00:00

Binary Logging Not Synchronized To Disk At Each Write

By default, the binary log is hot synchronized to disk at each write. If the server host, operating system, or MySQL server crash,
there is achance that the latest statements in the binary log are not written to disk. To prevent this, you can cause the binary log to
be synchronized to disk after every Nth binary log entry using thesync_bi nl og global variable. 1 isthe safest value, but also the
slowest.

Default frequency 06:00:00

Connection Usage Excessive

Once the maximum connection limit for the MySQL server has been reached, no other user connections can be established and er-
rors occur on the client side of the application.

Default frequency 00:01:00
CPU 1/0 Usage Excessive

CPU 1/0O usage should be low on a properly configured and well-tuned system. Excessive CPU 1/O usage is often indicative of poor
disk or network performance.

Default frequency 00:01:00

CPU Usage Excessive
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CPU usage should be low-to-moderate on a properly configured and well-tuned system. Excessive CPU usage can be indicative of
many problems: insufficient RAM, fragmented disks, poorly-tuned queries, etc.

Default frequency 00:01:00
CREATE TABLE LIKE Does Not Require Any Privileges On Source Table

Due to Bug#25578, a user who does not have any access to a database can still clone the structure of tablesin that database. Know-
ing the structure of tables in a database may give a determined hacker insight that allows him or her to proceed with other exploits.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Data Flushed To Disk After Each SQL Statement
MySQL updates its data files on disk with the write() system call after every SQL statement and lets the operating system handle the
synchronizing to disk. Y ou can force MySQL to flush everything to disk after every SQL statement with the - - f | ush option,
however, thiswill have an adverse effect on performance.
Default frequency 06:00:00
Database May Not Be Portable Due To I dentifier Case Sensitivity
The case sensitivity of the underlying operating system determines the case sensitivity of database and table names. If you are using
MySQL on only one platform, you don't normally have to worry about this. However, depending on how you have configured your
server you may encounter difficulties if you want to transfer tables between platforms that differ in filesystem case sensitivity.
Default frequency 06:00:00
Date-Handling Bugs Can Crash The Server
Two bugs related to date-handling operations can crash the server leading to potential Denial of Service (DoS) attacks:
e STR_TO_DATE(1,NULL) caused a server crash (Bug#15828);
* Invalid argumentsto DATE_FORMAT () caused a server crash (Bug#20729).
These bugs have been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Default Value Being Used For max_prepared_stmt_count
Prepared statements may increase performance in applications that execute similar statements more than once, primarily because the
query is parsed only once. Prepared statements can also reduce network traffic because it is only necessary to send the data for the
parameters for each execution rather than the whole statement.
However, prepared statements consume memory in the MySQL server until they are closed, so it isimportant to use them properly
and to limit the number of statements that can be open at any one time. The default value for max_prepared_stmt_count may not be
appropriate for your application and environment.
Default frequency 06:00:00
Disabling Next-Key Locking In InnoDB Can Crash The Server
Dueto several bugs, the server could crash if next-key locking in InnoDB was disabled.
These bugs have been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Excessive Disk Temporary Table Usage Detected

If the space required to build atemporary table exceeds eithert np_t abl e_si ze or nax_heap_t abl e_si ze, MySQL creates
adisk-based table in the server's tmpdir directory. Also, tables that have TEXT or BLOB columns are automatically placed on disk.
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For performance reasonsit isideal to have most temporary tables created in memory, leaving exceedingly large temporary tablesto
be created on disk.

Default frequency 00:05:00
Excessive Per centage Of Attempted Connections To The Server Have Failed

Excess aborted connection attempts to MySQL may indicate an issue with respect to the server or network, or could be indicative of
DoS or password-cracking attempts against the MySQL Server. The aborted-connects count is incremented when:

» A client does not have privileges to access a database
» A client uses the wrong password
* A malformed packet isreceived
* The connect_timeout variable is exceeded
Default frequency 00:05:00
Flush Time Set To Non-Zero Value
If fl ush_ti me issettoanon-zero value, all tables are closed every flush_time seconds to free up resources and synchronize un-
flushed data to disk. If your systemis unreliable and tends to lock up or restart often, forcing out table changes this way degrades
performance but can reduce the chance of table corruption or data loss. We recommend that this option be used only on Windows,
or on systems with minimal resources.
Default frequency 06:00:00
General Query Log Enabled
The general query log is ageneral record of what mysqgld is doing. The server writesinformation to thislog when clients connect or
disconnect, and it logs each SQL statement received from clients. The general query log can be very useful when you suspect an er-
ror in aclient and want to know exactly what the client sent to mysqld.
However, the general query log should not be enabled in production environments because:
» It adds overhead to the server;
» Itlogs statements in the order they were received, not the order they were executed, so it is not reliable for backup/recovery;
» Itgrowsfast and can use alot of disk space;
» You cannot stop logging to the general query log without stopping the server (for versions previousto 5.1).
Y ou should use the binary log instead.
Default frequency 06:00:00
Improper key_cache _block_size Setting Can Corrupt MylSAM Tables
The server deducts some bytes from the key_cache block_size option value and reduces it to the next lower 512 byte boundary. The
resulting block size is not a power of two. Setting the key_cache_block_size system variable to avalue that is not a power of two
resultsin MylISAM table corruption.
This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
In-Memory Temporary Table Size Limited By Maximum Heap Table Size
If the space reguired to build atemporary table exceeds either t np_t abl e_si ze or max_heap_t abl e_si ze, MySQL creates
adisk-based table in the server's tmpdir directory. For performance reasonsit isideal to have most temporary tables created in

memory, leaving exceedingly large temporary tables to be created on disk. Many DBAs configuret np_t abl e_si ze appropri-
ately, but forget that nax_heap_t abl e_si ze also playsarole.
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Default frequency 06:00:00
Incorrect InnoDB Flush Method On Windows

Ifi nnodb_file_per_tabl eisenabledandi nnodb_f | ush_net hod isnot set to unbuf f er ed on Windows, MySQL
may hot start and you may see operating system error code 87.

Default frequency 06:00:00

Indexes Not Being Used Efficiently

The target server does not appear to be using indexes efficiently. The values of Handler_read rnd_next and Handler_read_rnd to-
gether - which reflect the number of rows read viafull table scans - are high compared to the Handler variables which denote index
accesses - such asHandler_read key, Handler_read next etc. Y ou should examine your tables and queries for proper use of indexes.
Default frequency 00:05:00

InnoDB Buffer Cache Has Sub-Optimal Hit Rate

Logica /0 is many times faster than physical 1/0, and therefore a DBA should strive to keep physical 1/0 to aminimum. It istrue
that logical 1/0 is not free, and that the DBA should work to keep al | 1/0 to aminimum, but it is best if most data accessis per-
formed in memory. When using InnoDB, most data access should occur in RAM, and therefore the InnoDB buffer cache hit rate
should be high.

Default frequency 00:05:00

InnoDB Buffer Pool Writes May Be Performance Bottleneck

For optimal performance, InnoDB should not have to wait before writing pages into the InnoDB buffer pool.

Default frequency 00:05:00

InnoDB Doublewrite Buffer Enabled

InnoDB uses anovel file flush technique called doublewrite. It adds safety to recovery following an operating system crash or a
power outage, and improves performance on most varieties of Unix by reducing the need for fsync() operations.

Doublewrite means that before writing pages to adatafile, InnoDB first writes them to a contiguous tablespace area called the
doublewrite buffer. Only after the write and the flush to the doublewrite buffer has completed does InnoDB write the pages to their
proper positions in the datafile. If the operating system crashes in the middle of a page write, during recovery InnoDB can find a
good copy of the page from the doublewrite buffer.

Default frequency 06:00:00
InnoDB Flush Method May Not Be Optimal

Different valuesfor i nnodb_f | ush_net hod can have amarked effect on InnoDB performance. In some versions of GNU/
Linux and Unix, flushing files to disk by invoking fsync() (which InnoDB uses by default) or other similar methods, can be surpris-
ingly slow. If you are dissatisfied with database write performance, you might try setting theinnodb_flush_method parameter to
O_DIRECT or O_DSYNC.

Default frequency 06:00:00

InnoDB L og Buffer Flushed To Disk After Each Transaction

By default, InnoDB's log buffer is written out to the log file at each transaction commit and a flush-to-disk operation is performed
on the log file, which enforces ACID compliance. In the event of acrash, if you can afford to lose a second's worth of transactions,
you can achieve better performance by settingi nnodb_f | ush_l og_at _t rx_commi t to either 0 or 2. If you set the valueto 2,
then only an operating system crash or a power outage can erase the last second of transactions. This can be very useful on slave
servers, where the loss of a second's worth of data can be recovered from the master server if needed.

Default frequency 06:00:00

InnoDB L og Waits May Be Performance Bottleneck
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For optimal performance, InnoDB should not have to wait before writing DML activity to the InnoDB log buffer.
Default frequency 00:05:00
InnoDB Redo L ogs Not Sized Correctly

To avoid frequent checkpoint activity and reduce overall physical 1/0, which can slow down write-heavy systems, the InnoDB redo
logs should be approximately 50-100% of the size of the InnoDB buffer pool, depending on the size of the buffer pool.

Default frequency 06:00:00
InnoDB Tablespace Cannot Automatically Expand

If the InnoDB tablespace is not alowed to automatically grow to meet incoming data demands and your application generates more
data than there is room for, out-of-space errors will occur and your application may experience problems.

Default frequency 06:00:00
I nsecur e Password Authentication Option |s Enabled

Prior to MySQL 4.1, password hashes computed by the PASSWORD() function were 16 bytes long. As of MySQL 4.1 (and later),
PASSWORD() was modified to produce alonger 41-byte hash value to provide enhanced security. However, in order to alow back-
ward-compatibility with user tables that have been migrated from pre-4.1 systems, you can configure MySQL to accept logins for
accounts that have password hashes created using the old, less-secure PASSWORD() function, but thisis not recommended.

Default frequency 06:00:00

I nsecur e Password Generation Option |'s Enabled

Prior to MySQL 4.1, password hashes computed by the PASSWORD() function were 16 bytes long. As of MySQL 4.1 (and later),
PASSWORD() was modified to produce alonger 41-byte hash value to provide enhanced security. In order to alow backward-
compatibility with older client programs, you can configure MySQL to generate short (pre-4.1) password hashes for new passwords,
however, thisis not recommended.

Default frequency 06:00:00

INSERT ON DUPLICATE KEY UPDATE Bug May Break Replication

For INSERT ... ON DUPLICATE KEY UPDATE statements where some AUTO_INCREMENT values were generated automatic-
ally for inserts and some rows were updated, one auto-generated value was |ost per updated row, leading to faster exhaustion of the
range of the AUTO_INCREMENT column. Affected versions of MySQL include 5.0.24 t0 5.0.34, and 5.1.12 to 5.1.17 (inclusive).

Because the original problem can affect replication (different values on master and slave), it is recommended that the master and its
slaves be upgraded to the current version.

Default frequency 06:00:00

Key Buffer Size Greater Than 4 GB

To minimize disk 1/0, the MylSAM storage engine employs a key cache (or key buffer) to keep the most frequently accessed index
blocks in memory. However, prior to MySQL version 5.0.52 this key buffer islimited insizeto 4 GB, even on 64-bit oper-
ating systens. If setto alarger value, mysgld may crash when it tries to increase the actual buffer beyond 4 GB. Note that
key_buffer_sizeislimited to 4GB on both 32-bit and 64-bit Windows systems, even in MySQL version 5.0.52 and later.

Default frequency 06:00:00

Key Buffer Size May Not Be Optimal For Key Cache

The key cache hit ratio represents the proportion of keys that are being read from the key cache in memory instead of from disk.
This should normally be greater than 99% for optimum efficiency.

Default frequency 00:05:00

Key Buffer Size May Not Be Optimal For System RAM
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The target server does not appear to have sufficient memory devoted to the key cache. On a dedicated server, this cacheis com-
monly about 25%-50% of total RAM.

Default frequency 06:00:00
LOCAL Option Of LOAD DATA Statement |s Enabled

The LOAD DATA statement can load afile that is located on the server host, or it can load afile that islocated on the client host
when the LOCAL keyword is specified.

There are two potential security issues with supporting the LOCAL version of LOAD DATA statements:

» Thetransfer of the file from the client host to the server host isinitiated by the MySQL server. In theory, a patched server could
be built that would tell the client program to transfer afile of the server's choosing rather than the file named by the client in the
LOAD DATA statement. Such a server could access any file on the client host to which the client user has read access.

* InaWeb environment where the clients are connecting from a separate web server, auser could use LOAD DATA LOCAL to
read any files that the web server process has read access to (assuming that a user could run any statement against the SQL serv-
er). In this environment, the client with respect to the MySQL server actualy is the web server, not the remote program being
run by the user who connects to the web server.

Default frequency 00:05:00

L ock Contention Excessive

Performance can be degraded if the percentage of table operations that have to wait for alock is high compared to the overall num-

ber of locks. This can happen when using a table-level locking storage engine, such as MylSAM, instead of arow-level locking stor-

age engine.

Default frequency 00:05:00

Malformed Passwor d Packet In Connection Protocol Can Crash Server

Due to Bug#28984, a malformed password packet in the connection protocol could cause the server to crash. This can lead to denia
of service (DoS) attacks.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Maximum Connection Limit Nearing Or Reached

Once the maximum connection limit for the MySQL server has been reached, no other user connections can be established and er-
rors occur on the client side of the application.

Default frequency 00:05:00
Missing Security ImprovementsIn GRANT Options

The GRANT statement is used to create MySQL user accounts and to grant rights to accounts. Due to bugs 15756 and 14385, rights
may be granted erroneously in certain circumstances:

* Ingrant table comparisons, improper use of alatinl collation caused some hostname matches to be true that should have been
false (Bug#15756).

*  GRANTSsto userswith wildcards in their host information could be erroneously applied to similar users with the same username
and similar wildcards. For example, a privilege granted to foo@% is also applied to user foo@192.% (Bug#14385).

These bugs have been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Multi-Byte Encoding Processing Can Lead To SQL Injection

Due to bug 8378, the server incorrectly parsed strings escaped with the mysgl_real_escape string() C API function. As aresult,
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even when the character set-aware mysgl_real_escape_string() function was used, SQL injection was possible.
This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

Multiple Threads Used When Repairing Myl SAM Tables

Using multiple threads when repairing Myl SAM tables can improve performance, but it can also lead to table and index corruption
as reported by several bugs (#11527, #11684, #18874). Even though these bugs have been fixed, thisfeatureis still considered beta-
quality, as noted in the manual.

Default frequency 06:00:00
MyISAM Concurrent Insert Setting May Not Be Optimal

MyISAM uses table-level locking, which can adversely affect performance when there are many concurrent INSERT and SELECT
statements because INSERTs will block all SELECTSs until the INSERT is completed. However, MylSAM can be configured to al-
low INSERT and SELECT statements to run concurrently in certain situations.

e |Ifconcurrent_insert is set to 1 (thedefault), MySQL alowsINSERT and SELECT statements to run concur-
rently f or Myl SAM t abl es that have no free blocks in the n ddl e of thedatafile

e Ifconcurrent_insert is set to 2 (avalablein MySQL 5.0.6 and later), MySQL allows concurrent inserts f or
al | Myl SAM t abl es, even those that have holes. For atable with a hole, new rows are inserted at the end of the tableif itis
in use by another thread. Otherwise, MySQL acquires a normal write lock and inserts the row into the hole.

Note that setting concurrent_insert to 2 allows tables to grow even when there are holes in the middle. This can be bad for ap-
plications that delete large chunks of data but continue to issue many SEL ECTS, thus effectively preventing INSERTSs from
filling the holes.

Default frequency 06:00:00
MylSAM Key Cache Has Sub-Optimal Hit Rate

The key cache hit ratio represents the proportion of index values that are being read from the key cache in memory instead of from
disk. This should normally be greater than 99% for optimum efficiency.

Default frequency 00:05:00

MySQL Agent Memory Usage Excessive

The memory needed by the MySQL Agent for basic monitoring is fairly small and consistent, and depends on the number of rules
you have enabled. However, when the Query Analyzer is enabled, the Agent can use significantly more memory to monitor and ana-
lyze whatever queries you direct through it. In this case, the amount of memory used depends on the number of unique normalized
queries, example queries and example explains being processed, plus the network bandwidth required to send query data to the Ser-

vice Manager. In general, the amount of memory used for the Query Analyzer is small and well-bounded, but under some circum-
stances it can become excessive, especially on older versions of Linux.

Default frequency 00:01:00
MySQL Agent Not Communicating With Database Server

The MySQL Enterprise Service Agent must be able to communicate with the local MySQL database server in order to monitor the
server and provide advice on enforcement of best practices.

Default frequency 00:01:00

MySQL Agent Not Reachable

In order to monitor aMySQL server, a Service Agent must be running and communi cating with the Service Manager. If the Agent
cannot communicate with the Service Manager, the Service Manager has no way of knowing if the MySQL database server being
monitored is running, and it cannot collect current statistics to properly evaluate the rules scheduled against that server.

Default frequency 00:00:01
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MySQL Server Not Reachable

To perform useful work, it must be possible to connect to the local MySQL database server. If the MySQL Enterprise Service Agent
cannot communicate with the server, it islikely the server is not running.

Default frequency 00:01:00

Next-K ey Locking Disabled For InnoDB But Binary L ogging Enabled

Next-key locking in InnoDB can be disabled, which may improve performance in some situations. However, this may result inin-
consistent data when recovering from the binary logs in replication or recovery situations. Starting from MySQL 5.0.2, thisoption is
even more unsafe than it wasin version 4.1.x.

Default frequency 06:00:00

No Limit On Total Number Of Prepared Statements

Due to Bug#16365, there is no limit to the number of prepared statements that can be open per connection. This can lead to a Denial
Of Service (DoS) attack, as the server will crash with out-of-memory (OOM) errors when the amount of statements becomes very
large.

This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

No Value Set For myisam-recover

Thenyi sam r ecover option enables automatic MylSAM crash recovery should a Myl SAM table become corrupt for some reas-
on. If thisoption is not set, then atable will be "Marked as crashed" if it becomes corrupt, and no sessions will be able to SELECT
fromit, or perform any sort of DML against it.

Default frequency 06:00:00

Non-Authorized User Has DB, Table, Or Index Privileges On All Databases

Privileges such as SELECT, INSERT, ALTER, and so forth allow a user to view and change data, as well asimpact system per-
formance. Such operations should be limited to only those databases to which a user truly needs such access so the user cannot inad-
vertently affect other peopl€'s applications and data stores.

Default frequency 01:00:00

Non-Authorized User Has GRANT Privileges On All Databases

The GRANT privilege, when given on all databases as opposed to being limited to a few specific databases, enables a user to give to
other users those privileges that the grantor possesses on all databases. It can be used for databases, tables, and stored routines. Such
aprivilege should be limited to as few users as possible. Users who do indeed need the GRANT privilege should have that privilege
limited to only those databases they are responsible for, and not for all databases.

Default frequency 01:00:00

Non-Authorized User Has Server Admin Privileges

Certain privileges, such as SHUTDOWN and SUPER, are primarily used for server administration. Some of these privileges can
have a dramatic effect on a system because they allow someone to shutdown the server or kill running processes. Such operations
should be limited to a small set of users.

Default frequency 01:00:00

Object Changed: Database Has Been Altered

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures and investigate the

reasons for the changes.

Default frequency 00:10:00

209


http://bugs.mysql.com/bug.php?id=16365

MySQL Enterprise Monitor Reference

Object Changed: Database Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Object Changed: Database Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It is wise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Object Changed: Function Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It is wise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Object Changed: Function Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures or functions and in-
vestigate the reasons for the changes.

Default frequency 00:10:00

Object Changed: Index Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Object Changed: Index Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It is wise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Object Changed: Table Has Been Altered

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to database structures and investigate the reas-
ons for the changes.

Default frequency 00:10:00

Object Changed: Table Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to database structures and investigate the reas-
ons for the changes.

Default frequency 00:10:00

Object Changed: Table Has Been Dropped
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For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It is wise to know when changes occur in a production environment with respect to database structures and investigate the reasons
for the changes.

Default frequency 00:10:00
Object Changed: User Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It is wise to know when changes occur in a production environment with respect to database structures and investigate the reasons
for the changes.

Default frequency 00:10:00
Object Changes Detected

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00
Prepared Statements Not Being Closed

Prepared statements may increase performance in applications that execute similar statements more than once, primarily because the
query is parsed only once. Prepared statements can also reduce network traffic because it is only necessary to send the data for the
parameters for each execution rather than the whole statement.

However, prepared statements take time to prepare and consume memory in the MySQL server until they are closed, so it isimport-
ant to use them properly. If you are not closing prepared statements when you are done with them, you are needlessly tying up
memory that could be put to use in other ways.

Default frequency 00:05:00

Prepared Statements Not Being Used Effectively

Prepared statements may increase performance in applications that execute similar statements more than once, primarily because the
query is parsed only once. Prepared statements can also reduce network traffic because it is only necessary to send the data for the
parameters for each execution rather than the whole statement.

However, prepared statements take time to prepare and consume memory in the MySQL server until they are closed, so it isimport-
ant to use them properly. If you are only executing a statement a few times, the overhead of creating a prepared statement may not
be worthwhile.

Default frequency 00:05:00

Query Cache Has Sub-Optimal Hit Rate

When enabled, the query cache should experience a high degree of "hits', meaning that queriesin the cache are being reused by oth-
er user connections. A low hit rate may mean that not enough memory is allocated to the cache, identical queries are not being is-
sued repeatedly to the server, or that the statements in the query cache are invalidated too frequently by INSERT, UPDATE or DE-
LETE statements.

Default frequency 00:05:00

Query Cache Not Available

MySQL can cache the results of SELECT statements in memory so that they do not have to constantly be parsed and executed. If
your application often runs the same queries over and over, caching the results can increase performance significantly. It's important
to use aversion or binary of MySQL that supports the query cache.

Default frequency 06:00:00

Query Cache Not Enabled
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Enabling the query cache can increase performance by 200% for queries that are executed often and have large result sets.

Default frequency 00:05:00

Query Cache Potentially Under sized

When the Query Cache isfull, and needs to add more queries to the cache, it will make more room in the cache by freeing the least
recently used queries from the cache, and then inserting the new queries. If this is happening often then you should increase the size
of the cache to avoid this constant "swapping".

Default frequency 00:05:00

RAM Usage Excessive

A reasonable amount of free memory is required for a system to perform well. Without free memory, new processes and threads
cannot start, and the operating system may do excessive paging (swapping blocks of memory to and from disk).

Default frequency 00:01:00

Root Account Can Login Remotely

By default, MySQL includes aroot account with unlimited privileges that is typically used to administer the MySQL server. If pos-
sible, accounts with this much power should not allow remote loginsin order to limit access to only those users able to login to the
machine on which MySQL is running. This helps prevent unauthorized users from accessing and changing the system.

Default frequency 00:05:00

Root Account Without Password

The root user account has unlimited privileges and is intended for administrative tasks. Privileged accounts should have strong pass-
words to prevent unauthorized users from accessing and changing the system.

Default frequency 00:05:00

Security Alterations Detected: User Privileges Granted

For development environments, changes to database security privileges may be anormal occurrence, but for production environ-
ments it iswise to know when any security changes occur with respect to database privileges, and to ensure that those changes are
authorized and required.

Default frequency 00:05:00

Security Alterations Detected: User Privileges Revoked

For development environments, changes to database security privileges may be a normal occurrence, but for production environ-
mentsit is wise to know when any security changes occur with respect to database privileges, and to ensure that those changes are
authorized and required.

Default frequency 00:05:00

Security Alterations Have Been Detected

For development environments, changes to database security privileges may be anormal occurrence, but for production environ-
ments it is wise to know when any security changes occur with respect to database privileges, and to ensure that those changes are
authorized and required.

Default frequency 00:05:00

Server Contains Default " test” Database

By default, MySQL comes with adatabase namedt est that anyone can access. This database isintended only for testing and
should be removed before moving into a production environment. Because the default t est database can be accessed by any user
and has permissive privileges, it should be dropped immediately as part of the installation process.

Default frequency 00:05:00
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Server Has Accounts Without A Password

Accounts without passwords are particularly dangerous because an attacker needs to guess only a username. Assigning passwords to
all accounts helps prevent unauthorized users from accessing the system.

Default frequency 00:05:00
Server Has Anonymous Accounts

Anonymous MySQL accounts allow clients to connect to the server without specifying a username. Since anonymous accounts are
well known in MySQL, removing them helps prevent unauthorized users from accessing the system.

Default frequency 00:05:00
Server Includes A Root User Account

By default, MySQL includes aroot account with unlimited privileges that is typically used to administer the MySQL server. There
is no reason this account must be named root. Accounts with this much power should not be easily discovered. Since the root ac-
count iswell known in MySQL, changing its name helps prevent unauthorized users from accessing and changing the system.

Default frequency 00:05:00
Server-Enforced Data I ntegrity Checking Disabled

SQL Modes define what SQL syntax MySQL should support and what kind of data validation checks it should perform. If no SQL
modes are enabled this means there is no form of server-enforced data integrity, which meansincoming datathat isinvalid will not
be rejected by the server, but instead will be changed to conform to the target column's default datatype. Note, however, that begin-
ning with MySQL 4.1, any client can change its own session SQL mode value at any time.

Default frequency 06:00:00
Server-Enforced Data I ntegrity Checking Not Strict

SQL Modes define what SQL syntax MySQL should support and what kind of data validation checks it should perform. There are
many possible options that can be used in conjunction with each other to specify varying degrees of syntax and data validation
checksthe MySQL server will perform. However, to ensure the highest level of confidence for data integrity, at least one of the fol-
lowing should beincluded in thelist: TRADI TI ONAL, STRI CT_TRANS_TABLES, or STRI CT_ALL_TABLES.

Note, however, that beginning with MySQL 4.1, any client can change its own session SQL mode value at any time.
Default frequency 06:00:00
Slave Detection Of Network Outages Too High

Slaves must deal with network connectivity outages that affect the ability of the slave to get the latest data from the master, and
hence cause replication to fall behind. However, the slave notices the network outage only after receiving no data from the master
forsl ave_net tineout seconds.Youmay wantto decreases| ave_net _ti nmeout sotheoutages -- and associated con-
nection retries -- are detected and resolved faster. The default for this parameter is 3600 seconds (1 hour), which istoo high for
many environments.

Default frequency 06:00:00

Slave Execution Position Too Far Behind Read Position

When a slave receives updates from its master, the 1/0 thread stores the datain local files known asrelay logs. The slave's SQL
thread reads the relay logs and executes the updates they contain. If the position from which the SQL thread isreading is way behind
the position to which the I/O thread is currently writing, it isasign that replication is getting behind and results of queries directed
to the dave may not reflect the latest changes made on the master.

Default frequency 00:05:00

Slave Has Been Stopped

If replication on a slave has been stopped, it means the slave is not retrieving the latest statements from the master and it is not ex-
ecuting those statements on the dave.
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Default frequency 00:01:00

Slave Has Experienced A Replication Error

When a slave receives updates from its master it must apply those updates locally so the data on the slave matches that on the server.
If an error occurs while applying an update on a slave, the data on the slave may not match that on the master and it is an indication
that replication may be broken.

Default frequency 00:05:00

Slave Has L ogin Accounts With Inappropriate Privileges

Altering and dropping tables on a lave can break replication. Unless the slave also hosts non-replicated tables, there is no need for
accounts with these privileges.

Default frequency 06:00:00
Slave Has Problem Communicating With M aster

Slaves must connect to a master to get the latest data from the master. If they cannot connect, or periodically have trouble connect-
ing, replication may fall behind (i.e. the slave may not have the lastest data that was written to the master).

Default frequency 00:05:00
Slave Has Stopped Replicating

If neither the slave I/O thread nor the slave SQL threads are running, it means the slave is not getting the latest statements from the
master and it is not executing those statements on the slave, and thus replication has stopped entirely.

Default frequency 00:01:00
Slave /O Thread Not Running

The dlave /O thread is the thread that retrieves statements from the master's binary log and records them into the slave's relay log. If
thisthread isn't running, it means the slave is not able to retrieve the latest data from the master.

Default frequency 00:01:00

Slave Not Configured AsRead Only

Arbitrary or unintended updates to a slave may break replication or cause a slave to be inconsistent with respect to its master. Mak-
ing aslaver ead_onl y can be useful to ensure that a slave accepts updates only from its master server and not from clients; it min-
imizes the possibility of unintended updates.

Default frequency 06:00:00

Slave Relay Log SpacelsVery Large

When a slave receives updates from its master, the 1/0 thread stores the datain local files known asrelay logs. The slave's SQL
thread reads the relay logs and executes the updates they contain. After the SQL thread has executed all the updatesin arelay log,
the fileis no longer needed and can be deleted to conserve disk space.

Default frequency 06:00:00

Slave Relay L ogs Not Automatically Purged

When a slave receives updates from its master, the 1/0 thread stores the datain local files known asrelay logs. The slave's SQL
thread reads the relay logs and executes the updates they contain. After the SQL thread has executed all the updatesin arelay log,
the fileis no longer needed and can be deleted to conserve disk space.

Default frequency 06:00:00

Slave SQL Thread Not Running

The slave SQL thread is the thread that reads statements from the slave's relay log and executes them to bring the slave in sync with
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the master. If thisthread isn't running, it means the slave is not able to apply the latest changes it has read from the master, and res-
ults of queries directed to the slave may not reflect the latest changes made on the master.

Default frequency 00:01:00

Slave SQL Thread Reading From Older Relay Log Than 1/O Thread

When a slave receives updates from its master, the 1/0 thread stores the datain local files known asrelay logs. The slave's SQL
thread reads the relay logs and executes the updates they contain. If the SQL thread is reading from an older relay log than the one to
which the I/O thread is currently writing, it is asign that replication is getting behind and results of queries directed to the ave may
not reflect the latest changes made on the master.

Default frequency 00:05:00

Slave Too Far Behind Master

If adlaveistoo far behind the master, results of queries directed to the slave may not reflect the latest changes made on the master.
Default frequency 00:01:00

Slave Waiting To Free Relay L og Space

For slaves with limited disk space you can place alimit on how large the replication relay log can grow. When the limit is reached,
the 1/0O thread stops reading binary log events from the master server until the SQL thread has caught up and deleted some unpro-
cessed relay logs. While this protects MySQL from filling up the disk, it means replication is delayed and the slave will fall behind
the master.

Default frequency 00:05:00

Slave Without REPLICATION SLAVE Accounts

If the master ever fails, you may want to use one of the slaves as the new master. An account with the REPLICATION SLAVE priv-
ilege must exist for a server to act as areplication master (so a slave can connect to it), so it's a good idea to create this account on
your slaves to prepare it to take over for a master if needed.

Default frequency 06:00:00

Slow Query Log Not Enabled

The slow query log can be used to identify queries that take along time to compl ete.

Default frequency 00:05:00

Stored Procedures Found With SELECT * Syntax

Best practices for SQL coding state that no query should be issued with SELECT *. Reasons include:

* To ensure that only the necessary columns are returned from a SQL statement, the actual column names should be specifically
entered. This cuts down on unwanted network traffic as only columns necessary for query satisfaction are present.

» If the underlying table has columns added or removed, the query itself may malfunction if cursors or other such application ob-
jects are used.

Default frequency 06:00:00
Stored Routine Runs In Definer''s Rather Than Caller''s Security Context

Due to bug 18630, a stored routine created by one user and then made accessible to a different user using GRANT EXECUTE could
be executed by that user with the privileges of the routine's definer.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Symlinks Are Enabled
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Y ou can move tables and databases from the database directory to other locations and replace them with symbolic links to the new
locations. Y ou might want to do this, for example, to move a database to afile system with more free space or to increase the speed
of your system by spreading your tables to different disks.

However, symlinks can compromise security. Thisis especialy important if you run mysgld as root, because anyone who has write
access to the server's data directory could then delete any file in the system!

Default frequency 06:00:00
Table Cache Not Optimal

MySQL is multi-threaded, so there may be many clients issuing queries for a given table simultaneously. To minimize the problem
with multiple client threads having different states on the same table, the table is opened independently by each concurrent thread.

The table cache is used to cache file descriptors for open tables and there is a single cache shared by al clients. Increasing the size
of the table cache allows mysqld to keep more tables open simultanously by reducing the number of file open and close operations
that must be done. If the value of Open_t abl es isapproaching the value of t abl e_cache, this may indicate performance prob-
lems.

Default frequency 00:05:00

Table Cache Set Too Low For Startup

The table cache size controls the number of open tables that can occur at any one time on the server. MySQL will work to open and
close tables as needed, however you should avoid having the table cache set too low, causing MySQL to constantly open and close
tables to satisfy object access.

If the table cache limit has been exceeded by the number of tables opened in the first three hours of service, then the table cache size
islikely set too low.

Default frequency 00:30:00

Table Lock Contention Excessive

Performance can be degraded if the percentage of table operations that have to wait for alock is high compared to the overall num-
ber of locks. This can happen when using a table-level locking storage engine, such as MylSAM, instead of arow-level locking stor-
age engine.

Default frequency 00:05:00

Table Scans Excessive

The target server does not appear to be using indexes efficiently. The values of Handler_read rnd_next and Handler_read_rnd to-
gether - which reflect the number of rows read viafull table scans - are high compared to the sum of Handler variables which denote
all row accesses - such as Handler_read_key, Handler_read next etc. Y ou should examine your tables and queries for proper use of
indexes.

Default frequency 00:05:00

Temporary Tables To Disk Ratio Excessive

If the space required to build atemporary table exceeds either t np_t abl e_si ze or nax_heap_t abl e_si ze, MySQL creates
a disk-based table in the server's tmpdir directory. Also, tablesthat have TEXT or BLOB columns are automatically placed on disk.

For performance reasonsit isideal to have most temporary tables created in memory, leaving exceedingly large temporary tablesto
be created on disk.

Default frequency 00:05:00
Thread Cache Not Enabled

Each connection to the MySQL database server runsin its own thread. Thread creation takes time, so rather than killing the thread
when a connection is closed, the server can keep the thread in its thread cache and use it for a new connection later.

Default frequency 00:05:00
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Thread Cache Size May Not Be Optimal

Each connection to the MySQL database server runsin its own thread. Thread creation takes time, so rather than killing the thread
when a connection is closed, the server can keep the thread in its thread cache and use it for a new connection later.

Default frequency 00:05:00
Too Many Concurrent Queries Running

Too many active queries indicates there is a severe load on the server, and may be a sign of lock contention or unoptimized SQL
queries.

Default frequency 00:05:00

Use Of View Overrides Column Update Privileges On Underlying Table

Due to Bug#27878, by using aview, a user who only has privileges to update a given column of atableis able to update any column
of that table, even though the view is defined with SQL SECURITY INVOKER. Also, use of aview could allow a user to gain up-
date privileges for tablesin other databases.

This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

User Can Gain Privileges By Running Stored Routine Declared Using SQL SECURITY INVOKER

Dueto Bug#27337, if astored routine was declared using SQL SECURITY INVOKER, a user who invoked the routine could gain
F)(;D;:In%g&s For example, auser without the CREATE privilege on a certain database could gain that privilege after invoking a stored
This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

User Has Rights To Database That Does Not Exist

When a database is dropped, user privileges on the database are not automatically dropped. This has security implications as that
user will regain privilegesif a database with the same name s created in the future, which may not be the intended result.

Default frequency 00:05:00
User With Only ALTER Privilege On Partitioned Table Can Obtain SELECT Privilege I nformation

Due to Bug#23675, auser with only the ALTER privilege on a partitioned table could obtain information about the table that should
require the SELECT privilege.

This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

Users Can View All Databases On MySQL Server

The SHOW DATABASES privilege should be granted only to users who need to see all the databases on aMySQL Server. Itisre-
commended that the MySQL Server be started with the - - ski p- show dat abase option enabled to prevent anyone from using
the SHOW DATABASES statement unless they have been specifically granted the SHOW DATABASES privilege.

Note: If auser is granted any global privilege, such as CREATE TEMPORARY TABLES or LOCK TABLES, they are automatic-
ally given the ability to show databases unless the server is started with the --skip-show-database option enabled. DBAS should be
aware of thisfact, in the event that any applications make use of temporary tables.

Default frequency 00:05:00

XA Distributed Transaction Support Enabled For InnoDB

XA Distributed Transaction support is turned on by default. If you are not using this feature, note that it adds an extrafsync for each
transaction and may adversely affect performance.
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Default frequency 06:00:00

F.11.2. Graph Definition Reference

Individual graphs are defined below.

Connections

Name Connections

Range L abel total/min

Series Expression

Aborted aborted

Active runni ng

Current connect ed

Variables Data ltem

connected nysql :st at us:Thr eads_connect ed
running nysql :stat us:Thr eads_r unni ng
aborted nysql :st at us:Abort ed_connects

CPU Utilization

Name CPU Utilization

Range L abel %

Series Expression

Kernel sys/ (sys+user +wai t +i dl e) * 100
Total (sys+user+wai t)/ (sys+user +wai t +i dl €) * 100
User user/ (sys+user+wai t +i dl e) *100
Wait 1/0 wai t/ (sys+user +wai t +i dl €) *100
Variables Data Item

sys 0S:CpuU:Cpu_Sys

user os:cpu:cpu_user

wait 0S:Cpu:cpu_wai t

idle os:cpu:cpu_idle

Database Activity

Name Database Activity

Range L abel avg statements/sec

Series Expression

Call ((call _proc)/60)

Delete ((del etes+del ete_nulti)/60)
Insert ((inserts+insert_sel ects)/60)
Replace ((repl aces+repl ace_sel ects)/ 60)
Select (sel ect s/ 60)

Update ((updat es+update_mul ti)/60)
Variables Data ltem

selects nysql :st at us:Com sel ect
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inserts nysql :stat us:Com i nsert

insert_selects nysql :status:Com.i nsert _sel ect

updates nysql :st at us:Com updat e

update_multi nysql :status:Com update_nul ti

replaces nysql :st at us:Com r epl ace

replace_selects nysql :st at us:Com r epl ace_sel ect

deletes nysql :st at us:Com del et e

delete_multi nysql :stat us:Com del ete_mnul ti

call_proc nysql :st at us:Com cal | _procedure

Hit Ratios

Name Hit Ratios

Range L abel %

Series Expression

InnoDB Buffer 100- ((i Reads / i ReadRequests)*100)

Key Cache (100- ((keyReads / keyReadRequests)*100)) *
(keyReadRequest s >= keyReads)

Query Cache (gHi ts/ (gHi ts+qgl nserts))*100

Thread Cache 100-((tcreated / connections)*100)

Variables Data Item

gHits nmysql :status:Qcache_hits

glnserts nmysql :status:Qcache_i nserts

keyReads nysql :st at us:Key_r eads

keyReadRequests nysql :status:Key_read_requests

iReads nysql :st at us:l nnodb_buf f er _pool _reads

iReadRequests nysql :stat us:l nnodb_buf fer_pool _read_requests

tereated nysql :st at us:Threads_cr eat ed

connections nysql :st at us:Connecti ons

InnoDB Buffer Pool

Name InnoDB Buffer Pool

Range L abel MB

Series Expression

M odified (nodi fi ed*16384)/(1024*1024)

Total Size (size*16384)/(1024*1024)

Used (used*16384)/(1024*1024)

Variables Data Item

modified nysql :i nnodbst at us:i nnodb_bp_nodi fi ed_pages
size nysql :i nnodbst at us:i nnodb_bp_si ze

used nysql :i nnodbst at us:i nnodb_bp_db_pages

InnoDB OS File Access

Name

InnoDB OS File Access
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Range L abel avg operations/sec

Series Expression

File fsync() (fsync/ 60)

File Reads (read/ 60)

File Writes (write/60)

Variables Data Item

read nysql :i nnodbst at us:i nnodb_i o_os_fil e_reads
write nysql :i nnodbst at us:i nnodb_io_os_file_wites
fsync nysql :i nnodbst at us:i nnodb_i o_os_file_fsyncs

InnoDB Row Details

Name InnoDB Row Details

Range L abel avg rows/sec

Series Expression

Rows Deleted (del et ed/ 60)

Rows Inserted (i nserted/60)

Rows Read (read/ 60)

Rows Updated (udpat ed/ 60)

Variables Data Item

read nysql :i nnodbst at us:i nnodb_r ows_r ead
inserted nysql :i nnodbst at us:i nnodb_rows_i nserted
updated nysql :i nnodbst at us:i nnodb_r ows_updat ed
deleted nysql :i nnodbst at us:i nnodb_r ows_del et ed

InnoDB Semaphor es

Name InnoDB Semaphores

Range L abel avg waits/sec

Series Expression

OS Waits (oswai t s/ 60)

Spin Rounds (srounds/ 60)

Spin Waits (swai t s/ 60)

Variables Data Item

swaits nysql :i nnodbst at us:i nnodb_sem nmut ex_spin_waits
srounds nysql :i nnodbst at us:i nnodb_sem nut ex_r ounds
oswaits nmysql :i nnodbst at us:i nnodb_sem nutex_o0s_waits
KBytes In/Out

Name KBytes In/Out

Range L abel avg kbytes/sec

Series Expression

Received ((bytesln/1024)/60)

Sent ((bytesCut/1024)/60)

Total (((bytesl ntbytesCQut)/1024)/60)
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Variables Data ltem
bytesin nysql st at us:Byt es_recei ved
bytesOut nysql :st at us:Byt es_sent

Load Average

Name Load Average
Range L abel Load Average
Series Expression

1 zero

15 two

5 one

Variables Data ltem
zero os:l oadavg:0
one os:l oadavg:1l
two os:l oadavg:2

Memory Usage - Agent

Name Memory Usage - Agent

Range L abel MB

Series Expression

Agent agent _nmem size / 1024 |/ 1024
Lua lua_memsize / 1024 / 1024
Variables Data ltem

lua_mem_size agent :l ua:nem si ze
agent_mem_size agent :proc:mem r esi dent

Memory Usage - OS Resident

Name Memory Usage - OS Resident

Range L abel MB

Series Expression

Total ramtotal/(1024*1024)

Used (ramtotal -ramunused)/(1024*1024)
Variables Data ltem

ram_total os:memram t ot al

ram_unused os:menr am unused

Memory Usage - OS Virtual

Name Memory Usage - OS Virtua

Range L abel MB

Series Expression

Total swap_total /(1024*1024)

Used (swap_t ot al - swap_unused)/ (1024*1024)
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Variables Data ltem

swap_total os:memswap_t ot al
swap_unused os:memswap_unused

Opened Tables

Name Opened Tables

Range L abel total/min

Series Expression

Opened Tables openedTabl es

Variables Data Item

openedTables nysql :st at us:Opened_t abl es

Query Cache Blocks

Name Query Cache Blocks

Range L abel num blocks

Series Expression

Free free_bl ocks

Size si ze_bl ocks

Variables Data Item

size blocks nysql :st at us:Qcache_t ot al _bl ocks
free_blocks nysql :st at us:Qcache_free_bl ocks

Query Cache Efficiency

Name Query Cache Efficiency

Range L abel avg cache ops/sec

Series Expression

Hits (hi ts/60)

Inserts (i nserts/60)

Not Cached (not _cached/ 60)

Variables Data ltem

hits nysql :status:Qcache_hits

inserts nysql :st at us:Qcache_inserts
not_cached nysql :st at us:Qcache_not _cached

Query Cache Lowmem Prunes

Name Query Cache Lowmem Prunes

Range L abel avg cache ops/sec

Series Expression

Lowmem Prunes (del et es/ 60)

Variables Data Item

deletes nysql :st at us:Qcache_I| ownem pr unes
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Query Cache Memory

Name Query Cache Memory

Range L abel MB

Series Expression

FreeMB free/ (1024*1024)

SizeMB sizel (1024*1024)

Variables Data ltem

size nmysql :vari abl es:query_cache_si ze
free nmysql :st at us:Qcache_free_nenory

Query Cache Queries

Name Query Cache Queries

Range L abel num queries

Series Expression

Queriesin Cache queries

Variables Data ltem

queries nysql :stat us:Qcache_queri es_i n_cache

Replication Delay

Name Replication Delay

Range L abel total seconds

Series Expression

Seconds Behind M aster sbehi nd

Variables Data Item

sbehind nysql :sl avest at us:Seconds_Behi nd_Mast er

Row Accesses

Name Row Accesses

Range L abel avg rows/sec

Series Expression

Average Rows Per Query ((first+key+next +prev+hread_rnd+hread_rnd_next+sort _r
ows) / questions)

Rows Read via Full Scan ((hread_rnd+hread_rnd_next)/ 60)

Rows Read via | ndexes ((first+key+next +prev)/ 60)

Variables Data ltem

first nmysql :status:Handl er _read first

key nmysql :st at us:Handl er _read_key

next nmysql :st at us:Handl er _read_next

prev nmysql :st at us:Handl er _read_prev

hread_rnd nysql :st at us:Handl er _read_rnd

hread_rnd_next nysql :st at us:Handl er _read_r nd_next

sort_rows nysql :status:Sort _rows

questions nysql :st at us:Questi ons
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Row Writes

Name Row Writes

Range L abel avg rows/sec

Series Expression

Rows Deleted (del et e/ 60)

Rows Inserted (wite/60)

Rows Updated (updat e/ 60)

Variables Data ltem

delete nmysql :st at us:Handl er _del et e
update nmysql :st at us:Handl er _updat e
write nmysql :status:Handl er_wite
Sort Activity

Name Sort Activity

Range L abel total/min

Series Expression

M er ge Passes Sort _ner ge_passes

Range Sort _range

Scan Sort _scan

Variables Data Item

Sort_merge_passes nysql :st at us:Sort _ner ge_passes
Sort_range nysql :status:Sort _range
Sort_scan nysql :status:Sort_scan

Table Locks

Name Table Locks

Range L abel avg locks/sec

Series Expression

Immediate (1 ocks_i mredi at e/ 60)

Waited (1 ocks_wai t ed/ 60)

Variables Data ltem

locks waited nysql :stat us:Tabl e_| ocks_wai t ed

locks immediate

nmysql :status:Tabl e_| ocks_i rmedi at e

Temporary Tables

Name Temporary Tables
Range L abel total/min
Series Expression

Disk Temp Tables

di skTenpTabl es

Memory Temp Tables

nmenoryTenpTabl es

Variables

Data Item

memoryTempTables

nysql :status:Created_tnp_t abl es

diskTempTables

nysql :status:Created_t np_di sk_tabl es
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Thread Cache

Name Thread Cache

Range L abel total/min

Series Expression

New Connections connecti ons

Threads Created tcreated

Variables Data ltem

tcreated nmysql :stat us:Threads_creat ed
connections nmysql :st at us:Connecti ons
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Appendix G. Data Collection Items

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

This appendix documents the data collection items used to create rules. Theseitems are listed in the order that they appear in the DATA
ITEM drop-down list box when creating a rule definition. For more information about creating and editing rules see Section 5.3,

“Editing Built-in Rules’ and Section 5.4.2, “Overview of Rule Creation”.

Table G.1. MySQL Monitor Data Items
Namespace |Namespace Type Attribute Type Description
monitor resourceBundle subscri ption string
monitor resourceBundle ver si on string
mysq account_old_password  |user string
mysq active_count active_count | ong
mysql Agent agent . reachabl e string
mysql Agent host _i d string
mysql Agent nane string
mysq Agent ver si on string
mysq anonymous_user user _count | ong
mysql avail_count avai |l _count | ong
mysql broad_host_specifier user string
mysq column Def aul t string The default value of the column
mysql column Extra string Any additional information about the
column
mysq column Field string The name of the column
mysql column Key string Whether the column is indexed
mysq column Nul | string Whether NULL is alowed
mysq column Type string The data type of the column
mysql committed_count conmi tted_count | ong
mysq Database Dat abase string
mysq Database nane string
mysql Explain extra string
mysql Explain id | ong
mysql Explain key string
mysql Explain key_l en string
mysql Explain possi bl e_keys string
mysql Explain r ef string
mysq Explain r ows | ong
mysql Explain sel ect _type string
mysql Explain tabl e string
mysq Explain type string
mysql falcon_database io | ogi cal _reads | ong
mysq falcon_database io physi cal _reads | ong
mysql fal- total _recordcache_nb |double
con_record_cache_summ
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Namespace |Namespace Type Attribute Type Description
ay
mysql fal- total _space_nb doubl e
con_record_cache_summ
ay
mysq fal- free_systemnb doubl e
con_system_memory_su
mmary
mysql fal- total _system nb doubl e
con_system_memory_su
mmary
mysq fal- conmi tted_txns | ong
con_transaction_summar
y
mysq fal- rol | ed_back_t xns | ong
con_transaction_summar
y
mysql global _privileges user string
mysql grant_privileges user _spec string
mysql inappropri- user string
ate_slave privileges
mysql index Cardinality | ong An estimate of the number of unique
valuesin the index
mysq index Col I ation string How the column is sorted in the index
mysq index Col utm_nane string The column name
mysql index Comment string Remarks about the index
mysql index I ndex_type string The index method used (BTREE,
FULLTEXT, HASH, RTREE)
mysql index Key_nane string The name of the index
mysql index Non_uni que | ong Whether the index can contain duplic-
ates
mysq index Nul | string Whether the column may contain
NULL values
mysq index Packed string Whether the key is packed
mysq index Seq_i n_i ndex | ong The column sequence number in the in-
dex, starting with 1
mysq index Sub_part string The number of indexed charactersif
the column is only partly indexed
mysq index Tabl e string The name of the table associated with
theindex
mysql innodbstatus i nnodb_bp_add_al | oc | ong The total memory allocated for the ad-
ditional buffer pool measured in bytes
mysq innodbstatus in- doubl e The number of buffer pool pages cre-
nodb_bp_created_per_s ated per second
ec
mysq innodbstatus i nnodb_bp_db_pages | ong The current number of buffer pool
pages
mysq innodbstatus in- | ong The current number of free buffer pool
nodb_bp free buffers pages
mysql innodbstatus i nnodb_bp_hit _rate | ong The buffer pool hit rate
mysql innodbstatus in- | ong The current number of pages modified

nodb_bp_nodi fi ed_page
s
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Namespace |Namespace Type Attribute Type Description
mysq innodbstatus in- | ong_count er |Thetotal number of pages created
nodb_bp_pages_cr eat ed
mysq innodbstatus i nnodb_bp_pages_read |l ong_counter |Thetota number of pagesread
mysq innodbstatus in- | ong_count er |Thetotal number of pages written
nodb_bp_pages_written
mysq innodbstatus in- | ong The number of pending page writes
nodb_bp_pendi ng_pages
mysq innodbstatus in- | ong The number of pagesto be flushed dur-
nodb_bp_pending_ wite ing checkpointing
s flush |ist
mysq innodbstatus in- | ong The number of old dirty pages to be
nodb_bp_pending wite written from the bottom of the LRU list
s _lru
mysql innodbstatus in- | ong The number of pending independent
nodb_bp_pending wite page writes
s_si ngl e_page
mysql innodbstatus in- doubl e The number of buffer pool reads per
nodb_bp_reads_per_sec second
mysql innodbstatus i nnodb_bp_si ze | ong Thetotal buffer pool sizein bytes
mysql innodbstatus i nnodb_bp_total _alloc |long The total memory allocated for the buf-
fer pool
mysq innodbstatus in- doubl e The number of buffer pool pages writ-
nodb_bp witten_per_s ten per second
ec
mysql innodbstatus i nnodb_bytes_per_read [l ong The number of bytes per read
mysql innodbstatus i nnodb_dateti ne string The date and time the SHOW ENGINE
INNODB STATUS snapshot was taken
mysql innodbstatus i nnodb_hash_node_heap |l ong Number of buffer pool pages reserved
for the Adaptive Hash Index
mysql innodbstatus in- doubl e The number of hash searches per
nodb_hash_searches_pe second
r_sec
mysql innodbstatus in- | ong The size of the hash table
nodb_hash_tabl e_si ze
mysq innodbstatus in- | ong Number of buffer pool pages used for
nodb_hash_used_cel I's the Adaptive Hash Index
mysq innodbstatus i nnodb_i buf _inserts | ong_count er |Thenumber of insert buffer inserts
mysq innodbstatus in- | ong_count er |Thenumber of insert buffer merged re-
nodb_i buf _nerged_recs cords
mysq innodbstatus i nnodb_i buf _ner ges | ong_count er |Thenumber of insert buffer merges
mysql innodbstatus i nnodb_i o_i buf _I ogs | ong The number of pending log 1os
mysql innodbstatus i nnodb_i o_i buf _reads |l ong The number of pending insert buffer
reads
mysq innodbstatus i nnodb_i o_i buf _syncs |l ong The number of pending synch opera-
tions
mysq innodbstatus in- | ong_count er |Thenumber of OSfsyncs
nodb_io_os_file_fsync
s
mysql innodbstatus in- | ong_count er |Thenumber of OSfile reads
nodb_i o_os_fil e_reads
mysql innodbstatus in- | ong_count er |Thenumber of OSfilewrites

nodb_io_os_file_wite
s
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Namespace |Namespace Type Attribute Type Description
mysq innodbstatus in- | ong The number of pending buffer pool
nodb_i o_pendi ng_f | ush flush operations
_bp
mysq innodbstatus in- | ong The number of pending log flush oper-
nodb_i o_pendi ng_flush ations
_log
mysql innodbstatus in- | ong The number of 1/0 pending reads
nodb_i o_pendi ng_r eads
mysq innodbstatus in- | ong The number of 1/O pending writes
nodb_i o_pending_wite
s
mysql innodbstatus in- doubl e The number of fsyncs() per second
nodb_i o_syncs_per_sec
mysq innodbstatus in- | ong Thelog file number the last checkpoint
nodb_l og_checkpoi nt _f was performed on
ile
mysq innodbstatus in- | ong The log sequence number of the last
nodb_| og_checkpoi nt _| checkpoint
sn
mysql innodbstatus in- | ong The log file number the last checkpoint
nodb_l og_flushed_file was performed on
mysq innodbstatus in- | ong The point up to which the log was last
nodb_| og_fl ushed_I sn flushed
mysql innodbstatus i nnodb_| og_i o_per_sec |doubl e The number of log I/O's per second
mysq innodbstatus i nnodb_| og_i o_t ot al | ong_count er |Thetota number of log 1/O's
mysq innodbstatus in- | ong The log pending checkpoint writes
nodb_| og_pendi ng_chec
kpoint_writes
mysql innodbstatus in- | ong Thelog pending log writes
nodb_| og_pendi ng_| og_
wites
mysql innodbstatus in- | ong The log sequence file number
nodb_| og_sequence_fil
e
mysq innodbstatus in- | ong The log sequence number
nodb_| og_sequence_| sn
mysql innodbstatus in- doubl e The number of nonadaptive hash index
nodb_non_hash_sear che searches
S_per_sec
mysql innodbstatus i nnodb_per _sec_avg doubl e The number of seconds the averages
for SHOW INNODB STATUS were
calculated from
mysq innodbstatus i nnodb_reads_per_sec |doubl e The number of reads per second
mysq innodbstatus in- | ong The number of queries executing inside
nodb_row queries_insi InnoDB
de
mysql innodbstatus in- | ong The number of queriesin the queue,
nodb_row_queri es_queu waiting to enter InnoDB
e
mysq innodbstatus i nnodb_row _state string The current state of the main InnoDB
thread
mysql innodbstatus i nnodb_rows_del eted | ong_count er |Thenumber of rows deleted from In-
noDB tables
mysq innodbstatus in- doubl e The number of rows deleted per second
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Namespace | Namespace Type Attribute Type Description
nodb_r ows_del et ed_per
_sec
mysq innodbstatus i nnodb_rows_inserted |l ong_counter |Thenumber of rowsinsertedintoIn-
noDB tables
mysq innodbstatus in- doubl e The number of rows inserted per
nodb_rows_inserted _pe second
r_sec
mysql innodbstatus i nnodb_r ows_r ead | ong_count er |Thenumber of rows read from InnoDB
tables
mysql innodbstatus in- doubl e The number of rows read per second
nodb_rows_read_per_se
c
mysq innodbstatus i nnodb_r ows_updat ed | ong_count er |Thenumber of rows updated in In-
noDB tables
mysq innodbstatus in- doubl e The number of rows updated per
nodb_r ows_updat ed_per second
_sec
mysq innodbstatus in- | ong_count er |Thenumber of semaphore/mutex waits
nodb_sem nmut ex_os_wai yielded to the OS
ts
mysql innodbstatus in- | ong_count er |The number of semaphore/mutex round
nodb_sem nut ex_rounds for theinternal sync array
mysql innodbstatus in- | ong_count er |Thenumber of semaphore/mutex spin
nodb_sem nut ex_spi n_w waits for the internal sync array
aits
mysql innodbstatus in- | ong_count er |Thenumber of timesamutex wait was
nodb_sem os_reservati added to the interna sync array
on_count
mysql innodbstatus in- | ong_count er |Performance.lnnoDB
nodb_sem os_signal _co
unt
mysql innodbstatus in- | ong_count er |Thenumber of exclusive (write) sema-
nodb_sem rw_excl _os_w phore waits yielded to the OS
aits
mysql innodbstatus in- | ong_count er |Performance.lnnoDB
nodb_sem rw excl _spin
s
mysq innodbstatus in- | ong_count er |Thenumber of shared (read) sema-
nodb_sem shared_os_wa phore waits yielded to the OS
its
mysql innodbstatus in- | ong_count er |Thenumber of shared (read) sema-
nodb_sem shar ed_spi ns phore spin waits within the syn array
mysq innodbstatus in- | ong The transaction history list length
nodb_trx_history_li st
_length
mysq innodbstatus in- | ong The transaction counter roll over vari-
nodb_trx_id _counterl able
mysql innodbstatus in- | ong The main transaction count
nodb_trx _id_counter2
mysql innodbstatus in- | ong The transaction count that is already
nodb_trx_purge_done_t purged
rx2
mysql innodbstatus in- | ong

nodb_trx_total | ock_s
tructs
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mysq innodbstatus i nnodb_writes_per_sec |double The number of InnoDB writes per
second

mysql masterlogs File_size | ong The size of abinary log file

mysql masterlogs filecount | ong The number of binary log files

mysql masterlogs filesizesum | ong Thetotal size of all the binary log files

mysql masterlogs Log_nane string The name of the binary log file

mysq MasterStatus Bi nl og_Do_DB string

mysq MasterStatus Bi nl og_I gnore_DB string

mysql MasterStatus File string

mysql MasterStatus Position | ong

mysql no_password user string

mysq no_root_password no_passwor d | ong

mysq num_waiting_txns num wai ti ng_t xns | ong

mysq prepared_count prepar ed_count | ong

mysql privileges on_all_dbs user _spec string

mysql processlist Cormrand string The type of command the thread is ex-
ecuting

mysql processlist db string The default database, if oneis selected

mysql processlist Host string The host name of the client issuing the
statement

mysq processlist Id | ong The connection identifier

mysql processlist I nfo string _The statement that the thread is execut-
ing

mysql processlist State string An action, event, or state that indicates
what the thread is doing

mysq processlist Ti me | ong The time in seconds that the thread has
been inits current state

mysql processlist User string The MySQL user who issued the state-
ment

mysq repl_slave privileges repl _sl aves | ong

mysql rolledback_count rol | edback_count | ong

mysq root_account_exists root account | ong

mysql root_remote_login renote_| ogin | ong

mysql Server agent . reachabl e string Whether the agent is reachable or not

mysql Server bl ackout string

mysq Server di spl aynane string The display name of the server in the
Dashboard

mysq Server registration-conmplete |string

mysq Server repl . group | ong

mysql Server repl . gr oupNane string

mysql Server server. connect ed | ong Whether the server is connected

mysql Server server.last_errno string

mysq Server server.last_error string Thelast MySQL server error message

mysql Server server.reachabl e | ong Whether the server is reachable

mysq Server serv- _ | ong The MySQL server version number

er.version_nuneric
mysql Server Ti ne | ong
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mysql Server transport string
mysql Server vi si bl e. di spl aynane string
mysql server_admin_privileges |user _spec string
mysql SlaveStatus Bi nl og_Do_DB string
mysql SlaveStatus Bi nl og_I gnore_DB string
mysql SlaveStatus Connect _Retry | ong
mysql SlaveStatus Exec_Master _Log Pos | ong
mysql SlaveStatus File string
mysql SlaveStatus Last _Errno | ong
mysql SlaveStatus Last _Error string
mysql SlaveStatus Mast er _Host string
mysql SlaveStatus Master _ip string
mysql SlaveStatus Master _Log _File string
mysql SlaveStatus Mast er _Port | ong
mysql SlaveStatus Mast er _SSL_Al | oned string
mysql SlaveStatus Master _SSL_CA File string
mysql SlaveStatus Mast er _SSL_CA Pat h string
mysql SlaveStatus Mast er _SSL_Cert string
mysql SlaveStatus Mast er _SSL_Ci pher string
mysql SlaveStatus Mast er _SSL_Key string
mysql SlaveStatus Mast er _User string
mysql SlaveStatus Mast er _uui d string
mysql SlaveStatus Posi tion | ong
mysql SlaveStatus Read_Mast er _Log_Pos | ong
mysql SlaveStatus Rel ay_Log_File string
mysql SlaveStatus Rel ay_Log_Pos | ong
mysql SlaveStatus Rel ay_Log_Space | ong
mysql SlaveStatus Rel ay_Master_Log_File |string
mysql SlaveStatus Repl i cat e_Do_DB string
mysql SlaveStatus Replicate_Do_Tabl e string
mysql SlaveStatus Replicate_ | gnore DB string
mysql SlaveStatus Repl i c- string
ate_l gnore_Tabl e
mysql SlaveStatus Repli c- string
ate_WId_Do_Tabl e
mysql SlaveStatus Repl i c- string
ate_W I d_lgnore_Tabl e
mysql SlaveStatus Seconds_Behi nd_Master |l ong
mysql SlaveStatus Ski p_Count er | ong
mysql SlaveStatus Sl ave_| O_Runni ng string
mysql SlaveStatus Slave_| O State string
mysql SlaveStatus Sl ave_SQ._Runni ng string
mysql SlaveStatus Until _Condition string
mysql SlaveStatus Until _Log_File string
mysql SlaveStatus Until _Log_Pos | ong
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mysq sp_with_select_star routine string
mysql Statement byt es | ong
mysql Statement conment string
mysql Statement connection_id | ong
mysq Statement exec_tinme | ong
mysql Statement host _from string
mysq Statement host _to string
mysql Statement max_byt es | ong
mysql Statement rows | ong
mysql Statement t ext string
mysql Statement user string
mysql StatementAnalysisSup- [capt ur e_exanpl es string
port
mysq StatementAnalysisSup- |capt ure_expl ain string
port
mysql StatementAnalysisSup- |enabl ed string
port
mysql StatementAnalysisSup-  |f r equency string
port
mysq StatementSummary byt es | ong
mysq StatementSummary bytes_rel | ong
mysql StatementSummary count | ong
mysql StatementSummary count _rel | ong
mysq StatementSummary dat abase string
mysql StatementSummary exec_time | ong
mysql StatementSummary exec_time_rel | ong
mysql StatementSummary max_byt es | ong
mysq StatementSummary max_exec_time | ong
mysq StatementSummary max_r ows | ong
mysql StatementSummary nm n_bytes | ong
mysq StatementSummary m n_exec_tinme | ong
mysql StatementSummary nm n_rows | ong
mysq StatementSummary query_type string
mysq StatementSummary r ows | ong
mysql StatementSummary rows_rel | ong
mysql StatementSummary t ext string
mysql StatementSummary t ext _hash string
mysql status Aborted _clients | ong_count er |Networking.Overview
mysq status Abor t ed_connects | ong_count er |Thenumber of failed attempts to con-
nect to the MySQL server
mysq status Bi nl og_cache_di sk_use |l ong General.Logging
mysq status Bi nl og_cache_use | ong The number of transactions that used
the temporary binary log cache
mysql status Byt es_recei ved | ong_count er |Thenumber of bytesreceived from all
clients
mysql status Byt es_sent | ong_count er |Thenumber of bytes sent to al clients
mysql status Com_admi n_conmands | ong_count er |Count of admin commands
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mysql status Com al ter_db | ong_count er |Countof ALTER DATABASE state-
ments

mysql status Com al ter _db_upgrade |l ong_counter

mysql status Com al ter_event | ong_count er

mysql status Com al ter_function | ong_count er

mysql status Com al ter_procedure | ong_count er

mysql status Com al ter_server | ong_count er

mysql status Comalter_table | ong_count er |Count of ALTER TABLE statements

mysql status Com al ter _t abl espace |l ong_counter

mysql status Com anal yze | ong_count er |Count of ANALY ZE statements

mysql status Com assi gn_to_keycach [l ong_counter

e

mysql status Com backup_t abl e | ong_count er |Count of BACKUP TABLE statements

mysql status Com begi n | ong_count er |Count of BEGIN statements

mysql status Com bi nl og | ong_count er

mysql status Com cal | _procedure | ong_count er |Number of calsto stored procedures

mysql status Com change_db | ong_count er |Count of CHANGE DATABASE state-
ments

mysql status Com change_nast er | ong_count er |Count of CHANGE MASTER state-
ments

mysql status Com check | ong_count er |Count of CHECK statements

mysql status Com checksum | ong_count er |Count of CHECKSUM statements

mysql status Com _conmi t | ong_count er |Count of COMMIT statements

mysql status Com create_db | ong_count er |Count of CREATE DATABASE state-
ments

mysql status Com create_event | ong_count er

mysql status Com create_function | ong_count er |Countof CREATE FUNCTION state-
ments

mysql status Com creat e_i ndex | ong_count er |Countof CREATE INDEX statements

mysql status Com create_procedure |l ong_counter

mysql status Com create_server | ong_counter

mysql status Com create_table | ong_count er |Count of CREATE TABLE statements

mysql status Com create_trigger | ong_count er

mysql status Com creat e_udf | ong_count er

mysql status Com creat e_user | ong_count er |Count of CREATE USER statements

mysql status Com create_vi ew | ong_count er

mysql status Com deal | oc_sql | ong_count er |Count of DEALLOCATE PREPARE
statements

mysql status Com del ete | ong_count er |Count of DELETE statements

mysql status Com del ete_nul ti | ong_count er |Count of multiple table DELETE state-
ments

mysql status Com do | ong_count er |Count of DO statements

mysql status Com drop_db | ong_count er |Count of DROP DATABASE state-
ments

mysql status Com dr op_event | ong_count er

mysql status Com drop_function | ong_count er |Count of DROP FUNCTION state-
ments

mysql status Com dr op_i ndex | ong_count er |Count of DROP INDEX statements
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mysq status Com dr op_pr ocedur e | ong_count er

mysql status Com dr op_server | ong_count er

mysql status Com drop_tabl e | ong_count er |Count of DROP TABLE statements

mysql status Com drop_trigger | ong_count er

mysq status Com dr op_user | ong_count er |Count of DROP USER statements

mysql status Com drop_vi ew | ong_count er

mysq status Com enpty_query | ong_count er

mysql status Com execut e_sql | ong_count er |Count of EXECUTE statements

mysql status Com fl ush | ong_count er |Count of FLUSH statements

mysql status Com gr ant | ong_count er |Countof GRANT statements

mysq status Com ha_cl ose | ong_count er |Count of HANDLER CLOSE state-
ments

mysq status Com _ha_open | ong_count er |Count of HANDLER OPEN statements

mysq status Com ha_read | ong_count er |Countof HANDLER READ state-
ments

mysql status Com hel p | ong_count er |Count of HELP statements

mysql status Com i nsert | ong_count er |Count of INSERT statements

mysql status Com.insert_sel ect | ong_count er |Countof INSERT SELECT statements

mysql status Com.install _plugin | ong_count er

mysql status Com ki I'l | ong_count er |Countof KILL statements

mysql status Com | oad | ong_count er |Count of LOAD statements

mysql status Com | oad_master _data |l ong_counter |Countof LOAD MASTER DATA
statements

mysq status Com | oad_nmster_table [l ong_counter |Countof LOADMASTER TABLE
statements

mysql status Com | ock_t abl es | ong_count er |Count of LOCK TABLES statements

mysql status Com optim ze | ong_count er |Count of OPTIMIZE statements

mysq status Com prel oad_keys | ong_count er |Count of PRELOAD KEY S statements

mysq status Com prepar e_sql | ong_count er |Count of PREPARE statements

mysql status Com pur ge | ong_count er |Count of PURGE statements

mysq status Com purge_before_date |l ong_counter |[Countof PURGE BEFORE DATE
statements

mysql status Com r el ease_savepoi nt [l ong_counter

mysql status Com renane_t abl e | ong_count er |Count of RENAME TABLE statements

mysq status Com r enane_user | ong_count er

mysql status Com repair | ong_count er |Count of REPAIR statements

mysql status Com r epl ace | ong_count er |Count of REPLACE statements

mysq status Com repl ace_sel ect | ong_count er |Count of REPLACE SELECT state-
ments

mysql status Com r eset | ong_count er |Count of RESET statements

mysql status Com restore_table | ong_count er |Count of RESTORE TABLE state-
ments

mysql status Com r evoke | ong_count er |Count of REVOKE statements

mysql status Com revoke_al | | ong_count er |Count of REVOKE ALL statements

mysql status Com rol | back | ong_count er |Count of ROLLBACK statements

mysql status Com rol | back_to_savep [l ong_counter

oi nt
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mysq status Com savepoi nt | ong_count er |Count of SAVEPOINT statements
mysql status Com sel ect | ong_count er |Count of SELECT statements
mysql status Com set _option | ong_count er |Countof SET OPTION statements
mysql status Com show_aut hor s | ong_count er
mysq status Com show_bi nl og_event |l ong_counter [Countof SHOW BINLOG EVENTS
S statements
mysq status Com show_bi nl ogs | ong_count er |Count of SHOW BINLOGS statements
mysq status Com show_charset s | ong_count er |Count of SHOW CHARSETS state-
ments
mysql status Com show_col I ati ons | ong_count er |Count of SHOW COLLATIONS state-
ments
mysq status Com show_col umm_types |l ong_counter |Countof SHOW COLUMN TYPES
statements
mysql status Com show _contri butors |l ong_counter
mysq status Com show create_db | ong_count er |Count of SHOW CREATE DATA-
BASE statements
mysql status Com show _create_event [l ong_counter
mysq status Com show create_func | ong_count er
mysql status Com show create_proc |l ong_counter
mysql status Com show create_table |l ong _counter |Countof SHOW CREATE TABLE
Sstatements
mysql status Com show create_trigg |l ong_counter
er
mysql status Com show_dat abases | ong_count er |Count of SHOW DATABASES state-
ments
mysq status Com show_engi ne_| ogs |l ong_count er
mysq status Com show_engi ne_nut ex [l ong_counter
mysq status Com show_engi ne_statu |l ong_counter
s
mysq status Com show_errors | ong_count er |Count of SHOW ERRORS statements
mysq status Com show_event s | ong_count er
mysql status Com show fi el ds | ong_count er |Count of SHOW FIELDS statements
mysq status Com show _function_sta [l ong_counter
tus
mysql status Com show_grants | ong_count er |Count of SHOW GRANTS statements
mysq status Com show_i nnodb_statu [l ong_counter |Countof SHOW INNODB STATUS
S statements
mysql status Com show_keys | ong_count er |Count of SHOW KEY S statements
mysql status Com show | ogs | ong_count er |Countof SHOW LOGS statements
mysq status Com show nmaster_statu [l ong_counter |Countof SHOW MASTER STATUS
s statements
mysql status Com show ndb_st at us | ong_count er |Count of SHOW NDB STATUS state-
ments
mysql status Com show _new _nast er | ong_count er |Count of SHOW NEW MASTER
statements
mysq status Com show_open_t abl es |l ong_counter |Countof SHOW OPEN TABLES
statements
mysq status Com show_pl ugi ns | ong_count er
mysql status Com show _pri vi |l eges | ong_count er |Count of SHOW PRIVILEGES state-
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ments
mysql status Com show_procedure_st |l ong_counter
at us
mysql status Com show_pr ocessl i st | ong_count er |Count of SHOW PROCESSLIST state-
ments
mysq status Com show profile | ong_count er
mysq status Com show _profiles | ong_count er
mysq status Com show_sl ave_hosts |l ong_counter |Countof SHOW SLAVE HOSTS
statements
mysq status Com show_sl ave_status |l ong_counter |Countof SHOW SLAVE STATUS
statements
mysql status Com show_st at us | ong_count er |Count of SHOW STATUS statements
mysql status Com show_storage_engi |l ong_counter |Countof SHOW STORAGE EN-
nes GINES statements
mysql status Com show_t abl e_status [l ong_counter
mysq status Com show_t abl es | ong_count er |Count of SHOW TABLES statements
mysql status Com show _triggers | ong_count er |Count of SHOW TRIGGERS state-
ments
mysq status Com show_vari abl es | ong_count er |Count of SHOW VARIABLES state-
ments
mysql status Com_show_war ni ngs | ong_count er |Count of SHOW WARNINGS state-
ments
mysq status Com sl ave_start | ong_count er |Countof SLAVE START statements
mysq status Com sl ave_st op | ong_count er |Count of SLAVE STOP statements
mysq status Com stnt_cl ose | ong_count er |Countof STATEMENT CLOSE state-
ments
mysq status Com st nt _execute | ong_count er |Countof STATEMENT EXECUTE
statements
mysql status Com stnt _fetch | ong_count er |Countof STATEMENT FETCH state-
ments
mysql status Com st nt _prepare | ong_count er |Countof STATEMENT PREPARE
statements
mysql status Com st nt_reprepare | ong_count er
mysql status Com stnt _reset | ong_count er |Countof STATEMENT RESET state-
ments
mysq status Com stnt_send_| ong_da [l ong_counter |Countof STATEMENT SEND LONG
ta DATA statements
mysq status Com truncate | ong_count er |Count of TRUNCATE statements
mysql status Com uninstall _plugin [l ong_counter
mysq status Com unl ock_t abl es | ong_count er |Countof UNLOCK TABLES state-
ments
mysql status Com updat e | ong_count er |Count of UPDATE statements
mysql status Com update_nul ti | ong_count er |Count of multiple UPDATE statements
mysq status Com xa_conmi t | ong_count er |Countof XA COMMIT statements
mysq status Com xa_end | ong_count er |Countof XA END statements
mysq status Com xa_prepare | ong_count er |Countof XA PREPARE statements
mysq status Com xa_r ecover | ong_count er |Count of XA RECOVER statements
mysq status Com xa_rol | back | ong_count er |Countof XA ROLLBACK statements
mysql status Com xa_start | ong_count er |Count of XA START statements
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mysq status Conpr essi on string General .Features
mysql status Connecti ons | ong_count er |Thenumber of connection attempts
mysql status Cre- | ong_count er |Genera.Temporary
ated_t np_di sk_t abl es
mysql status Created_tnp_files | ong_count er |How many temporary files mysgld has
created
mysq status Created_tnp_tables | ong_count er |How many temporary tables mysqld
has created
mysq status Del ayed_errors | ong_count er |Performance.Delayed
mysq status Del ayed_i nsert _thread |l ong The number of INSERT DELAYED
S thread handlersin use
mysql status Del ayed_writes | ong_count er |Thenumber of INSERT DELAYED
rows written
mysq status di spl aynane string The display name of the server in the
Dashboard
mysql status FI ush_conmands | ong_count er |Thenumber of FLUSH statements ex-
ecuted
mysql status gr oupnamne string The name of the group to which the
server belongs
mysq status Handl er _commi t | ong_count er |Thenumber of internal COMMIT
statements
mysql status Handl er _del ete | ong_count er |The number of times that rows have
been deleted from tables
mysql status Handl er _di scover | ong_count er |Indicates the number of times that
tables have been discovered
mysql status Handl er _prepare | ong_count er |A counter for the prepare phase of two-
phase commit operations
mysq status Handl er _read_first | ong_count er |Thenumber of timesthefirst entry was
read from an index
mysq status Handl er _read_key | ong_count er |Thenumber of requeststo read arow
based on akey
mysq status Handl er _r ead_next | ong_count er |Thenumber of requests to read the next
row in key order
mysq status Handl er _read_prev | ong_count er |Thenumber of requeststo read the pre-
vious row in key order
mysq status Handl er _read_rnd | ong_count er |Thenumber of requeststo read arow
based on afixed position
mysq status Handl er _read_rnd_next |l ong_counter |Thenumber of requeststo read the next
row in the datafile
mysql status Handl er _rol | back | ong_count er |Miscellaneous.Handler
mysq status Handl er _savepoi nt | ong_count er |Thenumber of requests for a storage
engine to place a savepoint
mysq status Hand- | ong_count er |Thenumber of requests for a storage
| er _savepoint_rol | bac engineto roll back to a savepoint
k
mysql status Handl er _updat e | ong_count er |Thenumber of requests to update arow
inatable
mysq status Handl er _write | ong_count er |The number of requeststo insert arow
inatable
mysql status I n- | ong The number of pages containing data

nodb_buf f er _pool _page
s_data

(dirty or clean)
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mysq status I n- | ong The number of pages currently dirty
nodb_buf fer _pool _page
s_dirty

mysq status I n- | ong_count er |Thenumber of buffer pool page-flush
nodb_buf fer_pool page requests
s _flushed

mysql status I n- | ong The number of buffer pool pages free
nodb_buf f er _pool _page
s_free

mysql status I n- | ong The number of latched pagesin In-
nodb_buffer_pool page noDB buffer pool
s_latched

mysq status I n- | ong Performance.lnnoDB
nodb_buf f er _pool _page
s_msc

mysq status I n- | ong Thetotal size of the buffer pool, in
nodb_buffer_pool _page pages
s_total

mysq status I n- | ong_count er |Thenumber of random read-aheadsini-
nodb_buf f er_pool _read tiated by InnoDB
_ahead_rnd

mysq status I n- | ong_count er |Thenumber of sequential read-aheads
nodb_buffer_pool _read initiated by InnoDB
_ahead_seq

mysql status I n- | ong_count er |Thenumber of logical read requests In-
nodb_buf f er _pool _read noDB has done
_requests

mysql status I n- | ong_count er |Performance.lInnoDB
nodb_buffer_pool _read
s

mysq status I n- | ong_count er |Counts number of waits for pages to be
nodb_buf f er _pool _wai t flushed
_free

mysq status I n- | ong_count er |Thenumber of writes done to the buf-
nodb_buf f er _pool _writ fer pool
e_requests

mysq status I nnodb_data_fsyncs | ong_count er |The number of fsync() operations so far

mysq status I n- | ong The current number of pending fsync()
nodb_dat a_pendi ng_f sy operations
ncs

mysq status I n- | ong The current number of pending reads
nodb_dat a_pendi ng_rea
ds

mysq status I n- | ong The number of pending writes
nodb_dat a_pendi ng_wri
tes

mysq status I nnodb_dat a_r ead | ong_count er |Theamount of dataread so far, in bytes

mysq status I nnodb_dat a_r eads | ong_count er |Thetotal number of datareads

mysq status I nnodb_data writes | ong_count er |Thetotal number of datawrites

mysql status I nnodb_data_written | ong_count er |Theamount of datawritten in bytes

mysql status I n- | ong_count er |The number of doublewrite pages that
nodb_dbl wr _pages_wri t have been written
ten

mysql status I nnodb_dbl wr_writes | ong_count er |Thenumber of doublewrite operations
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that have been performed
mysql status I nnodb_I| og_waits | ong_count er |Performance.lnnoDB
mysql status I n- | ong_count er |Thenumber of log write requests
nodb_| og_ write_reques
ts
mysql status I nnodb_| og_writes | ong_count er |Thenumber of physical writesto the
log
mysq status I nnodb_os_| og_fsyncs |l ong_counter |Thenumber of fsync() writesdoneto
thelog file
mysql status I n- | ong The number of pending log file fsync()
nodb_os_| og_pendi ng_f operations
syncs
mysql status I n- | ong The number of pending log file writes
nodb_os_| og_pendi ng_w
rites
mysql status I nnodb_os_log_witten |l ong_counter |Thenumber of byteswrittentothelog
file
mysq status I nnodb_page_si ze | ong The compiled-in InnoDB page size
mysql status I nnodb_pages_created |l ong_count er |Thenumber of pages created
mysq status I nnodb_pages_r ead | ong_count er |Thenumber of pages read
mysql status I nnodb_pages_witten |l ong_counter |Thenumber of pageswritten
mysql status I n- | ong The number of row locks currently be-
nodb_row | ock_current ing waited for
_waits
mysql status I nnodb_row_| ock_time |l ong_counter |Thetota time spentinacquiring row
locks, in milliseconds
mysq status I n- | ong The average timeto acquire arow lock,
nodb_row | ock_tinme_av in milliseconds
9
mysql status I n- | ong The maximum time to acquire arow
nodb_row_| ock_ti nme_na lock, in milliseconds
X
mysql status I nnodb_row_| ock_wai ts |l ong_counter |Thenumber of timesarow lock had to
be waited for
mysq status I nnodb_r ows_del et ed | ong_count er |Thenumber of rows deleted from In-
noDB tables
mysq status I nnodb_rows_inserted | ong_count er |The number of rowsinserted into In-
noDB tables
mysql status I nnodb_r ows_r ead | ong_count er |Thenumber of rows read from InnoDB
tables
mysql status | nnodb_r ows_updat ed | ong_count er |Thenumber of rowsupdatedin In-
noDB tables
mysql status Key_bl ocks_not _fl ushe [l ong Performance.Keys
d
mysq status Key_bl ocks_unused | ong The number of unused blocksin the
key cache
mysql status Key_bl ocks_used | ong The number of used blocks in the key
cache
mysql status Key_read_requests | ong_count er |Thenumber of requeststo read a key
block from the cache
mysq status Key_reads | ong_count er |Thenumber of physical reads of akey

block from disk
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mysq status Key_write_requests | ong_count er |Thenumber of requests to write akey
block to the cache
mysq status Key writes | ong_count er |Thenumber of physical writes of akey
block to disk
mysq status Last _query_cost | ong Performance.Cost
mysql status Max_used_connections |l ong Networking.Overview
mysql status Not _fl ushed_del ayed_r [l ong The number of rows waiting to be writ-
ows tenin INSERT DELAY queues
mysq status Open_files | ong The number of filesthat are open
mysq status Open_streans | ong The number of streams that are open
(used mainly for logging)
mysql status Open_table_definition |l ong
s
mysq status Open_t abl es | ong The number of tables that are open
mysql status Opened_files | ong_count er
mysq status Opened_t abl e_definiti [l ong_counter
ons
mysq status Opened_t abl es | ong_count er |Thenumber of tables that have been
opened
mysq status Prepared_stnt_count | ong The current number of prepared state-
ments
mysq status Qcache_free_bl ocks | ong The number of free memory blocksin
the query cache
mysql status Qcache_free_nenory | ong The amount of free memory for the
query cache
mysql status Qcache_hits | ong_count er |Thenumber of query cache hits
mysq status Qcache_inserts | ong_count er |Thenumber of query cache inserts
mysql status Qcache_| owrem prunes |l ong_count er |Performance.Query Cache
mysql status cache_not _cached | ong_count er |Performance.Query Cache
mysql status Qcache_queries_in_cac |l ong The number of queries registered in the
he query cache
mysq status Qcache_t ot al _bl ocks | ong The total number of blocksin the query
cache
mysql status Questions | ong_count er |Thenumber of statements that clients
have sent to the server
mysql status Rpl _status | ong The status of fail-safe replication (not
yet implemented)
mysq status Select _full _join | ong_count er |Performance.Selects
mysq status Se- | ong_count er |Thenumber of joinsthat used arange
lect_full _range join search on areference table
mysql status Sel ect _range | ong_count er |Thenumber of joinsthat used ranges
on thefirst table
mysq status Sel ect _range_check | ong_count er |Thenumber of joinswithout keys that
check for key usage after each row
mysql status Sel ect _scan | ong_count er |Thenumber of joinsthat did afull scan
of thefirst table
mysql status Sl ave_open_tenp_table |l ong Networking.Replication
s
mysql status Slave _retried_transac |l ong_counter |Networking.Replication
tions
mysq status Sl ave _running string ThisisON if this server isadave that
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is connected to a master
mysql status Sl ow_| aunch_t hr eads | ong_count er |Performance.Slow Items
mysql status Sl ow_queri es | ong_count er |Thenumber of queriesthat have taken
more than long_query_time seconds
mysql status Sort _nerge_passes | ong_count er |Thenumber of merge passes that the
sort algorithm has had to do
mysql status Sort _range | ong_count er |Thenumber of sorts that were done us-
ing ranges
mysq status Sort_rows | ong_count er |Thenumber of sorted rows
mysq status Sort_scan | ong_count er |The number of sortsthat were done by
scanning the table
mysql status Ss| _accept _renegotiat |l ong_counter |Thenumber of renegotiates needed to
es establish the connection
mysq status Ssl _accepts | ong_count er |Thenumber of attempted SSL connec-
tions
mysql status Ssl| _cal | back_cache_hi |l ong_count er |Thenumber of callback cache hits
ts
mysq status Ssl _ci pher string SSL cipher to use (implies --sdl)
mysql status Ssl _ci pher_li st string Thelist of SSL cipher strings
mysq status Ssl _client_connects | ong_count er |Thenumber of attempted connections
to an SSL enabled master
mysq status Ssl _connect _renegotia |l ong_counter [Number of renegotiates needed to con-
tes nect to an SSL-enabled master
mysql status Ssl _ctx_verify depth [long The SSL context verification depth
mysql status Ssl _ctx_verify_ node | ong The SSL certificate verification mode
used by the server
mysq status Ssl _defaul t _ti nmeout | ong The SSL default timeout
mysql status Ssl _finished_accepts |l ong_counter |Thenumber of successful SSL connec-
tions to the server
mysq status Ssl _fini shed_connects |l ong_counter |Thenumber of successful SSL slave
connections to the server
mysq status Ssl _session_cache_hit [l ong_counter |Thenumberof SSL session cache hits
s
mysq status Ssl _session_cache_m s [l ong_counter |Thenumber of SSL session cache
ses misses
mysql status Ssl _sessi on_cache_nod (string The SSL session cache mode
e
mysq status Ssl _sessi on_cache_ove |l ong_counter |Thenumber of SSL cache overflows
rflows
mysq status Ssl _sessi on_cache_siz |l ong The size of the SSL session cache
e
mysql status Ssl _session_cache_tim [l ong_count er |Thenumber of session cache timeouts
eouts
mysq status Ssl _sessi ons_reused | ong The number of SSL sessions from the
cache that were reused
mysql status Ssl _used_session_cach |l ong The number of SSL session cache
e entries entries used
mysql status Ssl _verify_depth | ong Depth of verification for replication
SSL connections
mysql status Ssl _verify_node | ong Mode of veritifaction for replication

SSL connections
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mysq status Ssl _version string The SSL version number

mysql status Tabl e_| ocks_i mredi at e |l ong_count er |The number of timesthat atable lock
was acquired immediately

mysql status Tabl e_| ocks_wai t ed | ong_count er |Performance.Locks

mysql status Tc_l og_max_pages_used |l ong General.Logging

mysql status Tc_| og_page_si ze | ong General.Logging

mysq status Tc_l og_page_waits | ong General.Logging

mysq status Thr eads_cached | ong The number of threads in the thread
cache

mysql status Thr eads_connect ed | ong The number of currently open connec-
tions

mysq status Thr eads_creat ed | ong_count er |Thenumber of threads created to
handle connections

mysql status Thr eads_r unni ng | ong The number of threads that are not
sleeping

mysq status Upti me | ong The number of seconds the server has
been up

mysq strong_privileges user string

mysq table num r ows | ong MySQL Network.Table Data

mysql table tabl e_aut o_i ncrenment | ong The next AUTO_INCREMENT value

mysql table table_avg row |l ength [l ong The average row length

mysql table tabl e_col l ation string The table's character set and collation

mysq table t abl e_conmment string The table comment

mysql table table_create_tine string When the data file was created

mysql table tabl e _data free | ong The number of allocated but unused
bytes

mysql table tabl e_data_l ength | ong The length of the datafile

mysq table t abl e_engi ne string The storage engine used by atable

mysql table tabl e_i ndex_I| engt h | ong The length of the index file

mysq table tabl e_max_data_l ength |l ong The maximum length of the datafile

mysql table t abl e_nane string The name of atable

mysq table tabl e_row f ormat string The row storage format (Fixed, Dy-
namic, Compressed, Redundant, Com-
pact)

mysql table tabl e_version | ong ;I;lh:version number of the table's .frm

mysq tablestatus Aut o_i ncrenent | ong The next AUTO_INCREMENT value

mysql tablestatus Avg_row_| ength | ong The average row length

mysql tablestatus Check_time string When the table was last checked

mysq tablestatus Checksum string The live checksum value (if any)

mysql tablestatus Col | ati on string The table's character set

mysql tablestatus Coment string The comment used when creating the
table

mysq tablestatus Create_options string Extra options used with CREATE TA-
BLE

mysql tablestatus Create_tine string When the table was created

mysq tablestatus Data_free | ong The number of alocated but unused

bytes
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mysq tablestatus Dat a_l ength | ong The length of the data file
mysql tablestatus Engi ne string The storage engine for the table
mysql tablestatus I ndex_| ength | ong The length of the index file
mysql tablestatus Max_dat a_l ength | ong The maximum length of the datafile
mysq tablestatus Narme string The table name
mysql tablestatus Row_f or mat string The row storage format (Fixed, Dy-
namic, Compressed, Redundant, Com-
pact).
mysql tablestatus Rows | ong The number of rowsin the table
mysql tablestatus Update_time string When the data file was last updated
mysql tablestatus Ver si on | ong The version number of the table's .frm
file.
mysq test_database Dat abase (test) string
mysq transac- transac- | ong
tions_in_seria_log tions_in_serial _|og
mysq trigger_with_select star |trigger _defn string
mysql user_on_missing_db db_nane string
mysql user_on_missing_db user string
mysq variables aut o_i ncrenment _i ncrem |l ong Auto-increment columns are incremen-
ent ted by thisvalue
mysql variables auto_increnent _offset |l ong Offset added to Auto-increment
columns
mysq variables aut oconmi t string
mysql variables aut omat - string Creating and dropping stored proced-
ic_sp_privileges ures alters ACLs
mysq variables back_| og | ong The number of outstanding connection
requests MySQL can have
mysql variables basedir string General.Directories/ Files
mysql variables bi g_t abl es string
mysql variables bi nl og_cache_si ze | ong Memory.Caches
mysql variables bi nl og_f or mat string
mysq variables bul k_insert_buffer_si [l ong Size of tree cache used in bulk insert
ze optimization
mysql variables character_set _client string Current client character set
mysql variables charac- string Current connection character set
ter_set_connection
mysq variables char ac- string The character set used by the default
ter_set_dat abase database
mysql variables char ac- string Set the file system character set
ter_set_filesystem
mysq variables character_set_results (string Current result character set
mysql variables character_set_server string SQL.Charsets
mysql variables character_set_system |(string The character set used by the server for
storing identifiers
mysql variables character_sets_dir string Directory where character sets are
mysq variables coll ati on_connection (string The collation of the connection
mysql variables col | ati on_dat abase string The collation used by the default data-
base
mysql variables col | ation_server string Set the default collation
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mysq variables conpl etion_type | ong Default completion type
mysql variables concurrent _insert string Use concurrent insert with MylSAM
mysql variables connect _ti nmeout | ong Connections.Overview
mysql variables dat adi r string Path to the database root
mysq variables dat e_f or mat string The DATE format (For future)
mysql variables dat eti nme_f or mat string The DATETIME/TIMESTAMP format
(for future)
mysq variables def aul t _week_f or mat | ong The default week format used by
WEEK () functions
mysql variables del ay_key_wite string Type of DELAY_KEY_WRITE
mysq variables del ayed_insert _limt | ong General .Performance
mysq variables del ayed_insert _timeou [l ong General .Performance
t
mysq variables del ayed_queue_si ze | ong Genera .Performance
mysql variables di v_precision_increne [long SQL.Formats
nt
mysql variables en- string Push supported query conditions to the
gi ne_condi ti on_pushdo storage engine
wn
mysql variables error_count | ong
mysql variables event _schedul er string
mysql variables expi re_|l ogs_days | ong General .Miscellaneous
mysq variables flush string Flush tables to disk between SQL com-
mands
mysq variables flush_tine | ong A dedicated thread is created to flush
all tables at the given interval
mysql variables forei gn_key_checks string
mysql variables ft _bool ean_synt ax string List of operatorsfor MATCH ...
AGAINST ( ... IN BOOLEAN MODE)
mysq variables ft_max_word_| en | ong SQL.Full Text Search
mysql variables ft_mn_word_| en | ong SQL.Full Text Search
mysql variables ft_query_expansion_li [long Number of best matches to use for
m t guery expansion
mysq variables ft_stopword_file string Use stopwords from thisfile instead of
built-in list
mysql variables general | og string
mysql variables general log file string
mysql variables group_concat _nmax_len [l ong The maximum length of the result of
function group_concat
mysql variables have_ar chi ve string Whether mysqgld supports archive
tables
mysq variables have_bdb string Is Berkeley DB supported
mysq variables have_bl ackhol e_engi ne |string Whether mysqgld supports BLACK-
HOLE tables
mysql variables have_community_featur |string
es
mysq variables have_conpress string Availahility of the zlib compression
library
mysql variables have_crypt string Availability of the crypt() system call
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mysq variables have_csv string Whether mysqgld supports csv tables
mysql variables have_dynami c_| oading |string Whether mysqgld supports dynamic
loading of plugins
mysql variables have_exanpl e_engi ne string Whether mysgld supports EXAMPLE
tables
mysql variables have_f ederated_engi ne |string Whether mysgld supports FEDER-
ATED tables
mysql variables have_geonetry string Whether mysgld supports spatial data
types
mysql variables have_i nnodb string Whether mysqgld supports InnoDB
tables
mysq variables have_i sam string Whether mysqgld supports isam tables
mysql variables have_rmer ge_engi ne string Whether mysqgld supports merge tables
mysq variables have_ndbcl ust er string Whether mysqgld supports NDB Cluster
tables
mysql variables have_openssl string Whether mysgld supports ssl connec-
tions
mysql variables have_partitioning string
mysq variables have_query_cache string Whether mysqgld supports query cache
mysql variables have_raid string Whether mysgld supports the RAID
option
mysq variables have_rtree_keys string General .Features
mysq variables have_ssl string Whether the server supports an SSL
connection
mysql variables have _synl i nk string Is symboalic link support enabled
mysq variables host nane string The name of the server host
mysq variables identity | ong
mysq variables i nit_connect string Command(s) that are executed for each
new connection
mysql variables init file string Read SQL commands from thisfile at
startup
mysq variables init_slave string Command(s) that are executed when a
slave connects to a master
mysql variables in- string
nodb_adaptive_hash_in
dex
mysq variables in- | ong Memory.Buffers
nodb_addi ti onal _mem p
ool _size
mysq variables in- | ong Data file autoextend increment in
nodb_aut oext end_i ncre megabytes
nment
mysql variables in- | ong
nodb_aut oi nc_| ock_nod
e
mysql variables in- | ong Memory.Buffers
nodb_buf fer_pool _awe_
mem nb
mysq variables in- | ong Memory.Buffers
nodb_buf fer_pool _size
mysql variables i nnodb_checksuns string Enable InnoDB checksums validation
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mysq variables in- | ong Helps in performance tuning in heavily
nodb_conmi t _concurren concurrent environments
cy
mysq variables in- | ong Table Types.InnoDB
nodb_concurrency_tick
ets
mysql variables i nnodb_data_file_path |string Path to individual files and their sizes
mysql variables i nnodb_dat a_hone_di r string The common part for InnoDB table
spaces
mysql variables i nnodb_doubl ewite string Enable InnoDB doublewrite buffer
mysq variables i nnodb_f ast _shutdown |l ong Speeds up the shutdown process of the
InnoDB storage engine
mysql variables in- | ong Number of file 1/O threadsin InnoDB
nodb_file_io_threads
mysq variables innodb_file_per_table |string Stores each InnoDB table to an .ibd file
in the database dir
mysql variables in- | ong Table Types.InnoDB
nodb_flush_l og_at _trx
_conmmi t
mysq variables i nnodb_f | ush_net hod string With which method to flush data
mysql variables i nnodb_f orce_recovery |l ong Table Types.InnoDB
mysq variables in- | ong Table Types.InnoDB
nodb_| ock_wai t _ti neou
t
mysql variables in- string Table Types.InnoDB
nodb_| ocks_unsafe for
_binlog
mysql variables i nnodb_l og_arch_dir string Where full logs should be archived
mysq variables i nnodb_I| og_archi ve string Set to 1 if you want to have logs
archived
mysql variables in- | ong General.Logs
nodb_| og_buf fer_si ze
mysql variables innodb_l og_file_size |long Size of each log filein alog group
mysql variables in- | ong General.Logs
nodb log files_in_gro
up
mysq variables in- string Path to InnoDB log files
nodb_| og_group_hone_d
ir
mysq variables in- | ong Percentage of dirty pages allowed in
nodb_max_dirty_pages_ bufferpool
pct
mysql variables i nnodb_max_purge _lag |l ong Desired maximum length of the purge
gueue (0 = no limit)
mysql variables in- | ong Number of identical copies of log
nodb_mirrored_l og_gro groups we keep for the database
ups
mysql variables i nnodb_open_files | ong The maximum number of filesthat In-
noDB keeps open at the same time
mysql variables in- string Unknown.Unknown
nodb_rol | back_on_tinme
out
mysql variables i nnodb_support _xa string Enable InnoDB support for the XA
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two-phase commit
mysql variables in- | ong Count of spin-loop roundsin InnoDB
nodb_sync_spi n_| oops mutexes
mysql variables i nnodb_t abl e_| ocks string Enable InnoDB locking in LOCK
TABLES
mysql variables in- | ong Table Types.InnoDB
nodb_t hread_concurren
cy
mysql variables in- | ong Table Types.InnoDB
nodb_t hread_sl eep_del
ay
mysql variables insert_id | ong
mysql variables interactive_tineout | ong Connections.Overview
mysql variables j oi n_buffer_size | ong The size of the buffer that is used for
full joins
mysql variables keep _files_on_create |string
mysql variables key_buffer_size | ong The size of the buffer used for index
blocksfor MylSAM tables
mysq variables key cache_age_t hresho [l ong Memory.Caches
Id
mysql variables key_cache_bl ock_size |l ong The default size of key cache blocks
mysql variables key cache division_li [long The minimum percentage of warm
m t blocksin key cache
mysql variables | anguage string Client error messagesin given lan-
guage. May be given as afull path
mysq variables | arge_fil es_support string Whether large files are supported
mysql variables | ar ge_page_si ze | ong General .Features
mysql variables | ar ge_pages string Enable support for large pages
mysq variables last _insert_id | ong
mysq variables I c_time_nanes string Genera .Miscellaneous
mysql variables I'icense string Type of license for the server
mysq variables local _infile string Enable/disable LOAD DATA LOCAL
INFILE (takes values 1|0)
mysql variables | ocked_i n_menory | ong Whether mysgld is locked in memory
with --memlock
mysql variables | og string Log connections and queriesto file
mysql variables | og_bin string Enables binary log
mysql variables log_bin_trust_functio |string General .Logs
n_creators
mysq variables |l og_bin_trust_routine |string (deprecated) Use log-
_Ccreators bin-trust-function-creators
mysql variables | og_error string Error log file
mysql variables | og_out put string
mysq variables | og_queries_not _using |string General.Logs
_indexes
mysql variables | og_sl ave_updat es string General.Logs
mysq variables | og_sl ow queries string General.Logs
mysql variables | og_update string General .Logs
mysql variables | og_war ni ngs | ong Log some not critical warningsto the

log file
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mysq variables | ong_query_tine | ong General.Performance
mysql variables |l ow priority_updates |[string INSERT/DELETE/UPDATE has lower
priority than selects
mysql variables | ower _case_file_syste |string General .Features
m
mysq variables | ower _case_t abl e_nane [l ong SQL.Overview
s
mysql variables max_al | owed_packet | ong Max packetlength to send/receive from
to server
mysql variables max_bi nl og_cache_si ze [l ong General.Logs
mysql variables mex_bi nl og_si ze | ong General.Logs
mysql variables nmax_connect _errors | ong Connections.Overview
mysql variables max_connecti ons | ong The number of simultaneous clients al-
lowed
mysql variables max_del ayed_t hr eads | ong General .Performance
mysq variables max_error_count | ong Max number of errors/warnings to
store for a statement
mysq variables max_heap_t abl e_si ze | ong Don't alow creation of heap tables big-
ger than this
mysql variables max_i nsert_del ayed_th |l ong Thisvariable is a synonym for
r eads max_delayed_threads
mysq variables max_j oi n_si ze | ong General .Performance
mysql variables max_| engt h_for_sort_d |l ong Max number of bytes in sorted records
ata
mysql variables max_prepared_stnt _cou |l ong Maximum number of prepared state-
nt mentsin the server
mysq variables max_rel ay_| og_si ze | ong General.Logs
mysql variables max_seeks_for_key | ong Limit assumed max number of seeks
when looking up rows based on akey
mysq variables max_sort_length | ong The number of bytes to use when sort-
ing BLOB or TEXT values
mysql variables max_sp_recursion_dept |l ong Maximum stored procedure recursion
h depth
mysq variables max_t nmp_t abl es | ong Maximum number of temporary tables
aclient can keep open at atime
mysql variables max_user _connections |l ong Connections.Overview
mysq variables max_write_ | ock_count | ong After this many write locks, allow
some read locks to run in between
mysql variables m n_exam ned_row_|im [l ong
t
mysql variables mul ti _range_count | ong General.Performance
mysql variables nyi s- | ong Default pointer size to be used for My-
am dat a_poi nter_si ze ISAM tables
mysql variables nyis- | ong Deprecated option
am mex_extra_sort_fil
e_size
mysql variables nyi s- | ong Table Types.MylSAM
am max_sort _file_size
mysq variables nyi s- string The value of the --myisam-recover op-
am recover _options tion
mysq variables nyi sam repair_threads [l ong Table Types.MylSAM
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mysq variables nyi s- | ong Memory.Buffers
am sort_buffer_size
mysql variables nyi sam st at s_net hod string Specifies how MylSAM index statistics
collection code should treat NULLs
mysql variables nyi sam use_nmap string
mysql variables named_pi pe string Indicates whether the server supports
connections over named pipes
mysq variables net _buffer_length | ong Buffer length for TCP/IP and socket
communication
mysql variables net _read_ti meout | ong Connections.Networking
mysql variables net retry_count | ong Connections.Networking
mysql variables net_write_tineout | ong Connections.Networking
mysql variables new string Use very new, possibly 'unsafe' func-
tions
mysql variables old string
mysq variables old_alter_table string
mysql variables ol d_passwor ds string Use old password encryption method
(needed for 4.0 and older clients)
mysq variables open_files_ limt | ong Genera .Directories/ Files
mysql variables optim zer_prune_| evel [long General .Features
mysql variables optim | ong Maximum depth of search performed
i zer _search_depth by the query optimizer
mysql variables pid_file string Pid file used by safe_mysgld
mysql variables pl ugi n_dir string
mysq variables port | ong Port number to use for connection
mysq variables prel oad_buffer_size | ong The size of the buffer that is allocated
when preloading indexes
mysql variables prepared_stnt _count | ong The current number of prepared state-
ments
mysq variables prot ocol _version | ong The version of the client/server pro-
tocol used by the MySQL server
mysql variables pseudo_thread_id | ong
mysq variables query_al l oc_bl ock_siz |l ong Allocation block size for query parsing
e and execution
mysql variables query_cache_limt | ong Don't cache results that are bigger than
this
mysql variables query_cache_mn_res_u [l ong Memory.Caches
nit
mysql variables query_cache_si ze | ong The memory dlocated to store results
from old queries
mysq variables query_cache_type string Query cachetype
mysql variables query_cache_wl ock_inv [string Invalidate queries in query cache on
al i date LOCK for write
mysq variables query_preall oc_size | ong Persistent buffer for query parsing and
execution
mysql variables rand_seedl | ong
mysq variables rand_seed?2 | ong
mysql variables range_al l oc_bl ock_siz |l ong Allocation block size for storing ranges
e during optimization
mysq variables read_buffer_size | ong Memory.Buffers
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mysql variables read_only string leakeall nontemporary tables read
only
mysql variables read_rnd_buffer_size |long Memory.Buffers
mysql variables relay_| og string
mysql variables relay_| og_i ndex string
mysql variables relay_log_info_file string
mysql variables rel ay_| og_purge string Determines whether relay logs are
purged
mysql variables relay_l og_space_linmt |long IMaximum spaceto usefor al relay
0gs
mysql variables report _host string
mysql variables report_password string
mysql variables report_port | ong
mysql variables report _user string
mysql variables rpl _recovery_rank | ong Not used
mysql variables secure_auth string Disallow authentication for accounts
that have old (pre-4.1) passwords
mysql variables secure_file_priv string Unknown.Unknown
mysql variables server _id | ong Genera .Overview
mysql variables shar ed_menory string Whether the server allows shared-
memory connections
mysql variables shared_nenory_base_na (string The name of shared memory to use for
ne shared-memory connections
mysql variables ski p_external _| ocking (string Skip system (external) locking
mysql variables ski p_net wor ki ng string Don't allow connection with TCP/IP
mysql variables ski p_show _dat abase string Don't allow 'SHOW DATABASE'
commands
mysql variables sl ave_conpressed_prot (string Use compression on master/slave pro-
ocol tocol
mysql variables sl ave_exec_node string
mysql variables sl ave_| oad_t npdi r string General .Replication
mysql variables sl ave_net _ti neout | ong Connections.Networking
mysql variables sl ave_skip_errors string Genera .Replication
mysql variables s! ave_transaction_ret |l ong Genera .Replication
ries
mysql variables sl ow_| aunch_ti me | ong General .Performance
mysql variables sl ow_query_| og string
mysql variables sl ow_query_log_file string
mysql variables socket string Socket file to use for connection
mysql variables sort_buffer_size | ong Each thread that needs to do a sort al-
locates a buffer of thissize
mysql variables sqgl _auto_is_nul | string
mysql variables sqgl _big_sel ects string General .Features
mysql variables sqgl _big_tables string
mysql variables sqgl _buffer_result string
mysql variables sql _l og_bin string
mysql variables sql _l og_of f string
mysql variables sql _| og_updat e string
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mysql variables sql _low priority_upda (string
tes
mysql variables sqgl _max_j oi n_si ze | ong
mysql variables sqgl _node string Set the SQL server mode
mysql variables sqgl _notes string If set to 1, warnings of Note level are
recorded
mysql variables sql _quote_show create (string
mysql variables sql _saf e_updat es string
mysql variables sqgl _select_limt | ong
mysql variables sqgl _sl ave_ski p_counte [l ong
r
mysql variables sql _war ni ngs string Genera .Miscellaneous
mysql variables ssl _ca string CA filein PEM format (check
OpenSSL docs, implies --sdl)
mysql variables ssl _capath string CA directory (check OpenSSL docs,
implies --sg)
mysql variables ssl _cert string X509 certification in PEM format
(implies --sdl)
mysql variables ssl _ci pher string SSL cipher to use (implies --sdl)
mysql variables ssl _key string X509 key in PEM format (implies ssl)
mysql variables st orage_engi ne string The default storage engine
mysql variables sync_bi nl og | ong Synchronously flush binary log to disk
after every #th event
mysql variables sync_frm string Sync .frm to disk on create. Enabled by
default
mysql variables sync_replication | ong Deprecated
mysql variables sy_ntczj_r eplication_slav [long Deprecated
e_i
mysql variables sync_replication_tine |[long Deprecated
out
mysql variables systemtine_zone string The server system time zone
mysql variables tabl e_cache | ong Deprecated; use --table_open_cachein-
stead
mysql variables ta- | ong
bl e _definition_cache
mysql variables ta- | ong Genera .Miscellaneous
bl e_| ock_wai t _ti nmeout
mysql variables t abl e_open_cache | ong
mysql variables tabl e_type string A synonym for storage_engine
mysql variables t hread_cache_si ze | ong How many threads we should keep in a
cache for reuse
mysql variables t hread_handl i ng string
mysql variables t hread_st ack | ong The stack size for each thread
mysql variables tinme_format string The TIME format (for future)
mysql variables tine_zone string The current time zone.
mysql variables ti med_mut exes string General .Miscellaneous
mysql variables ti nestanp | ong
mysql variables tnp_t abl e_si ze | ong Memory.Overview
mysql variables t mpdi r string Path for temporary files
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mysq variables transac- | ong Allocation block size for transactions
tion_all oc_bl ock_size to be stored in binary log
mysql variables transac- | ong Persistent buffer for transactionsto be
tion_prealloc_size stored in binary log
mysq variables tx_isolation string The default transaction isolation level
mysq variables uni que_checks string
mysql variables updat - string SQL.Overview
able views with limt
mysq variables ver si on string Output version information and exit
mysq variables ver si on_conmment string Genera .Overview
mysql variables ver - string The type of machine or architecture on
sion_conpi |l e_nachi ne which MySQL was built
mysql variables version_conpi |l e_os string The type of operating system on which
MySQL was built
mysql variables wai t _timeout | ong Connections.Overview
mysq variables war ni ng_count | ong
mysql waiting_db wai ting_db string
mysq waiting_statement wai t i ng_st at ement string
mysql waiting_thread wai ting_thread | ong
mysql waiting_time wai ting_ tine | ong
mysql waiting_user wai ti ng_user string
0s cpu cpu_cache_si ze | ong The size of the CPU cache
0s cpu cpu_idle | ong_counter |TheCPU idletime
0s cpu cpu_nhz | ong The MHz rating of the CPU
0s cpu cpu_nane string The CPU name
0s cpu cpu_sys | ong_count er |CPU system/ kernel time
0s cpu cpu_user | ong_count er |CPU user spacetime
0s cpu cpu_vendor string The name of the CPU vendor
0s cpu cpu_wai t | ong_counter |CPUIOwaittime
0s disk di sk_bytes_read | ong_count er |Thenumber of bytesread from disk
0s disk di sk_bytes_witten | ong_count er |Thenumber of byteswritten to disk
0s disk di sk_queue | ong The size of the disk 10 queue
0s disk di sk_reads | ong_count er |The number of disk reads
0s disk disk_rtinme | ong
0s disk di sk_servicetine doubl e
0s disk di sk_snapti ne | ong
0s disk di sk_tine | ong
0s disk disk wites | ong_count er |Thenumber of disk writes
0s disk di sk_wtine | ong
0s disk fs_avail | ong The amount of available space for the
mount point
0s disk fs files | ong The number of files on the mount point
0s disk fs free files | ong Th_e number of free files on the mount
point
0s disk fs_total | ong The total amount of space for the
mount point
0s disk fs_unused | ong The amount of unused space for the
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mount point

0s disk fs_used | ong The amount of used space for the
mount point

0s fs fs_avail | ong

0s fs fs_dev_nane string

0s fs fs_dir_name string

0s fs fs files | ong

0s fs fs_flags | ong

0s fs fs free files | ong

0s fs fs_options string

0s fs fs_sys_type_nane string

0s fs fs_total | ong

0s fs fs_type_name string

0s fs fs_unused | ong

0s fs fs_used | ong

0s Host host _id string The host unique identifier

0s Host nane string

0s loadavg 0 doubl e

0s loadavg 1 doubl e

0s loadavg 2 doubl e

0s mem ramtotal | ong The total amount of available RAM

0s mem ram unused | ong The total amount of unused RAM

0s mem swap_page_in | ong

0s mem swap_page_out | ong

0s mem swap_t ot al | ong The total amount of available swap
memory

0s mem swap_unused | ong The total amount of unused swap
memory

0s net addr ess string The address of the network interface

0s net br oadcast string The network interface broadcast ad-
dress

0s net description string The network interface description

0s net destination string The network interface destination ad-
dress

0s net fl ags | ong The network interface flags

0s net hwaddr string The network interface MAC address

0s net netric | ong Operating System.Net

0s net ntu | ong The Maximum Transmission Unit

0s net name string The network interface name (ethO, ethl
etc.)

0s net net mask string The network interface subnet mask

0s net rx_bytes | ong_count er |Thenumber of bytes received

0s net r x_dr opped | ong_count er |Thenumber of received packets
dropped

0s net rx_errors | ong_count er |Thenumber of received packet errors

0s net rx_frane | ong_count er |The number received packet frame er-

rors
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0s net rx_overruns | ong_count er |Thenumber of received packet over-
runs

0s net rx_packets | ong_count er |Thenumber of packets received

0s net speed | ong The network interface connection
speed

0s net tx_bytes | ong_count er |Thenumber of bytes transmitted

0s net tx_carrier | ong_count er |Thenumber of carrier errors on net-
work transmission

0s net tx_collisions | ong_count er |Thenumber of network transmission
collisions

0s net t x_dr opped | ong_count er |The number of network transmissions
dropped

0s net tx_errors | ong_count er |Thenumber of network transmission
errors

os net tx_overruns | ong_count er |Thenumber of network transmission
overruns

0s net t x_packets | ong_count er |Thenumber of packets transmitted

0s net type string The network interface type (ethernet,
loopback etc.)

0s 0s os_arch string The architecture of the OS/ CPU

0s 0s os_description string Description of the OS

0s 0s os_machi ne string Machine CPU architecture

0s 0s 0S_nane string The OS name

0s 0s os_patchl evel string The OS patch level

0s 0s os_vendor string The OS vendor

0s 0s os_vendor _code_nane string The OS vendor code name

0s 0s os_vendor _nane string The OS vendor name

0s 0s os_vendor _versi on string The OS vendor version number

0s 0s os_versi on string The OS version number

util LogHistogram 0 | ong_count er

util LogHistogram 1 | ong_count er

util LogHistogram 10 | ong_count er

util LogHistogram 11 | ong_count er

util LogHistogram 12 | ong_count er

util LogHistogram 13 | ong_count er

util LogHistogram 14 | ong_count er

util LogHistogram 15 | ong_count er

util LogHistogram 16 | ong_count er

util LogHistogram 17 | ong_count er

util LogHistogram 18 | ong_count er

util LogHistogram 19 | ong_count er

util LogHistogram 2 | ong_counter

util LogHistogram 20 | ong_counter

util LogHistogram 21 | ong_counter

util LogHistogram 22 | ong_counter

util LogHistogram 23 | ong_count er

util LogHistogram 24 | ong_count er
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util LogHistogram 25 | ong_count er
util LogHistogram 26 | ong_count er
util LogHistogram 27 | ong_count er
util LogHistogram 28 | ong_count er
util LogHistogram 29 | ong_count er
util LogHistogram 3 | ong_count er
util LogHistogram 30 | ong_count er
util LogHistogram 31 | ong_count er
util LogHistogram 32 | ong_count er
util LogHistogram 33 | ong_counter
util LogHistogram 34 | ong_counter
util LogHistogram 35 | ong_counter
util LogHistogram 36 | ong_counter
util LogHistogram 37 | ong_count er
util LogHistogram 38 | ong_count er
util LogHistogram 39 | ong_counter
util LogHistogram 4 | ong_count er
util LogHistogram 40 | ong_counter
util LogHistogram 41 | ong_count er
util LogHistogram 42 | ong_count er
util LogHistogram 43 | ong_count er
util LogHistogram 44 | ong_count er
util LogHistogram 45 | ong_count er
util LogHistogram 46 | ong_count er
util LogHistogram 47 | ong_count er
util LogHistogram 48 | ong_count er
util LogHistogram 49 | ong_count er
util LogHistogram 5 | ong_count er
util LogHistogram 50 | ong_count er
util LogHistogram 51 | ong_count er
util LogHistogram 52 | ong_count er
util LogHistogram 53 | ong_count er
util LogHistogram 54 | ong_count er
util LogHistogram 55 | ong_counter
util LogHistogram 56 | ong_counter
util LogHistogram 57 | ong_counter
util LogHistogram 58 | ong_counter
util LogHistogram 59 | ong_count er
util LogHistogram 6 | ong_count er
util LogHistogram 60 | ong_counter
util LogHistogram 61 | ong_count er
util LogHistogram 62 | ong_counter
util LogHistogram 7 | ong_count er
util LogHistogram | ong_count er
util LogHistogram 9 | ong_count er
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util LogHistogram base | ong
util LogHistogram nul | ong_count er
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