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Preface

The SunN1 SystemManager 1.3 Installation and Configuration Guide describes the requirements for
installing and configuring the SunN1™ SystemManager software on yourmanagement server.

WhoShouldUse This Book
This guide is intended for system administrators who are responsible for installing the N1 System
Manager software and hardware. The system administrators must have extensive knowledge and
experience in the following areas:

� The Solaris™, Linux, andMicrosoftWindows operating systems, and the network administration
tools provided by each operating system

� DNS, DHCP, IP addressing, subnetworks, VLANs, SNMP, TFTP, NFS,Microsoft Remote
Installation Services (RIS), andmail services

HowThis Book IsOrganized
� Chapter 1 describes how to install, configure, and tune the N1 SystemManager.
� Chapter 2 provides the guidelines and procedures for tuning the N1 SystemManager on a

management server for the first time.
� Chapter 3 describes how to upgrade an existing N1 SystemManager 1.2 installation to N1 System

Manager 1.3
� Chapter 4 describes how to uninstall the N1 SystemManager software.
� AppendixAprovides cross references of the protocols, ports, and features used by the N1 System

Managermanagement server andmanaged servers.
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RelatedDocumentation
This guide is part of a nine-volume implementation reference set. The set should be read in the
following order:

� SunN1 SystemManager 1.3 Release Notes
� SunN1 SystemManager 1.3 Introduction
� SunN1 SystemManager 1.3 Site Preparation Guide
� SunN1 SystemManager 1.3 Installation and Configuration Guide
� SunN1 SystemManager 1.3 Discovery and Administration Guide
� SunN1 SystemManager 1.3 Operating System Provisioning Guide
� SunN1 SystemManager 1.3 Grid Engine Provisioning andMonitoring Guide
� SunN1 SystemManager 1.3 Command Line ReferenceManual
� SunN1 SystemManager 1.3 Troubleshooting Guide

Documentation, Support, andTraining
The Sunweb site provides information about the following additional resources:

� Documentation (http://www.sun.com/documentation/)
� Support (http://www.sun.com/support/)
� Training (http://www.sun.com/training/)

Typographic Conventions
The following table describes the typographic conventions that are used in this book.

TABLE P–1TypographicConventions

Typeface Meaning Example

AaBbCc123 The names of commands, files, and directories,
and onscreen computer output

Edit your .login file.

Use ls -a to list all files.

machine_name% you have mail.

AaBbCc123 What you type, contrasted with onscreen
computer output

machine_name% su

Password:

aabbcc123 Placeholder: replace with a real name or value The command to remove a file is rm
filename.

Preface
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TABLE P–1TypographicConventions (Continued)
Typeface Meaning Example

AaBbCc123 Book titles, new terms, and terms to be
emphasized

Read Chapter 6 in theUser’s Guide.

A cache is a copy that is stored
locally.

Do not save the file.

Note: Some emphasized items
appear bold online.

Shell Prompts in CommandExamples
The following table shows the default UNIX™ system prompt and superuser prompt for the C shell,
Bourne shell, and Korn shell.

TABLE P–2Shell Prompts

Shell Prompt

C shell machine_name%

C shell for superuser machine_name#

Bourne shell and Korn shell $

Bourne shell and Korn shell for superuser #

Preface
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Installing and Configuring the SunN1 System
Manager Software

This chapter provides the procedures for installing and configuring the SunN1 SystemManager
software on themanagement server. If a previous version of N1 SystemManager is installed on your
management server, upgrade the N1 SystemManager as described in Chapter 3.

The N1 SystemManager configuration process can be run at any time to reconfigure the N1 System
Manager. For example, you would run the configuration process if you wanted to change how
unknown and changed host keys for SSH operations are processed. You would also run the
configuration process to set upN1 SystemManager forWindows operating system provisioning if
you have added a RIS server.

The following topics are discussed:

� “N1 SystemManager Installation Prerequisites” on page 11
� “Installing the SunN1 SystemManager 1.3 Software” on page 13
� “Configuring the N1 SystemManager” on page 17
� “Configuring SSHUnknown and ChangedHost Key Policies” on page 29

Note –The termmanageable server is used in thismanual for any server that has not been discovered
by the N1 SystemManager and is subsequently notmonitored ormanaged by the N1 System
Manager. The termmanaged server is used for any server that has been discovered by the N1 System
Manager and is monitored andmanaged by the N1 SystemManager.

N1SystemManager InstallationPrerequisites
The following prerequisites must bemet before you can install the N1 SystemManager software:

� The hardwaremust be connected and configured as described in Chapter 2, “SunN1 System
Manager System andNetwork Preparation,” in SunN1 SystemManager 1.3 Site Preparation
Guide.

1C H A P T E R 1
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� AnOS version appropriate for themanagement server hardware typemust be installed on the N1
SystemManagermanagement server, as described in Chapter 3, “Installing and Configuring an
OS on theManagement Server,” in SunN1 SystemManager 1.3 Site Preparation Guide.

� If you plan to provision windows tomanaged servers, you should install and configure a
Microsoft Remote Installation Services (RIS) server before installing and configuring N1 System
Manager. For further information, see “Setting Up aWindows Remote Installation Services
Server” in SunN1 SystemManager 1.3 Site Preparation Guide.

If you install a RIS server after completing N1 SystemManager installation and configuration,
you can add the RIS server to your N1 SystemManager network by running the N1 System
Managerconfiguration process as described in “Configuring the N1 SystemManager” on page
17.

Twomethods of installing the SunN1 SystemManager are available:

� If the server you have selected for themanagement server has a DVDdrive installed, you can
install the SunN1 SystemManager software from the installationDVD-ROMas described in “To
Install the N1 SystemManager Software” on page 14.

� If the server you have selected for themanagement server does not have a DVDdrive installed,
youmust download, unpack, andmount the N1 SystemManager installation ISO image as
described next in “ToDownload andMount the SunN1 SystemManager Installation ISO
Image” on page 12.

� ToDownloadandMount the SunN1SystemManager
Installation ISO Image

Log in as root to the management server.

(Optional) Download and install the Sun Download Manager.

Downloads of large files using web browsers can sometimes fail. For this reason, use the Sun
DownloadManager to download the N1 SystemManager installation ISO image. For instructions
about how to download and install the SunDownloadManager, go to
http://www.sun.com/download/sdm/index.xml.

Download and unpack the N1 System Manager installation ISO image to the management server.

Refer to your N1 SystemManager eFulfillment documentation and email for your download
location, and download the ISO image appropriate for the operating system you have installed on
yourmanagement server:

� n1sm-1.3-ga-linux-x86-iso.zip

� n1sm-1.3-ga-solaris-x86-iso.zip

� n1sm-1.3-ga-solaris-sparc-iso.zip

1

2

3
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Unpack the N1 System Manager installation ISO image zip file.

Type unzip ISO-image-name.zip, where ISO-image-name is the name of the N1 SystemManager
installation ISO image zip file that you downloaded.

Create a mount point directory for the installation ISO image on the management server and mount
the ISO image.

Assume you have saved the N1 SystemManager installation ISO image in themanagement server
root directory as n1sm-install.iso, and that the ISO image is to bemounted on themount point
directory named /n1sminstall. You would then create themount point directory andmount the
ISO image as follows:

� Solaris:

# mkdir /n1sminstall

# lofiadm -a /n1sm-install.iso

/dev/lofi/1

# mount -F hsfs -o ro /dev/lofi/1 /n1sminstall/

If your management server has other lofi devices installed, the lofiadm -a
/n1sm-install.iso command displays a different lofi device, for example /dev/lofi/2. Use
the name of the displayed lofiadmin -a command in the mount -F command.

� Linux:

# mkdir /n1sminstall

# mount -o loop,ro /n1sm-install.iso /n1sminstall

Install the SunN1 SystemManager software as described in the next section.

Installing the SunN1SystemManager 1.3 Software
This section provides the procedure for installing N1 SystemManager 1.3 software on the
management server for the first time.

� If N1 SystemManager 1.2 is installed on yourmanagement server, upgrade yourmanagement
server to version1.3 as described in Chapter 3.

� If N1 SystemManager 1.1 is installed on yourmanagement server, youmust first upgrade to N1
SystemManager 1.2 before you can upgrade to version 1.3.

The N1 SystemManager software installation process might require up to two hours to complete
depending on your network configuration.

4

5

Next Steps

Installing the SunN1 SystemManager 1.3 Software
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Caution –Dedicate themanagement server only toN1 SystemManager software. Do not install other
applications on themanagement server.

� To Install theN1SystemManager Software
Log in as root to the N1 System Manager management server.

Change directory to the N1 System Manager installation source.

If you are installing from the N1 SystemManager DVD, change directory as follows.

� Solaris SPARC-basedmanagement server:

# cd /cdrom/n1_system_mngr/Solaris_sparc/Product/installer

� Solaris x86-basedmanagement server:

# cd /cdrom/n1_system_mngr/Solaris_x86/Product/installer

� Linux x86-basedmanagement server:

# cd /cdrom/n1_system_mngr/Linux_x86/Product/installer

If you are installing from anN1 SystemManager installation ISO image, substitute yourmount point
directory name for /cdrom in the path names.

Type ./install to start the installation process

The Software EvaluationAgreement appears.

Choose whether to accept the agreement and continue installation.

Read the agreement carefully. Type y to continue installation, or type n to exit the installation.

When you continue installation, the installation script checks for required Perl modules.When this
process completes, the N1SM Installer process checks whether a prior version of N1 SystemManager
1.2 is installed on yourmanagement server.

Note – If version 1.2 is installed, the installation process displays the followingmessage and then exits.

Version 1.2 is already installed

Invoke installer with -u option to upgrade

If the abovemessage is displayed, upgrade yourmanagement server as described in Chapter 3

1

2

3

4
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The appearance of the N1SM Installer menu and the components installed by the N1SM installer
depend on the operating system installed on themanagement server as shown by the following
examples.

� Solaris 10 BasedManagement Server

N1SM Installer (version 1.3 on SunOS)

1. Install OS packages. [Not Completed]

2. Install Expect. [Not Completed]

3. Install IPMI tool. [Not Completed]

4. Install JDK 1.5. [Not Completed]

5. Install service provisioning components. [Not Completed]

6. Install OS provisioning components. [Not Completed]

7. Copy DHCP configuration file. [Not Completed]

8. Install user interface components. [Not Completed]

9. Install service container components. [Not Completed]

10. Install N1 System Manager. [Not Completed]

Non-interactive install in progress

Executing current step: Install OS packages...

� Linux BasedManagement Server

N1SM Installer (version 1.3 on Linux)

1. Check that required RPM packages are present. [Not Completed]

2. Install IPMI tool. [Not Completed]

3. Install JDK 1.5. [Not Completed]

4. Install Python. [Not Completed]

5. Install service provisioning components. [Not Completed]

6. Install OS provisioning components. [Not Completed]

7. Copy DHCP configuration file. [Not Completed]

8. Install user interface components. [Not Completed]

9. Install service container components. [Not Completed]

10. Install N1 System Manager. [Not Completed]

Non-interactive install in progress.

The installation process runs each step in sequence.When a step completes successfully, the status of
the step is updated to Completed.

If a step fails, you are notified, and the status remains Not Completed or is changed to Partially Run.
Exit the installation process and examine the log file /var/tmp/installer.log.latest to
determine the cause of the failure. Correct the problem and then run the installation process again.

Installing the SunN1 SystemManager 1.3 Software
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You are informed when the installation process completes, and are then prompted to run the
configuration utility:

N1SM installation is complete

Run the n1smconfig utility to configure N1SM.

� If you have installed RedHat Enterprise Linux (RHEL) 3.0ASUpdate 2, Update 3, or Update 4
on themanagement server and have installed RPMs other than those fromRHEL3.0ASUpdate
2 throughUpdate 4, youmight be warned after Step 1 of the install completes that the RPMs
might not work with the N1 SystemManager.A list of the expected RPMs is displayed, followed
by a list of the RPMs that were found. You are informed that this is only a warning andmay
continue with the install by pressing c. This option is in addition to options currently available
for when an installation step fails (t to try again or x to exit.)

� If you installed RedHat Enterprise LinuxASUpdate 3 or later, the followingmessagemight be
displayed after installation of the service container components completes:

This installer has determined that some rpms currently

installed on this system have later versions than those currently

required by N1SM. If you encounter any problems related to these

substitutions, you might need to obtain and install the exact version

of the software required by the installer before re-installing N1SM.

� If you have installed RedHat Enterprise LinixAS 4.0, Update 1, and did not disable SELinux
during installation, the followingmessage is displayed:

Failed Step: Install OS provisioning components.

The following is a portion of the installer

log which may indicate the cause of the error.

If this does not indicate the cause of the

error, you will need to view the full log

file. More information on how to do that is

available below.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

WARNING: This version of N1 System Manager does not support SELinux fully enabled.

If SELinux is enabled, disable it by exiting the installer and performing these steps:

1) At the Operating System prompt, type ’setenforce 0’

2) Edit the file /etc/selinux/config and set ’SELINUX=disabled’

Then restart the N1 System Manager installer.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Please fix the problem and then try this step again.

For a full log of the failed install see the file: /var/tmp/installer.log.14427.

t. Try this step again (correct the failure before proceeding)

x. Exit

Enter selection: (t/x)

Disable SELinux as instructed.

Installing the SunN1 SystemManager 1.3 Software
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Configure the N1 SystemManager system as directed in the next section, “Configuring the N1
SystemManager” on page 17.

Configuring theN1SystemManager
This section provides the procedures for stopping and starting the N1 SystemManager and for
configuring the N1 SystemManager system.

Initial configuration is performed by running the n1smconfig command. You can also reconfigure
the N1 SystemManager at any time by running the n1smconfig command again, for example, if you
later add a RIS server to your productionN1 SystemManager environment.

If you have already installed and configuredN1 SystemManager, running n1smconfig again and
accepting the changes will, inmost cases, stop and then restart the N1 SystemManager. Tominimize
impact, a good practice is to schedule the reconfiguration, and then stopN1 SystemManager before
running n1smconfig. The following table lists the commands to start and stopN1 SystemManager.

TABLE 1–1 Starting and StoppingN1 SystemManager

Starting N1 SystemManager:

On a Solaris management server, type svcadm enable n1sm

On a Linux management server, type /etc/init.d/n1sminit start

StoppingN1 SystemManager:

On a Solaris management server, type svcadm disable n1sm

On a Linux management server, type /etc/init.d/n1sminit stop

� ToConfigure theN1SystemManager
TheN1 SystemManager softwaremust be successfully installed as described in “Installing the Sun
N1 SystemManager 1.3 Software” on page 13, or successfully upgraded as described in Chapter 3.

Note –Youmust have at least a provisioning network or amanagement network connected to the
management server. If your network configuration provides only amanagement network or only a
provisioning network to themanagement server, then you are running a restricted N1 System
Manager. N1 SystemManager provides two default security roles with specific privileges assigned for
the restrictedmode of operation. See “Managing Roles” in SunN1 SystemManager 1.3 Discovery and
Administration Guide and “RestrictedMode Capabilities” in SunN1 SystemManager 1.3 Discovery
and Administration Guide.

Log in as root to the N1 System Manager management server.

Next Steps

BeforeYouBegin

1

Configuring theN1 SystemManager
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If you are reconfiguring N1 System Manager, stop N1 System Manager.

� On a Solaris management server, type svcadm disable n1sm.
� On a Linux management server, type /etc/init.d/n1sminit stop.

Type n1smconfig to start the configuration process.

� If you are running n1smconfig for the first time, the current N1 SystemManager configuration
settings are displayed, followed by a description of the provisioning network and a list of the
network interfaces that have been detected.

� If you are rerunning n1smconfig, only configuration settings that can be changed are displayed.

You are asked whether you want to continue. Type y to continue.

� If you are running n1smconfig for the first time, you are prompted to specify the interface that is
to be used by the provisioning network.

� If you are rerunning n1smconfig, you are notified that the DHCP rangemay bemodified only
whenmodifying the provisioning interface. You are then asked whether you want tomodify the
interface or DHCP range used for the provisioning network. Type y to continue.

You are then prompted to specify the interface that is to be used by the provisioning network.

Specify the interface to be used by the provisioning network.

� If you do not have a provisioning network, type none.
Without a provisioning network, the N1 SystemManager operates in a restrictedmode.
Adescription of themanagement network appears, followed by a list of the network interfaces
that have been detected. You are then prompted to specify the interface that is to be used by the
management network. Go to Step 6.

� If you do have a provisioning network, type the interface name, for example, eth1, hme0, bge1,
and so on, depending on themachine architecture and installed OS.

You are asked whether you want to specify a range of IP addresses for the DHCP server to use.

Choose whether to configure the DHCP server address range.

� If you choose to configure the DHCP IP address range, the range of IP addresses you provide will
be allocated for assignment to themanageable servers for loading operating systems and updates
over the provisioning network.

� If you choose not to configure the DHCP IP address range, then youmust specify static
addressing when using the N1 SystemManager load operation for OS profiles.

Note –Themanagement server provides DHCP services only for the provisioning network. The
management server does not provide DHCP services for the data network. If you plan to dynamically
configure IP services on the data network, youmust provide an external DHCP server for the data
network. Youmust not have another DHCP server on the provisioning network.

2

3

4

5
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� Type n if you do not want to specify a range of IP addresses.
Adescription of themanagement network is displayed, followed by the network interfaces that
have been detected. You are then prompted to specify the interface for themanagement network.
Go to Step 6.

� Type y if you want to specify a range of IP addresses for the DHCP server to use for the
provisioning network.

Caution –

� If themanagement network port address is on the same subnet as the provisioning network,
ensure that themanagement server IP addresses are not within the range of the IP addresses
you specify for the DHCP address range. This rule ensures that the DHCP server does not
assign a duplicate IP address to a client that does not resolve using the DHCP client clause.

� Ensure that you specify an IP address range that does not include themanagement server IP
addresses. If themanagement server IP addresses are within the range of addresses used for
discovery, then the discovery process will discover themanagement server and reboot the
management server.

You are prompted to type the starting DHCP IP address. Type the starting IP address for the
DHCP server to use.

You are prompted to type the ending IP address. Type the ending IP address for the DHCP server
to use.

You are then prompted to configure the DNS name servers and search list entries. Go to Step 6.

Specify the interface to be used by the management network.

� If you do not have amanagement network, type none.
Without amanagement network, the N1 SystemManager operates in a restrictedmode.

� If you do have amanagement network, type the interface name.

You are then prompted to configure the DNS name servers and search list entries.

Choose whether to configure the name servers.

� Type y if you want to configure the name servers and domain search list. You are prompted for
the name server addresses. Go to Step 8.

� Type n if you accept the displayed name servers and domain search list. You are asked whether
you want to configure the SMTP server for event notification. Go to Step 10.

Configure the name servers.

Type the IP addresses of the name servers, separated by a single space. For example:
129.111.111.11 129.111.111.22

6

7

8

Configuring theN1 SystemManager

Chapter 1 • Installing and Configuring the SunN1 SystemManager Software 19



You are prompted to enter the search domain suffix list.

Specify the search domains.
Type the names of the domains that are to be used for DNS search separated by a single space. For
example:
location-one.company.com location-two.company.com location-three.company.com

You are asked whether you want to configure the SMTP server for event notification.

Choose whether to configure SMTP for event notification.
SMTPmust be configured if you want the N1 SystemManager to receive event notifications from
ALOM-basedmanaged servers. To determine whichmanageable servers areALOM-based, see
“Manageable Server Requirements” in SunN1 SystemManager 1.3 Site Preparation Guide.

� Type y if you want to configure the SMTP server. You are prompted for the name of the SMTP
server, or the IP address of the SMTP server. Go to Step 11.

� Type n if you do not want to configure the SMTP server. You are asked whether you want to
modify logging configuration. Go to Step 12.

Specify the SMTP server name or IP address.
Type either the fully qualified SMTP server name, or the IP address for the SMTP server. For
example:
smtp.mycompany.com

or

129.111.222.33

You are asked whether you want tomodify logging event configuration.

Modify logging event configuration

� Type y if you want to configure logging. Information about logging configuration appears. Go to
Step 13.

� Type n if you do not want to configure logging. The configuration process displays information
about OS deployment and job time out configuration. You are then asked whether you want to
modify job time out configuration. Go to Step 16.

Configure logging.
Press Return to accept the default of “ALL” or type the specifications as directed. You are prompted
to enter the event logging severity value.

Specify the event logging severity value.
Take one of the following actions:

� Type q to exit event logging severity specification. The event logging severity level is not set. You
are then asked whether you want tomodify job time out configuration. Go to Step 16.
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� Press Return to accept the default value of 0, or type the number corresponding to one of the
following event severity levels:

– 0 = unknown
– 1 = other
– 2 = information
– 3 =warning
– 4 =minor
– 5 =major
– 6 = critical
– 7 = fatal

The configuration process displays information about log entry retention. You are prompted for the
number of days to retain event log entries.

Specify the number of days to retain event log entries.

Press return to accept the default of 365 days, or type the number of days that event log entries are to
be retained.

The configuration process displays information about OS deployment and job time out
configuration. You are then asked whether you want tomodify job time out configuration.

Choose whether to modify job time out configuration.

SomeOS distributions are very large, andmight take longer than the default time when provisioning
a server. If you plan to provision large OS distributions, increase the time out values.

� Type y if you want tomodify job time out configuration.

Adescription of job and step time out values appears. Type the new time out values when
prompted.

� Type n if you do not want tomodify time out configuration.

You are asked whether to enable N1 SystemManager (N1SM) startup at each boot.

Choose whether to start the N1 System Manager system at each boot.

� Type y to start the N1 SystemManager system each time the system boots.
� Type n if you want to start the N1 SystemManager systemmanually after themanagement server

has been rebooted. You are notified that you can start the N1 SystemManagermanually.

You are asked whether you want to enable auto-login to the ILOMWebGUI onmanaged servers that
offer the auto-login feature.

Choose whether to enable the managed server ILOM GUI auto-login feature.

The Sun Fire™ X4100 and Sun Fire X4200 servers provide a webGUI for performing various system
administration tasks such as connecting remote devices and performing systemmonitoring.
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� If you enable the ILOMGUI auto-login feature, then you will automatically be logged onto the
Sun Fire X4100 or X4200 webGUI when you click themanaged server’s OpenWebConsole link
in the N1 SystemManager browser interface.

� If you do not enable the auto-login feature, you are prompted for the password when you click
the OpenWeb Console link. For further information, see ToOpen the Sun ILOMWebGUI for a
Sun Fire X4000 Series Server in the N1 SystemManager online help after you have installed or
upgraded the N1 SystemManager.

Caution – Enabling theWebConsole (Sun ILOMWebGUI) automatic login feature for Sun Fire
X4100 and X4200managed servers exposes the server’s service processor credentials to users who
can view the web page source for the ILOMon themanagement network login page.

� Type y to enable the auto-login feature.
� Type n if you do not want to enable the auto-login feature.

You are asked whether you want tomodify the SSH policies for changed and unknown host keys.

Choose whether to modify SSH policies.

Note –Accepting changed or unknown host keys for SSH operations can exposeN1 SystemManager
to security risks, but will allowmore N1 SystemManager operations to succeed.

� Type n if you do not want tomodify SSH policies.

Note –You canmodify the SSH policies at any time after initial configuration as described in
“Configuring SSHUnknown and ChangedHost Key Policies” on page 29.

The following SSH policies are applied for changed and unknown host keys.

– Accept changed host keys forManagement IP address: yes
– Accept changed host keys for Platform IP address: yes
– Accept unknown host keys forManagement IP address: yes
– Accept unknown host keys for Platform IP address: yes

If your are running n1smconfig for the first time, the configuration process then displays
information aboutALOM-basedmanageable servermail alerts. If you are reconfiguring N1
SystemManager, the currentALOM email alert settings are displayed. Go to Step 21.

� Type y if you want tomodify SSH policies.
You are asked whether you want to accept changed host keys tomanagement IP addresses.

a. Choose whether to accept changed host keys for SSH operations to management IP addresses.

� Type n if you do not want N1 SystemManager to accept changed host keys formanagement
IP addresses.

19

Configuring theN1 SystemManager

SunN1 SystemManager 1.3 Installation and Configuration Guide • April 200622



� Type y to accept changed host keys for themanagement IP addresses.

You are asked whether to accept changed host keys to platform IP addresses.

b. Choose whether to accept changed host keys for SSH operations to platform IP addresses.

� Type n if you do not want N1 SystemManager to accept changed host keys for platform IP
addresses.

� Type y to accept changed host keys for the platform IP addresses.

You are asked whether to accept unknown host keys tomanagement IP addresses.

c. Choose whether to accept unknown host keys for SSH operations to management IP addresses.

� Type n if you do not want N1 SystemManager to accept changed host keys formanagement
IP addresses.

� Type y to accept changed host keys for themanagement IP addresses.

You are asked whether to accept unknown host keys to platform IP addresses.

d. Choose whether to accept unknown host keys for SSH operations to platform IP addresses.

� Type n if you do not want N1 SystemManager to accept changed host keys for platform IP
addresses.

� Type y to accept changed host keys for the platform IP addresses.

The next step depends on the operating system installed on themanagement server.

� If you are configuring a Solaris-basedmanagement server, you are then asked whether you want
to enable the SSHv1 protocol so that you can access the serial console onmanaged servers. Go to
Step 20.

� If you are configuring a Linux-basedmanagement server, the configuration process then displays
information aboutALOM-basedmanageable servermail alerts. If you are reconfiguring N1
SystemManager, the currentALOM email alert settings are displayed. Go to Step 21.

Choose whether to enable the SSHv1 protocol on a Solaris-based management server.

SSHv1 is required to enablemanaged server remote serial console access from a Solaris-basedN1
SystemManager browser interface. Formore information, see ToOpen the Serial Console for a Server
in the N1 SystemManager online help after you have installed or upgraded the N1 SystemManager.
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Caution –The following SSHv1 security issues should be considered:

� The applet used for the serial console access from the browser interface does not provide a
certificate-based authentication of the applet. The applet uses SSHv1 only for communication
back to themanagement server, and requires that SSHv1 is enabled for themanagement server.
Users concerned about this issue can use the serial console feature from the command line
through the connect command.

� SSH fingerprints used during connections from themanagement server to the provisioning
network interfaces on themanaged servers are automatically acknowledged by the N1 System
Manager software, whichmightmake themanaged servers vulnerable toman-in-themiddle
attacks.

� Type y to enable SSHv1.
If you later want to disable SSHv1:

a. Stop the N1 System Manager.

b. Edit the file /etc/ssh/sshd_config.

c. Change the line Protocol 2,1 to Protocol 2.

d. Delete the line HostKey /etc/ssh/ssh_host_rsa1_key.

e. Start the N1 System Manager.

� Type n if you do not want to enable SSHv1.

You are asked whether you want to use the N1 SystemManager internal email server to receive
ALOM email alerts.

If your are running n1smconfig for the first time, the configuration process then displays
information aboutALOM-basedmanageable servermail alerts. If you are reconfiguring N1 System
Manager, the currentALOM email alert settings are displayed.

Choose whether to use the N1 System Manager internal email server to receive ALOM email alerts.
ALOM-basedmanaged servers use email to send hardwaremonitoring alerts to theN1 System
Manager.

You can use the secure N1 SystemManager internal email server, which requires only that port 25 is
not in use, or you can use an existingmail server whichmust be accessible by the N1 SystemManager
and configured for use by the N1 SystemManager.

To determine whether port 25 has been assigned to a process, open a terminal window and type the
command grep 25 /etc/services. To determine if port 25 is in use, type the command netstat

-an | grep 25. If port 25 is in use, refer to your operating system documentation to disable the
process using port 25.

21

Configuring theN1 SystemManager

SunN1 SystemManager 1.3 Installation and Configuration Guide • April 200624



Note –Using an existing email server exposes N1 SystemManager to denial of service attacks and
other email-based security risks.

� Type y if you want to use the secure N1 SystemManager internal email server.
You are prompted to add, delete, or modify theWindows RIS (Remote Installation System)
server. Go to Step 24.

� Type n if you want to use an existing email server.
The current external email server values are displayed, and you asked whether you want to
change the settings.

Choose whether to change the external email server settings.

� Type n if you do not want to change the email settings.
You are prompted to add, delete, or modify theWindows RIS (Remote Installation System)
server. Go to Step 24.

� Type y if you want to change any of the displayed email settings.
You are prompted to specify each of theALOM email alert settings as described in the next step.

Specify the ALOM email alert settings.

a. Specify the email folder in which the email alerts are to be stored.
Press Enter or Return to accept the default value of Inbox, or type the name of an email folder.

You are prompted for email alert IP address.

b. Specify the mail server IP address.

� If you have installed and enabled an email server on themanagement server, type the IP
address of themanagement servers management network interface.

� If you have installed and enabled an email server on a different machine that is accessible by
themanagement servermanagement network interface, type the IP address of the server on
which the email server is installed.

You are prompted for the email alert mail address.

c. Specify the email address to which alerts are to be sent.
Type the full email address. For example: n1smadmin@company.com

You are prompted for the email account password.

d. Specify the account password.
Type the password for the external email account.

You are prompted for the email alert protocol.
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e. Specify the email alert protocol.

Type the name of the email protocol used by themanagement server. Valid entries are pop3 or
imap.

You are prompted for the email alert user name.

f. Specify the email alert user name.

Type the account name that is to be used for email alerts.

For example: n1smadmin

Themail settings you have specified are displayed, and you are asked whether you want to accept
the settings.

g. Choose whether to accept the settings.

� Type n if the settings are not correct. TheALOM email alert settings process is restarted, and
you are prompted to specify the email alert mail folder.

� Type y to accept the email alert settings.

You are whether to add, delete, or modify theWindows RIS (Remote Installation System)
server.

Choose whether to Add, Delete, or Modify the Windows RIS server.

If you plan to provision aWindows operating system to one ormoremanaged servers, youmust
install and configure a separateWindows RIS server that is accessible to the provisioning network.
For further information, see “Setting Up aWindows Remote Installation Services Server” in SunN1
SystemManager 1.3 Site Preparation Guide.

If you install a RIS server after completing N1 SystemManager installation and configuration, you
can add the RIS server to your N1 SystemManager network by running n1smconfig again.

� Type n if you do not want to add, delete, or modify aWindows RIS server for use by the N1
SystemManager.

You are asked whether you want to enable OS discovery. Go to Step 26.
� Type y if you want to add, delete, or modify aWindows RIS server for use by the N1 System

Manager.

You are prompted for the RIS server subnet address.

Configure the Windows RIS Server.

a. Specify the RIS server SSH access user name.

Type the RIS server SSH account user name.For example: n1smssh.

The user account you specifymust already exist on the RIS server.

You are prompted for the RIS server SSH access user password.
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b. Specify the RIS server SSH access user password.

Type the password for the RIS server SSH user account. Type the password again when are
prompted to re-enter the SSH access password.

You are prompted for the RIS share path.

c. Specify the RIS share path.

The RIS share path is the drive letter and directory name on the RIS server in which the RIS
software is installed. For example: D:\RemoteInstall.

You are prompted for the RIS provisioning file location.

d. Specify the RIS provisioning file location.

The provisioning file location is the drive letter and directory path which the configuration
process will create on the RIS server, and to whichN1 SystemManager will copy scripts for use by
the RIS server. For example: C:\N1SM.

You are prompted for the RIS netmask.

e. Specify the RIS netmask.

Press Return or Enter to accept the default netmask value 255.255.255.0, or type a different
netmask value.

You are prompted for the RIS language.

f. Specify the RIS language.

Press Return or Enter to accept the default language value English, or type the name of a different
language.

To view a list of valid languages, select Regional and Language Options from theMicrosoft
Windows Control Panel on your RIS server to display the Regional and Language Options panel.
Click the Regional Options tab, and then click the arrow to the right of the displayed language.
The list of languages is displayed.

You are prompted for the RIS host name.

g. Specify the RIS host name.

Type the host name of the RIS server. For example: risserver.

You are prompted for the RIS host IP address.

h. Specify the RIS host IP address.

Type the RIS host IP address.

You are prompted for the RIS active directory user name.
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i. Specify the RIS active directory user name.

Type the name of the active directory user account, for example n1smadmin. If the active directory
user account does not exist on the RIS server, the configuration process will create the user
account.

You are prompted for the active user directory account password.

j. Specify the RIS active directory password.

Type the password for the RIS server active directory user account password. Type the password
again when are prompted to re-enter the active directory password.

You are prompted for the RIS active directory domain.

k. Specify the RIS active directory domain name.

Type the active directory domain name that you specified during setup ofActive Directory on
your RIS server For example: servername.company.com.

The RIS settings you have specified are displayed, and you are asked whether you want to apply
the settings.

l. Choose whether to use the RIS settings you have specified.

� Type n if you want to change any of the displayed settings. The RIS configuration process
restarts, and you are asked whether to add, delete, or modify theWindows RIS server. Go to
the beginning of Step 25.

� Type y to apply the displayed settings.

The settings are applied, and you are asked whether you want to enable OS discovery.

Choose whether to enable OS discovery.

If you enable OS discovery, you can discovermanageable servers by the operating system running on
themanageable servers.

� Type n if you do not want to enable OS discovery.
� Type y if you want to enable OS discovery.

You are asked if you want tomodify the default password of the plan and jobs execution server.

Choose whether to modify the plan and jobs execution server password.

Changing the execution server password increases security, andmodifies the service provisioning
password.

� Type n if you do not want to change the password.
� Type y if you want to change the password.

You are prompted to type the new password or to accept the displayed default. Type a new
password or accept the default.
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All of the settings you have specified are displayed, and you are asked whether you want to apply the
settings.

Review the proposed settings.

� Type y to apply the settings.
The settings are applied.

– If you not previously run n1smconfig, you are prompted to press Enter to start the N1 System
Manager.

– If you have previously run n1smconfig, you are asked whether you want to restart N1 System
Manager. Type y to restart N1 SystemManager, or type n to exit to the command prompt.

� Type n if the settings are not correct.
You are notified that youmust reconfigure and apply settings for the N1 SystemManager to work
properly. The configuration process then exits to the system prompt. To configure the N1 System
Manager, run the n1smconfig command again.

Prepare the N1 SystemManager system for production as described in Chapter 2

Configuring SSHUnknownandChangedHost KeyPolicies
This section provides the procedure for changing SSH policies for changed and unknown host keys.

� ToChangeSSHPolicies
Log in as root to the N1 System Manager management server.

Stop N1 System Manager.

� On a Solaris management server, type svcadm disable n1sm.
� On a Linux management server, type /etc/init.d/n1sminit stop.

Wait for all N1 SystemManager processes to stop.

Change the management IP address policies as follows:

� Unknown host keys:

– To accept unknown host keys, type n1smconfig -ssh_unk_man_ip=y.
– To reject unknown host keys, type n1smconfig -ssh_unk_man_ip=n.

� Changed host keys:

– To accept changed host keys, type n1smconfig -ssh_cha_man_ip=y.
– To reject changed host keys, type n1smconfig -ssh_cha_man_ip=n.

28

Next Steps

1

2

3

Configuring SSHUnknown and ChangedHost Key Policies

Chapter 1 • Installing and Configuring the SunN1 SystemManager Software 29



Change the platform IP address policies as follows:

� Unknown host keys:

– To accept unknown host keys, type n1smconfig -ssh_unk_pla_ip=y.
– To reject unknown host keys, type n1smconfig -ssh_unk_pla_ip=y.

� Changed host keys:

– To accept changed host keys, type n1smconfig -ssh_cha_pla_ip=y.
– To reject changed host keys, type n1smconfig -ssh_cha_pla_ip=y.

Start N1 System Manager.

� On a Solaris management server, type svcadm enablee n1sm.
� On a Linux management server, type /etc/init.d/n1sminit start.
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Preparing for Production

This chapter provides guidelines and procedures for tuning the N1 SystemManager.

This chapter discusses the following topics:

� “Security Considerations” on page 31
� “Performance Guidelines” on page 32
� “N1 SystemManager Performance Tuning” on page 32
� “Management Server Rehosting” on page 33

Security Considerations
The following list provides security considerations that you should be aware of when you are using
the N1 SystemManager.

� The Java™Web Console that is used to launch the N1 SystemManager’s browser interface uses
self-signed certificates. These certificates should be treated with the appropriate level of trust by
clients and users.

� The terminal emulator applet that is used by the browser interface for the serial console feature
does not provide a certificate-based authentication of the applet. The applet also requires that you
enable SSHv1 for themanagement server. For certificate-based authentication or to avoid
enabling SSHv1, use the serial console feature by running the connect command from the n1sh
shell.

� SSH fingerprints that are used to connect from themanagement server to the provisioning
network interfaces on themanageable servers are automatically acknowledged by the N1 System
Manager software. This automationmightmakemanaged servers vulnerable to “man-in-the
middle” attacks.

� TheWeb Console (Sun ILOMWebGUI) autologin feature for Sun Fire X4100 and Sun Fire
X4200 servers exposes the server’s service processor credentials to users who can view the web
page source for the Login page. To avoid this security issue, disable the autologin feature by
running the n1smconfig utility. See “Configuring the N1 SystemManager” on page 17 for details.
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PerformanceGuidelines
To ensure the best performance in your N1 SystemManager environment, adhere to the following
guidelines and recommendations:

� Before you run discovery, tune the N1 SystemManager as described in “To Increase the N1
SystemManager Performance” on page 32.

� Maximize the number of managed servers per group, and run operations against groups instead
of against a large number of individual servers. Running operations on a groupminimizes the
number of groups you need tomanage andminimizes the number of jobs you need to submit in
order to accomplish a given task.

N1SystemManager Performance Tuning
Tune the N1 SystemManager formaximumperformance based on the number of managed servers
you plan tomanage. The following procedure should be done before you run discovery.

� To Increase theN1SystemManager Performance
Log in to the management server as root.

Linux only: Update the NFS file.

a. Edit the file /etc/sysconfig/nfs file and add the following line:
RPCNFSDCOUNT=32

b. Save and close the file.

c. Type /etc/init.d/nfs restart to restart NFS.

Update the package.cache.xml file.
Edit the /opt/sun/n1gc/lib/package.cache.xml file and locate the line containing attribute
name="FirmwareInfos". Update the line to read as follows:
<attribute name="FirmwareInfos" refresh-interval="-1" delay="none" persistent="true"/>

This instruction ensures that the first invocation of the show server command after a restart of the
N1 SystemManager does not take a long time to complete.

Stop N1 System Manager.

� On a Solaris management server, type svcadm disable n1sm
� On a Linux management server, type /etc/init.d/n1sminit stop

Wait for all N1 SystemManager processes to stop.
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Start N1 System Manager.

� On a Solaris management server, type svcadm enable n1sm
� On a Linux management server, type /etc/init.d/n1sminit start

If you have updated an earlier version of N1 SystemManager to version 1.3, you can now use N1
SystemManager 1.3.

If you have completed a first-time install of N1 SystemManager 1.3, perform the following tasks:
� Log in to the N1 SystemManager as described in “Accessing the N1 SystemManager Through

the Command Line” in SunN1 SystemManager 1.3 Discovery and Administration Guide.
� Define the N1 SystemManager users as described in “Managing Users” in SunN1 System

Manager 1.3 Discovery and Administration Guide.
� Define the N1 SystemManager roles as described in “Managing Roles” in SunN1 System

Manager 1.3 Discovery and Administration Guide.
� Run discovery to locate and identify themanageable servers as described in “SP-Based

Discovery” in SunN1 SystemManager 1.3 Discovery and Administration Guide .
� Create the operating system distributions for themanaged servers as described in “Managing

UNIXOSDistributions” in SunN1 SystemManager 1.3 Operating System Provisioning Guide.
� Create the operating system profiles for themanaged servers as described in “ManagingOS

Profiles” in SunN1 SystemManager 1.3 Operating System Provisioning Guide.
� Install the operating system distributions on themanaged servers as described in “Installing the

UNIXOS onManaged Servers” in SunN1 SystemManager 1.3 Operating System Provisioning
Guide.

� Back up your N1 SystemManager installation as described in Chapter 3, “Backing Up and
Restoring,” in SunN1 SystemManager 1.3 Discovery and Administration Guide.

For problem resolution procedures, see SunN1 SystemManager 1.3 Troubleshooting Guide.

Management Server Rehosting
Rehosting is the process of relocating an installed and configuredN1 SystemManagermanagement
server to a new network. The new networkmay have a completely different configuration, in which
case themanagement server’s network settingsmust be changed.

Conditions in which you need to rehost themanagement server are as follows:

� TheN1 SystemManager is installed and configured on amanagement server in a test
environment, and themanagement server is now ready to bemoved to the production
environment.

� TheN1 SystemManager is installed and configured on amanagement server in a production
environment, and is being relocated to a new network.

Rehosting the N1 SystemManagermanagement server is comprised of threemajor tasks:
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� Disabling N1 SystemManager start on reboot
� Reconfiguring operating system Files
� Reconfiguring themanagement server

Note –N1 SystemManager 1.3 does not supportmanaged server rehosting.

DisablingN1SystemManager Start onReboot

Caution –Youmust disable theN1 SystemManager Start on Reboot feature before you rehost your
management server.

If you change the hostname or IP address of themanagement server and then reboot the server, and
N1 SystemManager is configured to start at boot, thenN1 SystemManager could start with an
invalid hostname or IP address or hostname.

1. Typeps -ef | grep [Nn]1 to display the N1 System Manager processes that might be running

2. Type kill -9 PID where PID is the process ID of the N1 SystemManager process

The following taskmust be performed before youmake any rehosting changes to themanagement
server.

� ToDisableN1SystemManager Start onReboot

Log in as root on the management server.

Stop N1 System Manager.

� On a Solaris management server, type svcadm disable -s n1sm.
� On a Linux management server, type /etc/init.d/n1sminit stop. Wait for all process to stop.

Wait for all process to stop, then type ps -ef | grep [Nn]1 to display any N1 System Manager
processes that might be running.

To stop any remaining N1 SystemManager processes, type kill -9 PIDwhere PID is the process ID
of the N1 SystemManager process.

Type n1smconfig to run the configuration process.

Step through the configuration process and accept the displayed values. Do not change any value
exceptwhen asked whether to Enable N1SM to start at each boot.
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When asked Enable N1SM to start at each boot? (n/[y]), type n.

Step through the rest of the configuration process and accept the displayed values. Type nwhen asked
whether to restart N1SM.

Ensure all N1 System Manager process have stopped as described in Step 2.

Reconfigure themanagement server system files as described in the next section.

ReconfiguringOperating SystemFiles
This section provides the procedures for reconfiguring the operating system files. This must be done
before you reconfigure the N1 SystemManager.

� ToReconfigure SolarisOperating SystemFiles for Rehosting
Ensure that the N1 SystemManager Start on Reboot feature has been disabled as described in
“Disabling N1 SystemManager Start on Reboot” on page 34.

Log in as root on the management server.

Edit the file /etc/hosts and change the displayed hostname and IP address to the new hostname
and IP address.

Edit the file /etc/nodename and change the displayed hostname to the new hostname.

Edit the /etc/hostname.port typewhere port type is the name of the Ethernet port type.

The port type name is dependent on the underlying hardware, for example /etc/hostname.bge0 or
/etc/hostname.hme0.

Change the displayed hostname to the new hostname.

Power down the management server.

Connect the management server to the new network.

Reboot the management server.

When themanagement server has completed rebooting, ensure that noN1 SystemManager
processes are running.

Reconfigure the N1 SystemManager system files as described in “Reconfiguring theManagement
Server” on page 36.
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� ToReconfigure LinuxOperating SystemFiles for Rehosting
Ensure that the N1 SystemManager Start on Reboot feature has been disabled as described in
“Disabling N1 SystemManager Start on Reboot” on page 34.

Log in as root on the management server.

Edit the file /etc/hosts and change the displayed hostname and IP address to the new hostname
and IP address.

Edit the file /etc/sysconfig/network and change the displayed hostname to the new hostname.

Edit each /etc/sysconfig/network-scripts/ifcfg-ethxwhere ethx is the name of the Ethernet
port type.

For example /etc/sysconfig/network-scripts/ifcfg-eth0 and
/etc/sysconfig/network-scripts/ifcfg-eth1.

Change the displayed IP address to the new IP address. If yourmanagement server uses separate
Ethernet ports for themanagement and provisioning networks, ensure that you specify the correct IP
address to each port.

Power down the management server.

Connect the management server to the new network.

Reboot the management server.

When themanagement server has completed rebooting, ensure that noN1 SystemManager
processes are running.

Reconfigure the N1 SystemManager system files as described in the next section.

Reconfiguring theManagement Server
This section provides the procedure for reconfiguring N1 SystemManager on themanagement
server.

� ToReconfigure theManagement Server For Rehosting
Operating system filesmust be reconfigured for rehosting as described in “Reconfiguring Operating
System Files” on page 35.

Log in as root on the management server.

Ensure the N1 System Manager is not running.

BeforeYouBegin

1

2

3

4

5

6

7

Next Steps

BeforeYouBegin

1

2

Management Server Rehosting

SunN1 SystemManager 1.3 Installation and Configuration Guide • April 200636



Type n1smconfig to start the reconfiguration process.

Respond to each of the configuration prompts according to the requirements of the network to
which the N1 System Manager management server is being rehosted.

For configuration details, see “Configuring the N1 SystemManager” on page 17.
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Upgrading the SunN1 SystemManager
Software

This chapter provides the procedure for upgrading your N1 SystemManager 1.2management server
to N1 SystemManager 1.3. If you are upgrading from SunN1 SystemManager version 1.1 to version
1.3, youmust first upgrade your version 1.1 N1 SystemManager to version 1.2 as described in
Chapter 3, “Upgrading the SunN1 SystemManager Software,” in SunN1 SystemManager 1.2
Installation and Configuration Guide

The following topics are discussed:

� “Upgrading to SunN1 SystemManager 1.3” on page 39
� “Removing the N1 SystemManager Version 1.2 n1gcAccount” on page 42
� “UpdatingManaged Servers For Use by the Grid Engine” on page 42

Note –

� Security warning:Managed servers on which the Solaris operating system has been deployed by
N1 SystemManager have a user account named n1gc. The n1gc user account is no longer needed
and should be removed as described in “Removing the N1 SystemManager Version 1.2 n1gc
Account” on page 42.

� If you are going to usemanaged servers with the Grid Engine, and if the OSmonitoring or base
management features have been enabled for themanaged servers, then update the servers for
Grid Engine deployment as described in “UpdatingManaged Servers For Use by the Grid
Engine” on page 42

Upgrading to SunN1SystemManager 1.3
This section provides the procedure for upgrading N1 SystemManager 1.2 on themanagement
server to N1 SystemManager 1.3.

3C H A P T E R 3
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� ToUpgrade the SunN1SystemManager Software
Back up your N1 SystemManager installation as described in Chapter 3, “Backing Up and
Restoring,” in SunN1 SystemManager 1.3 Discovery and Administration Guide.

Log in as root to the N1 System Manager management server.

Stop all N1 System Manager processes.

� On a Solaris management server, type svcadm disable n1sm
� On a Linux management server, type /etc/init.d/n1sminit stop

Wait for all N1 SystemManager processes to stop.

Change directory to the N1 System Manager installation source.

If you are installing from the N1 SystemManager DVD, change directory as follows.

� Solaris SPARC-basedmanagement server:

# cd /cdrom/n1_system_mngr/Solaris_sparc/Product/installer

� Solaris x86-basedmanagement server:

# cd /cdrom/n1_system_mngr/Solaris_x86/Product/installer

� Linux x86-basedmanagement server:

# cd /cdrom/n1_system_mngr/Linux_x86/Product/installer

If you are installing from anN1 SystemManager installation ISO image, substitute yourmount point
directory name for /cdrom in the path names.

Type ./install -u to start the upgrade installation process

The Software EvaluationAgreement appears.

Choose whether to accept the agreement and continue installation.

Read the agreement carefully. Type y to continue installation, or type n to exit the installation.

When you continue the upgrade, the upgrade script checks for required Perl modules.When this
process completes, the upgrade process then checks the component versions on themanagement
server against the application versions in the N1 SystemManager 1.3 installationmedia. The N1SM
Installer upgrademenu then appears, listing which components are up to date, and for which
components an upgrade is available.

The appearance of the N1SMUpgrademenu, and the list of components to be upgraded depends on
the operating system installed on themanagement server as shown by the following examples.

– Solaris 10 BasedManagement Server

BeforeYouBegin
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N1SM Upgrade (version 1.2 to 1.3 on SunOS)

1. Install IPMI tool. [Up to Date]

2. Install JDK 1.5. [Up To Date]

3. Install service provisioning components. [Upgrade Available]

4. Install OS provisioning components. [Upgrade Available]

5. Install user interface components. [Upgrade Available]

6. Install service container components. [Up to Date]

7. Install N1 System Manager. [Upgrade Available]

Non-interactive install in progress

Executing current step: Install OS packages...

– Linux BasedManagement Server

N1SM Upgrade (version 1.2 to 1.3 on Linux)

1. Install IPMI tool. [Up To Date]

2. Install JDK 1.5. [Up To Date]

3. Install Python. [Up To Date]

4. Install service provisioning components. [Upgrade Available]

5. Install OS provisioning components. [Upgrade Available]

6. Install user interface components. [Upgrade Available]

7. Install service container components. [Up To Date]

8. Install N1 System Manager. [Upgrade Available]

Non-interactive upgrade in progress.

Executing current step: Install IPMI tool...

The installation process runs each step in sequence.When a step completes successfully, the status of
the step is changed to [Up to Date].

If a step fails, you are notified, and the status remains [Upgrade Available] or is changed to
[Partially Run]. Exit the installation process and examine the log file
/var/tmp/installer.log.latest to determine the cause of the failure. Correct the problem and
then run the upgrade process again.

When the upgrade process completes, all runningN1 SystemManager processes are stopped and
restarted, and then you are informed that the N1 SystemManager upgrade process is complete.

The installation process then exits. You are prompted to run the n1smconfig utility. N1 System
Manager 1.3 provides several new features that must be configured before you restart the N1 System
Manager. Run n1smconfig as directed in “Configuring the N1 SystemManager” on page 17.

Remove the N1 SystemManager Version 1.2 n1gc account as described in the next section.Next Steps
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Removing theN1SystemManagerVersion1.2 n1gcAccount
Managed servers on which the Solaris operating system has been deployed byN1 SystemManager
have a user account named n1gc. The n1gc user account is no longer needed and should be removed.
Removal of the n1gc user account does not affect N1 SystemManager 1.3 functionality.

Themethod used for removal of the n1gc user account depends on whether basemanagement is
enabled for themanaged server.

� If basemanagement is enabled, remove the n1gc user account as follows from. the N1 System
Manager command line:

– For a single managed server, type:
start server server command "/usr/sbin/userdel n1gc"

– For a group ofmanaged servers, type:
start group groupip command "/usr/sbin/userdel n1gc"

For information about the basemanagement feature, see “Adding andUpgrading Base
Management andOSMonitoring Features” in SunN1 SystemManager 1.3 Discovery and
Administration Guide

� If basemanagement is not enabled, refer to your operating system documentation for user
account removal procedures.

UpdatingManagedServers ForUseby theGrid Engine
If you are going to usemanaged servers on which the OSmonitoring or basemanagement features
have been enabled, the featuresmust be updated before themanaged servers can be used by the Grid
Engine.

� To update the OSmonitoring feature onmanaged servers:

– For a single managed server, type:
add server server feature osmonitor upgrade=true

– For a group ofmanaged servers, type:
add group group feature osmonitor upgrade=true

� To update the basemanagement feature onmanaged servers:

– For a single managed server, type:
add server server feature basemanagement upgrade=true

– For a group ofmanaged servers, type:
add group group feature basemanagement upgrade=true

For information about the basemanagement andOSmonitoring features, see “Adding and
Upgrading BaseManagement andOSMonitoring Features” in SunN1 SystemManager 1.3
Discovery and Administration Guide

Removing theN1 SystemManager Version 1.2 n1gcAccount
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Uninstalling the SunN1 SystemManager
Software

This chapter provides the procedures for uninstalling the N1 SystemManager software from the
management server.

Before you uninstall the N1 SystemManager, back up your N1 SystemManager installation as
described in Chapter 3, “Backing Up and Restoring,” in SunN1 SystemManager 1.3 Discovery and
Administration Guide.

Uninstalling the SunN1SystemManager Software
This section provides the procedures for uninstalling the N1 SystemManager software.

� ToUninstall theN1SystemManager Software
Log in as root to the N1 System Manager management server.

Stop all N1 System Manager processes.

See Table 1–1 for operating system dependent commands.

Wait for the message N1 services stopped to appear before continuing.
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Type /n1gc-setup/installer/install -e to uninstall the N1 System Manager software.

Depending on the operating system installed on themanagement server, one of the followingmenus
appears.

N1SM Installer (SunOS)

1. Uninstall OS packages. [Not Uninstalled]

2. Uninstall Expect. [Not Uninstalled]

3. Uninstall IPMI tool. [Not Uninstalled]

4. Uninstall JDK 1.5. [Not Uninstalled]

5. Uninstall service provisioning components. [Not Uninstalled]

6. Uninstall OS provisioning components. [Not Uninstalled]

7. Uninstall user interface components. [Not Uninstalled]

8. Uninstall service container components. [Not Uninstalled]

9. Uninstall N1 System Manager. [Not Uninstalled]

Non-interactive uninstall in progress

Executing current step: Install OS packages...

N1SM Installer (Linux)

1. Uninstall empty directories. [Not Uninstalled]

2. Uninstall IPMI tool. [Not Uninstalled]

3. Uninstall JDK 1.5. [Not Uninstalled]

4. Uninstall Python. [Not Uninstalled]

5. Uninstall service provisioning components. [Not Uninstalled]

6. Uninstall OS provisioning components. [Not Uninstalled]

7. Uninstall user interface components. [Not Uninstalled]

8. Uninstall service container components. [Not Uninstalled]

9. Uninstall N1 System Manager. [Not Uninstalled]

Non-interactive uninstall in progress.

The uninstall process begins uninstalling the N1 SystemManager software and components in
reverse order. When the uninstall process completes, the message N1SM is uninstalled appears.

Reboot the management server before performing further tasks.
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SunN1 SystemManager Protocol, Ports, and
Features Reference

The tables in this appendix provide summaries of the protocols, ports, features, and services of the
N1 SystemManagermanagement server, themanaged servers, and the configuration options for
each.

TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports

DHCP

Network access Provisioning Network

Default port 67, 68 (server)

Router and Firewall Configuration DHCPRelay required in routed networks.

Port Configurable? no

Feature ThatMaps to the Port Responds to DHCP requests frommanaged servers during netboot.

Enable or Disable? The DHCP service is enabled by the N1 SystemManager during the netboot
phase of OS deployment and is disabled thereafter.

Authentication None

Data encryption None

FTP

Network access Management Network

Default port TCP:21 (server)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port FirmwareManagement forALOMbased systems

Enable or Disable? Indirectly throughmanual assertion
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TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports (Continued)
Authentication Randomly generated user and password account on the N1 SystemManager

server. Not user configurable

Data encryption No

HTTP

Network access Provisioning Network

Default port 80 (server)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port Required during disk-full OSDeployment of RedHat Enterprise Linux and
SUSE Linux Enterprise Server.

Enable or Disable? No

Authentication User ID and password

Data encryption No

HTTP

Network access Management Network

Default port TCP:80 (client)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port Launch ofWeb Console for the Sun Fire T1000 and T2000managed servers
fromwithin the N1 SystemManager browser interface.

Enable or Disable? Yes. Use the n1smconfig to enable or disable, which will shutdown and restart
the N1 SystemManager.

Authentication User ID and password

Data encryption No.

HTTPS

Network access Corporate Network

Default port 6789 (server)

Router and Firewall Configuration No

Port Configurable? Port 6789 is registered by the N1 SystemManager browser interface. Override
is not recommended

Feature ThatMaps to the Port Serves content to the N1 SystemManager browser interface.
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TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports (Continued)
Enable or Disable? Port must be exclusively owned by the N1 SystemManager browser interface

and cannot be disabled while the N1 SystemManager is running.

Authentication PAMbasedAuthentication done by the N1 SystemManager browser interface
component.

Data encryption Yes, through certificates

ICMP

Network access Provisioning Network

Default port 5813 (client)

Router and Firewall Configuration No

Port Configurable? Well known port. Override is not recommended.

Feature ThatMaps to the Port Networkmonitoring of a runningOS onmanaged servers.

Enable or Disable? No

Authentication None

Data encryption No

ICMP

Network access Management Network

Default port 5813 (client)

Router and Firewall Configuration No

Port Configurable? Well known port. Override is not recommended.

Feature ThatMaps to the Port Networkmonitoring of service processor interfaces

Enable or Disable? No

Authentication None

Data encryption No

IPMI

Network access Management Network

Default port TCP:623 (client)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port Discovery using IPMI based service processor
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TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports (Continued)
Enable or Disable? Indirectly throughmanual assertion

Authentication User/password

Data encryption No

JDBC

Network access Local host

Default port 5434 (server)

Router and Firewall Configuration Not applicable

Port Configurable? Yes.Modify the file
/opt/sun/N1_Service_Provisioning_System_5.1/server

/postgres/data/postgresql.conf

Feature ThatMaps to the Port Service provisioning Postgres database server

Enable or Disable? No

Authentication User/password

Data encryption No

JDBC

Network access Local host

Default port 5434 (client)

Router and Firewall Configuration Not applicable

Port Configurable? Yes.Modify the file
/etc/opt/sun/cacao/modules/servicescommonmodule.xml

Feature ThatMaps to the Port Service provisioning Postgres database server client

Enable or Disable? No

Authentication User ID and password

Data encryption No

JDBC

Network access Local host

Default port 5433 (server)

Router and Firewall Configuration Not applicable

Port Configurable? Yes.Modify the file
/var/opt/sun/scs/data/db/mgmt/postgresql.conf
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TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports (Continued)
Feature ThatMaps to the Port SCS Postgres database server

Enable or Disable? No

Authentication User/password

Data encryption No

JDBC

Network access Local host

Default port 5433 (client)

Router and Firewall Configuration Not applicable

Port Configurable? Yes.Modify the file
/etc/opt/sun/cacao/modules/servicescommonmodule.xml

Feature ThatMaps to the Port SCS Postgres Database client

Enable or Disable? No

Authentication User ID and password

Data encryption None

JMXMP

Network access localhost

Default port 10162 (server)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port Used by all features. This port is opened by the common agent container
Mbean Server.

Enable or Disable? Port 10162must be owned exclusively by the common agent container and
cannot be disabled while the N1 SystemManager is running.

Authentication PAMbased authentication for UnknownClient connection requests.

Data encryption Yes

JMXMP

Network access localhost

Default port 10162 (client)

Router and Firewall Configuration No

Port Configurable? Yes. By editing cacao.properties.

SunN1 SystemManager Protocol, Ports, and Features Reference

AppendixA • SunN1 SystemManager Protocol, Ports, and Features Reference 49



TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports (Continued)
Feature ThatMaps to the Port Used by the N1 SystemManager browser interface component to connect to

the common agent container Mbean server using the JMX UnknownClient
connection.

Enable or Disable? No

Authentication PAM

Data encryption Yes

JMXMP

Network access localhost

Default port 10163 (server)

Router and Firewall Configuration No

Port Configurable? Yes. By editing cacao.properties.

Feature ThatMaps to the Port Used by the N1 SystemManager n1sh command line interface to connect to
the common agent container CommandStream adaptor using the JMX
WellknownClient connection.

Enable or Disable? No

Authentication Yes. Public key based.

Data encryption Yes

JMXMP

Network access localhost

Default port 10163 (client)

Router and Firewall Configuration No.

Port Configurable? Yes, bymodifying cacao.properties.

Feature ThatMaps to the Port Used by the N1 SystemManager n1sh command line interface to establish the
WellKnownClient connection to CSAin the common agent container
MbeanServer.

Enable or Disable? No

Authentication Key based authentication

Data encryption Yes

NFS

Network access Provisioning Network

Default port TCP/UDP:2049 (server)
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TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports (Continued)
Router and Firewall Configuration No

Port Configurable? Well-know port. Override is not recommended

Feature ThatMaps to the Port Used by the N1 SystemManager to export file systems during disk-full OS
deployment process for Solaris only.

Enable or Disable? Must always be running if OS deployment is a desired feature. NFS is not
automatically enabled or disabled by the N1 SystemManager.

Authentication None

Data encryption No

SMTP

Network access Management Network

Default port TCP:25 (server)

Router and Firewall Configuratio No

Port Configurable? No

Feature ThatMaps to the Port Email alert based detection of hardwaremonitoring threshold violations for
ALOMbasedmanaged servers

Enable or Disable? Yes. Setmonitored=false using the N1 SystemManager, but not independent of
OSmonitoring.

Authentication Email account user and password configuredmanually prior to installation

Data encryption None

SNMPV1

Network access All

Default port UDP:8089 (server)

Router and Firewall Configuration No

Port Configurable? Yes. By editing the configuration file entry as root user. Requires restart of the
N1 SystemManager to activate.

Feature ThatMaps to the Port SNMP read requests for infoManagement Information Base (MIB) OIDs from
external SNMPManagers

Enable or Disable? The SNMPagent is active as long as the N1 SystemManager is running. The
SNMPagent cannot be disabled at N1 SystemManager startup time or while
the N1 SystemManager is running.

Authentication SNMPV1Community string. Community strings are passed in clear text and
are not configurable.
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TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports (Continued)
Data encryption None

SNMPV1

Network access All

Default port UDP:162 (server)

Router and Firewall Configuration No

Port Configurable? Yes. By running the create notification CLI command.

Feature ThatMaps to the Port Send SNMP traps to external SNMP trap listeners per OIDS in the trapMIB.

Enable or Disable? Cannot be directly disabled at startup time or while the N1 SystemManager is
running. Can be indirectly disabled by denying privileges to create SNMP
Notification Rules in the N1 SystemManager.

Authentication None

Data encryption None

SNMPV1

Network access Management Network

Default port UDP:162 (server)

Router and Firewall Configuration No

Port Configurable? No.

Feature ThatMaps to the Port Trap based detection of hardwaremonitoring threshold violations for the Sun
Fire V20z, V40z, X2100, X4100, and X4200.managed servers.

Enable or Disable? Yes. Setmonitored=false using the N1 SystemManager, but not independent of
OSmonitoring.

Authentication None

Data encryption None

SNMPV1

Network access Provisioning Network

Default port UDP:161 (client)

Router and Firewall Configuration No

Port Configurable? Yes. Edit the file /etc/opt/sun/ n1gc/agent.properties as root and insert
the property com.sun.hss.agent.snmpAgentPort=port numberwhere port
number is the new port number. Youmust configure the port on eachmanaged
node agentmanually.AnN1 SystemManager restart is required.
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TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports (Continued)
Feature ThatMaps to the Port OSMonitoring

Enable or Disable? Yes. Do not add the osmonitor feature

Authentication SNMPV1 community string that is configurable using the N1 SystemManager

Data encryption No

SNMPV1

Network access Provisioning Network

Default port UDP:8162 (server)

Router and Firewall Configuration No

Port Configurable? Yes. Edit the configuration file as root user and configure the port on each
managed node using the N1 SystemManager.AnN1 SystemManager restart is
required.

Feature ThatMaps to the Port Trap based detection of OSmonitoring threshold violations

Enable or Disable? Yes. Setmonitored=false using the N1 SystemManager, but not independent of
hardwaremonitoring.

Authentication None

Data encryption None

SNMPV3

Network access Provisioning Network

Default port UDP:161 (client)

Router and Firewall Configuration No

Port Configurable? Yes. Edit the file /etc/opt/sun/ n1gc/agent.properties as root and insert
the property com.sun.hss.agent.snmpAgentPort=port numberwhere port
number is the new port number. Youmust configure the port on eachmanaged
node agentmanually.AnN1 SystemManager restart is required.

Feature ThatMaps to the Port OSmonitoring thresholds configuration

Enable or Disable? Yes. Do not add the osmonitor feature

Authentication SNMPUser-based SecurityModel (USM) user ID and password that is
configurable using the N1 SystemManager.

Data encryption Yes

SSH

Network access Provisioning Network

SunN1 SystemManager Protocol, Ports, and Features Reference

AppendixA • SunN1 SystemManager Protocol, Ports, and Features Reference 53



TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports (Continued)
Default port TCP:22 (server)

Router and Firewall Configuration No

Port Configurable? Well known port. Override is not recommended.

Feature ThatMaps to the Port Required to enable remote login by authorized users who want to launch the
n1sh command line interface.

Enable or Disable? May be disabled and enabled at the OS level by the root user. Restart of the N1
SystemManager is not required.

Authentication PAM

Data encryption Yes

SSH

Network access Provisioning Network

Default port TCP:22 (client)

Router and Firewall Configuration No

Port Configurable? Well known port. Override is not recommended.

Feature ThatMaps to the Port 1. OSmonitoring
2. Package deployment
3. Remote command

Enable or Disable? Yes. Do not add the basemanagement feature.

Authentication User password and key based

Data encryption Yes

SSH

Network access Management Network

Default port TCP:22 (client)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port 1. Discovery
2. Firmwaremanagement
3. Hardwaremonitoring
4. Netboot control for Sun Fire V20z andV40z systems using the service

provisioning command line interface forAMDbased systems

Enable or Disable? Indirectly throughmanual assertion
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TABLE A–1Management Server Protocol, Ports, and Features Reference and Ports (Continued)
Authentication User ID and password specified during discovery

Data encryption Yes

TELNET

Network access Management Network

Default port TCP:23 (client)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port 1. Discovery
2. PowerManagement
3. Hardwaremonitoring
4. Firmwaremanagement
5. Netboot control using the service processor command line interface for for

ALOMbased systems

Enable or Disable? Indirectly throughmanual assertion

Authentication User/password, configurable during discovery

Data encryption No

TFTP

Network access Management Network

Default port UDP: Random (server)

Router and Firewall Configuration No

Port Configurable? Not applicable

Feature ThatMaps to the Port FirmwareManagement for the Sun Fire V20z andV40z

Enable or Disable? Indirectly throughmanual assertion

Authentication None

Data encryption No

TABLE A–2Managed Server Protocol, Ports, and Features Reference

DHCP

Network access Provisioning Network
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TABLE A–2Managed Server Protocol, Ports, and Features Reference (Continued)
Default port 67, 68 (client)

Router and Firewall Configuration DHCPRelay required in routed networks

Port Configurable? Well known port. Override is not recommended.

Feature ThatMaps to the Port Broadcasts DHCP requests during netboot

Enable or Disable? No

Authentication None

Data encryption None

FTP

Network access Management Network

Default port TCP:21 (client)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port FirmwareManagement forALOMbased systems

Enable or Disable? Indirectly throughmanually deleting account on
the service processor

Authentication Randomly generated user and password account on
the N1 SystemManager server. Not user
configurable

Data encryption None

HTTP

Network access Provisioning Network

Default port 80 (client)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port Required during disk-full OS deployment of Red
Hat Enterprise Linux and SUSE Linux Enterprise
Server.

Enable or Disable? No

Authentication None

Data encryption None

ICMP
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TABLE A–2Managed Server Protocol, Ports, and Features Reference (Continued)
Network access Management Network

Default port 5813 (server)

Router and Firewall Configuration No

Port Configurable? Well known port. Override is not recommended.

Feature ThatMaps to the Port Networkmonitoring of service processor interfaces
forAMD and SPARC based systems.

Enable or Disable? No

Authentication None

Data encryption None

IPMI

Network access Management Network

Default port TCP: 623 (server)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port 1. Discovery
2. Power operations
3. Hardwaremonitoring
4. Service processor and BIOS firmware

management
5. Netboot control using IPMI based service

processor forAMDbased systems

Enable or Disable? Indirectly bymanually deleting account on SP

Authentication None

Data encryption None

NFS

Network access Provisioning Network

Default port 2049 (client)

Router and Firewall Configuration No

Port Configurable? Well known port. Override is not recommended.

Feature ThatMaps to the Port Mounts remote file systems during disk-full OS
Deployment process for Solaris and Linux only.
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TABLE A–2Managed Server Protocol, Ports, and Features Reference (Continued)
Enable or Disable? No

Authentication None

Data encryption None

SNMPV1

Network access Provisioning Network

Default port TCP:161 (server)

Router and Firewall Configuration No

Port Configurable? Yes. See SNMPV1 in TableA–1.

Feature ThatMaps to the Port OSmonitoring

Enable or Disable? Yes. See SNMPV1 in TableA–1.

Authentication SNMPV1Community String. Configurable using
n1smconfig

Data encryption None

SNMPV1

Network access Management Network

Default port UDP:162 (client)

Router and Firewall Configuration No

Port Configurable? Yes. See SNMPV1 in TableA–1.

Feature ThatMaps to the Port Trap based detection of hardwaremonitoring
threshold violations

Enable or Disable? Yes. See SNMPV1 in TableA–1.

Authentication None

Data encryption None

SNMPV1

Network access Provisioning Network

Default port UDP:8162 (client)

Router and Firewall Configuration No

Port Configurable? Yes. See SNMPV1 in TableA–1.

Feature ThatMaps to the Port Trap based detection of OSmonitoring threshold
violations
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TABLE A–2Managed Server Protocol, Ports, and Features Reference (Continued)
Enable or Disable? Yes. See SNMPV1 in TableA–1.

Authentication None

Data encryption None

SNMPV3

Network access Provisioning Network

Default port TCP:161 (server)

Router and Firewall Configuration No

Port Configurable? Yes. See SNMPV3 in TableA–1.

Feature ThatMaps to the Port OSmonitoring threshold configuration

Enable or Disable? Yes. See SNMPV3 in TableA–1.

Authentication SNMPUSMuser ID and password. Configurable
using n1smconfig.

Data encryption None

SSH

Network access Management Network

Default port TCP: 22 (server)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port 1. Discovery
2. Firmwaremanagement
3. Hardwaremonitoring
4. Netboot control for the V20z andV40z systems

using the service processor command line
interface forAMDbased systems

Enable or Disable? Indirectly bymanually deleting account on service
processor

Authentication User account and password configuredmanually
on service processor

Data encryption Yes

SSH

Network access Provisioning Network
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TABLE A–2Managed Server Protocol, Ports, and Features Reference (Continued)
Default port TCP: 22 (client)

Router and Firewall Configuration No

Port Configurable? Well known port. Override not recommended.

Feature ThatMaps to the Port 1. OSMonitoring
2. Package deployment
3. Remote command

Enable or Disable? Yes. Custom install script

Authentication User password and key based

Data encryption Yes

TELNET

Network access Management Network

Default port TCP:23 (server)

Router and Firewall Configuration No

Port Configurable? No

Feature ThatMaps to the Port 1. Discovery
2. PowerManagement
3. Hardwaremonitoring
4. Firmwaremanagement
5. Netboot control using the service processor

command line interface forALOMbased
systems

Enable or Disable? Indirectly bymanually deleting account on the
service processor

Authentication User ID and password, specified during discovery

Data encryption None

TFTP

Network access Management Network

Default port UDP:Random (client)

Router and Firewall Configuration No

Port Configurable? Not applicable

Feature ThatMaps to the Port Firmwaremanagement for Sun Fire V20z andV40z
systems
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TABLE A–2Managed Server Protocol, Ports, and Features Reference (Continued)
Enable or Disable? No

Authentication None

Data encryption None
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