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About This Guide

The Sun ONE Meta-Directory Configuration and Administration Guide describes
how to set up and manage the Sun ONE Meta-Directory software. This includes
installing and configuring the join engine and any connectors needed to integrate
your choice of external data sources as well as information on how manage the
system. This preface contains the following sections:

< What You are Expected to Know

< The Sun ONE Meta-Directory Documentation Set
« Organization of This Guide

= Documentation Conventions

< Where to Find Additional Information

What You are Expected to Know

This Configuration and Administration Guide is intended for use by system
administrators. Before reading this guide, you should be familiar with Lightweight
Directory Access Protocol (LDAP) as well as the Windows NT or the Solaris
operating environment on the servers on which Meta-Directory is installed.

Before beginning to configure the Sun ONE Meta-Directory software, it is also
assumed that you read the Sun ONE Meta-Directory Deployment Guide and install
Meta-Directory software according to the instructions in the Sun ONE
Meta-Directory Installation Guide.

The Sun ONE Meta-Directory Documentation Set

The Sun ONE Meta-Directory 5.1 documentation set includes the following
materials:
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Organization of This Guide

Sun ONE Meta-Directory Deployment Guide describes the Sun ONE
Meta-Directory software and how to plan and implement a Sun ONE
Meta-Directory software solution.

Sun ONE Meta-Directory Installation Guide gives instructions on how to install
the Sun ONE Meta-Directory software on both Solaris and Windows NT
systems.

Sun ONE Configuration and Administration Guide (this guide) documents how
to set up and manage the Sun ONE Meta-Directory software. Configuring the
join engine and components as well as managing the system from the console
and the command-line are addressed.

Release Notes include information about what is new in this release, last minute
installation tips, known software limitations, and how to report problems.

NOTE Be sure to check the Meta-Directory documentation web site for

updates to the release notes and for revisions of guides. Updated
documents will be marked with the revision date.

http://docs.sun.com/prod/slmetadir

Organization of This Guide

The Configuration and Administration Guide (this guide) has five parts:

Part 1, “Getting Started,” gives an overview of Meta-Directory as well as the
essential steps needed to configure the software. It also includes a sample
configuration and a comparison of the graphical user interface for the Sun
ONE Meta-Directory software and related Sun ONE products.

Part 2, “The Join Engine,” explains the join engine and how to configure it to
flow data. This includes a discussion of the join process, the join process rules
and the data views necessary to implement them. There is also a chapter on
procedures related directly to the Directory Server to which Meta-Directory is
connected.

Part 3, “Meta-Directory Connectors,” explains how to configure the data
connectors provided with Meta-Directory. The concept and configuration of
both indirect and direct connectors are discussed.

Part 4, “System Management,” explains how to manage your Meta-Directory
system. Logging and statistics, command-line administration, utilities, data
servers and access permissions are included.
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Organization of This Guide

= Part5, “Appendices,” contains reference information on the join process
operators, the administration protocol, error messages and troubleshooting.

The table below lists and briefly describes the content of the Configuration and

Administration Guide.

Table 1

Configuration and Administration Guide Chapters

Chapter

Description

About This Guide

Part 1, “Getting Started”

Chapter 1, “Meta-Directory
Overview*

Chapter 3, “Meta-Directory
Principles at Work”

Chapter 2, “Quick Start”

Chapter 4, “The Console Interface”

Part 2, “The Join Engine”

Chapter 5, “Configuring The Join
Engine”

Chapter 6, “Views in
Meta-Directory”

Part 3, “Meta-Directory Connectors”

Chapter 7, “Connectors and
Connector Rules”

Chapter 8, “Configuring The
Universal Connector”

Chapter 9, “Configuring the
Universal Text Parser”

Chapter 10, “Configuring the NT
Domain Connector”

Chapter 11, “Configuring the Active
Directory Connector”

An outline of the Configuration and
Administration Guide and a description of the
Sun ONE Meta-Directory documentation set

A brief explanation of Sun ONE Meta-Directory
concepts

An example of a typical way to configure
Meta-Directory

An easy reference on the steps needed to set up
Meta-Directory

An overview of the different Sun ONE product
consoles used within Meta-Directory

An explanation of the join engine and how to
configure it using the join process rules

An explanation of connector, participating and
meta views and how to enable them

An explanation of the rules for transferring data
between the external data source and the
connector view

An explanation and configuration of the Universal
Text Connector

An explanation and configuration of the Universal
Text Parser

An explanation and configuration of the NT
Domain connector

An explanation and configuration of the Active
Directory connector.

About This Guide
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Documentation Conventions

Table 1

Configuration and Administration Guide Chapters (Continued)

Chapter

Description

Chapter 13, “Configuring the
Microsoft Exchange Connector

Chapter 12, “Configuring the
Database Connector”

Chapter 14, “Configuring the Novell
Directory Connector

Chapter 15, “Configuring the Lotus
Notes Connector

Part 4, “System Management”

Chapter 16, “Starting and Stopping
Components”

Chapter 17, “Monitoring
Meta-Directory Components”

Chapter 18, “Administration Tools”

Chapter 19, “Command-Line
Administration”

Chapter 20, “Managing Servers and
Permissions”

Part 5, “Appendices”

Appendix A, “The Join Process
Operators”

Appendix B, “The Meta-Admin
Protocol”

Appendix C, “Troubleshooting
Meta-Directory”

Appendix D, “Error Messages”

An explanation and configuration of the Microsoft
Exchange Connector

An explanation and configuration of the Database
Connector

An explanation and configuration of the Novell
Directory Connector

An explanation and configuration of the Lotus
Notes Connector

A discussion of the processes for starting and
stopping Meta-Directory components

An explanation of the logging process

An explanation of the tools to query and fix
entries

A description of managing the system via the
command-line

A description of how to configure data servers
and access permissions

A description of the join process protocol

A description of the command-line protocol

A description of problem-solving techniques and
common configuration problems

A listing of error messages along with possible
causes and solutions

Documentation Conventions

In all Sun ONE Meta-Directory documentation, certain typographic conventions
and terminology are used to simplify discussion and to help better understand the
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Documentation Conventions

Typographic Conventions

This book uses the following typographic conventions:

= [|talic type is used within text for book titles, new terminology, emphasis, and
words used in the literal sense.

= Monospace font is used for sample code and code listings, APl and language
elements (such as function names and class names), filenames, pathnames,
directory names, HTML tags, and any text that must be typed on the screen.

= [ltalic serif font is used within code and code fragments to indicate variable
placeholders. For example, the following command uses filename as a variable
placeholder for an argument to the gunzip command:

gunzip -d filename .tar.gz

Terminology

Below is a list of the general terms that are used in the Sun ONE Meta-Directory
documentation set:

= Meta-Directory refers to Sun ONE Meta-Directory software and any installed
instances of the Sun ONE Meta-Directory software.

= Meta-Directory components refers to the collective set of Sun ONE
Meta-Directory components and software you have installed and running on
your system, including the join engine and any external data source
connectors.

= External data source refers to any user data that originates outside of the core
Meta-Directory components, whether the data is coming from another
database, directory server, data file, or other source of data.

= Directory Server refers to an installed instance of Sun ONE Directory Server,
iPlanet Directory Server and Netscape Directory Server.

The Sun ONE Meta-Directory software can synchronize data using any
LDAPv2 and LDAPv3-compliant directory server, as long as the LDAP server
supports a change log mechanism similar to the one implemented in Netscape
Directory Server 4.1x. The term Directory Server refers to the instances of iPlanet
Directory Server and Netscape Directory Server that you have installed to
work with iPlanet Meta-Directory.
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Documentation Conventions

< Similarly the term Administration Server refers to an installed instance of iPlanet
Administration Server, whether it be used with the Meta-Directory
components or another iPlanet or Sun ONE server.

= NETSITE_ROOT is a variable placeholder for the home directory where you
have installed the Sun ONE Meta-Directory software and any other iPlanet or
Sun ONE servers installed into the same server group.

= The term flow is used rather loosely to refer to the process of synchronizing
data between an external data source and the meta view. You “flow” data
through a connector to the connector view and then “flow” it to the meta view.
The contrary is also true, you “flow” data from the meta view back to the
connector views and out to the external data sources.
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Where to Find Additional Information

Where to Find Additional Information

In addition to the Sun ONE Meta-Directory documentation set, you should be
familiar with the documentation for products that are used in conjunction with it.
Of particular interest are the Sun ONE Console and Sun ONE or iPlanet Directory
Server documentation sets. This section lists additional sources of information you
may find helpful as you use the Sun ONE Meta-Directory software.

Sun ONE Console Documentation

You can find the Sun ONE Console documentation at the following site:
http://docs.sun.com/db/prod/sl.ipconsole.?2

iPlanet Directory Server Documentation

You can find the iPlanet Directory Server documentation at the following site:
http://docs.sun.com/db/prod/sl.ipdirs

Directory Server Developer Information

In addition to the Directory Server documentation, you can find information on
Meta-Directory, LDAP, the iPlanet Directory Server, and associated technologies at
the following Sun ONE developer sites:

http://www.sun.com/developers/

Other iPlanet or Sun ONE Product Documentation

Documentation for all iPlanet or Sun ONE servers and technologies can be found at
the following web site;

http://docs.sun.com/db/prod/sunone

Sun ONE Technical Support
you can contact Sun ONE Technical Support through the following location:

http://www.sun.com/support/
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Part 1

Getting Started

Chapter 1, “Meta-Directory Overview”
Chapter 3, “Meta-Directory Principles at Work”
Chapter 2, “Quick Start”

Chapter 4, “The Console Interface”
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What is

Chapter 1

Meta-Directory Overview

This chapter provides an overview of the Sun ONE Meta-Directory software
including how data is integrated and how components interact. It contains the
following sections:

= What is Meta-Directory?
= Meta-Directory Components
< Meta-Directory Views

= How Meta-Directory Works

Meta-Directory?

Sun ONE Meta-Directory is a set of software components that synchronize data
from one or more external data sources into a single repository. This repository
then becomes the authoritative source for the combined data, acting as a starting
point for searches and for modifications that flow back to the original data sources.
These data sources can include LDAP directories, SQL (Oracle) databases, and
other proprietary formats.

Meta-Directory Components

The join engine and direct and indirect connectors are the components which flow
data into and out of Meta-Directory and integrate it into one definitive source. The
connectors transfer information to and from a number of data sources to the join
engine. The join engine links these entries together to form one repository.
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Meta-Directory Components

Connectors

A connector transfers information between an external data source and its
corresponding connector view. When configuring a connector to transfer the
information, an LDAP sub-tree is created on a Directory Server. This sub-tree is
called a connector view. The connector view is populated with LDAP-structured
copies of the entries that reside in the external data source. From this connector
view, Meta-Directory is able to integrate the new LDAP-structured data into an
LDAP meta view.

There are two types of connectors: direct and indirect. The connector view for an
LDAP Directory Server or a SQL (Oracle) database uses a direct connector; it
communicates directly with the join engine. The connector view for other sources
of data uses an indirect connector which translates the data into LDAP for inclusion
into a connector view before passing it to the join engine.

Direct Connectors

iPlanet Directory Server 4.1x and 5.x and an Oracle database accessible using
Oracle Call Interface have direct connections to the join engine. On the other hand,
in order to read and write to an entry stored within Oracle’s SQL database, the join
engine uses the Database connector plug-in to provide direct, two-way access.
(Because the Database Connector is a join engine plug-in as opposed to a connector
outside the join engine, it is considered a direct connector.)

Indirect Connectors

Indirect connectors are used to transport entries stored in external data sources that
use protocol not directly accessible by the join engine. The indirect connectors
manage the process, transforming the data using rules and filters. (The indirect
connector rules include Attribute Flow Rules, Default Attribute Value Rules and
Filter Rules.) Meta-Directory supports the following indirect connectors:

Universal Connector and Universal Text Parser

The Universal connector (also known as the Universal Text Connector or UTC) is
an indirect connector that enables the transfer of data between data sources and a
connector view. The Universal Text Parser (UTP) is a set of text file parsers and
generators that are used with the UTC to make certain text files [currently
Comma-Separated Values (CSV) files, LDAP Data Interchange Format (LDIF) files
and Name-Value Pair (NVP) files] compatible with the connector view.
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Meta-Directory Components

NT Domain Connector

The NT Domain connector is a Universal connector with Windows NT-specific Perl
scripts and binaries that provides two-way synchronization of user and group data
between a Windows NT SAM database and its connector view.

Active Directory and Exchange Connectors

The Active Directory connector is a Universal connector with Active
Directory-specific Perl scripts and binaries that provides two-way synchronization
of user and group data between an Active Directory database and its connector
view.

Novell and Notes Connectors

The Novell Directory and Lotus Notes Connectors have been implemented as
indirect connectors. However, unlike the existing Indirect connectors such as -
Universal Text Parser, Active Directory, Microsoft Exchange and the NT Domain
connectors, this connector is not UTC-based. It is based on a hew connector
framework introduced in V5.1. This new connector framework uses an
intermediate MySQL database to perform change detection and loop detection for
data in Novell Directory Server or Lotus Notes.

Join Engine

The core service of Meta-Directory is the join engine, responsible for linking entries
and controlling the flow of information from a connector view into or out of the
meta view. The meta view is an LDAP sub-tree where entries from one or more
connector views are linked, stored and accessed. The join engine synchronizes the
data by flowing it through a sequence of rules and filters which map attributes from
the connector view with corresponding attributes in the meta view. (Mapping is the
assignment of an attribute or entry in one source to link with a particular attribute
or entry in another source.) The movement of this data through the sequence of
rules is referred to as the join process. The join engine also monitors the connector
views for changes and incorporates them into the meta view; conversely, it
monitors the meta view for changes and incorporates them into the connector view
and back to the related external data source.

Join Process

The join process is the movement of data through a sequence of rules and filters
that are used by the join engine to determine how connector view entries will be
represented in the meta view. To successfully join entries, the join engine must
match data in the connector view with a congruous entry in the meta view. To do
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Meta-Directory Views

this, rules containing values and attributes are issued against the connector view.
These rules find a matching entry, and create a link to it, in the meta view. The
search strings include Join Rules, Attribute Construction Definitions, Attribute
Flow Rules, Filters, and DN Mapping Rules.

Meta-Directory Views

In connecting data from several data sources, Meta-Directory allows the
information to be accessed in two ways:

= The meta view, a representation of the culmination of the join process — a
view of the combined data from all connector views.

= The connector view, a representation of the data from its initial source, the
external data source.

The following sections describe these views in more detail.

Meta View

The meta view is a unified view of LDAP entries from one or more connector views,
representing the result of the join engine’s join process. After the join engine
receives information from a connector view, it synchronizes the information in the
meta view.

From the meta view, you can view the linked entries as well as modify them and
send the modifications back to the original connector views. Meta-Directory
supports only one meta view per join engine.

Connector Views

A connector view is an LDAP representation of an entry (or entries) that resides in an
external data source. This representation is merged with other connector views to
form the meta view. In order for this merger to take effect, you must specify that a
connector view is a participating view. Adding a participating view allows the
connector view to ‘participate’ in the join process; enabling it allows the data to
flow from the connector view into the meta view. (It is through the participating
view that the rules of the join process are applied.)
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How Meta-Directory Works

How Meta-Directory Works

Information from data sources is channeled to one or more connector views via a
direct or indirect connector. The join engine combines the data from the connector
views into one meta view. All the information in the meta view is then accessible
via a directory server and other web-based applications. This is how the process
plays itself out:

1. The join engine works with direct and indirect connectors that channel data
from external sources into a Directory Server connector view.

a. The direct connectors read entries from either an LDAP directory or an
Oracle database and map the data into LDAP-configured connector views.

b. For other sources of data, an indirect connector transforms information
from a proprietary format into LDAP and flows this data into an
LDAP-configured connector view.

The data in these LDAP-configured connector views can then be flowed into,
and stored on, a meta view (another directory subtree in a Directory
Information Tree) via the direct LDAP connector.

2. The meta view becomes the replicated source for the combined data, allowing
searches and changes to be made and flowed back to the original source.

Figure 1-1 is a graphical representation of Meta-Directory’s process.
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How Meta-Directory Works

Figure 1-1  Data Integration Into Meta-Directory
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Chapter 2

Quick Start

Follow these general steps to get Meta-Directory up and running.

1.

Install Meta-Directory and its components.

Meta-Directory is used to establish an interdependent relationship between
two or more sources of data, allowing the data to be integrated, viewed,
searched and/or modified from one authoritative source. The components
used to join the data include the join engine and connectors (both direct and
indirect). During installation, you will be asked to choose a Directory Server
and a path to a directory on the Directory Server where the Meta-Directory
configuration will be stored. For more information on installation, see the Sun
ONE Meta-Directory Installation Guide.

Start Sun ONE Console, your server group’s Administration Server and your
external data source.

Sun ONE Administration Services, that includes Sun ONE Administration
Server and Sun ONE Console, was installed along with Meta-Directory. Sun
ONE Administration Server (accessed through Administration Server console)
is the common front-end for all Sun ONE Servers. Sun ONE Console manages
all installed Sun ONE server groups. For instance, you might install Directory
Server in one directory tree and Meta-Directory in another. Each server group
will have its own Administration Server but, Sun ONE Console allows the
management of both server groups from a single graphical user interface.
Similarly, you access Meta-Directory from Sun ONE Console although the
initial Meta-Directory configuration (step 3 and step 4) is achieved through
Sun ONE Console. For more information on Console pages and applications,
see Chapter 4, “The Console Interface” or the Sun ONE Console and
Administration Server documentation set.
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3. Create an instance of the join engine.

The join engine manages the flow and integration of data from different
sources into one meta view. An instance of the join engine needs to be
configured to create the meta view. The URL of the Directory Server where the
meta view will be located as well as an authenticating DN and password are
needed for instance creation. Once the instance is created, a meta view is
created automatically in the navigation tree of Meta-Directory console. The
instance is created from Sun ONE Console and Meta-Directory console can be
opened from the instance in Sun ONE Console. For more information on the
join engine, see Chapter 5, “Configuring The Join Engine.”

4. Connect one or more sources of external data to Meta-Directory by creating
one or more instances of a server.

An indirect or direct connector is used to flow data from the external data
source to the connector view. Connectors allow information to flow in two
directions: original or modified data can move from the data source to the
connector view and modified data can flow from the connector view back to
the data source. You associate external data with a connector view in one of
two ways:

a. Create an instance of an indirect connector, configure and apply the
indirect connector rules and start the instance.

Any external data source that goes through the process of having its data
transformed into LDAP before flowing through the join engine is
considered to have an indirect connection to the join engine. Active
Directory, NT Domain and Universal Text Parser are indirect connectors
which translate proprietary data into LDAP. When an instance of one of
these indirect connectors is created (from Sun ONE Console, not
Meta-Directory console), it links to an external data source and creates a
connector view on a Directory Server with which to view the data. Starting
the indirect connector instance begins the flow of data from the external
data source to the connector view. (It is important to remember that
creation of the instance does not flow data; it only opens a data path.)

Meta-Directory provides rules to manage the flow of data from the
external data source through the indirect connector and to the connector
view. These indirect connector rules can alter the flow in three ways: by
filtering entries from the process, by setting entry ownership, and by
matching attributes in the data source to attributes in the connector view.
Other indirect connector configuration choices include setting up log
options, scheduling synchronization, choosing from available attributes,
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and, in the case of the Universal connector only, adapting the connector
with a Perl script to help it to synchronize a proprietary data source.
Indirect connector rules are configured at the connector level on the
navigation tree but are applied to specific connectors separately.

For information on creating and applying indirect connector rules, see
Chapter 7, “Connectors and Connector Rules.” For information on creating
an indirect connector instance specific to your data source, see the
corresponding connector’s chapter in Part 3, “Meta-Directory Connectors.”
For information on starting and stopping components, see Chapter 16,
“Starting and Stopping Components.”

b. Create a direct connector view and start it.

The join engine allows access to LDAP Directory Servers and SQL (Oracle)
databases within its architecture; these data sources are considered to have
a direct connection. A direct connector is not needed; only a connector
view need be created. (As there is no connector, the indirect connector
rules do not apply either.)

To create a direct connector view, a Directory Server or an Oracle database
needs to be recognized by the join engine. You configure a Directory
Server by inputting address information (host name, port, DN name and
password), scheduling operation and data modification times and setting
up binary attributes. An Oracle database is also configured with database
address information with the addition of changelog scripts, operation and
data modification times and column selections. Once the Data Servers are
connected to Meta-Directory, the direct connector view can be instantiated
by pointing it to the server.

For more information on configuring for connection to these types of data
sources, see “Configuring Data Servers,” on page 449 of Chapter 20,
“Managing Servers and Permissions.” For more information on creating an
LDAP connector view, see “Connector Views,” on page 119 of Chapter 6,
“Views in Meta-Directory.” For information specific to connecting to a
database, see Chapter 12, “Configuring the Database Connector.”

Define the join process rules.

The key to managing the manipulation of data from the connector view to the
meta view is the join process. This process is the flow of data through the join
engine and the data’s synchronization within the meta view. Administrators
write join process rules to take full advantage of Meta-Directory’s
synchronization tools. There are five types of rules: join rules, attribute flow
rules, DN mapping rules, filters and attribute construction rules. (Don’t
confuse these rules with the similarly-named indirect connector rules which
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manage the flow of data between the external data source and the connector
view.) Generally, these rules decide which entries (or attributes) from the
connector view will exist in the meta view. Specifically, the administrator can,
among other things, prevent specific entries from flowing back and forth and
specify which attribute values in the connector view map to which attribute
values in the meta view.

The join process rules written at this step will not actually manage the data
until they are specifically applied to a participating view in Step 6. For
information on creating rules for the join process, see “Creating the Join Engine
Instance,” on page 72 of Chapter 5, “Configuring The Join Engine.”

6. Configure a participating view and apply the join process rules.

A participating view must be added before data will flow from the connector
view into the meta view. Once added and enabled, the participating view is
telling the join engine that the corresponding connector view is ‘participating’
in the data flow. Applying the join process rules to the participating view will
manage data flow between the connector view and meta view.

The previously-configured join process rules are applied to the participating
view after it has been added to the navigation tree. If no rules have been
configured, the participating view uses Atomic rules. (The Atomic rules are a
set of default DN Mapping rules and Attribute Flow rules that allow data to
flow in the absence of previously-configured join process rules.) In addition to
the join process rules, the direction of data flow, a data refresh schedule and
data refresh filters can be applied to a participating view.

For more information on participating views, see Chapter 6, “Views in
Meta-Directory” where you can find a section called “Creating New Data in
the Meta View,” on page 124 of Chapter 6, “Views in Meta-Directory.” For
information on applying the join process rules, see “Configuring a
Participating View,” on page 129 of the same chapter.

7. Start the join engine.

The join engine is started from either Sun ONE Console or Meta-Directory
console. Even when the join engine is started, data will not flow until the
participating view and the connector view are enabled. For information on
starting the join engine, see Chapter 16, “Starting and Stopping Components.”
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10.

Enable the participating view.

The participating view is enabled from the join engine’s Operations window in
Meta-Directory console. When you enable the participating view, its connector
view will flow data into the meta view, using the join process rules applied to
it. For information on enabling the participating view, see “Enabling a

Participating View,” on page 137 of Chapter 6, “Views in Meta-Directory.” For
information on the join engine’s Status options, see “Join Engine Operations,”
on page 403 of Chapter 17, “Monitoring Meta-Directory Components.”

Ensure that the connector view is enabled.

By default, the connector view is always enabled so data flow from the external
source to the meta view is always possible, providing the prior eight steps have
been executed correctly. The connector view’s status can be verified from the
connector’s Operations window in Meta-Directory console. For information on
enabled connector views, see “Providing a Connector View Description,” on
page 123 of Chapter 6, “Views in Meta-Directory.” For information on the
connector’s Status options, see “Connector Operations,” on page 406 of
Chapter 17, “Monitoring Meta-Directory Components.”

Refresh the data.

Refreshing the data ensures that the most recent data is flowing. This step is
most important when changes and modifications have been made to data. For
information on how to refresh connector and meta views, see “Refreshing the
Views,” on page 139 of Chapter 6, “Views in Meta-Directory.”

Figure 2-1 shows how the Meta-Directory navigation tree appears if you were to
create a Universal connector and its corresponding connector view, then enabled it
as a participating view.
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Figure 2-1  Meta-Directory Navigation Tree With a Configured Connector View
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Meta-Directory Principles at Work

This chapter uses an example to show how to configure Meta-Directory to
integrate three different external data sources into one unified meta view. In order
to make this example compliant with the Windows NT or Solaris operating system,
the sample uses data sources that work with both. These include an LDIF data file
imported into a Directory Server, a CSV data file using the Universal Text Parser
(UTP), and an Oracle database using the Database Connector. These data samples
are small but the principles of working with them using Meta-Directory are the
same as they would be for large bodies of data. This chapter includes the following
sections:

The LDIF Data File

The CSV Data File

The Oracle Database

Background Information

Configuration of Connectors and Join Process Rules

Integration of the Data With Join Rules

The LDIF Data File

An LDIF file is a text version of LDAP data. The following LDIF data is what will
be imported into Directory Server. Once it is imported, the LDAP data sub-tree is
directly accessible by Meta-Directory and would be considered a direct connection.
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The LDIF Data File

Code Example 3-1  The LDIF Data

dn: uid=aquinn,o=firstgroup
objectclass: top
objectclass: person
objectclass: organizationalperson
objectclass: inetorgperson
cn: Al Quinn

sn: Quinn

mail: alangquinn@siroe.com
title: Writer

uid: aquinn

givenname:Alan

dn: uid=bmoore,o=firstgroup
objectclass: top
objectclass: person
objectclass: organizationalperson
objectclass: inetorgperson
cn: Betty Moore

sn: Moore

mail: bettymoore@siroe.com
title: Designer

uid: bmoore

givenname: Betty

dn: uid=cwayne,o=firstgroup
objectclass: top
objectclass: person
objectclass: organizationalperson
objectclass: inetorgperson
cn: Cal Wayne

sn: Wayne

mail: calvinwayne@siroe.com
title: Accountant

uid: cwayne

givenname: Calvin

dn: uid=dgordon,o=firstgroup
objectclass: top

objectclass: person
objectclass: organizationalperson
objectclass: inetorgperson
cn: Debby Gordon

sn: Gordon

mail: deborahgordon@siroe.com
title: Writer

uid: dgordon

givenname: Deborah

dn: uid=ecrane,o=firstgroup
objectclass: top

objectclass: person

objectclass: organizationalperson
objectclass: inetorgperson
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Code Example 3-1  The LDIF Data (Continued)

cn: Eric Crane

sn: Crane

mail: ericcrane@siroe.com
title: Designer

uid: ecrane

givenname: Eric

The CSV Data File

A CSV (comma-separated values) file is a text file format that can be output by a
standard spreadsheet program. (Its name is derived from the fact that each record
is stored in a single line with the individual items of data separated by commas.)
The following CSV data will be imported into Meta-Directory via the UTP. (The
UTP is considered an indirect connector as it is necessary to map the CSV file data
to the Directory Server’s LDAP schema before it can be read by Meta-Directory.)

Code Example 3-2  The CSV Data

REALNAME, LASTNAME , EMAIL, PHONE, BUILDING, JOBTITLE, ALTERNATIVENAME,
NICKNAME

Frankie Shaden, Shaden, frankshaden@siroe.com,408 555
1234,15,Accountant, fshaden, Frank

Gary Parker, Parker,garyparker@siroe.com,408 555
5678,7,Writer,gparker, Gary

Hal Kent,Kent,haroldkent@siroe.com,408 555
9012,18,Designer, hkent,Harold

Indy Connor, Connor, indranilconnor@siroe.com,408 555
3456,7,Accountant, iconnor, Indranil

Joe Hayes,Hayes, josephhayes@siroe.com, 408 555
7890,15,Writer, jhayes, Joseph
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The Oracle Database

Data stored in an Oracle database can be viewed in Meta-Directory with a
Database Connector. The following data will be accessed from an Oracle 8 database
via Structured Query Language (SQL). The Database Connector is considered a
direct connector because it plugs directly into the join engine.

Table 3-1 The Oracle Data

Employee ID First Name Last Name Salary Department ID
aquinn Al Quinn 75,000 10
bmoore Betty Moore 85,000 43
cwayne Cal Wayne 80,000 24
dgordon Debby Gordon 95,000 10
ecrane Eric Crane 85,000 43
fshaden Frankie Shaden 80,000 24
gparker Gary Parker 95,000 10
hkent Hal Kent 85,000 43
iconnor Indy Connor 80,000 24
jhayes Joe Hayes 95,000 10

Background Information

Siroe, Inc. is a small company that outsources services. It currently has ten
employees on its payroll. Personal and employment information on their
employees is divided among three data sources. Siroe’s Directory Server contains
names and email addresses of five employees. Similar information for five
consultants is in an Excel spreadsheet program. An Oracle database contains the
salary information, employee numbers, and departments of all ten employees.
Siroe needs to integrate all three of these sources and identify the employees by job
function: four writers, three designers, and three accountants.

The example assumes that iPlanet Directory Server and the Sun ONE
Meta-Directory software have been installed and a join engine has been created.
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Configuration of Connectors and Join Process

Rules

Siroe, Inc. has hired a systems administrator, Tracy, to help with the integration of
their data. Tracy decides to flow the data on Siroe’s Directory Server first. The next
steps are integrating the CSV file exported from Excel and then syncing the Oracle
tables into Siroe’s unified employee database.

Flowing LDIF Data to the Connector View

Siroe has two directory servers: one is an iPlanet Directory Server and the other is
Netscape Directory Server 1.0. The Directory Server 1.0 is not completely
compatible with Meta-Directory so Tracy exports its LDAP data to an LDIF file in
order to import it into the newer iPlanet Directory Server. (The Netscape Directory
Server will no longer be used; its place is taken by the iPlanet Directory Server.)
Tracy creates an instance of the Universal Connector (UTC) from Sun ONE Console
which also adds a connector view for the data on the newer iPlanet Directory
Server by:

< Naming the instance: firstgroup
< Naming the view ID: fg
< Naming the base dn: o=firstgroup

The LDIF file is already configured as uid=variable,o=firstgroup therefore, the
base DN of our connector is input as o=firstgroup.

= Entering the LDAP URL of the Directory Server on which the data will be
stored

= Entering an authenticating Distinguished Name and password

When Tracy refreshes the Directory Server and Meta-Directory consoles, the
o=firstgroup LDAP sub-tree is visible in the navigation tree of the Directory Server
and the firstgroup connector and connector view are visible in the navigation
tree of Meta-Directory.

Once the connector view is created, Tracy imports the LDIF file into the connector
view sub-tree via the iPlanet Directory Server by using the Tmport Database
command from the Directory Server console.
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Flowing LDAP Data to the Meta View

The LDIF data is now written to a LDAP Directory Server that is directly connected
to the join engine. Therefore, Tracy can begin configuring the join process to flow
the LDAP data through the join engine and into the meta view.by creating the rules
to define how Siroe would like the data to flow.

Constructing an Attribute

destinationIndicator is an allowed attribute of the organizationalPerson object
class so Siroe will use this attribute to keep track of an employee’s off-site locations.
Tracy, therefore, needs to put a value to this attribute. One way to do this is to take
a value that is already present and break it into sub-tokens, enabling the use of
these sub-tokens for other attributes. As their personnel’s email address changes
with each job, Tracy constructs an attribute with a value by:

< Naming the constructed attribute: constructeddestinationIndicator
= Entering token assignments: {mail}=%mailto%@%company%.%com%
= Entering attribute construction: $company$%

With this rule, Tracy deconstructs the email address field, variable@company.com
into three tokens: variable, company and com. From these fields, $company$ is
chosen as the value for constructeddestinationIndicator that will sync with
the LDAP destinationIndicator attribute indicating the employee’s off-site location.

Mapping Attribute Flow Rules

After constructing the attribute, Tracy configures flow tables to match up the
attributes from the LDIF/LDAP data to the attributes in Meta-Directory’s schema.
Attribute flow rules can be configured for two directions: from the connector view
to the meta view and from the meta view back to the connector view. The
LDIF/LDAP data contains the following attributes: objectclass, cn, sn, mail,
title, uid, and givenname; in addition, Tracy needs to flow the constructed
attribute constructeddestinationIndicator. Tracy creates attribute flow rules
by:

= Naming the rule: fg2mv

= Choosing the direction: To Meta View

= Entering selection criteria: (3objectclass%==person)

This specification means that any entry with an $objectclass$==person
attribute/value pair will be selected and allowed to map its attributes.
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« Adding attribute mappings

objectclass, cn, sn, mail, title, uid, givenname and
constructeddestinationIndicator map respectively to objectclass, cn,
sn,mail, title, uid, givenname and destinationIndicator

All attributes from the LDIF/LDAP data will flow to the same-titled attribute in the
meta view (although Tracy could flow them differently if Siroe wanted different
mappings). The constructed attributes are visible when Constructed Attributes is
chosen from the source objectclass drop-down list. In this case, Tracy maps the
constructeddestinationIndicator constructed attribute to the schema attribute
destinationIndicator.

When the attribute mappings are complete, Tracy needs to create a rule set entitled
affg2mvset and add the £g2mv rule to it. Since attribute flow rule sets can not
contain rules configured for data that flows in opposite directions, Tracy must also
make a separate rule and rule set to map the attributes from the meta view back to
the connector view. He names them fg2cv and affg2cvset, respectively. (The
difference between the two rules is that, in the latter case, Tracy does not want the
constructed attribute to be flowed back to the connector view from the meta view
and therefore does not map it.)

Creating the Entry’s Distinguished Name

Tracy needs to configure the distinguished name (DN) for each entry. DN mapping
rules create a place for each entry in the destination view. The first entry in the
LDIF/LDAP data has as its source DN uid=aquinn, o=firstgroup. Tracy wants
the meta view DN of this entry to be uid=agquinn, ou=Writers, o=firstgroup.
The DN mapping rule is created by:

< Naming the rule: fgwriter2mv

= Entering the selection criteria: ( (3objectclass$==person) AND
($title%$==Writer))

This specification means that any entry with $objectclass$==person and
stitles==Writer attribute/value pairs will be selected and assigned the
following DN.

« Constructing the DN: uid=%uid%, ou=Writers

Tracy wants the unique identifier (in this case, aquinn) to be the unique name
of each partial DN relative to the base DN. This DN construction creates the
organization unit Writers in which all entries with title=writer and
objectclass=person Will be placed.
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Tracy must now configure a rule for Accountants and Designers. The three
completed rules, fgaccountant2mv, fgdesigner2mv and fgwriter2mv, are then
added to one rule set that Tracy calls DNrulesfg2mv because they are all for
flowing data to the meta view.

Tracy then makes three more rules which flow the information back to the
connector view, using as selection criteria cn in ou=Writers, ou=Accountants,
and ou=Designers and constructing a DN of uid=%uid%, o=firstgroup. Tracy
puts them in a rule set entitled DNrulesfg2cv. The two rule sets DNrulesfg2mv and
DNrulesfg2cv Will flow the LDAP data into and out of the meta view. Next, Tracy
flows the CSV data into the meta view.

Mapping CSV Data to LDAP Using the UTP

The CSV data must be flowed into the connector view using the Universal Text
Parser (UTP), so Tracy configures an instance of the Universal Connector (UTC)
from Sun ONE Console by:

< Naming the instance: secondgroup
< Naming the view ID: sg
= Naming the base dn: o=secondgroup

= Entering the LDAP URL of the Directory Server on which the data will be
stored

= Entering an authenticating Distinguished Name and password

< Entering the path name to the template.pl script included with
Meta-Directory: NETSITE_ROOT/md50/utc-secondgroup/utp/template.pl

The template.pl file is part of the UTP. It is a Perl script that tells the UTC
what to do. It must be moved to the configured UTC’s directory (entered in the
path name above) from its default location at
NETSITE_ROOT/bin/utc50/install/templates/universalparser/templat
e.pl.

Tracy refreshes both consoles so that the o=secondgroup sub-tree is visible in the
navigation tree of the Directory Server and the secondgroup connector view is
visible in the navigation tree of Meta-Directory. Now, Tracy needs to convert the
data in the CSV file into LDAP data using the Universal Text Parser’s csv.cfg file.
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NOTE When using the Universal Text Parser, attributes are mapped twice.
First, CSV data is mapped to LDAP attributes within the csv.cfg
file and second, the CSV/LDAP attributes are mapped to the
Meta-Directory schema by configuring indirect connector rules.

Mapping CSV Data to LDAP Attributes

The csv.cfg text file is used to map comma-separated values to LDAP attributes.
Tracy finds the file and the task.cfgfilein

NETSITE ROOT/bin/utc50/install/templates/universalparser. Tracy first
copies the csv.cfgfile to the task.cfgfile. (task.cfgis called by template.pl
but it needs to be configured specifically for CSV conversion into LDIF using the
csv.cfg file.) Tracy edits the new version of task.cfg by editing the LineFormat
and ImportLineFormat Sections to map the CSV data attributes REALNAME,
LASTNAME, EMAIL, PHONE, BUILDING, JOBTITLE, ALTERNATIVENAME and
NICKNAME to the LDAP attributes cn, sn, mail, telephoneNumber, 1, title, uid
and givenName, respectively. Tracy also changes the InputFile section of csv.cfg
to $ScriptBase%csv.data. Tracy then places the csv.data file and the modified
task.cfg file in the directory with template.pl located at

NETSITE ROOT/md50/utc-secondgroup/utp/.

Mapping LDAP Attributes to the Connector View

Once the CSV data has been mapped to LDAP-recognized attributes within the
csv.cfqg file, these LDAP attributes need to be mapped to the LDAP attributes in
the connector view using indirect connector rules. First, Tracy specifies the
attributes defined in csv.cfg as attributes that are available to the connector. For
this, each attribute name is entered on the connector’s External Available
Attributes panel. Once defined, the attributes are accessible for mapping data to
and from the connector view attributes. Tracy can now create attribute flow rules
for the indirect connector by:

< Naming the rule: secondgroupflow
= Choosing the mapping type: Mappings for Locally Owned Obijects

This choice identifies the rule as applying to data flow from the external source
to the connector view.

< Match the external attributes cn, sn, mail, telephoneNumber, 1, title, uid
and givenName To Connector View attributes cn, sn, mail, telephoneNumber,
1, title, uid and givenName
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= Match the external attributes cn, sn, mail, telephoneNumber, 1, title, uid
and givenName From Connector View attributes cn, sn, mail,
telephoneNumber, 1, title, uid and givenName

= Choosing the mapping type: Mappings for Connector View Owned Objects

This choice identifies the rule as applying to data flow from the connector view
to the external data source.

= Match the external attributes cn, sn, mail, telephoneNumber, 1, title, uid
and givenName To Connector View attributes cn, sn, mail, telephoneNumber,
1, title, uid and givenName

e Match the external attributes cn, sn, mail, telephoneNumber, 1, title, uid
and givenName From Connector View attributes cn, sn, mail,
telephoneNumber, 1, title, uid and givenName

NOTE Again, in order to flow data in both directions, the attributes need to
be mapped in both directions AND under each mapping type.

Tracy can now apply the indirect connector rule by selecting the utc-secondgroup
indirect connector and its corresponding secondgroupflow rule.

Flowing LDAP-configured CSV Data to the Meta
View

From this point, Tracy follows the same procedure established for the LDIF/LDAP
data. First, DN mapping rules are configured, selecting the entries and linking
them to the DN as laid out in the table below.

Select entries that contain Link entries to DN constructed as
objectclass=person AND I=15 uid=%uid%, ou=Accountants
objectclass=person AND I=7 uid=%uid%, ou=Writers
objectclass=person AND [=18 uid=%uid%, ou=Designers
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Tracy names the rules sgwriters2mv, sgdesigners2mv and sgaccountants2mv
and puts them in a rule set called DNrulessg2mvset. Whereas the LDIF file had
employees identified by job title, the CSV data has them identified by building
location with each building occupied by accountants, writers, or designers
exclusively. These DN mapping rules place people in the correct sub-trees based on
their building location.

Mapping LDAP-configured CSV Data to the Meta View

Attribute flow rules are needed to map the CSV/LDAP attributes in the connector
view to the LDAP attributes in the join engine’s meta view. Tracy creates attribute
flow rules by:

< Naming the rule: sg2mv
e Choosing the direction: To Meta View
= Entering the selection criteria: (3objectclass%==person)

This specification means that any entry with an $objectclass%==person
attribute/value pair will be selected and assigned the following mappings.

= Adding attribute mappings

uid, objectclass, telephoneNumber, sn, mail, title, givenName and 1 map
respectively to uid, objectclass, telephonenumber, sn, mail, title,
givenname and 1

Tracy also creates a separate rule to map the attributes from the meta view back to
the connector view; this is called sg2cv. Rule sets are created (afsg2mvset and
afsg2cvset)to hold the two configured rules. With that done, all the rules needed
to manage the flow of data from the CSV file are complete.

Flowing Oracle Data to the Meta View

Tracy must now flow the Oracle data to the meta view. This data includes salary
information and employee identification numbers. To make the flow possible,
Tracy needs to configure the Oracle database as a Data Server that can be
recognized by the Meta-Directory’s join engine.

NOTE In order to bring Oracle data into Meta-Directory, the OCI libraries,
available from Oracle, must be installed on the same machine in
which the join engine is installed.
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Configuring the Oracle Database as a Recognizable Data Server

In order to configure the Oracle database as a recognizable Data Server, Tracy
accesses the Data Server panel from Meta-Directory console and completes the
general information by:

= Entering a name for the data server
= Entering an alias for the data server
This is the Oracle connect string.
= Entering a user name that does not already exist within the Oracle database

This name will be used by Meta-Directory’s Database Connector as the
privileged user.

= Entering the path name to where the OCI libraries are installed

« Using the default NLS Language Environment Variable

Next, Tracy selects the tables and columns that will participate in the data flow by:
= Choosing the Oracle columns for syncing

The Uninstrumented Columns are the full list of Oracle columns that Tracy
will choose from. The Instrumented Columns are the ones Tracy has selected:
EMPLOYEE_ID, FIRST_NAME, LAST_NAME, SALARY and

DEPARTMENT _ID.

= Choosing (or nominating) a primary key for Meta-Directory’s use

The primary key is unique and not null among all the entries. Tracy chooses
EMPLOYEE_ID.

The name and location for the change log tables and triggers are also chosen.
(Tuning and DCNS schedule use the default option.) When these selections are
saved, a script is generated which, when applied to the database, enables change
detection on the selected tables and columns. Tracy then runs the script on the
command line via SQLplus (part of Oracle client software) and creates both the
connector view and participating view from Meta-Directory console.

NOTE The Oracle table data can never be seen through the Meta-Directory
console. Only when the data is synced in the meta view can it be
viewed.
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Constructing an Attribute for the Oracle Database

When flowing data from an Oracle database, the objectclass attribute must
always be constructed and flowed with the data as Oracle does not use object
classes. Tracy creates an objectclass attribute by:

< Naming the constructed attribute: dbobjectclass
= No selection criteria is necessary

= Entering attribute construction:
top;person;organizationalperson; inetorgperson

Tracy also constructs a commonname attribute by:
= Naming the constructed attribute: dbcommonname
= Entering selection criteria: (¥cv.FIRST NAME%=@)

This specification means that any entry with a connector view value of
FIRST_NAME will be selected.

= Entering attribute construction: $cv.FIRST NAME% %cv.LAST NAME%

The dbcommonname Will be made from the connector view’s FIRST_NAME and
LAST_NAME attributes.

To complete the constructed attributes, Tracy puts each rule in a separate
constructed attribute rule set entitled dbobjectclass and dbcommonname,
respectively.

Creating Attribute Flow Rules for the Oracle Database

Tracy can now create the attribute flow rules to map the Oracle columns to their
counterpart LDAP attributes. This is done by:

= Naming the rule: oracle2mv
= Choosing the direction: To Meta View
= Entering the selection criteria: (3cv.EMPLOYEE ID%=@)

This specification means that any entry with a connector view value of
EMPLOYEE_ID will be selected for these mappings.

= Adding attribute mappings

EMPLOYEE ID, FIRST NAME, LAST NAME, SALARY, DEPARTMENT_1ID,
dbobjectclass and dbcommonname Map respectively to uid, givenName, sn,
description, departmentnumber, objectclass and cn.
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This attribute flow rule is then put in an attribute flow rule set entitled
oracle2mvset. An attribute flow rule going back to the Oracle column is also
created (using the selection criteria suid%=e) and put in a rule set entitled
oracle2cvset.

Creating DN Mapping Rules for the Oracle Database

Tracy can now configure rules that will create DNs for the Oracle data. Three rules
are needed to flow the data into the meta view’s three organizational units. A DN
rule for Writers is created by:

< Naming the rule: craclewriter2mv

= Entering the selection criteria: ( ($cv.EMPLOYEE ID%=@) AND
(%cv .DEPARTMENT ID%==10))

This specification means that any entry with a connector view value of
EMPLOYEE_ID and a department ID of 10 will be selected for this DN.

= Constructing an DN: $cv.EMPLOYEE ID%, ou=Writers

This DN rule creates the organizational unit Writers in which all entries with an
employee ID and a department ID of 10 will be placed. Tracy must now configure a
different rule for accountants and designers. The three completed rules that apply
to data flowing into the meta view are put into one rule set entitled
DNrulesoracle2mvset.

Tracy then makes three more rules which flow the information back to the
connector view, using as selection criteria $mv. EMPLOYEE ID%=e and constructing a
DN of smv.EMPLOYEE_ID%. Tracy puts them in a rule set entitled
DNrulesoracle2cv. The two rule sets DNrulesoracle2mv and DNrulesoracle2cv
will flow the LDAP data into and out of the meta view.
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Integration of the Data With Join Rules

With the bulk of the rules configured for the three data sources, Tracy is now able
to flow the data into the meta view. Join rules need to be configured to synchronize
the data correctly as each data source has different information flowing to the same
meta view entry. Tracy needs to configure join rules that look at all source entries
and link only those that have passed certain criteria. Tracy creates a join rule for the
Oracle database by:

< Naming the rule: oraclecvamv
= Entering the selection criteria: (3cv.EMPLOYEE ID%=@)

This specification means that any entry with a connector view value of
EMPLOYEE_ID will be selected for joining.

= Constructing the join filter: cn=%cv.FIRST NAME% %cv.LAST NAME%

Tracy puts the Oracle join rule into a join rule set called oraclejrcvamvset. For the
LDIF data source the join rule is configured by:

< Naming the rule: 1difcv2my
= Entering the selection criteria: (3objectclass%==person)

This specification means that any entry with an object class equal to person
will be selected for joining.

e Constructing the join filter: cn=%cn%

Tracy creates a join rule set called 1difjrcv2mvset and the LDIF join rule is put
into it. Tracy then realizes that the join rule created for LDIF data will also work for
the CSV data source because they both have been converted into LDAP. Now
Tracy is ready to apply the join process rules.
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Applying Rules to the Participating View

Tracy applies the join process rules to the correct participating views. (The
participating view allows the connector view to ‘participate’ in the join process.)
From Meta-Directory console, a participating view for the firstgroup,
secondgroup and oracle connector views is added. It is here that the join process
rules are applied as follows:

Participating View

Join Process Rule

Rule Set Name

firstgroup

secondgroup

oracle

Attribute Flow To Meta View
Attribute Flow To Connector View
DN Mapping To Meta View

DN Mapping To Connector View
Filters

Join Rules To Meta View

Attribute Flow To Meta View
Attribute Flow To Connector View
DN Mapping

Filters

Join Rules To Meta View

Attribute Flow To Meta View
Attribute Flow To Connector View
DN Mapping

Filters

Join Rules To Meta View

affg2mvset
affg2cvset
DNrulesfg2mv
DNrulesfg2cv
none configured
ldifjrcv2mvset
afsg2mvset
afsg2cvset
DNrulessg2mvset
none configured
ldifjrcv2mvset
oracle2mvset
oracle2cvset
DNrulesoracle2mvset
none configured

oraclejrcv2mvset

Once the join engine is started, the connectors are enabled and the views are
refreshed, Siroe’s LDIF data, CSV data and Oracle data will flow to the meta view

forming one complete source of employee information.
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At this point, Tracy checks the Meta-Directory error logs to see if any of the data
has failed to flow or link. He does this by issuing the following grep command in
the log directory:

grep -i fail *.log

Had any errors been found, Tracy could use the Fix-It Tool to manually link the

orphaned entries. Fortunately for him no errors were found so Tracy steps outside
for lunch.
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Chapter 4

The Console Interface

Most Sun ONE products use the console graphical user interface for navigating
and configuring Sun ONE software. The console always takes the same form and
layout. The product/console name can be found in the top left hand corner. The
navigation tree can be found in the left panel of the console and the product features
interface in the right panel. This panel will change depending on what is clicked in
the navigation tree. This chapter describes the different consoles and how to
recognize and customize them. This chapter contains the following sections:

Sun ONE Console application

iPlanet Console application

Console Pages

o iPlanet Administration Server Console page

o Sun ONE Administration Server Console page
o iPlanet Directory Server Console page

o Sun ONE Meta-Directory Console page

NOTE The consoles for all Sun ONE products are the Sun ONE Console

application with integrated, product-specific JAR files.

In later chapters, Console pages are just referred to as consoles.
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Sun ONE Console application

Sun ONE Console is the front-end Java application for the management of all Sun
ONE software in your enterprise. It finds all the Sun ONE servers and applications
registered in your configuration directory, displays them in a navigation tree, and
allows you to manage and configure them. When you log in to Sun ONE Console,
it connects to a server group’s Administration Server using the Hypertext Transfer
Protocol (HTTP) although the two function independently. For more information,
see the documentation for Sun ONE Console and Administration Server,
Managing Servers With Sun ONE Console. The figure below shows Sun ONE
Console's interface.

Figure 4-1  Sun ONE Console
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& Meta-Directory (utc50-CA208)
& Meta-Directory (Utc50-CA21a)
& Meta-Directory (ulc50-CA22a)

Server root. /opt/SunOne/MD
Prodluct name: Meta-Directory Universal Connector
Wendor Sun Microsystems, Inc

“ersion: 5.1
Build number: 02.016. 1954

Revision
Becurty level: domestic
Server status: Stopped

Edit.... Help

To Access A Console page

1. Double-click the icon representing the Administration Server, Directory
Server, or Meta-Directory from the navigation tree on the left of Sun ONE
Console.

The interface for that product will appear in the right panel.

58 Sun ONE Meta-Directory Configuration and Administration Guide ¢ January 2003



iPlanet Console application

2. Press Open in the upper right corner of the component information panel.

This will open up the console page for that component in a new window.

IPlanet Console application

By starting from within the iPlanet Directory Server 5.1 installation, the iPlanet
version of Sun ONE console will appear. The functionality of these two consoles
are the same. However it is recommended to use the console application
appropriate to the software being administered.

iPlanet Console

C

| Default View

IEI uk.sun.com
@ 5 mangalore.uk.sun.com
@ [ Server Group
® Directory Server (bangalore)
@ Administration Server
@[3 Server Group (2)

i uk.sun.com

Domain name:

Description

Userdirectory host and port:
Secure connection
Userdiractary subtree:

Bind DM:

Bind password

uk.sun.caom

Standard branch for configuration information
bangalore.uk sun. com: 3888

O

de=uk,de=sun,de=com

Console Pages

The Console pages can be accessed by placing the mouse over the appropriate
place in the tree appearing at the left hand side of the main consoles. It is
recommended that the iPlanet console pages be accessed from the Directory Server
startconsole script (found within the Directory Server installation) and the Sun
ONE console pages be accessed from the Meta-Directory startconsole script (found
within the Meta-Directory installation).
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@ EE bengalore. uk.sun.com
@ (1 Server Group
@ Directory Server (bangalore)
(5'3 Administration Server
@ (3 Server Group (2)

& Meta-Directary (join50-engine)
4 Administration Server

We now discuss these in turn.

iPlanet Administration Server Console page

iPlanet Administration Server processes requests for servers that are installed in a
server group (a single root folder), and then invokes the programs required to
fulfill them. When you install an iPlanet product in a new folder, Administration
Server is also installed for you. If, later, you install additional products in the same
folder, they use the instance of Administration Server that is already there. If a
product includes a newer version of Administration Server, the installer updates
with the latest versions. The Administration Server console page offers navigation
and feature options for the Administration Server software. For more information,
see the documentation for iPlanet Console and Administration Server. The
Administration Server console page also includes a convenient interface for
starting and stopping the server as well as other tasks. This interface can be found
by clicking the Tasks tab at the upper left corner of the window.

« Start the iPlanet Console using the startconsole executable within the Directory
Server installation

= Select, using the mouse, Server Group > Administration Server

The following screen will appear:
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Stop Server

@ Restart Server

@ Configure Admin Server
Logging Options

Manage Certificates

4| Configure SNMP Master Agent

Sun ONE Administration Server Console page

This has exactly the same functionality as the iPlanet Administration Server
Console page mentioned in the previous section.

= Start the Sun ONE Console using the startconsole executable within the
Meta-Directory installation

= Select, using the mouse, Server Group (2) > Administration Server

and the following screen will appear:
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Consale Edit ¥iew Help

'y ‘i i
Sun ONE Adfinistration Server

@I Stop Server

@I Restart Server

@I Configure Admin Server
@I Logging Options

@I Manage Certificates

{#]| Configure SNMP Master Agent

iPlanet Directory Server Console page

You can perform most Directory Server administrative tasks from the iPlanet
Directory Server console page. The iPlanet Directory Server console page (pictured
in Figure 4-2) offers navigation options as well as the task interface. For more
information, see iPlanet Directory Server documentation.

= Start the iPlanet Console using the startconsole executable within the Directory
Server installation

= Select Server Group > Directory Server

and the following screen will appear:
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iPlanet Directory Server Console

London.uk.sun.com — iPlanet Directory Server — London

C

Consaole Edit Wiew Ohject Help

iPlanet’ Directory Server

Configuration

@ g 0=Cv2
@ § o=MYCLI
@ 4§ o=MetscapeRoot
@ [ Replication
@y changelog
@ ot
Qo2
@ Mmven
@y MetscapeRoot
@y userRoot
[z Schema
¢ G Logs
Access Log
Error Log
Audit Log
@ (g Plug-ins
g T-hit check
‘e ACL Plugin
‘e ACL preoperation |w

wersion 5.1

[¥l Enable plug-in
Akt

Plug-in ID: retroc|
Description: Retrocl Plugin
Wersion: 5.1
Wendor. Sun | Netscape Alliance
Plug-in type: object
Initialization function: |rg(mg|7p\ugm7\m[

Plug=in medule path: | /optiplanet/iDSAikretroc - plugin. so

Amgument
NO ARGUMENTS

Add
Delete

Advanced

Console Pages

Sun ONE Meta-Directory Console page

The Sun ONE Meta-Directory console page offers management, configuration,
navigation and feature options for Sun ONE Meta-Directory software.The Sun
ONE Meta-Directory console page is pictured below.

= Start the Sun ONE Console using the startconsole executable within the
Meta-Directory installation

= Select Server Group (2) > Meta-Directory

and the following screen will appear:

Chapter
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Figure 4-3

=

Sun ONE Meta-Directory Console

— SunONE Meta—Directo

Consale Edit Wiew Object

Sun ONE Meta-Directory

Configuration

Meta-Directory
(3 Join Engines
@ ¥¥ join-engine

[y Connector Views
o @ Cv1(Cy)
o [g CV2 ([CV2)
(i3 Connectors
@ (5l Universal
"ug utc-CY 1
"ug utc-CV2

Menus
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The Sun ONE Meta-Directory console page has a humber of features that are

accessible from within the graphical user interface as well as from the menus at the
top of the console.

Console

From the Console menu, you have the following choices:

& [@ Meta—View (MVCLI)

hame

-

[ute-Cv1
Conhectar View

ICV1

Attribute Flow Configuration | Default

Filter Configuration | Default

Default Valugs Configuration | Default

Cperation

@ Both send and receive updates
T Only send updates to Connector Wiew

() Only receive updates from the Connector View

Reset

= Logon As A New User...

When provided with a new DN and password, your current session will end
and the console will re-open with another user as administrator.

= TR B T

REUEIEREEREER cn=Direclory Manage

Passward |

e Close

This option closes the Meta-Directory window.
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Exit

This option ends your session with Meta-Directory.

Edit
From the Edit menu, you have the following choices:

Preferences

From the Console Preferences window, you can specify the directory where
your settings will be stored as well as your choice of font for the console
window.

Cut

The standard command for use with Meta-Directory property editing tools.
Copy

The standard command for use with Meta-Directory property editing tools.
Paste

The standard command for use with Meta-Directory property editing tools.
Delete

The standard command for use with Meta-Directory property editing tools.
Copy DN

Choosing an entry from one of the Contents sub-trees in the navigation tree,
selecting an entry in the right window and choosing Copy DN will copy the
Distinguished Name of that entry to the Clipboard for pasting it into another
field.

View
From the View menu, you have the following choices:

Banner Bar

The Banner Bar runs across the top of the console and contains the
Meta-Directory logo. Choose this option to show or hide the Banner Bar.

Status Bar

The Status Bar runs along the bottom of the console and allows you to view the
status of an operation. Choose this option to show or hide the Status Bar.
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Show Main Console

Choose Show Main Console to bring the main Sun ONE Console interface
forward.

Tree

Choose this option to show or hide the navigation tree on the left side of the
console.

Refresh

Choose this option to refresh the information in the navigation tree. When a
new view is added, the console should be refreshed to access the latest
information. For additional information, see “Refreshing the Views,” on
page 139 of Chapter 6, “Views in Meta-Directory.”

NOTE The Refresh command always refreshes the entire navigation
tree, even when you access the command by right-clicking on the
components in the navigation tree.

Object
From the Object menu, you have the following choices:

Open

When the contents folder of a connector view is selected in the navigation tree,
the Open command opens up the Property Editor. For more information, see
“The Property Editor,” on page 439.

Search

When the contents folder of a connector view is selected in the navigation tree,
choose this option to search users and groups. For more information, see “The
Query Tool,” on page 419.

New

When the contents folder of a meta view is selected in the navigation tree,
choose New to create a new User, Group or Organization. For procedural
information, see “Creating New Data in the Meta View,” on page 124.
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CAUTION The option of creating new users within the connector view is
available for testing purposes only; for instance, testing the flow
between the external data source and its connector view. Once
the join engine and meta view have been configured, new entries
should only be added from within the meta view or the external
data source, not from within the connector view.

Start Server

To start a Meta-Directory component, select it in the navigation tree and choose
Start Server.

Stop Server

To stop a Meta-Directory component, select it in the navigation tree and choose
Stop Server.

Attribute Flow Summary

Select meta view in the navigation tree to see a summary of the attribute flow
rules used by a specific view as described in “Attribute Flow Summary,” on
page 99 of Chapter 5, “Configuring The Join Engine.”

Tools
From the Tools menu, you have the following option:

Query

The Query Tool is used to generate searches of Meta-Directory entries as
discussed in “The Query Tool,” on page 419 of Chapter 18, “Administration
Tools.”

Help
From the Help menu, you have the following options:

Contents

This option links you to the contents page for the help available within the
Meta-Directory.

Index

This option brings up a Search Index for the help files available within the
Meta-Directory.
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< Documentation Home

This option brings you to the home page for Sun ONE Meta-Directory 5.1
Documentation.

e About

This option brings up copyright and trademark information related to the
Meta-Directory product.
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Part 2

The Join Engine

Chapter 5, “Configuring The Join Engine”

Chapter 6, “Views in Meta-Directory”
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Chapter 5

Configuring The Join Engine

This chapter provides information on the join engine, the core component of
Meta-Directory. The primary purpose of the join engine is to link data and manage
the flow of information from the connector view, into the meta view and back to
the connector view. This chapter includes the following sections:

What is the Join Engine?

Creating the Join Engine Instance

What is the Join Process?

Configuring the Join Process

o

]

o]

Join Rules

Constructed Attributes

Attribute Flow Rules

Filters

Distinguished Name Mapping Rules
Data Servers

Enabling UTF8 Character Flow Support

Operational Configuration for the Join Engine

71



What is the Join Engine?

What is the Join Engine?

The join engine is responsible for directing the flow and synchronization of data
between one or more connector views and the meta view. It allows data to flow in
either direction, monitoring the connector views for changes and incorporating
these changes into the meta view as well as monitoring the meta view for changes
and incorporating these changes back into the connector views. For example, if
information from a human resources database that contains a change in an
employee’s address enters the join engine, the join engine relays the change to the
meta view. The change will be made in the address attribute of the user’s meta
view entry as well as flow back to reflect the change in other connector views the
entry might also be linked with.

Creating the Join Engine Instance

72

You create one instance of the join engine within a server group. (A server group
consists of one or more servers that share a root directory and are managed by a
common instance of Administration Server.) The instance is created from Sun ONE
Console. General server information, such as the base DN of the meta view and
Directory Server URL, is needed to create the instance. It also requires enabling the
Directory Server change log as well as loading the schema into the Directory
Server. (The schema should be loaded into any new Directory Server introduced
into the system.) Once the join engine instance is created, Directory Server should
be restarted and Meta-Directory console can be accessed.
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To Create a Join Engine Instance

1.

In Sun ONE Console, right-click the Server Group.
A context menu appears.
Select Create Instance Of, then select Meta-Directory Join Engine.

The New Instance Creation dialog box appears.

&' |New Instance Creation

g Name () [ Metaiview

Wiew 1D () [wv

Wiewy Base DM (%) |Du=MV,o=iPIanet.com

Data Server URL (%) [LDAP:itank red iplanet comB011 |

Data Server Bind DN (*) IDI‘I:D\I’EC‘UW’ Mznager

Data Server Bind Password (4] | ********

Cancel I Help |

Enter values for all of the following fields:

Fields Values

View Name Enter a name for the meta view associated with this join
engine.

View ID Enter no more than five characters to represent a view 1D

that is unique within the system. The default is MV.

View Base DN Enter the base DN under which the view’s information
will be stored. If this suffix does not exist, the default
created is o=MV . Creating the root suffix on the Directory
Server before instantiating the join engine is

recommended.
Data Server URL Select a Directory Server on which the meta view will be
stored from the drop-down list, or type in a new one.
Data Server Bind DN Enter a DN with which the join engine will authenticate to
the Directory Server.
Data Server Bind Enter the password associated with the authenticating
Password DN.
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4. Click OK.

A pop-up window appears with change log options. A change log is a file that
summarizes changes made to a server. Directory Server writes the change logs
in a subtree (cn=changelog).

5. Select one of the following options concerning the change log:
o Enable Changelog NOW.

The Enable Changelog dialog box will appear. Enter the directory path
where you want to store the change log and accept the default Changelog
Suffix or provide your own. Click ok. (You will be reminded to restart the
Directory Server. For information on how to do this, see the Deployment
Guide.)

o Enable Changelog LATER.

It is recommended that you enable the change log now. The process for
doing this in Directory Servers 4.1x and 5.x is different. Please see iPlanet
Directory Server documentation for enabling the change log after the
instance has been created.

o Abort Instance Creation.

This option will stop the instance creation process.

NOTE In the Solaris operating environment, Directory Server is
normally installed as root. Because of this, the permissions of
the directory need to be changed to allow console to create
the change log directory. Apply a command of chmod -R
777 against the directory where you wish to create the
change log.

6. Click Yes to load the schema into the Directory Server.

Loading the schema requires several minutes. After it is loaded, the message
“Instance Creation Succeeded” appears.

NOTE Meta-Directory cannot detect if the schema has been loaded
into Directory Server so it asks whether to load the schema
every time an instance is created. Every Directory Server
should have the schema loaded at least once. Loading it more
than once does not harm the configuration.
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What is the Join Process?

To Remove a Join Engine Instance

1. In Sun ONE Console, right-click the join engine instance.
A context menu appears.
2. Select Remove Server and click ves in the message box.

The join engine instance is deleted.

the Join Process?

The join process is the movement of data through a sequence of rules and filters,
configured by the administrator and administered by the join engine, to determine
how connector view entries will be linked in the meta view. To successfully join
connector view entries, the join engine must match each connector view value with
a corresponding value in the meta view. To do this, rules containing values and
attributes are used as criteria for finding and creating links. The rules include join
rules, attribute construction definitions, attribute flow rules, filters, and DN
mapping rules.

Join Process Rules and Rule Sets

Before beginning configuration, you should be familiar with the concept of join
process rules and rule sets. Join process rules contain values and attributes that are
used as criteria for moving data through the join engine and linking the data in the
meta view. For the join process, rules are configured and then placed in rule sets.
These sets are applied when setting up the participating view. After they are
applied, the rules are used by the join engine to steer the join process.

Rule Sets

A rule set contains an ordered group of configured rules which are sequentially
tested until either one of two things occur:

e Anindividual rule identifies an entry

= All rules fail and the entry is not passed
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It is important to remember that each rule set should be made up of rules that
search through entries flowing in one direction. In other words, do not add a rule
that searches through entries flowing to the meta view to a rule set that already
contains a rule that searches through entries flowing to a connector view.

Join Process Rules

A configured rule consists of one or more of these three operator strings:
= Optional Token Assignments (Format Operator)
= Selection Criteria (Requirements Operator)

= Distinguished Name Construction/Join Filter/Attribute Construction
(Substitution Operator)

The operators are executed in the order stated. The Format Operator is recognized
first so that sub-tokens can be created. The entries are then checked by the
Requirements Operator. The entries that contain the proper selection criteria are
then searched by the Substitution Operator for those that match the query. For
additional information regarding these operators, see Appendix A, “The Join
Process Operators.”

Optional Token Assignments (Format Operator)

The format operator string is an optional field that specifies the format for
attributes which consist of multiple values. It is used to break up an attribute’s
value into separate, more specific values. Values can be divided into sub-tokens for
use in the configuration of other rules. For example, the value of the attribute
{en}=%1last, first% can be separated into two values by entering

{cn}=%1last%, %$first% in the optional token assignment field. These sub-tokens
(s1asts or sfirsts) are then used as attributes for placement in other rules.
(When this field is left empty, all pairs default to their entire source value.)
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Selection Criteria (Requirements Operator)

The requirements operator string specifies conditions that are applied to a source
entry; the conditions must evaluate to TRUE for the entry to pass to the next
operator. Join rules, DN mapping rules, constructed attributes and attribute flow
rules include the Selection Criteria option. The Compose Selection Criteria dialog
box configures the specifications which are used to determine if the particular rule
for which they are configured should be applied against the entry being flowed. If
the entry does not meet the required condition (for instance,
objectclass==person), the entry will not synchronize.

Q‘ Compose Selection Criteria

Canclitions

M

Of

Expand

HEELE |

Expani Al

Delete

Compose Congition

Type Source Adftribute Expression Walle
[etribute =] v =] [nplexexchangeaddress =] [Length Less or Equal EIE

Ok Cancel Help.

Selecting the option to make a new rule from within the join rules, DN mapping
rules, constructed attributes or attribute flow rules screens and clicking the (.. .)
button will open the Compose Selection Criteria dialog box. This dialog box
enables you to set conditions against entries or attributes:

< Entry Conditions

The Entry type enables you to compose criteria that would select or not select
entire entries.

= Attribute Conditions

The Attribute type allows you to compose conditions that would define your
selection criteria as the value of an attribute.

= Language Tagged Attribute Conditions

The Language Tagged Attribute type enables language subtype support. If you
specify a language subtype for an attribute, the entry allows searches based on
a secondary, specified language.
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The following sections explain how to configure each type of condition.

To Compose Entry Conditions

1.

In the Compose Selection Criteria dialog box, select Entry as the Type.

This figure shows the available fields for the Entry conditions.

Compase Conditian

Type Source Froperty Expressian Value

[Entry =]/ [Betautt =] {f cv | Equsls ] = Insert
conce | _tin

Provide values for the following fields:

Property Select Operation and the condition selects entries based on
whether or not the join, add, update, or delete action is true
or false. Select CV or MV and the condition selects entries
based on where the entry will flow from or to. The entry will
synchronize if the value ID is equal or not equal to the

property ID.

Expression Select an expression to describe the relationship between the
Property and the Value. The Expression drop-down list
contains two choices: Equal and Does Not Equal.

Value Provide a value to complete the expression.

Click Insert. Your composition appears in the Conditions list window above.
Optional: Add other conditions as necessary.

Optional: Modify the conditions using the buttons at the right as described in
“Combining Conditions,” on page 82.

Click OK to save the conditions and return to the previous dialog box.
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To Compose Attribute Conditions
1. Select Attribute as the Type.

This figure shows the available fields for the Attribute conditions.

Compose Condiion

Type Source Aftrioute Expression Yalue

Atriute =] [ure =] [abstract = [Present =l [ Insert
=

2. Provide values for the following fields:

Source Choose the source for the attribute from the drop-down list.
The list includes all configured connector and meta views
plus Default. Choose Default if you want all sources.

Attribute Choose an attribute used in the source schema.

Expression Select an expression that describes the relationship between
the attribute and the value. The expressions in the
drop-down list are self-explanatory except for these two:

= Constructed From is for use with constructed attributes.
As an example, the following constructed attribute is
defined
description = %title%, $telephonenumber%
To specify an attribute telephonenumber, an
Expression of Constructed From, and a value of
description would be used. When the join engine
applies the selection criteria, it searches for
description to specify telephonenumber.

= Free Format appends to anything you type in the Value
field. Do not use Free Format to type description @
AND cn @ inthe Value field. These values should be
selected using the drop-down lists. (When using this
option, be aware of your use of the space bar.)

Value Provide a value to complete the expression, if applicable.

3. Click Insert. Your composition appears in the Conditions list window above.

4. Optional: Add other conditions as necessary.
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5. Optional: Modify the conditions using the buttons at the right as described in
“Combining Conditions,” on page 82.

6. Click OK to save the conditions and return to the previous dialog box.

To Compose Language Tagged Attribute Conditions
1. Select Language Tagged Attribute as the Type.

This figure shows the available fields for the Language Tagged Attribute

conditions.
Compose Condtion
Type Source Adtribute Expression Walue
ILanguage Tagged Attribute ;I IMV LI Iahsmad ;I IEquaIs ;I Inzert |

Supported Language Subtypes
[iang-ar x| ad Phanetiz Sustyps

Ok I Cance\l Help |

2. Provide values for the following fields:

Source Choose the source for the attribute from the drop-down
list. The list includes all configured connector and meta
views plus Default. Choose Default if you want all
sources.

Attribute Choose an attribute used in the source schema.
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Expression

Value

Supported Language
Subtypes

Add Phonetic Subtype

Select an expression that describes the relationship
between the attribute and the value. The expressions in
the drop-down list are self-explanatory except for these
two:

= Constructed From is for use with constructed
attributes. As an example, the following constructed
attribute is defined
description = %title%, $telephonenumber%
To specify an attribute telephonenumber, an
Expression of Constructed From, and a value of
description would be used. When the join engine
applies the selection criteria, it searches for
description to specify telephonenumber.

= Free Format appends to anything you type in the
Value field. Do not use Free Format to type
description @ AND cn @ inthe Value field. These
values should be selected using the drop-down lists.
(When using this option, be aware of your use of the
space bar.)

Provide a value to complete the expression, if applicable.

Select a language subtype. For more information, see
“Language Subtype Tagged Attributes,” on page 100.

Click this checkbox to indicate that the attribute value is a
phonetic representation. For example,

givenname; lang-ja;phonetic indicates that the
attribute value is the phonetic version of the entry's
Japanese name.

Click Insert.

Your composition appears in the Conditions list window above.

Optional: Add other conditions as necessary.

Optional: Modify the conditions using the buttons at the right as described in
“Combining Conditions,” on page 82.

Click OK to save the conditions and return to the previous dialog box.
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Combining Conditions

You can combine configured conditions at any time using one or more of the
operator buttons on the right side of the window. For instance, to combine the first
two of the following conditions with an AND operator, you would select them and
click AND.

Condtion=s

(“eassociateddomain®tg=6

The system would respond as shown:

Conditions

(%associsteddomain =6

To add the third condition with an AND operator and nest the first two, you would
select the already combined conditions and the third condition and click AND. The
system would respond as shown:

Condtions

0 AMD (acdiminur 23T AND (] eddomaini=6]]

For definitions of the combining operator buttons, see “Combining Requirements
Operators,” on page 463.

NOTE If single requirements are inserted without the use of the logical
operator buttons, the requirements appear in the Selection Criteria
box delineated by a semi-colon. The semi-colon is treated as a logical
AND, i.e.: all requirements must evaluate to TRUE for the entry.
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Distinguished Name Construction/Join Filter/Attribute Construction
(Substitution Operator)

The final operator string is the substitution operator. The substitution operator
contains the conditions that the join engine applies to the target view in order to
find one entry with which to link the source entry. This is the required entry when
defining rules. The join engine will apply the substitution operator criteria to the
data in the destination source and join the entry flowing to that source with the one
entry in the destination source that matches the criteria. For example, an entry
flowing from the connector view has a uid=agreen. A substitution operator of
uid=%uids will join this entry with the one entry in the destination source that also
has a uid=agreen. The substitution operator will find only one unique entry to
match or else the rule will fail. The rule will also fail if this field is left empty.

NOTE See Appendix A, “The Join Process Operators” to learn more about
this syntax.

Configuring the Join Process

The configuration of the join rules, attribute construction definitions, attribute flow
rules, filters, and DN mapping rules is the basis of the join process. After these
configurations are finished, the rules are placed in rule sets and applied to the data.
Based on the rule configurations, the join engine can allow one or more of the
following:

= Entry creation in the meta view or in the external data sources

= Entry deletion from the meta view, and subsequently, from the external data
sources in which the entry originated or to which it is connected

< Entry modification in the meta view and the corresponding entry in any
number of external data sources

= Incremental updates in the external data sources as modifications occur

Once the join process rules are configured they need to be applied to the
participating view in order to modulate the process. Information and procedures
on how to apply these rules can be found in “Configuring a Participating View,” on
page 129 of Chapter 6, “Views in Meta-Directory.”
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Join Rules

A join rule is one of the join process rules. To successfully join entries from different
connector views into one meta view entry, join rules are specified. Join rules
identify which values and attributes in the source entry will be used to search the
destination view for one entry with which to join it. When a matching value is
found in the destination view, a join between the two entries is created.

After join rules are configured, they are placed in rule sets which define the order
in which the rules are applied. The join engine applies the rules sequentially within
the rule set until either a rule identifies a single entry or all rules fail. If a match is
made, the join engine moves on to the next rule set in the join process. If the entire
search fails, the join engine may still add the source entry to the destination view,
depending on the configuration of the other rules. Alternatively, the join engine
can leave the source entry unlinked and the entry can be manually joined using
The Fix-It Tool as described in Chapter 18, “Administration Tools.”

Working With Join Rules
1. From the Meta-Directory console, choose the Configuration tab.

2. Select Meta-Directory in the navigation tree.
3. Click the Join Rules tab.

The join rules window appears.

= London.uk.sun.com — SunONE Meta—Directory ==
Console Edit Wiew Ohject Tools Help

Sun ONE Meta-Directory
Configuration |/

[ EEREIEE ' | oNRues

@ [ Join Engines Join Rules

@ [ Connector Views |

@ [ Connectars o

| Type MNew Rule |
|Grammar

\Grammar Open Rule
Delete Rule
Rule Tester.

[ Rule Set
Sets Members

Mew Set
JRE_T Set N 15 |
JR8 Set Delete Set

Add Member
Remove Member

Save | Reset | Help |
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To Create New Rules
1. Click New Rule.

Configuring the Join Process

The New Join Rule dialog box appears.

New Join Rule |

Mame

Description

Type

LARL]

Optional Token Assignments

Selection Criteria,

Join Filter

Cancel Help

2. Provide values for the following fields:

Name

Description

Type

Optional Token
Assignments

Enter a name for the join rule. Restrict the name to the

following characters: A-Z a-z 0-9 _ - <space>

Optional. Enter a description.

The default rule type is Grammar. (The join engine
provides condition and substitution statements that are
based on attribute names and values.) Additional
script-based rule options may be available through Sun
ONE Professional Services.

This field is used to break up an attribute’s value into
separate, more specific values. These sub-tokens can then
be used as attributes. For example, the attribute
{cn}=%1last, first% can be sliced into two attributes
by entering {cn}=%last%, $first%.To compose token
assignments, see “Optional Token Assignments (Format
Operator),” on page 76 for instructions.
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Selection Criteria Optional. This field determines the conditions that must
be met by an entry before a rule is applied. For instance,
you can choose to flow only those entries that contain
(¥objectclass%=person); using this field parses the
entries using that standard. To compose selection criteria,
see “Selection Criteria (Requirements Operator),” on
page 77 for instructions.

Join Filter This required field is the search filter used to join entries.
The join engine will apply the rule to the destination data
and join the source entry with the one destination entry
that matches the criteria. For example, a join filter of
uid=%uid% will join a connector view entry and a meta
view entry whose unique ID match. To compose join
filters, see “Distinguished Name Construction/Join
Filter/Attribute Construction (Substitution Operator),”
on page 83 for instructions.

3. Click OK.
The new rule and its type appear in the Rules list box.
4. Repeat the steps above to add other join rules.
5. Click Save from the Join Rules window when you are finished.

Example:

In order to join entries that have the same values for the attribute uid, you would
tell the join engine to select all entries with the attribute uid [ (3uid%=e) in the
Selection Criteria field] and join those that have an identical user ID [ (uid=%uid%)
in Join Filter field].

To Edit Rules
1. Select the rule you want to edit from the Rules list box and click Open Rule.

2. Alter the fields in the Edit Join Rule dialog box as described in “To Create New
Rules,” on page 85.

3. Click ok to save your changes and return to the Join Rules window.
4. Edit other rules following steps 1 - 3.

5. Click Save from the Join Rules window when you are finished editing rules.
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To Delete Rules
1. Select the rule you want to delete.

2. Click Delete Rule.
The rule disappears from the Rules list box.

3. Click Save.

To Create A New Rule Set Name
1. Click New Set.

The New Set dialog box appears.
2. Enter the new rule set name and click ox.
The new name appears in the Rule Sets list box.

3. Click Save.

To Assign Members to a Rule Set
1. Select the rule set name from the Rule Sets list box.

2. Select the rule you want to add from the Rules list box.
3. Click Add Member.

The rule you add appears in the Members list box.
4. Repeat steps 1 - 3 to add more rules to the set

5. Click Save when you are finished.

To Delete Members from a Rule Set
1. Select the rule set name from the Rule Sets list box.

2. Select the member you want to delete from the Members list box and click
Remove Member.

3. Repeat step 2 to delete other members.

4. Click Save when you are finished removing members.
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To Delete a Rule Set
1. Select the set you want to delete.

2. Click Delete Set.

The set disappears from the Rule Sets list box.

3. Click Save when you are finished.

To Test a Rule

Before a rule can be tested, a connector view with at least one entry must be
configured and added as a participating view. Also check that the join engine has
been started.

1. Click Rule Tester.

The Join Rule Tester dialog box appears.

— Join Rule Tester \

Entry to Test Against

Mata View | Meta-Yiew - ‘ Browse. |

Connsctor Yiew [evi v|  Bmowss |

Entry to Test Against:|

Rule/RuleSet to Test

(3 Test Using Connector View Setti... () Test Using Rule ... @ Test Using R

Rule Set;

Rule: JRE_7 -

Test Result

[¥] Werhose Test Clear

OK Cancel Help

2. Choose the Entry To Test Against:

o

To test the rule on a meta view entry, click the Browse button next to the
Meta View drop-down list. The Select An Entry dialog box appears from
which you can select the entry within the meta view you want to test on
and click ok. The entry’s location appears in the Entry to Test Against field.
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o To test the rule on a connector view entry, select the desired connector
view from the Connector View list and click the adjacent Browse button.
The Select An Entry dialog box appears. Select an entry within the
connector view you want to test on and click ox. The entry’s location
appears in the Entry to Test Against field.

3. Select the Rule/Rule Set To Test:

o  Test Using Connector View Settings uses the join rule set employed by
the connector view selected from the drop-down list. This option is
available whether you are testing an entry from a connector view or from a
meta view. Select the rule set name in the Rule Set field.

o Test Using Rule Set uses a join rule set. Select the rule set from the Rule
Set field.

o  Test Using Rule uses a join rule. Select the rule from the Rule field.

4. Select Verbose to receive detailed test results, including which rule or rule set
(along with the rules within the rule set) were tested. Deselect Verbose to
receive final results only.

5. Click Test to execute the test.

Constructed Attributes

A constructed attribute is an attribute name and its value created from information
in a source entry. Once created, the constructed attribute will show up as an
attribute choice during the creation of attribute flow rules. For example, if a data
source’s entries have a Comments field that contains three pieces of information
(department, job title, and phone extension), this information can be broken into
three constructed attributes. Conversely, there may be three separate attributes that
list a car type, a car color and a transmission type that can be consolidated into a
single constructed attribute. The final value of the attribute can be static (a
telephone number which remains the same) or dynamic (a value based on an
entry’s attributes or culled from sub-token assignments).

NOTE One common use of constructed attributes is defining objectclasses
for data flowing from Oracle tables into the meta view.
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Working With Constructed Attributes
1. From the Meta-Directory console, choose the Configuration tab.

2. Select Meta-Directory in the navigation tree.
3. Click the Attribute Construction tab.

The Attribute Construction panel appears.

= London.uk.sun.com — SunONE Meta—Directory [0
Console Edit Wiew Ohject Tools Help

Sun ONE Meta-Directory

Canfiguration

[ MetaDirsotory © buRues

@ [ Join Engines Adtribute Construction

@ [ Connector Views Attributes Rules Mew Adtribute

@ [ Connectors —I

Delete Attribute

hew Rule
Edit Rule
Delete Rule

Save | Reset | Help |

To Name a New Constructed Attribute
1. Click New Attribute.

The Constructed Attribute dialog box appears.

¥ Constructed Attribute

hame

Description

2. Provide a name and description for the new attribute.
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3. Click OK.

The new attribute appears in the Attributes list.

To Create a Rule for a New Constructed Attribute
1. Select the attribute, then click New Rule.

The New Constructed Attribute Rule dialog box appears.

~| New Constructed Attribute Rule

hame
[

Description

Type

Optional Token

Selection Criteria

| r

Adtribute Construction

Okl Cancel Help

2. Provide values for the following fields:

Name Enter a name for the constructed attribute. Restrict the
name to the following characters: A-Z a-z 0-9 _ -
Spaces are not allowed in constructed attribute names.

Description Optional. Enter a description.

Type The default rule type is Grammar (join engine provides
condition and substitution statements that are based on
attribute names and values). Additional script-based rule
options may be available through Sun ONE Professional

Services.
Optional Token This field is used to break up an attribute’s value into
Assignments separate, more specific values. These sub-tokens can then

be used as attributes. For example, the attribute
{en}=%last, first% can be sliced into two attributes
by entering {cn}=%1ast%, $first%.To compose token
assignments, see “Optional Token Assignments (Format
Operator),” on page 76 for instructions.
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Selection Criteria Optional. This field determines the conditions that must
be met by an entry before a rule is applied. For instance,
you can choose to flow only those entries that contain
(¥objectclass%=person); using this field parses the
entries using that standard. To compose selection criteria,
see “Selection Criteria (Requirements Operator),” on
page 77 for instructions.

Attribute Construction This required field carries the value of the constructed
attribute. A hard-coded value, the entry’s attribute, token
assignments or a combination are acceptable. For
example, $givenname%. $sn%@sun.comisa
combination of attributes and hard-coded values. For
more information, see “Distinguished Name
Construction/lJoin Filter/ Attribute Construction
(Substitution Operator),” on page 83.

3. Click OK.

The new rule for this attribute appears in the Rules list box.
4. Repeat the steps above to add more rules.
5. Click Save when you are finished.

Example:

In order to construct an objectclass attribute for use with an Oracle database, you
might name it dbobjectclass and add the objectclasses to be defined in the
Attribute Construction field. Depending on the attributes in the database,
top;person;organizationalPerson;inetOrgPerson is recommended.

To Edit a Rule
1. Select the rule you want to edit.

2. Click Edit Rule.

The Edit Constructed Attribute Rule dialog box appears.
3. Alter the fields as necessary, and click OK.

The Attribute Construction window reappears.

4. Click Save when you are finished editing rules.
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To Delete a Rule
1. Select the rule to be deleted.

2. Click Delete Rule.
The rule disappears from the Rules column.

3. Click Save when you are finished deleting rules.

To Delete an Attribute
1. Select the attribute you want to delete.

2. Click Delete Attribute.
The attribute disappears from the Attributes list.

3. Click Save when you are finished deleting attributes.

Attribute Flow Rules

An attribute flow rule allows you to map attributes between a connector view and a
meta view. Attribute flow tables define matching attributes; they consist of a single
source attribute and one destination attribute. When a new entry appears in a
connector view, attribute flow rules determine which attributes will be flowed and
how to map the attribute names between the connector and meta view.

NOTE Default attribute flow rules, referred to as Atomic, can also be used.
When the join engine applies atomic attribute flow, attributes in
both views flow one-to-one while attributes in the destination entry
that are not present in the source entry are deleted.

Working With Attribute Flow
1. From the Meta-Directory console, choose the Configuration tab.

2. Select Meta-Directory in the navigation tree.
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3. Click the Attribute Flow tab.

The Attribute Flow panel appears.

=l London.uk.sun.com — SunONE Meta—Directory ==
Console Edit Wiew Object Tools Help

Sun ONE Meta-Directory
Canfiguration

@ Meta-Directory

& (o0 Erines g

@ [ Connector Yiews
@ [ Connectars

| Type | New Rule |
Open Rule
Delete Rule

~Rule Set:
Sets Members

hew Set
Delete Set
Add Member
Remove Member

Save | Reset | Help

To Add a New Rule
1. Click New Rule.

The New Attribute Flow Configuration dialog box appears.

New Attribute Flow Configuration \

Name
Description
Directian

| To Meta view

Selection Criteria

I o

Attribute Mappings

Type | Saurce | Destination |

Add... Remaove
1 Ok I Cancel Help
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2. Provide values for the following fields:

Name

Description

Direction

Selection Criteria

Attribute Mappings

Enter a name for the attribute flow rule. Restrict the name
to the following characters: A-zZ a-z 0-9 _ -
<space>

Optional. Enter a description of the rule.

Specify whether you want the new rule to map entries
that flow to the meta view or to the connector view.

Optional. This field determines the conditions that must
be met by an entry before a rule is applied. For instance,
you can choose to flow only those entries that contain
($objectclass%=person); using this field parses the
entries using that standard. To compose selection criteria,
see “Selection Criteria (Requirements Operator),” on
page 77 for instructions.

See To Add Attribute Mappings for instructions. (The
meta view and at least one connector view must be
configured before moving on to this step. For those
procedures, see Chapter 6, “Views in Meta-Directory.”)

3. Click ox from the New Attribute Flow Configuration dialog box.

The new rule appears in the Rules section of the Attribute Flow window.

4. Click Save when you are finished adding new rules.
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To Add Attribute Mappings

1. From the New Attribute Flow Configuration dialog box, click Add to configure
attribute mappings for this rule.

The Add Attribute Mappings dialog box appears.

—| Add Attribute Mappings |

Source Yiew Destination Wiew

‘ V1 ([CV ) - | | Meta-View (MYCLI) - ‘
Source Chjectclass Destination Objectclass

| = All Attriautes = ~ | [= A atoues = -]
Atributes Atributes

abstract | |abstmct a|
accountuniocktime E accountunlockiime

aci aci

administratorcontactinfo z‘ administratorcontactinfo j

Supported Language Subtypes for Source Supported Language Subtypes for Destination

[_] Treat Attribute as Group

Insert Close Help

2. Select your choices from the following fields:

Source View The object class choices shown are based on the view
and chosen.

Destination View

Source Objectclass Choose one of the following to define the Attribute field
and below:

Destination Objectclass ) ) . . .
= All Attributes to list attributes in the chosen view’s
schema.

= All Language Tagged Attributes to list attributes
with an associated language tag.

= Constructed Attributes to list attributes created as
constructed attributes.

Supported Language To define an attribute with a language subtype, choose
Subtypes for Source All Language Tagged Attributes and select the
and

language subtype for the attribute desired. A language
subtype allows searches in other languages. For more
information, see “Language Subtype Tagged
Attributes,” on page 100.

Supported Language
Subtypes for Destination
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Add Phonetic Subtype Select to indicate that the attribute value is a phonetic

checkbox representation. For example,
givenname;lang-ja;phonetic indicates that the
attribute value is the phonetic version of the entry’s
Japanese name.

Treat Attribute as Group Select if the selected attribute applies to a number of
entries. Your choice is reflected in the Type column of
the New Attribute Flow Configuration dialog box after
you click Insert.

Select an attribute from the source view and one from the destination view and
click Insert.

The mapping appears in the lower half of the New Attribute Flow
Configuration dialog box under the Type, Source, and Destination columns.

Repeat Step 2 and Step 3 to add additional mappings to the configuration.

Click Close when you are finished.

Edit a Rule
Select the rule you want to edit.

Click Open Rule.
The Edit Attribute Flow Configuration dialog box appears.

Change information in the fields as necessary. You can add or remove attribute
mappings by using the buttons at the bottom of the dialog box.

o Toadd amapping, see “To Add Attribute Mappings” on page 96.

o To delete a mapping, select the mapping you want to delete and click
Remove.

Click OK to return to the Attribute Flow window.

Click Save when you are finished editing rules.
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To
1.

2.

Delete a Rule
Select the rule you want to delete.

Click Delete Rule.
The rule disappears from the Rules list.

Click Save when you are finished.

To Create a New Rule Set

1.

Click New Set.

The New Set dialog box appears.

Provide a name for the new set and click ox.
The new name appears in the Sets list box.

Click Save when you are finished.

To Assign a Rule to the New Rule Set

1.
2.
3.

98 Sun ONE Meta-Directo

Select the name of the new rule set from the Rule Sets list box.
Select a rule in the Rules list.

Click Add Member.

The rule appears in the Members list box.

Repeat steps 2 and 3 to add additional rules to the set as desired.

Click Save when you are finished.

CAUTION When defining attribute flow rule sets, each rule set must
contain rules defined for the same direction only. Rule members
flowing to the meta view or flowing to the connector view
should be set up in rule sets flowing to the meta view or flowing
to the connector view, respectively. If the same rule set is used
for rules flowing in both directions, an objectclass violation will
be encountered and entries will not flow.
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To Delete a Rule From a Rule Set
1. Select the rule member you want to delete.

2. Click Remove Member.
The member disappears from the Members list box.

3. Click Save when you are finished.

To Delete a Rule Set
1. Select the rule set you want to delete.

2. Click Delete Set.
The rule set disappears from the Sets list box.

3. Click Save when you are finished.

Attribute Flow Summary

After you have configured attribute flow rules and rule sets, and specified attribute
flow for each connector view or meta view relationship, you can view a summary
of attribute flow rules. The Attribute Flow Summary dialog box displays all

mappings for a particular attribute, all mappings for a particular meta or connector
view, or limits the display by using a filter.

To View an Attribute Flow Summary
1. In Meta-Directory console, right-click on the join engine.
2. Select Attribute Flow Summary from the context menu.

The Attribute Flow Summary dialog box appears.

#\ Attribute Flow Summary \

Adtribute Source Destination  Rule Name

= an= v [=ar= v =an= v|[=m1= ~ Filter Show All |
Saurce Attribute Destination Attribute | Rule Mame | Selection Criteria,

Cy 1< All = MYCLL < All > Atomic

CY2 < All > MYCLL < All > Atomic

Source Attribute
Destination Attnbute
Rule Name
Selection Criteria
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To Configure an Attribute Flow Summary
1. Provide values for the following fields:

Attribute Select an attribute to limit the display to the mappings that
contain the attribute. This can be a connector view attribute or
a meta view attribute.

Source/Destination  Select a meta view or connector view ID to limit the display to
mappings that include attributes from the corresponding
connector view or meta view.

Rule Name Select an attribute flow rule name to limit the display to
mappings that use a particular attribute flow rule.

2. Click Filter to display attribute mappings based on your choices.

Alternatively, you can display all attribute flow mappings by clicking Show
All.

3. The summary is divided into four columns of information:

Source Attribute The attribute that is native to the source chosen.The source
attribute coupled with the destination attribute is the
attribute flow rule.

Destination Attribute The attribute that is not native to the source chosen. The
source attribute flows to the destination attribute.

Rule Name The name of the attribute flow rule that includes the
attribute mapping.

Selection Criteria The selection criteria configuration used by the attribute
flow rule that contains this attribute mapping.

Language Subtype Tagged Attributes

A language subtype can be added to any attribute using the attribute flow rules. By
choosing a language other than the default (English), users are offered the option of
searching in that language. For example, Noriko prefers that her name be
represented by Japanese characters as well as English. Selecting Japanese as a
language subtype for the givenname attribute allows other users to search for her
Japanese name.
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If a language subtype is specified for an attribute, it takes the form
attribute;lang-subtype where subtype is the two character abbreviation for the
specified language. You can assign only one language subtype per attribute
instance in an entry. To assign multiple language subtypes, add another attribute
instance to the entry and then assign the second language subtype. For example,
the following is invalid: cn;lang-ja;lang-en-GB:Smith. Instead, use:

cn;lang-ja:ja_value together with cn; lang-en-GB:en-GB_value .

The following table contains the list of supported language subtypes.

Table 5-1 Supported Language Subtypes

Language Tag Language
af Afrikaans
be Byelorussian
bg Bulgarian
ca Catalan

cs Czechoslovakian
da Danish

de German

el Greek

en English

es Spanish

eu Basque

fi Finnish

fo Faroese

fr French

ga Irish

gl Galician

hr Croatian
hu Hungarian
id Indonesian
is Icelandic

it Italian
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Table 5-1 Supported Language Subtypes (Continued)

Language Tag Language
ja Japanese
ko Korean

nl Dutch

no Norwegian
pl Polish

pt Portuguese
ro Romanian
ru Russian

sk Slovakian
sl Slovenian
sq Albanian
sr Serbian

Y Swedish

tr Turkish

uk Ukraianian
zh Chinese
Filters

By default, the join engine includes all entries in the join process. However, filters
can be configured to prevent particular subtrees or entries or both from
participating. These filters are based on the DNs of the entries and not the
attributes. They do not support random inclusions and exclusions.

Example

To filter out all organizations except one, as well as exclude two users from the
organization during processing, the filter might appear as follows:

“NoSubtreesExcept” o=siroe, c=us

“AllEntriesExcept” cn=John Smith cn=Fred Jones
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This means that the only subtree to be processed is o=siroe, c=us. Within this
subtree, the connector is interested in all entries except cn=John Smith and
cn=Fred Jones. All entries beneath the subtree will pass the filter except the ones
with the names John Smith and Fred Jones.

Working With Filters
1. From the Meta-Directory console, choose the Configuration tab.

2. Select Meta-Directory in the navigation tree.
3. Click the Filters tab.

The Filters panel appears.

=] London.uk.sun.com — SunONE Meta—Directory [
Consale Edit ¥iew Ohbject Tools Help

Sun ONE Meta-Directory Wersion 5.1
Caonfiguration
[@ Meta-Directory [ o s 1
@ [ Join Engines Filters
@ [ Cannector Yiews
- (5 Connectors Filter Name New Filter
Delete Filter

All Subtrees Ex... ¥

Add Subtres
Remaove Sultree

All Entries Except w

Add Entry
Remave Entry

Save | Reset | Help |

To Create a New Filter
1. Inthe Filters window, click New Filter.

The Filter Name dialog box appears.
2. Enter a name and click OK.

The new name appears in the Filter Name list box.
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To Add a Subtree Filter
1. In the Filters window, select a filter name, then click Add Subtree.

The Subtree DN dialog box appears.
2. Enter a DN for the subtree and click OK.

The DN appears in the list box.
3. Select All Subtrees Except or No Subtrees Except from the drop-down list.
4, Repeat steps 1-3 to add other subtree filters.

5. Click Save when you are finished.

To Add an Entry Filter to the Subtree

1. Selectafilter name and then select the subtree DN to which you want to add an
entry filter.

2. Click Add Entry.
The Entry RDN dialog box appears.
3. Enter arelative distinguished name and click OK.
The RDN appears in the list box.
4. Select either All Entries Except, or No Entries Except from the drop-down list.
5. Repeat steps 1-4 to add other entry filters.

6. Click Save when you are finished.

To Remove a Subtree Filter
1. Select the DN you want to remove.

2. Click Remove Subtree.

3. Click Save when you are finished.

NOTE This action removes all entry filters associated with this subtree.

104  Sun ONE Meta-Directory Configuration and Administration Guide « January 2003



Configuring the Join Process

To Remove an Entry Filter
1. Select the entry you want to remove.

2. Click Remove Entry.

3. Click Save when you are finished.

To Delete a Filter
1. Select the filter name you want to delete from the Filter Name list box.

2. Click Delete Filter.
The filter and its associated subtrees and entries disappear from the window.

3. Click Save when you are finished.

Distinguished Name Mapping Rules

If join rules cannot identify a suitable entry in the target view to link to the source
entry, the join engine will create such an entry. Distinguished Name (DN) mapping
rules are used as guidelines to compose a DN within the target view for the
replicated entry. You can create your own DN mapping rules or use the Atomic
(default) rules provided with the join engine.

NOTE When the join engine applies an atomic DN mapping rule, the RDN
of the source entry is appended to the destination view’s base DN
even though the partial DN (relative to the source’s base DN) may
be different. For instance, an RDN of user1 in an assigned connector
view of cn=user1, ou=cv1, o=sunone.com would remain the same
when atomic rules are applied to the meta view as cn=user1, o=mv.

You can group multiple DN mapping rules into a DN mapping rule set to allow for
ordered testing. You can also define rules differently for entries originating from
different connector views.

NOTE The DN Mapping only specifies the partial DN, relative to the
view’s base DN.
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Working With DN Mapping Rules
1. From the Meta-Directory console, choose the Configuration tab.
2. Select Meta-Directory in the navigation tree.

3. Click the DN Rules tab.
The DN Rules panel appears.

= London.uk.sun.com — SunONE Meta—Directory [ -]
Console  Edit  ¥iew Ohbject Tools Help

Sun ONE Meta-Directory
Configuration

@ Meta-Directory

05 Jom Ergres D

@ [ Connector Views “Rul
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| Type | New Rule |

Cpen Rule
Delete Rule

New Set
Delete Set.
Add Member
Remove Member

Sawe | Reset | Help
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To Add a New Rule
1. Click New Rule.

The New DN Mapping Rule dialog box appears.

#\ New DN Mapping Rule

Name
[

Description

Type

Optional Token Assignments

Selection Criteria

| |
Distinguished Name Construction
[ ok | Cancel Help

2. Provide values for the following fields:

Name Enter a name for the DN mapping rule. Restrict the name

to the following characters: A-z a-z 0-9 _ - <space>
Description Enter an optional description.
Type The default rule type is Grammar (join engine provides

condition and substitution statements that are based on
attribute names and values). Additional script-based rule
options may be available through Sun ONE Professional

Services.
Optional Token This field is used to break up an attribute’s value into
Assignments separate, more specific values. These sub-tokens can then

be used as attributes. For example, the attribute
{en}=%last, first% can be sliced into two attributes
by entering {cn}=%1last%, $first%.To compose token
assignments, see “Optional Token Assignments (Format
Operator),” on page 76 for instructions.
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Selection Criteria Optional. This field determines the conditions that must be
met by an entry before a rule is applied. For instance, you
can choose to flow only those entries that contain
(¥objectclass%=person); using this field parses the
entries using that standard. To compose selection criteria,
see “Selection Criteria (Requirements Operator),” on
page 77 for instructions.

Distinguished Name This required field carries the value of the entry’s RDN. Be

Construction certain that the attributes used have corresponding
attributes in the Directory Server schema. For more
information, see “Distinguished Name Construction/Join
Filter/ Attribute Construction (Substitution Operator),” on
page 83.

3. Click OK.

The new rule for this DN mapping appears in the Rules list box.
4. Repeat steps 1-3 to add more DN mapping rules.
5. Click Save when you are finished.

Example

A connector with user information at ou=users, o=MD flows to a meta view with
user information at ou=users, ou=internal, o=Mv. The DN Construction might be:
uid=%uid$%, ou=users,ou=internal, o=MV

To Edit a Rule
1. Select the rule you want to edit.

2. Click Open Rule.

The Edit DN Mapping Rule dialog box appears.
3. Alter the fields as necessary, then click OK.

The DN Rules window reappears.

4. Click Save when you are finished.
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Delete a Rule
Highlight the rule you want to delete.

Click Delete Rule.
The rule disappears from the Rules list.

Click Save when you are finished.

Create a New Rule Set
Click New Set.

The New Set dialog box appears.
Enter the new rule set name and click OK.

The new name appears in the Sets list.

To Assign a Rule to a Rule Set

1.
2.

Select the rule set name from the Sets list.

From the Rules list, select a rule you want to add to the rule set, and click Add
Member.

The rule you add appears in the Members list.
Repeat steps 1-2 to add more rules to the rule set.

Click Save when you are finished.

Edit a Rule Set
Select the set you want to edit.

Add or remove a member by doing one of the following:

o Toaddamember, select the name of the member you want to add from the
Rules menu and click Add Member. The added member appears in the
Members list. Click Save when you are finished adding members.

o Toremove a member, select the member you want to remove from the
Members list and click Remove Member. Repeat or click Save when you
are finished.
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To Delete a Rule Set
1. Select the set you want to delete.

2. Click Delete Set.
The set disappears from the Sets list.

3. Click Save when you are finished.

Data Servers

Meta Directory has the ability to connect to a number of data servers for a number
of functions. For instance, these servers can be added and used as external data
sources or as space to hold connector views or meta views. Currently,
Meta-Directory can connect to two types of data servers: iPlanet Directory Server
and Oracle. For information on how to connect to and manage these data servers,
see Chapter 20, “Managing Servers and Permissions.”
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Enabling UTF8 Character Flow Support

Earlier versions of the Meta-Directory only consistently supported ASCII
characters. Sun ONE Meta-Directory 5.1 synchronizes attribute values which
contain UTF-8 encoded Unicode characters as well.

From the Directory Server Console
1. Select the Directory tab

2. Select Meta-Directory
3. Select5

4. Select System
5

Select Shared Configuration and the following screen should appear

\4\ bangalore.uk.sun.com — iPlanet Directory Server — hangalore | : \J\

(3 Connectors
(3 Join Rules

om (1 aci

pal Preferences (1 aci)
Fin (23 DM Mapping Rules

eta-Directory @ Constructed Attributes
s (o3 Aftribute Flow
% (3 System 3y Event Scripts
@ (3 Shared Configuration Q Filters
§ (g Connectors
(g Universal
@ [gJoin Rules
(g Rules
(g RuleSets
@ 3 DN Mapping Rul
@ [ Attribute Flow
(i Event Scripts
(i3 Data Server Types
@ [ Meta-Directories
(i3 Data Servers
] I—

cn=8hared Configuration, cn=8ystem, ou=5, au=Meta-Directory, ou=Global Preferences, ou=uk.sun.com, o=NetscapeRoot

Chapter 5 Configuring The Join Engine 111



Configuring the Join Process

6. Right Click Shared Configuration and Select Properties

8 Property Editor - cn=Shared Configuration, cn=System, ou=5, ou-Meta-Directory, ou=Global Preferences, ou=-XvZ. . [E1
Fullname | shared Contiguration = r
createfimastanp | 2021001241542  Show Attibute Names
& Show Atiribute Description
| ators,ou t p=netsc
¥ Show only Atributes with Valuss
ertryin | ouploba preferences ou=xyz o=netsc
IV Show DN
ertryid [ 131
Refresh |
[charset=mows1 252
onfiguretion
[Leng=Engish_Unted stetes Ecit
ol | ators,ou t p=netsc ALl |
mosifytimestarmp | 20021 0011306032 Lelsis aluz
Add Attribut
nsuniqueid | 166C6e85-10d21 1b2-8047 5620287 IE #
DEEiE ke |
numsukarcinetes |7 I
top Neming Atiribute: cn
Object class I Ehange)
mdsObiect |
dn: cr=Sharsd Configuration, cn=System, ou=5, ou=Meta-Directory, ou=Global Prefer
Ok | T Eancel 1 Help

In order to enable the UTF-8 character flow support the following
configuration parameters must be modified:

a. mdsgeneralConfiguration: Charset

cn=Shared Configuration, cn=System, ou=5, ou=Meta-Directory,
ou=Global Preferences, ou=<Admin Domain>, o=NetscapeRoot
mdsgeneralConfiguration: Charset=<Native Charset>

b. mdsgeneralConfiguration: Lang

n=Shared Configuration, cn=System, ou=5, ou=Meta-Directory,
ou=Global Preferences, ou=<Admin Domain>, o=NetscapeRoot
mdsgeneralConfiguration: Lang=<Native Langs>
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where
- Admin Domain is a value like india.sun.com and

- Native Charset is one of the following values

1SO88591
1SO885915
WINDOWS1252
US-ASCII
The following table illustrates the supported charactersets:
Charset UTF8 Operating System
1SO88591 Yes Solaris
1ISO885915 Yes Solaris
WINDOWS1252 Yes Windows
US-ASCII No Solaris or Windows

Note that if the Charset has a value US-ASCII, it indicates no UTF-8 support.
WINDOWS1252 and US-ASCII are the supported charsets in Windows.
1ISO88591, 1SO885915 and US-ASCII are the supported charsets in Solaris. Euro
is supported by WINDOWS1252 and 1SO885915 charsets only. The default
charset is US-ASCII.

- Native Lang is typically the value that the setlocale function would take. In
Windows the value is of the format lang_country ( for instance English_United
States) and in Solaris it is one of the values of the result of command locale -a
(for instance en_US). By default this parameter is not set to any value and
English_United States is assumed in Windows and en_US in Solaris systems.

Note that when the join engine is not installed, these configuration parameters
are not present. Under such circumstances you must manually add them. From
the Directory Console

a. Select the Directory tab
b. Select Meta-Directory
c. Select5
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d. Select System

e. Select Shared Configuration

f.  Right Click Shared Configuration and Select Properties
g. Click the "Add attribute" button.

h. This throws a popup window containing all the attributes. Select
"mdsgeneralconfiguration" and click ok.

i. Add the configuration parameters (for instance "Charset=WINDOWS1252"
and "Lang=English_United States" ) and click ok.

Enabling UTF8 in the Oracle database Connector

In order to enable the Oracle database server handle UTF-8 data, select the
database CHARACTERSET as UTF8 during the database setup. This setting can be
checked from NLS_CHARACTERSET parameter present in the view
NLS_DATABASE_PARAMETERS.

Enabling UTF8 in Indirect Connectors

Some objects may have an attribute whose value is the DN of some other object.
For example, in a group-member kind of relationship, member attribute of the
Group object has a value that is actually a DN of some User or Group object. For
instance, a group object "testgroup" has "uniquemember" attribute that has the
value of "uid=testuser, o=testcv", that is the DN value for the user object "testuser”.

dn: cn=testgroup, o=testcv

cn: testgroup

objectclass: top

objectclass: groupOfNames
uniquemember: uid=testuser, o=testcv

If this kind of attribute values contain UTF-8 data, those are escaped/unescaped
the same way the DN is escaped/unescaped (using \xx notation - RFC 2253). Such
attributes to be escaped like DN have to be specified using the following
configuration parameter for each connector instance.

cn=<connector

instancename>, cn=connectors, cn=system, ou=5, ou=meta-directory, ou=
global preferences, ou=xyz,o=netscaperoot
mdsgeneralconfiguration: AttributesToBeEscapedLikeDn= <comma
separated attribute lists.

1. Select Directory Server

Sun ONE Meta-Directory Configuration and Administration Guide  January 2003



Configuring the Join Process

2. Select the Directory tab
3. Select Meta-Directory
4. Select5

Select System

Select Connectors

Select Connector Instance and right click and select properties and the
following screen will appear

% Property Editor - tdc-nt_m1. cn=Connectors.cn=System, o

Maztanager Threads=2 d !

Debug=0 " Show Attribute Nammes

DefaultSchedule ToCy=#0#1 Shtsds % Show Atribute Description

DitaultSchedulsFromCy =401 SEsps
¥ Shows anly Attributes with Values
UseDCNS=1

¥ Show DN

LogDirectary=e:\SunONESsrversitdc-rt_ml fogs

LogPrefix=meta Refresh

LoghinFreekBytes=4098

| Ediit
MazLogFileSize=4096

LogRalloverDays=1 oid Value
LogRetertionDays=7 Delets Value

LogButferTime=15 A Attribute |

Delete Attribute
Naming Airioule: en  Change

Hostname=zoom )Y Z

SeriptLocation=g\SunONERServersihtds-nt_i1 iconio

SupportshonPersanohjectClasses=TRUE
Adtriby ikeDn=member

modifiersname | id=adin,ou=administrators ou=topologymanagemert

T 7 =

dic cn=ntdlc-rit_n1, cr=Connectors ch=Systet, ou=5, ou=Meta-Directary, ou=Global Preferences, ou

B cancel Help
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The following default values are configured at the time of instance creation (See
“Meta-Directory Connectors” on page 143 of this manual on how to create an
instance of each individual connectors):

a. Active Directory Connector
AttributesToBeEscapedLikeDn=member, uniqueMember, mdsAdMember
b. NT Domain Connector

AttributesToBeEscapedLikeDn=member, uniqueMember

c. Universal Connector

AttributesToBeEscapedLikeDn=

d. Microsoft Exchange Connector

AttributesToBeEscapedLikeDn=member, uniqueMember

In case of Universal Connector, it is the responsibility of the external application
creating input file, to provide values for such attributes in \xx notation. This is also
true for the reverse direction. It is also the responsibility of the external application
processing the output file to unescape \xx escaped values of such attributes before
providing the data to external data source.

Enabling UTF8 for Direct Connectors
No further attributes need be changed.

Operational Configuration for the Join Engine
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When an entry is joined to the Meta view, both the connector view and the Meta
view entries are updated with attributes associated with the Join entry (mds*
attributes):

= mdsEntityOwner identifies the owner of the entry within the context of the
single Meta directory.

= mdsCVMembership or mdsMVMembership identifies CV or MV membership.
If we are looking at a Meta View entry, we see only mdsMVMembership
attribute and a value of the connector view to indicate that this entry is a linked
entry for this Meta view
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mdsCVLinktype or mdsMVLinktype identifies the link type within the context
of the connector or the Meta view as either automatic/Join Engine (A) or
manual/Operator (M)

mdslinkToCV or mdslinktoMV identifies the RDN of the linked entry. The
linked entry in the connector view would have the RDN in this field pointing
back to the Meta view. The mdslinkToCV describes the link to the connector
view entry within the context of the MV. The mdslinktoMV describes the link
to an MV entry within the context of the CV.
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Chapter 6

Views in Meta-Directory

In joining data, Meta-Directory lets you view information in two ways, in
connector views and in meta views. A connector view displays data from an
external data source. A meta view displays integrated data from a number of
connector views. This chapter contains the following sections:

« Connector Views
e Meta View
« Creating New Data in the Meta View

= Refreshing the Views

Connector Views

A connector view is an LDAP representation of data that resides in an external
source. Connector views provide LDAP-ready information to the join engine,
which uses this information to build the meta view. In order for data from the
connector view to become part of the meta view, the connector view must be
enabled as a participating view, in effect, allowing connector view data to flow. Only
connector views added to the participating views list will synchronize entries to
and from the meta view. (Data can flow in both directions between the meta view
and the participating connector view.) The following sections explain how to add
and remove connector view instances.

NOTE To prevent duplicate user IDs from occurring, one connector view
should not be nested as a subtree of another connector view. Each
connector view should be a flat tree with no subentries.
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To Add a Connector View Instance

1. Select Connector Views from the Meta-Directory console navigation tree, and
right-click.

A context menu appears.

=] London.uk.sun.com — SunONE Meta—Directory [ -]
Console Edit Wiew Object Tools Help

Wersion 5.1

Sun ONE. Meta-Directory

Configuration

(& Meta-Directory
@ Join Engines
@ [ Connect)
@ [ Connect)

Refresh
Query
Mew Wiew...

2. Select New View.

The New Instance Creation dialog appears.

New Instance Creation |

View Name [ (Cv4 -
Wiew ID () |CY4
Wiew Base DN () |o=CWv4

Data Server URL () | LDAP:London uk sun.col w

Data Server Bincl DN () | cn=Directory Manager

Data Server Bind Password [7) IP
[ ek | Cancel | Help |
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Provide information for the following fields:

View Name

View ID

View Base DN

Data Server URL

Data Server Bind DN

Data Server Bind
Password

Click OK.

Enter a name for the connector view. The default is CV#,
where # is an integer.

Enter no more than five characters to represent a unique
ID for the connector. The default is CV#, where # is an
integer.

Enter the base DN under which the view’s information
will be stored. The default is o=CV#, where #is an integer.
(If you are creating a connector view instance for the
Universal connector, do not create the location under the
root for all products, o=NetscapeRoot.)

Select (or enter) a Directory Server or Oracle database URL
where the data will be stored.

Enter a DN with which the join engine will authenticate to
the Directory Server.

Enter the password associated with the bind DN.

The Load Schema dialog box appears:

M Load Schema? E

Do you wvish to load the schema now? ves

Details == |
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Click Yes to load the schema.

If the base entry of your schema does not exist, the Subschema Subentry dialog
box appears:

[} Subschema Subentry [}
6 The basze entry of your view does not yet exist.
y As a result, the location of the schema for this ertry could not be determined.
Please enter the subschema subertry for the base entry of your view.

Ok | Cancel |

This dialog box appears because Meta-Directory has proprietary attributes that
are not contained within the Directory Server. Accept the default location of
cn=schema, Or provide another subentry, to store these attributes and click ox.

NOTE While loading the schema to a Directory Server instance which
does not contain the Meta-Directory configuration information,
“cannot delete” error messages might result from the
ldapmodi fy utility trying to delete an entry that does not exist.
These messages are not serious. For more information, see
Appendix C, “Troubleshooting Meta-Directory.”

The system will create the new instance, which may require several minutes.

The message “Instance Creation Succeeded” appears after the instance has
been created.

To Remove a Connector View Instance

1.

In the Meta-Directory console, highlight the instance in the navigation tree that
you want to remove, and right-click.

A context menu appears.
Choose Delete View.

The instance is deleted.
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Providing a Connector View Description

Descriptive information can be added to an existing connector view instance using
the following procedure.

1. Inthe navigation tree of Meta-Directory console, select the connector view for
which you want to add a description.

The General tab displays the values for the View ID, Name, and DN fields that
were provided in the New Instance Creation dialog box. These values cannot
be changed.

2. Enter descriptive text in the Description field.

3. Click Save.

Meta View

The meta view is a unified view of entries from one or more connector views; it
represents the result of the join process. After the join engine processes the
information received from a connector view, it transfers the information to the
meta view. (Like the connector view, the meta view is a sub-tree on a Directory
Server.) From the meta view, you can view linked entries as well as modify them
and send the changes back to the original entries via the connector views. When
you create an instance of the join engine, the meta view is created at the same time.
You can see the meta view icon in the Meta-Directory console navigation tree
under the join engine instance you created. It is an empty meta view until it is
joined with at least one connector view. Meta-Directory supports only one meta
view per join engine instance.

For information on creating instances of the join engine and creating a meta view,
see “Creating the Join Engine Instance,” on page 72 of Chapter 5, “Configuring The
Join Engine.”

Providing a Meta View Description

Descriptive information can be added to a meta view that has already been created
by following the procedure below.
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To Provide Descriptive Information for a Meta View
1. Select Meta View from the Meta-Directory console navigation tree.

The General tab displays the values for the View ID, Name, and DN fields that
were provided in the New Instance Creation dialog. These values cannot be
changed.

Sun ONE Meta-Directory Version 5.1
Canfiguration

§ Meta-Directary
@ [gJoin Engines
@ B join-engine
@ (3@ Meta—View (MWCL
@ [ Cannector Yiews
@ [ Caonnectars

Wigw 1D [MYCLI Name [Meta-Yiew

Description |

DN | LDAP ¥ London uk.sun. com/o=MyCLI

2. Enter descriptive text in the Description field.

3. Click Save.

Creating New Data in the Meta View

New data can be added to the database through the meta view. Once the join
engine is installed and a meta view is created, new entries, groups and
organizations can be integrated with existing data.

NOTE New data should only be added through the meta view or the
external data source. Do not add new entries through the connector
view as the connector view already reflects the contents of the
external data source or meta view.
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To Create an Entry in the Meta View

1.

2.

Select the Contents of the meta view.
From the menu bar, select Object > New > User.
The Create New User dialog box appears.

Provide information for the following fields:

First Name Specify the common name of the entrant.
Last Name Specify the surname of the entrant.
Common Name The given name of the entrant is generated

automatically as the names are entered above.

User ID A default user ID is generated as the first and last names
are entered. Make sure that the User ID is alphanumeric
and does not contain any of the following characters:

-~lte#s s T e () _+ N, <
> /2

Password

Confirm Password

E-Mail Specify the entrant’s e-mail address.

Phone Specify the entrant’s telephone number.

Fax Specify the entrant’s fax number.

Optional: Select a language and provide language-specific user information.

Optional: If using the NT Domain connector, enable NT User Attributes and
provide the necessary information.

Optional: If using the Posix operating system, enable Posix User Attributes and
provide the necessary information.

Click OK.

The user name appears in the Contents of the meta view within the right pane
of the Meta-Directory console.

To Create a Group in the Meta View

1.

Select the Contents of the meta view.
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From the menu bar, select Object > New > Group.
The Create New Group dialog box appears.

Provide information for the following fields:

Group Name Specify the name of the group.

Description Specify a description of the group.

Choose the entries that will become members of the group.
Optional: Select a language and provide language-specific user information.
Click OK.

The group’s name appears in the Contents of the meta view within the right
pane of the Meta-Directory console.

To Create an Organization in the Meta View

1.

2.

Select the Contents of the meta view.
From the menu bar, select Object > New > Organization.
The Create New Organization dialog box appears.

Provide information for the following fields:

Name Specify the name of the organization.

Description Specify a description of the organization.

Phone Specify the telephone number of the organization.
Fax Specify the fax number of the organization.

Alias Specify an alias for the organization.

Address Specify the address of the organization.

Optional: Select a language and provide language-specific user information.
Click OK.

The organization’s name appears in the Contents of the meta view within the
right pane of the Meta-Directory console.
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To Modify an Entry in the Meta View
1. Click on the Contents of the Active Directory meta view.

2. Double-click on the Active Directory user you want to modify.
The Edit Entry dialog box appears.
3. Alter the fields as needed, then click OK.

Participating Views

In order for a connector view to be accessed by the meta view it must be added as a
participating view and configured to participate in the join process. Once a
connector view becomes a participating view and is enabled, data can flow
bi-directionally between that view and the meta view.

Once a participating view is added, it is configured by applying join process rules
to it. Each participating connector view is configured separately. Enabling the
participating view is the final step in allowing the connector view to participate in
the join process.
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To Add a Participating View

1. Inthe navigation tree of the Meta-Directory console, right-click the
Participating Views object.

A context menu appears.

e Edit ¥iew Ohbject Tools Help

Sun ONE Meta-Directory
Canfiguration

§ Meta-Directory
@ [ Join Engines
@ B join-engine
@ (@ Meta—Wiew (MWCL
@ [ Cantents
9 [ Par

Refresh
5 | Queny
@ (5 Connector Vi Adtribute Flow Summary
@ (@ ov1(cv1) Add Participating View
@ [ Contents
@ @ Cv2 (CvD)
(3 Cantents
@ (3 Connectars
@ (5 Universal
g Ute-CV 1
g Ute-CV2

2. Choose Add Participating View.

The Select View dialog box appears.

[ElSelect View

cva

Cancel Help

3. Select the connector view or views you want to participate in a synchronization
to the meta view.

4. Click OK.

Selected views are added to the navigation tree as shown below.
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O Meta-Directary
- [[ Join Engines
& -}{join—engme
[l Meta-View (M)
i~ Conterts
- Participating iews
cv2
w3
- ([ Connector Yiews
[ Cv2 (Cv2)
-l o3 (o)
+(( Connectars

To Remove a Participating View

1. Highlight the view you want to remove, and right-click.
A context menu appears.
2. Select Delete View.

The view is deleted.

Configuring a Participating View

Before enabling a participating view, you need to configure it so that data flow
between the connector view and the meta view can be managed. Join process rules
are applied to the participating view which the join engine will then apply to the
connector view entries. In addition, you can specify capability settings, refresh
schedules and group filters for each participating view.

To Configure a Participating View

1. Select the participating connector view you want to configure and choose the
Configuration tab from the right panel.

The Configuration tab for a participating connector view contains a set of
drop-down lists that allow you to apply the rules for the join process.
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=] London.uk.sun.com — SunONE Meta—Directory i
Consaole Edit View Ohbject Tools Help

Sun ONE Meta-Directory e g
Configuration

% Meta-Directory Configuration
? (3Join Engines - Attribute Flo
@ B join—engine
@[ Meta—View (MVCL To Connector | Mone To Connector | Mone

@ [ Contents

@ (3 Participating ir| | ToMeta View | Atomic To Meta Yiew | Mone

cv1

CW2 ~Join Rules———————————————————— ~Entry Default Cwnership

@ [ Caonnector Yiews -
@ @ oV v To Connector | None To Connector | Meta View

@ [ Caontents
@ @ cov2 (cve)
(3 Contents
@ [ Connectors

To heta Wiew | Mone To Meta ¥iew | Connector Yiew w

DN Mapping Rules————— ~Entry Default Membership

(2= :“:‘Vi”siw Tao Connector | None Ta Connectar | Not A Membe . w
utc—

g Uie-CY2 To Mata Yiew | Atomic To Meta View | Memberof GV =

] Help 1

2. Select the appropriate combinations of rules from the drop-down list boxes,
and click Save.

a. Select rule sets for Attribute Flow, Join Rules, DN Mapping Rules, and
Filters. The choices are derived from the rules that you set up in “Creating
the Join Engine Instance,” on page 72 of Chapter 5, “Configuring The Join
Engine.”

When choosing join process rules for a participating view, Attribute Flow
rules and DN Mapping rules contain a selection called Atomic. Atomic
refers to Meta-Directory default rules that flow, map, and join LDAP
attributes that are clearly the same. For example, when the join engine
applies an atomic attribute flow rule, attributes in the source entry that
have no match in the destination entry will not be flowed. When the join
engine applies an atomic DN mapping rule, the RDN of the source entry is
added to the base DN of the destination view to form a full DN. For
instance, an RDN of user1 in a connector view located in

cn=userl, ou=cvl, o=sunone.com Would remain the same when applied
atomically to the meta view as cn=user1, o=mv.

b. For Entry Default Ownership, select Connector or Meta View for each of
these two drop-down lists:

«  The selection made in To Connector specifies the view that owns the
entries replicated from the meta view to the connector view.
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« The selection made in To Meta View specifies the view that owns the
entries replicated from the connector view to the meta view.

When an entry is owned by either the meta view or the connector view, it
can only be deleted through that view. By default, an entry is owned by the
view from which it originates; the default ownership can be changed with
this option.

NOTE Ownership here is not the same as granularity and ownership
discussed in Chapter 7, “Connectors and Connector Rules.”
The values discussed here refer to ownership of entries
shared between the connector view and the meta view.
Chapter 7 refers to ownership of entries shared between the
data source and a connector view.

c. For Entry Default Membership, select Member of CV or Not A Member of
CV for each of these two drop-down lists:

«  The selection made in To Connector specifies whether new entries will
or will not be members of the connector view as the data flows from
the meta view to the connector view.

« The selection made in To Meta View specifies whether new entries will
or will not be members of the connector view as the data flows from
the connector view to the meta view.

Membership identifies an entry within a connector view that is native to
the data source represented by the connector view. Rules can then be
configured and applied based on the attributes that are already present in
the data source.

3. Select the Capabilities tab.
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[=

Console Edit Wiew Object Tools Help

Sun ONE Meta-Directory

Configuration

@ [ Join Engines
@ ¥¥ join-engine
@ @ Meta—view (MYCL
@ [ Contents
@ [ Participating vii
cvi
cv2
@ [ Connector Views
@ @ ovi (v
@ [ Contents
@ @ ovz (v
(i3 Contents
§ (3 Connectors
@ (5l Universal

Capahiliti

% Veta-Dirctory [CogRE  Csrmiies |GG OB FiEE

[_] Attributes Flow to Connector Wiew
[_] Attributes Flow to Meta Wiew

[[] Entries Flow to Connector View
[¥] Entries Flow to Meta Yiew

[C] Delete Entry from Connector Yiew
[l Re—Add Entry to Connectar Yiew

"ug utc—C¥ 1
"ug utc-Cv2

Sawe | Reset | Help

The Capabilities tab contains a set of options that control the behavior of data
flow back and forth between the meta view and connector view. Select the

Capabilities you want:

Attributes Flow to Connector View

Attributes Flow to Meta View

Entries Flow to Connector View

Entries Flow to Meta View

Delete Entry from Connector View

Additions and changes to attributes in a meta
view entry are sent to the connector view if
there are suitable attribute flow rules.

Additions and changes to attributes in a
connector view entry are sent to the meta
view if there are suitable attribute flow rules.

Entries added to a meta view are sent to the
connector view if there are suitable DN
mapping and attribute flow rules.

Entries added to a connector view are sent to
the meta view if there are suitable DN
mapping and attribute flow rules.

Deletes the entry in connector view if either:

= The corresponding meta view (or
different connector view) entry has been
deleted, or

= The connector view you are configuring
does not own the entity.
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Re-Add Entry to Connector View Re-adds a deleted connector view entry if

either:

= An agent other than the join engine has
deleted the connector view entry, or

= The connector view you are configuring
does not own the entity.

Select the Schedule tab.

[

Qmsnla Edit ¥iew Object Tools Help

| Sun ONE Meta-Directory
] Configuration [
(& Meta-Directory
| § (3 Join Engines
@ ¥ join-engine
@ @ Meta-view (MVCL
@ [ Contents
@ (g Padicipating Vit
cv1
cw2
§ (3 Conneclor Views
@ @ vy
@ [ Contents
@ @ Ccv2 (Cv2)
[y Contents
@ [ Connectors
@ (5l Universal
"ug utc-CY 1
"ug utc-CY2

wersion 5.1

I Cangiaen | Cagales | Serecue | GmIBFIE T

Cumrent Schedule

hlew | Delete | Update |

| Refresh v| | MY and G vl beginning at

every minutes between and
Acdvanced

Save | Reset | Help

In the Schedule tab, you can configure a refresh schedule for the participating
connector view. (If no schedule is configured, the view will only be refreshed

manually.)

a. Click New to add a new schedule entry.

The scheduler can operate as many times as once every second; therefore,
the finest granularity occurs every second.
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Change the default values in the list boxes and field entries at the bottom of
the window to schedule the desired task.

Alternatively, you can provide settings in a tabular format by clicking
Advanced. .. The Advanced Schedule Options dialog box appears.

@ Advanced Schedule Options E3

Second Specifier
[10

Minute Specifier
|20

Hour Specifier
|22

Day Specifier
[15

Monith Specifier
[11

Day of the Week Specifier

Cancel |

Numerals can be used in the Advanced Schedule Options fields:

Field Name Value

Second Specifier Enter a value from 0 to 59.

Minute Specifier Enter a value from 0 to 59.

Hour Specifier Enter a value from 0 to 23.

Day Specifier Enter a value from 1 to 31.

Month Specifier Enter a value from 1 to 12.

Day of the Week Enter a value from 0 to 6, where 0 is Sunday and 6 is
Specifier Saturday.
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When configuring a schedule with numerals, both single values and
ranges (such as 1,2,5-7,10/5) can be used.

Expressions can also be used in the Advanced Schedule Options fields:

Expression

*

*/step

X-y/step

x/step

X, Y, 2. ..

X-y.,z2-9

Definition
Matches any value.

Matches any value in increments. For example, */2
matches 0,2,4,6... up to the maximum allowed value for
values that start with zero, or it matches 1,3,5,7... up to the
maximum value allowed.

Specifies a range where:

= Both x and y are greater than or equal to the minimum
allowed value.

= yisless than or equal to the maximum allowed value.
e Xxislessthany.
The expression matches any value in the range.

Specifies a range as above, but with a step value that is not
necessarily 1.

Specifies a single number within the allowed range.

Matches any value starting at x and then at x + step, x +
2*step, and so forth.

Specifies a comma-separated list of values.

Specifies a comma-separated list of ranges.
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c. Click Update.

Your specifications appear in the Current Schedule. For instance, if you
wanted to refresh only the meta view beginning at 30 minutes past the
hour, every 60 minutes between 2 and 6 on Sunday, the Current Schedule

would appear as shown:

Configuration | Capabilties Schedule | Group Fiters

Currert Schi

"refrest

5. Select the Group Filters tab.

ONE Meta—D e

= onuk s

Console Edit Wiew Object Tools Help

Wersion 8.1

Sun ONE Meta-Directory
Configuration

i Mela-Directary g | Caalas ) [SEhEAaT  Orup Filers |
@ [ Join Engines
@ ¥ jnin-engine Group Filters
@ @ Meta—view (MYCL Group Filter
@ [ Contents
@ [ Participating vii
cvi
cv2
@ [ Connector views
@ @ Cvievn
@ [ Contents
@ @ Cv2 (VD)
(i Contents
@[3 Connectors
@ (5l Universal
"ug utc—-Cy1
"ug utc-Cv2

Save | Reset | Help |

The Group Filters tab enables you to create one or more filters for LDAP data
sources. You can use the group filters to refresh entries of a connector view
only. The format of the filter is (attribute=value). Note that the parentheses are

part of the syntax.

When you refresh groups, the join engine refreshes only the entries that match
the group filter or filters you have specified. For information about refreshing

groups, see “Join Engine Operations,” on page 403.
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6. Click Save when you finished configuring the participating connector view.

The connector instance must be restarted to activate it’s configuration. For
procedures on how to stop and re-start the connector, see Chapter 16, “Starting
and Stopping Components.”

Enabling a Participating View

In order to flow data, a participating view must be enabled. Enabling is what
allows data to flow. Before enabling it, a connector view must be added and
configured as a participating view.

To Enable a Participating View

1. Click the Status tab from above the navigation tree window in Meta-Directory
console.

2. Select the join engine from the navigation tree and click the Operations tab.

= London.uk.sun.com — SunONE Meta—Directory =
Consale Edit ¥iew Obect Help

Sun ONE Meta-Directory Wersion & 1

Status

% The Meta Directary Cperations _—
[ join-engine e
G ute-C 1 5 i
@ utc-Cwe ~Operation:
Wiew Operation
| Wiew| St | Enable

C¥1 [En

vz

Traverse

| Connector View

Start

Ta Meta View: WIS Reset
Ta Cannectar View: |hiA Reset

’—Lasl Change Natification

For more information on join engine and connector view operations, see
“Operations,” on page 403 of Chapter 17, “Monitoring Meta-Directory
Components™.
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Select a participating view listed in the View list box that is disabled.

The View list box has two columns: View and Status. (The size of the View
column can be reduced by dragging the column divider to the left; this should
make the Status column visible. Both columns can be increased in size by
enlarging the console window.) All added participating views are listed in
these columns along with their status: Enabled or Disabled.

Choose Enable from the Operation drop-down list.
This option disables the Traverse drop-down menu.
Click Start.

The status of the view changes from Disabled to Enabled allowing data to flow
to the meta view. Any error in the connector view’s configuration will
automatically disable the participating view.

Select Refresh from the Operation List Window, then select either Meta View
or Connector View from the Traverse menu list.

Once the participating view is enabled, you should refresh it in order to update
the data.

Click Start.

Checking Entry Links

There are several reasons why an entry in a connector view might not link up to an
entry in the meta view. One reason is that the join engine found more than one
entry to link to. Another possible reason is that the external data contains errors.
Because of these possibilities, you should check, as a standard procedure, for errors
and omissions by doing one or both of the following:

Review the Directory Server error log for reports of failures. This can be done
by using a Perl script or using the command grep -i fail *.login thelog
directory.

As discussed in Chapter 18, “Administration Tools”, use the Query Tool to
check for entries which were not linked.

If you find errors, you can use join commands in the Fix-It Tool to fix the problems
as described in Chapter 18, “Administration Tools.”
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Refreshing the Views

To incorporate new or modified data or to bypass regularly scheduled refresh
synchronizations for immediate updates, you use the Refresh option of the specific
Meta-Directory component. In addition, to flow entries that preexist in a connector
view, you must refresh the connector view’s enabled participating view.

Refreshing Meta Views

When meta views are refreshed, the join rules are re-applied (or traversed) to each
entry in the targeted view and the data is reconstructed. The other rules are then
applied accordingly:

= Ifthe entry is found, the attribute flow rule is applied.
= |fthe entry is not found, the DN mapping rule is applied.
= If the entry exists, the attribute flow rule is applied.

= If the entry doesn’t exist, an entry is created.

NOTE If you change any of your rules, you need to refresh the join engine
to get the data to flow according to the new rules.

To Refresh the Meta View

1. Select the Status tab and the join engine in the Meta-Directory console’s
navigation tree.

2. Select the Operations tab.
All participating views are listed in the View field.
3. Select the participating view whose data needs to be refreshed.

4. Choose Refresh, Refresh Unlinked or Refresh Groups from the Operation
drop-down menu.

o If you choose Refresh, the entire view will be scanned for new entries and
changes to existing entries.

o If you choose Refresh Unlinked, the view will be scanned for only entries
that are not currently linked.
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o If you choose Refresh Groups, the entire view will be scanned after the
application of the Group Filter. (The group filter is an LDAP filter used to
select certain entries prior to refresh. Information on configuring group
filters can be found on page 136 of this chapter.)

Choose Meta View or Connector View from the Traverse menu.

Choosing Meta View will re-apply join rules to all entries in the meta view and,
similarly, choosing Connector View will re-apply join rules to all entries in the
connector view.

Press Submit Request to begin the process.

Refreshing the External Data or Connector View

New or modified data flowing to the external directory or the connector view of a
particular connector can also be refreshed.

To Refresh External Data or the Connector View

1.

Select the Status tab and the specific connector in the Meta-Directory console’s
navigation tree.

Select the Operations tab.

The connector’s participating view is listed in the View field.
Select the participating view.

Choose Refresh from the Operation drop-down menu.

Choose External Directory or Connector View from the Updates to the
drop-down menu.

Choosing External Directory will refresh the external data source with new
data or data modifications made in the meta view and transferred to the
connector view. Choosing Connector View will refresh the connector view
with new data or data modifications made in the external data source.

Press Start to begin the process.
The Modify Task Status dialog box appears.
Choose the type of refresh operation and press OK.

If you are updating the external directory, you will be asked to choose the from
the following options:
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o Re-propagate all existing entries in the Connector View to the External
Directory immediately.

o Propagate all existing entries in the Connector View that meet the filter
criteria to the External Directory immediately.

o Select the filter desired. Only those configured for the "NoSubtreesExcept"
option are displayed when Select Filter... is chosen, not filters configured
for the "AllSubtreesExcept" option.

o Perform the above two operations in sequence.

If you are updating the connector view, the only option is to delete from the
connector view all existing entries that originate in the external data source.

If you are refreshing the external directory, the following version of the box
appears:

gi Modify Task Status ‘ 5 |J|
Refresh |

Belect the type of Refresh operation you want to perfonm

() Re-propagate all existing entries in the Connector Wiew to the Extemal Directory immediately
() Propegate all existing entries in the Connector Wiew that meet the filker criteria to the Extemnal Directory immediately

(@ Perform the above two operations in sequence

Mo filter selected Select Filter.

Note: This operation may take some time to complete. The refresh will start when you click on OK

Gancel

You must select a filter for the second and third options. Only filters
configured for the "NoSubtreesExcept" option are displayed when you click
Select Filter, not filters configured for the "AllSubtreesExcept" option.

NOTE The Refresh command in the View menu at the top of the console
window does not refresh Meta-Directory, the join engine or
connector. It, and the Refresh command seen when a component
name in the navigation tree is right-clicked, are commands that
refresh the data displayed in the console navigation tree only.
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Chapter 7

Connectors and Connector Rules

In order to transfer data to and from an external database, Meta-Directory uses a
connector. The connector takes the external data and creates a sub-tree on a
Directory Server which displays the data in LDAP. This sub-tree is called a
connector view.

There are two types of connectors: direct and indirect. The connector view for an
LDAP directory or a SQL database uses a direct connector; in other words, it
communicates directly with the join engine. The connector view for other sources
of data uses an indirect connector, which translates data into LDAP so that the join
engine can work with it. Indirect connectors use indirect connector rules, in much
the same way as the join engine, to manage the transfer of entries between an
external data source and the connector view. This chapter contains the following
sections:

= Direct Connectors

= Indirect Connectors

= Indirect Connector Rules

= Attribute Flow Rules

= Default Attribute Value Rules

« Filter Rules
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Direct Connectors

A directory accessible by LDAP (such as the directory provided by iPlanet
Directory Server) and a database accessible by SQL (such as an Oracle database)
are considered to have direct connectors. On the other hand, in order to read and
write to an entry stored within a SQL database, the join engine uses the Database
connector to provide direct, two-way SQL access. (Because the Database Connector
is a join engine plug-in as opposed to software outside the join engine, it is
considered a direct connector.)

Indirect Connectors

Indirect connectors transport entries stored in external data sources that use protocol
not directly accessible by the join engine. Meta-Directory supports the following
indirect connectors:

The Universal Connector and Universal Text
Parser

The Universal connector (also known as the Universal Text Connector or UTC) is
an indirect connector that enables the transfer of data between data sources and a
connector view. The Universal Text Parser (UTP) is a set of text file parsers and
generators that are used with the UTC to make certain text files [currently
Comma-Separated Values (CSV) files, LDAP Data Interchange Format (LDIF) files
and Name-Value Pair (NVP) files] compatible with the connector view.

The Windows NT Domain Connector

The Windows NT Domain connector is a Universal connector with NT-specific Perl
scripts and binaries that provides two-way synchronization of user and group data
between a Windows NT SAM database and its connector view.

146  Sun ONE Meta-Directory Configuration and Administration Guide « January 2003



Indirect

Indirect Connector Rules

Active Directory Connector

The Active Directory connector is a Universal connector with Active
Directory-specific Perl scripts and binaries that provides two-way synchronization
of user and group data between an Active Directory database and its connector
view.

Exchange Connector

The Microsoft Exchange connector provides two-way flow of user and group data
specifically between the Microsoft Exchange Server and its connector view. Note
The Windows NT Domain, Active Directory and Microsoft Exchange connectors
are not installed components on a machine that uses the Solaris operating
environment.

Novell Directory Connector

Novell Directory Connector developed using new connector framework, provides
bidirectional synchronization of Novell Directory’s (eDirectory V8.6.2) user and
group data between Novell Directory and its connector view.

Lotus Notes Connector

Lotus Notes Connector developed using new connector framework, provides
bi-directional synchronization of address book (names.nsf) data for Lotus Notes
server 5.0.10 between Lotus Notes directory and its connector view.

Connector Rules

When an indirect connector is synchronizing entries from the external data source
to the connector view, it directs the process and transforms the data using rules
similar to those used during the join process. The indirect connector rules include
Attribute Flow Rules, Default Attribute Value Rules and Filter Rules. (The
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Attribute Flow, Default Attribute and Filter rules used by the connectors are
different from, and should not be confused with, the Attribute Flow, Default
Attribute and Filter rules used by the join engine.) Indirect connector rules are
defined at the connector node and applied to the connector instance specifically.

NOTE Indirect connector rules can be applied at anytime but the connector
instance should be restarted after changes in the configuration are
made in order to re-flow data using the new rules.

Attribute Flow Rules

Attribute flow rules are established to specify which external data source attributes
are mapped to which connector view attributes and vice versa. (The assignment of
an attribute in one source to a particular attribute in another source is called
mapping.) When you establish attribute flow rules, you also specify which source
owns the entry which, by default, is the external data source.

Default Attribute Value Rules

If no values exist for a particular attribute in an entry, either because the attribute
isn’t part of the entry or the attribute exists with no value, the connector applies
pre-configured attribute rules for creating appropriate default values. You can
change these default attribute rules as needed.

Filter Rules

An indirect connector uses filtering rules to selectively exclude entries from the
synchronization process.

Attribute Flow Rules

Attribute flow rules specify which attributes in the external data source will be
mapped to which LDAP attributes in the connector view. In the definition and
application of these rules there are two concepts that, although not specifically
referred to in the GUI, are important to remember. Granularity refers to the
complexity of the application of the rules, i.e.: whether the entry flows as a whole
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piece or whether the entry is divided into its base attributes which then flow
separately. Ownership refers to where the entry originates (in the external data
source or in the connector view), i.e.: whichever source the entry originates from is
considered the owner of the entry.

Granularity and Ownership

If you don’t configure your own indirect connector rules, the indirect connector
uses default attribute flow rules and the process is considered to have entry-level
granularity. Entry-level granularity is characterized by all of the following:

= Entries can be added in, and therefore flow from, either the data source or the
meta view and the entry’s ownership is based on this

= Only the owner of an entry can modify or delete that entry

= Entries flow back and forth as complete entries with no specific attribute
mapping or filtering allowed.

If, on the other hand, an attribute flow rule is written and applied, the flow is
considered to have attribute-level granularity. Attribute-level granularity is
characterized as follows:

= Entries can be added in, and therefore flow from, either the data source or the
meta view and the entry’s ownership is based on this

= Only the owner of an entry can delete that entry

= Because specific attributes flow independently of complete entries,
modifications can be made from either the data source or the meta view

These concepts explain certain flow behaviors and should be kept in mind when
configuring and applying attribute flow rules for the indirect connectors.

To Configure an Attribute Flow Rule

To achieve attribute-level granularity, an attribute flow rule is written and applied,
as described in the following procedure.

1. Select the connector you want to configure from the Meta-Directory console
navigation tree and click The Attribute Flow tab.
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Sun ONE Meta-Directory

Configuration

& Meta-Directory = Attribute Flow _—

@ [ Join Engines
@ ¥¥ join-engine
@ @ Meta-view (M) KAL) | Delets
e [&] contents
@ [ Participating Views

Cy-UTP

] adcy
CW-iDS-win2K
CV¥-D8-ja-sal8
vl
Vo
§ (3 Conneclor Views
@ Cvora (Cvora)
@ [ Cv-UTP [CYUTP)
o [§ Cv-UTP2 (UTP2) L

Configurations [ New. |

@ @ Ccv1 (v Mappings for Locally Owned Objects - |

- [g CY-iDS-win2K {dsw2k)
©- 3 acicy (adcy) Direction | Extemal Attribute | Connectar View Aftribute
@ [@ Cv-iDS-ja-50I8 (saljz) To Connectar View \descnptmn |givenname, lang-ar,phaonetic
@ [ Connectors
@ (5l Universal
g utc-CY-UTP
g ute-CY-UTP2
(! Microsoft Exchange
@ (5l Active Directary
"ug adc—adcy
(! NT Domain

Remove | Insert Defaults

Sawe | Reset | Help

Click New.

The New Flow Configuration Name dialog box appears. Reset can be clicked at
any time to delete all new configurations and return to the last saved state.

Type a name for the new attribute flow configuration and click OK.
The name appears in the Configurations list box.

In the Mapping Type drop-down list, select Mappings for Connector View
Owned Objects, or Mappings for Locally Owned Objects.

Mappings for Connector View Owned Objects is selected for entries created
within the connector view and Mappings for Locally Owned Objects is selected
for entries created within the external data source.
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NOTE When creating attribute flow rules, all attributes must be
mapped in both directions: "From Connector View" and "To
Connector View". Mappings are configured this way for both
locally owned objects and connector view owned objects in
order to propagate all changes.

Click Insert.

The Insert Attribute Mappings dialog box appears. This displays a list of all
attributes configured as external attributes for the specific connector. (Adding
external attributes is described in “To add external attributes for connectors”
on page 171.)

Alternately, you can click Insert Defaults and Meta-Directory populates the list
box at the bottom of the window with default mappings, in which the external
data source attributes match the connector view attributes. These default
mappings are the same as those chosen at the connector node in the General
configuration window.

~\ Insert Attribute Mappings \
Mapping Type

| Mappings for Locally Cwned Ohbjects - ‘
Flow Direction

| To Connectar View - ‘
Connectar Wiew Objectclass

| = All Language Tagged Attibutes = - ‘

Extemal Attribute Connector Yiew Attribute
description
facsimiletelephonenumber
givenname

homephone

|
mail
maobile
pager

rnctalrda

= =
enhancedsearchguide
entryid

filterinfo

gecos

generation
generationgualifier
givenname
homedirectory -

I

Supported Language Subtypes for Connector Yiew Attribute

lang-ar -

[¥l Add Phonetic Subtype for Connector View Attribute

Insert. Close ‘ Help |

a. The mapping type, selected in Step 4, can be changed from within this
dialog box.

b. Specify the flow direction, either mappings of attributes from external data
source to the connector view or from the connector view to the external
data source.
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6.

Specify either All Attributes or All Language Tagged Attributes from the
Connector View Objectclass drop-down list.

If you specify All Language Tagged Attributes as the connector view
objectclass, choose a supported language subtype. Check Add Phonetic
Type box to indicate if the attribute value is a phonetic representation. For
more information on these fields, see “To Compose Language Tagged
Attribute Conditions,” on page 80 of Chapter 7, “Connectors and
Connector Rules.”

Select an external attribute and the connector view attribute you wish to
map it to.

If you select an external attribute for which there is a matching connector
view attribute, the connector view attribute is automatically selected.
However, any connector view attribute can be selected for any given
external attribute. You can also use a keyword search by typing the first
letter of the external attribute or connector view attribute you want to find.
For instance, if you wanted to find uid, you would only have to type u.

Click Insert.

The mapping for your configuration appears at the bottom of the Attribute
Flow window.

Select additional pairs, clicking Insert after each pair is selected. Click
Close when finished.

Click Save in the Attribute Flow tab to save the attribute flow rules.

To Change a Configuration

1.

2.

In the Attribute Flow tab, select the configuration you want to change.
Either add or remove a mapping.

You can add or remove mappings, but you cannot edit them.

To add a mapping, see Step 5 above.

To remove a mapping, select the mapping you want to remove and click
Remove.

Click Save when you are finished changing the configuration.
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In the absence of any attribute values, a connector applies default attribute value
rules to ensure that specified attributes contain a value. If an attribute does not
exist in the external data source or connector view or if the attribute does exist but
has a NULL value, a default attribute value rule is called upon to allow the transfer
of data. Default attribute value rules don’t affect the connectors’ behavior.

Default Attribute Value Rules

To Configure Default Attribute Values

1.

3.

In the navigation tree of the Configuration tab, select the indirect connector

Select the Default VValues tab.

Sun ONE Meta-Directory
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10.

11.

In the Name field, specify a name for the default attribute configuration you
are creating.

The name appears in the Configurations list box.

Select either Connector View or External Directory from the Attribute
Destination drop-down list.

Click Add.

Blank fields appear below the Attribute and Default Value fields.
Click within the blank Attribute field.

A drop-down list appears.

Either select an attribute from the list or type in an attribute.

To create attributes for this list, follow the procedure headed “To add external
attributes for connectors” on page 171.

Double-click within the blank Default Value field and type in a value.

Repeat steps 4 - 9 to set up additional default attributes for the selected
configuration.

Click Save when you are finished.

Filter Rules

The indirect connector uses filter rules to exclude source data from the
synchronization process. Filters can be configured to exclude entire sub-trees while
individual entries from the sub-trees can be re-included using entry filters.

NOTE DNs used in Filter Rules should be the DN from the connector

view’s entry regardless of the ownership of the entry.

154  Sun ONE Meta-Directory Configuration and Administration Guide « January 2003



Filter Rules

To Add a New Filter

1. Inthe navigation tree of the Configuration tab, select the indirect connector
and click the Filters tab.

Qonso\e Edit Yiew Object Tools Help

Sun ONE Meta-Directory e

Configuration

| [ Metadrecary e Fiow | v Defeult Valugs | » Fiters
@ ([ Join Engines :
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@[3 Connector Views
@ Cvora (Cvora)
& [@ Cv-UTP (CYUTP) Remove
@ [@ C¥-UTPZ (UTF2)
& @ V1V
& [g Cv-iDS-win2K (dsw2k)
@[3 adey (adcy)
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@ (g Connectars
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[l Microscft Exchange

&@ Active Directary cn=John Smith Add
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0=gine,c=us
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2. Click New.
The Filter Name dialog box appears.
3. Enter a name and click OK.
The new name appears in the Filter Name list box.

4. Select either To Connector View or From Connector View.
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5. Provide a list of subtrees to exclude or include by selecting All Subtrees Except
or No Subtrees Except, then click Add.

The Sub-tree DN dialog box appears.

6. Specify the full DN of a connector view sub-tree to exclude or include, then
click OK.

The subtree appears in the list box. Repeat steps 5 - 6 for additional sub-trees.

7. Provide a list of entries to exclude or include by selecting a sub-tree, then
selecting All Entries Except or No Entries Except. Click Add.

The Entry RDN dialog box appears.

o Tofilter entries back in from the excluded sub-trees using All Entries
Except:

I.  Specify a connector view RDN entry to include, then click OK.

The entry appears in the list box. The entry must be a child entry of the
sub-tree specified.

Il. Repeat this procedure to include additional entries.
o  To specify singular excluded entries using No Entries Except:
I.  Specify a connector view RDN entry to exclude, then click OK.

The entry appears in the list box. Again, the entry must be a child entry
of the sub-tree specified.

Il. Repeat this procedure to exclude additional entries.
o To filter entries back out from included sub-trees using All Entries Except:
I.  Specify a connector view RDN entry to exclude, then click OK.

The entry appears in the list box. Again, the entry must be a child entry
of the sub-tree specified.

Il. Repeat this procedure to exclude additional entries.
o  To specify singular included entries using No Entries Except:
I.  Specify a connector view RDN entry to include, then click OK.

The entry appears in the list box. Again, the entry must be a child entry
of the sub-tree specified.

Il. Repeat this procedure to exclude additional entries.
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NOTE With this filter, entries in all subtrees that are not specifically
included are excluded, no matter how the associated
entry-level filters are set.

8. Click Save when finished.

To Remove an RDN for an Entry

1. Select the RDN you want to remove.

2. Click Remove next to the Entry RDN list box.

To Remove a Subtree DN

1. Select the DN you want to remove.

2. Click Remove next to the Subtree DN list box.

NOTE This action also removes all RDNSs associated with this DN.

To Delete a Filter

1. Select the filter you want to delete from the Filter Name list box.
2. Click Delete.

The filter and its associated DNs and RDNs disappear from the window.
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Chapter 8

Configuring The Universal Connector

The Universal connector is included with Meta-Directory to allow administrators
to configure connectors for external data sources not directly supported by
Meta-Directory. The following sections are included in this chapter:

= Function of the Universal Connector
= Configuring a Universal Connector Instance
= Restarting a Connector Instance

= Implementing the Configuration
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Function of the Universal Connector

Meta-Directory includes a generic connector named the Universal Connector (also
known as the Universal Text Connector or UTC). When configured, this connector
enables data transfer to and from its connector view. It is termed an indirect
connector because it creates a view of the external data source in LDAP (connector
view) that enables the transfer of data to and from the proprietary data sources.

Sun ONE provides the Universal Text Parser (UTP), a suite of scripts, to help the
Meta-Directory administrator configure connectors for manipulating data from
external data sources whose data can be exported or dumped into a text file. This
enables the administrator to synchronize data to a meta view using a data source
not specifically configured for Meta-Directory. Sun ONE supports data or text files
in the following text file formats:

e CSV (comma-separated values)
= NVP (name-value pairs)
< LDIF

The LDIF files produced by the UTC are not fully conformant with RFC 2849 Please
consult the appendix headed Data Conversion at the end of this guide on how to
produce compliant RFC 2849 LDIF files

The NT Domain and Active Directory connectors are special cases of the UTC
provided by Sun ONE for a specific external data source, NT Domain and Active
Directory respectively. When you create an instance of either of these connectors,
the UTC base is automatically installed. The interface for these connectors is very
similar to that of the UTC.

Besides their dependence on the Universal Connector, the UTP, NT Domain
Connector, and Active Directory Connector each require their own special
configuration setup. To configure the UTP, see Chapter 9, “Configuring the
Universal Text Parser.” To configure the NT Domain Connector, see Chapter 10,
“Configuring the NT Domain Connector.” To configure the Active Directory
Connector, see Chapter 11, “Configuring the Active Directory Connector.”

Before configuring one or more of these connectors, it is recommended that you
first configure the Universal Connector, as documented in the following sections.
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Creating a Universal Connector Instance

1. From the Sun ONE Console window, right-click Server Group. A context menu

appears.

Consale Edit ¥iew Ohject Help

Sun ONE Console

Servers and Applications

| Default View

1 Server Group (2)

lﬁ uk.sun.com
@ B Londonulsun.com
@ (1 Server Group
<% Directory Server (ac-starage)
<% Directory Server  (London)
@ Directory Server (ntoc-storage)
@ Administration Server
@ (1 Server Group (2)

Migrate Pre 4.0 Server Config
Meme Configuration...

@ B gajant40.uk.sun.com
@ (1 Senver Group
<& pdministration Server
@ EL gajp_ntd.
@ (1 Senver Group
<& Administration Server
@ Q gawin2kserver?.gatest. com
@ [ Server Group
& Meta-Directory (adcS0-adcv)
@ Administration Server
@ E) www2 uk.sun.com
@ (1 Server Group
<& pdministration Server

Group name: Server Group (2)
Description:
Instaliation path:  foptfsunonefhdD5. 1

eta—Directory Join Engine
eta—Directory Universal Connector

Ecit Help
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2. Select Create Instance Of, and select the desired connector. The New Instance
Creation dialog box appears.

#\ New Instance Creation \

Wigw Name () |CV9 j
Yiew ID () [Cva
View Base DM (%) [o0=Cv8

Data Server URL [) | LDAP #Londen uk sun com 389 =

Data Server Bind DN () |:n=D\re:lory Manager
Data Server Bind Password 1) [r======
Per Script Absolute Path (Optianal) |

CK Cancel Help

Provide input for the following data fields:

View Name Enter a name of any length that more fully describes the
View ID. The default is the View ID.

View ID Enter up to five characters to represent the view ID. The
default is cvn.

View Base DN Enter the subtree DN where this view is located. The

default is o=CVx, where x is the next successive integer
following the last instance created.

Data Server URL From the drop-down list, select the data server from which
the new instance should be created. You can also type in a

data server URL.

Data Server Bind DN Enter a DN to be bound to the data server URL for access
rights to the subtree. The default is cn=Directory

Manager.

Data Server Bind Enter the password associated with the data server bind

Password

Perl Script Absolute
Path

DN.

This field only appears if you are creating an instance of
the Universal Text Connector.

Enter a path and file name if you want Meta-Directory to
extract the Perl script and then parse a third-party
database. Instead of entering the information here, you
can alternatively supply the path and file name in the
Script tab window. For information on this procedure, see
“To include scripts for the Universal Text Connector,” on
page 173.
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Click OK in the New Instance Creation dialog box. If the changelog is not
enabled, the following message appears:

E‘%Enabling changelog...
Changelog mechanism iz not enabled in the Directory Server under;
tank red iplanet com:3011

Doy weant o enable i now?

Changa\og NOW Enable Changeloy LATER | Ahort Instance Crestion |

If you click Enable Changelog NOW, the Enable Changelog dialog box
appears.

2| Enable Changelog

Changelog Directory I et'Serversiadminacl
Changelog Suffix Icn=changelog

(o8 I Cancel | Help |

a. Enter a directory where you want to store the changelog. For Solaris
systems, make sure you change the directory permission mode of the file
to allow the console to create the changelog directory. It is recommended
that you issue the following command against the directory where you
want to create the changelog directory:

chmod -R 777
b. Either accept the changelog suffix default or provide your own.

c. Click OK. A message appears reminding you to restart the Directory
Server.

The Load Schema appears whenever you add a new view if the base entry does
not exist. If the schema already exists, you do not need to click Yes. If you click
Yes, a dialog box appears that informs you of progress while the installer is
loading the schema. The message “Instance Creation Succeeded” appears after
the instance has been created.

Restart the Directory Server:

a. From the Sun ONE Console, select the Directory Server object, then
right-click.
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From the context menu, select Stop Server. Click Yes in the Stop Server
message box. A message appears stating that the Directory Server has been
stopped.

Select the Directory Server object again, then right-click.

From the context menu, select Start Server. A message appears stating that
the Directory Server has been started.

To remove a connector instance

1.

From the Sun ONE Console, highlight the instance you want to delete, then
right-click. A context menu appears.

Select Remove Server and click yes in the message box. Another message box
appears.

o

If you click Yes, the connector view is removed. If it is a participating view
of the join engine, it will also be removed. This does not remove connector
view data from the LDAP DIT, however.

If you click No, the connector instance is removed, but the connector view
will remain.

Configuring a Universal Connector Instance

You can use the windows associated with the instance to perform the following

164

tasks:

Specify how updates are handled

Configure the schedule from and to connector views

To configure attributes for log files

Add external attributes for connectors

Include scripts

The examples for the procedures below apply to the Universal Text Connector.
This connector has an extra window, called Script, that is not present when you
configure the NT Domain Connector or Active Directory Connector.
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Configuring a Universal Connector Instance

To specify how updates are handled

1. Click on the instance you want to configure. The General tab window appears.
The Name and Connector View Location fields are read-only. You specified
this information when you created the instance.

[

| Console  Edit View Ohbject Tools

Sun ONE Meta-Directory Wersion 5.1

Configuration

| [ Meta-Directory
@ [ Join Engines
@ [ Connector Views
@ Cvom (CYora)
© [§ CV-UTP [CYUTP)
e [@ Cv-UTP2 (UTP2)
O [@ CV1(CvVT)
@ [@ CW-IDS-win2K {dsw2k)
- [@ adcy (adcv)
o @ Cv-DS-ja-s08 (sl REiTIH
o [§ GV (CYY) |ute-Cva
@ (3 Connectars Cannector Yiew
@ (31 Universal [cvs
2 ﬁg,ﬂxz Aftriute Flow Configuration | Defaull
& :}?E,uézm?gchaﬂge Filter Configuration | Defautt
? @ ctive Directory Default ¥alues Configuration | Default
"ug adc-adcy

(51 NT Domain

Operation

@ Both send and receive updates
() Only send updates to Connectar Yiew

() Only receive updates from the Connector Wiew

Save | Reset | Help

Select the desired attribute flow, filter, and default values from the drop-down

lists. You configured these values in Chapter 7, “Connectors and Connector
Rules.”

Indicate how you want to send and receive updates by selecting the
appropriate radio button, then clicking Save before continuing. The updates

can be modifications, deletions, and additions to the external directory and/or
to the connector view.
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To configure the schedule from and to connector
views

1. Click the Schedule tab. The Schedule window appears.

[

Console  Edit Wiew Ohject Tools Help

Sun ONE Meta-Directory

Configuration

B it Drsctay [GERIT - Scresue |lgg ARAEES ] e

@ (7 Join Engines
§ (g Connector Yiews
@ Cvorm (Cvara)
& [§ Cv-UTP [CYUTP)
o [@ Cv-UTP2 (UTP2)
e [@ oV OV
& (@ CY-IDS-win2K {dsw2k)
@ [ adcy (accy)
@ [g Cv-iDS—-ja-s0l8 (solja)
o [ Cve (ove)
§ (3 Connectors
@ (31 Universal
g utc-CY-UTP

EutC-CV-UTPQ beginning at [10 minutes past the hour, every [15
utc-Cva
@ Microsoft Exchange minutes between |22 and |23

@ (3l Active Directory
"ug anfc-adcy
(5l NT Domain

Advanced,

Save | Reset | Help |

2. Select either To Connector View or From Connector View, and indicate in the
text boxes when updates should be sent.

For every scheduled synch cycle, the Universal Connector launches the
accessor to create a dump file of all the external directory entries. If the accessor
did not succeed in creating the dump file and it is empty, the Universal
Connector thinks that all the entries from the external directory are deleted.

Consequently, the Universal Connector then attempts to delete the external
directory-owned entries from the connector view. However, after restarting the
server and restarting the Universal UTC, the accessor launches and a new
dump file is created. All the external directory-owned entries are then
resynchronized back to the connector view.
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3. Optional: Alternatively, you can manually provide settings in a tabular format.
To do so, click Advanced. The Advanced Schedule Options dialog box
appears.

~\ Advanced Schedule
Second Specifier

[0
Minute Specifier
[*16

Hour Specifier
[0-23

Day Specifier

Manth Specifier

Day of the YWeek Specifier
[0-6

T Ok Cancel

Provide values for the following fields:

Second Specifier
Minute Specifier
Hour Specifier
Day Specifier

Month Specifier

Enter a value from 0 to 59.
Enter a value from 0 to 59.
Enter a value from 0 to 23.
Enter a value from 1 to 31.

Enter a value from 1 to 12.

Day of the Week Specifier Enter a value from 0 to 6, where 0 is Sunday and

6 is Saturday.

You can use either a single number or an expression as described below.

Expression Definition
* Matches any value.
*/step Matches any value in steps. For example, */2 matches 0,2,4,6 ... up

to the maximum allowed value for values that start with zero, or
it matches 1,3,5,7 ... up to the maximum value allowed.
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Expression Definition
X-y Specifies a range where:

Both x and y are greater than or equal to the minimum allowed
value.

y is less than or equal to the maximum allowed value.
x is less than y.

The expression matches any value in the range.

x-y/step Specifies a range as above, but with a step value that is not
necessarily 1.

bq Specifies a single number within the allowed range.

x/step Matches any value starting at x and then at x + step, x + 2*step,
and so forth.

X, ViZeno Specifies a comma-separated list of values.

X-Y,Z-q Specifies a comma-separated list of ranges.

Lists can also contain both single values and ranges such as 1,2,5-7,10/5.

The scheduler operates once every second, so the finest granularity occurs every
second.

4. Click OK to return to the Schedule window, then click Save before continuing.

To configure attributes for log files
1. Click the Log tab. The Log window appears.
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| Console Edit View Object Tools Help

Sun ONE Meta-Directory

Configuration

[ Meta-Dirclary el | wscheduls | Lo | Awdbies | Ser

@ [ Join Engines

Log File Location
Connector Views
¥ O & Cvora (Cvor) | foptisunoneMDS. Tntc-cviilogs

@ [@ C¥-UTP (CYUTP) Prefix for Log File Name meta

& [@ Cv-uTP2 (UTP2) Maximum Size of Each File [4096 Kilobytes

o [g CV1(Cy1)

© [@ CW-iDS-win2K (dsw2k) Maximum Disk Usage I Kilotytes

& (@ adcy fadcy) Minimum Reserved Free Space |4uge Kilohytes

@ [@ C¥-iDS-ja-sal8 (salja

New Log File Evel 1

o [§ CVo (VY = o | Day(s)

@ (3 Connectars Delete Laog Files Older Than |7 Dayis)

[ i‘:wfmaév ute Flush Buffered Log Data to Disk at |15 secands
utc— |

"ug utc-CY-UTP2 Log Level

"4 ulc-CV9 Module | Werbosity (click to cycle)
(31 Microsoft Exchange Log
@ (! Active Directory DS Config
"ug adc-adcy DCHE
(1 NT Domain DataAccess
DebugDataAccess
DebugDirectoryAccess
DebugDCHSClient
DebugDCNS8erver
DebugCLOGPIugin
DebughDSConfig
DebugDASearch
DebugDATraverse
DebughDSLogging
DebughkDSUtIls
DebugThreadPoal
AL
DDeltas
DraCiy

NN = oo o|c/c o oooooooo -

Save | Reset | Help

2. Provide information for the following fields:

Log File Location Specifies the directory in which the log files reside. To
specify a directory other than the default, enter the full
path name of the directory from the system where the
connector is installed.

Prefix for Log File Name  Specifies the name you want to precede the log file of the
form:

name-yyyymmdd-nn.log

For example, if you chose delta as the prefix, it would
appear as shown in the following example:

delta-20010521-01.1og
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Maximum Size of Each
File

Maximum Disk usage

Minimum Reserved Free
Space

New Log File Every

Delete Log Files Older
Than

Flush Buffered Log Data
to Disk at

Log Level

Specifies the maximum size of the log file. After the file
reaches this size, the service creates a new log file. The
default is 4096 KB.

Specifies the maximum disk usage set aside for logging.
When the maximum disk usage is reached, the oldest log
file is deleted. By default, the maximum disk usage is 100
KB.

The maximum available disk space must be at least twice
the size of the maximum log file size, because the service
always stores one backup log file. If the maximum
available disk space is less than twice the maximum log
file size, the new file cannot reach its maximum size.

The service reserves disk space to use for log file storage.
By default, the service reserves a minimum of 5000 KB of
space.

Determines the length of time that a log file should record
the service’s activities before creating a new log file. If the
maximum size of the log file is reached first, a new log file
is created.

This value must be less than the value in the Delete Log
Files Older Than field.

Determines when the service should automatically delete
old log files.

This value must be greater than the value in the New Log
File Every field.

Determines when the log data buffered in memory is to be
flushed to the disk. If you enter 0 in this field, every
message is flushed. Although this is helpful for
debugging, a performance degradation will occur.

The choices are Off, Normal, and Debug.
= Off suppresses logging.

= Normal logs minimal information. Maximum disk
space may be small, and new files are created
infrequently.

= Debug logs maximum information. Maximum disk
space is large, and new files may be created frequently.

You can switch modes without restarting the connector.
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Verbosity Specifies how much information is logged for a given
module. The modules are functional areas of the Join
Engine and connector, and are created during installation.
Choose a verbosity level of 0 - 3 by selecting a module,
then clicking on its corresponding level until you have
selected the desired number. The higher the number, the
greater the amount of information displayed.

3. Click Save.

To add external attributes for connectors

You can create a list of attributes that you want to flow from the external data
source for UTC-based connectors. For example, in a task. cfg file for the Universal
Text Parser, you might have the following line format:

LineFormat=ALTEREGO:uid, REALNAME:cn, LASTNAME : sn

Since ALTEREGO, REALNAME, and LASTNAME are not LDAP attribute names, you
would want to declare uid, cn, and sn as attribute names, which will correspond to
the schema defined in the directory DIT.

You can store the external attributes as described in the following procedure.

1. Click the Attributes tab. The Attributes window appears.
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ey

Consale Edit View Ohject Tools Help

Sun ONE Meta-Directory

Configuration

1 & Meta-Directary
@ [ Join Engines
@ [ Connector Views
@ Cvom (Cvora)
& [§ CYV-UTP [CYUTP)
@ [@ Cv-UTP2 (UTP2)
o (@ Cv1 ([Cv 1)
@ [@ CW-IDS-win2K {dsw2k)
- [@ adcv (adcv)
@ [@ C¥-iDS-ja-sal8 (salja
o [ CVO (Ve
@ [ Connectors
@ (31 Universal
"ug ute-CY-UTP
"3 ute-CV-UTP2
"ig Ue-CYe
(5 Microsaft Exchange
@ (5 Active Directory
"ug adc-adicy
(51 NT Domain

GRS U > Aies | SERE]

Available Extemal Attributes

Adtribute

I e

uid

cn

sn

|
| Delete |
I

Save | Reset | Help

Click New. A blank field appears below the Attribute label.

Click within the blank field, then type the name of an external attribute you
want to map to an internal attribute.

Repeat the steps above to add other attributes, then click Save. The order of the
attributes you create is unimportant. After you click Save, they are sorted when
you refresh the console.

See “To Configure an Attribute Flow Rule,” on page 149 to map the external
attributes with connector view attributes.
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To include scripts for the Universal Text
Connector

You can provide special settings for the Universal Text Connector specific to the
source directory on which it operates. This is handled by a plug-in tab called Script.

1. Click the Script tab. The Script window appears.

Console Edit ¥iew Ohbject Tools Help

| Sun ONE Meta-Directory

Configuration [

{8 bt Dimciory -Gl Shedule | Lag | wAuE - S |

@ [ Join Engines
@ [ Connector Views
@ Cvorm (Cvor)
o [@ CV-UTP (CYUTP)
o [@ CV-UTPZ (UTP2)
o [@ Cv1 ([Cv 1)
@ [@ CW-IDS-win2K {dsw2k)
- [@ adcy (adcv)
@ [@ C¥-iDS-ja-5al8 (salja
e (@ ove [CvE)
@ [ Connectors
@ (31 Universal
"ug ute-CY-UTP
"ug ute-CV-UTP2
"3 Ue-CY9
(! Microsaft Exchange
@ (gl Active Directary Script in File[t/iMD5. 1/bin/utcs0install/templates/universalparsertemplate. pl Browse
g adc-anicy
(51 NT Domain

Save | Reset | Help

2. Specify a path and file name in the field, or click Browse to select the path.
Meta-Directory will extract the Perl script and parse a third-party database. Do
not specify a package name in the script.

The Browse button is enabled and error checking implemented only if the
Universal Connector is installed on the same system as the console. If the

Browse button is disabled, you need to type in the absolute path for the script
where the connection is installed.

3. Click Save.
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Restarting a Connector Instance

You must restart the connector instance to activate your configuration. Both
instance-specific and shared configurations will not become effective for a given
instance until you have restarted the instance.

1. Stop the connector by right-clicking on the connector instance. A context menu
appears.

2. Select Stop Server. A message appears stating that the stop command has been
issued to the component.

3. Start the connector by right-clicking on the connector instance. A context menu
appears.

4. Select Start Server. A message appears stating that the start command has been
issued to the component.

Implementing the Configuration

After you start the join engine and enable the connector view, your data can flow to
the meta view. The following sections provide procedures for doing these tasks.

Starting the Join Engine

Before you start the join engine, ensure that you have already enabled the
changelog in the Directory Server configuration.

To start the join engine

1. Select the join-engine object from the navigation tree and right-click. A context
menu appears.

2. Select Start Server. A message appears stating that the server has been started.

You can also start the server from the Sun ONE Console. To do this, select the Join
Engine object and right-click. Select Start Server from the context menu.
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Enabling the Connector View

1. From the Sun ONE Meta-Directory window, click on the Status tab.

2. Click on the Join Engine object. The Operations tab window appears.

=i London.uk.sun.com SunONE Mcta Directory =
B

3. Select the participating view you want to enable.
4. Select Enable from the Operation list menu, then click Submit Request.

This option disables the Traverse drop-down menu. You can only enable the
participating view if the configuration for setting up the view is valid. Any
error in the configuration automatically changes the view to a disable status.

5. Select Refresh from the Operation List Window, then select either Meta View
or Connector View from the Traverse menu list.

6. Click Start.

Refreshing the View

You can optionally refresh the view if you want to observe updates immediately
and bypass the regularly scheduled refresh synchronization. Note that after any
type of refresh, you might see a “None” group in the meta view Contents or
connector view Contents, particularly with non Primary Domain Controller
systems. “None” is a valid group in Windows NT.

1. From the SUn ONE Meta-Directory window, click on the Status tab.
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2. Click on the NT Domain connector instance object. The Operations tab window
appears. The only operation available is Refresh.

London.uk.sun.com — SunONE Meta—Directory

Console  Edit ¥iew ©becl Help

Sun ONE Meta-Directory
[ Status

[ The Meta Directory
(0 join—engine

(& ute-Cy-UTP
(@ utc-Cv-UTP2
(& ade-adcy

(3 utc-Cv9

ersion 5.1

Operstions | igg | Siaates

Status: Down

- Operation:
Wiew

Operation

View | Status

cve |Unknown

“ Refrash -

Updlates to the
Extemal Directory -

Start.

3. Inthe “Updates to the” drop-down list, select either External Directory or

Connector.

4. Click Start. The Modify Task Status dialog box appears.

If you are refreshing the external directory, the following version of the box

appears:
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= Modify Task Status

Refresh |

~8elect the type of Refresh operation you want to perform:

) Re—propagate all existing entries in the Connector Yiew to the Extemnal Directary immediately
(_ Propagate all existing entries in the Connector View that meet the filter criteria to the Extemal Directory immediately

@) Perform the above two operations in sequence

No filter selected Select Filter.

MNote: This operation may take some time to complete. The refresh will start when you click on Ok

cancel

You must select a filter for the second and third options. Only filters
configured for the "NoSubtreesExcept" option are displayed when you click
Select Filter, not filters configured for the "AllSubtreesExcept"” option.
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Chapter 9

Configuring the Universal Text Parser

The Universal Text Parser enables you to link an external data source with the
Meta-Directory join engine. With the Universal Text Parser, you can synchronize a
wide variety of text-based data with your Meta-Directory views.

This chapter has the following sections:

= An Overview of the Universal Text Parser

= The task.cfg Configuration File

= Setting Up the Universal Text Parser

= Creating a task.cfg File for Comma-Separated Value Data Files
= Creating a task.cfg File for Name-Value Pair Data Files

= Creating a task.cfg File for LDIF Data Files

An Overview of the Universal Text Parser

The Universal Text Parser (UTP) is a generic text file parser and generator that you
can use to build connectors for sources that supply data in a text-based format. You
customize the Universal Text Parser by describing the text-based data that is input
to the Universal connector. You can also specify the output of the Universal
connector, enabling you to fully synchronize data with an external data source.

The Universal Text Parser uses Perl scripts to provide the linkage between your
external data source and the Universal connector. To use the Universal Text Parser,
you export your database to ASCII text which the Universal Text Parser reads and
synchronizes with the connector view. The Universal Text Parser generates data to
a file that your external database can import. (The external database exports and
imports data.)
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Meta-Directory supplies three pre-configured configuration setups for the most
common text-based data representations:

= Comma-separated values
< Name-value pairs
< LDIF

You can configure the Universal Text Parser to support data in just about any text
format. Sun ONE Professional Services offers assistance if you need to create a
custom Universal Text Parser module to adapt to different data formats. The input
text file should have UTF8 data present in distinguished name and vrn values
escaped with \xx according to the RFC 2253 standard. UTF8 data present in other
attribute values should be base64 encoded over UTF8 encoding. Special characters
if present in distinguishedname and vrn values should be escaped.

Universal Text Parser Modules

The Universal Text Parser consists of the following program modules:

Table 9-1 Universal Text Parser modules

task.cfg Text configuration file used to describe data that you want to
flow into and out of the connector view. You must customize
this file for each external data source you want to synchronize
with your Meta-Directory views.

template.pl Perl library that implements the interface between the script
and the Universal Text Connector.

universal.pm Perl module that contains the main engine for interpreting user
settings in the configuration file.

textparser.pm Perl module that contains a generic set of routines for parsing
files.

connectorutils.pm  Perl module that contains various generic routines that a Perl
connector may use.

The program modules are located in the following directory of your installed
Meta-Directory product:

NETSITE_ROOT/bin/utc50/install/templates/universalparser

In the path above, NETSITE_ROOT is the root directory of your Sun ONE
Meta-Directory software installation.
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CAUTION Do not modify any of the Universal Text Parser modules other than
the task.cfg configuration file.

The task.cfg Configuration File

To synchronize information between a text-based data source and your
Meta-Directory views, you must properly configure an instance of the Universal
Text Parser for each separate text-based data source you need to synchronize.

You configure the linkage between your external data source and the Universal
Text Parser by creating a custom configuration file, named task.cfg. The
configuration file describes the data format and file specifics of the text-based data.

The task.cfg configuration file describes the text-based data that your external
data source exports to the Universal Text Parser. The task.cfg configuration also
describes the text-based output of the Universal Text Parser, which you can import
into your external database.

Pre-configured Configuration Files

The task.cfg configuration file specifies the details of your text-based data. The
Sun ONE Meta-Directory package supplies three pre-configured files that you can
use as the boilerplate for your task.cfg file. Each pre-configured file supports a
specific format of text-based information, as shown in Table 9-2.

Table 9-2 Pre-configured templates for the task.cfg configuration file

Format Supported Boilerplate File Name  Description

Comma-Separated csv.cfg Supports the synchronization of data

Value formatted as a comma-separated value
(CSV) list.

Name-Value Pair nvp.cfg Supports the synchronization of data
formatted as a name-value pair (NVP)
list.

LDIF 1dif.cfg Supports the synchronization of data

formatted in LDIF.
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Each of the pre-configured boilerplate files has an example input file that matches
the settings in the boilerplate. Accordingly, these files are named sampledata.csv,
sampledata.nvp, and sampledata.1dif, and can be found in the directory
containing the rest of the Universal Text Parser files.

To customize a configuration file for your needs, modify the appropriate
boilerplate file to fit the entry attributes and mappings of your data stream. Details
on how to customize each file are located within the file as comments.

Non-Conforming Formats

If you have text-based data that does not conform to the format of one of the
pre-configured configuration files, you can modify the task.cfg file to suit your
needs.

The modification of the supplied task . cfg file is supported through the services of
the Sun ONE Professional Services department. If your needs require a more
detailed modification of the Universal Text Parser modules than what is described
in this chapter, please contact your Sun ONE Professional Services representative.

Setting Up the Universal Text Parser

To set up the files in the Universal Text Parser, do the following:

1. Copy the following Universal Text Parser modules to the directory containing
the text-based data you want to process:

o template.pl

o connectorutils.pm

o textparser.pm

o universal.pm

These modules are described on page 180.

2. Copy the appropriate boilerplate file to the directory used in Step 1 and
rename the file to task.cfg.

The boilerplate file is either csv.cfg, nvp.cfgor 1dif.cfg, as described in the
section “Pre-configured Configuration Files,” on page 181.

3. Modify the boilerplate file (now named task.cfg) according to the
instructions in one of the following sections:
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5.

Creating a task.cfg File for Comma-Separated Value Data Files

o Creating a task.cfg File for Comma-Separated Value Data Files
o  Creating a task.cfg File for Name-Value Pair Data Files
o  Creating a task.cfg File for LDIF Data Files

When modifying the task.cfg file, remember that regular expressions are
parsed using the Perl regular expression syntax, and not by the regular
expression syntax used by UNIX® systems.

If you have not already done so, configure the Universal Connector as
described in Chapter 8, “Configuring The Universal Connector.”

o When you create the connector instance, ask the system to load the schema,
as described on page 163.

o  Select the connector instance, then go to the Script tab.
o  Enter the path name and file name of the script .p1 file.

Restart the connector instance, as described on page 174.

Creating a task.cfg File for Comma-Separated
Value Data Files

Use the csv.cfg file as a boilerplate for your task.cfg configuration file if your
data is formatted in a comma-separated value (CSV) ASCII text file.

Before You Begin

Consider the following advisory information when synchronizing a
comma-separated value data file with the Universal Text Parser:

All attribute names in the LineFormat and ImportLineFormat Statements
must map to the attribute names in the declared LDAP schema before the
Universal Text Parser can process entries. By default, the name-value pair
boilerplate file uses inetOrgPerson as the default LDAP schema.

When modifying the task.cfg text file, be sure to use a text editor that does
not delete trailing whitespace from the end of lines. Removing the whitespace
at the end of certain lines might lead to errors when the Universal Text Parser
interprets these lines.
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Creating the File

After you have set up the Universal Text Parser, make the following modifications
to the task.cfg file to tailor the configuration file to your specific data needs:

1. Modify the LineFormat Statement so that it contains the attribute names of the
data you want to synchronize. Separate each attribute name with a comma.

a.

If needed, map the attribute names in the data file you are inputting to the
names defined in the specified LDAP schema.

All attribute names must be contained in the LDAP schema that is
specified in the task.cfg file. By default, this is inetOrgPerson. If the
attribute names in your input file differ from those contained in the
declared schema, you must map the attribute names in your input file to
ones defined in inetOrgPerson.

Map the attribute names by first specifying the external database attribute
name, a colon, then the associated LDAP attribute name. Separate
attributes with a comma, as shown in the following example:

LineFormat=ID:uid, NTDOMAINACCOUNT:cn, SURNAME: sn,
GIVENNAME:givenName, INITIALS:initials

The order in which you specify the attributes is important; it must match
exactly the order of the data supplied in your comma-separated value data
file.

Normally, you can find the order of the attributes listed in the header of
the data file. For an example of this, review the comma-separated value
data file that is supplied with the product, sampledata.csv.

Specify a “format” if your data file uses a separator other than a comma.

The format can be either a character delimiter, a regular expression, or a
field size (which is indicated by a digit). To specify a format, follow the
external database attribute name with a pound sign (#) and list the
necessary format, as shown below in the example for ImportLineFormat.

2. Specify the ImportLineFormat if you are going to import into your external
database any modifications that are generated through the Universal Text
Connector.

a.

In the ImportLineFormat Statement, supply the names of attributes
generated by the Universal Text Connector in the order that you need them
to be written to the output file. This is the order that your external database
will import the entry attributes.
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b. Specify the LDAP attribute name, a colon, then the external database
attribute name. Follow the external database attribute name with a pound
sign (#) and the delimiter, which in the following example is a comma.
Separate each attribute listed with a comma, as shown in the following
example:

ImportLineFormat=operation#, ,uid:ID#, ,
cn : NTDOMAINACCOUNT#, , sn: SURNAME#, ,
givenName: GIVENNAME#, ,initials:INITIALS#, ,

As shown in the example above, the first data value is an operation, the
value of which can be either add, modify, or delete. The operation
indicates the database action needed to process the respective entry.

ImportLineFormat iS like the LineFormat statement in that you must map the
external database attributes to attribute names defined in the specified LDAP
schema, which is inetorgPerson by default.

If needed, you can specify a different LDAP obiject class using the
AdditionalAttributes Statement. Note, however, that you can use only a
single schema in your comma-separated value file.

Modify the 1ndexAttribute= Statement if you need to provide an attribute to
index other than cn. By default, the line reads:

IndexAttribute=cn

To index on a different attribute value, specify the required attribute name in
this statement. When specifying an attribute to index, use an attribute that
contains unique values among each of the database entries. It is important,
however, that you not use the distinguished name (dn) as the IndexaAttribute
value.

Specify the name of the file containing your comma-separated value data on
the line that reads:

InputFile=%ScriptBase%sampledata.csv
On this line, replace the text sampledata.csv with the name of your data file.

InputFile is generated by DumpCommand, and outputFile is used by
ImportCommand. By default, the InputFile statement declares that your data
file is located in the same directory as the Universal Text Parser modules.
Because of this, you must copy your data file to this directory so the Universal
Text Parser can read the file. If needed, you can place your data file in a
different directory; be sure to supply the full path and file name to your data
file in this statement.
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5. Configure the Importcommand statement if you are going to import data into
your external database. To do so:

a. Uncomment the ImportCommand Statement by removing the pound sign
(#) listed at the beginning of the statement.

b. Specify the import command your external database uses.

6. Ifitissupported, supply the command that exports the data from your
external database using the bumpcommand statement:

a. Uncomment the bumpCommand statement by removing the pound sign (#)
listed at the beginning of the statement.

b. Specify the export command your external database uses.

7. Specify the comma separated list of attributes for which value can go from
some value (multiple or single) to no value using " MultiValToNoValAttr". The
attribute names listed against this parameter should be the attribute names
used in the external data source and one should not specify the attribute names
used at the connector view end. For example,

MultivValToNoValAttr=EMAIL, DESCRIPTION

Creating a task.cfg File for Name-Value Pair Data

Files
Use the nvp. cfg file as a boilerplate for your task.cfg configuration file if your
data is formatted in a name-value pair (NVP) ASCII text file.
Before You Begin
Consider the following advisory information when synchronizing a name-value
pair data file with the Universal Text Parser:
= All attribute names listed in the data file must map to the attribute names
contained in the declared LDAP schema before the Universal Text Parser can
process the entries. By default, the name-value pair boilerplate file uses
inetOrgPerson as the default LDAP schema.
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< When modifying the task.cfg text file, be sure to use a text editor that does
not delete trailing whitespace from the end of lines. Removing the whitespace
at the end of certain lines might lead to errors when the Universal Text Parser
interprets these lines.

= The name-value pair for each entry should include the object class of the
attributes for that record. For example, the following line shows a valid
example entry in an name-value pair text file:

uid=nvpl uid

ObjectClass=top

ObjectClass=person
ObjectClass=organizationalperson
ObjectClass=inetOrgPerson

cn=nvpl cn

sn=nvpl

mail=nvpl@sunone.com

title=Title for nvpl

description=This is the description for nvpl

= If you are importing data into your external database that the Universal Text
Parser has generated, the external database must not assume the order of the
attributes generated for any given entry.

Creating the File

After you have set up the Universal Text Parser, make the following modifications
to the task. cfg file to tailor the configuration file to your specific data needs:

1. Modify the Indexattribute= statement if you need to provide an attribute to
index other than cn. By default, the line reads:

IndexAttribute=cn

To index on a different attribute value, specify the required attribute name in
this statement. When specifying an attribute to index, use an attribute that
contains unique values among each of the database entries. It is important,
however, that you not use the distinguished name (dn) as the IndexaAttribute
value.
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2. Specify the name of the file containing your name-value pair data on the line
that reads:

InputFile=%ScriptBase%sampledata.nvp
On this line, replace the text sampledata.nvp With the name of your data file.

By default, the InputFile statement declares that your data file is located in
the same directory as the Universal Text Parser modules. Because of this, you
must copy your external data file to this directory so the Universal Text Parser
can read the file. If needed, you can place your data file in a different directory;
be sure to supply the full path and file name to your data file in this statement.

3. Configure the ImportCommand Statement if you are going to import data into
your external database. To do so:

a. Uncomment the ImportCommand Statement by removing the pound sign
(#) listed at the beginning of the statement.

b. Specify the import command that your external database uses.

4, Ifitissupported, supply the command that exports the data from your
external database using the bumpCommand Statement:

a. Uncomment the bumpCommand statement by removing the pound sign (#)
listed at the beginning of the statement.

b. Specify the export command that your external database uses.

5. Specify the comma separated list of attributes for which value can go from
some value (multiple or single) to no value using " MultiValToNoValAttr". The
attribute names listed against this parameter should be the attribute names
used in the external data source and one should not specify the attribute names
used at the connector view end. For example,

MultivValToNoValAttr=mail,description

Creating a task.cfg File for LDIF Data Files

Use the 1dif.cfg file as a boilerplate for your task.cfg configuration file if your
data is formatted in LDIF.
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Before You Begin

Consider the following advisory information when synchronizing an LDIF data file
with the Universal Text Parser:

All attribute names in the TmportLineFormat Statement must map to the
attribute names in the declared LDAP schema before the Universal Text Parser
can process the entries. By default, the name-value pair boilerplate file uses
inetOrgPerson as the default LDAP schema.

When modifying the task.cfg text file, be sure to use a text editor that does
not delete trailing whitespace from the end of lines. Removing the whitespace
at the end of certain lines might lead to errors when the Universal Text Parser
interprets these lines.

In particular, note that the two lines ImportAttributeNamesSeparator and
AttributeNamesSeparator must both end with a trailing whitespace.

If you specify an attribute flow rule, you turn on attribute data flow and you
must provide the mappings. If you do not specify an attribute flow rule (if you
use only entry level data flow), then all the mappings are configured in the
LineFormat Statement in your task.cfg file.

Creating the File

After you have set up the Universal Text Parser, make the following modifications
to the task. cfg file to tailor the configuration file to your specific data needs:

1.

Specify the ImportLineFormat if you are going to import into your external
database any modifications that are generated through the Universal Text
Connector.

a. Inthe ImportLineFormat Statement, supply the names of attributes
generated by the Universal Text Connector in the order that you need them
to be written to the output file, with each attribute separated by a comma.
For example:

ImportLineFormat=distinguishedname:dn,
operation:changetype,objectclass,uid,cn, sn,mail,
title,description

The Universal Text Parser will not generate any attributes excluded from
this line.

Chapter 9  Configuring the Universal Text Parser 189



Creating a task.cfg File for LDIF Data Files

b. Before listing the attributes you want to generate, you must specify two
special values to support data output in LDIF. You specify these values as
follows:

distinguishedname:dn, operation:changetype,

2. Modify the 1ndexattribute= statement if you need to provide an attribute to
index other than cn. By default, the line reads:

IndexAttribute=cn

To index on a different attribute value, specify the required attribute name in
this statement. When specifying an attribute to index, use an attribute that
contains unique values among each of the database entries. It is important,
however, that you not use the distinguished name (dn) as the Indexattribute
value.

3. Specify the name of the file containing your LDIF data on the line that reads:
InputFile=%ScriptBase%sampledata.ldif
On this line, replace the text sampledata.1dif with the name of your data file.

By default, the InputFile statement declares that your data file is located in
the same directory as the Universal Text Parser modules. Because of this, you
must copy your data file to this directory so the Universal Text Parser can read
the file. If needed, you can place your data file in a different directory; be sure
to supply the full path and file name to your data file in this statement.

4. Configure the TmportCcommand Statement if you are going to import data into
your external database. To do so:

a. Uncomment the ImportCommand Statement by removing the pound sign
(#) listed at the beginning of the statement.

b. Specify the import command that your external database uses. For
example, you could specify the following ImportCommand statement:

ImportCommand=myDBUtil -1 administrator -p password -f
"d:\\sunone\\servers\\utc-cv3\\logs\\test.out"

5. Ifitis supported, supply the command that exports the data from your
external database using the bumpCommand Statement:

a. Uncomment the bumpCommand statement by removing the pound sign (#)
listed at the beginning of the statement.

b. Specify the export command that your external database uses.
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Specify the comma separated list of attributes for which value can go from
some value (multiple or single) to no value using " MultiValToNoValAttr". The
attribute names listed against this parameter should be the attribute names
used in the external data source and one should not specify the attribute names
used at the connector view end. For example,

MultivalToNoValAttr=mail,description
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Chapter 10

Configuring the NT Domain
Connector

This chapter discusses configuration factors specific to the NT Domain Connector,
which provides bi-directional synchronization of NT user and group data into its
connector view.

The topics in this chapter are:

Installing the Connector

Configuring a Participating connector view
Creating Users

Configuring Connector Rules

Configuring a Connector Instance

Activating the Configuration

Implementing the Configuration

Monitoring the Connector

Data Flow for User and Group Entries
Running the Connector from a Non-PDC Host

Configuration Example
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Installing the Connector

The following components must be installed before you install the connector:

iPlanet Directory Server 5.1, as described in the Installation and Deployment
Guides. Restart the server after enabling the changelogs.

Sun ONE Meta-Directory 5.1, as described in the Installation and Deployment
Guides. Make sure to select NT Domain Connector in the Components screen
when you install Meta-Directory.

To create an NT Domain Connector instance

You can set connector parameters during instance creation or from the
configuration file. The configuration file contains an extra parameter for log file
size.

To set connector parameters during instance creation

1.

From the Sun ONE Console window, right-click on Server Group. A context
menu appears.

Select Create Instance Of, then select Meta-Directory NT Domain Connector.
The New Instance Creation dialog box appears.

Provide input for the data fields. The dialog box for the NT Domain Connector
contains the following additional fields:

NT Domain Name Enter the name of the NT domain to synchronize.

NT Domain Host Read Enter the host where NT user and group information is
read from. Values can be the name of the primary domain
controller (PDC) or backup domain controller (BDC). No
value specifies the local host.

NT Domain Host Write Enter the host where NT user and group information is
written. If you are synchronizing a domain, the value must
be the name of the PDC. No value specifies a local host.

NT Domain Log Level Enter the log level for the task script and NT accessor
utility. Values are as follows:

0 - None
1-Error

2 - Warning
3 - Debug
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To set connector parameters from the configuration file

1.

Locate the ntdc. conf configuration file in the following directory:

SNetsite Root/ntdc-ViewName/config/ntdc.conf

$Netsite_Root is the installed path for Meta-Directory. The default is
c:\SunONE\Servers. The ViewName is the name you provided in the New
Instance Creation dialog box.

Provide values for the file parameters. The file appears as shown in the
following example:

[NT Domain Connector Task]

NT Domain Name=MyDomain

NT Domain Host Read=MyDomainBDC

NT Domain Host Write=MyDomainPDC

NT Domain Connector Loglevel=1

NT Domain Connector Logfilesize=4096
Record Size Limit=50

NT User No Value Attributes=
NT Group No Value Attributes=

Most of the parameters correspond to those found in the New Instance
Creation dialog box. However, the following parameters are specific to this file:

Logfilesize Specifies the maximum size, in Kilobytes (Kb) for the
ntdc-ntacc (NT accessor) and ntdc-Perl logs.

Record Size Limit Specifies the maximum size, in kilobytes (Kb), for a
block of data sent to the Universal Text Connector.
You may consider increasing the limit beyond the
default value of 50 for groups with more than 1000
users if you are running on a server with a large
memory size, such as 515 Mb and 1 Gb of RAM. If
you increase the limit beyond the default value, note
that the performance degradation will be
proportional to the size of the value.
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NT User No Value Specifies the comma separated list of user entry attributes
Attributes for which value can go from some value (multiple or
single) to no value.

This parameter doesn’t come pre-configured in the config
file. User has to configure this parameter from within the
file ntdc.com. The attribute names listed against this
parameter should be the attribute names used in the
external data source and one should not specify the
attribute names used at the connector view end.For
Example:

NT User No Value Attributes=mail,telephoneNumber

NT Group No Value Specifies the comma separated list of group entry
Attributes attributes for which value can go from some value
(multiple or single) to no value.

This parameter doesn’t come pre-configured in the config
file. User has to configure this parameter from within the
file ntdc.com. The attribute names listed against this
parameter should be the attribute names used in the
external data source and one should not specify the
attribute names used at the connector view end.For
Example:

NT Group No Value
Attributes=uniqueMember,description

To add the instance as a participating view

1. Right-click the Participating Views object. A context menu appears.
2. Select Add Participating View. The Select View dialog box appears.

3. Select the connector view you want to add or participate in a
join/synchronization with the meta view.

4. Click OK. The view is added to the Sun ONE Meta-Directory configuration
tree.

To provide authorization

Provide authorization of created users for data server access. See “Setting Access
Permissions,” on page 454 for the procedure.
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Configuring a Participating connector view

If you have installed the join engine, you can configure a participating view for the
NT Domain connector. Refer to the procedures in Chapter 6, “Views in
Meta-Directory.”

Creating Users

The following procedures apply only to the meta view. If you have installed the
join engine and want to create new entries, you should create them from the meta
view. The connector view only reflects the contents of the external data source or
meta view.

To create an NT Domain user in the meta view

1.

Click on the Contents of the NT Domain meta view.

From the menu bar, select Object > New > User. The Create New User dialog
box appears.

Provide input in the required fields. A default user ID is generated when you
enter the first and last names. See "User Entries" for attribute conventions and
restrictions.

Click OK. The user name appears in the right pane of the Meta-Directory
console.

You can also create NT Domain users in the meta view by using an LDIF file format
within any LDAP client. The LDIF format should be similar to the structures of
user entries and group entries, discussed on page 207 and page 212.

To modify an NT Domain user in the meta view

1.

2.

Click on the Contents of the NT Domain meta view.

Double-click on the NT Domain user you want to modify. The Edit Entry
dialog box appears.

Alter the fields as needed, then click OK.

Configuring Connector Rules

You can configure the following types of rules for the NT Domain connector:
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e Attribute Flow

The connector uses attribute flow rules to specify which external data source
attributes are mapped to which connector view attributes and vice versa. NT
Domain provides the following preset configurations:

o Minimal attribute set (ntdc_minimal)
o Complete attribute set (ntdc_all)

If you select one of the configurations, remove a few attributes, then save the
configuration, you cannot revert to the original list of attributes by clicking
Insert Defaults. Clicking this button populates the list box at the bottom of the
window with default mappings that you can delete or change. If you do not
select either configuration, the connector uses the default attribute flow.

e Default Attribute

The connector applies preconfigured attribute rules to an entry in the external
data source if no value is assigned to the same attribute in its corresponding
entry in the connector view, or vice versa. A default attribute rule may also be
configured.

e Filter

The connector uses filtering rules to selectively exclude entries from the
synchronization process.

To configure connector rules, see “Attribute Flow Rules,” on page 148, “Default
Attribute Value Rules,” on page 153, and “Filter Rules,” on page 154.

Configuring a Connector Instance

198

Consider the following procedure an extension of the comprehensive configuration
procedures in “Function of the Universal Connector,” on page 160 and
“Configuring a Universal Connector Instance,” on page 164. You need to perform
the following product-specific procedure for every NT Domain Connector.

1. To automatically configure attribute flow, proceed to Step a below. To
manually configure, go to Step 2.

a. Select the connector instance for which you want to provide attributes. The
General window appears, as shown in .
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Configuring a Connector Instance

From the drop-down lists, select the desired attribute flow, filter, and
default value configurations. The values that appear are derived from the
rules you configured for the connector in the section “Configure Connector
Rules,” on page 215.

You can remove attributes from the complete set, if desired, before saving
the configuration. The minimum configuration consists of the following
attributes:

Application Attributes

Users cn
ntUserDomainId
objectclass
sn
uid

Local and Global Groups cn
ntGroupDomainId
ntGroupType
objectclass

See Table 10-1 and Table 10-2 for the complete list of external attributes.
Click Save, then go to step 3.

2. Optional: Manually configure the attribute flow by doing the following:

a.

Select the NT Domain Connector, then select the Attribute Flow tab, as
shown in .

Click New and enter a new attribute flow configuration name, then click
OK.

Click Insert. The Insert Attribute Mappings dialog box appears. For both
mapping types (locally owned objects and connector view-owned objects),
map each attribute to itself for both flow directions (to connector view and
from connector view).

For example, the following figure shows the description attribute being
mapped to itself for a flow direction to the connector view. This would also
have to be repeated for a flow direction from the connector view.
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Insert Attribute Mappings
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d. Click Save, select View from the menu bar, then select Refresh.

e. Select the desired NT Domain Connector instance. The General window
appears, as shown in .

f.  From the Attribute Flow Configuration drop-down list, select the attribute
flow configuration name you created (Step b) and click Save. The name
becomes available in the list after refreshing (Step d).

g. Select the desired filters and default values from the drop-down lists.

h. Select the operation you want to perform and click Save.

3. Configure the remaining windows for the connector instance. Begin with “To
configure the schedule from and to connector views,” on page 166.

Activating the Configuration

You must restart the connector instance to activate your configuration. Both
instance-specific and shared configurations will not become effective for a given
instance until you have restarted the instance. If the entries you are saving preexist
in an NT Domain connector view, see page 205 for advisory information.

200

1. Stop the connector by right-clicking on the connector instance. A context menu

appears.

2. Click Yes to the prompt. A message appears stating that the stop command has
been issued to the component.
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3. Start the connector by right-clicking on the connector instance. A context menu
appears.

4. Select Start Server. A message appears stating that the start command has been
issued to the component.

NOTE To start the connector, you must be a member of the
Administrators group on the primary domain controller.

Implementing the Configuration

After you start the join engine and enable the connector view, your data can flow to
the meta view. The following sections provide procedures for doing these tasks.

Starting the Join Engine

Before you start the join engine, ensure that you have already enabled the
changelog in the Directory Server configuration.

To start the join engine

1. Select the join-engine object from the navigation tree and right-click. A context
menu appears.

2. Select Start Server. A message appears stating that the server has been started.

You can also start the server from the Sun ONE Console. To do this, select the Join
Engine object and right-click. Select Start Server from the context menu.
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Enabling the Connector View

1. From the Sun ONE Meta-Directory software window, click on the Status tab.

2. Click on the Join Engine object. The Operations tab window appears.

=l London.uk.sun.com _SunONE Mcta Dircctory. [ =

& The hista Directory Operations g Siatistiss ]
(@ join-engine
Gl ute-Cv-UTP
Gl utc-Cy-UTP2
Gl arlc-adlov

Operation
[Ereme -]

Taverse
[Connector view <]

Start

WA Reset
To Connector View: [FA  _ Resst

save Reset Help

3. Select the participating view you want to enable.
4. Select Enable from the Operation list menu, then click Submit Request.

This option disables the Traverse drop-down menu. You can only enable the
participating view if the configuration for setting up the view is valid. Any
error in the configuration automatically changes the view to a disable status.

5. Select Refresh from the Operation List Window, then select either Meta View
or Connector View from the Traverse menu list.

6. Click Start.
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Refreshing the View

You can optionally refresh the view if you want to observe updates immediately
and bypass the regularly scheduled refresh synchronization. Note that after any
type of refresh, you might see a “None” group in the meta view Contents or
connector view Contents, particularly with non Primary Domain Controller
systems. “None” is a valid group in Windows NT.

1. From the Sun ONE Meta-Directory software window, click on the Status tab.

2. Click onthe NT Domain connector instance object. The Operations tab window
appears. The only operation available is Refresh.

Console  Edit Wiew ©becl Help

Sun ONE. Meta-Directory Version 5.1
| Configuration | Status

& The Meta Directary Operations _—

(@ join—engine
Gl utc-Cy-UTP B 0
(@ utc-Cv-UTP2 ~Operation
(&l adc-adcy Vigw Operation
(3 ute-cve [View ] Status [ Enasie
Cyv-UTP Enabled
Cyv-UTP2 Enabled
adcy Disabled
C¥-IDS—wi...[Enabled | Connector View
CV-iD8-ja... Enabled
Cv1 Enabled Start
Cvora Disabled

Traverse

ToMeta View: 16661 Reset
Tao Connector Wiew: |327 Reset

’rLast Change Maotification

Save | Reset | Help

3. Inthe “Updates to the” drop-down list, select either External Directory or
Connector.
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4. Click Start. The Modify Task Status dialog box appears. If you are refreshing
the connector view, the following version of the box appears:

— Modify Task Status |
Refresh |

Delete from Connectar View all existing entres that orginate from the Extemal Directony

Niote: These entries won't e propagated back to Connectar Yiew until the next
scheduled synch. Yhen the connector is munning in incremental mode, a given entry
swnn't e mrmranated until it is modified in the Eytamal Nirscton

cancel

If you are refreshing the external directory, the following version of the box
appears:

‘i Modify Task Status |- |J‘
Refresh |

Select the type of Refresh operation you want to perform:

) Re—propagate all existing entries in the Connector Wiew to the Extemal Directary immediately
) Propagate all existing entries in the Connector View that meet the filter criteria to the Extemal Directory immediately

@ Perform the above two operations in sequence

Nafilter selected Select Filter...

hote: This operation may take some time to complete. The refresh will start when you click on OK.

cancel

You must select a filter for the second and third options. Only filters
configured for the "NoSubtreesExcept” option are displayed when you click
Select Filter, not filters configured for the "AllSubtreesExcept"” option.

Monitoring the Connector

The NT Domain Connector provides logs at the following locations that enable you
to monitor connector status.
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General InstallDir/ntdc-ViewName/logs/meta-date-index.log
Connector

Accessor InstallDir/ntdc-ViewName/logs/ntdc-ntacc-date-index.log
Utility

Task Script InstallDir/ntdc-ViewName/logs/ntdc-perl-date-index.log

For example, a general connector log entry might appear as follows:

meta-20010405-01.1og

Data Flow for User and Group Entries

Entries in the NT Domain connector view must adhere to certain conditions to flow
from the connector view into NT SAM. Note the following restrictions and
advisory information:

= To prevent duplicate user IDs from occurring in the same connector view, the
NT Domain connector views must be separate entities. A connector view
should not be nested as a subtree of another connector view. That is, the
connector view should be a flat tree that does not contain any subentries.

= Entries that preexist in an NT Domain connector view will not flow to the NT
SAM database after the connector starts. To flow these entries, the NT Domain
connector view must be an enabled participating connector view in the Join
Engine. Refreshing the Meta View operation from the Join Engine will trigger
the preexisting entries from the NT Domain connector view to flow to the NT
SAM database.

= The Windows NT 4.0 registry has a limit of 40,000 users per primary domain
controller (PDC). While this is not a hard-coded limit, surpassing this number
of users could result in negative consequences for your Windows NT setup. If
you do overload the Windows NT registry, the registry will become "full" and
you will not be able to modify its contents; you will not even be able to delete
the offending users to return the registry to a normal size.

In this situation, the only choice is to reinstall the operating system since you
will not be able to add or delete users, applications, and so forth. While
Windows NT provides a registry editing tool, the tool is unable to delete
records in the registry if it becomes overloaded. In addition, the Regedit tool is
unsupported by Microsoft.
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When setting up the Join Engine, you need to ensure that user and group entries
meet the required criteria for NT Domain Connector views. The following sections
discuss the requirements and list the available external attributes read from NT
SAM for both user and group entries.
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User Entries

You can create NT users in the connector view with any LDAP client by adhering
to the attribute conventions shown in the following structure:

dn: uid=userid, cvroot dn

uid: userid

cn: user full name
ntUserDomainId: domainname:uid
objectclass: top

objectclass: person

objectclass: organizationalPerson
objectclass: inetOrgPerson
objectclass: ntUser

sn: user last name

The following restrictions apply to user names:

A user name cannot be identical to any other user or group name of the
domain or computer being administered.

NT user names cannot contain the following characters:
/N L1 s =, 2 < >

The username length of users added to NT SAM using the NT Domain
Connector cannot exceed 20. The NTDC accessor does hot check for username
size when adding from the connector view to NT. You cannot delete invalid
entries from the Administrator Tool, but you can delete them from the
connector view and have the NT Domain Connector delete the invalid entries.

The user name cannot consist solely of periods or spaces.
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Table 10-1 shows the available external attributes for user entries.

Table 10-1 Attributes for User Entries

Attribute Name

Purpose

cn

description

ntUserAcctExpires

ntUserAuthFlags

ntUserBadPwCount

ntUserCodePage

ntUserComment

ntUserCountryCode

ntUserDomainId

Specifies the full name of the user. This attribute cannot
be modified from the connector view. It is only
synchronized to the connector view if a modification
occurred from NT.

Provides comments associated with the user account.
Specifies when the account expires. The format is:
YYYYMMDDHHMMSS

For instance, November 25, 2000 at 11 p.m. would be:
20001125230000

Consists of a set of bit flags that define the user’s operator
privileges. The read-only values are in decimal. Possible
values are:

= 0x01: Print operator privilege

= 0x02: Communications operator privilege
= 0x04: Server operator privilege

= 0x08: Accounts operator privilege

This attribute cannot be modified from the connector
view. It is only synchronized to the connector view if a
modification occurred from NT.

Indicates the number of times a user attempted to log on
to the account with an incorrect password.

This attribute cannot be modified from the connector
view. It is only synchronized to the connector view if a
modification occurred from NT.

Indicates the code page for the user’s choice of language.

Provides an additional comment field that is not exposed
by the NT User Manager application.

Indicates the country/region code for the user’s choice of
language.

Specifies the NT User ID, which must be of the form
domainname:username.
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Table 10-1 Attributes for User Entries (Continued)

Attribute Name

Purpose

ntUserFlags

ntUserHomeDir

ntUserHomeDirDrive

ntUserLastLogon

Provides flags for several purposes.The read-only values
are in decimal. Possible values are:

= 0x0002: Account disabled

e 0x0010: Account currently locked

= 0x0020: Password not required

e 0x0040: User cannot change password
= 0x10000: Password should never expire

The following values are not changeable by the
connector:

= 0x0100: Account to access this domain, but not any
other domain it trusts

= 0x0200: Default account type for the user

e 0x0800: 'Permit to trust' account for a domain that
trusts other domains

e 0x1000: Computer account for an NT workstation or

server that is a member of this domain

= 0x2000: Computer account for the BDC that is a
member of this domain

Specifies the user’s home directory.

Specifies the drive letter assigned to the user’s home
directory.

Specifies the last user logon. The format is:
YYYYMMDDHHMMSS

For instance, November 25, 2000 at 11 p.m. would be:
20001125230000

This attribute cannot be modified from the connector
view. It is only synchronized to the connector view if a
modification occurred from NT.
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Table 10-1 Attributes for User Entries (Continued)

Attribute Name

Purpose

ntUserLastLogoff

ntUserLogonHours

ntUserLogonServer

ntUserMaxStorage

ntUserNumLogons

ntUserParms

ntUserPasswordExpired

Specifies the last user logoff. The format is:
YYYYMMDDHHMMSS

For instance, November 25, 2000 at 11 p.m. would be:
20001125230000

This attribute cannot be modified from the connector
view. It is only synchronized to the connector view if a
modification occurred from NT.

Points to a 21-byte bit-string (168 bits) that specifies the
times when the user can log on. Each bit represents a
unique hour in the week. The first bit (bit 0, word 0) is
Sunday, 0:00 to 0:59; the second bit (bit 1, word 0) is
Sunday, 1:00 to 1:59; and so forth.

Specifies the name of the logon server to which logon
requests are sent.

This attribute cannot be modified from the connector
view. It is only synchronized to the connector view if a
modification occurred from NT.

Indicates the maximum amount of disk space. No value
means no limitation.

Indicates the number of times a user attempted to
successfully log on to the account.

This attribute cannot be modified from the connector
view. It is only synchronized to the connector view if a
modification occurred from NT.

Provides a string for private data used by applications.
Contains password expiration information.

The NT Domain Connector does not currently support
password synchronization. If you create a user account
on NT, the ntUserPassword attribute is not synched to
the connector view.

If you create a user entry in the connector view, specify a
non-zero value to inform users that they have to change
their password for the next logon. Turn this off by
specifying zero. Note that you cannot specify zero to
negate an expiration that has already occurred.
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Table 10-1 Attributes for User Entries (Continued)

Attribute Name

Purpose

ntUserPrimaryGroupID

ntUserPriv

ntUserProfile
ntUserScriptPath

ntUserUniqueId

ntUserUnitsPerWeek

ntUserWorkstations

objectclass

sn

uid

Specifies the relative ID of the user’s primary global
group.

Specifies the privilege level assigned to the user, which is
read-only for the connector. Possible values are:

e 0:Guest
e 1:User
e 2: Administrator

This attribute cannot be modified from the connector
view. It is only synchronized to the connector view if a
modification occurred from NT.

Specifies the path to the user’s profile.
Indicates the path for the user’s logon script.

Specifies the user’s unique numeric ID. SAM defines this
when the user is created.

This attribute cannot be modified from the connector
view. It is only synchronized to the connector view if a
modification occurred from NT.

Indicates the time units for the user.

Specifies the names of the workstations where the user
can log on. Commas (maximum of 8) must separate the
names. If not present, no restrictions are applied.

Specifies the object classes the connector assigns to a new
user entry in the connector view. The values are
inetOrgPerson and ntUser.

Specifies the last name of the user. This attribute cannot
be modified from the connector view. It is only
synchronized to the connector view if a modification
occurred from NT.

Specifies the NT user ID. This attribute cannot be
modified from the connector view. It is only
synchronized to the connector view if a modification
occurred from NT.
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Group Entries

The group entries in the connector view contain the list of member DNs. The
connector view applies static group membership.

You can create NT groups in the connector view with any LDAP client by adhering
to the attribute conventions shown in the following structure:

dn: cn=groupname, cvroot dn

objectclass: top

objectclass: groupOfUniqueNames

objectclass: ntGroup

ntDomainGroupId: domainname:groupname

ntGroupType: grouptype (grouptype := "local" | "global")
The following restriction applies to group entries:

= When synchronizing local groups that contain members from a trusted
domain, none of these entries are propagated to the connector view under the
local groups.

= Alocal group name cannot be identical to any other group or user name of the
domain or computer being administered. It can contain up to 256 uppercase or
lowercase characters except for the backslash character (\).

= A global group name cannot be identical to any other user or group name of
the domain or computer being administered. It can contain up to 20 uppercase
or lowercase characters except for the following:

"/N\N[]:; =, +*2<>
- A global group name cannot consist solely of periods (.) and spaces.

Table 10-2 shows the available external attributes for group entries.

Table 10-2 Attributes for Group Entries

Attribute Name Purpose

cn Specifies the group name. This attribute cannot be modified
from the connector view. It is only synchronized to the
connector view if a modification occurred from NT.

description Provides comments associated with the group.
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Table 10-2 Attributes for Group Entries (Continued)

Attribute Name Purpose

ntGroupAttributes Specifies the attributes of the group. This attribute cannot be
modified from the connector view. It is only synchronized to
the connector view if a modification occurred from NT.

ntGroupDomainId Specifies the NT group domain 1D, which must be of the form
domainname:groupname.

ntGroupld Specifies the relative identifier of the global group.

ntGroupType Specifies the type of the group. Possible values are:

e local: Local group
e global: Global group

objectclass Specifies the object classes the connector assigns to a new
group entry in the connector view. The values are
groupOfUniqueNames and ntGroup.

uniqueMember Specifies the DNs of group members. The user entry must
have the same immediate parent as the group entry. This
attribute contains the DNs of the group members that are in
the same connector view subtree, as shown in the following
example:

uniqueMember: uid=sharpie,
ou=Employees, o=siroe.com

Running the Connector from a Non-PDC Host

NT services are run by default in a system account that has admin rights, but only
to the local machine. It cannot read NT SAM from another machine. To enable the
connector to access the SAM database remotely, you have to set the user account
that runs the service to an account that has administrator rights in the domain. It is
recommended that you create a new account that has appropriate rights to manage
NT services on the local system and access the NT SAM database on the PDC (not
local).

The following steps explain the configuration required to synchronize data from a
PDC other than your machine, which is not in the PDC domain. Before you begin,
when you create an instance of the connector, the domain name should be the
PDC’s domain name, and the hostread and hostwrite should be the machine name
of the PDC.
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Enable trusted and trusting relationships.

a. Add atrusted domain to your local machine, then add the trusting domain
to the PDC with the same password.

b. Add a trusted domain to the PDC, then add the trusting domain to your
local machine with the same password.

If you establish the trust relationships correctly, you should see a successful
confirmation message. If the trust relationships are not established correctly,
data cannot be synchronized.

Stop the NT Domain connector.

From the desktop of the local machine where the connector is installed, go to
Settings > Control Panel > Services.

Select NT Domain Connector.
Click the Startup ... button.

Select “This Account” and specify your domain Sun ONE Administrator user
name and password, then click OK.

Start the NT Domain Connector. If you have difficulty starting it from the
service panel, start it from the console.

Configuration Example

The following example is intended as a quick reference you can use as a checklist.
For complete configuration information, refer back to the earlier portions of this
chapter.

Install the Connector

1.

Ensure that iPlanet Directory Server 5.1, and Sun ONE Meta-Directory 5.1 are
already installed.

Create a connector instance.
During instance creation:

a. From the Sun ONE Console window, right-click on Server Group. A
context menu appears.
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Select Create Instance Of, then select Meta-Directory NT Domain
Connector. The New Instance Creation dialog box appears.

Provide input for the data fields. For View Name, use NT. For View ID, use
cvi. For View Base DN, use o=cvi1. For Schema, use default. For the
remaining fields, see page 194.

From the configuration file:

a.

b.

Locate the ntdc. conf configuration file in the following directory:
NetsiteRoot/ntdc-ViewName/config/ntdc.conf

Provide values for the file parameters. For details, see Step 2 on page 195.

Add the instance as a participating view.

a.
b.

C.

Right-click the Participating Views object. A context menu appears.
Select Add Participating View. The Select View dialog box appears.

Select NT and click OK. The view is added to the Sun ONE Meta-Directory
tree.

Provide authorization. See “Setting Access Permissions,” on page 454.

Configure Connector Rules

1.

Configure attribute flow.

a.

Click on the NT Domain connector. The Attribute Flow tab window
appears.

Select ntdc_minimal from the list of configurations.

In the Mapping Type drop-down list, select Mappings for connector view
Owned objects.

Click Insert. The Insert Attribute Mappings dialog box appears. This
displays a list of all available attributes from both the external data source
and the connector view.

For Mapping Type, select Mapping for connector view Owned objects. For
Flow Direction, select From connector view. For connector view
Obijectclass, select All Attributes.

For External Attribute, select homephone. For connector view Attribute,
select telephonenumber.
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g.

h.

Click Insert. The mapping for your configuration appears at the bottom of
the Attribute Flow window.

Click Close, and then click Save from the Attribute Flow window.

2. Configure default attribute rules.

a.
b.

C.

g.
h.

Click on the Default Values tab. The Default Values window appears.
Click New.

In the Name field, type in NTDefault. The name is echoed in the
Configurations list box.

In the Attribute Destination drop-down list, select External Directory.

Click Add. Blank fields appear below the Attribute and Default Value
fields.

Click within the blank Attribute field. A drop-down list appears. Select
givenname from the list.

Double-click within the blank Default Value field and type in surname.

Click Save.

3. Configure filters.

a.
b.

C.

Click on the Filters tab. The Filters window appears.
Click New. The Filter Name dialog box appears.

Type in NTExclude and click OK. The new name appears in the Filter
Name list box.

Select From connector view.
Filter excluded data:

I.  Provide a list of subtrees to exclude by selecting All Subtrees Except,
then clicking Add. The Sub-tree DN dialog box appears.

Il. Specify a subtree to exclude, such as o=siroe, c=us, then click OK. The
subtree appears in the list box.

With this filter, entries in all subtrees that are not specifically excluded
are included, no matter how you set the associated entry-level filters.

Il. Filter back entries from the excluded subtrees using entry-level filters.
Select the subtree you just created, select All Entries Except, then click
Add. The Entry RDN dialog box appears.
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IV. Specify an entry you want to include, such as cn=Fred Scofflaw, then
click OK. The included entry appears in the list box.

The entry-level filters you apply affect only the entries found in the list
of subtrees to include. The entries you specify here will filter through;
all others are excluded.

f.  Click Save.

g. From the menubar, select View > Refresh.
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Configure a Connector Instance

1. Select the ntdc-NT connector instance. The General window appears.
2. Select the following from the drop-down lists:

o  For Attribute Flow Configuration, select ntdc_minimal.

o  For Filter Configuration, select NTExclude.

o For Default Values Configuration, select NTDefault.
3. For Operation, select “Only receive updates from the connector view.”

4. Click Save. Leave the current values for fields in the Schedule, Log, and
Attributes windows.

Restart the Connector Instance

1. Stop the connector by right-clicking on ntdc-NT. A context menu appears.

2. Click Yes to the prompt. A message appears stating that the stop command has
been issued to the component.

3. Start the connector by right-clicking on ntdc-NT. A context menu appears.

4. Select Start Server. A message appears stating that the start command has been
issued to the component.
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Configuring the Active Directory
Connector

This chapter discusses configuration factors specific to the Active Directory
Connector, which provides bi-directional synchronization of Active Directory user
and group data into its connector view. During instance creation, the connector
enables you to select from a default schema or ADSpecific schema. The default
schema is based on the objectclasses of iPlanet Directory Server, whereas the
ADSpecific schema represents all user and group attributes present in the
Microsoft Active Directory.

The topics in this chapter are:

Installing the Connector

Configuring a Participating Connector View
Creating Users

Configuring Connector Rules

Configuring a Connector Instance
Restarting the Connector Instance
Implementing the Configuration
Monitoring the Connector

Data Flow for User and Group Entries

Configuration Example
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The following components must be installed before you install the connector:

= iPlanet Directory Server 5.1, as described in the Installation and Deployment
Guides. Restart the server after enabling the change logs.

= Sun ONE Meta-Directory 5.1, as described in the Installation and Deployment
Guides. Make sure to select Active Directory Connector in the Components
screen when you install Meta-Directory.

To install the Active Directory Server Interface
(ADSI) package (For NT 4 only)

1. You do not need to follow these steps if you are using Windows 2000
1. Access the following URL:

http://www.microsoft.com/ntserver/nts/downloads/other/ADSI25/
default.asp

2. Select Version 2.5 for Intel x86 (English), then download ads . exe.

3. Runads.exe.

To add a connector view instance

You can set configuration parameters during instance creation or from the
configuration file. The configuration file contains extra parameters for setting the
schema and modes.

To set configuration parameters during instance creation
1. From the Sun ONE Console window, right-click on Server Group. A context
menu appears.

2. Select Create Instance Of, then select Meta-Directory Active Directory
Connector. The New Instance Creation dialog box appears.

3. Provide input for the data fields. The dialog box for the Active Directory
Connector contains additional fields. See Table 11-1 for a description of these
fields.
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Table 11-1 Dialog Box Parameters

Dialog Box Parameter

Definition

Domain

Domain Controller User
Name

Domain Controller
Password

Top Level Synch DN

Host Name

Schema

Specifies the domain where Active Directory exists.

Specifies the user name for the directory connector
where Active Directory exists.

Specifies the password associated with the domain
controller user name.

Specifies the top level DN where Active Directory
Connector synchronization occurs.

Be advised that you should enter input in this field
accurately. If the top level in Active Directory (from
where users/groups are being synchronized) is under
the 'Users’ node in the Management Console (MMC), the
entry should be:

cn=Users,dc=siroe,dc=com

If the user/group entries in Active Directory are to be
added under a new organizational unit, such as newou,
the entry should be:

ou=newou, dc=myhost,dc=com

All other users and groups under the DN mentioned
above will be synchronized.

Specifies the host address of the domain controller
where the Active Directory exists.

Enables switching from the default schema to the
ADSpecific schema. The ADSpecific schema provides
additional attributes and object classes that are not
ordinarily available in the default user/group object
classes in the Directory Server, shown in Table 11-2 and
Table 11-3.

Every attribute name or object class of Active Directory
for ADSpecific is prepended with mdsAD (ex:
mdsADTelephoneNumber).
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Table 11-1 Dialog Box Parameters (Continued)

Dialog Box Parameter Definition

Log Level Specifies the log level for the task script and accessor
utility. Values are as follows:

0- None

1- Minimum

2 - Verbose

3 - Very verbose

After you set the log level from the dialog box, you
cannot change it from there. You must use the
configuration file to change the log level.

To set configuration parameters from the configuration file
1. Locate the adc.ini configuration file in the following directory:

NetsiteRoot/adc-ViewName/config/adc.ini

Netsite_Root is the installed path for Meta-Directory. The default is
c:\SunONE\Servers. The ViewName is the name you provided in the New
Instance Creation dialog box.

2. Provide values for the file parameters. The following table provides definitions
for the configuration file parameters.

Configuration File Definition
Parameter

NTLMdomain\user Specifies the pre-Windows 2000 abbreviated name of the
domain to be synchronized. Example:

restaurants
instead of

restaurants.aus06.central.sun.com

username Specifies the Windows 2000 account name that the directory
connector uses to authenticate Active Directory.

password Specifies the password associated with the domain controller
user name.

adtopleveldn Specifies the top level DN where Active Directory Connector

synchronization occurs.
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Parameter

utctopleveldn

domain

dc

schema

logginglevel

finddeletedfreq

loggingsize

perllogfilesize

searchattrs

Installing the Conne

Definition

Specifies the View Base DN as entered in the New Instance
Creation dialog box.

This parameter is not currently used.

Specifies the host address of the domain controller where the
Active Directory exists.

Enables switching from the default schema to the ADSpecific
schema. The ADSpecific schema provides additional attributes
and object classes that are not ordinarily available in the
default user/group object classes in the Directory Server,
shown in Table 11-2 and Table 11-3.

Every attribute name or object class of Active Directory for
ADSpecific is prepended with mdsAD (ex:
mdsADTelephoneNumber).

Specifies the log level for the task script and accessor utility.
Values are as follows:

0 - None

1 - Minimum

2 - Verbose

3 - Very verbose

After you set the log level from the dialog box, you cannot
change it from there. You must use the configuration file to
change the log level.

Specifies the frequency of synchronization cycles that search
for deleted entries. For instance, a value of 5 would search for
deleted entries on the fifth cycle.

This parameter is used in conjunction with the Schedule
window, described on page 166.

Specifies the maximum size of the accessor log file in
megabytes (Mb). The default is 4096 Mb.

Specifies the maximum size of the Perl log file in megabytes
(Mb). The default is 4096 Mb.

Specifies a list of comma-separated Active Directory
attributes. The list determines which attributes Active
Directory retrieves. If you do not provide a list (blank), all
attributes are selected.
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Configuration File
Parameter

disallowattribs

usermultitonova
lattr

groupmultitonov
alattr

Definition

This is a comma-separated list of attributes that you do not
wish to be flown to the Active Directory. This is effective only
when the schema is set to ADSpecific mode at
instance-creation time, or edited in adc.ini. You can add to
this list any other attributes that need to be eliminated while
writing into the active directory. For example:

dissalwattribs=mdscvlinktype, mdsentityowner,
mdslintomv, mdsvmembership

Specifies the comma separated list of user entry attributes for
which value can go from some value (multiple or single) to no
value.

This parameter doesn’t come pre-configured in the adc.ini file.
User has to configure this parameter. The attribute names
listed against this parameter should be the attribute names
used in the external data source and one should not specify
the attribute names used at the connector view end.For
Example:

usermultitonovalattr=mail,telephoneNumber

Specifies the comma separated list of group entry attributes
for which value can go from some value (multiple or single) to
no value.

This parameter doesn’t come pre-configured in the ini file.
User has to configure this parameter.The attribute names
listed against this parameter should be the attribute names
used in the external data source and one should not specify
the attribute names used at the connector view end. For
Example :

groupmultitonovalattr=member,description

To add the instance as a participating view

1. Right-click the Participating Views object. A context menu appears.

2. Select Add Participating View. The Select View dialog box appears.

3. Select the connector view you want to add or participate in a
join/synchronization with the meta view.
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4. Click OK. The view is added to the Sun ONE Meta-Directory configuration
tree.

To provide authorization

Provide authorization of created users for data server access. See “Setting Access
Permissions,” on page 454 for the procedure.

Configuring a Participating Connector View

If you have installed the join engine, you can configure a participating view for the
Active Directory connector. Refer to the procedures in Chapter 6, “Views in
Meta-Directory.”

Creating Users

The following procedures apply only to the meta view. If you have installed the
join engine and want to create new entries, you should create them from the meta
view. The connector view only reflects the contents of the external data source or
meta view.

To create an Active Directory user in the meta view
1. Click on the Contents of the Active Directory meta view.

From the menu bar, select Object > New > User. The Create New User dialog
box appears.

2. Provide input in the required fields. A default user ID is generated when you
enter the first and last names. See the section on User Entries for attribute
conventions and restrictions.

3. Click OK. The user name appears in the right pane of the Meta-Directory
console.

You can also create Active Directory users in the meta view by using an LDIF file
format within any LDAP client. The LDIF format should be similar to the
structures of user entries and group entries, discussed on page 235 and page 237.
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To modify an Active Directory user in the meta view
1. Click on the Contents of the Active Directory meta view.

2. Double-click on the Active Directory user you want to modify. The Edit Entry
dialog box appears.

3. Alter the fields as needed, then click OK.

Configuring Connector Rules

You can configure the following types of rules for the Active Directory connector:
= Attribute Flow

The connector uses attribute flow rules to specify which external data source
attributes are mapped to which connector view attributes and vice versa.
Active Directory provides the following preset configurations:

o  Minimal Attribute Set for Default Schema, which is the minimum set of
attributes necessary to flow data

o Complete Attribute Set for Default Schema, which represents the complete
Directory Server schema

Attribute flow is functional only for the default schema configurations. If you
create a new configuration, you cannot apply it to the connector instance
running in ADSpecific mode, as documented in 1b in the next section.

If you select one of the configurations, remove a few attributes, then save the
configuration, you cannot revert to the original list of attributes by clicking
Insert Defaults. Clicking this button populates the list box at the bottom of the
window with default mappings that you can delete or change.
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Default Values

The connector applies preconfigured attribute rules to an entry in the external
data source if no value is assigned to the same attribute in its corresponding
entry in the connector view, or vice versa. A default attribute rule may also be
configured.

Default values are functional only for the default schema configurations. If you
create a new configuration, you cannot apply it to the connector instance
running in ADSpecific mode as documented in 1b in the next section.

Filters

The connector uses filtering rules to selectively exclude entries from the
synchronization process.

To configure connector rules, see “Attribute Flow Rules,” on page 148, “Default
Attribute Value Rules,” on page 153, and “Filter Rules,” on page 154.

Configuring a Connector Instance

Consider the following procedure an extension of the comprehensive configuration
procedures in “Configuring a Universal Connector Instance,” on page 164. You
need to perform the following product-specific procedure for every Active
Directory Connector.

1.

To automatically configure attribute flow, proceed to Step a below. To
manually configure, go to Step 2.

a. Select the connector instance for which you want to provide attributes. The
General window appears, as shown in .
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b. From the drop-down lists, select the desired attribute flow, filter, and
default value configurations. The values that appear are derived from the
rules you configured for the connector in the section “Configure Connector
Rules,” on page 239.

» You can remove attributes from the complete set, if desired, before
saving the configuration. The minimum configuration consists of the
following attributes:

Application Attributes
Users cn
objectclass
sn
uid

Local and Global Groups cn
objectclass

See Table 11-2 and Table 11-3 for the complete list of external
attributes.

« If you chose the default schema while creating an Active Directory
Connector instance, and if you chose the minimal attribute set for
attribute flow configuration, the following attributes should
synchronize from Active Directory to the connector view:
uid
cn
sn

objectclass
mail

All 37 default attributes should synchronize from the connector view
to Active Directory.

c. Select the operation you want to perform.
d. Click Save, then go to step 3.
2. Optional: Manually configure the attribute flow by doing the following:

a. Select the Active Directory Connector, then select the Attribute Flow tab, as
shown in .

b. Click New and enter a new configuration name, then click OK.
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Click Insert. The Insert Attribute Mappings dialog box appears. For both
mapping types (locally owned objects and connector view-owned objects),
map each attribute to itself for both flow directions (to connector view and
from connector view).

For example, the figure below shows the description attribute being
mapped to itself for a flow direction to the connector view. This would also
have to be repeated for a flow direction from the connector view.

~| Insert Attribute Mappings |

MMapping Type
| Mappings for Locally Cwned Ohjects - |

Flow Direction
| To Connector Wiew - |

Connectar Yiew Objectclass
[ = air attrioutes = -|

Extemal Attribute Connector View Attribute

aleifallzn = crossceificatepair =
ﬁ crosscertificatepair binary E
dc

facsimiletelephonenumber
givennarme

homephone

|

mail

mobile

pager

nctaleda

deletecldrdn

deltarevocationlist

deltarevacationlist; binary

departmentnumber

description -

Supported Language Subtypes for Connector View Attribute

-

Insert Close ‘ Help ‘

Click Save, select View from the menu bar, then select Refresh.

Select the desired Active Directory Connector instance. The General
window appears, as shown in .

From the Attribute Flow Configuration drop-down list, select the attribute
flow configuration name you created (Step b). The name becomes available
in the list after refreshing (Step d).

Select the desired filters and default values from the drop-down lists.

Select the operation you want to perform and click Save.

Configure the remaining windows for the connector instance. Begin with “To
configure the schedule from and to connector views,” on page 166.
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Restarting the Connector Instance

You must restart the connector instance to activate your configuration. Both
instance-specific and shared configurations will not become effective for a given
instance until you have restarted the instance. If the entries you are saving preexist
in an Active Directory connector view, see page 235 for advisory information.

1. Stop the connector by right-clicking on the connector instance. A context menu
appears.

2. Click Yes to the prompt. A message appears stating that the stop command has
been issued to the component.

3. Start the connector by right-clicking on the connector instance. A context menu
appears.

4. Select Start Server. A message appears stating that the start command has been
issued to the component.

NOTE To start the connector, you must be a member of the
Administrators group on the primary domain controller.

Implementing the Configuration

230

After you start the join engine and enable the connector view, your data can flow to
the meta view. The following sections provide procedures for doing these tasks.

Starting the Join Engine

Before you start the join engine, ensure that you have already enabled the
changelog in the Directory Server configuration.

To start the join engine

1. Select the join-engine object from the navigation tree and right-click. A context
menu appears.

2. Select Start Server. A message appears stating that the server has been started.

You can also start the server from the Sun ONE Console. To do this, select the Join
Engine object and right-click. Select Start Server from the context menu.
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Enabling the Connector View

1. From the Sun ONE Meta-Directory software window, click on the Status tab.

2. Click on the Join Engine object. The Operations tab window appears.

=l London.uk.sun.com _SunONE Mcta Dircctory. [ |
Cunsule EUIL wiew CLil Help

Sun ONE. Meta-Directory. Voroion 6.1

& The hista Directory Operations g Siatistiss ]
(@ join-engine
Gl ute-Cv-UTP
Gl ute-Cv-UTP2
Gl arlc-adlov

Operation
[Ereme -1

Taverse
[Connector view <]

st |
Disabied Last Change Notification

Z (IR |
To Gonnsstor Visw: [FA—— _Reset

save Reset Help

3. Select the participating view you want to enable.
4. Select Enable from the Operation list menu, then click Submit Request.

This option disables the Traverse drop-down menu. You can only enable the
participating view if the configuration for setting up the view is valid. Any
error in the configuration automatically changes the view to a disable status.

5. Select Refresh from the Operation List Window, then select either Meta View
or Connector View from the Traverse menu list.

6. Click Start.
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Refreshing the View

You can optionally refresh the view if you want to observe updates immediately
and bypass the regularly scheduled refresh synchronization. Note that after any
type of refresh, you might see a “None” group in the meta view Contents or
connector view Contents, particularly with non Primary Domain Controller
systems. “None” is a valid group in Windows NT.

1. From the Sun ONE Meta-Directory software window, click on the Status tab.

2. Click onthe NT Domain connector instance object. The Operations tab window
appears. The only operation available is Refresh.

London.uk.sun.com — SunONE Meta—Directory

ol

Consale Edit ¥iew ©Object Help

Sun ONE Meta-Directory

Status

% The Meta Directary
[ join-engine

G ute-cv-UTP
(G ute-Cv-UTP2
(i adc-adoy

(0 ute-Cvg

Opsratons | L SR

Status: Down

-~ Operation:
Wiew

Operation

Wiew

cve

| Status I [retresn e
[Unknown |

Updates to the

Extemal Directory -

Start

Save |

Reset |

Help

3. Inthe “Updates to the” drop-down list, select either External Directory or

Connector.
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4, Click Start. The Modify Task Status dialog box appears. If you are refreshing
the connector view, the following version of the box appears:
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If you are refreshing the external directory, the following version of the box
appears:

gi Modify Task Status | . ‘J‘
Refresh |

Select the type of Refresh operation you want to perfomm:

() Re-propagate all existing entries in the Connector View to the Extermnal Directary immediately
O Propagate all existing entries in the Connector View that meet the filter criteria to the Extemal Directory immediately

@ Perfanm the above two operations in sequence

Nafilter selected: Select Filter...

Note: This operation may take some time to complete. The refresh will start when you click on OK.

cancel

You must select a filter for the second and third options. Only filters
configured for the "NoSubtreesExcept” option are displayed when you click
Select Filter, not filters configured for the "AllSubtreesExcept" option.

Monitoring the Connector

The Active Directory Connector provides logs at the following locations that
enable you to monitor connector status.

UTC Log InstallDir/adc-ViewName/logs/meta-date-index.log
Accessor Utility Log  InstallDir/adc-ViewName/logs/acc-date-index.log

Perl Script Log InstallDir/adc-ViewName/logs/adcpl-date-index.log

Task Script InstallDir/adc-ViewName/logs/adc-texttype.txt

For example, a Perl log file entry might appear as follows:
adcpl-20010605-01.1og

You should ignore the churchfield.com domain name if it appears in the UTC
log.
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Errors you may encounter in the Accessor Utility Log are as follows:

= 8007202A - Invalid domain or user name

= 8007203A - Cannot contact Active Directory

For other errors, refer to the following Microsoft Product Support Services site:

http://support.microsoft.com/support/kb/articles/Q242/0/76.asp

Data Flow for User and Group Entries

Entries in the Active Directory connector view must adhere to certain conditions to
flow from the connector view into the Active Directory. Note the following
restrictions and advisory information:

< To prevent duplicate user IDs from occurring in the same connector view, the
meta view connector views must be separate entities. A connector view should
not be nested as a subtree of another connector view. That is, the connector
view should be a flat tree that does not contain any subentries.

= Entries that preexist in an Active Directory connector view will not flow to the
meta view after the connector starts. To flow these entries, the Active Directory
connector view must be an enabled participating connector view in the join
engine. Refreshing the meta view operation from the join engine will trigger
the preexisting entries from the Active Directory connector view to flow to the
meta view.

= Ifyou create users or groups from the console with the default objectclasses in
ADSpecific mode, the users or groups propagate to Active Directory. If you
synch these entries back to a different connector view, the entries are created
on the new connector view with mdsADUser or mdsADGroup objectclasses.
Sphere icons appear, rather than the standard person or group icons.

When setting up the join engine, you need to ensure that user and group entries
meet the required criteria for Active Directory Connector views. The following
sections discuss the requirements and list the available external attributes read
from Active Directory for both user and group entries.

User Entries

You can create Active Directory users in the connector view with any LDAP client
by adhering to the attribute conventions shown in the following structure for the
default schema:
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dn: uid=userid, cvroot dn

uid: userid

cn: user_ full name

objectclass:
objectclass:
objectclass:

objectclass:

top
person
organizationalPerson

inetOrgPerson

sn: user_ second name

For the ADSpecific schema, the structure would be as follows:

dn: cn=user cn,cvroot dn

cn: user_cn
objectclass:
objectclass:
objectclass:

objectclass:

mdsADtop
mdsADperson
mdsADorganizationalPerson

mdsADUser

Note the following restrictions:

o Auser name cannot consist solely of periods (.), spaces, or the at (@) sign.
Also, leading spaces or periods(.) or # are not supported in user name.

o When flowing user name with special characters(as specified in RFC 2253)
from Connector View, they should be escaped with '\’.

Table 11-2 shows the available attributes for the user entries in "complete attribute
set mapping" for default schema mode. Refer to your Active Directory
documentation for more information about these attributes.

Table 11-2 Attributes for User Entries

departmentnumber homephone
description telephonenumber
facsimiletelephonenumber 1
homepostaladdress employeeid
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Table 11-2 Attributes for User Entries

o

ou

objectclass

pager

postalcode

postofficebox

displayname

sn

st

usermimecertificate

employeetype
internationalisdnnumber

registeredaddress

telexnumber

x12laddress

mobile

usercertificate
physicaldeliveryofficename
cn

mail

street

postaladdress
destinationindicator
givenname

title

initials
preferreddeliverymethod
teletexterminalidentifier

uid

Group Entries

The group entries in the connector view contain the list of member DNs. The
connector view applies static group membership.

You can create Active Directory groups in the connector view with any LDAP
client by adhering to the attribute conventions shown in the following structure for

the default schema:

dn: cn=groupname, cvroot dn

cn: groupname

objectclass: top

objectclass: groupOfNames

For the ADSpecific schema, the structure would be as follows:

dn: cn=groupname, cvroot dn

cn: groupname
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objectclass: mdsADtop
objectclass: mdsADgroupOfNames

The following restriction applies to group entries;

= A group name cannot consist solely of periods (.), spaces, or the at (@) sign.
Also, leading spaces or periods(.) or # are not supported in group name.

= When flowing group name with special characters(as specified in RFC 2253)
from Connector View, they should be escaped with "\".

Table 11-3 shows the available attributes for the group entries in "complete
attribute set mapping" for default schema mode. Refer to your Active Directory
documentation for more information about these attributes.

Table 11-3 Attributes for Group Entries

cn uniquemember

description objectclass

Configuration Example

The following ADSpecific schema example is intended as a quick reference you can
use as a checklist. For complete configuration information, refer back to the earlier
portions of this chapter.

Install the Connector

1. Ensure that iPlanet Directory Server 5.1, and Sun ONE Meta-Directory 5.1 are
already installed.

2. Install the ADSI package.
3. Create a connector view instance.
During instance creation:

a. From the Sun ONE Console window, right-click on Server Group. A
context menu appears.

b. Select Create Instance Of, then select Meta-Directory Active Directory
Connector. The New Instance Creation dialog box appears.
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Provide input for the data fields. For View Name, use Active. For View
ID, use cvi. For View Base DN, use o=cv1. For Schema, use default. For
the remaining fields, see Table 11-1 on page 221.

From the configuration file:

a.

b.

Locate the adc. ini configuration file in the following directory:
NetsiteRoot/adc-ViewName/config/adc.ini

Provide values for the file parameters. Use default parameters and values.

Add the instance as a participating view.

a.
b.

C.

Right-click the Participating Views object. A context menu appears.
Select Add Participating View. The Select View dialog box appears.

Select active and click OK. The view is added to the Sun ONE
Meta-Directory tree.

Provide authorization. See “Setting Access Permissions,” on page 454.

Configure Connector Rules

1.

Configure attribute flow.

a.

Click on the Active Directory connector. The Attribute Flow tab window
appears.

Select the Minimal Attribute Set for Default Schema from the list of
configurations. Note that the manager attribute does not appear in any of
the three configuration choices. The Active Directory checks this attribute
for referential integrity, and an arbitrary value causes the Active Directory
connector to fail.

In the Mapping Type drop-down list, select Mappings for Connector View
Owned objects.

Click Insert. The Insert Attribute Mappings dialog box appears. This
displays a list of all available attributes from both the external data source
and the Connector View.

For Mapping Type, select Mapping for Connector View Owned objects.
For Flow Direction, select From Connector View. For Connector View
Obijectclass, select All Attributes.
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h.

For External Attribute, select homephone. For Connector View Attribute,
select telephonenumber.

Click Insert. The mapping for your configuration appears at the bottom of
the Attribute Flow window.

Click Close, and then click Save from the Attribute Flow window.

2. Configure default attribute rules.

a.
b.

C.

g.
h.

Click on the Default Values tab. The Default Values window appears.
Click New.

In the Name field, type in ActiveDefault. The name is echoed in the
Configurations list box.

In the Attribute Destination drop-down list, select External Directory.

Click Add. Blank fields appear below the Attribute and Default Value
fields.

Click within the blank Attribute field. A drop-down list appears. Select
givenname from the list.

Double-click within the blank Default Value field and type in surname.

Click Save.

3. Configure filters.

a.
b.

C.

Click on the Filters tab. The Filters window appears.
Click New. The Filter Name dialog box appears.

Type in ActiveExclude and click OK. The new name appears in the Filter
Name list box.

Select From Connector View.
Filter excluded data:

I.  Provide a list of subtrees to exclude by selecting All Subtrees Except,
then clicking Add. The Sub-tree DN dialog box appears.

Il.  Specify a subtree to exclude, such as o=siroe, c=us, then click OK. The
subtree appears in the list box.

With this filter, entries in all subtrees that are not specifically excluded
are included, no matter how you set the associated entry-level filters.

240  Sun ONE Meta-Directory Configuration and Administration Guide * January 2003



Configuration Example

Filter back entries from the excluded subtrees using entry-level filters.
Select the subtree you just created, select All Entries Except, then click
Add. The Entry RDN dialog box appears.

Specify an entry you want to include, such as cn=Fred Scofflaw, then
click OK. The included entry appears in the list box.

The entry-level filters you apply affect only the entries found in the list
of subtrees to include. The entries you specify here will filter through;
all others are excluded.

Click Save.

From the menubar, select View > Refresh.

Configure a Connector Instance

1.

2.

Select the adc-Active connector instance. The General window appears.

Select the following from the drop-down lists:

o For Configuration, select Minimal Attribute Set for Default Schema.

o  For Filter Configuration, select ActiveExclude.
o  For Default VValues Configuration, select ActiveDefault.
For Operation, select “Only receive updates from the Connector View.”

Click Save. Leave the current values for fields in the Schedule, Log, and
Attributes windows.
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Restart the Connector Instance

1. Stop the connector by right-clicking on adc-Active. A context menu appears.

2. Click Yes to the prompt. A message appears stating that the stop command has
been issued to the component.

3. Start the connector by right-clicking on adc-Active. A context menu appears.

4. Select Start Server. A message appears stating that the start command has been
issued to the component.
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Configuring the Database Connector

This chapter discusses configuration factors specific to the Database Connector,
which provides bi-directional synchronization between Oracle and the meta view.

The topics in this chapter are:

= Before You Begin

= Creating the Data Server

= Configuring a Connector View
= Configuration Example

< Changing Instrumentation

= Issuing Privileges
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Before You Begin
Before continuing, make sure you have done the following:
= Install OCI18.1.50r 8.1.7.
= Create a connect string for the database.
= Create an instance of the join engine.
There are two phases in configuring the database connector:
= Creating the data server
= Configuring the connector view

Note also that special characters whitespace and hash(#) present in the oracle data
are not escaped while constructing DN at the Meta View. If your data source
contains these characters then you have to escape your data source by adding
backslashes to these special characters.

The following sections provide procedures for these phases, as well as a
configuration example. You should perform the procedures in the order presented.

Creating the Data Server

Creating the data server consists of the following tasks:
= Configuring the data server

= Running the configuration script

= Adding a connector view instance

= Adding the instance as a participating view

Configuring the Data Server

To invoke the Data Servers window
1. From the Sun ONE console, double-click Server Group.

2. Double-click the Join Engine object. The Sun ONE Meta-Directory window
appears.
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3. Click the Meta-Directory object. The Join Rules window appears within the
Meta-Directory Configuration tab.
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4. Click on the Data Servers tab. The Data Servers window appears.

onsole  Edit Wiew Objec

Sun ONE Meta-Directory

Configuration
o Rules | Attt Construction | Atrute Flow | Flters | DNRules  ata Servers |
Mew. |

(& Meta-Directory
§ (3 Join Engines
@ ¥¥ join-engine Wil : T
@ [@ Meta—view (MY) LDAP:/fhlizzam. uk. sun.com: 2000 Metscape Directory Server Delete
- () Connector Yiews MDSDE://g2450.csn Oracle
LDAP //phillipd uk sun com: 1388 Netscape Directory Server = Test I

@ [ Connectors R i -
_ Generl | Tuning || DONS Schedule | Binary Affributes |

Host Kame
[ hapoyhinpy. uk sun. com
Port

|1UUU

Authentication DN
IEﬂ:DWEElDry Manager

Password

Description
[ds 1
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To add a new database server
1. Click New. The Select a Data Server Type dialog box appears.
2. Select Oracle and click OK. The server type appears in the list box on the Data

Servers window. Several tabs now appear at the bottom of the window that
enable you to name and configure the new data server.

=
| Console Edit Yiew Ohject Tools Help

Sun ONE Meta-Directory
| Configuration

T Meta-Directory
| § (g Join Engines
@ ¥¥ join-engine (i : T [ e |
@ [@ Meta—view (MY) LDAP:/hlizzam. uk. sun.com: 2000 Metscape Directory Server Delete
@ (5 Connector Yiews MDSDE: /a4 60.dsn Cracle
(3 Connectors LDAP rohiliec Uk un com: 1989 Hetscape Direclory Server

Data Servers |

General

Data Server Name*
Joimd50

Database Alias™

|ORCan450

Mew Oracle User MName®

utradata

Oracle Home Environment Variahle®
|fequrUOvaHume1

MNLS Language Environment Warahle*
|Jamnesefdapam UTF8

Description

Save | Reset | Help
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To provide data server information
1. Select the server to be configured.

2. From the General tab, provide information or change the defaults for the

following fields:

Data Server Name

Database Alias

New Oracle User Name

Password

Confirm Password

Oracle Home
Environment Variable

NLS Language
Environment Variable

Description

Enter any legitimate string without spaces. This is a
required field.

Enter a connection string to connect to the database. For
Oracle, you typically create the alias by using the Net8
Easy Config utility in Oracle 8. This is a required field.

Enter a user name that does not preexist in the Oracle
database. After data server creation, a script is generated,
which when executed, adds this user to the Oracle
database. The join engine employs this user’s credentials to
bind to Oracle to retrieve the data. This is a required field.

Enter a password associated with the user name.
Enter the same password as above.

Enter the ORACLE_HOME path of this machine. The OCI
client libraries must be installed on the machine where you
have installed the join engine database connector. This is a
required field.

Enter the NLS_LANG environment variable used to
indicate the locale, territory, and character set to the Oracle
Call Interface (OCI) client library. The NLS_LANG
parameter is not being used for enabling UTF-8 support,
currently. Instead set the NLS_CHARACTERSET
parameter of your database.

Enter a brief description to inform other users about the
purpose of this data server. This is an optional field.
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3. Click the Columns tab. The Database Credentials dialog box appears. After
providing the Oracle user name and password, described in “Script
Generation,” on page 274, the Columns window appears. The credentials
remain in effect until you leave this particular data server. Note that this is not
the same user described in New Oracle User Name above.

| Console Edit Miew Ohject Todls Help

Sun ONE Meta-Directory
Configuration
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| @ ¥ join-engine JEETT . TyEes
@ [@ Meta—view (MY) LDAP:/fhlizzam. uk. sun.com: 2000 MNetscape Directary Server E Delete

@ (5 Connector Yiews MDSDE: /a4 60.dsn Cracle
© (5 Connectors LDAP:/fphillipd. uk. sun.com: 1289 Metscape Directory Server

Test |

Columns

Connected as:  ulfg Change User | Refresh |

Uninstrumented Columns Instrumented Columns

] UTF8

UTF8 @ [T UTF8_DATA

@ [TUTF8 DATA ] USERID
1 ADDRESS I NAME
Bl AGE
1 COMPANY
B PHONE

Add >

<< Remove

Bave | Reset | Help

You can select columns or tables to participate in the flow to the meta view.
This process of selection and setting up triggers is called instrumentation. The
triggers populate the changelog tables with changes.

4. Instrument by doing the following:

a. Select a column, table, or user from the Uninstrumented Columns list.
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The icon C precedes column names, T precedes table names, and U
precedes user names. An X icon precedes reserved columns that cannot be
instrumented.

Selecting a table instruments all the columns that belong to the table, and
selecting a user instruments all the tables that belong to the user.

b. Click Add, or double click on the node. Your selection now appears in the
Instrumented Columns list.

One of the columns within the table you select for instrumentation must be
a primary key, denoted with the letter P. If you have selected a table or
column from a table for which there is no primary key, a Nominate
Primary Keys dialog box appears.

I.  Select one or more columns as the nominated key(s). As a shortcut, you
can double click an un-nominated column to move it to the nominated
column.

The set of nominated columns for a table must be unique for the
associated row. That is, if you select FirstName and LastName as your
nominated keys, there may be more than one person with the same
name. A better choice would be AreaCode and PhoneNumber.

Il.  Click Add. The column or set of columns now appear in the list of
nominated keys.

Ill.  Click OK to close the dialog box and return to the Columns window.
Note that an N icon now precedes the column you have nominated.

You can change any nominated key after clicking OK as long as the
associated table isn’t currently instrumented, and there are no primary
keys in the table. To do so, right click on any node and select “Change
nominated keys.”

5. Optional: If you want to change the user credentials, click Change User, then
provide a new Oracle user name and password. Meta-Directory rereads the
database dictionary and rebuilds the schema. You need to change credentials
whenever you instrument users, tables, or columns that a different user owns.
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Click the Oracle Changelog tab to display the Changelog window. You can
provide input only for a new data server. For existing data servers, you can
only change the Flush Interval field.

onsole Edit View Object Tools

Sun ONE Meta-Directory
Configuration [

% Meta-Directary
@ (7 Join Engines
@ B join—engine
o (g Mata—View (MV)
@ [ Connector Views
@ [ Connectors

Help

Data Servers |

Name

[ Type

New |

LDAP:/hlizzard. uk. sun.cam:2000

Metscape Directory Server

Delete

MDSDE: /fad 50.dsn

Oracle

LDAP:/phillipd.uk. sun.com: 1389

Metscape Directory Server

Test |

against your Oracle database
Tablespace Name™

Oracle Changelog

Changelog State: The Oracle changelog is configured.

Upon clicking on "save", an SQL script to create the changelog tables in Oracle will be generated. Please ask
your datalzse administrator to examine the script, fill in any infarmation you did not provide and run the script

[MDChangelog

Tablespace Location

Tablespace Size (M)

[50

Flush Interval (minutes)®

ISD

Reserved name for Action column®

[nsmdAction

Reserved name for SynchPoint column™

nsmd8ynchPaint
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Provide information or change the defaults for the following fields:

Tablespace Name

Tablespace Location

Tablespace Size

Flush Interval

Reserved Name for Action
Column

Reserved Name for
SynchPoint Column

Enter the name of the tablespace used for changelog
tables, triggers, and changes. The default is
MDChangeLog . This is a required field.

See your database administrator for information about
the tablespace name.

Enter the path and name of the data file, such as:
d:/oracle/changelogs/changelog.dat

See your database administrator for information about
the tablespace location.

Although this is not a required field, if you leave it
blank, your database administrator will need to edit the
generated script and supply this information.

Enter the size of the table space. See your database
administrator for information about the tablespace size.

Although this is not a required field, if you leave it
blank, your database administrator will need to edit the
generated script and supply this information.

Enter a time interval in minutes when the server is
requested to flush (trim) its change log. This is a
required field.

Enter a reserved column name that is not assigned to
any column. The name must be unique for all columns
and tables you want to instrument. The default is
nsmdAction. Thisisarequired field.

Note that you cannot change the name after defining it.

Enter a reserved column name that is not assigned to
any other instrumented column. The name must be
unique for all columns and tables you want to
instrument. The default is nsmdSynchPoint. Thisis
arequired field.
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7. Click the Tuning tab to display the Tuning window.

Sun ONE Meta-Directory

Configuration

B Veta Disciry 1Rl | A Cerieton | ARRBitS Flow | [ Files | DNRlES™ Dot Servrs |
§ (3 Join Engines
@ ¥¥ join-engine (il : T [ New |
@ [@ Meta—view (MY) LDAP:fhlizzam. uk. sun.com:2000 MNetscape Directary Server Delete
- (7 Connector Yiews MDSDE: /a4 60.dsn Cracle
> & Connectas LOAP £5hlil . n con 360 etacape Dvectn Sener i ten |

Maximum Operation Result Time (seconds)™
[3600

Maximum Mumber of Retries®
[10

Retry Intervals (seconds)®
[20,20,20,300,300,300,300, 300, 600, 2 600

Idle Timeout (secancls)™
|.'5l]

| Reset | Help

Provide information or change the defaults for the following fields:

Maximum Operation Result  Enter the maximum amount of time allowed before
Time time-out for an SQL search to receive its results. The
suggested minimum value is 3600.

Maximum Number of Enter the number of times you want the server to
Retries attempt to connect after it initially fails to connect. This
field is associated with the Retry Intervals field.
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Retry Intervals Enter the number of seconds to wait before the next
retry should begin. There should be one interval for
each retry. For example, if you specify 10 retries in the
field above, you need 10 retry intervals. The syntax is
shown in the window example above.

Idle Timeout Enter the time, in seconds, that should pass before
retries are abandoned if the server is idle.
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8. Click the DCNS Schedule tab to display the DCNS Schedule window.

B

| Gonsole Edit Miew Object Todls Help

sun ONE. Meta-Directory Wersion 5.1

Configuration

% Meta-Dirctory o Rules | Attt Constniction | AUbile Fiow | Fifers || DN Rulss | D Servers |

@ [ Join Engines

© M jcin-engine Narme | Type i I New. |
O [@ Meta-View (MY} LDAP #hlizzam. uk. sun.com 2000 Metscape Directory Server & Delete

& [ Connectar views MDSDB: /a4 50 dsn Oracle

o (5 Connectos DAP Al i oun cor 1282 hitocams Diacioy Server 5

Maximurm Operation Result Time (seconcs)™
[3800

Maximum Mumber of Retres*
|WD

Retry Intervals (seconds)®
|30,30,30,300,300,300,300,300, 600,2600

Icile Timeout (seconds)®
E

Save | Reset | Help

Provide values for the following fields:

Second Specifier Enter a value from 0 to 59.
Minute Specifier Enter a value from 0 to 59.
Hour Specifier Enter a value from 0 to 23.
Day of the Month Enter a value from 1 to 31.
Specifier

Month Specifier Enter a value from 1 to 12.
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Day of the Week Specifier Enter a value from 0 to 6, where 0
is Sunday and 6 is Saturday.

Maximum Entries Enter the maximum number of
records to be read from the
changelog on each poll cycle.
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You can use either a single number or an expression as described below.

Expression Definition
* Matches any value.
*/step Matches any value in steps. For example, */2 matches

0,2,4,6 ... up to the maximum allowed value for values that
start with zero, or it matches 1,3,5,7 ... up to the maximum
value allowed.

X-y Specifies a range where:

= Both x andy are greater than or equal to the minimum
allowed value.

= yis less than or equal to the maximum allowed value.
e Xxislessthany.

The expression matches any value in the range.

x-ylstep Specifies a range as above, but with a step value that is not
necessarily 1.

X Specifies a single number within the allowed range.

x/step Matches any value starting at x and then at x + step, x +
2*step, and so forth.

X,Y,Z... Specifies a comma-separated list of values.

X-y,z-q Specifies a comma-separated list of ranges.

Lists can also contain both single values and ranges such as 1,2,5-7,10/5.

The scheduler operates once every second, so the finest granularity occurs every
second.

Click Save to save the configuration. This generates a script that must be
applied to the database. Privileges are required for generating and executing
scripts. See “Issuing Privileges,” on page 274 for more information.

. Optional: Test the connection by doing the following:
a. Execute inst orcl.sql.
b. Select the new server, then click Test.

A Test Connect Succeeded message appears if the connection was successful.
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To delete a data server

1.

2

Select the data server you want to delete.

Click Delete. The data server and its associated configuration disappear from
the list box. A message appears that states where the script is stored.

Ask your database administrator to execute the script to completely
uninstrument the tables. When applied, the script deletes the changelog
schema, changelog tablespace, and all triggers from the instrumented tables.

NOTE You should not uninstrument an Oracle data server if a user is
connected. If the join engine is running when you try to
uninstrument your Oracle data server, the SQL scripts will fail,
stating that the user could not be removed.

Running the Configuration Script

1

You or your database administrator need to run the following script:
inst_dataservername.sql

The script is stored in the $NETSITE ROOT directory.

Ask your database administrator to check the script and replace any tokens
with information (that is, STABLE_SPACE_LOCATIONS). The administrator
should then run the script as the system database administrator. After the
script has been generated, the administrator should confirm that all fields are
present and correct.

After running the script, the table(s) become instrumented and the changelog
tablespace is created.
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Adding a Connector View Instance

To add the instance

1. Select Connector Views from the Meta-Directory tree, then right-click. A
context menu appears.

Sun ONE Meta-Directory
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2. Select New View. The New Instance Creation dialog box appears.

= New Instance Creation |

View Narne () ‘Cvm ﬂ
Yiew 1D (7 [Cv10

Data Server URL (3 |MDSDE:ffqa450.d5n vJ

LDAP: #/hapmyhipgy. uk.sun.com: 1000 |-

LDAP hlizzard. uk. sun.com: 1000

|| LDAP: /fhlizzard. uk. sun.com:2000
l:MDSDE finad450.dsn

— I DAP hillitd uk sun nnme 130G

Wiew Table
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3. Select the newly created data server URL from the drop-down list. An altered
New Instance Creation dialog box appears.

4| New Instance Creation \

Vigw MName (%) |cv10 j
Wiew ID () [Cv10

Data Server URL () |MDSDE #3450 isn -
View Table [UTFBUTFB_DATA ~|
OK Cancel Help |

Provide information for the following fields:
View Name Enter a name that more fully describes the View ID. The
default is the View ID.

View ID Enter up to five characters to represent the view ID. The
default is cvn, where n is the next available view number.

View Table Select the table you want to assign to the connector view.

4. Click OK. The message “Instance Creation Succeeded” appears after the
instance has been created. The main console navigation tree will redisplay.

To delete the instance

1. Highlight the instance you want to delete, then right-click. A context menu
appears.

2. Select Delete View. The instance is deleted.

The Oracle connector view is also deleted if you delete the Oracle data server.
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Adding the Instance as a Participating View

Each participating connector view has its own settings. In addition to these settings
(or in place of them), each view also has settings that specify how the join engine
handles the view within the meta view.

To add a participating connector view
1. Right-click the Participating Views object. A context menu appears.

B iounukeoncnr snoNeMembDieby. .

Console Edit Wiew Ohbject Tools Help

Sun ONE Meta-Directory Version 5.1

Configuration

& Meta-Directory
@ (3 Jain Engines
@ ¥ join-engine
@ @ Meta—view (MY)
e [&] contents
§ (5 Partic
c

Refresh
Query
Delete View

Attribute Flow Summary
Aidd Participating Wiew

Cvarm
@ [ Connector Yiews
@ (7 Connectors
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Select Add Participating View. The Select View dialog box appears.

Select View

cwe

i

Cancel

Help

Select the connector view you want to add or participate in a
join/synchronization with the meta view.
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4. Click OK. The view is added to the Sun ONE Meta-Directory tree as shown
below.

B Meta-Dirsctory
§ [ Join Engines
¢ ¥¥ join-engine
@ [ Meta-VWiew (MY)
©-[Z] contents
@ [ Participating Views

W=-IDS-win2K
CY¥-IDS-ja-50l8

@ [ Conneclor Views
@ [ Connectors

To remove a participating connector view

1. Highlight the view you want to remove, then right-click. A context menu
appears.

2. Select Delete View. The view is deleted.

Configuring a Connector View

Configuring the connector view consists of the following tasks:
« Creating constructed attribute rules

= Creating attribute flow rules

= Creating DN Mapping rules

= Configuring the participating connector view

= Starting the join engine

= Enabling the connector view

You can create join rules and filters, but you must minimally create the following
types of rules:

« Constructed attribute

e Attribute flow
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< DN mapping

After you create the rules, you can add them to the connector view and flow data.
The data should flow according to these rules from the connector view (Oracle) to
the meta view and vice versa.

Creating Constructed Attribute Rules

See “Constructed Attributes,” on page 89 for procedures on creating constructed
attribute rules.

Creating Attribute Flow Rules

See “Attribute Flow Rules,” on page 93 for procedures on creating attribute flow
rules.

Creating DN Mapping Rules

You need to carefully write the DN mapping rules for flowing data from the meta
view to the connector view. You might expect these to look like rules for flowing
data from the connector view to the meta view with elements of the rule reversed,
but this may not be the case.

The meta view to connector view DN mapping rules typically look like the
following example:

<PK col name>=%mv.<mapped attributes>

Consider an employee table EMP with FIRSTNAME, LASTNAME, EMPNO and
DEPT as columns in which EMPNO is the primary key. The connector view to
meta view DN mapping rules for an inetorgperson entry would typically look
like:

cn=%cv.FIRSTNAMES
However, the meta view to connector view DN mapping rule would need to be;
EMPNO=%mv .employeenumber%

assuming that you have mapped employeenumber to the EMPNO column.

Therefore, you need to map primary key columns to an attribute in the directory in
order to correctly map a row in the database to a single entry in the directory and
vice versa.
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See “Distinguished Name Mapping Rules,” on page 105 for procedures on creating
DN mapping rules.

Creating join filters

In case of database connector, a join filter typically replaces the "WHERE CLAUSE"
in the query statement. For instance

ID="%mv.uid%' and if mv.uid is say userl the filter gets translated as "where
ID="user1™.

Note that while creating join filters, the SQL datatype of the attribute has to be
taken into consideration and accordingly the attribute value has to be enclosed
within the SQL datatype specific enclosures. For instance if ID is of type SQL
VARCHAR, then the filter should be created as ID='"%mv.uid%" and if ID is of type
NCHAR then the filter should be ID=n'%mv.uid%" and so on.

Configuring a Participating Connector View

See “Configuring a Participating View,” on page 129 for procedures on configuring
a participating connector view. Note that the Group Filters window is only
available for UTC-based connectors or for Sun ONE Professional Services.

Starting the Join Engine

Before you start the join engine, ensure that you have already enabled the change
log in the Directory Server configuration.

To start the join engine

1. Select the join-engine object from the navigation tree and right-click. A context
menu appears.

2. Select Start Server. A message appears stating that the server has been started.

You can also start the server from the Sun ONE Console. To do this, select the Join
Engine object and right-click. Select Start Server from the context menu.
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Enabling the Connector View

1. From the Sun ONE Meta-Directory software window, click on the Status tab.

2. Click on the Join Engine object. The Operations tab window appears.

Consale Edit ¥iew Obeoct Help

Sun ONE Meta-Directory rsion 5.1

Status

% The Meta Directary Cperations _—
(1 join-engine
G ute-cv-UTP ST 1
Gl ute-CV-UTP2 [ Creratian
@ adc-adcy Wiew Cperation

View | Statug | |Enab\e

Cv-UTP Enabled

CW-UTP2 Enabled

adcy Disabled

Cv—-iDS-wi... Enabled [[comnector view

CW-iDS—ja... Enahled

Cvl Enailed i

Cvara Disahled

Traverse

Last Change Natification

Ta Meta Wiew: hiA, Reset
To Connectar View: [bA Resel

Save | Reset | Help

3. Select the participating view you want to enable.
4. Select Enable from the Operation list menu, then click Start.

This option disables the Traverse drop-down menu. You can only enable the
participating view if the configuration for setting up the view is valid. Any
error in the configuration automatically changes the view to a disable status.

5. Select Refresh from the Operation List Window, then select either Meta View
or Connector View from the Traverse menu list.
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6. Click Submit Request. The status changes to up.

If you are having trouble enabling the connector view, you should check whether
the proper privileges have been issued. See “Issuing Privileges,” on page 274 for
more information.

Monitoring the Connector View

You should monitor the connector view status while restarting the database on
which you created the connector view. When the Oracle server is restarted while
the Oracle connector view is enabled, the join engine requires about one to two
minutes for rebinding to the Oracle server. You can adjust the DataAccess logs to
level 1 to determine that the rebind has occurred; the logs would show SQLs being
executed on the Oracle changelog. Subsequent to the rebind, all refresh/changelog
operations would become effective.

It takes about a minute for Oracle to shut down. You can expect the join engine to
disable the Oracle connector view if you attempt an operation, such as add, on the
database during the database shutdown. In that case, you would need to explicitly
enable the connector view after the database is up and running.

Configuration Example

The following example is intended as a quick reference you can use as a checklist.
For complete configuration information, refer back to the earlier portions of this
chapter.

Create the Data Server

1. Configure the data server.

a. Click the Meta-Directory object, then click on the Data Servers tab. The
Data Servers window appears.

b. Click New. The Data Server Type dialog box appears.
c. Select Oracle and click OK.
d. From the General tab, provide information for the fields.

«  The New Oracle User Name should not currently exist in the Oracle
database.
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«  The Oracle Home Environment Variable is the OCI root directory.
« Use the default for the NLS Language Environment Variable.

Click the Columns tab. The Database Credentials dialog box appears. After
providing the Oracle user name and password, the Columns window
appears.

»  Select the columns you want to synchronize.

«  Select the primary key of the column to be instrumented. If no primary
key exists in the column, you need to nominate a primary key.

For the remaining tabs, use the defaults.

Click Save to save the configuration.

Run the following configuration script:

inst dataservername.sql

The script is stored in the $server root\bin\meta50\bin directory. This
script grants privileges. For more information on privileges granted, see
“Issuing Privileges,” on page 274.

Add the connector view instance.

a.

Select Connector Views from the Meta-Directory tree, then right-click. A
context menu appears.

Select New View. The New Instance Creation dialog box appears.

Select the newly created data server URL from the drop-down list. An
altered New Instance Creation dialog box appears.

Provide the view name, view ID, and select the table you want to
synchronize.

Click OK. The message “Instance Creation Succeeded” appears after the
instance has been created. The main console navigation tree will redisplay.

Add the instance as a participating view.

a.
b.

C.

Right-click the Participating Views object. A context menu appears.
Select Add Participating View. The Select View dialog box appears.

Select the newly created connector view and click OK. The view is added
to the Sun ONE Meta-Directory tree.

Chapter 12  Configuring the Database Connector 269



Configuration Example

Configure the Participating Connector View

1. Create constructed attribute rules.
a. Select Configuration > Meta-Directory > Attribute Construction.

b. Click New Attribute, then provide a name, such as dbobjectclass, in the
New Constructed Attribute dialog box.

c. Click OK. The new attribute appears in the Attributes list.

d. Select the attribute, then click New Rule. The New Constructed Attribute
Rule dialog box appears.

e. Configure the rule, using dbobjectclass as the name. For the Attribute
Construction field, enter the following string:

top;person;organizationalperson;inetorgperson
f.  Click OK, then click Save from the Attribute Construction tab.
2. Create attribute flow rules.
a. Select Configuration > Meta-Directory > Attribute Flow.

b. Click New Rule. The New Attribute Flow Configuration dialog box
appears.

I.  Provide a name of ora2mvattrflowrule.
II.  For Direction, select To Meta View.

Ill. For Selection Criteria, click “...” to go to the Compose Condition
Criteria dialog box. For Type, select Attribute. For Source, select the
Oracle connector view. For Attribute, select the primary key or
nominated key. For Expression, select Present. Click Insert, then OK.

c. Click Add. The Add Attribute Mappings dialog box appears.
d. Map attributes by doing the following:

I.  For Source View, select the Oracle connector view.

Il.  For Source Objectclass, select the Oracle table.

Ill.  For Destination View, select Meta View.

IV. For Destination Objectclass, select inetorgperson.

V. Select one attribute from the left column, one from the right column,
then click Insert. You do not need to map all attributes.
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Repeat the process with these variations:
I.  For Source Objectclass, select Constructed Attributes.
Il. For Destination Objectclass, select inetorgperson.

1. Select the constructed attribute (dbobjectclass) and map it to
objectclass in the right column.

IV. Click Insert, then Close.

Click OK from the New Attribute Flow Configuration dialog box. The new
rule appears in the Rules section of the Attribute Flow window.

From the Attribute Flow window, click New Set, and provide a name of
ora2mvattrflowruleset in the New Set dialog box.

Select ora2mvattrflowrule and ora2mvattrflowruleset, then click Add
Member. The rule appears in the Members list box.

Click Save, then select View > Refresh from the menubar.

Create DN mapping rules.

a.

b.

Select Configuration > Meta-Directory > DN Rules.
Click New Rule. The New DN Mapping Rule dialog box appears.
I. Provide a name of ora2mvdnmap.

Il. For Selection Criteria, click “...” to go to the Compose Condition
Criteria dialog box. For Type, select Attribute. For Source, select the
Oracle connector view. For Attribute, select the column mapped to the
RDN. For Expression, select Present. Click Insert, then OK.

. For Distinguished Name Construction, enter the RDN:
cn=%cv.ENAME%

where ENAME is a column name in the connector view (primary key or
unique column). Do not repeat the RDN mapping in the attribute flow
rule.

Click OK. The new rule for this DN mapping appears in the Rules list box.

Click New Set and provide a name of ora2mvdnmapset in the New Set
dialog box.

Select ora2mvdnmap and ora2mvdnmapset, then click Add Member. The
rule appears in the Members list box.

Click Save, then select View > Refresh from the menubar.
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Configure the participating connector view.

a.

f.

Select the participating Oracle connector view for the meta view. The
Configuration tab appears.

For Attribute Flow, select None for To Connector, and select
ora2mvattrflowruleset for To Meta View.

For Join Rules, select None for both drop-down lists.

For DN Mapping Rules, select None for To Connector, and select
ora2mvdnmapset for To Meta View.

For the remaining tabs, see “Configuring a Participating View,” on
page 129.

Click Save.

Start the join engine.

a.

Select the join-engine object from the navigation tree and right-click. A
context menu appears.

Select Start Server. A message appears stating that the server has been
started.

Enable the connector view.

Select Status > join-engine > Operations.

For View, select the Oracle connector view, for Operation, select Enable,
and then click Start.

Repeat the step above, except select Refresh instead of Enable.

Changing Instrumentation

You can add or remove instrumentation any time after you have followed all of the
procedures in this chapter to this point in the order presented.

To add instrumentation

1.

Click the Columns tab. The Database Credentials dialog box appears. After
providing the Oracle user name and password, the Columns window appears.
The credentials remain in effect until you leave this particular data server.
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Select one or more columns, tables, or users from the Uninstrumented
Columns list.

Click Add. If you selected a column, the column now appears in the
Instrumented Columns list. If you selected a table, the table and its associated
column(s) now appear in the Instrumented Columns list. If you selected a user,
the user and its associated table(s) now appear in the Instrumented Columns
list.

Click Save.

Run the script. The changes are now instrumented.

To remove instrumentation

1.

Click the Columns tab. The Database Credentials dialog box appears. After
providing the Oracle user name and password, the Columns window appears.
The credentials remain in effect until you leave this particular data server.

Select one or more columns, tables, or users from the Instrumented Columns
list. Note that if you select a primary key column or nominated column, the
entire table will be uninstrumented.

Click Remove.

o Ifyou selected a column, the column now appears in the Uninstrumented
Columns list.

o Ifyou selected a table, the table and its associated column(s) now appear in
the Uninstrumented Columns list.

o Ifyou selected a user, the user and its associated table(s) now appear in the
Uninstrumented Columns list.

Click Save. After running the script, the uninstrumented columns, tables, or
users are removed and the remaining columns, tables, and users become
instrumented.

Note: After changing instrumentation and running the scripts, use the
"Refresh” button present in the same panel, in order to refresh the console with
the latest changes in the data server. If the console is not refreshed, and further
changes are made to the instrumentation, the scripts generated might be
incorrect. Refreshing the console is required, if the user continues to use the
same session to make multiple changes to the instrumentation (i.e he has not
left the particular data server).

Chapter 12  Configuring the Database Connector 273



Issuing Privileges

Issuing Privileges

Oracle privileges are required for performing the following tasks:
= Script generation

= Script execution

= Synchronization of instrumented tables

Typically, different individuals would perform each of these tasks, but one person
could perform all of the tasks if preferred. The following sections explain these
tasks and the associated privileges required. Contact your database administrator
or refer to your Oracle server documentation set for specific questions about
privileges.

Script Generation

The console reads the database dictionary to gather information about the database
schema. The user can select tables and columns from this schema for
instrumentation.

The user for which the console connects to Oracle must be given sufficient
privileges to read the database dictionary tables. The associated user name and
password are supplied to the Meta-Directory Console, which the console uses to
read the data dictionary. The user name and password are not stored in
Meta-Directory configuration.

Script Execution

To instrument the database, a user executes the script and has privileges to do the
following:

< Create and delete the changelog user, changelog tables, and tablespaces

= Grant the changelog user privileges to insert, update, and delete rows from
instrumented source tables

= Install and uninstall triggers associated with the instrumented tables

This user name and password are supplied to the tool that executes the script; they
are not stored in Meta-Directory configuration, nor handled by Meta-Directory
software.

Table 12-1 provides reference information for the user roles discussed above.
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Table 12-1 Database Privileges

Task Required Privileges Appropriate User

Script Generation CREATE SESSION Any existing database
user with these
privileges. (Known as
the console user.)

To instrument tables that other users own,
SELECT privileges for these tables should
be granted to this user before attempting to
instrument them.

Script Execution CREATE ANY TRIGGER Any user with these
DROP ANY TRIGGER privileges.
CREATE TABLESPACE
DROP TABLESPACE
CREATE USER
DROP USER
CREATE ROLLBACK SEGMENT
DROP ROLLBACK SEGMENT
CREATE ANY TABLE
DROP ANY TABLE
INSERT ANY TABLE
DELETE ANY TABLE
CREATE SESSION
CREATE ANY PROCEDURE
EXECUTE ANY PROCEDURE

Synchronization CREATE SESSION The changelog user
SELECT/INSERT/UPDATE/DELETE the Meta-Directory

L . . creates.
Also, privileges are required to synchronize

all instrumented source tables. These
privileges are granted to the changelog
user by the script Meta-Directory
generates.

Synchronization of Instrumented Tables

The Meta-Directory console generates a script to instrument the tables and
columns you select. The set of tables you can select for instrumentation consists of
the tables you own, and those for which you have SELECT privileges. The database
schema is built by querying the data dictionary, which is accessed through public
synonyms (defined in data dictionary views).
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For synchronization, each data server has one user (whose user name and
password are in its mdsAuthenticationDetails attribute). The Meta-Directory
Database Connector authenticates this user to synchronize any associated
connector view. The generated script grants privileges to the changelog user to:

= Read the changelog
= Delete entries from the changelog that have already been processed

= Insert, update, and delete rows from instrumented source tables
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Configuring the Microsoft Exchange
Connector

This chapter discusses configuration factors specific to the Microsoft Exchange
Connector, which provides bi-directional synchronization of Microsoft Exchange
user and group data into its connector view. This connector supports Microsoft
Exchange 2000 Server. Note that Microsoft Exchange 2000 uses Active Directory as
its backing store for storing user information. Hence the Microsoft Exchange
connector works very similarly to the Active Directory connector. The main
difference is in the list of attributes that is flowed.

The topics in this chapter are:

Installing the Connector

Configuring a Participating Connector View
Creating Users

Configuring Connector Rules

Configuring a Connector Instance
Restarting the Connector Instance
Implementing the Configuration
Monitoring the Connector

Data Flow for User and Group Entries

Configuration Example
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The following components must be installed before you install the connector:

= Sun ONE Directory Server 5.1, as described in the Deployment and Installation
Guides. Restart the server after enabling the change logs.

= Sun ONE Meta-Directory 5.1, as described in the Deployment and Installation
Guides. Make sure to select Microsoft Exchange Connector in the Components
screen when you install Meta-Directory.

= Windows 2000 and Microsoft Exchange Server 2000

To install the Active Directory Server Interface
(ADSI) package

Since Microsoft Exchange 2000 uses Active Directory to store its user information,
you need to install the ADSI package on the machine where you intend to run the
Microsoft Exchange Connector. Note that the ADSI package is already installed on
Windows 2000 machines. You need to perform the following steps only if you
intend to run the connector on a Windows NT machine. Other Windows platforms
do not support this.

1. Access the following URL:

http://www.microsoft.com/ntserver/nts/downloads/other/ADSI25/
default.asp

2. Select Version 2.5 for Intel x86 (English), then download ads . exe.

3. Runads.exe.

To Add an Exchange Connector Instance

You can set configuration parameters during connector instance creation or from
the configuration file. The configuration file contains extra parameters for setting
the schema and modes.
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To set configuration parameters during instance creation

1. From the Sun ONE Console window, right-click on Server Group. A context
menu appears.

+,__Qj__ inferno.inferno.com

: Description:
B Seryver Grom

%P Meta-D Migrate Pre 4.0 Server Config... I‘mONEEEWEH
B nominic Merge Configuration...
| Create Instance Of heta-Directary Jain Engine

Meta-Directary Universal Connectar
heta-Directary MT Domain Connectar
Meta-Directary Active Directory Connector
heta-Directory Microzoft Exchange Connector
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2. Select Create Instance Of, then select Meta-Directory Microsoft Exchange
Connector. The New Instance Creation dialog box appears.

New Instance Creation

Wiewe Mame [*)

Wigsne (D (%)

Yiewy Base DM (*)

Data Server URL (*)

Data Server Bind DM (*)

Data Server Bind Password (*)

Darmain (*)

Domain Cortroller User Marme (*)
Domain Cortroller Password (*)
Top Level Synch DM (*)

Host Name (*)

Log Level (*)

Kvz

[cvz

[e=Cv2

LDAP:.f.fcherokee.sun.com:389

|cn=Direct0ry Manager

f«*mm

Iinferno.com

| addminiztratar

I*:k:k**:k*

| ch=uzers de=inferna do=com

| inferno

E

Ok I

Cancel

Help
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3. Provide input for the data fields. Table 13-1 below provides a description of

these fields.

Table 13-1 Dialog Box Parameters

Dialog Box Parameter

Definition

Domain

Domain Controller User
Name

Domain Controller
Password

Top Level Synch DN

Host Name

Log Level

Specifies the Active Directory domain which is used by
Microsoft Exchange.

Specifies the name of a Active Directory user who has
read/write permission for the Active Directory domain

Specifies the password associated with the above user
name.

Specifies the top level DN in Active Directory where
Microsoft Exchange Connector synchronization occurs.

Be advised that you should enter accurate input in this
field. If the top level in Active Directory (from where
users/groups are being synchronized) is under the
‘Users’ node in the Management Console (MMC), the
entry should be:

cn=Users,dc=siroe,dc=com

If the user/group entries in Active Directory are to be
added under a new organizational unit, such as newou,
the entry should be:

ou=newou, dc=myhost,dc=com

All other users and groups under the DN mentioned
above will be synchronized.

Specifies the host address of the domain controller
where the Active Directory exists.

Specifies the log level for the task script and accessor
utility. Values are as follows:

0 - None

1 - Minimum

2 - Verbose

3 - Very verbose

After you set the log level from the dialog box, you
cannot change it from there. You must use the
configuration file to change the log level.
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To set configuration parameters from the configuration file
1. Locate the adc. ini configuration file in the following directory:
NetsiteRoot/exc-ViewName/config/adc.ini

Netsite_Root is the installed path for Meta-Directory. The default is
c:\SunoOne\Servers. The ViewName is the name you provided in the New
Instance Creation dialog box.

2. Provide values for the file parameters. The following table provides definitions
for the configuration file parameters.

Configuration File Definition
Parameter

NTLMdomain\user Specifies the pre-Windows 2000 abbreviated name of the
domain to be synchronized. Example:

restaurants
instead of

restaurants.aus06.central.sun.com

username Specifies the Windows 2000 account name that the directory
connector uses to authenticate Active Directory.

password Specifies the password associated with the domain controller
user name.

adtopleveldn Specifies the top level DN where Microsoft Exchange
Connector synchronization occurs.

utctopleveldn Specifies the View Base DN as entered in the New Instance
Creation dialog box.

domain This parameter is not currently used.

dc Specifies the host address of the domain controller where the

Active Directory exists.

schema This has to be ExchangeSpecific for the Exchange Connector
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Configuration File Definition
Parameter
logginglevel Specifies the log level for the task script and accessor utility.
Values are as follows:
0 - None
1 - Minimum
2 - Verbose

3 - Very verbose

After you set the log level from the dialog box, you cannot
change it from there. You must use the configuration file to
change the log level.

finddeletedfreq Specifies the frequency of synchronization cycles that search
for deleted entries. For instance, a value of 5 would search for
deleted entries on the fifth cycle.

This parameter is used in conjunction with the Schedule
window, described in “To configure the schedule from and to
connector views,” on page 166

loggingsize Specifies the maximum size of the accessor log file in
megabytes (Mb). The default is 4096 Mb.

perllogfilesize Specifies the maximum size of the Perl log file in megabytes
(Mb). The default is 4096 Mb.

searchattrs Specifies a list of comma-separated Active Directory
attributes. The list determines which attributes Exchange
Connector retrieves during a search operation. If you do not
provide a list (blank), all attributes are selected.

disallowattribs Thisisacomma-separated list of attributes that you do not
wish to be flown to or from the Active Directory. This is
effective only when the schema is set to ADSpecific mode at
instance-creation time, or edited in adc.ini. You can add to
this list any other attributes that need to be eliminated while
writing into the active directory. For example:

dissalwattribs=mdscvlinktype,mdsentityowner,
mdslintomv, mdsvmembership
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Configuration File
Parameter

usermultitonova
lattr

groupmultitonov
alattr

Definition

Specifies the comma separated list of user entry attributes for
which value can go from some value (multiple or single) to no
value

This parameter doesn’t come pre-configured in the adc.ini file.
User has to configure this parameter. The attribute names
listed against this parameter should be the attribute names
used in the external data source and one should not specify
the attribute names used at the connector view end.For
Example:

usermultitonovalattr=mail,telephoneNumber

Specifies the comma separated list of group entry attributes
for which value can go from some value (multiple or single) to
no value.

This parameter doesn’t come pre-configured in the ini file.
User has to configure this parameter.The attribute names
listed against this parameter should be the attribute names
used in the external data source and one should not specify
the attribute names used at the connector view end.For
Example:

groupmultitonovalattr=member,description
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To add the instance as a participating view

1. Right-click the Participating Views object under Meta View. A context menu
appears.

2. Select Add Participating View. The Select View dialog box appears.

3. Select the connector view you want to add or participate in a
join/synchronization with the meta view.

4. Click OK. The view is added to the Sun ONE Meta-Directory configuration
tree.

To provide authorization

Provide authorization of created users for data server access. See “Setting Access
Permissions,” on page 454 for the procedure.

Configuring a Participating Connector View

To configure the Participating View refer to the procedures in Chapter 6, “Views in
Meta-Directory.”

Creating Users

The following procedures apply only to the Meta View. If you have installed the
join engine and want to create new entries, it is recommended that you create them
under the Meta View instead of Connector View. The Connector View is intended
only to reflect the contents of the external data source or meta view.

To create a Microsoft Exchange User in the Meta
View
1. Click on the Contents of the Meta View.

From the menu bar, select Object > New > User. The Create New User dialog
box appears.
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2. Click the “Advanced” button. Enter values for the attributes you wish to
populate.

3. Click OK. The user name appears in the right pane of the Meta-Directory
console.

You can also create Microsoft Exchange users in the meta view by using an LDIF
file format within any LDAP client. The LDIF format should be similar to the
structures of user entries and group entries, discussed on page 295 and page 298.

To modify a Microsoft Exchange user in the meta
view
1. Click on the contents of the Microsoft Exchange meta view.

2. Double-click on the Microsoft Exchange user you want to modify. The Edit
Entry dialog box appears.

3. Click Advanced Alter the fields as needed, then click OK.
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Configuring Connector Rules

Apart from the Connector Rules for the synchronization between Connector View
and Meta View, for Microsoft Exchange Connector. You can configure the
following types of rules for the data synchronization between external data source
and connector view.

Attribute Flow

The connector uses attribute flow rules to specify which external data source
attributes are mapped to which connector view attributes and vice versa.

Default Values

The connector applies preconfigured attribute rules to an entry in the external
data source if no value is assigned to the same attribute in its corresponding
entry in the connector view, or vice versa. A default attribute rule may also be
configured.

Filters

The connector uses filtering rules to selectively exclude entries from the
synchronization process.

To configure connector rules, see “Attribute Flow Rules,” on page 148, “Default
Attribute Value Rules,” on page 153, and “Filter Rules,” on page 154.
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Configuring a Connector Instance

Consider the following procedure an extension of the comprehensive configuration
procedures in “Configuring a Universal Connector Instance,” on page 164.You

need to perform the following product-specific procedure for every Microsoft
Exchange Connector.

1. Optional: Manually configure the attribute flow by doing the following:

a. Select the Microsoft Exchange Connector, then select the Attribute Flow
tab, as shown in .

atirbuteFlow | Deteut vaives | Fiters

Contgrations e
bete

r——
oo o Locty Ovrea Oopets 52|

Dreier e A ot View AvindS ]

b. Click New and enter a new configuration name, then click OK.
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d.

e.

Configuring a Connector Instance

Click Insert. The Insert Attribute Mappings dialog box appears. For both
mapping types (locally owned objects and connector view-owned objects),
map each attribute to itself for both flow directions (to connector view and

from connector view).

For example, the figure below shows the description attribute being
mapped to itself for a flow direction to the connector view. This would also
have to be repeated for a flow direction from the connector view.

E Insert Attribute Mappings [ %]
Floww Direction
[ o cannectar view |

External Attrioute Connectar iew Attribute

departmentnumber

ohjectolass

an destinationindicator

displayname
distinguishedname
ditcortentrules
ditredirect
rlitetrich ren les

Close | Help |

Click Save, select View from the menu bar, then select Refresh.

Select the desired Microsoft Exchange Connector instance. The General

window appears, as shown in .

india - SunONE Meta-Directory.
Edt View Object Tooks Help

Sun ONE Meta-Directory

Connestar View

[ovs

Atirbute Flow Configuration

Fiter Canfiguration

Defauit Values Canfiguration

From the Attribute Flow Configuration drop-down list, select the attribute
flow configuration name you created (Step b). The name becomes available

in the list after refreshing (Step d).

Select the desired filters and default values from the drop-down lists.
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h. Select the operation you want to perform and click Save.

2. Configure the remaining windows for the connector instance. Begin with “To
configure the schedule from and to connector views,” on page 166.
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Restarting the Connector Instance

You must restart the connector instance to activate your configuration. Both
instance-specific and shared configurations will not become effective for a given
instance until you have restarted the instance. If the entries you are saving preexist
in a Microsoft Exchange connector view, see page 294 for advisory information.

1. Stop the connector by right-clicking on the connector instance. A context menu
appears.

2. Click Yes to the prompt. A message appears stating that the stop command has
been issued to the component.

3. Start the connector by right-clicking on the connector instance. A context menu
appears.

4. Select Start Server. A message appears stating that the start command has been
issued to the component.

NOTE To start the connector, you must be a member of the
Administrators group on the primary domain controller.

Implementing the Configuration

After you start the join engine and enable the connector view, your data can flow to
the meta view. The following sections provide procedures for doing these tasks.

Starting the Join Engine

Before you start the join engine, ensure that you have already enabled the
changelog in the Directory Server configuration.

To start the join engine

1. Select the join-engine object from the navigation tree and right-click. A context
menu appears.

2. Select Start Server. A message appears stating that the server has been started.
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Enabling the Connector View

1. From the Sun ONE Meta-Directory window, click on the Status tab.

2. Click on the Join Engine object. The Operations tab window appears.

'?;'—'cherokee.india - SunONE Meta-Directory 10l =|
Console  Edit Wiew Chiect  Help

Sun ONE Meta-Directory

Configuration Status

qé?TheI‘v1tataDireu:,10ry Operations | Log I Statistics

: E@ join-engine
H Status: up

~Operation:
e Operation
IEnabIe

CY5 Dizahled

Traverse

IConnedor Wiga

Start

Last Change Matification

To Meta iew: |334B Reset |
To Connector Yiew: |334B Reset |

3. Select the participating view you want to enable.
4. Select Enable from the Operation list menu, then click Start.

This option disables the Traverse drop-down menu. You can only enable the
participating view if the configuration for setting up the view is valid. Any
error in the configuration automatically changes the view to a disable status.
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Refreshing the View

You can optionally refresh the view if you want to observe updates immediately
and bypass the regularly scheduled refresh synchronization.

1. From the Sun ONE Meta-Directory window, click on the Status tab.

2. .Select the participating view you want to refresh. Note that it should already
be enabled.

3. Select Refresh from the Operation List Window, then select either Meta View
or Connector View from the Traverse menu list.

[ElModity Task Status
—Refresh ]
i A
+“Selach the type ot Refresh operatian you want to pertorm
 Re-propagste:sll existing entries i the Connectr Wisw ta the Bxdernal Directory inmecistely
€ Propagste all exist isin the Commector st et the fitst it
5 Pecfor he shive two operetions n ssquence
g fiter selectect Selest Fitler..
Note: This operatian . The refresh will start v click an OK.

You must select a filter for the second and third options. Only filters
configured for the "NoSubtreesExcept" option are displayed when you click
Select Filter, not filters configured for the "AllSubtreesExcept" option.

Monitoring the Connector

The Microsoft Exchange Connector provides logs at the following locations that
enable you to monitor connector status.

UTC Log InstallDir/exc-ViewName/logs/meta-date-index.log
Accessor Utility Log  TnstallDir/exc-ViewName/logs/acc-date-index.log
Perl Script Log InstallDir/exc-ViewName/logs/adcpl-date-index.log

Task Script InstallDir/exc-ViewName/logs/adc-texttype.txt

For example, a Perl log file entry might appear as follows:
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adcpl-20010605-01.1og

Common errors you may encounter in the Accessor Utility Log are as follows:
= 8007202A - Invalid domain or user name

= 8007203A - Cannot contact Active Directory

For other errors, refer to the following Microsoft Product Support Services site:

http://support.microsoft.com/support/kb/articles/Q242/0/76.asp

Data Flow for User and Group Entries

Entries in the Microsoft Exchange connector view must adhere to certain
conditions to flow from the connector view into the Active Directory. Note the
following restrictions and advisory information:

= To prevent duplicate user IDs from occurring in the same connector view, the
meta view and connector views must be separate entities. A connector view
should not be nested as a subtree of another connector view. That is, the
connector view should be a flat tree that does not contain any subentries.

= Entries that preexist in an Active Directory connector view will not flow to the
meta view after the connector starts. To flow these entries, the Active Directory
connector view must be an enabled participating connector view in the join
engine. Refreshing the meta view operation from the join engine will trigger
the preexisting entries from the Active Directory connector view to flow to the
meta view.

When setting up the join engine, you need to ensure that user and group entries
meet the required criteria for Microsoft Exchange Connector views. The following
sections discuss the requirements and list the available external attributes read
from Active Directory for both user and group entries.
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User Entries

You can create Active Directory users in the connector view with any LDAP client
by adhering to the attribute conventions shown in the following structure for the
default schema:

dn: uid=userid, cvroot dn

uid: userid

cn: user full name

objectclass: top

objectclass: person

objectclass: organizationalPerson
objectclass: mdsexcmailrecipient
sn: user second name
mdsexcMailnickname: mail nickname

Make sure that the objectclass attribute contains the following values:
mdsexcmailrecipient
inetorgperson
organizationalperson
person
top

Note that the userid, mdsexcMailnickname and one of
mdsexcHomeMdb/mdsexcHomeMTA/mdsexcMsExchHomeServerName should
be populated for the exchange Mailbox to be created properly. The rest of the
mdsexcXXXX attributes will be populated automatically by Exchange if they are
left empty. Ensure that the user ID attribute does not contain any of the following
special characters:

-~ 1l @e# $% & () + N, <> /2
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The table below shows the available attributes for the user entries in "complete
attribute set mapping" for default schema mode. Refer to your Active Directory
and Microsoft Exchange documentation for more information about these

attributes.

Table 13-2 Attributes for User Entries

departmentnumber
description
facsimiletelephonenumber

homepostaladdress

o
ou

objectclass

pager
postalcode

postofficebox

displayname

sn

st
usermimecertificate

internationalisdnnumber

teletexterminalidentifier

x12laddress

mdsexcmsexchalobjectversi
on

homephone
telephonenumber
1

destinationindicato
r

mobile
usercertificate

physicaldeliveryoff
icename

cn
mail

street

postaladdress

employeeid

givenname
title

preferreddeliveryme
thod

telexnumber

mdsexcmsexchmailbox
securitydescriptor

mdsexcmdbusedefault
s

mdsexcHomeMdb
mdsexcHomeMTA
mdsexcMsExchHomeServerName

mdsexcMailnickname

mdsexcShowInAddressBook
mdsexcProxyAddresses

mdsexcLegacyExchangeDN

mdsexcUserPrincipalName
mdsexcMemberOf

mdsexcMsExchUserAccountCont
rol

mdsexcMsExchPoliciesInclude
d

mdsexcMsExchPoliciesExclude
d

employeetype
initials

registeredaddress

uid

mdsexcmsexchmailboxguid
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Group Entries

The group entries in the connector view contain the list of member DNs. The
connector view applies static group membership. See

http://docs.sun.com/source/816-5609-10/dit.htm#1005527
The following restriction applies to group entries:

= the groupname cannot contain the following characters:
L I N e T

= The groupname cannot consist solely of periods or spaces.

Table 13-3 shows the available attributes for the group entries in "complete
attribute set mapping" for default schema mode. Refer to your Microsoft Exchange
documentation for more information about these attributes.

Table 13-3 Attributes for Group Entries

cn uniquemember

description objectclass

Configuration Example

The following example is intended as a quick reference you can use as a checklist.
For complete configuration information, refer back to the earlier portions of this
chapter.

Install the Connector

1. Ensure that iPlanet Directory Server 5.1, and the Sun ONE Meta-Directory 5.1
software are already installed.

2. Install the ADSI package.
3. Create a Microsoft Exchange connector instance.
During instance creation:

a. From the Sun ONE Console window, right-click on Server Group. A
context menu appears.
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Select Create Instance Of, then select Meta-Directory Microsoft Exchange
Connector. The New Instance Creation dialog box appears.

Provide input for the data fields. For View Name, use Exchange. For View
ID, use cvi. For View Base DN, use o=cv1. For the remaining fields, see
Table 13-1 on page 281.

Modify the configuration file:

a.

b.

Locate the adc. ini configuration file in the following directory:
NetsiteRoot/exc-ViewName/config/adc.ini

Provide values for the file parameters. Use default parameters and values.

Add the instance as a participating view.

a.
b.

C.

Right-click the Participating Views object. A context menu appears.
Select Add Participating View. The Select View dialog box appears.

Select Exchange and click OK. The view is added to the Sun ONE
Meta-Directory tree.

Provide authorization. See “Setting Access Permissions,” on page 454.

Configure Connector Rules

1.

Configure default attribute rules.

a.
b.

C.

Click on the Default Values tab. The Default Values window appears.
Click New.

In the Name field, type in ExchangeDefault. The name is echoed in the
Configurations list box.

In the Attribute Destination drop-down list, select External Directory.

Click Add. Blank fields appear below the Attribute and Default Value
fields.

Click within the blank Attribute field. A drop-down list appears. Select
givenname from the list.

Double-click within the blank Default Value field and type in surname.

Click Save.

Configure filters.
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a. Click on the Filters tab. The Filters window appears.
b. Click New. The Filter Name dialog box appears.

c. Type in ExchangeExclude and click OK. The new name appears in the
Filter Name list box.

d. Select From Connector View.
e. Filter excluded data:

I.  Provide a list of subtrees to exclude by selecting All Subtrees Except,
then clicking Add. The Sub-tree DN dialog box appears.

Il. Specify a subtree to exclude, such as o=siroe, c=us, then click OK. The
subtree appears in the list box.

With this filter, entries in all subtrees that are not specifically excluded
are included, no matter how you set the associated entry-level filters.

Il.  Filter back entries from the excluded subtrees using entry-level filters.
Select the subtree you just created, select All Entries Except, then click
Add. The Entry RDN dialog box appears.

IV. Specify an entry you want to include, such as cn=Fred Scofflaw, then
click OK. The included entry appears in the list box.

The entry-level filters you apply affect only the entries found in the list
of subtrees to include. The entries you specify here will filter through;
all others are excluded.

f. Click Save.

g. From the menubar, select View > Refresh.

Configure a Connector Instance

1. Select the exc-Exchange connector instance. The General window appears.
2. Select the following from the drop-down lists:

o  For Filter Configuration, select ExchangeExclude.

o For Default Values Configuration, select ExchangeDefault.
3. For Operation, select “Only receive updates from the Connector View.”

4. Click Save. Leave the current values for fields in the Schedule, Log, and
Attributes windows.
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Restart the Connector Instance

1. Stop the connector by right-clicking on exc-Exchange. A context menu appears.

2. Click Yes to the prompt. A message appears stating that the stop command has
been issued to the component.

3. Start the connector by right-clicking on exc-Exchange. A context menu appears.

4. Select Start Server. A message appears stating that the start command has been
issued to the component.

Start the Join Engine

1. .Select the join-engine object from the navigation tree and right-click. A context
menu appears.

2. .Select Start Server. A message appears stating that start command has been
issued to the component.

Enable the Connector View

1. .Select Status > join-engine > Operations.

2. .For View, select the Microsoft Exchange connector view, for Operation, select
Enable, and then click Start.

3. .For traverse direction, keep the default value as “Connector View” and repeat
the step above except select Refresh instead of Enable.

4. Wait for a few seconds. From the Configuration tab Refresh the Contents of
Meta View. Verify that the Data is properly propagated to the Meta View
subtree.
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Chapter 14

Configuring the Novell Directory
Connector

This chapter discusses configuration details specific to the Novell Directory
Connector, which provides bidirectional synchronization of Novell Directory’s
(eDirectory V8.6.2) user and group data into its connector view. Configuration
with respect to the Join-Engine is required to further synchronize this data with
that in the meta view.

Though the typical usage of this connector would be to synchronize the user and
group data, this connector can actually be used to synchronize any other kind of

data (data confirming to any other object class) that is recognized by data sources
at both ends (viz. Novell Directory Server and iPlanet Directory Server).

Novell Directory Connector supports bidirectional synchronization of any UTF-8
encoded data. The connector also supports multi-valued and binary attributes. In
addition, the connector supports all the regular and special operations. Regular
operations include - add, modify, delete and modrdn. Special operations include -
addbacks and refresh.

Unlike the other indirect connectors, default mapping rules are provided only for
the default schema (based on the object classes present) in the iPlanet Directory
Server. One would have to create additional rules in order to flow all the other user
and group attributes present in the Novell Directory Server.
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The topics in this chapter are:

Installing the Connector

Configuring a Participating Connector View
Creating Users

Configuring Connector Rules

Attribute Flow

Obiject Class Flow

Configuring a Novell Directory Connector Instance
Monitoring the Connector

Data Flow for User and Group entries
Synchronizing Users using Novell Directory Specific Schema
Connector Configuration Data

Configuration Example

Limitations
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The Novell Directory Connector has been implemented as an indirect connector.
However, unlike the existing Indirect connectors such as - Universal Text Parser,
Active Directory, Microsoft Exchange and the NT Domain connectors, this
connector is not UTC-based. It is based on a new connector framework introduced
in V5.1. This new connector framework uses an intermediate MySQL database to
perform change detection and loop detection for data in Novell Directory Server.

It is important to note that multiple Meta-Directory installations can share the same

MySQL database server installation.

Hence, the following pre-requisites must be satisfied before you install the

connector:

Install iPlanet Directory Server V5.1, as described in the Deployment Guide.

Restart the server after enabling the retro change logs plugin.
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< Install and configure eDirectory (Novell Directory Server) V8.6.2. It is
important that the "Allow Clear Text Passwords" option is enabled in the
Novell Directory Server. This can be done by selecting this option in the
properties for the "LDAP Group Object" and restarting the Novell Directory
Server.

= Install the MySQL Connector/J V 2.0.14 JDBC driver for accessing the MySQL
database. This is typically distributed as a JAR. This can be downloaded from -

http://www.mysgl.com/downloads/api-jdbc-stable.html .

= Install mySQL-Max V3.23.51. This can be downloaded from -
http://www.mysgl.com or from one of it's mirror sites. A mirror that currently
hosts and can be used for downloading the binary is

http://mysgl.mirror.stop.hu/downloads/mysql-3.23.html .

Also create a database administrator (dba) user that has all the privileges to create
new databases and users in MySQL, for the intermediate changelog maintained by
the connector (for its functioning). Note - This database administrator user should
be associated with an appropriate hostname of '%', 'localhost’,
'non-qualified-host-name-of-JDBC-driver' or
‘fully-qualified-host-name-of-mysql-host', as required by the JDBC driver. A dba
(database administrator) user can be created using the following command:

"GRANT ALL PRIVILEGES ON *.* TO ’'<dba userName>’'@’<hostName>’
identified by ’<dba password>’ WITH GRANT OPTION"

Ideally, to take care of all deployment scenariosrelated to MySQL Connector/JJDBC
driver and MySQL database server - one must create (depending on the deployment
circumstance) one or more of the following four database administrator users:

a. '<dba_userName>@%'

b. '<dba_userName>@localhost'

c. ’'<dba userName>@<non-qualified-host-name-of-JDBC-driver>’

d. ‘'<dba_userName>@<fully-qualified-host-name-of-mysql-host>

Please verify that you are able to connect to the MySQL database server using this
dba user from the host on which you are running the Meta-Directory Console. The
connector instance creation dialog requests for the username and password of this
user.

Once these pre-requisites are satisfied, you can proceed and install Sun ONE
Meta-Directory V5.1, as described in the Deployment and Installation Guides.
Make sure to select Novell Directory Connector in the components screen when
you install Meta-Directory.
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To add a Novell Directory Connector Instance

You can create an instance of the Novell Directory Connector by following the
steps explained below. All the required configuration parameters for connector
instance creation can be set via the connector instance creation dialog only. Unlike
the other indirect connectors, this connector does not need any configuration via an
external configuration file.

Please note that MySQL server should be running when a Novell Directory
Connector Instance is created.

To set the configuration parameters during connector instance creation

1. From the Sun ONE Console window, right-click on Server Group. A context
menu appears.

4 5un ONE Console =lol x|

Console Edit View Ohject Help

Servers and Applications

Users and Groups

|Delault iew j

I]Ei india sun.com

- bapu.india.sun com Group name: Server Group
=2, bapult inclia.sun.com

=0 Server ©
ey, Mrate Pre 4.0 Server Config.. |suﬂware\servers\muss1 _refranded

@ agn Merse Confauration
Cresie Instance Of Meta-Directory Join Engine
T MetaDirectory Universal Conrector
Meta-Directory Active Directory Connectar
et 1 Dir or
Meta-Diractory Lotus Notes Connectar

1 Server Group

Description

2. Select Create Instance Of, then select Meta-Directory Novell Directory
Connector. The New Instance Creation dialog box appears.
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Data Server Bind Password () [+=+==+=+

DS URL (%) [lckap: fimetaSncls indiasun.com 383

DS Bind User DN(*) [ cn=atimin o=org

NDS Bind Password () [r====
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Installing the Connector

Provide input for the data fields. The dialog box for the Novell Directory
Connector contains additional fields. A description of these fields is now listed

below.

Dialog Box Parameter

Definition

View Name

View ID

View Base DN

Enter a name of any length that
more fully describes the View ID.
The default is the View ID

Enter up to five characters to
represent the view ID. The default
is CVx, where X is the next
successive integer following the
last instance created.

Enter the subtree DN where this
connector view is located. The
default is 0=CVx, where x is the
next successive integer following
the last instance created.
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Dialog Box Parameter

Definition

Data Server URL

Data Server Bind DN

Data Server Bind Password

Novell Directory Server URL

Novell Directory Server Bind User DN

Novell Directory Server Bind Password

Novell Directory Server Top Level
Synch DN

From the drop-down list, select the
data server from which the new
instance should be created. You
can also type in a data server
(LDAP) URL of the form -
Idap://FullyQualifiedhostName:P
ort.

Enter a DN to be bound to the data
server URL for access rights to the
subtree.

Enter the password associated with
the data server bind DN.

Enter the LDAP URL for the
Novell Directory Server. This is of
the form -
Idap://FullyQualifiedhostName:P
ort.

Enter a DN to be bound to the
Novell Directory Server URL for
access rights to the subtree. This is
of the form - cn=admin, o=org.

Enter the password associated with
the Novell Directory Server Bind
User DN.

Specifies the top level DN where
Novell Directory Server Connector
synchronization occurs.You should
enter input in this field accurately.
If the top level in Novell Directory
(from where users/groups are
being synchronized) is under a
‘organizational-unit’ node, the
entry should be:
ou=organizational-unit,dc=sun,dc
=com.

All the users and groups under the
DN mentioned above will be
synchronized.
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Dialog Box Parameter

Definition

Absolute Path For JDBC Jar File Name

mySQL HostName

mySQL DBA User Name

mySQL DBA User Password

mySQL Database Name

mySQL Database User Name

Enter the absolute path, with the
filename of the MySQL JDBC
driver jar file

Specifies the fully qualified host
name on which the mySQL server
is running.

Specifies the user name of the
database administrator using
which new (changelog) database
and users (required for the
connector’s operation) can be
created in the mySQL server. One
new (changelog) database and a set
of four (changelog) users are
created during the creation of each
new Novell Directory Connector
Instance.

Specifies the password of the
database administrator using
which new (changelog) database
and (changelog) users (required for
the connector’s operation) can be
created in the mySQL server.

Specifies the name of the new
(changelog) database that can be
created in the mySQL server. Do
not reuse a value already given for
another connector instance. The
Novell Directory Connector creates
a new database with this name, in
mySQL server for every instance of
the connector.

Specifies the base-name of the new
(changelog) database users that can
be created in the mySQL server. Do
not reuse a value already given for
another connector instance. The
Novell Directory Connector creates
a new changelog user with this
name, in mySQL server for every
instance of the connector.
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Dialog Box Parameter Definition

mySQL Database User Password Specifies the password of the new
(changelog) database users that can
be created in the mySQL server.

To provide authorization

Provide authorization of created users for data server access. See “Setting Access
Permissions,” on page 454 for the procedure.

Configuring a Participating Connector View

If you have installed the join engine, you can configure a participating view for the
Novell Directory connector. To configure the Participating View refer to the
procedures in Chapter 6, “Views in Meta-Directory.”
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To add the instance as a participating view

1. Right-click the Participating Views object under Meta View. A context menu
appears.

2. Select Add Participating View. The Select View dialog box appears.

3. Select the connector view you want to add or participate in a
join/synchronization with the meta view.

4. Click OK. The view is added to the Sun ONE Meta-Directory configuration
tree.

Creating Users

The following procedures apply only to the Meta View. If you have installed the
join engine and want to create new entries, you should ideally create them from the
Meta View (instead of Connector View). The Connector View is intended only to
reflect the contents of the external data source (Novell Directory Connector) or
Meta View.

To create a Novell Directory User in the Meta
View

1. Click on the Contents of the Meta View. From the menu bar, select Object >
New > User. The Create New User dialog box appears.

2. Provide input in the required fields. A default user ID is generated when you
enter the first and last names. Make sure that the User ID field is alphanumeric
and does not contain any of the following characters:

*+ N\, . <>/ 7?2 = \=\"\.

In addition if the name contains spaces, then the whole name must be enclosed
in quotes [*“ “].

3. Click OK. The user name appears in the right pane of the Meta-Directory
console.
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You can also create Novell Directory users in the meta view by using an LDIF file
format within any LDAP client..

To modify a Novell user in the meta view

1. Click on the contents of the Novell Directory meta view.

2. Double-click on the Novell Directory user you want to modify. The Edit Entry
dialog box appears.

3. Click Advanced Alter the fields as needed, then click OK.

Similar procedure needs to be followed for creating and/or modifying Novell
Directory group entries in the Meta View.
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Configuring Connector Rules

You can configure two types of rules for the Novell Directory Connector:

1. Attribute Flow rule.

2. Object Class Flow rule.

However, the tabs for "Default Values" and "Filters" are not provided for the
Novell Directory Connector. Hence you cannot use these features with the Novell
Directory Connector instances. The recommended workaround is to introduce
these configuration items while flowing data from Connector View to the Meta
View (i.e. at the join engine level) via the configuration for "Filters" and "Attribute
Construction"”.

Attribute Flow

The Novell Directory Connector uses attribute flow rules to specify the mapping
between external data source attributes and the corresponding connector view
attributes. Novell Directory Connector provides the following preset
configurations for Attribute Flow:

= Minimal Attribute Set for Default Schema, which is the minimum set of
attributes necessary to flow data. This set actually contains a list of all
attributes that are required in the schema for both Novell Directory Server and
iPlanet Directory Server.

= Complete Attribute Set for Default Schema, that represents mappings for all
those attributes for which there is a direct match between Novell Directory
Server and iPlanet Directory Server.

By default "Minimal Attribute Set for Default Schema" is selected as the "Attribute
Flow Configuration".

The following user interface elements have been disabled in the "Attribute Flow"
tab and the "Insert Attribute Mappings" window for the Novell Directory
Connector:
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e The "Insert Defaults" button.

e The "Mapping Type" list.

In addition to the preset attribute flow configuration, you can also create
new/custom attribute flow rules manually.

In the definition and application of these rules there are two concepts that,
although not specifically referred to in the GUI, are important to remember.
Granularity refers to the complexity of the application of the rules, i.e. whether the
entry flows as a whole piece or whether the entry is divided into its base attributes
which then flow separately. Ownership refers to where the entry originates (in the
external data source or in the connector view), i.e. whichever source the entry
originates from is considered the owner of the entry.

Granularity and Ownership

Typically, if you don't configure your own indirect connector rules, the indirect
connector uses default attribute flow rules and the process is considered to have
entry-level granularity. Entry-level granularity is characterized by all of the
following:

= Entries can be added in, and therefore flow from, either the data source or the
Meta View and the entry's ownership is based on this.

= Only the owner of an entry can modify, rename or delete that entry. However,
if a non-owner deletes an entry, it gets added-back. On the same lines, if a
non-owner renames (applies modrdn) an entry, the old entry gets added-back
and the new entry with the new name also remains. Also, a modification by the
non-owner gets reverted/modified-back

= Entries flow back and forth as complete entries with no specific attribute
mapping or filtering allowed.

The Novell Directory Connector requires the user to always select one of the
attribute flow rules (the preset rules or custom rules). Hence, there is no support
for entry-level granularity.
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Hence when an attribute flow rule is developed and applied, the flow is considered
to have attribute-level granularity. Attribute-level granularity is characterized as
follows:

< Entries can be added in, and therefore flow from, either the data source or the
Meta View and the entry's ownership is based on this.

= Only the owner of an entry can rename or delete that entry. However, if a
non-owner deletes an entry, it gets added-back. On the same lines, if a
non-owner renames (applies modrdn) an entry, the old entry gets added-back
and the new entry with the new name also remains.

= Because specific attributes flow independently of complete entries,
modifications can be made from either the data source or the Meta View.

These concepts explain certain flow behaviors and should be kept in mind when
configuring and applying attribute flow rules for the Novell Directory Connector.

The next section describes how to create new External Attributes for use in creation
of a custom/manual Attribute Flow rules.

To add External Attributes for Novell Directory
Connector

You can create a list of attributes that you want to flow from the external data
source (Novell Directory Server) for Novell Directory Servers. You can store the
external attributes as described in the following procedure.

1. Click the "Attributes" tab from a Novell instance node. The "Attributes”
window appears.

Chapter 14  Configuring the Novell Directory Connector 315



Attribute Flow
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2. Click New. A blank field appears below the "Attribute" label.

3. Click within the blank field, then type the name of an external attribute you
want to map to an internal attribute.

4. Repeat the steps above to add other attributes, then click "Save".

5. See "To Configure an Attribute Flow Rule" to map the external attributes with
connector view attributes.

To Configure an Attribute Flow Rule

To achieve attribute-level granularity, an attribute flow rule is written and
applied, as described in the following procedure.
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1. Select the "Novell Directory" node from the Meta-Directory console navigation
tree and click "The Attribute Flow" tab.
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2. Click New.

The "New Flow Configuration Name" dialog box appears. Reset can be clicked
at any time to delete all new configuration and return to the last saved state.

3. Type a name for the new attribute flow configuration and click OK.
The name appears in the Configurations list box.

4. The "Mapping Type" drop-down list is disabled for the Novell Directory
Connector.

Note: When creating attribute flow rules, all attributes must be mapped in both
directions: "From Connector View" and "To Connector View". Mappings are
configured this way in order to propagate changes in both directions.
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5. Click Insert.The "Insert Attribute Mappings" dialog box appears. This displays
a list of all attributes configured as external attributes for the specific
connector.
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For example, the figure below shows the description attribute being mapped to
itself for a flow direction to the connector view.

a. Please note that unlike the rest of the Indirect connectors, the "Mapping
Type", cannot be changed/selected even from within this dialog box for
the Novell Directory Server Connector.

b. Specify the flow direction, either mappings of attributes from external data
source to the connector view or from the connector view to the external
data source.

c. Specify either "All Attributes" or "All Language Tagged Attributes" from
the "Connector View Objectclass” drop-down list.

If you specify "All Language Tagged Attributes" as the connector view
objectclass, choose a supported language subtype. Check Add Phonetic
Type box to indicate if the attribute value is a phonetic representation. For
more information on these fields, see "To Compose Language Tagged
Attribute Conditions" of "Connectors and Connector Rules."
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d. Select an external attribute and the connector view attribute you wish to
map it to.

If you select an external attribute for which there is a matching connector
view attribute, the connector view attribute is automatically selected.
However, any connector view attribute can be selected for any given
external attribute. You can also use a keyword search by typing the first
letter of the external attribute or connector view attribute you want to find.
For instance, if you wanted to find uid, you would only have to type u.

e. Click "Insert". The mapping for your configuration appears at the bottom
of the Attribute Flow window.

f.  Select additional pairs, clicking "Insert" after each pair is selected. Click
"Close" when finished.

6. Click "Save" in the "Attribute Flow" tab to save the attribute flow rules.

Note - It is important to note that you must always make sure that the attribute
flow rule includes attribute mappings for all those attributes that are marked
as mandatory/required at the destination end data source.

Object Class Flow

The Novell Directory Connector uses object class flow rules to specify the mapping
between external data source object classes and the corresponding connector view
object classes.

Novell Directory Connector provides a single preset configuration for Object Class
Flow:

= Object Class Set for Default Schema, that represents mappings for the default
user and group object classes present in both Novell Directory Server and
iPlanet Directory Server (external data source and connector view).

By default "Object Class Set for Default Schema" is selected as the "Object Class
Flow Configuration”.

In addition to the preset object class flow configuration, you can also create
new/custom object class flow rules manually. This allows you to flow entries
belonging to any object class (not just those corresponding to user and group) in
both directions.
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The next section describes how to create new External Object Classes for use in
creation of a custom/manual Object Class Flow rules.

To add object classes for Novell Directory
Connectors

You can create a list of object classes that you want to flow from the external data
source (Novell Directory Server) for Novell Directory Connectors. This step helps
in ease of selection of "External Object Class" in the "Insert Object Class Mappings"
window as described in the next section.

You can store the external object classes as described in the following procedure.

1. Click the "Object Classes" tab. The "Object Classes" window appears.
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Click New. A blank field appears below each of the "Object Class Name" label
and "Naming Attribute" label. This is a convenient way to associate a naming
attribute type with the corresponding object class.

Click within the blank field under "Object Class Name" label, then type the
name of an external object class you want to map to an internal object class.
Click within the blank field under "Naming Attribute" label, then type the
name of the naming attribute corresponding to the external object class that
you have just entered.

Repeat the steps above to add other object classes along with their
corresponding naming attributes and click "Save".

See "To Configure an Object Class Flow Rule" to map the external attributes
with connector view attributes.

To Configure an Object Class Flow Rule

To achieve data synchronization via proper DN-mapping for the entries flowed, an
object class flow rule is written and applied, as described in the following
procedure.

Select the "Novell Directory" node from the Meta-Directory console navigation
tree and click the "Object Class Flow" tab.
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2. Click New. The "New Flow Configuration Name" dialog box appears. Reset
can be clicked at any time to delete all new configuration and return to the last
saved state.

3. Type a name for the new object class flow configuration and click OK. The

name appears in the Configurations list box.

Note: When creating object class flow rules, all object classes must be mapped in
both directions: "From Connector View" and "To Connector View". Mappings are
configured this way in order to propagate changes in both directions.

4. Click Insert. The "Insert Object Class Mappings" dialog box appears. This
displays a list of all object classes configured as external object classes for the

specific connector.
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For example, the figure shows the inetorgperson object class being mapped to
inetorgperson object class for a flow direction to the connector view. Naming
attributes also have been entered.

a.

Specify the flow direction, either mappings of "object classes and the
corresponding naming attributes" from external data source to the
connector view or from the connector view to the external data source.

Select an external object class and the connector view object class you wish
to map it to. Whereas the "External Naming Attribute" gets
selected/populated automatically (if you have defined the external object
classes and the corresponding naming attributes already), you will have to
manually enter the value for the "Directory Naming Attribute”. The value
of the "Directory Naming Attribute” should be carefully selected based on
the manner in which the DN of the entries in the Connector View get
constructed. If the Connector View is configured with respect to the
Join-Engine, then the contents of the DN rule(s) drive the selection of this
"Directory Naming Attribute" for the flow between Novell Directory
Server and the Connector View (in iPlanet Directory Server). i.e. If the
MV->CV DN rule designates "cn" as the "Naming Attribute for Connector
View entries”, then "cn" (and not "uid") should be the value entered for
"Directory Naming Attribute" when the "Object Class Mappings" are
created. Hence, when data is flowed end-to-end between the Novell
Directory Server and the Meta View, a typical mapping for flowing
user-entries between the Novell Directory Server and the Connector View
would look like "inetorgperson#cn <-> inetorgperson#cn”.No automatic
selection happens when you select an external object class for which there
is @ matching connector view object class.
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c. Click "Insert". The mapping for your configuration appears at the bottom
of the "Object Class Flow" window.

d. Select additional pairs, clicking "Insert" after each pair is selected. Click
Close when finished.

5. Click Save in the "Object Class Flow" tab to save the object class flow rules.
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Configuring a Novell Directory Connector
Instance

The tabs associated with a node for an instance Novell Directory Connector can be
used to perform the following tasks.

e "General" tab

o  Select the rules to be applied for attribute flow and object class mappings
via the "Attribute Flow Configuration” and "Object Class Mapping
Configuration" lists.

o  Select the "Operation” to indicate the direction(s) of data synchronization.
* "Schedule" tab

o  Configure the schedule based on direction(s) of synchronization ("From
Connector View" and "To Connector View") for the given connector
instance.

e "Log"tab
o  Configure attributes related to logging for the given connector instance.
< "Attributes" tab

o Add/Edit "Available External Attributes" to be used in the the definitions
of custom "Attribute Flow" rules in the "Attribute Flow" tab at the "Novell
Directory" node.

= "Object Classes" tab

o Add/Edit "Available External Object Classes" to be used in the the
definitions of custom "Object Class Flow" rules in the "Object Class Flow"
tab at the "Novell Directory” node.

Click on the instance of Novell Directory Connector to be configured. Steps to
perform each of the above mentioned configuration have been outlined below.

Using the "General" tab

1. Click on the "General” tab. The "General"” tab appears. The "Name" and
"Connector View" fields would be read-only. This is the same data that was
specified when the connector instance was created.
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2. Select the rules to be applied for attribute flow and object class mappings via
the "Attribute Flow Configuration™ and "Object Class Mapping Configuration™
lists. The drop-down list to select "Object Class Mapping Configuration" is a
new one that has been introduced just for the Novell Directory Connector and
the Lotus Notes connector.

Unlike UTC-based connectors, Novell Directory Connector does not have "Filter
Configuration” and "Default Configuration"” in the "General” tab.

3. Select one of the radio buttons for the "Operation” to indicate the direction(s) of
data synchronization.
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Using the "Schedule" tab

1. Click on the "Schedule" tab. The "Schedule" tab appears.

2. Select either "To Connector View" or "From Connector View" and enter
appropriate values in the text boxes for various synchronization schedule
elements.
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3. Unlike UTC-based connectors, the "Schedule" tab for the Novell Directory
Connector does not have "Advanced" option to specify values for various
synchronization schedule elements.
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Using the "Log" tab

1. Click the "Log" tab. The "Log" tab appears.

2. Provide information for the following fields:

o "Log File Location” - Specifies the directory in which the log files reside. To
specify a directory other than the default, enter the full path name of the
directory on the system where the connector instance is created.

o "Prefix for Log File Name” - Specifies the prefix for the log file name. For
example, if you chose "meta" as the prefix, the log file names would be of
the form "meta-yyyymmdd-nn.log".

o "Maximum Size of Each File” - Specifies the maximum size of each log file.
After a log file reaches this size, a new log file gets created for subsequent
log messages. The default is set to 4096 KB.
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o "Maximum Disk usage” - Specifies the maximum disk usage set aside for
logging. When the maximum disk usage is reached, the oldest log file is
deleted. The default is set to 15000 KB.

o "Minimum Reserved Free Space” - Specifies the minimum disk space that
should be available for logging, when the connector instance starts up. The
default is set to 4096 KB.

o "Flush Buffered Log Data to Disk after every” - Specifies the size of log
data buffer which controls the flushing of log data to the log files. This is
specified in KB.

o "Log level” - Specifies the available log levels. One of - "Off", "Normal",
"Debug" or "Trace" should be selected.

»  Avalue of "Off" suppresses logging.

« Avalue of "Normal" logs minimal information. Only error and
warning messages are logged. Maximum disk space may be small and
new files are created infrequently.

« Avalue of "Debug logs error, warning and debug information into the
log file. Maximum disk space should be large enough and new files
may be created frequently.

»  Avalue of "Trace" logs maximum information. Error, warning, debug
and trace messages are logged into the log file. Maximum disk space
for this option should be large and new files would get created
frequently.

o "Trace" is the new log-level introduced for Novell Directory Connector. A
new log file is created when the max size of the log file is reached. New
files are not created based on the age of the log files.

Unlike UTC-based connectors, Novell Directory Connector does not have separate
modules and hence needs a single value for the log-level. The log-level selected is
applicable to all the components of the connector.

3. Click "Save". A connector restart is not required for the modifications specified
in the log screen to take effect (if the connector is already running).
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Using the "Attributes" tab

The external attributes (Novell Directory attributes) that can be flown to/from the
connector view are specified in the "Attributes" tab. Novell Directory Connector
comes with a predefined set of external attributes that can be used to flow data.
However, new external attributes can be added as described in "To add External
Attributes for Novell Directory Connectors".

Using the "Object Classes" tab

Object Classes screen is the new screen added for the connectors developed using
the new connector framework. The external object classes (Novell Directory
objectclasses) that can be flown to/from the connector view are specified in the
"Object Classes" tab. Novell Directory Connector comes with a predefined set of
external objectclasses that are synched. However, new external object classes can be
added as described in the following "To add Object Classes for Novell Directory
Connectors".
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Tuning Novell Directory Server for Search
Performance

Before the connector instance is started, please ensure that appropriate indexes are
created in the Novell Directory Server. You need to create two User-indexes on the
attribute "objectclass" in Novell Directory Server, to achieve better search
performance:

1. Anindex by name "objectclass-value-index" with a "Value" rule.
2. Anindex by name "objectclass-presence-index" with a "Presence" rule.

It is recommended that you restart the Novell Directory Server after you make
these configuration changes and wait for these indexes to be "Online" and effective.
Users should consult Novell Directory Server documentation about “Value” rules
and “Presence” rules for indexes.

Restarting the Connector Instance

Except for the logging related settings, you will have to restart the connector
instance (if it is already running) for any of the other configuration changes
(described above) to take effect. Both instance-specific and shared configurations
will not become effective for a given connector instance until it is restarted.

It is possible to pass arguments to the JVM used by the Novell Directory connector
by editing the file NETSITE_ROOT/<connector-dir>/config/jvm.conf. Note that
each line of this file should be a valid option of the JVM as defined in the JVM
documentation. Lines beginning with # are ignored, as empty lines. For example, to
set the maximum stack size used by the JVM to 20MB, add the following line to
jvm.conf:

-DXss20m

To restart a connector instance -

1. Stop the connector by right-clicking on the connector instance and selecting
"Stop Server”.

2. Click "Yes" to the prompt. A message appears stating that the stop command
has been issued to the component.

3. Start the connector by right-clicking on the connector instance and selecting
"Start Server". A message appears stating that the start command has been
issued to the component.

Look for the message:

Sun ONE Meta-Directory Configuration and Administration Guide  January 2003



Configuring a Novell Directory Connector Instance

"kkkxx*x* Service -------- START SunONE.Connector service, version

5.1.

*hkkkkxkk

to find out if the connector instance has completed all the initializations and got
started successfully. Similarly, look for the message:

"kkkkkk*x Service SunONE.Connector shutdown complete. *x***xx*xn

to find out if the connector instance has completed its stop/shutdown process.

Enabling and Refreshing the Connector View

After the Connector View is enabled and the join engine is started, data can flow
to/from the Meta View. The following sections provide details on these tasks.

1. Starting the Join Engine. Before the join engine is started, ensure that you have
already enabled the changelog in the Directory Server configuration. To start
the join engine;

a.

Select the "join-engine" node from the navigation tree and right-click. A
context menu appears.

Select "Start Server". A message stating that the server has been started
appears.

2. Enabling the Connector View

a.
b.

C.

From the Sun ONE Meta-Directory console, click on the "Status" tab.
Click on the Join Engine object. The "Operations" tab appears.
Select the participating view you want to enable.

Select "Enable" from the "Operation” list and click "Start". This option
disables the "Traverse" drop-down menu.
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The participating view can be enabled if the configuration for setting up the view is
valid. Any error in the configuration automatically changes the view to a disable
status.

3.

Refreshing the Connector View wrt Meta View. You can optionally refresh the
view if you want to observe updates immediately and bypass the regularly
scheduled refresh synchronization.

a.

b.

From the Sun ONE Meta-Directory console, click on the "Status" tab.

Select the participating view you want to refresh. Note that it should
already be enabled.

Select "Refresh" from the "Operation" list, then select either "Meta View" or
"Connector View" from the "Traverse" list.

Click "Start".

Sun ONE Meta-Directory Configuration and Administration Guide  January 2003



T bapu.india.sun.com - Sun ONE Meta-Directory o [=] 3]
Console Edt iew Object Help

Sun ONE Meta-Directory Wersion 5.1

Configuration

Configuring a Novell Directory Connector Instance

Status

& The tieta Directory operations | Loy | swatistics
- G join-naine
Stetus: up
[ nde-cvt
~Cperation:
wiew Operation
iew Status [Refresh =1

Traverse

[cannestar view

Start

Last Change Notification

To Meta View: 31154 Reset
Tao Connector Yiew: | 31154 Reset

Refreshing the Connector View wrt Novell Directory. You can optionally
refresh the Connector View wrt Novell Directory, if you want to observe
updates immediately and bypass the regularly scheduled refresh
synchronization.

a. From the Sun ONE Meta-Directory console, click on the "Status" tab.

b. Select the connector view to be refreshed.

c. Select "Refresh" from the "Operation” list, then select Connector View from

the "Updates to the" list.
d. Click "Start".

e. This would refresh all the entries owned by Novell Directory (i.e. those

entries that originally originated from Novell Directory) in the connector

view. The following dialog pops up when the refresh is started.
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In the same manner, data in the Novell Directory that originated from the meta
directory (Connector View or Meta View) can be refreshed by selecting appropriate
options.

f.  Select "Refresh” from the "Operation” list, then select "External Directory"
from the "Updates to the" list.

g. Click "start".

h. This would refresh all the connector view owned entries in the external
directory. The following dialog pops up when the refresh is started.
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Monitoring the Connector

The Novell Directory Connector maintains only a single log file at the following

Cance|

location that enables one to monitor the connector status:

<NETSITE_ROOT>/ndc-ViewName/logs/meta-yyyymmdd-nn.log

For example, a Novell Directory Connector’s log-file might appear as

meta-20021225-04.1log
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Data Flow for User and Group entries

Entries in the Novell Directory Connector view must adhere to certain conditions
to flow from the connector view into the Novell Directory. Note the following
restrictions and advisory information:

= To prevent duplicate user IDs from occurring in the same connector view, the
meta view and connector views must be separate entities. A connector view
should not be nested as a subtree of another connector view.

< Entries that preexist in an Novell Directory view will not flow to the meta view
after the connector starts. To flow these entries, the Novell connector view
must be an enabled participating connector view in the join engine. Refreshing
the meta view operation from the join engine will trigger the preexisting
entries from the Novell connector view to flow to the meta view.

When setting up the join engine, you need to ensure that user and group entries
meet the required criteria for Novell Directory Connector views. Discussion on the
requirements for both user and group entries follows:

A Novell Directory user-object-name and group-object-name allows presence of
any of these regular characters: upper and lower case alpha characters (A-Z) and
numbers (0-9). They cannot have the following special characters:

*+ N\, <>/ 7?7 =\=\"\
However, the following special characters are allowed:
$ % MN& @ #-~1()_1

In addition if the name contains spaces, then it the whole name must be enclosed in
quotes [* “].

The attribute "owner" in the objectclass "groupOfNames" and attributes "manager"
and “secretary” in the objectclass "inetOrgPerson™ have a constraint of requiring a
user-entry to exist already, with a DN whose value is same as the value for these
attributes.

Synchronizing Users using Novell Directory
Specific Schema
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Unlike the UTC-based connectors, the Novell Directory Connector does not
provide a direct facility to use Novell Directory specific schema for the "Attribute
Flow Configuration" and "Object Class Mapping Configuration®.

As discussed in the previous sections on "Attribute Flow" and "Object Class Flow",
you can create custom rules for the "Attribute Flow Configuration" and "Object
Class Mapping Configuration". Hence, you can create rules for Novell Directory
specific schema using schema elements that are created in the Connector View’s
directory server via schema extension (during the creation of connector instance).

All you have to do is to create/define new "External Attributes" and "External
Object Classes". Then, choose and map these "External Attributes" and "External
Object Classes" with the corresponding new (extended) schema elements in the
iPlanet Directory Server. Names of the new attributeTypes added to the iPlanet
Directory Server schema are of the format - "mdsNdsAttr-<attributeName>" and
that of the new objectClasses added to the iPlanet Directory Server schema are of
the format - "mdsNdsOc-<objectClassName>".

Look for "mdsNdsOc-inetOrgPerson" and "mdsNdsOc-groupOfNames" in the
extended schema for the new object classes added.

Connector Configuration Data

Most of the configuration specific to a Novell Directory Connector instance is
stored under the attribute "mdsgeneralconfiguration” of the following two
configuration nodes in the configuration directory server instance -

1. "cn=ndc-CVN,cn=connectors,cn=system,ou=5,ou=meta-directory,ou=global
preferences,ou=<domain-name>,o0=netscaperoot" and

2. "cn=1,cn=tasks,cn=ndc-CVN,cn=connectors,cn=system,ou=5,ou=meta-directory,
ou=global preferences,ou=<domain-name>,o=netscaperoot”
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Rest of this section explains some configuration items that is spread across these
two nodes. Some of these configuration items marked as "<MANUALLY
CONFIGURABLE>" could be modified manually to suit the deployment needs.
Rest of the configuration items have been described for the sake of clarity. Once
may however choose to manually change these as well.

Configuration items under -
"cn=ndc-CVN,cn=connectors,cn=system,ou=5,ou=meta-directory,ou=global
preferences,ou=<domain-name>,o=netscaperoot";

o MaxManagerThreads <MANUALLY CONFIGURABLE> - Specifies the
maximum number of threads in the thread-pool maintained to service the
management/administration requests. You can increase this number if
you foresee a large number of simultaneous management/administration
requests. The default is set to "2".

o Log related items like - LogRollOverDays and LogBufferTime are not used.
All the other log related items can be configured via the "Log" tab for the
specific connector instance.

Configuration items under -
"cn=1,cn=tasks,cn=ndc-CVN,cn=connectors,cn=system,ou=5,ou=meta-directory,o
u=global preferences,ou=<domain-name=>,o=netscaperoot" (also referred to as -
"connector instance configuration” in this documentation):

o LastShutdownType <MANUALLY CONFIGURABLE> - Specifies the
nature of last shutdown performed on the connector instance. The default
is set to "0". A value of "0" indicates "NORMAL" and "1" indicates
"ABNORMAL" shutdown. The connector instance tries to recover from an
abnormal shutdown whenever it starts up next time.

o DeltaRetryMaxCount <MANUALLY CONFIGURABLE> - Specifies the
maximum number of times for which an entry’s processing should be
attempted. If the number of failures while processing an entry reaches this
limit, it is not processed further and an appropriate error-message is
logged. The default is set to "3".

o MaxConnectionRetrials <MANUALLY CONFIGURABLE> - Specifies the
maximum number of attempts to be made on connection failures. The
same value is used for connections to both the Novell Server and the
iPlanet Directory Server. The default is set to "3".

Sun ONE Meta-Directory Configuration and Administration Guide  January 2003



Connector Configuration Data

TaskMode <MANUALLY CONFIGURABLE> - Specifies the directions in
which the connector should synchronize data. The default is set to "0". A
value of "0" indicates synchronization in both directions, a value of "1"
indicates synchronization only ToCV and a value of "2" indicates
synchronization only FromCV.

AttributeFlowConfiguration <MANUALLY CONFIGURABLE> - Specifies
the name of the "Attribute Flow Rule" to be used for synchronization. The
default is set to "Minimal Attribute Set for Default Schema”. These rules are
stored under the configuration node - "cn=attribute flow,cn=novell
directory,cn=connectors,cn=shared
configuration,cn=system,ou=5,ou=meta-directory,ou=global
preferences,ou=<domain-name>,0=netscaperoot".

ObjectClassFlowConfiguration <MANUALLY CONFIGURABLE> -
Specifies the name of the "Object Class Flow Rule" to be used for
synchronization. The default is set to "Object Class Set for Default Schema".
These rules are stored under the configuration node - "cn=objectclass
flow,cn=novell directory,cn=connectors,cn=shared
configuration,cn=system,ou=5,ou=meta-directory,ou=global
preferences,ou=<domain-name>,o=netscaperoot”.

AttributeFlowGranularity - This configuration item is not used by the
Novell Directory Connector and should not be changed. This identifies the
granularity for the other UTC-based connectors.

ExternalHost <MANUALLY CONFIGURABLE> - Specifies the fully
qualified host-name of the host on which Novell Directory Server is
running. You can make changes to this item if you want to change it after
the connector instance has been created.

ExternalPort <MANUALLY CONFIGURABLE> - Specifies the port
number on which Novell Directory Server is running. You can make
changes to this item if you want to change it after the connector instance
has been created. The default is set to "389" if you don’t specify one during
the instance creation of the connector.

ExternaDNToSynch <MANUALLY CONFIGURABLE> - Specifies the DN
of the root-suffix in the Novell Directory Connector that needs to be
synchronized. You can make changes to this item if you want to change it
after the connector instance has been created.
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AttributesToMapLikeDnExtToDir <MANUALLY CONFIGURABLE> -
Specifies the list of attributes whose values need to go through a
DN-mapping-mechanism during the "Novell Directory-to-iPlanet
Directory" synchronization. A typical example is the "uniqguemember"
attribute present in the "groupofuniquenames" object class whose value is
the DN of the group’s member. The default is set to
"uniqguemember=inetorgperson". The format specifies the name of the
attribute to be DN-mapped followed by the name of the object class (in
Novell Directory Server’s schema) to which the "value-of-this-attribute”
belongs (separated by an "=" sign). Members of this list are "," (comma)
separated.

ExternalToDirlsInitialSynchTotal <MANUALLY CONFIGURABLE> -
Specifies the nature of the first synchronization cycle. It is set to "true” for
the first synchronization cycle if a value of "InitiaDump" is selected during
creation of connector’s instance. This configuration allows the connector to
bypass all the change-detection-processing to achieve better performance
for initial loading of data from the Novell Directory to the Connector View.
If it is set to "true" manually after a connector instance is created and used,
you need to manually cleanup the records present in the tables
(ImageTable and ChangelogTable) presented in the intermediate
changelog database. You should also manually remove all the entries in
Connector View that originated from the Novell Directory Server and
flowed via this connector instance.

DirectoryHost <MANUALLY CONFIGURABLE> - Specifies the fully
qualified host-name of the host on which iPlanet Directory Server (hosting
the Connector View) is running. You can make changes to this item if you
want to change it after the connector instance has been created.

DirectoryPort <MANUALLY CONFIGURABLE> - Specifies the port
number on which iPlanet Directory Server is running. You can make
changes to this item if you want to change it after the connector instance
has been created. The default is set to "389" if you don’t specify one during
the instance creation of the connector.

DirectoryDNToSynch <MANUALLY CONFIGURABLE> - Specifies the
DN of the root-suffix in the iPlanet Directory Connector that needs to be
synchronized. You can make changes to this item if you want to change it
after the connector instance has been created. This typically represents the
connector view ID.
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AttributesToMapLikeDnDirToExt <MANUALLY CONFIGURABLE> -
Specifies the list of attributes whose values need to go through a
DN-mapping-mechanism during the "iPlanet Directory-to-Novell
Directory" synchronization. A typical example is the "uniguemember"
attribute present in the "groupofuniquenames" object class whose value is
the DN of the group’s member. The default is set to
"uniguemember=inetorgperson". The format specifies the name of the
attribute to be DN-mapped followed by the name of the object class (in
iPlanet Directory Server’s schema) to which the "value-of-this-attribute”
belongs (separated by an "=" sign). Members of this list are "," (comma)
separated.

LastSynchPoint <MANUALLY CONFIGURABLE> - Specifies the
"changeNumber" of the changelog-entry (created by the retro-changelog
plugin) from which the "iPlanet Directory-to-Novell Directory"
synchronization is started when the connector comes up.

LocaleLanguagePart <MANUALLY CONFIGURABLE> - Specifies the
language portion of the locale used for the logging resource bundles. The
default is set to "en" (representing "English").

LocaleRegionPart <MANUALLY CONFIGURABLE> - Specifies the region
portion of the locale used for the logging resource bundles. The default is
set to "US" (representing "United States").

LoggingResourceBundleClassName <MANUALLY CONFIGURABLE> -
Specifies the fully qualified class name of the list resource bundle to be
used for the log-messages dumped by the connector during access to the
Novell Directory Server. The default is set to -
"com.sun.metadir.connectors.nds.logging.resourcebundles.NDSLoggingM
essagesBundle".

IntermediateDBDriverClassName <MANUALLY CONFIGURABLE> -
Specifies the fully qualified class name of the JDBC driver to be used to
connect to the intermediate changelog database. The default is set to
"com.mysql.jdbc.Driver" (corresponding to the "MySQL Connector/J
2.0.14 driver).

IntermediateDBAURL <MANUALLY CONFIGURABLE> - Specifies the
JDBC URL to be used to connect as the database administrator of the
intermediate changelog database. Format of this JDBC URL is -
jdbc:<subprotocol>://<fullyQualifiedHostName>/<DatabaseName>/use
r=<UserName>&password=<userPassword>. This URL is used by the
connector to create/remove the intermediate changelog database and
users for the connector’s functioning.
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o IntermediateDBJDBCURL <MANUALLY CONFIGURABLE> - Specifies
the JDBC URL to be used to connect as the intermediate changelog user.
Format of this JDBC URL is -
jdbc:<subprotocol>://<fullyQualifiedHostName>:<portIfNotDefault>/<
DatabaseName>/user=<UserName>&password=<userPassword>. This
URL is used by the connector to access the intermediate changelog
database for the connector’s functioning.

Configuration Example

The following example is intended as a quick reference which can be used as a
checklist. For complete configuration information, refer back to the earlier portions
of this chapter.

1. Install the Connector

a. Ensure that iPlanet Directory Server 5.1, and the Sun ONE Meta-Directory
5.1 software are already installed. If the Novell Directory Connector is
being installed on windows, ensure Novell client is installed. Also ensure
that the user.id file for the admin and cert.id file for the certifier are copied.

b. Create a Novell Directory Connector instance. During instance creation,
provide input for all data fields. For details on the input fields, please see
the table at the beginning of this chapter on Dialog Box Parameters".

2. Add the Connector View as a Participating View
a. Right-click the Participating Views object. A context menu appears.
b. Select "Add Participating View". The "Select View" dialog box appears.

c. Select "ndc-CVN" and click OK. The view is added to the Sun ONE
Meta-Directory tree.

3. Provide authorization. See "Setting Access Permissions".
4. Configure Connector Rules

a. By default "Minimal Attribute Set for Default Schema" is selected as the
attribute flow configuration.

b. By default "Object Class Set for Default Schema" is selected as the object
class flow configuration.

c. Customized attribute flow and object class flow rules can be set as
described earlier in this chapter.
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Configure a Connector Instance

a.

b.

Select the "ndc-CVN" connector instance. The "General" tab appears.

If default configuration rules are used, no configuration is required for the
connector. If customized "Attribute Flow Configuration" and "Object Class
Flow Configuration" are required, select the right configuration from the
"Attribute Flow configuration" drop-down list and "Object Class Flow
Configuration" drop-down list.

For Operation, select "Both send and receive updates".

Click "Save" if any default configuration was modified. Leave the current
values for fields in the Schedule, Log, Attributes and ObjectClasses tabs.

Restart the Connector Instance

a.

Stop the connector by right-clicking on "ndc-CVN" and selecting "Stop
Server".

Click "Yes" to the prompt. A message appears stating that the stop
command has been issued to the component.

Start the connector by right-clicking on "ndc-CVN" and selecting "Start
Server". A message appears stating that the start command has been issued
to the component.

Start the Join Engine

a.

Select the join-engine object from the navigation tree and right-click and
select "Start Server". A message appears stating that start command has
been issued to the component.

Enable and Refresh the Meta View

Select "Status > join-engine > Operations".

For "View", select the Novell Directory Connector view. For Operation,
select "Enable”, and then click "Start".

For "Traverse" direction, keep the default value as "Connector View" and
repeat the step above, except select "Refresh" instead of "Enable".

Wait for a few seconds. From the "Configuration” tab Refresh the "Content"
of Meta View. Verify that the data is properly propagated to the Meta
View.
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Limitations

Following are the limitations of the Novell Directory Connector:
Synchronization of password attributes is not supported.

Currently one can use only MySQL version 3.23.51 as the relational database
that can store the intermediate changelog for the Novell Directory Connector.

The MySQL database administrator user (supplied during the instance
creation of Novell Directory Connector) needs to be associated with an
appropriate hostname of '%', 'localhost’,
'non-qualified-host-name-of-JDBC-driver' or 'database-server-host-name'.

Binary attributes flowed to Novell Directory Server via the Novell Directory
Connector have a size limitation of 64KB.

If the source synchronization DN contains a hierarchy within it, then the same
hierarchy needs to be created under the destination synchronization DN.
Otherwise, the synchronization would fail for all the entries that get stored
under subtrees of the source synchronization DN.

The attribute flow rule must not contain a mapping for "objectclass" attribute. It
is included by default for any attribute flow rule (preset or custom) selected.

Support for InitialDump is provided ONLY for the first external to directory
synchronization cycle. One should not try to change the configuration in the
configuration directory server instance and expect the same behavior for
subsequent synchronization cycles. However, if there is a requirement to
perform an InitialDump again, one should set
"ExternalToDirlslInitialSynchTotal=true" in the connector instance
configuration (from the backend) and manually clean up the tables in the
intermediate changelog database in MySQL (delete all records from both the
tables - ImageTable and ChangelogTable) and the entries from the connector
view. The terms, InitialDump and Incremental are defined as follows:

o InitialDump - Identifies the first synchronization cycle (for
synchronization from Novell Directory Server to iPlanet Directory Server)
as an Initial Dump. The connector bypasses all the change-detection
processing and identifies all the entries as NEW for the CV and processes
them asynchronously to allow better performance.

o Incremental - Identifies the first (and subsequent) synchronization cycle(s)
(for synchronization from Novell Directory Server to iPlanet Directory
Server) to be Incremental. The connector performs all the regular
change-detection processing in this case.
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However, if there is a requirement to perform an InitialDump again, one
should set "ExternalToDirlslnitialSynchTotal=true" in the connector instance
configuration (from the backend) and manually clean up the tables in the
intermediate changelog database in MySQL (delete all records from both the
tables - ImageTable and ChangelogTable) and the entries from the connector
view

Depending on the direction of synchronization, the naming attribute of the
destination object class is always required to be mapped to the naming
attribute of the source object class. Even if such a mapping is supplied by the
user, it is overridden and changed by the connector to the mapping
recommended above.

It is important to note that the naming attribute of the source object class is
always automatically mapped only to the naming attribute of the destination
object class, internally by the connector. Otherwise, the naming attributes at
either ends would end up having multiple values. This might not be desired
sometimes, especially when the Connector View is configured wrt the
Join-Engine/Meta-View. For example - if "inetOrgPerson" object class (with
naming attribute of "cn™) at Novell Directory Server is synchronized with
"inetOrgPerson" object class (with naming attribute of "uid") at iPlanet
Directory Server, then the only recommended attribute mapping (involving
these two naming attributes at both ends) for both the directions of
synchronization is "(External)cn<->(Directory)uid" and this mapping is
automatically put by the connector (internally).

Addback operations would not be supported if the synchronization is
configured for only one direction.

For optimum performance for searches on Novell Directory Server, one needs
to tune it before creating Novell Directory Connector instances and
synchronizing data using them.

Novell Directory Server has some containment restrictions that define a rigid
containment policy. Unlike iPlanet Directory Server, entries of not all object
classes in Novell Directory Server can contain entries of every other object
classes. Hence, one should design the entries created in the Meta View (or
Connector View) accordingly. Otherwise, the directory to external
synchronization would fail for all those entries that violate the containment
constraints imposed by the Novell Directory Server.
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Configuring the Lotus Notes
Connector

This chapter discusses configuration details specific to the Lotus Notes Connector,
which provides bi-directional synchronization of address book (names.nsf) data for
Lotus Notes server 5.0.10 into its connector view. Configuration with respect to the
Join-Engine is required to further synchronize this data with that in the meta view.

Though the typical usage of this connector would be to synchronize the user and
group data, this connector can actually be used to synchronize any other kind of

data (data confirming to any other object class) that is recognized by data sources
at both ends (viz. Lotus Notes directory and iPlanet Directory Server).

It is important to note that the Lotus Notes Connector supports bi-directional
synchronization of UTF-8 encoded data. The connector also supports multi-valued
and binary attributes. In addition, the connector supports all the regular and
special operations. Regular operations include - add, modify, delete and modrdn.
Special operations include - addbacks and refresh.

Unlike the other indirect connectors, default mapping rules are provided only for
the default schema (based on the object classes present) in the iPlanet Directory
Server. One would have to create additional rules in order to flow all the other user
and group attributes present in the Lotus Notes directory.

347



Installing the Connector

The topics in this chapter are:

Installing the Connector

Configuring a Participating Connector View
Creating Users

Configuring Connector Rules

Attribute Flow

Obiject Class Flow

Configuring a Lotus Notes Connector Instance
Monitoring the Connector

Data Flow for User and Group entries.
Synchronizing Users using Lotus Notes Specific Schema
Connector Configuration Data

Configuration Example

Limitations

Installing the Connector
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The Lotus Notes Connector has been implemented as an indirect connector.
However, unlike the existing Indirect connectors such as - Universal Text Parser,
Active Directory, Microsoft Exchange and the NT Domain connectors, this
connector is not UTC-based. It is based on a new connector framework introduced
in V5.1 (using which the Novell Directory Connector also has been implemented).
This new connector framework uses an intermediate mySQL database to perform
change detection and loop detection for data in Lotus Notes directory.

Hence, the following pre-requisites must be satisfied before you install the

connector:

Install iPlanet Directory Server V5.1, as described in the Installation and
Deployment Guides. Restart the server after enabling the retro change logs

plugin.

Depending on whether you are installing Lotus Notes Connector on Windows

or Solaris:
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o Windows. Install and configure Lotus Notes server and the client. If the
connector is being installed on windows, notes client software should be
installed on the system where the connector would be run. The global
PATH environment variable should be set to the Lotus Notes client
installation location. For example, if Lotus Notes client is installed in
c:\lotus\notes directory, add c:\lotus\notes to the PATH env variable.
The user.id file for the admin user of the Lotus Notes directory and the
cert.id file of the certifier should be copied to the system, where the
connector would be installed. Ensure LDAP service is enabled on the Lotus
Notes Server. Also check the configuration of the Lotus Notes Server and
ensure Idap write access is allowed.

o Solaris. To install the connector on Solaris, a Lotus Notes (domino) server
should be installed on the system where the connector would be installed.
This is required for the user id and mail files to get created for the new
users registered from the lotus notes connector. Identify the Lotus Notes
(domino) server from which data would be synched to the Meta Directory.
Copy the user.id file of the admin user and cert.id file of the certifier from
that domino server to the system where the connector would be installed.
Ensure LDAP service is enabled on the domino server used for synching.
Also check the configuration of the Lotus Notes (domino) Server and
ensure ldap write access is allowed.

Install the mySQL Connector/J V 2.0.14 JDBC driver for accessing the mySQL
database. This is typically distributed as a JAR. This can be downloaded from -

http://www.mysgl.com/downloads/api-jdbc-stable.html .

Install mySQL-Max V3.23.51. This can be downloaded from -
http://www.mysql.com or from one of it's mirror sites. A mirror that currently
hosts and can be used for downloading the binary is

http://mysgl.mirror.stop.hu/downloads/mysql-3.23.html .

Also create a database administrator (dba) user that has all the privileges to
create new databases and users in mySQL, for the intermediate changelog
maintained by the connector (for its functioning).

Note - This database administrator user should be associated with an
appropriate hostname of ‘%', 'localhost’,
'non-qualified-host-name-of-JDBC-driver' or
'fully-qualified-host-name-of-mysql-host’, as required by the JDBC driver.

A dba (database administrator) user can be created using the following
command:
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"GRANT ALL PRIVILEGES ON *.* TO ’<dba userName>’®@’<hostName>’
identified by ’‘<dba password>’ WITH GRANT OPTION"

Ideally, to take care of all deployment scenarios related to MySQL Connector/]
JDBC driver and MySQL database server - one must create (depending on the
deployment circumstance) one or more of the following four database
administrator users:

a. '<dba_userName>@%'

b. ‘'<dba _userName>@localhost'

c. '<dba userName>@<non-qualified-host-name-of-JDBC-driver>’

d. '<dba_userName>@<fully-qualified-host-name-of-mysql-host>

Please verify that you are able to connect to the mySQL database server using
this dba user from the host on which you are running the Meta-Directory
Console. The connector instance creation dialog requests for the username and
password of this user.

Once these pre-requisites are satisfied, you can proceed and install Sun ONE
Meta-Directory V5.1, as described in the Deployment and Installation Guides.
Make sure to select Lotus Notes Connector in the components screen when you
install Meta-Directory.

To add a Lotus Notes Connector Instance

You can create an instance of the Lotus Notes Connector by following the steps
explained below. All the required configuration parameters for connector instance
creation can be set via the connector instance creation dialog only. Unlike the other
indirect connectors, this connector does not need any configuration via an external
configuration file.

Please note that mySQL server should be running when a Lotus Notes Connector
Instance is created.

To set the configuration parameters during connector instance creation

1.

From the Sun ONE Console window, right-click on Server Group. A context
menu appears.
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2. Select Create Instance Of, then select Meta-Directory Lotus Notes Connector.

The New Instance Creation dialog box appears.

| & New Instance Creation

Wiew Name (%) [Cv1
| View D (%) [cvi
l View Base DN () [o=Civ1

Data Server URL (%) |-DAP ik ncia.sun com|5000 =

Data Server Bind DN () [en=cirectory manager

Data Server Bind Password (1) [r=+=+*
NOTES LRL (%) [1cap: ik Incils sun com: 388
NOTES Binl User D(Y) [cn=acimin,o=sun

NOTES Bind Password () [r===sv=r=
NOTES Top Level Synch DN () [o=sun
Abzolute Path For JDBC Jar File Name () [&:myssmysgl-connector-2.0.14-bin jar

1ySGL Hosthlame () [nikki indlia.sun com
tySOL DBA Uiser Natme (*) [ dbat

mySGL DEA User Passward (7 [r=+=
mySOL Database Name (*) [In_chads
tySOL Databass User Name (%) [In_checb

mySGL Detabase User Password () [r==r=rs=
Absolute Path of Motes Cert D (%) |e.\lulus\dummumalalcerl.\d
Motes Cert ID Password (1) [reresress

Daning Server Mame () [nikkisun
Absolute Path of Notes Admin ID File (%) [eiotusinotestaatatuser id
Hates Admin User Mame () [admin

Motes Install Locetion (%) [e:lotustnotes

ox || cancel Help

3. Provide input for the data fields. The dialog box for the Lotus Notes Connector
contains additional fields. A description of these fields is now listed below.

Dialog Box Parameter

Definition

View Name

View ID

Enter a name of any length that
more fully describes the View
ID. The default is the View ID

Enter up to five characters to
represent the view ID. The default
is CVx, where X is the next
successive integer following the
last instance created.
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Dialog Box Parameter

Definition

View Base DN

Data Server URL

Data Server Bind DN

Data Server Bind Password

NOTES URL

NOTES Bind User DN

NOTES Bind Password

Enter the subtree DN where this
connector view is located. The
default is 0=CVx, where x is the
next successive integer following
the last instance created.

From the drop-down list, select the
data server from which the new
instance should be created. You
can also type in a data server
(LDAP) URL of the form -
Idap://FullyQualifiedhostName:P
ort.

Enter a DN to be bound to the data
server URL for access rights to the
subtree.

Enter the password associated with
the data server bind DN.

Enter the LDAP URL for the Lotus
Notes directory. This is of the form

Idap://FullyQualifiedhostName:P
ort.

Enter a DN to be bound to the
NOTES URL for access rights to the
subtree. This is of the form -
cn=admin, o=0rg.

Enter the password associated with
the NOTES Bind User DN.
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Dialog Box Parameter Definition

NOTES Top Level Synch DN Specifies the top level DN where
Lotus Notes Connector
synchronization occurs. You
should enter input in this field
accurately. If the top level in Lotus
notes Directory (from where
users/groups are being
synchronized) is under a
‘organizational-unit’ node, the
entry should be:
ou=organizational-unit,o=domain

All the users under the DN
mentioned above will be
synchronized.

All the groups present in the Lotus
Notes directory will be synched.

Absolute Path For JDBC Jar File Name Enter the absolute path, with the
filename of the MySQL JDBC
driver jar file

mySQL HostName Specifies the fully qualified host
name on which the mySQL server
is running.

mySQL DBA User Name Specifies the user name of the

database administrator using
which new (changelog) database
and users (required for the
connector’s operation) can be
created in the mySQL server. One
new (changelog) database and a set
of four (changelog) users are
created during the creation of each
new Lotus Notes Connector
Instance.

mySQL DBA User Password Specifies the password of the
database administrator using
which new (changelog) database
and (changelog) users (required for
the connector’s operation) can be
created in the mySQL server.
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Dialog Box Parameter

Definition

mySQL Database Name

mySQL Database User Name

mySQL Database User Password

Absolute Path for notes Cert ID

Notes Cert ID Password

Domino Server Name

Absolute Path for notes Admin ID File

Notes Admin User Name

Notes Install Location

Specifies the name of the new
(changelog) database that can be
created in the mySQL server. Do
not reuse a value already given for
another connector instance. The
Lotus Notes Connector creates a
new database with this name, in
mySQL server for every instance of
the connector.

Specifies the base-name of the new
(changelog) database users that can
be created in the mySQL server. Do
not reuse a value already given for
another connector instance. The
Lotus Notes Connector creates a
new changelog user with this
name, in mySQL server for every
instance of the connector.

Specifies the password of the new
(changelog) database users that can
be created in the mySQL server.

Specifies the location where the
cert.id file from the domino(Lotus
Notes) server is copied to.

Specifies the cert.id password.

Specifies the domino(Lotus Notes)
server name.

Specifies the location where the
user.id file for the admin user is
copied to.

Specifies the admin user name

If the connector is installed on
Windows, enter the absolute path
of the lotus notes client installation
directory. If the connector is
installed on Solaris, enter the
absolute path of the lotus notes
data directory.
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To provide authorization

Provide authorization of created users for data server access. See “Setting Access
Permissions,” on page 454 for the procedure.

Configuring a Participating Connector View

If you have installed the join engine, you can configure a participating view for the
Lotus Notes connector. To configure the Participating View refer to the procedures
in Chapter 6, “Views in Meta-Directory.”
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To add the instance as a participating view

1. Right-click the Participating Views object under Meta View. A context menu
appears.

2. Select Add Participating View. The Select View dialog box appears.

3. Select the connector view you want to add or participate in a
join/synchronization with the meta view.

Click OK. The view is added to the Sun ONE Meta-Directory configuration tree.

Creating Users

The following procedures apply only to the Meta View. If you have installed the
join engine and want to create new entries, it is recommended that you create them
under the Meta View instead of Connector View. The Connector View is intended
only to reflect the contents of the external data source or meta view.

To create a Lotus Notes User in the Meta View

1. Click on the Contents of the Meta View. From the menu bar, select Object >
New > User. The Create New User dialog box appears.

2. Provide input in the required fields. Lotus Notes has a restriction that
firstname, lasthame and middlename can have only ASCII data. A default user
ID is generated when you enter the first and last names. When adding users,
user names can consist of uppercase and lowercase alpha characters (A - Z),
numbers (0 - 9), and the ampersand (&), dash (-), dot (.), space (), and
underscore (). The only characters supported by Notes for registered user
names are; letters (including those with accents and other diacritical marks
from the I1SO Latinl character set), numbers, ampersand, apostrophe, hyphen,
period, space, and underscore.

3. Click OK. The user name appears in the right pane of the Meta-Directory
console.
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You can also create Notes users in the meta view by using an LDIF file format
within any LDAP client.

To modify a Lotus Notes user in the meta view

1. Click on the contents of the Lotus Notes meta view.

2. Double-click on the Lotus Notes user you want to modify. The Edit Entry
dialog box appears.

3. Click Advanced Alter the fields as needed, then click OK.

Similar procedure needs to be followed for creating and/or modifying Lotus Notes
group entries in the Meta View.

358 Sun ONE Meta-Directory Configuration and Administration Guide ¢ January 2003



Configuring Connector Rules

Configuring Connector Rules

You can configure two types of rules for the Lotus Notes Connector:

1. Attribute Flow rule.

2. Object Class Flow rule.

However, the tabs for "Default Values" and "Filters" are not provided for the Lotus
Notes Connector. Hence you cannot use these features with the Lotus Notes
Connector instances. The recommended workaround is to introduce these
configuration items while flowing data from Connector View to the Meta View (i.e.
at the join engine level) via the configuration for "Filters" and "Attribute
Construction".

Attribute Flow

The Lotus Notes Connector uses attribute flow rules to specify the mapping
between external data source attributes and the corresponding connector view
attributes. Lotus Notes Connector provides the following preset configurations for
Attribute Flow:

= Minimal Attribute Set for Default Schema, which is the minimum set of
attributes necessary to flow data. This set actually contains a list of all
attributes that are required in the schema for both Lotus Notes Directory and
iPlanet Directory Server.

= Complete Attribute Set for Default Schema, that represents mappings for all
those attributes for which there is a direct match between Lotus Notes
Directory and iPlanet Directory Server.

By default "Minimal Attribute Set for Default Schema" is selected as the "Attribute
Flow Configuration".

The following user interface elements have been disabled in the "Attribute Flow"
tab and the "Insert Attribute Mappings" window for the Lotus Notes Connector:
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e The "Insert Defaults" button.

= The "Mapping Type" list.

In addition to the preset attribute flow configuration, you can also create
new/custom attribute flow rules manually.

In the definition and application of these rules there are two concepts that,
although not specifically referred to in the GUI, are important to remember.
Granularity refers to the complexity of the application of the rules, i.e. whether the
entry flows as a whole piece or whether the entry is divided into its base attributes
which then flow separately. Ownership refers to where the entry originates (in the
external data source or in the connector view), i.e. whichever source the entry
originates from is considered the owner of the entry.

Granularity and Ownership

Typically, if you don't configure your own indirect connector rules, the indirect
connector uses default attribute flow rules and the process is considered to have
entry-level granularity. Entry-level granularity is characterized by all of the
following:

= Entries can be added in, and therefore flow from, either the data source or the
Meta View and the entry's ownership is based on this.

< Only the owner of an entry can modify, rename or delete that entry. However,
if a non-owner deletes an entry, it gets added-back. On the same lines, if a
non-owner renames (applies modrdn) an entry, the old entry gets added-back
and the new entry with the new name also remains. Also, a modification by the
non-owner gets reverted/modified-back.

= Entries flow back and forth as complete entries with no specific attribute
mapping or filtering allowed.

The Lotus Notes Connector requires the user to always select one of the attribute
flow rules (the preset rules or custom rules). Hence, there is no support for
entry-level granularity.
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Hence when an attribute flow rule is developed and applied, the flow is considered
to have attribute-level granularity. Attribute-level granularity is characterized as
follows:

< Entries can be added in, and therefore flow from, either the data source or the
Meta View and the entry's ownership is based on this.

= Only the owner of an entry can rename or delete that entry. However, if a
non-owner deletes an entry, it gets added-back. On the same lines, if a
non-owner renames (applies modrdn) an entry, the old entry gets added-back
and the new entry with the new name also remains.

= Because specific attributes flow independently of complete entries,
modifications can be made from either the data source or the Meta View.

These concepts explain certain flow behaviors and should be kept in mind when
configuring and applying attribute flow rules for the Lotus Notes Connector.

The next section describes how to create new External Attributes for use in creation
of a custom/manual Attribute Flow rules.

To add External Attributes for Lotus Notes
connectors

You can create a list of attributes that you want to flow from the external data
source (Lotus Notes ) for Lotus Notes Connector. You can store the external
attributes as described in the following procedure.

1. Click the "Attributes" tab from a Lotus Notes instance node. The "Attributes”
window appears.
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2. Click New. A blank field appears below the "Attribute" label.

3. Click within the blank field, then type the name of an external attribute you
want to map to an internal attribute.

4. Repeat the steps above to add other attributes, then click "Save".

5. See "To Configure an Attribute Flow Rule" to map the external attributes with
connector view attributes.

To Configure an Attribute Flow Rule

To achieve attribute-level granularity, an attribute flow rule is written and
applied, as described in the following procedure.
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1.

2.

3.

4.

Attribute Flow

Select the "Lotus Notes" node from the Meta-Directory console navigation tree
and click "The Attribute Flow" tab.
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The "New Flow Configuration Name" dialog box appears. Reset can be clicked

at any time to delete all new configuration and return to the last saved state.

Type a name for the new attribute flow configuration and click OK.

The name appears in the Configurations list box.

The "Mapping Type" drop-down list is disabled for the Lotus Notes Connector.

Note: When creating attribute flow rules, all attributes must be mapped in both

directions: "From Connector View" and "To Connector View". Mappings are

configured this way in order to propagate changes in both directions.

Chapter

15

Configuring the Lotus Notes Connector

363



Attribute Flow

5.

Click Insert.The "Insert Attribute Mappings" dialog box appears. This displays
a list of all attributes configured as external attributes for the specific
connector.
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For example, the figure below shows the description attribute being mapped to
itself for a flow direction to the connector view.

a.

Please note that unlike the rest of the Indirect connectors, the "Mapping
Type", cannot be changed/selected even from within this dialog box for
the Lotus Notes Connector.

Specify the flow direction, either mappings of attributes from external data
source to the connector view or from the connector view to the external
data source.

Specify either "All Attributes” or "All Language Tagged Attributes” from
the "Connector View Objectclass" drop-down list. If you specify "All
Language Tagged Attributes” as the connector view objectclass, choose a
supported language subtype. Check Add Phonetic Type box to indicate if
the attribute value is a phonetic representation. For more information on
these fields, see "To Compose Language Tagged Attribute Conditions" of
"Connectors and Connector Rules."

Select an external attribute and the connector view attribute you wish to
map it to. If you select an external attribute for which there is a matching
connector view attribute, the connector view attribute is automatically
selected. However, any connector view attribute can be selected for any
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given external attribute. You can also use a keyword search by typing the

first letter of the external attribute or connector view attribute you want to
find. For instance, if you wanted to find uid, you would only have to type
u.

e. Click "Insert". The mapping for your configuration appears at the bottom
of the Attribute Flow window.

f.  Select additional pairs, clicking "Insert" after each pair is selected. Click
"Close" when finished.

6. Click "Save" in the "Attribute Flow" tab to save the attribute flow rules.

Note - It is important to note that you must always make sure that the attribute
flow rule includes attribute mappings for all those attributes that are marked as
mandatory/required at the destination end data source.

Object Class Flow

The Lotus Notes Connector uses object class flow rules to specify the mapping
between external data source object classes and the corresponding connector view
object classes.

Lotus Notes Connector provides a single preset configuration for Object Class
Flow:

« Object Class Set for Default Schema, that represents mappings for the default
user and group object classes present in both Lotus Notes Directory and
iPlanet Directory Server (external data source and connector view).

By default "Object Class Set for Default Schema" is selected as the "Object Class
Flow Configuration".

In addition to the preset object class flow configuration, you can also create
new/custom object class flow rules manually. This allows you to flow entries
belonging to any object class (not just those corresponding to user and group) in
both directions.

The next section describes how to create new External Object Classes for use in
creation of a custom/manual Object Class Flow rules.
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To add object classes for Lotus Notes
Connectors

You can create a list of object classes that you want to flow from the external data
source (Lotus Notes) for Lotus Notes Connectors.

You can store the external object classes as described in the following procedure.

1. Click the "Object Classes" tab. The "Object Classes" window appears.
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2. Click New. A blank field appears below each of the "Object Class Name" label
and "Naming Attribute" label. This is a convenient way to associate a naming
attribute type with the corresponding object class.

3. Click within the blank field under "Object Class Name" label, then type the
name of an external object class you want to map to an internal object class.
Click within the blank field under "Naming Attribute" label, then type the
name of the naming attribute corresponding to the external object class that
you have just entered.
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4. Repeat the steps above to add other object classes along with their

corresponding naming attributes and click "Save".

Object Class Flow

5. See "To Configure an Object Class Flow Rule" to map the external attributes
with connector view attributes.

To Configure an Object Class Flow Rule

To achieve data synchronization via proper DN-mapping for the entries flowed, an
object class flow rule is written and applied, as described in the following

procedure.

1. Select the "Lotus Notes " node from the Meta-Directory console navigation tree
and click "The Object Class Flow" tab.
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2. Click New. The "New Flow Configuration Name" dialog box appears. Reset
can be clicked at any time to delete all new configuration and return to the last

saved state.
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3. Type a name for the new object class flow configuration and click OK. The
name appears in the Configurations list box.

Note: When creating object class flow rules, all object classes must be mapped in
both directions: "From Connector View" and "To Connector View". Mappings are
configured this way in order to propagate changes in both directions.

4. Click Insert. The "Insert Object Class Mappings" dialog box appears. This
displays a list of all object classes configured as external object classes for the
specific connector.
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For example, the figure shows the dominoPerson object class being mapped to
inetorgperson object class for a flow direction to the connector view. Naming
attributes also have been entered.

a.

Specify the flow direction, either mappings of "object classes and the
corresponding naming attributes" from external data source to the
connector view or from the connector view to the external data source.

Select an external object class and the connector view object class you wish
to map it to. Whereas the "External Naming Attribute" gets
selected/populated automatically (if you have defined the external object
classes and the corresponding naming attributes already), you will have to
manually enter the value for the "Directory Naming Attribute". The value
of the "Directory Naming Attribute" should be carefully selected based on
the manner in which the DN of the entries in the Connector View get
constructed. If the Connector View is configured with respect to the
Join-Engine, then the contents of the DN rule(s) drive the selection of this
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5.

Object Class Flow

"Directory Naming Attribute" for the flow between Lotus Notes Server and
the Connector View (in iPlanet Directory Server). i.e. If the MV->CV DN
rule designates "cn" as the "Naming Attribute for Connector View entries"”,
then "cn" (and not "uid") should be the value entered for "Directory
Naming Attribute" when the "Object Class Mappings" are created. Hence,
when data is flowed end-to-end between the Lotus Notes Server and the
Meta View, a typical mapping for flowing user-entries between the Lotus
Notes Server and the Connector View would look like "dominoperson#cn
<-> inetorgperson#cn".

No automatic selection happens when you select an external object class for
which there is a matching connector view object class.

c. Click "Insert". The mapping for your configuration appears at the bottom
of the "Object Class Flow" window.

d. Select additional pairs, clicking "Insert" after each pair is selected. Click
Close when finished.

Click Save in the "Object Class Flow" tab to save the object class flow rules.
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Configuring a Lotus Notes Connector Instance

370

The tabs associated with a node for an instance Lotus Notes connector can be used
to perform the following tasks.

"General" tab -

o  Select the rules to be applied for attribute flow and object class mappings
via the "Attribute Flow Configuration" and "Object Class Mapping
Configuration" lists.

o Select the "Operation" to indicate the direction(s) of data synchronization.
"Schedule" tab -

o  Configure the schedule based on direction(s) of synchronization ("From
Connector View" and "To Connector View") for the given connector
instance.

"Log" tab -
o *Configure attributes related to logging for the given connector instance.
"Attributes" tab -

o Add/Edit "Available External Attributes” to be used in the definitions of
custom "Attribute Flow" rules in the "Attribute Flow" tab at the "Lotus
Notes" node.

"Object Classes" tab

o Add/Edit "Available External Object Classes" to be used in the definitions
of custom "Object Class Flow" rules in the "Object Class Flow" tab at the
"Lotus Notes" node.

Click on the instance of Lotus Notes Connector to be configured. Steps to perform
each of the above mentioned configuration have been outlined below.

Using the "General" tab -

Click on the "General” tab. The "General" tab appears. The "Name" and
"Connector View" fields would be read-only. This is the same data that was
specified when the connector instance was created.
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Select the rules to be applied for attribute flow and object class mappings via
the "Attribute Flow Configuration” and "Object Class Mapping Configuration™
lists. The drop-down list to select "Object Class Mapping Configuration" is a
new one that has been introduced just for the Novell and Notes connectors.

Unlike UTC-based connectors, Lotus Notes connector does not have "Filter
Configuration" and "Default Configuration" in the "General" tab.

Select one of the radio buttons for the "Operation” to indicate the direction(s) of
data synchronization.

=1gl x|

%35 nikki. - SunONE Meta-Directory
Console Edit ‘iew Object Tools Help

Sun ONE Meta-Directory Version 5.1

Configuration

[%&F Meta-Directory

------ (53 Jain Engines
5[5 Cannectar Views
& [ Connectors

General Schedue | Log | attributes

Objert Classes

Name

1 Uriversal

1 NT Darnain

1 Active Directory

B @ Microsoft Exchange
------ (31 Novell Directory

[notes-cva

Connector Wiesw

Jeva

Aftribute Flow Configuration

IMinimaI Attribute Set for Defaut Schema

Led Ll

:}@ Lotus Motes Ohject Class Mapping Configuration IOb]eCI Clags Set for Default Schema

" vi
Mg notes-Cys

Operation

1% Both send and receive updates
" Only send updates to Gonnectar Yisw

" Only receive updates from the Connector View

Using the "Schedule" tab

1.

2.

Click on the "Schedule" tab. The "Schedule" tab appears.

Select either "To Connector View" or "From Connector View" and enter
appropriate values in the text boxes for various synchronization schedule
elements.

Unlike UTC-based connectors, the "Schedule” tab for the Lotus Notes
Connector does not have "Advanced" option to specify values for various
synchronization schedule elements.
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Using the "Log" tab
1. Click the "Log" tab. The "Log" tab appears.
2. Provide information for the following fields:

o "Log File Location” - Specifies the directory in which the log files reside. To
specify a directory other than the default, enter the full path name of the
directory on the system where the connector instance is created.

o "Prefix for Log File Name” - Specifies the prefix for the log file name. For
example, if you chose "meta” as the prefix, the log file names would be of
the form "meta-yyyymmdd-nn.log".

o "Maximum Size of Each File” - Specifies the maximum size of each log file.
After a log file reaches this size, a new log file gets created for subsequent
log messages. The default is set to 4096 KB.

o "Maximum Disk usage” - Specifies the maximum disk usage set aside for
logging. When the maximum disk usage is reached, the oldest log file is
deleted. The default is set to 15000 KB.
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o "Minimum Reserved Free Space” - Specifies the minimum disk space that
should be available for logging, when the connector instance starts up. The
default is set to 4096 KB.

o "Flush Buffered Log Data to Disk after every” - Specifies the size of log
data buffer which controls the flushing of log data to the log files. This is
specified in KB.

o "Log level” - Specifies the available log levels. One of - "Off", "Normal",
"Debug" or "Trace" should be selected.

«  Avalue of "Off" suppresses logging.

« Avalue of "Normal" logs minimal information. Only error and
warning messages are logged. Maximum disk space may be small and
new files are created infrequently.

« Avalue of "Debug logs error, warning and debug information into the
log file. Maximum disk space should be large enough and new files
may be created frequently.

« Avalue of "Trace" logs maximum information. Error, warning, debug
and trace messages are logged into the log file. Maximum disk space
for this option should be large and new files would get created
frequently.

o "Trace" is the new log-level introduced for Lotus Notes Connector. A new
log file is created when the max size of the log file is reached. New files are
not created based on the age of the log files.

Unlike UTC-based connectors, Lotus Notes Connector does not have separate
modules and hence needs a single value for the log-level. The log-level selected is
applicable to all the components of the connector.

3. Click "Save". A connector restart is not required for the modifications specified
in the log screen to take effect (if the connector is already running).
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Using the "Attributes" tab

The external attributes (Lotus Notes directory attributes) that can be flown
to/from the connector view are specified in the attributes screen. Lotus Notes
connector comes with a predefined set of external attributes that can be used to
flow data. However, new external attributes can be added as described in “To add
External Attributes for Lotus Notes connectors”.

Using the "Object Classes" tab

Object Classes screen is the new screen added for the connectors developed using
the new connector framework. The external object classes(Lotus Notes directory
objectclasses) that can be flown to/from the connector view are specified in the
object Classes screen. Lotus Notes connector comes with a predefined set of
external objectclasses that are synched. However, new external object classes can
be added as described in the following “To add Object Classes for Lotus Notes
connectors”.
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Restarting the Connector Instance

Except for the logging related settings, you will have to restart the connector
instance (if it is already running) for any of the other configuration changes
(described above) to take effect. Both instance-specific and shared configurations
will not become effective for a given connector instance until it is restarted.

It is possible to pass arguments to the JVM used by the Lotus Notes connector by
editing the file NETSITE_ROOT/<connector-dir>/config/jvm.conf. Note that
each line of this file should be a valid option of the JVM as defined inthe JVM
documentation. Lines beginning with # are ignored, as empty lines. For example, to
set the maximum stack size used by the JVM to 20MB, add the following line to
jvm.conf:

-DXss20m
To restart a connector instance -

1. Stop the connector by right-clicking on the connector instance and selecting
"Stop Server".

2. Click "Yes" to the prompt. A message appears stating that the stop command
has been issued to the component.

3. Start the connector by right-clicking on the connector instance and selecting
"Start Server". A message appears stating that the start command has been
issued to the component.

Look for the message:

"kkkxxx* Service -------- START SunONE.Connector service, version
5.1 . *kkkkkkn

to find out if the connector instance has completed all the initializations and got
started successfully. Similarly, look for the message:

"kkkkkk*x Service SunONE.Connector shutdown complete. ****xx*xn

to find out if the connector instance has completed its stop/shutdown process.

Enabling and Refreshing the Connector View

After the Connector View is enabled and the join engine is started, data can flow
to/from the Meta View. The following sections provide details on these tasks.
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1. Starting the Join Engine. Before the join engine is started, ensure that you have
already enabled the changelog in the Directory Server configuration. To start
the join engine

a. Select the "join-engine" node from the navigation tree and right-click. A
context menu appears.

b. Select "Start Server". A message stating that the server has been started
appears.

2. Enabling the Connector View
a. From the Sun ONE Meta-Directory console, click on the "Status" tab.
b. Click on the Join Engine object. The "Operations" tab appears.
c. Select the participating view you want to enable.

d. Select "Enable” from the "Operation" list and click "Start". This option
disables the "Traverse" drop-down menu.
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The participating view can be enabled if the configuration for setting up the view is
valid. Any error in the configuration automatically changes the view to a disable
status.
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Refreshing the Connector View wrt Meta View. You can optionally refresh the

view if you want to observe updates immediately and bypass the regularly

scheduled refresh synchronization.

a. From the Sun ONE Meta-Directory console, click on the "Status" tab.

b. Select the participating view you want to refresh. Note that it should

already be enabled.

c. Select "Refresh" from the "Operation” list, then select either "Meta View" or

"Connector View" from the "Traverse" list.

d. Click "Start".
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Refreshing the Connector View wrt Lotus Notes. You can optionally refresh

the Connector View wrt Lotus Notes, if you want to observe updates
immediately and bypass the regularly scheduled refresh synchronization.

a. From the Sun ONE Meta-Directory console, click on the "Status" tab.

b. Select the connector view to be refreshed.

c. Select "Refresh"” from the "Operation” list, then select Connector View from

the "Updates to the" list.
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d. Click "Start".

e. Thiswould refresh all the entries owned by Lotus Notes(i.e. those entries
that originally originated from Lotus Notes) in the connector view. The
following dialog pops up when the refresh is started.
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In the same manner, data in the Lotus Notes that originated from the meta
directory (Connector View or Meta View) can be refreshed by selecting appropriate
options.

f.  Select "Refresh” from the "Operation” list, then select "External Directory"
from the "Updates to the" list.

g. Click "Start".

h. This would refresh all the connector view owned entries in the external
directory. The following dialog pops up when the refresh is started.
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Monitoring the Connector

The Lotus Notes Connector maintains only a single log file at the following location

that enables one to monitor the connector status:

<NETSITE_ROOT>/notes-ViewName/logs/meta-yyyymmdd-nn.log

For example, a Lotus Notes Connector’s log-file might appear as

meta-20021225-04.1og
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Data Flow for User and Group entries.

Data Flow for User and Group entries.

Entries in the Lotus Notes connector view must adhere to certain conditions to flow
from the connector view into the Lotus Notes Directory. Note the following
restrictions and advisory information:

= To prevent duplicate user IDs from occurring in the same connector view, the
meta view and connector views must be separate entities. A connector view
should not be nested as a subtree of another connector view.

< Entries that preexist in an Lotus connector view will not flow to the meta view
after the connector starts. To flow these entries, the Lotus notes connector view
must be an enabled participating connector view in the join engine. Refreshing
the meta view operation from the join engine will trigger the preexisting
entries from the Lotus notes connector view to flow to the meta view.

When setting up the join engine, you need to ensure that user and group entries
meet the required criteria for Lotus Notes Connector views. Discussion on the
requirements for both user and group entries follows:

A Lotus Notes group name can have any of these characters: A-Z,0-9,&-._'/
(ampersand, dash, period, space, underscore, apostrophe, and forward slash) for
the name. Other special characters are not allowed. When adding users, user
names can consist of uppercase and lowercase alpha characters (A - Z), numbers (0
- 9), and the ampersand (&), dash (-), dot (.), space (), and underscore (). The only
characters supported by Notes for registered user names are: letters (including
those with accents and other diacritical marks from the ISO Latinl character set),
numbers, ampersand, apostrophe, hyphen, period, space, and underscore.

Synchronizing Users using Lotus Notes Specific
Schema

380

Unlike the UTC-based connectors, the Lotus Notes Connector does not provide a
direct facility to use Lotus Notes specific schema for the "Attribute Flow
Configuration™ and "Object Class Mapping Configuration”.

As discussed in the previous sections on "Attribute Flow" and "Object Class Flow",
you can create custom rules for the "Attribute Flow Configuration” and "Object
Class Mapping Configuration". Hence, you can create rules for Lotus Notes specific
schema using schema elements that are created in the Connector View's directory
server via schema extension (during the creation of connector instance).
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All you have to do is to create/define new "External Attributes” and "External
Object Classes". Then, choose and map these "External Attributes" and "External
Object Classes" with the corresponding new (extended) schema elements in the
iPlanet Directory Server. Names of the new attributeTypes added to the iPlanet
Directory Server schema are of the format - "mdsNotesAttr-<attributeName>" and
that of the new objectClasses added to the iPlanet Directory Server schema are of
the format - "mdsNotesOc-<objectClassName>".

Look for "mdsNotesOc-dominoPerson™ and "mdsNotesOc-dominoGroup" in the
extended schema for the new object classes added.

Connector Configuration Data

Most of the configuration specific to a Lotus Notes Connector instance is stored
under the attribute "mdsgeneralconfiguration” of the following two configuration
nodes in the configuration directory server instance -

1. "cn=notes-CVN,cn=connectors,cn=system,ou=5,ou=meta-directory,ou=global
preferences,ou=<domain-name=>,o=netscaperoot" and

2. '"cn=1,cn=tasks,cn=notes-CVN,cn=connectors,cn=system,ou=5,ou=meta-director
y,ou=global preferences,ou=<domain-name>,o=netscaperoot"

Rest of this section explains some configuration items that is spread across these
two nodes. Some of these configuration items marked as "<MANUALLY
CONFIGURABLE>" could be modified manually to suit the deployment needs.
Rest of the configuration items have been described for the sake of clarity. Once
may however choose to manually change these as well.

Configuration items under -
"cn=notes-CVN,cn=connectors,cn=system,ou=5,ou=meta-directory,ou=global
preferences,ou=<domain-name>,o=netscaperoot":
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MaxManagerThreads <MANUALLY CONFIGURABLE> - Specifies the
maximum number of threads in the thread-pool maintained to service the
management/administration requests. You can increase this number if
you foresee a large number of simultaneous management/administration
requests. The default is set to "2".

Log related items like - LogRollOverDays and LogBufferTime are not used.
All the other log related items can be configured via the "Log" tab for the
specific connector instance.

Configuration items under -
"cn=1,cn=tasks,cn=notes-CVN,cn=connectors,cn=system,ou=5,ou=meta-directory,
ou=global preferences,ou=<domain-name>,o=netscaperoot"” (also referred to as -
"connector instance configuration” in this documentation):

)

LastShutdownType <MANUALLY CONFIGURABLE> - Specifies the
nature of last shutdown performed on the connector instance. The default
is set to "0". A value of "0" indicates "NORMAL" and "1" indicates
"ABNORMAL" shutdown. The connector instance tries to recover from an
abnormal shutdown whenever it starts up next time.

DeltaRetryMaxCount <MANUALLY CONFIGURABLE> - Specifies the
maximum number of times for which an entry’s processing should be
attempted. If the number of failures while processing an entry reaches this
limit, it is not processed further and an appropriate error-message is
logged. The default is set to "3".

MaxConnectionRetrials <MANUALLY CONFIGURABLE> - Specifies the
maximum number of attempts to be made on connection failures. The
same value is used for connections to both the Lotus Notes Server and the
iPlanet Directory Server. The default is set to "3".

TaskMode <MANUALLY CONFIGURABLE> - Specifies the directions in
which the connector should synchronize data. The default is set to "0". A
value of "0" indicates synchronization in both directions, a value of "1"
indicates synchronization only ToCV and a value of "2" indicates
synchronization only FromCV.
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AttributeFlowConfiguration <MANUALLY CONFIGURABLE> - Specifies
the name of the "Attribute Flow Rule" to be used for synchronization. The
default is set to "Minimal Attribute Set for Default Schema". These rules are
stored under the configuration node - "cn=attribute flow,cn=lotus
notes,cn=connectors,cn=shared
configuration,cn=system,ou=5,ou=meta-directory,ou=global
preferences,ou=<domain-name=>,o=netscaperoot".

ObjectClassFlowConfiguration <MANUALLY CONFIGURABLE> -
Specifies the name of the "Object Class Flow Rule" to be used for
synchronization. The default is set to "Object Class Set for Default Schema".
These rules are stored under the configuration node - "cn=objectclass
flow,cn=lotus notes,cn=connectors,cn=shared
configuration,cn=system,ou=5,ou=meta-directory,ou=global
preferences,ou=<domain-name>,o=netscaperoot"”.

AttributeFlowGranularity - This configuration item is not used by the
Lotus Notes Connector and should not be changed. This identifies the
granularity for the other UTC-based connectors.

ExternalHost <MANUALLY CONFIGURABLE> - Specifies the fully
qualified host-name of the host on which Lotus Notes Server is running.
You can make changes to this item if you want to change it after the
connector instance has been created.

ExternalPort <MANUALLY CONFIGURABLE> - Specifies the port
number on which Lotus Notes directory service is running. You can make
changes to this item if you want to change it after the connector instance
has been created. The default is set to "389" if you don’t specify one during
the instance creation of the connector.

ExternaDNToSynch <MANUALLY CONFIGURABLE> - Specifies the DN
of the root-suffix in the Lotus Notes Connector that needs to be
synchronized. You can make changes to this item if you want to change it
after the connector instance has been created.

AttributesToMapLikeDnExtToDir <MANUALLY CONFIGURABLE> -
Specifies the list of attributes whose values need to go through a
DN-mapping-mechanism during the "Lotus Notes-to-iPlanet Directory"
synchronization. A typical example is the "member" attribute present in
the "dominogroup" object class whose value is the DN of the group’s
member. The default is set to "member=dominoperson". The format
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specifies the name of the attribute to be DN-mapped followed by the name
of the object class (in the Lotus Notes schema) to which the
"value-of-this-attribute" belongs (separated by an "=" sign). Members of
this list are "," (comma) separated.

AttributesToMapLikeDnDirToExt <MANUALLY CONFIGURABLE> -
Specifies the list of attributes whose values need to go through a
DN-mapping-mechanism during the "iPlanet Directory-to-Lotus Notes"
synchronization. A typical example is the "uniquemember" attribute
present in the "groupofuniquenames” object class whose value is the DN of
the group’s member. The default is set to "member=inetorgperson”. The
format specifies the name of the attribute to be DN-mapped followed by
the name of the object class (in the iPlanet Directory Server schema) to
which the "value-of-this-attribute” belongs (separated by an "=" sign).

Members of this list are "," (comma) separated.

ExternalToDirlsInitialSynchTotal <MANUALLY CONFIGURABLE> -
Specifies the nature of the first synchronization cycle. It is set to "true" for
the first synchronization cycle if a value of "InitialDump" is selected during
creation of connector’s instance. This configuration allows the connector to
bypass all the change-detection-processing to achieve better performance
for initial loading of data from the Lotus Notes to the Connector View.

If it is set to "true" manually after a connector instance is created and used, you
need to manually cleanup the records present in the tables (ImageTable and
ChangelogTable) presented in the intermediate changelog database. You should
also manually remove all the entries in Connector View that originated from the
Lotus Notes and flowed via this connector instance.

o]

DirectoryHost <MANUALLY CONFIGURABLE> - Specifies the fully
gualified host-name of the host on which iPlanet Directory Server (hosting
the Connector View) is running. You can make changes to this item if you
want to change it after the connector instance has been created.

DirectoryPort <MANUALLY CONFIGURABLE> - Specifies the port
number on which iPlanet Directory Server is running. You can make
changes to this item if you want to change it after the connector instance
has been created. The default is set to "389" if you don’t specify one during
the instance creation of the connector.
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DirectoryDNToSynch <MANUALLY CONFIGURABLE> - Specifies the
DN of the root-suffix in the iPlanet Directory Connector that needs to be
synchronized. You can make changes to this item if you want to change it
after the connector instance has been created. This typically represents the
connector view ID.

LastSynchPoint <MANUALLY CONFIGURABLE> - Specifies the
"changeNumber" of the changelog-entry (created by the retro-changelog
plugin) from which the "iPlanet Directory-to-Lotus Notes" synchronization
is started when the connector comes up.

LocaleLanguagePart <MANUALLY CONFIGURABLE> - Specifies the
language portion of the locale used for the logging resource bundles. The
default is set to "en" (representing "English").

LocaleRegionPart <MANUALLY CONFIGURABLE> - Specifies the region
portion of the locale used for the logging resource bundles. The default is
set to "US" (representing "United States").

LoggingResourceBundleClassName <MANUALLY CONFIGURABLE> -
Specifies the fully qualified class name of the list resource bundle to be
used for the log-messages dumped by the connector during access to the
Lotus Notes. The default is set to -
"com.sun.metadir.connectors.lotusnotes.logging.resourcebundles.LNLogg
ingMessagesBundle”.

IntermediateDBDriverClassName <MANUALLY CONFIGURABLE> -
Specifies the fully qualified class name of the JDBC driver to be used to
connect to the intermediate changelog database. The default is set to
"com.mysql.jdbc.Driver" (corresponding to the "mySQL Connector/J] 2.0.14
driver).

IntermediateDBAURL <MANUALLY CONFIGURABLE> - Specifies the
JDBC URL to be used to connect as the database administrator of the
intermediate changelog database. Format of this JDBC URL is -
jdbc:<subprotocol>://<fullyQualifiedHostName>/<DatabaseName>/use
r=<UserName>&password=<userPassword>. This URL is used by the
connector to create/remove the intermediate changelog database and
users for the connector’s functioning.
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o IntermediateDBJDBCURL <MANUALLY CONFIGURABLE> - Specifies
the JDBC URL to be used to connect as the intermediate changelog user.
Format of this JDBC URL is -
jdbc:<subprotocol>://<fullyQualifiedHostName>:<portIfNotDefault>/<
DatabaseName>/user=<UserName>&password=<userPassword>. This
URL is used by the connector to access the intermediate changelog
database for the connector’s functioning.

Configuration Example

The following example is intended as a quick reference which can be used as a
checklist. For complete configuration information, refer back to the earlier portions
of this chapter.

1. Install the Connector

a. Ensure that iPlanet Directory Server 5.1, and the Sun ONE Meta-Directory
5.1 software are already installed. If the Lotus Notes connector is being
installed on windows, ensure notes client is installed. Also ensure that the
user.id file for the admin and cert.id file for the certifier are copied.

b. Create a Lotus Notes connector instance. During instance creation, provide
input for all data fields. For details on the input fields, please see the table
at the beginning of this chapter on Dialog Box Parameters".

2. Add the Connector View as a Participating View
a. Right-click the Participating Views object. A context menu appears.
b. Select "Add Participating View". The "Select View" dialog box appears.

c. Select "notes-CVN" and click OK. The view is added to the Sun ONE
Meta-Directory tree.

3. Provide authorization. See "Setting Access Permissions".
4. Configure Connector Rules

a. By default "Minimal Attribute Set for Default Schema" is selected as the
attribute flow configuration.

b. By default "Object Class Set for Default Schema" is selected as the object
class flow configuration.

c. Customized attribute flow and object class flow rules can be set as
described earlier in this chapter.
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Configure a Connector Instance

a.

b.

Select the "notes-CVN" connector instance. The "General” tab appears.

If default configuration rules are used, no configuration is required for the
connector. If customized "Attribute Flow Configuration" and "Object Class
Flow Configuration" are required, select the right configuration from the
"Attribute Flow configuration" drop-down list and "Object Class Flow
Configuration" drop-down list.

For Operation, select "Both send and receive updates".

Click "Save" if any default configuration was modified. Leave the current
values for fields in the Schedule, Log, Attributes and ObjectClasses tabs.

Restart the Connector Instance

a.

Stop the connector by right-clicking on "notes-CVN" and selecting "Stop
Server".

Click "Yes" to the prompt. A message appears stating that the stop
command has been issued to the component.

Start the connector by right-clicking on "notes-CVN" and selecting "Start
Server". A message appears stating that the start command has been issued
to the component.

Start the Join Engine

a.

Select the join-engine object from the navigation tree and right-click and
select "Start Server". A message appears stating that start command has
been issued to the component.

Enable and Refresh the Meta View

Select "Status > join-engine > Operations".

For "View", select the Lotus Notes connector view. For Operation, select
"Enable”, and then click "Start".

For "Traverse" direction, keep the default value as "Connector View" and
repeat the step above, except select "Refresh" instead of "Enable".

Wait for a few seconds. From the "Configuration” tab Refresh the "Content"
of Meta View. Verify that the data is properly propagated to the Meta
View.
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Limitations

Following are the limitations of the Lotus Notes Connector:

Synchronization of password attributes is not supported.

Currently one can use only MySQL as the relational database that can store the
intermediate changelog for the Lotus Notes Connector.

The MySQL database administrator user (supplied during the instance
creation of Lotus Notes Connector) needs to be associated with an appropriate
hostname of '%’, 'localhost’, 'non-qualified-host-name-of-JDBC-driver' or
‘database-server-host-name'.

If the source synchronization DN contains a hierarchy within it, then the same
hierarchy needs to be created under the destination synchronization DN.
Otherwise, the synchronization would fail for all the entries that get stored
under subtrees of the source synchronization DN.

The attribute flow rule must not contain a mapping for "objectclass" attribute. It
is included by default for any attribute flow rule (preset or custom) selected.

Support for InitialDump is provided ONLY for the first external to directory
synchronization cycle. One should not try to change the configuration in the
configuration directory server instance and expect the same behavior for
subsequent synchronization cycles. However, if there is a requirement to
perform an InitialDump again, one should set
"ExternalToDirlsInitialSynchTotal=true" in the connector instance
configuration (from the backend) and manually clean up the tables in the
intermediate changelog database in MySQL (delete all records from both the
tables - ImageTable and ChangelogTable) and the entries from the connector
view. The above mentioned terms are defined as follows:

o InitialDump - Identifies the first synchronization cycle (for
synchronization from Lotus Notes Server to iPlanet Directory Server) as
an Initial Dump. The connector bypasses all the change-detection
processing and identifies all the entries as NEW for the CV and processes
them asynchronously to allow better performance.

o Incremental - Identifies the first (and subsequent) synchronization cycle(s)
(for synchronization from Lotus Notes Server to iPlanet Directory Server)
to be Incremental. The connector performs all the regular change-detection
processing in this case.
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Depending on the direction of synchronization, the naming attribute of the
destination object class is always required to be mapped to the naming
attribute of the source object class. Even if such a mapping is supplied by the
user, it is overridden and changed by the connector to the mapping
recommended above.

It is also recommended that the naming attribute of the source object class is
always mapped only to the naming attribute of the destination object class.
Otherwise, the naming attributes at either ends would end up having multiple
values. This might not be desired sometimes, especially when the Connector
View is configured wrt the Join-Engine/Meta-View. For example - if
"dominoPerson" object class (with naming attribute of "cn") at Lotus Notes
Server is synchronized with "inetOrgPerson” object class (with naming
attribute of "uid”) at iPlanet Directory Server, then the only recommended
attribute mapping (involving these two naming attributes at both ends) for
both the directions of synchronization is "(External)cn<->(Directory)uid".

Addback operations would not be supported if the synchronization is
configured for only one direction.
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Chapter 16

Starting and Stopping Components

The process of starting, stopping and restarting Meta-Directory components is key
to refreshing data entries and keeping records current. This process is handled by a
Perl script that creates a file named start.conf. This chapter contains the
following sections:

The start.conf File

Starting Meta-Directory Components
Stopping Meta-Directory Components
Checking a Component’s Operational Status

Automated Restarts

The start.conf File

The start.conf fileis a text file; there is one start.conf file for each
Meta-Directory component. The files can be found at:

NETSITE ROOT/component directory/config/start.conf

where component_directory is a variable to be replaced by one of the following
component name placeholders: join-engine, adc, ntdc, or utc.

At startup, the objective of a Meta-Directory component is to connect to the data
server as well as validate the distinguished name and password (referred to as
authenticationDetails) needed to open access to it. Initially, the start.conf
file contains only the URL of the server. At the implementation of start Server
for the specified component, the distinguished name and password are retrieved
from the Administration Server and written to the start .conf file. With this
information, the component is able to bind to the data server specified as well as
read and confirm the authentication details thus allowing itself to start.
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Shortly after startup, the component reopens the start . conf file and erases the
distinguished name and password so that, once again, it contains only the URL of
the data server. (Specifically, the password is overwritten with white space
characters and truncated to zero length.) This process maximizes security.

NOTE If the component is unable to erase the authentication details from
start.conf, a warning message will be logged although the
component will continue to function properly.

Starting Meta-Directory Components

On Windows NT systems, you can start Meta-Directory components using the
Console or the Meta-Admin command-line tool. On Solaris systems, you can start
Meta-Directory components using the Console or the Meta-Admin command-line
tool. If you are unable to start any of the components, log files recorded to each
component’s directory can be viewed at the following location to determine the
problem:

NETSITE ROOT/component directory/logs/

Starting Components Via the Consoles

You can start the join engine or connectors on a Windows NT or Solaris system by
using either the Sun ONE Console or Meta-Directory console.

To Start From the Sun ONE Console Navigation Tree

1. Open Sun ONE Console by clicking start and choosing Programs >Sun ONE
Server Products > iPlanet Console.

2. Open the branches of the navigation tree until you find the instance of the
Meta-Directory component you would like to start.
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3. Select the instance and right-click.

A context menu appears.

- smONEComsoe |-

Consaole Edit Wiew Object Help

Sun ONE Console

Servers and Applications

| Default View

% Meta-Directory (join50-engine)

IEI uk.sun.com
] a Londonul, sun. com Server name: Meta-Directory (join50-engine)
@ (] Server Group Description
§ [ Server Graup (2) Instaliation date: 04 November 2002 15:10:30 GMT
W MetaDi Start S‘e‘nrer : Server root foptfsunone/ivD5. 1
g mzz:g Stop Server Prodiuct name: Meta-Directary Join Engine
8 Mela-D Open Wendor Sun Microsystems, Inc
& sominis| Clone Server Config, Wersion: 5.1
@ 5 gajent40.uk supRemove Server Build number. 02.303.1814
@ (3 Server Grou  Set Access Penmissions Revision:
& Administration Server
$ B gaj_ntd
@ (3 Server Group
& Administration Server
9 a gawin2kserver2. gatest. com
@ (3 Server Group
& Meta-Directory (adc50-adcy)
@ Administration Server
@ H) w2 uk sun.com
@ (3 Server Group
@ Administration Server

Security level: domestic
Server status: Stopped

Ecit Help

4. Select Start Server.

A message appears stating that the server has been started.

To Start From the Meta-Directory Console Navigation Tree

1. Open Sun ONE Console by clicking Start and choosing Programs >Sun ONE
Server Products > iPlanet Console.

2. Open the branches of the navigation tree until you find the instance of the
Meta-Directory component you would like to start.

3. Select the instance and click Open in the upper right corner of the window.
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4. Select the instance from the Meta-Directory console navigation tree and

right-click on it.

A context menu appears.

Sun ONE Meta-Directory

Configuration

(& Meta-Directory
§ (3 Join Engines

@ ¥ join
L]

@ [ Connel

Refresh
Query
Delete Wiew

@ 3 Connes

Add Participating Wiew
Adttribute Flow Summary
Attribute Flow Summary

Start Server
Stop Server
Adttribute Flow Summary
Adttribute Flow Surmmary

Start Server
Stop Server

5. Select Start Server.

Log File Location

| Foptfsunone/ D15, 1/jom-engmerlogs

Prefix for Lag File hame
Maximum Size of Each File
Maximum Disk Usage

Minimum Reserved Free Space
New Log File Every

Delete Loy Files Older Than

meta

4096 Kilobytes
Kilobytes

40896 Kilobytes

1 day(s)

v dayls)

Flush Buffered Log Data to Disk at | 15 seconds

Log Level

Mo

Module

Wernosity (click Lo cycle)

Log

MDS

DS Canfig

DCHS

DataAccess

DebugbataAccess

DebugDirectoryAccess

DebugDBEServer

DebugDCNSClient

DebugDCNSServer

DebugCLOGPIugin

DebughDS Config

DebugloinCantroller

Debughapper

DebughD8Logging

DebughD8Utils

DebugThreadPool

DebugOCIWRAPPER

DebugDBCLOGPIugin

A message appears stating that the server has been started.
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Starting Components Via the Meta-Admin
Command-Line Tool

You can also start the join engine or connectors by using the Meta-Admin
command-line tool. Because the Meta-Admin Command-line tool works in
conjunction with an instance of Administration Server, the Administration Server
can be used to start components remotely. For information on this tool, you can
read Chapter 19, “Command-Line Administration.” For commands to use with it,
you can read Appendix B, “The Meta-Admin Protocol.

Stopping Meta-Directory Components

On Windows NT systems, you can stop Meta-Directory components with the Sun
ONE Console, the Meta-Admin command-line tool. On Solaris systems, you can
stop Meta-Directory components with the Sun ONE Console or the Meta-Admin
command-line tool.

Stopping Components Via the Console

You can stop the join engine or connectors either by way of Sun ONE Console or
Meta-Directory console.

To Stop From the Sun ONE Console Navigation Tree

1. Open Sun ONE Console by clicking Start and choosing Programs > Sun ONE
Server Products > iPlanet Console.

2. Open the branches of the navigation tree until you find the instance of the
Meta-Directory component you would like to stop.
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3. Select the instance and right-click.

A context menu appears.

- smONEComsole |

Consaole Edit Wiew Object Help

Sun ONE Console

Servers and Applications

| Default View

IEI uk.sun.com

@ (] Server Graup

@ (3 Server Group (2)

@ B Londonuk.sun com

T Meta—Direc!
T Meta—Direc!
& Meta-Direct

Start Server
Stop Server

T Meta-Direc!

& Administrati

@ 5B gajantd0.uk. sun.co
@ (3 Server Group

9 B cej_ntd
@ (3 Server Group

Open
Clone Server Config
Remaove Server

Set Access Pemmissions

& Administration Server

& Meta-Directory (join50-engine)

Server name: Meta—Directory (join50-engine)
Description:
Instaliation date: 04 Movember 2002 16:10:30 GMT
Server oot fopt/sunone/ D5, 1
Prodluct name: Meta-Directary Join Engine
Wendor Sun Microsystems, Inc
Wersion: 5.1
Buill number. 02.303.1914
Revision
Securty level: domestic
Server status: Started

@ Administration Server
? g gawinZkserver2 gatest.com
@ (3 Server Group
& Meta-Directory (adc50-adcy)
& Administration Server
@ BB www2.uk.sun.com
@ (3 Server Group
& Administration Server

Edit.... Help

4. Select Stop Server.

A message appears stating that the server has been stopped.

To Stop From the Meta-Directory Console Navigation Tree

1. Open Sun ONE Console by clicking Start and choosing Programs > Sun ONE
Server Products > iPlanet Console.

2. Open the branches of the navigation tree until you find the instance of the
Meta-Directory component you would like to stop.

3. Select the instance and click Open in the upper right corner of the window.
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right-click.

A context menu appears.

Console Edit ¥iew Ohject Tools Help

Sun ONE Meta-Directory

Configuration

& Meta-Directory
@ [Join Engines

& (3 Mg
@ [ Cannecto)
@ [ Connectol

% 3 join-engine

Refresh
Query
Delete View

Add Participating view
Attribute Flow Sumrmary
Attribute Flow Summary

Start Server
Stop Server
Attribute Flow Summary
Attribute Flow Surnmary

Start Server
Stop Server

Select Stop Server.

Log File Location

Stopping Meta-Directory Components

Select the instance from the Meta-Directory console navigation tree and

wersion & 1

| foptizunoneAND3. 1fjoin-engineflogs

Prefix for Log File Name meta

Maximum Size of Each File lw Kilobytes
Maximum Disk Usage l— Kilobytes
Minimum Reserved Free Space  [4006  Kilobytes
Mew Log File Every M daye
Delete Log Files Older Than |7— clanyis)
Flush Buffered Log Data to Disk at |15— secands
Laog Level

Module

Werbosity (click to cycle)

e]

MDS

DS Config

DCNS

Datasccess

Save | Reset |

Help

A message appears stating that the server has been stopped.

Stopping Components Via the Meta-Admin
Command-Line Tool

You can stop the join engine or connectors by using the Meta-Admin
command-line tool. As the Meta-Admin Command-line tool works in conjunction
with an instance of Administration Server, the Administration Server can be used
to start components remotely. For information on this tool, you can read
Chapter 19, “Command-Line Administration.” For commands to use with it, see
Appendix B, “The Meta-Admin Protocol.”
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Stopping Components via Windows NT Services

You can stop the join engine or connectors from the Services Control Manager
control panel in Windows NT.

1. Click Start and choose Settings > Control Panel.
2. Choose the Sun ONE or iPlanet component you would like to stop.

3. Press Stop.

Checking a Component’s Operational Status

The following procedure allows you to check whether a specific component is in
operational mode.

1. Inthe Meta-Directory console, click the Status tab.
2. Select either the join engine or a connector from the navigation tree.
3. Click the Operations tab.

The service status of the component is at the top of this panel. Up refers to a
running component while down refers to a component that has stopped.

For more information on the Operations panel, see “Operations,” on page 403 of
Chapter 17, “Monitoring Meta-Directory Components.”

Automated Restarts

400

To automate a server restart, the administrator can prevent the erasure of
start.conf as explained in “The start.conf File,” on page 393. By preventing the
erasure of the distinguished name and password, the file can be reused. The first
two procedures described are the simplest way to automate a server restart but,
offer relatively little or no server security. The last procedure offers a higher level
of server security. Once the start.conf file is re-configured, a script can be written to
detect a shutdown and restart the component.

Automating a Restart on Windows NT Systems

To automate a server restart on Windows NT, you need to prevent the server from
erasing the authentication details in the start . conf file. To do this:
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1. Selectthe start.conf file of the component you would like to automate in
Windows Explorer.

2. Right-click and select Properties.
3. Check Read-only so the file can not be written to.

This procedure allows for the reuse of the authentication details from the last start
request. A script can be written to detect whether the component is down and
restart if necessary.

Automating a Restart on Solaris Systems

To automate a server restart on the Solaris environment, you need to prevent the
server from erasing the authentication details in the start . conf file. To do this
enter the command:

chmod ugo-w start.conf

This procedure allows for the reuse of the authentication details from the last start
request. A script can be written to detect whether the component is down and
restart if necessary.

Automating a Restart With High Security on
Windows NT Systems

To allow for automated restarts on Windows NT while achieving the highest level
of security possible:

1. Create a login account for your system that will have exclusive permissions to
read the start . conf file.

2. Configure all four Meta-Directory components (join engine, NT Domain
connector, Active Directory connector, and Universal connector) to run as that
administration account.

The four components are configured by selecting from the Windows NT Start
menu. Choose Settings > Control Panels > Services. From there select the
component to be configured and select Startup. Check Log On As: and use the
information created for the trustee account.
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NOTE To enable the ability to change startup parameters via the Console,
the Administration Server associated with the join engine must be
permitted to write to the start . conf file. If the Administration
Server can read but not write start.conf, Console users may
start the Meta-Directory server but only with the same parameters
already stored in start.conf.
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Chapter 17

Monitoring Meta-Directory
Components

The resources available from the Status tab of Meta-Directory console are used for
monitoring operations of the components. For example, you can find out whether a
component is enabled, update the connector view or the external data source,
refresh data, and specify how activity, usage and data changes statistics are
recorded in log files. This chapter contains the following sections:

« Operations
< Logs

= Statistics and Status Messages

Operations

Within the Status tab of Meta-Directory console, an Operations tab lets you view
the component’s operational status and initiate requests, such as enabling,
disabling, and refreshing the component.

Join Engine Operations

You can view and change the operations of the join engine and its data by selecting
the join engine and clicking Operations from the Status tab.
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Operations

Figure 17-1 The Operations Window for the Join Engine
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The following sections explain the fields within the join engine’s Operations tab.

Status

The Status field tells you whether the join engine is currently running (up) or not
running (down).

View
The View field lists all participating views and whether they are enabled. An

enabled view is currently flowing data while a disabled view is not. The
participating view can be enabled even though the join engine status is down.

Operation

From the Operation drop-down list, you can choose options to apply to the
participating view that is selected in the View field.

Enable Choose this option to allow the selected participating view to flow data.
(This option disables the Traverse option.)
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Disable Choose this option to stop the selected participating view from flowing
data. (This option disables the Traverse option.)

Refresh Choose this option to scan the entries in the connector view or the meta
view (depending on your selection in the Traverse drop-down menu) for changes.
The changes will be integrated and the link information recreated based on the join
rules defined in the participating view.

Refresh Unlinked Choose this option to refresh only unlinked entries in the
connector view or the meta view depending on the option selected in the Traverse
drop-down menu.

Refresh Groups Choose this option to refresh entries in the connector view or the
meta view depending on the option selected in the Traverse drop-down menu. The
group filter, which allows you to refresh certain entries of the view, is applied prior
to the refresh. More information on the group filter can be found in “Select the
Group Filters tab.,” on page 136.

Break Links Choose this option to break all links between the connector view and
the meta view. After the links are broken, the join rules need to be re-applied to
recreate the link information.

Validate Links Choose this option to check for invalid links. It also attempts to
re-join the data based on the join rules defined in the participating view.

Traverse

When chosen with one of the refresh or link operations above, the Traverse option
allows you to choose whether to scan the entries in the meta view or the connector
view. Once the Operation and Traverse options are chosen, click Submit Request to
begin the operation.

Last Change Notification

The change log assigns a sequential number to changes. The last change
notification refers to the last change number the join engine processed. The join
engine will only process the change log numbers greater than the number in the
last change notification field. The Reset button resets the value.
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Connector Operations

You can view and change the operations of a connector and its data by selecting the
connector and clicking Operations from the Status tab.

Figure 17-2 The Operations Window for the Connectors
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The following sections explain the fields within the connector’s Operations tab.

Status

The Status field tells you whether the selected connector is currently running (up)
or not running (down).
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View
The View field lists the connector’s participating view and whether or not it is
enabled. An enabled view is currently flowing data while a disabled view is not.

The participating view can be enabled even though the connector status is down;
data would flow if the connector was running.

Operation

The only available option in the drop-down list is Refresh which scans all entries
based on choices described in Updates To The.

Updates to the

Choose either External Directory or Connector View to work with the Refresh
operation. The Modify Task Status dialog box appears after the selection is made
and Start is pressed. (If Connector View is chosen, you only have one option.)

Figure 17-3 Modify Task Status Dialog Box

_i Modify Task Status E |J‘
Refresh |

Belect the type of Refresh operation you want to peramm:

() Re—propagate all existing entries in the Connector Yiew to the Extemal Directory immediately
() Propagate all existing entries in the Connector Yiew that meet the filter criteria to the Extemal Directory immediately

@ Perform the above two operations in sequence

Mo filter selected Select Filter.

Note: This operation may take some time to complete. The refresh will start when you click on OK.

cancl

Choose from the following Updates to the External Directory options and click OK:

= Re-propagate all existing entries in the Connector View to the External
Directory immediately.

= Propagate all existing entries in the Connector View that meet the filter criteria
to the External Directory immediately.

Select the filter desired. Only those configured for the "NoSubtreesExcept"
option are displayed when Select Filter... is chosen, not filters configured for
the "AllSubtreesExcept" option.
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Logs

« Perform the above two operations in sequence.

NOTE After any link operation in either the join engine or connector,
the logs should be examined for entry failures by issuing grep
-i fail *.loginthe log directory specified in the console. Any
entry failure would need to be fixed by issuing the appropriate
command through the Fix-It tool. For example:

= Errors encountered during a refresh operation would need
to be manually joined

= Failures encountered during a break links operation would
need to be manually unlinked

Log files record most component activities including the opening and closing of
connections, activity times, and system interruptions. Each component (join
engine, Universal Text Connector, Windows NT Domain connector and Active
Directory connector) has the ability to write informational records and error
messages to its own log files. You can specify what is written in the log files and
use them to monitor Meta-Directory operation. This section describes the log files
and how to configure their preferences.

Log Files

Each Meta-Directory component has the ability to record administrative activities
and operational errors in an ASClI-text log file. Each log file is located in the logs
folder within the component folders named adc-cvname (Active Directory
connector), ntdc-cvname (Windows NT Domain connector), join-engine (join
engine) and utc-cvname (Universal Text Connector) where cvname is the name of
the connector view. The component folders, with their log files, are located within
the directory where Meta-Directory is installed (the default is
C:\SunONE\Servers).

Regardless of the component, the naming convention for each log file is:

prefix-yyyymmdd-nn.log
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In the log’s file name, nn is a numeric extension (starting with 01). This extension
numbers the log files in the order in which they are composed. Because the
administrator can set the frequency with which new log files are started (weekly or
daily) as well as the maximum amount of disk space used to contain them, the
oldest logs in a component’s sequence are deleted, as hecessary, to avoid exceeding
these constraints.

The log format is readable (by people) and analyzable (by software). Each log file
consists of a sequence of lines. Each line represents a separate activity as it occurs.
Here is a sample log line reporting Meta-Directory activity:

[2001/05/01 16:32:26.37 -0700] 2237:07F3 3 DataAccess <- explode DN
4 RDNs

NOTE The recorded time in all log files may be off by a second or two; the
event may have actually occurred a second or two later than the
time logged due to server activity.

= 2001/05/01 16:32:26.37 refers to the local date and time.

= -0700 refers to the time zone, in this case Pacific Daylight Time.
e 2237 refers to the process number.

= 07F3 refers to the thread number.

= 3refers to the level of verbosity.

= DataAccess, in this example, is the name of the module in which the activity
occurred.

< All information following the module name describes the operation that took
place.

Log Window Options

The following sections explain the fields within the Logs tab.
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Figure 17-4 The Log Window for Connectors

Consale Edit Wiew Obect Help

Sun ONE Meta-Directory

Status

@ Tho ey | opmimEN o WS

(@ join-engine

G ute-cv-UTP Refresh (L] Caontinuous

(G ute-Cy-uTP2

% adc—adcy Lines to Show: [25 Show Only Lines Containing:|
utc-Cve

Starting At: |

Date | Time Level Module | Detalls

z002/12/10  |15:33: 04 Drabua Perlbra Bind error 91 'Can's comnect to the LDAP server!

1002/12/10 |15:38 Dbeleas FerlDza cask 'L' errar laading DN 'mid=asa on=adpesple,de=]

z002/12/10  [15:33 Drabua Peribra Bind error 91 'Can's comnect to the LDAP server'

1002/12/10 |15:39 Dbeleas FezlDza cask 'L' errar laading DN 'mid=hl,eu=adpeople, de=ul

zooz/1z/l0 [15:33 Dzabua Pezllza Bind eszor 31 'Can's comnect %o the LDAP server'

z00z/12/10 |1s:39 DDeleas FezlDza task 'L' erzor loading DN 'mid=aaa ou=adpeople.dc=|

z00z/12/10 |1s:39 Manages - MGR Connection £rem 127.0.0.1
z00z/12/10 |1s:39 Manages 00000021 MGR Disconnecved Erom 127.0.0.1

z00z/12/10 |1s:39 Manages FezlDza dza management command processing thrsad for 127.0)
z00z/12/10 |1s:39 Datahccess |Reconnect zevzy vime has sxpized, 'DA L USER RETRYLIMIT EX|

1002/12/10 |15:39 Dbeleas FerlDza vask 'L' Invalid DONS change zeceived

410  Sun ONE Meta-Directory Configuration and Administration Guide ¢ January 2003



Logs

Refresh

To activate log settings and update the log table to include any new logs, click
Refresh. Refresh must be activated after any of the Log window options are
modified.

Continuous
To update the log table continuously, choose Continuous.

Lines to Show

To limit the maximum number of lines you would like to have in the log table,
enter a number here.

Show Only Lines Containing
To limit the set of lines with a filter, enter a text search string here.

Starting at

Use this field to time-delay the start of a search. Click the “...” button to use a
time-date calendar for easy input.

Period

This field is used to specify the time duration for the log search. For instance, if you
want to display all logs that occurred up to 90 minutes after the starting time
specified above, select Minutes from the drop-down menu and enter 90.

Modules

Operations recorded to log files refer back to specific functional areas of
Meta-Directory or modules. Each module concerns itself with a particular task
performed by a specific component. Any activity or operation recorded in a log file
is recorded to the file which correlates to that module. In addition, Meta-Directory
generates debug log files for these modules. These debug logs give more technical
and detailed explanations of their respective modules than the customary logs.
Table 17-1 and Table 17-3 describe the modules associated with the join engine and
the connectors. Table 17-2 and Table 17-4 describe the debug logs. (Because
modules work together to perform many tasks, it is often necessary to combine log
file information to come to a more complete understanding of the module’s
functions.)
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Table 17-1 Join Engine Modules

Module Name

Description

Log

MDS

MDSConfig

DCNS

DataAccess

The Log module controls the logging function from within
the application.

The MDS module controls the participating view and its
interaction with the meta view.

The MDSConfig module controls the updates of, and status
for, the LDAP configuration used by the join engine.

The DCNS module searches the changelog for new data in the
external data source and notifies the join engine or connector
so that the appropriate action can be taken.

The DataAccess module performs operations including
adding and modifying data and deleting and searching
entries on the external data source.

Table 17-2 Join Engine Debug Logs

Debug Log Name

Description

DebugDataAccess

DebugDirectoryAccess

DebugDBServer

DebugCLOGPIugin

DebugMDSConfig

DebugloinController

DebugMapper

DebugDCNSServer

The DebugDataAccess log provides more detailed
information about the DataAccess module.

The DebugDirectoryAccess module provides a detailed
description of the module that controls LDAP accessory client
functions.

The DebugDBServer log provides a detailed description of the
actions of the database server.

The DebugCLOGPIugin log provides a more detailed
description of the actions of the changelog.

The DebugMDSConfig log provides a more detailed
description of the actions of the MDSConfig module.

The DebugloinController log provides information
concerning the entry links and ownership that are applied
during the join process.

The Debug Mapper log provides information about the
processing of the join process rules.

The DCNSServer log provides information concerning the
registering with the DCNS servers.
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Table 17-2 Join Engine Debug Logs (Continued)

Debug Log Name

Description

DebugDCNSClient
DebugMDSLogging

DebugMDSUtils

DebugThreadPool

DebugOCIWRAPPER

DebugDBCLOGPIlugin

The DCNSClient log keeps track of change notifications.

The DebugMDSLogging module provides more detailed
information concerning the log module.

The DebugMDSUtils log provides information about the
utilities used internally by the Meta-Directory.

The DebugThreadPool log provides information about the
thread pool utility.

The DebugOCIWRAPPER log provides information about the
join engine’s interaction with an Oracle database.

The DebugDBCLOGPIugin log provides information about
the changelog for the database connector.

Table 17-3 Connector Modules

Module Name

Description

Log

MDSConfig

DCNS

DataAccess

AVL

LdapConfig, REGISTRY

DRAConfiguration

The Log module controls logging for the connection
between the console and the connectors.

The MDSConfig module controls the updates of, and status
for, the LDAP configuration used by the connectors.

The DCNS module searches the changelog for new data in
the external data source and notifies the join engine or
universal connector so that the appropriate action can be
taken.

The DataAccess module performs Add, Modify, Delete, and
Search operations, issued by the join engine, on the
database. The plugin interacts with the join engine while
uploading data from the database connector view to the
meta view.

The AVL tree database module is an internal cache that
represents the external database and the connector view.

These two modules manage configuration for the Universal
connector.

The DRAConfiguration module stores the values of the
indirect connector rules: Filter, Attribute Flow and Default
Attribute.
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Table 17-3 Connector Modules (Continued)

Module Name Description

DDeltas The Directory Deltas module deals with the movement of
data from the connector view to the external data source.

DraDua The Directory Access module deals with communication
with an LDAP data source.

FilelO The FilelO module deals with certain file i/o utility routines.

LogStuff The LogStuff module concerns itself with miscellaneous

routines of logging.

LDeltas The Local Deltas module concerns itself with moving data
from the external database to the connector view.

Manager The Manager module concerns itself with the management
command processor.

Service The Service module concerns itself with the Universal
Connector’s startup routines.

PerIDDM The Perl Directory Deltas Module concerns itself with
processing the Perl Interface.

PerlMain The PerlMain script module deals with the Universal
Connector’s startup entry point.

Pldeltas The Perl Local Deltas script module deals with processing
the Perl interface.

Table 17-4 Connector Debug Logs

Debug Log Name Description

DebugDataAccess The DebugDataAccess log provides more information about
the DataAccess module.

DebugDirectoryAccess The DebugDirectoryAccess log provides more information
about the module that controls LDAP accessory client

functions.
DebugDCNSServer The DCNSServer log provides information concerning the
registering with the DCNS servers.
DebugDCNSClient The DCNSClient log keeps track of change notifications.
DebugCLOGPIugin The DebugCLOGPIugin log provides more information about

the actions of the changelog.
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Table 17-4 Connector Debug Logs (Continued)

Debug Log Name

Description

DebugMDSConfig

DebugDASearch

DebugDATraverse

DebugMDSLogging

DebugMDSUTtils

DebugThreadPool

The MDSConfig log provides more information about the
updates of, and the status for, the LDAP configuration used
by the connectors.

This log provides more information about theLDAP search
function.

This log provides more information about the LDAP traverse
function.

The DebugMDSLogging log provides more information about
the logging module.

The DebugMDSUJtils log provides more information about the
utilities used internally by the Meta-Directory.

The DebugThreadPool log provides more information about
the actions of the service threads.

Specifying Log File Preferences

Log file preferences such as name, location, log level and verbosity are set
specifically for each component. By selecting the component, you will be able to
configure its log file preferences.

Working within the Log Window

1. From the navigation tree in the Meta-Directory console, select a component
(join engine or connector instance).

The Log Window appears.

Chapter 17  Monitoring Meta-Directory Components 415



Console  Edit Wiew Ohbject Tools Help

Sun ONE Meta-Directory

Configuration

Wersion &1

& Meta-Directory
§ [z Join Engines
@ ¥ join—engine
9@ Meta—View (Mv)

e [&] contents

@ [ Participating Views
@ (7 Connector Yiews
@ (7 Connectors

Log |
Log File Location
| foptisunoneilD3. 1fjcin-engineflogs
Prefix for Log File Name meta

lw Kilobytes
l— Kilobytes
4098 Kilokytes
1 cay(s)
Delete Log Files Older Than i day(s)
Flugh Buffered Log Data to Disk at | 15 seconds

| Werbosity (click to cycle)

Maximum Size of Each File

Maximum Disk Usage
Minimum Reserved Free Space

MNew Log File Every

Log Level

Modulg
Log
MDS
MDSConfig
DCNS
Datafccess

Reset | Help

Save |

Provide values by entering specifications for the following fields:

Log File Location

Prefix for Log File Name

Maximum Size of Each
File

Specifies the directory into which the log files are saved. To
specify a directory other than the default, enter the full
path name in this field.

Specifies the word to precede the log file name as:
prefix-yyyymmdd-nn.log

For example, if you enter delta as the prefix, it would
appear as in the following example:

delta-20010521-01.1log

Specifies the maximum size of the log file. After reaching
this size, a new log file is created. The default is 4096 KB.

Meta-Directory checks the log file size in five minute
intervals. If, between the intervals, the log file reaches and
surpasses the maximum size, Meta-Directory will allow
this until the maximum file size is checked again on the
five minute mark. At that point, a new log file is created.
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Maximum Disk usage

Minimum Reserved Free
Space

New Log File Every

Delete Log Files Older
Than

Flush Buffered Log Data
to Disk at

Log Level

Logs

Specifies the maximum disk space set aside for logging.
When the maximum disk space is reached, logging is
temporarily halted. The default is no maximum. (The field
is blank.)

If you specify a maximum available disk space, it must be
at least twice the size of the maximum log file size, because
the service always stores one backup log file. If the
maximum available disk space is less than twice the
maximum log file size, the new file cannot reach its
maximum size.

Disk space is reserved for log file storage. By default, the
service reserves a minimum of 4096 KB of space.

Determines the length of time that a log file should record
activities before creating a new log file. If the maximum
size of the log file is reached first, a new log file is created.
The default is 1 day. This value must be less than the value
in the Delete Log Files Older Than field.

Determines when log files will be automatically deleted.
The default is 7 days. This value must be greater than the
value in the New Log File Every field. (Active Directory
connector lacks this functionality.)

Determines when the log data buffered in memory is to be
flushed to the disk.

Each component’s logging function can be turned on or off

via the Log Level. The three levels of logging are as follow:

= Off - Nothing is logged.

= Normal - Necessary information for daily
administration is logged. (Disk space requirements are
likely to be small and new files are created
infrequently.)

= Debug - Maximum amount of information needed for
debugging is logged. (Disk space requirements are
likely to be large and new files are created frequently.)

You can switch levels without restarting the join engine.
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Verbosity The verbosity of a log refers to the description of an
activity within a log line. Unlike the log level which
controls the logging capability at the component level,
verbosity controls the activity description at a module
level within each component. (For example, the log level
for join engine might be set to Normal while two specific
join engine modules, Log and DataAccess, are set to
verbosity levels 1 and 3, respectively.) The verbosity levels
are as follow:

0 - No logging for specified module
1 - Default (minimum) verbosity level for specified module
2 - Moderate amount of logging for specified module

3 - Maximum amount of logging for specified module

3. Click Save.

Statistics and Status Messages

418

The Statistics window is the error reporting utility of Meta-Directory. After
processing an administrative task, you can check the Statistics window for any
success or error messages returned by the component processing the task.

From the Status tab navigation tree in the Meta-Directory console, select a
component (join engine or connector instance) and click Statistics. For an
explanation of the messages that can be returned, see “Error Responses,” on
page 473.
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Administration Tools

Meta-Directory comes with tools to help you find and fix entries that go unlinked
as well as customize entry properties. This chapter contains the following sections:

e The Query Tool
= The Fix-1t Tool
= Command Line Access of the Query/Fix-1t Tool

= The Property Editor

The Query Tool

With the Query Tool, administrators can generate many types of searches
including, but not limited to these:

= asearch for all entries created in Meta-Directory in the last n hours

= asearch for all entries from a connector view that are/are not joined into the
meta view

= asearch of statistics for joined, unjoined, or unassociated entries

= asearch for all entries in a connector view that were not automatically joined
into the meta view

The following sections provide procedures on accessing the Query Tool and
constructing basic and extensive searches.
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To Access the Query Tool

1. Open the Meta-Directory console and right-click anywhere in the navigation
tree.

2. Choose Query from the context menu that appears.

The Query Tool opens. Alternatively, from the menu bar, open Tools and
choose Query.

= Query Tool =
5 entries found
Find all [ entries M EE -
Search
that are |Jnmed with - | an entry in | Meta—View w Advanced
Fix
hore Fewer
Name CW Link MY Link Excluded Cvs Excluded MYs Link Comments
& utp_usert CW#MY CLIRuid
& utpuser? CW 1#AY CLIFId
& utpuserd CW 1#AY CLIFId
& utpuserd CW 1#AY CLIFId
& utp_users CW 1#AY CLIFId
Close Help

Searches

To request a search for entries within a meta view or a connector view specify
search criteria using the tool’s drop-down lists. The choices will complete the
search request as follows.

Find all group choice in view choice that are associated in a particular way with an entry
in view choice.

NOTE You can conduct an even more basic search by clicking on Fewer.
This allows a search using only the first two drop-down lists.
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To Do a Search

1. From the Content Selection Filters drop down list (“Find all’), select the
grouping you would like to search (entries, users, groups, or users and

groups).

2. From the Views drop-down list (“in”), select either a connector view or a meta
view.

This menu shows all configured views in Meta-Directory.

3. From the Linkage Selection Filters drop-down list (“that are’), select how you
would like to perform your search.

The choices consist of the possible ways that entries can be linked. They
include: unassociated with, joined with, joined manually with, joined automatically
with, excluded from, able to delete, not able to delete, members with, or are non
members with.

4. From the Corresponding View drop-down list (“an entry in”), select the
corresponding view.

If you selected meta view from the Views drop-down list, you will choose from
participating connector views. If you selected a connector view from the Views
drop-down list, your only choice will be the meta view.

5. Click Search. The results appear in the bottom pane.

Extensive Searches

The Query Tool allows the administrator to build broader and more complex
searches by clicking the Mmore button and including or excluding entries in other
meta or participating views.

To construct a more extensive search, build your query using the first two
drop-down lists as many times as needed in the following form:

Find all group choice in view choice that are associated in a particular way with an
entry in view choice [and/or that are associated in a particular way with an entry in
view choice] [and/or that are associated in a particular way with an entry in view
choice] [and/or that are associated in a particular way with an entry in view choice]
et cetera.

You choose and or or to further refine the search request based on the variables that
follow. The rest of the search request is constructed as described in “Searches,” on
page 420. However, More can be clicked an infinite number of times, adding to the
complexity of the search criteria.
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Constructing a Search With an LDAP Filter

To construct a search using an LDAP filter entry, click Advanced from the Query
Tool. A new field appears that enables you to enter an LDAP filter. The new LDAP
filter query form is:

Find all group choice in view choice matching the LDAP filter {filter} that are
associated in a particular way with an entry in view choice.

An LDAP filter or SQL Where clause can be entered in the new field; for example:

telephonenumber=4%*

The rest of the query form is construct as described in “Searches,” on page 420.

NOTE The filter will be ignored if the data is not valid.

Customizing the Query Tool

The Query Tool window can be customized based on the administrator’s needs.
Right-click anywhere on the window to open a context menu, which provides the
following customization options:

= View selected entry

e Customize column headers for meta view
= Customize content selection filters

= Customize linkage selection filters

The sections that follow provide procedures for customization.

Viewing a Selected Entry

This option lets you view and edit the properties of a chosen entry listed as the
result of a search request.

1. Select an entry from the list in the Query Tool dialog box.

2. Right click in the Query Tool dialog box and select view selected entry
from the context menu.

3. Either the Edit Entry or Property Editor dialog box will appear. The Edit Entry
box will appear if any of the following is true:

» Theentry is LDAP-based.
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« The entry has a standard option class.

« You have invoked the Query Tool from the console.

utp_usert

utp_usert

utp_user?

utp_useri@SunONE. com

In any other circumstances, the Property Editor dialog box will appear.

Thig iz the descrption for utp_user!
utp_user1@SunONE. carm
utp_user!

utp_user!

CW 1#MY CLI#A

MY CLI#True

CW, MY CLI#CY1

Cy 18 CLIRuid=utp_usert

person
omanizationalperson
inetomgpersan

top

mosCyLink

Title for utp_user!

utp_userl

_ oK | cameel | Hel |
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NOTE If the Edit Entry dialog box appears, you can access the Property
Editor dialog by clicking advanced.

4. Modify the fields in either dialog box as discussed in “The Property Editor,” on
page 439.

5. Click OK to return to the Query Tool.

NOTE For Database connectors only, the Property Editor is named the
Database Entry Viewer. The Database Entry Viewer functions in the
same way as the Property Editor.

Customizing Column Headers

The columns in the search result portion of the Query Tool can be customized by
renaming, adding, or deleting the column headers.

1. Rightclick in the Query Tool dialog box to open a context menu.

2. Select Customize column headers for meta view to open the Customize Search
Results Table.

@ Customize Search Results Table | x|
Objectclasses: Allowed Aftributes: Attribute To Display Column Mame

account 3 aci Isaaalso |ref|
alias on

Attribute To Display ‘ Column Name

applicationentity description
reln Mame

! medslinktocy CVLink
actomaurt ahjectclass imeslinktomy My Link
bodtablederice rdntype e | mdsexcludedoys Excluded Cvs
cacheohject mdsexcludedmys Excluded My's
calentry Mave Lp | meslinkcomments Link Comments
certificationauthority ou o
changelogentry Ioye Do | dn an
cirreplicasource
country [~ Save Globally
dcohject
device
directoryserverfesture
dnadatmain ;I

Ok | Cance\l Help |

3. Select the object class from the Objectclasses column that includes the attribute
you would like to chose as a column name.

4. Select the attribute itself from the Allowed Attributes column. (Use the Control
key to select more than one attribute.)
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Click Add to add the attribute selected.

The attribute you added now appears in the Attribute To Display field on the
right side of the dialog box. For each attribute, you can enter a name in the
Column Name field to represent the attribute. It is this name that will appear as
the column header when you return to the Query Tool.
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6. Optional: Use the following buttons and checkbox as needed.

o  Click Remove to remove unwanted attributes displayed in the Attribute To
Display field and return them to the Allowed Attributes list.

o  Click Move Up and Move Down to arrange attributes in the preferred
order for your displayed headings. (Moving the column name up will
move the column itself to the left.)

o  Click Save Globally to save the headers for everyone who accesses the
system.

7. Click OK.

The Query Tool dialog box reappears with the attributes and column names
you specified. Clicking Search again will re-assemble your results based on the
new columns.

Sorting the Display of Entries

You can sort entries resulting from the search request in accordance with the
column labels that appear above the display of data. The labels function as a toggle;
alternately sorting the data in ascending and descending order.

To sort the display, click a label. For instance, to sort entries by the meta view link,
click MV Link. The sorting mark (a triangle pointing in the direction the column is
sorted) appears beside MV Link in the column label.

To Specify Language Preferences

Meta-Directory provides dn, rdn, and rdtype attributes to allow language
preferences. Each attribute supports only one language, so you could set one
attribute’s preferred language to Spanish (es), for example, while the default for all
others is English (en). This entry might appear as shown in the following example:

dn: cn=Fred G. Garcia, ou=people, o=siroe.com
cn: Fred Garcia

cn;lang-es: Frederico Garcia

location: USA

location;lang-es: Los Estados Unidos

sn: Garcia

mail: Garcia@siroe.com
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Suppose that you set up in the Customize Search Results Table, the attributes and

column names in Table 18-1. Any language can be used in the column names

because the names are text strings of your choice. Some names appear in English;

some are in Spanish. These column names are copied directly into the column
headers in the search results table in the Query Tool dialog box.

Table 18-1 Column Specifications

Attribute Column Name

sn Last Name

cn Whole Name
location Country

mail Email Addresses

dn Entry Name

rdn Nombre

rdntype Nombre Con Idioma

When you request a search, the Query Tool finds each qualifying entry and places
its attributes in the correct columns based on your specifications in the Customize
Search Results Table dialog box. The search results appear in the columns whose

names are shown in Table 18-2.

Table 18-2 Search Results for the Sample Entry

Value Column Name
Garcia Last Name
Frederico Garcia Whole Name

Los Estados Unidos Country
Garcia@siroe.com Email Addresses
cn=Fred Garcia, ou=people, o=siroe.com Entry Name

Fred Garcia Nombre
Frederico Garcia Nombre Con Idioma

Table 18-3 shows how the Query Tool decides the language subtype to choose.
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Table 18-3 Query Tool Chooses the Language Subtype

Attribute

Column Name

Operation

sn

cn

location

mail

dn

rdn

rdntype

Last Name

Whole Name

Country

Email Addresses

Entry Name

Nombre

Nombre Con Idioma

This attribute has no language-specific version in
the entry, so the default is English and Garcia is
displayed under this column.

This attribute does have language subtypes in the
entry. As the preferred language is es (Spanish)
and the cn attribute has an "es" version,
"Frederico Garcia" is extracted.

This attribute also has a Spanish version, which is
"Los Estados Unidos", so it is extracted and
displayed under this column.

Since there is only an English version for mail,
both English values are displayed.

This attribute is fabricated. The dn is extracted
from the entry and displayed under this column.
Since there is only one dn, languages are not
considered.

This attribute is fabricated. The rdn (the first part
of the dn) is extracted from the entry and
displayed under this column. In this case, rdn is
"Fred Garcia". There isonly one rdn so language
is not considered. The rdn is based on an attribute
that also resides in the entry, which in this case is
cn. In this entry, cn has different language
subtypes. For those who choose French as their
preferred language, this mechanism may not be
helpful, since they may want to see only French,
and not the English name that constitutes the rdn.

This attribute is fabricated, and addresses the
issue associated with the rdn attribute. rdntype
examines the attribute that the rdn is based on
and extracts all values for the attribute, respecting
language preferences. In this case, the rdn is
based on cn, and the language preference is es, so
the tool extracts Frederico Garcia.
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Customizing Content Selection Filters

Content selection filters can be created or modified using this option. The entries
added or edited in this window affect the selections available in the Query Tool
Content Selection Filters drop-down list (“Find all”’). The filters are used against
the data in the entries of the context view (cn, sn, Location, Phonenumber, etc.).

Accessing the Content Selection Filters Window
1. Right-click in the Query Tool dialog box to open the context menu.

2. Select Customize content selection filters to open the Content Selection Filters

dialog box.
~| Content Selection Filters
Display Name entres
users
|users and groups Groups
[[»] users and groups
[
Meta View Filter _ Moveup |
|Dfuniquenames)(object:\ass=person))
Connector Yiew Filter Create

|Dfuniquenames)(object:\ass=person)) Delete

SQaL where Clause
[

[¥ Save Glotally

OK Cancel Help

To Create a New Content Selection Filter
1. Inthe Content Selection Filters dialog box, click Create.

A default of NEW FILTER appears.

2. Provide values for the following fields:

Field Description

Display Name This field carries the name of the filter. It appears in the
Query Tool content selection filters drop-down list.

ID This read-only field is available only when a new filter is
created. It is the unique identifier of the filter.

Meta View Filter Specify the object class by which you want entries filtered
in the meta view. If you do not specify a filter in this field,
the Query Tool interprets the field as
(objectclass=%*).
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Field Description

Connector View Filter Specify the object class by which you want entries filtered
in the connector view. If you do not specify a filter in this
field, the Query Tool interprets the field as
(objectclass=*).

SQL Where Clause If the data you are searching is in an SQL-accessible
database, specify the where clause of an SQL query.

3. Click OK to save changes and return to the Query Tool dialog box.
The new filter appears in the content selection filters drop-down list.
To Edit a Content Selection Filter
1. Inthe Content Selection Filters dialog box, select an entry from the right pane.

The display name, associated ID and values for the meta view and connector
view filters appear in the corresponding fields.

2. Modify the information as needed.
3. Optional: Use the following buttons and checkbox as needed.
o  Click Delete to remove the filter.

o  Click Move Up and Move Down to arrange filters in the preferred order
for your content selection filters drop-down filter list.

o  Click Save Globally to save the filter for everyone who accesses the system.

4. Click OK to save changes and return to the Query Tool dialog box. The changes
are reflected in the content selection filters drop-down list.

Customizing Linkage Selection Filters

You can create or modify linkage selection filters using the Linkage Selection
Filters dialog box. The filters you add or edit affect the selections available in the
Query Tool Linkage Selection Filters drop-down list (“that are). The filters in that
list allow you to search for entries by their linkage information.

Accessing the Linkage Selection Filters Window
1. Right-click in the Query Tool dialog box to open the context menu.
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Select Customize linkage selection filters to open the Linkage Selection Filters
dialog box.

= Linkage Selection Filters

Display Name unassociated with

: joined with
joined autamatically with jained! manuslly with
ID Jjoined autormatically with
l— excluded from
M ahle to delete
Meta View Filter not able to delete

members with
VLT ype=GregcAs) | MoveBan | | memERe
Connector Yiew Filter Create
rdsCYLInkType=BCHEM#A) Delete
SQaL where Clause

[¥] Save Glotally

OK Cancel Help

To Create a New Linkage Selection Filter

1.

In the Linkage Selection Filters dialog box, click Create.

A default of NEW FILTER appears in the list box at the right and in the Display
Name field.

Type the new filter’s name in the Display Name field, and provide input for
the remaining fields as described in “To Create a New Content Selection
Filter,” on page 429.

Click OK to save changes and return to the Query Tool dialog box.

Your new filter appears in the Linkage Selection Filters drop-down list.

To Edit a Linkage Selection Filter

1.

Select an entry from the list box at the right.

The display name, associated ID and values for the meta view and connector
view filters appear in the corresponding fields.

Modify the information as needed.
Optional: Use the following buttons and checkbox as needed.

o Click Delete to remove the filter.
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o Click Move Up and Move Down to arrange filters in the preferred order
for your Linkage Selection Filters drop-down filter list.

o  Check Save Globally to save the filter for everyone who accesses the
system.

4. Click OK to save changes and return to the Query Tool dialog box. The changes
are reflected in the Linkage Selection Filters drop-down list.

Query Tool Keyboard Shortcuts

The Query Tool provides a set of keyboard shortcuts. Table 18-4 provides a list of
these shortcuts and what they do.

Table 18-4 Keyboard Shortcuts for Use With the Query Tool

Key Combination Function

Ctrl-f£ Launches the Fix-It Tool as discussed in “The Fix-It Tool,” on
page 433.

Ctrl-h Launches help.

Ctrl-1 Launches the Linkage Filters Editor dialog box.

Ctrl-m Clicks the More button.

Ctrl-o Launches the Content Selection Filters dialog box.

Ctrl-g Exits the Query Tool.

Ctrl-s Starts the search.

Ctrl-w Clicks the Fewer button.

Ctrl-z Launches the Customize Search Results Table dialog box.

Ctrl-space Shows all of the currently selected entry.

Ctrl Enables you to select entries one by one from the Query Tool

search results table.

Shift Enables you to select contiguous blocks of entries from the
Query Tool search results table.

Enter If search results are already displayed, launches the Fix-1t Tool.
If no search results yet, the search starts.
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The Fix-It Tool

With the Fix-It Tool, you can create or delete manual links between entries when
automated linking breaks. This allows an administrator to establish the linkages for
hard to match entries or to review Meta-Directory’s predetermined linking. You
can also mark or unmark entries as excluded, and assign or remove ownership of
an entry.

Accessing the Fix-It Tool

Select an entry from the search results table of the Query Tool and click Fix. The
Fix-I1t Tool window appears showing attributes and values for the selected entry in
the upper left hand corner. It’s associated views and the partial DN of the selected
entry (relative to the view’s base DN) appears in the upper right hand corner. To
view attributes and values for other source entries, click on the desired entry. The
Fix-It Tool loads all the entries selected from the Query Tool dialog box.

Figure 18-1 Fix-It Tool

= Fix—It Tool B
& utp_user1 CV1 @ Jain
Altributes Walues Wiews Linked Entries © Uity
E-Mail utp_useri@SunCN Meta—View <Uid=utp_userl> () Exclude
Create MNew Entry
Candidates
'S
Find all | users - | in | |
matching the LDAP filter [
that are | joinec! with | anentryin [cvi |
[and | thet are | unassociated with v | anentryin [ cvi « |
More Fewer
Name Department. E-Mail Telephone Mumber
MWCLI
Close Help
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To Link an Existing Entry to a New Entry
1. Select the view entry for which you want to establish a link with a new entry.
2. Click Create New Entry.

The New Entry DN Selector dialog box appears.

3. Select a DN from the drop-down list (populated from your DN rules) or enter
your own, and click OK.

Your input appears as a linked entry for the view you selected.

To Join, Unlink, or Exclude Entries

1. Select an existing entry from the Views column.

2. Click Candidates. The list of join candidates appears in the bottom pane, based
on the join rules you have configured.

You can also expand the search criteria by doing the following:

a. Click on the triangle button below the Candidates button. A search panel
appears that is preloaded with the search filter the join engine uses to
retrieve join candidates. (The button is a toggle that closes the search panel
when you click it again.)

& utp_useri Meta-View @ Join
Attributes Walues Wigws Linked Entrigs © Uil
E-Mail utp_userli@uk.sun.... Cyl <uid=utp_useri= ) Exclude
Create Mew Entry
Candidates

&

Find all ‘ users - | in ‘ ‘

matching the LDAP filter |

that are ‘ unassociated with - ‘ an entry in ‘ Meta-Yiew w ‘

‘aﬂd - | that are ‘ unassociated with - | an entry in
b. Change the fields in the search panel as desired, and click Candidates.
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3. Select an entry from the candidates list and right-click.
A context menu appears.
4. Select “Load this entry.”

This adds the entry to the Fix-1t Tool’s set of entries. (If you selected a set of
entries from the Query Tool and then invoked the Fix-1t Tool, the entry you are
loading is positioned following the current entry.) You can still click prev or
Next to cycle through the list of entries.

5. Click one of the following radio buttons:

Manaual Operations Description

Join Links the current entry and the entry selected in the
Candidates table, undoing any existing exclusion. The join
will appear as a linked entry.

Unlink Breaks any links or exclusions from the current entry to the
entry in the view selected. Linked entries will disappear
for the particular view.

Exclude Excludes the current view from the view selected,
breaking any existing link. The Linked Entries column will
show “Exclude” for this view.

To Refresh a Current Entry
1. Right-click on the Fix-It Tool screen.

A context menu appears.
2. Select Refresh.

The status will change in the Linked Entries column.
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To view and modify an entry

1.

Select the candidate you want to view and right-click.

A context menu appears.

Select View this entry.

The Edit Entry dialog box appears.

View and change the entry as described in “Viewing a Selected Entry,” on

page 422.

Customizing the Fix-It Tool

Customize the Fix-It Tool by doing the following:

1.

Right-click on the Fix-It Tool screen.

A context menu appears.

Select from the following choices:

Customization Choice

One click joining mode

Auto load join
candidates mode

Auto advance entry
mode

Auto advance view
mode

Auto advance unlinked
view mode

Customize column
headers

Description

This feature joins a highlighted candidate with the source
entry when you press Enter or click.

This feature automatically searches for candidates when
you switch to a new view or entry.

This feature automatically loads the next entry in the set.
This is the default if you invoked the Fix-1t Tool from the
Query Tool.

This feature automatically loads the next view. If no next
view exists, the next entry in the set loads.

This feature automatically advances to the next view with
which the source entry is unlinked. It skips views with
which the source entry is linked or excluded. If there are
no more views, this option proceeds to the next entry.

The procedure for customizing column headers is the
same as for the Query Tool. To customize column headers,
see “Customizing Column Headers,” on page 424.
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Fix-It Tool Shortcuts

The Fix-It Tool provides a set of keyboard maps to enhance productivity. Table
18-5 provides list of these shortcuts.

Table 18-5 Fix-It Tool Shortcuts

Key Combination Function

Ctrl-e Excludes the current entry from the currently selected view.

Ctrl-g Drops down or hides the search panel.

Ctrl-h Invokes help.

Ctrl-i Sets the “Auto advance view” mode.

Ctrl-j Joins the current selected entry with the source entry.

Ctrl-k Sets the “Auto advance unlinked view” mode.

Ctrl-1 Loads the currently selected entry into the Fix-It Tool as the
source entry.

Ctrl-m Clicks on the More button.

Ctrl-n Invokes the Query Tool if not currently visible, or shifts it to the
foreground if currently visible.

Ctrl-o Toggles the one-click joining mode.

Ctrl-g Exits the Fix-It Tool

Ctrl-r Refreshes the current source entry. (Refetches from the
Directory Server.)

Ctrl-s Performs a candidates search.

Ctrl-t Invokes the Customize Search Results Table dialog box.

Ctrl-u Unlinks the current entry from the entry to which it is linked.

Ctrl-w Clicks on the Fewer button.

Ctrl-y Sets the “Auto advance entry” mode.

Ctrl-z Invokes the Customize Search Results Table dialog box.

Ctrl-space Shows all of the currently selected entry.

Enter Joins the current selected entry with the source entry.

Shift-Up Go up a view in the view list.

Shift-Down Go down a view in the view list.

Chapter 18  Administration Tools 437



Command Line Access of the Query/Fix-It Tool

Table 18-5 Fix-It Tool Shortcuts (Continued)

Key Combination Function

Right Arrow Go to the next view, entry, or unlinked view based on the
mode.

Left Arrow Go to the previous view, entry, or unlinked view based on the
mode.

Command Line Access of the Query/Fix-It Tool

You can invoke the Query/Fix-It Tool from the command line as well as the
interface; the tool operates the same.

NOTE The exception to this rule is that the Property Editor dialog box
appears rather than the Edit Entry dialog box. (See “Viewing a
Selected Entry,” on page 422 for more information.)

To Invoke the Query/Fix-It Tool

1. Locate either the fixittool (if you have a Solaris system) or fixittool.bat
(if you have a Windows NT system) executable in the following location:

NETSITE ROOT/bin/meta50/bin/. ..
2. Run the command as follows:

fixittool binddn bindpw jeadminurl

binddn Specifies the data server bind DN to be bound to the data
server URL.

bindpw Specifies the password associated with the data server bind
DN.

jeadminurl Specifies the admin server URL of the join engine.

If you provide all three of the options, the Query Tool appears directly.
Otherwise, the standard console login dialog box appears.
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The Property Editor is used to alter the class properties for members within a

connector view or a meta view.

The Property Editor

To Alter the Properties for Members

1. Click the Contents object of a particular connector or meta view.

The members for the view appear on the right pane.

2. Click on a member class and right-click.

A context menu appears.

onsole  Edit Wiew Ohbject Tools Help

Sun ONE Meta-Directory

Canfiguration

Wersion 5.1

'%} Meta-Directory
| @ [ Join Engines
@ [ Connector Yiews
@ @ ovicyn
(3 Cantents
@ [ Caonnectars

& utp
& utp_s
& utp
& utp
T

o

Cut
Copy
Paste
Delete

Search
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3. Select Open.
The Property Editor dialog box appears.

= Property Editor — utp_user5 |

File Edit Wiew

Description |Th|5 iz the description for utp_users |

Email address |ulp7user5@SunONE com

Full name  [utp_users

Last name |utp_users

rmdsCYLinkType |CV1#MVCLI#A

mdsCyMembership | MY CLI#FT e

mdsEntityCwner |CVJMVCLI#CV1

mdsLinkT ok |CV1#MVCLI#U|d=utpiuaer5

person
omganizationalperson
Ohject class | inetompersan

top

mdsCyLink

Title lﬁe for utp_userd

User D |ulp7user5

Ok | Cancel Help

You can use this dialog box to add, modify, or remove object classes and
attribute values. You can also use an LDIF file for these purposes. Click Help
for more information, or see the iPlanet Directory Server Administrator’s Guide.
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Command-Line Administration

Meta-Directory provides a tool, the Meta-Admin tool, that lets you administer the
Meta-Directory components from the command line. This tool is used in
conjunction with the Meta-Admin protocol, which lets you perform the following
administrative processes on a Meta-Directory component:

= Start a specified component.
= Stop a specified component.
= Get the status of a specified component.

= Get the statistics of a specified component.

The Meta-Admin Tool

The Meta-Admin Tool is a command-line utility that you can use to administer any
running Meta-Directory component. The Meta-Admin Tool communicates with
the Meta-Directory components through HTTP or HTTPS posT requests. Your
requests are routed through the Administration Server CGI scripts to the specified
component.

You specify the administrative tasks you want to perform using an LDIF file. The
Meta-Admin Tool reads the LDIF file and translates your commands into posT
requests, which it sends to the appropriate CGI scripts.

In the LDIF input you supply, each request you make contains a set of parameters
whose values describe the administration task you want to perform. In response to
your requests, the CGI scripts return an HTTP document to the Meta-Admin Tool.
The tool translates these responses into success and error messages.
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When you run it, the Meta-Admin Tool does the following:
1. Reads requests (in LDIF format) from stdin.

2. Sends the requests to the Meta-Directory components, via the Administration
Server CGI scripts.

3. Echoes the Meta-Directory component responses to stdout.
4. Outputs any error messages to stderr.

5. Returns, as an exit status, the number of requests that failed.

The Meta-Admin Tool Syntax

The Meta-Admin Tool is a Perl script that is installed in the following location:
NETSITE ROOT/bin/meta50/bin

The script makes use of several Perl extension modules, including and the
Meta Admin module.

The tool uses nsPerl5.005_03, which is installed when you install the
Meta-Directory software package. As a note, the Perl implementation must be set
to “use Meta_ Admin”.

On Solaris systems, you execute the tool from either a shell or shell script. On
Windows systems, you can execute the tool from either the Command Prompt
window or from a batch file.

For example, you can issue the following commands from a command prompt to
run the Meta-Admin Tool:

% cd NETSITE_ROOT/bin/meta50/bin
% ./meta-admin [options] < input.ldif

Here, it is assumed that NETSITE_ROOT is set to the directory root of your
installed Meta-Directory package, options are any command-line options you want
to specify, and input.ldif is the LDIF input you supply to the tool.
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Meta-Admin Tool Command-Line Options

The following two tables define the command-line options that you can use with
the Meta-Admin Tool. Table 19-1 explains the command-line options that you can
use to modify your administrative requests:

Table 19-1 Request-related options for the Meta-Admin Tool

Option Description

-b URL Resolves all relative (incomplete) admin-URL values relative to the
specified base URL.

-p URL Sets the proxy to be used for the requests. The program also loads
proxy settings from the environment, unless the -p option is also used.

-P Specifies that proxy settings are not loaded from the environment.

-t timeout Sets the time-out value; that is, the amount of time to wait for a

response from the remote server before failing. The default unit for the
time-out value is seconds. You may append “m” or “h” to the time-out
value to make it minutes or hours, respectively. The default time-out is

180 seconds (3 minutes).

-1itime Sets the If-Modified-since header in the request. If time is the
name of a file, use the modification timestamp for this file. If time is not
afile, itis parsed as a literal date. For recognized date formats, refer to
the HTTP : DATE manpage.

-H header Sends an HTTP header with each request. A server can be specified. For
example:

meta-admin
-H ‘referrer: http://other.url’
-H ‘Host: your_host’ < Idif.input

Table 19-2 describes the command-line options for controlling the output of the
Meta-Admin Tool.

Table 19-2 Options that control the output for the Meta-Admin Tool
Output Options  Description

-a Sets the output mode to ASCII text and outputs a blank line between
responses. If this option is not supplied, response content is output in
binary mode with nothing added.

-u Prints the request method and absolute URL as requests are made.
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Table 19-2 Options that control the output for the Meta-Admin Tool (Continued)

Output Options

Description

Prints the request headers in addition to request method and absolute
URL.

Prints response status code. This option is always on for HEAD requests.

Prints response status chain showing redirect and authorization
requests handled by the library.

Prints response headers. This option is always on for HEAD requests.
Specifies that the content of a response not be printed.

Processes HTML content in various ways before outputting it. If the
content type of the response is not HTML, then this option has no
effect. The legal format values are: text, ps, 1inks, html, and dump.

= text specfies that the HTML output be formatted as plain latinl
text.

= ps specifies that the HTML output be formatted as Postscript.

e 1links outputs all links found in the HTML document. Relative
links are expanded to absolute links.

= html reformats the HTML code.

= dump format dumps the HTML syntax tree.
Prints the version number of the program and quits.
Prints the usage message and quits.

Provides extra debugging output.

Meta-Admin Tool Input

To administer the Meta-Directory components using the Meta-Admin Tool, you
create an LDIF file which contains the commands for the administrative tasks you
want to perform. You then invoke the Meta-Admin Tool, passing to it as input the
LDIF file you’ve created. The tool reads the LDIF file and sends requests to the
appropriate components as dictated by the request records in your file.
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The LDIF file contains a sequence of attribute-value pairs. That is, each line of the
input stream typically contains a parameter name, a colon, and the parameter’s
value. Each input record in the LDIF file describes a request for a single
administrative task. Using LDIF format, you structure your administrative
requests, where each request has attributes and values that conform to the
Meta-Admin protocol.

NOTE You use the attributes and values defined in the Meta-Admin
protocol to structure the request commands that you input into the
Meta-Admin Tool.

For complete details on the Meta-Admin protocol and its use, refer
to Appendix B, “The Meta-Admin Protocol.”

The input file can contain a single request or it can contain a sequence of requests;
however, any input following the first empty line is ignored.

You could use the example script in code sample 19-1 to start a component, stop
the component, read component statistics, and so on. The example has several
administration request, each commented out with a hash mark in the original. To
perform a desired task, just remove the hash marks next to the commands you
want to perform and run the script through the Meta-Admin Tool. These tasks can
be performed on any connector and the join engine. Just make sure that the URL in
the configuration line points to the appropriate component.

Code below shows how you can perform a Refresh operation on the Meta View.
The refresh operation is permitted only for the Join Engine.

admin-URL: http://admin:admin@cherokee.india:6667

configuration: LDAP://cherokee.india.sun.com:6006/
cn%$join50-engine%cn%Meta-Directories%$cn%$System
$ou%5%ousMeta-Directory
$2Cou%3DGlobal%Preferences%ou%india%o%NetscapeRoot

authenticationDetails: simple "cn=Directory Manager" "sunone"

admin-path: join50-engine/Tasks/request

op: refresh MV

# op: refresh CV

cv: CV5

mv: MV
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The Meta-Admin Tool

The new Java based connectors (ie, the Novell Directory and Lotus Notes
connectors) dont support simple authentication. You need to perform a base64
encode of the username and password, as shown in code below:

admin-URL: http://admin:admin@cherokee.india:6667
configuration: ldap://cherokee:6006/cn%3dndc-CV, %20
cn%3dConnectors, cn%$3dSystem, $200u%3d5, $20ou%3dMeta-Directory,
%$200u%3dGlobal%20Preferences, $20ou%3dindia, $200%3dNetscapeRoot
authenticationDetails: simple base64
Y249ZGlyZWNOb3J5IG1lhbmFnZXI= bmV0c2NhcGU=

admin-path: ndc50-CV1l/Tasks/start

Code Example 19-1 Sample Meta-Admin Tool input script

admin-URL: http://admin:admin@wrks4us.sunone.com:5000

configuration: LDAP://config.admin-domain.com:5001/
cn%3Djoin50-engine%2Ccn%3DMeta-Directories%$2Ccn%3DSystem%2C
ou%3D5%2Cou%3DMeta-Directory%2Cou%3DGlobal%20Preferences%2C
ou%$3Dadmin.domain%2Co%3DNetscapeRoot

authenticationDetails: simple “cn=Directory Manager” “sunone”
ﬁadmin-path: join50-engine/Tasks/start

ﬁadmin—path: join50-engine/Tasks/stop

ﬁadmin—path: join50-engine/Tasks/read/status

Eadmin—path: join50-engine/Tasks/read/statistics
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The Meta-Admin Tool

If this script were saved with the file name admin_input.txt, you could run the
script with the Meta-Admin Tool using the following command:

meta-admin < admin input.txt

Using the Meta-Admin protocol, you can create a custom client that you can use to
perform a predetermined set of administration tasks. To note an example, the
Meta-Directory Console is a client of this protocol.

Meta-Admin Tool Responses

After successfully processing a request, the Meta-Admin Tool will output any data
returned by the request. While the Meta-Admin Tool might display progress
indicators as it performs your requested tasks, a request which is successfully
processed will not necessarily return any special success message.

The following text is an example of what you might see returned from a
statistics request:

Code Example 19-2 Meta-Admin Tool output from a statistics request

NMC_Status: O
NMC ErrInfo: connecting
NMC ErrInfo: communicating
NMC_Description: <3d95f080c204e3af489@join50-engines>
NMC Description: LOGIN WRITE
NMC_Description: OK
NMC_Description: STATUS

40 total number of changes

20 total number of CV to MV changes

20 total number of MV to CV changes
total number of CV to MV adds
total number of CV to MV add errors
total number of CV to MV modifies
total number of CV to MV modify errors
total number of CV to MV deletes
total number of CV to MV delete errors
total number of MV to CV adds
total number of MV to CV add errors
total number of MV to CV modifies
total number of MV to CV modify errors
total number of MV to CV deletes
total number of MV to CV delete errors
total number of ConnectorViews
total number of ConnectorViews running
total number of MetaViews
telnet-only mode
current manager associations
total number of manager associations
0 total number of manager login authentication failures

=

N
WHORKHRPRPOOOOOOOOOUIOW

ul
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Code Example 19-2 Meta-Admin Tool output from a statistics request (Continued)

978976517 date/time of last startup (8 Jan 2001 09:55:17 -0000)
259 secs since last Meta-Directory activity
NMC_Description: OK
NMC Description: LOGOUT

It is possible for you to make a request that results in an error message being
returned by the Meta-Admin Tool. For example, if the Meta-Directory CGlI
software is absent or damaged, if the tool does not support the request you make,
or if the client is not permitted to perform the requested action, you will receive an
error message in response to your request.

For details on the responses you receive, review Appendix B, “The Meta-Admin
Protocol.” In particular, see the section titled “Protocol Responses.”
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Chapter 20

Managing Servers and Permissions

In order to access Directory Server or an Oracle database through the
Meta-Directory interface, it needs to be configured as part of Meta-Directory’s
navigation tree. As well, access permissions need to be set or modified. This
chapter contains the following sections:

= Configuring Data Servers

= Setting Access Permissions

Configuring Data Servers

Meta-Directory has the ability to connect to a number of servers for a number of
functions. These servers can be added as external data sources or to hold
LDAP-configured connector views or meta views. Installing a Directory Server or
an Oracle database as an addition to the Meta-Directory navigation tree is
accomplished from the Data Servers panel. Typically, you would choose the server
type and then configure it.

Accessing the Data Servers Window

1. From the Meta-Directory console, choose the Configuration tab.

2. Select Meta-Directory in the navigation tree.
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3.

Click the Data Servers tab.

The Data Servers window appears.

Sun ONE Meta-Directory

Canfiguration

Wieta-Diectry D
e s = « Dotz Server
¢ 5% join-engine
@ [@ Meta—Wiew (MYCLIY

Mame | Type | New.. |
LDAP/London uk. sun. com:3899 [Netscape Directory Server |

i [ Connectar Wiews [Netscape Directory Server | Delete

Test

B [ 3 Connectors

Huast Name
[new.age com

Port
=

Authentication D
| ch=directary manager

Password
It**tftft

Description
Jds2

Save | Reset | Help

To Add a New Data Server

1.

In the Data Servers window, click New.
The Data Server Type dialog box appears.

Select the type of server (Directory Server or Oracle) you want to add and click
OK.

The server appears in the list box and, by default, it is selected. Depending on
the type of server being added, either four (Directory Server) or five (Oracle)
additional tabs appear at the bottom of the panel. These tabs enable you to
name and configure the new server.
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NOTE If you choose Oracle in Step 2, go to Chapter 12, “Configuring
the Database Connector” to continue configuring your server. If
you choose Netscape Directory Server in Step 2, continue with
Step 3.

On the General tab, provide values or change the defaults as needed for the
following fields:

Host Name Enter the fully-qualified name of the machine where the
data source is stored, such as Server.company22.com.
This is a required field.

Port Enter the port on which the join engine connects to the host
machine (normally port 389). This is a required field.

Authentication DN Enter the DN of a user that has full administrator access to
the Directory Server, such as cn=directory manager.
This is a required field.

Password Enter the administrator password. This is a required field.

Description Enter a brief description to inform other users of the
purpose of this data server. This is an optional field.

Click Save.

The name of the new server appears under the Name column in the top
window of the panel.

Select the new server, and click Test to test the connection.

A Test Connect Succeeded message appears if the connection was successful. If
the test was unsuccessful, make sure the connection information is correct.

From the Tuning tab, provide values or change the defaults as needed for the
following operational fields:

Maximum Operation Result  Enter the maximum amount of time allowed before
Time timing-out an LDAP search with no LDAP results. The
suggested minimum value is 3600.
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Maximum Number of Enter the maximum number of times you want the

Retries server to attempt to connect after an initial failure. A
value of 0 indicates an infinite number of times. This
field is associated with the Retry Intervals field.

Retry Intervals Enter a comma-separated list of numbers, each
representing the number of seconds to wait before the
next retry should begin. For example, if you provided a
value of 10 for Maximum Number of Retries, and
30,300,600,3600 for Retry Intervals, the system would
respond as follows:

“If the LDAP server or database becomes unavailable, retry at
most 10 times, beginning 30 seconds after the loss of
connection is noted, then 5 minutes later, then 10 minutes
later, then hourly. If the 10th retry fails, report an error.”

Idle Timeout Enter the time, in seconds, that should pass before
retries are abandoned if the server is idle.

7. Click the Data Change Notification System (DCNS) Schedule tab. This option
allows you to schedule when the join engine will look for changes in the
change log. Provide values or change the defaults for the following fields:

Field Name Value

Second Specifier Enter a value from 0 to 59.

Minute Specifier Enter a value from 0 to 59.

Hour Specifier Enter a value from 0 to 23.

Day Specifier Enter a value from 1 to 31.

Month Specifier Enter a value from 1 to 12.

Day of the Week Enter a value from 0 to 6, where 0 is Sunday and 6 is
Specifier Saturday.

Maximum Entries Enter the maximum number of records to be read from the

changelog for each cycle.
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You can use either a single number as just described or an expression as
follows:

Expression Definition
* Matches any value.
*/step Matches any value in steps. For example, */2 matches

0,2,4,6... up to the maximum allowed value for values that
start with zero, or it matches 1,3,5,7... up to the maximum
value allowed.

X-y Specifies a range where:

= Both x andy are greater than or equal to the minimum
allowed value.

= yis less than or equal to the maximum allowed value.
e xislessthany.

The expression matches any value in the range.

x-y/step Specifies a range as above, but with a step value that is not
necessarily 1.

X Specifies a single number within the allowed range.

x/step Matches any value starting at x and then at x + step, X +
2*step, and so forth.

X, Vi Z... Specifies a comma-separated list of values.

X-Y,Z-q Specifies a comma-separated list of ranges.

= Lists can also contain both single values and ranges such as 1,2,5-7,10/5.

= The scheduler operates once every second, so the finest granularity occurs every
second.
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8. On the Binary Attribute window, check the binary list and, if necessary, make
changes to specify which binaries you want the join engine to recognize. These
are the changes you can make:

o To create a new attribute, click New. A blank field appears at the bottom of
the drop-down list. Type in the name of the attribute in this field.

o To edit an attribute, select the attribute from the drop-down list and type
over the name.

o Todelete an attribute, select the attribute from the drop-down list and click
Delete.

9. Click Save to save the configuration.

To Test a Data Server Connection

1. Inthe Data Servers window, select the data server whose connection you want
to test.

2. Click Test.

If the connection was successful, a message confirming this appears. If the
connection was unsuccessful, check your server’s host information and re-test.

To Delete a Data Server

1. Inthe Data Servers window, select the data server you want to delete.
2. Click Delete.

The data server and its associated configuration disappear from the list box.

Setting Access Permissions

From Sun ONE Console, access permissions can be set for individual servers.
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To Set Access Permissions

1. From Sun ONE Console, select a Meta-Directory component or server, and
right-click.

A context menu appears.
2. Choose Set Access Permissions.

The Set Permission Dialog appears with a list of the names of users and groups
who currently have access permissions for the selected object. By default, the
Configuration Administrators group has unrestricted access to all servers (but
not to user data), although its name does not appear on this list.

~\ Set Permission Dialog \

Users/Groups with administration rights
alrmin

Add Delete
Ok \ Cancel \ Help \

3. Edit access permission as needed:

o To allow access permission to additional users or groups, select the user or
group name, then click Add User.

o Todeny access permission to a user or group in the list, select the user or
group name, then click Delete User.

4. When you have finished adding and deleting users, click OK.
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Appendices

Appendix A, “The Join Process Operators”
Appendix B, “The Meta-Admin Protocol”
Appendix C, “Troubleshooting Meta-Directory”
Appendix D, “Error Messages”

Appendix E, “Data Conversion
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Appendix A

The Join Process Operators

This appendix defines the syntax used when configuring the selection criteria for
join processes, the method with which data is connected between connector and
meta views. These processes include join rules, Distinguished Name (DN)
mapping rules, constructed attribute definitions, and attribute flow rules.

In configuring these processes, something to note is that there are operators the
data must pass through before being accepted in the target entry. First, they pass
through the Format Operators where sub-components of the attributes may be
created. Then the selection criteria fields are checked via the Requirements
Operators. Once requirements are passed, the data is filtered through the
Substitution Operators. This appendix contains discussions on the following:

= Format Operators

= Requirements Operators

= Combining Requirements Operators
= Generic Operators

e Quoting
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Format Operators

The format operator is an optional field which allows an attribute component from
the data source to be divided into sub-tokens (special sequences of characters) as it
begins the join process. Generally, the original format of the component (consisting
of "parameter=value") is sufficient to use as input to the process. However,
occasionally, it is desirable to divide it into sub-tokens, dependant upon the
configuration of the external data source. For example, you can format an e-mail
address attribute such as given. surname@company-name . com into separate
given-name, surname, and company-name sub-tokens.

Format operators are configured as:
{attribute} = %sub-token%, $sub-token%, $sub-token%

The schema attribute must be surrounded by curly-brackets ( “{* and “}” ) and
tokens must be surrounded by percent characters (“%). An example would be:

{description}=%given%, $surname%, $company-name$%

CAUTION Please note the formatting of the token list. Each sub-token must be
separated by a comma with no other spacing. Deviation from this
format will result in failure of the process.

Requirements Operators

The requirements operator determines whether the data source and/Zor the target
entry meet the conditions set forth by the selection criteria. (Information on how to
configure the selection criteria can be found in “Creating the Join Engine Instance,”
on page 72”.) If either of them does not meet the required conditions, the entry will
not sync and the join process for that particular entry will fail.

Requirements operators specify token conditions in addition to those mentioned
under Format Operators. They are as follows:

= Character arrays start at position 1, not 0.

= Word and character operators can be combined. For example,
"sgivens {2} [1] identifies the first character of the second word of the given
name token.
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= Where sets of characters are specified, you can specify a range of values with a
dash separator sequence ( ““-” ). For example, a-z means all characters
beginning ‘a’ through ‘z’. Also, the terminating character must be the same
type as the initial character. For example, ‘a-9" has no meaning. (If the dash
separator is to be used, you must format it with an initial # construction

function, i.e.: #a-z.)

Although selection criteria can be configured automatically through the graphical
user interface of the Meta-Directory > Configuration window, provided below is a

listing of the operators that lie beneath the gui.

Table A-1  Presence functions

Operator Description Example

! Token is empty $c%!

=@ Token is present $s%=@
Table A-2  Token length functions

Operator Description Example
#= Token length equals $s%#=10
#>= Token length is greater than or equals $g%#>=2
#> Token length is greater than Sis#>1
H<= Token length is less than or equals $cn%#<=15
#< Token length is less than $is#<2
Table A-3  Word count functions
Operator Description Example
$= Token word count equals $cn%$=2
$>= Token word count is greater than or $8%$>=2

equal

$> Token word count is greater than $9%$>2
S<= Token word count is less than or equals $cn%S<=2
$S< Token word count is less than $9%$<2

Appendix A The Join Process Operators
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Table A-4  Token comparison functions

Operator Description Example
+ Token begins with string $cn%+1id
- Token ends with string $9%-Xyz

== Token matches exactly

1= Token does not match

o\°

cn%==mailer-daemon

$surname% !=smith

A

Token contains string $s%"administrator
~ Token does not contain string $cn%~id
Table A-5  Token construction functions
Operator Description Example
N Token contains characters $9%.%z
o~ Token does not contain characters $s%.~1-9

# Token is composed of

{i} Token word at index ‘i’

[i] Token character at index ‘i’
[i,c] Token char range at ‘i’, take ‘c’

Table A-6  Examples of combining requirement operators

Logical Operator Example

AND (($given%#>=2)AND (%$last%==smith))

OR ((%$last%==smith) OR ==jones))

XOR ((%$last%==smith) XOR (%last%$==jones)) AND

(%given==Tom) )

NOT (!) (! (($1last%+Mc) OR (%last%+01)))
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Combining Requirements Operators

You can combine multiple requirements operators into a single operator by listing
them in a semicolon-separated, multi-valued list. Multiple requirements are
treated as logical anDs; that is, all requirements must evaluate to TRUE.

You can specify additional logical operators within individual requirement strings.
Each sub-requirement must be encapsulated within parenthesis, and there is no
limit to the level of nesting or the number of operators that you can specify.
Evaluation of logical operators will be equivalent to the ansi-C precedence and
evaluation mechanisms.

Table A-7  Examples of combining requirement operators

Logical Operator Example

AND ((%given%#>=2)AND (%$last%==smith))

OR ((%last%==smith) OR ((%last%==jones))

XOR ((%last%==smith) XOR (%last%==jones)) AND

($given==Tom) )

NOT (!) (! ((%1last%+Mc) OR (%last%+01)))

Substitution Operators

The substitution operator builds a search string which looks for entries that match
the query in the target view. Substitution rules, using a combination of field codes
and token identifiers, produce the resulting string, taking into account criteria from
the previous operators. If no matches are found, the join rule fails.

Word, character, and substring operators as defined in Table A-8 are applicable to
substitution strings.

Table A-8  Word, character, and substring operators

Operator Description Example

{i} Token word at index ‘i’ g% {2} #>=2

[i] Token character at index ‘i’ $9% [1]==a

[i,c] Token char range at ‘i’, take ‘¢’ $g%[1,4] ==reat
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Generic Operators

Besides the strings described in the sections above, you can apply the following
operators to any token value.

Table A-9  Generic operators

Operator Description Example

<U> Uppercase string

o
Q
o\°
N
a
\

<L> Lowercase string $9%<L>
<F> Friendly string $g%<F>
<A> Translate to 7-bit US ASCII $g%<A>.%s%<A>

Specific syntax guidelines are as follows:
= Combining two operators

To use two operators together, you need to group them within one set of angle
brackets. For instance, to use the <L> and <A> operators together, you need to
group them as <LA>, NOt <L><A>.

e Friendly string

Friendly string means to capitalize initial and all other characters preceded by
a linear white-space character. For instance, ' john joe 1.’ becomes ’John
Joe L."'.

= 7-bit ASCII

Translating to 7-bit ASCII is useful when downgrading from 8-bit and 16-bit
character sets to 7-bit RFC-822 addresses. Downgrading rules are not
configurable, but will apply intelligence when selecting equivalent 7-bit ASCI|I
characters, the default downgraded character being '-'.

For example:

—~
(@]
2

—
1]
oe

gl[F] %i[F] %s[F]
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Quoting

Quoting characters control the parsing and evaluation of a string. Quoting any
character with a backslash (\) removes the possibility of programmatic
interpretation from certain delimiter and token constructor characters. Some of
these characters are shown in Table A-10.

Table A-10 Quoting characters

Character Type Character
Delimiter ;
Delimiter %

Token constructor

Token constructor [
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Appendix B

The Meta-Admin Protocol

The Meta-Admin protocol offers a repertoire of request commands that you can
use to administer a Meta-Directory component, such as the join engine or any
instantiated connectors.

Clients that use the Meta-Admin protocol (such as the Meta-Admin Tool)
communicate with Meta-Directory components by sending requests through Sun
ONE Administration Server. Requests to the Administrative Server are formatted
as HTTP or HTTPS posT requests. In response to each request, the Administrative
Server calls a CGI program to carry out the task. A set of CGI programs support
each installed Meta-Directory component. The CGI programs can be located using
the following directory structure:

NETSITE ROOT/bin/mdComponent/admin/bin

Here, mdComponent is a directory housing an individual Meta-Directory
component. The CGI programs located in these directories are Perl scripts that are
interpreted by the copy of nsperl.exe that’s located in the same admin/bin
directory.

CAUTION Do not directly invoke the create and remove scripts provided by
the protocol; these requests must be used in conjunction with other
system calls built into the Meta Directory console. Using these
scripts directly will put the Meta-Directory system into an unstable
state from which the Meta-Directory console cannot recover.

This appendix describes the protocol itself; for a description on how to use the
protocol with the Meta-Admin Tool, see Chapter 19, “Command-Line
Administration.”
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The Protocol Requests
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Each request in the protocol makes use of a set of attributes that supply the details
needed to carry out the administrative task. You describe each administrative
request by supplying the necessary attribute values needed by the request. All
character values in the protocol are represented in UTF-8 format.

Attributes can be grouped into two categories:

= Session attributes set up the communication between the Administration
Server and the component that you are administering with the request.

= Task attributes contain the details of the request which you are making. These
are the attributes that you use to tailor your administrative requests.

Before you can make a request, you must set up the request by supplying the
configuration and authentication information for the component you are
administering. You do this using the three session attributes: admin-URL,
Configuration, and authenticationbDetails. These attributes define the
information needed to establish communication with the Meta-Directory
component, and must be defined for each request you make.

Once you supply the session information, you can specify the details of your
individual administrative tasks using the task attributes defined in the Meta-Admin
protocol. While some request do not require any task attributes, some take optional
values, while others require that you supply a value (or set of values) in order for
the request command to succeed.

Session Attributes

Before an administrative request can be carried out by a Meta-Directory
component, you must specify the component you want to administer and the
associated authentication details so you can access that component. Specifically,
you must specify values for the following session attributes:

e Server URL
= Configuration Details
e Authentication Details

While these details do not need to be specified with every request, they must be
specified, at minimum, in the first request. Once the component and authentication
details are supplied, they become default values that subsequent requests can use.
If needed, you can specify specific component and authentication values for any
request you make; the last one ones specified always become the default.
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The Server URL Attribute

Before any administrative tasks can be performed, you must set up the connection
with the Administration Server that administers the component taking action. You
specify the Administration Server using the admin-URL attribute.

The first record of the LDIF file must contain a valid admin-URL attribute. After it is
specified, the URL attribute is optional for the remaining records in the input file; if
the admin-URL attribute is omitted from a request, the URL of the preceding
request is assumed.

You can use the following attributes in the record to specify individual parts of the
URL:

e admin-username is used for basic authentication.

e admin-password is used for basic authentication.

e admin-host specifies the Administration Server’s host name or IP address.
e admin-port specifies the Administration Server’s TCP port number.

= admin-path specifies the part of the URL following host:port/.

The Configuration and Authentication Attributes

You must define the values of the configuration and autheniticationDetails
attributes for each LDIF request you make. While these two attributes do not
constitute an administrative task by themselves, they contain information needed
by the component before it will respond to an administrative request.

configuration - The configuration attribute identifies the LDAP URL of the
Meta-Directory component’s own configuration entry (under cn=System). This
attribute takes a single required value.

For example, consider the following configuration value:

configuration: dn: cn=join-engine, cn=Meta-Directories, cn=System,
ou=5, ou=Meta-Directory, ou=Global Preferences, ou=sunone.com,
o=NetscapeRoot

Here, the first cn value is the name of the component and the second value is the
type of the component (cn=connectors). The third, fourth, fifth, sixth, and eighth
values of this an are all hardcoded for this release and you must not modify them
from this example. The seventh value is the admin domain, which you must

supply.
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authenticationDetails - The protocol requires an authenticationDetails value to
access the LDAP server identified by the configuration attribute. At minimum,
the request should provide a copy of the mdsAuthenticationDetails attribute of
the configuration Data Server.

This attribute takes one or more values, with each value having the same format as
an mdsAuthenticationDetails attribute value, as follows:

mdsAuthenticationDetails: simple ["username" ["password"]] |
simple base64 [base64 (username) [base64 (password)]]

For example:

mdsAuthenticationDetails: simple "cn=Manager" "secretl2"
mdsAuthenticationDetails: simple base64 asdlALKJj8== 8AkBcUwH1MM=

A zero-length value signifies the absence of an authentication attribute.

Meta-Admin Protocol Requests

Meta-Directory version 5.0SP1 supports the following Meta-Admin protocol
requests through the Meta-Admin Tool:

® start
® stop
® status

® gstatistics

The reference section below contains descriptions of the attributes that you need to
supply for each task in the protocol. In addition, typical responses are shown are
shown for each request.

For an example of how to use these request commands with the Meta-Admin Tool,
refer to Chapter 19, “Command-Line Administration.”

start
This request starts the server specified in the URL attribute.

Attributes
This request does not require any attributes.
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Responses
This request can generate the following responses:

Response Description

NMC_Status: 0 Success response.
NMC_Status: 1 Failure response.
NMC_ErrInfo: SCM status NO_SUCH SERVICE

NMC_Status: 2 The client should assume the
NMC_ErrInfo: already started agent is started, unless the

response indicates a failure.

stop

This request stops the server specified in the urL attribute.

Attributes
This request does not require any attributes.

Responses
This request can generate the following responses:

Response Description
NMC_Status: 0 Success response.
NMC_Status: 2 The client should assume the agent is stopped,

NMC_ErrInfo: already stopped unless the response indicates a failure.

read/status

This request informs you whether or not a particular server is up or down. Specify
the server in question using the URL attribute.

Attributes
This request does not require any attributes.
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Responses
This request can generate the following responses:

Response Description

NMC_Status: 0 The server is up.
status: up

NMC_Status: 0 The server is down.
status: down

NMC_Status: 1 Status is unknown, if the request fails.
NMC_ErrInfo: errno ENOMEM

read/statistics

This request reads and returns a component’s status and statistics values. Specify
the component using the URL attribute.

On Solaris systems, this request might take some time before returning.

Attributes
This request does not require any attributes.

Responses
This request can generate the following responses:

Response Description

NMC Status: 0 Successful response.

status: up

Total Changes: 2478

Total Changes to MV: 253

Total Changes to CVs: 996

NMC Status: 1 Status and statistics are unknown, if the
NMC ErrInfo: errno ENOMEM request fails.
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Protocol Responses

After processing your administrative task, the CGI program will issue a response
through an HTTP text document. The client of the protocol (such as the
Meta-Admin Tool) can interpret these responses, and output an associated
message.

Technically, the client of the protocol should assume a request was successful, even
if the if the response only indicates success in the HTTP header (and contains no
document) or if it returns a document that contains an NMC_status value other
than o. If the request returns data, it will be returned in the form of attribute
name-value pairs, which have the following format:

name: value\n

While certain requests might return progress indicators, not all requests will do so.
Although a request might be quiet, you should assume that your request is being
processed until you receive a complete response.

Error Responses

If your request causes an error (for example, if the request has an invalid
configure parameter), the response will report the failure or warning using the
Mission Control xMc_ name-value pair format, as follows:

NMC_name: value

For example, if you send a request to the Meta-Admin Tool whose attributes are
not part of the Meta-Admin protocol, the tool could respond with the following:

NMC_Status: 1

NMC_ErrType: INCORRECT USAGE

NMC_ErrInfo: unknown attribute <attribute_name_1>
NMC_ErrInfo: unknown attribute <attribute_name_2>
NMC_ErrInfo: unknown attribute <attribute_name_3>

The protocol has a predefined a set of indicators which it can use when sending
back the results of your administrative tasks. These are defined as follows:

NMC_Status: Indicates the return status of the administrative CGI. The values
returned can be any one of the following:

: Success
: Failure
: Warning
: Unknown

w N - O
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NMC_ErrType: The text describes the error type. The values returned can be any
one of the following:

FILE ERROR

MEMORY ERROR
SYSTEM_ERROR

INCORRECT USAGE
ELEM_MISSING

REGISTRY DATABASE ERROR
NETWORK ERROR
GENERAL_FAILURE

WARNING

APP ERROR

NMC_Errinfo: Contains a brief text description of the error.
NMC_ErrDetail: Contains a detailed text description of the error.

NMC_Description: Contains a brief text description of the result. This result code
can be used when nMC_status equals o or 3.
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Appendix C

Troubleshooting Meta-Directory

This appendix describes troubleshooting techniques for Meta-Directory. In
addition, it addresses some common configuration problems and how they can be
fixed. This chapter contains the following sections:

Verifying End-to-End Flow

Viewing Link Information

Checking Operational Status
Examining Log Files

Turning Off UID Uniqueness

Fixing Join Problems

Fixing Data Flow Problems

Fixing Large Synchronization Failures

Common Problems
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Verifying End-to-End Flow

Verifying End-to-End Flow

To determine whether a Meta-Directory event occurred as expected, use the
Meta-Directory console to systematically verify the attribute flow from the meta
view to the connector view and then to the external data source. If the window is
not available to verify that an entry has been modified, added, or deleted, invoke
the related view in Netscape Communicator by typing the entry’s LDAP URL in
the location window and pressing Return. You can also use any LDAP viewer
application.

Viewing Link Information

The attributes of an entry indicate whether the Meta-Directory link information
between the connector view and the meta view was added correctly. Note that the
join engine adds several attributes to each entry that contain useful debugging
information.

mdsEntityOwner

You can use the mdsEnt ityOwner attribute for an entry to determine whether the
connector view is properly configured, including which view owns the entry. For
example:

mdsEntityOwner: MV, MYMV

If you cannot delete an entry from a connector view, it may be because the meta
view owns the entry. Only a view that owns an entry can delete the entry.

mdsLinkToCV

Viewing this attribute is useful in determining where the entry is linked and to
what it is linked. It points to a meta view entry’s corresponding entry in a
connector view. For example:

mdsLinktoCV: MYMV#HRCV#cn=thowes

Multiple values for this attribute are possible, one for each connector view to which
the entry is linked.
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Checking Operational Status

mdsLinkToMV

Viewing this attribute is useful in determining where the entry is linked and to
what it is linked. It points to a connector view entry’s corresponding entry in the
meta view. For example:

mdsLinktoMV: MYCV#HRMV#cn=thowes

Checking Operational Status

To make sure a connector view is working correctly, you can check the Status and
Statistics windows in the Meta-Directory console. More information on these
windows can be found in Chapter 17, “Monitoring Meta-Directory Components”.

Status Window

When a problem occurs between the meta view and a connector view, check the
status of the connector view in the Meta-Directory console. The Status window
indicates whether the view is enabled, disabled, or performing a refresh operation.
For flow problems occurring between the meta view and the connector view:

= If the connector view is enabled and remains enabled, the likely cause is a
misconfigured join rule. You can check each of the rules for questionable
syntax by using the Join Rule Tester (Configuration > Join Rules > Rule Tester).
To find out exactly what failed, you can view the logs.

= If the connector view is enabled but becomes disabled, the likely cause is a bad
DN mapping rule, attribute flow rule, or corrupted data. This causes a flow
problem to occur between the meta view and the connector view.

Normally, a view is automatically disabled when the join engine encounters an
error with one of the rules that would compromise data integrity.
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Examining Log Files

Statistics Window

The Statistics window usually indicates whether or not errors are presently
occurring. Here is a guide for what to look for in the Statistics window:

= When many errors appear during a refresh, the likely cause is a bad rule or rule
set. Make sure you have added rules to the rule set. You can use the Join Rule
Tester to check each of the rules or rule sets for incorrect syntax. You can also
check the logs as described above under Status Window.

< When add or modify operations appear without errors, and then an error
suddenly appears causing the counter to stop, this indicates that the view was
disabled by corrupted data.

NOTE The Windows NT Synchronization Service only reports
operational status and not statistics.

Data Server Test Connect Button

This button is a useful tool when you want to check if the configuration for your
data server is correct. This button provides feedback on your configuration.

Examining Log Files

You can track the flow of information between connector and meta view by
examining the logs.

Most problems with flow involve a failure in the configuration of flow rules. Join
engine logs are helpful in determining the cause of the problem if, for example, the
join engine couldn’t contact a server or if a bind operation failed.

The join engine log reports the transactions between the meta view and connector
views. Each transaction is time-stamped and includes the relationship between the
meta view and the connector view and a message. When a new entry is added, the
join engine detects the changes and initiates action using all the rules defined for
the enabled connector views. The join engine evaluates rules in the following
order:

= Filter configuration rules

e Joinrules
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Turning

Turning Off UID Uniqueness

< DN mapping rules
= Attribute flow rules (including constructed attributes)

To see how each rule executed, you can increase the logging level of data access to
3 (Configuration > join-engine > Log > Verbosity). This should enable you to see
exactly which rule failed and why it failed, thereby assisting you in correcting your
rules grammar. However, for the case of a faulty constructed attribute, the log does
not indicate the problem directly. If a constructed attribute fails, the information at
the highest logging level (3) only states that the mapping failed for the rule.

For more information about monitoring log files, refer to Chapter 17, “Monitoring
Meta-Directory Components.”

Off UID Uniqueness

UID uniqueness is one of the constraint violations that can occur, and is the most
common one with Directory Server 4.x. If you have multiple views on one
Directory Server, and the entries are using UID, you could have two entries in two
different views with the same UID. To Meta-Directory, this is acceptable, but to a
Directory Server with the UID plug-in turned on, this is an error.

By default, UID uniqueness is turned on for Directory Server 4.x, but turned off for
Directory Server 5.x. For constraint violations in Directory Server 4.x, you should
turn off UID uniqueness.

Use the following methodology to resolve a problem that might occur when your
data has an attribute UID.

1. Open the Directory Server through the Console.

2. Click on the Configuration tab.

3. Click on the topology tree at Plugins.

4. Scroll down to “uid uniqueness” and click to open.
5. Uncheck the Enable plugin box.

6. Restart the Server.
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Fixing Join Problems

If you are experiencing unexplained incorrect joining, make sure that data is not
flowing directly from the connector into the meta view.

If the join engine won’t install, the most common reason is that the Directory Server
is improperly configured. During installation, the join engine must point to a
Directory Server instance that contains the configuration directory
o=NetscapeRoot.

The following error messages, when received during join engine configuration,
indicate a Directory Server configuration problem:

DA_E INVALID CREDENTIALS The user and/or password are set incorrectly.

DA E NO_SUCH OBJECT The o=NetscapeRoot suffix is not set in the
Directory Server, or the entry does not exist.

DA E OBJECT CLASS VIOLATION  The Meta-Directory schema was not properly
loaded into the Directory Server.

MDS CONTROLLER UNAVAILABLE You have not created the 4.x changelog (retro
changelog plug-in 5.x), or you have created,
configured, and enabled it through instance
creation, but have not restarted the Directory
Server. Check that the path and suffix/subtree
you provided for the changelog is valid.

Fixing Data Flow Problems

Use the following methodology to resolve problems that you might encounter with
data flow.

= View the data source and make sure that data exists. To check that the data
hasn’t already synchronized, use refresh the view to see updates.

= Verify end-to-end attribute flow.

= Check operational status. Is the view enabled? What statistics are being
reported for the view?

e Check statistics.

= Make sure the join engine and the connectors are running.
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Fixing Large Synchronization Failures

For indirect connectors where no data appears to synchronize to the connector

view, check the scheduled time the data is configured to synchronize. Wait

until that time has elapsed, then schedule the task to run more frequently.

Examine the relevant log files. The join engine log keeps track of errors
resulting from rules that aren’t configured properly. The Directory Server logs

show obijectclass violations, constraint violations, or other LDAP problems.

You can also increase the log level to check rules (Configuration > join-engine

> Log > Verbosity).

Fixing Large Synchronization Failures

Large synchronizations can fail on very slow systems or networks. You can initiate

the debug process by increasing the log level to 3 (Configuration > join-engine >

Log > Verbosity) if you see the message USER_TIMELIMIT EXCEEDED. YOU can also

go to Configuration > Meta-Directory > Data Servers > Tuning and increase the

value in the Maximum Operation Result Time field.

Common Problems

This section discusses common configuration problems and their possible
solutions. Tabular information is presented for problems associated with the

following components:

Instances
Configuration
Views
Connectors
Meta-Directory

Directory Server
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Instances

lists troubleshooting tips for problems you might encounter while creating

instances.

Table C-1  Problems with Instance Creation

Problem

Suggested Action

Schema/objectclass violations occur when
you try to save configurations through the
console.

The join engine failed, and the log shows
MDS_CONTROLLER_NOT AVAILABLE.

The join engine failed, and the log shows
MDS_CONTROLLER_NOT AVAILABLE, but
you enabled the Directory Server 5.x
changelog through the Directory Server
console.

Some changes never flow.

The Join Engine or connector instance isn’t
responding to commands.

Check whether you loaded the schema into
all directory servers in your system,
including the directory server containing
the configuration.

Check that you did the following:

Enabled the changelogs for all Directory
Servers in your system, including the
configuration Directory Server.

Restarted the Directory Server after
enabling the changelog.

Provided a valid changelog path for the
Directory Server changelog enabling dialog.
The path given should have the .dbb files in
it, and you should be able to search the
changelog suffix. (The default is
cn=changelog.)

Provided a valid, unique, non-preexisting,
well-formed subtree/suffix for your
changelog. Can you search for it?

If you are using Directory Server 5.x and
you enabled the changelog through the
Directory Server console (and not
Meta-Directory instance creation), make
sure to enable the retro changelog, rather
than the normal replication changelog.

Is your Directory Server culling changelog
entries before the join engine can process
them? The changelog cleanup has to be set
to infinity, or large enough to not delete
changes before the join engine examines
them.

Allow the join engine or connector sufficient
time to start.
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Table C-1  Problems with Instance Creation (Continued)

Problem

Suggested Action

The instance creation or view creation
failed, and the log shows
NO_SUCH_OBJECT.

During instance or view creation, did you
specify a view location under an existing
suffix that has no data nodes under the
suffix? For example, the following scenario
would fail:

Use the Directory Server console and
specify o=MV suffix, then during instance
creation specify

ou=MV1, ou=MvEntries, o=MV as the base
dn. To make this work, you would need to
add the entries o=MV and ou=MvEntries.

Configuration

The following tables list troubleshooting tips for problems you might encounter
after configuring Sun ONE Meta-Directory.

Table C-2 General Rule Problems

Problem

Suggested Action

Corrupted data, missing values, or
objectclass violations are leading to no
flow.

You are not seeing any flow, or your joins
are failing.

The join engine isn’t using your rules.

Are all your rules being applied in the
correct direction? The rules usually will
only make sense going one way (meta view
to connector view, for example), but not the
other way, so if you didn’t assign them to
the correct direction, nothing will function.

Make sure all your rules are syntactically
correct and free of typos.

Did you wait long enough for the join
engine to re-read the configuration? If the
join engine is busy, it might not read the
configuration for some time, since it relies
on the DCNS queue, and there could be a lot
of data changes ahead of your config
changes.
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Table C-2  General Rule Problems (Continued)

Problem

Suggested Action

You added a rule and it didn’t show up in
other parts of the console.

There are problems with the data flow.

Did you try refreshing the console after
adding your new rule that didn’t show up in
other parts of the interface? When you
invoke a console refresh, it re-reads
everything from the LDAP configuration.
As a last resort, restart the console.

Does your Join Rules tester produce one
entry, no entries, or more than one entry? It
should produce exactly one entry. More
than one entry means that your rule isn’t
based on a unique attribute.

Table C-3  Problems with Join Rules

Problem

Suggested Action

You are having problems with corrupted
data.

Some entries are not joining.

Nothing is flowing.

Are the optional token assignments for your
join rules correct for all entries that the rule
applies to? Your token assignments are
possibly failing for certain entries.

Is the selection criteria for your join rules
selecting the correct entries? Your selection
criteria is possibly identifying the wrong
entries or missing some, etc.

Turn the log level for data access to 3
(Configuration > join-engine > Log >
Verbosity) and resync or refresh. Look at the
more detailed logs for clues as to how the
rules were evaluated.

Is the join filter for your join rules searching
on something that uniquely identifies one
entry? If the search filter comes up with zero
or more than one entry, that entry is
skipped.

The join filter for your join rules must
produce a valid LDAP search filter that
conforms to the standard and be accepted
by the Directory Server. Check the access
logs of the Directory Server.
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Table C-3  Problems with Join Rules (Continued)

Problem

Suggested Action

You are experiencing unexpected joining.

Your join rules must be in the right order.

The rules in a rule set are evaluated in order.

Table C-4  Problems with DN Mapping Rules

Problem

Suggested Action

Some entries have mangled DNs when
they are created.

You are having problems with mislaid
DNs.

You have an entry with an empty or
mangled DN (cn=,0u=,0=).

An entry is not being added because of an
ALREADY EXISTS error.

Are the optional token assignments for your
DN mapping rules correct for all entries that
the rule applies to? Your token assignments
are possibly failing for certain entries.

Turn the log level for data access to 3
(Configuration > join-engine > Log >
Verbosity) and resync or refresh. Look at the
more detailed logs for clues as to how the
rules were evaluated.

Check that your DN Mapping Rules
selection criteria are selecting the correct
entries. Your selection criteria are possibly
identifying the wrong entries or missing
some.

Check that your DN construction is based
on a valid, existing attribute for all entries to
which this rule applies. Problematic
behavior occurs if the DN is based on an
attribute that doesn’t exist.

Check that your DN construction is based
on a unique attribute for all entries to which
this rule applies. You’ve created a problem
if two entries have the same attribute value
upon which the DN is formed.

Either your DN is not creating a unique DN
and you should redesign it, or you actually
want to join or link these two entries. In this
case, you're using the wrong type of rule.
You're missing a join rule which would do
this join or link.
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Table C-4  Problems with DN Mapping Rules (Continued)

Problem

Suggested Action

Entries are not being added.

Entries are not being added in the right
place, or are not being added at all.

Check that your DN construction produces
a valid DN that conforms to the DN
standard and that it is accepted by the
Directory Server.

The DN shouldn’t be a complete DN. It
needs to be relative to the view’s base DN.

Table C-5 Problems with Attribute Flow Rules

Problem

Suggested Action

There is no flow because attribute values
are not present, or there is incorrect
attribute mapping.

There are missing attributes or no flow
due to objectclass violations.

There is no flow in a given direction.

Check that your Attribute Flow selection
criteria are selecting the correct entries.
Possibly the selection criteria are identifying
the wrong entries or missing some, or there
is a typo and you created the wrong
mapping between the source view and the
target view. Another reason may be that
you are trying to map to an attribute that is
the wrong data type for your source data.

Check that your attribute flow is complete
and that you haven’t missed any attributes.
What objectclasses are you trying to flow?
Does your attribute flow produce
objectclass compliant entries? Does your
attribute flow produce LDAP-compliant
entries? Do they have objectclasses?

Check which attributes are mandatory for
that schema, such as cn and sn for
inetorgperson. Check the Directory
Server error log for clues about problems
with objectclass violations.

Check that your attribute flow rule is
configured for the correct direction. Each
rule has a specific direction associated with
it. Open the rule through the interface and
make sure that the direction is correct.
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Table C-6

Common Problems

Problems with Constructed Attribute Rules

Problem

Suggested Action

There is no flow because of corrupted data
or objectclass violations.

There is no flow because of corrupted data,
objectclass violations, or missing values.

Are the optional token assignments for your
constructed attributes correct for all entries
that the rule applies to? Your token
assignments are possibly failing for certain
entries.

Is the selection criteria for your constructed
attributes selecting the correct entries? Your
selection criteria is possibly identifying the
wrong entries or missing some, etc.

Turn the log level for data access to 3
(Configuration > join-engine > Log >
Verbosity) and resync or refresh. Look at the
more detailed logs for clues as to how the
rules were evaluated.

Check that your attribute construction is
based on valid, existing attributes with
values. Check that you actually mapped
your constructed attribute to something in
attribute mapping.

Table C-7  Problems with Filter Rules

Problem

Suggested Action

There are missing entries.

Are the entries missing in the flow portion
of an excluded subtree? If you've set up a
subtree filter, any entries in the excluded
subtrees won't flow.

Turn the log level for data access to 3
(Configuration > join-engine > Log >
Verbosity) and resync or refresh. Look at the
more detailed logs for clues as to how the
rules were evaluated.

Views

lists troubleshooting tips for problems you might encounter with connector views.
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Table C-8 Problems with Views

Problem

Suggested Action

No data is flowing.

You have experienced unexpected or
malfunctioning data flow.

No data is flowing.

You’ve enabled your view, but no data is
flowing and the view keeps getting
disabled.

You have experienced erroneous joining.

Your rules aren't being used by the join
engine.

Using the MDS console, you were unable to

see the contents of a view with many entries.

No data is flowing, and you see
MDS_ S INSUFFICIENT CAPABILITIES
in the join engine logs.

You have experienced a mapping error and
the connector view is constantly being
disabled.

Make sure your view is enabled.

Check that your LDAP-based views are in
separate subtrees.

Have you or an application directly
modified the data in the connector view?
Only MDS should be handling the data.

Is the subtree of one view a descendant of
another? The view subtrees cannot
overlap.

Have you added the connector view from
which you wish to flow as a participating
view to the meta view? If the connector
view isn’t added as a participating view,
nothing happens.

Check DN mapping and attribute flow for
corrupt data, then check for faulty join
rules.

Make sure you are not sending data from
the connector directly into the meta view.

Did you apply your rules to the
participating view?

Did you create a browsing index in the
Directory Server console for the suffix of
the view with a lot of entries that you are
trying to browse? The console can't handle
too many entries at once, so it has to rely
on the server to give it a Virtual List View,
for which you need a special index. See
your Directory Server documentation for
more information.

Is your participating view's capabilities set
up so that changes/entries can flow in the
desired directions?

Is the root entry of your view flowing?
You have to create selection criteria to
exclude the objectclass of the root entry, or
use a filter.
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Connectors

Common Problems

The following tables list troubleshooting tips for problems you might encounter

after configuring connectors.

Table C-9

Problems with the Universal Connector

Problem

Suggested Action

No data is flowing

The UTC became corrupted and you
couldn’t flow data.

You made changes that the UTC didn’t
flow, or you clicked on refresh and
nothing happened.

You have pre-existing connector view
entries that are not flowing to the foreign
data source.

Some attributes aren't reaching the
connector view from the FDS, or you are
experiencing objectclass violations.

Some modifications do not flow
bi-directionally.

Some attributes flow to the FDS that
shouldn't be flowing, and they're being
rejected.

You are experiencing objectclass
violations.

Is your connector running?

Did you interfere with the UTC shutdown?
Did you issue kill -9 or otherwise stop it
uncleanly? Try refreshing to the connector
view.

Make sure to wait for the default 15-minute
polling interval for the UTC to flow your
changes. Everything the UTC does is based
on the polling interval, including refresh.
Consequently, you’ll have to change the
15-minute default if you want results
sooner.

Try a UTC filter refresh, or “touch” every
entry by making a small modification to it.

Is your UTC attribute mapping complete?
Did you miss an attribute? In this direction,
any attributes not listed in the attribute
mapping are dropped

Do you have a UTC attribute flow defined,
thereby forcing attribute level flow? You
probably have entry level flow and are
modifying the non-owner.

Do you have a UTC attribute flow defined
for the connector view to FDS that doesn't
handle the attributes that are being rejected
by the FDS? When going from the connector
view to FDS, everything flows.

Do you have different object types and your
default values/attribute mapping isn't
taking this into account? If you have
multiple object types, you should be careful
with the UTC rules. You may want to create
this material in Perl script/task.cfg.
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Table C-9  Problems with the Universal Connector (Continued)

Problem

Suggested Action

The UTC-based connector isn’t picking up
your configuration changes.

Some attributes are being mapped
incorrectly, dropped, or mangled.

Your UTC filters aren’t working correctly.

Your 5.0SP1 UTC won't run your script.

Make sure that you restarted the connector
after making the configuration changes

(except logging).

Is your Perl attribute mapping compatible
with your UTC attribute mapping? If you’'ve
set up Perl script attribute mapping (like
LineFormat in task.cfg), you need to
make sure your UTC mapping takes that
into account.

Make sure your UTC filters are expressed in
connector view DNs, regardless of the
direction.

Does your UTC perl script have a package
name in it? There should not be a package
name in the script

Table C-10 Problems with the Universal Text Parser

Problem

Suggested Action

The UTP doesn’t seem to be working.

The UTP isn’t working correctly.

Make sure you copied all the required .pm'’s,
template.pl and the *.cfg files from
NETSITE ROOT/bin/utc50/
install/templates/
universalparser.

Make sure you renamed one of the . cfg
filesto task.cfg.

Did you forget to set the template.pl
script path for the UTC?

Does the script path to template.pl
specified in the UTC Ul appear in an 1s or
dir listing from the command line?

The text editor you used to edit task.cfg
should not remove trailing white spaces
from the end of lines. Did you specify DN as
your IndexAttribute in task.cfg?
IndexAttribute must be a unique
attribute, but not DN.
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Table C-10 Problems with the Universal Text Parser (Continued)

Problem

Suggested Action

The UTP isn’t working because of
objectclass violations.

The UTP isn’t flowing data.

The UTP isn’t flowing changes to the
external data source.

Make sure you specified your LineFormat
correctly in task.cfg. Does the resulting
entry conform to inetOrgPerson or
whichever objectclass you've specified?

Is InputFile set correctly in task.cfg?
Make sure that template.pl can find the
input file.

Make sure you specified your
ImportLineFormat correctly in
task.cfg. Is the import function expecting
a different format?

Is the import utility accessible from
template.pl? There may be a path
problem or a permissions problem, or
perhaps the utility doesn't exist or is not
executable.

Table C-11 Problems with the NT Domain Connector

Problem

Suggested Action

No data is flowing

Changes aren’t flowing to NT SAM.

Changes aren't flowing to or from NT
SAM.

Writes to NT SAM are failing.

Configuration changes you made to
ntdc.conf haven't taken effect.

Is your connector running?

Is the machine you specified as NT Domain
host write a PDC?

Check whether logs like
ntdc-ntacc-*.log and
ntdc-perl-*.logare inyour NTDC
instance. If no logs are present, the accessor
never started. Check the host and domain
names in ntdc . conf.

If you are running the NT Domain
Connector on a machine other than the
PDC, is it running under the Domain
Administrator account?

Did you restart the NT Domain Connector
after changing ntdc.conf?
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Table C-11 Problems with the NT Domain Connector (Continued)

Problem

Suggested Action

Some pre-existing entries in connector
view for the NT Domain Connector aren’t
flowing to NT SAM.

Entries are not flowing to NT SAM.

Some changes to certain attributes made
from the connector/meta view aren’t
flowing into NT SAM.

You are unable to modify some entries
from the Admin Tool.

Make sure you refreshed the meta view.

Make sure your join engine rules ensure the
entry format that the NT Domain Connector
is expecting.

Are the attributes you changed on the list of
attributes only changeable from NT SAM?

Are you flowing user names that are less
than 20 characters in length?

Table C-12 Problems with the Database Connector

Problem

Suggested Action

No data is flowing

There are missing OCI errors in the
database data server Ul.

Changes won't flow to or from Oracle, or
your database-based view keeps being
disabled.

There are flow problems, or you see
DA E ALREADY EXISTS in the join
engine logs.

Oracle is rejecting your SQL scripts.

Oracle is rejecting the SQL scripts, or the
Database Connector is performing
strangely.

Oracle is rejecting the SQL scripts due to
authentication problems or this error:
"ORA-01031: insufficient privileges."

Is your connector running?

Make sure you installed OCI.

Did your DBA successfully run the SQL
scripts against Oracle?

For each table, make sure the columns you
chose for nominated keys uniquely identify
the row.

Did you replace any placeholders in the
SQL instrumentation scripts with
DBA-approved values.

Did you change anything in the SQL
instrumentation scripts that were marked
"Don’t Change This"?

Did you or your DBA run the SQL
instrumentation scripts against Oracle as the
System Database Administrator User?
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Table C-12 Problems with the Database Connector (Continued)

Problem

Suggested Action

Instrumentation scripts fail during the
creation of the changetables, or you see
this error: “ORA-00957: duplicate column
name.”

SQL scripts fail with “Cannot remove
user.”

Oracle flow is failing because of objectclass
violations.

Oracle flow is malfunctioning because of
ALREADY EXISTS errors and missing
entries.

All modify operations on the Oracle
connector view fail.

There is no flow to or from Oracle.

For your data server, make sure you select
column names for Action Column and
SynchPoint Column that are unique across
entire Oracle instance.

Was the Join Engine trying to synchronize
Oracle when you ran the Delete Data Server
SQL scripts? This is because the join engine
is probably connected to Oracle. Remove all
views based on the data server from the
meta view's participating views list first,
and then wait for the join engine to finish
before re-running the SQL commands. As a
last resort, stop the join engine.

Did you make a constructed attribute for
Obijectclass for your DB-based views?

Are your DN mapping rules for DB-based
views based on the Primary or Nominated
Key(s)? The DN must be based on the
Primary Key/Nominated Key when
flowing from the meta view to the connector
view. This is also recommended when
flowing from the connector view to the meta
view.

Did you duplicate mappings between DN
Mapping and Attribute Flow for the
Database Connector? You should not
duplicate mappings. If you’ve mapped
EMPNO to employeeNumber in attribute
flow and then made your DN mapping rule
look like:

EMPNO=%mv . employeeNumber$%

the flow from the meta view to the
connector view will be broken.

Did you change the structure of any of your
instrumented Oracle tables, such as
removing a column? If you change the
structure of the table, such as deleting an
instrumented column, the Database
Connector will cease to function. You will
need to uninstrument and reinstrument.
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Table C-12 Problems with the Database Connector (Continued)

Problem

Suggested Action

There is no flow to or from Oracle, or you
notice that the changelog is broken (no
changes are being logged), or you see
trigger-related error messages in Oracle.

Did you run the same DBC SQL script
twice? Ask this if the user tells you no flow
to/from Oracle is happening or if they
notice that the changelog is broken (no
changes are being logged) or if they see
trigger-related error messages in Oracle. If
you run the same script twice, the triggers
cease to function.

Check whether the changelog database is
running out of space. If so, ask your DBA to
allocate more space for the changelog
database. Also update the Flush Interval
(DataServer - Oracle Changelog tab from
within Sun ONE Meta-Directory console) in
such a way to flush changelog database
more frequently.

Table C-13 Problems with the Novell Directory Connector

Problem

Suggested Action

You get an error (related to the creation of
intermediate changelog database in
MySQL database server) during instance
creation.

You find that no data is flowing
immediately after creation of connector
instance.

You find that the connector shuts down
immediately after you start it.

Check if the value entered for MySQL
Server Hostname is correct. Also check if it
is possible to connect to MySQL server
using the values entered for "MySQL DBA
User" and "MySQL DBA Password", from
the host on which the Meta-Directory
Console is running.

Is your connector running? Please start the
connector instance manually since it is not
started automatically after a successful
instance creation.

Set the log-level to "Debug" and restart the
connector. This time the log file would point
you to the cause of shutdown when the
connector shuts down.
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Table C-13 Problems with the Novell Directory Connector (Continued)

Problem

Suggested Action

You find that the changes made in either of
the trees in Novell Directory Server or the
Connector View in iPlanet Directory
Server didn’t flow/get-synchronized.

You observe that some entries are not
flowing because of objectclass violations.

You find that the connector instance is not
picking up your configuration changes.

You observe that write-operations to
Novell or iPlanet Directory Server are
failing.

You find that the connector does not start
up after an error.

You are trying to start the connector
service on Windows, from the
service-panel and it does not start
successfully.

The default schedule set on the creation of a
connector’s instance is set to 15 minutes.
Please change the default value for schedule
to a value that is appropriate to your
deployment needs.

Is the "Attribute Flow" configuration
specifying the attribute mappings complete?
Did you miss any attribute that is marked as
required/mandatory at the
destination-end? Object class violations
occur when all the required attributes are
not mapped in the "Attribute Flow"
configuration. Also make sure that the
"Attribute Flow" configuration has
mappings specified for the appropriate
synchronization directions.

Make sure that you restarted the connector
instance after making the configuration
changes. All configuration items other than
those related to Logging are "static" and
hence need a connector instance’s restart for
the configuration changes to be effective.

Check if the user ("ExternalLoginDN" or
"DirectoryLoginDN") has appropriate
LDAP write access.

Increase the log-level for the connector
instance to "Debug" and save it. Look at the
status of the WINDOWS service for the
connector instance. If it still showing the
status as "Started", stop it manually and
then restart the connector instance via the
Meta-Directory Console.

You can never start a connector from service
panel without manually generating the
start.conf file used by the connector service.
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Table C-13 Problems with the Novell Directory Connector (Continued)

Problem

Suggested Action

You delete the user objects in Novell
Directory Server (that are owned by
Connector View) that are already marked
as members of a group object. This deletes
the appropriate user-names from the
members’ list of the group object in Novell
Directory Server. You expect that the
ownership rule would add-back the users
to Novell Directory Server and also update
the members’ list of the group object back
to the old value(s). But you observe that
the users get added-back the members’ list
remains in the changed state.

You face problems with synchronizing
entries (end-to-end) between Novell
Directory Server and Meta View.

This behavior is due to the fact that Novell
Directory Server updates the members’ list
dynamically based on the deletion of its
member-user objects. So, the observed
behavior is the expected behavior. You
would need to add those members again to
the group object in Novell Directory Server
manually.

While configuring the "Object Class Flow
Rule", the value of the "Directory Naming
Attribute" should be carefully selected
based on the manner in which the DN of the
entries in the Connector View get
constructed. If the Connector View is
configured with respect to the Join-Engine,
then the contents of the DN rule(s) drive the
selection of this "Directory Naming
Attribute” for the flow between Novell
Directory Server and the Connector View
(in iPlanet Directory Server). i.e. If the
MV->CV DN rule designates "cn" as the
"Naming Attribute for Connector View
entries”, then "cn" (and not "uid") should be
the value entered for "Directory Naming
Attribute" when the "Object Class
Mappings" are created. Hence, when data is
flowed end-to-end between the Novell
Directory Server and the Meta View, a
typical mapping for flowing user-entries
between the Novell Directory Server and
the Connector View would look like
"inetorgperson#cn <-> inetorgperson#cn”
(instead of the default "inetorgpersoni#cn
<-> inetorgperson#uid").
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Table C-14 Problems with the Lotus Notes Connector

Problem

Suggested Action

You get an error (related to the creation of
intermediate changelog database in
MySQL database server) during instance
creation.

You find that no data is flowing
immediately after creation of connector
instance.

You find that the connector shuts down
immediately after you start it.

You find that the changes made in either of
the Lotus Notes Server or the Connector
View in iPlanet Directory Server didn’t
flow/get-synchronized.

You observe that some entries are not
flowing because of objectclass violations.

Check if the value entered for MySQL
Server Hostname is correct. Also check if it
is possible to connect to MySQL server
using the values entered for "MySQL DBA
User" and "MySQL DBA Password", from
the host on which the Meta-Directory
Console is running.

Is your connector running? Please start the
connector instance manually since it is not
started automatically after a successful
instance creation.

Set the log-level to "Debug" and restart the
connector. This time the log file would point
you to the cause of shutdown when the
connector shuts down.

The default schedule set on the creation of a
connector’s instance is set to 15 minutes.
Please change the default value for schedule
to a value that is appropriate to your
deployment needs.

Is the "Attribute Flow" configuration
specifying the attribute mappings complete?
Did you miss any attribute that is marked as
required/mandatory at the
destination-end? Object class violations
occur when all the required attributes are
not mapped in the "Attribute Flow"
configuration. Also make sure that the
"Attribute Flow" configuration has
mappings specified for the appropriate
synchronization directions.
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Table C-14 Problems with the Lotus Notes Connector (Continued)

Problem

Suggested Action

You find that the connector instance is not
picking up your configuration changes.

You observe that write-operations to Lotus
Notes or iPlanet Directory Server are
failing.

You find that the connector does not start
up after an error.

You observe that some entries are not

flowing because of objectclass violations.

You find that the connector instance is not
picking up your configuration changes.

Make sure that you restarted the connector
instance after making the configuration
changes. All configuration items other than
those related to Logging are "static" and
hence need a connector instance’s restart for
the configuration changes to be effective.

Check if the user ("ExternalLoginDN" or
"DirectoryLoginDN") has appropriate
LDAP write access.

Increase the log-level for the connector
instance to "Debug"” and save it. Look at the
status of the WINDOWS service for the
connector instance. If it still showing the
status as "Started”, stop it manually and
then restart the connector instance via the
Meta-Directory Console.

Is the "Attribute Flow" configuration
specifying the attribute mappings complete?
Did you miss any attribute that is marked as
required/mandatory at the
destination-end? Object class violations
occur when all the required attributes are
not mapped in the "Attribute Flow"
configuration. Also make sure that the
"Attribute Flow" configuration has
mappings specified for the appropriate
synchronization directions.

Make sure that you restarted the connector
instance after making the configuration
changes. All configuration items other than
those related to Logging are "static" and
hence need a connector instance’s restart for
the configuration changes to be effective.
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Table C-14 Problems with the Lotus Notes Connector (Continued)

Problem

Suggested Action

You are trying to start the connector
service on Windows, from the
service-panel and it does not start
successfully.

You face problems with synchronizing
entries (end-to-end) between Lotus Notes
Server and Meta View.

You find "Javaserver.exe - Unable to Locate
DLL’ error when the connector is started.

You can never start a connector from service
panel without manually generating the
start.conf file used by the connector service.

While configuring the "Object Class Flow
Rule", the value of the "Directory Naming
Attribute" should be carefully selected
based on the manner in which the DN of the
entries in the Connector View get
constructed. If the Connector View is
configured with respect to the Join-Engine,
then the contents of the DN rule(s) drive the
selection of this "Directory Naming
Attribute” for the flow between Lotus Notes
Server and the Connector View (in iPlanet
Directory Server). i.e. If the MV->CV DN
rule designates "cn" as the "Naming
Attribute for Connector View entries", then
"en" (and not "uid") should be the value
entered for "Directory Naming Attribute”
when the "Object Class Mappings" are
created. Hence, when data is flowed
end-to-end between the Lotus Notes Server
and the Meta View, a typical mapping for
flowing user-entries between the Lotus
Notes Server and the Connector View
would look like "dominoperson#cn <->
inetorgperson#cn” (instead of the default

"dominoperson#cn <-> inetorgperson#uid").

Make sure PATH env variable has notes
client install location. If not, add notes client
install location to global PATH env variable.
For example,if lotus notes client is installed
in ¢:\lotus\notes directory, add
c:\lotus\notes to the PATH env variable."
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Meta-Directory

Common Problems

Lists general troubleshooting tips for the Sun ONE Meta-Directory software

Table C-15 Problems with Sun ONE Meta-Directory

Problem

Suggested Action

The message
DA USER_TIMELIMIT EXCEEDED
appeared during the join process.

The join engine is sluggish, and there’s
increased memory usage.
You are experiencing poor performance.

You are experiencing several "can't
connect” errors, or time-outs.

You are experiencing poor flow.

There is no data flow.

Is your data server search time-out
parameter high enough?

Is your data server poll interval high
enough?

Are your join engine and/or console and/or
Directory Server all on the same machine?

Are all the machines reachable from one
another? Ping all of the machines to make
sure they can communicate with each other.

Do you see many errors in the Statistics
window, or just a sudden stop? Many errors
means faulty rules, and a sudden stop
means corrupt data.

Make sure that both the join engine and
connector are running.

Directory Server

lists general troubleshooting tips for Directory Server.

Table C-16 Problems with Directory Server

Problem

Suggested Action

No data is flowing.

The Directory Server times out during
large synchronizations.

You are experiencing poor performance,

especially during large synchronizations.

Is your Directory Server running?

If you're using Directory Server 4.x, make
sure your ioblocktimeout parameter in
slapd. conf set to a high enough value
(180000000 or higher).

Make sure your Directory Server is properly
tuned for writes.
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Table C-16 Problems with Directory Server (Continued)

Problem

Suggested Action

You are experiencing poor performance,
especially during large synchronizations,
and errors such as

DA E UNWILLING TO PERFORM,

DA E USER TIMELIMIT EXCEEDED
might appear, or other time-out messages
might appear.

The Directory Server disallows the
addition of entries because of conflicting
UIDs. You will see constraint violation
errors.

You are experiencing poor performance
and have already added the proper
indexes for the linkage attributes.

You are experiencing poor performance
and hear disk thrashing on the machine
hosting the Directory Server.

You are experiencing poor performance
and hear disk thrashing on the machine
hosting the Directory Server, or you see
the Directory Server warning at start-up or
at the beginning of a database import
about your cachesize/dbcachsize being
too large for physical memory.

There are missing entries during the join
process and/or time-out errors.

You see the following message:

ldap_modify: No such attribute:
additional info: attribute type
is unknown. Cannot delete.

Did you add the indexes for the linkage
attributes (mdslinktocv, etc.)?

Did you turn off the UID uniqueness
plug-in?

Did you increase the allidsthreshold of
the Directory Server?

Make sure your database cache is big
enough to hold all the indexes.

Make sure your Directory Server caches
completely fit into physical memory.

Do you have a 3:1 ratio of database to entry
cache allocation?

Are your calculations correct for
determining the cache size? Did you factor
in 25% memory overhead when computing
cache size? Your database cache should not
be configured for more than 1.6 gigs.

Are your Directory Server front-end settings
too low? Check the limit, time-out, and so
forth.

While loading the Meta-Directory schema to
a Directory Server instance that does not
contain the join engine and meta view
configuration information, Idapmodify
attempted to delete an entry that does not
exist. When ldapmodify applied the
Meta-Directory schema, it attempted to
delete the attribute type before a new one
was added.
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Error Messages

This appendix provides a listing of primary error messages for the join engine and
Universal Text Connector, along with causes and solutions. The messages are
generated to log files.

This appendix contains the following sections:
= Join Engine Messages

o  Oracle Database Connector
= Universal Connector Messages

o NT Domain Connector

o Active Directory Connector

o Microsoft Exchange Connector

< Novell and Notes Connector Error Mesages
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Join Engine Messages

The table below provides a list of join engine error messages arranged in
alphabetical order. Oracle database Connector error messages are also included
within this section. The messages are generated to logs found at the following

location:

NETSITE ROOT/join-engine/logs

Message Message Type

Cause and Solution

DA S TIMELIMIT EXCEEDED Warning

DA S SIZELIMIT EXCEEDED Warning

DA _E NO_SUCH_OBJECT Error/Warning

The search operation could not be completed
within the maximum time limit. Go to
Configuration > Meta-Directory > Data
Servers > Tuning and increase value of
"Maximum Operation result time" parameter

The search found more than the maximum
number of results. Go to Directory
Server->Configuration->Performance and
increase the number of entries specified at
"Size Limit" parameter

The entry specified in the request does not
exist. There are some situations where this
message does not indicate an error. For
instance during DCNS polling, a search is
done for the lastchangenumber + 1 at regular
intervals, which returns this error if the
changenumber does not exist, which does not
indicate an error.
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Message

Message Type

Cause and Solution

DA_E_UNWILLING TO
_PERFORM

DA E OBJECT CLASS VIOLATION

DA S NO_RESULTS_RETURNED

DA E BAD RETRY TIMES SYNTAX

Error

Error

Information

Error

Indicates that the LDAP server cannot process
the request because of server-defined
restrictions. The possible reasons for this error
message are:

- If the server is unable to sort the results. This
could be prevented by adding the required
indexes as mentioned in Directory Server
Performance Tuning for Meta-Directory in the
Sun ONE Meta-Directory Deployment Guide.

- modRDN operation failed. If you rename an
entry and additionally move the entry under a
new parent, the LDAP protocol command to
do so must specify the "newsuperior” or the
DN of the parent.

- The Idbm database plug-in did not load
properly.

- The add entry request violates the server’s
structure rules.

- The modify attribute request specifies
attributes that users cannot modify.

- Password restrictions prevent the action.
- Connection restrictions prevent the action.

An object class violation occurred when the
LDAP server checked the data sent by the
client against the server-side schema (e.g. a
"must" attribute was missing in the entry
data).

Indicates that a result code was not returned,
instead an entry/search referral was returned.

The syntax used to specify the retry time
schedule was incorrect. Go to Configuration >
Meta-Directory > Data Servers > Tuning.
Correct the value specified for the Retry
Intervals attribute.
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Message

Message Type

Cause and Solution

DA_E_USER TIMELIMIT
_EXCEEDED

DA_E_USER RETRYLIMIT EXCEED
ED

MDS_S_ENTRY ALREADY EXISTS

MDS S INSUFFICIENT_ CAPABILI
TIES

MDS_S_DN _MAP FATLED

Error

Error

Error

Error

Error

A search in the Directory Server has timed
out. Go to Configuration > Meta-Directory >
Data Servers > Tuning. Increase the value in
the Maximum Operation Result Time field. If
the time-out continues, change the values in
the retry fields.

Indicates either the "Maximum Number of
Retries" tuning parameter was not configured,
or the server could not be contacted even after
the specified number of retries.

Indicates that since the join rules did not turn
up with a matching candidate for the source
entry, a new entry was to be created, but the
DN Mapping rules have come up with a
pre-existing candidate of their own, and since
there were no join rules then we consider this
as a failure to identify a suitable entry to join
to.

The configured join engine capabilities are
prohibiting the requested operation from
proceeding. Add more join engine capabilities
for the operation you are attempting to
perform.

This error occurs when

-No DN Mapping ruleset has been specified
for the entry

-there was an error in obtaining the handle to
the Rule set

-No applicable rules within the ruleset for the
entry.
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Message

Message Type

Cause and Solution

DCNS_E_TOO_LATE

Error

Indicates the following scenarios:

-the specified changenumber could not be
found in the change logs

-the last sync point was not greater than the
first change number or the last sync point was
greater than the last changenumber thereby
resulting in a mismatch.

-Reset from the console the sync points stored
in the Sun ONE Meta-Directory configuration.

-The changelog trimming has occurred

-You may have started the join engine without
enabling the changelog.

-You enabled the changelog and restarted the
Directory Server, but did not subsequently
start the join engine.

For the above two cases, after enabling the
changelog, restart the Directory Server, stop
the join engine, restart the Sun ONE Console,
then start the join engine.
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Universal Connector Messages

The table below provides a list of Universal Connector error messages arranged in
alphabetical order. These error messages also apply for NT Domain, Active
Directory and Exchange Connectors. The messages are generated to logs found at

508

the following locations:

NETSITE ROOT/utc-ViewName/logs
NETSITE ROOT/adc-ViewName/logs
NETSITE ROOT/exc-ViewName/logs

NETSITE ROOT/ntdc-ViewName/logs

Table D-1  Universal Connector Error Messages

Message

Cause and Solution

Delta modified Perl address record
unapplicable, id ’‘utcuserl’,
DN ’cn=utcuserl,ou=CV2’

Directory delta determination
postponed pending active delta
processing

DraDua PerlDra LDAP List error 32
'No such object’

Local delta determination postponed
pending active delta processing

Local delta determination postponed
until sync time

Task ‘1’ invalid Perl record index
‘xxx’, cannot process

The entry 'cn=utcuserl, ou=CvV2’
was detected as unchanged. No action
is required.

For flow control, the current
synchronization cycle has been skipped
because the delta queue has reached its
limit. No action is required.

This is usually not an error. Itis a
generic message indicating that the
LDAP search could not return the
specified object. Check the log
messages in the same area to determine
which entry search is causing the ‘No
such object’ error.

For flow control, the current
synchronization cycle has been skipped
because the delta queue has reached its
limit. No action is required.

The time has not yet arrived for
synchronization. No action is required.

The index value the Perl script returned
for the Perl record is invalid. Check
your Perl script for errors.
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Novell and Notes Connector Error Mesages

Universal Connector Error Messages

Message

Cause and Solution

Unable to initialize host system.
Shutting down. ..

This message usually indicates that the
Perl script you specified for the
connector is invalid. Check the file
path, and also check for syntax errors in
your Perl script.

Novell and Notes Connector Error Mesages

The table below provides a list of common errors messages for Lotus Notes and
Novell Directory connectors. The messages are generated to logs found at the

following locations:
NETSITE ROOT/ndc-ViewName/logs

NETSITE ROOT/notes-ViewName/logs

Message

Cause and Solution

"Error in initialising the
connector. Please make sure that

the attribute mappings are proper.

Exiting."

"Error in initialising the
connector. Please make sure that
the object class mappings are
proper. Exiting."

This error message would get printed if
an "Attribute Flow" was created and
was not saved properly. Recreate the
"Attribute Flow" and save it again.

This error message would get printed if
an "Object Class Flow" was created and
was not saved properly. Recreate the
"Object Class Flow" and save it again.
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Message

Cause and Solution

"Error in initializing the
connector."

“Error in initialising the
connector. Please make sure that
the synchronization directions are
set."

This error message would get printed if
the connector instance’s initialization
fails due to one of the following root
causes

- The configuration for "Attribute Flow"
and "Obiject Class Flow" are not defined
properly. Define proper rules at the
Novell/Notes Directory connector-type
level and apply them to the
Novell/Notes Directory connector
instance you are running.

- Failure to connect to external data
source (Novell/Notes Directory
Server), intermediate changelog
database (MySQL database server) or
iPlanet Directory Server. Verify the
bind username and password entered
for iPlanet Directory server and
external database. Start the iPlanet
Directory server, Novell/Notes
Directory server and mysql server, if
they are not running already.

- Version of iPlanet Directory Server
used is<V 5.0.

- iPlanet Directory Server’s
Retro-Changelog plugin is not enabled.
The connector needs it for
change-detection in the Directory to
External synchronization cycle. Enable
it via the iPlanet Directory Server
console.

This error message would get printed if
the value for "TaskMode" is not valid.
Set a valid value for "TaskMode" for the
connector instance, from the "General”
tab in the Meta-Directory Console.
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Message

Cause and Solution

"Error in initializing the
connector. Unable to load the main
connector class."

"Error in initializing the
connector. Unable to load the boot
configuration file."

"Fatal error in initializing the
connector. Engine is stopping..."

"Error in performing
change-detection."

This error message would get printed if
a custom connector is developed using
the new connector framework and the
main connector class (that must
implement the "IConnector" interface)
is not present in the CLASSPATH.
Ensure that the class file for the custom
ConnectorBase is present in the
CLASSPATH by updating the
"jconnect.jar" JAR file present under
NetsiteRoot/bin/ndc50/bin.

This error message gets printed when
the boot-configuration-file - "start.conf"
is not created on start-up, for the
connector instance. Ensure that the
"start.conf" file gets created successfully
by the administration CGlI script -
"start.pl". This file gets deleted by the
connector once it starts-up successfully.

This error message gets printed when
any of the above mentioned error cases
prevent the connector from starting up
successfully. The connector prints this
message before
stopping/shutting-down.

This error message would get printed if
an error occurs while detecting the
changes in External to Directory OR
Directory to External synchronization
cycle. Exact cause for the error will be
present in the log file if the log-level is
set to "Debug".
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Message

Cause and Solution

"Network Error while communicating
with iPlanet Directory Server."

"Error in updating the intermediate
changelog database while handling a
normal connector shutdown."

"Error in updating the intermediate
changelog database while handling
the previous abnormal connector
shutdown."

“Error in updating the intermediate
changelog database for the
asynchronous add delta."

"Error while updating the connector
configuration in the global
configuration directory."

"Error in connecting to the global
configuration directory."

This error message would get printed if
the iPlanet Directory Server hosting the
connector view is not running. Start the
iPlanet Directory Server server if it is
not running already.

This error message would get printed if
MySQL server is not running when the
connector is shutdown. Start the
MySQL server if it is not running
already.

This error message would get printed if
MySQL server is not running when the
connector starts up again after a
previous abnormal shutdown. Start the
MySQL server if the server is not
running already.

This error message would get printed if
MySQL server is not running. Start the
MySQL server if it is not running
already.

This error message would get printed if
the configuration directory server
instance is not running. Start the iPlanet
Directory server instance that stores the
connector configuration.

This error message would also get
printed if the configuration directory
server instance is not running. Start the
iPlanet Directory server instance that
stores the connector configuration.
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Message

Cause and Solution

"Error in the creation of deltalist
from the ChangelogTable.™"

"Error in creating delta list out
of intermediate changelog
database."

"Error in creating delta list out
of intermediate changelog
database."

"Exceeded log limit. Please check
up your settings for RollOverDays
and MaxLogFileSize."

This error message would get printed if
the connector cannot get the required
data from the ChangelogTable in the
MySQL database server. Check if the
privileges on this table for the
changelog user were changed after the
connector instance creation. Start the
mysql server if it is not running
already.

This error message would get printed if
the connector cannot get the required
data from the ChangelogTable in the
MySQL database server. Check if the
privileges on this table for the
changelog user were changed after the
connector instance creation. Start the
mysql server if it is not running
already.

This error message would get printed if
the connector cannot get the required
data from the ChangelogTable in the
MySQL database server. Check if the
privileges on this table for the
changelog user were changed after the
connector instance creation. Start the
mysql server if it is not running
already.

This error message would get printed if
the "LogRetentionDays" setting does
not allow deletion of a log file and
maximum disk space allocated for
logging (via "LogTotalMaxKBytes") is
over. Remove old log files OR increase
the disk space allocated for log OR
Change the "LogRetentionDays" setting
so that old log files are automatically
removed.
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Message

Cause and Solution

"Failed to retrieve entries from
the root suffix <root-suffix-value>
in the LDAP data source."

"Failed to load the database driver
for intermediate data source."

"Attempts to connect to the
intermediate database failed."

"Failed to cleanup ChangelogTable."

"Failed to create ChangelogTable in

the intermediate changelog
database."

This error message would get printed if
either the external (Novell/Notes
Directory Server) or directory (iPlanet
Directory Server) are not reachable.
Ensure that the LDAP server is
running.

This error message would get printed if
the database driver class file is not
found.

This error message would get printed if
the MySQL database server is not
reachable or running. Start the MySQL
database server if it is not running
already.

This error message would get printed if
the connector cannot access the
required data from the ChangelogTable
in the MySQL database server. Check if
the privileges on this table for the
changelog user were changed after the
connector instance creation. Start the
MySQL server if it is not running
already.

This error message would get printed if
there are insufficient privileges
assigned to the
database-administrator-user
attempting to create this table in the
intermediate changelog database.
Check the privileges of the
database-administrator-user
attempting to create this table. Start the
MySQL server if it is not running
already.
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Message

Cause and Solution

"Failed to create ImageTable in the
intermediate changelog database."

"Failed to drop ImageTable from the
intermediate changelog database."

"Failed to drop ChangelogTable from
the intermediate changelog
database."

This error message would get printed if
there are insufficient privileges
assigned to the
database-administrator-user
attempting to create this table in the
intermediate changelog database.
Check the privileges of the
database-administrator-user
attempting to create this table. Start the
MySQL server if it is not running
already.

This error message would get printed if
there are insufficient privileges
assigned to the
database-administrator-user
attempting to drop this table from the
intermediate changelog database.
Check the privileges of the
database-administrator-user
attempting to drop this table. Start the
MySQL server if it is not running
already.

This error message would get printed if
there are insufficient privileges
assigned to the
database-administrator-user
attempting to drop this table from the
intermediate changelog database.
Check the privileges of the
database-administrator-user
attempting to drop this table. Start the
MySQL server if it is not running
already.
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Message

Cause and Solution

"Failed to cleanup ImageTable."

"Failed to connect to the LDAP data
source with Hostname
:<hostNameValue> and Port
<portNumberValues>."

"Failed to add the entry to the
LDAP data source."

"Failed to get the
command-implementation mapping from
the configuration."

This error message would get printed if
the connector cannot access the
required data from the ImageTable in
the MySQL database server. Check if
the privileges on this table for the
changelog user were changed after the
connector instance creation. Start the
MySQL server if it is not running
already.

This error message would get printed if
there is a failure in connecting to
external data source (Novell/Notes
Directory Server) or iPlanet Directory
Server. Verify the bind username and
password entered for iPlanet Directory
server and external data source. Start
the iPlanet Directory server or
Novell/Notes Directory server, if they
are not running already.

This error message would get printed if
there is a failure in creation of a new
entry in external data source
(Novell/Notes Directory Server) or
iPlanet Directory Server. This could be
because of object class violation. Ensure
that all the required/mandatory
attributes are mapped via the
"Attribute Flow" configuration rule.
Check if the user ("ExternalLoginDN"
or "DirectoryLoginDN") has
appropriate LDAP write access.

This error message would get printed if
any custom management commands
are implemented but are not specified
properly in configuration.
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Message

Cause and Solution

"Failed to get the
command-implementation mapping from
the configuration for command -
<commandName>. "

"Unable to load class <className>."

"Unable to initiate refresh
operation."

This error message would get printed if
the class file for the custom
management command
implementation is not specified
properly in the configuration.

This error message would get printed if
the class file for the custom
management command
implementation cannot be loaded.
Make sure the class file is present in the
classpath by updating the "jconnect.jar"
JAR file present under
"NetsiteRoot/bin/ndc50/bin".

This error message would get printed if
either of the LDAP servers
(Novell/Notes or iPlanet Directory
Server) and/or MySQL server are not
running when a REFRESH operation is
performed. Start the relevant server if it
is not running already.
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Appendix E

Data Conversion

This appendix describes the usage of the tool provided for converting data from
the UTC Data Exchange Format (UDEF) to the LDAP Data Interchange Format
(LDIF) and from the LDIF to the UDEF.

This appendix contains the following sections:

Need for the tool

Setting the Environment Variables

usage

Known Issues & Limitations
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Need for the tool

Need for the tool

Universal Text Connector (UTC) for Meta Directory 5.1 creates an output Idif file
for a data flow from Connector View in UDEF. UDEF does not comply with the
standard LDIF (RFC 2849). As a result the Idif file created by UTC can not be
directly imported by the directory server or it can not be used with Idapmodify to
update the LDAP data source. Also the UTC can interpret only UDEF data and it
does not understand the standard LDIF data. Therefore the tool is needed for
automatically converting the data between these two formats.

Setting the Environment Variables

This section describes the environment settings required for running the tool. It can
be run in either the case where Meta-Directory and Directory Server have been
installed on the same or separate machines. Set the environment to run the scripts
from command line, as follows:

Windows machines:

set path= <NETSITE ROOT>\1lib\nsPerl5.004 04\bin;%path

Solaris machines

For csh:

% setenv PATH <NETSITE ROOT>/lib/nsPerl5.004 04/bin:$PATH
For ksh/bash:

$ export PATH=<NETSITE ROOT>/lib/nsPerl5.004 04/bin:S$SPATH
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usage

usage

Replace <NETSITE_ROOT> with the actual location where the Meta-Directory
server is installed.

Once the above path is set, you are ready to run the scripts.

There are 2 perl scripts (Idif2udef.pl and udef2ldif.pl) which are shipped along
with the Sun ONE Meta-Directory 5.1. After the installation of the Sun ONE
Meta-Directory 5.1 these scripts will be available in the
<NETSITE_ROOT>/bin/meta50/bin/ directory. You may run the scripts from the
same location or copy it to another convenient location.

Converting LDIF data to UDEF data:
The perl script Idif2udef.pl converts LDIF data to UDEF data.

usage:

ldif2udef.pl -i <input file name> -o <output file names
For example:

ldif2udef.pl -1 1diffile.ldif -o 1ldiflikefile.ldif

Where <input file name> is the absolute path for the file containing LDIF data to be
converted to the UDEF and <output file name> is the absolute path for the file to be
created which will contain UDEF data.

Converting UDEF data to LDIF data:
The perl script udef2ldif.pl converts UDEF data to LDIF data.

usage:

udef2ldif.pl -i <input file name> -0 <output file name>
For example:

udef2ldif.pl -i Idiflikefile.ldif -o Idiffile.ldif

Where <input file name> is the absolute path for the file containing UDEF data to
be converted to the LDIF and <output file name> is the absolute path for the file to
be created which will contain LDIF data.
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NOTE: It is not necessary to use the nsperl to run above perl scripts. One can also
use perl to run these scripts.

Known Issues & Limitations

= This tool has been written specially keeping in mind the requirements of the
Universal Text Connector (UTC) and doesn't provide a support for the LDAP
operations other than those supported by UTC. Also, the tool does not support
some of the data formats which are not understood by the UTC. Some such
non-supported operations and data formats are listed below:

a. modrdn operation is not supported.

b. modification of the type add is treated as modification of the type replace
by "Idif2udef.pl". warning will be displayed for the same. For Example,

changetype: modify
add: postaladdress

postaladdress: 123 Anystreet Sunnyvale, CA 94086

will be treated as follows:

changetype: modify
replace: postaladdress
postaladdress: 123 Anystreet Sunnyvale, CA 94086

c. UTC expects value for binary attributes in base64 encoded format. Value in
the form of URL for the binary attribute is not supported. Actual base64
encoded value should be provided in the input file.

= This tool doesn't do the DN mapping. Idif2udef.pl doesn't replace external top
level DN with UTC top level DN and udef2ldif.pl also doesn't replace UTC top
level DN with the external top level DN. User has to take care of putting
proper top level DN for the entries either in input file or output file.
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< For DN containing UTF8 data, UTC expects the DN value to be escaped using
\xx notation (RFC 2253). This tool does not do it by itself. User has to take care
of putting UTF8 DN in proper format in input file.
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Appendix F

Glossary

This appendix provides a listing of commonly used words:

Active Directory Connector adc.ini  Provides bi-directional synchronization of
Active Directory user and group data into its connector view.

AD Active Directory

ACI Access control instruction (see iPlanet Directory Server 5.1 Administrator’s
Guide for details)

ADSI Active Directory Server Interface. Sun ONE Meta-Directory 5.1 Supports
ADSI 2.5 See also
http://www.microsoft.com/windows2000/techinfo/howitworks/activedirectory
/adsilinks.asp

Attribute flow rules There are five types of rules: join rules, attribute flow rules,
DN mapping rules, filters and attribute construction rules. Attribute Flow rules
allow you to map attributes between a connector view and a meta view.

Attribute construction rules  There are five types of rules: join rules, attribute
flow rules, DN mapping rules, filters and attribute construction rules. A
constructed attribute is an attribute name and its value created from information in
a source entry. Once created, the constructed attribute will show up as an attribute
choice during the creation of attribute flow rules.

BDC Backup Domain Controller
Cascading Meta Views Cascading Meta View set up is one where data from

various SUn ONE meta-Directory installations get synchronised into one single
repository.

525


http://www.microsoft.com/windows2000/techinfo/howitworks/activedirectory/adsilinks.asp

526

CCS Stands for Coded Character Set which is a well-defined mapping from
integer numbers to abstract characters.

changelog Is a mechanism for detecting change in a data source. See Retro
change log and changelog discussed in the Sun ONE Meta-Directory 5.1
Deployment Guide.

Charset A digital representation of text.
CN Common Name

CSN Change Sequence Number. In a multi-mastered environment, a client will
typically modify the contents of an entry at one of the several masters. Around the
same time, another client may modify the same entry at a different master. At some
later point in time, the master (supplier) servers and the replicas will attempt to
reconcile the changes in directory contents. A URP (Update Resolution Procedure)
algorithm is then used to determine the correct ordering of various operations. This
URP algorithm uses CSNs to determine the ordering of the operations. In a
distributed environment (such as multi-mastered) replication, CSNs provide a
sense of global logical time and hence a basis for ordering operations which have
been initially performed at different servers.

Connectors Direct and Indirect iPlanet Directory Server 4.1x and 5.x and an
Oracle database accessible using Oracle Call Interface have direct connections to
the join engine. Because the join engine understands LDAP, it can directly read or
write any entry stored on an LDAP-based Directory Server. On the other hand, in
order to read and write to an entry stored within Oracle’s SQL database, the join
engine uses the Database connector plug-in to provide direct, two-way access.
(Because the Database Connector is a join engine plug-in as opposed to a connector
outside the join engine, it is considered a direct connector.)

Indirect connectors are used to transport entries stored in external data sources that
use protocol not directly accessible by the join engine. The indirect connectors
manage the process, transforming the data using rules and filters. (The indirect
connector rules include Attribute Flow Rules, Default Attribute Value Rules and
Filter Rules.) They create a replica image of the external data source in an instance
of the Sun ONE Meta-Directory Server (Connector View).

Connector View Refers to a data source that is synchronized with the meta view
via the Join Engine. A connector view is an LDAP representation of data that
resides in an external source.
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CSV Comma Separated Values

CV A connector view is an LDAP representation of data that resides in an
external source. Connector views provide LDAP-ready information to the join
engine, which uses this information to build the meta view.

DIT Directory Information Tree

Data Source Is some source of Data. Data from a Data Source will conform to a
particular Model, which itself will be expressed in a Meta Model different Data
Sources have different capabilities. Some can generate Events and perform their
own Change Detection, while some require Change Detection and Event
Generation to be performed on their behalf.

Directory Server Refers to an installed instance of iPlanet Directory Server
DCNS Directory Change Notification Server. See also Join Engine.

Database Connector Provides bi-directional synchronization between Oracle
and the meta view.

DN Distinguished Name

DN rules There are five types of rules: join rules, attribute flow rules, DN
mapping rules, filters and attribute construction rules. Distinguished Name (DN)
mapping rules are used as guidelines to compose a DN within the target view for
the replicated entry.

DSML Directory Services Markup Language

External data source Refers to any user data that originates outside of the core
Meta-Directory components, whether the data is coming from another database,
directory server, data file, or other source of data.

filters There are five types of rules: join rules, attribute flow rules, DN mapping
rules, filters and attribute construction rules. An indirect connector uses filtering

rules to selectively exclude entries from the synchronization process.

Fix-it Tool Helps you to create or delete manual links between entries when
automated linking breaks.
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iPlanet Meta Directory iMD refers to iPlanet Meta Directory and any installed
instances of the iPlanet Meta-Directory software. This is the old name for iPlanet
Meta-Directory 5.0 that has now been superseded by Sun ONE Meta-Directory 5.1.

1SO8859-1 A CCS which supports characters needed for writing Western Europe
languages, in addition to US-ASCII characters. A member of 1SO 8859 family of
character codes.

1ISO8859-15 A member of ISO 8859 family of character codes, which supports the
Euro symbol.

Join Engine The join engine is responsible for directing the flow and
synchronization of data between one or more connector views and the meta view.

Joinrule There are five types of rules: join rules, attribute flow rules, DN
mapping rules, filters and attribute construction rules. Join rules manage the
manipulation of data from the connector view to the meta view.

LDAP Lightweight Directory Access Protocol. See RFC 2251.

LDIF LDAP Data Interchange Format. An LDIF file is a text version of LDAP
data.

MDS Meta-Directory Services is an abreviation commonly used within

attributes.

Meta View Refers to a sub tree in a directory server that is the final aggregate
view of all connector views in a Meta Directory deployment. See also MV

Master Refers to the read/write instance of a directory server environment. In
most cases Master is used in conjunction with the Meta View.

MV Meta View. The meta view is a unified view of entries from one or more
connector views; it represents the result of the join process. See also MetaView

MMR Multi Master Replication. Refer to the Sun ONE Meta-Directory
Deployment Guide.

NETSITE_ROOT The installatiion Directory for Sun ONE Meta-Directory

NDS Novell Directory Server. Sun ONE Meta-Directory 5.1 supports the Novell
Directory Connector.
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NIS Network Information Services

NT Microsoft Windows NT 4.0. Sun ONE meta-Directory supports the
synchronisation of users and groups from NT domain via NT Domain Connector.

NVP Name Value Pair. A UTC can read NVP formatted data.

OCl library Oracle Call Interface Library, required by the Oracle Direct
Connector.

OID Ohbject Identifier. An implementation-specific integer or pointer that
uniquely identifies an object.

Participating View In order for a connector view to be accessed by the meta view
it must be added as a participating view and configured to participate in the join
process. Once a connector view becomes a participating view and is enabled, data
can flow bi-directionally between that view and the meta view.

PDC Primary Domain Controller used on Windows network.

Query Tool A tool used by an administrator to generate many types of searches

Retro Changelog plug-in  The plug-in that, when enabled, writes entry for a
change made in the Directory Server in the cn=changelog sub tree.

Root DSE A Root DSE is an entry that contains information specific to the
directory server. In a directory tree, the root of the tree is the root DSE. DSE stands
for DSA-specific entry. A DSA is a directory system agent, which is an X.500 term
for a directory server. You can retrieve the root DSE of iPlanet Directory Server 5.1
with the following operation : Idapsearch —h <host> -p <port> -b “”” —s base
“objectclass=*".

Ruleset A rule set contains an ordered group of configured rules which are
sequentially tested until either one of two things occur:

An individual rule identifies an entry
All rules fail and the entry is not passed
Rules A configured rule consists of one or more of these three operator strings:

Optional Token Assignments (Format Operator)
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Selection Criteria (Requirements Operator)

Distinguished Name Construction/Join Filter/Attribute Construction
(Substitution Operator)

SAM  Security Accounts Manager on Windows 2000/NT platform.

Schema Something that formally describes the abstract structure of a set of data.
An XML-schema is a document that describes the valid format of an XML data-set.
This definition include what elements are (and are not) allowed at any point; what
the attributes for any element may be; the number of occurrences of elements; etc.

Server Group Sun ONE Console uses server groups to represent the different
sets of Sun ONE servers and services. Consult the Console chapter within this
guide for more information about this.

task.cfg Text configuration file used to describe data that you want to flow into
and out of the connector view. You must customize this file for each external data
source you want to synchronize with your Meta-Directory views. See also UTC.

template.pl Perl script that implements the interface between the script and the
Universal Text Connector. See also UTC,

textparser.pm Perl module that contains a generic set of routines for parsing files.
See also UTC.

Traverse The Traverse option allows you to choose whether to scan entries in the
Meta-View or the Connector view.

UID User Identifier

universal.pm Perl module that contains the main engine for interpreting user
settings in the configuration file. See also UTC.

Update Resolution Procedure (URP)  The process by which update conflicts are
detected and resolved. The update resolution policy determines the method used
to resolve update conflicts. Consistent application of the same URP across all
cooperating servers guarantees that the system, after synchronization, will
eventually reach a consistent state, in which all servers contain the same data.
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Update Conflict ~ An update conflict arises when changes made by clients at
different updateable servers affect either the same attribute values of an entry or
the name of the entry in such a way that the eventual state of the system depends
on the order in which the updates are applied.

upgrade.pl Is atool for upgrading from one version of Meta-Directory to
another.

US-ASCII A CCS with a 7 bit code where the code numbers range from 0-127

UTC Universal Text Connector. A framework using which the majority of
indirect connectors like Active Directory, NT Domain , Exchange connectors have
been developed with Sun ONE Meta-Directory 5.1.

UTF-8 A /Unicode transformation format/ (UTF) is an algorithmic mapping
from every Unicode scalar value to a unique byte sequence. UTF-8 is a standard
8bit transformation format. Sun ONE Meta-directory now supports this encoding,.

UTP The Universal Text Parser is a set of text file parsers and generators that are
used with the UTC to make certain text files [currently Comma-Separated Values
(CSV) files, LDAP Data Interchange Format (LDIF) files and Name-Value Pair
(NVP) files] compatible with the connector view.

View In joining data, Meta-Directory lets you view information in two ways, in
connector views and in meta views. A connector view displays data from an
external data source. A meta view displays integrated data from a number of
connector views.

XML eXtensible Markup Language. It is called extensible because it is not a fixed
format like HTML (a single, predefined markup language). Instead, XML is
actually a ‘metalanguage’ --a language for describing other languages--which lets
you design your own customized markup languages for limitless different types of
documents.

WINDOWS1252 Similar to 1ISO8859-1 but uses the reserved code positions
128-159 of 1SO8859-1 for printable characters. It also supports Euro character.
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A

access permissions, setting 455

accessing data servers 449

Active Directory Connector
adding as participating view 224, 285, 311, 357
adding connector view instance 220, 278
complete attribute set 226
configuring attribute flow 239
configuring attribute flow automatically 227
configuring attribute flow manually 228, 288
configuring default attribute rules 240, 299
configuring filters 240, 299
configuring instances 227, 241, 288, 300
configuring participating connector view 225
configuring rules 226, 287
creating a user 125, 225
data flow for group entries 237, 298
data flow for user entries 295
default schema 226
definition 29
installation prerequisites 220, 278
installing 238, 298
installing the ADSI package 220, 278, 306, 350
locating adc.ini config file 222, 282
logs 234, 293
mapping attributes 229, 289
minimal attribute set 226
minimum configuration attributes 228
modifying user 127, 226
monitoring 234, 293
overview 147
providing authorization 225, 285, 310, 356
relationship to Universal Connector 160
restarting connector instance 137, 230, 291
restarting instances 242, 301
setting config parameters automatically 220, 279
setting config parameters manually 222, 282
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adc.ini config file, Active Directory 222, 282
Add Attribute Mappings dialog box 96
adding
connector view instance for Active Directory Connector 220, 278
connector view instance for Database Connector 259, 269
connector view instances 120
DN rules 107
entry filter to subtree 104
external attributes for connectors 171
new attribute flow rules 94
new data servers 450
new database server, Database Connector 247
participating connector view, Database Connector 262
participating view for Database Connector 269
participating views 36, 128
subtree filters 104
adding instance as participating view
Active Directory Connector 224, 285, 311, 357
NT Domain Connector 196
Administration Server 22
HTTP 58
starting 33
Advanced Schedule Options dialog box 167
altering class properties for members 439
assigning
attribute flow rules to rule sets 98
DN rules to rule sets 109
member to rule set 87
rules to constructed attributes 91
atomic rules 36, 93
attribute conditions for selection criteria 79
Attribute Construction window 90, 94, 103, 106, 450
attribute flow rules
adding new rules 94
assigning rules to rule sets 98
atomic 93
attribute mappings 95
attribute-level granularity 149
changing configurations 152
configuring for connectors 149
constructing for Oracle database 51
creating for Database Connector 270
creating new rule sets 98
creating, example of 47
default 93
deleting 98
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deleting rule sets 99
deleting rules from rule sets 99
editing 97
entry-level granularity 149
granularity, definition 148
indirect connectors 148
mapping definition 148
mapping, example of 44
mappings for connectors 150
overview 93
ownership, definition 149
reverse rules 52
troubleshooting 486
viewing a summary 99
attribute flow summary 99
Attribute Flow Summary dialog box 99
Attribute Flow window, connectors 149
attribute mappings 95
attribute-level granularity 149
attributes
constructing, example of 44
for group entries
NT Domain Connector 212
for user entries
NT Domain Connector 208
UID uniqueness 479
Attributes window, connectors 171
automated restart
UNIX 401
Windows NT 400
automated restart with high security
Windows NT 401

B

Binary Attribute window, data servers 454

breaking links
connector views 405
meta view 405
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C

Capabilities window, participating views 132
CGl scripts 441
changelog
creating 163
definition 74
Enable Changelog Dialog 74
tables 50
tablespace, creating 258
Changelog window, Database Connector 251
changing
instrumentation 272
nominated keys, Database Connector 250
user credentials, Database Connector 250
Chapter Single Template 467, 475, 503, 519, 525
checking operational status 400, 477
connectors 406
join engine 404
participating view 404, 407
Columns tab, Database Connector 249
combining requirements operators 463
command-line options, Meta-Admin Tool 443
comma-separated values
Universal Text Parser 179, 180
configuration script for Database Connector 269
Configuration window, participating views 129
configuring
attribute flow
Active Directory Connector 239
NT Domain Connector 215
attribute flow automatically
Active Directory Connector 227
attribute flow for connectors 149
attribute flow manually
Active Directory Connector 228, 288
attribute flow rules, Oracle database 51
attributes for log files (connectors) 168
attributes, example of 44
changing for attribute flow 152
connector instance 164
connector instances
Active Directory Connector 227, 241, 288, 300
NT Domain Connector 218
connector rules
Active Directory Connector 226, 287
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connector rules for NT Domain Connector 197
connector views, Database Connector 264
data server
Database Connector 244
default attribute rules
Active Directory Connector 240, 299
NT Domain Connector 216
filters
Active Directory Connector 240, 299
NT Domain Connector 216
join process rules, example 43
join rules, example of 53
log file preferences 415
Oracle database as data server, example of 50
participating connector view
Active Directory Connector 225
Database Connector 272
NT Domain Connector 197
participating views 129
schedule for connectors 166
connector instance
removing 164
restarting 174
connector instances
configuring 164
connector view instances
adding for Database Connector 269
connector views
adding instance for Database Connector 259
adding instances 120
adding participating view for Database Connector 262
adding participating views 128
associating external data sources to 34
breaking links 405
checking status 477
configuring for Database Connector 264
configuring participating views 129
controlling data flow 132
creating 35
creating LDAP access filters 136
enabling 37
flowing LDIF data 43
mapping LDAP attributes to, example of 47
overview 30, 119
ownership of entries 131
participating view definition 119
participating views, overview 127
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providing description 123

refreshing 37, 139, 140, 405

removing instances 122

removing participating view for Database Connector 264

removing participating views 129

scheduling participating view refreshes 133

starting 35

tracking flow of information 478

troubleshooting 487

validating links 405

verifying proper configuration with mdsEntityOwner 476
connectors

Active Directory, overview 147

adding external attributes 171

adding new filters 155

attribute flow rules 148

checking operational status 400, 406

configuring attributes for log files 168

configuring default attribute values 153

configuring schedule 166

default attribute value rules 148, 153

direct connectors, overview 28

direct, overview 146

filter rules 148, 154

function of direct connectors 31

function of indirect connectors 31

indirect connector rules 34

indirect connectors, overview 28

indirect rules 147

indirect, definition 146

NT Domain, overview 146

refreshing 407

specifying how updates are handled 165

troubleshooting 489

Universal Text Parser, overview 146

Universal, overview 146
connectorutils.pm 180
consoles

Console menu 64

Edit menu 65

Help menu 67

invoking 58

iPlanet Directory Server 62

menus, description of 64

Object menu 66

Sun ONE Meta-Directory 63

Sun ONEConsole 58
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Tools menu 67
View menu 65
constraint violations, UID uniqueness 479
constructed attribute rules
creating for Database Connector 270
troubleshooting 487
constructed attributes
assigning rules to 91
creating 90
deleting attributes 93
deleting rules 93
editing rules 92
overview 89
constructing attributes, example of 44
Content Selection Filters window, Query Tool 429
creating
Active Directory user 125, 225
attribute flow rules, Database Connector 270
attribute flow rules, example of 47
attribute flow rules, Oracle database 51
changelog 163
changelog tablespace, Database Connector 258
connector view 35
constructed attribute rules, Database Connector 270
constructed attributes 90
data server, Database Connector 244, 268
distinguished names, example of 45
DN mapping rules for Database Connector 265, 271
DN rules for Oracle database 52
filters 103
instance of indirect connector 34
instance of join engine 34
instances
NT Domain Connector 194
Universal Connector 161
LDAP access filters 136
Microsoft Exchange user 285, 311, 357
new attribute flow rule set 98
new linkage selection filter, Query Tool 431
new rule 85
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data files
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Oracle database example 42
data flow
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group entries, Active Directory Connector 237, 298
tracking flow 478
user entries, Active Directory Connector 295
Data Server Type dialog box 450
data servers
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adding a new server 450
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creating for Database Connector 268
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Tuning window 451
Data Servers window 449, 450
Database Connector 246
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function of 31
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Directory Server 21, 163
console 62
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DN rule sets 109
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external data source 21
external data source, starting 33

F

file formats for Universal Text Parser 160
Filter Name dialog box 103

Index 543



filter rules
indirect connectors 148, 154
filters
adding entry filter to subtree 104
adding subtree filters 104
configuring for indirect connectors 155
creating 103
creating for LDAP access 136
deleting 105, 157
overview 102
removing entry filters 105
removing RDNs for entries 157
removing subtree DNs 157
removing subtree filters 104
troubleshooting 487
Filters window, connector 155
Fix-It Tool
command line access 438
customizing 436
joining, unlinking, or excluding entries 434
linking existing entries to new entries 434
refreshing current entry 435
shortcuts 437
uses 433
viewing and modifying entries 436
Fix-1t Tool window 433
flow 22
flowing data
example 42
fixing problems 480
LDAP data to meta view 44
LDAP-configured CSV data to meta view 48
LDIF data to connector view 43
Oracle data to meta view 49
tracking flow 478
verifying end-to-end flow 476
Format Operator for rules 76
format operator, grammar rules 460

G

General tab, Database Connector 248

General window
connectors 165

544  Sun ONE Meta-Directory Configuration and Administration Guide * January 2003



data servers 451
generic operators, grammar rules 463
grammar rules
format operator 460
generic operators 463
requirements operator 460
substitution operator 463
granularity
attribute-level 149
definition 148
entry-level 149
group entries
Active Directory Connector 237, 298
NT Domain Connector 212
Group Filters window
participating views 136

H

HTTP, Sun ONEConsole 58

including scripts for Universal Connector 173
incremental updates, join engine 83
indirect connector rules 34, 147

mapping LDAP attributes, example of 47
indirect connectors

Active Directory Connector 29

adding new filters 155

attribute flow rules 148

configuring default attribute values 153

creating instance of 34

default attribute value rules 148, 153

definition 146

filter rules 148, 154

function of 31

NT Domain Connector 29

overview 28

Universal Connector 28

Universal Text Parser 28

Index

545



input for Meta-Admin Tool 444
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overview of this manual 18
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Configuration window 129
configuring 129
definition 119
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current entry, Fix-1t Tool 435
data 37
example of 46
log listing 411
meta view 37, 139, 140, 405
Modify Task Status dialog box 140, 176, 204, 233, 407
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combining 463
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restarting connector instance 174
Active Directory 137, 230, 291
Active Directory Connector 242, 301
NT Domain Connector 200, 218
restarting Directory Server 163
restarts
automated for UNIX 401
automated for Windows NT 400
automated for Windows NT, high security 401
rule sets
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assigning member to rule set 87
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default attribute flow 93
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Set Permission dialog box 455
setting
access permissions 455
config parameters
Active Directory 220, 279
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SQL protocol, databases accessible by 146
SQLplus, running script 50
start.conf file 393
starting
Administration Server 33
connector view 35
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overview 146
Perl scripts 35
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function of task.cfg file 181
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overview 146,179
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task.cfg file 171
troubleshooting 490
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