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Using This Documentation

This section describes related documentation, submitting feedback, and a document change

history.

= “Product Information Web Site” on page 5

= “Documentation and Feedback” on page 5

= “About This Documentation (PDF and HTML)” on page 6
= “Contributors” on page 6

u

“Change History” on page 6

Product Information Web Site

For information about the Sun x86 servers, go to http://www.oracle.com/technetwork/
server-storage/sun-x86/overview/index.html.

For software and firmware downloads for your x86 server product, go to

http://www.oracle.com/technetwork/server-storage/sun-x86/downloads/index.html

page and click on your server model.

Documentation and Feedback

Documentation

Link

All Oracle products

Sun Fire X4800 server

Oracle ILOM 3.0

http://www.oracle.com/documentation

http://download.oracle.com/
docs/cd/E19140-01/index.html

http://www.oracle.com/
technetwork/documentation/
sys-mgmt-networking-190072.html#ilom

Provide feedback on this documentation at: http://www.oracle.com/goto/docfeedback.


http://www.oracle.com/technetwork/server-storage/sun-x86/overview/index.html
http://www.oracle.com/technetwork/server-storage/sun-x86/overview/index.html
http://www.oracle.com/technetwork/server-storage/sun-x86/downloads/index.html
http://www.oracle.com/documentation
http://download.oracle.com/docs/cd/E19140-01/index.html
http://download.oracle.com/docs/cd/E19140-01/index.html
http://www.oracle.com/technetwork/documentation/sys-mgmt-networking-190072.html#ilom
http://www.oracle.com/technetwork/documentation/sys-mgmt-networking-190072.html#ilom
http://www.oracle.com/technetwork/documentation/sys-mgmt-networking-190072.html#ilom
http://www.oracle.com/goto/docfeedback

About This Documentation (PDF and HTML)

About This Documentation (PDF and HTML)

This documentation set is available in both PDF and HTML. The information is presented in
topic-based format (similar to online help) and therefore does not include chapters,
appendixes, or section numbering.

A PDF that includes all information on a particular topic subject (such as hardware installation
or product notes) can be downloaded by clicking on the PDF button in the upper left corner of
the page.

Contributors

Primary Authors: Michael Bechler, Ralph Woodley, Ray Angelo, Cynthia Chin-Lee.

Change History

The following changes have been made to the documentation set.

April 2010 - Installation Guide released.
June 2010 - Installation Guide and Getting Started Guide re-released.
July 2010 - Initial release of other documents.

August 2010 - Product Notes and Service Manual re-released. ESX Installation Guide
added.

October 2010 - Product Notes re-released.
December 2010 - Product Notes re-released.

March 2011 - Documents re-released for SW1.2 including the Installation Guide, the
Product Notes, the Linux Installation Guide, the Oracle Solaris Installation Guide, the
Windows Installation Guide, and the Service Manual.

July 2011 - Product Notes and Service Manual re-released.
January 2012 - Product Notes updated for SW1.4.

June 2012 — Product Notes, Oracle VM Installation Guide, Oracle Solaris Installation Guide,
Oracle ILOM 3.0 Supplement, and the Diagnostics Manual re-released.

Oracle Integrated Lights Out Manager (ILOM) 3.0 Supplement for the Sun Fire X4800 Server - -10, May 2012



Overview of the ILOM Supplement

Note - Before performing the procedures contained in this topic set, set up your hardware as
shown in the Sun Fire X4800 Server Installation Guide.

The following topics are covered in this topic set.

Description Link

Learn about managing the server with the Integrated ~ “ILOM Software Overview” on page 9
Lights Out Manager (ILOM).

Learn how to connect to the system console. “How to Access the Console” on page 11
Update ILOM, BIOS, and HBA firmware. “Updating Firmware” on page 19
View information about ILOM indicators, sensors, “Indicators, Sensors, and Traps” on page 35

SNMP, and PET traps.



http://www.oracle.com/pls/topic/lookup?ctx=E19140&id=G5INSTALL




Introduction to Oracle ILOM Software

This section contains information on the following topics:

= “ILOM Documentation Overview” on page 9
= “ILOM Software Overview” on page 9
= “What Does ILOM Do?” on page 10

Note - The Sun Integrated Lights Out Manager (ILOM) 3.0 CLI Procedures Guide describes how
to recover a lost password from the ILOM serial console. As part of the recovery, you must
prove physical presence at the server. To prove physical presence, press the Locate button
(Ieft-most button on the front of the server and on the rear of the server near the serial
management port).

ILOM Documentation Overview

The following documents provide additional information about the Oracle Integrated Lights
Out Manager (ILOM):

= The Oracle Integrated Lights Out Management (ILOM) 3.0 Documentation collection
provides detailed information about the ILOM.

= “Cabling and Power” in Sun Fire X4800 Server Installation Guide provides instructions for
cabling your server so you can communicate with the ILOM.

= “Communicating With the ILOM and the System Console” in Sun Fire X4800 Server
Installation Guide provides instructions for connecting to the ILOM.

ILOM Software Overview

ILOM provides advanced service processor hardware and software that you can use to manage
and monitor your Sun servers. ILOM's dedicated hardware and software is preinstalled on a
variety of Sun server platforms, including x64-based Sun Fire servers, Sun Blade modular
chassis systems, Sun Blade server modules, as well as on SPARC-based servers. ILOM is a vital
management tool in the data center and can be used to integrate with other data center
management tools that are already installed on your systems.


http://www.oracle.com/pls/topic/lookup?ctx=E19140&id=G5INSTALLgjchi
http://www.oracle.com/pls/topic/lookup?ctx=E19140&id=G5INSTALLgivbd
http://www.oracle.com/pls/topic/lookup?ctx=E19140&id=G5INSTALLgivbd

What Does ILOM Do?

Oracle is currently transitioning many systems to support ILOM so that customers will have a
single, consistent, and standards-based service processor (SP) across Oracle's product lines.

For customers, this means you will have:

= Single, consistent system management interfaces for operators

= Rich protocol and standards support

= Increasing third-party management support

= System management functions integrated into Oracle servers at no extra cost

What Does ILOM Do?

ILOM enables you to actively manage and monitor the server independently of the operating
system state, providing you with a reliable Lights Out Management (LOM) system. With ILOM,
you can proactively:

= Learn about hardware errors and faults as they occur

= Remotely control the power state of your server

= View the graphical and non-graphical consoles for the host

= View the current status of sensors and indicators on the system

= Determine the hardware configuration of your system

= Receive generated alerts about system events in advance using IPMI PETs, SNMP Traps, or

Email Alerts

The ILOM service processor (SP) runs its own embedded operating system and has a dedicated
Ethernet port, which together provide out-of-band management capability. In addition, you
can access ILOM from the server's host operating system that Sun supports (Oracle Solaris,
Linux, and Windows). Using ILOM, you can remotely manage your server as if you were using
alocally attached keyboard, monitor, and mouse.

ILOM automatically initializes as soon as power is applied to your server. It provides a
full-featured, browser-based web interface and has an equivalent command-line interface
(CLI). There is also an industry-standard SNMP interface and IPMI interface.

10 Oracle Integrated Lights Out Manager (ILOM) 3.0 Supplement for the Sun Fire X4800 Server - -10, May 2012



How to Access the Console

This section describes how to connect to the system console.

The console is used to communicate with the operating system (OS) during OS installation, and
for some low-level maintenance activities. It provides a simple, text-based interface that
requires only a keyboard and a video display.

During an OS installation, at some point, the operating system starts displaying either console
or video output on the video monitor. However, it continues to display text-based output on the
console. Exactly when it displays output on the video monitor depends on what OS is being
installed. See your OS documentation for more details.

How to Access the Console

Choose one of the following methods to access the console:

= Directly, using the serial connector or the multiport cable. For this you must be located at
the system.

= Using the ILOM CLI. After accessing the ILOM CLI, a command passes control from the
ILOM CLI to the console.

= Using the ILOM GUI and a JavaRConsole session.

¥ How To Access the System Console Directly

1 Connectakeyboard, monitor, and mouse to the multiport cable or the serial connector on the
front panel.

See “Front Features and Components” in Sun Fire X4800 Server Installation Guide

2 Powertheserveron.

See “Powering the Server On and Off” in Sun Fire X4800 Server Installation Guidefor more
details.

Console messages appear on the monitor.


http://www.oracle.com/pls/topic/lookup?ctx=E19140&id=G5INSTALLgjldv
http://www.oracle.com/pls/topic/lookup?ctx=E19140&id=G5INSTALLgjoqr

How to Access the Console

¥ How To Access the System Console Remotely Using the ILOM CLI
The ILOM allows you to log on to the CLI remotely, using as SSH session.

BeforeYouBegin The ILOM must be running and connected to the same network as your terminal. Also, you
must know the ILOM's IP address, username, and password.

1 Establish an SSH connection using the following command, and then enter the default
password (changeme) when you are prompted:

# ssh =1 root sp_ip_address
changeme
After you have successfully logged in, the SP displays its default command prompt:

->

2 To power on the system, type the command: start /SYS.

You can also power the system on or off using a stylus or button, as described in“Powering the
Server On and OfF” in Sun Fire X4800 Server Installation Guide.

3 To start the system console, type: start /SP/console

4 Toexitthe system console and return to the ILOM CLI, press Esc-Shift-9.

¥ How to Connect Remotely Using the ILOM Web Interface

This procedure uses the ILOM to create a remote javaRConsole session. This allows you to
access a system equipped with ILOM from another, remote system.

javaRConsole sessions take place on two systems: the local system and the target system. It
makes the resources on the local system available to the ILOM on the target system.

= Thelocal system is where you enter commands and view the results.

= The target system is where the commands are executed and the results take place.

BeforeYouBegin  The following equipment is required:
= Thelocal system must have:
= Anoperating system such as Oracle Solaris, Linux, or Windows
= Java Runtime Environment (JRE) 1.5 or later
= A keyboard, monitor, and mouse
= A browser such as Firefox or Internet Explorer

= A connection to the same network as the target system

12 Oracle Integrated Lights Out Manager (ILOM) 3.0 Supplement for the Sun Fire X4800 Server - -10, May 2012
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How to Access the Console

= (Optional) A CD/DVD drive or equivalent ISO file, or a floppy drive

Note - If the remote console system is running Oracle Solaris OS, volume management
must be disabled for the remote console to access the floppy and the CD/DVD drives.

= The target system must have:

= JLOM installed and running
= A connection to the same network as the local system

Start the remote console application by typing the IP address of the ILOM service processor into
abrowser on the local system.

Note — All of these steps are physically located on the local system.

File Edit Wew Go  Bookmarks  Tools  Help

& - |_{/> . @ { __'__{I @ | hupsinzassozzo =] © e [[Cl

A Security Alert dialog box might be displayed.
x

ri‘l Information you exchange with this site cannot be viewed or
?. changed by others. However, there iz a problem with the site's
® securty certificate.

& The zecurity certificate was issued by a company you have
not chosen bo tust. Yiew the certificate to determing whether
you want to trust the certifying authority.

o The zecurity certificate date iz valid.

& The name on the security certificate iz invalid or does not
match the name of the site

Do you want to proceed?

Yes Mo




How to Access the Console

2 IfaSecurity Alert dialog box appeared, click Yes.
The ILOM login screen appears.

Sun” Integrated Lights Out Manager

Server Name:

User Name:  |root =

3 Enterthe user name and password and click Log In.

The default user name is root, and default password is changeme.

14 Oracle Integrated Lights Out Manager (ILOM) 3.0 Supplement for the Sun Fire X4800 Server - -10, May 2012



How to Access the Console

The ILOM main screen appears.

&L A 2 Wamnings
User: root Role: aucro SP Hostname: SUNSP-13456677AC

Sun” Integrated Lights Out Manager

| Redrecion | KvMS | Remote Power Conrol | Diagnostics | Host Contol

Launch Redirection

Manage the host remotely by redirecting the system console to your local machine. Launch the Sun ILOM Remote Console to utilize the RKVMS
features.

Launch Remote Console

Storage Redirection
‘You can optionally redirect local CDROM / Floppy storage devices or CDROM / Floppy image files from your workstation to the host by using the

non-graphical storage redirection utility. This consists of a background service process running on your local machine that manages and maintains
redirection to the host. This service is Java Web Start based and can be started by clicking ‘Launch Service' below.

Launch Service

Ascriptable, command-line Java client application is used to issue commands to the Service Processor for starting and stopping redirection of local
storage devices and/or image files to one or more ILOM-enabled hosts. Click 'Download Client’ below and save as StorageRedir.jar locally, and get
started by running ‘java -jar StorageRedir.jar -h' from a local command window prompt.

Download Client

4 Click the Remote Control tab in the ILOM Web interface.

The Launch Redirection screen appears.

Note - Make sure that the mouse mode is set to Absolute mode in the Mouse Mode Settings tab.

Sun” Integrated Lights Out Manager

Rediraction Remata Power Control Mousa Mode Settings.

Launch Redirection
Manage the host remotely by redirecting the system console to your local machine. Launch the ILOM Remote Console fo ulilize the RKVMS
Tealures. Selact 16-bil high-gualily color ion far fast , oF 8-bil | quality color redirection for slower connections.

© i want to see redirection in 16.-bit

® I want to see redirection in B-bit

——
Launch Redirection |




How to Access the Console

5 Click 8-bit color or 16-bit color, and then click Launch Redirection.

Note - When you are using a Windows system for remote console redirection, an additional
warning might appear after clicking Launch Redirection. If the Hostname Mismatch dialog box

is displayed, click the Yes button.

¥arning - HTTPS i x|

' Hostname Mismatch
. The hostname in the server security certificate does not match the

name of the server,

Hostname of the URL: 192.163.1.9
Hostnarme From the certificate: sun-ilom

Do wou want to proceed?

The Remote Control dialog box appears.

Username: |r|:| ot |
Password: I |
Bandwidth Max: |10Mbps [

OK Cancel |

6 Inthe Remote Control Login dialog box, enter your user name and password and click OK.

Note - You must have administrator privileges.

The default user name is root and password is changeme.

The JavaRConsole screen appears.
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How to Access the Console

7

(Optional) If you require access to physical media on the local machine, select the corresponding
media from the Devices menu.

E Sun ILOM Remote Console

Redirection []gvices| Keyhoard

¥ Keyhoard

¥ Mouse

¥ CD-ROM...

[ Floppy...

[J CD-ROM Image...
[Z Floppy Image...

Save as host defaults

Remote Physical Floppy Disk - Select Floppy to redirect the server to the physical floppy
drive attached to the remote console.

Remote Floppy Image - Select Floppy Image to redirect the server to the floppy image file
located on the remote console.

Remote Physical CD/DVD - Select CD-ROM to redirect the server to the CD/DVD in the
CD/DVD drive attached to the remote console.

Remote CD/DVD Image - Select CD-ROM Image to redirect the server to the . iso image
file located on the remote console .

Note - Using either of the CD/DVD options to install software on your server significantly
increases the time necessary to perform the installation because the content is accessed over
the network. The installation duration depends on the network connectivity and traffic.
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Updating Firmware

Updates to the firmware for ILOM, system BIOS, and LSI HBA are periodically available on the
server download site to provide additional features and bug fixes for the server. The firmware
components must all be updated together for a given software update. The “Firmware Versions
Worksheet” on page 19 can be used to keep track of the firmware versions needed for the

upgrade process.

The firmware update process includes the procedures covered in the following topics. The
procedures are listed in the recommended completion order.

Step

Description

Link

1

Verify the firmware versions that are

currently running on the server.

“Determining Current Firmware Versions”
on page 20

Determine the target firmware versionsand ~ “Preparing for the Firmware Update” on

download the firmware.

Update the ILOM and system BIOS.

Update the Embedded HBA BIOS.

page 26

“Updating the ILOM and System BIOS” on
page 27

“Updating the Embedded HBA BIOS” on
page 31

Firmware Versions Worksheet

The following table is provided to help keep track of firmware versions that you will identify in
the procedures described in this section.

Firmware Type Current Version Intermediate Version Target Version
ILOM

BIOS

LSIHBA n/a

CPLD




Determining Current Firmware Versions

Firmware Type CurrentVersion Intermediate Version TargetVersion

NEM

FMOD

Determining Current Firmware Versions

20

The first three methods this section describe ways to determine current the ILOM and BIOS
firmware versions. The fourth method describes how to determine the LSI HBA firmware
version.

This section contains the following procedures:

= “How to Verify the ILOM and BIOS Firmware Versions Using the Web Interface” on
page 20

= “How to Verify the ILOM and BIOS Firmware Versions Using the Command-Line Interface
Through the Serial Port” on page 23

= “How to Verify the ILOM and BIOS Firmware Versions Using the Command—Line
Interface Through the Management Ethernet Port” on page 24

= “How to Verify the LSI HBA Firmware Version” on page 25

How to Verify the ILOM and BIOS Firmware Versions Using the Web
Interface

Connect to the ILOM Web interface by typing the IP address of the server's SP into your
browser's address field. For example:

https://129.146.53.150

Oracle Integrated Lights Out Manager (ILOM) 3.0 Supplement for the Sun Fire X4800 Server - -10, May 2012



Determining Current Firmware Versions

The ILOM login screen appears.

Sun” Integrated Lights Out Manager

SP Hostname: SUNSPO0144F3D3E50

User Name: I
Password: I

Login

21



Determining Current Firmware Versions

22

2 Logintothe ILOM SP and type the default user name (root) with the default password

(changeme).

The first web page presented is the System Information —> Overview page, which includes the

ILOM version and Build Number.

I g yws tigew geoesess o e

o @B Erarne we e spesn e

b e Gl Seeer ) Lewi e ®

rated Lights Out Manager

.‘I[*-Hﬂ'-dm;

e 48 e | Enites - i fower Mevcropen. | Rewvw Bewest |

System Overview

Vi rysier nsmrary inforrasce. You iy Se3 Change FowET e asd v syri thtan asd tut iforrosce

Froshimd Harew S g BT
Fartrarlal sk SEDRLLTE QTS 8 e
Heak Fawar an | Charga

ipttam Sistis Asrra

HOS Narzhan 1102000

&F Haginama: SUMER5 ITBLT Lo D0
Ut 9 diyd. 5718 3

# aibdvans 10 bR 11

LOM Varsias: A B1L rd

Boveaer s e (8 Cocd CLRCe=wsn_a-n EINNY S

3 Clickon System Information —> Components.

4 Clickon/SYS/BIOS in the Component Name field.

The view component name and information dialog box is displayed.

Oracle Integrated Lights Out Manager (ILOM) 3.0 Supplement for the Sun Fire X4800 Server
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Determining Current Firmware Versions

The FRU version field shows the BIOS version number.

Mozilla Firefox 3l

3 |
(S REEERE) toossr0s s b

Sun” Integrated Lights Out Manager

View component name and information
/SYS/MB/BIOS
| Property [ Value
ipmi_name | MB/BIOS
fru_name SYSTEM BIOS
fru_manufacturer AMERICAN MEGATRENDS
fru_version | LABSFOOS
fru_part_number AMIBIDSE
Close |

Note the ILOM and BIOS versions on the “Firmware Versions Worksheet” on page 19.

How to Verify the ILOM and BIOS Firmware Versions Using the
Command-Line Interface Through the Serial Port

Configure your terminal device or the terminal emulation software running on a laptop or PC to
the following settings:

= 8N1: eight data bits, no parity, one stop bit
= 9600 baud

®  Disable hardware flow control (CTS/RTS)

= Disable software flow control (XON/XOFF)

Connect a serial cable from the RJ-45 SER MGT port on your server's back panel to your terminal
device or PC.

Press Enter on the terminal device to establish a connection between that terminal device and
the server's SP.

The SP displays the login prompt:
SUNO0111AP0-0814YT06B4 login:

In this example, the login prompt, 0111AP0-0814YT06B4 is the product serial number by
default. This value can also be the host name, which is assigned by the user or the DHCP server.
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Login to the ILOM SP and type the default user name (root) with the default password
(changeme).

After you have successfully logged in, the SP displays its default command prompt:

->

To view the ILOM version information, type:

version

This command returns output similar to the following:

SP firmware 2.0.2.16

SP firmware build number: 42063

SP firmware date: Mon Feb 9 22:45:34 PST 2009
SP filesystem version: 0.1.16

To view the BIOS version, type:
show /SYS/BIOS

The command returns output similar to the following:

/SYS/MB/BIOS
Targets:

Properties:

type = BIOS

ipmi_name = MB/BIOS

fru_name = SYSTEM BIOS

fru manufacturer = AMERICAN MEGATRENDS
fru version = 1ABSF005

fru part number = AMIBIOS8

Commands:

cd
show

The fru_version field contains the BIOS version number.

Note the ILOM and BIOS versions on the “Firmware Versions Worksheet” on page 19.

How to Verify the ILOM and BIOS Firmware Versions Using the
Command—Line Interface Through the Management Ethernet Port

Connect an RJ-45 Ethernet cable to the NET MGT Ethernet port on the back panel.

Establish an SSH connection using the following command, and then enter the default
password (changeme) when you are prompted:

# ssh =1 root sp_ip_address
changeme

After you have successfully logged in, the SP displays its default command prompt:
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To view the ILOM version information, type:

version

This command returns output similar to the following:

SP firmware 2.0.2.16

SP firmware build number: 42063

SP firmware date: Mon Feb 9 22:45:34 PST 2009
SP filesystem version: 0.1.16

To view the BIOS version, type:
show /SYS/BIOS

The command returns input similar to the following:

/SYS/MB/BIOS
Targets:

Properties:
type = BIOS
fru name = SYSTEM BIOS
fru description = SYSTEM BIOS
fru manufacturer = AMERICAN MEGATRENDS
fru_version = QABMNO52
fru_part _number = AMIBIOS8
Commands:
cd
show

The fru_version field contains the BIOS version number.

Note the ILOM and BIOS versions on the “Firmware Versions Worksheet” on page 19.

How to Verify the LS| HBA Firmware Version
Reboot the server.
Note the LSI firmware version that is displayed during system boot.

Record the current LSI firmware version in the “Firmware Versions Worksheet” on page 19.
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Preparing for the Firmware Update

26

Next Steps

v

This section contains the following topics:

= “How to Plan the Firmware Update” on page 26
= “How to Download Firmware Updates” on page 26

How to Plan the Firmware Update

Use the “Firmware Versions Worksheet” on page 19 to record intermediate and target firmware
version identified in this procedure.

View the Product Notes for information on all firmware versions available for the server, and
select the software download version that contains the versions of the firmware that you want
to download.

Note - For some ILOM and BIOS updates, you need to update to an intermediate firmware
version before you update to the final target ILOM version. Any needed intermediate firmware
versions will be specified in the Product Notes.

Record the intermediate and target firmware versions in the “Firmware Versions Worksheet” on
page 19.

Navigate to the Oracle support web site to access the available software download versions.

All system firmware and software are available from the Oracle Support site.

“How to Download Firmware Updates” on page 26

How to Download Firmware Updates
Goto:http://support.oracle.com
Sign in to My Oracle Support.

At the top of the page, click the Patches and Updates tab.
The Patches and Updates screen appears.

In the Search screen, click Product or Family (Advanced Search).

The screen appears with search fields.

In the Product field, select the product from the drop-down list.

Alternatively, type a full or partial product name (for example, Sun Fire X4800) until a match
appears.
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Updating the ILOM and System BIOS

In the Release field, select a software release from the drop-down list.

Expand the folders to see all available software releases.

Click Search.

The software release comprises a set of downloads (patches).

To select a patch, click the check box next to the patch name (you can select more than one
patch).

A pop-up action panel appears. The panel contains several action options.

To download the update, click Download in the pop-up panel.

The download begins automatically.

Updating the ILOM and System BIOS

v

Before You Begin

The following procedures describe two different methods for updating the ILOM and system
BIOS.

= “How to Update the ILOM and System BIOS Using the Web Interface” on page 27
= “How to Update the ILOM and System BIOS Using the Command-Line Interface” on
page 30

How to Update the ILOM and System BIOS Using the Web Interface

= Identify the version of ILOM that is currently running on your system. See “Determining
Current Firmware Versions” on page 20.

=  Download the firmware image (such as ILOM-3_0_3_31-r42822.pkg-Sun_Fire_X4800
Modular. pkg)for your server or CMM from the support web site. See “How to Download
Firmware Updates” on page 26.

= Copy the firmware image to the system on which the web browser is running, using a
supported protocol (TFTP, FTP, HTTP, HTTPS).

= Obtain an ILOM user name and password that has Admin (a) role account privileges. You
must have Admin (a) privileges to update the firmware on the system.

Note - The firmware update process might take about 15 minutes to complete, depending on
whether the system is a 4 or 8 socket system. During this time, do not perform other ILOM
tasks. When the firmware update is complete, the system reboots.

Log in to the ILOM web interface.
See “How to Connect to the ILOM Web Interface” in Sun Fire X4800 Server Installation Guide.
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2 Select Maintenance —> Firmware Upgrade.

The Firmware Upgrade page appears.

User: root Role: aucro 5F Hostn LINSPO0144FD

Sun™ Integrated Lights Out Manager

J Firmware Upgrade Backup/Restore Reset SP Configuration Managernent Snapshot

Firmware Upgrade

Afirrmware upgrade will cause ILOM to be reset and ray also reset the server if the BIOS gets updated. Itis recommended that a
clean shutdown of the server be done prior to the upgrade procedure. An upgrade takes about & minutes to complete. ILOM will enter
a special rmode to load new firmware. Users signed in through other sessions will lose connectivity when ILOM is reset.

Enter Upgrade Mode J

3 Inthe Firmware Upgrade page, click Enter Upgrade Mode.

An Upgrade Verification dialog appears, indicating that other users who are logged in will lose
their session when the update process is completed.

4 Inthe Upgrade verification dialog box, click OK to continue.

You are prompted to select an image file to upload.

REFRESH LG OUT

roct Role: aucro SP Hostn POD144FD

Sun™ Integrated Lights Out Manager

Firmware Upgrade

The Service Processor is now in Upgrade mode. Please specify the filename of the Firmmware Image that you want to load. Clicking on
the 'Browse' button will allow you to select the firrmware image file. Once you dothat, click on the 'Upload’ button to upload the image file
tothe Service Processor.

Selectimage file to upload:

I Erowse... |

Upload J Cancel )

5 Perform the following actions:
a. Specify theimage location by performing one of the following:

= Click Browse to select the location of the firmware image you want to install.
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= [f supported on your system, click Specify URL. Then type into the text box the URL for
the firmware image.

b. Click the Upload button to upload and validate the file.
Wait for the file to upload and validate.

The Firmware Verification page appears.
In the Firmware Verification page, enable any of the following options:

= Preserve Configuration. Enable this option if you want to save your existing configuration in
ILOM and restore that existing configuration after the update process is completed.

= Delay BIOS upgrade until next server power off. Enable this option if you want to postpone
the BIOS upgrade until the next time the system reboots.

Click Start Upgrade to start the upgrade process or click Exit to cancel the process.

When you click Start Upgrade the upload process starts and a prompt to continue the process
appears.

Note - If you did not preserve the ILOM configuration before the firmware update, you need to
perform the initial ILOM setup procedures to reconnect to ILOM.

At the prompt, click OK to continue.

The Update Status page appears, providing details about the update progress. When the update
indicates 100%, the firmware upload is complete. When the upload is completed, the system
automatically reboots.

Note - The ILOM web interface might not refresh properly after the update is completed. If the
ILOM web interface is missing information or displays an error message, you might be viewing
a cached version of the page from the version previous to the update. Clear your browser cache
and refresh your browser before continuing.

Log in to the SP ILOM web interface.
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10  Select System Information —> Version to verify that the firmware version on the SP or CMM
corresponds to the firmware image you installed.

Sun™ Microsystams, Inc.

System System - - User Remote _
Conf ) Mainte
J Information Monitoring R Manage ment Control ainierance
J Wersions | Session Time-Cut | Components | Identification Information |

Versions

“iew the version of ILOM firrmware currently in use.

VYerslon Information

Property Value |
5P Firmware Wersion 3.0.3.31

5P Firmware Build Murmber | 46554

5P Firmware Date Wed Jul 22 08:57:54 CET 2008

5P Filesystern Yersion 0.1.22

¥ How to Update the ILOM and System BIOS Using the Command-Line
Interface

BeforeYouBegin = Identify the version of ILOM that is currently running on your system. See “Determining
Current Firmware Versions” on page 20.

= Download the firmware image for your server from the Sun platform product web site. See
“How to Download Firmware Updates” on page 26.

= Copy the firmware image to alocal server using a supported protocol (TFTP, FTP, HTTP,
HTTPS).

= Obtain an ILOM user name and password that has Admin (a) role account privileges. You
must have Admin (a) privileges to update the firmware on the system.

= To verify that you have network connectivity to update the firmware, type -> show
/SP/network.

Note - The firmware update process takes about fifteen to twenty minutes to complete,
depending on whether it is a 4 or 8 socket system. During this time, do not perform other ILOM
tasks. When the firmware update is complete, the system reboots automatically.

1 Logintothe ILOMCLI.

See “Connecting to the ILOM” in Sun Fire X4800 Server Installation Guide for more
information.

2 Typethefollowing command to load the ILOM firmware image:

->load —source supported_protocol://server_ip/path_to_firmware_image/filename.ima
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Updating the Embedded HBA BIOS

Use TFTP, FTP, HTTP, or HTTPS.
A note about the firmware update process appears, followed by message prompts to load the

image. The text of the note depends on your server platform.

3 Atthe prompt forloading the specified file, type y for yes or n for no.

The prompt to preserve the configuration appears.

4  Atthe preserve configuration prompt, type y for yes or n for no.

Type y to save your existing ILOM configuration and to restore that configuration when the
update process is completed.

Typing n at this prompt advances you to another platform-specific prompt.

A prompt to postpone the BIOS update appears.

5 When asked if you want to force the server off to upgrade the BIOS, type y for yes or n for no.

Note - If you answer no (n) to the prompt, the system postpones the BIOS update until the next
time the system reboots. If you answer yes (y) to the prompt, the system automatically updates
the BIOS, if necessary, when updating the firmware.

The system loads the specified firmware file and then automatically reboots to complete the
firmware update.

6 Reconnect to the ILOM server SP or CMM using an SSH connection and using the same user
name and password that you provided in Step 1 of this procedure.

If you did not preserve the ILOM configuration before the firmware update, you must perform
the initial ILOM setup procedures to reconnect to ILOM. See “Communicating With the ILOM
and the System Console” in Sun Fire X4800 Server Installation Guide for additional
information.

7 Toensure that the proper firmware version was installed, at the CLI prompt, type:

-> version

Updating the Embedded HBA BIOS

To update the LSI firmware, you must boot the system from a special CD or CD image.

There are two ways you can do this:

= “How to Update the LSI Firmware Using the Remote Console Method” on page 32
= “How to Update the LSI Firmware Using the Local Method” on page 33
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Updating the Embedded HBA BIOS

¥ How to Update the LSI Firmware Using the Remote Console Method

1 Connect to the ILOM Remote Console, according to the instructions in “How to Connect to the
ILOM Web Interface” in Sun Fire X4800 Server Installation Guide.

2 Intheremote console window, select Devices.

3 Atthepop-up screen, select the CD-ROM Image.

A check mark is displayed on the drop-down menu selection.

4 Browse to the LSl firmware update image .iso file, and select the correct .iso image file.

]|

Open

| X

Look In: ||j LSI

oo
MIEIEIEE S

D PA12690_B62401.is0

File Name: |

Files of Type:

*iso and *IS0O

|v|

| Open || Cancel |

5 Select Remote Control -> Remote Power Control in the ILOM GUI.

System System - - User Remote _
Conf ) Mainte
Information Monitoring R Manage ment Control ainierance
J Redirection | KWhS | Remote Power Control Host Control

Server Power Control

Control the systern power from this page. To change the host power state, choose an option from the Actions drop down list. immediate
Power Off cuts power to the systermn. Graceful Shutdows grd Power Off atternpts to bring the ©5 down gracefully, then cuts power to the
systern. Power On gives the systemn full power. Power Cycle brings the systerm to power off, then autormatically powers the systern back

on. Reset reboots the system irmmediately.

Host is currently off.

| — Select Action —

Save |

6 Select Reset from the drop-down menu.
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When the system reboots, select 1 (Perform the Update) from the remote console window.
The update proceeds.

When complete, the console responds with a new prompt.

In the remote console window, select Devices -> CDROM Image to detach the LSI firmware
update .isofile.

Select Keyboard -> Control Alt Delete.

The system boots, and the new LSI firmware version is displayed in the boot messages.

You will notice the new LSI firmware version.

How to Update the LSI Firmware Using the Local Method

Download the LSI firmware .iso file from the Sun Fire X86 servers web site and burnittoa
bootable CD.

Note - The bootable CD appear blanks when viewed using the operating system. This is expected
behavior.

Insert the bootable CD and reboot the server.

The firmware is upgraded.

Reboot the system.

The new LSI firmware version is displayed in the boot messages.
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Indicators, Sensors, and Traps

This chapter describes the ILOM sensors and indicators, and the SNMP and PET traps.

= Indicators report the state of system indicators such as LEDs. See “Indicators” on page 35.

= Sensors report physical information about the server, including voltages, temperatures, fan
speeds, and installation and removal of components. See “Sensors” on page 37.

= SNMP and PET traps send information about events to the event log and an IPMI
baseboard management controller. See “SNMP and PET Traps” on page 41.

Indicators

These values represent the state of LEDs on the chassis and other system components.

Sensor

Description

OK

SERVICE

TEMPFAIL

LOCATE

The state of the green OK LED:

B ON - system power is on.

Fast-Blink - SP is booting. System not ready to turn on.
Slow-Blink - Host is booting

Stand-By - System power is off.

OFF - G5 system power is not connected.

The state of the amber SERVICE LED:
B ON - The system has a fault
®  OFF - System does not have a fault.

The state of the amber chassis temperature failure LED:
B ON - The system is outside of normal operating temperature and

power-on is not allowed.

B OFF - The system is within normal operating temperature range

and power-on is allowed.

The state of the white locate LED:
B Fast Blink - The locate LED is blinking (to identify the system)
B OFF - Thelocate LED is not blinking
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Sensor Description

Note - For all NEM indicators,n=0or 1.

NEMn/OK The state of the NEM's green LED:
= ON-TheNEMis ON
= OFF - The NEM is OFF

NEMn/SERVICE The state of the NEM's amber LED:
B ON - The NEM has a fault
B OFF - The NEM does not have a fault

NEMn/OK2RM The state of the NEM's blue LED:
B ON - The NEM is ready to be removed
®  OFF - The NEM is not ready to be removed

NEMn/LOCATE The state of the NEM's locate button/LED:
B ON - The NEM'slocate LED is ON
B OFF - The NEM's locate LED is OFF

FMn/SERVICE The state of the fan module and its amber LED. n =0 — 3:
B ON - The LED is ON and the fan module has a fault
®  OFF - The LED is OFF and the fan module does not have a fault

Note - For all HDDs indicators, n = 0 through 7.

DBP/HDD#/SVC The state of the HDD and its amber LED.
B ON - The HDD has a fault
8 OFF - The HDD has no faults

DBP/HDD#/OK2RM The state of the blue Ok to Remove LED on the HDD:
B ON - the HDD is ready to remove
= OFF - the HDD is not ready to be removed

Note - For all processor module indicators, n = 0 through 3.

BLn/OK The state of the green OK LED on the processor module:
B ON - the processor module is running
®  Slow-blink - the processor module is booting
®  OFF - the processor module is offline

BLn/SERVICE The state of the amber SERVICE LED on the processor module:
B ON - the processor module has a fault
B QOFF - the processor module does not have a fault

BL»n/OK2RM The sate of the blue OK to Remove LED on the processor module:
B ON - the processor module is ready to be removed
®  OFF - the processor module is not ready to be removed
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Sensors

Sensor

Description

BLn/LOCATE

BLn/FMODx/SVC

BLn/Px/SVC

BLn/Px/Dy/SVC

The state of the LOCATE button/white LED on the processor module:
= Fast Blink - the LOCATE LED is blinking
®  OFF - the LOCATE LED is OFF

The state of the SERVICE LED on the processor module's fan module (x
=0orl):

®  ON - the fan module has a fault

®  OFF - the fan module does not have a fault

The state of the red SERVICE LED for the CPU on the processor module
(x=0o0rl)

B ON - the CPU has a fault

®  QOFF - the CPU does not have a fault

The state of the SERVICE LED for one of the DIMMs on the processor
module, where:

®  yidentifies CPU 0 or CPU 1

= yidentifies DIMM 0 through DIMM 15.

The values are:

B ON - the DIMM has a fault

B OFF - the DIMM does not have a fault

Sensors report the state of the sensors located throughout the server's components.

System Sensors

Sensors report physical information about the server, including voltages, temperatures, fan
speeds, and installation and removal of components.

Sensor
PWRBS

ACPI

SP/T_AMB

T_AMB

Description
Unused

System power
B (0x0010 - server is ON
B (0x0020 - server is OFF

Service processor temperature in degrees

Ambient chassis temperature
®  Upper critical temperature = 40'C
= Upper non-recoverable temperature = 45'C
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Sensor Description

HOT Discreet temperature sensor on processor modules
B (0x0001 = deasserted. Main fans run at normal speed
B (0x0002 = asserted. Main fans run at high speed

VPS Chassis power consumption in Watts
NEMs
The server supports one or two Network Expansion Modules (NEMs). NEMx identifies, NEMO0
or NEM1.

Sensor Description

NEMn/PRSNT 0x0001 - NEM~ is absent

0x0002 - NEMn is present
NEMn/STATE 0x0001 - NEM~ is running

0x0004 - NEMn is powered off

0x0020 - NEM~# is ready to be removed
NEMn/ERR 0x0001 - Asserted. NEM# has faults

0x0002 — Deasserted. NEM#n has no faults

Chassis Fan Modules and Fans
The chassis has four fan modules with two fans each.

= pnrepresents fan modules 0 through 3
= xrepresentsfans0or1

Sensor Description

FMn/PRSNT 0x0001 — FMm is absent. Non-fault
0x0002 - FMn is present. Fault.

FMn/ERR 0x0001 - Asserted. FMn is absent. SERVICE LED is ON.
0x0002 - Deasserted. FMn is not faulty.

FMn/Fx/TACH Speed of the fan in revolutions per minute.

Power Supply
This section lists the power supply sensors. PSn identifies PSO through PS3.
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Sensor
PSn/P_IN
PSn/P_OUT
PSn/V_IN
PSn/V_12V
PSn/V_3V3
PSn/T_AMB

PSn/V_OUT_OK

PSn/V_IN_ERR

PSn/V_IN_WARN

PSn/V_OUT_ERR

PSn/I_OUT_ERR

PSn/I_OUT_WARN

PSn/T_ERR

PSn/T_WARN

PSn/FAN_ERR

Description

Input power for PSn

Output power for PSn

Input voltage for PSn

Voltage for 12V rail of PSn

Voltage for 3.3V rail of PSn

Ambient temperature sensor for PSn

Discreet sensor for PS» output.
B (0x0001 - Deasserted - PSn — output is OFF
® 0x0002 - Asserted - PSn — output is ON

PSn input voltage error.
B (0x0001 - Deasserted — PSun — input voltage is normal
® 0x0002 - Asserted - PSn - input voltage error

PSn input voltage warning.
B 0x0001 - Deasserted - PSn — input voltage is normal
B 0x0002 - Asserted - PSn — input voltage is out of range

PSn output voltage error
B 0x0001 - Deasserted - PSn — output voltage is normal
B 0x0002 - Asserted — PSn — output voltage error

PSn output current
B (0x0001 - Deasserted - PSn — output current is normal
B 0x0002 - Asserted — PSn — output current error

PSn output current warning
B 0x0001 - Deasserted — PS»n — output current is normal
B 0x0002 - Asserted — PSn — output current is out of range

PSn temperature fault
B (0x0001 - Deasserted - PSn temperature is OK
B 0x0002 - Asserted — PSn temperature error

PSn temperature warning
B 0x0001 - Deasserted — PSn temperature is OK
B 0x0002 - Asserted — PSn temperature warning

PSn fan fault
B (0x0001 - Deasserted — PSn fans OK
B 0x0002 - Asserted — PSn fans faulty
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Sensor

PSn/FAN_WARN

PSn/ERR

PSn PRSNT

Description

PSn fan warning
B 0x0001 - Deasserted — PSn fans OK
B (0x0002 - Asserted — PSn fans warning

PSn error
® (0x0001 - Deasserted - PSn OK
® (0x0002 - Asserted — PSn fault

PSn presence
B 0x0001 - PSn is absent. Chassis is faulted when PS# is missing.
B 0x0002 - PSn is present. Chassis is OK.

Hard Disk Drive Sensors

The server supports eight hard disk drives (HDDs). HDD# identifies HDDO through HDD?7.

Sensor Description
DBP/HDDn/PRSNT HDDn presence
®  (0x0001 - HDDn is absent. This is not a fault.
= (0x0002 - HDD is present.
DBP/HDDn/STATE HDDn state

®  (0x0001 - HDD# is normal.
B (0x0002 - HDD is faulted.

Processor Modules

The server contains two or four processor modules. BL# identifies processor modules BLO

through BL3.

Sensor Example Description

BLn/PRSNT 0x02 0x02 = present, 0x01 = not present.
B Processor module 0 and 3 must be present
®  Processor modules 1 and 2 are optional

BLn/VPS 290 Watts Power used by processor module.

BLn/STATE 0x04 RANGES AND VALUES TBD

BLn/ERR 0x01 RANGES AND VALUES TBD

BLn/HOT 0x01 RANGES AND VALUES TBD
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Sensor Example

Description

BLn/FEMx/PRSNT  0x02

Bln/REM/PRSNT 0x01

EMx.x/PRSNT 0x01

BLn/Px/PRSNT 0x02

BLn/FMODx/PRSNT 0x01

BLn/T_AMB 27 degrees C

Each processor module can support one or two Fabric Expansion
Modules (FEMs), FEMO0 and FEM1.

Each processor module can support a single Raid Expansion Module
(REM)

The server provides eight PCIe ExpansionModule slots. Each processor
module is associated with two slots.

0.0 - slot 0 - BLO

0.1-slot1-BLO

1.0 -slot2 - BL1

1.1 -slot3-BL1

2.0 -slot4 - BL2

2.1 -slot5-BL2

3.0 -slot6 -BL3

3.1-slot7-BL3

Each processor module supports two processors, PO and P1.

Each processor module supports two fan modules, FMODO and
FMOD1.

Processor module ambient temperature.

SNMP and PET Traps

SNMP traps are generated by SNMP agents that are enabled on the SNMP devices being
managed by ILOM. ILOM receives the SNMP traps and converts them into SNMP event
messages that appear in the event log.

Platform Event Trap (PET) events are generated by systems with Alert Standard Format (ASF)
or an IPMI baseboard management controller. The PET events provide advance warning of

possible system failures.

The MIBs are available on the tools and drivers CD and can be downloaded from
http://www.oracle.com/goto/x4800.

The following table shows the relationship between traps and sensors.
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event fault.chassis.env.power.loss

MAJOR

Sensor Trap/Event/Severity Description
NEM sunHwTrapIOFault A component in the IO subsystem is
event fault.chassis.device.fail suspected of causing a fault.
MAJOR
sunHwTrapIOFaultCleared An IO subsystem component fault has been
event fault.chassis.device.fail cleared.
INFORMATIONAL
PS sunHwTrapPowerSupplyFault A power supply component is suspected of

causing a fault.

sunHwTrapPowerSupplyFaultCleared
event fault.chassis.env.power.loss

INFORMATIONAL

A power supply component fault has been
cleared.
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SNMP and PET Traps

Sensor Trap/Event/Severity Description

T_AMB sunHwTrapTempCritThreshold A temperature sensor has reported that its
Exceeded value has gone above an upper critical

PSn/T_AMB

threshold setti bel 1 itical
Upper critical threshold exceeded Tesio ¢ seving of belowa lower critica

BLn/T_AMB threshold setting. The
MAJOR sunHwTrapThresholdType object
n =0 through 3 indicates whether the threshold was an
upper or lower.
sunHwTrapTempCritThreshold A temperature sensor has reported that its
Deasserted value has gone below an upper critical

threshold setting or above a lower critical

Upper critical threshold no longer threshold setting. The

exceeded sunHwTrapThresholdType object
INFORMATIONAL indicates whether the threshold was an
upper or lower.
sunHwTrapTempFatalThreshold A temperature sensor has reported that its
Exceeded value has gone above an upper fatal

threshold setting or below a lower fatal

Upper fatal threshold exceeded threshold setting, The

CRITICAL sunHwTrapThresholdType object
indicates whether the threshold was an
upper or lower.

sunHwTrapTempFatalThreshold A temperature sensor has reported that its

Deasserted value has gone below an upper fatal

threshold setting or above a lower fatal

Upper fatal threshold no longer exceeded threshold setting, The

INFORMATIONAL sunHwTrapThresholdType object
indicates whether the threshold was an
upper or lower.

BLn/T_AMB sunHwTrapTempNonCritThreshold A temperature sensor has reported that its

Exceeded value has gone above an upper non-critical

n=0through3 threshold setting or below a lower

Upper noncritical threshold exceeded non-critical threshold setting, The

MINOR sunHwTrapThresholdType object
indicates whether the threshold was an
upper or lower.

sunHwTrapTempOk A temperature sensor has reported that its

value is in the normal operating range.
Upper noncritical threshold no longer P grang

exceeded

INFORMATIONAL
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Sensor Trap/Event/Severity Description

HOT sunHwTrapComponentError A sensor has detected an error. This generic

BLn/HOT A ‘component' trap is generated when the

n ssert SNMP agent does not recognize the
MAJOR component type.
sunHwTrapComponentOk A sensor has returned to its normal state.
b This generic 'component' trap is generated
eassert when the SNMP agent does not recognize

INFORMATIONAL the component type.

PWRBS sunHwTrapPowerSupplyError A power supply sensor has detected an

PSn/V_IN_ERR
PSn/V_IN_WARN
PSn/V_OUT_ERR
PSn/I_OUT_ERR
PSn/I_OUT_WARN
PSn/T_ERR
PSn/T_WARN
PSn/FAN_ERR
PSn/FAN_WARN
PSn/ERR

n =0 through 3

Assert

MAJOR

error.

sunHwTrapPowerSupplyOk
Deassert

INFORMATIONAL

A power supply sensor has returned to its
normal state.

ACPI

sunHwTrapComponentError

MAJOR

One of:

® ACPI_ON_WORKING DEASSERT
® ACPI_ON_WORKING DEASSERT
®  ACPI_SOFT_OFF ASSERT

®  ACPI_SOFT_OFF DEASSERT

A sensor has detected an error. This generic
component trap is generated when the
SNMP agent does not recognize the
component type.

PSn/V_OUT_OK
n=0through 3

sunHwTrapPowerSupplyError
Deassert

MAJOR

A power supply sensor has detected an
error.

sunHwTrapPowerSupplyOk
Assert

INFORMATIONAL

A power supply sensor has returned to its
normal state.
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SNMP and PET Traps

Sensor

Trap/Event/Severity

Description

DBP/HDDn/STATE
n =0 through7

sunHwTrapHardDriveStatus
DRIVE_FAULT ASSERT
INFORMATIONAL

The hard drive identified by
sunHwTrapComponentName has changed
state.

sunHwTrapHardDriveStatus
DRIVE_FAULT DEASSERT
INFORMATIONAL

The hard drive identified by
sunHwTrapComponentName has changed
state.

sunHwTrapHardDriveStatus
PREDICTIVE_FAILURE ASSERT
INFORMATIONAL

The hard drive identified by
sunHwTrapComponentName has changed
state.

sunHwTrapHardDriveStatus
PREDICTIVE_FAILURE DEASSERT
INFORMATIONAL

The hard drive identified by
sunHwTrapComponentName has changed
state.

sunHwTrapHardDriveStatus
HOT_SPARE ASSERT
INFORMATIONAL

The hard drive identified by
sunHwTrapComponentName has changed
state.

sunHwTrapHardDriveStatus
HOT_SPARE DEASSERT
INFORMATIONAL

The hard drive identified by
sunHwTrapComponentName has changed
state.
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