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Working With the PIX/PDQ Manager

This topic provides instructions to help you understand and use the PIX/PDQ Manager, which
is installed as part of the Healthcare Pack. The Healthcare Pack is an add-on to GlassFish ESB,
and it includes the following components:

= Sun Master Index
=  HL7 Binding Component
= PIX/PDQ Manager

To access all the GlassFish ESB documentation in PDF and HTML format, go to the GlassFish
ESB page on docs.sun.com (http://docs.sun.com/app/docs/prod/gf.entsvc.bus#hic).

What You Need to Know

= “About the PIX/PDQ Manager” on page 7
= “GlassFish ESB Components in the PIX/PDQ Manager” on page 7
»  Understanding the Sun GlassFish ESB PIX/PDQ Manager

What You Need to Do

This document includes several tasks that are optional and some that a required for a
production environment. The tasks are listed by category below.

For Testing

If you performed a complete installation of the Healthcare Pack, you are ready to work with the
PIX/PDQ Manager and can start running test data and using the PIX Console and Master Index
Data Manager (MIDM). See the following topics for instructions on running test data and
monitoring the processed and data:

“Running Data Through the PIX/PDQ Manager” on page 27
“Launching the PIX Console” on page 30

“Viewing Messages” on page 31

“Auditing the PIX/PDQ Manager” on page 34

“Maintaining Application Configurations and Variables” on page 38
“Managing Domains” on page 39


http://docs.sun.com/app/docs/prod/gf.entsvc.bus#hic
http://docs.sun.com/doc/821-0867

PIX/PDQ Manager Overview

= “Maintaining Subscriptions to Patient Updates” on page 42

= “Viewing Available Endpoint Types” on page 44

= “Viewing Server Log Entries for the PIX/PDQ Manager” on page 45
= “Monitoring and Maintaining Master Index Data” on page 46

For Production

For a production environment, you need to configure certain variables unless you specified the
correct values during installation, and each domain needs to be added to the PIX/PDQ
Manager. Optionally, you can configure Master Index processing. See the following topic for
more information:

= “Configuring the PIX/PDQ Components” on page 8

For a Custom Installation
If you did not perform a complete installation of the Healthcare Pack, you need to perform
some of the following steps to begin using the PIX/PDQ Manager:

“Creating the PIX/PDQ and ATNA Databases” on page 10

“Creating the JDBC Connection Pools and Resources” on page 14
“Creating JMS Destination Resources and Connection Factory” on page 16
“Creating Application Variables” on page 17

“Creating Application Configurations” on page 19

“Defining PIX/PDQ Security” on page 20

“Building and Deploying the PIX/PDQ Manager Projects” on page 24

Additional Information

The following provide reference information along with information and instructions for using
the HL7, HTTP, and JMS Binding Components; Sun Master Index; the BPEL Service Engine;
and the PIX/PDQ Manager. These are the key components of the PIX/PDQ Manager.

Understanding the Sun GlassFish ESB PIX/PDQ Manager
BPEL Designer and Service Engine User’s Guide

Sun Master Index User’s Guide

Sun Master Index Configuration Guide

Using the HL7 Binding Component

HTTP Binding Component User’s Guide

JMS Binding Component User’s Guide

PIX/PDQ Manager Overview

Sun's PIX/PDQ Manager provides a flexible solution to healthcare integration needs in the form
of alightweight enterprise service bus (ESB) that can be easily customized and extended to meet
your integration needs. The processing logic in the PIX/PDQ Manager is based on the
guidelines and standards put forth by Integrating the Healthcare Enterprise (IHE) to assure
compatibility with other vendors and healthcare organizations.
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PIX/PDQ Manager Overview

About the PIX/PDQ Manager

The PIX/PDQ Manager forms a specialized implementation of HL7 messaging that facilitates
patient health information exchange, and supports both HL7 v2 and HL7 v3 messaging. HL7 v2
is supported through the HL7 Binding Component using MLLP v1. HL7 v3 is supported
through the HTTP Binding Component using SOAP 1.1 and 1.2.

The PIX/PDQ Manager leverages the advanced standardization and matching algorithms of
Sun Master Index to cross-reference and uniquely identify the patients in your healthcare
organization. Master Index provides a single complete view of the participants in your
healthcare system and is able to quickly reconcile which information is associated with which
patient, allowing you to quickly create a complete medical history.

The PIX/PDQ Manager processes messages based on the IHE frameworks, which define how to
process HL7 messages using existing standards when available. In compliance with these
frameworks, the PIX/PDQ Manager generates and maintains an audit repository of all events
processed by the manager, and also maintains a trace record of how each message was
processed through the system and by which components. Information about the state of the
PIX/PDQ Manager components is provided by a common logging, alerting, error handling,
and reporting mechanism. The PIX/PDQ Manager provides a monitoring and management
tool where you can monitor the audit repository, log messages, and message traces.

GlassFish ESB Components in the PIX/PDQ Manager

Sun's PIX/PDQ Manager uses various components of GlassFish ESB such as HTTP, JMS, and
HL7 Binding Components; the BPEL Service Engine; Composite Applications; Java EE E]Bs;
and Sun Master Index. The solution includes the following GlassFish ESB components:

= Sun Master Index
The Sun Master Index provides patient identifier cross-referencing and unique
identification of patient records. It also maintains a centralized repository of each patient's
most current information. You can customize many features of the Master Index, such as
the queries, match and standardization logic, the data fields stored, and how the single best
record for each patient is formed.

= PIX Console
The PIX Console is a system management and monitoring tool that allows you to view
records in the ATNA audit repository, the PIX/PDQ processing log, message traces (how
each message was processed through the PIX/PDQ Manager). The console includes a
Domain Manager that allows you to update and add information about the systems, or
domains, that share information in the PIX/PDQ system, including domain identification
information, subscriptions to outbound notifications, and application configurations and
variables.

Working With the PIX/PDQ Manager 7
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= BPEL Service Engine
The BPEL Service Engine orchestrates services to define the processing flow and business
logic of messages through the PIX/PDQ system, including routing and transforming data,
mapping data fields, and calling the appropriate functions from other PIX/PDQ
components. The BPEL processes also write the required data to the ATNA audit repository,
and are responsible for generating HL7 ACK/NACK responses. Each BPEL process is
specific to either HL7 v2 or HL7 v3.

=  HL7 Binding Component
The HL7 Binding Component supports the HL7 messaging structure up to version 2.6 and
defines the communication protocols for connecting to the HL7 messaging systems The
HL7 Binding Component in the PIX/PDQ Manager is configured to use the Minimal Lower
Layer Protocol (MLLP) version 1 to connect to external systems.

= HTTP Binding Component
The HTTP Binding Component supports the HL7 v3 messaging structure and defines the
communication protocols for connecting to the HL7 messaging systems. The HTTP
Binding Component in the PIX/PDQ Manager uses the SOAP 1.1 and 1.2 protocols to
connect with external systems.

= JMS Binding Component: The JMS Binding Component is used for PIX outbound
notifications published by Master Index. Notifications are published to JMS topics and then
distributed to all subscribed domains.

Configuring the PIX/PDQ Components

The PIX/PDQ Manager was designed to be implemented with minimal required
customizations. However, GlassFish ESB provides a flexible framework that allows you to
extend the functionality beyond its original design. At a minimum, you would need to configure
connectivity information for a product environment. You can also optionally customize the
Master Index and how it processes and matches patient records.

Configuring Connectivity Information

You can customize and extend the functionality of the PIX/PDQ Manager, but only the
following configuration changes are required for a production environment.

= Addinformation about each domain that shares data with PIX/PDQ Manager to the
database tables. For instructions, see “Managing Domains” on page 39. Make sure the
following is correct to enable messaging and PIX update notifications.

= The receiving URL for each domain.

= The endpoint (either HL7V2 or HL7V3).

= The name of the HL7 application or device.

= The name of the facility or organization (organization is not required).
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= Define alist of which receiving domains will subscribe to updates from which sending
domains. For instructions, see “Maintaining Subscriptions to Patient Updates” on page 42.

= Verify the port numbers for the following variables. As long as there are no port conflicts,
the default values should be fine.

= jmsURL (for the JMS BC)
= GFDefaultHttpPort (for the HTTP BC)
= sunpixmgr-v2-url (for the HL7 BC)

= Verify the URLs for SOAP communication for the following application configurations:
sunpdqsup-soapll
sunpdqsup-soap12
sunpixmgr-soapll
sunpixmgr-soap12

Configuring the Master Index

You can configure several features of the Master Index to customize how data is matched and
processed through the PIX/PDQ Manager. The type and quality of data stored for a patient
varies from system to system and from organization to organization. The Master Index takes
this into account and allows you to tailor the processing for your specific data requirements. For
example, you may know that some systems contain more accurate data than others. You can
weight those systems higher when determining which values will populate the single best record
(SBR). Also, some fields might contain more accurate data than others and would thus be given
a higher match weight than other, less accurate fields.

You can configure the following components of the Master Index:

= Patient demographic queries, matching queries, and queries performed from the MIDM.

= Standardization and matching rules, including which fields to standardize, which fields to
match, a range of match weights to assign to each field, and the type of algorithm to use to
match each field.

= Filters for match results (for example, you can configure the Master Index to ignore default
values).

= The single best record and how it is formed.

= The appearance of the MIDM.

= The structure of the data stored by the MIDM.

= Field validations.

In addition, you can customize logic for the underlying process of the master index. For

complete information on configuring the Master Index, see the Sun Master Index Configuration
Guide.

If you modify the configuration of the Master Index, you need to do the following:

Working With the PIX/PDQ Manager 9
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Creating the PIX/PDQ and ATNA Databases

1. Ifyoumade any changes to the object structure, make the corresponding changes to the
mappings in the BPEL processes.

2. Rebuild and redeploy all PIX/PDQ projects. Scripts are provided to automate this process
since the projects must be built and deployed in a specific order. For more information, see
“Building and Deploying the PIX/PDQ Manager Projects” on page 24

Creating the PIX/PDQ and ATNA Databases

If you did not choose to have the Healthcare Pack Installer automatically create the Master
Index, PIX/PDQ and ATNA database tables, you need to create them manually before you can
work with the PIX/PDQ Manager. Optionally, you can rerun the Healthcare Pack installer and
deselect every option except Configure MySQL.

Before you begin, make sure you have MySQL installed as a service with remote host access
enabled. Perform the following steps to create all databases:

= “To Create the Master Index Database” on page 10

= “To Create the PIX/PDQ Database Tables” on page 11

= “To Create the ATNA Repository Database” on page 12

= “To Create the PIX/PDQ Checkpoint Database” on page 12

v To Create the Master Index Database

BeforeYouBegin  The PIX/PDQ solution currently supports MySQL 5.1. Before you begin this process, be sure
you have MySQL installed as a service with remote host access enabled.

= Copy the MySQL driver file (mysql-connector-java-5.1.7-bin.jar) to
app-server-home/domains/domain-name/ib.

= Create a password for the root user.

= Run the following command against the root user:

grant all privileges on *.* to 'root’@’'%’ with grant option;
1 Create aschemain your MySQL environment named midm.

2 Create a user for the Master Index tables by running the following command:

grant create, alter, drop, delete, index, insert, select, trigger, update,
create routine, alter routine, execute on midm.* to username identified by
'password’ ;

Substitute an actual user name and password for username and password in the above
command. The default user name and password are both midm.
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v

Before You Begin

Navigate to the directory to which you downloaded the PIX/PDQ projects during installation,
and then navigate to PIXPDQCORE/MDMPIXPDQ/src/DatabaseScript.

Open systems.sqlinatext editor,and add the HL7 systems with which you will be sharing
data.

For more information about modifying this file, see “Step 4: Define Master Index External
Systems” in Sun Master Index User’s Guide.

Open codelist.sqlin atext editor, and add any common code information you need for the
master index system.

For more information about code lists and modifying this file, see “Step 5: Define Master Index
Code Lists” in Sun Master Index User’s Guide.

Note - This step is optional. The default configuration does not use common code tables.
Adding this feature will cause additional validations to be performed against incoming data.

Log in to the midm schema as user you created above.

Run the following SQL files against the midm schema.The create. sql file must be run first.

m  create.sql
® systems.sql
m  codelist.sql

Continue to “To Create the PIX/PDQ Database Tables” on page 11.

To Create the PIX/PDQ Database Tables

Complete “To Create the Master Index Database” on page 10.

Navigate to the directory to which you downloaded the PIX/PDQ projects during installation,
and then navigate to the SqL folder.

Open pixpdgq configuration data.sqlinatexteditor,and add any systems you added to the
systems.sql filein “To Create the Master Index Database” on page 10.

You need to insert the corresponding namespace ID, universal ID, and encoding scheme for
each new system; for example:

insert into PIX PDQ_SYSTEMS (NAMESPACEID, UNIVERSALID, ENCODINGSCHEME) values
("HOSPITAL1’, '1.4.5.2.6.2.23455", "ISO’")

Save and close thefile.

Working With the PIX/PDQ Manager 1
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4 Logintothe midm schema as the user you created in “To Create the Master Index Database” on
page 10.

5 Runthe following scripts against the midm schema in the order given.

®m  create pixpdq configuration.sql
® pixpdq configuration data.sql

6 Continue to “To Create the ATNA Repository Database” on page 12.

v To Create the ATNA Repository Database

BeforeYouBegin Complete “To Create the PIX/PDQ Database Tables” on page 11.
1 Create aschemain your MySQL environment named arrdb.

2 Create a user for the ATNA tables by running the following command:

grant create, alter, drop, delete, index, insert, select, trigger, update,
create routine, alter routine, execute on arrdb.* to username identified by
"password’ ;

Substitute an actual user name and password for username and password in the above
command. The default user name and password are both arr.

3 Navigate to the directory to which you downloaded the PIX/PDQ projects during installation,
and then navigate to the SQL folder.

4 Logintothearrdb schema asthe ATNA user you just created.
5 FromaSQL editor, runthe arrdb.sql file against the arrdb schema.

6 “To Create the PIX/PDQ Checkpoint Database” on page 12.

v To Create the PIX/PDQ Checkpoint Database

BeforeYouBegin Complete “To Create the ATNA Repository Database” on page 12.
1 Create aschemainyour MySQL environment named monitor.

2 Create a user for the checkpoint tables by running the following command:

grant create, alter, drop, delete, index, insert, select, trigger, update,
create routine, alter routine, execute on pixpdqcheckpoint.* to pixpdq
identified by ’'pixpdq’;
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3 Navigate to the directory to which you downloaded the PIX/PDQ projects during installation,
and then navigate to the SQL folder.

4 Loginto the pixpdqcheckpoint schema as the user you created above.

5 Runthemonitor.sql file against the pixpdqcheckpoint schema.

v To Remove Existing Data from the Master Index
Database

If you run test data through the PIX/PDQ Manager you can clear out the data to start over with
a fresh database. This only clears out the master index tables, and does not affect the audit
repository database, the PIX checkpoint database, or the PIX/PDQ tables in the master index
database.

Note - This procedure will only work on the default database; if you change the object structure
and recreate the database, use the scripts provided in the master index project to drop the
database tables. For more information, see “Dropping Master Index Database Tables” in Sun
Master Index User’s Guide.

1 Navigate to the directory to which you downloaded the PIX/PDQ projects during installation,
and then navigate to the SqL folder.

2 Logintothe midm schema as the midm user.

3 FromaSQL editor, run the clean mdm.sql file against the midm schema.

Creating the Runtime Components

If you did not opt to have the Healthcare Pack Installer create the runtime components in your
instance of GlassFish, you can create them manually. You can also rerun the installer and
deselect all other options except the GlassFish Location and GlassFish Configuration options.
This will reinstall all runtime components and also create the needed JDBC connection pools
and resources, application variables and configurations, security profiles, and so on.

Perform the following procedures to manually create the runtime components. Each procedure
is required.

= “Creating the JDBC Connection Pools and Resources” on page 14
= “Creating JMS Destination Resources and Connection Factory” on page 16
= “Creating Application Variables” on page 17

Working With the PIX/PDQ Manager 13
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Creating the Runtime Components
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14

= “Creating Application Configurations” on page 19
= “Defining PIX/PDQ Security” on page 20

Creating the JDBC Connection Pools and Resources

The PIX/PDQ Manager maintains connections to several databases to comply with IHE
requirements for monitoring, audit logging, and master data management. If you did not have
the installer create the connection pools and resources, you can create them manually or rerun
the installer as mentioned earlier.

To Create the JDBC Connection Pools

The following procedures outlines the steps to create a connection pool. The configuration
information for each connection pool you need to create is listed after the procedure.

Login to the GlassFish Admin Console.
You can access the console from the Services window in NetBeans.

In the left portion of the Admin Console, expand Resources, expand JDBC, and then select
Connection Pools.

On the Create Connection Pool page, click New.
In the Name field, enter a name for the connection pool.

In the Resource Type field, select the Java class for the type of transactions being processed.

= javax.sql.DataSource — For local transactions only.

®  javax.sql.XADataSource - For transactions that are distributed, either within the
application or across applications.

= javax.sql.ConnectionPoolDataSource — For local transactions only. This class provides
possible performance improvements.

In the Database Vendor field, select MySQL.
Click Next.
In the DataSource Classname field, accept the default class or enter a new one to use.

Modify the Pool Settings, Connection Validation, and Transaction properties according to your
business practices.

In the additional properties section, enter the values for the database. Be sure to enter the
following information at a minimum (you might need to create some of these properties).
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= URL - The URL that points to the database. The syntax of the URL is
jdbc:mysql://server: port/database_name.

= portNumber - The port number of the database. For MySQL, the default port is 3306.
= serverName - The name of the server where the database is located.

= user - The login ID for database user.

= password — The password for the above user.

»  databaseName — The name of the database schema.

Create the connection pools listed below. The database vendor for all pools is MySQL. The port
number and server name depend on your MySQL environment, and the URL you enter
depends on these values. The user and password properties are the ones you defined for each
database schema in “Creating the PIX/PDQ and ATNA Databases” on page 10.

Note - You do not have to use the connection pool names given here. These are the default
names given by the installer.

Connection Pool Name Resource Type Database Name Purpose
cpPatientXA The type corresponding | midm Connecting to the Master
to the type of transaction Index database.
processed by the master
index. The default is
javax.sql. XADataSource.
cpPatientSequenceXA The same as above. midm Connecting to the Master
Index sequence table.
cpPIXDomainLU javax.sql.DataSource midm Connecting to the
Domain Lookup tables.
MyArrdbPool javax.sql.DataSource arrdb Connecting to the ATNA
database.
pixpdqMonitorPool javax.sql. XADatabase pixpdqCheckpoint This is used by the PIX
Console.

V¥ To Create the JDBC Resources

The following procedures outlines the steps to create a JDBC resource. The configuration
information for each resource you need to create is located after the procedure.

1 Intheleft portion of the Admin Console, expand Resources, expand JDBC, and then select JDBC
Resources.

2 Onthe Create JDBC Resource page, click New.
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3 Inthe JNDI Name field, enter a unique name for the JDBC resource.

4 InthePool Name field, select the name of a JDBC connection pool.

5 Inthe Status field select the Enabled check box.

6 Click OK.

Create the JDBC Resources listed below, which correspond to the connection pools you created
earlier. Note that several of the JNDI names are case-sensitive.

JNDIName Pool Name
jdbe/PatientDataSource cpPatientXA
jdbc/PatientSequenceDataSource cpPatientSequenceXA
jdbc/PIXDomainLUDataSource cpPIXDomainLU
jdbc/arrdb MyArrdbPool
jdbc/SHCPMonitorDB pixpdgMonitorPool

Creating JMS Destination Resources and Connection

Factory

The PIX/PDQ Manager uses JMS topics to make outbound patient notification updates
available to the domains that subscribe to those updates. The Sun Master Index generates
outbound messages for patient updates in XML format to the PatientTopic destination. The
BPEL processes that handle update notifications make the information available to either HL7
v2 or HL7 v3 destinations according to the IHE framework.

You can create the JMS artifacts manually as described below or rerun the installer as

mentioned earlier.

¥ To Create the JMS Destination Resources and Connection Factory

1 Intheleft portion of the Admin Console, expand Resources, expand JMS Resources, and then

select Connection Factories.

2 Onthe New JMS Connection Factory page, click New.

3 Enterthefollowing information:

= JNDIName - jms/PatientOutBoundServer (this name is case-sensitive)
= Resource Type - javax.jms.TopicConnectionFactory
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Create the following additional properties and enter the property values:

m  UserName — A JMS user name. The default user name is admin.
= Password — A password for the above user name. The default password is admin.

Click OK.
In the left portion of the Admin Console, select Destination Resources under JMS Resources.
On the New JMS Destination Resource page, click New.

Use this page to create the following topics:

JNDIName Resource Type Physical Destination Name Purpose

PatientTopic javax.jms.Topic PatientTopic Updates to the Master
Index patient records are
written to this topic.

tHL7V3 javax.jms.Topic tHL7V3 HL7 v3 updates to patient
records are processed
through a BPEL process
and written to this topic.

tHL7V2 javax.jms.Topic tHL7V2 HL7 v2 updates to patient
records are processed
through a BPEL process
and written to this topic.

tSUNXDS javax.jms.Topic tSUNXDS This is a placeholder and
is not currently used.

tXDSMerge javax.jms.Topic tXDSMerge This is a placeholder and
is not currently used.

Creating Application Variables

Application variables are defined for different PIX/PDQ components to be referenced in WSDL
files and BPEL processes. This is useful for information that is referenced from several files or
that may be customized for different implementations, such as HT'TP port numbers, URLs, and
certain messaging information. The following procedure gives general instructions for creating
an application variables. The specific variables you need to create are listed following this
procedure.
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¥ To Create Application Variables

1 Onthe NetBeans IDE Services window, expand Servers > GlassFish v2.1 > JBI.

2 Expand either Service Engines or Binding Components, depending on which type of component
you are adding a variable to.

3 Right-click the component, and then select Properties.

The Properties window appears.

4 Click the ellipsis next to Application Variables.

The Application Variables Editor appears.

5 Click Add, select String for the variable type, and click OK.

6 Inthe new row that appears on the editor, enter a name and value for the variable.

The name and value pairs you need to add for each component are listed in the following table.

Component
Name

Variable Name

Description

Type

Value

HTTPBC

GFDefaultHttpPort

ATNA Audit Service
HTTP Port

String

The HTTP port of the
GlassFish Server. This
variable is referenced in the
Audit Service WSDL files.
The default value is 8080.

JMS BC

jmsURL

PIX Update
Notification JMS URL

String

The URL for the JMS Server
to which PIX update
notification are written. The
default value is
mgq://localhost:7676.

HL7 BC

sunpixmgr-v2-url

HL7 v2 Listening URL

String

The URL on which the HL7
BClistens for input from
HL7 messaging systems.
This is referenced in the
h17RecvWsdl.wsdl file. The
default value is
hl7://localhost:3600.
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Component
Name Variable Name Description Type Value

BPEL SE sunpixmgr-application | PIX Update Sender String The name of the system
HL7 v2 Application sending HL7 v2 PIX update
notifications. This is
referenced from the HL7 v2
PIX notification BPEL
process. The default value is
SUGA.

BPEL SE sunpixmgr-facility PIX Update Sender String The name of the facility
HL7 v2 Facility sending HL7 v2 PIX update
notifications. This is
referenced from the HL7 v2
PIX notification BPEL
process. The default value is
SUNVAN.

BPEL SE sunpixmgr-device PIX Update Sender String The device sending HL7 v3
HL7 v3 Device PIX update notifications.
This is referenced from the
HL7 v3 PIX notification
BPEL process. The default
valueis 2.1.12/654.

BPEL SE sunpixmgr-organization PIX Update Sender String The name of the

HL7 V3 Organization organization sending HL7
v3 PIX update notifications.
This is referenced from the
HL7 v3 PIX notification
BPEL process. By default,
this variable is left empty.

Creating Application Configurations

Application configurations are defined for the SOAP URLs used in the HL7 v3 projects. The
following procedure gives general instructions for creating an application configuration. The
specific configurations you need to create are listed following the procedure. Optionally, you
can rerun the installer as mentioned earlier to create the application configurations.

To Create Application Configurations

On the NetBeans IDE Services window, expand Servers > GlassFish v2.1 > JBI > Binding
Components.

Right-click sun-http-binding, and then select Properties.

The Properties window appears.
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3

Click the ellipsis next to Application Configuration.
The Application Configuration Editor appears.

Click Add.

A new row appears in the configuration list.

In the new row, enter aname and HTTP URL Location.
The name and URL pairs you need to add are listed in the following table.

Configuration Name Value

sunpdgsup-soapl1l The SOAP 1.1 URL for the PDQ_HL7V3_Direct project. The default
value is http://localhost:${HttpDefaultPort}/PDQSupplier/PDQPort11.

sunpdqsup-soap12 The SOAP 1.1 URL for the PDQ_HL7V3_Direct project. The default
value is http://localhost:${HttpDefaultPort}/PDQSupplier/PDQPort12.

sunpixmgr-soap12 The SOAP 1.2 URL for the PIX_HL7V3_Direct project. The default
value is http://localhost:${HttpDefaultPort}/PIXManager/PDQPort11.

sunpixmgr-soap11 The SOAP 1.1 URL for the PIX_HL7V3_Direct project. The default
value is http://localhost:$ {HttpDefaultPort}/PIXManager/PDQPort11.

Defining PIX/PDQ Security

You create user accounts for MIDM and PIX Console access using the GlassFish Admin
Console. For the PIX Console, there is one predefined user group to which users must be added.
For the MIDM, there are two predefined user groups and you can define additional user groups
each with different permissions. For more information about configuring user groups (roles)
for MIDM, see “Defining Master Index Data Manager Security” in Maintaining Sun Master
Indexes.

The following users are predefined for you when you install the PIX/PDQ Manager:

= For the MIDM, a user named midm with a password of midm.
= For the PIX Console, a user named pixadmin with a password of adminadmin.

To Define PIX/PDQ Security

Log on to the GlassFish Admin Console.
In the left navigation panel, expand Configuration, expand Security, and then expand Realms.

SelectFile.
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4  OntheEdit Realm page, select Manage Users.
The File Users page appears.
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5 OntheFile Users page, select New.
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6 Inthe UserID field, enter a name for the user.
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In the Group List field, do one of the following:

m  For PIX Console users, enter pixAdministrators.

= For MIDM users, enter MasterIndex.Admin and any of the predefined user groups or user
groups that you defined. Separate multiple roles with a comma (no space).

Enter a password for the user in the New Password field.
In the Confirm New Password field, enter the password again.

Click OK.

Setting Logging Levels for the PIX/PDQ Manager

22

By default, all logging components of the PIX/PDQ Manager are set to log at INFO levels, which
provides general information about the processes being performed and includes warning and
severe error messages. The logging level for lifecycle events in the PIX/PDQ Manager is set in
the extralog lifecycle module; you can also modify the log level for any of the PIX/PDQ Manager
loggers.

To Set the Logging Level for the Lifecycle Logger

Launch the GlassFish Admin Console.
In the left navigation panel, expand Applications, and then expand Lifecycle Modules.

Select extralog.

The Edit Lifecycle Module page appears. The extralog lifecycle has these additional properties:

m  selector — The event selector for the module. Leave this at its default value, solutiongroup
in ('SUNPIXPDQ’).

= Jevel - The loglevel for the PIX/PDQ Manager. By default this is set to FINEST, but you can
modify the value.

= filename - The name of the PIX/PDQ Manager log file. By default, this is pixpdqg. log, and
the file is located in glassfish-home/domains/domain-name/10ogs.

Update the Value column for the level property with any of these values, and then click save.

FINEST: Logs highly detailed tracing.
FINER: Logs reasonably detailed tracing.
FINE: Logs basic tracing.

CONFIG Logs static configuration messages.
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INFO: Logs informative messages.

WARNING: Logs messages that indicate a warning.
SEVERE: Logs messages that indicate a severe failure.
OFF: No logging is performed.

v To SetLogging Levels for PIX/PDQ Components
1 Launch the GlassFish Admin Console.
2 Intheleft navigation panel, click Application Server.
3 OntheApplication Server page, click the Logging tab, and then click the Log Levels subtab.

4  Scroll to the bottom of the page where the Additional Properties table is visible.
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5 Update the Value column for any of the loggers listed in the table following this procedure.
Enter any of the logging levels listed in the previous procedure.

6 Iftheloggeryouwant to configure does not appear in the list, do the following:

a. Inthe Additional Properties section, click Add Property.
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b. Inthe Name column, enter any of the loggers listed in the table following this procedure.

¢. IntheValue column, enter any of the log levels listed above.

7 Whenyou are done setting logging levels, click Save.

Logger Name

Description

com.sun.mdm.index

Sun Master Index logger

com.sun.dm.dq

Master Data Management data quality logger

com.sun.inti

Master Index Standardization Engine logger

com.sun.mdm.matcher

Master Index Match Engine logger

com.sun.mdm.standardizer

Master Index Standardization Engine logger

com.sun.mdm.sbme

Master Index Match Engine logger

com.sun.ihe.pixpdq

PIX/PDQ EJB logger

com.sun.ihe.pixpdq.mural

Master Index Facade EJB logger

com.sun.ihe.pixpdq.dlu

Domain Lookup EJB logger

com.sun.mdm.ihe

PIX patient update notification logger

com.sun.arr

ATNA audit helper logger

com.sun.openesb.ihe.arr

ATNA audit repository and system log client logger

com.sun.mdm.ihe.audit

ATNA Audit Web Service EJB logger

com.sun.ihe.checkpoint

Checkpoint logger (for creating the message trace)

com.sun.ihe.console

PIX Console logger

Building and Deploying the PIX/PDQ Manager Projects

The PIX/PDQ projects need to be built and deployed in a specific order. Unless you specify
otherwise, the installer takes care of this process when it installs the projects. If you opt to not
build and deploy the projects from the installer, build scripts are provided so you can easily
build and deploy the projects without being concerned about doing it in the correct order. You
can also use these scripts if you update any of the PIX/PDQ projects.
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Note - The PIX/PDQ projects have several dependencies on one another. If you make changes to
a project, you should rebuild and redeploy all projects using the scripts provided to ensure that
itis done in the correct order and that no components are missed.

Building and Deploying the PIX/PDQ Manager
Projects

Navigate to the location where you installed the PIX/PDQ projects, and then to /hcpbuild.
To build the projects, do the following:

a. ForWindows, open runBuild.bat in atext editor. For UNIX or Mac OS, open runBuild.shin
a text editor.

b. Verify the values of the following properties, and update them if needed:

m  GLASSFISH_HOME - The GlassFish server home directory for the GlassFish ESB
installation; for example, C:\GlassFishESBv22\glassfish..

= NETBEANS_HOME - The NetBeans home directory for the GlassFish ESB installation; for
example, C:\GlassFishESBv22\netbeans..

= ADMIN_USER - The login ID of the GlassFish admin user. The default login ID is admin.
m  ADMIN PORT - The GlassFish server admin port.

®  ADMIN HOST - The name of the server on which the GlassFish server for GlassFish ESB is
installed. Unless it is a remote server, you can specify localhost.

¢. Save and close thefile.
d. Fromacommand prompt, type runBuild.bat (for Windows) or runBuild. sh for UNIX.
To deploy the projects after building them, do the following:

a. ForWindows, open runDeploy.bat in a text editor. For UNIX or Mac OS, open runDeploy.sh
in a text editor.

b. Verify the values of the properties listed in step 2 above, and update them if needed:
c. Saveand close thefile.

d. Fromacommand prompt, type runDeploy.bat (for Windows) or runDeploy. sh for UNIX.
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v Redeploying the PIX Console

The PIX Console WAR file is included in the PIX/PDQ Manager installation in case you should
ever need to redeploy the console.

1 Launch the GlassFish Admin Console.

2 Intheleft navigation panel, expand Applications and then select Web Applications.

A list of web applications appears.
3 Do one of the following:

a. Ifthe consoleis still deployed but needs to be redeployed, click Redeploy in the Action
column next for pixconsole.

The Redeploy Enterprise Applications/Modules page appears.

b. Ifthe consoleis nolonger deployed, select the check box next to pixconsole and then click
Deploy in the table header.

The Deploy Enterprise Applications/Modules page appears.
4 IntheLlocation area, select Packaged File to be Uploaded to the Server.

5 Click Browse, and then navigate to glassfish-home/adsdons/ihe and select pixconsole.war.
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6 Click OK.
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Running Data Through the PIX/PDQ Manager

v

Before You Begin

Sun provides both HL7 v2 and HL7 v3 sample data for you to run through the PIX/PDQ system
to help you get started with the applications. To enter the HL7 v2 sample messages, you need an
HL7 simulator. There are several available on the internet. The HL7 v3 data is provided in the
form of test cases that are run from the HL7 v3 composite application project.

The sample data illustrates several scenarios for data processing. You add new records, update
existing records, cause assumed matches in Master Index, perform PIX queries for associated
local identifiers, perform demographic queries, and perform merges. The data was designed to
be run in a specific order to get the expected results from PIX and PDQ queries.

Before you can run these test, you need to run a database script to add system information to the
midm database, as described below. Without this data, the sample tests will fail.

Note - You can modify the HL7 v2 sample files and the HL7 v3 test input files to insert additional
records into the master index database. If you modify the HL7 v2 sample files, be sure to use an
editor that does not automatically convert \r to \r\n, such as UltraEdit.

To Add Required Systems to the Database

Navigate to the location where you installed the PIX/PDQ projects, and then to
hcpbuild/smoketest/SQL.

Log into the midm database from a SQL prompt or editor as the midm user.

Runthepixpdq configuration data.sql file against the database.

To Run HL7 V2 Data

Make sure the GlassFish server is running and the HL7 simulator is configured correctly.
Configuring the HL7 simulator is specific to the type of simulator you are using. Generally, you
should only need to configure it to use the HL7 v2 listening URL, which is defined in the
sunpixmgr-v2-url application variable for the HL7 Binding Component (by default,
hl7://1ocalhost:3600).

Note - Each group of test files has a readme file that you should review to learn how each file
should be processed and what the expected results should be.
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Navigate to the location where you installed the PIX/PDQ projects, and then to
hcpbuild/smoketest/data.

This folder contains a complete set of HL7 v2 files. It also contains subdirectories that each
contain a subset of the test files that perform specific functions.

From your HL7 simulator, do any of the following:

a. Toaddrecords for the same person with different aliases and then perform both PIX and
PDQ queries against the data, run the files under the /TestJamesnameStandardization
subdirectory in alphanumeric order (this is the order in which they are displayed by default).

b. To perform the same processing as above on a new patient, run the files under the
/TestPlainJane subdirectory in alphanumeric order.

¢. Toperform the same processing as above and include a merge transaction, run the files
under the /TestSamuelMerge subdirectory.

These test also include a PIX query that should return no results.

To process additional records into the system, copy any of the test files and modify the message
data as needed. Then process those files using the HL7 simulator.

After you process any of the files through the system, you can view audit records and message
tracing, content, and extensions from the PIX Console.

For more information, see “Viewing Messages” on page 31 and “Auditing the PIX/PDQ
Manager” on page 34.

To Run HL7 V3 Data

Make sure the PIXPDQ_HL7V3_Direct_ca project is open in the NetBeans IDE and the
GlassFish server is running. Run these tests in the

Note - For best results, run the tests in the order they are displayed in the project. This will show
you a full spectrum of PIX/PDQ processing. Because each response is uniquely identified in the
id root element, each test will report a failure because it does not receive the expected output.
In addition, if the tests are run out of order additional errors will occur because the response
from the Master Index will be different.

On the NetBeans Projects window, expand the PIXPDQ_HL7V3 project, and then expand Test.

Right-click on the test you want to run, and select Run.
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3 Checkwhether the test passed or failed. Do one or both of the following to verify a test:

= Right-click the test case in NetBeans, and then click Diff. The only difference should be the
root id.

= Launch the PIX Console and click the Message tab. Select the message ID, and view the trace
information for the message.

4 To perform additional tests, you can modify the input file of any of the tests and rerunit. You can
also create your own tests by doing the following:

a. Right-click Test, and then select New Test Case.
The New Test Case Wizard appears.

b. Enteraname for the test case, and then click Next.
The Select the WSDL Document window appears.

¢. Expand the HL7 v3 project containing the operation you want to test.

d. Select the WSDL file containing the operation to test, and then click Next.
The Select the Operation to Test window appears.

e. Select the operation to test, and then click Finish.

Note - Currently the tester only support SOAP 1.1 and not SOAP 1.2, so you cannot select
any of the SOAP 1.2 operations.

In the Projects tree, a new folder is created under the Test node, containing two files:
Input.xml and Output.xml.

Monitoring the PIX/PDQ Manager

The PIX/PDQ Manager includes a web-based management and monitoring application, the
PIX Console. The PIX Console gives you the tools you need to monitor and view messages
processed by the PIX/PDQ Manager, to monitor the ATNA audit repository, to maintain
system and configuration information, and to view server log messages pertaining to the
PIX/PDQ Manager.

The following topics provide information and instructions for monitoring the PIX/PDQ
Manager using the PIX Console.

= “Setting the Session Timeout Duration” on page 30
= “Launching the PIX Console” on page 30
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“Viewing Messages” on page 31

“Auditing the PIX/PDQ Manager” on page 34

“Maintaining Application Configurations and Variables” on page 38
“Managing Domains” on page 39

“Maintaining Subscriptions to Patient Updates” on page 42
“Viewing Available Endpoint Types” on page 44

“Viewing Server Log Entries for the PIX/PDQ Manager” on page 45

Setting the Session Timeout Duration

By default, if you login to the PIX Console and then leave it idle for 30 minutes, your session will
automatically timeout and you will need to log back in to access the console. You can configure
the length of time it takes to time out.

To Set the Session Timeout Duration

On the server on which your GlassFish environment is located, navigate to
glassfish-home/domains/domain-name/applications/j2ee-modules/pixconsole/WEB-INF.

Openweb.xmlin a text or XML editor.

Change the value of the session-timeout element to the number of minutes you want the
console to be idle before it times out the session.

For example:

<session-config>

<session-timeout>
30
</session-timeout>

</session-config>

Save and close the file.

Launching the PIX Console

The PIX Console is a web-based application, and can be accessed from either the GlassFish
Admin Console or by entering the URL directly into a web browser.

To Start the PIX Console From the Admin Console

Start the GlassFish server, if itis not already running.

Start the GlassFish Admin Console.
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Tip - You can start the console by right-clicking GlassFish v2.1 on the NetBeans Services
window, and then selecting View Admin Console. You can also enter the following URL
directly into a browser: http://hostnameadmin-listener-port. The default port number is 4848.

In the left navigation panel of the Admin Console, select Web Applications.

A list of available web applications appears.

In the pixconsole row, click Launch.
The Login window of the PIX Console appears.

Enter the user name and password, and then click Login.

The default user name is pixadmin and the default password is adminadmin.

To Start the PIX Console From a Web Browser
Start the GlassFish server, if it is not already running.

Enter the following URL directly into a browser:
http://hostnamehttp-listener-port/pixconsole.The default port numberis 8080.

For example, http://localhost:8080/pixconsole.

The Login window of the PIX Console appears.

Enter the user name and password, and then click Login.

The default user name is pixadmin and the default password is adminadmin.

Viewing Messages

The Messages tab of the PIX Console allows you to view information about the messages that
are processed through the PIX/PDQ Manager. You can view the processing flow of the message
through PIX/PDQ components, and you can view the content of the input message and any
other messages that are generated by the PIX/PDQ Manager components. The PIX Console
also lets you view the additional component information, called extensions, to correlate specific
component instance with messages. For example, you can view the BPEL process instance ID
along with the corresponding message control ID.

To View Messages

On the PIX Console, click the Messages tab.

A list of transactions appears.
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@.‘ PIX Console Logout
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2 Tonavigate through the transaction list, use the arrow buttons beneath the transaction table.
3 Selectatransaction to view from the list.

4 Expand the tree nodes to view how the message was processed through the PIX/PDQ Manager.
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BPEL HLT v3 PIX Message Processing Director
HLT +3 PIX Message SOAP 1.1 Senace
BFEL HLT v3 PIX Massage Processing Director
HLT v3 PIX Message SOAP 1 1 Senace
BFEL HLT 3 PIX Message Processing Director
PLYPDQ Master Index Facade
HLT v3 PIX Message SOAF 1.1 Serace
BPEL HLT v3 PIX Message Processing Director
PI/PDQ Master Index Facade
HLT v3 PIX Message SOAP 1.1 Senice

8888888
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5 Toview the content of the messages involved in the transaction, do the following:

a. Expand the tree view for the selected transaction until you see the request or response
message you want to view.

Note - Each transaction can contain multiple request and response messages since the
PIX/PDQ Manager generates additional responses and requests based on the type of
transaction being processed.

) Message Trace

B 22a0f9e0-4454-11dc-abbe- 360346566507
= HLT v3 PIX Message SOAP 1.1 Semice
2009 12.03 at 22.06:31 PST Processing-inbound-request B
2009.12.03 at 22:06:31 PST-Message-routed-to-NMR
& BPEL HL7 v3 PXX Message Processing Director
20091203 m 22 06:32 PST Business Process bpelPlXManager processing event [HLT v3 Patient Registry Record Added] &
B HLT v3 PIX Message SOAP 1.1 Senice
2009.12.03 at 22.06:33 PST Processing-inbound-response
2009.12.03 at 22-06:33 PST Denommalized-S0AP-response
2009.12.03 at 22.06:33 PST Sending-SOAP-response
2009.12.03 at 22-07-03 PET-Processing-inbound-request &
2009.12.03 at 22-07:03 PST Message-routed1o-NMR
© BPEL HL7 v P Message Processing Directar
2009.12.03 at 22.07-03 PST Business Process bpelP|XManager processing svent [HL7 v3 Patient Registry Record Added] &
& HLT v3 PIX Message SOAP 1.1 Senice
NG 17 A7 ot FFNT-NT DET-Denracsinainkhandracnnnes

b. Click the envelope icon to the right of the message description.

The payload appears in XML format.

Payload a

«<?ml version="1.0" encoding="UTF-8"7 >
<jbi:message type="msgns:PRPA_IN20130 ILVD2_Message” version="1.0"
mins:zjbi="hitp: /fjava.sun.com/xmi fns/jbifwsd- 11-wrapper*
umins:megns="urn:he:iti:pv3:2007">
<jbicpart>
<PRPA_IN201301UV02 ITSWersion="4ML_1.0° xmins="umn:hl7-org:v3" 3
lres:ysi="h A w3.0rg/200 1ML Schen tance” xsizsch ocation="urm:hl7-
orgiv3 ... PIPDQCORE PIXPDQCommon /src fwsdfschema/HL 7V3NE2008
fmultcacheschemas PRPA_TN20130 1LVO2. xsd™>
<id root="22a0f9e0-4454-1 1dc-atbe-3603d686680 7"/ >
<creationTime value="20070803130624"/>
<interaction]d extension="PRPA_IN201301UV02" root="2.16.840, 1. 113883. 167>
«<processingCode code="F"/>
<processingModeCode code="R"f>
<accepthckCode code="AL"/>
<receiver typeCode="RCV"
<device dassCode="DEV" determinerCode="TNSTANCE >
«<id root="1,2.840. 114350. 1. 13,99999.4567"/ >
<telecom value="https: fexample.org/PatientFeed/ >

>

= fdevice =
< freceiver >
<gender typeCode="SND">
<device dassCode="DEV" determinerCode="TNSTANCE">
<id root="1.2.840.114350. 1. 13.99598.8734"/>
< fdevice =
< fsender > b
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6 Toview extensions for the components that processed the transaction, do the following:

a. Expand the tree view for the selected transaction until you see the component whose
extensions you want to view.

b. Click the puzzle icon to the right of the component.

The extension information appears in a popup window.

Extensions a

BPID=192. 168, 100. 100:-2Bebd 745: 12555450498: - Fed 2, OBMSECNTRLID=192. 163, 100. 100:-28
ebd746: 12558490458 -Ted)

Auditing the PIX/PDQ Manager

The PIX/PDQ solution provides complete auditing capabilities for the events that are processed
through the system in accordance with the ATNA audit repository framework defined by IHE.
You can view information about each event and you can filter the list of events by a variety of
criteria, such as the source ID, event ID, date range, and so on.

¥ To Audit the PIX/PDQ Manager

1 OnthePIX Console, click the Audit tab.
The Audit page appears with a list of audit events.
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g PIX Console Logout

Messages © svae General Domain Manager Logs

© Audit Records

Seurce Beceived |53t Now 14,2009 Received | sat Nov 14, 2009
™ SourceType From - Te =
DateTime = DateTime =
Events
::nnn EveaiType | M ] fram Sat, Nov 14, 2009 ;n:;'h Sat, Nov 14, 2009
DateTime | nieilime =)
Event a = Event
Action Outcome
m Source ID Source Type  EventID Event Type  Event Action Event Outcome Event Date/Time Received DateTime
1 SUN Audit Repository 1 110101 R L} 2008-11-13 11:05:27.0 2009-11-13 11:05:36.0
E SUN PUPDQ 1 110100 | 110120 E 0 2008-11-13 15:34:01.0 2 -1315:34:01.0
3 | SUNPIPDQ 1 110110 M-8 u L} 2008-11-13 15:34:01.0 2009-11-13 15:34:01.0
4 | SUN PPDQ 1 10110 M-8 u L} 2008-11-13 15:42:51.0 2009-11-13 15:42:51.0
5§ | SUNPL/PDQ 1 10110 M-8 u L} 2008-11-13 15:45:03.0 2009-11-13 15:45:03.0
6 | SUN PI/PDQ 1 110110 M-8 u 0 2009-11-13 15:45:55.0 2009-11-13 15:45:55.0
T | SUNPIXPDO 1 10110 M4 u 0 20091113 1546290 2009-11-13 15:46:30.0
8  SUNPIXPDQ 1 o011z m2t E L] 20091113 1547370 20091113 15:47:37.0
Pages: 1/ 1 4] [{] [E] [H]
© Textview Tree View

To scroll through the pages in the list, use the arrow buttons at the bottom left of the list.

To narrow down the list, enter filter criteria in the upper portion of the window, and then click
Filter.

For a description of the filter fields, see “Audit Filter Fields” on page 36.

To view detailed information about an audit event, select the entry from the list.

The text appears in XML format in the Text View panel.
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vaterLime = =y

Event a = Event

Action Outcome

m Source ID Source Type  EventID Event Type  Event Action Event Outcome Event Date/Time Received Date/Time

1 SUN Audit Repository 1 110101 R L} 2008-11-13 11:05:27.0 2009-11-13 11:05:36.0

2 | SUN PIYPDQ 1 110100 110120 E L} 2008-11-13 15:34:01.0 2009-11-13 15:34:01.0

3 | SUNPIPDQ 1 110110 m-8 u L} 2008-11-13 15:34:01.0 2009-11-13 15:34:01.0

4 | SUN PINPDQ 1 110110 M-8 u 0 2009-11-13 15:42:51.0 2009-11-13 15:42:51.0

5§ | SUNPI/PDQ 1 10110 M-8 u 0 2009-11-13 15:45:03.0 2009-11-13 15:45:03.0

6 | SUN PI/PDQ 1 10110 M-8 u (] 2008-11-13 15:45:55.0 2009-11-13 15:45.:55.0

T SUNPIXPDQ 1 110110 M-8 u 0 20091113 1546290 2009-11-13 15.46:30.0

8 | SUNPIXPDQ 1 10112 met E L] 20091113 15:47:37.0 20091113 15:47:37.0

Pages: 1/ 1 ] (] [ (¥

© Text view Tree View

<ml version="1.0" encoding="UTF-&" standalone ="yes "7 > ~

<Audi > =1

EventOx o 200911+ 13T 15:42: 51 T65-08:00" EventActionCode ="U">

<EventiD codeSystem="TCM" deplayhlame = Patent Record” code="1101107>
<EventTypeCoda codeSystem="THE Transactions” deplayName="Patient Identity Feed” code="TTT-6"/>

< /Eventidentification>

<ActiveParticipant TypeCode="2"L “true” UserID="MESA_ADT [DOMAIN 1_ADMITTING">
<AolelDCode codeSystem="TCM" displayName="Source” code="110153">

< [ActiveParticpant>

ypeCode="2" “CTHOM-DE00KP  stc.com” UserlsRequestor ="false” Alternativeliser[D="2844" {
UserlD="MESA_XREF[XrZ_HOSPITAL™> 1
«<FolelDCods codeSystem=T0M" dsplayhame = Destnaton” code="110152">
</ActiveParticpant >

di "SUN PIXPOQ" D=">

<AuditSeurceTypeCode code="1"/>
< AuditSour celdentification >
<ParticinantObj L i odeRole="1" Particy jectTypeCode="1"Par i PIN10506 -~ HIMSS 20058amp; 1.3.6. 1.4, 1. 21367, 2005. 1. 18,

amp;150°>
DT ypeCode RFC-3881° * code="2"f>
<PartapantObpectDetal type="Unigue [d"/>
<PartopantObjectDetal vakue ="MTA IMDYxMDI =" type = Unique Id"/> »

5 Toview the eventinformation in tree view for the selected event, click the Tree View tab near the
bottom of the page.

Textview &) Tree view

{~
B #document
B AuditMessage
& Eventidentification

B Attributes
= EventActionCode = U
B EventDateTime = 2009-11-13T15:42:51 765-08:00
B EventOutcomelndicator = 0

E EventiD
B Attributes

B code=110110

Audit Filter Fields

The following table lists and describes the fields that you can use to narrow down the list of
audit entries on the PIX Console.
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Field

Description

Source ID

The identifier for the source from which the event originated.

Source Type

The type of source from which the event originated. Enter one of the following, or
leave blank to view all source types.

1 - Filters by events where the source is an end-user interface.

2 - Filters by events where the source is a data acquisition device.

3 - Filters by events where the source is a web server process.

4 - Filters by events where the source is an application server process.

5 - Filters by events where the source is a database server process.

6 - Filters by events where the source is a security server.

7 - Filters by events where the source is an ISO level 1-3 network component.
8 - Filters by events where the source is ISO level 4-6 operating software.

9 - Filters by events where the source is an external source or unknown type.

Event ID

The identifier for a type of audit event. Enter one of the following identifiers, or
leave blank to view all event IDs:

110110 - Patient record.
110112 - Patient query.
110120 - Application startup.
110121 - Application stop.
110100 - Application activity.

Event Type

The type of audit event to view. Select one of the following options:

All - Does not filter by any event type.

ITI-8 (Patient Identity Feed) - Filters by events that enter patient identity
information into the master index.

ITI-9 (PIX Query) - Filters by events that query the patient cross-reference
forlocal IDs.

ITI-10 (PIX Update Notification) - Filters by events that update the patient

cross-reference.

ITI-21 (Patient Demographics Query) - Filters by events that query the
master index for patient demographics.
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Field Description

Event Action The type of action performed during the transaction that triggered the audit
entry. Select from the following options:
= All - Does not filter by any event action.

= E (Execute) - Filter by events that perform an application function.

® U (Update) - Filter by events that update the database, such as an assumed
match.

®  C(Create) - Filter by events that create a new database object.
® R (Read) - Filter by events that display data.

® D (Delete) - Filter by events that delete data from the database.

Event Outcome The type of event outcome (success or failure) you want to view. Enter one of the
following, or leave blank to view all event outcomes.
® (- Filter by events that were successfully processed.

® 4 - Filter by events that had a minor failure and the event was reprocessed.
® 8- Filter by events that had a serious failure, and the event failed to process.

® 12 - Filter by events that had a major failure.

Received From Date/Time | The earliest date and time that a record was received by the PIX/PDQ Manager
for which you want to view audit records.

Received To Date/Time The latest date and time that a record was received by the PIX/PDQ Manager for
which you want to view audit records.

Events From Date/Time | The earliest coordinated system date and time for which you want to view audit
records.

Events To Date/Time The latest coordinated system date and time for which you want to view audit
records.

Maintaining Application Configurations and Variables

From the PIX Console General page, you can update the values of the predefined application
variables and a subset of the application configurations for the PIX/PDQ Manager. The
variables define required information for processing both HL7 v2 and HL7 v3 messages.

¥ To Maintain Application Configurations and Variables

1 OnthePIX Console, click the General tab.

The General page appears with a list of existing PIX/PDQ application variables and certain
configurations.
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% PIX Console

Messages audit &) General Domain Manager Logs
) configuration
HLT v2 Listening URL hi7:flocalhost: 3600
HLT v2 Application SUGA
HLT v2 Facility SUNVAN
HLT v3 SOAP 1.1 PIX URL  http:/focabast: ${HttpDe faudtPor ) PDManager PIXPort 11

HLT v3 SOAP 1.1 PDQ URL  http: /flacakast: $/HttpDefautPort) PDQSupplier FOQPort 11
HLT v3 SOAP 1.2 PIX URL  http:/flocakost: ${HttpDefaultPort) PIXManager (PINPort12
HLT v3 SOAP 1.2 PDQ URL  htip:/flocabost: ${HttpDefaultPort} POQSupplier FOQPart 12
HLT v3 Device 2.1.12°654

HLT v3 Organization

[ Refresh | | Apply Changes ] [ Discard Changes

To change the value of a variable or configuration, enter the new value and then click Apply
Changes.

Tip - If you make a change you need to reverse, click Discard Changes instead of Apply Changes.
Any changes that have not been applied are reverted back to their original value.

To refresh the list and retrieve any changes to PIX/PDQ application variables and configurations,
click Refresh.

Managing Domains

The PIX Console includes a Domain Manager that allows you to view and update information
about the external domains that participate in the PIX/PDQ system. You can add new domains
and edit or delete existing ones. Changes you make in the Domain Manager are also reflected in
the sbyn_systems table of the master index database.

Caution - When you update or add domain information, you need to restart the GlassFish server
in order for the changes to take effect in the system.

To Modify Domain Information

On the PIX Console, click the Domain Manager tab.

The Domain Manager page appears with a list of the currently defined domains.
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40

2

€ Domains Subscrptions

GOT
HIMSS2005

IHEGHCADT

IHEGHCFHARM

IHEGHCRAD

SUNPIXFDOADT
SUNPIXFDOPHARM
SUNFIXFDORAD
XREF2005

Endpoint Types

Encoding  Endpoint

Universal ID 3 2 Type
1122334455 180 HLTV2
66.77.88.90.00 180 HLV2
1361.41.21367.20051.1 180 HL7V2
1.2840.114350.1.12. 00098.8734 180 HLTV3
1.2840.114350.1 1399997 23412 150 HL7V3
1.2.840.114350.1.13. 993 567 L] HL7V3
10.20.30.40.50 150 HL7V2
101.202.303.404 505 150 HL7V2
12345 180 HL7V2
136.1.41.21367.2005.1.2 150 HLTV2

To add a new domain, do the following:

a. Onthe Domains tab, click New.

Receiving URL

hiTMocalhost 8601
hiTMocalhost o803
hi7-MocalhostBTES

g Mocainost 809D
AHEGHCADT_UPDATE_IN

nfip-ocalhostB080
AHEGHCPHARM_UPDATE_IN

hiipMocalhost 8080
AHEGHCRAD_UPDATE_IN

N7 Mocalhostop0s
T Mocalhost 8805
hiT-Mocalhost 9008

hiT-Mocalhost o803

A new page appears with fields you can edit.

Hamespace ID

Universal 10

Encoding Sehems

Endpoint Type

Racsiving UAL

Desoription

Mayimam 10 Length

Local ID Reges
Farmat

Application | Device

Facility 1
Organization

M2

{310}

Descriplion

ADT1
GoT
HIMSE82005

HEGHCADT

HEGHCPHARM

HEGHCRAD

SUNPIXFDOADT
SUNPIXFPDOPHARM
SUNPIXFDORAD
HREF2005

User friendly name for domain, e.g. HIM 552005

GUID like 1D for domain, @.9. 1.3.6.1.4.1.21367.2005.1.1

Scheme governing Universal ID, e.g. 150

| Type of patient Domain receiving endpoint: HLTVZ |
HLTV3
Client URL to receive updates, e.g.

hitpellocalhost:90%0imesa

An optional description field (50 chars) for the Domain,

&.0. Pharmacy System

Maximurm length (10) of a Local ID for Domain (max=26)

A regex format to validate the Local 1D for Domain, €.g.

310}

FAD_ADT {for vz}, 1.2.840.114350.1.13.99998.5734 (for v3)

Domaint (for vz}, not usually defined (for v3)

| Apply Changes | [ Discal

rd Changas |

b. Enterinformation about the new domain.

Local

Maxil 1D
Length Regex
Format
10 13.10)
22 {125
10 [3.10)
-] {125)
25 {1.25)
25 {1.25]
B 29
25 [1.25
% {125
25 1125)

Application | Device

ADT1
GOT
HIMSS2005

1.2 840.114350.1.13.90008

1.2.840.114350,1.13.99997

1.2.840.114350,1,13,999.56

SUNPIPDOADT
SUNPTPDOPHARM
SUNPLPDORAD
HREF2005

For more information about the fields on this page, see “Domain Fields” on page 41.

¢. When you have entered all information, click Apply Changes.
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a.

d. Onthe Confirmation dialog box that appears, click OK.

A new row appears in the domains list.

The domain information appears on a new page appears with fields you can edit.

Domam

Namespace ID

Encoding Scheme IS0

Endpaint Type
Aeceiving UAL hi7:jfocahast: 3704
Description ADT1
Maximem |0 Length 10
gt e o
aremat el

Application | Davies

Faoility 1
Organizaticn

To modify domain information, do the following:

In the domains list on the Domains tab, select the domain to modify and then click Edit.

User friendly name Tor domain, &.g. HIMSS2005
GUID like 10 for domain, €.g. 1.3.6.1.4.1.21367,2005.1.1

w| Scheme governing Universal 1D, e.g. 150

Type of patient Domain receiving endpaint: HLTV2 |
HLTVI

Client URL 1o receive updates, e.0.
hitpeliocalhos tI0MImess

An optional description fieid (50 chars) Tor the Domain,
2.9, Pharmacy System

Maximurm length (10} of & Local 1D for Domain (max-25)

A regex format to validate the Local 10 for Domain, e.g.
3,10}

RAD_ADT (for v2), 1.2.840,194350.1.1.99998.8734 (for v3)

Domaint (for vZ), not usually defined (for v3)

[_Appty Changes | [ Discard Changes |

b. Modify the value of any open field.

You cannot modify the namespace ID, Universal ID, or endpoint type. For more
information about the fields on this page, see “Domain Fields” on page 41.

¢. When you are done with your changes, click Apply Changes.

d. Onthe confirmation dialog box that appears, click OK.

The domain list reappears with your changes.

4 Todelete an existing domain, select the domain in the domains list and then click Delete. On the
confirmation dialog box that appears, click Delete again.

The row is removed from the domains list.

Restart the GlassFish server after making any changes.

Domain Fields

The following tables lists and describes the fields for adding a new domain in the Domain
Manager. If you are modifying an existing domain, you cannot update the namespace ID,

universal ID, or endpoint type.

Working With the PIX/PDQ Manager

4



Monitoring the PIX/PDQ Manager

42

Note - The first three fields in the table correspond to the components of the HL7 assigning
authority of the PID-3 field. These fields identify the domain.

Field Description

Namespace ID A user-friendly name for the domain.

Universal ID A unique identifier for the domain. The syntax of the ID is governed by the
encoding scheme selected below.

Encoding Scheme The type of encoding that governs the universal ID, such as ISO.

Endpoint Type The type of domain receiving endpoint. The options are HL7v2 and HL7v3.

Receiving URL The URL of the HL7 client receiving updates; for example,
http://h17.company.com:7800.

Description An optional description of up to 50 characters for the domain.

Maximum ID Length The maximum length of the local IDs assigned by the domain.

Local ID Regex Format The format of the local IDs assigned by the domain. Use java.util. regex syntax

to define the format.

Application/Device The name of the HL7 application for HL7 v2. For HL7 v3, this is the name of the
device.

Facility/Organization The name of the facility for HL7 v2. For HL7 v3, this is the organization (and is
generally left empty).

Maintaining Subscriptions to Patient Updates

Each domain in the PIX/PDQ system can subscribe to updates made to patient records in the
master index database. A subscription definition includes a receiving domain and a provider
domain. Any updates to patient records made by the provider domain are published to a JMS
topic where they are made available to the receiving domain.

A receiving domain must specifically subscribe to each domain from which it needs to receive
update information. In your subscriptions list, one receiving domain might have several
subscriptions defined and one provider domain might be specified for several receiving
domains.

To Maintain Subscriptions to Patient Updates

On the PIX Console, click the Domain Manager tab, and then click the Subscriptions subtab.

A list appears showing the domains currently sending updates to and receiving updates from
each other.

Working With the PIX/PDQ Manager « December 2009



Monitoring the PIX/PDQ Manager

2

% PIX Console

Messages Audit € General €)' Domain Manager Logs
Domains &) Subscrptions Endpoint Types
Mew Delete

Receiver Domain 1D Provider Domain 1D
SUNPIXPDQADT

SUNPIXPDQADT

SUNPIPDOPHARM
SUNPIXFDARAD

To add a new subscription, do the following:

a. Onthe Subscriptions page, click New.
A new page appears with fields you can edit.

Domain i) that's receiving Patient updates, ..
HM352005

Damain 10 that triggers a Patient update, 6.9
domaind

subscrption
Recwive f Dosmain 1D ADT1 -
Provider Domain 1D ADTL e
[ Apply Changes : Discard Changes |

b. Inthe Receiver Domain ID field, select the domain that will receive updates from the

provider domain.

¢. IntheProvider Domain ID, select the domain whose updates will be received by the

subscriber.

d. Click Apply Changes.

The subscriptions list reappears with the new subscription added.
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3‘ PIX Console

Mossages Audit 3 General 3 Domain Manager Logs
Dosmains Q Subscrplions Endposnt Types
Hew | Delete

Receiver Domain I Provvider Domain D
IHEGHCPHARM IHEGHCADT
IHEGHCRAD IHEGHCADT
IHEGHCRAD IHEGHCPHARM
IHEGHCRAD SUNPDPDOADT
IHEGHCRAD SUNPDPDORAD
SUNPOPDOPHARM SUNPDPDOADT
SUNPUPDQORAD SUNPDPDQADT

3 Tochange the trigger domain for a subscription, do the following:

a. Onthe Subscriptions page, select the subscription to modify.

The subscription information appears on a new page appears with fields you can edit.

b. IntheProvider Domain ID, select a new domain whose updates will be made available to the
subscriber.

c. Click Apply Changes.

The subscriptions list reappears with your changes.

4 Todelete an existing subscription, select the subscription in the list and then click Delete. On the
confirmation dialog box that appears, click Delete again.

The row is removed from the subscriptions list.

Viewing Available Endpoint Types

The endpoint types listed on this page are the JMS destinations to which patient record updates
are written. A JMS destination is a message repository.
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V¥ ToView Endpoint Types

1

2

On the PIX Console, click the Domain Manager tab.

Click the Endpoint Types subtab.
A list of available endpoints for the PIX/PDQ Manager appears.

g‘ PIX Console

Messages Audit General ) Domain Manager Logs MIDM
Domains Subscrptions &) Endpoint Types
Endpoint Type Destination
HL7TV2 HLTV2
HL7V3 tHLTV3

Viewing Server Log Entries for the PIX/PDQ Manager

The PIX Console filters server log messages and only displays those entries that pertain to the
PIX/PDQ Manager so you do not need to review the entire server log to find information about
the PIX/PDQ Manager. You can specify the level of logging detail for each component of the
PIX/PDQ Manager. For more information, see “Setting Logging Levels for the PIX/PDQ
Manager” on page 22.

V¥ ToView the Server Log

On the PIX Console, click the Logs tab.
The server log messages pertaining to the PIX/PDQ Manager appear.
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@N PIX Console Logout
Messages Audit General Domain Manager &) Logs

| Refresh |

[=] |2|m 12-11T15: 34:44.050-0800 [INFO [sun-appserver 2, 1com, sun.ihe, ppdg. mural. -~
ine -thread-5;solutiongroup =SUNPTXPOQ; [SUNPTPDQ-5006: "*”DQ"'UN h\es er Index Fi aca:!e co"fo.rahonrdﬂm 1] ms]|1] TNl

['IIOQ lZ 11T 15: 34:44.050-0800 |INFO [sun-appaerver 2, 1|oom, sun.ibe, pixpdg.mur, vager |1 1]

npel-engine-thread-5;solutiongroup =SUNPINPDQ; [SUMPTPDQ-5005: Relnading ..mﬁ:uel.m for PT; kDDQ MDM Master Index Facade... |#]

[#/2009-12-11T15: 15:58. 111-0800 [INFO [sun-appserver 2, 1|com. sun.ibe. pixpdg. diu, DomainL ookyuph ger |_ThreadID=53; ThreadN bpel-eng:

thread-I;schutiongroup =SUNPIXPOG SUNPDPDG-5002: Damain Lockup configuration reloeded (121 ms) ]

[#]2009-12-11T15:15: 58.010-0800 |INFO |sun-appserver 2. 1|com. sun.ie. popdg. diu. Domainl ook pianager |_Thread[D=53; _ThreadName =sun-bpel-engine-
thread-rschutongroup =SUNPIXFOQ; ISUNPIPOC- 500 1: Reloading configuration for Doman Lockp... <]

[#]12009-12- 11T 14:47:32.. | L ps . 1|PixConsole |_T _Thread UNPDPDQ; [PixConsole

started.|=]
[#]2009-12- 11T 14: 21:35. 160-0300 |INF0 [sun-appserver 2, 1|com, sun.mdm. index. eth. master, MasterControlierCoreImpl|_ThreadlD =5 I;_Threadhame =sun-

-engine-thread-0;sclutiongroup =SUNPTXPOGQ; MDM ML -MSC003: Potental dupicate threshold H set to: 7.5|%]
[#12009-12-1 1T 14; 2£:36. 160-0300 [INFO |sun-appserver 2, 1 joom, sun.mde. index. decis 1 L;_Thread
bpel-engine-thread-;solutiongroup =SUNPIXPDQ); IMDM-MI-DECO0 1: De! selnropa rameter to 26| 1]

[#[2003-12-117 14: 21:38. 1600800 [TV sun-appserver 2.1 com sun.midm index. decision il DefaullDecsoniaker | ThresdD= 61 Threachisme =sr-
THPOQ; MDMAMI-DECOD 1: DefauliDecisionbsker setting parameter DupiicateThreshold

[#[2008-12-11T 14: 21:36. 1600800 INFO sun-appserver 2. 1 cam, sun.mdm. indes. deision. imgiDe faultDe csoriaker | ThresdDa 61 Trrsschiame =an-

bpel-engine-thnead-;soiutongraup s SUNPIFOQ; IMDM-ME-DECO01: DefaultD ===

[=]2009-12-11714: 21:36. 160-0800|INFO [sun-appserver 2, 1|com, sun.mdm, index. decision, impl_| Deﬁun:»ecumvuerl theedl‘D-sl _Threadame =sun-

bpel-engine-tivead-0; solutiongroup =SUNPIXPDC); MOMMI-DECO0 1: Defaultss to fase]#]

[=2009-12- 117 14: 21:36. 160-0800 |10 [sun-appserver 2. 1 jcom, sun.mdm. index. eb. master Maswcmn'ulercaremmll |_ThreadiD=5 1;_Threadhame =sun- ~

Monitoring and Maintaining Master Index Data

The Master Index Data Manager provides the following functions so you can maintain the
patient records in the master index database:

= View patient records

= Compare patient records

= Merge and unmerge patient records

= Compare records that are flagged as possible duplicates

= Resolve or merge potential duplicate records

= Reviewand reverse automatic record matches made by the master index

= Create reports on master index data and statistics, including records added or updated,
potential duplicates, merged and unmerged records, and so on

Logging in to the Master Index Data Manager

The MIDM is accessed through a web browser, and requires you to log in before you can access
any patient information. The URL for the MIDM is:

http://host:http_port/app_nameMIDM
where

= host is the name of the server machine.
= http_port is the HTTP port number of the application server.
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= app_name is the name of the master index application.

The default URL for the PIX/PDQ Manager MIDM is:
http://localhost:8080/PatientMIDM

¥ Tologintothe MIDM

BeforeYouBegin = Make sure you have alogin ID and password.
= Make sure the GlassFish server is running.

1 Launchaweb browser.

2 Inthe Address field, enter the appropriate URL.
The login page appears.

master index
datamanager

Jser |

Paswword

©Sun

3 Intheupperright portion of the page, select the language for the MIDM display.
4  Enteryour user ID and password in the appropriate fields.

5 Click Login.

The initial page appears. (By default, the initial page is the Record Details page, but this is
configurable.)
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