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About This Guide

This manual describes how to administer Sun™ Open Net Environment (ONE)
Instant Messaging server and its accompanying software components.

This preface contains the following sections:

= Who Should Read This Book

= What You Need to Know

< How This Book is Organized

= Document Conventions Used in This Manual
= Related Third-Party Web Site References

= Accessing Related Sun Documentation Online

Who Should Read This Book

You should read this book if you are responsible for administering, configuring,
and deploying Instant Messaging.

What You Need to Know

This book assumes that you are responsible for configuring, administering, and
maintaining Instant Messaging, and you have an understanding of the following:

« JavaScript™
e HTML

e Sun™ ONE Portal Server



How This Book is Organized

Sun™ ONE Application Server SE (Standard Edition)
Sun™ ONE Directory Server
Sun™ ONE Identity Server

How This Book is Organized

This book contains the following chapters and appendices:

About This Guide (this chapter)
Chapter 1, “Introduction to Sun™ ONE Instant Messaging Software”

This chapter describes the Sun ONE Instant Messaging components,
architecture, and configurations.

Chapter 2, “Administering Sun™ ONE Instant Messaging Server and
Multiplexor”

This chapter describes how to administer Sun ONE Instant Messaging server
and multiplexor.

Chapter 3, “Managing Sun™ ONE Instant Messenger”

This chapter describes how to customize and administer the Sun ONE Instant
Messenger.

Chapter 4, “Managing Instant Messaging and Presence Policies”

This chapter describes how to manage administrator and end user privileges,
especially with policies set in the Sun ONE Identity Server.

Chapter 5, “Managing The Instant Messaging Archive”

This chapter explains how to manage and configure the Sun ONE Instant
Messaging Archive.

Appendix A, “Instant Messaging Configuration Parameters”
This appendix describes the settings you can configure for Instant Messaging.
Appendix B, “Instant Messaging Reference”

This appendix describes the i madm n command used to administer Instant
Messaging.

Appendix C, “Instant Messaging APIs”
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Document Conventions Used in This Manual

This chapter explains the APIs used by Sun ONE Instant Messaging.
= Appendix D, “Troubleshooting Instant Messaging”

This appendix lists the common problems that might occur during installation
and deployment of the Sun ONE Instant Messaging server.

= Appendix E, “Legacy Instant Messaging Service 6.0”

This appendix describes the Instant Messaging service and lists and describes
the attributes of this service, which enable administrators to enforce policy
mechanisms for accessing Sun ONE Instant Messaging server.

Document Conventions Used in This Manual

Monospaced Font

Monospaced font is used for any text that appears on the computer screen or text
that you should type. It is also used for file names, distinguished names, functions,
and examples.

Bold Monospaced Font

Also, all paths specified in this manual are in Unix format. If you are using a
Windows NT-based Instant Messaging, you should assume the Windows NT
equivalent file paths whenever Unix file paths are shown in this book.

Bol d nmonospaced font is used to represent text within a code example that you
should type. For example, you might see something like this:

.I'setup

Copyright (c) 2003 Sun Mcrosystens, Inc. Al rights reserved. Use is
subject to license terms. Sun, Sun Mcrosystens, the Sun | ogo, Java,
Solaris and i Planet are trademarks or registered tradenmarks of Sun
Mcrosystens, Inc.in the U'S. and other countries. Federal Acquisitions:
Commercial Software - CGovernnent Users Subject to Standard License Terns
and Conditions.

About This Guide 11



Document Conventions Used in This Manual

Copyright (c) 2003 Sun Mcrosystens, Inc. Tous droits réservés. D stribué
par des licences qui en restreignent |’utilisation. Sun, Sun M crosystens,
le logo Sun, Java, Solaris et iPlanet sont des marques de fabrique ou des
mar ques déposées de Sun Mcrosystens, Inc. aux Etats-Unis et dans d autres

pays.

Verifying pernissions

Verifying java available

Found java (/usr/j2sel/bin/java) version (1.3.0) in the system
Verifying installation conponents avail abl e

Verifying directories available

Verifying files available

Starting install wizard in graphical node

In this example, . / set up is what you would type from the command-line and the
rest is what would appear as a result.

Italicized Font

Italicized font is used to represent text that you enter using information that is
unique to your installation (for example, variables). It is used for server paths and
names and account IDs.

Square or Straight Brackets

Square (or straight) brackets [] are used to enclose optional parameters. For
example, in this document you will see the usage for the i madni n command
described as follows:

imadmn [options] [action] [conponent]

The presence of [options], [ argurent s], and [ conponent ] indicates that there are
optional parameters that may be added to the i madm n command.
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Related Third-Party Web Site References

Command-Line Prompts

Command-line prompts (for example, %for a C-Shell, or $ for a Korn or Bourne
shell) are not displayed in the examples. Depending on which operating system
environment you are using, you will see a variety of different command-line
prompts. However, you should enter the command as it appears in the document
unless specifically noted otherwise.

Related Third-Party Web Site References

Third-party URLs are often referenced in Sun documentation to provide
additional, related information.

NOTE Sun is not responsible for the availability of third-party Web sites
mentioned in this document. Sun does not endorse and is not
responsible or liable for any content, advertising, products, or other
materials that are available on or through such sites or resources.

Sun will not be responsible or liable for any actual or alleged
damage or loss caused by or in connection with the use of or reliance
on any such content, goods, or services that are available on or
through such sites or resources.

Accessing Related Sun Documentation Online

In addition to this guide, administrators can refer to the following related
documents:

= Sun ONE Directory Server documentation set
http: //docs. sun. coni db/ prod/ s1. sldi r s#hi ¢

= Sun ONE Messaging Server documentation set
http: //docs. sun. cont db/ pr od/ s1nsgsr v#hi c

= Sun ONE Calendar Server documentation set
http://docs. sun. cond db/ prod/ s1. slcal s#hic

= Sun ONE Instant Messaging server documentation set

http://docs. sun. coni db/ pr od/ s1i nst nsg#hi ¢
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Accessing Related Sun Documentation Online

< Sun ONE Identity Server documentation set
http://docs. sun. con db/ prod/ s1. sli dsrvihic

= Sun ONE Portal Server documentation set
http://docs. sun. con db/ prod/ s1. slportal s#hic

= Sun ONE Web Server documentation set
http: //docs. sun. coni db/ pr od/ s1lwebsr v#hi c

These documents and others can all be accessed by navigating the following Web
site:

http://docs. sun. com
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Chapter 1

Introduction to Sun™ ONE Instant
Messaging Software

This chapter explains the Sun™ ONE Instant Messaging components, architecture,
and configuration information.

The chapter contains the following sections:

Sun ONE Instant Messaging Components

Sun ONE Instant Messaging Deployment Configurations
Configuration Files and Directory Structure

Using SSL in Sun ONE Instant Messaging

Sun ONE Privacy, Security, and Site Policies

Sun ONE Instant Messaging Components

Instant Messaging server enables end users to participate in real-time interactive
messaging and discussions. Sun ONE Instant Messaging allows end users to
participate in Instant Messaging and chat sessions, send alert messages to each
other, and share group news instantly. It is suitable for both intranets and the
Internet.

The components used to provide the Sun ONE Instant Messaging service to end
users vary depending on the type of deployment.

15



Sun ONE Instant Messaging Components

Basic Deployment Scenarios

The Sun ONE Instant Messaging server can be deployed in any one of the
following scenarios:

As a server connected only to an LDAP server.
As a server connected to Sun ONE ldentity Server.

As a server connected to Sun ONE Identity Server and Sun ONE Portal Server.
Sun™ ONE Instant Messenger is made available to end users on the Portal
Server Desktop.

Quick Reference of Core Instant Messaging
Components

The core Instant Messaging components are the same, regardless of which of the
preceding deployment methods you use. The Instant Messaging components are:

Sun ONE Instant Messenger Resources. This is the set of files that make up
the Sun ONE Instant Messenger client.

Sun ONE Instant Messenger. This is a Java Instant Messaging applet. It is the
Java-based Sun ONE Instant Messenger client that is invoked through the web,
using Java™ Web Start or the Java™ Plug-in.

Sun ONE Instant Messaging Server. The Instant Messaging server serves the
presence information to the messenger clients, allows end users to establish
Instant Messaging sessions, and enforces policies.

Instant Messaging Multiplexor. A scalability component that consolidates
multiple messenger connections into one Transmission Control Protocol (TCP)
connection to the server. The Instant Messaging multiplexor is also referred to
as the multiplexor.

Sun ONE Identity Server Instant Messaging Service Definition. This
component can be installed only if the Identity Server or the Identity Server
SDK is installed in the system.

16  Sun ONE Instant Messaging 6.1 ¢ Administrator's Guide ¢ December 2003



Sun ONE Instant Messaging Components

Quick Reference of Instant Messaging Related
Components

The following software components work with Sun ONE Instant Messaging server,
but they are installed separately:

= Web server: Portal deployments use the web server that ships with Sun ONE
Portal Server. The LDAP deployments need to install a web server, such as Sun
ONE Application Server SE (Standard Edition). In both cases, the Instant
Messenger resources must reside on the web server host machine.

< LDAP directory server: Instant Messaging uses an LDAP server, such as Sun
ONE Directory Server, for end user authentication and end user search. In a
portal deployment, the LDAP server that is used by the Portal Server is used
by the Instant Messaging server to search end users.

= (Optional) SMTP server: Sun ONE Messaging Server or some other SMTP
server is used to forward instant messages for end users who are offline.

= (Optional) Sun ONE Portal Server: Sun ONE Portal Server is installed for
portal deployments.

= (Optional) Sun ONE ldentity Server: Sun ONE Identity Server is installed for
adding the Instant Messaging service.

Deployment Overview: LDAP-Only Deployment

Figure 1-1 on page 18 illustrates the interaction of the software components in the
authentication process of an LDAP-only configuration of Sun ONE Instant
Messaging. The focus is on the flow of authentication requests, where the protocols
used for requests are indicated above the arrows. The IM protocol is a proprietary
protocol. The term MUX is an abbreviation for multiplexor. An explanation of the
steps in this process follow the figure.

Chapter 1 Introduction to Sun™ ONE Instant Messaging Software 17



Sun ONE Instant Messaging Components

Figure 1-1 Flow of Authentication Requests in an LDAP-Only Configuration
MUX
Instant
Messaging
/V Server
Java Java
Plug-in

18

Webstart y LDAP
Instant / @ @

Messenger LDAP

@ Web Container
Key:
— \ Instant ———> Executes

Messenger
@ Resources —» Requests

\A Instant

Messaging
Applet URL

The key difference between a Sun ONE Instant Messaging LDAP-only deployment
and a Sun ONE Instant Messaging deployment that uses Sun ONE Identity Server
is the authentication process. The authentication process in an Instant Messaging
LDAP-only deployment works as follows:

1. End user accesses the Sun ONE Instant Messenger applet URL from a browser
2. The browser invokes Java Web Start or the Java Plug-in.

3. Java Web Start or the Java plug-in downloads the necessary Sun ONE Instant
Messenger resource files and starts the Instant Messenger.

4. The log-in window is displayed and the end user enters the log-in name and
password. This data is sent to the Instant Messaging server via the multiplexor.
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Sun ONE Instant Messaging Components

The Sun ONE Instant Messaging server communicates with the LDAP server
to authenticate the end user and to request end-user information.

End users should set their preferences to have alerts forwarded as email when
they are offline.

When the end-user authentication is complete, the Sun ONE Instant Messaging
main window is displayed with the contact list for the end user. The end user

can now start and participate in Sun ONE Instant Messaging sessions with the
other end users.
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Deployment Overview: Identity Server and Portal
Server in a Single Sign-On Environment

Figure 1-2 illustrates authentication process of the Sun ONE Instant Messaging
software in collaboration with the Sun ONE Portal Server and Sun ONE Identity
Server components in a Single Sign-On environment. As with Figure 1-1 on

page 18, this figure focuses on the flow of authentication requests. An explanation
of the steps in this process follows the figure.

Figure 1-2 Flow of Authentication Requests in a Portal Server & Identity Server Configuration.
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The authentication process of the Sun ONE Instant Messaging server in a Sun ONE
Identity Server and Portal Server deployment within a single sign-on environment
works as follows:

1.

The end user logs in to the Sun ONE Portal Server by entering the URL in a
web browser.

The Sun ONE Identity Server software authenticates the end user and returns a
session token and the Sun ONE Portal Server downloads Portal Server
Desktop for the end user. Portal Server Desktop is displayed in the end user’s
browser. See Step 6 for an explanation of the session token.

The end user clicks the Sun ONE Instant Messenger URL link from the Instant
Messaging channel on the Portal Server Desktop.

The browser invokes Java Web Start or the Java Plug-in.

Java Web Start or the Java plug-in downloads the necessary Sun ONE Instant
Messenger resource files and starts the Instant Messenger.

Sun ONE Instant Messenger requests authentication to the Sun ONE Instant
Messaging server using the session token.

The session token is what enables single sign-on to work. This token is
provided as an applet parameter and is used throughout the authentication
process. End users are not asked for their credentials again as long as the
session token is present.

Sun ONE Instant Messaging server asks Sun ONE Identity Server to validate
the session token. If the session is valid, Sun ONE Instant Messenger displays
the end user’s contact list and the end user can use Sun ONE Instant Messenger
services: chat, alerts, polls, etc.

Sun ONE Instant Messaging server must query LDAP directly to get or set
end-user information, such as contact lists or subscriptions.

For more information on deploying Sun ONE Instant Messaging in the portal
environment, see the Sun ONE Instant Messaging Deployment Guide.

The Role of the Instant Messaging Components

Sun ONE Instant Messenger

The Java-based Sun ONE Instant Messenger is Instant Messaging’s client that can
be configured to be a browser-based applet using Java Plug-in, or an application
independent of a browser using Java Web Start.
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To run the Sun ONE Instant Messenger client on Solaris, you must use Java Web
Start. On Microsoft Windows you can run Instant Messenger as an applet or a Java
Web Start application. It is recommended that you run Sun ONE Instant Messenger
as a Java Web Start application.

For more information on customizing Sun ONE Instant Messenger, see “Managing
Sun™ ONE Instant Messenger” on page 77.

Sun ONE Instant Messenger provides the following modes of communication:

= Chat - Sun ONE Instant Messenger’s version of Instant Messaging conferences
is called chat. Chat is a real-time conversation capability that enables end users
to complete projects, answer customer queries, and complete other
time-critical assignments. Chat sessions (two or more participants) are held in
chat rooms created on a need basis.

< Conference Rooms - Conference rooms are persistent chat rooms that work
similarly to regular chat sessions, but offer:

o Access Control
o Moderated Chats

= Alerts - Alerts enable information delivery and response to end users through
the Instant Messenger interface. Alerts can deliver time-critical information to
the end user. The sender of the alert message is notified when the message is
delivered, and read by the recipient. If the alert message requires a response,
choose the Chat option from the Tools menu to chat with the sender.

= Poll - The polling function enables you to ask end users for their response to a
guestion. You can send a question and possible answers to poll recipients, and
the recipients can respond with their selected answer. When recipients
respond to your poll, you can view their answers in a status window. The
summary of results can also be viewed in the status window.
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= News - News channels are forums for posting and sharing information. End
users can subscribe to news channels of interest to see updates using the URL
of the news channels or view the news channel updates through static
messages. Administrators control news channel access by assigning end users
to the channels they need, and deciding who can see or post information to the
channels.

NOTE The instant messages can contain embedded URLSs, such as
htt p: // st ocks. yahoo. con®i d=sunw. If you are using proxy servers,
it might be necessary to have clients using Java Web Start modify
their proxy configuration for resolving such URLSs.

For more information on configuring the proxy settings manually,
see Modifying Sun ONE Instant Messenger Proxy Settings.

Sun ONE Portal Server

Portal Server Desktop

Sun ONE Instant Messenger installed on the Portal Server environment can be
launched from the Instant Messaging channel that available to end users on Portal
Server Desktop.

Sun ONE Portal Server, Secure Remote Access

Sun ONE Portal Server, Secure Remote Access enables remote end users to
securely access their organizations network and its services over the Internet for
Solaris-based or Windows-based systems. The end user can access Secure Remote
Access by logging in to the web-based Portal Server Desktop through the portal
gateway. The authentication module configured for Sun ONE Portal Server
authenticates the end user. The end-user session is established with Sun ONE
Portal Server and the access is enabled to the end user’s Portal Server Desktop.

In the Sun ONE Portal Server environment, you can configure Sun ONE Instant
Messenger in either secure or non-secure mode. In the secure mode,
communication is encrypted through the Sun ONE Portal Server Netlet. When you
are accessing Sun ONE Instant Messenger in the secured mode, a lock icon appears
in the Status area of the Instant Messenger. In the non-secure mode, the Sun ONE
Instant Messenger session is not encrypted. For more information on Netlet, see
Sun ONE Portal Server, Secure Remote Access Administrator’s Guide
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Sun ONE lIdentity Server

Sun ONE Identity Server provides end user and service management,
authentication and single sign-on services. It also provides policy management,
logging service, debug utility, the admin console, and client support interfaces.

Instant Messaging Server

The Instant Messaging server handles tasks such as controlling Instant Messenger
privileges and security, enabling Sun ONE Instant Messenger clients to
communicate with each other by sending alerts, initiating chat conversations, and
posting messages to the available news channels.

The Instant Messaging server supports the connection of a multiplexor that
consolidates connections over one socket. For more information on the
multiplexor, see “Instant Messaging Multiplexor”.

Access control files and Sun ONE Identity Server policies are used for
administration of end users, news channels, and conference rooms.

Instant Messaging Multiplexor

The Instant Messaging multiplexor component connects multiple instant
messenger connections into one TCP (Transmission Control Protocol) connection,
which is then connected to the backend Instant Messaging server. The multiplexor
reads data from the Sun ONE Instant Messenger and writes it to the server.
Conversely, when the server sends data to Sun ONE Instant Messenger, the
multiplexor reads the data and writes it to the appropriate connection. The
multiplexor does not perform any end user authentication or parse the
client-server protocol (IM protocol).

You can install multiple multiplexors based on your deployment requirements. For
more information, see “Sun ONE Instant Messaging Deployment Configurations”
on page 26.

Web Server

Instant Messaging requires a web server to serve the Instant Messenger resources.
The Instant Messenger resource files include:

< Theindex. htm file, provided by Sun ONE Instant Messenger, or a home page
with a link to invoke Sun ONE Instant Messenger.

« Sun ONE Instant Messenger jar files (messenger.jar,inres.jar,inbrand.jar,
i ndesktop.jar,imet.jar,andinni.jar).

< The Sun ONE Instant Messenger Online Help.
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You must install Instant Messenger resources on the same host where the web
server is installed. In an Identity Server deployment, Sun ONE Instant Messenger
can be installed on the Sun ONE Identity Server host or on a different web server
host. In most cases, the Instant Messenger resources will be installed on the same
host where you installed the Instant Messaging server software. It is possible to
locate the Instant Messenger resources on a host other than the Instant Messaging
server or multiplexor. For more information on this, see Sun ONE Instant
Messaging Installation Guide.

NOTE Install the web server before installing Sun ONE Instant Messaging.

If you are using Sun ONE Portal Server, you can use the web server
that is shipped with the product. You need not install a separate
web server for Instant Messaging.

LDAP Directory Server

The Sun ONE Instant Messaging server requires an LDAP directory server to
perform end user authentication, search for end users, and access end user and
group information.

The Sun ONE Instant Messaging server does not store the Instant Messenger
end-user information; instead, the Instant Messenger end-user information is
stored in the LDAP server. For performing end-user searches in the LDAP server,
the Instant Messaging server uses the LDAP cn and uid attributes.

The Sun ONE Instant Messaging server relies on common end-user attributes to
search for end-user and group information. The configuration allows the system
administrator to specify attribute names and search folders used by the server. Sun
ONE Instant Messaging properties (Sun ONE Instant Messenger properties and
subscriptions) can be stored in files on the Sun ONE Instant Messaging server or in
the LDAP server.

Sun ONE Instant Messaging supports end users that are defined and maintained in
an LDAP directory, such as Sun ONE Directory Server.

If you do not have an LDAP directory installed, you must install one. For more
information, see Sun ONE Instant Messaging Installation Guide.

SMTP Server

Instant Messaging uses an SMTP server to forward alerts as emails to end users
who are offline and are therefore unable to receive alerts.
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The SMTP server is not shipped with Instant Messaging. If you do not have an
SMTP server installed, you must install one. For more information, see Sun ONE
Instant Messaging Installation Guide.

Sun ONE Instant Messaging Deployment
Configurations

You can install and configure Sun ONE Instant Messaging server to meet your
site’s requirements. The following are some of the Instant Messaging deployment
scenarios:

= Sun ONE Instant Messaging deployment with separate web server host
= Sun ONE Instant Messaging deployment with multiple multiplexor hosts

< Sun ONE Instant Messaging deployment with multiple Instant Messaging
server hosts

NOTE The configuration details described in this section are for LDAP
deployments of Instant Messaging server.

For information on configuring Instant Messaging server on a
portal deployment, see Sun ONE Instant Messaging Deployment
Guide.

The Web Server and the Instant Messenger
Resources Installed on a Different Host

Figure 1-3 shows a configuration where the Instant Messaging server and
multiplexor are installed on the same host, and the web server is installed on a
separate host. The Instant Messenger resources are also present on the web server
host. Use this configuration when there is an existing instance of a web server and
an LDAP server, and you do not want to install other applications on these hosts.
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Figure 1-3 The web server and the Instant Messenger installed on a separate host.
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Multiple Multiplexor Hosts

Figure 1-4 shows a configuration of two multiplexors installed on separate hosts,
and the Instant Messaging server on a different host. This configuration enables
you to place a multiplexor outside your company'’s firewall. Installing multiplexors
on multiple hosts distributes the load of the Instant Messaging server across
multiple systems.

NOTE = The multiplexor can be resource-intensive, so putting it on a
separate host can improve the overall performance of the
system.

< Windows supports only one multiplexor instance per host.
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Figure 1-4 Instant Messaging Multiplexors Installed on Two Different Hosts.
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Federation of Multiple Instant Messaging
Deployments

Figure 1-5 shows a configuration consisting of two Instant Messaging servers. This
configuration is used when the site contains multiple administrative domains. The
server configuration on each Instant Messaging server host has to be set up so that
end users on one Instant Messaging server can communicate with end users on
other Instant Messaging servers. For more information on federating multiple
Instant Messaging deployments, see “Federating Deployment of Multiple Instant
Messaging Servers” on page 49.
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Figure 1-5 Multiple Instant Messaging server hosts.
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Configuration Files and Directory Structure

This section describes the Instant Messaging server directory structure and the
properties files used to store Instant Messaging operational data and configuration

information.

Instant Messaging server Directory Structure

Table 1-1 shows the platform-specific directory structure for the Instant Messaging

server.

Table 1-1

Instant Messaging server directories

Description

Solaris Location

Windows Location

Programs Files

These files include the native
executable files, the library files in
bi n orli b directory, the shell
scripts in sbi n directory, the java
classes in cl asses directory, and
templates files in | i b directory.

Server Configuration files

These files are in the
instant-messaging-configuration
directory and include the i i m conf
file and a subdirectory which
contains all the server-wide access
control files.

instant-messaging-installation-directory/
SUNW i m

The default value for the
instant-messaging-installation
directory is / opt

By default, the
instant-messaging-configuration
directory is located at:

/et c/ opt/ SUNW i ni def aul t/ con
fi g Note: The installer creates a
symbolic link from

[ etclopt/ SUNWi ni defaul t/co
nfig to
instant-messaging-installation-directory/
SUNW i m confi g.

instant-messaging-installation-directory

The default value for the
instant-messaging-installation
directory is ¢: \ Program

Fi | es\ Sun\ | nst ant Messagi ng

instant-messaging-installation-directory\
config
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Instant Messaging server directories (Continued)

Configuration Files and Directory Structure

Description

Solaris Location

Windows Location

Instant Messaging Server Data.

These files include the configurable
directory for the files generated by
the server at runtime. It includes the
end user data in the i nst ant -
nmessagi ng- database directory,
which contains information such as
the user and news channels
directory. It also contains the server
and multiplexor log files, in the | 0g
directory.

Instant Messenger resources.

These files contain HTML documents
and j ar files used by Sun ONE
Instant Messenger. The top-most
directory contains the
locale-independent resources, and
the locale-specific directories contain
the localized resources.

instancevardir/ def aul t

The default value for instancevardir is
[var/opt/ SUNWi m

instant-messaging-resource
directory

The default value for this resource
directory is:

[ opt / SUNWi i ht m

instant-messaging-installation-directory\

instant-messaging-resource
directory

NOTE

On Linux, the primary server package name is soi m and all the

above Solaris Location paths mentioned in Table 1-1 should be
replaced by soi m For example, replace SUN\Wi m with soi m

Sun ONE Instant Messaging Server
Configuration File

Instant Messaging stores all configuration options in the i i m conf file. For more
information on the parameters and their values stored in this file, see Instant
Messaging Configuration Parameters.
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Sun ONE Instant Messaging Data

Instant Messaging server stores the following data used by Sun ONE Instant
Messenger in the runtime files directory, which you specified during the
installation, and is indicated by the i i mi nst ancevardi r parameter in the i i m conf
file:

= End user properties, such as contact lists, messenger settings, subscribed news
channels and access control (alternatively, these properties can be stored in
LDAP).

< News channel messages and access rules.

= Alert Messages that are to be delivered. These messages are delivered and
removed when the recipient logs in.

= Public conferences. This does not involve instant messages which are not
persistent, but only properties of the conference objects themselves, such as
access rules.

Using SSL in Sun ONE Instant Messaging

34

Instant Messaging supports the Secure Sockets Layer (SSL) protocol, for encrypted
communications and for certificate-based authentication of Instant Messaging
servers. Instant Messaging server supports SSL version 3.0.

Sun ONE Instant Messaging multiplexor and Sun ONE Instant Messenger also
support SSL for encrypted communication between the client and the multiplexor.

For detailed information on SSL, see Appendix B in Sun ONE Console and
Administration Server 5.0 Server Management Guide.

Enabling SSL for Sun ONE Instant Messaging Server necessitates the following:

1. Obtaining and installing a certificate for your Instant Messaging server, and
configuring the Instant Messaging server to trust the Certification Authority’s
certificate.

2. Ensuring that each Instant Messaging server that needs to communicate using
SSL with your server, obtains and installs a certificate.

3. Turning on SSL in the server by setting the appropriate parameters in the
iimconf file.

Enabling SSL between the multiplexor and Sun ONE Instant Messenger requires
the following:
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1. Obtaining and installing a certificate for your Instant Messaging multiplexor
host, and configuring the Instant Messaging server to trust the Certification
Authority's certificate.

2. Turning on the SSL in the multiplexor by setting the appropriate parameters in
theiim conf file.

3. Making sure that the end users download and use the SSL version of the
Instant Messenger, such as the i nssl . j nl p file or the i nssl . ht m file.

For steps on configuring SSL, see Configuring SSL.

Sun ONE Privacy, Security, and Site Policies

Sun ONE Instant Messaging provides the ability to control access to Instant
Messaging features and preserve end-user privacy.

Site Policies

Site policies specify end-user access to specific functionality in Sun ONE Instant
Messaging. It specifies:

= Ability to access the presence status of other end users
= Ability to send alerts to other end users

= Ability to save properties on the server

= Ability to create and manage conference rooms

= Ability to create and manage news channels

The Instant Messaging administrator has access to all Instant Messaging features.
The administrator has MANAGE access to all conference rooms and news channels,
can view presence information of any end user, and can view and modify
properties such as Contact Lists and Instant Messenger Settings of any end user.
The site policy settings have no impact on the administrator’s privileges.

By default, the end user is provided with the privileges to access the presence
status of other end users, send alerts to end users, and save properties to the server.
In most of the deployments, the default values are not changed. These default
values need to be changed when Instant Messaging is used exclusively for the
pop-up functionality.
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When Instant Messaging is used exclusively for the pop-up functionality, the end
user will not be provided with the access privileges to presence information, chat,
and news features.

NOTE Although certain privileges can be set globally, the administrator
can also define exceptions for these privileges. For example, the
administrator can deny certain default privileges to select end users,
roles, or groups.

For more information on configuring site policies, see “Managing Instant
Messaging and Presence Policies” on page 97.

Conference Room and News Channel Access
Controls

End users can have the following access privileges on Conference rooms and News
channels:

= MANAGE - full access, which includes the ability to set the conference room or the
news channel privilege for other end users.

< W TE - privilege to add contents to the conference room or the news channel.
= READ - privilege to read the conference room or the news channel contents.
= NON\E - no access privileges.

End users with the MANAGE privilege can set the default privilege level for all the
other end users. These end users can also define the exception rules to grant an
access level that is different from the default access level permission given to
specific end users or groups.

NOTE Setting the WR TE privilege, grants the end users the READ privilege.

User Privacy

End users can specify if other end users can see their presence or not. By default, all
end users can access the presence information of another end user. End users can
also set exceptions for denying this access to certain end user and groups.
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If an end user has denied other end users from accessing the end user’s presence
status, then that end user’s availability status appears as offline in others contact
lists. No alerts or chat invitations can be sent to an end user whose presence status
is offline.

User privacy can be configured using the User Settings window in the Instant
Messenger. For more information on configuring user privacy, see Sun ONE
Instant Messenger Online Help.
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Chapter 2

Administering Sun™ ONE Instant
Messaging Server and Multiplexor

This chapter explains how to administer the Sun™ ONE Instant Messaging server
and Sun™ ONE Multiplexor, and perform other administrative tasks, such as
changing configuration parameters and managing end-user privileges. This
chapter also lists the administrative tasks for Sun ONE Portal Server deployments.

This chapter contains the following sections, which describe the various
administrative tasks in Instant Messaging:

< Administering Instant Messaging: End Users
= Stopping and Starting the Server and Multiplexor (On Unix)

< Changing Instant Messaging Server and Multiplexor Configuration
Parameters

< Managing Logging

= Managing End-User Privileges

= Federating Deployment of Multiple Instant Messaging Servers
= Configuring SSL

< Managing Sun ONE Instant Messaging's LDAP Configuration

< Displaying Calendar Reminders and Notifications as Instant Messenger
Popups

= Backing Up Instant Messaging Data
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Administering Instant Messaging: End Users

The administrative tasks in Instant Messaging are listed in the preceding section
and are described throughout the rest of this chapter. Take note of the methods—as
explained subsequently—for provisioning and managing end users.

Instant Messaging does not provide user provisioning tools. You need to use a

directory provisioning tool for provisioning Instant Messaging end users. Instant
Messaging does not provide specific commands to add, modify, or delete Instant
Messaging end users.

Likewise in an LDAP-only deployment, you cannot prevent an end user from
using Sun™ ONE Instant Messenger. In an LDAP-only deployment, the only way
to prevent end users from using Instant Messaging is to delete them from the
directory. In an Identity deployment using the policy attributes, you can prevent
an end user from accessing Sun ONE Instant Messenger.

The administrator can manage Instant Messaging end users, using the Instant
Messaging Administrator Access Control mechanism. For more information on
Instant Messaging Administrator Access Control, see “Sun ONE Privacy, Security,
and Site Policies” on page 35. In an Identity deployment, Sun ONE Identity Server
is used for provisioning Instant Messaging end users. For more information, see
“Sun ONE ldentity Server” on page 24.

CAUTION If you deny end users the privilege to set up watches on other end
users by editing the sysWat ch. acl file, the Sun ONE Instant
Messenger’s Main window is not displayed for these end users. This
effectively denies end users the ability to send instant messages.
However, end users would still be able to see alerts and news
channels.

Stopping and Starting the Server and Multiplexor
(On Unix)

40

The i madni n command enables you to:

= Start and stop the Instant Messaging server and multiplexor

= Start and stop only the multiplexor or only the server

= Refresh the Instant Messaging server and multiplexor configuration

= Refresh only the multiplexor or server configuration
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The i mdm n command-line utility can be executed only by the end user who has
administration rights to the system(s) on which the Sun ONE Instant Messaging
server and multiplexor are running. This end user is typically the identity that the
server runs as and is designated during installation:

e On Solaris - i net user

= On Windows - the end user with full administration privileges, such as an
adm ni strator.

= Inan Identity deployment, if the Portal Server and the Instant Messaging
server are installed on the same host, the end user is the one who is running
the Sun ONE ldentity Server, asr oot .

The i madm n command-line utility is located in the following directory:
* On Solaris: instant-messaging-installation-directory/ SUNW i ni shi n

Starting the Sun ONE Instant Messaging server enables Sun ONE Instant
Messenger to connect to it. Stopping the Instant Messaging server closes all
connections and disconnects all the Instant Messengers.

If required, you can start and stop the multiplexor instance separately. For
example, if you have changed a configuration parameter which only affects the
multiplexor, or if you only have the multiplexor installed on a different host, you
can start and stop the multiplexor instance separately.

To Start the Instant Messaging Server and
Multiplexor

For a given instance, the configuration specifies whether only the multiplexor or
only the server or both these components are enabled.

Use the i madm n command to start the Sun ONE Instant Messaging Server and/or
multiplexor, depending on which component is enabled:

i madmn start

If both server and multiplexor are enabled, this command first starts the Instant
Messaging server, and then starts the multiplexor.
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To Stop the Instant Messaging Server and
Multiplexor

Use the i madm n command to stop the Sun ONE Instant Messaging server and/or
multiplexor, depending on which component is enabled.

i madm n stop

This command stops the server and the multiplexor, terminates all end user
connections, and disconnects any inbound and outbound servers configured.

To Refresh the Configuration (Instant Messaging
Server and Multiplexor)

Use the i madm n command with the r ef r esh parameter to refresh the server and/
or multiplexor configuration, as shown in the following example:

i madm n refresh

This command stops and restarts the enabled server and/or multiplexor
components.

NOTE Whenever you change a configuration parameter in the i i m conf
file, make sure to refresh the configuration.

If necessary, you can stop, start or refresh the multiplexor or server only, regardless
of which components are enabled in the configuration. To do this, use the
nmul ti pl exor or server argument with the i madm n command.

= To Start the Multiplexor only, type:
i madm n start nultipl exor
= To Stop the Server only, type:

i madm n stop server
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To Start and Stop the Instant Messaging Server
and Multiplexor (Windows Only)

On Windows, open the Services dialog box from the Control Panel to start and stop
the Instant Messaging server and the multiplexor. For more instructions on starting
and stopping services, refer to the documentation provided with the Windows
operating system.

Changing Instant Messaging Server and
Multiplexor Configuration Parameters

Instant Messaging stores configuration parameters in the i i m conf file. For a
complete list of configuration parameters, see Instant Messaging Configuration
Parameters.

To change configuration parameters, manually edit the configuration parameters
and values in the i i m conf file, then refresh the Sun ONE Instant Messaging
server configuration. If you change a multiplexor parameter, you only need to
refresh the multiplexor using the following i madm n command:

i madm n refresh nul ti pl exor

To Change Configuration Parameters

For a complete list of parameters and their values, see Instant Messaging
Configuration Parameters.

To Change Configuration Parameters:

1. Change to the confi g directory. For example, on Solaris type:
cd /etc/opt/ SUNWi nidefault/config

2. Edittheiimconf file. For example:
vi iimconf

3. Save your changes.

4. Refresh the configuration.
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CAUTION If you change the multiplexor listen port (i i m mux. | i st enport)or
the multiplexor host, update the i m ht mi or the i mj nl p files
accordingly. Failure to do so disables Sun ONE Instant Messenger
from connecting to the server. For more information, see the section
on Managing Sun™ ONE Instant Messenger.

Managing Logging

Instant Messaging creates log files that record events, related status of various
software components, system errors, and other aspects of the server and
multiplexor. By examining the log files, you can monitor many aspects of the
server’s operation.

You can configure the level of logging for both the Sun ONE Instant Messaging
server and the multiplexor by specifying the parameters in the i i m conf file. For
information on configuring the level of logging in the i i m conf file, see the section
on To Change Configuration Parameters.

The location of the log files are specified during Instant Messaging installation.
« On Solaris, the default directory is:
/var/opt/ SUNWi nidefault/l og
e On Linux, the default directory is:
/var/opt/soimdefault/l og
< On Windows, the default directory is:
c:\ Program Fi | es\ Sun\ I nst ant Messagi ng\ | og

As part of the regular Instant Messaging server system maintenance, you need to
periodically review and trim the log files from occupying more disk space. The
server does not perform this action.

Logging Levels

The level or priority of maintaining the error log defines how detailed, or verbose,
the log should be. A higher priority level implies less details as only events of high
priority (high severity) are recorded in the log file. In contrast a lower priority level
implies greater details as more events are recorded in the log file.
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You can set the logging level separately for the Instant Messaging server and the
multiplexor.

Table 2-1 contains the logging levels for the Instant Messaging server and their
description. These logging levels are a subset of the levels defined by the Unix
sysl og facility.

Table 2-1  Logging Levels for the Instant Messaging Server and the Multiplexor

Level Description

FATAL This priority level records minimum logging details in the log file. A log record is added to the log
file whenever a severe problem or critical condition occurs. If a FATAL problem occurs, the
application might stop functioning.

ERROR A log record is added to the log file whenever a recoverable software error condition occurs or a
network failure is detected. For example, when the server fails to connect to a client or to another
server.

WARNING A log record is added to the log file whenever a user error is detected. For example, when the
server cannot understand the communication sent by the client.

NOTICE A periodic event is written to the log file to report the status of the server. This includes state
(running), the number of clients connected, and number of inbound and outbound servers
connected.

INFO Alog record is added to the log file whenever a significant action takes place. For example, when
an end user successfully logs in or logs out.

DEBUG The tasks are recorded in the log file. This information is useful for debugging purposes only.

Each event with individual steps within each process or task are written to the log file, to help the
end user identify the problems while debugging the application.

When you select a particular logging level, events corresponding to that level and
to all higher and less verbose levels are logged.

NOTI CE is the default level for both the server and the multiplexor log files.

NOTE If you specify DEBUGas the logging level, your log files will occupy
more disk space. Monitor and trim your log files to prevent them
from occupying more disk space.

To Set Log File Levels

The log file levels are set within the i i m conf file. The following are the two log file
logging level options:

Chapter 2 Administering Sun™ ONE Instant Messaging Server and Multiplexor 45



Managing End-User Privileges

= The parameter for the logging to the server is:
iimlog.iimserver.severity.

= The parameter for the logging to the multiplexor is:
iimlog.iimnux.severity.

For more information on configuring Instant Messaging, see To Change
Configuration Parameters.

Managing End-User Privileges
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The Administrator can control end-user access to Instant Messaging information
by restricting privileges to the end user. These privileges determine if the end user
can add and delete news channels, send alerts, and setup watches on other end
users. These features provide the end users the access to the required features and
views in the Instant Messaging. All the Instant Messaging features are controlled
by the privilege system that determines what a end user can view or perform on
Instant Messaging.

Sun ONE Instant Messaging provides the following access control mechanisms:
= Conference and News Channel Access Controls

e User privacy

Conference Room and News Channel Access
Controls

For each Conference room and News channel, you can define the default access
end users can have. The access privileges end users can have on Conference rooms
and News channels are:

«  MNANAGE
 WRITE

* READ

«  NONE
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End users with the MANAGE privilege can set the default privilege level for all the
other end users. They can also define the exception rules to grant an access level
that is different from the default access level to specific end users or groups.

NOTE Setting the WR TE privilege, grants end users the READ privilege.

The conference room and news channel privileges are set through Sun ONE Instant
Messenger. These files are updated automatically when you use Sun ONE Instant
Messenger to manage conference rooms and news channels.

Table 2-2 lists the Conference room and News channel access control files and the
privileges that these files provide end users. These access control files are located in
the db/ acl s directory.

Table 2-2 Conference Room and News Channel Access Control Files

ACL File Privileges

roomname. acl This file sets access privileges that end users can have on
conference rooms.

news channelname. acl This file sets access privileges that end users can have on news
channels.

Room and News Channels Access Control File Format

The format of the roomname. acl and news channelname. acl files is slightly
different from the system level access control files. For more information on the
system level access control files, see “Access Control File Format” on page 101. The
roomname. acl and news channelname. acl files contain an additional number entry
after the user or group entry that defines the access level. The access levels are:

e 1-None
e 2-Read
e 6-Write

e 14 -Manage
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In the following news channel access control file example, the default access is
Read, with Manage access given to user 1, Write access given to user 2, and an
access of None to user 3.

Exanpl e newschannel . acl file
3.0.1

suserl:14

1user2:6

ruser3:1

: ch=gr oupl, ou=gr oups, o=exanpl e: 6
2

oQ c c c < H®

NOTE The line v: 3. 0. 1 inthe newschannel . acl file, tells the server how to
interpret the values. If this line is not included, the server will not be
able to associate the value of 2 with Read access, and the value 6
with Write access.

NOTE Do not edit the roomname. acl and news channelname. acl files
manually. These files are updated automatically as you use Sun
ONE Instant Messenger to manage conference rooms and news
channels. Because Sun ONE Instant Messaging server reads and
writes these files when end users change access using Sun ONE
Instant Messenger, end users can lose their changes if the files are
edited manually while the server is running.

User Privacy

You can specify if other end users can see your presence or not. By default, all end
users can see your presence status. You can also set exceptions for denying this
access to certain end users and groups.

If you have denied other end users from accessing your presence status, then these
end users will see your availability status as offline in their contact lists. These end
users will not be able to send alerts or chat invitations to you, as your presence
status is offline.
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User privacy can be configured using the User Settings window in the Instant
Messenger. For more information on configuring user privacy, see Sun ONE
Instant Messaging Online Help.

Federating Deployment of Multiple Instant
Messaging Servers

In an LDAP-only deployment, when you federate multiple Sun ONE Instant
Messaging deployments you form a larger Instant Messaging community. End
users from different servers can communicate with each other, user conference
rooms on other domains, and subscribe to news channels on remote servers based
on the access privileges.

In an Identity deployment, a single Sun ONE Instant Messaging server can host
multiple domains. You can designate a single domain as the default domain for a
Sun ONE Instant Messaging server instance. End users in different domains hosted
by the same server cannot interact with each other. When you federate multiple
Sun ONE Instant Messaging deployments, end users in default domains can see
the end users in default domains of other remote Sun ONE Instant Messaging
servers.

For enabling communication between multiple Sun ONE Instant Messaging
servers in your network, you need to configure your server to identify itself to the
other Sun ONE Instant Messaging servers in the network. A Sun ONE Instant
Messaging server identifies itself with its domain name, host and port number,
serverlID, and password.

Within the server configuration, you can assign each Sun ONE Instant Messaging
server a symbolic name, consisting of letters and digits, for example, | Mser ver 1.

CAUTION It is recommended that the server-to-server communication is
secured using TLS (SSL). This is required to prevent third party
infringement of security when data is exchanged between two
servers. This precaution is extremely desirable in the case where the
link between the two servers uses the public internet. Follow the
instructions outlined below to configure SSL between Instant
Messaging servers.
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To Configure Communication Between Instant
Messaging Servers

This procedure describes how to enable communication between two Instant
Messaging servers, i i m conpany22. comandiimi-zed. com

1. Gather the following information listed in Table 2-3.

Table 2-3 lists the parameters in the i i m conf file for server-to-server
communication and the values for these parameters in the Instant Messaging
servers, i i m conpany22. comandiimi-zed. com

Table 2-3  Configuration Information for Server-to-Server Communication

Parameter in iim.conf File Value for Server Value for Server iim.i-zed.com
iim.company22.com

iimserver.serverid | antonpany?22 | am - zed

i i mserver. password secr et f or conpany?22 secret4i-zed

i i mserver.coservers coserverl coserverl

i i mserver. coserverl. host iimi-zed.com9919 i i mconpany22. com 9919

iimserver.coserverl. serverid I am - zed | antonpany?22

i i mserver.coserverl. password secret 4i-zed secr et f or conpany?22

For more information on the configuration parameters, see Instant Messaging
Configuration Parameters.

NOTE You can configure your server to communicate with other Instant
Messaging servers. Each Instant Messaging server is identified by
its symbolic name. The symbolic name of the server is added in the
i i mserver. coservers parameter intheii m conf file. This
parameter has multiple values and each value is separated by a
comma.

2. Change to the confi g directory on the serveri i m conpany22. com For
example, on Solaris:

cd /etc/opt/SUNWi i default/config
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Edit theii m conf file, for example:

vi iimconf

NOTE

Theiim conf file should be owned by the Instant Messaging
server account you created during installation. If the i i m conf file
cannot be read by the Instant Messaging server account, Instant
Messaging server and multiplexor would be unable to read the
configuration. Additionally, you might lose the ability to edit the
iimconf file.

The following example shows the section of the i i m conf file on
i i m conpany22. comcorresponding to the server-to-server communications
that you can modify:

m ser ver .
m server .
m server .
m ser ver .
m ser ver .
m ser ver .

serveri d=I anconpany22

passwor d=secr et f or conpany22
coservers=coserverl

coserverl. host=iimi-zed.com 9919
coserverl. serverid=lam - zed
coserver 1. passwor d=secr et 4i - zed

Follow Step 2 through Step 3 for the i i m conf file onserveriimi-zed. com

The following example shows the section of the i i m conf file on
i i mi-zed. comcorresponding to the server-to-server communications that
you can modify:

m ser ver .
m ser ver .
m ser ver .
m server .
m server .
m ser ver .

serverid=lani -zed

passwor d=secr et 4i - zed
coservers=coserverl

coser ver 1. host =i i m conpany22. com 9919
coserver 1. serveri d=l antonpany22
coserver 1. passwor d=secr et f or conpany22

Save the changes and refresh the configurations on both servers.
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Configuring SSL

Instant Messenger communicates with the multiplexor component of the server.
For a secured connection between the Instant Messaging server and the Instant
Messenger, you need to configure SSL between Sun ONE Instant Messenger and
the multiplexor.

NOTE The Instant Messaging server implements SSL differently when
compared to the multiplexor. For this reason the steps to configure
SSL in multiplexor is enumerated in this section separately.

The following are the steps necessary to configure SSL between Sun ONE Instant
Messenger and Multiplexor:

1. Requesting a Certificate from the Certificate Authority

2. Installing the Certificate

NOTE For more information about managing certificates, see Sun ONE
Web Server Administrator’s Guide.

3. Configuring the Instant Messaging Server to Enable SSL between the
Multiplexor and the Instant Messenger

4. To Activate SSL for Server to Server Communication

5. Invoking the Secure Version of Instant Messenger

Requesting a Certificate from the Certificate Authority

To enable SSL between Instant Messenger and multiplexor, you need to install the
certificate and create databases for secure communication. You can request and
install the certificate using Sun ONE Web Server.

To request and install a certificate using Sun ONE Web Server:
1. Type the following URL for starting the administration server in your browser:
ht t p: // host nane. donmai n- nane: adm ni strati on_port

Sun ONE Web Server then displays a window prompting you for a user name
and password.
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Type the administration user name and password you specified during the
Web Server installation.

Sun ONE Web Server displays the Administration Server page.

Create a separate Web Server instance. For more information on installing
multiple instances of the server, see Installing Multiple Instances of the Server
in Sun ONE Web Server, Enterprise Edition Administrator’s Guide at:

htt p: // docs. sun. coni sour ce/ 816- 5682- 10/ esgst art . ht 1003083

Create a trust database to store the public and private keys, referred as the
key-pair file. The key-pair file is used for SSL encryption.

For information on creating a trust database, see Creating a Trust Database in
Sun ONE Web Server, Enterprise Edition Administrator's Guide at:

ht t p: // docs. sun. coni sour ce/ 816- 5682- 10/ esecurty. ht m#1004127
Request a certificate from the Certificate Authority.

For more information on requesting a certificate, see Requesting and Installing
Other Server Certificates in Sun ONE Web Server, Enterprise Edition
Administrator's Guide at:

htt p: //docs. sun. conl sour ce/ 816- 5682- 10/ esecurty. ht r##1004981

Installing the Certificate

When you receive the server certificate from your Certificate Authority, you need
to install the certificate.

To install the certificate:

1.

Type the following URL for starting the administration server in your browser:
ht t p: / / host nane. donai n- nanme: adm ni strati on_port

Sun ONE Web Server then displays a window prompting you for a user name
and password.

Type the administration user name and password you specified during the
Web Server installation.

Sun ONE Web Server displays the Administration Server page.
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3. Install the server certificate.
For more information on installing the certificate, see Requesting and Installing
Other Server Certificates in Sun ONE Web Server, Enterprise Edition
Administrator's Guide at:
htt p: // docs. sun. coni sour ce/ 816- 5682- 10/ esecurty. ht 1004981
4. Change to your Web Server al i as directory.
5. Copy the database files from your Web Server al i as directory to the Instant
Messenger confi g directory.
To copy the database files from Web Server al i as directory to the Instant
Messenger confi g directory, type the following:
cp https-serverid-hostnane-cert?7.db
/etc/opt/SUNW i m defaul t/config/cert7.db
cp https-serverid-host nane-key3. db
/ etc/opt/ SUNW i nf def aul t/ confi g/ key3. db
cp secnod. db /etc/opt/SUNW i ni def aul t/confi g/ secnod. db
NOTE The end user on which the Instant Messaging server runs should
have Read permission on cert 7. db, key3. db, and secnod. db
files.
6. Change to your Instant Messaging conf i g directory.
cd /etc/opt/ SUNWi nmidefault/config
7. Create the ssl passwor d. conf file using an editor of your choice. For example,
you could type:
vi ssl password. conf
8. Enter the following line to the ssl passwor d. conf file
Internal (software) Token: password
Password: The password specified during the creation of the trust database.
9. Save the file.
NOTE All Instant Messenger end users should have Ownership and Read

permission on the ssl passwor d. conf file.
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10. After verifying the functioning of SSL, log in to Sun ONE Web Server as an
administrator and remove the web server instance that you have created while
requesting the certificate.

Configuring the Instant Messaging Server to Enable SSL between
the Multiplexor and the Instant Messenger

Table 2-4 lists the parameters in the i i m conf file for enabling SSL between Sun
ONE Instant Messenger and multiplexor. It also contains the description and the
default value of these parameters:

Table 2-4  Configuration Information for enabling SSL Between Sun ONE Instant
Messenger and Multiplexor

Parameter Default Value Description

i i m_mux. usessl of If the value is set to “On”, the
multiplexor requires an SSL
handshake for each connection it
accepts, before exchanging any
application data.

i i mnux.secconfigdi /etc/opt/SUNWinlide Thisdirectory contains the key

r fault/config and certificate databases. It
usually contains the security
module database.

i i mmux. keydbprefix None This value should contain the key
database filename prefix. The key
database file name must always
end with key 3. db.

If the Key database contains a
prefix, for example

Thi s- Dat abase- key3. db,
then value of this parameter is
Thi s- Dat abase.

i i mmux.certdbprefi None This value should contain the

X certificate database filename
prefix. The certificate database file
name must always end with
cert7.db.

If the certificate database contains
a prefix, for example
Secret-stuff-cert7.db,
then value of this parameter is
Secret-stuff.
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Table 2-4  Configuration Information for enabling SSL Between Sun ONE Instant

Messenger and Multiplexor

Parameter Default Value

Description

i i mmux.secnodfile  secnod. db

i i mmux. certni cknam Server-Cert
e

i i mmux. keyst orepas ssl password. conf
swordfile

This value should contain the
name of the security module file.

This value should contain the
name of the certificate you entered
while installing the certificate.

The certificate name is
case-sensitive.

This value should contain the
relative path and the name of the
file containing the password for the
key database. This file should
contain the following line:

I nternal (software)
Token: password

Where password is the password
protecting the key database.

To enable SSL between Sun ONE Instant Messenger and Multiplexor:
1. Change to the confi g directory. For example, on Solaris:

cd /etc/opt/ SUNWi i default/config

2. Edittheiimconf file, for example:

vi iimconf
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i i mmux.

|istenport = "siroe.com 49909"

! The IMserver and port the multiplexor talks to.

i i mnux.

serverport = "siroe.com 49999"

I Nunber of instances of the nultiplexor.

i i mmux.

num nstances = "1"

I Maxi num nunber of threads per instance

i i mnux.

I Maxi num nunber of concurrent connections per multiplexor process
i mmux.

i i mnmux.
i i mnux.
iimnmnux.
i i mmnux.
i i mmux.
i i mmux.
i i mnmux.

nmaxt hreads = "10"

maxsessi ons = "1000"

usessl = "on"

secconfigdir = "/etc/opt/ SUNWi m defaul t/config"
keydbprefix = "Thi s- Dat abase"

certdbprefix = "Secret-stuff"

secnodfile = "secnod. db"

certnicknane = "Server_Cert"

keyst orepasswor dfil e = "ssl password. conf"

3. Add the values mentioned in the Table 2-4 to the Multiplexor configuration

parameters.
The following is an example of the i i m conf file with the Multiplexor
configuration parameters:

' IIMmultiplexor configuration

!

!

I Miltiplexor specific options

! IP address and listening port for the multiplexor.

I WARNING | f this value is changed, the port value of '-server’ argunent

'intheclient’s imhtmi and imjnlp files shoul d al so be changed to match

th

is.

Invoking the Secure Version of Instant Messenger

The secure version of Instant Messenger can be invoked by accessing the

imssl. htn fileorinssl.jnlp filefrom your browser. These files are located under
the resource directory, the base directory under which all the Sun ONE Instant
Messenger resources are stored.
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The links to these applet descriptor files can also be added to i ndex. ht m file.

To Activate SSL for Server to Server Communication

Before you can activate SSL, you must create a certificate database, obtain and
install a server certificate, and trust the CA’s certificate as described earlier.

1. Settheseii m conf parameters:
o iimserver.usesslport=true
o iimserver.sslport=9910
These parameters should already be in the i i m conf file.

2. Set the server-to-server configurations as described in Federating Deployment
of Multiple Instant Messaging Servers, and add the following:

o iimserver.coserverl. usessl=true

Change the port number of the following:

o iimserver.coserverl. host =host nane: 9910

The port number should be the SSL port of the other server.

Following is a section of i i m conf file with the required SSL configuration:

I Server to server conmunication port.
iimserver.port = "49919”
I Should the server listen on the server to server conmunication port

iimserver.useport = "True”
I Should this server listen for server-to-server conmunication using ssl port
i mserver.usessl port = "True”

i mserver. ssl port=49910

i m server. coserver s=coserver1l

i mserver. coserver 1. serveri d=I antonpany22

i m server. coserver 1. passwor d=secr et f or conpany22

i mserver. coserverl. usessl =true

i mserver.coserverl. host=iimi-zed. com 49910

i mserver.serverid=lan -zed

i m server. passwor d=secr et 4i - zed

i mserver.secconfigdir = "/etc/opt/SUNWi nidefault/config"
i mserver. keydbprefix = "Thi s- Dat abase"
imserver.certdbprefix = "Secret-stuff"

i mserver.secnodfile = "secnod. db"

i mserver.certnickname = "Server_Cert"

i m server. keyst orepasswordfile = "ssl password. conf"
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Configuring the Instant Messaging server to enable SSL between two
Instant Messaging servers

Table 2-5 on page 59 lists the parameters in the i i m conf file for enabling SSL
between two Sun ONE Instant Messaging servers. It also contains the description
and the default value of these parameters:

Table 2-5 Configuration Information for Enabling SSL Between Two Sun ONE
Instant Messaging Servers

Parameter Default Value Description

iimserver.secconfigdir /etc/opt/SUNWimnm de Thisdirectory contains the key
fault/config and certificate databases. It
usually contains the security
module database.

i i mserver. keydbprefix None This value should contain the key
database filename prefix. The key
database file name must always
end with key 3. db.

If the Key database contains a
prefix, for example

Thi s- Dat abase- key3. db,
then value of this parameter is
Thi s- Dat abase.

iimserver.certdbprefix None This value should contain the
certificate database filename
prefix. The certificate database file
name must always end with
cert7.db.

If the certificate database contains
a prefix, for example
Secret-stuff-cert7.db,
then value of this parameter is
Secret-stuff.

iimserver.secnodfile secnod. db This value should contain the
name of the security module file.

iimserver.certnicknane Server-Cert This value should contain the
name of the certificate you entered
while installing the certificate.

The certificate name is
case-sensitive.
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Table 2-5 Configuration Information for Enabling SSL Between Two Sun ONE
Instant Messaging Servers

Parameter Default Value Description
i i mserver. keystorepass ssl password. conf This value should contain the
wordfile relative path and the name of the

file containing the password for the
key database. This file should
contain the following line:

I nternal (software)
Token: password

Where password is the password
protecting the key database.

iimserver.trust_all _ce false If this value is true than the server

rt

will trust all certificates and will
also add the certificate information
into the log files.

Managing Sun ONE Instant Messaging's LDAP
Configuration
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An LDAP-only deployment of Sun ONE Instant Messaging server requires a
directory server. In an LDAP-only deployment, the Instant Messaging server uses
the directory server to perform end-user authentication and to search for end users.

In an Identity deployment, Sun ONE Instant Messaging server uses the directory
used by Sun ONE Portal Server. When installed in an Identity deployment
environment, Sun ONE Instant Messaging server uses the directory used by the
Sun ONE Identity Server to search for end users, and not for end-user
authentication. In an Identity deployment, Sun ONE Identity Server performs the
authentication.

If you use an LDAP directory to maintain your user namespace, the default
configuration makes the following assumptions regarding the schema used by this
directory:

= End user entries are identified by the i net O gPer son object class.
= Group entries are identified by the gr oupO Uni queNarnres object class.

= Sun ONE Instant Messenger user ID attribute of an end user is provided by the
ui d attribute (from i net Or gPer son objectclass).

= The email address of an end user is provided by the mai | attribute.
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= The display name of an end user or group is provided by the cn attribute.

= The list of members of a group is provided by the uni queMenber attribute
(gr oupO Uni queNanes object class).

You can change these default settings by editing the i i m conf file.

Searching the Directory as Anonymous Users

Instant Messaging needs to be able to search the directory to function correctly. If
your directory is configured to be searchable by anonymous users, Instant
Messaging has the capability to search the directory. If the directory is not readable
by anonymous users, you must take additional steps to configure thei i m conf file
with the credentials of a user ID that has at least read access to the directory.

These credentials consist of:
= Adistinguished name (dn)

= The password of the above dn

To Enable Instant Messaging server to Conduct
Directory Searches as a Specific End User (Not
Anonymous)

1. Identify values for the following parameters in the i i m conf file:

o iimldap. usergroupbi nddn - Specifies the distinguished name (dn) to
use to bind to the directory for searches.

o iimldap. usergroupbi ndcred - Specifies the password to use with the
distinguished name (dn)

For example:
i i m| dap. user groupbi nddn="cn=i i m server, o=i - zed. conf

i i m| dap. usergroupbi ndcr ed=secr et
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NOTE You do not have to use administrator-level credentials with write
level access, as all that is necessary is read access to the domain tree.
Thus, if there is an LDAP user with read level access, use its
credentials instead. This is a safer alternative as it does not force
you to disseminate the administrator-level credentials.

2. Inan Identity deployment, the directory is generally not searchable by
anonymous users. In an Identity deployment set the
i i mldap.useidentityadm nconfiguration parameter to t r ue. Also you can
delete or comment out the following configuration parameters:

o iimldap.usergroupbi nddn
o iimldap.usergroupbindcred.
3. Edittheiimconf file.

See “To Change Configuration Parameters” on page 43 for instructions on
editing the i i m conf file.

If theiimI dap. user groupbi nddn andiim| dap. user gr oupbi ndcr ed
parameters do not appear in the ii m conf file, you can add them anywhere in
the file.

Configuring Dynamic LDAP Server Group

In the LDAP Server, the dynamic groups filter end users based on their DN and
include them in a single group. The dynamic groups are defined in Sun ONE
Directory Server as the gr oupO Ur | s objectclass.

To enable end users to view the dynamic groups in search results and add them to
their contact list, you need to include the gr oupO Ur | s objects to search results.

The following modifications need to be made to the server configuration file
iimconf:

1. Change to the confi g directory. For example, on Solaris:
cd /etc/opt/SUNWi i default/config
2. Edittheiimconf file. For example:

vi iimconf
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3. Add the following information to the i i m conf file:

i i m|dap. usergroupbynamesear chfilter=(| (&| (obj ectcl ass=gr oupof uni quenanes)
(obj ect cl ass=groupofurls)))(cn={0})) (& obj ect cl ass=i net or gper son) (cn={0})))

i imldap. groupbrowsefilter=(|(objectclass=groupofuni quenanes) (obj ect cl ass=g
roupofurls))

i i m|dap. groupcl ass=groupCtf Uni queNanes, gr oupCf URLs

The attribute and objectclass names are configurable.By default, the menber & Ur | s
attribute is used as the membership attribute of a dynamic group. If you want to
use an attribute name other than menber & Ur | s, set the

i i m | dap. groupmenberurl attr option to the attribute name you want to use.

Displaying Calendar Reminders and Notifications
as Instant Messenger Popups

You can configure the Instant Messenger to display calendar reminders and
notifications as Instant Messenger popups if you have deployed Sun ONE
Calendar Server and Sun ONE Instant Messaging server. The calendar notifications
that are formatted as text/xml or text/calendar are parsed by Instant Messaging
and are displayed as popups in Instant Messenger.

To access only the popup feature the calendar users can use the “POPUP”
Messenger Flavor instead of using the full Instant Messenger capability. For more
information on setting the Messenger Flavor, see “Controlling the Exposed
Messenger Feature Set” on page 94.

NOTE As Single Sign-on is not provided between Sun ONE Calendar
Server and Sun ONE Instant Messaging, the user has to authenticate
separately on both these services. You need not reauthenticate if
these services are deployed in a portal environment.
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Figure 2-1 Instant Messenger Pop-up Architecture.
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The Instant Messenger popups architecture for displaying calendar reminders and
notifications as can be explained as follows:

1.

Java Messaging Service (also referred as JIMS) Subscriber subscribes for the
calendar events to the Calendar Event Notification Server (ENS).

Calendar Server publishes events or notification to the Event Notification
Server (ENS).

The JMS Subscriber receives these reminders and events as messages from the
Calendar Event Notification Server (ENS).

From these messages the JMS Subscriber generates text or calendar Instant
Messaging messages.

If the owner of the calendar is online, the server sends these Instant Messaging
messages to the owner.

The text/calendar message handler in the Instant Messenger generates the
HTML alerts based on the content of these messages that is parsed by the
Instant Messaging server.

Displaying calendar reminders and notifications as Instant Messenger popups
contain the following components:
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JMS Message Listener or Subscriber. This module implements the JMS

j avax. j ms. Messageli st ener interface. For each JMS message received, it builds
Instant Messaging notification (alert) message. The following server configuration
and contents of incoming JMS messages is used:

The Calendar ID Event URI parameter is used to determine the User ID of the
calendar owner. The User ID is then used to build the recipient address of the
alert.

The conpt ype parameter determines the type of calendar object (event or task)
described by the message body.

The subject of the generated message is derived from the configuration and the
component type.

The originator of the message is provided in the configuration.

The message contents can either be text/xml or text/calendar. If the incoming
message is of type text/xml, it is converted to a text/calendar. This
text/calendar representation is used to generate the Instant Messenger alert by
the Text/Calendar Message Handler.

Text/Calendar Message Handler. This module is a Messenger Bean defined by the
Messenger Bean specification. It intercepts all Instant Messaging messages or
message type. For each message it intercepts, it generates an HTML alert and
displays this alert in the Instant Messenger. It uses the following attributes of the
incoming Instant Message to convert it to an HTML alert:

The subject of the incoming message provides information on the message
type, such as reminders, calendar database notifications, events and tasks.
Each type of calendar event corresponds to a localized subject and is displayed
in the popup.

The text of the alert is generated from the information contained in the
text/calendar message content. One template is provided for each of the event
and the task.

Configuring Calendar Server for Displaying
Calendar Reminders and Notifications as Instant
Messenger popups

The following needs to be configured in the Calendar Server for displaying
calendar reminders and notifications as Instant Messenger popups:
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Enabling Alarms

Alarms need to be enabled in the Calendar server and the Calendar Event
Notification Server (ENS) needs to be configured to send and receive alarm
notifications.

Code Example 2-1 shows the values for alarm configuration parameters in the file
i cs. conf in the directory calendar-server-install-dir/ cal / bi n/ confi g/ .

Code Example 2-1 Alarm configuration parameters in the file i cs. conf .

cal db. serveral arns = yes
cal db. serveral arns. di spatch = yes
cal db. serveral arns. di spatchtype = ens

A custom alarm URL must be defined in the i cs. conf file to enable text/xml or
text/calendar formatted notifications.

Code Example 2-2 shows an example of the custom alarm URL and content type
defined in the filei cs. conf.

Code Example 2-2 Custom alarm URL defined in the filei cs. conf.

cal db. serveral arns.url = enp:///ics/custonal arm
cal db. serveral arns. contenttype = text/cal endar

Configuring Instant Messaging Server for
Displaying Calendar Reminders and
Notifications as Instant Messenger Popups

The Instant Messaging server has to be configured for displaying calendar
reminders and notifications as Instant Messenger popups. The JMS client in Instant
Messaging server needs to be provided with the instructions on how to
communicate to the ENS broker as the Calendar Server uses the Event Notification
Server (ENS) as a JMS Bus.This is performed using the server configuration options
in the fileii m conf.
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Table 2-6 shows the server configuration options in the file i i m conf and their

description.

Table 2-6  The Server Configuration Options in the file i i m conf and their

description.

Option

Description

j ms. consumners

j ms. providers

j ms. consumer . consumer. provi der

j MB. consuITer . consumer. hanme

j mB. consumner . consumer. t ype

j ms. consurmer . consumer. f act ory

j MB. cONSuUIer . consumer. par am

This option contains the list of consumers
identifiers separated by comma. Each
consumers identifier is used to build option
names whose values describe a specific
consumer.

This option contains the list of IMS provider
identifiers separated by comma. Each
identifier is associated with a JMS provider
and used in option names whose values
describe the provider

Identifier of the JMS provider is associated
with the JMS consumer module called
consumer. Consumer is replaced by an actual
consumer identifier specified in the option
iimjnms.consuners.

This option contains JMS topic or queue
name associated with consumer consumer.

This option contains the JMS consumer
consumer type. It may contain the following
values:

= topic for JIMS Topic subscription or
= queue for JIMS queue bindings.
The default value is t opi c.

Using JMSMessagelLi st ener Factory a
Message Listener for consumer consumer can
be instantiated and registered as a JMS
callback.

This option contains a free-form ascii string
which is made available to the Message
Listener. The string may contain additional
information needed to process the incoming
JMS messages that is specific to the
consumer.
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Table 2-6  The Server Configuration Options in the file i i m conf and their
description.

Option Description

j ms. provi der . provider. br oker This option contains the JMS broker host and
port used while initializing the JMS provider
provider.

j ms. provi der. provider. fact ory This option contains the
Connect i onFact ory class name for the
provider

Code Example 2-3 shows the JMS provider definition that is to be provided in the
fileiimconf.

Code Example 2-3 JMS Provider definition in the filei i m conf.

jms. providers = ens
j ms. provi der. ens. broker = ical.exanple.com 7997
jms. provider.ens.factory =

com i pl anet. ens. j ms. ENSConnecti onFact ory

Code Example 2-4 contains JMS consumers definition for the calendar in the file
iimconf.

Code Example 2-4 JMS consumers definition for the calendar.

jms.consuners = cal endar [,...]

Code Example 2-5 contains the JMS consumer type and the JMS provider for the
Calendar Server in the filei i m conf .

Code Example 2-5 JSMS consumer type and the JMS provider for the Calendar
erver.

j me. consuner. cal endar.type = topic
j ms. consurmer. cal endar . provi der = ens
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Code Example 2-6 contains the JMS consumer topic name for the Calendar Server
in the filei i m conf file.

Code Example 2-6 JMS consumer topic name for the Calendar Server

j ms. consuner. cal endar.topic = enp:///ics/customal arm

Additional parameters need to be added to build the Instant Messenger message.
The j ms. consuner . consumner . par amoption is used for building the message.
Calendar Server message listener uses a list of parameters in the following URL
style:

params := param"=" value *("&" param"=" val ue)
param : = URL- ENCCDED
val ue := URL- ENCODED

The following parameters are supported by the Calendar Server message listener:

= eventtype contains the calendar event type. The values of the parameter
event t ype is equivalent to the subject properties used by the Messenger
Calendar Bean.

= origi nat or contains the address of the originator. This value is used in the
generated message

Table 2-7 contains the values for the parameter event t ype and their description.

Table 2-7  Values for the parameter event t ype and their description.

eventtype Value Description

cal endar. al ar m event This value contains the event reminder.
cal endar. al arm t odo This value contains the task reminder.

cal endar. al arm This value contains both the event and the

task reminder. The event or the task nature
is determined from conpt ype URL
parameter.

cal endar. notification. new. event This value contains the event creation
notification.
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Table 2-7  Values for the parameter event t ype and their description.

eventtype Value Description

cal endar. notification. new todo This value contains the task creation
notification

cal endar. notification. new This value contains the component creation
notification. The event or task nature is
determined from the conpt ype URL
parameter.

cal endar. notification. nod. event This value contains the event modification
notification.

cal endar. notification. nod.todo This value contains the task modification
notification.

cal endar. notification. nod This value contains the component
modification notification. The event or the
task nature is determined from the
conpt ype URL parameter.

cal endar. notification.del.event Thisvaluecontains the subject to be used for
event deletion notification.

cal endar. notification.del.todo This value contains the subject to be used for
task deletion notification.

cal endar. notification. del This value contains component deletion
notification. The event or the task nature is
determined from the conpt ype URL
parameter.

The following example shows j ms. consuner . cal endar . par am option with the
parameters event t ype and ori gi nat or :

j ms. consuner. cal endar . param =
eventt ype=cal endar. al ar n&or i gi nat or =i cal
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Example for Displaying Calendar Reminders and
Notifications as Instant Messenger Popups

In this example, lets assume Sun ONE Calender Server 5.1.1 is installed on

cal . exanpl e. comand Sun ONE Instant Messaging server 6.0 is installed on

i m exanpl e. com After configuring the Calendar Server and Instant Messaging
server the Instant Messaging users should be able to receive reminders for calendar
events and tasks.

Configuring Calendar Server

Ensure that you have installed Sun ONE calendar server with the latest patch.
Based on the assumption that Calendar is installed on cal . exanpl e. comand
Instant Messaging is installed on i m exanpl e. com the following are the options
that needs to be configured in the file i cs. conf :

cal db. serveral arns = "yes"

cal db. serveral arns. contenttype = "text/xm"

cal db. serveral arns. di spatch = "yes"

cal db. serveral arns. di spatchtype = "ens"

cal db. serveralarns.url = "enp:///ics/custonal arnf

If the configuration changes are made, restart the calendar server with the
following commands:

st op- cal

start-cal

Configuring Instant Messaging Server
The following options needs to be configured in the filei i m conf:
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I JM5 Consuners

j ms. consuner s=cal _rem nder

j ms. consuner. cal _rem nder. destinati on=enp:///ics/customal arm

j ms. consuner. cal _rem nder. provi der =ens

j ms. consuner. cal _rem nder.type=topic

j ms. consuner. cal _rem nder. paranr"eventt ype=cal endar. al ar n{

j ms. consurmer. cal _rem nder.factory=com i pl anet.im server.JMsSCal en
dar Messageli st ener

I JMS providers

j ms. provi der s=ens

j ms. provi der. ens. br oker =cal . exanpl e. com 7997

jms. provider.ens. factory=comi pl anet. ens.jns. EnsTopi cConnFact ory

After configuring the Instant Messaging server, restart the server with the
following command:

/opt/ SUNW i nl sbin/imadni n refresh

Enabling Calendar Alerts in Instant Messenger
To enable the Calendar alert in Sun ONE Instant Messenger:

1. Click Settings icon in the Main window or select Settings from the Tools menu
to display the User Settings window.

2. Select the Alerts tab, and check “Enable calendar alerts” options.

Troubleshooting Display Calendar Reminders
and Notifications as Instant Messenger Popups

If calendar alerts are not displayed, follow the steps outlined below to troubleshoot
the problem.

1. Check whether the reminder was generated. The best way to do this is to check
if the email reminder was received.

2. Does the Instant Messaging server receive reminders from the Calendar Server
(ENS). Check the Instant Messaging server log file to see whether any data is
received from calendar. In the log file, look for records which have
Cal endar Reni nder in them. Change the log severity in the server

Sun ONE Instant Messaging 6.1 « Administrator's Guide « December 2003



Backing Up Instant Messaging Data

(iimlog.iimserver.severity)todebug inorderto gather this information.
If you observe that the log file has not logged in any reminders it means that
the Instant Messaging server has not received any reminders from the
Calendar Server. This may have occurred due to a problem in connecting with
ENS or a mismatch between ENS event references used by Calendar and
Instant Messaging (enp: / / /i cs/ cust omal ar min the example above).

If calendar reminders are logged in to the log file but the events and tasks are
not displayed on the Instant Messenger then move to the next step.

3. Instant Messenger may have received the calendar alert but is unable to
display it. More information on this problem can be obtained by enabling the
Java console. For more information on the debug applet parameter, set the
value of the parameter to t r ue in the applet pagei n{ ssl].htm or
inssl].jnlp orjnlpLaunch.jsp orplugi nLaunch.j sp.

Backing Up Instant Messaging Data

Instant Messaging does not come with any disaster recovery tools. Use your site’s
backup system to backup the configuration and database directories periodically.

Backup Information

The Instant Messaging information that needs to be backed up are of the following
types:

= Configuration Information
= Instant Messaging end user data
= Instant Messenger resources

The configuration information is stored in the Instant Messaging configuration
directory as follows:

e Solaris:/etc/opt/SUNWi midefaul t/config
e Linux:/etc/opt/soinmdefault/config
= Windows: instant-messaging-installation-directory\ conf i g

« (Optional) If you customized any of the files mentioned in Customizing Sun
ONE Instant Messenger, back them up from the resource directory.
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The Sun ONE Instant Messaging end user data is stored in the following database
directories:

e Solaris:/var/opt/ SUNW i n def aul t/ db
e Linux:/var/opt/soinidefault/db
= Windows: instant-messaging-installation-directory\ db

The Instant Messenger resources must be backed up if they have been customized.
The location of the Instant Messenger resources are provided during installation.

Performing Backup

While the configuration information does not change frequently, the Instant
Messaging end-user data changes rapidly and to prevent any loss of end-user data
it is recommended that the Instant Messaging end-user data is backed up on a
periodic basis. Backup needs to be performed before running the installation
program and the uninstallation program.

To backup the end user data and the configuration information you do not have to
stop the Instant Messaging server as all the disk commits by the server are
automatically performed.

Restoring the Back Up Information

The back up of the end-user data and the configuration information needs to be
restored when there is a disk failure and all the end-user data and the
configuration information is lost.

To restore the backed up end-user data:

1. Change to the runtime directory. For example:
cd runtime-directory

2. Grant read-only permission to the instant-messaging-database directory, type:
chnod -R 400 db

3. Stop the Instant Messaging server, type:
i madm n stop

4. Grant Write permission on the end-user data files for the server end user, type:

chnod - R 600 runtime-directory/ db/ .
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To restore the data, copy the backed up data to the instant-
messaging-database directory.

Start the Instant Messaging server, type:
i madm n start

On Solaris - the default value of runtime-directory is
/var/opt/ SUNWi nl defaul t.

On Linux - the default value of runtime-directory is / var/ opt / soi mi def aul t .
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Chapter 3

Managing Sun™ ONE Instant
Messenger

This chapter describes how to customize and administer Sun™ ONE Instant
Messenger.

This chapter contains the following:

Configuring Sun ONE Instant Messenger
Invoking Instant Messenger

Solving Web Server Issues

Customizing Sun ONE Instant Messenger

Administering Sun ONE Instant Messenger Conference Rooms and News
Channels

Modifying Sun ONE Instant Messenger Proxy Settings
Controlling the Exposed Messenger Feature Set

Instant Messenger Data Stored in the End User’s System

Configuring Sun ONE Instant Messenger

There are two ways to configure and invoke Sun ONE Instant Messenger:

Using Java Web Start In this configuration, Sun ONE Instant Messenger is
launched as an application from the Java Web Start. The browser is no longer
necessary once Sun ONE Instant Messenger is launched.
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Using the Java Plug-in In this configuration, Sun ONE Instant Messenger is run
as aJava applet. To keep the Instant Messenger session active, the browser window
from which the applet was launched must remain open and cannot be used to
locate any other URL.

For more information on how to configure the Java software that enables Sun ONE
Instant Messenger, see the Sun One Instant Messaging Installation Guide.

Invoking Instant Messenger

You can invoke Sun ONE Instant Messenger using:

e Theindex. ht m file that provides you the options to launch both the Java Web
Start and Java Plug-in versions of the Sun ONE Instant Messenger. This file
also contains links to Sun ONE Instant Messenger documentation.

= The web page that you have designed with a link to Sun ONE Instant
Messenger.

e Adirect URL for eitherthei m ht mi ori mj nl p files.

To Invoke Sun ONE Instant Messenger

Use the following URL to invoke the Instant Messenger.

ht t p: / / webserver: webserverport/ subdirectory/ filename

In this URL,

webserver Specifies the name of the web server where you have installed the
Instant Messenger resources.

webserverport (Optional) Specifies the web server port. The default value is 80.

subdirectory (Optional) Specifies the directory where the client files are installed.

If the default web-server-resource-directory is selected during the
installation, then no subdirectory is required to store the client files.
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filename Specifies the Sun ONE Instant Messenger file to use:

i ndex. ht ml - This file is provided with the product. The file
contains the links to launch both the Java Web Start and Java
Plug-in versions of Instant Messenger.

i m j nl p - The jnlp file to launch only the Java Web Start version
of Sun ONE Instant Messenger.

i m ht m - The page to launch only the Java Plug-in version of
Sun ONE Instant Messenger.

You can also, do the following:
< Add the URL to your favorites.
= Launch the application using the Java Web Start icon on your desktop.

= Use the shortcut on your desktop. You can also create a shortcut by setting the
target value as Java- Wb- Start/j avaws. exe ‘ URL'.

= On Solaris, to invoke Instant Messenger from the command-line, type:

Java- Wb- Start/javaws URL

Solving Web Server Issues

This section describes web server issues that apply to LDAP deployments and also
to portal deployments, where Instant Messenger is not installed on the Portal
Server host and uses a different Web Server to provision Sun ONE Instant
Messenger.

Changing the Codebase

The web-server-resource directory can be the same directory as the
instant-messaging-resource directory. However, they do not need to be the same. If
they are not the same for your site, use the appropriate method from the following
to enable the web server to download the Sun ONE Instant Messenger resources:

= Web server - You can configure the web server to enable access to the directory
where the Sun ONE Instant Messenger files are installed, or create a symbolic
link in the web-server-resource directory.
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For example, if Instant Messaging server hostisii mi - zed and the Sun ONE
Instant Messenger files are installed in the / opt / SUNW i mi ht mi directory, you
need to create a symbolic link such as i i mwhich points to the

/opt/ SUNW i ni ht i directory within the web-server-resource directory.

NOTE If you are using a symbolic link, you need not change the web
server configuration.

= URL to launch Sun ONE Instant Messenger - The URL that is used by end
users to access the i ndex. ht i (and i m ht M and i m j nl p files). This URL
needs to reference the Sun ONE Instant Messenger installation directory.

For example, if the Sun ONE Instant Messaging server hostisii mi-zed and
the Sun ONE Instant Messenger files are installed in the / opt / SUNW i ni ht
directory, you need to create a symbolic link, such asi i min the
web-server-resource directory which pointsto/ opt / SUNW i mi ht ni . End users
can access the Sun ONE Instant Messenger main page i ndex. ht ni using the
following URL:

http://iimi-zed.comiim

End users can also type the following URLSs to launch Sun ONE Instant
Messenger directly:

For Java Plug-in:

http://iimi-zed.comiinmimhtm

For Java Web Start:

http://iimi-zed.comiimimjnlp

= Launch the Instant Messenger using Java Web Start- If the Instant Messaging
Codebase specified during the installation is changed then you need to change
the codebase parameter in thei m j nl p file to reference the web server and the
Sun ONE Instant Messenger path. The following is the change to the codebase
parameter:

codebase= htt p: // servername;port/path/

You need to include the port number of the web server if it is not configured to
the default value 80.
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For example, if the Instant Messaging server hostisii mi -zed and the Sun
ONE Instant Messenger files are installed in the / opt / SUNW i nd ht m
directory, you can create a symbolic link such as i i mwhich points to

[ opt/ SUNW i ni ht ni in the web-server-resource directory. Then change the
codebase parameter in the i m j nl p file to the following:

codebase="http://iimi-zed.comiim"

NOTE Thei mjnl pfile is used for Java Web Start. If you are using Java
Plug-in to launch Instant Messenger, you need not modify these
files.

Changing Web Server Port

If your web server is installed on a port other than the default (80), you need to
know the following details:

= Launching Instant Messenger using Java Web Start - Edit the i m j nl p file and
change the codebase parameter to:

codebase="ht t p: / / webserver: webserverport"

For example, if the Instant Messaging server hostisiimi-zed and the web
server is running on port 8080, the codebase parameter in thei mj nl p file
should be:

codebase="http://iimi-zed.com 8080"

« Launching Sun ONE Instant Messenger using URL - The URL for the
i ndex. ht i andimhtm andi mj nl p files needs to reference the web server
port.

For example, if the Instant Messaging server hostis iimi-zed and the web
server port is 8080, the URL to access the Sun ONE Instant Messenger main
page i ndex. ht mi will be:

http://iimi-zed.com 8080

Customizing Sun ONE Instant Messenger

Sun ONE Instant Messenger is customizable. HTML and JNLP files can be
customized to suit an organization's specific needs.
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You can customize the Instant Messenger to meet your requirements in the
following ways:

= Customizing the index.html and im.html Files (Only LDAP Deployments)
= Customizing the Application (Java Web Start)
= Customizing User Name Display

This section describes the Instant Messaging server files you can modify to
customize Sun ONE Instant Messenger. The files that you can customize are all
located in the ht m directory. For example, on Solaris the HTML files are located in
the instant-messaging-resource directory.

Instant Messenger Resources

Sun ONE Instant Messenger Files

The Sun ONE Instant Messenger files are located within the directory referred to as
the instant-messaging-resource directory, which is also simply referred to as the
resource directory.

Table 3-1 contains the list of Sun ONE Instant Messenger files in the
instant-messaging-resource directory. It also contains the description and the
customization information of these files.Within the instant-messaging-resource
directory, is the locale subdirectory represented generically in a directory path as
lang, but specifically as abbreviations of languages, such as, en_US, j p, and fr _FR

Table 3-1  Sun ONE Instant Messenger Files

File Description Customizable?

lang/ i m ht m The initial page that launches the Yes.
Java Plug-in version of Sun ONE
Instant Messenger.

imhtm .tenpl ate The template version of i m ht m . No. This file is
used by the
installation
program to
generate the
imhtn file.
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Instant Messenger Resources

Sun ONE Instant Messenger Files

File

Description

Customizable?

i ndeskt op. j ar
lang/imjnlp
imjnlp.tenplate
imni.jar
nmessenger . j ar

i cal endar. j ar
imet.jar

lang/imbrand.jar

lang/ i mssl . ht m

imssl.htnl.tenpl ate

lang/ i mssl.jnlp

imssl.jnlp.tenpl ate

j nl pLaunch. j sp

Aclientj ar file, downloaded by
imhtm ori mjnl pfiles.

The j nl p file to launch Java Web
Start version of Sun ONE Instant
Messenger.

The template version of i m j nl p.

Aclientj ar file, downloaded by
imhtm orimjnlp.

The main client jar file, downloaded
by im.html or im.jnlp.

The icalendar parser used to process
calendar reminders.

Aclientj ar file, downloaded by
imhtm orimjnlp.

This file contains customizable
properties, stylesheets, images and
audio files.

The Initial page that launches Java
Plug-in version of Sun ONE Instant
Messenger. It is used for running SSL
between the client and the
multiplexor.

The template version of
i nssl . htm

This file launches Java Web Start
version of Sun ONE Instant
Messenger. This file is used for
running SSL between the client and
the multiplexor.

The Template version of
i mesl . jnl pfile.

If an end user is already logged onto
Sun ONE Identity Server, then this
file can be used to allow single
sign-on and to launch Sun ONE
Instant Messenger using Java Web
Start.

No.

Yes.

No.

No.

No

No

No.

Yes

Yes.

No.

Yes.

No.

Yes
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Table 3-1

Sun ONE Instant Messenger Files

File

Description

Customizable?

pl ugi nLaunch. j sp

i ndex. htm

i ndex. htnl.tenpl ate

lang/ i mhel p/ SunON\E. j pg

javaws_not _install ed. ht m

qui ckref. htm
solaris. htni
Wi ndows. ht m

lang/ i mhel p

i cal endar. jar

If an end user is already logged onto
Sun ONE Identity Server, then this
file can be used to allow single
sign-on and to launch Sun ONE
Instant Messenger using Java
Plug-in.

The splash page for an LDAP
deployment. It contains links to
imhtm andi mjnl p,aswell as
documentation links to

w ndows. ht msol ari s. ht m
and qui ckr ef . ht m You can
customize this page for your site’s
requirement.

The template version of

i ndex. htn .

The image used by
qui ckref.htmsolaris. htm
and Wi ndows. ht m

The page that appears when an end
user tries to launch the Sun ONE
Instant Messenger by using Java
Web Start and Java Web Start has
not been installed on the end user’s
system.

Located in | ang/ i nhel p/, they
provide documentation on getting
started with Sun ONE Instant
Messenger.

Instant Messenger Online Help
directory.

This jar file contains files that are

used to display calendar notifications.

Yes

Yes.

No.

Can be
replaced.

Yes.

Yes.

No.

No.
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Customizing the index.html and im.html Files
(Only LDAP Deployments)

The Instant Messenger allows you to modify the “static” portion of the

i ndex. ht i andimhtm filesto produce a fully customized user interface. These
HTML files contain both text and markups describing how the text is formatted
and handled. Markup is implemented through a set of tags, which specify formats
for headers, indents, font size, and font style.

Some of the page elements that can be modified are:
< Images and Banner

= Texton screen including title and field labels

= Background schemes

Thei ndex. ht mi file launches both the Sun ONE Instant Messenger applet and the
Java Web Start application. If you are running the Sun ONE Instant Messenger
applet, modify theimhtm file. Theimhtm file is called by i ndex. ht i , and
invokes the Instant Messenger applet. Thei m ht ni file is generated during the
installation and contains an applet argument that points to the multiplexor.

NOTE The argument “<PARAM NAME="ser ver" VALUE="ser ver nang" >"
represents the Sun ONE Instant Messaging multiplexor and its port
inthei mhtn file. If you change theii m nux. | i st enport
parameter’s default value, you need to change the servername value
to host.domain: port.

Launching Instant Messenger Using Sun ONE
Identity Server SSO:

To launch the Sun ONE Instant Messenger client using single sign-on with Identity
Server use j nl pLaunch. j sp and pl ugi nLaunch. j sp. These files are in the resource
directory. To launch the Instant Messaging server enter the following in the
browser:

i nst ant - messagi ng- codebase/ j nl pLaunch. j sp?server =nul i pl exor - host nare: nul i p
| exor - port

or

i nt ant - messagi ng- codebase/ pl ugi nLaunch. j sp?ser ver =www. exanpl e. com 49909
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where,

i nt ant - nessagi ng- codebase is the codebase from which the Instant Messenger
resources are downloaded. For example, htt p: / / . exanpl e. com

(mul ti pl exor) - host nane is the name for the mulitplexor. For example,
http://www.compnay22.com.

(mul tiplexor) port isthe multiplexor port number. For example, 49909
j nl pLaunch. j sp is used for launching Instant Messenger using Java Web Start.

pl ugi nLaunch. j sp is used for launching Instant Messenger using Java Plug-in.

NOTE The jnl pLaunch. j sp and pl ugi nLaunch. j sp files require an

argument for the server.

« Thej nl pLaunch. j sp and pl ugi nLaunch. j sp files can be
customized similartoimjnlpandimhtni files.

Customizing the Application (Java Web Start)

If you are running Sun ONE Instant Messenger using Java Web Start, you can
modify theimjnlp,inres.jnlp,andinres.jar filesto customize the user
interface. The following are modifications that can be made to these HTML files:

< imjnl p - this file invokes the Java Web Start version of the Instant Messenger
application. You can modify the codebase, title, vendor, and descriptions in the
file.

Code Example 3-1 shows a sample i m j nl p file with the HTML code that can
be customized in bold typeface.
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Code Example 3-1 Sample im.jnlp file

<?xmi_version="1.0" encodi ng="utf-8"7>
<I-- Sun ONE Instant Messenger -->
<jnlp
spec="1. 0+"
codebase="1 NSERT CODEBASE HERE"
href =" 1 NSERT_LOCALE HERE/i m j nl p" >
<i nf or mati on>
<title>Title</title>
<vendor >Name</ vendor >
<honepage href="http://hone. htnt/>
<descri ption>Descri ption</descri ption>
<description kind="short">Description Ki nd</description>
<icon href="I M JLF32x.gi f"/>
<of fline-all owed/ >
</i nf or mati on>
<security>
<al | - perm ssi ons/ >
</security>
<r esour ces>
<j 2se version="1.3+">
<resour ces>
<jar href="1 NSERT_LOCALE HERE/inres.jar"/>
<jar href="I NSERT_LOCALE HERE/inbrand.jar"/>
</resour ces>
</j2se>
<jar href="messenger.jar"/>
<jar href="indesktop.jar"/>
<jar href="imet.jar"/>
<jar href="icalendar.jar"/>
<nativelib href="injni.jar"/>
</resour ces>
<appl i cation-desc main-class="comiplanet.imclient.ilM>
<ar gurrent >ser ver =I NSERT_SERVER HERE</ ar gunent >

<ar gunent >hel p_codebase=I NSERT CCDEBASE HERE/ | NSERT LOCALE HERE</ ar gunent
>

</ appl i cati on- desc>
</jnlp>
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NOTE Intheimjnlp file,theargument

<ar gunent >servername</ ar gunent > represents the Sun ONE
Instant Messaging multiplexor host and port. If you change the
default value of i i m nux. | i st enport parameter, you need to
change the servername value to host.domain: port.

i mbrand. j ar - This file contains the image and audio files, and the properties
that can be customized. You need Java Developers Kit 1.3(JDK) to extract the
contents from the imres.jar file using the j ar command. For more information
on thei nbrand. j ar file contents, see Contents Listing of imbrand.jar file.

The following is the syntax for the j ar command:
jar xvf inbrand.jar

This command creates a directory tree where the resource files are copied. This
directory structure has to be maintained when you modify the individual files
inthej ar file.

You can substitute your version of . gi f files or. au files, without changing the
file names and then place the changed files back to the directory using the
following j ar command:

jar -uf inbrand.jar com Sun/inmiclient/images/*.gif

This command updates the i nbr and. j ar file with the modified . gi f files. The
same is possible with the audio files (. au files).

Contents Listing of imbrand.jar

Table 3-2 lists the files in the i nbrand. j ar file and their description. The
i mbrand. j ar file contains the image and audio files that can be used to re-brand
the Sun ONE Instant Messenger.

Table 3-2  Contents Listing of imbrand jar file.

File Name Description

Angry_16.gi f An emoticon used to show angry emotion graphically.
Devil _16.gif An emoticon used to show devilish emotion graphically.
Laugh_16. gi f An emoticon used to show laugh emotion graphically.
Angel _16.gif An emoticon used to show angelic emotion graphically
Smiley 16.gif An emoticon used to show smile emotion graphically.
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Table 3-2  Contents Listing of imbrand.jar file.

File Name Description

Love_16.gif An emoticon used to show love emotion graphically
Gin_16.qif An emoticon used to show grin emotion graphically.
Wnk_16.gif An emoticon used to show wink emotion graphically.
Sad_16. gi f An emoticon used to show sad emotion graphically.
Suprise_16.gif An emoticon used to show suprise emotion graphically.
Avnay_13. gi f Icon for away status that appears in the Change Status

menu.
Oline_13.gif Icon for online status that appears in the Change Status

Ofline_13.gif
Idle 13.qgif

Forwar ded_13. gi f

Anay 24.gif
Online_24.qgif
Ofline_24.gif
tray_icon.ico
app_icon. gif

| ogon_spl ash. gi f

alert.au
away. au
soundon. au
soundof f . au
send. au

receive. au

menu.

Icon displayed when an end user is away or not
connected that appears in the Change Status menu.

Icon to show idle status, appears in the status bar and
contact list.

Icon displayed against end users when they are offline
and have set alerts to be forwarded to email. This icon
appears in the contact list.

Icon for away status that appears in the status bar.
Icon for online status that appears in the status bar.
Icon for offline status that appears in the status bar.
Instant Messenger icon that appears on the task bar.
The Instant Messenger application icon.

The Sun ONE logo displayed in the Login and About
boxes

Sound when an end user receives an alert.

Sound when an end user changes status to away.
Sound when an end user exits Instant Messenger.
Sound when an end user logs on to Instant Messenger.
Sound when an end user sends an instant message.

Sound when an end user receives an instant message.
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Rebranding Instant Messenger

The i nbrand. j ar file contains all images and the properties that control the look
and feel of the Instant Messenger. You can customize the appearance of the Instant
Messenger by modifying the images and the properties in the i nbr and. j ar file.

To re-brand the Instant Messenger:

1. Copyinbrand.jar file to a working directory and change to this directory.
For example:

cp instant-messaging-resource-directory/ lang/ i nbr and. j ar working_directory
2. Extractthei nbrand.j ar file.
jar xf inbrand.jar

This command creates a directory tree where the resource files are copied. This
directory structure has to be maintained when you modify the individual files
inthej ar file.

3. Update the i nbrand. j ar file with the modified . gi f files and . au files.
jar cf inbrand.jar
4. Copy theinbrand.jar file to the resource directory. For example:

cp inbrand.jar instant-messaging-resource-directory/ lang/ .

NOTE If multiple locales are supported, the procedure for re-branding
Instant Messenger should be followed for every supported locale.

Customizing User Name Display

The User Name display can be customized in the tooltip and the search results.

Customizing User Name Display in Search Results

When two end users have the same first name and last name, it is impossible to
know which end user has to be added to the contact list. You can customize the
Instant Messenger to display more information in the search results for the user
search. For displaying more information in the user search results, in the

i mbrand. j ar file you need to add di al ogs. searchresul ts. f or mat attribute to
the br and. properti es file at:

conmsun/imclient/
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For more information on how to modify i nbr and. j ar, see Customizing the
Application (Java Web Start).

More information can be displayed in the user search results by including
additional LDAP attribute values in the di al ogs. searchresul ts. f or mat
attribute.

The LDAP attributes are specified in the following format:
${attr:attribute-nane}

The following example shows the LDAP attribute in
di al ogs. searchresul ts. f ormat attribute:

di al ogs. searchresults. format=(${attr:title})

To use arbitrary attributes from the LDAP user entry, the list of these custom
attributes needs to be specified in the server configuration file i i m conf . These
custom attributes need to be specified as values for the attribute
iimldap.userattributes.

The following example shows the i i m | dap. user at t ri but es with the list custom
attributes as value:

iimldap.userattributes=title,department,tel ephonenunber

Customizing User Name Display in Tooltip

You can customize the Instant Messenger to display additional information in the
Contact tooltip.

For example, to display the phone number of the Contact when the mouse is
placed over the Contact:

1. Change to the following directory:

com sun/imclient/

Open the br and. properti es file.

Add the contact . tool tip.fornmat. htn attribute to the file.

P woDN

Save the changes to the file
5. Change to the following directory.

cd instant-messaging-resource-directory
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Add the contact.tool tip.format. htni attribute and the t el ephonenunber
attribute as its value in the HTML code of the i nbr and. j ar file:

contact.tooltip.fornmat. htm =nmailto: ${attr:mail} tel:
${attr:tel ephonenunber}

For information on customizing the i nbrand. j ar file, see Customizing the
Application (Java Web Start).

Administering Sun ONE Instant Messenger
Conference Rooms and News Channels

Listed below are tasks that you can perform in Sun ONE Instant Messenger to
administer the conference rooms and the news channels. For more information on
performing these tasks, see the Sun ONE Instant Messenger Online Help.

Administering conference rooms

Administering and managing news channels
Assigning conference room access levels to end users
Assigning news channel access levels to end users
Assigning end users to conference rooms
Assigning end users to news channels (subscribing)
Creating new conference rooms

Creating new news channels

Configuring end user settings

Deleting conference rooms

Deleting messages from news channels

Deleting news channels

Posting messages in news channels

Removing end users from conference rooms

Removing end users from news channels
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Granting End Users the Privilege to Create
Conference Rooms and News Channels

The administrator can create conference rooms and news channels for end users.
However, with the proper privileges, end users can do this also. For more
information about adding policies to give end users access to create conference
rooms and news channels, see Chapter 4, “Managing Instant Messaging and
Presence Policies” on page 97. End users who create a conference room or a news
channel by default have Manage access, enabling them to administer the
conference room or the news channel. For more information on managing end-user
privileges, see “Managing End-User Privileges” on page 46.

Modifying Sun ONE Instant Messenger Proxy
Settings

Sun ONE Instant Messaging messages can contain embedded URLs. For example,
htt p: // st ocks. yahoo. con®i d=sunw. If you are using proxy servers, you need to
resolve such embedded URLs by modifying the Instant Messenger proxy settings
in the Java Web Start configuration.

This is likely to happen if your organization has a firewall, and you need to go
through the proxy server before connecting your client hosts to internet, and if Java
Web Start has not been configured with the right proxy settings.

To Modify Sun ONE Instant Messenger Proxy
Settings

Java Web Start can automatically configure the proxy settings by querying the
system or the default browser. However, it is not possible for the Java Web Start to
automatically configure these settings if the proxy settings are configured using a
JavaScript file.

To set the proxy settings manually:

1. Invoke Java Web Start.

2. From the File menu, choose Preferences.

3. Select Manual option in the Preferences dialog.

4. Enter the following details:
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HTTP Proxy. Enter the Name or the IP address of the proxy server.
HTTP Port. Enter the port number of the proxy server.

No Proxy_Hosts. Enter the name of any domain that you can connect directly,
bypassing the proxy server. Use commas to separate multiple host names.

5. Click OK to save the proxy settings.

Controlling the Exposed Messenger Feature Set

94

The exposed feature set of the Instant Messenger can be controlled by the
administrator by configuring the Instant Messaging applet parameters in the
applet descriptor files.

Table 3-3 shows the Instant Messenger applet parameters in the applet descriptor
files. It also contains the description and the default values of these parameters.

Table 3-3  Instant Messenger Applet Parameters

Parameter Default Value Description

server 127.0.0. 1 The Instant Messaging server host
and port.

debug FALSE If this parameter is set to true, the

applet records all the task performed
on java console.

ui d This parameter is used for SSO.

t oken This parameter contains SSO token
and is used for auto-logon.

secure FALSE Indicates to the Instant Messenger
thatitis run in SRA mode. It displays
a security indicator.

usessl FALSE Tells Instant Messenger to use SSL
when connecting to server.

allow alert_only FALSE Tells Instant Messenger to let end
user display neither the contact list
nor the news channel.

This parameter is used in CHAT and
PCOPUP flavors.

allow file_transfe TRUE Allows file attachment and transfer.
r

Sun ONE Instant Messaging 6.1 « Administrator's Guide « December 2003



Instant Messenger Data Stored in the End User’s System

Table 3-3  Instant Messenger Applet Parameters

Parameter Default Value Description

enabl e_noder at or TRUE If set to true, enables the moderated
conference feature.

nessenger _bean This parameter contains a list of
messenger beans to be used. You
can enter multiple factory class
names with each separated by a
comma.

donai n null This parameter is used in
multi-domain Sun ONE Identity
Server deployments. The value of
this parameter should be the logical
domain name of the organization in
which this end user is present.

gat eway_url null This parameter contains the URL
of the gateway component of
portal SRA.

Instant Messenger Data Stored in the End User’s

System

Instant Messenger caches a limited amount of information on the end user’s system
for auto-login. This information can be located at:

home-directory/ . sunnsgr

home-directory is the end user's home directory. The home directory of the end user
can be obtained from the user. hone parameter in the Java system property.

Table 3-4 shows the directories and files containing the cached data. It also contains
the description of the files and the directories.

Table 3-4  The directory and files containing the cached data

File/Directory Name Type Description

. sunmsgr/ messenger file The file containing the auto-logon

. properties properties

. sunnsgr/ <user_domain  directory Directory containing data specific to
>/ a particular {log-in name, domain

name} combination.
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Table 3-4  The directory and files containing the cached data

File/Directory Name Type Description

. sunmsgr/ <user_domain file This file contains auto-logon options
>/ nmessenger . pr oper specific to particular <user_domain>.
ties This file is not used.

. sunmsgr/ <user_domain  directory This directory contains cached

>/ nessages/

messages. This directory is not
used.

Table 3-5 shows the auto-logon properties for Instant Messaging. It also contains
the description and the default values of these properties.

Table 3-5  The Auto-logon Properties

Parameter

Default Value

Description

net . server

net.server.n

(Where n is a digit used to
distinguish one entry from
another)

net. user

net . pass

127.0.0.1

Instant Messaging server host name
and port.

The secondary servers' host names
and port numbers.

The default user id

The encoded user password that
enables auto-logon.
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Managing Instant Messaging and
Presence Policies

The Sun™ ONE Instant Messaging server provides various functional features
such as chat, conferencing, polls, presence access, etc. A policy describes a set of
access control privileges that can be associated with these features. In turn, end
users and groups can be assigned to policies according to the needs of an
organization.

This chapter describes how to define and use policies to manage the access that end
users and administrators have to the Sun ONE Instant Messaging server features
and privileges:

Methods for Controlling End User and Administrator Privileges
Managing Policies Using Access Control Files

Managing Policies using Sun ONE Identity Server

Methods for Controlling End User and
Administrator Privileges

Different sites using Sun ONE Instant Messaging server have different needs in
terms of enabling and restricting the type of access end users have to the Instant
Messaging service. The process of controlling end user and administrator Sun ONE
Instant Messaging server features and privileges is referred to as policy
management. There are two methods of policy management available: through
access control files or through Sun™ ONE ldentity Server.
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Introduction to Managing Policies Using Access
Control Files

The access control file method for managing policies allows you to adjust end-user
privileges in the following areas: news channel management, conference room
management, the ability to change preferences in the User Settings dialog, and
ability to send alerts. It also allows specific end users to be assigned as system
administrators.

Introduction to Managing Policies Using Sun
ONE Identity Server

Managing policies through Sun ONE ldentity Server gives you control of the same
privileges available with the access control file method; however it additionally
allows more fine-tuned control over various features, such as: the ability to receive
alerts, send polls, receive polls, etc. For a complete list, please refer to table

Table 4-4 on page 105. Furthermore, managing policies using Sun ONE ldentity
Server gives you finer-tuned control over privileges.

Two types of policies exist: Instant Messaging policies and Presence policies. The
Instant Messaging policies govern general Instant Messaging features, such as the
ability to send or receive alerts; the ability to manage public conferences and news
channels; and the ability to send files. Presence policies govern the control end
users have over changing their online status, and in allowing or preventing others
from seeing their online or presence information.

Managing Policies: The Method to Use

When choosing which method to use to manage policies, it is also necessary to
choose where they will be stored. You select the method for managing policies by
editing the i i m conf file and setting the i i m pol i cy. nodul es parameter to either

i denti ty for the Sun ONE Identity Server method ori i m | dap for the access control
file method, which is also the default method.
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If you will use an LDAP-only deployment—therefore, you will not be using Sun
ONE Identity Server—you must use the access control file method. If you are using
Sun ONE Identity Server with the Sun ONE Instant Messaging server, and you
have installed the Instant Messaging and Presence services components, you can
use either policy management method. Please note that managing policies using
Sun ONE Identity Server is a more comprehensive method. One advantage of this
method is that it allows you to store all end-user information in the directory.

The specific steps for setting which method you want to use to manage policies are
as follows:

1. Change directories to the directory that contains the i i m conf file.
2. Opentheiimconf file using an editor of your choice.
3. Edittheiimpolicy.nodul es parameter by setting it to one of the following:
o iimldap (the access control file method)
o identity (the Sun ONE Identity Server method)
4. Edittheiimuserprops.store parameter and set it to either:
o ldap (to store user properties in LDAP)
o file (default) (to store user properties in files)
5. Save your changes.

6. Refresh the configuration.

Policy Configuration Parameters

Table 4-1 lists and describes the new parameters available in the i i m conf file that
relate to the increased role that Sun ONE ldentity Server can play in Instant
Messaging deployments:

Table 4-1  New Parameters Related to Identity Server in iim.conf File

Parameter Name Use Values
i impolicy.nmodul es Indicates if Identity Server is used for policy storage iim_ldap (default)
identity
i imuserprops.store Indicates if the user properties are in user properties file or from file (default)
LDAP \dap
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NOTE Currently the i i m user props. st or e parameter is only significant
when the service definitions for the Presence and Instant Messaging
services have been installed.

Managing Policies Using Access Control Files

By editing access control files you control the following end-user privileges:
= To access the presence status of the other end users

= Tosend alerts to other end users

= To save properties on the server

= To create new conference rooms

= To create new news channels

By default, end users are provided the privileges to access the presence status of
other end users, send alerts to end users, and save properties to the server. In most
of the deployments, the default values need not be changed.

NOTE Although certain privileges can be set globally, the administrator
can also define exceptions for these privileges. For example, the
administrator can deny certain default privileges to select end users
or groups.

The location of the access control files are:
e On Solaris:

/etc/opt/ SUNWi m defaul t/config/acls
= On Linux:
/etc/opt/soimdefault/config/acls
= On Windows, the default directory is:

instant-messaging-installation-directory\ conf i g\ acl s
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Table 4-2 lists the global access control files for Sun ONE Instant Messaging and
the privileges these files provide end users.

Table 4-2 Access Control Files

ACL File

Privileges

sysSaveUser Set ti ngs. acl

sysTopi csAdd. acl
sysRoonsAdd. acl
sysSendAl erts. acl
sysWat ch. acl

sysAdni n. acl

Defines who can and cannot change their own
preferences.

Defines who can and cannot create News channels.
Defines who can and cannot create Conference rooms.
Defines who can and cannot send alerts.

Defines who can and cannot watch changes of other end
users. The Sun ONE Instant Messenger window is not
displayed for end users who do not have this privilege.

Reserved for administrators only.This file sets
administrative privileges to all Sun ONE Instant
Messaging features for all end users. This privilege
overrides all the other privileges and gives the
administrator MANAGE access to all conference rooms
and news channels as well as to end user presence
information, settings, and properties.

Access Control File Format

The access control file contains a series of entries that define the privileges. Each
entry starts with a tag as follows:

e d: -default
e u: -user

® Q0. -group

NOTE The d: tag must be the last entry in an access control file. The server
ignores all entries after ad: tag. If the d: tag ist rue, then all other
lines are ignored. You cannot set the d: t ag ast r ue in an access
control file and selectively disallow end users that privilege.

The tag is followed by a colon (: ). In case of the default tag it is followed by t r ue or

fal se.

End-user and group tags are followed by the end-user or group name.
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Multiple end users and groups are specified by having multiple end users (u) and
groups (g) in lines.

If default is set to t r ue, all other entries in the file are redundant. If default is set to
f al se, only the end users and groups specified in the file will have that particular
privilege.

The following are the default d: tag entries in the ACL files for a new installation:
< sysAdnin. acl - Contains d: f al se

« sysTopi csAdd. acl - Contains d: f al se

e sysRoonsAdd. acl - Contains d: f al se

e sysSavelser Settings. acl - Containsd: true

e sysSendAl erts. acl - Containsd: true

e sysWatch. acl - Contains d: t rue

NOTE The format and also the existence of all the access control files might
change in future releases of the product.

Access Control File Examples

This section shows a sample access control file that shows privileges set for, the
sysTopi csAdd. acl file. For information about access control files at the conference
room and news channel level (Therefore, roomname. acl and newschannel. acl ) see
“Conference Room and News Channel Access Controls” on page 46.

sysTopicsAdd.acl File

In the following example, the default d: tag entry for sysTopi csAdd. acl file is

f al se. So the Add and the Delete news channels privileges are available to the end
users and groups that appear before the default, namely user 1, user 2, and the
sal es group.

# Exanpl e sysTopi csAdd. acl file
u: userl

u: user 2

g: cn=sal es, ou=gr oups, 0=si r oe

d: Fal se
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Changing End User Privileges

To change end user privileges:

1. Change to the confi g/ acl s directory. For example, on Solaris:
cd /etc/opt/SUNWi i defaul t/config/acls

2. Edit the appropriate access control file. For example:
vi sysTopi csAdd. acl

3. Save the changes.

4. End users need to refresh the Sun ONE Instant Messenger window to see the
changes.

Managing Policies using Sun ONE Identity Server

The Instant Messaging and Presence services in Sun ONE Identity Server provide
another way to control end user and administrator privileges. Each service has
three types of attributes: dynamic, user, and policy. A policy attribute is the type of
attribute used to set privileges.

Policy attributes become a part of the rules when rules are added to a policy
created in Identity Server to allow or deny administrator and end-user
involvement in various Instant Messaging features, such as receiving poll
messages from others.

When Sun ONE Instant Messaging server is installed with Sun ONE Identity
Server, several example policies and roles are created. See the Sun ONE Identity
Server Getting Started Guide and the Sun ONE Identity Server Administration Guide
for more information about policies and roles.

Furthermore, if the example policies are not sufficient, you can create new policies
and assign those policies to a role, group, organization, or end user as needed to
match your site’s needs.

When the Instant Messaging service or the Presence service are assigned to end
users, they receive the dynamic and user attributes applied to them. The dynamic
attributes can be assigned to a Sun ONE Identity Server configured role or
organization.

Chapter 4  Managing Instant Messaging and Presence Policies 103



Managing Policies using Sun ONE Identity Server

When a role is assigned to an end user or an end user is created in an organization,

the dynamic attributes then become a characteristic of the end user. The user

attributes are assigned directly to each end user. They are not inherited from a role

or an organization and, typically, are different for each end user.

When end users log on, they get all the attributes that are applicable to them
depending upon which roles are assigned to them and how the policies are

applied.

Dynamic, user or policy attributes are associated with end users after assigning the

Presence and Instant Messaging Services to these end users.

Instant Messaging Service Attributes

Table 4-3 lists the policy, dynamic, and user attributes that each service has:

Table 4-3  Sun ONE Identity Server Attributes for Sun ONE Instant Messaging
Service Policy Attribute Dynamic Attributes User Attributes
suniM sunIlMAllowChat sunlMProperties sunlMUserProperties
suniMAllowChatlnvite sunlMRoster suniMUserRoster
suniMAllowForumAccess suniMConferenceRoster suniMUserConferenceRoster
sunIiMAllowForumManage sunIMNewsRoster suniMUserNewsRoster
suniMAllowForumModerate
suniMAllowAlertsAccess
sunIMAllowAlertsSend
sunIMAllowNewsAccess
sunIMAllowNewsManage
sunIMAllowFileTransfer
sunIMAllowContactListManage
sunIMAllowUserSettings
sunIMAllowPollingAccess
sunIMAllowPollingSend
sunPresence sunPresenceAllowAccess sunPresenceDefaultAcess sunPresenceEntityDefaultAcce
sunPresenceAllowPublish sunPresenceAccessDenied ss
sunPresenceAllowManage sunPresenceAccessPermitted ZlcjinPresenceEntityAccessDeni
sunPresenceDevices sunPresenceEntityAccessPerm
itted
sunPresenceEntityDevices
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For each attribute in the preceding table, a corresponding label appears in the
Identity Server admin console. The two following tables list each attribute with its
corresponding label and a brief description. Table 4-4 lists and describes the policy
attributes and Table 4-5 lists and describes the dynamic and user attributes.

Table 4-4

Identity Server Policy Attributes for Instant Messaging

Policy Attribute

Admin Console Label

Attribute Description

sunl MAl | owChat

sunl MAl | owChat I nvite

sunl MAl | owFor umAccess

sunl MAI | owFor unvanage

sunl MAl | owFor univbder at e

sunl MAl | owAl ert sAccess

sunl MAl | owAl ert sSend
sunl MAl | owNewsAccess

sunl MAI | owNewsManage

sunl MAl | owFi | eTr ansfer

sunl MAI | owCont act Li st Manage

sunl MAl | owlser Set ti ngs

Ability to Chat

Ability to Invite others to Chat

Ability to Join Conference Rooms
Ability to Manage Conference Rooms
Ability to Moderate Conference
Rooms

Ability to Receive Alerts

Ability to Send Alerts

Ability to Read News

Ability to Manage News Channels

Ability to Exchange Files

Ability to Manage one’s Contact List

Ability to Manage Messenger

End users can be invited to join chat
room and access normal chat
functionality

End users can invite others to chat

A conference tab shows up in Sun
ONE Instant Messenger, allowing
end users to join conference rooms

End users are able to create, delete,
and manage conference rooms

End users can be conference
moderators

End users can receive alerts from
others

End users can send alerts to others

A News button is displayed in Sun
ONE Instant Messenger that enables
end users to list news channels in
order to receive and send news
messages

End users can manage news
channels and create, delete, and
assign privileges to news channels

End users can add attachments to
alert, chat, and news messages

End users can manage their own
contact lists; they can add and delete
users or groups to and from the list;
they can rename the folder in their
contact list

A Settings button is displayed in the
Sun ONE Instant Messenger that
enables end users to change their
own Sun ONE Instant Messenger
settings

Chapter 4

Managing Instant Messaging and Presence Policies 105



Managing Policies using Sun ONE Identity Server

Table 4-4

Identity Server Policy Attributes for Instant Messaging

Policy Attribute

Admin Console Label

Attribute Description

sunl MAI | owPol | i ngAccess

sunl MAI | owPol | i ngSend

sunPresenceAl | owAccess

sunPresenceAl | owPubl i sh

sunPr esenceAl | owvanage

Ability to Receive Polls

Ability to Send Polls

Ability to Access other’s Presence

Ability to Publish Presence

Ability to Manage Presence Access

End users can receive poll messages
from others, and they can respond to
polls

A Poll button is displayed in Sun
ONE Instant Messenger that enables
end users to send poll messages to
others and to receive the responses

End users can watch the presence
status of others. The contact list, in
addition to showing the contact,
reflects contacts’ presence status
changes by changing the status icon

End users can click to select their
status (online, offline, busy, etc.) for
others to watch

An Access tab is displayed in the
Settings of the Sun ONE Instant
Messenger; end users can set up
their own default presence access,
presence permitted, or presence
denied list

Modifying Attributes Directly

An end user can log into Sun ONE Identity Server admin console and view the
values of attributes in the Instant Messaging and Presence service attributes. If the
attributes have been defined as modifiable, end users can alter them. However, by
default no attributes in the Instant Messaging service are modifiable, nor is it
recommended that end users be allowed to modify them. However, from the
standpoint of system administration, manipulating attributes directly can be

useful.

For example, since roles do not affect some system attributes, such as setting
conference subscriptions, system administrators might want to modify the values
of these attributes by copying them from another end user (such as a from a
conference roster) or modifying them directly. These attributes are listed in

Table 4-5 on page 107.
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In reference to table Table 4-5,user attributes can be set by end users through the
Sun ONE Identity Server admin console. Dynamic attributes are set by the
administrator. A value set for a dynamic attribute overrides or is combined with

the corresponding user attribute value.

The nature of corresponding dynamic and user attributes influences how
conflicting and complementing information is resolved. For example, Conference
Subscriptions from two sources (dynamic and user) complement each other;
therefore, the subscriptions are merged. Neither attribute overrides the other.

Table 4-5  Identity Server User and Dynamic Attributes for Instant Messaging
Admin User Attribute Dynamic Attribute Attribute Conflict Resolution
Console Description
Label
Messenger sunl MJser sunl MProperties Contains all the Merge-however, if a
Settings Properties properties for Sun particular property

Subscriptions

Conference
Subscriptions

News
Channel
Subscriptions

Default
Presence
Visibility

sunl MJser Rost er

sunl MJser
Conf er enceRost er

sunl MNewsRost er

sunPresenceEntity
Def aul t Access

sunl MRost er

sunl MConf er ence
Rost er

sunl MJser News
Rost er

sunPr esenceDef aul t

Access

ONE Instant
Messenger and
corresponds to the
user. properties
file in the file-based
user properties
storage

Contains
subscription
information (not in
use yet)

Contains conference
room subscription
information

Contains news
channel subscription
information

Corresponds to the
access setting in
Sun ONE Instant
Messenger. If
checked, the
presence status can
be viewed by
everyone, and if not
checked, the
presence status can
be viewed by no one

has a value from
both the user and
dynamic attribute,
the dynamic attribute
overrides

The dynamic
information is taken

Merge-dynamic and
user subscriptions
are merged

Merge-dynamic and
user subscriptions
are merged

The dynamic
information is taken
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Table 4-5  Identity Server User and Dynamic Attributes for Instant Messaging

Admin User Attribute Dynamic Attribute Attribute Conflict Resolution
Console Description

Label

Presence sunPresenceEntity  sunPresenceAccess If the default The dynamic

Deny List AccessDeni ed Deni ed presence visibility information is taken

label (see preceding
table entry) in the
admin console is
checked (viewed by
everyone), end
users can enter
others to this list to
deny them access to
presence status

Presence sunPresenceEntity sunPr esenceAccess If the default The dynamic
Allow List AccessPernitted Permtted presence visibility information is taken

label (see preceding

two table entries) in

the admin console is

unchecked (viewed

by nobody), end

users can enter

others to this list to

allow them access to

presence status

Presence sunPresenceEntity sunPresenceDevi ces  Not used in this The dynamic
Agents Devi ces release (for future information is taken
use)

Pre-Defined Examples of Instant Messaging and
Presence Policies

Table 4-6 lists and describes the seven example policies and roles that are created in
Sun ONE Identity Server when the Instant Messaging service component is
installed. You can add end users to different roles according to the access control
you want to give them.

A typical site might want to assign the role IM Regular User (a role that receives
the default Instant Messaging and Presence access) to end users who simply use
Instant Messenger, but have no responsibilities in administering Instant Messaging
policies. The same site might assign the role of IM Administrator (a role associated
with the ability to administer Instant Messaging and Presence services) to
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particular end users with full responsibilities in administering Instant Messaging
policies. Table 4-7 lists the default assignment of privileges amongst the policy
attributes. If an action is not selected in a rule, the values allow and deny are not
relevant as the policy then does not affect that attribute.

Table 4-6  Default Policies and Roles for Identity Sever

Policy Role the Policy Servicethe Policy  Policy Description
Applies to Applies to

Default Instant Messaging  IM Regular User suniM, The default access that a regular Instant
and presence access sunPresence Messaging end user should have.
Ability to administer Instant  IM Administrator suniM, The access that an Instant Messaging
Messaging and Presence sunPresence Administrator has, which is access to all
Service Instant Messaging features.
Ability to manage Instant IM News suniM End users can manage news channels by
Messaging news channels ~ Administrator creating, deleting, etc.
Ability to manage Instant IM Conference suniM End users can manage conference rooms
Messaging conference Rooms by creating, deleting, etc.
rooms Administrator
Ability to change own IM Allow User suniM End users can edit settings by clicking the
Instant Messaging user Settings Role Setting button in theSun ONE Instant
settings Messenger.
Ability to send Instant IM Allow Send suniM End users can send alerts in Sun ONE
Messaging alerts Alerts Role Instant Messenger.
Ability to watch changes IM Allow Watch suniM End users can access the presence status

on other Instant
Messaging end users

Changes Role

of other Instant Messaging end users.

Table 4-7  Assignment of the Default Policies

Policy

Attribute Default Ability to |Ability Ability to |Ability to |Ability to |Ability to
Instant ladminister manage Imanage change send atch
Messaging  [Instant Instant Instant own Instant changes
and Messaging [Messaging |Messaging [Instant Messaging jon  other
presence and news conference [Messaging falerts Instant
laccess Presence channels rooms lend-user Messaging

Service settings lend-users

sunIMAllowChat allow allow

sunIMAllowChatlnvite allow allow

sunIMAllowForumAccess allow allow allow

sunIMAllowForumManage deny allow allow
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Table 4-7  Assignment of the Default Policies

Policy

Attribute Default Ability to |Ability to |Ability to |Ability to [Ability to |Ability to
Instant ladminister manage Imanage change send atch
Messaging  [nstant Instant Instant own Instant changes
and Messaging [Messaging |Messaging |Instant Messaging jon  other
presence and news conference [Messaging falerts Instant
laccess Presence channels rooms lend-user Messaging

Service settings lend-users

sunIMAllowForumModerate deny allow allow

sunIMAllowAlertsAccess allow allow allow

suniMAllowAlertsSend allow allow allow

sunIMAllowNewsAccess allow allow allow

sunIMAllowNewsManage deny allow allow

sunIMAllowFile Transfer allow allow

sunIMAllowContactListManage allow allow

suniMAllowUserSettings allow allow allow

suniMAllowPollingAccess allow allow

sunIMAllowPollingSend allow allow

sunPresenceAllowManage allow allow

sunPresenceAllowAccess allow allow allow

sunPresenceAllowPublish allow allow

Creating New Instant Messaging Policies

You can create new policies to fit the specific needs of your site.

To Create a New Policy

1. Log on to the Sun ONE Identity Server admin console at
http://hostname:port/amconsole, for example
http://imserver.company22.example.com:80/amconsole

2. With the Identity Management tab selected, select Policies in the View drop
down list in the navigation pane (the lower-left frame).

3. Click New to bring up the New Policy page in the data pane (the lower-right
frame).

4. Select Normal for the Type of Policy.
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Enter a policy description in the Name field, such as Ability to Perform IM
Task.

Click Create to make the name of the new policy appear on the policy list in the
navigation pane and to make the page in the data pane change to the Edit page
for your new policy.

In the Edit page, select Rules in the View drop down list to bring up the Rule
Name Service Resource panel inside the Edit page.

Click Add to bring up the Add Rule page.

Select the Service that applies, either Instant Messaging Service or Presence
Service.

Each service enables you to allow or deny end users the ability to perform
specific actions. For example, Ability to Chat is an action specific to the Instant
Messaging service while Ability to Access other’s Presence is an action specific
to the Presence service.

Enter a description for a rule in the Rule Name field, such as Rule 1.
Enter the appropriate Resource Name (I MResour ce or PresenceResour ce):
o | MResour ce for Instant Messaging Service

o PresenceResour ce for Presence Service

Select the Actions that you want to apply.

Select the Value for each action: Allow or Deny.

Click Create to display this proposed rule in the list of saved rules for that
policy.

Click Save to make this proposed rule a saved rule.

Repeat steps 8-15 for any additional rules that you want to apply to that policy.
For each new rule, click Save to save the changes to the policy.

Assigning Policies to a Role, Group,
Organization, or User

You can assign policies—the default policies for Instant Messaging or Instant
Messaging policies that might have been created after Instant Messaging was
installed—to a role, group, organization, or user.

Chapter 4 Managing Instant Messaging and Presence Policies 111



Managing Policies using Sun ONE Identity Server

112

To Assign a Policy

1.

Log on to the Sun ONE Identity Server admin console at
http://hostname:port/amconsole, for example
http://imserver.company22.example.com:80/amconsole

With the Identity Management tab selected, select Policies in the View drop
down list in the navigation pane (the lower-left frame).

Click the arrow next to the name of the policy you want to assign in order to
bring up the Edit page for that policy in the data pane (the lower-right frame).

In the Edit page, select Subjects in the View drop down list.

Click Add to bring up the Add Subject page, which lists the possible subject
types:

o ldentity Server Roles

o LDAP Groups

o LDAP Roles

o LDAP Users

o Organization

Select the subject type that matches the policy, such as Organization.
Click Next

In the Name field, enter a description of the subject.

If desired, select the Exclusive check box.

The Exclusive check box is not selected as the default setting, which means that
the policy applies to all members of the subject.

Selecting the Exclusive check box applies the policy to everyone who is not a
member of the subject.

10. In the Available field, search for entries that you want to add to your subject.

a. Type asearch for the entries you want to search for. The default search is *,
which displays all the subjects for that subject type.

b. Click search.

c. Highlight entries in the Available text box that you want to add to the
Selected text box.

d. Click Add or Add All, whichever applies.
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e. Repeat steps a-d until you have added all the names you want to the
Selected text box.

11. Click Create to display this proposed subject in the list of saved subjects for
that policy.

12. Click Save to make this proposed subject a saved subject.

13. Repeat steps 5-12 for any additional subjects that you want to add to the policy.
For each new subject, click Save to save the changes to the policy.

Creating New Suborganizations Using Identity
Server

The ability to create suborganizations using Sun ONE Identity Server enables
organizationally separate populations to be created within the Sun ONE Instant
Messaging server. Each suborganization can be mapped to a different DNS
domain. End users in one suborganization are completely isolated from those in
another. The following describes minimal steps to create a new suborganization for
Instant Messaging.

To Create a New Suborganization

1. Log on to the Sun ONE Identity Server admin console at
htt p: // host nane: port/ antonsol e, for example
http://imserver. conmpany22. exanpl e. com 80/ antonsol e

2. Create a new organization:

a. With the Identity Management tab selected, select Organizations in the
View drop down list in the navigation pane (the lower-left frame).

b. Click New to bring up the New Organization page in the data pane (the
lower-right frame).

c. Enter the following in the appropriate fields:

« Asuborganization name, such as subl

+ A domain name, such as subl. conpany22. exanpl e. com
d. Click Create.

3. Register services for the newly created suborganization.
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a. Click the name for the new suborganization, such as subl, in the
navigation pane (Be certain to click the name, not the property arrow at the
right.).

b. Select Services from the View drop down list in the navigation pane
c. Click Register to bring up the Register Services page in the data pane.
d. Select the following services:

Under the Authentication heading:

+ Core

« LDAP

Under the Instant Messaging Configuration heading:

« Instant Messaging Service

»  Presence Service

e. Click Register to bring up the newly selected services for this
suborganization in the navigation pane.

4. Create service templates for the newly selected services:

a. Inthe navigation pane, click the property arrow for a service, starting with
the Core service.

The Create Service Template page appears in the data pane.

b. Inthe data pane, click Create, which replaces the Create Service Template
page with a page of template options for the service you have selected.

You should click Create for each service even when you do not want to
modify the template options.

c. Maodify the options for the service template of each service as follows:
I. Core: Generally, no options need to be modified; go to Step d.
Il. LDAP: Perform the following actions before going to Step d:

«  Add the prefix of the new suborganization to the DN to Start User
Search field. After adding the prefix, the final DN should be in this
format:

o=subl, dc=conpany22, dc=exanpl e, dc=com

«  Enter the LDAP password in the Password for Root User Bind and
Password for Root User Bind (confirm) fields.
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IIl.  Instant Messaging Service: Generally, no options need to be modified;
go to Step d.

IV. Presence Service: If you would like to make end-user presence
information available to others by default (sites tend to choose this
option), select the Dynamic Default Presence Visibility check box before
going to Step d.

d. Click Save.

e. Repeat steps a through d until you have created service templates for each
service.

Adding End Users to New Suborganizations

After new end users have been created in a suborganization they need to be
assigned roles. Roles can be inherited from the parent organization as described in
the following section.

To Add End Users to a New Suborganization:

1. Go to the parent organization and select Roles from the View drop down list.
The specific steps are:

a. Log on to the Sun ONE ldentity Server admin console at
htt p: // host nane: port/ antonsol e, for example
http://imserver. conmpany22. exanpl e. com 80/ antonsol e

b. With the Identity Management tab selected, select Roles in the View drop
down list in the navigation pane (the lower-left frame).

2. Click on the property arrow to the right of the role you wish to assign in order
to bring up a page for that role in the data pane (the lower-right frame).

3. Select Users from the View drop down list in the data pane.
4. Click Add to bring up the Add Users page.

5. Enter a matching pattern to identify users. For example, in the User | d field an
asterisk,*, lists all users.

6. Click Filter to bring up the Select User page.

7. Display the parentage path in the Select User page:
a. Select the Show parentage path check box.
b. Click Refresh.
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8. Select the users to be assigned to this role.

9. Click Submit.

Migrating from the Instant Messaging Service of
Sun ONE Instant Messaging 6.0 Server

Non-Migration Option

If your site used the Sun ONE Instant Messaging 6.0 server with the Sun ONE
Identity Server 5.1 software to deploy the Instant Messaging service, the old
attributes will be honored by the Sun ONE Instant Messaging 6.1 software. Policy
attributes from the Sun ONE Instant Messaging 6.0 server, such as

sunl MAl | owFi | eTr ansf er and sunl MEnabl eMbder at or will override the same policy
attributes set in the Sun ONE Instant Messaging 6.1 server.

Migration Option

However, the preferable method for handling the differences in the two Instant
Messaging services is to migrate from the Instant Messaging service used for the
Sun ONE Instant Messaging 6.0 software and to modify or create a Sun ONE
Identity Server policy which uses the Instant Messaging Service and Presence
Service from the Sun ONE Instant Messaging 6.1 software. You should define the
new policy in such a way that it provides the same access control to your site as the
old policy did.

For example, you can modify a rule in the Default Instant Messaging and presence
access policy to set the deny or allow status of each of the policy’s attributes in order
for the policy to demonstrate the same behavior that it demonstrated in the Sun
ONE Instant Messaging 6.0 server or you can create a new policy with rules that
will allow it to behave in the same manner as it did previously.
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Migrating Access Control Files

If your site has been using an earlier version of Sun ONE Instant Messaging server
(6.0 or earlier), but you have not used an Instant Messaging service—therefore, you
have not set end-user privileges by setting policies through the Sun ONE Identity
Server— but have instead set end-user privileges by editing access control files,
two methods are available to you for replicating the policy set within the access
control files and using this information to create Sun ONE ldentity Server policies:

Migrate Access Control File Information Manually

Migrate Access Control File Information Automatically

Migrate Access Control File Information Manually
The high-level steps for this method are as follows:

1. Open each access control file (one at a time). For example, sysTopi csAdd. acl
and sysRoonsAdd. acl .

For more information about the location and format of access control files, see
“Managing Policies Using Access Control Files” on page 100.

2. Ineach file, read the value for the default line. The default line starts with the
letter d followed by a colon (d:).

3. Inthe Sun ONE Identity Server admin console within the Default instant
messaging and presence access policy, set a rule to the same default value you
read from the access control file.

4. Assign all the regular Instant Messaging end users the role of IM Regular User

5. Forend users listed in these access control files who have different privileges,
such as the ability to manage conference rooms or news channels, add them to
the corresponding roles that have those privileges. See Table 4-6 on page 109
for the role that each default policy applies to.

Migrate Access Control File Information Automatically

Instead of transferring the access control file information manually, you can
perform a one-time migration of this information by issuing a command.

Type the following command:

imadmn mgrate
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This command will transfer information from the global access control files to the
corresponding policy and its subjects. See table Table 4-8 for a list of the global
access control files and the policies to which they map.

Table 4-8  Access Control Files and the Policies They Map to

Access Control File Policy

sysSaveUser Set tings. acl Ability to change own Instant Messaging user settings
sysTopi csAdd. acl Ability to manage Instant Messaging news channels
sysRoonsAdd. acl Ability to manage Instant Messaging conference rooms
sysSendAl erts. acl Ability to send Instant Messaging alerts

sysWat ch. acl Ability to watch changes on other Instant Messaging end users
sysAdm n. acl Ability to administerinstant Messaging and Presence Service

Migrate Sun ONE Instant Messenger Settings

For Sun ONE Instant Messaging 6.1 server, when the parameter
iimuserprops.storeissettoldapintheiimconf file, the Sun ONE Instant
Messenger settings for end users is stored in the sunl MJsser Properti es user
attribute.

If your site has used an earlier version of Sun ONE Instant Messaging server and
the Sun ONE Instant Messenger settings have been stored in the user. properties
file, after installing the Sun ONE Instant Messaging 6.1 server, the old settings will
automatically be migrated to the sunl Mker Properti es user attribute as end users
log on, as long as the i i m user props. st or e parameter is set to | dap in the i i m conf
file.

When an end user first logs onto Sun ONE Instant Messaging 6.1 server, the server
checks if the sunl MJser Properti es user attribute exists and if it is storing the end
user’s settings. If the end user’s settings are not found at that location, the server
checks if a user. properti es file exists for that end user. If the file exists, the server
transfers information from the user. properti es file to the sunl MJser Properti es
user attribute. However, if the user. properti es file does not exist, the default Sun
ONE Instant Messenger setting is the value assigned in the sunl MJkser Properti es
user attribute for that end user.
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Chapter 5

Managing The Instant Messaging
Archive

This chapter explains how to manage and configure the Sun ONE Instant
Messaging Archive.

This chapter contains the following sections:

= Instant Messaging Archive Overview

= Archiving Instant Messages

= Enabling the Archive Provider

« Configuring the Archive Provider

= Managing Archived Data in the Portal Server Search Database

= Enabling Instant Messenger Archive Control

Instant Messaging Archive Overview

The Instant Messaging archive captures instant messages and archives these
messages in a Portal Server Search database. It enables the end user to query and
retrieve these archived messages using the Search page on the Portal Server
desktop.

Sun ONE Instant Messaging Archive contains the following components:
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Archive and Retrieval Component. Sun ONE Portal Server Search component also
known as Archive and Retrieval component is used to store the archived Instant
Messages. The Instant Messaging archive data is indexed and can be assigned to
categories and stored in the Portal Server Search database. For example, alert
messages can be stored under the Alert category.

NOTE Storing data in separate categories helps in simplifying the search
operation and enables quick retrieval of the archived data.

Instant Messaging Archive Search or Display Servlet. When the end user
performs a search operation for documents matching certain criteria, the Portal
Server Search fetches pages matching this criteria. These pages can be remote web
pages or they could be Instant Messaging archive data also referred as Instant
Messaging resource descriptors.

= For the remote web pages, the URL of the pages matching the criteria is listed
in the Search Results List. When the end user clicks the URL of a web page in
the Search Results List, the browser fetches this page from the remote web
server.

= For the Instant Messaging Resource Descriptor, the archive data is stored in the
Portal Server Search database and is not available as downloadable documents
from the web server.

When the end user clicks the URL of the Instant Messaging resource descriptors to
view the archive data, the Instant Messaging Archive Search or Display servlet is
invoked. The Instant Messaging Archive Search servlet retrieves the information
from the Portal Server Search database and generates a text or HTML response
containing the Instant Messaging Archive data.

Instant Messaging Archive Provider. This component is invoked by the Instant
Messaging server whenever Instant Messages are to be archived. The Instant
Messaging Archive Provider builds the Summary Object Interchange Format
(SOIF) complaint Resource Descriptors (RD) based on the data provided by the
Instant Messaging server. It uses Portal Server Search APIs to send these Resource
Descriptors to Portal Server Search database. It also maintains a buffer of the
records to be submitted to the Portal Server Search database, to reduce the
performance hit.
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Instant Messenger Archive Control. Instant Messaging data can be archived
automatically without any interaction from the end user. To control the archive
functionality the end user needs to enable the Instant Messenger Archive Control
component. This component allows the end user to set default archive options,
such as “archive all conferences”, and change the default on a per-transaction
basis. For example, the end user can choose not to archive the content of the
conferences.

Figure 5-1 illustrates Sun ONE Instant Messaging Archive components.

Figure 5-1 Sun ONE Instant Messaging Archive Components

Portal Server/Web Container
IM archive
Retrieve Result _|—"| Display w Data
|| Portal
Search
Database
Search | Portal Search Index/Submit RDs
Search
Submit RDs
Archive Specify Archive . | Archive
Control Policy 7| Provider
Instant Messenger Instant Messaging Server
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Archiving Instant Messages

All instant messages are divided into the following categories for the purpose of
archiving:

Chat. All the messages in the private conference rooms.

Conference. All the messages in the public conference rooms.

Alerts. This category contains all the alert messages.

Poll. This category contains all poll messages.

News. This category contains all messages posted in the news channels.

The following are the features of Sun ONE Instant Messaging Archive Provider:
= It captures all the Instant Messaging traffic passing through the server.

= The archived data can be stored under separate categories on the Portal Server
Search.

= Storing the data as separate categories helps in simplifying the search and
retrieval of the archived data.

= The search can be performed using the Portal Server desktop.

= The security feature of Portal Server Search can be used to provide an access
control list. The archive provider provides security features by which only a set
of admin users can be allowed to access the archived data.

= The data can be managed using the Portal Server Search database management
tools.

Enabling the Archive Provider

To enable archive provider in Instant Messaging:

1. Change to the confi g directory. For example, on Solaris:
cd/etc/opt/SUNWi nidefaul t/config

2. Opentheiimconf file.
For example:

vi iimconf
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3. Add the following line to the ii m conf file:
For the default archive provider, add the following line:
iimserver.nsg_archive = true
For a custom archive provider, add the following line:
i i mserver.nsg_archive. provi der = provider_name

To use the Portal Server Search based archive, replace the provider_ name with
the following:

comipl anet.imserver. | MPSArchi ve

4. Save the file.

5. Refresh the Instant Messaging server configuration. To refresh type:
i madm n refresh

Sun ONE Instant Messaging server provides the APIs and SPIs that can be used to
write custom archive providers. For more information on Instant Messaging APls,
see “Instant Messaging APIs” on page 159.

Configuring the Archive Provider

The archive provider stores the archived messages as resource descriptors (RD) in
the Portal Server Search database. The archive provider uses the following fields of
the Portal Server Search schema:

Title. This field contains the names of the public conference rooms for Conference
category, names of the participants in a chat session for the Chat category, subject
of the Alert messages and the names of the News Channels for alerts and news
categories. The title field will contain “Pol | f r omSender” for the poll category,
where Sender represents the display name of the sender of the poll.

Keyword. For conference and chat categories, this field will contain a list of all the
participants in the conference room. For a public conference room, it will also
contain the name of the conference room. For the Alert category, it will contain the
display names of the sender and the recipients. For the News category, it will
contain the name of the channel. For the Polls category, it will contain the list of
sender and recipients. For all categories, in addition to the above values this field
also contains a unique ID for the categories.
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Table 5-1 shows the unique ID and gives a description for each category in the

archive provider.

Table 5-1  Unique ID for each category and their description

Category Unique ID

Conference RoomNare- St art Ti me

Chat Where:
RoomNanme - Name of the public or private
conference room
St art Ti ne - Is the timestamp of the creation
of RD

Alert Al ert - messagel D
Where:
nmessagel D- Message Id of the message
which will be archived. Message Id has
importance when the RD contains only one
message. For example, News message and
Alert message.

Poll Pol I -pol 11D

News Topi cNane- nessagel D

ReadACL. For the Conference and News categories, the value for this field is taken
from the access control files of the respective conference rooms and news channels.
For the Chat category, this field contains the DN of the participants. For the Alert
category, this field contains the sender’s DN and the recipient’s DN. For the Poll
category, the archiver will provide a new access control file.

The search access to the RDs is controlled by the value in the ReadACL field. If the

document level security is enabled, the end user has access to the search results
only if the ReadACL field has the end user’s DN. If the Instant Messenger Archive
control is enabled, for the chat messages, the end user DN added to the ReadACL

field depends on the end-user selection.

Description. This field contains the archived message without the HTML

formatting.

Full-Text.This field contains the HTML formatted archived messages.

Classification. This field contains the category of the archived message.
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Archive Provider Configuration Parameters

Table 5-2 lists and describes the archive provider configuration parameters that can
be added to the ii m conf file:

Archive Provider parameters added to the i i m conf file.

Parameter

Default Value

Description

iimarch

iimarch

iimarch

iimarch

iimarch

iimarch

iimarch

Ltitle. attr

.keyword. attr

.readacl . attr

.description.attr

fulltext.attr

.category.attr

.readacl . adm n

Title

Keywor d

ReadACL

Description

Ful | - Text

Cat egory

None

This parameter contains the name of the
field equivalent to the Ti t| e field in the
default schema of the Portal Server
Search.

This parameter contains the name of the
field equivalent to the Keywor d field in
the default schema of the Portal Server
Search.

This parameter contains the name of the
field equivalent to the ReadACL field in
the default schema of the Portal Server
Search.

This parameter contains the name of the
field equivalent to the Descri pti on
field in the default schema of the Portal
Server Search.

This parameter contains the name of the
field equivalentto the Ful | - Text fieldin
the default schema of the Portal Server
Search.

This parameter contains the name of the
field equivalent to the Cat egory field in
the default schema of the Portal Server
Search.

This parameter contains the administrator’s
DN. Multiple values should be separated by

we
)
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Table 5-2  Archive Provider parameters added to the i i m conf file.

Parameter

Default Value

Description

i i march.readacl .adm nonly

iimarch. categories

i i m arch. cat egor ynane

iimarch.alert.categorynane

i i march. pol|.categorynane

fal se

al

None

None

None

This parameter will contain t r ue or
fal se

t r ue - Only the administrator's DN
specified by the parameter

i i march. readacl . adm n will be
added to the ReadACL f ield overwriting
the default behavior of the ReadACL field.

f al se - The administrator's DN specified
by the parameter

i i march. readacl .adm n will be
added to the ReadACL field in addition to
the default behaviour.

This parameter contains a list of message
types that can be archived.

The value can be:

pol |

alert

chat

conf erence

news

Multiple values can be specified separated
by commas(, ).

If a category name is not assigned for any
of the categories then the value of this
parameter is taken as the category name.

This parameter contains the name of the
category containing the archived alert
messages.

Note: It is not required to dedicate a
category to alert messages.

This parameter contains the name of the
category containing the archived poll
messages.

Note: It is not required to dedicate a
category to poll messages.

126  Sun ONE Instant Messaging 6.1 ¢ Administrator's Guide « December 2003



Table 5-2

Configuring the Archive Provider

Archive Provider parameters added to the i i m conf file.

Parameter

Default Value

Description

iimarch

ne

iimarch

iimarch.

iimarch.

iimarch.

iimarch

conf er ence. cat egor yna

chat . cat egor ynane

news. cat egor yname

conference. quiettinme

pol | . maxwai tti ne

. ignoreexplicitdeny

None

Name

None

15

true

This parameter contains the name of the
category containing the archived
conference messages.

Note: It is not required to dedicate a
category to conference messages.

This parameter contains the name of the
category containing the archived chat
messages.

Note: It is not required to dedicate a
category to chat messages.

This parameter contains the name of the
category containing the archived news
messages.

Note: It is not required to dedicate a
category to news messages.

This parameter contains the maximum
duration of silence between two
consecutive messages in a room (both
public and private) after which the RD
expires and a new RD is created for
archiving the message. The value is in
minutes.

This parameter contains the (maximum)
time for which poll data is buffered in the
server. The value is in minutes.

This parameter will contain t r ue or
fal se.

t r ue - For Poll and Conference category
the data with explicit deny access will not
be archived. Each time when these
messages are not archived this information
will be logged into the ser ver . | og file.

fal se - For Poll and Conference
category the data with explicit deny access
will not be archived and the message will
be added to the Portal Server Search
database.

Note: If you do not explicitly deny access to
a room or a news channel then the default
access is either READ or WRITE or
MANAGE. Some end users can also be
granted NONE access.
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Table 5-2  Archive Provider parameters added to the i i m conf file.

Parameter

Default Value

Description

iimarch.portal.search

iimarch.portal.adm ndn

iimarch. portal.adm npassword

iimarch. portal.search. dat abase

iimarch. portal. depl oyuri

iimarch. portal . channel nane

None

None

None

None

/portal

| MChannel

The value of the this parameter should be
the URL of the Portal Server Search
servlet. For example:

http:// wa. exanpl e. coni portal / se
arch

If this parameter is not present then the
Archive Provider determines the value of
the Portal Server Search URL based on the
AMConf i g. properti es file present on
the system.

The value of this parameter should be the
dn of the admin user. For example:
ui d=anmadm n, ou=Peopl e, o=i nt er net

This parameter is required when the
Document level Security in the Portal
Search Server is on.

The value of this parameter should be the
password of the admin user as specified by
the il m arch. portal . adm ndn
parameter.

This parameter is required when the
Document level Security in the Portal
Search Server is on.

The value of this parameter should be the
name of the database where Sun ONE
Instant Messaging server stores archived
messages. If this parameter is not defined
then all messages are stored in the default
database of Sun ONE Portal Server
Search.

This parameter contains the deploy URI
of the Portal Server.

This parameter contains the name of
the Instant Messaging Channel.
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Storing Sun ONE Instant Messaging Archived
Messages in a hon-default database

To store Sun ONE Instant Messaging archived messages in a non-default Portal
Server Search database instead of a default database, follow these steps:

1. Modifying the iim.conf file
a. Change to the confi g directory. For example, on Solaris:
cd/etc/opt/SUNWi nmidefaul t/config
b. Opentheiimconf file using an editor of your choice.
For example, you could type:
Vi iimconf
c. For the default archive provider, add the following line:
iimarch.portal.search. dat abase = database-name
where database-name is the name of your non default database.
d. Save the file.
2. Modify the Portal Server Search Channel

Change the Portal Server Search Channel to add an option for searching the data in
another database. See the Sun ONE Portal Server Desktop Customization Guide for
more information.

3. Modify the | Mk chi veDi spl ay. j sp file:
a. Change to the following directory:
/et c/ opt/ SUNWs/ deskt op/ def aul t/ | MProvi der/
b. Create a back up of the | MAr chi veDi spl ay. j sp file.

c. Editthe I MarchiveDi spl ay. j sp file with an editor of your choice. For
example, you could type the following:

vi | MArchiveDi splay.jsp

d. Search through the | MAr chi veDi spl ay. j sp file and locate the following
two lines of code:
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Code Example 5-1 Search Code from | MAr chi veDi spl ay. j sp File, Before Editing

<search:setQuery query = "<Y% scope %"/ >
<sear ch: set RDOMIype rdnifype = "rd-request"/>

e. Between the two lines of code shown in Code Example 5-1, add the
following line of code:

<sear ch: set Dat abase dat abase = " database-name" / >

After you add the new line of code, that section of code should look like
Code Example 5-2:

Code Example 5-2 Search Code from | MAr chi veDi spl ay. j sp File, After Editing

<search: setQuery query = "<Y& scope %" />
<sear ch: set Dat abase dat abase = "database-name"/ >
<sear ch: set RDOMIype rdnifype = "rd-request"/>

where database-name is the name of the non-default database.

Managing Archived Data in the Portal Server
Search Database

NOTE These instructions are Solaris specific as Sun ONE Portal Server is
supported on Solaris only.

The Instant Messaging data is archived in the form of Resource Descriptors (RDs)
in the Portal Server Search database. The individual entries in the Portal Server
Search database are called resource descriptors (RDs). An RD is a specific set of
information about a single resource. The fields of each RD are determined by the
Portal Server Search database schema.

To manage the archived data, you need to manage the Resource Descriptors (RDs)
in the Portal Server Search database. This section explains some of the frequently
performed maintenance tasks on the Portal Server Search database.
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For more information on managing data in the Portal Server Search database, see
the Sun ONE Portal Server Administrator’s Guide.

rdmgr Command

The r dmgr command is the main command used to work with the Search service. It
gives the administrator two types of subcommands: one that is used to work with
resource descriptors (RDs); and the other that is used for database maintenance.
The rdmgr command is normally run in a search-enabled Portal Server instance
directory.

To invoke the r dngr command:
1. Change to the following directory:
cd /var/opt/ SUN\Ws/ ht t ps- ser ver nane/
2. Type the following in the command-line:
run-cs-cli portal-server-install-dir/ SUNWbs/ bi n/ rdngr ar gs
where portal-server-install-dir is the directory in which Portal Server is installed.

For more information on r dngr command, see Command-Line Utilities in Sun
ONE Portal Server Administrator’s Guide.

Searching Resource Descriptors (RD)

Running r dngr command with the argument value - Q generates a list of RDs that
refines the search operation.

For example:
= Tosearch for resource descriptors (RDs) containing the text t est i ng, type:
run-cs-cli portal-server-install-dir/ SUNWs/ bi n/ rdngr -Q testing

= Tosearch for resource descriptors (RDs) belonging to a particular category,
type:

run-cs-cli portal-server-install-dir/ SUN\Ws/ bi n/ rdngr - Q
"cl assification=Archive: Chat: January"
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Deleting Resource Descriptors

The following are the examples for deleting resource descriptors (RDs) from the
Portal Server Search database:

To delete all resource descriptors (RD) containing the text t est i ng, type:
run-cs-cli portal-server-install-dir/ SUNWs/ bi n/ rdngr -d -Q testing

To delete all resource descriptors (RD) from a category Ar chi ve: Chat : January,
type:

run-cs-cli portal-server-install-dir/ SUN\Ws/ bi n/ rdngr -d -Q
"cl assi fication=Archi ve: Chat: January"

Enabling Instant Messenger Archive Control

The Instant Messenger Archive Control component enables the end user to control
the archived instant messages. This component allows the end user to search for
the archived instant messages stored in the Portal Server Search database by
clicking the Archive button in the Instant Messenger main window. It also enables
the end user to set default archive options, such as “archive all conferences” in the
Archive tab of the Instant Messenger. The Instant Messenger Archive Control
feature is provided by two optional Instant Messenger modules.

The Instant Messenger Archive Control component can be enabled by setting the
archi ve_control applet parameter in the applet descriptor file.

The applet descriptor files for the Instant Messaging LDAP deployment that need
to be changed are:

e imjnlp, inssl.jnlp and jnlpLaunch.jsp (portal only) forlJavaWeb
Start

e imhtm, inssl.htm and pluginLaunch.jsp (portal only) forlava
Plugin

Changes for JNLP files and jnlpLaunch.jsp files:
If you are using Java Web Start to launch the Instant Messenger, perform the

following steps to enable the Instant Messenger Archive Control feature in the
Instant Messenger:
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1. Go to the Instant Messenger documentation root directory to locate the
imjnlpandinssl.jnlpfiles

The j nl pLaunch. j sp file can be found at:
[ et c/ opt/ SUNWps/ deskt op/ def aul t/ | MProvi der
2. Editthejnlp or jsp file,and add or edit the following line:

<ar gunent >ar chi ve_contr ol =t rue</ ar gunent >

Changes for html applet pages and pluginLaunch.jsp files:

If you are using Java Plug-in to launch the Instant Messenger, perform the
following steps to enable the Instant Messenger Archive Control feature in the
Instant Messenger:

1. Go to the messenger documentation root directory to locate the i m j nl p and
i mesl . jnlpfiles

The j nl pLaunch. j sp file can be found at:
/ et c/ opt/ SUNWps/ deskt op/ def aul t/ | MProvi der
2. Editthejnlp or jsp file,and add or edit the following line:

<PARAM NAME="ar chi ve_control " VALUE="true" />
<EMBED ar chi ve_control =true;/>

NOTE Instant Messenger Archive Control should not be enabled if the
value of i i m server.msg_archi ve. aut o is set to true in the
i i mconf file of the Instant Messaging Server, as end users’
messenger settings will not have any effect.
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Changing the Display of the Archived Data

The data that is archived is deployed using the | MAr chi veDi spl ay. j sp file. The
I MAr chi veDi spl ay. j sp file is installed in the folder

/ et c/ opt / SUNWs/ deskt op/ def aul t /| MPr ovi der by default. The file can be
modified to change the style and the resource strings of the archived data.

For example, to replace the default system message displayed when an end user
joins the room “joe has joined the room” to “joe has entered the room;” perform the
following:

1. Editthe I MArchi veDi spl ay. j sp file with an editor of your choice. For
example, you could type the following:

vi | MArchiveDi splay.jsp

2. Replace the code line in Code Example 5-3 with Code Example 5-4 in the file
I MAr chi veDi spl ay. j sp:
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Code Example 5-3 Modifying the default system message.

ht. put ("has_j oi ned_the_roont, "<span cl ass='user' > {0} </span>
<span cl ass=' headerval ue' > has joined the room </span>");

Code Example 5-4 After replacing the default system message.

ht. put ("has_j oi ned_t he_roont', "<span cl ass='user' > {0} </span>
<span cl ass=' headerval ue' > has entered the room </span>");

Similarly, the resource strings for the other keys and the style for displaying the
key information can also be modified.

If the attribute name of Title and Full-Text in the default schema of the Portal
Server Search is changed, then these changes should also be reflected in the
| MAr chi veDi spl ay. j sp file.

Sample Deployment Scenario for Archive
Provider

This sample deployment scenario explains how to archive the related Instant
Messaging data collectively.

To archive the related Instant Messaging data collectively:

Create separate categories for each type of data. For example, in the Archive
category where all the archived Instant Messaging data are stored, create a sub-
category Chat for storing chat messages. You can also create subcategories for
archiving data based on time. For example, to archive chat data for the month of
December 2002 the subcategory will be:

Ar chi ve: Chat : 2002: 12
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To archive all the chat data based on time, do the following:

1.

Change to the conf i g directory. For example, on Solaris type:

cd /etc/opt/ SUNWi i default/config

Edit theii m conf file. For example:

vi iim conf

Add the following value for the parameter i i m ar ch. chat . cat egor ynane:
i i march. chat. cat egorynanme = Archive: Chat: % 9M

The archive provider automatically assigns the current year for %Y and current
month for %M. These values are taken from the system date and time.

To archive and back up the chat data the month of December 2002 to the
subcategory, type:

1.
2.

rdmgr -Q "cl assi ficati on=Archive: Chat: 2002: 12" > archi ve. soi f

Store the . soi f file to your backup system.

To remove the archived chat data for the month of December 2002 from the Portal
Server Search database, type:

rdmgr -d "classificati on=Archive: Chat: 2002: 12"
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Instant Messaging Configuration
Parameters

This chapter explains the Instant Messaging configuration parameters.
This chapter contains the following sections:

= Using the iim.conf file

= General Configuration Parameters

= User Source Configuration Parameters

< Logging Configuration Parameters

= Instant Messaging Server Configuration Parameters

= Multiple Server Configuration Parameters

= Multiplexor Configuration Parameters

Using the iim.conf file

Instant Messaging stores configuration settings in the i i m conf file within the
instant messaging configuration directory as follows:

= On Solaris:
[etclopt/ SUNWi niconfigl/iim conf
= On Windows:
instant-messaging-installation-directory\ conf i g\'i i m conf

This file is a plain ASCII text file, with each line defining a server parameter and its
value(s):
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= A parameter and its value(s) are separated by an equal sign (=) with spaces and
tabs allowed before or after the equal sign.

= Avalue can be enclosed in double quotes (" "). If a parameter allows multiple
values, the entire value string must be enclosed in double quotes.

= A comment line must have an exclamation point (! ) as the first character of the
line. Comment lines are for informational purposes and are ignored by the
server.

= If a parameter appears more than once, the value of the last parameter listed
overrides the previous value.

= Abackslash (\) is used for continuation and indicates the value(s) are longer
than one line.

« Each line is terminated by a line terminator (\n,\r, or\r\n).

= The key consists of all the characters in the line starting with the first
non-whitespace character and up to the first ASCII equal sign (=) or semi-colon
(;). If the key is terminated by a semi-colon, it is followed by “l ang-” and a tag
that indicates the language in which this value is to be interpreted. The
language tag is followed by an equal sign (=). All whitespace characters before
and after the equal sign are ignored. All remaining characters on the line
become part of the associated value string.

= Multiple values in the value string are separated using commas (, ).

= Within a value, if any special characters like comma, space, newline, tab,
double quotes, or backslash are present, the entire value needs to be within
double quotes. In addition, every carriage return, line feed, tab, backslash, and
double quotes within the value must specified with a backslash (\).

= If you make changes to theii m conf file, you must refresh the Instant
Messaging server in order for the new configuration settings to take effect.

NOTE Theiim conf file is initialized by the installation process and
should be modified only as described in this guide.

General Configuration Parameters

Table A-1 lists and describes the general configuration parameters.
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General Configuration Parameters

General Configuration Parameters

Parameter

Default Value

Description

i i m comm nodul es

i imsntpserver

iiminstancedir

iiminstancevardir

i i muser

iimgroup

iimjvm maxmenorysize

iimmail.charset

iimserver,iimnmux

| ocal host

On Unix:
/ opt
On Windows:

c:\ Program
Fi | es\ Sun\ | nst ant Messagi ng

On Solaris:

[var/opt/ SUNWi ni def aul t
On Linux:

[ var/ opt/soi i def aul t

On Windows:

i imconf\

i net user for LDAP deployments.
r oot for portal deployment.

i net gr oup for LDAP
deployments.

root for portal deployment.
256

None

The communication modules used. The
valuesarei i m server andii m nux. The
default value is i i m server, iim mix,
which means both the server and
multiplexor are used. The i i m nux value is
useful for multiplexor.

SMTP server to send mail to end users who
have set the option for forwarding their
messages as emails or to pagers.

The installation directory root.

Sets the directory to contain runtime files,
including the end-user profile database,
logs, and other files created by the server
and multiplexor at runtime.

The end-user name which the server
processes run. Used only on Unix
platforms.

The group using which the server
processes run. Used only on Solaris
platform.

The maximum number heap size in MB the
JVM running the server is allowed to use.
Used to construct the - X argument of the
Java command.

This parameter specifies if the headers of
the mail are in ascii and not encoded.

It contains the name of the charset to be
used to encode the headers of the mail
message sent out for offline alerts.

For example:
iimmail.charset=iso-2022-jp
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Table A-1

General Configuration Parameters

Parameter

Default Value

Description

iimjvm comrand

iimidentity.basedir

iimidentity.jre

iimportal.deployuri

iimportal.host

iimportal. protocol

iimpolicy.resynctine

[usr/j2sel bin/java

/ opt

fusr/ijava_1.3.1 04
[ portal

i mhost nane

http

720

The location of the Java Runtime
Executable (JRE).

The default installation directory—or what's
also referred to as the base directory—for
Sun ONE Identity Server.

The location of the JRE used by the Identity
Server to run all it's processes.

The URI using which the Portal Server war
files are deployed in the Identity Server.

The host name of the server on which the
Portal Server is running. Specify the port
number if a non default port number is
used.

The protocol used to access the Portal
Server.

The Instant Messaging server clears all
cached end-user information on a regular
basis in order to eliminate old end-user
information. This parameter specifies the
frequency, in minutes, at which the cached
end-user information is cleared.

User Source Configuration Parameters

Table A-2 lists and describes the user source configuration parameters.

Table A-2  User Source Configuration Parameters
Parameter Default Value Description
i i m|dap. host | ocal host : 389 LDAP server name and port

i i ml dap. searchbase

i i m|dap. usergroupbi nddn

o=i nt er net

None (the server performs
anonymous searches)

used by Sun ONE Instant
Messaging server for end-user
authentication.

The string used as base to
search for the end users and
groups on the LDAP server.

Specifies the dn to use to bind
to the LDAP server for
searches.
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User Source Configuration Parameters

Parameter

Default Value

Description

i i m| dap. usergroupbi ndcred

iimldap.loginfilter

iimldap.
user gr oupbyi dsear chfil ter

i i m | dap. user gr oupbynanesear chf
ilter

iimldap.allowldcardinuid

i i mldap.usercl ass

i i mldap. groupcl ass

i i mldap.groupbrowsefilter

None (the server performs
anonymous searches)

(&(| (obj ect cl ass=i net or gper s
on) (obj ect cl ass=webt opuser))

(ui d={0}))

(] (& obj ect cl ass=gr oupof uni q
uenanes) (ui d={0})) (& | (obj ec
t cl ass=i net or gper son) ( obj ect
cl ass=webt opuser)) (ui d={0}))

)

(| (& obj ect cl ass=gr oupof uni q
uenares) (cn={0})) (& | (obj ect
cl ass=i net or gper son) (obj ect c
| ass=webt opuser)) (cn={0})))

Fal se

i net O gPer son, webt opuser

groupCf Uni queNarres

(obj ect cl ass=gr oupof uni quena
nes)

Specifies the password to use
with the

i i m | dap. usergroupbi ndd
n dn for LDAP searches.

Search filter used during
end-user login.

The search filter used to
search for end users and
groups in the directory, under
the base specified by ID.

The search filter used to
search for end users and
groups in the directory, under
the base specified by name.

Determines if wildcards should
be enabled for UIDs while
performing a search. As most
directory installations have
UIDs indexed for exact
searches only, the default
value is Fal se. Setting this
value to Tr ue can impact
performance unless UIDs are
indexed for substring search.

The LDAP class that indicates
that an entry belongs to an end
user.

The LDAP class that indicates
that an entry belongs to a

group.

The search filter used to
browse all groups in the
directory, under the specified
search base.
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Table A-2  User Source Configuration Parameters

Parameter

Default Value

Description

iimldap.searchlinit

i i m|dap. userdispl ay

i i m|dap. groupdispl ay

i mldap.useruidattr

i m | dap. groupnenberattr

iimldap.usermailattr

iimldap.userattributes

iimldap.groupattributes

i i ml|dap.groupnemberurlattr

i i mldap.useidentityadmn

40

cn
cn
uid
uni quenenber

nai |

None

None

None

The default value istrue, if Sun

ONE Identity Server Instant
Messaging Service Definition
component is installed.

The default value is f al se,
ONE Identity Server Instant
Messaging Service Definition
component is not installed.

Maximum number of entries to
be returned by a search. A
value of - 1 means search is
disabled on this server and a
value of 0 indicates unlimited
search.

LDAP attribute to use for
display name of end users.

LDAP attribute to use for
display name of groups.

LDAP attribute used as end
users’ UID.

LDAP attribute that gives the
list of members of a group.

LDAP attribute that should
contain end users’ provisioned
email addresses. Used when
the email message sent to an
offline end user.

LDAP attribute that contains
the list of custom attributes
from the LDAP user entry.

LDAP attribute that contains
the list of custom attributes
from the LDAP group entry.

The membership attribute of a
dynamic group, which contains
the LDAP filter or the LDAP
URL.

If the value is t r ue then the
Identity Server Administrator
credentials will be used to bind
to the Directory Server.
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Logging Configuration Parameters

Table A-3 lists and describes the logging configuration parameters.

Table A-3

Logging Configuration Parameters

Parameter

Default Value

Description

iimlog.iimserver.severity

iimlog.iimserver.url

iimlog.iimnux.severity

NOTI CE

On Solaris:
[var/opt/SUNWi ni def aul t/1
og/ server. | og

On Linux:

/var/ opt/soi m defaul t/| og/
server.log

On Windows:
instant-messaging-installation-director
Y\l og\ server.|og

NOTI CE

Level of logging required for the
server module. The possible values
from highest to lowest are: FATAL,
ERROR, NOTICE, WARNING,
INFO, and DEBUG. If a lower level
of logging is chosen, it is implied
that you get the higher levels too.
That is, if you choose WARNING
you get FATAL, ERROR, NOTICE,
and WARNING.

Location of the server log file. This
file needs to be periodically trimmed
to prevent disk space from filling up.

Level of logging required for the
multiplexor module. The possible
values from highest to lowest are:
FATAL, ERROR, NOTICE,
WARNING, INFO, and DEBUG. If a
lower level of logging is chosen, it is
implied that you get the higher
levels too. That is, if you choose
WARNING you get FATAL,
ERROR, NOTICE, and WARNING.
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Table A-3

Logging Configuration Parameters (Continued)

Parameter

Default Value

Description

iimlog.iimnux. url

iimlog.iimserver.naxl ogsize

On Solaris:
[var/ opt/SUNWi ni def aul t/1
og/ mux. | og

On Linux:

/var/ opt/soi m defaul t/I og/
nux. | og
On Windows:

instant-messaging-installation-director
W\ 1 og\ nux. | og

Location of the multiplexor log file.
This file needs to be periodically
trimmed to prevent disk space from
filling up.

This parameter contains the
maximum size of a server log file. If
the log files exceeds the size
specified in this parameter then
server creates a new file to log in
the details.
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Instant Messaging Server Configuration
Parameters

Table A-4 lists and describes the Instant Messaging server configuration

parameters.
Table A-4  General Instant Messaging server Configuration Parameters
Parameter Default Value Description
i i mserver. donai nname host’s domain name The logical Instant Messaging

server domain name you want
this server to support. This is the
name that is used by other
servers in the network to identify
this server. It is also the name
used by this server to identify its
end users to other servers. This
is not necessarily the Fully
Qualified Domain Name of the
system running the Instant
Messaging server.

For example, if the system

i i mxyz.comis the only
Instant Messaging server for a
company Xyz. com then the
domain name is likely to be
Xyz.com

i i mserver.port 49919 IP address and port for the
server to bind to, and to listen
for connections from other
servers. IP address setting is
useful for multi homed machines
when you want to use only one
particular IP address. If no IP
address is listed, this indicates a
value of | NADDR_ANY on
[ ocal host .

i i mserver. useport TRUE Indicates whether the server
should listen on the
server-to-server communication
port. The possible values are
TRUE and FALSE. If TRUE, the
server listens on the port
defined by i i m server. port
or on port 9919, if that is not
explicitly defined.
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Table A-4  General Instant Messaging server Configuration Parameters (Continued)

Parameter Default Value Description

iimserver.ssl port 49910 Server's SSL port used for
secure server-to-server

communication. Note: The value
format is | Paddr ess: port . If
no IP address is listed, this
indicates a value of

| NADDR_ANY on | ocal host .

i i mserver. usessl port FALSE Indicates if the server should
listen on the server-to-server

SSL communication port. The
possible values are TRUE and
FALSE. If TRUE, the server
listens on the port defined by
iimserver.sslport oron
port 9910, if that is not explicitly
defined.

iimserver.clienttineout 15 Specifies the time, in minutes,
before the server discards client
connections that are no longer
active. For example, when a
machine is turned off. The
minimum accepted value is 5.
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Table A-4  General Instant Messaging server Configuration Parameters (Continued)

Parameter

Default Value

Description

i i mserver.usesso

i i mserver.ssoprovider

i imserver.nsg_archive

0

None

fal se

This parameter tells the server
whether or not depend on the
SSO provider during
authentication. An SSO provider
is a module which the server
uses to validate a session id
with a SSO service.

In portal deployment, Portal
Server Session API provides the
IM server with the ability to
validate session ids sent by the
client.

The value for this parameter can
either be 0, 1,or - 1.

0 - do not use the SSO provider
(default).

1 - use the SSO provider first
and default to LDAP when the
SSO validation fails.

- 1- use SSO provider only
without attempting LDAP
authentication even when the
SSO validation fails.

Theiimserver. usesso
parameter is used in conjunction
with the

i i mserver.ssoprovider
parameter.

This parameter specifies the
class implementing the SSO
Provider. If

i i mserver.usesso is not
equal to 0 and this option is not
set, the server uses the default
Portal Server based SSO
Provider.

This parameter specifies
whether the archive provider
should be enabled or disabled.
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Table A-4  General Instant Messaging server Configuration Parameters (Continued)

Parameter Default Value

Description

i i mserver.msg_archive. provi der None

iimserver.nsg_archive.auto false

i imserver. conversion fal se

i i mserver.conversion. provi der None

i imserver.servertineout -1

This parameter contains the list
of custom archive providers.
This parameter allows multiple
values and each value is
separated by a comma(, ).

This parameter tells the server
whether the end-users' archive
control settings can be
considered.

If the value for this parameter is
true, it is equivalent to selecting
archi ve everythi ng option
in the User Settings.

This parameter specifies
whether message conversion
should be enabled. It specifies
whether the configured list of
Message Conversion Providers
should be used for message
conversion.

This parameter contains the list
of Message Conversion
Providers to be used for
message conversion.

This parameter allows multiple
values with each value is
separated by a comma(, ).

The server can be configured to
automatically close the
connection opened by a remote
server, if the remote server is
inactive. This is performed by
periodically measuring the time
the last request was made by
the remote server to the server.
The connection to the remote
server is terminated, if the time
of the last request made by the
remote server exceeds the
value of the

i i mserver.servertineout
parameter.

The parameter value is in
minutes.
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Table A-4  General Instant Messaging server Configuration Parameters (Continued)

Parameter

Default Value

Description

i i mserver.enabl e

i i mserver. conversion. ext ernal . conm

and

iimserver.stat_frequency

i i mserver.secconfigdir

i i mserver. keydbprefix

i i mserver.certdbprefix

iimserver.secnodfile

true

None

/etc/opt/ SUNWi nl defa
ult/config

None

None

secnod. db

This value should contain
whether or not the Instant
Messaging server should be
enabled. This parameter is set
false to enable the Instant
Messaging multiplexor.

This parameter contains the
external command used for
message conversion.

This parameter contains the
frequency at which the server
logs the summary of activities to
the log file. The server logs the
summary of activities to the log
file only if the server minimum
log severity is set to NOTl CE or
lower. The value is in minutes.

This directory contains the key
and certificate databases. It
usually contains the security
module database.

This value should contain the
key database filename prefix.
The key database file name
must always end with

key3. db.

If the Key database contains a
prefix, for example

Thi s- Dat abase- key3. db,
then value of this parameter is
Thi s- Dat abase.

This value should contain the
certificate database filename
prefix. The certificate database
file name must always end with
cert7.db.

If the certificate database
contains a prefix, for example
Secret-stuff-cert7.db
then value of this parameter is
Secret-stuff.

This value should contain the
name of the security module file.
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Table A-4  General Instant Messaging server Configuration Parameters (Continued)

Parameter Default Value Description

i i mserver.certnicknane Server-Cert This value should contain the
name of the certificate you
entered while installing the
certificate.

The certificate name is
case-sensitive.

iimserver. keystorepasswordfile  sslpassword. conf This value should contain the
relative path and the name of
the file containing the password
for the key database. This file
should contain the following line:

Internal (software)
Token: password

Where password is the password
protecting the key database.

iimserver.trust_all_cert fal se If this value is true than the
server will trust all certificates
and will also add the certificate
information into the log files.

Multiple Server Configuration Parameters

For communication between multiple Instant Messaging servers in your network,
you need to configure your server to identify itself with the other servers and
identify itself with each coserver, or cooperating server, which will have a
connection to your server. The coserver identifies itself with its Sun ONE Instant
Messaging domain name, host and port number, serverlD, and password.

Each cooperating server is given a symbolic name, which is a string consisting of
letters and digits, for example, coser ver 1. Using the symbolic naming convention
you can specify multiple servers.

When Instant Messaging servers are configured in this manner, you can form a
larger Instant Messaging community. Thus:

< End users on each server can communicate with end users on every other
server

= Use conferences rooms on other servers

= Subscribe to news channels on other servers (subject to access privileges)
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Table A-5 lists and describes the multiple server configuration parameters.

Table A-5  Multiple Server Configuration Parameters

Parameter

Default
Value

Description

iimserver.serverid
i i mserver. password

i i mserver.coservers

i i mserver. coserverl. serverid

i i mserver. coserverl. passwor d

i i mserver. coserverl. host

i i mserver. coserverl. usessl|

None

None

None

None

None

None

Fal se

String used by this server to identify itself to all
other servers.

Password used by this server to authenticate itself
to all other servers.

Comma separated list containing symbolic names
of the servers that can connect to this server. Any
meaningful names are allowed, but they must
match what you use for the . serveri d,

. passwor d, and . host parameters. Examples:

i i mserver. coservers=coserverl, coserv
er2

or

i i mserver. coservers=abc, xyz, ntc

String that identifies the cooperating server
represented by the name, coserverl to
authenticate to this server. Note: If you had used
abc inthe i i m server. coservers list, then
the corresponding name for its serverid would be
i imserver.abc. serverid.

Password used by cooperating server
represented by the name, coserverl to
authenticate to this server. Note: If you had used
abc intheiimserver. coservers list, then
the corresponding name for its password would
be i i mserver. abc. password.

IP address and the port to connect to, for end
users on this server to communicate to end users
on the server represented by the name

coser ver 1. Note: If you had used abc in the

i i mserver. coservers list, then the
corresponding name for its host would be

i i mserver. abc. host.

Note: The value format is nane: port or
| Paddr ess: port.

Indicates if this server should use SSL to talk to
the server identified by coserverl. The possible
values are TRUE and FALSE.
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Multiplexor Configuration Parameters

Table A-6 lists and describes the multiplexor configuration parameters.

Table A-6  Multiplexor Configuration Parameters

Parameter Default Value Description

i imnmux.|istenport 49909 IP address and listening port for the
multiplexor, to listen for Sun ONE Instant
Messenger. The value format is
IP_address:port. If no IP address is listed, this
indicates a value of | NADDR_ANY on localhost.
Note: If you change this value, also change the
imhtn andimjnl pfiles so that they
match the port value.

i i m_mux. server port 49999 The IM server and port the multiplexor talks to.
The value format is servername: port or
IP_address: port.

i i m nmux. num nst ances 1 Number of instances of the multiplexor. This
parameter is valid only for Solaris platforms.

i i m_mux. maxt hr eads 5 Maximum number of threads per instance of
the multiplexor.

i i m mux. maxsessi ons 2000 Maximum number of concurrent connections
per multiplexor process.

i i m mux. usessl of f If the value is set to on, the multiplexor
requires an SSL handshake for each
connection it accepts, before exchanging any
application data.

i i mnux. secconfigdir /etc/opt/ SUNWim def The/etc/opt/ SUNWi m defaul t/config
aul t/config is the value of the i i m nux. secconfi gdir
parameter. This directory contains the key and
certificate databases. It usually contains the
security module database.

i i mux. keydbpref i x None This value should contain the key database
filename prefix. The key database file name
must always end with key3. db.

If the Key database contains a prefix, for
example Thi s- Dat abase- key3. db, then
value of this parameter is Thi s- Dat abase.
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Table A-6  Multiplexor Configuration Parameters (Continued)

Parameter Default Value Description

i i mnux. certdbprefix None This value should contain the certificate
database filename prefix. The certificate
database file name must always end with
cert7.db.

If the certificate database contains a prefix, for
example Secret -stuff-cert7.db, then
value of this parameter is Secr et - st uf f .

i i mmux.secnodfile secnod. db This value should contain the name of the
security module file.

i i m_mux. certni cknane Server - Cert This value should contain the name of the
certificate you entered while installing the
certificate.

The certificate name is case-sensitive.

i i mnux. keyst orepasswordfil /etc/opt/SUNWi mldef This value should contain the relative path and
e aul t/ confi g/ ssl passw the name of the file containing the password
ord. conf for the key database. This file should contain

the following line:
Internal (software) Token: password

Where password is the password protecting the
key database.

i i mnux.stat_frequency 600 This value should contain the frequency at
which the multiplexor logs the summary of
activities to the log file.The minimum value is
10 seconds.

i i mnux. enabl e true If the value is true then the multiplexor will run
for this instance. If the value is false then the
multiplexor will not run for this instance.
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Instant Messaging Reference

This chapter explains the i madnm n command used to administer Instant Messaging.

imadmin

You can use the i nadmi n utility to start, stop, and refresh the Instant Messaging
server and Multiplexor. On the Solaris platform, run i nadm n as r oot or the end
user specified during the installation.

Requirements:

You must invoke the i madm n utility from the host on which Instant Messaging
server is installed.

Location:
o On Solaris: instant-messaging-installation-directory/ SUNW i ni sbi n

o On Windows: instant-messaging-installation-directory\ sbi n

Table B-1 lists and describes commands related to the i nadnm n command.

Table B-1  The imadmin Commands with Descriptions

Command Description

i madm n start Starts the enabled server and/or multiplexor component(s).

i madm n stop Stops the enabled server and/or multiplexor component(s).

i madnm n refresh Refreshes the enabled server and/or multiplexor
component(s).

i madmn start server Starts only the server.
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Table B-1  The imadmin Commands with Descriptions

Command

Description

i madm n stop server
i madm n refresh server

i madmn start
mul ti pl exor

i madm n stop mul tipl exor

i madm n refresh
mul ti pl exor

imadmn mgrate

i madm n versi on

Stops only the server.
Refreshes only the server.

Starts only the multiplexor.

Stops only the multiplexor.

Refreshes only the multiplexor.

Generates Sun ONE Identity Server policies based on current
policy access control files.

Prints version

Synopsis

i madm n [ options] [ action] [ component]

Options

Table B-2 lists and describes options (Solaris platform only) for the i madni n

command.

Table B-2  Options for imadmin Command

Option Description

- C alt-config-file Used with the st art and r ef r esh actions, to specify a different
configuration file other than / et ¢/ opt / SUNWi mi confi g/iim conf file

-h Displays help on the i madm n command.

Actions

Table B-3 lists and describes actions performed after various i radm n commands

are issued.
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Table B-3  Actions for imadmin Command

Option Description

start Sets the ¢l asspat h, the Java heap size and starts all the specified components.

stop Stops all the specified component’s daemons.

refresh Stops and starts the specified component(s). Useful after a configuration change.
Components

Table B-4 lists and describes the components for the i madni n command.

Table B-4  Components for i madn n Command

Option Description
server Indicates the Instant Messaging server.
mul ti pl exor Indicates the Instant Messaging multiplexor alone.
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Appendix C

Instant Messaging APIs

This chapter explains the APIs used by Sun ONE Instant Messaging.

Sun ONE Instant Messaging APIs Overview

Sun ONE Instant Messaging provides Java APls which can be used to develop
extension or integration modules. Detailed documentation of these APls are
provided with the installed Instant Messenger component, in the form of HTML
files generated by Javadocs. The Javadoc files are installed in the
instant-messaging-resource-directory/ api docs/ directory. To view the API
documentation, point your browser to imcodebase/ api docs where the codebase is
the Instant Messenger resources codebase.

The following are the Instant Messaging APlIs:
< Instant Messaging Service API

= Messenger Beans

= Service Provider Interfaces

= Authentication Provider API

Instant Messaging Service API

The Instant Messaging API is used by the applications located on the same host or
in the remote host to access Sun ONE Instant Messaging services, such as Presence,
Conference, Notification, Polls and News channels.

The Instant Messaging Service API can be used for:

= A lJava-based or web-based client, such as a portal channel
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< A Bridge or a Gateway to enable another class of clients.
= Integration of Instant Messenger and Presence in to the existing applications

= Displaying news feeds as Sun ONE Instant Messenger news.

Messenger Beans

A Messenger bean is a dynamically loaded module used to extend the messenger
functionality. Messenger beans can add action listeners, such as buttons and menu
items, and item listeners, such as check boxes and toggle buttons in the existing
Instant Messenger window. The item listeners are invoked when an end-user input
is received and bean-specific actions are based on the end-user input. Beans have
the ability to add their own settings panel and save bean-specific properties on the
server. Beans can be notified of any event received by the Instant Messenger. for
example, a new alert message.

The applications that use Messenger Beans are:

= Ability for end users to share application and conference along with voice or
video.

= Ability to retrieve and process the transcript of a conference For example, the
contents of a received or sent alert, for archiving purposes.

NOTE The Sun ONE Instant Messenger Archive control functionality is
provided through a Messenger Bean.

Service Provider Interfaces

The Service Provider Interface APIs provide the ability to extend the Sun ONE
Instant Messaging server functionality. The Service Provider Interface is composed
of the following independent APIs:

e The Archive Provider API
e The Document Converter API

e The Authentication Provider API
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Archive Provider API

An Archive Provider is a software module usually providing integration with the
archive or auditing system. Each configured Archive Provider is invoked for each
Server process.

The Archive Provider is invoked for the following server processes:

< When a instant message is sent. The Instant Messages, such as alert, poll, chat,
news or conference.

= During an authentication event, such as login or logout.
= When there is a change in the presence status.

= During a subscription event. For example, when someone joins or leaves a
conference, or subscribes or unsubscribes to a news channel.

The applications that use the Archive Provider API are:

< Instant Messaging Archive

NOTE The default Instant Messaging archive in Sun ONE Instant
Messaging is based on the Archive Provider API. For more
information on Instant Messaging Archive, see Managing The
Instant Messaging Archive.

= The application that records the usage statistics for sizing purposes

Message Conversion API

A Message Converter is invoked for every message or each message part going
through the server. The Message Converter may leave the message part intact or
modify or remove the message part. The text parts are processed as Java String
Objects. The Message Converter processes other attachment as a stream of bytes
and returns a potentially different stream of bytes, or nothing at all if the
attachment is to be removed.

The applications that uses Message Conversion API are:
= Virus checking and removal
= Translation engine integration

= Message content filtering
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Authentication Provider API

The Authentication Provider API provides ability to deploy Sun ONE Instant
Messaging in environments that are not using Sun ONE Identity Server
password-based or token-based authentication service. This API is invoked
whenever an end user requests authentication, and it can be used in conjunction
with the LDAP authentication.

The application that uses Authentication Provider API is:

= Single Sign-on (SSO) with Sun ONE Identity Server is performed using the
Authentication Provider API. This API can also be used to integrate with other
authentication systems.
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Appendix D

Troubleshooting Instant Messaging

This chapter lists the common problems that might occur during installation and
deployment of Sun ONE Instant Messaging. The log information generated by the
various system components on their operation can be extremely useful when
trying to isolate or troubleshoot a problem. For details and more information on
logging, refer to the section Managing Logging. This section lists the various log
files with their default locations on Solaris.

The Multiplexor and Server logs are in the files mux. | og and server. | og
respectively, by default these files are in the directory

[var/ opt/ SUNW i nf def aul t/ | og. The logging level for Multiplexor and Server
log files is controlled in the i i m conf configuration file using the properties
iimlog.iimmux.severityandiimlog.iimmx.severity. These properties
can have the following values:

e fatal
e error

e warning

e notice
* info
e debug.

Logging configuration in portal deployments is determined by the
com i pl anet . servi ces. debug. | evel property. This property can contain the
following values:

+ nessage

e warning
e error
o oOff

163



Table D-1 shows the location for the desktop and archive log files.

Table D-1  The Location for the Desktop and Archive Log Files

Log File Default Location

deskt op. debug [ var/ opt / SUN\Vam debug/
| MAr chi veSear ch. | og [ var/ opt / SUN\Van debug/
I MAr chi veSubni t. | og [ var/ opt / SUN\Vam debug/

Logging information for the Messenger client can be obtained by enabling logging
output from the Java Web Start application manager or the Java plug-in manager.

Listed below are some problems and their possible causes and the clues for
troubleshooting these problems:

The Messenger client does not load or start
Connection refused and timed out
Authentication errors

IM channel display error

Instant Messaging content is not archived
Server-to-server communication fails to start

Catastrophic Error Leaves Server in an Inconsistent State

The Messenger client does not load or start
The following are the possible causes for this problem:

= Wrong codebase in the applet page.

= Application/x-java-jnlp-file MIME type not defined in the web server
configuration.

= Plug-in of Java Web Start not installed or functional.

= No compatible Java version available.

Where to get the necessary information:

= Inthe Java Web Start or plug-in errors (exception stack trace, launch page.)

= Inthe applet page source on the browser.
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Connection refused and timed out
The following are the possible causes for this problem:;

= Either the Instant Messaging server or the Multiplexor is not running.

= Incorrect Multiplexor host or port names used in the Applet descriptor file
(.jnlpor.htm.)

= Different SSL settings used between the Instant Messenger and the
Multiplexor.

= Client and server version mismatch.
Where to get the necessary information:

< Instant Messaging server and Multiplexor log files.

Authentication errors
The following are the possible causes for this problem:

= Problems while accessing the LDAP server.
= End user not found.

= Invalid credentials.

< Invalid Identity Server session.

Where to get the necessary information:

= Instant Messaging server, Identity authentication and LDAP log files.

IM channel display error
The following are the possible causes for this problem:

= Authentication error when the server cannot validate the session token.

= Instant Messaging channel is not configured properly. For example, incorrect
Instant Messaging server host and/or port.

< Plug-in or Java Web Start is not installed or is not functional.

= End user not found and the Instant Messaging server cannot find the end user
in the LDAP lookup.

Where to get the necessary information:

= Instant Messaging server and Instant Messaging channel logs.
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Instant Messaging content is not archived
The following are the possible causes for this problem;

< Contentis actually archived but the end user has insufficient rights to access it.
= The content has not yet been committed to the Compass database.

= The archive provider has been disabled in the Instant Messaging server.
Where to get the necessary information:

= In the Instant Messaging server and the archive log files.

Server-to-server communication fails to start
The following are the possible causes for this problem:

= Incorrect server identification.
< Mismatch in the SSL settings.
Where get the necessary information:

The necessary information can be obtained from the two Instant Messaging server
log files.

Catastrophic Error Leaves Server in an Inconsistent State

If a catastrophic error occurs while installing or uninstalling Sun ONE Instant
Messaging, the system might be left in an inconsistent state. This results in both
install and uninstall being unable to complete. In this circumstance, you must
manually remove all the Sun ONE Instant Messaging components so that a fresh
install can be attempted. The clean up procedure consists of removing packages
and registry information.

1. Back up any information you might need in a future installation. See “Backing
Up Instant Messaging Data” on page 73.

2. Manually edit the product registry information.
o For Solaris 9, issue the following command:
prodreg(1)

o Forall other systems:

a. Access and edit the product r egi st ry XML file from the following
locations:

» Solaris: /var/sadniinstal | /productregistry
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Linux: /var/tnp/ productregi stry

Windows: %Byst enRoot % syst enB2/ product regi stry

From the preceding files, perform the following:

on all platforms, remove

all Sun ONE Instant Messaging XML elements:

on Unix, remove the following packages or RPMs if they are still present:

SUNWiIim
SUNWiimm
SUNWiimd
SUNWiimid
SUNWiimc
SUNWiimjd

on Windows, remove the following registry key and its subkeys:

HKEY_LOCAL_MACH NE\\ Sof t war e\\ Sun M crosyst ens\\ I nst ant
Messagi ng\ \ 6.
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Appendix E

Legacy Instant Messaging Service

6.0

This service is deprecated. If you had Sun ONE Instant Messaging software, and
are now installing version 6.1, you might want to be aware that the service
attributes listed in this section are still effective and supersede version 6.1

attributes.

When you deploy Sun ONE Instant Messaging server with Sun ONE Identity

Server, an Instant Messaging service is added to the Sun ONE Identity Server. The
Instant Messaging service enables the administrator to enforce policy mechanisms
for accessing Sun ONE Instant Messaging server.

For more information on policies managed through Sun ONE Identity Server, see

“Managing Policies using Sun ONE ldentity Server” on page 103.

Table E-1 lists and describes the Instant Messaging service attributes.

Table E-1  Instant Messaging Service Attributes

Service Attributes

Description

sunl MEnabl e

sunl MAl | owAl ertOnl'y

sunl MAl | owFi | eTr ansf er

sunl Menabl eMbder at or

This is a boolean attribute. When enabled it has Access and Deny
permissions for an organization. These attributes will be added as
dynamic attributes.

This is a boolean attribute. When enabled the instant messenger only
displays the alerts. The contact list or the news is not displayed. This
attribute is used in CHAT and POPUP flavors. By default this attribute is
disabled.

This is a boolean attribute. When enabled it allows files to be attached to
the messages. By default this attribute is enabled.

This is a boolean attribute. It enables the moderated conference feature
in Sun ONE Instant Messenger. By default, this attributed is enabled.
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Table E-1  Instant Messaging Service Attributes

Service Attributes Description

sunl MFl avor This attribute can be selected from a drop down list. It describes the
message type to be enabled. The values are ALL, | M NEWS, CHAT
and POPUP. The default selected value is ALL.
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