microsystems

Third Party System Management
Integration Software

Sun Servers Integration 1.0 for HP OpenView Operations
7.5 for Windows

Servers supported:
= Sun Fire x64 Servers
= Sun SPARC Enterprise Servers

A complete, current list of supported Sun servers, service processors, and service
processor firmware is available at the following web site:

http://www.sun.com/system-management/tools.jsp

Please consult this web site before installing the Sun Servers Integration 1.0 for HP
OVO for Windows.

Part No. 820-2775-10

Sun Microsystems, Inc.

www.sun.com

February 2008, Revision 01



Copyright 2008 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights reserved.

Sun Microsystems, Inc. has intellectual property rights relating to technology that is described in this document. In particular, and
without limitation, these intellectual property rights may include one or more of the U.S. patents listed at http://www.sun.com/patents
and one or more additional patents or pending patent applications in the U.S. and in other countries.

This document and the product to which it pertains are distributed under licenses restricting their use, copying, distribution, and
ecompilation. No part of the product or of this document may be reproduced in any form by any means without prior written
authorization of Sun and its licensors, if any.

Third-party software, including font technology, is copyrighted and licensed from Sun suppliers.

Parts of the product may be derived from Berkeley BSD systems, licensed from the University of California. UNIX is a registered
trademark in the U.S. and in other countries, exclusively licensed through X/Open Company, Ltd.

Sun, Sun Microsystems, the Sun logo, Sun Blade, and Solaris are trademarks or registered trademarks of Sun Microsystems, Inc. in
the U.S. and in other countries.

U.S. Government Rights—Commercial use. Government users are subject to the Sun Microsystems, Inc. standard license agreement
and applicable provisions of the FAR and its supplements.

DOCUMENTATION IS PROVIDED "AS IS" AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE
HELD TO BE LEGALLY INVALID.

Copyright 2008 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, Etats-Unis. Tous droits réservés.

Sun Microsystems, Inc. possede les droits de propriété intellectuels relatifs a la technologie décrite dans ce document. En particulier,
et sans limitation, ces droits de propriété intellectuels peuvent inclure un ou plusieurs des brevets américains listés sur le site
http://www.sun.com/patents, un ou les plusieurs brevets supplémentaires ainsi que les demandes de brevet en attente aux les Etats-
Unis et dans d’autres pays.

Ce document et le produit auquel il se rapporte sont protégés par un copyright et distribués sous licences, celles-ci en restreignent
I’utilisation, la copie, la distribution, et la décompilation. Aucune partie de ce produit ou document ne peut étre reproduite sous aucune
forme, par quelque moyen que ce soit, sans 1’autorisation préalable et écrite de Sun et de ses bailleurs de licence, s’il y en a.

Tout logiciel tiers, sa technologie relative aux polices de caracteres, comprise, est protégé par un copyright et licencié par des
fournisseurs de Sun.

Des parties de ce produit peuvent dériver des systémes Berkeley BSD licenciés par 1’Université de Californie. UNIX est une marque
déposée aux
Etats-Unis et dans d’autres pays, licenciée exclusivement par X/Open Company, Ltd.

Sun, Sun Microsystems, le logo Sun, Sun Blade, et Solaris sont des marques de fabrique ou des marques déposées de Sun
Microsystems, Inc. aux Etats-Unis et dans d’autres pays.

LA DOCUMENTATION EST FOURNIE "EN L’ETAT" ET TOUTES AUTRES CONDITIONS, DECLARATIONS ET RANTIES
EXPRESSES OU TACITES SONT FORMELLEMENT EXCLUES DANS LA LIMITE DE LA LOI APPLICABLE, Y COMPRIS
NOTAMMENT TOUTE GARANTIE IMPLICITE RELATIVE A LA QUALITE MARCHANDE, A L’APTITUDE A UNE
UTILISATION PARTICULIERE OU A L’ABSENCE DE CONTREFACON.

{D Pleaze “ :
% Recycle .
Adabe PostScript

Sun Servers Integration 1.0 for HP OpenView Operations 7.5 for Windows i



Contents

Introduction 1
Supported Servers 3
Levels of Integration with HP OVO for Windows 4
Operating System Integration 5
Service Processor Integration 6
This Manual 6
Requirements 7
Managed Devices 7
HP OVO for Windows Server Software 8
Related Documentation 8
Installing the Sun Servers Integration 1.0 for HP OVO for Windows 9
Pre-installation Checklist 9
Downloading the Sun Servers Integration 1.0 for HP OVO for Windows 10
Unpacking the Sun Servers Integration 1.0 for HP OVO for Windows 10
Installing the Sun Servers Integration 1.0 for HP OVO for Windows 10
Verifying Successful Installation 15
Configuring the Sun Servers Integration 1.0 for HP OVO for Windows 17
Deploying Sun-Specific Policy Files to HP OVO for Windows 17
Configuring the HP OVO for Windows SNMP Agent to Receive SNMP v2 Traps 19
Configuring Sun Devices to be Monitored by HP OVO for Windows 20
Configuring Sun Devices for Supported SNMP Traps 20

Configuring SPARC/ALOM and SPARC/ILOM Servers to Send SNMP Traps to HP OVO
for Windows 21

SPARC Solaris SNMP Configuration 21

Configuring ILOM and Embedded LOM Service Processors to be Monitored by HP OVO
for Windows 22

Configuring Sun ILOM 2.x Service Processors to be Monitored by HP OVO for Windows
23

Configuring Sun Embedded LOM Version 2.91 Service Processors to be Monitored by
HP OVO for Windows 26

Sun Servers Integration 1.0 for HP OpenView Operations 7.5 for Windows iii



Configuring Sun Embedded LOM Version 4.x Service Processors to be Monitored by HP
OVO for Windows 28

Verifying Successful Configuration for HP OVO for Windows 31
Verifying Configuration Manually 32
Veritying Configuration Remotely Using ALOM 32
Veritying Configuration Remotely Using [IPMItool 33
Verifying Configuration Remotely Using psradm 35
Monitoring Sun Devices in HP OVO for Windows 36
Interpreting Sun-Specific Messages in HP OVO for Windows 36
Viewing Messages in the Management Console 37
Viewing Detailed Properties of Messages 38
Interpreting Trap Sources 39
Interpreting Message Severities 40
Uninstalling the Sun Servers Integration 1.0 for HP OVO for Windows 42
Unregistering and Deleting Sun-Specific Policies from HP OVO for Windows 42
Uninstalling the Sun Servers Integration 1.0 for HP OVO for Windows 44
Troubleshooting 47
The Windows SNMP Trap Service Must Be Installed and Started 47
Server Firewall Settings Must Be Configured Properly 49
Installed Files 50
Sun System Management MIBs 51
Glossary 52
HP OVO for Windows Terminology 52
Sun System Management Terminology 53

Index 54

Sun Servers Integration 1.0 for HP OpenView Operations 7.5 for Windows iv



CHAPTER 1

Introduction

HP® OpenView Operations for Windows (hereafter HP OVO for Windows) is an
enterprise management application that can use protocols such as the Simple
Network Management Protocol (SNMP) to monitor the availability and status of
networked devices.

Once you have installed and configured the Sun Servers Integration 1.0 for HP OVO
for Windows, you will be able to take advantage of the following Sun-specific
features in HP OVO for Windows.

m  Alerts from Sun servers and service processors clearly identified by source.
m  Sun-specific rules for displaying and prioritizing alerts from multiple sources.

m  Support for Sun servers equipped with the Sun Integrated Lights Out Manager
(ILOM) 2.0 service processor. This service processor uses the
SUN-HW-TRAP-MIB MIB to provide more robust support for reporting device
names and changes to device status.

m  Support for Sun servers equipped with the Sun Embedded Lights Out Manager
(Embedded LOM) service processor. This service processor uses the
SUN-ILOM-PET-MIB MIB to forward PET traps.

m  Support of the Sun™ SNMP Management Agent for Sun Fire™ and Netra™
Systems provides support for additional varbinds (variable binding pairs
consisting of OIDs and values).

m  Automatic acknowledgement of warning and error messages received from
ILOM 2.0 service processors and the Sun™ SNMP Management Agent for Sun
Fire™ and Netra™ Systems .

m  Automatic parsing (via a Visual Basic script) of hardware sensor names from
SNMP traps received from x64/EmbeddedLOM servers.

m  Graphical installation and uninstallation wizard.

Once you have installed and configured the Sun Servers Integration 1.0 for HP OVO
for Windows, HP OVO for Windows can display events received from multiple
types of Sun servers. The following screen shot depicts SNMP messages received
from an x64/ILOM (Sun Fire X4100) and an x64/EmbeddedLOM service processor
(Sun Fire X2200).
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HP OVO for Windows can also receive information from operating system agents
such as the Sun SNMP Management Agent for Sun Fire and Netra Systems, here
running on a Sun SPARC Enterprise T2000 server.
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Supported Servers

The Sun Servers Integration 1.0 for HP OVO for Windows is one of several Sun ISV
System Management solutions that provides Sun-specific resources for monitoring
Sun servers in enterprise or workgroup data centers.

All the Sun servers supported by these integration packs fall into four categories
differentiated by architecture (x64 or SPARC) and by service processor type
(ALOM, ILOM, or Embedded LOM). Consult the following website to verify that a
particular server in one of these categories is supported by Sun Servers Integration
1.0 for HP OVO for Windows:

http://www.sun.com/system-management/tools.jsp

Category Supported Description Examples

x64 Servers Yes x64 servers and blade server modules with the | Sun Fire X4100 M2

with ILOM Integrated Lights Out Manager (ILOM) service | Sun Fire X4600 M2
processor Sun Blade X6220

Hereafter referenced as x64/ILOM servers.

These servers are monitored at the service

Server Module
Sun Blade X8440
Server Module
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Category Supported Description Examples
processor level.
SPARC Yes SPARC Solaris servers and blade server Sun SPARC
Servers with modules with the Integrated Lights Out Enterprise T5120
ILOM Manager (ILOM) service processor Sun SPARC
Enterprise T5220
Hereafter referenced as SPARC/ILOM servers.
These servers can be monitored at either the
service processor level or at the operating
system level via the Sun SNMP Management
Agent for Sun Fire and Netra Systems.
x64 Servers Yes x64 servers and blade server modules with the | Sun Fire X2100 M2
with Embedded Embedded Lights Out Manager (Embedded Sun Fire X2200 M2
LOM LOM) service processor Sun Blade X6250
Server Module
Hereafter referenced as x64/EmbeddedLOM
servers.
These servers are monitored at the service
processor level.
SPARC Yes SPARC Solaris servers with the Advanced Sun SPARC
Servers with Lights Out Manager (ALOM) service processor | Enterprise T1000
ALOM Sun SPARC
Hereafter referenced as SPARC/ALOM Enterprise T2000

servers.

These servers are monitored at the operating
system level via the Sun™ SNMP
Management Agent for Sun Fire™ and Netra™
Systems.

Sun Blade T6300
Server Module

The matrix of servers and service processors supported by Sun integration packs is
expanding dynamically. A complete, current list of supported Sun servers, service
processors, and service processor firmware is available at the following web site:

http://www.sun.com/system-management/tools.jsp

Please consult this web site before installing the Sun Servers Integration 1.0 for HP
OVO for Windows.

Levels of Integration with HP OV O for
Windows

The Sun Servers Integration 1.0 for HP OVO for Windows uses SNMP as its
integration protocol at both the operating system and service processor level. No HP
OVO for Windows agents need to be installed on any Sun server for this integration
to work. Your options for integration derive from the types of Sun servers that you
plan to integrate with HP OVO for Windows. x64/ILOM, x64/EmbeddedLOM, and
SPARC/ALOM servers support only one level of integration; SPARC/ILOM servers

support two.
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To implement SNMP integration at either the operating system or service processor
level, you must verify that monitored devices are configured with the appropriate
port and server information so they can communicate with the server running HP
OVO for Windows.

SPARC/ALOM Installed Operating Systems:

and - Solaris 10 |
SPARC/ILOM — — > SNMPOS _
Servers il % Integration _
HP OPENVIEW
- i HP OpenView
PARC/ILOM L - !
S X64/ICL/OI\(2 ’ HE Operations
and | SNMP SP __|
Xx64/Embedded | Embedded Service Processor: Integration
LOM - ILOM 2.0 (Integrated Lights Out Manager)

- Embedded LOM

Servers

Operating System Integration

You can integrate SPARC/ALOM and SPARC/ILOM servers with HP OVO for
Windows at the operating system level via the Sun SNMP Management Agent for
Sun Fire and Netra Systems.

Servers Description

SPARC/ILOM Servers The ILOM 2.x service processor sends HP OVO for
Windows SNMP traps defined by the following SNMP
MIB:

- SUN-HW-TRAP-MIB

To enable this integration, you do not need to install any
HP OVO for Windows-specific agents on the monitored
devices. You do need to configure SNMP on the
managed device so that the host running HP OVO for
Windows is one of its SNMP trap destinations.

Note: You can monitor SPARC/ILOM servers at either
the SP level using ILOM 2.0 and the SUN-HW-TRAP-
MIB MIB or at the OS level using the Sun SNMP
Management Agent for Sun Fire and Netra Systems.

SPARC/ALOM Servers | The software component Sun SNMP Management
Agent for Sun Fire and Netra Systems must be installed
on SPARC/Solaris systems and must be configured to
send traps/alerts to the server on which HP OVO for
Windows is installed and running (with proper SNMP
port information). This SNMP Agent sends HP OVO for
Windows traps defined by the following SNMP MIB:

- SUN-PLATFORM-MIB

The Sun SNMP Management Agent for Sun Fire and
Netra Systems is not bundled with the Sun Servers
Integration 1.0 for HP OVO for Windows. Download it
from SunSolve or install it from the Solaris DVD
distributed with your SPARC server.
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Service Processor Integration

You can integrate x64/ILOM, x64/EmbeddedLOM, and SPARC/ILOM servers at the
service processor level.

Servers Description

x64/ILOM and The ILOM 2.x and Embedded LOM service processors
X64/EmbeddedLOM send HP OVO for Windows SNMP traps defined by one
Servers of the following SNMP MIBs:

- SUN-HW-TRAP-MIB (ILOM 2.x)
- SUN-ILOM-PET-EVENTS (Embedded

LOM)
To enable this integration, you do not need to install any
HP OVO for Windows-specific agents on the monitored
devices. You do need to configure SNMP on the
managed device so that the host running HP OVO for
Windows is one of its SNMP trap destinations.

Note: Sun recommends that you upgrade the firmware
on your service processors to the latest version
supported by this integration.

SPARC/ILOM Servers The ILOM 2.x service processor sends HP OVO for
Windows SNMP traps defined by the following SNMP
MIB:

- SUN-HW-TRAP-MIB

To enable this integration, you do not need to install any
HP OVO for Windows-specific agents on the monitored
devices. You do need to configure SNMP on the
managed device so that the host running HP OVO for
Windows is one of its SNMP trap destinations.

Note: You can monitor SPARC/ILOM servers at either
the SP level using ILOM 2.0 and the SUN-HW-TRAP-
MIB MIB or at the OS level using the Sun SNMP
Management Agent for Sun Fire and Netra Systems.

This Manual

The typical use case for the Sun Servers Integration 1.0 for HP OVO for Windows
involves four tasks:

"  Downloading and installing the integration pack.

®  Configuring the integration pack.

®  Using the integration pack to monitor Sun servers.

®  Uninstalling the integration pack.

This manual, consequently, contains the following chapters:

®  Chapter 1 “Introduction”
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®  Chapter 2 “Installing the Sun Servers Integration 1.0 for HP OVO for Windows”

®  Chapter 3 “Configuring the Sun Servers Integration 1.0 for HP OVO for
Windows”

®  Chapter 4 “Configuring Sun Devices to be Monitored by HP OVO for
Windows”

®  Chapter 5 “Monitoring Sun Devices in HP OVO for Windows

"  Chapter 6 “Uninstalling the Sun Servers Integration 1.0 for HP OVO for
Windows”

®  Chapter 7 “Troubleshooting”

=  Appendices:
=  Appendix A “Installed Files”
=  Appendix B “Sun System Management MIBs”
= Appendix C “Glossary”

This manual is intended for experienced HP OVO for Windows administrators, field
sales representatives, and support engineers.

Requirements

The managed devices and the HP OVO for Windows server software have different
software requirements.
Managed Devices

Managed devices (servers and service processors) must have the following software
installed and configured properly.

A complete, current list of supported Sun servers, service processors, and service
processor firmware is available at the following web site:

http://www.sun.com/system-management/tools.jsp

Please consult this web site before installing the Sun Servers Integration 1.0 for HP
OVO for Windows.

Device Software Requirement

SPARC/ILOM and Sun Integrated Lights Out Manager (ILOM) firmware at
x64/ILOM Service 2.0 or higher

Processors

No HP OVO for Windows agents are required on the
managed device.

Note: Sun recommends that you upgrade the firmware
on your ILOM service processors to ILOM 2.0 (when
available) if they are currently running a previous
version.

x64/EmbeddedLOM Sun Embedded LOM firmware
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Device Software Requirement

Service Processors No HP OVO for Windows agents are required on the
managed device.

SPARC/ALOM and Supported operating systems:
SPARC/ILOM Servers - Solaris 10 (see product documentation for versions)

Sun™ SNMP Management Agent for Sun Fire™ and
Netra™ Systems installed

No HP OVO for Windows agents are required on the
managed device.

HP OVO for Windows Server Software

Integration between HP OVO for Windows and Sun devices has been tested with the
following versions of HP OVO for Windows software.

Component

Version

Operating System and Software

HP OpenView Operations for
Windows

7.5

Microsoft Windows Server 2003
Standard Edition

Related Documentation

For information about Sun Server Management Solutions, Sun servers, and HP OVO
for Windows, consult the following related documentation:

= HP OpenView Operations for Windows® Version: 7.5 Installation Guide

(B7491-90049)

= Sun™ SNMP Management Agent Administration Guide for Sun Fire™ and

Netra™ Servers (819-7978)

= Sun Integrated Lights Out Manager 2.0 User’s Guide (820-1188)

=  For documentation on the Sun Embedded Lights Out Manager, consult the
product documentation that ships with your particular x64/EmbeddedLOM

Server.
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CHAPTER 2

Installing the Sun Servers
Integration 1.0 for HP OVO for
Windows

This chapter describes how to perform the following tasks:
m  Download the Sun Servers Integration 1.0 for HP OVO for Windows
m  Unpack the Sun Servers Integration 1.0 for HP OVO for Windows

m Install the Sun Servers Integration 1.0 for HP OVO for Windows on your
management server

m  Verify that the Sun Servers Integration 1.0 for HP OVO for Windows has been
successfully installed on your management server

For information about configuring the Sun Servers Integration 1.0 for HP OVO for
Windows on the management server, see Chapter 3 “Configuring the Sun Servers
Integration 1.0 for HP OVO for Windows for HP OVO for Windows.” For
information about configuring managed devices, see Chapter 4 “Configuring Sun
Devices to be Monitored by HP OVO for Windows.”

Pre-installation Checklist

Before you download and install the Sun Servers Integration 1.0 for HP OVO for
Windows, collect the following information.

|:| HP OVO for Windows version: v7.5

|:| HP OVO for Windows Server Name:

The name of the host server on which
HP OVO for Windows has been
installed and configured.

Sun Servers Integration 1.0 for HP OpenView Operations 7.5 for Windows 9



Downloading the Sun Servers Integration
1.0 for HP OVO for Windows

To install the most current version of the Sun Servers Integration 1.0 for HP OVO
for Windows, download it from the following URL:

http://www.sun.com/system-management/tools.jsp

Note:  As updated versions of the Sun Management Pack get posted to the
web, the name of the compressed archive to download will change. For
this release, download the following:

Sun_Servers Integration-1.0 HP OVOW.zip

Save the Sun Servers Integration 1.0 for HP OVO for Windows to a working
directory on the local system from which you plan to perform the installation and
uncompress it.

Unpacking the Sun Servers Integration 1.0
for HP OVO for Windows

Before you can install files in the Sun Servers Integration 1.0 for HP OVO for
Windows to your HP OVO for Windows server, you must first unpack the
distribution archive that you downloaded in the previous procedure.

To unpack the distribution archive, do the following:
1. Download the distribution archive to a local working directory.

2. Double-click the distribution archive to load it into your local archive
utility.

3. Extract the contents of the archive to disk.
The unpacked distribution archive contains one executable file:
install.exe

The following sections explain how to use this file to install the Sun Servers
Integration 1.0 for HP OVO for Windows. See Appendix A for a listing of the Sun-
specific files created during the installation process.

Installing the Sun Servers Integration 1.0
for HP OVO for Windows

Once you have unpacked the distribution archive, you must run the Install Wizard.
The wizard handles most of the installation work required to get the Sun Servers
Integration 1.0 for HP OVO for Windows working with HP OVO for Windows.
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To install the Sun Servers Integration 1.0 for HP OVO for Windows, do the
following:

1. Double-click the executable file appropriate for your version of the Sun
Servers Integration 1.0 for HP OVO for Windows.

For the version of the Sun Servers Integration 1.0 for HP OVO for Windows
documented in this manual, the executable file is named:

install.exe

The Install Wizard displays its opening screen.

Z) Sun Servers Integration 1.0 for HP Dpen¥iew Operations for Windows

A
LA

Installamshiere will guide you through the installation of Sun
Servers Integration 1.0 for HP Openyiew Operations for Windows.
Pre-Installation Surnrnary Itis stronaly recormmended that you quit all programs hefore
Intalling... continuing with this installation.
Inziall Cormpleia
Click the Mext' button to proceed to the next screen. Ifyou want to
change something on a previous screen, click the Previous' button.

You may cancel this installation at amy time by clicking the 'Cancel’
hutton.

Cancel Brewious

2. Click the Next button to display the following screen.
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&) Sun Servers Integration 1.0 for HP Open¥iew Operations for Windows

Installation places files in this install folder. Some of the files will he
Lused during uninstallation. Lininstallation of this packaoe will fail if

Pra-Installation Surmimary this folder is deleted after installation.

Installing...

Install Carnplaiz

Where Would You Like to Install?
CoProgram Files'HP OpenviewiinstallSunSISPI

Restore Default Folder Choose..

Zancel Previous

Note:  The Install Wizard at this point checks the Windows Registry for
entries verifying that the HP OVO for Windows management software
has been installed and that the Sun Servers Integration 1.0 for HP OVO
for Windows has not been installed. If the Install Wizard encounters
one of these conditions, it displays an error message and exits the
installation process.

Installation Exit

Q Installation Exit

The installer has detected that the Sun Servars Integration 1.0 for
HF Open‘fiew Operations for Windows is alre ady installed. Press Ok
to exitthe installation.

3. Specify the name of the target installation directory or click the Choose ...
button to browse for a target installation directory.

Where Would You Like to Install?
IC:'I.F'rn:-gram FilezHP OpeniewtinstallSun=ISPl

Restore Default Folder Choose..
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4. Click the Next button to display the following screen.

&) Sun Servers Integration 1.0 for HP Open¥iew Operations for Windows

Please Review the Following Before Continuing:

Product Name:

SUn Servers Integration 1.0 for HP Opentview
Install Cormnlatz Install Folder:

CAProgram Files\HP OpenviewtinstalhSunSISEI

Disk Space Infermation (for Installation Target):
Fequired: 1,665,560 hytes
Available: 99 078,287 360 bytes

Zancel Previous

5. Review the information and click either the Previous button to change the
location for installed files or the Install button to proceed with installation.

The Install Wizard begins to install files on your management server.
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¥ Sun Servers Integration 1.0 for HP Open¥iew Operations for Windows

Install Cornplaiz

Sun Servers Integration 1.0 for HP Open¥...

.0 far HP Opentiew
ﬂ Uploading policies ... ed for your systern. This

AVMSLL.A% %%

6. Click the Done button to complete the procedure.
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&) Sun Servers Integration 1.0 for HP Open¥iew Operations for Windows

Congratulations! Sun Senvers Integration 1.0 for HP Opentiew
Cperations for'Windows has heen successfully installed to:

CAProgram Files\HP OpenviewiinstalhSunsSISPI

Press "Done" to quit the installer.

Zancel Erevious

Verifying Successful Installation

To verify that the Sun Servers Integration 1.0 for HP OVO for Windows has been
successfully installed on your HP OVO for Windows server, verify that the Sun

Servers Integration policy group appears in the HP OVO for Windows management
console.
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(L3 HP Openview
El{;ﬁ Operations Manager @ YM-TE-HPOWYOW-2
@ Services
-- Modes
-5 Toals
Reparks & Graphs
El% Palicy management
EI Policy groups
-- 7% HP Swstems Insight Manager
{5 Microsoft Windows
¥-[58 Movel Netware
{EF ov Operations Self Manager
{15 Samples
{5 self Healing
{&F Service Logaging
{55 SPI For Uni 05
{58 SPI For Web Servers

Sun SMMP MASE Agerk
EEI--- Palicies grouped by bype
Deployvment packages

----- Deplayment jobs

If you see a policy group named Sun Servers Integration, then the Sun Servers
Integration 1.0 for HP OVO for Windows has been successfully installed on your HP
OVO for Windows server.

See the next chapter for detailed information about configuring the Sun Servers
Integration 1.0 for HP OVO for Windows on your HP OVO for Windows server.
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CHAPTER 3

Configuring the Sun Servers
Integration 1.0 for HP OVO for
Windows

Once you have installed the Sun Servers Integration 1.0 for HP OVO for Windows
on your HP OVO for Windows management server, you need to perform at least one
configuration procedure on the server:

= Deploy Sun-specific policy files on your HP OVO for Windows management
server

= [Optional] Configure the SNMP agent on your HP OVO for Windows
management server to intercept SNMP v2 traps

Deploying Sun-Specific Policy Files to HP
OVO for Windows

The Install Wizard adds two policy groups and their constituent policy files to your
HP OVO for Windows management server:

= Sun ILOM Service Processor: This group of policy files supports Sun service
processors.

*  SunSI-ILOM-HWTraps (for x64/ILOM and SPARC/ILOM)
= SunSI-ILOM-PETTraps (x64/EmbeddedLOM)

= Sun SNMP MASF Agent: This group supports Solaris-based SPARC servers
integrating with HP OVO for Windows at the operating system level.

=  SunSI-MASF-AgentStatus
=  SunSI-MASF-DeviceEvents
=  SunSI-MASF-AlarmEvents

Before HP OVO for Windows can use any of the Sun-specific policy files to
interpret SNMP traps received from Sun devices, they need to be deployed to the HP
OVO for Windows management server.

To deploy Sun-specific policy files, do the following:
1. Open the HP OVO for Windows Console.

2. Expand the Policy management — Policy groups tree in the Navigation pane.
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El% Policy management

El Policy groups

-[&8 HP Systems Insight Manager
+1-{158 Microsoft Windows

{8 MNovell Metware

{8 OV Operations Self Manager
=8 Samples

15 Self Healing

- Zervice Logging

{8 SPI For Unix 05

{35 9PI For web Servers

&

2un Setvers Inkegration

f Sun SHMP MASF Agent

3. Right-click the Sun Servers Integration entry to display a context menu.

» |

= oeiorn.
- Sun SNMP MASF Age \ Uninskall Framm ...

Wi

) IIpdate ko latesk
Mew window From Here

4. Choose All Tasks — Deploy on ... from that context menu.

HP OVO for Windows displays the Deploy policies on .... dialog box.

& Deploy policies on...

Managed nodes:

=~ MNodes
---|:| Opentiew Defined Groups
0B, 5un Fire %2200M2 - ELOM SP
~[08, 5un Fire %4100 - ILOM 5P

------ O WR-TE-HPOWOW-2 (Management Server)

— Deployment Options

[ ideploy policy anly if version is newe

[T dizable policy after deployrment

k. Cancel
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5. Check the name of the HP OVO for Windows management server and click
OK to deploy the Sun-specific policies to the management server receiving
SNMP traps from managed Sun devices.

& Deploy policies on...

Managed nodes:
=[] Modes
Cpenview Defined Groups
OB sun Fire %2200M2 - ELOM 5P
OB sun Fire %4100 - ILOM 5P
e

WM-TE-HPCOYWOMW-2 (Management Server)

Once you have deployed Sun-specific policy files to the HP OVO for Windows
management server receiving SNMP traps from managed Sun devices, Sun-specific
events will begin to appear in the HP OVO for Windows Management Console.

For more information on configuring Sun devices to send SNMP traps to the HP
OVO for Windows management server, see the next chapter.

Configuring the HP OVO for Windows
SNMP Agent to Receive SNMP v2 Traps

By default, the HP OVO for Windows SNMP Agent can intercept only SNMP v1
traps from SNMP devices. You can, optionally, configure the SNMP agent on your
HP OVO for Windows management server to intercept SNMP v2 traps in addition to
SNMP vl traps.

To configure the HP OVO for Windows SNMP Agent to intercept SNMP v2 traps,
consult the HP OVO for Windows help system and documentation.
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CHAPTER 4

Configuring Sun Devices to be
Monitored by HP OVO for
Windows

This chapter describes how to configure your Sun devices to be monitored by HP
OVO for Windows.

A complete, current list of supported Sun servers, service processors, and service
processor firmware is available at the following web site:

http://www.sun.com/system-management/tools.jsp

Please consult this web site before installing the Sun Servers Integration 1.0 for HP
OVO for Windows.

Sun Device Configuration Task(s)
SPARC/ALOM and Configure the Sun SNMP Management Agent for
SPARC/ILOM Servers Sun Fire and Netra Systems

Note: You can monitor SPARC/ILOM servers at
either the operating system level or at the service
processor level. Configure the Sun SNMP
Management Agent for Sun Fire and Netra Systems
on your SPARC/ILOM servers only if you choose to
monitor them at the operating system level.

SPARC/ILOM, x64/ILOM, Enable and configure SNMP on the ILOM or
and x64/EmbeddedLOM Embedded LOM service processor
Service Processors

Configuring Sun Devices for Supported
SNMP Traps

Before configuring SNMP on each monitored Sun device, decide whether you want
to configure the SNMP Agent on your HP OVO for Windows management server to
intercept SNMP v2 traps in addition to SNMP vl traps (the default). See
“Configuring the HP OVO for Windows SNMP Agent to Receive SNMP v2 Traps”
in the previous chapter for details.
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Configuring SPARC/ALOM and
SPARC/ILOM Servers to Send SNMP
Traps to HP OVO for Windows

To monitor supported SPARC servers at the operating system level in HP OVO for
Windows, you must configure SNMP on those devices to send traps to the HP OVO
for Windows management server.

SPARC Solaris SNMP Configuration

If you want HP OVO for Windows to use OS-based SNMP to monitor your SPARC
Solaris servers, the Sun™ SNMP Management Agent for Sun Fire™ and Netra™
Systems (hereafter Hardware Management Agent) must be installed and configured
on each of these SPARC Solaris nodes.

Installation

To evaluate SNMP system requirements for your SPARC Solaris server and to learn
how to install the Hardware Management Agent on it, consult the following Sun
manual:

= Sun™ SNMP Management Agent Administration Guide for Sun Fire™ and
Netra™ Servers (Part Number 819-7978). You can download this manual from
http://docs.sun.com.

Configuration

For integration between the Hardware Management Agent and HP OVO for
Windows to work correctly, you must verify that the Hardware Management Agent
configuration file on your managed SPARC Solaris nodes contains the following
entries. To update that configuration file, do the following:

1. On the managed server, open the following configuration file in a text
editor:

/etc/opt/SUNWmasf/conf/snmpd.conf

2. Add an entry to specify whether you want to send SNMP v1 or SNMP v2

traps.
SNMP format Entry
v1 trapsink <destination_hostname>
v2c trap2sink <destination_hostname>

where <destination_hostname> specifies the name or IP address of the
destination server receiving the SNMP v1 (trapsink) or v2c (trap2sink) traps
from the Hardware Management Agent.

Note:  Adding both lines will result in the Hardware Management Agent
sending HP OVO for Windows two traps for each alert and those
redundant alerts appearing in the event console.
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3. (Optional and recommended) Uncomment (remove the # character) from
the following line in the final section of the file.

HH#FHHHFHH A H A H RS H R R A R
# SECTION: Trap compatibility mode

SUNW_alwaysIncludeEntPhysName yes

Enabling this mode for the Hardware Management Agent adds more detailed
sensor and device names to traps and eliminates the need for generic messages
for some sensors such as “A device has been disabled.”

4, Save the modified file.

For these changes to take effect, you must force the Hardware Management
Agent to re-read the configuration file.

5. Enter the following commands in a terminal window to force the Hardware
Management Agent to re-read its configuration file.

# ps -ef | grep SUNWmasf | grep -v grep

This command returns the process ID of the Hardware Management Agent
daemon running on your SPARC Solaris system.

# kill -HUP <snmpd pid>

where <snmpd_pid> is the process ID of the Hardware Management Agent
obtained in the previous sub-step.

The Hardware Management Agent re-reads its configuration file automatically
when it restarts.

Your managed SPARC Solaris servers are now ready to forward traps to HP OVO
for Windows.

Configuring ILOM and Embedded LOM
Service Processors to be Monitored by HP
OVO for Windows

For a SPARC/ILOM, x64/ILOM, or x64/EmbeddedLOM service processor to be
monitored by HP OVO for Windows, you must configure SNMP on it.

A complete, current list of supported Sun servers, service processors, and service
processor firmware is available at the following web site:

http://www.sun.com/system-management/tools.jsp

Please consult this web site before installing the Sun Servers Integration 1.0 for HP
OVO for Windows.

Sun Server Configuration Tasks

SPARC/ILOM and x64/ILOM | Configure SNMP on your ILOM 2.0 service
processor

x64/EmbeddedLOM Configure SNMP on your Embedded LOM
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Sun Server Configuration Tasks

service processor running firmware Version 2.91

Configure SNMP on your Embedded LOM
service processor running firmware Version 4.x

Configuring Sun ILOM 2.x Service Processors to be Monitored by HP
OVO for Windows

To configure SNMP protocol settings on your Sun ILOM 2.x service processor, do
the following:

1. Launch the web GUI (ILOM) on the service processor to be configured and
monitored.

2. Log in to the ILOM graphical interface as root.

3. Click the Configuration - Alert Management tab to display the Alert
Settings screen.

Sun™ Microsystems, Inc.

System System g User Remote 2
Information Monitoring Eonfguratien Management Control Maintenance
I?n"Stem ; Alert Network | SEfil Clock - SMTP
Ananemen Management Fort Setlings MR Client
Access
Alert Settings

Thiz shows the takile of configured alerts. To send a test alertto each ofthe configured alert destinations, click the
Send Test Aferts hutton. IPMI Platform Event Traps (FETs), Email Alerts and SMMP Traps are supported. Select a
radio huttan, then select Edit from the Actions drop down list to configure an alert. You can configure up to 145 alerts.

Send Test Alerts )

I—Actinns — W

Alert ID Lewvel Alert Type Destination Summary

O minar shimptrap 128.148718.31, snmp w1, community ‘public'
Olz minar snmptrap 129187 18.82, snmp vic, community ‘public’
Olz disable ipmipet 0.0.0.0

4. Click one of checkboxes for an entry that has no value for the Destination
Summary field.
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1|

— Actions — W

Alert ID Lewvel Alert Type Destination Summary

Ol minar shmptrap 129.1587.18.81, snmp w1, community public'
Oz rminar shimptrap 1291487 1882, snmpv2e, cammuonity ‘public'
O disable ipmipet 0.0.0.0

Click the Actions drop-down box and choose Edit.

Lewvel

rminar
rminar
disahle

Alert Type Destination Summary

shimptrap 128.157.18.81, snmp w1, community public’
shimptrap 128.157.18.82, snmp v2e, cammunity ‘public'
ipmipet 0000

ILOM 2 .x displays the following screen.

Sun™ Integrated Lights Out Manager

Level:

Type:

To create or modify an Alert, selectthe alert level and type, then
fill in the destination information for the alert type selected.

Fill inthe IP address ofthe PET destination. Click Save to
complete vour actian.

IP Address:

IDisabIe w
I IPMI PET L

0.0.0.0

[ Save \II: Close \I

Set (or verify) the following configuration settings.

Field

Value

Level:

Minor (to view the maximum number of traps at all
severity levels)
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Field Value

Type: SNMP Trap (for the SUN-HW-TRAP-MIB)

Note: Although ILOM 2.0 continues to support the SUN-
ILOM-PET-EVENTS MIB, Sun strongly recommends
configuring your service processors to use the more
robust SUN-HW-TRAP-MIB MIB.

IP Address: IP_address_of destination_server
SNMP Version: v1, v2c¢, or v3 (if supported) for your management
configuration

Sun™ Integrated Lights Out Manager

To create or modify an Alert, select the alert level and type, then fill
in the destination information for the alert type selected.

Level:

Type: I SrHMP Trap »

Specify the SMMP trap destination P address, version, and
community or user name. Click Save to complete your action.

IP Address: |

SHMP Version: vl W

Community Name: |

[ Sawe \II: Close \I

Done 10,18.141.137

7. Click the Save button to submit the change.

Tip:  Verify that the information that you just entered in the dialog box
appears in the updated Alert Management table.

Your Sun ILOM 2.x service processor is now configured to send
SUN-HW-TRAP-MIB SNMP traps to all trap destinations.
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Configuring Sun Embedded LOM Version 2.91 Service Processors to be
Monitored by HP OVO for Windows

To configure SNMP protocol settings on an Embedded LOM service processor, do
the following:

1. Launch the Embedded LOM service processor web GUI (Server
Management) on the service processor to be configured and managed.

2. Log in to the Server Management application as root.

3 Server Hanagement -MirosoltIntemet baporer
File  Edit Wiew Favorites Tools Help | ;“
QoBack - &) - 4] & | -~ Search - Favorites {“l (- i B -
Address |@ http:/129.148.97 216/ j 60 ‘L\nks »
’}% S 1t | Logeut
2 OUT

microsystems Embedded Lights Out Manager

Status -
System
Control -

System Indicator Control
Fault LED Control
User Security

Hetwork

Power Control
E-mail Hotification
Platform Event Filter
Reset BMC

ADS Configuration
S5L Configuration

Firmware Update

[ HTML MODE |

Fault LED Status; on

Power Status: power on

Blower Fan 0{ok)
Fan Status: Blower Fan 1{ok)
Axial Fan 0{fail)

CPU Temp{ok}

Temperature Status: ambient Temp(ok)

@2004-2006 Server Managerment. All Rights Reserved

[&] Applet loadkyM started ,_ ,_,_ ’_ ,_ &) Trusted sites A

3. Click Control - Platform Event Filter in the menu pane.

Status -
System -

Control --

Sy=tem Indicator Control
Fault LED Control

User Security

Hetwork

Power Control

E-mail Hotification

Reset BMC

ADS Configuration
55L Configuration
Firmware Update

The Embedded LOM GUI displays the Platform Event Filter form.
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Platform Event Filter

PEF Global Contral ¢ {* Enable PEF (" Disable PEF

Cormmunity ! lpublic

Trap Receiver Destination Address

IP Address MAC Address
|1z9.142,97.209 |oo-13-72-54-44-0F
|129.148.97.117 |o0-03-BA-F1-38-D8

4. Verify or set the following settings:

Setting name Setting value

PEF Global Control Enable PEF is checked.

* Enable PEF " Disable PEF

IP Address IP_address of the HP OVO for Windows
management server, for example 129.148.97.209

IP Address

|1z5.148.97. 209

MAC Address Mac_address of the HP OVO for Windows
management server, for example 00-13-72-5A-A4-
OE

MAC Address

|oo-13-72-5A-44-0F

5. Scroll down to the next section of the form.
6. Set the options appropriate for your environment.

Note: The checkbox labeled Enable Send Alert Action must be checked.

¥ Enable Power Off Action

¥ Enable Power Cycle Action

¥ Enable Power Reset Action

¥ Enable Ciagnostic Interrupt Action
¥ Enable Send alert Action

¥ Enable Send Mail Action

PEF Action Global Cantraol ;

7. Click the Submit button to apply the settings.
8. Click SNMP - SNMP Settings in the menu pane.
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Status -~

System -

Control --

Hardware Monitor -~

Bvent Log -~

SHMP -~

SHMP Communities

SHMP Uzer Settings

9. Verify or enter the following settings:

Setting name

Setting value

Port

161 (the default)

v1 Protocol

Checked

v2 Protocol

Checked only if the v2 protocol is needed

v3 Protocol

Checked only if the v3 protocol is supported and
needed

SHMP SETTIMG

Port

[161

Permit

[ et Requests
W v1 protocol
¥ vzc Protocal
V¥ v3 Protocol

Submit Feset

10. Click the Submit button to apply the settings.

Your Embedded LOM service processor is now configured to send IPMI PETs to all

trap destinations listed.

Configuring Sun Embedded LOM Version 4.x Service Processors to be
Monitored by HP OVO for Windows

To configure SNMP protocol settings on an Embedded LOM Version 4.x service

processor, do the following:

1. Launch the Embedded LOM service processor web GUI (Server
Management) on the service processor to be configured and managed.

2. Log in to the Server Management application as root.
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Sun” embedded Lights Out Manager

hitpe/r 10814272

Username: [ ]

Pazsward : | || Englizh Vl

E Login J[ Rezet J

3. Click Configuration - Platform Event Filter in the tabbed interface.

The Embedded LOM GUI displays the Platform Event Filter form.

Flsttorm Evernt Fiter

PEF Global Control

() Enable PEF (%) Dizakle PEF

Community : ||:-ub|ic

Trap Receiver Destingtion Address

IF &ddress (Ex192.168.1.33) MAC Address (Ex:00-C0-9F-24-65-4.4)

1129.148.97.117

| |00-03-BA-F1-36-D& |

1129.148,97.209

| | FF-FF-FF-FF-FF-FF |

110.18.141.5

| | FF-FF-FF-FF-FF-FF |

|129.157.18.81

| |00-14-4F-34-59-72 |

4. Verify or set the following settings:

Setting name

Setting value

PEF Global Control

Enable PEF is checked.

(*)Enakle PEF () Disahle PEF
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IP Address IP_address of the server hosting HP OVO for
Windows, for example 129.148.97.117

P Address (Ex 1921681 .33

129.148.97.117 |

MAC Address Mac_address of the server hosting HP OVO for
Windows, for example 00-03-BA-F1-36-D8

mMAC Address (Ex00-C0-9F-24-65-44]

|00-03-BA-F1-36-08

5. Scroll down to the next section of the form.
6. Set the options appropriate for your environment.

Note:  The checkbox labeled Enable Send Alert Action must be checked.

[ Enable Power Off Action

|:| Enable Power Cycle Action

|:| Enazble Power Reset Action

|:| Enable Diagnostic Interrupt Action
Ensble Send Alert Action

[l Enable Send Mail Action

FEF Action Global Cortral

7. Click the Submit button to apply the settings.

8. Click Configuration - SNMP - SNMP Settings in the tabbed interface.

ShikiP SETTIMNG
Port 1161
et Requests
. w1 Protocol
Perrmit
w2c Pratocal
|:| w3 Protocol
[ submit | Reset

9. Verify or enter the following settings:

Setting name Setting value
Port 161 (the default)
v1 Protocol Checked
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v2c Protocol Checked only if the v2c protocol is needed

v3 Protocol Checked only if the v3 protocol is supported for

your management configuration

10. Click the Submit button to apply the settings.
Submit

Your Embedded LOM Version 4.x service processor is now configured to send
IPMI PETs to all trap destinations listed.

Verifying Successful Configuration for HP
OVO for Windows

To the extent that the Sun Servers Integration 1.0 for HP OVO for Windows employs
a variety of system management technologies to monitor different types of Sun
servers, there is no one procedure that exercises every interface on each managed
system in order to verify that the entire integration has been installed and configured
properly. If you are physically located with your managed systems, you could always
manually remove and re-insert a non-critical component on one Sun server after
another. See the topic “Verifying Configuration Manually” below for more
information on manual verification. This manual procedure becomes impractical at
large installations and impossible at remote locations. Performing remote verification
is more convenient, but requires different procedures for OS-level or SP-level
integrations and for different types of Sun servers (x64 or SPARC).

To determine which remote procedures are appropriate for your test plan and for the
types of Sun servers supported by your management application, consult the
following table.

CPU Type SP Type OS-level Procedure(s) SP-level Procedure(s)
x64 ILOM Not supported See “Verifying Configuration
Remotely Using IPMItool”
Embedded LOM | Not supported See “Verifying Configuration
Remotely Using IPMItool”
SPARC ILOM See “Verifying Configuration See “Verifying Configuration
Remotely Using psradm” Remotely Using IPMItool”
ALOM See “Verifying Configuration Not supported

Remotely Using ALOM”

The following sections describe how to perform each of these procedures.
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Verifying Configuration Manually

If you are located physically near one or more of your Sun servers, you can always
verify configuration by generating a physical event. The most reliable way to
accomplish this is to remove and re-insert a non-critical component.

To test your configuration manually, do the following:
1. Locate the Sun server or blade module in your data center.

2. ldentify a component on that system that is non-critical and hot-pluggable
(for example, a redundant power supply or fan tray).

Note:  Be certain that removal and re-insertion of this component will not
affect the normal and routine operation of the server. Verify that the
redundant component is, in fact, not critical to the current state of the
system.

3. Remove that non-critical component.

Note:  Be certain to follow all required software and firmware procedures
required for the safe removal of any hot-pluggable component. Consult
the Sun manual or online information system that ships with your Sun
server for specific procedures related to removing that hot-pluggable
component.

4. After an appropriate amount of time, re-insert the non-critical component.

5. In the message or event console of your management package, verify that
removing/re-inserting the non-critical component has generated one or
more traps with the appropriate event summary and severity.

If you do not see these traps in the console, review this manual for required
configuration steps or consult the Troubleshooting section of this manual.
Verifying Configuration Remotely Using ALOM

To verify that a remote ALOM-based SPARC Solaris system is configured correctly,
do the following:

1. ldentify the name and/or IP address of the ALOM-based SPARC Solaris
server that you want to test.

2. Login tothe ALOM CMT command shell on that remote system via an
Ethernet or serial connection.

3. Enter the following command to determine the current state of the system
locator LED.

sc> showlocator

ALOM returns one of the following messages:

= Locator led is ON

= Locator led is OFF

The following example assumes that the locator LED is currently OFF.

4. Enter the following command to turn the locator LED on.

sc> setlocator on

5. In the message or event console of your management package, verify that it
has received an event from ALOM indicating that the locator LED is on.
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6. Enter the following command to restore the locator LED to off.

sc> setlocator off

7. (Optional) In the message or event console of your management package,
verify that it has received an event from ALOM indicating that the locator
LED is off.

If you do not see these messages in the console, review this manual for required
configuration steps or consult the Troubleshooting section of this manual.

Verifying Configuration Remotely Using IPMItool

Recent Sun servers support either an Integrated Lights Out Manager (ILOM) service
processor (Sun Fire x64 servers, Sun SPARC Enterprise T5x20 servers) or an
Embedded LOM service processor (Sun Fire x64 servers). You can communicate
with these ILOM and Embedded LOM service processors via their IPMI interfaces
to have them generate non-critical, simulated events. If HP OVO for Windows
receives these non-critical, simulated events from ILOM or from Embedded LOM, it
is configured properly for actual events.

IPMItool is an open-source utility for managing and configuring devices that support
the Intelligent Platform Management Interface (IPMI) version 1.5 and version 2.0
specifications. Versions of IPMItool are available for the Solaris, Linux, and
Windows operating systems.

Operating System | IPMIltool Distribution(s)

Solaris http://ipmitool.sourceforge.net/

Many software resource CDs distributed with Sun servers.

Linux http://ipmitool.sourceforge.net/

Many software resource CDs distributed with Sun servers.

Windows http://www.sun.com/system-management/tools.jsp

Many software resource CDs distributed with Sun servers.

To verify that HP OVO for Windows is configured to receive traps from a Sun Fire
x64 or a Sun SPARC Enterprise T5x20 server, do the following:

1. Collect the following information about the remote service processor that
you want to test.

Field Description

<SPname> The name or IP address of the service processor

Example: 192.168.1.1

<SPadminname> The administrator login name for the service
processor

Example: root

<SPadminpassword> | The administrator password for the service
processor
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Field Description

Example: changeme

2. Open a command shell on the system that has IPMItool installed.

3. Enter the following IPMItool command to generate a list of all available
sensors on that remote Sun server.

# ipmitool -U <SPadminname> -P <SPadminpassword> \
-H <SPname> -v sdr list

For example, to get the list of available sensors on a Sun SPARC Enterprise
T5120 server at IP address 192.168.1.1 with ILOM SP login/password
root/changeme, you would enter the following command:

# ipmitool -U root -P changeme -H 192.168.1.1 -v sdr list

4. In the output from IPMItool, identify the Sensor ID name of a sensor that
has at least one entry in the Assertions Enabled or Deassertions Enabled
fields.

In the following example, IPMItool returns the following information about the
sensor named /MB/T AMB.

Sensor ID : /MB/T_AMB (0x9)

Entity ID : 7.0 (System Board)

Sensor Type (Analog) : Temperature

Upper critical : 55.000

Assertions Enabled : lnc- lcr- lnr- unc+ ucr+ unr+
Deassertions Enabled : lnc- lcr- lnr- unc+ ucCr+ unr+

This sensor monitors ambient temperature on the motherboard of servers.

Note:  Exercise caution in choosing a sensor to use for a simulated event.
Simulating unrecoverably high or low temperature for some sensors
may cause the server to shut down.

5. Enter the following IPMI command to generate a simulated event

# ipmitool -U <SPadminname> -P <SPadminpassword> \
-H <SPname> event <sensorname> <option>

For example, to generate a simulated event for exceeding the upper critical
(ucr) ambient temperature on a Sun SPARC Enterprise T5120 server at IP
address 192.168.1.1 with ILOM SP login/password root /changeme, you
would enter the following command:

# ipmitool -U root -P changeme -H 192.168.1.1 \
event /MB/T_AMB ucr assert

In the command shell, IPMItool returns information like the following:

Finding sensor /MB/T_AMB .. ok

0 | Pre-Init Time-stamp | Temperature /MB/T AMB | \
Upper Critical going high | Reading 56 > Threshold \
55 degrees C

6. In the message or event console of your management package, verify that it
has received an event from ILOM or from Embedded LOM relevant to the
sensor that you specified in your IPMItool command.

If you do not see these messages in the console, review this manual for required
configuration steps or consult the Troubleshooting section of this manual.
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7. (Recommended) Clear the simulated event with the following syntax:

# ipmitool -U <SPadminname> -P <SPadminpassword> \
-H <SPname> event <sensorname> <option>

To clear (deassert) the simulated event in the previous example, enter the
following command:

# ipmitool -U root -P changeme -H 192.168.1.1 \
event /MB/T AMB ucr deassert

If you do not see these messages in the console, review this manual for required
configuration steps or consult the Troubleshooting section of this manual.

Verifying Configuration Remotely Using psradm

The Solaris utility psradm(1M) performs configuration on multiprocessor CPUs.
When you use psradm to disable or to re-enable a CPU core, it generates a trap that
should appear in the HP OVO for Windows event console. This procedure is
appropriate if you are verifying configuration for a Sun SPARC Enterprise server
supporting the ILOM service processor such as the SPARC Enterprise T5120 or
T5220 server.

To use psradm to generate a trap for one of these supported systems, do the
following:

1. ldentify the name and/or IP address of the server that you want to test.
2. Log in to that server as root or with administrator privileges.

3. Enter the following command to disable a specific CPU core on that remote
server.

# psradm -f <CPU Core ID>

where <CPU Core ID> is the ID for one CPUcore. For example, to disable core
0 on a Sun SPARC Enterprise T5120, you would enter the following command:

# psradm -f 0

The trap generated by the T5120 should appear in the HP OVO for Windows
event console in a format like the following:

CH/MB/CMP0O/P0/CPU Device has been removed

4. (Recommended) Enter the following command to re-enable that same CPU
core on that remote server.

# psradm -n <CPU Core ID>

If you do not see these messages in the console, review this manual for required
configuration steps or consult the Troubleshooting section of this manual.
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CHAPTER D

Monitoring Sun Devices in HP OVO
for Windows

Beyond the raw traps that HP OVO for Windows receives from Sun devices via
SNMP, the Sun Servers Integration 1.0 for HP OVO for Windows adds value in two
ways:

= It interprets the raw traps from each type of Sun device via the Sun-specific
policies so the filtered messages appear in HP OVO for Windows Management
Console with meaningful information about event sources, severity, and causes
(Sun-specific product knowledge).

= It also provides a logic for automatically acknowledging warning and error
messages received from the ILOM 2 .x service processor or from the Sun SNMP
Management Agent for Sun Fire and Netra Systems.

The Sun Servers Integration 1.0 for HP OVO for Windows does not provide custom
reporting tools or views beyond those provided by HP OVO for Windows. The
value-add with the Sun Servers Integration 1.0 for HP OVO for Windows is in the
quality of the data that is being brought into the HP OVO for Windows environment.

This chapter focuses on one task:

= Interpreting Sun-specific messages in the HP OVO for Windows Management
Console

Interpreting Sun-Specific Messages in HP
OVO for Windows

The Sun Servers Integration 1.0 for HP OVO for Windows relies on Sun-specific
policies to interpret and prioritize raw SNMP traps sent to HP OVO for Windows
from individual Sun devices.
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SPARC/ALOM and SPARC/ILOM servers send HP OVO for Windows traps via the
Sun SNMP Management Agent for Sun Fire and Netra Systems (MASF) installed on
SPARC/Solaris servers. SPARC/ILOM, x64/ILOM, and x64/EmbeddedLOM servers
send SNMP traps via their service processors. SPARC/ILOM servers can, therefore,
send traps to HP OVO for Windows via the ILOM service processor or via the Sun
SNMP Management Agent for Sun Fire and Netra Systems.

Viewing Messages in the Management Console

When the HP OVO for Windows Management Console receives a message that has
been filtered by a Sun-specific policy file, it automatically categorizes that message.
The most obvious category for incoming messages is by the managed node that
forwarded the SNMP trap. The following screen shots depict the messages received
from a Sun Fire X4100 ILOM service processor and a Sun Fire X2200 M2
Embedded LOM service processor.
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Viewing Detailed Properties of Messages

To view detailed information about any message displayed in the Message Console,
double-click it to display its multi-tabbed Message Properties sheet.

For example, the General tab in the Message Properties sheet displays basic
information about the message, for example, the specific policy that interpreted it.

Sun Servers Integration 1.0 for HP OpenView Operations 7.5 for Windows 38



Message Properties

Test I
Annotations

D

State

0¥ a35360-2a3f-71 de-00d2-c0a8637 L0000

I Commands
I Instiuctions

v

Duplicates

Time First Created on Maode:;

I12.-’15£2EIEI? 12:48:11 AW +0100UTC

Time First Beceived on Server:

I'IE.-"I 542007 12:43:171 AM +0100LITC

MHumber of Duplicates:

i

Time Lazt Beceived on Server:

|12£15£2DD? 12:48:11 AM +0100UTC

Primary Mode Mame: Isg-prg-:-:41 00-02-zp.czech. zun.com

Service [d; I

Meszzage Group: ISNMF’

Mezzage Type: I

tezzage Kew

IsunH w1 rap:eg-prg-xd1 00-02-zp. czech. zun. con: A5

Ack mags w'meg I

Palicy:

IS unSI-ILOM-H T rapz(1.0]

PalicyType: IS MrP Interceptar

Application: IS NMPTraps

Ohject: I

[ Unmatched

o |

Cancel

Apply Help

2l

Interpreting Trap Sources

HP OVO for Windows uses several different policy files to interpret SNMP traps

received from multiple trap sources.

Policy Name

Trap Source(s)

SunSI-ILOM-PETTraps

SNMP traps received from
x64/EmbeddedLOM service processors

SunSI-MASF-AgentStatus
SunSI-MASF-AlarmEvents
SunSI-MASF-DeviceEvents

SNMP traps received from the Sun SNMP
Management Agent for Sun Fire and Netra
Systems installed on SPARC/ALOM and
SPARC/ILOM servers

SunSI-ILOM-HWTraps

SNMP traps received from SPARC/ILOM
and x64/ILOM service processors

The SunSI-ILOM-PETTraps policy is atypical. When some condition contained
within the SunSI-ILOM-PETTrap policy matches the incoming SNMP trap, an
automatic action is initiated to obtain the sensor name. This automatic action runs the
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parsePET.vbs script on the HP OVO for Windows management server and the
output of this script is appended to a generic message as an annotation. Hence, you

see only generic messages are provided and the sensor name can be found as an
annotation.

There is no automatic acknowledgment of messages based on this policy (i.e. no
message acknowledgment for ELOM SP servers). The only exception is the test PET

trap, where only the message “Test Trap Received” is produced without the
execution of the PET parsing script.

Message Properties |
Text | State I Commands
General Annotations | Duplicates I Instructions

1 SYSTEM 12/15/2007 1243

_t
] | I dger | Created | 3
B

1252007 1244,

MHew... Edit... Delete

Text

automatic action finished.
Besult - 0O

Outpuat -

Sensor F dewice name: YWoeo 3.3V STE

ak. I Cancel Spply Help

Interpreting Message Severities
The HP OVO for Windows Management Console uses the following color-coded

icons to represent the severity of the message as interpreted by the Sun-specific
policies.
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%) Critical
v Major
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i Warning
o Normal

These messages, as interpreted by the Sun-specific policy files and displayed by the
HP OVO for Windows Management Console, provide a useful view of the overall
status on one or all of your managed Sun devices.
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CHAPTER O

Uninstalling the Sun Servers
Integration 1.0 for HP OVO for
Windows

To uninstall the Sun Servers Integration 1.0 for HP OVO for Windows, you must
perform two tasks:

e Unregister and delete the Sun-specific policies from your HP OVO for Windows
configuration.

e  Uninstall the Sun Servers Integration 1.0 for HP OVO for Windows files from
your management server.

This chapter addresses each of these tasks.

Unregistering and Deleting Sun-Specific
Policies from HP OVO for Windows

To unregister and delete Sun-specific policies, do the following:
1. Open the HP OVO for Windows Management Console.

2. Expand the Policy management — Policy groups entry in the Navigation
pane.

El % Palicy management

B . F‘u:ulu:y groups
[#]- lgi HP Systems Insight Manager
-5 Micrasoft Windows

Ef| Novel Nebware

1% oW Operations Self Manager
Samples

SEWIEE Logaing
Hi SPI For Unix 05

3. Right-click the Sun Servers Integration entry to display a context menu.
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4. Choose All Tasks — Uninstall from ... in that context menu.

HP OVO for Windows displays the Uninstall policies on .... dialog box.

15 Uninstall policies on...

Managed nodes:
B~ Di Modes
I O . Cpentiew Defined Groups
=0 @ Sun Enterprise SPARC T2000 Server - MASF Agent
8, sun Fire %2200M2 - ELGM SP
-[O8, Sun Fire %4100 - ILOM 5P
OB, Sun Fire %4200 - ILOM 5P
------ |:|- WR-TE-HPOYOW-2 (Management Server)

— Deployment Options

k. Cancel

5. Check the name of the HP OVO for Windows management server and click
OK.

& Uninstall policies on...

Managed nodes:

=R .i Modes

=[] . Opentiew Defined Groups

[ B8 sun Enterprise SPARC T2000 Server - MASF Agent
OB sun Fire x2200M2 - ELOM 5P

OB 5un Fire #4100 - ILOM 5P

------ !, Sun Fire %4200 - ILOM 5P

— Deployment Options

[T remove all versions

F. Cancel

Sun-specific policies have now been unregistered from your HP OVO for
Windows configuration.
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6. From the HP OVO for Windows Management Console, right-click the Sun
Servers Integration policy group and choose Delete from the context menu.

El Palicy group
=[5 HP Syst Mew Taskpad Yiew...
Microsoal

= Cut
Mol By o

Delete

Rename
Refresh

Self Hes
Service .
spforl  Export List...

SPLfor' o
-- SN SEF o r e i s

HP OVO for Windows displays the following message box.

Confirm policy group delete Eq

(OY-PSI 278) Warning: The policy group "Sun Servers Integration” and its subgroups will be deleted and the policy
! versions assigned ko these groups will be removed.

Are you sure you wank ko delete this group?

Yes

7. Click Yes to confirm deletion of the policy group hierarchy.

The policy hierarchy associated with the Sun Servers Integration 1.0 for HP
OVO for Windows has now been deleted from your HP OVO for Windows
configuration.

Uninstalling the Sun Servers Integration 1.0
for HP OVO for Windows

Once you have unregistered and deleted Sun-specific policies from your HP OVO
for Windows configuration, you can uninstall the Sun Servers Integration 1.0 for HP
OVO for Windows files from your management server.

To uninstall the Sun Servers Integration 1.0 for HP OVO for Windows in Windows,
do the following:

1. Open a Windows Explorer window.

2. Navigate to the directory on the management server into which you have
installed the Sun Servers Integration 1.0 for HP OVO for Windows files.

3. Inthe subdirectory named Uninstall SunSISPI, double-click the
executable named Uninstall SunSISPI .exe to launch the Uninstall
Wizard.

The Uninstall Wizard displays the following screen.
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2 Uninstall SunSISPI

= Aboutto uninstall..

Lnintalling

e . Sun Servers Integration 1.0 for HP Opentiew Operations for
Uninztall Cormnplaiz Wiind ows

This will remove features installed by InstallAmawhere. [t will not
rerove files and folders created after the installation.

Zancel Rreyiaus

4. Click the Next button to proceed with uninstalling the Sun Servers
Integration 1.0 for HP OVO for Windows.

The Uninstall Wizard provides updates as it removes the Sun Servers Integration
1.0 for HP OVO for Windows files from the management server.
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2 Uninstall SunSISPI

of Pleaze wait while Installtnywhere's uninstaller
o removes the fallowing festures ...
LA,

Uninstall Gornnlaie Files...
LaunchAmanhere
Folders...
Registry...

The Uninstall Wizard deletes from your HP OVO for Windows management server
all Sun-specific files and registry entries created during the installation process.
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CHAPTER [

Troubleshooting

If your configuration does not work, consider the following troubleshooting tips.

The Windows SNMP Trap Service Must Be
Installed and Started

The SNMP Trap Service must be started and running on the HP OVOW MGMT
server. To determine whether it is running, do the following:

1. From the Windows Desktop on your HP OVO for Windows management
server, choose Start — Control Panel — Administrative Tools -- Services.

2. Verify that the service named SNMP Trap Service is listed (installed) and

has the status of Started.

Services

File Action Yiew Help

= HEFHE 2E| > 80w

Services {Local)

Receives trap messages generated by
lacal or remaoke Simple Metwark,
Management Protocol (SMMP) agents and
Forwards the messages to SMMP

8 SHMP Service
1P Trap

4

%Special Administrati. ..

Enables 5i. ..

Settings st...

Allaws adm. ..

SNMP Trap Service Mame / | Descripkion | Skatus ﬂ
%Semndary Logaon Enables k..,  Started

Stop the service 4 Security Accounts ... The startu...  Started

Restart the service %Server Supporks fil,,,  Skarked
%Shell Hatdwate Det.., Providesn..,  Starked

Descripkion: %Smart Card Manages a...

Skarked
Starked

management programs running on this %SQLAQEHH{-OHOPS Starkad J
cormputer, IF this service is stopped, - )

SMMP-based programs on this computer %Symantec Ankivirus Provides re... Starked

will not receive SHMP trap messages, IF %Svmantec Ankivirus,.. Monitors a... Started

this service is disabled, any services that %Symantec Event M... Eventprop... Started
explicitly depend an it will Fail ko skart, %Symantec Settings

Started
3

Extended A Standard /
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3. (If necessary) If the SNMP Trap Service is not listed (installed), choose
Start — Control Panel — Add or Remove Programs — Add/Remove Windows
Components.

Windows displays the following dialog box.
Windows Components Wizard

Windows Components
Y'ou can add ar remove companents of Windowes,

To add ar remove a companent, click the checkbox & shaded box means that anly
part of the component will be installed. To zee what's included in a component, click
Dretailz.

Components:

_.Q Internet Explorer Enhanced Security Configuration
: -1 Management and Monitoring Tools 6.3 MB
C] 2% Metworking Services 27ME —
O EEJ Other Metwaork. File and Print Services 0.0 MB

1 &4 Remnte Starane 4 7 MR j

00ME |

Deszcription:  Includes tools for zerver and netwark management and maonitaring.

Total dizk zpace required: 31 MB Details |
Space available on dizk; 344533 ME —

¢ Back I MHewt > I Cancel | Help |

4. (If necessary) Choose Management and Monitoring Tools — Details to
display the following dialog box.
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Management and Monitoring Tools |

To add ar remove a component, click the check box. & shaded box means that only part
aof the component will be installed. To see what's included in a component, click Details.

Subcomponentz of Management and Manitaring Tools:

[ &' Connection M anager Administation Kit 1.1 ME ;I
O ﬁ Connection Point Services 0.2 ME
L] 2 Metwark, Monitor Toaols 23MEB
& Simple Network, Management Protocol 0.9 ME

O WMI SHMP Provider 1.1 MB
| WMI Windaws [nstaller Provider 0GB

[

Deszcrption:  Includes agents that monitar the activity i network, devices and repart to
the network conzole workstation.

Total dizk space required: 3.1 B Details,. |
Space avallable on dizk: 94452 2 MB
ok I Cancel |

5. (If necessary) Check the entry named Simple Network Management
Protocol and click the OK button to install the SNMP Trap Service.

6. (If necessary) If the SNMP Trap Service is installed, but is not started,
right-click the SNMP Trap Service entry and choose Start for the context
menu.

—

fa]e]
Pause

Resume
Restark:

All Tasks 3
Refresh
Properties

Help

Server Firewall Settings Must Be
Configured Properly

The firewall running on your HP OVO for Windows management server must be
configured to allow incoming SNMP traps using the UDP protocol on port 162.
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APPENDIX A

Installed Files

The Install Wizard copies Sun-specific files to the following high-level directories.

Directory Default Path

<HPOVO_InstallDir> C:\Program Files\HP OpenView

<SunSISPI_InstallDir> | <HPOVO_InstalIDir>\install\SunSISPI

<HPOVO_Instal IDir> specifies the base directory for the HP OVO for Windows
application and <SunS1SP1_Instal IDir> specifies the base directory into which
you installed the Sun Servers Integration 1.0 for HP OVO for Windows.

File Type Installed Files

Policy files <SunSISPI_InstalIDir>\policies\config.mm

<SunSISPI_InstallDir>\policies\SunSI-ILOM-HWTraps

<SunSISPI_InstallDir>\policies\SunSI-ILOM-PETTraps

<SunSISPI1_InstallDir>\policies\SunSI-MASF-AgentStatus

<SunSISPI_InstallDir>\policies\SunSI-MASF-AlarmEvents

<SunSISPI_InstalIDir>\policies\SunSI-MASF-DeviceEvents

PET traps parsing script | <HPOVO_InstalIDir>\bin\SunSISPI\parsePET.vbs

Installation log file <HPOVO_InstalIDir>\Data\HPOVOInstall\SunSISPI install.log

Uninstall files <SunSISPI_InstallDir>\Uninstall SunSISPI

The Install Wizard also created the following Windows Registry keys:
. HKEY LOCAL MACHINE\SOFTWARE\Hewlett-Packard\OpenView\SunSISPI\Name
. HKEY LOCAL MACHINE\SOFTWARE\Hewlett-Packard\OpenView\SunSISPI\Version

* HKEY LOCAL MACHINE\SOFTWARE\Hewlett-Packard\OpenView\SunSISPI\Path
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APPENDIX B

Sun System Management MIBs

Many Sun system management integration packages depend on the SNMP protocol
and use one or more of the following Sun SNMP MIBs:

=  ENTITY-MIB: This MIB is used by all SNMP agents to monitor and to describe
the physical and logical elements of a managed system. The operation of this
MIB is described in the Sun publication Sun SNMP Management Agent
Administration Guide for Sun Blade, Sun Fire and Netra Servers (819-7978).

Filename: ENTITY-MIB.mib

Note: The ENTITY-MIB is not used with integrations based exclusively on
SNMP traps. The Sun Servers Integration 1.0 for HP OpenView
Operations for Windows is such an integration.

*  SUN-PLATFORM-MIB: This MIB is used by Solaris-based servers to extend the
ENTITY-MIB Physical Entity Table to represent new classes of component and
the Logical Entity Table to represent high value platform and server objects.
This MIB supplies the Sun™ SNMP Management Agent for Sun Fire™ and
Netra™ Systems with traps. The operation of this MIB is described in the Sun
publication Sun SNMP Management Agent Administration Guide for Sun Blade,
Sun Fire and Netra Servers (819-7978).

Filename: SUN-PLATFORM-MIB.mib

=  SUN-ILOM-PET-MIB: This MIB enables management platforms that are not
IPMI compliant to partly decode standard IPMI Platform Event Traps (PETS)
generated by the ILOM v1.x and Embedded LOM service processors.

Filename: SUN-ILOM-PET-MIB.mib

*  SUN-HW-TRAP-MIB: This MIB replaces and enhances the SUN-ILOM-PET
MIB for ILOM 2.x systems.

Filename: SUN-HW-TRAP-MIB.mib

To view a summary of the entries in these MIBs or to download them, consult the
following Sun web site:

http://www.sun.com/system-management/tools.jsp
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appenDix C

Glossary

This appendix provides terminology for both HP OVO for Windows and Sun system
management technologies.

HP OVO for Windows Terminology

The following terminology references system management technologies specific to

Console

HP OVO for Windows.
Acronym | Term Definition
message browser The console within which active and acknowledged messages
are displayed.
MMC Microsoft Management MMC is a framework that hosts snap-ins such as administrative

tools used to administer networks, nodes, services, and other
system components. MMC does not perform administrative
functions. It hosts programs, called snap-ins, that do.

policy

A set of one or more specifications and/or rules that helps
automate network and service administration, and provide
consistent, automated administration across the network.

policy group

A collection of HP OpenView Operations for Windows policies.

SNMP Interceptor policy type

This policy type monitors Simple Network Management
Protocol events, and responds when a character pattern that
you choose is found in an SNMP message.
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Sun System Management Terminology

The following terminology references Sun-specific system management

technologies.
Acronym Term Definition
ALOM Advanced Lights Out Sun Advanced Lights Out Manager (ALOM) consists of service
Manager processor hardware and firmware that supports the remote
monitoring of Sun SPARC servers.
Embedded Lights Out Sun Embedded Lights Out Manager consists of service
Manager processor hardware and firmware that supports the remote
monitoring and management of Sun servers through IPMI and
SNMP interfaces.
ILOM Integrated Lights Out Sun ILOM consists of service processor hardware and
Manager firmware that supports the remote monitoring and management
of Sun servers through IPMI and SNMP interfaces.
MASF Sun SNMP Management The Sun MASF agent provides SNMP integration between Sun

Agent

SPARC-based servers and management hosts.
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