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= PRIV_PROC_SESSION — SRVFHFRR A (5 5 BCEE Ho il LMY R -

= PRIV_PROC_INFO— VTR AREHTE (EWHET LURHE 5 & A4 xX et
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»  System V #EF2[A]1E(F (Interprocess Communication, IPC) AR -
= PZEANRR -

o HREAER

. RGAUR -

A% Solaris AFRAYTEREIN R LK Wi 155 UL priviteges(5) FM T -
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AT AR AEE T o EEEARIRgIE R 1, FFELUT L.
#include <priv.h>

AT B LR T B AT CE RN R P AR P P PR AR 42 1 R 743

BPR & HEZER

DAT 2 AN BR 2 {5 FH i 3= B e 26 A

o KPRFEA — AR priv_t BAUE ERIR - AT LA DLT 77 s AR 1D #175F
HWIGAY priv t BRI
priv_t priv_id = PRIV FILE DAC_WRITE;

o FUBREE A — AR B priv_ set t BUIEESIFIT o TR 2-1 H8I] Hi B9 HEDARER
SCPR R ECRWIIAA priv_set_t BRINARHE -

v APRIEIERA — X SO B FEAR B THIIRER AU priv_op t RAUE SRR
FARFTAREREX R R R AR AR - AXRIFAMES . 1GRBEE 24 TTHHY
(PR T o AR 5B -

MPRIE T LR DL E -
»  PRIV_ON — {EFEE XA SO AR EE TS FITE priv_set t & rh A B AIER -
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B -

» PRIV SET —RHEE SCIF el AR S AP AR IR E I TE priv_set t Z5FY AR
FIRUER o ISR izgs g elaatt =S, M PRIV SET 2 FHANPREE I E N none -

PR #EO

TRIIH T EARERATE T - RIFHEGRHE 7 — 3 ZAREE LAY -

s 21 [ ABR M £2 11
=T Ty EfER

PEEURNS B AR 5 setppriv(2) - getppriv(2) - priv_setp@ivpr iVl geedifent(3¢E 7
Z - priv_ineffect() I
priv_set () &7 MR
PEREL

TR AR priv_str to set(3C)- priv_set toX#¥ B Rl Bl BahekRdE: - priv ge
WG 2144 PR B 5 -

AL FHANRR £ priv_allocset(3C)~ priv_freeset{BEY KEgHiy IWPifbat O] - Wiz fillset(
MM EREE X .

REAS B R bR E getpflags(2) ~ setpflags(2) PRIV_AWARE #FFEpREFE
B T AR R & TEkEg
PR IZ1T -« PRIV_DEBUG
F TR -

(S2azRnysiil ucred get(3C) XEEFIFRA TR - KERGE
FHRIPARZE A -

setppriv() : A TFIRENIR

F T I BRI EZ N setppriv() . ZERELEA LU IR
int setppriv(priv_op_t op, priv_ptype_t which, \

const priv_set t *set);

op TR BHITHIRIRIEE - op ZHEBUT =ZAAREEZ — -

» PRIV ON— 1% set 25 &5 & PR AN N B which $8 & AR 48 2
= PRIV OFF — M which $5 7€ FURNRR G 2 B rp IR set 25 & 45 & FUARR
» PRIV SET—{#F set 25 &5 & HIFPR B Ht which $5 1 AR 8 28 B Hr A AR

which FH T 52 2 B B AR R A
= PRIV_PERMITTED
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=  PRIV_EFFECTIVE
=  PRIV_INHERITABLE
=  PRIV_LIMIT

set 8 & BLE B S VE R {5 F RORUE -
EEAN, IR ERE T EERIKEL . priv_set() o

A TRREHPRA priv_str to set()
XL R T o FH R AR PR o priv_str_to_set() s2 LRSI FRAY HLAY R Y -
priv_str to_set() AL NIEE:

priv_set t *priv str to set(const char *buf, const char *set, \

const char **endptr);

priv_str to set() KH buf FHEERIFBE L FIHFH o priv_str to set() IRIEI A L5 PY
MPEEE > —H A —HAPE(E - **endptr A FH T EIRAENTEEIR - EEE . AJLLE buf
AR T XY

w el FERATE ELE SLIRR - A “att, \priv_name, ..." A AFE EBRFE AR LA
INIFT A AR -

i - (] “priv_set, \priv_name, . . ." WIFSIERE WFEE HIAUPR S HIER 5 2 HOALPR - 41
RELEARRER, EAEM “1priv_name, ..." FIUFREA AN HERFERIY
PUREE . 1ZAiE N2 RER S IHER T AR . AR R TTAUR -

= “none” FERICHNE -

-;ﬁ;g%ﬁmﬁﬁiﬁ@UMX@W%%%%ﬁﬁF—%%ﬂ%%ﬁ%ﬁﬁ%%%
WPREE -

1 PR 4w A5 7 51

AT FH R AR B AR AN BR AR R B AN BR 1 75 X A7 B

BEEEE A PRE P RIRUR
D 5 T B P 15000 B AR -

w40 2-1 B P AR S = 1
/* Program start */

uid = getuid();
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seteuid(uid);

/* Privilege bracketing */
seteuid(0);

/* Code requiring superuser capability */

/* End of code requiring superuser capability */

seteuid(uid);

/* Give up superuser ability permanently */

setreuid(uid,uid);

BEERRBREE P RIHR
TR 01 R ARSI B DA (B

YFERF ) setuid 0o

T setuid 0. ARFEMAEUERIIZENTERIER -
AR AR R B 1 B AR

R il B8 B 1 B 9 P AR

RS J T 2 2 B 1B -

i - ORGSR RS tha] L Sun FEALLIR - 155
http://www.sun.com/download/products.xml?id=41912db5

w9 2-2 B (KA PR B G 1< 51]

1 #include <priv.h>
2 /* Always use the basic set. The Basic set might grow in future

3 * releases and potentially retrict actions that are currently
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w1 2-2 B (AR B 5~ ] (&)

4 * unrestricted */

5 priv_set t *temp = priv str to set("basic", ",", NULL);

6 /* PRIV FILE DAC READ is needed in this example */

7 (void) priv_addset(temp, PRIV FILE DAC READ);

8 /* PRIV_PROC_EXEC is no longer needed after program starts */

9 (void) priv delset(temp, PRIV _PROC EXEC);

10 /* Compute the set of privileges that are never needed */

11 priv_inverse(temp);

12 /* Remove the set of unneeded privs from Permitted (and by
13 * implication from Effective) */

14 (void) setppriv(PRIV_OFF, PRIV_PERMITTED, temp);

15 /* Remove unneeded priv set from Limit to be safe */

16 (void) setppriv(PRIV_OFF, PRIV _LIMIT, temp);

17 /* Done with temp */

18 priv_freeset(temp);

19 /* Now get rid of the euid that brought us extra privs */
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20 (void) seteuid(getuid());

21 /* Toggle PRIV_FILE DAC READ off while it is unneeded */

22 priv_set(PRIV OFF, PRIV EFFECTIVE, PRIV FILE DAC_READ, NULL);

23 /* Toggle PRIV_FILE DAC_READ on when special privilege is needed*/

24 priv_set(PRIV ON, PRIV _EFFECTIVE, PRIV FILE DAC READ, NULL);

25 fd = open("/some/retricted/file", O RDONLY);

26 /* Toggle PRIV FILE DAC READ off after it has been used */

27 priv_set(PRIV_OFF, PRIV_EFFECTIVE, PRIV_FILE DAC _READ, NULL);

28 /* Remove PRIV_FILE DAC_READ when it is no longer needed */

29 priv_set(PRIV OFF, PRIV ALLSETS, PRIV FILE DAC READ, NULL);

GRETFEN T %N temp (A& o temp 2L IAE AR A TR EIIPRE - RUITESE 5
17 1% temp € LB EEARPRE - 7£58 717, 4 file dac_read AR MNE] temp
H1o proc_exec FEX exec(1) Frittfe (TEHLREFHARY) EBLFTH . Hitk, EH9
ITHI temp HHIER T proc_exec: MTI{H exec(1) #n 2 TLEHUTHTHE -

[N temp &R R R AR LERPR . BEEAEENN |- file dac_read. FHMER
proc_exece TE5 1L1THI. priv_inverse() HRECFITE temp WU AME . HF temp I{E
HEENME - 5 FERE AT ATREARE PR TE E 5 (TEARBI temp) FifRHI4E
R ENFE 1UITHIEER, temp IITE R E L7 K A HE R ARLEANR - 7258 14177,
MAVFEEHHIER T temp & LA TR ZHIRER - HMIBRIRVEIR WA A A RO 7
XEERIR « 7258 16 17H, PRI FHMIBR 7 AT ERIBIR - 7258 1817 WA AHH
B temp. ML T temp 2L -
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R AT LLAIARRR - PRI, %7

1TH Y P B9 SERR UID -
TE58 2217H, @i WERCEE MR file dac_read FUSREE T AR - 1EKBRIVFRTF

i, FE file dac_read ZHi

F A setuids

WA A MG RN - FEIRREFIRE A

{H ] DUCRA %) UID B E N5 20

BHEE 25179

I TRE file dac_read . L. TEZE 241TH. JHH T file dac_ read - BEEC
JG. KRR MWE KSR SLEMER fite_dac_read - WEHVFTA IFE. BT TEATA RS
HiZEH file dac read, A K AMIMIBR file dac read-
TERUH T HEE R RS T UM AIR S - Efeh 7175 -
F 22 AR AR L
7 temp £ SRR BHIRE PR IR £
0] — HIEC] IEs] FiH
B 51T = temp 1 E N FEAAUR HA FrH FrH liKs]
5717 — 4 file_dac_read iR INE] N FiE fiE iE=]
temp Mo file dac_read
B 917 — M temp HHIER T HA + BIEE] BIEE] FiH
proc_execo file dac read -
proc_exec
B 1LAT — R temp ELE i [A{H - FTA - (B + FiH FiH FiH
file dac read -
proc_exec)
BT ERTFEPERAFLE  rF - K+ A+ K+ K]
SRR - file_dac_read - file_dac_read - file dac read-
proc_exec) proc_exec proc_exec
B161T —TEMRBIEPFEAAFER  iE - R+ K+ K+ B N
FRR - file _dac_read - file dac_read - file dac read- file dac read-
proc_exec) proc_exec proc_exec proc_exec
B8 T — R T temp SLHF o — EER + BN BER +
file dac read - file dac read - file dac read-
proc_exec proc_exec proc_exec
%2217 — %M file_dac_read HEIF — FEAK - proc_exec HEAK - proc_exec A+
PINFE A file dac_read-
proc_exec
524 T —HEWEH — BA 4 YN HA 4
file dac_ read file dac_read - file dac_read - file dac_read-
proc_exec proc_exec proc_exec
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F 22 IR (%)
SR temp & RFIUBREE BHIURE PRAEITUPR &
52717 —HUT read () BAEEEEAH — HoA - proc_exec HoA - proc_exec K 4
file dac read- file dac read -
proc_exec
B9 T — A HHRE file dac_read — FEA - proc_exec FEA - proc_exec FEA - proc_exec

i AR S PR IZANER -

N RREF TR 1ER

AT RS R Bt T AT

KT

FRRBERES . LANEET RGP R EAR SRR AR
P RE S fE R &4 o

EMRZEID. RN ARERFEES proc setid BER. I BEAF ID
HID St ID-

ERNFREE . SR ARERN . RE S RGN - ROz BRI I
fPAmETIES] DR A 2B E R - AR EERIRNER . H50LE
26 TR ARG ISR B

EREANREE) . AR RARBEAT LT o RN TR B% 6 S A
JEED - SRIG R FIRR e R0 2 SRS AR - DU 2 4 A IH 27 5

SHP R LGB AP 513 a5 -

SRR R AR 4 .

SRS AL ERFTE FEARBRE . #1401 PRIV_FILE_LINK_ANY -
SEPPRERR AN I TR A AT HAMAYRR . 5141 PRIV_FILE_DAC_READ -
5. SFPHEREDIHE| PR UID -

THEER shell % XL FF5 o shell 5 S 51 it AR o DUGE FH ACHERE Y m] 4R AR BE F g (T
AR o (AL, BRZ%HI 7 AT DU shell $2 PR A RS - B0, BFECElB IR R
JF ATRE2°1F 1 command TTAFRE Jyan & H-HUTZAT - BT, SREZH Al LEIEERA. L
T IR A A BRI RE AR o SR AS L EE Y shell 7 51

Ll e

f’i‘*ﬂﬁﬁ%ﬁ /etc/security/auth attr Xﬁ:':[:' ° g@”@ﬁﬁﬁﬁﬂﬁ’ﬂ@ﬁﬁﬁ?! iﬁﬁtﬁu

TR

1.
2.

F# setc/secu rity/auth attr LA — A% N R P IAY -

B TERR UG chkauthattr(3SECDB) B A AT T 2L - chkauthattr() K
BB TELL T A7 B 327 f B AN -

= policy.conf(4) BHEFE Y AUTHS_GRANTED ## — AUTHS_GRANTED #5155k
BIE O T HE E RN
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= policy.conf(4) $¥EZE A PROFS_GRANTED ## —PROFS_GRANTED #5445
&N T EMAPRACE LM - chkauthattr () BFEXTHE E FAURE 7 X LAY PR il &
X

» user attr(4) BUHEE — WEIREFME DA P EE 22/t -

» prof attr(4) EHEIE — L EHEIE G040 H P HE E AR AL B S -

A chkauthattr () £ LR IO E FPEEA BIRPRIZAL.  WIRF LS 5 T
F o

3. {EEPE G T RRIL R PR Fp 7 EEREESZ AN o fA0nT DLid i T el H Al SRS e P

Dl o

= 2-3 fE B AN

DL S BB AT chkauthattr () ERECRE 2 FH P IOIAL o TEAGIAT . ZFE R e
ﬁsolaris.job.admin ﬁ’ﬂ QH%ﬁHF‘EﬁJﬂZﬁ"W: mlﬁiﬁﬁ)jﬂuiiﬁiﬁ}zg)\ﬁlmﬁﬁﬁ
PSR o QSR LA A WA 2 S EXT EPHA B SR THRE -

/* Define override privileges */

priv_set t *override privs = priv_allocset();

/* Clear privilege set before adding privileges. */
priv_set(PRIV_OFF, PRIV _EFFECTIVE, PRIV FILE DAC READ,

priv FILE DAC WRITE, NULL);

priv_addset(override privs, PRIV_FILE DAC _READ);

priv_addset(override privs, PRIV_FILE DAC WRITE);

if (!chkauthattr("solaris.jobs.admin", username)) {

/* turn off privileges */

setppriv(PRIV_OFF, PRIV_EFFECTIVE, override privs);
}

/* Authorized users continue to run with privileges */
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/* Other users can read or write to their own files only */
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RS PAM [ 72 Fr F0AR 55

AP SRR IR (Pluggable authentication module, PAM) ) 2 486 K R 7 £ (it 7 %k
MR L 2RSS - REGEH T & L PAM SR HEIIE - kP& - 218 H

OSBRSS RN BT FAE - Wi & PAM RS E R T FH2%

PIER - RERTHELL T8

%35 TUHHY “PAM HEZE /144>

%38 T “PAMCE”

43 TUHRY <45 (#F PAM ARSSHO R FHFR 7
%59 TUHAY “gm 5 24t PAM R S5 AU HR

PAM B )2 Sun AR« HILLUG PAM #IVEFEAC 4, T X/Open:  BIELFER "Open
Group"- PAM #LIETIE (X/Open Single Sign-On Service (XSSO) - Pluggable
Authentication) (Open Group 7E %[ i}z, ISBN: 1-85912-144-6. 1997 5F6 A ) Hik
F o pam(3PAM) ~ libpam(3LIB) fl pam sm(3PAM) FMTTH /45 T Solaris SEEMAY PAM o

PAM tEZE 148

PAM HEZE S PO A0 40 2HLAK -
PAM {H % 7
PAM J&

pam. conf(4) Al & S
PAM IR S5 HEER . AR ERALE

HES ] N 5 e RS s et — BT O 2. RO N ARR T4 AT

(] PAM ARSS: TN T AR HITE SC o S BErP Rt Ry o m DUSHSZ T % A
P BB TIE S - BB PAM. EEE B3 A] DU € R GEHU TR ZOH B EES R A
WE BT AR - R id PAM AL E S pam. conf SRHUTHY -

35



PAMAEZE N 48

36

NEEH T PAM AR RS o NIRRT @ PAM N 4R FEFE [ (application programming
interface, API) 5 PAM FEJFATIEE - PAM fRiE T PAM IR 542 HEE £2 1 (service
provider interface, SPI) 5 PAM FEJH TS - @i XFh7 =X, PAM JE ] {7 FH 2 e FlIAs
bl BT -

KR

. Hith
login ftp telnet RBIER
[ | ——]

|  PAMAPI | -
H

| PAMSPI |

| I

| |
BAEARS n P } oEgE n n&gm ”

RIR Rk RIR RIR

PAM AR 55 &1k
B 3-1 PAM (A R %5y

PAM PR SRR

PAM RS E — M EEE, AT NESERNAEF (W togin~ rlogin fll

telnet) TRALEEREM 22 2RSS - WORPEAG) PAM IRS 2 -

n ISIFARSHEEI — H T 7 H Pk P e AR SRR o $2 4Lt AR S5 r0 R aT CASGIE
AP E P EIE

o KPR — HTELFTHE PRIk P 2B G50 FRttb AR SSrfE s a] DU A [
A a7 Y A DL R BRI 5 ]

s SEEEER - TIRENZ SRS

s OS5 EEEL — H T om S 2 5m 5 H H- BT30S R T

— PAM BT DL SEZE HE bt — T El £ AR 55 - T s R B T B E LTSS T

CLREINMC B RGP - BRI ROAZAEA R R ISl PAM ARSS - 2805 AT UL
pam. conf(4) 3L HE T ZURRYE 75 20 A X L AR S5 -

41, Solaris OS N AL E P G F2 (L T F THCE G 55 14 5K MY pam_authtok check(5)
P o pam_authtok check(5) B3R AT LUK £ 15 & &5 Rl S AR A I 14 o
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PAM HEZE14R

2% Solaris PAM fEIR B 528 H1 2, 1ES T TIEE 5719 - Standards, Environments, and
Macros . PAM FEHATHTZE A pam o

PAM &

PAM J% libpam(3LIB) /& PAM A& B &L F il e 2

= Llibpam A] DL Hi API pam(3PAM) - I FHFEST 0] LA APT DASRA TSR « ik A
H.OFIRES . STHEFRU L O E M.

= libpam A] LL5 A EEE & S pam. conf(4) « PAM BC & SCHE AT $6 & B R el F IR 2514
PAM LK o pam.conf HHAG B U TE P .

= Llibpam "] LLSE A SPIpam sm(3PAM). iS¢ H NG ARSI SE R,

PAM 3 i3 52
CLYE B8 5 QorT 6 FH PAM EESET T P38 ], 1% & Login WATEE 7 -

1. login N FRE/F I ] pam_start(3PAM) HHE7E login A 55K IHZN PAM 21 -

2. N AR B EA pam authenticate(3PAM): J5 ¥ & PAM % libpam(3LIB) 5 Hi Y
PAM API ) — 43 o

ZEAFAE pam. conf SCAFHTEE Login T -

Xt T pam. conf H124 login A SSHLE M MR . PAM FERF A H

pam_sm_authenticate(3PAM). pam sm authenticate() FEI%{/Z PAM SPIH—&R5) o

pam. conf & THIBRER B VA OS5 AR E 2 5 PR P VI RRSE - 5 39 Y
“PAM HERR TEIAEE” Xf Ut FE T 7 SE /e

W PAM AT UK PAM R TR P 5 RS0 L O UL LY PAM FRLHGEE RS
*

o

Ll

PAM B 2 FRIE K

PAM JH % J7 W15 PAM J% Uibpam B §2 - N FRE P (5 B BRI P AT AR 55 2 BT 4
B JE F pam start(3PAM) #IUEAV.E PAM FERISER - A pam start() A FJURIL A
WL AT E JG £ PAM AR A - N FFRFEREA PAM IRSS TG . R
pam_end () PLIEER PAM J4E E {50 FH AT B4k -

PAM R FHIFET 5 PAM BR[Ot AT/ - B, DUT & 5ia B F it 1)
AL -

= PAM_USER— Y4 Hi%iFRg A F
= PAM_AUTHTOK— %
= PAM_USER_ NAME—H &L
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PAM Bl &

38

PAM_TTY — F P & LA T 1845 19 2

PAM_RHOST — F F & It A RS R FEFEHL
PAM_REPOSITORY — X F itk 7 R G345 B AT PR il
PAM_RESOURCE — i ¥ Y5 B & (] #2576

BRu AR 5ERSFR, 1S M pam_set_item(3PAM) - R FHFRER AT LAjET

pam_set item(3PAM) X[ Wi TI%'E - N AFEF T LLET pam get item(3PAM) FaZE AL
EIRENE. HE. NARFABERZE PAM_AUTHTOK £l PAM_OLDAUTHTOK - JC
% & PAM_SERVICE i

PAM BB S pam. conf(4) T WAGMRSS (U login~ rlogin~ sufllcron) AlE PAM
MREstsE . R B B v DUE BRI SO o Q15R pam. conf BV F A 1% N2 S BT
BRI R o B0, Q05 pam. conf BLELEH IR, WIS L MNP HIEESN . XiE
VR PR e TR - ARIZENFINR. 1§55 ULE 39 U1
“PAM HEFE T/EFEE - BXRAGEHAEHEN PAMEENEE. BSI (RREE
PRAEER . MRS TR PAMELEXH (%) .

PAM Bt B XL {FiB %
VL E SO IR FH LT RS

service-name module-type control-flag module-path module-options

service-name ARSI R, BI0 ftp~ login BY passwd - N FHFEF A CLET X EF 4t
IR S5 AR IR S5 4 - B4, Solaris 424 shell <Pt F2 {5 H LA
THRS54 : sshd-none ~ sshd-password ~ sshd-kbdint -~ sshd-pubkey
LL sshd-hostbased o AR5 % other & FI{EIEIC 13T AR 5% % B TIUE L 4
PR o WNRAERC B SRR B E IR SS % W2 other HURLD

===}

o
module-type M58, Bllauth ~ account ~ session B password -

control-flag FEHIPRAE o T HEBATERNE A 55 00 88 BRI i F FP AR R T b Y
YER - A2 PR E E2$5 binding ~ optional ~ required -
requisite fll sufficient . HXRXEIRERENEE. 1HSILE 39
TUFRRY “PAM HMERR TAEIREE o

module-path T SCEAR S5 B EE X RS « WIERERIZ B A B YT B2 H . MR
REEIE L FAXT T Jusr/lib/security/$ISA/ -« B 51K R GEMHH
K% $ISA libpam ] & F N HREFREAR R E X -

module-options &L FSTERA LD o FEERIGF- W 0T/ 44 1 FHRN AR n] 8252 1Y &
i o B R ER R T E 45 nowarn 1 debug -
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PAM itk TEIRIE

R FRE R A AR B0 - Libpam 5 BLEUAC E ST 7ete/pam. cont DUBIE FH4 %R S5 S
SRR .

pam_authenticate(3PAM)
pam_acct_mgmt(3PAM)
pam_setcred(3PAM)
pam_open_session(3PAM)
pam_close session(3PAM)
pam_chauthtok(3PAM)

GOERXT T VMRS HIERAE (QIRAE S E ] ) /ete/pam. conf (AL & — MR, T AL
el gl FoR e BERES SR o B0, passwd N FHFRF GRS SE BV RL & — PR

pam passwd auth.so.l:

passwd auth required pam_passwd_auth.so.1l

H—T7H . WERNARSEEE LT 2R, B 20X seihpttES k., B, X%
AR SSFTE— 1 PAM R - B0, 15 % & pam. conf B DL WiHYTE I -

login  auth requisite pam_authtok get.so.1
login auth required pam_dhkeys.so.1l
login  auth required pam unix cred.so.1l
login auth required pam_unix_auth.so.1l
login  auth required pam_dial_auth.so.1l

IREETH IR Login ARG MY auth FRFER] . ERAE LLARAUEE R, S MRS RS FE
TR . TR, BHUZIR /etc/pam. conf HHEERINRFHUT - BEK
IR WA ER 2 MR R s bR B R R B AR s i o BlRE & S EUR IR Rtk
1k Ul requisite B ATRES S, 1M sufficient BY binding BRI W] BE 2 KIS o
R 2 J5 . B MERSHA B — DB R I G F 5 N HRT -

FEHIBIE ] THE8 PAM FRERAETf & 0 AR 55 017 15 T ATEERIERT - T MZRIRE K H
TEFRET AT -

» Binding — YR HIHI AT PIBRABAA RN WD S I E R ZR T . 28
FIRER S BLR E RS R o AR XA, WA 2HE— D PUTHR . AIRE
W W20 P TR IS B AR SR AL AR -

= Optional — NI E AR ZOR BT FEFIARSS - AIRRIC 2 id 5] ik
HIRIE B -

¥£3E . KREPAMNARFHRE 39
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»  Required — K i JE L TR R ZOR A BEME AR SS « AR MBI TZHRSS
W EARIR G 2R B TR E R - (XY BRER B AT 75 AR 15 R 1R L
T A 2BREZARS R RINIER -

®  Requisite — LS DI AL A PRLER I ZR A RERE IR S5 - QSRR T2 37 B [m]
B A S-SR . R — M IRSSHIATE L& R R [ ks, Rt
RE 1A 2 A R 1] BTy

= Sufficient — YR A7 I AT FAL Y ZORE KDL . B L ZHIPRE N sufficient
AR RS % ) AR e S BRIy AN 2l — 0 B TR o QSRR
M 2 g 3 ATER RIS & -

P A B T QAR SR AR PR R E U5 TR o 38— R B AT Oy SR R
WO RIAR I F RS & 58 = A~ P U A A i SR o (E -
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AT PAM B E SO Ry
T— MR
W HIFRIC.

— Binding

— Optional

— Required

— Requisite

L Sufficient

B 3-2 PAMMERL - $EHIBRER0R

$3F . /EPAMAREFEFRS

IERVFHRNER.

.

IERDEHRMIER-

IERFERRINER -

au

WMRIHHMKY,
MR ANLER RIS R .

IERDFHIEER

o

IERBFRIRMIER

IERVEHHRINER.

o}

IERDFRIRMIE B
E—NLFHEKIER.

IERDFHIRNER-

-,

IERAERKRMIER

2

o

il
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o

RUHEHYE

BRSHMIEL . M
DLESBEHRYES .

KRG ?

RIFARSS -
k& PAM_SUCCESS.

EEEIER
BINER?

RVFRRSS .
W& RERI R MUE R -

PR S5# B 4
WEREHIR

3-3PAMHERR - QIfTTfe o B2 A

PAM it 7~ {51

TH5 B LU NI SKBAER riogin AR5 -

41 3-1 BRI PAM BC B SCHHIER 5 TR A

oI pam. conf SLEFE S LA T A ¢ rlogin ARSSHINZ -

# Authentication management

# rlogin service
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sl 3-1 4L PAM T B SRR AR 7 N2 (&)

rlogin auth sufficient pam_rhosts_auth.so.1
rlogin auth requisite pam_authtok get.so.1l
rlogin auth required pam dhkeys.so.1
rlogin auth required pam_unix_auth.so.1l

rlogin ARSSTE KEIERT . libpam ¥4 & SCHUT pam rhosts auth(5) fEk . X+
pam_rhosts auth fEk, FZEHIPRER I E N sufficient - YIS pam rhosts auth FER AT
DLBGAIEF P M Gh B 45 1 5 L4 i g PR P 0R [l B Th S S

WIS pam_rhosts_auth BEHTCEREEA 7. NIREHAT T —1 PAM Fibk
pam_authtok get(5). MIEIRAUFEHIARERF L E N requisite WIS pam authtok get &
e MIEIE T FR B 45 SR H: 0] rlogin IR BIZEKAE B -

WK pam_authtok get BZ. M HITE: TR MR pam_dhkeys(5) I

pam unix_auth(5) - ﬁﬁ’ﬁ‘%ﬂ%ﬁ’]%ﬂffﬁ%ﬂﬁ M E ) required, DUEIZ% 5 FE AT 4k
ST, ToIe R 2RI RIS - HUT pam_unix auth 5. 2R (T
FHE rlogln E’Jffifk I NS pamfdhkeysﬁpamiunixfauth REEBEE . W2
a4 P @t rlogin TR

‘RE{EF PAMBREZHI N TR F

AATERE T (2 4 PAM KB R FH R 7 RE] o

51 B2 PAM 7B 2% 5 o~ 451

DL R LL PAM Y B 07 N FRRFFAE il o ol — A AR ZamBi e N AR . H

FRAEZ T M2 P o 2R BIHdT LT 58

1. WJEE4k PAM £ o
PAM 21518 V8 A pam_start(3PAM) BRECRISE) o & AT HAth PAM A2 BT »
PAM {H 277 N FHFR 7 AL 20 15 Se 3837 PAM 231 o pam_start(3PAM) IRECRHILL TS
-

» plock—R55 %, BINFREFHIAIR - PAM HEZR{H F AR 55 4 SR b e i B S
/etc/pam. conf HIE ARV - ARSS % AT HEIC KM RR S -

= pw->pw_name— %, B PAM MEZRFRTER AU P RIRFR o
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44

= gconv—AIHKEL conv, FHTHEHE PAM 5 R alo R FAFE e E R Jm (5 o A 7 2 -
XERECELTRRY . K0 PAM BEEIEYE T QAT 347815 - 815 v LA
GUI~ s ¥1T~ faeit FanuiH i #T. AXREZER. BESIE 50
TR “YRE XERED -
= gpamh—PAM FAJ#f pamh. B[} PAM HEZEH T2 EH 5 Y BT HRE(E BRI A EH A
Wio BINEHH pam start () 5 R B AR -

- VA PAM £ N FFE 7 L2 E R AR A BE TR TR U3 E. 05
TE~ R R IR B s i i RS WA - fEZonflh . N R 722000 L
BEHY /etc/shadow A BERIE A AU 14 o

- PR

N R 7 B pam_authenticate(3PAM) RENELHETHT - B RHESEKHAFA
A\ O 2 B A SES R, BAREUR T RAEAR SS R . PAM HEZE 21 H
/etc/pam. conf HNFIIEARSS auth F1 U o RS54 plock A T & S5 FH IR
pam.conf i o WIRAAETES plock XTI, NIERATE G T 2 other HHEYT -
QSRR FFE P BC & SO AR AS L NULL 14 IR %A%
PAM_DISALLOW_NULL_AUTHTOK F5:& o Solaris N FHFE 7 £ 6 25
/etc/default/login H1fY PASSREQ=YES X & -

N xR RS €

I pam_acct mgmt(3PAM) RIS A CLAGTERY FH Pk P A RE - TEZR
HH. pam_acct_mgmt () FT-H& 2 1 H9 K80 -

pam_acct mgmt () PRAGA 2 {#F PAM_DISALLOW_NULL_AUTHTOK & « {15
pam_acct mgmt () JZ[A] PAM_NEW_AUTHTOK_REQD. NI i&H
pam_chauthtok(3PAM) DA VF ELGIERI T B el 14 «

CWRARGLI S B, M2 smE S E 4.

oI TGN A pam_chauthtok (), EELRFIEKINE R ik o QR I
HIGHEEE (GE%E NI2) o W pam chauthtok() ERECERR B TH{E B - 7EZR K

L, JEHRAEE E RR B EIHE BN 1E . J8E . NARRF S IREL RN 2R 0 5
EL/SIE

. A pam_setcred(3PAM) -

pam_setcred(3PAM) FRECH T8 7 « Bk S HBR 2k - pam setcred () JE ¥ (£
WA P 2 TR - R RERIENK G RT I 2TE R e - F

pam setcred() PKE{5 PAM_ESTABLISH_CRED FRiG&s & F wl @i H i i P &
e WRIZATEEMNIE2E (U T lockscreen) HIEHT. WIRIEAHE
PAM_REFRESH_CRED #1E pam setcred() » W STGEHE SR (W{#H su B
A AE) . WS PAM_REINITIALIZE_CRED FR&EHY pam_setcred() o

. M PAM 21
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PAM 215181 V8 FH pam_end(3PAM) BRI T4 H] - pam_end
B -

LU /RBiga T PAM JH 2205 AR P AR B IR RS -

() WRBEIATH I PAM

7 - IO BIRIR AR th T DA Sun Bk HUOIREL . H TR
http://www.sun.com/download/products.xml?id=41912db5

=M 3-2 PAM 4 B 75 N FH AR S 451

/*
* Copyright 2005 Sun Microsystems, Inc. All rights reserved.
* Use is subject to license terms.

*/

#include <sys/types.h>
#include <stdio.h>
#include <unistd.h>
#include <stdlib.h>
#include <strings.h>
#include <signal.h>
#include <pwd.h>
#include <errno.h>

#include <security/pam appl.h>

extern int pam tty conv(int num msg, struct pam message **msg,

struct pam_response **response, void *appdata ptr);

$3F . /EPAMAREFEFRS
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=l 3-2 PAM

/* Disable

static void

disable kbd
{
(void)
(void)
(void)
}

/* Terminat

static void

logout()

pid t p

(void)

(void)

(void)

(void)

(void)

(void)

(void)

exit(-1

H 377 N R R A5 (&)

keyboard interrupts (Ctrl-C, Ctrl-Z, Ctrl-\) */

| signals(void)

signal(SIGINT, SIG IGN);
signal (SIGTSTP, SIG_IGN);

signal(SIGQUIT, SIG IGN);

e current user session, i.e., logout */

group = getpgrp();

signal(SIGTERM, SIG IGN);

fprintf(stderr, "Sorry, your session can’t be restored.\n");
fprintf(stderr, "Press return to terminate this session.\n");
getchar();

kill(-pgroup, SIGTERM);

sleep(2);

kill(-pgroup, SIGKILL);

);
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w4l 3-2 PAM 1 28 75 1S F R e R 481 (&)

/*ARGSUSED*/

main(int argc, char *argv)

struct pam conv conv = { pam tty conv, NULL };
pam_handle t *pamh;
struct passwd *pw;

int err;

disable kbd signals();

if ((pw = getpwuid(getuid())) == NULL) {

(void) fprintf(stderr, "plock: Can’t get username:

strerror(errno));

exit(1l);

/* Initialize PAM framework */
err = pam_start("plock", pw->pw name, &conv, &pamh);

if (err != PAM SUCCESS) {

%s\n",

(void) fprintf(stderr, "plock: pam start failed: %s\n",

$3F . /EPAMAREFEFRS
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w32 PAMIH TR T RLFIREFREGT (4])
pam_strerror(pamh, err));

exit(1);

/* Authenticate user in order to unlock screen */
do {
(void) fprintf(stderr, "Terminal locked for %s. ", pw->pw name);
err = pam_authenticate(pamh, 0);
if (err == PAM _USER UNKNOWN)
logout();
else if (err != PAM SUCCESS) {

(void) fprintf(stderr, "Invalid password.\n");

} while (err != PAM_SUCCESS);

/* Make sure account and password are still valid */
switch (err = pam_acct mgmt(pamh, 0)) {
case PAM USER UNKNOWN:
case PAM ACCT EXPIRED:
/* User not allowed in anymore */
logout();
break;

case PAM_NEW AUTHTOK REQD:
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w4l 3-2 PAM 1 28 75 1S F R e R 481 (&)

/* The user’s password has expired. Get a new one */
do {
err = pam_chauthtok(pamh, 0);
} while (err == PAM AUTHTOK ERR);
if (err != PAM SUCCESS)
logout();

break;

if (pam _setcred(pamh, PAM REFRESH CRED) != pam success){

logout();
}
(void) pam end(pamh, 0);
exit(0);
/*NOTREACHED*/
}

H b5 F RY PAM iR £

BIE AR 3-2 2 — MR EN R, E0ORE T JLAEE 0 PAM M. KT5R
HHAth— e F ) PAM PR EY

BIhEAEA S, B2 pam open session(3PAM) FRELFT H ¥ 415 -
Vi pam_getenviist(3PAM) BREL AT LU HTERSR o pam getenvlist() FHRBIESIE
WA H IS
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50

PAM FRE BN FHFE P T LR 2 R X5 H Pt T@E - a7~ WEHES . FHi.
S5H P E{EH PAM IE TR 5 WX T 75 B 5 SRR EL - XSGR THER P Sk 2
[B{E S, 58S T N TCK o MG RECRT WX TG R ELE U pam_message S R
msg_style ZEIRAEHEE IR - 1521 pam_start(3PAM) -

TF2 3 ARG PAM QAT 55 P A T a3 A AR = T g PR R P R 1% 55 FH P SSHi IR
BTN I o R FIRE Y 2 T3 55 60 175 e IO R T (2 A B (EAN R T AR B
B —ZRHMEH SRl IS 217 - #HI T ssNn =g - HER. RSk
A DAL 18 R0 bR B A AT 75 6

IR T WE EEEER] pam tty conv() - pam tty conv() RFILL NS -

num_msg— %1558 RUEHITH B AL -

“mess— R AIGAPIXAUTREE . 2P IX A S RE M RIHE -
“resp— FRIA S MPXHIFEET . %5 i DCRL S0 FL P T A IR R -
*my_data— 15 [71 N TR BARHUFE BT -

PREREGI N stdin ZREUA PRI o (IFE TR B MR 8% WP IX /0 BLNAF v DL B R K (E
PAM_MAX_NUM_MSG PARRHIVE ERIEE - WIERXE KGR BIES R WX 1 AL
S BR RN 7 BLWTAT NAE o ReAN. 1S BB R R 5 £ 1% B NULL .
TEEE, NEEHSE AT PR FTERIANEERR - G R EI T 75 6 TR BGR F 45 2
FTAEWAR « B TXE, ZERECE RO - B P AR T E - R0 B
B A stdout, FTEEHIRIE A stderro

i - R BIRIRACRD th o] DU Sun N EEHULIREL . 15 5(R]
http://www.sun.com/download/products.xml?id=41912db5

51 3-3 PAM X 1 K AL

/*
* Copyright 2005 Sun Microsystems, Inc. All rights reserved.
* Use is subject to license terms.

*/

#pragma ident "@(#)pam_tty conv.c 1.4 05/02/12 SMI"
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F-3PAMAFIEREL (&)
#define _EXTENSIONS /* to expose flockfile and friends in stdio.h */
#include <errno.h>

#include <libgen.h>

#include <malloc.h>

#include <signal.h>

#include <stdio.h>

#include <stdlib.h>

#include <strings.h>

#include <stropts.h>

#include <unistd.h>

#include <termio.h>

#include <security/pam_appl.h>

static int ctl c; /* was the conversation interrupted? */

/* ARGSUSED 1 */

static void

interrupt(int x)

{
ctl c =1;
}
/* getinput -- read user input from stdin abort on ~C

$E3E . K5 PAM I AREFRS 51
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*/

Entry noecho == TRUE, don’t echo input.

Exit User’s input.

If interrupted, send SIGINT to caller for processing.

static char *

getinput(int noecho)

struct termio tty;

unsigned short tty flags;

char input[PAM MAX RESP SIZE];
int c;

int 1 = 0;

void (*sig)(int);

ctl c = 0;
sig = signal(SIGINT, interrupt);
if (noecho) {
(void) ioctl(fileno(stdin), TCGETA, &tty);
tty flags = tty.c lflag;
tty.c_1flag & ~(ECHO | ECHOE | ECHOK | ECHONL);

(void) ioctl(fileno(stdin), TCSETAF, &tty);
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{1 3-3 PAM X175 R AR (&)

/* go to end, but don’t overflow PAM_MAX_ RESP_SIZE */
flockfile(stdin);
while (ctl c == 0 &&

(c = getchar unlocked()) != "\n’ &&

c !="\r" &

¢ != EOF) {

if (i < PAM_MAX RESP SIZE) {

input[i++] = (char)c;

funlockfile(stdin);
input[i] = "\0’;
if (noecho) {
tty.c lflag = tty flags;
(void) ioctl(fileno(stdin), TCSETAW, &tty);

(void) fputc(’\n’, stdout);

(void) signal(SIGINT, sig);
if (ctl c == 1)

(void) kill(getpid(), SIGINT);

return (strdup(input));
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/* Service modules do not clean up responses if an error is returned.
* Free responses here.

*/

static void

free resp(int num _msg, struct pam response *pr)

int 1i;

struct pam response *r = pr;

if (pr == NULL)

return;

for (i = @; i < num_msg; i++, r++) {

if (r->resp) {
/* clear before freeing -- may be a password */
bzero(r->resp, strlen(r->resp));
free(r->resp);

r->resp = NULL;
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free(pr);

/* ARGSUSED */
int
pam tty conv(int num msg, struct pam message **mess,

struct pam_response **resp, void *my data)

struct pam message *m = *mess;
struct pam response *r;

int i;

if (num msg <= @ || num msg >= PAM MAX NUM MSG) {
(void) fprintf(stderr, "bad number of messages %d "
"<= 0 || >= %d\n",
num_msg, PAM _MAX NUM MSG);

*resp = NULL;

return (PAM_CONV_ERR);

if ((*resp = r = calloc(num msg,
sizeof (struct pam response))) == NULL)

return (PAM_BUF _ERR);

¥£3E . KREPAMNARFHRE 55



REIIEE L

451 3-3 PAM X% B AT (&)

/* Loop through messages */
for (1 = 0; 1 < num msg; i++) {

int echo off;

/* bad message from service module */
if (m->msg == NULL) {
(void) fprintf(stderr, "message[%d]: %d/NULL\n",
i, m->msg style);

goto err;

/*

* fix up final newline:

* removed for prompts
* added back for messages
*/
if (m->msg[strlen(m->msg)] == '\n’)
m->msg[strlen(m->msg)] = '\0’;

r->resp = NULL;

r->resp _retcode = 0;

56 Solaris FRE L £ 4R - 2006511 A



SHEHH

{1 3-3 PAM X175 R AR (&)
echo_off = 0;

switch (m->msg style) {

case PAM PROMPT ECHO OFF:
echo off = 1;

/*FALLTHROUGH*/

case PAM_PROMPT_ECHO ON:

(void) fputs(m->msg, stdout);

r->resp = getinput(echo off);

break;

case PAM_ERROR _MSG:
(void) fputs(m->msg, stderr);
(void) fputc(’\n’, stderr);

break;

case PAM _TEXT INFO:
(void) fputs(m->msg, stdout);
(void) fputc(’\n’, stdout);

break;
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default:

(void) fprintf(stderr, "message[%d]: unknown type "
"%d/val=\"%s\"\n",
i, m->msg style, m->msg);

/* error, service module won't clean up */

goto err;

if (errno == EINTR)

goto err;

/* next message/response */

m++;

r++;

return (PAM_SUCCESS);

err:
free resp(i, r);
*resp = NULL;
return (PAM_CONV_ERR);
}
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4R 5124 PAM AR 55 RI1E R

KA HUMMG S PAM AR S5

PAM AR 55 iR it & 2K

PAM AR 515 H(# F pam_get item(3PAM) Fll pam_set_item(3PAM) 5N FFR 7178
1§ EMEH#TIEE, WRESHERTFEMH pan_get_data(3PAM) I

pam_set data(3PAM). WIER[F—TiH ARSI T EASHEdE . WIRN E#E N 1Zm H /J"ﬁ
—HHEAIR . ARG, ARSSIEHLBP ] B pam get data() Fll pam_set data() BREUIL L
e -

AR S5 GR B DL R =38 PAM R AR5 2 —

» ISR AT KA SR i T BEEf e . WGR[E] PAM_SUCCESS -

o QR SRS ok E . R El PAM_IGNORE -

n RS 5 E S B, MR B PAM_error o error A L& & FIAS IR (CAS B RS
TE T ARSI LZR AT - FHRABE 2 HA AR SR B RS RS o A R IRIR
5. G S UFFER pam_sm_module-type T 1T -

R AR S IENAT 2 A 08 I SRE X L e S 0 BB - ST 3. REEE
B B3 A R M i LU T B RS A A5

RAZAAEATHTHI AR S5 RS BE T 0T o T Mt DR B AT &0

RIS L -

R STE Y T _REL

FRAERT R R o

{EAT BT 75 B9 PAM T

i TR ES R [E(E . .

R S5 A0 S Hf PAM_SILENT FRA&. DARS Ik BoRiHE « B debug Z 8K AT
= HIC % F] syslog H1 o 154 syslog(3C) 5 LOG_AUTH F1 LOG_DEBUG %5 & {# F ke ic
SR o HAE E RN &£ % B A LOG_AUTH FIFN AL SE1 systog() « RARE(H
openlog(3C) ~ closelog(3C) fll setlogmask(3C): K FJiXLELREE %??ﬁ:ﬂﬁﬁﬁﬁl?iﬁﬁo

PAM E f4t& AR 5 R R AE 1

LUT 52— PAM ARSSIEIAEB o MR BIRE AL F o 752 AR 1 5 R Al S5 O LA
Bl QIAEY) NWERHEERE R T UIRAER . QRIS R E - R
TTAT 3% -

1. fi#HT N setc/pam. conf FRAHEC EAT % 1% BB AIRRE -

W}x
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AR 0] £25Z nowarn Kl debug A728 DL E BT group » {54 group PRl il DAL E
i, I RIERER A R root UAMEFEH . B mBl. 1§52 LIRS
DEFAULT_GROUP & X o Ul EATFIE T staff B F U5 F tetnet(1), A
ALUERALCLTNAT (AT 7etc/pam. conf HIFY telnet £2HT) -

telnet account required pam members only.so.l group=staff

KB RSB RENA -

P & i@ A pam get user(3PAM) (F T M PAM AN ZE MATH &) 3k
B RRZERF 4, Mgy . kssammEyl4EmsiEam
pam_get item(3PAM) FKHY -

FEE ARG S -

MRRIER % WHEL IR - SRR E LR HRIHE, NELE 5 .

SO T R AR ATV U IR AL HLAR T U5 AR A AR R AL B -
MFAZHFIRA C € SEARA AN SRR, R [ PAM_IGNORE. f5HAIL AR
RS LTI BRI R o % R B e A FL R

R A RRRAR A W2 SR —FEE . R UiRgHEY .
TR LI S -

LU RBIge H T PAM $@ Bt REBIRI TR S «

7 - IR BRI th ol DU Sun N a3 - 15T5(R]
http://www.sun.com/download/products.xml?id=41912db5
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/*

* Copyright 2005 Sun Microsystems, Inc. All rights reserved.

* Use is subject to license terms.

*/

#include <stdio.h>

#include <stdlib.h>

#include <grp.h>
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#include <string.h>
#include <syslog.h>
#include <libintl.h>

#include <security/pam appl.h>

/*
* by default, only users who are a member of group "root" are allowed access
*/

#define DEFAULT_GROUP "root"

static char *NOMSG =

"Sorry, you are not on the access list for this host - access denied.";

int

pam_sm_acct mgmt(pam_handle t * pamh, int flags, int argc, const char **argv)

char *user = NULL;

char *host

NULL;

char *service = NULL;

const char *allowed grp = DEFAULT GROUP;
char grp buf[4096];

struct group grp;

struct pam conv *conversation;
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struct pam message message;

struct pam_message *pmessage = &message;
struct pam response *res = NULL;

int i;

int nowarn = 0;

int debug = 0;

/* Set flags to display warnings if in debug mode. */

for (i = 0; i < argc; i++) {

if (strcasecmp(argv[i], "nowarn") == 0)
nowarn = 1;

else if (strcasecmp(argv[i], "debug") == 0)
debug = 1;

else if (strncmp(argv[i], "group=", 6) == 0)

allowed grp = &argv[i]l[6];

if (flags & PAM SILENT)

nowarn = 1;

/* Get user name,service name, and host name. */

(void) pam get user(pamh, &user, NULL);

(void) pam _get item(pamh, PAM SERVICE, (void **) &service);
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(void) pam get item(pamh, PAM RHOST, (void **) &host);

/* Deny access if user is NULL. */
if (user == NULL) {
syslog(LOG AUTH|LOG DEBUG,
"%s: members only: user not set", service);

return (PAM_USER_UNKNOWN) ;

if (host == NULL)

host = "unknown";

/*
* Deny access if vuser group is required and user is not in vuser
* group

*/

if (getgrnam r(allowed grp, &grp, grp_buf, sizeof (grp buf)) == NULL) {

syslog(LOG NOTICE|LOG AUTH,
"%s: members_only: group \"%s\" not defined",
service, allowed grp);

return (PAM_SYSTEM ERR);
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/* Ignore this module if group contains no members. */
if (grp.gr mem[0] == 0) {
if (debug)
syslog(LOG_AUTH|LOG_DEBUG,
"%s: members only: group %s empty: "
"all users allowed.", service, grp.gr_name);

return (PAM _IGNORE);

/* Check to see if user is in group. If so, return SUCCESS.

for (; grp.gr_mem[Q]; grp.gr_mem++) {
if (strcmp(grp.gr mem[Q], user) == 0) {
if (debug)
syslog(LOG_AUTH|LOG_DEBUG,
"%s: user %s is member of group %s. "
"Access allowed.",
service, user, grp.gr_name);

return (PAM SUCCESS);

/*
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* User is not a member of the group.
* Set message style to error and specify denial message.
*/
message.msg style = PAM _ERROR MSG;

message.msg = gettext(NOMSG);

/* Use conversation function to display denial message to user. */
(void) pam_get item(pamh, PAM_CONV, (void **) &conversation);
if (nowarn == @ && conversation != NULL) {
int err;
err = conversation->conv(1l, &pmessage, &res,
conversation->appdata_ptr);
if (debug && err !'= PAM SUCCESS)
syslog(LOG AUTH|LOG DEBUG,
"%s: members only: conversation returned "
"error %d (%s).", service, err,

pam_strerror(pamh, err));

/* free response (if any) */
if (res != NULL) {
if (res->resp)
free(res->resp);

free(res);
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/* Report denial to system log and return error to caller. */
syslog(LOG_NOTICE | LOG_AUTH, "%s: members only: "

"Connection for %s not allowed from %s", service, user, host);

return (PAM_PERM_DENIED);

66 Solaris FRE L £ 4R - 2006511 A



* o0 g 4 E

W5 (£ GSS-API I TR 7

T M55 N 42 $2 [ (Generic Security Service Application Programming Interface,
GSS-API) AR FHRERF R AL 7 —Fi A T ORI Ak B0 S5 R R P RO B T 1 - TR
EEEEN -G EN ENZ PR — &RV ERS S - AR THKUT
FERIER -

= 67 TIHI “GSS-API/M4E”

= 71 “GSS-APIRYEEITE

w84 TIHY “JF 4 GSS-APT H N R

GSS-API /48

i GSS-API, T2/ SU(EG S N HFE IS . T DA FHIE IR 22 2L o TF R E A LET T
(EREREE « LR PRI EUE RSO & il 22 25580 - (1 GSS-APL. 2
F 51 A 72 ORAFT I 28 B T TR TS o (] GSS-API 4 5 HURE P (E M 28 2 2 05 TH B
AR - X TR R B % 2RSS APT I — MR A

GSS-API J&— LU 7 2 A T R It 2 2RSS HONESE - 1 2 R ENLHIFIE A (4
Kerberos v5 BUA AR ) #S2HF GSS-APTHEZE. 41 R EIHFTR -

67



GSS-API 1148

68

R

i (RPC, ...)
(AI3E)

GSS-API

Z
(KERBEROS V5, ...)

4-1GSS-API 2

WIS EE GSS-APT EELEA UL T PIFILIRE -

1.

GSS-API A[ [ — 222 ETL. NARFATEZ E N X HE SR E T
SEFENAN T Z BEEERES - BFHAR—A B~ SR AR T IR
H. PRI AT DLARVETE B SCETEEAE I T RE S 2

GSS-API A] [A] BAL A R R N F —Fhal 2 Fh BRI R4 RN RERS - 255
TE5 69 TIHAY “GSS-API IRy 2RSS gt T/ed -

ItL4h . GSS-APLIA R[4 T LA T BhEE

e Mt
AR
¥ H AR
BrER
BRIV

GSS-API HELFEVF % S 1 PRIESRI B I BRI RS -

£ FH GSS-API BN 32 R BY P #2484

GSS-API AN FRE P24 1 DUN JLRSE B nT oA 1 -

MFITKME - GSS-APTIR I | — A TRl e R EA R [ @ R E R A1 %
EWH MR I 1R HEHLH LU Z LI TR E S -

PN TE KM - GSS-API SATAE(E MY S MBI TE K - FIdl. GSS-API Al T
HFHERET . RPC (GEREIFEEM) 3 TCP/IP IR FHFREFF

mmwcG%m%FHG$Am%mmWﬂE&%WMF BXRELZER. ESUL
69 TWHIHY  “{fiFH GSS-API WL i FE e

ﬁé%%ﬁoG$Am5@ﬁ@%E$%ﬁW%%%§ﬂﬁ%o

Solaris FRE L £ 4R - 2006511 A



GSS-API 1148

» RIPFRELXME - R E (Quality of Protection, QOP) ;25 —FhE LI AL, HT
RS BN FRIC - 85T GSS-APL. F2/7 B AT {5 ] GSS-APT FTf ik 21X &
g QOP - H—J7 M, N AT LIRS T L5 E QOP -

GSS-API F I Z £ R %

GSS-APLfefit 7 =R Ay 2 2 k55 -

o BOIE—BEIE 2 GSS-API R HEAYIEA 2 21k, B iaxt B0 # T HAE - QIR P s
THNE, WARGEEBIEHEA N IZM T 2 TR -

o SERE - SERMERENEURIEREIHTRAE - AEEER B AR BEA Y
WATRE 2 IR SCE IR - SERME AT S 5 POV —FEse % ORI A
) o GSS-API SR EUREMT H A — 1% I 2 52 B IE U (Message Integrity Code,
MIC) FUINESRIC - MIC A T UEBAWCEI I s 5 & 128 AT (% s O B 2 5 AH TR -

o (RETE— REMEAT RO AT T S AR =07 HE DU B B AR o BRI S R AL
A ZAESCEE - AR L R T RERh R D w2 A, WA A T DU B 8 - 1A
I, A GSS-APL AT BHE I TN . mifeEdett /S A BRI - X g
PR R .

GSS-API F By AT ALl

2 HTSEENRT GSS-API Al LA R HLHI - Kerberos vs™ « Diffie-Hellman 1 SPNEGO - H
Kerberos LM Z 5 R, S (RGEHER . MRS HIUEE 20

# “Kerberos RS /41" « MNFATAT A% L2 T T REW IR B GSS-API L7 . NEZRS
| ZEEEFNIZAT Kerberos v5 -

{55/ GSS-API BiZFE L2 H

FIX 28 FFE 2 {# FH RPC (Remote Procedure Calls JEfE I B ) HLAOFRERF 5 n]
LL{# Fl RPCSEC_GSS K2k 224 - RPCSEC_GSS f21i T GSS-API | [Aifl)— Pl <7
JZ . RPCSEC_GSS ] f&fit GSS-API WIFTAThEE. HH 7 ZUREXT RPC #HAT T TR -
SERR . RPCSC_GSS 7] F T [ 27 T Faiiil GSS-API FUTF £ 7 . MM RPC Z &1 E
A E SR TS RIPER TR METE - 5% RPCSEC_GSS I L5 8., iES Il (ONC+
Developer’s Guide) HHY“Authentication Using RPCSEC_GSS” -

1A T RPCSEC_GSS JZ7E N FHFE 7 Fll GSS-API 2 [B]FI(IE -

BA4E . {FEFEHGSS-APIFI AR 69



GSS-API 1148

70

[z 2R

RPCSEC_GSS

GSS-API

Kerberos RSA

V5 /L}%H :/E\:ﬂﬂ...

4-2 RPCSEC_GSS 11 GSS-API

GSS-API H PR

H IR GSS-API AR AR AR A (H 2T R S TSSO H AN TF & GSS-API
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LR SRR ¢ GSS-API U (5 & -

= Generic Security Service Application Program Interface S 4
(ftp://ftp.isi.edu/in-notes/rfc2743.txt) BEAR T GSS-API FIMES -

= Generic Security Service API Version 2: C-Bindings S F%4
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GSS-APIRNEETE

ATTAEHT LUN GSS-API WU EE BRE S . 1K - GSS-APIEHERAY - JRSFIFIA R .

s 71 AR “GSS-API A A
= 81 TUHAY “GSS-APIIRARS”
s F 2 THH) “GSS-API A

GSS-API £(#E 3R
LUT L AR T 51 GSS-APLAHESM . 4488 GSS-APL SRR S A, 155
VL5 310 TIHHRY  “GSS-API AR AUFIE > -

GSS-API E2%f

BT int WRER &M, Ktk Gss-APIigft 1 LI M B EEHEEAL . om vint32, L
32 RLTCAF 55 -

GSS-API Ff Y= T 5B FNZE {048
HH T GSS-APT AL BRI 2 PAES A X0 EE UL AE R =75 B % 18 B GSS-API R 2 AT
IR H R GSS-APT #%Z - GSS-API A AbFHEAT gss_buffer desc Z5FIRYFAF A

typedef struct gss buffer desc struct {

size t length;
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void *value;

} gss buffer desc *gss buffer t;

gss_buffer t EfEMLLBEEMFEE - TER TR LR BTN RECZ Bl 20
JeH K E] gss buffer desc &5MgH o« TELL FonfilF. J@AIRY GSS-API BRELTE & 1% (ﬁ%
\Zﬁlj/z??ﬁﬁlkt(ﬁgfh)ﬂf%ﬂjmﬁﬁﬂ

w5l 4-1 7E GSS-API H{ Fi 7457 £t
char *message string;

gss_buffer desc input msg buffer;

input msg buffer.value = message string;

input msg buffer.length = strlen(input msg buffer.value) + 1;

gss _generic function(argl, &input msg buffer, arg2...);

gss_release buffer(input msg buffer);

EFERE, FEET input_msg buffer FIHRIEZ G, WLJUEIS gss release buffer() fRR
Xf input msg buffer FJZAL

gss_buffer desc X'J'%%T J%FH?%?T% g, SR LIED gss_buffer desc X5
HHTALRE . HXELER, BS I 82 Ty “GSs-APT A .

GSS-API FHYZFR

BRGEIRER . EMGLEAED. EREHEMAS - BPgirEN . ERTULE%Er
PLEARSS A% - T ERERR—LRp] .

» GRBIS—AUEIEIRT . W user@machine
W& 1S5 U nfs@machine
» BITR PRI ENL. 4 myHost@eng.company.com

TE GSS- API':FI HIRETEN gss name t A%, ZXN RN TRNHBETFENEHH . &
PRu] LLiE gss import name() IX BN gss_buffer t X REGHR N gss_name_ tiE. BT
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FAME A AIREE — MR AR U BRREE . ACEIRE M E L (E R
HSWE 79 THHY “GSS-APIOID” - HRAMBWHEMNIIR, 165 ULHE 311 TIH

E’U “HPREARL .

gss_import name() BAEUTEE:

OM uint32 gss_import name (

OM uint32 *minor-status,

const gss buffer t input-name-buffer,

const gss OID input-name-type,
gss_name_ t *output-name)
minor-status ﬁﬁtﬁﬂ%ﬂ EFPRETS 155 UL 81 TUHIY  “GSS-APLIR SRS
input-name-buffer %#)&E’J%B\E’J gss_buffer_ desc 454 - S FHFR 7 7 BH T
ﬁj\ﬁﬂlﬂiiﬂ"% ES UL 71 ORI “GSS-APT HIF 4 H R BL%K

& Frfl4-2. F”FH&T“TE@FHﬁlZ/ g T (110 A
A gss_release buffer() fERR7HLIZ 23 [H] -

input-name-type M T455E input-name-buffer FIFE 20 gss_o1D - 155 ULEE 81 TTHH
) “GSS-APIHIFYZFRER " o F4b, 5 311 TIHHY < ZFRER
» RS AR .

output-name FEU A PRI gss_name_t £5H4 -
il 4-1 FRAT RSB BT T /MBS A {5 gss_import_name() - E 4G

BN F5F B 46 A2 gss_buffer descZit9d, JRIG. {#H gss import name() BT
TFERE] gss name tZ5F9H .

R a-2 [ FH gss_import_name()
char *name_string;
gss _buffer desc input name buffer;

gss_name_t output_name_ buffer;

input_name buffer.value = name_string;

input name buffer.length = strlen(input name buffer.value) + 1;

F4E . {E{EA GSS-API I TR FF 73



GSS-APINEETTE

74

Tt 4-2 {5 FH gss_import_name() ( 4 )

gss_import name(&minor status, input_name buffer,

GSS_C_NT HOSTBASED SERVICE, &output name);

gss_release buffer(input_name_buffer);

il gss_display name() A] LUEFT S AR ZFRILAIE] gss buffer t XI5 H, LIFERERS
DLl it s o (B2, ST ERLHIEE 2R = gss_display_name()KﬁEf%
WEATS BRI B 5 FCRA AT B AER - GSS-APT ELEG 3 T~ F T A0 B 4 BRI oAl pR
¥ ESILE 303 TIHAY “GSS-API PR

gss_name_t 5 A LR & — DRI L MRAS o« AT LN GSS-APT BT SZ 45 10 B LR
AR — A . tHELEE user@company 1 gss_name_t &5H 7] BE2HL &% AR A
FRA . —PhRANH Kerberos v5 $ft . 55— N filAS i HAMAL I FR 4t
gss_canonicalize name() FRECEFNE AFRFIMLEIFIESRI A gss canonicalize name()
AR — NN IR HAE S —NREE TZALHI PR

IR E THLHIAY A FRFR ML B FR (Mechanism Name, MN) o MLl 44 B2 FiE 46 E HLH
FTAE BRI AR, mABHEILEIRI AR - T EFURA d R T 7 35 -

Solaris FRE L £ 4R - 2006511 A



GSS-APIREE TR

joe@machine ko ab/ o=

gss_import name ()
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mech2 (gss_name t)
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FEAFEGLT . RS 2B AR R 2 AR Ikl AT 5% - il AR
%%%Tﬁu/z\@?&%)i'mzliﬁﬂ’]%f RS B fEd. FRA S AFREL
NS TR -

2. {#iH gss_import name() BFEE ARG AZ] ACLHI -

3. giﬁﬁ gss_compare_name () FAT AR E N ACL #FR S AT AR Z P HLEFRIETEE
A o

WM EATR - ARG, BT E 1 RLHR -
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~
“~
-~
.~
.~
-~
.~

GREEFHD

®

ACL &R 1
(EARNERZFR

@

gss_import name ()

(ERAEBZFR)

gss_ compare name ()

BR352%

ERHAR

gss_import name ()

ERlaR

gss_compare name ()

gss compare name ()

ACL &#ff 2
(EA NERZFR)

ACL &#R n
(A NERZEFRD

|

gss_ import name ()

gss_import name ()

\

i
ACL 25 2

Ea-a LR RPR (1858)

F4E . {E{EA GSS-API I TR FF
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MRAEDEAFR, W] D2 6 Eak sl e B FR 7T - WA KERFR. T
{#i/] gss_canonicalize name() FRELZ B & o T ESHATLL R 278K
1. {#if gss_import name() FAEFHIGHR (WRIZLHREETAN) -
Al ER B ARRAY T 8, WREHRESLRANEER, MALHITH SR
2. {#F gss canonicalize name() AREHLHIGAFRRRARIZ P HLEHR -
3. {#f gss_export _name() AT FHINEIR. XEELTHREBRIEFHLEIK-
4. {#FH mememp () AT HIZE P HLETRE ACL HREN LFRUE T LS. 12 EREL
HIFF R -

WA N AR - AR BRI S & H E T AN ISR AR -
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(kazpy)  EEHE

ERHAR

<@

gss_import name ()

ERPHAR
(PEARER TR

©)

gss_canonicalize name ()

EPHATR
(YEZ3 MND

gss_export_name () memcmp ()

mememp () |
ERPHLAR
EASHAT memecmp () -

ACL = i [al#E#l513%
MN = ## &R

Ea-s FLESHFR (1R )

T gss_export name() 3= Z{HFHNLEIZFR (mechanism name, MN), [K It #4501 15 S5 %

%F*ﬂ%m@ﬁ gss_canonicalize name() o
BXELZER. 1H

gss_canonicalize name(3GSS) o

GSS-APIOID
X EFRIATF (Object identifier, OID) F T4 L T JLFEL S -
= ZEHLH

F4E . {E{EA GSS-API I TR FF

%l gss_export_name(3GSS) ~ gss_import_name(3GSS) Fll
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= QOP—R¥F T EAVE
n BIREA

OID fF#fi%7£ GSS-API gss OID desc 451 . GSS-API${it T #5[7 gss 01D &5M9AUFEES .
LR BT o

T4l 4-3 OID £ 1)

typedef struct gss OID desc struct {
OM uint32 length;
void *elements;

} gss OID desc, *gss 0ID;

HH. gss_0ID_set desc &t A[gEE S —PElZ 1 OID -
w4l 4-4 OID 5L
typedef struct gss OID set desc struct {

size t count;

gss_0ID elements;

} gss OID set desc, *gss OID set;

EE - N AR Z A free () AFERMAC OID

GSS-API R R#LHIFD QoP

JRUE GSS-API L VF I R 7 e it Ze LRI, R R R i@ i =4 Rl RE A
GSS-API ELEFFRIERAPLH] - [FIFE, RYE GSS-API AL VFN AR 7 0E A TR 1P EERY
R BRSO (HIER 4 R RER B QOP - A LLjds A 7 2 FA LI ¢ QOP
TN E R UL 218 65S_c_NULL_0ID SRFSEZERE LI -

EE - IR E 2 2 HLHE QOP 2T Bl GSS-APTHIWIEE - FAUIAYR: & 14 2 PR
N FRE PR AT RS AR < oAl GSS-APT SEEN n] RETCEA LATIUN /7 232 QOP BifLil - RUE
gritk WS C FadR R IR T QAT B RE T LAGE FHRIAILETRT QOP DA K Al b T 1% 4%
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GSS-API R B FRER

B 7 QOP Iz HLHILLYN. OID iIAH TR, MK A RIS - #l
4. gss import name() PEEY (TR EARI AR MNFRF BN gss name t RBHY) %
T BT B E— SR Bl mRBIRER N

GSS C_NT HOSTBASED SERVICE. WIi% PREN{H 2S5 A it AW & PR & K H service@host I
o WHIRAIEAIS GSS ¢ NT EXPORT NAME. W% %55 2i#i F GSS-API T Hil &
FRo RIAFERFATLAEFH gss inquire names for mech() PRECRHHE & EMLHIT YA
PREA o 28 311 DU “AFRIEAL rhEfit T GSS-API i R A PRERIRYHIIE% -

GSS-APIIR7SHY

FIFHT GSS-API B S 2 R I FTA ST O3, FCAPHRt T4 S A T I S 2510
R XTI L) On_uints2 (EHE R - SRR AI0E FTSAI
T :
. EARAE RO R

= R GSS-APLPIRERR, WMD)

= BEETHRE GSS-APLIE S OB HMENR, WIBES HUCH AL JErkS A sl

A
NSRS

b, FEIRERGIE ] AR A BRI A AE B - Bl ST RE e (E
) A SE R R 40 o ANRAR MBI 58 1% IR RHR B 3RS E
GSS_S_COMPLETE

FIREEIZ LT I Z0R [E] -
OM_uint32 major_status ; /* status returned by GSS-API */
major_status = gss_generic_function(argl, arg2 ...);

AR IR ISR LB 77 20 5 AT HoAth om_uint32 BYALERTT AHE - Bildn. 5% &L
ENEE

OM_uint32 maj_stat;

maj sta = gss generic function(argl, arg2 ...);
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if (maj stat == GSS CREDENTIALS EXPIRED)

<do something...>

FORASFS AT LLEIT GSS ROUTINE ERROR() -~ GSS CALLING ERROR() Il
GSS_SUPPLEMENTARY INFO() ZEZZiE{TAbFE . 58 305 TP “GSS-APLIREHRS” /48
T AT BB AR SR R T GSS-APTIRZRSI 51 3% -

o ORIRZSED — EREALHR B AR o XSRS RAEAR T B AR A
T GSS-API R EERIS VR SIIH om_uint32 BEENE—D S - ZREGR A F]
VAR . PRSI IS EAE R om_uint32 S8 - EH RN

OM uint32 *minor_status ; /* status returned by mech */

major_status = gss_generic_function(&minor_status, argl, arg2 ...);

BIEHR B T Bmr i) 3R SBEE 1R minor_status Z B IR Y B GSS-API FlFR IR E
HERE, KZEHAME E ST SRR IZERES . (B2, TEBN Y RERE
TR S EO B NULL, X SEFEEHE Mz IR B 2 BE 7% =S (Al « NULL 38
IRIFREPRDACTFEZS 8] o (EUNTE gss buffer desc &5 —HE, S RF85MH=
BRAEAT K FEBIIRENET « FEERER T, NARFLEREBGX S X -

GSS-API £-f&

GSS-API Y FEA I 18" (currency) B E S h# (token) - {5 GSS-API HY R FIFE 7 AT LA
RO RRFH I - (RO R AT DS Ol 2 et/ - SRR A
gss_buffer_ t ¥R S REXE TR FIFEF 2 AEHRY -

LRI R E T RA L RNEER MR . LT SRR SR BN
(BUEEDAESR) BN SCEER - 540, 180T DLE DU i % 2 bR SRl < hioke
LT

FHESMAEREN T ETCZE6HM - B E AT BRI RIS - Bl
HHIE P REME R LR S — AR RIN R - 8RR Al RE 2 (H
GSS-API AL BB B AL SRR IATT o ZBRIRRT Al A7 2 A -

LA R T T A B A BHE W . HERE N R 0k B H T SF R AR
Fri— BRI, 1s an o nl LL@ %GR 8 fep lRSSAIIHE - BB E
GSS-API MIZIHE LB R - BH R Al LU INESRIC . thal LU T 2 iH
B WEE BE RIS MEHEIRIHE, MAZLM. SHAUEHE
GSS-APIERNE R - HE, EFEREA T, HENEHE S T DLl

A o
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R R T ST T LA RIS S -
1. kLS. HAEBEFREGS —RIEW S BRI TIXEEE - send token()
Fl recv_token() PRELTESE 289 TIHIRY & Fh GSS-API FEFIRE £ T /ved -
2. X5 AR [RI 2 HY {4 R AE R b PR X B 4 i
F T4 Rt TR R SRl @ AN B . IR FFR A 265 AR 2 RN DA X
55 o WIERAHNESRINZS . WIR R L AEENS X 43 4 R 2B A RE & 4 R 3
FIFHAN Y GSS-API BRI - B FHFR o] L DA T 773 . [X 5 4 2 A
v FRE . B REFREERRE . FI0. SRR BT SN AR T RES IR
W B WA 4 REER 5 BT Ssf B RSO 6 WEN AR RN Y %8 E T 5Ee
BN ZEAREEESR (BEdE) - @y E VX2 E, EESRFET E T
N AR S S EEEE E SR . X 2SR S w L. K
B AR TR P 2 {5 F I 7 s

o FERRAE . Y. AR R ARE T L T AN SR AR Ak A R R A
NRZR R R /T LS I — R ARSI . 155 B TR .

gss buffer t token; /* declare the token */

OM_uint32 token_ flag /* flag for describing the type of token */

<get token from a GSS-API function>

token_flag = MIC TOKEN; /* specify what kind of token it is */

send a token(&token, token flag);

FRUSON R 7 o] 5 TR E token_flag SRV EZW KR 9141 get_a_token() -

o BTN . SR AT DUE R TS . TR — R E g
g, HAiL S I GSS-APT KB EIRT SR o TT REEE P E R FBL iX ek
FEARR AT EH] GSS-APT f2HL < h «

GSS-API R F2 (8] & ki

GSS-API MIFEL RN R PR 2 L3 E e F T .. B, NMHARFES
B2 TEPVIWETX. A NHRFEBELIR 2 FIEEZ ET .. AL
NARFIER, B2 WE o3 W “7F GSS-APTHI S HAI S A F R .

gss_export_context () ERELH T QI FERE (A S HE - (AP ESNER. 5—

AUERE AT AR EZ BN N ARRF A STEERE 2 A R R R XS N R
7 TR A RA% 128 2 A S FH R 718 S L
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PERE R R T BE L & B EHE LM BURAE B - HFAEATE Y GSS-APT SEERES LA 2 77 K fR
PR R SR . I, TEHHTRCH 2 B, N RFR R AR R R SR . X R A ]
BEVE KB FH gss wrap () AL RHT I (AR MEVLEIATH) -

- H B R 1B S h T AFEAN[RIHY GSS-APT SEELZ A% 1%

Fr % F GSS-API BN FH R

84

AT UL LA {5 B GSS-APT SR SEE 22 2 B ACH o AR 5 B i A 28 AR X T A

GSS-API Z X EHEM K . AXELZEE. ES UM xXB. HAPEEFTH GSS-API
B IRESHEAEE RS . EE B T GSS-API A Z(E 2. 1EREH
VA0S i

AT A (A — TR SRR o 2 TR P R e R A B R Ak B R AR 55
s T ERNYZ (AIRPC) FEATHAEA -

GSS-API By —A% %

T2 {H F GSS-API B — 5 1% .

1. BPMNHRFE (e diaE il ez #HMREIE. RIFE S IREUE
i -

2. KEER—NLe LT BIHEIZLET X

3. R E MR ALENVIIER 2 2 RIS o 20k 20 B T 02 B A R
PRICHBURIE TARC « Ao HRlJE L 2 RIPRIEE -

- EEE T ULERBEAN HZ 2RI LEL EXFER T HENEAEREN
GSS-API Z 2 ljR%5. BPEIILE -

4, B2 ERRIRTREONE BT HTEE MRS T v B TR -

5. (A[3k) 23 BARIRbRIC IR | 3] & 2k E A THEIA o

6. XN FHREFESHERILENZ e F T ELE, SECIhEEE o] LUERR 780
H AT GSS-API £i#E

EE - AN AR 1T E 2 0 BoRIFTE BdE =S H] -

{5 GSS-API WK R 7 7 B8 & L S gssapi.he
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1E GSS-API A {E =i

FAE TR AL PRIEHER e 7 A A Bda s 1 - R R P (6 PR e Rt S
PRI AN EIEE Al ISR AR -

GSS-API AFRHLEAE o FAFHARLE DL GSS-APT F & fliry 2 e WLHI7E 8 GSS-API BKi%K
ZHIEE . FEFELEN T, AP S7EERHZICEE -

TEER GSS-APLITUEX TR ERFL . BNMTUEATUESZERNZ LR, Bh
JER A ERILHEI G o AR RIER RS % D2 2 LHIR T L BRI
W SEAETE AL i 2 5 R LRI T ST LA GSS-APTIEI gss cred id t 45
RIS IRIEIE o HEEEHFR N EME AR - SRR TR R & A& - Atk BT
TEFFIEHEE IR BAEE -

IR T =M
m  GSS_C_INITIATE— fRi{UEZI %2 b N SN HFE 7

m  GSS_C_ACCEPT—FRiFNIEZ e b N AN HFE 7
»  GSS_C_BOTH— SRR A [RINf IH BhFI52 % 4 B F SO N - R v

1£ GSS-API A FEESEIE

R 2% 24012 P LR AR B B SEAE . SAIG A BERE T %4 3. REF AR T LL7E
ENEEIE Y AU . TEBI Y G A BT EBUEAE - 2% P WL A 5 b R 2%
{58 P SEAIE T LAELA R R B A 1

ST GSS-APL YRR T LU b PRI U

= {#iffl gss_acquire cred() B gss_add cred() EKEL
s (EEES F T SCFEE{E GSS C NO CREDENTIAL 1% {H 6 {di FHERE EIIE

KE2FIENT . (VAL T2 (BIARSS ) A REAH gss acquire cred() . LT
Xiashas (BN FHL) JEHE S RRECEILE . FHitk, FA0EESEEHhEFIE -
fR&5 &3t LUk gss acquire cred () T {# FHEER A FEE -

F WL EUE A T 1 HAR R PLED B 4 o R SS SR e R IBUEALE f5 BV al 45 %2 22
EET Hi MREADF WU &L frpiERK, NWRIZE LT REC A
FEXE SR AREN 7 e - P LR D R ST, GSS-API 2 HE R Ik . HE.
AR S5 e il AR AR 1% K AR 55 (Ftp) HUSEILE

W& gss_acquire cred() FRINTERL WIKEFRIE] 6SS S COMPLETE » WIS ANEEIR [HIH 2L
FEAE. MPRFR M 6ss_s No_CRED - A KHAMEH RIS, 15 Ul gss_acquire_cred(36SS)
FMuL. BHRENIRE. 152 ILE 8 BRI REUEIE
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86

gss_add cred() 5 gss_acquire cred() AL HIE, gss_add cred() FVFR R 7
FHERA 1 51k SR G EsT R s IS T Y FEIETE 22 QISR GSS_C NO CREDENTIAL 5 7€
REEHIEIE. W gss add cred() SHRIEEETT HOIEHT FIE. §XELER. §2
Ul gss add cred(36SS) T 1T

£ GSS-API R F T

FEPRMIE L 2 METT T . GSS-API B B P ML SR A 2 2 b N SCRI BRI Bda -
FIRE R R R IR 2 J5 . WS 22 4 R e @_LLTSCHTK{/&@JW/I\@PH
Brp. —PuARr GEREZES L) ATEIET B—1TNAHRRF (a2
Ftw) MTEZET . AFENFN AR ZFEMRZ A BT

FHEL 360 13 00 1S FH R P a0 S A0 IE < PR ST SRR 22 2 B RS 24 BN SO — X
GSS-API #tflugtity, HpE S EEM MR ARF 2R ZER . XeEEENZ 2R
FEHER T AN ARFIPRE . Za BT ORI IR LR -

£ GSS-API R BRI T3

gss_init sec context() FRECH T IHZIN FHREF A REIR S5as < B Z 2 RS- Ul
REE) FGRECEHR Bl — D E TR AL B S B RRR A AN A A R
&7 & 1] DR T gss _init sec context() ) ZHI BN S HATLL RS

1. {#iF gss_acquire cred() ZKBUEIE (ELE) . @, BHlE TW%H#{%W‘E
ik - gss acquire cred() /ﬁsz\fbfLﬁE’]f%Vﬁ%%EF'*A%;WJQM%

2. {#iH gss_import name() LL GSS-API [AESH% S AARSS as i) AR - ﬁ?&%fl\*ﬂ
gss_import_name() E’]%&mu B I 72 TTHEY “GSS-API HIg AR

VM gss_init_sec_context() I, & FHLEH 2ZHE LT SEUE -

m GSS C NO CREDENTIAL (FF cred_handle Z%l) . FATFRREEEIE

» GSS C NULL_0ID (AT mech_type Z%4) - Fﬁ?%‘%fﬁkﬁfm%ﬂ

= GSS C NO CONTEXT (FHT context_handle Z%) . HTFrHaM= L X #T
gss init sec context() W STEH A . .lﬂﬁ)ziiﬂlﬁﬂﬁﬁ/\% 2 LR F R
[ R SRR

= GSS_C_NO _BUFFER (FH T input_token Z%0) » M TR REVINEHSI . 8, W

FHRE 7 o] LUAZ 3 — 1~ F5 ) gss buffer desc R BFEE ﬁﬂ%ﬂ’ﬁzﬁ?ﬁ&ﬁéﬁﬁ
BENE

»  {fif] gss import name() LL GSS-API AERF&E S ARIIRSS 28 4K -

R FHFR 7 A — i B X BEg A E - AN, B LE AT LU req_flags 2 %8 & HoAth
BRSEWIER . THEHR T 5281 gss_init sec context() & -
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T NEZRTREFRELIBFAGEE L E T AN, #28RaEkaihast
RiEZEETER, REHETEN E T i, TSN, Nig
ERE E N CER E e iES R Esh BT .

WERETXATE. Mgss init sec context () FHR[E—A IR AR

GSS_C_CONTINUE NEEDED. [KItt. FHEFR Y4 gss_init sec_context () HYiR [EI{E M
B B YRELH T IS ShIE A -

FPHUR LT UE B USSR LSRR SS s fad  eiE
gss_init sec context() R . P HLAT B N AR 55 28R R NS R X E B -
PUSEFR gss_init sec_context() B, Hi A REW LME NS EULE - B, WHRFTI
B AL K E N, WIZRIAAR 55 9 A 5 55 2 Ath gy HE R

A 1 @T*ﬁﬁgss_init_sec_context()E’Ui@@qﬁ?&w\%r VIEHIEN YA 2
R o« AR K RAEFE . NWFE RS L X M-SR . FFIRES 281, N
AL K EVIIA N o B R A% E Y 655 C NO_BUFFER B F5 &5 M+ JiE
FTEILENFE -

T OIS ZE B B QAT 2 i a2 B R

context = GSS_C_NO_CONTEXT

input token = GSS_C_NO_BUFFER

do

call gss_init_sec_context(credential, context, name, input token,

output token, other args...)

if (there's an output token to send to the acceptor)
send the output token to the acceptor

release the output token

if (the context is not complete)
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88

receive an input token from the acceptor

if (there's a GSS-API error)

delete the context

until the context is complete

BRM AU, SEPRME R e o AR IE B SORSEM SRRl 155
VLS 112 IRy <@ SRS a2 B R0 o AM. gss init sec context(3GSS)
FW AR T BRI -

W, E LT OORTE 2N R B2 8UE B2 AR L A 7E T e B T IR [E1 Y
H. BFELZER. 152 W gss _init sec context() FH T -

U gss_init sec_context() XINFERL, NIFFREI 6SS S COMPLETE - YII5-X5¢ & F 2
P BN SCE#E AR, NI E 6SS S CONTINUE NEEDED - ISR H EIEE R, MR [H]
gss_init sec context(365S) F-M il T RAVEE R (A -

R ETSUREHRE Mz AL 2T 5 ARSI R: -

£ GSS-API F#E% T

FEN E RIS — R E I XAl @ gss_accept sec context() EREURTE
o BEERT, RSS2 Z P A gss init sec context() EJEZIHY E T3

gss_accept sec context() E@E%Eﬁﬁ)\%ﬂéﬁﬁfﬂ%ﬁ%ﬁ)\%%o Eiﬂ%ﬁﬁ/ﬁ\ﬁlﬁl*/ﬁ
ERSCERE. DL — R B E S Shar b SR . EE. IRSSEN Y B SR
WLATTE KARSSHIEIE . SRE A BEA] gss accept sec context() - HRE5&+{H
gss_acquire cred() PAEGRBUXEEENE . 8. ARG e o] DLfs ETE R A

gss accept sec_context () ITAUEEEFEIE (EIGSS ¢ NO CREDENTIAL) - MIifiJCTRBHTA
KEUFEIE -

W gss_accept sec context() I, ARZS#s ol LI N7 IR E L T 251

» cred_handle—gss acquire cred() JR[EIFFEUEAG - 80& . A LI
GSS_C_NO_CREDENTIAL KBS FILE -

»  context_handle—GSS C NO CONTEXT F/Rixf) NZEM E N BT
gss_init_sec context () W IR . Kk /5 EER A F 2 (%2 LT A FH FriR
[l {4 _F T SCRJA -
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= input_token— I\E P HLEHY B FSCORE

AT JLBER /4852541 gss_accept_sec_context () ZEI%E

B F P AREREILIET - Bz a@E FEe L2 LB LT E
B RIEAREEL BN R B, O TSR E TR RIGAAER A BN SR
BETREVIENE RS LT R LT AR, W

gss_accept_sec_context () FHR[Al—PFARZAS 6SS_C_CONTINUE NEEDED - K. FEHES
R4 {8 gss_accept_sec_context () R EIE MR 2 Ak SEH T HEZIE AR

BN AR R UE B Uk R R B S B b R @
gss_accept_sec_context() iRl - LLfF. 52830l LS shaslichin A< i X py H
fifE S - UG gss_accept_sec_context() I, M A SRR ER S B L % -
gss_accept_sec_context () ANFFAJE Bl &5 RARS . RFaR A1 — B D 00k 4
Fio BRTREEIREIR gss_accept sec context() PAAN. FEHEFIER 24 koA < Y
K, HBHESELILEEAMSE . FFRIEH A0 BRI EEwIEa 1
o G A R E N 6SS_C N0 BUFFER B EH 4 Mgl K B 7 B iR B A -
TR ACSZE BB Q00T AR 5% s v dae 3 1= S

context = GSS_C_NO_CONTEXT

output token = GSS_C_NO_BUFFER

do

receive an input token from the initiator

call gss_accept_sec_context(context, cred handle, input token,

output token, other args...)

if (there's an output token to send to the initiator)
send the output token to the initiator

release the output token
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if (there's a GSS-API error)

delete the context

until the context is complete

ERM AR, SEPREG R - AR BT BB SRR A, ES
DU 112 TRy <@ SRS e a2 E R0 o AN, gss_accept sec context() F
W TURSRAE T — D -

Al GSS-API A WA S/, SR AH R FHRE R B TALH - B R ML X B R
BIRT AFESE 289 TUHIEY & GSS-APLAEBIRREL A

gss_accept _sec context () TESXINTERHET iR [H] 6SS S COMPLETE » Y15 b F XUANTEHE,
1 RELRR A 6SS S CONTINUE NEEDED - WIS HENEE R, X RECRHR [EIEH RS - H X
HZ{EE, 1EZ L gss accept sec context(3GSS) FMt it -

7£ GSS-API R {E A Eofth _E TNZARS%

gss_init sec context () PRI RV FFE 71 Kt H FT det o7 B AR b SR i At A
PRIFIRSS - Wl gss_init sec_context() M req_flags ZHRIE KX LRSS

HAEFTA BINLHIE SR BEFT A X LEAR S5 - gss_init sec context() M ret_flags UM T-45
AEE B SCRRHMRSS - FIRE. B CEEZ AR e md e
gss_accept_sec_context () IRIBIHY ret_flags {EFHfE vl AR SS « XL SSIFAELL T L
THREITNE -

7E GSS-API HiZFIEiE

WRAVFIIE. BT OUREDE AT LUK BT RS2 S a Ul BT, #
SZas ] LR BRI a B el — 2y B SC-

BT BN A EEANA P & EEE rogin BXITFEVL B, AEEE rlogin MITHE
VLB & REHENL C. WIEFHEAILE. R TSRS BN A, & F BIR
TR A ICHE .

WR VR TI0E . 0] LUK ret_flags XX B H GSS C DELEG FLAG - 3257 #% il F2URFT 2 711
FEAEH R HAE N gss_accept_sec_context () f) delegated_cred_handle %1 - % T FHIEA
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TS BT HZUH 93 T “f£ GSS-APTHIGHM S A LT « —&HH—
XA HUE R P ] DCRF LR IE R 7 2 0k i B R S0 O REH — Dt R
=R

7£ GSS-API B9 E i A 12 FF 2 [B L1 THE B IGIE

FESCEE LT £p 3 500 F P TE G SRR - 5. B AR R
SELUL(E 6 B P R BB AR IO D « RS T, e T E R
E e bSO EhERA bR SO SR S B & B RN .

R EEhE T LLEE FF gss_init sec_context() req_flags ZEI% B NE

GSS C_MUTUAL FLAG K1 KB KIE - (RSN EIAEFH T T 5AL MRS
1 ret_flags ZHOR B NZERFRIZAN - WRFTIERAHLRAEA AT, WS ZhR A2
Je2 Tt ATAN IR, TERTE 0L T GSS-API AN HBhe& ik B F3C- Hoh, i
BRERTER, FLEALHIth 216 T ELE0E -

1£ GSS-API B HIITE ZKIE

IEH ] GSS-APIRY . [EEhEAPRIASE-E S B pyd e pten ez ds . (22,
ER RS SEERAREIRR g B SR Z S

B, 52 SR B BT B I T T TERR VS MR R AR - ISR SR P L AT BE
i E AR S TRNAE - BT EEIZEIRE P RRNEELE - flan SR
W E. TSR EREEIRA -

POE KT A LIE. 1515 gss_init_sec_context () MY req_flags SEIZE N
GSS_C_ANON_FLAG - EHIEE L FIEEE I, 15 A gss_init_sec_context() H(
gss_accept sec context() HJ ret_flags S8, BHEELIRM T 655 C ANON_FLAG -

MRELEIEERL M gss_accept sec context() B{ gss inquire context() iX[H]
HZ LA PRI gss_display name () I 225 o FHRIPE 44 44 5% -

iE - N R 01 T TEFTUE SR 4 50 0 AN 91 AT B SRR A48 1 - 7ERE RGO
GSS-API A2k F .

£ GSS-API H{EFIBIEHE

X VF % R F R, HESTIEAY bSO LUBRAT | F SO SR T %
I - SRR BESAISN 2 e T LA GSS-API PRk SB BB IfE - it
G P TR LT PR AR G EBRER A P - ELARE SBIEYRE AT BRI AR
s BE N SCRIR BB RIS 38 - bh TR0 2 O PR B T
o DRSS bR AT A R R % -

BA4E . {FEFEHGSS-APIFI AR 91



F&(ER GSS-APIHIN B2

gss_channel _bindings_t B#&RALE —MEE. EAREAITFURI(E S EE IS E R

gss_channel bindings struct GER -

typedef struct gss channel bindings struct {
OM_uint32 initiator_addrtype;

gss buffer desc initiator address;

OM_uint32 acceptor_addrtype;
gss_buffer desc acceptor address;

gss buffer desc application data;

} *gss channel bindings t;

BN FEEFORHEEA, H TR ZEN S s as il R RS . B AN FEER
NI HbE o B0 initiator_addrtype T REZ &£ E] 6SS_C_AF_INET. TR
initiator_address X FHWJE Internet Hihik (B IP #hik) 220 FIRE, 3 =FE WD FES
IR BT e Lk RN B2 32 2R itk « N R 7 o] DURRPE 75 B i fe — P B
application_data - WRAFT BN application_data: 15¥5 application_data 1B
GSS_C_NO BUFFER . WA NHEA N HFEFFEE AL IR 24 Bz R 7 bk S
R BHR B0 6GSS_C_AF_NULLADDR - 5 312 DUFHHY JlE S0 E b 28> — 8t
ARk R R E R FE

Hopk R RY A FFoRHbb ., AR R TRREER FHEAE K o X TS 2R bk =
HIHINERE . initiator_address Fll acceptor_address T-BEH L & B8 B B A RERfAE it
AR . BRIESITREE, SN S UAMEE T (BPHbE ERA YL HEF )
ek

FUEN T IEEHER N3 gss_init sec context () MY input_chan_bindings Z N
LR FFT O I AEE IS E LS o XN FEASERE S L FE T ER R IR
H—PMIC. ZMICHEG 28R S . KI5, NHBRFESZOMEXE LT
N2 s o I ENZS 2 548 gss accept sec context() - BRBELAE
B 155 ULE 88 TIHI “fE GSS-API 252 - N3 - gss_accept sec context() &
EFXT BTUR R A B E YR B 1T MIC - Q15 MIC ANPULEL . gss accept sec context() flifG
141R [A] GSS_C_BAD BINDINGS -

T gss_accept sec context() £iR[EIEAL AR EESLE . Rtk F2 52 a8 v] LU A X Bk
ERPUTZ2RA - HIa. FEzddn] LU R B TE 2 28R E TP iR e &
application_data WI{H -
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i - FERALEI AT REA 2 0B E S E (S BB R - TRt BRARTAORBEDS SCE AR A1
B MR R 7 AR S L T EE S0 E P AU S B - ENAAREE . N AR v LUK A
gss_init sec_context() B{ gss_accept sec_context() HYJ ret_flags E L/ CRE
GSS_C_CONF_FLAG 1 6SS_C_PROT READY FLAG A] i FHERIEENE - % ret_flags FI(EE
THS ILE 86 TTHHY “7E GSS-API FHHEE) B3 85 88 TUHHIY “1E GSS-API 452
EF

AL AT LT X BRAE T 0 5 H g ik A b 2R R AN A R . . — A
ML AT GE S L BIE YT E Y initiator_address B e 75 1% [H] F]

gss_init sec context(). [, B AR MERIN R TR 2 il 5 B8R it IEFRIT
EH . WERITCEE ERIE R, TN 24 6SS_C AF_NULLADDR 8 5E JyHisil 257

EGSS-APIFSHIIFAN LT

GSS-APIFREE T TS HAS A L FUWI7E . ik ar 2 #ERN AR (8% 2L
TNXERZE) R AEE LTI fla, BEZaR T DA AR, — DRy
EREShE SN ERMERE LT SRR EEGE - 5 152 TURRY <A
test_import_export_context () EREL” — I UHH T QAT {50 FX LL R BCR R ATIRE =T
o

gss_export _sec_context() PREL A G FRE R SR, HE &AL S H BT XXHIE
Ho BXRELER. HSUE 83 TN “GSS-API Ry HEFERI SR - W
gss_export_sec_context() ZHIT NGRS R X E N GSS_C_NO_BUFFER -

RN FIRE PRl 5 245 0 REE  B 5 — bR « T dE R R S22 S T R A28 8
gss_import sec context() o FITTERN FIFEFF 2 [R5 128 < WA s 0@ & -t ol I 7 fE
Z [R5 1225 -

— R HBEFIE— DL 2 RE - gss_export_sec_context() AIHUHBEUE TS HIW LT
S B SCRIFETEE N GSS € NO CONTEXT - gss export sec context () i W] fERRAC &
51% BRSO R ERIAE A RE B B R B - QISR I e O B P X S
gss_export_sec_context() 2RFFENANZ 2 LN XA, H HARIEIFHFE R S

HAER AL VS H B N AREF T DLEE KA gss_accept sec context()
i gss_init sec_context() M ret_flags ZECEMIE L T SGESE W LLTH o WRELFRE R
B M GSS_C_TRANS_FLAG: NITFTLLSH B3 (S ILEE 88 TIHY “7E GSS-API Hif:
Z BT FIE 86 TUHHY “YE GSS-API HIEE) E 307 - )

4-6 YR 2 UERE R SZ d QAR B T SO B2 MESS XIS OLT . R 1 Bl
ACPRRE o BT BR 2 BN SCR BN SR S B S T FR RS R @ Bl RE 20 F
T2 2 0 FFE P R 1 75 s B R - FE . BAHLES N
gss_init sec context() JREL T SR« & FHLIF ML BB 7 & SCHpREL

BA4E . {FEFEHGSS-APIFI AR 93



F&(ER GSS-APIHIN B2

send a token(). ZMREERELENAEE LT XA L ZEE S -
send a token() FFiXEES L £ FIARSSES - send a token() AIRESFFIELFE 2 IA{L
AR, HEZE TR R — .
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—0—

send_a_ token()

e

EP#LA

=

A

E
()
@

BHRERS SR

N

» Jget_a_ token(

4 g s
HIE 1 - FEFHRIC

send a token()

)

send_a_token()

@ e
ERAHL2
=
el —
send a token()

4 )

@ = ETXHHIFRE

Jwse] = mminiz
send_a_token () 3XEURIE,

BE RS ETO
RIEASE

- J

WMRZE
L TkRid

WMRZ
HiERRIC

7

gss_accept sec context()

/

gss_export sec context ()

\ /

J
@ l MSG
: |
4 / )
gss_import sec context ()
J/
\_ #Hig 2 - IBHIRE Y,

Ea-6 T BT LR

£ GSS-API 3B E X ER

F4E . {E{EA GSS-API I TR FF
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96

GSS-API 26t T —"> gss_inquire context(3GSS) HE. 1ZKE Al F T3EEUE X35 E /)
ZEETXER . BFEE, EFXIEFRETEEMN E T R4t T BTN ST,
Ml gss inquire context() FFfEftLL M E X LT XHIEE -

» NSO BhEATR

IR ESRIAR

n NSRRI

w BHT E IRV

n HT N ETFTXSERE . XEEFRES gss_accept sec_context(3GSS) FRELHY ret_flags
SHHE] o KRG KT - MHERIES - 155 UL 88 TIHHIY /£ GSS-API I
BZLT -

 FERAWNAREEE N BT USRS SRS
» R BT RS B AARE

F£ GSS-API A & X Z{RIPRIELTE
EXTENARF 2 BEY V2. B AL 8 2 it g TR -

ST F N SCEHE A Y A R B SR GSS-API AR - B&IE - FRIERZZ 2 HLE]. GSS-API
FRAL T AN AR ] -

o SEEEME I EIUTH E SR ME (S (message integrity code, MIC) FH gss_get mic() FR%K
AR o WS BT R A MIC SRERIRFTUREINIE 8.5 A & 2 10TE B 58 2 A8 ] -

o REMHEFR T MIC DUAh, B XH BTN o GSS-API K%L gss_wrap() A]
THITINE -

gss_get mic() flgss wrap() ZAIRIX BIAN N IE R . {1 gss_get mic(), FEZasn]

KB THERH R 2 & R A ZHIPRIC ;. (E gss wrap (). $EZA5ER 7 IRIURICIME
AR NI R -
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— gss_get_mic() —»  MICo ‘

‘ MSG MSG

gss_wrap ()
MSG BEHREM

(82& MIC Fiig2)

MIC = i B E & 4T
MSG = iﬁl%\

B 4-7gss get mic() 5 gss wrap()

T PR A BB T EARTE S - BT gss wrap() ELIETERIEARSS. R VF L FEFER
{5 gss_wrap () - F2/7 AT LUK PR AR S5 A W] I B e AT DARRIE PR o3 1k Al 55 4 ]
RGO DA A RN AR ER 77 =0 gss_wrap () » 58 120 DTHRRY B0 4 15 7H
B BlE—urfile B2, BTICHERITHM gss_get_mic() FIHE AR
CPU J&HALL gss_wrap() PRTEBIED o FRLL, AR EREVEIRE T Al e 2 6
gss_get_mic() RARIHE -

f#H gss_get_mic() FRIEHE

FEFE AT LAE] gss_get_mic() VIR ANANEE MIC » FHiE Al Do i

gss_verify mic() eI ER MIC-

5 gss wrap() #HEL: gss_get mic() EXTHEM MIC AR H . XEKRE %

AT NPT AL 0 R RE & 14T S8 S RE R R FFR Y MIC » BE B B2 Rl L RENS

XM HEM MIC o PAN 73 Al B R IH SR MIC 2T IERRRIALEE -

o JEI R (BURES) o BRI N FHRE e AT REATE X EEUSR Bl 7 iR, 5B —
CHTHREGEE . % A THREGHE 2/ MIC -

o JEIPRE o KA MRS v DIPTSR A .

w P E SRR AL T 2 MIC (0 RES K -

W gss_get mic() BKIHFER. MIAFiR Al 6SS S COMPLETE - UIIFFEERY QOP JLxi. M
FiR[E 6sS S BAD QoP- AXHEZ(EE. 1S Ul gss _get mic(3GSS) -
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M gss wrap() BBEEHE

AT LA gss wrap() BRECREIEEE « 5 gss get mic() —H1£. gss wrap() R T
MIC o GISEEREMLHI AV G SRR EEE . W gss wrap () X FEERIHE BT
e - HEREICE @ gss_unwrap () SREFHE -

5 gss get mic() A[A: gss wrap() 2N B MIC —& 2L K ET . FATE
IR RBAF A — ) . TS, " LUHEH gss unwrap() F2BUHE - MIC X T
N HFEFF AT L o

WHRHEEE R EEE, N gss wrap() FFiR A 655 S COMPLETE - WIHFTIE KAY QOP JC
2, NPEHRIE] GSS S BAD QOP - 5K gss wrap() HIfl, &S ILE 120 LAY <0 2EH
ﬁj?é?ﬁ/%\” ©

£ GSS-API 1 LI 6155 K /)N 8] @

{1 gss_wrap () SRALZEEVEE 2 INE L AR R - TR IE BB % 2GR 1
EIMEEL, I GSS-APIFEHE T gss wrap size limit() FREY -

gss_wrap_size limit() FH T TFE AT LERERTE SRR KK/, HA 2 TR ST K
MAEHTIZIY - N FEF ol AEVA R gss_wrap () < BTEWTEE i K/ MTEE - 78
SERREREE Z AT IEEEEE R A/ NRE -

(EESPNAN: DR D) IV EP S ol RS

» TR QOP ik
» BRI T REE

BRE T QOP Z A A GSS-APL KBNS - ALk, BIFEFETE T EREHT QOP. FTHEAElH
BRI ZHFTAR - FERIH 7 X R RENE: -
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gss_wrap ()
Wi
gss_wrap ()
Wi

» A
gss wrap size limit () Wiy S 1By
RAHFEE K/

48 BERS £ 22 RO BIR K/ R,
RIEB R FERYEIE B R
FEMILEX

QOP = RiFRE
URIFEE)

CREBRNHTHEENE, gss wrap() 1%5*Aiﬁbﬂ{¢]§ﬂﬁj(] gss wrap () A]FF MIC fix
EINEER AN o R

JCT
ABIFT G2 EF - B2, X EHTINE S
KT -
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gss_wrap ()
Mse (BEREMD . i
Wi

MSG | —— 9gss_wrap() —»
REHREH MSG

(E&Mc)
> A
gss wrap size limit () s 5 A B
14 505 D E MO BR A/ L IR, o
RIEE R RREEE XN
HEDNER

N gss_wrap_size limit() BINFER NPKFHRE 6ss S COMPLETE - 4ISR+EE M QOP T
2 NIKHRIE] 6ss_s_BAD_QOP . 55 120 TTFHAY “fLERI A EIHE > HER At 7 — B
i gss_wrap size limit() RIBIFLEIE B K K/NRAE] -

R SE R A — 8 PRIE gss_wrap () AT LRI KL max-input-size 15 1THIH
S RESERITH EIBUAT VM gss wrap() N RGTHRESR A - AXELZFER. HZ

o

U gss wrap_size limit(3GSS) FH T«

TE GSS-API FR A& I 7 o) =

BT T SO D5 A 2 S A I A S . TR SE SR A F b T Sz 2
B 75 T - KR 25 E 6 B 2 75 2 TE AR I 80 ik D 22 35 47 7R AN AL B Y
BORREE . BT . 55298 T DUTE RS S R PR A A5l 5 R X 7
FilEM . HEELIEE. ESE 150 THH “BIFNE" .
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EEER
MSG
MSG 2
I C Iz 3 \

MSG
z

a-8{H B E I B K7

JEBhaR AT L gss_init sec_context() SRMEMAT . J7¥E2IHIT GSS_C_REPLAY_FLAG
B GSS_C_SEQUENCE_FLAG Xfreq_flags Z¥{ N 2 ¥4 OR -
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102

7£ GSS-API HEFHIA E R 15X

FERERIFEREATEENEE 2. SMLEFREFIAME R, XEWRE LM%
HER MIC . lﬁ%ﬁu—Flﬁfﬁ HEWABLEEETERE, g
gss_get mic() fHF MIC #1477 #7ic - ¥ 4-9 HiiBARY Tﬁﬁﬂ—f‘_ﬁﬁﬂ“

BshasfiH gss _get mic() X VHEHFITIRIC -

JEBhER 120 B MIC & 83228 -

FsZ i gss_verify mic() MENIZHEE -

B EEZ MIC & 2 F 53

JEENEH gss_verify mic() %%ﬂﬂﬁﬁﬁ?ﬁE\&%\ﬁﬁqﬁﬂﬂ’ﬂ MIC -

MRS

MIC = JH B ST B MR AT

ERP#L AR 55 2%
el | @
of | |,.,.2

) gss _verify mic()
gss_get mic() ’

/ MEE.; MSG
‘M%
\'n ©-
®
gss_verify mic()
“

B -9 ifiTA MIC £ ¥

XN EEEEE gss unwrap() BEUAA LR FMEI MIC. I, S LAURE
FTUSCEIN R R AR A RE o B 4-10 AR BARY I R 40N s -

1. 3shesf#H gss wrap() HEEHE -
2. Fhes A EEEEMHEE -

Solaris FRE L £ 4R - 2006511 A



Fr&{ER GSS-API I B2

iz e M gss unwrap () FBIFZEE -

. B2 gss_get mic() DUAERCR EAERIE ERY MIC -

. AR MIC %1225 5hes -

. JBBhEsHE gss verify mic() BFRTULEIRY MIC 5 R IGTE B TELE -

X T B2 GSS-API B R A BL R B 2 6] . N R FR e B 4 Rt Hof A7 0Bl - A
KRB LG

gss_release buffer(3GSS)- gss release cred(3GSS)- gss release name(3GSS) &l
gss_release oid set(3GSS) -

oG W
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MIC = i& 2R & 4K

B AR 55 75
® |

@ / ®

gss_wrap () gss_unwrap ()

‘ MSG ‘

MSG
@ \\‘3 gs_get_mic 0
gss_verify mic()
#
*

B a-10 A B ELEHY Bl dE

Bé* GSS-API £1&

 RIEMBWTERER . 25 R shas SRR e M 52 48 AR i o2 g
f’lf ﬂ:l:lfhL XN AR FEEBN 2 F gss_delete sec context() DLFHERILZAY T
o gss delete sec context( Tﬂﬂ“z{]}'ﬁlﬁi?j{ﬁ?&ﬂ’]ﬁ*ﬁuﬂﬁ#ﬁ

Xt T 229 GSS-APT 448 73 BL AT B 23 (A B ORI FH AR Iy AERR AT g T /0 il 2 AN
FHITTE - §<TU\JEJigss_release_buffer() gss_release_cred() ~
gss_release name() fll gss release oid set() FREURTER -
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GSS-API & P L7451

ANERERT S AUHY) GSS-APL % FILN I RE e b AT Tedlre . Hrp & DUF 5

%105 T “GSSAPL 2 T ML BT

5106 TIHIRY “GSSAPI & P L - main() BREL”
110 TR “FTIF 5 MRS esniEss

F 12T “E SRS ZE e E TR

F 118 TUHHY <& i Y& Rl GSSAPT R SCHEE”
120 TUHHY EEERAEHEE”

9126 TR < SEUAITRRLS GSS-API 2% P HILHR R 2% 44 B
5127 TR MHBR 24 B S0

GSSAPI & P #5184

PRI e gss-client Al QI SRS G 2 ARV L2 BT 3C @Y ZE2ZH. HH
HETFR LRSS - WA T TCP WO s B B LR N 4

LT LR R 5% gss-client TAETTXAVIEAUHH - T gss-client 2 — P ETEUL
BH GSSAPI THRERIREBIFE R . THIELAN PRI %R P IR SE S 43 o XA R FHFE P Y 58
HORAAG T ERT B o n] DU DL Rk K -

http://developers.sun.com/prodtech/solaris/downloads/index.html

GSSAPI & P 54544

gss-clientEﬁfﬁfif?fﬂ?fDiTtﬁ?iﬁ:

L. fEHTa 1T

2. WIFHEE 7 HLH] WGHLHI A — DA SR ID (object ID, OID) ; &Il {5 FHEREHL
il AR ULAITE O e

3. QIS S5 e iiER: -
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NS < NVAC o=l ol N
BN AR -
. R SS A S O BT IERR %4 .
- MRR 2 RS

N o Gk

11T GSSAPI &= P #7451
gss-client mHITEMRSITHRHUTEL

gss-client [-port port] [-d] [-mech mech] host service-name [-f] msg
»  port— T 5 host A& @R T EAUEE L E R R 15 -

o dfRE-HATRZ2FIER TR - BRI deleg-flag B 21X E ) GSS-API
{E GSS_C_DELEG_FLAG- M. deleg-flagi% & 1% -

»  mech— BHEHANZE2VLIHIIZFR, U Kerberosvs o WRFAEE(LTHLAI. GSS-API
B A BLH] -

" host— RIS ERHIFAFR -

»  service-name— % FNLATE KU M EE AR SSHI TR o« telnet ~ ftp Fll Login ARS51HE E—
LE BRI TR

» msg— (ERRZRIPHEBIR L SRRSO T H -« MRIEE T - £ N msg 2 HE
MRS B SO

B FOLN PR Y i Rl ey 17 rTRELN DL T 7~ IR s -
% gss-client -port 8080 -d -mech kerberos v5 erebos.eng nfs "ls"
PUNTRBIAFEEMLA] ~ i BT -

% gss-client erebos.eng nfs "ls"

GSSAPI E P17~ : main() EREL

106

5HH CREIF—FE. ZRRFRYIMNS shell A& 7EA L S ERE main () o main() ATEUAT

DL T IIEE -

o fETE ST S RO VR BIEE S

o QSR EFE A ERATLEI LIMNIALE] WA parse_oid () Al GSS-APIOID (BIXf
RIRRRF) o X RIRAFFRE Z2LHINEIR. BifdECE et 7 HLHE -

A call server(), X2 SERRAIEE E SO & 2B -

w REEHEZ G fRIETEER OID MUTFfg 23 [H] -
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main () BIREAIIRICASLILL TR BIFTE -

7 - ORGSR AS tha] CLdE S Sun T #EHVLIREL . 1515
http://www.sun.com/download/products.xml?id=41912db5

i 5-1 gss-client il . main()

int main(argc, argv)
int argc;

char **argv;

char *msg;

char service name[128];
char hostname[128];
char *mechanism = 0;
u_short port = 4444;

int use file

0;

OM uint32 deleg flag = 0, min_stat;

display file = stdout;

/* Parse command-line arguments. */

argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {

argc--; argv++;
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4l 5-1 gss-client /il - main() (&)

if (largc) usage();
port = atoi(*argv);
} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if (largc) usage();
mechanism = *argv;
} else if (strcmp(*argv, "-d") == 0) {
deleg flag = GSS C DELEG FLAG;
} else if (strcmp(*argv, "-f") == 0) {
use file = 1;
} else
break;

argc--; argvt+;

if (argc !'= 3)

usage();

if (argc > 1) {
strcpy(hostname, argv([0]);
} else if (gethostname(hostname, sizeof(hostname)) == -1)
perror("gethostname");

exit(1l);
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main() EREL

7~ 5-1 gss-client T main() ( 54 )

if (argc > 2) {
strcpy(service name, argv[l]);
strcat(service name, "@");

strcat(service name, hostname);

msg = argv[2];

/* Create GSSAPI object ID. */
if (mechanism)

parse_oid(mechanism, &g mechOid);

/* Call server to create context and send data. */
if (call_server(hostname, port, g mechOid, service name,
deleg flag, msg, use file) < 0)

exit(1l);

/* Release storage space for OID, if still allocated */
if (g _mechOid != GSS C NULL 0ID)

(void) gss release oid(&min_stat, &gmechOid);

B5FE . GSS-APIE FHLRA

109



FIIF SRR S RRHIER

7~ 5-1 gss-client 5 : main() ( 54 )

return 0;

I SRS RRVIERE
call_server() BREL{HE I DA N RS 5 il 5% d i N e 42 -
if ((s = connect_to_server(host, port)) < 0)
return -1;
sae— MBI VA socket () IRIEIRY int KA STAHTIRTT -

connect to server() i& GSS-API /M — MR R R T ER T RAIEIER: -
connect_to_server () FIIFRAASLI LT =Bl -

i - OB BIRIR R th ] DO Sun Tk OIREL . 115
http://www.sun.com/download/products.xml?id=41912db5

7Rf5-2 connect_to_server() FR%L

int connect_to_server(host, port)
char *host;

u_short port;

struct sockaddr in saddr;
struct hostent *hp;

int s;

if ((hp = gethostbyname(host)) == NULL) {
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75l 5-2 connect_to_server() AL (&)
fprintf(stderr, "Unknown host: %s\n", host);

return -1;

saddr.sin family = hp->h addrtype;
memcpy ((char *)&saddr.sin_addr, hp->h_addr, sizeof(saddr.sin addr));

saddr.sin port = htons(port);

if ((s = socket(AF_INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");

return -1;
if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror("connecting to server");

(void) close(s);

return -1;

return s;
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HENEEZ G, call server() &{#f client establish context() FREURAIEZ 4
T WRFTR

if (client_establish_context(s, service-name, deleg-flag, oid, &context,
&ret-flags) < 0) {
(void) close(s);
return -1;

}
n s D UHERGATF . FORIEN connect to server() SN HYERE -
»  service-name s=FTIE KM M E& AR S -
» deleg-flag F1 T457E MR 55 % 2 45 Al DLAE B & FATLIg{URE -
»  oid FR ML -
»  context &2 QIR 3.
» ret-flags &1 int. FTHEE GSS-API (%l gss_init sec_context () AT iR [EIfY(EAA

PRk e

client establish context() $UfTLA NESS -

» FEARSS B IRELAR ) GSSAPT NER &=
o ERSHURIIRSS & 2 M T O, BRI BN Z 2 BT XONIE

AR S B FREEHE /T GSS-API FE =X

client establish context() HUTHIE ™MESEMHH gss import name() BIARSS HIRF
TP EREEHLN GSS-APT AFERF& 2 -

ﬁﬂﬂs—sclient_establish_context()-—$§Eﬁﬂﬁ§§§§$m
/*
* Import the name into target name. Use send tok to save
* local variable space.

*/
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=f5-3client _establish context () —FEHLARSS AR (&)

send tok.value = service name;
send tok.length = strlen(service name) + 1;
maj stat = gss_import name(&min stat, &send tok,
(gss O0ID) GSS C NT HOSTBASED SERVICE, &target name);
if (maj_stat !'= GSS_S COMPLETE) {
display status("parsing name", maj stat, min stat);

return -1;

gss_import name() fEHUFERETEA B GSS_API & H1[X send tok FHARSS &R, A5 H
AR 55 AR FAF B L4/ GSS_API NER A FK ta rget_name- send tok T TA&EZM, MA
SEH T AT gss_buffer desco 26 = NSEEEA N gss 010, F THEBH send_tok &
FREOEE K o R BiIf# A 6SS ¢ NT HOSTBASED SERVICE. iXFI/NARSSFH service@host 1%
e ARUSEHHMTTEEME. HSUE 31 ihpy “ZiRER>

HAGSS-APIETLZL ETX
FEAR 555 4 7 GSS-APL NERk& = 2 FF AT &N, E . AT Ru[Befem vl et N
MBI N, F .

HEATE 2 Hi clientiestablishfcontext()/ﬁ\?ﬂﬁﬁpﬁi—l\_ym token_ptr%’gﬁlo {5
token_ptrﬁéﬁ!ﬁ?gﬂ‘ﬁiﬁﬁo token_ptrﬁﬂ)J\T'ElﬁrEﬂ send_tok (ZIEFIRSSEISRE) B
recv_tok (HRSSas Z RIS ) o

TEPEM A, 7 ZR A W

= gss init sec context() REIFPIRE

IR [EPIRZS AT FHHRATAT ] BE B RGOSR - Y4 HAVM RS B Bk xS —
N REET, gss init sec context() A £ [H] GSS_S_CONTINUE_NEEDED »

m gss init sec context () FTAR BRI LA & B AR 55wy < R K )N

WAR SRR/ N, MRTRATE LR EEIRSSarE B BT LOE HIgEr . &
FE K/ INOTRR R token_ptr SKHATE -

LU O RS XS AR I T 1 15
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do

gss _init sec context()

if no context was created
exit with error;

if the status is neither "complete" nor "in process"
release the service namespace and exit with error;

if there is a token to send to the server, that is, the size is nonzero
send the token;
if sending the token fails,

release the token and service namespaces. Exit with error;

release the namespace for the token that was just sent;

if the context is not completely set up
receive a token from the server;

while the context is not complete

I MV F gss_init sec_context() A ZHREHFHLLTN S5
o S ERILHRR BRI -

w  EIEAING o IR A 6SS_C NO_ CREDENTIAL 78 48R4 14K

»  gss-context: To L AIEERY R SCRIAN -

»  JRS5HY target-name. {FH GSS_API NEBHFK

= oid> HLHIID-

 EKRARE . FEATREIT, LIS RPUT LT RIE . ARG B B TRAE. 17T
HEHEEIRE. MRS MRETE KT =L -

w T B SCTEH RIRR ] -
» BRI REHEEHE -
»  token_ptr. FEIAMIRSSEICEN SR

o [RSSE SEPREE IR o HLHEIFE AL E g v, X2 IR R AN 2 %
{E-
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= &send_tok: Bflgss init sec context() AT IR E A E EIAR S AR -
» REFRE - RENNULL, X2 TR R B 720G 7 X R -

- B PHUERS) BT S BITEREIRBUEE « (£ P, RIS PLEId GSS-API LLEW
JTEALE . B GSS-APT RE LA AKBUL LG 9% A IR e - A AR A]
LA gss_init sec_context() fZ#ERE TIE - (HE1EARS Al AR5 ds N IR Fp A%
52 NSO AL R IR S5 SEAE - 162 ILES 135 TRy < FREUEIE

fofr 7 BB R A AE, L gss_init_sec_context() & IR EIARCIRZ
ZJ5, connect to server() £FE gss init sec context() J2 it T E L X FIARSS
RIS o WERAIETEAEAT SR, WIRHAR S5 48 Ot n A R ZHAM TS - 05R
HEft 7R WL 2 RAE RIS dn o AR ZGEZ 2 WA WITCIRHAE 1%
RN ARSI FR22 A, H H. connect to server() FHEH - DL NEEET & E S MK
JERMKE 2 B
if (send tok length !'= 0) {

if (send token(s, &send tok) < 0) {

(void) gss release buffer(&min_stat, &send tok);

(void) gss release name(&min stat, &target name);

return -1;

}

send_token() INJ& GSS-API K%L, TFEHMAF#H1THRSE - send_token() HREL A5 HE
H AR SXHRGATFH - send token () TERXIHHTRIE 0, FESMHTRE] -1 GSS-API A&
AWK - AR R 7 51 5TUC& GSS-APT EL Bl (AT < B o

TR 7T EAL BN SRR RO -

7 - OGRS tha] CLEE Sun T #HLAREL . 1515
http://www.sun.com/download/products.xml?id=41912db5

il s-a FH AL R SCHIPEER

/*

* Perform the context establishment loop.
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il s-4 F T 0L R SCHOPEER ()

* 0On each pass through the loop, token ptr points to the token
* to send to the server (or GSS C NO BUFFER on the first pass).
* Every generated token is stored in send_tok which is then

* transmitted to the server; every received token is stored in
* recv_tok, which token ptr is then set to, to be processed by

* the next call to gss_init sec_context.

* GSS-API guarantees that send tok’s length will be non-zero

* if and only if the server is expecting another token from us,
* and that gss init sec context returns GSS S CONTINUE NEEDED if
* and only if the server has another token to send us.

*/

token ptr = GSS_C_NO BUFFER;
*gss_context = GSS_C_NO CONTEXT;

1234567890123456789012345678901234567890123456789012345678901234567890123456

do {
maj stat =
gss_init sec context(&min stat, GSS C NO CREDENTIAL,
gss_context, target name, oid,

GSS_C MUTUAL FLAG | GSS C REPLAY FLAG | deleg flag,
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il s-4 F T ENL R ST EER (&)

0, NULL, /* no channel bindings */
token ptr, NULL, /* ignore mech type */
&send tok, ret flags, NULL); /* ignore time rec */

if (gss context == NULL){
printf("Cannot create context\n");

return GSS_S NO_CONTEXT;

if (token ptr != GSS_C_NO BUFFER)
(void) gss release buffer(&min stat, &recv tok);

if (maj_stat!=GSS_S COMPLETE && maj stat!=GSS S CONTINUE_NEEDED) {
display status("initializing context", maj stat, min stat);
(void) gss release name(&min stat, &target name);

return -1;

if (send_tok.length != 0){
fprintf(stdout, "Sending init sec context token (size=%ld)...",
send_tok.length);
if (send_token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);
(void) gss release name(&min stat, &target name);

return -1;
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il s-4 F T 0L R SCHOPEER ()

}

(void) gss release buffer(&min stat, &send tok);

if (maj_stat == GSS S _CONTINUE_ NEEDED) {
fprintf(stdout, "continue needed...");
if (recv_token(s, &recv tok) < 0) {
(void) gss release name(&min_stat, &target name);
return -1;
}

token ptr = &recv_tok;

printf("\n");
} while (maj stat == GSS S CONTINUE NEEDED);

X send_token() Fll recv_token() TAETTMWHE LZER . S ILE 289 iy« &
GSS-API FEA3I R £

% Fifm E RS GSSAPI _E T 3CIR{E

TENREBIREF . gss-client FTHUTHY—LEZhBEM TR « DU IR A R ETREAE
FRATLTER . Z AT AR E @0 1 B LT HARRAE -

» RIFFIIRE B
o GUR BTN ORE
o KB OORE

REEIRPERIR LA LL T R BRI -
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7 - R BRI RS th ] DO Sun T kAL IREL . 5]
http://www.sun.com/download/products.xml?id=41912db5

45l 5-5 gss-client : call server() &3 T3

/* Save and then restore the context */
maj stat = gss export sec context(&min stat,
&context,
&context token);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("exporting context", maj_ stat, min_stat);

return -1;

maj stat = gss import sec context(&min stat,
&context token,
&context);
if (maj stat != GSS S COMPLETE) {
display status("importing context", maj stat, min stat);

return -1;

(void) gss_release buffer(&min_stat, &context token);

/* display the flags */

display ctx flags(ret flags);

/* Get context information */
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=l 5-5 gss-client : call_server() #37 F XX (&)

maj stat = gss inquire context(&min stat, context,
&src_name, &targ name, &lifetime,
&mechanism, &context flags,
&is local,
&is open);
if (maj stat != GSS S COMPLETE) {
display status("inquiring context", maj stat, min stat);

return -1;

if (maj stat == GSS S CONTEXT EXPIRED) {
printf(" context expired\n");
display status("Context is expired", maj stat, min stat);

return -1;

BERMEZERR

%sdmmﬁ%ﬁFMﬁﬁﬁ A (HUnEs ) $dls. AREA el H L% Ny E
EHITU T AR ARIEE

TARE L2 R/ I R TR PR PSR 22 BRI R
ARG B BRE PR o $F 2RI SRR oy 775 3
IRIHLHIEFRAV TN o FFZIR I GARIRAFF L ey 77 8
REH B 1 A B 2% X PO e b AT A

RiH B A B RS54 -

PLURIRACRS T F TR S
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7 - R BRI RS th ] DO Sun T kAL IREL . 5]
http://www.sun.com/download/products.xml?id=41912db5

i 5-6 gss-client R call server()— (ESENS

/* Test gss_wrap_size limit */
maj stat = gss wrap size limit(&min stat, context, conf req flag,
GSS_C _QOP_DEFAULT, req output size, &max_input size);
if (maj_stat !'= GSS S COMPLETE) {
display status("wrap size limit call", maj stat, min stat);
} else
fprintf (stderr, "gss wrap size limit returned "
"max input size = %d \n"
"for req output size = %d with Integrity only\n",

max_input size , req output size , conf req flag);

conf req flag = 1;
maj stat = gss wrap size limit(&min stat, context, conf req flag,
GSS_C_QOP_DEFAULT, req_output_size, &max_input_size);
if (maj_stat != GSS_S COMPLETE) {
display status("wrap size limit call", maj_stat, min_stat);
} else
fprintf (stderr, "gss wrap size limit returned "
" max input size = %d \n" "for req output size = %d with "

"Integrity & Privacy \n", max_input size , req output size );
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i 5-6 gss-client GLE call server() —fEEHE (&)

maj_ stat = gss_display name(&min_stat, src_name, &sname, &name_ type);
if (maj_stat != GSS_S COMPLETE) {
display status("displaying source name", maj stat, min stat);

return -1;

maj stat = gss display name(&min stat, targ name, &tname,
(gss OID *) NULL);
if (maj_stat != GSS_S_COMPLETE) {
display status("displaying target name", maj stat, min stat);

return -1;

fprintf(stderr, "\"%.*s\" to \"%.*s\", lifetime %u, flags %x, %s, %s\n",
(int) sname.length, (char *) sname.value, (int) tname.length,
(char *) tname.value, lifetime, context flags,
(is_local) ? "locally initiated" : "remotely initiated",

(is_open) ? "open" : "closed");

(void) gss_release name(&min_stat, &src_name);
(void) gss release name(&min stat, &targ name);
(void) gss release buffer(&min_stat, &sname);

(void) gss release buffer(&min_stat, &tname);
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i 5-6 gss-client T call server() — A (&)

maj stat = gss oid to_str(&min_stat, name_ type, &oid name);
if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);

return -1;

fprintf(stderr, "Name type of source name is %.*s.\n", (int) oid_name.length,
(char *) oid name.value);

(void) gss release buffer(&min stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss inquire names for mech(&min stat, mechanism, &mech names);
if (maj_stat != GSS S COMPLETE) {

display status("inquiring mech names", maj stat, min_stat);

return -1;

maj stat = gss oid to str(&min_stat, mechanism, &oid name);
if (maj stat != GSS S COMPLETE) {
display status("converting oid->string", maj stat, min_stat);

return -1;

mechStr = (char *) gss oid to mech(mechanism);

fprintf(stderr, "Mechanism %.*s (%s) supports %d names\n", (int) oid name.length,
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i 5-6 gss-client GLE call server() —fEEHE (&)

(char *) oid name.value, (mechStr == NULL ? "NULL" : mechStr),
mech names->count);

(void) gss release buffer(&min stat, &oid name);

for (i=0; i < mech names->count; i++) {
maj stat = gss_oid to_str(&min_stat, &mech names->elements[i], &oid name);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("converting oid->string", maj stat, min stat);

return -1;

fprintf(stderr, " %d: %.*s\n", i, (int) oid name.length, (

char *) oid name.value);

(void) gss release buffer(&min stat, &oid name);

(void) gss_release oid set(&min_stat, &mech names);

if (use file) {
read file(msg, &in_buf);
} else {
/* Wrap the message */
in_buf.value = msg;

in_buf.length = strlen(msg) + 1;
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i 5-6 gss-client T call server() — A (&)

if (ret flag & GSS C CONF FLAG) {
state = 1;
else

state

]
S

maj stat = gss wrap(&min stat, context, 1, GSS C QOP DEFAULT, &in buf,
&state, &out buf);

if (maj stat != GSS S COMPLETE) {
display status("wrapping message", maj stat, min stat);
(void) close(s);
(void) gss_delete sec context(&min_stat, &context, GSS C NO BUFFER);
return -1;

} else if (! state) {

fprintf(stderr, "Warning! Message not encrypted.\n");

/* Send to server */
if (send token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;
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i 5-6 gss-client T call server() —fEEHE (&)

}

(void) gss release buffer(&min stat, &out buf);

VAN IS GSS-API 2 PRI E &R

IAE. gss- client szTIJ%WJWEE%Y%’%H’J@?&‘I@Eo R 55 g 25 EL& 2 HTE B
[5] MIC. A] DL recv token () fRZEIHE -

IRIG . i gss verify mic() BEAUGEHEAIZER (BIMIC) - gss verify mic( )Fﬁ
?HW@JE’J MIC 5 R FRIGHE EH#HTIE - IEIR MIC R A RSESHMS. %%
FAAFRETE out_buf b o SR H AR BRI BB MIC EIE in_buf - G1FX > MIC
ULHE . RGEESKREHEE - &P E 2 TR S R IER X out_buf -

LU IRACRS B 1 BREORI R 5025 4 SRAT L FE

i - MR GIIRACRS thn] DOE I Sun T EHUOIREL . 155
http://www.sun.com/download/products.xml?id=41912db5

T4 5-7 gss-client 1] — BEESURI R 50 %5 4 B

/* Read signature block into out buf */
if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

/* Verify signature block */
maj stat = gss (&min_stat, context, &in buf,

&out buf, &qop state);
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T4 5-7 gss-client 7 {7 — 1 BRI G565 44 R (&)
if (maj_stat !'= GSS_S_COMPLETE) {
display status("verifying signature", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);
return -1;

}

(void) gss release buffer(&min stat, &out buf);

if (use file)

free(in buf.value);

printf("Signature verified.\n");

BikrZ £ ETX

call server() FREGEIMER LT SCHR A E] main () RECREE HERAE -

7 - IO BIRIR AR th T DU Sun R kAR H TR
http://www.sun.com/download/products.xml?id=41912db5

T 5-8 gss-client /il : call_server() — MR =3

/* Delete context */
maj stat = gss delete sec context(&min_ stat, &context, &out buf);
if (maj_stat != GSS_S COMPLETE) {
display status("deleting context", maj stat, min stat);

(void) close(s);
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=M 5-8 gss-client il : call server() — MR =T 3C (&)

(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

(void) gss release buffer(&min stat, &out buf);
(void) close(s);

return 0;
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5135 Uy < FREBUEIE”
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5140 TUHRRY < & P LR P

%8155 T “7E GSSAPI AR 5% 88 1 il Fhi B

GSSAPI AR 5523 5T 4

MRS a8 it FEF gss-server A LLS E—FE M4/ gss-client &5 4/ -
gss-server FUFEAHIE & M gssapi-client FWCHR A 45 ELRER T B H X Hgt 755
o

LR U BRI A % gss-server TIES IZEH1HH - 1T gss-server 2— M T

] GSSAPI URERUREBIRE /7. ERIMLAR PRA iR %R P RIAH S BT 7 o 3K S FH R P Y 52
REPRACRS TR Serb k2] AT DUALUS Ptk T2k -

http://developers.sun.com/prodtech/solaris/downloads/index.html
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6. WE AR -
7. XT;AZJ‘ELEF”’“%#LE%‘EO
8. FEIMAMRZS AR

IZ1T GSSAPI AR %23 7R~ {51
gss-server fEa SATH R AL T :

gss-server [-port port] [-verbose] [-inetd] [-once] [-logfile file] \

[-mech mechanism] service-name

port SEZAITHY L5 o WIRRFE AT 0 . WIRE (6 FH 0 L 4444 {F 845 U
1.

" -verbose & FEEIZ]T gss-server Bf E/RIHE -

»  inetd RRFRFFN M H inetd SFHHFERAITIG ] o -inetd {1 stdin I stdout
EREIZ L.

-once T NI BLSATIERS -

mechanism ;& ZAE I Z 2PUHEIIAFR. U Kerberos v5 o WS A$E E(TAHLHEI
GSS-APIFH{ FHER A HLE] -

service-name 1& & P HLATIH KM ARSI EFR . U telnet ftp B R AR -
RIS 1T AT RE Q0 LA F Bl 7

% gss-server -port 8080 -once -mech kerberos v5 erebos.eng nfs "hello"

GSSAPI AR 525 7~f5 : main() EREX

gss-servermain() FRELATHITLL FESS -

B OID %%\ S [
TEIEBAT A THT IR ST 52 P f2

w  ENTER AT SRR AR Eﬁa%%ﬁl

] ?fﬁ?ﬁﬂ%ﬂﬁrﬁ’]ﬁ[ﬁxﬂ/]

= A sign_server() PREL ZEELESHITI K B B TS A AR A & TE
» BIRE S KB

7 - ORBIRIR AR th o] DO Sun T EkHU L3R 1551R]
http://www.sun.com/download/products.xml?id=41912db5
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T 6-1 gss-server - main()
int
main(argc, argv)

int argc;

char **argv;

char *service name;

gss cred id t server creds;
OM uint32 min_stat;

u_short port = 4444;

int s;

int once = 0;

int do_inetd = 0;
log = stdout;
display file = stdout;

/* Parse command-line arguments. */
argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if (largc) usage();

port = atoi(*argv);
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=l 6-1 gss-server /il : main() (&)

} else if (strcmp(*argv, "-verbose") == 0) {
verbose = 1;

} else if (strcmp(*argv, "-once") == 0) {
once = 1;

} else if (strcmp(*argv, "-inetd") == 0) {
do_inetd = 1;

} else if (strcmp(*argv, "-logfile") == 0) {
argc--; argv++;
if ('argc) usage();
log = fopen(*argv, "a");
display file = log;
if (!log) {
perror(*argv);

exit(1);

} else
break;

argc--; argv++;

if (argc != 1)

usage();

if ((*argv)[0] == "-")
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=5 6-1 gss-server 5 . main() ( 5 )

usage();

service name = *argv;

/* Acquire service credentials. */
if (server acquire creds(service name, &server creds) < 0)

return -1;

if (do_inetd) {
close(1);

close(2);

/* Sign and return message. */
sign server(0, server creds);
close(0);

} else {

int stmp;

if ((stmp = create socket(port)) >= 0) {
do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {

perror("accepting connection");
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4l 6-1 gss-server 5ffl : main() (&)

continue;

/* this return value is not checked, because there’s
not really anything to do if it fails */

sign server(s, server creds);

close(s);

} while ('once);

close(stmp);

/* Close down and clean up. */

(void) gss release cred(&min stat, &server creds);

/*NOTREACHED*/

(void) close(s);

return 0;
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REEIE

FEUEFREEREALHI QI MABRZ PN ARER - ARSSa8 N A7 8 GSS-APT Gl -
H PR e B B R IR SEIE - 55 o 7 ZUh £ R IRUEALE -

gss-server FE[F 1% server_acquire creds() BREL. 1ZREH T IR ECELR BEA AR 5510
EIE - server acquire creds() FFZMRSHIAMFIE LA Z 2ILEIRERA . AEER
(5] 1% A 55 4 FEAIE

server acquire creds () i GSS-API K% gss_acquire cred() KIKEUARSS as AT ALY
ARS5HY L - server acquire creds() VilAl gss acquire cred() ZBIAEAT L D
£55:

1. R B IR RGE R L] AR E -

IR Z AHLEI AT UL AN EAE, gss acquire cred () BRECRRR [BIFTA X BT
FEIE . W, gss acquire cred() Z¥S—EVHIAIERA - (S WH 85 iy «
1E GSS-APTHHE AR - ) {HZ, ERLEHEN (EREER) T~ BARIE
REHAGEH T Z ML - gss-server FRIFHISTEm 1T L35 E LIS GRS
PLE - R, 2B —MEFS IR 24 gss_acquire_cred () FIAPAMLHIF £ 5 A
PLA (ERAEPLHIECEAMNLE]) - RS -

if (mechOid != GSS_C_NULL_OID) {
desiredMechs = &mechOidSet;
mechOidSet.count = 1;
mechOidSet.elements = mech0id;
} else

desiredMechs = GSS C NULL OID SET;

GSS_C NULL OID SET /i 4 {#H FHERAHLH] -
2. TS APREEH )y GSS-APT i -

T gss acquire cred() 8% gss name t G5 NIUARS BIRTENSEL HILL
IR IR S5 A PRELH X Fits 2 o AT (SR gss_import_name () FRECHITILEEHL o 5 FT

H GSS-API B —HF, HLEKEE K S HCR M GSS-APL AU, PRI & Fe i il 5% 44
A HIE] GSS-APT & MWIX . 4 FAs

name_buf.value = service name;
name_buf.length = strlen(name_buf.value) + 1;

maj stat = gss_import name(&min stat, &name buf,
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(gss_0OID) GSS_C_NT HOSTBASED SERVICE, &server_name);
if (maj_stat != GSS_S COMPLETE) {
display status("importing name", maj stat, min stat);
if (mechOid !'= GSS_C_NO_OID)
gss release oid(&min stat, &mech0id);
return -1;

}
BEEE AR KR gss_release oid() HYH: -
i N2 name_buf':f:'?ﬁ%%iﬁﬂ"]ﬁﬁ%%f;ﬁ o B R — MBI gss name t £5HY

server_name [FE%ET - % =>4 6GSS_C_NT_HOSTBASED SERVICE ;& name_buf 1 F4F
B ZIRE . fEXFE (R—F LRSI FRIRR 4 R F T R AT N service@host 12X

HIARSS -
HATIXEAT S 2 5, ARSSetEF 7] LU A gss_acquire cred() :

maj stat = gss acquire cred(&min stat, server name, 0,
desiredMechs, GSS C ACCEPT,

server creds, NULL, NULL);

min_stat 72 R EGR B I E RS -

server_name R 55 eI TR o

0 FKRFRJ7 I TR R R A K AR R I

desiredMechs & —#H N 1% 1EE|’JM%'J

GSS_C_ACCEPT Zn IR HBEH T2 L2 LT3

server_creds 1& 1% PR EGR B 1 FE1E ) m

I}:I;ULL, NULL 7R 1% 82 7 TC 7 F17E A (5 FH R E LI B FE1E R ORI 1]

LRIRACAS1RBA T server acquire creds() PEEY -

7 - HORBIRIR RS th a] DO Sun T kO IREL . U5
http://www.sun.com/download/products.xml?id=41912db5

Ffl6-2server_acquire creds () FRELAIREFICAD

/*
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* Function: server acquire creds

* Purpose: imports a service name and acquires credentials for it

* Arguments:

* service name (r) the ASCII service name
mechType (r) the mechanism type to use
* server creds (w) the GSS-API service credentials

* Returns: @ on success, -1 on failure

* Effects:

* The service name is imported with gss import name, and service
* credentials are acquired with gss acquire cred. If either operation
* fails, an error message is displayed and -1 is returned; otherwise,
* @ is returned.
*/
int server acquire creds(service name, mechOid, server creds)

char *service name;

gss 0ID mechOid;

gss cred id t *server creds;
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gss_buffer desc name buf;
gss_name_t server_name;

OM uint32 maj stat, min stat;
gss_OID set desc mechOidSet;

gss_O0ID set desiredMechs = GSS C NULL OID SET;

if (mechOid != GSS_C_NULL_OID) {
desiredMechs = &mechOidSet;
mechOidSet.count = 1;
mechOidSet.elements = mech0id;
} else

desiredMechs = GSS C NULL OID SET;

name buf.value = service name;
name buf.length = strlen(name buf.value) + 1;
maj stat = gss import name(&min stat, &name buf,
(gss OID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj_stat != GSS_S COMPLETE) {
display status("importing name", maj stat, min stat);
if (mechOid != GSS_C_NO_OID)
gss release oid(&min stat, &mech0id);

return -1;
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Tfil6-2server_acquire_creds () EELIREFIIS (&)

maj stat = gss acquire cred(&min_stat, server name, 0,
desiredMechs, GSS C ACCEPT,

server creds, NULL, NULL);

if (maj stat != GSS S COMPLETE) {
display status("acquiring credentials", maj stat, min_stat);

return -1;

(void) gss release name(&min_stat, &server name);

return 0;

*ﬁﬁ inetd

PREARSESHIFEIE 2 5. ATCAHEH gss-server A FHF ETFEE T inetd - main K%Y
U 7 R inetd

if (do_inetd) {
close(1);

close(2);

WRAFHEE T A inetd. WIFE 7R ¢ RS B FIPRAERE 1R - IA)E . gss-server &
bR A A sign server(). inetd ¥ FZREUL BERE - BN, gss-server

2R DNEEE, [H TCP Kt accept () XA EFEFMIER:, RIFEXT accept()
R B SRR T sign server() o
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MFRMEH inetd, BF2OIEERM ETX HEHLERF L. H2. MRS
SE T -once I, NI HH1EE IR 2 JF44 1L -

NFE PRI SR

140

KA inetd ZJ5 gss-server Br2HA sign server()- R THITR P &
TA{E. sign server() BB server establish context() R, FF 3.

sign_server() A[HUTLL F{ESS -
B2 T

R

KRR TS

R [E

REEARSRAELLT &0 T/ - LT IRICAS B T sign server() BIEL -

i - OB B IR AR th T DU Sun N EkHULIRE . 1551R]
http://www.sun.com/download/products.xml?id=41912db5

Ffl6-3sign_server() FHEN

int sign_server(s, server _creds)
int s;

gss_cred_id_t server_creds;

gss_buffer desc client name, xmit buf, msg buf;
gss_ctx _id t context;

OM uint32 maj stat, min_stat;

int i, conf_state, ret flags;

char *cp;

/* Establish a context with the client */

if (server_establish context(s, server creds, &context,
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&client name, &ret flags) < 0)

return(-1);

printf("Accepted connection: \"%.*s\"\n",
(int) client name.length, (char *) client name.value);

(void) gss_release buffer(&min_stat, &client name);

for (i=0; i < 3; i++)
if (test_import_export context(&context))

return -1;

/* Receive the sealed message token */
if (recv_token(s, &xmit_buf) < 0)

return(-1);

if (verbose && log) {
fprintf(log, "Sealed message token:\n");

print_token(&xmit buf);

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf _state, (gss qop t *) NULL);

if (maj stat != GSS S COMPLETE) {
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display status("unsealing message", maj stat, min_stat);
return(-1);
} else if (! conf state) {

fprintf(stderr, "Warning! Message not encrypted.\n");

(void) gss release buffer(&min stat, &xmit buf);

fprintf(log, "Received message: ");

cp = msg_buf.value;

if ((isprint(cp[@]) || isspace(cp[0@])) &&

(isprint(cp[1]) || isspace(cp[1l]))) {
fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {

printf("\n");

print_token(&msg buf);

/* Produce a signature block for the message */

maj stat = gss get mic(&min stat, context, GSS C QOP DEFAULT,
&msg buf, &xmit buf);

if (maj_stat != GSS_S_COMPLETE) {

display status("signing message", maj stat, min stat);
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return(-1);
}

(void) gss release buffer(&min stat, &msg buf);

/* Send the signature block to the client */

if (send token(s, &xmit buf) < 0)

return(-1);

(void) gss release buffer(&min stat, &xmit buf);

/* Delete context */

maj stat = gss delete sec context(&min stat, &context, NULL);

if (maj stat != GSS S COMPLETE) {

display status("deleting context", maj stat, min_ stat);

return(-1);

fflush(log);

return(0);
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BEEETX

FENL b SCEE W R EEE LIRSS a8 2 AT — RS REacH - O 1 IRFFREFIY
CIR 2 V=0 SR AC R = B T 7wl N -l ol N ) (e AR I -3l N D
M5 T @ BT SO AER AR (2 ZFH W7 - 1§58 112 TRy <
DA S22 DE7ee ol il N Gl Vi B A 5

LRYRACAS1HBA T server establish context() PRV -

7 - IR BRI AR th T DU Sun NV LIREL . 15 T51R]
http://www.sun.com/download/products.xml?id=41912db5

ﬁﬂﬂ6—4server_establish_context()EE§Q

/*

* Function: server establish context

* Purpose: establishes a GSS-API context as a specified service with

* an incoming client, and returns the context handle and associated

* client name

* Arguments:

* S (r) an established TCP connection to the client
* service creds (r) server credentials, from gss acquire cred

* context (w) the established GSS-API context

* client _name (w) the client’s ASCII name

* Returns: @ on success, -1 on failure
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* Effects:

* Any valid client request is accepted. If a context is established,

* its handle is returned in context and the client name is returned

* in client name and @ is returned. If unsuccessful, an error

* message is displayed and -1 is returned.

*/

int server establish context(s, server creds, context, client name, ret flags)
int s;
gss _cred id t server creds;
gss ctx id t *context;
gss buffer t client name;

OM uint32 *ret flags;

gss buffer desc send tok, recv tok;

gss name t client;

gss 0ID doid;

OM uint32 maj stat, min stat, acc sec min stat;

gss buffer desc oid name;

*context = GSS_C_NO_CONTEXT;

do {
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5=l 6-4 server establish context() K%Y

if (recv_token(s, &recv_tok) < 0)

return -1;

if (verbose && log) {

fprintf(log, "Received token (size=%d): \n", recv_tok.length);

print_token(&recv_tok);

maj stat =

gss_accept_sec_context(&acc_sec_min_stat,

context,

server creds,

&recv_tok,

GSS_C_NO_CHANNEL BINDINGS,

&client,

&doid,

&send tok,

ret flags,

NULL, /* ignore time rec */

NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min stat, &recv tok);
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if (send_tok.length != 0) {
if (verbose && log) {
fprintf(log,
"Sending accept sec context token (size=%d):\n",
send_tok.length);

print token(&send tok)

if (send token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n");

return -1;

(void) gss release buffer(&min stat, &send tok);

if (maj_stat!=GSS_S COMPLETE && maj_stat!=GSS S _CONTINUE_NEEDED) {
display status("accepting context", maj stat,
acc_sec_min stat);
if (*context == GSS_C_NO_CONTEXT)
gss delete sec context(&min stat, context,
GSS C_NO BUFFER);

return -1;
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fl6-4server_establish context() EEAK (&)
if (verbose && log) {
if (maj_stat == GSS_S_CONTINUE_NEEDED)
fprintf(log, "continue needed...\n");
else
fprintf(log, "\n");

fflush(log);

} while (maj stat == GSS S CONTINUE NEEDED);

/* display the flags */

display ctx flags(*ret flags);

if (verbose && log) {
maj stat = gss oid to str(&min stat, doid, &oid name);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("converting oid->string", maj stat, min stat);

return -1;

fprintf(log, "Accepted connection using mechanism OID %.*s.\n",

(int) oid_name.length, (char *) oid_name.value);

(void) gss release buffer(&min stat, &oid name);
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maj stat = gss display name(&min stat, client, client name, &doid);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("displaying name", maj stat, min_stat);

return -1;

maj stat = gss release name(&min stat, &client);
if (maj stat != GSS S COMPLETE) {
display status("releasing name", maj stat, min stat);

return -1;

return 0;

sign server() FREUH A CLFIRICIS, @idE M server establish context() ¥ I
T

/* Establish a context with the client */
if (server _establish context(s, server creds, &context,
&client name, &ret flags) < 0)

return(-1);

server_establish_context () AL E Je & FHEWIIAIL b SRt fE 4 16 ) &
Wi o BT GSS-API ARG AW LS, HILFEF L0104 B BA TP T X ST 550451
o ARZSaHH recv token() RIS FEL .

do {

if (recv_token(s, &recv_tok) < 0)

return -1;
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BT K. server establish context() &R GSS-API KA
gss_accept sec context():

maj stat = gss accept sec context(&min_stat,
context,
server creds,
&recv_tok,
GSS C NO CHANNEL BINDINGS,
&client,
&doid,
&send_tok,
ret flags,
NULL, /* ignore time rec */

NULL) ; /* ignore del_cred_handle */
»  min_stat ;&I RHLHDR FIH RN -
= context ;BTN BT 3o
» server_creds s EAR MRSV EIE (FS L 135 IRy < RBUEIE” ) -
»  recv_tok i recv_token() M P HLEAY SR -

" GSS C_NO CHANNEL BINDINGS ;& — Mz, FRAMHHAEELE (ESUE o1 0
(%) “TE GSS-API I I @ELSE” ) -

w client 5£% F WL ASCIT 47K -

= oid LR (CRA OID &) -

w  send_tok BE K ILB|EFHL SR -

w  ret_flags B M THE BN SO SRR E LY S MR 4

message-sequence-detection -

» P NULL 28R T AE BT SCRER TR SR R L B RS a 2 & Al

PL7E A & AL AR

H¥i gss accept sec context() FF maj_stat 1%'% 77 GSS S CONTINUE NEEDED. f%5Z1E#f

SRS E A 2B BT 1R - W15 maj_stat 51%IEBE 65S_S_COMPLETE A%, I
KA, FERR R -
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W B FEELER IS, gss accept sec context() # &R Bl —PNFEIR
send_tok KIEWIEH . N — W EBBEOMAEELENSM, WRGEE. WAEZS M

if (send tok.length !'= 0) {

if (send_token(s, &send tok) < 0) {
fprintf(log, "failure sending token\n");

return -1;

(void) gss release buffer(&min_ stat, &send tok);

}

BHFER
% R X2, sign_server() FHENHE FHLE A ERVEE - BT GSS-API A2 LH
TEA R EREL TR FE 7 B A recv_token() PREL -

if (recv_token(s, &xmit buf) < 0)
return(-1);
HTEETREC L N, [HILFE P15 H] GSS-APL K% gss_unwrap () SRETTHE -
maj_stat = gss unwrap(&min_ stat, context, &xmit buf, &msg buf,
&conf_state, (gss_qop t *) NULL);
if (maj_stat != GSS_S_COMPLETE) {
display status("unwrapping message", maj stat, min stat);
return(-1);
} else if (! conf _state) {

fprintf(stderr, "Warning! Message not encrypted.\n");
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(void) gss release buffer(&min stat, &xmit buf);

gss_unwrap () 2FEHL recv_token () ELEEHTE xmit_buf PIIVHE . FEH0ZIHE B RE5 R
JEAE msg_buf H1 - THVER gss_unwrap () I NSEL - conf state IREH THEHZEEE
FIZIE RN T R&E M (BIN%E) - &fF— NULL FnFE 7 o & ALE H TR 1%
EHIQOP.

HERNZ AR [E

FERF. sign server() ERANTREXMH B TE 4G o MY BT L TR BN E 5T
RS (B MIC) JREFRIZ ML IR ENY S A HERY B B Th Z g« h T3k
HUMIC. sign server() Fif#H gss_get mic() HE¥

maj stat = gss get mic(&min stat, context, GSS C QOP_DEFAULT,

&msg_buf, &xmit buf);

gss_get mic() 7€ msg_buf PEZIHE . LK MIC. H K% MIC TEMEE] xmit_buf Hh
IR MRS5S P2 send token() $HiZ MIC Z[HEIZ FAHL. &FAHLEHH
gss_verify mic() SRKEEZ MIC- 1S ULEE 126 DU < BHUFIRSS GSS-APT & L
HH e

WA, sign_server() SHUT —LLIEBRIEIE - sign_server() &ffH
gss_release_buffer() R GSS-API ZZ X msg_ buf*ﬂxnnt buf- K5
signiserver()é%ﬁﬁﬁﬁgssideleteisecicontext FEHEE T

{£H test_import export context() EREL

JE Ik GSS-API A S AT S A RS e {H X LRy sl a] DULE 2 R R 7 B AN Rl R 2
AL F 3o sign server() H&— MR SIEH K%

test import export context(): T Ui BRI S AT A B3

test import export context( Z”?*‘#ifzzﬁﬂfé'%4t1<ﬁz ﬁﬁﬁ%é?fﬂﬂggitﬂﬁﬁﬁgﬂﬁaﬁ
[|], Qkf: }\Ji7<31 Eﬁgktest import export context()zE /\f%$7E@EE§Q’ {5 AT
M THER AT {55/ GSS-API S5 AR ek 8y Hods T DLFS 7R T {58 I (R bR Sk Ak
b N

testiimportiexporticontext()H@ﬁﬁfﬁﬁ%ﬁﬂ@i?tﬁ%ﬁmﬁﬁﬁ%o
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7 - R BRI RS th ] DO Sun T kAL IREL . 5]
http://www.sun.com/download/products.xml?id=41912db5

fil6-5test_import_export_context()

int test import_export context(context)

gss ctx id t *context;

OM_uint32 min_stat, maj_stat;
gss_buffer desc context token, copied token;

struct timeval tml, tm2;

/*
* Attempt to save and then restore the context.
*/
gettimeofday (&tml, (struct timezone *)0);
maj stat = gss export sec context(&min stat, context, &context token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min_stat);

return 1;

gettimeofday (&tm2, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n",
context token.length, timeval subtract(&tm2, &tml));

copied token.length = context token.length;
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copied token.value = malloc(context token.length);
if (copied token.value == 0) {
fprintf(log, "Couldn’'t allocate memory to copy context token.\n");

return 1;

memcpy (copied token.value, context token.value, copied token.length);
maj stat = gss import sec context(&min stat, &copied token, context);
if (maj_stat != GSS_S COMPLETE) {

display status("importing context", maj stat, min stat);

return 1;

free(copied token.value);
gettimeofday(&tml, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n",
timeval subtract(&tml, &tm2));
(void) gss release buffer(&min stat, &context token);

return 0;
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1£ GSSAPI B F=3 5l B R

RE ] main () FKELCH . NIRRT 2 gss_release_cred() SRMHERARSS FEIE - WRE
ZNWLEFEE T OID, NIFEF A gss_release oid() MIER1Z OID HEH -

(void) gss release cred(&min stat, &server creds);
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REEHSASLBIN BIERF

SASL (Simple Authentication and Security Layer. A SIIEMZR)Z) E— L EHEHE
SASL (& & "sassel") 3 T EEERI MR BEERIE AR 55 LA K e BRI PR 2 R 25 (]
) o ABEAEGLIT M

w157 TR <R HESIIEZ 222 (Simple Authentication Security Layer, SASL) /144~

= 169 TIHI “SASL R

» 175U < IRSSER ALY SASL”

18] ELB§1iF & 4 = (Simple Authentication Security Layer,
SASL) 7145

SASL AN R F ML S EER T & F et 7 H TE00E < Bda e B vt & R 25 B dL ] -
T % 4 nT @i SASL 4@ A API #H1T4mb5 o It 773 o0 T XHRE @ AL Mfiiie - SASL
FAE R T H IMAP « SMTP ~ ACAP 1 LDAP UMYAIRN FFEF . PRIk BE P 248
FH# SASL . REC 2222 H1i5iBH 7 SASL -

SASL FEE |

SASL EEFR Y libsasl- libsasl @ —PHEZE. AUFIEMY S ) SASLIE T 7 N HFE 7
&G FRFTA SASLIdifh . ATEEHEZIE N SASLIRHEARSSHIXT % o« kAL T
libsasl AU9MER - SASL #&ifH Al Fl FIIEM 22t « FRbrudEl DL shBh @M (i
L) MBS . MEREFAEERGES . MAZ libsast H1o

libsas1 VA 52 J7 R L FIFESEHE N FH 42 £2 [ (application programming interface,
API) o HRSSHRUEE 2 (service provider interface, SPT) & Nff{FFE LR, FH T4 libsasl
FEHEARSS - libsasU ABEIBIMI LR BN o FHRIME, B L2000 TirE % P LS ARSS
v [A) & R R SOE R -

SASL % Fi P {5 F A D B R ARIREF o B&IE ID (authid) & FHAEF PRI ID - BiE
ID #2725 07 AR » 3248 ID (userid) A TR A 275 A0 FH P (o R 2 e 1 -
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SASL & F ML FH R 7 F11 SASL HR 55 e N FH R Bt i 28 FH I SASL AL RN 22 2451 -

W SASL HRSSEs R R P & B H T2 ENENLHI S R L E A F L. bE SASL
& FILN PR (58 AT e @R FR e ALl B BT R LBk - . H P WLE RS
W7 R ERIEAENLE], WA 2 RIS HLRY B SASL $2 Bt S0 IE B P dE T 2000 - b A He i
FRei 2, HBIEERINTER - RME % P LR Sas ik .

FEFHEI RS SASLEAENLH AT APBR 2 222 - MREEFEZ 2R, NLHFE SASL
2R EHZ)Z -

SASL R ER 4544
TR T 5AH SASL (R RE5H -

O

SASL API SASLAPI |
SASL FE SASL FE
| SASLSPl | | SAsLsPI |

SASL #fH SASL

7-1SASL A A 45y

ZPNLRNAR S5 e R R 7 i SASL API U8 H libsast FUAMIEIA « 1ibsas it
SASL IR 55 155 42 [ (service provider interface, SPT) 5 SASL HLHI#4T1E(F -

L&

2R UIEFE A 1ibsast FEDRR 2RSS - LA FIR% HUBIROMY Lot
. TEEPORETIE

. (RSB TR

o CEMPE EDRE (SIS S R A

o RV BRSO RCRE I R

SASL 2B EEF
SSF (BN 4R T ) $67 SASLARI USRS - WSRZhLEI a2, WIS
AR5 25 A PG SSE = SSF H{E 5L T-HUFT SASL Vhi 2 G EH 2 B - WS bhi e 5
RAEE SSE. MIBIESERUE . 2/ HURIIR 5% S8 85 S F WL 22 & /2 - SSF L
DU B 2 — s 2T -
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= 0 — LRI
w1 R TFEBERE .
w1 —FFRIE . SRR . BFERTIMEEHKE

PREVER SRR 8 Z 2 WUHHITHY - libsast W] AP X LEIE K -

- fEPDRE R, SASL & LSRR B SSFHLE . HE. SKERRATIER SASL
HLTI AT RERE 5 2 PRI BC Y SSF -

SASL R (S

R TR F L 1ibsasl API 5 libsasl #H TS « libsast W]t N A FE MRS B 7
EREAMER - NHEFASERAREGE. mAE8EE tibsas W TR - — B
WF . $GE2 T tibsas U HEZRAOTELF . Bl F5 X SE5d 1 U FH B2 F2 P [eT ) - SASL ffi
HRERT DL E R AN AT . AR HRE 7 A FLE A R B 5 2K H libsast -

[ LN LA AR A A -

» libsasl AT DA A [l SRS BASHIE R R A5 2 -

»  UibsasU{H %% 7 S AR al LU A [0 i 5 e fd P MTC B B R HO PR B  B0IE LA
PLR B B & R T

o HR S5 AT DL [l e o BE s ARG - SR BEAN R 11 B0IE 77 2k DL AR 4 B ik
B

ﬁlm\ o

w B PIHURIAR 5 d T LU FH 1] e e Bl DR B AT 5 -

R AR o] DL A R a2 Jm I AT 218 m - AN, libsastU @ T KEMTH
ANTRITR S B [T A R AR IRAT o WRARTEM A AL . T Uibsast AT TER
HIRIE -

G E R S R E - AR NERE IDAEE T 21E R0 WA 2 iz 2iE i 2 E
[ o BRI MUE 2R, ROX LRI L A 215 240 o DUT SR 2

ISICINE

» AR EER AR R R R A

LI AT S

» FCEAHERIAIE

» EXERIEE

» X libsasl BUHAFFHYH AL 2 RACE

A] LU A 45 F SASL [F11 1D /9 NULL [B 8 R ECRE M SASL [F11E - NULL [5]1E p& £ b5 7
Al E P E RN T R A - FTE W SASL [B11 1D #FLARTER sAsL ¢ FF

SASL ${ DL T4t 27 P LB AR 5% e 5 F A [m 0
SASL_CB_GETOPT FREY SASL T « £ H TE K 1ibsas1(3LIB) AIAH R Ha 1Y
1Th . ATHEFILEIRSS aHH -
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SASL_CB_LOG 1R E libsasl L HAG M HEIC K EE - BATT A2 A
syslogo

SASL_CB_GETPATH RELLLE 5 77 BRRY SASL ffifH R B 123K - Sl B AR Ek
TR

32 i SPARC A R EEH: /usr/lib/sasl

32 x86 IR R 4EM - /usr/lib/sasl

64 1 SPARC K R 454): /usr/1ib/sas1/sparcv9
x64 R ZAREER: fusr/lib/sas1/amd64

SASL_CB_GETCONF IREN SASL AR S5 23Ul B H REIZ -« BREIRE N
/etc/saslo

SASL_CB_LANGUAGE  NZE MRS aetimiH B A& P LB e & LLES 7 BEY
RFC 1766 18 5 U351 (e dilifF) - shEiEN

i-defaulto
SASL_CB_VERIFYFILE  BoiERc & SCA- A SO -

SASL $@ Pk LT (PR P AL A 4 [al i -

SASL_CB_USER KEE PP 4 - AP 5EA00D MHIE .
LOGNAME M543 & Nt A1 E -

SASL_CB_AUTHNAME IRENE LA AR -

SASL_CB_PASS KB T2 L S IERINLE -

SASL_CB_ECHOPROMPT KNGS & O FR s SR - ] LRI Sk B 2% P LR fa
Ao

SASL_CB_NOECHOPROMPT  FKHU4A E BB RAVEE R - AR [0 5K B & P L5
Ao

SASL_CB_GETREALM 18 T EE R AT,

SASL FiEft DL (PR A 55 e {5 FH 4 [l 1
SASL_CB_PROXY_POLICY
R B AL SR P ARIEE P STHE « WERRIEA LB, W22
SER 5 ZAEA R AL AUR R — R - WKL ID AN IS IER R - 1
{56 P A 55 st L FH R P SR A BB A2 RIS
SASL_CB_SERVER_USERDB_CHECKPASS
X T S (A PP B R BRSSO T4
SASL_CB_SERVER_USERDB_SETPASS
TER R TP AT SO %

SASL_CB_CANON_USER
A FH IS PR F7-$i@ (XD P P B A R -
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B AAE SASL R . AR5 el P L AT L EZ A 2R - $T SASL 21
Z BT SCAIE AT AR 2 R o P03 2 Al EIRRE T 1A A0 A 1 10 S RdE R

BREUAC B S 2 LSS - SASL 2HJTAAM T DU B At R o XS mlif w] DL
EREE (MRLE) -

SASLiE#E F T

libsasl f# ] SASL 152 £ T 324 SASL % F LA SASL AR 55 a3 51> SASL 215 IR
B BN ETX—RAGEAT - MRIEMZ 2206 drRSEFEU T EE
EEER, RS - e MhkE B U L PMbnE

e T R [E]

FA 1/ SASL SSF 22 2@ 14

PR S R 7225 8

SASL [EHi R )5 B

N SEOR T SASL B FIP IR o B P LR E R R AN AR SS SRR R TE
A PRI ET S SR B LS AR SS e 2 R SN A TR S LR

HIE . REFEASASLHNARER 161



{87 BLOGHIF &2 2 |2 (Simple Authentication Security Layer, SASL) 9148

162

= RHLIRE BRSSE24R1E
Libsasl Libsasl
s a1k
\$ =
SASL2iF |¢ £ 5| SASL2iF
s < a1k
GIEIETES
EEF E’J
1) 40
SASL HLHIFOEHE N SASL
WiF < : > Wi
HLEI B3R
SASL R akidlalio SASL R
mzmEtg [ M
SASL %i& | ERER J| SASL%iE
Libsasl Libsasl
&R =15

7-2 SASL “E iy JE 1A

CUT & 1 7 Az e e 25 3%

libsasl #4814k
PPV sast client init() SRWIEEIL 1ibsasl A Z FHLEA ; mARSS 288

sasl server init() RWIIAIL 1ibsast LAEAR SS A (i -

1517 sasl client init() B, B2 A SASLF ML~ ZFE P HLAIALEILL K 1% % P LRI FR
HEALHTGOE o [, A sasU server init() B, B A SASL R 5545 - ZARSSariupl
il ~ 1ZAR S5 AR A 1 DA S Z AR 55 43 auxprop $7ifF - A sasl client init()
J& . AILAf# A sasl client add plugin() Fll sasl canonuser add plugin() s HIHEAt

BN - TEARSS a8 A sasl server init() J§, #] DL
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sasl server add plugin() -~ sasl canonuser add plugin() &I
sasl auxprop add plugin() SRASIIEANAIAR S ettt - KIRIARREERT . BAHE Solaris
BAFI LT H 2t 1 SASL L] -

32 fif SPARC A REEH4): /usr/lib/sasl

3217 x86 (A REEM : /usr/lib/sasl

64 {17 SPARC /K R Z5H4): /usr/1ib/sas1/sparcv9
x64 KR EEM): Jusr/1ib/sas1/amd64

Al LL{#i F SASL_CB_GETPATH [l 78 2 k4 i1 & -

M. wTRORERTA LT R EE o SASL % P LN 55 %5 AT A (45 DL R [ -

SASL_CB_GETOPT
SASL_CB_LOG
SASL_CB_GETPATH
SASL_CB_VERIFYFILE

A, SASL AR 2% 8834 AT GE L FE SASL_CB_GETCONE [A]if

SASL Z1E#IE L
AR 553 F1 % P AL SO L i E - B SASL HUTEIE . ARSSas fIZ P ML AT LLo 51
ffiF sasl_server new() fll sasl client new() Bl SASL %42 F 3o SASLEF 1L
FIMRF5#= Al LA sast_setprop () KB HLHI5E HIE T2 2IRGIR R - k775

SASL M %% 75 N R 7 7] LU B 48 & SASL 1% | X/ SSE~ i K SSE fl %2 2@

o

#define SASL SEC NOPLAINTEXT 0x0001
#define SASL SEC_NOACTIVE 0x0002
#define SASL SEC NODICTIONARY 0x0004
#define SASL SEC FORWARD SECRECY 0x0008
#define SASL SEC_NOANONYMOUS 0x0010
#define SASL SEC PASS CREDENTIALS 0x0020
#define SASL SEC MUTUAL AUTH 0x0040
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#define

#define

#define

#define

#define

164

- BHER 2 2 2 & P ARSS A iR R H tibsas U SMNER I LE AR AL 2
ko FEXRAFOUT . ATLABER] sast_setprop () SRIZEIMALILIE ID SN SSE - B4

16 %5 RPN il 55 gl & (A SSL AN Z P LSR8 « AEIXFME ST . SMBEIESR
TRAT DO PR B RR o AR SSE AT LR & EA K/ -

T RS Es . libsasl ] LU HE 22 2 @ MR SMER SSE S & 7T FH Y SASL MLl - 2P L
A] DLdE L M SASL A% 55 a8 2K B AT AR SASL AL -

ﬁﬁ&%L%%%ﬂ%@@&%h@%iTY’%%%@ﬁﬁ%s%kwwijnoﬂ
LE SR A FE A SASL iR T30 Hig. FREREEREU TS

SASL DEFUSERREALM 3 /* default realm passed to server new or set with setprop */

SASL_IPLOCALPORT 8 /* iplocalport string passed to server new */

SASL IPREMOTEPORT 9 /* ipremoteport string passed to server new */

SASL_SERVICE 12 /* service passed to sasl * new */

SASL_SERVERFQDN 13 /* serverFQDN passed to sasl * new */

A LIME M sasl client new() All sasl server new() BT ZSEL. ABHEERI PR ERR
b o

AR S5 s M1 AL AT LAGE A sast_setprop () SRAGE L N EIE, AT EE N 22 2 RIS 1%
EIEERESE

#define SASL SSF EXTERNAL 100 /* external SSF active (sasl ssf t *) */
#define SASL SEC PROPS 101 /* sasl security properties t */
#define SASL AUTH EXTERNAL 102 /* external authentication ID (const char *)

*/

» SASL_SSF_EXTERNAL— T X &M 1. BIEAT N
»  SASL_SEC_PROPS— H T & W Z¢ 45K Mg
= SASL_AUTH_EXTERNAL—4M5HIE ID

55 a5 T L sas1 Uistmech () SRFRIM AL 22 4 SR ] SASL LIRS - —fik
BT B LT LU 5 PSR S 77 2 AR 55 S PR AT AL 5113 -

THEU T SASL 2R LI RE - TERLEFIE SISy TR, A T
ST 1 i e O B A 2
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EF*{H?TH’E HE%%IEEH’E
HEEE S| EEEF
e EE.

AR sasl client new()
PABIEE libsasl £ 32,
AF sasl_setprop ()
LI E libsasl LT E M.

K AF sasl listmech()
ﬂFH?IL%IJ ] LAZRER AT A A9 -
° EERFRVZIENHIE.

/N

M sasl _client new()
LLEI)EE libsas! ET3C.
AF sasl_setprop ()
VUG E libsasl ETXXE 1.

& 7-3 SASL 216 VIR 1L

SASL J&iE

AR SR A 2 2 WLHI R A A FEE I P LRSS 28 238 - SASL % P AL A A
sasl client start() FIEHRHMZEILEIYIFE . HAIFRER L EH RS - libsasU R
AR o] FFLHIRI 2 AL 2 42 SR IR BR B A Tk SASL TR MU BAENLH -« F WL L2
RIS Fe F IR o JEEAIMLHIE sas1 client start() R[E . . B2 2
PLHI TR B EEE B -« X FEEMAENE, libsasUEHEAEERENE. BRAE XK
BN NULL . WERBEHEHECH NULL, M libsas1 $i% [0l SASL_INTERACT It AT (E
BEHRIER - W5IR A SASL_INTERACT . I {st FH i SR k4= B A

sasl_client_start() -

W sasl client start() JZ[H SASL_CONTINUE B SASL_OK. WM& FHLN [ R 2% 2%
KA BT E SR EENLE] o AR F R HARE . R BT B
e Flan. AEARHLEI AT AR A AT A

AR5 as R P LEZ IS DL AT AR REEE - BlfS . AsSas i A

sasl server start() KAIUEILILEIHRIHLHIELDE - sasl server start() LA
MIFIERE o W15 sasl server start() iJZ[F] SASL_CONTINUE 8 SASL_OK. NIARkZS
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B R EIIEEE - W2 sas1 server start() REUTTEAMI(E, MFRSHIT IR,
WA T B2z I B IR S o A H (R B0IE - NZ B E B B (] SASL F N3

T T AR AR -

EP#J'H;TM’E R 55 255 4E

JF sasl client start()

JF sasl client step()

|
FRENIE K RO EHE -

A

V'S

L s

SASL_INTERACT

SASL_CONTINUE

‘ SASL_OK
B SASL
mﬁs%é?ﬁﬁﬁui ® 5| BREX SASL #L#I7n
SASL ##. &Pl SASL Hik -

sasl server start()

SASL_CONTINUE
SASL_OK

R SASL
ETx

UIER AR S5 #R AT sas1_server start() YA ] SASL_CONTINUE. NIkFSaiG4kses
FPHLETIEE, DR L EZNRIEE R o EEEPIRIEE B THLE - R
2L B PR LU sasl_client step() RALFER B AR 5SS 0% E £ AL ARl -
[FRE, ARRS5as o LA F sasl _server step() SRALE SR B 22 PRI BRE A N b AR B B

B 7-4SASLHIIE : &% P LR
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5o WAHUSRSEIIT T 5, ERIENESE R e R 1E o WIAGR[E SASL_OK. 1
Faont & LR 55 B R BE CURR T SE B - SASL AL T BT B B A ik 48 5 — i)
HAEE, RIS — b i] DASERREHIE « 7N S AP sE A . AR SS de A P L ] &
TR A R -

TSR T IRSS &S & P L2 A G S e S E T P TR S B
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EFHIRE PR 55 22 HR4E
| |
BB % 283K BX < | P& iE
SASL £ R. SASL #i3E.
SASL_OK / &fa
v 1R[]
SASL_CONTINUE
AR sasl client step() M+
IREVE KB EE -
A
Hix BE
R SASL_INTERACT
R SASL SASL_CONTINUE
T SASL_OK
e AR 55 28 A& 1% N ME P HLIREL
SASL #i#z. SASL #iE.

& 7-5 SASL UG « AbBH R S5 S5
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sasl server step()

TEH SASL
ETX
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SASL RZ AN SEEE M

ERELZRZE, 1EMH sasl getprop(3SASL) RECREH L 2mE R T (security strength
factor, SSF) F{EZ T KT 0. WIREME L RZE, WIRAEE % F LIRSS 2 L7558
FAAE R SSE o TE% M5 MR 5% a2 1B 2 B R 77 205 Bk i 77 XA IR - @it il m)
HRHLERSS a8 & 1558 2 Hil . 4% sasl_encode () N TdE - 7EEW . (54
sasl_decode () WEMEFHITHAY - WIRKIDE L RE. WITT SASLIES: T3 b

J& . BUA[AbPE e ER B % LTS

B SASL£1E

HEEASEBMASIER, AR SASL 1% T 3o sasl _dispose() BRI
SASL@&J:TKu&ﬁﬁﬁiﬁfﬂ’]hﬁﬂlm% W H sasl done( ZFJIJ: WAL ER SASL
BB T30 o sasl done() AN 7 B RRI SASL ¥ B2 T SO - 162 ULEE 169 TTHITY

“libsasl {HBE”

FEI SASL 2 1ER . BB AR ERIMLHIFT GRS TRl . RETEASHEE HA SASL
SUERE. A RIBEBOZ S . BN Hfthe g o] LE S #HH SASL RE o ZFPHLIFIIR S %
H#BHEH sas1 dispose() FEIL SASL i #2: F 3L -

libsasli& k&

AP BR AT SASL FEMIF A R AT A B - & P LM S35 AT LAV sas1_done () 3£
TR Libsas1() BTIRFFENE AT Y SASLH6{F - sasl done() ANETEIL SASL Zl‘iﬁd:?
3o MRS WERR AR PRI SASL % F LA SASL flZ5 %% - W sas1_done () RF[RIT
TR SASL % FAILAI SASL e 552 B - A BERE I & P LS AR 552 O B -

A FE-FEARN IR sasl _done() - R HAMEFIEA sast done () Bf 5L ETH, @R 5 FT
B rlRE(HFH tibsas1 IIEE X T4k -

SASL 7= {5

AU LN AR T 5 RSS20 A FE 7 2 [l BB SASL 251 « Bl a& LN &
7%
1. BN AR i LWIEAY 1ibsast FE1E DL N 2 /R R0 -

» SASL_CB_GETREALM

= SASL_CB_USER

= SASL_CB_AUTHNAME

= SASL_CB_PASS

SASL_CB_GETPATH
SASL_CB_LIST_END

2. Mg5asi HRE R o] AOTEA AL 1ibsast FFis & AT 22 Jm [l ik -
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170

= SASL_CB_LOG
= SASL_CB_LIST_END

3. FPHLRF I SASL 1R BT 30 IRE R T MRS d8iE K rl FHALHIRI 1 -

8.
9.

S5 as 5l SASL & #2 T30 IEZ RN, RIUE Y SASLALHIRISIRIF H%
P EZS 3 -

F LR LB SR, e —RILE]. A0k 55 ds & A BRI MIL A A B
FITE B £

BEJE . P HLMIAR 55 &R 50 SASL #5dis . BN SIERM 22 R sE A ik
FHESER & P HURIARSS s i E 2 B E R 2 22 « F P VLRI ST
Gt - KI5 SFAHE LRSS S - RSB EEL I EAER A 4
FIAZFA P AT -

S5 as RN - MRS S RARASHITH S -

HFPHUR AR sasl dispose() AR FHLAY SASL iR BT G, &R
W sasl done() ELFEHN libsasl BEi

10. AR 55 %3458 A sasl dispose () AREIE FHLIESE T 3o

LT 2% P LS RS e Z [RIRIX G « AT, 2 580 tibsas W FUEE MM « B
UL b B 2k E MIECE R - SRR AASIIE R FERTm I B2k
TREVFHF . ¢ RRRBETEIIL s FRKE TGS - i D RS2 1 MR
FHRE R B RS -

=L

% doc-sample-client

*** Calling sasl client init() to initialize libsasl for client use ***
*#** Calling sasl client new() to create client SASL connection context ***
*** Calling sasl setprop() to set sasl context security properties ***

Waiting for mechanism list from server...

% doc-sample-server digest-md5

***% Calling sasl server init() to initialize libsasl for server use ***
*** Calling sasl server new() to create server SASL connection context ***
*** Calling sasl setprop() to set sasl context security properties ***

Forcing use of mechanism digest-md5
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Sending list of 1 mechanism(s)

S: ZGInZXNOLW1kNQ==

=L
S: ZGLnZXNOLW1kNQ==
received 10 byte message
got 'digest-md5’
Choosing best mechanism from: digest-md5
*¥** Calling sasl client start() ***
Using mechanism DIGEST-MD5
Sending initial response...
C: RETHRVNULU1ENQ==

Waiting for server reply...

C: RETHRVNULU1ENQ==

got 'DIGEST-MD5’

*¥*% Calling sasl server start() ***

Sending response. ..

S: bm9uY2U9IklicGxhRHIZNE4Z1gyVm51Qz15MTZ0YWxUOVcvanUrcmp5YmRgaHM\
sbT0iam0XxMTQXNDIiLHFvcDOiYXV@aCxhdXRoLWludCxhdXRoLWNvbmYiLGNpcGhlcj@ic\
QwLHJIjNCO1INixyYzQilLG1lheGJ1ZjOyMDQ4LGNoYXIzZXQ9dXRmLTgsYWxnb3IpdGhtPW1k\
XNz

Waiting for client reply...
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E9aLi])

S: bm9uY2U9IklicGxhRHIZNE4Z1gyVm51Qz15MTZ0YWxUOVcvanUrcmp5YmRgaHM\
sbT@iam@XMTQXNDIiLHFvcDOiYXV@aCxhdXRoLWludCxhdXRoLWNvbmYiLGNpcGhlcj0ic\
QwLHJIjNCO1INixyYzQilLG1lheGJ1Zj0OyMDQ4LGNoYXIzZXQ9dXRmLTgsYWxnb3IpdGhtPW1k\
XNz
received 171 byte message
got ’"nonce="IbplaDrY4N4szhgX2VneC9y16NalT9W/ju+rjybdjhs=",\
realm="jm114142",qop="auth,auth-int,auth-conf",cipher="rc4-40,rc4-56,\
rc4" ,maxbuf=2048, charset=utf-8,algorithm=md5-sess’
*** Calling sasl client step() ***
Please enter your authorization name : zzzz
Please enter your authentication name : zzzz
Please enter your password : zz
*** Calling sasl client step() ***
Sending response...
C: dXNlcm5hbWU9Inp6enoilHI1YWxtPSIqbTEXNDEOMiIsbmOuY2U9Ik1licGxhRHIZNE4\
yVm51Qz15MTZ0YWxUOVcvanUrcmp5YmRqaHM9IixjbmOuY2U9InlqZ2hMVmhjRFIMa@Fob\
tDSOp2WVUXMUM4V1NycjIVWm5IR2Vkc1k9IixuYz@wMDAWMDAWMSxxb3A9YXV0@aCljb25m\
Ghlcj0icmMOIixtYXhidWY9MjA@OCxkaWd1lc3QtdXIpPSJyY21kLyIscmVzcG9uc2U90TY\
ODIIMMRMNZY4YTJjYzkxYjJjZDMyYTKOZWM=
Waiting for server reply...

255 s
C: dXNlcm5hbWU9Inp6enoilHITYWxtPSIqbTEXNDE@OMiIsbmOuY2U9IklicGxhRHIZNE4\

yVm51Qz15MTZ0OYWxUOVcvanUrcmp5YmRgaHM9Iixjbm9uY2U9InlqZ2hMVmhjRFIMa0@Fob\
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tDSOp2WVUXMUM4V1NycjIVWmSIR2Vkc1k9IixuYz@wMDAWMDAWMSxxb3A9YXV0aCljb25m\
Ghlcj0icmMOIixtYXhidWY9MjA@OCxkaWd1lc3QtdXIpPSJyY21kLyIscmVzcG9uc2U90TY\
ODI1IMmRmNzY4YTJjYzkxYjJjZDMyYTkOZWM=

got 'username="zzzz",realm="jml14142",\
nonce="IbplaDrY4N4szhgX2VneC9y16NalToW/ju+rjybdjhs=",6\
cnonce="yjghLVhcDRLkAhoirwKCKIvYU11C8WSrr2UZnHGedrY=", \

nc=00000001, gop=auth-conf,cipher="rc4",maxbuf=2048,digest-uri="rcmd/",\
response=966e978252df768a2cc91b2cd32a94ec’

***% Calling sasl server step() ***

Sending response. ..

S: cnNwYXVQaD0OyYjEzMzRjYzU4NTE4MTEWOWM30TdhMjUwY jkwMzk30Q==

Waiting for client reply...

=L
S: cnNwYXVQaD0OyYjEzMzRjYzU4NTE4MTEWOWM30TdhMjUwYjkwMzk30Q==
received 40 byte message
got 'rspauth=2b1334cc585181109c¢797a250b903979"

*##*% Calling sasl client step() ***

Negotiation complete

*** Calling sasl getprop() ***
Username: zzzz

SSF: 128

Waiting for encoded message...
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Waiting for client reply...

C: got ’' *** Calling sasl server step() ***

Negotiation complete

*** Calling sasl _getprop() to get username, realm, ssf ***

Username: zzzz

Realm: 22c¢38

SSF: 128

*** Calling sasl encode() *** sending encrypted message ’srv message 1’

S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VD1loajiwABAAAAAA==
=L

S: AAAAHVArjnAvDFuMBgAAxkqdumzJB6VD1loajiwABAAAAAA==

received 34 byte message

got '’

*** Calling sasl decode() ***

received decoded message ’‘srv message 1’

*** Calling sasl _encode() ***

sending encrypted message ’'client message 1’

C: AAAAIRAKTEMYOn9X4NXkxPc30TFvAZUnLbZANqzn6gABAAAAAA==

*** Calling sasl dispose() to release client SASL connection context ***

*** Calling sasl _done() to release libsasl resources ***
R 55 s

Waiting for encrypted message...

C: AAAAIRAKTEMYONn9X4NXkxPc30TFVAZUnLbZANgzn6gABAAAAAA==
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got '’
*** Calling sasl decode() ***
received decoded message ’‘client message 1’

*** Calling sasl dispose() to release client SASL connection context ***

AR S5 R L& HY SASL

AT e g A 0 SASL R R R AL AT HoAth Al S5 4 1

F-HTSHARE, X T3E Solaris & F HL/AR S as MLEIFELE . Solaris SASL SPT A7 #F# 4
2. ik, JF Solaris 2% F L/ AR S5 e LA F A BEFR AL ST B R FIER B AR 55 - Solaris 7%
PRI/ AR 55 as ML 235 e BRI

SASL {4 1EiA

SASL il 582 5 #2 [0 (service provider interface, SPT) F] SEHHFi {5 1ibsas J& 2 [A] Y
{5 o SASLIF{FEHE (E NIkl o AL e ] DA — el 2 N AN [E AU
SASL i o« T L= i fF 2 libsas1 81T dlopen(3C) EEBH ST I -

AT LRHE AR SR E 21 tibsas W IR FHFEF - {1 sasl_client_add_plugin() If
15 sas1_server_add plugin() BRECE A IXEERRAHICE. BAMR HEF 2% Pl
AR S ER T RE -

Solaris #{F &G SASL ffifF B G UL F &K .

I EE R N T AT BTN RS U R B B2 .so) H1e
A DT AT S AERY L B H o SASL_CB_VERIFYFILE [H1E F FE0AER 14 -
RS TR AT A

SASL 2 P ML R A 20 5 SASL AR 25 s B e R 4 {4 il A< DL A

T 5 B Re i I wIta AL -

IR RS R A S ibsas ) T ERISR AU DTAD .

SASL fdif 43 My PUFh A H) -

B UL
Al 55 A LA
PRAE IR
Auxprop Tt
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176

sasl client init() BRELSFELSASL & FHL3E AFTE W] & P AL -
sasl server init() AL FELSASL IR S5 andE AR SSantdift < FRUEAL I EF] auxprop i
o T sasl done() B EIE AT TG4 -

FE A, 1ibsasl {# A SASL_CB_GETPATH B B A E B A 1S 17 o
SASL_CB_GETPATH iR [HLLE S BRRIE X513, DMEEE P& - W% SASLH
R T SASL_CB_GETPATH [alid. M libsasl F{# R I AIE R R « &,
SASL JH % 77 v LUH A 5 — b I R AR X R A B B 12

32 il SPARC A R 4EH): /usr/1ib/sasl

321 x86 A REEH . /usr/lib/sasl

64 i SPARC A R EEH4): /usr/1ib/sas1/sparcv9
x64 (K REEM): /usr/1ib/sas1/amd64

FEFEATFEH . 1ibsasU BF H BT SR R RRAS o 48 1 FHR [BZRRA UL K iR 1% 4
HEIEER o WSAZRAR G, W libsast BRI AT 2E A Z 41 - MuiiiA S
SASL_UTILS_VERSION /7 4-

PIEALIE PR . 1S Libsas\ 2 B f5 SLE (5 Bt DA S SR T - SR A
sasl utils t&5FRIEH 1ibsasle libsasU{#iFH L FEER TR A O A S s

sasl out params t
sasl client params t
sasl_server_params_t
sasl client plug t
sasl server plug t
sasl canonuser plug t
sasl auxprop plug t

] LUFE SASL Sk SCPFH R BN L LG IR RS o IXEEEERGREAE T — Tl T /v -

SASL il EE LY

Uibsas1 5 i 2 [A {0185 281 DL T S5 52 AT -

" sasl utils_t—sasl utils_t Z5H/E & KESEHREF R DL =F B 3L
IR 15 K AT D P4 5 N SR O (Y SE AR e R 1R 2 RS2 45 1]
Uibsasl FHAY L8R TSR o FifF AT ZE R tibsast. BRAFH T HFEA .
i 1 % 22 SASLIH 7 -

libsasl ¥ M sasl utils t BIEE=Fh k3.

® sasl conn_t *conn
® sasl rand t *rpool
= void *getopt context
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TERBEE N (AN3EAHEPE) T, sasl utils t HAY conn 28 & SERR F 5 &R A X
B o TERIN—BLIE LT conn /& SASL{H %% J7HY SASL 182 . F - rpool ZB & T
FEMLEL A B R Y - getopt context BN 1% 5 getopt() PRELEE B BT

sasl getopt t(3SASL)- sasl log t(3SASL)#ll sasl getcallback t(3SASL)

sasl out params t—libsasl T 8llf# sasl out params t Z5MIFFEZLEMIEEELE R
FIHLEAR 5 a8 Y mech_step() o LLEERITT LUK DL TS B AL A 4T 1ibsasl: JaiEIR
A~ authid~ authzid~ maxbuf~ PHiEHY ssf DL ERGRISRIEISE E

sasl client params t—1libsasl A sasl client params t GEFRE P VLR S L

25 SASL Z P HIHLEN o & P HIALEI mech new() ~ mech step() Fllmech idle() Al
BT & IBMIRESEIRE o canon user client() A SIAFEFRIRMEZEZ LR .

sasl server params t—sasl server params t Zifg7EARSSa i T R
sasl client params t FALUITIRE -

& PLES

F LI T P SASL P I 2 i o B AL A P20 B X R ) Al 55 s 4 1 — [ 4T
o BN RS —Fhel 2 R P i SASL WL - REFf SASL & F LWL &R S i

iE -~ SERMEMGREE (FMFZAER) - SMLHER A ZILHEIR RN E R

B K SSF

RALEIRE

itk hie

FA T {58 FA i {4 (R AT P21 1D

P S sasl client plug init() - libsasl i
sasl_client_plug_init () SEHJUAILZ P LAV - fifHRRIEl sasl client plug t &
o sasl client plug t B A libsast F&HELL N A T REANLHIRIA L A

mech new() — & LB A sasl client start() (i mech new()) FRBDhiE
£z o mech_new() BFHUITHIE THLHIMIPILEIL - tIELE. FaldiEsE LT3

mech step() —mech step() FJJEIT sasl client start() fll sasl client step() it
1T - VH mech_new() J&» mech_step() FixI % P THIIE o QIRIRAERLT -
mech step() BHRIEI SASL_OK . WIRTHFEHE L EHE, NIEHRF SASL_CONTINUE -
WIRHUERI WPRHR [E] SASL 5 R S o a5 HERES . NI seterror() o
WIRFERY . W mech_step () AR BN FH K 22 2 25 E A E Y
sasl_out_params_t £5f4 - canon_user () EER LA —EE 7 o & FALCEIFIER]
BZAID B, WA canon_user() o

mech _dispose() —mech dispose() FEAE LRI N SO A TR R -

mech dispose() H sasl dispose() #HTEA -

mech free() —mech free() ;EfE libsasl KHIBT TR - fFIATE 22 F
RSER 2T mech_free () BT -
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178

AR 55 =Rt

Al 55 a4 £ P T 2 SASL DO RO 55 dbins o R 55 o 37 208 T il XF 2 2 7 ML A — [+
TR o AR S5 antdi P & — el 2 M 55 2 i SASL AL « B fi SASL AR S5 A bl & S 47
Ejgift - SERVERIRENE (JFMERATER) - FRLHIE R HUE % LHIR S RERIE

A

% K SSF

| N e S AT

1 TRE

FA {6 F 4 {49 (B 8 R 42018 1D

AR S5 astdifh o S H sas1 server plug init() - libsaslFFiEH
sasl server plug init() RWIIRILARSS aeuddift: o fifF Rl sasl server plug t %%
F o sasl server plug tFF N libsast FEHH LA T H TIE FIRLHIAY A A5

mech new() — AR e8I A sasl server start() ({#ifH mech new()) REFNE

£ o mech_new() FFHUTHRE THLHIPIRILAIL - WIHLE. mech new() R HCER I

e

mech_step() —mech_step() W J#IY sasl server start() fll sasl server step() Rt

FFAF - T mech new() 5 mech_step() ¥AF IS BESRIITL - WIRIIERR

I, mech step() ¥HR[A] SASL_OK . WMIRFEHELEE. NPEHR A

SASL_CONTINUE - HIREIELME WPRFE SASL #5ER RS o Q2R HEREE 1R PR

W seterror() o WRFIERLT. N mech step() WGRBIE-SHEFE L2 EGEM

[4H sasl_out_params_t &5 - canon_user() FREZ LRI —H 5 o MRSSEIK

BN FAEFIZALID B WA canon user() » Y canon user () EREUEFEL

propctx PIE A o FRUEMINIE 2 | NHITRTE L FTREBIEIETE K - SR EE

JG» NHATRALID &4k .

& [E] SASL_OK ZHil» mech_step() RIELLAIHFFTH K sasl_out_params_t F

Bt o XA RN DRI T AN R

doneflag—TEﬂ—T;‘E%E@f?ﬁ

maxoutbuf — FE/n %2 2 2 M A Kk oK/

mech_ssf— %217t SSF

encode() —FH sasl_encode() ~ sasl_encodev() ll sasl_decode () 1T H

decode() —Hi sasl encode() ~ sasl encodev() fll sasl decode () #1 T

encodeicontext()—EE sasl encode() ~ sasl encodev() #ll sasl decode() AT
() BT

!
!

u decode_context()—EE sasl_encode() ~ sasl _encodev() il sasl decode
H

mech _dispose() —mech dispose() SELEZ KM B SR TR A -

mech_dispose() FH sasl dispose() AT -

mech free() —mech free() sETE libsasl KM HEATHEAR - A ERER

IREERZ T mech free() FEHT -
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= setpass() A LLREMH I - setpass () (EALHIAT LEAHER T4 -

= mech avail() HHsasl listmech() T, HRYZRENLHZE M ol H T4 7EH
F' o mech_avail() AJLLBIEEHTAY 1R3¢, dEmsEext mech new() IR - HEERE
AN, RN {5 I 5 A BT S .

H PiRAEL iR

PRAEAL I 0 7 7 i AR 5% s s ) B0 TE T P52 2 R g i F PR AL B it <2 65
sasl_canonuser_plug_init() T3 AFRELIA (A - PruEfbidifE BA LT 20K

o R RRAEAL ) R S T B et 2 o X
o AT DU IR]— A% o DX (Rl 2 e X .
o Y{UFEE—DNIRIE ID BURALID I SRAEALAR P 0 A R AR VER -

F P AL 47005 Y sas1 canonuser init() K%Y - sasl canonuser init() FRELM
AUR[A sas1_canonuser plug t LLEESZAABEY A LT o FH bRl (L1 070 22 /0 SR
sasl canonuser plug t ERR— 1 canon_user client() i B3 canon_user_server()

J 5 o

BN B (auxprop) fE 4

Auxprop i SASL IR 5% #5 authid Fl authzid FUHBNE RIS FE - Q. [ A
R BE TR B A F SRR O 4 sasl auxprop plug init() A TRk
auxprop iR Bl sas1 auxpropr plug t 4554 -

BRI SR auxprop it LSEEH sas1 auxprop plug t 541 auxprop lookup %
G bRECR PR REERASRER I P %KV B auxprop_lookup () EREL - Filif »
BT BT KA HR BN B R TR AT A 1 -

i* - Sun Microsystems, Inc. 24 §if A~ 3 £F auxprop ffiff -

SASL {4+ %4 57

AT HR A — B T TF & SASL ff (A EL A i -
SASL P RIERIRIR S

18 Y B B TR 15 W] AT B R R 0T [P R A e i m o S R T A
sasl utils t &5HIHAY sasl seterror() [EIA N4 BB LAV ER RS 5 -
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180

SASL i B NFEREL

£ SASL H1 73 FC A7) — IR AU @6 A P 7 28 E 0 B (AT P T R R R B 8 LA
TP AT ASE P mE A IR AEL I i L AT DU S A AU

% B SASL A IR &

FEEHLEI AT DL E % P LRI AR 5 a5 DL FhREHUT SASL £1ERI I -
»  SASL_FEAT WANT_CLIENT_FIRST — & F i i - ta 35 #

= SASL_FEAT WANT_SERVER_LAST— R4 as SR L LR Z P il -

MRRBEAEATIRE . WIHLHIE R E AR BB o EXFEOL T LG F
g LN R 55 a8 75 B AR RO « FEE A EDRIF ORI, A
ATREHIERE PHILE SE A IE R L -

AR 55 iR A2 IR HI G DUESRAE S PREKGR [B] SASL_OK I i £ W] i B *serverout o JKIZE

AR SS e b e & W HRBER LI *serverout 1R NULL - 62 IRSS S8 IR)G
KILERIHREENLHI TR *serverout F8 [0 R THETE -
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¢ o0 F 8 =E

Solaris INZZHEZE /48

Solaris M ZHESEE —FMAZREEH . AT Solaris #1F 7 5t HHI R FHRR P 56 FH Bl h At o 23
M55 - AT SHEZERYAE B #F 5L T RSA Security Inc. [ PKCS#11 fil %5 E2
(Cryptographic Token Interface, Cryptoki) - PKCS#11 5 RSA Laboratories (RSA Security
Inc. IIFFEHLAG ) T 4200 —Ffr=fih - AZ 714 Solaris MAMERRATLL T 8 -

%182 TUHHY < INEHEARME A

184 TUHIRY < INEREZRA AL

185 TIHIY “INETF % & T 1 FHTNE

389 TUHIHY gt & rhiasin 4

186 TUHIRY < #ESRAE P Pede Bt v H B R e

Solaris JIZEANIE

IREUINE AR S5 WO R FHFR Y ~ P BN R BRE iR B8 77, i I AE SR [ 28 75 SR (A
EARSS IR TR P PR FAR AL . SRR - ARSI & R FRV R ERR T ERLE] - L
HIAFUE R, BEREEEAN AT B, B TEAELEIR DES (BdE i E bR
) FEGALN — D RARAHLE] R TZ RN A #) DES W2 55— ML -

SRR AT LTI R B RO ARE o RSN, < Ro ] U E e N R B i S
B = DRI UISCRF— 82 ML - SRR DUCERRE PR, A g i i &

o AURREAFRI S WPRIFIR SRR - LA LB BRI D i o2 —Fhi Rt

WA o R (P 0 P 5% 140 IS FH R P R B 432

BR T SR BLE R E F R LASL . Solaris SEEE SRt — & 0 STIEHEHU R AR o JTidi
+E Solaris I HER)E (Libpkes1l.so) B — P4 - JLIil 2= — P EMME. RS
MEZR 2RI TS 2 R R I & EhBE - SKbr b JTAmE (N F Ry i 5 S
SATA T RN AR S5 E I s - =N RE P i RN AR S50 TR E 1 Sl
BRI, XTI T AR AR o FEREEE OU T AT RETR D AR I
. AR LA R A T IR - ST ARG EEIE A 1 E R REH A%
B Bl R BREREE A -

181



kR ERES R

SiEE S RN SSHIRN R e Z A1 EE - PKCS #11 FRaefi RIS . %
JER R ZAEX R« ARG YN R, P ESIEREE . 2GR
JEATAFAERIAS RIRIEL RBIFER

L R R AR VL B E $HOME/ . sunw/pkcs1l softtoken BUE» A LUBFS RN R AEAE S
$SOFTTOKEN DIR/pkcs1l softtoken HH o & F KX R ARG (personal
identification numbe, PIN) £R4 -« ZLOIE S x4, {2 H P TERIE. BRIE
R UiRp 2 & 2 AR

INEZHESSHEIA

HEEHELESE Solaris OS F)—# 4. B 42t Sun Microsystems, Inc. FI4128 = J7 N R Y
INEERRSS o INEHEZRTEME LT B AR SS -

TH JE D22 RN S A 22

THIEBEFCES (Message authentication code, MAC)

s

FH R 73 [l i 25 WO R AR 7 e #2 #2 11 (Application programming interface, API)
FA SR BRHE 0 22 i 55 1 IR 5542 1L 2 [ (Service provider interface, SPT)

R SR 2 B P B e <

TEGR L T MEREZRRIBER o ZE PR EOR AR RN I ERE S P SR s IR
AR FOR BRI LR ). WA RS R R AR -
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Pk ERES R

R RF

libpkecs11.so

R IR IE

AEEO

E=A AR

pkcs11_kernel.

so pkcs11_softtoken.so

@

I

AR ARIC
=P /dev/crypto /dev/cryptoadm
it S BigE s g
M W IE B BAE
I
AR/
AEIR S BRZ iR T
| #O
|
IPsec AizmiziEn Sun BT AE
IERERERF
Kerberos Hitt Az
GSS #l#l mEERE
E=HEH E=FRH
InEREREF InEREREF
B =m#s

O] fEiEZRmA P ERS

O mEiEzReRaER s
B 8-1 Solaris Il ZEHEZEREIA

HEeE

« Solaris IIZHEZR N 4R
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IEESRRA G

INEZHESR YA

INEREZRHILELAE LT FTIR -

184

libpkcs1l.so — ZHESEIE T RSA Security Inc. ) PKCS#11 DDTZ/\HE& N
(Cryptographic Token Interface, Cryptoki) F&f 15 [RIANFR o 75 B8R AR 7 i 2 2
libpkcs1l.so J&E. 1ZFESZE] RSA PKCS#11 v2.11 FRifE «

AR O — A R 12 PRCS #11 IR SS I HR S5 4R B2 2 11 (service
provider interface, SPI). iX£EM55H Sun Microsystems, Inc. flI 5 =77 FF & & Hefit o &2
PLEER P . o] DLE i e s MR P sl B (8 A i 2 ik 55 S B0 -

pkcsll softtoken.so ——NEHILZXS, HAH 5 H Sun Microsystems, Inc. F
I P ML o pkes11_softtoken(5) & A K SEEM RSA PKCS#11 v2.11 FRfE -
pkcs1l kernel.so — FHSR VG A ARZ N RN & FH AL X 4 o pkes1l kernel(5)
A SR SEE RSA PKCS#11v2.11 FIYE « pkesll kernel.so M fdi A B ARZIAR S5 HR (L&
O i e S5 — A~ PRCS#11 P E210 -

/dev/crypto {AIZ & IRENFE F — ZLH FH NI ENLHIN T AN K2R - §2
HEAE B B RITE T8 e S S MHER D0 s AR 7 -

T ERE /BT ERE — PR, 0 TT DRI &5 R 551 SR i (e B O X AL 1
KT BRI 0 %

RiZgmIEEO — T INE IR SS I SE 28 77942 1 o IPSec (Internet PN 4:)
PIMY AN Kerberos GSS HILHI 2 BLAY B AN H 5% 77 -

i* - H 55 Sun Microsystems, Inc. %511 7 Kk & R A REMEIILEE D - BRELAE
B 1K IR 2 solaris-crypto-api@sun.com o

AR SR AtE O — IEZIN B M S5 AR AL 2 5 FH 9 SPT o ixX LA 5% AT LLTERE £ 50K
fF 5B o SEEH SPT. FRILE AT Solaris A% T A FEERIIGIFE o JXELHIFE AT
PR AN S AR R T M ANER AR 55> 3R IR S T OB ENAHESR o ZMESE IR SRR
e S I LLFIRE o TS B R UF I AR ﬁﬁ*ﬂﬁﬂéﬂﬁﬁﬁ%@i%ﬁ%
THK

Sun HW A SW AN 1244t — i Sun Microsystems, Inc. FEHEI AN AR S - HW
SRR AR SS (et ) - SWBFEERHE I E AR S5 R PR (anxs T
HREEMSEI) o

RIZINFHESRFHPIHERE — — P ISPt ie . ST E B TN RS 510
WA TTEE AR -

MEEREGIEE — —FhZ . F T 500E Solaris MI#AEZEFT 5 AT A FEERY 2B R R
K

elfsign —TRHEE M AR S5 RIS =T 1R HEEHSEREST - elfsign FH T M Sun 15 KIE
o BAVFRREE XS A Solaris MIFHELR R i HISCH (BT elf X5 ) #E1TERR
B o
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MEREEBE TRONE

/dev/cryptoadm AR RN F — —Fh LN EIKZIFEF . B cryptoadm(1M)
FRE BRI ENLH] - $2BEHAE B B 097E Tk 5 SN ﬁ%muﬁ%@ﬂﬁf

cryptoadm — AJ {HL& FH 3 L AN %% Hﬁk%ﬁﬁ)ﬁ'ﬁun %o {#HH cryptoadm $THY AT
SRV SRt R hae, (A% 218 n] DUMRHE 22 2 SRS &5 F RIS A
ML -

MEFRLEFTETHIAR

AT AT $ A E Solaris H1EEHE SR HH PUFSL AR P 0T A2 K

R RPREFETRITFTZEXR

BIFERPSaHD )T T REFEFEILU T LA

LS <secu rity/cryptoki.h>-

FiA W A &5 FOaE e PRCS #11 #2 U T -
FERZ 3] 1ibpkes1l.s0 0

JEARR M FH ¢ Finalize() BREN -

HRELZER, BEUE =

R PR RBEENTZEXK

B P Sde . TFREFEFELUTILA

TSR AL - RS RS =0 RO L2 N R e Fr ik s ) B
AR E ., (HERMEE IR A LFNTES Rt E8E
RTLD_GROUP #l RTLD_NOW f& 2 T E dlopen(3C) T FF -

FEH X 1 1] PKCS #11 Cryptoki SEHf o IH At S0 G 4 WAL TR HURF 5 1
AN BRI TH 52 05 R IFE R -

SREUEAY (EHAELTE) NEGEEERREE fini() BIFE . RN R 83 = EH
P 3E A libpkes11 FNEflIHR (L E m”%ﬁ?%ﬁﬁﬁﬁtﬁ&ﬂ%ﬁ%rC7F1na112e E
Z B SE  ES LA 186 TUHIHY “ﬁﬁ'ﬂfiﬂqﬁ?&ﬁ%ﬁi\%ﬁijmﬁ@%ﬁ[‘/%?*?@

RZH] Sun Microsystems, Inc. FEBLHYIES o 155 ULH 389 TUFRHY BRI EEEIES
{fEFEFH elfsign X Z RIS HITES - 91 Ky “FFfEHEE

{2 Sun YYEX L EX RTIT A . HS UM E-
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BRI PR E T H B BHRE R

R ERETRIFF R EX
STF AR T . TFR BB F LA

u ’FE]% <sys/crypto/common.h> gl <sys/crypto/api.h>o
»  FTE I AR R R LT

R RIREZERFTFZEK

LI RNIZRAR M TR EREAFICLUT LA

4% <sys/crypto/common . h> Fll <sys/crypto/api.h> e

ST - VERHFIER BLIRZS AL TR A B -

SHLFIBIRE. DUENRZINERE R BEA 155

S B2 SR RE AR s 45 1 -

B AT A N RZ AR o

2 H] Sun Microsystems, Inc. fRBEHUIESS o 1HZ UL 389 TUFHRY ~ FHIGfE R 25 BE

o (EAEFH elfsign X ZgERISCPFUETRE S - TS UL 391 TN < Z Rt &

» TN Sun YRR ARSI TR . HZ UM F-

B9 7 B PR R TSR IR R

186

HABINEHEZR AR P RN St fini () BB EIEA PR, EAR S
_fini() BEL. _fini() BECEITRATAE FVEBRIEVERRTETS 2 BT (8] (R0 52 BT A 5
1o RGEMBUIZ AL A tibpkes11 M C Finalize(): AN libpkes1l 23
J&#, AalgE RN R -

FHEHE fini() KL FEAE ] HE AN RV BRSO — 1 find B2 .
fini B RHLSITIN Z I EACREER . 1B S UL (REEERE P MIESER) o DL REESREGIEDR
Tl L find HA)

T4 81 [7] PKCS #11 FEFRHE fini()

#pragma fini(pkcsll fini)

static void pkcsll fini();

/* [... (other library code omitted)] */
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M0 81 [A] PKCS #11 JEFRHE fini() (%)

static void

pkcs1l fini()

{
(void) pthread mutex lock(&pkcsllmutex);
/* If CRYPTOKI is not initialized, do not clean up */
if (!initialized) {
(void) pthread mutex unlock(&pkcsllmutex);
return;
}
(void) finalize routine(NULL PTR);
(void) pthread mutex unlock(&pkcsllmutex);
}
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ARMEREROELEE, S8 5.

Cryptoki FEHf 1A

Solaris JNZEHEZR AR FH P N A FE 5 1ibpkes1l. so fEHE I ATEEALRY cryptoki 3R
3 [n] PKCS #11 PREL - pkcs1l softtoken.so fEERIEH Sun Microsystems, Inc. $2fitf) PKCS
#11 B RSEE, T EREEINENLH] . B 2R A WL « IS a] DL
i 23 = IT iR A

ATIBN TS REFTSCRF R PKCS #11 BRECHTR [HE i [l CRS AR i A\ BIRE SR e

PEMR . AR T — 28 WA KL . F K cryptoki FEHFTH TLRAYTE R
6 S AR Y T Tk http://www.rsasecurity.com/rsalabs/pkcs/pkcs-11-
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PKCS #11 BR 151 5%

FTHEFIH T Solaris MIZENEZLAIY] pkes1l softtoken. so AT 32571 PKCS #11 FIEEHI L
K FER R A

BHA —C Initialize()~ C Finalize()~ C GetInfo() Fll C GetFunctionList()

‘%iﬁ%ﬂ—ciopenSession() ~ C_CloseSession() ~ C GetSessionInfo() ~
C CloseAllSessions() ~ C Login() Fl1 C_Logout()

FEIEFISHEEIE — C GetSlotList() ~ C GetSlotInfo() ~ C GetMechanismList() ~
C_GetMechanismInfo() 1 C SetPIN()

PNZEFIMEE —C_EncryptInit()~ C_Encrypt() -~ C_EncryptUpdate() -

C EncryptFinal() ~ C DecryptInit()~ C Decrypt() ~ C_Decrythpdate()*D

C DecryptFinal()

JEHEIEE —C DigestInit() - C Digest() - C DigestKey() -~ C_DigestUpdate() fll
C DigestFinal()

MACHIZRFIR A —C Sign() -~ C SignInit() - C SignUpdate() ~ C SignFinal() -
C_SignRecoverInit() il C_SignRecover()

Z 2L —C Verify()~ C VerifyInit() C VerifyUpdate() - C VerifyFinal() -
C VerifyRecoverInit() fll C VerifyRecover()
XlEEFﬁE%ﬂﬂ%?@ﬁﬁi——C_DigestEncrythpdate()\ C DecryptDigestUpdate() ~
CisignEncrythpdate()*ﬂCfDecryptVerifyUpdate()

ﬁﬁ*ﬂ%ﬂftﬁﬁ'-C_SeedRandom()*DC_GenerateRandom()

i?é?%%ﬂi-—C7Create0bject()\ C DestroyObject() ~ C CopyObject() ~
C FindObjects() ~ C FindObjectsInit() ~ C FindObjectsFinal() ~
C_GetAttributeValue() I C_SetAttributeValue()

ZSAEE — C GenerateKey() ~ C GenerateKeyPair() fll C DeriveKey()

{EF PKCS #11 BY R %%

AR T LU PKCS #11 1Y BRI 1B -

55191 TIHHRY “PKCS#11 PR : C Initialize()”

56191 TIHRY “PKCS#11 ¥ : C GetInfo()”

5192 TIFHEY “PKCS #11 PREL: C GetSlotList()”
192 TTHRY “PKCS#11 K%{: C GetTokenInfo()”
%193 TUHHAY  “PKCS #11 K%Y : C_OpenSession()”
%194 TUHHRY “PKCS #11 % . C GetMechanismList()”
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- FTA Y PKCS #11 REELER AT DL libpkes11.so FEHIREN. A
C_GetFunctionList () ERERIRHNAT FH R £ 513

PKCS#11 ERE] : C Initialize()
C Initialize() AJFH TWJEA{L. PKCS #11 % - C Initialize() {#ifHLLFiBYE:

C_Initialize(CK _VOID_PTR plnitArgs);

plnitArgs 2% {E NULL_PTR B2 517 CK_C_INITIALIZE ARGS £ f9ifaet o iyt

NULL PTR. %P AT LLKF Solaris B B (ERMIE TG, 762 MERFL 2 Ao s 4k =
ERIRITIA] o TETER, Solaris MIENERAEZ O RH - T cryptoki FERYILSEER AT LA
TR 2 EGRR . R EI# I NuLL PTR o R FHFE R o] ASEF plnitArgs ik
B 1% CKF_LIBRARY_CANT_CREATE_OS_THREADS 2 /J#7& - ¢ Finalize() Fik
R AR 7158 F PKCS #11 FELE 21T -

7 -C_Finalize() AN it E ATV o FBUEH1. N T 0T
C Finalize() RFXHZ1F -

% T CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR - CKR_HOST_MEMORY 7|
CKR_OK PUAb. ¢ Initialize() A2fHA L TR ENE :

= (KR ARGUMENTS BAD
= CKR_CANT LOCK
m (KR CRYPTOKI ALREADY INITIALIZED —ItESTRANEEATAY o

PKCS#11 ER%] : C GetInfo()
C_GetInfo() AR cryptoki FERHIS I MIAAE K o« ¢_cetInfo() fEAILLTiE
-

C_GetInfo(CK_INFO_PTR plnfo);

C_GetInfo() ZIRMEILINE

®  cryptokiVersion = 2, 11
®  manufacturerID = Sun Microsystems, Inc.

%7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR - CKR_HOST_MEMORY 7|
CKR_OK LLSb. ¢ GetInfo() {& AT LAZKEN LA iR [EI{H :

= CKR_ARGUMENTS_BAD
®  CKR_CRYPTOKI_NOT_INITIALIZED
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PKCS #11 &% : C GetSlotList()

C GetSlotList () fHFHMYE M FFGREAUSIFE o GI5ER T pkcs1l softtoken.so LAANHI A
DREATA HA NP2 . W ¢ GetSlotList () [IRMIEL AT - C GetSlotList()
UL

C_GetSlotList(CK_BBOOL tokenPresent, CK_SLOT ID PTR pSlotList,

CK_ULONG_PTR pulCount) ;

Q2R tokenPresent 1 &} TRUE, W 21 ZRBRHIE AR LEAF 1E 2 R R o

U5 pSlotList XX E 5 NULL_PTR: Ml ¢ GetSlotlist () {\GR [FIHMEAIELE - pulCount &
I R e i L e G N VA O =

IR pSlotList 15 0] F T EHRE I M X, W *pulCount K1 &y CK_SLOT_ID JLE
e K TEAE A - BRI *pulCount X E 2N CK_SLOT_ID JEZHY LRl & -

T, PKCS#11 MW HATEF 2 A ¢ GetSlotList() Mk - 5B —¥K M ¢ GetSlotList()
T IRBGH T NAE D B ROFGAE E R . 58 —RIAA C_cetStlotList () A TR -

[# 7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR - CKR_HOST_MEMORY I
CKR_OK PUAP. € GetSlotlist() & A LAFEEN LA T iR [BI{H

®  CKR_ARGUMENTS BAD
" (KR BUFFER_TOO SMALL
m CKR_CRYPTOKI NOT INITIALIZED

PKCS #11 /%Y : C GetTokenInfo()
C_GetTokenInfo() AJF THREUAE KA ESHIMIEE - ¢ GetTokenInfo() LI FIBEYE

C_GetTokenInfo(CK_SLOT_ID slotID, CK TOKEN_INFO_PTR plnfo);

slotID FH T FRIAS FRRIHEHY o slotID W2 H ¢_GetSlotList () IREIHRLID « pInfo 2
e 1A H T EWC HYE BRI E RHEE -

U0 pkes1l_softtoken.so sEFTZZAEMIME—FEEA . Il c_GetTokenInfo() FFiR[EILL T
BEAIME -

= FRiC —Sun Software PKCS#11 X% [ .

»  FRiE —CKF DUAL_CRYPTO OPERATIONS - CKF TOKEN INITIALIZED - CKF RNG -
CKF_USER PIN INITIALIZED Fll CKF LOGIN REQUIRED: jXEEFRERZE 1.

= ulMaxSessionCount — 1% & JJ CK_EFFECTIVELY_ INFINITE -

» ulMaxRwSessionCount — 1% & J CK EFFECTIVELY INFINITE -
»  ulMaxPinLen— X & }J 256 -

= ulMinPinLen—1X&E N 1.
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= ulTotalPublicMemory — 1% & ’}J CK_UNAVAILABLE INFORMATION o
= ulFreePublicMemory — 1% 2 }J CK_UNAVAILABLE_INFORMATION o

= ulTotalPrivateMemory — i% B /J CK_UNAVAILABLE INFORMATION o
= ulFreePrivateMemory — 1% . CK_UNAVAILABLE INFORMATION -

%Y CKR_FUNCTION_FAILED - CKR_GENERAL ERROR - CKR_HOST _MEMORY
CKR_OK PAAP. € GetSlotlist () A A AFEELL N iR Al -

CKR_ARGUMENTS_BAD
CKR_BUFFER TOO SMALL
CKR_CRYPTOKI NOT INITIALIZED
CKR_SLOT ID INVALID

CLT R [l 5 BABE - R FAH K -

CKR DEVICE ERROR
CKR_DEVICE MEMORY
CKR_DEVICE REMOVED

CKR TOKEN NOT PRESENT
CKR_TOKEN NOT RECOGNIZED

PKCS#11 R %Y : C OpenSession()

. FHFESF Al FH ¢_openSession () SKJH B E i vh BT E S RN & 215 -
C_OpenSession () {#H LU 18

C_OpenSession(CK_SLOT_ID slotID, CK FLAGS flags, CK_VOID_PTR pApplication,

CK_NOTIFY Notify, CK_SESSION_HANDLE PTR phSession) ;

slotID F TARIASANE o flags FH THE/R 2102 RIERAZ F LG/ o pApplication 72N TR
€ LR TR BIFEEL o Notify FI 17 AT e 0] i s A b o phSession JRHRIA 2
IR E R -

7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR- CKR_HOST_MEMORY fl
CKR_OK LA4h. ¢ opensession() AT LAZKEL LA N IR EI{E -

CKR_ARGUMENTS_BAD
CKR CRYPTOKI NOT INITIALIZED

CKR SLOT ID INVALID

CKR_TOKEN WRITE PROTECTED — "% 5 R FE BN -

DA R [EHE 5 BB R AH O -

= (KR DEVICE ERROR
= (KR DEVICE_MEMORY
= (KR DEVICE REMOVED
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CKR_SESSION_COUNT
CKR_SESSION PARALLEL NOT SUPPORTED
CKR_SESSION READ WRITE SO EXISTS
CKR_TOKEN_NOT PRESENT
CKR_TOKEN NOT RECOGNIZED

PKCS #11 BR % : C_GetMechanismList()

C_GetMechanismList () A T-3REFEE AT 2 F LI B 511 5% -
C_GetMechanismList () f# LA FiB:

C_GetMechanismList(CK_SLOT_ID slotID, CK_MECHANISM TYPE_PTR pMechanismList,

CK_ULONG_PTR pulCount) ;

slotID FA THRIR S FEHIIERY o pulCount B8 M T BHLHIRCR R LI EAVIEET - W12
pMechanismList 1 E ) NULL_PTR: NI *pulCount £ R EIFLHIFI R &L - AW, L30R
“oulCount B NHIFII K/ pMechanismList 754517 F T R ZZ R IX

WIS E 4 A PKCS #11 A8, M ¢ GetMechanismList () B A LL N F1 H B SZ =5 A AL I

CKM AES CBC

CKM AES CBC PAD

CKM AES ECB

CKM AES KEY GEN

CKM DES CBC
CKM_DES_CBC_PAD

CKM DES_ECB

CKM _DES_KEY GEN
CKM_DES_MAC
CKM_DES_MAC_GENERAL
CKM_DES3_CBC
CKM_DES3_CBC_PAD
CKM_DES3 ECB

CKM _DES3 KEY GEN
CKM_DH_PKCS_DERIVE
CKM _DH_PKCS_KEY PAIR GEN
CKM_DSA

CKM DSA KEY PAIR GEN
CKM DSA SHA 1
CKM_MD5

CKM_MD5_KEY DERIVATION
CKM_MD5 RSA_PKCS

CKM MD5_HMAC

CKM MD5 HMAC GENERAL
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CKM PBE SHA1 RC4 128
CKM_PKCS5_PBKD2

CKM RC4

CKM RC4 KEY GEN

CKM RSA_PKCS

CKM RSA X 509

CKM RSA PKCS KEY PAIR GEN
CKM SHA 1

CKM SHA 1 HMAC GENERAL

CKM SHA 1 HMAC

CKM SHA 1 KEY DERIVATION
CKM SHA 1 RSA PKCS

CKM SSL3 KEY AND MAC DERIVE
CKM SSL3 MASTER_KEY DERIVE
CKM SSL3 MASTER_KEY DERIVE DH
CKM SSL3 MD5 MAC

CKM SSL3_PRE_MASTER KEY GEN
CKM SSL3_SHA1 MAC

CKM TLS KEY AND MAC DERIVE
CKM_TLS _MASTER KEY DERIVE
CKM TLS MASTER KEY DERIVE DH
CKM TLS PRE MASTER KEY GEN

%7 CKR_FUNCTION_FAILED - CKR_GENERAL_ERROR- CKR_HOST MEMORY #l
CKR_OK PA4P: € GetSlotlist() AfHLL iR EIE :

CKR_ARGUMENTS_BAD
CKR_BUFFER TOO SMALL
CKR_CRYPTOKI NOT INITIALIZED
CKR_SLOT ID INVALID

CAT R EHE 5 BA RS R R .

CKR_DEVICE ERROR
CKR_DEVICE MEMORY
CKR_DEVICE REMOVED
CKR_TOKEN NOT PRESENT
CKR_TOKEN NOT RECOGNIZED

¥ R PKCS #11 iR

B 7 BRUERY PKCS #11 ERELLASL . Solaris INZEFHEZRIAHTHE T 7 MR K £ -

s 196 IR “§ A PKCS #11 BR%L : SUNW C GetMechSession()”
w5196 TR “¥ RERY PKCS #11 B%L : SUNW_C_KeyToObject”
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¥ RRAEYPKCS #11 eR %Y : SUNW C GetMechSession()

SUNW_C_GetMechSession() s&— ™MERIKEL. FH T WG Solaris MIZHELE - % KBRS
SHEHEEMIPLHEIE 3215 - SUNW C_GetMechSession() L NG -

SUNW C GetMechSession(CK_MECHANISM TYPE mech, C\

K_SESSION HANDLE PTR hSession)
mech Z XU TH5 € B{FERRINLE] o hSession B8 M 2 1EAL E I$EET -

SUNW C GetMechSession() FENESIAH ¢ Initialize() LAWIHAAL. cryptoki [ o
SUNW_C_GetMechSession () & 2 {HHTEEMIHLHITEH c_cetstotList () Fll
C_GetMechanismInfo(). £ GG R8RSR . WIREE] T HLH]

SUNW_C_GetMechSession() =W ¢ OpenSession() JRFIH 21 -

SUNW_C_GetMechSession () HFZHH —& . Aid. £ I sSuNw_C_GetMechSession()
AN 2 128 B A AT ]

P RBAIPKCS #11 iK% : SUNW_C_KeyToObject

SUNW_C_KeyToObject () A FH T GIEERABHXT G2 o 1l FHRR 7 20 20 i o B AL DA K S g
FAEE - SUNW_C_KeyToObject () AI{ENIFRHAE fEEHLHIRYZEAZE AL i N 52
BT ¢ CreateObject() B - SUNW C KeyToObject () #& =] C_GetSessionInfo()
F ¢ GetMechanismInfo() ILEFEHFEFIHLHI o C SetAttributevalue() F G S HRIEHLHI
R AN BN R E B -

R R 2%z v A 72 Fr o451

196

ARTEE LU -

w197 TR Y E R EORE]
w5202 TUHRY < XRRIN 2 )
w211 TR B LR E]
w 5E 225 TUHPRY Bl AL A BT
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iHE T E TS

ORI PKCS #11 G A A SCAFEIEERE - ZORBIBITLL T 78K -

1.

T E R EHLH] -

I {5 R 2@ CKM_MDS5 $i§ S ALl -

A HeE T8 € i S A R H A

R {5 Sun FIEFIEEEL SUNW C_GetMechSession() - SUNW C GetMechSession()
T cryptoki J&E. 1% TAEHL Solaris N HE Z2 b A {58 FH A 235K PKCS #11 BRi

¥ o SUNW_C_GetMechSession () Flif5 {# FHFT TR FUMLEI R & R idifl - A, e Eshe
1 o X AMEFI R AT RO e ¢ Initialize() W ~ ¢ openSession() V& LA K
A P S FHE E VLI 48 1 B 75 RO AT A CRS

KB cryptoki fF & «

ARER K br LA R QRN BRSO R . 2R EEEENEN T 1A
C_GetInfo() FRELHY YL o B REIH R R ELHIE R 1D - HANE BIEmH TR ERA
FIZEEE -

- PR R T R -

AR S5 H R B S AT @ DL = R A

a. FTHEIASCHE -

b. T c DigestInit () KAV IEEIELE -

c. {#H c pigestUpdate() ZEALFEETE -

d. {#f] c pigestFinal() FKEGEREMIFGE. imss i EIL 72 -
GER G .

FEFFHH ¢_CloseSession() KM, {H C_Finalize() KHIFE -

LU /R o 19 B 5 2R B RS -

7 - MR GRS tha] LU Sun #0155
http://www.sun.com/download/products.xml?id=41912db5

61 9-1 [ PKCS #11 B0 & i 21

#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>

#include <security/cryptoki.h>
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i 9-1 {5 FH PKCS #11 R ER 1 VK 2 Fi 22 (&)

#include <security/pkcsll.h>

#define BUFFERSIZ 8192

#define MAXDIGEST 64

/* Calculate the digest of a user supplied file.
void

main(int argc, char **argv)

CK BYTE digest[MAXDIGEST];
CK_INFO info;

CK _MECHANISM mechanism;
CK_SESSION_HANDLE hSession;
CK_SESSION_INFO Info;

CK_ULONG ulDatalen = BUFFERSIZ;
CK_ULONG ulDigestlLen = MAXDIGEST;
CK_RV rv;

CK SLOT ID SlotID;

int i, bytes read = 0;
char inbuf[BUFFERSIZ];
FILE *fs;

int error = 0;
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swfil o-1 (] PKCS #11 bR £ B B B 22 (&)

/* Specify the CKM MD5 digest mechanism as the target */
mechanism.mechanism = CKM MD5;
mechanism.pParameter = NULL PTR;

mechanism.ulParameterLen = 0;

/* Use SUNW convenience function to initialize the cryptoki
* library, and open a session with a slot that supports
* the mechanism we plan on using. */
rv = SUNW _C GetMechSession(mechanism.mechanism, &hSession);
if (rv != CKR OK) {
fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);

exit(1l);

/* Get cryptoki information, the manufacturer ID */
rv = C _GetInfo(&info);
if (rv != CKR OK) {

fprintf(stderr, "WARNING: C GetInfo: rv = 0x%.8X\n", rv);

fprintf(stdout, "Manufacturer ID = %s\n", info.manufacturerID);

/* Open the input file */
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i 9-1 {5 FH PKCS #11 R ER 1 VK 2 Fi 22 (&)

if ((fs = fopen(argv[l], "r")) == NULL) {
perror("fopen");
fprintf(stderr, "\n\tusage: %s filename>\n", argv[0]);
error = 1;

goto exit session;

/* Initialize the digest session */

if ((rv = C DigestInit(hSession, &mechanism)) != CKR OK) {
fprintf(stderr, "C_DigestInit: rv = 0x%.8X\n", rv);
error = 1;

goto exit digest;

/* Read in the data and create digest of this portion */
while (!feof(fs) && (ulDatalen = fread(inbuf, 1, BUFFERSIZ, fs)) > 0) {
if ((rv = C_DigestUpdate(hSession, (CK BYTE PTR)inbuf,
ulDatalen)) != CKR OK) {
fprintf(stderr, "C DigestUpdate: rv = 0x%.8X\n", rv);
error = 1;

goto exit digest;

bytes read += ulDatalen;
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swfil o-1 (] PKCS #11 bR £ B B B 22 (&)

fprintf(stdout, "%d bytes read and digested!!!\n\n", bytes read);

/* Get complete digest */
ulDigestlLen = sizeof (digest);
if ((rv = C_DigestFinal(hSession, (CK_BYTE_ PTR)digest,
&ulDigestLen)) != CKR OK) {
fprintf(stderr, "C DigestFinal: rv = 0x%.8X\n", rv);
error = 1;

goto exit digest;

/* Print the results */
fprintf(stdout, "The value of the digest is: ");
for (i = 0; i < ulDigestlLen; i++) {

fprintf(stdout, "%.2x", digest[i]);

fprintf(stdout, "\nDone!!!\n");

exit digest:

fclose(fs);

exit session:
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i 9-1 {5 FH PKCS #11 R ER 1 VK 2 Fi 22 (&)

(void) C CloseSession(hSession);

exit program:

(void) C Finalize(NULL PTR);
exit(error);

}

IFFRINEE 451

il 9-2 7 CBC (g EEsz ) X T (A DES Bk i ailid 7 sAXT R o ik

EHITLL T 238 -

1. MR
5E X DES MWl m i - LLERS DT 0B AR wlia b m & T8 . $Iaa L e & a
IR LB TT 20€ H HKin A2 EH -

2. TENEHNR
T HAESS AU BRI -

3. BEHGEH THEE MENLHIR G -
IR Sun FU{E R EEEL SUNW € GetMechSession() - SUNW C GetMechSession() A
T cryptoki J&E. 1% T2 Solaris N HE ZE {1 R {58 FH A 425K PKCS #11 BRi
#1- SUNW C GetMechSession () B J5 {# AR e UALHIR & HAGN . A5, BoEZIS
1 o IXMER RE AT RO ¢ Initialize() T - C OpenSession() ALK
A He S FHE E LI 4 1 i 75 RO ARAT GRS

4. TEFREPHATINEERAE -
b AR 55 Hr Y N2 mT s DU JLAS 238 AT

. JHFH c openSession() R¥TH 21 -

- TR -

AR E IR G AT -

. FERLHIEE A9 R N2 ML % B 9 CKM_DES_CBC_PAD -

e. VAH C EncryptInit() SRWIIA N ERAE -

f. f#iH ¢ EncryptUpdate() B EBALFRETE -

o e

oo
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g. f#H c_EncryptFinal() KREUER/G —&8 0 I EE . Mg &S /s -
5. TEFGRE T IRE HRAE -
AT S5 g2 v] iy DL N N 2 3R T -« SRR ECCE T TR -

a. W C pecryptInit() SRVIIAIVMEEIE -
b. {#HH C pecrypt () ACERFEANFRFE -

6. HEHRZIG .
FEF i ¢ CloseSession() KM 21l {HFH ¢ Finalize() KHIJE .
CUTR 7R B o 1 BN IR RS -

7 - MR GIFIEARS tha] CLOdE S Sun F#EHVLIREL . 1515
http://www.sun.com/download/products.xml?id=41912db5

w4l 9-2 [ i PKCS #11 BREL B BN 2 X 5

#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>

#include <security/pkcsll.h>

#define BUFFERSIZ 8192

/* Declare values for the key materials. DO NOT declare initialization
* vectors statically like this in real life!! */
uchar_t des key[] = { 0x01, 0x23, 0x45, 0x67, 0x89, Oxab, 0xcd, 0xef};

uchar t des cbc iv[] = { 0x12, 0x34, 0x56, 0x78, 0x90, Oxab, 0xcd, 0Oxef};

/* Key template related definitions. */
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static CK BBOOL truevalue = TRUE;

static CK BBOOL falsevalue = FALSE;

static CK OBJECT CLASS class = CKO SECRET KEY;

static CK_KEY_TYPE keyType = CKK_DES;

/* Example encrypts and decrypts a file provided by the user.

void

main(int argc, char **argv)

CK_RV rv;

CK _MECHANISM mechanism;

CK OBJECT HANDLE hKey;

CK_SESSION HANDLE hSession;

CK_ULONG ciphertext len = 64, lastpart len = 64,

ciphertext _space = BUFFERSIZ;

CK_ULONG decrypttext len;

CK_ULONG total encrypted = 0;

CK_ULONG ulDatalen = BUFFERSIZ;

CK_SLOT ID SlotID;

int *pi, i, bytes read = 0;

int error = 0;
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char inbuf[BUFFERSIZ];
FILE *fs;

uchar_t *ciphertext, *pciphertext, *decrypttext;

/* Set the key object */

CK_ATTRIBUTE template[] = {
{CKA CLASS, &class, sizeof (class) },
{CKA KEY TYPE, &keyType, sizeof (keyType) },
{CKA_TOKEN, &falsevalue, sizeof (falsevalue) },
{CKA_ENCRYPT, &truevalue, sizeof (truevalue) },

{CKA VALUE, &des key, sizeof (des key) }

/* Set the encryption mechanism to CKM_DES_CBC_PAD */
mechanism.mechanism = CKM_DES CBC _PAD;
mechanism.pParameter = des cbc iv;

mechanism.ulParameterLen = 8;

/* Use SUNW convenience function to initialize the cryptoki
* library, and open a session with a slot that supports
* the mechanism we plan on using. */

rv = SUNW_C_GetMechSession(mechanism.mechanism, &hSession);
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if (rv != CKR OK) {
fprintf(stderr, "SUNW C GetMechSession: rv = 0x%.8X\n", rv);

exit(1);

/* Open the input file */

if ((fs = fopen(argv[1l], "r")) == NULL) {
perror("fopen");
fprintf(stderr, "\n\tusage: %s filename>\n", argv([0]);
error = 1;

goto exit session;

/* Create an object handle for the key */
rv = C _CreateObject(hSession, template,
sizeof (template) / sizeof (CK_ATTRIBUTE),

&hKey) ;

if (rv != CKR OK) {
fprintf(stderr, "C CreateObject: rv = 0x%.8X\n", rv);
error = 1;

goto exit session;
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/* Initialize the encryption operation in the session */

rv = C EncryptInit(hSession, &mechanism, hKey);

if (rv != CKR OK) {
fprintf(stderr, "C EncryptInit: rv = 0x%.8X\n", rv);
error = 1;

goto exit session;

/* Read in the data and encrypt this portion */
pciphertext = &ciphertext[0];
while (!feof(fs) && (ciphertext space > 0) &&
(ulDatalen = fread(inbuf, 1, ciphertext space, fs)) > 0) {

ciphertext _len = ciphertext_space;

/* C_EncryptUpdate is only being sent one byte at a

* time, so we are not checking for CKR _BUFFER TOO SMALL.
* Also, we are checking to make sure we do not go

* over the alloted buffer size. A more robust program
* could incorporate realloc to enlarge the buffer

* dynamically. */
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rv = C_EncryptUpdate(hSession, (CK BYTE PTR)inbuf, ulDatalen,
pciphertext, &ciphertext len);

if (rv != CKR_OK) {
fprintf(stderr, "C EncryptUpdate: rv = 0x%.8X\n", rv);
error = 1;

goto exit _encrypt;

pciphertext += ciphertext len;
total _encrypted += ciphertext_len;
ciphertext_space -= ciphertext len;

bytes read += ulDatalen;

if (!feof(fs) || (ciphertext space < 0)) {
fprintf(stderr, "Insufficient space for encrypting the file\n");
error = 1;

goto exit encrypt;

/* Get the last portion of the encrypted data */
lastpart len = ciphertext space;
rv = C_EncryptFinal(hSession, pciphertext, &lastpart len);

if (rv != CKR OK) {
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fprintf(stderr, "C_EncryptFinal: rv = 0x%.8X\n", rv);
error = 1;

goto exit encrypt;

total encrypted += lastpart len;

fprintf(stdout, "%d bytes read and encrypted. Size of the "

"ciphertext: %d!\n\n", bytes read, total encrypted);

/* Print the encryption results */
fprintf(stdout, "The value of the encryption is:\n");
for (i = 0; i < ciphertext len; i++) {
if (ciphertext[i] < 16)
fprintf(stdout, "0%x", ciphertext[i]);
else

fprintf(stdout, "%2x", ciphertext[i]);

/* Initialize the decryption operation in the session */

rv = C DecryptInit(hSession, &mechanism, hKey);

/* Decrypt the entire ciphertext string */

decrypttext len = sizeof (decrypttext);
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rv = C_Decrypt(hSession, (CK BYTE PTR)ciphertext, total encrypted,

decrypttext, &decrypttext len);

if (rv != CKR OK) {

fprintf(stderr, "C Decrypt: rv = 0x%.8X\n", rv);

error = 1;

goto exit encrypt;

fprintf(stdout, "\n\n%d bytes decrypted!!!\n\n", decrypttext len);

/* Print the decryption results */

fprintf(stdout, "The value of the decryption is:\n%s", decrypttext);

fprintf(stdout, "\nDone!!!\n");

exit encrypt:

fclose(fs);

exit session:

(void) C CloseSession(hSession);

exit program:
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(void) C Finalize(NULL PTR);

exit(error);
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>

#include <security/pkcsll.h>

#define BUFFERSIZ 8192

/* Define key template */

static CK BBOOL truevalue = TRUE;
static CK BBOOL falsevalue = FALSE;
static CK _ULONG modulusbits = 1024;

static CK BYTE public exponent[] = {3};

boolean t GetMySlot(CK MECHANISM TYPE sv_mech, CK MECHANISM TYPE kpgen mech,

CK_SLOT ID PTR pslot);

/* Example signs and verifies a simple string, using a public/private

* key pair. */
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void

main(int argc, char **argv)

CK_RV rv;

CK_MECHANISM genmech, smech;
CK_SESSION HANDLE hSession;
CK_SESSION INFO sessInfo;
CK_SLOT_ID slotID;

int error, i = 0;

CK_OBJECT _HANDLE privatekey, publickey;

/* Set public key. */

CK_ATTRIBUTE publickey template[] = {
{CKA_VERIFY, &truevalue, sizeof (truevalue)},
{CKA_MODULUS BITS, &modulusbits, sizeof (modulusbits)},
{CKA_PUBLIC EXPONENT, &public_exponent,

sizeof (public_exponent)}

/* Set private key. */
CK_ATTRIBUTE privatekey template[] = {

{CKA SIGN, &truevalue, sizeof (truevalue)},

FoE - RERAFEMENRAEFMREMLE

213



P PR Nz N R A2 w451

w45 9-3 {3 FH] PKCS #11 EREION STAS I T4 & Rl 40 (&)

{CKA_TOKEN, &falsevalue, sizeof (falsevalue)},
{CKA_SENSITIVE, &truevalue, sizeof (truevalue)},

{CKA_EXTRACTABLE, &truevalue, sizeof (truevalue)}

/* Create sample message. */

CK_ATTRIBUTE getattributes[] = {
{CKA MODULUS BITS, NULL PTR, 0},
{CKA_MODULUS, NULL PTR, 0},

{CKA_PUBLIC_EXPONENT, NULL PTR, 0}

CK_ULONG messagelen, slen, template size;

boolean t found slot = B FALSE;

uchar_t *message = (uchar_t *)"Simple message for signing & verifying.";
uchar_t *modulus, *pub_exponent;

char sign[BUFFERSIZ];

slen = BUFFERSIZ;

messagelen = strlen((char *)message);

/* Set up mechanism for generating key pair */
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genmech.mechanism = CKM_RSA PKCS KEY_ PAIR GEN;
genmech.pParameter = NULL_PTR;

genmech.ulParameterLen = 0;

/* Set up the signing mechanism */
smech.mechanism = CKM_RSA PKCS;
smech.pParameter = NULL PTR;

smech.ulParameterLen = 0;

/* Initialize the CRYPTOKI library */

rv = C Initialize(NULL PTR);

if (rv !'= CKR _OK) {

fprintf(stderr, "C Initialize: Error = 0x%.8X\n", rv);

exit(1l);

found slot = GetMySlot(smech.mechanism, genmech.mechanism, &slotID);

if (!found slot) {

fprintf(stderr, "No usable slot was found.\n");

goto exit program;
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fprintf(stdout, "selected slot: %d\n", slotID);

/* Open a session on the slot found */

rv = C_OpenSession(slotID, CKF_SERIAL SESSION, NULL PTR, NULL PTR,

&hSession);

if (rv != CKR OK) {

fprintf(stderr, "C OpenSession: rv = 0x%.8X\n", rv);
error = 1;

goto exit program;

fprintf(stdout, "Generating keypair....\n");

/* Generate Key pair for signing/verifying */
rv = C_GenerateKeyPair(hSession, &genmech, publickey template,

(sizeof (publickey template) / sizeof (CK ATTRIBUTE)),

privatekey template,

(sizeof (privatekey template) / sizeof (CK ATTRIBUTE)),

&publickey, &privatekey);

if (rv != CKR OK) {
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fprintf(stderr, "C_GenerateKeyPair: rv = 0x%.8X\n", rv);
error = 1;

goto exit session;

/* Display the publickey. */

template size = sizeof (getattributes) / sizeof (CK ATTRIBUTE);

rv = C GetAttributeValue(hSession, publickey, getattributes,

template size);

if (rv != CKR OK) {
/* not fatal, we can still sign/verify if this failed */
fprintf(stderr, "C GetAttributeValue: rv = 0x%.8X\n", rv);
error = 1;
} else {
/* Allocate memory to hold the data we want */
for (i = 0; 1 < template size; i++) {
getattributes[i].pValue =
malloc (getattributes[i].ulValueLen *
sizeof (CK VOID PTR));
if (getattributes[i].pValue == NULL) {

int j;
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for (j =0; j < 1i; j++)
free(getattributes[j].pValue);

goto sign cont;

/* Call again to get actual attributes */
rv = C GetAttributeValue(hSession, publickey, getattributes,

template size);

if (rv != CKR OK) {
/* not fatal, we can still sign/verify if failed */
fprintf(stderr,
"C_GetAttributeValue: rv = 0x%.8X\n", rv);
error = 1;
} else {
/* Display public key values */
fprintf(stdout, "Public Key data:\n\tModulus bits: "
"%sd\n",

*((CK_ULONG_PTR) (getattributes[@].pValue)));

fprintf(stdout, "\tModulus: ");

modulus = (uchar_ t *)getattributes[1].pValue;
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for (i = 0; 1 < getattributes[1].ulValuelLen; i++) {

fprintf(stdout, "%.2x", modulus[i]);

fprintf(stdout, "\n\tPublic Exponent: ");
pub_exponent = (uchar_t *)getattributes[2].pValue;
for (i = 0; i< getattributes[2].ulValuelLen; i++) {

fprintf(stdout, "%.2x", pub_exponent[i]);

fprintf(stdout, "\n");

sign_cont:

rv = C_SignInit(hSession, &smech, privatekey);

if (rv !'= CKR OK) {
fprintf(stderr, "C SignInit: rv = 0x%.8X\n", rv);
error = 1;

goto exit session;

rv = C _Sign(hSession, (CK BYTE PTR)message, messagelen,
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(CK_BYTE_PTR)sign, &slen);

if (rv != CKR_OK) {
fprintf(stderr, "C Sign: rv = 0x%.8X\n", rv);
error = 1;

goto exit session;

fprintf(stdout, "Message was successfully signed with private key!\n");

rv = C VerifyInit(hSession, &smech, publickey);

if (rv != CKR OK) {
fprintf(stderr, "C VerifyInit: rv = 0x%.8X\n", rv);
error = 1;

goto exit _session;

rv = C Verify(hSession, (CK BYTE PTR)message, messagelen,

(CK_BYTE_PTR)sign, slen);

if (rv != CKR OK) {

fprintf(stderr, "C Verify: rv = 0x%.8X\n", rv);
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error = 1;

goto exit session;

fprintf(stdout, "Message was successfully verified with public key!\n");

exit session:

(void) C CloseSession(hSession);

exit program:

(void) C Finalize(NULL_PTR);

for (i = 0; 1 < template_size; i++) {
if (getattributes[i].pValue != NULL)

free(getattributes[i].pValue);

exit(error);

/* Find a slot capable of:

* ., signing and verifying with sv_mech
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* . generating a key pair with kpgen_mech
* Returns B TRUE when successful. */
boolean t GetMySlot(CK MECHANISM TYPE sv_mech, CK MECHANISM TYPE kpgen mech,

CK_SLOT _ID_PTR pSlotID)

CK_SLOT ID PTR pSlotList = NULL PTR;
CK SLOT ID SlotID;

CK_ULONG ulSlotCount = 0;
CK_MECHANISM_INFO mech info;

int i;

boolean t returnval = B FALSE;

CK_RV rv;

/* Get slot list for memory alloction */

rv = C_GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", ulSlotCount);

pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {

fprintf(stderr, "System error: unable to allocate "
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"memory\n");

return (returnval);

/* Get the slot list for processing */

rv = C_GetSlotList(@, pSlotList, &ulSlotCount);

if (rv != CKR_OK) {

fprintf(stderr, "GetSlotList failed: unable to get "
"slot count.\n");

goto cleanup;

} else {

fprintf(stderr, "GetSlotList failed: unable to get slot "

"list.\n");

return (returnval);

/* Find a slot capable of specified mechanism */
for (i = 0; i < ulSlotCount; i++) {

SlotID = pSlotList[i];

/* Check if this slot is capable of signing and

* verifying with sv_mech. */
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rv = C_GetMechanismInfo(SlotID, sv_mech, &mech info);

if (rv != CKR OK) {

continue;

if (!(mech info.flags & CKF_SIGN &&
mech_info.flags & CKF_VERIFY)) {

continue;

/* Check if the slot is capable of key pair generation
* with kpgen_mech. */

rv = C_GetMechanismInfo(SlotID, kpgen mech, &mech info);

if (rv != CKR_OK) {

continue;

if (!(mech _info.flags & CKF_GENERATE KEY PAIR)) {

continue;
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/* If we get this far, this slot supports our mechanisms. */
returnval = B TRUE;
*pSlotID = SlotID;

break;

cleanup:
if (pSlotList)

free(pSlotList);

return (returnval);
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#include <stdio.h>

#include <fcntl.h>

#include <errno.h>

#include <sys/types.h>
#include <security/cryptoki.h>

#include <security/pkcsll.h>

#define RANDSIZE 64

boolean t GetRandSlot(CK SLOT ID PTR pslot);
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/* Example generates random bytes. */
void

main(int argc, char **argv)

CK_RV rv;

CK_MECHANISM mech;
CK_SESSION HANDLE hSession;
CK_SESSION INFO sessInfo;
CK_SLOT ID slotID;

CK_BYTE randBytes[RANDSIZE];

boolean t found slot = B FALSE;
int error;

int 1i;

/* Initialize the CRYPTOKI library */

rv = C Initialize(NULL PTR);

if (rv != CKR OK) {

fprintf(stderr, "C Initialize: Error = 0x%.8X\n", rv);

exit(1);

FoE - RERAFEMENRAEFMREMLE 227



P PR Nz N R A2 w451

ot 9-4 1] PKCS #11 BRI EIUAE BRIFE AL AR (&)

found slot = GetRandSlot(&slotID);

if (!found_slot) {

goto exit program;

/* Open a session on the slot found */
rv = C OpenSession(slotID, CKF SERIAL SESSION, NULL PTR, NULL PTR,

&hSession);

if (rv != CKR OK) {
fprintf(stderr, "C OpenSession: rv = 0x%.8x\n", rv);
error = 1;

goto exit program;

/* Generate random bytes */

rv = C _GenerateRandom(hSession, randBytes, RANDSIZE);

if (rv != CKR OK) {
fprintf(stderr, "C GenerateRandom: rv = 0x%.8x\n", rv);
error = 1;

goto exit session;
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fprintf(stdout, "Random value: ");
for (i = 0; i < RANDSIZE; i++) {

fprintf(stdout, "%.2x", randBytes[i]);

exit session:

(void) C CloseSession(hSession);

exit program:
(void) C Finalize(NULL PTR);

exit(error);

boolean_t

GetRandSlot(CK SLOT ID PTR pslot)

CK_SLOT_ID PTR pSlotList;
CK_SLOT_ID SlotID;
CK_TOKEN_INFO tokenInfo;

CK_ULONG ulSlotCount;
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CK_MECHANISM TYPE PTR pMechTypeList = NULL PTR;
CK_ULONG ulMechTypecount;
boolean t result = B_FALSE;

int 1 = 0;

CK RV rv;

/* Get slot list for memory allocation */

rv = C GetSlotList(@, NULL PTR, &ulSlotCount);

if ((rv == CKR OK) && (ulSlotCount > 0)) {
fprintf(stdout, "slotCount = %d\n", (int)ulSlotCount);

pSlotList = malloc(ulSlotCount * sizeof (CK SLOT ID));

if (pSlotList == NULL) {
fprintf(stderr,
"System error: unable to allocate memory\n");

return (result);

/* Get the slot list for processing */
rv = C GetSlotList(@, pSlotList, &ulSlotCount);

if (rv != CKR_OK) {
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fprintf(stderr, "GetSlotList failed: unable to get "
"slot list.\n");
free(pSlotList);

return (result);

} else {
fprintf(stderr, "GetSlotList failed: unable to get slot"
" count.\n");

return (result);

/* Find a slot capable of doing random number generation */
for (i = 0; i < ulSlotCount; i++) {

SlotID = pSlotList[i];

rv = C GetTokenInfo(SlotID, &tokenInfo);

if (rv 1= CKR_OK) {

/* Check the next slot */

continue;

if (tokenInfo.flags & CKF RNG) {
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/* Found a random number generator */
*pslot = SlotID;
fprintf(stdout, "Slot # %d supports random number "
"generation!\n", SlotID);
result = B TRUE;

break;

if (pSlotList)

free(pSlotList);

return (result);
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=il A-1gss-client.c FEBIRE 1 SERAR RS

/*
* Copyright 1994 by OpenVision Technologies, Inc.

*

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,
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* provided that the above copyright notice appears in all copies and
* that both that copyright notice and this permission notice appear in
* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no
* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.

* OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,

* INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
* EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR

* CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
* USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
* OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
* PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && !'defined( CODECENTER )

static char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-client.c,\
v 1.16 1998/10/30 02:52:03 marc Exp $";

#endif
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#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

#include

<stdio.h>

<unistd.h>

<stdlib.h>

<string.h>

<ctype.h>

<sys/types.h>

<sys/socket.h>

<netinet/in.h>

<netdb.h>

<errno.h>

<sys/stat.h>

<fcntl.h>

<gssapi/gssapi.h>

<gssapi/gssapi ext.h>

<gss-misc.h>

void usage()

fprintf(stderr, "Usage: gss-client [-port port] [-d] host service \

msg\n");

exit(1);
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/*

* Function: connect_to_server

* Purpose: Opens a TCP connection to the name host and port.

* Arguments:

* host (r) the target host name

* port (r) the target port, in host byte order

* Returns: the established socket file descriptor, or -1 on failure

* Effects:

* The host name is resolved with gethostbyname(), and the socket is
* opened and connected. If an error occurs, an error message is
* displayed and -1 is returned.
*/
int connect to server(host, port)
char *host;

u short port;
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struct sockaddr in saddr;
struct hostent *hp;

int s;

if ((hp = gethostbyname(host)) == NULL) {
fprintf(stderr, "Unknown host: %s\n", host);

return -1;

saddr.sin family = hp->h_addrtype;
memcpy ((char *)&saddr.sin addr, hp->h addr, sizeof(saddr.sin addr));

saddr.sin port = htons(port);

if ((s = socket(AF INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");

return -1;

if (connect(s, (struct sockaddr *)&saddr, sizeof(saddr)) < 0) {
perror("connecting to server");
(void) close(s);

return -1;

return s;
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/*

* Function: client establish context

* Purpose: establishes a GSS-API context with a specified service and

* returns the context handle

* Arguments:

* S (r) an established TCP connection to the service
* service name (r) the ASCII service name of the service

* context (w) the established GSS-API context

* ret flags (w) the returned flags from init sec context

* Returns: @ on success, -1 on failure

* Effects:

* service name is imported as a GSS-API name and a GSS-API context is
* established with the corresponding service; the service should be
* listening on the TCP connection s. The default GSS-API mechanism

* is used, and mutual authentication and replay detection are
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* requested.

* If successful, the context handle is returned in context. If
* unsuccessful, the GSS-API error messages are displayed on stderr
* and -1 is returned.
*/
int client establish context(s, service name, deleg flag, oid,
gss_context, ret flags)

int s;

char *service name;

gss OID oid;

OM uint32 deleg flag;

gss _ctx id t *gss context;

OM uint32 *ret flags;

gss buffer desc send tok, recv tok, *token ptr;
gss _name_t target name;

OM_uint32 maj_stat, min_stat, init sec _min_stat;

/*
* Import the name into target name. Use send tok to save
* local variable space.

*/
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send tok.value = service name;
send_tok.length = strlen(service name) + 1;
maj_stat = gss_import_name(&min_stat, &send_tok,
(gss OID) GSS C NT HOSTBASED SERVICE, &target name);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("parsing name", maj stat, min stat);

return -1;

/*

* Perform the context-establishement loop.

* 0n each pass through the loop, token ptr points to the token
* to send to the server (or GSS C NO BUFFER on the first pass).
* Every generated token is stored in send tok which is then

* transmitted to the server; every received token is stored in
* recv_tok, which token ptr is then set to, to be processed by

* the next call to gss_init sec_context.

* GSS-API guarantees that send_tok’s length will be non-zero
* if and only if the server is expecting another token from us,
* and that gss init sec context returns GSS S CONTINUE NEEDED if

* and only if the server has another token to send us.
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*/

token_ptr = GSS_C_NO_BUFFER;

*gss context = GSS C NO CONTEXT;

do {
maj stat =
gss_init sec context(&init sec min stat,
GSS_C_NO_CREDENTIAL,
gss_context,
target_name,
oid,

GSS_C_MUTUAL FLAG | GSS C REPLAY FLAG |

deleg flag,
0,
NULL, /* no channel bindings */
token ptr,
NULL, /* ignore mech type */
&send tok,
ret flags,
NULL) ; /* ignore time rec */

if (token ptr != GSS C NO BUFFER)
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Z

(void) gss release buffer(&min stat, &recv tok);

if (send_tok.length != 0) {
printf("Sending init sec context token (size=%d)...",
send_tok.length);
if (send token(s, &send tok) < 0) {
(void) gss release buffer(&min stat, &send tok);

(void) gss release name(&min stat, &target name);

return -1;

(void) gss release buffer(&min stat, &send tok);

if (maj_stat!=GSS S COMPLETE && maj stat!=GSS S _CONTINUE_NEEDED) {
display status("initializing context", maj stat,
init sec min stat);
(void) gss release name(&min stat, &target name);
if (*gss context == GSS C NO CONTEXT)
gss delete sec context(&min stat, gss context,

GSS C_NO BUFFER);

return -1;
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if (maj_stat == GSS_S_CONTINUE_NEEDED) {
printf("continue needed...");
if (recv_token(s, &recv_tok) < 0) {
(void) gss release name(&min stat, &target name);

return -1;

token ptr = &recv_tok;

printf("\n");

} while (maj stat == GSS S CONTINUE NEEDED);

(void) gss release name(&min stat, &target name);

return 0;

void read file(file name, in buf)
char *file name;

gss buffer t in buf;

int fd, bytes in, count;

struct stat stat buf;

if ((fd = open(file name, O RDONLY, 0)) < 0) {
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perror("open");
fprintf(stderr, "Couldn’'t open file %s\n", file name);

exit(1);

if (fstat(fd, &stat buf) < 0) {
perror("fstat");

exit(1);

in_buf->length = stat buf.st size;

if (in_buf->length == 0) {
in buf->value = NULL;

return;

if ((in_buf->value = malloc(in buf->length)) == 0) {
fprintf(stderr, \
"Couldn’t allocate %d byte buffer for reading file\n",
in buf->length);

exit(1l);

/* this code used to check for incomplete reads, but you can’t get
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an incomplete read on any file for which fstat() is meaningful */

count = read(fd, in_buf->value, in buf->length);
if (count < 0) {
perror("read");

exit(1);

if (count < in buf->length)

fprintf(stderr, "Warning, only read in %d bytes, expected %d\n",

count, in buf->length);

/*

* Function: call server

* Purpose: Call the "sign" service.

* Arguments:

* host (r) the host providing the service

* port (r) the port to connect to on host

* service name (r) the GSS-API service name to authenticate to
* msg (r) the message to have "signed"
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* Returns: @ on success, -1 on failure

* Effects:

* call server opens a TCP connection to <host:port> and establishes a
* GSS-API context with service name over the connection. It then
* seals msg in a GSS-API token with gss seal, sends it to the server,
* reads back a GSS-API signature block for msg from the server, and
* verifies it with gss verify. -1 is returned if any step fails,
* otherwise @ is returned. */
int call server(host, port, oid, service name, deleg flag, msg, use file)
char *host;
u_short port;
gss OID oid;
char *service name;
OM uint32 deleg flag;
char *msg;

int use file;

gss ctx id t context;
gss buffer desc in buf, out buf;

int s, state;
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OM_uint32 ret_ flags;

OM uint32 maj stat, min_stat;

gss_name_t src_name, targ_name;
gss _buffer desc sname, tname;

OM uint32 lifetime;

gss OID mechanism, name type;
int is local;

OM uint32 context flags;

int is open;

gss_qop_t qop_state;

gss OID set mech names;
gss_buffer desc oid name;

size t i;

/* Open connection */
if ((s = connect to server(host, port)) < 0)

return -1;

/* Establish context */

if (client establish context(s, service name, deleg flag, oid,
&context, &ret flags) < 0) {
(void) close(s);

return -1;
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/* display the flags */

display ctx flags(ret flags);

/* Get context information */

maj stat = gss inquire context(&min stat, context,
&src_name, &targ name, &lifetime,
&mechanism, &context flags,
&is local,
&is open);

if (maj stat != GSS S COMPLETE) {

display status("inquiring context", maj stat, min stat);

return -1;

maj stat = gss display name(&min stat, src name, &sname,
&name_ type);
if (maj_stat != GSS_S COMPLETE) {
display status("displaying source name", maj stat, min stat);

return -1;

maj stat = gss display name(&min stat, targ name, &tname,
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(gss_OID *) NULL);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("displaying target name", maj stat, min_stat);

return -1;

fprintf(stderr, "\"%.*s\" to \"%.*s\", lifetime %d, flags %x, %s,
%s\n", (int) sname.length, (char *) sname.value,
(int) tname.length, (char *) tname.value, lifetime,
context flags,
(is local) ? "locally initiated" : "remotely initiated",

(is open) ? "open" : "closed");

(void) gss release name(&min stat, &src_name);
(void) gss release name(&min stat, &targ name);
(void) gss release buffer(&min stat, &sname);

(void) gss release buffer(&min stat, &tname);

maj stat = gss oid to str(&min stat,
name type,
&oid name);
if (maj_stat != GSS_S COMPLETE) {
display status("converting oid->string", maj stat, min stat);

return -1;
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fprintf(stderr, "Name type of source name is %.*s.\n",
(int) oid name.length, (char *) oid name.value);

(void) gss release buffer(&min stat, &oid name);

/* Now get the names supported by the mechanism */
maj stat = gss inquire names for mech(&min stat,
mechanism,
&mech _names) ;
if (maj_stat !'= GSS_S_COMPLETE) {
display status("inquiring mech names", maj stat, min stat);

return -1;

maj stat = gss oid to str(&min stat,
mechanism,
&oid name);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("converting oid->string", maj stat, min stat);

return -1;

fprintf(stderr, "Mechanism %.*s supports %d names\n",

(int) oid name.length, (char *) oid name.value,
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mech_names->count) ;

(void) gss release buffer(&min_stat, &oid name);

for (i=0; i<mech names->count; i++) {
maj stat = gss oid to str(&min_stat,
&mech names->elements[i],
&oid name);
if (maj_stat != GSS S _COMPLETE) {
display status("converting oid->string", maj stat, min stat);

return -1;

fprintf(stderr, " %d: %.*s\n", i,

(int) oid name.length, (char *) oid name.value);

(void) gss release buffer(&min stat, &oid name);

(void) gss release oid set(&min stat, &mech names);

if (use file) {

read file(msg, &in buf);
} else {

/* Seal the message */

in_buf.value = msg;
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in buf.length = strlen(msg);

maj stat = gss wrap(&min stat, context, 1, GSS C QOP DEFAULT,
&in_buf, &state, &out buf);
if (maj_stat != GSS_S COMPLETE) {
display status("sealing message", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context,
GSS_C_NO _BUFFER);
return -1;
} else if (! state) {

fprintf(stderr, "Warning! Message not encrypted.\n");

/* Send to server */
if (send_token(s, &out buf) < 0) {
(void) close(s);

(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

(void) gss release buffer(&min stat, &out buf);
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/* Read signature block into out buf */
if (recv_token(s, &out buf) < 0) {
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

/* Verify signature block */
maj stat = gss verify mic(&min stat, context, &in buf,
&out _buf, &qop state);
if (maj_stat !'= GSS_S COMPLETE) {
display status("verifying signature", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

(void) gss release buffer(&min stat, &out buf);

if (use file)

free(in buf.value);

printf("Signature verified.\n");
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/* Delete context */
maj stat = gss delete sec context(&min_stat, &context, &out buf);
if (maj_stat != GSS S COMPLETE) {
display status("deleting context", maj stat, min stat);
(void) close(s);
(void) gss delete sec context(&min stat, &context, GSS C NO BUFFER);

return -1;

(void) gss release buffer(&min_stat, &out buf);
(void) close(s);

return 0;

static void parse oid(char *mechanism, gss OID *oid)

char *mechstr = 0, *cp;
gss buffer desc tok;

OM_uint32 maj_stat, min_stat;

if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);

if (!mechstr) {

262 Solaris FRE L £ 4R - 2006511 A



& Fini AR

4l A-1 gss - client. c FEFITE T B T2 B RS (%)
printf("Couldn’t allocate mechanism scratch!\n");

return;

sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)
if (*cp == ".")
*ep = ;

tok.value = mechstr;
} else

tok.value = mechanism;
tok.length = strlen(tok.value);
maj stat = gss str to oid(&min stat, &tok, oid);
if (maj_stat !'= GSS_S_COMPLETE) {

display status("str to oid", maj stat, min stat);

return;

if (mechstr)

free(mechstr);

int main(argc, argv)
int argc;

char **argv;
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char *service name, *server host, *msg;

char *mechanism = 0;

u_short port 4444 ;

int use file 0;
OM_uint32 deleg flag = 0, min_stat;

gss _OID oid = GSS C NULL OID;

display file = stdout;

/* Parse arguments. */
argc--; argv++;
while (argc) {
if (strcmp(*argv, "-port") == 0) {
argc--; argv++;
if ('argc) usage();
port = atoi(*argv);
} else if (strcmp(*argv, "-mech") == 0) {
argc--; argv++;
if ('argc) usage();
mechanism = *argv;
} else if (strcmp(*argv, "-d") == 0) {

deleg flag = GSS_C _DELEG FLAG;
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} else if (strcmp(*argv, "-f") == 0) {
use file = 1;
} else
break;

argc--; argv++;

if (argc !'= 3)

usage() ;

server _host = *argv++;
service name = *argv++;

msg = *argv++;

if (mechanism)

parse oid(mechanism, &oid);

if (call server(server host, port, oid, service name,

deleg flag, msg, use file) < 0)

exit(1);

if (oid != GSS C NULL OID)

(void) gss release oid(&min stat, &oid);
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return 0;

AR 55 &% i N A A2

LT Rl T AR S5 88 un e /¥ gss server FYYRIAS o

7 - HORBIRIR RS th a] DO Sun RO 3RAT 15 UIH]
http://www.sun.com/download/products.xml?id=41912db5

Rl A-2gss-server. c FEIFR 7 RO SE AR AY

/*

* Copyright 1994 by OpenVision Technologies, Inc.

* Permission to use, copy, modify, distribute, and sell this software

* and its documentation for any purpose is hereby granted without fee,

* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in

* supporting documentation, and that the name of OpenVision not be used
* in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no

* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.

* OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,

* INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
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* EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR

* CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
* USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
* OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
* PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && 'defined(__CODECENTER )

static char *rcsid = \

"$Header: /cvs/krbdev/krb5/src/appl/gss-sample/gss-server.c, \
v 1.21 1998/12/22 \

04:10:08 tytso Exp $";

#endif

#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <unistd.h>
#include <stdlib.h>

#include <ctype.h>
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#include <gssapi/gssapi.h>
#include <gssapi/gssapi_ext.h>

#include <gss-misc.h>

#include <string.h>

void usage()

{
fprintf(stderr, "Usage: gss-server [-port port] [-verbose]\n");
fprintf(stderr, " [-inetd] [-logfile file] [service name]\n");
exit(1);

}

FILE *log;

int verbose = 0;

/*

* Function: server acquire creds

* Purpose: imports a service name and acquires credentials for it

* Arguments:
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* service name (r) the ASCII service name

* server_creds (w) the GSS-API service credentials

* Returns: @ on success, -1 on failure

* Effects:

* The service name is imported with gss import name, and service
* credentials are acquired with gss acquire cred. If either operation
* fails, an error message is displayed and -1 is returned; otherwise,
* @ is returned.
*/
int server acquire creds(service name, server creds)

char *service name;

gss cred id t *server creds;

gss buffer desc name buf;
gss name_t server name;

OM_uint32 maj_stat, min_stat;

name_buf.value = service name;

name_buf.length = strlen(name_buf.value) + 1;
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maj stat = gss import name(&min stat, &name buf,
(gss_0OID) GSS C NT HOSTBASED SERVICE, &server name);
if (maj stat != GSS S COMPLETE) {
display status("importing name", maj stat, min stat);

return -1;

maj stat = gss acquire cred(&min_stat, server name, 0,
GSS_C_NULL_OID SET, GSS_C_ACCEPT,
server creds, NULL, NULL);

if (maj_stat != GSS_S_COMPLETE) {

display status("acquiring credentials", maj stat, min stat);

return -1;

(void) gss release name(&min stat, &server name);

return 0;

/*

* Function: server_establish_context
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* Purpose: establishes a GSS-API context as a specified service with
* an incoming client, and returns the context handle and associated

* client name

* Arguments:

* s (r) an established TCP connection to the client
* service creds (r) server credentials, from gss acquire cred

* context (w) the established GSS-API context

* client name (w) the client’s ASCII name

* Returns: @ on success, -1 on failure

* Effects:

* Any valid client request is accepted. If a context is established,
* its handle is returned in context and the client name is returned
* in client_name and @ is returned. If unsuccessful, an error

* message is displayed and -1 is returned.

*/

int server establish context(s, server creds, context, client name, \

ret flags)
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int s;
gss_cred _id t server creds;
gss_ctx_id t *context;
gss buffer t client name;

OM uint32 *ret flags;

gss buffer desc send tok, recv tok;

gss _name_t client;

gss_OID doid;

OM uint32 maj stat, min stat, acc sec min_stat;

gss buffer desc oid name;

*context = GSS_C_NO_CONTEXT;

do {

if (recv_token(s, &recv tok) < 0)

return -1;

if (verbose & log) {

fprintf(log, "Received token (size=%d): \n", recv tok.length);

print token(&recv tok);
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maj_stat =
gss_accept_sec_context(&acc_sec_min_stat,

context,
server creds,
&recv_tok,
GSS_C_NO CHANNEL BINDINGS,
&client,
&doid,
&send tok,
ret flags,
NULL, /* ignore time rec */

NULL) ; /* ignore del cred handle */

(void) gss release buffer(&min stat, &recv tok);

if (send tok.length != 0) {
if (verbose && log) {
fprintf(log,
"Sending accept sec context token (size=%d):\n",
send tok.length);

print token(&send tok);

if (send token(s, &send tok) < 0) {
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fprintf(log, "failure sending token\n");

return -1;

(void) gss release buffer(&min_stat, &send tok);

if (maj_stat!=GSS S COMPLETE && maj stat!=GSS S CONTINUE_NEEDED) {
display status("accepting context", maj stat,
acc_sec_min stat);
if (*context == GSS C _NO CONTEXT)
gss_delete sec context(&min stat, context,
GSS C NO BUFFER);

return -1;

if (verbose && log) {
if (maj stat == GSS S CONTINUE NEEDED)
fprintf(log, "continue needed...\n");
else
fprintf(log, "\n");

fflush(log);

} while (maj stat == GSS S CONTINUE NEEDED);
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/* display the flags */

display ctx flags(*ret flags);

if (verbose && log) {
maj stat = gss oid to str(&min stat, doid, &oid name);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("converting oid->string", maj stat, min stat);

return -1;

fprintf(log, "Accepted connection using mechanism OID %.*s.\n",
(int) oid name.length, (char *) oid name.value);

(void) gss release buffer(&min stat, &oid name);

maj stat = gss display name(&min stat, client, client name, &doid);
if (maj stat != GSS S COMPLETE) {
display status("displaying name", maj stat, min stat);

return -1;

maj stat = gss release name(&min stat, &client);
if (maj stat != GSS S COMPLETE) {

display status("releasing name", maj stat, min stat);
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return -1;

return 0;

/*

* Function: create socket

* Purpose: Opens a listening TCP socket.

* Arguments:

* port (r) the port number on which to listen

* Returns: the listening socket file descriptor, or -1 on failure

* Effects:

* A listening socket on the specified port is created and returned.

* 0On error, an error message is displayed and -1 is returned.

*/

int create socket(port)

u_short port;
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struct sockaddr in saddr;
int s;

int on = 1;

saddr.sin_family = AF_INET;
saddr.sin port = htons(port);

saddr.sin addr.s addr = INADDR ANY;

if ((s = socket(AF_INET, SOCK STREAM, 0)) < 0) {
perror("creating socket");

return -1;

/* Let the socket be reused right away */

(void) setsockopt(s, SOL SOCKET, SO REUSEADDR, (char *)&on,
sizeof(on));

if (bind(s, (struct sockaddr *) &saddr, sizeof(saddr)) < 0) {
perror("binding socket");
(void) close(s);

return -1;

if (listen(s, 5) < 0) {

perror("listening on socket");
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(void) close(s);

return -1;

return s;

static float timeval subtract(tvl, tv2)

struct timeval *tvl, *tv2;

{
return ((tvl->tv sec - tv2->tv_sec) +
((float) (tvl->tv usec - tv2->tv usec)) / 1000000);
}
/*

* Yes, yes, this isn’t the best place for doing this test.

* DO NOT REMOVE THIS UNTIL A BETTER TEST HAS BEEN WRITTEN, THOUGH.
* -TYT

*/

int test import_export_context(context)

gss_ctx id t *context;

OM_uint32 min_stat, maj_stat;

gss_buffer desc context token, copied token;

278 Solaris FRE L £ 4R - 2006511 A



R 35 23 3m N R 72 7

Tl A-2gss-server. c FEGITEF 1Y 58 A URS (&)

struct timeval tml, tm2;

/*

* Attempt to save and then restore the context.

*/
gettimeofday (&tml, (struct timezone *)0);
maj stat = gss export sec context(&min stat, context, \

&context token);
if (maj stat != GSS S COMPLETE) {
display status("exporting context", maj stat, min stat);

return 1;

gettimeofday (&tm2, (struct timezone *)0);

if (verbose && log)
fprintf(log, "Exported context: %d bytes, %7.4f seconds\n",

context token.length, timeval subtract(&tm2, &tml));

copied_token.length = context token.length;

copied token.value = malloc(context token.length);

if (copied token.value == 0) {

fprintf(log, "Couldn’t allocate memory to copy context \

token.\n");

return 1;
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memcpy (copied token.value, context token.value, \
copied token.length);
maj_stat = gss_import_sec_context(&min_stat, &copied_token, \
context);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("importing context", maj stat, min stat);

return 1;

free(copied token.value);
gettimeofday (&tml, (struct timezone *)0);
if (verbose && log)
fprintf(log, "Importing context: %7.4f seconds\n",
timeval subtract(&tml, &tm2));
(void) gss release buffer(&min stat, &context token);

return 0;

/*

* Function: sign server

* Purpose: Performs the "sign" service.

* Arguments:
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* s (r) a TCP socket on which a connection has been
* accept()ed

* service name (r) the ASCII name of the GSS-API service to

* establish a context as

* Returns: -1 on error

* Effects:

* sign server establishes a context, and performs a single sign request.

* A sign request is a single GSS-API sealed token. The token is
* unsealed and a signature block, produced with gss sign, is returned
* to the sender. The context is then destroyed and the connection

* closed.

* If any error occurs, -1 is returned.
*/
int sign server(s, server creds)

int s;

gss cred id t server creds;
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gss buffer desc client name, xmit buf, msg buf;
gss_ctx id t context;
OM_uint32 maj_stat, min_stat;
int i, conf state, ret flags;

char *cp;

/* Establish a context with the client */
if (server establish context(s, server creds, &context,
&client name, &ret flags) < 0)

return(-1);

printf("Accepted connection: \"%.*s\"\n",
(int) client name.length, (char *) client name.value);

(void) gss release buffer(&min stat, &client name);

for (i=0; i < 3; i++)
if (test import export context(&context))

return -1;

/* Receive the sealed message token */

if (recv_token(s, &xmit buf) < 0)

return(-1);
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if (verbose & log) {
fprintf(log, "Sealed message token:\n");

print_token(&xmit_buf);

maj stat = gss unwrap(&min stat, context, &xmit buf, &msg buf,
&conf state, (gss qop t *) NULL);
if (maj_stat != GSS S _COMPLETE) {
display status("unsealing message", maj stat, min stat);
return(-1);
} else if (! conf state) {

fprintf(stderr, "Warning! Message not encrypted.\n");

(void) gss release buffer(&min stat, &xmit buf);

fprintf(log, "Received message: ");
cp = msg buf.value;
if ((isprint(cp[@]) || isspace(cp[0])) &&
(isprint(cp[1]) || isspace(cp[l]))) {
fprintf(log, "\"%.*s\"\n", msg buf.length, msg buf.value);
} else {

printf("\n");
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print token(&msg buf);

/* Produce a signature block for the message */
maj stat = gss get mic(&min_stat, context, GSS C QOP DEFAULT,
&msg buf, &xmit buf);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("signing message", maj stat, min stat);

return(-1);

(void) gss release buffer(&min stat, &msg buf);

/* Send the signature block to the client */
if (send token(s, &xmit buf) < 0)

return(-1);

(void) gss release buffer(&min stat, &xmit buf);

/* Delete context */
maj stat = gss delete sec context(&min stat, &context, NULL);
if (maj_stat !'= GSS S COMPLETE) {

display status("deleting context", maj_stat, min_stat);
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return(-1);
}
fflush(log);
return(0);
}
int

main(argc, argv)
int argc;

char **argv;

char *service name;

gss cred id t server creds;
OM uint32 min_ stat;

u_short port = 4444;

int s;

int once = 0;

int do_inetd

]
S

log = stdout;

display file = stdout;
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argc--;

argv++;

while (argc) {

if (strcmp(*argv,

}

argc--; argv++;

if ('argc) usage();

port = atoi(*argv);

else if (strcmp(*argv,

verbose = 1;

else if (strcmp(*argv,

once = 1;

else if (strcmp(*argv,

do inetd = 1;

else if (strcmp(*argv,

argc--; argv++;

if ('argc) usage();

"-port") == 0) {

"-verbose") == 0) {

"-once") == 0) {

"-inetd") == 0) {

"-logfile") == 0) {

log = fopen(*argv, "a");

display file = log;

if (!'log) {

perror(*argv);

exit(1l);

else

break;
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argc--; argv++;

if (argc !'=1)

usage();

if ((*argv)[0] == "-")

usage();

service name = *argv;

if (server acquire creds(service name, &server creds) < 0)

return -1;

if (do inetd) {
close(1);

close(2);

sign_server(@, server creds);
close(0);
} else {

int stmp;

if ((stmp = create socket(port)) >= 0) {
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do {
/* Accept a TCP connection */
if ((s = accept(stmp, NULL, 0)) < 0) {
perror("accepting connection");

continue;

/* this return value is not checked, because there’s
not really anything to do if it fails */

sign_server(s, server creds);

close(s);

} while ('once);

close(stmp);

(void) gss release cred(&min stat, &server creds);

/*NOTREACHED*/

(void) close(s);

return 0;
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/*

* Copyright 1994 by OpenVision Technologies, Inc.

* Permission to use, copy, modify, distribute, and sell this software
* and its documentation for any purpose is hereby granted without fee,
* provided that the above copyright notice appears in all copies and

* that both that copyright notice and this permission notice appear in

* supporting documentation, and that the name of OpenVision not be used

*

in advertising or publicity pertaining to distribution of the software
* without specific, written prior permission. OpenVision makes no
* representations about the suitability of this software for any

* purpose. It is provided "as is" without express or implied warranty.
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* OPENVISION DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,

* INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
* EVENT SHALL OPENVISION BE LIABLE FOR ANY SPECIAL, INDIRECT OR

* CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
* USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
* OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
* PERFORMANCE OF THIS SOFTWARE.

*/

#if !defined(lint) && !defined( CODECENTER )
static char *rcsid = "$Header: /cvs/krbdev/krb5/src/appl/gss-sample/\
gss-misc.c, v 1.15 1996/07/22 20:21:20 marc Exp $";

#endif

#include <stdio.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <errno.h>
#include <unistd.h>

#include <string.h>

#include <gssapi/gssapi.h>

290 Solaris FRE L £ 4R - 2006511 A



£ GSS-API REH i £

70 A-3 2% Fill GSS-API FR XD (&)

#include <gssapi/gssapi_ext.h>

#include <gss-misc.h>

#include <stdlib.h>

FILE *display file;

static void display status 1

(char *m, OM uint32 code, int type);

static int write all(int fildes, char *buf, unsigned int nbyte)

int ret;

char *ptr;

for (ptr

buf; nbyte; ptr += ret, nbyte -= ret) {

ret = write(fildes, ptr, nbyte);
if (ret < 0) {
if (errno == EINTR)
continue;
return(ret);
} else if (ret == 0) {

return(ptr-buf);

FiZA « BEF CHIGSS-API IR 291



£ GSS-API RE45] i £

Tl A-3 2% Fll GSS-API FR AL HD (&)

return(ptr-buf);

static int read_all(int fildes, char *buf, unsigned int nbyte)

int ret;

char *ptr;

for (ptr = buf; nbyte; ptr += ret, nbyte -= ret) {

ret read(fildes, ptr, nbyte);
if (ret < 0) {
if (errno == EINTR)
continue;
return(ret);

} else if (ret == 0) {

return(ptr-buf);

return(ptr-buf);
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/*

* Function: send_token

* Purpose: Writes a token to a file descriptor.

* Arguments:

* s (r) an open file descriptor

* tok (r) the token to write

* Returns: @ on success, -1 on failure

* Effects:

* send token writes the token length (as a network long) and then the
* token data to the file descriptor s. It returns @ on success, and
* -1 if an error occurs or if it could not write all the data.
*/
int send token(s, tok)

int s;

gss buffer t tok;
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int len, ret;

len = htonl(tok->length);

ret write all(s, (char *) &len, 4);
if (ret < 0) {

perror("sending token length");

return -1;
} else if (ret !=4) {

if (display file)

fprintf(display file,
"sending token length: %d of %d bytes written\n",

ret, 4);

return -1;

ret = write all(s, tok->value, tok->length);
if (ret < 0) {

perror("sending token data");

return -1;
} else if (ret !'= tok->length) {

if (display file)
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fprintf(display file,
"sending token data: %d of %d bytes written\n",
ret, tok->length);

return -1;

return 0;

/*

* Function: recv_token

* Purpose: Reads a token from a file descriptor.

* Arguments:

* S (r) an open file descriptor

* tok (w) the read token

* Returns: @ on success, -1 on failure

* Effects:
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* recv_token reads the token length (as a network long), allocates
* memory to hold the data, and then reads the token data from the
* file descriptor s. It blocks to read the length and data, if
* necessary. On a successful return, the token should be freed with
* gss release buffer. It returns @ on success, and -1 if an error
* occurs or if it could not read all the data.
*/
int recv token(s, tok)
int s;

gss buffer t tok;

int ret;

ret = read all(s, (char *) &tok->length, 4);
if (ret < 0) {
perror("reading token length");
return -1;
} else if (ret !=4) {
if (display file)
fprintf(display file,
"reading token length: %d of %d bytes read\n",
ret, 4);

return -1;
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tok->length = ntohl(tok->length);
tok->value = (char *) malloc(tok->length);
if (tok->value == NULL) {
if (display file)
fprintf(display file,
"Out of memory allocating token data\n");

return -1;

ret = read all(s, (char *) tok->value, tok->length);
if (ret < 0) {
perror("reading token data");
free(tok->value);
return -1;
} else if (ret != tok->length) {
fprintf(stderr, "sending token data: %d of %d bytes written\n",
ret, tok->length);
free(tok->value);

return -1;
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return 0;

static void display status 1(m, code, type)
char *m;
OM_uint32 code;

int type;

OM_uint32 maj_stat, min_stat;
gss_buffer desc msg;

OM_uint32 msg_ctx;

msg_ctx = 0;
while (1) {
maj stat = gss display status(&min_stat, code,
type, GSS_C NULL OID,
&msg_ctx, &msg);
if (display file)
fprintf(display file, "GSS-API error %s: %s\n", m,
(char *)msg.value);

(void) gss release buffer(&min stat, &msg);

if (!'msg ctx)
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break;

/*

* Function: display status

* Purpose: displays GSS-API messages

* Arguments:

* msg a string to be displayed with the message
* maj_stat the GSS-API major status code

* min_stat the GSS-API minor status code

x

* Effects:

* The GSS-API messages associated with maj stat and min stat are

* displayed on stderr, each preceded by "GSS-API error <msg>: " and
* followed by a newline.

*/

void display status(msg, maj stat, min stat)

char *msg;
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OM uint32 maj stat;

OM uint32 min stat;

{
display status 1(msg, maj stat, GSS C GSS CODE);
display status 1(msg, min stat, GSS C MECH CODE);
}
/*

* Function: display ctx flags

* Purpose: displays the flags returned by context initiation in

* a human-readable form

* Arguments:

* int ret _flags

* Effects:

* Strings corresponding to the context flags are printed on

* stdout, preceded by "context flag: " and followed by a newline

*/
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void display ctx flags(flags)

OM_uint32 flags;

{
if (flags & GSS_C DELEG FLAG)
fprintf(display file, "context flag: GSS C DELEG FLAG\n");
if (flags & GSS_C_MUTUAL_FLAG)
fprintf(display file, "context flag: GSS C MUTUAL FLAG\n");
if (flags & GSS_C _REPLAY FLAG)
fprintf(display file, "context flag: GSS C REPLAY FLAG\n");
if (flags & GSS_C_SEQUENCE_FLAG)
fprintf(display file, "context flag: GSS C SEQUENCE FLAG\n");
if (flags & GSS_C_CONF_FLAG )
fprintf(display file, "context flag: GSS _C_CONF_FLAG \n");
if (flags & GSS_C_INTEG FLAG )
fprintf(display file, "context flag: GSS _C_INTEG FLAG \n");
}

void print token(tok)

gss_buffer_ t tok;

int 1i;

unsigned char *p = tok->value;
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if (!display file)
return;

for (i=0; i < tok->length; i++, p++) {
fprintf(display file, "%02x ", *p);
if ((1i % 16) == 15) {

fprintf(display file, "\n");

fprintf(display file, "\n");

fflush(display file);
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gss_acquire cred()

gss_add cred()

gss_inquire cred()
gss_inquire cred by mech()
gss _release cred()

gss init sec context()

gss accept sec context()
gss_delete sec context()

gss_process _context token()
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gss_context time()
gss_inquire context()
gss wrap size limit()
gss_export_sec_context()
gss_import sec context()

gss get mic()

gss _verify mic()
gss _wrap()

gss_unwrap()

gss_import name()
gss _display name()
gss_compare_name()

gss_release name()

gss_inquire names for mech()

gss _inquire mechs for name()

gss_canonicalize name()
gss_export name()
gss_duplicate name()

gss add oid set member()
gss display status()
gss_indicate_mechs()
gss_release buffer()

gss release oid set()

gss _create empty oid set()

gss test oid set member()
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B HA GSS-API i Zx &7 B o5 £

AR T S/ GSS-API RCAS HR L85 A ERER

BT A3 o1p BYHEY
Sun P9 GSS-APT SCER R (L T R pEEL. XELRELH E T EREIER MG A ER T2 .
B2, HAth GSS-API SZEI AT GE A 7 HF X LLpR B -

m  gss delete oid()
®  gss oid to str()
m gss str to oid()

RUE AT R 4 PR N4 ER B2 5y OID, LR B R R AT RIS FH R4 GSS-API

B
A BRI E L

DL s E BT R BT R o TEFTETE LT > BT R T B 5 B L1 s B 30
R SRR T Rl R 2 5 R TT B MR B o B #5 0 BE T 1 R R
gss_sign() ELEEHE T gss_get mic() -

gss verify() EEHEHL N gss verify mic() -

gss_seal() LT gss wrap() -

gss_unseal () ELHEEHE Y gss unwrap() o

GSS-APIIR7ZSAD
FIREILZ 4% N AR 7 207E oM_uint32 FHE RS0 -
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EAR7ZSEE OM_uint32

B =B ¥4I (Most Significant Bit, MSB) LSB
A AEIR iz sEiR HWRER
fi1 31 24 23 16 15 0

B-1 RSG5

AR GSS-API fIFRIR 1Y) GSS IR AT & 16 1R S AEFAE, WA - QI JE F &S
RFEBNAET(E, W ARFOFRR R 2R . R B-1T5IH TEAER. AR
BIFEEER T BOVAEFE, NIHIZOIRE N GIREEsEiR (FE4 B-2 T ) M.
TEIe s 16 LB RMOE R, # ] DU BRI 1 e 5 B F Bz . & B-3
ST &I S

GSS-API £IR7SHL(E

T)%%ﬁ'JtHT GSS-APLIR[FIFJ I FHEA TR « IXSEERiRFE THRIEESHE (TEABIH N
C

% B-1 GSS-API i FH 4%

i FERE aX
GSS_S_CALL_INACCESSIBLE_READ 1 ANHE VLI T A A S 5L
GSS_S_CALL_INACCESSIBLE_ WRITE 2 NBES AR TR 5%
GSS_S_CALL_BAD_STRUCTURE 3 ZHRE R

FERAYIH T GSS-API FIFEEE R, B GSS-API PR [\ HY — % E5 1%

% B-2 GSS-API IFEES 1R

i FERE EY

GSS_S_BAD_MECH 1 T SRAZZFFIBLA] -
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$BIR FERPHE 34
GSS_S_BAD_NAME 2 TRHETCRATR -
GSS_S_BAD_NAMETYPE 3 TRUERI A PRI T AN S SRR R AL .
GSS_S_BAD_BINDINGS 4 TR IETRIEE I E -
GSS_S_BAD_STATUS 5 FRPETCRCIRAHS -
GSS_S_BAD_MIC~ GSS_S_BAD_SIG 6 L WEATCRUN MIC
GSS_S_NO_CRED 7 EUEARTT ~ AAYI R EANZ 3 F
GSS_S_NO_CONTEXT 8 RS T
GSS_S_DEFECTIVE_TOKEN 9 LT -
GSS_S_DEFECTIVE_CREDENTIAL 10 FEUETCRY -
GSS_S_CREDENTIALS_EXPIRED 11 SRR FEIEC -
GSS_S_CONTEXT_EXPIRED 12 TR XES
GSS_S_FAILURE 13 PR o EEREATLHIRG R E e
GSS-APLIRZSHIMEE 1R - HLAIR RS
(BPUCIRASHY) F26E T A R E 21
MER -
GSS_S_BAD_QOP 14 TeHE SR SR PR A7 T 2 o
GSS_S_UNAUTHORIZED 15 A 27 2 SR B L R
GSS_S_UNAVAILABLE 16 PRERR U AT -
GSS_S_DUPLICATE_ELEMENT 17 R EIE LR AT -
GSS_S_NAME_NOT_MN 18 FEBER AR ML 44 PR (mechanism

name, MN) o

PR 6ss_s_coMPLETE (FfH) $E/rmEk/D APTERIRECHN 75 21 -

FEFRAIH T GSS-API BEEGR B+ 7245 EAE -

%8-3 GSS-API #7245 B AL

ezl fr# ax

GSS_S_CONTINUE_NEEDED 0 (LSB) {¥H gss_init sec context() B
gss_accept_sec_context() iR [Al o AR
WA IR A B S8 B HE R AT -

GSS_S_DUPLICATE_TOKEN 1 %A R R AR .
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% B-3 GSS-API #MFf5 A D (&)

83 gy ay

GSS_S_OLD_TOKEN 2 & R A RO EL i HA -
GSS_S_UNSEQ_TOKEN 3 BRSNS
GSS_S_GAP_TOKEN 4 RUEITHARY 1 R B R

BRIRTHEWELZEE, 15505 81 TR “GSS-APLIRERS”

BRIRTESRY

K%L gss display status() Ff GSS-APDIR SRS HEH N SUA M K « RAK . wTLLE
M5 Tﬁﬁfﬂyhﬁﬂﬁ?ﬁzzﬁﬁuﬁp gss_display status() —I(UER—PIRE
g, Wﬁﬁ%ib@’ﬁlTU\ RN Z MRS EAE - I, N%4F gss_ dlsplay status() {EH
TEERR—E TV o« WK gss display status() FEIEZIRAE U'JJI%I’%(H“)J\T/%
AR RS -

=51 8-1 ] gss_display status() ‘RS
OM uint32 message context;

OM_uint32 status_code;

OM_uint32 maj_ status;

OM uint32 min_status;

gss_buffer desc status string;

message_context

1]
S

do {

maj status = gss display status(
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=51 8-1 i gss_display status() Wik (&)
&min_ status,
status_code,
GSS_C_GSS_CODE,
GSS_C_NO_01ID,
&message context,

&status_string);

fprintf(stderr, "%.*s\n", \
(int)status string.length, \

(char *)status string.value);
gss_release buffer(&min status, &status string,);

} while (message context != 0);

REBE

7% GSS_CALLING_ERROR() -~ GSS_ROUTINE_ERROR() Fll GSS_SUPPLEMENTARY INFO() fi/H GSS
RS o XL AT LIRS FEE LM AT A R - #lan. mT LR

GSS_ROUTINE ERROR() M. A TSRS, LIMMBR VAR #ERFI b 25 E 7B o EE(UREE
BIFEER T B o W LURFIX BL 2 PR BB 5 FE N 2R GSS_S_xoex 11 5 ELEE I TELEL -
MRS FE A B R e IR %, % 6ss_ERROR() IR [EIAEFE, B NIRHR FIZF
{H - HHGSS-API & L HIFTE Z— W LLEE 2 NS5
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GSS-API ##EZEBIFNE
AT R EFNLEAYYT GSS-APT AR L AVFIE o« FELE PR (W gss_cred id t Y
gss_name_t) M EABIAR o XEEEIERTTCENLE - A TNAGULT G -

w310 TUHAY “FEAR GSS-APT AR > — 45 oM uint32~ gss buffer desc-
gss OID desc-~ gssiolDisetidescistruct*Hgssichannelibindingsistruct§yy§§§ﬂﬁ
[R5E S -

» H 311 GUFHRY <GRREA — 45 ONHEE A PR GSS-APT IR B & Fh & kg = -

w312 IR CaEESER AR — 25 AT F{E gss_channel bindings t &5f4
(] initiator_addrtype ¥l acceptor_addrtype FE&HI & FiHE -

E K GSS-API £iE Al

AT A4 GSS-API {# F RO BRI AL .

OM uint32
OM_uint32 &5 FHETCRM 32 (U TCRF 5L -

gss buffer desc
8 gss buffer t #5511 gss buffer desc FUE L FKALL TR

typedef struct gss buffer desc struct {
size t length;
void *value;

} gss_buffer desc, *gss buffer t;

gss OID desc
155 gss 01D F8ETHY gss 0ID desc [19E R LA P& -

typedef struct gss OID desc struct {
OM uint32 length;
void*elements;

} gss_OID desc, *gss OID;
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gss OID set desc
@Qﬁ?gssiolDisetTE%TE@gssiolDisetidescE@ﬁ?ﬁiﬁzﬂqulwrﬁgft:

typedef struct gss OID set desc struct {
size t count;
gss_OID elements;

} gss_OID set desc, *gss OID set;

gss_channel bindings struct
gss_channel bindings struct t$7*ﬂgss channel bindings t feErrE kT

typedef struct gss channel bindings struct {
OM uint32 initiator_addrtype;
gss buffer desc initiator address;
OM uint32 acceptor addrtype;
gss_buffer desc acceptor address;
gss_buffer desc application data;

} *gss channel bindings t;

BAFREH!

LR RAFE TR R ARAIRE . B REHHMAIRERWELEE, 153 ILE 72 T
“GSS-API FHA TR FIEE 79 TR “GSS-APIOID” - GSS-API 3ZHF TR A
gsstIDé%ﬁF?éEQo

GSS_C_NO_NAME
%i&dﬁf@%‘%% GSS_C_NO_NAME {ENZ A, LAFE/RTE A PR Ry - oR S AT

GSS_C_NO_OID
ICAE X N2 A B TASE SRR RARIRAE o« AR 7i%{E, WIZEE T
TR B T 51 R R R A PRI

GSS_C_NT_ANONYMOUS

FRIRE & PR 7T o AT LLERECILE . DASHLEITE R 7T e e S5 HE 4
FK

FiFB « GSS-API &% 31



GSS-API £ B F{E

312

GSS_C_NT_EXPORT_NAME
{#1/H gss_export_name() KT HII K -

GSS_C_NT_HOSTBASED_SERVICE
HTHRRE EV RIS - LRSS EULT 7AW A TE (RESAE
W% ) SR - service@hostname -

GSS_C_NT_MACHINE_UID_NAME
TR 5 A R ARG R X R P ARIRTE « ZERIREREE T 0S -
gss_import_name () AR UID i@ WA 4. 2514 UID ShE R P AT
o

GSS_C_NT_STRING_STRING_UID_NAME
AR M RFFHER, T BRRRAM RGP P TR P FRIRRF - 1%
{HAARREEE T 0S . It AFRER ST UID #2021, REFPER X EE&FR
FF ID 77T -

GSS_C_NT_USER_NAME
ARG e G o ZEERRE T 0S- ZEXMLL T : username

GREE R N hl i

TREH T gss_channel_bindings_struct Z5f5() initiator_addrtype Hl acceptor_addrtype
TERHY AT RE(E  RLEF B AR AR AT LR AR, 140 ARPAnet IMP Hithik5¢
AppleTalk Hudik o JEESPEIFER 91 TIFFHY “7E GSS-API H i @ E LS E " FPitit -

B4 JHIE YT ALY

FEE & (i) itk R
GSS_C_AF_UNSPEC 0 RAEE - 1Y
GSS_C_AF_LOCAL 1 ARHE AL
GSS_C_AF_INET 2 Internet #2454, {547 1P
GSS_C_AF_IMPLINK 3 ARPAnet IMP
GSS_C_AF_PUP 4 pup . B4l BSP
GSS_C_AF_CHAOS 5 MIT CHAOS t/}%X
GSS_C_AF_NS 6 XEROX NS
GSS_C_AF_NBS 7 nbs
GSS_C_AF_ECMA 8 ECMA
GSS_C_AF_DATAKIT 9 Datakit P}
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% B-4 JHE S E HiLhE A (&)

FH 18 (i) Hhk B
GSS_C_AF_CCITT 10 CCITT
GSS_C_AF_SNA 11 IBM SNA
GSS_C_AF_DECnet 12 DECnet
GSS_C_AF_DLI 13 [ERZHCiiE s N
GSS_C_AF_LAT 14 LAT
GSS_C_AF_HYLINK 15 NSC R
GSS_C_AF_APPLETALK 16 AppleTalk
GSS_C_AF_BSC 17 BISYNC
GSS_C_AF_DSS 18 AR ARG MRS
GSS_C_AF_OSI 19 OSI TP4
GSS_C_AF_X25 21 X.25
GSS_C_AF_NULLADDR 255 G TE (AT b1k

GSS-API 45 E T SLIAY TN BE

TE AP HYSEER 2 1] GSS-APL R LL YT W Al BER AT A « K2R HLT . SEELZ Ay 22
FMFEF AN . EFTETEILT . TR BT DUAMRIRE Tae kil (|
15 Sun SKHL ) HIFEATHRVEAR AR R AL FT RS -

$45E T Sun BY i E]

Sun SEEL A H & LY GSS-API K £Y

A TLANERIRIRIEE

GSS-API SKHRAE S # FRf R fY AT 41 S i Gk e AR AT AN o AT RIS AR, AR AS
ROAZECEE R A LT (BPar o) fEXAYA R o« AR, X BN F R e R %
gss_compare_name () RRAIRE AT ERF& A4 BRAE 15 5 (AT ELAH 2 FRILAL -

Sun #Y gss_display name () SEERFZLL T IT B RBHIR - WR input_name ST
F1&, Nl gss_display name() FFiZ[El user principal@realm {2 output_name_buffer
IR[E] gss_0oID {E1FE output_name_type - U1 Kerberos v5 @& fliMLl . Ml gss 01D Hy
1.2.840.11354.1.2.2-
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WS gss display name() W EII L FRAE gss_import name() {#H 6Ss ¢ No 01D ZFKE
UG M gss_display name() FF(E t output_name_type 2 7'3;:5[':[:')\!2@ GSS_C_NO_0ID-

E 2 ZFRe0ER

gss display name() FRECEH H 15T 68 "<anonymous>": LAFE/RE S GSS-API k. 5
IR BR AN PR AT OID 24 6SS_ C NT ANONYMOUS o Sun SEERSZ #3514 ot A5 24 T 51 (2 44
PRAR AR FES (<>) frd

LI ik E B R 2 Y
LR E (F oA 5B, LRSI A B B

: gss_cred t~ gss ctx_id t Flgss name to

MR _E T SC AN TF i £

IR N SCESZ ARG M Sun SEEA 2 B SRR 7 A ety N3 Bk, R FHFEF
NZ B gss_delete sec_context () MR T~ SCRAGIR -

Sun SEHLFE T AFEE B A SR RE R (WSS EER) - (HiE. YA HTRERE
JLENE. N FRRFIAN LU RN IR EL (4 gss_release name()) o

{%*F LL_Q;BIZE'L: I

S E 0 S REBE VLI AR L o Diffie-Hellman L7 5 Kerberos v5 #1H &R = 4571815 46
Eo

TR RAZIROEE S E B A R TR . RE Kerberos v MLHITRHEELARST {H
THTE S E BRI R X T Diffie-Hellman HLHIA AT A -

F TS HAHTEE S
Sun S MFHEAAAR £ S0 WS AT

S FFHYEIESE

Sun Y GSS- API S SCHREIT gss_acquire cred() RN GSS_C_INITIATE - GSS_C_ACCEPT
F1Gss_c BOTH 1k
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EIEEEA

Sun ") GSS-API SCERSZ FF R IEEIH - ALk, F27 BT ATEREEL (4 gss acquire cred()
Fllgss_add_cred() ) F{# 5 FEAE A d R HAAE DG S 5L -

il v
Sun Y GSS-API SEHI S H¢ | F SCEIHA - (R, FEe GnT DAIFERREL (4
gss_init sec context() Fll gss inquire context()) {5 N SCAE & A G

[B]15¢ K /PR %0 QOP {E

Sun i GSS-API SCER ( SATAMEEREMLEIFE ) AXF gss wrap () ZLFRAOVE S 580N K A
/o RNFAFRFF AT LA gss wrap size limit() BiE@RAHEE K/ .

W gss wrap size limit() K. Sun [ GSS-API SEER ] LGN TEAL QOP fH -

{FH minor_status %

TE Sun HY GSS-API KA, B\ GR E] minor_status Z 8RR E THLHIFIEE - HoAthsE
B AT BE R FE R E TS ENAIR ML E il [ ) YOIR SRS — 2 -

Kerberos v5 X 755

FFA™ GSS-API BRELES 2R B PR AR SHES . EARZSAANKIRZSAY . IR A9 5 GSS-API
AT RE R . Flan. RN AR ERER e BT XRIEEHEEE . W GSS-APL ¥
IR [E] 6ss_S CONTEXT_EXPIRED HYEAREHS - 28 305 TTHIHY  “GSS-APLARERS Y Hii[H T
FRES -

YRS 2 LA E /Y GSS-API SEEN 2 Fpy Be it 22 2 HLHLR B/ o &1 GSS-APT PRELHT
K H minor_status 8, minor_stat ZEHENE — 12 & - TLICRECE D RIRE. NARE
FEER AT DR B L S8 DL T RESEREHL TR B FIRE -

TRV T minor_status ZEH I Kerberos v5 IR FIFPRASTHE o % GSS-APLIR LY
BEZER. BSILE 81 TR “GSS-APLIREE” -

Kerberos v5 FA7SA5 1 BYIR [BIE B
I T Kerberos vs HUR SIS 1 FR AU SHE A -
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% B-5 Kerberos v5 IR 515 1

AR & &y
KRB5KDC_ERR_NONE -1765328384L JoktiR
KRB5KDC_ERR_NAME_EXP -1765328383L BRI & P LI E S
HA
KRB5KDC_ERR_SERVICE_EXP -1765328382L B IR S as e
EE|
KRB5KDC_ERR_BAD_PVNO -1765328381L TSR RR A AN 37 S ¢
KRB5KDC_ERR_C_OLD_MAST_KVNO -1765328380L F LR P 3 2%
ANz
KRB5KDC_ERR_S_OLD_MAST_KVNO -1765328379L iS5 AR IH Y £ %
ANz
KRB5KDC_ERR_C_PRINCIPAL_UNKNOWN -1765328378L TE Kerberos ¥ kA~
BE L
KRB5KDC_ERR_S_PRINCIPAL_UNKNOWN -1765328377L TE Kerberos ¥ FE ik
2l e
KRB5KDC_ERR_PRINCIPAL_NOT_UNIQUE -1765328376L E{REA Kerberos £ 5%
SR E A1
KRB5KDC_ERR_NULL_KEY -1765328375L FPHER S S E A%
G|
KRB5KDC_ERR_CANNOT_POSTDATE -1765328374L SR A A A BR IE 5
KRB5KDC_ERR_NEVER_VALID -1765328373L T8 KA R AR i JE O £
HE DN
KRB5KDC_ERR_POLICY -1765328372L KDC Mg 4% 5k
KRB5KDC_ERR_BADOPTION -1765328371L KDC JoE S s K A7 1
KRB5KDC_ERR_ETYPE_NOSUPP -1765328370L KDC A ZE s
KRB5KDC_ERR_SUMTYPE_NOSUPP -1765328369L KDC AN SRS Y
KRB5KDC_ERR_PADATA_TYPE_NOSUPP -1765328368L KDC A3 #F padata 4
KRB5KDC_ERR_TRTYPE_NOSUPP -1765328367L KDC A SR E 5y 21
KRB5KDC_ERR_CLIENT_REVOKED -1765328366L R P LR IE
KRB5KDC_ERR_SERVICE_REVOKED -1765328365L LU Al 35w 1 S IE
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Kerberos v5 R 7585 2 BYIR [A] 5

l [83%

TRV T Kerberos vs HURZSHE 2 R VIR STHE A -

% B-6 Kerberos v5 IR 515 2

TR 1 &
KRB5KDC_ERR_TGT_REVOKED -1765328364L ELEE TGT
KRB5KDC_ERR_CLIENT_NOTYET -1765328363L FRHLETCR . EMEE
i
KRB5KDC_ERR_SERVICE_NOTYET -1765328362L M55 ea M ToR . A E
i
KRB5KDC_ERR_KEY_EXP -1765328361L 1 2
KRB5KDC_ERR_PREAUTH_FAILED -1765328360L TR RS IL
KRB5KDC_ERR_PREAUTH_REQUIRED -1765328359L T Z A TRE
KRB5KDC_ERR_SERVER_NOMATCH -1765328358L TH KI5 2RISR A L
fic
KRB5PLACEHOLD_27 #| KRB5PLACEHOLD_30 -1765328357L & KRB5 #1565 27 2 30 (f£
-1765328354L W)
KRB5KRB_AP_ERR_BAD_INTEGRITY -1765328353L fi s SE R MR AL
KRB5KRB_AP_ERR_TKT_EXPIRED -1765328352L SEE T HA
KRB5KRB_AP_ERR_TKT_NYV -1765328351L SRR TTRL
KRB5KRB_AP_ERR_REPEAT -1765328350L 5K NEIR
KRB5KRB_AP_ERR_NOT_US -1765328349L AR BERAEE
KRB5KRB_AP_ERR_BADMATCH -1765328348L ESnE oan = NUNIT
KRB5KRB_AP_ERR_SKEW -1765328347L AP EAEL 22 K K
KRB5KRB_AP_ERR_BADADDR -1765328346L WA 28 LA TR
KRB5KRB_AP_ERR_BADVERSION -1765328345L PSR A A L
KRB5KRB_AP_ERR_MSG_TYPE -1765328344L HE LT
KRB5KRB_AP_ERR_MODIFIED -1765328343L HEREETEK
KRB5KRB_AP_ERR_BADORDER -1765328342L HETLF
KRB5KRB_AP_ERR_ILL_CR_TKT -1765328341L FEVER S T EEE
KRB5KRB_AP_ERR_BADKEYVER -1765328340L FEARRA A T H
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Kerberos v5 FA7SAE 3 HOIREE R
TERINHE T Kerberos v5 HUARZHS 3 (iR B F K ETE B -

% B-7 Kerberos v5 K5 3

RS & aX
KRB5KRB_AP_ERR_NOKEY -1765328339L M 55 %A AN AT
KRB5KRB_AP_ERR_MUT_FAIL -1765328338L FHE B S
KRB5KRB_AP_ERR_BADDIRECTION -1765328337L THEJT 18 A IE
KRB5KRB_AP_ERR_METHOD -1765328336L o B RGO 77 1
KRB5KRB_AP_ERR_BADSEQ -1765328335L THE BT IS A
KRB5KRB_AP_ERR_INAPP_CKSUM -1765328334L {E ISCEliE e ol ESIUp S
&
KRB5PLACEHOLD_51 ] KRB5PLACEHOLD_59 -1765328333L &l KRB5 #1769 51 2 59 ({&
-1765328325L ®)
KRB5KRB_ERR_GENERIC -1765328324L — PR R
KRB5KRB_ERR_FIELD_TOOLONG -1765328323L F BN T I SRR K
KRB5PLACEHOLD_62 2] KRB5PLACEHOLD_127 -1765328322L & KRB5 #1215 62 & 127
-1765328257L (")
KiREE -1765328256L LR ERER
KRB5_LIBOS_BADLOCKFLAG -1765328255L SR E R AT RR A TER
KRB5_LIBOS_CANTREADPWD -1765328254L TR 4
KRB5_LIBOS_BADPWDMATCH -1765328253L mECF NN
KRB5_LIBOS_PWDINTR -1765328252L 1S Bk
KRB5_PARSE_ILLCHAR -1765328251L P B EEIRETRT
KRB5_PARSE_MALFORMED -1765328250L FIRE R AR
KRB5_CONFIG_CANTOPEN -1765328249L TEEFTTF 135 Kerberos
/etc/krb5/krbs fr B S
KRB5_CONFIG_BADFORMAT -1765328248L Kerberos /etc/krb5/krb5
Picl B SO AR AN TR
KRB5_CONFIG_NOTENUFSPACE -1765328247L IST B JOHEIR [ 5
=P5)
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% B-7 Kerberos v5 IR 515 3 (&)

TR & aX

KRB5_BADMSGTYPE -1765328246L FYRESHEE T ICRUE R
eS|

KRB5_CC_BADNAME -1765328245L S IE SR 17 4 PR =B

%"

Kerberos v5 R 7543 4 BYIR [A] 5

Y T Kerberos vs HUR S 4 R RIF YIRS A -

% -8 Kerberos v5 IR 515 4

RIRES (=] ax
KRB5_CC_UNKNOWN_TYPE -1765328244L RENPY A =R A7 1
KRB5_CC_NOTFOUND -1765328243L RN VLEC Y ik
KRB5_CC_END -1765328242L IR FIE = e A R
KRB5_NO_TKT_SUPPLIED -1765328241L TR BE SR
KRB5KRB_AP_WRONG_PRINC -1765328240L TR R AR R
KRB5KRB_AP_ERR_TKT_INVALID -1765328239L FAERA TR
KRB5_PRINC_NOMATCH -1765328238L TSR RS A VT AL
KRB5_KDCREP_MODIFIED -1765328237L KDC [H5 5 FitHA{E AL
fic
KRB5_KDCREP_SKEW -1765328236L KDC [8] 5 iy it 22
N
KRB5_IN_TKT_REALM_MISMATCH -1765328235L iR S E KA &
B/ AR 2% 28 U AN DL
KRB5_PROG_ETYPE_NOSUPP -1765328234L FRIF G 02 B S
KRB5_PROG_KEYTYPE_NOSUPP -1765328233L FRJFHl D B A A S
KRB5_WRONG_ETYPE -1765328232L TH B PR A I SR s
LAY
KRB5_PROG_SUMTYPE_NOSUPP -1765328231L (Y T IES RS
KRB5_REALM_UNKNOWN -1765328230L FAENE R KDC
KRB5_SERVICE_UNKNOWN -1765328229L Kerberos iz 55K H1
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% B-8 Kerberos v5 IR 515 4 (&)

RS =1 ax

KRB5_KDC_UNREACH -1765328228L JCVE G IA)IE SR AT AT AT
KDC

KRB5_NO_LOCALNAME -1765328227L REREN FAR A PRI A4
VN

KRB5_MUTUAL_FAILED -1765328226L Rk Ao

KRB5_RC_TYPE_EXISTS -1765328225L ELE M S i R A

KRB5_RC_MALLOC -1765328224L TeRE 2 N E it Ed (F
B AR ES)

KRB5_RC_TYPE_NOTFOUND -1765328223L BV el g Silb S|

Kerberos v5 A 7SAD 5 BYIR [E]E B
TR T Kerberos vs HRRZSAE 5 (3R B UK S HE & -
% B-9 Kerberos v5 R 55 5

RS e aY

KRB5_RC_UNKNOWN -1765328222L — AR A RC £ 1R

KRB5_RC_REPLAY -1765328221L HE IR

KRB5_RC_IO -1765328220L IR 1/O $REAI

KRB5_RC_NOIO -1765328219L E VL e SIP NS
G FMEATfiE

KRB5_RC_PARSE -1765328218L BN G A PR
KSR

KRB5_RC_IO_EOF -1765328217L BN S IE AT 1/0 WIS
gER

KRB5_RC_IO_MALLOC -1765328216L T ZNE il (F
AT 170 {RI)

KRB5_RC_IO_PERM -1765328215L BN AR R AR
it

KRB5_RC_IO_IO -1765328214L R AT 1/O {KASH
B 1/0 £

KRB5_RC_IO_UNKNOWN -1765328213L — R AT RC/IO F 15
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% B-9 Kerberos v5 IR &5 5 (&)

RS =1 Y
KRB5_RC_IO_SPACE -1765328212L fFEE R BRI ARG %A
Y
KRB5_TRANS_CANTOPEN -1765328211L ﬁ&ﬂﬁ/ﬁﬁiﬂ AL
KRB5_TRANS_BADFORMAT -1765328210L %ﬁiﬁﬁ&ﬁ(ﬁﬁ HIkE XA IE
KRB5_LNAME_CANTOPEN -1765328209L TEIEFT T e E] tname 52
MRy
KRB5_LNAME_NOTRANS -1765328208L ANBEXT IR SR A TR
i
KRB5_LNAME_BADFORMAT -1765328207L %?ﬁ&iﬂﬁfélﬁﬂ’ﬂ IR
KRB5_CRYPTO_INTERNAL -1765328206L FEY RGN TR R
KRB5_KT_BADNAME -1765328205L THRAIRIE B 1R
KRB5_KT_UNKNOWN_TYPE -1765328204L RENM AR
KRB5_KT_NOTFOUND -1765328203L RHCEN AR
KRB5_KT_END -1765328202L FREHRINE R
KRB5_KT_NOWRITE -1765328201L TS NG E N EAZR

Kerberos v5 FIK7SAD 6 BYIR @B E
TFRIIH T Kerberos vs HUR AT 6 FYIR MUK STH A o

% B-10 Kerberos v5 IR 515 6

RIS & e

KRB5_KT_IOERR -1765328200L 5 NEARN 1144

KRB5_NO_TKT_IN_RLM -1765328199L HA BT SR AT FE

KRB5DES_BAD_KEYPAR -1765328198L DES ZHE AR F1H
e

KRB5DES_WEAK_KEY -1765328197L DES %47 059 %A

KRB5_BAD_ENCTYPE -1765328196L FEIRI N B
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% B-10 Kerberos v5 R 515 6 (&)

RIRE & ax
KRB5_BAD_KEYSIZE -1765328195L AR/ INS Inas LR 3
o
KRB5_BAD_MSIZE -1765328194L eI SONINSHIZESiY IS
’%Y
KRB5_CC_TYPE_EXISTS -1765328193L ELE R I i g 7 2 A
KRB5_KT_TYPE_EXISTS -1765328192L B R A
KRB5_CC_IO -1765328191L FEIERDRZEAT 1/O #REL
g
KRB5_FCC_PERM -1765328190L EUE B MG 7 SR AN
1EHf
KRB5_FCC_NOFILE -1765328189L FH BN = B 17
KRB5_FCC_INTERNAL -1765328188L PRI S-S IE 3 TR R A7
%
KRB5_CC_WRITE -1765328187L BN IEE R A7 SR
S
KRB5_CC_NOMEM -1765328186L SRR i
(M)
KRB5_CC_FORMAT -1765328185L =R G R R R
s
KRB5_INVALID_FLAGS -1765328184L JCRU KDC JETE &
BRI RS IR
KRB5_NO_2ND_TKT -1765328183L T KBRS A ZEAIE
KRB5_NOCREDS_SUPPLIED -1765328182L Fela FEFIRE PR it R
KRB5_SENDAUTH_BADAUTHVERS -1765328181L Fi% T EE RN sendauth AR
VN
KRB5_SENDAUTH_BADAPPLVERS -1765328180L sendauth %1% 7 5 1RAUR
R T RCR
KRB5_SENDAUTH_BADRESPONSE -1765328179L FERIAN (sendauth 32t
A )
KRB5_SENDAUTH_REJECTED -1765328178L AR 2% 2R EHUT sendauth 52

tp G EE S sana
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Kerberos v5 IR 75 A5

Kerberos v5 R 7585 7 BYIR [E] 5

TRV T Kerberos vs HRZSHE 7 BRI VIR STE A -

% B-11 Kerberos v5 R 2545 7

l [83%

RS I Y
KRB5_PREAUTH_BAD_TYPE -1765328177L TREGIE AR 57 S
KRB5_PREAUTH_NO_KEY -1765328176L BRI AT T A TG 11E 2 EH
KRB5_PREAUTH_FAILED -1765328175L — A P A
KRB5_RCACHE_BADVNO -1765328174L BN AR =R
BARZ I
KRB5_CCACHE_BADVNO -1765328173L EIE = A A 5
NZ T F
KRB5_KEYTAB_BADVNO -1765328172L EERARM AR S A%
L
KRB5_PROG_ATYPE_NOSUPP -1765328171L TR i/ s b AU 57 5
KRB5_RC_REQUIRED -1765328170L T B RN T 2 rcache
e
KRB5_ERR_BAD_HOSTNAME -1765328169L EHATCEANE
KRB5_ERR_HOST_REALM_UNKNOWN -1765328168L TCIETE E WL,
KRB5_SNAME_UNSUPP_NAMETYPE -1765328167L HREFRT BRI E L
Sl e
KRB5KRB_AP_ERR_V4_REPLY -1765328166L W) SEAEMA R AL, - R
A 4 HER
KRB5_REALM_CANT_RESOLVE -1765328165L TCE AT I K AU KDC
KRB5_TKT_NOT_FORWARDABLE -1765328164L TSR EE TR B AT R %
zﬂfl:
KRB5_FWD_BAD_PRINCIPAL -1765328163L ZOREL R TR O IR
AR
KRB5_GET_IN_TKT_LOOP -1765328162L 7E krb5_get_in_tkt FRG ]
FIPEER
KRB5_CONFIG_NODEFREALM -1765328161L B B S
/etc/krb5/krb5. conf KFE
TEGRE U
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% B-11 Kerberos v5 Jk 545 7 (&)
RIRE =1 ax
KRB5_SAM_UNSUPPORTED -1765328160L obtain_sam_padata [
SAM FrEfE 1R
KRB5_KT_NAME_TOOLONG -1765328159L FHHRAIRKK
KRB5_KT_KVNONOTFOUND -1765328158L BEEAF T £ R B R
AE AR IETH
KRB5_CONF_NOT_CONFIGURED -1765328157L AL E Kerberos
/etc/krb5/krb5. cont Al &
Xt
ERROR_TABLE_BASE_krb5 -1765328384L (7SR

324 Solaris FRE L £ 4R - 2006511 A



¢ o0 Mt & ¢

%€ OID

N AT BEH FHERE QOP F1 GSS-API A& iU - 165 ILEE 79 TIHHEY  “GSS-API
OID” - {H/2, #AlREEH T H O EIEE OID « AWM /A T T4 E OID « A
B S E & DA R 28 -

= 325 TR B OID {EA SR
= 328 TUHIRY “FiELHl OID”
s 330 TR “fEEAEEREHLEH]

B2 oD HERY X 4

NI EREIL, GSS-API A vF AR 3E77 2R HLHIN QOP - 7E Solaris R4E b AW X
F (/etc/gss/mech Il /etc/gss/Qop) L&A ] FALHIFT T A QOP B B » TN
TR T R EE S MRt B HARIR RS B SCF o BEXHZALHIE QOP % AR i)
Internet HRAERN 24 1] LLSEER L H (1 -

/etc/gss/mech X1
/etc/gss/mech SKAFHIHE T AT IROHLAET, A S EUEM 7R U 28R BRI
U TG

= ASCII 2L 4 FR

= HLHIHY OID

» AT SEE LRI R B AR AR 5 Y S =
w AT DUE A TS AR S5 R A R A

FEB setc/gss/mech A BELN R C-1 F7R o
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Rl C-1/etc/gss/mech I

#

# Copyright 2003 Sun Microsystems, Inc. All rights reserved.

# Use is subject to license terms.

#

#ident "@(#)mech 1.12 03/10/20 SMI"

#

# This file contains the GSS-API based security mechanism names,
# the associated object identifiers (0ID) and a shared library that
# implements the services for the mechanisms under GSS-API.

#

# Mechanism Name Object Identifier Shared Library Kernel Module

[Options]

#

kerberos v5 1.2.840.113554.1.2.2 mech krb5.so kmech krb5
spnego 1.3.6.1.5.5.2 mech_spnego.so.l [msinterop]

diffie hellman_640_0 1.3.6.4.1.42.2.26.2.4 dh640-0.s0.1

diffie_hellman_1024_0 1.3.6.4.1.42.2.26.2.5 dh1024-0.s0.1

/etc/gss/qop iﬁ:
ST ZEERIFTENLE]. /etc/ass/qop SCAFFAGEEE M HLHIFT SZFFAUFTE QOP. X LML HI

¥ILL ASCII F15F BRI R A 32 (v, ZE R R 2028t o £ 451 /etc/gss/qop ATBEWILL T
IR -

SRl c-2 /etc/gss/qop XHF
#

# Copyright (c) 2000, by Sun Microsystems, Inc.
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gss_str_to_oid() EREY

gss str to oid() K%

A\

=i c-2 /etc/gss/qop X1 (&)

# ALl rights reserved.

#

#ident "@(#)qop 1.3 00/11/09 SMI"

#

# This file contains information about the GSS-API based quality of

# protection (QOP), its string name and its value (32-bit integer).

#

# QOP string QOP Value Mechanism Name
#

GSS_KRB5_INTEG_C_QOP_DES_MD5 0 kerberos_v5
GSS_KRB5_CONF_C_QOP_DES 0 kerberos_v5

AY 74

N T 5 RHARAR GSS-APL ] F %%, [t GSS-API SEEISZ F£F K%L gss str to oid() o
gss_str to oid() A T EFRHLHIEL QOP 71T B 54 ) OID « F4F 53 1T LL R FH %R
FHFIEA -

EE - HL2E GSS-API SKIIAN S $F gss str to oid() ~ gss_oid to str() fll
gss_release oid(). LA EIHH FXAYIEELEHLHIFT QOP -

BUBI 7 S o] DABE SRR BN AR P R el DR E RPN - B2, HIERTE
1) GSS-API LIRS HF gss_str to oid(). PRI FTEF AR Y AR BEEL -

FORMLHIEL T T DR TR RO RS X . S8 —Ps X {123 4 3 2 GSS-API FLEE
KA ERME L 28 s 1. 2. 3. 4 R E N2 (BB IERRERS = -
gss_str_to_oid() N A —Fg XAUMLEIEFE, Hit, 7EJHH gss_str_to_oid()
ZHT LN SRS g U A B TR . Rl C-3 IR T

gss_str to_oid() PRl WIRHLHITERL: gss_str_to oid() FFiRIFI 6SS S BAD MECH-

fix C - 8 0ID 327



HIEHLFI oD

T gss_str_to oid() &7 HC GSS-API ¥ fiaZs (8], PHICIETE B ERIERT 2 HE A1
gss_release oid() PRECEMIERFT /2 ELAY OID - 5 gss str to oid() —FF.

gss_release oid() AR X FFREL. X T % 82 BA 6 nl i RS e o
Wl A RIARH R -

FiEHLF oID

328

T ICEIAE M gss_str to oid (). [HILIEHE 1 ZFhH T & HAEFHLHIN & 7
e —MOTEETAIENLH] OID. ARG RAZALH 5 — 4 n] FRUMLAIE ThLRE - 75—
Tl 2 IRE— 4 ] AL A A ade 2 — L]

gss 01D KAIPFEZLIT -

typedef struct gss OID desc struct {
OM uint32 length;
void *elements;

} gss_OID desc, *gss OID;

Hrh, EERIN elements TEBLE ) (L F T FRFBNE DT, ZFEREPES
gss_0ID % £l BER TLV 4mASI{E 5> #Y ASN.1 BER 45 o length FEX &4 EH I F
TELe BN, XN T DASS X.509 FIIEHLEIRY gss_ o1 (B & —ME T 7 Wlength “FEX Al
— MBI LLT )\ CIFE T EIY elements FE% : 53,14,2,207,163,7,5

FIE LT OID By —FI5 &2 A gss 01D, SAJG FRhWIAILF IR ENHIRTTR - W11
IR elements (AR AT LUE WK PRI BEGIS(E . ol LA A« -5EAEL
{# M gss_str_to_oid() FHFFRMILE . {H2 = FAIHCRANN -

I LUy gss _0ID 5 gss_indicate mechs() B
gss_inquire mechs for name() PRELELR B —2H A AL T ELBE » N FRE 7 ] UG
H gss _test oid set member() FRER R A A X A vT AL P2 A A AR BT A A AL

OID . W% gss_test oid set member() A RIEEE TR, NIZFKBH W] LR FTE&ERY OID FH
{'F GSS-API HF5HIHLI -

FIE T OID W 55 —Fil g ik 2 (i v FH 2 FF f# F gss_indicate mechs () X
gss_inquire mechs for name() SEIRECAT FAMLEN gss OID seto- gss OID set BHUTF
B

typedef struct gss OID set desc struct {
OM uint32 length;
void *elements;

} gss OID set desc, *gss OID set;
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HIEHLE 0D

Hr, AT REE — N RAHNALEIR gss_orp. N IREFREE 2T HLEDF 2
RHAUEFRRIER - FP Al DAGE A AT Som RO BUE R LR - 280G N ARR R 24514
HLFIEE ) gss_01D_set FIAHRZ A « R FAIFE 3 i DURE AT 7R ROAILARN 55 & AL 51 2
AT -

createMechOid () LT_I’H

ViR IE R H RO T PRFFCIS 2% -l H . N 6ss_c NuLL 01D FTHEE Rk
HHLHI -

5 C-3 createMech0id () PRIEY
gss OID createMechOid(const char *mechStr)
{

gss buffer desc mechDesc;

gss O0ID mechOid;

OM_uint32 minor;

if (mechStr == NULL)

return (GSS_C_NULL_OID);

mechDesc.length = strlen(mechStr);

mechDesc.value = (void *) mechStr;

if (gss_str_to oid(&minor, &mechDesc, &mechOid) !
= GSS_S COMPLETE) {
fprintf(stderr, "Invalid mechanism oid specified <%s>",
mechStr);

return (GSS_C_NULL OID);
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return (mech0Oid);
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static void parse_oid(char *mechanism, gss OID *oid)

char *mechstr = 0, *cp;
gss_buffer desc tok;

OM_uint32 maj_stat, min_stat;

if (isdigit(mechanism[0])) {
mechstr = malloc(strlen(mechanism)+5);
if (!mechstr) {
printf("Couldn’'t allocate mechanism scratch!\n");

return;

sprintf(mechstr, "{ %s }", mechanism);
for (cp = mechstr; *cp; cp++)

if (*cp == '.")
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*cp = ;
tok.value = mechstr;
} else
tok.value = mechanism;
tok.length = strlen(tok.value);
maj stat = gss_str _to oid(&min_stat, &tok, oid);
if (maj_stat !'= GSS_S_COMPLETE) {
display status("str_to oid", maj stat, min_stat);

return;

if (mechstr)

free(mechstr);
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#pragma ident "@(#)client.c 1.4 03/04/07 SMI"

/*

/*

*

$Id: client.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */

Copyright (c) 2001 Carnegie Mellon University. A1l rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions

are met:
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* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this 1list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.

* 3. The name "Carnegie Mellon University" must not be used to

* endorse or promote products derived from this software without
* prior written permission. For permission or any other legal

* details, please contact

* Office of Technology Transfer

* Carnegie Mellon University

* 5000 Forbes Avenue

* Pittsburgh, PA 15213-3890

* (412) 268-4387, fax: (412) 268-7395

* tech-transfer@andrew.cmu.edu

* 4, Redistributions of any form whatsoever must retain the following

* acknowledgment:
* "This product includes software developed by Computing Services
* at Carnegie Mellon University (http://www.cmu.edu/computing/)."
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*

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO

* THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY

* AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
* FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES

* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN

* AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
* OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*/

#include <config.h>

#include <stdio.h>
#include <stdlib.h>
#include <stdarg.h>
#include <ctype.h>
#include <errno.h>

#include <string.h>

#ifdef HAVE UNISTD H
#include <unistd.h>

#endif

#include <sys/socket.h>

#include <netinet/in.h>
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#include <arpa/inet.h>

#include <netdb.h>

#ifdef SUN SDK_

#include <sysexits.h>

#endif /* SUN SDK_ */

#include <assert.h>

#include <sasl.h>

#include "common.h"

/* remove \r\n at end of the line */

static void chop(char *s)

char *p;

assert(s);

p=s + strlen(s) - 1;

if (p[@] == "\n") {

*p-- = "\0';

}

if (p >= s & p[0] == "\r’) {
*p-- = '\0’;
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static int getrealm(void *context _ attribute ((unused)),

int id,

const char **availrealms,

const char **result)

static char buf[1024];

/* Double-check the ID */

if (id != SASL_CB_GETREALM) return SASL_BADPARAM;

if (!result) return SASL BADPARAM;

printf("please choose a realm (available:");

while (*availrealms) {

printf(" %s", *availrealms);

availrealms++;
}
printf("): ");

fgets(buf, sizeof buf, stdin);
chop(buf);

*result = buf;
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return SASL_OK;

static int simple(void *context attribute ((unused)),
int id,
const char **result,

unsigned *1len)

static char buf[1024];

/* Double-check the connection */
if (! result)

return SASL_BADPARAM;

switch (id) {

case SASL CB_USER:

printf("please enter an authorization id: ");
break;

case SASL CB_AUTHNAME:

printf("please enter an authentication id: ");
break;

default:

return SASL_BADPARAM;
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fgets(buf, sizeof buf, stdin);
chop(buf);
*result = buf;

if (len) *len = strlen(buf);

return SASL OK;

#ifndef HAVE GETPASSPHRASE

static char *

getpassphrase(const char *prompt)

return getpass(prompt);

#endif /* ! HAVE_GETPASSPHRASE */

static int

getsecret(sasl conn t *conn,

void *context  attribute ((unused)),

int id,

sasl secret t **psecret)
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char *password;
size t len;

static sasl secret t *x;

/* paranoia check */
if (! conn || ! psecret || id != SASL CB PASS)

return SASL BADPARAM;

password = getpassphrase("Password: ");
if (! password)

return SASL FAIL;

len = strlen(password);

X = (sasl secret t *) realloc(x, sizeof(sasl secret t) + len);

if (!'x) {
memset (password, @, len);

return SASL NOMEM;

x->len = len;
#ifdef SUN SDK

strcpy((char *)x->data, password);
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#else
strcpy(x->data, password);
#endif /* SUN SDK */

memset (password, 0, len);

*psecret = Xx;

return SASL OK;

static int getpath(void * context attribute ((unused)),

const char **path)

{
*path = getenv("SASL PATH");
if (*path == NULL)
*path = PLUGINDIR;
return SASL OK;
}

/* callbacks we support */

static sasl callback t callbacks[] = {

SASL_CB_GETREALM, &getrealm, NULL
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oA

SASL CB USER, &simple, NULL
oA

SASL_CB_AUTHNAME, &simple, NULL
oA

SASL_CB_PASS, &getsecret, NULL
oA

SASL_CB_GETPATH, &getpath, NULL
oA

SASL CB LIST END, NULL, NULL

int getconn(const char *host, const char *port)

struct addrinfo hints, *ai, *r;

int err, sock = -1;

memset (&hints, @0, sizeof(hints));
hints.ai family = PF_UNSPEC;

hints.ai socktype = SOCK STREAM;

if ((err = getaddrinfo(host, port, &hints, &ai)) != 0) {

fprintf(stderr, "getaddrinfo: %s\n", gai strerror(err));
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exit (EX_UNAVAILABLE);

for (r = ai; r; r = r->ai_next) {
sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (sock < 0)
continue;
if (connect(sock, r->ai addr, r->ai_addrlen) >= 0)
break;
close(sock);

sock = -1;

freeaddrinfo(ai);
if (sock < @) {
perror("connect");

exit(EX_UNAVAILABLE);

return sock;

char *mech;
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int mysasl negotiate(FILE *in, FILE *out, sasl _conn_t *conn)

char buf[8192];

const char *data;

const char *chosenmech;
#ifdef _SUN_SDK_

unsigned len;
#else

int len;
#endif /* _SUN_SDK_ */

int r, c;

/* get the capability list */
dprintf (0@, "receiving capability list... ");
len = recv_string(in, buf, sizeof buf);

dprintf(@, "S%ss\n", buf);

if (mech) {
/* make sure that ’'mech’ appears in ’'buf’ */
if (!strstr(buf, mech)) {
printf("server doesn’t offer mandatory mech '%s’\n", mech);

return -1;

} else {
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mech = buf;

r = sasl _client_start(conn, mech, NULL, &data, &len, &chosenmech);
if (r != SASL_OK && r != SASL_CONTINUE) {

saslerr(r, "starting SASL negotiation");

printf("\n%s\n", sasl errdetail(conn));

return -1;

dprintf(1l, "using mechanism %s\n", chosenmech);

/* we send up to 3 strings;
the mechanism chosen, the presence of initial response,
and optionally the initial response */

send string(out, chosenmech, strlen(chosenmech));

if(data) {

send string(out, "Y", 1);

send string(out, data, len);

} else {

send_string(out, "N", 1);

for (;;) {
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dprintf(2, "waiting for server reply...\n");

c = fgetc(in);
switch (c) {
case '0":

goto done ok;

case 'N":

goto done no;

case 'C’: /* continue authentication */

break;

default:
printf("bad protocol from server (%c %x)\n", c, c);

return -1;

len = recv string(in, buf, sizeof buf);

r = sasl client step(conn, buf, len, NULL, &data, &len);
if (r !'= SASL_OK && r != SASL_CONTINUE) {
saslerr(r, "performing SASL negotiation");
printf("\n%s\n", sasl errdetail(conn));

return -1;
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}

if (data) {
dprintf(2, "sending response length %d...\n", len);
send string(out, data, len);

} else {
dprintf(2, "sending null response...\n");
send _string(out, "", 0);

}

}

done_ok:

printf("successful authentication\n");

return 0;

done no:
printf("authentication failed\n");

return -1;

#ifdef SUN SDK
void usage(const char *s)
#else

void usage(void)
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#endif /* SUN_SDK_ */

#ifdef _SUN_SDK_
fprintf(stderr, "usage: %s [-p port] [-s service] [-m mech] host\n", s);
#else
fprintf(stderr, "usage: client [-p port] [-s service] \
[-m mech] host\n");
#endif /* _SUN_SDK_  */

exit (EX USAGE);

int main(int argc, char *argv[])

int c;

char *host = "localhost";

char *port = "12345";

char localaddr[NI_MAXHOST + NI MAXSERV],
remoteaddr[NI _MAXHOST + NI MAXSERV];
char *service = "rcmd";

char hbuf[NI MAXHOST], pbuf[NI MAXSERV];
int r;

sasl_conn_t *conn;

FILE *in, *out;

int fd;
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int salen;

struct sockaddr storage local ip, remote ip;

while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {

switch(c) {

rAT

case 'p’:
port = optarg;

break;

ret

case 's':
service = optarg;

break;

rr

case 'm':
mech = optarg;

break;

default:
#ifdef SUN_SDK_
usage(argv([0]);
#else
usage();
#endif /* SUN_SDK_ */

break;
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if (optind > argc - 1) {
#ifdef _SUN_SDK_
usage(argv([0]);
#else
usage();

#endif /* SUN SDK */

if (optind == argc - 1) {

host = argv[optind];

/* initialize the sasl library */
r = sasl client init(callbacks);

if (r != SASL OK) saslfail(r, "initializing libsasl");

/* connect to remote server */

fd = getconn(host, port);

/* set ip addresses */
salen = sizeof(local ip);

if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0) {
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perror("getsockname");

getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI_WITHSCOPEID */
NI _NUMERICHOST | NI_NUMERICSERV);
#else
NI_NUMERICHOST | NI_WITHSCOPEID | NI _NUMERICSERV);
#endif

snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);

salen = sizeof(remote ip);
if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {

perror("getpeername");

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI WITHSCOPEID */
NI _NUMERICHOST | NI_NUMERICSERV);
#else
NI_NUMERICHOST | NI WITHSCOPEID | NI _NUMERICSERV);

#endif
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snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

/* client new connection */
r = sasl_client_new(service, host, localaddr, remoteaddr, NULL,
0, &conn);

if (r != SASL OK) saslfail(r, "allocating connection state");

/* set external properties here

sasl setprop(conn, SASL SSF EXTERNAL, &extprops); */

/* set required security properties here

sasl _setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r");

out = fdopen(fd, "w");

r = mysasl negotiate(in, out, conn);

if (r == SASL OK) {

/* send/receive data */

printf("closing connection\n");
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fclose(in);
fclose(out);
close(fd);

sasl _dispose(&conn);
sasl done();

return 0;
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#pragma ident "@(#)server.c 1.3 03/04/07 SMI"
/* $Id: server.c,v 1.4 2002/10/07 05:04:05 rjs3 Exp $ */
/*

* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this 1list of conditions and the following disclaimer.
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* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.

* 3. The name "Carnegie Mellon University" must not be used to

* endorse or promote products derived from this software without
* prior written permission. For permission or any other legal

* details, please contact

* Office of Technology Transfer

* Carnegie Mellon University

* 5000 Forbes Avenue

* Pittsburgh, PA 15213-3890

* (412) 268-4387, fax: (412) 268-7395

* tech-transfer@andrew.cmu.edu

* 4, Redistributions of any form whatsoever must retain the following

* acknowledgment:
* "This product includes software developed by Computing Services
* at Carnegie Mellon University (http://www.cmu.edu/computing/)."

* CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO

* THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY
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* AND FITNESS,

* FOR ANY SPECIAL,

* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN

* AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING

* OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*/

#include

#include

#include

#include

#include

#include

#include

#ifdef HAVE UNISTD H

#include

#endif

#include

#include

#include

#include

<config.h>

<stdio.h>

<stdlib.h>

<stdarg.h>

<ctype.h>

<errno.h>

<string.h>

<unistd.h>

IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE

INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES

<sys/socket.h>

<netinet/in.h>

<arpa/inet.

<netdb.h>

h>
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#ifdef SUN SDK
#include <sysexits.h>

#endif /* SUN SDK_ */

#include <sasl.h>

#include "common.h"

#if !'defined (IPV6 BINDV6ONLY) && defined(IN6P IPV6 V6ONLY)
#define IPV6 BINDV6ONLY IN6P BINDV6ONLY

#endif

#if !defined(IPV6 VG6ONLY) && defined(IPV6 BINDVGONLY)
#define IPV6_VG6ONLY IPV6_BINDVGONLY

#endif

#ifndef IPV6 BINDVG6ONLY

#undef IPV6 VG6ONLY

#endif

static int getpath(void * context _ attribute ((unused)),

const char **path)

*path = getenv("SASL PATH");

if (*path == NULL)
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*path = PLUGINDIR;

return SASL OK;

/* callbacks we support */

static sasl callback t callbacks[] = {

SASL_CB GETPATH, &getpath, NULL
oA

SASL CB LIST END, NULL, NULL

/* create a socket listening on port ’'port’ */
/* if af is PF _UNSPEC more than one socket might be returned */
/* the returned list is dynamically allocated, so caller needs to free it */

int *listensock(const char *port, const int af)

struct addrinfo hints, *ai, *r;
int err, maxs, *sock, *socks;

const int on = 1;

memset (&hints, @, sizeof(hints));
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hints.ai flags = AI PASSIVE;

hints.ai family = af;

hints.ai socktype = SOCK STREAM;

err = getaddrinfo(NULL, port, &hints, &ai);
if (err) {

fprintf(stderr, "%s\n", gai strerror(err));

exit (EX_USAGE);

/* Count max number of sockets we can open */

for (maxs = 0, r = ai; r; r = r->ai_next, maxs++)

socks = malloc((maxs + 1) * sizeof(int));

if (!socks) {

fprintf(stderr, "couldn’t allocate memory for sockets\n");
freeaddrinfo(ai);

exit(EX OSERR);

socks[0] = 0; /* num of sockets counter at start of array */
sock = socks + 1;

for (r = ai; r; r = r->ai next) {

fprintf(stderr, "trying %d, %d, %d\n",r->ai family, r->ai socktype,

r->ai protocol);
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*sock = socket(r->ai family, r->ai socktype, r->ai protocol);
if (*sock < 0) {
perror("socket");

continue;

if (setsockopt(*sock, SOL SOCKET, SO REUSEADDR,
(void *) &on, sizeof(on)) < 0) {
perror("setsockopt (SO REUSEADDR)");
close(*sock);

continue;

#if defined(IPV6 V6ONLY) && !(defined( FreeBSD ) && FreeBSD < 3)
if (r->ai_family == AF_INET6) {
if (setsockopt(*sock, IPPROTO IPV6, IPV6 BINDV6ONLY,
(void *) &on, sizeof(on)) < 0) {
perror("setsockopt (IPV6 BINDV6ONLY)");
close(*sock);

continue;

#endif
if (bind(*sock, r->ai addr, r->ai addrlen) < 0) {
perror("bind");

close(*sock);
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continue;

if (listen(*sock, 5) < 0) {
perror("listen");
close(*sock);

continue;

socks[Q]++;

soCk++;

freeaddrinfo(ai);

if (socks[0] == 0) {

fprintf(stderr, "Couldn’t bind to any socket\n");

free(socks);

exit(EX OSERR);

return socks;
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#ifdef SUN_SDK_

void usage(const char *s)
#else

void usage(void)

#endif /* SUN SDK_ */

#ifdef SUN _SDK_

fprintf(stderr, "usage: %s [-p port] [-s service] [-m mech]\n", s);
#else

fprintf(stderr, "usage: server [-p port] [-s service]l [-m mech]\n");
#endif /* SUN_SDK */

exit(EX USAGE);

/* Globals are used here, but local variables are preferred */

char *mech;

/* do the sasl negotiation; return -1 if it fails */

int mysasl negotiate(FILE *in, FILE *out, sasl conn_t *conn)

char buf[8192];
char chosenmech[128];
const char *data;

#ifdef SUN SDK_
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unsigned len;

#else

int len;

#endif /* SUN SDK_ */

int r = SASL_FAIL;

const char *userid;

/* generate the capability list */

if (mech) {

dprintf(2, "forcing use of mechanism %s\n", mech);

data = strdup(mech);

} else {

int count;

dprintf(1l, "generating client mechanism list... ");
r = sasl listmech(conn, NULL, NULL, " ", NULL,

&data, &len, &count);
if (r != SASL OK) saslfail(r, "generating mechanism list");

dprintf(1l, "%d mechanisms\n", count);

/* send capability list to client */

send string(out, data, len);
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dprintf(1l, "waiting for client mechanism...\n");

len = recv_string(in, chosenmech, sizeof chosenmech);

if (len <= 0) {

printf("client didn’t choose mechanism\n");

fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

if (mech && strcasecmp(mech, chosenmech)) {
printf("client didn’t choose mandatory mechanism\n");

fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

len = recv_string(in, buf, sizeof(buf));
if(len !'=1) {
saslerr(r, "didn’t receive first-send parameter correctly");

fputc(’'N’, out);

fflush(out);
return -1;
}
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if(buf[0] == "Y") {
/* receive initial response (if any) */

len = recv string(in, buf, sizeof(buf));

/* start libsasl negotiation */
r = sasl server start(conn, chosenmech, buf, len,
&data, &len);
} else {
r = sasl server start(conn, chosenmech, NULL, 0,

&data, &len);

if (r !'= SASL_OK && r != SASL_CONTINUE) {
saslerr(r, "starting SASL negotiation");

fputc(’'N’, out); /* send NO to client */

fflush(out);

return -1;

while (r == SASL CONTINUE) {

if (data) {
dprintf(2, "sending response length %d...\n", len);
fputc(’'C’, out); /* send CONTINUE to client */

send _string(out, data, len);
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} else {
dprintf(2, "sending null response...\n");
fputc(’'C’, out); /* send CONTINUE to client */

send_string(out, "", 0);

dprintf(1l, "waiting for client reply...\n");
len = recv_string(in, buf, sizeof buf);
if (len < 0) {

printf("client disconnected\n");

return -1;

r = sasl server step(conn, buf, len, &data, &len);

if (r != SASL_OK && r != SASL_CONTINUE) {
saslerr(r, "performing SASL negotiation");
fputc(’'N’, out); /* send NO to client */
fflush(out);

return -1;

if (r != SASL OK) {

saslerr(r, "incorrect authentication");
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fputc(’'N’, out); /* send NO to client */

fflush(out);
return -1;
}

fputc(’0’, out); /* send OK to client */
fflush(out);

dprintf(1l, "negotiation complete\n");

r = sasl _getprop(conn, SASL USERNAME, (const void **) &userid);

printf("successful authentication ’'%s’\n", userid);

return 0;

int main(int argc, char *argvl[])

int c;

char *port = "12345";
char *service = "rcmd";
int *1, maxfd=0;

int r, i;

sasl conn t *conn;
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while ((c = getopt(argc, argv, "p:s:m:")) != EOF) {

switch(c) {

P

case 'p’:
port = optarg;

break;

ret

case 's':
service = optarg;

break;

case 'm’:
mech = optarg;

break;

default:
#ifdef SUN_SDK_
usage(argv[0]);
#else
usage();
#endif /* SUN SDK */

break;
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/* initialize the sasl library */
r = sasl server init(callbacks, "sample");

if (r != SASL OK) saslfail(r, "initializing libsasl");

/* get a listening socket */
if ((1 = listensock(port, PF UNSPEC)) == NULL) {

saslfail(SASL FAIL, "allocating listensock");

for (1 =1; i <= 1[0]; i++) {
if (1[i] > maxfd)

maxfd = 1[1i];

for () {

char localaddr[NI MAXHOST | NI MAXSERV],
remoteaddr[NI_MAXHOST | NI_MAXSERVI];

char myhostname[1024+1];

char hbuf[NI_MAXHOST], pbuf[NI_MAXSERV];

struct sockaddr storage local ip, remote ip;

int salen;

int nfds, fd = -1;

FILE *in, *out;

fd set readfds;
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FD ZERO(&readfds);
for (i1 =1; 1 <= 1[0]; i++)

FD SET(1[i], &readfds);

nfds = select(maxfd + 1, &readfds, 0, 0, 0);
if (nfds <= 0) {
if (nfds < @ && errno != EINTR)
perror("select");

continue;

for (i = 1; i <= 1[0]; i++)
if (FD_ISSET(l[i], &readfds)) {
fd = accept(l[i], NULL, NULL);

break;

if (fd < 0) {
if (errno != EINTR)
perror("accept");

continue;
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printf("accepted new connection\n");

/* set ip addresses */
salen = sizeof(local ip);
if (getsockname(fd, (struct sockaddr *)&local ip, &salen) < 0) {

perror("getsockname");

getnameinfo((struct sockaddr *)&local ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),
#ifdef SUN SDK /* SOLARIS doesn’t support NI WITHSCOPEID */
NI NUMERICHOST | NI NUMERICSERV);
#else
NI_NUMERICHOST | NI_WITHSCOPEID | NI_NUMERICSERV);
#endif

snprintf(localaddr, sizeof(localaddr), "%s;%s", hbuf, pbuf);

salen = sizeof(remote ip);
if (getpeername(fd, (struct sockaddr *)&remote ip, &salen) < 0) {

perror("getpeername");

getnameinfo((struct sockaddr *)&remote ip, salen,
hbuf, sizeof(hbuf), pbuf, sizeof(pbuf),

#ifdef SUN SDK /* SOLARIS doesn’t support NI WITHSCOPEID */
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NI NUMERICHOST | NI NUMERICSERV);
#else

NI NUMERICHOST | NI WITHSCOPEID | NI NUMERICSERV);
#endif

snprintf(remoteaddr, sizeof(remoteaddr), "%s;%s", hbuf, pbuf);

r = gethostname(myhostname, sizeof(myhostname)-1);

if(r == -1) saslfail(r, "getting hostname");

r = sasl server new(service, myhostname, NULL, localaddr, remoteaddr,
NULL, @, &conn);

if (r != SASL OK) saslfail(r, "allocating connection state");

/* set external properties here

sasl setprop(conn, SASL SSF EXTERNAL, &extprops); */

/* set required security properties here

sasl setprop(conn, SASL SEC PROPS, &secprops); */

in = fdopen(fd, "r");

out = fdopen(fd, "w");

r = mysasl negotiate(in, out, conn);

if (r == SASL OK) {
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/* send/receive data */

printf("closing connection\n");
fclose(in);

fclose(out);

close(fd);

sasl _dispose(&conn);

}

sasl done();

18 A A
UL (CRE B 2 0 SASL BEHOT1

R GRS th il LU Sun T EHUOIREL . 1551
http://www.sun.com/download/products.xml?id=41912db5

#pragma ident "@(#)common.c 1.1 03/03/28 SMI"
/* $Id: common.c,v 1.3 2002/09/03 15:11:59 rjs3 Exp $ */
/*
* Copyright (c) 2001 Carnegie Mellon University. All rights reserved.

*
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* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this 1list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this 1list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the
* distribution.

* 3. The name "Carnegie Mellon University" must not be used to

* endorse or promote products derived from this software without
* prior written permission. For permission or any other legal

* details, please contact

* Office of Technology Transfer

* Carnegie Mellon University

* 5000 Forbes Avenue

* Pittsburgh, PA 15213-3890

* (412) 268-4387, fax: (412) 268-7395

* tech-transfer@andrew.cmu.edu

* 4, Redistributions of any form whatsoever must retain the following
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* acknowledgment:
* "This product includes software developed by Computing Services
* at Carnegie Mellon University (http://www.cmu.edu/computing/)."

* CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO

* THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY

* AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE
* FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES

* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN

* AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING
* OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*/

#include <config.h>

#include <stdio.h>
#include <ctype.h>
#include <stdarg.h>
#ifdef _SUN_SDK
#include <sysexits.h>

#endif /* SUN SDK_ */

#include <sasl.h>
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/* send/recv library for IMAP4 style literals.

really not important; just one way of doing length coded strings */

int send string(FILE *f, const char *s, int 1)

int al;

al = fprintf(f, "{%d}\r\n", 1);

fwrite(s, 1, 1, f);

fflush(f);

printf("send: {%d}\n", 1);

while (1--) {

if (isprint((unsigned char) *s)) {

printf("sc", *s);

} else {

printf("[%X]", (unsigned char) *s);

S++;

printf("\n");

return al;
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int recv_string(FILE *f, char *buf, int buflen)

{
int c;
int len, 1;
char *s;
c = fgetc(f);
if (c '= "{’") return -1;

/* read length */

len = 0;

c = fgetc(f);

while (isdigit(c)) {

len = len * 10 + (c - '0");

c = fgetc(f);

}

if (c !'= '}") return -1;
c = fgetc(f);

if (c !'= '\r’") return -1;
c = fgetc(f);

if (c !'= '\n’") return -1;
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/* read string */

if (buflen <= len) {

fread(buf, buflen - 1, 1, f);

buf[buflen - 1] = '\0’;

/* discard oversized string */

len -= buflen - 1;

while (len--) (void)fgetc(f);

len = buflen - 1;

} else {

fread(buf, len, 1, f);

buf[len] = ’'\0';

}
1 = len;
s = buf;

printf("recv: {%d}\n", len);

while (1--) {

if (isprint((unsigned char) *s)) {
printf("%sc", *s);

} else {

printf("[%X]", (unsigned char) *s);

S++;
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printf("\n");

return len;

int debuglevel = 0;

int dprintf(int lvl, const char *fmt,

va list ap;

int ret = 0;

if (debuglevel >= 1lvl) {
va start(ap, fmt);
ret = vfprintf(stdout, fmt, ap);

va_end(ap);

return ret;

void saslerr(int why, const char *what)
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fprintf(stderr, "%s: %s", what, sasl errstring(why, NULL, NULL));

void saslfail(int why, const char *what)

saslerr(why, what);

exit(EX_TEMPFAIL);
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CLASS=none kcfconf

4. TF setc/crypto H O E R A SO kef. conf o SRR T B FITRE A4 F {45 I
B A E S -

w RGP R BB RS, ER IR DL T 1B

provider-name: supportedlist=mechl,mech2, ...

provider-name  PIRZEKPFRRR I LA LR
mech* IR N A& HILTE Y 44 FR
LU i@ PAZ PSR 81

des:supportedlist=CKM_DES_CBC,CKM DES_ECB,CKM DES_CFB

o QURPEHERMENLE] (WhEER R ) BIRE KRR WIXHZIE A LA i

driver names=devicedriverl,devicedriver2, . ..
devicedriver* MW SIRENFEF L FR -
DA T TR 1 & X BN FE 7 3 -

driver names=dca
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1 iE{EH elfsign request a5 18] Sun ERIFIETF -
VA 2 TE A I B R R [F 2 A2 — D FARH
% elfsign request -k private-keyfile -r certificate-request

private-keyfile FRIMALAN EWIESAE - Bl RGUE B AT Solaris M HEZRSS
FIREEE R E A . ZE XN ZELER - EHH52E Sun
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certificate-request  UEFHITEHTEETE -

CAR Bl BA 0T 45 S B FR B 4252 43 Sun -

% elfsign request \

-k /securecrypt/private/MyCompany.private.key \

-r /reqcrypt/MyCompany.certrequest

Enter Company Name / Stock Symbol or some other globally unique identifier.

This will be the prefix of the Certificate DN:MYCORP

The government of the United States of America restricts the export of
"open cryptographic interfaces", also known as "crypto-with-a-hole".
Due to this restriction, all providers for the Solaris cryptographic

framework must be signed, regardless of the country of origin.

The terms "retail" and "non-retail" refer to export classifications

for products manufactured in the USA. These terms define the portion of the
world where the product may be shipped. Roughly speaking, "retail" is
worldwide (minus certain excluded nations) and "non-retail" is domestic

only (plus some highly favored nations). If your provider is subject to

USA export control, then you must obtain an export approval (classification)
from the government of the USA before exporting your provider. It is
critical that you specify the obtained (or expected, when used during
development) classification to the following questions so that your provider

will be appropriately signed.
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Do you have retail export approval for use without restrictions based

on the caller (for example, IPsec)? [Yes/No]l N

If you have non-retail export approval for unrestricted use of your
provider by callers, are you also planning to receive retail approval
restricting which export sensitive callers (for example, IPsec) may

use your provider? [Y/N] Y

FABAE THRE X% (140 /ete/crypto/private/MyCompany. private. key X {4)
':F' o iE%EP%’\‘EE?TE%E@Yﬁ:% (W'Jill] /reqcrypt/MyCompany.certrequest Iﬁ‘)
==

BHEP RiBEIR 345 Sun -

L G & LB DL TR H3E © solaris-crypto-reg@sun. com

Sun BFARYEE A5 H G SCHRAEBIE T o AR5 RHIE TR EIA % 126 [\ 5F

1% Sun INBIBSIE BIFHETE /etc/crypto/certs HEH -

NT R, RAZSFAARNE B RS FEE SN E R .

EERME
wE, REEFRITAERFEEFRME - AL, (FAMR 2R —aa . Rk
ARYUE BB W & H [ b -

ZERME . FH elfsignsign A5E « Sun MARJES » LUK FM Sun BRIFIEBHIFA
.

% elfsign sign -k private-keyfile -c Sun-certificate -e provider-object
-k EEMATHEBIERRE (EL%ES Sun) FIFAHRI S -

-c Sun fREEUEA HEFTUA HOIE IR -

- HRIRFERM - KHTE Solaris M1 A HE SR HH {6 F SR A5 B — RS SCARROER A2 -

MiRF - FTEMNESNERMLE 391
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DUR 7R Bl B A0 2 5 FR i -

% elfsign sign \

-k /securecrypt/private/MyCompany.private.key \
-c /etc/crypto/certs/MyCompany

-e /path/to/provider.object

TEIEE, i elfsign sign S HEBFREM BTN R « MRFEZNFIIREZ LR
A MIFENF elfsign sign Z BTN ZRFZ0 G H B H A AL E -

BrehoEERMHE
K88 sun AR BINE S RIRHERRE

IERE{ER elfsign verify S EHEE TIRMEE
DL Bl BRI E P A7 T8 H 5 /etc/crypto/certs/MyCompany HH 1T A IE -

% elfsign verify \
-e /path/to/MyProvider.so.1

elfsign: verification of /path/to/MyProvider.so.l passed

DL RS IA 40l B A 7 JE R B e
% elfsign verify \

-c /path/to/MyCerts \

-e /path/to/MyProvider.so.1

elfsign: verification of /path/to/MyProvider.so.l passed

PAR 75 BH G AeT S0 (5 FH S BRI E 535 B R f@ it
% elfsign verify \

-e /path/to/MyRestrictedProvider.so.1

elfsign: verification of /path/to/MyRestrictedProvider.so.l passed, \
but restricted.
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ERAEFRMER

v EREFEHOREEHE

FEET X E A A SZFR R E B ER g R — et & h . bl fR3EE AR - nT A
XF R TE B 75 EE F F FR IR IE 1 2 R B R - X T R & N A2 & T
AR PRI ARy P 5 5 . ol DLAE BRI ELEE A2 1 5 TPsec — [R) {3 FH R A IELE S
fF o WEESUHFNAZ SR A G THIEE R - BUE S e A 28 2 B IREI R T 4
WEY REH .esatl&re K. HlUl /kernel/drv/vca.esa-

) ZBIEME . FH elfsignsign S« Sun MEHIES . LUK F M Sun BIFIEBHIFA
%A

% elfsign sign -a -k private-keyfile -c Sun-certificate -e provider-object

fa EFREVET ELE ST (esa) SHF o 4 IIBEHRALE T BEES 0 CRLEERI S
BRI AT LSRRI . SRS th LR BATR Y (M IPsec) . 71
DHEAER S B - B SHETR B2 1 L 0 PSR O B 358 T i 0
.

-k BEEHTAEBIERHE (E41%% Sun Microsystems, Inc) FIFRAARISCHF -
-c Sun FRFEIEF B E PR & I IE 5 BE A2 -

-e  FRIAIGFEAHY « FFE Solaris M HELE {5 FH RS HEE 5 — WEHISCAR YRR A -
DA R G B QAR 25 B R L

% elfsign sign \

-a\

-k /securecrypt/private/MyCompany.private.key \

-c /etc/crypto/certs/MyCompany

-e /path/to/provider.object
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Access Control
List, ACL ( i5[a]
EHIFIR )

authgntication
( B&IE )

authorization
(#&1)

client ( ZFH1)

confidentiality
REM

(e}

consumer ( iH%E
F)
context-level

token ( E 3
RAESHR )

context ( LT
)

credential cache
( BESEE
=

credential (

feiareptay (X

AICER

W BARE VI RABRA EAGIRA S - 85 WSS asid &5 ViR Hl 1 2o
UER PR S AR EARSS - R WREE ACLII R, N 24EYE GSS-API
FITBSIE ) FE A F AR 55 -

F T3 FT A B R B iy 22 255 -

HTIE L MG O R - EARR S AT DLEFARSS « Sevr U7 IWREE X 5 DL S vF
FERHEE AR R TR UG (RIS

B EE RARIURA P E S A SSHIUERE . BIAIEF rlogin HINFAREFE - 7ERELL
TRILT AR5 EA S AL @ HA R A AR S5 as sk S5 % L AR mhﬁm
AR SR LA -

TR BRI TN B % 255 - REIEE A BRI IE AR S5 -

authentication (41E) - integrity (52%EME) Flservice (IR5%) -

e

(EF ARGEAR SN TR - 3 BRI -

HZ I token (%) -

PRI e Z R EAEARAS « FEM A SE R RE 2 R BRDESL T B R X2 e b
NS AT LR BT SOSR B E BUR AT A BRI ER . S B AT DA % 3 R S0
A B TR IR o AN BT SO RS ELA0TE TS Bl 8 nl 1 B s iy
PRIGE AR EE Al DU R B AR H9THE S TR AR 2 -

W E e E L HIE R B g =SR] CaEER:) -

FIFRRREAR R R B a5 S 6 IR - %

T 2 LA

AL T ER U R ERER H

%2 R EWOH BRI —FH S o T2 2 HLHIHER SCH RO SR -
SCHFE RE BRI (R aTH) -

WRAEREST T
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NS

datatype ( #{#&

S

delegation ( 1%

exported name

(FHBR)

flavor ( A=K )

GSS-API

host ( =41 )

,irlite)grity (%

mechanism
name, MN ( #15

B )

mechanism ( #1
%l )

message
integrity code,
MK(%E%E
TEKH )

messa%q—level
token ( HEZK
AN

~

message ( iH
= |

=

396

B B s B P R H E’U*%ft’ 0 int ~ st ring -~ gss_name_t cENy e gss_0OID set gk
o

YNSRI 2 LA R VP RIS, MR CEE R BN SOEEhES ) AT DU R R R
FEA (EEZ LT SURILES) R ER e U . B2 n] U T THY
FAIERNR RO ERL HiER AERE—GU BN LN rogin BXE S —A1
SHLIN AT RE 2 H XS O -

2@ gss_export_name() M GSS-APT NEBH FRIG 2UFEH 1y GSS-APT 5t 4 FRi& XY
MLHIZFR - ] LU mememp () B 5 HE B PR S HRLE GSS-API 715 B RS A B FRIEIT EE
B o %152 Ul mechanism name, MN (H1#I%FK) 1 name (LK) o

IRT, REFRMNEIEAEEWIARE. #HTFFRREIEER (41 AUTH_UNIX -
AUTH_DES fll AUTH_KERB) FJ753 . RPCSEC_GSS thig—Fh e 7=, BARHEET
Bk 2 ANE R AL TE R R B AR S -

22 AR5 RG]« By SRR ERAL 20 2 AR S5 TR B SCHF RTINS JZ - GSS-API H]
PPt 2 RAE - SEBIERRENEIRSS . I A VFN R e 1 2 2 )5 1 AT A KR ] 7

tE1E - 5B1ES I authentication (%I1E) - confidentiality (£RZEE) F integrity (5%
) -

AT W g AT VA RIS T AL -

—M RS, BT AT EE 2 A B T A bR R D P % R B
AL REUERA - 55155 L authentication (%31E) -~ confidentiality (fREE) Fl
message integrity code, MIC (V4 B 725 ML) -

GSS-API AFEIHE N ZBRAVF AL o H LAY GSS-APT AR XA B i) AR & 4 PRy 2
ASER B SEAEIES R LS =C o B2, HLHIR R T L2 ME—1Y -
WL 2R @ gss canonicalize name() AEAK o

FEE M FA DL SEER R P 56 11E B PR 2 R B2 - Kerberos v5 Fll Diffie-Hellman 238 B[
e IR

BRI 2R (2 X B N bl A TR BRI E R - BB Bl E 28 S —1
MIC. 5% MIC 5 LA &R MIC #HTERR - q0SRIX A MIC 584K NIRHEA

o HEEMIC (WIHRBEEIT gss get mic() AZEKHY MIC) X TR HFEF AL, i HAD

MIC (WAL gss wrap() B gss_init sec context () AZRKHY MIC) NIXF TR FHfE
JE AT L

52 0 token (5/#) o

FH gss_buffer t W GIRTAVEIE . 120 RMEET GSS-APTHIRL AT 7 & 1% 2et 25 1
FIRER o RIXBNERE fep AR5 a0 s (2 — MMHE R B -
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IS

MIC
MN

mutual
authentication

(1BELIE )

name t

J\"‘i

name ( &R )

gga)que (B

out-of-sequence
detection ( X5
i )

per-message
token ( ﬁglé 2

<H x
ﬂnCI a
PR P

Ei\sacy (R%E

p%r‘o)vider (12t

HE AU E S P AT A EEE - #1400, gss wrap() AT EEBUCR ELZEH97E B I A2 51
R IEHERENE . S E’M%JEHHT Pjﬁ%"ﬁ Y ERIBER 9 MIC - GSS-API flf
AR AEEEENERE RS- Ul token (h8)

152 I message integrity code, MIC (JH /5 52 HMEHS) -
1% 2 Il mechanism name, MN (FLHEI&FR) -

YT BN 2R, BTSRRI T SRR A Sy - FERLEEILT
Eiﬂ%%TﬁE/z:\%?M& SO H I THIE o AR BT TICRAE . AT DAS Bhds
B I TR B IE -

& T e . BFRBAILL gss orp KAUTF (%, FTHEIHLFRATEH AR .
4. useremachine A FRIEHY AT LA 6GSS C NT HOSTBASED SERVICE. H1HZ L
exported name (SH#FR) ~ mechanism name, MN (HLHIZFR) 1 name (FFK) o

FERRIAFR. W user@machine o GSS-API Y ZFRIEL gss name t Z5FEITALIE, %
ERIXT TR AR R AN EHR - 5155 L exported name (FHAFK) ~ mechanism
name, MN (HLH[ZFR) ~ nametype (ZFRIAL) F principal (F4K) -

RIF T — B HAE o Um0 1 (0 E R s al L - 14

gss_init_sec context() [ input_token SHO TN AR 2 A EAR, HE2N T
GSS-API I X% . HH gss wrap() [ input_message Z 55 T GSS-API 2 A%
AR EEX T TR AR N AR B E

VF 2% 22 LR A DU S AT SR 5 R I LRI Bl - RS, B
SCHFERIHERI (R aTm) -

H2 M token (FHH) -

Z 5 gsid (st H B A ME— S RAE P AL ek 55 ds/ 555501 HE T GSS-APTHYH
G R ERZ AN E « ERGIREREIELAE -

user
user@machine
nfs@machine
123.45.678.9
ftp://ftp.company.com

5162 M. name (%) Fl name type (ZFRAEA)

1H2 I confidentiality (fRZEEE) -

T 25 1R B AR SSHIR I RR P ~ JE B A AR o
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Quality of
Protection, QOP
Qo

replay detection

(Exam )

secul rity flavor
(Z2HK)

security

mechanism ( &
HE )
security'service

(r—‘-|

RERE)
server ( iR %
)

service ( IR% )

token ( £h# )
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FTF 1% 5 52 B MR S5 B R B VAR 5545 & (E RN FIERI S 8. WIER 552 B IEAR 55
ESGIER. W QOP 2455 Ml TAE R B se B LY (MIC) BB ;. MR 5 REIEARSS
LA, U QOP 2457 M T4 MIC FIH BTN A& Ay Bk -

VF 2 Z2HLHIA AT DUSIE SR EE TSR AHE o DIERS B R SR K
HEEBRGN (ARATH) -

52 I flavor (7)) -

152 Il mechanism (HLH]) o

152 I service (R%S) -

FITF- L% PR BE ERA 06 - A, AR rlogin B R EILHELHL
boston.eng.acme.com: MZ T E AL F it rlogin ARk S5 AR 5545 -

1. (R A MEEBRS ) 1RO MR E AL ETIR. B 2 a RS Rit . Flar. w
B rlogin X F| LB boston.eng.acme.coms MNZ LT EHLENZIRME rlogin ARSS
MR S5 -

2. REMRF T LLE eSS B VEM S5, TREBREAE 2 SR Sl - 55155 L
authentication ($i1iF) - integrity (52%14:) Fll confidentiality (fRZ1) -

KH GSS-APIgss_buffer t Z5fUfg AR L - < REI GSS-APT AR, A T1%
TR N R

CHREEAFLTWFEE . ETXRANCHE UHHTEISERZE ETER -
B4, gss_init sec context() AIFF NS BIasHY I AN - BARIFEALAYRFR - AT
T SR 2 55 B AR A8 DA B T RERY E At ARG 2 2 % 18 B b N SRR B 2 R

HESH (UM NBHBRLSHEUERRANSHE) - H& GSS-API K EURYE & £ B X
SN R RO B AT AERE B - B0, gss_get_mic() AR EMIH B AR — M RIA
MEBRIC, HR HAFE BIREZIH 2 2 X BN N R PR R o B Bk, &
SRR, XEUE T AFR gss_wrap () ZEBHIAE output_message AN

output_token o

B152 1 message (JHE) -
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A
ACL, IS WL U5 [M35 il 51| 2
APDU, SCEF, 236
authid
auxprop fdifF, 179
SASL, 157
authzid,auxpropfﬂiﬂq:, 179
auxprop fdifF, 179

B
binding 1, PAM, 39

C

C CloseSession() K%L
BENLF T EROR B, 226
HEZZTH, 211
MEHE T, 197

C_Decrypt() K%L, 203

C DecryptInit() FE%L, 203

C_EncryptFinal() EK%l, 203

C_EncryptInit() PREY, 202

C EncryptUpdate() K%L, 202

C Finalize() KR
HEZL R, 211
2R, 197

C_GetInfo() K%L, 191,197
C_GetMechanismList () K%Y, 194
C GetSlotList() K%K, 192
FEML T AR ORI, 226
HEZL R, 211
C Initialize() FR%L, 191
C_OpenSession() K%Y, 193
BEAL 19 4 plon i, 226
C_SignInit() EKEL, 211
C_Verify() Hi%§, 211
C_VerifyInit() K%, 211
client establish context() PR, GSS-API & F#]
i, 112
connect to server() FREL
GSS-API & 7 HLUR M, 110,115
createMech0id () KL, 329
crypto DNIX & INEHFEIF, 184
cryptoadm SEFHFEF, 185
cryptoadm DX #IXENFES 7, 185
cryptoki /&, fiEiR, 189

E

elfsign iR
request F %, 389
sign FAi<, 391,393
Solaris & HEZE, 184

C_GenerateKeyPair() PR¥L, 211 verify FAF<, 392
C GenerateRandom() K&V, 226
C GetAttributeValue() KL, 211
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F
fini() BEREY, Solaris MIZEAESY, 186

G
GetMechanismInfo() %L, 211
GetRandSlot () FEEY, 225
GetTokenInfo() PREL, 226
gss_accept sec_context() K%Y, 88,303
GSS-API kg5, 151
gss_acquire cred() K%Y, 85,303
GSS-API R F5annl, 135
gss_add_cred() K%L, 86,303
gss_add oid set member() K%Y, 304
GSS-API
createMechOid () PREY, 329
gss-client 7~ ffl
KIXHE, 120
BHIR, 126
ETF3X, 118
BN SOMIBR, 127
gss-server /il
MH BT A, 152
J&ITHE, 151
gss_str to oid() BR%L, 327-328
Kerberos v5 IK 565, 315
mech S fF, 325-326
MIC, 96
OID, 79-81
QOP, 69,326-327
5 OID [HIY X, 325-327
Ry EEHERE, 314
TREME, 96
FELELBFR, 75-79
YRS, 315
S BRI, 93,314
151 o %
JRAHY, 289
3% OID, 328-330
A%, 303-305
[ml 5 K/ NRR I, 315
FRELFELE, 135
Nz, 96,98
Fonl 2% 77 (R, 100
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GSS-API ( £F)

r¢H, 67-71
HERER R, 314
& RN FIFEFF, 84-104
AT B FRIEL, 313-314
AR HETE, 68-69
4, 82-84
HEFE(A], 83-84
BIHE, 82
G, 82
ZRRFEA 81,311-312
EHAIRE, 314
FE 2 IIE, 91
ZIE, 85-86
FHH, 315
Hith E TSRS, 90
X
FIHA, 315
5l 144-151
fERR 7 BC, 104
NSNS, 113
R R, 314
B BN, 155
BEZAL 71-81,310-313
BrHL KR, 305
THESLE, 91-93,312
BEE, 67
KA, 84
INIBSEER, 71
SEREE, 96
SR ASRE, 308-309
FRHI, 70
FHELAE, 91
HEZIE, 102
FEBIAR 5% 3 N R P
WA, 129
JRACHS, 266
B AN R
1BH, 105
JRARES, 241
— 9K, 84
EEYE, 71
e R, 69-70
TE Solaris OS HHY M4, 18
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GSS-API ( 7 )
T 1Ft 314
¥55E OID, 325

faE AFERA L], 330-331

FEHL R GSS-APL RS2, 112

R, 81-82,305-309

REHZ, 309
gss_buffer desc gy, 71
gss_buffer desc ZEKg, 310
gss_buffer tEFEl"EJF 72
GSS C_ ACCEPT LIk, 85
GSS_C_BOTH %1, 85
GSS_C_INITIATE LiE, 85
6557CALLINGiERROR7"‘, 82,309
gss_canonicalize name() PREL, 74,304
gss_channel_bindings_structure%*@, 311
gss_channel_bindings_t BRER 92
gss-client ~ffl

RfF B3 118

KIFHE, 120

HE T3, 118

RELE T SCRE, 118

BRI, 126

ERSOMER, 127
gss-client FEFIN HFESF, 105
gss_compare_name() K%{, 76,78,304
gss_context time() FEIEY, 304
gss _create empty oid set() FREL, 304
gss delete oid() I¥ 5( 305
gss delete sec context() PKEY, 104,303

BET X, 314
gss display name() PEEY, 74,304
gss_display status() K%L, 304,308-309
gss duplicate name() BR%L, 304
gss_export _context() BR%L, 83
gss_export name() FKEL, 304
gss_export sec context() PKEL, 93,304
gss_get mic() PREL, 96,97,304

GSS-API g5 & fil, 152

5 gss_wrap() FREGH{TLLEL, 96
gss_import name() KL, 72,304

GSS-API iS5 a7, 135

GSS-API % LR, 112
gss_import sec context() K%L, 93,304

gss_indicate mechs() BR%L, 304
gss_init sec context() K%L, 86,90,303
GSS-API & [ HLnfil, 113
M TRERRAE, 91
M T ERAE, 91
gss_inquire context() %Y, 304
gss_inquire_context FEEL, 96
gss_inquire cred by mech() K%L, 303
gss_inquire cred() K%Y, 303
gss_inquire mechs for name() K%Y, 304
gss_inquire names_ for mech() PR, 304
gss 0ID desc ZEKy, 310
gss_0ID set desc 45#4, 80
gss _0ID set desc 451, 311
gss_0ID set fE%t, 80
gss_oid to str() FKEL, 305
gss_0ID f5%t, 80
gss_process_context token() BE%Z, 303
gss_release buffer() BREL, 104,304
gss_release cred() K%L, 104,303
GSS-API g5 &7 fil, 155
gss release name() KA, 104,304
BBk s, 314
gss_release oid set() K%Y, 104,304
gss_release oid() K%
GSS-API i S5 asn i, 135
GSS-API & 7 HLUR I, 107
GSS ROUTINE ERROR 7%, 82,309
gss_seal() BRI¥L, 305
gss-server
MR HTER, 152
JeIFHE, 151
gss-server MR FHFR /7, 129
gss_sign() EREL, 305
gss_str_to_oid() FKI%K, 305,327-328
GSS SUPPLEMENTARY INFO 7%, 82,309
gss_test oid set member() K%Y, 304
gss_unseal() EKEY, 305
gss unwrap() K%L, 304
GSS-API g5 @ fl, 151
gss verify mic() PKEL, 304
gss_verify() EKEL, 305
gss wrap_size limit() K%L, 98,304
gss_wrap() K%L, 96,98,304
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gss_wrap() BREL (4E)

HEHE, 98

5 gss_get_mic() EREHITELES, 96
gssapi.h (1, 84

|
IFD 2 FRFE

SCF AR5, 235

TR REIR T &, 238
IFDHCloseChannel () FKI¥L, 239
IFDHCreateChannelByName() PREL, 239
IFDHGetCapabilities () PRI, 239
IFDHICCPresence() PK%Y, 239
IFDHPowerICC() FREL, 239
IFDHSetProtocolParameters () FKEL, 239
IFDHTransmitToICC() FE%, 239
inetd,ff:gss-client() ARG, 139
IPC FUFR, 24

J
JavaJCE (Java Y fE) ,iES

I http://www.java.sun.com/products/jce/

K
Kerberos v5, GSS-API, 69

L
libpam, 37
libpkcs11.so J%, Solaris JIZEHESE, 184
libsasl

a1, 162

[ API, 159
libsasl &, 157
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M
mech L, 325-326
memcmp FKEL, 78
MIC
GSS-API
FRICVHE, 97
HEZIEIA, 102
EE N, 96
MN, iES IALH 4 PR

(0]
OID
GSS-API, 79-81
i, 328-330
£, 80
fAERR 7 lE, 80
R RAAE N, 80
fERE, 80,325
optional #Z Tl FR&, PAM, 39

P
PAM, 35
PAM JH B IT K, 37
Y5 X 1E REL, 50
MRS58, 36
MR 5 ER & il 59
MR 5FR it 2K, 59
[, 37
MEZE, 35
Bic B S0
et i, 42
HERRBH, 39
HERRIE], 40
el 38
EHIFRAE, 39
Yk, 38
Tji, 37
HPRTT N PR, 43
FEcfE, 37
7E Solaris OS H1HU A {4, 18
pam. conf X F, 1S W PAM B & S
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pam_end() K%Y, 37
pam_getenvlist() K&K, 49
pam open session() PREL, 49
pam set item() K%Y, 38
pam setcred() PREY, 44
pam_start() K&, 37
parse oid() BE%Y, 330-331
GSS-API % LR fl, 107
PKCS #11
C_GetInfo() K%L, 191
C_GetMechanismList () FR%Y, 194
C_GetSlotList() FK%K, 192
C GetTokenInfo() BE%L, 192
C Initialize() FA%K, 191
C_OpenSession() K%, 193
pkcs1l softtoken.so fiR, 189
SUNW C GetMechSession() %}, 196
ERELHIER, 190
pkcs1l kernel.so J#, Solaris I ZHESE, 184
pkcs1l softtoken.so [, Solaris MIZEHESE, 184
PRIV_FILE LINK ANY, 23
PRIV OFF i3, 25
PRIV_ON PRE, 24
PRIV_PROC_EXEC, 23
PRIV_PROC_FORK, 23
PRIV _PROC INFO, 23
PRIV _PROC SESSION, 23
priv_set t#5H, 24
PRIV SET fri&, 25
priv_str to set() EREYL, ML, 26
priv_t A 24

Q

QOP, 69
AR/ NFEIER, 98
1EfE7E OID 1, 80
f85E, 80,325-327

qop X, 326-327

R
required fZHIFRE, PAM, 40

requisite £l bR, PAM, 40
RPCSEC_GSS, 69-70

S
SASL

authid, 157

auxprop fAfE, 179

libsasl1 API, 159

libsasl #JIA1L, 162

SPI, 175

SSE 158

userid, 157

R, 169

FRUELL, 179

S%EK, 381

it 179
5% axddift, 178
MR, 175
4584, 176
=P, 177

MR 55 e REGIR, FAFE Y, 353

ER, 157

FREL, 381

[ 1JF]
SASL CB_AUTHNAME, 160
SASL_CB_CANON_USER, 160
SASL_CB ECHOPROMPT, 160
SASL CB GETCONF, 160
SASL CB_GETOPT, 159
SASL CB_GETPATH, 160
SASL CB_GETREALM, 160
SASL_CB LANGUAGE, 160
SASL_CB LOG, 160
SASL CB_NOECHOPROMPT, 160
SASL CB PASS, 160
SASL_CB_PROXY POLICY, 160
SASL CB_SERVER USERDB_CHECKPASS, 160
SASL CB SERVER USERDB SETPASS, 160
SASL_CB USER, 160
SASL CB VERIFYFILE, 160

21EVIIR1E, 163

ML, 158

& PRGN R, 333
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SASL (&%)

[, 157

ERE E T, 161

1% E SSE, 163

A H, 161

B2, 169

BB, 169

RAREER, 158

FERE, 169

E, 165

FEGIREL, 372

FEGIEIH, 169

TE Solaris OS HAU A {11, 18
sasl canonuser plug nit() K%L, 179
SASL_CB_AUTHNAME [H[1, 160
SASL_CB_CANON_USER [H]1E, 160
SASL CB ECHOPROMPT [H1, 160
SASL CB GETCONF [A]f, 160
SASL_CB GETOPT [H[1d, 159
SASL_CB GETPATH [F]1E, 160
SASL CB GETREALM [E1, 160
SASL CB_LANGUAGE [F] 1, 160
SASL CB_LOG [H[iH, 160
SASL_CB_NOECHOPROMPT [H]i, 160
SASL CB PASS [Alf], 160
SASL_CB_PROXY POLICY [E]1E, 160
SASL_CB SERVER USERDB CHECKPASS [F]1E, 160
SASL_CB SERVER USERDB_SETPASS [FI1, 160
SASL CB USER [, 160
SASL CB VERIFYFILE [H]1d, 160
sasl client add plugin() EE¥L, 175
sasl client init() PE%Y, 162,176
sasl client new() FRI%K, SASL A= fE1H, 163
sasl client start() @5551 SASL A=a i HH, 165
SASL CONTINUE f3i&, 165
sasl decode() FREY, 169
sasl dispose() FK%YL, 169
sasl _done() KA, 169
sasl encode() PREY, 169
sasl getprop() BE¥L, 75 SSE 169
SASL_INTERACT bR, 165
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