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Sun Crypto Accelerator 6000 Board
Product Notes for Version 1.0

This document describes known issues of the Sun Crypto Accelerator 6000 Board
from Oracle. For the latest version of this document, go to:
http://docs.sun.com/app/docs/prod/ssl.accel

For the latest patches, updates, and requirements, visit the product web pages at:
http://www.sun.com/products/networking/sslaccel/suncryptoaccel6000

The patches listed in this document are available at: http://sunsolve.sun.com.
Solaris Operating System (OS) update releases contain patches to previous releases.
Use the showrev -p command to determine whether the required patches have
already been installed.

Always install the latest version of the patches. The dash number (-01, for example)
becomes higher with each new revision of the patch. If the version on the SunSolve
web site is higher than that shown in this document, it is a later version.

If the patch you need is not available at the SunSolve web site, contact your local
sales or service representative.

This document includes the following sections:

■ “Required Patches” on page 2

■ “Known Issues With the Sun Crypto Accelerator 6000 Software” on page 4

■ “Known Issues With Solaris Cryptographic Framework” on page 7

■ “Known Issues With Specific Platforms” on page 8
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FIPS 140-2 Level 3 Validated Firmware
Both the Sun Crypto Accelerator 6000 hardware and firmware are required to make
the FIPS 140-2 Level 3 validated cryptographic module. The latest Sun Crypto
Accelerator 6000 Board Version 1.0 FIPS compliant firmware is contained in Patch
122889-08.

Required Patches
The following tables list the required patches available for Solaris 10. The patches for
the Sun Crypto Accelerator 6000 Version 1.0 board are available from
http://sunsolve.sun.com.

Note – Always check for the latest revision of the patch, -01, -02, and so on.

TABLE 1 Required Sun Crypto Accelerator 6000 Patches

Patch ID SPARC, x86 Description

138564 SPARC & x86 Version 1.0 Bootstrap Firmware

122883 SPARC, 122884 x86 Version 1.0 Core Components

122885 SPARC, 122886 x86 Version 1.0 IPSec Enabler

122887 SPARC, 122888 x86 Version 1.0 Financial Services

122889 SPARC & x86 Version 1.0 Firmware

122890 SPARC, 122891 x86 Version 1.0 Admin Components

124893 Linux, All Software (Linux, all architectures)

TABLE 2 Required Solaris Patches

Patch Description

118918-18 SPARC SunOS 5.10: Solaris Crypto Framework Patch

118919-17* x86 SunOS 5.10_x86: Solaris Crypto Framework Patch. For Solaris 10
1/06, you must reboot th e system after this patch is installed.
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openCryptoki 2.2.2-rc6 Software
Requirements for Linux Platforms
openCryptoki software is required for Linux platforms. Download the latest
openCryptoki 2.2.2-rc6 software (openCryptoki-2.2.2-rc6.tar.gz) and the
required openCryptoki 2.2.2-rc6 patch (openCryptoki-2.2.2-rc6.patch.gz).

For instructions on installing the openCryptoki 2.2.2-rc6 software, refer to Appendix
B of the Sun Crypto Accelerator 6000 Board User’s Guide (819-5536) at:
http://www.sun.com/documentation

You must apply the openCryptoki-2.2.2-rc6 patch to the openCryptoki 2.2.2-rc6
software release. To apply the patch, change to the directory that you unpacked the
openCryptoki 2.2.2-rc6 software and enter the following command:

The 32-bit glibc-devel package is also required if you encounter the following error
during the openCryptoki software compilation.

The 32-bit glibc-devel package name is similar to glibc-devel-2.3.4-2.13 on
RHEL4 and glibc-devel-32bit-9-200512100801 on SuSE9.

To configure the OpenSSL library to use the board, refer to "Preparing OpenSSL
Libraries" section in Chapter 7 of the Sun Crypto Accelerator 6000 Board User’s Guide.

* If you are using the Solaris 10 1/06 OS for x86 platforms, the system must be rebooted after Patch 118919-17 is
installed. This patch is installed when you install the Sun Crypto Accelerator 6000 software with the install
script. The system reboot is required to register the driver.

% patch -p1 < openCryptoki-2.2.2-rc6.patch

/usr/bin/ld: crti.o: No such file: No such file or directory
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Known Issues With the Sun Crypto
Accelerator 6000 Software

CR 6451534 Mismatch Between Expected Serial
and Modulus
A mismatch between the expected serial and modulus could occur when a board is
initialized with an existing multi-admin keystore and multi-admin keystore
commands are subsequently entered with the scamgr utility. After the initialization,
the scamgr utility incorrectly uses a new remote access key and fingerprint instead
of correctly using this information from the existing keystore. If this problem occurs,
an error message similar to the following is displayed:

Workaround: Exit and restart the scamgr utility after initializing the board with an
existing multi-admin keystore.

CR 6426911 Disconnect USB Devices Before
Zeroizing With the scadiag Utility
With a USB device connected to the board, initiating a zeroize or reset command
with the scadiag utility could fail and make the USB device inaccessible.

Workaround: Disconnect USB devices before performing these operations.

scamgr{mca1@localhost, username}> set multiadmin timeout 1440
NOTICE: Please wait while the other required 1 security officer
        authenticates this command.  This command will time out
        in 5 minutes.

Mismatch between expected serial and modulus.

Error: A fatal error occured during multi-admin polling.
       Mcaadm will now disconnect from the device and exit.
       You may need to log back into the device and cancel the
       multi-admin command if it is still pending.
Error Code: 0x16
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CR 6421532 Financial Services Support Disabled
by Default
The Sun Crypto Accelerator 6000 board financial services functionality is disabled by
default because enabling it can cause load sharing errors due to a bug in the Solaris
Cryptographic Framework (CR 6407944). Enabling financial services in a redundant
hardware configuration (two or more boards) might cause errors under heavy loads
due to this bug. In a single board configuration, these errors do not occur.

Workaround: Install Patches 118918-18 and 122883 (respectively) for SPARC
platforms or Patches 118919-17 and 122884 (respectively) for x86 platforms. Once
these patches are installed, financial services support is enabled by default.

You can also enable financial services support manually by making the following
change in the /kernel/drv/mca.conf file:

CR 6375771 Locking Out scamgr Users
One scamgr user can lock out all other scamgr users by openning a remote
connection to a Sun Crypto Accelerator 6000 board and leaving the login prompt up
and not logging in. This stale remote connection blocks all other local and remote
connections and returns a device busy error when users attempt to connect.

CR 6421355 Changing a User Password on a Dual-
Board System Creates a Duplicate User on One of
the Boards
If two Sun Crypto Accelerator 6000 boards are sharing a single keystore, when you
change the password of a user, a duplicate user appears on one of the boards, not
both. That is, one of the boards will have two entries for the same user name, one
with the old password, and one with the new password.

The on-disk database file is not affected. The database has only one user record, the
one with the latest password stored in it. It is only the internal user database of the
board that contains the duplicate user.

Workaround: Reset the board with the duplicate user. When the board comes back
online, it will have only one entry per user, and that entry will be the one with the
new password, not the old one.

enable-finsvcs=1;
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CR 6419906 Instance Numbers Must be Correct
When Resetting or Zeroizing the Board From a
Command-Line Interface (CLI)
An unintentional reset or zeroize of a board with an instance number of 0 (mca0)
could occur if a nonnumber character is entered for the instance number in the
command-line syntax. This issue could occur using the scamgr or scadiag utilities,
or the firmware CLI to reset or zeroize a board. This issue occurs because any
nonnumber character in place of the instance number of the board is interpretted as
zero.

The following are examples of entering nonnumber characters in place of the
instance number with the scadiag utility:

Workaround: Use caution when entering instance numbers in the command-line
syntax to reset or zeroize the board.

CR 6421475 Some Error Returns Cause Firmware
CLI Task to Exit
Certain error cases from user input cause the firmware command-line interface (CLI)
to hang. For example, if you type set timeout n the CLI task hangs.

This occurs due to the return value from the _init function in question is returning
nonzero and not ECANCELED. If the function exits due to incorrect user input and
it is not a fatal error, the function returns ECANCELED.

bash-3.00# scadiag -r mcan
Resetting device mca0, this may take a minute.
Please be patient.
Device mca0 reset ok.
bash-3.00#

bash-3.00# scadiag -z mca-
Zeroizing device mca0, this may take a few minutes.
Please be patient.
Device mca0 zeroized.

bash-3.00# scadiag -z mcan
Zeroizing device mca0, this may take a few minutes.
Please be patient.
Device mca0 zeroized.
bash-3.00#
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CR 6421880 Keystore Names Must be Unique
Within Each System
If two Sun Crypto Accelerator 6000 boards in the same system use a keystore with
the same name and do not share a keystore, the driver does not distinguish between
the two keystores when registering with the encryption framework (EF).

Thus, if the security officer (SO) for one board creates a new keystore, myKeystore,
and the SO for another board in the same system creates a new keystore with the
same name, the driver registers both keystores as myKeystore. The EF will not
distinguish between these keystores, even though they are separate keystores both
internally in the firmware and driver, and externally on disk.

Workaround: Make all Sun Crypto Accelerator 6000 board keystore names unique
within each system.

Known Issues With Solaris
Cryptographic Framework

CR 6414116 Managing the NCP (UltraSPARC T1
Processor) Provider With the cryptoadm(1M)
Utility
The NCP driver cannot be disabled with the cryptoadm(1M) utility by default.

Workaround: To manage the NCP provider with the cryptoadm(1M) utility, add the
following lines to the end of the /etc/crypto/kcf.conf file:

# Start  SUNWcakr.v driver_names=ncp
# End SUNWcakr.v
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RFE 6407944 Need Key Check Function Group
Flag
Currently, the only method to determine if a provider supports a key check entry
point, is to verify that the key check entry point in the operations vector is nonnull.
This still proves only that the provider can check the key of at least one mechanism.

Known Issues With Specific Platforms

CR 6395330 Sun Ultra 40 Workstation Not
Powering on With Board in Slot 0
Using a Sun Crypto Accelerator 6000 board in slot 0 of a Sun Ultra 40 workstation
might prevent the workstation from powering on. This issue is more prevalent with
older versions of the BIOS.

Workaround: Install version 1.20 or later of the BIOS, which is available at:

http://www.sun.com/desktop/workstation/ultra40/downloads.jsp

Sun Ultra 20 Workstation Hangs During Reboot
The Sun Ultra 20 workstation might occasionally hang during reboot when a Sun
Crypto Accelerator 6000 board is installed in the system. A system power cycle is
required to recover from this condition. This problem is fixed in the latest revision of
the system BIOS and will be released as part of the Sun Ultra 20 Workstation
Supplemental 1.4 ISO Image. This image can be downloaded at the following URL
when available:

http://www.sun.com/desktop/workstation/ultra20/downloads.html

Sun Fire X2100 Server Hangs During Reboot
The Sun Fire X2100 Server may occasionally hang during reboot when an Sun
Crypto Accelerator 6000 board is installed in the system. A system power cycle is
required to recover from this condition. This problem is fixed in the latest revision of
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the system BIOS and will be released as part of the Sun Fire X2100 Server
Supplemental 1.4 ISO Image. This image can be downloaded at the following URL
when available:

http://www.sun.com/servers/entry/x2100/downloads.jsp
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