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Preface

This guide explains how to administer the Sun Java™ System Messaging Server
and its accompanying software components. Messaging Server provides a
powerful and flexible cross-platform solution to meet the email needs of
enterprises and messaging hosts of all sizes using open Internet standards.

Topics covered in this chapter include:

Who Should Use This Book

Before You Read This Book

How This Book Is Organized
Conventions Used in This Book

Related Documentation

Where to Find This Manual Online
Accessing Sun Resources Online
Contacting Sun Technical Support
Related Third-Party Web Site References

Sun Welcomes Your Comments

Who Should Use This Book

You should read this book if you are responsible for administering and deploying
Messaging Server at your site. You should also have read the Sun Java Messaging
Server Deployment Planning Guide (htt p: / docs. sun. coni doc/ 817- 6440/ ).



Before You Read This Book

Before You Read This Book

This book assumes that you are responsible for installing the Messaging Server
software and that you have a general understanding of the following:

= The Internet and the World Wide Web

= Messaging Server protocols

« SunJava System Administration Server

« SunJava System Directory Server and LDAP

= Sun Java System Console

= System Administration and Networking on the following platforms:

= General Deployment Architectures

How This Book Is Organized

This manual contains the following chapters and appendix:
Table 1 How This Book Is Organized

Chapter Description
Preface General information about using this book.
Chapter 1, “Messaging Server Describes the Messaging Server command-line utilities.

Command-line Utilities”

Chapter 2, “Message Transfer Describes the MTA command-line utilities.
Agent Command-line Utilities”

Chapter 3, “Messaging Server Describes the configutil parameters.

Configuration”

Chapter 4, “MTA Configuration” Describes MTA configuration files and options.

Chapter 5, “Messaging Describes the MMP configuration files and options.
Multiplexor Configuration”

Appendix A, “Supported Lists the standards supported by the Messaging Server.
Standards”

Glossary Complete list of terms that are used in this documentation set.

10 Messaging Server 6 2005Q1 « Administration Reference



Conventions Used in This Book

Conventions Used in This Book

The tables in this section describe the conventions used in this book.

Typographic Conventions

The following table describes the typographic changes used in this book.

Table 2

Typographic Conventions

Typeface

Meaning

Examples

AaBbCc123
(Monospace)

AaBbCc123
(Monospace
bold)

AaBbCc123
(italic)

Any text that appears on the
computer screen or text that you
should type. Can be APl and
language elements, HTML tags,
web site URLs, command names,
file names, directory path names,
onscreen computer output, sample
code.

Text you should type when it
appears within a code example or
other onscreen computer output.

A placeholder in a command or
path name that you should replace
with a real name or value (for
example, a variable).

Also can be a book title, new term,
or word to be emphasized.

Edit your. | ogi n file.
Use |'s -ato list all files.

% You have mail .

%su
Passwor d:

The file is located in the
msg_svr_base/ bi n directory.

Read Chapter 6 in the User’s
Guide.

These are called class options.

Do not save the file.

Symbols

The following table describes the symbol conventions used in this book.

Table 3 Symbol Conventions

Symbol Description Example Meaning

[ 1] Contains optional command |s [-1] The -1 option is not
options. required.

Preface
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Conventions Used in This Book

Table 3 Symbol Conventions (Continued)
Symbol Description Example Meaning
{11} Contains a set of choicesfor -d {y| n} The - d option requires that
a required command option. you use either the y
argument or the n
argument.
Joins simultaneous multiple  Control-A Press the Control key while
keystrokes. you press the A key.
+ Joins consecutive multiple Ctrl+A+N Press the Control key,

keystrokes.

Indicates menu item
selection in a graphical user
interface.

File > New > Templates

release it, and then press
the subsequent keys.

From the File menu, choose
New. From the New
submenu, choose
Templates.

Default Paths and File Names

The following table describes the default paths and file names used in this book.

Table 4

Default Paths and File Names

Term

Description

msg_svr_base

Represents the base installation directory for Messaging Server.

The default value of the msg_svr_base installation is as follows:
Solaris™ systems: / opt / SUNWrsgsr
Linux systems: / opt / sun/ messagi ng

Command Line Prompts

Command line prompts (for example, %for a C-Shell, or $ for a Korn or Bourne
shell) are not displayed in most examples. Depending on which operating system

you are using, you will see a variety of different command line prompts. However,
you should enter the command as it appears in the document unless specifically
noted otherwise.

12 Messaging Server 6 2005Q1 « Administration Reference



Related Documentation

Related Documentation

The http://docs. sun. conf™ web site enables you to access Sun technical
documentation online. You can browse the archive or search for a specific book
title or subject.

Messaging Server Documents

Use the following URL to see all the Messaging Server documentation:
http: //docs. sun. coni col | / Messagi ngSer ver _05q1

The following documents are available:

« SunJava™ System Messaging Server Release Notes

e SunJava™ System Messaging Server Administration Guide

e SunlJava™ System Messaging Server Administration Reference

e SunJava™ System Messaging Server MTA Developer’s Reference

e SunJava™ System Messenger Express Customization Guide

The Messaging Server product suite contains other products such as Sun Java™
System Console, Directory Server, and Administration Server. Documentation for
these and other products can be found at the following URL:

htt p: // docs. sun. coni db/ pr od/ sunone

In addition to the software documentation, see the Messaging Server Software
Forum for technical help on specific Messaging Server product questions. The
forum can be found at the following URL.:

http://sw orum sun. com j i ve/forum j sp?f orun¥l5

Communications Services Documents

Use the following URL to see the documentation that applies to all
Communications Services products:

http: //docs. sun. coni col | / Messagi ngSer ver _05q1
The following documents are available:

e SunJava™ System Communications Services Delegated Administrator Guide

Preface 13



Where to Find This Manual Online

Sun Java System Communications Services Deployment Planning Guide

« SunJava™ System Communications Services Schema Migration Guide

« SunJava™ System Communications Services Schema Reference

e SunJava™ System Communications Services Event Notification Service Guide
e SunJava™ System Communications Express Administration Guide

e SunJava™ System Communications Express Customization Guide

Where to Find This Manual Online

You can find the Administration Guide online in PDF and HTML formats. This book
can be found at the following URLSs:

http: // docs. sun. coni doc/ 819- 0105

Accessing Sun Resources Online

For product downloads, professional services, patches and support, and additional
developer information, go to the following:

= Download Center
http://wws. sun. coni sof t war e/ downl oad/

= Professional Services
htt p: // www sun. cond ser vi ce/ sunps/ sunone/ i ndex. ht m

= Sun Enterprise Services, Solaris Patches, and Support
http://sunsol ve. sun. com

= Developer Information
http://devel opers. sun. conl prodt ech/ i ndex. ht m

Contacting Sun Technical Support

If you have technical questions about this product that are not answered in the
product documentation, go to htt p: // wamw. sun. coni ser vi ce/ cont act i ng.

14  Messaging Server 6 2005Q1 « Administration Reference



Related Third-Party Web Site References

Related Third-Party Web Site References

Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content,
advertising, products, or other materials that are available on or through such sites
or resources. Sun will not be responsible or liable for any actual or alleged damage
or loss caused or alleged to be caused by or in connection with use of or reliance on
any such content, goods, or services that are available on or through such sites or
resources.

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments
and suggestions.

To share your comments, go to http://docs. sun. comand click Send Comments. In
the online form, provide the document title and part number. The part number is a
seven-digit or nine-digit number that can be found on the title page of the book or
at the top of the document. For example, the title of this book is Sun Java System
Messaging Server 6 2005Q1 Administration Guide, and the part number is 819-0105.
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Chapter 1

Messaging Server Command-line

Utilities

Sun Java System Messaging Server provides a set of command-line utilities in
addition to its graphical user interface. This chapter describes utilities for
messaging server starting, stopping, administration, message access, and message

store.

For descriptions of the command-line utilities for the MTA, see Chapter 2,
“Message Transfer Agent Command-line Utilities”.

The commands described in this chapter are listed in Table 1-1.

Table 1-1  Messaging Server Commands
Command Description
configutil Enables you to list and change Messaging Server configuration
parameters.
counterutil Displays all counters in a counter object. Monitors a counter object.
deliver Delivers mail directly to the message store accessible by IMAP or POP
mail clients.
hashdir Identifies the directory that contains the message store for a particular
account.
imexpire Expires and purges messages in the Message Store
iminitquota Reinitializes the quota limit from the LDAP directory and recalculates the

immonitor-access

imquotacheck

imsasm

imsbackup

disk space being used.
Monitors the status of the Messaging Server components.

Calculates the total mailbox size for each user in the message store and
compares the size with their assigned quota.

Handles the saving and recovering of user mailboxes.

Backs up stored messages.

17



Command Descriptions

Table 1-1  Messaging Server Commands (Continued)

Command Description

imsconnutil Monitors user access of the message store.

imsexport Exports Sun Java System Messaging Server mailboxes into UNIX
/var/mai |l format folders.

imsimport Migrates UINX / var / nai | format folders into an Sun Java System
Messaging Server message store.

imsrestore Restores messages from the backup device into the message store.

imscripter The IMAP server protocol scripting tool. Executes a command or
sequence of commands.

mboxutil Lists, creates, deletes, renames, or moves mailboxes (folders).

mkbackupdir Creates and synchronizes the backup directory with the information in
the message store.

MoveUser Moves a user’s account from one messaging server to another.

msuserpurge Purges those user and domain mailboxes from the message store.

readership Reports on how many users other than the mailbox owner have read
messages in a shared IMAP folder.

reconstruct Rebuilds one or more mailboxes, or the master mailbox file, and repairs
any inconsistencies.

refresh Refreshes the configuration of the specified messaging server
processes

relinker Consolidates duplicate messages.

start-msg Starts the messaging server processes.

stop-msg Stops the messaging server processes.

stored Performs cleanup and expiration operations.

Command Descriptions

18

This section describes what the main Sun Java System Messaging Server
command-line utilities do, defines their syntax, and provides examples of how they
are used. The utilities are listed in alphabetical order.

Store programs do a set ui d at configuration initialization time if running as r oot .
IMAPD and POP3 do a set ui d after opening the sockets, since that needs root
privilege. The few files (logs, locks) which may be created before the uid change are
chowned to mailsrv so that they are still usable by utilities starting directly as
mailsrv.

Messaging Server 6 2005Q1 « Administration Reference
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configutil

The confi gutil utility enables you to list and change Sun Java System Messaging
Server configuration parameters.

For a list of all configuration parameters, see Chapter 3, “Messaging Server
Configuration.”

Most Sun Java System Messaging Server configuration parameters and values are
stored in the LDAP database on Directory Server. The remaining parameters and
values are stored locally in the nsg. conf and | ocal . conf files. The startup
parameters are stored in the nsg. conf file and are set during installation. The

I ocal . conf files should not be edited manually. Use configutil to edit the
parameters stored in those files.

NOTE If the administrator has defined any language-specific options
(such as messages), you must use the | anguage option at the end of
the command in order to list or change them. Commands entered
without a| anguage option are only applied to attributes that do not
have a specified language parameter.

Requirements: Must be run locally on the Messaging Server. You may run
configutil asroot ormail srv. If you make changes to the servers, you must
restart or refresh the servers, depending on the variable, for the changes to take
effect.

Location: msg_svr_base/ shi n/ confi guti |
You can use confi gutil to perform four tasks:
= Display particular configuration parameters using - o option.

o Add; | ang- xx after the option to list parameters with a specified language
parameter. For example, ; | ang-j p to list options specified for the Japanese
language.

= List configuration parameter values using the -1 or -p prefix options. (Can be
used with the - moption.)

o Use-1 tojust list local configuration parameters from the server’s local
configuration file.

o Use-p prefix to just list those configuration parameters whose names
begin with the letters specified in prefix.

o Use - mto show whether or not the listed parameters are refreshable.
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= Set configuration parameters using the - o option and - v value options.

o Include the -1 option with - o option and - v value to store the new value in
the server’s local configuration file.

o Toread the actual value from st di n, specify a dash (-) as the value on the
command line.

o Add ;| ang- xx after the option to set options for a specified language
parameter. For example, ; | ang-j p to set options specified for the Japanese
language.

= Import configuration parameter values from st di n using the -i option.

o Include the -1 option with the -i option to import all configuration
parameters to the server’s local configuration file.

Syntax

configutil [-f configdbfil] [-1] -o option[; language] [-v valug]
configutil [-f configdbfile] [-p prefix[; language] ] [- nj

configutil -i inputfile

Options
The options for this command are:

Option Description

- f configdbfile Enables you to specify a local configuration file other than the default.
(This option uses information stored in the CONFI GROOT environment
variable by default.)

-i inputfile Imports configurations from a file. Data in the file to be entered in
option=value format with no spaces on either side of the pipe. The
inputfile should be specified as an absolute path.

Messaging Server 6 2005Q1 « Administration Reference



Command Descriptions

Option

Description

-m

-0 option

-p prefix

-v value

Lists configuration parameters stored in the local server configuration
file. When used in conjunction with the - v option, specifies that a
configuration parameter value be stored in the local server
configuration file.

The -1 option bypasses the schema checking and only stores the
information in the local copy. If you use -1 to store an option that is
defined in the schema, then it will only be effective if the config DS is
unavailable. As soon as the config DS is available, the local copy will
be overwritten with the value from the config DS. Therefore, the -1 is
really only useful in setting options which are not already defined in
the schema.

Displays whether or not the listed options are refreshable.

Specifies the name of the configuration parameter that you wish to
view or modify. May be used with the -1 and -i options.
Configuration parameter names starting with the word | ocal are
stored in the local server configuration file.

Lists configuration parameters with the specified prefix.

Specifies a value for a configuration parameter. To be used with - o
option. If the - | option is also specified or the configuration
parameter name specified with the - o option begins with | ocal , the
option value is automatically stored in the local server configuration
file rather than the Directory Server.

If you specify no command-line options, all configuration parameters are listed.

Examples

To list all configuration parameters and their values in both the Directory Server
LDAP database and local server configuration file:

configutil

To import configurations from an input file named confi g. cf g:

configutil -i config.cfg
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To list all configuration parameters with the prefix ser vi ce. i nap:

configutil -p service.imap

To display the value of the servi ce. snt p. port configuration parameter:

configutil -o service.sntp.port

To set the value of the ser vi ce. snt p. port configuration parameter to 25:

configutil -o service.snip.port -v 25

To clear the value for the servi ce. i map. banner configuration parameter:

configutil -o service.imap.banner -v

To display the refreshable status of the ser vi ce. pop configuration parameters:

configutil -m-p service. pop
This example of the -m option could produce the following sample output:

servi ce. pop. al | onanonynousl ogi n = no [ REFRESHABLE]

servi ce. pop. banner = "% % service (% %)" [ REFRESHABLE]
servi ce. pop. createtinestanp = 20030315011827Z [ REFRESHABLE]
servi ce. pop. creatorsnane = "cn=di rectory manager" [ REFRESHABLE]
servi ce. pop. enabl e = yes [ NOT REFRESHABLE]

servi ce. pop. enabl essl port = no [ NOT REFRESHABLE]

service. pop.idletimout = 10 [ REFRESHABLE]

servi ce. pop. naxsessi ons = 600 [ NOT REFRESHABLE]

servi ce. pop. naxt hreads = 250 [ NOT REFRESHABLE]
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Language Specific Options

To list or set options for a specific language, append ; | ang- xx immediately after
the option with no spaces, where xx is the two-letter language identifier. For
example, to view the text of the Japanese version of the st or e. quot aexceedednsg
message:

configutil -o "store.quotaexceedednsg; | ang-jp"

The semicolon is a special character for most Unix shells and requires special
guoting as shown in the example.

counterutil

The count eruti | utility displays and changes counters in a counter object. It can
also be used to monitor a counter object every 5 seconds.

Requirements: Must be run locally on the Messaging Server as root.

Location: msg_svr_base/ shi n/

Syntax

counterutil -o counterobject [-i interval] [-1] [-n numiterations]
[-r registryname]

Options

The options for this command are:

Option Description

-i interval Specifies, in seconds, the interval between reports. The default is 5.

-1 Lists the available counter objects in the registry specified by the - r

option.
- n numiterations Specifies the number of iterations. The default is infinity.
- 0 counterobject Continuously display the contents of a particular counter object

every 5 seconds.
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Option Description

- r registryname Indicates the counter registry to use. If no registryname is specified
with the - r registryname option, the default is
msg_svr_base/ dat a/ count er/ count er .

Examples
To list all counter objects in a given server’s counter registry:

counterutil -1

To display the content of a counter object imapstat every 5 seconds:

counterutil -o impstat -r \
msg_svr_base/ count er / count er

For complete details on counterutil, refer to the Messaging Server Administration
Guide.

deliver

The del i ver utility delivers mail directly to the message store accessible by IMAP
or POP mail clients.

If you are administering an integrated messaging environment, you can use this
utility to deliver mail from another MTA, a sendmai | MTA for example, to the
Messaging Server message store.

NOTE The del i ver utility is only for use with files which are already
completely and properly formed email messages.

Requirements: Must be run locally on the Messaging Server; the st or ed utility
must also be running. Make sure that the environment variable CONFIGROOT is
set to msg_svr_base/ confi g.

Location on UNIX: msg_svr_base/ shi n/
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Syntax

deliver [-a authid][-1] [-c] [-d] [-r address] [-f address] [-m mailbox]
[-q] [-g flag] [userid]...

You can specify multiple userids.

Options

The options for this command are:

Option Description

- a authid Specifies the authorization ID of the sender. Defaults to
anonymous.

-C Automatically creates the mailbox if it doesn't exist in the message
store.

-d This option is recognized by del i ver in order to maintain
compatibility with / bi n/ nai | , but it is ignored by del i ver.

- g flag Sets the system flag or keyword flag on the delivered message.

- f address Inserts a forwarding path header containing address.

-1 Accepts messages using the LMTP protocol (RFC 2033).

- mmailbox Delivers mail to mailbox.

« If any user ids are specified, attempts to deliver mail to mailbox
for each user id. If the access control on a mailbox does not
grant the “p” right to the value of authid passed in with the -a
option or if the - moption is not specified, then this option
delivers mail to the inbox for the userid, regardless of the

access control on the inbox.

« If no userids are specified, this option attempts to deliver mail to
mailbox. If the access control on a mailbox does not grant the “p”
right to the value of the authid passed in with the -a option, the
delivery fails.

¢ When using del i ver -m mailbox userid, mailbox can just be the
IMAP folder name, but when using del i ver - mmailbox, mailbox
must be in the format user / userid/ folder

-q Overrides mailbox quotas. Delivers messages even when the
receiving mailbox is over quota.

- r address Inserts a Ret ur n- Pat h: header containing address.

userid Deliver to inbox the user specified by userid.
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If you specify no options, mail is delivered to the inbox.

Examples
To deliver the contents of a file named nessage to Fred’s t asks mailbox:

deliver -mtasks fred < message

In the above example, if the t asks mailbox does not grant “p” rights to the value of
the authid passed in with the -a option, the contents of message. | i st are delivered
to the inbox of the user f r ed.

hashdir

The hashdi r command identifies the directory that contains the message store for a
particular account. This utility reports the relative path to the message store. The
path is relative to the directory level just before the one based on the user ID.
hashdi r sends the path information to standard output.

Requirements: Must be run locally on the Messaging Server. Make sure that the
environment variable CONFIGROOT is set to msg_svr_base/ confi g.

Location: msg_svr_base/ shi n/

Syntax

hashdir [-a] [-i] account_name

Options

The options for this command are:

Option Description

-a Appends the directory name to the output.

- Allows you to use the command in interactive mode.
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Examples

hashdi r userl

imexpire

i mexpi r e automatically removes messages from the message store based on
administrator-specified criteria. The criteria can be set in the Admin Console GUI,
with confi guti| parameters, or in afile called st or e. expi r er ul e. (See the Sun Java
System Messaging Server Administration Guide detailed usage information.) The
following removal criteria can be specified:

= Folder pattern

= Number of messages in the mailbox

= Total size of the mailbox

= Age, in days, that messages have been in the mailbox

= Size of message and grace period (days that a message exceeding the size limit
will remain in the message store before removal)

< Whether a message has been flagged as seen or deleted

< By header and field

NOTE The functionality of i nexpi r e has been expanded and the interface has
changed since earlier versions of Messaging Server. However, this version
continues to support older i nexpi r e configurations.

Requirements: Must run on local machine (the machine that holds the message
store files). Some or all of the following may be required: | ocal . schedul e. expire,
|l ocal . schedul e. pur ge, st ore. cl eanupage, | ocal . st ore. expire. | ogl evel ,
store.expirerule.rulename.attribute, st ore. expirestart,

| ocal . store. expi re. workday, | ocal . store. expire. cl eanonl y

Location: msg_svr_base/ shi n
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Syntax

imexpire [-c] [-€] [-n] [-d] [-v nun] [-p partition] [-u user] [-t nunj

[-r nun] [-m nun

Options

The options for this command are:
Option Description
-C Do purge only—do not expire. Remove expunged and expired

messages.

-e Do expire only - do not purge.
-n Trial run only - do not perform expire or cleanup. A description of

what would happen without this flag is output.

-v 123 Display verbose output. The number specifies the loglevel, where

1= partition level
2 = mailbox level
3 = message level

Messages are logged to the log file by default. When the - d option
is used, messages go to stderr.

-d Display debug output to stderr.

-p message_store_partition Expire/Purge the message store partition specified.

-u user Expire/Purge the specified user.

-t num Maximum number of threads per process. Default is 50.

-r num Maximum number of threads per partition. Default is 1.

-m num Maximum number of rules in a policy. Default is 128.
Examples

Purge expunged messages with verbose output.

imexpire -c -v
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iminitquota

The i mi ni t quot a utility reinitializes the quota limit from the LDAP directory and
recalculates the total amount of disk space that is being used by the users. It
updates the message store quot a. db database under the nbox! i st directory in the
message store. The i mi ni t quot a utility should be run after the reconstruct -qg
utility is run.

Location: msg_svr_base/ sbi n/

Syntax

imnitquota -a | -u userid

Options

The options for this command are:

Option Description

-a Initializes and updates the quota files for every message store user.
- u userid Reinitializes and updates the quota-related information for the

specified user. The userid parameter specifies the message store id
of a user, not the login id of the user.

You must specify either the - a or - u option with the i m ni t quot a command.

Immonitor-access

Monitors the status of Messaging Server components—Mail Delivery (SMTP
server), Message Access and Store (POP and IMAP servers), Directory Service
(LDAP server) and HTTP server. This utility measures the response times of the
various services and the total round trip time taken to send and retrieve a message.
The Directory Service is monitored by looking up a specified user in the directory
and measuring the response time. Mail Delivery is monitored by sending a
message (SMTP) and the Message Access and Store is monitored by retrieving it.
Monitoring the HTTP server is limited to finding out weather or not it is up and
running.
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The internal operation of i moni t or - access is as follows: first it does an

| dapsear ch of a test user created by the administrator. This checks the Directory
Server. It can then connect to the SMTP port and send a message to the mail
address to check the dispatcher. Then, it checks Message Access by using the IMAP
and POP server to see if the message made it to the Message Store. The command
logs a message in the default log file if any of the thresholds are exceeded.

The command creates a report that contains the following information:
= The state of the components

= The response time

= The round-trip time for that service

i moni t or - access is typically run by cr on at scheduled intervals to provide a
snapshot of the status of the Message Access and Store components.

i moni t or - access can also connect to the IMAP/POP service and delete messages
with the subject specified by - k. If - k is not specified, all messages containing the
subject header, i moni t or, are deleted.

The administrator must create a test user for use by this command before it can be
executed.

Syntax

i moni tor-access -u user_name {[-L LDAP_host: [ port] =[ threshold] ] [-Db
searchbase] [-1 IMAP_host: [ port] =[ threshold] ] [-P POP_host: [ port] =[ threshold]
1 [-H HTTP_host: [ port] =[ threshold] ] [-S SMTP_host: [ port] =[ threshold] ] [-w
passwd] } [-D threshold] [-mfile] [-r alert_recipients] [-A Host] [-f
SOMSADMIN] [-C LMTP_host: [ port] =[ threshold] 1 [ - hdv]

i moni tor-access -u user_ name -w passwd { [ -1 IMAP_host: [ port] =[
threshold J]1 [ -P POP_host: [port]=[ threshold 1]} [-k subject] -z

i moni tor-access -u user_name -w passwd { [ -H HTTP_host: [ port] =[
threshold 17 }

Options

The following list contains valid task options for the command.

Option Description

- U user_name The valid test user account to use. This test mail user has to be

created by the administrator. If the test mail user is in a hosted
domain, user@domain should be specified.
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Option

Description

- wpasswd

-L LDAP_host: [port] =]
threshold ]

-1 IMAP_host: [port]=][
threshold ]

-P POP_host: [port]=]
threshold ]

-SSMTP_host: [port] =
threshold ]

-CLMTP_host: [port]=[
threshold ]

-HHTTP_host: [port] =
threshold ]

- b searchbase

- f mail From option:

- Dthreshold

The password corresponding to the user specified with - u. This
option is mandatory when the - | or - Pis used. “- " can specified
with - w, to enter the password through standard input.

Use the LDAP server and the port specified to check the Directory
Server. The threshold is specified in seconds.

Use the IMAP server and the port specified to check the IMAP
component of the Message Access. The threshold is specified in
seconds. The threshold involves the time to login, retrieve, and
delete the message.

Use the POP server and the port specified to check the POP
component of the Message Access. The threshold is specified in
seconds. The threshold involves the time to login, retrieve, and
delete the message.

Use the SMTP server and the port specified to check if Messaging
Server is able to accept mail for delivery. The threshold is specified
in seconds.

Use the LMTP server and the port specified to check if Messaging
Server is able to deliver the message to the store. The threshold is
specified in seconds.

Use the HTTP server and the port specified to check if the HTTP
server is able to accept requests on the specified port. When -1 -H
or - Pis used, it is necessary to provide the test user password with
-w. When - S/- C, - | /- P are specified together, the command does
the following:

- sends mail and retrieves with IMAP and POP
- reports the per protocol response time

- reports round-trip time o reports delivery time (the time taken to
send the mail and be visible to IMAP/POP)

Multiple - 1, - P, and - S options can be specified, which helps in
monitoring Messaging Server on various systems.

Use search base as the starting point for the searching in the
Directory Server. It is the same as - b of | dap-search(1).If-bis
not specified, the utility uses the value of dcRoot of the
configuration parameter | ocal . ugl dapbasedn.

When i moni t or - access sends out an e-mail, it usually is sent
as root@domainname. Specify this option to send out an e-mail as
different user: -f user @ed. i pl anet. com

The delivery (also called round-trip time) threshold. The time taken
to send the mail and the mail being visible to POP/IMAP. This
option can be used only when -1 /- P and - S/- Care used.

Prints command usage syntax.
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Option

Description

-i inputfile

- mfile

- k subject

- r alert_recipients

- Ahost

-h
-d

Read the command information from a file instead of from the
command line.

The file that is mailed to the test user. You can get response and
round-trip times for various mail sizes with this option. Specify only
text files as non-text files result in unexpected behavior. If - mis not
specified, the mai | fil e. txt filein

msg_svr_base/ | i b/l ocal e/ G mai |l file.txt isused as the mail
file.

Header subject of the messages to be sent/deleted. The utility, by
default, uses the string “immonitor:<date>" as the subject in the
header sent out with the - S option. If - k is specified, the string
“immonitor:subject” is used in the subject header.

This option can be used with -z to delete messages, if - k is not
specified, all messages with the Subject header containing
“immonitor” are deleted.

Delete messages containing the string specified by - k in the
subject header. If - k is not specified, all messages with the subject
header containing “immonitor” are deleted. Use - z only with - | or
- P. Do note use - z with - Sor - Cas this can cause unexpected
results.

A comma-separated list of mail recipients who will be notified. If this
option is not specified, the command reports the alert messages on
the standard output.

The alternate mail server to be used to send mail to the
alert_recipients. This option helps in sending alert messages even
when the primary mail server is down or heavily loaded. If - Ais not
specified, the SMTP server on the localhost is used.

Display the usage message.
The debug mode: display the execution steps.

Run in verbose mode, with diagnostics written to standard output.

The default ports are:

SMTP =25
IMAP = 143
POP =110
LDAP =389
LMTP =225
HTTP = 80.
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If either the port or threshold is not specified, default ports with the default
threshold of 60 seconds is assumed. The threshold specified can be a decimal
number.

Output

The command generates a report containing the various protocol execution times.
For example:

Sntp Statistics for: thestork:25
Connect Tine: 2.122 ns

Geeting Time: 5.729 ns

Helo Tinme: 2.420 ns

Mail From Time: 2.779 ns

Recpt To: Time: 4.128 ns

Data Tinme: 1.268 ns

Sending File Time: 94.156 mns

Qit Time: 0.886 ns

Total SMIP Tine: 113.488 MI i seconds

If the alert recipients are specified and any of the threshold values are exceeded,
the command mails the report containing the service name and the response time:

ALERT: <service> exceeds threshol d
Response ti me=secs/ Thr eshol d=secs

Note that in case of times reported for IMAP, the individual times might not add
up to the exact value shown by the “Total IMAP time”. This occurs because the
message does not get to the store immediately. The utility loops until the message
is found. Typically, the search time indicates only the successful search time.
However, the total time includes each of the individual sleep and search times.

With POP, the utility needs to login and logout multiple times before the message
is actually found in the store. Thus, the total time here is the accumulated time for
all the logins and log outs.

Examples: To monitor the LDAP, SMTP, IMAP and POP with the threshold of 10
seconds and 250 milliseconds on localhost use:

i mmoni tor-access -L local host:=60.25 -S\
| ocal host:=60.25 -1 |ocal host:=60.25 -P | ocal host:=60.25 \
-u test_user -w passwd

This example assumes that t est _user exists with password “passwd”
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Exit Status

The exit status is 0 if no errors occur. Errors result in a non-zero exit status and a
diagnostic message being written to standard error. A different exit status is
returned when various thresholds are exceeded.

0 Successful execution with no errors or thresholds exceeded
1 Exceeded threshold of a service

2 Errors

64 Usage errors

An alert message is written to the console when the response time of any server
exceeds the threshold.

An error message is written to the console when any of the servers cannot be
reached.

Warnings

The password passed with - wcan be visible to a user using the ps(1) command. It
is strongly advised that you create a test user to be specifically used by the
monitoring utilities.

It is recommended that you use - wand enter the password through standard input.
However, if the utility is executed through cr on, the password can be stored in a
file. This file can be redirected as the standard input for the utility.

cat passwd_file | inmonitor-access -w -
i moni tor-access -w - ... < passwd_file

Do not use the echo command such as:
echo password | immonitor-access .. -w -
because the ps might show the echo’s arguments.

To delete the test mail sent by the - S option, invoke the i nmoni t or - access
command with the - z option separately. Do not use the two together.
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imquotacheck

The i nguot acheck utility calculates the total mailbox size for each user in the
message store. This utility can also compare mailbox size with a user’s assigned
guota. As an option, you can email a notification to users who have exceeded a set
percentage of their assigned quota. If you perform a user search with

i myuot acheck, the search is performed against the LDAP directory, not the local
mboxlist database. To retrieve a list of users from the local mboxlist database, use
the mboxut i | utility.

Requirements: Must be run locally on the Messaging Server.

Dependencies: The delivery agent’s quota warning mechanism needs to be turned
off in order for i myuot acheck to work, because the i rquot acheck and the delivery
agent use the same element in the quota database to record last-warn time. To turn
off the delivery agent’s quota warning, set st or e. quot anot i fi cati on to of f.

Location: msg_svr_base/ shi n/

Syntax

The following form of i nguot acheck should be used when you want to notify users
if they have exceeded a set percentage of their assigned quota.

i myuot acheck [-e] [-d domain] [-f] [-r rulefile] [-t messagetemplate] [-D] -n

This following form of i nquot acheck should be used when you want to report the
usage to st dout .

i myuot acheck [-€] [-d domain] [-r rulefile] [-t messagetemplate] [-i] [-V]
[-h] [-u user] [-D

Options

The options for this command are:

Option Description

-e Allows extended reporting. Per folder usage is included in the
report.
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Option

Description

- d domain

-f

-1 rulefile

-t message template

-u user

Looks for users only in the specified domain. The -i option is
implied, so it does not need to be specified.

Enforces domain quotas. If the domain is over quota and the

mai | domai nst at us attribute is currently set to active, the value will
be reset to overquota, which will prevent mail from being accepted
by the message store. If the domain is not over quota and the

mai | domai nst at us attribute is set to overquota, then the value will
be changed to active, and mail will be accepted.

Specifies the set of rules to be used when you want to calculate
quota usage. If - r is not specified, a default rulefile can be used. To
setup a default rulefile, copy the “Sample Rulefile” on page 42 to
msg_svr_base/ confi g. See “Rulefile Format” on page 38.

Notifies users when their mailbox quota is exceeded. The message
template format is the following:

e %U% - user's mailbox id
*  %Q% - percentage of the used mailbox quota

*  %R% - quota usage details: assigned quota, total mailbox size,
and percentage used. If the -e is specified, mailbox usage of the
individual folders are also reported.

*  %M% - current mailbox size
*  %C% - quota attribute value

If -t is not specified, a default message file will be mailed. To setup a
default message file, copy the “Notification File” on page 43 to
msg_svr_base/ confi g.

Sends notification messages based on the rules defined in the
rulefile. If you do not define any rules when you use this option, you
will receive an error.

Ignores the rulefile and any active rule defined in it. The quota status
of all the users in the message store will be printed to st dout . This
option can only be used when you want to report usage. If -i is not
specified, the active rule with the least threshold is used to print a
list of all of the users and their quota status to st dout .

Prints the username, quota, total mailbox size and percentage of
mailbox used by all of the users. When you are using

i myuot acheck to report usage, it will default to this option if no
other options are specified.

Obtains the quota status of the specified user id. Can be used with
- e for extended reporting on the user. Cannot be used to specify
multiple users.

Debug mode; displays the execution steps to st dout .
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Examples
To send a notification to all users in accordance to the defaultrul efil e:

i myuot acheck -n

To send a notification to all users in accordance to a specified rul efi | e,
nyrul ef i | e, and to a specified mail template file, nyt enpl ate. fil e:

i mguot acheck -n -r nyrulefile -t nytenplate.file

To list the usage of all users whose quota exceeds the least threshold in the
rulefile:

i nguot acheck

To list the usage of all users and (will ignore the rul efi | e):

i myuot acheck -i

To list per folder usages for users user 1 (will ignore the rul efi |l e):

i mguot acheck -u userl -e

To only list the users in domain si r oe. com

i nguot acheck -d siroe.com
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Rulefile Format

Therul ef i | e format is organized into two sections: a general section and a rule
name section. The general section contains attributes that are common across all
rules. Attributes that are typically specified in the general section are the

mai | Quot aAt t ri but e and the r epor t Met hod. In the rule name section, you can
write specific quota rules for notification intervals, trigger percentages, and so on.
Attributes that are typically specified in the rule name section are
notificationTrigger Percent age, enabl ed, noti fi cati onlnterval ,and
nmessageFi | e. Note that the attributes and corresponding values are not
case-sensitive. The following rulefile format is used:

[ General ]
mai | QuotaAttribute = [val ue]
report Met hod = [val ue]

[ rul enamel]
att r nanme=[ val ue]
at t r narre=[ val ue]

[ rul ename2]
at t r name=[ val ue]
at t r nare=[ val ue]

[ rul ename3]
att r nanme=[ val ue]
att rname=[ val ue

This table shows the attributes, whether they are required, the default value, and
the description.

General Attribute

Required  Default Value  Description

Attribute?
mai | Quot aAttribute No Value in Specifies the name of the custom
quot adb mailquota attribute. If not specified, the
value in quot adb is used.
r epor t Met hod No Can customize the output of the quota

report. The value of this attribute is
specified as library-path:function,
where library-path is the path of the
shared library and function is the name
of the report function. See

“repor t Met hod Signature” on page 39
to see the structure of the attribute.
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Rule Attribute Require Default Value Description
d
Attribute
?
noti ficationTrigger Percent age Yes Specifies the consumed quota
percentage that will trigger
notification. Value should be unique
and an integer.
nmessageFi | e No msg_svr_base/ Specifies the absolute path to the
confi g/ message file.
img. megfile
notificationlnterval Yes Indicates the number of hours before
a new notification is generated.
enabl ed No 0 (FALSE) Indicates if the particular rule is
active. Applicable values are 0 for
FALSE and 1 for TRUE.
noti ficati onMet hod No Can customize the overquota

notification method to send to the
user. The value of this attribute is
specified as library-path:function,
where library-path is the path of the
shared library and function is the
name of the report function.

”

See “noti ficati onMet hod Signature
on page 40 to see the structure of the
attribute.

repor t Met hod Signature
The following signature can be used for the r eport Met hod() :
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int synbol (Quotal nfo* info, char** nessage, int* freeflag)
infois apointer to the followi ng structure
typedef struct Quotalnfo {
const char* usernane; /* user nanme (uid or ui d@omain) */
| ong quotakb; /* quota in kbytes */
long quotansg; /* quota in number of nessages */
ul ong usagekb; /* total usage in kbytes */
ul ong usagensg; /* total usage in nunber of messages */
Fol der Usage* folderlist; /* folder list (for -e) */
long numfolder; /* nunber of folders in the folderlist */
long trigger; /* not used */
const char* rule; /* not used */

}

typedef struct Fol derUsage {
const char*fol der nane
ul ong usagekb; /* fol der usage in kbytes */

}

The address, message, points to the output message. The report function is
expected to fill the value of * message and allocate memory for nessage when
necessary. The fr eef | ag variable indicates if the caller is responsible for freeing
allocated memory for *message.

The return values are 0 for success and 1 for failure.

The i myuot acheck function will invoke the r epor t Met hod to generate the report
output. If the r epor t Met hod returns 0 and * nessage is pointing to a valid memory
address, message will be printed.

If the *freef | ag is set to 1, the caller will free the memory address pointed to by
message. If the - e option is specified, the quota usage for every folder will be stored
in the f ol derl i st, an array in Fol der Usage; the num f ol der variable is set to the
number of folders in the f ol der i st.

noti fi cati onMet hod Signature
The following signature can be used for the noti fi cati onMet hod() :
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The notification function has the follow ng prototype:
int synbol (Quotal nfo* info, char** nessage, int* freeflag)
infois a pointer to the follow ng structure:
typedef struct Quotalnfo {
const char* usernane; /* user nane (uid or ui d@onain) */
I ong quotakb; /* quota in kbytes */
long quotansg; /* quota in number of nessages */
ul ong usagekb; /* total usage in kbytes */
ul ong usagensg; /* total usage in nunber of messages */
Fol der Usage* folderlist; /* folder list (for -e) */
long numfolder; /* nunber of folders in the folderlist */
long trigger; /* the exceeded notificationTriggerPercentage */
const char* rule; /* rulename that triggered notification */

}

typedef struct Fol derUsage {
const char *fol der nane;
ul ong usagekb; /* fol der usage in kbytes */

}

The address, nessage, points to the notification message. The notification function
is expected to fill in the value of this variable and allocate the memory for the
message when necessary. The f r eef | ag variable indicates if the caller is
responsible for freeing the memory allocated for nessage.

The return values are 0 for success and 1 for failure.

If the notification function returns a 0, and * nessage is pointing to a valid address,
the i nguot acheck utility will deliver the message to the user. If the *f reef | ag is set
to 1, the caller will free the memory address pointed to by message after the
message is sent.

If the - e option is specified, the quota usage for every folder will be stored in the
fol derli st variable, an array of Fol der Usage structure; the num f ol der variable is
set to the number of folders in the f ol derl i st.

NOTE If the messageFi | e attribute is also specified, the attributed
messageFi | e will be ignored.
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Sample Rulefile

#

# Sanple rulefile

#

[ General ]

mai | Quot aAttri but e=nai | quot a

report Met hod=/ xx/ yy/ | i bzz. so: nyRepor t Met hod [for Solaris only ]
I xx/yyllibzz.sl:nyReportMethod [for HP-UX only]
\xx\yylibzz.dll:myReportMethod [ f or W ndows NT onl y]

[rul e1]

notificationTriggerPercentage=60

enabl ed=1

notificationlnterval =3

noti ficati onMet hod=/ xx/yy/libzz.so: nyNoti f yMet hod_60

[rul e2]
notificationTri gger Per cent age=80
enabl ed=1

notificationlnterval =2
nmessageFi | e=/ xx/ yy/ message. t xt

[rul e3]

notificationTriggerPercentage=90

enabl ed=1

notificationlnterval =1

noti ficati onMet hod=/ xx/yy/libzz.so: nyNoti f yMet hod_90

#
# End
#

Threshold Notification Algorithm
1. Rule precedence is determined by increasing trigger percentages.

2. The highest applicable threshold is used to generate a notification. The time
and the rule’s threshold are recorded.

3. Ifusers move into a higher threshold since their last quota notification, a new
notification will be delivered based on the current set of applicable rules. This
notice can be immediately delivered to any user whose space usage is steadily
increasing.

4. If usage drops, the notification interval of the current rule (lower threshold)
will be used to check the time elapsed since the last notice.

5. The stored time and threshold for the user will be reset to zero if the user’s
mailbox size falls below all of the defined thresholds.
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Notification File

The utility depends on the message file to have at minimum a Subject Header.
There should be at least one blank line separating the Subject from the body. The
other required headers are generated by the utility. The notification file format is
the following:

Subj ect: [Warning] quota reached for %%

Hel l o %%

Your quota: %%

Your current nail box usage: %Wb

Your nailbox is now %P6full. The fol ders consum ng the nost space are:
%%

Pl ease cl ean up unwant ed di skspace.

Thanks,
- Adm ni strat or

NOTE Localized versions of i nquot acheck notification incorrectly convert
the %and the $ signs. To correct the encoding, replace every $ with
\ 24 and replace every %with \ 25 in the message file.

imsasm

The i nsasmutility is an external ASM (Application Specific Module) that handles
the saving and recovering of user mailboxes. i nsasminvokes the i nsbackup and
i msr est or e utilities to create and interpret a data stream.

During a save operation i neasmcreates a save record for each mailbox or folder in
its argument list. The data associated with each file or directory is generated by
running the i msbackup or i nsr est or e command on the user’s mailbox.

Location: msg_svr_base/ | i b/ nsg

Syntax

i msasm [ standard_asm_arguments]
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Options
The options used in the i nsasmutility are also known as standard-asm-arguments,
which are Legato NetWorker® backup standards.

Either - s (saving), - r (recovering), or -c¢ (comparing) must be specified and must
precede any other options. When saving, at least one path argument must be
specified. path may be either a directory or filename.

The following options are valid for all modes:

Option Description

-n Performs a dry run. When saving, walk the file system but don’t
attempt to open files and produce the save stream. When
recovering or comparing, consume the input save stream and do
basic sanity checks, but do not actually create any directories or
files when recovering or do the work of comparing the actual file
data.

-V Turns on verbose mode. The current ASM, its arguments, and the
file it is processing are displayed. When a filtering ASM operating in
filtering mode (that is, processing another ASM'’s save stream)
modifies the stream, its name, arguments, and the current file are
displayed within square brackets.

When saving (- s), the following options may also be used:

Option Description

-b Produces a byte count. This option is like the - n option, but byte
count mode will estimate the amount of data that would be
produced instead of actually reading file data so it is faster but less
accurate than the - n option. Byte count mode produces three
numbers: the number of records, i.e., files and directories; the
number of bytes of header information; and the approximate
number of bytes of file data. Byte count mode does not produce a
save stream so its output cannot be used as input to another asm in
recover mode.

-0 Produces an “old style” save stream that can be handled by older
NetWorker servers.

-e Do not generate the final “end of save stream” Boolean. This flag
should only be used when an ASM invokes an external ASM and as
an optimization chooses not to consume the generated save stream
itself.

- Ignores all save directives from . nsr directive files found in the
directory tree.
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Option

Description

-f proto

- p ppath

-t date

Specifies the location of a . nsr directive file to interpret before
processing any files. Within the directive file specified by proto, path
directives must resolve to files within the directory tree being
processed, otherwise their subsequent directives will be ignored.

Prepends this string to each file’s name as it is output. This
argument is used internally when one ASM executes another
external ASM. ppath must be a properly formatted path which is
either the current working directory or a trailing component of the
current working directory.

The date after which files must have been modified before they will
be saved.

Crosses file system boundaries. Normally, file system boundaries
are not crossed during walking.

When recovering (- r ), the following options may also be used:

Option

Description

-1 response

Specifies the initial default overwrite response. Only one letter may
be used. When the name of the file being recovered conflicts with
an existing file, the user is prompted for overwrite permission. The
default response, selected by pressing Ret ur n, is displayed within
square brackets. Unless otherwise specified with the -i option, n is
the initial default overwrite response. Each time a response other
than the default is selected, the new response becomes the default.
When either N, R, or Y is specified, no prompting is done (except
when auto-renaming files that already end with the rename suffix)
and each subsequent conflict is resolved as if the corresponding
lower case letter had been selected. The valid overwrite responses
and their meanings are:

¢« n—Do not recover the current file.
« N—Do not recover any files with conflicting names.
« y—Overwrite the existing file with the recovered file.

¢ Y—Overwrite files with conflicting names.

“

« r—Rename the conflicting file. A dot “.” and a suffix are
appended to the recovered file’s name. If a conflict still exists,
the user will be prompted again.

*« R—Automatically renames conflicting files by appending a dot
“." and a sulffix. If a conflicting file name already ends in a
. suffix, the user will be prompted to avoid potential auto rename
looping conditions.
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Option Description

- msrc=dst Maps the file names that will be created. Any files that start exactly
with src will be mapped to have the path of dst replacing the leading
src component of the path name. This option is useful if you wish to
perform relocation of the recovered files that were saved using
absolute path names into an alternate directory.

- z suffix Specifies the suffix to append when renaming conflicting files. The
default suffix is R.

path Restricts the files being recovered. Only files with prefixes matching
path will be recovered. This checking is performed before any
potential name mapping is done with the -m option. When path is
not specified, no checking is performed.

Examples

To use i nsasmto save the mailbox | NBOX for user j oe, the system administrator
creates a directory file backup_root/ backup/ DEFAULT/ j oe/ . nsr with the following
contents:

i msasm | NBOX

This causes the mailbox to be saved using i nsasm Executing the nkbackupdi r
utility will automatically create the . nsr file. See “mkbackupdir” on page 50.

imsbackup

The i nsbackup utility is used to write selected contents of the message store to any
serial device, including magnetic tape, a UNIX pipe, or a plain file. The backup or
selected parts of the backup may later be recovered via the i nsr est or e utility. The
i nebackup utility provides a basic backup facility similar to the UNIX t ar
command.

Location: msg_svr_base/ shi n

For more information about i nsbackup and backing up the message store, see the
section “Backing Up and Restoring the Message Store” in the Messaging Server
Administration Guide.
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Syntax

i mebackup -f device [-b blocking_factor] [-d datetime] [-e encoding] [-u file]
[-mlinkcount] [-ivlgx] [name ...]

Options

The options for this command are:

Option Description

- b blocking_factor Everything written to the backup device is performed by blocks of

the size 512xblocking_factor. The default is 20.

- d datetime Date from which messages are to be backed up, expressed in
yyyymmdd[:hhmmss]; for example, -d 19990501: 131000 would
backup messages stored from May 1, 1999 at 1:10 pm to the
present. The default is to backup all the messages regardless of

their dates.
- e encoding Mailbox name encoding (example: IMAP_MODIFIED-UTF-7)
- f device Specifies the file name or device to which the backup is written. If

devi ce is *-', backup data is written to st dout .

-g Debug mode. The output is written in the default log file not to the
stdout. For the stdout, one should use -v

- Ignore links. Used for partial store.
-1 Used to autoload tape devices when end-of-tape is reached.
-m link_count Specifies the minimum link count for hashing.

- u file Specifies a backup object file. This file contains the object names
(entire message store, user, group, mailbox, and so on) to restore.
See name for a list of backup object

-V Executes the command in verbose mode.
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Option Description

name Can be 1) logical pathname of the backup object, 2) user ID, 3)
message store mailbox name. Backup objects and paths:

.

Entire message store: /

Message store partition: /partition_name
(default: / pri mary)

Backup group—a group of users defined with regular
expressions in a configuration file. See backup groups in the Sun
Java System Messaging Server Administration Guide for
details.

Path: /partition_name/backup_group
(/ pri mary/ user represents all users under pri nary).
User: /partition_name/backup_group/user_ID

Mailbox:
Ipartition_name/backup_group/user_ID/mailbox_name

Message:
/partition_name/backup_group/user_ID/mailbox_name/msglD

User IDs: can be any user ID in the message store. If the user is not
in the default domain, the user ID must be fully qualified (example:
Wally@siroe.com). If user is in the default domain, the user ID can
stand alone (example: Wally).

mailbox: An email folder. It is specified using the following message
store internal name:

user /user_ID/folder_name.

Note that user is a message store keyword.

Examples

The following example backs up the entire message store to / dev/ rn / O:

i nsbackup -f /dev/rm/0 /

The following backs up the mailboxes of user ID j oe to / dev/ rnt/ 0:

i msbackup -f /dev/rmt /0O /prinary/user/joe
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The following example backs up all the mailboxes of all the users defined in the
backup group gr oupAto backupfi | e:

i msbackup -f- /prinmary/groupA > backupfile

imsconnutil

Monitors user access of the message store. i nsconnuti| can provide the following
information:

< Whois currently logged in on IMAP or Messenger Express (or any http web
mail client).

« The last access time (log in or log out) for a specified user.

= For IMAP: lists the authentication method, the IP address from which the user
is logged in, the IP address to which the user is connected, and the port on
which they are logged to and from.

NOTE Do not kill this process while it is operating.

This command requires root access by the system user, and you may set the
configuration variables | ocal . i map. enabl euserl i st,
I ocal . http. enabl euserlist, |ocal.enablel astaccess tol.

Location: msg_svr_base/ shi n

Syntax
insconnutil [-a]c] [-s service] [-u uid] [-f filename]
Options
The options for this command are:
Option Description
-c|-a At least one of - ¢ or - a must be used.
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Option Description

-a Last IMAP, POP, or http web mail client access (log in or log out) of user(s). - s
does not affect the output of - a.

-C List IMAP or Messenger Express users currently connected.

- S service Can specify either i map or ht t p as service to monitor. Only applies to - ¢ option.
POP is not available because POP users do not typically stay logged on.

-u uid Specify a UID to monitor. If -u and -f are not listed, then all users are
monitored.

-f filename File containing UIDs to monitor. Each UID must be on its own line.

--Vv Returns version of this tool.

--h Returns usage information.

Examples

The following examples show i nsconnuti | and some various flags.

Lists every user ID currently logged into IMAP and http.

# inmsconnutil -c

Lists last IMAP, POP, or Messenger Express access (log in or log out) of every user
ID.

# inmsconnutil -a

Lists access history (last log off or log on) of all user IDs. Lists current user IDs
logged into IMAP and http.

# inmsconnutil -a -c

Lists IMAP users currently logged on the message store.

# inmsconnutil -c -s imap
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Reveals whether user ID George is logged onto IMAP or not.

# inmsconnutil -c -s imap -u George

Reveals whether user ID George is currently logged onto IMAP or Messenger
Express, and lists the last time George was logged o or off.

# insconnutil -c -a -u Ceorge

imsexport

Thei msexport utility exports Sun Java System Messaging Server folders into UNIX
/var/mai | format folders.

The i nsexport utility extracts the messages in a message store folder or mailbox
and writes the messages to a UNIX file under the directory specified by the
administrator. The file name is the same name as the IMAP folder name. For
message store folders that contain both messages and sub-folders, i nsexpor t
creates a directory with the folder name and a file with the folder name plus a . nsg
extension. The folder. nsg file contains the messages in the folder. The folder
directory contains the sub-folders.

Location: msg_svr_base/ shi n

Syntax

i msexport -d dir -u user [-e encoding] [-g] [-s mailbox] [-v mode]

Options

The options for this command are:

Option Description

-ddir Specifies the destination directory name where the folders will be

created and written. This is a required option.

- e encoding Specify an encoding option.
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Option Description

-0 Specifies debugging mode.

- s mailbox Specifies the source folder to export.

- U user Specifies the message store id for a user. Note that this is not

necessarily the login id of the user. The message store id is either
userid (for default domain users) or userid@domain (for other users).
This is a required option.

- v mode Specifies verbose mode. The values for mode are 0, 1, and 2. 0
specifies no output. 1 specifies mailbox level output. 2 (default)
specifies message level output.

Example

In the following example, i nsexport extracts all email for user smithl.smthlisa
valid user account in the Sun Java System Messaging Server message store. User
smi t hl has three folders on the store: | NBOX (the normal default user folder),
private, and pri vat e/ mom The destination directory will be / t np/ j oes_mai | .

%inmsexport -u smthl -d /tnp/joes_mail/

i mexport then transfers each message store folder into a/ var/ mai | conforming
file. Thus you will get the following files:

e /tnp/joes_nail /I NBOX
e /tnp/joes_nuil/private
e /tnp/joes_nuil/private. nsg

e /tnp/joes_mail/private/ nom

imsimport

The i nsi mport utility migrates UNIX / var/ mai | format folders into a Sun Java
System Messaging Server message store.
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The i nsi nport utility extracts the messages stored in/ var/ nai | mailboxes and
appends them to the corresponding users’ mailbox in the Sun Java System
Messaging Server message store. Files in the directory that are not in the standard
UNIX mailbox format are skipped. If the corresponding users do not exist in the
message store, i nsi mport creates them. When the user quota is exceeded,

i nsi nport bypasses the message store quota enforcement, so the user does not
receive an “over quota” message.

The i nsi mport utility can be run while Messaging Server is running. If mail
delivery is enabled for the mailbox you are importing, old mail can get mixed with
new mail, so you might want to hold the delivery of this user during the migration.
Mailbox access should not be a problem.

NOTE i msi nport does not use the IMAP server. However, the st or ed
utility must be running to maintain message store integrity. The
LDAP server should be running if i nsi nport is expected to create
new users.

Location: msg_svr_base/ shi n/

Syntax

insinport -u user -s file [-c y|n] [-d mailbox] [-e encoding] [-g] [-i] [-n] [-V
mode]

Options

The options for this command are:

Option Description

-c y|n Provides an answer to the question: “Do you want to continue?” if
an error occurs. Specify y for yes, n for no.

- d mailbox Specifies the destination mailbox where the messages will be
stored.

- e encoding Specify an encoding option.

-g Specifies debugging mode.

- Ignores the content-length field
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Option Description

-n Creates a new mailbox with a .date extension if the mailbox exists.
The .date extension is in the following form:

.mmddyy.HHMMSS

The month is specified by mm. The day is specified by dd. The year
is specified by yy. For example, 052097 specifies May 20 in the
year 1997. The time of day is specified by HHMMSS. For example
110000 specifies 11:00am.

- s file Specifies the UNIX folder’s file name where the messages are to be
imported. The file parameter must be a full path name. This is a
required option.

- U user Specifies the message store id for a user. Note that this is not
necessarily the login id of the user. This is a required option.

- v mode Specifies verbose mode. The values for mode are 0, 1, and 2. 0
specifies no output. 1 specifies mailbox level output. 2 (default)
specifies message level output.

Examples

i nsi nport migrates the specified / var/ mai | / f ol der for the specified user to the
Sun Java System Messaging Server message store. If the destination folder is not
specified, i nsi nport calls the destination folder by the same name as the source
folder. In the following example, the command migrates the default / var/ nai |

I NBOX for the user sni t h, to the | NBOX.

insinport -u smth -s /var/mail/smth -d | NBOX

Similarly, if you are trying to move a folder called test from / honme/ smi t h/ f ol der s/
to the Sun Java System Messaging Server message store, use the following
command:

imsinport -u smth -s /hone/smth/fol ders/test -d test

If a destination folder called t est already exists in the Sun Java System Messaging
Server message store, i nsi nport appends the messages to the existing folder in the
mailbox.
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The i nsr est or e utility restores messages from the backup device into the message

store.

Location: msg_svr_base/ shi n

Syntax

insrestore -f device| - [-a userid] [-b blocking factor] [-c y | n] [-e encoding[ - h]
[-i] [-mfile] [-n] [-r file] [-t] [-u file] [-v 0]1]2] [path]

Options

The options for this command are:

Option

Description

- b blocking_factor

-cy| n

- e encoding

-f device| -

-h
-9

Indicates the blocking factor. Everything read on the device is
performed by blocks of the size 512 x blocking_factor. The default is
20. Note: this number needs to be the same blocking factor that was
used for the backup.

Provides an answer to the question: “Do you want to continue?” if
an error occurs. Specify y for yes, n for no.

Mailbox name encoding (example: IMAP_MODIFIED-UTF-7)

When - f - is specified, backup data from st di n is read. Otherwise,
the backup data is read from the specified device or filename.

Dumps the header.
Debug mode

Ignores existing messages. Does not check for existing messages
before restore.

Note that if you specify the - i option, you may have duplicate
messages after the restore, since the -i option supersedes your
ability to check for duplicates.
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Option

Description

- m file

-v [0] 1] 2| 3] 4] 5]

name

This mapping file is used when renaming user IDs. The format in
the mapping file is oldname=newname with one set of names per line.
For example:

a=x
b=y

c=z

where a, b, and c are old names and x, y, and z are new
names.

This option is only used to rename user IDs from an older version of
Messaging Server to a newer version of Messaging Server. Use the
- u option for restoring users from SIMS to Messaging Server.

Creates a new mailbox with a . dat e extension (if the mailbox
exists). By default, messages are appended to the existing mailbox.

Reference file name (will restore all links in file).
Prints a table of contents, but restore is not performed.

Specifies a backup object file. This file contains the object names
(entire message store, user, group, mailbox, and so on) to restore.
See name for a list of backup objects.

For restoring SIMS data into a Sun Java System Message Store,
you can specify or rename users with - u file. Users should have
one name per line. If you rename users, the format of file is

ol dnane=newnarre with one set of names per line. For example:
j oe

bonni e

j acki e=j acki el

where j oe and bonni e are restored, and j acki e is restored and
renamed to j acki el. Note that full object pathnames are not
needed for user IDs.

Executes the command in verbose mode.

0 = no output

1= output at mailbox level (default)

2= output at message level

3=print meta data (for use with -t only)

4=print object level meta data (for use with -t only)

5=print the backup data of mailboxes and messages (for use with
-t only)

Can be 1) logical pathname of the backup object, 2) user ID, 3)
mailbox. See “imsbackup” on page 46 for description.
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Examples
The following example restores the messages from the file backupfi | e:

imsrestore -f backupfile

The following example restores the messages for j oe from the file backupfi | e:

imsrestore -f backupfile /primary/user/joe

The following example lists the content of the file backupfil e:

insrestore -f backupfile -t

The following example renames users in the file napfi |l e;

imrestore -mmapfile -f backupfile

where the mapfi | e format is ol dnane=newnane:

user A=user 1
user B=user 2
user C=user 3

imscripter

Theinscri pt er utility connects to an IMAP server and executes a command or a
sequence of commands.

May be run remotely.

Location: msg_svr_base/ shi n/
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Syntax

inscripter [-h] [-f script | [-c command] -f datafile]] [-c command]
[-s serverid | -p port | -u userid | -x passwd | -v verbosity]

Options

The options for this utility are:

Option

Description

- ¢ command

-f file

-h
- p port

- S Server

- u userid

Executes command, which can be one of the following:

creat e mailbox

del et e mailbox

renanme oldmailbox newmailbox [ partition]
get acl mailbox

setacl mailbox userid rights

del et eacl mailbox userid

If one or more of the above variables are included, the option
executes the given command with that input. For example, cr eat e
I'i ncol n creates a mailbox for the user | i ncol n. If the - f file
option is used, the option executes the command on each variable
listed in the file.

The file may contain one or more commands, or a list of mailboxes
on which commands are to be executed.

Displays help for this command.
Connects to the given port. The default is 143.

Connects to the given server. The defaultis | ocal host . The server
can be either a host name or an IP address.

Connects as userid.
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Option

Description

- v verbosity

- X passwd

String containing options for printing various information. The
options are as follows:

E—Show errors

I—Show informational messages
P—Show prompts

C—Show input commands

c—Show protocol commands

B—Show BAD or NO untagged responses
O—Show other untagged responses
b—Show BAD or NO completion results
0—Show OK completion results

A—Show all of the above

The letters designating options can be entered in any order. The
default is EPBI bo.

Uses this password.

mboxutil

The nboxut i | command lists, creates, deletes, renames, or moves mailboxes
(folders). nboxut i | can also be used to report quota information.

You must specify mailbox names in the following format:

user / userid/ mailbox

userid is the user that owns the mailbox and mailbox is the name of the mailbox.

Requirements: Must be run locally on the Messaging Server; the st or ed utility

must also be running.

Location: msg_svr_base/ bi n/ nsg/ admi n/ bi n

Syntax

nmboxut i |

nmboxuti |

nboxuti |

[-p MUTF7 IMAP pattern | - P regular expression] [-x | -S]

nmboxutil -d { mailbox| -p MUTF7 IMAP pattern| -P regul ar expression}
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nmboxutil -r { oldname newname | -f file } [ partition]
nboxutil -e [-p MUTF7IMAP pattern | -P regul ar expression ]

mboxutil {-c | -d} [-f file ]

nboxutil -o [-wfile] [-t num]
Options
The options for this command are:
Option Description
-a Obsolete. Used to list all user quota information. Use.

i mquot acheck

- ¢ mailbox Creates the specified mailbox.

A mailbox must exist before creating a secondary mailbox.

- d mailbox Deletes the specified mailbox.

To delete a user from the message store, use the following value for
-d mailbox:

user/ userid/ | NBOX

For example, to delete the user j ohn from the message store, use
-d user/j ohn/ | NBOX. To delete the mmfolder in the user j ohn’s
mailbox, use -d user/j ohn/ mm

The recommended method to delete a user is to mark the user
status as deleted in the LDAP directory (by using the Delegated
Administrator utility coomadm n user del et e command or the
Delegated Administrator console.). Then, run nmsuser pur ge to
remove the mailboxes. Next, use the conmadni n user purge
command to purge the users that have been marked as deleted for
a period longer than the specified number of days.

If you use the Delegated Administrator utility as described in the
preceding paragraph, you do not have to use the nboxutil -d
command to delete a mailbox.

Note that - p and - P can be used in conjunction with one another.
-e Expunges all deleted messages in the message store. This option

also can be used with the - p pattern or - P regexp options to expunge
all deleted mailboxes with names that match pattern or regexp.
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Option Description

-f file Specifies a file that stores mailbox names. The - f option can be
used with the - c, -r, or - d options.

The file contains a list of mailboxes on which the nboxut i |
command is executed. The following is an example of entries in a
data file:

user/ daphne/ | NBOX

user / daphne/ pr oj x

user/ daphne/ mm

- Lists all of the mailboxes on a server.
nmboxutil -1 will correctly display characters associated with the
system locale under which nboxuti | is being executed. The - P
regexp option will accept international characters.

-0 Checks for orphaned accounts. This option searches for inboxes in
the current messaging server host which do not have corresponding
entries in LDAP. For example, the - o option finds inboxes of owners
who have been deleted from LDAP or moved to a different server
host. For each orphaned account it finds, nboxut i | writes the
following command to the standard output:
mboxut i | -d user/ userid/ | NBOX unless - wis specified

- p pattern When used with the - | option, lists only those mailboxes with
names that match pattern.

Can also be used with the - d or - e option to delete or expunge
mailboxes with names that match pattern.

You can use IMAP wildcards. This option expects a pattern in IMAP
M-UTF-7 format. This is not the recommended way to search for
non ascii mailboxes. To search for non ascii mailboxes, use the -P
option.

- P regexp Lists, deletes, or expunges only those mailboxes with names that
match the specified POSIX regular expression. This option expects
the regexp in the local character encoding.

- domain Obsolete. Use i myuot acheck -d domain

- r oldname newname [partition]

Renames the mailbox from oldname to newname. To move a folder
from one partition to another, specify the new partition with the
partition option.

This option can be used to rename a user. For example, nboxut i |
-r user/user1/1 NBOX user/ user 2/ | NBOX moves all mail and
mailboxes from userl to user2, and new messages will appear in
the new INBOX. (If user2 already exists, this operation will fail.)
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Option Description

- R mailbox Restores deleted messages that have not yet been purged.

When a mailbox is expunged or expired, the uids of the deleted
messages are stored in a st or e. exp file. The messages are
physically removed by imexpire after the cleanup age has passed.
When expunge or expire is issued by mistake, this option can by
used to restore the deleted messages that have not been purged by
i mexpi r e into the original mailbox.

-s When used with the - | option, displays only the mailbox name. No
other data is displayed.

-t num Lists the mailboxes that have not been accessed in a specified
number of days (num). The -t option must be used with the - o
option, which identifies orphaned mailboxes.

Thus, the -t option identifies inactive mailboxes (based on
last-accessed date) together with orphaned mailboxes (mailboxes
that do not have corresponding user entries in the LDAP directory).

To identify (list) the orphaned and inactive mailboxes, use nboxut i |
-0 -wfile -t num.

To mark these orphaned and inactive mailboxes for deletion, use
nboxutil -d -f file, where file is the same file as the one passed to
-w in the preceding command.

To use this feature, the config variable | ocal . enabl el ast access
must be enabled for at least the number of days specified with the

-t option.

- U user Obsolete. Used to list user information. Use i nguot acheck -u
user

-w file Used with the - o option. Writes to a file the mailbox names
generated by the - o option (which identifies orphaned accounts).

- X When used with the - | option, displays the path and access control
for a mailbox.

Examples

To list all mailboxes for all users:

nboxutil -1
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To list all mailboxes and also include path and acl information:

mboxutil -1 -x

To list all mailboxes displaying only the mailbox names:

nmboxutil -1 -s

To create the default mailbox named INBOX for the user daphne:

nboxutil -c user/daphne/ | NBOX

To delete a mail folder named pr oj x for the user del i | ah:

mboxuti| -d user/delilah/projx

To delete the default mailbox named INBOX and all mail folders for the user
druscill a:

nmboxutil -d user/druscilla/l NBOX

To rename Desdemona’s mail folder from nenos to nenos- apri | :

nboxutil -r user/desdenona/ menmos user/desdenona/ nenos- apri |

To move the mail account for the user di mitri a to a new partition:

mboxutil -r user/dimtria/lNBOX user/dimtria/lNBOX partition
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where partition specifies the name of the new partition.

To move the mail folder named per sonal for the user di m tri a to a new partition:

mboxutil -r user/dimtrial/personal user/dimtria/personal \
partition

To list orphaned mailboxes and mailboxes that have not been accessed in 60 days:

mboxutil -o -w orphanfile -t 60

The preceding example writes the list of orphaned and inactive mailboxes to a file
named or phanfil e.

To delete orphaned and inactive mailboxes:

mboxutil -d -f orphanfile

where or phanfi | e is a file that has stored a list of orphaned and inactive mailboxes
identified with the -o option.

mkbackupdir

The nkbackupdi r utility creates and synchronizes the backup directory with the
information in the message store. It is used in conjunction with Solstice Backup
(Legato Networker). The backup directory is an image of the message store. It does
not contain the actual data. mkbackupdi r scans the message store’s user directory,
compares it with the backup directory, and updates the backup directory with the
new user names and mailbox names under the message store’s user directory.

The backup directory is created to contain the information necessary for
Networker to backup the message store at different levels (server, group, user, and
mailbox). Figure 1-1 displays the structure.
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Figure 1-1 Backup directory hierarchy
BACKUP_ROOT
partition
DEFAULT group

USEr user user

mailbox mailbox - nsr

Location: msg_svr_base/ bi n/ nsg/ st or e/ bi n

The variables in the backup directory contents are:

Variable Description

BACKUP_ROOT Message store administrator root directory.

partition Store partition.

group System administrator-defined directories containing user

directories. Breaking your message store into groups of user
directories allows you to do concurrent backups of groups of user
mailboxes.

To create groups automatically, specify your groups in the
msg_svr_base/ conf i g/ backup- gr oups. conf file. The format for
specifying groups is:

groupname= pattern

groupname is the name of the directory under which the user and

mailbox directories will be stored, and pattern is a folder name with
IMAP wildcard characters specifying user directory names that will

go under the groupname directory.

user Name of the message store user.
folder Name of the user mailbox.
mailbox Name of the user mailbox.

The nkbackupdi r utility creates:
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= A default group directory (ALL) or the group directories defined in the
backup- gr oups. conf configuration file. The following is a sample
backup- gr oups. conf file:

groupA=a* (regexp)
gr oupB=b*
gr oupC=c*

=« A user directory under the backup directory for each new user in the message
store.

< A0 length mailbox file for each mailbox.
< A . nsr file for each subdirectory that contains user mailboxes.

The . nsr file is the NSR configuration file that informs the Networker to invoke
i nsasm i measmthen creates and interprets the data stream.

Each user mailbox contains files of zero length. This includes the | NBOX, which is
located under the user directory.

NOTE Make sure the backup directory is writable by the message store
owner (mailsrv).

Syntax
nkbackupdir [-a name_of asm] [-i | -f] [-g] [-t number_of threads] [-v] -p directory
Options
The options for this command are:
Option Description
-a name_of_asm Creates . nsr files using the specified asm name. This can be used

for when you have multiple instances of Messaging Server as in
symmetric HA environments.

-f Backs up the folders only. By default, all mailboxes are backed up.
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Option Description

-g Executes the command in debug mode.

-i Backs up the inbox only. By default, all mailboxes are backed up.
- p directory Specifies the directory for the backup image. This is a required

-t number_of_threads

option.

Note: The Networker has a limitation of 64 characters for saveset
name. If your default backup directory pathname is too long, you
should use this option to specify another pathname.

Specifies the number of threads that can be used to create the
backup directory. The default is one thread for each partition, which
is usually adequate. If you have many patrtitions, and you do not
want nkbackupdi r to consume all your resources, you can lower
this number.

-u User level backup. Instead of backing up each folder as a file,
create a backup file per user.

-V Executes the command in verbose mode.

Examples

To create the nybackupdi r directory, enter the following:

mkbackupdir -p /nybackupdi r

MoveUser

The MoveUser utility moves a user’s account from one messaging server to another.
When user accounts are moved from one messaging server to another, it is also
necessary to move the user’s mailboxes and the messages they contain from one
server to the other. In addition to moving mailboxes from one server to another,
MoveUser updates entries in the directory server to reflect the user’s new mailhost
name and message store path.

May be run remotely.
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Location: msg_svr_base/ sbi n/

NOTE If you expect the moveuser utility to alter the LDAP attributes, then
you must run the following command to set the authentication
cache timeout value to 0:
-0 service. authcachettl -v 0
Syntax
MoveUser -s srcmailhost] : port] - x proxyuser - p password -d destmailhost] : port]
[-u uid | -u uid -U newuid| -1 IdapURL - D binDN -w password
[-r DCroot-t defaultDomain] ] [-a destproxyuser]
Options

The options for this command are:

Option

Description

- a destproxyuser
-A

- d destmailhost

- Dhinddn
-F

-h
-1 ldapURL

ProxyAuth user for destination messaging server.
Do not add an alternate email address to the LDAP entry.

Destination messaging server.

By default, MoveUser assumes IMAP port 143. To specify a
different port, add a colon and the port number after destmailhost.
For example, to specify port 150 for nyhost , you would enter:

-d nyhost: 150
Binding dn to the given IdapURL.

Delete messages in source messaging server after successful
move of mailbox. (If not specified, messages will be left in source
messaging server.)

Display help for this command.
URL to establish a connection with the Directory Server:
| dap: / / hostname: port/ base_dn?attributes?scope?filter

For more information about specifying an LDAP URL, see your
Directory Server documentation.

Cannot be used with the - u option.

Add a license for Messaging Server if not already set.
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Option

Description

- mdestmaildrop

- n msgcount

- 0 srcmaildrop

- p srcproxypasswd

-r DCroot

- s srcmailhost

-S

-t defaultDomain

- u uid

- Unewuid

- v destproxypwd
- whindpasswd

- X Srcproxyuser

Message store path for destination messaging server. (If not
specified, the default is used.)

Number of messages to be moved at once.

Message store path for source messaging server. (If not specified,
the default is used.)

ProxyAuth password for source messaging server.

DC root used with the - | option to move users under a hosted
domain.

Source messaging server.

By default, MoveUser assumes IMAP port 143. To specify a
different port, add a colon and the port number after srcmailhost. For
example, to specify port 150 for nyhost , you would enter:

-s nyhost: 150.
Do not set new message store path for each user.

Default domain used with the - | option to move users under a
hosted domain.

User ID for the user mailbox that is to be moved. Cannot be used
with - | option.

New (renamed) user ID that the mailbox is to be moved to. Must be
used with - u uid, where - u uid, identifies the old user name that is
to be discontinued. Both the old and the new user ID must currently
exist on both the source and the destination mailhost. After
migration you are free to manually remove the original user ID from
LDAP if you wish to do so.

ProxyAuth password for destination messaging server.
Binding password for the binddn given in the - D option.

ProxyAuth user for source messaging server.

Examples

To move all users from host 1 to host 2, based on account information in the
Directory Server si r oe. com

Movelser -1

\

"I dap: // si roe. com 389/ o=si r oe. con???( mai | host =host 1. domai n. com) " \
-D "cn=Directory Manager" -w password -s hostl -x admn \
-p password -d host2 -a admin -v password
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To move one user from host 1 which uses port 150 to host 2, based on account
information in the Directory Server si r oe. com

MoveUser -1 \

"1 dap: // si roe. com 389/ o=si r oe. con???(ui d=userid)" \

-D "cn=Directory Manager" -w password -s host1:150 -x admin \
-p password -d host2 -a admin -v password

To move a group of users whose uid starts with letter ‘s’ from host 1 to host 2,
based on account information in the Directory Server ser ver 1. si r oe. com

MoveUser -1 \

"l dap: // server 1. siroe.com 389/ o=si roe. con???(ui d=s*)" \
-D "cn=Directory Manager" -w password -s hostl -x admin \
-p password -d host2 -a adnin -v password

To move a user’s mailboxes from host 1 to host 2 when the user ID of adni n is
specified in the command line:

MoveUser -u uid -s hostl -x admn -p password -d host2 -a admn \
-v password

To move a user named al donza from host 1 to a new user ID named dul ci nea on
host 2:

MoveUser -u al donza -U dulcinea -s hostl -x adnin -p password \
-d host2 -a admn -v password

MoveUser can authenticate to the server as the administrator and use proxyauth to
migrate user mailboxes. To migrate mailboxes from servers that do not support the
proxyauth command, the admin can use the id of the migrating user as the admin
id. Proxyauth is not performed when the admin id is the same as the user id. The
-X, -p, -a and -v options are not necessary for a proxyauth user.

To move a user named j oe bypassing proxyauth:
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Movelser -u joe -s ol dserver -x joe -p joepassword -d newserver -a
admin -v adm npassword

msuserpurge

When user and domain mailboxes marked for deletion, the nsuser pur ge command
purges those user and domain mailboxes from the message store. Specifically, this
command scans the following domain and user status attributes in LDAP for a value of

del et ed: i net Donmi nSt at us, nai | Domai nSt at us, i net User St at us,

mai | User St at us. This command can be run at the command line, or can be scheduled for
execution with the conf i guti | parameter| ocal . sched. user pur ge.

Requirements: If run manually, it must be manually run locally on the messaging
server. Make sure that the environment variable CONFI GROOT is set to
msg_svr_base/ confi g.

Location: msg_svr_base/li b

Syntax

msuserpurge [-d domain_name] [-g grace_period]

Options

The options for this command are:

Option Description

-d domain_name Specifies domain to check for del et ed attribute, and, if set, purges

the mailboxes in that domain. If - d is not specified, then all domains
on this mail host are checked for the del et ed attribute and all
mailboxes in the deleted domains are purged. If the domain spans
more than one mail host, then you need to run this command on
each host. (This command uses the nmai | host attribute to
determine where to purge.)

- g grace_period Specifies the number of days that a domain or user must be marked
as deleted before this command is run.
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Examples

msuser purge -d siroe.com

readership

An owner of an IMAP folder may grant permission for others to read mail in the
folder. A folder that others are allowed to access is called a shared folder.
Administrators can use the r eader shi p utility to see how many users other than
the owner are accessing a shared folder or have access rights to shared folders.

Requirements: Must be run locally on the messaging server; the st or ed utility
must also be running.

Location: msg_svr_base/ shi n/

Syntax

readership [-d days] [-p months] [-1] [-s folder identifier right]

Options

The options for this command are:

Option Description

- d days Counts as a reader any identity that has selected the shared IMAP

folder within the indicated number of days. The default is 30.

- p months Does not count users who have not selected the shared IMAP folder
within the indicated number of months. The default is infinity and
removes the seen flag data for those users. This option also
removes the “seen” flag data for those users from the store.

-1 List the shared folders shared to that specific user.

- s folder identifier right Setacl for folder.
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The reconst ruct utility rebuilds one or more mailboxes, or the master mailbox file
(the mailboxes database), and repairs any inconsistencies. You can use this utility
to recover from almost any form of data corruption in the message store.

A mailbox consists of files under the user partition directory. The mailboxes
database is the mboxlist database.

Requirements: Must be run locally on the messaging server; the st or ed utility

must also be running.

Location: msg_svr_base/ shi n/

Syntax

reconstruct

reconstruct

reconstruct

reconstruct

[-n| -f] [-i] [-€] [-p partition] {-r [mailbox...] | mailbox. ..}

[-p partition[ -u user ]] -m

Options

The options for this command are:

Option Description

-f Forces reconst r uct to perform a fix on the mailbox or mailboxes.

-1 Reconstruct | ri ght . db.

-e Removes the st or e. exp file before reconstructing. This eliminates any

internal store record of removed messages which have not been
cleaned out by the store process.

Running a reconstruct -e will not recover removed messages if
reconstruct does not detect damage. A -f will force the reconstruct
and -e to take effect, removing the st or e. exp file.

Sets the store.idx file length to zero before reconstructing.

Running a reconstruct -e will not recover removed messages if
reconst ruct does not detect damage. A -f will force the reconstruct
and -e to take effect, removing the st or e. exp file.
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Option Description

-m Performs a consistency check and, if needed, repairs the mailboxes
database. This option examines every mailbox it finds in the spool
area, adding or removing entries from the mailboxes database as
appropriate. The utility prints a message to the standard output file
whenever it adds or removes an entry from the database.

-n Checks the message store only, without performing a fix on the mailbox
or mailboxes. The - n option cannot be used by itself, unless a mailbox
name is provided. When a mailbox name is not provided, the - n option
must be used with the - r option; the - r option may be combined with
the - p option. For example, any of the following commands are valid:

reconstruct -n user/dul ci nea/ | NBOX
reconstruct -n -r
reconstruct -n -r -p primary

reconstruct -n -r user/dul cinea/

- p partition The - p option is used with the - moption and limits the scope of the
reconstruction to the specified partition. If the - p option is not specified,
reconst ruct defaults to all partitions. Specifically it fixes f ol der. db
and quot a. db, but not | ri ght . db. This is because fixing the I ri ght . db
requires scanning the acls for every user in the message store.
Performing this for every partition is not very efficient. To fix | ri ght . db
runreconstruct -1I.

Specify a partition name; do not use a full path name.

-q Fixes any inconsistencies in the quota subsystem, such as mailboxes
with the wrong quota root or quota roots with the wrong quota usage
reported. The - g option can be run while other server processes are
running.

-1 [mailbox] Repairs and performs a consistency check of the partition area of the
specified mailbox or mailboxes. The - r option also repairs all
sub-mailboxes within the specified mailbox. If you specify - r with no
mailbox argument, the utility repairs the spool areas of all mailboxes
within the user partition directory.

- U user The -u option is used with the - moption and limits the scope of the
reconstruction to the specified user. The - u option must be used with
the - p option. If the - u option is not specified, r econst r uct defaults
to all partitions or to the partition specified with the - p option.

Specify a user name; do not use a full path name.

The mailbox argument indicates the mailbox to be repaired. You can specify one or
more mailboxes. Mailboxes are specified with names in the format

user / userid/ sub-mailbox, where userid is the user that owns the mailbox. For
example, the inbox of the user dul ci nea is entered as: user/ dul ci nea/ | NBOX.
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Examples
The following command performs a reconstruct on a specific mailbox:

reconstruct user/dul ci nea/ | NBOX

The following checks the specified mailbox, without performing a reconstruct:

reconstruct -n user/dul ci nea/ | NBOX

The following command checks all mailboxes in the message store:

reconstruct -n -r

refresh

The refresh utility refreshes the configuration of the specified messaging server
processes (SMTP, IMAP, POP, STORE, HTTP, ENS, SCHED). It is used when an
option for one of the services has been modified and you wish this option to take
effect.

Location: msg_svr_base/ shi n

Syntax

refresh [dispatcher | job_controller | snip| imap | pop | store | http| ens
| sched]

Examples
The following command refreshes the scheduler utility:

refresh sched
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If refresh does not cause the change to take effect, then stop and restart the service.

relinker

relinker finds and relinks duplicate messages. Refer to the Messaging Server
Administration Guide for operational details.

Requirements: You may run relinker as root or mailsrv.

Location: msg_svr_base/ shi n/

Syntax

relinker [-p partitionname] [-d]

Options
The options for this command are:

Option Description

-d Specifies that the digest repository be deleted.

-p partitionname Specifies the partition to be relinked. (default: all partitions).
Examples

To relink a message store:

# relinker

To delete the digest repository:

# relinker -d
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start-msg

The st art - msg utility starts all of the messaging server processes (snt p, i map, pop,
store, http, ens, sched), or optionally, one specified service. The services started
by start-msg can be controlled by enabling or disabling the configutil parameters:
servi ce. i map. enabl e, servi ce. pop. enabl e, servi ce. htt p. enabl e,

| ocal . snsgat enay. enabl e, | ocal . snnp. enabl e, | ocal . i nt a. enabl e,

| ocal . nmp. enabl e, | ocal . ens. enabl e, and | ocal . sched. enabl e.

Location: msg_svr_base/ shi n

Syntax

start-msg [dispatcher] [job_controller] [sntp] [imap] [pop] [store] [http]
[ens] [sched] [snnp] [sms] [mmp]

Examples
The following command starts all the Messaging Server processes:

start-nsg

The following command starts the i nap process:

start-nsg i map

stop-msg

The st op- nsg utility stops all Messaging Server processes (snt p, i map, pop, st or e,
htt p, ens, sched), or optionally, one specified service. To use st op- nsg component,
the component must be enabled. The st op- msg command without arguments shuts
down everything started by st ar t - nsg, including disabled components.

Location: msg_svr_base/ shi n
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Syntax

stop-nsg [dispatcher] [job_controller] [sntp] [imap] [pop] [store] [http]
[ens] [sched] [snnp] [sms] [mmp]

Examples
The following command stops all Messaging Server processes:

st op- nsg

The following command stops the ht t p service:

stop-nsg http

stored

The st or ed utility performs the following functions:

= Background and daily messaging tasks

= Deadlock detection and rollback of deadlocked database transactions
Requirements: Must be run locally on the Messaging Server.

Location: msg_svr_base/ | i b/

Syntax
To run st or ed as a daemon process:

stored [-r] [-R [-t] [-V]
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Options

The options for this command are:

Option Description

-r Removes the database temporary files and synchronizes the

database. This cleans up the database environment to prepare for
an upgrade, downgrade, or migration.

-R Removes the database temporary files without synchronizing the
database. This is used if the - r option fails because of a corrupted
database. This forces removal of temporary files.

-t Checks the status of st or ed. The return code of this command
indicates the status. To print the status, enter:

stored -t -v

-V Verbose output.
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Chapter 2

Message Transfer Agent
Command-line Utilities

The command-line utilities described in this chapter are used to perform various
maintenance, testing, and management tasks for the Message Transfer Agent

(MTA).

The MTA commands are also referred to as the i msi nt a commands. Thei nsinta
script is located in the msg_svr_base/ directory.

msg_svr_base represents the directory path in which you install the server.

The commands are listed in Table 2-1

Table 2-1

MTA Commands

Command

Description

imsimta cache
imsimta chbuild
imsimta cnbuild
imsimta counters
imsimta crdb

imsimta find

imsimta kill
imsimta process
imsimta program
imsimta purge

imsimta qclean

imsimta gm

Performs operations on the queue cache.
Compiles the MTA character set conversion tables.
Compiles the MTA configuration files.

Performs operations on the channel counters.
Creates an MTA database.

Locates the precise filename of the specified version of an MTA log
file

Terminates the specified process.

Lists currently running MTA jobs.

Manipulates the MTA program delivery options.
Purges MTA log files.

Holds or deletes message files containing specific substrings in
their envelope From:address, Subject: line, or content.

Manages MTA message queues.

81



Command Descriptions

Table 2-1  MTA Commands (Continued)

Command

Description

imsimta qtop

imsimta refresh

imsimta reload

imsimta renamedb
imsimta restart
imsimta return
imsimta run

imsimta shutdown

imsimta start

imsimta stop

imsimta submit

imsimta test

imsimta version

imsimta view

Displays the most frequently occurring envelope From: Subject:, or
message content fields found in message files in the channel
queues.

Combines the functionality of the imsimta cnbuild and imsimta
restart utilities.

Allows changes to certain configuration files to take effect without
restarting the server.

Renames a MTA database.

Restarts detached MTA processes.

Returns (bounces) a mail message to its originator.
Processes messages in a specified channel.

Shuts down the MTA Job Controller and the MTA Dispatcher as
well as individual processes running under the Dispatcher.

Starts the MTA Job Controller and Dispatcher.

Shuts down the MTA Job Controller and the MTA Dispatcher as
well as individual processes running under the Dispatcher.

Processes messages in a specified channel.

Performs tests on mapping tables, wildcard patterns, address
rewriting, and URLSs.

Prints the MTA version number.

Displays log files.

Command Descriptions

You need to be logged in as root (UNIX) or administrator (Windows NT) to run the
MTA commands. Unless mentioned otherwise, all MTA commands should be run
as mailsrv (the mail server user that is created at installation).
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Command Descriptions

The MTA maintains an in-memory cache of all the messages currently stored in its

gueues. This cache is called the queue cache. The purpose of the queue cache is to
make dequeue operations perform more efficiently by relieving master programs

from having to open every message file to find out which message to dequeue and

in which order.

Syntax

imsinta cache -sync | -view [channel]

Options

The options for this command are:

Option Description

-sync Updates the active queue cache by updating it to reflect all non-held

- vi ew[channel]

-wval k [ - debug=xxx]

message files currently present in the / msg_svr_base/ i nt a/ queue/
subdirectories. Note that the - sync option does not remove entries
from the queue cache. The queue cache entries not corresponding
to an actual queued message are silently discarded by channel
master programs.

Shows the current non-held entries in the MTA queue cache for a
channel. channel is the name of the channel for which to show
entries. This is a potentially expensive command if you have a large
backlog of messages. Instead of running this command frequently,
consider using the imsimta gm messages command.

Used to diagnose potential problems with the job controller. Each
time this command is run, the internal state of the message queues
and job scheduling information is written to the

job_controller. | ogfile. In addition, the job controller debug
mask is set to the value given. You should not run this command
unless you are instructed to do so by support.

Examples

To synchronize the queue cache:

imsinta cache -sync
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To view entries in the queue cache for the t cp_I ocal channel, execute the
command:

imsinta cache -viewtcp_|local

Imsimta chbuild

Theinsi nta chbui | d command compiles the character set conversion tables and
loads the resulting image file into shared memory. The MTA ships with complete
character set tables so you would not normally need to run this command. You
would usei nsi nta chbui | d only if you added or modified any character sets.

Syntax

imsinta chbuild [-image_fil e=file_spec | -noi mage_fil e]
[-maxi mum | -nomaxi munj
[-option_file=[option_fil] | -nooption_file] [-remove]
[-sizes |-nosizes] [-statistics | -nostatistics]

Options

The options for this command are:

Option Description

-image_fi | e=file_spec | By default, i msi nt a chbui | d creates as output the image
-noi mage_file file named by the | MTA_CHARSET_DATA option of the MTA

tailor file, msg_svr_base/ confi g/i nta_t ai | or. With the
-i mage_fi | e option, an alternate file name may be
specified. When the - noi nage_fi | e option is specified,

i msi nta chbui |l d does not produce an output image file.
The - noi mage_f i | e option is used in conjunction with the
-option_fil e option to produce as output an option file
that specifies table sizes adequate to hold the tables
required by the processed input files.
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Option Description

- maxi mum| - nonaxi mum The file msg_svr_base/ conf i g/ maxi mum char set . dat is
read in addition to the file named by the
| MTA_CHARSET_OPTI ON_FI LE option of the MTA tailor file,
msg_svr_base/ confi g/inta_tail or,when -naxi numis
specified. This file specifies near - maxi numtable sizes but
does not change any other settings. Use this option only if
the current table sizes are inadequate. The - noi mage and
-option_fil e options should always be used in
conjunction with this option—it makes no sense to output
the enormous configuration that is produced by - maxi num
but it does make sense to use - maxi mumto get past size
restrictions in order to build a properly sized option file for
use in building a manageable configuration with a
subsequent i nsi nta chbui | d invocation.

-option_fil e=[option_file] | i msi nt a chbui | d can produce an option file that contains
-nooption_file the correct table sizes to hold the conversion tables that
were just processed (plus a little room for growth). The
-option_fil e option causes this file to be output. By
default, this file is the file named by the
| MTA_CHARSET_OPTI ON_FI LE option of the MTA tailor file,
msg_svr_base/confi g/ i nta_tail or. The value of the
-option_fil e option may be used to specify an alternate
file name. If the - noopt i on_fi | e option is given, then no
option file is output. i msi nta chbui | d always reads any
option file (for example, the file named by the
| MTA_CPTI ON_FI LE option of the MTA tailor file) that is
already present; use of this option does not alter this
behavior. However, use of the - maxi mumoption causes
i msi nta chbuil d to read options from
maxi mum char set . dat in addition to
| MTA_CHARSET_COPTI ON_FI LE. This file specifies
near-maximum table sizes. Use this option only if the
current table sizes are inadequate, and only use it to create
a new option file. The - noi mage_fi | e option should
always be specified with - maxi mum since a maximum-size
image would be enormous and inefficient.

-renove Removes any existing compiled character set conversion
table. This is the file named by the | MTA_CHARSET_DATA
option of the MTA tailor file,
msg_svr_base/ config/inta_tailor.

-si zes |- nosi zes The -si zes option instructs i nsi nta chbui | d to output
or suppress information on the sizes of the uncompiled
conversion tables. The - nosi zes option is the default.
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Option Description

-statistics|-nostatistics The - stati stics option instructs i nsi nta chbui | d to
output or suppress information on the compiled conversion
tables. This information gives a rough measurement of the
efficiency of the compilation, and may indicate whether or
not an additional rebuild with the - opti on_fi | e option is
needed. The - nost ati sti cs option is the default.

Example
The standard command you use to compile character set conversion tables is:

insinta chbuild

imsimta cnbuild

Theinsi mta cnbui | d command compiles the textual configuration, option,
mapping, conversion, circuit check and alias files, and loads the resulting image
file into shared memory. The resulting image is saved to a file usually named
inmallib/config_databythe | MTA_ CONFI G DATA option of the MTA tailor file,
msg_svr_base/config/inta_tailor.

Whenever a component of the MTA (for example, a channel program) must read a
compiled configuration component, it first checks to see whether the file named by
the MTA tailor file option | MTA_CONFI G _DATA is loaded into shared memory; if this
compiled image exists but is not loaded, the MTA loads it into shared memory. If
the MTA finds (or not finding, is able to load) a compiled image in shared memory,
the running program uses that image.

The reason for compiling configuration information is simple: performance. The
only penalty paid for compilation is the need to recompile and reload the image
any time the underlying configuration files are edited. Also, be sure to restart any
programs or channels that load the configuration data only once when they start
up-for example, the MTA multithreaded SMTP server.

It is necessary to recompile the configuration every time changes are made to any
of the following files:

= MTA configuration file (or any files referenced by it)
= MTA system alias file
= MTA mapping file
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= MTA option file

= MTA conversion file

= MTA security configuration file

= MTA circuit check configuration file
< MTA system wide filter file

Specifically, these are the files pointed at by the MTA tailor file options
| MTA_CONFI G FI LE, | MTA ALI AS FI LE, | MTA_MAPPI NG FI LE, | MTA_OPTI ON_FI LE,
and | MTA_CONVERSI ON_FI LE respectively, which usually point to the following files:

= msg_svr_base/ config/int a. cnf

= msg_svr_base/ confi g/ al i ases

= msg_svr_base/ confi g/ mappi ngs

= msg_svr_base/ confi g/ opti on. dat

= msg_svr_base/ confi g/ conver si ons

NOTE Until the configuration is rebuilt, changes to any of these files are
not visible to the running MTA system.

Syntax

imsinta cnbuild [-image_fil e=file_ spec | -noi mage_fil e]
[-maxi mum | -nomaxi munj
[-option_file=[option_fil] | -nooption_file] [-renove]
[-sizes | -nosizes] [-statistics | -nostatistics]
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Options

The options for this command are:

Option

Description

-image_fil e=file_spec |
-noi mage_file

- maxi num| - nonaxi mum

-option_fil e=[option_file] |
-nooption_file

By default, i mrsi nt a cnbui | d creates as output the image file
named by the | MTA_CONFI G_DATA option of the MTA tailor file,
msg_svr_base/ config/inta_tailor.Withthe -image_file
option, an alternate filename can be specified. When the

-noi mage_fi | e option is specified, i msi nt a cnbui | d does not
produce an output image file. This option is used in conjunction
with the - opti on_fi |l e option to produce as output an option file
which specifies table sizes adequate to hold the configuration
required by the processed input files. The default value is
-image_fil e=l MTA_CONFI G_DATA.

msg_svr_base/ conf i g/ maxi mum dat is read in addition to the file
named by the | MTA_OPTI ON_FI LE option in the MTA tailor file,
msg_svr_base/ confi g/i nta_tail or. This file specifies near
maximum table sizes but does not change any other option file
parameter settings. Only use this option if the current table sizes
are inadequate. The - noi mage and - opt i on_f i | e options should
always be used in conjunction with this qualifier; it makes no
sense to output the enormous configuration that is produced by

- maxi mum but it does make sense to use - maxi mumto get past
size restrictions in order to build a properly-sized option file so that
a proportionately-sized configuration can be built with a subsequent
i msi mta cnbui | dinvocation. The default is - nonaxi num

i msi nta cnbui |l d can optionally produce an option file that
contains correct table sizes to hold the configuration that was just
compiled (plus a little room for growth). The - opti on_fi | e option
causes this file to be output. By default, this file is the file named
by the | MTA_OPTI ON_FI LE option in the MTA tailor file,
msg_svr_base/ config/inta_tailor. The value on the
-option_file option may be used to specify an alternate file
name. If the -nooption_fil e option is given, then no option file
will be output. i nsi nta cnbui | d always reads any option file
that is already present via the | MTA_OPTI ON_FI LE option of the
MTA tailor file, msg_svr_base/ confi g/inta_tail or;use of this
option will not alter this behavior. However, use of the - naxi num
option causes i nsi nta cnbui | d to read MTA options from the
msg_svr_base/ conf i g/ maxi mum dat file in addition to reading the
file named by | MTA_COPTI ON_FI LE. This file specifies near
maximum table sizes. Use this option only if the current table
sizes are inadequate, and only to create a new option file. The
-noi mage_fil e option should always be specified when

- maxi mumis specified since a maximum-size image would be
enormous and wasteful. The default value is
-option_file=I MTA_OPTI ON_FI LE.
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Option Description

-renove Remove any existing compiled configuration; for example, remove
the file named by the | MTA_CONFI G_DATA option of the MTA tailor
file, msg_svr_base/ config/ina_tailor.

-sizes | -nosi zes The - si zes option instructs i nsi nta cnbui | d to output
information on the sizes of uncompiled MTA tables. The - nosi zes
option is the default.

-statistics|-nostatistics The-statistics optioninstructsi nmsi nta cnbuil d to output
information table usage. This information gives a rough
measurement of the efficiency of the compilation, and may indicate
whether or not an additional rebuild with the - r esi ze_t abl es
option is needed. The - nost ati sti cs option is the default.

Examples
To regenerate a compiled configuration enter the following command:

imsinta cnbuild

After compiling the configuration, restart any programs that may need to reload
the new configuration. For example, the SMTP server should be restarted:

imsinta restart dispatcher

NOTE i msi mta cnbui |l d is executed whenever the i nsi mta refresh
command is invoked.

imsimta counters

The MTA accumulates message traffic counters for each of its active channels.
These statistics, referred to as channel counters, are kept in shared memory. The
i msi nta count ers command manipulates these counters.
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Syntax

[ - out put =file_spec]

imsinta counters -clear
inmsinta counters -create [-max_channel s=valug]
imsinta counters -delete

insinta counters -show [-associations | -noassoci ations]
[-channel's | -nochannel s] [-headers | -noheaders]

Options

The options for this command are:

Option

Description

-associ ati ons |
- noassoci ati ons

-channel s |
-nochannel s

-cl ear

-create

- headers |
- noheader s

- max_channel s=value

-del ete
- show

- header s | - noheader s

Specifies whether or not to show the in-memory cache of
association counters. The - associ at i ons option is the default.
This option is only used with the - show option.

Specifies whether or not to show the in-memory cache or channel
counters. The - channel s option is the default. This option is only
used with the - show option.

The - cl ear command clears the in-memory channel counters.

Creates the in-memory channel counters. Counters are not created
by default. You must create the counters if you wish to use them.
You must create them after restarting the MTA as well.

Controls whether or not a header line describing each column in the
table of counters is output. The - header s option is the default. This
option is only used with the - show option.

By default, the in-memory channel counters can hold information for
CHANNEL_TABLE_SI ZE channels. CHANNEL_TABLE_SI ZE is the
value specified by the MTA option file option of the same name. Use
the - max_channel s=value option to select a different size. This
option is used only with the - cr eat e option.

Deletes the in-memory channel counters.
Displays the in-memory channel counters.

Controls whether or not a header line describing each column in the
table of counters is output. The - header s option is the default. This
option is only used with the - show option.

Messaging Server 6 2005Q1 « Administration Reference




Command Descriptions

Option Description

- out put =file_spec Directs the output to the specified file. By default, the output
appears on your display. This option is only used with the - show
option.

Examples

To display the counters for all channels:

insinta counters -show

imsimta crdb

Theinsi nta crdb command creates and updates MTA database files. i nsi nt a
cr db converts a plain text file into MTA database records; from them, it either
creates a new database or adds the records to an existing database.

In general, each line of the input file must consist of a left side and a right side. The
two sides are separated by one or more spaces or tabs. The left side is limited to 32
characters in a short database (the default variety) and 80 characters in a long
database. The right side is limited to 80 characters in a short database and 256 in a
long database. Spaces and tabs may not appear in the left side unless the - quot ed
option is specified. Comment lines may be included in input files. A comment line
is a line that begins with an exclamation mark (!) in column 1.

Syntax

imsinta crdb input-file-spec output-database-spec [ - append | - noappend]
[-count | -nocount] [-duplicates | -noduplicates]
[-long_records | -nolong_records] [-quoted | -noquoted]
[-renove | -norenove] [-statistics | -nostatistics]
[-strip_colons | -nostrip_col ons]
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Options

The options for this command are:

Option

Description

input-file-spec

output-database-spec

- append | - noappend

-count |- nocount
-duplicates|

-nodupl i cat es

-long_records |
- nol ong_r ecor ds

- quot ed | - noquot ed

-renove | - nor enove

A text file containing the entries to be placed into the database.
Each line of the text file must correspond to a single entry. This
attribute is mandatory.

The initial name string of the files to which to write the database
(unless - dunp is specified). The . db extension is appended to the
file name. This attribute is mandatory.

When the default, - noappend, option is in effect, a new database is
created, overwriting any old database of that name. Use the

- append option to instruct the MTA to instead add the new records
to an existing database. The - noappend option is the default. In the
event of a duplicate record, the newly appended record overwrites
the old record when - nodupl i cat es is specified.

Controls whether or not a count is output after each group of 100
input lines are processed. The - count option is the default.

Controls whether or not duplicate records are allowed in the output
files. Currently, duplicate records are of use only in the domain
database (rewrite rules database) and databases associated with
the directory channel. The - nodupl i cat es option is the default.

Controls the size of the output records. By default, left sides are
limited to 32 characters and right sides are limited to 80 characters.
If -1 ong_r ecor ds is specified, the limits are changed to 80 and
256, respectively. The - nol ong_r ecor ds option is the default.

Controls the handling of quotes. Normally i msi nt a cr db pays no
attention to double quotes. If - quot ed is specified, i nsi nta crdb
matches up double quotes in the process of determining the break
between the left and right hand sides of each input line. Spaces and
tabs are then allowed in the left side if they are within a matching
pair of quotes. This is useful for certain kinds of databases, where
spaces may form a part of database keys. The quotes are not
removed unless the - r enove option is also specified. The

- noquot ed option is the default.

Controls the removal of quotes. If i nsi nta crdb is instructed to
pay attention to quotes, the quotes are normally retained. If

- renove is specified, i msi nta cr db removes the outermost set of
quotes from the left hand side of each input line. Spaces and tabs
are then allowed in the left side if they are within a matching pair of
quotes. This is useful for certain kinds of databases, where spaces
may form a part of database keys. - r enove is ignored if - quot ed is
not in effect. The - nor enove option is the default.
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Option Description
-statistics| Controls whether or not some simple statistics are output by
-nostatistics i msi nta crdb, including the number of entries (lines) converted,

the number of exceptions (usually duplicate records) detected, and
the number of entries that could not be converted because they
were too long to fit in the output database. - nost ati sti cs
suppresses output of this information. The - st ati sti cs option is

the default.
-strip_colons | Instructs i nsi nt a cr db to strip a trailing colon from the right end of
-nostrip_col ons the left hand side of each line it reads from the input file. This is

useful for turning alias file entries into an alias database. The
-nostri p_col ons is the default.

Example

The following commands create an alias database with “long” record entries. The
creation is performed in a two-step process using a temporary database to
minimize any window of time, such as during database generation, when the
database would be locked and inaccessible to the MTA.

imsinta crdb -long_records aliases-tnp

insinta renanedb aliases-tnp | MTA ALl AS_DATABASE

imsimta crdb -dump

Theinsinta crdb -dunp command writes the entries in MTA databases to a flat
ASCII file. In particular, this command may be used to write the contents of an old
style database to a file from which a new style database may be built using the

i msi nta crdb command. The output begins with a comment line that displays a
properinsi nta crdb command to use in order to return the ASCII output to a
database.

NOTE Make sure you are logged in as mai | srv (the mail server user)
before performing this command.

Syntax

imsinta crdb -dunp input-database-spec [ output-file-spec]
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Parameters
The parameters for this command are:

Parameter Description

input-database-spec Database from which to read entries. By default, the MTA looks for
a current format database of the given name; if this does not exist,
the MTA will look for an old format database of the given name. The
special keywords | MTA_ALI AS DATABASE,
| MTA_REVERSE_DATABASE, and | MTA_GENERAL_DATABASE are
supported; the use of such a special keyword tells the MTA to dump
the database specified by the corresponding MTA tailor file option.

output-file-spec ASCII file to which the entries stored in the database are written.
This file should be in a directory where you have write permissions.
If an output file is not specified, the output is written to st dout .

Examples

The following command can be used to dump the contents of an alias database to a
file, and then to recreate the alias database from that file

insinta crdb -dunp | MTA_ALI AS_DATABASE al i as. t xt
imsinma crdb alias.txt alias-tnp
imsinta renamedb alias-tnp | MTA_ALI AS_DATABASE

imsimta find

Theinsi nta find utility locates the precise filename of the specified version of an
MTA log file. MTA log files have a - uniqueid appended to the filename to allow for
the creation of multiple versions of the log file. On UNIX;, the - uniqueid is appended
to the very end of the filename (the end of the file extension), while on Windows
NT, the - uniqueid is appended to the end of the name part of the filename, before the
file extension. The i nsi nta fi nd utility understands these unique ids and can find
the particular filename corresponding to the requested version of the file.

Syntax

imsinta find file-pattern [ - f =offset-from-first] [ - | =offset-from-last]
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Options

The options for this command are:

Option Description

- f =offset-from-first Finds the specified version of the file (starting from 0). For example,

to find the earliest (oldest) version of the file, specify - f =0. By
default, i nsi nta find finds the most recent version of the file.

- | =offset-from-last Finds the last version of the specified file. For example, to find the
most recent (newest) version of the file, specify - | =0. By default,
i msi mta find finds the most recent version of the file.

file-pattern Specifies a filename pattern for which the log file to find.

Examples

The following command prints out the filename of the
tcp_l ocal _sl ave. | og- uniqueid file most recently created:

insinta find msg_svr_base/ i msi ntal/l og/tcp_| ocal _slave. | og

The following command displays the filename of the oldest
tcp_bitnet_master.log-uniqueid file:

insinta find \
msg_svr_base/ i msi mta/l og/tcp_bitnet_master.log -f=0

imsimta Kkill
Theinsinta kill utility immediately and indiscriminately terminates the
specified process. This command is equivalent to the UNIX ki I | -9 command. The

process is terminated even if it is in the middle of transferring email. So use of the
i msi nta shut down utility, which performs an orderly shutdown, is generally
preferable.

Syntax

imsinta kill component

Chapter 2 Message Transfer Agent Command-line Utilities 95



Command Descriptions

NOTE You must have the same process id as the process to be killed, or be
root . This utility is not available on Windows NT.

component is the MTA component to be killed. Valid values are j ob_control | er
and di spat cher.

imsimta process

This command displays the current MTA processes. Additional processes may be
present if messages are currently being processed, or if certain additional MTA
components are in use.

Syntax

imsinta process

Example
The following command shows current MTA processes:

# insinta process

imsinmta process

USER PID SVSZ RSS STIME TI MVE COWAND
mai |l srv 15334 S 21368 9048 17:32: 44 0:01

[ export/ins/bin/nsg/intalbin/dispatcher

mai | srv 15337 S 21088 10968 17: 32: 45 0:01
/export/ins/bin/nsg/intalbin/tcp_snp_server

mai | srv 15338 S 21080 11064 17:32: 45 0:01
/export/ins/bin/nsg/intalbin/tcp_sntp_server

mai | srv 15349 S 21176 10224 17:33:02 0: 02
/export/ins/bin/nsg/intalbin/job_controller

96 Messaging Server 6 2005Q1 « Administration Reference



Command Descriptions

imsimta program

Theinsi nta programcommand is used to manipulate the program delivery
options.

This command can be executed as r oot or nai | srv. mai | srv is the default user for
Messaging Server, but could be whatever the specified user name for the
Messaging Server is when Messaging Server is installed.

The program is passed the entire message, unparsed from st di n. This includes the
From line (without the colon) as the first line, followed by the headers and the
message body. This may include any MIME attachments that are part of the
message.

Syntax

imsinta program-a -mmethod - p program [-g argument_list]
[ - e exec_permission]

insinta program-d - m method

inmsinta program-c -mmethod -p program | -g argument_list |
- e exec_permission

Options

The options for this command are:

Option Description

-a Add a method to the set of program delivery methods. This option
cannot be used with the -d, - ¢, - |, or - u options.

-C Change the arguments to a program that has already been entered.

- mmethod Name given by the administrator to a particular method. This will be

the name by which the method will be advertised to users. Method
names must not contain spaces, tabs, or equal signs (=). The
method name cannot be none or local. The method name is
restricted to U.S. ASCII. This option is required with the - a, -d, - c,
and - u options.

Chapter 2 Message Transfer Agent Command-line Utilities 97



Command Descriptions

Option

Description

- p program

- g argument_list

- € exec_permission

Actual name of the executable for a particular method. The
executable should exist in the programs directory

(msg_svr_base/ dat a/ si t e- pr ogr ans) for the add to be successful.
It can be a symbolic link to an executable in some other directory.
This option is required with the - a option.

Argument list to be used while executing the program. If this option
is not specified during an add, no arguments will be used. Each
argument must be separated by a space and the entire argument
list must be given within double quotes. If the %s tag is used in the
argument list, it will be substituted with the user's username for
programs executed by the users and with username-+programlabel for
programs executed by inetmail. programlabel is a unique string to
identify that program. This option can be used with the -a and - ¢
options.

exec_permission can be user or post mast er . If it is specified as
user, the program is executed as the user. By default, execute
permission for all programs are set to postmaster. Programs with
exec_permission set to user can be accessed by users with UNIX
accounts only. This option can be used with the - a and - ¢ options.
The directory from where this program is run as postmaster is the
postmaster's home directory. If specified as user, then the user’s
home directory is the environment where the program is run as the
user.

Delete a method from the list of supported program delivery
methods. This option cannot be used with the -a, -c, -1, or-u
options.

Help for this command.
List all methods.

List all users using the method specified with the - moption.

Examples

To add a method pr ocnai | 1 that executes the program pr ocnai | with the
arguments - d username and executes as the user, enter the following:

insinta program-a -mprocnaill -p procmail -g "-d %" -e user
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imsimta purge

The i nsi mta pur ge command deletes older versions of MTA log files. i nsi nt a
pur ge can determine the age of log files from the uniqueid strings terminating
MTA log file names.

Syntax

imsinta purge [file-pattern] - day=dvalue - hour =hvalue - numrnvalue

Options

The options for this command are:

Option Description

file-pattern If specified, the file-pattern parameter is a file name pattern that

establishes which MTA log files to purge. The default pattern, if
none is specified, is | og/ i nt a/ | og.

- day=dvalue Purges all but the last dvalue days worth of log files.

- hour =hvalue Purges all but the last hvalue hours worth of log files.

- nun¥nvalue Purges all but the last nvalue log files. The default is 5.
Example

To purge all but the last five versions of each type of log file in the | og/ i nta
directory:

imsinmta purge

imsimta qclean

The i nsi nta gcl ean utility holds or deletes message files containing specific
substrings in their envelope From:address, Subject: line, or content.
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Syntax

imsinta qcl ean

[ - cont ent =substring] [ - f r omrsubstring] [ - subj ect =substring]

[ - t o=substring] [ - domai n_t o=substring] [-database] [-delete | -hold]
[-directory_tree] [-ignore_zz] [-match=keyword] [-m n_| ength=n]
[-threads | -nothreads] [-verbose | -noverbose] [channell

Options

The options for this command are:

Option

Description

- cont ent =substring

- f r omesubstring

- subj ect=substring

- t o=substring

- domai n_t o=substring

- dat abase

-del ete
-hol d

-directory_tree

-ignore_zz

- mat ch=keyword

-m n_| engt h=n

Specifies the substrings for which to search. Any combination of
-content, -from-subject, -to, and - donai n_t o may be
specified. However, only one of each may be used. When a
combination of such options is used, the - mat ch option controls
whether the options are interpreted as further restrictions

(- mat ch=AND) or as alternatives (- mat ch=CR).

The -donai n_t o option scans for frequently occurring envelope To:
addresses. Identical to the - t o option, except - donai n_t o looks at
only the host.domain portion of the envelope To: address.

Specifies that only message files identified by the queue cache is
searched.

Deletes matching message files.
Holds matching message files.

Searches all message files that are actually present in the channel
queue directory tree.

Ignores queued message files with file names beginning with “ZZ".
This option may be used to scan only those message files which
represent queued messages which have failed at least one delivery
attempt.

Controls whether a message file must contain all (- mat ch=AND) or
only one of (- mat ch=CR) the specified substrings in order to be held
or deleted. The default is - mat ch=AND.

Specifies the minimum length of the substring for which to search.
By default, each substring must be at least 24 bytes long. Use the
-m n_| engt h option to override this limit.
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Option Description

-threads=n|-nothreads Accelerates the searching on multiprocessor systems by dividing
the work amongst multiple, simultaneous running threads. To run n
simultaneous searching threads, specify - t hr eads=n. The value n
must be an integer between 1 and 8. The default is - not hr eads.

-ver bose | - nover bose Requests that the utility displays operation information (- ver bose).
The default is - nover bose.

channel Specifies an MTA channel area to be searched for matching
messages. The * or ? wildcard characters may be used in the
channel specification.

imsimta gm

Thei nsi mt a gmutility inspects and manipulates the channel queue directories and
the messages contained in the queues. i nsi nt a gmcontains some functionality
overlap with the i nsi nta cache and i nsi nta count ers commands.

For example, some of the information returned by i nsinta cache -viewisalso
available through the i nsi nta gm di rect ory command. However, i nsi nta gqm
does not completely replace i nsi nta cache ori nsi nta queue.

You must be root ormail srvtoruninsinta gm

i msi ma gmcan be run in an interactive or non-interactive mode. To run
i msi mta gmin the interactive mode, enter:

imsinma gm

You can then enter the sub-commands that are available for use in the interactive
mode. To exit out of the interactive mode, enter exi t or qui t.

Toruninsi nta gmin the non-interactive mode, enter:

i msi mta gm sub-commands [ options]
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Note that some of the sub-commands available in the interactive mode are not
available in the non-interactive mode, and vice versa. See “Sub-Commands” on
page 102 for descriptions of all available sub-commands. Each sub-command
indicates the mode for which mode it is available.

Sub-Commands

clean

The cl ean sub-command holds or deletes message files containing specific
substrings in their envelope From: address, Subject: line, or content.

Available in both interactive and non-interactive modes.

cl ean [-content =substring] [ - fromnrsubstring] [ - subj ect =substring]
[ -t o=substring] [-domai n_t o=substri ng]
[-database | -directory tree] [-delete | -hold] [-ignore_zz]
[ - mat ch=keyword] [-m n_l ength=n] [-threads=n | -nothreads]
[-verbose | -noverbose] [channel]

The options for this sub-command are:

Option Description

- cont ent =substring Specifies the substrings for which to search. Any combination of

- f r on=substring each option may be used. However, only one of each may only be
- subj ect =substring used. When a combination of such options is used, the - mat ch

- t o=substring option controls whether the options are interpreted as further

- domai n_t o=substring restrictions (- mat ch=AND), or as alternatives (- mat ch=0R).

The -donai n_t o option scans for frequently occurring envelope To:
addresses. Identical to the - t o option, except - domai n_t o looks
at only the host.domain portion of the envelope To: address.

The - f r omoption can take an empty address using, for example,
inmsinta gmclean -fronv\ <\ >

- dat abase | Controls whether the message files searched are only those with

-directory_tree entries in the queue cache (- dat abase) or all message files
actually present in the channel queue directory tree
(-directory_tree). When neither - dat abase nor
-directory_tree is specified, then the view selected with the
vi ewsub-command will be used. If no vi ewsub-command has
been issued, then - di rectory_tree is assumed.

-delete|-hold Specifies whether matching message files are held (- hol d) or
deleted (- del et e). The - hol d option is the default.
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Option Description

-ignore_zz Ignores queued message files with file names beginning with “ZZ”.
This option may be used to scan only those message files which
represent queued messages which have failed at least one delivery
attempt.

- mat ch=keyword Controls whether a message file must contain all (- mat ch=AND) or
only one of (- mat ch=CR) the specified substrings in order to be held
or deleted. The substrings are specified by the - cont ent ,
-env_from and - subj ect options. The default is - mat ch=AND.

-m n_| engt h=n Overrides the length limit for each substring to be searched. By
default, the limit is 24 bytes (- m n_| engt h=24).

-threads=n|-nothreads Accelerates the searching on multiprocessor systems by dividing
the work amongst multiple, simultaneous running threads. To run n
simultaneous searching threads, specify - t hr eads=n. The value n
must be an integer between 1 and 8. The default is - not hr eads.

-ver bose | - nover bose Requests that the utility displays operation information (- ver bose).
The default is - nover bose.

channel Specifies a specific MTA channel area to be searched for matching
messages. The * or ? wildcard characters may be used in the
channel specification.

counters clear
The counters cl ear sub-command performs the following operations:

1. Creates the shared memory segment for the channel message and association
counters if the segment does not already exist.

2. Sets all counter values to zero.

3. When - channel s is specified, sets the counts of stored messages, recipients,
and volume from the queue cache database.

Available for both interactive and non-interactive modes.

counters clear [-channels] [-associations]

The options for this sub-command are:

Option Description

-channel s Clears the message counters
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Option Description

-associ ati ons Clears the association counters

When neither option is specified, both are assumed. When -associ ati ons is
specified and - channel s is not specified, step (3) above is not performed.

counters create
The counters creat e sub-command performs the following operations:

1. Creates the shared memory segment for the channel message and association
counters if the segment does not already exist.

2. Sets the counts of stored messages, recipients, and volume from the queue
cache database.

Available for both interactive and non-interactive modes.

counters create [-max_channel s=n]

The option for this sub-command is:

Option Description

- max_channel s=n Tells the MTA how many channels to allow for in the memory
segment. If this option is omitted, then the MTA looks at the
i nta. cnf file and determines a value on its own.

counters delete

The count er s del et e sub-command deletes the shared memory segment used for
channel message and association counters. Note that active MTA server processes
and channels will likely recreate the memory segment.

Available for both interactive and non-interactive modes.

counters delete
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counters show

Use the count er s showsub-command to display channel message counters.
When the optional channel-name parameter is omitted, * (wildcard) is assumed and
the message counters for all channels are displayed. The channel-name parameter
may contain the * and? wildcard characters.

The counters show sub-command performs the following operations:

1. Creates the shared memory segment for the channel message and associated
counters if the segment does not already exist.

2. Sets the counts of stored messages, recipients, and volume from the queue
cache database.

3. Displays the message counters for the specified channels.

Available for both interactive and non-interactive modes.

counters show [ -headers] [-noheaders] [-output =file-spec] \
[ channel-name]

The options for this sub-command are:

Option Description

- header s or - noheaders  Controls whether or not a heading is displayed. The - header s
option is the default.

- out put =file_spec Causes the output to be written to a file. Any existing file with the
same name as the output file is overwritten.

date
Displays the current time and date in RFC 822, 1123 format.

Available for both interactive and non-interactive modes.

dat e
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delete

Deletes the specified messages displayed in the most recently generated message
gueue listing.

del ete [-channel =name [-all]] [-confirm| -noconfirnj
[-log | -nolog] [id...]

The id parameter specifies the messages to be deleted.

See “imsimta gm Options” on page 115 for information on using the - channel ,
-all,-confirmand -1 og options.

Available only in interactive mode.

directory

Generates a listing of queued message files. By default, the i nt a/ queue directory
tree is used as the source of queued message information; this default may be
changed with the view sub-command. The - dat abase and -directory_tree
options may be used to override the default.

Available for both interactive and non-interactive modes.

directory [-held | -noheld] [-database] [-directory_tree]
[-envel ope] [-owner=username] [ -fromraddress] [ -t o=address]
[-match=hool] [-file_info | -nofile_info] [-total | -nototal]

[ channel-name]

The options for this sub-command are:

Option Description

- dat abase Obtains message information from the Job Controller.

-directory_tree Selects the on-disk directory tree as the source of message
information.

-envel ope Generates a listing which also contains envelope address
information.

-total |-nototal Generates size and count totals across all selected channels.
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Option Description

- OWner =username Lists only those messages owned by a particular user. Messages
enqueued by a local user will be owned by that user; most other
messages will be owned by mai | srv. Use of the - owner option
implies - dat abase.

- f r omraddress and Lists only those messages with envelope From: or To: addresses
- t o=address and matching the specified address. When both -fromand -to are
- mat ch=bool specified, a message is listed if either its envelope From: or To:

addresses match the specified addresses. This corresponds to the
- mat ch=or option. Specify - mat ch=and to list only messages
matching both the specified From: and To: addresses. Use of

- fromor -t o implies - envel ope.

address can include a wild card (*) that matches a sequence of
characters or a % character that matches a single character.

-hel d|-nohel d By default, active messages are listed. Specify - hel d to instead
list messages which have been marked as held. Note that - hel d
implies -di rectory_tree.

-file_info]| When the directory tree is scanned, each message file is accessed

-nofile_info to determine its size as measured in units of blocks (normally 1024
bytes). To suppress this behavior and speed up generation of the
listing, specify - nof i | e_i nf 0. When the queue cache database is
used, the - nof i | e_i nf o option is ignored as the size information
is stored in the database.

channel-name Restricts the listing to one or more channels. If the channel-name
parameter is omitted, a listing is made for all channels. The channel
name parameter may contain the * and ? wildcard characters.

exit
Exits the i nsi mt a gmutility. Synonymous with the qui t sub-command.

Available for both interactive and non-interactive modes.

exit

held

Generates a listing of message files which have been marked as held. This listing is
always generated from the i nt a/ queue/ directory tree.
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Available for both interactive and non-interactive modes.

held [-envelope] [-file_info | -nofile_info] [-total | -nototal]
[ - fronraddress] [-to=address] [-match=hool] [ channel-name]

The options for this sub-command are:

Option Description

-envel ope Generates a listing which also contains envelope address
information.

-total |-nototal Generate size and count totals across all selected channels.

- f r omraddress and Lists only those messages with envelope From: or To: addresses

- t o=address and matching the specified address. When both -fromand -t o are

- mat ch=bool specified, a message is listed if either its envelope From: or To:

addresses match the specified addresses. This corresponds to the
- mat ch=or option. Specify - mat ch=and to list only messages
matching both the specified From: and To: addresses. Use of
-fromor -t o implies - envel ope.

-file_info]| When the directory tree is scanned, each message file is opened to

-nofile_info determine its size as measured in units of blocks (normally 1024
bytes). To suppress this behavior and speed up generation of the
listing, specify - nofi | e_i nf o.

channel-name Restricts the listing to one or more channels. If the channel-name
parameter is omitted, a listing is made for all channels. The
channel-name parameter may contain the * and ? wildcard
characters.

history

Displays any delivery history information for the specified messages from the most
recently generated message queue listing.

Auvailable only in interactive mode.

history [-channel =name [-all] ] [-confirm| -noconfirnj [id...]

Use the id parameter to specify the messages whose history is displayed.
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See “imsimta gm Options” on page 115 for information on using the - channel ,
-al |, and - confi r moptions.

hold

Marks as held the specified messages from the most recently generated message
gueue listing

Auvailable only in interactive mode.

hol d [-channel =name [-all]] [-confirm| -noconfirnj
[-log | -nolog] [id...]

Use the id parameter to specify the messages to mark as held.

See “imsimta gm Options” on page 115 for information on the -channel ,-al |,
-confirmand -1 og options.

messages

Theinsi mta gm nessages utility displays the number of messages queued for the
channel given. Separate counts are given for messages that are ready to be
processes (or are being processed) and those messages that have been tried and are
awaiting their retry backoff. For channels where the destination host is significant,
in particular the t cp_* channels, the messages are displayed by destination host.

messages channel

Example:

i nsi nta gm nessages tcp_| ocal

host active nmessages del ayed nessages
siroe. com 32 47
west . si roe. com 0 3
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quit
Exits the i nsi mt a gmutility. Synonymous with the exi t sub-command.

Available in both interactive and non-interactive modes.

qui t

read

Displays the specified messages from the most recently generated message queue
listing.

Available only in interactive mode.

read [-content | -nocontent ] [-channel=name [-all]]
[-confirm| -noconfirn] [id...]

The options for this sub-command are:

Option Description

-cont ent |- nocont ent Displays (- cont ent ) or suppresses display (- nocont ent) of
message content along with the envelope and header information.
- nocont ent is the default.

id Specifies the messages to display.

See “imsimta gm Options” on page 115 for information on using the - channel ,
-al |, and - confi r moptions.

release

If the specified message file is marked as held, it is renamed to remove the hold
mark. The Job Controller, if running, is informed that the message is to be
processed immediately, ahead of all other messages.

Awvailable only in interactive mode.

rel ease [-channel =name [-all]] [-confirm]| -noconfirnj
[-log | -nolog] [id...]
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Use the id parameter to specify the messages to release from . HELD status.
See “imsimta gm Options” on page 115 for information on using the - channel ,
-all,-confirmand -1 og options.

return
Returns as undelivered the specified messages shown in the most recently
generated message queue listing.

Available only in interactive mode.

return [-channel =name [-all]] [-confirm | -noconfirnj
[-log | -nolog] [id...]

Use the id parameter to specify the messages to return.

See “imsimta gm Options” on page 115 for information on using the - channel ,
-all,-confirmand -1 og options.

run

Processes, line-by-line, the commands specified in a file.

Available in both interactive and non-interactive modes.

run [-ignore | -noignore] [-log | -nolog] file-spec

Specifically, file-spec is opened and each line from it is read and executed.

The options for this sub-command are:

Option Description

-ignore|-noignore Unless -i gnor e is specified, command execution will be aborted
should one of the sub-commands generate an error.

-1og|-nol og By default, each command is echoed to the terminal before being
executed (the - og option). Specify - nol og to suppress this echo.
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start

Restart processing of messages enqueued for the specified channel. The Job
Controller not only marks the channel as “okay” to process, but it additionally
starts processing jobs for the channel. This command takes effect whether the Job
Controller is running or not.

start channel

The channel parameter specifies the channel to restart.

stop

Stops processing of messages enqueued for the specified channel. This command
prevents you from having to stop the Job Controller and recompiling the
configuration. The channel does not process messages until a st art command is
issued for that channel. This state persists across restarts of the Job Controller, the
Messaging Server, and the host computer itself. This command takes effect
whether the Job Controller is running or not.

stop channel

The channel parameter specifies the channel to stop.

summarize
The summar i ze sub-command displays a summary listing of message files.

sunmarize [-database | -directory_tree] [-heading | -noheading]
[-held | -noheld] [-trailing | -notrailing]

This is a potentially expensive command if you have a large backlog of messages.
Instead of running this command frequently, consider using the i nsi nta gm
nessages command.
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The options for this sub-command are:

Option

Description

- dat abase |
-directory_tree

- headi ng | - noheadi ng

-hel d | -nohel d

-trailing|-notrailing

Controls whether the information presented is obtained from the
Job Controller (- dat abase) or by looking at the actual directory tree
containing the channel queues (- di rect ory_t r ee). When neither
- dat abase nor - di rect ory_tr ee is specified, then the “view”
selected with the vi ew sub-command will be used. If no vi ew
sub-command has been issued, then -di rectory_treeis
assumed.

Controls whether or not a heading line describing each column of
output is displayed at the start of the summary listing. The
- headi ng option is the default.

Controls whether or not to include counts of .HELD messages in the
output. The - nohel d option is the default.

Controls whether or not a trailing line with totals is displayed at the
end of the summary. The -trailing option is the default.

top

The top sub-command displays the most frequently occurring envelope From:,

Subject:, or message content fields found in message files in the channel queues.
When used in conjunction with the cl ean sub-command, t op may be used to locate
unsolicited bulk email in the query and hold or delete it.

top [-content[=range] ] [-fronf=range]] [-subject][=range]]
[-to[=range] ] [-database | -directory_tree] [-donain_to[=range]]
[-held] [-ignore_zz] [-min_count=n] [-threads=n | -nothreads]
[-top=n] [-verbose | -noverbose] [channel]
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The options for this sub-command are:

Option

Description

- cont ent [=range]

- f r onf=range]

- subj ect [ =range]
-t o[ =rangge]

- donai n_t o[ =range]

- dat abase |
-directory_tree

-hel d

-ignore_zz

-m n_count =n

-threads=n| - not hr eads

-top=n

The - content, -from -subj ect,and -t o options are used to
specify which frequently occurring fields should be displayed. By
default, only Subject: fields are shown (- subj ect ). Use - f r omto
display frequent envelope From: fields, -t o to display frequent
envelope To: fields, or - cont ent to display frequent message
contents. Use -domai n_t o to display frequently occurring envelope
To: addresses. Identical to -t 0 option, except - donmai n_t o looks
at only the host.domain portion of the envelope To: address.

Any combination of - content, -from -t o, - donai n_t o, and

- subj ect may be specified. However, only one of each may be
used. The -content, -from-to, -donai n_t 0, and - subj ect
options accept the optional parameters START=n and LENGTH=n.
These parameters indicate the starting position and number of
bytes in the field to consider. The defaults are

- cont ent =( START=1, LENGTH=256) ,

-frome( START=1, LENGTH=2147483647) ,

-t 0=( START=1, LENGTH=2147483647) ,

- subj ect =( START=1, LENGTH=2147483647) , and

- domai n_t o=( START=1, LENGTH=214783647) . Use of these
parameters is useful when, for example, trying to identify
occurrences of a spam message which uses random text at the
start of the Subject: line.

Controls whether the message files scanned are only those with
entries in the queue cache database (- dat abase) or all message
files actually present in the channel queue directory tree
(-directory_tree). When neither - dat abase nor
-directory_tree is specified, then the “view” selected with the
vi ewsub-command will be used. If no vi ewsub-command has
been issued, then - di rect ory_t r ee is assumed.

Lists only the files which have a . HELD extension.

Ignores queued message files with file names beginning with “ZZ".
This option may be used to scan only those message files which
represent queued messages which have failed at least one delivery
attempt.

Changes the minimum number of times that a string must occur in
order to be displayed. The default is - m n_count =2.

Accelerates searching on multiprocessor systems by dividing the
work amongst multiple, simultaneously running threads. To run n
simultaneous searching threads, specify - t hr eads=n. The value n
must be an integer between 1 and 8. The default is - not hr eads.

Changes the amount of most frequently occurring fields that are
displayed. The default is - t op=20.
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Option Description

-ver bose | - nover bose Requests that the utility displays operation information (- ver bose).
The default is - nover bose.

channel Specifies an MTA channel area to be scanned for string
frequencies. The * or? wildcard characters may be used in the
channel specification.

view
Specifies the source of queued message information for subsequent directory
commands.

Available only in interactive mode.

view -database | -directory_tree

By default, queued message listings are generated by scanning the i nt a/ queue/
directory tree. This corresponds to the - di rect ory_t r ee option. You can,
alternatively, generate the listings from the MTA queue cache database by issuing
the - dat abase option.

Settings made with the vi ewsub-command remain the default until either another
view command is issued or the utility exits. The default may be overridden with
the -dat abase or -directory_tree options of the directory command.

Note that the directory tree is always used when listing held message files.

imsimta gm Options
The del et e, hi story, hol d, read, r el ease, and r et ur n sub-commands all support
the following options and parameter:

Option Description
- channel =name Operates on the specified channel.
-all The - al | option may be used to operate on all of the previously

listed messages. When used in conjunction with the - channel
option, only those previously listed messages for the specified
channel are operated on. The - al | option may not be used in
conjunction with an id parameter. However, - al | or at least one id
parameter must be specified.
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Option Description
-confirmand When the id parameter is not used to explicitly select messages,
-noconfirm you will be prompted to confirm the operation. This prevents

accidental del et e -al | sub-commands from being executed.
You can use the - noconf i r moption to suppress this prompt.
Similarly, - conf i r mcauses a confirmation prompt to be required.

-1 og and - nol og Controls whether or not the operation on each selected message is
reported.

id The identification number of a message shown in the most recent
listing generated by either the di r ect ory or the hel d
sub-command. The identification number for a message is the
integer value displayed in the left-most column of the listing. The id
can also be a range or comma-separated list.

These options identify the messages to which the command is applied. When none
of the options are specified, at least one id parameter must be supplied.

For example, in the following listing the first message displayed has an
identification number of 1 and the second 2:

gmnaint> directory tcp_|l ocal

Channel : tcp_l ocal Si ze Queued since
1 XS011 VX1T0Q@Z18984Y1 W 00 24 16- APR-1998 00: 30: 30. 07
2 YHO1l VMZLNORE984VLK. 00 24 20- APR-1998 00: 30: 40. 31

These two messages can therefore be selected by either “1,2” or “1-2”.
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Examples

Non-Interactive Mode
The following example generates a list of queued messages:

imsinma gmdirectory

Ved, 24 Feb 1999 14:20:29 -0800 (PST)
Data gathered fromthe queue directory tree

Channel : si ns-ns Si ze Queued since

| ZZ0F7CDOI03CIZD 00 1 24-Feb-1009 11:52:20
2 ZZOF7Q00I 034 LY6. 00 1 24-Feb-1999 11:51:57

Total size 2
Gand total size: 2
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Interactive Mode

In the following interactive session, the di r ect ory sub-command is used to obtain
a list of queued messages. The del et e sub-command is then used to delete the first
of the displayed messages. Finally, another di r ect or y sub-command is issued that
displays that the deleted message is indeed gone.

insinta gm
gm mai nt> directory

Thu, 25 Feb 1999 11:37:00 - 0800 (PST)
Data gathered fromthe queue directory tree

Channel : si ns-ns Si ze Queued since

| ZZ0F7CD0I03CIZD 00 1 24-Feb-1099 11:52:20
2 ZZ0OF7Q00I 034 LY6. 00 1 24-Feb-1999 11:51:57

Total sizee >
Gand total size: 2

gm mai nt> delete 1
%M | - DELETED, del eted the nessage file
nsg-tango/ i m a/ queue/ si ns- ns/ 013/ ZZOF70001 03CIHZD. 00

gm mai nt> directory
Thu, 25 Feb 1999 11:37:09 -0800 (PST)
Data gathered fromthe queue directory tree

Channel : si ns-ns Si ze Queued since
1 ZZOF7Q00I 03C1 LY6. 00 1 24-Feb-1999 11:51:57
Total size: 1
Gand total size: 1
Imsimta qtop

The imsimta qtop utility displays the most frequently occurring envelope From:,
To:, Subject:, or message content fields found in message files in the channel
gueues.
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imsinta qtop [-content[=range]] [-fronj=range]] [-subject[=range]]
[-to[=range]] [-domain_to[=range]] [-database | -directory_tree]
[-ignore_zz] [-min_count=n] [-threads=n | -nothreads] [-top=n]
[-verbose | -noverbose] [channel]

Options

The options for this command are:

Option

Description

- cont ent [ =range]

- f ronf =range]

- subj ect [ =range]
-t o[ =range]

- donai n_t o[ =range]

- dat abase

-directory_tree

-ignore_zz

-m n_count =n

Specifies which frequently occurring fields should be displayed. By
default, only Subject: fields are shown (- subj ect ). Specify - from
to display frequent envelope From: fields, - t o to display frequent
envelope To: fields, or - cont ent to display frequent message
contents. Specify - donai n_t o to display frequently occurring
envelope To: fields. Identical to - t o option, except - donai n_t o
looks at only the host.domain portion of the envelope To: address.

Any combination may be specified. However, only one of each my
be used. These options accept the START=n and LENGTH=n
arguments. These arguments indicate the starting offset and
number of bytes in the field to consider. The defaults are

- cont ent =( START=1, LENGTH=256) ,

-frome( START=1, LENGTH=2147483647) ,

- subj ect =( START=1, LENGTH=2147483647) , and

- donai n_t 0=( START=1, LENGTH=2147483647) .

Specifies that only message files identified by the queue cache
database is searched.

Searches all message files actually present in the channel queue
directory tree.

Ignores queued message files with file name beginning with “ZZ".
This option may be used to scan only those message files which
represent queued messages which have failed at least one delivery
attempt. For example, the following command indicates to which
domains the MTA has problems delivering messages:

insima qtop -ignore_zz -domain_to

Changes the minimum number of times that a string must occur in
order to be displayed. The default is - m n_count =2.
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Option Description
-threads=n | Accelerates searching on multiprocessor systems by dividing the
- not hr eads work amongst multiple, simultaneously running threads. To run n

simultaneous searching threads, specify -t hr eads=n. The value n
must be an integer between 1 and 8. The default is - not hr eads.

-top=n Changes the amount of most frequently occurring fields that are
displayed. The default is - t op=20.

-verbose | -noverbose Requests thatthe utility displays operation information (- ver bose).
The default is - nover bose

channel Specifies a channel area to be scanned for string frequencies. The *
and ? wildcard characters may be used in the channel specification.

imsimta refresh
Theinsi nta refresh utility performs the following functions:
= Recompiles the MTA configuration files.

= Stops any MTA Job Controller or MTA Service Dispatcher jobs that are
currently running.

= Restarts the Job Controller and MTA Service Dispatcher.

Essentially, i nsi nt a ref resh combines the function of i nsi nta cnbui I d and
insima restart.

NOTE You must be logged inasroot toruninsinta refresh.

Syntax

imsinta refresh [job_controller | dispatcher]

Options

The options for this command are:

Option Description

job_controller Restarts the Job Controller.

di spat cher Restarts the MTA Service Dispatcher.
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If no component name is specified, all active components are restarted.

imsimta reload

Some parts of the MTA configuration can be changed and have these changes
activated without having to stop and start the system. The reloadable parts of the
configuration are:

mappings
aliases
general, forward and reverse lookup tables

These can be changed, compiled, and the changes activated by issuing the
commands:

imsima cnbuild
imsima rel oad

The imsimta reload command informs the dispatcher and job controller of the
change, and they in turn inform the processes they started.

Syntax

imsinta rel oad

imsimta renamedb

The i nsi nta renamedb command renames an MTA database. Since the MTA may
optionally reference several “live” databases, that is, databases whose presence
triggers their use by the MTA, itis important, first, to ensure that the MTA does not
see such a database while it is in a mixed state, and second, to minimize any period
of time during which the database is inaccessible. The i nsi nta crdb command
locks the database it is creating to avoid having it accessed in a mixed state.

It is therefore recommended that the MTA databases be created or updated in a
two-step process:

1. Create or update a temporary database.
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2. Rename the temporary database to the “live” name using the i nsi nt a
r enanmedb command.

Thei nsi nt a renanmedb command, which must delete any old database files and
rename the new database files, locks the database during the renaming process to
avoid presenting the database in a mixed state. In this way the database is never
accessible while it is in a mixed state, yet any window of time during which the
database is inaccessible is minimized. Renaming is generally quicker than database
generation.

Syntax

imsinta renamedb old-database-spec new-database-spec

Parameters
The parameters for this command are:

Parameter Description
old-database-spec The name of the database that is being renamed.
new-database-spec The new name of the database. This may either be an actual

pathname, or one of the special names such as

| MTA_ALI AS DATABASE, | MTA_REVERSE_DATABASE,

| MTA_GENERAL_DATABASE, or | MTA_DOVAI N_DATABASE, listed in
the MTA tailor file and pointing to actual pathnames.

Example

The following command renames the database t npdb to be the actual MTA alias
database (usually msg_svr_base/ dat a/ db/ al i asesdb).

insinta renanedb tnpdb | MTA_ALI AS_DATABASE

Imsimta restart

Theinsinta restart command stops and restarts the Job Controller and Service
Dispatcher. This causes all MTA master and slave programs to be restarted. It can
also restart SMTP, LMTP, and SMTP_SUBMIT.
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Detached MTA processes should be restarted whenever the MTA configuration is
altered—these processes load information from the configuration only once and
need to be restarted in order for configuration changes to become visible to them.
In addition to general MTA configuration files, such as the imta.cnf file, some
components, such as the MTA Service Dispatcher, have their own specific
configuration files, for example, di spat cher. cnf, and should be restarted after
changes to any of these files.

NOTE You must be logged in as root to use this utility.

Syntax

insinta restart [job_controller|dispatcher|sntp|lntp|sntp_submt]

Restarting the MTA Service Dispatcher effectively restarts all the service
components it handles. If no component name is given, all active components are
restarted.

Example
To restart the MTA Job Controller and channel master programs:

inmsinta restart job_controller

Imsimta return

Theinsi nta returncommand returns a message to the message's originator. The
returned message a single multipart message with two parts. The first part explains
the reason why the message is being returned. The text of the reason is contained in
the file ret urn_bounce. t xt located in the

msg_svr_base/ confi g/ | ocal e/ & LC_MESSAGES directory. The second part of the
returned message contains the original message.

Syntax

imsinmta return message-file
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message-file is the name of the message file to return. The name may include
wildcards, but if so, the specification must be quoted.

Example

The following command causes the specified the message to be returned to its
originators.

imsinta return /intal/queue/ | / ZZOFRN)OAO3REUS. 00

imsimta run

Theinsi nta run command processes the messages in the channel specified by the
channel parameter. Output during processing is displayed at your terminal, which
makes your terminal unavailable for the duration of the operation of the utility.
Refer also to the i nsi nta subnit command which, unlike i nsi nta run, does not
monopolize your terminal.

Note that a channel delivery program that is run using this command, unlike the
i nsi nta subm t command, attempts to deliver messages before any pending
backoff delay has expired.

Syntax

imsinta run channel

Parameters
The parameter for this command is:

Parameter Description
channel Specifies the channel to be processed. This parameter is
mandatory.
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Example
Type the following command to process any messages in the tcp_local channel:

imsinta run tcp_| ocal

imsimta shutdown

The i nsi mta shut down command shuts down the MTA Job Controller and the
MTA Dispatcher. Shutting down the MTA Dispatcher shuts down all services (for
example, SMTP) being handled by the Dispatcher. It can also be used to stop the
SMTP, LMTP, SMTP_SUBMIT servers. Note that you can only restart a Dispatcher
service that is currently running. If you do i nmsi nta shut down snt p, you must
restart the Dispatcher to start the SMTP service again.

NOTE You must be logged in as root to use this utility.

Syntax

i msimta shutdown [dispatcher|job_controller|sntp|sntp_submt|lmnp]

Example
Use the following command to shut down the MTA jobs:

i msi nta shut down

Imsimta start

Theinsi nta start command starts up detached MTA processes. If no component
parameter is specified, then the MTA Job Controller and MTA Service Dispatcher
are started. Starting the Service Dispatcher starts all services the Service Dispatcher
is configured to handle, which usually includes the SMTP server.
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The services handled by the MTA Service Dispatcher must be started by starting
the MTA Service Dispatcher. Only services not being handled by the MTA Service
Dispatcher can be individually started via the i nsi nta start command. The
Service Dispatcher may be configured to handle various services, for example, the
multithreaded SMTP server.

NOTE You must be logged in as root to use this utility.

Syntax

insinta start [component]

If a component parameter is specified, then only detached processes associated
with that component are started. The standard component names are:

= di spat cher—Multithreaded Service Dispatcher.

e job_control | er—Schedules deliveries (dequeues messages).

Example

Use the following command to start the MTA Job Controller and MTA Service
Dispatcher:

insinta start

imsimta stop

Theinsi nta st op command shuts down the MTA Job Controller and the MTA
Dispatcher. Shutting down the MTA Dispatcher shuts down all services (for
example, SMTP) being handled by the Dispatcher. It can also be used to stop the
SMTP, LMTP, SMTP_SUBMIT servers. Note that you can only restart a Dispatcher
service that is currently running. If you do i nmsi nta shut down snt p, you must
restart the Dispatcher to start the SMTP service again.

NOTE You must be logged in as root to use this utility.
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Syntax

imsinta stop [dispatcher|]job_controller|snp|snp_subnit]lntp]

Example
Use the following command to shut down the MTA jobs:

insinta stop

Imsimta submit

Theinsi nta subm t command directs the Job Controller to fork a process to
execute the messages queued to the channel specified by the channel parameter.

Syntax

insinta submt [channel] [poll]

Parameters
The parameters for this command are:

Parameter Description

channel Specifies the channel to be processed. The default, if this
parameter is not specified, is the local channel 1.

pol | If poll is specified, the channel program runs even if there are no
messages queued to the channel for processing.

Example
Use the following command to process any messages in the t cp_| ocal channel:

insinta submt tcp_local
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Imsimta test

Theinsinta test utilities perform tests on various areas of functionality of the
MTA.

imsimta test -mapping
insinma test -mapping tests the behavior of a mapping table in the mapping

file. The result of mapping an input string will be output along with information
about any meta characters specified in the output string.

If an input string is supplied on the command line, then only the result of mapping
that input string will be output. If no input string is specified, i nsinta test

- mappi ng will enter a loop, prompting for an input string, mapping that string, and
prompting again for another input string. i nsi nta test -mappi ng will exit when
a CTRL-D is entered.

imsimta test -match

i nsi nta test -match testsamapping pattern in order to test wildcard and global
matching.

i nsi nta test -match prompts for a pattern and then for a target string to
compare against the pattern. The output indicates whether or not the target
string matched. If a match was made, the characters in the target string that
matched each wildcard of the pattern is displayed. Theinsinta test -match
utility loops, prompting for input until the utility is exited with a CTRL-D.

imsimta test -rewrite

inmsinta test -rewite provides a test facility for examining the MTA's address
rewriting and channel mapping process without actually sending a message.
Various qualifiers can be used to control whetheri nsi nta test -rewite usesthe
configuration text files or the compiled configuration (if present), the amount of
output produced, and so on.

If a test address is specified on the command line,insima test -rewite applies
the MTA address rewriting to that address, reports the results, and exits. If no test
address is specified, i nsinta test -rewite entersaloop, prompting for an
address, rewriting it, and prompting again for another address. i nsi nt a t est
-rewite exits when CTRL-D is entered.

When testing an email address corresponding to a restricted distribution list,
inmsinta test -rewite usesasthe posting address the return address of the local
postmaster, which is usually postmaster@localhost unless specified by the MTA
option RETURN_ADDRESS in the MTA Option file.
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imsimta test -url
inmsinta test -url testsan LDAP queury URL. Note that the LDAP server to

guery is controlled by the setting of the MTA option LDAP_SERVERINn | ocal . conf .

Syntax

imsinta test -rewite [-alias_fil e=filenamg]
[-channel | -nochannel
[ - check_expansi ons | -nocheck_expansi ons]
[-configuration_fil e=filtname ] [-dat abase=database list]
[-debug | -nodebug] [-delivery receipt | -nodelivery_receipt]
[-destination_channel =channel] [-filter | -nofilter]
[-fronraddress | -nofron] [-inmage_fil e=filkname | -noi nage_fil e]
[-input =input-file] [-1ocal _alias=value | -nol ocal _alias]
[ - mappi ng_fil e=file | -nomapping_file]
[-option_file=filename | -nooption_file] [-output=output-file]
[-read_receipt | -noread_receipt] [-restricted=setting]
[ - sender =from_address] [ - sour ce_channel =channel] [ - nor eprocess]

nma test -mapping [inputstring] [-debug | -nodebug]
-flags=chars | -nofl ags]

-image_fil e=filkname | -noi mage_file] [-nmappi ng_fil e=filename]
-option_fil e=filename | -nooption_file] [-tabl e=table-name] [ address]

——— 3

imsinta test -match

insinta test -url [-debug | -nodebug] [Idap url]

imsinta test -message=message-file -exp -nmm[-bl ock] [-input =inputfile]
[ - out put =output-file]
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Options
The options for this command are:
Option Description
address Specifies the test address to be rewritten. If this option is omitted,
then the command prompts for an address. Used with the
-rewite option.
input_string The string to be matched in the left side of a mapping table. Used
with the - mappi ng option.
Idap_url The LDAP URL thati nsinta test -url attempts to resolve.

-alias_fil e=filename

- bl ock

- channel |-nochannel

- check_expansi ons |
- nocheck_expansi ons

-configuration_fil e=file

Specifies an alternate alias file fori msinta test -rewiteto
use.imsinta test -rewite normally consults the default alias
file named by the | MTA_ALI AS_FI LE option of the MTA tailor file,
msg_svr_base/ confi g/ i nta_tail or, during the rewriting process.
This option has no effect unless - noi nage_fi | e is specified or no
compiled configuration exists; any compiled configuration precludes
reading any sort of alias file.

Treats the entire input as a single sieve script. The default is to treat
each line as a separate script.

Controls whether i nsi nta test -rewite outputs detailed
information regarding the channel an address matches (e.g.,
channel flags).

Controls checking of alias address expansion. Normally the MTA
considers the expansion of an alias to have been successful if any
of the addresses to which the alias expands are legal. The

- check_expansi ons option causes a much stricter policy to be
applied:insinta test -rewite -check_expansi ons checks
each expanded address in detail and reports a list of any
addresses, expanded or otherwise, that fail to rewrite properly.

Specifies an alternate file to use in place of the file named by

| MTA_CONFI G_FI LE. Normally, i nsinta test -rewite
consults the default configuration file named by the

| MTA_CONFI G_FI LE option of the MTA tailor file,

msg_svr_base/ confi g/ima_tail or, during the rewriting process.
This option has no effect unless - noi nage_fi | e is specified or no
compiled configuration exists; use of any compiled configuration
precludes reading any sort of configuration file.
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Option

Description

- dat abase=database-list

- debug | - nodebug

-del ivery_receipt |
-nodel i very_recei pt

- desti nati on_channel =channel

Disables references to various databases or redirects the database
paths to nonstandard locations. i nsinta test -rewite
normally consults the usual MTA databases during its operation.
The allowed list items are al i as, noal i as, donai n, nodonai n,
gener al , nogener al , rever se, and nor ever se. The list items
beginning with “no” disable use of the corresponding database. The
remaining items require an associated value, which is taken to be
the name of that database.

Enables the production of the additional, detailed explanations of
the rewriting process. This option is disabled by default.

Sets the corresponding receipt request flags. These options can be
useful when testing the handling of sent or received receipt
requests when rewriting forwarded addresses or mailing lists.

Controls to which destination or target channel i nsi nta test
-rewite rewrites addresses. Some address rewriting is
destination channel specific; i msi nta test -rewite normally
pretends that its channel destination is the local channel I.
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Option

Description

- exp

-filter | -nofilter

- f romeaddress | - nof rom

-fl ags=chars | - nof | ags

imsimta test -exp tests Sieve language statements against a
specified RFC2822 message and sends the results of the filter to
standard output.

The syntax is as follows:

imsimta test -exp -mm -block -input=Sieve_language_scriptfile
-message=rfc2822_message_file

where,

- bl ock treats the entire input as a single Sieve script. The default is
to treat each line as a separate script and to evaluate it separately.
The Sieve will only be evaluated once the end of file is reached.

- i nput =Sieve_file is a file containing the Sieve script. The default is
to read the test script lines or script block from stdin.

- message=message_file is a text file containing the RFC 2822
message you want to test your Sieve script against. This has to be
an RFC 2822 message only. It cannot be a queue file (not a zz*.00
file).

Once activated, this command reads script information, evaluates it
in the context of the test message, and writes out the result. The
result shows what actions would be taken as well as the result of
evaluating the final statement in the script.

Additional useful qualifiers are:

- f romraddress specifies the envelope from address to be used in
envelope tests. The default is to use the value specified by the
RETURN_ADDRESS MTA option.

- out put =file writes results to file. The default is to write the results
of script evaluation to stdout.

Outputs any filters that are applied for the specified address.

Controls what envelope From: address is used for access control
probes when the - f r omoption is specified. If address is omitted, the
postmaster return address is used for such probes. If the - nof rom
option is specified, the MTA uses an empty envelope From: address
for access probes.

Specifies particular flags to be set during the mapping test when the
- f 1 ags option is specified. For example, chars can be E (envelope),
B (header/body), or | (message id) when testing a REVERSE
mapping. Used with the - mappi ng option only.
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Option

Description

-image_fil e=[ filetname] |
-noi mage_file

- i nput =input-file

-1 ocal _al i as=value |
-nol ocal _alias

-mappi ng_fil e=file |
-nomappi ng_file

- message=message-file

- nor eprocess

The - noi mage_f i | e option instructs the command to
unconditionally ignore any previously compiled configuration and to
read configuration information from the various text files instead.
When the -i mage_fi | e option is specified without an optional file
name, the compiled configuration is loaded from the file named by
the | MTA_CONFI G_DATA option into the MTA tailor file,
msg_svr_base/ confi g/ima_tail or, which is usually
msg_svr_base/ confi g/ i nt a. cnf. If, instead, a file name is
specified, then the compiled configuration is loaded from the
specified file.

Specifies a source for input. By default, i nsi nta t est takes input
from st di n.

Controls the setting of an alias for the local host. The MTA supports
multiple “identities” for the local host; the local host may have a
different identity on each channel. This option may be used to set
the local host alias to the specified value; appearances of the local
host in rewritten addresses are replaced by this value.

Instructs the command to use the specified mapping file rather than
the default mapping file named by the | MTA_MAPPI NG_FI LE option
in the MTA tailor file, msg_svr_base/ confi g/i mta_tail or, which
is usually the file named msg_svr_base/ conf i g/ mappi ngs. This
option has no effect unless - noi mage_fi | e is specified or no
compiled configuration exists; use of any compiled configuration
precludes reading the mappings file. Use of the - normappi ng_fil e
option will prevent the | MTA_MAPPI NG_FI LE file from being read in
when there is no compiled configuration.

Specifies the text file containing the message that is tested. The
message-file must be an RFC 822 message only; it cannot be a
queue file.

Tellsinsinta test -exp toload the sieve-specific extensions to
the expression interpreter. This includes all the sieve tests and
actions such as header, address, envelope, discard, fileinto, and
keep. Without -mm you cannot test sieves. The command to test
sieves against a message is:

insi nta test -expression -nm -nessage=message

Turns off the internal reprocessing flag that would otherwise be set.
This option is useful for simulating the behavior of other
components that operate without the reprocessing flag being set.
This can be thought of as controlling whether or not rewrite_test
acts as if it were the reprocessing channel. The biggest effect is that
it turns off deferred list processing. Normally it should be done so
this switch defaults on; use -noreprocessing to disable expansion.
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Option

Description

-option_fil e=filename |
-nooption_file

- out put =output-file

-read_recei pt |-noread_recei pt

-restri ct ed=setting

- sender =from_address

- sour ce_channel =channel

- t abl e=table-name

Instructs the command to use the specified option file rather than
the default option file named by the | MTA_OPTI ON_FI LE option in
the MTA tailor file, msg_svr_base/ confi g/i nta_tail or, whichis
usually the file msg_svr_base/ confi g/ opti ons. dat . This option
has no effect unless - noi mage_fi | e is specified or no compiled
configuration exists; use of any compiled configuration precludes
reading any sort of option file. Use of the - noopt i on_fi | e option
prevents the | MTA_OPTI ON_FI LE file from being read in when there
is no compiled configuration.

Directs the output of i nsi nta test. By default, i nsi nta test
writes output to st dout . This option only works if the mai | srv
account has write access to the current working directory.

Sets the corresponding receipt request flags. This option can be
useful when testing the handling of receipt requests at the time of
rewriting forwarded addresses or mailing lists.

Controls the setting of the restricted flag. By default, this flag has
value 0. When setto 1, -restri ct ed=1, the restricted flag is set
on and addresses are rewritten using the restricted mailbox
encoding format recommended by RFC 1137. This flag is used to
force rewriting of address mailbox names in accordance with the
RFC 1137 specifications.

A value used to set the “authenticated sender” (final field) of
FROM ACCESS mapping table probes. That is, one received as a
result of SASL authentication. This allows test -rewite to be
used to test these mappings.

Controls which source channel is performing the rewriting. Some
address rewriting is source channel-specific; i msi nta t est

-rew i t e normally assumes that the channel source for which it is
rewriting is the local channel I.

Specifies the name of the mapping table to test. If this option is not
specified, theni msi nta test - mappi ng prompts for the name of
the table to use.
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Example

This example shows typical output generated by i nsinta test -rewite. The
most important piece of information generated by i nsinta test -rewiteis
displayed on the last few lines of the output, which shows the channel to which
inmsinta test -rewitewould submita message with the specified test address
and the form in which the test address would be rewritten for that channel. This
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output is invaluable when debugging configuration problems.

136  Messaging Server 6 2005Q1 « Administration Reference



Command Descriptions

imsinta test -rewite

Address: joe. bl ue

channel
channel
channel
channel
channel
channel
channel
channel
channel
channel
channel
channel

description

description =
Bl DI RECTI ONAL MULTI PLE | MVNONURGENT NOSERVI CEALL
NOSMIP  POSTHEADBCDY HEADERI NC NCEXPRCOUTE

= LOGE NG NOGREY NORESTRI CTED
El GHTNEGOTI ATE NCHEADERTRI M NOHEADERREAD RULES

flags
flags
flags
flags
flags
flags
flags
flags
flags

#1
#2
#3
#4
#5
#6
#7
#8
#9

LOCALUSER NOX_ENV_TO RECEI PTHEADER
ALLOASW TCHCHANNEL NOREMOTEHCST DATEFOUR DAYORWEEK
NCDEFRAGVENT EXQUOTA REVERSE NOCONVERT_OCTET_STREAM

NOTHURVAN | NTERPRETENCODI NG

text/plain charset def = (7) USASOIl 5 (8) IS0 8859-1 51
envel ope address type = SOURCERQUTE
header address type = SOURCEROUTE

of ficial

channel
channel
channel
channel
channel
channel
channel
channel
notices
channel

| ocal

alias

h

queue nane

after param
daenon nane
user nane

group ids

header To: address

header From address

ost =

envel ope To: address =
(mai | server. eng. al pha. com nai | server. eng. al pha. con))
envel ope From address =

name
nbox

mai | server. eng. al pha. com

j oe. bl ue@rai | server. eng. al pha.
j oe. bl ue@ri | server. eng. al pha.
j oe. bl ue@ri | server. eng. al pha.
j oe. bl ue@rai | server. eng. al pha.

j oe. bl ue

Extracted address action |ist: joe.blue@rmilserver.eng.
Extracted 733 address action list: joe.blue@mil server.

Expanded addr ess:

j oe. bl ue@rai | server. eng. al pha. com
Subnitted address list:

i ns-ns

com
com

com (route
com

al pha. com

eng. al pha. com

j oe. bl ue@ ns- ns- daenon (si ns- ns- daenon) *NOTI FY FAI LURES* *NOTI FY DELAYS*
Subm tted notifications list:

Addr ess:

#
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In the following example, the sample PAGER mapping is tested. The - mappi ng_fil e
option is used to select the mapping file pager _t abl e. sanpl e instead of the default
mapping file.

imsinta test -mapping -noimage file \
-mappi ng_fi | e=msg_svr_base/ confi g/ pager _t abl e. sanpl e

In the following example, the sample mapping pattern $[ ax1] * @. xyz. comis
tested for several sample target strings:

imsinta test -match

Pattern: $[ax1]*@.xyz.com
[ 18] cglob [1lax]

[ 2] "@

[ 3S] glob, req 46, reps 2
[ 4"

[ 5] "

[ 6y

[ 7z

[ g

[ 9 e

[ 10] "o"

[ 11] "n¥

Target: xxllaa@ysl.xyz.com
Mat ch.

0 - xxllaa

1- sysl

Pattern: $[ax1]*@.xyz.com
Target: 12a@ode. xyz. com
No mat ch.

Pattern: $[ax1]*@.xyz.com
Target: lxa@ode. acrme. com
Mat ch.

0 - 1xa

1 - node

Pattern: ~D

%
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imsimta version

Theinsi nta versi on command prints out the MTA version number, and displays
the system's name, operating system release number and version, and hardware

type.

Syntax

insinta version

Example
To check the version of MTA you are running, execute the following command:

% i nsinta version

imsimta view

Theinsi nta vi ewutility displays log files.

Syntax

imsinta view file-pattern [-f offset-from-first] [-1 offset-from-last]

Options

The options for this command are:

Option Description

- f =offset-from-first Displays the specified version of the log file (starting from 0). For

example, to find the earliest (oldest) version of the file, specify
-f=0. By default, i nsi nta vi ew finds the most recent version of
the log file.

- | =offset-from-last Displays the last version of the specified file. For example, to
display the most recent (newest) version of the file, specify - | =0.
By default, i nsi nt a vi ew finds the most recent version of the file.

file-pattern Specifies a filename pattern to view.
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Messaging Server Configuration

This chapter lists the configuration parameters for the Messaging Server. These
parameters can be set via the conf i guti | command. For a full description and
syntax of the confi guti | command, see “configutil” on page 19.

For information about configuring the MTA, see Chapter 4, “MTA Configuration.”

configutil Parameters

Table 3-1  configutil Parameters

Parameter Description

al arm nsgal ar ot i cehost Machine to which you send warning messages. If not set, localhost will be
used. If you are using LMTP, set this to the machine name of the LMTP host.

Default: localhost

al arm nsgal ar mot i ceport The SMTP port to which to connect when sending alarm messages.
Default: 25
al arm nsgal ar ot i cer cpt Recipient of alarm notice.

Default: Post mast er @ ocal host

al arm nsgal ar ot i cesender Address of sender of alarm.
Default: Post mast er @ ocal host
al arm nsgal armmot i cetenpl ate  Message template. %s in the template is replaced with the following (in order):

sender, recipient, alarm description, alarm instance, alarm current value and
alarm summary text

al arm di skavai | . msgal ar nst at Interval in seconds between disk availability checks. Set to 0 to disable checks
i nterval of disk usage.

Default: 3600
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Table 3-1

configutil Parameters (Continued)

Parameter

Description

al arm di skavai | . nsgal arnthre
shol d

al ar m di skavai | . nsgal arnt hre
shol ddi recti on

al ar m di skavai | . nsgal ar mmar n
i ngi nt erval

al ar m di skavai | . nsgal ar ndesc
ription

al ar m serverresponse. nsgal ar
ndescri ption

al arm serverresponse. nsgal ar
nst ati nterval

al arm serverresponse. nsgal ar
nt hreshol d

al arm serverresponse. nsgal ar
nt hr eshol ddi recti on

al arm serverresponse. nsgal ar
mwar ni ngi nt er val

encryption. nsssl 2
encrypti on. nsssl 2ci phers
encryption. nsssl 3

encryption. nsssl 3ci phers

encryption. nsssl 3sessi onti nme
out

encryption. nssslclientauth

encryption. nsssl sessi onti neo
ut

encryption. fortezza. nsssl act
i vation

encryption.rsa. nssslactivati
on

Percentage of disk space availability below which an alarm is sent.
Default: 10

Specifies whether the alarm is issued when disk space availability is below
threshold (-1) or above it (1).

Default: -1

Interval in hours between subsequent repetition of disk availability alarms.
Default: 24

Text for the description field in the disk availability alarm message.

Default: “precentaage mail partition diskspace available.”

Text for the description field in the server response alarm message.

Default: “server response time in seconds.”

Checking interval (seconds). Set to 0 to disable checking of server response.
Default: 600

If server response time in seconds exceeds this value, alarm issued.
Default: 10

Specifies whether alarm is issued when server response time is greater than
(1) or less than (-1) the threshold.

Default: 1

Interval in hours between subsequent repetition of server response alarm.
Default: 24

Default: no
Comma-delineated list of ciphers
Default: yes

Default: rsa_rc4_40_md5, rsa_rc2_40_nd5,
rsa_des_sha,rsa rc4_128 nd5, rsa_3des_sha
Default: 0

Default: 0
Default: 0

Default: off

Default: on
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Table 3-1  configutil Parameters (Continued)

Parameter

Description

encryption. rsa. nsssl personal

ityssl

encryption. rsa. nsssltoken

gen. account ur |

gen. confi gversi on

gen. fi

Iterurl

gen. fol derurl

gen. i nst al | edl anguages

gen.li

sturl

gen. newuser f or ms

gen. si

| ocal .

| ocal

| ocal
| ocal
| ocal
| ocal
| ocal
| ocal

| ocal

t el anguage

autorestart

.autorestart.timeout

. cgi execl i st

.dbst at . capt urei nterval
. def donai n

. enabl el ast access

. enduser adni ncr ed

. enduser adni ndn

.ens. enabl e

| ocal . ens. port

Default: Server-Cert

Default: internal

Location of the server administration resource for end users.

Default:
ht t p: / / %)@ Host nane] : [ Admi nPor t ]/ bi n/ user/adm n/ bi n/ enduser

Configuration version. Default: 4.0.

URL for incoming mail (server side) filter.

URL for personal folder management.

Default: en

URL for mailing list management.

Welcome message for new users.The maximum size is 1 MB.
Default language tag. Default: en.

Enable automatic restart of failed or frozen (unresponsive) servers including
IMAP, POP, HTTP, job controller, dispatcher, and MMP servers.

Default: Off

Failure retry time-out. If a server fails more than twice during this designated
period of time, then the system will stop trying to restart this server. If this
happens in an HA system, Messaging Server is shutdown and a failover to the
other system occurs. The value (set in seconds) should be set to a period
value longer than the nspr obe interval. (See ocal . schedul e. msprobe.)

Default: 600 seconds

List of pattern string used to match command to be executed.

Interval to capture db statistics into counters (seconds). Default: 3600.
Default domain - set by install.

Enables i nsconnuti | to provide last log in information.

Password for end user administrator.

User id for end user administrator.

Enable ens server on st art - nsg startup.

Default: On

Set ENS (Event Notification Server) port and/or address.
Syntax: configutil |ocal.ens.port [address:]port
Default: The ENS default

Chapter 3  Messaging Server Configuration 143



configutil Parameters

Table 3-1  configutil Parameters (Continued)

Parameter

Description

| ocal . host nane
,local . http. enabl euserl i st
| ocal . i map. enabl euserl i st

| ocal . i map. i medi at ef | agupda
te

| ocal .inta.enabl e

| ocal . inta. host naneal i ases

local.inma.inta tailor

| ocal . inta.l ookupandsync

| ocal . inta.lookupfall backadd
ress

| ocal . inta.l ookupnmaxnbfail ed

local.inta.nail aliases

| ocal . inta.schenat ag

| ocal .inta.reverseenabl ed

| ocal .inta.catchall enabl ed

I ocal .inta. ssrenabl ed

Fully qualified DNS hostname of this mail server.
Enables i nsconnuti| on Messenger Express service.
Enables i nsconnuti | on IMAP service.

When set to yes, all changes to flags (message status) are updated in the
database on disk immediately, instead of being buffered and updated once in
a while.

Default: no

Enable i nt a server on st art - nsg startup.
Default: On

Defines the list of hosts used to determine the local host name in direct LDAP
lookups. The length limit is 1024. This parameter can be overridden with the
LDAP_HCOST_ALI AS LI ST MTA option.

Location of the i nt a_t ai | or file for this MTA instance.

Defines which type of entries should be synched when using the direct LDAP
lookup module. Specify 1 for users (default), 2 for groups, or 3 for users and
groups.

When using the direct LDAP lookup module, this parameter allows the last
alias lookup to be skipped. Instead the recipient address is rewritten to a fixed
address. This parameter is used in conjunction with a SEND_ACCESS mapping
rule to return an error code.

The MTA does not honor this parameter.

List of comma-delineated LDAP attributes that override the default attributes.
These attributes should be email addresses that can be routed.

For example: if
local . i nt a. nai | al i ases=mail,mailAlternateAddress,rfc822mailbox,
rfc822mail alias, the MTA will consider these attributes when routing messages.

Default: mailAlternateAddress

Defines the types of LDAP entries that are supported by the MTA. Default:
ims50.

Triggers the generation of the reverse database. How the reverse database is
actually used is controlled by the USE_REVERSE DATABASE option.

Default: yes.

Controls whether or not catch all addresses (mail or mailAlternateAddress in the
form @onai n) are enabled. Default: yes.

Triggers the generation of the server side rule database. How the SSR
database is actually used is controlled by the ssr channel keyword.

Default: yes
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Table 3-1  configutil Parameters (Continued)

Parameter

Description

local.installeddir
| ocal .instancedir
| ocal . | astconfigfetch

| ocal . | dapbasedn

| ocal . | dapcachefile

| ocal . | daphost

| ocal . | dapi si edn

| ocal . | dappool refreshi nterva
I

| ocal . | dapport

| ocal . | dapsear chti neout

| ocal . | dapsi ecred
| ocal . | dapsi edn

| ocal . | dapusel ocal

local .l ogfile.nsgtrace. buffe
rsize

| ocal .l ogfile.nsgtrace. expir
ytime

|l ocal .l ogfile.nsgtrace. flush
i nterval

|l ocal .l ogfile.msgtrace.| ogdi
r

Full pathname of software installation directory.
Full pathname of server instance directory.
Last configuration fetch timestamp.

Root for the config tree in the config LDAP. The config LDAP is read by all the
store processes when starting up.

Location of cached configuration.

DN in the configuration directory under which configuration information for a
specific server is stored.

Installed software DN.

Length of time in minutes before LDAP connections are automatically closed
then re-established to the LDAP server. Also, length of elapsed time in
minutes until the failover directory server reverts back to the primary directory
server.

Default: -1 (never refresh)
LDAP port. Default: 389.

Timeout, in seconds, for all LDAP searches using Idappool which do not
already have a timeout. Connections which time out while searching are also
now removed from the pool, making failover possible if an LDAP load balancer
is used.

Default: 60
Server credential.
Server instance entry DN.

When set to true, the messaging server will use the information saved in
configutil toconnectto the config directory (all the | ocal . | dap*
parameters). If false, the messaging server will connect to the config directory
using the default method, through the admin SDK by getting the parameters
from the admin dbswi t ch. conf file.

Default: false

Size of log buffers (in bytes) for message trace logging. Default: 0.
Maximum time (in seconds) a message trace lodfile is kept. Default: 604800.
Time interval for flushing message trace buffers to log files (in seconds).

Default: 60.

Directory path for message trace log files.
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Table 3-1  configutil Parameters (Continued)

Parameter

Description

| ocal .l ogfile. nsgtrace.logle
vel

local .l ogfile.nsgtrace.logty
pe

|l ocal .l ogfile.nsgtrace. maxl o
ofiles

I ocal .l ogfile.nsgtrace. maxl o
ofilesize

| ocal .l ogfil e.nsgtrace. naxl o
gsi ze

local .l ogfile.msgtrace. mnfr
eedi skspace

| ocal .l ogfile.nsgtrace.rollo
vertime

local.logfile.tcp_| mtp_serve
r.buffersize

| ocal .logfile.tcp_|l ntp_serve
r.expirytime

local.logfile.tcp_|l mp_serve
r.flushinterval

local.logfile.tcp_| ntp_serve
r.logdir

| ocal .logfile.tcp_I ntp_serve
r.loglevel
local.logfile.tcp_|I ntp_serve
r.logtype

local.logfile.tcp_| ntp_serve
r.maxl ogfiles

local.logfile.tcp_| ntp_serve
r.maxl ogfil esi ze

local.logfile.tcp_| mtp_serve
r. max| ogsi ze

| ocal .l ogfile.tcp_|l ntp_serve
r. m nfreedi skspace

local.logfile.tcp_| mp_serve
r.rollovertime

Specify a message trace log level:
<Need more info from Scott on what the levels are>

2
Maximum number of message trace files. Default: 10.

Maximum size (bytes) of each message trace log file. Default: 2097152.
Maximum size of all message trace logdfiles. Default: 20971520
Minimum amount of free disk space (bytes) that must be available for

message trace logging. Default: 5242880.

The frequency in which to rotate message trace logfiles (in seconds). Default:
86400.

Size of log buffers (in bytes) for LMTP logging. Default: 0.

Maximum time (in seconds) a LMTP lodfile is kept. Default: 604800.

Time interval for flushing LMTP buffers to log files (in seconds). Default: 60.

Directory path for LMTP log files.

Specify a LMTP log level:
<Need more info from Scott on what the levels are>

?

Maximum number of LMTP files. Default: 10.

Maximum size (bytes) of each LMTP log file. Default: 2097152.

Maximum size of all LMTP trace lodfiles. Default: 20971520

Minimum amount of free disk space (bytes) that must be available for LMTP

logging. Default: 5242880.

The frequency in which to rotate LMTP logfiles (in seconds). Default: 86400.
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configutil Parameters

configutil Parameters (Continued)

Parameter

Description

| ocal . nmp. enabl e

| ocal . pop. | ocknai | box

| ocal . popl ognboxst at

| ocal . probe. servi ce.
ti meout

| ocal . probe. servi ce.
war ni ngt hr eshol d

Enable mp server on st ar t - nsg startup.

Default: On

When set to 1 (on), this parameter limits the number of pop sessions allowed
to access a mailbox at a time to one. When set to 0 (off), pop users can
access mailboxes in multiple sessions concurrently. For example, confi guti |

-0 local . pop. | ocknai | box -v 1 will only allow one pop session to access a
mailbox at a time.

Default: 0

Pop log will show mailbox statistics on login and logout if the value is set to 1.
Default: 0 (off)

Specifies the number of seconds after which a specified service will time out.
The nspr obe process uses the timeout value set by this parameter to
determine when to time out the specified service.

service can be imap, pop, http, cert, job_controller, smtp, Imtp, mmp or ens.
If this parameter is not configured:
For the SMTP server, the default timeout is 120 seconds.

For other services, the default timeout is the value of the confi guti |
parameter servi ce. readt i meout. If the servi ce. r eadt i neout parameter is not
configured, the default timeout is 30 seconds.

Specifies the value, in number of seconds, of a warning threshold for a
specified service. When the response time of the specified service is longer
than the specified number of seconds, nspr obe sends a warning message to
the default log file.

service can be imap, pop, http, cert, job_controller, smtp, Imtp, mmp or ens.

If the | ocal . pr obe. servi ce. war ni ngt hr eshol d parameter is not
configured, nspr obe uses the value of the
| ocal . pr obe. war ni ngt hr eshol d parameter.

Example warning messages:
i mapd server took over 30 seconds to respond!

smtp server took over 120 seconds to respond!
sntp sl owness may be a synptomof DNS problens -- configuring to
avoi d DNS | ookups on incoming connections nmay i nprove performance.
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Table 3-1  configutil Parameters (Continued)

Parameter

Description

| ocal . probe. war ni ngt hreshol d

| ocal . queuedi r

| ocal .report.reportercnd

| ocal . report. runinterval

| ocal .report.counterlogfile.
expirytine

| ocal .report.counterlogfile.
i nterval

| ocal .report.counterlogfile.
| ogdi r

| ocal .report.counterlogfile.
| ogl evel

| ocal .report.counterl ogfile.
max| ogfil es

| ocal .report.counterlogfile.
max| ogfi | esi ze

| ocal .report.counterl ogfile.
maxl| ogsi ze

| ocal .report.counterlogfile.
m nf r eedi skspace

| ocal .report.counterl ogfile.
rol l overtine

| ocal .report.counterlogfile.
separ at or

Specifies the value, in number of seconds, of a warning threshold for all mail
services. When the response time of a service (such as IMAP, POP, SMTP,
etc.) is longer than the specified number of seconds, mspr obe sends a warning
message to the default log file.

The default warning threshold is 30 seconds
Example warning messages:
i mpd server took over 30 seconds to respond!

snmtp server took over 120 seconds to respond!
sntp sl owness may be a synptomof DNS problens -- configuring to
avoi d DNS | ookups on incoming connections nmay i nprove performance.

To set a customized warning threshold for an individual service, use the
| ocal . probe. servi ce. war ni ngt hr eshol d parameter.

Full pathname of spool directory or local queue directory to be monitored by
nspr obe.

Command to run in order to generate reports. Default:
msg_svr_base/ bi n/ nsg/ adm n/ bi n/ reporter. pl

Interval for job generation process to sleep in between checking for jobs
(seconds). Default: 3600.

Maximum time (in seconds) a lodfile is kept. Default: 604800.

The frequency that the counter is captured in seconds. Default: 600.
Directory path for log files.

Default: Notice.

Maximum number of files. Default: 10.

Maximum size (bytes) of each log file. Default: 2097152.

Maximum size of all logfiles. Default: 20971520

Minimum amount of free disk space (bytes) that must be available for logging.
Default: 5242880.

The frequency in which to rotate logfiles (in seconds). Default: 86400.

Field separator in counter logfile. Default: ‘\t'.
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Table 3-1  configutil Parameters (Continued)

Parameter Description

| ocal .report.job.desc.sanpl e Description for report job sample.

| ocal . report.job.range. sanpl Time range of input data.

e

| ocal .report.job.schedul e.sa The time to start reporting process.

npl e

| ocal .report.job.target.sanp Location to send the report.

le

| ocal .report.job.type.sanpl e Type of report for this job. Default: listmbox.

local .report.type.cnd.listnmb Command to execute listmbox report type.

ox

| ocal .report.type.desc.listm Description for listmbox report type.

box

| ocal . rfc822header. fi xcharse Character set where improperly encoded 8-bit message headers are

t interpreted by Messenger Express.

| ocal . rfc822header. fi x|l ang Specifies two-letter language ID where improperly encoded 8-bit message
headers are interpreted by Messenger Express. This parameter must be used
in conjunction with the f i xchar set parameter.

| ocal . sched. enabl e Enable sched server on st ar t - nsg startup.
Default: On

| ocal . schedul e. expire Interval for running i mexpi r e. Uses UNIX cr ont ab format:

minute hour day-of-month month-of-year day-of-week

The values are separated by a space or tab and can be 0-59, 0-23, 1-31, 1-12
or 0-6 (with 0=Sunday) respectively. Each time field can be either an asterisk
(meaning all legal values), a list of comma-separated values, or a range of two
values separated by a hyphen. Note that days can be specified by both day of
the month and day of the week. Both will be required if specified. Example,
setting the 17th day of the month and Tuesday will require both values to be
true.

Interval Examples:

1) Run i mexpi r e at 12:30am, 8:30am, and 4:30pm:
30 0,8,16 * * *

2) Run i nexpi r e at weekday morning at 3:15 am:
15 3 * * 1-5

3) Run i mexpi r e only on Mondays:
00**1

Default: 0 23 * * * [sbhin/imexpire
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Parameter Description

| ocal . schedul e. nspr obe nmspr obe run schedule. mspr obe is a daemon that probes servers to see if
they respond to service requests. The value is a crontab-style schedule string
(seel ocal . schedul e. pur ge).

Default: 600 seconds

| ocal . schedul e. purge Interval for running pur ge. Uses UNIX cr ont ab format:
minute hour day-of-month month-of-year day-of-week. See
“l ocal . schedul e. expi re” above.

Default: 0 0, 4, 8, 12, 16,20 * * * /opt/ SUNWrsgsr/|i b/ purge -nun¥5

| ocal . schedul e.return_job Interval for running the return_job. Uses UNIX crontab format:
minute hour day-of-month month-of-year day-of-week.

Default: 30 0 * * * /opt/SUNWisgsr/lib/return_job

| ocal . schedul e. taskname A command and a schedule on which to execute the command. Format:
configutil -o local.schedul e. taskname -v “schedule”
taskname is a unique name for this command/schedule combination.
schedule has the format:
minute hour day-of-month month-of-year day-of-week command args

command args can be any Messaging Server command and its arguments. A
fully qualified command pathname is required.

minute hour day-of-month month-of-year day-of-week is the schedule for running
the command. It follows the UNIX cr ont ab format.

The values are separated by a space or tab and can be 0-59, 0-23, 1-31, 1-12
or 0-6 (with 0=Sunday) respectively. Each time field can be either an asterisk
(meaning all legal values), a list of comma-separated values, or a range of two
values separated by a hyphen. Note that days can be specified by both day of
the month and day of the week and both will be required if specified. For
example, setting the 17th day of the month and Tuesday will only run the
command on the 17th day of a month when it is Tuesday. See

“l ocal . schedul e. expi re” for examples of how to set the schedule parameter.

Note that if you modify scheduler, you must either restart the scheduler with
the command st op- nsg sched and start-nsg sched, or you can send
SIGHUP to the scheduler process:

ki Il -HUP scheduler_pid
Default: N A
| ocal . schedul e. user pur ge Schedules purging of users. It uses a crontab-style entry.

minute hour day-of-month month-of-year day-of-week is the schedule for running
the command. It follows the UNIX cr ont ab format.

| ocal . servergid Server groupid in UNIX.

Default: nobody.
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Parameter Description

| ocal . server nane Server name.

| ocal . serverroot Server root.

| ocal . servertype Server type. Default: msg.

| ocal . serveruid User id of server in UNIX. Default: msgsrv.

| ocal .service.http.filterhid Excludes the mgmanhi dden attribute from the search filter when set to 0.
denmai linglists Default: 1

| ocal . service. http.gzip.dynamic Enables or disables compression of dynamic content (for example: request to
*.msc. files) delivered to Messenger Express or Communications Express mail
clients. This can be disabled if Messenger Express or Communications
Express users are getting corrupted content and cannot open their mail pages.

Default: 1 (enable)
| ocal . service. http.gzip.static Enables or disables compression of static content (for example: html files)
delivered to Messenger Express or Communications Express mail clients.

This can be disabled if Messenger Express or Communications Express users
are getting corrupted content and cannot open their mail pages.

Default: 1 (enable)
| ocal . service. http. maxcol |l ec  Maximum message size the server collects from a remote POP mailbox. If any
tmsgl en message in the mailbox to be collect exceeds this size, the collection will halt
when that message is encountered.
| ocal . service. http. max| daplimt Sets the maximum LDAP lookup limit.
Default: 500
| ocal . service. http. proxy Enables the Messenger Express Multiplexor on a Messaging Server proxy
machine (when set to 1). This specialized server acts as a single point of

connection to Messenger Express (the HTTP access service) when managing
multiple mail servers.

Default: 0

| ocal . service. http. proxy. por Configures the port number of the back-end Messenger Express (HTTP)
t . hostname server with the Messaging Multiplexor.

| ocal . service. http.rfc2231co Enables WebMail's RFC-2231 encoder so that the attachment filename will be
nmpl i ant encoded in the method defined by RFC-2231.

| ocal . service. http. showmunrea Shows unread count in parentheses after the folder name. Setting this
dcount s parameter affects server performance.

| ocal . service. http.sntpauthp Password for end user AUTH SMTP user.
assword
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Parameter

Description

| ocal . service. http. sntpaut hu

ser
| ocal . servi
ef aul t host
| ocal . servi
i st

| ocal . servi
| ocal . servi
| ocal . servi
| ocal . servi
| ocal . servi
| ocal . servi
| ocal . servi
fentries

| ocal . servi
| ocal . servi
st

| ocal . servi
| ocal . servi
s

| ocal . servi
tname

| ocal . servi ce.

s. hostname

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce

pab. al waysused

pab. attributel

pab. enabl ed

pab. | dapbasedn

pab. | dapbi nddn
pab. | daphost
pab. | dappasswd
pab. | dapport

pab. maxnunber o

pab. m grat e415

proxy. serverli

proxy. adm n

proxy. adm npas

. proxy. adm n. hos

pr oxy. adm npas

| ocal . smsgat eway. enabl e

User id for end user AUTH SMTP user.

This parameter allows someone using Messenger Express to receive the
same authenticated SMTP messages that they would normally receive using
another web browser. In order for this to work, the user ID and password given
to the nmsht t pd must be a store administrator; they must exist in the

st or e. adm ns list (for example, adm n and admi n). After setting these
parameters, any mail received from a local user should have the word
“Internal” appearing next to the “From:” header in the Message View window.

Enables one PAB server to be used.
Default: False

Add new attributes to a personal address book entry. With this parameter, you
can create an attribute that does not already exist.

Default: pabattrs.

Enable or disable PAB feature.
Default: 1

Base DN for PAB searches.
Default: o=pab

Bind DN for PAB searches.

Hostname where Directory Server for PAB resides.

Password for user specified by | ocal . servi ce. pab. | dapbi nddn.
Port number of the PAB Directory Server.

Maximum number of entries a single PAB can store.
Default: 500

Enables PAB migration when set to “on”. The default value is “of f ".

Message store server list. Takes a space-separated strings. Not configured by
default

Default store admin login name. Not configured by default

Default store admin password. Not configured by default.

Store admin login name for a specific host. Not configured by default.

Store admin password for a specific host. Not configured by default.

Enable sns server on st art - msg startup.
Default: On
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Parameter

Description

| ocal . snnp. enabl e

| ocal . st ore. backup. excl ude

| ocal . st ore. checkdi skusage

| ocal . st ore. di skusaget hr eshol d

| ocal . st ore. expire.cl eanonly
1

| ocal . store. expire. | ogl evel

Enable snnp server on st art - msg startup.

Default: On

Specifies mailboxes to be excluded from a backup operation. You can specify
a single mailbox or a list of mailboxes separated by the ‘%’ character.

For example:

Trash

Trash%Bulk Mail%Third Class Mail

You can override the local.store.backup.exclude setting and back up an excluded
folder by specifying its full logical name during the operation. For example, if
the Trash folder is excluded in the following user mailbox, you can back up
Trash by specifying

[ primary/user/userl/trash

Stops messages from being delivered to a message store partition when the
partition fills more than a specified percentage of available disk space. If disk
usage goes higher than the specified threshold, the store daemon

. Locks the partition. Incoming messages are held in the MTA message
queue but not delivered to the mailboxes in the message store partition.

. Logs a message to the default log file.
. Sends an email notification to the postmaster.

When disk usage falls below the threshold, the partition is unlocked, and
messages are again delivered to the store.

Allowable values: yes, no

Default: yes

Specifies the disk-usage threshold for the partition-monitoring feature. (For
details about this feature, see | ocal . st or e. checkdi skusage.) The value of
| ocal . store. di skusaget hreshol d is a percentage from 1 to 99.

Default: 99

For backward compatibility. Perform pur ge only, do not perform i mexpi re.

Default: false

Specify a log level:

1 = log summary for the entire expire session.
2 = log one message per mailbox expired.
3 = log one message per message expired.

Default: 1
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Parameter

Description

| ocal . st ore. expire. wor kday?*

| ocal . st ore. maxl ogs

| ocal . store. notifyplugin. non
el nbox. enabl e

| ocal . st ore. quot aoverdraf t

local.store.relinker.enabled

local.store.relinker.maxage

For backward compatibility. Perform expire/cleanup on this day of the week.
Values: 0-6 (0= Sunday)

Default: None

Specifies a maximum number of allowable accumulated log files. When the
total number of active log files equals or exceeds the value of

| ocal . st ore. maxl ogs, nsprobe sends a critical message to the default log
file and alerts the administrator to restart the message store servers
immediately. If aut orest art is enabled, the message store servers are
restarted automatically when the number of log files has exceeded the value of
| ocal . st ore. maxl ogs.

The default value of | ocal . st or e. maxl ogs is 8.

Determines whether all folders generate notifications or if only the INBOX
generates notifications:

0 = changes to the INBOX (only the INBOX) generate event notifications.

1=changes to any and every folder generate event notifications.

Allows overdraft of message store quota. Accepted values are “on” and “off.”
Off - rejects messages that would push the message store over its quota. On -
allows messages to be delivered to the users until the usage is over the quota
limit, at which time messages are deferred or bounced, the quota warning
message is sent, and the quota grace period timer starts.

Default: off

Enables real-time relinking of messages in the append code, and st or ed
purge. The rel i nker command-line tool may be run even if this option is off,
however since st or ed will not purge the repository, r el i nker -d must be
used for this task. Turning this option on affects message delivery
performance in exchange for the disk space savings.

Default: no

Maximum age in hours for messages to be kept in the repository, or
considered by the relinker command-line. -1 means no age limit, that is, only
purge orphaned messages from the repository. For r el i nker it means
process existing messages regardless of age. Shorter values keep the
repository smaller thus allow r el i nker or st or ed purge to run faster and
reclaim disk space faster, while longer values allow duplicate message
relinking over a longer period of time, for example, when users copy the same
message to the store several days apart, or when running a migration over
several days or weeks.

Default: 24
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Parameter

Description

local.store.relinker.minsize

local.store.relinker.purgecycle

| ocal . store. serversi dewast eb
asket

| ocal . store. sharedfol ders

| ocal . store. snapshotdirs

| ocal . st ore. snapshoti nt erval

| ocal . st ore. snapshot pat h

| ocal . st ore. deadl ock. aut odet
ect

| ocal . st ore. deadl ock. checki n
terval

| ocal . support edl anguages
| ocal .t mpdi r

| ocal . ugl dapbasedn

| ocal . ugl dapbi ndcr ed

| ocal . ugl dapbi nddn

Minimum size in kilobytes for messages to be considered by run-time or
command-line relinker. Setting a non-zero value gives up the relinker benefits
for smaller messages in exchange for a smaller repository.

Default: 0

Approximate duration in hours of an entire st or ed purge cycle. The actual
duration depends on the time it takes to scan each directory in the repository.
Smaller values will use more I/O and larger values will not reclaim disk space
as fast. 0 means run purge continuously without any pause between
directories. -1 means don’t run purge in st or ed (then purge must be
performed using the r el i nker -d command).

Default: 24

Enables server side wastebasket. Accepted values are: “yes” and “no.”
Default: no

Disables listing of sharedfolders with “*” as its pattern. You can still select the
shared folder, but you cannot list it with a “*”.

Default: on

Number of separate snapshots to store on disk. Minimum is 2. Recommend
enough to be sure you have a good database back by the time you figure out
the current one is beyond repair.

Default: 3

Interval of time between snapshots. Unit of time is in minutes. It is
recommended that you perform this procedure at least once a day.

Default: 0.

Specifies the path in which to copy the nmbox| i st directory. Permissions must
be set for the message store owner. Snapshots will be placed in
subdirectories.

Sets whether all or just one thread resolves deadlock. Default: no.

Specifies the sleep length (in microseconds) before lock detect is set again.
Default: 1000.

Languages supported by server code.

Default value for servi ce. http. spool dir.

Root of the user/group configuration tree in the Directory Server.
Password for the user/group administrator.

DN of the user/group administrator.
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Parameter Description

| ocal . ugl daphaspl ai npassword  Sets whether the user/groups LDAP server is configured to store user

s passwords in plaintext and readable to the server. Default: no.

| ocal . ugl daphost LDAP server for user lookup.

| ocal . ugl dapport LDAP port. Default: 389.

| ocal . ugl dapusel ocal If set to yes, the ugldap config data will be stored in the local config file.
Otherwise, it is stored in LDAP.
Default: yes

| ocal . wat cher. enabl e Enable watcher on st ar t - nsg startup. Watcher is a daemon that monitors
Messaging Server and restarts services that fail. Refer to
| ocal . aut 0. restart and the Sun Java System Messaging Server
Administration Guide for details
Default: On

| ocal . wat cher. port Watcher listen port.
Default: 49994

| ocal . webmai | . si eve. port The port of the web container where the Mail Filter has been deployed.

| ocal . webrmai | . sso. cooki edoma  Specifies the value to include in the domain field of any SSO cookie that is

in sent back to the client.

| ocal . webrai | . sso. enabl e Performs all SSO functions, including accepting and verifying SSO cookies
presented by the client when the login page is fetched. It returns an SSO
cookie to the client for a successful login and responds to requests from other
SSO partners to verify its own cookies. If set to zero, the server does not
perform any SSO functions. The default is 0. This parameter takes an integer
value.

| ocal . webnai | . sso.id Specifies the application ID value when formatting SSO cookies set by the
WebMail server. The default is NULL. This parameter takes a string value.

| ocal . webmai | . sso. prefix Specifies the prefix value when formatting SSO cookies set by the WebMail
server. Only SSO cookies with this prefix value are recognized by the server;
all other SSO cookies are ignored. The default is NULL. This parameter takes
a string value.

| ocal . webrmai | . sso. si ngl esign  Clears all SSO cookies on the client with prefix values matching the value

of f configured in local.webmail.sso.prefix when the client logs out. If set to 0, the

logfile.*. buffersize

logfile.*. expirytine

logfile.*. flushinterval

WebMail server only clears its own SSO cookie. The default is 0.

Size of log buffers (in bytes). Default: 0. * can be one of the following
components: adm n, defaul t, http, i map, i nt a, pop.

Amount of time lodfile is kept (in seconds). Default: 604800. * can be one of
the following components: adni n, def aul t, htt p, i nap, i nt a, pop.

Time interval for flushing buffers to log files (in seconds). Default: 60. * can be
one of the following components: adni n, def aul t, htt p, i map, i nt a, pop.
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Parameter Description

logfile.*. logdir Directory path for log files. * can be one of the following components: adm n,
defaul t, http,imp,inta, pop.

logfile.*.|oglevel * can be one of the following components: adm n, def aul t, htt p, i nap,
inta, pop.

logfile.*.logtype * can be one of the following components: adm n, def aul t, htt p, i nap,
inta, pop.

logfile.*. maxl ogfiles Maximum number for files. Default: 10. * can be one of the following

logfile.*.

logfile.*.

logfile.*.

logfile.*.

logfile.*.

| ogfiles.
| ogfiles.
| ogfiles.
| ogfiles.
| ogfiles.
| ogfiles.

sasl .defaul t.auto_transition

max| ogfi | esi ze

max| ogsi ze

m nfr eedi skspace

roll overtine

syslogfacility

adm n. al i as

default.alias

http.alias
i map. al i as
inta.alias
pop. al i as

components: adm n, defaul t, http, i map, i nt a, pop.

Maximum size (bytes) of each log file. Default: 2097152. * can be one of the
following components: adm n, defaul t, http, i map, i nt a, pop. The
maxlogfilesize is limited to 2 gigabytes.

Maximum size of all logfiles. Default: 20971520. * can be one of the following
components: adm n, def aul t, htt p, i map, i nt a, pop. The maximum limit of
logfile.name.maxlogsize is (18446744073709551615-logfile.name.logsize).

Minimum amount of free disk space (bytes) that must be available for logging.
Default: 5242880. * can be one of the following components: adm n,
defaul t,http,inap,inta, pop.

The frequency in which to rotate logfiles (in seconds). Default: 86400. * can be
one of the following components: adm n, def aul t, ht t p, i map, i nt a, pop.

Specifies whether or not logging goes to syslog. * can be one of the following
components: adm n, defaul t, http, i nap, inta, pop.

The values can be user, mai | , daenon, | ocal 0 to | ocal 7, or none. If the
value is set, messages are logged to the syslog facility corresponding to the
set value and all other log file service options are ignored.

Default: none (logging uses the Message Server log files).
Default:| | ogfi | e| adm n

Default:| | ogfi |l e| def aul t

Default:| | ogfil e| http

Default:| | ogfi | e| i map

Default:| l ogfil e|inta

Default:| | ogfi | e| pop

Boolean. When set and a user provides a plain text password, the password

storage format will be transitioned to the default password storage method for
the directory server. This can be used to migrate from plaintext passwords to
APOP, CRAM-MD5 or DIGEST-MD5.

Default: False

Chapter 3  Messaging Server Configuration 157



configutil Parameters

Table 3-1  configutil Parameters (Continued)

Parameter

Description

sasl . defaul t. | dap. has_pl ai n_

passwor ds

sasl . defaul t. | dap. searchfilt
er

sasl . defaul t. | dap. searchford
onai n

sasl . defaul t. mech_li st

sasl.default.transition_crit
eria

servi ce. i map. al | onanonynousl
ogin

servi ce. {i map| pop| http}. pl ai
nt ext m nci pher

servi ce. aut hcachesi ze

servi ce. aut hcachet t|

servi ce. dcr oot

Boolean to indicate directory stores plaintext passwords which enables APOP,
CRAM-MD5 and DIGEST-MD5.

Default: False

This is the default search filter used to look up users when one is not specified
in the i net Donai nSear chFi | t er for the domain. The syntax is the same as
i net Donai nSear chFi | t er (see schema guide).

Default: ( &(ui d=%J) (obj ect cl ass=i net mai | user))

By default, the authentication system looks up the domain in LDAP following
the rules for domain lookup (ref. needed) then looks up the user. However, if
this option is set to “0" rather than the default value of “1”, then the domain
lookup does not happen and a search for the user (using the

sasl . defaul t. | dap. searchfilter) occurs directly under the LDAP tree
specified by local.ugldapbasedn. This is provided for compatibility with legacy
single-domain schemas, but use is not recommended for new deployments as
even a small company may go through a merger or name change which
requires support for multiple domains.

A space-separated list of SASL mechanisms to enable. If non-empty, this
overrides the sasl . def aul t . | dap. has_pl ai n_passwor ds option as well
as the servi ce. i map. al | onanonynousl| ogi n option. This option applies to
all protocols (IMAP, POP, SMTP).

Default: False

No longer supported or used. See sasl . defaul t. auto_transition.

This enables the SASL ANONYMOUS mechanism for use by IMAP.

Default: False
If this is > 0, then disable use of plaintext passwords unless a security layer
(SSL or TLS) is activated. This forces users to enable SSL or TLS on their

client to login which prevents exposure of their passwords on the network. The
MMP has an equivalent option Rest ri ct Pl ai nPasswor ds.

NOTE: the 5.2 release of messaging server would actually check the value
against the strength of the cipher negotiated by SSL or TLS. That feature has
been eliminated to simplify this option and better reflect common-case usage.

Default: 0

The number of concurrent users/entries in the cache during the
servi ce. aut hcachet t| time interval. The unit is in “entries” and each entry
takes 60 bytes.

Default: 10000
Cache entry TTL in seconds. Default: 900.

Root of DC tree in Directory Server. Default: o=Internet.
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Parameter

Description

servi ce.

servi
servi

servi
ogin

servi

servi

servi

servi

servi

servi
servi

servi

servi

servi

servi

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

def aul t domai n

dnsresol vecl i ent

htt p.
http.

http.

http.
http.

http.

http.

http.
http.
http.

http.

http.
http.

al | owadm npr oxy

al | onanonynousl

connlimts

domai nal | owed

domai nnot al | owe

enabl e

enabl essl port

extral dapattrs
ful | fronheader

i dl eti meout

i psecurity

nmaxnessagesi ze

nmaxpost si ze

Used to determine whether the domain is the default domain or a hosted
domain.

Sets whether or not to reverse name lookup client host. Default: no.
Sets whether or not to allow admin to proxy auth. Default: no.

Sets whether or not to allow anonymous login. Default: no.

Maximum number of connections per IP address.
The syntax is:
realml,realm2,...

where a realm has the form of address ranges and maximum number of
connections expressed as:

IP “]” MASK “:" NUM

There should be at least 1 realm of the form:
0.0.0.0[0.0.0.0:n

to cover the default case.

Access filters for HTTP services.

Deny filters for HTTP services.

Enable ht t p server on st art - msg startup.
Default: On

Sets whether or not the service is started on a sslport. If both
servi ce. http. enabl eandservi ce. http. enabl essl port are turned off,
then stored does not try to monitor http. Default: yes.

Extra LDAP attributes for customization.
Sets whether or not to send complete “from” header. Default: no.

Timeout, in minutes, for the low-level http connection (which is different from
the webmail session). Lower values will use fewer socket handles and higher
values cause less overhead when the client needs to recreate the connection.

Default: 3.

Sets whether or not to restrict session access to login IP addresses. If set to

yes, when the user logs in, the server remembers which IP address the user

used to log in. Then it only allows that IP address to use the session cookie it
issues to the user. Default: yes.

Maximum message size client is allowed to send. Default: 5242880.

Maximum http post content length. Default: 5242880.
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Parameter Description

servi ce. http. maxsessi ons Maximum number of sessions per server process. Default: 6000.

servi ce. http. maxt hr eads Maximum number of threads per server process. Default: 250.

servi ce. http. nunprocesses Number of processes. Default: 1.

service. http. plaintextmncip Sets plain text login allowance. Specify 0 to allow plain text login always.

her Specify -1 to never allow plain text login. Specify 40 or 128 to require login
using encryption using 40 or 128 bit key. Default: 0.

service. http. port Server port number. Default: 80.

servi ce. http. proxydonai nal | o  Access filters for proxy authentication to the HTTP service.

wed

service. http.resourcetineout  Time, in seconds, after which nsht t pd flushes cached session data from
memory. Lower values will use less memory and higher values incur less
overhead from resynchronizing from the session db. For correct session
expiration this timeout is never higher than half the session timeout (nsht t pd
enforces this).
Default: 900.

servi ce. http. sessi onti meout Webmail client session timeout in seconds. Default: 7200

servi ce. http. snt phost SMTP relay host. If you are using LMTP, set this to the machine name of the
LMTP host.
Default: localhost

service. http. snt pport SMTP relay port. Default: 25.

service. http. sourceurl Webmail server URL.

servi ce. http. spool di r Spool directory for outgoing client mail.

servi ce. http. ssl cachesi ze Number of SSL sessions to be cached. Default: 0.

service. http. ssl port SSL server port number. Default: 443.

servi ce. http. ssl sourceurl Webmail server URL.

servi ce. http. ssl usessl Sets whether or not to enable SSL. Default: yes.

servi ce. i map. al | onanonynousl Allows anonymous login. Default: no.

ogin

servi ce. i map. banner IMAP protocol welcome banner.
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Table 3-1  configutil Parameters (Continued)

Parameter

Description

service.imp.connlimts

servi

servi

servi

servi
servi
servi
servi
servi

servi
her

servi
servi
servi
servi
servi
servi
servi
servi
gin

servi

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce.

ce

ce.

map.

map.

map.

map.
map.
map.
map.
map.

map.

map.
map.
map.

map.

domai nal | owed

donai nnot al | owe

enabl e

enabl essl port
i dl eti meout
nmaxsessi ons
nmaxt hr eads
nunmpr ocesses

pl ai nt ext m nci p

port
ssl cachesi ze
ssl port

ssl usessl

|'i st enaddr

| ogi nsepar at or

pl ai nt ext | ogi npause

. pop. al | onanonynousl o

pop. banner

Maximum number of connections per IP address.
The syntax is:
realml,realm2,...

where a realm has the form of address ranges and maximum number of
connections expressed as:

IP “|” MASK “" NUM

There should be at least 1 realm of the form:
0.0.0.0/0.0.0.0:n

to cover the default case.

Access filters for IMAP services.

Deny filters for IMAP services.

Enable i map server on st art - msg startup.
Default: On

Sets whether or not service is started on sslport. Default: yes.
Idle timeout (in minutes). Default: 30.

Maximum number of sessions per server process. Default: 4000.
Maximum number of threads per server process. Default: 250.
Number of processes. Default: 1.

Sets plain text login allowance. Specify 0 to allow plain text login always.
Specify -1 to never allow plain text login. Specify 40 or 128 to require login
using encryption using 40 or 128 bit key. Default: 0.

Server port number. Default: 143.

Number of SSL sessions to be cached. Default: 0.

SSL server port number. Default: 993.

Sets whether or not SSL is enabled. Default: yes.

The IP address on which to listen.

The character to be used as the login separator. Default: @.
The pause interval after successful login. Default: 0.

Sets whether or not anonymous login is allowed. Default: no.

POP protocol welcome banner.
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Table 3-1  configutil Parameters (Continued)

Parameter

Description

service. pop.connlimts

servi ce. pop. donai nal | oned
servi ce. pop. domai nnot al | owed

servi ce. pop. enabl e

servi ce. pop. enabl essl port
servi ce. pop. i dl eti neout
servi ce. pop. maxsessi ons
servi ce. pop. maxt hr eads
Servi ce. pop. nunpr ocesses

servi ce. pop. pl ai nt ext m nci ph
er

servi ce. pop. port
servi ce. pop. ssl port
servi ce. pop. ssl usessl

servi ce. readti meout

servi ce. ssl passwdfi |l e
store. adm ns

st ore. cl eanupage

st ore. dbcachesi ze

Maximum number of connections per IP address.
The syntax is:
realml,realm2,...

where a realm has the form of address ranges and maximum number of
connections expressed as:

IP “|” MASK “" NUM

There should be at least 1 realm of the form:
0.0.0.0/0.0.0.0:n

to cover the default case.

Access filters for POP services.
Deny filters for POP services.

Enable pop server on st art - msg startup.
Default: On

Sets whether or not service is started on sslport. Default: yes.
Idle timeout (in minutes). Default: 10.

Maximum number of sessions per server process. Default: 600.
Maximum number of threads per server process. Default: 250.
Number of processes.

Sets plain text login allowance. Specify 0 to allow plain text login always.
Specify -1 to never allow plain text login. Specify 40 or 128 to require login
using encryption using 40 or 128 bit key. Default: 0.

POP server port number. Default: 110.
SSL server port number. Default: 992.
Sets whether or not to enable SSL. Default: yes.

Period that mspr obe waits after sending an request that goes unfulfilled
before restarting a service. See | ocal . schedul e. nspr obe.

Default: 30 seconds

Password for each keyfile.

Space separated list of user ids with Message Store Administrator privileges.

Age (in hours) of expired or expunged message before pur ge will
permanently remove it.

Default: None

Mailbox list database cache size. Default: 8388608
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Table 3-1  configutil Parameters (Continued)

Parameter Description

st ore. dbt npdi r The “mailbox list database temporary directory” - defined by the store.dbtmpdir
configutil parameter - is a directory which is very heavily accessed. At install
time, the value of this parameter is not defined and defaults to a subdirectory
underneath the msg_svr_base location. If the disks that house the mboxlist
database temporary directory are not fast enough at very large sites,
performance problems might occur.

As part of their performance and tuning steps, sites should take a note of this
and define a value for this parameter which either points to a memory mapped
file system, or which points to a location on a fast file system.

st ore. def aul t acl Default ACL.

st or e. def aul t mai | boxquot a Default mailbox quota, if not specified in user account. The mailbox quota is
the total size of the mailbox in bytes. Accepts an integer value.

Default: -1 (infinite).

st or e. def aul t messagequot a Default message quota, if not specified in user account. The message quota is
the number of messages. Accepts an integer value.

Default: -1 (infinite).
store.defaul tpartition Default partition.

st or e. di skf | ushi nt erval Default: 15
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Table 3-1

configutil Parameters (Continued)

Parameter

Description

st or e. expi r er ul e. rulename.attri

bute

store. expirerul e.

store.expirerul e.

tern

store. expirerul e.

ebyt es

store. expirerul e.

unt

store. expirerul e.

ys

store. expirerul e.

ze

. excl usi ve

. fol der pat

.foldersiz

. nessageco

. nessageda

. nessagesi

A criteria for an i nexpi r e rule. A rule consists of a set of attributes including a
folder pattern, an exclusive flag, and one or more expiration criteria. Attributes
(defaults):

excl usi ve (yes/no). Specifies if this an exclusive rule.

f ol der pat t er n (POSIX regular expression). The folders affected by this
rule.

nmessagecount (integer). Number of messages in a folder.
f ol dersi ze (integer in bytes). Size of an over-sized message.

messagedays (integer in days). Days that a message should remain in mail
storage..

messagesi ze (integer in bytes). Size of an over-sized message.

messagesi zedays (integer in days). Days an over-sized message should
remain in a folder

seen (and/or). Seen is a message status flag. This attribute set to and
specifies that the message must be seen and other criteria must be met
before the rule is fulfilled. Set to or, this attribute specifies that the message
only need to be seen or another criteria be met before the rule is fulfilled.

del et ed (and/or). Deleted is a message status flag. This attribute set to and
specifies that the message must be seen and other criteria must be met
before the rule is fulfilled. Set to or, this attribute specifies that the message
only need to be seen or another criteria be met before the rule is fulfilled.

Only one attribute per line can be specified. See the Sun Java System
Messaging Server Administration Guide for details and examples.

Default: Not applicable.

When this parameter is set to ‘yes,’ it is the only rule applied even if other rules
match the given criteria.

Default: no

Folders by which the rules apply

Maximum number of bytes in a folder.

Upper limit on number of messages to be kept in the specified folders.

Upper limit on how long a message is kept in the specified folders.

Maximum number of bytes in a message.
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Table 3-1  configutil Parameters (Continued)

Parameter

Description

store. expirerul e. *. messagesi
zedays

store. expirestart

store.partition.*. messagepat
h

store.partition.*. path

store.partition.prinary. path

st or e. quot aenf or cenment

st or e. quot aexceedednsg

Length of time messagesize message can stay.

For Messaging Server backward compatibility, not recommended for Sun Java System Messaging
Server. i mexpi r e start time. Format: 0-23 (represents hour)

Default: None.

Controls the message file directory path.

Default location: msg_svr_base/ dat a/ st ore/ partition/primary

Controls the store index file directory path.

Default location: msg_svr_base/ dat a/ st ore/ partition/primary

Full path name of the primary partition
Default: msg_svr_base/ st or e/
partition/primry

Turns quotaenforcement on or off.

Default: on.

Message to be sent to user when quota exceeds store. quot awar n.

The message must contain a header (with at least a subject line), followed by
$3$, then the message body. The $ represents a new line. Depending on the
shell that you are using, it might be necessary to append a \ before $ to
escape the special meaning of $. ($ is often the escape character for the
shell.)

There is support for the following variables:
[ID] - userid

[DISKUSAGE] - disk usage

[NUMMSG] - number of messages
[PERCENT] - store.quotawarn percentage
[QUOTA] - mailquota attribute
[MSGQUOTA] - mailmsgquota attribute

For example, to enable this parameter, you can set the following configuration
variables:

configutil -o store.quotaexceedednsg

Subj ect: Overquota Vérni ng$$[ | D], $$Your nail box size has exceeded
[ PERCENT] of its alloted quota.$Di sk Usage: [ Dl SKUSAGE] $Nunber of
Messages: [ NUMVBG $Mai | quot a: [ QUOTA] $Message Quot a:

[ MBGQUOTA] $$- Post nast er

configutil -o store.quotanotification -v on

Default: null
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Table 3-1  configutil Parameters (Continued)

Parameter

Description

st or e. quot aexceedednsgi nterv
al

st or e. quot agr aceperi od

store. quotanotification

st ore. quot awarn
st ore. servi ceadm ngr oupdn

st or e. unask

Interval (in days) to wait before sending another quotaexceededmsg. Accepts
an integer value.

Default: 7.

Time (in hours) the mailbox is over quota before the server starts bouncing the
messages. Messages will remain in the queue until one of the following:

« The mailbox no longer exceeds the quota.
* The user has remained over quota longer than the specified grace period.

¢ The message has remained in the queue longer than the maximum
message queue time.

Default: 120.

Enables quota notification for the Message store. Accepted values are “on”
and “off".

Default: on
Percentage of quota that is exceeded before clients are warned. Default: 90.
DN of service administrator group.

umask Default: 077
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Chapter 4

MTA Configuration

The following topics are covered in this chapter:

MTA Configuration File

Domain Rewrite Rules

Channel Definitions

Channel Configuration Keywords
Alias File

/var/mail Channel Option File
SMTP (TCP/1P) Channel Option Files
Conversions

Mapping File

Option File

Header Option Files

Tailor File

Job Controller Configuration
Dispatcher

SMS Channel Option File
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The MTA Configuration Files

This section explains the structure and layout of the MTA configuration files. Some
configuration modifications are performed by using the command-line interface, as
described in Chapter 2, “Message Transfer Agent Command-line Utilities.”
Modifications not possible through the command line are performed by editing the
configuration files. We recommend that only experienced administrators edit and
modify the configuration files.
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All configuration files are ASCII text files that are created or changed with any text
editor. Permissions for the configuration file should be set to world-readable.
Failure to make configuration files world-readable may cause unexpected MTA
failures. A physical line in most files is limited to 252 characters and you can split a
logical line into multiple physical lines using the backslash (\) continuation
character.

NOTE The MTA processes read most of their configuration from the file
../config. dat. This file is the compiled form of the configuration
build from the various text configuration files.

Some configuration files are not compiled into this compiled
configuration file. In particular, di spat cher . cnf,
job_controller.cnf, and the channel option files, for instance
tcp_l ocal _opti on, are not in the compiled configuration, so it is
not necessary to compile the configuration to activate changes to
these files. However, they are only read by processes when they
start. Thus, to activate a change to the job controller's configuration,
it is necessary to restart the job controller.

The compiled configuration itself is in two parts. Some, like the
rewrite rules and channel definitions, can not be reloaded by
running processes. To activate a change to part of the configuration
that can not be reloaded, it is necessary to recompile the
configuration and then to restart the processes that are affected. For
instance, changes to the rewrite rules affect any process that
enqueues messages. Thus a change to rewrite rules would require
the configuration to be recompiled, and the dispatcher and the job
controller to be restarted (thus causing a new generation of
tcp_smtp_servers and delivery channel programs to be started.

Some of the configuration, for instance the mappings, aliases, and
the general, reverse, and forward lookup tables are reloadable.
Changes to these files can be activated by recompiling the
configuration and issuing the i nsi nta rel oad command. The

i msi nta rel oad command informs all the running processes that
they should reload the reloadable part of the compiled
configuration.
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Table 4-1 lists the MTA configuration files with a short description.

Table 4-1

MTA Configuration files

File

Description

Alias File (mandatory)

SMTP Channel Option Files

Conversion File

Dispatcher Configuration File
(mandatory)

forward. t xt (optional)

general .txt (optional)

Job Controller Configuration
File (mandatory)

MTA Configuration File
(mandatory)

Mapping File (mandatory)
Option File

reverse. t xt (optional)

Tailor File (mandatory)

Implements aliases not present in the directory.
msg_svr_base/ confi g/ al i ases

Sets channel specific options. msg_svr_base/ conf i g/ channel_opt i on

Used by conversion channel to control message body part conversions.
msg_svr_base/ confi g/ conver si ons

Specifies configuration file options for the service dispatcher.
msg_svr_base/ confi g/ di spat cher. cnf

A text look up file, equivalent in function to the forward database. It provides
an alternative mechanism to the LDAP directory for converting to addresses
in messages flowing through the system. Setting bit 2 (value 4) of the MTA
option USE_TEXT_DATABASES enables the use of this file instead of the
reverse database. The file is converted into a hash table that is loaded into
memory as part of the reloadable configuration. Only used if the MTA option
USE_FORWARD DATABASE is set

(optional) A general text look up file. This file has the same function as the
general database. Setting bit 0 (value 1) of the MTA option
USE_TEXT_DATABASES enables use of this file instead of the general
database. The file is converted into a hash table that is loaded into memory
as part of the reloadable configuration.

Defines Job Controller options
msg_svr_base/ confi g/ job_controll er. cnf

Defines address rewriting and routing as well as channel definition.
msg_svr_base/ confi g/ i mt a. cnf

Repository of mapping tables. msg_svr_base/ conf i g/ mappi ngs
Defines global MTA options. msg_svr_base/ conf i g/ opti on. dat

A text look up file, equivalent in function to the reverse database. It provides
an alternative mechanism to the LDAP directory for converting from:
addresses in messages flowing through the system. Setting bit 1 (value 2) of
the MTA option USE_TEXT_DATABASES enables the use of this file instead
of the reverse database. The file is converted into a hash table that is loaded
into memory as part of the reloadable configuration. Only used if the MTA
option USE_REVERSE DATABASE is set.

Specifies locations. msg_svr_base/ confi g/inta_tail or
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Table 4-2 lists the MTA database files with a short description.
Table 4-2  MTA Database Files

File Description

Reverse Database Changes from: address in outgoing mail. This provides an alternative mechanism to
using the directory, and is for specialized purposes only. An alternative to the
reverse database is the reverse lookup table described in Table 4-1.

Forward Database Changes to: address in outgoing mail. This provides an alternative mechanism to
using the directory, and is for specialized purposes only. An alternative to the
forward database is the forward lookup table described in Table 4-1.

General Database Used with domain rewriting rules or in mapping rules, for site-specific purposes.
msg_svr_base/ dat a/ db/ gener al db. db. An alternative to the general database is
the general lookup table described in Table 4-1.

MTA Configuration File

The MTA configuration file (i nt a. cnf ) contains the routing and address rewriting
configuration information. It defines all channels and their characteristics, the rules
to route mail among those channels, and the method in which addresses are
rewritten by the MTA.

Structure of the imta.cnf File

The configuration file consists of two parts: domain rewriting rules and channel
definitions. The domain rewriting rules appear first in the file and are separated
from the channel definitions by a blank line. The channel definitions are
collectively referred to as the channel table. An individual channel definition forms
a channel block.
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Comments in the File

Comment lines may appear anywhere in the configuration file. A comment is
introduced with an exclamation point (!) in column one. Liberal use of comments
to explain what is going on is strongly encouraged. The following i nt a. cnf file
fragment displays the use of comment lines.

I Part |: Rewite rules

[

i ms- ms. ny_ser ver. siroe. com $E3U@ ns- ns- daenon
!

! Part Il: Channel definitions

Distinguishing between blank lines and comment lines is important. Blank lines
play an important role in delimiting sections of the configuration file. Comment
lines are ignored by the configuration file reading routines—they are literally “not
there” as far as the routines are concerned and do not count as blank lines.

Including Other Files

The contents of other files may be included in the configuration file. If a line is
encountered with a less than sign (<) in column one, the rest of the line is treated as
a file name; the file name should always be an absolute and full file path. The file is
opened and its contents are spliced into the configuration file at that point. Include
files may be nested up to three levels deep. The following i nt a. cnf file fragment
includes the / usr /i pl anet / server 5/ nsg-t ango/ t abl e/ i nt er net . r ul es file.

</usr/iplanet/server5/ msg-tango/tabl e/internet.rules

NOTE Any files included in the configuration file must be world-readable
just as the configuration file is world-readable.

Domain Rewrite Rules

Domain rewrite rules play two important roles:
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= Rewrite addresses into their proper form.

< Determine to which channels a message should be enqueued. The
determination of which channel to enqueue a message is made by rewriting its
envelope To: address.

Each rewrite rule appears on a single line in the upper half of the i nt a. cnf file.

For additional information about configuring rewrite rules, refer to the chapter
“Configuring Rewrite Rules” in the Sun Java System Messaging Server
Administration Guide.

Rewrite Rule Structure

Rewrite rules appear in the upper-half of the MTA configuration file, i nt a. cnf .
Each rule in the configuration file appears on a single line. Comments, but not
blank lines, are allowed between the rules. The rewrite rules end with a blank line,
after which the channel definitions follow. Figure 4-1 shows the rewrite rule
section of a partial configuration file.

Figure 4-1 Simple Configuration File - Rewrite Rules

test.cnf - An exanple configuration file.

This is only an exanple of a configuration file. It serves
no useful purpose and should not be used in a real system

$U@- host
$U@- host
$We @- daenon
$We@- daenon

o 0 T o

I Begi n channel definitions

Rewrite rules consist of two parts: a pattern, followed by an equivalence string or
template. The two parts must be separated by spaces, although spaces are not
allowed within the parts themselves. The structure for rewrite rules is as follows:

pattern template
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pattern

Indicates the string to search for in the domain name. In Figure 4-1, the patterns are
a,b,c,and d.

If the pattern matches the domain part of the address, the rewrite rule is applied to
the address. A blank space must separate the pattern from the template. For more
information about pattern syntax, see “Rewrite Rule Patterns and Tags” on

page 171.

template

Is one of the following. For more information about template syntax, see “Rewrite
Rule Templates” on page 173.

User Template%DomainTemplate@Channel Tag[ controls]

User Template@hannel Tag[ controls]

User Template%DomainTemplate[ controls]

User Template@omainTemplate@hannel Tag[ controls]

User Template@omainTemplate@ourceRoute@hannel Tag[ controls]

UserTemplate Specifies how the user part of the address is rewritten.
Substitution sequences can be used to represent parts of the
original address or the results of a database lookup. The
substitution sequences are replaced with what they represent
to construct the rewritten address. In Figure 6-1, the $U
substitution sequence is used. For more information, see
“Template Substitutions and Rewrite Rule Control
Sequences” on page 173.

DomainTemplate Specifies how the domain part of the address is rewritten.
Like the UserTemplate, the DomainTemplate can contain
substitution sequences.

ChannelTag Indicates the channel to which this message is sent. (All
channel definitions must include a channel tag as well as a
channel name. The channel tag typically appears in rewrite
rules, as well as in its channel definition.)
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controls The applicability of a rule can be limited using controls. Some
control sequences must appear at the beginning of the rule;
other controls must appear at the end of the rule. Some can
appear almost anywhere in a rule. For more information
about controls, see “Template Substitutions and Rewrite Rule
Control Sequences” on page 173.

Rewrite Rule Patterns and Tags

Most rewrite rule patterns consist either of a specific host name that will match
only that host or of a subdomain pattern that will match any host/domain in the
entire subdomain.

For example, the following rewrite rule pattern contains a specific host name that
will match the specified host only:

host . si roe. com

The next rewrite rule pattern contains a subdomain pattern that will match any
host or domain in the entire subdomain:

.Siroe.com

This pattern will not, however, match the exact host name si r oe. com to match the
exact host name si r oe. com a separate si r oe. compattern would be needed.

The MTA attempts to rewrite host/domain names starting from the specific host
name and then incrementally generalizing the name to make it less specific. This
means that a more specific rewrite rule pattern will be preferentially used over
more general rewrite rule patterns. For example, assume the following rewrite rule
patterns are present in the configuration file;

host a. subnet . si roe. com
. subnet . siroe. com
.siroe.com

Based on the rewrite rule patterns, an address of j doe@ost a. subnet . si roe. com
will match the host a. subnet . si r oe. comrewrite rule pattern; an address of

j doe@ost b. subnet . si roe. comwill match the . subnet . si r oe. comrewrite rule
pattern; and an address of j doe@ost c. si r oe. comwill match the . si roe. com
rewrite rule pattern.
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In particular, the use of rewrite rules incorporating subdomain rewrite rule
patterns is common for sites on the Internet. Such a site will typically have a
number of rewrite rules for their own internal hosts and subnets, and then will
include rewrite rules for the top-level Internet domains into their configuration
from the file i nt ernet . rul es (msg_svr_base/ confi g/ i nt ernet. rul es).

This file is required to contain the following:
= Rewrite rules with patterns that match the top level Internet domains

= Templates that rewrite addresses matching such patterns to an outgoing
TCP/IP channel

In addition to the more common sorts of host or subdomain rewrite rule patterns
already discussed, rewrite rules may also make use of several special patterns,
summarized in Table 4-3, and discussed in the following subsections.

Table 4-3  Summary of Special Patterns for Rewrite Rules

Pattern Description/Usage

$* Matches any address. This rule, if specified, is tried first regardless
of its position in the file.

$% Percent Hack Rule. Matches any host/domain specification of the
form A%B.

$! Bang-style Rule. Matches any host/domain specification of the form
BIA.

1| IP literal match-all rule. Matches any IP domain literal.

Matches any host/domain specification. For example,
joe@129. 165. 12. 11]

In addition to these special patterns, Messaging Server also has the concept of tags,
which may appear in rewrite rule patterns. These tags are used in situations where
an address may be rewritten several times and, based upon previous rewrites,
distinctions must be made in subsequent rewrites by controlling which rewrite
rules match the address. For more information, see the Sun Java System Messaging
Server Administration Guide.
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Rewrite Rule Templates

Table 4-4 summarizes the template formats.

Table 4-4  Summary of Template Formats for Rewrite Rules

Template Usage

A%B A becomes the new user/mailbox name, B becomes the new
host/domain specification, rewrite again.

A@B Treated as A%B@B.

A%B@C A becomes the new user/mailbox name, B becomes the new
host/domain specification, route to the channel associated with the
host C.

A@B@C Treated as A@B@C@C.

A@B@C@D A becomes the new user/mailbox name, B becomes the new

host/domain specification, insert C as a source route, route to the
channel associated with the host D.

Template Substitutions and Rewrite Rule Control
Sequences

Substitutions are used to rewrite user names or addresses by inserting a character
string into the rewritten address, the value of which is determined by the particular
substitution sequence used.

Control sequences impose additional conditions to the applicability of a given
rewrite rule. Not only must the pattern portion of the rewrite rule match the host or
domain specification being examined, but other aspects of the address being
rewritten must meet conditions set by the control sequence or sequences.

If a domain or host specification matches the pattern portion of a rewrite rule but
doesn’t meet all of the criteria imposed by a control sequences in the rule’s
template, then the rewrite rule fails and the rewriter continues to look for other
applicable rules.

Table 4-5 summarizes the template substitutions and control sequences.

Table 4-5  Summary of Template Substitutions and Control Sequences

Substitution Sequence Substitutes

$D Portion of domain specification that matched.
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Table 4-5  Summary of Template Substitutions and Control Sequences (Continued)

Substitution Sequence

Substitutes

$H

$L
$uU
$ouU

$1U
$$

$%
$@

$\

$n

$_

$W
$]...[
$(text)
${...}
$[...]
$&n

$In

$*n

$#n

$nD

$nH

Control Sequence
$1M
$1IN

Unmatched portion of host/domain specification; left of dot in
pattern.

Unmatched portion of domain literal; right of dot in pattern literal.
User name from original address.

Local part (username) from original address, minus any
subaddress.

Subaddress, if any, from local part (username) of original address.
Inserts a literal dollar sign ($).

Inserts a literal percent sign (%.

Inserts a literal at sign (@.

Forces material to lowercase.

Forces material to uppercase.

Uses original case.

Substitutes in a random, unique string.

LDAP search URL lookup.

General database substitution; rule fails if lookup fails.
Applies specified mapping to supplied string.

Invoke customer supplied routine; substitute in result.

The nth part of unmatched (or wildcarded) host, counting from left to
right, starting from 0.

The nth part of unmatched (or wildcarded) host, as counted from
right to left, starting from 0.

The nth part of matching pattern, counting from left to right, starting
from O.

The nth part of matching pattern, counted from right to left, starting
from O.

Portion of domain specification that matched, preserving from the
nth leftmost part starting from 0

Portion of host/domain specification that didn't match, preserving
from the nth leftmost part starting from 0

Effect on Rewrite Rule
Apply only if the channel is an internal reprocessing channel.

Apply only if the channel is not an internal reprocessing channel.
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Table 4-5  Summary of Template Substitutions and Control Sequences (Continued)

Substitution Sequence

Substitutes

$1~

$A

$B

$C channel
$E

$F

$M channel
$N channel
$P

$Q channel
$R

$S
$Tnewtag
$Vhost

$X
$Zhost

$2errmsg

Perform any pending channel match checks. If the checks fail,
successfully terminate processing of the current rewrite rule
template.

Apply if host is to the right of the at sign

Apply only to header/body addresses

Fail if sending to channel

Apply only to envelope addresses

Apply only to forward-directed (e.g., To:) addresses
Apply only if channel is rewriting the address

Fail if channel is rewriting the address

Apply if host is to the right of a percent sign

Apply if sending to channel

Apply only to backwards-directed (e.g., From:) addresses
Apply if host is from a source route

Set the rewrite rule tag to newtag

Fail if the host name is not defined in the LDAP directory (either in
the DC tree or as a virtual domain). If the LDAP search times out,
the remainder of the rewrite pattern from directly after the character
following the host name is replaced with the MTA option string
DOVAI N_FAI LURE.

Apply if host is to the left of an exclamation point

Fail if the host name is defined in the LDAP directory (either in the
DC tree or as a virtual domain). If the LDAP search times out, the
remainder of the rewrite pattern from directly after the character
following the host name is replaced with the MTA option string
DOVAI N_FAI LURE.

If rewriting fails, return errmsg instead of the default error message.
The error message must be in US ASCII.
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Table 4-5  Summary of Template Substitutions and Control Sequences (Continued)

Substitution Sequence Substitutes

$number?errmsg If rewriting fails, return errmsg instead of the default error message,
and set the SMTP extended error code to a.b.c:

¢ ais number/ 1000000 (the first digit)

¢ bis (number/1000) remainder 1000 (the value of the digits 2
through 4)

e cis number remainder 1000 (the value of the last three digits.

The following example sets the error code to 3.45.89:
$3045089?t he snark is a boojum

For more information on substitutions, refer to the Sun Java System Messaging
Server Administration Guide.

Channel Definitions

The second part of an MTA configuration file contains the definitions for the
channels themselves. These definitions are collectively referred to as the “channel
host table,” which defines the channels that the MTA can use and the names
associated with each channel. Each individual channel definition forms a “channel
block.” Blocks are separated by single blank lines. Comments (but no blank lines)
may appear inside a channel block. A channel block contains a list of keywords
which define the configuration of a channel. These keywords are referred to as
“channel keywords.” See Table 4-6 for more information.

The following i nt a. cnf file fragment displays a sample channel block:

[ blank ling]

! sanpl e channel bl ock
channel narme keywor d1 keywor d2
routing_system

[ blank line]

180 Messaging Server 6 2005Q1 « Administration Reference



Channel Configuration Keywords

The routi ng_syst emis the host name associated with this channel. During the
address rewriting process, the host part of the address is checked against the
hostnames associated with the channels before any pattern matching in the rewrite
rules. The only exception to this is that the $* and exact pattern match rewrite rules
are checked first.

For detailed information about channel definitions and channel table keywords,
refer to the section “Channel Configuration Keywords” and to Table 4-6.

Channel Configuration Keywords

The first line of each channel block is composed of the channel name, followed by a
list of keywords defining the configuration of the specific channel. The following
tables describe keywords and how they control various aspects of channel
behavior, such as the types of addresses the channel supports. A distinction is
made between the addresses used in the transfer layer (the message envelope) and
those used in message headers.

The keywords following the channel name are used to assign various attributes to
the channel. Keywords are case-insensitive and may be up to 32 characters long;
any additional characters are ignored. The supported keywords are listed in
Table 4-6 and Table 4-7; the keywords shown in bol df ace are defaults. Table 4-6
lists channel keywords alphabetically; Table 4-7 lists channel keywords by
functional group.

Specifying a keyword not on this list is not an error (although it may be incorrect).
On UNIX systems, undefined keywords are interpreted as group 1Ds which are
required from a process in order to enqueue mail to the channel. Thei nsi nt a t est
-rew it e utility tells you whether you have keywords in your configuration file
that don’t match any keywords, and which are interpreted as group ids.

Table 4-6  Channel Keywords Listed Alphabetically

Keyword

Usage

733

Use % routing in the envelope; synonymous with per cent s.

Percent sign envelope addresses. Supports full RFC 822 format envelope
addressing with the exception of source routes; source routes should be
rewritten using percent sign conventions instead. The keyword per cent s is
also available as a synonym for 733.

Use of 733 address conventions on an SMTP channel results in these
conventions being carried over to the transport layer addresses in the SMTP
envelope. This may violate RFC 821. Only use 733 address conventions
when you are sure they are necessary.

Syntax:
733

Chapter 4  MTA Configuration 181



Channel Configuration Keywords

Table 4-6  Channel Keywords Listed Alphabetically (Continued)
Keyword Usage
822 Use source routes in the envelope; synonymous with sour cer out e.

Source route envelope addresses. This channel supports full RFC 822 format
envelope addressing conventions including source routes. The keyword
sour cer out e is also available as a synonym for 822. This is the default if no
other envelope address type keyword is specified.

Syntax:
822

addr et ur npat h

Adds a Return-path: header when enqueuing to this channel.Normally,
adding the Return-path: header line is the responsibility of a channel
performing a final delivery. But for some channels, like the ims-ms channel, it
is more efficient for the MTA to add the Return-path: header rather than
allowing the channel to perform add it.

Syntax:
addr et ur npat h header

header is the header line to be added.

addrsperfile

Number of addresses per message file.

The addr sperfi | e keyword is used to put a limit on the maximum number of
recipients that can be associated with a single message file in a channel
queue, thus limiting the number of recipients that are processed in a single
operation. See ul ti pl e.

Syntax:
addr sperfil e integer

integer specifies the maximum number of recipient addresses allowed in a
message file; if this number is reached, the MTA automatically creates
additional message files to accommodate them.

addr sperj ob

Number of addresses to be processed by a single job.

The addr sperj ob keyword computes the number of concurrent jobs to start
by dividing the total number of To: addressees in all entries by the given
value.

Syntax:
addr sper j ob integer

integer specifies the number of addresses that must be sent to the associated
channel before more than one master process is created to handle the
addresses. If a value less than or equal to zero is specified, it is interpreted as
a request to queue only one service job.

al i asl ocal

Query alias file and alias database. The al i asl ocal keyword may be placed
on a channel to cause addresses rewritten to that channel to be looked up in
the alias file and alias database also. Normally only addresses rewritten to the
local channel (the | channel on UNIX) are looked up in the alias file and alias
database. The exact form of the lookup probes that are performed is then
controlled by the ALI AS_DQOVAI NS option.

Syntax:
al i asl ocal
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Channel Configuration Keywords

Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

al 1 aspost mast er

Redirect postmaster messages to the Tocal channel postmaster.

If the al i aspost mast er keyword is placed on a channel, then any
messages addressed to the username post nast er (lowercase, uppercase,
or mixed case) at the official channel name is redirected to

post mast er @ocal-host, where local-host is the official local host name (the
name on the local channel).

Note that Internet standards require that any domain in the DNS that accepts
mail has a valid postmaster account that receives mail. So the
aliaspostmaster keyword can be useful when it is desired to centralize
postmaster responsibilities, rather than setting separate postmaster accounts
for separate domains.

Syntax:
al i aspost nast er

al l owetrn

Honor all ETRN commands.

This keyword (and associated SMTP ETRN command keywords) control the
MTA response when sending a message. The SMTP client issues the SMTP
ETRN command, requesting that the MTA attempt to deliver messages in the
MTA queues.

Syntax:
al | onetern

al | owswi t chchannel

Allow the source channel to switch to this channel.

Syntax:
al | owswi t chchannel channel

al t er nat echannel

Specify an alternate channel to which to enqueue a message when at least
oneofal ternateblocklimt,alternatelinelimt,or
al ternaterecipientlinit isexceeded.

If any of the al t ernat e*1 i mi t channel keyword limits is exceeded, the
message is diverted to the al t er nat echannel .

Using one or more al t er nat e*l i m t keywords without using
alternatechannel does not cause an error; instead, it is merely ignored.
Therefore, using al t ernat e*l i m t keywords have no effect unless the
al t er nat echannel keyword is specified.

Syntax:
al t er nat echannel channel

al t er nat ebl ocklimt

Specify the maximum number of MTA blocks allowed per message on the
original channel where the al t er nat echannel keyword is placed.
Messages exceeding this number of blocks are forced to the channel’s

al t er nat echannel . Note that the interpretation of block size can be
changed in the MTA options file by modifying the BLOCK_SI ZE option.

Syntax:
al ter nat ebl ockl i mt integer

default: no limit
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Table 4-6

Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

alternatelinelimt

Specify the maximum number of lines allowed per message on the original
channel where the al t er nat echannel keyword is placed. Messages
exceeding this number of lines are forced to the channel’s

al t er nat echannel .

Syntax:
alternatelinelimt integer

default: no limit

alternaterecipientlimt

Specify a limit on envelope recipients for a message copy on the original
channel where the al t er nat echannel keyword is placed. Messages
exceeding this number of envelope recipients on a message copy are forced
to the channel’s al t er nat echannel .

The al ternaterecipientlimt value is checked before addresses are
split up into separate files due to channel keywords such as addr sperfil e,
si ngl e, or si ngl e_sys. Consequently, the al ternat ereci pientlimt
value is compared against the total number of recipients (of the message in
question) being enqueued to the channel in question, rather than being
compared against the possibly smaller number of such recipients that may be
stored in a particular disk file in the channel in question’s queue area.

Syntax:
alternaterecipientlinit integer

default: no limit

authrewite

Use SMTP AUTH information in header. The aut hr ewr i t e channel keyword
may be used on a source channel to have the MTA propagate authenticated
originator information, if available, into the headers. Normally the SMIP AUTH
information is used, though this may be overridden via the FROM ACCESS

mapping.
Syntax:
aut hrewr i t e integer

integer can be one of the following:
0 - Don’t change anything (default)

1—Add a Sender: or a Resent-sender: header field containing the address
provided by the authentication operation. The Resent- variant is used if other
resent- fields are present.

2—Add a Sender: header containing the address provided by the
authentication operation.

3 - Construct a probe in an AUTH_REWRITE mapping table of the form:
mai | - f ronj sender | f ronj aut h- sender

See Messaging Server Administration Guide for more information.
4 - Same as 3 except the resent- variables are never used.

5 - Replace/add the From: or Resent-from: header field with the authenticated
originator address.

6 - replace the From: header field with the authenticated originator address.
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Table 4-6  Channel Keywords Listed Alphabetically (Continued)
Keyword Usage
backof f Specifies the frequency of message delivery retries of messages

unsuccessfully delivered. backof f specifies the interval values between
retries of all messages regardless of priority unless overridden by
nonur gent backof f, nor mal backof f, or ur gent backof f .

Syntax:

backof f "intervall" ["interval2"] ["interval3"] ["interval4"]
["interval5"] ["interval6"] ["interval7"] ["interval8"]

The interval uses ISO 8601P syntax and is as follows:
P[ yearsY] [ monthsM [ weeksW [ daysD] [ T[ hoursH] [ minutesM [ secondsS] ]

The variables years, months, weeks, days, hours, minutes, and seconds are
integer values that specify the interval between delivery attempts (the first
variable specifies the interval between the initial delivery failure and the first
delivery attempt). The alphabetic variable labels (P, Y, M WD, H, M S, and T)
are case-insensitive. The initial P is required. The other variables are optional,
except that T is required if any time values are specified.

Up to eight intervals can be specified with any of the backof f,

nonur gent backof f , nor mal backof f , ur gent backof f keywords. The last
interval specified is used as the interval for additional retry attempts that may
be needed. Deliveries are attempted for a period of time specified by the

not i ces keyword. If a successful delivery cannot be made, a delivery failure
notification is generated and the message is returned to sender.

The default intervals between delivery retries attempts in minutes is shown
below:

urgent: 30, 60, 60, 120, 120, 120, 240
normal: 60, 120, 120, 240, 240, 240, 480
nonurgent: 120, 240, 240, 480, 480, 480, 960

See the Sun Java System Messaging Server Administration Guide for
complete usage and examples.

bangover per cent

Group Al B¥C as Al (B¥) . That is, the bangover per cent keyword forces
“bang” addresses (Al B¥E) to interpret A as the routing host and C as the final
destination host.

This keyword does not affect the treatment of addresses of the form Al B@..
These addresses are always treated as ( Al B) @. Such treatment is
mandated by both RFC 822 and FRC 976.

Syntax:
bangover per cent

bangstyl e

Use UUCP! (bang-style) routing in the envelope; synonymous with uucp.

This channel uses addresses that conform to RFC 976 bang-style address
conventions in the envelope (for example, this is a UUCP channel). The
keyword bangst yl e is also available as a synonym for uucp.

Syntax:
bangstyl e
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Table 4-6  Channel Keywords Listed Alphabetically (Continued)

Keyword Usage

bidirectional Channelis served by both a master and slave program. The

bi di recti onal , mast er, and sl ave keywords determines whether the
MTA initiates delivery activity when a message is queued to the channel. The
use of these keywords reflects certain fundamental characteristics of the
corresponding channel program or programs. The descriptions of the various
channels the MTA supports indicate when and where these keywords should
be used.

Syntax:
bi di recti onal

bl ocketrn Do not honor ETRN commands. See al | owet rn.

Syntax:
bl ocketrn

bl ocklimt Maximum number of MTA blocks allowed per message. The MTA rejects
attempts to queue messages containing more blocks than this to the channel.
An MTA block is normally 1024 bytes; this can be changed with the
BLOCK_SI ZE option in the MTA option file.

Syntax:
bl ockl i mt integer
cacheever yt hi ng Cache all connection information and enables all forms of caching.

The SMTP channel cache normally records both connection successes and
failures. However, this caching strategy is not necessarily appropriate for all
situations.The cacheever yt hi ng, cachef ai | ur es, cachesuccesses,
and nocache keywords are provided to adjust the MTA's cache.

Syntax:
cacheeveryt hi ng

cachefailures Cache only connection failure information. See cacheever yt hi ng.

Syntax:
cachefail ures

cachesuccesses Cache only connection success information. This keyword is equivalent to
nocache for channels. See cacheever yt hi ng.

Syntax:
cachesuccesses

channel filter Specify the location of channel filter file; synonym for desti nati onfilter.
The channel fi | t er keyword may be used on general MTA channels to
specify a channel-level filter to apply to outgoing messages.

Syntax:
channel filter filter

The filter argument is a required URL that describes the channel filter
location.
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Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

charset?7

Default character set to associate with 7-bit text messages.

The MIME specification provides a mechanism to label the character set used
in a plain text message. Specifically, a charset= parameter can be specified
as part of the Content-type: header line. Various character set names are
defined in MIME, including US-ASCII (default), ISO-8859-1, 1ISO-8859-2, and
S0 on. Some existing systems and user agents do not provide a mechanism
for generating these character set labels; as a result, some plain text
messages may not be properly labeled. The char set 7, char set 8, and
char set esc channel keywords provide a per-channel mechanism to specify
character set names to be inserted into message headers. If the appropriate
keyword is not specified, no character set name is inserted into the
Content-type: header lines.

Syntax:
char set 7 charsetname

The charsetname argument specifies the character set name.

charset 8

Default character set to associate with 8-bit text messages.

The char set 8 keyword also controls the MIME encoding of 8-bit characters
in message headers (where 8-bit data is unconditionally illegal). The MTA
normally MIME-encodes any (illegal) 8-bit data encountered in message
headers, labeling it as the UNKNOWN charset if no char set 8 value has
been specified. See char set 7 and char set esc.

Syntax:
char set 8 charsetname

The charsetname argument specifies the character set name.

charsetesc

Default character set to associate with 7-bit text messages containing the
escape character. See char set 7 and char set 8.

Syntax:
char set esc charsetname

The char set nanme argument specifies the character set name.

checkehl o

Check the SMTP response banner returned by the remote SMTP server for
the string “ESMTP.” If this string is found, EHLO is used. If the string is not
found, HELO is used. The default behavior is to use EHLO on all initial
connection attempts, unless the banner line contains the string “fire away,” in
which case HELO is used. Note that there is no keyword corresponding to this
default behavior, which lies between the behaviors resulting from the ehl o
and checkehl o keywords.

Syntax:
checkehl o
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Table 4-6  Channel Keywords Listed Alphabetically (Continued)

Keyword Usage

conmentinc Leave comments in message header lines intact.
The MTA interprets the contents of header lines only when necessary.
However, all registered header lines containing addresses must be parsed to
rewrite and eliminate short form addresses and otherwise convert them to
legal addresses. During this process, comments (strings enclosed in
parentheses) are extracted and may be modified or excluded when the
header line is rebuilt. This behavior is controlled by the use of the
comment i nc, corment map, conmrent omi t, conment stri p, and
comment t ot al keywords.
Syntax:
conmment i nc

comrent map Runs comment strings in message header lines through the

COMVENT_STRI NGS mapping table. See comment i nc.

Syntax:
comrent map

conmment om t

Remove comments from message header lines. See conmrent i nc.

Syntax:
conmment om t

conmentstrip

Remove problematic characters from comment fields in message header
lines. See comment i nc.

Syntax:
comentstrip

coment t ot al

Strip comments (material in parentheses) from all header lines, except
Received: header lines; this keyword is not normally useful or recommended.
See comment i nc.

Syntax:
comment t ot al

connect al i as

Does not rewrite addresses upon message dequeue and deliver to whatever
host is listed in the recipient address.

Syntax:
connectal i as

connect canoni cal

Rewrite addresses upon message dequeue and connect to the host alias for
the system to which the MTA would be connected.

Syntax:
connect canoni cal

connectrecipientlimt

Limits the number of session recipients in an SMTP session.

Syntax:
di sconnectreci pientlimt integer
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Table 4-6  Channel Keywords Listed Alphabetically (Continued)

Keyword Usage

copysendpost Send copies of failures to the postmaster unless the originator address is
blank. The postmaster then receives copies of all failed messages except
those messages that are actually themselves bounces or notifications.

The keywords sendpost , copysendpost, err sendpost , and nosendpost
control the sending of failed messages to the postmaster. The default
behavior, if none of these keywords is specified, is to send a copy of failed
mail messages to the postmaster, unless error returns are completely
suppressed with a blank Errors-to: header line or a blank envelope From:
address. This default behavior does not correspond to any of the keyword
settings.

Syntax:
copysendpost

copywar npost Send copies of warnings to the postmaster unless the originator address is
blank. In this case, the postmaster receives copies of all warnings of
undelivered messages except for undelivered messages that are actually
themselves bounces or notifications.

The keywords war npost , copywar npost , er r war npost , and nowar npost
are used to control the sending of warning messages to the postmaster. The
default behavior, if none of these keywords is specified, is to send a copy of
warnings to the postmaster unless warnings are completely suppressed with
a blank Warnings-to: header line or a blank envelope From: address. This
default behavior does not correspond to any of the keyword settings.

Syntax:
copywar npost

daenon Specify the name or IP address of a gateway through which to route mail. The
daemon keyword is used on SMTP channels to control the choice of target
host. Normally such channels connect to whatever host is listed in the
envelop address of the message being processed. The daemon keyword is
used to tell the channel to instead connect to a specific remote system,
generally a firewall or mailhub system, regardless of the envelope address.

Syntax:
daenon routing_hostname

or
daenon [IP address]

The actual remote system name should appear directly after the daenon
keyword. If the argument after the daenon keyword is not a fully qualified
domain name or a domain literal in square brackets, the argument is ignored
and the channel connects to the channel’s official host.

dat ef our Convert date fields in message headers to four-digit years. Two- digit dates
with a value less than 50 have 2000 added, while values greater than 50 have
1900 added.

Syntax:
dat ef our
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Table 4-6

Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

dat et wo

Convert date fields in message headers to two-digit years. The MTA removes
the leading two digits from four-digit dates. This is intended to provide
compatibility with incompliant mail systems that require two digit dates; it
should never be used for any other purpose.

Syntax:
dat et wo

dayof week

Include day of week in date specifications in date fields in message headers
and add this information to date and time headers if it is missing.

Syntax:
dayof week

def aul t host

Specify a particular host name to use to complete addresses. This host name
is appended to incoming bare user ids.

Syntax:
def aul t host hostl [ host2]

The def aul t host keyword must be followed by the domain name (hostl) to
use in completing addresses (in envelope From: addresses and in headers)
that come into that channel. An optional second domain name (host2) may be
specified to use in completing envelope To: addresses. host2 must include at
least one period in its name.

def aul t naneservers

Use TCP/IP stack’s choice of nameservers.

Syntax:
def aul t naneser ver s

def aul t nx

Channel determines whether or not to do MX lookups from network. The

def aul t nx keyword specifies that nx should be used if the network says that
MX records are supported. The keyword def aul t nx is the default on
channels that support MX lookups in any form

Syntax:
def aul t nx

deferralrejectlint

Sets a limit on the number of bad RCPT TO addresses that are allowed during
a single session. After the specified number of To: addresses have been
rejected, all subsequent recipients, good or bad, are rejected with a 4xx error.
Provides same functionality as the ALLON REJECTI ONS_BEFORE_DEFERRAL
SMIP channel keyword, but on a per-channel basis.

Syntax:
deferralrejectlimt integer

where integer is the specified number of bad RCPT TC: addresses that are
allowed in a single session.
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Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

deferred

Honor and implement recognition of deferred delivery dates (the
Deferred-delivery: header line). Messages with a def er r ed delivery date in
the future are held in the channel queue until they either expire and are
returned or the deferred delivery date is reached. See RFC 1327 for details
on the format and operation of the Deferred-delivery: header line.

Syntax:
deferred

def ragnment

Reassemble any MIME-compliant message and partial parts queued to this
channel. When a channel is marked def r agnent , any partial messages
gueued to the channel are placed in the defragmentation channel queue
instead. After all the parts have arrived, the message is rebuilt and sent on its
way.

Syntax:
def r agnent

dequeue_r enover out e

Removes source routes from envelope To: addresses when dequeuing.The
dequeue_r enover out e channel keyword can be used on outgoing TCP/IP
channels to cause source routes to be removed from envelope recipient
addresses. In particular, this keyword may be useful at sites that use the
mailhost attribute to direct messages to NMS systems or other systems that
do not support source routes.

Syntax:
dequeue_r enover out e

desti nati onbri ght nmai |

Specifies that all messages destined to this channel be subject to Brightmail
processing if the recipient has opted in via the LDAP attribute
mai | Anti UBESer vi ce (or equivalent).

Syntax:
desti nati onbri ght nai |

destinationbri ght mail optin

Specifies that all messages destined to this channel will be subject to the
specified brightmail processing (either spam or virus or both) even if those
services have not been opted in by the user or domain via the LDAP attribute.
The filter list follows the keyword. The list following must be either spamor

Vi rus or spam vi rus orvi rus, spam

Example 1:
i ns-ns destinationbrightmiloptin spamvirus.

All mail destined for the message store is scanned for both spam and virus by
Brightmail

destinationfilter

Specifies the location of channel filter file that applies to outgoing messages.
The destinationfilter is a synonym for channel filter.

Syntax:
destinationfilter filter

The filter argument is a required URL that describes the channel filter
location.
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Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

destinationnosolicit

The NO- SCLTA T SMIP extension (described in the Internet Draft

draft - mal anud- no-sol i ci ti ng-07. t xt ) has been implemented with
Messaging Server. This option specifies a comma-separated list of solicitation
field values that will not be accepted in mail queued to this channel.

Syntax:
destinationnosolicit valuel,value2, value3..

where valuel, value2, value3 is a comma-separated list of solicitation field values.

destinationspanfilterXoptin

Run messages destined to this channel through spam filtering software X.

di sabl eetrn

Disable support for the ETRN SMTP command. ETRN is not advertised by
the SMTP server as a supported command. See al | owet r n.

Syntax:
di sabl eetrn

di sconnect badaut hl i m t

Used to place a limit on the number of unsuccessful authentication attempts
that will be allowed in a session before the session is disconnected.

Default: 3.

di sconnect badcommandl i m t

Limits the number of bad commands in an SMTP session.

Syntax:
di sconnect badconmand! i m t integer

di sconnecttransactionlimt

Limits the number of transactions in an SMTP session.

Syntax:
di sconnecttransactionlimt integer

di sconnectrejectlinmt

Limits the number of rejected recipients in an SMTP session.

Syntax:
di sconnectrejectlimt integer

di sposi ti onchannel

Overrides the process channel as the place to initially queue message
disposition notifications (MDNSs). If the named channel does not exist,
Messaging Server resumes using the process channel.

Syntax:
dispositionchannel channel

donai netrn

Tell the MTA to honor only those ETRN commands that specify a domain.
The donai net r n keyword also causes the MTA not to echo back the name of
the channel that the domain matched and that the MTA be attempts to run.
See al | owet rn.

Syntax:
donai netrn

domai nvrfy

Issue SMTP VRFY command using full address (for example, user @ost ) as
its argument. The dormai nvrfy, | ocal vrfy, and novr f y keywords control
the MTA'’s use of the VRFY command in its SMTP client.

Syntax:
donai nvrfy

192 Messaging Server 6 2005Q1 « Administration Reference




Channel Configuration Keywords

Table 4-6  Channel Keywords Listed Alphabetically (Continued)
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dr opbl ank Strip blank To:, Resent-To, Cc:, or Resent-Cc: headers from incoming
messages if specified on a source channel.
Syntax:
dr opbl ank

ehl o Use EHLO on all initial SMTP connections. See checkehl o.
Syntax:
ehl o

eightbit Channel supports 8-bit characters. The ei ght bi t keyword should be used

on channels that do not restrict the use of characters with ordinal values
greater than 127 (decimal).

Syntax:
ei ght bi t

ei ght negoti ate

Channel should negotiate use of eight bit transmission, if possible.

Some transfers, such as extended SMTP, may actually support a form of
negotiation to determine if eight-bit characters can be transmitted. The

ei ght negot i at e keyword can be used to instruct the channel to encode
messages when negotiation fails. This is the default for all channels; channels
that do not support negotiation assume that the transfer is capable of
handling eight-bit data

Syntax:
ei ghtnegoti ate

eightstrict

Channel should reject incoming messages with headers that contain illegal
eight bit data.

Syntax
eightstrict

er r sendpost

Send copies of failures to the postmaster if the originator address is illegal
(cannot be returned). See copysendpost .

Syntax:
er r sendpost

errwar npost

Send copies of warnings to the postmaster if the originator address is illegal
(cannot be returned). See copywar npost .

Syntax:
er rwar npost

expandchannel

Channel in which to perform deferred expansion due to application of
expandl i m t. The reprocessing channel would be used by default, if
expandchannel were not specified, but use of a processing channel is
typically necessary for Messaging Server configurations. If a channel for
deferred processing is specified via expandchannel , that channel should be
a reprocessing or processing channel. However, the Messaging Server
typically should be a processing channel; specification of other sorts of
channels may lead to unpredictable results.

Syntax:
expandchannel
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expandlimt Process an incoming message “offline” when the number of addressees
exceeds this limit.

Syntax:
expandl i mt integer

The expandl i m t keyword takes an integer argument that specifies how
many addresses should be accepted in messages coming from the channel
before deferring processing. The default value is infinite if the expandl i m t
keyword is not specified. A value of O forces deferred processing on all
incoming addresses from the channel.

expnal | ow Allows EXPN even if it has been disabled at the SMTP server level with the
Dl SABLE_EXPAND SMTP channel option.

Syntax

expnal | ow

expndi sabl e Disables EXPN unconditionally.

Syntax

expndi sabl e

expndef aul t Allows EXPN if the SMTP server is set to allow it.

Syntax

expndef aul t

exproute Use explicit routing for this channel’s addresses. The expr out e keyword
(short for “explicit routing") tells the MTA that the associated channel requires
explicit routing when its addresses are passed on to remote systems. If this
keyword is specified on a channel, the MTA adds routing information
containing the name of the local system (or the current alias for the local
system) to all header addresses and all envelope Fr om addresses that
match the channel.

Syntax:
exprout e

fileinto Specify effect on address when a mailbox filter f i | ei nt o operation is
applied. The fi | ei nt o keyword is currently supported only for ims-ms and
LMTP channels.

For ims-ms channels, the usual usage is:
fileinto $U+$S@D

The above specifies that the folder name should be inserted as a sub-address
into the original address, replacing any originally present sub-address.

For LMTP channels, the usual usage is:
fileinto @40 $U+$S@D

where $40is a 4 and the letter O, not the number zero.
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fiTesperjob

Number of queue entries to be processed by a single job. The i T esperj ob
keyword divides the number of actual queue entries or files by the given
value. The number of queue entries resulting from a given message is
controlled by a large number of factors, including but not limited to the use of
the si ngl e and si ngl e_sys keywords and the specification of header
modifying actions in mailing lists.

The fil esperj ob and addr sper j ob keywords can be used to create
additional master processes.

Syntax:
fil esperj ob integer

The argument for f i | esper j ob is a single positive integer which specifies
the number of addresses or queue entries (files) that must be sent to the
associated channel before more than one master process is created to
handle them. If a value less than or equal to zero is given, it is interpreted as a
request to queue only one service job. Not specifying a keyword defaults to a
value of 0.

filter

Specify the location of user filter files. The fi | t er keyword may be used on
the native and ims-ms channels.

Syntax:
filter url

The argument for filter is a required URL describing the filter file location.

f orwar dcheckdel et e

Affects verification of source IP address. The f or war dcheckdel et e
keyword tells the MTA to perform a forward lookup after each reverse lookup
and to ignore (delete) the reverse lookup returned name if the forward lookup
of that name does not match the original connection IP address. Use the
original IP address instead.

The f owar dchecknone, f or war dcheckt ag, and f or war dcheckdel et e
keywords can modify the effects of performing reverse lookups and
controlling whether the MTA performs a forward lookup of an IP name found
using a DNS reverse lookup. If such forward lookups are requested, these
keywords also determine what the MTA does if the forward lookup of the IP
name does not match the original IP number of the connection.

Syntax:
f or war dcheckdel et e

f orwar dchecknone

No forward lookup is performed. See f or war dcheckdel et e.

Syntax:
f or war dchecknone

f orwar dcheckt ag

Tell the MTA to perform a forward lookup after each reverse lookup and to tag
the IP name with an asterisk, *, if the number found using the forward lookup
does not match that of the original connection. See f or war dcheckdel et e.

Syntax:
f orwar dcheckt ag
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header _733 Use % routing In the message header. This channel supports RFC 822 format
header addressing with the exception of source routes; source routes should
be rewritten using percent sign conventions instead.
Use of 733 address conventions in message headers may violate RFC 822
and RFC 976. Only use this keyword if you are sure that the channel connects
to a system that cannot deal with source route addresses.
Syntax:
header _733

header _822 Use source routes in the message header. This channel supports full RFC

822 format header addressing conventions including source routes. This is
the default if no other header address type keyword is specified.

Syntax:
header _822

header _uucp

Use ! (bang-style) or UUCP routing in the header. The use of this keyword is
not recommended. Such usage violates RFC 976.

Syntax:
header _uucp

header | abel al i gn

Align header lines for message headers enqueued on this channel. This
keyword takes an integer-valued argument. The alignment point is the margin
where the contents of headers are aligned.

Syntax:
header | abel al i gn alignment_point

The header | abel al i gn keyword takes an integer-valued argument. The
alignment point is the margin where the contents of headers are aligned.The
default value is 0, which causes headers not to be aligned.

headerlimt

Imposes a limit on the maximum size of the primary (outermost) message
header. The primary message headers are silently truncated when the limit is
reached. If the global MTA option, HEADER LI M T, is set, it overrides this
channel-level limit.

Default:
no limit

header | i nel engt h

Control the length of message header lines enqueued on this channel. Lines
longer than this keyword specifies are folded in accordance with RFC 822
folding rules.

Syntax:
header| i nel engt h length

The length value is an integer. The default, if this keyword is not explicitly set,
is 80. Lines longer than this are folded in accordance with RFC 822 folding
rules.
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headerread

Apply header trimming rules from an options file to the message headers
upon message enqueue (use with caution) before the original message
headers are processed.

Syntax:
headerread channel_r ead_headers. opt

channel is the name of the channel with which the header option file is
associated.

headertrim

Applies header trimming rules from an options file to the message headers
(use with caution) after the original message headers are processed. The
header t ri mkeyword impacts only messages that are destined to that
channel. Source channels are not impacted.

Syntax:
headert ri m channel_header s. opt

channel is the name of the channel with which the header option file is
associated.

hol dl i mt

Mark as .HELD an incoming message when the number of addressees
exceeds this limit and enqueue to the reprocess channel (or to whatever
channel is specified via the expandchannel keyword). As . HELD messages,
the files sit unprocessed in that MTA queue area awaiting manual intervention
by the MTA postmaster.

Syntax:
hol dl i m t

hol dexquot a

Hold messages for users that are over quota. These messages remain in the
MTA queue until they can either be delivered or they time out and are
returned to their sender by the message return job. The hol dexquot a and
noexquot a keywords control the handling of messages addressed to
Berkeley mailbox users (UNIX) who have exceeded their disk quota.

Syntax:
hol dexquot a

i dent none

Disable IDENT lookups; perform IP-to-hostname translation. Both IP number
and host name are included in the Received: header lines for the message.

Syntax:
i dent none

i dent nonel i mted

Has the same effect as i dent none as far as IDENT lookups, reverse DNS
lookups, and information displayed in Received: header. Where it differs is
that with identnonelimited the IP literal address is always used as the basis for
any channel switching due to use of the swi t channel keyword, regardless of
whether the DNS reverse lookup succeeds in determining a host name.

Syntax:
i dentnonel i mted
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I dent nonenurmeri c Disable IDENT lookups and inhibits the usual DNS reverse lookup translation
of IP number to host name. This might result in a performance improvement
at the cost of less user-friendly information in the Received: header.

Syntax:
i dent nonenurreri c

i dent nonesynbol i c Disable this IDENT lookup, but does perform IP to host name translation.
Only the host name is included in the Received: header for the message.
Syntax:
i dent nonesynbol i ¢

identtcp Perform IDENT lookups on incoming SMTP connections and IP to host name

translation. The IDENT lookup uses the IDENT protocol (RFC 1413). The
information obtained from the | DENT protocol (usually the identity of the user
making the SMTP connection) is then inserted into the Received: header lines
of the message, with the host name corresponding to the incoming IP
number, as reported from a DNS reverse lookup and the IP number itself.

Syntax:
identtcp

identtcplimted Has the same effect as i dentt cp as far as IDENT lookups, reverse DNS
lookups, and information displayed in Received: header. Where it differs from
i dent t cp is that the IP literal address is always used as the basis for any
channel switching due to use of the swi t chchannel keyword, regardless of
whether the DNS revers lookup succeeds in determining a host name.

Syntax:
identtcplimted

i dentt cpnurreric Perform IDENT lookups on incoming SMTP connections; disable IP to
hostname translation.

Syntax:
i ndent t cpnurreri c

i denttcpsynbolic Enable IDENT protocol (RFC 1413). The information obtained from the
IDENT protocol (usually the identity of the user making the SMTP connection)
is then inserted into the Received: header lines of the message, with the
actual incoming IP number, as reported from a DNS reverse lookup; the IP
number itself is not included in the Received: header.

Syntax:
i dentt cpsynbolic

i gnor eencodi ng Ignore Encoding: header on incoming messages.

Syntax:
i gnor eencodi ng

i nprout e Use implicit routing for this channel’s addresses. The i npr out e keyword
indicates to the MTA that all addresses matching other channels need routing
when they are used in mail sent to a channel marked improute.

Syntax:
i nprout e
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i ncl udefi nal Include final form of address in delivery notifications (recipient address). The
i ncl udefinal and suppr essfi nal channel keywords control whether the
MTA also includes the final form of the address.
Syntax:
i ncl udefi nal

i nner Parse messages and rewrite inner message headers. This keyword can be
applied to any channel.
Syntax:
i nner

innertrim Apply header trimming rules from an options file to inner message headers for

example, embedded MESSAGE/RFC822 headers (use with caution).

Syntax:
i nnertrim channel_header s. opt

channel is the name of the channel with which the header option file is
associated.

i nt erfaceaddr ess

Bind to the specified TCP/IP interface address as the source address for
outbound connections. On a system with multiple interface addresses this
keyword controls which address is used as the source IP address when the
MTA sends outgoing SMTP messages. Note that it complements the
Dispatcher option | NTERFACE_ADDRESS, which controls which interface
address a TCP/IP channel listens on for accepting incoming connections and
messages.

Syntax:
i nt er f aceaddr ess address

i nterpretencodi ng

Interpret Encoding: header on incoming messages, if otherwise configured to
do so.

Syntax:
i nt er pr et encodi ng

| anguage Specifies the default language of encoded words in headers.
Syntax:
| anguage default_language
| astresort Specify a host to which to connect even when all other connection attempts

fail. In effect, this acts as an MXrecord of last resort. This is only useful on
SMTP channels.

Syntax:
| astresort host

The keyword requires a single parameter specifying the name of the “system
of last resort.”
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ITnelength Message lines exceeding this Tength limit are wrapped (MIME encoded). The
I i nel engt h keyword provides a mechanism for limiting the maximum
permissible message line length on a channel-by-channel basis. Messages
queued to a given channel with lines longer than the limit specified for that
channel are automatically encoded.

The | i nel engt h keyword causes encoding of data to perform “soft” line
wrapping for transport purposes.

Syntax:
I'i nel engt h length

linelimt Maximum number of lines allowed per message. The MTA rejects attempts to
gueue messages containing more than this number of lines to the channel.
The keywords, bl ockl imt and linelimt,can beimposed
simultaneously, if necessary.

Syntax:
l'inelimt integer
Intp Specifies that this channel uses LMTP rather than SMTP. Do not use the
smt p and | nt p keywords on the same channel.
Syntax:
Intp
| ocal vrfy Issue SMTP VRFY command using local part of the address. For example, for

the address user 1@i r oe. com user 1 is used with the VRFY command.
See domai nvrfy.

Syntax:
| ocal vrfy

| oggi ng Log message enqueues and dequeues into the log file and activates logging
for a particular channel. Logging is controlled on a per-channel basis. All log
entries are made to the file mai | . | og_current in the log directory
msg_svr_base/ | og/inmta/mail.log_current.
Syntax:
| oggi ng

| oopcheck Places a string into the SMTP banner in order for the SMTP server to check if

it is communicating with itself. When | oopcheck is set, the SMTP server
advertises an XLOOP extension. When it communicates with an SMTP server
supporting XLOOP, the MTA’s SMTP client compares the advertised string
with the value of its MTA and immediately bounces the message if the client is
in fact communicating with the SMTP server.

Syntax:
| oopcheck

mai | fromdnsverify Verify that an entry in the DNS exists for the domain used on the SMTP MAIL
FROM: command when set on an incoming TCP/IP channel. The MTA rejects
the message if no such entry exists.

Syntax:
mai | f romdnsveri fy
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mast er Channelis served only by a master program. See bi di recti onal .
Syntax:
nmast er

mast er _debug Generate debugging output in the channel’'s master program output.

Some channel programs include optional code to assist in debugging by
producing additional diagnostic output. The mast er _debug and

sl ave_debug channel keywords are provided to enable generation of this
debugging output on a per-channel basis.

On UNIX, when nast er _debug and sl ave_debug is enabled for the |
channel, users receive i nt a_sendnai | . | 0og- uniqueid files in their current
directory (if they have write access to the directory; otherwise, the debug
output goes to st dout ) containing MTA debug information.

Syntax:
nmast er _debug

maxbl ocks Maximum number of MTA blocks per message; longer messages are broken
into multiple messages. An MTA block is normally 1024 bytes; this can be
changed with the BLOCK_SI ZE option in the MTA option file.

The maxbl ocks and max! i nes keywords are used to impose size limits
beyond which automatic fragmentation are activated.

Syntax:
maxbl ocks integer

maxheader addr s Maximum number of addresses per message header line; longer header lines
are broken into multiple header lines.

Syntax:
maxheader addr s integer

This keyword requires a single integer parameter that specifies the
associated limit. By default, no limit is imposed on the length of a header line
nor on the number of addresses that can appear.

nmaxheader char s Maximum number of characters per message header line; longer header lines
are broken into multiple header lines.

Syntax:
nmaxheader char s integer

This keyword requires a single integer parameter that specifies the
associated limit. By default, no limit is imposed on the length of a header line
nor on the number of addresses that can appear.

maxj obs Maximum number of concurrent jobs that can be running at one time. If the
computed number of service jobs is greater than this value, only naxj obs
jobs are actually created. Normally maxj obs is limited by a value that is less
than or equal to the total number of jobs that can run simultaneously in
whatever Job Controller pool or pools the channel uses. The default for this
value if maxj obs is not specified is 100.

Syntax:
maxj obs integer
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maxI 1 nes Maximum number of message lines per message; longer messages are

broken into multiple messages. This limit can be imposed simultaneously if
necessary. See maxbl ocks.

Syntax:
max| i nes integer

maxprocchars

Specifies maximum length of headers to process and rewrite. Messages with
headers longer than specified are still accepted and delivered; the only
difference is that the long header lines are not rewritten in any way.

Syntax:
maxpr occhar s integer

The default is processing headers of any length.

naysasl server

Cause the SMTP server to permit clients to attempt to use SASL
authentication.

The maysasl server, nust sasl server, nosasl , nosasl server,
nosasl swi t chchannel , and sasl swi t chchannel keywords are used to
configure SASL (SMTP AUTH) use during the SMTP protocol by SMTP
channels such as TCP/IP channels.

Syntax:
maysasl server

maytl s

SMTP client and server allow TLS use to incoming connections and to
attempt TLS upon outgoing connections.

The mayt| s, mayt | sclient, maytl sserver, musttls, musttl sclient,
nusttl sserver,notls, notlsclient,notl sserver, and

t1 sswi t chchannel channel keywords are used to configure TLS use during
the SMTP protocol by SMTP based channels such as TCP/IP channels.

Syntax:
maytl s

mayt | scli ent

SMTP client attempts TLS use when sending outgoing messages, if sending
to an SMTP server that supports TLS. See nayt| s.

Syntax:
mayt | scli ent

nmayt | sserver

SMTP server allows TLS use and advertises support for the STARTTLS
extension when receiving messages. See mayt| s.

Syntax:
mayt | sserver
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m SSi ngr eci pi ent pol i cy

Controls handling of messages missing recipient header lines.

Syntax:
m ssi ngr eci pi ent pol i cy integer

The m ssi ngr eci pi ent pol i cy keyword takes an integer value specifying
the approach to use for such messages; the default value, if the keyword is
not explicitly present, is 1 (pass the illegal message through unchanged).

The values for nmi ssi ngr eci pi ent pol i cy are:

* 0—Place envelope To: recipients in a To: header line.

* 1—Pass the illegal message through unchanged.

e 2—Place envelope To: recipients in a To: header line.

* 3—Place all envelope To: recipients in a single Bcc: header line.

e 4—Generate a group construct (for example, " ;") To: header line, “To:
Recipients not specified: ;".

» 5—Generate a blank Bcc: header line.

* 6—Reject the message.

msexchange

Serves channel for Microsoft Exchange gateways and clients. The
nsexchange channel keyword also causes advertisement (and recognition)
of broken TLS commands.

Syntax:
nsexchange

ml tiple

Accept multiple destination hosts in a single message copy for the entire
channel. Note that at least one copy of each message is created for each
channel the message is queued to, regardless of the keywords used. The
multiple keyword corresponds in general to imposing no limit on the number
of recipients in a message file, however the SMTP channel defaults to 99.

The keywords mul ti pl e, addr sperfil e, si ngl e, and si ngl e_sys can be
used to control how multiple addresses are handled.

Syntax:
nmul tiple

nust sasl server

Cause the SMTP server to insist that clients use SASL authentication; the
SMTP server does not accept messages unless the remote client
successfully authenticates. See maysasl server.

Syntax:
nmust sasl server

musttls

SMTP client and server insist upon TLS use n both outgoing and incoming
connections and does not transfer messages with remote sides that do not
support TLS. Email is not exchanged with remote systems that fail to
successfully negotiate TLS use. See nayt| s.

Syntax:
nmusttls
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musttlsclient

SMTP client insists upon TLS use when sending outgoing messages and
does not send messages to any remote SMTP server that does not support
TLS use. See mayt | s.

Syntax:
nmusttl sclient

nmusttl sserver

SMTP server insists upon TLS use and does not accept messages from any
remote SMTP client that does not support TLS use. See nayt | s.

Syntax:
nust t| sserver

TCP/IP network and software supports MX record lookups. The nx keyword is
currently equivalent to nonr andormmx. See r andonmx.

Syntax:
mx

nanepar armet erl engt hl i m t

Controls the points at which the name content-type and filename
content-disposition parameters are truncated. See
paraneterlengthlimt.

Default: 128

Syntax:
nanepar anet erl engt hl i m t integer

naneservers

Consult specified nameservers rather than TCP/IP stack’s choice when
nameserver lookups are being performed, that is, unless the nsswi t ch. conf
file on UNIX or the Windows NT TCP/IP configuration selects no use of
nameservers.

Syntax:
naneser ver s IP_addressl IP_address?2 ...

nameser ver s requires a space separated list of IP addresses for the
nameservers.

noaddr et ur npat h

Do not add a Return-path: header when enqueuing to this channel.

nobangover per cent

Group Al B#C as ( Al B) %C (default). That is, the nobangover per cent
keyword forces “bang” addresses (Al BY%) to interpret Cas the routing host
and A as the final destination host.

This keyword does not affect the treatment of addresses of the form Al B@..
These addresses are always treated as ( Al B) @. Such treatment is
mandated by both RFC 822 and FRC 976.

Syntax:
nobangover per cent

nobl ockl i mt

No limit specified for the number of MTA blocks allowed per message. See
bl ocklimt.

Syntax:
nobl ockl i mt

nocache

Do not cache any connection information. See cacheever yt hi ng.

Syntax:
nocache
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nochannel filTter

Do not perform channel filtering for outgoing messages; synonym for
nodestinationfilter.Seechannelfilter.

Syntax:
nochannel filter

nodayof week

Remove day of week from date/time specifications. This is intended to
provide compatibility with incompliant mail systems that cannot process this
information properly; it should never be used for any other purpose. See
dayof week.

Syntax:
nodayof week

nodef aul t host

Do not specify a domain name to use to complete addresses. See
def aul t host .

Syntax:
nodef aul t host

nodef erred

Do not honor deferred delivery dates. See def er r ed.

Syntax:
nodef erred

nodef r agnent

Do not perform special processing for message/partial messages. See
def ragnent .

Syntax:
nodef r agment

nodestinationfilter

Do not perform channel filtering for outgoing messages. See
destinationfilter.

Syntax:
nodestinationfilter

nodr opbl ank

Do not strip blank To:, Resent-To:, Cc:, or Resent-Cc: headers. See
dr opbl ank.

Syntax:
nodr opbl ank

noehl o

Never use the SMTP EHLO command. See ehl o.

Syntax:
noehl o

noexprout e

No explicit routing for this channel’'s addresses. See expr out e.

Syntax:
noexpr out e

noexquot a

Return to originator any messages to users who are over quota. The

hol dexquot a and noexquot a keywords control the handling of messages
addressed to Berkeley mailbox users (UNIX) who have exceeded their disk
quota.

See hol dexquot a.

Syntax:
noexquot a
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nofiTeinto Mailbox filter fileinto operator has no effect. See fi T ei nt o.
Syntax:
nofileinto
nofilter Do not perform user mailbox filtering. See fil ter.

Syntax:
nofilter

noheader r ead

Do not apply header trimming rules from option file upon message enqueue.
See header r ead.

Syntax:
noheaderr ead

noheadertrim

Do not apply header trimming rules from options file. See headertri m

Syntax:
noheadertrim

noi nprout e

No implicit routing for this channel’'s addresses. See i npr out e.

Syntax:
noi npr out e

noi nner

Do not rewrite inner message headers. See i nner .

Syntax:
noi nner

noi nnertrim

Do not apply header trimming to inner message headers. See i nnertrim

Syntax:
noi nnertrim

nolinelimt

No limit specified for the number of lines allowed per message. See
linelimt.

Syntax:

nolinelimt

nol oggi ng

Do not log message enqueues and dequeues into the log file. See | oggi ng

Syntax:
nol oggi ng

nol oopcheck

Instructs the SMTP client not check the value of any XLOOP parameter in the
EHLO server response to see if the SMTP client is communicating with the
SMTP server on the same machine.

Syntax:
nol oopcheck

nomai | f romdnsverify

The MTA does not verify that an entry in the DNS exists for the domain used.
See mai | fromdnsverify.

Syntax:
nonai | fromdnsverify

nonast er _debug

Do not generate debugging output in the channel’'s master program output.
See mast er _debug.

Syntax:
nonast er _debug
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nonsexchange

Channel does not serve MS Exchange gateways. See nsexchange.

Syntax:
nomsexchange

nonx

TCP/IP network does not support MX lookups. See nx.

Syntax:
nonx

nonr andonmx

Perform MX lookups; does not randomize returned entries of equal
precedence—they should be processed in the same order in which they are
received. Equivalent to mx. See also r andomx.

Syntax:
nonr andommx

nonur gent backof f

Specifies the frequency for attempted delivery of nonurgent messages. See
backof f .

Syntax:
nonur gent backof f "intervall" [ "interval2"] ["interval3"] ["interval4"]
[ "interval5"] ["interval6"] ["interval7"] ["interval8"]

The interval uses ISO 8601P syntax and is as follows:
P[ yearsY] [ monthsM [ weeksW [ daysD] [ T[ hoursH] [ minutesM [ secondsS] ]

The variables years, months, weeks, days, hours, minutes, and seconds are
integer values that specify the interval between delivery attempts (the first
variable specifies the interval between the initial delivery failure and the first
delivery attempt). The alphabetic variable labels (P, Y, MWD, H M S, and T)
are case-insensitive. The initial P is required. The other variables are optional,
except that T is required if any time values are specified.

See backof f.

nonur gent bl ockl i m t

Force messages above the specified size to wait unconditionally for a periodic
job. The nonur gent bl ockl i m t keyword instructs the MTA to downgrade
messages larger than the specified size to lower than nonur gent priority
(second class priority).

Syntax:
nonur gent bl ockl i m t integer
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Table 4-6

Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

nonur gent noti ces

Specify the amount of time which may elapse before notices are sent and
messages returned for messages of non-urgent priority.

Different return handling for messages of different priorities may be explicitly
set using the nonur gent not i ces, nor mal not i ces, or urgent noti ces
keywords. Otherwise, the not i ces keyword values are used for all
messages. See not i ces.

Syntax:
nonur gent not i ces agel [age2] [age3] [age4] [age5]

The keyword is followed by a list of up to five monotonically increasing integer
values. These values refer to the message ages at which warning messages
are sent. The ages have units of days if the RETURN_UNI TS option is 0 or not
specified in the option file; or hours if the RETURN_UNI TS option is 1. When an
undeliverable message attains or exceeds the last listed age, it is returned
(bounced).

nor ecei vedf or

Do not include Envelope to address in Received: header line. The

nor ecei vedf or keyword instructs the MTA to construct Received: header
lines without including any envelope addressee information. See

recei vedfor.

Syntax:
nor ecei vedf or

nor ecei vedf rom

Construct Received: header lines without including the original envelope
From: address. The nor ecei vedf r omkeyword instructs the MTA to
construct Received: header lines without including the original envelope
From: address. See r ecei vedf rom

Syntax:
nor ecei vedf rom

nor enot ehost

Use local host’'s domain name as the default domain name to complete
addresses. See r enpt ehost .

Syntax:
nor enot ehost

norestricted

Do not apply RFC 1137 restricted encoding to addresses. Equivalent to
unrestrictedkeyword. Seerestricted.

Syntax:
norestricted

nor et ur naddr ess

Use the RETURN_ADDRESS option value. See r et ur naddr ess.

Syntax:
nor et ur naddr ess

nor et ur nper sonal

Use the RETURN_PERSONAL option value. See r et ur nper sonal .

Syntax:
nor et ur nper sonal
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Table 4-6  Channel Keywords Listed Alphabetically (Continued)
Keyword Usage
nor ever se Do not apply reverse database to addresses. nor ever se exempts addresses

in messages queued to the channel from address reversal processing. See
reverse.

Syntax:
nor ever se

nor mal backof f

Specifies the frequency for attempted delivery of normal messages. See
backof f.

Syntax:
nor mal backof f "intervall" ["interval2"] ["interval3"] ["interval4"]
["interval5"] ["interval6"] ["interval7"] ["interval8"]

The interval uses ISO 8601P syntax and is as follows:
P[ yearsY] [ monthsM [ weeksW [ daysD] [ T[ hoursH] [ minutesM [ secondsS] ]

The variables years, months, weeks, days, hours, minutes, and seconds are
integer values that specify the interval between delivery attempts (the first
variable specifies the interval between the initial delivery failure and the first
delivery attempt). The alphabetic variable labels (P, Y, MWD, H M S, and T)
are case-insensitive. The initial P is required. The other variables are optional,
except that T is required if any time values are specified.

See backof f.

nor mal bl ockl i mt

Downgrade messages larger than the specified size to nonurgent priority.

Syntax:
nor mal bl ockl i m t integer

nor mal not i ces

Specify the amount of time which may elapse before notices are sent and
messages returned for messages of normal priority. See not i ces.

Syntax:
nor nal not i ces agel [age2] [age3] [age4] [age5]

The keyword is followed by a list of up to five monotonically increasing integer
values. These values refer to the message ages at which warning messages
are sent. The ages have units of days if the RETURN_UNI TS option is 0 or not
specified in the option file; or hours if the RETURN_UNI TS option is 1. When an
undeliverable message attains or exceeds the last listed age, it is returned
(bounced).

nor ul es Do not perform channel-specific rewrite rule checks. This keyword is usually
used for debugging and is rarely used in actual applications. See r ul es.
Syntax:
nor ul es

nosasl SASL authentication is not permitted or attempted. Do not allow switching to

this channel upon successful SASL authentication. See naysasl ser ver.

Syntax:
nosasl

nosasl server

SASL authentication is not permitted. See naysasl ser ver.

Syntax:
nosasl server
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Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

nosendetrn

Do not send an ETRN command. See sendetrn.

Syntax:
nosendet rn

nosendpost Do not send copies of failures to the postmaster. See sendpost .
Syntax:
nosendpost
noservi ce Service conversions for messages coming into this channel must be enabled

via CHARSET _CONVERSI ONS. See ser vi ce.

Syntax:
noservi ce

nosl ave_debug

Do not generate slave debugging output. See sl ave_debug.

Syntax:
nosl ave_debug

nosnt p

Channel does not use SMTP. See snt p.

Syntax:
nosnt p

nosourcefilter

Do not perform channel filtering for incoming messages. See
sourcefilter.

Syntax:
nosour cefilter

noswi t chchannel

Do not switch to the channel associated with the originating host; does not
permit being switched to. See swi t chchannel .

Syntax:
noswi t chchannel

notices

Specifies the amount of time that may elapse before notices are sent and
messages returned.

Syntax:
not i ces agel [age2] [age3] [age4d] [age5]

The keyword is followed by a list of up to five monotonically increasing integer
values. These values refer to the message ages at which warning messages
are sent. The ages have units of days if the RETURN_UNI TS option is 0 or not
specified in the option file; or hours if the RETURN_UNI TS option is 1. When an
undeliverable message attains or exceeds the last listed age, it is returned
(bounced).

When a message attains any of the other ages, a warning notice is sent. The
default if no keyword is given is to use the notices setting for the local
channel. If no setting has been made for the local channel, then the defaults
3, 6,9, 12 are used, meaning that warning messages are sent when the
message attains the ages 3, 6, and 9 days (or hours) and the message is
returned after remaining in the channel queue for more than 12 days (or
hours).
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Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

notificationchannel

Overrides the process channel as the place to initially queue delivery status
notifications (DSNs). If the named channel does not exist, Messaging Server
resumes using the process channel.

Syntax:
notificationchannel channel

notls

SMTP client and server neither attempt nor allow TLS use. See mayt| s.

Syntax:
notls

not | scli ent

SMTP client does not attempt TLS use when sending messages. See
mayt | sclient.

Syntax:
not |l scli ent

not | sserver

SMTP server does not offer or allow TLS use when receiving messages. See
mayt | sserver.

Syntax:
not | sserver

novrfy

Do not issue SMTP VRFY commands. See vr f yal | ow.

Syntax:
novrfy

nowar npost

Do not send copies of warnings to the postmaster. See war npost .

Syntax:
nowar npost

nox_env_to

Do not add X-Envelope-to header lines while enqueuing. See x_env_t o.

Syntax:
nox_env_to

paraneterl engthlimt

Controls the points at which general content-type and content-disposition
parameters are truncated. See nanepar aneterl engthlimt.

Default: 1024

Syntax:
par anet erl engt hl i mt integer

percentonly

Ignores bang paths in address of the form Al BAC. When this keyword is set,
percents are interpreted for routing.

Syntax:
percentonly

percents

Use % routing in the envelope; synonymous with 733.

Syntax:
percents
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Table 4-6  Channel Keywords Listed Alphabetically (Continued)
Keyword Usage
personal i nc Leave personal name fields in message header lines intact when rewriting

addresses.

During the rewriting process, all header lines containing addresses must be
parsed in order to rewrite and eliminate short form addresses and otherwise
convert them to legal addresses. During this process personal names (strings
preceding angle-bracket-delimited addresses) are extracted and can be
optionally modified or excluded when the header line is rebuilt. This behavior
is controlled by the use of the per sonal i nc, per sonal nap, per sonal om t,
and per sonal stri p keywords.

Syntax:
personal i nc

per sonal map

Run personal names through PERSONAL_ NAMVES mapping table. See
personal i nc.

Syntax:
per sonal map

per sonal om t

Remove personal name fields from message header lines. See
personal i nc.

Syntax:
per sonal omi t

personal strip

Strip problematic characters from personal name fields in message header
lines. See per sonal i nc.

Syntax:
personal strip

pool

Specifies processing pool master channel in which programs run.

The MTA creates service jobs (channel master programs) to deliver
messages. The Job Controller, which launches these jobs, associates them
with pools. Pool types are defined in the j ob_control | er. cnf file. The pool
with which each channel’s master program is associated can be selected on a
channel-by-channel basis, using the pool keyword.

Syntax:
pool pool_name

The pool keyword must be followed by the name of the pool to which delivery
jobs for the current channel should be queued. The name of the pool should
not contain more than 12 characters. If the pool keyword is omitted, then the
pool used is the default pool, the first queue listed in the Job Controller
configuration file.

port

Connect to the specified TCP/IP port. The SMTP over TCP/IP channels
normally connect to port 25 when sending messages. The port keyword can
be used to instruct an SMTP over TCP/IP channel to connect to a
nonstandard port.

Syntax:
port port_number
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Table 4-6  Channel Keywords Listed Alphabetically (Continued)

Keyword Usage

post headbody Both the message’s header and body are sent to the postmaster when a
delivery failure occurs.

Syntax:
post headbody

post headonl y Only the message’s header is sent to the postmaster when a delivery failure
occurs.

Syntax:
post headonl y

r andonmx Perform MX lookups. MX record values of equal precedence should be
processed in random order. Some TCP/IP networks support the use of MX
(mail forwarding) records and some do not. Some TCP/IP channel programs
can be configured not to use MX records if they are not provided by the
network to which the MTA system is connected. The MTA randomizes the
order of returned MX records of equal preference regardless of the

nx/ r andonmmx/ nonr andormmx setting

Syntax:
r andomx

recei vedf or Includes envelope To: address in Received: head if a message is addressed
to just one envelope recipient.

Syntax:
recei vedf or

recei vedf rom Include the original envelope From: address when constructing Received:
header lines if the MTA has changed the envelope From: address due to, for
example, certain sorts of mailing list expansions.

Syntax:
recei vedf rom
reci pi ent cut of f Will not accept a message for delivery if the total number of recipient
addresses exceeds this value. Default: Infinite.
Syntax:
reci pi entcut of f integer
recipientlimt Specifies the total number of recipient addresses that will be accepted for the
message. Default: Infinite.
Syntax:
recipientlimt integer
rejectsntp Deprecated. Replaced by r ej ect snt pl ongl i nes.
Syntax:
rejectsntp
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Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

rej ectsniplongli nes

Rejects messages that contain lines Tonger than 1000 characters (including
CRLF).

Reject the line when it is over 1000 characters. If the r ej ect snt p keyword is
placed on a channel, a line over 1000 characters (including CRLF) is rejected.
This keyword must be applied to the initial channel used for submission (such
as tcp_local). It will not affect any channel that is switched to subsequently.
Seetruncat esnt pl ongl i nes and wr apsnt pl ongl i nes.

Syntax:
rejectsntp

r enot ehost

Use remote host's name as the default domain name to complete addresses.
The use of the remote host's domain name is appropriate when dealing with
improperly configured SMTP clients.

Syntax:
r enot ehost

restricted

Apply RFC 1137 restricted encoding to addresses. Therest ri ct ed channel
keyword tells the MTA that the channel connects to mail systems that require
this encoding. The MTA then encodes quoted local-parts in both header and
envelope addresses as messages are written to the channel. Incoming
addresses on the channel are decoded automatically.

The restri ct ed keyword should be applied to the channel that connects to
systems unable to accept quoted local-parts. It should not be applied to the
channels that actually generate the quoted local-parts.

Syntax:
restricted

r et ur naddr ess

Set the return address for the local Postmaster. By default, the Postmaster’'s
return address that is used when the MTA constructs bounce or notification
messages is post mast er @local-host, where local-host is the official local host
name (the name on the local channel).

Syntax:
r et ur naddr ess postmaster_address

r et ur naddr ess takes a required argument specifying the Postmaster
address.
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Channel Keywords Listed Alphabetically (Continued)

Keyword

Usage

ret ur nenvel ope

Control use of blank envelope return addresses.

Syntax:
r et ur nenvel ope bit_flag

The r et ur nenvel ope keyword takes a single integer value, which is
interpreted as a set of bit flags.

Bit O (value = 1) controls whether or not return notifications generated by the
MTA are written with a blank envelope address or with the address of the
local postmaster. Setting the bit forces the use of the local postmaster
address; clearing the bit forces the use of a blank address.

Bit 1 (value = 2) controls whether or not the MTA replaces all blank envelope
addresses with the address of the local postmaster. This is used to
accommodate noncompliant systems that do not conform to RFC 821, RFC
822, or RFC 1123.

r et ur nper sonal

Set the personal name for the local Postmaster. By default, the Postmaster’s
personal name that is used when the MTA constructs bounce or notification
messages is “MTA e-Mail Interconnect.”

Syntax:
r et ur nper sonal postmaster_name

r et ur nper sonal takes a required argument specifying the Postmaster
personal name.

reverse Apply reverse database or REVERSE mapping to addresses in messages
gueued to the channel.
Syntax:
reverse

rout el ocal Attempt short-circuit routing to any explicit routing in addresses when
rewriting an address to the channel. Explicitly routed addresses (using !, %, or
@ characters) are simplified. Use of this keyword on internal channels, such
as internal TCP/IP channels, can allow simpler configuration of SMTP relay
blocking.
Note that this keyword should not be used on channels that may require
explicit % our other routing.
Syntax:
rout el ocal

rul es Perform channel-specific rewrite rule checks. Usually used for debugging.

Syntax:
rul es

sasl swi t chchannel

Cause incoming connections to be switched to a specified channel upon a
client’s successful use of SASL.

Syntax:
sasl swi t chchannel channel

The channel argument specifies the channel to which to switch.

Chapter 4  MTA Configuration 215



Channel Configuration Keywords

Table 4-6  Channel Keywords Listed Alphabetically (Continued)

Keyword Usage

sendpost Sends copies of falled messages to the postmaster. See copysendpost .
Syntax:
sendpost

sendetrn Send an ETRN command, if the remote SMTP server says it supports ETRN.

The sendet r n and nosendet r n keywords control whether the MTA SMTP
client sends an ETRN command at the beginning of an SMTP connection or
does not sent an ETRN command at all.

Syntax:
sendet r n host

The sendet r n keyword should be followed by the name of the system
requesting that its messages receive a delivery attempt.

sensi tivityconpanyconfidenti al

Allow messages of any sensitivity. The sensitivity keywords set an upper limit
on the sensitivity of messages that can be accepted by a channel. A message
with no Sensitivity: header is considered to be of normal, that is, the lowest,
sensitivity. Messages with a higher sensitivity than that specified by such a
keyword is reject when enqueued to the channel with an error message.

Note that the MTA performs this sort of sensitivity checking at a per-message,
not per-recipient, level. If a desalination channel for one recipient fails the
sensitivity check, then the message bounces for all recipients, not just for
those recipients associated with the sensitive channel.

Syntax:
sensi tivityconpanyconfidenti al

sensitivitynormal

Reject messages whose sensitivity is higher than normal. See
sensi tivityconpanyconfidential .

Syntax:
sensitivitynormal

sensi tivitypersonal

Reject messages whose sensitivity is higher than personal. See
sensi tivityconpanyconfidential .

Syntax:
sensi tivitypersonal

sensitivityprivate

Reject messages whose sensitivity is higher than private. See
sensi tivityconpanyconfidential .

Syntax:
sensitivityprivate.

service

Perform service conversions for messages coming into the channel. The
servi ce keyword unconditionally enables service conversions regardless of
CHARSET- CONVERSI ON entry.

Syntax:
servi ce
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Table 4-6  Channel Keywords Listed Alphabetically (Cont