@Sun

Sun Java™ System

Communications Services 6
Delegated Administrator Guide

Sun Microsystems, Inc.
4150 Network Circle
Santa Clara, CA 95054
U.S.A.

Part No: 819-0114-10

2005Q1



Copyright © 2005 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights reserved.

Sun Microsystems, Inc. has intellectual property rights relating to technology embodied in the product that is described in this document. In particular, and without
limitation, these intellectual property rights may include one or more of the U.S. patents listed at ht t p: / / waw. sun. cond pat ent s and one or more additional patents
or pending patent applications in the U.S. and in other countries.

THIS PRODUCT CONTAINS CONFIDENTIAL INFORMATION AND TRADE SECRETS OF SUN MICROSYSTEMS, INC. USE, DISCLOSURE OR
REPRODUCTION IS PROHIBITED WITHOUT THE PRIOR EXPRESS WRITTEN PERMISSION OF SUN MICROSYSTEMS, INC.

U.S. Government Rights - Commercial software. Government users are subject to the Sun Microsystems, Inc. standard license agreement and applicable provisions of
the FAR and its supplements.

This distribution may include materials developed by third parties.

Parts of the product may be derived from Berkeley BSD systems, licensed from the University of California. UNIX is a registered trademark in the U.S. and in other
countries, exclusively licensed through X/Open Company, Ltd.

Sun, Sun Microsystems, the Sun logo, Java, Solaris, JDK, Java Naming and Directory Interface, JavaMail, JavaHelp, J2SE, iPlanet, the Duke logo, the Java Coffee Cup
logo, the Solaris logo, the SunTone Certified logo and the Sun ONE logo are trademarks or registered trademarks of Sun Microsystems, Inc. in the U.S. and other
countries.

All SPARC trademarks are used under license and are trademarks or registered trademarks of SPARC International, Inc. in the U.S. and other countries. Products
bearing SPARC trademarks are based upon architecture developed by Sun Microsystems, Inc.

Legato and the Legato logo are registered trademarks, and Legato NetWorker, are trademarks or registered trademarks of Legato Systems, Inc. The Netscape
Communications Corp logo is a trademark or registered trademark of Netscape Communications Corporation.

The OPEN LOOK and Sun(TM) Graphical User Interface was developed by Sun Microsystems, Inc. for its users and licensees. Sun acknowledges the pioneering
efforts of Xerox in researching and developing the concept of visual or graphical user interfaces for the computer industry. Sun holds a non-exclusive license from
Xerox to the Xerox Graphical User Interface, which license also covers Sun's licensees who implement OPEN LOOK GUIs and otherwise comply with Sun's written
license agreements.

This product includes software developed by Computing Services at Carnegie Mellon University (ht t p: / / waw. cnu. edu/ conput i ng/).

Products covered by and information contained in this service manual are controlled by U.S. Export Control laws and may be subject to the export or import laws in
other countries. Nuclear, missile, chemical biological weapons or nuclear maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export or
reexport to countries subject to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons and specially
designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE
EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

Copyright © 2005 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, Etats-Unis. Tous droits réservés.

Sun Microsystems, Inc. détient les droits de propriété intellectuels relatifs a la technologie incorporée dans le produit qui est décrit dans ce document. En particulier, et
ce sans limitation, ces droits de propriété intellectuelle peuvent inclure un ou plusieurs des brevets américains listés a I'adresse ht t p: / / waw. sun. con pat ent s et un
ou des brevets supplémentaires ou des applications de brevet en attente aux Etats - Unis et dans les autres pays.

CE PRODUIT CONTIENT DES INFORMATIONS CONFIDENTIELLES ET DES SECRETS COMMERCIAUX DE SUN MICROSYSTEMS, INC. SON UTILISATION,
SA DIVULGATION ET SA REPRODUCTION SONT INTERDITES SANS L AUTORISATION EXPRESSE, ECRITE ET PREALABLE DE SUN MICROSYSTEMS,
INC.

Cette distribution peut comprendre des composants développés par des tierces parties.

Des parties de ce produit peuvent étre dérivées des systémes Berkeley BSD licenciés par I'Université de Californie. UNIX est une marque déposée aux Etats-Unis
et dans d'autres pays et licenciée exclusivement par X/Open Company, Ltd.

Sun, Sun Microsystems, le logo Sun, Java, Solaris, JDK, Java Naming and Directory Interface, JavaMail, JavaHelp, J2SE, iPlanet, le logo Duke, le logo Java Coffee Cup,
le logo Solaris, le logo SunTone Certified et le logo Sun[tm] ONE sont des marques de fabrique ou des marques déposées de Sun Microsystems, Inc. aux Etats-Unis et
dans d'autres pays.

Toutes les marques SPARC sont utilisées sous licence et sont des marques de fabrique ou des marques déposées de SPARC International, Inc. aux Etats-Unis et dans
d'autres pays. Les produits portant les marques SPARC sont basés sur une architecture développée par Sun Microsystems, Inc.

Legato, le logo Legato, et Legato NetWorker sont des marques de fabrique ou des marques déposées de Legato Systems, Inc. Le logo Netscape Communications Corp
est une marque de fabrique ou une marque déposée de Netscape Communications Corporation.

L'interface d'utilisation graphique OPEN LOOK et Sun(TM) a été développée par Sun Microsystems, Inc. pour ses utilisateurs et licenciés. Sun reconnait les efforts de
pionniers de Xerox pour la recherche et le développement du concept des interfaces d'utilisation visuelle ou graphique pour I'industrie de I'informatique. Sun détient
une license non exclusive de Xerox sur l'interface d'utilisation graphique Xerox, cette licence couvrant également les licenciés de Sun qui mettent en place I'interface
d'utilisation graphique OPEN LOOK et qui, en outre, se conforment aux licences écrites de Sun.

Ce produit comprend du logiciel dévelopé par Computing Services a Carnegie Mellon University (ht t p: // waw. cmu. edu/ conput i ng/).

Les produits qui font I'objet de ce manuel d'entretien et les informations qu'il contient sont regis par la legislation americaine en matiere de controle des exportations et
peuvent etre soumis au droit d'autres pays dans le domaine des exportations et importations. Les utilisations finales, ou utilisateurs finaux, pour des armes nucleaires,
des missiles, des armes biologiques et chimiques ou du nucleaire maritime, directement ou indirectement, sont strictement interdites. Les exportations ou
reexportations vers des pays sous embargo des Etats-Unis, ou vers des entites figurant sur les listes d'exclusion d'exportation americaines, y compris, mais de maniere
non exclusive, la liste de personnes qui font objet d'un ordre de ne pas participer, d'une facon directe ou indirecte, aux exportations des produits ou des services qui
sont regi par la legislation americaine en matiere de controle des exportations et la liste de ressortissants specifiquement designes, sont rigoureusement interdites.

LA DOCUMENTATION EST FOURNIE “EN L'ETAT” ET TOUTES AUTRES CONDITIONS, DECLARATIONS ET GARANTIES EXPRESSES OU TACITES SONT
FORMELLEMENT EXCLUES, DANS LA MESURE AUTORISEE PAR LA LOI APPLICABLE, Y COMPRIS NOTAMMENT TOUTE GARANTIE IMPLICITE
RELATIVE A LA QUALITE MARCHANDE, A L'/APTITUDE A UNE UTILISATION PARTICULIERE OU A L'ABSENCE DE CONTREFACON.



Ccontents

Preface . 7
Who Should Use This BOOK . . .. ... o e 7
Before You Read ThisS BOOK . . .. ... i e 8
How This Book is Organized .. ... ... ... e 8
Conventions Used in ThiS BOOK . .. .. ... i e e i 9
Typographic CONVENLIONS . . ... .. e e e e e e e e 9
SYMIDOIS .« 10
Default Paths and File Names . . ... ... e 10
Command Line PrompPtS .. ... o 11
Related DOCUMENTAtiON . .. ... o e e 11
Messaging Server DOCUMENTS . . .. ...ttt et et e e e e e e e e e 11
Calendar Server DOCUMENTS . .. ...ttt ettt e et e e e e e et e e e e e 12
Communications Services DOCUMENTS . ... .. ..ot e e e 12
Accessing Sun Resources OnliNe .. ... .. o 13
Contacting Sun Technical SUPPOIt . . .. ... e e 13
Related Third-Party Web Site References .. ... e 13
Sun Welcomes YoUr COMIMENTS . . ...ttt ettt et e e et ettt 14
Chapter 1 Delegated Administrator OVeIVIEW . .. ... ... it 15
INTrOTUCTION . . .t e e 15
Delegated Administrator Utility . .......... . e e 16
Delegated Administrator Console . ........ ... i e 16
Delegated Administrator and the LDAP Directory . ....... ..ot 17
Scenarios for Provisioning USErS .. ... ..ttt e e 17
One-Tiered HierarChy ... ... e 17
Two-Tiered HierarChy . ... .. 18
Three-Tiered HierarChy ... .. e e e 20
Administrator Roles and the Directory Hierarchy .......... ... ... . i i, 22
Directory Structure Supporting a One-Tiered Hierarchy .................. ... ... ......... 22
One-Tiered Hierarchy: Default Organization Under the Root Suffix ..................... 22



One-Tiered Hierarchy: Default Organization at the Root Suffix .......................... 23

Directory Structure Supporting a Two-Tiered Hierarchy ......... ... ... .. ... .. ... ....... 23
Top-Level Administrator ROIE . ... ... oo 24
Organization Administrator Role . ... . 25
For Former Users of iPlanet Delegated Administrator ............... . ... 26
SEIVICE PaCKAgES . . oottt 26
Class-of-Service Definitions . .. ... ..o e 27
Limitations in Viewing an Extended Service Package ............ ... ... ... ... 28
Class-of-Service TemMpPIates . .. ... ... i 29
Default Class-of-Service Template . . .. .. ... 29
Sample Class-of-Service Templates ... ... e 29
Creating Your Own Service Packages . .. ...t 30
Sample Service Package Assigned to an LDAP User Entry ............. ... ..., 31
Location of Class-of-Service Definitions and Packages ............... ..o, 31
Mail Service Levels in the Sample Class-of-Service Templates ............. ... ... ......... 32
Pl UM . o 32

GOld o 33
SHIVT L 33
BrONZE . 33

RUDY . 33
Emerald ... 33
DIaMONd .. 33
TOPAZ . . 34
Chapter 2 Planning for Installation and Configuration . ............ .. ... .. ... .. .... 35
Gather Your Delegated Administrator Configuration Information ............................ 35
Delegated Administrator COMPONENtS . ... .. .. ...ttt e e 35
WED CONTAINEIS ..ot e 36
Configuration Information . . ... .. 36
Run the Java Enterprise System Installer . ......... . . . 39
Run the Directory Server SEtUP SCrIPL . .. ... 41
Consolidating ACIS in the DIreCtOry . ... .. ... it e 41
Configure Delegated AAmINIStrator . ... ... ... it e 41
Configure Messaging Server and Calendar SErver . ............ .. 42
Chapter 3 Configuring Delegated Administrator .............. . .. 43
Choose Which Components to Configure . . ...t e 43
Run the Configuration Program ... ... e e 45
Starting the Configuration . .......... .. . i 46
Configuring the Delegated Administrator Utility ......... ... ... ... .. ... 47
Configuring the Delegated Administrator Console ............ ... i, 48
Web Server Configuration . ... ... . 49

2 Communications Services 6 2005Q1 ¢ Delegated Administrator Guide



Application Server 7.x Configuration ............. . 52

Application Server 8.x Configuration .. ........... . . . 53
Configuring the Delegated Administrator SEerver ......... ... ..., 55
Completing the Configuration ... ... ... ... 58
Restarting the Web Container . ......... .. e 59
Configuration and Log Files Created by the confi g-commda Program ....................... 59

Configuration FIlesS . . .. ..o 59

LOg IS . o 60

Perform Silent Installation . ... ... .. 60
Run Delegated Administrator Console and Utility ........... .. ... ... . i i i, 61
Launching the Console .. ... ... . e 61
Running the Command-Line Utility . . . ... .. 61
Post-Configuration Tasks .. ... ... 62
Add Mail and Calendar Services to the DefaultDomain .............. ... ... ... .. ....... 62
Create Service Packages .. ... ... 63

Predefined Class-of-Service Templates . . ... e 63

Creating Your Own Service Packages . . ... ..ot e 63
Add ACIs for Schema 2 Compatibility Mode .......... ... . 66

Chapter 4 Customizing Delegated Administrator ......... ... . ... ... 71
Configuring the Preferred Mail Host Using the Service-Wide Default ......................... 71
Adding Plug-ins for Delegated Administrator . ............. . i 73
Enabling the PIUG-INS . ... o 73
Plug-In FOrmat . .. ... 74
Additional Flat File Required for Two Plug-Ins . ........ ... ... . . i ... 75
Customizing the User Log-In ... ... 75
How the User Log-InValue IS Set . .. .. ... e 75
Adding aUser Log-InValue . ... 76
Chapter 5 Command Line Utilities ......... . ... e e 77
EXECULION IMIOTES . . .o oottt 78
Command File FOIMAL . ... .. 79
Command DeSCHIPLIONS .. ..ottt e 80
Mandatory commadmin Options .. ... i 80
commadminadminadd .. ......... 81
commadmin admin FEMOVE . ... ..ottt e 82
commadmin admin SEArCN .. ... ...t 84
commadmin domMaiN CreAE . ... ... ...ttt 85
commadmindomaindelete ........... . 87
commadmindomain Modify . ... 89
commadmin dOmMaIN PUIGE . ..ottt ettt et e e e e e e e e e e 91
commadmindomain search . .......... 94

Contents 3



commadmin groUP CrEALE . .. . ...ttt ettt e e et e et e e e 95

commadmin group delete . .. ... .. ... 97
commadmin group Modify .. ... .. 99
commadmin group SEArCh . ... ... 102
COMMAdMIN FESOUINCE CrBATE .. .o\ttt ettt e ettt e ettt et 104
Creating @ RESOUICE . . ...ttt e e e e e e e e e e 106
commadmin resource delete .. ... . i e 107
commadmin resource Modify .. ... ... 108
commMadmin FESOUNCE SEAICN . . ...t i e e e e e e 110
COMMAAMIN USEE CrEALE . .. ot ittt ettt e e ettt ettt et et et 112
commadmin USer delete ... ... e 114
commadmin user modify .. ... .. 117
COmMMAdMIN USEEN SEAICN . .. oottt e e e e e e e e 119
Appendix A Service Provider Administrator and Service Provider Organizations ...... 123
Service Provider ADmINIStrator . ... ... o 123
Service Provider Administrator Role . ...... ... i 125
Assigningthe SPARoOleto alUser ... .. e e e 126
Considerations for ThisRelease . .......... i e 127
Organizations Managed by the Service Provider Administrator ............................. 127
Provider Organization .. ... ... i 127
FUIl Organization . ... ..ot e 128
Shared Organization .. ... ... .. 128
Creating a Provider Organization and Service Provider Administrator ....................... 129
Entries Created by the Template . ... .. e e 130
Nodes in the Sample Installed Custom Service-Provider Template .. .................... 131
Information Needed to Create a Provider Organization, Subordinate Organization, and SPA . 132
Parameters Defining the Provider and Subordinate Organization ...................... 132
Parameters Defining the SPA . .. . 136

Steps for Creating a Provider Organization and Service Provider Administrator ............ 137
Custom Service-Provider Template ........... i e e 139
da.provider.skeleton.Idif File (Relevant Sections) ..., 139
Sample Service-Provider Organization Data ............. .ot 144
Organizations Provided by the Sample Data .. ............ ..o it 144
Logical Hierarchy and the Directory InformationTree ............. .. ... ..., 145
Sample Organization Data: Directory Information Tree View .......................... 145
..................................................................................... 147
Appendix B Attribute Values and Calendar Time Zones ..............c.uiueinnn... 149
ALIDULE ValUeS . . o 149
Calendar Time ZONe SIriNGS . .. ..ottt e e e e e e e e 151

4 Communicatiors Senvces 6 2005QL = Delegated Administrator Guick



Appendix C Debugging Delegated Administrator ............ ... . ... .. i, 155

Debugging the Command-Line Utilities . . ... i e 155
Delegated Administrator Console LOg .. ...t 155
Delegated AAmINIStrator SErVer LOQ . .. .. ..ot e e e e 156
Web Container SErVer LOGS . . .. oo ottt e e e e e e 157
B SV .. e 157
APPIICALION SEIVEN 7.X . . o ottt 157
APPIICALION SEIVEN 8.X . . oo it e 157
Directory Server and Access Manager LOgS . .. . ..ottt e 158
DIrECIOrY SEIVEY . . oo 158
ACCESS MANAGET . . .ttt e e e e 158
Appendix D ACIConsolidation . .......... . i e 159
INTrOTUCTION . . .o e e e e e e e e 159
Consolidating and Removing ACIS . ... ot 160
replacement.acis.Idif File . ... .. 161

Steps for Replacing ACIS ... ot 163
Before YoU Begin . ... o 163
ReEPIaCINg ACIS ..ot 164
Eliminating Dynamic Organization ACIS . . ... .ot 164
Analysis of the EXiSting ACIS . .. ..t 165
ROOt SUTTIX o 166
ACCESS MANAGET . . vttt ettt e 168
Top-level Help Desk Admin Role .. ... ... e e 171
Top-level Policy AdmIN ROl .. ... .o e e e e 172

AM el 174

AM ANONYIMOUS . & o vttt et et et et e e e e e e e e e 176

AM DENY W ACCESS o vttt ettt et e e e e 178

AM Container AdmIN ROl . ... .. o 178
Organization Help DesK . ... ..o e 180

AM Organization AdmMIN ROIe . .. ... . 181

AM MiISCEIlaNBOUS . . .ot 184
MESSagING SO VEE . o\ttt 184
Analysis of How ACIs Are Consolidated . ............ . i i e 186
Original Anonymous Access Rights . ... i e 187
Consolidated Anonymous Access RIghts . .. ... e e 188
Original Self ACIS ... oo 188
Consolidated Self ACIS . .. ... 190
Original Messaging Server ACIS ... oot 190
Consolidated Messaging Server ACIS .. ..ot 191
Original Organization Admin ACIS . ... . e e e 192
Consolidated Organization Admin ACIS . ... i e e 194

List of Unused ACIsto be Discarded . .. ... ...t 195

Contents 5



6

SUTTIX o 195

Top-level Help Desk AdminRole . ... e 197
Top-level Policy Admin ROl ... ... . 197
AcCCesS Manager ANONYIMOUS . .. ..ottt ettt et ettt e e e e e et e e 198
Access Manager Deny WIIte ACCESS . . .o v vttt ettt et e e 199
Access Manager Container AdminRole . ....... .. ... .. . 199
Organization Help DesK . ... ... 200
Access Manager Miscellaneous . ... ... .. 201
GlOSSaNY . it e 203

Communications Services 6 2005Q1 « Delegated Administrator Guide



Preface

This guide explains how to configure and administer Sun™ Java System
Communications Services Delegated Administrator. This guide also describes the
Delegated Administrator commands, providing syntax and examples.

Delegated Administrator consists of a console (graphical user interface) and a set of
command-line tools for provisioning users, groups, domains, and resources for
Sun Java System Messaging Server and Sun Java System Calendar Server using
Sun Java System Access Manager.

Topics covered in this chapter include:

Who Should Use This Book

Before You Read This Book

How This Book is Organized
Conventions Used in This Book

Related Documentation

Accessing Sun Resources Online
Contacting Sun Technical Support
Related Third-Party Web Site References

Sun Welcomes Your Comments

Who Should Use This Book

You should read this book if you are responsible for administering, configuring,
and deploying Delegated Administrator at your site.



Before You Read This Book

Before You Read This Book

This book assumes that you are responsible for administering the software and that
you have a general understanding of the following:

= The Internet and the World Wide Web
= Messaging Server protocols
e SunJava System Administration Server
= Sun Java System Directory Server and LDAP
= Sun Java System Console
= System administration and networking on the following platforms:
o Solaris 8 for SPARC and x86
o Solaris 9 for SPARC and x86
o Solaris 10 for SPARC and x86
o HP-UX11.x
o Windows 2000

= General deployment architectures

How This Book is Organized

The following table summarizes the content of this book.

Table 1 How This Book Is Organized

Chapter Description

Chapter 1, “Delegated Administrator ~ Describes the directory organizations, administrator
Overview” roles, and Class of Service packages provided by
Delegated Administrator

Chapter 2, “Planning for Installation Describes the steps necessary to install and configure
and Configuration” Sun Java System Communications Services Delegated
Administrator.

Chapter 3, “Configuring Delegated Describes and steps through the configuration program
Administrator” for Delegated Administrator.

8  Communications Services 6 2005Q1 ¢ Delegated Administrator Guide



Table 1

Conventions Used in This Book

How This Book Is Organized (Continued)

Chapter

Description

Chapter 4, “Customizing Delegated
Administrator”

Chapter 5, “Command Line Utilities”

Appendix A, “Service Provider
Administrator and Service Provider
Organizations”

Appendix B, “Attribute Values and
Calendar Time Zones”

Appendix C, “Debugging Delegated
Administrator”

Appendix D, “ACI Consolidation”

Describes how to customize Delegated
Administrator—for example, to change the look and feel
of the console.

Describes the conmadmi n utility, providing syntax and
examples.

Describes the Service Provider Administrator role and
provider and business organizations managed by the
Service Provider Administrator.

Lists attribute values and time zone values for specific
command-line options.

Lists log files that can be examined to debug Delegated
Administrator.

Describes how to consolidate ACls and remove unused
ACls from the directory.

Conventions Used in This Book

The tables in this section describe the conventions used in this book.

Typographic Conventions

The following table describes the typographic changes used in this book.

Table 2 Typographic Conventions
Typeface Meaning Examples
AaBbCc123 Any text that appears on the Edit your. | ogi n file.
(Monospace) computer screen or text that you ) .
should type. Can be API and Use |'s -ato listall files.
language elements, HTML tags, )
web site URLs, command names, % You have mail.
file names, directory path names,
onscreen computer output, sample
code.
AaBbCc123 Text that you should type when it %su
(Monospace appears within a code example or Passwor d:
bold) other onscreen computer output.
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Conventions Used in This Book

Table 2 Typographic Conventions (Continued)

Typeface Meaning Examples

AaBbCc123 A placeholderinacommand or path  The file is located in the
(Italic) name that you should replace with a

real name or value (for example, a

variable).

Also can be a book title, new term,

msg_svr_base/ bi n directory.

Read Chapter 6 in the User’s

Guide.

or word to be emphasized.

These are called class options.

Do not save the file.

Symbols

The following table describes the symbol conventions used in this book.

Table 3 Symbol Conventions
Symbol Description Example Meaning
[1] Contains optional command |s [-1] The -1 option is not
options. required.
{11} Contains a set of choicesfor -d {y| n} The - d option requires that
a required command option. you use either the y
argument or the n
argument.
Joins simultaneous multiple  Control-A Press the Control key while
keystrokes. you press the A key.
+ Joins consecutive multiple Ctrl+A+N Press the Control key,

keystrokes.

Indicates menu item
selection in a graphical user
interface.

File > New > Templates

release it, and then press
the subsequent keys.

From the File menu, choose
New. From the New
submenu, choose
Templates.

Default Paths and File Names

The following table describes the default paths and file names used in this book.
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Related Documentation

Table 4 Default Paths and File Names

Term Description

msg_svr_base Represents the base installation directory for Messaging Server.
The default value of the msg_svr_base installation is as follows:

Solaris™ systems: / opt / SUNWrsgsT
Linux systems: / opt / sun/ messagi ng

da_base Represents the base installation directory for Delegated
Administrator. The Delegated Administrator Base (da_base)

represents the directory path in which you install Delegated
Administrator. The default value of the da_base is / opt / SUN\Wonm

Command Line Prompts

Command line prompts (for example, %for a C-Shell, or $ for a Korn or Bourne
shell) are not displayed in the examples. Depending on which operating system
you are using, you will see a variety of different command line prompts. However,
you should enter the command as it appears in the document unless specifically
noted otherwise.

Related Documentation

The http://docs. sun. cont™web site enables you to access Sun technical
documentation online. You can browse the archive or search for a specific book
title or subject.

Messaging Server Documents

Use the following URL to see all the Messaging Server documentation:
http://docs. sun. coni col | / Messagi ngSer ver _05q1

The following documents are available:

« SunJava™ System Messaging Server Release Notes

= SunJava™ System Messaging Server Administration Guide

e SunJava™ System Messaging Server Administration Reference
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Related Documentation

e SunJava™ System Messaging Server MTA Developer’s Reference
= SunJava™ System Messenger Express Customization Guide

The Messaging Server product suite contains other products such as Sun Java™
System Directory Server and Administration Server. Documentation for these and
other products can be found at the following URL:

http: // docs. sun. coni db/ pr od/ sunone

In addition to the software documentation, see the Messaging Server Software
Forum for technical help on specific Messaging Server product questions. The
forum can be found at the following URL.:

http://swforum sun. cond j i ve/ forum | sp?forunel5

Calendar Server Documents

Use the following URL to see all the Calendar Server documentation:
http://docs. sun. com col | / Cal endar Server _05q1

The following documents are available:

= SunJava™ System Calendar Server Release Notes

= SunJava™ System Calendar Server Administration Guide

e SunJava™ System Calendar Server Developer’s Guide

Communications Services Documents

Use either one of the following URLSs to see the documentation that applies to all
Communications Services products:

http://docs. sun. coni col | / Messagi ngSer ver _05q1

or

http://docs. sun. coni col | / Cal endar Server _05q1

The following documents are available:

e SunJava™ System Communications Services Delegated Administrator Guide
e Sun Java System Communications Services Deployment Planning Guide

= SunJava™ System Communications Services Schema Migration Guide
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Accessing Sun Resources Online

Sun Java™ System Communications Services Schema Reference
Sun Java™ System Communications Services Event Notification Service Guide
Sun Java™ System Communications Express Administration Guide

Sun Java™ System Communications Express Customization Guide

Accessing Sun Resources Online

For product downloads, professional services, patches and support, and additional
developer information, go to the following:

Download Center
http://wws. sun. con sof t war e/ downl oad/

Professional Services
http: // waw sun. con servi ce/ sunps/ sunone/ i ndex. ht n

Sun Enterprise Services, Solaris Patches, and Support
http://sunsol ve. sun. con

Developer Information
htt p: // devel opers. sun. coni pr odt ech/ i ndex. ht ni

Contacting Sun Technical Support

If you have technical questions about this product that are not answered in the
product documentation, go to htt p: // waw. sun. con ser vi ce/ cont act i ng.

Related Third-Party Web Site References

Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content,
advertising, products, or other materials that are available on or through such sites
or resources. Sun will not be responsible or liable for any actual or alleged damage
or loss caused or alleged to be caused by or in connection with use of or reliance on
any such content, goods, or services that are available on or through such sites or
resources.
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Sun Welcomes Your Comments

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments
and suggestions.

To share your comments, go to htt p: // docs. sun. comand click Send Comments. In
the online form, provide the document title and part number. The part number is a
seven-digit or nine-digit number that can be found on the title page of the book or
at the top of the document. For example, the title of this book is Sun Java System
Communications Services 2005Q1 Delegated Administrator Guide, and the part
number is 819-0114-10.
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Chapter 1

Delegated Administrator Overview

The Communications Services Delegated Administrator utility and console let you
provision users, groups, domains, and resources in an LDAP directory used by
Communications Services applications such as Messaging Server.

This chapter describes the following topics:

Introduction

Scenarios for Provisioning Users

Administrator Roles and the Directory Hierarchy
For Former Users of iPlanet Delegated Administrator

Service Packages

Introduction

With Delegated Administrator, you can distribute provisioning tasks to lower-level
administrators who have the authority to manage specified organizations in the
LDAP directory. The power to delegate user administration offers the following
advantages:

Distributes among many administrators the potentially time-consuming
responsibility for provisioning a large directory. Tens or hundreds of
administrators can manage organizations within a directory that may include
thousands or millions of users.

Allows you to create organizations in the directory structure that can be
managed and provisioned as distinct (or unique) units. These organizations
can contain users belonging to customer businesses, corporate departments, or
other groups.
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Introduction

Delegated Administrator provides two interfaces for provisioning users and
organizations in the directory:

= Delegated Administrator Utility
= Delegated Administrator Console

These interfaces are summarized in the sections that follow.

Delegated Administrator Utility

The Delegated Administrator utility is a set of command-line tools for provisioning
Messaging Server and Calendar Server users. (In previous releases, the Delegated
Administrator utility was called the User Management Utility.)

With the Delegated Administrator utility, you can provision organizations, users,
groups, and Calendar resources.

NOTE The Delegated Administrator utility provides the command-line
functions that were available in previous releases of
Communications Services products (Messaging Server 6 2004Q2
and Calendar Server 6 2004Q2). The Delegated Administrator utility
does not offer commands for creating the Service Provider roles and
organizations described in this book. To create and manage these
new roles and organizations, you must use the Delegated
Administrator console.

You invoke the utility with the commadni n command.

For information about the syntax and options available with the commadm n utility,
see Chapter 5, “Command Line Utilities.”

Delegated Administrator Console

The Delegated Administrator console is a graphical user interface (GUI) for
provisioning Messaging Server users and organizations.

To provision groups and Calendar resources, use the Delegated Administrator
utility. Do not use the Delegated Administrator console. In this release of
Delegated Administrator, the console cannot be used to provision groups and
Calendar resources.
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For information on how to use the console, see the Delegated Administrator
console online help.

Delegated Administrator and the LDAP Directory

Delegated Administrator enables you to provision users by modifying the LDAP
directory. You do not need to modify the directory directly. However, it can be
useful to understand the Delegated Administrator attributes added to user entries
and higher-level nodes in the directory.

For information about the LDAP schema object classes and attributes that support
Delegated Administrator, see “Chapter 5: Classes and Attributes Used by
Communications Services Delegated Administrator (Schema 2)” in the Sun Java
System Communications Services Schema Reference.

Scenarios for Provisioning Users

Depending on your business needs, you can create a simple directory structure
managed by a single administrator or a multi-tiered directory hierarchy in which
provisioning and management tasks are delegated to lower-level administrators.

This section summarizes three scenarios of increasing complexity. It then describes
the administrator roles and directory structures Delegated Administrator provides
to support the requirements of these scenarios.

One-Tiered Hierarchy

In this scenario, a company or organization might support hundreds or thousands
of employees or users. All users are grouped in a single organization. A single
administrator role views and manages the entire group. There is no delegation of
administrative tasks.

Figure 1-1 shows an example of the administrator role in a single-organization,
one-tiered hierarchy.
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Figure 1-1 Administrator Role in a One-Tiered Hierarchy

Top-Level Administrator

Userl User2 Usern

In this one-tiered hierarchy, the administrator is called the Top-Level
Administrator (TLA).

In the example shown in Figure 1-1, The TLA directly manages and provisions the
users (Userl, User2, up to Usern).

If you have one organization in your directory, the TLA is the only administrator
you need.

For more information, see the following sections:
= Directory Structure Supporting a One-Tiered Hierarchy

= Top-Level Administrator Role.

Two-Tiered Hierarchy

In this scenario, a large company such as an Internet Service Provider (ISP)
provides services to businesses. Each business has its own unique domain, which
may contain thousands or tens of thousands of users.

Instead of relying on a single Top-Level Administrator (TLA) to manage and
provision all the domains, this scenario supports the delegation of tasks to
lower-level administrators.

In a two-tiered hierarchy, the directory contains multiple organizations. A separate
organization is created for each hosted domain.
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Each organization is assigned to an Organization Administrator (OA). The OA is
responsible for the users in that organization. An OA cannot view or modify
directory information outside the OA’s own organization.

Figure 1-2 shows an example of the administrator roles in a two-tiered hierarchy.

Figure 1-2 Administrator Roles in a Two-Tiered Hierarchy

Top-Level Administrator

Userl-1 Userl-2 Userl-3 User2-1  User2-2 User2-3 Usern-1 Usern-2 Usern-3

In the example shown in Figure 1-2, the TLA creates and manages OA1, OA2, up to
OAnN. Each OA manages the users in one organization.

If you need multiple organizations in your directory, you should create the TLA
and OAs to administer the organizations and their users.

For more information, see the following sections:
= Directory Structure Supporting a Two-Tiered Hierarchy
= Top-Level Administrator Role

« Organization Administrator Role.
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Three-Tiered Hierarchy

In this scenario, a company such as an ISP offers services to hundreds or thousands
of small businesses, each of which requires its own organization.

The ISP may support millions of end-users requiring mail services. Moreover, the
ISP may work with third-party resellers who manage the end-user businesses.

Each day, dozens of new organizations might have to be added to the directory.

In a two-tiered hierarchy, the TLA would have to create all these new
organizations.

In a three-tiered hierarchy, management tasks are delegated to a second level of
administrators. This second level of delegation can ease the management of a large
customer base supported by a large LDAP directory.

To support this hierarchy, Delegated Administrator introduces a new role, the
Service Provider Administrator (SPA).

The SPA’s scope of authority lies between that of the Top-Level Administrator
(TLA) and the Organization Administrator (OA).

Figure 1-3 shows an example of the administrator roles in a three-tiered hierarchy.
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Figure 1-3 Administrator Roles in a Three-Tiered Hierarchy

Top-Level Administrator

OA2-1 OA2-2 OAnN-1 OAnN-2

Userl User2 User3 Userl User2  User3
Userl User2 User3

-

Userl User2 User3 Userl User2 User3 Userl User2 User3

In a three-tiered hierarchy, the TLA delegates administrative authority to Service
Provider Administrators (SPAs). The SPAs can create business organizations for
new customers and assign Organization Administrators (OAs) to manage users in
those business organizations.

If you need multiple organizations that are themselves divided into subgroups or
organizations, you can use a three-tiered hierarchy that implements the TLA, SPA,

and OA roles.

For information about the SPA role, see Appendix A, “Service Provider
Administrator and Service Provider Organizations.”
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This section shows sample Directory Information Trees that implement one- and
two-tiered hierarchies. It then describes the tasks that can be performed by the
Top-Level Administrator and Organization Administrator.

Directory Structure Supporting a One-Tiered
Hierarchy

When you configure Delegated Administrator by running the configuration
program, conf i g- cormda, you create a Top-Level Administrator (TLA) and a
default organization.

One-Tiered Hierarchy: Default Organization Under the Root Suffix

By default, the configuration program places the default organization under the
root suffix.

The Directory Information Tree will look similar to the one shown in Figure 1-4.
Figure 1-4 shows a sample Directory Information Tree organized in a one-tiered
hierarchy (default configuration).

Figure 1-4 One-Tiered Hierarchy: Sample Directory Information Tree (default)

o=usergroup (root suffix)

o=siroe.com (organization)

ou=people
_________ . e
uid=uidl ' ' uid=uid2 !
cn=johna . cn=susanb

mail: johna@siroe.com ' mail: susanb@siroe.com!
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One-Tiered Hierarchy: Default Organization at the Root Suffix

When you run the configuration program (conf i g- connda), you can choose to
create the default organization at the root suffix instead of under it. For
configuration details, see Step 6, Organization Distinguished Name (DN) in
Chapter 3, “Configuring Delegated Administrator.”

In this situation, the Directory Information Tree will look similar to the one shown
in Figure 1-5.

However, if you create the default organization at the root suffix, this configuration
of the LDAP directory cannot support multiple hosted domains. To support hosted
domains, the default organization must be under the root suffix.

Figure 1-5 shows a sample one-tiered hierarchy in which the default organization
is created at the root suffix.

Figure 1-5 One-Tiered Hierarchy: Default Organization at Root Suffix

o=usergroup (root suffix and default organization,
siroe.com)
ou=people
......... I e [
' uid=uidl : '+ uid=uid2 '
+ cn=johna - . cn=susanb Z
. mail: johna@siroe.com. ' mail: susanb@siroe.com:

Directory Structure Supporting a Two-Tiered
Hierarchy

After Delegated Administrator has been configured with the confi g- cormda
program, the TLA can create additional organizations, as shown in Figure 1-6.

Figure 1-6 shows a sample Directory Information Tree organized in a two-tiered
hierarchy.
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Figure 1-6 Two-Tiered Hierarchy: Sample Directory Information Tree

F o=usergroup (root suffix)

o=siroe.com (organization) o=sesta.com (organization)
ou=people ou=people

o m e e e e m o m e — o — -, I T T

| uid=uid1l I uid=uid2 ,

!
cn=johna : . cn=susanb
mail: johna@siroe.com | ; mail: susanb@sesta.com

Top-Level Administrator Role

The TLA has the authority to perform the following tasks:
= Create, delete, and modify organizations.

In the example shown in Figure 1-6, the TLA can modify or delete si r oe. com
or sest a. comand can create additional organizations.

Note that in this example, the two organizations are also unique (hosted)
domains.

= Create, delete, and modify users.

= Assign OA roles to users. For example, the TLA could assign an OA role to the
user j ohna in the si r oe. comorganization.

The TLA also can remove the OA role from a user.

= Assign TLA roles to other users. The TLA also can remove the TLA role from a
user.

= Assign Service packages to organizations.

For information about Service packages, see Service Packages, later in this
overview.

The TLA can assign specified types of Service packages to an organization and
determine the maximum number of each package that can be used in that
organization.

For example, the TLA could assign the following Service packages:
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o Inthe siroe. comorganization;

1,000 gol d packages
500 pl ati num packages

o Inthe sest a. comorganization:

2,000 silver packages
1,500 gol d packages
100 pl ati num packages

The TLA can perform the preceding tasks by using the Delegated Administrator
console or by executing Delegated Administrator utility (comradni n) commands.

For a description of the commadm n commands, see Table 5-1, Delegated
Administrator Command Line Interfaces in Chapter 5, “Command Line Utilities.”

Organization Administrator Role

The OA has the authority to perform the following tasks:
= Create, delete, and modify users in the OA’s organization.

In the example shown in Figure 1-6, if the user j ohna is assigned the OA role in
the si roe. comorganization, j ohna can manage users in si r oe. com

= Assign the OA role to other users in the OA’s organization.

= The OA cannot manage users or assign OA roles to users outside the OA’s
organization.

For example, j ohna cannot manage users or assign OA roles in sest a. com
= Assign and remove Service packages for users in the OA’s organization.

The OA can perform the preceding tasks by using the Delegated Administrator
console or by executing Delegated Administrator utility (comradni n) commands.

For a description of the commadm n commands available to the OA, see Table 5-1,
Delegated Administrator Command Line Interfaces in Chapter 5, “Command Line
Utilities.”
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For Former Users of iPlanet Delegated
Administrator

Communications Services Delegated Administrator is designed for provisioning
users in an LDAP Schema 2 directory.

Users of previous versions of Messaging Server who have an LDAP Schema 1
directory may have used iPlanet Delegated Administrator, a deprecated tool. If
you still have a Schema 1 directory, you should use iPlanet Delegated
Administrator to provision users.

iPlanet Delegated Administrator uses slightly different terms for the administrator
roles than those currently used by Communications Service Delegated
Administrator.

Table 1-1 lists and defines the administrator roles in each version of Delegated
Administrator.

Table 1-1  Administrator Roles in iPlanet Delegated Administrator and Communications
Services Delegated Administrator

iPlanet Delegated Communications Communications Definition
Administrator Services Delegated Services Delegated
Administrator Utility Administrator
Console
Site Administrator Top-Level Top-Level Manages the entire directory supported by
Administrator (TLA) Administrator (TLA) Delegated Administrator, including the
organizations and users*.
(None) (None in this release) Service Provider Manages a provider organization, the
Administrator (SPA) shared and full business organizations
under the provider organization, and
users in those business organizations.
Domain Organization Organization Manages one organization and the users
Administrator Administrator (OA) Administrator (OA) in that organization.

* In this release of Delegated Administrator, the TLA cannot create provider organizations or business organizations
under a provider organization.

Service

Packages

A Service package is implemented by the Class-of-Service mechanism in the LDAP
directory. This mechanism lets you set values for predefined attributes that are
installed in the directory when you configure Delegated Administrator. A Service
package adds the characteristics of the service to user entries.
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In the Delegated Administrator console, you perform the following
Service-package tasks:

= Allocate Service packages to organizations. By allocating some (or all)
packages to an organization, you make those packages available to users in the
organization. For each package, you allocate a specified number of packages.

For example, for the ABC organization, you might allocate 5,000 gold Service
packages and 10,000 silver Service packages.

= Assign Service packages to users.

You must assign at least one Service to each user you provision in the LDAP
directory. You can assign multiple Service packages to a user.

When you assign a Service package to a user, all the attributes and values in the
Service package are automatically assigned to the user.

Class-of-Service Definitions

This release provides one Class-of-Service definition for Messaging Server users.
Table 1-2 shows the LDAP attributes defined for mail users:

Table 1-2  Mail service attributes that can be used in a Service package

Attribute Definition

mai | MsgVaxBl ocks Size in units of MTA blocks of the largest message that can be sent
to the user or group.

mai | Al | owedServi ceAccess  Filter specifying the available client access to specified services.
For example: +i map: ALL$+pop: ALL$+snt p: ALL$+ht t p: ALL

mai | MsgQuot a Maximum number of messages permitted for a user (including all
user folders).

mai | Quot a Disk space (in bytes) allowed for the user’s mailbox.

For more information about these attributes, see “Chapter 3: Attributes” in the Sun
Java System Communications Services Schema Reference.

These mail-service attributes are defined in a Class-of-Service definition called
st andar dMai | . When you configure Delegated Administrator, the st andar dMai |
definition is installed in the directory.
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The st andar dMai | Class-of-Service definition is as follows:

dn: cn=st andar dMai | , <ugl dapbasedn>
changet ype: add

obj ectclass: top

obj ectcl ass: LDAPsubentry

obj ect cl ass: extensi bl ethj ect

obj ect cl ass: cosSuper Definition

obj ect cl ass: cosd assi cDefinition
cosTenpl at eDn: o=cosTenpl at es, <ugl dapbasedn>
cosSpecifier: inetCos

cosAttribute: mail All owedServi ceAccess
cosAttribute: mail MsgMaxBl ocks
cosAttribute: mailquota

cosAttribute: mailnsgquota

daServi ceType: nail user

NOTE: Wen the Del egated Adnministrator configuration programinstalls the
standardMai | definitioninthe directory, the variabl e <ugl dapbasedn> shown
above, is replaced by your root suffix (such as o=usergroup).

In addition to the mail attributes, the st andar dvai | definition defines the service
type as a mail user in the attribute daSer vi ceType.

Limitations in Viewing an Extended Service Package

You can extend the Delegated Administrator Service package definition by adding
any attribute to the definition entry.

However, in this release of Delegated Administrator, the console allows you to
view only the predefined attributes provided when Delegated Administrator is
configured. The Delegated Administrator console does not display any attributes
you add to a Service package definition.

In this release, you also should not remove the predefined attribute definitions
from the st andar dMai | Class-of-Service definition provided by Delegated
Administrator.
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Class-of-Service Templates

Based on the attributes available in a Class-of-Service definition, you can create
your own Service packages that define different levels of service for different users.

Default Class-of-Service Template

By default, the Delegated Administrator configuration program (conf i g- cormda)
installs an Idif file, cos. defaul t. | di f, in the directory. This Idif file provides a
generic Class-of-Service template called def aul t mai | .

The following Class-of-Service template is included in the cos. defaul t. | di f file:

dn: cn=def aul t mai | , o=cosTenpl at es, <ugl dapbasedn>
changet ype: add

obj ectclass: top

obj ectcl ass: LDAPsubentry

obj ect cl ass: extensi bl eobj ect

obj ect cl ass: cosTenpl ate

mai | quota: -2

cn: defaul tmail

NOTE: Wen the Del egated Adninistrator configuration programinstalls the
defaul tmail tenplate in the directory, the variabl e <ugl dapbasedn>, shown
above, is replaced by your root suffix (such as o=usergroup).

In the default Class-of-Service template (def aul t mai | ), only one mail service
attribute is defined—mai | quot a. Its value is - 2, which indicates that the mail quota
for this service is the system default.

Sample Class-of-Service Templates

You can choose to load additional sample service packages when you run the
Delegated Administrator configuration program, conf i g- cormda. (When you run
the configuration program, select Load sample service packages in the Service
Package and Organization Samples panel.) The configuration program adds the
cos. sanpl e. 1 di f file to the LDAP directory tree.

The cos. sanpl e. | di f file includes the following sample Class-of-Service
templates:
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platinum
gold
silver
bronze
ruby
topaz
diamond
emerald

Each template contains specific values for one or more of the attributes listed in the
Class-of-Service definition. The templates are prototype examples of Service
packages.

For example, the platinum Class-of-Service template is included in the
cos. sanple. 1 dif file:

dn: cn=pl ati num o=cosTenpl at es, $r oot Suf fi x

obj ectclass: top

obj ect cl ass: LDAPsubentry

obj ect cl ass: extensi bl eobj ect

obj ect cl ass: cosTenpl ate

cn: platinum

mai | MsgMaxBl ocks: 800

mai | Quot a: 4000000000

mai | MsgQuot a: 6000

mai | Al | onedSer vi ceAccess: +i map: ALL$+pop: ALL$+snt p: ALL$+ht t p: ALL

NOTE: Wen the Del egated Adnministrator configuration programinstalls the
sanpl e O ass-of-Service tenplates in the directory, the variable

$root Suf fix, shown above, is replaced by your root suffix (such as

O=user gr oup) .

For a list of the mail-service values for all sample Class-of-Service templates, see
Mail Service Levels in the Sample Class-of-Service Templates at the end of this
chapter.

Creating Your Own Service Packages

The Class-of-Service templates described in this chapter are meant to be examples.
Most likely you will have to create your own Service packages with attribute
values appropriate for the users in your installation.

30 Communications Services 6 2005Q1 « Delegated Administrator Guide



Service Packages

To create your own Service packages, you can use a Class-of-Service template
stored in the da. cos. skel eton. | di f file. This file was created specifically for use
as a template for writing Service packages. It is not installed in the LDAP directory
when Delegated Administrator is configured.

You can copy and edit the da. cos. skel eton. | di f file and use an LDAP directory
tool such as | dapnodi f y to install your Service packages in the directory.

For instructions on using the da. cos. skel et on. | di f file to configure your own
Service packages, see Create Service Packages in Chapter 3, “Configuring
Delegated Administrator”.

Sample Service Package Assigned to an LDAP
User Entry

When you use Delegated Administrator to assign a Service package to a user, a
single attribute (i net CO5) is added to the user entry in the LDAP directory. The
value of the i net CCS attribute assigns the entire Service package to the user.

(i net COS is a multi-valued attribute.)

For example, suppose you assign the platinum package to a user. The following
attributed is added to the user entry:

i net CO6: pl ati num

The platinum package contains the following values for mail service attributes.
Thus, assigning the platinum package has the effect of adding these attributes to
the user entry:

mai | MsgVaxBl ocks: 800

mai | Quot a: 4000000000

mai | MsgQuot a: 6000

mai | Al | owedSer vi ceAccess: +i map: ALL$+pop: ALLS+snt p: ALL$+ht t p: ALL

Location of Class-of-Service Definitions and
Packages

In the LDAP Directory Information Tree (DIT), the Class-of-Service definition is
located in a node directly under the root suffix. Because it is stored at the top of the
DIT, the Service packages can be assigned to all user entries in the directory.
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Figure 1-7 shows the location of the Service definitions and packages in the DIT.
There are two example packages, Gold and Silver.

Figure 1-7 Location of Class-of-Service Definitions and Packages in the Directory Tree

$Root Suffix

Service package node Class-of-Service definitions

Package 1 Package 2
(Gold) (Silver)

Delegated Administrator uses the classic Class-of-Service definition.

For more information about the Class-of-Service mechanism, see the Sun Java
System Directory Server Administration Guide. Specifically, see “Defining
Class-of-Service (CoS)” in “Chapter 5: Managing Identity and Roles.”

The Directory Server Administration Guide also describes related topics such as
determining which service attribute value takes precedence if an attribute defined
in a Service package assigned to a user already exists in that individual user entry.

Mail Service Levels in the Sample
Class-of-Service Templates

This section lists the mail-service levels provided by the sample Class-of-Service
templates. The attribute values in these templates are examples only and not
derived from a real installation.

Platinum

mai | MsgVaxBl ocks: 800

mai | quota: 10000000

mai | msgquot a: 6000

mai | Al | owedSer vi ceAccess: +i map: ALL$+pop: ALL$S+snt p: ALL$+ht t p: ALL
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mai | MsgVaxBl ocks: 700
mai | quot a: 8000000
mai | msgquot a: 3000

mai | Al | owedSer vi ceAccess:

Silver

mai | MsgMaxBIl ocks: 300
mai | quot a: 6291456
mai | megquot a: 2000

mai | Al | onedSer vi ceAccess:

Bronze

mai | MsgVaxBl ocks: 700
mai | quot a: 5242288
mai | msgquot a: 3000

mai | Al | owedSer vi ceAccess:

Ruby

mai | MsgvaxBl ocks: 600
mai | quota: 1048576
mai | msgquot a: 2000

mai | Al | owedSer vi ceAccess:

Emerald

mai | MsgMaxBIl ocks: 600
mai | quota: 2097152
mai | megquot a: 2000

mai | Al | owedSer vi ceAccess:

Diamond

mai | MsgMaxBl ocks: 5000
mai | quota: 3145728
mai | msgquot a: 3000

mai | Al | owedSer vi ceAccess:

Service Packages

+i map: ALL$+pop: ALL$+snt p: ALL$+ht t p: ALL

+pop: ALL$+i map: ALL$+smi p: ALL$+ht t p: ALL

+pop: ALL$+i map: ALL$+snt p: ALL$+ht t p: ALL

+pop: ALL$+snt p: ALL$+ht t p: ALL

+pop: ALL$+snt p: ALL$+ht t p: ALL

+i map: ALL$+snt p: ALL$+ht t p: ALL

Chapter 1
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Topaz

mai | MsgvaxBl ocks: 3000

mai | quota: 4194304

mai | nsgquot a: 2000

mai | Al | onedSer vi ceAccess: +i map: ALL$+snt p: ALL$+ht t p: ALL

34  Communications Services 6 2005Q1 « Delegated Administrator Guide



Chapter 2

Planning for Installation and
Configuration

To install Sun Java System Communications Services Delegated Administrator on
Solaris systems, you must use the Sun Java Enterprise System installer, which also
installs other Sun component products.

To install and configure Delegated Administrator, follow these steps:
1. Gather Your Delegated Administrator Configuration Information
2. Run the Java Enterprise System Installer

3. Run the Directory Server Setup Script

4. Configure Delegated Administrator

5. Configure Messaging Server and Calendar Server

For the most recent information about Delegated Administrator, see the Sun Java
System Messaging Server Release Notes.

Gather Your Delegated Administrator
Configuration Information

Delegated Administrator Components

Delegated Administrator comprises the following components:

= Delegated Administrator Utility (client)—the command-line interface
invoked with conmadmi n.
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Required. You must configure the utility on all machines on which you install
Delegated Administrator.

= Delegated Administrator Server—the Delegated Administrator server
components needed to run the Delegated Administrator utility and console.

Required. You must configure the Delegated Administrator server on at least
one machine.

< Delegated Administrator Console—the Delegated Administrator graphical
user interface (GUI).

Optional. If you want to use only the Delegated Administrator utility, you do
not have to configure the console.

Web Containers

In addition, the Delegated Administrator server and console must be deployed to a
Web container. You can configure the Delegated Administrator console and server
on

= Sun Java System Web Server

= SunJava System Application Server 7.x
e SunJava System Application Server 8.x
Follow these guidelines:

= The Delegated Administrator server must be deployed to the Web container
used by Access Manager.

= You can deploy the Delegated Administrator console and server on two
different Web containers, on two different instances of the Web container, or
on the same Web container.

Configuration Information

Before configuring Delegated Administrator, you should gather configuration
information.

Table 2-1 lists the configuration options required for Delegated Administrator.
Table 2-2 lists the configuration options for deploying on Web Server.

Table 2-3 lists the configuration options for deploying on Application Server 7.x.
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Table 2-4 lists the configuration options for deploying on Application Server 8.x.

Table 2-1

Delegated Administrator: Required Configuration Options

Option

Description

Configuration Directory

Access Manager Host
name

Access Manager port
number

Default domain

Default SSL port

Access Manager Base
Directory

LDAP URL

Bind as

LDAP password

Access Manager Top-level
administrator user |ID and
password

Password for the Access
Manager Internal LDAP
authentication user

Organization name

Top-level administrator for
default organization user ID
and password

Preferred mail host for
sample organizations

Directory to store configuration and data files.

Host name where Access Manager is installed. The Delegated
Administrator server should be installed on the same server.

Port number of Access Manager. Should be the same port number
as Web Server port number.

The default domain of the Top-Level Administrator. This is the
domain used when a domain is not explicitly specified by the - n
option when executing the conmadm n command-line utility.

The SSL port that is used by the Delegated Administrator client.

The directory where Access Manager is installed. The default
directory is / opt / SUNVAm

User and Group Directory Server LDAP URL.

User and Group Directory Server Directory Manager. For example
“cn=Directory Manager”.

User and Group Directory Manager Password.

User ID and password for the Access Manager Top-level
Administrator

User created by Access Manager. This is the BindDN user for the
LDAP service.

Used to name the LDAP subtree under which all email users and
groups that belong to the default email domain are located.

User ID and password for the Top-Level Administrator that will be
created in the default organization.

Name of the machine on which Messaging Server is installed. If you
choose to install sample organizations in your directory, you must
enter the preferred mail host.
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Table 2-2 ~ Web Server Configuration Options

Option

Description

Web Server root (instance)
directory

Web Server instance
identifier

Virtual server identifier

HTTP port number

Directory where the Web Server instance resides. Files for the Web
Server instance are stored in the ht t ps- host. domain directory
under the Web Server installation directory.

Fully qualified domain name for the Web Server instance. This can
be specified by a host.domain name such as west . sest a. com

Specified by a htt ps- host.domain name such as
ht t ps-west . sesta. com

HTTP port number for the Web Server.

Table 2-3  Application Server 7.x Configuration Options

Option

Description

Application Server
installation directory

Application Server domain
directory

Application Server
document root directory

Application Server instance
name

Virtual server identifier

Application Server instance
HTTP port number

Administration Server port
number

Administration Server
administrator user ID and
password.

HTTP or HTTPS access to
Administration Server
instance

Directory where Application Server 7.x is installed. By default, this
directory is / opt / SUN\Wappser ver 7.

By default, this directory is
[/ var/ opt / SU\Wappser ver 7/ domai ns/ domai nl.

By default, this directory is
[/ var / opt / SUN\WAppser ver 7/ donai ns/ domai n1/ ser ver 1/ docr oot

Name of the instance. For example: server 1.

Name of the Application Server virtual server identifier. For
example: server 1.

HTTP port number for the Application Server instance.

Port number for the Administration Server instance for Application
Server 7.x. For example: 4848.

User ID and password for the Administration Server administrator.
User ID example: adm n

You will need to specify whether the HTTP access to the
Administration Server instance is secure or not.
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Application Server 8.x Configuration Options

Option

Description

Application Server
installation directory

Application Server domain
directory

Application Server
document root directory

Application Server target
name

Virtual server identifier

Application Server target
HTTP port number

Administration Server port
number

Administration Server
administrator user ID and
password.

HTTP or HTTPS access to
Administration Server
instance

Directory where Application Server 8.x is installed. By default, this
directory is / opt / SU\Wappser ver / appser ver .

By default, this directory is
[/ var / opt / SU\WAppser ver / donai ns/ domai nl.

By default, this directory is
[/ var [ opt / SU\Wappser ver / domai ns/ donai n1/ docr oot

Name of the instance. For example: server.

Name of the Application Server virtual server identifier. For
example: server.

HTTP port number for the Application Server target.

Port number for the Administration Server instance for Application
Server 8.x. For example: 4849.

User ID and password for the Administration Server administrator.
User ID example: adm n

You will need to specify whether the HTTP access to the
Administration Server instance is secure or not.

Run the Java Enterprise System Installer

The Java Enterprise System installer program installs a series of products, shared
components, and libraries that interoperate with one another. The installer also
checks to make sure you have the following necessary supporting components
installed: Sun Java System Directory Server 5.x and one of the following Web

containers:

« SunJava System Web Server 6.1

= SunJava System Application Server 7.x

= SunJava System Application Server 8.x

Chapter 2  Planning for Installation and Configuration 39



Run the Java Enterprise System Installer

40

NOTE If you are upgrading Delegated Administrator from a previous Sun
Java System version, see “Chapter 3: Upgrading from Previous Java
Enterprise System Versions” in the Sun Java Enterprise System
Upgrade and Migration Guide. (In Chapter 3 of the Upgrade and
Migration Guide, a section called “Upgrading Delegated
Administrator” appears in the section “Upgrading Messaging
Server.”) This guide can be accessed at the following URL.:
http://docs. sun. con doc/ 819- 0062

To successfully install and configure Delegated Administrator, you need to install
the following via the Java Enterprise System installer:

= SunJava System Access Manager
(In previous releases, Access Manager was called Identity Server.)

Because Delegated Administrator requires you to use LDAP Schema 2 to
provision your users and groups, you need to install Access Manager through
the Java Enterprise System installer. Delegated Administrator is installed with
Access Manager.

The Java Enterprise System installer installs Delegated Administrator in a
directory referred to as the da_base (for example, the default is / opt / SUN\¢ o).

Delegated Administrator is a provisioning tool for Messaging Server and Calendar
Server. Therefore, to use Delegated Administrator successfully, you should install
the following via the Java Enterprise System installer:

« One or both of Sun Java System Messaging Server and Sun Java System
Calendar Server.

NOTE It is not recommended that Messaging Server or Calendar Server be
installed on the same system as Access Manager.

See the Sun Java System Messaging Server Administration Guide for instructions
on configuring Messaging Server. See the Sun Java System Calendar Server
Administration Guide for instructions on configuring Calendar Server.

For information about the Java Enterprise System installer, refer to the Sun Java
Enterprise System Installation Guide (http:// docs. sun. com doc/ 817- 5760).

Communications Services 6 2005Q1 ¢ Delegated Administrator Guide



Run the Directory Server Setup Script

Run the Directory Server Setup Script

Before configuring Delegated Administrator, Messaging Server, or Calendar
Server, the Directory Server Preparation Tool script (comm dsset up. pl ) must be
run only once. This script configures your LDAP Directory Server to work with
Delegated Administrator, Messaging Server, or Calendar Server configurations.
The comm dsset up. pl script prepares the Directory Server by setting up new
schema, index, and configuration data.

See the Sun Java System Messaging Server Administration Guide or the Sun Java
System Calendar Server Administration Guide for instructions and options for the
comm dsset up. pl script.

In order to run Delegated Administrator, you must select the “Schema 2’ schema
type when running the conm dsset up. pl script.

Consolidating ACls in the Directory

For large-scale installations with Access Manager, Messaging Server, and an LDAP
Schema 2 directory, you might want to consolidate the Access Control Instructions
(ACIs) in your directory.

When you install Access Manager with Messaging Server, a large number of ACls
initially are installed in the directory. Many default ACls are not needed or used by
Messaging Server. You can improve the performance of Directory Server and,
consequently, of Messaging Server look-ups, by consolidating and reducing the
number of default ACls in the directory.

For information about how to consolidate and discard unused ACls, see
Appendix D, “ACI Consolidation” later in this guide.

Configure Delegated Administrator

After you install Delegated Administrator, run the Delegated Administrator
configuration program using the information from “Gather Your Delegated
Administrator Configuration Information.”

For information about the configuration program, see Chapter 3, “Configuring
Delegated Administrator.”
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Configure Messaging Server and Calendar
Server

See the Sun Java System Messaging Server Administration Guide for instructions on
configuring Messaging Server. See the Sun Java System Calendar Server
Administration Guide for instructions on configuring Calendar Server.

42  Communications Services 6 2005Q1 « Delegated Administrator Guide



Chapter 3

Configuring Delegated Administrator

The Delegated Administrator configuration program (conf i g- cormda) creates a
new configuration with your specific requirements. This initial runtime
configuration program performs minimal configuration.

After you run the program, complete the initial configuration by following the
steps described in Post-Configuration Tasks.

You can further customize your Delegated Administrator configuration by
performing the tasks described in “Customizing Delegated Administrator.”

You might need to perform additional configuration, as described in the Sun Java
System Messaging Server Administration Guide.

The following topics are described in this chapter:
= Choose Which Components to Configure

= Run the Configuration Program

= Perform Silent Installation

= Post-Configuration Tasks

Choose Which Components to Configure

The third panel in the configuration program asks which Delegated Administrator
components you want to configure:

= Delegated Administrator Utility (client)—the command-line interface
invoked with comradmi n.

= Delegated Administrator Server—the Delegated Administrator server
components required to run the Delegated Administrator utility and console.
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< Delegated Administrator Console—the Delegated Administrator graphical
user interface (GUI).

The configuration program displays different panels depending on which
components you select.

The following steps summarize the configuration choices. Each summary step
(below) links you to a section (later in this chapter) that walks you through the
actual configuration panels.

1. Starting the Configuration
Enter the information requested in these panels to begin the configuration.
2. Configuring the Delegated Administrator Utility

These panels follow directly after the Select Components to Configure panel.
They ask for information used to configure the Delegated Administrator
utility.

The Delegated Administrator utility is required and must be configured on all
machines on which you install a Delegated Administrator component (server
or console).

Therefore, you always must enter the information in these panels.
3. Configuring the Delegated Administrator Console
These panels follow the panels that configure the utility.

You can choose whether or not to configure the Delegated Administrator
console.

o Ifyou deploy the Delegated Administrator console and server on the same
machine, you would select both the console and the server in Select
Components to Configure panel.

o You also can deploy the Delegated Administrator console and server on
different machines.

On the machine on which you deploy the console, you would select only
the console on the Select Components to Configure panel. (The utility is
always selected.)
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In this case, you must run the configuration program again on the machine
on which you deploy the server.

If you deploy the console and server on different machines, the utility is
configured on both machines.

The configuration program displays different panels depending on which Web
container you select for the console. You can deploy to one of the following
Web containers:

o SunJava System Web Server
o SunJava System Application Server 7.x
o SunJava System Application Server 8.x

If you are configuring the Delegated Administrator server and console on one
machine, you will go through these instructions twice (once for the server, once
for the console).

4. Configuring the Delegated Administrator Server
These panels follow the panels that configure the console.

You can choose whether or not to configure the Delegated Administrator
server on a given machine.

If you do not choose to configure the server on a given machine, the
configuration program warns you that you must configure it on another
machine. The server component is required for running the utility and console.

All other considerations for deploying the server are the same as those for the
console (described in Configuring the Delegated Administrator Console).

Note also that the server uses the same Web container as Access Manager. (The
configuration program asks for Web container information after it asks for
Access Manager base directory.)

5. Completing the Configuration

Enter the information requested in these panels to complete the configuration.

Run the Configuration Program

The steps described in this section walk you through configuring Delegated
Administrator.
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To run the configuration program, log in as (or become) root and go to the
[ opt / SUW¢onmi shi n directory. Then enter the command:

# ./config-commda
Once you run the confi g- coomda command, the configuration program starts.

The sections that follow lead you through the configuration panels:

Starting the Configuration

Follow these steps:
1. Welcome

The first panel in the configuration program is a copyright page. Click Next to
continue or Cancel to exit.

2. Select directory to store configuration and data files

Select the directory where you want to store the Delegated Administrator
configuration and data files. The default configuration directory is

/var/ opt/ SU\onm This directory should be separate from the da_base
directory (/ opt / SUN\omm) .

Enter the name of the directory, or keep the default and click Next to continue.

If the directory does not exist, a dialog appears asking if you want to create the
directory or choose a new directory. Click Creat e Directory to create the
directory or Choose Newto enter a new directory.

A dialog appears indicating that the components are being loaded. This may
take a few minutes.

3. Select components to configure

Select the component or components you want to configure on the
Components Panel.

o Delegated Administrator Utility (client)—the command-line interface
invoked with conmadni n. This component is required and is selected by
default. It cannot be deselected.

o Delegated Administrator Server—the Delegated Administrator server
components required to run the Delegated Administrator console.
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o Delegated Administrator Console—the Delegated Administrator
graphical user interface (GUI).

Click Next to continue, Back to return to the previous panel, or Cancel to exit.

For more information about how to choose components, see Choose Which
Components to Configure.

If you choose not to configure the Delegated Administrator server, a dialog box
cautions you that you must configure the Delegated Administrator Server on
another machine. The server must be configured to enable the Delegated
Administrator utility and console to work.

Configuring the Delegated Administrator Utility

Follow these steps:

1.

Access Manager host name and port number

Enter the Access Manager (formerly called Identity Server) host name and port
number. If you are installing the Delegated Administrator server component,
you must install it on the same host as Access Manager.

Click Next to continue, Back to return to the previous panel, or Cancel to exit.
Default domain

Enter the default domain for the Top-Level administrator. This is the domain
used when a domain is not explicitly specified by the - n option when executing
the commadm n command-line utility. This is also known as the default
organization. If the domain specified does not exist in the directory, it will be
created.

Click Next to continue, Back to return to the previous panel, or Cancel to exit.
Default SSL port for client
Enter the default SSL port that the Delegated Administrator utility uses.

Click Next to continue, Back to return to the previous panel, or Cancel to exit.
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4. If you chose to configure only the Delegated Administrator utility, go on to
Completing the Configuration

If you chose to configure both the Delegated Administrator console and the
server, or if you chose to configure the console only, go on to

Configuring the Delegated Administrator Console

If you chose to configure the Delegated Administrator server only (together
with the required Delegated Administrator utility), go on to

Configuring the Delegated Administrator Server

Configuring the Delegated Administrator
Console

The configuration program now displays the following panel:
Select a Web Container for Delegated Administrator

Select the Web container on which you will deploy the Delegated Administrator
console. You can configure Delegated Administrator on

= SunJava System Web Server

= Sun Java System Application Server 7.x

e SunJava System Application Server 8.x

Click Next to continue, Back to return to the previous panel, or Cancel to exit.

This panel and the panels that follow gather information about the Web container
for the Delegated Administrator console. Follow the instructions in the appropriate
section:

= Web Server Configuration
= Application Server 7.x Configuration
= Application Server 8.x Configuration

You can deploy the Delegated Administrator console and server on two different
Web containers, on two different instances of the Web container, or on the same
Web container.
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If you chose to configure both the Delegated Administrator console and Delegated
Administrator server in Panel 3, a second series of panels will ask for Web
container information for the server.

Thus, you will see the Web container configuration panels twice. Follow the
appropriate instructions for deploying each of the Delegated Administrator
components.

When you complete the Web container configuration panels:

= Ifyou chose to configure both the Delegated Administrator console and the
server, go on to

Configuring the Delegated Administrator Server

= Ifyou chose to configure the Delegated Administrator console only (together
with the required Delegated Administrator utility), go on to

Completing the Configuration
Web Server Configuration

If you are deploying the Delegated Administrator server or console on Web Server,
follow these steps:
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Web Server Configuration Details

The panel text tells you if you are providing Web Server configuration
information for the Delegated Administrator server or console.

Enter the Web Server root directory. You can browse to select the directory.

Enter the Web Server instance identifier. This is can be specified by a
host.domain name such as west . sesta. com

Enter the virtual server identifier. This can be specified by a htt ps- host. domain
name such as htt ps- west . sest a. com

For more information about the Web Server instance identifier and virtual
server identifier, see the Web Server documentation.

Files for the Web Server instance are stored in the ht t ps- host. domain directory
under the Web Server installation directory, for example
/ opt / SUN\Whbsvr / htt ps- west . sest a. com

Enter the HTTP port number for the Web Server.
Click Next to continue, Back to return to the previous panel, or Cancel to exit.

The configuration program checks if the values you specified are valid. If a
directory or identifier is invalid or does not exist, a dialog box tells you to
choose a new value.

Next, the configuration program checks if a Web Server instance connection is
alive. If not, a dialog box warns you that the configuration program could not
connect to the specified instance and your configuration may not be
completed. You can accept the specified values or choose new Web Server
configuration values.

Default Domain Separator

This panel appears only if you are configuring the Delegated Administrator
console. The domain separator is needed to configure the console; this
information is not related to the Web container.

Enter the default domain separator to be used for authentication when the user
logs on. For example: @

The domain separator value is contained in the daconfi g. properti es file. You
can edit this property value after the configuration program runs. For more
information, see “Customizing Delegated Administrator.”
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3. Ifyou are configuring the Delegated Administrator console:

o If you chose to configure both the Delegated Administrator console and
the server, go on to

Configuring the Delegated Administrator Server

o If you chose to configure the Delegated Administrator console only
(together with the required Delegated Administrator utility), go on to

Completing the Configuration
If you are configuring the Delegated Administrator server:

Goonto

Step 3. Directory (LDAP) Server in Configuring the Delegated
Administrator Server.
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Application Server 7.x Configuration

If you are deploying the Delegated Administrator server or console on Application
Server 7.x, follow these steps:

1. Application Server 7.x Configuration Details

The panel text tells you if you are providing Application Server 7.x
configuration information for the Delegated Administrator server or console.

Enter the Application Server installation directory. By default, this directory is
/ opt / SUN\Véppser ver 7.

Enter the Application Server domain directory. By default, this directory is
[ var / opt / SUN\W&ppser ver 7/ domai ns/ domai nl.

Enter the Application Server document root directory. By default, this
directory is
[ var / opt / SUN\Wappser ver 7/ domai ns/ domai n1/ ser ver 1/ docr oot .

You can browse to select any of these directories.

Enter the Application Server instance name. For example: server 1.

Enter the Application Server virtual server identifier. For example: server 1.
Enter the Application Server instance HTTP port number.

Click Next to continue, Back to return to the previous panel, or Cancel to exit.

The configuration program checks if the directories you specified are valid. If a
directory is invalid or does not exist, a dialog box tells you to choose a new
directory.

Next, the configuration program checks if an Application Server instance
connection is alive. If not, a dialog box warns you that the configuration
program could not connect to the specified instance and your configuration
may not be completed. You can accept the specified values or choose new
Application Server configuration values.
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2. Application Server 7.x: Administration Instance Details
Enter the Administration Server port number. For example: 4848
Enter the Administration Server administrator user ID. For example: adni n
Enter the administrator user password.

If you are using a secure Administration Server instance, check the Secure
Administration Server Instance box. If you are not, leave the box unchecked.

Click Next to continue, Back to return to the previous panel, or Cancel to exit.
3. Default Domain Separator

This panel appears only if you are configuring the Delegated Administrator
console. The domain separator is needed to configure the console; this
information is not related to the Web container.

Enter the default domain separator to be used for authentication when the user
logs on. For example: @

4. Ifyou are configuring the Delegated Administrator console:

o Ifyou chose to configure both the Delegated Administrator console and
the server, go on to

Configuring the Delegated Administrator Server

o If you chose to configure the Delegated Administrator console only
(together with the required Delegated Administrator utility), go on to

Completing the Configuration
If you are configuring the Delegated Administrator server:
Goonto

Step 3. Directory (LDAP) Server in Configuring the Delegated
Administrator Server.

Application Server 8.x Configuration

If you are deploying the Delegated Administrator server or console on Application
Server 8.x, follow these steps:
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Application Server 8.x Configuration Details

The panel text tells you if you are providing Application Server 8.x
configuration information for the Delegated Administrator server or console.

Enter the Application Server installation directory. By default, this directory is
/ opt / SUN\Vppser ver [ appser ver .

Enter the Application Server domain directory. By default, this directory is
[ var/ opt / SUN\Wappser ver / donai ns/ donai nl.

Enter the Application Server document root directory. By default, this
directory is
[ var / opt / SUN\W&ppser ver / donai ns/ donai nl/ docr oot .

You can browse to select any of these directories.

Enter the Application Server target name. For example: server.

Enter the Application Server virtual server identifier. For example: server.
Enter the Application Server target HTTP port number.

Click Next to continue, Back to return to the previous panel, or Cancel to exit.

The configuration program checks if the directories you specified are valid. If a
directory is invalid or does not exist, a dialog box tells you to choose a new
directory.

Next, the configuration program checks if an Application Server target
connection is alive. If not, a dialog box warns you that the configuration
program could not connect to the specified target and your configuration may
not be completed. You can accept the specified values or choose new
Application Server configuration values.

Application Server 8.x: Administration Instance Details

Enter the Administration Server port number. For example: 4849

Enter the Administration Server administrator user ID. For example: adni n
Enter the administrator user password.

If you are using a secure Administration Server instance, check the Secure
Administration Server Instance box. If you are not, leave the box unchecked.

Click Next to continue, Back to return to the previous panel, or Cancel to exit.
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Default Domain Separator

This panel appears only if you are configuring the Delegated Administrator
console. The domain separator is needed to configure the console; this
information is not related to the Web container.

Enter the default domain separator to be used for authentication when the user
logs on. For example: @

If you are configuring the Delegated Administrator console:

o Ifyou chose to configure both the Delegated Administrator console and
the server, go on to

Configuring the Delegated Administrator Server

o If you chose to configure the Delegated Administrator console only
(together with the required Delegated Administrator utility), go on to

Completing the Configuration
If you are configuring the Delegated Administrator server:
Goonto

Step 3. Directory (LDAP) Server in Configuring the Delegated
Administrator Server.

Configuring the Delegated Administrator Server

If you chose to configure the Delegated Administrator server, the configuration
program displays the following panels. Enter the requested information:

1.

Access Manager base directory
Enter the Access Manager Base Directory. The default directory is / opt / SUNVam
Click Next to continue, Back to return to the previous panel, or Cancel to exit.

The configuration program checks if a valid Access Manager base directory is
specified. If not, a dialog box displays indicating that an existing Access
Manager base directory must be selected.
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2.

Next, a Web container Configuration Details panel appears.

If you chose to configure the console and server, this is the second time a Web
container Configuration Details panel appears.

The Delegated Administrator server is deployed to the same Web container as
Access Manager. (You cannot choose a Web container for the Delegated
Administrator server.)

Follow the instructions in the appropriate section:
o Web Server Configuration

o Application Server 7.x Configuration

o Application Server 8.x Configuration
Directory (LDAP) Server

This panel asks for information about connecting to the LDAP Directory Server
for the user/group suffix.

Enter the User and Group Directory Server LDAP URL (LdapURL), Directory
Manager (Bind As), and password in the text boxes.

The Directory Manager has overall administrator privileges on the Directory
Server and all Sun Java System servers that make use of the Directory Server
(for example, Delegated Administrator) and has full administration access to
all entries in the Directory Server. The default and recommended
Distinguished Name (DN) is cn=Di rect ory Manager.

Click Next to continue, Back to return to the previous panel, or Cancel to exit.
Access Manager Top Level Administrator

Enter the user ID and password for the Access Manager Top-Level
Administrator. The user ID and password are created when Access Manager is
installed. The default user ID is amadni n.

Click Next to continue, Back to return to the previous panel, or Cancel to exit.
Access Manager internal LDAP authentication password
Enter the password for the Access Manager Internal LDAP authentication user.

The authentication user name is hard-coded as am dapuser . It is created by the
Access Manager installer and is the Bind DN user for the LDAP service.

Click Next to continue, Back to return to the previous panel, or Cancel to exit.
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Organization Distinguished Name (DN)

Enter the Organization DN for the default domain. For example, if your
organization DN is o=si r oe. com all the users in that organization will be
placed under the LDAP DN "o=si roe. com o=user group", where o=user gr oup
is your root suffix.

By default, the configuration program adds the default domain under the root
suffix in the LDAP directory.

If you want to create the default domain at the root suffix (not underneath it),
delete the organization name from the DN that appears in the Organization
Distinguished Name (DN) text box.

For example, if your organization DN is o=si r oe. comand your root suffix is
o=user group, delete “o=si roe. conf from the DN in the text box; leave only
o=Uuser group.

If you choose to create the default domain at the root suffix, and if you later
decide to use hosted domains, it can be difficult to migrate to the
hosted-domain configuration. The conf i g- comda program displays the
following warning:

“The Organization DN you chose is the User/Group Suffix. Although this is a
valid choice, if you ever decide to use hosted domains, there will be difficult
migration issues. If you do wish to use hosted domains, then specify a DN one
level below the User/Group suffix.”

For more information, see Directory Structure Supporting a One-Tiered
Hierarchy in Chapter 1, “Delegated Administrator Overview.”

Click Next to continue, Back to return to the previous panel, or Cancel to exit.
Top-Level Administrator for the default organization

Enter the user ID and password for the Top-Level Administrator that is to be
created in the default domain (organization).

Click Next to continue, Back to return to the previous panel, or Cancel to exit.
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Service Package and Organization Samples

You can choose to add sample service packages and sample organizations to
your LDAP directory.

Load sample service packages. Select this option if you want to use or modify
sample service package templates to create your own Class-of-Service
packages. (In Delegated Administrator, at least one Class-of-Service package
must be assigned to each user in the LDAP directory.)

Load sample organizations. Select this option if you want your LDAP
directory tree to contain sample Service Provider Organization nodes and
Business Organization nodes.

You can select

o Both the sample service packages and the sample organizations
o Only one of these options

o Neither option

Preferred Mailhost for Sample. Enter the name of the machine on which
Messaging Server is installed.

For example: nymachi ne. si roe. com

If you chose to load the sample organizations into your LDAP directory, you
must enter a preferred mail host name for these samples.

For information about service packages and organizations, see Chapter 2:
“Delegated Administrator Overview.”

After you run the configuration program, you must modify the service
package templates to create your own Class-of-Service packages. For
information about this post-configuration task, see Create Service Packages.

Completing the Configuration

To complete the configuration, take these steps:

1.

Ready to Configure
The verification panel displays the items that will be configured.

Click Confi gure Nowto begin the configuration, Back to return to any previous
panel to change information, or Cancel to exit.
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2. Task Sequence

A sequence of tasks being performed is displayed on the Task Sequence Panel.
This is when the actual configuration takes place.

When the panel displays “All Tasks Passed” you can click Next to continue or
Cancel stop the tasks from being performed and exit.

A dialog box appears reminding you to restart the Web container in order for
configuration changes to take effect.

3. Installation Summary

The Installation Summary panel displays the product installed and a
Det ai | s. .. button that displays more information about this configuration.

A log file for the conf i g- commda program is created in the

/opt/ SUWM¢omm i nst al | directory. The name of the log file is

commla- confi g_YYYYMMDDHHMMSS. | og, where YYYYMMDDHHMMSS
identifies the 4-digit year, month, date, hour, minute, and second of the
configuration.

Click A ose to complete the configuration.

Restarting the Web Container

After you complete the Delegated Administrator configuration, you must restart
the Web container to which Delegated Administrator is deployed (one of the
following):

= Web Server
= Application Server 7.x

= Application Server 8.x

Configuration and Log Files Created by the
confi g- coomda Program

Configuration Files

Using the information you provided in the panels, the conf i g- coomda program
creates the following configuration files for the three Delegated Administrator
components:
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« Delegated Administrator utility:

Configuration file name: cl i - usr prefs. properties
Default location: / var / opt / SUNWonmi confi g

= Delegated Administrator server:

Configuration file name: r esour ce. properti es

Default location:

/ opt / SUN\Weonmi VEEB- | NF/ ¢l asses/ sun/ conmi cl i / server/servl et

or

[ var/ opt/ SUNWonmi VEB- | NF/ ¢l asses/ sun/ commi cl i / server/ servl et

= Delegated Administrator console;

Configuration file name: daconfi g. properties

Default location:

[ opt / SUN\Weonmi VEEB- | NF/ ¢l asses/ coni sun/ comi da/ r esour ces

or

[ var/ opt / SUNWonmi VEB- | NF/ ¢l asses/ coml sun/ conmi da/ r esour ces

For information about these files, the properties they contain, and how to edit these
properties to customize your configuration, see “Customizing Delegated
Administrator.”

Log Files
The Delegated Administrator console creates a runtime log file:

Default log file name: da. | og
Default location: / opt / SUNWonnd | og

For more information about this and other Delegated Administrator log files, see
Appendix C, “Debugging Delegated Administrator.”

Perform Silent Installation

The Delegated Administrator utility initial runtime configuration program
automatically creates a silent installation state file (called saveSt at €). This file
contains internal information about the configuration program, and is used for
running silent installs.

The silent installation saveSt at e file is stored in the

/ opt / SU\¢omm dat a/ set up/ commda- confi g_YYYYMMDDHHMMSS/ directory,
where YYYYMMDDHHMMSS identifies the 4-digit year, month, date, hour,
minute, and second of the save$t at e file.
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For example, once you have run the conf i g- commda program once, you can run it
in silent install mode:

da_base/ sbi n/ confi g- commda - nodi spl ay -noconsol e -state fullpath/ saveSt at e

The fullpath variable is the full directory path of where the saveSt at e file is located.

Run Delegated Administrator Console and Utility

Launching the Console

To launch the Delegated Administrator console, take these steps:
1. Go to the following url:

http://host: port/da/ DA Login

where

host is the Web container host machine

port is the Web container port

For example:

http://siroe.com 8080/ da/ DA Logi n

The Delegated Administrator console log-in window appears.
2. Log into the Delegated Administrator console.

You could use the Top-Level Administrator (TLA) user ID and password
specified in the Delegated Administrator configuration program. This
information was requested in the following panel:

Top-Level Administrator for the default organization

Running the Command-Line Utility

To run the Delegated Administrator utility (comradni n), take these steps:
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1. Go tothe da_base/ bi n/ directory. For example, go to / opt / SUN\Wonmd bi n/ .
2. Enter the conmadm n command.

For example:

conmmadmi n -D userid -w password

where useri d and passwor d are the Top-Level Administrator (TLA) user ID
and password specified in the Delegated Administrator configuration
program. This information was requested in the following panel:

Top-Level Administrator for the default organization

Post-Configuration Tasks

After you run the Delegated Administrator configuration program, you should
perform the following tasks:

< Add Mail and Calendar Services to the Default Domain
= Create Service Packages

Perform the following task only if you are using an LDAP directory in Schema 2
compatibility mode:

= Add ACIs for Schema 2 Compatibility Mode

Add Malil and Calendar Services to the Default
Domain

The confi g- conmda program creates a default domain.

If you want to create users with mail service or calendar service in the default
domain, you first must add mail service and calendar service to the domain.

To perform this task, use the conmadnmi n domai n nodi f y command with the - S
mai | and - S cal options.

The following example shows how you can use commadm n domai n nodi fy to add
mail and calendar services to the default domain:

conmmadm n domain nmodify -D chris -w bolton -n sesta.com-d siroe.com
-Smil, cal -Htest.siroe.com
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For commadni n command syntax and details, see Chapter 5, “Command Line
Utilities.”

Create Service Packages

Each user provisioned in the LDAP directory with Delegated Administrator
should have a Service package. A user can have more than one Service package.

Predefined Class-of-Service Templates

When you run the Delegated Administrator configuration program

(confi g- comda), a default Class-of-Service template (def aul t mai | ) is installed in
the LDAP directory. You also can choose to have the conf i g- conntda program
install the set of eight sample Class-of-Service templates in the directory.

For information about the sample Class-of-Service templates and the available mail
attributes in a Service package, see Service Packages in Chapter 1, “Delegated
Administrator Overview.”

You can use the sample Class-of-Service templates as Service packages. However,
these templates are meant to be examples.

Creating Your Own Service Packages

Most likely you will have to create your own Service packages with attribute
values appropriate for the users in your installation.

To create your own Service packages, use the Class-of-Service template stored in
the da. cos. skel eton. | di f file.

This file was created specifically for use as a template for writing Service packages.
It is not installed in the LDAP directory when Delegated Administrator is
configured.
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The Class-of-Service template in the da. cos. skel eton. | di f file is as follows:

# Tenplate for creating a CC5 tenplate for a service package.

#

# There nust be a least one of the following attributes:

# - nmai | MsgMaxBl ocks

# - nmail Quota

# - mail MsgQuot a

# - mail Al l owedSer vi ceAccess

#

# Consult docurmentation for values for the attributes. Docunentation
# includes units and defaul t val ues.

#

# The finished COS derived fromthis skeleton is added to the directory with
# the fol | owi ng command:

#

# | dapmodi fy -D <directory manager> -w <passwor d>

# -f <cos.finished.tenplate.ldif>

#

dn: cn=<servi ce package nane>, o=cosTenpl at es, <r oot Suf fi x>
changet ype: add

obj ectclass: top

obj ect cl ass: LDAPsubentry

obj ect cl ass: extensi bl eobj ect

obj ectcl ass: cosTenpl ate

cn: <service package name>

mai | MsghaxBl ocks: <mai | MsgVaxBl ocksVal ue>

mai | Quot a: <nai | Quot aVal ue>

mai | MsgQuot a:  <mai | MsgQuot aVal ue>

mai | Al | owedServi ceAccess: <mai | Al | onedSer vi ceAccessVal ue>

To create your own Service packages, follow these steps:
1. Copy and rename the da. cos. skel et on. I di f file.

When you install Delegated Administrator, the da. cos. skel et on. | di f file is
installed in the following directory:

da_base/li b/ config-tenpl ates

2. Edit the following entries in your copy of the da. cos. skel eton. | di f file:
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o <rootSuffix>

Change the root suffix parameter, <r oot Suf f i x>, to your root suffix (such as
o=user gr oup).

The <r oot Suf fi x> parameter appears in the DN.
o <service package nane>

Change the <servi ce package name> parameter to your own Service package
name.

The <servi ce package name> parameter appears in the DN and the cn.
o Mail attribute values:

<mai | MsgMaxBl ocksVal ue>
<mai | Quot aVal ue>

<mai | MsgQuot aVal ue>

<mai | Al | onedSer vi ceAccessVal ue>

Edit these values to your specifications.
For example, you could enter the following values for the mail attributes:

mai | MsghaxBl ocks: 400

mai | Quot a: 400000000

mai | MsgQuot a: 5000

mai | Al | owedSer vi ceAccess: +i map: ALL$+pop: ALL$+snt p: ALL$+ht t p: ALL

For definitions and descriptions of these attributes, see “Chapter 3:
Attributes” in the Sun Java System Communications Services Schema Reference.

You do not have to use all four mail attributes in a Service package. You
can delete one or more attributes from the Service package.

Use the LDAP directory tool | dapnodi fy to install the Service package in the
directory.

For example, you could run the following command:

| dapnodi fy -D <directory manager> -w <passwor d>
-f <cos.finished.tenplate.ldif>

where
<di rectory manager > is the name of the Directory Server administrator.
<passwor d> is the password of the Directory Service administrator.

<cos. fini shed. tenpl ate. | di f > is the name of the edited Idif file to be
installed as a Service package in the directory.
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Add ACls for Schema 2 Compatibility Mode

If you are using an LDAP directory in Schema 2 compatibility mode, you must
manually add ACIs to the directory to enable Delegated Administrator to
provision in your directory. Take the following steps:

1.

Add the following two ACIs to the OSI root. You can find the following two
ACIs in the user group. | di f file, located in the / opt / SUNWonmi confi g
directory.

Be sure to replace ugl dapbasedn with your usergroup suffix. Add the edited
user group. | di f into the LDAP directory.

#

# acistolinmt Og Adnin Role

#

HHURTHHHHHHHH T

# dn: <l ocal . ugl dapbasedn>

HURTHHHHHHHHHH T

dn: <ugl dapbasedn>

changet ype: nodify

add: aci

aci: (target="Idap:///($dn), <ugl dapbasedn>")(targetattr="*")
(version 3.0; acl "Oganization Admn Rol e access deny to org node";
deny (write, add, delete) roledn = "lIdap:///cn=Crgani zation Adnin
Rol e, ($dn), <ugl dapbasedn>";)

dn: <ugl dapbasedn>

changet ype: nodify

add: aci

aci: (target="Idap:///($dn), <ugl dapbasedn>")(targetattr="*")
(version 3.0; acl "Qrganization Admn Role access allowread to org
node"; allow (read, search) roledn = "l dap:///cn=0rgani zati on Adm n
Rol e, ($dn), <ugl dapbasedn>";)
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Add the following two ACIs to the DC Tree root suffix. You can find the
following two ACls in thedctree. | di f file, located in the
/ opt / SUN\W¢orm1 conf i g directory.

Be sure to replace dct r eebasedn with your DC Tree root suffix and
ugl dapbasedn with your usergroup suffix. Add the edited dctree. | di f into
the LDAP directory.

#

# acistolint Og Adnin Role

#

HHHHHH

# dn: <dctreebasedn>

HHHHHH

dn: <dctreebasedn>

changet ype: nodify

add: aci

aci: (target="Idap:///($dn), <dctreebasedn>")(targetattr="*")
(version 3.0; acl "QOrganization Admn Role access deny to dc node";
deny (wite,add, delete) roledn = "I dap:///cn=Crgani zation Adnin
Rol e, ($dn), <ugl dapbasedn>";)

dn: <dctreebasedn>

changet ype: nodify

add: aci

aci: (target="Idap:///($dn), <dctreebasedn>")(targetattr="*")
(version 3.0; acl "Organization Adnin Role access allowread to dc
node"; allow (read, search) roledn = "l dap:///cn=0rgani zati on Adm n
Rol e, ($dn), <ugl dapbasedn>";)
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Add the following additional ACls to the DC Tree root suffix. (These ACls are
notinthedctree. | dif file.)

dn: <dct r eebasedn>

changet ype: nodi fy

add: aci

aci: (target="Idap:///<dctreebasedn>")(targetattr="*")
(version 3.0; acl "S1I'S Proxy user rights"; allow (proxy)
userdn = "l dap:///cn=puser, ou=DSAME User s, <ugl dapbasedn>";)

dn: <dct r eebasedn>

changet ype: nodi fy

add: aci

aci: (target="Idap:///<dctreebasedn>")(targetattr="*")

(version 3.0; acl "Sl1IS special dsame user rights for all under the
root suffix"; allow (all) userdn ="ldap:///cn=dsaneuser, ou=DSAMVE
User s, <ugl dapbasedn>";)

dn: <dct r eebasedn>

changet ype: nodi fy

add: aci

aci: (target="ldap:///<dctreebasedn>")(targetattr="*")
(version 3.0; acl "S1IS Top-level adnmin rights";
allow (all) roledn = "ldap:///cn=Top-level Adnmin

Rol e, <ugl dapbasedn>";)

Set the com i pl anet . am donai nconponent property in the
AMonf i g. properti es file to your DC Tree root suffix. For example, modify the
following lines in the <I S _bhase _directory>/|i b/ AMConfi g. properti es file:

from

com i pl anet. am donai nconponent =o0=i sp

to

com i pl anet . am donai nconponent =o=i nt er net

Enable Access Manager (formerly called Identity Server) to use compatibility
mode. In the Access Manager Console, in the Administration Console Service
page, check (enable) the Domain Component Tree Enabled check box.
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Add the i net domai n object class to all the DC Tree nodes (such as
dc=com o=i nt er net), as in following example:

[ var/ nps/ serverroot/shared/ bin 298% . /1 dapnmodify -D "cn=Directory
Manager " -

w passwor d

dn: dc=com o=i nt er net

changet ype: nodify

add: objectcl ass

obj ect cl ass: i netdonmain

Restart the Web container.
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Chapter 4

Customizing Delegated Administrator

After you have installed and configured Delegated Administrator with the
configuration program (conf i g- commda), you can customize your configuration to
meet your particular needs. This chapter offers examples of how to customize
certain Delegated Administrator features.

This chapter describes the following topics:
= Configuring the Preferred Mail Host Using the Service-Wide Default
= Adding Plug-ins for Delegated Administrator

e Customizing the User Log-In

Configuring the Preferred Mail Host Using the
Service-Wide Default

If you want the Preferred Mail Host and Preferred Mail Store to be set using the
server-wide default, you can perform the tasks described in this section.

If you need to remove the Preferred Mail Host field from the Console (specifically,
from the New Organization Wizard and Organization Properties screens), you can
should take the following steps:

= Editthe Security. properti es file. This step is described in this section.

= Enable the MailHostStorePlugin. This step is described in the following
section, Adding Plug-ins for Delegated Administrator.

The Security. properti es file lets you customize the Delegated Administrator
Console for all or for individual roles.
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The Security. properti es file is located in the directory
da_base/ da/ VEB- | NF/ cl asses/ comi sun/ commi da/ r esour ces

To remove the Preferred Mail Host from the Console, add the lines shown below to
the Security. properties file:

Renmove Preferred Mail Host fromU
. NewQr gani zat i onPage6. Pr ef err edMai | Host Propert y=I NVI S| BLE
. NewQr gani zat i onSummar yPage. Pr ef er r edMai | Host Surmar yPr opert y=I NVl SI BLE
. OrgProperties. Mai | Host Name=I NI S| BLE
. OrgProperties. Mai | Host NameText =I NVI SI BLE
. OrgProperties. Mai | Host Val ue=l NVl Sl BLE

* * * * * F

CAUTION: You may add lines to this file for your own customization, but do not
edit the lines already present. Editing existing lines could result in exceptions being
thrown on the Console.

The properties in the file are of the form: Security El enent Name=Perm ssion

A Security Element Name is of the form:
Rol e Nane. Cont ai ner Vi ew Name. Consol e El enent Name

A Security Element specifies the Console element and role for which the
permission is being defined. If you do not know an element name, view the source
of a page to match the name on the page to the Console element you are interested
in.

The names on the page are fully qualified names. You need to pick up only the last
two elements of the name, which form Cont ai ner Vi ew Narre. Consol e El enent
Nane.

Valid role names for Delegated Administrator are as follows:

“ProviderAdminRole” (SPA) For information about this role, see
Appendix A, “Service Provider Administrator and Service Provider
Organizations.”

“OrganizationAdminRole” (OUA)

“Top-levelAdminRole” (TLA)

“*” (applies a permission to all roles unless it is overridden for a specific role)
A permission must be one of the following strings:
< EDITABLE - indicates that the security element is editable.
< NONEDITABLE - indicates that the security element is read-only.

= VISIBLE - indicates that the security element is visible and read-only.
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INVISIBLE - indicates that the security element is invisible.

Adding Plug-ins for Delegated Administrator

You can customize Delegated Administrator to support the following plug-ins:

Mai | Host St or ePl ugi n

By default, this plug-in is disabled. If no pr ef err ednai | host is supplied when
a business organization is created, an exception will be raised. If the plug-in is
enabled, values from the flat file (described later in this section) will be used
only if the corresponding attribute is absent.

Mai | Domai nRepor t Addr essPl ugi n

Uses the domain value to return the desired DSN address. The default
implementation is to return the string MAI LER- DAEMON@donai n>.

U dPl ugin

Generates a unique id string. The default implementation generates a GUID to
return to the caller.

Vol I nt er nal Logi nPl ugi n

Sets the attribute "vol i nt er nal | ogi n" by using the "vol nai | | ogi n" attribute
value (passed in by the Delegated Administrator console) and the value found
in the vol i nternal | ogi npl ugi nfil e. The form of the vol i nternal | ogi n
attribute is <vol nai | | ogi n val ue>@val ue found in file>. For details about
vol i nternal | ogi npl ugi nfil e, see Additional Flat File Required for Two
Plug-Ins, later in this section.

In the resour ce. properti es file, the attr-1 ogi ni d must be set to
vol mai | | ogi n.

oj ect cl assPl ugi n

Adds the "vol per son" object class to each user created.

Enabling the Plug-Ins

To enable these plug-ins, edit the commtl i servl et resource. properti es file,
located in the following directory:
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da_base/ dat a/ EB- | NF/ cl asses/ sun/ commi cl i / server/servl et/
resour ce. properties

(By default, da_base is / opt / SUN\VWE omm)

The plug-ins are located in the resource. properties filein a section headed as
follows:

HHHHHHHHHH R
# Plugin Configuration #
R

Each has "plugin" as the suffix. The current list |ooks Iike:
j dapi - mai | host st or epl ugi n=di sabl ed

j dapi - mai | host st or epl ugi ncl ass=sun. conmcl i .server.util.Mil Host StorePl ugin
j dapi - mai | host st or epl ugi nfi |l e=/tnp/ mai | host mai | store
j dapi -vol i nt ernal | ogi npl ugi n=di sabl ed
j dapi -vol i nt ernal | ogi npl ugi ncl ass=sun. conmcli.server.util.
Vol I nt ernal Logi nPl ugi n
j dapi -vol i nternal | ogi npl ugi nfile=/tnp/volinternall oginpl ugin
j dapi - obj ect cl asspl ugi n=di sabl ed
j dapi - obj ect cl asspl ugi ncl ass=sun. conm cli.server.util.Cbjectd assPl ugin
j dapi - mai | domai nr eport addr esspl ugi n=enabl ed
j dapi - mai | domai nr epor t addr esspl ugi ncl ass=sun. comm cl i . server.
util. Mail Donmai nReport Addr essPl ugi n
j dapi - ui daut ogener at i onpl ugi n=di sabl ed
j dapi - ui daut ogener at i onpl ugi ncl ass=sun. comm cli.server.util.U dPl ugin

Plug-In Format
Each plug-in has at least two lines, which take the following form:

e jdapi-<nane>pl ugi n=“enabl ed” | “di sabl ed”

e jdapi-<nane>pl ugi ncl ass=sun. commcli.server.util/
<j ava cl ass nane>

To enable a plug-in, change “di sabl ed” to “enabl ed”.

Plug-in classes are supplied for all the plug-ins listed in this section. The classes are
located in the following directory:

da_base/ dat a/ VEEB- | NF/ ¢l asses/ sun/ commi cl i / server/ uti |

You do not need to do anything with these classes.
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Additional Flat File Required for Two Plug-Ins

Two plug-ins, Mai | Host St or ePl ugi n and Vol | nt er nal Logi nPl ugi n, require a flat
file, which is included in a third line for the plug-in. The plug-in reads the value in
the flat file and uses it to set attribute values. If the plug-in is enabled, the file must
be present, or an error will occur.

e jdapi-rmail hoststoreplugin
0 j dapi - nai | host st orepl ugi ni nf=<full file nane>
o file has one line
o value is that for :
o preferrednail host attribute
o preferrednai | nessagestore attribute
o form
0 <mai |l host>: <mai | partion>

« jdapi-volinternall oginplugin
0 jdapi-volinternal | oginpluginfile=<full file nanme>
o file has one line
o value is that for
o right hand side of volinternallogin attribute

Customizing the User Log-In

When you run the Delegated Administrator configure program (conf i g- cormda),
the value you use to log in to Delegated Administrator is set to be a ui d.

For example, if you intend to log in as the TLA, and the TLA’s ui d is ohn. doe, you
would use j ohn. doe to log in to Delegated Administrator.

You can customize Delegated Administrator to enable you to use additional values
for the user log-in. For example, you could add the mail address (nai | ).

How the User Log-In Value Is Set

The confi g- connda program sets this value to ui d with the | ogi nAut h-i dAttr
property in the resource. properti es file, as shown in the following example:

| ogi nAut h- sear chBase=<$r oot Suf fi x>
servi cepackage- cosdef basedn = <$r oot Suf fi x>
| ogi nAut h-i dAttr-1=uid

where <$r oot Suf f i x> is the root suffix in your directory.
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The resour ce. properti es file is located in
[ var/ opt / SU\W¢orm1 VEEB- | NF/ ¢l asses/ sun/ commi cl i / server/servl et/
resource. properties.

Adding a User Log-In Value

You can set additional values for the user log-in by editing the
resource. properti es file.

For example, to enable you to use a mail address (such as j ohn. doe@est a. conj to
log in, you could add the following line to the r esour ce. properti es file;

| ogi nAut h- sear chBase=<$r oot Suf f i x>
servi cepackage- cosdef basedn = <$r oot Suffi x>
| ogi nAut h-i dAttr-1=uid
| ogi nAut h-i dAttr-2=nail

where <$r oot Suf f i x> is the root suffix in your directory.

Note that you must add an increment to the | ogi nAut h-i dAt tr property for each
new value. In this example, a second value is added, so you add - 2 to
| ogi nAut h-i dAttr .

You can add multiple instances of the | ogi nAut h-i dAttr property:

| ogi nAut h-i dAttr-1=uid
| ogi nAut h-i dAttr-2=nai l
|

| ogi nAut h-i dAttr-n=<l ogi n-in val ue>
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Command Line Utilities

The Delegated Administrator command-line utilities enable the administrators to
manage different communication services for users, groups, domains, and
organizations. The command line tool set used to perform bulk operations such as
create, modify, delete, and search on users, groups, domains, and organizations are
discussed in this chapter.

The commands are listed in Table 5-1. This table consists of three columns; the first
column lists the command, the second the description of the command, and the
third lists the type of administrators permitted to execute the command.

The commadm n utility is located in the / opt / SU\¢onmd bi n directory.

Table 5-1  Delegated Administrator Command Line Interfaces

Command Description Permission to Execute*
conmadm n adm n add Grants Organization Top-level Administrator
Administrator privileges to a
user
conmadm n admi n renove Revokes Organization Top-level Administrator
Administrator privileges
from a user
conmadm n adm n search Searches and displays Top-level Administrator,
users who have Organization Administrator
Organization Administrator
privileges
conmadm n dormai n create Creates a domain Top-level Administrator
conmadm n dormai n del ete Deletes a domain Top-level Administrator
comadnm n dormai n nodi fy Modifies a domain Top-level Administrator
comadm n domai n pur ge Purges a domain Top-level Administrator
commadm n donai n sear ch Searches for a domain Top-level Administrator
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Execution Modes

Execution Modes

The command line execution has three possible modes:
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Table 5-1  Delegated Administrator Command Line Interfaces (Continued)

Command

Description

Permission to Execute*

conmadm n group create

conmadm n group del ete

conmmadm n group nodify

conmadm n group search
conmadm n resource create
conmadm n resource nodify

commadm n resource del ete

comadm n resource search

comadm n user create
commadm n user del ete

comadm n user search

conmadm n user nodify

Creates a group

Deletes a group

Modifies a group

Searches for a group

Creates a resource

Modifies a resource

Deletes a resource

Searches for a resource

Creates a user

Deletes a user

Searches for a user

Modifies a user

Top-level Administrator,
Organization Administrator
and Mail list owner

Top-level Administrator,
Organization Administrator
and Mail list owner

Top-level Administrator,
Organization Administrator
and Mail list owner

Anyone

Top-level Administrator,
Organization Administrator

Top-level Administrator,
Organization Administrator

Top-level Administrator,
Organization Administrator

Anyone

Top-level Administrator,
Organization Administrator

Top-level Administrator,
Organization Administrator

Anyone

Top-level Administrator,
Organization Administrator

*This release of Delegated Administrator does not support the Service Provider Administrator’s use of the

conmmadmi n utility.

= Execute with options specified in a file

conmadm n object task -i inputfile

Analyzes inputfile and executes it.

« |nteractive
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Command File Format

The administrator is queried for the remainder of the options and attributes.

= Immediate or shell execution

conmadmi n object task [ options]

Command File Format

The options can be specified within a file, using the -i option.

Within the file, option names are separated from option values by white space. The
option value begins with the first non-white space character and extends to the
end-of-line character. Option sets are separated by blank lines.

The general syntax is:

<opti on name><white space>[ option
<option nane><white space>[ option

<opti on name><white space>[ option
<bl ank Iine>

<opti on name><white space>[ option
<opti on name><white space>[ option

<opti on name><white space>[ option

value, if
value, if

value, if

value, if
value, if

value, if

any]
any]

any]

any]
any]

any]

The option value given in the command line becomes the default for each option
set. Alternatively, these options can be specified for each option set. The value then

overrides any default specified on the command line.
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Following is an example of the format and syntax for the file specified by the -i
option for the conmadni n user add command.

| newuserl
F new

L userl

W secr et

| newuser2
F new

L user2

W secr et

| newuser3
F new

L user3

W secr et

<and so forth...>

Command Descriptions

This section provides descriptions, syntax, and examples of the command line

tools.

Mandatory commadmin Options

The following are the mandatory options used for authenticating the administrator

or the user.

Options Description

- Duserid User ID used to bind to the directory.

- W password Password used to authenticate the userID to the directory.
You may also specify password via a text file, password. t xt .

- N domain The domain the administrator belongs to.
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The Access Manager Host (- X), Access Manager Port (- p), and the default domain
(- n) values are specified during installation and stored in the
cli-userprefs.properties file.

NOTE If the - X, - p and - n options are not specified at the time when an
conmadnmi n command is executed, their values are taken from the
cli-userprefs. properties file.

commadmin admin add

The commadm n admi n add command grants the Organization Administrators
privileges to a user for a particular domain. Only a top-level administrator or an
ISP administrator can execute this command.

Syntax

conmadm n admin add -D login -1 login -n domain -w password - d domain [-h]
[-i inputfile] [-p ISPort] [-X ISHost] [-?] [-s] [-Vv] [-V]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the top-level administrator.

-1 login The user ID of the user to whom you want to grant organization

administrative privileges. The user should be present in the
directory and be a part of the domain specified by the - d option.

- N domain The domain of the top-level administrator. If not specified, default
domain stored in the ¢l i - user pref s. properti es file is used.

- Wpassword The password of the top-level administrator.

- d domain The domain to which you want to grant administrative privileges. If

not specified, the domain specified by the - n option is used.
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The following options are non-mandatory:

Options Description

-i inputfile Reads the command information from a file instead of the command
line.

-p IS Port Use this option to specify an alternate TCP port where the Access

Manager is listening. If not specified, the default IS Port is used, or
Port 80 is used if no default was configured at install time.

- X 1S Host Specify the host on which the Access Manager is running. If not
specified, the default IS Host is used
-h,-? Prints command usage syntax.
-V Prints information about the utility and its version.
-S Use SSL (Secure Socket Layer) to connect to the Access Manager.
-V Enable debugging output.
Examples

The following grants Organization Administrator privileges to the user with the
user ID admi nl.

commadmn admn add -D chris -n sesta.com-w bolton -1 adnminl \
-d florizel.com

The following grants Organization Administrator privileges to the user with the
user ID adm n2 for the domain fl ori zel . com

commadmn add admin -D chris -wbolton -1 admn2 -n varrius.com\
-d florizel.com

commadmin admin remove

The commadm n admi n renove command removes the Organization Administrator
privileges from an existing Organization Administrator. Only a Top-Level
Administrator can execute this command.
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To remove Organization Administrator privileges from multiple users, use the -i

option.
Syntax
conmadm n admn renove -D login -1 login -n domain - w password -d domain name
[-h] [-?] [-i inputfile] [-p ISport] [-X IShost] [-s] [-v] [-M]
Options
The following options are mandatory:
Option Description
- Dlogin The user ID of the top-level administrator.
-1 login The user ID of the user whose administrator privileges need to be
revoked.
- N domain The domain of the top-level administrator.
- Wpassword The password of the top-level administrator.

-d domain name

The domain to which administrator privileges are revoked. If - d is
not specified, the domain specified by - n is used.

The following options are non-mandatory:

Option Description

-h,-? Prints command usage syntax.

-i inputfile Reads the command information from a file instead of the command
line.

-p IS Port Use this option to specify an alternate TCP port where the Access
Manager is listening. If not specified, the default IS Port is used, or
Port 80 is used if no default was configured at install time.

- X IS Host Specify the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.

-S Use SSL (Secure Socket Layer) to connect to the Access Manager.

-V Enable debugging output.

-V Prints information about the utility and its version.
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Example
The following command removes Organization Administrator privileges from the
administrator with user ID adni n5:

commadm n admn renove -D chris -n sesta.com-w bolton -1 admn5 -d test.com

commadmin admin search

The commadm n adni n search command searches and displays a specific or all
Organization Administrators of a domain.

Syntax

conmadm n adm n search -D login -n domain -w password [-1 login] [-d domain]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the user with permission to execute this command.
- N domain The domain of the user specified with the - D option.

- Wpassword The password of the user specified with the - D option.

The following options are non-mandatory:

Option Description

-1 login The user ID of the Organization Administrator searched for. If - | is
not specified or - | is specified with the wildcard operator (-1 \\ * or
-1 **")all Organization Administrators of the domain are
displayed.

- d domain Searches for users who have Organization Administrator privileges
for the specified domain. If - d is not specified, the domain specified
by - nis used.
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Example
To search for all Organization Administrators of the t est. comdomain:

commadm n adm n search -D chris -n sesta.com-w bolton -d test.com

commadmin domain create

The commadm n domai n cr eat e command creates a single domain on the Access
Manager. To create multiple domains, use the -i option.

Syntax

conmadm n donai n create -D login -d domainname-n domain -w password
[- A [ +] attributename: value] [-h] [-?] [-i inputfile] [-o0 organization RDN]
[-p ISPort] [-S] [-Vv] [-V] [-X ISHost]
[-S mail -H preferred mailhost]
[-S cal [-B hackend calendar dataserver] [ - C searchable domains] [-g access control string]
[ - P propertyname[ : value] ] [-R right[: value]] [-T calendar time zone string] ]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the top-level administrator.

- d domain name DNS domain name of the domain that is being created.
- N domain The domain of the top-level administrator.

- Wpassword The password of the top-level administrator.

The following options are non-mandatory:
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Option

Description

- A [+ Jattributename:value

-h, -?

-i inputfile

- 0 organization RDN

-p IS Port

- X IS Host

- Sservice

An attribute to modify. The attributename is defined in the LDAP
schema and the value specified replaces any and all current values
for this attribute in the directory. Repeat this option to modify
multiple attributes at the same time, or to specify multiple values for
the same attribute.

A “+” before the attributename indicates adding the value to the
current list of attributes.

If the action value (+), is not specified, the default action is to add
the existing value.

Prints command usage syntax.

Reads the command information from a file instead of the command
line.

Specifies the organization RDN for the domain. For example,
o=varrius.florizel.com

If this option is not specified then the organization is created under
the 0si suffix, with 0=the name of the domain, 0=0si Suf f i x.

Specifies an alternate TCP port where the Access Manager is
listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

Use SSL (Secure Socket Layer) to connect to the Access Manager.
Enable debugging output.
Prints information about the utility and its version.

Specifies the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Specifies the service or services to be added to the domain.

service can have the value of a single service or multiple services.
The valid service values are nai | and cal . These values are
case-insensitive.

Ifthe - S mai | option is specified, then the - Hoption must be
specified.

Can be listed as a comma-separated list.
For Example:
-S mil, cal

A domain is created with the services mentioned depending on the
value of the particular service definition present in the configuration
file of the Identity Sever.
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Option Description

The following option is only allowed if the - Smai | option is specified:

- Hpreferred mailhost The preferred mail host for the domain. The host must be a fully
qualified host name, for example, mai | host . sesta. com

This option is mandatory if the - S mai | option is specified.

The following options are only allowed if the - Scal option is specified:

- B backend calendar data server Specifies the default backend host assigned to a user or resource in
a domain.

- C searchable domains Specifies the domains to be searched when looking for calendars or
users.

- g access control string Specifies the Access Control List (ACL) for newly created user
calendar.

- P propertyname[:value] Sets values for multi-valued and bit oriented attributes. Refer to
table Table B-1 on page 149 for attributes, their descriptions and
values.

- Rright[:valug] Sets calendar domain attribute i CSAl | OWR ght s. The attribute

holds a bitmap value. See Table B-2 on page 150 for a list of
attributes, their value, and description.

- T calendar time zone string Specifies the time zone ID used when importing files.

See “Calendar Time Zone Strings” on page 151 for a list of the valid
time zone strings.

Example
To create a new domain with mail and calendar services, enter:

commadm n domain create -D chris -d florizel.com-n sesta.com-w bolton \
-Smil,cal -H nailhost.sesta.com

commadmin domain delete

The commadm n domai n del et e command marks a single hosted domain as deleted
from the server. To mark multiple hosted domains as deleted, use the -i option.

The commadm n donai n pur ge command will permanently remove the domain.

To disable Organization Administrators usage of a service like calendar service or
mail service, use the - S option. Here Sis in uppercase.
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Syntax

conmadm n domai n del ete -D login -d domain name-n domain -w password [-h] [-7?]
[-i inputfile] [-p ISPort] [-s] [-S service] [-v] [-V] [-X ISHost]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the top-level administrator.

- d domain name

- N domain

- Wpassword

The DNS domain name that is being deleted. If - d is not specified,
the domain specified by - n is used.

The domain of the top-level administrator.

The password of the top-level administrator.

The following options are non-mandatory:

Option Description

-h,-? Prints command usage syntax.

-i inputfile Reads the command information from a file instead of the command
line.

-p IS Port Specifies an alternate TCP port where the Access Manager is
listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured during installation.

-S Use SSL (Secure Socket Layer) to connect to the Access Manager.

- S service Modifies the value of the specified service status attribute value to
‘deleted’.

Multiple services are separated by a comma. The valid service
values are nai | and cal . These values are case-insensitive.

-V Enable debugging output.

-V Prints information about the utility and its version.

- X IS Host Specifies the host on which the Access Manager is running. If not

specified, the default IS Host is used, or the localhost if no default
was configured at install time.
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Example
To delete an existing domain:

commadm n domain delete -D chris -w bolton -d florizel.com-n sesta.com

To delete just the mail service from the f1 ori zel . comdomain:

commadm n donain delete -D chris -wbolton -d florizel.com-n sesta.com\
-S mil

commadmin domain modify

The commadm n domai n modi fy command modifies attributes of a single domain’s
directory entry. To modify multiple domains, use the -i option.

Syntax

conmadm n domai n modi fy -D login -d domain -n domain -w password
[-A [+ -]attributename: value] [-h] [?] [-i inputfile] [-p ISPort] [-s] [-v] [-VM]
[ - X IS Host]
[-S mai | -H preferred mailhost]
[-S cal [-g accessstring] [-C cross domain search domains] [ - B backend calendar data server]
[ - P [ action] propertyname[ : value] ] [- R propertynamg] : value] ] [- T calendar time zone string] ]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the top-level administrator.

-d domain The DNS domain name to be modified. If - d is not specified, the
domain specified by - n is used.

- N domain The domain of the top-level administrator.

- Wpassword The password of the top-level administrator.
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The following options are non-mandatory:

Option

Description

- A[+ | -]attributename:value

-h,-?

-i inputfile

-p IS port

- X IS Host

- S service

An attribute to modify. The attributename is defined in the LDAP
schema and value replaces any and all current values for this
attribute in the directory. Repeat this option to modify multiple
attributes at the same time, or to specify multiple values for the
same attribute.

A “+" before the attributename indicates adding the value to the
current list of attributes. A “-” indicates removing the value.

If the “-" is used, it must be preceded by two backslashes if the
command is specified on the command line. If the option is provided
within an input file, one backslash must precede the “-” sign.

If the action value (+ or -), is not specified, the default action is to
replace the existing value.

Prints command usage syntax.

Reads the command information from a file instead of the command
line.

Specifies an alternate TCP port where the Access Manager is
listening. If not specified, the default IS port is used, or Port 80 is
used if no default was configured at install time.

Use SSL (Secure Socket Layer) to connect to the Access Manager.
Enable debugging output.
Prints information about the utility and its version.

Specifies the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Adds the specified service or services to the domain during
modification.

The valid service values are mai | and cal . These values are
case-insensitive.

The services listed with the - S option are separated by a comma.

If-S mai | is specified, then the - Hoption must be specified.

When adding a service, the following option is only allowed if the - Smai | option is specified:

- H preferred mailhost

The preferred mailhost for the domain.
This option is mandatory if the - S mai | option is specified.

When adding a service, the following options are only allowed if the - Scal option is specified:

- B backend calendar data server

The default backend host assigned to a user or resource in a
domain.
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Option Description

- C cross domain search domains Specifies the domains to be searched when looking for calendars or
users.

- g access string Specifies the Access Control List (ACL) for newly created user
calendar.

- P [action]propertyname[:valug] Sets the values for multi-valued and bit oriented attributes. Refer to
table Table B-1 on page 149 for the descriptions and values of
propertyname.

- T calendar time zone string Time zone ID used when importing files.

See “Calendar Time Zone Strings” on page 151 for a list of the valid
time zone strings.

- Rpropertyname[:value] Sets calendar domain attribute i CSAl | OWR ght s. The attribute
holds a bitmap value. See Table B-2 on page 150 for a list property
names, their value, and description.

Example
To modify an existing domain:

conmadm n donmai n nodify -D chris -w bolton -n sesta.com-d varrius.com\
-A preferrednai | host:test.siroe.com

commadmin domain purge

The commadm n domai n pur ge command permanently removes all entries or service
of entries that have been marked as deleted. This can include domains, users,
groups, and resources. If a domain is marked as deleted, then all entries and the
services within that domain are removed whether or not those are marked deleted.

As part of periodic maintenance operations, use the commadni n domai n purge
command to remove all entries that have been deleted for a time period that is
longer than the specified grace period.

You can perform a purge at any time by invoking the command manually.

When you invoke the command, the directory is searched and a list of domains is
created whose entries include domains that have been marked for deletion longer
than the specified grace period. The default value for the grace period is initially set
to 10 days at the time of installation.

Chapter5 Command Line Utilites 91



Command Descriptions

If the - d* option is specified, all domains are searched for users and domains that
are marked as deleted. Users that are marked as deleted will be purged from their
domain, but the domain will not be purged unless it is also marked as deleted. If a
domain is marked as deleted, it will be purged along with all users within that
domain.

After a service has been marked as deleted, a utility that removes resources such as
mailboxes or calendars must be run before the service can be purged from the
directory. For mail services, the program is called nsuser pur ge. Refer to the Sun
Java System Messaging Server Administration Reference for information about the
nsuser pur ge utility. For calendar services, the program is cscl ean. Refer to the Sun
Java System Calendar Server Administration Guide for information about the cscl ean

utility.

NOTE The commadni n domai n pur ge command must be run by the Top-level
administrator.

Syntax

conmadm n donai n purge -D login-n domain-w password - d domain [-g grace] [-h]
[-?] [-i inputfile] [-p ISPort] [-s] [-S service] [-v] [-V] [-X ISHost]

Options
The following options are mandatory:
Option Description
- D login The user ID of the top-level administrator.
- N domain Domain of the top-level administrator.
- Wpassword Password of the top-level administrator.
- d domain Purge specified domain. The * operator (- d*) may be used to

search for a pattern.
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The following options are non-mandatory:

Option

Description

-g grace

-h,-?

-i inputfile

-p IS Port

- S service

-V
- X IS Host

Grace period in days before the domain is purged. Domains marked
for deletion for less than grace days will not be purged. A 0 indicates
purge immediately. The default value is read from the configuration
file on the server. At installation time the default value is set to 10
days.

Prints command usage syntax.

Reads the command information from a file instead of the command
line.

Specifies an alternate TCP port where the Access Manager is
listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

Removes service related object classes and attributes from the
domain. If the domain contains users and resources it removes the
service specific data from the directory for these users and
resources.

The list of services is separated by the comma (,) delimiter.

The valid service values are mai | and cal . These values are
case-insensitive.

Use SSL (Secure Socket Layer) to connect to the Access Manager.

Enable debugging output.
Prints information about the utility and its version.

Specifies the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Example

In the following example, the si r oe. comdomain is purged and all entries within
the domain are also removed:

conmadm n donai n purge -D chris -d siroe.com-n sesta. com-w bolton
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commadmin domain search

The commadm n domai n sear ch command obtains all the directory properties
associated with a single domain. To obtain all the directory properties for multiple
domains, use the -i option. When - Sis specified in this command, only the
domains having active specified services are displayed.

Syntax

conmadm n donai n search -D login -n domain -w password [-d domain] [-h] [-7?]
[-i inputfile] [-p ISPort] [-s] [-S service] [-t SearchTemplate] [-v] [-V]

[ - X IS Host]
Options
The following options are mandatory:
Option Description
- Dlogin The user ID of the user with permission to execute this command.
- N domain The domain of the user specified with the - D option.
- W password The password of the user specified with the - D option.

The following options are non-mandatory:

Option Description

- d domain Search for this domain. If - d is not specified or - d* is specified, all
domains are displayed.

-h,-? Prints command usage syntax.

-i inputfile Reads the command information from a file instead of the

command line.

-p IS Port Specifies an alternate TCP port where the Access Manager is
listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

-S Use SSL (Secure Socket Layer) to connect to the Access
Manager.
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Option Description

- S service Specifies the services to be searched in the active domains.

-t

service can have the value of a single service or multiple services.
The valid service values are nai | and cal . These values are
case-insensitive.

The list of services is separated by the comma (,) delimiter.
For Example:
-S mail, cal
Search template Specifies the name of the search templates to be used instead of

the default search templates. Only active domains are displayed
after the search.

-V Enable debugging output.
-V Prints information about the utility and its version.
- X IS Host Specifies the host on which the Access Manager is running. If not

specified, the default IS Host is used, or the localhost if no default
was configured at install time.

commadmin group create

The conmadni n group creat e command adds a single group to the Access Manager.
To create multiple groups, use the -i option.

If a group is created without any members, by default, it is a static group.

NOTE Groups cannot contain both static and dynamic members.

An email distribution list is one type of group. When a message is sent to the group
address, Access Manager sends the message to all members in the group.

Syntax

conmadm n group create -D login -G groupname - n domain -w password
[- A [ +] attributename: value] [-d domain] [-f Idap-filter] [-h] [-?]
[-i inputfile] [-m internal-member] [-p ISPort] [-s] [-v] [-M [-X ISHost]
[-S service [-H mailhost] [-E email] [-M external-member] [-o owner] [-r moderator] ]
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Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the user who has permission to execute this
command.

- N domain The domain of the user specified by the - D option.

- Ggroupname The name of the group (for example, nkt g- i st).

- Wpassword The password of the user specified by the - D option.

The following options are non-mandatory:

Option Description

- A[+ Jattributename:value An attribute to modify. The attributename is defined in the LDAP
schema and value replaces any and all current values for this
attribute in the directory. Repeat this option to modify multiple
attributes at the same time, or to specify multiple values for the
same attribute.

A “+" before the attributename indicates adding the value to the
current list of attributes.

-d domain The fully qualified domain name of the group (for example,
varri us. com. The default is the local domain. If - d is not
specified, the domain specified by - n is used.

-f Idap-filter Creates dynamic groups.

Setup the LDAP filter by specifying an attribute or a combination of
attributes.

Multiple -f commands can be specified to define many LDAP
filters for members of a group.

-h,-? Prints command usage syntax.

-i inputfile Reads the command information from a file instead of the command
line.

- M internal -member User ID of the internal members added to this group. To add more

than one member, use multiple - moptions.
This options should be used to create static groups.
-p IS Port Specifies an alternate TCP port where the Access Manager is

listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.
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Option Description

- X IS Host Specifies the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.

-S Use SSL (Secure Socket Layer) to connect to the Access Manager.
-V Enable debugging output.

-V Prints information about the utility and its version.

- S service Specifies the services to be added to the Group.

service can have the value of a single service or multiple
services.The valid service values are mail and cal. These values
are case-insensitive.

The list of services is separated by the comma (,) delimiter.
For Example:
-S mil,cal

The following options are only allowed if the - Smai | option is specified:

- H mailhost The mail host to which this group responds (for example,
mai | host . varri us. con). The default is the local mail host.
- E email The email address of the group.
- M external-member User ID of the external members added to this group. To add more

than one member, use multiple - Moptions.

-0 owner The group owner’s email address. An owner is the individual
responsible for the distribution list.

An owner can add or delete distribution list members.

- moderator The moderator’'s email address.

Example
To create a group t est gr oup in the domain sest a. com

conmadm n group create -D chris -n sesta.com-w bolton -G testgroup \
-d sesta.com-m|orca@esta.com-S nail -Machi ko@arrius.com

commadmin group delete

The commadm n group del et e command marks a single group as deleted. To mark
multiple groups as deleted, use the -i option.
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To disable a group’s usage of services such as Calendar Server or Messaging Server
use the - Soption. Here Sis in uppercase.

NOTE In order to permanently remove a group, you must run the
conmadm n donmai n purge command.

Syntax
conmadm n group del ete -D login -G groupname -n domain -w password [ -d domain]
[-h] [-?] [-i inputfile] [-p ISPort] [-s] [-S service] [-v] [-V] [-X ISHost]

Options

The following are mandatory options:

Option Description

- Dlogin The user ID of the user who has permission to execute this
command.

- Ggroupname The name of the group to be marked as deleted. For example,
nktg-1ist.

- N domain The domain of the user specified by the - D option.

- Wpassword The password of the user specified by the - D option.

The following are non-mandatory options:

Option Description

-d domain The domain of the group. If - d is not specified, the domain specified
by the - n option is used.

-h,-? Prints command usage syntax.

-i inputfile Reads the command information from a file instead of the command
line.

-p IS Port Specifies an alternate TCP port where the Access Manager is

listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

-S Use SSL (Secure Socket Layer) to connect to the Access Manager.
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Option Description
- S service Modifies the value of the specified service status attribute value to
‘deleted’.

The services listed with the - S option are separated by a comma.
The valid service values are mai | and cal . These values are
case-insensitive.

-V Enable debugging output.
-V Prints information about the utility and its version.
- X IS Host Specifies the host on which the Access Manager is running. If not

specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Example
To mark the group t est group@arri us. comas deleted:

conmadm n group delete -D chris -n sesta.com-w bolton -G testgroup \
-d varrius.com

The following example marks the mail service for t est gr oup@ar ri us. comas
deleted:

conmadm n group delete -D chris -n sesta.com-w bolton -G testgroup \
-d varrius.com-S il

commadmin group modify

The commadm n group nodi fy command changes the attributes of a single group
that already exists in the Access Manager. To change the attributes of multiple
groups, use the -i option.

A mailing list is one type of group. When a message is sent to the group address,
Access Manager sends the message to all members in the group.
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Syntax

conmadm n group nodi fy -D login -G groupname -n domain -w password
[-A [+ -] attributename: value] [-d domain] [-f [action] Idap-filter] [-h] [-7?]
[-i inputfile] [-m[+-]internal-member] [-p ISPort] [-s] [-v] [-V [-X ISHost]
[-Smail [-0 owner] [-E email] [-H mailhost] [-M external-member] [-r moderator] ]

Options

The following are mandatory options:

Option Description

- Dlogin The user ID of the user with permission to execute this command.
- Ggroupname The name of the group to be modified. For example, nkt g-1i st .
- N domain The domain of the user specified by the - D option.

- Wpassword The password of the user specified by the - D option.

The following are non-mandatory options:

Option

Description

- A[+ | -Jattributename:value

-d domain

An attribute to modify. The attributename is defined in the LDAP
schema and value replaces any and all current values for this
attribute in the directory. Repeat this option to modify multiple
attributes at the same time, or to specify multiple values for the
same attribute.

A “+" before the attributename indicates adding the value to the
current list of attributes. A “-” indicates removing the value. If the “-”
is used, it must be preceded by two backslashes or enclosed in
quotes if the command is specified on the command line. If the
option is provided within an input file, one backslash must precede
the “-" sign.

The domain of the group. If - d is not specified, the domain specified
by the - n option is used.
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Option

Description

- f [action] Idap-filter

-h,-?

-i inputfile

-m [action] internal -member

-p IS Port

-S
-V
-V
- X 1S Host

-S mail

Indicates whether a Idap filter is added to or removed from the
group

A “+" before the Idap-filter indicates that it is to be added to the
existing filters. A “-” indicates removing the existing filter. Type - f - *
to remove all the filters. If the “-” is used, it must be preceded by
two backslashes or enclosed in quotes if the command is specified
on the command line.

If action is not specified, by default the filter is added provided it is
not already present. Otherwise an error message is displayed.

Prints command usage syntax.

Reads the command information from a file instead of the command
line.

Indicates whether to add or remove an internal member.
The value of internal-member is either a mail address or user ID.
An action value of:

+ adds the member to an existing list of internal members.

- removes the member from an existing list of internal
members. If the “-" is used, it must be preceded by two backslashes
or enclosed in quotes if the command is specified on the command
line.

-m* renoves all the internal nenbers.
Specifies an alternate TCP port where the Access Manager is

listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

Use SSL (Secure Socket Layer) to connect to the Access Manager.

Enable debugging output.
Prints information about the utility and its version.

Specifies the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Adds mail service to the group during modification after validating
whether the mail service already exists. If the service exists an error
message is displayed.

The only valid value for - Sis mai | .

The following options are only allowed if the - Snai | option is specified:

-0 owner

The group owner’s email address. An owner is the individual
responsible for the distribution list.

An owner can add or delete distribution list members.
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Option Description

- E email The email address of the group.

- H mailhost The group’s mail host. The default is the local mail host.
- M external -member Adds an external member.

The value of external-member is the user mail address.

- moderator The moderator’s user ID. Type the email address if the moderator is
in a different domain.

The - S mai | option must be specified with this option.

Example
To remove an internal member (j sni t h) from the group t est gr oup within the
domain varrius. com

conmmadm n group nodify -D chris -d varrius.com-Gtestgroup -n sesta.com\
-wbolton -m\\-jsnith

commadmin group search

The commadm n group search command obtains all the directory properties
associated with a single group. To obtain all the directory properties for multiple
groups, use the -i option.

Syntax

conmadm n group search -D login -n domain -w password [-d domain] [-E string]
[-Gstring] [-h] [-?] [-i inputfile] [-p ISPort] [-s] [-S service] [-t searchtemplate]
[-v] [-V] [-X ISHost]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the user with permission to execute this command.
- N domain The domain of the user specified by the - D option.
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Option

Description

- Wpassword

The password of the user specified by the - D option.

The following options are non-mandatory:

Option Description

-d domain The domain of the group to be searched. If - d is not specified, all
domains are searched.

- E string Email address of the group. The wildcard operator (*) may be
used within any part of string.

- Gstring The name of the group to be searched. For example, nkt g-1i st .
If - Gis not specified, all groups in the domain specified by - d are
displayed. The wildcard operator (*) may be used within any part
of string.

-h,-? Prints command usage syntax.

-i inputfile Reads the command information from a file instead of the
command line.

-p IS Port Specifies an alternate TCP port where the IS server is listening. If
not specified, the default IS Port is used, or Port 80 is used if no
default was configured at install time.

-S Use SSL (Secure Socket Layer) to connect to the Access
Manager.

- S service Specifies the service to be searched.

-t Search Template

-V
-V
- X IS Host

The only valid value for service is mai | . This value is
case-insensitive.

For Example:
-S mail
Only groups with active services are displayed.

Specifies the name of the search templates to be used instead of
the default search templates. This is an entry in the directory that
defines the filter for the search. Only active groups are searched
for.

Enable debugging output.
Prints information about the utility and its version.

Specifies the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.
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Example
To search for a group named devel oper s under the si r oe. com domain:

conmadm n group search -D chris -n sesta.com-w password -G devel opers \
-d siroe.com

commadmin resource create

The commadm n resource creat e command creates a directory entry for a resource.

For instructions on creating a resource, see “Creating a Resource.”

Syntax

conmadm n resource create -D login -n domain -w password - u identifier - N name
-0 owner [-A [+] attributename: valug] [-c calendar identifier] [- C DWPHost]
[-d domainname] [-h] [-?] [-i inputfile][-p ISPort] [-s] [-T timezone] [-v]
[-V] [-X ISHost]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the user with permission to execute this command.
- N domain Domain of the user specified with the - D option.

- Wpassword Password of the user specified with the - D option.

- U identifier Resources’ unique identifier.

This identifier value should be unique within the domain namespace
or within all the users and resources the calendar manages in the
calendar mode.

If the - C option is not specified, the identifier specified by the - u
option is used as the calendar identifier.

- N name Friendly name used to display the resource in the calendar GUI.

- 0 owner Owner of the resource. This user ID must exist under the domain in
which the resource is created.
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The following options are non-mandatory:

Option

Description

- A[+ ] attributename:value

- C calendar identifier

- C DWPHost

-d domain name

-h,-?

-i inputfile
-p IS Port
-S

- T time zone
-V

-V

- X IS Host

An attribute to modify. The attributename is defined in the LDAP
schema and value replaces any and all current values for this
attribute in the directory. Repeat this option to modify multiple
attributes at the same time, or to specify multiple values for the
same attribute.

A “+” before the attributename indicates adding the value to the
current list of attributes.

Identifier for this resource's calendar.

The identifier value should be unique throughout all the calendars
managed by the Calendar Server

The DNS name of the back end calendar server which hosts this
user's calendars.

If the DNS name of the backend calendar server is not specified,
the value stored in the i ¢s. conf file of the server is used as the
default value.

Domain of the resource. If - d is not specified, the domain specified
by - nis used.

Prints command usage syntax.

Reads the command information from a file instead of the command
line.

Specifies an alternate TCP port where the Access Manager is
listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

Use SSL (Secure Socket Layer) to connect to the Access Manager.

The time zone used to display the resource's calendar in the
calendar’s user interface.

See “Calendar Time Zone Strings” on page 151 for a list of the valid
time zone strings.

Enable debugging output.
Prints information about the utility and its version.

Specifies the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.
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Example
To create a resource with Name pet er in the calendar cal . si roe. comunder the
domain varrius. com

commadm n resource create -D chris -n sesta.com-w bolton -0 ownerid \
-d varrius.com-u id -N peter -C cal.siroe.com

Creating a Resource

A resource consists of two data descriptions: a directory entry and a calendar in the
Calendar Server database. The directory entry has an attribute, i csCal endar,
whose value is the name of the calendar associated with the resource.

You can create a resource with the two data descriptions, using either of the
following methods:

= Use the csresour ce utility, which creates a directory entry and a calendar.
Please note the following:

o You must specify the same owner in csresour ce as in commadm n resour ce
creat e. The owner is specified with the - 0 option in both commands.

o The value for the name of the resource (after the cr eat e command in
csresour ce) must be the same value used for the - u option in comadm n
resource create.

< Use commadm n resource creat e to create a directory entry and use the cscal
utility to create a calendar. For example:

a. Use commadm n resource creat e to create a directory entry:

conmadm n resource create -D amadnin -w anpassword -n blink. sesta.com\
-X blink -p 5555 -d varrius.com-o0 testl -u resourcete -N firstResource

The directory entry is as follows:

dn: ui d=resour ceONE, ou=Peopl e, o=varri us, o=donai nr oot
uid: resrouceONE

obj ect d ass: icsCal endar Resour ce

objectd ass: top

cn: firstResource

icsStatus: active

i csCal endar: testl@arrius.comresourcene
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b. Usecscal to create a calendar:
cscal -Dvarrius.com-o0 testl -n firstResource create resourceOne
The calendar description from the cscal listis:
test1l@arrius. comresourceOne: owner=testl@arrius.com status=enabl ed
You can now log in as any user and invite the resource to an event.

See the “Calendar Server Command-Line Utilities” in the Sun Java System Calendar
Server Administration Guide for detailed descriptions of the csresour ce and cscal
utilities.

commadmin resource delete

The commadni n resour ce del et e command marks the resource as deleted.

NOTE To permanently remove the resource, run the conmadni n domai n
pur ge command.

Syntax
conmadm n resource del ete -D login -u identifier - n domain -w password [ -d domainname]
[-h] [-?] [-i inputfile] [-p ISPort] [-s] [-v] [-V] [-X ISHost]
Options
The following options are mandatory:
Option Description
- Dlogin The user ID of the user with permission to execute this command.
- N domain Domain of the user specified with the - D option.
- Wpassword Password of the user specified with the - D option.
- U identifier Resource’s unique identifier
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The following options are non-mandatory:

Option Description

-d domainname Domain of the resource. If - d is not specified, the domain specified
by - nis used.

-h,-? Prints command usage syntax.

-i inputfile Reads the command information from a file instead of the command
line.

-p IS Port Specifies an alternate TCP port where the Access Manager is

listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

-S Use SSL (Secure Socket Layer) to connect to the Access Manager.
-V Enable debugging output.

-V Prints information about the utility and its version.

- X IS Host Specify the host on which the Access Manager is running. If not

specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Example
To mark a resource as deleted:

commadm n resource delete -D chris -n sesta.com-w bolton -u bill 023

commadmin resource modify

The commadni n resource nodi fy command modifies the resource.
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Syntax

conmadm n resource nmodify -D login -n domain -w password - u identifier
[- A [+ -] attributename: value] [-d domainname] [-h] [-?] [-i inputfile]
[-N name] [-p ISPort] [-s] [-T timezong] [-v] [-V] [-X ISHost]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the user with permission to execute this command.
- N domain Domain of the user specified with the - D option.

- Wpassword Password of the user specified with the - D option.

- U identifier Resources's unique identifier.

The following options are non-mandatory:

Option Description

- A[+ | -Jattributename:value An attribute to modify. The attributename is defined in the LDAP
schema and value replaces any and all current values for this
attribute in the directory. Repeat this option to modify multiple
attributes at the same time, or to specify multiple values for the
same attribute.

A “+” before the attributename indicates adding the value to the
current list of attributes. A “-” indicates removing the value.

If the “-" is used, it must be preceded by two backslashes if the
command is specified on the command line. If the option is provided
within an input file, one backslash must precede the “-” sign.

-d domainname Domain of the resource. If - d is not specified, the domain specified
by - nis used.

-h,-? Prints command usage syntax.

-i inputfile Reads the command information from a file instead of the command
line.

- N name Common name used to display the resource in the calendar user
interface.

-p IS Port Specifies an alternate TCP port where the Access Manager is

listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.
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Option Description

-S Use SSL (Secure Socket Layer) to connect to the Access Manager.

- T time zone The time zone used to display resource's calendar in the calendar
GUI.

See “Calendar Time Zone Strings” on page 151 for a list of the valid
time zone strings.

-V Enable debugging output.
-V Prints information about the utility and its version.
- X IS Host Specifies the host on which the Access Manager is running. If not

specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Example

To modify a resource with the unique identifier bi | | 023 with a new common name
bj ones:

conmadm n resource nmodify -D chris -n sesta.com-w bolton -d test.com\
-u bil1023 -N bjones

commadmin resource search

The commadni n resour ce sear ch command searches for a resource.

Syntax

conmadm n resource search -D login -n domain -w password [-d domain] [-h] [-?]
[-i inputfile] [-N string] [-p ISPort] [-s] [-t SearchTemplate] [-u string] [-V] [-V]
[ - X IS Host]
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Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the user with the permission to execute this
command.

- N domain Domain of the user specified with the - D option.

- W password Password of the user specified with the - D option.

The following options are non-mandatory:

Option Description

- d domain Domain of the resource. Search is performed only in the domain. If
- d is not specified or - d* is specified, then all domains are
searched.

-h,-? Prints command usage syntax.

-1 inputfile Reads the command information from a file instead of the command
line.

- Nstring Enter the resource’s common name. The wildcard operator (*) may
be used within any part of string.

-p IS Port Specifies an alternate TCP port where the Access Manager is
listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

-S Use SSL (Secure Socket Layer) to connect to the Access Manager.

-t Search Template

- U string

Specifies the name of the search templates to be used instead of
the default search templates. This is an entry in the directory that
defines the filter for the search. Only active resources are searched
for.

The resource identifier specified must be unique for the domain
namespace or for all the users and resources the calendar
manages.

The wildcard operator (*) may be used within any part of string.

If the identifier is not specified or - | * is specified all resources are
displayed during the search.

Enable debugging output.

Prints information about the utility and its version.
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Option Description

- XIS Host Specify the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Example
To search for a resource ar abel | a in the domain sest a. com

commadm n resource search -D serviceadmn -w serviceadmn -n sesta.com\
-d sesta.com-u arabel la

commadmin user create

The commadm n user create command creates a single user in the Access Manager
system. To create multiple users, use the -i option.

Syntax

conmadm n user create -D login-F firstname -n domain -L lastname -1 userid
-w password - W password [ - A [ +] attributename: valug] [-d domain]
[-1 initia] [-h] [-?] [-i inputfile] [-p ISPort] [-s] [-v] [-V] [-X ISHost]
[-Smail [-E email] [-H mailhost] ]
[-S cal [-B DWPHost] [-E email] [-k calid type] [-J First Daylof Week] [-T time zone]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the user with permission to execute this command.
- F firstname The user’s first name; must be a single word without any spaces.
- N domain The domain of the user specified with the - D option.

- | userid The user’s login name.

- Wpassword The password of the user specified with the - D option.

- W password The password of the user that is being created.

You may also specify password via a text file, password. t xt .
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Option

Description

- L lastname

The User’s lastname.

The following options are non-mandatory:

Option

Description

- A [+ Jattributename:value

-d domain
-i inputfile
-1 initial

-h,-?

-p IS Port

- X IS Host

- S service

An attribute to modify. The attributename is defined in the LDAP
schema and value replaces any and all current values for this
attribute in the directory. Repeat this option to modify multiple
attributes at the same time, or to specify multiple values for the
same attribute.

A “+” before the attributename indicates adding the value to the
current list of attributes.

Domain of the user. If - d is not specified, the domain specified by
-Nis used.

Reads the command information from a file instead of the command
line.

User's middle initial.
Prints command usage syntax.

Specifies an alternate TCP port where the Access Manager is
listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

Use SSL (Secure Socket Layer) to connect to the Access Manager.

Enable debugging output.
Prints information about the utility and its version.

Specifies the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Adds the specified service to the user during creation. service can
have the value of a single service or multiple services. The valid

service values are mai | and cal . These values are case-insensitive.

The list of services is separated by the comma (,) delimiter.
For Example:

-Smil,cal

The following options are only allowed if the - Smai | option is specified:

- E email

- Hmailhost

The email address of the user.

The mail host of the user.
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Option Description

The following options are only allowed if the - S cal option is specified:

- B DWPHost DNS name of the back end calendar that hosts the user’s calendar.
-E email The email address of the calendar user.
-J First Day of Week First day of the week shown when the calendar is displayed in the

calendar server user interface. The valid values are 0-6 (0 is
Sunday, 1 is Monday, and so on).

- k calid_type Specifies the type of calendar id that is created. The accepted
values are | egacy and host ed. If -k | egacy is specified, only the
calendar id is used (for example, j snith). If -k host ed is specified,
the calendar id plus domain is used (for example,

j smth@est a. com.

If the - k option is not specified, the default is to use the calendar id
plus domain (host ed).

You can set the value of the calendar id type that is created if the - k
option is not specified. To do so, add the following parameter to the
resour ce. properti es file:

swi t ch- cal t ype=val ue
where val ue is “host ed” | “l egacy”.
The resour ce. properti es file is located in the following directory:

da_base/ dat a/ WEB- | NF/ cl asses/ sun/ conmi cl i / server/servl et/
resource. properties

-T time zone The time zone in which the user’s calendar is displayed.

See “Calendar Time Zone Strings” on page 151 for a list of the valid
time zone strings.

Example
To create a new user, smth, enter:

conmadm n user create -D chris -n sesta.com-w secret -F smth -1 john\
-L major -Wsecret -S mail -H mailhost.siroe.com

commadmin user delete

The commadm n user del et e command marks a single user as deleted. To mark
multiple users as deleted, use the -i option.
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No undelete utility exists. However, you can use the | dapnodi fy command to
change the status attribute of a user entry to acti ve at any time before the purge
grace period has expired and a purge is set to run against the entry.

The process of removing a user involves three steps:
1. Mark the user as deleted by running the commadm n user del et e command.
2. Remove resources from the user.

A resource can be a mailbox or a calendar. For mail services, the program is
called nsuser pur ge. Refer to the Sun Java System Messaging Server
Administration Reference for information about the nsuser pur ge utility. For
calendar services, the program is cscl ean. Refer to the Sun Java System
Calendar Server Administration Guide for information about the cscl ean utility.

3. Permanently remove the user, by invoking the conmadnmi n domai n purge
command.

Syntax

conmadm n user del ete -D login-n domain-1 login name -w password [-d domain]
[-h] [-?] [-i inputfil] [-p ISPort] [-s] [-S service] [-v] [-V] [-X ISHost]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the user with the permission to execute this
command.

- N domain The domain of the user specified with the - D option.

- Wpassword The password of the user specified with the - D option.

-1 userid The user ID of the user to be deleted.

The following options are non-mandatory:

Option Description

-d domain Domain of the user. If - d is not specified, the domain specified by
-Nis used.

-h,-? Prints command usage syntax.
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Option

Description

-i inputfile

-p IS Port

-S

- S service

-V
-V
- X IS Host

Reads the command information from a file instead of the command
line.

Specifies an alternate TCP port where the Access Manager is
listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

Use SSL (Secure Socket Layer) to connect to the Access Manager.

Specifies the services to be removed from the user. The user
remains active, but only the specified services are deactivated. If - S
is not specified, then the user is deleted.

service can have the value of a single service or multiple services.
The valid service values are mai | and cal . These values are
case-insensitive.

The list of services is separated by the comma (,) delimiter.
For Example:

-S mil,cal

Enable debugging output.

Prints information about the utility and its version.

Specifies the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Example

To mark an existing user as deleted:

commadm n user delete -D chris -n sesta.com-w bolton -1 smth

To delete the mail services only from user sni t h:

commadm n user delete -D chris -n sesta.com-w bolton -1 smth -S nail
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commadmin user modify

The commadm n user nodi fy command modifies attributes of a single user’s
directory entry. To modify multiple user, use the -i option.

Syntax

conmadm n user nodi fy -D login-n domain -1 userid - w password
[- A [+ -] attributename: value] [-d domain] [-h] [-?] [-i inputfile] [-p ISPort] [-s]
[-v] [-M [-X ISHost]
[-S mail -H mailhost [-E email] ]
[-Scal [-B DWPHost] [-E email] [-k calid type] [-J FirstDayof Week] [-T timezone] ]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the user with permission to execute this command.
- N domain Domain of the user specified with the - D option.

- Wpassword The password of user specified with the - D option.

- | userid User’s login ID.

The following options are non-mandatory:

Option

Description

- A[+ | -Jattributename:value An attribute to modify. The attributename is defined in the LDAP

schema and value replaces any and all current values for this
attribute in the directory. You can repeat this option to modify
multiple attributes at the same time, or to specify multiple values for
the same attribute.

A “+" before the attributename indicates adding the value to the
current list of attributes.

A “-" indicates removing the value.

If the “-" is used, it must be preceded by two backslashes if the
command is specified on the command line. If the option is provided
within an input file, one backslash must precede the “-” sign.

-d domain Domain of the user or group. If - d is not specified, the domain

specified by - n is used.
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Option Description

-h,-? Prints command usage syntax.

-i inputfile Reads the command information from a file instead of the command
line.

-p IS Port Specifies an alternate TCP port where the Access Manager is

listening. If not specified, the default IS Port is used, or Port 80 is
used if no default was configured at install time.

-S Use SSL (Secure Socket Layer) to connect to the Access Manager.
-V Enable debugging output.

-V Prints information about the utility and its version.

- X IS Host Specifies the host on which the Access Manager is running. If not

specified, the default IS Host is used, or the localhost if no default
was configured at install time.

- S service Adds the specified services to the user after validating whether the
user has the service specified with - S option.If the user already
has the service an error message is displayed.

services can have the value of a single service or multiple services.
The valid service values are nai | and cal . These values are
case-insensitive.

The list of services is separated by the comma (,) delimiter.
For Example:
-S mil,cal
The following options are only allowed if the - Smai | option is specified:
- E email Specifies the email address of the user.
- Hmailhost The mail host of the user.
This option is mandatory if the - S mai | option is specified.
The following options are only allowed if the - S cal option is specified:

- B DWPHost Specifies the DNS name of the backend calendar server that hosts
this user’s calendars.

Note: This attribute can only be added and cannot be modified if it
already exists.
- Eemail Specifies the email address for the calendar user.

-J First Day of Week The first day of the week shown when the calendar is displayed in
the calendar server user interface. The valid values are 0-6 (0 is
Sunday, 1 is Monday, and so on).
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Option

Description

-k calid_type Specifies the type of calendar id that is created (when adding the

calendar service). The accepted values are | egacy and host ed. If
-k 1 egacy is specified, only the calendar id is used (for example,

jsmth). If -k host ed is specified, the calendar id plus domain is

used (for example, j sm t h@est a. con).

If the - k option is not specified, the default is to use the calendar id
plus domain (host ed).

You can set the value of the calendar id type that is created if the - k
option is not specified. To do so, add the following parameter to the
resour ce. properti es file:

swi t ch- cal t ype=val ue
where val ue is “host ed” | “I egacy”.
The resour ce. properti es file is located in the following directory:

da_base/ dat a/ WEB- | NF/ ¢l asses/ sun/ commi cl i / server/ servl et/
resour ce. properties

-T time zone A user’s calendar is displayed in this time zone.

See “Calendar Time Zone Strings” on page 151 for a list of the valid
time zone strings.

Example
To following example adds a mail service for the user sm th;

conmadm n user nodify -D chris -n sesta.com-w bolton -1 smth \
- A description:"new description" -S nail -H nailhost.siroe.com

In this example, a mail forwarding address is added for user sm t h;

conmadm n user nodify -D chris -n sesta.com-w bolton -1 smth \
- A +mai | f orwar di ngaddr ess: t sm t h@i r oe. com

commadmin user search

The commadm n user sear ch command obtains all the directory properties
associated with a single user. To obtain all the directory properties for multiple
users, use the -i option. Only active users are displayed after a search.
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Syntax

conmadm n user search -D login -n domain -w password [-d domain] [-E string]
[-Fstring] [-h] [-?] [-i inputfile] [-L string] [-1 string] [-p ISPorf] [-s]
[-S service] [-t SearchTemplate] [-v] [-V] [-X ISHost]

Options

The following options are mandatory:

Option Description

- Dlogin The user ID of the user with permission to execute this command.
- N domain The domain of the user specified with the - D option.

- W password The password of the user specified with the - D option.

The following options are non-mandatory:

Option Description
-d domain The domain of the user. The user is searched only in the specified
domain.

If - d is not specified, all domains are considered for the search.

- E string Searches for user’s mail address. The wildcard operator (*) may
be used within any part of string.

- F string Searches for user’s first name. The wildcard operator (*) may be
used within any part of string.

-h,-? Prints command usage syntax.

-i inputfile Reads the command information from a file instead of the

command line.

- L string Searches for user’s last name. The wildcard operator (*) may be
used within any part of string.

-| string Searches for user’s login name. The wildcard operator (*) may be
used within any part of string.

-p IS Port Use this option to specify an alternate TCP port where the Access
Manager is listening. If not specified, the default IS Port is used, or
Port 80 is used if no default was configured at install time.

-S Use SSL (Secure Socket Layer) to connect to the Access
Manager.
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Option

Description

- S service

-t Search template

Specifies the services to match in the user search.

services can have the value of a single service or multiple services.
The valid service values are mai | and cal . These values are
case-insensitive.

The list of services is separated by the comma (,) delimiter.

For Example:

-S mail, cal

Specifies the name of the search templates to be used instead of
the default search templates. This is an entry in the directory that

defines the filter for the search. Only active users are searched
for.

-V Enable debugging output.

-V Prints information about the utility and its version.

- X IS Host Specifies the host on which the Access Manager is running. If not
specified, the default IS Host is used, or the localhost if no default
was configured at install time.

Example

The following example searches for users in the varri us. comdomain:

commadm n user search -D chris -w bolton -d varrius.com-n sesta.com
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Service

Appendix A

Service Provider Administrator and
Service Provider Organizations

The Delegated Administrator console provides a new administrator role, the
Service Provider Administrator (SPA), as well as new types of organizations that
can be created in the directory.

This appendix describes the following topics:

= Service Provider Administrator

= Organizations Managed by the Service Provider Administrator

= Creating a Provider Organization and Service Provider Administrator
= Sample Service-Provider Organization Data

This appendix describes the Service Provider Administrator role and the new
organization types and explains how to create them in Delegated Administrator.

Provider Administrator

The Delegated Administrator console lets you delegate administrative tasks to a
new role, the Service Provider Administrator (SPA), who can create and manage
new types of subordinate organizations.

The SPA’s scope of authority lies between that of the Top-Level Administrator
(TLA) and the Organization Administrator (OA).

With the SPA, you can create a three-tiered administrative hierarchy, as described
in Three-Tiered Hierarchy in Chapter 1, “Delegated Administrator Overview.”
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This second level of delegation can ease the management of a large customer base
supported by a large LDAP directory. For example, an ISP may offer services to
hundreds or thousands of small businesses, each of which requires its own
organization. Each day, dozens of new organizations might have to be added to the
directory.

If you used a two-tiered hierarchy, the TLA would have to create all these new
organizations. Now the TLA can delegate these tasks to SPAs.

The SPAs can create subordinate organizations for new customers and assign OAs
to manage users in those organizations.

Figure A-1 shows a logical view of a sample three-tiered organizational hierarchy.

Figure A-1 Directory Using a Service Provider Administrator: Logical View

m (root suffix)

/\l/\/

VIS

Provider Organization
(Domain is siroe.com)

DEF
Shared Organization

(Domain is siroe.com)

userl (SPA)
user2 (OA1)
user3

HIJ
Shared Organization

(Domain is siroe.com

' userd (OA2) :
. users :
' user6 !

SESTA
Full Organization

(Domain is sesta.com)

..................

* userl (OA3) ;
. user2 )
' user3 X

The example in Figure A-1 shows one provider organization. However, a directory
can contain multiple provider organizations.

In this example, administrative tasks are delegated as follows:

= The SPA has the authority to manage the VIS provider organization and all

organizations under it. The SPA role is assigned to user 1 in the DEF

organization.
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= The Organization Administrator named OA1 manages DEF, a shared
organization. This OA role is assigned to user 2 in the DEF organization.

< OA2 manages HIJ, a shared organization. This OA role is assigned to user4 in
the HIJ organization.

< OA3 manages SESTA, a full organization. This OA role is assigned to user 1 in
the SESTA organization.

SESTA is a full organization and has its own unique namespace. user1in
SESTA (in the sest a. comdomain) has a unique user ID.

For definitions of provider and subordinate organizations, see Organizations
Managed by the Service Provider Administrator.

Service Provider Administrator Role

The SPA can perform the following tasks:

= Create, delete, and modify shared and full organizations in the provider
organization in which the SPA has administrative authority.

In the example shown in Figure A-1, the SPA for the VIS provider organization
can

o Modify or delete the DEF, HIJ, and SESTA organizations
o Create additional organizations under the VIS provider organization.

= Create, delete, and modify users in any organization under the provider
organization.

= Assign OA roles to users.

For example, in the sample organization shown in Figure A-1, the SPA could
assign an OA role to user 2 in the SESTA organization. user 2 could then
manage users in the SESTA organization.

The SPA also can remove the OA role from a user.

= Assign the SPA role to other legitimate users under the provider organization
(and remove the SPA role).

= Allocate Class-of-Service packages to organizations.

For information about Class-of-Service packages, see Service Packages in
Chapter 1, “Delegated Administrator Overview.”
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The SPA can assign specified types of Class-of-Service packages to an
organization and determine the maximum number of each package that can be
used in that organization.

For example, the SPA could assign the following Class-of-Service packages:
o Inthe DEF organization:

1,000 gol d packages
500 pl ati num packages

o Inthe HIJ organization:

2,500 topaz packages
500 pl ati num packages
500 eneral d packages

1,000 ruby packages

o Inthe SESTA organization:

2,000 silver packages
1,500 gol d packages
100 pl ati num packages

The SPA can use the Delegated Administrator console to perform these tasks. In
this release, the Delegated Administrator utility does not include command
options to perform these tasks.

NOTE The TLA can modify or delete any existing shared organization or
full organization. The TLA also can manage users in those
organizations.

The TLA can remove the SPA role from a user but cannot assign the
SPA role through the console. For a list of constraints in this release
of Delegated Administrator, see Considerations for This Release.

For a complete description of the administrative tasks performed
by the TLA, see Administrator Roles and the Directory Hierarchy in
Chapter 1, “Delegated Administrator Overview.”

Assigning the SPA Role to a User

The SPA role must be assigned to a user in an organization designated for SPAs
and subordinate to the provider organization that the SPA will manage.

In the example shown in Figure A-1, assume you need to create an SPA for the
provider organization named VIS. You could assign the SPA role to user 1 in the
organization DEF.
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The SPA must reside in a subordinate organization because a provider
organization node does not contain any users.

Thus, before a provider organization can be managed by an SPA, at least one
organization must be created under it. This organization should be designated to
hold users who are assigned the SPA role. For more information, see Creating a
Provider Organization and Service Provider Administrator, later in this appendix.

Considerations for This Release

In this release of Delegated Administrator, you cannot use the Delegated
Administrator console or utility to create an SPA or a provider organization.

To create an SPA or provider organization, you must manually modify the custom
service-provider template, da. provi der. skel eton. I di f.

For instructions on using the custom service-provider template to perform these
tasks, see and Creating a Provider Organization and Service Provider
Administrator, later in this appendix.

Organizations Managed by the Service Provider
Administrator

The SPA can create, modify, and delete the following types of organizations that
are subordinate to the SPA’s provider organization:

< Full Organization
= Shared Organization

The provider organization, full organization, and shared organization are
described in the sections that follow.

Provider Organization

A provider organization is a node in the LDAP directory that logically contains full
organizations and shared organizations. The provider organization node has
attributes that allow the SPA to manage subordinate organizations.
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In the LDAP directory, a provider organization must be located under a mail
domain. For an example, see Sample Service-Provider Organization Data, later in
this appendix.

A provider organization cannot contain user entries. Instead, users are provisioned
in the organizations created under the provider organization.

A provider organization stores directory information about the organizations
created under it. For example:

= Whether the provider organization can contain shared organizations, full
organizations, or both

= Domain names that can be used by the shared organizations created under this
provider organization

= The types and number of Class-of-Services packages available to the
organizations created under this provider organization

= The organization designated to be the home of the SPA for the provider
organization.

Full Organization

A full organization has the following characteristics:
= Itis subordinate to the provider organization and is created by the SPA.
= Users can be provisioned in a full organization.

In the example shown in Figure A-1, user 2 belongs to the sest a. comdomain
and has a mail address of user 2@est a. com

= Asafull organization, it has its own domain that no other organization can
share, and it has its own unique namespace.

In the example shown in Figure A-1, the full organization, SESTA, has the
domain name sest a. com

Shared Organization

A shared organization has the following characteristics:
< Itissubordinate to the provider organization and is created by the SPA.

= Users can be provisioned in a shared organization.
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In the example shown in Figure A-1, user 5 belongs to the si r oe. comdomain
and has a mail address of user 5@i r oe. com

= It uses one or more of the shared domain names from the list provided by the
provider organization.

In the example shown in Figure A-1, the shared organization DEF uses the
domain name si r oe. com

= Other shared organizations can share the domain name used by this
organization.

In the example shown in Figure A-1, both the DEF and HIJ organizations
belong to the si roe. comdomain.

= Asshared organization does not have a unique namespace.

Creating a Provider Organization and Service
Provider Administrator

In this release of Delegated Administrator, you must use the custom
service-provider template (da. provi der. skel et on. | di f) provided by Delegated
Administrator to create your own provider organizations and SPAs.

NOTE You also can install a sample provider organization (with
subordinate organizations) and a sample SPA in your directory
when you run the Delegated Administrator configuration program.
You do this by choosing to Load Sample Organizations in the
configuration program.

However, the sample organization template (da. sanpl e. data. | di )
is meant to be used as an example, not as a template for creating
your own provider organizations. For details about this example,
see Sample Service-Provider Organization Data, later in this
appendix.

Once you have created a provider organization and an SPA, the SPA can log into
the Delegated Administrator console, create and manage subordinate
organizations, and assign the SPA role to other users in the SPA’s organization.
However, these SPAs can only manage the same provider organization.
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To create another provider organization and an SPA to manage it, you should use
the custom service-provider template again.

This section contains the following topics:

Entries Created by the Template shows an example of the organizations
created when an edited copy of the template is installed in the directory.

Information Needed to Create a Provider Organization, Subordinate
Organization, and SPA defines the parameters in the template required to
create a provider organization, a subordinate shared organization, and an SPA.

Steps for Creating a Provider Organization and Service Provider
Administrator explains how to edit the template and install the information in
your directory.

Custom Service-Provider Template is a listing of the template.

Entries Created by the Template

When you install your edited copy of the custom service-provider template in the
directory, the following entries are created:

A provider organization
A subordinate shared organization designated to hold the SPA user
One user in the subordinate organization to whom the SPA role is assigned

A placeholder node under which full organizations can be created. These full
organizations will be managed by the SPA for this provider organization.

Figure A-2 shows an example of the entries created by installing the template. It is
a Directory Information Tree (DIT) view of the organizations.

Figure A-2 is only an example. Your organization names, SPA user name, and DIT
structure should be specific to your own installation.
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Creating a Provider Organization and Service Provider Administrator

re A-2 Custom Service-Provider Template: Directory Information Tree View

o=usergroup

o=siroe.com 0=MyProviderOrgDomainsRoot

o=MyProviderOrg

0=MySPAUserOrg

ou=People

Nodes in the Sample Installed Custom Service-Provider Template

The

nodes in the example shown in Figure A-2 are as follows:

o=user group - The root suffix for user/group data.

o=si r oe. com- The mail domain used by the provider organization.
0=M/Pr ovi der O g - The provider organization node.

o=MySPAUser Or g - The subordinate shared organization designated to hold the
provider organization users, including the user assigned the SPA role.

ou=peopl e - The standard LDAP organization unit required for containing
users.

ui d=user 1 - The uid of the user in the MySPAUserOrg organization who is
assigned to be the SPA.

0=M/Pr ovi der O gDonai nsRoot - The placeholder node for holding full
organizations subordinate to the MyProviderOrg provider organization.
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Information Needed to Create a Provider
Organization, Subordinate Organization, and
SPA

To create a provider organization, one subordinate organization, and an SPA, you
need to replace parameters in the custom service-provider template with
information specific to your installation.

As you read about these parameters, you can look at a listing of the
da. provi der. skel et on. | di f shown in Custom Service-Provider Template. Or
open the actual Idif file, located in the following directory:

da_base/li b/ config-tenpl ates

For definitions of the attributes associated with these parameters, see “Chapter 5:
Classes and Attributes Used by Communications Services Delegated
Administrator (Schema 2)” and “Chapter 3: Attributes” in the Sun Java System
Communications Services Schema Reference.

Parameters Defining the Provider and Subordinate Organization

To create a provider organization and subordinate organization, edit the following
parameters:

= ugl dapbasedn
Root suffix of user/group data in your directory.
Examples:
o=user gr oup
dc=red, dc=i pl anet, dc=com
e nail domain_dn

Complete DN of the mail domain underneath which the provider organization
will be created.

Examples:

0=Si roe. com O=uSer gr oup

o=sest a. com o=Shar edDonai nsRoot , 0=Busi ness, dc=r ed, dc=i pl anet, dc=com
e il domain_dn_str

The mail domain DN with all commas (,) replaced by underscores ().
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For example, if the mail domain DN is

o=si r oe. com o=Shar edDonai hsRoot , 0=Busi ness, dc=r ed, dc=i pl anet, dc=com
The mail domain DN string will be

0=si r oe. com o=Shar edDomai hsRoot _o=Busi ness_dc=r ed_dc=i pl anet _dc=com
provi derorg

Name of the provider organization. The directory node where the provider
organization resides will be given this name.

This parameter is used multiple times in the da. provi der. skel eton. | di f
template.

Examples:

sunProvi der O gDN: o=M/Pr ovi der Or g, 0=si r oe. com o=user gr oup
o=M/Provi derO g

sunBusi nessOr gBase: o=M/Provi der Or gdomai nsroot, o=usergroup
servi cepackage

Name of a Service package that can be assigned to users in the organizations
subordinate to the provider organization. This is a multivalued parameter.

In the “Provider Organization” section of the da. provi der. skel et on. | di f file,
you will see the following attribute:

sunl ncl udeServi ces: <servi cepackage>

For each Service package you want to include in the provider organization,
add one instance of the sunl ncl udeSer vi ces attribute and ser vi cepackage
parameter. Only those Service packages listed here can be assigned to users in
subordinate organizations.

Example:

sunl ncl udeServi ces: gold

sunl ncl udeServi ces: plati num
sunl ncl udeServi ces: ruby

sunl ncl udeServi ces: silver

If you do not use the sunl ncl udeSer vi ces attribute (if you delete the line
containing the servi cepackage parameter), all Service packages in the
directory can be assigned.

donai n_nane
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Domain name that can be assigned to subordinate organizations in the
provider organization. This is a multivalued parameter.

In the “Provider Organization” section of the da. provi der . skel eton. | di f file,
you will see the following attribute:

sunAssi gnabl eDonai ns: <donmai n_nane>

The domain names in the sunAssi gnabl eDonai ns attribute are a subset (some
or all) of the names listed in the mail domain organization’s

sunPr ef err edDonai n and associ at edDomai n attributes. (The mail domain is
the organization under which this provider organization is created.)

For each domain name you want to include in the provider organization, add
one instance of the sunAssi gnabl eDonai ns attribute and donai n_nane
parameter. Only the domain names listed here can be assigned to subordinate
organizations.

Example:

sunAssi gnabl eDonai ns: si roe. com
sunAssi gnabl eDomai ns:  si roe. net
sunAssi gnabl eDonai ns: varrius. com
sunAssi gnabl eDonai ns: sesta. com
sunAssi gnabl eDomai ns:  sest a. net

provi der _sub_org

Name of the shared organization in which the SPA user resides. When you
install the edited Idif information in the directory, this organization is created
as shared and subordinate to the provider organization. It is designated as the
organization that contains the SPA user. Other users who are assigned the SPA
role for this provider organization must reside in this subordinate shared
organization.

In the “Provider Organization” section of the da. provi der. skel et on. | di f file,
you will see the following attribute:

sunProvi der Or gDN
o=<provi der _sub_or g>, o=<pr ovi der or g>, <nai | dormai n_dn>

The sunProvi der O gDN attribute identifies the organization designated for
provider organization users, particularly the SPA user.

Example:

sunProvi der Or gDN
o=MySPAUser Or g, o=MyPr ovi der Or g, 0=si r oe. com o=user gr oup
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pr ef errednai | host

Machine name of the preferred mail host for the provider organization’s
subordinate organization (in which the SPA user resides). You must use a fully
gualified domain name (FQDN).

In the “Shared Subordinate Organization” section of the
da. provi der. skel eton. I di f file, you will see the following attribute:

preferredMai | Host: <preferrednai |l host >
Example:

preferredMai | Host: nmail. siroe.com

avai | abl e_donai n_nane

Domain name that can be assigned to a user in a particular subordinate
organization. This is a multivalued parameter.

The values for avai | abl e_domai n_nare are a proper subset of the values given
for the sunAssi gnabl eDonai ns: <domai n_nanme> attribute and parameter.
Whereas donai n_name applies to the entire provider organization,

avai | abl e_domai n_nane applies to a single subordinate organization.

In the “Shared Subordinate Organization” section of the
da. provi der. skel et on. I di f file, you will see the following attribute:

sunAvai | abl eDonai nNarres: <avai | abl e_donai n_nanme>

For each domain name you want this subordinate organization to inherit from
the list of domain names in the provider organization’s sunAssi gnabl eDonai ns
attribute, add one instance of the sunAvai | abl eDomai ns attribute and

avai | abl e_domai n_nane parameter. Only the domain names listed here can be
assigned to the subordinate organization.

Example:

sunAvai | abl eDomai nNanes: siroe. com
sunAvai | abl eDomai nNanes: si roe. net
sunAvai | abl eDomai nNanes: varrius. com

avai |l abl e_services

Service package available to a particular subordinate organization. This is a
multivalued parameter.

The Service packages assigned to the subordinate organization are a subset of
those assigned to the entire provider organization with the
sunl ncl udeSer vi ces attribute.
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In the “Shared Subordinate Organization” section of the
da. provi der. skel eton. I di f file, you will see the following attribute:

sunAvai | abl eServi ces: <avail abl e_servi ces>
The format of the avai | abl e_servi ces parameter is
Servi ce package name: count

where count is an integer. If count is absent, the default value is an unlimited
number.

For each Service package you want this subordinate organization to inherit
from the Service packages available in the provider organization’s

sunl ncl udeSer vi ces attribute, add one instance of the sunAvai | abl eSer vi ces
attribute and avai | abl e_servi ces parameter.

Example:

sunAvai | abl eServi ces: gol d: 1500
sunAvai | abl eServi ces: plati num 2000
sunAvai | abl eServi ces: sil ver: 5000

Parameters Defining the SPA
To create an SPA, edit the following parameters:

spa_uid

The user ID for the SPA user.
Example:

uid: userl

spa_password

The password for the SPA user.
Example:

user Password: x12P3&gr S
spa_firstname

The first name of the SPA user.
Example:

gi vennane: John

spa_| ast nane
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The last name of the SPA user.
Example:

sn: Snith

spa_servi cepackage

The Service package assigned to the SPA user. For information about Service
packages, see Service Packages in Chapter 1, “Delegated Administrator
Overview.”

Example:
i net Cos: platinum
spa_mai | addr ess

The mail address of the SPA user. The domain part of the mail address must be
one of the domain values that replace the avai | abl e_donai n_nane parameter.
That is, it must be a domain that has been made available for use in the
subordinate organization in which the SPA user resides. For more information,
see available_domain_name.

Example:

mai | : user1@iroe.com

For instructions in how to edit the custom service-provider template and install the
information in your directory, see Steps for Creating a Provider Organization and
Service Provider Administrator.

Steps for Creating a Provider Organization and
Service Provider Administrator

To create a provider organization and a Service Provider Administrator, follow
these steps:

1.

Create a mail domain in the directory.

If you have not already done so, create a mail domain in your directory. The
provider organization and its subordinate shared organizations will use this
mail domain.
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2. Copy and rename the da. provi der. skel eton. | di f file.

When you install Delegated Administrator, the da. provi der. skel et on. | di f
file is installed in the following directory:

da_base/li b/ config-tenpl ates

3. Edit the following parameters in your copy of the da. pr ovi der. skel et on. | di f
file. Replace the parameters with the correct values for your installation.

For definitions of the parameters, see Information Needed to Create a Provider
Organization, Subordinate Organization, and SPA.

Some parameters are used more than once in the Idif file. You must search for
and replace all instances of each parameter.

A few parameters represent values for multivalued attributes. You can copy
and edit these parameters, together with their associated attribute names, to
allow multiple instances of these attributes in your Idif file. Multivalued
parameters are noted below.

o <ugl dapbasedn>

o <nai | domai n_dn>

o <mail domain_dn_str>

o <providerorg>

o <servicepackage> (multivalued)

o <domai n_nane> (multivalued)

o <provider_sub_org>

o <preferredmail host >

o <avail abl e_donai n_name> (multivalued)
o <avail abl e_servi ces> (multivalued)
o <spa_uid>

o <spa_passwor d>

o <spa_firstname>

o <spa_l ast nanme>

o <spa_servi cepackage>
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o <spa_nail address>

For definitions of the attributes associated with these parameters, see “Chapter
5: Classes and Attributes Used by Communications Services Delegated
Administrator (Schema 2)” and “Chapter 3: Attributes” in the Sun Java System
Communications Services Schema Reference.

Use the LDAP directory tool | dapnodi fy to install the provider organization
and SPA in the directory.

For example, you could run the following command:

| dapnodi fy -D <directory nanager> -w <passwor d>
-f <da. provider.finished.Ildif>

where
<di rect ory manager > is the name of the Directory Server administrator.
<passwor d> is the password of the Directory Service administrator.

<da. provi der. fini shed. | di f > is the name of the edited Idif file to be
installed as a new provider organization and SPA in the directory.

Custom Service-Provider Template

The template (da. provi der. skel et on. | di f) contains parameters that you must
modify to create a new provider organization and SPA.

The listing below shows the sections of the Idif file that have parameters. The
listing does not include the entire file. Entries and ACIs required to support Access
Manager are not included here.

You should only modify the parameters in the Idif file. Do not modify the sections
of the file related to Access Manager.

da.provider.skeleton.ldif File (Relevant Sections)

oW O W K W OH W ORI

The foll owing parameterized val ues nust be replaced.

<ugl dapbasedn> :: Root suffix for user/group data

<mai | donai n_dn> .. Conplete dn of the mail domain underneath which the
provi der organization will be created.

<mai | domai n_dn_str> :: The maildomain dn with all '," replaced by ' '. Eg.
dn --> o=siroe.com o=Shar edDormai nsRoot , 0=Busi ness,
dc=red, dc=i pl anet, dc=com
dn_str --> o=siroe.com o=Shar edDomai nsRoot _0=Busi ness_
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FTRE e N S G P T T T N T T T T T T T T T G T T G N T T TS

#
#
#

<provi deror g>
<servi cepackage>

<domai n_nare>

<provider_sub_org>

<pref err edmai | host >

<avai | abl e_donai n_nane> ::

<avai | abl e_servi ces>

<spa_ui d>
<spa_passwor d>
<spa_firstnanme>
<spa_| ast name>
<spa_ser vi cepackage>

<spa_mai | addr ess>

Provi der Organization

dc=red_dc=i pl anet _dc=com

O gani zation val ue for provider node.

(ne for each service package to include.

Al'l service packages in the systemmy be assigned
by leaving this value enpty.

(ne for each DNS name which may be assigned to a
subor di nat e organi zati on.

These names forma proper subset (sonme or all) of the
names |isted in the <nail domai n> organi zation's
sunpr ef erreddonmai n and associ at eddonmai n attributes.
O gani zation val ue for the shared subordinate

organi zation in which the Provider Adm nistrator resides.

Name of the preferred nail
subor di nat e organi zati on.
one for each DNS name that an organization allows an
organi zation admn to use when creating a user's nail
address. This is a proper subset of the val ues given
for <domai n_name> (sunAssi gnabl eDomai ns attribute).
ne for each service packags available to an

organi zation (sunAvail abl eServices attribute). These
servi ce packages forma proper subset of the ones
assigned to a provider organization - <servicepackage>

host for the provider's

(sunl ncludeServices attribute). Formis
<servi ce package name>: <count >
where count is an integer. |f count is absent then

default is unlinited.

The uid for the service provider adm nistrator.

The password for the service provider adninistrator.
First nane of the service provider admnistrator.
Last name of the service provider administrator.
Servi ce package assigned to the service provider
adnmini strator.

The spa's mail address. The domain part of the mail
address nust be one of the val ues used for

<avai | abl e_domai n_nane>.

dn: o=<provi deror g>, <mai | donai n_dn>
changet ype: add

o:
obj ect d ass:
obj ect d ass:
obj ect d ass:
obj ect d ass:
obj ect d ass:

<provi der or g>
top

organi zati on

suni smanagedor gani zati on
sunnmanagedor gani zat i on

sunManagedPr ovi der
sunAl | owBusi nessOrgType: full

sunAl | owBusi nessOrgType: shared
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sunBusi nessOr gBase: o0=<provi der or g>domai nsr oot , <ugl dapbasedn>
sunl ncl udeSer vi ces: <servi cepackage>

sunAssi gnabl eDonai ns: <domai n_name>

sunAl | owMul ti pl eDomai ns: true

sunAl | owQut si deAdm ns: fal se

sunProvi der O gDN:  o=<pr ovi der _sub_or g>, o=<pr ovi der or g>, <mai | domai n_dn>
# .

# .

# [Entries and ACls required by Access Manager]

# .

# .

#

# Full Organizations node

#

dn: o=<provi der or g>Domai nsRoot , <ugl dapbasedn>
changet ype: add

0: <provi der or g>Donai nsRoot

obj ect 0 ass: top

obj ect 0 ass: organi zation

obj ect d ass: sunmanagedor gani zati on

# .

# .

# [Entries and AC's required by Access Manager]
# .

# .

#

# Provider Adnmin Role shared organizations
#

dn: cn=Provi der Adm n Rol e, o=<provi der or g>, <nai | domai n_dn>
changet ype: add

cn: Provider Admin Role

obj ect d ass: | dapsubentry

obj ect d ass: nssi npl erol edefinition

obj ect 0 ass: nsrol edefinition

obj ect d ass: nsmanagedr ol edefinition

obj ect d ass: i pl anet - am managed-rol e

obj ect d ass: top

i pl anet -am rol e-description: Provider Admn

#

# Provider Admin Role full organizations

#

dn: cn=Provi der Adm n Rol e, o=<provi der or g>Donai nsRoot , <ugl dapbasedn>
changet ype: add

cn: Provider Admin Role

obj ect d ass: | dapsubentry

obj ect d ass: nssi npl erol edefinition

obj ect d ass: nsrol edefinition

obj ect d ass: nsmanagedr ol edefinition
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obj ect d ass: i pl anet - am managed-rol e
obj ect 0 ass: top
i pl anet -am rol e-description: Provider Admn

#

# Shared Subordinate O ganization. Includes 1 users who is the Provider Adninistrator.
#

dn: o=<provi der_sub_or g>, o=<pr ovi der or g>, <mai | donai n_dn>
changet ype: add

preferredMai | Host: <preferredmail host >
sunNameSpacelni queAttrs: uid

0: <provider_sub_org>

obj ect d ass: i net domai naut hi nfo

obj ect d ass: top

obj ect d ass: suni smanagedor gani zati on

obj ect d ass: sunnanespace

obj ect d ass: sunmanagedor gani zati on

obj ect d ass: organization

obj ect d ass: sunDel egat edOr gani zat i on

obj ect d ass: sunMai | Organi zation

sunAvai | abl eDomai nNanes: <avai | abl e_domai n_name>
sunAvai | abl eServi ces: <avail abl e_servi ces>
sunCrgType: shared

sunMaxUsers: -1

sunNumlsers: 1

sunMaxG oups: -1

sunNun oups: 0

sunEnabl eGAB: true

sunAl | owMul ti pl eServi ces: true

i net Domai nSt at us: active

sunRegi st er edSer vi ceNanme: G oupMai | Servi ce
sunRegi st er edSer vi ceNare: Domai nMai | Servi ce
sunRegi st eredSer vi ceNare: User Mai | Servi ce

sunRegi st eredServi ceNare: i Pl anet AVAut hSer vi ce
sunRegi st er edSer vi ceName: User Cal endar Servi ce
sunRegi st er edServi ceNarre: i Pl anet AMAut hLDAPSer vi ce
sunRegi st er edSer vi ceName: Domai nCal endar Servi ce
# .

# .

# [Entries and ACls required by Access Manager]
# .

# .

dn: ou=Peopl e, o=<provi der _sub_or g>, o=<provi der or g>, <mai | donai n_dn>
changet ype: add

ou: People

obj ect d ass: i pl anet - am nmanaged- peopl e- cont ai ner

obj ect d ass: organi zational Unit

obj ect d ass: top

dn: ou=G oups, o=<provi der _sub_or g>, o=<provi der or g>, <mai | donmai n_dn>
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changet ype: add

ou: G oups

obj ect d ass: i pl anet - am nmanaged- gr oup- cont ai ner
obj ect d ass: organi zational Unit

obj ect 0 ass: top

# .

# .

# [Entries and ACs required by Access Manager]
# .

# .

#

# User - provider admnistrator

#

dn: ui d=<spa_ui d>, ou=Peopl e, o=<pr ovi der _sub_or g>, o=<pr ovi der or g>, <mai | donai n_dn>
changet ype: add

sn: <spa_| ast name>

gi vennane: <spa_firstnane>

cn:  <spa_firstname> <spa_| ast name>
uid: <spa_uid>

i pl anet -am nodi fi abl e-by: cn=Top-|evel Adm n Rol e, <ugl dapbasedn>
obj ect d ass: inet Adm n

obj ect 0 ass: top

obj ect d ass: i pl anet - am managed- per son
obj ect d ass: i pl anet - am user - servi ce
obj ect d ass: i Pl anet Pref erences

obj ect d ass: person

obj ect d ass: organi zati onal Person

obj ect d ass: i net user

obj ect d ass: inet OrgPerson

obj ect d ass: iplUser

obj ect d ass: i net Mai | User

obj ect d ass: inetLocal Mai | Reci pi ent

obj ect d ass: i net Subscri ber

obj ect d ass: user PresenceProfil e

obj ect d ass: i csCal endar User

mai | host: <preferredmail host >

mai | : <spa_nai | address>

mai | del i veryoption: mail box

mai | userstatus: active

i net Cos: <spa_servi cepackage>

i net User Status: Active

nsrol edn: cn=Provi der Adnm n Rol e, o=<pr ovi der or g>, <mai | domai n_dn>
user Password: <spa_passwor d>
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You can choose to install sample organization data (defined in an Idif file) in your
directory when you run the Delegated Administrator configuration program,
confi g- conmda. (When you run the configuration program, select Load sample
organizations in the Service Package and Organization Samples panel.) The
configuration program adds the da. sanpl e. dat a. | di f file to the LDAP directory
tree.

This Idif file is meant to be used as an example, not as a template for creating your
own provider organizations. To create a new provider organization, see
Information Needed to Create a Provider Organization, Subordinate Organization,
and SPA.

Organizations Provided by the Sample Data

Figure A-1 shows a logical view of the organizational structure provided by the
sample Idif file. (Figure A-1 adds a shared organization, HIJ, that does not exist in
the file.)

The sample Idif file contains the following organizations under the root-suffix
nodes:

= VIS provider organization. The following organizations are managed by the
SPA for the VIS provider organization:

o SESTA, a full organization. The SESTA organization has its own domain,
sesta.com

v DEF, ashared organization. The DEF organization uses the shared domain,
siroe. com

= ESG provider organization. No subordinate organizations are defined for this
provider organization.

The Idif file defines the following administrator roles for these organizations:
= An SPA for the VIS provider organization

= An SPA for the ESG provider organization

= An OA for the SESTA organization

< An OA for the DEF organization
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Logical Hierarchy and the Directory Information Tree

In a three-tiered directory hierarchy, a Directory Information Tree (DIT) does not
look exactly like the logical view shown in Figure A-1. Organizations are
implemented in the DIT in a somewhat different hierarchy.

For example, in a DIT, full domains must reside directly under the root suffix.
Therefore, domain nodes are added under the root suffix to store LDAP
information for shared domains (used by shared organizations) and for full
organizations (which have their own domains).

Sample Organization Data: Directory Information Tree View

Figure A-3 shows a Directory Information Tree (DIT) view of the sample
organization data.

The example shown in Figure A-3, like the logical view shown in Figure A-1,
contains the following organizations:

« VIS and ESG (provider organizations)
= DEF, a shared organization subordinate to the VIS provider organization

= SESTA, a full organization subordinate to the VIS provider organization
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Figure A-3 Sample Organization Data: Directory Information Tree View

o=ugldapbasedn

ﬁl

o=business
|
[ | |
o=SharedDomainsRoot 0=ESGDomainsRoot o=VISDomainsRoot
| ] !
— 0=SESTA
o=siroe.com P e (sesta.com)
0=VIS 0=ESG ou=People
| s P
0=DEF e ! ' uid=userl !
““““““““ . uid=user2 !
| ' uid=user3 !
ou=People

uid=userl_def
uid=user2_def
uid=user3_def

Nodes in the Sample Directory Information Tree
The nodes in the sample organization file (da. sanpl e. dat a. | di f) are as follows:

= ugl dapbasedn - This parameter represents the root suffix.
= 0=busi ness - A node that contains all businesses in the directory.

= o0=Shar edDomai nsRoot - A node needed to contain the domains used by shared
organizations.

In this Directory Information Tree, shared organizations subordinate to
different service provider organizations can use the same shared domain. This
can be done because both the provider organizations have nodes under the
Shar edDonai nsRoot node.
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0=ESGonai nsRoot and 0=Vl SDonai nsRoot - These nodes contain any full
organizations that are subordinate to the ESG and VIS provider organizations.

Each provider organization that manages full organizations must have a node
at this level (under the root suffix).

Multiple full organizations, each with its own domain, can exist under
ESGDomai nsRoot or VI SDomai nsRoot .

o=si r oe. com- The shared domain. It is used by the shared organization, DEF.

0=M S and 0=ESG- These provider organization nodes contain any shared
organizations subordinate to the VIS and ESG provider organizations.

For example, the shared organization, DEF, is subordinate to the VIS provider
organization.

0=SESTA - The full organization. It has its own domain, sesta. com
0=DEF - The shared organization. It uses the domain si r oe. com

ou=peopl e - The standard LDAP organization unit required for containing
users.

User DNs in the Sample Directory Information Tree

Some user DNs in the sample organization file shown in Figure A-3 are as follows:

For the user named user 1_def , who belongs to the DEF organization:

dn: uid=user1_def, ou=Peopl e, 0=DEF, 0=M S, 0=si r oe. com
o=Shar edDomai nsRoot , 0=Busi ness, ugl dapbasedn

For the user named user 1, who belongs to the SESTA organization:

dn: ui d=user 1, ou=Peopl e, 0=SESTA, 0=Vl SDonai nsRoot ,
0=Busi ness, ugl dapbasedn
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Appendix B

Attribute Values and Calendar Time

Attribute Values

Zones

The attributes listed in Table B-1 can be used with the - P option for the following
commands: conmadnmi n domai n creat e and commadni n domai n nodi fy. The attributes
are either bit oriented attributes or multivalued attributes.

Table B-1  Attributes for - P Option

Attribute Value Description

cr eat eLower Case yes/no Specifies whether or not a lowercase calendar
is to be created for a new user. Also, when
looking up calendar, whether to lookup
lowercase calendars or not.

filterPrivateEvents yes/no Specifies whether or not to filter the private or
confidential events when querying the server

f bl ncl udeDef Cal yes/no Specifies whether or not user's default calendar
is included in user's
freebusy-cal endar-1ist.

subl ncl udeDef Cal yes/no Specifies whether or not the user's default
calendar is to be included in user's
subscri bed- cal endar -1 i st or not

resour ceDef aul t Acl yes/no Specifies whether to use the default ACL for
resource calendars.

cal master O ed string Credentials of user specified as the Calendar
Server administrator.

cal masterU d string servi ce. adnin. cal master. userid

cal nast er AccessQverri de yes/no Specifies whether or not the Calendar Server

administrator can override access control.
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Table B-1  Attributes for - P Option (Continued)

Attribute Value Description

set Publ i cRead yes/no Sets the default user calendars to public read or
private write. If N0 is selected, sets user
calendars to private read or private write.

ui Baselr | string BaseServerAddress, for example,
"https://proxyserver/"

ui ConfigFile string Configuration file for the user interface.

ui ProxyUr | string Proxy Server Address to append in the HTML

user interfaces’ JavaScript file. For example,
https://web_portal .ipl anet.con

domai nAccess string Access control string for domain. Used in cross
domain searching.

ui Al | owAnyone yes/no Specifies whether or not to allow the HTML
user interface to show and use the
“Ever ybody” ACL.

al | owPr oxyLogi n yes/no Specify whether to allow proxy login

The attributes listed in Table B-2 can be used with the - Roption for the following
commands: conmadmi n domai n creat e and conmadni n domai n nodi fy. The attributes
have a bit oriented value.

For information about WCAP and the WCAP set - user pref s command, see the Sun
Java System Calendar Server Programmer’s Manual.

Table B-2  Attributes for - ROption

Attribute Value Description

al | owUser Doubl eBook bit 8 Allows this calendar to be scheduled more than
once for the same time slot.

al | owResour ceDoubl eBook bit 9 allows this resource calendar to be scheduled
more than once for the same time slot.

al | owMbdi f yUser Pref er ences bit 4 Allows Calendar Server administrator get / set
user pr ef s should be obtained from WCAP for
users.

al | owhbdi f yPasswor d bit 5 Allows users to change their password via this
server.

al | owCal endar Or eat i on bit 0 Allows calendars to be created.

al | owCal endar Del et i on bit 1 Allows calendars to be deleted.
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Table B-2  Attributes for - ROption (Continued)

Attribute Value Description

al | owPubl i cWi t abl eCal endar s bit 2 Allows users to own publicly writable calendars.

al | owSet Cn bit 10 Allows set - user pr ef s. wcap to modify the
Ch user preference.

al | owSet G venNane bit 11 Allows set _user pr ef s. wcap to modify the
gi vennane user preference.

al | owSet G venMi | bit 12 Allows set _user pr ef s. wcap to modify the
mai | user preference.

al | owSet Pref Lang bit 13 Allows set _user pr ef s. wcap to modify the
pr ef err edl anguage user preference.

al | onSet Sn bit 14 Allows set - user pr ef s. wcap to modify the

Sn user preference.

Calendar Time Zone Strings

The following time zone strings can be used with the - T time zone option for the
comadm n donai n creat e, conmadm n donai n nodi fy, commadni n resource create,
commadm n resource nodify, commadm n user create, and conmadnmi n user nodify

commands:

e Africa/Cairo

= Africa/Casablanca

= Africa/Johannesburg

« Africa/Lagos
= Africa/Tripoli

e Africa/Windhoek

e America/Adak

< America/Anchorage

= America/Buenos_Aires
= America/Caracas

< America/Chicago

< America/Costa_Rica
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= America/Cuiaba

= America/Denver

= AmericaZGodthab

e America/Grand_Turk
= America/Halifax

= America/Havana

= America/Indianapolis
= America/Los_Angeles
= America/Miquelon

< America/New_York

= America/Phoenix

= America/Port-au-Prince
= America/Santiago

e America/Sao_Paulo

< America/St_Johns

= Asia/Alma-Ata

= Asia/Amman

e AsiaZ/Anandyr

< Asia/Agtau
= Asia/Aqgtobe
= Asia/Baku

< Asia/Bangkok
= Asia/Beirut

= Asia/Bishkek

= Asia/Calcutta
= Asia/Dacca

e Asia/lrkutsk
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Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Magadan
Asia/Novosibirsk
Asia/Rangoon
Asia/Riyadh
Asia/Shanghai
Asia/Tokyo
Asia/Ulan_Bator
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan
Atlantic/Azores
Atlantic/Cape_Verde
Atlantic/South_Georgia
Atlantic/Stanley
Australia/Adelaide
Australia/Brisbane
Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Sydney
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Europe/Bucharest
Europe/Istanbul
Europe/London
Europe/Minsk
Europe/Moscow
Europe/Paris
Europe/Riga
Europe/Samara
Europe/Simferopol
Europe/Warsaw
Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Fiji
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Marquesas
Pacific/Norfolk
Pacific/Noumea
Pacific/Pitcairn
Pacific/Rarotonga

Pacific/ Tongatapu
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Debugging Delegated Administrator

You can obtain log information for Delegated Administrator by examining log files
generated by the Delegated Administrator components, by the Web container to
which Delegated Administrator has been deployed, and by Directory Server and
Access Manager.

This appendix includes the following topics:

Debugging the Command-Line Utilities
Delegated Administrator Console Log
Delegated Administrator Server Log
Web Container Server Logs

Directory Server and Access Manager Logs

Debugging the Command-Line Utilities

To debug the Delegated Administrator utility (comradni n), you can print debug
messages in the client by using the - v option with the commadm n command.

Delegated Administrator Console Log

The Delegated Administrator console creates a runtime log file:

Default log file name: da. | og
Default location: / opt / SU\V¢onmi | og

You can specify your own log file by editing a log properties file:
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Delegated Administrator Server Log

Log properties file name: | ogger . properties
Default location:
/var/ opt/ SUNWonm da/ VEEB- | NF/ ¢l asses/ sun/ cormi da/ r esour ces

You can change the following properties in the logger.properties file:
= da.l oggi ng. enabl e=yes or no

where yes enables logging and no disables logging.
e da.log.file=full pathnane

specifies the directory and file to which logging statements are written. This
property changes da. | og to a file name and location you specify.

Delegated Administrator Server Log

156

You can create a Delegated Administrator server log that contains debug
statements generated by the Delegated Administrator servlets installed on the Web
container.

To do so, you enable a Debug servlet to log debug messages from the Delegated
Administrator servlet execution. You can turn on the Debug servlet through your
browser by going to the following url path:

http:// machi ne nare: port/comtl i / debug?op=set &st at e=al | &ackage=al | &f i |
ename=ful | path

where

machi ne nane is the name of the machine where Delegated Administrator
server is running.

full path isthe full directory path and name of the log to which messages will
be written.

For example:

http://abc.red.ipl anet.com 8008/ comntl i / debug?op=set &st at e=al | &ackage=
al | & i | ename=/t np/ debug. | og

The preceding url would log Debug servlet messages to the following path and file:
/ t mp/ debug. | og

Whenever you restart the Web container, you must turn on the Debug servlet.
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Web Container Server Logs

You can debug Delegated Administrator further by examining the server logs
generated by your Web container.

Web Server

Web Server maintains access and error logs, located in the following path:
/web_server _base/ htt ps-machi ne nane/ | ogs
where

web_server _base is the path where Web Server software is installed.

machi ne nane is the name of the machine where Web Server is running.

Application Server 7.x

Application Server 7.x maintains access and error logs, located in the following
path:

[ application_server7_base/ domai ns/ domai n1/ server 1/1 ogs
where

appl i cation_server7_base is the path where Application Server 7.x software
is installed.

Application Server 8.x

Application Server 7.x maintains access and error logs, located in the following
paths.

Server log:

[ appl i cation_server8_ base/ domai ns/ domai n1/1 ogs

Access log:

[ application_server8 base/ domai ns/ domai n1/ | ogs/ access/ server _access_| og

where
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appl i cation_server8_base is the path where Application Server 8.x software
is installed.

Directory Server and Access Manager Logs

You can debug Delegated Administrator further by examining the logs generated
by Directory Server and Access Manager.

Directory Server

Directory Server maintains access and error logs, located in the following path:
[ var/ opt/ mps/ serverroot /sl apd- host nare/ | ogs
where

host naneis the name of the machine where Directory Server is running.

Access Manager

Access Manager maintains log files in the following paths.

[ var/ opt / SUNV&n debug

The preceding path contains the anPr of i | e and amut h logs.
[ var/ opt / SUN\V&ni | ogs

The preceding path contains the amAdni n. access and amAdmi n. error logs.
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Appendix D

ACI Consolidation

This appendix describes the following topics:
= Introduction

« Consolidating and Removing ACls

= Analysis of the Existing ACls

= Analysis of How AClIs Are Consolidated
= List of Unused ACIs to be Discarded

Introduction

When you install Access Manager with Messaging Server and use an LDAP
Schema 2 directory, a large number of Access Control Instructions (ACIs) initially
are installed in the directory. Many default ACls are not needed or used by
Messaging Server.

The need to check these AClIs at runtime can affect the performance of Directory
Server, which can, in turn, affect the performance of Messaging Server look-ups
and other directory operations.

You can improve the performance of the Directory Server by consolidating and
reducing the number of default ACls in the directory. Consolidating the ACls also
makes them easier to manage.

The approach to reducing ACls is as follows:
< Combine, optimize, and simplify redundant ACls
< Modify ACls to use a simpler, more efficient syntax

= Consolidate ACls with other ACIs (at the root suffix)
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e Eliminate unused ACls

= For directories with many organizations, allows organization ACIs to be
removed on individual organization nodes.

This appendix first describes how to use an Idif file (repl acnent . aci s. 1 di f) to
consolidate ACIs at the root suffix and remove unused ACls from the directory.
For details, see Consolidating and Removing ACls, below.

Next, the appendix analyzes each ACI and recommends a method for handling it:
removing it, revising it to make it more efficient, or rewriting it.

Note the following constraints in these recommendations:
= There is no end-user access for the Directory console
= There is no end-user access to the Access Manager console.

Given these constraints, you must determine for yourself (according to the
requirements of your installation) whether you can use the Idif file to consolidate
and remove ACIs, or whether you need to retain certain ACls as they now exist in
the directory.

For more information, see Analysis of the Existing ACIs, later in this appendix.

Next, this appendix describes the ACIs that are consolidated by the

repl acenent. aci s. | di f file. It lists the existing AClIs before they are consolidated
and the modified ACls after they are consolidated. For more information, see
Analysis of How ACIs Are Consolidated, later in this appendix.

Finally, the appendix lists the AClIs discarded by the repl acenent . aci s. | di f. For
more information, see List of Unused AClIs to be Discarded, later in this appendix.

Consolidating and Removing ACIs
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The Idif file listed in this section, repl acenent . aci s. | di f, installs consolidated
ACls at the root suffix and deletes unused ACIs from the directory. This Idif file is
provided by Delegated Administrator, located in the following directory:

da_base/li b/ config-tenpl ates

When you apply the repl acenent . aci s. | di f file to the directory (with

| dapnodi fy), the | dapnodi fy command removes all instances of the aci attribute
at the root suffix and replaces these AClIs with the ACls in the

repl acenent. acis. |l dif file.
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Thus, this procedure will initially remove all AClIs from the root suffix and then
replace them with the set of ACls listed below. If the directory contains ACls
generated by another application such as Portal Server, you should save those
ACls to a file and reapply them to the directory after you apply the

repl acenent. acis. | dif file.

For instructions in using this Idif file to clean up your ACls, see Steps for Replacing
ACls, later in this section.

replacement.acis.ldif File

dn: $root Suf fix
changetype: nodify
repl ace: aci
aci: (targetattr = “*")(version 3.0; acl “Configuration Adnministrator”;
allow (all)
user dn="1dap: /// ui d=adni n, ou=Adni ni strat or s, ou=Topol ogyManagemnent ,
0=Net scapeRoot " ;)
aci: (target="“ldap:///%rootSuffix")
(targetfilter=(!(objectclass=sunServi ceConponent)))
(targetattr !'= “userPassword| | passwor dH story
| | passwor dExpi rat i onTi ne| | passwor dExpVr ned| | passwor dRet r yCount
| | retryCount Reset Ti me| | account Unl ockTi re| | passwor dAl | owChangeTi ne”)
(version 3.0; acl “anonynous access rights”;
al | ow (read, search, conpare)
userdn = “ldap:///anyone”; )
aci: (targetattr !'= “nsroledn||aci||nsLookThroughLimt]||nsSi zeLint
| | nsTi neLi mit] | nsldl eTi meout | | passwor dPol i cySubent ry| | passwor dExpi rati on
Ti me
| | passwor dExpVér ned| | passwor dRet ryCount | | r et ryCount Reset Ti ne
| | account Unl ockTi ne| | passwor dH st ory| | passwor dAl | owChangeTi me| | ui d| | menb
erx
| | obj ectcl ass| | i netuserstatus||ou||owner|]|mail]||nmailuserstatus
| | menber O Managed@ oup| | mai | Quot a| | mai | MsgQuot a| | nai | host
| | mai | Al | owedSer vi ceAccess| |inet Q08| | mai | SMIPSubmi t Channel ™)
(version 3.0; acl “Allow self entry nodification”;
allow (wite)
userdn ="ldap:///self";)
aci: (targetattr !=" aci || nsLookThroughLimt || nsSizeLinit
|| nsTimeLimt|| nsldleTineout”)
(version 3.0; acl “Allow self entry read search”;
allow(wite)
userdn ="ldap:///self”;)
|aci: (target="Idap:///$%$rootSuffix")
(targetattr="*")
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(version 3.0; acl “S1I'S Proxy user rights”;
al I ow ( proxy)
userdn = “ldap:///cn=puser, ou=DSAME User s,
$root Suffix”; )
aci: (target="ldap:///$%$root Suffix")
(targetattr="*")
(version 3.0; acl “SlIS special dsame user rights for all under the root
suf fix”;
allow (all)
userdn = “ldap:///cn=dsaneuser, ou=DSAMVE Users,
$root Suffix"; )
aci: (target="Idap:///%root Suffix")
(targetattr="*")
(version 3.0; acl “S1IS special |dap auth user rights”;
al I ow (read, search)
userdn = “I dap:///cn=ani dapuser, ou=DSAME Users,
$root Suffix”; )
aci: (target="ldap:///$%$root Suffix")
(targetattr="*")
(version 3.0; acl “S1I'S Top-level admin rights”;
allow (all)
rol edn = “ldap:///cn=Top-| evel Adnin Rol e,
$root Suffix"; )
aci: (targetattr="*")
(version 3.0; acl “Messaging Server End User Adninistrator Read Only
Access”;
al | ow (read, search)
groupdn="1dap: /// cn=Messagi ng End User Adm nistrators G oup, ou=Q& oups,
$root Suffix”;)
aci: (targetattr="objectclass || nailalternateaddress || Milautorepl ymode
I
mai | prograndel i veryinfo || preferredl anguage || naildeliveryoption
|| mailforwardingaddress || nail Aut oRepl yTi meout ||
mai | aut or epl yt exti nternal

|| mailautoreplytext || vacationEndDate || vacationStartDate

|| mailautoreplysubject || maxPabEntries || nail MessageStore

|| mail SieveRul eSource || sunUCDateFormat || sunUCDateDeLiniter

|| sunUCTi neFormat || mailuserstatus || mail donainstatus”)

(version 3.0; acl “Messaging Server End User Administrator Al Access”;
allow (all)

groupdn = “ldap:///cn=Messagi ng End User Admi nistrators G oup, ou=Q oups,
$root Suffix”;)
aci: (targetattr = “*")
(version 3.0;acl “Allow Read-nly Access”;
al | ow (read, search, conpare)
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groupdn = “I dap:///cn=Read- Onl y, ou=Q& oups,
$root Suf fix";)

aci: (target="ldap:///cn=Crganization Admn Role, ($dn), $root Suf fi x")
(targetattr="*")
(version 3.0; acl “S1IS Organization Adnmn Role access deny”;
deny (write, add, del et e, conpar e, pr oxy)
rol edn = “Idap:///cn=Crgani zati on Adm n Rol e, ($dn),
$root Suffix";)

aci: (target="Idap:///($dn), $root Suffix”)
(targetattr="*")
(version 3.0; acl “Organization Adnin Role access allow read”;
al | ow(read, sear ch)
rol edn = “Idap:///cn=Crgani zati on Adm n Rol e, [ $dn],
Sroot Suffix” ;)

aci: (target="Idap:///($dn), $root Suffix")
(targetfilter=(!(](nsrol edn=cn=Top-|evel Adm n Rol e, $root Suf fix)
(entrydn=($dn), $root Suffix))))
( targetattr = “*")
(version 3.0; acl “SlIS Organization Adnmin Role access allow';
allow (all)
rol edn = “Idap:///cn=Crgani zati on Adm n Rol e, [ $dn],
$root Suffix";)

Steps for Replacing ACls

Before You Begin

Before you begin this procedure, we recommend that you examine the existing
ACIs in your directory. You should determine whether you might need to keep
any ACIs that would be deleted by the procedure.

This procedure will initially remove all AClIs from the root suffix and then replace
them with the set of ACIs listed below. If the directory contains AClIs generated by
applications other than Messaging Server, you should save those AClIs to a file and
reapply them to the directory after you apply the repl acenent . aci s. I di f file.

To help you analyze existing ACIs generated by Access Manager and Messaging
Server, see the following sections later in this appendix:

= Analysis of the Existing ACls
= Analysis of How AClIs Are Consolidated
= List of Unused ACIs to be Discarded
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Replacing ACls
To consolidate ACIS in the root suffix and remove unused ACIs, take these steps:

1.

Save your existing AClIs currently on the root suffix. You can use the
| dapsear ch command, as in the following example:

| dapsearch -D “cn=Directory Manager” -w <password>
-s base -b <$root Suffi x> aci =* aci ><fil ename>

where

<passwor d> is the password of the Directory Server administrator.

<$root Suf fi x> is your root suffix, such as o=user gr oup.

<fil ename> is the name of the file into which the saved ACIs will be written.
Copy and rename the repl acerent . aci s. 1 di f file.

When you install Delegated Administrator, the repl acenment . aci s. 1 di f file is
installed in the following directory:

da_base/li b/ config-tenpl ates
Edit the $r oot Suf fi x entries in your copy of the repl acenent . aci s. | di f file.

Change the root suffix parameter, $root Suf fi x, to your root suffix (such as
o=user group). The $root Suf fi x parameter appears multiple times in the Idif
file; each instance must be replaced.

Use the LDAP directory tool | dapnodi fy to replace the ACls.
For example, you could run the following command:

| dapnodi fy -D <directory manager> -w <passwor d>
-f <repl acenent. acis. finished.ldif>

where
<di rect ory manager > is the name of the Directory Server administrator.
<passwor d> is the password of the Directory Service administrator.

<repl acenent . aci s. fi ni shed. | di f > is the name of the edited Idif file that
consolidates and removes ACIs in the directory.

Eliminating Dynamic Organization ACls

When you use the Delegated Administrator console to create an organization, a
group of ACls is created on the organization node.
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The replacement ACls installed in the preceding procedure eliminate the need for
these per-organization ACIs. You can prevent the creation of the per-organization
ACIs by using the Access Manager console. Take the following steps:

1.

Log in to the AM console as amadm n. The AM console is located at the
following url:

http: // <machi ne nane>: <port >/ antonsol e

where

<machi ne nane> is machine where Access Manager is running
<port > is the port

Select the Service Configuration tab.

By default, the Administration configuration page is displayed.

In the right side of the console, scroll down to Dynamic Administrative Role
ACls.

Select and delete all ACls in the text box for Dynamic Administrative Role
ACls.

Save the edited settings.

Analysis of the Existing ACls

The listing in this section shows the ACls installed in the directory when you install
Access Manager and Messaging Server. It also describes the function of each ACI
and recommends whether an ACI can be retained, consolidated, or discarded.

The ACIs are divided into the following categories:

Root Suffix

Access Manager

Top-level Help Desk Admin Role
Top-level Policy Admin Role
AM Self

AM Anonymous

AM Deny Write Access
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= AM Container Admin Role

= Organization Help Desk

< AM Organization Admin Role
= AM Miscellaneous

= Messaging Server

Root Suffix

dn: $root Suf fix

#

# consol i dat e

#

aci :

(targetattr !'= “nsroledn || aci || nsLookThroughLimt || nsSizeLimt ||
nsTimeLimt || nsldleTimeout || passwordPolicySubentry ||

passwor dExpi rat i onTi me

|| passwordExpWarned || passwordRetryCount || retryCountReset Ti me

|| accountUnl ockTime || passwordH story || passwordAl | owChangeTi ne”)
(version 3.0; acl “Allow self entry nodification except for nsrol edn, aci,
resource limt attributes, passwordPolicySubentry and password policy state
attributes”;

allow (wite)

userdn ="l dap:///self";)

Action: Consolidate.

There is no requirement for self access to this suffix. This ACI is duplicated; it can
be incorporated into the self ACIs on the root suffix.

#

# retain

#

aci :

(targetattr = “*")

(version 3.0; acl “Configuration Admnistrator”;
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allow (all)
userdn = “ldap:///ui d=adnin, ou=Adninistrators,
ou=Topol ogyManagenent , 0=Net scapeRoot " ;)

Action: Retain.

This is the “admin” user who would authenticate via Pass-Through Authentication
to the sl apd- confi g instance. If all configuration is to be performed as Directory
Manager, using comm and line utilities, this ACI is not required. On the chance
that someone needs to authenticate to the console as this user, this ACI can be kept
here. Similar ACls can be removed.

#

# discard

#

aci :

(targetattr ="*")

(version 3.0;acl “Configuration Admnistrators G oup”;

allow (all)

(groupdn = “Idap:///cn=Configuration Adm nistrators, ou=G oups,
ou=Topol ogyManagenent, o=NetscapeRoot”);)

Action: Discard on all DB back-ends.

This is the “Configuration Administrators” group that would have privileges if the
console were being used to delegate server-administration privileges.

#

# discard

#

aci :

(targetattr ="*")
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(version 3.0;acl “Directory Admnistrators Goup”;
allow (all)
(groupdn = “ldap:///cn=Directory Adm nistrators, $rootSuffix”);)

Action: Discard on all DB back-ends.

This is the general “Directory Administrators” group privilege definition.

#

# discard

#

aci :

(targetattr = “*")

(version 3.0; acl “SIE Goup”;

allow (all)

groupdn = “Idap:///cn=sl apd-whater, cn=Sun ONE Directory Server, cn=Server
QG oup, cn=whater.red.iplanet.com ou=red.iplanet.com o=NetscapeRoot”;)

Action: Discard on all DB back-ends.

This is a Console/Administration server-related group privilege definition.

Access Manager

# retain

#

aci :

(target="Idap:///$root Suffix")

(targetattr="*")

(version 3.0; acl “S1IS Proxy user rights”;

al | ow (proxy)

userdn = “Idap:///cn=puser, ou=DSAME Users, $root Suffix"; )
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Action: Retain.

This ACI grants access to a system user for Access Manager.

#

# retain

#

aci :

(target="I1dap:///$root Suffix")

(targetattr="*")

(version 3.0; acl “SlIS special dsame user rights for all under the root
suf fix”;

allow (all)

userdn = “Idap:///cn=dsaneuser, ou=DSAME Users, $root Suffix”; )

Action: Retain.

This ACI grants access to a system user for Access Manager.

#

# retain

#

aci :

(target="Idap:///$root Suffix”)(targetattr="*")|

(version 3.0;acl “SlIS special |dap auth user rights”;

al | ow (read, search)

userdn = “Idap:///cn=am dapuser, ou=DSAMVE User s, $root Suf fi x”; )

Action: Retain.

This ACI grants access to a system user for Access Manager.

Appendix D ACI Consolidation 169



Analysis of the Existing ACls

#

# discard

#

aci :

(target="Idap:///cn=anl dapuser, ou=DSAME Users, $r oot Suf fi x")
(targetattr = “*")

(version 3.0;

acl “SlIS special |dap auth user nodify right”;

deny (wite)

roledn !'= “ldap:///cn=Top-Ievel Admn Role, $root Suffix”;)

Action: Discard.

This ACI prevents the Top-Level Administrator (TLA) from modifying the
am dapuser account.

#

# retain

#

aci :

(target="Idap:///$root Suffix")

(targetattr="*")

(version 3.0; acl “S1IS Top-level adnin rights”;

allow (all)

rol edn = “Idap:///cn=Top-level Admn Role, $root Suffix”; )

Action: Retain.

This ACI grants access to the Top-Level Administrator role.

#

# discard

#

aci :

(targetattr="ipl anet -am sani -user ||
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i pl anet - am sam - password”) (targetfilter="(objectclass=ipl anet -am sani - serv
ice)”)

(version 3.0; acl “S1IS Right to nodify sam user and password”;

deny (all)

(roledn !'= “ldap:///cn=Top-1evel Adm n Rol e, $root Suf fi x")
AND (userdn !'= “ldap:///cn=dsaneuser, ou=DSAME Users, $r oot Suf fix")
AND (userdn !'= “ldap:///cn=puser, ou=DSAME Users, $root Suffix"); )

Action: Discard.

This ACI protects SAML-related attributes.

Top-level Help Desk Admin Role

#

# discard

#

aci :

(target="Idap:///$%$root Suffix")

(targetfilter=(!(nsrol edn=cn=Top-| evel Adm n Rol e, $root Suffix)))
(targetattr = “*")

(version 3.0; acl “S1IS Top-level Help Desk Admn Role access al |l ow';
al | ow (read, search)

rol edn = “Idap:///cn=Top- | evel Hel p Desk Admin Rol e, $root Suffix";)

Action: Discard.

#

# discard

#

aci:
(target="I1dap:///$%$root Suffix")
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(targetfilter=(!(nsrol edn=cn=Top-| evel Adm n Rol e, $root Suffix)))
(targetattr = “userPassword")

(version 3.0; acl “S1IS Top-level Help Desk Admn Role access al |l ow';
allow (wite)

rol edn = “Idap:///cn=Top- | evel Hel p Desk Admi n Rol e, $root Suffix";)

Action: Discard.

Top-level Policy Admin Role

#

# discard

#

aci :

target="1dap:/// $root Suf fix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Admn Role, $root Suffix))))
(targetattr = “*")

(version 3.0; acl “SlI'S Top-level Policy Adnin Role access allow';
al | ow (read, search)

rol edn = “ldap:///cn=Top-|evel Policy Adnin Role, $root Suffix";)

Action: Discard.

This ACI pertains to the Top-level Policy Admin role.

#

# discard

#

aci :

(target="Idap:///ou=i Pl anet AMAUt hSer vi ce, ou=ser vi ces, *$root Suf fi x")
(targetattr = “*")

(version 3.0; acl “SlI'S Top-level Policy Adnin Role access Auth Service
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deny”;
deny (add,wite,del ete)
rol edn = “Idap:///cn=Top-|evel Policy Adnin Role, $root Suffix";)

Action: Discard.

This ACI pertains to the Top-level Policy Admin role.

#

# discard

#

aci :

(target="Idap:///ou=services, *$root Suf fi x")

(targetattr = “*")

(version 3.0; acl “SlIS Top-level Policy Adnin Role access allow';
allow (all)

rol edn = “Idap:///cn=Top-|evel Policy Adnin Role, $root Suffix";)

Action: Discard.

This ACI pertains to the Top-level Policy Admin role.

#

# discard

#

aci :

(target="I1dap:///$%$root Suffix")

(targetfilter="(objectcl ass=suni smanagedor gani zation)")
(targetattr = “sunRegi steredServi ceNane”)

(version 3.0; acl “SlIS Top-level Policy Adnin Role access allow';
allow (read, wite, search)

rol edn = “Idap:///cn=Top-|evel Policy Adnin Role, $root Suffix";)

Action: Discard.
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This ACI pertains to the Top-level Policy Admin role.

AM Self

#

# consol i dat e

#

aci :

(targetattr = “*")

(version 3.0;

acl “Sl1IS Deny del eting self”;
deny (del ete)

userdn ="l dap:///self";)

Action: Consolidate into a single self-write ACI. The explicit deny is not required,
since end users do not have permission to delete any entry, including themselves.

This is one of several ACIs that set self-privileges. The explicit deny prevents any
entry from deleting itself.

#

# consol i dat e

#

aci :

(targetattr = “objectclass || inetuserstatus ||

i pl anet - am user -1 ogi n- st at us

|| iplanet-amweb-agent-access-allowlist ||

i pl anet - am domai n-url - access-al | ow

|| iplanet-amweb-agent-access-deny-list || iplanet-amuser-account-life
|| iplanet-amsession-nmax-session-tine || iplanet-amsession-max-idle-tine
|| iplanet-amsession-get-valid-sessions ||

i pl anet - am sessi on- dest r oy- sessi ons

|| iplanet-amsession-add-session-listener-on-all-sessions ||

i pl anet - am user-adm n-start-dn
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|| iplanet-amauth-post-Iogin-process-class”)
(targetfilter=(!(nsrol edn=cn=Top-| evel Adm n Rol e, $root Suffix)))
(version 3.0; acl “S1IS User status self nodification denied”;
deny (wite)

userdn ="l dap:///self”;)

Action: Consolidate into a single self-write ACI.

This is one of several ACls that set self-write privileges.

#

# consol i dat e

#

aci :

(targetattr !'= “iplanet-amstatic-group-dn || uid || nsroledn || aci ||
nsLookThr oughLi mi t

|| nsSizeLimt || nsTineLimt || nsldleTineout || nmemberCF ||

i pl anet - am web- agent - access-al | ow | i st

|| iplanet-am domain-url-access-allow ||

i pl anet - am web- agent - access-deny-list”)

(version 3.0; acl “S1IS Allow self entry nodification except for nsrol edn,
aci, and resource limt attributes”;

allow (wite)

userdn ="l dap:///self";)

Action: Consolidate into a single self-write ACI.

This is one of several ACIs that set privileges.

#

# consol i dat e

#

aci :

(targetattr !'= “aci || nsLookThroughLimt || nsSizeLimt || nsTineLimt

|| nsldleTinmout || iplanet-anmdomain-url-access-allow’)
(version 3.0; acl “S1IS Allow self entry read search except for nsrol edn,
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aci, resource lint and

web agent policy attributes”;
al | ow (read, search)

userdn ="l dap:///self";)

Action: Consolidate into a single self-write ACI.

This is one of several ACls that set self-write privileges.

AM Anonymous

#

# consol i date

#

aci :

(target="Idap:///ou=servi ces, $root Suf fi x")
(targetfilter=(!(objectclass=sunServi ceConponent)))
(targetattr = “*")

(version 3.0; acl “SlI'S Services anonynous access”;
all ow (read, search, conpare)

userdn = “l dap:///anyone”;)

Action: Consolidate into a single anonymous ACI.

This is one of several ACIs that grant anonymous privileges.

#

# consol i dat e

#

aci :

(target="1dap:///ou=i Pl anet AMAdm nConsol eSer vi ce, *, $root Suf fi x")
(targetattr = “*")
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(version 3.0; acl “S1IS i Pl anet AVAdm nConsol eServi ce anonynous access”;
all ow (read, search, conpare)
userdn = “ldap:///anyone”;)

Action: Consolidate into a single anonymous ACI.

This is one of several ACls that grant anonymous privileges.

#

# discard

#

aci :

(target="I1dap:///$%$root Suffix")

(targetfilter=(entrydn=3%root Suffix))

(targetattr="*")

(version 3.0; acl “SlIS Default Organization delete right denied”;
deny (del ete)

userdn = “ldap:///anyone”; )

Action: Discard.

This ACI prevents any user (other than the r oot dn) from deleting the default
organization.

#

# discard

#

aci :

(target="Idap:///cn=Top-1evel Adm n Rol e, $root Suf fi x")
(targetattr="*")

(version 3.0; acl “SlIS Top-level adnin delete right denied”;
deny(del et e)

userdn = “ldap:///anyone”; )
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Action: Discard.

This ACI prevents any user (other than the r oot dn) from deleting the Top-level
Administrator role.

AM Deny Write Access

#

# discard

#

aci :

(targetattr = “*")

(version 3.0; acl “S1IS Deny wite to anonynous user”;
deny (add,wite, del ete)

rol edn ="l dap:///cn=Deny Wite Access, $root Suffix”;)

Action: Discard.

This ACI pertains to the Deny Write Access Role.

AM Container Admin Role

#

# discard

#

aci :

(target="I1dap:///(%dn), $root Suffix")

targetfilter=(!(|(nsrol edn=cn=Top-|evel Adm n Role, $root Suf fix)
nsrol edn=cn=Top-| evel Hel p Desk Admi n Rol e, $root Suf fi x)

nsrol edn=cn=Top-| evel Policy Adm n Rol e, $root Suffix))))
targetattr !'= “nsrol edn”)

—_~ e~~~
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(version 3.0; acl “SlIS Container Admin Role access allow';
allow (all)
rol edn = “Idap:///cn=Cont ai ner Adnin Role, [$dn], $root Suffix”;)

Action: Discard.

This ACI pertains to the Container Admin Role.

#

# discard

#

aci :

(target="Idap:///cn=Cont ai ner Admin Rol e, ($dn), $root Suf fi x")
(targetattr="*")

(version 3.0; acl “SlIS Container Admin Role access deny”;
deny (write, add, del et e, conpar e, pr oxy)

rol edn = “Idap:///cn=Cont ai ner Adnin Role, ($dn), $root Suffix”";)

Action: Discard.

This ACI pertains to the Container Admin Role.

#

# discard

#

aci :

(target="I1dap:///ou=Peopl e, $root Suf fi x")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adm n Rol e, $root Suffix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $r oot Suf fi x)

(nsrol edn=cn=Top-1 evel Policy Adm n Rol e, $r oot Suf fi x)

(nsrol edn=cn=Cr gani zati on Adm n Rol e, $root Suf fi x)

(nsrol edn=cn=Cont ai ner Adm n Rol e, $root Suffix))))

(

targetattr !'= “iplanet-amweb-agent-access-al |l owlist ||
i pl anet - am domai n-url - access-al | ow
|| iplanet-amweb-agent-access-deny-list || nsroledn”)
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(version 3.0; acl “SlI'S Goup and peopl e container adnin role”;

allow (all)

rol edn = “l dap:///cn=ou=Peopl e_dc=red_dc=i pl anet _dc=com $r oot Suffi x";)
Action: Discard.

This ACI pertains to the Group and People Container Admin Role.

Organization Help Desk

#

# discard

#

aci: (extra verses dreanbig)

(target="Idap:///$root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adnm n Rol e, $root Suf fix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $root Suf fi x)

(nsrol edn=cn=Top-1 evel Policy Adm n Rol e, $r oot Suf fi x)

(nsrol edn=cn=Cr gani zati on Adm n Rol e, $root Suffix))))

(targetattr = “*")

(version 3.0; acl “Sl1IS Organization Hel p Desk Admin Role access allow';
al | ow (read, search)

rol edn = “ldap:///cn=Crgani zati on Hel p Desk Admin Rol e, $root Suffix”";)

Action: Discard.

This ACI pertains to the Organization Help Desk Admin Role.

#

# discard

#

aci :

(target="Idap:///$%$root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adm n Rol e, $root Suffix)
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nsrol edn=cn=Top-| evel Hel p Desk Adm n Rol e, $root Suf fi x)

nsrol edn=cn=Top-| evel Policy Adm n Rol e, $root Suf fi x)

nsrol edn=cn=Cr gani zati on Adm n Rol e, $root Suffix))))

targetattr = “userPassword”)

(version 3.0; acl “S1IS Organization Hel p Desk Admn Role access al |l ow';
allow (wite)

rol edn = “Idap:///cn=Crgani zati on Hel p Desk Admin Rol e, $root Suffix”";)

—_~ e~~~

Action: Discard.

This ACI pertains to the Organization Help Desk Admin Role.

AM Organization Admin Role

#

# consol i date

#

aci: (different nane - “allow all” instead of “allow)

(target="1dap:///($dn), $root Suffix")

targetfilter=(!(|(nsrol edn=cn=Top-|evel Adm n Role, $root Suf fix)
nsrol edn=cn=Top-| evel Hel p Desk Adm n Rol e, $root Suf fi x)

nsrol edn=cn=Top-| evel Policy Adm n Rol e, $root Suffix))))
targetattr !'= “nsrol edn”)

(version 3.0; acl “S1I'S Organi zation Admin Rol e access allow all”;
allow (all)

rol edn ="l dap:///cn=0rgani zati on Adnin Rol e, [ $dn], $root Suffix";)

(
(
(
(

Action: Consolidate.

#

# consol i date
#

aci :
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(target="Idap:///cn=0rgani zati on Adm n Rol e, ($dn), $root Suf fi x")
(targetattr="*")

(version 3.0; acl “S1I'S Organi zati on Adm n Rol e access deny”;
deny (write, add, del et e, conpar e, pr oxy)

roledn = “ldap:///cn=Crgani zati on Admin Rol e, ($dn), $root Suffix”;)

Action: Consolidate.

This ACI pertains to the Organization Admin Role.

#

# consol i dat e

#

aci: (m ssing)

(target="Idap:///(%dn), $root Suffix")

(targetattr="*")

(version 3.0; acl “Crganization Admn Role access allowread to org node”;
al | ow (read, search)

roledn = “ldap:///cn=Qgani zati on Admn Rol e, ($dn), $root Suffix” ;)

Action: Consolidate.

This ACI pertains to the Organization Admin Role.

#

# consol i dat e

#

aci :

(target="I1dap:///(%dn), $root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adm n Rol e, $root Suffix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $root Suffix))))
(targetattr !'= “nsrol edn”)

(version 3.0; acl “Crganization Admn Role access al | ow';

allow (all)

roledn = “ldap:///cn=Crgani zati on Admin Rol e, [ $dn], $root Suffix”;)
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Action: Consolidate.

This ACI pertains to the Organization Admin Role.

#

# consol i dat e

#

aci :

(target="1dap:///($dn), $root Suffix")

(targetattr!="busi nessCategory || description || facsim|eTel ephoneNunber
|| postal Address || preferredLanguage || searchQuide || postfficeBox ||
post al Code

|| registeredaddress || street || | || st || tel ephonenunber

| | mai | donai nreport addr ess

|| mail domai nwel conmenessage || preferredl anguage || sunenabl egab”)
(version 3.0; acl “Organization Admn Role access deny to org node”;
deny (wite, add, del ete)

roledn = “Idap:///cn=Qgani zati on Admn Rol e, ($dn), $root Suffix” ;)

Action: Consolidate.

This ACI pertains to the Organization Admin Role.

#

# consol i dat e

#

aci :

(target="I1dap:///(%dn), $root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adm n Rol e, $root Suffix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $root Suffix))))
(targetattr !'= “nsrol edn”)

(version 3.0; acl “S1I'S Organization Admn Role access allow all”;
allow (all)

roledn = “Idap:///cn=Cgani zati on Admin Rol e, [ $dn], $root Suffix”;)
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Action: Consolidate.

AM Miscellaneous

di scard

HOH HH®

aci :

(target="Idap:///$root Suffix")

(targetattr!="nsrol edn”)

(version 3.0; acl “S1IS Goup admn’'s right to the users he creates”;
allow (all)

userattr = “ipl anet-am nodifi abl e- by#ROLEDN' ;)

Action: Discard.

Discarding this ACI disables the associated privileges to the attribute
i pl anet - am nodi fi abl e- by.

Messaging Server

#

# consol i dat e

#

aci :

(target="Idap:///$%$root Suffix")

(targetattr="*")

(version 3.0; acl “Messaging Server End User Administrator Read Access
R ghts -

pr oduct =SQVB, schena 2 support, cl ass=i nstal | er, nun¥l, versi on=1";
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al | ow (read, search)
groupdn="1dap:///cn=Messagi ng End User Adm nistrators G oup, ou=Q oups,
$root Suf fix";)

Action: Consolidate.

This ACI grants permission to the Messaging End User Administrators Group.

#

# consol i dat e

#

aci :

(target="I1dap:///$%$root Suffix")
(targetattr="objectclass||nailalternateaddress||nmail aut orepl ynode

| | mai | prograndel i veryi nf o] | nswrext endeduser pr ef s| | pr ef err edl anguage

| | mai | del i veryoption| | mai | f orwar di ngaddr ess

| | mai | Aut oRepl yTi meout | | mai | aut or epl ytextinternal || mai | aut or epl yt ext

| | vacati onEndDat €| | vacat i onStart Dat e| | mai | aut or epl ysubj ect | | pabUR

| | maxPabEntri es| | mai | MessageSt or e| | mai | Si eveRul eSour ce| | sunUCDat eFor mat
| | sunUCDat eDeLi ni t er| | sunUCTi neFor nat ")

(version 3.0; acl “Messaging Server End User Adminstrator Wite Access

R ghts -
pr oduct =SOVB, schenma 2 support, cl ass=i nstal | er, nun¥2, ver si on=1";
allow (all)

groupdn="1dap:///cn=Messagi ng End User Adm nistrators G oup, ou=Q oups,
$root Suffix";)

Action: Consolidate.

This ACI grants permission to the Messaging End User Administrators Group.

#

# consol i dat e

#

aci :

(targetattr="uid||ou||owner||nail||mail AlternateAddress
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| | mai | Equi val ent Addr ess| | menber O

| | inetuserstatus||mail userstatus| | menber & Managed@ oup| | mai | Quot a

| | mai | MsgQuot a| | i net Subscri ber Account | d| | dat aSour ce| | mai | host

| | mai | Al I owedSer vi ceAcces| | pabUR | | i net CC8| | mai | SMIPSubni t Channel
|laci”)

(targetfilter=(& objectd ass=i net Mail User) (! (nsrol edn=cn=Cr gani zati on Adm n
Rol e *))))

(version 3.0; acl “Deny wite access to users over Messaging Server
protected attributes -

pr oduct =SQVB, schenma 2 support, cl ass=i nstal | er, nun¥3, versi on=1 “;
deny (wite)

userdn = “ldap:///self";)

Action: Consolidate.

This is one of several ACIs that set self privileges.

Analysis of How ACls Are Consolidated
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The listing in this section shows the ACls that have been consolidated in the
replacement Idif file, repl acenent . aci s. | di f, which you can use to consolidate
ACls in the directory. For instructions in how to replace ACls, see Steps for
Replacing ACls.

The ACIs are divided into pairs. For each category, first the original ACls and then
the consolidated AClIs are listed:

= Original Anonymous Access Rights

= Consolidated Anonymous Access Rights
= Original Self Acis

= Consolidated Self Acis

= Original Messaging Server ACls

= Consolidated Messaging Server ACls

= Original Organization Admin ACls

= Consolidated Organization Admin ACls
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Original Anonymous Access Rights

aci :

(targetattr !'= “userPassword || passwordH story || passwordExpirationTi me
|| passwor dExpWarned || passwordRetryCount || retryCount ResetTine ||
account Unl ockTime || passwordAl | owChangeTi ne “)

(version 3.0; acl “Anonynous access”;

al | ow (read, search, conpare)

userdn = “ldap:///anyone”;)

aci:

(target="Idap:///cn=Top-1evel Adm n Rol e, $root Suf fi x")
(targetattr="*")

(version 3.0; acl “SlIS Top-level adnin delete right denied”;
deny (del ete)

userdn = “ldap:///anyone”; )

aci :

(target="I1dap:///$root Suffix")

(targetfilter=(entrydn=$root Suffix))

(targetattr="*")

(version 3.0; acl “S1IS Default Organization delete right denied”;
deny (del ete)

userdn = “ldap:///anyone”; )

aci:

(target="Idap:///ou=services, $root Suf fi x")
(targetfilter=(!(objectclass=sunServi ceConponent)))
(targetattr = “*")

(version 3.0; acl “S1I'S Services anonynous access”;
al | ow (read, search, conpare)

userdn = “ldap:///anyone”;)

aci:

(target="Idap:///ou=i Pl anet AMAdm nConsol eServi ce, *, $root Suf fi x")
(targetattr = “*")

(version 3.0; acl “S1IS i Pl anet AVAdm nConsol eServi ce anonynous access”;
all ow (read, search, conpare)

userdn = “ldap:///anyone”;)
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Consolidated Anonymous Access Rights

aci :

(target="Idap:///$root Suffix")
(targetfilter=(!(objectclass=sunServi ceConponent)))

(targetattr != “userPassword| | passwordH story

| | passwor dExpi rati onTi ne| | passwor dExpVér ned| | passwor dRet r yCount

| | retryCount Reset Ti nme| | account Unl ockTi ne| | passwor dAl | owChangeTi ne”)
(version 3.0; acl “anonynous access rights”;

al | ow (read, search, conpare)

userdn = “l dap:///anyone”; )

Analysis: There is an anonymous access on the root which allows the same and
excludes the aci attribute. This replacement for the Access Manager eliminates the
(*) in the target, which is expensive, because it allows anonymous access to the
suffix.

Original Self Acis

aci :
(targetattr !'= “nsroledn || aci || nsLookThroughLinit || nsSizeLimt ||
nsTimeLimt || nsldleTimeout || passwordPolicySubentry ||

asswor dExpi rat i onTi me

|| passwordExpWarned || passwordRetryCount || retryCount ResetTine ||
account Unl ockTime || passwordH story || passwordAl | owChangeTi ne”)

(version 3.0; acl “Allow self entry nodification except for nsrol edn, aci,
resour ce

limt attributes, passwordPolicySubentry and password policy state
attributes”;

allow (wite)

userdn ="l dap:///self";)

aci :

(targetattr = “*")

(version 3.0; acl “S1IS Deny deleting self”;
deny (del ete)

userdn ="l dap:///self";)

aci :

(targetattr = “objectclass || inetuserstatus ||

pl anet - am web- agent - access-al | ow | i st

|| iplanet-am domain-url-access-allow ||

i pl anet - am web- agent - access- deny- | i st

|| iplanet-amuser-account-life || iplanet-am session-max-session-timnme
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|| iplanet-amsession-nax-idle-time ||

i pl anet - am sessi on- get - val i d- sessi ons

|| iplanet-amsession-destroy-sessions ||

i pl anet - am sessi on- add- sessi on-1i st ener-on-al | - sessi ons

|| iplanet-amuser-admn-start-dn ||

i pl anet - am aut h- post - | ogi n- process-cl ass”)
(targetfilter=(!(nsrol edn=cn=Top- | evel Adnin Rol e, $root Suffix)))
(version 3.0; acl “S1IS User status self nodification denied”;
deny (wite)

userdn ="l dap:///self";)

aci :

(targetattr !'= “iplanet-amstatic-group-dn || uid || nsroledn || aci ||
sLookThr oughLi i t

|| nsSizeLimt || nsTineLimt || nsldleTineout || nmemberf ||

pl anet - am web- agent - access-al | ow | i st

|| iplanet-amdomain-url-access-allow ||

pl anet - am web- agent - access-deny-1ist”)

(version 3.0; acl “S1IS Allow self entry nodification except for nsrol edn,
aci ,

and resource limt attributes”;

allow (wite)

userdn ="l dap:///self";)

aci:

(targetattr !'= "aci || nsLookThroughLimt || nsSizeLinmt || nsTinmeLimt
|| nsldleTimout || iplanet-amdomain-url-access-allow’)

(version 3.0; acl “S1IS Allow self entry read search except for nsrol edn,
aci, resource

limt and web agent policy attributes”;

al | ow (read, search)

userdn ="l dap:///self”;)

aci:

(targetattr="uid||ou||owner||nail||mail Al'ternateAddress||mail Equi val ent
addr ess| | nenber O

| | inetuserstatus||mail userstatus| | nmenber & Managed@ oup| | mai | Quot a

| | mai | MsgQuot a

| | i net Subscri ber Account | d| | dat aSour ce| | mai | host | | mai | Al | owedSer vi ceAccess
| | pabURI | | i net COS| | mai | SMIPSubmi t Channel | | aci ™)

(targetfilter=(& objectd ass=i net Mail User) (! (nsrol edn=cn=Crgani zation Admn
ole*))))

(version 3.0; acl “Deny wite access to users over Messaging Server
protected
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attributes -

pr oduct =SQVB, schenma 2 support, cl ass=i nstal | er, nun¥3, versi on=1 “;
deny (wite)

userdn = “ldap:///self";)

Consolidated Self Acis

aci :

(targetattr !'= “nsroledn || aci
|| nsTimeLimt || nsldleTimeout
asswor dExpi rati onTi me

|| passwordExpWarned || passwordRetryGCount || retryCountReset Ti me

|| accountUnl ockTinme || passwordH story || passwordAl | owChangeTi e | |

id || menmber

|| objectclass || inetuserstatus || ou || owner || mail || mailuserstatus
|| menmber & Managed@ oup || mail Quota || nail MsgQuota || mail host

|| mail Al owedServiceAccess || inetCOS || mai | SMIPSubnit Channel )
(version 3.0; acl “Allow self entry nodification”;

allow (wite)

userdn ="l dap:///self";)

nsLookThroughLinmit || nsSizeLimt

|
|| passwordPolicySubentry ||

aci :

(targetattr !'=" aci || nsLookThroughLimt || nsSizeLimt
|| nsTimeLimt|]| nsldleTinmeout”)

(version 3.0; acl “Allow self entry read search”;

al | ow(read, search)

userdn ="l dap:///self";)

Analysis: Missing all the i pl anet - am * attributes. Since deny is the default if an
ACI is not present, all deny AClIs are removed. The ones that allow wri t e are
consolidated into a single ACI.

Original Messaging Server ACIs

aci :

(target="Idap:///$root Suffix")

(targetattr="*")

(version 3.0; acl “Messaging Server End User Administrator Read Access
R ghts -

pr oduct =SQVB, schenma 2 support, cl ass=i nstal | er, nun¥l, versi on=1";
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al | ow (read, search)
groupdn="1dap:///cn=Messagi ng End User Adm nistrators G oup, ou=Q oups,
root Suffix";)

aci :

(target="I1dap:///$root Suffix")
(targetattr="objectclass||nailalternateaddress||nail aut orepl yrmode| |

mai | prograndel i veryi nfo

| | nswrext endeduser pref s| | pref erredl anguage| | mai | del i veryopti on| |

mai | f or war di ngaddr ess

| | mai | Aut oRepl yTi neout | | mai | aut orepl ytextinternal || mai | aut orepl ytext| |
vacat i onEndDat e

| | vacati onStart Dat e| | mai | aut or epl ysubj ect | | pabURI | | maxPabEntri es| |

mai | MessageSt or e

| | mai | Si eveRul eSour ce| | sunUCDat eFor mat | | sunUCDat eDeLi miter| |

sunUCTi neFor mat ")

(version 3.0; acl “Messaging Server End User Adminstrator Wite Access
R ghts -

pr oduct =SQVB, schena 2 support, cl ass=i nstal | er, nun¥2, ver si on=1";

allow (all)

groupdn="1dap:///cn=Messagi ng End User Adm nistrators G oup, ou=Q oups,
root Suffix";)

aci :

(targetattr="uid||ou||owner||nail||mail AlternateAddress| |

mai | Equi val ent Addr ess| | menber Of

| | i netuserstatus||mail userstat us| | mnenber &f Managed@ oup| | mai | Quot a| |

mai | MsgQuot a

| | i net Subscri ber Account | d| | dat aSour ce| | mai | host | | mai | Al | owedSer vi ceAccess
| | pabURI | | i net COS| | mai | SMIPSubmi t Channel | | aci ™)

(targetfilter=(& objectd ass=i net Mail User) (! (nsrol edn=cn=Crgani zation Admn
Role, *))))

(version 3.0; acl “Deny wite access to users over Messaging Server
protected

attributes - product=SOV5, schenma 2 support, cl ass=install er, nun¥3, versi on=1
deny (wite)

userdn = “ldap:///self";)

Consolidated Messaging Server ACIs

The self ACI is handled in the self ACls.
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aci :

(targetattr="*")

(version 3.0; acl “Messaging Server End User Adninistrator Read Only
Access”;

al | ow (read, search)

groupdn = “Idap:///cn=Messagi ng End User Adm nistrators

group, ou=Q oups, $root Suf fix"; )

aci :

(targetattr="objectclass || nailalternateaddress || Mailautoreplymde ||
mai | prograndel i veryinfo || preferredl anguage || mnaildeliveryoption

|| mailforwardingaddress || mail Aut oRepl yTi neout ||

mai | aut or epl yt exti nternal

|| mailautoreplytext || vacationEndDate || vacationStartDate

|| mailautorepl ysubject || maxPabEntries || nail MessageStore

|| mailSieveRul eSource || sunUCDateFormat || sunUCDateDeLimter

|| sunUCTi neFormat || nailuserstatus || maildonainstatus”)

(version 3.0; acl “Messaging Server End User Administrator All Access”;
allow (all)

groupdn = “Idap:///cn=Messagi ng End User Adm nistrators
group, ou=Q oups, $root Suf fix";)

Analysis: Same as the original ACls.

Original Organization Admin ACls

aci: (different nane - “allowall” instead of “allow’)
(target="1dap:///($dn), $root Suf fix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adnm n Rol e, $root Suf fix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $r oot Suf fi x)

(nsrol edn=cn=Top- | evel Policy Adm n Rol e, $root Suffix))))

(

targetattr !'= “nsrol edn”)
(version 3.0; acl “SlI'S Organization Admn Role access allow all”;
allow (all)

rol edn ="l dap:///cn=0rgani zati on Admin Rol e, [ $dn], $root Suffi x";)
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aci: (m ssing)

(target="I1dap:///($dn), $root Suffix")

(targetattr="*")

(version 3.0; acl “Crganization Admn Role access allowread to org node”;
al | ow (read, search)

roledn = “Idap:///cn=Qgani zati on Admn Rol e, ($dn), $root Suffix” ;)

aci :

(target="I1dap:///($dn), $root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adm n Rol e, $root Suffix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $root Suffix))))
(targetattr !'= “nsrol edn”)

(version 3.0; acl “Oganization Admin Role access al l ow';

allow (all)

roledn = “Idap:///cn=Crgani zati on Admin Rol e, [ $dn], $root Suffix”;)

aci :

(target="1dap:///($dn), $root Suf fix")

(targetattr!="busi nessCategory || description || facsim|eTel ephoneNunber
|| postal Address || preferredLanguage || searchQuide || postfficeBox ||
post al Code

|| registeredaddress || street || | || st || tel ephonenunber ||

mai | domai nrepor t addr ess

|| mail domai nwel conenessage || preferredl anguage || sunenabl egab”)
(version 3.0; acl “Organization Admn Role access deny to org node”;
deny (wite, add, del ete)

roledn = “Idap:///cn=Qgani zati on Admn Rol e, ($dn), $root Suffix” ;)

aci: (duplicate of per organization aci)
(target="Ildap:///cn=0rgani zati on Adnin Rol e, ($dn), $root Suf fi x")
(targetattr="*")

(version 3.0; acl “S1I'S Organi zati on Adm n Rol e access deny”;
deny (write, add, del et e, conpar e, pr oxy)

roledn = “Idap:///cn=Crgani zati on Admn Rol e, ($dn), $root Suffix”;)

aci:

(target="Idap:///cn=0rgani zation Adm n

Rol e, ($dn), dc=red, dc=i pl anet, dc=cont)

(targetattr="*")

(version 3.0; acl “S1I'S Organi zati on Adm n Rol e access deny”;
deny (write, add, del et e, conpar e, pr oxy)

roledn = “Idap:///cn=Cgani zati on Admin Rol e, ($dn), $root Suffix”;)
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aci:

(target="Idap:///o=full Orgl, 0=V S, o=siroe. com o=Shar edDonai nsRoot ,

0=Busi ness, r oot Suf fi x")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adnm n Rol e, $root Suf fix)

(nsrol edn=cn=Top-1 evel Hel p Desk Adm n Rol e, dc=red, dc=i pl anet, dc=con))))
(targetattr = “nsrol edn”)

(targattrfilters="add=nsrol edn: (nsrol edn=*, o=ful | O g1, 0=V S, 0=si r oe. com
o0=Shar edDonai nsRoot , 0=Busi ness, $r oot Suf fi x),

del =nsrol edn: (nsrol edn=*, o=f ul | Or g1, 0=MVI S, o=si r oe. com o=Shar edDonai nsRoot ,
0=Busi ness, $root Suffix)")

(version 3.0;

acl “SlIS Organization Adnmin Role access allow';

allow (all)

rol edn = “ldap:///cn=Crgani zati on Admin

Rol e, o=f ul | Or g1, 0=Vl S, o=si r oe. com o=Shar edDonai nsRoot , 0=Busi ness,

$root Suf fix";)

aci :

(target="1dap:///($dn), $root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adnm n Rol e, $root Suf fix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $root Suffix))))
(targetattr !'= “nsrol edn”)

(version 3.0; acl “SlI'S Organization Admn Role access allow all”;
allow (all)

rol edn = “ldap:///cn=Crgani zation Admin

Rol e, [ $dn], dc=red, dc=i pl anet, dc=conf ;)

Consolidated Organization Admin ACls

aci :

(target="Idap:///cn=0rgani zati on Adm n Rol e, ($dn), $root Suf fi x")
(targetattr="*")

(version 3.0; acl “S1I'S Organi zati on Adm n Rol e access deny”;
deny (write, add, del et e, conpar e, pr oxy)

roledn = “ldap:///cn=Cgani zati on Admin Rol e, ($dn), $root Suffix”;)

aci :

(target="1dap:///($dn), $root Suf fix")

(targetattr="*")

(version 3.0; acl “Organization Adnmin Role access allow read”;

al | ow(read, search)

roledn = “Idap:///cn=Crgani zati on Admn Rol e, [ $dn], $root Suffix” ;)
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aci:

(target="I1dap:///($dn), $root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adnm n Rol e, $root Suf fix)
(entrydn=($dn), $root Suffix))))

( targetattr = “*")

(version 3.0; acl “S1I'S Organi zation Admn Rol e access all ow';
allow (all)

roledn = “Idap:///cn=Crgani zati on Admin Rol e, [ $dn], $root Suffix”;)

List of Unused ACIs to be Discarded

The listing in this section shows the unused default ACls that are discarded from
the directory when you apply the repl acenent . aci s. | di f file to the directory.

The AClIs to be discarded are divided into the following categories:
= Suffix

= Top-level Help Desk Admin Role

= Top-level Policy Admin Role

= Access Manager Anonymous

= Access Manager Deny Write Access

= Access Manager Container Admin Role

= Organization Help Desk

= Access Manager Miscellaneous

Suffix

# discard

#

aci :

(targetattr ="*")

(version 3.0;acl “Configuration Admnistrators G oup”;

allow (all)

(groupdn = “Idap:///cn=Configuration Adm nistrators, ou=G oups,
ou=Topol ogyManagenent, o=NetscapeRoot”);)
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#

# discard

#

aci :

(targetattr ="*")

(version 3.0;acl “Directory Admnistrators Goup”;

allow (all)

(groupdn = “ldap:///cn=Directory Adm nistrators, $rootSuffix”);)

#

# discard

#

aci :

(targetattr = “*")

(version 3.0;

acl “SIE Goup”;

allow (all)

groupdn = “Idap:///cn=sl apd-whater, cn=Sun ONE Directory Server, cn=Server
QG oup, cn=whater.red.iplanet.com ou=red.iplanet.com o=NetscapeRoot”;)

#

# discard - prevents TLA from nodi fying the am dapuser account.
#

aci :

(target="Idap:///cn=am dapuser, ou=DSAME User s, $r oot Suf fi x")
(targetattr = “*")

(version 3.0;

acl “SlIS special |dap auth user nodify right”;

deny (wite)

roledn !'= “ldap:///cn=Top-level Adnin Role, $rootSuffix";)

#

# discard - protects SAML related attributes

#

aci :

(targetattr="ipl anet-amsani-user || iplanet-amsan-password”)

(targetfilter="(objectclass=ipl anet-am sani -service)”)
(version 3.0; acl “SlIS Right to nodify sam user and password”;

deny (all)

(roledn !'= “ldap:///cn=Top-1evel Adm n Rol e, $root Suf fi x")

AND (userdn !'= “ldap:///cn=dsaneuser, ou=DSAME Users, $r oot Suf fi x”")
AND (userdn !'= “ldap:///cn=puser, ou=DSAME Users, $root Suffix"); )
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Top-level Help Desk Admin Role

#

# discard

#

aci :

(target="I1dap:///$root Suffix")

(targetfilter=(!(nsrol edn=cn=Top-| evel Adm n Rol e, $root Suffix)))
(targetattr = “*")

(version 3.0; acl “SlIS Top-level Help Desk Admin Role access allow';
al | ow (read, search)

rol edn = “Idap:///cn=Top-level Hel p Desk Adm n Rol e, $root Suffix”;)

#

# discard

#

aci :

(target="I1dap:///$root Suffix")

(targetfilter=(!(nsrol edn=cn=Top-| evel Adm n Rol e, $root Suffix)))
(targetattr = “userPassword”)

(version 3.0; acl “S1IS Top-level Help Desk Admin Role access al l ow';
allow (wite)

rol edn = “Idap:///cn=Top-level Hel p Desk Adm n Rol e, $root Suffix”;)

Top-level Policy Admin Role

#

# discard

#

aci :

(target="Idap:///$%$root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Admn Role, $rootSuffix))))
(targetattr = “*")

(version 3.0; acl “S1I'S Top-level Policy Adnin Role access allow';
al | ow (read, search)

rol edn = “Idap:///cn=Top-|evel Policy Adnin Role, $root Suffix";)

#

# discard

#

aci :

(target="Idap:///ou=i Pl anet AMAUt hSer vi ce, ou=ser vi ces, *$root Suf fi x")
(targetattr = “*")

(version 3.0; acl “SlIS Top-level Policy Adnin Role access Auth Service
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deny”;
deny (add,wite, del ete)
rol edn = “l dap:///cn=Top-|evel Policy Adnin Role, $root Suffix”;)

#

# discard

#

aci :

(target="Idap:///ou=services, *$root Suf fi x")

(targetattr = “*")

(version 3.0; acl “SlIS Top-level Policy Adnin Role access allow';
allow (all)

rol edn = “Idap:///cn=Top-level Policy Admn Role, $root Suffix”;)

#

# discard

#

aci :

(target="I1dap:///$root Suffix")

(targetfilter="(objectclass=suni smanagedor gani zation)")
(targetattr = “sunRegi steredServi ceNane”)

(version 3.0; acl “SlI'S Top-level Policy Adnin Role access allow';
allow (read, wite, search)

rol edn = “Idap:///cn=Top-level Policy Admn Role, $root Suffix”;)

Access Manager Anonymous

#

# discard - prevents anyone other than rootdn fromdel eting default
organi zati on.

#

aci :

(target="Idap:///$root Suffix")

(targetfilter=(entrydn=$root Suffix))

(targetattr="*")

(version 3.0; acl “S1IS Default Organization delete right denied”;
deny (del ete)

userdn = “l dap:///anyone”; )

#

# discard - prevents any user other than rootdn fromdel eting the TLA adnin
rol e.

#
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aci:

(target="Idap:///cn=Top-1evel Adm n Rol e, $root Suf fi x")
(targetattr="*")

(version 3.0; acl “S1IS Top-level adnin delete right denied”;
deny(del et e)

userdn = “ldap:///anyone”; )

Access Manager Deny Write Access

#

# discard

#

aci :

(targetattr = “*")

(version 3.0; acl “SlIS Deny wite to anonynous user”;
deny (add,wite, del ete)

rol edn ="l dap:///cn=Deny Wite Access, $root Suffix”;)

Access Manager Container Admin Role

#

# discard

#

aci :
(target="I1dap:///(%dn), $root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adm n Rol e, $root Suffix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $r oot Suf fi x)

(nsrol edn=cn=Top- | evel Policy Adm n Rol e, $root Suffix))))
(targetattr !'= “nsrol edn”)

(version 3.0; acl “S1IS Container Admn Role access all ow';
allow (all)

roledn = “Idap:///cn=Cont ai ner Adnin Role, [$dn], $root Suffix”;)

#

# discard

#

aci :

(target="Idap:///cn=Cont ai ner Adnmin Rol e, ($dn), $root Suf fi x")
(targetattr="*")

(version 3.0; acl “S1IS Container Admn Rol e access deny”;
deny (write, add, del et e, conpar e, pr oxy)

rol edn = “Idap:///cn=Cont ai ner Adnin Role, ($dn), $root Suffix”;)
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#

# discard

#

aci :

(target="Idap:///ou=Peopl e, $root Suf fi x")
(targetfilter=(!(](nsrol edn=cn=Top-|evel Adnm n Rol e, $root Suf fix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $r oot Suf fi x)

(nsrol edn=cn=Top-1 evel Policy Adm n Rol e, $root Suf fi x)

(nsrol edn=cn=Cr gani zati on Adm n Rol e, $root Suf fi x)

(nsrol edn=cn=Cont ai ner Adm n Rol e, $root Suffix))))

(targetattr !'= “ipl anet- am web- agent - access-al |l ow1ist ||

i pl anet - am domai n-url - access-al | ow

|| iplanet-amweb-agent-access-deny-list || nsroledn”)

(version 3.0; acl “SlI'S Goup and peopl e container adnin role”;

allow (all)

rol edn = “l dap:///cn=ou=Peopl e_dc=red_dc=i pl anet _dc=com $r oot Suffi x";)

Organization Help Desk

#

# discard

#

aci: (extra verses dreanbig)

(target="Idap:///$root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adm n Rol e, $root Suf fix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $r oot Suf fi x)

(nsrol edn=cn=Top-1 evel Policy Adm n Rol e, $r oot Suf fi x)

(nsrol edn=cn=Cr gani zati on Adm n Rol e, $root Suffix))))

(targetattr = “*")

(version 3.0; acl “S1IS Organization Hel p Desk Admin Role access allow';
al | ow (read, search)

rol edn = “ldap:///cn=Crgani zati on Hel p Desk Adnin Rol e, $root Suffix”;)

#

# discard

#

aci :

(target="I1dap:///$root Suffix")

(targetfilter=(!(](nsrol edn=cn=Top-|evel Adm n Rol e, $root Suf fix)
(nsrol edn=cn=Top- | evel Hel p Desk Adm n Rol e, $r oot Suf fi x)

(nsrol edn=cn=Top-1 evel Policy Adm n Rol e, $r oot Suf fi x)

(nsrol edn=cn=Cr gani zati on Adm n Rol e, $root Suffix))))

(targetattr = “userPassword")
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(version 3.0; acl “S1IS Organization Hel p Desk Admin Role access all ow';
allow (wite)
rol edn = “Idap:///cn=Crgani zati on Hel p Desk Admin Rol e, $root Suffix";)

Access Manager Miscellaneous

#

# discard - Renoval disables the associated privileges to the attribute
i pl anet am nodi fi abl e- by

#

aci :

(target="I1dap:///$root Suffix")

(targetattr!="nsrol edn”)

(version 3.0; acl “S1IS Goup admn’'s right to the users he creates”;
allow (all)

userattr = “ipl anet-am nodifi abl e- by#ROLEDN'; )

Appendix D ACI Consolidation 201



List of Unused ACls to be Discarded

202 Communications Services 6 2005Q1 « Delegated Administrator Guide



Glossary

Refer to the Java Enterprise System Glossary (htt p: // docs. sun. coni doc/ 816- 6873)
for a complete list of terms that are used in this documentation set.
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