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commadmin -D userid -w password
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A EIT,

t}& of o]l ] = commadmin domain modify = AFE-3te] 71 E ZH|¢le] W | A 2 &
g Au| 2 E Frhehs WS vl sy Th

commadmin domain modify -D chris -w bolton -n sesta.com -d siroe.com
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B A 71X = A - W52 H da.cos.skeleton.1dif Ao A E CoS HEZSZEES
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da.cos.skeleton.1dif FY4 2] CoS HEZ E+= v 25U T

Template for creating a COS template for a service package.

There must be a least one of the following attributes:
- mailMsgMaxBlocks

- mailQuota

- mailMsgQuota

- mailAllowedServiceAccess

includes units and default values.

The finished COS derived from this skeleton is added to the directory with
the following command:

#
#
#
#
#
#
#
#
# Consult documentation for values for the attributes. Documentation
#
#
#
#
#
# ldapmodify -D <directory manager> -w <password>

# -f <cos.finished.template.ldif>

#

dn: cn=<service package name>,o=cosTemplates, <rootSuffix>

changetype: add

objectclass: top

objectclass: LDAPsubentry

objectclass: extensibleobject

objectclass: cosTemplate

cn: <service package name>

mailMsgMaxBlocks: <mailMsgMaxBlocksValue>

mailQuota: <mailQuotaValue>

mailMsgQuota: <mailMsgQuotaValue>

mailAllowedServiceAccess: <mailAllowedServiceAccessValue>

MUl 7125 A4 e v ©hl

1.

il

e,
da.cos.skeleton.1dif #A S BALSHL o] &S5 H 7 st}

Delegated Administrator A %] A] da.cos.skeleton.1ldif 3} o] T3 o] dlE 2 o]
Ay

da_base/lib/config-templates

da.cos.skeleton.1dif 3} o] HAFZ A T3 &5 A T
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o <rootSuffix>

i)l
2

FE Hulo] vf 7] Q] <rootsuffix>S FE Jv]o](¢: o=usergroup) = ¥

et
<rootSuffix> |7 W=7} DNeoJ| YEF g Y o

o <service package name>
<service package name> W 7] HF5 A A 2 AFES Au] A 9fj7] %] o] F O 2
ik Ran =
<service package name> "7} <=7} DN ¥ cnofl LG o}

o WY HA gk

<mailMsgMaxBlocksValue>
<mailQuotavalue>
<mailMsgQuotaValue>
<mailAllowedServiceAccessValue>

o] #t 3l Akl ukAl A A gt

oA o, WY 400 sl ks %2 AH T 5 Asrurh
mailMsgMaxBlocks: 400

mailQuota: 400000000

mailMsgQuota: 5000
mailAllowedServiceAccess: +imap:ALLS+pop:ALLS+smtp:ALLS+http:ALL

o] £ A o) 9l A2 Sun Java System Communications Services Schema
Reference®] “37%: Attributes” & F23H] A 2.

MBS 7)Ao A 470 2] M 4 BFE AR Q= flss U T A H| A )

71 el A sht o] 8] £4& A A 5 s

g g gl of An| A 7] A S A X 5le] W LDAP U e E 2] E=7-¢] 1dapmodi fy S AH&

gy,
o Eol, e BY S AW F ABUTh

ldapmodify -D <directory manager> -w <password>
-f <cos.finished.template.ldif>

o 7] A
<directory manager>i= Directory Server T z}e] o] &Yy}

<password>i= Directory Server #2] 2}2] H] ¥ 5 9l T},

<cos.finished.template.ldif>+ Y EZ o] B A 7| X2 X2 HHH

1dif 7+ 9] o] &Yt}
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Schema 2 S&t B EZ ACI F7}

Schema 2 & 3t 2. Eof| 4| LDAP Y g E 2] & A}-§-3k= F©] 2}H Delegated
Administrator7} Tl F E g oA #2] & F JEF tHEG Y ACIE 522 F78loF
U o ©dAE FEE Y

1.

T+ ACI= OSI FEof 713Ut} /opt/SuNWcomm/config T HE 2 o 3=
usergroup.ldlf gl o] A TS F ACIE 2S5 914Ut

ugldapbasedns A A AFE-AF 715 o]0l & vyl B A H usergroup. 1difE
LDAP v ¥ &2 of] F7}g v}

#

# acis to limit Org Admin Role

#

A

# dn: <local.ugldapbasedn>

FhE#

dn: <ugldapbasedn>

changetype: modify

add:aci

aci: (target="ldap:///($dn),<ugldapbasedn>") (targetattr="*")
(version 3.0; acl "Organization Admin Role access deny to org node";
deny (write,add,delete) roledn = "ldap:///cn=Organization Admin
Role, ($dn), <ugldapbasedn>";)

dn: <ugldapbasedn>

changetype: modify

add:aci

aci: (target="ldap:///($Sdn),<ugldapbasedn>") (targetattr="*") (version
3.0; acl "Organization Admin Role access allow read to org node"; allow
(read, search) roledn = "ldap:///cn=Organization Admin

Role, ($dn) , <ugldapbasedn>";)
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dctreebasedns A A DC Ed] FE Ao £ ugldapbasedns AHEAF 15 Hvu|o] =2

vl oF sty t} AR ¥ detree.1difE LDAP t & E gl of] 71yt
#

# acis to limit Org Admin Role

#

FHEH R R

# dn: <dctreebasedn>

A

dn: <dctreebasedn>

changetype: modify

add:aci

aci: (target="ldap:///($dn),<dctreebasedn>") (targetattr="*")
(version 3.0; acl "Organization Admin Role access deny to dc node";
deny (write,add,delete) roledn = "ldap:///cn=Organization Admin
Role, ($dn),<ugldapbasedn>";)

dn: <dctreebasedn>

changetype: modify

add:aci

aci: (target="ldap:///($dn),<dctreebasedn>") (targetattr="*")
(version 3.0; acl "Organization Admin Role access allow read to dc
node"; allow (read,search) roledn = "ldap:///cn=Organization Admin
Role, ($dn) , <ugldapbasedn>";)
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3. U ACIE DC Ef FE gujofof 7Y th(©] ACIE detree. 1dif 3D o ).

dn:<dctreebasedn>

changetype: modify

add:aci

aci: (target="ldap:///<dctreebasedn>") (targetattr="*")
(version 3.0; acl "S1IS Proxy user rights"; allow (proxy)
userdn = "ldap:///cn=puser,ou=DSAME Users, <ugldapbasedn>";)

dn:<dctreebasedn>

changetype: modify

add:aci

aci: (target="ldap:///<dctreebasedn>") (targetattr="*")

(version 3.0; acl "S1IS special dsame user rights for all under the root
suffix"; allow (all) userdn ="ldap:///cn=dsameuser, ou=DSAME

Users, <ugldapbasedn>";)

dn:<dctreebasedn>

changetype: modify

add:aci

aci: (target="ldap:///<dctreebasedn>") (targetattr="*")

(version 3.0; acl "S1IS Top-level admin rights";

allow (all) roledn = "ldap:///cn=Top-level Admin Role,<ugldapbasedn>";)

4. AMConfig.properties 3ol 81+ com.iplanet.am.domaincomponent 5= A HE

g DCEY FE Julol2 AUk A& =
<IS_base_directory>/1ib/AMConfig.properties I oA th3 S 4 Tt}
ok

com. iplanet.am.domaincomponent=o0=isp

R
T %

com. iplanet.am.domaincomponent=o=internet

5. Mm%Mmgmﬂﬂﬂ*MmmﬂMwWWiﬂﬂce4%@ A7 gyt
Access Manager & 9] 2] 2& M| A Ho] X oA Tl +4 24 EF AL
7V eles AE(@dshdd E}.
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o o 9} 29| inetdomain A A EWAE X E DC EZ] =2 (4:

dc=com, o=internet)®l F7}F th

/var/mps/serverroot/shared/bin 298% ./ldapmodify
Manager" -

w password

dn: dc=com, o=internet

changetype: modify

add: objectclass

objectClass: inetDomain

4 B0l & T Al =g,

3%k

=}

-D "cn=Directory

Delegated Administrator 7+

b
e

F

!
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4%}

Delegated Administrator AFE X} A 2|

779 3 E 1 (config-commda)s AH&-3t9] Delegated Administrators A2 2| 8} 1L -4
Fobd A gofl whet & AR A S 5 3lF Ut o] ol = A F- Delegated
Administrator 7] 5& AFEAF 7 o sh= W 2 ko] B 7HA] o & 2 ) S o

o] Fe b g ow T YdgTh

o ANH|A A 7B S AFEE] 7] E Y SAE A

Delegated Administrator 22 7191 7}
o A8 211 AFEAF A 9

2 AHH 7|24 = AIEol0] 7|2 HlE =2 E

A A7) kS Ao} 7B Y F2E 9 7] WY %
oA A et 2SS G

)
o3
[
it
(2
o,

ol
ol
il
rg
o
i)

ZEES| A 24 vPHAE 24 55 AR stA)olA 72 v $AE FEE A A8
W oS dAE Sy E Y
* Security.properties I -& ATt o] oA = o] TA o] ol gt

* MailHostStorePlugins 2/d 3t §FH t}. U= Delegated Administrator & 2] 7291 57}
Aol A o] TA e o &l A g ok

Security.properties FYU-& AFEEHH B E 9T == 7 o Eofl tj 3l Delegated

Administrator 2% & AFEAF A 2] 8 4= Q15
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Security.properties 3¢
da_base/da/WEB-INF/classes/com/sun/comm/da/resources © 8@ E 2] o Q&5Y Tt}

2&0IA 712 W9l ZAEE A7 skl W ol o] EAIH L WS Security. properties
shelel F7hg ek,

# Remove Preferred Mail Host from UI

* NewOrganizationPage6 .PreferredMailHostProperty=INVISIBLE

* NewOrganizationSummaryPage.PreferredMailHostSummaryProperty=INVISIBLE

* OrgProperties.MailHostName=INVISIBLE

* OrgProperties.MailHostNameText=INVISIBLE
* OrgProperties.MailHostValue=INVISIBLE

F9: g A G Z 9190 o] el P& FHE F YA ol v EAE B AT
U 7 Ae At ZEoA o7l 5 g

oM 5F F B Security Element Name=Permission® &2 & zk5ut)
nel 9 o] Be

Role Name.Container View Name.Console Element Name®] 825 Zt{5u T},

HeE @4 ddto] Jojua gl

Hol A 25 Flste] Holx e
FH o)A o]l &2 arshE °] 5%

A
Element Name &2 9] vpx| gk 5= Q 4wl /}_‘i.” afj oF gt}

> L
o

S

o ol
oi

é

Delegated Administratorol| A f+ &3k 93 o] 52 th 3 5t

BN
_O|L
>
>
o

”ProviderAdminRole”(SPA) —o] & g AA S Y& S 3
5 A, A FF A A A b A

”OrganizationAdminRole"(OUA)
“Top-levelAdminRole”(TLA)
wwr (B o gl A DAl E] A b o W E edate] shibe] AR A &3h))
ATHe the TAD Z she]of gt
e EDITABLE - B¢t @ &7} 7] 74588 vebyiyoh
e NONEDITABLE - 2.¢F 247} 9]7] 1895 Uiy
e VISIBLE - 2ot @27} #4159 ¢]7] A 8-4& HeEbd ek
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Delegated Administrator 221191 7}

e INVISIBLE - B¢t @ 47} A 5 ®] o8-8 Yebyiy ),

o == o] x<
Delegated Administrator Z2{ 121 F7}

o 31205 A Y3 S5 Delegated Administrators AF-&-2F 4 2] g 4= Q15T

® MailHostStorePlugin
ARA o o] E L AFE T GGtk M EUA 242 A4S o)
preferredmailhostE A 3HA] ¥ o™ o &7} WA T, &2 19l o] AME 75
ahh 8l £40] gl A $-olu 9 shel(o] 4
Ayt

e MailDomainReportAddressPlugin
A3H= DSN F4 5 whekstewd mrlQl ghs AHEgy ok 718 i
MATLER-DAEMON@<domain> At 4 & HH8al= 2]y o).

® UidPlugin
I otolt] FAE S A YT 7] T3 oA = EEA A WHEHE GUIDE A4
.

e VolInternalLoginPlugin
(Delegated Administrator <% A] A&3$h) "volmaillogin" 473 %t 3
volinternalloginpluginfile®] #t& AF&3}9] "volinternallogin' 573 24 g
Yt} volinternallogin 49 8242 <volmaillogin value>@<value found

in file>Y9 Yt} volinternalloginpluginfile®] o g+ pA S &2 o] A2 R
o] A 271 S 1l B ask 7 Zd HU S FEE A L.

resource.properties ¥ oA attr-loginid: volmaillogin® & 278 & ojof gt

Ut

® ObjectclassPlugin

A8 2k AFg Aol Al "volperson” A A EAE F7HU T

=o{1¢l gy =)

o] 2 10& s}t | vhs t P E gl of 9= commeli servilet
resource.properties 345 H A T},
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Delegated Administrator Z2{ 191 &7}

da_base/data/WEB-INF/classes/sun/comm/cli/server/servlet/
resource.properties

(712 A S 2 da_baset /opt/SUNWcomm®] U t}.)
Z 9L S A E 9] A Ao ¢l resource.properties 3o 9 X gy}

R
# Plugin Configuration #
Y

Each has "plugin" as the suffix. The current list looks like:
jdapi-mailhoststoreplugin=disabled

jdapi-mailhoststorepluginclass=sun.comm.cli.server.util.MailHostStorePlugin
jdapi-mailhoststorepluginfile=/tmp/mailhostmailstore
jdapi-volinternalloginplugin=disabled
jdapi-volinternalloginpluginclass=sun.comm.cli.server.util.
VolInternalLoginPlugin
jdapi-volinternalloginpluginfile=/tmp/volinternalloginplugin
jdapi-objectclassplugin=disabled
jdapi-objectclasspluginclass=sun.comm.cli.server.util.ObjectClassPlugin
jdapi-maildomainreportaddressplugin=enabled
jdapi-maildomainreportaddresspluginclass=sun.comm.cli.server.
util.MailDomainReportAddressPlugin
jdapi-uidautogenerationplugin=disabled
jdapi-uidautogenerationpluginclass=sun.comm.cli.server.util.UidPlugin

Z8791 HAl
7} 2018 e 949 27) o] 4] ow FAH YL

® jdapi-<name>plugin= “enabled” | “disabled”

jdapi-<name>pluginclass=sun.comm.cli.server.util/
<java class name>

Z 19 &35t “disabled”’ & “enabled” ® W U T}
o] Al i RE E3 el dis] S8 1 EAAVATHYL A
gaAEg e JlHFY T

da_base/data/WEB-INF/classes/sun/comm/cli/server/util

o FH ARz o AL T At sy

rir

o}
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ALERE 2001 ALS AL H2

27ie| ZaIQl0) WL X7} S nhY
MailHostStorePlugin % VolInternalLoginPlugin®] 2702 & 1o += &3 9+
stz d ek, o] BHd&- sl Eef aelel ik Al A el 23Uk E8 1l
R 9 o] & ol £ ks A5k vl AR E YT Ee2Rle] A st o] 1t
o] Jlofof s, 1H A oFom @ FrH AU

Tk

o jdapi-mailhoststoreplugin
o jdapi-mailhoststoreplugininf=<full file name>
o file has one line
o value is that for :
o preferredmailhost attribute
o preferredmailmessagestore attribute
o form

0 <mailhost>:<mailpartion>

+ jdapi-volinternalloginplugin
o jdapi-volinternalloginpluginfile=<full file name>
o file has one line
o value is that for
o right hand side of volinternallogin attribute

ALEXR 221 ALEXT H2
Delegated Administrator -4 >~ & 13 (config-commda)S 4 8 3} Delegated
Administrator = 71?1 ]| AF-8-3}+= gkl uid® A g th

& £of, TLAZ 2 1%138}2 3} TLA] uid”7} john.doeZ}H john.does AHE-31o]
Delegated Administratorol] = 79131 T}

AHEAF 210 A T S 712 AR E 4= 3L =% Delegated AdministratorS AH§-A}
dojg syt oA s o, vld FAhmail)E F7HE 5 sy

(=)
AMEXH 201 2t A E WY
config-commda X 2 13 of| A = TS o &} 720] resource.properties 3+ ol
loginAuth-idAttr 54 & AFE-3Fod o] 3h& uid= A4 gyt

loginAuth-searchBase=<SrootSuffix>

servicepackage-cosdefbasedn = <SrootSuffix>
loginAuth-idAttr-1=uid

o] 71 A <s$rootSuffix+= o TP E ] o] FE Hujojdt},
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AREXE 291 AFE R} H O

76

resource.properties 3¢ 2
/var/opt/SUNWcomm/WEB-INF/classes/sun/comm/cli/server/servlet/

resource.properties®] &Y T

A2 A 291 2 =7}
resource.properties IU S HA 5t AFE A} 2 Q10 thek 3 FU1=E A 42l
U,

o & 5o, 210 MY F2(°]: john.doe@sesta.com)E AFE3 4= 1A 3Fe
resource.properties 3o th5 &S F7lshH F Ut

a

loginAuth-searchBase=<SrootSuffix>
servicepackage-cosdefbasedn = <SrootSuffix>
loginAuth-idAttr-1=uid
loginAuth-idAttr-2=mail

o] 7|1 A <$rootSuffix>+ F A EL Q] FE Hujoj]t}.

A vk} loginAuth-idattr 53 F Ho S8S F7}8of gy th o] oo A= F W A
kol F7E 22 25 loginauth-idattrol 713 o

—

loginauth-idacer 5% A1) ol ] QAR AZ F748 4 Qv

loginAuth-idAttr-1=uid
loginAuth-idAttr-2=mail

loginAuth-idAttr-n=<login-in value>
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¥ 2] 2= Delegated Administrator 8 @ & 9 2] Bl & AH8-8Fo] AF8-2E, 15, vl Yl
A2 AT st A MR AS BT 5 sy o] ZollA = AR j—H/»J—uﬂo]
S x2A o] A, A, A, A S 22 UF A Rl A EE PR E £
off thelf 218 Tt

Flo
==

510 el sl o} gLtk o] 3700 A= FPHUTh 3 0 AeA 3
B Aol Yol thek MW el 3 A i A A AP E S A
R el A FY L AT,

commadmin 8 2 E] &= /opt/SUNWeomm/bin T] 8 E 2] of Q&Y .

r off off
(o o off
> ~

¥ 5-1 Delegated Administrator ¥ & & Q1 E #o]

53 e s A

commadmin admin add AL XA =& 22| XHOA) 2| &R FEIXKTLA)
PRl

commadmin admin remove AM2XZE2E OAZEH A TLA

commadmin admin search OAHTHO| A= AFS XA TLA OA
9 FA

commadmin domain create THQ AN TLA

commadmin domain delete S ol Abx| TLA

commadmin domain modify Tl &~F TLA

commadmin domain purge Zoel XA TLA

commadmin domain search T ol 2 A TLA
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78

® 51 Delegated Administrator § % % Qe s|o] 4 (7<)

EE dy R

commadmin group create J= MY TLA, OAZ Y S5 27 %t

commadmin group delete a5 AHH| TLA, AR MY S5 4R
Xt

commadmin group modify J1g 23 TLA,OAZ MY S8 &7
Xt

commadmin group search 5 M oE

commadmin resource create PN S TLA, OA

commadmin resource modify PR S| TLA, OA

commadmin resource delete PNEC RSy TLA, OA

commadmin resource search N R 25

commadmin user create AP XM TLA, OA

commadmin user delete A2 RF ALK TLA, OA

commadmin user search INE=FNIFZRN =,

commadmin user modify ANEX £H TLA, OA

*0|# Delegated Administrator 22| A0 M & MH[A FZ A

+ s

22| XHSPA)7} commadmin R EEE| S A2

[=13
=

02

L

W E A= 3o RES AN 7 T

gl A g FHow

commadmin object task -1i inputfile

inputfiles T8kl o] 5

o34

A
=

B
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ne
0..°.|_'
1z

commadmin object task

U A 5 5L S ofl sl el Akl Al FH e du v

A4 w4 A

commadmin object task [options]

= =

shel WA -1 S-S AHEakol A A9 AL Th

oy Rel A S o B3 S G THow FRAULL &4 4e Fulo] ol 3
BAZ A Aol @ F2 EAA ol gLk §4 R W FE PP

AubA Q) TEE TeT gy

<option name><white space>[option value, if any]
<option name><white space>[option value, if any]

<option name><white space>[option value, if any]
<blank line>

<option name><white space>[option value, if any]
<option name><white space>[option value, if any]

<option name><white space>[option value, if any]

R EM A A el A4S AHE Y VIR ge] gyt e A A EE A4S
AR sk e o] g2 W EelA A Ve g
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gy 43

52 commadmin user add HH ol 3l -1 A O E X5 gfd o] A ul GLE of Q]

Y.

newuserl
new
userl
secret

o

newuser2
new
user2
secret

o T

newuser3
new
users3
secret

o T

<and so forth...>

Fa

ol

of o= ZE =l thal 218

:(g‘
oft
1
a
i)

a4 43

-D userid Clal E2|0| HIQIS & I AFR5H= AL X} OFO|C]

~w password CIE =2|of thall ALEXLOIO|L| & Q1SS I} ALSSHE HIZHE
Eoh B AE b password . txt & ALESHO passwordE XNEE T
AsH

-1 domain L2 X7 &6 = ol
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Access Manager & 2~ E (-X), Access Manager > E (-p) 9 7] =91 (-n) a4k A 2] S0l
A A & o cli-userprefs.properties Yol #7351},

= commadmin "% A3 Al -x, -p % -n Aol A E A koA
cli-userprefs.properties 3 oA 3HS 7FA Yt

commadmin admin add

commadmin admin add " #H 2 54 Q12 AlEA}o| Al OA S Fojgdy ol TLA
= ISP The] AFuk o] W A 4 gl Tk

-y

commadmin admin add -D login -1 login -n domain —w password -d domain [-h]
[-1 inputfile] [-p ISPort] [-X ISHost] [-?] [-s] [-v] [-V]

=M

Che S HS A5 ARV,

=4 49

-D login TLAS| AFE X} OfO| T

-1 login OA #&to| 20{E ALZ XISl AHZ XL OtO|T]. O] AFZX}= T2 E2|0f
ExotHM -d FM2 2 X -5 o elof &6l oF gLt

-n domain TLAS =M Q1. X HE K| 242M cli-userprefs.properties
ool MFE 7|2 =M elo] ArgE L

-w password TLAS| H|ZH S

-d domain Ol =mQlof cis 22| HetE Fo e AKX XFESU Tt X E & X
HoM -n MO Z X5 =mQlo] AHEE LI




gy 43

82

e S B ARl obrL .

a4 =kl

-1 inputfile WHE oA ool B HEE &L

-p IS Port Access ManagerZt = QI AEHOIM T TCP XEE X F & o 0
SH S AEELICEH XESHK| 22 A 712 IS PortE AHE5H A X|
Al 71288 FEsHA 2 dR0l= £E 808 AE - CL

-X IS Host Access Manager7t 2 50l SAEE X FELICH X|ZStX| o™
7| & IS Host7t A+& & L Ct.

-h, -? YH AEY F =S QAo

-V FEHIE Y HE HEE Lot

-s SSL(Secure Socket Layer)& A+E3t0{ Access Manageroll &1 &L},

-v OHd £35S J7HsstA o

o

U g "2 ARS8 AFE-AL oFol Y 7t admin1Ql AFE- Aol Al OA A 75 ¥

wol g,

commadmin admin add -D chris -n sesta.com -w bolton -1 adminl \

-d florizel.com

oS /\}% 8l AE-A} oo t] 7} admin2 9l AFEAF A florizel.com TH ol T
A

commadmin add admin -D chris -w bolton -1 admin2 -n varrius.com \

-d florizel.com

commadmin admin remove

commadmin admin remove T H < 7] OAZFE OA H3IS

P AWT 5 AsUh
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08
o
1z
02

# AL A2 RE OA S A A EE -1 FAS AP

;:}
—_

commadmin admin remove -D login -1 login -n domain -w password -d domain name
[-h] [-?] [-1 inputfile] [-p ISport] [-X IShost] [-s] [-v] [-V]

=

ohg $HE B A

=4 49

-D login TLAS| AHE XL Ofo| |

-1 login 22| o oif X| =0 Of 5t= AZ X}S| AHE X} OFO|C

-n domain TLAS| ool

-W password TLAS| HZHS

-d domain name Ol =oflof cish 22| EHo] s X| = =X A|F &Lt -dE XF

Fal
SHAl @22 E 2 -nolM X ge =M el AFS - Ch

=M o

-h, -? YH ALEH FES M

-1 inputfile WHE 4 ool BH 2 E A &LICt

-p IS Port Access ManagerZt =41 SQI Cix TCP XEE X|F& 0 o] M S
AP ELICH X Yot 22 ER 7|2 IS PortE AH&ot1l HX| Al 7| &
we TIoHA 22 R0 = XE 808 AHEELIC

-X IS Host Access Manager7t A3 £0l s AES XY ELICt X|Y5HX| L™
7|2 IS Host7t AbE & LICH 5 A X| A] 7| 2240] T+ & X| EQ4CtH
localhost7t AHE &l LI C}.

-s SSL(Secure Socket Layer)g2 A& 3510 Access Manager0l| &2 &fL|C}.

-v CHZ £ & JHsstA "ot

-V RE2E Y HE JEE QI &L,
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o
oh 85 A AE oFo] U] 7t admins Q] HE] AR F-E OA WehE A A T ot

commadmin admin remove -D chris -n sesta.com -w bolton -1 admin5 -d test.com

commadmin admin search

commadmin admin search H-> oW Tyl EY = 1 E

Y.

a
O
>
i
o
=
_O‘L
=
=3}
>
dt

A2
—

commadmin admin search -D login -n domain -w password [-1 login] [-d domain]

=

U Sl 2 ARy o

a4 43

~D login 0| = A Aeto| U= AEXS| ALEX} OLO| LY
-1 domain -DEdoE Xget MEXS ZHQl

~w password -DEMSE XYS AISAIS HUHS

& §AE B Aol opd Ut

o

=4 A3

-1 login M O & OAQ AHE XL Oto|LC]. -10] X|HE| K| 4UALL -10] L=
tE EXte & XFE dR(-1\* £= -1 *) EHele B E
OAZt EAIE LI

-d domain XY e =molof cHslf OA #Eto| U= ALERHE AMELICH -dE

o =
X YStA b2 7 -nolM X get =M S ASELICH

LT o T
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o
test.com =H[?19] = OAE A Asted th 3} o] 1&gt}

commadmin admin search -D chris -n sesta.com -w bolton -d test.com

commadmin domain create

commadmin domain create " %< Access Manager©l| 4| 3tut2] Em Q1S WhE Ut} o 7
EHdE vHEEE -1 S AR L

A2
—

commadmin domain create -D login -d domain name -n domain -w password
[-A [+]attributename:value] [-h] [-?] [-1i inputfile] [-o organization RDN]
-p ISPort] [-s] [-v] [-V] [-X ISHost]

[
[-S mail -H preferred mailhost]

[-S cal [-B backend calendar data server] [-C searchable domains] [-g access control string]
[

-P propertyname [ :value] ] [-R right[ :value]] [-T calendar time zone string] ]
24
U Sl 2 Ay
=M 29
-D login TLAS| AtZ X} otolL]
-d domain name MA =0l Q19 DNS =M QI 0|=
-n domain TLAS| =0 el
-w password TLAS| H|ZHS

the §HS B Abge] ob o
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M

0o

49

-A [+ lattributename:value

-h, -?
-1 inputfile

-0 organization RDN

-p IS Port

-X IS Host

-S service

s £M 9 2 gttributenameS LDAP A 7|00 M H o=, X ™ &
value= CI E2|0 A O] £ X gtS 25 HIELICH SA0] 0f2
S48 +-sAL SYsH S0l chal o gtg X ™ st ™ o] M

g vr=gc

attributename 20|l “+"7} USH AXY £d ST F0| g2 FIIeCt=
oo L ct.

EEHIO._'—O-I Z % RDN2 X ™ &L KOl o=varrius.florizel.com).
si suffix oF& ol A o==m 9l 0| Z,
b

Access ManagerZt =481 S0l CiA| TCP ZEE Il’é‘i"—l Ch X[ 5tHA|
22 B II2 IS PortE MEStL HX| Al 7|25t TFHSHA %2 &E

Pol= ZE 802 ASELIC

SSL(Secure Socket Layer)& A+E3t0{ Access Managerofl & &L},

£ X Z Uk XFstx] ¢gon

Access ManagerZt & H
Al 7| 220l T+ = A RUCHH

7|2 IS Host7t At & LICH E£5H M
localhost7} AH& &l LICL.

Zmelof FIte MH|AE X F B ot
services T MH|A = 02 MH|A S 7
service 242 mail ¥ cal@L|Ch O] g2 o4

-S mail EME ANESIH -HEd L

O|‘
ofM
e
foh

x |>

-S mail,cal

Identity Sever?| 7 Mol EXHSHE AMHIA F2 £0i ek oFM A
28t AHI 22 =0 Qo] W-d LT
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=4 49
OhE M2 -Smail SM0| X|ZE B0t LT

—H preferred mailhost oo 7|2 MY SAE SAEE HAstEl SAE 0|20|0{0F &
LI CHOl: mailhost . sesta.com).
-S mail SMO| X FEUCHH o] 2 ELiCt

ClS M2 -Scal SM0| X &HE Z 0|0t 5| 2E L},

-B backend calendar data server THOIo AFZXILE XF2I0| K| ”E 7|2 tHollE SAEZE K| ™ EHL|C},

-C searchable domains SHEHO|L} AF2 A T3 A| ZAE E0 Q1S X|F et Ct

-g access control string M2 M E ALE X 23 9 ACL(Access Control List)g X7 &L Ct

-P propertyname[:value] o] J§o Zt U H|E X &N £M0| Z+S MASLIC &4 £A0] )
ot MY 9l Ztoll tisi M = 149H| 0| X2 & B-18 &ZESHY A2,

-R right[:value] = =09l 24 icsAllowRightsS MAEILICH O] &4 2 H] E'f':‘i
e Zayt 54 55, 2t ¥ d3Fo tisi M= 1508 0 X2 &
S HZTSHHAI2

=T calendar time zone string o 2 T e I AFZE B Z A|ZIC) 0}0|C| £ K| ™ gL Ct.
RESEFE ANV EXE SE2 151H0[ X2 "2 HFE A7 =2
Ag'g F#xstdA e

o
gl gy Aquj AR A Bl S vbeed v 2ol g ek

commadmin domain create -D chris -d florizel.com -n sesta.com -w bolton \
-S mail,cal -H mailhost.sesta.com

commadmin domain delete

commadmin domain delete W H 2 T AEFH EH|Ql S AW oA 2HA|E A O Z FA]
Yt TAEH Tl oy 7H§€ 2 A E Ao Z EAIFHY -1 FAS AFE S

commadmin domain purge H#H > EH Q1S JFA O F A AT}

2 Aquj A v d MR eh 2 MBI AE OAZF AR 2 = fU7 sheld -s A& AR
Tyt 714 si= = A g Y vk
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commadmin domain delete -D login -d domain name -n domain -w password [-h] [-?]
[-1 inputfile] [-p ISPort] [-s] [-S service] [-v] [-V] [-X ISHost]

=

he g M W5 AT

=4 49

-D login TLAS| AFE X} OfO| T

-d domain name AH et DNS =0 ¢l 0| &. -d5 X EotA| 42 d2 -nOlM X Fet
EHQIS AFSELI T

-n domain TLAS| 0| Q!

-w password TLAS HIZHS

U 5 A g Abdo] obd Ut

=l 49

-h, -? TE AEH T2 S ML

-1 inputfile THEE A oHAoA BE FEE AFUCH

-p IS Port Access ManagerZt =41 SOl LA TCP ZEE X F & uf o] Mg

MEELUCH XIHSHX| 42 B 7|2 IS PortE AHE35t AR Al 7|2
we THoHA 22 R0 = EXE 805 AHEELIC

-s SSL(Secure Socket Layer)2 A& 3510 Access Manager0l| &2 &fL|C}.

-S service RNEE M A HE £99 €S ‘deleted’ 2 = &L L
o2 MHIAE MEE ER EHHEE FERHULCEH REEservice 242
mail ¥ cal®LC} O] g2 HAEXE T &LICH

-v O £ S J7HsstA =

-V FEElE Y HA FEE QAL ct.

-X IS Host Access ManagerZt 28 50 SAEE X ELICH X Y5HX| 42 &
R 7|2 ISHostE MB35t HX| Al 7| 28t€ FdotA 22 0=

o
localhostE ArS &Ll Ct.
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commadmin domain delete -D chris -w bolton -d florizel.com -n sesta.com

florizel.com TH| QoA Wl A B A4k A A sked oS3 o] J&E g}

commadmin domain delete -D chris -w bolton -d florizel.com -n sesta.com \

-S mail

commadmin domain modify

commadmin domain modify ¥ %< Luw<l stue] tld e &5
ofe] moll e SR i FAE AT

B
o
4
o,
%
W
u)

3

;:}
—_

commadmin domain modify -D login -d domain -n domain -w password
[-A [+]|-]attributename:value] [-h] [?] [-1i inputfile] [-p ISPort] [-s] [-v] [-V]
-X IS Host]
-S mail -H preferred mailhost]
S cal [-g accessstring] [-C cross domain search domains] [-B backend calendar data server]
P [action]propertyname( :value] 1 [-R propertyname| :value]l] [-T calendar time zone string] ]

[
[
[
[

2

e g HE B4 AU

=M =3

-D login TLAS| AtE X} otolt

-ddomain +d S DNS =M el 0| §. -d8 XNESHAl %42 E 2 -nolM XFet
TH S AFZEL O

-n domain TLAS| =oj ¢l

-w password TLAS| H|HH S




gy 43

90

gg gL B4 Aol o

Py,

0o

M

49

-A [+ | -]attributename:value

-h, -?
-1 inputfile
-p IS Port

-X IS Host

-S service

/\X-I oI» e~y SKel

&4 2 2 gttributename LDAP 27|00 A HO| | C|2l E2|

O] o] &M0f ChsH 2= S 2tS CHAE
ZotAL SLE &

St Sdofl tish o 22 XE35
LT

JEEEREY

attributename 0| “+”7+ % o

fLIC o

==o0f

42 S £
st o] M S

Hl= 5t
= =]

= w42 MAStE A Qo= o

CTEAIRE = AR BH SO AM WO X FECHH O o) EHSEH Al
2747t 2toF L CH /= I L R0 O] M0 M SE = ZR0=
RS oo BEe Al 170 7t 2FOF BFLIC

Y 2+ £ -)0| XNEEX FoH T2 Y2 I E US HHR= A
L]},

PH AEH T2 At

WHE oA ool BE 2 E A &Lict

Access ManagerZt =41 SQI C{A TCP ZEE X F& I 0| FM S
APEELICH X H 5| 222 AR 7|2 IS PortE AH&3t1 HX| Al 7|2
wE FHSHA 22 A0 = XE 808 AHSRLICL

SSL(Secure Socket Layer)g& A& 350 Access ManagerOl| &4 &L Ct
OHd £35S J7HsstA o

REHIE ¥ HE HEE ALt

Access Manager/t & ¢l EAEE X SLICH X F5HA| =2 F
S 7|2 ISHostE ME5t MR Al 7| 28t2 FdotA 42 R0 =
localhostE At &L .

=3 0l XIFE MHAE oo et

FE St service 2f2 mail L cal@lL|Ct. Of
| CF.

C

-

-5 SR UEEE Mul2=s HEE FEE UL

-S mailo| X|ZE[UCHH -H M E X FE0{0F gL Tt
MH[A FIFAl -Smail 40| XEE 208 CHE SM40] & SE L CH
-H preferred mailhost Toelo T2 oY SAE

-S mail SM0| XIFEEACHH O] M2 H4LICH

MHE|A FIF A -S cal 80| XZE &0

-B backend calendar data server

2HOE M0l S EE UL

[

EmQlef A AL AR Al X F & 7|

2HE SAE
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-C cross domain search domains SIS O|L} AL AL T3] A| ZAAME £ Q1S X|F L Ct

-g access string MZ 88 E AHXH 23 9| ACL(Access Control List)g X| & gL Cf.
=P [action]propertyname[:value] o2 7ol Zf LU H|E X|&X £M09| a; g

"J 0%
']IQE
C
Il
=
=y
(=}
=
i)
3
<
=
2
S
o
i

Mo ol Zhol| Ch 3 A= 149H| 0| X| 9| & B-

=T calendar time zone string IS 714 & I AFE5HE BEE Al ZHDH ofo|C|
RESEFE AU EXE o S5 2 151H 0| X2 "HH HEFE A7t
=AE"' S EXSHYAIR

R propertyname[-value] %aEw@:M1amnmeMs%§§§uumnsg%m5ﬂ
WE #eHt SEEE 0|5, ¢4 ¥ 48 S52 150H0[X|2| ®# B-2
S HZTSHHAI2.

71 EQlE sk i tha o 2ol 1 et

commadmin domain modify -D chris -w bolton -n sesta.com -d varrius.com \
-A preferredmailhost:test.siroe.com

commadmin domain purge

commadmin domain purge HH 2 AMA|E © 2 A H BE S5 = 5 0] A
7402 AATULE ol 7161z Ellel, A8, 1F 2 Aelo] £

S ER EEEEREFER R CEREE TRptpe
ol AlAH Y.

A71 A #8299 43 Z commadmin domain purge B & AFE-3Fo] XA H F-o
717t @ A F ok At A E O 2 HAHUE BE 5 S A AT A L.

AATE o] W& F TF A E TR F AFHH
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“ax Ao AAETHE BE Soll g o AAH o HAH AL Y Erel g
AMFUH AP OR EA R AGAE A Q) B Q6] A A A=A, Eriel A=
QA A B O A A G T AARA ST Erlelo] A 0% EAH Ak
W A28 2E AR} 3 AAR U T

Mu|A7F Al o' A T wld gtolu & 5 o] Al S Al 7 sk w2 e El Y
HA A olof u|AE R oA AAT F AFUTE wld AHu] =0 g o] =
2 135 msuserpurged} 1l -5 Yt} msuserpurge 8 2 E of tf & 2FA| 3 82 Sun
Java System Messaging Server Administration Reference’s FrZ3k 4] Al Q.. @& A B] Ao A
= T2 90| csclean Ut csclean 9 2] Bl o th gk A48 W82 Sun Java System
Calendar Server #2] #5415 x84 A 2.

=S commadmin domain purge & HFEA] TLAZ| A8 & of Ty},

AE
—_

commadmin domain purge -D login -n domain -w password -d domain [-g grace] [-h]
[-?] [-1 inpuffile] [-p ISPort] [-s] [-S service] [-v] [-V] [-X ISHost]

=
g g 0% AR YT
g =23
-D login TLAS| AFE X} OfO| T
-n domain TLAS| =02l
-w password TLAS H|HHS
-d domain FE el MARLCH * AL -d*)E ALESH IEH S HM

ol A

& UL
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e g4 B Abaol byt

sM a4y
-g grace =0l 910] HA=17] & R0| 71 2HEALICE A FAIE 7120l grace
UL POt HE THolS AT K RELICH 02 SA| HIALS oln|

BLCH 71222 Mol T4 UM g LICH M| Al 7|22k
1082 4FE U

-h, -? HWH ALY P2 oM st
-1 inputfile HHE oA oYM HE §2E o &LCh
-p IS Port Access Manager?t =& S0l i A TCP EEE X ™ &L T} X| & 5}X|

22 AR IIZ ISPortE MBSt EX| Al 7| 2dts TFH5HAl 42
R0l= ZE 808 AtEE LT

=S service ME| A 2t A Zef L B Sd S =HelollM 7<1I74%H—I Cf = elof
AFEXL S AHRO| QUCHH S AAS A & AR Q| MH| A HOJHE

Cl e 2o M M7 &L ch
MHlA 222 ¢H() 22/Xt2 TR

-

T E B service {2 mail ¥ cal@ UL O 42 HAZRXAE P2

LI},
-s SSL(Secure Socket Layer)g A& 3510 Access Managerdl| &2 BfL|C}.
-v O £ & JHsstA =
-V FE2E Y HE HEE QI Lt
-X IS Host Access Manager7t &% 50l EAEE X FHLICH X F5HA| 42 8
S 7|2 IS Host& ME5t MX| Al 7| 23tE FdotAl k2 d=R0=

o
localhostE A+ &LICt.

ol
o2 oA siroe.com T WA 0] A AHH o] =HQle] &t BRE FEE AAF YL

commadmin domain purge -D chris -d siroe.com -n sesta.com -w bolton
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commadmin domain search

commadmin domain search % dhubo] =l 3 e &

dlE BE gD 5% Jug
A& o el Eulolel e RE UYEY 55 40T JouW 1§ AE
Utk o] Heel A - 7k A ARGk A A B AulAE EFets wolelyt EAlH
Yk,

A
—

commadmin domain search -D login -n domain -w password [-d domain] [-h] [-?]
[-i inpuffile] [-p ISPort] [-s] [-S service] [-t Search Template] [-v] [-V]

[-X IS Host]
=M
e g A B4 AFEIY Y
=l =kl
D login Ol 3@ s e #eto] A= ALE XS ALE XL oto| T
-n domain -DSMOZ X YTt ALE XS =0 ¢l
-W password -DSMOZE X YT AIEXIO HUHS
e A A4 Aol ob U o,
4 o3
-d domain Ol =mQls HMBt Tt -d8 XIFSHA AL -d*E XEe 82
2= EHQlo] EAIE LT
-h, -? YH AEH =S Ao
-1 inputfile YEE U LR R FE HEE AFLLt
-p IS Port Access ManagerZt =41 Sl CHA| TCP XEE X F &L XIF
SHA| 42 B 7|2 IS PortE AE5td A Al 7| 24k2 T4 5K
2 dR0|= LE 802 AHEELICH
-s

SSL(Secure Socket Layer)g A& 350 Access Manager0 &4 &
L|C},
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=4 =kl

-S service g TH QoM HME M| AE X|FEHL
service@| Bf2 B MH| A = 2] 4O MH|ATHE £ JELCH

S5t service 2t 2 mail ¥ calYLICt O] 2 HAZKE FEF

L|Ct.
MHIA S22 2 H() 22 X2 FEEU L
Ol E &Y Cha 25U
-S mail,cal

-t Search template Jl2 AMBEEZ EfA AL AM HE E2|EQ| 0| § S X P &L .}
ZMSHH &Y Tl EAIEL|Ct

-v O £ & JtsotA &Lt

-V REZE Y HE HEE QI &Lt

-X IS Host Access Manager7t &3 =9l

AR 7|2 IS HostgE AH83t1 AX| Al
Ol & localhostE AHZ &L Lt

commadmin group create

commadmin group create ™ @ L& 3FHHE Access Manager®ll =7t th ol 8] 155
RSl L SAE A FI T

gl flo] Lol A EH VA o2 A T1me] Huth

x OES A TN BH TS BF b 5 ggyth

i

A w2 552 05 59 T st Utk 1w TR wAAE Bl Access
Manager+ 31'd 152 B 74 Aol A WA A & Byt

A
—

commadmin group create -D login -G groupname -n domain -w password
[-A [+]attributename:value] [-d domain] [-£ Idap-filter] [-h] [-?]
[-1 inputfile] [-m internal-member] [-p ISPort] [-s] [-v] [-V] [-X ISHost]
[-S service [-H mailhost] [-E email] [-M external-member] [-o owner] [-r moderator]]
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=M

ohg § S B AU,

S A

=D login Ol BH S AT Hoto| U= AHERXLS| AHE XL OFO| LY
-n domain -DEM2Z X Fet ARt = ¢l

-G groupname &2 o|F(0l: mktg-1list)

-w password DSMOE XA T ALK HAUHS

g SAE B Abao] obd Ut

Ijo

H

a4

-A [+ lattributename:value

-ddomain

~£ ldap-filter

-h, -?
-1 inputfile

-m internal -member

-p IS Port

2™e £4 2 2 attributename LDAP 27|00 M A 9| E|H, value=
ClAEZ|OM O] 549 S ¢t8 ZF HHELICH SA0 o S8
S L SUTt Sd0l cHalf o gt S A Yot ™ o] M S dt=gt

LI Ef

0x

attributename 20|l “+"7} U 2™ A £4 FFO0| g FII5iCt=

SIlR= e

J59 drtstEl =M Q! O|(0: varrius.com). 7| 2#42 22 =M
ALt -dE XIFSHA %2 2 -nolM X|Fet ool S ALE =
LI},

=
Ldo] =8ts XFst] LDAP 2E{ € AT

-f ¥ S XFYsto 252 70l thall oi2f LDAP 2EE Folg

W& AR AFEXLotoID. & 0| &9 FFEYE F
Jtetd ™ oy 7Y -m EM S AASELICH
¥ IS UHE M o]l M S AHSsHofF &LiCt
Access ManagerZt =& SQI CHA| TCP ZEE X|F gL Ct X| 5K
U2 HR 7= IS PortE AHESHA AR Al 7| =28tE 75t &2 &

o= £E 805 AASE L L
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=4 A3

-X IS Host Access Manager7t &% 50l EAEE X FHLICH X F5HK| 42 8
S 7|2 IS HostE AHE5t1 MX| Al 7| 28t2 TFY5HA b2 2R0l=
localhostE AHE BfLICE.

-s SSL(Secure Socket Layer)g A& 3510 Access ManagerOl| 42 &L Ct

-v O £ & 7hsst &L

-V FE2E Y HE HEE QI Lt

-S service J&0 F7tE M| A8 XIF gL o

service= T MH|A EE O3] MH|A g8 7HE £ Q
service ot mail & calL|Ct O] g2 CHAEXIE
MHIA 222 € H() B2 AE FRELUCHL

F 2+

o€ SH 31 25Ut

LS 882 -Smail M0l XA FE 02U 5SSt

It

-H mailhost ol A&0| 8¢ste MY SAE(0: mailhost.varrius.com). 7|
|

= H
=S ZEZ MY LAEYL

-E email O89 A HY =4
-M external-member O AE0 &7t 2/ F TSR3 ALEX}oto|L]. & O| & AHRE F

et o 4ol -M BN E ASELCH

-0 owner I8 ARXS WA HY Fo ARKE HE SSS HYSHE HA
Lict,

LFAEHE S5 FIEE FISHAL A E + AsH T
=
o

-r moderator SM RS M A

o

testgroup 1 &S sesta.com =W oA ThE A th& 3 o] YT,

commadmin group create -D chris -n sesta.com -w bolton -G testgroup \
-d sesta.com -m lorca@sesta.com -S mail -M achiko@varrius.com

commadmin group delete

commadmin group delete - 3} 1H S AHAl ¥ EASYG o8 155
2hAE 02 FTAISFH W -1 34 S AR T
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155°] Calendar Server %=+ Messaging Server9} 72 A H| A5 AR = QL7 st A

_s &4 AFERYTE 01714 st oA .

= I5S 97140 E A A Y commadmin domain purge & S A 8] 5)

of gt

A2
—

commadmin group delete -D login -G groupname -n domain -w password [-d domain]
[-h] [-?] [-1i inputfile] [-p ISPort] [-s] [-S service] [-v] [-V] [-X IS Host]

24

e I AU

=l 49

D login Ol @ES Mg AS0| U= ALEXIS| AFE XL ool

-G groupname MHECZ BAIE 08 O|&(0l: mktg-1list).

-n domain -D MO Z X Y5 AZ XS = 2l

-w password -DEZMOZ X|HTH AFEXIQ HUHS

Be-e B4 o] ohgyr.

=4 =kl

~ddomain 89 =mQl -d8 XE5HA %2 Z2 -nolM XIFE =0 S A
g

-h, -? YWY AEH F=2 Aot

-1 inputfile HEE A oo B YEE s

-p IS Port Access Manager?t =41 S0l LA TCP ZEE X|F &L Tt X|F5tA|
U2 2R 72 IS PortE MEStL HX| A 7| 2gts FH6HA| =2 4
0= ZE 802 A8 ELCH

-s SSL(Secure Socket Layer)g A& 3504 Access ManagerOl| ¢4 LT},
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=4 =kl

-S service RNEE M A HE £99 €S ‘deleted’ 2 +=F &L
-S SMCE UHE = MH|AE B2 PEELICH K58 service &t
2mail ¥ cal@L|Ct. O] S HAZXE FEELICL

-v CiHd &3 JtssihA &Lt

-V REZE Y HE ZEE QI FLICH

-X IS Host Access Manager/t & ¢l EAEE X SLICH X F5HA| =2 F
2 7|2 IS HostE Ar85tal A x| Al 7|28t 75X 42 20 =

o
localhostE ArS&tLICt.

o

testgroup@varrius.com L5 AHA| O 2 EA|SHH W th5 T} o] fH eyt

commadmin group delete -D chris -n sesta.com -w bolton -G testgroup \
-d varrius.com

t}S- o] o) ] = testgroup@varrius.com®] H U HH|AE 2HA|E 07 F A g}

commadmin group delete -D chris -n sesta.com -w bolton -G testgroup \
-d varrius.com -S mail

commadmin group modify

commadmin group modlfy g2

o] 1] Access Manager®l| &A1et= @ 152 £4 =
AU o8 259 SAS wHAs

sheld -1 4 Ag L

W19 %52 15 49 F SAUTh 18 F4% o414 % 1 0ThA Access Managert=
Mg 15 BE LA WA A E By

58 JYE wE2E 9



gy 43

100

AE
—_

commadmin group modify -D login -G groupname -n domain -w password

[-A [+]|-]attributename:value] [-A domain] [-£ [action]ldap-filter] [-h] [-?]
[-i iputfile] [-m [+|-)internal-member] [-p ISPort] [-s] [-v] [-V] [-X IS Host]
[-S mail [-o owner] [-E email] [-H mailhost] [-M external-member] [-r moderator] ]
=l
U 2 sAaddnh
a4 493
D login Ol B &S e Aol A= AEXS ALE Xt otolL
-G groupname +dg 18 ol&(l: mktg-1list)
-n domain -D MO Z XFYTH ALE XS = Ql
-w password -DEZMOZ X|HTH AFEXIQ HUHS
th& & B &4o] obg Ut
=4 =k
-A [+ | -Jattributename:value e &Y attributename2 LDAP 27|00 A F 2| =M, value C| 2

-d domain

EE[oM ol £ M £t ZF HELLL SA o8 £4&5 +8
Hh= | O}

St Lt LSk &40l CHall o] gt S A Y5t o] M S Et=E
attributename 20| “+"7t A2H HM &4 FTF0|| @tS FII5Ct= 2
A|YLICE "= gt2 MAHstE AeS 9|U|%”-|'1f CIFAEEE ER
HHAZOM HHO| X|HEICHH 1 A0 WESEA| 2747 L AL S H
2 =HO'| Of gt & md LI R0 A o] MOl HM3E = dR0=
% otof &l Al 170 2} 2tof gt Ct

wnoe
_I_

I8 =l -dE XN EstX| %2 8% -n SHOM X|Z et =0 Q!
o

= A

=

tE=Lch

SHL|
=
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=4 493
- £ [action] Idap-filter Idap 2E It D F0 7+ X OtHH JIF0AM HAE X Lt
Ebg LIt
Idap-filter 20l “+"7t @M 7| & HO| FIt== 2 g on| gLt «”
= 71& 2HE MAst=s A g Anguch 25 EHE MASHH
-f-* 2ta AHeH o E AESY 2R B S AM BHO| XFEE
CHH 1 2ol 2 =2 Al 27H7r Q7L T HEZ FO{of BTt
actionS X|FSHX| %2 22 1 EEHII = A2 JHdstH 7|28 2
2 LEIF FOPELUCH DX ZoM 27 HAIX 7L #AIEUCH
-h, -? T ALEH FES QM ELICH
_i inputfile oo o EaN=]

-m [action] internal -member

-p IS Port

-s

-v

-V

-X IS Host

-S mail

2 882 -Smail &

-0 owner

Mol X

HEE A Ao HY Y2 E olsL Ch
HE FEAS FIe AQIX| OtL|™ M A Z4QIX| LIEHH LTt
internal-member t2 MY FA EE AFEXEOHO| T QL T,
action 4£0|

+0|H I ZE YR FHA S50 slD +HdAS FIHeH

-O|H J|E YR FHA S=0|M s Y ¥S MARLICH
CIFAEEE AR BEEAM BEO| XAIFECHH 1 ol BEEfA|
2207t AL g HEZE F0{Of &L|Ct
-m-* removes all the internal members.
Access ManagerZt =41 ZQ1 i A TCP ZEE X|F gL Tt x| F 5K
A2 BR 72 ISPortE A5t AX| Al 7| 2atE FHSHA 22 &8
FO0l= ZE 802 AFEELICE

SSL(Secure Socket Layer)g A& 3504 Access Manager0l| 44 &fL|C}.

Access Manager7t & 50l SAE S X LT X|Y5tA 42 &
R 7| IS HostE MB35t HX| Al 7| 28t2 FdotAl 22 d=R0&=

o
localhostE AtS &Ll Ct.
MY Mu|Ao] EXf HFE &It T £ HFoM OS50 MY AH|
AE FIMEILICEH MH| AT EXYSHEHH 27 A X[ 7} A ELIC}
-SOM RUSHA RESH 22 maildL|Ct.

E F=0 o8t

I8 28X X}
Lict

1o
Bl
B
B
)
Ral
rr
=
Hl
o
i
fjo
of
ofl
_O'L
rr
!
o
o

ARRE HE 22 IYUS 27

_O'h
N
I

s
e
e
;9
i)
T
Iul
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=M =kl

-E email dSe MA MY F4

-H mailhost Eo MY SAE J|2HUR 22 MY SAEQLC

-M external -member Qg FYE FIL
external-member2| 2t 2 AFZ AL O Y FA L C

-r moderator S Xt AHZ Xt OFO|C|. SAAHZF CHE O Q10 AUCHH ®AF O Y F
AE A FLICH

-S mail 482 O] M3 &M x| Fsfof gLt

oy
varrius.com: T H QoA testgroup 1H S ZHH UH T L(ismith)S Al ASIH ™
A A A v} 2ol 48t

commadmin group modify -D chris -d varrius.com -G testgroup -n sesta.com \
-w bolton -m \\-jsmith

commadmin group search

commadmin group search 8% T 75 AHE FEOHAED SFARE VA H
Utk ofe] ol el mE e e $2 40 E Qoed 4 §HE AT

A2
—

commadmin group search -D login -n domain -w password [-d domain] [-E string]
[-G string] [-h] [-?] [-1i inputfile] [-p ISPort] [-s] [-S service] [-t search template]
[-v] [-V] [-X ISHost]

=M

e S B AU G

a4 =kl

=D login Ol HH S A e HBHo| U= AL XLl AHE X} Ofo| T
-n domain -DSMOZ XHEH AL XIS =0y ol
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=4 9

~w password -DBMOZ XY AIRKIQ HUHE

e $4 e B Abgo] by,

= 49

~ddomain AMs D50 THol -d8 XYotA b2 2 -nolM XY
coele AAZE Tt

~E string IS MAHY F4, BXAHO YRR AJASIIE AMXK()E AR
84 AL

G string ZME 18 0|2, 0of: mktg-list. -G7t XM E X &2® -do| M X
M ZH QIO RE 20| BEA|ELCH BEXtEo AR E Qe
ALXHME MEE £ AU

-h -2 UY ASY TES AMFLIC

-1 inputfile UYE Y UM HY HEE A&t

-p IS Port IS AE{ 7} 24 E91 3ol CfH TCP EE S X|F Bt Ct X| & 51X
U AR J|2 IS PortS AFRSI X Al 7|22 A SHR| 22
ZR0l= XE 802 ArEELICH

-s SSL(Secure Socket Layer)2 At&5t0] Access Managerd| &2 &
=

-S service M s MH|AZ XA S O}

-t Search Template

-V
-V

-X IS Host

serviceOl M RUSHA F&ETH 42 mailLICh O] @2 HAEXE
TESHA &L
o€ SH 31 25Ut

-S mail
2 MH|ATEJAE DT BEAE LG
Jl2 ZMEESE N A M H EZ2|E O|F 8 XE L T
Ol= CIAEEo| M AM 2B E Fost= =L CH &4 OF¢T
I SHL| T}

=

Access ManagerZt A Sl SAEZS X F L CL X F5HA Z2
™ 7|2 IS Host7t AbSElLICH EFH A X| Al 7| 2540] T4 = X 24U
C+H localhost7t AHE &l LICH
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104

o
developersthi= ©| 59 15 & siroe.com EH| QoA A ate]H vh5 3 #o] &3t

Yt

commadmin group search -D chris -n sesta.com -w password -G developers \
-d siroe.com

commadmin resource create
o Z9le] el Y Y e dEe sy,

commadmin resource create

A4 A2 ol th gk A F ol 82 Ak NS R Al e

AE
—_

commadmin resource create -D login -n domain -w password -u identifier -N name
-0 owner [-A [+]attributename:value] [-c calendar identifier] [-C DWPHost]

[-d domainname ] [-h] [-?]1 [-i inputfile] [-p ISPort] [-s] [-T timezone] [-v]
[-V] [-X IS Host]
=4
U 52 Ay n
a4 493
=D login Ol B e Aol A= AEXS AL Xt otolL
-n domain -D Mo E X|Fet AAE XIS T Ql
-w password -DSMOZE X|HTH AKX HUHS
-u identifier Atlo] 18 Al x}
Ol identifier at2 =M QI O] F SO EE= o F 30| 23 Z =0
M #elsts ZE AFERHH Y SOIM 175 ofF gLt
-c U0 XN FE X FoH —u MM X FTH AEXIL S AE Xt
2 ASEU
-n name B GUIAM 3l AR EAE O A85tE A2 0l8
~0 owner A2 9l 27Xt Of ALEXLOFO|C| = ol & AHRO| dd == =m o

Z 5t OF gL o
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e gL B4 Abao] obdun,

=4 49

-A [+ ] attributename:value L™ e &M attributename LDAP A 7|00 A H Q| | M, value= C| &
E2[0|M Ol o M gfS 2 F HHELICH SAI0] o2 17’8 2 +3
StAHLL S et £l chsll o] gt Al F st ™ o S8 S St =L

attributename 20|l “+" 7t YA 2™ A £d FFO0| g FIIEICt=

oo L ct.

~c calendar identifier 0| Rt Q| =& Al X}
AH X} gL Calendar ServerO| A &t2|st= 2= E=0 24 1/ 0F
2E=a

-C DWPHost O] AHERXIS & Z S AR SH= WA E Calendar Server@ DNS 0| &.
BHOll = Calendar Server2 DNS O| 0| X|FHE K| 22M™ AMH2|
ics.conf LU0 MEE glo| 7|28t 2 A E LT

-d domain Aol EMel. -dE XFYSHA| 42 B -noilM X|FeH 2Ol AHE
BLICH,

-h, -7 Y ALEY A ES MU

-1 inputfile WHE 4 ool B HE2E A ELICH

=

-p IS Port Access ManagerZt =41 S0l
42 42 71& IS PortE Ar83t
SO0l= XE 802 AFERLLCE

CHX TCP ZEE X| ™ &L CH XA 5K

A A JI2dtsE ISR @2 E

Rl

-s SSL(Secure Socket Layer)& A+&Z3t0{ Access Manageroll & &L},

=T time zone SOl ALE X} QI HO| AOAM Xt EHEE BAE I A5t BEE
Al ZHDY.
FESHEE A 2XE F52 151H 0| X9 "2 BE AIZHH 2
AE'g EXstHA2

-v LA EHS 7HsstA o

-V RE2E Y HE JEE QI &L,

-X IS Host Access Managerﬂ A 50l SAEE NFHLICH X FoHK 42 4

MR A 7| 2eE TSR 22 R0ll=
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o
varrius.com =21 2] cal.siroe.com B8 oA 0] & 9] peter?! A S A

&3} gol 9 gk

ol

bl o

commadmin resource create -D chris -n sesta.com -w bolton -o ownerid \
-d varrius.com -u id -N peter -C cal.siroe.com

K Mo

A2t A E Y &5 18 11 Calendar Server H|o]E]Ho] A~ &3 5 27]2] Hlo|g A9
o7 FAFEYL gdEY &5 icsCalendarthi= $4 Sz, o] $A4 9 gk sl
24y AAE G o o] FYd Yt

5 WY F ShUE AFEEte] T HolE AR AP vE F S YT

csresource FE Y Bl & AHEF YT o] FRE = HYEY &53 25 v
Yt

ohe Ababel] f-o] 34 Al 2.

o csresource®] commadmin resource create®l A 2} F U AF-AE X sfoF
FYth F HHG oA BF -0 S AFES AFAFE X FY Tk

o (csresource®l ] create ¥ A3 F)A-¢ o] & Fh2 commadmin resource
create®] -u 5 A A ARE-¥ 3L} 5Dl oF YT

e [T FES WNEHT commadmin resource creates, B8 & W& cscal
FEYEHEAIEEYY A& =9 U3 Z5 Ut
a. U987 &S =8 commadmin resource created AFE-3 YT

commadmin resource create -D amadmin -w ampassword -n blink.sesta.com \
-X blink -p 5555 -d varrius.com -o testl -u resourceOne -N firstResource

deEe gBe b g

dn: uid=resourceONE, ou=People, o=varrius, o=domainroot
uid: resrouceONE

objectClass: icsCalendarResource

objectClass: top

cn: firstResource

icsStatus: active

icsCalendar: testl@varrius.com:resourceOne
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Y HE

b. 28 w8 cscalS AFE-SY T}
cscal -D varrius.com -o testl -n firstResource create resourceOne
cscal T oA @y A vh& 3 25

testl@varrius.com:resourceOne: owner=testl@varrius.com status=enabled

oAl ol ® AL ALEE 2191 5te] oMl E o] A& 2l e 4 QU

csresource Y cscal 9 2 E] ol t gt XAk W82 Sun Java System Calendar Server
2] 42 472] “Calendar Server ¥ 3 & FE B E]”E X344 2.

commadmin resource delete

commadmin resource delete 8 H -2 A& 21A|H o2 E A YT

= S G402 A A commadmin domain purge HH S A g

Y.

A2
—

commadmin resource delete -D login -u identifier -n domain -w password [-d domainname]
[-h] [-?] [-1i inputfile] [-p ISPort] [-s] [-v] [-V] [-X ISHost]

=M

g HHE B4 A,

=4 =kl

-D login Ol HH S A e HEH0| U= AL XLl AHE X} Ofo| |
-1 domain -DEZMLE X|Fet AHEXte = 2l

-w password D SMOE XA T ALK HAUHS

-u identifier Aol 17 AKX}
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A—{n

e S B ARl obrL .

a4 =kl

-d domainname Ao =oel -dE XYSHA b2 B -nollM X F et =l S AL
2=y

-h, -? YE AEH 723 U4y

-1 inputfile THE A oHAoM BHE ZEE AsUCH

-p IS Port Access ManagerZt =41 QI ti x| TCP ZEE X|F gLt 7<|7(|7‘* f
X 42 AR J|2 IS PortS AME5tD MR Al 7| 23S FM X &
ZR0l= ZE 802 AHEELICH

-s SSL(Secure Socket Layer)& A+E3t0{ Access Managerofl & &L},

-v OHd E5E 7HsstA o

-V FEEE Y HE HEE I STt

-X IS Host Access Manager/t 23 50 SAEE X|FELICH X Y5HX| 42 &
? 712 IS HostE MESt AR A 7|22t E 75t 2 0=

o
localhostE ArS&tLICt.

of

4l

o

g 0.2 A Bk vkt o] Q) gk,

commadmin resource delete -D chris -n sesta.com -w bolton -u bil1023

commadmin resource modify

commadmin resource modify W% A4S S
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commadmin resource modify -D login -n domain -w password -u identifier
[-A [+]|-]attributename:value] [-d domainname] [-h] [-?] [-1 inputfile]
[-N name] [-p ISPort] [-s] [-T timezone]l [-v] [-V] [-X IS Host]

=M
g A G5 A
=4 A3
=D login Ol B s A& e #EHo| A= AFZ XS AHZ XL Ofo|C]
-n domain -DEMOR XHE AR KIS = QI
~W passtword -DEH2Z XFot AR HIHHS
-u identifier Aol 18 AlHEX)
g g HE B ARl obyLTh
F=Hl A3
-A [+ | -Jattributename:value 2H™E &M attributenameS LDAP 27|00l M H | =0, value= T
AEZ0IM Ol SO M 4fS EF HELICH SA0 o S8 E +
oL Yot £40l| tis o2 4fS XE5te™ o] S E Pt=g
=
attributename 20| “+"7t Y2 A £4 S 50| gtS F7tetCh= 20|
Ut = w2 MASHE A S onjE
CIFAEEREE A2 BEEAM BEO| AFECHH 1O ol HEEi Al
2707t 2tof LTt 2 mY LH oM o] FM0| M BEl= 0=
RS kol Msef Al 17 7 2ok et Ct
-d domainname Aol =Ml -dE XHSHK| 22 S -nollM X FHE =M QIS AHE
et
-h, -? YH AEY F =S QAo
-1 inputfile YHE A oo BE FEE A SLCH
-N name = AEXL QIEH O &AM X E BEAY I ALESH= S8 0l &
-p IS Port Access Manager?t =481 Sl A TCP 2EE X[F &L CH X 5tHX|

°
OHS 2 J|2 IS Port® AFS I M| Al 7| 23S TN 2
S0|= EE 802 AR ELITH
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110

l A3

-s SSL(Secure Socket Layer)2 AF235H0{ Access ManagerOl| 42 &L T},

=T time zone =23 GUIOIAM XM g BEAE I AL8Sts BE AlZHY.
SESEFE NZIH EXIE S52 151H 0| X9 "2 B E A7) &
AE'S FHIESHIA 2.

-v CHZA &3S JHsstA ot

-V SE2E Y HA §EE QML

-X IS Host Access Manager/t & ¢l EAEE X FHSELICH X Z5HA| 42 F
S 7| IS HostE ME3t HX| Al 7| 23t2 Fdotx k2 =0 =
localhostE A& &L Ct.

ol
TG AEA7F 1110232 A

Y,

A& A 3% °] € bjones® FAHSIH T v o] 1H T

-u bill023 -N bjones

commadmin resource modify -D chris -n sesta.com -w bolton -d test.

com \

commadmin resource search
1

commadmin resource search ™8 %

AE
—_

commadmin resource search -D login -n domain -w password [-d domain] [
[-1 inputfile] [-N string] [-p ISPort] [-s] [-t SearchTemplate] [-u string]
[-X IS Host]

-h] [-7]

[-v] [-v]
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08
o
1z
02

=

o §AL B Ay,

=4 A

D login Ol B S e #eto] A= ALEXIS| ALE XL oto| T
-n domain -D MO Z X Y5 AAE XS = 2l

-w password -D SMO=Z XSt AIRXIQ HUHS

e g4 B4 Abate] obd

a4 43
~-d domain Aol =Ml of = elof M2k HAo] LHE Lt -d8 XIF5HA|

RUAALL -a*E X FstH ZE =M o] HME L}

“h, -2 P ABY T2 QLT
-1 inputfile YYE oA DANN FY FES gl LT
~Nstring xH2Iol BE 0SS Y BLICHL 2XIYO YL 2 AUET}E SNT

3
(MNE ALEE = AUSLICH
-p IS Port Access ManagerZt £ 2l ti A TCP ZE & X[ F &L Ct. X|F 5K
A2 BR 72 ISPortE A5t AX| Al 7| 2atE FHSHA 22 &8
20| = LE 802 AF=RELILCY.

-s SSL(Secure Socket Layer)& A& 5H0{ Access ManagerOfl 12 &L Tt

~t Search Template J|2 HAM B ZR|E Al Al2S HAM BIZZ|EQ| 0|ES X|F gL Ct.
Ol= CIME2|0lM HM HE E Folote ¥SYLICH & Xt
A E L}

-u string XEE A AEXb= £l ol & SZH0IAM E= ol E0| 2|5t
= ZE AKX Y XHA S0l M 178K oF ghLCt
=AY YR E QUEIE AJMINE A = ASHLTH
Ol AEXIZL X EE K| ZAHLE -1+7t XN HEH HM S0 2= X0
BEAELCH

-v O £35S J7HsstA =

-V FEElE Y HA EE QIafghLict.
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112

=4 A3
-X IS Host Access Manager7t ¥ 50l SAEE XY LICH X ZSHA| &2 E
S 7|2 IS HostE AHEstl HX| Al 7| 28tE THsHA k2 2 0&

o
localhostE AHE BfLICE.

o

arabella A S sesta.com =W Q1A HASHH oS3 o] 48 gyt

-d sesta.com -u arabella

commadmin resource search -D serviceadmin -w serviceadmin -n sesta.com \

commadmin user create

commadmin user create 'd %< Access Manager A 2~ 8l o Al @ ARG} WhE U T
o] o] AFRAE e -1 A S AR Y T

A
—

[-I initinl] [-h] [-?] [-1 inputfile] [-p IS Port]
[-S mail [-E email]l [-H mailhost] ]

commadmin user create -D login -F firstname -n domain - L lastname -1 userid
-w password -W password [-A [+]attributename:value]l [-d domain]

[-s] [-v] [-V] [-X ISHost]

[-S cal [-B DWPHost] [-E email] [-k calid_type] [-J First Daylof Week] [-T time zone]

=M
ohe gL B AFE Y,
=4 =kl
=D login Ol B s A& e HEHo| A= AFZ XIS AHZ XL Ofo|C]
-F firstname ALEXLS| Ol E2 3 gl ofLtel THo{0]0{OF L CY.
-n domain -D SMOE X|YTH ArEXIS =10l
-1 userid ALEXtel 21921 0| &
—W password -DEM2Z X YT AAEXtS HTHE
-W  password Hd S ALEAS HLUHE
password . txtBHE EIAE WU S S8l passwordS XHE £ AELICH

Communications Services 6 2005Q1 ® Delegated Administrator A E A




08
o
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02

oo

M

a4

-L lastname

ALEXtel g

o gHe A

Abgre] obuet.

a4

43

-A [+ lattributename:value

-d domain

-1 inputfile
-1 initial
-h, -?

-p IS Port

-X IS Host

-S service

g g2

-E email

-H mailhost

-Smail

0| XY

>

=3 5. attributename LDAP AF7| OO M F 2 &0, X|H = value
= O3 E2|0fl M O| LSO HM g2 ZF HELICH SA0f o2 &4
2 385 L SLE 40l tHal 6 242 X Fotd™ ol M gt
St ot

>

i

0x
ui

attributename 20| “+"7F Y2H A 0l gt2 FIt6tChE 9

nrd Lot

AE XS EH QL -dE XF3HA| @22 EF nol M X[ et =HelE AHE
gt

Access Manager?t =41 S92l LA TCP ZEE X|H &L Tt X|F 5K

22 ?%o 7|EIS Por tE AFESt AR A T 2dtE ISRl 2 E

SSL(Secure Socket Layer)2 AHZ5t0{ Access ManagerOfl &2 &L Cf.
Ol £ 8 7tsotA gLict

FE2E Y HE HEE QI Lt

Access Manager7t & S0l SAEE XL Tt X|Y5HA| 42 &
S 7|2 IS HostE AHE5t1 MX| Al 7| 28t2 TFY5HA k2 2R0l=

o
localhostE A+S&tLICt.

XNEE MHAE S BFHOM ALZ RO Al FIHRILICL servicell| 242
e }\‘|U|A E=0E e MH[ATEE 4 UESUCH 556 service ax

S2mail ¥ calYLICt O] 242 HAZXE FEFLICH

e

M|~ 252 HE() 22Atz REUC
08 ST eI UL
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=4 =kl

ChE M2 -S cal 80| XIFE d 20|t &L}

-B DWPHost MEXS HE S SAESHE HAlE E3HO DNS 0| &

-E email 2 AEXS A OHY FA

-J First Day of Week Calendar Server AHE X} QIE{H| O] A0 A S0 EAIE I LtEHLIE
ot Fo A RESHAU2 062 LCHO2 2ded, 12 ERY 5).

-k calid_type W= g3 oto|C| REE XNE L CH AL Jts et €42 legacy &

hosted® LICt. -k legacyS K& 5tH =& 00| C| BF ARS L CHO
jsmith). -k hostedE X|E5tH S oto|C|et =0l S M AtE e
LI CHOll: jsmith@sesta.com).

-k FHE XFotX| 2 d2 7282z 2 oto|C|et =mels &
T AHE &L Ch(hosted).

-k FHS X FYotX| L2 42 dd== Y oo | ¢S 4
e 2 AEUCH 37| foll M= resource.properties IO Tt
oi7f W45 FIte ot

switch-caltype=value
where valueis “hosted” | “legacy”
resource.properties It & Chg C|A E2|0f Q| X[&L Tt

da_base/data/WEB-INF/classes/sun/comm/cli/server/servlet/
resource.properties

~-T time zone AP X EEH0| EAE = HEFE A2t
RESEFE ANV EXE o S5 2 151H 0| X2 "HH HEF A7t
=G S EXSHYAIR

of
A A&} smithd WEE W Th 3 o] 919 F o,

commadmin user create -D chris -n sesta.com -w secret -F smith -1 john \
-L major -W secret -S mail -H mailhost.siroe.com

commadmin user delete

commadmin user delete W &2 G ALEAE 2HA|H O 2 T AU} o] Y AFEALE
Ao 7 FAFHYE -1 FAS AT
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Y HE

2HA B FE g E = glEU T SR T AIA ol 713be] Eubar sl &g el o sl Al A
7 A e S A E ] A7RA QAEHE Laaprodi fy ¥ 2 AHESt0] AFE A T20)
AE 42 active® WA T 5 5T

AR S A A 32 3 A 2 AT

1. commadmin user delete W %S A3} AFEAE A H A0 F A FY L}

2. AFEAEFH AL S A AT

A m A e EEd sy vl AHl o= o] 2RO
msuserpurge®} 1L Y U} msuserpurge € 2 E] o] o) 3t A} A & W82 Sun Java
System Messaging Server Administration References 3F 223 Al 2. @8 AJn] 2 of A
= X2 730] cscleand Y T csclean -8 2 Bl of o 3F 2FA| & W82 Sun Java
System Calendar Server #2] 475475 3234 A1 2

3. commadmin domain purge § ¥ & T =3 AIEAE I FH 02 AATYL

A2
—

commadmin user delete -D login -n domain -1 login name -w password [-d domain]
[-h] [-?] [-1i inputfile] [-p ISPort] [-s] [-S service] [-v] [-V] [-X IS Host]

=M

the g e A5 AT

=4 49

-D login Ol B2 e #eto] A= ALZ XIS AHZ XL ofo| T
-n domain -DEMoE X[YT ALEXIS =M QI

-W password -DSMOZ X|HEH A2 XIO H|UHS

-1 userid AbH| g AL RFQ| AFZ K} OFO| L

e g A5 Aol obL ek,

M Mo

~ddomain AFE Xl 0|9l S XIHotAl %2 A nolM X B T0oIS AL
gL ot

-h, -2 o> AlRY 722 ol et ch
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=l

a4

-1 inputfile
-p IS Port

-S service

-V
-V
-X IS Host

THE N otAoM BHE ZEE AsUCH

Access Manager?t =481 S0l A TCP ZEE X[ F &L T XY 5K
U2 HR 7= IS PortE AHESHA MR Al 7| =8tE Fd5HA 22 &
SO0l= XE 808 AFERLCE

SSL(Secure Socket Layer)g AHZ35t0{ Access Manager0fl &1Z &L
ct.

ALERIZRE HAY MHIAE ML CH AFEAE &Y JHE 7
X 5tH X ZE MH|ARHH 2 SHELITEH -STF X G &R p22E ALE
KRZF ALH = L C

service g2 THe HHIA E=E e ME[AZHE & ASHH 7R
alYLICt O] g2 A2 XE FEEU L

=l servzcewﬁg mail & ca
=2 X2 FEE o

2 7|2 IS Host& F%af
localhostE AtS&tLICt.

o

7| E AR E A A o7

= EA 5w T3 ol gle gk,

commadmin user delete -D chris -n sesta.com -w bolton -1 smith

AFE AL smithZHE v A ank bl ehe | v vk Zo] E ey ek

commadmin user delete -D chris -n sesta.com -w bolton -1 smith -S mail
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commadmin user modify

commadmin user modlfy‘:q‘?j @A ALY g E Y s A4S AU o g

- =

AgAE FAFEE -1 §A2 A B
7

commadmin user modify -D login -n domain -1 userid -w password
[-A [+]|-]attributename:value]l [-A domain] [-h] [-?] [-1 inputfile] [-p ISPort] [-s]
[-v] [-V] [-X ISHost]
[-S mail -H mailhost [-E email]]
[-S cal [-B DWPHost] [-E email]l [~k calid_type] [-J First Dayof Week] [-T timezone]]

DA
=
& HHS 05 AR
b=l =
=D login Ol BH S AT Hoto| U&= AHEXLS ALE XL OFO| LY
-n domain -DEMSo R X|Fet AEXte = @l
-w password -DSMOE XA S AIRXIO HUHS
-1 userid At XSl 2191 ool
OhE 42 R ARl ohyl U
=S4 A3
-A [+ | -lattributename:value >3 £ attributename LDAP 27|00 M F O =0, value= T
AEZOM Ol HHo X 28 2 F HHEELICE SAO o S8 ¢+
HotALL SUTH S0l thal o] 28 X Fst3™ o] M S vhEF
L.
attributename 20| “+"7t A2H HM &4 FF0|| gtS FIlst=s A
L.
e g MAAstE A Qn| gLt
CILAZEE B2 BY S0 YO XFECHE 1O ol WEEg A
274 7F @tof gL Ct 4= mY LY oA o] FM0| M BE = dR0ll=
w5 ool Bisef Al 170 7t 2tof BfLCt.
-d domain MEXEE OE52 =Ml -dE XFSHA 22 42 -nollM XF Tt

THQlE AFSEL
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=4 o4

-h -? YH ALEH FES QAL

-1 inputfile YHES oA ool B HEE HELICH

-p IS Port Access Manager?t =41 QI LA TCP ZEE X E &L Tt X|E5HX]
U2 HRII2 IS PortE AFESIA MR Al 7| 25t FdoHAl 22 4
20| = EXE 808 AFR EL|LCY.

-s SSL(Secure Socket Layer)g At&735t0{ Access ManagerOfl 12 &
LI C}.

-v O £ S J7HsstA =

-V FEY2E Y HE HEE QI Lt

-X IS Host Access ManagerZt & 50l EAEE X|FH LT X F5HA| 4= &
S 7|2 IS Host& ME5t MX| Al 7| 28t€ FdotA k2 0=
localhostE AtE &L Ct.

-8 service ANZRIOIA -5 SMOR X|F 8 MH| AT} USX &0I5H 2 x| E
MH[AE AP XA FIHEILICEH AF2 XFO A o) & A H|ATFola] U
CtH 27 MAIX| 7L A& L CF
services w2 THY AFEAE= O 7He AAEXIHE = USUCH &
25t service at2 mail ¥ cal@LICH O] 22 HAZXHE FEELICH
MHIA E52 g () =2|A2 P LU
Ol E &H Cta 25U Ch
-S mail,cal

Che 842 -Smail SM0| XY E B0 o{ LT

-E email AFEXO] MA MY FAE XFELIC

-H mailhost APEXO MY SAE
-S mail S E X EYstH o]l SHE2 4Lt

Ohe 842 -S cal M0 X FE Z0 05 S LCH
DWPHost O A8 Xt &g S AR St MOl E Calendar Server®| DNS 0| &

2 XE g
F.0| 542 FIt=l= ATt JtsotH o|0| EXfeCtH - + Qg
LI},

-E email =2 ALZXS ALY FAS X FEL O

-J First Day of Week

Calendar Server AF2 Xt QIE{H O] A0 &= o| Al
ol HUQIL|CH a5 22 0-6Q/LICHOS YR 12 9489 5),
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Y HE

=S4 A3
-k calid_type (28 MH[A FIHA)YEYE = 23 oto|f|o | S X FRILICH A
8 7ttt 42 legacy & hosted® LTt -k legacy7f INERElu =
oto|C| TF A+ E LI THOYl: jsmith). -k hosted?} K| H =M =& ofo|C|
@f = olo] /A AtEE LI CHO: jsmithesesta.com).
-k SHE X YotX| L2 ER 7I2H 22 EE ofo|C| et =M 2l S &
AtE Y |:f(hosted).

S
o

I

AYstA 2 82 ddE= €9 otolt| &

A=)
— = " =

nix

289 @
g £ QEUC 27| i M = resource.properties Lt 0| Ct
7y H4E FIHe o

D\o

switch-caltype=value
O 7|M values= “hosted” | “legacy” & LI Ct.
resource.properties It 2 CtZ C|= E2|0f ?| X[ &L|Ct.

da_base/data/WEB-INF/classes/sun/comm/cli/server/servlet/

resource.properties

-T time zone AP XL &20| O] EE A|ZICHE EA| =L C}
wEE EE ANUAY ZAE SE2 151H 0| X2 "EH EFE AlZHH
SxYg ATSIAL,

o
e ool A= ARS8 A smithE 918 WD AR AE F7HE Y o

commadmin user modify -D chris -n sesta.com -w bolton -1 smith \
-A description: "new description" -S mail -H mailhost.siroe.com

of ool A M dF F 47k AFE AL smithell Al F7HE Yt

commadmin user modify -D chris -n sesta.com -w bolton -1 smith \
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da.provider.skeleton.1ldif 3}U-& HA}S} o] & & vy}

Delegated Administrator 44 %] A| da.provider.skeleton.1dif 3 o] Th5 Tt g &
gle] AAg Y

da_base/lib/config-templates

da.provider.skeleton.1dif 3} 9] HALE A O3 vl 7] HEE HA St} w7y
W E A Ao Aekst ko 2 vhgy .

Wl W Yol FEAA 24, 5] 24 2 SPA Bl B YR FEsHA

o

o

Fi

1o
i
i
[

Q3w 7)) W= 1dif A ol A T 2] o] AF AL EE U Th 2 vl /) WS
H S A ato] vk of

2 vy A= o] Ah o] gk Aol ti g ghS yEb Ut o] H § mi ) R
%4 o]eurw ENES wmiw dif sl A 9] ofe] QA dl
e 5 Ak oe A g M the s Zay

o  <ugldapbasedn>

<maildomain_dn>

[e]

o <maildomain dn_str>

o <providerorg>

o <servicepackage>(ths %)

o  <domain_name>(thE k)

o <provider_sub_org>

o <preferredmailhost>

o <available_domain_name>(T}5 %)
o <available_services>(Th5 4b)
o <spa_uid>

o  <spa_password>

o <spa_firstname>

o  <spa_lastname>

o <spa_servicepackage>
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o <spa_mailaddress>

o] w7l W= 2} g £A ol th &t A ° = Sun Java System Communications Services
Schema Reference] “57¢: Communications Services Delegated
Administrator(Schema 2)7} AF-&-3h= Sl A 2 £A7 2 3% $447S F 354
Al L.

4. LDAP U HEZ =7 ldapmodify s AFE-3le] 33 QA 24 W SPAE A Eg] o A
Ag,
N 5ol vha WYL YT+ UgHHTh
ldapmodify -D <directory manager> -w <password>
-f <da.provider.finished.1ldif>

1714
<directory manager>+= Directory Server A=} o] &Yt
<password>+= Directory Server #H2] 2}-2] B ¥ 3 9l T},

<da.provider.finished.ldif>v Al T3 YA 22 9 SPAZA dE o] A
218 AR 1dif 9+ ] o] FdYTh

o] Bl Z 2| E(da.provider.skeleton.ldif)dl&= Al 7 @A 222 4 SPAE ©E57] 9
3l A el oF & wiz) T 501 EFHTH

o H-Fo| A= 1dif T el A mizh W7t s AAE Bol sUnh 3 AA7F 2§
A& obd Yt Access Manager #] ¢ ¢ll & 2.8t &5 4 ACI= o] 7] ol 25| =] o9k

Fu,

1dif s} o A w7l W 4= 4=7g 3l of $h T} Access Manager 9} ZHA ¥ o} A4
g4 sy

Mo

PN
74

da.provider.skeleton.|dif File(ZHg Al M)

dn --> o=siroe.com, o=SharedDomainsRoot, o=Business,
dc=red,dc=iplanet,dc=com
dn_str --> o=siroe.com_o=SharedDomainsRoot_o=Business_

#

# The following parameterized values must be replaced.

#

# <ugldapbasedn> :: Root suffix for user/group data

# <maildomain_dn> :: Complete dn of the mail domain underneath which the
# provider organization will be created.

# <maildomain_dn_str> :: The maildomain dn with all ',' replaced by '_'. E.g.
#

#

#
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<providerorg>
<servicepackage>

<domain_name>

<provider_sub_org>
<preferredmailhost>

<available_domain_name>

<available_services>

<spa_uid>
<spa_password>
<spa_firstname>
<spa_lastname>
<spa_servicepackage>

<spa_mailaddress>

HE odE S o Sk Sk ok oE 3 o ok 3k e ok S 3 ok 9 3 Sk o 3 3k ok o 3k o9k o S 3E ok ok 3 9k 4k 3

#
# Provider Organization
#

dc=red_dc=iplanet_dc=com

: Organization value for provider node.
: One for each service package to include.

All service packages in the system may be assigned
by leaving this value empty.

:: One for each DNS name which may be assigned to a

subordinate organization.

These names form a proper subset (some or all) of the
names listed in the <maildomain> organization's
sunpreferreddomain and associateddomain attributes.

:: Organization value for the shared subordinate

organization in which the Provider Administrator resides.

: Name of the preferred mail host for the provider's

subordinate organization.

one for each DNS name that an organization allows an
organization admin to use when creating a user's mail
address. This is a proper subset of the values given
for <domain_name> (sunAssignableDomains attribute).

:: One for each service packags available to an

organization (sunAvailableServices attribute). These
service packages form a proper subset of the ones
assigned to a provider organization - <servicepackage>
(sunIncludeServices attribute). Form is

<service package name>:<count>

where count is an integer. If count is absent then
default is unlimited.

:: The uid for the SPA(Service Provider Administrator).
: The password for the SPA(Service Provider Administrator).

First name of the SPA(Service Provider Administrator).

: Last name of the service provider administrator.

Service package assigned to the service provider
administrator.

: The spa's mail address. The domain part of the mail

address must be one of the values used for
<available_domain_name>.

dn: o=<providerorg>,<maildomain_dn>

changetype: add
0: <providerorg>
objectClass: top

objectClass: sunismanagedorganization
objectClass: sunmanagedorganization

objectClass: organization

objectClass: sunManagedProvider

sunAllowBusinessOrgType: full

sunAllowBusinessOrgType: shared
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sunBusinessOrgBase: o=<providerorg>domainsroot,<ugldapbasedn>
sunIncludeServices: <servicepackage>

sunAssignableDomains: <domain_name>

sunAllowMultipleDomains: true

sunAllowOutsideAdmins: false

sunProviderOrgDN: o=<provider_sub_org>, o=<providerorg>,<maildomain_dn>
#

#

# [Entries and ACIs required by Access Manager]

#

#

#

# Full Organizations node

#

dn: o=<providerorg>DomainsRoot, <ugldapbasedn>
changetype: add

0: <providerorg>DomainsRoot

objectClass: top

objectClass: organization

objectClass: sunmanagedorganization

#

# .

# [Entries and ACIs required by Access Manager]
#

#

#

# Provider Admin Role shared organizations

#

dn: cn=Provider Admin Role, o=<providerorg>,<maildomain_dn>
changetype: add

cn: Provider Admin Role

objectClass: ldapsubentry

objectClass: nssimpleroledefinition

objectClass: nsroledefinition

objectClass: nsmanagedroledefinition

objectClass: iplanet-am-managed-role

objectClass: top

iplanet-am-role-description: Provider Admin

#

# Provider Admin Role full organizations

#

dn: cn=Provider Admin Role, o=<providerorg>DomainsRoot, <ugldapbasedn>
changetype: add

cn: Provider Admin Role

objectClass: ldapsubentry

objectClass: nssimpleroledefinition

objectClass: nsroledefinition

objectClass: nsmanagedroledefinition
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objectClass: iplanet-am-managed-role
objectClass: top
iplanet-am-role-description: Provider Admin

#

# Shared Subordinate Organization. Includes 1 users who is the Provider Administrator.
#

dn: o=<provider_sub_org>, o=<providerorg>,<maildomain_dn>
changetype: add

preferredMailHost: <preferredmailhost>
sunNameSpaceUniqueAttrs: uid

0: <provider_sub_org>

objectClass: inetdomainauthinfo

objectClass: top

objectClass: sunismanagedorganization
objectClass: sunnamespace

objectClass: sunmanagedorganization

objectClass: organization

objectClass: sunDelegatedOrganization
objectClass: sunMailOrganization
sunAvailableDomainNames: <available_domain_name>
sunAvailableServices: <available_services>
sunOrgType: shared

sunMaxUsers: -1

sunNumUsers: 1

sunMaxGroups: -1

sunNumGroups: 0

sunEnableGAB: true

sunAllowMultipleServices: true

inetDomainStatus: active
sunRegisteredServiceName: GroupMailService
sunRegisteredServiceName: DomainMailService
sunRegisteredServiceName: UserMailService
sunRegisteredServiceName: iPlanetAMAuthService
sunRegisteredServiceName: UserCalendarService
sunRegisteredServiceName: iPlanetAMAuthLDAPService
sunRegisteredServiceName: DomainCalendarService
#

#

# [Entries and ACIs required by Access Manager]
#

#

dn: ou=People, o=<provider_sub_org>, o=<providerorg>, <maildomain_dn>
changetype: add

ou: People

objectClass: iplanet-am-managed-people-container

objectClass: organizationalUnit

objectClass: top

dn: ou=Groups, o=<provider_sub_org>, o=<providerorg>, <maildomain_dn>
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changetype: add

ou: Groups

objectClass: iplanet-am-managed-group-container
objectClass: organizationalUnit

objectClass: top

#

# .

# [Entries and ACIs required by Access Manager]
#

#

#
# User - provider administrator
#

MH|A~ SEHHA

2z

=

dn: uid=<spa_uid>, ou=People, o=<provider_sub_org>, o=<providerorg>,<maildomain_dn>

changetype: add

sn: <spa_lastname>

givenname: <spa_firstname>

cn: <spa_firstname> <spa_lastname>
uid: <spa_uid>
iplanet-am-modifiable-by: cn=Top-level Admin Role,<ugldapbasedn>
objectClass: inetAdmin

objectClass: top

objectClass: iplanet-am-managed-person
objectClass: iplanet-am-user-service
objectClass: iPlanetPreferences
objectClass: person

objectClass: organizationalPerson
objectClass: inetuser

objectClass: inetOrgPerson
objectClass: ipUser

objectClass: inetMailUser

objectClass: inetLocalMailRecipient
objectClass: inetSubscriber
objectClass: userPresenceProfile
objectClass: icsCalendarUser

mailhost: <preferredmailhost>

mail: <spa_mailaddress>
mailDeliveryOption: mailbox
mailuserstatus: active

inetCos: <spa_servicepackage>
inetUserStatus: Active

nsroledn: cn=Provider Admin Role,o=<providerorg>,<maildomain_dn>
userPassword: <spa_password>
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Delegated Administrator 7-4 22 79 config-commdad 3 & o (1dif T ol 4 2] H)
AE A volHE vEEg o] dAst e Aee 5 FYTh(3 T2 13 A3 Al
Au & 7| A A 2 BE Nl BEZRH Z2EAY) 7 2282
da.sample.data.ldif 343 LDAP t @ E g Egof F7}g ).

o] Idif Y& AH FHIA A& W57 A% HEYET of g} = AFE E B E u)
AEAFUT A T3 A =4S e 339 24, 8H9] 224 2 SPA A4 o
_,1] o) 6]— FQEE ;(]—Zo]_/]\:]}\]g.

MZ OB 0[M Hset =%
%) Aol A E 1dif TFAol A Al B 27 FRol ok e H HE ue FUT
(13 ATel A= holo] EA5HA e B 24

HIJ
AE dif ol = FE o] 5 obgfof vhg 24 0] lFyTh
o VIS THUA 4. v 22 VIS Al 242 SPAVF e gy
o A A %79l SESTA. SESTA %2]& 11 =<l sesta.come ZE5 YT}
° %% Q1 DEF. DEF 24 ¢ A &= & =HIQ] siroe.com& AHE-EH th
o ESGEFUA 4. o] FFUA A el oW g 2= A=A FF T
1dif FFe ol A= o] Ao sl vk el TS ot
o VIS ¥H YA 242 SPA
o ESG¥aAl =42 SPA
e SESTA %74 2] OA
e DEF %242 OA
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3% tE R AFol A e R §1 B DMl 19 A12) =24 Foh A saA
QA 8k4) b4 th DITe A &= %2 o] ehgh b AF 0.2 PR ok

Sof, DITe| M= 414 Evllo] F5 %v]o] uhiz ofafol 912 shok g eh. mheA]
B 24 o) AFgaHE) B4 S92 (44 Eugle) gli) A A £ i3 LDAP
ARE AT wrel S ZE Hvlof obefe] F7bgL Tk

ME = OlolE: ClYE2 Y ER|
I A3 M = AE 24 HolH ol thE HE e J R EY(DIT) #5 2o Ut

I% A3 o= O A1) = A A Y vk 2 A4S 2
e VIS ESG(FHAA %3]

e DEF-VIS &= Al 224 9] a9l & =4

e SESTA-VIS 3w A 24 9] &9 A4 24
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A3 RE zA dol:dEy g ey
o=ugldapbasedn
o=business
|
[ | |
o=SharedDomainsRoot 0=ESGDomainsRoot 0=VISDomainsRoot
I
- I oo ‘| 0=SESTA
o=siroe.com L e (sesta.com)
0=VIS 0=ESG ou=People
| N R o
o=DEF e . : uid=userl :
"""""""" . uid=user2 !
| . uid=user3 :
ou=People .

uid=user1_def
uid=user2_def
uid=user3_def

146

MEC/HEZ FHEH EBf MO &
AZ %2 9 (da.sample.data.1dif) ] ==+ th 3 Z5Uh

ugldapbasedn - ©] W7 A4 & FE Au|oj & Vet

=

o=business - L] P EZ 9 EEHZYAE

o=SharedDomainsRoot - &+ Z 24 o] A A}

=y}

EgsHe ey

ol e e Pu Bt AR B2 A2 FFAA 290 S8 T/ 2

FAR TH EAS AT 5 AguTh

—
=
SharedDomainsRoot =2 }¢ = =% zt31 Q)
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0=ESGDomainsRoot ¥ o=VISDomainsRoot - ESG ¥ VIS 5 & & o] &3l= &
= AA 28 & 85 =5 Y

AA 245 welehs 24 3a A 242 (FE Avlo] okdel 8iz) o] &A1 <]

£ 7hA1ok e,
2 Erele] g A
obelel EA T Azviet

1

. 3 %A DEFo| A AFg-3h ),
To| A= VIS 2 ESG ¥ a5 A 24 &

0=SESTA - A A Z24]. 13t =M Q] sesta.com®] Y51 T

0=DEF - & 2. =92l siroe.come A&t}

ou=people - AHEAHE &

ME O/ E2| FE EE 49 APEX}DN

1% AB9) AE 27 s e

DEF % & o 43 userl_defgl+= AF£29] 245

at= dl Z 23 3 LDAP 24 ©9]

= ohe ) 22 AHEA DNl Qe

dn: uid=userl_def, ou=People, 0=DEF, 0=VIS, o=siroe.com,
o=SharedDomainsRoot, o=Business, ugldapbasedn

SESTA * 7] o] 43} uger10] 2} AF&2}+2] 739

dn: uid=userl, ou=People, 0=SESTA, o=VISDomainsRoot,

o=Business, ugldapbasedn

=
2EA

MH|A

Jaru e §
o=

LA 2[R U Mu A SSYA =

1=
[ IS

il ESGDomainsRoot H:=+= VISDomainsRoot
< ojel 77} i i

s
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¥ B-19 Y99 £ 2 commadmin domain create 2 commadmin domain modify T8 % ol
Ual -p A3 S ALEE 4 srieh S8 mE A A0l A o2l A2 gk

dJyrh
E B-1 -P AL HA

&4 é 43

createLowerCase Yes/No M ALEXtol cHall AZ At 2 MY R E XF
BILICH £ 23 X35| A| AKX EY 23| o7
= XFgct

filterPrivateEvents Yes/No M FHE| Al 7HQl OJHIE = 7| L O|HI E ZE
a| 01_?_2 x|7<-| o|-L| |:|..

fbIncludeDefCal Yes/No NEE PN E= = [ PN S = PN
freebusy-calendar-1istOf| E&& =X
25 XYt

subIncludeDefCal Yes/No ALERte| 7|2 2= 0|
subscribed-calendar-1istO E&t&| =X
o R E XYt

resourceDefaultAcl Yes/No A 2ol ofslf 7|2 ACLE AF8E AQIX| K]
et

calmasterCred =Xt Calendar Server Zt2| X2 X H & AL Xt X4
538

calmasterUid =Xt service.admin.calmaster.userid

calmasterAccessOverride Yes/No Calendar Server 2| Xt7F UM A HHE FAIE

T A=A AU
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5 B-1 P g S S

54 at =k

setPublicRead Yes/No 2 AR EHES 22 YJ| FE 22 M2
AY L CH no7t MR H ALK 22 JHE
7| E= N E A0\ 2 AFEL O

uiBaseUrl 2R BaseServerAddress
Of: "https://proxyserver/"

uiConfigFile =Xt ALE Xt QIE{ B O] A Q| Fo mbY

uiProxyUrl =Xt HTML AHE Xt O1E{H| O] A2 9] JavaScript Tt off

It TEA MH =42
Ofl: https://web_portal.iplanet.com/

domainAccess =Xt T olo] WA A MO ZAE. WAL ZH QA4
ol A AbZ gLt

uiAllowAnyone Yes/No HTML AHE Xt C1E{ H 0| A0 M “Everybody”
ACLE BEAISI A E 4= A=K XF U o

allowProxyLogin Yes/No ZEAN ZOQ B8 HE

ﬂJlﬂI

RYEoh

¥ B2 Y€ ¥ £$4 2 commadmin domain create ™ commadmin domain modify 8 = ol
3l -R 3 A2 A AFEEE S QYT o] A2 B E A &A 9l ks kYT

WCAP % WCAP set-userprefs '§ % ol tf §F 24| §F W82 Sun Java System Calendar
Server Programmer’s Manual-& 32384 Al Q.

E B-2 -R &M & &4

54 1 AE

allowUserDoubleBook 8HIE Ol &0l M SLEHAlZE S0l CHal & & o &
UZEE T2 & UA Uk

allowResourceDoubleBook 9HIE O X3 oM SYSHAlZHSR0l tis &+ H
o4 YdY e &es + UA =Tt

allowModifyUserPreferences 4HIE Calendar Server 22| X} get/set userprefs
7t AL XHOf| CHalf WCAPZRE HO{ & 4 A &
Lt

allowModifyPassword 5HIE MEXTLO| MHE Soll HIYHSE HEE &
UA =Tt

allowCalendarCreation OHIE S0l MME £ QU S Ct

allowCalendarDeletion 1H|E =HO| AHE 4 UA U T
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E B-2 RS HHAD

5d i A

allowPublicWritableCalendars 2HIE ALEXL S8 AT Ittt EEE AnE & AU
A ot

allowSetCn 10H| E set-userprefs.wcap/t cn AFSXH 7|2 A
2 £7sk 4 QA s Ct.

allowSetGivenName 11HIE set_userprefs.wcap?t givenname AHS Xt
V2 dlE 8 & UA U o

allowSetGivenMail 12H E set_userprefs.wcapZt mail AFEX 7|2 A
de 38 ¢ AUA oo

allowSetPreflang 13HIE set_userprefs.wcapZt
preferredlanguage AHEAt 7|2 ¥ S &3
ol— P OI7-|| 'O:!*L_l E—l’.

allowSetSn 14H| E set-userprefs.wcap?t sn AHEXL 7|2 A F

t-
g +HE 4+ WA UL

I IS
.LL_l_
= T 4L |
Bg £ A A

EH Txl_od

2 commadmin domain create, commadmin domain modify,

commadmin resource create, commadmin resource modify, commadmin user create el

commadmin user modify "§ % ol th3l -

. olzegt/ el

o obLe /ARG

o o}Za|7l /sl An

o ofzb/TaA

o ofxF/EYEE
o ofXIIH/MEFI
o o7}/ ofo] Y

o otuEFt/ A A
o ofHE] T}/ Ho
o ofHlE} Tt/ FFetTt A

o opHlE Tt/ AIFFL

o olWg 7t/ T AEE T}

2N o}o] gﬂ

EF AR § A5 7 A S 5

4
Ju
vy]
s
0z

)
Ha
u
Ju
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o o)7L/ Folotnt

o of 7L/

o ol I/IESTE

o ofHEFt/ IR EHA

o ofmlE]7t/ A A

o ofmlg] 7}/ obubrt

o ofwgTt/QAT] e tEE A
o mI/EAdAYA

o opHlEFH/HEF

o oplE Tt/

o opmlEFt/ YA

o oI/ EEZEIZ YA
o ofug]7t/AbE o}

o otulgFt/ AT

o otHlE T/ ARJNEZA

o ofAJo}/mfotE}

o obAlol/gbu
o obAob/chtr e
o obAob/chaEbs-
o obAlol/clzEM
o obAlol/uhE

o obAol/E

e A RN
o obAol/ulA
o obAol/ A7 e

o obAlol/Thot

R R YO EE S ]
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Delegated Administrator C|H{ 2

Delegated Administrator :r“H 84, Delegated Administrator7} ¥i 329 §] 21 ¥ o]
1] 3 Directory Server 3 Access Manager®l 2]3l A/4d € =1 3tU-& A A}sthod
Delegated Administrator®] 27 JHE 45 F AFHTL

o] =& kg g o A H ] AFYTh
e WRE FEE UHA
e Delegated Administrator &% 271
* Delegated Administrator A =1
o HAHOIY AW 21

e Directory Server ¥ Access Manager = 1

M2 RYalEl ClH

Delegated Administrator & 2] E] (commadnin) & Tl H 135}7] £ 3l commadmin § & & -v
& 3 S AE-slo] Sefol A E A T 1 WA A & 1 & 5 SlF Y T

Delegated Administrator 2& 271
Delegated Administrator <oA= 1 EFY) =77 9 & A o

7182 21 3¢ o] F: da.log
7148 $1A]: /opt/SUNWcormm/ Log

2355 40 U S Aystel A9 21 }AS AP > AUk
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27155 AKX 9Y o] F: logger.properties
718 £ A /var/opt/SUNWcomm/da/WEB-INF/classes/sun/comm/da/resources

logger.properties 3t ol A th5 55 JEE AT 5 UFHH
e da.logging.enable=yes B+ no

71X yesE A& 24 35}6k L now A S WG ST
* da.log.file=full pathname

A TF AR E 27 Tol A H = YUHED D 3d S X G Yt o] 55 AR
93l da.logt A ® I o] F 1l § x| 2 vl

Delegated Administrator M\ 21

156

A "ol e 4 ¥ Delegated Administrator A £ 3¢l 2] 3l A/ == T] ¥ 1 9]
%4 Delegated Administrator A1 215 BH5 4= 55U T

o] & 98l ti¥ 21 A1 &2l o] Delegated Administrator 4|53 A8 0% A/ == Hij_
HAAE 2 5 A Futh Beke-A oA T URLE ©]§38ko] HM L A E3=
ggste 5 9}%145]'.

http://machine name:port/commcli/debug?op=set&state=all&package=all&filena
me=full path

o714
machine name- Delegated Administrator A/ 7} A & Q1 A| A8 2] o] F ]t}
full path= WIAIAIZF 71 S 5= AAl 9 Ee] A& 9 27 o] F YU

& =¥ v=3 g5yrh

http://abc.red.iplanet.com:8008/commcli/debug?op=set&state=all&package=all
&filename=/tmp/debug.log

I URLAA = HH L &3 wAA & ta F 2 3 g ol 24 g

=

/tmp/debug. log
2 ABo U2 ThAl AF e wwl) ol 7 A2 8S 34 selof g
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g0l M 211

ZHOlH MH 21

A AEolyelA BA st A¥ Z1E A Delegated Administratorg F7+% T
W13k = Qls Ut

Web Server
Web Server= th5 A &2 ol 9128 A A Y o7 205 #edyTh
/web_server._base/https-machine name/logs
1714
web_server_basei= Web Server 2 X E ¢J|o] 7} A X H 7 ZIch

machine name<- Web Server”’} 28] &<l A|AH <] o] &Yt}

Application Server 7.x

Application Server 7.x+= th A Z o] 91X gt MMl A @ 7 275 d g
/application_server7_base/domains/domainl/serverl/logs

o714

application_server7_baset Application Server 7.x A2 E ¢o] 7} A X H A 2 ¢

.

Application Server 8.x

Application Server 7.x| A & th A 2ol A st A A g @7 275 AP
AW 2 1:

/application_server8 base/domains/domainl/logs

MM A~ 2 T

/application_server8 base/domains/domainl/logs/access/server_access_log

1714
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Directory Server ¥ Access Manager 271

application_server8 baset Application Server 8.x A3 E ¢ o] 7} A X ¢ 2 ¢

.

Directory Server 2! Access Manager £2_1

Directory Server ¥ Access Manager”} A/d ¢t = 15 71 AF&}o] Delegated
Administratorg F7}2 Ty 18 4 QlHF YT

Directory Server

Directory Server= Ut 73 2ol 91218 A~ 8l o 7 275 eyt
/var/opt/mps/serverroot/slapd-hostname/logs

o714

hostnamei= Directory Server”} A1 8 Q1 A| A8l 9] o] F¢J T}

Access Manager

Access Manager= tH& 3 22 271 9145 #e Fy
/var/opt/SUNWam/debug

Q] A Z &= amProfile W amAuth Z 171 £ 54}
/var/opt/SUNWam/logs

Q] 7 Z o= amAdmin.access W amAdmin.error 17} £9] U5 T
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Messaging Server$} 371 Access Managers 4 %] 3} 3L LDAP Schema 2 T & £ 2] & A}§-
3k A9 279 B2 ACI(Access Control Instruction)”} t] & E 2] of] A X H Yt} 7] &
ACI T 7435+ Messaging Serverol| A & Q 8}#] kA Abg-31A] k5 T

e A o] 8§ ACIE A ARl oF o Directory Server 2] A5 oll 4 &=
Messaging Server 3] 4l 7|} e 2] Ao o 4TS & + UF
HeEgoA 72 ACIE st 11 5 £0]= W © & Directory Server?] 452
= 5 AFU B3 ACIE St sty 7 o A ]y
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ACI &

160

M A

o ARE3HA = ACI A

Re zAon PR YRS AT AY 20 wmo A 24 ACE A7
QA F Tt

o] F-Z o] A= HA 1dif ¥+ (replacment.acis.1dif)S AF-&-3to] FE Hujo] oA ACI
E BF3 AFE A % ACIE Y E g oA A A= W ol sl A o 2HA
St -8 obef] ACI &3 4 A A E Fxshid Al 2.

I 2o+ ZH ACIE B461, 0ol & A, Al A= B a8 3

M sEAY thA] 2] ek S Ak o)

o] FAFtell= tha 3 o] & 74A] Ak 230 QlF YT

o AEAEAE R ae oH2eA St

o T AFE-AH= Access Manager & ol A 3814 ekt

o] Aok 24 shol]l ACI 53 4 A A 1dif 3D & AFEg Z1Q1%] == U ACIE= A A
A B EA8tE R GAFAokst=A (2X] 8742 Q7 Ao upgl) AAR
A7 sl oF Tt

AA S Y &2 o] F-52o 5T Y= 7= ACI 4S5 FE3H4 A L.

71 Y3 02 2 & replacement.acis.1dif 3L oA T3t ACIOl sl Ay &35
o) Aol EATH ACISH 5 o] F 74 5 ACKE L Buich, AHalg ] §-& o] 229
Sl Lo ACUE Wil 41 & B25HIA 9.

x| uk O F o] HE-E o] A= replacement .acis.1dif®l 23l ¥ X = ACIE Y& g
ZpA 8F Y £ o] 50 FHEFof U&= AFEEHHA] 9ol 2 A s ACT {58 FHEeH
Al L.

=
T

[ ]
ot

i

il

kit
e
N,
o
:Oé

of

of

st gl

2r 3 M| A
o]

Ao Y4 H 1dif 34, = replacement.acis.ldifE FE Fujojo|Aq E3t% ACIE
A8k AREEEA] ¢ ACTE Yl E E g ol 4] AhAl g vt o] 1dif 7Y Delegated
Administrator®l| A A -ap th5 o g E 2 o] 91X Tt

da_base/lib/config-templates

replacement .acis.1dif 34 & U] & E gl of & 83} (1dapmodify AHE) 1dapmodi fy
W2 FE Fujoje) Yl aci 449 EE JAAHEAE A AS L o] ACIE

replacement .acis.1dif 3ol 91+ ACIZE wh5U T},
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ACI & H A

-

I

=, o] AApell A= W A FE Fn|of oA ZEACIE Al A S o of o] Y ==
ACI9] Ao 2 vy}, o] & E g of Portal Server?} &2 TS S8 X2 73oA A4
A ACIZF U thd 1 ACIE S o] A 433511 replacement .acis.1dif 34 S 4 &3+
theroll 2 9t d & el opA] A &sfjof P Th

ACI A A o] 1dif 3D & AFE-3F= Ao th ok A 32 o] o] FF-Fof 1} 2= ACT w4
GAE Fxe A 2.

replacement.acis.dif I}

dn: SrootSuffix
changetype: modify
replace: aci
aci: (targetattr = “*") (version 3.0; acl “Configuration Administrator”;
allow (all)
userdn="1dap:///uid=admin, ou=Administrators, ou=TopologyManagement,
o=NetscapeRoot” ;)
aci: (target="“ldap:///SrootSuffix”)
(targetfilter=(! (objectclass=sunServiceComponent)))
(targetattr != “userPassword||passwordHistory
| |passwordExpirationTime| |passwordExpWarned| |passwordRetryCount
| | retryCountResetTime | |accountUnlockTime| | passwordAllowChangeTime”)
(version 3.0; acl “anonymous access rights”;
allow (read,search,compare)
userdn = “ldap:///anyone”; )
aci: (targetattr != “nsroledn||aci||nsLookThroughLimit||nsSizeLimit
| |InsTimeLimit| |nsIdleTimeout | |passwordPolicySubentry| |passwordExpiration
Time
| |passwordExpWarned| |passwordRetryCount | | retryCountResetTime
| |accountUnlockTime| |passwordHistory| | passwordAllowChangeTime | |uid| |memb
erOf
| |objectclass| |inetuserstatus||ou| |owner||mail||mailuserstatus
| |memberOfManagedGroup | |[mailQuota| |mailMsgQuota | |mailhost
| ImailallowedServiceAccess| | inetCOS| |mailSMTPSubmitChannel”)
(version 3.0; acl “Allow self entry modification”;
allow(write)
userdn ="ldap:///self”;)
aci: (targetattr != “ aci || nsLookThroughLimit || nsSizeLimit
|| nsTimeLimit|| nsIdleTimeout”)
(version 3.0; acl “Allow self entry read search”;
allow(write)
userdn ="ldap:///self”;)
|aci: (target="1ldap:///$rootSuffix”)
(targetattr="*")
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(version 3.0; acl “S1IS Proxy user rights”;
allow (proxy)
userdn = “ldap:///cn=puser,ou=DSAME Users,
SrootSuffix”; )
aci: (target="1ldap:///SrootSuffix”)
(targetattr="*")
(version 3.0; acl “S1IS special dsame user rights for all under the root
suffix”;
allow (all)
userdn = “ldap:///cn=dsameuser, ou=DSAME Users,
SrootSuffix”; )
aci: (target="ldap:///$rootSuffix”)
(targetattr="*")
(version 3.0; acl “S1IS special ldap auth user rights”;
allow (read,search)
userdn = “ldap:///cn=amldapuser, ou=DSAME Users,
SrootSuffix”; )
aci: (target="1ldap:///SrootSuffix”)
(targetattr="*")
(version 3.0; acl “S1IS Top-level admin rights”;

allow (all)

roledn = “1ldap:///cn=Top-level Admin Role,

SrootSuffix”; )
aci: (targetattr="*")

(version 3.0; acl “Messaging Server End User Administrator Read Only
Access”;

allow (read,search)
groupdn="1dap:///cn=Messaging End User Administrators Group, ou=Groups,

SrootSuffix”;)
aci: (targetattr="objectclass || mailalternateaddress || Mailautoreplymode
I

mailprogramdeliveryinfo || preferredlanguage || maildeliveryoption

|| mailforwardingaddress || mailAutoReplyTimeout ||
mailautoreplytextinternal

| | mailautoreplytext || vacationEndDate || vacationStartDate

| | mailautoreplysubject || maxPabEntries || mailMessageStore

| | mailSieveRuleSource || sunUCDateFormat || sunUCDateDeLimiter

|| sunUCTimeFormat || mailuserstatus || maildomainstatus”)

(version 3.0; acl “Messaging Server End User Administrator All Access”;

allow (all)

groupdn = “ldap:///cn=Messaging End User Administrators Group, ou=Groups,

SrootSuffix”;)
aci: (targetattr = “*")

(version 3.0;acl “Allow Read-Only Access”;
allow (read, search, compare)
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groupdn = “ldap:///cn=Read-Only, ou=Groups,
SrootSuffix”;)

aci: (target="1ldap:///cn=Organization Admin Role, ($dn), SrootSuffix”)
(targetattr="*")
(version 3.0; acl “S1IS Organization Admin Role access deny”;
deny (write,add,delete, compare,proxy)
roledn = “ldap:///cn=Organization Admin Role, ($dn),
SrootSuffix”;)

aci: (target="1ldap:///($dn), SrootSuffix”)
(targetattr="*")
(version 3.0; acl “Organization Admin Role access allow read”;
allow(read, search)
roledn = “ldap:///cn=Organization Admin Role, [$dn],

SrootSuffix” ;)
aci: (target="1ldap:///($dn),SrootSuffix”)
(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)

(entrydn=($dn), $rootSuffix))))
( targetattr = “*7)
(version 3.0; acl “S1IS Organization Admin Role access allow”;

allow (all)
roledn = “ldap:///cn=Organization Admin Role, [$dn],
SrootSuffix”;)

ACI oA THA|

Al&ot7| Hof

o] AakE Al#tet7] el t ¥ e o] 7] ACIE HAFsh= Zlo] S5U . o] el A
Al eE ACI7F B D o7 l=A A aljoF fy

o] Aol A=A FE ujofo| A &= ACIE A A S ohs o] & ofdl U == ACLE]
ﬂﬂoiﬂﬂqqﬂﬂEﬂﬂM%%@%%waﬂﬂﬁiﬁﬁilwﬂH%“ﬂ
ACI7} QI thd o] ACIE T ol A %3l o7t replacement .acis.1dif 3 2 & 5
Al A e E 2 of] A g-3fjof gyt

Access Manager ! Messaging Servero| A A gk 7] & ACIE 4] sk H] =5o] ¥ %
o] R0 e o= tha AS Fxe A L.

o 7] ACI 4

o ACIEF Y 24

o ARG kot AT ACI B2
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ACI S8 H HI A

ACI H}L7|
== ulol ol A ACIE B85k AHgSHA G ACIE AAS W g BAE 52
Yk,

o2
i

ldapsearch -D “cn=Directory Manager” -w <password>
-s base -b <SrootSuffix> aci=* aci ><filename>

7] A

<password>+= Directory Server ¥2] 22| H] " & ¢t}
<$rootSuffix>+ FE 31| oj(l]: o=usergroup) H tt.
<filename>> A& ACI7} 715 5= 3t & o] YUt
replacement .acis.1dif IY & HAMSI o] 52 HA T Th

Delegated Administrator %2 %] A| replacement.acis.1dif F+ o] th5 ] E 2|
A Ayt

da_base/lib/config-templates
replacement.acis.1dif 3} Q] BAFL oA $rootSuffix F&5-S AR Y

FE Hulo] 7] M srootsuffixs FE 1] (]: o=usergroup)® W74 1T}
$rootsSuffix M7l W= 1dif I oA o8 2] YEFGEZ ZF JAA'E A S vl of
Yt

LDAP Y8 & 2] =" 1dapmodify S AFE3}0] ACIE vl Ut}

o2 Eol, T BH S 4T AeUrh

ldapmodify -D <directory manager> -w <password>

-f <replacement.acis.finished.1ldif>

o714
<directory manager>t Directory Server 2= o] &Yt
<password>+ T 9 Eg Av|A ] 2ke] v dH g gy

<replacement.acis.finished.ldif>+ YA EY A ACIE E5351a #| A3}
5 AR 1dif o] o] FY Yt

S =% ACI Ml A
Delegated Administrator &5 AF&-3aFo] 224 & Whs 4% 24 =0 ACI 15 sttt

wHEol Atk

==
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ok Aol A A | w A ACT Yol o] 241 ACI= 1 o]/ B 2814 eksth
Access Manager &5 AHE-sHo] 228 ACIZF A = A 94A & = st th
A S
1. amAdmin® 2 AM &) 219 Yt AM &2ty URLe] $13 9yt
http: //<machine name>: <port>/amconsole
o714
<machine name>-> Access Manager”} 238 &1 A| A EI 9 U T}
<port>+ XE Ut}
2. AulA T4 e A,
P)eA oz pe) #4 o)A 7k wAF Y,
3. ZE9 2EFHM T4 B 9T ACI/HA ot 2 A E YT
4. TH BY AZACIHAE Ao A BE ACTE A 9sko] 2hAl g o

5. AR HAHS A}

v

IN =
7|& ACI &M
o] 9] H5 o] 4= Access Manager 3 Messaging Server A 2] A] T] &) & 2] of] A4 %] ¢
ACIE ol FUTE B3 7F ACIE 755 A stal sl ACTE B, $32 5904
ofw M Z11%] A<kt
ACI= ths M52 v Ytk
o FEA
* Access Manager
o HA AZ dlag py 9T
o FHASN AR B A
o AM A
* AM W

o AM 7] A2 AR
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o AMAHOIY T I

e zA AL YA

AM 24 #2) %

AM 7] E}

Messaging Server

£E HEno|o

dn: SrootSuffix

#

# consolidate

#

aci:

(targetattr != “nsroledn || aci || nsLookThroughLimit || nsSizeLimit ||
nsTimeLimit || nsIdleTimeout || passwordPolicySubentry ||
passwordExpirationTime

|| passwordExpWarned || passwordRetryCount || retryCountResetTime

|| accountUnlockTime || passwordHistory || passwordAllowChangeTime”)

(version 3.0; acl “Allow self entry modification except for nsroledn, aci,
resource limit attributes, passwordPolicySubentry and password policy state
attributes”;

allow(write)

userdn ="ldap:///self”;)

29): 53

of Awlojel] AA A oz NAAg F e gl th o] ACKE: AP YT FE A w|of <
AHA ACTel &2 5 sy T

#

# retain

#

aci:

(targetattr = “*”")

(version 3.0; acl “Configuration Administrator”;
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allow (all)
userdn = “ldap:///uid=admin, ou=Administrators,
ou=TopologyManagement, o=NetscapeRoot” ;)

21 A

slapd-config Q1Z2~¥l~of tf gt Pass-Through Authentication< &3l 155 &
”admin” /‘}%—ZH’J ‘4 E} ?L 3 O] HE FEHEE /\}%— 310 Director y nageri
E}‘ﬁ Ol ACI%: o17]] 0 2het 4 %*HD} H]A%ACIE 17@# 91;: o},

X

#

# discard

#

aci:

(targetattr ="*")

(version 3.0;acl “Configuration Administrators Group”;

allow (all)

(groupdn = “ldap:///cn=Configuration Administrators, ou=Groups,
ou=TopologyManagement, o=NetscapeRoot”) ;)

2+]: ZE DB ¥ ol = oA 2]

A ] A 9]loll ZEo] AFE-H = 7ol | S Zk= “Configuration
Administrators” 135 Yt}

#

# discard

#

aci:

(targetattr ="*")
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(version 3.0;acl “Directory Administrators Group”;
allow (all)
(groupdn = “ldap:///cn=Directory Administrators, S$rootSuffix”);)

N

}ol. 25 DB ¥ Al Eof| ] 214

A WHA 21 “Directory Administrators” “15% g+ g 2]l t}.

#

# discard

#

aci:

(targetattr = “*")

(version 3.0; acl “SIE Group”;

allow (all)

groupdn = “ldap:///cn=slapd-whater, cn=Sun ONE Directory Server, cn=Server
Group, cn=whater.red.iplanet.com, ou=red.iplanet.com, o=NetscapeRoot”;)

Ze]: == DB ol T ol A AFA|

Fa/oE AW B 1F A 9oy

Access Manager

# retain

#

aci:

(target="1dap:///SrootSuffix”)

(targetattr="*")

(version 3.0; acl “S1IS Proxy user rights”;

allow (proxy)

userdn = “ldap:///cn=puser,ou=DSAME Users, SrootSuffix”; )
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2 AA

0] ACI:= Access Manager A 2~ B AF-g-2}o o 8k A A~ A s Fof o).

#

# retain

#

aci:

(target="1dap:///S$rootSuffix”)

(targetattr="*")

(version 3.0; acl “S1IS special dsame user rights for all under the root
suffix”;

allow (all)

userdn = “ldap:///cn=dsameuser,ou=DSAME Users, $SrootSuffix”; )

290: 47

o] ACI:= Access Manager A 2~ B AF-g-2}o o 8k A A~ AdHS Fof o).

#

# retain

#

aci:

(target="1dap:///$rootSuffix”) (targetattr="*") |

(version 3.0;acl “S1IS special ldap auth user rights”;

allow (read,search)

userdn = “ldap:///cn=amldapuser, ou=DSAME Users, SrootSuffix”; )

A9 74

o] ACIi= Access Manager Al 2~ B AF-g-2}o] o &F o Al A~ A 3HS: o

U

o
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# discard

#

aci:

(target="1dap:///cn=amldapuser, ou=DSAME Users, $SrootSuffix”)
(targetattr = “*")

(version 3.0;

acl “S1IS special ldap auth user modify right”;

allow (write)

roledn != “ldap:///cn=Top-level Admin Role, SrootSuffix”;)

= PES|

o] ACI= #7449 #2] AHTLA)7} amldapuser A178 & 774 & 5 §lA &t

#

# retain

#

aci:

(target="1dap:///SrootSuffix”)

(targetattr="*")

(version 3.0; acl “S1IS Top-level admin rights”;

allow (all)

roledn = “ldap:///cn=Top-level Admin Role, SrootSuffix”; )

2¢): 4

o] ACI:= TLA & &of 7 HA| A~ Aghs F-of gt

#

# discard

#

aci:
(targetattr="iplanet-am-saml-user ||
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iplanet-am-saml-password”) (targetfilter=" (objectclass=iplanet-am-saml-serv

ice)”)

(version 3.0; acl “S1IS Right to modify saml user and password”;

deny (all)

(roledn != “ldap:///cn=Top-level Admin Role, $SrootSuffix”)

AND (userdn != “ldap:///cn=dsameuser,ou=DSAME Users, SrootSuffix”)
AND (userdn != “ldap:///cn=puser,ou=DSAME Users, SrootSuffix”); )

Z2kd: 214

o] ACI=SAML #d £4& B a3},

Al BT Ol AT Be| A

#

# discard

#

aci:
(target="1dap:///SrootSuffix”)

(targetfilter=(! (nsroledn=cn=Top-level Admin Role, SrootSuffix)))

(targetattr = “*”)

(version 3.0; acl “S1IS Top-level Help Desk Admin Role access allow”;

allow (read,search)

roledn = “1dap:///cn=Top-level Help Desk Admin Role, SrootSuffix”;)

2FQ]: 244

#

# discard

#

aci:
(target="1dap:///SrootSuffix”)
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(targetfilter=(! (nsroledn=cn=Top-level Admin Role, SrootSuffix)))
(targetattr = “userPassword”)

(version 3.0; acl “S1IS Top-level Help Desk Admin Role access allow”;
allow (write)

roledn = “ldap:///cn=Top-level Help Desk Admin Role, SrootSuffix”;)

Zk]: 2kA|

2| A9l HA Be| A

#

# discard

#

aci:

target="1dap:///$rootSuffix”)
(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role,$rootSuffix))))

(targetattr = “*”)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (read,search)

roledn = “1ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)

2k]]: AFA
o] ACI= A A& #he] 9&a o] 5yt

#

# discard

#

aci:

(target="1dap:///ou=iPlanetAMAuthService, ou=services, *$rootSuffix”)
(targetattr = “*”)

(version 3.0; acl “S1IS Top-level Policy Admin Role access Auth Service
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deny”;
deny (add,write,delete)
roledn = “1ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)

2H: 24l

o] ACI: #4491 4% e o 3 gado] Yervih.

#

# discard

#

aci:

(target="1dap:///ou=services, *SrootSuffix”)

(targetattr = “*”)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (all)

roledn = “1ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)

2k 2HA|

o] ACI: #4491 4% e o %3 gado] Yervich,

#

# discard

#

aci:

(target="1dap:///SrootSuffix”)

(targetfilter=" (objectclass=sunismanagedorganization)”)
(targetattr = “sunRegisteredServiceName”)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (read,write,search)

roledn = “ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)

2k 2HA|
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o] ACIE H4491 4% ) 9 @3 ¢ddo] Yk,

AM XHA|

#

# consolidate

#

aci:

(targetattr = “*”)

(version 3.0;

acl “S1IS Deny deleting self”;
deny (delete)

userdn ="ldap:///self”;)

(]

0 @ A 27] ACIE B F. AF AHBAE AL ool oWl FEx A4
Agto] glom e YA A AR A Qe i
AA B3-S A s ACTE Utk WA A AR 9lo)o] g o] AT E AL

2 % oA g

#

# consolidate

#

aci:

(targetattr = “objectclass || inetuserstatus ||
iplanet-am-user-login-status

|| iplanet-am-web-agent-access-allow-list ||
iplanet-am-domain-url-access-allow

|| iplanet-am-web-agent-access-deny-list || iplanet-am-user-account-life
|| iplanet-am-session-max-session-time || iplanet-am-session-max-idle-time
|| iplanet-am-session-get-valid-sessions ||
iplanet-am-session-destroy-sessions

|| iplanet-am-session-add-session-listener-on-all-sessions ||
iplanet-am-user-admin-start-dn
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|| iplanet-am-auth-post-login-process-class”)

(targetfilter=(! (nsroledn=cn=Top-level Admin Role, SrootSuffix)))
(version 3.0; acl “S1IS User status self modification denied”;
deny (write)

userdn ="ldap:///self”;)

29l AHA 7] ACIZ &3

AHA| 227] AEHE A 8k ACL T st Yt

#

# consolidate

#

aci:

(targetattr != “iplanet-am-static-group-dn || uid || nsroledn || aci ||
nsLookThroughLimit

|| nsSizeLimit || nsTimeLimit || nsIdleTimeout || memberOf ||
iplanet-am-web-agent-access-allow-list

|| iplanet-am-domain-url-access-allow ||
iplanet-am-web-agent-access-deny-1list”)

(version 3.0; acl “S1IS Allow self entry modification except for nsroledn,
aci, and resource limit attributes”;

allow(write)

userdn ="ldap:///self”;)

2] &l #HA| A7) ACIE 23

A5He AP ACTF shbel e

#

# consolidate

#

aci:

(targetattr != “aci || nsLookThroughLimit || nsSizeLimit || nsTimeLimit
|| nsIdleTimeout || iplanet-am-domain-url-access-allow”)
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(version 3.0; acl “S1IS Allow self entry read search except for nsroledn,
aci, resource limit and

web agent policy attributes”;

allow (read,search)

userdn ="ldap:///self”;)

29l AHA 7] ACIEZ &3

AHA| 227] AEHE A 8k ACL T st Yt

AM 2|H

#

# consolidate

#

aci:

(target="1dap:///ou=services, SrootSuffix”)
(targetfilter=(! (objectclass=sunServiceComponent) ) )

(targetattr = “*")

(version 3.0; acl “S1IS Services anonymous access”;
allow (read, search, compare)

userdn = “ldap:///anyone”;)

29 ok ol ACIE T3
e

A Fojahis ACI Sl T

#

# consolidate

#

aci:
(target="1dap:///ou=iPlanetAMAdminConsoleService, *, SrootSuffix”)
(targetattr = “*")
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(version 3.0; acl “S1IS iPlanetAMAdminConsoleService anonymous access”;
allow (read, search, compare)
userdn = “ldap:///anyone”;)

#

# discard

#

aci:

(target="1dap:///SrootSuffix”)
(targetfilter=(entrydn=SrootSuffix))

(targetattr="*")

(version 3.0; acl “S1IS Default Organization delete right denied”;
deny (delete)

userdn = “ldap:///anyone”; )

2H: 24l
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#

# discard

#

aci:

(target="1dap:///cn=Top-level Admin Role, SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Top-level admin delete right denied”;
deny (delete)

userdn = “ldap:///anyone”; )
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#

# discard

#

aci:

(targetattr = “*")

(version 3.0; acl “S1IS Deny write to anonymous user”;
deny (add,write,delete)

roledn ="1dap:///cn=Deny Write Access, SrootSuffix”;)

=S PES|
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#

# discard

#

aci:
target="1dap:///($dn), SrootSuffix")
targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)

nsroledn=cn=Top-level Policy Admin Role, SrootSuffix))))

(
(
(nsroledn=cn=Top-level Help Desk Admin Role, $rootSuffix)
(
(targetattr != “nsroledn”)
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(version 3.0; acl “S1IS Container Admin Role access allow”;
allow (all)
roledn = “1ldap:///cn=Container Admin Role, [$dn], $SrootSuffix”;)

2H: 24l
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#

# discard

#

aci:

(target="1dap:///cn=Container Admin Role, ($dn), SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Container Admin Role access deny”;
deny (write,add,delete, compare,proxy)

roledn = “1ldap:///cn=Container Admin Role, ($dn), SrootSuffix”;)

2k 2HA|
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#

# discard

#

aci:
target="1dap:///ou=People, SrootSuffix”)
targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)

(
(
(nsroledn=cn=Top-level Help Desk Admin Role, $SrootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, $rootSuffix)

(nsroledn=cn=0Organization Admin Role, $SrootSuffix)
(nsroledn=cn=Container Admin Role, $rootSuffix))))
(

targetattr != “iplanet-am-web-agent-access-allow-list ||
iplanet-am-domain-url-access-allow
|| iplanet-am-web-agent-access-deny-list || nsroledn”)
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(version 3.0; acl “S1IS Group and people container admin role”;
allow (all)
roledn = “1ldap:///cn=ou=People_dc=red_dc=iplanet_dc=com, SrootSuffix”;)

2FQ]: 244
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=

# discard

#

aci: (extra verses dreambig)

(target="1dap:///S$rootSuffix”)
(targetfilter=(!(|(nsroledn=cn=Top—1evel Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, $SrootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, SrootSuffix)
(nsroledn=cn=0Organization Admin Role, SrootSuffix))))

(targetattr = “*")

(version 3.0; acl “S1IS Organization Help Desk Admin Role access allow”;
allow (read,search)

roledn = “ldap:///cn=Organization Help Desk Admin Role, SrootSuffix”;)

2k 2HA|

o] ACIE= 24 A= g~ ¢ 9&3 dydo] &5yt

#

# discard

#

aci:

(target="1dap:///SrootSuffix”)
(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)
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(nsroledn=cn=Top-level Help Desk Admin Role, $rootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, SrootSuffix)
(nsroledn=cn=0Organization Admin Role, $rootSuffix))))
(targetattr = “userPassword”)

(version 3.0; acl “S1IS Organization Help Desk Admin Role access allow”;
allow(write)

roledn = “ldap:///cn=Organization Help Desk Admin Role, SrootSuffix”;)

ZF]: 2kA|
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#

# consolidate

#

aci: (different name - “allow all” instead of “allow”)
target="1dap:///($dn), SrootSuffix”)
targetfilter=(!(|(nsroledn=cn=Top—1evel Admin Role, SrootSuffix)

nsroledn=cn=Top-level Help Desk Admin Role, $rootSuffix)
nsroledn=cn=Top-level Policy Admin Role, $SrootSuffix))))
targetattr != “nsroledn”)

version 3.0; acl “S1IS Organization Admin Role access allow all”;
allow (all)

roledn ="1dap:///cn=0Organization Admin Role, [$dn], SrootSuffix”;)

#
# consolidate
#

aci:
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(target="1dap:///cn=0rganization Admin Role, ($dn), SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Organization Admin Role access deny”;
deny (write,add,delete, compare, proxy)

roledn = “ldap:///cn=0Organization Admin Role, ($dn), SrootSuffix”;)

A9 B
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#

# consolidate

#

aci: (missing)

(target="1dap:/// ($dn), SrootSuffix”)

(targetattr="*")

(version 3.0; acl “Organization Admin Role access allow read to org node”;
allow (read,search)

roledn = “1dap:///cn=0Organization Admin Role, ($dn), SrootSuffix” ;)

A5
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#

# consolidate

#

aci:

(target="1dap:///($dn), SrootSuffix")
(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix))))
(targetattr != “nsroledn”)
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(version 3.0; acl “Organization Admin Role access allow”;
allow (all)
roledn = “1ldap:///cn=0Organization Admin Role, [$dn], $rootSuffix”;)
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#

# consolidate

#

aci:

(target="1dap:///($dn), SrootSuffix”)

(targetattr!="businessCategory || description || facsimileTelephoneNumber
|| postaladdress || preferredlanguage || searchGuide || postOfficeBox ||
postalCode

|| registeredaddress || street || 1 || st || telephonenumber

| |[maildomainreportaddress

| | maildomainwelcomemessage || preferredlanguage || sunenablegab”)

(version 3.0; acl “Organization Admin Role access deny to org node”;
deny (write,add,delete)
roledn = “ldap:///cn=Organization Admin Role, ($dn), $rootSuffix” ;)
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#

# consolidate

#

aci:

(target="1dap:/// ($dn), SrootSuffix”)
(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix))))
(targetattr != “nsroledn”)
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(version 3.0; acl “S1IS Organization Admin Role access allow all”;
allow (all)
roledn = “1ldap:///cn=0Organization Admin Role, [$dn], $rootSuffix”;)
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#
#
# discard

#

aci:

(target="1dap:///S$rootSuffix”)

(targetattr!="nsroledn”)

(version 3.0; acl “S1IS Group admin’s right to the users he creates”;
allow (all)

userattr = “iplanet-am-modifiable-by#ROLEDN”;)

= PES|
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Messaging Server

#

# consolidate

#

aci:

(target="1dap:///SrootSuffix”)

(targetattr="*")

(version 3.0; acl “Messaging Server End User Administrator Read Access
Rights -

product=SOMS, schema 2 support,class=installer,num=1,version=1";
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allow (read,search)
groupdn="1dap:///cn=Messaging End User Administrators Group, ou=Groups,
SrootSuffix”;)

A5
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#

# consolidate

#

aci:

(target="1dap:///SrootSuffix”)

(targetattr="objectclass| |mailalternateaddress||mailautoreplymode

| |[mailprogramdeliveryinfo| |nswmextendeduserprefs| |preferredlanguage

| [maildeliveryoption||mailforwardingaddress

| [mailAutoReplyTimeout | |[mailautoreplytextinternal | |[mailautoreplytext

| |[vacationEndDate| | vacationStartDate| |mailautoreplysubject | |pabURI

| |maxPabEntries| |mailMessageStore| |mailSieveRuleSource| |sunUCDateFormat
| | sunUCDateDeLimiter | | sunUCTimeFormat”)

(version 3.0; acl “Messaging Server End User Adminstrator Write Access

Rights -

product=S0MS, schema 2 support,class=installer,num=2,version=1";

allow (all)

groupdn="1dap:///cn=Messaging End User Administrators Group, ou=Groups,
SrootSuffix”;)
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#
# consolidate
#

aci:
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(targetattr="uid||ou| |owner| |mail||mailAlternateAddress

| ImailEquivalentAddress| |memberOf

| | inetuserstatus| |mailuserstatus| |memberOfManagedGroup| |mailQuota

| |ImailMsgQuota | | inetSubscriberAccountId| |dataSource| |mailhost

| ImailAllowedServiceAcces| |pabURI| | inetCOS| |mailSMTPSubmitChannel

| |aci”)
(targetfilter=(&(objectClass=inetMailUser) (! (nsroledn=cn=Organization Admin
Role, *))))

(version 3.0; acl “Deny write access to users over Messaging Server
protected attributes -

product=SOMS, schema 2 support,class=installer,num=3,version=1 “;
deny (write)

userdn = “ldap:///self”;)
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aci:

(targetattr != “userPassword || passwordHistory || passwordExpirationTime
| | passwordExpWarned || passwordRetryCount || retryCountResetTime | |
accountUnlockTime || passwordAllowChangeTime “)

(version 3.0; acl “Anonymous access”;
allow (read, search, compare)
userdn = “ldap:///anyone”;)

aci:

(target="1dap:///cn=Top-level Admin Role, SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Top-level admin delete right denied”;
deny (delete)

userdn = “ldap:///anyone”;)

aci:

(target="1dap:///S$rootSuffix”)
(targetfilter=(entrydn=S$rootSuffix))

(targetattr="*")

(version 3.0; acl “S1IS Default Organization delete right denied”;
deny (delete)

userdn = “ldap:///anyone”;)

aci:
(target="1dap:///ou=services, SrootSuffix”)
(targetfilter=(! (objectclass=sunServiceComponent)))

(targetattr = “*”)

(version 3.0; acl “S1IS Services anonymous access”;
allow (read, search, compare)

userdn = “ldap:///anyone”;)

aci:

(target="1dap:///ou=iPlanetAMAdminConsoleService, *, SrootSuffix”)
(targetattr = “*”")

(version 3.0; acl “S1IS iPlanetAMAdminConsoleService anonymous access”;
allow (read, search, compare)

userdn = “ldap:///anyone”;)
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(target="1dap:///$rootSuffix”)

(targetfilter=(! (objectclass=sunServiceComponent)))
(targetattr != “userPassword||passwordHistory

| |passwordExpirationTime| | passwordExpWarned | |passwordRetryCount

| |retryCountResetTime | |accountUnlockTime| | passwordAllowChangeTime”)
(version 3.0; acl “anonymous access rights”;

allow (read, search, compare)

userdn = “ldap:///anyone”;)
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aci:

(targetattr != “nsroledn || aci || nsLookThroughLimit || nsSizeLimit ||
nsTimeLimit || nsIdleTimeout || passwordPolicySubentry ||
asswordExpirationTime

| | passwordExpWarned || passwordRetryCount || retryCountResetTime | |
accountUnlockTime || passwordHistory || passwordAllowChangeTime”)
(version 3.0; acl “Allow self entry modification except for nsroledn, aci,
resource

limit attributes, passwordPolicySubentry and password policy state
attributes”;

allow(write)

userdn ="ldap:///self”;)

aci:

(targetattr = “*")

(version 3.0; acl “S1IS Deny deleting self”;
deny (delete)

userdn ="ldap:///self”;)

aci:

(targetattr = “objectclass || inetuserstatus ||
planet-am-web-agent-access-allow-1list

|| iplanet-am-domain-url-access-allow ||
iplanet-am-web-agent-access-deny-1list

|| iplanet-am-user-account-life || iplanet-am-session-max-session-time
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|| iplanet-am-session-max-idle-time ||
iplanet-am-session-get-valid-sessions

|| iplanet-am-session-destroy-sessions | |
iplanet-am-session-add-session-listener-on-all-sessions

|| iplanet-am-user-admin-start-dn ||
iplanet-am-auth-post-login-process-class”)

(targetfilter=(! (nsroledn=cn=Top-levelAdmin Role, SrootSuffix)))
(version 3.0; acl “S1IS User status self modification denied”;
deny (write)

userdn ="ldap:///self”;)

aci:

(targetattr != “iplanet-am-static-group-dn || uid || nsroledn || aci ||
sLookThroughLimit

|| nsSizeLimit || nsTimeLimit || nsIdleTimeout || memberOf ||

planet-am-web-agent-access-allow-1list

|| iplanet-am-domain-url-access-allow ||
planet-am-web-agent-access-deny-1list”)

(version 3.0; acl “S1IS Allow self entry modification except for nsroledn,
aci,

and resource limit attributes”;

allow(write)

userdn ="ldap:///self”;)

aci:

(targetattr != “aci || nsLookThroughLimit || nsSizeLimit || nsTimeLimit
|| nsIdleTimeout || iplanet-am-domain-url-access-allow”)

(version 3.0; acl “S1IS Allow self entry read search except for nsroledn,
aci, resource

limit and web agent policy attributes”;

allow (read,search)

userdn ="ldap:///self”;)

aci:

(targetattr="uid||ou| |owner||mail||mailAlternateAddress | |mailEquivalent
address| |member0Of

| | inetuserstatus| |mailuserstatus| |memberOfManagedGroup| |mailQuota

| |[mailMsgQuota

| | inetSubscriberAccountId| |dataSource| |mailhost | |mailAllowedServiceAccess
| | pabURI | | inetCOS| |mailSMTPSubmitChannel | |aci”)

(targetfilter=(&(objectClass=inetMailUser) (! (nsroledn=cn=0Organization Admin
ole,*))))

(version 3.0; acl “Deny write access to users over Messaging Server
protected
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attributes -

product=SOMS, schema 2 support,class=installer,num=3,version=1 “;
deny (write)

userdn ="ldap:///self”;)

=& A ACI

aci:

(targetattr != “nsroledn || aci || nsLookThroughLimit || nsSizeLimit

|| nsTimeLimit || nsIdleTimeout || passwordPolicySubentry ||
asswordExpirationTime

| | passwordExpWarned || passwordRetryCount || retryCountResetTime

|| accountUnlockTime || passwordHistory || passwordAllowChangeTime ||

id || memberOf

|| objectclass || inetuserstatus || ou || owner || mail || mailuserstatus
| | memberOfManagedGroup ||mailQuota || mailMsgQuota || mailhost

|| mailAllowedServiceAccess || inetCOS || mailSMTPSubmitChannel”)

(version 3.0; acl “Allow self entry modification”;
allow(write)
userdn ="ldap:///self”;)

aci:

(targetattr != “ aci || nsLookThroughLimit || nsSizeLimit
|| nsTimeLimit|| nsIdleTimeout”)

(version 3.0; acl “Allow self entry read search”;
allow(read, search)

userdn ="ldap:///self”;)

X BE iplanet-am-* 4 72 ACI7} £A814] &5 4% deny”/} 7| o] 22
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212 Messaging Server ACI

aci:

(target="1dap:///SrootSuffix”)

(targetattr="*")

(version 3.0; acl “Messaging Server End User Administrator Read Access
Rights -

product=SOMS, schema 2 support,class=installer,num=1,version=1";
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allow (read,search)
groupdn="1dap:///cn=Messaging End User Administrators Group, ou=Groups,

rootSuffix”;)

aci:

(target="1dap:///S$rootSuffix”)

(targetattr="objectclass| |mailalternateaddress||mailautoreplymode] |
mailprogramdeliveryinfo

| |Inswmextendeduserprefs | |preferredlanguage| |maildeliveryoption] |
mailforwardingaddress

| [mailAutoReplyTimeout | |[mailautoreplytextinternal||mailautoreplytext| |
vacationEndDate

| |[vacationStartDate| |mailautoreplysubject | |pabURI | |maxPabEntries]| |
mailMessageStore

| [ImailSieveRuleSource| | sunUCDateFormat | | sunUCDateDeLimiter| |
sunUCTimeFormat”)

(version 3.0; acl “Messaging Server End User Adminstrator Write Access
Rights -

product=SOMS, schema 2 support,class=installer,num=2,version=1";

allow (all)

groupdn="1dap:///cn=Messaging End User Administrators Group, ou=Groups,
rootSuffix”;)

aci:

(targetattr="uid||ou| |owner||mail||mailAlternateAddress]| |
mailEquivalentAddress| |memberOf

| | inetuserstatus| |mailuserstatus | |memberOfManagedGroup| |mailQuotal |
mailMsgQuota

| | inetSubscriberAccountId| |dataSource| |mailhost | |mailAllowedServiceAccess
| |pabURI | | inetCOS| |mailSMTPSubmitChannel | |aci”)
(targetfilter=(&(objectClass=inetMailUser) (! (nsroledn=cn=0Organization Admin
Role,*))))

(version 3.0; acl “Deny write access to users over Messaging Server
protected

attributes - product=SOMS, schema 2 support,class=installer,num=3,version=1

w.
7

deny (write)
userdn ="ldap:///self”;)

E 8} Messaging Server ACI
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aci:

(targetattr="*")

(version 3.0; acl “Messaging Server End User Administrator Read Only
Access”;

allow (read,search)

groupdn = “ldap:///cn=Messaging End User Administrators

group, ou=Groups, SrootSuffix”; )

aci:
(targetattr="objectclass || mailalternateaddress || Mailautoreplymode ||
mailprogramdeliveryinfo || preferredlanguage || maildeliveryoption
|| mailforwardingaddress || mailAutoReplyTimeout ||
mailautoreplytextinternal
| mailautoreplytext || vacationEndDate || vacationStartDate
mailautoreplysubject || maxPabEntries || mailMessageStore

|
|
| | mailSieveRuleSource || sunUCDateFormat || sunUCDateDeLimiter
|| sunUCTimeFormat || mailuserstatus || maildomainstatus”)

(version 3.0; acl “Messaging Server End User Administrator All Access”;
allow (all)

groupdn = “ldap:///cn=Messaging End User Administrators

group, ou=Groups, SrootSuffix”;)

w4: 212 ACIS 59

Hell =% 22| ACI

aci: (different name - “allow all” instead of “allow”)
target="1dap:///($dn), SrootSuffix”)
targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)

nsroledn=cn=Top-level Help Desk Admin Role, $rootSuffix)
nsroledn=cn=Top-level Policy Admin Role, $rootSuffix))))
targetattr != “nsroledn”)

version 3.0; acl “S1IS Organization Admin Role access allow all”;
allow (all)

roledn ="ldap:///cn=0Organization Admin Role, [$dn], SrootSuffix”;)

(
(
(
(
(
(
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aci: (missing)

(target="1dap:/// ($dn) , SrootSuffix”)

(targetattr="*")

(version 3.0; acl “Organization Admin Role access allow read to org node”;
allow (read,search)

roledn = “ldap:///cn=0Organization Admin Role, ($dn), SrootSuffix” ;)

aci:

(target="1dap:///($dn) , SrootSuffix”)
(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix))))
(targetattr != “nsroledn”)

(version 3.0; acl “Organization Admin Role access allow”;

allow (all)

roledn = “1ldap:///cn=0Organization Admin Role, [$dn], $rootSuffix”;)

aci:

(target="1dap:/// ($dn), SrootSuffix”)

(targetattr!="businessCategory || description || facsimileTelephoneNumber
|| postaladdress || preferredlLanguage || searchGuide || postOfficeBox ||
postalCode

|| registeredaddress || street || 1 || st || telephonenumber ||
maildomainreportaddress

|| maildomainwelcomemessage || preferredlanguage || sunenablegab”)

(version 3.0; acl “Organization Admin Role access deny to org node”;
deny (write,add,delete)
roledn = “1ldap:///cn=0Organization Admin Role, ($dn), SrootSuffix” ;)

aci: (duplicate of per organization aci)
(target="1dap:///cn=0Organization Admin Role, ($dn), SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Organization Admin Role access deny”;
deny (write,add,delete, compare,proxy)

roledn = “ldap:///cn=0Organization Admin Role, ($dn), SrootSuffix”;)

aci:

(target="1dap:///cn=0Organization Admin

Role, ($dn) ,dc=red, dc=iplanet,dc=com”)

(targetattr="*")

(version 3.0; acl “S1IS Organization Admin Role access deny”;
deny (write,add,delete, compare,proxy)

roledn = “ldap:///cn=0Organization Admin Role, ($dn), SrootSuffix”;)
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aci:

(target="1dap:///o=fullOrgl, 0=VIS, o=siroe.com, o=SharedDomainsRoot,
o=Business, rootSuffix”)

(targetfilter=(!(|(nsroledn=cn=Top—1evel Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role,dc=red,dc=iplanet,dc=com))))
(targetattr = “nsroledn”)

(targattrfilters="add=nsroledn: (nsroledn=*,0=fullOrgl, o=VIS, o=siroe.com,
o=SharedDomainsRoot, o=Business, SrootSuffix),

del=nsroledn: (nsroledn=*,0=fullOrgl, 0=VIS, o=siroe.com, o=SharedDomainsRoot,
o=Business, $rootSuffix)”)

(version 3.0;

acl “S1IS Organization Admin Role access allow”;

allow (all)

roledn = “ldap:///cn=Organization Admin

Role,0=fullOrgl, o=VIS, o=siroe.com, o=SharedDomainsRoot, o=Business,
SrootSuffix”;)

aci:

(target="1dap:/// ($dn), SrootSuffix”)
(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix))))
(targetattr != “nsroledn”)

(version 3.0; acl “S1IS Organization Admin Role access allow all”;
allow (all)

roledn = “ldap:///cn=Organization Admin

Role, [$dn],dc=red, dc=iplanet, dc=com” ;)

S5 T B2| ACH
aci:

(target="1dap:///cn=0rganization Admin Role, ($dn), SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Organization Admin Role access deny”;
deny (write,add,delete, compare,proxy)

roledn = “ldap:///cn=0Organization Admin Role, ($dn), SrootSuffix”;)

aci:

(target="1dap:///($dn), SrootSuffix”)

(targetattr="*")

(version 3.0; acl “Organization Admin Role access allow read”;
allow(read, search)

roledn = “1dap:///cn=Organization Admin Role, [$dn], $SrootSuffix” ;)
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aci:

(
(
(
(
(

target="1dap:///($dn), SrootSuffix”)
targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)
entrydn=($dn) , SrootSuffix))))
targetattr = “*”)
version 3.0; acl “S1IS Organization Admin Role access allow”;

allow (all)
roledn = “ldap:///cn=0Organization Admin Role, [$dn], SrootSuffix”;)
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Access Manager ©] '

Access Manager 27| A A A
Access Manager 71 Ho|4 e o &
ZA Px g

Access Manager 7] B}

0|0

# discard

#

aci:

(targetattr ="*")

(version 3.0;acl “Configuration Administrators Group”;

allow (all)

(groupdn = “ldap:///cn=Configuration Administrators, ou=Groups,
ou=TopologyManagement, o=NetscapeRoot”) ;)
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#

# discard

#

aci:

(targetattr ="*")

(version 3.0;acl “Directory Administrators Group”;

allow (all)

(groupdn = “1ldap:///cn=Directory Administrators, S$rootSuffix”);)

#

# discard

#

aci:

(targetattr = “*”)

(version 3.0;

acl “SIE Group”;

allow (all)

groupdn = “ldap:///cn=slapd-whater, cn=Sun ONE Directory Server, cn=Server
Group, cn=whater.red.iplanet.com, ou=red.iplanet.com, o=NetscapeRoot”;)

#

# discard - prevents TLA from modifying the amldapuser account
#

aci:

(target="1dap:///cn=amldapuser, ou=DSAME Users, SrootSuffix”)
(targetattr = “*”)

(version 3.0;

acl “S1IS special ldap auth user modify right”;

deny (write)

roledn != “ldap:///cn=Top-level Admin Role, SrootSuffix”;)

#

# discard - protects SAML related attributes

#

aci:

(targetattr="iplanet-am-saml-user \| iplanet-am-saml-password”)

(targetfilter=" (objectclass=iplanet-am-saml-service)”)
(version 3.0; acl “S1IS Right to modify saml user and password”;

deny (all)

(roledn != “ldap:///cn=Top-level Admin Role, SrootSuffix”)

AND (userdn != “ldap:///cn=dsameuser,ou=DSAME Users, SrootSuffix”)
AND (userdn != “ldap:///cn=puser,ou=DSAME Users, SrootSuffix”); )
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F| el d= A3 22| gt

#

# discard

#

aci:

(target="1dap:///SrootSuffix”)

(targetfilter=(! (nsroledn=cn=Top-level Admin Role, $rootSuffix)))
(targetattr = “*")

(version 3.0; acl “S1IS Top-level Help Desk Admin Role access allow”;
allow (read,search)

roledn = “ldap:///cn=Top-level Help Desk Admin Role, SrootSuffix”;)

#

# discard

#

aci:

(target="1dap:///S$rootSuffix”)

(targetfilter=(! (nsroledn=cn=Top-level Admin Role, $rootSuffix)))
(targetattr = “userPassword”)

(version 3.0; acl “S1IS Top-level Help Desk Admin Role access allow”;
allow(write)

roledn = “ldap:///cn=Top-level Help Desk Admin Role, SrootSuffix”;)

£\ ALS| MM Ta| o

#

# discard

#

aci:
(target="1dap:///SrootSuffix”)

(targetfilter:(!(|(nsroledn:cn:Top—level Admin Role, SrootSuffix))))
(targetattr = “*”)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (read,search)

roledn = “ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)

#

# discard

#

aci:

(target="1dap:///ou=iPlanetAMAuthService, ou=services, *$rootSuffix”)
(targetattr = “*”)

(version 3.0; acl “S1IS Top-level Policy Admin Role access Auth Service
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deny”;
deny (add,write,delete)
roledn = “1ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)

#

# discard

#

aci:

(target="1dap:///ou=services, *$SrootSuffix”)

(targetattr = “*")

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (all)

roledn = “ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)

#

# discard

#

aci:

(target="1dap:///SrootSuffix”)

(targetfilter=" (objectclass=sunismanagedorganization)”)
(targetattr = “sunRegisteredServiceName”)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (read,write,search)

roledn = “1ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)

Access Manager 21

#

# discard - prevents anyone other than rootdn from deleting default
#

aci:

(target="1dap:///SrootSuffix”)

(targetfilter=(entrydn=SrootSuffix))

(targetattr="*")

(version 3.0; acl “S1IS Default Organization delete right denied”;
deny (delete)

userdn = “ldap:///anyone”;)

#

# discard - prevents any user other than rootdn from deleting the TLA admin
role

#
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aci:

(target="1dap:///cn=Top-level Admin Role, SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Top-level admin delete right denied”;
deny (delete)

userdn = “ldap:///anyone”;)

Access Manager 27| N A HE

#

# discard

#

aci:

(targetattr = “*")

(version 3.0; acl “S1IS Deny write to anonymous user”;
deny (add,write,delete)

roledn ="1ldap:///cn=Deny Write Access, SrootSuffix”;)

Access Manager Z1E||0|L &t2| A&

#

# discard

#

aci:
target="1dap:///($dn), SrootSuffix”)
targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)

nsroledn=cn=Top-level Help Desk Admin Role, $SrootSuffix)

(
(
(
(nsroledn=cn=Top-level Policy Admin Role, $rootSuffix))))
(
(

targetattr != “nsroledn”)
version 3.0; acl “S1IS Container Admin Role access allow”;
allow (all)

roledn = “ldap:///cn=Container Admin Role, [$dn], SrootSuffix”;)

#

# discard

#

aci:

(target="1dap:///cn=Container Admin Role, ($dn), SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Container Admin Role access deny”;
deny (write,add,delete, compare,proxy)

roledn = “ldap:///cn=Container Admin Role, ($dn), SrootSuffix”;)
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#

# discard

#

aci:

(target="1dap:///ou=People, SrootSuffix”)
(targetfilter=(!(|(nsroledn=cn=Top—1evel Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, $rootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, SrootSuffix)
(nsroledn=cn=0Organization Admin Role, $rootSuffix)
(nsroledn=cn=Container Admin Role, $rootSuffix))))

(

targetattr != “iplanet-am-web-agent-access-allow-list ||
iplanet-am-domain-url-access-allow
|| iplanet-am-web-agent-access-deny-list || nsroledn”)

(version 3.0; acl “S1IS Group and people container admin role”;
allow (all)
roledn = “ldap:///cn=ou=People_dc=red_dc=iplanet_dc=com, SrootSuffix”;)

Zx Wz HAT
#

# discard

#

aci: (extra verses dreambig)

(target="1dap:///S$rootSuffix”)

(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, $rootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, SrootSuffix)
(nsroledn=cn=0Organization Admin Role, $rootSuffix))))

(targetattr = “*”")

(version 3.0; acl “S1IS Organization Help Desk Admin Role access allow”;
allow (read,search)

roledn = “1ldap:///cn=0Organization Help Desk Admin Role, SrootSuffix”;)

#

# discard

#

aci:
target="1dap:///SrootSuffix”)
targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)

nsroledn=cn=Top-level Policy Admin Role, $rootSuffix)
nsroledn=cn=0rganization Admin Role, SrootSuffix))))

(
(
(nsroledn=cn=Top-level Help Desk Admin Role, $rootSuffix)
(
(
(targetattr = “userPassword”)
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(version 3.0; acl “S1IS Organization Help Desk Admin Role access allow”;
allow(write)
roledn = “1ldap:///cn=0Organization Help Desk Admin Role, SrootSuffix”;)

Access Manager 7|E}

#

# discard - Removal disables the associated privileges to the attribute
iplanetam-modifiable-by

#

aci:

(target="1dap:///S$rootSuffix”)

(targetattr!="nsroledn”)

(version 3.0; acl “S1IS Group admin’s right to the users he creates”;
allow (all)

userattr = “iplanet-am-modifiable-by#ROLEDN”;)
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