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HlolEqol Z=2d 57|

M2 Che 2 BEfof = Aol EQI0] Mxlof B T2 E 2 BEE 4 gLt
Mals|s orel Hlo|E9o] JAB AN MR CIE TS

4

1o

Z22 AdFHoAM A== Ao|EQol2f MZ CHE AAEHAO Z2
ZHUS ESIX oA OH T EHOILEA HER &5

g2 o|EQolof ST MECIE T2 HOM L2 ZERHSE
X ESHx| ohdAl2 . St Aol EQolo] xE Mot Z2 & 2l
L2HAE MASHH S=0| Y FHcCt.

AlolEQo| Z2H & BHE2H

1.
2.

Sun Java ™ System Access Manager 22| Z&0i 22|At2 2 a2l gt ot .
MelAs T > S A8 ot

SRA 7+ ] of2oill A [ H[O|ERo| | Holl U= et EE FELC.
REZ Foll [Alo|E<of [ HO|X|7} A E T,

]
[M=zetE7|] € 4.

[M ZAolEQIol =2 2hS7| | H 0| X| 7} EAIE U Ct.

A A0l EQol Z2Ho| 0|55 LH T

CEHR2 SSM M Z2ds s i A8 2 d s M etCt
ZHoR USHA= M Z2E2 RF MM HSE 7|2 Z2HS V[E2R
SHUCh AlA Mol T2I2 U= YR EECIR SEoM P ZrUS M
Set ¢ QAEUCH M Z2d2 dest Z22do R E S d&ect
JNEEZRES SASIM 22U UEE Z P ZEL SUSH SAHE L
MEZ2Lo| xESV|E Z2L S5 L5 HEAIR

M Z=2do| 2HS0{X|of Af Z2Eo| LtHE [ Ao EQ| o] | H 0| X[ 2 =0t

gwmultiinstance 232 E S A& 5t0] A 0| EQ0|2] Af AAHAZ BHFLCE.
A

| o] A
58 H| O|X| 2| " Z[O] EQf O] A|=f & S| " & EHZFHUAIL.
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platform.conf It 0|3l

platform

9. HA AES HESIHH o HO|EF o] Z2E o|F2[ H0|ESO[E THA| A=

gqateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

58 H[O|X| o " A[O|EQJ O] A|= & SX| " E FZESIUAIL . AHO|EF 0| E 745t
MO, "HOolEYol 74 "2 EZFHAIZ.

.conf It O] &
platform.conf It 2 7|2 2 2 CtF ?| x[of| ASHCt.
/etc/opt/SUNWps

platform.conf Tt 0l = Z[O| EQ| 0o 25t &M HEJF S0f JAELICH. o] Hofl
= Ol X platform.conf Tt O] LI} Rl on] 2 & &=of CHs M ect.

ZEHATEE UM YEE Y otedo| THAF|H S Z2ES o2 HFEOIA
M= = Aol EQ ol M SFE = AUctks ZEo| A&t

Ct=22 ol Ml H .

#

# Copyright 11/28/00 Sun Microsystems, Inc. All Rights Reserved.
# "e(#)platform.confl.38 00/11/28 Sun Microsystems"

#

gateway.user=noaccess

gateway.jdk.dir=/usr/java 1.3.1 06

gateway.dsame.agent=http://pserv2.iportal.com:8080/sunportal /RemoteConfigs
ervlet

portal.server.protocol=http
portal.server.host=pserv2.iportal.com
portal.server.port=8080
gateway.protocol=https
gateway.host=siroe.india.sun.com
gateway.port=333

gateway.trust all server certs=true
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gateway

gateway.
gateway.
gateway.
gateway.
gateway.
gateway.
gateway.
gateway.
gateway.
gateway.
gateway.
gateway.
gateway.
gateway.

gateway.

gateway

gateway.
gateway.
gateway.
gateway.

gateway.

platform.conf Tt 0|3l

.trust_all server cert domains=false

virtualhost=siroel.india.sun.com 10.13.147.81
virtualhost.defaultOrg=o=root,dc=test,dc=com
notification.url=/notification

retries=6

debug=error

debug.dir=/var/opt/SUNWps/debug
logdelimiter=&&

external.ip=10.12.147.71
certdir=/etc/opt/SUNWps/cert/portal
allow.client.caching=true
userProfile.cacheSize=1024
userProfile.cacheSleepTime=60000
userProfile.cacheCleanupTime=300000
bindipaddress=10.12.147.71

sockretries=3

.enable.accelerator=false

enable.customurl=false
httpurl=http://siroe.india.sun.com
httpsurl=https://siroe.india.sun.com
favicon=https://siroe.india.sun.com

logging.password=ALKJDF123SFLKJJSDFU

portal.server.instance=

gateway.

gateway.

cdm.cacheSleepTime=60000

cdm. cacheCleanUpTime=300000

netletproxy.port=10555

rewriterproxy.port=10556
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platform.conf It 0|3l

46

H 2-10ll= platform.conf ItOl| A= 2 E ZETJ LG = DD olof CHEH M H O Lt}
AUt
E 2-1 platform.conf Tt S5 HE
B 7|23t Ad e
gateway.user noaccess POl E9fo[7} o] AbEALZ MEE LT,
7ol EQIol= FE& Alzt=|ofjol 5tof £7( 5 =
ol = Ol ALEAII} == R E HEhs A FH
gateway.jdk.dir PO EQOlol M AtEot= JDK Ll E2| 9] 9%
HEI=
gateway.dsame.agent Ol Z2Zg s+ UTE AlEst= ol HolE
2 ololl A & =3t= Access Manager 9—| URL /4
i
portal.server. 7|2 Portal Server A X|0|A] A3t Z2EZE
protocol SAE g ZEQLCEH,
portal.server.host
portal.server.port
gateway.protocol HOlEQo| Z2EEZ |, SAE 3 T EQLC}, Of
gateway.host w2 MR Al X|HE2E 2 ZEQL AT CH,
gateway .port Ol at= L2 URL & 7+M5t= o AL2E U Ct.
gateway.trust all true A0l ELolol M 2E MH] 2ISME Ll 2|5l of 5t
server certs =X| ot ™ HOo|E 0| 2IEA o o|E{Hf| o A0
B U= M QI EA o M 2[5l ofF St=X| & LEH L
it
gateway.trust all false Hlo|E9fol2t Mt Atolofl SSL S4l0| =3 & uh
server cert domains M IE ATt Aol EQlolofl MSE Ut 7|25
- - o2 AHo|EYol= M TAE 0| 50| MH{ &
Al CN 1t Z2X] &l gt ct.
O =4 2t0| true 2 =0 A2H AH0|EQ 0]
ol M= F=Al5t= M 2l E Ao Chsl =M ol &hel
= A2 SHR| &,
gateway.virtualhost Ho|EQlo] ZEE{of FAE SAE 0|20| 47
Ui AS 4 0l ZEolA I%g Ct27| X|d 5104
SoA FAE FEE = AGHCH.
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platform.conf Tt 0|3l

T 2-1 platform.conf It S5 ME ( A=)
B2 U122t Bk
gateway.virtualhost.de AEXIE 2018 V|2 =32 X - Fct.
faultOrg=org o & E0{, I SAE ZE st50| ctS3} 2t

I.X-I OH E?—ll £ |,| |:|.

gateway.virtualhost=test.com
employee.test.com

anagers.test.com
U2 =3 g0l chen 28

test.com.defaultOrg =
o=root ,dc=test,dc=com

employee.test.com.defaultOrg =
o=employee, dc=test,dc=com

anager.test.com.defaultOrg =
o=Manager, dc=test,dc=com

AL A= https://manager.test.com 2 &
ol
https://test.com/o=Manager,dc=test,d
c=com Ci &1 B[ A} =&lof] 2a0le 4= UAFLH .
10 : virtualhost & defaultOrg =
platform.conf fileolMe= HAEAIETHE
=| X[ 2 URL of| At mfoll = FHEEX| k5L Ct.

gateway. Ho|EQIo] SAE Z2EE Y ZXE =3t &

notification.url 2l URL 2 745t ol ARZELcH. o] =ge
Access Manager 2| M| 222 =Al5t= | AL
Ea=L =

Qe URL 2 cie % ol B2 27 1= 8 2

ch. 22 URL 2 =% 0|52t YxIstoz sig =
o1 S22 A= ot AERO A 2 a0l 1Ol

X| Cal 24 B 0| x| 7} LR CE,

gateway.retries Al Zkst= ol 0| ER 0|l M Portal Server of

E&ste 0 A C5te S5 LEct,
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platform.conf It 0|3l

¥ 21 platform.conf It S5 ME ( A=)

EC)

=
U2

B

Ay

gateway.debug

error

AlolEQolel ClHa =& MMt i
Tt -2 debug-directory/files off A& Ch. Ol
1 bl 9| X|= gateway.debug.dir =0l X|
HElof AEHCE.

ClHd &2 ch3ot 25U

= = [= R |

AU o 2 0|2{5t LF I L 5t Ao EQ) o]

= 7| S0l YX|Euct.

43 - A0 WAIXZE7|SE e

M AR - 28 Tl AR 7} 7| SE .

=At - 2 E ClB O HAIX| 7} 250l ZFAIE LG

Clea otel 2 ctsat ZEU et

srapGateway . gateway-profile-name - 1| 0| E9| 0]

EIH 3 M AIX|I7F S0 AELICH.

Gateway to from server.gateway-profile-na
e- MAIX] 2=0i M= of mhdofl Ao ES ol 2t

& A Atolel 2E 2F I SE s|HI7H S0

AELEE.

o| mjds MAMsta{H
/var/opt/SUNWps/debug C|2| E2|0f| A 7|
Aot At

Gateway to from server.gateway-profile-na
e- MAIX] 2=0f A= o mhedofl Ao ESol2t
S2jo|ofE =2tex Ajoje] RE 23 2 SE

M7t S0 AFLHICH.

o el g Mosta{H
/var/opt/SUNWps/debug C| 2 E2|0f| A 7]
Zetg wE s

gateway.debug.dir

2 E Ol oo Yo == Cl3 x|y ct.
o| C|&l E2|of = gateway.user Ol Al A2 5t A}
EA7Fotdol £ = AT E SESHATS JIX| T
210oF Bt

gateway.
logdelimiter

A AL E X R .

gateway.external.ip

CHS & 7ol EQlol AFE el < (IP F27}of
21 70 ) o171 2 F IP FAE X|HsloF g et
Ol IP = Netlet ol A FTP & A& st= o ALSE Y
EF.

gateway.certdir

IS Af Cllo|{H| O] A2 @[ E X|H T Cf.
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platform.conf Tt 0|3l

T 2-1 platform.conf It S5 ME ( A=)
= 7|2k e
gateway.allow. true Z2}0|HE | A2 5 5tHLE ZX| g Ch
client.caching He2EH=A E.E|_0|o-|E 22X s =X 0|
7<|9F0|'3'|7(|E f&sto s A ZHCH(U
2|3 EcfE A5 &)
ERERE OF—'?— AT =X gFenf Hobz 2t
st X2 W E 93 #3517 E7tsto] 50| Hof
S
gateway.userProfile.ca HIolEQIoloM FH A == AIBX 22 &= £
cheSize Auct. &= 57t 0| gt ExtstH A E Ha|
St= KA =7}t X3 o] RO =Lt
gateway.userProfile.ca = T2 IHAl M2l & IEH - AIZHE d- g
cheSleepTime =
gateway.userProfile.ca Ol AlZto| XLt Z 2L =25 AN e 5 U=
cheCleanupTime E[Ch AlZH(E)
gateway . CHE & Z/EOIAM 70| E9 0|7} serversocket
bindipaddress 2 HielYshs IP FAuch, 2E QlEHolx
= HFSI=E 7 o|EQI0IE Fo5tzH
gateway.bindipaddress=0.0.0.00] =&
IP F4E5 B gt
gateway.sockretries 3 S ALE =X 2SS
gateway.enable.acceler ([alse true 2 M E 42 28 JIE7| X ol s 8&Y
ator =
gateway.enable.customu [alse true 2 A M E 42 22[At= Aol E9olof A H|

rl

O|X| & CIA| & AF%KF HeolURLE XEe =2
Elal=

gateway.httpurl

70| Eofoll A HO|X| & CtA| & ALS AL & 2

URL off CHSHHTTP & = S A| URL. Proxylet O| At
sl 29 ol #22 Ar8EUCH

gateway.httpsurl

ol E9I0loIl A H[OIX| S ChA| 2 ALE A & |
URL off CH &t HTTPS & ZEA| URL. Proxylet 9]
AR E/E 2 0 22 AR DHIAI2

S= =

gateway.favicon

Aol E9 ool A favicon.icon It & S MX|H
st= URL

Internet Explorer 2! Netscape 7.0 0| Aol U=
"favorite icon" Ol AF2E| LT},

o] Z=7}td[of o™ Ho|EH ol 404 &2
= GUCH 2l MAIX|E EEIX 2 ghatet
k.
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HO|EH 0| QAR A BHET]

21 platform.conf Tt S5 HE ( A=)
B2 U122t Bk
gateway.logging.passwo HolEQololM 28 T2 MMES Bt== 4
rd AHESH= ALS AL "amService-srapGateway” 2|

LDAP H|ZHS

LS EE AL LEFRIAE A = G T},

http.proxyHost O] ZEA| SAE &= Portal Server off &gl A
&t

http.proxyPort Portal Server off Y& I AL == SAES 2
Edct

http.proxySet ol 58 M=+ E%AI §¢E7F o5t o
true 2 MM ELCE. 0| 35 M2 false 2 M H
=| M http.proxyHost 2! http.proxyPort 7} £A|E
El=

ol SE ME9 g2
etc/opt/SUNWam/config/AMConfig-instance-name
.properties LA AL CL. 7| 2EtS AIER Z
IAMConfig.properties & 72| ZI L C}.

portal . server.instance

gateway.cdm.cacheSleep 0000 Al 22I0|HE HM B 52| SHS Access

Time Manager ol | H|O|EQJ0| 2 Ej= Z 2 AlZt
A ghelu ek,

gateway.cdm.cacheClean (300000 Al 22l0|AE AM B E9 %.’é‘% Access

upTime Manager ol A 70| E9j0| 2 EL & A2l AlZt
A s gyt

netletproxy.port 10555 Netlet ZEA| L 22 0| ZEO|AM QY S IS
Sl=

rewriterproxy.port 10555 Rewriter T2A| 22 0] ZEO|A Q&S 54l
2 Ch.

gateway.ignoreServerLi [false true 2 A5t AMConfig.properties Tt of| X|

st &=l gtS AFE5H0{ Access Manager A8 URL

0| 7+ & L{Cl. Access Manager AlH7I 2= =

57| Slol s 29 0l S HEE MFect,

AO|ESO] 2l AEHA BHST|

gwmultiinstance 23 EE AlB510] A O|EQ|0| A ARHAE BIESHLE X H g
Ct.AO|EQ o] Z2EHE THE =0f 0| AT EE MAMSIMAIL .

1. FEZ 2105t clg C|A 2|2 o| S &L C}.
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HOlEZ O] AAHA THST|

o=

gateway-install-root / SUNWps /bin/
2. OIS QIABA ATRES MAB T},

o

./gwmultiinstance
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HoOlESo| el

HA ghST|

Cle MR 24 & ohtE MEFhC}.
1) Create a new gateway instance (M HO|EQ0| QAAEA DIET])
2) Remove a gateway instance (H|0|E9 0| QIAEA HH )

3) Remove all gateway instances(ZE HO[EQO0| QAAEHA X|H)

12 ME3H AP ofS 220l BB

What is the name of the new gateway instance (Al HO|E® 0| QAUAEHA 0|5 )2
What protocol will the new gateway instance use? (M HO[E® 0] QIAE Ao
A2SHs Z2EZE)? [https]

What port will the new gateway instance listen on?(Af HIO|EY0| QIAEA
oM FAet= ZE )2

What is the fully qualified hostname of the portal server (Portal Server
o Mt ZAE 0[F)>

What port should be used to access the portal server (Portal Server O
MASHS o AL8StE ZE)»

What protocol should be used to access the portal server (Portal ServerO
WMASH=E O AMBSHE Z2ES)? [http]

What is the portal server deploy URI (Portal Server H{X URI Zh)?

What is the organization DN(Z%& DNO|Zt)? [dc=iportal,dc=com]

What is the Access Manager URI(Access Manager URI El)? [/amserver]

What is the Access Manager password encryption key (Access Manager H|ZH
S o453 F|Eh) e

F ool

—

HE MY

rok

SME DicE o ed o o

i
HT
i
i
m
_()'L
o>
>
%)

What is the name of your organization(Z=Z2| 0|&)?

What is the name of your division(%FA 0O|&)?

What is the name of your city or locality(T /= /Alel 0O|&)
What is the name of your state or province(Al/E2 O[&)?
What is the two-letter country code (2 2AIZ2 &= =7} ZE)?

What is the password for the Certificate Database (o1&l C|O|E{H0|A of

S)2 =ele
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Jo|ERo| AAHA THST|

What is the password for the logging user ( AFSXF 219l H|UHT )2 ol 2

Have you created the new gateway profile in the admin console (E2| Z &0
M AHO|EQ0|E ZHEUEA] 64F )2 [yl/n

Start the gateway after installation(M%| = HO|EQ0|E A|ZSt=X| 08 )2

yl/n
3. MAOCIEYo|l Z=H o|F2=Z HO|EQ0|2f Mf AABAE AlXRILCE.
gateway-install-root/ SUNWps /bin/ gateway -n gateway-profile-name start
017| M gateway-profile-name 2 M HO|E| 0| QJAFH AL L.

Ho|Eflol =2 2ol & aMConfig- .instance-name .properties Lt 0|
/etc/opt/SUNWam/config Cl2| E2|of| BFES0{ &L},

platform.conf Tt Ol portal.server.instance S5 HE I A 2MH Ho|EQ| 0|0
A 0fl 5 & 5t= AMConfig-instance-name .properties T S S &U Cl.
platform.conf IOl portal.server.instance 55 HME 7} AE':'.j HolESolo
M 7|2 AMConfig It (AMConfig.properties) & & C}.

CtE & A0l ER St
0| & == 4 2ol = ctS 2 Z0] platform.conf ﬁ|'e' 2 F-slof gyt

Z2 LDAP £ AL85t0] 70| E9o] QAR A Gt

#2 LDAP € ALESH= A0l ES0| I 2B A of2| 7HE == d o= R A0l E
| 2 2| 2& AO|EQ ol ttZE ATt

[eX[K=2
=

/etc/opt /SUNWam/config/ Ol M AMConfig-instance-name .properties 2| CHS ¥
S MxISHAO|EQ o] lAaEH AR At 5 =X B C},

1. 259 Aot =0 AFSEE 7|2 A HOIES ol &2 ZAIE = thA &

am.encryption.pwd= string key specified in gateway-install
2. S8 E20Y lZ 252 7 H Lol siYste 718 HA B

com.iplanet.am.service.secret= string key specified in
gateway-install
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chroot 20l A 70| E¢o| &=

chroot Et40j| A 70| E 2

54

3. /etc/opt/SUNWam/config/ums 0l M serverconfig.xml & CtS HHAS XHS A
X| &t Portal Server 2F CI2 gt 2 =8 gt |,

<DirDN> cn=puser, ou=DSAME Users,dc=sun,dc=net</DirDN>
<DirPassword>string key specified in gateway-install</DirPassword>
<DirDN>cn=dsameuser, ou=DSAME Users, dc=sun,dc=net</DirDN>
<DirPassword>string key specified in gateway-install </DirPasswords

4. amserver MH|AE CIA| A|ZFSHLIC} .

o] A

chroot &0l A 2 0t2 2352 M chroot LI E2| ZIR ET} 7155 & 0 oF B
Ch. ol & S0, AFE At chroot LI E2[ 2| A 2 +HE = A= T2 Y0l U2
™ chroot = chroot EZ|0|A LA S +Hsl= SHAXNZFE MHE ES5HA| b5
L e, CGI Z233 2 bourne shell, c-shell, korn shell &£+ perl 2t 22 s A & &1
Ol 2 2pd st oF = 0§ 5§ M At7} chroot HIE E2] E2[0l 22 HIIUIZF 0T &
Ao 2 Hutdsfof gt

il

it

fa X = 7|52 chroot BHA A = X| & =| x| &L C}.

» chroot & Mx|5l3{H

1. REZ 279016t chzby| FolM Cl2 D2 Y EQ o Q= HAFE L} 4
Holz £ ZE20 C{AFLt 22 2 F A2 SAtRHC,

cp /etc/vEstab external-device
cp /etc/nsswitch.conf external-device
cp /etc/hosts external-device
2. CI2 C|A E2|0| M mkchroot AR EE A G C} .

portal-server-install-root / SUNWps /bin/chroot
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chroot 20l A 70| E¢o| &

oq
HA

ital
kl
>
02
il
N
>
Ew
e]
2
o]
=g
(a3
o]
o]
el
>
L
W
r|r
0
=
O
mn
MHr
o
o
El
o
4>

I:I

CIE RECIHEZE

U st2t= M A|X| 7t LHEFEH CF (new_root_directory). 23
ZEo|M M M E2|E Tt

SHCH.

CtS o Mol M= /safedir/chroot 7t new_root_directory &L C}.

mkchroot version 6.0

Enter the full path name of the directory which will be the chrooted
tree:/safedir/chroot

Using /safedir/chroot as root.

Checking available disk space...done

/safedir/chroot is on a setuid mounted partition.

Creating filesystem structure...dev etc sbin usr var proc opt bin 1lib tmp
etc/lib usr/platform usr/bin usr/sbin usr/lib usr/openwin/lib var/opt
var/tmp dev/fd done

Creating devices...null tcp ticots ticlts ticotsord tty udp zero conslog
done

Copying/creating etc files...group passwd shadow hosts resolv.conf netconfig
nsswitch.conf

done

Copying binaries.........ouiiiiiiniiiiiinnenn.. done
Copying libraries.........coiuiiiiinniiiiiinennn. done
Copying zoneinfo (about 1 MB)..done

Copying locale info (about 5 MB).......... done

Adding comments to /etc/nsswitch.conf ...done

Creating loopback mount for/safedir/chroot/usr/javal.2...done

Creating loopback mount for/safedir/chroot/proc...done

Creating loopback mount for/safedir/chroot/dev/random...done

Do you need /dev/fd (if you do not know what it means, press return) [n] :
Updating /etc/vEstab...done

Creating a /safedir/chroot/etc/mnttab file, based on these loopback mounts.
Copying SRAP related data ...

Using /safedir/chroot as root.

Creating filesystem structure........... done

mkchroot successfully done.
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chroot 20l A 70| E¢o| &=

3. platform.conf L0 A= & Java CIH EE|E O WEHS AFE5H0] =522
chroot C| 2 E2|0f| E'P-i- E"‘—l Ct.

mkdir -p /safedir/chroot/java-dir
mount -F lofs java-dir /safedir/chroot/java-dir
Solaris 9 0| M = Ct2& A &L Ct.
mkdir -p /safedir/chroot/usr/lib/32
mount -F lofs /usr/lib/32 /safedir/chroot/usr/lib/32
mkdir -p /safedir/chroot/usr/lib/64
mount -F lofs /usr/lib/64 /safedir/chroot/usr/lib/64

Al AH ; A|”°F i o] C|HAER|E O ESI ™ /ete/vEstab IOl il &

java-dir - /safedir/chroot/java-dir lofs - no -
Solaris 9 2| 4% :
/usr/lib/32 - /safedir/chroot/usr/lib/32 lofs - no -
/usr/lib/64 - /safedir/chroot/usr/lib/64 lofs - no -
Linux 8| 2% :
# mount red.iplanet.com:/misc/export /misc/local
47| A
red.iplanet.com 2= NFS It ME{e| SAE o|ESQ L Ct.
/misc/export = red.iplanet.com O M W 2L = uped A|AEIQIL|CH.
/misc/local 2 LY A[ARIS OIRES 24 A A XU,

1. 2HAAHCS 0IRE XA C|A E2| (22| oo[A /misc/local) &
=4 Zx s o & .

FE_ [IZ"_'

E o] Al E[ 1 red.iplanet.com NFS M0 A] M A 5F Z2f0]
o2 Stet 8t A 22I0|H E ASXIFEE 1s /misc/local = A
re
Ct.

d.iplanet.com 9| /misc/export Ol U= T FES BTAIS F

4. of2f HHS 224510 H 0| E 0| E CHA| A[ZFEFL T,
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chroot EHZ 0l A A 0| E¢| 0] CFA] A|Z

chroot /safedir/chroot ./gateway-install-root/SUNWps/bin/gateway start
stopping gateway ... done.

starting gateway ...

done.

mkchroot 2 3 2 E 2| Alsd Al

mkchroot A EEE ASSI= St F I HMstH AFZENM TS 7| A
Ef 2 S gy ct.

CI=S of| Mol M= /safedir/chroot 7} chroot C| 2l E2| QI L|C} .

ChS 27F HAIX[ 7 et st 42,

Not a Clean Exit

1. H*} chroot & Mx/3k2{p1o] 1 SHAlolA] Wl mhel 2 e /X2 = AT Cf
=F- BN

umount /safedir/chroot/usr/javal.2
umount /safedir/chroot/proc
umount /safedir/chroot/dev/random

2. /safedir/chroot C|2 E2|E XM HELC}.

S o
chroot 220l A H| 0| E¢| O] CHA] A[Z}
HOIE9 o] A|A”R 2 M FEE mfotCt chroot 240l A HO[ER 0| AlZtata{H
CtS CA & s et
» chroot A0l A /0| EL|0|E CIA| A|ZtSt2 ™
1. /' CIEEZ|ollM Al Sl Ao[EQolE SAletHct.
gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name stop
2. chroot L/ E2|0f| A Ml S 7O| E O] E AlZIEILICE.

chroot /safedir/chroot ./portal-server-install-root/SUNWps/bin/gateway -n
gateway-profile-name start
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HlolEQol Al R FX|

ik
Kl

/safedir/chroot/etc It (passwd & hosts & ) 2 /etc TH 2} 20|
22| 7t 2 25X 2t chroot E2|OAM ME == T2 J30f| 223t &
A2E Y AHY PEOE SO ASH .

rr

ol & S0, AIA"R 9| identity S=At A& HE St 4ol

/safedir/chroot/etc/hosts = B4 gt C}.

(@] a|] =x
HOlER|O] A2 S SX|
7|2 o2 Ho|EQ|0ol= AFE X} noaccess 2 A|ZHE L C} .
» Ho|Eo|E AlEtste{H

1. ZO|EYo|E x|t EHest ==l
ol & AlZFgtCt,

ot Che WS Adsto] A0l E

o
mjo

rn
o

gateway-install-root /SUNWps /bin/gateway -n default start

default = M x| o HEHX|= 7|2 Ho|EQo| Z2HL|cCt. LIZo| 17
StZ2ES o= A T2L 2 HO|EQO|E CHA| Al &FSH 4= I &L}, 42 |
O|X[el "HOo|EQo] =Z2&E gt=7| " & A=A

CtES Ao EQof A A ATEAUCIH LSS ALS BT

gateway-install-root /SUNWps /bin/gateway start

o
02

H2 EH driHol FHE ZE AHOIEXO| AAHAS A|ZRHL T

o o
gl A‘|H‘|§ ’:|'A|A75|3._4(71|0|E%|0|°|°._|A A% At A ) Aol
EQlole] M E QUAHATL B CHA| Al RtEIL C,
/etc/opt/suNwps CI2 E2[0f| 7|& Z 2 Z o[ el = Z o] glofof
gt ct.
2, CISHHS AAS] XY ZEAM HO|EY 0|7t A E D A=K 2l gh
ct.

netstat -an | grep port-number

7|2 Ho|EQo] ZE= 443 QL C},

58  Portal Server Secure Remote Access 6 2005Q1 « Z2| A A



7Ol =9 o] ChA] Al=}

» Ao|E90|E SX[5HHH
1. 7l0o|Efo|E SXI5t{H ct5 dE S ALS &t
gateway-install-root/SUNWps/bin/gateway -n gateway-profile-name stop
CHE H Ol E9I0] A AT} oW ChS 2 AL BT,

gateway-install-root /SUNWps/bin/gateway stop

Ol 2 5 dFEoM A= A= ZE HOIERO| AAHAE SX|EF
L Ck.
2. CIEEHS AASI0] AO[EQ 0| Z2MH AT o] & Al =[X| &2=X| 2Fel gt

L et

/usr/bin/ps -ef | grep entsys

H ol E90| CHA| Al

LM o 2 H 0| EQ 0| E CiA| A2 HRTF gl&LICh. oS OfHI ET} 2l ot
Fofl 2k ohA] Al ZFEHH CF

o MZ2| 83X (OutOfMemory) 2t 22 27 [

o Jo|Eo[7} FX|5t0] LF ol SEEH| E= ZF.

> CIE Z2 2 A0|ES 0| & CIA| AlZtsta{H
HOIE9O0|E THA| AlZfgiCt.
gateway-install-root / SUNWps /bin/gateway -n new-gateway-profile-name start

» HO|ES0IE CtA| A|ZH5tHH
CHdY| oM REZ HdZs5tL o}

ojo

ol 5 BiLbE S BHICH,
o 2X=E TEAMNAE AZFHEHLCE.
gateway-install-root / SUNWps /bin/gateway watchdog on

J2{™ crontab FEZ|E[0 &=0| MFE0{X| I 2 x| = Z2 M| ATF 2 MEf T}
Elct YxS2 EMH HAEE U HO|EQ O] ZENAM A =2l ZE H0|EY
0| AIAEIA S R L{E 2 S510] CI2E Z =2 /0| EY 0| & CIA| A|ZFEH C},

= - o
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HAOIEH o] #{#x =2 F45tH

x| =0| Ho|EQo|2| AEfE 2L EHESH E A2t Z2HA S =1 =
ANZEZHA2 728260 22 AHEHCt. Ol 7|2 M 2 ¥ A5+ ™ crontab 7
E2|EloM Ch2 2tel S HE et

0-59 * * * * eateway-install-root /SUNWps /bin/

/var/opt/SUNWps/.gw. 5 > /dev/null 2>&1

crontab &F=2 TSI M crontab M H 0| X| & EZESHMAIL .

S AN E |
SAE X|H
It SAEEZ2AIAH PRI SAE O|E2 7127 FI7I SAE o| S/ LIC.
& E0| SAE O|Fab.c7 SAEIP 4 192.155.205.133 2 72| 7| = 8%, &
2P FALE JIEIF|ECIE SAE O|E cde & 71 5= A SUH .
At SAEE X M52 H
1. RFEZR 2190l510{ 5t H0|EY 0| AAAHAL| platform.conf T S HE
3|-[,||:_|.
=

/etc/opt/SUNWps /platform. conf . gateway-profile-name
2. Cl5 &=& FIgct.

gateway . virtualhost=fully-qualified-gateway-host gateway-ip-address fully-
qualified-reverse-proxyhost

gateway.enable.customurl=true (O] Z{2 7| E2X 22 false E M ™ ELICt.)
3. ZOIE90|E CtA| A2t EL.
gatewuy—install—root/ SUNWps/bin/gateway -n gateway-profile-name start

@Ol X o UX| f2H AHo|EF oM =7 |=2Hez dutdel 258 T,

Access Manager of| H&e ZSA| X| M

60

HO|IESQO|oA ZEA| EAEE ALE 5104 Portal Server Of| HY 3£ &= SRA F0f
(RemoteConfigServlet) ol &5t S Iﬁ g ASHCH. O ZEA|= Aol EY O]

7} Portal Server 2} Access Manager ol & <3517 | -r| ol At E U,
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SI?iI

4 ZSA ALE

/etc/opt/SUNWps /platform. cont . gateway-profile-name

2. otz =8 Fotetdct.

oS =T
http.proxyHost=proxy-host
http.proxyPort=proxy-port

http.proxySet=true

3. Mu{oll MZE& LE XHE ZEAIE ASS T UZS H 0| EF O[S CIA[ Al

g ot

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

T EA ALE

EtAL Bl ZEA|E AL 5H0 HTTP 2|20 (1ZsH=S Ho|EYo|E FME = U
SUCH & ZEAI= Z20[HE2f QIE U Ato|of| ABfL|CH.

2 T=A| 7Y
ofe] Tojol U B Tojolo] MZ CE Z=AI7LAIRE 4 & o g=e
SH ToelolM SH 4 THlo] HHE 1) ofH TAIS AL EX| H 0| E90]
of et FLict. HolEgolol XFE T2A PN 32 20| AS o,

o
a

F

1]
0]
rok
[H

o Oo|Eo] ME[A2| [ =0 FAl

2 R4 T olo] ZEA| ] Sof
of bl =oel 2 2% £Hol 2SS ot

o9l 2 H 4 Tulolo] TSA| TAof o KB 82 258 B0l x| 2| " o
ol gl B Toole] ZEA 22 957" B AESHIAIL

> [EHe R F ATEEo X HE ZSEAZLXEE 22 E0
At E
> Emel ¥ FE Thele ZEA S50 XFE =l & F5 =0 elollA
SX URLO| Al AZota{™ [ Z=A| URL AHES oteH ] ZEof M sl
URL 2 X[ g gt et
o IEAAME U0 AE 27l dEAd 87,

k

ZEAFEHl Y B Eole ZEA Lo NYE Tl BE T
o ololl Al S5 URL off AFE 5| =2 5t2{% [ 2] ZZA| URL AHS | S S0flA]
s 2 URL & /% 8

O
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2 ZSA AL

T EA AL ZHO0| AL 2715 HEOIHEIE [ & ZRA| AFE [ ol LIL &
URL O] ZEA| S ALE5H0 edZ ek = ST, Ol URL 2| ZRA|= [ =H
ol & B Thelel ZRA ] SFollM 7HH 2 AT,
IEAALE 52 7452 H 256 HO|X|2| " & ZEA| ALZ 245t & &=
Al

a8 2-1 2 0| ESO] Mu|Ao| ZFA| 4ol 7|8H510 & ZFA| HE7F oL

ZH e =X BHF U},

a8 21 2 ZEA| 22
23 = URL
AE BIHs [ g AR 2t
Y ol | v
J— o -

2 Z=A|URLALE |HEER B Ay SR B[ ==A| URL AFS oFet

(?_:]71 |

Lot .
L =X g
LIEE X &S | m24
Eofel o e
NERE

62

O 2-101M ZFA| AFE0| &4 3tE0of AL, QFE URLO| [ # Z=A| URL AHE
[e]

—

T EA| ALRO| M StE0f 41, @& = URL 0|
L= X| b2 A AHOIERol= X HE = %AI%
EZENIIXEEH JA=HdRAd=[ =M & 2=
o Euct.

I EA| ALZ0| b 24 5h=| Of 9' , A E URL O [

HzH Ao|EQol=[ =0 el 2 %% Tl ZEA R0 s ZF
AtE5t0] A S A Eof AZAE LT},

I EA ALEO| M 3tE0] {1, QEEIURLO| [ & ZEA[URL AFE | =

Az X| Ao HO|IEO|Z7IHA SAEN 2F &A= L},

s — =
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4 ZSA ALE

o
e

flof MHE = F o= Aol = ol @5HA] ot HY 20| 27Hs5tH &
= iCt= 70| EQIO| 27 MA|X| 7t A EH T,

] EFE T OlA3Ee %25 S Saf URL o AA|23HE Sof
2lof MHE X F 0= HE SFE| K Looi Aol EQolE Hape
M2 2| MBI, O3B 22t S A T2A| MF S S
URL off 4| 2 2tich.

72

domainname [web proxyl:portl] |subdomainl [web proxy2:port2]|......

o
sesta.com wpl:8080|red wp2:8080|yellow|* wp3:8080

= e T S B

0{7| A

ue2
N
gl_
[l
I
=
o
L
au

wpl 2 Z E 8080 o

K

sesta.com = T M 2l 0| 50|
red = 55 EHOl0| 2 wp2 = ZE 808001l HZE ZE AL},

vellow = 75 TH AL ZFA| 7L X G =|0] 87| mf 20l £ E 8080 ol = ZH
ZEA =, wp1 O AFSEUICE.

*= BE CHE 75 o elofl A ZE 8080 ofl wp3 S AtSafiof &2 LIEHY LT},

it}
kI
H
[m
i
pal
2
ofr
A
0"|,0
rlo
0}1

FI7=H22 X E 8080 0| AHEE L CE.

#H ZEA HE Xel

Z2I0|HEoA EXH URLO HMASH2{D 20| URLS SAEO[E2[Z=H ¢l H

EE Qe ZEASEN JUs szt LXEHCH REE SAE 0| 52| J1HE

Zl Holojof| dx|5t= g=0| MAELICEH, o & &0, 2= SAE 0|E0|

hostl.sesta.com O|2t12 7} B &UCt.

o [EMQ Y ELEEHle ZEA]0 hostl.sesta.comO| A=K AM et 2!
X5tz &=0| U™ o] &=0 X|HE ZEAE S5l I SAEo oA E L},

o X to™ ZF0f *.sesta.comO| U=X| AAMSLCH st HoHFE =
EAJLAFESE Y.

o X o™ ZF0f sesta.comO| U=X| At CH StES2 SCHEH 5
A ZF AL E L CE,
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2 ZSA AL

64

o X oM ZTF0 x.comO| A=A QML CHL SFS HOMH ol T ZFAITF
AtSE .
o O™X| o™ S50l comO| YK HMELCH S5 FoH i ZFAIT}
AtEELICE.
o X to™ S50l « 0| A=K Mt S =2 oW i Y ZTEA|ITHAL
g4t
o X o™ AH HAAO| A|=ELCE.
[=oel & 2% Enele] ZEA | SS0A cts &5 Dot
com pl| hostl p2 | host2 | * p3
sesta.com p4 | host5 p5 | * pé
florizon.com | hosté
abc.sesta.com p8 | host7 p7 | host8 p8 | * p9
hosté6.florizon.com pl0
host9.sesta.com pll
siroe.com | hostl2 pl2 | hostl3 pl3 | hostl4 | * pl4
siroe.com | hostl5 pl5 | hostlé | * plé
* pl7
AolEQIol= & 2-20 Lot AX0| o] =S Ho| S0 HEXH 2 sf H L C}.
i 22 [EMel ¥ 25 =0 ele] ZEA [ SR0AM &5oid
el ¥ 25 el =
HS EA 59 g5 ZEA MY
1 com p1 S XFE W=z
2 host1.com p2 220 XI™ME 2
3 host2.com p1 host2o] CHall ZEA|Z7} XM= X| g2
T elel TEAZLALZE UL,
4 *.com p3 S XHEE =R
5 sesta.com p4 Z22o| X|¥= 2
6 host5.sesta.com p5 220 X™ME 2
7 *.sesta.com p6 220 XM= |2
8 florizon.com Sk AMst L 82 &= 14 0f cet AH RFx
9 host6.florizon.com - KM 8 L 22 sH=2 14 0f O 8+ Mg &b
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I 2-2

4 ZSA ALE

[= =
ool A § i ele

Ws A 280 g ZEA MY

10 abc.sesta.com P8 S2o| XM= =2

11 host7.abc.sesta.com p7 220 XI™ME 2

12 host8.abc.sesta.com P8 Z 20| XI™ME 2

13 *.abc.sesta.com p9 Z20| XM= 2. abc.sesta.com T=H|
QoM host7 Bt host8 € M|t ZE A
Eol= p9 7t ZSEAIZ AtEEUICH.

14 host6.florizon.com p10 ol =22 st=2 g9 ot s ghct, agLt &
= 9= 2 AA S HERX|EH, o] =2
ZEA p10 2 AtEsHoF &= et L Tt
ol d=etzol 27 &=0| A= Zol= =
A MET = E=0| AT SR 24
FEUCH CH2 g8 RAIEUCH

15 host9.sesta.com pii 220 XIME 2

16 siroe.com =F siroe.comol s ZEA|7} XM = K| &2t
S22 Y A g Al ct.

17 host12.siroe.com pi2 Z22o| X|¥=l 2

18 host13.siroe.com p13 220 XM= 2

19 host14.siroe.com *SFs| host14 ol CHsll ZEA[7} X =X LA
82 A A€ S Al =g},

20 *.siroe.com p14 st 230 CHst M =

21 host15.siroe.com p15 220 X™E 2

22 host16.siroe.com ESFS host16 £+ siroe.comO CHal Z=EA|7}
RHe|x| gigkonz XY oiHg AT
Lct.

23 *.siroe.com p16 ol =2 &= 20 o} v| XX Ch X HE =
SAIZtCHEUCH. o2 A2 70| E9 0]
Hest S22 L s elguHo FEIEASE
StLtzb ALB E U

24 * p17 X = URL =t Y X|ot= chE2 g=0| gleH

2% ZHolEgo|

65



2 ZSA AL

] [EMel 2 B4 Snjole] Z2Al | 220N Z2Al H22 | 7|59
2a|stes HECH S 20 Y 222 B Rt 2ol O AehE £ 9
g4t o & S0f , ct3nt 2 &5 tfalol
sesta.com pl | red p2 | * p3
ol &= 2 ct2nt Zo| X|¥e = A&,
sesta.com pl
red.sesta.com p2
*.sesta.com p3
2 g ghe e = eS0IL 7Bt 2o eto| MRS SE = UASH

ZE£0f| 7|dt5}0 CiA| AT

9| F= & Rewriter 0| M AP E L T},
[EHQ & 25 Moo ZEA |55 LIEE CHelz

=2 [ ool & 8% Toole] TRA|] S50 « 852 ChA| 4T[0 13
Z|X| EUHCH I E 50, E 220 L2 oMol M= &5 24 7H 01
X Ut

Rewriter Off CH &F XtM| 5 L& 2 3 2, "Proxylet % Rewriter" & &ESHIAIL |

7|2 Enel ¥ &% T2l

URL 2| Ch &t §ﬁ§7|-7gﬁl SAEO|F0|otd 2%, oI5 2= E 7|2

EHel R mn el ArE R ot

e 2&2| [7]2 el 2= &=0| chE2t 2okl JhEs) 2R ST Tt

red.sesta.com

o [EHQ & £ T elel ZRA| ] S50l o &5t &0 2A0{of
gt ot
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22| o M= sesta.com O] 7|2 EM Q0|2 7|2 25 =M Q2 req I C}.

RHE URLO| host1 21 AT, 72 =M & &5 EH2lS Sl
hostl.red.sesta.comLZ ZHELCI. OHCS [ M & F5 THole =5
Al ] =50l hostl.red.sesta.com O UA=X| A C},

o
[E0lel 2 24 Tojolo] T2A| | 220 2= HEE TAISIBH NS Z2A| 7
(PAC) 7152 B BHBILIC}, 0|8 PABE2{ B 260 H|OIX| 2| " AHE THA| T4
X2 A2 "2 ETSIAAIL

s ZEA| FM (PAC) T S A2 e Mol = ClS 2 Folgtd ).
e Portal Server, | 0| E9 0| , Netlet % Proxylet & Rhino &= Z EQ|0{ & A8 3504

PAC It g sl M &t Ct . suNWrhino I 7| X| = Java™ Enterprise System
Accessory CD 0| M A x| & 5= A S CH.

Ol @ 7| X|ofl = /usr/share/1lib CIE E2|0| & H RSt js.jar L 0| ZEE O]
UAGHEH. ol ClH E2| E Aol ES 0| & Portal Server A| A 2|
webserver/appserver Sell A A 20| FItgH . 3 X| 222 ™ Portal Server,
A OIE9 0], Netlet & Proxylet il M PAC It 2 2 EM & = St

e js.jar = 70| E9 0| ZFE 2| sIRE HOME/1ib/ext C|= E2[0f RJA0{OfF T},
OFX| o™ Aol EYoldA PAC Th el 222 2Me = glauCt.

e ZO|EfIol= FY Alof| AIO|EQo| Z2E [ Ats ZEA| FA mh |
of XM= ¢ K|§TE1 PAC ot & E{ gL ct. fIXE FA st ™ 260 H 0| X|

o "Ats ZEAl 74 °|7<| 7q’“ "2 EESHAIL.

¢ 7|0|ES0|= URLConnection API & AF-E35101 O] 2[X|ofl ZEEILICH. ZEA|
ZEAOIEY ololl =EStER FMslof st= HRoll= ZEAIE
Asffof g ct.
a. HIHEOAMCtg oS HE .
/etc/opt/SUNWps/platform. conf . gateway-profile-name
b. CI2 &= FItgtH .
http. proxyHost=web-proxy-hostname
http.proxyPort=web-proxy-port

http.proxySet=true

n
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I

Al Y AL

c. ZIOIE0|E CtA| AIZf5Ho] X[ HE ZFA|E ALZ et Tt
gateway-install-root /SUNWps /bin/gateway -n gateway-profile-name start

e PAC utgd Z7[2p7t MufistH Aol EQolE [ =Ml & F5 ZO Qo] ZEA[]
S0 A= HEE ArSH .

e PACTLZFE " (g ZAtH ) O[L}t "null" O Btet=|H AHO[ELOloM= T
EJt Al Eitlof £35HX| b A2 7tEetH . ol SAETH[ EMel & 7

= THelel ZEA ] S50l JUAX| Z2 ZF2t et

HOIE9 ol SAE0 &Y HZ = =5 5t2{™ "DIRECT" € ghetet o,
68 H| 0| X| 2| "DIRECT E== NULL Of ghgt=| = of M| " & FESHIAIL .

o O ZEATIXEEO ASH HO|EQol= A M HrehEl TEAQEALZ S

LCh SAEO XHE o] ZEA| M HLLHLL 2= 3d =H S A ESHK
Ea= L=

o 7I0|E90[= SOCKS ZEAIE FAISHL AY AA S A|StHM SAETLQ
Egjlo| dFet Jpd et ok,

o QEZ{Hof AdRT}otd SAE EESIE O ZEAIE ALSSIES X5t
M T EAl 7& "STARPROXY" & AFERIHCH. O] 782 PAC utd 4| o| &
Zolo{ Aol EQo] Z2Hof| A= [ = X 75 £helel =

Mg EESAIL.
ol % PAC mted ALZ

CtE A= [ =Ml 2 75 ol

Z URL 2 2o{EH Ct.

1o
|l
J
>
o
Jju
i)

ol

i &stE PAC mhof Lt

DIRECT 5= NULL 0] ghshe|= of &

el 2 25 2o Qlof o] ZFA| ALE
*intranetl.com proxy.intranet.com:8080
intranet2.com proxy.intranetl.com:8080

sl &st= PAC THY -

// Start of the PAC File

function FindProxyForURL (url, host) {

if (dnsDomainIs (host, ".intranetl.com")) {

return "DIRECT";
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if (dnsDomainlIs(host, ".intranet2.com")) {
return "PROXY proxy.intranetl.com:8080";

}

return "NULL";

}

//End of the PAC File

STARPROXY 7} BHet=| = of |
Zoel & 25 Zmelof o] ZEA ALS :
intranetl.com
intranet2.com.proxy.intranetl.com:8080
internetproxy.intranetl.com:80
sl &ot= PAC IH -
// Start of the PAC File
function FindProxyForURL (url, host) {
if (dnsDomainIs(host, ".intranetl.com")) {
return "DIRECT";
}
if (dnsDomainlIs(host, ".intranet2.com")) {
return "PROXY proxy.intranetl.com:8080;" +

"PROXY proxyl.intranetl.com:8080";

J

return "STARPROXY internetproxy.intranetl.com:80";

}

//End of the PAC File

0| 2% 2&O0| .intranet2.com TH 20 U= SAEo0f st 0™ HO|EQol=

>
o
L]
dn

Al 7Y AE

proxy.intranetl.com: =l . proxy.intranetl.com: =@
intranetl 8080 Ol FH =L CL. proxy.intranetl 8080 O Ct2 =™
™ol Aajgtct. Aol ERIOl= H Y 2 5FX| 21T proxyl.intranetl.com:8080

of &t ct.

2
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Netlet ZEA| ALE
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Netlet T EA| AR
Netlet I Zl 2 A O|E O H|ZHS IS S =] CHA M E LRI C, 18

LI Aol E9ol= v FZE X|tH (DMZ) 2t 2l E2tH Ato] o] YatH S Soff 2= Netlet
et S AEo °”A1IA6H0|E St ch. a2 H YetHolM B2 L EE F0{of &Y

Ct. Netlet ZTEA|= thsHo| A Pal ZEO| 5 Z0|= O AR S 5= A S,

Netlet ZE2A| = S22}0|AEZEE /0| EQI0|E HA 9l Eztulof AFFESH= Netlet

ZEAo ol 27| 7K Eot B DS &HESH0] Aol EQo|2f ol EELl Afo| 2| Hots

Zstgtlct, ZEA7} A 2™ Netlet {22 ZEA|M S F= T OjMdeZ HUfE

=

Netlet ZEA |7} 28t 0| F= Cl2zt & &L,

o HOtASE FIIEFUS

o AGCISHARO| Y X| &tAofM LHE etstH S S5 F=IHIP 2 Aol E9ole
ZEANESE ZUESEL T=US

o J|O|EY 0|2 Portal Server 2t ZE =E 1 2 Hetet = A2 . 0| ZE £

M| Al 2N TS

. EE}O|0159} Aol EQol Atole] Eotaid g I8 2-2 2| "Netlet ZEA[7t 7M
=0 A= E 2" F 20l Liet /X 0] Portal Server HR| 2tEe = AS . Netlet
“EME EHO|E-| °|' slE E5l| Eot2 dslstcl= o|&0o| % K[DI-A|J\F—4| NES

o Bfo| AL = %'xél—l Ch. Netlet ZSA| Ax|ofl Cf 5F XtM| S LB 2 Sun
]ava Enterprise System &1 X A ZHAIS HESHIAIL .
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Netlet ZEA| ALE

Portal Server & T8 5l= 3 71X| 78 A.:." | LIt &Y, +A AOH: ==

HE  dtsie 2 7l | 5 &St Ato|of| AFF5h= A0l ER) 0], Portal Server % Netlet
CHAN A7} ZEHE LT},

T2 2-2 0= Netlet ZEA|7} X[ & 2Pt AR =X 2242, 70| EQ 0|2t
=0
T35

A HI AlLI2| 2= Netlet TS A7t A X = X| 242 42| H 0| E9)| 0|2} Portal
Server & 20{FUCl. 0{7|A = HlO|lE S st7F 2210| Eo|M HO| EQO|7HX]|
|

=l
St SELCH Z Netlet 32 & 2 2lall & Huf eapHo| A ZETH] 7 71 2|
of A&t

[

I'E N

£ &7 AlLl2| 2= Netlet ZSA| 7} Portal Server of Mx|= A2l AHo|ES ol
Portal Server £ H0{FL|C}. 0| A< H|o|E &5 3= E2}0|2 Eof| M Portal
Server 7HX| MM H o2 M ZELCH & Netlet 4 Z 0| Netlet ZFA|E S5l 2t
Bl 27| mf 20l & #Hm| 2StHo| M Netlet L& 0| Al2E= ZE = S0 HE] Rl
™ E Lt

M I AlLI2| 2= Netlet ZSAZ7FEE =0 Ax[E A2 Ho|Eg ol
Portal Server & 2 0{ & Cl . Netlet H%*l% H T T =0f AX|5H Portal Server
LES BZEJIE UL 07| = F | ghstHol[A] 2702 ZETH 7 EHE|Of R
o™ ELCh, $F X E = Portal Server 0| L et R =S X 2|st1] CFE X E = Netlet
Z EA| Mol Ci & Netlet L H S 2} E §H C} .
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E
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Netlet ZEA| ALE

Netlet ZFA| 2| QIAEH A OHST|
Portal Server = EL} B = = =0|| Netlet ZSA|2| M| QAIAEBAE OS2 M
nlpmultiinstance 23 EE AU CH. HO|ESo| Z2EH & CHE =of 0| A3

EEE AR

1.

FEZ 270¢2l5l0d ot ClH E2| 2 o| S =L Cf.

netlet-install-dir / SUNWps /bin

CHE QIABA ASRIES MY BT,

./nlpmultiinstance

nlpmultiinstance 23 & EOf|A| LIEI}= CtS & o &t Ct.

o]

What is the name of the new netlet proxy instance (M Netlet X
oAl 0| )2

= 74 AEATE Q[OH O Netlet ZEA| QIAH
HE2 ABE AU 2= MAIXZF LIEFEHCH.

e What port will the new netlet proxy instance listen on( Al
Netlet ZEA| QIABEIAOM FASHE ZE )2

e Start the netlet proxy after installation(AA ¥ Netlet =5
A& AlZSH=X| ofF)

ofeztn Het 4%, cf HdAI2

ojo
OII

dzof &

e What protocol will the new netlet proxy instance use (M
Netlet ZSA| QAAHACM AL Z2EZ )2

e What port will the new netlet proxy instance listen on( Al
Netlet ZEA| QIAEHAOAM FASHE ZE )2

e What is the name of your organization(ZZ2| 0|5 )?

* What is the name of your division(FA 0|&)?

e What is the name of your city or locality (T /o /A2 0|8)?
* What is the name of your state or province(Al/E2 0|§)?

e What is the two-letter country code (2 2AI2 = =7} ZE)»

X

* What is the password for the Certificate Database(2/EA OO
EHolA 23 )2

* What is the password for the logging user (AFSAF 2191 H|2H

)7
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Netlet ZEA| ALE

e Have you created the new gateway profile in the admin
console (&2 Z&0 A HO|EY0| ZR2LS CHEIU=X i F)

e If you answered yes, start the netlet proxy after
installation (02t Est A MR F Netlet ZEAIE AlZfet=X| O

)2

4. M AOIEY 0l Z2H 0|2 Z Netlet ZFA|2] Af QAAHAS A[EFGH T},
netlet-proxy-install-root /SUNWps /bin/netletd -n gateway-profile-name start

07| M gateway-profile-name 2 = 25t H 0| EQ 0] QAAEH A0 SiSot= Z2H
o|Suict.

Netlet ZFA| &AM 5}

Access Manager 22| £ 2| SRA 7ol A 70| E9f 0] MH|AE Sol Netlet Z5
Al E g4 3tet ot 242 H O] X[ 2] "Netlet ZEA| S5 &tM3t 3 2HS7| " & &=t
AN @

B X .

Netlet =TS A| CEA| A[Zf

T EAMTHAZ|R A SXIE mjotct oA Al RS S Netlet ZEAIE T2 U
SHCH #IAl 5 Z2M A E 0f 2k5104 Netlet Z5A IE RLUE{SIL, ZEA|T} Ct2E
4P CHA| AlEPEE = AEU T,

Netlet ZEA| & =S 2 2 CIA| A|ZHE =5 QU EL|C},

Netlet ZSA[ & CHA| Al &5 ™

SHUY| Mol FEZ A5t ChF &Y & otLEE =3 &t
o 2X=E ZTEAMNAE AZEMEHLCE.

netlet-proxy-install-root / SUNWps /bin/netletd watchdog on

12{™ crontab FEZ|E|of| 50| SO X| I /X F Z2Z M AT &M MEfT}
ElL|Ct. X S 2 Netlet ZEA| ZEE DL E2/510] TEA|J}CIR25 M FA|
st C}
= .

¢ Netlet ZEA[E T 22 A2t}
netlet-proxy-install-root/ SUNWps /bin/netletd -n gateway-profile-name start

0171 M gateway-profile-name 2 Z 25t HO|EQ 0| QAEHAO| i Eot=s Z2H
o|Euct.
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Rewriter ZEA| ALZ

> Netlet ZSA| 9% 58 P45t
9 X| 50| Netlet ZZA| 2| AEf & BUE|SHE AlZF2H2 S A S 5 A LICH AlZH
242 Jesoz 60 22 MHEUCH 0 4HS WA H crontab FE2|Elof
A ctg 2telg ME s o,

=2 —HdHd

0-59 * * * * petlet-install-dir/bin/checkgw /var/opt/SUNWps/.gw 5 > /dev/null 2>&1

: i &= =2
Rewriter ZEA| A2
Rewriter ZEA|= ClEglHlof| AX|E L Ct. AOIEQo|= AHEE &Y HAMSI=
CHAl , ABEIE S 712 HO| EY 0|2 BtEHSH= Rewriter ZEA |2 ZE QIS MY

g ct.
Rewriter ZEA| AIES Soll @2 = A= 0|82 ctsot £ &L Ch
o J|O|ERo|2t Mu{ AlO|of| &St 0| Rl= A WelHo|M= ZEE 27loh ™

o - =
ElLCt. tb= H 0| EY 0|2 Rewriter ZEA| Al0|2] ZE 0|1 CIE StLbe 7
0| E 9| 0| 2} Portal Server AtO|2] L EQ|L|C},
o A MHIIHTTP Z2EE (HTTPS ot'd ) 2k X[ st 2t = o| & H ol E<) o]
e} ol E2ul Alo|2o] HTTP Ec{E 0| ot X o 2 = C},
Rewriter ZSA| & XM 5IX| oM ALSXIIF I EtHl HFE O HMASe{ D &
i Ho|EQo] M Ao M Sl Eetul AFEof &F A e},

Rewriter ZEA| & 2E =H 7|2 ALB5H= 4 90l = Rewriter 2|
platform.conf.instance_name 0| 2= =X 7| URL & 7}2|7|=X| =felslof g ct.
Portal Servers S 20| 25 =H7| SAEJ}I X|HE O JU=X| £ &olslof ghuCt.
Z-HOlEQo] AAAEA (ZEH Lo UX| £S5 AUS) ol Chal o] 712
Rewriter ZEA| QIAEH AT Q= AR Rewriter ZSA|0f O St X E st=5
A SHX| 4 platform. conf L0l host-name:port @A 2 2 2} Rewriter = s
2E A=A},

Rewriter ZEA[2]| QIAEHA OIET|

Portal Server 't =0 Rewriter ZSA|2| M| A/ AEHAE 0F=2{™ rypmultiinstance
AJBEEE ABFUCEH AO|ES0] Z2EHE THE Zof O| ATRIEE A™SIA
o

1. EE=2 270lslo{ ct2 |2l E2|2 0| =& C} .

rewriter-proxy-install-root / SUNWps /bin
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Rewriter Z2A| AL

2. CiSAABAAFRES Mg,

=

./rwpmultiinstance

AR Eo| LELE HEof EECE.

What is the name of the new rewriter proxy instance (M Rewriter
ZSA[ QA2 0[F )2

0] ==0f Z2 O0|§22 FME Rewriter ZEA| QAAHATL RUoH 0
Rewriter ZEA| QIAHAO L Z2 FHS AL X 2= MAIX[Z} LiEL

EfHCh .

e What port will the new rewriter proxy instance listen on( M
Rewriter T EA| QUAEHAT $AS=E ZE )2

e Start the rewriter proxy after installation(4%| ¥ Rewriter
IEA AEH 4R )2

ofHeztn Het 4<%, cf FAI2

ojo
OII

. Z=zof H

e What protocol will the new rewriter proxy instance use (Al
Rewriter ZTSA| QIAEHAO AlESs ZEEEF)?

e What port will the new rewriter proxy instance listen on( M
Rewriter ZEA[ QIAEHATL F4StE ZE)?

* What is the name of your organization(ZZ&2| 0|5 )?

e What is the name of your division(FA 0[5 )?

* What is the name of your city or locality (T /T /Alel 0|§)?

* What is the name of your state or province(Al/E2l 0|§)?

e What is the two-letter country code (2 2Al2 = =7} ZE

7:

* What is the password for the Certificate Database(2/ZA OO
EfHjo|~ et5 )2

* What is the password for the logging user (AFSAF 2391 H[ZH

2)7
* Have you created the new gateway profile in the admin

console ( 22| Z&0 A AO|E9o| Z2EHES USU=X] & )2

e If you answered yes, start the rewriter proxy after
installation (O2t11 Eet A MA| ¥ Rewriter ZFAIE A|ZSI=X]
0f )2
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Rewriter ZEA| ALZ

4. M HO|IE ol =2 0|E2 Z rewriter TEA|2| A QAAEHAE A|ZFSHL T,

-

rewriter-proxy-install-root /SUNWps /bin/rwproxyd -n gateway-profile-name start

017| M gateway-profile-name 2 = L e+ 70| EQ| 0] AIAEH Aof sl Lot= Z2E
ol EeiHct.

Rewriter ZSA| 2h4 2}
Access Manager #2| Z£2| SRA &0l A 70| E9 0] MH|AE E3H Rewriter

iT
SAIE g4 st o 240 H O] X[ 2| "Rewriter ZFA| S5 ALZLt ST " & &=X
SHYAI2

Rewriter =T E A| CIA| A|&F

T EATLOAZ]%] & 71| SXE wiotct EW AlZHSHE S Rewriter ZEA|IE e 5
UEHCH ZHEE RS Z2MAE 0|25t o A7H LS mf ChA| AlEf
g AgHct.

Rewriter ZEA| & =SS 2 CIA| A2t = &L C.

Rewriter ZSA| & CIA| A &S T
CHY| Aol REZ A A5l Cf

1A
_O'h

o RX=F ZEMAE AlBtEtLCE,
rewriter-proxy-install-root / SUNWps /bin/rwproxd watchdog on

12{™ crontab FEE|E[0f &=0| ZFSO{X| 11 XS Z2 M AT EM AEf T}

o

2UCH fIA52 ZEE 2L E S| ZRA| 722 W AT CL.
o FTS2E AEfgHCEH.
rewriter-proxy-install-root / SUNWps /bin/rwproxd -n gateway-profile-name start

0171 M gateway-profile-name 2 Z 2Tt H 0| E 0| AAEH A0 s Fots Z2H
ol EeiHct.

Rewriter ZEA| X582 A5 ™

2| X| = 0| Rewriter ZEA| AEf & R E A SI= A|ZHZ2HA S FHE = A ST,
ANZHZHAZ2 7| 282 60 22 MHELCEH. ol MY S HZASIZH crontab FE 2
E|of M C}2 2lolS HE s},

L=l S =]

0

0-59 * * % * rewriter-proxy-install-root/bin/checkgw /var/opt/SUNWps/.gw 5 >
/dev/null 2>&1
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HolESolofl A

ol E

o TEA| AL

= ==

foloM & ZEA| AL
mEA| Mo ol Eajuof ol 7

B 7B =2 Mu|ABHLICH, QIE{L ZE

TUSIE S F ZTEA S xe = ASHICE.

O s zzof| A Alo| Eo] & Lol EtALS] f = JA| 7} ALZE CHH 70| E9 02| URL
4l o Z=EA|2] URL 2 52 CHAl Mol &L . 0|5 2lal ctE 740 2e
L CF.

SHHO|EQIO| QI AE AL| platform.conf LS HE

ol _||'|_|
Im
HU
HU
I
ro
_o'ﬂ
2
el
FO

gateway . virtualhost=fully-qualified-gateway-host gateway-ip-address fully-
qualified-reverse-proxyhost

gateway.enable.customurl=true (O] gt2 7| 2X 2 Z false & A A E L C})
gateway . httpurl=http reverse-proxy-URL
gateway . httpsurl=https reverse-proxy-URL

gateway.httpurl & A O| EQ0| ZE2HA M HTTP ZEZ LIEE X EOf|M 4l

= Ry et SEES oAl A= O ARZE LT,

gateway.httpsurl = /[O|EQ 0| Z2 L0 M HTTPS ZEZ LIPE ZEO|M 5=

AE 2Fol| tiet SES ofAl A= ALZE .

3. ZOIE90|E CtA| A2t EL.
gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

2Ol X F =0 AUX| 22H HO|ELoloM= 7| =2Hez dutXel 2158 S,

LS — =

SCIO|HE HE T 27

AO|E9olollM SE2l0|HE 2F

off &7tgtHct. ol sl £ ALE5Hod

U=A| ZAe = AEH L.

2o M 2 MEe i HTTP 64 & HTTP 2 &
Tt 2E0IAE HEE 720 A 0| E9| 0|7t
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220l E HE It 27|

HTTP L& o & 2 2™ platform.conf Lt 2| =& gateway.error=message =
0

Mot

servlet API Ol M request.getHeader
HTTP sl 4ol _g= HE It LHE = of

) £ ALE U T, o2 ol =

UAEH L.

E 2-3 HTTP &l el H&
sl . T oy
PS-GW-PDC  X-PS-GW- PDC: HOlEololA PDC 2| At 7ts 6{FE LIEHHA L Ct
true/false
PS-Netlet X-PS-Netlet:enabled=tr  7{|0| E¥|0|0f|A| Netlet 2] At 75 05 = LIEFH L]
ue/false C}.
Netlet O &M 5tEl 22 253 SM0| AKX M A 0]
E9J 0|7} HTTPS(encryption=ssl) === HTTP 2=
(encryption=plain) & 01 = Zof| A A'%L' EX| EolF
k.
of :
PS-Netlet: enabled=false
Netlet O] At 2715 Ael iUt
PS-Netlet: enabled=true; encryption=ssl
HOIEQ0|7F SSL 2 =0 AM A3l =|0{ Netlet O] &4
StE|ASHCE.
Netlet O] & 5= X| b2 4 oll=
encryption=ssl/plain 0| & ¥ X|X| &L Ct.
PS-GW-URL  X-PS-GW-URL: Zalo|dEJ} A E URL S LIEMA LT}
hgft(s)://gatewayum‘(: HEZ ZEQI ZHS (5, EE 80/443 0| ofl Aef =
por) HOIELO[ZF HTTP/HTTPS 2 =0 U= & <) "port"

T ARt
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220l E HE It 27|

80

¥ 23 HTTP sl el &
SlE T oy
PS-GW-Rewri  X-PS-GW-URL: Hlo|EQ0|7} 2 E B O|X| = CIA| A= URL S LIEHA
ting-URL http(s)://gatewayURL(: L ct.
port)/[Sessioninfo] 1. ZelexolM 77| xUste A2 ol 3K Zhe

PS GW URL sl et Z&Lct.
2. EElRXNILFI|E XsHR| gt

o AREX MM T HEE AFSXE MM EEo
At SAETL QoM Zt2 Ao E9 0|7} B O X|
£ M= AH URLO| Euch(dsstEl ME IDH
B mgt),

o EE'AREA MM FI|IIHYE AR MM E
Eof that SAET g™ MM ID 2XtE 2
'$SessionID' 7| E L C} .

: SEe A B2 ALZ XL Access Manager
sessionld 7t HZ =M ( 2/ Z HO|X[o| A 2= SE1t
20l ) Ho|X|= o|Tof 5ol EAIE gtol ofd HA
E go 2 ohA| A0o{ T Lt

oot

an

of :

o HEIRAoIM FI|IE
PS-GW-Rewriting-URL:
https:/ /siroe.india.sun.com
110443/

o BEIRX0M FI|E XX £20] ' ALS K} A|
M FZ7|17F HEE AR MM 2 =of endserver

ItAE EBF

A Ysts g

PS-GW-Rewriting-URL:
https:/ /siroe.india.sun.com
110443 /SessIDValCustomEn

codedValue/
o E2ifXoM FI|E X ASHX| k' ALZ AL MM
FI17F MetE AR MAE ' E =0 endserver 7
U= BT

PS-GW-Rewriting-URL:
https:/ /siroe.india.sun.com
10443 /$SessionID
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QIE #old ALE

¥ 2-3 HTTP 8o HE

SlE T oy

PS-GW-CLien X-PS-GW-CLientIP: [P H|o|Eg| 0|7}

tIP recievedSocket.getinetAddress().getHostAddress() 2

F8 72 IP Ut

ol IP £ 70| E9olo| MY HHE|H S2tolotE2| 1P
b Euict,

2l Aold At

A& HMold=2 &5 Lt HAHEONM Eot2 otE 22 FE2 2 datgHct.
ARERIZE2 70 ol &k IS HIAH S0l tliofl 215 HEF HEe 5+ g4t

o{7]of MHE HXt= Aol EQ 0l M ZHel CIX|H 21 EA (PDC) 2l &2t & 21 &
Hold S ALEstE 2ol M EE L Aol EQoloA PDC 2152 AFESHA| &
= 215 &Moldoll o & XM & L 2 Access Manager 2] &4 ZAIE FESIHUAIL .

MY
H
e
o
|>

o€ =0 ,PDC ¥ Radius /& Z&& A 0l'd et dFoll= AISAIL &
AEo HMAstHH 0| 374 250 tiet A5 S 25 AHXof g Ct.

= gl A2 PDC = ALKt Al BHAF 71 A HA|E = 0l 2

b

mo 0%
T ol
0

t
I

- gk

Z|Z PDC 2laE 20| 2T 2ES FIt5tHH
1. Access Manager 22| 2 &0l 22| Xtz =3l g cf.

2. LW x=AS MEAEILIC}.

3. [E7 =&t HmolM [Me|x]E =g Tt

= |

5. gatewaypdc & F&UCt.

Gatewaypdc &4 H O| X| 7} ZA|E L CF.
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6. [213 7]l [H ]2 FEUCH
[ 25 %7}] 7+ Liebei of

7. [ESO0|E SNt [EHO | E[ER 2L, B2 HAH
= g

LIS

9. ZSSStLole FIteCS[ME ]2 FEUT.
10. gatewaypdc 55 @2 HOIXM [ ME] 2+,
1. HZ L ES X E5t2{H HOo|E OIS ChAl A=t CE.

gateway-install-root/SUNWps/bin/gateway -n gateway-profile-name start

|E7LE 2150 A BT DNS SAE 0| Sof 2L E7tE BXp7L U EH ol F

SAE0 ASE AL = UASHCH. O E =01,

= . . oS A A
0|5 S abe.domain.com & abel.domain.comOll AS S = UE

L|Ch. AFA! O] 2152 domain.com TH 0| U= ZE SAEO FERLUCEH.

I
g1}
2
my
ro
Hn
=
o
2
>
2
lo

SeteX A AHE 271

HOIEQIOl 74 Ra= ¢ H2tPXE AFESH0] 0] = &[0 ALt Hll = 7] ¢ Of

Efof eHMSHA MM A e 5= Q7| s F22 20| HAE0| oo HEI2H =2 7 =
X| == o of g Ct.

£ Ao ES0]2| platform.conf L0 U= HMH S =2 5t0 H 0| EY 0| E Sl
2iCla M E ol X|2| JH A S H| &M st 5= UG LICH.

ol g2 b|&dalstH AHo|Efo| ds0 d&s & = AU, 2F xH o2
AEE M2 D& ot Aol EQol= E2FXof A o| Mol 744 5 o|o| X[ 2F 20|
HO|X[of|M EH=E= 2E 52 dMiof gt ct. 8Lt o] 7|52 &M atstH
A UM Hot B ET Z2I0|HE AO|Eof| | & REZBEE (A b5
Ch. 7IH W E A7t l&fA FHH M |, 2= 7| IT MO & &X| b= FALEH /A
RO MM AE=Z2 0| O|HES dsede 20|UZCtEN FL .
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O E 0| Mb|A ALS A} QIE{H O] A AFE AL 2

> HElRA oS v gy alstsH

3
1. FEZ 23215t st HOo|EY o] QA AL platform.conf Tt S HE
st C}
(=] .

/etc/opt/SUNWps /platform. conf . gateway-profile-name
2. Cl52lelg "Halgct.
gateway.allow.client.caching=true

O| U2 7|2EHMO 2 true 2 MAEE O JYESHCH. g2 false 2 HZASI| 22/0|
AHE Zo||A E2}2H™ 7| A S | &M 5tetu ),

3. ZO|EQ|0|E TtA| AlEfgtL T,

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

Ol ESO] AMB[A ALZEAL B H O] A AFS AL H

o

Ol HolM= HE e A= 0l2] S5 T L updol sl P gt
srapGateway.properties File
Cleit 22 SHe2 ol utd 2 Hye = AG5HCH.
o ZO|EQo| M Fof LIEIE 5= A= 27 HAIXIE ALEA}L Mol & il
> HTML-CharSets=ISO-8859-1 2 O| utl & 2t=& O AL =& 2A &S
X gct.
o BEZ ol A {0})= w0l HEtRISE EAECE A E %@q ch 2
0| w2} o] At A zhE 20| S8 WY st EIOIEg sk U

S CH. 20[S ARt 2F = oA 2t= 0 A7| I =0l 20
AlE T AIX| 7t 2LofoF B T

o EIOFEHEEAMSAFEI LM .

7| 28 2 2 srapGateway.properties I+ 2 portal-server-install-root / SUNWps / locale
CletE2|of ASHCEH. Aol E o] AFE{oll LtEH-t= 2= MAIX] (A 0] E40]

2 mlAlxl)._mlMxlgl?jﬁgh_ Atk glol o] mplofl AEH .

|

o

S2l0|HE Z& xE ol AT Holl LHEHH= HA[X| 2] A0{ E B s oF 5t
ol ude 2t 2A LM EE[ 2 SARHCH (o
portal-server-install-root / SUNWps /locale en US).

rir
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rl—-l

2| ALS

srapgwadminmsg.properties It

Cteat #2072 0| oS HEYS 5 ASH T,

o Zh2| 2 &2 Ho|Ef 0| Mu|Xo0i et B E0i| LIELLE 20| S 2 AL AL E 2
et i
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<?xml version="1.0" encoding="UTF-8"?>
<l--
che M$2 proolAM EAISX| x|oh Z2afYollM DE{EUCt,
. TEolM RE T M e £ glaUct
off 240 B QIAHAD FBE0 A AR &L,
1)HTMLRules
2)JSRules
3)XMLRules
ofo|t|= &t ~ZAto{of ot .
-=>
<!ENTITY % eURL 'URL'>
<!ENTITY % eEXPRESSION 'EXPRESSION'>
<!ENTITY % eDHTML 'DHTML'>
<!ENTITY % eDJS 'DJS's>

<!ENTITY % eSYSTEM 'SYSTEM'>

<!ENTITY % ruleSetElements '(HTMLRules | JSRules | XMLRules)?'
<!ENTITY % htmlElements '(Form | Applet | Attribute)*'s
<!ENTITY % jsElements '(Variable | Function)*

<!ENTITY % xmlElements ' (Attribute | TagText)*'>

<!ELEMENT RuleSet (%ruleSetElements;,%ruleSetElements;,%ruleSetElements;) >
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<!ATTLIST RuleSet
id ID #REQUIRED

extends CDATA "none"

<!-- Rules for identifying rules in HTIML content -->
<!ELEMENT HTMLRules (%htmlElements;)>
<!ELEMENT Form EMPTY>
<!ATTLIST Form
name CDATA #REQUIRED
field CDATA #REQUIRED
valuePatterns CDATA ""

source CDATA "=*"

<!ELEMENT Applet EMPTY>
<!ATTLIST Applet
code CDATA #REQUIRED
param CDATA "*"
valuePatterns CDATA ""

source CDATA "*x"

<!-- Rules for identifying rules in JS content -->
<!ELEMENT JSRules (%jsElements;)>
<!ELEMENT Variable EMPTY>
<!ATTLIST Variable
name CDATA #REQUIRED

type (%eURL; | %eEXPRESSION; | %eDHTML; | %eDJS;
"EXPRESSION"

=l
A
it}
9

| %eSYSTEM;)

3
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source CDATA "*"

<!ELEMENT Function EMPTY>
<!ATTLIST Function
name CDATA #REQUIRED
paramPatterns CDATA #REQUIRED
type (%eURL; | %eEXPRESSION; | %eDHTML; | %eDJS;) "EXPRESSION"

source CDATA "*"

<!-- Rules for identifying rules in XML content -->
<!ELEMENT XMLRules (%xmlElements;)>
<!ELEMENT TagText EMPTY>
<!ATTLIST TagText
tag CDATA #REQUIRED
attributePatterns CDATA ""

source CDATA "*"

<!ELEMENT Attribute EMPTY>
<!ATTLIST Attribute
name CDATA #REQUIRED
tag CDATA "*"
valuePatterns CDATA ""
type (%eURL; | %eDHIML; | %eDJS; ) "URL"

source CDATA "*"
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<?xml version="1.0" encoding="IS0-8859-1"?>

<l--

Rules for integrating a mail client with the gateway.

-->

<!DOCTYPE RuleSet SYSTEM "jar://rewriter.jar/resources/RuleSet.dtd">

<RuleSet type="GROUPED" id="owa">

<HTMLRules>
<Attribute name="action" />
<Attribute name="background" />
<Attribute name="codebase" />
<Attribute name="href" />
<Attribute name="src" />
<Attribute name="lowsrc" />
<Attribute name="imagePath" />
<Attribute name="viewClass" />
<Attribute name="emptyURL" />
<Attribute name="draftsURL" />
<Attribute name="folderURL" />
<Attribute name="prevMonthImage" />
<Attribute name="nextMonthImage" />
<Attribute name="style" />
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<Attribute name="content" tag="meta" />
</HTMLRules>
<JSRules>
<!-- Rules for Rewriting JavaScript variables in URLs -->
<Variable name="URL"> fr.location </Variable>
<Variable name="URL"> g szUserBase </Variable>
<Variable name="URL"> g szPublicFolderUrl </Variable>
<Variable name="URL"> g szExWebDir </Variable>
<Variable name="URL"> g szViewClassURL </Variable>
<Variable name="URL"> g szVirtualRoot </Variable>
<Variable name="URL"> g szBaseURL </Variable>
<Variable name="URL"> g szURL </Variable>
<Function name="EXPRESSION" name="NavigateTo" paramPatterns="y"/>
</JSRules>
<XMLRules>
<Attribute name="xmlns"/>
<Attribute name="href" tag="a"/>
<TagText tag="baseroot" />
<TagText tag="prop2" />
<TagText tag="propl" />
<TagText tag="img" />
<TagText tag="xsl:attribute"
attributePatterns="name=src" />
</XMLRules>

</RuleSet>

~l X o oO|SE A%
& 24 S fet X}
g2 FES AME O utES 4 U Yerael Mxteluch
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=1}
A
i}
el
2
0x

ZH E S CtA| ZHd sl oF St= HTML H| 0| X| 7t Rl = T 2| & &felgh ot

of cl# E2|of| M ctA| ZHM 5l oF 5h= H 0| X| & =l s Cf .

Z} H| o| X[of| A CfA| Zf4dsfj OoF k= URL 2 =&tel &t Ct . "hitp" & "/" & A A5t
0f L = 2| URL S ZtehstA| &ele = A5H T

URL o] ZH E 7& (HTML, JavaScript = XML) & =tel gt ot .

Access Manager &2 Z£ 2] [Portal Server TA ] ofeloll L= [Rewriter A{H|
2]olM 2t 7% Fehs B 0215 ZH URL 2 ChAl 27| 2fsf He 3

olgiet ZE a2 ol S o eloll that sttel #& Hete 2 ZetAld Ut

SAES M =7 Z URIHSFH 2HEUCL. & 0, Ch=
xls

maill.central.abc.com|iplanet mail ruleset
* . sfbay.abc.com|sfbay ruleset
*.abc.com|generic ruleset

sfbay_ruleset O| 7+& 21 tH S0 7| W Z0il ALSE LT,

T FEel FEEL AE0| SH T2 Yx|Z thix| Ho|x|e| 2t 2 2o i

CERSELIEE

A2 AN O FE | Aol FoSHIAIS . FE S FE R s A

2 Ho|x|o| 220 A BELCH SX FE I S Zae Ayt FE 0| = A
- o

a
HTML ZAEI E & CIA| Mok 5l= 2 & HE 2 & & &2l <HTMIRules>
</HTMLRules> &0l ZEA|F|MAIL
JavaScript ZAEI EE CIA| M OF 5t 2 & &2 2] T 22| <Jsruless>
</JSRules> &0 ZEA|F|MA|IL .
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e XMLZAHEECIA| Kotst= ZE AFE2 T
</XMLRules> F&=0| ZEA|F|MA|L

L]

X 8ho| «XMLRuless>

o CIEZH HO|X[0f| A, CHA] A OF St= URL = =t0lstl & Fate| i e &2
(HTML, JSRules S = XMLRules) ol 225t &S 23

. TENES Lo cojolo| FLEICH XA
Zlgtoll thet URI o 0h S5 pHS7| " & HxshIAIL

o 7I0|EO|E CIA| A|ZI5I0] 1 E AtetE H et Cf.

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

® RuleSetName. % & ™ default ruleset I} 2204, 0| O| §2 RuleSet0ol| M URI

ZgtC} . Extends @42 & &

[ ]
=
L
[ng
[}
B
Q.
0
°

E
0x
rlo
B

A
o
10
0z
I
N
o
mjo
DZ*-'

Extends 4} none & AFE5tH 0| 22 =& & & gho| o2 & &g
5lX| et= = Zd 2 L}EIH 0 RuleSetName & K| &5t &
S ‘PJOH o|Estch= AH S LIER L .

MAH 7|5 AHES

Rewriter 0| M= X 7| & 7| 52 AFESt0] Ui S &= 2AHE B o] E7HX| 22 wfH
2 gdAlstct.

4%

b
<a href="src=abc.jpg, src=bcd.jpg, src=xyz.jpg>
74

<Attribute name="href" valuePatterns="*src=**"/>

[o]]
rir

0 & =01, Rewriter Ol A| CIS EAIE S & 24

2 XS LEls B HPHS CfA| ZHMd ste O Aot oSt 25U ot
<a href="src=http://jane.sun.com/abc.jpg>

SHX| 2R M 542 ALE S|

2
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<Attribute name="href" valuePatterns="REC:*src=**"/>;

Rewriter £ T} S 5= S X1 S SOl A E7Hx| 22 HE S 57| i 20f 32 22
F2ig oy gurch,

=== e

<a
href="src=http://jane.sun.com/abc.jpg, src=http://jane.sun.com/bcd.jpg, s
rc=http://jane.sun.com/xyz.jpg>

elof 7|k & "ol (&l Hol)
AZect2 ool 2 HiEto 2 st}
e HTML
e JavaScript

¢ XML

HTML Z1 &l Eol| CH st &
2 Ho|X|e] HIML ABE= &M Z gl ofjZ8loz M2 4 & ct. olof
2t HTML ZAH Eof| i3t A&l C

e HTML ZAHIEof CHst M F7|

e HTML ZAEIEof st & =&

e HTML ZEIEof cHEt O ES &

HTML ZiEI Sofl T3t A 75

O &2 2t2 ChA| Mot st Tt Ef 12 & grolgtct. &4 g2 theet

o &
URL, JavaScript £= DHTML ZH E %= 2l
e img"Ei 12| src £M 2 0|0|X| & x| & Jt2[Z H Tt (Bt URL).
e href 542 onClick 482 3 & & W Mal& - (DJS).

Ol H2 CtZ2 22 MEZEHCt.
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=& 75 72
<Attribute name="attributeName" [tag="*" valuePatterns="" source="*"
type="URL|DHTML |DJS"] />

0{7|M,
attributeName 2 HM 2| O|EHCt (&)
tag = SH0| Fst= Bl aUCH(SM , 7124t *, ZEENIE 2/n])

valuePatterns 108 H O| X[ 2] " H&lof| THEH D &l AFE2 " S FZSHMAIL .

source = O| 40| M 2| == H 0|X|2| URI € XM &t (=M
O|X| & 2|of).

{gtuch(&4). oh30l 7ts et

DHMTL - DHTML ZAHI E 0|3 S F/2| 1Bl E= & HTML 718l Eoi|A] LIEIL}
0§ Microsoft 2| HTC & Al mfof| A AL E L C}.

DJS - ]avaScrlpt A E | onClick ¥ onMouseover 2+ 22 Z& HTML 0|l
XM2l7l= HTML &4 2t o4A4| & JavaScript £ 7HX| 2 %'\Ql—l =
=4 73 ol
HOo|X|o| 7|2 URL O| ct=at ot 7Hg g et
http://mymachine.intranet.com/mypage.html
HO|X| HEE
<a href="http://mymachine.intranet.com/mypage.html>
mES
<Attribute name="href" />

CC
ol

rir

<Attribute name="href" tag="a"/>

23

<a href=gateway-URL/http://mymachine.intranet.com/myhome.html>
My

CIA] ZHAM 2 URL 2 0|0] A URL 0|22 URL & 50| 2= H 0| EY 0] URL Tt
AZE LCH.
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DJS Z4& of A
mo|X|e| 7| & URL O] chZ 1} Zctn 7™ gt .
http://abc.sesta.com/focus.html

HOo|X| ZIHE

iltd

< >

<input TYPE=TEXT SIZE=20 value=focus
onClick="Check ('/focus.html', 'focus') ;return;">

</Form>
SEs
<Attribute name="onClick" type="DJS"/>

<Function type="URL" name="Check" paramPatterns="vy,"/>

My

o}

A
o

>

<INPUT TYPE=TEXT SIZE=20 value=focus
onClick="Check ('gateway-URL/http://abc.sesta.com/focus.html', 'focus') ;return

. n
;>

</Form>

oy

XY= Ho|X| HEI EE CiA| 27| 2|5l —',:—7}7(| o] Zeetct, A Hmf &2

onClick JavaScript E2 & 2ol gt ct. & HW &2 ChA| ZHM [0 0F St= check
gr=o| o7 =& 2ol Eh|C} . 0] H R0l = paramPatterns 7F & B off 7l 8= X}

2lofl y gt2 7] 2ol A eimj o7 ek ohA| 2EYE L CF

O] E 90| URL 2 JavaScript &£ &0| LtEt-t= 10| X[ 2| 7| 2 URL 0| & 23t o 74
B ool 24T L CE.

HTML Z4 &l Eof| Cf 3t & 7=
AEXE7L BOtE = HTML H 0| X|of = 0| UE = USHCH. dE F 22

= U2 Fe 5 ASHC.

rr
c
=
&=

ol Hecigoz MEEYC}.
A& T
7% ol

Ho

O Oi
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Z 74 72

<Form name="forml" field="uvisit" [valuePatterns="" source="*"]/>

04 7| A

0
valuePatterns 108 H| O|X| 2| "  &|ofl THE O & AFS " S EZSHUAIL .
source = O| &2| 2|7} A= html H O|X[2| URL YU cCt(a=M,728 % 2= H|
O|X| & 2fol).
= 7% oA
H o[ X|2| 7|2 URL O cts2t &t 7P g ot
http://test.siroe.com/testcases/html/form.html
Ho|X| ZHEI E
| O|X| URI 7} form.html O| 2 M| 2 E C|al E2|of At 7tH & Ct,

<form name=forml method=POST
action="http://test.siroe.com/testcases/html/form.html">

<input type=hidden name=abcl value="0|1234]|/test.html">

</forms

form1 2| 2l abc1 O|2t= O| &2 AT 2= Zfoll EX St /text.html 2 EHA
MI| 28l chg 20| Bt

7%

<Form source="*/form.html" name="forml" field="abcl"
valuePatterns="0|1234|"/>

<Attribute name="action" />
Z 1}

<FORM name="forml" method="POST"
action="gateway-URL/http://test.siroe.com/testcases/html/form.html">

<input type=hidden name=abcl
value="0|1234|gateway-URL/http://test.siroe.com/test .html">

</FORM>

My

M

action E§ 2= Fo|& £E HTML &4 &S ALE3510{ ChA| 2 E L Ct .
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e el O HM 2t value & Z 20l LIEPH X & CiA| 2EH E L ch X - =
valuePatterns & &1 U X|SI= valuePatterns O| F2| 2-E ZAEIE = H 0[X| 2| 7|
£ URL Z} A0l E9|0| URL € 2ol =04 ChA| 2 E L}, 108 H O X[ 2] " F & of|
e o & AL " 2 BESHAIR

HTML ZAEIEof| CHSt O E= &
chol 2 B o|X|of B ofZ3i0| US $= UM ZHof S0l = B2 7 eifTLUS
%= & Ch. Rewriter = T&lofl X| M E Z+S of Z3 2| HTML M 2lof| tHSA|7| 1
Of =2l o7} 2 Mo|o| AR 2 =X 5= URL 242 & &HLich. 0|28t WAl = Al
ANJLﬂ+gmmuﬁfﬂmauw+mqakwwwamfmmuwro«aag
HTML B Eo| 7 & Ej 1 2 Of 23 ZFof| A o 7)f == Jto} ChA| ZHA s Cf

=

>f” Ml

ol ¥ chgo= MEELC,
5 7

= of A

mm
Ho

HEH
HEH

mm

NEZ 75 72
<Applet code="ApplicationClassName/ObjectID" param="parametername" [valuePatterns=""
source="*"] />

04 7| M

code = O S L= A S22 9 OI%?:I'—IEF(% )-

param = gt CHA| ZHASHoF 5t= ol 7l B14=2| O| E L Ct (&= ).
valuePatterns 108 H| O| X[ 2| " F&lof| T{& o & Al " S EXSHAAIL

source = O E= 2|7} U= HO|X|2| URL U CtH(ZM,7|24t*, 2 HO|X| &
o|aol).

HEZ & oA

m|o|X|e| 7| & URL O] chZx} &t 7™ gt
http://abc.siroe.com/casestudy/test/HTML/applet/rulel.html
Hlolx| ZHHE

<applet codebase="appletcode" code="RewriteURLinApplet.class"
archive="/test.jar">

<param name=Testl value="/index.html">

</applet>
mE
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<Applet source="*/rulel.html" code="RewriteURLin*.class" param="Test*"/>
a1

<APPLET
codebase="gateway-URL/http: //abc.siroe.com/casestudy/test /HIML/applet /applet
code" code="RewriteURLinApplet.class" archive="/test.jar"s>

<param name="Test1" value="gateway-URL/ttp://abc.siroe.com/index.html">
</APPLET>

Ad

<Attribute name="codebase"/> 7} default gateway ruleset Ol Al M2|El +Zl0[2

Z codebase attribute = CHA| 2FME LT} .

O| 50| Test 2 A2 =EE ZE 07H £ EMI ’“ME"—IEP OHZ Z=T1 HA S
= H o|X|2| 7| 2 URL 2 A 0| E9 0| URL Ol #f param Ef 12| value &4 ofl 501
EM%.E:! L Ct.

ol W ofE AL

valuePatterns 2 =& ALZ5t0 o 0 & S A 5t CHA| M OF 5t= 722 EE 7

H o & AL A~
=28 gole = A&t

£ 2 valuePatterns = A MY CIH of & E Zj&H o[ F 2| & HHE = C}

otzh ofl |l & =S W2tsll EAEHICt.
<Form source="*kource.ntml" name="forml" field="visit" [valuePatterns="0[1234|"]/>

07| M

source & Z0| EA|E|= html H 0| X[2] URL &4 C}.

field = @2 CHAl MOF 5t F2f =L},

valuePatterns —= CHA| M OF 5= —E—XP H 222 LIEPY U Tl . valuePatterns S0l Lt
Bt RE HHEIE= CHA| ZEHELHCH (g4, 7|28t " = ™A gt ChAl ol &

= LtEH ).

valuePatterns 0l &+ 2} X/ &
EL EX=YHEEA|Z O|AHO|ZESIH X|HE = A& . of .

<Form source="*5ource.html" name="forml" field="visit"
[valuePatterns="0]1234|\;original text|changed text"]/>
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valuePatterns 0l A] 2I2 EZIE A}E
* ZXHE AF2 510 CHA| AT| & 9IS ofE of & 2

AL

-

valuePatterns EEO| Ehes| * XM == lEUHCI * = 2EE 2224 32
LIEFLH 7| 20| valuePattern FlOll OFF ZHE @l EFEFH Rewriter 7} CHA| 2FHAM
& 0| glEU . * & *apc 2F 20| EE CHE EAIE 1} oA SH0] AFSE = UAS L L.
0| 40l *abc 0| F2| 2 E HH EJ} CtA| ZEM EL|C},

.|_

Sl S () = 750 o B0l ML S SIIER MBS 2lg ]
. J2iu 3ol @£ B=of + § AL FE G REE
Sol * b glew R0 SAIEUCH 98 HAIX|S EAISX] ota
ot .

2= 2ol o] =S THsY| ool BAISE PE 2XH(Mo|22 £ 4

E) ool <S5 8 A Y + gt stfel Sl STtE () £ ol s s]

AN @S 2E ZEd =0 F 1o LA EFIE (») = CHA| ZHYsfiof 5t =2
deetofaEdet.

I 3-10 * ALAETIE A2 R THX| M| E MAISIRA ST,

I 31 *Qfol EFLE ALZ 2| Al
URL valuePatterns Mo
urll, url2, url3, url4 valuePatterns = o| @ <ol **7t CtA| =HA sl of st
Mk ok Kk KD = 28 LIEY 7| of20f urll
S url3 of CiA| ZEM EIL
XYZABChttp://hostl. valuePatterns = o] & <ol
sesta.com/dirl.html "% ABCH http.//hostl sesta.com/d

irl.html 22 CHA ZME
HcCt. *ABCO| = 2ZE 222 C}
Al ZkM sl of g Ct.

"0|dirl|dir2|dir3|dird|tes valuePatterns = Ol 4ol dir2, dir4 % urll

t|urll Wk |k [ hk |k ok x| 0 o] E}Al_l AMEIL|CE, '—El-/\| ZhA 5
OF ot OIX|Z HEE *+E A E
Stof LIERY X LBOP_'.:_ gt

JavaScript Z18l Eof| Cff 8t =

JavaScript Ol = CHFEH ?| %[0l URL 0| U2 -’F UASUH L. Rewriter & JavaScript &
Y T2 24510 URL &2 =ole Lot EEst 73 Hes 2451
JavaScript X{2|7|7} URL 2 &2l5104 H.j%

URL 782 7%l JavaScript 2 &= ChHS 2 2 2&/E U CH.
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AL
° H=|—,—
SkA AL
° ol-_'_o| OIT
A
tl:|_|_

/ot 7
<Variable name="variableNamei
[type="URL | EXPRESSION | DHTML | DJS | SYSTEM" source="*"]>

JavaScript H== JHX| 1L U= €hel ool weEt5 7K HEZ2 Mg = AsH .
e URLHY=%

e EXPRESSION ==

¢ DHTML(Dynamic HTML) & ==

e DJS(Dynamic JavaScript) 25

e SYSTEM H==

URL B1+

M U2 URL 2 a2 = U Cheet 2AtE Lot

URL 21+ 7*&

<Variable name="variableNamel type="URL" [source="*"]>
07| M
variableName 2 H=2| 0| S LCl. variableName 2| 4f2 CHA| 2 EIL|CF(E ).
type © URL B C} (2=, 0] gt2 URL O[0{0F &),
source £ O| JavaScript =7t 74 %= H O|X| 2| URI 2 HCH(EM , 7|28 *= 2
& 0| X| & 2[o]).
URL B+ of &

7|2 URL O| ctg2t &t 7P gt ot

http://abc.siroe.com/tmp/page.html
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H|O| x| ZIRI E

<script LANGUAGE="Javascript"s>

<!--

//URL Variables

var imgsrcl="/tmp/tmp.jpg";

var imgsrc2="http://srap.sesta.com/tmp/tmp.Jjpg";

var imgsrc3=imgsrc2;

//-->

</SCRIPT>

=

<Variable name="imgsrc*" type="URL"/>

dxt

<script LANGUAGE="Javascript"s

<!--

//URL Variables

var imgsrc="gateway-URL/http://abc.siroe.com/tmp/tmp.jpg";

var imgsrc="gateway-URL/http://srap.sesta.com/tmp/tmp.jpg";

var imgsrc2=imgsrcl;

//-->

</SCRIPT>

MY

£80| URL 0|2 0| 50| ingsrc 2 AIZtE|E R M%7} ChAl Mg LT} 23t
A 2l M Ao E9|o] URL & ¥==7F FA| == H 0] X| 2| 7|2 URL 0| 2ol &=
SUHCH & #Hu 2felo = IE'I Hof 27+ A7| 2ol AHlo| E9 o] URL gt ﬁ%ﬁ

k. Al EH M var imagsrc2 = 1 &40 @AtZ 0| ot 2} CHE JavaScript 2401 7] &
off CiA| ZHM = X| 5Lt

EXPRESSION 51+

Expression H 0| = 2 EZof &40 A FLICH. o] F& A2 A= URL &Y
Ct. Rewriter = MB{ol| A O] 25t Al S HIIE & gl7] W Zol HTML Hf| o] X[ of|
JavaScript &= (psSRAPRewrlter convert expression) & FII2LCH. O] &= E
A2 Stte| o7 M= BrolS0{ S2I0[AHE B2t MoflM 22 FHURL 2 #7}
ot
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HH 2o EH: URL 0| % =X| EXPRESSION URL O| {=X| & 2=
AlLZ|2E 2 F XM2|& 4 A= EXPRESSION & & AFSSHUA|2L .

ol @22z MEELCt.

e EXPRESSION #H = &

e EXPRESSION 2= of x|

EXPRESSION 5+ 7*&Z

<Variable name="variableName" [type="EXPRESSION" source="*"]/>
017| M

variableName 2 1 gt0| E& A Ql JavaScript H1=2| O| S LICH(E ).
type © JavaScript H2| R HCH(ZM , 7| 242 EXPRESSION).

source = H|O|X[2| URI {4 Ct(ZFM ,7|24t* ZE DAE 2|0])

EXPRESSION £+ off &

H o|X|2e| 7|2 URL o] C}2nt 2t Jh- gt Ch.
http://abc.siroe.com/dirl/dir2/page.html

mo|x| s =

<script LANGUAGE="Javascript'"s>

<l--

//Expression variables

var expvar= getURIPreFix() + "../../images/graphics"+".gif";
document .write ("<A HREF="+expvar+">Link to XYZ content</A><P>")
var expvar="../../images/graphics"+".gif";

//-->

</SCRIPT>

mE

<Variable name="expvar" type="EXPRESSION"/>

CC
ol

rir

<Variable name="expvar"/>

a1
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var expvar=psSRAPRewriter convert expression(getURIPreFix() +
"../../images/graphics"+".gif");

document .write ("<a href="+expvar+">>Link to XYZ content</A><P>")
var expvar="gateway-URL/http://abc.siroe.com/images/graphics"+" .gif";
ZE

g UH 2}2lol| Al B psSRAPRewriter convert expression O expvar E 84! B
o LEZ HE0{T ULt o]l e EHAIS XMe|sty HEo| HE EES CHA
75&\:.3:.F Lok, Ml Hmf 2helof| A 20| Bhe URL 2 CHAl 2 E L Ct.

DHTML(Dynamic HTML) 51+

0|Zd2 HTML ZAHl EE 2 25t JavaScript H LI CF.
ol @2 ct2ez MEgHct.

e DHTML #+&

e  DHTML of |

DHTML &

<Variable name="variableName" type="DHTML" [source="*"]/>

0{7| M

variableName © DHTML Z1El E7} = JavaScript ¥ 2| O| S L{Ct (E ).
type © M2 YLt (E4, 0l 22 DHTML 0|0{of 7).

source = H|O|X|2| URL ¥ Ct(ZM , 7| 242 * ZE HO[X|E 2la]).
DHTML of &l

H o[ x| 2| 7|2 URL 0| ct=xt 2t JhE st .
http://abc.sesta.com/graphics/setl/graphics/jsscript/JSVAR/page.html
Ho|X| ZIRH E

<script LANGUAGE="Javascript'"s>

<!l--

//DHTML Var
var dhtmlVar="<a href=../../images/test.html>"

var dhtmlVar="<a href=/images/test.html>"
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var dhtmlVar="<a href=images/test.html>"
//==>

</SCRIPT>

oE

<Variable name="dhtmlVar" type="DHTML"/>

<Attribute name="href" />

CC
4

rir

<Attribute name="href" tag="a"/>
=R

<script LANGUAGE="Javascript"s
<l--

//DHTML Var

var dhtmlVar="<a
href=gateway-URL/http://abc.sesta.com/graphics/setl/graphics/images/test .htm
1>||

var dhtmlVar="<a href=gateway-URL/ttp://abc.sesta.com/images/test.html>"

var dhtmlVar="<a
href=gateway-URL/http://abc. sesta.com/graphics/setl/graphics/jscript/JSVAR/im
ages/test.html>"

//-->

</SCRIPT>

oY

JavaScript & 47| = dhtmlvar 2| 42 HIML ZAHEZ 2] 0| AHEE
HTML 72 47| 2 EYL{ct, HTML 72 £47]7} href §4 &0 i S =

HTML 2l & M-83t7| uf 20l URL 0| CtA| 2 & L Ct .

DJS(Dynamic JavaScript) 21

0|Zd 2 JavaScript Z1HI EE Z 88t JavaScript H 2/ L Tt .
ol H2rtzoz MEgEHrt.

e DISTE

e DJS A
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DJS T*&

<Variable name="variableName" type="DJS" [source="*"]/>
07| M

variable & 1 gt0| AHHIA T Z E QI JavaScript #H2l H CF .
DJS of A

H|o|X|e| 7|2 URL O ct2nt &t 7R gt ct .
http://abc.sesta.com/dirl/dir2/dir3/jscript/dird/page.html
H o] x| ZAEH E

//DJS Var

var dJSVar="var dJSimgsrc='/tmp/tmp.jpg';"

var dJSVar="var dJSimgsrc='../tmp/tmp.jpg';"

var dJSVar="var dJSimgsrc='http://abc.sesta.com/tmp/tmp.jpg’ ;"
=Es

<Variable name="DJS">dJSVar/s>

<Variable name="URL">dJSimgsrc/>

2%

//DJS Var - need 2 rules

var dJSVar="var dJSimgsrc='gateway-URL/http://abc.sesta.com/tmp/tmp.jpg’ ;"
var dJSVar="var

dJsimgsrc="gateway-URL/http: //abc.sesta.com/dirl/dir2/dir3/jscript/tmp/tmp. jp
gl,."

var dJSVar="var dJSimgsrc="'gateway-URL/itp://abc.sesta.com/tmp/tmp.Jjpg’ ;"
=

0{7[oll & ZtX| rt& ol Bt A ¢ 22 S JavaScript 5 disvar £
gt o] B2 gf2 ohA| urL 72 2| JavaScript 4 L CF. O] JavaScript B 2]

w2 ChAl 27| 2lsll &= 20| HZE LT,

I |

SYSTEM #+
AFERIZ AL SR &

x5 OT =
2 JavaScript E&2| 2 &

FEE MeA=[of A0 X[ Yol Met=l= HdUH T, ol HE4S
At T ASHLCH. o : window.location.pathname

Ol @2 CtE222 MEZFEUCCt.
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e SYSTEM H
e SYSTEM H

SYSTEM Hi+ 7*&

<Variable name="variableName" type="SYSTEM" [source="*"]/>

04 7| A

variableName £ JavaScript A|AE i (2) 0|0 I g2 Cf2 BH D} if & ==
Zrol € &= &L . document.URL, document.domain, location,

doument.location, location.pathname, location.href, location.protocol,

p=2 ol

location.hostname, location.host ! location.port. 0|21 8t 2f2 generic_ruleset of !
SLCH. o|2{ Bt Al AE i FElS STSHA| DAL .

0t

type = A AE 7 gH2 XF e (E50l0 gH2 DJS).

source = O| H|O|X[2] URI {4 Ct(ZFM , 7|42 2 HO|X|E 2|a]).
SYSTEM Hi = of &/

H o[ X|e| 7|2 URL O ct2nt Zct TR gt .
http://abc.siroe.com/dirl/page.html

Ho| x| R E

<script LANGUAGE="Javascript"s

<!--

//SYSTEM Var

alert (window.location.pathname) ;

//-->

</SCRIPT>

3

<Variable name="window.location.pathname" type="SYSTEM"/>
Znt

</SCRIPT>

<SCRIPT LANGUAGE="Javascript"s

<!--

//SYSTEM Var

alert (psSRAPRewriter convert pathname (window.location.pathname));
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//-->
</SCRIPT>
=

Rewriter 7t 1 2l0of| L 25| = A|AE4I B2

psSRAPRewriter convert system &

=+
~—

SEIIHFOE

|'O
=
]
02
o
g
02
1o

0

AtEE L. of 2= BERR

AAE M5 X2|5te ol w2t 201X = URL 2 tHA| &4t

10

ol
—

=

A

-

Xt
Al

Mo
e

o

M

M3l of st= &
URL of7H #4==
EXPRESSION o 7 4=
DHTML o7} ¥

DJS oH7H 1=

o/H/- ;‘_

o7 == 4 7FX| &

T2 2FEHCH

<Function names="functionName" paramPatterns="y,y,"
[type="URL| EXPRESSION | DHTML | DJS" source="*"]/>

07| M

|

name 2 JavaScript &2 O| &t (Z

paramPatterns = CHA| 2HAM &f oF st= ol 7l

y 2| ?| x| = CHA| ZHd sl oF 5t i 7 B
UH 07 === ChA| A OF SEX| 2t &= S of 7 ¢

type & O] OH7H H==0f Z 25t k2|
EXPRESSION #+¢ )
source H| O|X| A URI( &M , 7| 24t2

URL of7f #+

#).

EES
T

= '—PEF'-” LCt. oS

= S|

x| & g ch(E4).

=0 F=olAM A

== CHAl A X| grotof g et

SFE XY (8, 7=

*, 2 E Ho|X| & 2[o]).

4= ol Of7) WA S EXIG R F5td o] AP 2 URL 2 328 5 &U
ol He ctgoz MEgUct.

« URLOI7| #5712

o URL o7 #i5: o

bal

F
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URL of7f 2+ 7Z

<Function name="functionName" paramPatterns="y,," type="URL" [source="+*"]/>
017| M

name © URL R&2| 07 HE 2te S ol S U CH(E).
paramPatterns = CHA| ZHA 5l OF St= o7 Hi+-5 X| ™ 3L E

y &l /I x[= CtA| Ztd ol of 5t= o7 & LtEHRLCE. o & S0 720 H ¥
M of 7H B4 == CRAl M OF SEX| 2k = B3 o7 H === CHA| A X| §fotof gL T |

type & &2 FE AU CH(ES, 0| g+2 URL O|0foF ).
source & O| &% $&2 Z= HO[X|2l URL Ut (=M ,7[24t2 % ZE URL
£ 90]).

URL o7 15 off &

H o[ x| 2| 7|2 URL 0| ct=2xt 2ot Jhd e ct.
http://abc.sesta.com/test/rewriter/testl/jscript/test2/page.html
HO|X| HEE

<script language="JavaScript"s

<!--

function test (one, two, three) {

alert (one + "##" + two + "##" +three);

}

test ("/test.html","../test.html","123");

window.open ("/index.html", "gen",width=500,height=500) ;

//-->

</SCRIPT>

3

<Function name="URL" name="test" paramPatterns:“y,y,”/>
<Function name="URL" name="window.open" paramPatterns="vy,,,"/>
# 3}

<SCRIPT language="JavaScript"s>

<l--
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function test (one, two,three) {
alert (one + "##" + two + "##" +three);

}

test ("gateway-URL/ttp: //abc. sesta.com/test .html", "gateway-URL/ttp: //abc . sesta.c
om/test/rewriter/testl/jscript/test.html","123");

window. open ("gateway-URL/ttp: / /abc . sesta.com/index.html", "gen",width=500, heig
ht=500) ;

//-=->
</SCRIPT>
My

R AHM FZ2 test 0| F2| &0l U= XM Z F 7 HE ChA| 2hdslof et
7W‘*"“—I ct. EEFEW test &2 M S % Oi7) H== ohA Y E U, & e 73]

2 window.open 2| XS IJH i ¥1=E CtA| ZHM 8l oF shetl X & gt ot
window.open & '—H°| URL Ol = |§.ADH7H H =5 Zatsh I o|X|2e| 7| & URL ot
Ho|ESol URL 0| ol SiZ0{& L},

EXPRESSION 247§ 51+

Of o7} M= EHH A gL 2 F|5td B2+ Z 2= URL 0] EHCt.
ol HE2 Ctzo =z MEEUCE.

e EXPRESSION oH7H
e EXPRESSION o 74 &

o
of

Mo

£

rE
4

=

EXPRESSION oj7f 2+ 72
<Function name="functionName" paramPatterns="y" [type="EXPRESSION"
source="*"]/>

o4 7| A
name = 2| O| SR HCt(E).
paramPatterns = CHA| ZHM S OF St= o7 M =& X[ M T Ch ( E ).

y o ?I%|= CtAl 2fg sl of sh= g o7 =S LIEHRI LT, #] o] F20lAM &
uH o 7} B4 =0t C}A| REM El L C} |

type 2 Zf EXPRESSION 2 X| & &t Ct(SM).

source = O] &7} &=+ H 0| X| 2| URI ¥ L.
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EXPRESSION o7 &= of &

H[o|X|2| 7|2 URL 0| ctgnt ot JPg gt
http://abc.sesta.com/dirl/dir2/page.html
ol x| ZHE =

<script language="JavaScript">

<!--

function jstest2 () {

return ".html";

}

function jstestl (one) {

return one;

}

var dir="/images/test"

var testl=jstestl(dir+"/test"+jstest2());
document .write ("<a HREF="+testl+">TEST</a>");
alert (testl);

//-->

</SCRIPT>

oL

<Function type="EXPRESSION" name="jstestl" paramPatterns="y"/>

CC
4

rir

<Function name="jstestl" paramPatterns="y"/>
Znt

<script language="JavaScript"s

<l--

function jstest2 () {

return ".html";

}

function jstestl (one) {

return one;
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}

var dir="/images/test"

var
testl=jstestl (psSRAPRewriter convert expression(dir+"/test"+jstest2()));

document .write ("<a HREF="+testl+">TEST</a>")

alert (testl);

//-->

</SCRIPT>

oy

Ol #&l2 jstest1 &2 A 1 0 7} 8 =E EXPRESSION &= EIH7H M2 52
St0d CHA[ A OF Btot= A& XM Bt Ch. of| A B O|X| ZAEI Eoll A & edxf o7 ==
= HErY M2t HItE = FH A JLICH. Rewriter = 0] E8 Ao F0 =2
psSRAPRewriter convert expression 2 .:.-rE AtZgt . o] Ao Hot=l D
psSRAPRewriter convert expression 2f<-7t T ERR] Of ZIME CHAl HLCH.

& 212f of| M ofl A JavaScript H4 &S] YFE test1 0| AS ERE
S CE. jstest1 Off T Bt &F5 0| CHA] 47 & X2 gt T,

DHTML oj 7§ 515
71 240l HTML ¢! &= of 7 gt

HTML H|O|X| & SH 22 MM St= document .write () &2 ¥ Al JavaScript MM =
7t o] H=ol| Hetuct.

Ol @2 Ct222 MEZFEUCCt.
?_
of

e DHTML OHZH ¥
e DHTML oH7H

r_l.l.

£
P

Ao

=

DHTML o47f B+ 72

<Function name="functionName" paramPatterns="y" type="DHTML" [source="*"]/>

o4 7| A
name 2 &2 o| St

paramPatterns = CHA| ZHM S oF St= o7 M =& XM T Ch ( E ).
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0%
10

y ol /1% = ChA| ZHd ol of 5t et o7 & LIEFH LT, 912 T20lAM A ¥
uf of 7H B4 =2k CRA] 2h E LT

DHTML 474 &+ of &

H[o|X|2| 7|2 URL 0| ctgnt ot JPd gt ct .
http://xyz.siroe.com/test/rewriter/testl/jscript/JSFUNC/page.html
H[O| x| ZIH E

<scripts>

<l--

document .write ('<a href="/index.html">write</a><BR>"')

document .writeln('<a href="index.html">writeln</a><BR>"')

document .write ("http://abc.sesta.com/index.html<BR>")

document .writeln ("http://abc.sesta.com/index.html<BR>")

//-->

</SCRIPT>

oE

<Function name="DHTML" name="document.write" paramPatterns="y"/>
<Function name="DHTML" name="document.writeln" paramPatterns="y"/>
<Attribute name="href" />

23

<SCRIPT>

<!--

document .write('<a
href="gateway-URL/ttp: //xyz.siroe.com/index . html">write</a><BR>")

document .writeln('<a
href="gateway-URL/ttp: //xyz.siroe.com/test/rewriter/testl/jscript/JSFUNC/inde
x.html">writeln</a><BR>"')

document .write ("http://abc.sesta.com/index.html<BR>")
document .writeln ("http://abc.sesta.com/index.html<BR>")
//-->

</SCRIPT>

4y
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M HM 122 document .write BF2 A 047 B E CiA| ZHM ol of okl X E o
L Ch. & #Haf 752 document .writeln 52| A 047§ 15 CiA| 2hadsf o ShCt

DX Gt M e &2 href 0| &2 2 & £4 S ChA| Zhdsfof okl X
St the= HTML & L Ch. o] oflofl A, DHTML o7 B4 1 &[0 &40l M CFA|

Zhdsliof 5h= o7 H=E =tel et o, O o2 HIML 4 30| M =0 4

M 2 2tel =l of7f BT} ChAl 2 gL Tt

DJS of7 #+

71 £40| JavaScript @1 &5 Oi7H =it .
ol B2 cl2oz MEEUCE.

e DJSTOHZH H
e DJSTOHZH H
DJS of7 H T 1=

<Function name="functionName" paramPatterns="y" type="DJS" [source="+*"]/>
07| A

name 2 St-te| 070 #H=7} DJS ¢l g2 o| S L C(E ).
paramPatterns = | 0lA Of™ o7 BT} DJS QI X| & X[ ™ ot (2 5).
y 2| *Ix|= CtAl ZHM sl oF 5t 2= o7l =

R 0j 7§ B 4ak ChA] ZEAE LI

type 2 DJS &L CFH(E ).

source = H|O|X| 2| URI &4 Ct(EM ,7|2gt2* 2 URI & 2/0]).

DJS 47y 25~ off A

Ho|X|2| 7|2 URL 0| ctgxt ot JPd gt .
http://abc.sesta.com/page.html

H|O| x| ZIRI E

<scripts>

menu.addItem(new NavBarMenultem("All Available
Information", "JavaScript:top.location="http://abc.sesta.com'"));

</script>

3
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<Function name="DJS" name="NavBarMenultem" paramPatterns=",y"/>
<Variable name="URL">top.location</Variable>

23}

<scripts>

menu.addItem(new NavBarMenultem("All Available
Information", "JavaScript:top.location="gateway-URL/itp: //abc.sesta.com'")) ;

</script>
Ay

A MW 22 JavaScript & Z 8t et NavBarMenultem 22| & HAj oj7f H4E
Al ZHMd sl oF ettt X|H Bt Ch . Ja VaScrlpt LHAIM |, top.location =& CHA| &HY
sfof gt Ct. ol = F HW &S AFESH0] CHA| ZHM E L C}

XML 74 &l Eof| 3t 7]

2 H o[ X[ofl XML - ET} AS = A20{ 0{7[0l| = CFA[ URL O| U E = UEH CF.
CIA| ZEM S oF S XML ABIEES S eix2 THE Lo}

o EfI EAE (Ef19 PCDATA £+ CDATA 2t 52

A
o £Hd

Ef 3 EIAE

ol 722 Ef 1 242 PCDATA = CDATA S CHA| ZHA 57| 9|5 Zd Lt
ol Hecl2ez MEEUC}.

o ElOoHAEZZ

o B2 EAEofH

2 HAE 72

<TagText tag="tagName" [attributePatterns="attribute patterns for
this tag" source="*"]/>

07| A
tagName 2 Ef 12| O| S C}.

attributePatterns & O Ef J0f| Cet &AM 2 T gfo| & L ct (=M, o] Ef 10
LMol M35 glcte A2 2lol).
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source = O| xml T} ol URI iU CH( &M, 7242 * ZE xml HO|X| & 2|0]).

£ E)~E off &)
H 0| x| 2| 7|2 URL 0| ct=2xt 2ot Jhd e ct.
http://abc.sesta.com/test/rewriter/testl/xml/page.html
HO[X| HHE

<xml >

<Attribute name="src"stest.html</attributes
<attributesabc.html</attributes

</xml>

&

<TagText tag="attribute" attributePatterns="name=src"/>
.t

<xml>

<Attribute
name="src">gateway-URL/ttp: //abc . sesta.com/test/rewriter/testl/xml/test.html<
/attributes>

<attributesabc.html</attributes

</xml>
oy
H O|X| AR Eo| X &Hy 3”0“% =M oM 7t AEHCH. HO|X| AR ES| F tHnf A

Ol name O|2t= %4 0| Sl =0 name %4 2[ €10| src 0{0F 57| W Zof| CHA| 2t 5}
= A2 sdEX 25Ut O W T ChA| 215t M <TagText

[E=g=]
tag="attribute"/> 7} JL0{ O} St} .
ﬁ:ﬁd

XML 42| #2582 HTML ol ti st &M A& 1 AR CF. 118 H 0 X| 2] "HTML
ZEIEo| thet M A& "2 HESHIAIL . XML 2| &M H&o| tHlA2XE 71 &2

Sh= HtH HTML M2 O3 X| 2ch= Ato|Mo| JAFU L. ol = 22X o2
HTML ol = giX|2t XML ol & Y E AZX 22 EM @ 2 L|c}.

Rewriter = £M 0|22 HIElo 2 &M Zt2 B &5t}
ol H2rctzoz MEEHrt.

. sy 7R
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<Attribute name="attributeName" [tag="*" type="URL" valuePatterns="*"
source="*"]/>

07| M

attributeName 2 HAM 2| o| S HCH(EF).

tag= O] £40| A= EfJ9 ol ELHCH( M, 7242 ZEEBIOE 2ln]).
valuePatterns 108 H| O X| 2| "+ Zlof| T{EH Of & ALE " S EESHMAIL .
source = O] XML H|O|X|2] URI &It (=M, 7| 242 * ZE XML H 0| X| & 2
ol).

=& of A

H o[ X|2| 7|2 URL 0| ct2xt ot b gt .
http://abc.sesta.com/test/rewriter/testl/xml/page.html
ol x| HEl =

<xml >

<baseroot href="/root.html"/>

<img href="image.html"/>

<string href="1234|substring.html"/>

<check href="1234|string.html"/>

</xml>

3

<Attribute name="href"tag="check" valuePatterns="1234\"/>

zn

<xml>

<baseroot href="/root.html"/>

<img href="image.html"/>

<string href="1234|substring.html"/>
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<check
href="1234 |gateway-URL/http://abc.sesta.com/test/rewriter/testl/xml/string.h
tml"/>

</xml>

My

=
CHA| 2L Ch. 108 H O X[ 2 "+ &|of| TfE Of & ALE " & EERSHAIL .

CCS(Cascading Style Sheet) ol C &t |

HTML H| O X[ 0| 4] CCS(CCS2 22 ) 7+ HetE L ct. URL 0] CSS 2| 7t 27| &
O url () ol 2F A7| w20l o Hetol| cHaf HeolEl &2 gL Ch.

WML of CH eF #=!
WML 2 HTML &} RALSHY w2l WML 248l Eofl= HTML #2l0| M &L},
WML Z{HI Eof 28t 72 Z&S At2sHAA|2.103 H 0| X[ 2] "HTML Z1 &l Eof CH 5t

A5 2 HEAIL.

MM 7S ALE

Rewriter M= X 7| 52 AFE5IH0] S5 = XY oiEH | 271X &2 e
= AdMghct,
o & &0 , Rewriter Ol A| Ct & ZAIE 2 7 & EMst= 29

o

Ao
rr

<a href="src=abc.jpg, src=bcd.jpg, src=xyz.jpg>

75

<Attribute name="href" valuePatterns="*src=**"/>

2 M LiEtbE mE ehg ohAl 2HMSte] O Zats oo 25U .
<a href="gsrc=http://jane.sun.com/abc.jpg>

SHX|2H A A 542 ALESHH

<Attribute name="href" valuePatterns="REC:*src=**"/>;
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Aol EQo| Mu|AoAM Rewriter T4

Rewriter £ Ul S == At HH M E7HX| 22 d{H 2 &7| i 2ol ctS2h &
2 g/ Edct.
<a

href="grc=http://jane.sun.com/abc.jpg, src=http://jane.sun.com/bcd.jpg, s

rc=http://jane.sun.com/xyz.jpg>

HO|EQ|o| M| Aol A Rewriter T+

[Rewrlter] 24 ol o A1 H| O] 9 0] Af8| &
4 UgLich,

7|2 =

o2& URICHA| 27| ALE

> RuleSet 2} URI 2| o E =5 3tE7|
, TR EASMIME 8 22 ote7|
, CHAl x| 22 URI 22 ats7|
5 71 Emel XX
e gAY
> MIME =5 ALS
o TEEAMTURIOHE S= gHE7|
> OfA3 M5t

o OFAZTSHA| 222 URI =5 2HE7|

> 70|EQJol ZREE22 |2 URIZRES
X}od
7|2 &

2 E URI CHA| AT ALS
HOIEQ 0| MH|AO|M [ 2E URI CHA| 27| AL ]
E THle ZEA S50 A= E8F2 &9

[ = |
A U [EHd K F5 &

R4 E0olo T2A ]S
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H ol EQo| Mu|AO|A Rewriter T-4A1

» Z|0|EQ0[7t 2E URL S CHA| X T & 5l H
1. SunJava System Access Manager 22| 250 2| X2 2 a2l st .
2. [MHE[A Fd B2 MBSO,
3. SRA T4 of2Holl M Aol EQ|o| Holl U= =t EE FELUCH.
Aol E9fo] HO|X|Z} EAIEHCE.
4. S 4TS AHOIEY0l Z2L 2 MEf gLt
HOlE9 o] =24 HZ Ho|X|7F A E T,
5. [Rewriter] 81 SFE&UCt.

6. [ZE URLCHA| 27| ALE ] &ol2t2 MENSH0 A 0| ESQI0|7F 2 & URL 2 CHA|
£ 7 AU "ot

7. [ME]2 =2 HE AMeE 7| ST,
8. EO|d FollM HO[EO|E CiAl A|ZFtL T,

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

RuleSet 2} URI | o & =& 057

& & &2 Access Manager 22| &£ 2| Portal Server T4 otz ofl 2= Rewriter
Mu| Aol ShE0{ R U Ct . XbM| S LY 82 Portal Server 2] &4 HAIE FESIMAIL

75 Zgtg ehe [ 5 &gl URIOHE | =5 Al85tol TH ol A& M
npARALULCH V| 2Me 2 Ctg £ =0 [ & &l URIOHE | 2ol =7t
Zluch

=

e *://* Sun.COM/portal/*|default gateway ruleset

017|AM sun.com 2 ZH | MX| =M 210[ 11 /portal = EH MX| ZAE A
ct.

| Iﬂ
-

e *|generic ruleset
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130

Z  EM 2l sun.com S 7HR = C|A E2|2| 2 & H 0| X|of
default gateway ruleset O M && U C}t. 7|El 2& H O|X|of= & ut & & 5Ho]
M ZE LICt. default gateway ruleset X generic ruleset 2 AMY & A
greluict.

p=anl FE EEYH O AJEO LELE 2 & AE Eo] tish AHES 72
-?—| xlofl ZtH 810| default gateway ruleset 2| ++& & &H0| ALSE L

o€ =0, 2% XY H/A 3 EO0| URL yahoo.com M AEHIEE A3
HolE & FMHEAJCE T JFH SAICH. Portal Server & sesta.com Of
ANELLCH. sesta.comdl T st #& &0l 222 ZE Eof| M3 &L
ct.

a1 A mete xEsie Eoele [Eoel U B4 cHolo] A
S =0f 210{0f Bt

T2 Lo M SHLEFIE ALS

A Zetol M MBS ARSI M7 URIE= £25 URI S of & 4 et
=01, Ct=S 2} 20| java_index page ruleset 2 index.html H| O X[0f
USH L.

www.sun.com/java/index.html/java_index page ruleset

L= Ch22f 20| java ClA E2|0f| = 2E B 0| X|-E java_directory ruleset Ol
M52 9l AL}
1S T A=

www.sun.com/java/* /java directory ruleset

» URI & & & gholl o Zsta™

1. Access Manager 22| Z &0l 22| At2 218t ot .
2. [MHE[A Fd B2 MBS CE.
3. SRA T4 ofzHol M Aol EQ|o| Holl £ 2t EE FELICH.

Aol E9fo| HO|X|Z} EAIEHCE.

4. =AMS MESHAO|EY0| T2 S MEIBHC}.
HOlE9 o] =24 HZ Ho|X|7} A E T,

5. [Rewriter] 12 +&4Ct.
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H ol EQo| Mu|AO|A Rewriter T-4A1

olo|Lt EAE 08 12| 34 FEHS [ 74 ol URIOHE | Z

domain name|ruleset name

o :

eng.sesta.com|default

T2 EMEMME 58 22 07|

Rewriter Oﬂi ZAHE & (HTML, JAVASCRIPT, CSS 2 XML) off tch2} ¢ & o] X|
o FE BEAMO AFEBE = 47K FE EMV7tJUAEHLCH. 7| 2H o2 & MIME 7
&0l 0|E1°F—_rLE' EATb AZAE O USFLICH HOIEH O] AH|AL| [ FE EA7|
€ MIME 7gof ol | 2= M M{Z2 MIME 82 0|31°F—_r1—.-_— =AM7|2f o ot
Al = JAEYCEH. 22 ™ Rewriter 2| 7| 50| Ct2 MIME T8 7HX| SH&E L T,
oz g2 e mjol= Mo|2&0|L Folz LR ch( EsE ). ol -
HTML=text/html; text/htm; text/x-component ;text/wml; text/vnl/wap.wnml

0|2 o|2{st MIME 2 7}= 2 & ZHE EJ| HTML Rewriter 2 2L X| 2 URL £
CHA| X EF HTML &l o| M-S E k= 2ol gyt

H MIME o ZHollM 22 st & 2M7|E HHstH 2t S8 =<
T AEHCH A E &0, §F A Eltl o] HE Eof JavaScript 7+ 81
CH= 240] 24510 MIME 0§ E 2 20f A JAVASCRIPT 222 & 7

3 % gt

MIME {3 & %| Y 5t2{H

1. Access Manager 22| Z &0l 22|At2 2al8tH ot .

2. [MHE[A Fd B2 MBS T,

3. SRA T4 ofzHoll M Ho|EQ|o| Holl £ 2t EE FEUCH.
7ol ESlol HO|X|7t EAIEHCEL.

4. SHSHYLAOIEY Ol Z2H S ME BT},

N
Zlo|ESlol ==& HE Ho|X| 7t AIEHCE.
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Aol EQo| Mu|AoAM Rewriter T4

5. [Rewriter] & +E&4Ct.

6. [T 2AM7|EMIME ®ao fE |Z=2 A3 E5H0{ HE MXtol| 226t
MIME 78 & F7IgtHct. o &2 F2 mjoll= Mo|220|Lf F0IE A}
gt
St= 2 HTML=text/html;text/htm &4 S 2 X| M i}

7. [$71]2 =8 2=0| YR a2 Fobect.
8. [MZ]2 =2 WA AlE2 7|28t
9. E{0|\d ol M H 0| 90| S ChAl AlRFEH

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

CHAl 2X| §H2 URI S5 2H57|

» CHAl AX| 242 URI & XI1H 5t H
Access Manager 22| Z &0l 22|At2 2218t ot .

2. [MblA 7482 MBI,

1 -

0II
0 ﬂ||0

-

3. SRA 74 of2floll M Ao ESo| Foll = stetEE FFUHCE.
70| ESlol HO|X|7t EAIEHCEL.

4. HHSHdELolEYol z2H

mjo

MEA BT,
HolEf|ol =2 HE| Ho|X|7} EAIE
[Rewriter] & otzhe| [ 7|2 | R &2 F&UICt.
[CIAl AX| 242 URI| 2 E2 AT E510 WZ AFXtol| URI

=
= =
&0l F 0 #* & F7t5HH href 20| 2 Tt Y72
S oAl & = USHICE.
7. [ME]2 =2 HE AMEE 7S,
8. E{0|E FollM HO[EO|E CIAl A|ZfEIL T,

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

712 =0 el X|™

7|2 el 2 % o el2 URL o _'.:_D1I°|J"—F T4 202l glo] SAE 0| F2 U
20 FSg4ct. ol & -?-Oﬂ Ao|EfIol= 2£E 0|F0| 7|2 TH el X 75 T
olofl Rt g5t TJof what Zd gk Cf
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H ol EQo| Mu|AO|A Rewriter T-4A1

0 € 50 ,URL & S2AE 0|&0| host1 0|2 7|2 E0 ¢l B} 2 =0 2l 0]

red.sesta.com @2 XM E A, SAE 0|52 hostl.red.sesta.com 2= =0l E

=

7|2 M els x| H5ta{™

1. Access Manager 22| 2 &0l 22| At= =3l gt ct.

2. [MHATFYIHMES FEUCEH.

3. SRA 74 ofzfiol A HO|EQo| Foll U= LEZR St EE FEUCH.
HOo|lEQIo| HOo[X| 7} A= LIEt,

4. M2 MY HOIES 0| RIS M Ct,

7. B0l FollM Aol ES0| = BtAl AlZfgiHC}.
gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

_T’_—;L N Jeg

=

MIME == ALE

Rewriter = H 0| X| 2| MIME F&ol| 2l 72 47| ME & Ct. WebLogic &
Oracle €2 27 & M= MIME 788 2 X &0 Ct. ol 2ME sl Z st

[ 72 £47]9L URT 2| o) B | 2= AMXjofl H0|E{ £ £7}5104 MIME £ 7|58
245t ot

MIME #5328 ALg5t2{H

1. Access Manager 22| 2 &0l 2t2|At2 2al8t Tt

2. [ME|xFd RS dB T

3. SRA T-¢ of2Holl M Aol EQ|o| Holl U= =2t EE FELCH.
7ol EQlol HO|X|[7} A EHEL.

4. ZHSHYLAOIEY Ol Z2H S ME BT},

AOlEQol =2 EH HE HO|X| 7} EAIEHCEH.

3% Proxylet % Rewriter 133



Aol EQo| Mu|AoAM Rewriter T4

[Rewriter] & otefie| [ 15 | F &S +&4Ct.
[MIME F5 At | gelzhs MEi5t0] MIME 52| A8 2 MYt

[ME] S =81 HE A2 7| St

© N o o

E{o|d Foll M H 0| E9 0| & CIAl A|ZfgtL T,

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

=

U0 Mol MIME &8 & EUX| &2 4 =0
FXLE AFSSH0] 2 24 & URI E of & &t

ZtURI = MO|222 2 28},

0f : HTML=*html; * htm;*Servlet

0| Zd2 html, htm == Servlet E& 2 77l 2 & H 0| X|of| &t HEI EE CIA| 47|
2|3l HTML Rewriter 7} AFS = Ch= 274 S 20| &L},

» URIHE S 72 2452
1. Access Manager 22| 2 &0l 2t2|At= =3l g cf.
2. [ME[AFdES MEEHCE.
3. SRA T-¢ of2foil A HO|ES|o| Holl /U= =t EE FELICE.
7ol ESlol HO|X|[ 7} EAIEHEL.
4. S HdYLAHOIEYO0l 2L 2 ME gL},

=o =2

Zlo|EQlol ==2H #E HOo|X| 7t AIEHCE.

mjo

5. [Rewriter] & ol2ie|l [ 22 | & &

6. [7= 47|12 MIME 7&oll ofd |2E=E2Z A3 E310 HY Aol HO|HE
FItetHct.

7. [ME]2 =8 HE A2 7| S
8. E{0|E FollM HO[EO|E CIAl A|ZfEIL T,

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

OtA 3 M35t

OtA 3 AHE5HH Rewriter ol A H| O] X] 2] @I E2tH URL 0| 2O|X| == URI &

CiAl & == AFH L.
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H ol EQo| Mu|AO|A Rewriter T-4A1

>» oA E &EMststa{H
1. Access Manager 22| Z&0f 2t2|At2 2 al8tH ot .
2. [MHE[A Fd B2 MBSO,
3. SRA T4 of2Holl M Aol EQ|o| Holl U= =t EE FELUCH.
Aol E9fo] HO|X|Z} EAIEHCE.

4. AA—I; MK ol-jﬂolEO_Hol o Z o

= o = =

ﬂJ|0
>
Ju}
ok
r
o

HolEQ|ol =2 L HZ 0| X|7} ZA|
[Rewriter] & ofzhel [ 22

]
[Ol23 AL | EoIRtE ME5l0f DlA T2 B BHEIL Ct.

[ME] 2 =8 HE A2 7| St

© N o o

Efold Foll A A0| EO|E CHA| A|ZfRbL Tt
gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start
OlA 3 M E 22X XA

ME ZAHE 2 URI S| DA Fof| AFSELICEH ME FAME 2 Ot
Me== ol EAtd et

LU
o
k1
L
i}
2
lo
:O'L

Ha Ol M= ZAtE S HASIHLE 0| E9 0| & CIA| A|ZFE
23 F URI 2| M Zu|7} Hf 2 25 3HX| &2 & AFLCh.

» OtA3 ME ZXHE S X5 H
1. Access Manager 22| 2 &0l 22| Atz 2al8t Tt
2. [MHE[A FHES MBS CE.
3. SRA T4 ofzHoll M Aol EQ|o| Holl U= =t EE FELUCH.

7ol EQlol HO|X[ 7} A EHEL.

4. S HdELAHOIEY 0l 2L S MEf gLt
AolEQol Z=2EH HE HO|X| 7} EAIE HCt

=
5. [Rewriter] & ofzl 2| [ I1g 1822 584t
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136

8. E{o|g FollM HO|EO|E ThAl AlZfEtH EF.

gqateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

DIAFSHA| 22 URI =5 2HE7|
A% 28 T2 ()2 S) 2 lefl URIZIE 25| o 20f of23 8 4 9
Luch. olefs S8 Z2OY S XM sk URI S 22 AXjoll $7Hgct.

ol £ £0{ L5 2 =5 &4Atol| FItstH

* /Applet/Param*

ot

Z18l E URI http://abc. com/Applet /Paraml.html O] & & &te| F=lof| A o & = =

49 URLO| ot2 A= X| g5 ct.

OtA T SHX| 2 URI S52 X Yot

1. Access Manager 22| 2 &0l 22| Atz 2al8t Tt

2. [ME|A FH>HS M- e,

3. SRA T-¢ of2foil A HO|Ef|o| Holl /U= =t EE FFLICH.
7ol ESlol HO|X|7t EAIEHCEL.

4. M2 MFolEY0l ZRES MYt

=2 =2 o = -1 -
HolEQ ol Z2 < HZ HO|X| 7} HA|EHC}
[Rewriter] &2l [ 15 | &2 84t
[OIATSHX] S URI| EHEZ AFESH0| WA AXlol| URI & F7HgH .

[ME] S =81 HE AreS 7| St

0

©® N o a

Efol2 oA A0| E 0| & ChA| Al ZfEFL Ct .

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

HOlERo| Z2EZ2 ¥} Z URI Z2ZEZ 3} A EA|sH
HO|IEQO|7FHTTP 2F HTTPS 2 = 2 5Fof Al Al 5| = A Rewriter 71 2 2HE =
EEZ S AE5106{ HIML ZHHI Eo| &= Ao HMASHA & = ASHCE.

0 & £0{ ®& URL O| http://intranet.com/Public.html O[2}H HTTP A 0| E <

O|7} F7HelYct. 2l 2 URL O| https://intranet.com/Public.html O|2tH HTTPS
HOlESo|Z7t FIHE L.

=L Ol Javascript 2 A £ S URI 7} of=l &% URI ofl 2t M & L]

=
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1.

i 23 AH8e] 22X sl Z

» JO|E9o| ZEEZS A2 URI Z2ZEZ T} & stz{™
j—-)_/\
— =

2.
3.

ClHZ 2 AFBS

Access Manager 2| Z&0f 22|At2 2l ot

[MolA 74 |8 e Metgtic,

SRA T4 ofz2Holl M AHo| EQ|o| Holl U= 2t EE FELCH.

Aol E9fo] HO|X|Z} EAIEHCE.

SHS Y AolESol Z2H 2 ME BTt
ZAlo|ESlol ==& HE Ho|X| 7t HAlE Tt

=
[Rewriter] & ot2fe| [ 215 | FES +54Ct.

[7IOIEQol ZREEZSS d 2 URIZ2EZS I 2 EA| ] &elgts MEd gt

Ct.
[ME] 2 =8 HE A2 7| St
Efold Foll A A0| EO|E CHA| A|ZfRbL Tt

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

27| 5 2

Rewriter &M £ sl Zotei® C|HZA 225 A8l of gt Ct.

A0 — Rewriter 2| 7| 50| &1 Zt8t ¥ &k2 0| X[ X| &= D L Cl. Rewriter =
Ol 8l RFE STE = UX|THk7te| QAtFO| MU = JAEHCH. H
HAIX| 2= HE MBS st ALt o &2 E0f 2 HAIX|Z2'o|o|X| A

B E CtA| 2X] 245 ' 0] 7| 2 5 AF LT, O] HA|X|= Rewriter Ol A 0| D[ %]
S CHA| 27| 5HX| e 22 A 7L lg U,

s——

M| M X] — Rewriter Ol Al Ml & st= 7t =2

ro
>
MHA
10
0
HI
il

A
_lj_

Rewriter C|8{d =& A A

» Rewriter C|HHY =& & MH5le{H
=

1.

HOIE9ol HFEO FEZ
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ClHE 23 ALge| 22X sl 2

138

gateway-install-root / SUNWam/ conf ig/AMConf ig-instance-name . properties

2. O &S dYect.
com.iplanet.services.debug.level=
ClHd &2 ot 25Ut

SFE-MzstFCIHZ o 7| S EUCH. o|H 2F 7 HMsHH B2 E
Rewriter 7+ SX| gl L C}.

A0 -AD HAIX 77| SE U
oMK - 22 I 2 AR 7} 7| 2 Euct,
off - ClB{ 2 M AIX| 7} 7| 2=/ X| gt

3. AMConfig-instance-name.properties It 2| Ct S5 M Eof C|{ 1 el el Cf
dEL|E XYt

com. iplanet.services.debug.directory=/var/opt/SUNWam/debug
0{7| Al /var/opt/SUNWam/debug = 7| & ClH 4 C|3 E2| LT},
4. E{o|d FollA H 0| EQ|0|E CiA| Al ZFEtH T,

gqateway-install-root/ SUNWps /bin/gateway -n gateway-profile-name start

kel =
CleHd ot o] 5
Ol =F0| MA|IX| 2 MY =™ Cle{Zdo| 2dcte| ulel S MM T CE. & 324
Rewriter Tt 2} 0 7|of] = &=l Y EE LIERf A S T,

E 3-2 Rewriter C| {2 Tt

e ol& =

RuleSetinfo  CiA] 247]of ALSE 2E #& Egtol of mhedoll 7| SE U Ch.

Original 10| X| URI, resolveURI( T O X| URI 2+ Ct& &< ), 18 E MIME, I o] x|oi| & &&
Pages nE e, 72 247 MIMIE % ¥ 2 AHETL 0] ST,
TE A 2 £ 27 /Z2/HAIX Z o] ool S0 AFHEE.
HAIX ZE0lME MH A EI I SEUCH 220 X 2F ZEolME oA 2 &
Soh et of ook I ZE Lt

Rewritten H| 0| X| URI, resolveURI( B 0| X| URI &+ ct2 A< ), Z1EI E MIME, & o| X|of| & &%
Pages & HE, 72 247 MIMIE & AL E AEIET S0 ASH L.
o

= =
Ol mel2 Ll REJHAIX 2 HHE=AS o ATt

Unaffected 4= X| gb2 H|0|X| 52 Z&gct.
Pages
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i 23 AH8e] 22X sl Z

¥ 3-2 Rewriter C|B{ 4 I}l
el ol & HE
URlinfo  274%(0f #3kel URL 0l S0f I&UICH. ZHIE 7} 212 ool ot S5 FAlS
Pages = @ molxle] A% Algfol of mhelo| 7S & et
MEAoz /=== & Holx| URI, MIME 2 2122 olef , i =tdof AL2E

rulesetlD 12|11 72 —E—&JI MIME.

| -‘_l|'°I 0| 2|0l = Rewriter = ¢ LtIof| M ZESIX| b2 Ot 1 M AIX| 2| ot =
fuch. ol ot 0| 2 F RECLZ ‘_rLél'E' l—| ct. 7“' Huf FE2 prewrlt 5
psSRARewrlter ol F H._‘| W F22 portal B+ gateway-profile-name & A& Tt
FAtILICE.

0>| rroz 40
0x lo

]IOI'

= 0]

a}

kR

ClHd ot 2 =Y == Aol EQolofl EAIEHCH. o] I
AMConfig-instance-name .properties Lol TA| = C|&l E2[of LS CF.

Rewriter 78 R4 & ChF ot H eS8 4450 S XAt
prefix_RuleSetInfo.extension

prefix_OrginalPages.extension

prefix_RewrittenPages.extension

prefix_UnaffectedPages.extension

prefix_URIInfo.extension

07| M

prefzx + URLScraper AH& 212| Z? psRewriter O| ALt 70| EQ|0] AFE 22|
24 ? psSRAPRewriter &L C}.

extension 2 URLScaper A& 2| &% portal, 10| E 0] AtS 2 &%
gateway-profile-name &L C} .

ol & S0, Zlo| EQ 0|0l M Rewriter 7 H| O| X| & ¥4 &t5t=0| At =12 7| = AHO|E
flol ii‘é'ol AEEl= 42 Cld ol ctZ ot g thEu ot

psSRAPRewriter RuleSetInfo.default
psSRAPRewriter OriginalPages.default
psSRAPRewriter RewrittenPages.default
psSRAPRewriter UnaffectedPages.default
psSRAPRewriter URIInfo.default

psSRAPRewriter.default
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2 of A
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Ol 2 cts HE22 o|F0{X JUFUHICE.

o LCiA| Zrd5fof oh= HEIEE 712l Ehx HTML H| O| X|
o ZiH
o ol S XM E HTML H| O] K|

o|2{et ol M| B O| X| = portal-server-URL /rewriter CIZ E2[0f| Y S CH. &S &
&5t7| &of Ho|X| & {2 ct2 Ho|EQIo| £ Sl MM E A1 upds HESH
of r#2l2o| 220l ol ZotgLICh. 7#20] 0|0 default gateway ruleset 2| 2
L ASHCE. o™ oM 0| A= default gateway ruleset Ol #& S ETHA| 7
b dgu . ol 2 2 x[oll A ofofl CHalf == Ct.

o

o 1o
o)

;

r FA EAE FE2 oA Y E WUt

—

I

il

CtZ oM E o| 8 = UASH .
e HTML
o  HTML &4 of x|
o HTML & of A
o HTML O ZZ of A|
e JavaScript
o W
« JavaScript URL 5= of K|
» JavaScript Z1El E o X|
« JavaScript DHTML g45= of &|
o JavaScript DJS H== 0f| X|
JavaScript SYSTEM == 0f |

i

fl\_
« JavaScript URL &= of X|
« JavaScript EXPRESSION &= of &|
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» JavaScript DHTML &= of| X|
» JavaScript DJS &= Of A|
e XML
o XML &4 of |

HTML Z1 &l E of| X

HTML =& of |

HTML £4 of|H[ & At83t2{H

1. Ol oAl = 20l M WA AT 5= A ST,
portal-server-URL/rewriter/HTML/ attrib/attribute. html

2. 7O|ESO] MH[ANAM [ EH QI & 25 EHQle] ZEA ] FF0
abc.sesta.com B} hostl.siroe.com O] & 2| =0 LO{of &},

Hol=of AKX o™ AH HdZ0| 7Y =10 0| ES 0] URL of 2ol SiEX| &
g4 k.

ol M EoAM X|H5t &2 olo] Hel=0f 7| M Z0i| default gateway ruleset Ol
Tt €Tt etsdct.

MEE & el HTML

<html>

Rewriting starts

<head>

<title>TEST PAGE () </title>

</head>

ID-htmlattr.1

<br><br>

1.a href <a href="http://abc.sesta.com/images/logo.gif">http://..</a>
<br><br>

2. href <a href="https://hostl.siroe.com">https://..</a>

<br><br>

3. href <a href="../images/logo.gif">../images/</a>
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<br><br>
4. href <a href="images/logo.gif">images/..</a> <br><br>
5. href <a href="../../images/logo.gif">../../images/</a> <br><br>

Rewriting ends

</html>

75

<Attribute name="href" />
M ES =of HTML
<html>

Rewriting starts

<head>

<title>TEST PAGE () </title>
</head>

ID-htmlattr.1

<br><br>

1. a href <a
href="gateway-URL/http://abc.sesta.com/images/logo.gif">http://.
.</a> <br>

// <Attrib name="href"/> 7+ & 0| default gateway ruleset Of O|0] 2| =[RU7| I}
=0f 0| URL 2 CtA| 2 ElLCt . URL O] o|o| Eof 20|22 A 0| Eg| 0| URL 2t
HFEO 2 ALZELCH AOIEQ O] MU|AMM [ EHCl 2 £ Ml ZEA =
£0i abc.sesta.com O M| =0 LO{oF T Cl. 2FH | SHK| O"o'j:i A AZo| 7t
M= 7| mf 2ofl AO|ES O] URL O] HFO{ Z AFS =X &L,

2. href <a
href="gateway-URL/https://hostl.siroe.com">https://..</a>
// EtAl BHH A0 EQf 0] Mu|AoM [ =M el ¥ £ EHelel Z]A[]=
host1.siroe.com O] & 2| =[0f RLO{0f T C} . JEU“ o|-7(| 2oM AF AZo
=|7| 2ol o] =¥ 0] URL 0| HFO 2 AtEE[X| F&5HCE.

ol
| 7+

<br><br>

3. href <a
href="gateway-URL/portal-server-URL/rewriter/HTML/images/logo.gi
fr>../images/</a>
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// A A2 X HE[Q7] mf 20f 2 estshe C|2l 22| 2F &4 o] E9|o] URL
1} Portal Server URL O| H F0{ 2 M%E' Hoh HSE ME F=0|A grvn C 2 E2]

otzHoll images 2t= Cl|H EE2| 7} XM =[X| 2 A7| i 2ol o] A AT}t &S5HX| 254
ct.
<br><br>

4 href <a
href="gateway-URL/portal-server-URL/rewriter/HTML/attrib/images/
logo.gif">images/..</a> <br><br>

J/ AU AE2IFX M A7 o 2of 25t she C|2 22| 2F 4 AH o] E9o] URL
3} Portal Server URL O] 501 2 ALZE LI},

5. href <a
href="gateway-URL/portal-server-URL/rewriter/images/logo.gif">..
/../images/</a> <br><br>

// A A2 X HE[Q7] mf 20f 2 estshe C|2l 22| 2F &4 o] E9|o] URL
1} Portal Server URL O| 5 Z AIZE UCI. M SE ME =0l Al Rewriter C| 2
E2| otelofl images 2t= CIE E2| 7} XM = X| &2t7| Wi =0 o] E 37} &tSotA| &
St

= .

Rewriting ends

</html>

HTML &% JavaScript == 0f/4)

HTML JavaScript E2 0| M| & Al235l2H

1. O] A= CtSollA M AT = JqSFLICEH.
portal-server-URL/rewriter/ HTML/jstokens/]JStokens.html

2. o] oMol X[ Y& %S "TavaScript A MAHY S et A E " FE2
default gateway ruleset Of F7IsHMAIL

3. Access Manager 22| 2 £0il 1= Portal Server 74 2| Rewriter A{H|20f| A{
default gateway ruleset = & 2 Ct.

4. EOl2 FollM HOo|ESO0|S BtAl AlZfEFHEL.
gateway-install-root/ SUNWps /bin/gateway -n gateway-profile-name start
A EE e/ HTML
<html>
<head>

Rewriting starts
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<script language="javascript'"s
function Check (test,ind) {
if (ind == 'blur')

{alert ("testing onBlur")}
if (ind == 'focus')

{alert ("testing onFocus") }
}

</SCRIPT>

</head>

<body>

<form>

<input TYPE=TEXT SIZE=20 value=blur
onAbort="Check ('/indexblur.html', 'blur') ;return;">

<input TYPE=TEXT SIZE=20 value=blur
onBlur="Check ('/indexblur.html', 'blur') ;return;">

<input TYPE=TEXT SIZE=20 value=focus
onFocus="Check ('/focus.html', 'focus') ;return;">

<input TYPE=TEXT SIZE=20 value=focus
onChange="Check ('/focus.html', 'focus') ;return;">

<input TYPE=TEXT SIZE=20 value=focus
onClick="Check ('/focus.html', 'blur') ;return;">

<br><br>

</form>

</body>

Rewriting ends

</html>

7%

<Attribute name="onClick" type="DJS"/>

<Function type="URL" name="Check" paramPatterns="y"/>

=gl <Function name="URL" name="Check" paramPatterns="y"/> =

JavaScript &%= 7 0|04 JavaScript &= ol Mol XtM|5HA A& = o

AGHEL.

144  Portal Server Secure Remote Access 6 2005Q1 « Z2| A HA



= ol A

M EHS =of HTML
<html>

<head>

Rewriting starts

<script language="javascript"s
function Check (test,ind) {
if (ind == 'blur')

{alert ("testing onBlur")}
if (ind == 'focus')

{alert ("testing onFocus") }
}

</SCRIPT>

</head>

<body>

<form>

<input TYPE=TEXT SIZE=20 value=blur onAbort="Check ('gateway
URL/portal-server-URL/indexblur.html', 'blur') ;return;">

<input TYPE=TEXT SIZE=20 value=blur onBlur="Check ('gateway
URL/portal-server-URL/indexblur.html', 'blur') ;return;">

<input TYPE=TEXT SIZE=20 value=focus onFocus="Check ('gateway
URL/portal-server-URL/focus.html', 'focus') ;return; ">

<input TYPE=TEXT SIZE=20 value=focus onChange="Check ('gateway
URL/portal-server-URL/focus.html', 'focus') ;return; ">

<input TYPE=TEXT SIZE=20 value=focus onClick="Check ('gateway
URL/portal-server-URL/focus.html', 'blur') ;return; ">
// Ol 4E0AM= 2& BHEO| ChA| ZHME L CF . 2H 420l 0| E¥ 0| & Portal
Server URL O| 5= APEEEJL|EP onAbort, onBlur, onFocus, onChange %! onClick
ofl CH&h %/ 0| default gateway ruleset LtAoOl| Ho|=[RU7| I ZL] ':|' Rewriter
= JavaScript E22 M et CtE FIHHEIE & 5 AT = JavaScript &5 &2
Z Megtct. MEo| = HH| &2 Rewriter o CHA| 2HM S o7 HE 2 &
k.

</body>

<br>
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Rewriting ends

</html>

HTML & o A
Z o) % 8 AR5t
1. CHS IX[ollA of| ol M AT CE.
portal-server-URL /rewriter/HTML/forms/formrule.html

2. O|ESO] MH[AONAM [ =Ml & 25 ZHele] ZEAl ] FF0
abc.sesta.com O & 2|0 JA0{0OF BT},

Hol=of AUX| 2™ AH HZo| 7Y =10 0| ESY o] URL o] gtofl = X| g4

g4 k.

3. Ol ofHof X|H&E &S "HTML &4 MM 2 et & " FE2
default gateway ruleset Of FIISHMAIL

4. Access Manager 22| &0l U+ Portal Server T4 2| Rewriter A{H| A0 A
default gateway ruleset = & 2 Ct.

5. E{old FollM HO|ESO0|E BtAl AlEfEHCE.
gateway-install-root/ SUNWps /bin/gateway -n gateway-profile-name start
MES &Sl HTML 2 0/ A/
<!DOCTYPE html PUBLIC "-//W3C//DTD HIML 4.01 Transitional//EN">
<html>
<head>
</head>
<body>
RW_START
<p>

<form name="forml" method="Post"
action="http://abc.sesta.com/casestudy/html/form.html">

<input type="hidden" name="namel" value="0|1234]|/test.html">
<input type="hidden" name="name3" value="../../html/test.html">

<form name="form2" method="Post"
action="http://abc.sesta.com/testcases/html/form.html"><br>
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<input type="hidden" name="namel"
value="0|1234|../../html/test.html"></form>

RW_END </p>
</body>
</html>

74

<Form source="*" name="forml" field="namel" valuePatterns="0]1234]|"/>

M EE =2 HTML 4 0/ x|
<HTML>

<HEAD>
RW_START
</HEAD>
<BODY>
<P>

<FORM name=forml method=POST
action="gateway-URL/http://abc.sesta.com/casestudy/html/form.htm
1>

// <Bttribute name="action"/> O| default gateway ruleset OflA{ HTML 1% 2]
LFEZ o= A7| uf 2ol O]l URL 2 CtA| 2 E L Ch. URL 0] o|o| Eof A=20|=2
E HFOZ H0|EY 0| URL 2+ AtESHH ElL Tt HO| EQ O] ME[A0A [ =0 2l
S EES EHle TEAl]FH0l abe.sesta.com O] M| =0 {oF st O
A st o™ 2 F Aol 7 = 7| i 2ol 0| E9 0] URLO| HFO 2 ALE = X|
=1

<input type=hidden name=namel value="0|1234|gateway
URL/portal-server-URL/test.html">

// A7|M & O| &2 forml O| L ZHE O|&E 2 namel &LICH. O|H2 AEAM X[H =
Z0|& ¥ 2= ol 80t U X[ Ch. &0l valuePatterns 7t 0]1234| 2 LIRIRUL2
04 0{7| 22| value 2 Y X[}, t2FM valuePattern O] 20i LI2+= URL 2
CHAl 2 E LT, Portal Server URL 2t A 0| E€ 0| URL 0] 2tofl S 2 &4 Ct.
valuePatterns Off Cif St XfM| S L &2 "108 T O X[ 2| " H&lof| mi&d o & AL " 2 &
EHAIAIL .

<input type=hidden name=name3 value="../../html/test.html">

// name O| T+&/0l A X|H &l field Ol S0l tH S = X| 7| mj 20l o] URL 2 CHA| ZF
d= X gt

</FORM>
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<FORM name=form2 method=POST
action="gateway-URL/http://abc.sesta.com/casestudy/html/form.htm
1"><BR>

// <Attribute name="action"/> O| 7|2 & & &tollAl HTML &l 2 &= &9
= ¢7| uf-2ofl Ol URL 2 chA| &M EL . URL O] O|o| O 20|22 HFOHZE
HO|E90| URL 2t AFZstH E L},

<input type=hidden name=namel value="0|1234]../../html/test.html">

// & O|&0| &AM X|H st o|Ent L X|SHA| 27| I 20| O] URL 2 CHA| 2HA &
INII=

</FORM>

</BODY>

RW_END

</HTML>

HTML Of 23! of| A

=S oA X E ALSSHH
1. O E3 el A ufe S H &L C RewriteURLinApplet . class L 2 CHS 2| X[l
Ct.
portal-server-URL/rewriter/HTML/applet/appletcode
S 2Tt A= Ho[X|2| 7|= URL 2 ch52t 254t
portal-server-URL/rewriter/HTML/applet/rulel.html
2. o| oMol X|FE &S "HIML &4 MM 2 2gt &l " 7229
default gateway ruleset Of FIISHMAIL .

3. Access Manager 2| Z&0{ 2= Portal Server 74 2| Rewriter A{H| 201 A{
default gateway ruleset = H& B C}.

4. 7O|EQ|0|E CtA| AlEFEHL T,
gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start
A ES &/ HTML
<html>
Rewriting starts
<br>

<applet codebase=appletcode code=RewriteURLinApplet.class archive=/test>
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<param name=Testl value="/index.html">

<param name=Test2 value="../index.html">
<param name=Test3 value="../../index.html">
</applet>

Rewriting ends

</html>

f?;ﬂ

.Y

<Applet source="*/rulel.html" code="RewriteURLinApplet.class" param="Test*"
/>

A EHS =of HTML
<HTML>

Rewriting starts
<BR>

<APPLET
codebase=gateway-URL/portal-server-URL/rewriter/HTML/applet/appl
etcode=RewriteURLinApplet.class archive=/test>

// T <Attribute name="codebase"/> 7} O|0| default gateway ruleset L2 2]
2L F0[7| mf Zoi| o] URL 2 CtA| &M E LT}, appletcode Tl E2| 7} X[ 2] A 22t
27| | O] E9l| 0] 2} Portal Server URL O 50 2 AFZE L},

<param name=Testl
value="gateway-URL/portal-server-URL/index.html">

// HO[X[2] 7|2 URL O| rulel.html O| 12 Oj7H Bi== 0| 50| H&lof| X|H =l off 7} &4
== Test* Off L S =|7| mf 20l URL 2 CtA| ZFAEILC . index.html O] & E $£=F0
UEE XM 27| ol 2o H 0| ER 0| & Portal Server URL 0| 2 HFO Z AlE
Eldct

= .

<param name=Test2

value="gateway-URL/portal-server-URL/rewriter/HTML/index.html">

// HO|X[2] 7|= URL O| rulel.html O] 22 D47 H 5= O| FO| 1 Zloi| X|H & of7H
= Test Ol LH S = 7| 20l URL 2 CHA| Y E L CH. E 0l w2t Z =27} 2ol S
=54t

<param name=Test3
value="gateway-URL/portal-server-URL/rewriter/index.html">

3% Proxylet % Rewriter 149



=hed ol H|

// HO[X[2] 7| 2 URL O| rulel.html O| 11 0f7H Bi== O| 50| A &lof| X|™H =l of 7H &
= Test* O LH S =[7| If 20i| URL 2 CtA| 2FM El L CH, Z 0] mf2t A 27}f 2ol &
= A

a4t

</APPLET>

Rewriting ends

</HTML>

JavaScript Z1El E of A|

JavaScript URL == of &

JavaScript URL H== o ®| & Al235l{H

1. O| o|M| = CtSoll A AN A = AGLCE.
portal-server-URL/rewriter /JavaScript/variables /url/js_urls.html

2. ZIo|EQIol Mu|AOIM [ =02l & B& Thele] ZEA ] S =0
abc.sesta.com O] & 2| =0 RL0{of g C}.
Hol=0o] X e 2F HdZ0| 7 =1 A 0| EQ|o| URL 0] gfoll HEX] &
=

3. Of oildlofl X|HE &S "JavaScript &A MEM S 2[5t & " E 22
default gateway ruleset off F7IstMAI2 .

4. Access Manager 22| Z£0l| A= Portal Server 74 2| Rewriter A{H| A0f| A{
default gateway ruleset = H& B C}.

5. T1ES £7teH A2 A0 EY OIS CHAl AIZFBHCf
gqateway-install-root/ SUNWps /bin/gateway -n gateway-profile-name start

A= &2 HTML 50/ 7]

<html>

Rewriting starts

<head>

<title>JavaScript Variable test page</title>

</head>

<body>
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<script LANGUAGE="Javascript'"s>
<!l--

//URL Variables

var imgsrc="/tmp/tmp.jpg";

var imgsrc="./tmp/tmp.jpg";
var imgsrc="../tmp/tmp.jpg";
var imgsrc="../../tmp/tmp.jpg";
var imgsrc="http://abc.sesta.com/tmp/tmp.jpg";
var imgsrc="../../../tmp/tmp.jpg";
var imgsrc="tmp/tmp.jpg";

//-->

</SCRIPT>

<br>

Testing JavaScript variables!
<br>

<img src="images/logo.gif">
<br>

Image

</body>

<br>

Rewriting ends

</html>

74

<Variable name="imgsrc" type="URL"/>

A EL &9/ HTML & o/ A/

<html>

Rewriting starts

<head>

<title>JavaScript Variable test page</title>
</head>
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<body>

<script LANGUAGE="Javascript'"s>

<l--

//URL Variables

var imgsrc="gateway-URL/portal-server-URL/tmp/tmp.jpg";

var
imgsrc="gateway-URL/portal-server-URL/rewriter/JavaScript/variab
les/url/tmp/tmp.jpg";

var
imgsrc="gateway-URL/portal-server-URL/rewriter/JavaScript/variab
les/tmp/tmp.jpg";

var
imgsrc="gateway-URL/portal-server-URL/rewriter/JavaScript/tmp/tm
p.Jjpg";

var imgsrc="gateway-URL/http://abc.sesta.com/tmp/tmp.Jjpg";

var imgsrc="gateway-URL/portal-server-URL/rewriter/tmp/tmp.jpg";

var
imgsrc="gateway-URL/portal-server-URL/rewriter/JavaScript/variab
les/url/tmp/tmp.jpg";

// 212l 2& URL 2 &0 X|ME i 2 URL 780|084 0|£0| imgsrc ¢!
JavaScript H== 2 L CF . h2tA H[0] E9 0] X Portal Server URL 0| 2ol i & &1
C}. Portal Server URL Ol O|0{X| = A Z2= 20| uet =4},

//-->

</SCRIPT>

<br>

Testing JavaScript variables!
<br>

<img src="gateway
URL/portal-server-URL/rewriter/JavaScript/variables/url/images/logo.gif">

// <Attribute name="src"/> 71 & 0| default gateway ruleset Ol H2|=RU7| | &
off o] &2 CtA| &M EIL T,

<br>

Image

</body>
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<br>

Rewriting ends

</html>

JavaScript EXPRESSION == of |

JavaScript Expression == Of| Xl & Al-8 82 ™

1.

O| of| Ml = CHSOoll Al HM AT = S| CE.
portal-server-URL /rewriter /JavaScript/variables/expr/expr.html

ol of| Mol X|YE &S "JavaScript 224 MEM S 2[5t & " FE22
default gateway ruleset Ol F7ISHMAIL (oA gle= 4 9).

Access Manager &2| -E—%OH U= Portal Server T4 2| Rewriter A H|A0f A{
default gateway ruleset = & gL Ct.

&S FItet Z2 0| ERY 0| & BiA| A|ZFREH T,

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

A EL &S/ HTML & o/ A/

<html>

<head>

<title>JavaScript EXPRESSION Variables Test Page</title>

</head>

<body>

<script LANGUAGE="Javascript"s>

<l--

//Expression variables

var expvarl="images";

var expvar2="/logo.gif";

var expvar = expvarl + expvar2;

document .write ("<A HREF="+expvar+">EXPRESSION</A><P>")

var expvar="/images/logo"+".gif";

document .write ("<A HREF="+expvar+">EXPRESSION</A><P>")

3% Proxylet % Rewriter 153



=ted ol A

//-->

</SCRIPT>

Testing JavaScript EXPRESSION variables
</body>

</html>

75/

<Variable type="EXPRESSION" name="expvar"/>

M2 =9 HTML f 0/ X/

<html>

<head>

<title>JavaScript EXPRESSION Variables Test Page</titles
</head>

<body>

<SCRIPT>

// Rewriter © 2l &4 psSRAPRewriter convert expression= 0{7|0]
Fotgct .

</SCRIPT>

<script LANGUAGE="Javascript"s
<!--

//Expression variables

var expvarl="images";

var expvar2="/logo.gif";

var expvar =psSRAPRewriter convert expression( expvarl +
expvar2) ;

// Rewriter & 0| B Z2| 2 2% 2 JavaScript EXPRESSION #H ¢l Z42 2 214
L Ch . Rewriter = M Z0l|A O] ZF3A9| gfS AE S & S HCH. WEHA
psSRAPRewriter convert expression 2f7h E& 4| QFoll A2 & CH. O] A2
S2lo[AE Zol M "WIt=of o w2t ohA| 2 E L Ct .

document .write ("<A HREF="+expvar+">EXPRESSION</A><P>")
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// Ol F2ol|lM ctA| 2 =l expvar 240 O E iAo Zlo| _'.:_ FSH7| 25l AFSE
Hct. 227 & URL 0| 7] mfZofl (2= ol M =2l o] #I%x[ofl )AL MU Z
ZES k.

var expvar="gateway URL/portal-server-URL/images/logo"+".gif";
// Rewriter = expvar 2| LEZ 2 EAIL
tH ZolAM Z2He 5 A7| W Zoll =T chA

iAol 4o R QlAlBict 0|22 A
FA S| L}

To -

i
ar
X

document .write ("<A HREF="+expvar+">EXPRESSION</A><P>")

// Ol F2ol|M ctA| 2 =l expvar 240 O] Esd Ao Ztol| ZEHSHY| 2I5H A
Lot 227 7 &8 URL O] ot 7| mf 2ol (4 =2l of fIxlofl 22f= ol 8i5)
7t MO 2 2SSHX| 5.

//-->

</SCRIPT>

Testing JavaScript EXPRESSION variables

</body>

</html>

JavaScript DHTML 4= of K|

JavaScript DHTML # == o M| & Al25l2{ H

1. O| oM = CtZoll M A A S = UG T,
portal-server-URL /rewriter /JavaScript/variables/dhtml/dhtml.html

2. Ho|Eg|o] ME[20lA [_._D1|°| 2 75 Tele “EAI | =50
abc.sesta.com O] & 2[ =0 A0{0f °|"'|’-_-|' Hol=lof AX| o™ AF 40|
7Hd =11 Alo| EQI 0] URL O] &foll IEX| &L .

3. Ol ool X|H= &S "JavaScript &2 MZEH S 2|5 & " £ E2 9
default gateway ruleset O FI}StMA|2 (OF&] Sle 75’—?‘ ). Access Manager

22| 240 U= Portal Server T4 o] Rewriter A{H| A0i A
default gateway ruleset = HE et Ch.

r

4. TEE ZI4eHA S A 0| ES0IS ChA| AlRFRH| O}

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

&S Mol HTML ij 0/ X/
<html>

<head>
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<title>JavaScript DHTML Variable Test Page</titles

</head>

<body>

<script LANGUAGE="Javascript"s

<!--

//DHTML Var

var dhtmlVar="<a href=../../images/test.html>"

var dhtmlVar="<a href=/../images/test.html>"

var dhtmlVar="<a href=/images/test.html>"

var dhtmlVar="<a href=images/test.html>"

var dhtmlVar="<a href=http://abc.sesta.com/images/test.html>"
var dhtmlVar="<img src=http://abc.sesta.com/images/test.html>"
//-->

</SCRIPT>

<br><br>

Testing DHTML Variables

<br><br>

<img src="images/logo.gif">IMAGE

</body>

</html>

74

<Variable name="DHTML">dhtmlVar</Variable>

MEE =S/ HTML If o/ A/

<html>

<head>

<title>JavaScript DHTML Variable Test Page</title>
</head>

<body>

<script LANGUAGE="Javascript"s

<l--
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//DHTML Var

var dhtmlVar="<a
href=gateway-URL/portal-server-URL/rewriter/JavaScript/images/te
st.html>"

// JavaScript DHTML 1 &/ 0| dhtmlvar LE% S 5 HTML ZHH E=Z 2l A 5
Ct. h2FM default gateway ruleset IF S| HTML & 0| M &L Ct. S5
HTML Ol = href 40| S{USLICH. default gateway ruleset 2 <Attribute
name="href"/> 2| 1 &S ™|t Cl. EtA href H4 2| 10| CHA| ZEM E L CF.
SHA|CHURL 2 Hof Z27t ot . mh2bA &bt URL 2 H 0| X[2| 7| & URL 1t
Zectste| C/E e[ 2 thM E L Ch. 0o17|of CHA| HF0{ 2 A 0| E® 0] URL 0| At
=0 FEXZ ChA| 2 E 2t U

var dhtmlVar="<a
href=gateway-URL/portal-server-URL/../images/test.html>"

// HO[X[e] 7| 2 URL O| F7}=11 Ao E9|0] URL 0| gl & &0 X| x| 2t Z 1}~
¢l URL 2 SHIZ2 &3 stX| 2&Lch. =7| URL /.. /images/test .html O] £ &t
st7| Wi 24t

var dhtmlVar="<a
href=gateway-URL/portal-server-URL/images/test.html>"

// 17| M CtA| JavaScript DHTML 1132 2EZ S S HIML AH EZ 245t
1 O|EHIML &2 2 MERLCH. default gateway ruleset 2l HTML 1 &
<Attribute name="href"/> 7} M &=/0{ YH ZO0| C}S 1 20| CiA| 2L ElL T,
Portal Server URL 2t 7| 0| £ 0| URL 0| HF0{ 2 ALSE U Ct.

var dhtmlVar="<a href=gateway
URL/portal-server-URL/rewriter/JavaScript/variables/dhtml/images/test.html

>"
var dhtmlVar="<a href=gateway URL/http://abc.sesta.com/images/test.html>"

var dhtmlVar="<img
src=gateway-URL/http://abc.sesta.com/images/test.html>"

// JavaScript DHTML 11 &2 LE% 2| S HIML AH EE &telstl 275
HTML & 22 ME LT}, default gateway ruleset 2| <Attribute
name="src"/> & 0| M &L Ct. URL O| Bt Z=Z0[7| i 20l FFO{Z HO|ES
O| URL 2t At&3SHH E U Ct. 0| URL Of CHA| 2 =2 [ =i ol ! £ =0 2 2
ZEAN =50 abc.sesta.com O] M| =0 QLO{ofF B Ct.

//-->

</SCRIPT>
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<br><br>
Testing DHTML Variables
<br><br>

<img
src="gateway-URL/portal-server-URL/rewriter/JavaScript/variables
/dhtml/images/logo.gif">

// <Bttribute name="src"/> 71 & 0| default gateway ruleset Ol 2| =AU7| | &
of o] &2 CiA| 2 E LT},

<br><br>

Image

</body>

</html>

JavaScript DJS 1= 0| |

» JavaScript DJS ¥ O X & AlE5t2{H

1. Ol M= ChSoll M M A S = AU
portal-server-URL /rewriter /JavaScript/variables /djs/djs.html

2. HOIESo| MH[AOM[EMHQ & 25 THQIL ZEA ]| FE
abc.sesta.com O] 2| E O U0{0of B CEH. Mel= 0] UX| o AH o4ZHQ|
M =2 AO|E90] URL O] &of HEX| &L Cl.

3. Of oildlofl X|HE = 7h2| &S "JavaScript A MEM S 2|5 & " FE9
default gateway ruleset Ol FI7ISHMAI2 (O 8l= &2 ). Access Manager
#e| &0l 2= Portal Server 74 2| Rewriter A{H| 201 A
default gateway ruleset = H& B LC}.

4. HO|EQ|0|E CtA| AlEfEiL T,
gqateway-install-root/ SUNWps /bin/gateway -n gateway-profile-name start

A ZS &) HTML i o/ A/

<html>

<head>

<title>Dynamic JavaScript Variable Test Page</title>

</head>

<body>
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<script LANGUAGE="Javascript'"s>

<!l--

var dJSVar="var dJSimgsrc='/tmp/tmp/jpg';"

var dJSVar="var dJSimgsrc='../../../tmp/tmp/jpg';"
var dJSVar="var dJSimgsrc='http://abc.sesta.com/tmp/tmp/jpg’ ;"
//-->

</SCRIPT>

<br>

Testing Dynamic JavaScript Variables

<br>

<img src="images/logo.gif"s>

<br>

Image

</body>

</html>

74

<Variable name="dJSVar" type="DJS"/>

<Variable name="dJSimgsrci type=URL"/>

M EE 29/ HTML I 0/ X/

<html>

<head>

<title>Dynamic JavaScript Variable Test Page</title>
</head>

<body>

<script LANGUAGE="Javascript'"s>

<l--

var dJdSVar="var

dJSsimgsrc="'gateway-URL/portal-server-URL/tmp/tmp/jpg';"

var dJdSVar="var

= ol A

dJSimgsrc='gateway-URL/portal-server-URL/rewriter/tmp/tmp/jpg';:"
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var dJdSVar="var
dJSimgsrc='gateway-URL/http://abc.sesta.com/tmp/tmp/jpg' ;"

/] el BEFER 71|0| E-‘?Jlol 2! Portal Server URL Z CtA| M ElL|CH, 2 25t
%3§7|'751°"0F71| ol 20/ HCH X HMW &2 disvar 2| LEZ S S5
JavaScript H42 lL|-°‘°“—| Ct. 2 ch3oll aIsimgsre 8] 22 %S URL 78 2|
JavaScript 2 2t0lsts £ HW 22 MEE U, 2o wat ChA| 24 F
=

-

//-->

</SCRIPT>

<br>

Testing Dynamic JavaScript Variables
<br>

<img
src="gateway-URL/portal-server-URL/rewriter/JavaScript/variables
/djs/images/logo.gif">

// <Attribute name="src"/> 71 % 0| default gateway ruleset O &S| =*U7| | &
off of &2 CiA| ZHME L T},

<br>

Image

</body>

</html>

JavaScript SYSTEM 4 == of |

» JavaScript System H= X & AE 82 H

1. O| |l = ChSoll A HMAE = ASHCE.
portal-server-URL /rewriter /JavaScript/variables/system /system.html

2. O| oMol X|HE &S "JavaScript A AN S 2|5 & " EE9
default gateway ruleset Of F7ISIMAIL (oA gle 4 9).

3. Access Manager 22| &0l U+ Portal Server T4 2| Rewriter A{H| A0 A
default gateway ruleset = & 2 Ct.

4. 7O|EQ|0|E CtA| AlEFEHL T,

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start
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M EA X 2f HTML I 0/ X
<html>

<head>

<title>JavaScript SYSTEM Variables Test Page</title>

</head>

<body>

<script LANGUAGE="Javascript"s

<l--

//SYSTEM Var

alert (window.location.pathname) ;

//document .write ("<A HREF="+window.location.pathname+">SYSTEM</A><P>")
//-->

</SCRIPT>

Testing JavaScript SYSTEM Variables

<br>

This page displays the path where the current page is located when loaded.
</body>

</html>

74

<Variable name="window.location.pathname" type="SYSTEM"/>
&L &9/ HTML

<html>

<head>

<title>JavaScript SYSTEM Variables Test Page</title>
</head>

<body>

<SCRIPT>

convertsystem function definition...

</SCRIPT>

<script LANGUAGE="Javascript"s>
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<!l--
//SYSTEM Var

alert (psSRAPRewriter convert system(window.location,
window.location.pathname, "window.location")) ;

o

// Rewriter £ window.location.pathname = JavaScript SYSTEM =2 ujetgt

Ch. ol H=rof gL2 M FollM 2H e == glEH T, et Rewriter = B 2ol

psSRAPRewriter convert pathname &5 GIZ2& U Ct. O] Bi 2= S2I0[AE

ZollM 0| b2 Z2E 5t ol what ohA| 2hd st .

0 I

//==->

</SCRIPT>

Testing JavaScript SYSTEM Variables

<br>

This page displays the path where the current page is located when loaded.
</body>

</html>

JavaScript URL &= of A|

JavaScript URL &= o ®| & AlE3l{H
1. O| o|M = CtSollAM AN A = AGLCE.
portal-server-URL/rewriter /JavaScript/functions /url /url.html
2. Ol ofl Mol X|H&E &S "JavaScript &4 MEME S 2 & " FE2
default gateway ruleset Ol F7I5HMAI 2 (Ot 81= &% ). Access Manager

22| 240l U= Portal Server T+A 2| Rewriter M H| A0f| A
o _\—L;i

default gateway ruleset = AR g Ct .
3. ZIOIE0|E TtA| AlZfgt L.
gqateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start
M2 79 HTML & 0/ %/
<html>
<body>
JavaScript URL Function Test Page

<br>
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<script language="JavaScript"s>
<l--
function test (one, two, three)

{

alert (one + "##" + two + "##" +three);

}

test ("/test.html","../test.html","123");

window.open ("/index.html", "gen",width=500,height=500) ;
//-->

</SCRIPT>

</body>

</html>

7

<Function type="URL" name="test" paramPatterns="y,y"/>
<Function type="URL" name="window.open" paramPatterns="y"/>
M EE 29/ HTML I 0/ X/

<html>

<body>

JavaScript URL Function Test Page

<br>

<script language="JavaScript"s

<!--

function test (one, two, three)

{

alert (one + "##" + two + "##" +three);

}

test ("/test.html","../test.html","123");

window.open ("gateway-URL/portal -server-URL/index.html", "gen",width=500, hei
ght=500) ;

//-=->
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» JavaScript Expressions &
oy

</SCRIPT>
</body>
</html>

JavaScript EXPRESSION &= of |

™ & ALS 5t H

of
Mgk lgHct.

1. O] A= CtSollA
portal-server-URL /rewriter /JavaScript/functions/expr/expr.html

2. O] ofldof| X|HE H& S "JavaScript A MEM S 2|5 A& " R R
default gateway ruleset Off F7I5HMAIL (o2 le=d <

3. Access Manager #2| -E—%OH U= Portal Server T4 2| Rewriter A H|A0f A

default gateway ruleset = & gL Ct.

2

4. 7IO|EQ|0|E CtA| AlEFRiL T,
gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

A A& F.9 HTML 50/

<html>

<body>

JavaScript EXPRESSION Function Test Page

<br><br><br>

<script language="JavaScript"s

<!--

function jstest2()

{

return ".html";

}

function jstestl (one)

{

return one;

}

164  Portal Server Secure Remote Access 6 2005Q1 « Z2| A A



var dir="/images/test"

var testl=jstestl(dir+"/test"+jstest2());
document .write ("<a HREF="+testl+">Test</a>");
alert (testl);

//-->

</SCRIPT>

</body>

</html>

74

<Function type="EXPRESSION" name="jstestl" paramPatterns="y"/>
M ZHS =9/ HTML i 0] A/

<html>

<body>

JavaScript EXPRESSION Function Test Page
<br><br><brs>

<scripts>

<l--

= ol A

// psSRAPRewriter convert expressiono Xgfoto] CHASH &7t 0{7|0f LbZLCt.

//-->

</SCRIPT>

<script language="JavaScript"s
<l--

function jstest2()

{

return ".html";

}

function jstestl (one)

{

return one;
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var dir="/images/test"

var
testl=jstestl (psSRAPRewriter convert expression(dir+"/test"+jste
st2()));

// 20| EXPRESSION & 2l jstestl et=o| A Hm o 7 =5 CtA| M oF STt
0 A-™etuch. o] ALl 42 /test/images/test . html YL CH. O] 2ol A0l E
20| 2 Portal Server URL 0| i & &LIC}.

document .write ("<a HREF="+testl+">Test</a>");
alert (testl) ;

/]-->

</SCRIPT>

</body>

</html>

JavaScript DHTML &= of A|
» JavaScript DHTML &= ol K| & A}85}2{ o
1. O| |l = ChSoll A HMAE = ASHCE.
portal-server-URL/rewriter /JavaScript/functions/dhtml/dhtml.html

2. Of oflAofl X|H & #& S "JavaScript &4 MEM S 25 A2 " EE22
default gateway ruleset Off F7ISHMAIL (Ot = E 2

3. Access Manager 22| 2 &0l A+ Portal Server T4 2| Rewriter A{H|A0f A
default gateway ruleset = H& B C}.

4. 7O|E9O|E CHA| A2t CL.
gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

M EA & of HTML I 0/ X/
<html>

<head>
Testing JavaScript DHTML Functions

<br>
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<br>

<scripts>

<l--

document .write ('<a href="/index.html">write</a><BR>"')
document .writeln('<a href="index.html">writeln</a><BR>")
document .write ("http://abc.sesta.com/index.html<BR>")
document .writeln ("http://abc.sesta.com/index.html<BR>")
//-->

</SCRIPT>

</head>

<body BGCOLOR=whitex>

<br><br>

Testing document.write and document.writeln

</body>

</html>

74

<Function type="DHIML" name=" document.write" paramPatterns="y"/>
<Function type="DHTML" name=" document.writeln" paramPatterns="y"/>
M EE 29/ HTML I 0/ X/

<html>

<head>

Testing JavaScript DHTML Functions

<br>

<br>

<scripts>

<l--

document.write('<a
href="gateway-URL/portal-server-URL/index.html">write</a><BR>")
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// A MW 122 DHTML JavaScript 85 document .write 2| & HM ofj7f H4-S

CHA| ZHM 3l oF Stetl X 2L T . Rewriter = & #H M of 7 ¥i+5 St HTML Y

HEOZ UtgtL|Ct . default gateway ruleset 2| HTML 1% £#20l= &2 Ct
Al A OF FEtD] X|A|SH= <Attribute name="href" /> 10| JASLICE.

document.writeln('<a
href="gateway-URL/portal-server-URL/rewriter/JavaScript/function
s/dhtml/index.html">writeln</a><BR>"')

// & 8 22 DHTML JavaScript 25 document .writeln 2| & % of7H ==
£ CIA| 2 Sl of shob 0 X[ ™ S CF . Rewriter = A $H & o7l 845 ct== HTML
WHEOZ Ot Ct. default gateway ruleset 2| HTML 1% £&0= 722
CIA| M OF SHCF T X|A|Sh= <Attribute name="href" /> & 0| J}_ESLICI.
document .write ("http://abc.sesta.com/index.html<BR>")

document .writeln ("http://abc.sesta.com/index.html<BR>")

// DHTML 1 %!0| == document .write & document.writeln & 4|H s}X| 2t 2[2|
T=O0| CHA| 2t = X| b5 Ct. o] 22 A eaf o7 ¥ ==7} th= HTML 0| ot
7| 2Lt olHd=2 ol EXAE = E 5 U220 Rewriter = 0| & CHA| 24 St=
gt g AX| 2ot

//-->

</SCRIPT>

</head>

<body BGCOLOR=white>

<br><br>

Testing document.write and document.writeln

</body>

</html>

JavaScript DJS &= of A|

» JavaScript DJS &= X & A5t H

1. Ol oAl = ct20ll M WA AT 5= AFL T,

portal-server-URL /rewriter /JavaScript/functions/djs/ djs.html
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2. HO|EQ o] Mu|AOA [ EHQl L 24 THole] TEA| ] 220
abc.sesta.com O 2| =0 A0{0F c>|-I,| Cl .

Hol=of AKX o™ AY HdZo| 7Hg =10 Aol ESY o] URL of 2ol & X[ g
Ehal=s
=] .

3. Ol odofl X|™HE & & "JavaScript & MEM S 2|6 & " FE9
default gateway ruleset O] F7ISIM AL (ot2] 8l= &9 ). Access Manager
22| &0l = Portal Server 74 2| Rewriter A{H| A0f| A
default gateway ruleset = H& B C}.

4. 7O|ESQI0|E CtA| Al ZfRtHCCt.
gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

M ES &S/ HTML 4 o/ X/

<html>

Test for JavaScript DJS Functions

<br>

<scripts>

menu.addItem(new NavBarMenultem("All Available

Information", "JavaScript:top.location="http://abc.sesta.com'"));

//menu.addItem (new NavBarMenuItem("All Available
Information", "http://abc.sesta.com")) ;

</script>
</html>
7? X/
A
<Function type="DJS" name="NavBarMenultem" paramPatterns=",y"/>
<Variable type="URL" name="top.location"/>
M ZES FS/ HTML 4 o/ A/
<html>
Testing JavaScript DJS Functions
<br>
<scripts>

menu.addItem(new NavBarMenuItem("All Available
Information", "javaScript:top.location='gateway-URL/http://abc.se
sta.com'"));
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// abc.sesta.com 2 HO|EY 0| Mu|[A0M [ =H 2l & -'?'-‘/—H: ':D'” o] ZEAl]=
o = &=L}, w2l Rewriter = O] URL & CHA| 2HM5fof g, j_E-I

Lt ol gt2 Ao URL 0|7| [[H--Oﬂ X =0 2 Portal Server URL S A& 22
&UCh. DJS # &2 DJS &< NavBarMenuItem 2| 5 tH4| of7f B =5 CtA| & ‘|0H0|:

stotn X[ g et k. SHX| ek & #Hm o7 B4 S A| JavaScript Ha L CL. O] #H =
o gt2 CHA| 27| 2falf &= W &0 Bt ch, & S ﬂ’_"gjavaScript B
top.location 2| gt= CHA| A OF StCt XM g CF, 2 & =Z40| 5= ™ URL 0|

CHA| ZHM E L e
//menu.addItem (new NavBarMenuItem("All Available

Information", "http://abc.sesta.com")) ;

// DJS T &l 0f| A| &= NavBarMenuItem 2| 5 B Of7{ Bi=5 CIA| W OF SHEFLD K|
Mot UX|TEO| FEOUA = LOLIX] & LICH. Rewriter 7 & H MW of7f H=E
The HTML 2 QIAISHX| 47| f & L .

</script>

</html>

XML =& of H|

XML &4 of| & & ALS35ta{ ™
1. O| |l = ChSoll A HMAE = ASL T,
portal-server-URL/rewriter / XML/ attrib.html

2. O] ofixlof XIME &S XML 2=A MAME 2|st A& " 222
default gateway ruleset Ol F7ISHMAIL (oA gle 4 9).

riter A H| A0 M

2

3. Access Manager 22| E—% | A= Portal Server T4 2| Re
default gateway ruleset = H& B LC}.

4. HO|ES|0|E CtA| AlEFEIL .
gqateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

M 9] XML

<html>

RW_START

<body>

<xml>

<baseroot href="/root.html"/>
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</xml>

<xml >

<img href="image.html"/>

</xml>

<xml>

<string href="1234|substring.html"/>
</xml>

<xml>

<check href="1234|string.html"/>
</xml>

</body>

RW_END

</html>

74

<Attribute name="href" tag="check" valuePatterns:"1234|"/>
M ES £/ HTML

<html>

Rewriting starts

<br>

<br>

<body>

<xml><baseroot href="/root.html"/></xml>

<xml><img href="image.html"/></xml>

<xml><string href="1234|substring.html"/></xml>

<xml><check
href="1234 |gateway-URL/portal-server-URL/rewriter/XML/string.htm
1"/></xml>

// Ol HEZ2 &0l X|YE =0l th 3= 7| uf Zoll ctA| 2 E LT Attribute
name 2 href 0| 11, tag = check 0| , valuePatterns = 1234 & L C}. valuePatterns
o|= 2| EXtH0| CtA| 2 El L C} . valuePatterns Ol Cf SF AMM| & LI Z -2 108 B O|
Xle| " &0 T o & AL " 2 HESIAIL.
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</body>
Rewriting ends

</html>

NEEE!

o17|ofl = of Ml ol Y S2tolA Eof T et &~ HTML B O|X| 7t Zet=[0f AS LT,
Ol Al AFoIM= Tttt ZE d= &2 oA (25U, A A E2A o
o|x|eo| &S & FHst=SE 57| /et oA & HErddcCt.

7ty
o| Al Aol = ct2 S 7™ g ).
e M Z2I0[HEC| 7|2 URL O| abe.siroe.com O 2t Z7FH & C} .

e JO|E90] URL O| gateway.sesta.com O| 2t11 7} §HCf .

o Jo|Efo] Mu|Ao [ =0 el X F& 0 elo] ZFA|] =Fof 2t &=0] &
gHCt.
of| & [ o] X[ 1

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">

<!-- saved from
url=(0053)http://abc.siroe.com/mailclient/destin/?Cmd=navbar -->

<HTML XMLNS :WM><HEAD>
<META http-equiv=Content-Type content="text/html; CHARSET=utf-8">
<META http-equiv=Pragma content=no-cache>

<META http-equiv=Expires content=0><!--Copyright (c) 2000 Microsoft
Corporation. All rights reserved.--><!--CURRENT FILE== "IE5" "WIN32"
navbar -->

<STYLE>WM\ : DROPMENU {

BEHAVIOR: url (http://abc.siroe.com/mailweb/controls/dropmenu.htc)

}

</STYLE>

<LINK href="destin files/navbar.css" type=text/css rel=stylesheet>

<SCRIPT language=javascript>
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var g szUserBase= "http://abc.siroe.com/mailclient/destin"+"/";
var g_szFolder= ".";

var g szVirtualRoot= "http://abc.siroe.com/mailweb";

var g_szImagePath= g szVirtualRoot + "/img/";

</SCRIPT>

<SCRIPT src="/destin files/navbar.js"></SCRIPT>

<META content="MSHTML 6.00.2600.0" name=GENERATOR></HEAD>

<BODY oncontextmenu=return(event.ctrlKey); onselectstart=return(false);
id=outbar mainbody style="BACKGROUND-COLOR: appworkspace" leftMargin=0
topMargin=0 scroll=no>

<TABLE class=nbTableMain id=nbTableMain style="HEIGHT: 100%" cellSpacing=0
cols=1 cellPadding=0 rows="2">

<TBODY>

<TR>

<TD class=treeBrand>

<DIV class=treeOFLOW><IMG

style="PADDING-RIGHT: Opx; PADDING-LEFT: Opx; PADDING-BOTTOM: Opx;
PADDING-TOP: Opx"

src="/destin files/logo-ie5.gif" border=0></DIV></TD></TR>
<TR height="100%">

<TD>

<TABLE class=nbTable cellSpacing=0 cols=1 cellPadding=0 rows="4">
<TBODY>

<TR>

<TD class=nbFlybar id=show navbar onkeydown=flybar keydown ()
onclick=ToggleTab (this.id) tabIndex=0 noWrap>

<DIV class=treeOFLOW>Shortcuts</DIV></TD></TR>

<TR style="HEIGHT: 100%" >

<TD id=idOutbarpane style="TEXT-ALIGN: center" vAlign=top><A

id=inbox

3% Proxylet % Rewriter 173



R

href="http://abc.siroe.com/mailclient/destin/Inbox/?Cmd=contents
&amp; Page=1"

target=viewer alt="Go to inbox"><IMG class=nbImage alt="Go to inbox"
src="destin files/navbar-inbox.gif"></A>

<DIV class=nbLabel>Inbox</DIV><BR><A id=calendar
href="http://abc.siroe.com/mailclient/destin/Calendar/?Cmd=contents"
target=viewer alt="Go to calendar"><IMG class=nbImage

alt="Go to calendar" src="destin files/navbar-calendar.gif"></A>

<DIV class=nblabel>Calendar</DIV><BR><A id=contacts

href="http://abc.siroe.com/mailclient/destin/Contacts/?Cmd=contents"
target=viewer alt="Go to contacts"><IMG class=nbImage

alt="Go to contacts" src="destin files/navbar-contacts.gif"></A>
<DIV class=nbLabel>Contacts</DIV><BR><A id=options
href="http://abc.siroce.com/mailclient/destin/?Cmd=options"
target=viewer alt="Go to options"><IMG class=nbImage

alt="Go to options" src="destin files/navbar-options.gif"></A>
<DIV class=nbLabel>Options</DIV></TD></TR>

<TR style="HEIGHT: 1.5em" >

<TD class=nbFlybar id=show folders onkeydown=flybar keydown ()
onclick=ToggleTab (this.id) tabIndex=0 noWrap>

<DIV class=treeOFLOW>Folders</DIV></TD></TR>

<TR>

<TD class=nbTreeProgress id=treeProgress style="DISPLAY: none"
vAlign=top noWrap><SPAN id=idLoading

style="OVERFLOW: hidden"sLoading. . .</SPAN>

</TD></TR></TBODY ></TABLE></TD></TR></TBODY ></TABLE>

</BODY></HTML>

174  Portal Server Secure Remote Access 6 2005Q1 « Z2| A HA|



R

A Od

= o
-3 2 oAl & & ekt At A7 Ato|2| oHEH S Eo{F L .
¥ 33 of| M| & & &t Al o7 Aol e i E

Ho|X| AHE Hg 14 Rewriter Z 2} oy

var <Variable var g_szVirtualRoot= g_szVirtualRoot

g szVirtualRoot= Nname="URL'> "http://gateway.sesta.co © -1 240l :Ff

I . o] HiZ~0

"http://abc.siro 9-SzVitualRoot vy, //abe.sirce.com/m URL e

. </Variable> .

e.com/mailweb"; ailweb";
ol #& 2 URL +¢
o B{=
g_szVirtualRoot
£ AMstztn
Rewriter Off X|A| &
k. ¢ Ho|Xlo
ol Hot e
Rewriter 7} 0| & &
t URL 2 Hatst
HEFOlZ HOo|lEY
0| URL & AtE&hH
ct.

src="/destin fil <Attribute src="http://gateway.sest src = &4 0|E0|

es/logo-ie5.gif" name="src' /> a.com/http://abc.siroe.c Of B{ILt

om/destin files/logo-ie5 ValuePattern of e
. - 22 X| &5t

.gif
o| 1&2 o| &0l
src?l RE HHS
AMstn O &M gt
S CHA| ZHESIE S
Rewriter ofl X|A| &}
C=

href="http://abc <Attribute href="http://gateway.ses href = &4 0|Z0|

.siroe.com/mailc name="href" ta.com/http://abc.sirce. ™ E{ILt

lient/destin/Inb /> com/mailclient/destin/In vaIuePatt:a/tn of t
= OoFA

ox/?Cmd=contents box/?Cmd=contents&amp; Pa ehExl grEUTt.

&amp; Page=1" ge=1" ol &2 ol&o0l
href ol 2E &AM
S AMstn O 54
S CHA| AN et
£ Rewriter of X|A|
I =

w
o)l
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Xl
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T

=

)l
i
o

SEL]

ol & S0, =m ¢l 7|8t

L et

u
]
12
el
i
I
2
n
0jo
2

Zo| Aot 7+

el

sesta.com|rulesetl
eng.sesta.com|ruleset?

hostl.eng.sesta.com|ruleset3
ruleset3 2 hostl 2| 2= H O|X|of| 2 & L Ct.

ruleset2 = hostl Ol A 71 2 H O X| & XM 2|5+ eng & TH| 212
2 E Ho|X[o HEE L},

1o -

rulesetl & eng 7% M 2/} host1 ol A 71X 2 B 0| X| £ X 2| 511
sesta.com M| ¢l2| 2-E H O|X|of| HZEUC|.

5. [M&]2 =8 HE A2 7| S8t
6. E{0|'E FollM HO[EO0|E CIAl A2t T,
gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start
Outlook Web Access </ 173 &/ &}
SRA 2= E 0] = Sun Java System Web Server & IBM 8& Z 2 13 A{t{ol| %]
Zl MS Exchange 2000 SP3 2 Outlook Web Access(OWA) 2| MS Exchange 2003 2
x| dgtdct.
> OWA 713 Zarg 7ot H
1. Access Manager 22| Z&0f 2t2|At2 2 3l8tH ot .
2. [ME|x T RS dB R
3. SRA T ofHoil M Aol EQ|o| Holl U= =t EE FELICH.
7ol EQlol HO|X|[7} A EHEL.

4. SMSMYEolEY0| ZRHS Meihct,

3
Zlo|EQlol ==2E #E Ho|X| 7t AIEUHCE.

5. [ 7#= T &l URI8HE | 2 =0ollA Exchange 2000 O M x| & At 0|, 22|11
0[0{ Exchange 2000 AMH| 2 Z 4 OWA & & &te| 0| 52 iz gfuict.

0o :
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exchange.domain.com|exchange 2000sp3 owa_ruleset.

ZerE 3.0 of o &
Ct= 3ol A= SRA Rewriter 1 & 2} 0| M 22| A 9| Portal Server M &2| o & S L}
A ptct,
34 SP3 o 2| o &
Rewriter 6.0 DTD 22 Rewriter 3.0 S5 X} 0| &
HTML Z1 &l Eof Cf st &
=A - URL Rewrite HTML <4
-DJS JavaScript & = &5t Rewrite HTML &4
= Rewrite & /8 El 1 S5
of == Rewrite Ol Z&! / 7HAl| o7 W= gt S5
JavaScript 74l Eof| o 8 &
B~ - URL URL 2| Rewrite JavaScript 1=
- EXPRESSION Rewrite JavaScript #= &=
= - DHTML HTML 2| Rewrite JavaScript ==
<= - DJS JavaScript 2| Rewrite JavaScript ¥ =
= - SYSTEM Rewrite JavaScript A| A8l &%=
&= - URL Rewrite JavaScript &= o7 #4%=
== - EXPRESSION Rewrite JavaScript &= o7l 84 &=
St - DHTML HTML 2| Rewrite JavaScript &f<= off 7l ==
et - DJS JavaScript 2| Rewrite JavaScript &= oi7i &%=
XML ZHE Eof st 2
=4 - URL XML 2412 Rewrite &4
TagText XML 2 A1 2| Rewrite &l A E | 0| &
CSS HEI Eol Ci$ 7]
zol 22 glguct. 7| 2822 2E URLO| H&tE Lt
WML # &l Eof| cf 8t 73
Aol #&lo| gl&uHch. WML 2 HTML 2 % 25/0f HTML #&lo| & L},
WMLScript ZE Eof cf & 11 &
WML A3 Eof thst X glS
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NetFile

o| ol M & NetFﬂe o O =Aof cislf AH et Tt . NetFile & 7+ 6t= &2
285 H| O] X| 2| 10 &}, "NetFile 74 " 2 EZSHIAIL .

o Zoll M= ct=2 =H & chEU k.
e NetFile 7H&

o XEEFHc LA AUNAZRES
e NetFile of £t

¢ NetFile of| C| &

7]
o o
7l 5kM 5}

NetFile 7§ 2

NetFile SAEATL A ot A|AEC|2 2o Rl Ao 2 MM ASH] 2t e
UEZE o F= utd 2e|X S8 Z2 a3 L Ct.

SRA 2| NetFile 7 @4+ Javal ¥ Java2 Ol EH 22 A2 = A SFHCLCH B2l
Ao Java2 E2{1210| §l= AFEXI= Javal | ES S ASE = JAELICH. Java2 Of
Z50l= F ot AT O] AT U BMATIEHS 2 /AW ESHCE.

NetFile Ofl = Ct51t 22 F2 7| 50| JAEH L.

ItotAL MASHE 7|5

o e Z=
e ZIREEECE
 —

o A A=
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o el Zof

x
ul
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NetFile & 74 35t= &#H 2 10 &, "NetFile 74 " S HZSHAIL .

Rl2l)E ot A A TR ES
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NetFile 2 Al-&35tH FTP NFS % jCIFS(Microsoft Windows) Z2EZ S Sslf &4
A AEO| M A S AELICEH NetFile Ol = CHS 2 22 mh HMA Z2EZ

=

sk AsH L.

o ALSX}7} AUTODETECT € X| A 510 A|AE 2 F7151H NetFile 2 ChS Al &

2ESHAEL ZZEZSS AHS22 2 *—E.H—IEF.

ZE210|M FTIPMH S SAEE &olghCt FTP SEo| =AY
"NetWare" 7} £0] A 2™ NETWARE SAE =2 ZHFE L C}.

ZE 20490l NFS M & SAEE gtelgt .

o

O

o EZE 139 of| M Microsoft Windows & SAEE &olgh|Cl.

o flelREZAIIAMNIE HR SAE FHS ZHE = it HAIXIZ} &£

At
W o A|AEI 50| QAEE SAEQ 4ZS

=
Sk 2

d
=M= Access Manager 2| 2&0M HA S = JASHCC}.
g

H= ol Ak U,

F

il]
Kl
El

Me{Zt 8] 2& ZEoM A So|H AZ 0| Aufjetct.

i

e NetFile S AI25IH ASXPI}L 25t Ol MBI ZZEZS ME
ct.
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Sun Ray &0l A= S2t0[HE HFE0| S S CIRZEGOFSt= S8 22
O S AASHH HTML e 2 Hgoof gt . ctS2 2t Y AIEE 2
o= of M| mtdfLct.

MZ2 HTML It

<!-- @(#)citrix start.html 2.1 98/08/17 Copyright (c) 1998 i-Planet, Inc., All rights
reserved. -->

<html>
<script language="JavaScript"s
var KEY VALUES; // KEY VALUES['key'] = 'value';
function retrieveKeyValues() {
KEY VALUES = new Object () ;
var queryString = '' + this.location;
queryString = unescape (queryString) ;
queryString = queryString.substring((queryString.indexOf('?')) + 1);
if (queryString.length < 1) {
return false; }
var keypairs = new Object();
var numKP = 0;
while (queryString.indexOf ('&') > -1) {
keypairs [numKP] = queryString.substring(0,queryString.indexOf('&'));
queryString = queryString.substring((queryString.indexOf ('&')) + 1);
numKP++;
}
// Store what's left in the query string as the final keypairs[] data.
keypairs [numKP++] = queryString;
var keyName;

var keyValue;
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for (var i=0; i < numKP; ++i) {
keyName = keypairs[i].substring(0,keypairs[i].indexOf ('="));
keyValue = keypairs[i].substring((keypairs[i].indexOf ('="')) + 1);
while (keyValue.indexOf ('+') > -1) {

keyValue = keyValue.substring(0,keyValue.indexOf ('+')) + ' ' +
keyValue.substring (keyValue.indexOf ('+') + 1);

}
keyValue = unescape (keyValue) ;
// Unescape non-alphanumerics

KEY VALUES [keyName] = keyValue;

}

function getClientPort (serverPort) {
var keyName = "clientPort['" + serverPort +"'l";
return KEY VALUES [keyName] ;
}
function generateContent () {
retrieveKeyValues () ;
var newContent =
"<htmls>\n"
+ "<head></head>\n"
+ "<body>\n"

+ "<applet code=\"com.citrix.JICA.class\" archive=\"JICAEngN.jar\" width=800
height=600>\n"

+ "<param name=\"cabbase\" value=\"JICAEngM.cab\">\n"
+ "<param name=\"address\" value=\"localhost\">\n"

+ "<param name=ICAPortNumber value="

+ getClientPort ('1494")

+ ">\n"

+ "</applet>\n"
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+ "</body>\n"
+ "</html>\n";
document .write (newContent) ;
}
</script>
<body onLoad="generateContent () ;">
</body>
</html>

H 7] HTML It .
<html>
<body>
<applet code="com.citrix.JICA.class" archive="JICAEngN.jar" width=800 height=600>
<param name="cabbase" value="JICAEngM.cab">
<param name="address" value="localhost">
<param name=ICAPortNumber value=1494>
</applet>
</body></html >
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G3

Verisign Class 4 Public Primary Certification Authority -

G3

Entrust.net Secure Server CA

Entrust.net Secure Personal CA

Entrust.net Premium 2048 Secure Server CA
ValiCert OCSP Responder

Baltimore CyberTrust Code Signing Root
Baltimore CyberTrust Root

Baltimore CyberTrust Mobile Commerce Root
Equifax Secure Global eBusiness CA
Equifax Secure eBusiness CA 1

Equifax Secure eBusiness CA 2

Visa International Global Root 1

CPp,CPp,CPp

CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp

CPp,CPp,CPp

CPp,CPp,CPp

CPp,CPp,CPp

CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
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Visa International Global Root 2

Visa International Global Root 3

Visa International Global Root 4

Visa International Global Root 5

beTRUSTed Root CA

Xcert Root CA

Xcert Root CA 1024

Xcert Root CA v1

Xcert Root CA v1 1024

Xcert EZ

CertEngine CA

BankEngine CA

FortEngine CA

MailEngine CA

TraderEngine CA

USPS Root

USPS Production 1

AddTrust Non-Validated Services Root
AddTrust External Root

AddTrust Public Services Root

AddTrust Qualified Certificates Root

Verisign Class 1 Public Primary OCSP Responder
Verisign Class 2 Public Primary OCSP Responder
Verisign Class 3 Public Primary OCSP Responder
Verisign Secure Server OCSP Responder
Verisign Time Stamping Authority CA

Thawte Time Stamping CA

E-Certify CA

CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp
CPp,CPp,CPp

x
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E-Certify RA CPp,CPp,CPp

Entrust.net Global Secure Server CA CPp,CPp,CPp

Entrust.net Global Secure Personal CA CPp,CPp,CPp
certadmin 23 & E

CtEot 22 A 3AM 22| 2ol certadmin 2T EE AL = AS L CH

=Y A3
7_|
» Mx

o
0l
x
>
OEI
%)
0%
[3)
(¢)]
e
=
x

CA Ol A i 215 Af A1%]
OIS A A

ABA O EBAE N £
TECAQIBA Lie

2E B L

oI5 Af ol

FOIZA] A A

Me{et 7o EQol Atol2o SSL &4

2 FE{0| certadmin A3 EE

portal-server-install-root / SUNWps /bin/certadmin -n gateway-profile-name

ASAM 2e| Ml w7t EAIEHEL.
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* . sesta.com @ Z X| A gt O|X MME ©

olol A= ZE SAE o|Fofl FEFLICEH.

AA -

A MYEABM UH
1) Generate Self-Signed Certificate
2) Generate Certificate Signing Request (CSR)
3) Add Root CA Certificate
4) Install Certificate From Certificate Authority (CA)
5) Delete Certificate
6) Modify Trust Attributes of Certificate (e.g., for PDC)
7) List Root CA Certificates
8) List All Certificates
9) Print Certificate Content
10) Quit
choice: [10] 1
2. ZA BRI BlFel S4 1S MBI
ISAM 2| AFZ EolM 7| E dlolefHjo| A mtd 2 FXA |2 AKX 254 Tt
3. =AE PR EZOoIEH ABAMolES LA
=p AUETLE 2l EMol= =2 E 2] @+t DNS 0| 5ol * & X|F g Ct.
& E0, sA2EQ9 X DNS O/ 50| abc.sesta.com O] H

Ol 5 M= sesta.com =H|

ad

ro
ol

x
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M M% 238 (CSR) 44

What is the name of your organization (ex: Company)? []

What is the name of your organizational unit (ex: division)? []

What is the name of your City or Locality? []

What is the two-letter country code for this unit? []

card (Token names could be listed using: modutil -dbdir

below.

Please enter the token name. []

Enter the name you like for this certificate?

Enter the validity period for the certificate (months) [6]
A self-signed certificate is generated and the prompt returns.

Token name is needed only if you are not using the default internal
(software) cryptographic module, for example, if you want to use a crypto

What is the fully-qualified DNS name of this host? [host_name.domain_name]

What is the name (no abbreviation please) of your State or Province? []

/etc/opt/SUNWps/cert/gateway-profile-name -list); Otherwise, just hit Return

EZ OIS (ZI2ZH2Z2=H|0 Z) 2 ABSM0IE2

/etc/opt /SUNWps/cert /gateway-profile-name Ol A= .nickname Tt 0l X ZHE L

Ct.
4. AUASMIIHE=ZTF 70| EQOIE CtHA| AlEfEIH T,

gateway-install-root/ SUNWps /bin/gateway -n new gateway-profile-name start

Yoots QEME FE5H7| Hol CAdM 2T 5= 2T S0
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SISA M 23 (CSR) 44

» CSRE 44stHd
1. FEEAM certadmin 23 EE Ml CL.
portal-server-install-root / SUNWps /bin/certadmin -n gateway-profile-name

ASAM 2e| Ml w7t EAIEHCEL.

1) Generate Self-Signed Certificate

2) Generate Certificate Signing Request (CSR)

3) Add Root CA Certificate

4) Install Certificate From Certificate Authority (CA)

5) Delete Certificate

6) Modify Trust Attributes of Certificate (e.g., for PDC)
7) List Root CA Certificates

8) List All Certificates

9) Print Certificate Content

10) Quit

choice: [10] 2

2. SIZM | Mol 8428 M BT
ATBENM ZNE ME , £2 0|5 2 2 OjAEQ MAH PHY MG HSE
eledstats HAIXIS EAIBHLICE,
SAE0| M7 DNS OIS YHEA| X &5 of Bhict.
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SIEM My 23 (CSR) M4

What is the fully-qualified DNS name of this host? [snape.sesta.com]

What is the name of your organization (ex: Company)? []

What is the name of your organizational unit (ex: division)? []

What is the name of your City or Locality? []

What is the name (no abbreviation please) of your State or Province? []

What is the two-letter country code for this unit? []

Token name is needed only if you are not using the default internal
(software) cryptographic module, for example, if you want to use a crypto
card (Token names could be listed using: modutil -dbdir /etc/opt/SUNWps/cert
-list); Otherwise, just hit Return below.

Please enter the token name []

Now input some contact information for the webmaster of the machine that the
certificate is to be generated for.

What is the email address of the admin/webmaster for this server [] ?

What is the phone number of the admin/webmaster for this server [] ?

|2 Mot HeE SWe 2 HAFA OMYAI2 .
=] S

CSR 0| A A =|0f portal-server-install-root / SUNWps /bin/csr . hostname . datet imestamp I}
ol MAELCH CSR 2 stHol| T QUM ELCH CAZILZSHEASME T2
m CSR € AE FAlet & 20{2 S 5 UGt
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S2t0[A E Ato[Eoi| M 70| ESY0] 215 A Hl| O] E{H| o] 201 &2 X[X] &2
A

£ M AlISHH SSL sHEM O A7 Al mff 3 ot

0|2 YX|5tHH FTE CAJASME
™ A0 EQolollM CA E A = A E L.

Il

LS —

ro
0l

x

0
N

CA ofl A

21 S A Hlo|E{H| o] 20f FTtslof BHH CF. 212

CA 2| @ MO|EE HotM G CA 2l FE AISME Y2MAIR . certadmin 23
=
=

=
RES ARSI Thel 0| S RECABMY E=
» FECAQSME F5t2H
1. FEEAM certadmin 2T EEE MM FLC}.
portal-server-install-root/ SUNWps /bin/certadmin -n gateway-profile-name

ASAM 2e| M w7t EAIEHCEL.

1) Generate Self-Signed Certificate

2) Generate Certificate Signing Request (CSR)

3) Add Root CA Certificate

4) Install Certificate From Certificate Authority (CA)

5) Delete Certificate

6) Modify Trust Attributes of Certificate (e.g., for PDC)
7) List Root CA Certificates

8) List All Certificates

9) Print Certificate Content

10) Quit

choice: [10] 3

ro
oy

x

221




3. REQIZMIL S0 UE T 0SS Y CFS 2B M 0SS YT Ch
J2{Bl 22 CA ISM IS A doleft o] 20 F7hE L

ol = |—| | _| HF |
|_I o 7 t"O‘I A =
HO|EQO| & MX|5l= S©°F A SMIFHE™ A x| EY
Ch. AR =AM 2IE S4] 2lE 7|8 (CA) MH|AE HSste 32 YUALE 7Y CA
A )
=

o
ol o3l MHE SSLASME M=l U

I/
o
NN
n
rO
0l
x
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Rl
x
02
0]
0
o)
wn
z
o
=
mn
39
o)
|'E|
@)
wn
e}
mju
>
00
ofr
2
@)
>
N
nx
Iy
_ol
rr
ro
0l
x
mn

» CAZlUZsts ABME FESHH

=]
1. E 7| g AOIER IIM IBSME F

Ho
el
L
in

2. CAS %o w2} CSR E MBI LCE. CA ol ¥ wet 7Bt HEE Mt
L Ct.

J2{H CAZtEgstE ISME 2 et IS E ol M &etct. uf
of 2lZ A2t & "BEGIN CERTIFICATE" ¥ "END CERTIFICATE" 22l 2
ZAZ YL,

CtS oMol M= A 2 EAM ol E MWakstR LT,
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The certificate contents...

----END CERTIFICATE-----

CA oll M t.':*% lSAM A

certadmin 23 & EE ALZ510{ CAOIM H2 ABSME
/etc/opt/SUNWps/cert/gateway—proﬁle—name o 24 |o|EH| o] A mtdof M x| T
=

» CAOIM 22 ASME dR[5H2{H
1. FEEAM certadmin 23 EE Ml Cl.
portal-server-install-root / SUNWps /bin/certadmin -n gateway-profile-name

ASAM 2e| Ml w7t EAIEHEL.

1) Generate Self-Signed Certificate

2) Generate Certificate Signing Request (CSR)

3) Add Root CA Certificate

4) Install Certificate From Certificate Authority (CA)

5) Delete Certificate

6) Modify Trust Attributes of Certificate (e.g., for PDC)

7) List Root CA Certificates

8) List All Certificates
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9) Print Certificate Content

10) Quit

choice: [10] 4

2w
o
[m
2
x
o
(]
x
jﬂ
e
o
ol
o
ol
x
o
o
4o
Hm
ru
o
o
mjo
i)
I
or
I
kl
0]
02t
o

What is the name (including path) of file that contains the certificate?
Please enter the token name you used when creating CSR for this certificate.

(]

3. HRSHHHEE ZF EEsAR,
1B M It Jetc/opt/SuNps/cert /gateway-profile-name ol A X| =| 10 3} H| A X|
7t LEREL EF .

ISMIt HEE X 0| E9O|E BiAl AR T,

»
ro

gateway-install-root / SUNWps /bin/gateway -n gateway-profile-name start

> SIS E A 5ta{p

1. 2EEZAM certadmin 23T EES AT},
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portal-server-install-root / SUNWps /bin/certadmin -n gateway-profile-name

017| M gateway-profile-name 2 7O E¥ O] AAH A O|F L C.

ASAM el w7t ZAIE .

=

Generate Self-Signed Certificate

[ )

Generate Certificate Signing Request (CSR)

w

Add Root CA Certificate

IS

Install Certificate From Certificate Authority (CA)

ul

Delete Certificate

o

Modify Trust Attributes of Certificate (e.g., for PDC)

~

List Root CA Certificates

(o)

List All Certificates

9) Print Certificate Content

10) Quit

choice: [10] 5

o
o
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AEMe ERMAE £M 2 sHsllof 5te 82 = ZOIEROloAM S2I0|HE ¢l
Z0| AtEE mf Hct. 220l E 2l &2 & of = PDC(Personal Digital
Certificate) 2 LTt . PDC £ Z&stE CA £ 20| E90fol| 2|5 2l &= 0fof 5t
CA 2l EAMofl=SSL 822 "T" 2t EA|= 0 lojof & ct.

HOIEQo| A QAT HTTPS AIO|EQt EASIEE MHE 4 HTTPS AO|E
Mef 2lEM el CA = Hlo|EYololM 2l 5= 0fof 5t0{ CA 2l E5Moll= SSL &2
"C" EAIZFAO{of B,

017 M gateway-profile-name 2 H Ol E| 0| AAEHAS| O|F L C}.

ASAM el Ml w7t ZAIE .

1) Generate Self-Signed Certificate

2) Generate Certificate Signing Request (CSR)

3) Add Root CA Certificate

4) Install Certificate From Certificate Authority (CA)

5) Delete Certificate

6) Modify Trust Attributes of Certificate (e.g., for PDC)
7) List Root CA Certificates

8) List All Certificates
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9) Print Certificate Content

10) Quit

choice: [10] 6

N
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x
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=

ar

2 st Ct. o & 0, Thawte Personal Freemail C 2F Z0|
C

lo

24 62 M BHCt,

n o
I

LI

mo ro
it 0|>|
5&
e 1o
I

0] 2IZAM2ol 0|52 AUHFMAIL !

[=N=1 H =
Thawte Personal Freemail CA

4, 2l

0l

Mel E2{AE 42 i,

» FECASSESHE3H

1. 2 EZM certadmin 23 B EE Al C},
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portal-server-install-root / SUNWps /bin/certadmin -n gateway-profile-name

017| M gateway-profile-name 2 7O E¥ 0] AAH A O|F L Ct.

ASAM el Ml w7t ZAIE U C.

1) Generate Self-Signed Certificate

2) Generate Certificate Signing Request (CSR)

3) Add Root CA Certificate

4) Install Certificate From Certificate Authority (CA)
5) Delete Certificate

6) Modify Trust Attributes of Certificate (e.g., for PDC)
7) List Root CA Certificates

8) List All Certificates

9) Print Certificate Content

10) Quit

choice: [10] 7
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portal-server-install-root / SUNWps /bin/certadmin -n gateway-profile-name

017| M gateway-profile-name 2 7O E 0| QA A O|F L C.

ASAM el w7t ZAIE U CE.

1) Generate Self-Signed Certificate

2) Generate Certificate Signing Request (CSR)

3) Add Root CA Certificate

4) Install Certificate From Certificate Authority (CA)
5) Delete Certificate

6) Modify Trust Attributes of Certificate (e.g., for PDC)
7) List Root CA Certificates

8) List All Certificates

9) Print Certificate Content

10) Quit

choice: [10] 8
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SM 2| AFZEE ALESH

> ISAE olahstei

=
1. FEZ2AM certadmin 2AJEEE MM C}.

portal-server-install-root / SUNWps /bin/certadmin -n gateway-profile-name

017| M gateway-profile-name 2 7O E¥ O] AAH A O|F L Ct.

ASAM 2| Ml w7t FAIE U EL.

1) Generate Self-Signed Certificate

2) Generate Certificate Signing Request (CSR)

3) Add Root CA Certificate

4) Install Certificate From Certificate Authority (CA)

5) Delete Certificate

6) Modify Trust Attributes of Certificate (e.g., for PDC)
7) List Root CA Certificates

8) List All Certificates
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Print Certificate Content

9)

Quit

10)

[10] 9

choice:
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6. SRA T4 ofzioll A Proxylet Holl A= 4 EE FEUCH.

7. MELE =2 ALEXO| thal @stE SE o E +ES MR CE.

8. HS= ZF [Proxylet HEH Ats22 Cl22E | &Helets &4 Tt
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9. Proxylet 2 A& & 7|2 Proxylet f E& viQIG IP FAE 4

0. [ 7] Proxylet 0 E= 2 E | 2 =0l M Proxylet O] +&l5t= XL E
Lt 22I0|HE =& HE HollM 0| & 7 L UAFHIC

1. [H& ]S &L,

Etn AFEX}7} Portal Server o 21215104 Proxylet 2 A3 5t C}2 Java
#| 5t 4 20l = Netscape 22t X & CIA| A|Zfsl{of & Ch
&3

Proxylet O| &4 5}El 49 gateway.httpsurl &-=0] ot
platform.conf It 2| gateway.httpurl & AFSSHNAIR .
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SSL 7157 +4M

0| &0l A& Sun Java™ System Portal Server Secure Remote Access ol CFFgh 7+
718 7Mste WS dygtct.

o| Zoll M= ct2 FH & chEU .
e Sun Crypto Accelerator 1000
e Sun Crypto Accelerator 4000

o 2|F SSL EHA| & ZFA| It57

=
FO

oIF JHE7|= M CPU 2| SSL 7|58 2 2 &2 2M CPU 7+ CHE 2 2 St
= Slo{ SSL EM MMl X2| £ & =0|= U B SIEA ZZ2 MM LT,

Sun Crypto Accelerator 1000

Sun ™ Crypto Accelerator 1000 (Sun CA1000) E=+= 253t IZ 2 MM Z &S5t
0 38 7|2 A AS3E 7I53tste B2 "Efj2l PCI 2= L. o] M Zoll=

Q& QlEHO| ATt A EHLCH. Ol EE= W PCIH A QIEHHO|AE Safl SAEL}
EAlEHC. 0] EE= eCommerce S ZZ YA Eot T2 EZ S 2[SHCfek
SHAL FHA 2S5t A2 E S THEE5H| fIet SX 22 AL E H Ot

RSA [7] & Triple-DES (3DES) [8] @t Z+2 Ct4=o| s Al ot 5 5}
Of Al Sun CA1000 S 2 2 A7 HHZ st = A St
zH ZH

Al ctE 2 S sde = A SSL ER
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Crypto Accelerator 1000 At-&

Portal Server Secure Remote Access 7 A X[ &[0 A0 HO|EL O] M{ 1S AM (&
B MHE E= CAOAM 2l ) 7 MR = A=K 2l g CF . ARM| & L &2 209 1| 0]

—_ - -
o7&, "ASM " & EESIMAIL.

I 13-1 2SSL7HE7|E A5 Mol 22t EE FHSicdE 5 HE S5

0|0{ Crypto Accelerator 1000 BH7{ ¥ =2} g2 Lt et Tt

131 Crypto Accelerator 1000 2 %| M4 ==
o7y = 43

SRA M x| 7|2 C|3 2| /opt

SRA 1S A d|o|E{H| 0| A /etc/opt/SUNWps/cert/default
a4z

SRA M QIZ A 24y server-cert

24 of sra-keystore

G ALZ AL crypta

Crypto Accelerator 1000 A

» Crypto Accelerator 1000 = T4 5t2{ ™

1. ALE AYAM e X|Fofl et st=9o1 & A= Ct.

i}l

P,

http://www.sun.com/products-n-solutions/hardware/docs/pdf/816-2450-11.p
df

2. CDOlA ct3 Hf7|X[E AR Tt

SUNWcrypm, SUNWcrypu, SUNWcrysu, SUNWdcar, SUNWcrypr, SUNWcrysl,
SUNWdcamn, SUNWdcav

3. CtS I A& MX[ELC}. (http://sunsolve.sun.com Ol Al &S = A ESLCEH)

110383-01, 108528-05, 112438-01
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4.

8.

Sun Crypto Accelerator 1000

pkl2util & modutil =77 U=X| ERISHAAIL |

Ol == /usr/sfw/bin ool MX|ELCl. fusf/sfw/binCIHEZ|0 =77}
gl &4 90l = Sun Java System i 2 0{ &| 0| M SUNWtlsu M 7| X| & +S 22
=7t oF B .

Solaris [sparc/x86]/Product/shared components/

cd /opt/SUNWconn/bin/secadm

secadm> create realm=sra

secadm> set realm=sra
secadm{srap}> su

secadm{root@sra}>create user=crypta

£78|2UHS
Bl S sl

AHEX} crypta 7H MBS X2 2 SHEO{ MG L T
QLE ALEXIZ 2a0lE ),
secadm{root@sra}> login user=crypta

B2

fol

secadm{crypta@sra}> show key

Of ALSAtol| A 7|7 elgHEr.
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Sun Crypto Accelerator 1000

9. SunCrypto 25 E=8fLC}.
3t 9= LD LIBRARY PATH = /usr/lib/mps/secvl/ & 7}+2|7{0} g Ch.

Ol &:

==

o=

mjo

g
L
o

modutil -dbdir /etc/opt/SUNWps/cert/default -add "Sun Crypto Module"
-libfile /opt/SUNWconn/crypto/lib/libpkesll.so

Ct= W& S ALEot0] 0| Z250| 2EE=J=X| el gt
modutil -list -dbdir /etc/opt/SUNWps/cert /default
10. 70| EQ0| 2l Z A2} 7| Z "Sun Crypto Module" 2 W 2 L|Ct.
3t 9= LD LIBRARY PATH = /usr/lib/mps/secvl/ & 7}+2|7{0} &L},

|:|.22 olgd

== gk,

pkl2util -o servercert.pl2 -d /etc/opt/SUNWps/cert/default -n
server-cert

pkl2util -i servercert.pl2 -d /etc/opt/SUNWps/cert/default -h
"crypta@sra"

O|H show key &S Al &L C}.
secadm{crypta@sra}> show key
Ol AtEAtoll Al 2702 7|7} LIEHtOF BFL T}
11. /etc/opt/SUNWps/cert/default/ nickname It 0ol A HH S HA T Ct.
vi /etc/opt/SUNWps/cert/default/.nickname
server-cert = crypta@sra:server-cert = A g et
12. 71538 45 E ettt
SUN CA1000 2 RSA 7| s& 7+&=sHX| 2 DES 2t 3DES @t =of| o & 7+ 2 X|
13. 7I57| & A& SIES /etc/opt/SUNWps/platform. conf . gateway-profile-name = =
et ct.
gateway.enable.accelerator=true
14. E{0|d ol M HO[ER 0| TIA] A|ZFEH T}

portal-server-install-root/ SUNWps /bin/gateway -n gateway-profile-name start
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Sun Crypto Accelerator 4000

ik
Kl

AOIEQ|ol= Aol Eol Z2EO|AM https ZEZ A F
2} ServerSocket( H| SSL) off H}IE gL T},

rmn
Hel
Im
1o
e

E0{2= Z20|HE EafZof sl SSL 455t E=
2| X| ebsLCh. 7kE 7oA o] Xt S fa st C) .

AL S
[EoN=] TH= T ol

o
tol
ko
=l
+
0%

PDC £ 0| 2 =0l M 2S3HA| pha .

Sun Crypto Accelerator 4000

Sun ™ Crypto Accelerator 4000 = =+ Sun A0 A{ IPsec & SSL(CHE 2 H]
& 25 ) ol thet o=t st=9 0] 7t5 2 X[l ste 7[7H| E o[ 7] 8tk

Ef|3 el Ho|A Ft=QlL T,

ootz X| 2 U ESD EcHH S 2t EE 7[7HE|E o[HHHA U ER T Ft=
= = 2/of o] E=0ll= =3t Psec E2EHO| =2 XM2| S=E X EY
o

5
ot S St=Q o7t Zgtx|of YSLICt.

Crypto Accelerator 4000 2== =0t 2 ZE Q0| ZF0M 2ot 2D
2|52 Jt&statuct. &% DES % 3DES off theh & t S5t X[l g ch.

Crypto Accelerator 4000 AFE

SRA 7+ A& =[0] L2 AO[EQ|0| M ISM (MY MH == CAOlAM &l ) I}
AR = A=K ZelgtHoh o2 34 S522 SSL7H57| 2 HA|5H7| Mol 223

HEE g7 eteleg 5 AgHcot.

I

—

# 13-1 0l Crypto Accelerator 4000 OH7H B==2F 1 gtS Lt g Cf.

—
E 13-2 Crypto Accelerator 4000 &% 4 =5
o7 = ot
Portal Server Secure /opt
Remote Access M x| 7|2
Cle ez
SRA QIAEIA 7|23t

SRA 1S A H|o|E{H| 0| A /etc/opt/SUNWps/cert/default
4=
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I 13-2 Crypto Accelerator 4000 8| 4 =5
of 7 H== ot

SRA M QIZ A g server-cert

CA4000 7| X &4 srap

CA4000 7| M& 2 ALSAL crypta

Crypto Accelerator 4000 4

» Crypto Accelerator 4000 = T-A 5t2{ ™

1. ALE HYMo| X[ Hol w2t St ot 2 ZEL o o 7| X[ E M AT,

http://www.sun.com/products-n-solutions/hardware/docs/pdf/816-2450-11.pdf

il

b

X

2. Ctx X E MX[EHCH. (http:/ /sunsolve.sun.com A &= 5= A S LI CL)

114795
3. certutil, pkl2util % modutil E 77t U=X| ERISIHAAIL |
O| == /usr/sfw/bin OFol AX|E L C}.

/usf/sfw/bin CIH E2||M EFE ALBE F= 9l= ER0l=

Sun Java System b i O ®| 0| A =Z 2 2 SUNWtlsu B 7| X| & F7}alf oF 2

=

Solaris [sparc/x86]/Product/shared components/

4, EEE =7|5tgtHCt,
/opt/SUNWconn/bin/veadm T & &
S MA s C}
= =2 O -3 .

02
o]l

Z7| E ot 22| O] F : sec officer
7| M &4 0| & : sra-keystore

FIPS 140-2 2 =0 M A3l : No
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10.

Sun Crypto Accelerator 4000

AEXE BHEUICH.
vcaadm{vca0@localhost, sec_officer}> create user
M oto|LC] : crypta
M ALSEAH|HHS
H]

AHEX} crypta 7H MBS X 2 SHEO{ MG L T

Lo

|_ .

i

m u]
}OI'
o

7| &0 EZ2S o H ot

vi /opt/SUNWconn/cryptov2/tokens

Je|3 opol sra-keystore & FI7FHH T,
O 2ds=to| AlES dE et

touch /opt/SUNWconn/cryptov2/sslreg
Sun Crypto 252 2=t

3t 9= LD LIBRARY PATH = /usr/lib/mps/secvl/ & 7}+2|7{0} &,

modutil -dodir /etc/opt/SUNWps/cert/default -add "Sun Crypto Module"
-libfile /opt/SUNWconn/cryptov2/1ib/libvpkcsll.so

=

ojo

WHEZS ALESI0] 0] 250| EEEHJ=X| =elet = ASH .
modutil -list -dbdir /etc/opt/SUNWps/cert /default

HOlEHO| 2l EML} 7| & "sun Crypto Module" 2 L E L C},

2t B4 1D LIBRARY PATH = /usr/lib/mps/secvl/ & 72|70} & Ct.

pkl2util -o servercert.pl2 -d /etc/opt/SUNWps/cert/default -n
server-cert

pkl2util -i servercert.pl2 -d /etc/opt/SUNWps/cert/default -h
"sra-keystore"

Cl2 HH S ALEstH 7|7 H EH R =X &elet = A&,

certutil -K -h "sra-keystore" -d /etc/opt/SUNWps/cert/default
/etc/opt/SUNWps/cert /default/.nickname ZHAO|AM HH S BH AT C} .
vi /etc/opt/SUNWps/cert/default/.nickname

server-cert = sra-keystore:server-cert & WX gL C|.
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2| F SSL X

Al 2 ZRA 7457

11. 7t&358 4S5 E &M stehct.
265 M| O| X[ 2| "SSL &+ & A EH
12. E{0|E Zol| M 70| EQ|O| S CIA| A|ZEHE

S M
3
T
1

portal-server-install-root/ SUNWps /bin/gateway -n gateway-profile-name start

7| ML LUHS E UHSIEt= Aol EQOl =&

"sra-keystore":crypta:crytpa-password Off CHSHH|ZEH S

L et

ZTEJtEAEYCE.

EEPIN S

i)

o|l| st

L Aol EQlol= 70| EQJo] Z2EofM hitps ZEZ g EH ZE

2} ServerSocket( H| SSL) off H}QIE gL C} .

E0{2= 2210|1E E2fZof sl SSL 45 5} L= 2557} =3
[

1 =

=X & C. 7F57(0ll A of 2

A
PDC = 0| 2 =0l &S 5HA| k&L .

o F SSL x| A ZFA| 7t57|
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HEl ZEoA 2 F SSL &X|E Secure Remote Access(SRA) X &of| A Al

SU . o] %= S2t0|d E2FSRA Ato|of| SSL I E M 3R Ch.

o F SSL &x| 7t=57] ALE

» 2E SSL &Hx| 7157| ALE
1. SRAZFAMX|=/of 2 HOIEYo|7I A
EholstCh.

_|_ .

¥ 13-3 2 2§ SSL M|t ZEA| 7157 o7l B

HTTP 1A S At U Tt . 244 B O| X[ 2] "HTTP 7| & ¢!

18l ZE (HTTP 2E ) ol A M8l =| =X|

[o]]

°15 AL " & BHEBHA

% S LIEFH LT,

¥ 13-3 QI SSL & X ZEA| VISV HE =5
oioH B at
7 =gk

SRA QIAEA

70| Egjo] 2= http
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o SSL &A| & T EA| JHE7|

# 13-3 QIF SSL ZA| Y TEA IV MY =5
ooy W= a

HolEQol =E 880

IE MR/ EZEBA ZE 443

o F SSL &x| 7t=57| +4

>» 2F SSL &X| 7I&E7|& FA S ™

1. ALE HdYAM e X Hofl et st=fojt 2 Z ELof If7| XS

2. sHsl= 2 25t yx|E MX|gHCt.

3. HTTP £ AESH= S HO|EQ 0] QAHAE FM T,

4. platform.conf LU0l CtF gtS = &tct.
gateway.enable.customurl=true
gateway.enable.accelerator=true

gateway.httpurl=https://external-device-URL:port-number

O

|C

R

5. FIHXHHoZ Ho|EQo| YEE FHL T+ US
Z

5 Access Manager 7} Z E 880 0l A 7| 0| EQI0| HFEH Y

(HTTP 2 M4 22 ) platform.conf Lt g2 =7

vi /etc/opt/SUNWps/platform.conf.default
gateway.protocol=http

gateway.port=880

vi /etc/opt/SUNWps/platform.conf.default
gateway.host=External Device/Proxy Host Name
gateway.protocol=https

gateway.port=443

6. SSL &%l / ZEAIZI 2S5t A20] HO[EQ 0| ZEZ Erf

d=0] JA=X| &elstcet.

13 &

2 5h
i |

AR et

A O o
_I_/\/! 7c:>’_|_

rir

=

L.

I =2
T2 9rzs
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9| F SSL &x| & TEA| 7157

7. E{o|g FollM A O|E0|E ThAl AlZfgtH Et.

gateway-install-root/SUNWps /bin/gateway -n gateway-profile-name start
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I
Jt
>

=7 ut

chs 23 0t 2 7|2 /var/opt/SUNWps/debug CI 2 E2|of| /0] C|{ 1 2 7| Et
Feo MEE metEhCt.

¥ A1 MHE 2 Cle{ g ok

ool o[ & =Xt

ChS 23 o2 7|2 |2 E2| /etc/opt/SUNWam/debug/ TH 2|
AMConfig-instance-name .properties L0 U= CIH 2 of7i Hi=E Salf H O
ElLC. Linux 4 £ 0| &2 26 H 0| X|2| "Solaris 2} Linux ZZ 0| S Hlw " & &=
SHMAI2 .

amconsole Netfile, Netlet 2! H|0| E9j|o| &tz mt
srapNetFile NetFile 4 = mtd

srapNetlet Netlet 8 = 12l

srapProxylet Proxylet 8 & m}g!

Cts 21 o2 7|2 C|A E2| /etc/opt/SUNWps ol U=
platform.conf.gateway-profile-name Tt 2| C|8{ 11 0f 7| Bi= gateway.debug & &
s MO & Lt . Linux 4 2 0| &2 26 1| 0| X| 2| "Solaris 2} Linux 4 2 0| & H|u "
£ AZSHAIL.

srapGateway.gateway-profile-nam 70| EQ|o| M &
e

Gateway_to_from_server.gateway
-profile-name

Gateway_to_from_browser.gatew
ay-profile-name

srapNetletProxy.gateway-profile-n
ame

srapRewriterProxy.gateway-profile
-name
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 A-1 ME 9 oe{ 0 o (A=)

ol ol & =&t

rwproxy.log.rewriter-proxy-instanc  Rewriter == A|2| A|X} 2 ZX| A|Z}
e-name

nlproxy.log.netlet-proxy-instance-  Netlet T2 A|2| A|ZF 3l
name

o
]
>
N

gateway.log.gateway.instance.na  7|0| EQ|0| 2| A|=H L ZX| A|Z+
me

E}% Rewriter -‘T’-"%' =2 7| = I:| E;" EEJ /var/opt/SUNWam/config/ E"oel 0“ %I\E
AMConfig-instance-name.properties I+C| Cle{ 1 o7 =2 M o{ T Ct. XM S L E2

137 HO|X|2| "C|H{Z 22O Ao 2 & " 2 F=5HAI

RuleSetinfo CHAl #710fl ALZEl 2 E 2! X gto| o] Thdoll 7| S L ct.

Original Pages H 0| X| URI, &2l =l URI( &2l =l URI 7} B 0| X| URI 2t Ct2
4=, 218 E MIME, 0| X|

[Xloll & & &, T2 =4
JIMIMIE & &1 & i'::_ 7t &0 AFH L.
TE M AHE EY @7 /2D /HAIXE o] ool &
of AA&HcCt.
HAIX 2EME MAH AHEI 7| S22 ZU 2F 25
ol M= xHZHS Fof| L shof 2|t 7| SE L Ct.
Rewritten Pages H| o] x| URI, &lE URI( &elEl URI 7t B O] X| URI 2+ CtE
4= ), Z4H E MIME, Ho|X|oll A& 73 &g, & &4
7| MIMIE & CtA| ZHE & AHBIE L S0 %'.’;I—IEP.

ol M2 o RETJIHAIXZ P =AS W AR

=5
Unaffected Pages +He x| g2 Ho|X| 222 ®aehct.
URIInfo Pages o mlofl = Y=o B &= URLO| =0 }EUCH., AHE
7} 2l ojo|Ef o} S owﬂ FREE =E Holx|2| M5 Af

gtof of mpdof| 7| FE L Ct.

MEMoz 7|25z W& : HOo|X| URI,MIME ¥ ¢1=2Y d
OlEl, =t ol A2 =l rulesetlD 12|12 T+2 £47| MIME.
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0| 2 Z2o0f A& Z Portal Server Secure Remote Access T+ 42| AMH|A Aol A
Access Manager #2| Z& 2 &3l Sun Java™ System Portal Server Secure Remote
Access Ofl Cialf A == 583 dHEB T},

o WMHA =T MH|A
e Z|O|EQ|0] MH[A
e NetFile MH|A

e Netlet A{H|A

e Proxylet MH|A

=2 A{H
EB-10= UMA 5 MU|A ZHO0| LIEEO ASH .
¥ B-1 HMA FE MU|A SN
=N 2% oy
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5 TES 585t HES ALSEUCH. 23
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EESHIAI2

o
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HOIEQO| MH|AE F2H 2EX FA| do| M Z2H S 07| flet{ =1t
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el
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e
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SEERZ AEE = JAsUHCt.
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=a S
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o

0
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ododof| A HO|EQlo| Z2E o|EE OIedafa}
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A
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= ED._E

=50l HAlE . o= ®ol

=

ool Lot gt

o 2%

oY

HTTPS 12 ALS
HTTPS ZE
HTTP 9 ALS "

HTTP 2 E 80

443

HTTPS ®Zi2| AL 2 A& BhLict,
HTTPS ZE& X/ 2tict,
HTTP ®iZ ol Al8S ME B,

HTTP ZEE X| & guct.

II°|
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Aol ERo| Mu[A

¥ B-2 HOIEQ o] Mu|A FO| {H ( A %)
%4 712 o4y
Rewriter ZSA| ALZ ¥ 7ol E<ol 2t I EB}A AtO[ol| A 2 oF

HTTP EafjZ o] ALES M ct.
Rewriter ZE A2} A 0| EQ)o|= &2 70|
Eqlol =2g g At

Rewriter ZEA| 55 Rewriter ZEA| 5= | Rewriter Z=A| 2l
AEATL 013*&' 74 01| = 2+zt
host-name:port 2| HAIS 2 M & AlEtE S
g ct.

Netlet AFR ME TCP/IP(Telnet 2! SMTP £ ), HTTP 28
Z2 g DY ZE S Z2IUS 9|
St EHoto| At S MA sh C}.

o= 2oH

Proxylet Al-Z ME Z2t0|H E ZHFE{oll M Proxylet 2 CH2 2
EE 5 &atrt.

Netlet ZEA| ALE Z2lo|HEZRE HO|ERO|IE HM 2 E
2ilofl AHFSH= Netlet = EA|7FX| 2 oF E

22 a2 Ho|EQolet A ER
APOIOI Netlet Ecf T £ ot= ZtslstCl,
Portal Server A 88 Z2 M S ALE5tH
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Netlet ZEA| SAE hostname:port 412 2 Netlet ZEA| &
AEE LAt

F7| Hel ALE APERETE MM A % = U=
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EfolE 288 HMelst7| flsh A%l A
Lid =l Zt Portal Server ol &S AT &
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