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The Sun Java Enterprise System 2005Q1 Technical Note: Avoiding ACI Problems with Outlook
Connector describes how to configure Access Control Instructions (ACIs) for Sun Java™ System
Directory Server 5 2005Q1 to enable Sun Java™ System Connector for Microsoft Outlook 7 2005Q1

to perform corporate directory lookups.
The component products affected by this technical note are:
= Sun Java System Connector for Microsoft Outlook 7 2005Q1
e Sun Java System Directory Server 5 2005Q1
This technical note contain the following sections:
= Technical Note Revision History
= Avoiding ACI Problems with Outlook Connector
= Known Issues and Limitations
< How to Report Problems and Provide Feedback
= Sun Welcomes Your Comments

< Additional Sun Resources

Technical Note Revision History

Table 1  Revision History

Date Description of Changes

April 5, 2005 Initial release of this technical note.
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Avoiding ACI Problems with Outlook Connector

Avoiding ACI Problems with Outlook Connector

Sun Java System Connector for Microsoft Outlook provides the ability to browse a corporate
directory for a particular user’s email address, as well as for calendar information. The Outlook
client browses the corporate directory by using its own internal LDAP browser. You define the
configuration for the Microsoft LDAP browser in the Outlook Connector Deployment tool.

Once the Outlook Connector has been successfully deployed to end users, they will quickly find
that the default setting of the Directory Server does not show all the necessary information needed
for a corporate directory. Missing information includes postal address and telephone numbers. This
information is filtered by the Access Control Instructions (ACIs) in the directory’s Organization
Tree. ACls are instructions that grant or deny permissions to entries in the directory.

Authentication to Directory Server for corporate directory lookups is accomplished in two ways:
anonymous or authenticated. Anonymous authentication enables any user to authenticate (LDAP
BIND) to the directory without having to provide identification, that is, without having to use a
Distinguished Name (DN) and password. By default, the Directory Server, when configured for
Sun Java™ System Communications Services products, does not allow anonymous authentication.
The default is for DN/password authentication, for obvious security reasons.

Should you want to allow anonymous access to the corporate Directory Server, create the following
ACI (as the Directory Administrator):

# | dapnodify -D "cn=Directory nmanager"
dn: dc=red,dc=siroe,dc=com
changetype: nodify

add: aci
aci: (targetattr != "userPassword") (version 3.0;acl "Anonynous access"; allow
(read, conpar e, search) (userdn = "l dap:///anyone");)

In the above rule, you would replace dn: dc=red, dc=si r or e, dc=comwith your own information.
This ACI rule enables anyone to access users’ LDAP attributes. The only attribute that is blocked is
user Passwor d, by using thetargetattr != “userPassword” rule.
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Misused ACI Rules

In many environments, you do not want to grant anonymous access. You must pay attention to the
potential security risks involved. For example, the following ACI rules cause a potential security

problem by exposing user passwords.

aci: (target="Idap:///ui d=*, ou=peopl e, o=r ed. si roe. com o=ugdat a") (targetattr="*"

(version 3.0;acl "al | owpr oxy-cal master"; al | ow proxy) (user
dn="1|dap: /// ui d=ui d=*, ou=peopl e, o=r ed. si r oe. com o=ugdata");)

The lesson here is to use the ACl target attr rule with caution.

When you implement the above ACI, users’ passwords are now visible. This is confirmed by

running the following | dapsear ch command:

# | dapsearch -b ou=peopl e, o=red. si roe. com o=ugdata -D

"ui d=j hawk, ou=peopl e, o=r ed. si roe. com o=ugdat a" -w dermo "cn=naom *" |
mor eui d=nhawki ns, ou=Peopl e, o=r ed. si r oe. com o=ugdat a

ui d=nhawki ns

i pl anet - am nodi f i abl e- by=cn=Top-| evel Adm n Rol e, o=ugdat a

gi venNanme=Naom

mai | =naom . hawki ns@ ed. si r oe. com

mai | User St at us=acti ve

sn=Hawki ns

cn=Naom Hawki ns

i csStatus=Active

mai | Host =par . r ed. si roe. com

i net User St at us=Acti ve

user Passwor d={ SSHA} 0qCnUCKt NK94ndKmEM Pp8i 17/ SKMAhapz3ZPA==
sunUCDef aul t Appl i cat i on=addr esshook

sunUCTheme=uwc

<< renai nder of output deleted >>

The highlighted text is the user Passwor d attribute that you do not want to expose.
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Limiting Attributes Expected by the Outlook LDAP Browser

In addition to limiting security risks, you can use ACIs to limit the XML for Portal transmitted back
to the Outlook Connector client.

The following ACI rule prevents delivery of the user password and also limits attributes expected
by the Outlook LDAP Browser. You set the access rights in the Directory Server console:

aci:(targetattr ="initials || cn || mail || display-nane || displayName || sn || co || o]
givenNane || objectdass || uid || mailnicknane || title || conpany ||

physi cal Del i veryOf fi ceNane || tel ephoneNunber™) (targetfilter =

(obj ect d ass=i cscal endaruser)) (version 3.0;acl "Allow Cal endar users to read and search
other users - product=ics, cl ass=adnin, nun¥3, versi on=1"; al | ow (read, search) (userdn =

"l dap: ///ui d=*, ou=Peopl e, o=r ed. si roe. com o=ugdata");)

Thetargetattr indicates the list of attributes that can be returned. All other attributes are blocked.
Thetargetfilter requires that the returned entries must have obj ect cl ass=i cscal endar user
assigned.

The following | dapsear ch command confirms two things: first, the user passwor d attribute is no
longer visible to end users; second, the returned LDAP attributes are limited to only the attributes
expected by Outlook’s LDAP Browser.
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# | dapsearch -b ou=peopl e, o=r ed. si r oe. com o=ugdata -D
"ui d=j hawk, ou=peopl e, o=r ed. si roe. com o=ugdat a" -w demo "cn=naom *" | nore
ui d=nhawki ns, ou=Peopl e, o=r ed. si r oe. com o=ugdat a
ui d=nhawki ns

gi venNane=Naom

mai | =naom . hawki ns@ ed. si r oe. com

sn=Hawki ns

cn=Naom Hawki ns

obj ect d ass=user presenceprofile

obj ect d ass=sunucpr ef er ences

obj ect d ass=i pl anet - am user - servi ce

obj ect d ass=i pl anet - am nanaged- per son

obj ect d ass=t op

obj ect d ass=i cscal endar user

obj ect d ass=or gani zat i onal per son

obj ect d ass=i net adni n

obj ect d ass=per son

obj ect d ass=i net user

obj ect d ass=sunssoadapt er per son

obj ect A ass=i net | ocal mai | r eci pi ent

obj ect d ass=i pl anet pref er ences

obj ect d ass=i puser

obj ect d ass=i net or gper son

obj ect d ass=sunport al deskt opper son

obj ect d ass=i net subscri ber

obj ect d ass=i net mai | user

Further Reading

Refer to the following documentation for more information.
e Sun Java System Directory Server 5 2005Q1 Administration Reference:

http://docs. sun. coni sour ce/ 817- 7613
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Known Issues and Limitations

See the Java Enterprise System Release Notes Collection at the following URL to find out about
known problems:

http://docs. sun. coni app/ docs/ col | / ent sysrn_05ql

How to Report Problems and Provide Feedback

If you have problems with Sun Java Enterprise System, contact Sun customer support using one of
the following mechanisms:

= Sun Software Support services online at
http: //waw. sun. cont ser vi ce/ sunone/ sof t war e

This site has links to the Knowledge Base, Online Support Center, and ProductTracker, as
well as to maintenance programs and support contact numbers.

= The telephone dispatch number associated with your maintenance contract

So that we can best assist you in resolving problems, please have the following information
available when you contact support:

= Description of the problem, including the situation where the problem occurs and its
impact on your operation

= Machine type, operating system version, and product version, including any patches and
other software that might be affecting the problem

= Detailed steps on the methods you have used to reproduce the problem

< Any error logs or core dumps
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Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and suggestions.

To share your comments, go to http: // docs. sun. comand click Send Comments. In the online form,
provide the document title and part number. The part number is a seven-digit or nine-digit number
that can be found on the title page of the book or at the top of the document. For example, the title
of this book is Sun Java Enterprise System 2005Q1 Technical Note: Avoiding ACI Problems with
Outlook Connector, and the part number is 819-2315-10.

Additional Sun Resources

Useful Sun Java System information can be found at the following Internet locations:

e Sun Java System Documentation
http://docs. sun. cont prod/ j ava. sys

= Sun Java System Professional Services
htt p: // waw sun. conl servi ce/ sunps/ sunone

e Sun Java System Software Products and Service
http: //ww sun. coni sof t war e

= Sun Java System Software Support Services
htt p: // wwv sun. cont servi ce/ sunone/ sof t war e

= Sun Java System Support and Knowledge Base
htt p: // wwv sun. cond servi ce/ support/ sof t war e

e Sun Support and Training Services
http://traini ng. sun. com

= SunJava System Consulting and Professional Services
ht t p: // waw. sun. conf ser vi ce/ sunps/ sunone

= Sun Java System Developer Information
http://devel opers. sun.com

e Sun Developer Support Services
htt p: // ww. sun. conl devel oper s/ suppor t
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Additional Sun Resources

e SunJava System Software Training
htt p: // ww sun. cond sof t war e/ t rai ni ng

= Sun Software Data Sheets
http: //wws. sun. coni sof t war e
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