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The Sun Java Enterprise System 2005Q1 Technical Note: Troubleshooting Sun Java System
Communications Express describes how to troubleshoot common installation and configuration
problems for Sun Java System Communications Express 6 2005Q1.

The component products affected by this technical note are:

Sun Java System Access Manager 6 2005Q1

Sun Java System Calendar Server 6 2005Q1

Sun Java System Communications Express 6 2005Q1
Sun Java System Directory Server 5 2005Q1
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Sun Java System Web Server 6 2005Q1
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Technical Note Revision History

Technical Note Revision History

Table 1  Revision History

Date Description of Changes

September 22, 2005 Initial release of this technical note.

Troubleshooting Communications Express
Installation and Configuration

Currently, installing and configuring Communications Express is not trouble-free. This seems
especially true for a two-tiered deployment, with Communications Express on a front-end host
separate from a back-end Access Manager host.

The following problem topics will aid you in troubleshooting your deployment:
= Problem: Unable to Configure Messaging Server
< Problem: Web Server Exceptions
= Problem: User Authentication Failed

= Problem: Communications Express Login Page Redirects to the Messenger Express Login
Page

< Problem: Unable to Access the Calendar Tab

= Problem: Log Files Do Not Appear in the /var/opt/SUNWuwc/logs Directory

Problem: Unable to Configure Messaging Server
Solution: Check that DNS is running and configured properly.

0 To Troubleshoot DNS

1. Make sure that the / et ¢/ resol v. conf file has name server entries with the IP addresses of
valid name servers. For example:
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nanmeserver 192. 168. 100. 22
nanmeserver 192. 168. 100. 23
nanmeserver 192. 168. 100. 24
nanmeserver 192. 168. 100. 25

2. Make sure that the / et ¢/ host s file has an entry for the fully qualified host name of the
server. This fully qualified host name should be listed before the non fully qualified host
name. For example:

10. 1. 82. 52 host 1. red. exanpl e. com host 1 | oghost

Solaris™ 10 Operating System (OS) systems: Make sure the / et ¢/ i net/ i pnodes file also
has an entry for the fully qualified host name of the server.

3. Make sure that the / et ¢/ nsswi t ch. conf file is configured to use files first to resolve host
names. The hosts line in the nsswi t ch. conf file should listfil es first in its entry:

hosts: files dns nis [ NOTFOUND=r et ur n]
# OR(if NNSis not used)
hosts: files dns

Verify that you can resolve a host name to an IP address.

For example:
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# nsl ookup host 1. red. exanpl e. com
Server: 192. 168. 100. 161
Addr ess: 192. 168. 100. 161#53
Nare: host 1. r ed. exanpl e. com
Address: 10.1.82.52

Solaris 10 systems: Add this additional line to the / et ¢/ nsswi t ch. conf file:

i pnodes: files dns nisplus [ NOTFOUND=r et ur n]

Problem: Web Server Exceptions
Solution: Verify the Web Server and Access Manager SDK configuration.

When configuring Communications Express in a two-tiered deployment, the following steps are
involved:

1. Configuring the Communications Express web container’s (Sun Java System Web Server
2005Q1) server. xni file with all required jar file settings

2. Pointing the Communications Express Identity SSO to the external Access Manager from
the uwcaut h. properti es file

3. Installing the Access Manger SDK on the same Web Server instance where the
Communications Express application is running (that is, on the front-end host)

If you see errors such as the following for Web Server, then use the troubleshooting steps that
follow.

[30/Jun/ 2005: 11: 05: 33] failure (13862): VebMdul e[/uwc]: WEB2680: Exception starting filter
I dentitySSQAut hFil ter

[l To Troubleshoot Communications Express

1. Check if the Web Server runtime owner isr oot : ot her. That is, the runtime owner should
be the same for Access Manager, Access Manager SDK, and Communications Express. It is
preferred that the runtime owner be r oot : ot her.

If the runtime owner for Web Server is not r oot (but webser vd), then do the following:
a. Change the ownership of the / opt / SUNWAbsvr / ht t ps- host. domain directory to

root : ot her (recursively).
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b. Editthe/opt/ SUNWAbsvr/ htt ps- host. domain/ confi g/ magnus. conf file and change the
line containing “user webservd” to “user root”.

c. Restart Web Server.

2. Check the Access Manager SDK by running the following command from the front-end
AM SDK location (host).

cd /opt/ SUNVén bi n
.Jlamadmn -u amadmin -w password -m http://host: 80

You should see output similar to the following:

Get Sessions: Server Nane = http://host1l.red.siroe. com80

[Qurrent Session] User Id: amAdnin Time Remain: 120 Max Session Time: 120 Idle Time: 0 Max
Idle Time: 30

To invalidate sessions, enter the index nunbers

[CR without a nunber to exit]:

Success 0: Successfully conpleted

3. If Step 2 does not work as expected, then check that the Access Manager SDK classpath is
correct in the Web Server on the Communications Express host (that is, the front end).

Make sure that / opt / SUNV&ni | i b/ am ser vi ces. j ar,/ opt/ SUN\Vn | i b/ am sdk. j ar, and
/opt/ SUNV&ni | i b/ am sso_provi der. j ar are in the classpath suffix of the
/ opt / SUNWAbsvr / ht t ps- host. domainconfi g/ server. xni file.

NOTE Manually editing the server. xni file is generally not recommended. The correct
way is to use the / opt / SUNV&ni bi n/ anconf i g command. See Step 6 on page 7.

4. Create a new state file similar to the following for the Access Manager SDK configuration.

a. Change to the directory that contains the antonfi g input file template,
anmsanpl esi | ent .

# cd /opt/ SUNVan bi n
b. Copy the input template file to a new file.
# cp ansanpl esi | ent anconfi gcommx

c. Editthe antonfi gcomx file to set the Access Manager SDK configuration parameters as
follows (non-default values are shown in bold):
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DEPLOY_LEVEL=4

SERVER_PROTOCOL=http #### (If you need secure access, change to https)
SERVER_NAME=AM_SERVER HOSTNAME #### (Access Manager host nane)
SERVER_HOST=AM_SERVER_ HOSTNAME FQDN #### (Access Manager fully qualified domain nane)
SERVER_PORT=AM_SERVER_WEB_CONTAINER_PORT

ADM N_PORT=AM_SERVER_WEB_ADMIN_PORT

DS_HOST=DS_HOSTNAME_FQDN #### (Directory Server fully qualified donmain nane)

DS_Di RMGRPASSWD=DM PASSWCRD

ROOT_SUFFI X=UG_SUFFIX

ADM NPASSWD=AMADMIN_PASSWORD

AM_DAPUSERPASSWD=AMLDAPUSERPASSWORD

COCOKI E_DOVAI N=.example.com #### (Modify to reflect default domain)

AM_ENC_PWD="ny QDW§CBhv| Obf p/ BF/ 1b7+k/ Bi EpVcY" #### Get from AMConfi g. properties file of
fully installed Access Manager host

NEW ONNER=r oot

NEW CGROUP=0t her

WEEB_CONTAI NER=W\56

SSL_PASSWORD=" ssl_password" #### (1f SSL used)
BASEDI R=/ opt / SUN\VAm

CONSCLE_HOST=$SERVER HOST
CONSCLE_PORT=$SERVER_PCRT
CONSCLE_PROTOOOL=$SERVER PROTOCOL

CONSCLE_REMOTE=t r ue

SERVER DEPLOY_UR =/ anser ver
if [ $DEPLOY_LEVEL -eq 2 -0 $DEPLOY_LEVEL -eq 12 ]; then
OONSOLE_DEPLOY_URI =$SERVER DEPLOY_UR!
el se
OONSCLE_DEPLOY_URI =/ antonsol e
fi
PASSWCRD DEPLOY_UR! =/ anpasswor d
COMMON_DEPLOY_UR! =/ antonmon
DI RECTORY_MODE=4  ####
DS _PORT=389
DS_DI RMGRDN="cn=Di rect ory Manager"
USER_NAM NG ATTR=ui d
ORG NAM NG ATTR=0
ORG _OBJECT_CLASS=suni smanagedor gani zat i on

USER OBJECT CLASS=i net or gper son
DEFAULT_CRGANI ZATI ON=

JAVA HOVE=/ usr/j dk/ ent sys-j 2se

AM REALM=di sabl ed #### (For |egacy use)
PLATFORM LOCALE=en_US

XM__ENCCODI NG=I SO- 8859- 1

NEW | NSTANCE=f al se
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i Requi red for b Server  #EHHHEHHHHHHHHHHEHHHHHHHHEH

W61 | NSTANCE=ht t ps- COWB_EX _HOSTNAME FQDN  #### Mdify to reflect front-end host name
W61 _HOVE=/ opt / SUNWhbsvr

WB61_PROTOOOL=$SERVER PROTOCCL

WB61_HOST=$SERVER HCOST

WB61_PORT=$SERVER_PCRT

VB61_ADM NPCRT=$ADM N_PCRT

W561_ADM N="adni n"

W61 | S SECURE=f al se

DI RECTORY_MXDE=4

DS _PORT=389

DS_DI RMGRDN="cn=Di rect ory Manager"
USER_NAM NG ATTR=ui d

CRG_NAM NG ATTR=0

ORG _OBJECT_CLASS=suni smanagedor gani zat i on
USER _CBJECT_CLASS=i net or gper son
DEFAULT_CRGAN ZATI ON=

JAVA HOMVE=/ usr/j dk/ ent sys-j 2se
AM REALM=di sabl ed

5. Make a backup copy of the / et c/ opt/ sun/i dentity/ AMConfi g. properti es file. Check the
content of the following lines in that file:

com i pl anet. amdirectory. host =AM SERVER HOSTNAME _FCDN
com i pl anet. am server. host =AM SERVER_HOSTNAME_FCDN
com i pl anet. am consol e. host =AM SERVER_HOSTNAME_FQDN
com i pl anet. am profil e. host =AM SERVER HOSTNAMVE_FQDN

com i pl anet. am nam ng. url =ht t p: / / AM_SERVER HOSTNAME _FQDN: WWEBCONTAI NER_PORT/ anser ver / nam ngs
ervice

comiplanet.amnotification.url=http://COMB_EX HOSTNAME_FCDN WEBCONTAI NER_PCRT/ noti ficati o
nservice

6. Run the following command:
/ opt / SUNVnd bi n/ anconfi g -s Newly Created AMSAMPLESILENT

7. Make sure the default domain contains the Core and LDAP services, which you can find in
the Access Manager console under the Services tab.
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8. Make sure that the uwcaut h. properti es reads the complete dn for the variable
uwcaut h. i denti ty. bi nddn as shown below:

1 Bind DN of AdmAdnin
uwcaut h. i dentity. bi nddn=ui d=armadm n, ou=peopl e, o=user gr oup

Problem: User Authentication Failed

Solution: Verify operation of Directory Server, availability of user, baseDN, and LDAP service
property values.

[1 To Troubleshoot Authentication Problems
1. Verify that the Directory Server is running.
For example:

fusr/bin/ps -ef | grep slapd

.I'ns-slapd -D /var/opt/nps/serverroot/slapd-hostl -i /var/opt/nps/serverroot/slapd-hostl

2. If necessary, start Directory Server using one of the following commands:
For example, if Directory Server 5.2 is the default version:
On Solaris: / usr/ shi n/ di rectoryserver start
On Linux: / opt/ sun/ sbi n/ di rect oryserver start
3. Check that the user ID in question exists in the directory.
For example:
| dapsearch -h host - p port - Ddn - wpassword -s sub - b basedn " ui d=uid"
This will return the user entry, if it exists, or 'No such object’ if the entry does not exist.
4. Check the uwcaut h. properti es file is using the correct baseDN and credentials.
See the following for more information:
http://docs. sun. coni sour ce/ 819- 0115/ confi g_3. ht m #wp20397

5. Inan Access Manager deployment, check that the LDAP service property values are valid.
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a. Log into the Access Manager console as amAdni n.
b. Under Identity Management, click the appropriate organization.
c. Choose Services from the View menu.

The services list should have at a minimum Authentication Configuration, and
Authentication Modules Core and LDAP. Click the LDAP Properties arrow and verify
the information that appears in the Data pane.

d. If the service is not added, continue with the steps that follow.
e. Click Add in the Navigation pane.
A list of available services is displayed in the Data pane.
f.  Select the checkbox for Authentication Configuration and click OK.

The Authentication Configuration service will appear in the Navigation pane assuring
you that it has been added.

g. Click the Authentication Configuration Properties arrow.
The Service Instance List is displayed in the in the Data pane.
h. Click New to add the service instance.

Type the name and click Submit.

Problem: Communications Express Login Page Redirects to the Messenger
Express Login Page

Solution: Most likely there is a misconfiguration. Verify the SSO settings. See the following for more
information:

http://docs. sun. coni sour ce/ 819- 0115/ SSOver vi ew. ht m

Problem: Unable to Access the Calendar Tab
Solution: Verify that Calendar Server is running, and that the i ¢s. conf file is properly configured.

[0 To Verify that Calendar Server is Running
1. Verify that the Calendar Server processes are running.

For example:

[usr/bin/ps -ef | grep cal
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/opt/ SUNWcs5/cal /1ib/cshttpd -d 3
/opt/ SUNW cs5/ cal /1ib/enpd -p 57997 -c config/ics. conf
/opt/ SUNW cs5/ cal /1i b/ csadm nd

[ opt/ SUNW cs5/ cal /1ib/csnotifyd

2. If necessary, start Calendar Server.
a. Change to the sbi n directory.
On Solaris: / opt / SUNW cs5/ cal / sbin
On Linux: / opt/ sun/ cal endar/ cal / sbin
b. Enter the following command to start Calendar Server.
.Istart-cal
[0 To Verify the ics.conf File Configuration
1. Change tothe /et c/opt/ SUNW cs5/ cal / confi g directory.

2. Intheics. conf file, verify that the servi ce. htt p. al | owadm npr oxy parameter is set to

yes".

3. Check if the virtual domain is either set to "yes" or "no" in both the i ¢s. conf and
uwcaut h. properti es files. It cannot be "yes" in one file and "no" in the other file.

4. If you make edits to either the i ¢s. conf or the uwcaut h. properti es files, restart Calendar
Server.

Problem: Log Files Do Not Appear in the /var/opt/SUNWuwc/logs Directory
Solution: Enable logging. See the following for more information:

http://docs. sun. com sour ce/ 819- 0115/ t shoot i ng. ht m #wp20705

Further Reading

Refer to the Chapter 5, “Troubleshooting” in the Sun Java System Communications Express 6 2005Q1
Administration Guide:
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http://docs. sun. con sour ce/ 819- 0115/ t shoot i ng. ht m

Refer to Chapter 1, “Access Manager 2005Q1 Configuration Scripts,” in the Sun Java System Access
Manager Administration Guide, for more information on Access Manager SDK-only configuration
installation notes:

http://docs. sun. com sour ce/ 817- 7647/ Confi gScri pts. ht m

Known Issues and Limitations

See the Java Enterprise System Release Notes Collection at the following URL to find out about
known problems:

http://docs. sun. coni app/ docs/ col | / ent sysrn_05q1l

How to Report Problems and Provide Feedback

If you have problems with Communications Express, contact Sun customer support using one of
the following mechanisms:

= Sun Software Support services online at
htt p: // wwv sun. cond servi ce/ sunone/ sof t war e

This site has links to the Knowledge Base, Online Support Center, and ProductTracker, as
well as to maintenance programs and support contact numbers.

= The telephone dispatch number associated with your maintenance contract

So that we can best assist you in resolving problems, please have the following information
available when you contact support:

= Description of the problem, including the situation where the problem occurs and its
impact on your operation

= Machine type, operating system version, and product version, including any patches and
other software that might be affecting the problem

= Detailed steps on the methods you have used to reproduce the problem

= Any error logs or core dumps
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Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and suggestions.

To share your comments, go to http: // docs. sun. comand click Send Comments. In the online form,
provide the document title and part number. The part number is a seven-digit or nine-digit number
that can be found on the title page of the book or at the top of the document. For example, the title
of this book is Communications Express 2005Q1 Technical Note: Troubleshooting Sun Java System
Communications Express, and the part number is 819-3602-10.

Additional Sun Resources

Useful Sun Java System information can be found at the following Internet locations:

e Sun Java System Documentation
http://docs. sun. cont prod/ j ava. sys

= Sun Java System Professional Services
htt p: // waw. sun. cont servi ce/ sunps/ sunone

e Sun Java System Software Products and Service
http: //ww sun. coni sof t war e

= Sun Java System Software Support Services
ht t p: // ww sun. cond servi ce/ sunone/ sof t war e

= Sun Java System Support and Knowledge Base
htt p: // ww sun. cond servi ce/ support/ sof t war e

= Sun Support and Training Services
http://traini ng. sun. com

= Sun Java System Consulting and Professional Services
ht t p: // waw. sun. conl ser vi ce/ sunps/ sunone

= Sun Java System Developer Information
http://devel opers. sun.com

« Sun Developer Support Services
htt p: // ww. sun. conl devel oper s/ suppor t
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Sun Java System Software Training
htt p: // waw. sun. conl sof t war e/ t rai ni ng

Sun Software Data Sheets
http: //wws. sun. coni sof t war e
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