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About This Guide

This Administration Guide offers an explanation on how to manage the iPlanet™
Directory Server Access Management Edition (DSAME) enterprises and how to
administer the graphical user interface procedures. This preface contains the
following sections:

*  What You Are Expected to Know

e iPlanet Directory Server Access Management Edition Documentation Set
* Organization of This Guide

* Documentation Conventions Used in This Guide

e Related Information

What You Are Expected to Know

This book is considered the “second” manual in the documentation series provided
with iPlanet Directory Server Access Management Edition. This guide is intended
for use by IT professionals who manage access to their network through iPlanet
servers and services. The functionality contained in iPlanet DSAME allows you to
manage user data and enforce access policies throughout your enterprise. It’s
recommended that you understand directory server technologies, including
Lightweight Directory Access Protocol (LDAP), and have some experience with
Java and eXtensible Markup Language (XML). Particularly, you should be familiar
with iPlanet Directory Server and the documentation provided with that product.

IPlanet Directory Server Access Management
Edition Documentation Set

The iPlanet DSAME documentation set contains the following titles:
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Organization of This Guide

* Installation and Configuration Guide describes iPlanet DSAME and provides
details on how to plan and install the iPlanet DSAME on Solaris systems.

*  Administration Guide (this guide) documents how to manage user and service
data and customize the DSAME console.

*  Programmer’s Guide documents how to customize an iPlanet Directory Server
Access Management Edition system for your organization.

* The Release Notes file gathers an assortment of information, including a
description of what is new in this release, last minute installation notes, known
problems and limitations, and how to report problems.

NOTE Be sure to check the Directory Server Access Management Edition
documentation web site for updates to the release notes and for
revisions to the guides. Updated documents will be marked with
the revision date.

http://docs.iplanet.com/docs/ manual s/ dsane. ht m

Organization of This Guide

12

The Administration Guide (this guide) has two parts:

e Part1, “DSAME Console Guide,” explains the DSAME console and how to
manage and configure user data, organization services and enterprise policies.
It also includes procedures on how to navigate the graphical user interface and
create DSAME objects.

e Part 2, “Attribute Reference Guide,” explains each of the attributes contained
within the default DSAME services. Information included is an attribute
definition, default values and attribute type.

The table below lists and briefly describes the content of the Administration Guide.

Table 1  Administration Guide Chapters

Chapter Description

About This Guide An outline of the DSAME documentation set and
a description of the Administration Guide.

Part 1, “DSAME Console Guide”

Chapter 1, “Product Overview” A brief explanation of DSAME concepts.

iPlanet DSAME Administration Guide « December 2001



Table 1

Organization of This Guide

Administration Guide Chapters (Continued)

Chapter

Description

Chapter 2, “Service Management”

Chapter 3, “Policy Management”

Chapter 4, “User Management”

Chapter 5, “Authentication Options

Part 2, “Attribute Reference Guide”

Chapter 6, “Administration
Attributes”

Chapter 7, “Anonymous
Authentication Attributes”

Chapter 8, “Certificate
Authentication Attributes”

Chapter 9, “Core Authentication
Attributes”

Chapter 10, “LDAP Authentication
Attributes”

Chapter 11, “Membership
Authentication Attributes”

Chapter 12, “RADIUS
Authentication Attributes

Chapter 13, “Logging Attributes
Chapter 14, “Naming Attributes
Chapter 15, “Platform Attributes

Chapter 16, “Session Attributes

Chapter 17, “URL Policy Agent
Attributes

Chapter 18, “User Attributes

Index

Managing and configuring DSAME services using
the graphical user interface.

Managing and configuring DSAME policies using
the graphical user interface.

Managing and configuring DSAME objects using
the graphical user interface.

A description of the DSAME authentication
options and associated procedures .

Definitions of DSAME’s administration attributes.

Definitions of DSAME’s attributes associated with
anonymous authentication.

Definitions of DSAME’s attributes associated with
certificate-based authentication.

Definitions of DSAME’s attributes associated with
the core authentication service.

Definitions of DSAME’s attributes associated with
LDAP authentication.

Definitions of DSAME’s attributes associated with
membership authentication.

Definitions of DSAME’s attributes associated with
RADIUS authentication.

Definitions of DSAME'’s logging service attributes.
Definitions of DSAME’s naming service attributes.

Definitions of DSAME’s platform service
attributes.

Definitions of DSAME’s session service attributes.

Definitions of the attributes associated with the
URL Policy Agent.

Definitions of DSAME'’s user attributes.

Alphabetical index of the Administration Guide.
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Documentation Conventions Used in This Guide

Documentation Conventions Used in This Guide

In the iPlanet Directory Server Access Management Edition documentation, there
are certain typographic and terminology conventions used to simplify discussion
and to help you better understand the material. These conventions are described
below.

14

Typographic Conventions

This book uses the following typographic conventions:

Italic type is used within text for book titles, new terminology, emphasis, and
words used in the literal sense.

Monospace font is used for sample code and code listings, API and language
elements (such as function names and class names), filenames, pathnames,
directory names, HTML tags, and any text that must be typed on the screen.

Italic serif font is used within code and code fragments to indicate variable
placeholders. For example, the following command uses filename as a variable
placeholder for an argument to the gunzip command:

gunzip -d filename. tar. gz

Terminology

Below is a list of the general terms that are used in the iPlanet Directory Server
Access Management Edition documentation set:

DSAMIE refers to iPlanet Directory Server Access Management Edition and any
installed instances of the iPlanet Directory Server Access Management Edition
software.

Policy and Management Services refers to the collective set of iPlanet Directory
Server Access Management Edition components and software you have
installed and running on a dedicated Web Server.

Web Server that runs DSAME refers to the dedicated Web Server where the
DSAME is installed.

Directory Server refers to an installed instance of iPlanet Directory Server or
Netscape™ Directory Server.

iPlanet DSAME Administration Guide « December 2001



Related Information

e DSAME_root is a variable placeholder for the home directory where you have
installed iPlanet Directory Server Access Management Edition.

*  Directory_Server_root is a variable placeholder for the home directory where
you have installed iPlanet Directory Server.

*  Web_Server_root is a variable placeholder for the home directory where you
have installed iPlanet Web Server.

Related Information

In addition to the documentation provided with iPlanet Directory Server Access
Management Edition, you should be familiar with several other sets of
documentation. Of particular interest are the iPlanet Directory Server, iPlanet Web
Server, iPlanet Proxy Server, and iPlanet Certificate Management System
documentation sets. This sections lists additional sources of information that can be
used with iPlanet Directory Server Access Management Edition.

iPlanet Directory Server Documentation
You can find the iPlanet Directory Server documentation at the following site:

http://docs.ipl anet. coni docs/ manual s/ directory. htn

iPlanet Web Server Documentation

You can find the iPlanet Web Server documentation at the following site:
http://docs.ipl anet. coni docs/ manual s/ enterprise. htm

iPlanet Certificate Management System Documentation

You can find the iPlanet Certificate Management System documentation at the
following site:

http://docs.ipl anet. conf docs/ manual s/ crns. ht m

iPlanet Proxy Server Documentation

You can find the iPlanet Proxy Server documentation at the following site:
http://docs.ipl anet. coni docs/ nanual s/ proxy. ht m

Directory Server Developer Information

In addition to the Directory Server documentation, you can find information on
Directory Server Access Management Edition, LDAP, the iPlanet Directory Server,
and associated technologies at the following iPlanet developer sites:

About This Guide 15



Related Information

http://devel oper.ipl anet.com tech/directory/

http://wwv i pl anet. com downl oads/ devel oper/

Other iPlanet Product Documentation

Documentation for all iPlanet and Netscape servers and technologies can be found
at the following web site:

http://docs.ipl anet. conf docs/ nanual s/

iPlanet Technical Support
You can contact iPlanet Technical Support through the following location:

http://ww. i pl anet. conl support/
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Part 1

DSAME Console Guide

This is part one of the iPlanet Directory Server Access Management Edition
(DSAME) Administration Guide, the DSAME Console Guide. It discusses the
DSAME graphical user interface and how to navigate through it. This section
contains the following chapters:

* Product Overview

* Service Management
e Policy Management
¢ User Management

* Authentication Options

17
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Directory Server Access Management Edition

Chapter 1

Product Overview

This chapter provides an overview of the features of iPlanet Directory Server
Access Management Edition (DSAME). It contains the following sections:

¢ Directory Server Access Management Edition
¢ Features of DSAME

e Installing DSAME

¢ The DSAME Console

Directory Server Access Management Edition

iPlanet DSAME is a set of tools used to leverage the management and security
potential of Directory Server, iPlanet’s Lightweight Directory Access
Protocol-based (LDAP) data store. DSAME integrates Directory Server with a user
authentication and single sign-on function which increases data security. It also
allows administrators to initiate user entry management based on roles, an entry
grouping mechanism which appears as an attribute in a user entry. Lastly,
developers can define and manage the configuration parameters of a multitude of
default and custom-made services. All three of these functions are accessed
through a customizable graphical user interface, the web-based DSAME console.

Chapter 1  Product Overview 19



Features of DSAME

Features of DSAME

DSAME is built on top of an installation of iPlanet Directory Server, version 5.1.
The concept is to give directory administrators a more consistent and intuitive
interface to work from as well as features used to extend the capabilities of
Directory Server.

Service Management

Configuration parameters for default and custom-made business services can be
specified with DSAME's service management component. Using XML and the
DTD defined within the DSAME framework, service developers can define the
parameters of a corporate service (such as a mail service, a billing service or a
logging service) and manage the service’s parameters or attributes. In addition,
DSAME allows service administrators to define the value of these attributes.

Policy Management

DSAME also provides a component to define, modify or remove the rules that
control access to business resources. Collectively, these rules are referred to as
policy. Policies can be role-based or organization-based and can offer privileges or
define constraints.

Authentication

DSAME provides a plug-in solution for user authentication. The criteria needed to
authenticate a particular user is based on the authentication service configured for
each organization in the DSAME enterprise. Before being allowed access to a
DSAME session, a user must pass through authentication successfully.

Single Sign-On

Once the user is authenticated, DSAME’s API for Single Sign-On (SSO) takes over.
Each time the authenticated user tries to access a protected page, the SSO API
determines whether the user has the permissions required based on their
authentication credentials. If the user is valid, access to the page is given without
additional authentication. If not, the user will be prompted to authenticate again.
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Features of DSAME

URL Policy Agents

The URL Policy Agent is installed onto a Web Server. It is a specific instance of the
DSAME policy component. This agent serves as an additional authentication step
when a user sends a request for a web resource that lives on the protected web
server. This authentication is in addition to any user authentication check which
the resource must do. The agent protects the web server; the resource is protected
by the authentication plug-in.

User Management

The user management component allows for the creation and management of
user-related objects. User, role, group, people container, organization,
sub-organization and organizational unit objects can be defined, modified or
deleted using either the DSAME console or the command line interface.

DSAME Console

This HTML-based console provides a graphical user interface for businesses to
manage the DSAME enterprise. The console has default administrators with
varying degrees of privileges used to create and manage the services, policies and
users. (Additional administrators can be created based on roles.) The
administrators are defined within the Directory Server when installed with
DSAME. These administrators are the:

* Top Level Administrator with read and write access to all entries within the
DSAME enterprise.

e Top Level Help Desk Administrator with read access of all entries within the
DSAME enterprise.

* Organization Administrator with read and write access to all entries within its
organization.

* Organization Help Desk Administrator with read access of all entries within its
organization.

* Organizational Unit Administrator with read and write access to all
organizational unit entries.

¢ Organizational Unit Help Desk Administrator with read access of all
organizational unit entries.

Chapter 1  Product Overview 21



Installing DSAME

e People Container Administrator with read and write access to all users within
its people container.

* Group Administrator with read and write access to all members of its group.

Installing DSAME

The goal of DSAME is to provide an interface for managing user objects, policies
and services for organizations using iPlanet Directory Server. When the DSAME
installer is run, an instance of Directory Server is installed. This instance serves as
the data store for DSAME. In addition, three modules are integrated into the
Directory Server: the Policy module, the Management module, and the URL Policy
Agent module.

The Policy module consists of the logging module, Single Sign-On (SSO) SDK and
the Authentication SPI. The Management module provides policy, user and service
management functions through either the DSAME console or the command line
interface. The URL Policy Agent validates a user’s SSO and web resource access.
All of these functions can be accessed through a web browser using the DSAME
console.

NOTE The DSAME installer can install the three DSAME modules into an
existing Directory Server. For information on how this is done,
please see the iPlanet Directory Server Access Management Edition
Installation and Deployment Guide.

The DSAME Console

The DSAME console is divided into three sections: the location pane, the navigator
pane and the data pane. By using all three panes the administrator is able to
navigate the directory, perform user and service configurations and create policies.
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Figure 1-1 The DSAME Console
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Location Pane

The Location pane runs along the top of the console. The uppermost View menu
allows the administrator to switch between the three different management views:

* Service Management as discussed in Chapter 2
e Policy Management as discussed in Chapter 3
* User Management as discussed in Chapter 4

The Location field provides a trail to the administrator’s position in the directory
tree. This path is used for navigational purposes.

The Currently Logged In field displays the name of the user that is currently running
the console with a link to their user profile.

The Documentation link opens a browser window containing an HTML version of
Part 2 of this documentation, the Attribute Reference Guide.

The Logout link allows the user to log out of the DSAME.
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Navigation Pane

The Navigation pane is the left portion of the console. The Directory Object portion
(within the grey box) displays the name of the directory object that is currently
open and its Properties link. (Most objects displayed in the Navigation pane will
have a corresponding Properties link. Selecting this link will render the object’s
attributes in the Data frame to the right.) The Show menu lists the directories under
the selected directory object. Depending on the number of sub-directories, a paging
mechanism is provided.

Data Pane

The Data pane is the right portion of the console. This is where all object attributes
and their values are displayed and configured and where entries are selected for
their respective group, role or organization.
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Chapter 2

Service Management

This chapter describes the service management features of iPlanet Directory Server
Access Management Edition (DSAME). The Service Management interface
provides a way to view, manage and configure all DSAME services and their
values (both default and customized) in addition to configuring DSAME console
display settings. This chapter contains the following sections:

e Definition of a Service
e DSAME Services Defined
e Attribute Types

* Service Management

Definition of a Service

A service is a group of attributes defined under a common name. The attributes
define the parameters that the service provides to an organization. For instance, in
developing a payroll service, a developer might decide to include attributes that
define an employee name, an hourly rate and a tax exemption. When the service is
registered to an organization, that organization can use these attributes in the
configuration of its entries.
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DSAME defines services using Extensible Markup Language (XML). The Service
Management Services Document Type Definition (sns. dt d) defines the structure
of a service XML file. (This file can be found in the directory

DSAME_r oot / SUNVam web- apps/ ser vi ces/ dt d/ .) For more information on
defining a DSAME service, see the iPlanet Directory Server Access Management
Edition Programmer’s Guide.

DSAME Services Defined

26

The thirteen default services provided with DSAME are defined by XML files
located in DSAVE_r oot / SUNVaNT web- apps/ ser vi ces/ WEB- | NF/ confi g/ xm . Some
of these services, when configured through the Service Management interface,
define values for the DSAME application. Others are registered to a specific
organization configured within DSAME and are used to define default values for
the organization.

Administration

The Administration service allows for the configuration of the DSAME
Administration Console at both the application level (similar to a Preferences or
Options menu for the DSAME application) as well as at a configured organization
level (Preferences or Options specific to a configured organization).

Authentication

There are six authentication services including a base service. This allows the
administrator the opportunity to choose the method with which each defined
organization would have their user’s authorization verified.

Core

The Core service is the general configuration base for the DSAME authentication
services. It must be registered and configured to use any of the specific services. It
allows the administrator to define default values that will be picked up for those
not specifically set in the Anonymous, Certificate-based, LDAP, Membership and
RADIUS services.
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Anonymous

This service allows for log in without specifying a user name and password.
Anonymous connections have limited access to the server and are customized by
the administrator.

Certificate-based

This service allows login through a personal digital certificate (PDC). iPlanet
Certificate Management System (CMS) can be installed as a Certificate Authority.
For more information on CMS, see the documentation set located at
http://docs.ipl anet. conf docs/ manual s/ crns. ht m

LDAP

This service allows for authentication using LDAP bind, an operation which
associates a password with a particular LDAP entry.

Membership (Self-Registration)

This service allows a new user to self-register for authentication with a login and
password.

RADIUS

This service allows for authenticating users using an external Remote
Authentication Dial-In User Service (RADIUS) server.

Logging

The Logging service is where the administrator configures values for the DSAME
application logging function. Examples include log file size and log file location.

Naming
The Naming service is used to get and set URLs, plug-ins and configurations as

well as request notifications for various other DSAME services such as session,
authentication and logging.
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Platform

The Platform service is where additional servers can be added to the DSAME
configuration as well as other options applied at the top level of the DSAME
application.

Session

The Session service defines values for an authenticated user session such as
maximum session time and maximum idle time.

URL Policy Agent

The URL Policy Agent is configured by navigating to the Policy Management
window in the graphical user interface. It defines user privileges to web resources,
allowing an administrator to allow or deny access to ht t p and ht t ps-based URLs.

User

Default user preferences are defined through the user service. (These include time
zone, locale and DN starting view).

Attribute Types

The attributes that make up a DSAME service are classified as one of the following
types: Dynamic, Policy, User, Organization or Global. Using these types to subdivide
the attributes in each service allows for a more consistent arrangement of the
service schema and easier management of the service parameters.
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Dynamic Attributes

A dynamic attribute can be assigned to a DSAME configured role or organization.
When the role is assigned to a user or a user is created in an organization, the
dynamic attribute then becomes a characteristic of the user. For example, a role is
created for an organization’s employees. This role might contain the organization’s
address and a fax number, two things that remain static for all employees. When
the role is assigned to each employee, these dynamic attributes are inherited by
them.

Policy Attributes

Policy attributes are privilege attributes. Policy attributes are configured through
the Policy Management interface as discussed in Chapter 3, “Policy Management.”
Once a policy is configured, they may be assigned to roles or organizations. That is
the only difference between dynamic and policy attributes; dynamic attributes are
assigned directly to a role or an organization and policy attributes are used to
configure policies and then applied to a role or an organization. DSAME currently
has only one service which uses policy attributes, the URL Policy Agent. These
specific policy attributes deny or allow users access to web resources.

User Attributes

These attributes are assigned directly to each user. They are not inherited from a
role or an organization and, typically, are different for each user. Examples of user
attributes include useri d, enpl oyee nunmber and passwor d. User attributes can be
added or removed from the User service by modifying the dpUser . xn file. For
more information, see the iPlanet Directory Server Access Management Edition
Programmer’s Guide.

Organization Attributes

Organization attributes are assigned to organizations only. In that respect, they
work as dynamic attributes. They differ from dynamic attributes, though, as they
are not inherited by entries in the subtrees. Additionally, no object classes are
associated with organization attributes. Attributes listed in the authentication
services are defined as organization attributes because authentication is done at the
organization level rather than at a subtree or user level.
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Service

Global Attributes

Global attributes are applied across the DSAME configuration. They can not be
applied to users, roles or organizations as the goal of global attributes is to
customize the DSAME application. There is only one instance of a global attribute
in the DSAME configuration. There are no object classes associated with global
attributes. Examples of global attributes include log file size, log file location, port
number or a server URL that DSAME can use to access data.

Management

Services are configured and managed through the Service Management window.
Organization-specific services which are not covered by the DSAME default
service packages can be written using XML (based on the DSAME services
document type definition or DTD) and added into the interface under the Other
Configuration heading. Instructions on how this is done can be found in the iPlanet
Directory Server Access Management Edition Programmer’s Guide. Part 2, “ Attribute
Reference Guide” describes the default services and the definitions of their
corresponding attributes.

The Service Management View is for performing service configurations on a global
level. When a service is registered and activated for an organization via the User
Management view, the initial default data assigned to the service is that which is
stored globally under Service Management. Figure 2-1 is a screenshot of the
graphical user interface.
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Figure 2-1 Service Management View
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Access the Service Management view by choosing Service Management in the
View menu. The navigation pane will display a list of all defined DSAME services.
To set the global default values for a service, select the Properties arrow next to the
name of the service. The attributes for the service will be displayed in the data
pane.

Chapter 2  Service Management 31



Service Management

32 iPlanet DSAME Administration Guide « December 2001



The Policy Service

Chapter 3

Policy Management

This chapter describes the policy service management features of iPlanet Directory
Server Access Management Edition (DSAME). The Policy Management interface

provides a way to view, manage and configure all DSAME policies. This chapter
contains the following sections:

* The Policy Service
e The URL Policy Agent
e Hierarchy Of Enforcement

e Policy Management

The Policy Service

Every business has a need to protect its resources. This is done by configuring and
managing rules that define who can do what to which resource. The DSAME
Policy Service allows an organization to set up these rules or policies.

Each DSAME service that is written to enforce policies must have a policy schema. A
policy schema is a set of rules and all their possible values. In DSAME, a policy
schema is defined in an XML document that describes the full range of policy
options available for a given service. From the policy schema, an administrator can
create named policies, in the Policy Management view, to apply at different levels
(role or organization). These named policies, once created, are then assigned to a
specific role or organization within the User Management view.
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DSAME ships with one policy service, the URL Policy Agent, and one sample mail
service. For more information on the sample mail service and writing new policy
schema, see the iPlanet Directory Server Access Management Edition Programmer’s
Guide.

The URL Policy Agent

A URL Policy Agent is a plug-in that enforces web access rules. The URL Policy
Agent plugs into the iPlanet Web Server and performs two functions:

1. Itvalidates a user’s sign on.

2. It enforces the user’s URL access.

Validating a User’s Sign On

Once a user has logged in to DSAME, each request to the server will contain a user
identification token which, in effect, proves that they have been successfully
authenticated. The token is unique for a user on a given server. Once the URL
Policy Agent intercepts a user’s request, it looks for this token to verify that it
represents an authenticated user. If the user is represented properly, the request is
passed forward and subjected to the user’s URL policy enforcement. If the user is
not verified, the user is redirected to the Authentication page. (Similarly, if there is
no user identification token at all, the user is redirected to the Authentication

page.)

Enforcing URL Access

Once a user’s identification is verified, the URL Policy Agent checks the user’s URL
access policies to find out the user’s level of access. The URL being requested can
be assigned to one of three attributes that are inherited by every entity in an
organization’s hierarchy when the URL Policy Agent service is registered. These
three attributes are Allow, Deny or Not Enforced.

e Allow

i pl anet - am web- agent - access- al | ow | i st is the attribute that contains all
the URLs that an authenticated user is allowed to access.
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¢ Deny

i pl anet - am web- agent - access- deny- | i st is the attribute that contains all
the URLs that an authenticated user is not allowed to access.

e Not Enforced

i pl anet - am web- agent - access- not - enf or ced- | i st is the attribute that
contains all the URLs that are not subjected to URL policy enforcement.
However, user authentication is still required to ensure the value of this
attribute.

The values of these three attributes are obtained from the aggregation of a user’s
roles.

Hierarchy Of Enforcement

In the enforcement of policy, deny privileges takes precedence over allow
privileges. An empty Deny list will allow only those resources that are allowed by
the Allow list. An empty Allow list will not allow access to any resources except
those in the Not Enforced list. If the URL access policy cannot be resolved between
the Deny and Allow lists, access will not be allowed to the resource.

The following URLs are default values of the Not Enforced option located in the
AMConf i g. properti es file. No authentication is required for this option (named
com i pl anet.am policy. agents. url.notenforcedlist.!local):

e http://<host>:<port>/anserver/consol e*

e http://<host>:<port>/anserver/l ogi n*

e http://<host>:<port>/anserver/inmages*

e http://<host>:<port>/anserver/adm n*

e http://<host>: <port>/anserver/docs*

e http://<host>:<port>/anserver/| ogout

e http://<host>:<port>/anserver/index. htmn

e http://<host>:<port>/anserver/ nam ngservice
e http://<host>:<port>/anserver/l oggi ngservice
e http://<host>:<port>/anserver/sessi onservice

e http://<host>:<port>/anserver/profil eservice
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e http://<host>:<port>/anagent/htm / URLAccessDeni ed. ht

Allowing all users access to these URLs makes user authentication possible. Any
edits made to the AMConf i g. pr operti es file require a server restart of the agent.

How the URL Policy Agent Works

Below is a description of how the URL Policy Agent works.

1. Upon initialization, the URL Policy Agent reads the Not Enforced list from the
AMConf i g. properti es file. Because access to the / | ogi n screen is not
enforced, the user is able to view the login page.

2. After successful user authentication, the user’s URL access is Not Enforced
until the user’s URL Policy values are found.

3. DSAME applies the Deny URLs to the user’s URL access.
4. DSAME applies the Allow URLSs to the user’s URL access.

5. The user’s policy profile is complete for this authentication session.

Policy Management

Policies are configured using the Policy Management interface. This interface
provides a means for:

* The Top Level Administrator to view, create, delete and modify policies for a
specific service that can be used across all organizations.

* An organization’s or sub-organization’s administrator to view, create, delete
and modify policies for specific use by the organization.

In general, policy is created at the organization (or sub-organization) level to be
used throughout the organization’s tree. In order to create a named policy, the
specific policy service must first be registered to the organization under which the
policy will be created.

Registering Policy Services

Registering a policy service is the same as registering any type of service; it is done
within the User Management interface.
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Navigate to User Management by choosing View User Management.
When the DSAME console opens, the default interface is User Management.
Choose the organization for which you would like to create policy.

If logged in as the Top Level Administrator, make sure that the location of the
User Management interface is the top level organization where all configured
organizations are visible. The default top level organization is o=i sp.

Choose Services from the Show menu.

If the organization already has registered services, they will be displayed in the
navigation pane.

Click Register in the navigation pane.

A listing of services not yet registered to this organization are displayed in the
data pane.

Select URL Policy Agent checkbox from Register Services and click Submit.

The URL Policy Agent service is now registered to the chosen organization.

NOTE Sub-organizations must register their policy services independently

of their parent organization. In other words, the sub-organization
o=subor g, o=i pl anet, o=i sp will not inherit the policy service from
its parent o=i pl anet, o=i sp.

Creating Named Policies

Policies are created through the Policy Management interface. Once a named
policy is created, it can be assigned to roles or organizations via the User
Management interface.

1.

Navigate to Policy Management by choosing View Policy Management.

Policies can only be created under an organization if that organization has first
registered the URL Policy Agent service. See Registering Policy Services above.

Choose the organization for which you would like to create a policy.

Ensure that the location of the Policy Management window is correct for your
organization. The default top level organization is o=i sp.
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Choose Policies from the Show menu.

By default, Organizations is visible in the Show menu. All sub-organizations
configured, if any, will be visible below it. If creating policies for a
sub-organization, choose the sub-organization and then choose Policies from
the Show menu.

Click Create in the navigation pane.

The Create Policy window in the data pane opens. Service URL Policy Agent is
selected by default as it is the only policy service available. To add other policy
services, see the iPlanet Directory Server Access Management Edition Programmer’s
Guide.

Type a name for the policy and click Create.
The new policy rule window opens under the policy name created.
Choose an action for the URL Policy Service.

The choices Allow, Deny or Not Enforced are explained in “Enforcing URL
Access,” on page 34.

Type a resource in the Resource field and press Add Rule for the URL Policy
Service.

Currently, the only resources that can be enforced are http:// and https://
addresses. Wild cards are also supported.

Repeat Step 6 and Step 7 to add additional actions to the URL policy.
Click Submit to complete the named policy’s configuration.

Actions that have already been added to a policy can be deleted by checking
the Select box next to the action and pressing Delete Selected.

Assigning Named Policies

Once a policy has been named and created, it can be assigned to the organization or
role. This is done using the User Management interface. Assigning a policy at the
organization level makes its attributes available to all entries in the organization.
Assigning policy to a role makes its attributes available to all users who contain the
role attribute.
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Assigning Named Policies to an Organization

1.

Navigate to User Management by choosing View User Management.
When the DSAME console opens, the default window is User Management.
Choose the organization for which you would like to assign a named policy.

Ensure that the location of User Management is correct for your organization.
The default top level organization is o=i sp.

Choose Policies from the Show menu.

If the organization already has policies assigned to it, they are displayed in the
navigation pane. If the Assign Policies interface is not visible, click Assign and
all unassigned policies will be displayed in the data pane.

Select the box (or boxes) next to the unassigned policy (or policies) and click
Submit.

The chosen policy (or policies) will be displayed in the navigation pane. The
policy is now assigned to the organization.

Assigning Named Policies to a Role

1.

Navigate to User Management by choosing View User Management.
When the DSAME console opens, the default window is User Management.
Choose Organizations from the Show menu.

If the role to which you would like to assign a named policy is in the top level
organization, choose Roles from the Show menu and skip to Step 4. (The
default top level organization is o=i sp.)

Choose Roles from the Show menu.

All configured roles for the organization are displayed in the navigation pane.
Select the role to which you would like to apply a policy.

The chosen role displays in the Location field in the uppermost window.
Choose Policies from the Show menu.

If the role already has policies assigned to it, they are displayed in the
navigation pane.

Click Assign to see a list of all unassigned policies.
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7. Choose the box (or boxes) next to the unassigned policy (or policies) and click
Submit.

The chosen policy (or policies) displays in the navigation pane. The policy is
now assigned to the role.

NOTE If multiple named policies are assigned to a role or organization, the
values for allow and deny will be aggregated. If a priority is desired,
the policy schema (XML) can be modified.
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Chapter 4

User Management

This chapter describes the user management features of iPlanet Directory Server
Access Management Edition (DSAME). The User Management interface provides a
way to view, manage and configure all DSAME objects and identities. This chapter
contains the following sections:

¢ The User Management Interface
* Managing DSAME Objects

* Properties Function

The User Management Interface

There are two types of user management views. Depending on the roles of the user
logging in, they might gain access to the User Management View or the User
Profile View.

User Management View

When a user with an administrative role authenticates to the DSAME, their default
view is the User Management View. In this view the administrator can perform all
user-based administrative tasks. This can include, but is not limited to, creating
objects and identities, configuring services and assigning policies.
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Figure 4-1
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User Profile View

When a user without an administrative role authenticates to the DSAME, the
default view is their own User Profile. In this view the user can modify the values
of the attributes particular to their personal profile. This can include, but is not
limited to, name, home address and password. The attributes displayed in the User
Profile View can be extended. For more information on adding customized
attributes for objects and identities, see the iPlanet Directory Server Access
Management Edition Programmer’s Guide.
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Figure 4-2 User Profile View
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Managing DSAME Objects

The User Management interface contains all the components needed to view and
manage the DSAME objects (organization, configured enterprise organizations and
their corresponding groups, roles, users, policies and containers). This section
explains the object types and details on how to configure them.

Organizations

This object represents the top level of a hierarchical structure used by an enterprise
to manage its departments and resources. Upon installation, DSAME dynamically
creates a top-level organization (default o=i sp) to manage the DSAME enterprise
configurations. Additional organizations can be created after installation to
manage separate enterprises. All created organizations fall beneath the top-level
organization.
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Create an Organization

1.

Choose Organizations from the Show menu in User Management.
All created organizations display in the navigation pane.

Click Create in the navigation pane.

The Create Organization template displays in the data pane.

Enter a value for the name of the Organization in the Create Organization
template.

Choose a status of acti ve ori nacti ve.

The default is act i ve. This can be changed at any time during the life of the
organization by selecting the Properties icon. Choosing i nact i ve disables log
in to the organization.

Click Submit.

The new organization displays in the navigation pane.

Delete an Organization

1. Choose Organizations from the Show menu in User Management.
All created organizations display in the navigation pane.
2. Select the checkbox next to the name of the Organization to be deleted.
3. Click Delete Selected.
NOTE There is no warning message when performing a delete. All entries
within the organization will be deleted.
Containers

The container entry is used when, due to object class and attribute differences, it is
not possible to use an organization entry. It is important to remember that the
DSAME container entry and the DSAME organization entry are not necessarily
equivalent to the LDAP object classes or gani zat i onal Uni t and or gani zat i on.
They are abstract DSAME entries. Ideally, the organization entry will be used
instead of the container entry.
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Create a Container

1. Navigate to the navigation pane of the Organization or Container where the
new Container will be created.

Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Click Create.
A Container template displays in the data pane.
3. Enter the name of the Container to be created.

4. Click Submit.

Delete a Container

1. Navigate to the navigation pane of the Organization or Container which
contains the Container to be deleted.

Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Choose Containers from the Show menu.
3. Select the checkbox next to the name of the Container to be deleted.

4. Click Delete Selected.

NOTE Deleting a container will delete all objects that exist in that
Container. This includes all objects and sub Containers.

People Containers

A People Container is the default LDAP organizational unit to which all users are
assigned when they are created within an organization. People Containers can be
found at the organization level and at the People Container level as a sub People
Container. They can only contain other People Containers and users. Additional
People Containers can be added into the organization, if desired.

NOTE The display of People Containers is optional. To view People
Containers you must select Show People Containers in the DSAME
Administration service. For more information, see “Show People
Containers,” on page 72.
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Create a People Container

1. Navigate to the navigation pane of the Organization or People Container
where the new People Container will be created.

Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Click Create.
A People Container template displays in the data pane.
3. Enter the name of the People Container to be created.

4. Click Submit.

Delete a People Container

1. Navigate to the navigation pane of the organization or People Container which
contains the People Container to be deleted.

Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Choose People Containers from the Show menu.
3. Select the checkbox next to the name of the People Container to be deleted.
4. Click Delete Selected.

NOTE Deleting a People Container will delete all objects that exist in that
People Container. This includes all users and sub People Containers.

Group Containers

A Group Container is used to manage groups. It can only contain groups and other
group containers. The group container Groups is dynamically assigned as the
parent entry for all managed groups. Additional group containers can be added, if
desired.
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Create a Group Container

1.

Navigate to the navigation pane of the Organization or the Group Container
which contains the Group Container to be created.

Use the Show menu in the navigation pane and the Location path in the
location pane.

Choose Group Containers from the Show menu.

The default Groups was created during the organization’s creation.
Click Create.

Type a value in the Name field and press Submit.

The new Group Container displays in the navigation pane.

Delete a Group Container

1. Navigate to the navigation pane of the Organization which contains the Group
Container to be deleted.
Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Choose Group Containers from the Show menu.
The default Groups and all created Group Containers display in the navigation
pane.

3. Select the checkbox next to the Group Container to be deleted.

4. Click Delete Selected.

Roles

This grouping represents a selection of privileged operations. By applying the role
to a user or a service, the principal can perform the operations. For example, by
confining certain privileges to an Employee role or a Manager role and applying
the role to a user, the user’s accessibility is confined to the privileges granted it by
the role.
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Create a Role

1. Navigate to the navigation pane of the Organization where the role will be
created.

Choose Organizations from the Show menu in User Management and select
the organization from the navigation pane. The Location path displays the
default top-level organization and chosen organization.

2. Choose Roles from the Show menu.

The three default roles created when an organization is configured display in
the navigation pane: i Pl anet AMOr gAdni nRol e,

i Pl anet AMOr gHel pDeskAdni nRol e and Peopl e Adni n. For descriptions of
these roles, see “Dynamic Admin Roles ACls,” on page 70 of the Attribute
Reference Guide.

3. Click Create in the navigation pane.
The Create Role template appears in the data pane.
4. Enter a name for the role.
5. Enter a description of the role.
6. Choose the type of role from the Type menu.
The role can be either an administrator role or a services (user) role.

7. Choose a default set of ACIs to apply to the role from the Access Permission
menu.

The default ACIs are permissions to access entries within the organization.
They are discussed in the section “Default Role Permissions (AClIs),” on

page 70. No permissions can also be chosen. (The default ACIs shown are in no
particular order.)

8. Click Submit.

Delete a Role

1. Navigate to the organization that contains the role for deletion.

Choose Organizations from the Show menu in User Management and select
the organization from the navigation pane. The Location path displays the
default top-level organization and chosen organization.

2. Choose Roles from the Show menu.

3. Select the checkbox next to the name of the role.
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Click Delete Selected.

Add Users to a Role

1.

o > w DN

Navigate to the Organization that contains the role to modify.

Choose Organizations from the Show menu in User Management and select
the organization from the navigation pane. The Location path displays the
default top-level organization and chosen organization.

Choose Roles from the Show menu.

Select the role to modify.

Choose Users from the Show menu.

Click Add.

A search window appears in the data pane.
Enter a user id.

Search criteria can also be entered (including first name, last name or
active/inactive) if specific user id information is not available.

Choose the users from the names returned by selecting the checkbox next to
the user name.

Click Submit.

Remove Users from a Role

1.

o o > w DN

Navigate to the Organization that contains the role to modify.

Choose Organizations from the Show menu in User Management and select
the organization from the navigation pane. The Location path displays the
default top-level organization and chosen organization.

Choose Roles from the Show menu.

Select the role to modify.

Choose Users from the Show menu.

Select the checkbox of the users for removal.

Click Remove Selected.
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Services

Activating a service for an organization is a two step process. In the first step you
need to register the service with the organization. After a service is registered, a
template configured specifically for that organization must be created. For
additional information, see Chapter 2, “Service Management.”

NOTE A new service must first be imported into the DSAME through the
command line’s amadni n. Information on importing a service’s XML
schema can be found in the iPlanet Directory Server Access
Management Edition Programmer’s Guide.

Register a Service
1. Navigate to the Organization where you will add services.

Choose Organizations from the Show menu in User Management and select
the organization from the navigation pane. The Location path displays the
default top-level organization and chosen organization.

2. Choose Services from the Show menu.
3. Click Register.

The data pane will display a list of services available to register to this
organization.

4. Select the checkbox next to the services to be added.

5. Click Submit.

Create a Template for a Service

1. Navigate to the organization or role where the registered service exists.

Choose Organizations from the Show menu in User Management and select
the organization from the navigation pane. The Location path displays the
default top-level organization and chosen organization.

2. Choose Services from the Show menu
3. Click the properties icon next to the name of the service to be activated.

The data pane displays the message No Template Available For This Service.
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4. Click Create.
The data pane displays the default attributes and values for this service.
5. Accept or modify the default values and click Submit.

A template is created for this service for the parent organization or role.

Unregister a Service

1. Navigate to the organization where you will remove services.

Choose Organizations from the Show menu in User Management and select
the organization from the navigation pane. The Location path displays the
default top-level organization and chosen organization.

2. Choose Services from the Show menu.
3. Select the checkboxes for the services to remove.

4. Click Unregister Selected.

Policies

Policies define rules to help protect an organization’s web resources. They can be
assigned to organizations and roles only. Policies cannot be created, deleted or
viewed in User Management; they can only be assigned. See Chapter 3, “Policy
Management for information on how to configure policies.

Assign a Policy
1. Navigate to the Organization or Role where the policy will be added.

Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Choose Policies in the Show menu.
3. Click Assign.
A list of registered policies displays in the data pane.
4. Select the checkbox for the policy to assign.
5. Click Submit.

Chapter 4  User Management 51



Managing DSAME Objects

Unassign a Policy

1. Navigate to the organization or role where the policy exists.

Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Choose Policies in the Show menu.
3. Select the checkbox next to the policy to be deleted.
4. Click Delete Selected.

NOTE These procedures assign and unassign policy from roles and
organizations; they do not delete the policy. In order to delete a
named policy from the DSAME, navigate to Policy Management,
select the named policy’s checkbox and click Delete Selected.

Users

Users represent the identity of a person. They are created within an organization’s
default People Container. If Show People Containers in the Administration service
of the organization is disabled, users are visible at the organization level. If Show
People Containers is enabled, users are visible within the organization’s default
People Container. (People Containers are discussed on page 45.)

Create a User

1. Navigate to the Organization or People Container where the user should be
created.

Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Choose Users from the Show menu.
3. Click Create.
4. Enter values for the required attributes and any optional fields.

Information on the user profile attributes can be found in “User Profile
Attributes,” on page 125.

5. Click Submit.
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Delete a User

1. Navigate to the Organization or People Container where the user exists.

Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Choose Users from the Show menu.
3. Select the checkbox next to the name of the user to be deleted.

4. Click Delete Selected.

Managed Groups

This grouping represents a collection of users with a common function, feature or
interest. Typically, this grouping has no privileges associated with it. They can
exist at two levels, within an organization and within other managed groups as a
sub group. Users can be added to Managed Groups either statically or dynamically
(filtered).

Membership By Subscription. A group created by subscription creates a group
based on the option chosen in “Managed Group Type” on page 73. If the Managed
Group Type value is st at i ¢, group members are added to a group entry using the
gr oupOf Nanes or gr oupOf Uni queNames object class. If the Managed Group Type
value is dynani ¢, a LDAP filter is used to search and return only user entries that
contain the menber of attribute.

Membership By Filter. A filtered group is one that is created through the use of a
LDAP filter. All entries are funneled through the filter and dynamically assigned to
the group. The filter would look for any attribute in an entry and return those that
contain the attribute.

Create a Managed Group

1. Navigate to the Organization or Managed Group where the group will be
created.

Use the Show menu in the navigation pane and the Location path in the
location pane. Managed groups are listed underneath Group Containers.

2. Choose Managed Groups from the Show menu.
3. Click Create.

4. Select the group type from within the data pane.
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a. If a static subscription group is to be created, select Membership By
Subscription and click Submit.

I.  Enter a name for the group in the Name field.
Il.  Add users to the group by selecting Add...

Adding users to the group is optional. They can be added after the
group is created.

ll. Enter a user id to search for a user entry or configure a LDAP filter.

IV. Choose the users from the names returned by selecting the checkbox
next to the user name and pressing Submit.

V. Select Users Can Subscribe to this Group to allow users to subscribe to
the group themselves.

VI. Click Submit.

b. If a dynamic (LDAP filtered) group is to be created, select Membership By
Filter and click Submit.

I.  Enter a name for the group in the Name field.
Il Construct the LDAP search filter.

The fields used to construct the filter use either an OR or AND
operator. All the fields listed in the Ul are used. If a field is left blank it
will match all possible entries for that particular attribute.

lll. Click Submit.

Delete a Managed Group
1. Navigate to the Organization or Managed Group where the group exists.

Use the Show menu in the navigation pane and the Location path in the
location pane. Managed groups are listed underneath Group Containers.

2. Choose Managed Groups from the Show menu.
3. Select the checkbox next to the name of the group to be deleted.
4. Click Delete Selected.
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Properties Function

To view or modify an entry’s properties, click the arrow next to the object’s name.
It’s attributes and corresponding values are displayed in the data pane. Different
objects display different properties.

Organizations properties allow status modification between active and
inactive.

Role properties include role and permission descriptions and the services
registered to the role. ACI details can be viewed by selecting Show Access
Permissions.

User properties include, but are not limited to, basic user information such as
first name, last name, home address, telephone number and password.

The Groups configurable attribute, aside from the naming attribute, is allowing
or disallowing the user to self-subscribe themselves to the group.

Containers do not have any configurable attributes excepting the naming
attribute.

Policy properties are a listing of the URLs being affected by the policy.

Service properties include any of the attribute listed in Part 2, “Attribute
Reference Guide” depending on the service.

See the iPlanet Directory Server Access Management Edition Programmer’s Guide for
information on how to extend an entry’s properties.
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Authentication Options

iPlanet Directory Server Access Management Edition (DSAME) provides a
framework for authentication, a process which verifies the identities of users
accessing applications within an enterprise. Authentication is implemented
through plug-ins that validate the user’s identity. (This plug-in architecture is
described more fully in the iPlanet Directory Server Access Management Edition
Programmer’s Guide.) The DSAME console is used to set the default values, to
register authentication services, to create an organization’s authentication template
and to enable the service. This chapter provides an overview of the authentication
services and instructions for registering them. It contains the following sections:

* The Core Authentication Service
* Anonymous Authentication

e Certificate-based Authentication
e LDAP Directory Authentication
¢ Membership Authentication

* RADIUS Server Authentication

The Core Authentication Service

Five different authentication services are provided with DSAME as well as a Core
authentication service. The Core authentication service provides overall
configuration for the authentication service. Before registering and enabling
Anonymous, Certificate-based, LDAP, Membership or RADIUS authentication,
Core authentication must be registered and enabled. Chapter 9, “Core
Authentication Attributes” contains a detailed listing of the Core attributes.
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To Register and Enable the Core Service

1. Navigate to the navigation pane of the Organization for which the Core service
is to be registered.

Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Choose Services from the Show menu.
3. Click Register in the navigation pane.
A list of available services displays in the data pane.
4. Select the checkbox for Core Authentication and click Submit.

The Core Authentication service will appear in the navigation pane assuring
the administrator that it has been registered.

5. Select the Core Authentication checkbox in the navigation pane and click the
Properties arrow.

The message No template available for this service appears in the data pane.
6. Click Create.

The Core attributes appear in the data pane. Modify the attributes as necessary.
An explanation of the Core attributes can be found in Chapter 9, “Core
Authentication Attributes” or by clicking the Documentation link in the upper
right hand corner of the DSAME console.

7. Click Submit.

The Core service has been enabled.

Anonymous Authentication
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When this method is enabled, a user can log in to DSAME as an anonymous user.
Granting anonymous access means that it can be accessed without providing a user
name or password. Anonymous access can be limited to specific types of access
(for example, access for read or access for search) or to specific subtrees or
individual entries within the directory.
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To Register and Enable Anonymous
Authentication

You must log in to the DSAME as Organization Administrator.

1.

Navigate to the navigation pane of the Organization for which Anonymous
Authentication is to be registered.

Use the Show menu in the navigation pane and the Location path in the
location pane.

Choose Services from the Show menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the Anonymous
Authentication service.

Click Register in the navigation pane.
A list of available services displays in the data pane.
Select the checkbox for Anonymous Authentication and click Submit.

The Anonymous Authentication service will appear in the navigation pane
assuring the administrator that it has been registered.

Select the Anonymous Authentication checkbox and click the Properties arrow.
The message No template available for this service appears in the data pane.
Click Create.

The Anonymous Authentication attributes appear in the data pane. Modify the
attributes as necessary. An explanation of these attributes can be found in
Chapter 7, “Anonymous Authentication Attributes” or by clicking the
Documentation link in the upper right hand corner of the DSAME console.

Click Submit.

The Anonymous Authentication service has been enabled.
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Logging In Using Anonymous Authentication

In order to log in using Anonymous Authentication, the Core Authentication
service attribute “ Authentication Menu,” on page 88 must be modified to define
Anonymous Authentication. This ensures that when the user logs in using
http:// <host nane>: <port >/ anser ver/ | ogi n, they will see the Anonymous
Authentication login window.

NOTE The Default Anonymous User Name attribute value in the
Anonymous Authentication service is anonynous. This is the name
users use to log in. A default Anonymous User must be created
within the organization. The user id should be identical to the user
name specified in the Anonymous Authentication attributes.

Certificate-based Authentication

60

Certificate-based Authentication involves using a personal digital certificate (PDC)
to identify and authenticate a user. A PDC can be configured to require a match
against a PDC stored in Directory Server, and verification against a Certificate
Revocation List.

There are a number of things that need to be accomplished before registering the
Certificate-based Authentication service to an organization. First, the iPlanet Web
Server that is installed with the DSAME needs to be secured and configured for
Certificate-based Authentication. Before enabling the Certificate-based service, see
Appendix C, Securing Your Web Server in the iPlanet Directory Server Access
Management Edition Installation and Configuration Guide for these initial Web Server
configuration steps.

NOTE Each user that will authenticate using the certificate-based service
must request a PDC for their browser. Instructions are different
depending upon the browser used. See your browser’s
documentation for more information.

To Register and Enable Certificate-based
Authentication

You must log in to the DSAME as Organization Administrator.
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1. Navigate to the navigation pane of the Organization for which
Certificate-based Authentication is to be registered.

Use the Show menu in the navigation pane and the Location path in the
location pane.

2. Choose Services from the Show menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the Certificate-based
Authentication service.

3. Click Register in the navigation pane.
A list of available services displays in the data pane.
4. Select the checkbox for Certificate-based Authentication and click Submit.

The Certificate-based Authentication service will appear in the navigation
pane assuring the administrator that it has been registered.

5. Select the Certificate-based Authentication checkbox and click the Properties
arrow.

The message No template available for this service appears in the data pane.
6. Click Create.

The Certificate-based Authentication attributes appear in the data pane.
Modify the attributes as necessary. An explanation of these attributes can be
found in Chapter 8, “Certificate Authentication Attributes” or by clicking the
Documentation link in the upper right hand corner of the DSAME console.

7. Click Submit.
8. Restart DSAME.

The Certificate-based Authentication service has been enabled.

Logging In Using Certificate-based
Authentication

In order to log in using Certificate-based Authentication, the Core Authentication
service attribute “ Authentication Menu,” on page 88 must be modified to define
Certificate-based Authentication. This ensures that when the user logs in using
http:// <host nane>: <port >/ anser ver/ | ogi n, they will see the Certificate-based
Authentication login window.
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LDAP Directory Authentication

With the LDAP Authentication service, when a user logs in, he or she is required to
bind to the LDAP Directory Server with a specific user DN and password. If the
user provides a user id and password that are in the Directory Server, the user is
allowed access to, and is set up with, a valid DSAME session. LDAP
Authentication is enabled by default when DSAME is installed. The following
instructions are provided in the event that the service is disabled.
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To Register and Enable LDAP Authentication

You must log in to the DSAME as Organization Administrator.

1.

Navigate to the navigation pane of the Organization for which LDAP
Authentication is to be registered.

Use the Show menu in the navigation pane and the Location path in the
location pane.

Choose Services from the Show menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the LDAP
Authentication service.

Click Register in the navigation pane.
A list of available services displays in the data pane.
Select the checkbox for LDAP Authentication and click Submit.

The LDAP Authentication service will appear in the navigation pane assuring
the administrator that it has been registered.

Select the LDAP Authentication checkbox and click the Properties arrow.
The message No template available for this service appears in the data pane.
Click Create.

The LDAP Authentication attributes appear in the data pane. Modify the
attributes as necessary. An explanation of these attributes can be found in
Chapter 10, “LDAP Authentication Attributes” or by clicking the
Documentation link in the upper right hand corner of the DSAME console.

Click Submit.

The LDAP Authentication service has been enabled.
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Logging In Using LDAP Authentication

In order to log in using LDAP Authentication, the Core Authentication service
attribute “Authentication Menu,” on page 88 must be modified to define LDAP
Authentication. This ensures that when the user logs in using

http:// <host nane>: <port >/ anser ver/ | ogi n, they will see the LDAP
Authentication login window.

Enabling LDAP Authentication Failover

The LDAP authentication attributes include a value field for both a primary and a
secondary Directory Server. DSAME will look to the second server for
authentication if the primary server becomes unavailable. For more information,
see the LDAP attributes “Primary LDAP Server and Port,” on page 97 and
“Secondary LDAP Server and Port,” on page 98.

Membership Authentication

Membership authentication is implemented similarly to personalized sites such as
ny. net scape. com or nysun. sun. com When this service is enabled, a user creates
an account and personalizes it without the aid of an administrator. With this new
account, the user can access it as a registered user. The user can also access the
viewer interface, saved on the iPlanet user profile database as authorization data
and user preferences.

To Register and Enable Membership
Authentication

You must log in to the DSAME as Organization Administrator.

1. Navigate to the navigation pane of the Organization for which Membership
Authentication is to be registered.

Use the Show menu in the navigation pane and the Location path in the
location pane.
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2. Choose Services from the Show menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the Membership
Authentication service.

3. Click Register in the navigation pane.
A list of available services displays in the data pane.
4. Select the checkbox for Membership Authentication and click Submit.

The Membership Authentication service will appear in the navigation pane
assuring the administrator that it has been registered.

5. Select the Membership Authentication checkbox and click the Properties
arrow.

The message No template available for this service appears in the data pane.
6. Click Create.

The Membership Authentication attributes appear in the data pane. Modify the
attributes as necessary. An explanation of these attributes can be found in
Chapter 11, “Membership Authentication Attributes” or by selecting the
Documentation link in the upper right hand corner of the DSAME console.

7. Click Submit.

The Membership Authentication service has been enabled.

Logging In Using Membership Authentication

In order to log in using Membership Authentication, the Core Authentication
service attribute “ Authentication Menu,” on page 88 must be modified to define
Membership Authentication. This ensures that when the user logs in using
http://<host nane>: <port >/ anser ver/ | ogi n, they will see the Membership
Authentication login window.

RADIUS Server Authentication

DSAME can be configured to work with a RADIUS server that is already installed.
This is useful if there is a legacy RADIUS server being used for authentication in
your enterprise. Enabling the RADIUS authentication service is a two-step process.
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1. Configure the RADIUS server.
For detailed instructions, see the RADIUS server documentation.
2. Register and enable the RADIUS authentication service.
NOTE A user must be created in the DSAME organization using the

RADIUS server that matches each user specified when the RADIUS
server user file was modified.

To Register and Enable RADIUS Authentication

You must log in to the DSAME as Organization Administrator.

1.

Navigate to the navigation pane of the Organization for which RADIUS
Authentication is to be registered.

Use the Show menu in the navigation pane and the Location path in the
location pane.

Choose Services from the Show menu.

The Core service, if already registered, displays in the navigation pane. If it is
not already registered, it can be done concurrently with the RADIUS
Authentication service.

Click Register in the navigation pane.
A list of available services displays in the data pane.
Select the checkbox for RADIUS Authentication and click Submit.

The RADIUS Authentication service will appear in the navigation pane
assuring the administrator that it has been registered.

Select the RADIUS Authentication checkbox and click the Properties arrow.
The message No template available for this service appears in the data pane.
Click Create.

The RADIUS Authentication attributes appear in the data pane. Modify the
attributes as necessary. An explanation of these attributes can be found in
Chapter 12, “RADIUS Authentication Attributes” or by selecting the
Documentation link in the upper right hand corner of the DSAME
Administration Console.
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7. Click Submit.
The RADIUS Authentication service has been enabled.

Logging In Using RADIUS Authentication

In order to log in using RADIUS Authentication, the Core Authentication service
attribute “ Authentication Menu,” on page 88 must be modified to define RADIUS

Authentication. This ensures that when the user logs in using
http:// <host nane>: <port >/ amser ver/ | ogi n, they will see the RADIUS

Authentication login window.
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Part 2

Attribute Reference Guide

This is the Attribute Reference Guide, part two of the iPlanet Directory Server
Access Management Edition (DSAME) Administration Guide. It discusses the
configured attributes within DSAME’s default services. This part contains the
following chapters:

Administration Attributes
Anonymous Authentication Attributes
Certificate Authentication Attributes
Core Authentication Attributes

LDAP Authentication Attributes
Membership Authentication Attributes
RADIUS Authentication Attributes
Logging Attributes

Naming Attributes

Platform Attributes

Session Attributes

URL Policy Agent Attributes

User Attributes
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Chapter 6

Administration Attributes

The Administration Service consists of global and organization attributes. The
values applied to the global attributes are applied across the iPlanet Directory
Server Access Management Edition (DSAME) configuration and are inherited by
every configured organization. They can not be applied directly to roles or
organizations as the goal of global attributes is to customize the DSAME
application. Values applied to the organization attributes are default values for
each organization configured and can be changed when the service is registered to
the organization. The organization attributes are not inherited by entries of the
organization. The Administration Attributes are divided into:

e Global Attributes

¢ Organization Attributes

Global Attributes

The global attributes in the Administration Service are:
e Default Role Permissions (ACIs)

* Dynamic Admin Roles ACIs

e Show People Containers

e Display Containers In Menu

* Show Group Containers

* Managed Group Type

* Service Hierarchy

69



Global Attributes

Default Role Permissions (ACIs)

This attribute defines a list of default access control instructions (AClIs) or
permissions that are used to grant administrator privileges when creating new roles.
One of these AClIs is selected depending on the level of privilege desired. DSAME
ships with two default role permissions:

Organization Admin

The Organization Administrator has read and write access to all entries in the
configured organization. This role is named i Pl anet AMOr gAdni nRol e.

Organization Help Desk Admin

The Organization Help Desk Administrator has read access to all entries in the
configured organization and write access to the user Passwor d attribute. This role
is named i Pl anet AMOr gHel pDeskAdnmi nRol e.

NOTE Roles are defined using the format aci _nane | aci _desc |
dn:aci ## dn:aci ## dn:aci where:

® gci_name is the name of the role.

® aci_desc is a description of the access these ACls allow. For
maximum usability, assume the reader of this description does
not understand AClIs or other directory concepts.

® dn:aci represents pairs of DNs and ACls separated by ##.

DSAME sets each ACI in the associated DN entry. This format
also supports tags that can be substituted for values that would
otherwise have to be specified literally in an ACI: ROLENAME,
ORGANIZATION, GROUPNAME and PCNAME. Using these
tags lets you define roles flexible enough to be used as defaults.
When a role is created based on one of the default roles, tags in
the ACI resolve to values taken from the DN of the new role.

Dynamic Admin Roles AClIs

This attribute defines the access control instructions for the administrator roles that
are created dynamically when a group, organization, container or people container
is configured using DSAME. These roles are used for granting administrative
privileges for the specific grouping of entries created. The default ACIs can be
modified only under this attribute listing.
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CAUTION Administrators at the organization and people container level have a
wider scope of access than do group administrators. But, by default,
when a user is added to a group administrator role that user can
change the password of anyone in the group. This would include
any organization or people container administrator who is a
member of that group.

Group Admin

The Group Administrator has read and write access to all members of a specific
group. When a group is created, the Group Admin role is automatically generated
with the necessary privileges to manage the group. The role is not automatically
assigned to a group member. It must be assigned by the group’s creator.

Organization Admin

The Organization Administrator has read and write access to all entries in an
organization. When an organization is created, the Organization Admin role is
automatically generated with the necessary privileges to manage the organization.
This role is titled i Pl anet AMOr gAdni nRol e.

Organization Help Desk Admin

The Organization Help Desk Administrator has read access to all entries in an
organization and write access to the user Passwor d attribute. This role is titled
i Pl anet AMOr gHel pDeskAdni nRol e.

NOTE When a sub-organization is created, remember that the
administration roles are created in the sub-organization, not in the
parent org.

People Container Admin

By default, any user entry in an newly created organization is a member of that
organization’s People Container. The People Container Administrator has read
and write access to all entries in the organization’s People Container. This role is
titled People Admin. Keep in mind that the People Admin DOES NOT have read
and write access to the attributes that contain role and group DNs therefore, they
cannot modify the attributes of, or remove a user from, a role or a group.
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NOTE Other containers can be configured with DSAME to hold user
entries, group entries or even other containers. To apply an
administrator role to a container created after the organization has
already been configured, the i Pl anet AMOr gUni t Adni nRol e or
i Pl anet AMOr gUni t Hel pDeskAdni nRol e defaults would be used.

Organizational Unit Admin

The Organizational Unit Administrator has read and write access to all entries in
an LDAP organizational unit. In DSAME, the LDAP organizational unit is often
referred to as a container. This role is titled i Pl anet AMOr gUni t Adni nRol e.

Organizational Unit Help Desk Admin

The Organizational Unit Help Desk Administrator has read access to all entries in
an organizational unit and write access to the user Passwor d attribute in user
entries only in this organizational unit. This role is titled

i Pl anet AMOr gUni t Hel pDeskAdni nRol e.

Top Level Admin

The Top Level Administrator has read and write access to all entries in the top level
organization. In other words, this Top Level Admin role has privileges for every
configuration principal within the DSAME application. This role is titled

Super Admi nRol e.

Show People Containers

This attribute specifies whether to display People Containers in the DSAME
console. If this option is selected, the menu choice People Containers displays in
the Show menu at the top level for organizations instead of Users. The
administrator must logout and log back in for this change to take effect.

People containers are organizational units containing only user profiles. iPlanet
recommends that you use a single people container in your DIT and leverage the
flexibility of roles to manage access and services. The default behavior of the
DSAME console is therefore to hide the People Container. However, if you have
multiple people containers in your DIT, select Show People Containers to display
People Containers as managed objects in the DSAME console.
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Display Containers In Menu

This attribute specifies whether to display any containers in the Show menu of the
DSAME console. The default value is f al se. An administrator can optionally chose
either:

* fal se (checkbox not selected) — Containers are not listed among the choices
on the Show menu at the top level for organizations and other containers.

* true (checkbox selected) — Containers are listed among the choices on the
Show menu at the top level and for organizations and other containers.

NOTE The Display Containers in Menu option is only available when
DSAME is installed using the default mode. When compliant
installation is chosen, organizational units are never created.

Show Group Containers

This attribute specifies whether to show Group Containers in the DSAME console.
If this option is selected, the menu choice Group Containers displays in the Show
menu for organizations and containers. Group containers are organizational units
for groups.

Managed Group Type

This option specifies whether subscription groups created through the DSAME
console are static or dynamic. The console will either create and display
subscription groups that are static or dynamic, not both. (Filtered groups are
always supported regardless of the value given to this attribute.) The default value
is dynamic.

* A static group explicitly lists each group member using the gr oupCf Narres or
gr oupOf Uni queNarmes object class. The group entry contains the uni queMenber
attribute for each member of the group. Members of static groups are manually
added; the user entry itself remains unchanged. Static groups are suitable for
groups with few members.
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* A dynamic group uses a nenber Of attribute in the entry of each group
member. Members of dynamic groups are generated through the use of an
LDAP filter which searches and returns all entries which contain the menber Of
attribute. Dynamic groups are suitable for groups that have a very large
membership.

e A filtered group uses an LDAP filter to search and return members that meet
the requirement of the filter. For instance, the filter can generate members with
a specific uid (ui d=g*) or email address (emai | =* @un. com). In these
examples, the LDAP filter would return all users whose uid begins with g or
whose email address ends with sun. com respectively. Filtered groups can only
be created within the User Management view by choosing Membership by
Filter. See “Managed Groups,” on page 53 for more information.

An administrator can select one of the following:

* Dynam ¢ — Groups created through the Membership By Subscription option
will be dynamic.

* Static — Groups created through the Membership By Subscription option
will be static.

NOTE The Managed Group Type option is only available when DSAME is
installed using the default mode. When compliant installation is
chosen, the Managed Group Type is always static.

Service Hierarchy

This listing of services defines the order of precedence for default and externally
configured services. The service tree in the Service Management interface is drawn
dynamically based on the values in this attribute. If a new service is configured and
added to DSAME, it must also be added to this attribute or it will not show up in
the Service Management display.

Organization Attributes

The organization attributes in the administration service are:
*  Groups Default People Container

e  Maximum Results Returned From Search
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¢ Timeout For Search (sec.)

*  Groups People Container List
¢ Display User's Roles

¢ Display User's Groups

e User Group Self Subscription
e User Profile Display Options

* User Creation Default Roles

e View Menu Entries

Groups Default People Container

This field specifies the default people container where users will be placed when
they are created by a group administrator. There is no default value. A valid value
is the DN of a people container (organizational unit). See the note under Groups
People Container List attribute for the People Container fallback order.

Maximum Results Returned From Search

This field defines the maximum number of results returned from a search. The
default value is 100.

CAUTION Do not set this value above 500. The search will be refused.

Timeout For Search (sec.)

This field defines the amount of time (in number of seconds) that a search will
continue before timing out. It is used to stop potentially long searches. After the
maximum search time is reached, an error is returned. The default is 5 seconds.
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Groups People Container List

This field specifies a list of People Containers from which a group administrator
can choose when creating a new user. This list can be used if there are multiple
people containers in the directory tree and the Show People Container attribute is
set to f al se. (If no People Containers are specified in this list or in the Groups
Default People Container field, users are created in the default DSAME people
container, ou=peopl e.) There is no default value for this field.

NOTE When a user is created, this attribute is checked for a container in
which to place the entry. If the attribute is empty, the Groups
Default People Container attribute is checked for a container. If the
latter attribute is empty, the entry is created under ou=Peopl e.

Display User’s Roles

This option specifies whether to display a list of roles assigned to a user as part of
their user profile page. The default value is t r ue (checkbox selected). An
administrator can select from the following:

e fal se (checkbox not selected) — The user profile page does not include a list of
roles assigned to the user.

* true (checkbox selected) — The user profile page includes a list of roles
assigned to the user.

Display User’s Groups

This option specifies whether to display a list of groups the user belongs to as part
of their user profile page. The default value is t r ue (checkbox selected). An
administrator can select from the following:

e fal se (checkbox not selected) — The user profile page does not include a list of
groups the user belongs to.

e true (checkbox selected) — The user profile page includes a list of groups the
user belongs to.
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User Group Self Subscription

This option specifies whether users can add themselves to groups that are open to
subscription. The default value is t r ue (checkbox selected). An administrator can
select from the following:

¢ fal se (checkbox not selected) — The list of groups the user belongs to is not
modifiable by the user.

* true (checkbox selected) — The list of groups the user belongs to is modifiable
by the user.

NOTE This option applies only when the Display User’s Groups option is
selected.

User Profile Display Options

This menu specifies the information displayed as the user profile. The default value
is User Onl y. An administrator can select from the following:

* User Onl y — Display viewable User service attribute values from the User
subschema.

User service attribute values are viewable by the user when the attribute
contains the keyword Display. See the iPlanet Directory Server Access
Management Edition Programmer’s Guide for details.

* ByServi ce — Display attribute values from dynamic subschema for services
that have it.

* Conbi ned — Display viewable User service attribute values from the User
subschema and attribute values from dynamic subschema for services that
have it.

User Creation Default Roles

This listing defines roles that will be assigned to newly created users automatically.
There is no default value. An administrator can input the DN of one or more roles.

NOTE This field only takes a full Distinguished Name address, not a role
name.
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View Menu Entries

This field lists the Java classes of services that will be displayed in the View menu
at the top of the DSAME console. The syntax isi 18N key | java cl ass nane.
(The i18N key is used for the localized name of the entry in the View menu.)
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Anonymous Authentication Attributes

The Anonymous Authentication attributes are organization attributes. The values
applied to them under Service Management become the default values for the
Anonymous Authentication template. A template is created for each organization
when the organization registers for a service. The default values can be changed
after registration by the organization’s administrator. Organization attributes are
not inherited by entries in the subtrees of the organization. The Anonymous
Authentication attributes are:

* Authentication Level
e Valid Anonymous User List

e Default Anonymous User Name

Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by DSAME but by any
external application that may chose to use it.) If the authentication level stored in
an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 91 for details.
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Valid Anonymous User List

This field contains a list of user IDs that have permission to login without
providing credentials. If a user’s login name matches a user ID in this list, access is
granted and the session is assigned to the specified user ID. If the user’s login name
does not match a user ID in this list, anonymous access is still granted, but the
session is assigned to the user ID specified in the Default Anonymous User Name
field.

NOTE In order to login with a user ID defined in Valid Anonymous User
List, the user must use the following URL:

htt p:// <host name>: <port >/ <DEPLOY_URI >/ | ogi n?nodul e=
Anonynous&or g=<or g_nanme>&user nanme=<user _i d>

Default Anonymous User Name

This field defines the user ID that a session is assigned to if the login name does not
match a user ID in the Valid Anonymous User List field. The default value is
anonymous. An Anonymous user must also be created in the organization.

NOTE In order to login using the anonymous authentication service, the
user defined in Default Anonymous User Name must use the
following URL:

htt p: // <host name>: <port >/ <DEPLOY_URI >/ | ogi n?nodul e=
Anonynous&or g=<or g_nane>
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Certificate Authentication Attributes

The Certificate Authentication attributes are organization attributes. The values
applied to them under Service Management become the default values for the
Certificate Authentication template. A template is created for each organization
when the organization registers for a service. The default values can be changed
after registration by the organization’s administrator. Organization attributes are
not inherited by entries in the subtrees of the organization. The Certificate
Authentication attributes are:

Match Certificate in LDAP

SSL On For LDAP Access

Field in Cert to Use to Access User Profile
Authentication Level

Match Certificate to CRL

LDAP Server and Port

LDAP Start Search DN

LDAP Access Authentication Type
LDARP Server Principal User
LDAP Server Principal Password
LDAP Attribute for Profile ID
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Match Certificate in LDAP

This option specifies whether to check if the user certificate presented at login is
stored in the LDAP Server. If no match is found, the user is denied access. If a
match is found and no other validation is required, the user is granted access. The
default is that the Certificate Authentication service does not check for the user

certificate.

NOTE A certificate stored in the Directory Server is not necessarily valid; it
may be on the certificate revocation list. See “Match Certificate to
CRL,” on page 83.

SSL On For LDAP Access

This option specifies whether to use SSL to access the LDAP server. The default is
that the Certificate Authentication service does not use SSL for LDAP access.

Field in Cert to Use to Access User Profile

This menu specifies which field in the certificate should be used to search for a
matching user profile. For example, if you choose emai | addr ess, the certificate
authentication service will search for the user profile that matches the attribute
enmmi | Addr in the user certificate. The user logging in then uses the matched
profile. The default field is subj ect CN. The list contains:

* email address
e issuer DN

e issuer CN

e issuer O

e serial number
* subject CN

¢ subject DN

* subject O

e subject UID
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Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by DSAME but by any
external application that may chose to use it.) If the authentication level stored in
an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 91 for details.

Match Certificate to CRL

This option specifies whether to compare the user certificate against the Certificate
Revocation List (CRL) in the LDAP Server. This check is performed against a user

certificate after a matching user profile is found (see “Match Certificate in LDAP,”
on page 82). If the certificate is on the CRL, the user is denied access; if not, the user
is allowed to proceed. This attribute is, by default, not enabled.

NOTE Certificates should be revoked when the owner of the certificate has
changed status and no longer has the right to use the certificate or
when the private key of a certificate owner has been compromised.

LDAP Server and Port

This field specifies the name and port number of the LDAP server where the
certificates are stored. The default value is the host name and port specified when
DSAME was installed. The host name and port of any LDAP Server where the
certificates are stored can be used. The format is host_name:port.
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LDAP Start Search DN

This field specifies the DN of the node where the search for the user’s certificate
should start. There is no default value. The field will recognize any valid DN.

LDAP Access Authentication Type

This menu specifies whether the name and password of the principal user are
required for LDAP access and whether those values are sent as plain or encrypted
text. The user ID of the principal user is specified in the LDAP Server Principal
User field. The default value is none. The valid values are:

* none — Access to LDAP does not require the name or password of the
principal user.

* sinpl e — Access to LDAP requires a user name and password. These values
are sent to LDAP in plain text.

* CRAM MD5 — Access to LDAP requires a user name and password. These
values are sent to LDAP in encrypted text.

LDAP Server Principal User

This field accepts the DN of the principal user (usually Directory Manager) for the
LDAP server where the certificates are stored. There is no default value for this
field which will recognize any valid DN. The principal user must be authorized to
read, and search certificate information stored in the Directory Server.

LDAP Server Principal Password

This field carries the LDAP password associated with the user specified in the
LDAP Server Principal User field. There is no default value for this field which will
recognize the valid LDAP password for the specified principal user.

NOTE This value is stored as readable text in the directory.
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LDAP Attribute for Profile ID

This field specifies the attribute in the Directory Server entry that matches Version
5.0 the certificate whose value should be used to identify the correct user profile.
There is no default value for this field which will recognize any valid attribute in a
user entry (cn, sn, and so on) that can be used as the user ID.
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Core Authentication Attributes

The Core Authentication service is the basic service for the Anonymous,
Certificate, LDAP, Membership and RADIUS authentication services as well as any
custom authentication service created with the Authentication SPIL. Core
authentication must be configured as a service for each organization that wishes to
use any form of authentication. The Core Authentication attributes consist of
organization and global attributes. The values applied to the organization
attributes under Service Management become the default values for the Core
Authentication template. A template is created for each organization when the
organization registers for a service. The default values can be changed after
registration by the organization’s administrator. Organization attributes are not
inherited by entries in the organization. The values applied to the global attributes
are applied across the iPlanet DSAME (DSAME) configuration and are inherited by
every configured organization. (They can not be applied directly to roles or
organizations as the goal of global attributes is to customize the DSAME
application.) The Core Authentication attributes are separated into:

* Organization Attributes

e Global Attributes

Organization Attributes

The organization attributes in the Core Authentication service are:
e Authentication Menu

¢ Non-Interactive Modules

e User's Default Redirect URL

e User Based Auth
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e People Container For All Users

* Alias Search Attribute Name

* Default Auth Level

¢ User Naming Attribute

e Pluggable Auth Page Generator Class
* Dynamic User Profile Creation

* Default Auth Locale

* Organization URL Mapping

*  Admin Authenticator

* Dynamic User Profile Creation Default Roles
* Authentication Chaining Modules

* Authentication Chaining Enabled

* Persistent Cookie Mode

e Persistent Cookie Max Time (seconds)

Authentication Menu

This list specifies the default authentication services available to the organization.
Each administrator can choose the type of authentication for their specific
organization. If one service is chosen, its name is displayed on the login screen and
the user’s login information is sent automatically to that module. If multiple
services are selected, a list of possible authentication modules is presented to the
users at login. (Multiple services provide flexibility, but users must be sure that
their login setting is appropriate for the selected authentication module.) The
default authentication is LDAP. The authentication services included with DSAME

are:
e LDAP
e RADIUS

* Membership
* Anonymous

e Cert
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Non-Interactive Modules

This field specifies the authentication services that can be used in addition to those
defined in “ Authentication Menu,” on page 88. These modules do not appear in the
authentication menu presented to users, but a user can choose to use a

non-interactive authentication service by directly entering the URL for the service.

For example, if Cer t is one of the selected non-interactive authentication services, a
user can login to DSAME using the following URL:

htt p:// host nane: port/ <DEPLOY_URI >/ | ogi n?nodul e=Cert

If a user tries to login to DSAME using an authentication service not listed in either
Authentication Menu or Non-Interactive Modules, the Authentication Module
Denied page displays. The default non-interactive module value is Cer t . The
administrator can select one or more services from the list:

e LDAP

* Radius

* Membership
* Anonymous

e Cert

User’s Default Redirect URL

This field specifies the URL to which users are redirected after successful
authentication. The default value is the DSAME console URL,
http:// host name: port/ anserver/ consol e. The field will take any valid URL.

User Based Auth

This option allows different authentication services to be configured for individual
users within an organization. When logging on to the DSAME server, a user is first
presented with a screen to submit their user ID. Their user profile is then retrieved
and the individual authentication method assigned to them is called. By default,
user-based authentication is not enabled.
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People Container For All Users

After successful authentication by a user, their profile is retrieved. The value in this
field specifies where to search for the profile. Generally, this value will be the DN
of the default People Container. All user entries added to an organization are
automatically added to the organization’s default People Container. The default
value is ou=Peopl e. The field will take a valid DN for any organizational unit.

NOTE Authentication searches for a user profile by:
¢ Searching under the default People Container, then
¢ Searching under the default organization, then

e Searching for the user in the default organization using the Alias
Search Attribute Name attribute.

The final search is for SSO cases where the user name used to
authenticate may not be the naming attribute in the profile. For
example, user may authenticate using Safeword ID of j n10191, but
their profile is ui d=j ani e.

Alias Search Attribute Name

After successful authentication by a user, their profile is retrieved. This field
specifies a second LDAP attribute to search from if a search on the first LDAP
attribute, specified in “User Naming Attribute,” on page 91, fails to locate a
matching user profile. Primarily, this attribute will be used when the user
identification returned from an authentication module is not the same as that
specified in User Naming Attribute. For example, a RADIUS server might return
abc1234 but the user name is abc. There is no default value for this attribute. The
field will take any valid LDAP attribute (for example, cn).
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Default Auth Level

The authentication level value indicates how much to trust authentications. Once a
user has authenticated, this value is stored in the SSO token for the session. When
the SSO token is presented to an application the user wants to access, the
application can use the stored value to determine whether the level is sufficient to
grant the user access. If the authentication level stored in an SSO token does not
meet the minimum value required, the application can prompt the user to
authenticate again through a service with a higher authentication level.

The authentication level should be set within the organization’s specific
authentication template. The Default Auth Level value described here will apply
only when no authentication level has been specified in the Authentication Level
field for a specific organization’s authentication template. The Default Auth Level
default value is 0, the lowest authentication level. (The value in this attribute is not
used by DSAME but by any external application that may chose to use it.)

User Naming Attribute

After successful authentication by a user, their profile is retrieved. The value of this
attribute specifies the LDAP attribute to use for the search. By default, DSAME
assumes that user entries are identified by the ui d attribute. If your Directory
Server uses a different attribute (such as gi vennane) specify the attribute name in
this field.

Pluggable Auth Page Generator Class

This field specifies the Java class that generates the login page for users. The
default class specified is com i pl anet. aut henti cati on. spi . HTM_.Logi nWor ker .
The default can be overridden by specifying another value which includes the full
name (including package name) of the Java class that will generate the default
login page.

Dynamic User Profile Creation

This option specifies whether to create a profile dynamically when a user
authenticates successfully but no user profile is found. (User profiles would be
created in the location specified in “People Container For All Users,” on page 90.) If
security considerations require a controlled user population, do not enable this
feature. By default, dynamic user profile creation is not enabled.
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Default Auth Locale

This field specifies the default language subtype to be used by the authentication
service. The default value is en_US. A listing of valid language subtypes can be
found in Table 9-1 below.

NOTE In order to use a different locale, all authentication templates for that
locale must first be created. A new directory must then be created
for these templates. See the iPlanet Directory Server Access
Management Edition Programmer’s Guide for more information.

Table 9-1  Supported Language Locales

Language Tag Language

af Afrikaans

be Byelorussian

bg Bulgarian

ca Catalan

cs Czechoslovakian

da Danish

de German

el Greek

en English

es Spanish

eu Basque

fi Finnish

fo Faroese

fr French

ga Irish

gl Galician

hr Croatian

hu Hungarian

id Indonesian
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Table 9-1  Supported Language Locales (Continued)
Language Tag Language
is Icelandic

it Italian

ja Japanese
ko Korean

nl Dutch

no Norwegian
pl Polish

pt Portuguese
0 Romanian
ru Russian

sk Slovakian
sl Slovenian
sq Albanian
sr Serbian

sv Swedish

tr Turkish

uk Ukrainian
zh Chinese

Organization URL Mapping

This list determines a user’s login organization based on the host:URI portion of the
URL used for login. When a user logs in, the authentication service takes the
host:URI portion of the URL and checks it against strings in this list. Each
organization has its own URL mapping list for matching. The first match found
sets the organization for the user. For example, if the value of Organization URL

Mapping is engr and a user logs in using the URL:

http:// hostnane: port/anserver/| ogi n?nodul e=<aut hModul eName>&or g=eng

r
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The login organization of the user is determined to be engr . If this value is not
specified, the user’s organization is assumed to be the default organization
specified during DSAME installation. (This option can also be used to map simple
URLs for hosted environments; for instance,

http://orgnane. conf anser ver/ | ogi n, can be mapped to more difficult URLs
like that listed above. This simplifies the login URL that a user must remember.)

NOTE The Organization URL Mapping value must be unique across all
organizations in the DSAME platform. Therefore, this value should
be configured at the organization level (in User Management view
after the service has been registered) only. At root level (in Service
Management view), this field should be left empty.

Admin Authenticator

This menu specifies the authentication service for administrators only. An
administrator is a user who needs access to the DSAME console. This attribute can
be used if the authentication method for administrators needs to be different from
the method for end users. The default value is LDAP. The only other authentication
choices are Cert and Radius.

Dynamic User Profile Creation Default Roles

This field specifies the roles assigned to a new user whose profiles are created
through the feature “Dynamic User Profile Creation,” on page 91”. There is no
default value. The administrator must specify the DNs of the roles that will be
assigned to the new user.

NOTE The role specified must be under the organization for which
authentication is being configured.
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Authentication Chaining Modules

This field specifies additional services a user must authenticate past in order to
login. For example, if the Authentication Menu attribute is set to LDAP and the
Authentication Chaining Module attribute is set to RADIUS, a user must
authenticate through LDAP and then RADIUS to login. There is no default value.
Two or more of the following services can be specified in the order you would like
them to be implemented:

e LDAP

* RADIUS

* Membership
* Anonymous

e Cert

NOTE The Authentication Chaining field is case sensitive. Type the
module names exactly as shown above, using single spaces to
delimit the module names.

Authentication Chaining Enabled

This option activates authentication chaining as described in “Authentication
Chaining Modules,” on page 95. If authentication chaining is enabled but no
modules are specified in the Authentication Chaining Modules field, the
authentication attempt will pass. The default value is that authentication chaining
is not enabled.

Persistent Cookie Mode

This option determines whether users can restart the browser and still return to
their authenticated session. User sessions can be retained by enabling Persistent
Cookie Mode. When Persistent Cookie Mode is enabled, a user session does not
expire until its persistent cookie expires. The expiration time is specified in
Persistent Cookie Max Time (seconds). The default value is that Persistent Cookie
Mode is not enabled and the authentication service uses only memory cookies.
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Persistent Cookie Max Time (seconds)

This field specifies the interval after which a persistent cookie expires. (Persistent
Cookie Mode must be enabled by selecting its checkbox.) The interval begins when
the user’s session has been successfully authenticated. The default value is 2147483
(time in seconds). The field will take any integer value between 0 and 2147483.

Global Attributes

Currently, there is one global attribute in the Core Authentication service. It is the
Pluggable Auth Module Classes attribute.

Pluggable Auth Module Classes

This field specifies the Java classes of the authentication services available to any
organization configured within the DSAME platform. By default, this includes
Anonymous, Application, Cert, LDAP, Membership and Radius. DSAME also
includes a public SPI that can be used to add other authentication services. To
define new services, this field must take a text string specifying the full class name
(including package name) of each new authentication service.
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LDAP Authentication Attributes

The LDAP Authentication attributes are organization attributes. The values
applied to them under Service Management become the default values for the
LDAP Authentication template. A template is created for each organization when
the organization registers for a service. The default values can be changed after
registration by the organization’s administrator. Organization attributes are not
inherited by entries in the organization. The LDAP Authentication attributes are:

¢ Primary LDAP Server and Port

* Secondary LDAP Server and Port
* DN to Start User Search

* DN for Root User Bind

¢ Password for Root User Bind

* Search Filter

¢ User Entry Naming Attribute

* Search Scope

e Enable SSL to LDAP Server

e Authentication Level

Primary LDAP Server and Port

This field specifies the host name and port number of the primary LDAP server
specified during DSAME installation. This is the first server contacted for LDAP
authentication. The format is host nane: por t . (If there is no port number, assume
389.)
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Secondary LDAP Server and Port

This field specifies the host name and port number of a secondary LDAP server
available to the DSAME platform. If the primary LDAP server does not respond to
a request for authentication, this server would then be contacted. If this server goes
down, DSAME will switch back to the primary server. The format is also

host name: port.

CAUTION  When authenticating users from a Directory Server that is remote
from the DSAME enterprise, it is important that both the Primary
and Secondary LDAP Server Ports have values. The value for one
Directory Server location can be used for both fields.

DN to Start User Search

This field specifies the DN of the node where the search for a user would start. (For
performance reasons, this DN should be as specific as possible.) The default value
is the root of the directory tree. Any valid DN will be recognized.

NOTE If multiple users match the same search, authentication will fail.

DN for Root User Bind

This field specifies the DN of the user that will be used to bind to the Directory
Server specified in the Primary LDAP Server and Port field as administrator. The
authentication service needs to bind as this DN in order to search for a matching
user DN based on the user login ID. There is no default value. Any valid DN will
be recognized.

Password for Root User Bind

This field carries the password for the administrator profile specified in the DN for
Root User Bind field. There is no default value. Only the administrator’s valid
LDAP password will be recognized.
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Search Filter

This field specifies an attribute to be used to find the user under the DN to Start
User Search field. It works with the User Entry Naming Attribute. There is no
default value. Any valid user entry attribute will be recognized.

User Entry Naming Attribute

After successful authentication by a user, the user’s profile is retrieved. The value
of this attribute is used to perform the search. The field specifies the LDAP
attribute to use. By default, DSAME assumes that user entries are identified by the
ui d attribute. If your Directory Server uses a different attribute (such as

gi vennane) specify the attribute name in this field.

NOTE The user search filter will be a combination of the Search Filter
attribute and the User Entry Naming Attribute.

Search Scope

This menu indicates the number of levels in the Directory Server that will be
searched for a matching user profile. The search begins from the node specified in
the attribute “DN to Start User Search,” on page 98. The default value is SUBTREE.
One of the following choices can be selected from the list:

*  OBJECT — Searches only the specified node
* ONELEVEL — Searches at the level of the specified node and one level down
e SUBTREE — Search all entries at and below the specified node

Enable SSL to LDAP Server

This option enables SSL access to the Directory Server specified in the Primary and
Secondary LDAP Server and Port field. By default, the box is not checked and the
SSL protocol will not be used to access the Directory Server.
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Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by DSAME but by any
external application that may chose to use it.) If the authentication level stored in
an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 91 for details.
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Chapter 11

Membership Authentication Attributes

The Membership Authentication attributes are organization attributes. The values
applied to them under Service Management become the default values for the
Membership Authentication template. A template is created for each organization
when the organization registers for a service. The default values can be changed
after registration by the organization’s administrator. Organization attributes are
not inherited by entries in the subtrees of the organization. The Membership
Authentication attributes are:

¢ Minimum Password Length

¢ User Naming Attribute

* Search Scope

e Enable SSL to LDAP Server

* Primary LDAP Authentication Server
* Secondary LDAP Authentication Server
e Authentication Level

e Default User Roles

e User Status After Registration

e DN to Start User Search

* DN for Root User Bind

e Password for Root User Bind

e Secarch Filter

101



Minimum Password Length

Minimum Password Length

This field specifies the minimum number of characters required for a password set
during self-registration. The default value is 8.

User Naming Attribute

This field specifies the attribute used for the naming convention of user entries. By
default, DSAME assumes that user entries are identified by the ui d attribute. If
your Directory Server uses a different attribute (such as gi vennane) specify the
attribute name in this field.

Search Scope

This menu indicates the number of levels in the Directory Server that will be
searched for a matching user profile. The search begins from the node specified in
the attribute “DN to Start User Search,” on page 104. The default value is SUBTREE.
One of the following choices can be selected from the list:

* OBJECT — Searches only the specified node
* ONELEVEL — Searches at the level of the specified node and one level down
e SUBTREE — Search all entries at and below the specified node

Enable SSL to LDAP Server

This option enables SSL access to the Directory Server specified in the Primary and
Secondary LDAP Authentication Server field. By default, the box is not checked
and the SSL protocol will not be used to access the Directory Server.

Primary LDAP Authentication Server

This field specifies the host name and port number of the primary Directory Server.
This is the first server searched for membership authentication. The default value is
the Directory Server URL specified during DSAME installation. The format is

host nane: port.
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Secondary LDAP Authentication Server

Secondary LDAP Authentication Server

This field specifies the host name and port number of the secondary Directory
Server. If the primary server does not respond to a request for authentication, this
server would then be contacted. There is no default value for this field. The format
is host nane: port.

Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by DSAME but by any
external application that may chose to use it.) If the authentication level stored in
an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 91 for details.

Default User Roles

This field specifies the roles assigned to new users whose profiles are created
through self-registration. There is no default value. The administrator must specify
the DN of the roles that will be assigned to the new user.

NOTE The role specified must be under the organization for which
authentication is being configured.
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User Status After Registration

This menu specifies whether services are immediately made available to a user
who has self-registered. The default value is Act i ve and services are available to
the new user. By selecting | nact i ve, the administrator chooses to make no services
available to a new user.

DN to Start User Search

This field specifies the DN of the node where the search for a user would start. (For
performance reasons, this DN should be as specific as possible.) The default value
is the root of the directory tree. Any valid DN will be recognized.

NOTE If multiple users match the same search, authentication will fail.

DN for Root User Bind

This field specifies the DN of the user that will be used to bind to the Directory
Server specified in the Primary LDAP Server and Port field as administrator. The
authentication service needs to bind as this DN in order to search for a matching
user DN based on the user login ID. There is no default value. Any valid DN will
be recognized.

Password for Root User Bind

This field carries the password for the administrator profile specified in the DN for
Root User Bind field. There is no default value. Only the administrator’s valid
LDAP password will be recognized.

Search Filter

This field specifies an attribute to be used to find the user under the DN to Start
User Search field. It works with the User Naming Attribute. There is no default
value. Any valid user entry attribute will be recognized.
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Chapter 12

RADIUS Authentication Attributes

The RADIUS Authentication attributes are organization attributes. The values
applied to them under Service Management become the default values for the
RADIUS Authentication template. A template is created for each organization
when the organization registers for a service. The default values can be changed
after registration by the organization’s administrator. Organization attributes are
not inherited by entries in the organization. The RADIUS Authentication attributes

are:

RADIUS Server 1
RADIUS Server 2
RADIUS Shared Secret
RADIUS Server’s Port
Authentication Level

Timeout (Seconds)

RADIUS Server 1

This field displays the IP address or host name of the primary RADIUS server. The
default IP address is 127. 0. 0. 1. The field will recognize any valid IP address or
host name.

105



RADIUS Server 2

RADIUS Server 2

This field displays the IP address or host name of the secondary RADIUS server. It
is a failover server which will be contacted if the primary server could not be
contacted. The default IP address is 127. 0. 0. 1.

RADIUS Shared Secret

This field carries the shared secret for RADIUS authentication. The shared secret
should have the same qualifications as a well-chosen password. There is no default
value for this field.

RADIUS Server’s Port

This field specifies the port on which the RADIUS server is listening. The default
value is 1645.

Authentication Level

The authentication level is set separately for each method of authentication. The
value indicates how much to trust an authentication. Once a user has
authenticated, this value is stored in the SSO token for the session. When the SSO
token is presented to an application the user wants to access, the application uses
the stored value to determine whether the level is sufficient to grant the user
access. (The value in this attribute is not specifically used by DSAME but by any
external application that may chose to use it.) If the authentication level stored in
an SSO token does not meet the minimum value required, the application can
prompt the user to authenticate again through a service with a higher
authentication level. The default value is 0, the lowest authentication level.

NOTE If no authentication level is specified, the SSO token stores the value
specified in the Core Authentication attribute Default Auth Level.
See “Default Auth Level,” on page 91 for details.
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Timeout (Seconds)

This field specifies the time interval in seconds to wait for the RADIUS server to
respond before a timeout. The default value is 3 seconds. It will recognize any
number specifying the timeout in seconds.
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Chapter 13

Logging Attributes

The Logging Attributes are global attributes. The values applied to them are
applied across the iPlanet Directory Server Access Management Edition (DSAME)
configuration and are inherited by every configured organization. (They can not be
applied directly to roles or organizations as the goal of global attributes is to
customize the DSAME application.) The Logging Attributes are:

¢ Log Status
* Max Log Size
*  Number of History Files

¢ Log Location

Log Status

This attribute can have either a value of acti ve or i nact i ve. Selecting either
choice from the menu will activate or deactivate DSAME'’s logging function,

respectively. If the status is i nact i ve, no log files will be generated. The default
value is act i ve.

Max Log Size

This attribute accepts a value for the maximum size (in bytes) of a DSAME log file.
A number up to one million can be input in the value field. The default value is
1000000.
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Number of History Files

Number of History Files

This attribute has a value equal to the number of backup log files that will be
retained for historical analysis. Any integer can be input depending on the
partition size and available disk space of the local system. The default value is 3.

Log Location

The file-based logging function needs a location where log files can be stored. This
field accepts a full directory path to that location. The default location is

/ DSAMESer ver _r oot / SUNWanT | ogs/ . If a non-default directory is being used, this
directory must have write permission to the user under which DSAME is running.

NOTE Any changes in logging attribute values require a restart of the
DSAME server before the changes are activated.
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Chapter 14

Naming Attributes

The Naming Attributes are global attributes. The values applied to them are
carried across the iPlanet Directory Server Access Management Edition (DSAME)
configuration and inherited by every configured organization. (They can not be
applied directly to roles or organizations as the goal of global attributes is to
customize the DSAME application.)

The Naming Service allows clients to find the correct service URL if the platform is
running more than one DSAME server. When a naming URL is found, the naming
service will decode the session of the user and dynamically replace the protocol,
host, and port with the parameters from the session. This ensures that the URL
returned for the service is for the host that the user session was created on. The
Naming Attributes are:

e Profile Service URL
e Session Service URL

* Logging Service URL

Profile Service URL

This field takes a value equal to
http://<host nane>: <port >/ <DEPLOY_URI >/ profi | eservi ce

This syntax allows for dynamic substitution of the profile URL based on the
specific session parameters.
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Session Service URL

Session Service URL

This field takes a value equal to
%pr ot ocol : // %host : Uport/ <DEPLOY_URI >/ sessi onservi ce

This syntax allows for dynamic substitution of the session URL based on the
specific session parameters.

Logging Service URL

This field takes a value equal to
%pr ot ocol : // %host : %port/ <DEPLOY_URI >/ | oggi ngservi ce

This syntax allows for dynamic substitution of the logging URL based on the
specific session parameters.
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Chapter 15

Platform Attributes

The Platform Attributes are global attributes. The values applied to them are
carried across the iPlanet Directory Server Access Management Edition (DSAME)
configuration and inherited by every configured organization. (They can not be
applied directly to roles or organizations as the goal of global attributes is to
customize the DSAME application.) The Platform Attributes are:

* Server List

e Platform Locale

e Cookie Domains

* Login Service URL
¢ Logout Service URL

e Available Locales

Server List

The naming service reads this attribute at initialization time. This list contains the
DSAME session servers in a single DSAME configuration. For example, if two
DSAME servers are installed and should work as one, they must both be included
in this list. If the host specified in a request for a service URL is not in this list, the
naming service will reject the request. The first value in the list specifies the host
name and port of the server specified during installation. Additional servers can be
added using the format pr ot ocol : / / <ser ver _domai n>: <port >.
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Platform Locale

Platform Locale

The platform locale value is the default language subtype that DSAME was
installed with. The authentication, logging and administration services are
administered in the language of this value. The default is en_US. See Table 9-1 on
page 92 for a listing of all supported language subtypes.

Cookie Domains

This is the list of domains that will be returned in the cookie header when setting a
cookie to the user’s browser during authentication. If empty, no cookie domain will
be set. In other words, the DSAME session cookie will only be forwarded to the
DSAME server itself and no other servers in the domain. If SSO is required with
other servers in the domain, this attribute must be set with the cookie domain. If
you had two interfaces in different domains on one DSAME server then you would
need to set both cookie domains in this attribute. If a load balancer is used, the
cookie domain must be that of the load balancer’s domain, not the servers behind
the load balancer. The default value for this field is the domain of the installed
DSAME server.

Login Service URL

This field specifies the URL of the login page. The default value for this attribute is
htt p:// <host nane>: <port >/ anser ver/ | ogi n. (This attribute is not available in
version 5.0.)

Logout Service URL

This field specifies the URL of the logout page. The default value for this attribute
is htt p: // <host name>: <port >/ amser ver/ | ogout . (This attribute is not available
in version 5.0.)
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Available Locales

This attribute stores all available locales configured for the platform. Consider an
application that lets the user choose their locale. This application would get this
attribute from the platform profile and present the list of locales to the user. The
user would choose a locale and the application would set this in the user entry
pref erredLocal e.
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Chapter 16

Session Attributes

The Session Attributes are dynamic attributes. The values applied to these
attributes are applied to either a role or an organization. If the role is assigned to a
user or a user is assigned to the organization, these attributes, by default, are
inherited by the user. The Session Attributes are:

e Max Session Time (Minutes)
¢ Max Idle Time (Minutes)
* Max Caching Time (Minutes)

Default session values are set in Service Management for all DSAME registered
organizations. These values can be set differently for separate organizations by
registering the session service to the specific organization, creating a template and
inputting a value other than the default value.

Max Session Time (Minutes)

This attribute accepts a value in minutes to express the maximum time before the
session expires and the user must reauthenticate to regain access. A value of 1 or
higher will be accepted. The default value is 120. (To balance the requirements of
security and convenience, consider setting the Max Session Time interval to a
higher value and setting the Max Idle Time interval to a relatively low value.)
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Max Idle Time (Minutes)

Max Idle Time (Minutes)

This attribute accepts a value (in minutes) equal to the maximum amount of time
without activity before a session expires and the user must reauthenticate to regain
access. A value of 1 or higher will be accepted. The default value is 30. (To balance
the requirements of security and convenience, consider setting the Max Session
Time interval to a higher value and setting the Max Idle Time interval to a
relatively low value.)

Max Caching Time (Minutes)

This attribute accepts a value (in minutes) equal to the maximum interval before
the client contacts DSAME to refresh cached session information. A value of 0 or

higher will be accepted. The default value is 3.
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Chapter 17

URL Policy Agent Attributes

URL Policy Agent attributes are policy attributes. Policy attributes are privilege
attributes. They deny or allow users access to web resources. They are configured
through the Policy Management view. When a policy is created, policy attributes
may be assigned to organizations via Show Policies in the User Management view.

Policy attributes list resources that are assigned the same action. When you specify
an action for a resource, you effectively specify which attribute will list the
resource as one of its values. The URL Policy Agent attributes are:

e URL Policy Agent Action: Allow
e URL Policy Agent Action: Deny
e URL Policy Agent Action: Not Enforced

e Additional Information

URL Policy Agent Action: Allow

This attribute lists the URLs that a user is allowed to access. If the URL that an
authenticated user wants to access matches a URL listed here and the request is not
explicitly denied by another rule, access is granted. The default value is * (all). The
field will take any URL that a user should be allowed to access.

The Allow list is checked after the Not Enforced list and the Deny list. If a matching
URL is not found after the Allow list is checked, the access request is denied.
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URL Policy Agent Action: Deny

URL Policy Agent Action: Deny

This attribute lists the URLs a user is not allowed to access. If the URL that an
authenticated user wants to access matches an URL listed here, access is denied.
The default value is / conf i g, denying access to the configuration files. The field
will take any URL to which a user should be denied access. (The Deny list is
checked after the Not Enforced list.)

URL Policy Agent Action: Not Enforced

This attributes lists URLs that can be accessed by any user who is in the
organization or assigned the role to which this policy applies. The following URLs
are default values of the Not Enforced attribute:

e http://<host>:<port>/anserver/consol e*

e http://<host>:<port>/anserver/| ogi n*

e http://<host>:<port>/anserver/i mages*

e http://<host>:<port>/anserver/adm n*

e http://<host>:<port>/anserver/docs*

e http://<host>:<port>/anserver/| ogout

e http://<host>:<port>/anserver/index. htm

e http://<host>:<port>/anserver/nam ngservice
e http://<host>:<port>/anserver/| oggi ngservice
e http://<host>:<port>/anserver/sessi onservice
e http://<host>:<port>/anserver/profileservice
e http://<host>:<port>/anagent/htm / URLAccessDeni ed. ht

Allowing all users access to these URLs makes user authentication possible.

Additional Information

Below is additional information specific to policy attributes.
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Additional Information

Hierarchy Of Enforcement

In the enforcement of policy, the first URL list checked is Not Enforced, followed
by the Deny list and, lastly, the Allow list. Deny privileges takes precedence over
allow privileges. An empty Deny list will allow only those resources that are
allowed by the Allow list. An empty Allow list will not allow access to any
resources except those in the Not Enforced list. By default, the Allow list would
contain the "*" entry, allowing access to all resources. However, as the Deny list
takes precedence over the Allow list, anything in the Deny list will not be
accessible. If the URL access policy cannot be resolved between the Deny and
Allow lists, access will not be allowed to the resource.

Configuring Policy Attributes

The Allow and Deny attributes support the use of the asterisk (*) wildcard to
represent one or more characters. Use the wildcard to specify resources so that
rules can be more flexible. You can use one or more wildcards anywhere in the
resource name. For example:

e http://ww. madi sonparc. coni *

e *.pmadi sonparc.com

« */accessAll

e http://ww. madi sonparc. conl */ engr *

If you specify part of an URL without using the wildcard character, the rule applies
only to resources that are an exact match. For example, the following URL:

http://ww. madi sonparc. com *
matches any URL that begins ht t p: / / ww. madi sonpar c. conl
However, the following URL:

http://ww. madi sonparc. com

matches only ht t p: / / www. madi sonpar c. cont

NOTE The Not Enforced list is the first list checked by the Policy Manager.
Do not use the asterisk wildcard alone in this field. No URL access
policy will be enforced and all users will have access to all web

pages.
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Service

Chapter 18

User Attributes

There are two places which house user attributes: the Service Management and
User Management windows. The Service Management window contains default
attributes for registered organizations. The User Management window contains
user entry attributes.

¢ Service Management Attributes
* User Profile Attributes

¢ Unique User IDs

Management Attributes

The User Attributes in the Service Management window are dynamic attributes.
The values applied to dynamic attributes are assigned to a role or an organization
that is configured in DSAME. When the role is assigned to a user or a user is
assigned to the organization, the dynamic attributes become a characteristic of the
user. The User Attributes are divided into:

¢ User Preferred Language
e User Preferred Timezone
e User Preferred Locale

* Admin DN Starting View
e Default User Status

Default user values are set in Service Management for all DSAME registered
organizations. These values can be set differently for separate organizations by
registering the user service to the specific organization, creating a template and
inputting a value other than the default value.
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Service Management Attributes
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User Preferred Language

This field specifies the user’s choice for the text language displayed in the DSAME
console. The default value is en. This value maps a set of localization keys to the
user session so that onscreen text appears in a language appropriate for the user.

User Preferred Timezone

This field specifies the time zone in which the user accesses the DSAME console.
There is no default value.

User Preferred Locale

This field specifies the locale for the user. The default value is en_US. Any value
from Table 9-1 on page 92 can be used.

Admin DN Starting View

If this user is a DSAME administrator, this field specifies the node that would be
the starting point displayed in the DSAME console when this user logs in. There is
no default value. A valid DN for which the user has, at the least, read access can be
used.

CAUTION  If the Top Level Administrator wishes to assign a user the
administration privileges to two different groups, the Admin DN
Starting View should be specified as the DN of the level above
BOTH groups. This holds true for any entries at the same level such
as organizations, groups, or People Containers. This action could
result in the user being able to manage an organization, group, or
People Container that is not specifically assigned to them. It is up to
the Top Level Administrator to decide on the ACI model and where
to define the DN Starting View.
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User Profile Attributes

Default User Status

This option indicates the default status for any newly created user. This status is
superseded by the User Entry status. Only active users can authenticate through
DSAME. The default value is Act i ve. Either of the following can be selected from
the pull-down menu:

¢ Active —The user can authenticate through DSAME.

* I nactive —The user cannot authenticate through DSAME, but the user profile
remains stored in the directory.

The individual user status is set by registering the User service, choosing the value,
applying it to a role and adding the role to the user’s profile.

User Auth Modules

This option specifies individual user authentication modules to be accessed when
the “User Based Auth” option is chosen in Core Authentication. The user will be
presented with the configured authentication module(s) after entering the user id.
The administrator can select one or more authentication services (from
Certification, LDAP, Membership and RADIUS) for the user to authenticate
through.

User Profile Attributes

The User Profile Attributes are default attributes for user profiles. These values are
set in the User Profile view by an administrator or by the user when they log on.
Administrators can add their own user attributes to the user profile or create a new
service. For more information see iPlanet Directory Server Access Management
Edition Programmer’s Guide.

NOTE DSAME does not enforce uniqueness for attributes within user
entries. For example, user Aand user B are both created in the same
organization. For both, the email address attribute can be set
j i tb@radi sonpar c. com The administrator can configure iPlanet
Directory Server’s attribute uniqueness plug-in to help enforce
unique attribute values. For more information, see Unique User IDs
at the end of this chapter or the iPlanet Directory Server
Administrator’s Guide.
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User Profile Attributes

Home Address

This field can take the home address of the user.

User Status

This option indicates whether the user is allowed to authenticate through DSAME.
Only active users can authenticate through DSAME. The default value is Act i ve.
Either of the following can be selected from the pull-down menu:

e Active —The user can authenticate through DSAME.

* Inactive —The user cannot authenticate through DSAME, but the user profile
remains stored in the directory.

NOTE Changing the user status to | nact i ve only affects authentication
through DSAME. The Directory Server uses the nsAccount Lock
attribute to determine user account status. User accounts inactivated
for DSAME authentication can still perform tasks that do not require
DSAME. To inactivate a user account in the directory, and not just
for DSAME authentication, set the value of nsAccount Lock to
f al se. If delegated administrators at your site will be inactivating
users on a regular basis, consider adding the nsAccount Lock
attribute to the iDSAME User Profile page. See the iPlanet Directory
Server Access Management Edition Programmer’s Guide for details.

First Name

This field takes the first name of the user. (The First Name value and the Last Name
value identify the user in the Currently Logged In field in the upper right corner of
the DSAME console.)

Last Name

This field takes the last name of the user. (The First Name value and the Last Name
value identify the user in the Currently Logged In field in the upper right corner of
the DSAME console.)
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User Profile Attributes

Full Name

This field takes the full name of the user.

Password

This field takes the password for the name specified in the Userld field.

Confirm Password

Password type attributes automatically set this field.

Email Address

This field takes the email address of the user.

Employee Number

This field takes the employee number of the user.

Telephone Number

This field takes the telephone number of the user.

Roles For This User

This field takes the valid DN for the roles that are applied to the user.

Groups for this User

This field takes the DN of the groups of which this user is a member.
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Unique User IDs

Unique User IDs
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In order to enforce uid uniqueness within the DSAME application, the plug-in,
available in iPlanet Directory Server, must be configured as follows:

dn: cn=ui d uni queness, cn=pl ugi ns, cn=config
obj ectd ass: top

obj ect d ass: nsSl apdPl ugin

obj ect C ass: extensi bl e(bj ect

cn: uid uni queness

nssl apd- pl ugi nPath: /i ds908/1i b/ ui d-pl ugin. so
nssl apd-pl ugi nlnitfunc: NSUni queAttr_Init

nssl apd- pl ugi nType: preoperation

nssl apd- pl ugi nEnabl ed: on

nssl apd- pl ugi narg0: attri bute=uid

nssl apd- pl ugi nargl: marker Obj ect G ass=nsManagedDonai n

nssl apd- pl ugi n-depends-on-type: database
nssl apd- pl ugi nl d: NSUni queAttr
nssl apd- pl ugi nVersion: 5.1

nssl apd- pl ugi nVendor: Sun | Netscape Alliance

nssl apd- pl ugi nDescri ption: Enforce unique attribute val ues

It is recommended that the nsManagedDonei n object class is used to mark the
organization in which uid uniqueness is desired. The plug-in is not enabled by

default.

To configure the uniqueness of uids per organization, either add the DN for each
organization in the plug-in entry or use the marker object class option and add

nsManagedDomai n to each top level organization entry.
nssl apd- pl ugi nEnabl ed: on

nssl apd- pl ugi narg0: attri bute=uid

nssl apd- pl ugi nargl: marker Obj ect G ass=nsManagedDonai n
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